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Welcome to SANS Security 530.6, Capstone: Design, Detect, Defend!
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Teams

Work in teams

* Between two and five people
Winning teams are multithreaded

* Always work different angles

* Do not "monotask"
Have regular meetings

* Review what you have

* Compare notes

* Adjust and plan your next steps
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Please work in teams as we recommend that you normally do when working on the blue team. This allows you
to combine skill sets and viewpoints to assess the data better. We recommend at least two people and no more
than five. We find that more than five becomes overkill in this environment. People start getting left out.

Have each person record his findings and steps. But make sure that you have regular meetings to compare notes
and make sure that you are working together. This is VERY important.
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Connect to the Scoring Server

* Your instructor will provide you the URL to the scoreboard

* Tt will look similar to this:
https://dtf0l.sec530.com

o Note the “s” in https!
o You may use whichever browser/OS is most convenient for you

o Note: Cut and paste will be very helpful!

Make sure you connect to the URL provided by your
instructor!

S[ms SEC530 | Defensible Security Architecture and Engineering k]

The ability to cut and paste will be quite useful as you enter flags into the scoring server.

The Sec-530-Linux VM has VMware tools installed and should support cut and paste. Please test cutting and
pasting between Windows and Linux to verify.
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Create an Account

Start by clicking on Register

* Create an account and then "Login"

Login

SEC530 | Defensible Security Architecture and Engineering 4

You should now see the NetWars Course Scoring Server. Please click on “Register.”
Choose a username and password. Your password must be at least 10 characters long.

You may register an account and log in before (or after) the game begins. If you register before: the game will
show "CLOSED". It will open once the instructor begins the game.

Scoreboard Login Register

Welcome to the NetWars Game Server

The game is currently
Either the game has ended or the instructor has not yet opened the game
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Create and/or Join a Team!

Form a team by clicking on

" "
Teams —
° See no teS for de tails w'ou.ca:J ‘iujm team:‘:’gzvjvlp\ay as a group. If you p_m a T‘::::L cun w;\-:m be lost

« Join Existing Team: Your progre ] of the team. All e Il be among your team. The maximum team size is 5.

You are currently playing as an individual - to change your avatar click the image on the tip right comer of the page

Join Team Create Team

When you join a team your ind
lost. You need to provide the t
password.
rd
Team Name
Team Name
Team Password

Team Password
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Speak with your fellow classmates and form a team. The maximum team size is 5.

One teammate should create the team and supply a password that will be shared by all teammates. Creative team
names are encouraged!

Each individual should then join the team. Please note the caveats on the team page:

You can create a new team. The new team will have the same progress as your current user or team. To join
the team users will need to supply the team name and password.

When you join a team, your individual progress will be lost. You need to provide the team name and a team
password.
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Game Design |

There are multiple levels

* And multiple “missions” per level

* You may attempt missions in any order
Some questions are gateway questions
* Correct answer unlocks more questions
Other questions are grouped

* You may answer some of these, and leave others blank

New levels unlock when sufficient points have been acquired

SEC530 | Defensible Security Architecture and Engineering

Gateway questions will begin with "Gateway -":

Scoreboard Teams

10 poinis

) for the error

More questions will unlock once the gateway question is answered correctly.
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Game Design Il

* There will be a number of network resources referenced
in questions

o For example, log files, event logs, web interfaces, etc.

* You may be directed to access a system or copy a log file
via the network

* These credentials will be used (unless specified
otherwise):

o Username: Student, Password: Security530
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The credentials will be the same ones you use to access the Sec530-Linux-VM unless otherwise indicated.

If a network resource is required to answer a question, the question will give specific directions. For example,
“Use scp to copy a log file from student@example.sec530.com:example.txt.”
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Attitude Is Everything

* Today’s goals:

o Put everything we have learned this week into hands-on
practice

o Learn

o Have fun while competing to win

* Hints can be used strategically and/or to complete every
challenge

* Anyone may complete the entire DTF
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We designed the NetWars capstone to be enjoyable for all: from management to the hands-on experienced hunt
teamer with years of experience in the trenches.

Hints are available at varying costs, from subtle nudge to “here’s how you do it: type this....”

The capstone provides an opportunity to learn and/or an opportunity to compete. You may choose the “no hints”
method to maximize points, the “more hints” method to maximize learning or a combination of the two
methods.
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How It Works

There is no penalty for one wrong answer to a question
* After that, each wrong answer deducts a point from your total

* Up to a maximum of 3 points per question
This is done to
* Encourage high-quality work
* Discourage blind guessing, brute forcing, etc.
Do not reload the page immediately after a wrong answer

* Some browsers will auto-resubmit old (bad) answers!

SEC530 | Defensible Security Architecture and Engineering

There is no penalty for one wrong answer to a question:

CylonsRule You -

There is a one-point penalty for each incorrect answer after the first:

Your a ~orrect Yo
CylonsRule
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Once the Instructor Gives the Green Light

* If you have not already done so
o Create and account and log in to the scoring server
o Form and join a team

* Then go to “Level 17

Scoreboard Teams Levels ~

Level 1 >

Welcome to the NetV' .

The game is currently

MM
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You will be able to enter answers once the instructor begins the game.

Then go to “Levell.”
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Answering Your First Question

Answer the first question
* Enter “monlist” and press “Submit Answer”
* Then submit the answer

Question 1 - NTP DoS 10 points

What is the name of the NTP command that will return a list of up to 600 client addresses that have synced most recently? This has lead to
massive Denial-of-Service attacks via NTP servers that allow anonymous clients to send this command from spoofed addresses.

The answer is one word, all lowercase.

monlist

SEC530 | Defensible Security Architecture and Engineering

The first question is:

What is the name of the NTP command that will return a list of up to 600 client addresses that have
synced most recently? This has led to massive Denial-of-Service attacks via NTP servers that allow
anonymous clients to send this command from spoofed addresses.

We’re being generous and giving you the first answer: monlist. Enter that, and press “Submit Answers.”

Yay, points!

It will become more difficult shortly, we promise!
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Read the questions *very* carefully
* Every word counts!
Inspect your USB carefully

* The included tools and resources may be hints
If the challenge states that it is based on specific files,

then use those files, plus related tools
* Do not add unrelated data to the challenge!
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It may go without saying but read the questions carefully! Students often lose points due to carelessness.

Most of the challenges are based directly on previous labs. If you are stuck, flip through the lab workbook. This
is one of the reasons we placed all of the labs in a dedicated book.
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More Ground Rules

* Please follow the DTF Golden Rule
oTreat our systems and your competitors as you would
like to be treated
* You may not do any of the following
oDoS anyone/anything
o Mess around with layer 2 attacks, ARP, etc.
o Attack or attempt to exploit any servers, any
infrastructure, other student systems, etc.

S[ms SEC530 | Defensible Security Architecture and Engineering 13

Please play according to the rules. They are designed to ensure maximum learning and enjoyment for everyone!

The instructor reserves the right to dismiss any student who does not comply with the rules.
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Declaring aWinner

We will play until roughly
2:00 PM

* Assuming a 9:00 AM start
time

I'VE SEEN THINGS

The winner is the player who
either:

\
« Scores all the points YOU PEOPLE WOULDN'T BELIEVE

* Has the most points when the
game ends

SEC530 | Defensible Security Architecture and Engineering 14

Today will be a lot more free-flowing than days 1 through 5. You may take breaks or lunch whenever you’d
like.

The game will last roughly 5 hours, or 9:00 AM to 2:00 PM, assuming a normal conference start time.
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Any Questions?

* The game is about to begin DO YOU LIKE CATS OR

o If you have any last-minute DOGS?
questions, now is the time to
ask

* We provided the first
answer: monlist

* After that, it’s up to you!

SANS SEC530 | Defensible Security Architecture and Engineering 15

If you have any questions, please ask them now!

Otherwise, let the games begin!

[17 http://kidvskat.wikia.com/wiki/File:1-1 - Let The Games Begin.png
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