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Intrusion Detection In-D

On this secend day, we'll continue our tour up the TCP/IP model stack. We left you in suspense afler Day 1,
hanging from the intellectual cliff, no doubt with a sleepless night, wondering about what follows the [P layer.
Today, we'll answer these very questions and quell your anxiety by ¢xamining protocols associated with the
transport layer. Specifically, the topics will he TCP, UDP, and 1ICMP. Tt's much easier to examine these and
the applicatien layers that follow on Day 3 and beyond when you have more advanced knowledge of how the
two primary tools — Wireshark and tepdump — can selectively view or filter records.

Wireshark uses display filters to allow you to select what you want to view. Tepdump uses Berkeley Packet
Filters. Because Wireshark offers 2 more granular analysis of protocols, it has many more selection criteria to
specify packets for viewing, Tepdump BPF syntax is more esoteric and not nearly as flexible as Wireshark
display filters. However, as we discussed in Day 1, tepdump is very fast and efficient at selecting packets,
especially on large peaps. It is essential for an analyst to have masterful command of both tools,
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Today's Roadmap
Fundamentals of Traffic Analysis: Part II

e Wireshark Display Filters

Writing tcpdump Filters
TCP

UDP

ICMP

Intrusion Detection In-Depth

Here is a roadmap for Day 2. The day starts with more sophisticated ways to use the two main tools we
discuss in this class — Wireshark and tcpdump. Many times when you are using these tools, you will want to
find a particular record or two and perhaps sessions associated with those records. The means for specifying
the criteria for record selection is known as Wireshark display filters or tcpdump Berkeley Packet Filters. As
you'll soon see, Wireshark has an abundance of ways to select records and provide the selection criteria.
Tcpdump filters are more limited, but ultimately more efficient.

We'll continue with the discussion of layers as you go up the TCP/IP stack — namely the transport layer. TCP
is a reliable transport layer, UDP — not so much, and ICMP is mostly used for error messages in IPv4 and error
and informational messages in IPv6.

We will be covering many new tools and products today. We would like to cite the author or vendor of each in
advance and give credit to them for their contributions.

Tool Vendor/Author
traceroute Van Jacobson, Steve Deering, Philip Wood, Tim Seaver, Ken Adelman
ping Mike Muuss
LaBreat tampit Tom Liston
Snurf Attack Theak
ptunnel Daniel Stoedle
loki daemon9 and alhambra
2 © 2015 Judy Novak
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Wireshark Display Filters

e Wireshark Display Filters

o Writing tcpdump Filters
e TCP

e UDP

e ICMP

Intrusion Detection In-Depth

One of the most powerful features of Wireshark is the ability to selectively view packets that have a particular
characteristic. This is especially useful when you have a lot of packets and want to find a specific packet or
subset of packets that are of interest. Wireshark uses something known as a display filter to find one or more
packets with a characteristic that you specify.

One of the most baffling aspects of learning Wireshark for me was understanding the distinction between a
Wireshark capture filter and a display filter. I had a hard time with Wireshark at first because I thought the
two were the same. But, that's not the case. Wireshark capture filters are the same as tcpdump Berkeley
Packet Filters. Capture filters are used only upon traffic capture from the network. As you may know or will
learn, BPF syntax is arcane, not particularly flexible nor user friendly. You have to figure out the offset into
the packet of the field(s) you wish to filter upon and you have to perform bit masking for fields that are less
than a byte in length. And you are restricted to selecting, at most, four consecutive bytes for comparison.

Wireshark display filters are totally different and much easier to use. They are used when you already have
captured traffic and you want to display packets with a given trait. And, they use a totally different syntax than
BPF. It takes a while to get used to it, but Wireshark also facilitates the learning process since it has some
default commonly used display filters and it allows you to create your own using its menus and lists or
selecting a field/value to filter, all the while assisting you with an auto-complete feature, where applicable, to
help you create a filter.

© 2015 Judy Novak



Objectives

« Understand display filter format

« Learn about different operators to compare fields and
values

» Become familiar with the many different ways to create
display filters

Intrusion Detection In-Depth

First, you must know the format that is used for display filters, There may be several ways to identify a field
or protocel that you want to examine. Also, there are different types of comparisons of fields and values,
There can be the expected operators of equal, less than, etc., but there are soime that can be used for text
matches — such as "contains” and "matches".

Wircshark makes it very easy to create display filters, supplying all kinds of assistance, Wireshark has a menu
to list all the various protocols supported along with fields in those protocols available for display filter
creation.  You can use this as the starting point for display filter creation. Also, there are many different fields
in Wireshark output that can be used to form a filter just by right clicking on the field and selecting menu
options. For instance, say you are interested in seeing any traffic that has a certain Ethernet source address,
You can right click on the output listing of that Ethernet source address and select appropriate options to apply
the Ethernet source field and value as a filter. There are many more methods available for filter creation as
you will soon see.

© 2015 Judy Novak



Capability to Select Traffic
to Display

e Wireshark uses many different types of dissectors/protocol

decoders

e Allows individual field/values of given protocol to be
examined and packet displayed if matches selected filter

e More focused filtering capability than tcpdump

e Many different ways to select/create display filters

Intrusion Detecton In-Depth

Wireshark has a very comprehensive set of protocol dissectors or decoders. This is one of the very impressive
features that distinguishes Wireshark from many of the other open-source sniffers. A protocol decoder is
software that analyzes the protocol much like an application using that protocol would. Therefore, the protocol
dissector or decoder must understand the protocol, follow it, and associate values found in the protocol with
their respective fields. For instance, if you have a protocol dissector for DNS, it can examine a DNS response
for all the resource records returned. It is able to parse all of the DN'S resource records into components and
show you the variable length fields like the IP/hostname or the DNS TTL value. Protocol dissection is the
most accurate means of finding content when variable lengths are used in a given protocol.

Once a protocol is decoded, Wireshark then can expose both the fields and associated values to the user, This
is a very robust feature when you want to search for a specific value for a given field of the protocol.

Wireshark display filters represent high-level analysis, where tepdump filters represent low-level analysis if
you make the analogy of high-level and low-level programming languages. High-level represents more of an
abstraction from the underlying language — say assembly language — or packet data, where low level is closer
to the actual bits and bytes.

© 2015 Judy Novak



Display Filter Format

Simple indicator of presence of protocol/field
dns
ftp.response
Indicator of condition
ip.fragment.overlap
udp.checksum_bad
Field name — comparison — value
ip.src == 192.168,11,65
ipvb.fragment.offset > 0
Field offset:range — comparison — hex value
ip{0:2] == 45:00

»

_lttusion Detection In-Depth_

Display filters come in several formats depending upon what you are seeking. There are display filters that
indicate the presence of a given protocel or field/value. For instance, the filter "dns" finds what Wireshark
believes to be DNS records, based primarily on a port number of 53, The fip.response filter looks for a source
port associated with FTP.

Wireshark is also capable of doing some analysis of its own to make determinations. For instance, the
"ip.fragment.overlap" condition results when two fragments in the same fragment train have overlapping
offsets, Without Wireshark’s discovery and detection of this condition during dissection, it would not be
possible for a user to create a filter that performed this comparison. In other words, the display filters at your
disposal are incapable of the complex logic involved in comparing multiple records. They can compare fields
and values, but not one record with another, e ‘5 e e . j{; / W{r,r, i o / !}_ﬁ »

A "udp.checksum_bad" exposes all UDP packets that have invalid checksiuins. This is something that is
computed or discovered when the UDP packet is dissected, before applying any filters. Again, this is
something too complex for a uscr-created Wireshark display filter since there is no feature to apply arithmetic
formulas on selected fields.

Probably the type of filter you will use most has the format of specifying a field, an operator and a value, The
filter "ip.src == 192.168.11.65" locks for any record with a source [P of 192.168.11.65. The filter
"ipv0.fragment.offset > 0" searches for any 1Pv6 fragment with an offset of greater than 0,

Finalty, il there is a fleld/value combination that cannot be expressed using Wireshark filters, you can cxpress
it as an offset from the beginning of a protocol, the length in bytes, a comparison operator, and a strange
notation for hexadecimal. We'll examine this more closely in an upcoming slide. The offset expression above
looks for the hex value 0x435 00 in the first two bytes offset from the [P header. This could be expressed more
casily with field names and values, but it is used simply as an instructive example of the format,
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Comparison Operators

Comparison |Operator
Equal == And &
Not equal I= Or I
Greater than > Not =il
Less than <
Greater thanor | >=
equal
Less than or <=
equal
Contains contains
Regular
expression matches

Intrusion Detection In-Depth

Wireshark offers a typical set of comparison operations shown above. This is a sample of the most commonly
used comparison operators; there are more than are listed that can be found in the documentation on the
Wireshark website found at http://www.wireshark.org/docs. Look for the section on display filters in the
Wireshark User's Guide.

Most of these operators are straightforward and similar to expressions you may use in other languages. There
are some that need more explanation in the following slides.
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Contains Operator
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 Intrusion Detection In-Depth ovids-

The "contains” comparison operator can be used for a high fidelity search where you want to find a particular
value in a specific field. For instance, the filter above "'dns.qry.name contains evil™ focuses in on the query
name in a DNS record looking for an ccourrence of the string value "evil". It displays all of the records found.
There are plenty of "evil" packets!

All of Day2 demonstration peaps are found in home/sans/demo-peaps/Day2-demos on the VM,

+ To see the output, enter the following on the command line:

wireshark evildns-queries.pcap
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Matches Operator

gii_e ﬁdit View Go Capture Analyze Statistics Telephony Tools Help

' Filter: : dns.qry.name matches “~evil*

.éourgé_port Desﬂnatiﬁnpcrt ;
| IS R ey

T EnmaT

Standard query A evil.whatever.net

43384 domair E it

49673 domain  Standard query A evil.whatever.com
5se18 . domain

60690 domain

evildns-

Intrusion Detecton In-Depth Al i

You're probably wondering what the difference is between the operators "contains" and "matches". The
"matches" operator allows some basic regular expression syntax to be used to specify a more complex syntax
of content to find. The filter above selects only records with "evil" at the beginning of the DNS query name.
The "match" operator is not well documented. My advice is to experiment with regular expression syntax for
matches that you'd like to find.

The """ or carat is notation used in regular expressions to denote that what follows is found at the beginning of
a line.

+ To see the output, enter the following on the command line:
wireshark evildns-queries.pcap
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Not Operator

Incorrect Correct
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The "not" or "!" operator negates a particular condition. 1f seems straightforward, however one of the caveats
offered in the documentation is the use of the "!=" operator. The example of "ip.addr = 65.55,111.78" is an
incorrect {ilter to find all packets where the TP address is not 65.55.111.78. The interpretation of this by
Wireshark is that the packet must contain an [P address that is different from 65.55,111.78. Each packet has
both a source and destination [P address and either the source or destination IP address will be different,
exposing all records in the capture.

This is probably a good time to digress a bit to discuss the background color in the filter input area. A white
background appears if no filter is present. A green one appears when correct syntax is entered, Conversely, a
red background appears if the syntax is incorrect. Finally, there is yellow background when Wireshark
cautions you that the results may be unexpected. If you forget this, just hover over the filter input area and the
guidance appears as above.

The proper way to compose the filter is "I{ip.addr == 65.55.111.78)" which is translated as no occurrences
where the ip.addr field has a vatue of 65.55.111.78, Just be aware of this issue when you wanl {0 negate some
value or expression, especially if it is a field found in both the source and destination packets.

+ To see the output, enter the following on the command line:
wiresharlk enter-filter.pcap
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What's the Difference Between
"Contains" and "Find Packet"

Elle Edir View Go Capture Anslyze Statistics Telephony Tools Help
& W B

YT LA NS FTUIULUT

b GET ¢

Accept-Language: en-usirin

UA-CPU; xBE\r\n

Accept -Encoding: gzip, deflateyrin

User-Agent: Mozilla/d4.9 (compatible; MSIE 7.8; Windows NT 5.1)\r\n
Host: trughtsa.com\rin

Connection: Keep-Alive\rwn

Lrin

Intrusion Detection In-Depth

find-contains.pcap

You may be wondering what the difference is between searching via the "contains" operator or by via the
"Find Packet" option of the Edit menu. The "contains" operator allows you to do more focused granular
searches on a particular field or protocol. For instance, above, we want to find "msword" only if it is in an
HTTP Accept header. All discovered records will be displayed.

To see the output, enter the following on the command line:
wireshark find-contains.pcap
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Find Packet

-By: 7 Display filter 7 Hex value 4 String

g Options e
Case sensitive

Searchin
-3 Packet fist
_' o Packet details
| Packet bytes

: 31’1.1—_).4.';’.1{;{.::{::37;()1‘1. !ﬁn}l)_'épfii _

find-contains.peap

H you remember from the section "Introduction to Wireshark”, the Edit menu has a "Find Packet..." option
that you can usc to find a packet bascd on some string or hex value that you select, The search is typically
done an a value in the packet byies, although it can be on the packet list or packet details. A match result
highlights a record - - leaving all other records displayed, while the "contains” results displays only matching
records. You must do successive "Find Next" searches to find additional packets. As well, this is a more
generic search becanse we are looking for the string value of "msword" anywhere in the packet payload, not
just the HTTP Accept header.

+— To see the output, enter the following on the command line:

wireshark find-contains.pcap

© 2015 Judy Novak
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First Match

Bie____idit mew Go Capture Analyze s:auqics Telephony Tools Help

B & e AT EBE
;} ession..| CI ppiyJ

No.. Time Source Destination ; protocol  Source port Destination port | Info -:
16.000800  173.255.224.88 16.108,100. 200 TP stone-desig http =~ stone-design-1 > http |
7 3.000000  10.166.108.209 173.255.224, 88 TP http stone-design-1 http > stome-design-1]
3 4.608060 255,224,808 18,100, 166, 260 TCP desig h o b

: HETR 0

Profile: Dafault

find-contains.pcap

Record 4 contains the first match of the string "msword". It is in the HTTP Accept header as desired. This
record is selected by either the "Find Packet" or "contains" searches that we performed.

+ To see the output, enter the following on the command line:
wireshark find-contains.pcap
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Second Match — Not HTTP
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find-zantaing peap

The second match is an ICMP packet that has the string "msword" in the payload. Use the "Find Packet" when

you want to cxamine each individual record separately that contains the match, yet vou do not care about the
contexl in the payload — just that the string exists in the payload. [It's important that you select the correct

option - “contains” or “Find Packet” - depending on your purpose for the search.

-{?— To see the output, enter the following on the command line:

wireshark find-contains.pcap

® 2015 Judy Novak
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Many Ways to Create/Select
Display Filters

Use canned default filters

Enter you own in "Filter:" input

Create using "Expression..." button to display menu of all
known fields

Right click/"Apply as Filter":
— Packet list, packet details entry
— Statistics output fields

Tnwrusion Detection In-Depth

As mentioned, Wireshark offers you many different ways to create display filters. The type you create
depends on your familiarity and comfort with Wireshark as well as what you want to accomplish., Wireshark
comes with a small set of basic generic filters for some of the most common protocols. When you become
more familiar with display filters, you may choose to create your own by entering one in the "Filter:" input
field. You can get assistance, known as auto-complete where Wireshark attempts to help you complete your
filter field name.

The "Expression" button allows you to display all Wireshark's supported protocols and fields within those
protocols to select those you want and add comparison operators and values. Wireshark also offers a very
clever feature of allowing you to right click on different displayed output to create a filter for a particular
statistic, field and value or packet. Wireshark refers to this feature as "Apply as Filter". When used,
Wireshark formats the filter entirely. Wireshark offers you menus of a set of conditions for whether or not you
want to view or exclude records with the selected field and value.

The point is that Wireshark offers extensive methods for creating and selecting filters. All display filters
require a given condition/field/packet to match, perhaps using an operator, and a value, Display filters can be
as simple as selecting a given protocol — say ICMP. Or they can be very complex with multiple individual
conditions combined with Boolean operators such as "and" or "or",

© 2015 Judy Novak



Selecting One of Wireshark's
Canned Filters

Flle Echt View Go Captur

e

Display Frer Macro:

Appty a5 Fiter
Prapara a fllter

) £nabied Protocols,., Shaft+C] 4 E:
p.EPER0d  65,55.111.0 Docode As..
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31
11
5 16.B00@08  G5.55.1lL.C...T
6 21.860E88  173.233.2%  pollgw TOF Stream
7 25.g8080€  173.255.22; L

Expert infa
Expar infe Composite
Conversation Filter

canned-filters.peap

Some of the most comumon and simple display filters are available as default or canned filters. These canbe
accessed by navigating to Analyze-> Display Filters menw/selection or by clicking the Filter button to the left

of the filter entry.

-<¢> To see the output, cnter the following on the command line:

wireshark canned-filkers.peap

© 2015 Judy Navak 17
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Sample Canned Display Filters

Ethernet address 00.08:15:00:08:15
Ethemet type 0x0806 (ARP)

|5 Ethemet broadcast

Mo ARP

only

address 192.168.0.1

address isn't 192.168.0.1, don't use != for this!

Tntrusion Detection 1n-1 Jepth

canned-filters.pcap

As you can see there are some very basic supplied filters. Suppose you wanted to see TCP traffic only. You

would select the "TCP only" filter and select OK. The actual display filter that will appear in the Filter box
after you select OK will be "tep".

The filters that appear are contained in the file ./wireshark/dfilters found in the user's home directory.

+ To see the oufput, enter the following on the command line:
wireshark canned-filters.pcap
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Results of Filter
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As you can see, the actual display filter is "tep”. This selects all the TCP recerds only.

+ To see the output, enter the following on the command line:
wireshark eanned-filters.pcap
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Supply Your Own Filter

File Edit View Go Capture Analyze Statistics Telephony ]bols t{eip M

Destination

=G 2,224, 6 |_._.._,...§ ip
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Intrusion Detecdon In-Depth

entar-filtar.pcap

Once you get comfortable with the syntax and the choices in Wireshark, you may find that it is more efficient
to enter some of your own display filters. If you know you want to see UDP records only, you create a filter to
look for protocol 17— UDP. Once applied, only UDP records will be displayed.

+ To see the output, enter the following on the command line:
wireshark enter-filter.pcap
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enter-fiterpcap

There is an "Expression” button to the right of the filter entry. When selected, a menu of many different types
of protocols will appear. Each of these profocols can be expanded to reveal different fields for comparison or
perhaps some conditions associated with the selected protocol. This menu shows you the available Wireshark
disscetors and permits you to usc and view the same ficlds and conditions that the dissectors do. This is a potent
feature of Wireshark, You'll most often use the "Expression” bullon as a novice to Wireshark, or to explore the
options for a given protocol, or you just have a lousy memory and cannot recall Wireshark syntax. But, wait -
there’s more ... Wireshark can help out for poor recall as we will see in the slide following the next one.

+ To see the output, enter the following on the command line:

wireshark enter-filter peap
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Filter Expression Menu
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2 ¥ TCP - Tensmission Control Protocal |" Tiadaa

tepsriport - Source Port 1l
tep.dstport - Destination Port |
icp.port - Source or Destination Port

lep.stream - Stream index E'
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tep.nntseq - Next sequence number |
ep.ack - Acknowledgament numbe |

B!
b |
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62 H
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Pt tep. flags - Flags
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T

Intrusion Detection In-Depth o el

Once you find the field you'd like to search for a given value, Wireshark brings up a menu to help you select a
relation and value. Note that Wireshark is cognizant of the appropriate relations that apply for the chosen
field. For instance, we'd like to find any TCP packets that have a header length of greater than 20. Like the IP
header, this indicates options. Wireshark knows that this is a numeric value. You are not presented relation
options such as "contains" since that typically applies to string values.

To see the output, enter the following on the command line:
wireshark enter-filter.pcap
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Auto-Complete Function
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Wireshark has an amazing feature known as "auto-complete”. Whenever you enter a filter on your own and
select a particular protocol that you remember, but cannot remember a given field name for that protocol,
simply type a period after the protocol. This is the catalyst for Wireshark to bring up all the like-named fields
to the one you cntered. Whenever you enter a unique portion of a field name, Wireshark completes it for you,
For instance, enter "lep.h" in the flter input and Witeshark completes it as "tcp.hdr_len" since that is the only
field name or condition that it has with “tcp.h".

Let’s expand on the previous filter to form a complex filter that containsg two conditions. We enter "&&" in
the filter since we'd like to limit the search fo SMTP records — port 25. We enter "tep.” and a menu appears of
all possibilities beginning with "tep.”

Y ou have the choice to use "English"” or "C-like" logical operators. For instance, while the "&&" was selected
in this example, you could use "and" instead. An "or" operation can be expressed as "[|" or "or" and the "not"

operation as "!" or "not".

To see the cutput, enter the following on the command line:

wireshark enter-filter.pcap
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anter-filter.pcap

Finally, here is the result of our complex auto-complete assisted filter. This selects all SMTP records with TCP
options. Wireshark assisted us with selecting the ".port" notation while we supplied the "= = 25" condition.

+ To see the output, enter the following on the command line:
wireshark enter-filter.pcap
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Another feature is the "Apply as Filter" menu option that appears when you right click on a record ora
particular field/and value. An "Apply as Filter" on a record allows you to creatc a simple or complex cendition
to select or not select hased on the column in the record where your cursor is when you right click.

We navigate to record 362 and wish to find all records with a similar source 1P address of 10.1060.100.111.
Mace the cursor under the Source column, right click, and a menu appears with an option of “Apply as Filter™.
Therc s also a “Prepare as Filtet” option that allows you to create a complex filter yet not immediately apply
it. Select the “Apply as Filter” option and a second menu appears. This menu presents many different options
for including or excluding records based on the condition you've chosen - in this case, a source [I* of
12.100.100.111. We choose the "Selected" option to include those records.

To see the output, enter the following on the command line:

wircshark cater-filter.peap
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This time we bring up the "Apply as Filter" menu selection as the cursor is placed on the Transaction ID of a
DNS record. We have opted to view all records that do not have a DNS Transaction ID of 0x07d0 as we
choose the "Not Selected" menu option.

+— To see the output, enter the following on the command line:
wireshark enter-filter.pcap

26 © 2015 Judy Novak



ply as
on Statistics Output

{Protocal ) ) )  %aPeckels Parkets Bytes Hbitss. End Packets End Byte
o Frame £56 534714 0.P02 0
| v Ethemet £56 534714 0.002 n
« fntemet Pretacol B5E 534714 D007 0

o Fansrission Contrl Pretooot Y64 S06060  0.002 F 7140

= Simple Mail Tansfer Prokoce! 152 41890 0.000 164 3543

Internel Message Format 13 6412 0.000 12 641

Data 236 387156 0.001 236 3871

= Hypetest Transfer Protocal 4 330 0.000 2 9z

tadia Type 7 508 G000 H 29¢

Seure Sochel Leyer 4 1774 0000 4 173

= User Datagram Protocal 27 28654 0000 o .

Domain Name Sarvice 16 1452 0.000 10 148

T6 27090 0.030 EL 270<

Prepage & Filker
Firef Franie >
telortze Protocol

Hot Selected

- and Setecled
- OF SElected

.. aNd not Sefected
o B TGE Selecred

ion Detection In-Depth ' onterikterpeap

In case you don't have enough “Apply as Filter” options, you can also use many of the statistics output entries
to begin your search. In this particular case, all NetB10S records are selected from the Protocol Hierarchy
Statistics menu.

4‘#’- To see the output, enter the following on the command line:

wireshark enter-filter.pecap
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Retrieve Previous Filters
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A time-saving feature is the capability to retrieve some of the recent filters that you've used. This is done by
clicking on the down arrow next to the filter entry. Click on the filter that you want to use and it appears in the
filter entry field.

These display filters are stored in .wireshark/recent_common file associated with the Wireshark user. You'll
find recently used pcap files listed in there too. Both display filter and peap lists have a limited number of
entries and the last one is deleted to make room for a new one when the limit is reached.

To see the output, enter the following on the command line:
wireshark find-contains.pcap
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~ Inrfusion Detection In-Depth

Believe it or not there are some fields for which there are no Wircshark filters. That's hard to imagine with all
the choices available to you. For instance, supposc you want to find all records that have the IP option record
route. There is ne filter for this. So, lel's see how Wireshark finds it when an Apply as Filter is performed on
the field ol a record that has an [P option record route,

-'{P' To see the output, enter the following on the command line:
wireshark ipoption.peap
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What appears in the filter field is kind of disturbing looking! The syntax that you see, at least as far as
designating the offset looks, very similar to BPF syntax that you will learn in the next section. The first part
consists of the protocol that is used as the offset beginning. Wireshark elected to use the beginning of the
frame, though it really could have used the beginning of the IP header as a more logical start point of an IP
option.

Regardless, Wireshark begins the filter match at 34 bytes offset from the beginning of the frame and looks for
the next 3 bytes. Again, BPF has a similar format, yet while Wireshark does not have a maximum number of
contiguous bytes for matching, while BPF is limited to 4. That takes care of the expressing the match field.
Next we see a familiar operator of "==",

Now what's that strange notation of "07:03:04"? That is Wireshark’s notation for 0x07 03 04, Tt would have
been a lot more user friendly, coherent, and cooperative had Wireshark used the same notation for
hexadecimal as most every other tool in existence on the entire planet. Hey, no bitterness here! This is a small
inconvenience given everything Wireshark offers — yet it would have been nicer to use the standard format for
hexadecimal. The bytes 0x07 03 04 represent the IP option number of 7 for record router, the record route
option as a length of 3 and the record route option pointer is 4.

The point is that Wireshark may not always behave the way you expect it to. It is an excellent tool, but not
without nuances or anomalies.

To see the output, enter the following on the command line:

wireshark ipoption.pcap

© 2015 Judy Novak



Frame Offset May Not Be Accurate
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To test the theory that using a frame offset may not be the best way to search for IP options, an ARP packet
was crafted that has 0x07 03 04 beginning at the 20% byte offset of the ARP header — or 34 bytes offset from
the frame header. This was accomplished by assigning a target MAC address of "00:00:07:03:04:00".
Fortunately, the field that spans the 20-22 bytes inclusive accepts these values as legitimate ones sincc they
fall within a MAC address. This packet was merged with the file ipoptions.peap shown in Wireshark on the
previous slide.

When this same filter that uses the beginning of the frame as the starting point for the offsel is applied Lo the
new peap, you can see that it now includes the ARP packel containing 0x07 03 04 at the 34™ byte offset from
the frame. As we discussed in Day 1, ARP is a distinct protocol that follows the frame header, just as TPv4 or
[Pv6 are appropriate layers to follow the frame header,

The filter that Wireshark created when filter on [P options is not correct. It disregards the protocol layer we
selected, namely IP. Let's fix this on the pext slide.

+ To see the oulput, enter the following on the command line:

wireshark offset-issue.peap
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IP Offset is Correct
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A filter that designates an offset of 20 from the beginning of the IP header where the IP header length is
greater than 20 bytes selects the single record with IP options. A filter of "ip[20:3] == 07:03:04 and
ip.hdr_len > 20" looks 20 bytes offset from the beginning of the IP header and finds the record route IP option,
It is not fooled by the ARP packet.

There are a couple of lessons from this examination. First, as mentioned before, Wireshark is a most excellent
tool, albeit not perfect. With all the functionality that it provides, you would imagine that something might not
be precise. This highlights our need to understand the protocol layering — Ethernet frame, followed by either
IP or ARP. Finding IP options using Wireshark is no easier than using tepdump for that matter. Both require
offsets — Wireshark selects an imperfect layer to use while you as the user and creator of a filter for tepdump
need to know that you must start 20 bytes offset from the beginning of the IP header. We once again revisit a
recurring theme that the tools you employ make their own interpretations of traffic; therefore it is necessary for
you to be able to do your own should you come across a situation such as this.

Second, this emphasizes the necessity of beginning offset counting at the appropriate layer. If you are looking
for IP options and need to designate an offset — start counting from the IP header. If you want to look for a
value in TCP that requires an offset, begin counting at the TCP header.

To see the output, enter the following on the command line;

wireshark offset-issue.pcap
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There have been times when | wanted to create a new tepdump peap file where [ either select or omit records
from a current peap file. Sometimes it is casy to specify a tepdump BPF field and value — other times not.
But, Wireshark allows you 1o do this with relative ease. For instance suppose you want to save records with IP
ID number of 31026 only. We've already performed an “Apply as Filter” operation on that field and all
matching records are selected.

First mark all packets using the Edit > Mark All Displayed Packets option as seen in the left upper display.
After this is complete you should see all the packets highlighted as in the right lower display.

.+. To see the output, enter the following on the command line:

wireshark fragment.pcap
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fragment.pcap

Now save the marked records by selecting File = Export Specified Packets as seen in the upper left display.
Finally, save the packets to a file name that you enter and where you save only marked packets as seen in the
lower right display. You can now process the new file using any tools that accept libpcap as an input format.

+ To see the output, enter the following on the command line:
wireshark fragment.pcap
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Display Filters

Frequently used feature to assist in finding packets with a

given characteristic

Aliows for easy and more granular inspection than BPF

Many different ways to generate a display filter

Don't confuse with Wireshark capture filters
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In conelusion, Wireshark display filters are one of the most versatile and often used features of Wireshark.
They are extremely adept at finding packets with an attribute that you'd like to examine in one or more packets,
As you’ll see, they are much simpler to create than BPF cxpressions and allow you to specify a field of interest
more easily. And, Wireshark has more comparison operalors than BPF — especially ones that can be used for
text searches instead of hexadecimal or decimal.

Wireshark offers many intuitive methods for generating a filter. You can create your own in the filter entry,
use Wireshark's expression menu to select a protocol/field along with a comparison operator and value, recall a
previous filter, and use many fields on different output displays — packets or statistics to invoke the "Apply as
Filter” feature. Wireshark has anticipated and accommmodated a variety of search methods for ease of use,

Finally, Wireshark display filters are very different from its BPF capture filters that select packets to be
captured when Wireshark is gathering network traftic.
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Exercise:
Introduction:

Questions:

Answers:

Wireshark Display Filters Exercises

: Workbook

"Wireshark Display Filters"

Page 3-B
Approach #1 - Page 4-B
Approach #2 - Page 10-B
Extra Credit - Page 11-B
Page 12-B

This page intentionally left blank.
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Writing tcpdump Filters

o Wireshark Display Filters
o Writing tcpdump Filters
e TCP

o UDP

o ICMP

Inttusion Detection In-Depth
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Objectives

» Review foundations of tcpdump filters including:
« tcpdump filter format
= Review of bit/byte theory
« Review of binary/hexadecimal numbering systems
* Introduction to bit masking

* Learning to formulate tcpdump filters

e Review of tcpdump output

Intrusion Detection In-Depth

Tepdump filters (also known as BPF — Berkeley Packet Filters) are necessary to selectively gather/read/write
records of network traffic. Many times you will want to read packets with specific traits from a file or off the
network. This can be done by telling tepdump what traits and values to process by using tepdump filters. This
is most helpful if you have a large collection of libpcap records that you want to examine for some
characteristic. For instance, let’s say that you see a SYN scan of a TCP port coming into your network and
you’ve captured the activity using tcpdump. An important analysis would be to determine if any of the
scanned hosts responded that they listened on the scanned ports. It would be possible to do this using tepdump
by examining records returned from the scanned hosts and ports with both the SYN and ACK flags set. These
are the flags that are set when a host listens on a port after receiving a segment with a SYN flag set. These
records could be discovered by using a tepdump filter selecting records with both the SYN and ACK flags set
in segments returned from the scanned hosts. Tepdump filters are very helpful in interpreting network traffic
patterns.

Most of the time, writing tepdump filters is somewhat trivial. But, when you are dealing with fields that are
less than a byte long, things may get more difficult. That is why an entire section is devoted to writing
tepdump filters.

In case you are thinking to yourself that you’ll never use tcpdump so you’ll never need to understand BPF
theory; there are many applications that use BPF besides tecpdump. Snort, Wireshark, and Tshark are few of
the many applications that can use BPF. Also, if you ever attempt to do programming with sockets or any of
the other applications that can perform network programming, you may find that you need to check a flag or
value that requires some kind of bit selection or bit masking. So, this is quite a useful skill to apply to tools and
tasks other than tepdump.

© 2015 Judy Novak



Understanding tcpdump Filters

Specify item of interest for record selection
Any field in frame/packet

Examples: header length or TCP flags
Macros for more commonly used fields:

»

— Examples: “port” or “host”
Less common fields:

L

— Identify protocol
— Identify byte displacement

« Examples: p[0], tcp[13]

Inttusion Detectioni In-Depth

Tepdump fiiters need to specify an item of interest such as a bit, a byte, or multiple bytes found anywhers in
the packet. Such items can be part of the IPv4 header such as the IPv4 header length, the TCP header such as
TCP flags, the UDP header such as the destination port, or the 1CMP message such as the message type Even
fields in the payload can be examined, though that is typically not dene using BPF.

FTECL]

BPF provides a designated identification for some types of protocol headers. Much as you would expect, “ip
is used to denote a field in the IPv4 header or data portion of the 1Pv4 datagram, “tcp” for a field in the TCP
header or segment, “udp™ for the UDP header or UDP datagram, and “icmp” for the 1CMP message. These are
not the only protocols that BPF is ablc to interpret as offsets from the beginning of the protocol header, though
these are the ones of primary inferest (o us, The tepdump man page has an extensive description of the
protocol names available and what you can do with them along with some sample filters.

Next, you need to slale an offset indicating the starting bye of the field under examination. For instance, ip[0]
would indicate the zero byte offset of the IPv4 datagram which happens to be part of the TP header (remember
counting starts at 9), tep[13] would be the 13th byte offset into the TCP header, and icinp[0] would be the zero
byte offset of the ICMPv4 message which is the ICMP message type.
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Specifying Fields

protocol[displacement)] N
By ip[1]
Ohefor iy g My s ey s T
IHL {Ho 7
U] Version L;ﬁf_ﬂhi ITypea!Semca [TOS} Total Length
‘ h o 4 b L o b § i ?)‘r s = 1 1 - L ( ki . i i 1 i £
4 Idenification IP*Flags Fragment Otfsel
x D M 20
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16 / Destination Address
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BYAO 1 23466788 ,1234566788;123456788 g1
/V R e >

src host | macro

Intrusion Detection In-Depth

Looking at the IP header as an example, we learn two ways to specify different fields. The easier way to
specify a field of interest is by using a BPF macro. Not all fields have these macros. The source IP can be
specified by combining two macros “src” and “host” to identify the field. But, if we want to look at the type of
service field, we have to identify a protocol in which the field is found - "ip" because this is in the IPv4
header, and a displacement in bytes (1) offset in the protocol.

Here are some of the more common macros used in filters. More are discussed in tepdump's man output.

host

net

port

sre host
dst host
src net
dst net
sre port
dst port
icmp
tep

udp

select the record if either the source or destination host matches this [P
select the record if either the source or destination subnet matches
This is useful if there are several IP’s from the same subnet of interest to you
select the record if either the source or destination port matches

select the record if the source host matches

select the record if the destination host matches

select the record if the source subnet matches

select the record if the destination subnet matches

select the record if the source port matches

select the record if the destination port matches

select the record if the protocol field ip[9] has a value of 1

select the record if the protocol field ip[9] has a value of 6

select the record if the protocol field ip[9] has a decimal value of 17

©® 2015 Judy Novak



The tcpdump Filter Format

The two different formats for a tcpdump filter are:

<protodol header> [offzet: length] <relation> <walue>
T ip{9] = 0x01 '

tepfz:i2] 1= 80

udpf{4:2] = 0 _

ilcomp [0] = 0x03 && icmplil] = O0x01

<macro» <value>
port 22
dst host 192.168.11.62
src net 182

- Intrusion Detection In-Depth

There are two different formats to use for tcpdump BPF. The first format is necessary when there is no macro.
First, it requires you to specify the type of protocol where the field you want te cxamine is found (i.e. ip}.
Next, you have to specify the byte displacement into the protocol of the field {i.e. [9]). Optionally you can
specify the length of the ficld you are examining, up to 4 bytes[12:4]. Oddly, though , you can filter en a
single byte, 2 contiguous bytes, or 4 contiguous bytes, however you cannot specify that you want three
contiguous bytes.

i you have a field that is greater than 4 contiguous bytes, you will have to write a separate filter for each 4-
byle range. A length designation is necessary if the field length is greater than 1 byte. Otherwise the length
defaults to 1 byte without a length value explicitly set. Next, some kind of relation operator is used (i.e. =),
Finally, a comparison value must be given (i.e. 1).

The second fortnat uses a macro, if one is available. 1t is a whole lot easier to use — you just specify the
macro/variable name for the field you are examining and the valuc.

Let’s look at the meaning of the filters in the above slide:

The first Gilter ip[9] = 0x01 selects any record with the IPv4 protocol of 1 {ICMP},

The second filter tep[2:2] =80 selects any record with a TCP destination is not 80.

The third filter udp[4:2] > 0 selecls any UDP record with a non-zere UDP length — not a jumbogram,

The fourth filter icmp[0] = 0x03 && iemp(l] = 0x01 selects any record with an ICMPv4 message type of 3
and a codc of | - a "host unreachable” message.

The first macro filter sclects any record with source/destination port of 22 (ssh).
The second macro filter selects any record with destination host 92.168.11.62,

The third macro filter selects any record with a source subnet of 192 x.x.%.
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BPF Bit/Byte Fundamentals

e Byte is an 8 bit field

Possible to denote a span of bytes udp[0:2]
Smallest precision BPF easily offers is a byte
How do you reference bits within a byte?

Bit masking

Intrusion Detection In-Depth

First 4 bytes (bytes 0 - 3) of the IP_header:

BYTE 0 2 3
4-bit | 4-bit 8-bit TOS 16-bit IP total length
version| length

This is a refresher of bits and bytes in case you've conveniently forgotten. The bit is the smallest unit that can be
represented by a computer - it can have a value of either 0 or 1. A byte is composed of 8 bits. Byte counting
begins at byte 0; all successive bytes fall on these 8-bit boundaries. udp[0:2] specifies the byte in the UDP
datagram beginning at byte 0 for a length of two bytes,

BPF format does not have an easy way to represent a single bit or multiple bits in a byte that you may want to
examine. For instance, look at the first 4 bytes of the IP header in the notes section above. If we want to look at
the 4-bit version number or 4-bit IP header length, we will have to isolate those bits from the others in the byte.
This is done using a combination of hex characters, the Boolean AND ("&") operator and possibly something

known as bit masking,

42
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The Problem:
Looking at Fields Less than a Byte Long

Layout of 0-offset byte | T wantte
/ exaal:'nir?e
' R c header
[ 4-bit IP version 4-bit header length jength only

What if you wanted to find all packets where the
header length is greater than 20?

How about: ip[0] > Ox45%
Fails with a vailue of 0x55, or 0x75, etc.

The problem is that the presence of the IP version
value is making this difficult.

Intrusion Detection In-Depth

We run into difficulty writing filters when a field is less than a byte in length. For instance, suppose you want
to find all packets where the 1P header length is greater than 207 The 0-byte offset of the IP header actually
contains two different fields — a 4-bit [P version and a 4-bit 1P header length. If we use the
protocel[displacement] notation, ip[0] finds both fields since it encompasses the byte.

We arc not interested in the 4-bit [P version and essentially want to get rid of it semehow, or more correctly,
we want to get rid of the value found in the IP version. Remember that the value in the [P version must be
multiplied by 4 to get the true length, That means we want to examine each packet for a value of greater than
5 in the IP header field.

Let's make a first attempt using the filter ip[0] > 0x45", On the swrface this looks like it should work, But,
suppose an invalid 1P version number of greater than 5 is found, yet the header length value is 5. The filter
will select that packet, not working as we intended. The presence of a value in the IP version complicates our
filter. If only we could nullify the value in this field.

© 2015 Judy Novak
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The Solution:
Nullify the IP Version Value

Layout of 0-offset byte

Want to
/ examine
header
4-bit IP version 4-bit header length | length only

Current value in IP version

O LEiE0Rs S0

Desired value in IP version

0] 0 0| O

Intrusion Detection In-Depth

As we discovered, there is really no simple operation that is native to BPF that allows us to look exclusively at
the IP header length value. But, we can do some operations and manipulations of fields and bits that will allow
us to look at the 4-bit IP header length only.

In essence, if we can nullify all the bits in the IP version field to be 0, we really are looking at just the 4-bit IP
header length when we look at ip[0]. How exactly do we discard or zero out this high-order nibble and
preserve the low-order nibble found in the 4-bit header length?
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More Fundamentals

« Individual bit or a range of bits may be selected by bit
masking

» Uses the Boolean AND operation to keep or discard a bit(s)

+ Two bits are AND'ed; the following values yield the
following results:

packet bit AND Our mask bitB = RESULT

0 0 0
1 0 0
0 ' 1 0
1 1 1

usion De:_t_ejf:-tiiaﬁ"'_I.:'i_—Dép‘rli

We will use the Boolean AND operation to help us zero out unwanted bits, Tet’s look at the fundamentals of
applying this theory. The AND operator is used because it can easily discard unwanted bits by AND’ing an
original bit found in the packet with another hit of 0. This is known as the mask bit; we select the appropriate
value — either 0 or 1 to discard or prescrve the criginal bit in the packet. The AND operator can preserve original
bit values by using a mask bit of 1.

Let’s take a closer look at the AND truth table in the slide above. Because we are dealing with computers that
talk in hinary, we consider taking every combination of the only twe pessible bit values - G and 1. As you can
sce from the truth table above, the only time AND’ing two bits has a resulting value of 1 is when beth bits are 1.

T'ake a bit found in the original byte, say in the 1P header length field, and then select an appropriate mask bit for
the AND operation, The appropriate mask bit is one that either preserves the packet bit when the mask bit value
is 1, or discards the original packet bit when the mask bit value is 0.
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“

Solution: “"AND” Unwanted
Bits with Os

Current value in IP version

0 0 0 0

Resulting high order nibble value

Intrusion Detection In-Depth

A solution of dealing with fields that are less than a byte is basically to zero out all other bits in the byte other
than those we are interested in. In this instance, we want to “AND” the high-order 4-bits in the zero byte
offset of the IP header with zeros. This operation will yield zeros in the place where there once might have
been non-zero values. Therefore, we have a mask nibble with a value of 0000.
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Solution: “AND” Wanted Bits with 1s

Current value in IP h_eadei‘i length

0 17 01

0/ 1] 0 |1

Ré_s_ulting low order nibble value

- Intrusion i)crecﬁoﬁIn—Depth

Because we are dealing with an entire byte, we must also pay attention to the low-order nibble, the TP header
length that we want to preserve. We must preserve the original value that we found there. We can’t simply

ignore this field. In order to preserve the current value found in that field, we “AND” all bits with a value of 1.

In other words, we have a mask binary value of 1111 for this nibble.

© 2015 Judy Novak
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The Mask Byte

Current value in first byte of IP header

Mask value
0000 1111

1
SR L ) e
0 0 0 |0 0 1o 0l

Resulting byte value

Intrusion Derection In-Depth

Ultimately, what you have to do is create an appropriate “mask” byte. This is a byte that will be AND’ed with
the original value found in the zero byte offset of the IP header to give us the desired resulting byte which will
have the high-order nibble of all zeros and the low-order nibble value as it was before the AND operation. So,
this just means that our mask byte is a binary 0000 1111 which translated to two hexadecimal characters of

0x0f,

It is important to note that you must specify a prefix of 0x to denote hexadecimal. Otherwise, BPF will think
that you mean decimal. BPF will fail on a parse error if you supply a hex value in the mask byte and do not
use a prefix of Ox. For instance, if you were to try the following filter “ip[0] & Of != 0’, BPF does not know
that Of was hexadecimal unless you used the filter ‘ip[0] & 0x0f !=0’. It seems obvious that the value of Of
could only be hex, but BPF forces you to use the 0x prefix for its interpretation.
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And Your Point Would Be?

4-bit IP Version  4-bit IP header length

o|l1]0l0i0 1! 1]o0]1

Alin a' miask bit preserves a corresponding value bit, aQ in a
mask bit discards a corresponding value bit, - @

Introsion Detecton In-Depth

The easy way to remember how to figure out a mask is to examine which bits need to be preserved as their
original values and use a corresponding mask of 1 in the bit. Those bits that need te be discarded should
have a corresponding mask of 0,

Now, try your hand at figuring out a mask.

What would the mask be 1o preserve the high order 4 bits (the version number) and discard the low 4 order
bits (the length)? What are the two hex characters that make up the mask byte?

01 0 0 0o 1 0 1 AND

MASK? <= Fill in the blanks with the mask

0 1 0 0 o o 0 0 YIELDS

The answer for this can be found at the end of this chapter, Exercise 1.
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Putting It All Together

Current value in first byte of IP header

Mask value
0000 1111
Hex - Ox0f

Partial filter = ir[O] 1&OI(OI’

field AND mask

latrusion Detection In-Depth

We figured out the mask that we want to AND with the zero byte offset of the IP header, but how do we
tell BPF how to do this? What we do is first identify the byte (or bytes) of interest by identifying what
protocol we are dealing with (IPv4) and the displacement into the protocol that the byte is found (0 — first
byte). Next, we use the “&” symbol to denote the Boolean AND operation and then we must tell it what
mask value to AND it with. This is the mask value that we figured out of 0x0f,

Once the mask has been computed to figure out which bits to discard and which to preserve, it has to be
“superimposed” over some byte or span of bytes. In this case we need to superimpose the mask over the
entire zero byte offset of the IPv4 header because that is where the fields of interest lie. So, in this case
that field is represented by ip[0]. The partial filter of superimposing the appropriate mask over the field
of interest becomes ip[0] & 0x0f. We will discuss the final piece of the filter in several upcoming slides.

An important point is that we must designate bit masks that are minimally a byte in length. Sure, we may
be dealing with a single bit or more in the particular byte, but the byte is the smallest unit used to specify
a mask.

Be aware that tcpdump filter syntax allows the use of "&" as well as "and", but in two entirely different
contexts. The "&" is used exclusively in bit masking, while "and" is used to concatenate two different
criteria in a single filter, for instance 'tcp port 80 and host 192.168.1.2',

It is important to understand that using a filter of any kind, mask or no mask, does not alter the value in
the packets. It simply specifies the criteria used to analyze the packets.
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Finishing the Filter

Current value in first byte of IP header
0 1 0 |0 0 1 0 1
' Mask value
6 0o 0o 0o 1 1 1 0000 1111
Hex - Ox0f

'ip[0] & OxOf (compa_rison) {value)'
'ip[0] & Ox0f = 5'
tipl[0] & Ox0f > &

 Intrusion Detection 'Ii‘LD:ép.ths

So far you have a byte to match and a mask that selects part of the byte. You now need to specify a
comparison operator and a value that performs some kind of assessment. There are several commen
comparison operators that BPF uses such as "=", ">", "<" and "!=". If you are interesled in learning
more about the others — look at the tepdump man page.

The final part of the filter is a value for comparisen. The first filter 'ip[0] & 0x0f = 5' examines the TP
header length for a value of 5. This finds all IPv4 headers that have no IP options since it is 20 bytes in
length. The next one 'ip[(] & 0x0f> 5' finds all IPv4 headers that have 1P options.

When you supply any kind of filter to tepdump, make sure that you surround it with single quotes for
non-Windows operaling systems. Windows uses double quotes. This is to avoid confusion when
supplying the filter on a command line. For instance, say you are using a Linux system and give the
filter of 'ip[0] & 0xOf > 5', but you accidentally emit the single quotes, Tepdump will generate a syntax
error and the Linux shell in use generates an error "0x0f command not found." Using the single quotes
prevents these intcrpretation issues and confusion with shell command syntax.
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Bit Masking:
. TCP Flag Byte

» TCP flag field located in the TCP header
* Tells much about the state of a given TCP segment
¢ We often examine this field in filters

CWR| ECE| URG | ACK | PSH RST’ SYN | FIN

This field is denoted as tcp[13]

Inttusion Detection In-Depth

There will be many times that you want to test a TCP segment for a certain TCP flag setting or multiple TCP
flag settings. Again, we revisit the problem of trying to look at a bit or several bits in a byte.

Why might you want to look at particular bits only? Let’s say you are interested in viewing only TCP
segments with either the SYN or SYN and ACK flags set. This can tell you whether or not a connection was
attempted and established. Also, the operating system fingerprinting tool, p0f, looks at the SYN segment for
passive OS detection. It can also look at the SYN/ACK segment as well. If you were interested in studying
the fields that pOf examines, you could write a filter to select only these segments from traffic.

Or, perhaps you are interested in viewing segments with payload only. Typically, you would find these in a
segment with the PUSH flag set. Though, it is possible to find payload on segments with the ACK flag only
set, or even segments with the SYN or FIN set. The SYN flag is an unusual example; however, some
operating systems accept data on SYN. Finding data on FIN packets is not as rare because some web servers
often include data on the FIN since this combines the last transmission of data and the close of the session.
This is more efficient for busy web servers. We're getting ahead of ourselves since this will be covered in the
next section on TCP. But, there are certain concepts you must be aware of now to understand TCP flag
selection by bit masking,
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TCP Flag Byte Values

-
what is the value of each of the below TCP flag bytes?

3 o2 N

CWR | ECE | URG ACK PSH RST SYN! ' FIN

4] 0 0 0 0 Q 1 0= 0x02
0 0 0 1 0 0 0 0= Ox___ 7
0 H 0 g 1 1 1 1= Ox__ ?

What TCP flag bit(s} is each preserving?

- Intrusion Detectlnn In-Depth

In the above slide, we set the foundations for analyzing the TCP flag bits. The first line has the byte value for
a TCP flag byle where the SYN flag only is set. The SYN bit falls in the 2! position; all other bits are 0. That is

how we arrive at a flag byte value of 0x02,

What is the TCP [lag byte value for the second and third lines above? What flag bits are selected with those
byte values?

The answers for this slide can be found at the end of the chaptet, Exercise 2.
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Is a Mask Byte Always Needed?

 Not all bit selections/filters require a mask byte

e When specific bits only must be set, yet all others must not
be set, a mask is not required

» This condition may be tested with an exact value:

SYN bit only set tep[13] = 0x02
ACK and PUSH only set tep[13] = 0x18

e If there is uncertainty whether other bits in the byte may be
set, a mask byte is required

Tntrusion Detection In-Depth

A mask may not be required when dealing with one or more bits in a given byte of interest. If the condition
you are designating is an exact value, a mask is not required. This means that you know that one or more bits
must be set and no other bit may be set. You can specify this condition as you would any other filter.

Say that you want to find all packets where the SYN flag alone is set. You know that the SYN flag is in the 2!
position therefore you can specify its value as 0x02 or decimal 2, though we'll follow the convention of
specifying TCP flag values in hexadecimal throughout this section and course. Perhaps you would like to filter
packets where both the ACK and PUSH flag only are set. Again, an exact value of 0x18 specifies this
condition.

Going back to the original example where we wanted to test or evaluate the IP header length field, we used a
mask to discard the high-order nibble of the byte and preserve the low-order nibble of the 0 offset byte. Why
was this necessary if we wanted to test for an IPv4 header length of 5? The high-order nibble is the IPv4
version number. We don't know if this is 4 or if it is 6 or any other value. And, frankly we do not care about
this value if our concern is the IPv4 header length. In this case, we need to discard the high-order nibble and
preserve the low-order nibble. The only way to configure the filter is by using a mask byte.
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Sample pcap with Different TCP Flags

2 2 21 20 23 2? 21 20

CWR | ECE URG ACK PSH RST SYN| FIN

HEERENEE
192.164.1.103.1020 » 182.168.1.104.80; Flags [FS]
192.168.1.103.1030 > 192_‘168‘:1._3.04,30:' Fiags {FSRP.UEW], ‘ClEl U M pl R‘S{ = 1

ack 0

192.169.1.103.1030 > 192.168.1.104.80; Flags [FI FTT T T T T IF]
192.168.1.103.1030 > 192.168.5.304.80; Flags [R] ! ] | ! | |Rl E J
192,168.1.103.1030 > 162.16§.1,104.80: Flags [FR] 1T T 1 1R[]

What is the TCP flag byte value to find each of these flag byte settings?

~ Introsion Detection In-Depth bptAilterpcap

Perhaps the hest way to understand different filters for TCP flags is to demaonstrate which packets three
different, but reluted, filters select. We'll use the five packets shown above. The flag bits for each packet are
filled in to the right of each tcpdump record. For instance, the first packet has the FIN and SYN flag bits set.
You see those highlighted in the depiction of the TCP flag byte following the record. Looking at the TCP flag
byte depiction on the top of the slide, you see each of the flag bits and the associaled bit values,

To find the SYN and FIN bits set: 0x03
To find all flag bits set: Oxtf
To lind a FIN flag set; 0x01
To find a RST flag set: 0x04
To find the FIN and RST flags set: 0x05

Let's go through finding specific flag bit combinations from a peap that contains these 5 records.

To see the output, enter the following on the command line:
tepdump -nt -r bpf-filter.peap
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Three Categories of Filters

* Most exclusive: all designated bit(s) must be set, no other
bits can be set

* Less exclusive: all designated bit(s) must be set, other bits
can be set

» Least exclusive: at least one of the designated bits must be
set, other bits can be set

Intrusion Detection In-Depth

For our purposes, we'll categorize the types of filters we use. The first is known as the most exclusive. This is
where all designated bits must be set, yet no other bits set. For instance, perhaps we want to determine
whether both the SYN and FIN bits only are set.

The second category is the less exclusive one. Continuing with the same example, this would be where both
the SYN and FIN bits are set, yet any of the other flag bits may be set too.

The final category is the least exclusive one. This is where either the SYN or FIN must be set, yet any of the
other flag bits may be set too.
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Find SYN,FIN: Most Exclusive

topdump -r bpf-filter.pcap 'tepil3]l = 0x03°

28 22 21 20 23 22 2t 20

[cwa | ECE | URG ACK| PSH | RST| SYN| FIN ‘

0 a0 0 I 1=  Ox03
Mask o

192,166.1,10%,1630 = .192.168.1.104.80_: Flags [FS], seq 0, win 8192,
length O . ) S )

Select any packet that has both SYN & FIN set, but no other flag bits set:

Tnrrusion Detection Tn-Depth

bptfilter.pcap

Let’s go through some examples of the filter categories.

Iet's apply the a filter of 'tcp[13] = 0x03". The only combination of bit settings that equal 0x03 is when the
SYN and FIN bits alone are set. These are the only bits that can be set. Any other bits that arc sct cause the
packet to have a different TCP flag byte value than 0x03. The tepdump packet displayed [rom this filter is the
one with only the SYN and FIN bits set. Remember that bit masking is not required when there is an exact
knewn value for the byte, This can be considered the most exclusive type of filter, to be used when dealing
with a byte with distinct and known bit fields and values.

To see the output, enter the following on the command line:
tepdump -nt -r bpf-filter.peap “tep[13} = 0x03°
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Find SYN,FIN: Less Exclusive

e A A T N

tepdump -r bpf-filter.pecap "tep[13] & 0x03 = 0x03'
AND

23 22 21 20 23 22 21 %0
CWR | ECE | URG | ACK| PSH | RsT| SYN| FIN

0 0 0 0 0 1] i 1= 0x03
Mask

192.168.1.103.1030 > 192.168.1.104.80: Flags [FS]
192,168.1.103.1030 > 192.168.1.104.80: Flags [FSRF.UEW],
ack 0

Select any packet that has both SYN & FIN set, and can have any other flag
bits set

Intrusion Detection In-Depth bpf-filter:pcap

Let's examine a second filter that is less exclusive. Say that we want to find all packets that have the SYN and
FIN flags set, but we don't care if any other flag bits are set. We need a way to disregard or discard all other
flag bit settings. We need a mask byte in this case since an exact byte value cannot be determined.

The filter 'tep[13] & 0x03 = 0x03' indicates that we are doing an "AND" operation with a mask byte of 0x03
on the flag byte. The result of this operation must be 0x03. Essentially using a mask of 0x03 causes every
other bit in the flag byte to be 0 by AND'ing it with 0. The resulting value is necessarily 0. This essentially
means that we disregard all value/bit settings of every other flag field except those of the 2°and 2! bits. We are
saying that we do not care what value is in any of the other bits.

The result must yield 0x03; that is possible only if the SYN and FIN flags are both set. The tepdump output
reflects the resulting selected records when this filter is applied to "bpf-filter.pcap". The first packet has the
SYN and FIN flags alone set. The second displayed packet has the SYN and FIN flags set and every other one
as well.

To see the output, enter the following on the command line:
tcpdump -nt -r bpf-filter.pcap ‘tep[13] & 0x03 = 0x03’
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Find SYN,FIN: Least Exclusive

topdump - ppf-fiiter.pcap 'tepl(l3] & OxQ3 1=0

OR
22 22 2! 20 23 2? 28 2
|
CWR | ECE URG ACK PSH RSY; SYN! FIN ]
o 0 0 0 0 0 1 1= ox03

Mask

182.168.1.103.10630 > 152.168.1.104.80¢ Flags [F35]) :
1%2.168.1.103.1030 > 1982,165.1.104.80: Flags [FSRP.UEW], ack 0
192.168.1.103.31030 > 192.168.1.104.80: Flags [F] '
192,168.1.103.1030 » 192,168.1.104.80: Flags {FR]

Select any packet that has either SYN or FIN set, hoth may be set, and can
have any other flag bits set :

2 Detection Tn-Depth " bph-Fitor.poap

Finally, let's ease up even more using the filter of 'tep[13] & 0x03 1=0". This filter indicates that the result of
masking the TCP flag byte with a value of 0x03 must not be 0 — in other words it must be greater than 0.
Again, using a mask of 0x03 causes every other bit in the tlag byte to be masked with a 0. This means we
disregard the value of any of the other flag bits.

If the SYN and FIN flags are both set the result of the mask operation is a value of 0x03, and is non-zero. This
also means that if the SYN flag ajone is set, the result of the mask operation is a value of 0x02, and is non-
zere, Finally, this alse means that if the FIN flag alone is set, the result of the mask operation is a value of
0x01, and is non-zero. As you sce by the tepdump output, the filter has selected all packets that have either or
both the SYN, FIN flags and may have other flags set too.

Perhaps you are thinking that since this logic is confusing — why not test for either the SYN bit set or the I'IN
hit set — something like tep[13] & 0x01 = 0x01 or 1cp{13] & 0x02 = 0x02. This may be manageable for this
example, but suppose vou want to test a lot of different bit settings; this could be tedious and cumbersome.

Then why is the syntax "!=0"? Think of it this way - what if we used a mask of 0x03, yet only the RST bit was
set? What would (he outcome be? The result would equal 0 since neither the SYN not FIN is set. Now, what
if the ACK and URG were set? Using the same mask, the outcome would be 0 again. You sec where we're
going with this — any time that neither the SYN nor FIN is set the result is 0. That's why the "!=0" works
succinctly without doing a whole bunch of different masks and tests. Make sense? The whole notion of bit
masking and filters can be complex and daunting, but with some practice examples like those found in the
hands-on exercises, the concepts will become clearer,

To see the cutput, enter the following on the cominand line:
tepdump -nt -r bpf-filter.peap ‘tep[13] & 0x03 =’
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A Couple More Practice Cases

23 22 21 20 23 22 2! 20
CWR | ECE | URG | ACK PSH | RST | SYN | FIN

are set)?

2) What would the mask be to test if either or both the PUSH or FIN flags is set? (other
flags may be set too) What would the filter be for this?

Intrusion Detection In-Depth

Here is a worksheet for figuring out the above filters:

Filter 1 = [
protocol [ bytes]

] = 0x

Filter 2 = [ ] &0x__ =0
protocol [ bytes]

The answers for this slide can be found at the end of the chapter, Exercise 3.
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Extract TCP Header Length
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TCP header length is found in the high-order of 12* byte offset
of TCP header

Inttusion Detecti

Let's take a look at the situation where you would like to look at the TCP header length, perhaps to see if there
are TCP options, We have not covered the TCP header length in any detail yet, but like the 1P header length it
is a 4-bit field that must be multiplied by 4 to represent the header length. A standard TCP header with no
TCP options is 20 bytes long. However, unlike IP, TCP options are common and often used, especially on any
segment where the SYN flag is set.

The TCP header length is located in the high-order nibble of the 12% byte offset from the beginning of the TCP
header. Therefore if we want to extract the value for comparison, we must first discard the low-order nibble.
Now, remember that the value is found in the high-order nibble of byte 12, meaning that we need to be aware
of the value in the entire byte, not just the nibble. For instance, say that there is a value of 5 in the TCP header
length and we manage to discard the low-order bits. The value in the byte is actually 80 since the bits that are
set full in the positions of 26 + 24 or 64 + 16 — or if you care to express it in powers of 16, it is 5*16!. On the
next slide we will examine several different ways to deal with this particular [ield.
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A Potpourri of Options: Find TCP
Header Length Greater than 5

Option 1: Discard low-order nibble and compare high-order
nibble value:

'tep[12] & O0x£f0 > 0x50'

Option 2: Divide by 16 to treat it as a low-order nibble value:
"tep[12]/16 > 5

Option 3: Shift the bits 4 positions to the right to discard
low-order nibble and treat remaining value as a
low-order nibble:

"tep[12] >> 4 > 5°

Intrusion Detection In-Depth

There are several ways to deal with the issue of the value being in the high-order nibble. But before we
investigate your options, you need to make sure that whenever you have a value in the high-order nibble such
as we do, remember that you need to manipulate that value. In other words, you cannot just compare the value
to examine if it is greater than 5. You always need to consider any value you find in any byte in terms of its
value in the byte — not just the bits that it occupies. This seems easy to grasp right now as we cover it, but the
concept may disappear as soon as you flip to next page given the deluge of new information you are
assimilating.

The first option is to leave the high-order nibble value intact, use bit masking to nullify the low-order nibble,
and compare the remaining value with 0x50, keeping the comparison value expressed in the high-order nibble.
Alternatively, we can divide by 16 since the high-order nibble houses a 16! value that is 16 times greater than
the 16% value found in the low-order nibble,

A third option is to send the low-order nibble into "oblivion" by shifting 4 bits to the right, Don't worry if all
this seems confusing just now. Let's take a closer look at each of these options in the next three slides.
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Comparison Value

Discard low-order nibble and compare with high-order nibble value intact:
'tep[l2] & 0x£0 > Ox50!

Preserve
0] 110
1 T 1
result Ox50

Option 1 is nothing new in regard to discarding unwanted bits, It is what we've been doing all along;
however, now our attention is on the high-order nibble. We nullify the low-order nibble by using a bit mask
of 0xf0 and performing a binary AND operation on it. We are left with the high-order nibble value intact. We
can choose to simply compare it against a value represented in the high-order nibble — in this case 0x50. If you
arc more comforlable with decimal, you multiply the comparison value of 5 by 16 to arrive at decimal 80 in

lieu of Gx50.
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Option 2: Divide By 16

Discard low order-nibble and divide by 16 to treat it as a low-order nibble
value:

'tep[12]1/16 > 5!

Preserve Discard

Ol O L RS L
1 11 1 0 00 O
result 0x50/16 = 80/16 =5

Intrusicon Detection In-Depth

Our second option lets us deal with the high-order nibble value as if it were in the low-order nibble. As you
know the high-nibble falls in the 16! position where the low-order nibble falls in the 16° position. Therefore,
the high-order nibble value is 16 times greater than if it were in the low-order nibble.

We can divide by 16 to essentially make it a low-order nibble value. BPF supports some basic math functions,
such as division, multiplication, addition and subtraction. As we've seen, it also supports bitwise AND
operations, as well as bitwise OR. It can also shift bits right or left as we'll see in the next slide. Finally, it also
supports negation.

One thing to remember about BPF is that it is a low level language that does primitive, but necessary
operations. Yes, compared to the facility of all the many ways to create Wireshark filters, it is downright
crude. However, since it is at such a low level, bare metal — if you will, language it is far more efficient than
all of the abstraction and processing required by Wireshark filters.

© 2015 Judy Novak



Option 3: Shift Low-order Nibble
into Bit Oblivion

Shift the bits 4 positions to the right to discard low-order nibble and
treat new value as low-order nibble:

tecpli2] >>» 4 > B

o {1lol1 21217212

Bit Bucket

Intrusion Detection In-Depth -

Finally, the easiest way to do this is to discard the low-order nibble value by shifting it right 4 bits. A shift
operation moves the bits right or left. The ">>" denotes move to the right and "<<" to the Jeft. You need to
designate the number of bits to shift. In this case, we simply shift the values 4 bits to the right. This moves the
low-order nibble values into "bit oblivion®, if vou will. They just shift off the bit cliff. This positions the high-
order nibble value in the lower-order — just where we want it.

Essentially, bit shifting either divides (right shift) or multiplies (left shift) the existing value by a power of 2n
where n is the number of shift bits specified. In this case we actually divided by 16 in a different way.
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One Final Mask Test
(Hallelujah!)

Examine the IPv4 header to see if the more fragments bit is non-zero. What is the
filter for a non-zero MF value?

Begin by figuring out how many bytes into the IPv4 field this is (remember counting
starts at 0 and there are 4 bytes in each row). Then mask all bits but the more
fragments bit,

0 15]16 l 31 g
r fragments
version| length 8 bit TOS 16 bit total len bit
16-bit identification R | DF |MF 13 bit fragment offset
gbit TTL 8 bit protocol 16 bit checksum

32 bit source IP address

32 bit destination address
options (if any)

Intrusion Deteciion In-Depth

First, let’s figure out the displacement of the more fragments bit into the IPv4 header. There are 32 bits per
line depicted in each IPv4 header row above. This means that there are 4 bytes in each row. Starting at byte
0, the first row goes from bytes 0 - 3. The second row goes from bytes 4 -7. We see that the more
fragments bit is in the 6th byte.

It is the 3rd bit from the left in the 6th byte. Since we are not at all concerned with the low order 4 bits, we

know that the 2nd hex character in the mask can be 0. Now, we are only dealing with the high-order 4 bits.
We are only concerned with the 2nd bit from the right of the high-order 4 bits, If that is set, what would the
value be? It would be 2.

Remember any of the other bits in the byte can be set.

Look at Exercise 4 answers at the end of this section.
More fragments bit

R O S N R

0 0 1 olo 0 0 0
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IPv6 BPF Use

» Limited IPv6 filtering support

¢ Packets can be collected/viewed using:
— Any/all IPv6 packets: ‘ip6’
- First protocol after IPve header {TCP): ‘ipb proto &
- Protocol anywhere in IPv6 header (TCP): ‘ip6 protochain 6
« Specific field offsets values supported for IPv6 header only:
‘ipo[e] = & Good in IPvb
"icmp6’ Good in IPv6
‘tepf13] = 2 No good in IPv6

\ Detection In-Depth

BPF filter support in [Pv6 {as of versicn 4.0.0) is either incomplete assuming they intend to support il or
complete and disappointingly inadequate. The support for viewing or collecting packets based on fields in the
IPv6 header is fine, but examining packets based on fields/values in embedded protocols is not supported.

To view IPv6 traffic, you specifically need to give a filter of ‘ip6’; otherwise, default tepdump support will view
or collect 1Pv4 traffic. You can filter per protocol following the IPv6 header by using either the ‘profo
value/name’ or “protochain value/mume’ format. The former looks for the specified protoce! to follow
immediately after the IPv6 header, The latter indicates that the specified protocol may be found anywhere after
the TPv6 header. For instance, the expression ‘ip6 proto 6 indicates that protocel 6 (TCP} must be the next
header value found in the 1Pv6 header. ‘ip6 protechain 6’ mecans that TCP can be the next header value found in
any header or extension header following the [Pv6 header. As an example, it could follow a fragment header or
a Hop by Hop header, ctc.

Also, using a filter of 'icinp' dees not work on [Pvé6 traffic since it is looking for ICMP version 4; *icmp6' should
be used instead. 1CMPv6 has a protocol number of 38 while ICMP version 4 has a protocol number of 1.

The previous filters that we’ve created for 1Pv4 that usc a byte displacement and value apply now only to the
header portion of the TPv6 packet. They can no longer be used with any of the next headers like TCP. The
tcpdump man page says the following:

“Arithinetic expression against transport layer headers, like 1cp[0], does not work against IPv6 packets. It only
looks at [Pv4 packets.”

This makes it difficult, if not impossible, to examine embedded protocol values. Thankfully, Wireshark and
tshark have no prohlem with this.
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Wrap-up of Writing
tcpdump Filters

e Use of macros or offset/number of bytes to inspect

e Examining fields less than a byte long may require the use

of masking and comparison operations and values

* Filters can be more or less exclusive as required

Intrusion Detection In-Depth

In conclusion, the use of BPF is very straightforward when you are examining a field or fields that fall on byte
boundaries. In fact, there are even some macros that can be used to identify commonly used fields. If no
macro is available, you reference a field by its protocol and displacement in bytes from the beginning of the
protocol header, and optionally the number of bytes to examine if more than a single byte. Things get a bit
messier when we examine fields that do not fall on byte boundaries. We may have to use bit masking to
selectively preserve and discard original bit values to yield the desired result.

There are ways to make filters more or less exclusive. It is possible to filter most exclusively when there are
known exact bit settings/values. This requires no mask. We can filter less exclusively by applying a mask to
discard any bit settings/values that are irrelevant, the result yielding a specific byte value. Finally, it is possible
to filter least exclusively by applying a mask to discard any bit settings /values that are irrelevant with a
resulting non-zero value. This permits us to designate a choice of bit settings/values.
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Writing tcpdump Filters Exercises
Workbook
Exercise: - ;’Writing tepdump Filters"
Introduction: Page 18-B
Quéstions: Approach #1 - Page 19-B
- Approach #2 - Page 22-B
Extra Credit - Page 24-B
Answers: o o Page 26-B

- Inttusion Deréctlon Ta-Depth

This page intentionally lefi blank.
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Answers to Chapter Exercises

See notes page below

Intrusion Detection In-Depth

Exercise 1:
The mask value should be 1111 0000 which in hex is 0xf0. The filter would be ip[0] & 0xf0.
Exercise 2:
The second line would select the record if the ACK bit is set:
The byte value is: 0x10
The third line would select a record if any/all the PSH, RST, SYN, FIN bits are set:
The byte value is: 0x0f
Exercise 3:
The filter for both the RST and FIN bits set would be;
tep[13] = 0x05
The mask for either the PUSH or FIN bits is 0x09
The filter is:
tep[13] & 0x09 !=0
Exercise 4:
The mask would be 0x20. The filter would be:
ip[6] & 0x20!=10
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TCP

e Wireshark

» TCP
e UDP
e ICMP

This page intentionally left blank.

Display Filters

» Writing tcpdump Filters

Intrusion Detection In-Depth
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Obijectives

» Examine/interpret TCP fields
» What is normal behavior/values for fields?

* Why and how values might be altered?

Intrusion Detection In-Depth

We've finally arrived at the transport layer. The first of three protocols that we'll examine is TCP, TCP is a
complex protocol with many concerns for us as analysts. It's important to understand the theory, operation, and
fields associated with TCP. TCP is a reliable protocol, unlike IP, UDP, and ICMP. As such, it requires a
means to determine whether or not packets have been received.

Also, TCP has a true notion of a session. One of the characteristics of a session is that there are multiple
individual packets containing TCP segments (term used for a TCP header and data) that comprise a single
session. These segments are associated with each other and must have a way to indicate chronology. There
are standards for how a TCP session begins, how data is exchanged, and how the session closes.

We will become familiar with all these concepts and more to understand normal TCP behavior and potential
deviant behavior.

© 2015 Judy Novak



e e ot T B et 45 S L i
TCP Header Length Field
=
(13:12 8: | i T [‘ o 0o o: o B8y o g l3z T
¢ Source Port Destination Port b
Ty e e e s Lkl s i ] S i i i s, i S
i Sequence Number
Y | b . i, i i o i i N i) i gt V. i Mt B i, i i e S i Vi i it S 20
8 m Acknowledgment Number Byles
. i i e \ brrens e S ;& Rt i . { & 1 ‘i e " 1 h o“sa
Ofiset [} Reserved | ¢ u'C; ?‘P-agté S F Window
— i s, p b i, i i Yy
it \-—/ Checksum Urgent Pointer
e s it B i 0 i b il e s Mt e s e ol s it Lo 4 p———l
@ TGP Options (variable length, oplional) t !
) e i e b s i Li 7 rep—— ' B it i “I"‘ i i e i b i'B
Bil 0123455?&901231aa?asuf234ss?ann1
| tisiso —}— yta —wp—vioes »|
@){t TCP header length — multiply by 4 to convert to bytes

Intrusion Detectdon In-Depth

There is a single length field in the TCP header. This represents the length of the TCP header itself. Like the
1Pv4 header, the TCP header can have options. The TCP header is 20 bytes long without TCP options. Unlike
Pv4, TCP options are very common and more often than not used in TCP sessions. In fact, it is standard for
any TCP segment with the SYN flag set to have the TCP maximum segment size option and value present.

This TCP header length field is found in the high-order nibble of the 12% byte offset in the TCP header. One
final similarity between the IPv4 and TCP header lengths is that they must be multiplied by 4 to convert to
bytes. It is necessary to know how long the TCP header is so that you know where the TCP header stops and
where the TCP data starts. Y ou may see the header length called the "offset" in some TCP header layouts.
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“

TCP Header Length

10.10.10.10.63220 > 10.10.10.11.139: Flags [S] seq 776342897,
length 0

4500 0028 e34f 0000 3a06 e534 0ala 0ala

0al0a 0aOb f6f4 008b 2e46 0471 0000 0000
01 P BT S B < R T (o

5002 0c00 b85f 0000
12 10 1515 447" 18 19

[ TCP header length=5%*4=20 ]

Found in high-order nibble of
12" byte offset in TCP header

Intrusion Detection In-Depth

Examining a real datagram, we look at the TCP header length field. You can see it is the first hex character or
high-order nibble of the 12% byte in the TCP header. In this case, we find a value of 5 that we multiply by 4
for 20 bytes which represents a standard TCP header with no options. As with the IP header, computing this
value is crucial if you want to examine the TCP payload, requiring you to determine where the TCP header
stops and the TCP data begins.
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TCP Header Length
with TCP Options

10.10.10.10.3088 > 10.10.10.11:139 flags[S], seq 1212214992,
win 32120, options[mss 1460, sackOK, timestamp 7748460
0, nop,wscale 0]

| A T
34T Fil §

(.77 0el0 008b 4840 eed0 0000 0000
a002 7d78 92b4 0000 0204 05b4 0402 080a

0076 3b6c 0000 0000 0103 0300

[ TcP header length=10%4=40 |

Inttusion Detecton In-Depth

Now look at the above datagram. You see that it has a TCP header length of Oxa which is a decimal 10. This
value multiplied by 4 indicates a TCP header length of 40 bytes. The underlined portion of the above output
represents the TCP options values. These include options maximum segment size of 1460, sackOK, timestamp
and a wscale (window scale). Like the IPv4 options, the entire set of TCP options must end on a 4-byte
boundary which is why you see a "nop" in the middle to add a single pad byte. Perhaps you are wondering
why that "nop" value is not the last one since it stands to reason that might be the best place to pad. Different
operating systems place the pad bytes before or after specific options. In fact, if you run Nmap to perform a
remote operating system scan, it uses the order and placement of the pad bytes as one of the criteria for
determining the operating system.

These options need to be stored in the TCP header after the 20 bytes of standard TCP header values. We'll
examine the meaning and purpose of these options later.
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Packet Dissection Revisited

IPheader
length=20

4500 003c 11a8 4000 4006 70c8 0ala 0ala

Packet total TCP=protocol
length=60

Oafa 0al0b 0cl0 008b 4840 eed0 0000 0000
a002 7d78 92b4 0000 0204 05b4 0402 080a

076 3béc 0000 0000 0103 0300

TCP header
length=40

Intrusion Detecton In-Depth

Suppose someone handed you this hexadecimal output and told you that this was an IPv4 packet. How would
you go about making any sense of it? Let's use some of the packet dissection tricks we learned about the IPv4
header and add our new knowledge about the TCP header to interpret this hexadecimal.

First, we know we have a 20-byte IP header length because there is a 0x5 in the lower nibble of the zero byte
offset of the IPv4 header. Next, we know that the entire packet length is 60 bytes because we have a value of
0x003c in the second and third bytes offset from the IPv4 header. And, the transport layer is TCP because the
value of 6 is in the protocol field in the 9 byte.

We have figured out that the IPv4 header ends after 20 bytes denoted by the underlined portion of the above
output. The TCP header begins immediately after that. If you superimposed a template of a TCP header over
the values in the above TCP header, you could interpret all the fields, such as the source and destination ports,
the flag bytes, etc. We know from the previous slide that we have a TCP header with 40 bytes. For now, we've
dissected a packet with no data following the TCP header. This is a packet with a SYN flag set which is why
there is no data.
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TCP Header and Data — How Many
Bytes of Data?
enginezo | | Fackertoat | )

4500 005b 0001 oooo.doLs 7d18 Da64 64cB

adff «058 0050 0544 553d 868b b023 Zagb

_.5019 1920 0Ba2 0000 300a 2£52 &f6f 7420

3920 3020 S20a 2£49 666 6£20. 3820 3025

IP Total Length =91
52Da 3el3e 0273 7461 7274 78972 6566 0Oa IP Header Length = 20

3532 3931 0a25 2545 4£46 Oa TCP Header Length = 20

[ rcp header lengih=20 ) j L 91-20-28=51

Intrusion De té:t_doi-l ' .I'ti—Dé'p't’ﬁ.

Now (hat you've had a chance to dissect some packets on your own, you understand the need for the length
values. They indicate where given protocols, header, and values begin and end. This is essential for you to
dissect the packets just as it is for the TCP/IP stack to de-encapsulate those same packets.

Remember on the first day that we discussed the different types of lengths that might be seen in different
protocols? We have some variable length ficlds such as the lengths for the 1Pv4 header, the 1Pv4 total
datagram, and the TCP hcader. Yet, there is no dedicated field for the TCP data length. You might argue that
this isn't needed sinee alt the bytes after the TCP header are data bytes. But, for us to validate this, we can use
a derived length, The formula for the number of TCP data bytes is:

IP total datagram length — IP header length — TCP header length = TCP data bytes

Therefore, using the packet ahove we have:

91.-20-20=51 i
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4510
c0a8
_ 8018
3 18b0

"ﬂﬁL 4141

4141

)

0022,3695
0b01 8cke
005¢c 5k2d
8al0 4141
4141 4141
4141 4141

4000
0050
0000
4141
4141
4141

“

Your Turn

“
How many bytes of TCP data are in the following packet?

4006 6c69 cDa8 Ob3e
£30e 8c5f 9814 cedl
0101 080a 0a0d c084
4141 4141 4141 4141
4141 4141 4141 4141
0d0a

Intrusion Detection In-Depth

push-short.pcap

See if you can figure out how many bytes of TCP data are in the packet displayed above,

+ Once you are done, you can verify your answer by entering the following command:

78

tepdump -r push-short.pcap -nt

The length value appears in tepdump, reflecting the number of bytes in the TCP data.
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Answer

IP 192.168.11.62.35950 > 182.168.11.1.80: Flags [P.], seq
4077816927:4077816965, ack 2551500353, win 92, options

68673412 ecr 414222864], length 38
IP header 1P packet ’ '
length=20 length=90

4510 005a 3695 2000 4006 6c69 cOa8 Ob3e
cha8 0b01 Bebe 0050 £3De 8cbHf 9814 cedl
8018 005c Sb2d 0000 0101 080a 0ald c084
{860 Ral0 4141 4141 4143 4141 4141 4141
141 4141 4141 4141 4141 4141 4141 4341
4141 4141 4141 4141 0d0a '

IP Total Length = 90
o \P Header Length = 20
l : TCP Header Length = 32

[ TCP header length=32

90-20-32=38

: DEIEden {anepth . push-shortpeap

Tepdump indicates that there are 38 bytes of data. There is a standard 20 byte IPv4 header, a total packet
length of 90 and a TCP header with options 32 bytes in length, Therefore, our formula indicates the presence
of 38 TCP data bytes. If vou count the underlined data bytes, there are 38 bytes present.

+ You can verify your answer by entering the following command:

tepdump -r push-short.peap -nt
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Transport Eer -
TCP and UDP

UDP - TCP

— Unreliable — Reliable

— Connectionless - Connection'—
oriented

— Faster o - —Slower

chiod In-Depth

Iet's examine the differcnce between TCP and UDP before we begin to look at TCP, To review, the
transport layer is responsible for end-host to end-host communications.

‘TCP is a connection-oriented protocol. Conneclion-oriented is just what it sounds like -- the software does
everything that it can to ensure the communication is reliable and complete. There is a lot of overhead
involved in ensuring that there is reliable delivery. TCP will ensure that any lost packets are retransmitted.

On the other hand, UDP makes no guarantee of reliable delivery. If a packet is lost, UDP won’t care.
There is no notion of connection or state and UDP is faster because it doesn’t have to guarantce reliability.
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“

TCP

“ .
_f-,-,—-. W

Voiyis o
< savee &2 ne  ofSrines
s

 Supports unicast addresses only-+oe

Provides reliability

» Sequences data for ordering purposes

Supplies flow control to optimize efficient data exchange

Accounts for over 90% Internet traffic

Encapsulated in IP header (protocol/next header value 6)

Intrnsion Detecton Tn~Depth

As we'll see, TCP has to synchronize a connection between hosts. Because of this, it is only possible for one
source host to talk to one destination host. This is known as a unicast connection. TCP provides for reliable
delivery. This comes in the form of a destination host acknowledging all received data. This is the only way
that the sender knows that the data has been received.

TCP also gives each segment a sequence number. The sequence number represents the first byte of data in
each TCP segment sent. Since TCP segments are transported in IP packets and since IP packets can take
different routes to the destination host, it is possible for data to arrive in a different order than it was sent.
Therefore, the receiving host's TCP is responsible for re-ordering the data by using the TCP sequence
numbers.

TCP attempts to optimize the flow of data between the hosts to ensure that as much data as possible can be
exchanged without overloading the network or the receiving host. Approximately 90% or more of the traffic
on the Internet is TCP so you can see that most data exchanges demand reliability. F inally, don’t forget that
the TCP header and data are encapsulated in an IP header with a protocol /next header value of 6.
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Establishing a TCP Connection
—
TCP requires a three-way handshakel
Client Server
Send SYN. SYN.. Receive SYN¢
Receive 3 e S e e Send
SYN SYNg + ACKL. SYNJ/ACK.
Send ACK ACK, Receive ACKg
Connection Established

Intrusion Detection In-Depth

You see that establishing a TCP connection is almost ceremonial in nature, involving what is commonly
known as the three-way handshake. This is normally done before any data can be passed between the two
hosts. What is depicted is the client or source host initiating a connection to the server or destination host.
Because this is TCP, a listening port or service must be identified on the server in order to connect. As well,
the client must designate a port for its communications.

For the TCP three-way handshake, the client first sends a SYN flag (SYN with a subscript of ¢) set to signal a
request for a TCP connection to the server. Second, if the server is up and offers the desired service, and can
accept the incoming connection, it sends a connection request of its own with the SYN flag set (SYN with a
subscript of s) to the client and acknowledges the client connection request with an ACK (ACK with a
subscript of ¢), all in a single packet. At this point, the second step of the TCP three-way handshake is
completed.

Finally, if the client receives the server’s SYN and ACK and still wants to continue the connection, it sends a
final lone ACK (ACK with subscript of s) to the server acknowledging it has received the server’s SYN
attempt. Once the server receives and accepts the ACK, the connection has been established. Data can now be
exchanged between the two. Once the connection is established, every segment should have the ACK bit set.
As much as possible, ACKs are "piggy-backed" onto packets with data to minimize traffic instead of sending a
packet with just an ACK.

This handshake requires that both hosts open up communication channels to the other host. TCP is full-duplex,
meaning that either host can communicate with the other at any time, even the same time. This is why each

host has to synchronize (SYN) a session with the other during the three-way handshake.

As a tidbit of information, the “SYN™ that we refer to as the flag to start a TCP connection is actually an
abbreviation for synchronize sequence numbers.
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Three-way Handshake
tcpdump Output

tecpdump -r 3whs.pcap -c 3 -ntS

IP 192.168.11.62.36609 > 192.168.11.1.80: Flags [S], seg
‘\&it 1407137694, win 5840, options [mss 1460, sackOK,TS wval
S 3169259530 ecr 0,nop,wscale 61, length 0

IP 192.168.11.1.80 > 192.168.11.62.36609: Flags [S.], seq

l’ 743334558, ack 1407137695,&Min 5792, options [mss

& 1460, sackoK, TS val 414457892 ecr 169259530, nop,wscale 1],
length 0O

IP 192.168.11.62.36609 > 192.168.11.1.80: Flags [.], ack
\ 743334559, win 92, options [nop,nop,TS val 169259531 ecr
[\ (-C  414457892], length 0

Intrusion Detecton In-Depth

3whs.peap

This is the way that tcpdump shows the packets involved in the session establishment — also known as the
three-way handshake. Here is an instance where we need a visual overview of the packets and tepdump
serves the purpose better than Wireshark since Wireshark would require us to examine each packet
individually, perhaps confusing the nature and sequence of what is transpiring.

We'll use these same sequences of packets to describe different facets of TCP in the next several slides.

To follow along, enter the following command:
tepdump -r 3whs.peap -¢ 3 -ntS

This command reads from the file 3whs.pcap — only the first three records — and suppresses name resolution
and tepdump timestamp output. A new introduced option is the —S switch. This shows TCP sequence and
acknowledgement numbers as absolute rather than relative values. We'll discuss that in more detail. The
reason this switch is required is that tcpdump, by default, shows relative sequence and acknowledgement
values, making it difficult to follow if you are not used to the syntax.
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Three-way Handshake Flags

tepdump -r 3whs.pcap -c¢ 3 -nts

IP 192,168.11.62.36609 > 192.168.11.1.80: Flags [S], seq
1407137694, win 5840, options [mss 1460,sackCK,TS val
169259530 ecr 0,nop,wscale &], length O

IP 192.168.11.1.80 > 192.168.11.62.36609: Flags [S.], seg
743334558, ack 1407137695, win 5792, options [mss
1460, sackOK, TS val 414457892 ecr 169259530, nop,wscale 1],
length 0

IP 192.168.11.62.36609 > 192.168.11.1.80: Flags [.], ack
743334559, win 92, options [nop,nop,TS val 169259531 ecr
414457892], length 0

Intrusion Detectnon In-Depth Tt FCan

First, let's look at the TCP flags involved in the three-way handshake. We'll discuss the various flag values in
more detail in upcoming slides. TCP flags are used to denote the state of the TCP connection and the
appropriate exchanges of TCP segments in that given state. The SYN flag is used to synchronize or establish
a session. The ACK or acknowledgment flag indicates the acceptance of data. This sounds unusual in
conjunction with the three-way handshake since no data is usually exchanged. However, a TCP segment
with a "SYN" flag set consumes a byte even though there is no attached payload or data. Thisis how it is
defined in the RFC 793 pertaining to TCP.

Above, host client 192.168.11.62 wishes to open a session with server 192.168.11.1 on port 80. The SYN
flag is set on the initial packet of the three-way handshake. If the server listens on port 80 and is able to open
a new connection, it responds using the ACK flag that it received the client's request. As well, it must also
indicate its intention to open a new connection or socket using a SYN flag with client 192.168.11.62.
Remember TCP is full-duplex and both sides of the connection need to initiate a session with the other side.

The last packet of the three-way handshake is where the client host must acknowledge using the ACK flag
that it received the server's request to initiate a connection with the client.

Tepdump has some unique syntax. For instance, there is a "Flags[S]" notation to specify that the SYN flag is
set. Yet, even though the ACK is a flag, it elects to place it elsewhere with an acknowledgement value. And,
in the last packet, the flags are set as "Flags[.]". This means that none of the following flags is set: SYN,
FIN, RST, PUSH, ECE, or CWR. Don't worry about the purpose of those flags just yet.

To follow along, enter the following command:

tepdump -r 3whs.peap -¢ 3 -ntS
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Three-way Handshake
TCP Sgguence Numbers

tepdump -r 3whs.pcap -c¢ 3 -nt§

IP 192.168.11.62.36609 > 192.168.11.1.80: Flags [S], seq
1407137694, win 5840, options [mss 1460, sackOK,TS val
169259530 ecr 0,nop,wscale 6], length 0

IP 192.168.11.1.80 > 192.168.11.62.36609: Flags [S.], seq
743334558, ack 1407137695, win 5792, options [mss
1460, sackOK,TS val 414457892 ecr 169259530, nop,wscale 1],
length 0

IP 192.168.11.62.36609 > 192.168.11.1.80: Flags [.], seg
1407137695, ack 743334559, win 92, options [nop,nop,TS val
165259531 ecr 414457892], length 0

Edited for clarity

Intrusion Detection In-Depth T

Let's look at these same three records, but in terms of TCP sequence numbers. TCP sequence numbers assign
a chronological 32-bit number to a given side of the conversation. These are used so that the receiver knows
how to sequence these packets when they arrive since they may not arrive in the same order as they were sent.

The first TCP sequence number selected by each side in the exchange is known as the Initial Sequence
Number or ISN. It should be a random number. Each side of the conversation generates its own ISN. Each
side sends a different set of TCP segments and each side has a unique chronology of segments sent. Every
segment in a TCP exchange must have a TCP sequence number value.

In the above exchange, the client has an ISN of 1407137694. The server has a different ISN value of
743334558, All subsequent segments sent by the client have sequence numbers relative to its ISN. Similarly,
all subsequent segments sent by the server have sequence numbers relative to its unique ISN.

The sequence numbers increment by the number of payload bytes sent in a given segment. If no payload bytes
are sent by a given side when sending a packet — say an acknowledgement packet — the sequence number on
that segment should be the same as the previous segment's sequence number. There are two exceptions to this
when segments contain either a SYN or FIN flag. Though rarely seen on a segment with the SYN flag set, and
occasionally seen on a segment with the FIN flag sent, neither should have payload, although data payload is
allowed.

To follow along, enter the following command:

tepdump -r 3whs.pecap -¢ 3 -ntS
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Per RFC 793, the SYN flag consumes 1 sequence nummber, although there are no data bytes. This is standard
convention, (hough tepdump doesn't make it easy fo understand this with its display of a length of 0. As we've
seen in our exploration of the derived number of TCP data bytes, tepdump typically annotates the length of the
data bytes after the record.

The FIN flag consumes a sequence number too per RFC 793 even if there is no data accompanying the segment.

& 2015 Judy Novak
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More About TCP Sequence Numbers

¢ TCP data exchange done in streams of multiple segments

» Used to order each segment sent

e 32-bit number uniquely identifies initial byte of segment
e Should change for each new (non-retry) TCP segment sent

 Initial sequence number (ISN) represents first sequence
number in TCP exchange

 Value increments by number of bytes in payload
— Exceptions: 1 byte is consumed by SYN or FIN

Intrusion Detection In-Depth

When data is exchanged on TCP, it is very likely that it will have to be done using many different packets
each with its own TCP segment. As we know, TCP is a reliable protocol. As such, it must be able to know
when packets have not been delivered. Each TCP segment that is sent has a TCP sequence number found in
the TCP header. This is a 32-bit number that represents the first byte of data for the TCP segment. As we've
seen when a TCP session is started, each side of the session will select an ISN as the first sequence number.

These TCP sequence numbers give the entire stream associated with the TCP exchange a notion of order.
Since each TCP header contains a sequence number, a packet that is lost is easier to identify. Also, if TCP
segments arrive at the destination host in a different order than they were sent, the receiving host can
correctly order them using the TCP sequence number.,

A TCP sequence number is ordinarily consumed with each byte of payload data. For instance, if the payload
contains 1,000 bytes of data, the TCP sequence number will increment by 1,000. There are two exceptions to
this rule. The first is that per RFC 793, one TCP sequence number is consumed by the SYN. In other words,
the ISN value increments by 1 on the TCP sequence number of the ACK of the three-way handshake. You
also see the ISN increment of 1 byte when the server returns the SYN/ACK. The acknowledgement value is
a value of 1 more than the client's TCP sequence number. The second exception is that this same concept
applies to any packet where the FIN flag is set. A FIN also consumes 1 TCP sequence number. Most often,
the FIN has no data payload. More often, the SYN has no payload. However, if there is accompanying
payload, the TCP sequence number increments by the number of bytes in the payload + 1 byte consumed by
either the SYN or FIN.
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Three-Way Handshake
TCP Acknowledgement Numbers

tepdump —-r 3whs.pcap -¢ 3 -nts )

IP 192.168.11.62.36809 > 192,.168.11.1.80; Flags [S], seq
1407137694, win 5840, options [mss 1460, 5ackOK, TS val
169259530 ecr 0,nop,wscale 6], length O

IP 192.168.11.1.80 > 192.168.11.62.36609: Flags [35.1, ,@
743334558, ack 14071376985, win 5732, opticns [mss
- 1460, sackOK, T3 val 414457852 ecr 165259530, nop, wscale 1],
length 0

IP 192.168.11.62.36609 > 192.166,11.1.80: Flags [.}, seq
1407137695, ack 743334559, win 92, options [nop,nop,TS val
169259531 ecr 4144578823, length G R

Edited for clarity

Intrusion Detecdon In-Dept : Swhs.peap

Now, let's reexamine these same three records, but with a focus on TCP acknowledgement numbers. The
acknowledgment number is processed only when the ACK flag is set, otherwise the value is ignored. We'll
talk more ahout TCP flags in an upcoming slide, As TCP sequence numbers assign a chronological 32-bit
rumber to a sender's TCP segments, the receiver returns an acknowledgement number indicating whether or
not the packet was received. Upon receipt of the new chronological sequence number from the sender, the
receiver returns an acknowledgement number that specifies the next expected sequence number from the
sender. This is sometimes called an expectational acknowledgement number. The sender receives the
acknowlcdgement and knows whether or not a segment arrived or not.

The second packet above reflects the server's receipt of the sender's SYN segment that carried a TCP
sequence numbcr of 1407137694, The server issues an acknowledgement number 1407137695, That is the
sequence number that the server next expects from the client. The third record reflects the client's receipt of
the server's SYN segment that carried an [SN of 743334558,

To follow along, enter the following command:

tepdump -r 3whs.peap -¢ 3 -ntS
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More About TCP
Acknowledgement Numbers

» TCP is a reliable protocol — guaranteed delivery
* Acknowledgement by receiver identifies receipt of sent data

* Acknowledgement number is last TCP sequence number
received + 1

* Represents next TCP sequence number expected from other
side of conversation

Intrusion Detection In-Depth

Because TCP guarantees reliable delivery of all data, it needs some kind of mechanism to know if TCP data
has been received. This function is left to the receiving host; it must acknowledge receipt of data. It does so
by first setting the acknowledgement flag in the TCP header. It is not enough to simply do an
acknowledgement that data has been received. It must acknowledge what data has been received.

If a packet is lost from receiver to sender, the receiving host will get a TCP sequence number greater than
the one it expects. It knows that this is wrong; however, it is limited in the way it can respond. It can only
relate back to the sending host that it is expecting the TCP sequence number associated with the lost packet.
It may take several of these duplicate acknowledgement numbers returned to the sender for the sender to
become aware that it needs to retransmit the lost packet.
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Tcpdump and Relative:
Acknowle_q_gement lﬂmbers

Absolute

10.3.8.108.57267 > 10.3.8.239.80;: Flags [S], seqg 10

10.3.8.239.80 > 10.3.8.108.57267: Flags [§.]1, seq 2199660527, ack 11

10.3.8.108.57267 » 10.3.8.239.80: Plags [.], ack 21989560828

10,3.8.108.57267 > 10.3.8.239.80: Flags {P.], seqg 11:20, ack
2159660628 : '

10.3,8.239.90 > 10,3.8.108.57267: Flags [.], ack 20

Relative

10.3.8.108.57267 > 10.3.8.239.80; Flags [S), seg LO

10.3.8.239.80 > 10.3.8.108.57267: Flags [S.], seq 2199660627, ack 11
10.3.8.108.57267 > 10.3.8.239.80: Flags [.], ack 1

10.3.8.108.57267 > 10.3.8.239.80: Flags [P.], seq 1:10, ack 1l
10.3.8

.239.80 > 10.3.8.108.57267: Flags [.], ack 10

seqack-

Iﬂtt'-l__lsio_ﬂ 1 ';_.. .- 1 numbers.pcap

Here is the same sequence of packets displayed using tepdump — the first sct uses absolule sequence numbers,
the second set relative. The output has been truncated to show the pertinent details. Also, the client side of
this session is crafted. The reason this is mentioned is because an ISN of 10 is abnormally small.

By default, tepdump shows refative sequence numbers because 32-bit sequence number values may clutter the
output. Relative numbers take up far less visual space. All sequence and acknowledgement numbers above
that are refated to the client have a selid underline. Those relative to the server have a dashed underline.

The ISN of the client is a crafted abnormal value of 10 and the true ISN valus of the server is 21996600627
The first session with absolute values shows the sequence numbers and acknowledgement numbers as they are
found in the TCP header. Lock at the second session with relative values where tepdump uses absolute
sequence numbers on the SYN and SYN/ACK packets, yet switches to relative numbers thereatfter. For
instance, the third packet sent by the client has an acknowledgement number of 1. This is relative to the
server's sequence number. The absolute value is 2199660628 = 1 + 2199660627 {server's ISN).  Similarly the
beginning sequence number of the fourth packet set by the client is 1 and spans 10 byles. This is relative to the
client's TSN of 10. Accordingly, in absolute value this is 11:20 if added to the ISN for the client.

It tzkes a while to become accustomed to relative sequence and acknowledgement nunbers. And, if you prefer
not to become all that familiar with them at all, there is always the -S command line switch to display them as
absolute mumbers.

To follow along, enter the following commands for the absolute and then relative TCP
sequence/acknowledgment numbers:

tepdump -r seqack-numbers.peap -nt8
tepdump -r seqack-numbers.peap -nt
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Gracefully Terminating

a TCP Connection

Server initiates a close with a FIN

IP 192.168.11.1.80 > 192.168.11.62.36609: Flags [F.], seq 743334827,
ack 1407137625, win 2896, options [nop,nop,TS val 414459393 ecr
169259531], length 0

Client initiates close with a FIN, in same packet client ACKs

IP 1982,168.11.62.36609 > 192.168.11,1.80: Flags [F.], seq 1407137695,
ack 743334928, win 108, options [nop,nop,TS val 169263281 ecr
414459393], length 0

Server acknowledges client FIN

IP 192.168.11.1.80 > 192.168,11.62.36609: Flags [.], ack 140713763986,
win 2896, options [nop,nop,TS val 414459393 ecr 169263281], length
0

Intrusion Detection In-Depth

3whs.pcap

A "graceful" termination is when one side of the connection — either the client or the server — initiates a close
by setting the FIN flag. In theory the exchange is supposed to go as follows:

Side 1 initiates a FIN to close its side € A — Y
Side 2 ACKs the FIN Wik T o—

(g N { \— e
Side 2 closes its side with a FIN £ 0t \ S /\ ( 1";
Slide 1 ACKS the FIN

In practice this may or may not happen. In fact, in the above output steps two and three were combined into
a single packet for efficiency. Why send two packets when one can send the same information? You may
also witness busy hosts such as web servers combining the last segment that contains data — usually denoted
when the PUSH flag is set — with a FIN and ACK. This provides even more added efficiency.

Let's follow the sequence above. The server 192.168.11.1 initiates the FIN on a packet that has a sequence
number value of 743334927, The FIN flag means that the initiator will send no more data, however can
accept data. The client 192.168.11.62 acknowledges this with a value of 743334928, The client combines
two steps in the flow of the graceful close into one by also setting the FIN flag to inform the server that it is
now closing its side of the session. The sequence number on this segment is 1407137695. Finally, the server
acknowledges the clients close, issuing sequence 1407137696 back to the client's FIN.

If you’d like to follow along, enter the following command:
tepdump -r 3whs.peap -nt (last three records)
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Neither the client nor server sent any data, yct the subsequent acknowledgement numbers incremented the other
side's sequence numbers by 1. Remember that the SYN and FIN segments were the exception to incrementing

the sequence numbers by the number of payload bytes presents. A segment with 2 FIN flag also consumes a
sequence number,
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Aborted Session

e =TTy s _ = S}
Ip 10.1.3.7.45683 > 10.1.3.35.80: Flags [S], seq 10, win 8192, length
0

Ip 10.1.3.35.80 > 10,1.3.7.45683: Flags [5.], seq 3786702234, ack 11
win 5840, options [mss 1460], length O

IP 10.1.3.7.45683 > 10,1.3,35.80: Flags [.), ack 3786702235, win
8192, length 0

IP 10.1.3.7.45683 > 10.1.3.35.80: Flags [P.], seq 11:20, ack
3786702235, win 8192, length 9

IP 10.1.3.35.80 > 10.1.3.7.45683: Flags [.], ack 20, win 5840, length
0

IP 10.1.3.7.45683 > 10.1.3.35.80: Flags [P.], seg 20:38, ack
3786702235, win 8192, length 18

IP 10.1.3.35.80 > 10.1.3.7.45683: Flags [.], ack 38, win 5840, length
0

IP 10.1.3,.7.45683 > 10.1.3.35.80: Flags [R.], seq 38, ack 3786702235,
win 8192, length 0

Intrusion Detection In-Depth

rstpcap

An abrupt close of an existing session can be accomplished using a RST flag. One thing you need to
understand about a RST flag is that the associated packet is the last in the session. There should be no
subsequent segments sent. This needs a caveat — this assumes that the segment carrying the RST flag is
correctly formed. This means that it has an appropriate sequence number — we'll learn about TCP window
sizes later that may determine an appropriate TCP sequence number ranges. The RST must also have a good
TCP checksum that we'll soon discuss.

You will also see a RST flag in a response to the sender when a receiver gets a packet to a non-listening port or
when the segment is not part of an established session. For instance, let's say someone spoofed your TP address
and sent a SYN to a remote host that listens on port 80. The remote host returns a SYN/ACK to your [P
address. Your host will issue a RST since it knows nothing about the session and has no that indication that it
sent an outbound SYN to the remote host.

To view the output, enter the command:
tepdump -1 rst.pcap -nt
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Sequence Number Prediction

nmap -0 ~v 192.168.11.46

Interesting ports on WIN-PC (192.168.11.46):
PORT  STATE SERVICE
912ftcp open unknown
2968/tcp open unknown
1 49161/tcp open unknown

Running: Microsoft Windows 2008(Vista. _
05 details: Microsoft Windows Server 2008 Beta 3, Microsoft Windows Vista SPD or
SP1 or Server 2008 SP1

TCP Sequence Prediction: Difficulty=261 (Good luck!)

Intrusion Detection In-Depth Amap-08.peag

The formula that TCP/IP stacks use to select their initial sequence nuimber is examined by Nmap to help
fingerprint the operating system. There is a file that comes with Nmap, nmap-os-db, that has a list of different
operating systems and expected returned values for a set of tests that will be executed by Nmap against a target
host. Nmap is able to categorize a particular operating system by matching received valucs of different normal
and abnormal stimuli after the scanning host with expected valucs for a given operating system.

One test executed by an operating system fingerprinting Nmap scan examines the initial sequence numbers
generated on the farget host from sending connections to a listening port. Different TCP/IP stacks use different
formulas to generate the 1SN, Some very old operating systemns used a predictable increment for the ISN for
each new connection. But somcone watching and sniffing could hijack a connection using this information as
was done in the infamous Mitnick attack. Other older operating systems had a time-dependent formula that
predictably increased the ISN based on a given time change. This too is not considered very secure.

Nmap sends a series SYN packets to an open port to observe the remote OS pattern of ISN value gencration in
the retuned SYN/ACK. It uses a complex algorithin te determine the difficulty of predicting those ISN
numbers and assigns a predictability value. The higher the valuc upwards to 9999999, the better. However,
any assessment of "Good luck!" as above is considered difficult regardless of the value, According to the
Nmap source code — the categories and values are: "Trival Joke"” where the difficulty value is less than 3,
"Easy" — less (han 6, "Medium" < 11, "Formidable" < 12, "Worthy Challenge” < 16 and everything greater is
assigned a difficulty of "Good luck!™,

1f you care to understand more about the formula used to assess [SN predictability see:
http://mmap.orgfbook/osdetect-methods html#osdetect-ged

To view the output, enter the command:

tepdump -r nmap.os.peap -nt

® 2015 Judy Novak g5




96

Sequence Number Mutation

nmap -0 192.168.11.46

IP 192.168.11.62.52999 > 192.168.11.46.8888: Flags [S], seg
933503879, win 2048, options [mss 1460], length 0

IP 192.168.11.62.52999 > 192.168.11.46.554: Flags [S], seq 933503979,
win 2048, options [mss 1460], length O

IP 192.168.11.62.52993 > 192.168.11.46.110: Flags [S8], seq 933503979,
win 2048, options [mss 1460], length 0

IpP 192.168.11.62.52999 > 192.168,11.46.53: Flags [S], seg 933503979,
win 2048, options [mss 1460], length 0

IP 192.168.11.62.52999 > 192.168.11.46.1723: Flags [S], seq
933503979, win 4096, options [mss 1460], length 0

IP 192.168.11.62.52999 > 192.168.11.46.25: Flags [8], seq 933503979,
win 4096, options [mss 1460], length 0

Intrusion De on In-Depth TR R

When Nmap attempts to assess a remote host's operating system, it has some unique identifiable
characteristics. One of those is the repetition of the ISN from the scanning host. A client host should use a
unique ISN when attempting to connect to different ports of the remote host. This is a small excerpt from the
scan where dozens of other packets have this same ISN. This is a good way to identify an OS detection or
other scans, such as a SYN scan, from Nmap.

To view this output, enter the command:
tepdump -r nmap-os-syn.pcap -nt
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“TCP Flaw Opens Internet
to Shutdown”

+ Paper by Paul Watson describes feasibility of severing an
existing connection via a TCP reset

— Long known TCP connections are susceptible to attack
» Session hijacking, biind spoofing, malicious reset

- In the past, assumed reset attack possible, but improbable
because of knowledge required to perform reset, less
bandwidth and slower transmission

- Now more likely, especially with BGP with moden day
bandwidth and speeds

_ Intrusion l)t‘fecnonhl-Depth N

There is an interesting paper that Paul Watson released “Slipping in the Window: TCP Reset Attacks”. We
can examine this to reinforce the knowledge we've gained about TCP.

Watson delivered a presentation at CanSec West about his paper. The general media got wind of the paper
and, in their normal calm and deliberate manner, sensationalized the heck out of the story without really
understanding the underlying principles. If is understandable that they didn’t grasp the concepts of the subject

the feasibility of a TCP reset attack taking down the Internet sinee il is pretty technical. Yet, that didn’t stand
in their way of reporting the doom of the Internet.

It hias long been known that TCP may not be able to withstand attacks. In the past, when TCP initial sequence
numbers were not randomized, TCP was subject to attack by hlind spoofing employing a reasonable guess of a
likely generated initial sequence number. This is all because TCP was envisioned and created in 1981 when
security wasn’t an issue and the intended use for TCP and other protocols was not a global-facing hostile
environment. Times have changed and we’ve seen TCP come under scrutiny and attack since its
implementation.

It has also been knowm that TCP is susceptible to an attacker severing an existing connection using a reset
against either the client or server. This was something far more likely to happen if the attacker could somehow
sniff the traffic and learn the information necessary to reset the connection. It was considered infeasiblc that a
conneclion could be blindly reset since this would require too much guesswork. In his paper, Watson
describes the current types of media and bandwidth available to accomplish successful reset attacks that may
be able to abort existing connections in a matter of seconds or minutes,

The paper can be found at:
hip:/fwww.osvdb.org/ref/04/04030-SlippingInTheWindow_v1.0.doc
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Reset Attack

Server

Clien

What pieces of knowledge would you need to know/qguess
in order to reset an existing connection?

Intrusion Detection In-Depth

Knowing what you do about the way TCP works, what information about the connection would you need to
gather or guess to craft a packet to reset an existing connection? An appropriate reset can be directed to either
the server or client side of the connection and still terminate the connection.

A reset is easier to use to sever a connection than a FIN since the reset requires a single packet to be spoofed
with no expected communication after it. A FIN would need much more interaction, requiring the attacker to
generate the FIN, wait and listen for the server's FIN, and finally acknowledge the server's FIN.

© 2015 Judy Novak



Performing a Reset

 The following data would need to be known or guessed:

Source port — 65,535 possibilities, but some ports reserved for other
uses

— Destination port — 65,535 possibilities, but may be a well-known port
if you know server function

— Source IP — May be identified if known hosts involved in connection

— Destination IP — May be identified if known hosts involved in
connection

— “Appropriate” sequence number — 32-bit field with over 4 billion
possibilities, but TCP window size expands accepted values

Intrusion Detection In-Depth

Let’s talk about an existing connection that is the target of a reset attack in terms of client to server. Let’s focus
on an attack simulating a client reset to the server, The sender of a crafted reset packet will have to know/guess
the source port in use of the target session. This is a 16-bit field, but many operating systems reserve a number
of ports and not all 65535 will be used as ephemeral ports. The destination port is typically a well-known port
— for instance port 179 for Border Gateway Protocol (BGP). And the source and destination [P addresses must
be known. Finally, a crafted packet has to have an appropriate TCP sequence number for that connection.
We’ll discuss what is appropriate in just a bit.

This sounds like a an impossible task if this data cannot be sniffed. But, there is one protocol — BGP that may
be at most risk. That is because BGP is often used between backbone routers that can be discovered by an
attacker using traceroute to identify the IP addresses of the connection. Also, we know the destination port is
179. That just leaves the source port and the sequence number as unknowns. And, that is another reason that
BGP is a good target, it maintains a persistent connection of activity. In other words, sessions are established,
data is exchanged, and the connection is maintained for quiet periods. Guessing an appropriate sequence
number when data is being exchanged back and forth becomes more difficult because you are attacking a
moving target. If the connection is relatively quiet or has periods of inactivity, it is easier to attack. BGP uses
persistent connections so that new connections don’t have to be established each time data is exchanged.

It turns out that an “exact” TCP sequence number is not necessary to reset a connection. In fact, RFC 793
explains that the TCP sequence number need only be in the range of the sender’s previous sequence number
plus the number of bytes in the receiver's announced window size. As you know, a host announces its initial
window size on the initial SYN connection. Different operating systems select different TCP window sizes.
An operating system with a larger window size has a better chance of having the connection reset.

How is this different from the TCP sequence required when data is exchanged in an established session? The

sender must specify an exact TCP sequence number that indicates the next expected sequence number by the
receiver — that is a value of 1 more than the last TCP sequence number received.
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Reset Sequence Numbers

10.4.12.23.33422 > 10.4,11.182.179: Flags [S], seq 1995434861, win
5840, [mss 1460,sackOK, timestamp 41945061 0,nop,wscale 0]

10.4.11.182.179 > 10.4.12.23.33422: Flags [S],
seq 540078145, ack 1995434862 win 65535 [mss 1460, nop, wscale

0,nop, nop, timestamp 0 0,nop, nop, sackoK]

10.4.12.23.33422 > 10.4.11.182.179: Flags[.],
seq 1995434862, ack 540078146, win 5840

* Reset of above connection would require crafted packet to have:

— Source IP: 10.4.12.23
— Source Port: 33442

— Dest IP: 10.4.11,182
- Dest Port: 179

— Sequence # 1995434862 through 1995434862 + 65535

Intrusion Detection In-Depth

Take a look at the tepdump output of an existing BGP connection and let’s examine the crafted packet
required values to reset the client-to-server side of the connection. For discussion sake, we are using the
reserved network 10.x.x.x, but a real attack on a publicly available network would not use a reserved address.

The attacker would have to identify the source IP as 10.4.12.23 and would have to identify or guess the source
port as 33442, Additionally, the packet would have to reflect the destination IP of 10.4.12.182 and the
destination port for BGP of 179. Finally, the sequence number of 1995434862 (next expected client sequence
number) through 1995434862 + 65535 (server's TCP window size) would have to be guessed. If a crafted
packet contains all these fields, and there has been no or little data exchange between the actual client and
server, the connection will be reset.

Basically, if an attacker can create a program or use an existing packet crafting utility to generate many
packets with different combinations of source ports and sequence numbers, it may be possible to reset the
connection. This assumes that the attacker has been able to identify the source and destination IP addresses of
hosts exchanging BGP information.

The case where the target host window size is the largest possible (without using the TCP option window
scale) of 65535 bytes provides the best opportunity for attack. Since the TCP sequence number is 32 bits, this
means that there are 65535*65535 possible ranges of sequence numbers that will fall in the appropriate TCP
window range. The worst case scenario would be that the appropriate sequence number would be discovered
on the last (65535") try. Remember too, if the source port is not known, it will have to be guessed along with
the sequence number and this leads to many more combinations of guesses. In fact, if we assume all ports can
be used as ephemeral source ports, this means we’re back to over 4 billion combinations. However, as Watson
notes in his paper, many times the source port numbers hover around the 1024 and greater range.
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Target’s TCP Window Size vs.
Attacker’s Reset Attempts

Maximum tries = 65,535

Target OS window size = 52,768
Maximum tries = ~131,070

Maximum tries = ~262,140

Maximurn tries = ~735,417

Intrusion Det __._'_'_;ifon _flili}jép& "

For the moment, Iet’s assume that the attacker has identified all other required values about an established
connection except the TCP sequence number that must be used to reset the connection. As you can sce the
larger the target’s TCP window size, the fewer number of maximuom tries or gucsses the attacker has {o
perform to successfolly reset the connection.

The maximum TCP window size is 65,535 and is typically found on Windows 2000 and later Microsoft
operating system hosts. It would require 65,535 attempts to guess the cotrect sequence number where we've
already mentioned the maximum number of sequence numbers is over 4 billion. Next, a target operating
system that has a window size of 32,768 such as found on HP-UX 11 would require twice the number of
maximum attempts. Cisco operating systems may have a window size of 16,384 and would require ovcr
262,140 maximum attemnpts. Finally, a Linux 2.4 kernel host has a default TCP window size of 5,840,
necessitating a maximum 735,417 attemnpts to resct the connection,

Realistically, each of these maximum number of attempts would have to be muitiplied by the number of source
ports that a given client may use. As discussed, this may be less than the 65,535 avatlable since some are
reserved. Depending on the target and simulated client, this may take hundreds of thousands or even several
millicn connections to get right assuming that the attacked connection is relatively dormant.

A target host that uses the window scale TCP option augments the windows size - hence the range of
aceeptable TCP sequence numbert values, This may greatly reducs the number of attempts for a successful
attack,
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Guessing Sequence Numbers

J— R R
10.4.12.23.33422
10.4.12.23.33422
10.4.12.23.33422
10.4.12.23.33422
10.4.12.23.33422

10.4.11.182.179: Flags[R], seq 0

10.4.11.182.179: Flags[R], seq 65535
10.4.11.182.179: Flags[R], seq 131070
10.4.11.182.179: Flags[R], seq 196605
10.4.11.182.179: Flags[R], seq 262140

Y Vv Y NV

10.4.12.23.33422 > 10.4.11.182.179: Flags[R], seq 1995475215

Intrusion Detecton In-Depth

This tepdump output shows the type of output you’d likely see if you witnessed a reset attack where a client
attempts to abort the connection with a BGP server. This is a rather simplistic attack since we’re starting with
an absolute sequence number of 0 and incrementing it by 65,535 each time assuming that the server has a
window size of 65,535.

Using the connection that we saw a couple of slides ago, we’d have to cycle to a range where the TCP
sequence number of the current connection was between 1995434862 and 1995500397, The final connection
has such a TCP sequence number of 1995475215.

You may also see a reset attack performed with SYN’s or FINs instead of resets. The idea of a SYN being
able to accomplish a reset seems strange. You would imagine that if an established connection received a
SYN packet with an appropriate sequence number in the range of the current window size (as we witnessed
with the reset attack), it would be ignored. However, REFC 793 has provisions for this sort of activity and the
recommended reaction is to reset the existing connection. It doesn’t sound logical, but that is what the RFC
recommends doing,

Also, in some testing, it was discovered that certain target operating systems, such as a Linux 2.4 kernel could
be reset using a FIN with a sequence number in the window range. Usually a FIN requires a matching
acknowledgement number. When this type of attack was attempted against a Windows 2000 attack, it refused
the FIN and the connection remained active. However, the same attack directed against a Linux 2.4 kernel
host aborted the connection.
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Shutdown of Internet???

» Most BGP peer connections use MD5 authentication

« To accomptish any reset attack, you need:
— An established conneckion that isn't very active

- To know/quess source and destination IP's and ports, and TCP
sequence number

» You've got an insider attack — more problems than resets

— A bunch of bots or owned hosts
= It's just another DDOS attack
» If you've got encugh bots, you can DDoS just about anything

Ts this attack the demise of the Tnlernet as reported by some? Hardly! Watson took a known flaw of TCP and
demonstrated that with modern bandwidth networks and a carefully selected target that is not actively
exchanging data, it is possible to reset some connections. But, as far as taking down the Intermnet via BGP, that
looks less feasible. Most, if net all, BGP backbone peers use MD5 authentication to verify that the talkers are
who they say they are. Thercfore, areset atlack would fail since the authentication would not exist or be valid.

That means that this attack needs a different target service than BGP to be dangerous. And, that connection
has te be one that isn't too active hecausc a moving target makes it more difficult to get the sequence numbers
right, If an attacker knows all the information necessary to perform a resef aftack, chances are you have an
insider sniffing the traffic. If this is the case, you've got far bigger problems than annoying resct attacks.

Finally, a reset attack is more likely to succeed when distributed among many different attacking hosts. 1fan
aftacker can marshal enough resources of compromised hosts to guess source ports and sequence numbers
against a target, there is a better probability that this attack can succeed. Then again, if an atlacker has enough
bots, any kind of denial of service can be attempted on just about anything. At that point, it may become a
bandwidth issue of denying service.

The paper provides an interesting study of an older known issue, but the reset attack is no more dangerous and
perhaps far more difficult to perform suceessfully than other denial of service attacks. Even so, thisisa
thought provoking idea that teaches us more about how TCP behaves.
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TCP Ports

“
* 16-bit fields representing source and destination ports

* Valid values 0 — 65535

— Avalue of 0 can be placed in the TCP header, however there is no

socket support to listen on it
» Initial source port ephemeral range > 1023

e Multiple connections attempted, source ports should change

Intrusion Detection In-Depth

The port fields are two separate 16-bit fields in the TCP header, one for source and another for destination
ports. The valid range of values is between 0 and 65535. A value of 0 as a TCP port number is an acceptable
value to be placed in the header, however in a conventional TCP/IP stack, there is no support for the use of
port 0 as there is no means to open a socket on port 0. This means it can never be used for either an ephemeral
or listening port.

When a source host wishes to connect to a destination host, an ephemeral port is typically selected in the range
of ports greater than 1023. For each new sent connection that the source host attempts that is not a retry, a
different ephemeral port should be selected. In a scan scenario, you will likely see the source port value
incrementing by 1 for each new connection.

The use of port 0 should not be supported, however be aware that a SYN sent to it may respond with a RST.
We'll see the possible consequences of this in an upcoming slide.
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Privileged and Unprivileged Ports

e Privileged server/well-known ports historically ports
numbered 1-1023

— These ports should not change on server

e Unprivileged client/ephemeral ports historically numbered
> 1023
- These ports typically change per new connection

e Before client initiates connection, it selects an unused
ephemeral port

¢ Client and server communicate entire session using
established ports

Intrusion Detecton In-Depth

In the past, more so than today, well-known server ports generally fell in the range of 1-1023. Historically,
under Unix, only processes running with root privilege could open a port below 1024. Server ports should
remain constant on a given host. In other words, if you find HTTP at port 80 on a particular host one day, you
should find it there the next day. You will find many of the older well-established services in this range of 1-
1023 such as FTP, or SMTP on port 25. Today, many of the newer services such as alternate HTTP ports, 8000
or 8080, don’t tend to conform to this original convention. This is because there are more services than numbers
in this range today.

Client ports, often known as ephemeral ports, are selected only for one connection and are reused after the
connection is freed. These are generally numbered greater than 1023. When a client initiates a connection to a
server, an unused ephemeral port is selected. For most services, the client and server continue to exchange data
on these two ports for the entirety of the session. This connection is known as a socket pair and it will be
unique. That is, there will be only one connection on the Internet with this combination of source IP and source
port connected to this destination [P and destination port.

There may be another user connection from another source IP to this same destination IP and destination port,

but that user will have a different source IP and most likely different source port. There may even be someone
from the same source IP connected to the same destination IP and port. But, this user will be given a different

ephemeral port thus distinguishing it from the other connection to the same server and destination port.

The ephemeral source port selection range of a given host may help assess the operating system since there are
different selection patterns among operating systems. The Internet Assigned Numbers Authority (IANA)
suggests the use 0f 49152-65535 for the range. More current versions of FreeBSD and Windows conform to
this range while Linux uses a range of 32766-61000.
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Source Port Mutation

nmap -0 192.168.11.46

07:47:58.546072 IP 192.168.11.62.52992 > 192.168,11.46.8888: Flags
{8], seqg 933503979, win 2048, options [mss 14607, length 0

07:47:58.546111 TP 192.168.11.62.52992 > 192.168.11.46.554: Flags
{81, seqg 933503979, win 2048, options [mss 1460], length 0

07:47:58.546133 1P 192.168.11.62.52999 > 192.168.11.46.110: Flags
[8], seqg 933503979, win 2048, options [mss 1460], length 0

07:47:58.546154 IP 192.168,11.62.52999 > 192.168.11.46.53: Flags
[8], seqg 933503979, win 2048, options [mss 1460], length 0

07:47:58.546175 IP 192.168.11.62.52999 > 192.168.11.46.1723: Flags
[8], seq 933503978, win 4096, options [mss 1460], length 0

07:47:58.546196 IP 192.168.11.62.52239 > 192.168.11.46.25: Flags
[5], seq 933503979, win 4096, options [mss 1460], length 0

Intrusion Detecton In-Depth e pean

This is an excerpt of the first 6 records from running Nmap to perform a remote operating system identification
scan. You'll notice that Nmap uses a default behavior of a static source port of 52999 for several TCP
segments to different destination ports. If this were normal behavior, you would expect to see the source port
numbers incrementing in the ephemeral port range.

-’}*— To view this output, enter the command:
tepdump -r nmap-os.peap -n

106 © 2015 Judy Novak



Destination Port Mutation

hping3 -§ 192.168.11.1

i == 192166.11.62 . [~ [Expression..

 Source Destination

Intrusion Detet

Now, lock at the default behavior that hping3 exhibits doing 2 SYN scan using the -8 oplion. It nses
destination port 0 as its default target. The intent of this type of scan obviously is not to find a listening port.

hpinglsyn.pcap

This type of scan would he used to elicit a RESET response to see if a host is alive since a host should not be

listening on port 0.

-e,}- [f vou would like to see this output, enter the command:
wireshark hping3syn.pcap
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Protected Hosts Responding to Port 0
Scan from Outside the Firewall

Scanning IP Scanned IP/Port Scanned IP TCP Flags = SYN/RST

""" (L123.151.42.61112202{172.31.5.144 0 /CP - 0.000084 0 0 RE] 5140 1 40 (empty ) What is wrong
123.151.42.61 12207 172.31.1.21 0 TCP ooouassounm 4034otmpw) withﬂ_:is
d 123, 151._4 0085 00 wfo 3: 401 40fempnr} _ scenario?

11,17 077CP - o.ombssnnquglnouotemm)
- 0.000078 0 0 RE} { 57]L
-ﬁmmnsoong%
? - 0.000085 0 0 RES f

; -nonmaonaﬂfm(ountmpm

Intrusion Detecdon In-Depth

Take a look at some partial Bro output from a scan of some internal 172.31.0.0/16 network hosts. There are
two scanning hosts, 123.151.42.61 and 113.108.21.16, observed that are sending SYN's to TCP port 0 on
various 172.31.0.0/16 hosts. The internal hosts respond with RST. The "St" in Bro parlance indicates that the
source IP sent a SYN designated by an uppercase "S" and the destination IP returned a RST designated by the

lower case "r". This is what you would expect as a response from a normal server to respond to an attempt to
establish a session with port 0,

But, the responding hosts are inside a firewall that should have blocked inbound TCP traffic to port 0. What
does that indicate? The administrator who configured the firewall access control rules failed to consider and

block TCP port 0. True, the port is closed on all the scanned hosts, but this informs the scanner that the hosts
are live and potential targets.

This brings up a pertinent point that your IDS is not just for intrusion detection, it can also be used for audit

functions. This scan response highlights to you that there is an issue with the firewall access control rules that
need to be corrected to block the inbound TCP port 0 traffic.
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Active FTP Session

Session negotiation

192,168.
192.168.
192.168.
192.168.
192, 168.

,1B2,4B955 » 192,166.1.161.21: Flags 18]

,101.21 > 192.168.1.182.48955; Flags [3.], ack
.182.4BY55 > 192.168.1.101.2%: Flags {.], ack 1

L101.21 > 192.168.1.182.458955; Flags [P.], seq 1:21, ack
.182.48955 > 192.166.1.101.23: Flags [.], ack 21

Ho e e

ETP LIST command issued

192.168.1.,101.20 > 192.1_68.1.1.82.3945_2: Flags [3]
192.168.1.182.39452 > 192.168.1.101.20: Flags [3.1, ack
182.168,1.101.20 > 192,168.1.182,39452: Flags [.], ack
132.168.1.101.20 > 192.168.1.182.39452: Flags [F.], seg l:63, ack

IDHUSIO Il Dt‘t{.‘,CIiOﬂII}-DEPth s . fip-active.poap

Let’s look at an unusual, but normal, hopping of TCP ports. The expected behavior of TCP that we have
witnessed so far is to establish the 2 ports used by the client and server during the three-way handshake. The
client usually selects an ephemeral port greater than 1023 and the server listens on a well-known port.
Throughout the remainder of the established TCP session, the ¢client and server talk on the established ports

only. D o

FTP is different in that it communicates using 2 different server ports, There are 2 different types of FTP P
connections — active and passive, We'll describe active FTP first. The initial port connection on the server for

either passive or active is port 21. It is known as the standard FTP command port. For active FTP, the second JDO ¥ ;/:Cp
{ {7(;

e

port connection is source port 20 from the server that is used for FTP data passed between the client and the
server. Port 21 is used to issue FTP commands such as those used to retrieve or store a [ile, The FTP dataport  Sne
is used to cxchange a file between the two hosts or other exchanges that require data to be sent — such as a

listing of {ile direclories.

In the ahove example, assume that the client 192.168.1.182 is in the protected network and 192.168.1.101 is an
external FTP server where there is a iltering device between them. We see that the FTP connection is
established between 192.168.1.182 and 192.168.1.101 using ephemeral port 48955 and server port 21, The
three-way handshake is completed and some data, typically a welcome message, is passed between the two.
Next, the FTP LIST command is issued from the client to list the remote files on the server. A new connection
is established from source port 20 of the server to a new ephemeral port 39452 on the client. After this new
three-way handshake is completed, the 192,168.1.101 host can send a list of the files to 192,168.1,182 using this
established connection.

‘{"To view this output, enter the comumand:
tepdump -r ftp-active.pcap -nt

@ 2015 Judy Novak 109



Hopping Ports:
Passive FTP Session

Session negotiation

192.168.1.182.48956 > 192.168.,1.101.21: Flags [S]

1%2.168.1.101.21 > 192.168.1.182.48956: Flags [(S.), ack
192.168.1.182.48956 > 192.168.1.101.21: Flags [.], ack
192.168.1.101.21 > 192.168.1.182.48956: Flags [P.]), seg 1:21, ack 1
192.168.1.182.48956 > 192.168.1.101.21: Flags [.], ack 21

FTP LIST command ‘[§5ued

227 Entering Passive Mode (192,168,1,101,253,102)

192.168.1.182.38287 > 192.168.1.101.64870: Flags [S]

192.168,1,101.64870 > 192,168.1.182,38287: Flags [S.], ack

192.168.1.182.38287 > 192.168.1.101.64870: Flags [.], ack 1
>

IP 192.168.1.101.21 192.168.1.18B2.48956: Flags [P.], seq 302:341,
ack 89

Intrusion Detection In-Depth A asaive.poan

Passive FTP differs from active FTP. The problem with active FTP is that the server has to initiate a data
connection from source port 20 outside the network to a high-numbered port on the client inside the network.
This could cause problems for filtering devices such as firewalls that are required to open up access to high-
number ports to support this.

Passive FTP avoids this problem by having the client open up the data port to the server. In the above
exchange, we see the same initial FTP connection to negotiate the session commands and allow the user to log
in using server port 21. But, after the user logs in and issues a LIST command, a new data channel connection
must be established. This time, the server responds saying that it is entering passive mode and gives some kind
of cryptic command (192,168,1,101,253,102).

The cryptic command tells the client to make the connection to destination IP 192.168.1.101 and further tells it
the port that it will be listening on is 253,102. The 253,102 is the port number that is a 2-byte field. The high-
order byte has a value of 253 and the low-order byte has a value of 102. If you were to represent these two
bytes in hex, the value would be 0xfd66 — a decimal value of 64870 as seen as the server port number above.

Then, the client establishes a connection to server port 64870. Because this is from the internal network
outbound, it avoids the active FTP problems of attempting to establish a new connection from outside the
network. The way to remember which is “active” versus which is “passive” FTP is to think about the server’s
role in establishing the data connection. In active FTP, the server actively connects to the client, but in passive
FTP the client connects to the server, making the server a passive participant.

To view this output, enter the command:
tepdump -r ftp-passive.pcap -nt
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TCP Flags

s FIN: Gracefully terminates a TCP session

» SYN: Establishes a new TCP session

e RST: Aborts a TCP session

= PUSH: Transmit data immediately
— Used when sender empties write buffer

e« ACK: The existence of an acknowledgment number value is valid
o After initial SYN connection, should always be set

e« URG: The existence of an urgent pointer value is valid

¢ ECN-related: Responds to an Explicit Congestion Notification (ECN)

Intrusion Detection In-Depth

TCP flags or code bits represent a bit or multiple bit settings in the 13" byte offset of the TCP header. These
flags are important because they inform the receiving host of the sending host’s state in the TCP session. You
may find many different, and sometimes erroneous explanations of the purpose of some of the flags,
specifically, the PUSH, ACK, and URG flags.

Let's start with some of the most straightforward explanations of flags. The FIN (finish) flag is normally used to
gracefully terminate a session — for instance, by doing an exit in a session. Because TCP is full duplex, both
sides of the connection have to gracefully close by sending individual FINs in each direction and the receiving
host acknowledging those FINSs.

The SYN (synchronize) flag is set only when a host wants to establish a new session with another host. Because
data must flow both ways on a TCP session, it is full-duplex, and each host involved in the session must
establish its own connection to the remote host. The SYN is set on the first two segments of a conventional
three-way handshake where both the client and server establish their own connection. The RST (reset) flag
abruptly aborts a TCP session. It is expected that there will be no response to a RST.

A sender has a write buffer where it stores data that is to be transmitted to the receiver. Multiple segments may
be required to send the data depending on the size of the payload. The PUSH flag tells the sender to empty its
write buffer and informs the receiver to push the received data to TCP and the listening application. Suppose
the sender has multiple segments to send. The last segment only has the PUSH flag set (the ACK flag also will
be set); all previous segments from the same write buffer will have the ACK flag alone set. In essence, the
PUSH segment denotes the last segment belonging to the current write buffer. All these segments should
contain data.

The ACK flag quite simply stipulates that the existence of a value found in the acknowledgment number field of
the TCP header is valid. For instance, it is possible for a TCP/IP stack to set a non-zero acknowledgment
number value in the SYN segment. The associated acknowledgment number value will be ignored because the
ACK flag is not set. The ACK flag will always be set in normal traffic in every TCP segment atter the
completion of the three-way handshake.
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The URGENT flag is not used often in modern operating systems, well at least for legitimate purposes. Like
the ACK flag it signals the existence of another value, the urgent pointer, in the TCP header is valid. The URG
flag and associated urgent pointer value signal that there is some urgent (or sometimes called out-of-band) data
that must be sent before other data is sent. The urgent pointer value denotes the byte offset into the payload
where the urgent data is found. The URG flag and pointer were used for an interrupted session (user presses
CTRL-C).

There was a time when the two high-order bits of the TCP flag byte were reserved. However, Explicit
Congestion Notification (ECN) is a scheme that relies on the use of these two high-order bits. ECN is a
mechanism used in TCP to reduce detected congestion in a network by having hosts contributing to the
congestion reduce the amount of traffic sent. The high-order bit is known as the Congestion Window Reduced
bit. It signals that the sender will send less data. The bit to the right of that is the ECN-echo bit and it is set as
the result of congestion experienced. If you would like to read more about ECN, reference RFC 3168. ECN is
discussed in more detail in subsequent slides.
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Explicit Congestion Notification (ECN)
URG | ACK |PSH | RST SYN FIN
Congestion
Window
Reduced (CWR)
ECN-echo
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Remember back when we were discussing the old [Pv4 header type of service byte — now known as the
differentiated services byte, renamed as traffic class in IPv6, we introduced a future purpose for the two low-
arder bits known as Explicit Congestion Notification (ECN)? The intent was for a reuter to be able to notify a
sender that there was congestion in the network and to reduce its sending rate,

Well, how exactly does that occur? Currently as discussed in the ECN RFC 3168, the only transport capable
of reacting to that congestion notification is TCP. So, TCP has to be prepared to deal with this. The RFC
offers guidunce to use the two high-order bits of the TCP flag byte as fields for ECN. ‘The bit to the right of
the high-order hit will be known as the ECN-echo bit. This bit will be turned on when TCP rcceives a packet
that has the Congestion Experienced bits turned on in the differcntiated services/waflic class byte in the IP
header. This assumes that both end-peints of the TCP conversation are ECN-capable and that is determined
during the three-way handshake.

If TCP sets the ECN-echo bit, the purpese is to inform the other side of the conversation to reduce the rate at
which it is sending data because there is congeslion between the sender and receiver, Upon receipt of a TCP
segment with (he ECN-echo bit set, a host should reduce its congestion window, the sending buffer, by half.
Once it reacts in this matner, it will turn on the Congestion Window Reduced (CWR) bit to inform the other
side of the conversaticn that remedial action has occurred to reduce congestion. This bit is found in the high-
order bit of the TCP byte flag.
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ECN Flags

Differentiated Services Bits TCP ECN Bits

IPv4 Header ECN bits CWR ECE TCP Header

SYN 0 0 1 1 -y e

ree-way handshake o
SYN/ ACK 0 0 0 1 ECN-aware end-hosts ]
ACK 0 1 0 0

\

No congestion 0 1 0 0 (or) lﬁﬂﬁi‘;‘;a;z;;%l arto
No congestion 1 0 0 0 Services Byte §
Congestion 1 1 0 0
Receiver response I; 1 0 i
Sender response 1 1 1 1

Let’s take a look at the settings of the ECN flag bits in both the differentiated services byte in an IPv4 header
and the TCP flag byte when both end-hosts are ECN-aware. The first phase of ECN is informing that both
end-hosts are ECN-aware. Otherwise, if either or both are not, it makes no sense for a router to mark a packet
congested if no possible remediation can occur,

When an ECN-aware host initiates a SYN, it will set 0’s in the two low-order ECN bits found in the
differentiated services byte. Yet, it will mark the two-high order ECN bits of the TCP flag byte as set. This
will inform the receiving host that the sender is ECN-aware. If the receiver is ECN-aware, it will set the SYN
and ACK flags as expected, but it will set the ECE bit only. When the original sending client receives these
settings, it will know that the server is ECN-aware and will clear the ECN flag bytes using the differentiated
services bits as the means to inform any router that the end-hosts are ECN-aware. It does so by using one of
two pairs of bit settings in the ECN bits of the differentiated services byte. These bit values will be either 01 or
10. A value of 00 in these bits either means that the end-hosts are not ECN-aware or performing the ECN
negotiation as we just did. You may wonder why the ECN-aware bits moved from the TCP flag byte to the
differentiated services byte. First, we have to clear the flag byte ECN bits for the purposes of reacting to
congestion and also we move to the network or IP layer for routers and the differentiated services byte is
located in the IP header.

If congestion is detected and marked by the router, the ECN bits in the differentiated services byte will both
become 1. And, the receiving host will have to respond by setting the ECE bit to 1, The original sender will
get this bit setting and inform the other host that it is responding to the congestion by assigning a value of 1 to
the CWR bit.

This is a lot of complication for a feature that is rarely used. Someone thought that this would be a good idea,
yet it has never really caught on because routers and hosts have to be ECN-aware and deal with any
congestion. Most modern operating systems are able to deal with ECN even though it is infrequently used in
practice.
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Urgent Flag/Data

» URG flag indicates that a value in the urgent pointer field is
valid
e Urgent pointer value designates the byte offset in the payload
where the urgent data begins
e “Urgent” means that the receiver should process packet before
all others
¢ Originally intended mostly as interrupt operation (CTRL-C)
o Interpretation and implementation of RFC 1122 problematic
~ Some 0S's point to byte in urgent data value
- Others point to byte after
— Most end hosts drop this byte
o Interpretation dilemma for IDS/IPS — possible evasion

Intrusion Detection In-Depth

The TCP urgent flag and associated urgent value are rarely used legitimately today. The implementation uses
the TCP urgent flag to signal that the value found in the urgent pointer offset field in the TCP header will be
used. This segment has data that the receiving host should process before all others that may be queued in its
buffer. The urgent data field in the TCP header is 16 bits and it is supposed to point to the byte offset where
the urgent data begins.

Some implementations have interpreted the location of the urgent pointer to be the exact byte value specified
in the urgent data field, while others have interpreted it as the byte following this value. So, what’s the fuss
and why do we care as analysts which interpretation a host adopts? Many receiving applications appear to
drop the byte in the urgent data value. And, this becomes a problem because if an IDS or IPS does not
interpret the urgent data identically as the end host does, we are presented with another means of evasion.
Let’s take a look at what happens with urgent data on the next slide and we’ll talk about the ramifications of
IDS/IPS evasion.

An excellent discussion on evasions using the urgent pointer is found at:
http://phrack.org/issues/57/3.html

Look for the article named:
NIDS Evasion Method named "SeolMa*
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Sample Urgent Data

ey
IP 192.168.122.1 > 192.168.122.129.999: Flags[P.U],ack 1, win
8182, urg 1, length 25

payload:
ABCDEFJHIJKLMZOPQRSTUVWYZ

Urgent data
pointer

netcat listener on 192.168.122.129

user@desktop:~$ sudo nc -1 -p 999
BCDEFJHIJKLMZOPQRSTUVWYZ

netcat drops "A"

+ Intrusion Detection In-Depth

urg.pcap

In the above output, you see the host 192.168.122.1 sending host 192.168.122.129 a segment with 25 bytes of
the poorly entered letters of the alphabet. The urgent flag is set and the urgent value is 1. This means that the
above payload byte at offset 1 (counting starts at 1) is considered to be the start of the urgent data.

A netcat listener on receiving host 192.168.122.129 displays the data it receives. As you can see, it looks like
the TCP stack on 192.168.122.129 has dropped the byte found at offset 1 — the “A”. Hypothetically, let’s say
we had a rule that fires when the payload of “ABCDE” is found in the packet. And, let's say we craft a packet
that has a payload of “AXBCDE” and an urgent value of 2 and the urgent flag set. Most likely, the IDS/TPS
will see “AXBCDE?”, but the listening application will see “ABCDE". This would be an evasion if “ABCDE”
is considered to be malicious.

This whole issue gets more complicated because even if the TCP/IP stack does not drop the urgent data, a
receiving host application may. In this instance, it is not possible to have some kind of target-based awareness
in the IDS/IPS because it can’t possibly know every application and associated urgent data behavior.

As if that is not bad enough, you have interesting cases of whether or not a receiving application will drop any
data if the urgent value is 0. Also, according to the RFC the urgent data pointer can be in a segment that is yet
to be received. Some operating systems honor this — others do not. And, what about the denial of service
implications if the urgent pointer points to a very large number? Does the IDS/IPS set aside resources to track
this or perhaps an attack where all segments have large values in the urgent pointer?

The point is that this is such a complex issue that chances are your IDS/IPS can be tricked into missin g some
kind of attack.

+ To view the output, enter the command:;
tepdump -r urg.pcap -nt
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TCP Flag Combinations

» Normal

» Unexpected

Done for detection evasion purposes

Mapping

Bone for OS fingerprinting

Manifestation of packet corruption

As you have witnessed, the TCP flags have many different valid normal combinations. And, there are many
different invalid combinations that are used for different purposes.

Early on in the evolution of IDS’s, many would examine traffic for initial SYN attempts only. Attackers
rcalized this and would send a SYN/FIN combination that might elicit a response fiom a host. Different
operating system TCP/IP stacks respond differently to mutant flag settings so this can be used to attempt to
fingerprint the operating system. If an attackcr were to map hosts in a remote network using a SYN scan, it
might be detected since it is such a common scan. Yet, if the attacker vsed a strange combination of flags as a
scanning method, it might not be as apparent. The receiving host would likely issue a RST since there is no
established connection, permitting the attacker to find live bosts.

Nmap may use strange combinations of TCP flags in an attempt to elicit responses that help identify an
operating syslem since there may be unique respenses by different operating systems.

Finally, just because you sce mutant TCP flag combinations, it is not necessarily an indication of malicious

behavior. Packets can and do get corrupted and it is possible for TCP flags to be unnaturally set after some

kind of corruption in the TCP portion of the packet. This snapshot of the corrupted packet can occur before
the packet is received and dropped by the end host since it will have an invalid TCP checksum.
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TCP Flags and Payload Allowed

¢ RFC 793 allows payload with following flags combinations
- SYN flag set — Data on SYN, rarely seen
PUSH/ACK flags set — Most commonly seen with this combination of
flags
ACK flag alone set —Not abnormal with ACK alone
URG with PUSH/ACK ~ Rarely seen
FIN with PUSH/ACK — May be observed sent from busy web servers

e Non-compliant implementations
— PUSH flag only — Linux versions acknowledge
- No flags set — Linux versions acknowledge

|

Intrusion Detectdon In-Depth

An IDS/IPS must begin to analyze payload only after a TCP session has been established. Years ago, attacks
such as Stick and Snot attempted to cause problems for an IDS that did not ensure that a TCP session had been
established before analyzing payload. The result was that the IDS fired false positives to the point of
distraction for the analyst. Nowadays, any reputable IDS/IPS keeps track of TCP session state as it analyzes
payload data.

RFC 793 offers a provision for a host to send data on the SYN packet. Most operating systems will not
acknowledge this data even though the RFC offers guidance that it is acceptable. Once, the TCP session has
been esfablished, the ACK flag should be set on every segment. The PUSH and ACK flags on a segment with
payload is the most common combination. It is not necessary to set the PUSH flag to send data since the ACK
flag alone is sufficient, and not unusual to see. As we discussed earlier, the URG flag is rare these days, but is
acceptable when sending payload. Finally, the FIN and ACK flags with or without the PUSH flag set are valid
combinations for sending payload. You may see this behavior from web servers that attempt to minimize the
separate segments by combining the session close and the last data transmission.

Just because RFC 793 supplied the guidelines for proper TCP flag settings does not mean that all TCP/IP stack
implementations adhere to this guidance. For instance, more current Linux versions allow data to be sent
where the PUSH flag alone is set or stranger yet — when no TCP flags are set. No other well-known operating
system acknowledges such data on segments with these TCP flag configurations.

A good IDS/IPS will follow the RFC guidelines, but also attempt to understand the aberrations such as Linux
when it does payload analysis.
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TCP Connection Retransmissions

Repeated attempt to connect to TCP port

If no RST received, connection attempted again
— Destination host down, no ICMP message sent
- Packet-filtering device silently dropping

— RST sent, but host doesn’t receive it

L ]

Number of additional retries sent - operating system

dependent

Will finally give up connection attempt

Intrusion Detection In-Depth

What if a TCP conmection is attempted, yet the host attempting the connection docsn’t receive a response from
the destination host? A destination host might not respond because if may not be up or may not exist. A router

may attempt to deliver an ICMP message about (he destination host being unreachable, but if the router has
been silenced from delivering unreachable messages, the sending host will never know that there is a problem
A destination host might be sitting behind some kind of packet-filtering device that blocks the connection
inbound, yet silently drops the connection without informing the sending host. 1t is also possible that the
destination host responds positively (SYN/ACK) or negatively (RST/ACK), yet for some reason the sending
host doesn’t receive these replics.

Additional attempts or retransmissions will be made to contact the host in situations like this. The number of
retransmissions and the time intcrvals between allempts vary by operating system. Eventually, the sending
host will cease sending the connection attempts.
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TCP Retries (1)

Which set is a réfry?

10:18:31.693163 IP 192.168.11,62.33187 > 192.168.11.46.80: Flags [S],
seq 3814660388, win 5840, options [mss 1460, sackOK,TS val
235028765 ecr 0,nop,wscale 6], length 0

10:18:34.689451 IP 192.168.11.62.33187 > 192.168.11.46.80: Flags [3],
seq 3814660388, win 5840, options [mss 1460, sackOK,TS val
235029515 ecr 0,nop,wscale 6], length 0

10:18:40.689451 IP 192.168.11.62.33187 > 192.168.11.46.80: Flags [S],
seq 3814660388, win 5840, options [mss 1460, sackOK,TS val
235031015 ecr 0,nop,wscale 6], length 0

11:01:13:714780 IP 192.168.11.62.1024 > 192.168.11.46.80: Flags [S],
seq 933503970, win 8192, length 0

11:01:15:856423 IP 192.168.11.62.1025 > 192.168.11.46.80: Flags [S],
seq 933740120, win 8192, length 0

11:01:17:883880 IP 192,168.11.62.1026 > 192.168.11.46.80: Flags [S],
seq 933573291, win 8192, length 0

relry-or-
synscan.pcap

Intrusion Detectdon In-Depth

Suppose you were looking at traffic output and you saw the above sets of connections. The first represents
several connections from 192,168.11.62 to 192.168.11.46 port 80. The second represents another set of
connections from 192.168.11.62 to 192.168.11.46 to port 80, Do you have any idea which set contains
multiple different connection attempts and which set represents retries or retransmissions?

‘+- To view the output, enter the command:;
tepdump -r retry-or-synscan.pcap -n
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TCP Retries (2)

Which set is a retry?

10:18:31.693163 IP 192.168.11.62.233187 > 192.168.11.46.80: Flags [S],
seq 3814660388, win 5840, options [mss 1460,sackCK,TS val
235028765 ecr 0,nop,wscale 6], length O

10:18:34.689451 IP 192.168.11.62.33187 > 192.168.11.46.80: Flags [S],
seq 3814660388, win 5840, options [mss 1460,sackOK,T5 val
235029515 ecr 0,nop,wscale 6], length O

10:18:40.689451 IP 152.168,11.62.33187 > 192.168.11.46.80: Flags [S],
seq 3814660388, win 5840, options [mss 1460, sackOK,TS val
235031015 ecr 0,nop,wscale 6], length O

11:01:13:714780 IP 192.168.11.62.1024 > 192.168.11.46.80: Flags [5],
seg 933503970, win B192, length O

11:01:15:856423 IP 192.168.11.62.1025 > 192.168.11.46.80: Flags (8],
seq 933740120, win 8192, length 0

11:01:17:B83880 IP 192,.168.11.62.1026 > 192.168.11.46.80: Flags [S],
seq 933573291, win 8192, length 0

retry-or-

Intrusion Detecdon In-Depth e P

The first set represents the retry and the second a SYN scan. Both have the same source and destination IP
addresses and destination port 80. The retry is different in several ways. Many operating systems use
something called a back off timer that dictates the number of seconds between each retry. The operating
system above doubles the retry for each successive try. There is a 3 second difference between the first and
second retry and a six second difference between the second and third. Other operating systems may use a
constant time interval. Various operating systems generate a different number of retry attempts — not just an
initial one followed by two retries as seen above. The packet essentially remains the same for each retry.

Compare that with a scan. It's hard to tell with three records only, but there is no predictable back off timer.
The source ports change as do the TCP sequence numbers.

To view the output, enter the command:
tecpdump -r retry-or-synscan.pcap -n
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LaBrea Tarpit

D A N e ey 5 O —
» Use a lack of response to slow down an invasive scan

¢ Developed for Code Red scans

* When connection to unassigned IP observed

Fake an ARP reply

I

Pretend to be a responding web server

Never acknowledge receipt of data

Infected scanner must retransmit data

Intrusion Detection In-Depth

A very clever defender against the Code Red worm scans for web servers, Tom Liston, wrote a program that
“tarpits” scanners looking for unassigned IP numbers. Code Red was a worm that debuted in 2001 to exploit a
vulnerability in the Microsoft IIS web server. Typically, when you see activity to many unassigned IP
addresses, it may mean someone is scanning hosts on your network. Tom named his code LaBrea after the La
Brea Tar Pit*. While developed for Code Red, this technique could be used for any nuisance scans.

When LaBrea is installed on a host on a network, it first listens for ARP requests to unassigned IP numbers. It
fakes a response to this. If a SYN follows from the scanning host (in this case, usually an infected Code Red
host), the LaBrea host fakes a SYN/ACK response. LaBrea can be used against any TCP scan or attempted
TCP connection to an unassigned IP number. After receiving the faked SYN/ACK response, the scanning host
then completes the three-way handshake and attempts to send some data. The LaBrea host never ACK’s the
data sent by the scanning host. Thus the scanning host is “tarpitted” in retransmissions until it times out. This
consumes resources on the scanning host and slows its ability to scan especially if it waits for a response to
proceed with further scanning,

LaBrea is available at http://labrea.sourceforge.net/labrea-info.html

*La Brea Tar Pit was a sticky thick oil seep that formed over 2.5 million years ago in what is now Los
Angeles's Hancock Park. Animals that sought water from or attempted to cross the tarpit became trapped and
died.
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The Set-up

ARP request for unassigned IP 192,168.143.236

18:34:32.757821 arp who-has 192.168.143.236 tell 192.168.143.1
18:34:35.743528 arp who-has 192.168.143.236 tell 182.168.143.1

After 3 seconds and no ARP reply, LaBrea host fakes reply

18:34:35.74359]1 arp reply 192.168.143.236 (0:0:f:£f:ff:ff) is-at
D:0sfFF £ FT

Intrusion Detection In-Depth

LaBrea first looks for ARP requests on the local network. These will usually come from the local routing
device. Ifit sees no ARP reply after 3 seconds (the default wait time, however it can be changed by a LaBrea
command line option), LaBrea will fake an ARP reply. In this case, we see an ARP request for host
192.168.143.236 from the local router, 192.168.143.1. This is an unassigned IP number. No ARP reply is
seen and another ARP request is generated 3 seconds after the initial one.

After 3 seconds, the LaBrea host fakes an ARP reply and tells 192.168.143.1 that the MAC address for
192.168.143.236 is a bogus 0:0:£:ff:ff:f. Neither the 192.168.143.236 address nor the MAC address is an
actual IP address in the network. This is a way to allow the routing device to respond to the scanner without
generating an ICMP unreachable error. Now, the LaBrea host will look for any traffic going across the
network destined for the bogus MAC address.
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The Invitation

Infected lCod% Red host requests SYN
e 20 ey

18:34:35,743817 sec503gocd.com.1113 > 192.168.143.236. www: Flags([S],
seq 301190748, win 8192, [mss 1460, nop,nop,sackOK] , length 0

LaBrea host spoofs ACK

18:34:35.743940 192.168.143.236.www > sec503good.com.1113: Flags [8],
seq 2516582400, ack 301190749, win 10, length 0

Infected Code Red host completes three-way handshake

18:34:35.744190 sec503good.com.1113 > 192.168.143.236.wuw: Flags[.
l,ack 1, win 8576, length 0

Intrusion Detection In-Depth

Once the bogus IP to MAC address pairing is generated by LaBrea, the scanning host most likely will attempt
a connection. If this is a TCP connection, regardless of the port, LaBrea will simulate a listening host.

In the above slide, you see the sec503good.com, a host infected with Code Red, attempts a SYN connection to
the unassigned destination [P address 192.168.143.236 destination port 80. LaBrea then generates a response
to this connection with a SYN/ACK from the non-existent IP address 192.168.143.236. And, as expected, the
sec503good.com host completes the three-way handshake. The connection is now “established”. One of the
other enhancements included in the bogus response is a TCP window size of 10. As you will learn in an
upcoming slide, the TCP window size is the receive buffer for the host for this particular connection. A
window size of 10 is much smaller than a normal window size.
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The Tarpit

Conde Red host sends 10 bytes of data : : o

18:34:35, 745555 secS03good.com. 1113 > 192, 168.143.236.80: Flags[.],
seq 1:11, ack 1, win 8576, length 10 )

Retransmission at +& seconds :

18:34:41.746643 sec503gnod.com.1113 > 192.168.143.236.80: Flags([.],
seq 1:31, ack 1, win 8576, length 10

Retransmission at +12 seconds

128:34:53,743027 sec503good.com.1113 > 192,168.143.236.80: ¥Flagsal.],
caq 1:1%, ack 1, win 8576, length 10

Refransmission at 24 seconds ' : o

18:35:17.735734 secS03good.com.1113 > 182,168.143.236.80: Fiags([.],
seq 1:11, ack 1, win 8576, length 10

Retransmission at +48 seconds .

1R:36:05.741181 secS503good.com.1113 > 192.168.143.236.80: Flags[.],
seg 1:11, ack 1, win 8578, length 10 :

Retransmission at +96 seconds ) . ’

18:37:41.911595 secSD3good.com.11l3 > 192.168.143.236.80: Flagsl[.],
seq 1:11, ack 1, win B576, length 10

minutes & seconds later retransmissions stop

TIntrusion Detection In-Depth

Next, the sec503good.com host attempts to send 10 bytes of data to fill the receive buffer of the bogus web
server 192.168.143.236, There is no PUSH flag set as you are used to seeing because the PUSH flag is usually
only sel when the sending host empties its sending buffer. But, because sec503good.com’s send buffer is
greater than 10 bytes, the only flag you ses is the ACK flag acknowledging receipt of the bogus initial SYN
connection from 192.168.143.236.

Now, here comes the tarpit, There is no acknowledgement of the data sent by see503good.com. Se,
sec503good.com must retransmit the data. The retransmission timer for this particular host has an exponential
back off where it douhles the time between relries. Five retries and three minutes and six seconds after the
initial attcmpt to send data, the sec503good.com host gives up. But it has expended resources for
sec503good.data and has been delayed in its scanning for this duration, 1f the scanning host wails for the
response from the scanned host before continuing other scans, then it has been slowed down in its efforts. This
will be more effective if the scanning host is tarpitted over and over again for all unassigned IP’s on fhis
network. Bven if the Code Red code is multi-lhreaded and able to scan multiple hosts concurrently, it is
slowed in its progress when it encounters any host that runs LaBrea,
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TCP Checksum

e e —————

0 8 16 31
32-bit source IP address

TCP

pseudo- 32-bit destination IP address

header

zero 8-bit protocol [ TCP length (header + data)
TCP Header
data
pad byte

Inttusion Detection In-Depth

As mentioned previously, the embedded protocols have checksums as well. These cover the embedded protocol
header and data. Unlike the [Pv4 IP checksum, these are end-to-end checksums calculated by the source and
validated by the destination host only. The TCP checksum has been chosen to show what the embedded
protocol chccksums ]ook hke The same checksum thenr?/ applies to UDP and ICMPv6.

UDPB—- % P Lol e ) 1'(['__ TP Wl ‘{

The embedded protocol checksums for TCP and UDP are computed using a pseudo-header in addition to the
embedded protocol header and data. A pseudo-header consists of 12 bytes of data depicted in the above slide -
the source and destination IP’s, the 8-bit protocol found in the IP header and the embedded protocol header plus
data length. The zero-pad field found in the 8" byte is used to pad the 8-bit protocol field to 16 bits since
checksums are performed on 16-bit blocks of data.

Why is the pseudo-header necessary? This is a double check that is used by the receiving host to validate that
the IP layer has not accidentally accepted a datagram destined for another host or that IP has not accidentally
tried to give UDP or TCP a datagram that is for another protocol. If there is some errant corruption that occurs in
transit, the validation of the IPv4 IP checksum may or may not discover this, but some fields from the IP header
are included in the pseudo-header checksum computation to protect against this.

Just a heads up - be aware if you are doing some kind of packet manipulation, checksums may come back to
haunt you — especially the concept of the pseudo-header information. Not long ago, I volunteered to obfuscate
the [P addresses on a peap file containing TCP traffic. This was done in preparation to posting it on a mailing
list. Ithought I was pretty smart by writing a Scapy program to change the IP addresses and write the changes
to another peap file. But, before it was posted, someone examining it told me that the TCP checksums were
incorrect. Why would the TCP checksums be incorrect if I'd only changed the [P header? Because the pseudo-
header used in TCP checksums uses the IP address. Sometimes the most embarrassing lessons are the ones that
stay with you the longest.
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10.10.10.10.1024 > 10.10.10.11.80: Flags [S], seq 933503970

Nog = . valid IP checks

l

Discard Yeg

datagram
No +—— Valid TCP checksum? S . _

r

Yes ~—-——  Send to application layer

ion Detection In-Depth

Let's look at TCP checksum processing. First, when dealing with 1Pv4, the IP checksum must be validated.
This is to make sure that the packet did not get corrupted on its journcy from the previous router to the
destination host. The packet is silently discarded if the recciving host's checksum value does not match the
checksum in the IP header.

The TCP layer performs this same validation process on the checksum value found in the TCP header. A
matching value causes the data portion of the packet to be passed up to the application layer. A value that
does not match is silently discarded. There is ne reset returned by the receiving host. [fthe datagram is
discarded, it is up to the sending host application or protocol layer to detect and deal with this.
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Intrusion Detection In-Depth

Let’s examine a very specific example of how the pseudo-header protects against delivering the packet to the wrong
host. Assume that we have a host that sends a TCP packet to destination IP 10.2.3.4. For the purposes of this
example, it really doesn’t matter if the transport layer is TCP or UDP since both use the pseudo-header. The
transport layer checksum will include the pseudo-header fields in the checksum computation. Therefore, a
destination IP of 10.2.3.4 will be used in the TCP checksum computation.

On its way from the sending host, the packet travels through a router that, as you remember, must validate the IPv4
checksum before forwarding it. Suppose the router validates the [Pv4 checksum, decrements the TTL and now
needs to compute the new IP checksum. Now, for some unforeseen reason, the IPv4 layer of the router somehow
corrupts the destination IP to be 10.2.3.5. The IPv4 IP checksum is recomputed using the corrupted destination IP.
The IPv4 IP header checksum will be valid so the packet will continue on towards the wrong destination IP, 10.2.3.5.

Now, assume that the IP 10.2.3.5 exists and it listens on the destination port found in the TCP header, The corrupted
packet will arrive at the wrong destination IP. The IPv4 layer will validate the IP checksum and it will be correct
since destination IP 10.2.3.5 was used in the [Pv4 IP checksum computation by the corrupting router. The packet will
be pushed up to the transport layer where it will use the pseudo-header fields in the checksum computation. But, the
TCP checksum performed will use destination IP 10.2.3.5 in the corrupted packet for the pseudo-header computation
and comparison against the packet’s actual TCP checksum. However, this will not match the TCP pseudo-header
checksum from the sending host that used 10.2.3.4 as the destination IP in the pseudo-header checksum. Host
10.2.3.5 will then discard the packet because the embedded protocol checksum does not match the computed
checksum derived by the destination host.

While using the pseudo-header as a means to detect rare instances of corruption may be an esoteric concept, one
thing to bring away from this discussion is the fact that some of the fields in the IP header are used in the
computation of the TCP and UDP checksums. This becomes important when discussing Network Address
Translation (NAT) since NAT will often change the original packet’s IP address in the NAT’d packet. This means
that not only will the IPv4 checksum have to be recomputed using the NAT’d IP address, but an embedded TCP or
UDP checksum will also have to be recomputed since the pseudo-header will need to include the NAT’d IP address.
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Send 2 seqrents with broken TCP checksum to established session

10.4.311.338.19538 > 10.4.10.64.80: Flags [P]', seq 1, length 10
o XAXKKXAKXK <= Broken TCP checksum
10.4.11.138.15538 > 10.4.10.64.80: Flags [P], seg 1il, leangth 18
' AXCHOODOODOOREFES <= Broken TCPF checksum

Send 2 overlapping_exploit segments right after with good TCP checksum

10.4.11.138.19538 > 10.4.10.64.80: Flags[P], seq 1, length 10
GET /EVII— .

10.4.11.2138.19538 > 10.4.10.64.80: Flags[Pl, seg 11, length 18 '
STUFF HTTP/L.I\r\m\r\sn :

Suppose IDS evaluates first 2 segments but doesn't validate checksums

Then suppose IDS ignores second 2 segments since they overlap

Receiving host gets both sets of segments and accepts exploit since checksum is valid

N Inerasion Detection In-Depth

Perhaps yon are wondering about the significance for an TDS/IPS to validate checksums. Let’s take a specific
example where we corrupt the TCP checksum so it is ot valid. This particular example may be more
pertinent for an 1DS since an IPS may be more likely to just drop an overlapping packet that is not
retransmission,

Say therc is an already established TCP session to a web server in the network that the IDS/TPS protects. For
the purpose of this example, assume that “GET /EVIL-STUFF” represents malicious activity. We send
“EVIL-STUFFE” in two separate segments, splitting the payload in the middle of what is most likely the
IDS/IPS signature of “EVIL-STUFF” content of some sort. The reason we do that is that the IDS/IPS must
reassemble the two segments in order (o trigger an alert. It is possible for an IDS/IPS to treat cxploit content
found in a single segment differently than those found in multiple split segments since it has to reassemble
1hose individual segments. For instance, an IS/IPS may zalert on a single payload of “EVIL-STUFF” even if
the checksum is not correct or the 1'CP sequence numbers are wrong for the session just because it sees exploit
content, It’s like catching the low hanging fruil. Tn other words - it is better to generate a false positive than a
false negative.

First, we send the two segments that have the same payload length and TCP sequence numbers of the ones we
use for the exploit scgments, But these two segments act as kind of a decoy because they have invalid TCP
checksums and finocuous paylead. If an IDS does not validate TCP checksums, if does net alert or block
(hese segments. But, the destination host that receives these segmenis will discard them because it validates
the TCP checksums.

Now, let’s finish the attack by sending the overlapping segments with exploit content and valid TCP
checksums. 1f the 1DS believes that it has alrcady evalualed segments with identical TCP sequence numbers
and content, it may ignore these segmenus. Tt s extra work for an IDS fo re-evaluate traffic it has already seen,
$0 soime ignore overlapping segments. It is possible for it to permit these exploit scgments to reach the
destination web server undetected. This is just one possible scenaric of atternpting to evade an IDS that fails to
validate checksumns.
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TCP Window Size

» 16-bit field of receiving host’s TCP buffer size for connection

* Acts as flow control
- Window size dynamically changes as data is received

— Window size of 0 tells sending host to temporarily cease sending
data

— When host can receive additional data, window size increases to
greater than 0

» Initial window size can be used for OS fingerprinting

Intrusion Detection In-Depth

The TCP window size is the way that a receiving host informs the sending host of the current buffer size for
data received for that connection. This is a flow control mechanism because it is dynamic. The window size
becomes smaller for all data that has been received but not yet processed by the receiving host. If the
receiving buffer ever becomes full, the window size becomes 0, informing the sending host not to send any
more data. Once the receiving host has processed some of the data and freed up room in the buffer for more, it
will send a window size update with a value for the amount of data it can currently accept. This informs the
sending host to resume transmission of data.

The control of flow for TCP sessions is mostly done by the receiving host by use of the window size. We have
a tendency to assume that the sender is really the one controlling the flow of data across the wire, But, for the
most part, the receiver uses the window size as the director of the data flow.

Initial window sizes are used by Nmap to determine the operating system. Many operating systems select
different initial window sizes and this is used to help fingerprint the operating system.
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Dynamic Window Size
G A T =ro=a

Source Destination part
Hloy ] ) 5857
192.168,122.12 192.166.122.1 TP garcen 45057
192,166.122.129 192.168.122.1 e garcen 43057
192.166.122,129 192.168.122.1 TP garcen 45857
192.166.122.129 192.168.122.1 TP garcen 43057
192,166.122.129 192.168.122,1 TCP _garcoen 45057
192, 166.122,129 192.168.122.1 e _garcon 43857 garcon » 45857 [ACK] Seg=1 Ack=B264
152.168.122.129 192.168.122.1 TP garcon 45857 garcon > 45057 [ACK] Seg=l Ack=9713 Wi
192.166.122.129 192,168.122.1 TP garcon 43057 . garcon > 45057 [ACK] Seq=l Ack=11160 Wi
192.168,122,129 192,168,122.1 T garcon 43657 garcon > 45057 [ACK] Seq=1 Ack=1266k
182.168.122.129 192.168.122.1 TP garcon 45657 garcon > 45857 [ACK] Seq=1 Ack=133]
192,168.122.129 192.168.122.1 e garcon 43057 fgarcon > 45857 [ACK] Seqsl Ack=1476h Win=115
192.166.122.129 192.168.122.1 TR garcon 45057 garcon > 43657 [ACK] Seq=l Ack=162¢F Wi
192.168.122.129 192.168.122.1 e garcan 45057 garcon > 45657 [ACK] Seq=l Ack=176% Win=133
192.168.122.129 192,168,122.1 TP garcon 45057 garcon > 43657 [ACK] Seq=l Ack=191¢% Win=142
192.168.122.129 192.168.122.1 i garcon 45057 garcon > 43657 [ACK] Seq=1 Ack=2053 Wi
192,168.122.129 192.168,122.1 TP qQarcon 45057 garcon > 43057 [ACK] Seq=) Ack=2200p Win=137
192,168.122.120 192.168.122.1 TP garcan 45057 garcon » 45657 [ACK] Seq=1 Ack=480% Wi
192.168.122.129 192.168.122.1 TCP garcon 45857 garcon > 45057 [ACK] Seqel Ack=733

Intrusion Detection In-Depth B prep

Let’s examine the middle of a session where a Linux host 192.168.122.129 requests a large amount of data
from 192.168.122.1. We examine the dynamic window size of 192.168.122.129 as it acknowledges data from
192.168.122.1 and adjusts its window size according to the amount of data it is able to process. The data
packets from 192.168.122.1 causing the window size adjustment 192.168.122.129 are not included.

What you do not see, and what we have not yet covered is a TCP option window scale that makes the actual
window size larger than the value seen in the window field of the TCP header. 192.168.122.129 announces its
initial window size as 5792, yet we cannot see the window scale value of 5 that makes it 32 times larger than
5792, The window sizes appear small to begin with values of 245, 336, etc., but remember these values are
multiplied by 32.

Initially, the window size appears to expand to a maximum of 1422 * 32 and then contracts as it has received
more data that it needs to process. By decreasing the window size, it informs the sender to slow the rate or
amount of data.

To display the output, enter in the command line:

wireshark window-dynamic.pcap
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LaBrea Version 2

= e
19:28:07.577541 sec503evil.com.2045 > 10.10.10.155.www: Flags (S],
seq BB2335286, win 8192, [mss 1460,nop,nop,sackOK], length 0
19:28:07.577618 10.10.10.155,.www > sec503evil.com.2045; Flags [S5],
seq 998514038, ack 882335287, win 5, length 0

19:28:07.577879 sec503evil.com.2045 > 10.10.10.155.www: Flags [.1,
ack 1, win 8576

19:28:07.581366 sec503evil.com.2045 > 10.10,10.155.www: Flags [. ],
seq 1, ack 1 win 8576, length 5

19:28:42.016162 sec503evil.com.2045 > 10.10.10.155.www: Flags [. 1,
seq 6, ack 1, win 8576, length 1

19:28:42.016237 10.10.10.155.www > sec503evil.com.2045: Flags([.], ack
6, win 0

12:29:18.804962 sec503evil.com,2045 > 10.10.10.155.www: . Flags[.],
seq 6, ack 1 win, length 1

19:29:18.805038 10.10.10.155.wuw > secS503evil.com.2045: Flags([.], ack
6, win 0

Intrusion Detecton In-Depth

If you recall, the original version of LaBrea was able to slow down a scanning or attacking host for the amount
of time it took the attacker’s TCP connection to timeout from a lack of a response after the three-way
handshake. Depending on the attacker’s TCP/IP stack implementation of the number of retries and the back-
off time between timeouts, the attacker could be delayed several minutes.

LaBrea’s author, Tom Liston, improved on his own concept using another technique known as the TCP persist
timer. As we just learned, if a receiving host’s TCP buffer (or window) is filled and it cannot accept any more
data from the sender, it notifies the sender to stop by setting the window size to 0. Ordinarily, when the
receiver's buffer frees up space after it is processed, a window update is returned to the original sender with a
window size greater than 0. What if this new window update is lost? Both sender and receiver would be
frozen waiting for the other to act. There is a mechanism to deal with this known as a window probe. After a
timer expires and the sender has not received any new window updates from the receiver, the sender issues a
window probe TCP packet that carries 1 byte of payload with the exclusive purpose of soliciting a response
from the receiver to discover if the window size has been increased. The sender will persist in sending
window probes until the window size increases or until the session terminates due to inactivity, hence the
origin of the name persist timer.

The new version of LaBrea uses the persist timer to tarpit the attacker for an indefinite amount of time. It
works exactly like the previous version of LaBrea up through the three-way handshake. Instead of not
responding, LaBrea reacts to the data sent with an acknowledgement, but with a window size of 0. It doesn’t
increase the window size via an update, forcing the attacker’s host to send a window probe. The LaBrea host
responds to the window probe, but again advertises the window size as 0. This pattern of a window probe and
a response of a window size of 0 continues indefinitely. This tarpits the attacker’s host into an extended
connection with the LaBrea host if there is no intervention,
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TCP Options

¢ Included at the end of TCP header

- Maximum segment size (MSS): Largest amount of TCP data a host
will send

Window scale: Provides a window scale factor to allow window
receive buffers to be > 65535

Timestamp: Carries a “timestamp” for each segment

Selective acknowledgement: Allows non-contiguous segments to be
acknowledged

No operation: Pad options to 4-byte boundaries
End of list option: Pad final option to 4-byte boundaries
e Can be used to do OS fingerprinting

o Can be used for evasion attacks

|

I

Inttusion Detecdon In-Depth

TCP options are optional parameters that are stored at the end of the TCP header. The MSS should be sent
on the SYN only and it represents the largest TCP payload that a host will send. Remember that the total
~1Pv4 datagram will be at least 40 bytes more than this accounting for the IP header and the TCP header.
/\/\ M | This is set once and not readjusted like the window size. The optimal value for this is very close to the
MTU minus 40. This doesn’t account for header options, though. If an MSS value is not announced, the
receiving host will assume that it is 536 bytes. The default MTU for IPv6 is 1280.

The window scale is a way to allow a receiving TCP buffer to be larger than the 16 bit maximum value of
65535. The window scale value indicates that the TCP window size be increased by 2* For instance, Vista
may set the TCP window size to 8192 with a window scale of 8. Essentially the TCP window size becomes
8102 * 28 or 8192 * 256 or 2,097,152, Another way to think about this is that you take the value of 8192
and shift it left 8 bits.

The timestamp is a mechanism to time and compute round trip time for TCP exchanges when both hosts
support the option. This is used to compute the retransmission timer that helps recover from packet loss.
The timestamp can also be used to make sure a reused and old sequence number does not accidentally get
included with a current exchange.

A newer option is the selective acknowledgement. Both sending and receiving hosts have to support this
option for it to be used. If the selective acknowledgement is not used a host can acknowledge only the last
chronological sequence number it received. In other words, if a TCP segment is either lost or late in
arriving, subsequent arriving segments may not be acknowledged. The selective acknowledgement, like the
normal acknowledgement, informs the sending host of the next expected sequence number. However, using
the selective acknowledgement, it can also explicitly inform the sending host of the beginning and ending
sequence numbers of any out-of-order packet(s) that it has received. This informs the sending host to re-
send the missing only that and not others that have been acknowledged via the selective acknowledgement.
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A couple of TCP non-functional options are supplied to pad the options to the required 4-byte boundaries.
The 1-byte NOP can be used to pad in the middle of the options list, and the 1-byte EOL option is used to
pad and indicate the end of options.

The TCP timestamp in a segment must be greater than or equal to the previous in-order one sent. If an
IDS/IPS does not take this into consideration, it is possible to cause an evasion in the same manner as was
demonstrated for failure to validate checksums. The receiving host will reject a segment with an invalid
checksum and the IDS/IPS should too.
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TCP Timestamp Option

o Many modern OS’s use:
— To compute round-trip time for TCP efficiency
— Protection Against Wrapped Sequence Numbers (PAWS)

o Per RFC 1323:
- Timestamp = relative time since last reboot
— Timestamp tick between 1 ms and 1 second real time

172.22.7.133.40655 > 10.125.19.103.80: Flags [S], seq 430116200, win
5840, [mss 1460,sackOK, timestamp 36662154 0, nop,wscale 5],
length 0

Intrusion Detection In-Depth

The TCP timestamp option is defined in RFC 1323 "TCP Extensions for High Performance". Its purpose is to
maintain a value representing a notion of the host’s current time in a field in the TCP options. Actually, the
timestamp field contains both the sender and receiver timestamps. This permits either host to calculate the
round trip time for TCP to efficiently send traffic at a pace where throughput is optimized and packet loss is
minimized.

Additionally, the timestamp is used for a mechanism known as Protection Against Wrapped Sequence
Numbers (PAWS) that attempts to prevent confusion of potentially conflicting TCP sequence numbers if they
wrap back to a value of zero or a host crashes and resumes a session upon reboot using the same sequence
numbers. Frankly, this probably seemed like a good idea when the Internet was a nicer place; however, it is
such a complex mechanism it introduces ambiguities that can be used for evasion purposes.

For most operating systems, the TCP timestamp is a relative value that reflects the number of clock ticks since
the last reboot. A clock tick for a TCP timestamp is defined in RFC 1323 as anywhere between 1 ms and 1
second of real time. Looking at the tcpdump output on the bottom of the slide, you see the timestamp for host
172.22.7.133 has a value of 36662154, representing the clock ticks since last reboot. The receiver’s timestamp
has a value of 0 since this is a SYN packet and no communication has occurred with the receiver yet.

If you care to learn more about TCP timestamps, RFC 1323 can be found at:
http://www.ietf.org/rfe/rfc1323.txt
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Linux 2.6 Timestamp Reflects Uptime

SYN connections sent 1 second apart:

Linux sender’s timestamp before reboot:

172.22.7.133.44618 > 10.125.19.104.80:Flags [S] timestamp 22415477 0]
172.22,7.133.33767 > 10.125.19.99.80: Flags [S][timestamp 22415758 0]
172.22.7.133.47727 > 10.125.19.103.80: Flags[S] [timestamp 22416038 0]

Linux sender’s timestamp after reboot:

7.133.41662 > 10.125.19,99.80: Flags [S] [timestamp 241 0]
7.133.40645 > 10.125.19.103,80: Flags[s] [timestamp 767 0]
172.22.7.133.57137 > 10.125.19.147.80: Flags[S] [timestamp 1178 0]
7.133.55828 > 10.125.19.104.80: Flags[S] [timestamp 1496 0]
7.133.36020 > 10.125.19.99.80: Flags[s] [timestamp 1790 0]

Intrusion Detection In-Depth

As an example of what the TCP timestamp looks like on a Linux 2.6 system before and after reboot, take a
look at the above values. The SYN segments above are sent a second apart from client 172.22.7.133 to
different servers on network 10.125.19/24. The tcpdump timestamps (reflecting the capture time of the
packet) and other tepdump information have been removed to fit the pertinent data on the slide. The sender’s
timestamps range from 22415477 through 22416038 in the three segments before reboot.

Now take a look at the recycled values after reboot that range from 241 through 1790. Again, the host
172.22.7.133 sends 10.125.19/24 hosts a SYN segment a second apart. While the host used above was a Linux
2.6 operating system, this same behavior is present in many other operating systems. Let’s see how this may
help an attacker.
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Large Uptime Value = Unpatched

» Suppose a particular vulnerability requires a patch and

reboot
» Suppose a hacker is looking for exploitable hosts

» How can a host’s TCP timestamp assist the hacker?

__Intrusion Detection Tn-Depth

Why should you care about TCP timestamps? As mentioned in a previous slide, they provide a mechanism fer
IDS/APS evasion. They alse signal to a would-be hacker whether or not you’ve rebooted your system lately.

Imagine the following scenario. A Microsoft updare is released on Microsoft Tucsday for a crilical bug that
requires a reboot of the host. Now, suppose that there is an cxploit available for the particular vulnerability. If
a hacker is attempting to be selective about her/his target, the TCP timestamp would offer a pretty good clue
soon after the patch was rcleased whether or not a potential target host has been patched. In this instance, the
TCP timestamp offers too much information we’d rather not disclose.

A hacker interested in exploiting a particular target may watch traffic to or from the target around the time of
the update and observe whether or not the timestamp value is less than a previous time, A timestamp that has
increased since last observed probably has not been patched and rebooted. A lower timestamp means a reboot
was likely, It is not likely that a timestamp would wrap its value back to 0 witheut a reboet since it is a 32-bit
value that could possibly represent years in real time value before wrapping.
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OpenBSD Timestamp

SYN/ACK connections returned from SYN’s sent 1 second apart:

OpenBSD server’s SYN/ACK timestamp:

192.168.11.77.80 > 192.168.11.62.59926: Flags [S.), seq 3294843840,
ack, [TS val 3800641535]

192.168.11.77.80 > 192.168.11.62.59926: Flags [S.], seq 2205631837,
ack, [TS val 1756414684]

192.168.11.77.80 > 192.168.11.62.59926: Flags [S.], seq 314377147,
ack, [TS val 2453416336]

192.168.11,77,80 > 192.168.11.62.59926; Flags [S.], seq 1751307312,
ack, [T8 val 945530701]

192.168.11,77.80 > 192.168.11.62.59926: Flags [S.], seq 237028967,
ack, [TS val 3318782302)

Intrusion Detection In-Depth ORorid fioan

OpenBSD developers realized that randomization of values is a good thing. In fact, they not only randomize
TCP timestamps, but TCP Initial Sequence Numbers (ISN), ephemeral ports, and IP identification numbers.
The less predictability in these values, the harder it is for an attacker to gain any valuable knowledge about the
host to facilitate an attack.

Let’s look at what OpenBSD has done. The above traffic is from an OpenBSD web server, 192.168.11.77,
responding with a SYN/ACK to SYNs sent approximately a second apart from 192.168.11.62. The
timestamps returned are not at all predictable; they have been randomized. You may wonder if this breaks the
intentions of RFC 1323. The timestamps values are randomized for each new TCP session, however the
timestamps within a given session are incremental and relative to the beginning of the session. This allows the
host to perform accurate round trip time measurements and perform calculations for Protection Against
Wrapped Sequence Numbers as well. This seems to be the ideal solution for implementing the original
provisions for TCP timestamps without divulging any details about the system's uptime.

To read more about OpenBSD’s stack:
http:/fwww.securityfocus.com/columnists/361/2

-<‘r- To display the output, enter in the command line:
tepdump -r openbsd.pcap -nt
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Fingerprinting with
TCP _Q_p_t_ions

Linux TCP Options

192.168.122.1.35049 > 192,168.122,129,80: Flags [8],
options [mss 1400,wscale 0,sackOK,TS val 4284967295 ecr 0,eo0l]
192.168.122.129.80 > 192.168.122.1.35049: Flags [S.], ack 1856958875,
options [mss 1460,sackOK,TS val 190406817 ecr 42949672895,

nop,wscale 5]

Solaris TCP Options

192.168,11.62.35656 > 192,168.11.144.80: Flags [S],

options [mss 1460, sackOK,TS val 252891589 ecr 0,nop,wscale 6]
192.168.11.144.80 > 192.168.11.62.35656: Flags [S.], ack,

options [sackOK,TS val 1149760369 ecr 252891589,

mss 1460 ,nop,wscale 1]

Intrusion Detecton In-Depth B tonis poan

One of the ways that Nmap fingerprints an operating system is by sending different TCP options to the host to
see how it responds. Not all operating systems support all the TCP options so this assists in operating system
identification. Also, different operating systems will store the TCP options in a unique order in the TCP
header. As Fyodor (Nmap’s author) says, this is a “gold mine” of information for classification.

The first connection above is to a Linux host 192.168.122.129. It supports a MSS of 1460, the selective
acknowledgement, timestamp, and window scale TCP options. The second connection is to a Solaris host
192.168.11.144. It too supports the same TCP options. But what is different about it? The order that the TCP
options are stored in the header differs. Solaris is one of the few operating systems that does not store the MSS
as the first TCP option. The window scale values are different as well.

To display the output, enter in the command line:
tepdump -r tep-options.pcap -nt
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Multipath TCP:
Multiple Paths for Same TCP Session

¢ One TCP session composed of separate "subflows"
» Can involve multiple IP addresses

 Each "subflow" established with a new 3-whs with unique TCP
sequence numbers

» IDS/IPS challenge to properly reassemble
Ethernet: server.com

WiFi: 192.168.11.1

Initial
connection

New subflow of
same connection

Intrusion Detection In-Depth

As if TCP were not complex enough, a new "brand" of TCP known as multipath TCP has been introduced. When
TCP was conceived many years ago, there was a single network interface per host/device to communicate with
other hosts/devices. It is common now to find that devices have multiple network interfaces for communication.
Take for instance the cell phone; it may have interfaces to communicate using WiFi or cellular networks. What if
it were possible to use both those interfaces in the same TCP "session" for efficiency and redundancy in case one
communication path becomes unavailable during the session? That is what multipath TCP is all about.

The way it works is that the client sends a SYN with a unique Initial Sequence Number (ISN) containing a new
TCP option number 30 that has a subtype of MP_CAPABLE (value of 0), indicating that the device is multipath
capable, to the server. The server responds with a SYN/ACK and a unique ISN and uses the same TCP option
and subtype values if it too is multipath capable. The final ACK of the 3-whs has the same TCP option and
subtype values. Now, the client can use other interfaces for communication in the same session by creating a new
"subflow" that belongs to the initial TCP session. It does so by sending a SYN with a unique ISN, including the
TCP option number 30, but now with a subtype of MP_JOIN (value of 1), indicating the desire to join the same
session. Both the initial connection and any subsequent joining sessions use an exchanged set of cryptographic
keys for security and association for the same TCP session. Another subtype of the TCP option 30 is known as
the data sequence signal (DSS) - subtype 2 that is used to indicate how a particular subflow's data fits in the entire
session. Once the subflows are established, the client and server decide which subflow is to be used for a given
exchange.

The reassembly of these multiple subflows into a single TCP session is a challenge to any security device such as
an IDS/IPS. As with any protocol, the IDS/IPS would have to understand this very different and complex
protocol in order to do any reassembly. Any sensor would have to capture traffic from all the interfaces involved
to perform the reassembly. Until security devices become more sophisticated, this is a real evasion challenge. See
the following discussion on multipath TCP security issues:

http://threatpost.com/multipath-tcp-introduces-security-blind-spot/107534
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Now that you are familiar with TCP theory, it is time to explore the nature of TCP in the context of what is a
normal, or perhaps better described as an expected, response when a given stimulus is sent. As mentioned

Examining Normal TCP

~ Iatrusion Detection ]nd:)aprh '

several times before — you have to be aware of what is considered normal in order to determine what is unusual

or abnormal.

© 2015 Judy Novak
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m

TCP Stimulus - Response

m

¢ Using TCP as an example protocol, let’s examine various
situations for expected responses

» We attempt a port 80 connection to the following:
~ A destination host listening on port 80

— A destination host not listening on port 80
~ A destination host that doesn't exist

= A destination host whose port 80 connection is blocked by a router
that responds with an ICMP error message

— A destination host whose port 80 connection is blocked by a router
that doesn’t respond

Intrusion Detection In-Depth

Let's look at responses to an attempted port 80 connection under varying conditions. In the following slides
we will show some of the varied and expected responses to the identical stimulus. Obviously, this is not an
exhaustive list of all conditions that may be encountered with an attempted port 80 connection. These
particular conditions have been selected for illustration because they are some of the most common.
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Listening HTTP Server

L I
192.168.122.1 attempts HTTP connection to 192.168.122.129
' STIMULUS '

192.168,122.1.35049 > 1982,166.122.129.80: Flags [8], seq
1856958874, win 63, options [mss 1400,wscale 0, 3ackOK,TS
val 4294967295 ecr 0,e0l), length O

192.168.11.129 listens on port 80 and access is permitted:

: RESPONSE
162,168.122.129.80 » 192.168.122.1.35048: Flags 8.}, seqg
3819046312, ack 1856358875, win 3792, options Imss
1460, sackCOK, TS val 190406817 ecr 4254967235, nop,wscale
51, length O : : '

Iﬂﬁ“i.lbl{)ﬂ Dﬁt&cﬂ()ﬂ G—DEpth - .tc.p.aptinns_pr.:ap

What is the expected response when client host 192.168.122.1 attempts te connect to port 80 on listening
server 192.168,122.129? Wc’ve already discussed the concept of the three-way handshake for TCP sessien
establishment. If you remember, the first part of the process requires that the client initiates a TCP connection
with the SYN flag set to the server—this signals the desire to conncet. In this slide, we see 192.168.122.]
issue such a SYN connection request to 192.168.122.129 to connect to port 80,

Now, if 192.168.122.129 listens on port 80 and access is permitted, and there are no other impediments, we see

the expected response from 192.168.122.129 with a SYN/ACK flag comhination. This says that
192.168.122.129 is listening at port 80 and is capable of establishing this HTTP cennection.

To display the output, enter in the command line:
tepdump -r tep-options.peap -nt
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Host Not Listening On Port 80

STIMULUS
IP 152.168.122.1.35798 > 192.168.122.129.80: Flags [S], seq
1297570608, win 5840, options [mss 1460, sackOK,TS wval
253401491 ecr 0,nop,wscale 6], length 0

192.168.122.129 doesn't listen on port 80

PONSE
IP 192.168.122.129.80 > 192.168.122.1.35798: Flags [R.], seq
0, ack 1297570609, win 0, length 0

Intrusion Detecton In-Depth SRTRIEaD

We see the response from an attempted connection to 192,168.122,129, but this time, 192.168.122.129 doesn’t
listen on port 80. The expected response is a RESET/ACK that is an abrupt termination to the connection.

+ To display the output, enter in the command line:
tepdump —r rst.pcap -nt
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Destination Host Doesn't Exist

STIMULUS

IP 192.168.122.44.36476 > 192.168.122.129.80: Flags [8], seq
271616355, win 5840, options [mss 1460,sackCK,TS val
254138841 ecr 0,nop,wscale 6], length 0

192.168.122.129 doesn't exist:

RESPONSE

IP 192.168.122.1 > 192.168.122.44: ICMP host 192.168.122.129
unreachable, length 68

icmp-
hostunreach.pcap

Intrusion Detection In-Depth

What happens if 192.168.122.44 attempts a port 80 connection to 192.168.122.129, but 192.168.122.129
doesn’t exist? Ifthis is on the same broadcast domain, ARP will be unable to resolve the IP address and the
failure causes the client to conclude that there is "No route to host".

However when a router or firewall exists where a host is incapable of responding, the router or firewall may
issue an ICMP error. In this case the 192.168.122.1 is a router that informs 192.168.122.44 via ICMP that
192.168.122.129 is unreachable.

+ To display the output, enter in the command line:
tepdump —r iecmp-hostunreach.pcap -nt
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Port Blocked By Router/Firewall

STIMULUS
TP 192.168.122.44.36479 > 192.168.122.129.80: Flags [3],
seq 1543169488, win 5840, options [mss 1460, sackOK, TS val
254173584 ecr 0,nop,wscale 6], length 0

Router/Firewall responds to blocked port 80 request:

RESPON

IP 192.168.122.1 > 192.168.122.44: ICMP host
192.168.122.129 unreachable - admin prohibited filter,
length 68

lemp-

Inttusion Detection In-Depth O prahib piag

What if the port 80 is blocked by a firewall or router? What kind of response will you see? Again, the router
for 192.168.122.1 may attempt to inform 192.168.122.44 that 192.168.122.129 is unreachable and further add
that this is because of “admin prohibited filter,” meaning that the access was blocked.

While 192.168.122.129, was just trying to be helpful and informative in the last two situations examined, it is
giving out some valuable information if someone is probing your network. It’s possible to silence some
firewalls/routers from issuing unreachable messages to silence the router and limit the information that it
divulges.

+ To display the output, enter in the command line:
tepdump -r icmp-adminprohib.pcap -nt
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Port 80 Blocked,
Router/Firewall Silenced

STIMULUS

07:36:52.849306 IP 192.168.122.1.36495 > 192.168.122.129.80:
Flags [S], seg 751270588, win 5840, options [mss
1460, sackOK, TS val 254204054 ecr 0,nop,wscale 6], length 0

Router/firewall does not respond to blocked port 80 request:

CONTINUED STIMULI - N SE

07:36:55.846318 TP 192.16B.122.1.36495 > 192.168.122.129.80:
Flags [S], seq 751270588, win 5840, options [mss
1460, sackOK, TS val 254204804 ecr 0,nop,wscale 6], length 0
07:37:01.846950 IP 192.168.122.1.36495 > 192.168.122.129.80:
Flags [8], seg 751270588, win 5840, options [mss
1460, sackOK, TS val 254206304 ecr 0,nop,wscale 6], length 0

Intrusion Detection In-Depth A trallante nean

Now, we see another condition that may be encountered where port 80 is blocked, however no ICMP message
isissued. Because there is no ICMP error message to inform 192.168.122.1 that something is amiss, it will
continue to send retries to connect. The number of retries and the time intervals between each are designated
by the operating system of the host sending the retries. Finally, the host 192.168.122.1 will give up on the
connection after it has exhausted the maximum number of retries.

To display the output, enter in the command line:
tepdump -r router-silence.pcap -nt
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TCP Delivery Failures

e How does the receiver let the sender know data has not
been received?
~ Lost or delayed TCP segment from the middle of a stream
¢ Duplicate acknowledgement number from receiver

- No acknowledgement by receiver

* Retransmission timeout by sender

Intrusion Detection In-Depth

We will now look at TCP delivery failures in more detail. We’ve seen that it is up to the receiver of data to
inform the sender that the expected data has not been received. If a TCP segment is lost in the middle of a
stream, the receiver should be able to detect this. The receiver keeps track of the next expected sequence
number,

If the receiver gets a TCP segment with a sequence number greater than the one it expects, it will not
acknowledge the out-of-order sequence number. Instead, it will send back an acknowledgement of the next
expected sequence number. Even when the TCP option known as the selective acknowledgment is used, the
receiver TCP can acknowledge only the next expected chronological TCP sequence number. The selective
acknowledgement informs the sender TCP that it has received out of order sequence numbers, however it still
returns the next expected sequence number in the acknowledgement field.

It can take up to three duplicate acknowledgement numbers of the expected sequence number to convince the
sending host that there is a lost packet.

— Alternatively, it is possible for there to be no acknowledgement at all by the receiver. For instance, if the last

TCP segment in a stream is lost, there will be no duplicate acknowledgement numbers to inform the sending
host. Instead, the sending host has its own mechanism to deal with this known as a retransmission timeout, Ifa
sending host does not receive some kind of acknowledgement before a timer expires, it will retransmit the
unacknowledged segment,

What is the value of the retransmission timer? This is dependent on each individual commection. TCP is an

adaptive protocol; it is aware of the network conditions. It tries to time round-trip packet exchange to know
what is considered an acceptable or normal transmission time. This value should be different for hosts on a
local network versus hosts on distant networks, Therefore, this value is not constant for all sessions or even
throughout the same session.
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Duplicate Acknowledgements

10.1.3.7.5418 1.3.55.80: Flags ([S), seq 10, win 65535,
options [mss 1460, sackOK, eol} ' '

10.1.3.55.80 > 10.1.3.7.54187: Flags [S.], seq 537843953, ack 11, win -
5720, - .
opticns [mss 1430, nop, nop, sackok]

10.1.3.7.54187 » 10.1.3.55.80: Flags {.], ack 637843954, winp 65535

10.1.3.7.54187 > 10.1.3.55.80: Flags {P.], seg 25:29, ack 637843954,
win 63535 - :

"10.1.3.55.80 > 10.1,3.7.%4187: Flags [.], aeck 11, win 5720,

- opticns [nop,nop,sack 1 {26:28}) - .
10.1.3.7.54187 > 10,1.3.55.80: Flags [P.}, seg 15:25, ‘ack 637843934,
) win €5535 . )
10.1.3.55.80 » 10.1.3.7.54187: Flags [.], ack 1%, win 5720,
911 .
1sgs [P.], seq 11:15, ack 637843954,

options [rep,nop,sack 1 {185:
10.1.32,7.54187 » 10.1.3.55.80:
win 85535 .
©10.1.3.55.80 > 10.1.3.7.54187; Flags {.], ack 29, win 5720

- Intrnsion Detectdon In-Depth

out-of-order.pcap

Let’s see how duplicate acknowledgements work. We arc looking at an exchange between hosts 10.1.3.7 and
10.1.3.55. Both hosts support the TCP sciective acknowledgement option. We'll see how this assists in the
reporting of duplicate acknowledgements.

The tepdump output reflects the use of absolute sequence numbers for clarity. The client's sequence number
values have single underlines while the server's acknowledgements of those sequence number values are bolded
with a double underline. The three-way handshake begins with a SYN from 10.1.3.7 with a crafted TCP
sequence number of 10. The server acknowledges this with an ACK value of 11. The client sends out-of-order
sequence numbers of 25 through 29 in record 4 above. The server was expecting sequence number 11 The
server reports back in record 5 using the acknowledgement value that the next expected sequence number is 11,
but it also reports by virtue of the selective acknowledgement TCP option that sequence number 25-29 were
received.

The client sends more out-of-order sequence numbers 15-23 in record 6. Again the server responds with a
duplicate acknowlcdgement of TCP sequence number 11, and updates the selective acknowledgement range to
15-29 as received sequence numbers. Finally, in line 8, the client fills in the gap of 11-15 to complete the range
of 11-29. The server acknowledges this with an acknowledgement value of 29,

To display the culput, enter in the command line:
tepdump -r out-or-order.pcap -ntS
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Retransmission Timer
“

107:36:52.849306 IP 192.168.122.1.36495 > 192.168.122.129.80: Flags
[5], seq 751270588, win 5840, options [mss 1460, sackOK, TS wval
254204054 ecr 0,nop,wscale 6], length 0

(no acknowledgement)

07:36:55.846318 TP 192.168.122.1.36495 > 192.168.122.129.80: Flags
[8], seqg 751270588, win 5840, options [mss 1460, sackOK,TS val
254204804 ecr 0,nop,wscale 6], length 0

(no acknowledgement)

07:37:01.846550 IP 152.168,122.1.36495 > 192.168.122.129.80: Flags
[8], seq 751270588, win 5840, options [mss 1460, sackOoK, TS wval
254206304 ecr 0,nop,wscale 6], length 0

Intrusion Detection In-Depth

We've seen a couple of instances already where the retransmission timer is used when a client attempts to
connect to the server, yet there is no response. The number of retries of the same connection and the time
that elapses between each successive retry is dependent on the TCP/IP stack. Eventually, the sending host
will give up trying to connect. How do we know that these are retries of the same connection and not
completely new connections? Look at the source ports and the TCP sequence numbers. They remain the
same for all of the connection attempts. More likely than not, this indicates retries.

<¢>- To display the output, enter in the command line:
tepdump -r router-silence.pcap -nt
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Normal TCP Stimulus and Response
Review

» Expected responses to attempted protocol connections are
distinct depending on:
- The availability of the requested service

- A host's/router’s ability to respond
+ Some applications or programs deviate from the standard

protocol behaviors

Tatrusion Desectdon In-Depth

We have learned that there are unique responses for the same stimulus depending on the circumstances and
availahility of the requested service. Responses are also dependent on a host’s or router’s/firewall's
capability to respond to a particular connection. Each of the different protocols has different expected

Fesponses.
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Unusual TCP Stimulus
and Response

» We'll examine some interesting departures of stimulus and
response that fall into these categories:
- No stimulus, all response

= Unconventional stimulus, OS identifying response

Intrusion Detecton In-Depth

We’ll now examine some of the anomalous behaviors that hackers will throw your way in this section. These
behaviors have many purposes and we’ll examine what they might be with each of the categories we cover.
These categories and anomalies are not all-inclusive; you may find many more.
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All Response, No Stimulus:
Spoofing Example

09:27:36.592701 IP 6B.178.232.100.80 > 192.168,11.62.33349: Flags
[8.]1, seg 1236038719, ack 2583108721, win 8190, options [mss
1380], length O

09:27:37.595930 IP 68.178.232.100.80 > 192.168.11.63.33349: Flags
[S.1, seqg 424906391, ack 2583108721, win 8190, options [mss 1380],
length 0

09:27:36.595449 TP 68.178.232.100.80 > 192.168.11.64.33349: Flags
[§.], =seg 590387321, ack 2583108721, win B150, options [mss 13807,
length 0

09:27:39.602525 IP 68.178.232.100,80 > 192.168.11.65.33343: Flags
{8.], seq 1818952018, ack 2583108721, win 8190, options [mss
13801, length O

09:27:40.606131 IP 68.178.232.100.80 > 192.,168,11.66.33349: Flags
[S.], seq 294664290, ack 2583108721, win 8190, options [mss 13801,
length 0

09:27:41.608768 IP 68.178.232.100.80 > 192,168.11,67.33349: Flags
[8.]1, seq 3399530912, ack 2583108721, win 8180, options [mss
13801, length 0O

Tntrusion Detection In-Depth Ty Pear

This slide introduces the idea that sometimes you’ll receive traffic in your network that appears to be a
response of some sort. However, if you are able to check for any previous outbound activity that may have
elicited the response, you will find none.

One reason that you may see responses with no initiated requests is that someone may be borrowing or
spoofing your IP numbers for malicious use. This malicious use may be a denial of service against someone
else using your IP’s or perhaps using your IP’s to hide as a smoke-screen and disguise the real source of
malice. In fact, the Nmap scanning program has an option to use “decoy” source IP numbers while scanning
with the intent to confuse or at least to cloud the real source IP. Many scanning programs these days have an
option to select a spoofed source IP(s).

We see many records coming from sec503.com, 68.178.232.100, directed to many 192.168.11.0/24 hosts on
our network. Note a source port of 80 and note the SYN and ACK flags set. Itis unlikely that sec503.com is
attempting a scan of 192.168.11.0/24 hosts using a SYN/ACK scan. An unsolicited SYN/ACK should elicit a
RESET from a live host regardless if the port is active or not. This could be a mapping attempt; however, there
may be a more plausible explanation.

A more likely scenario is that the192.168.11.0/24 hosts have been spoofed by some unknown source and port
80 requests are sent to sec503.com. If sec503.com offers 80, it will then respond with a SYN/ACK from
source port 80 to the spoofed 192.168.11.0/24 hosts. You could check for outbound SYN segments on your
network from the 192.168.11.0/24 hosts that would have elicited this response to validate whether or not the
SYN segments were spoofed.

You may hear the term "backscatter" to refer to the unsolicited SYN/ACK segments.

To display the output, enter in the command line:
tepdump -r spoof-tep.peap -nt
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OS Identifying Response: Send Data with

No PUSH or ACK to Linux

Linux 2.6 kernel

10.1.3.7.5423 > 10.1.3.15,80: Flags [S], seg 10, win 8192, length 0

10.1.3.15.80 > 10.1,3.7.5423: Flags [S5.], seq 2751737263, ack 11, win
5840, options [mss 1460], length 0

10.1.3.7.5423 > 10.1.3.15.80: Flags [.], ack 2751737264, win 8le2,

length 0
10.1.3.7.5423 > 10.1.3.15.80: Flags [.], seq 11:20, win 8192, length
9

10.1.3.15.80 > 10.1.3.7.5423: Flags [.], ack 20, win 5840, length 0

10.1.3.7.5423 > 10.1.3,15.80: Flags [.], seqg 20:61, win 8192, length
41

10.1.3.15.80 > 10.1.3.7.5423: Flags [.], ack 61, win 5840, length 0

10.1.3.7.5423 > 10.1.3.15.80: Flags [R.], seq 61, ack 2751737264, win
8192, length 0

Intrusion Detection In-Depth

nofiags-push. pcap

The Linux TCP/IP stack has some unconventional behavior that can be used to identify it. For instance, after
the three-way handshake, it will accept a segment that contains payload, yet has no TCP/IP flags set.

Above you see a three-way handshake to enable 10.1.3.7 to communicate with 10.1.3.15, a Linux host with a
2.6 kernel, on port 80. On the 4'" line you see that the client sends 9 bytes of data, yet there are no flags set.
10.1.3.15 accepts this payload data as manifested in line 5 where you see an ACK of 20 — the next expected
sequence number from 10.1.3.7. This is contrary to RFC 793 guidance that advises that the ACK flag be set for
all packets except for the initial SYN.

In the 6™ line above, the client sends 41 bytes of data — again on a segment with no TCP flags set. And, once
again the Linux host acknowledges receipt of the data.

This is an unusual stimulus and even more unusual response. No other well-known operating system
acknowledges a data payload when no TCP flags are set.

+ To display the output, enter in the command line:
tepdump -r noflags-push.pcap -ntS
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Normal Response: Send Data with No
PUSH or ACK to Windows

162.168.11.62.38831 > 192,168, 11.59.80: Flags [3], seq 10, win 8192,
length O

192,168.11.59.80 > 182.168.11.62.38831: Flags [5.], seq 1584739964,
ack 11, win 81%2, options [mss 1440], Iemgth O

192.168.11.62.3883% > 192.168.11.59.80: Flags [.1, ack 1, win B192,
length 0

192.168.11.62.39831 > 152.168.11.59.80: Flags [.], seq 11: 19, win
8192, length B

192,169.11.52.80 > 192, 168 11. 62 38831 Flags [.}, ack 1, win 64240,
length 0 )

nuflags-push. pcap

In contrast, let's look at how the Windows host 192,168.11.59 responds. Once again the client attempts to send
8 bytes of data displayed in line 4 with no TCP flags set. The Windows server responds as expected, issuing a
duplicate acknowledgement of the previously accepted TCP sequence number, conveying that it docs not
acknowledge the 8 bytes of data,

+ To display the output, enter in the command line:
tepdump -r noflags-push.prap -nt
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————
OS Identifying Response: Linux

Off-by-One Timestamp

152.168.1.100.57673 > 192.168.1.199.80: Flags [S8], seg 10, win
8192, options [mss 1460,nop,nop, TS wval 100 ecr 0], length 0
192.168.1.199.80 > 192.168.1.100.57673: Flags [S.], seq
1873997352, ack 11, win 5792, options [mss 1460, nop,nop, TS val
83711290 ecr 100}, length O
192.168.1.100,57673 > 192,168.1.199,80: Flags [.], ack 1, win
8192, options [nop,nop, TS val 100 ecr 0], length O
182.168.1.100.57673 > 192.168.1,199.80: Flags [P.], seq 1:10, ack
1, win B192, options [nop,nop, TS val 100 ecr 0], length 9
192.168.1.199.80 > 192,168.1.100.57673: Flags [.], ack 10, win
5792, options [nop,nop,TS val B3711312 ecr 100], length O
192.168.1.100.57673 > 192.168.1.199.80: Flags [F.], seq 10:28, ack
1, win 8192, options [nop,nop, TS val 99 ecr 0], length 18
192.168.1.199.80 > 192.168.1.100.57673; Flags [.], ack 28, win
5792, options [nop,nop,TS val 83711571 ecr 100], length O

Intrusion Detection In-Depth

The way things are supposed to work is that an in-order segment is acknowledged only if its timestamp is
greater than or equal to the last one sent by that side of the conversation. For instance, client 192.168.1.100
connects to 192.168.1.199 port 80. The timestamp value on the SYN is 100. This has been crafted along with
the TCP sequence number of 10 to simplify and have less visual clutter using small values,

The client's timestamp remains at 100 for the ACK and the first PUSH of data in line 4. However, in line 6 the
TCP timestamp is lowered to 99 and relative TCP sequence numbers of 10-28 are consumed sending 18 bytes
of data. Yet, in line 7 the Linux receiver acknowledges all the data sent. This should not happen because the
timestamp value of 99 is not greater than or equal to 100.

+ To display the output, enter in the command line:
tepdump -r offbyone-ts.pcap -nt
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Normal Response: Windows
Off-By-One Timestamp

192.168.11.62.7935 > 152.168,11.46.912: Flags [S], seqg 19, win 8192,
opticns [mss 1460, nop,nop, T8 wval 100 ecr 0], length O

1092,168,11.46.812 > 192.168.11.62.793%: Flags [S.), seg 1617505203,
ack 11, win 8192, options [mss 1460, nop,nop, TS val 218584900 ecr
1007, length O ’

162.168,11,.62,793% > 192.168.11.46.922: Plags [.), ack 1, win 8192,
cptions [rop,nop, TS wval 100 ecr 0], length [

192.168.11.46,912 > 1%2.168.11.62.7935;: Flags [¢.], seq 1:101, ack
i, win 17376, cptions I[nop,nop,TS wval 216584%11 ecx 1401, length
100 ) . )

192,168,11.62.793% > 192.168.11,46.212: Flags [F.)], seq 1:23, ack 1,
win 8192, options [nop,nop, T8 val 9% ecr 0], length 27 :

192.168.11.46.912 > 192,168.11.62.7935: Flags [l], ack 1, win 17376,
options [nop,nop, T8 val 218584922 ecr 100}, lepgth O

192.168.11. 62,7935 > 192.168.11.46.912: Flags [R.}, seg 28, ack 1,
win 8192, options ([nop,nop,TS val 39 ecr 0], length O

offbyone-ta,

n Detecdon 'I_ﬁ-Dépth '_ ': pean

Here is a set of similar traffic, yet this time there is a Windows server. Onee again, the client SYN and ACK
has a timestamp of 100. And, again in line 5, the client sends 27 bytes of data with an invalid timestamp of 99,
Windows sends a duplicate acknowledgement for relative sequence number 1, indicating that it did not accept
the data.

We've seen two instances of unique behavior from Linux hosts that can be used to identifly the remote
operating system.

To display the output, enter in the command line:
tepdump -r offbyone-ts.peap -nt
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TCP Reassembly By IDS/IPS

e TCP stream reassembly not trivial

» For IDS/IPS to properly evaluate TCP traffic must properly
examine and interpret TCP session
- Must lock for three-way handshake that starts session
- Must terminate session examination when end hosts do

— Must reassemble individually sent segments exactly as end hosts do

* Ambiguities may be introduced

Inttusion Detection In-Depth

So, now that we understand a little bit about TCP transmission, let’s think for a moment what an IDS/IPS must
do to examine and evaluate TCP payload in order to determine malicious content, The bottom line is that the
IDS or IPS must take the TCP stream and reassemble it exactly like the destination host does.

Obviously an IDS/IPS must begin tracking a TCP session at its inception. But there are instances when there
may be some doubt about the best way to proceed. What happens when an IDS/IPS does not see every
segment involved in the three-way handshake because it was overloaded and may have dropped a segment?
Should it begin tracking when it appears that the session has been established and hosts are sending and
acknowledging receipt of data?

And when should an IDS/IPS stop tracking a particular TCP session? Sure, it’s an easy choice when the
session cleanly terminates either by an exchange and acknowledgement of FINs or a single RESET. But what
about half-closed sessions when one side has signaled that it will no longer send any data by sending a FIN,
but can still receive data?

Just as important — after the session has been established, the IDS/IPS must properly reassemble individual
segments, including payload to interpret the entire stream content. It must examine and re-order all TCP
sequence numbers including those that arrive out of chronological order. It must examine TCP flags for the
purpose of the given segment. In addition, the IDS/IPS must validate the TCP checksum and discard segments
that contain invalid checksums, as the receiving host will discard them. If there is a true IDS and not IPS, it
must examine the TCP acknowledgement number to confirm the receipt of a sent segment. Finally, if TCP
timestamps are used, the IDS/IPS must examine them to verify that the segment is current — otherwise, if it is
old, it must be discarded as well.

Many of these different aspects of TCP segments and reassembly can introduce ambiguities where a given
operating system favors a particular segment or discards a segment that perhaps another operating system

158 © 2015 Judy Novak



might keep. 1fthe IDS/IPS does not interpret or resolve the ambiguity in the same manner that the destination
host does, then malicious TCP traffic can evade detection by the IDS/IPS.

We will discuss evasions in greater detail on Day 3. But right now, it is important for you to understand that
an evasion at the TCP fransport layer is very scrious. What this means is that any traffic carried over TCP to
one or more receiving host operating systems may not be scrutinized properly by the IDS/IPS, allowing
malicious traffic to potentially remain undetected.
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TCP Stream Reassembly

Ambiguities/Issues

» Overlapping segments

e TCP sequence number wrapping

e Multiple TCP SYNs in a single session
e Data on SYN accepted?

» Unexpected TCP flags

» How long must session inactivity be to terminate

connection?

Inttusion Detecton In-Depth

Let’s look at a handful of TCP stream reassembly ambiguities, What should an IDS/IPS do with segments that
belong to the same stream but have identical TCP sequence numbers, in other words, they overlap. Should the
IDS/IPS honor the first or subsequent overlapping segment? And, whichever it chooses, will the destination
host accept the same one? If the IDS or IPS makes the wrong choice and does not examine the same segment
that the destination host receives, it is possible for it to miss an exploit.

While it is not an ambiguity, per se, how does an IDS/IPS deal with a TCP session where there is payload on a
segment with wrapping TCP sequence numbers? This occurs when the TCP sequence number reaches the
maximum value of 2*? — 1 (the TCP sequence number is 32 bits long) and must wrap back to 0. This probably
doesn’t happen often, but an attacker can craft this type of traffic to see if an IDS/IPS handles it properly.

Other potential ambiguities exist that an attacker can use to confuse the issue of which segment to favor. For
instance, what if another SYN comes along after a session has been established and the SYN appears to be for
the same session yet it has a different TCP sequence number? Some operating systems will reject the new
SYN and continue using the already-established session while others use the new SYN and session. This may
be dependent on the value of the TCP sequence number found in the second SYN,

What about data found in the payload of a SYN segment? Most operating systems simply ignore it, but others
buffer it pending the completion of the three-way handshake. How should an IDS/IPS handle segments that
have superfluous flags or segments with payload that don’t have both or either the PUSH or ACK flags?
Again, different operating systems respond uniquely to unexpected combinations of TCP flags.

Finally, how about if an IDS/IPS does not see activity from a particular session after a certain amount of time —
should it stop tracking the session? If the IDS/IPS does not stop tracking, it can become overloaded with dead
sessions. If it stops tracking prematurely, it may miss alerting or blocking on malicious content,
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Wrap-up of TCP

» Requires session establishment to start stream

» Flags used to designate current state

» Session typically consists of multiple packets carrying data
» QOverhead required for reliability

— Sequence numbers
— Acknowledgement numbers

« Complexity invoived may allow for ambiguities to be
introduced, leading to evasion

Tntrusion Detection In-Depth

In review, TCP is a complex connection-oriented protocol that attempts 1o ensure reliability. It requires a
session establishment, typically accomplished via the three-way handshake to begin a session. Data can he
exchanged after the three-way handshake, A typical session consists of several packels that carry data. These
must be reassembled by the receiving host and an 1DS/TPS that attempts to find malicious content.

There is some overhead required to ensure reliability. TCP sequence numbers assign a notion of chronology to
each segment. TCP acknowledgement numbers reflect the next expected sequence numbers from the sender.
When scgments artive out of order, the receiver issues a duplicate acknowledgement number to inform the
sender of the gap in sequence numbers. When the sender does not receive an expected acknowledgement
number within a given time, it resends the segment(s),

With reliability comes complexity. Complexity offers more opportunilies to introduce ambiguities, such as
Linux acknowledging data sent in a segment with no TCP Mlags. These ambiguities may lead to evasions. At
issue is a potential mismatch between the way the IDS/IPS and the end host evaluate the traffic. If the
evaluation is not identical, an evasion is possible.
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TCP Exercises
“

Workbook
Exercise: "TCE
Introduction: Page 34-B
Questions: Approach #1 - Page 35-B

Approach #2 - Page 39-B

Extra Credit - Page 41-B
Answers: Page 42-B

Intrusion Detection In-Depth

This page intentionally left blank.
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UDP

» Wireshark Display Filters
e Writing tcpdump Filters
o TCP

» UDP

o ICMP

Tntrusion Detection Tn-Depth -

This page intentionally left blank.
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Objectives

e Discuss UDP theory

» Describe expected UDP stimulus and response

Intrusion Detection In-Depth

Compared to TCP, UDP is a simple protocol. It is often explained as a "send and pray" protocol since there is
no guarantee of reliability. It has a simple header of 4 fields. We'll cover a couple of examples of sending
UDP packets under different circumstances to understand the expected responses.
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UDP (Send and Pray)

« Lightweight protocol

« Supports unicast, broadcast, mulficast addresses

s Low overhead

o No built-in reliability at transport layer

« No message ordering

» No flow control

» FEncapsulated in IP header (protocol/next header 17)

» IPv6 changes
- IPv6 jumbogram change in UDP length
— UDP checksum required

UDP is considercd a lightweight transport protocol because it is simple and makes no guarantee of reliable
delivery. Unlike TCP, that supports only single host 1o single host (unjcast) communications, UDP can deliver

traffic to one or more hosts. It has low overhead and can be very fast]_Sc_cause ithasa standard & hytc header

“that carries vital information like sour ee, destination port, UDP checksum and a length that rcflects the number
“of payload and UDP header bytes.

There is no reliability at the UDP layer, but applications can be written so that they build in reliability. The
application itself, and not UDP, will be responsible for ensuring any type of reliability needed. As we
witnessed, TCP had a notion of order via TCP sequence numbers for a stream of data. UDP has no such notion
of order. And, there is no coordination between the sender and receiver for the most efficient amount of data
to be sent.

As we would expect, UDP requires an TP header just like all other protocols. 1f the protocol/next header field
of (he IP header contains a value of 0x11 or decimal translation of 17, then you can expect a UD header and
data to follow the IP header,

UDP, like TCP uses source and destination ports, The destinalion port is the desired listening service or
protocol, like DNS. The source port is an ephemeral one that the connecting host selects upon opening the
connection.

Like TCP, there must be some way to indicate that a packet is an IPv6 jumbogram. Because the TP length field
catmot represent a value greater than 65535 another field must be used. A UDP Jength of O designates tl that the
packet is a jumbogram. The UDP length field found in the UDP header reflccts the number of bytes in the
UDP header plus payload. A value of 0 should never be ssen in an 1Pv4 or IPv6 packet as a valid length
therefore it is good jumbogram indicator.
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Sample UDP Packet

Source Protocol _Sl}ilrcéﬁort Deslinationpoa .

Destination

£s BN

(VUEUIBTHEL L, STCT VIMETe Yo 10T 10 (0030307907001 18], USTY UeTL 83T IUI00 | 6Y1 2010910631 ICI00
'b_Internet Protocol, Src: 10.3.8.4 (10.3.8.4), Dst: 10.3.8.108 (16.3.8.168)
1 User Datagram Protocol, Src Ports domain (53), Dst Port: 51274 (51274)
‘| Source port: domain (53)

Destination port: 51274 (51274)

Length: 89
b Checksum: Oxdc20 (correct]
Domain Hame System (response) R

! li:;..-__:-- T A R 11 3 S s S

Intrusion Detection In-Depth

udp. pcap

There really isn't much to a UDP header. The one shown above in Wireshark reflects a DNS response. Like
TCP, there are source and destination ports. There is a length that includes the header size of 8 bytes and the

data that follows. Like TCP, there is a checksum that also includes a pseudo-header in the algorithm to make
sure that the datagram is delivered to the correct host.

+ To display the output, enter the following command:
wireshark udp.pcap
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UDP Ports

16-bit fields representing source and destination ports

Valid values 1 — 65535

]

Initial source port ephemeral range historically > 1023

Multiple connections attempted, source ports should change

Just as with TCP ports, UDP port fields are two separate 16-bit fields in the TCP hcader, ene for source and L
another for destination ports. The valid range of values is between | and 63535; the use of port { is typically :
not used in normal fraffic,

Historically, when a source host wishes to connect to a destination host, an ephemeral port is typically selected
in the range of ports greater than 1023. UDP source ports for more current protocols may not follow this
convention. For each ncw sending connection, a different ephemeral port should be selected.
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Low-numbered Ephemeral Ports

10.1.2.3.500 > 10.1.2.90.500: UDP (Internet Key
Exchange - IKE)

192.168.1.40.137 > 192,168.1.75.137: UDP (NetBIOS nameserver)
10,10.10.10.138 > 10.10.255.255,138; UDP (NetBIOS)

192.168.6,248.67 > 192,168.255,254.68: UDP (DHCP)

Intrusion Detection In-Depth

As we’ve learned, most clients connect to servers using ephemeral ports historically in the range of 1024 and

above. Yet, we see that is not always the case. If you recall, historically, the ports below 1024 were reserved
for well-known server ports.

However, there are some “protocol-benders” that use client port numbers that go against convention. In the
first three records of tepdump output, all the protocols displayed use the same client and server port numbers.
Some of the protocols that do this are Internet Key Exchange on port 500, NetBIOS nameserver port 137, and
NetBIOS port 138. The fourth record represents a client issuing a Dynamic Host Configuration Protocol
(DHCP) request for an IP address from ephemeral port 67 to server port 68.
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UDP Length

* 16-bit field

« Represents length of header and UDP data
» Should have a minimum length of 8 ( AD. \3 Va2 o B c.f-i.\?\_

» Value of 0 indicates the packet is a jumbogram

TIntrusion Detection In-Depth

The UDP length is the number of bytes found in the UDP header plus the number of bytes found in the
payload. The UDP header is & hytes so the minimum length for the UDP length is 8 bytes. Remember that 2 0
in this field is the indicator that the packet is a jumbogram.
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Checksum

Validates UDP header and data do not get corrupted in

transit

Same formula as IP and TCP checksums

Optional in IPv4, mandated in IPv6

Includes pseudo-header

Intrusion Detection Tn-Depth

Like TCP, the UDP header has a checksum field. This checksum value is computed by taking the standard 16-
bit one's complement formula for the values in the UDP header and data, as well as the pseudo-header fields
and placing the result in the UDP checksum field. The receiving host applies this same formula over the same
fields and compares its results with the value in the UDP header. The datagram is passed to the application
layer if they match; otherwise, it is silently discarded. The pseudo-header includes the same fields as the TCP
pseudo-header. Its purpose is to make sure that the datagram arrives at the correct host.

The UDP checksum is optional in [Pv4, though almost always used, It is mandated in IPv6 since there is no IP
header checksum, causing the transport layer to include a checksum.
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Traceroute

e Figures out hops between source and destination
s Sends three UDP packets to each hop
e Uses incrementing TTL values to advance to next hop

 Discovers next hop location and timing via ICMP time

exceeded in-transit error

Tntrusion Detection In-Depth

The Unix traceroute command is a combination of UDP and ICMP used to discover the path that a packet
takes from source to destination. This traceroute program is similar in function to the Window’s tracert,
however instead of using ICMP to discover the routers and destination host, traceroute uses UDP.

Traceroute uses UDP to send three packets with a destination port of 33434-33534 to the next hop. Three
packets are sent to each hop for redundancy in case there is packet loss. Each of these three packets hasa TTL
of 1 when sent to the first hop. As you would expect, the first hop device returns an ICMP "time exceeded in-
transit" message because the decremented TTL value would be 0. The traceroute program on the sending host
records this as the first route. Each subsequent hop from source to destination receives three UDP packets
with incrementing UDP ports and a TTL value of one more than the previous one. Each of the hop devices
returns the ICMP "time exceeded in-transit" error and again traceroute records this as the next hop.

When and how does this all stop? Eventually, the UDP packets reach the destination host. Most likely, the
destination host does not listen on those high-numbered UDP ports so it issues an ICMP "port unreachable"
message.
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Traceroute Output

traceroute 172.16.0.2

1 DD-WRT 10.0,1.1 0.293 ms 0.438 ms 0.485 ms
AR & B 8 el s 1.861 ms 1.897 ms 1.93% ms
3 100,08 27.656 ms 27.705 ms 28.448 ms
(- o M e | 15.626 ms 15.678 ms 15.650 ms
5o 100,252 16.072 ms 16.138 ms 16.182 ms

Intrusion Detecdon In-Depth

Let's say that host 10.0.1.2 performs a traceroute to 172.16.0.2 Here is the type of output you might see.
Traceroute reports each hop as it is returned in an ICMP "time exceeded in-transit" message. The first set of
three UDP packets is sent to hop 10.0.1.1; all have a TTL of 1; and each of the ICMP error messages is
returned whereupon traceroute records the round-trip time of each. Next, three more UDP packets are sent to
the next hop of 10.0.9.5 with a TTL of 2. These packets get routed past the first hop of 10.0.1.1 and each is
returned with an ICMP "time exceeded in-transit" message. This continues through hops 10.0.9.2, 10.0.2.1
and 10.0.2.2 where each set of UDP packets gets an incremented TTL value per hop and each individual UDP
packet gets an incrementing destination port.
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Traceroute Part 1

- SIGMF time exceéded T

W [oopmes | TTL

e fe e s s
[EMP fimé excaadad
wwosa LS | ST
“IEMP fime éXcesded
| bk 23437 ]
=
- ICMP time exceeded
; 1 UDP 33438 '
. : J—

ICHIF time exceeded

UDP 13439

< ICME g exdeedeg T T

UDP 33440 |
- ICMP time exceedsd
; UIDP 33441 {

s Y NP time sxcveded
UDP 33442

10.0.1.2
ICMP time exceaded

Intru-s’i?gﬁ Det&ctlen In-Depth

Perhaps it might be easier to understand traceroute by looking at a pictorial representation of what is
happening. At the top, you see the initial discovery of the first hop, Three UDP packets are sent, each with a
different UDP port of 33434, 33433, and 33436. Each has a TTL value of 1. And, 10.0.1.1 as the first hop
retums [CMP "time exceeded in-transit” error message for each,

This is repeated for the second hop of 10.0.9.5 except each UDP packet has a destinaticn port of 33437, 33438,
33439, and each has a TTL value of 2. This is repeated for the next hop of 10.0.9.2 except each UDP packet
has a destination port of 334340, 33441, 33442, and each has a TTL value of 3,
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Traceroute Part II

UDP 33443

TlCWPtime exceeded T IS

S L e
UDP 33445 Ik

< ICMP port Unreachable

Intrusion Detection In-Depth

“JCWP time excasded T
UDP 33446 |
) Gmrmmmemeanas
- @ ICMP port unreachable
<
==l PR ICMP port unreachable |
10.0.1.2 i s e e o R RN,

The fourth hop of 10.0.2.1 is reached using a TTL value of 4 on each of the UDP packets destination for ports
33443, 33444, and 33435, The TTL is incremented to 5 allowing the UDP packet to reach the destination host
172.16.0.2. It does not listen on any of the ports 33446, 33447, or 33448 so an ICMP "port unreachable"
message is returned. Once the traceroute program receives this ICMP error, it knows that it has reached the

target host.
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Traceroute QOutput

'iﬁb';'172;15;5l2;j3;34; UDP’.iéﬁéfﬂ.hnummm”.

10.0.1.1 » 10.0.1.2: ICMP time exceedsd in-transit, langth 36

10,0.1,.2.49171 » 172.16.0.,2.33435: UDP, length O :

10.0.1.1 > 10.0.1.2: ICMP time exceeded in-transit, length 36

10.0.1.2.49172 » 172.16.0,2.33436: UDP, length O

10.0.1.1 » 10.0,1.2: ICMP time exceesded in-transit, length 3¢
L0.1.2.49173 > 172.16.0.2.33437: UDP, length O

10,0,1.2.49182 > 172.16.0.2.33446; UDP, length O

10.0.2.2 > 10.0.1.2: ICMP 172.16.0.2 ndp port 33445 unreachable, .
length 36 ) .

10.0,1.2.49183 » 172.16.0.2.33447: UDP, length O .

10.0.1,2.49184 > 172.16.0,2.33448; UDP, length ©

in.6.2.2 > 10.0.1.2:-ICMPI1?2.16‘0,2 udp port 33448 unreachable,
length :

Intrusion Detection In-Depth traceroste, peep

Here is the tepdump output from the traceroute. The beginning and ending packets are shown. The pattern is
that three [/DP packets ave sent with a TTL value to advance one hop. An ICMP "time exceeded in-transit"
message is returned for each of these. The final five packets represent two UDP packets reaching the
destination host of 172.16.0.2. It appears that either the UDP packet with destination port 33447 was never
received or that ICMP unreachable message was never suceessfully returned.

An oddity worth noting is that router 10.0.2.2 reports the 172.16.0.2 ICMP "port unreachable message".
Usually, the host itself would report this. Perhaps 10.0.2.2 is a proxy for the 172.16.0.2..

To display the output, enter the command:

tepdump -r tracervute.peap -nt
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UDP Stimulus - Response
“
» Using UDP as an example protocol, let's examine two
situations for expected responses

» We attempt to issue a DNS name lookup to the following:
~ A destination host listening on the domain port

— A destination host not listening on the domain port

Intrusion Detection In -Depth

Let's look at how UDP responds to incoming packets. We use a DNS query to examine how UDP behaves.
Specifically, we’ll look at a listening domain port and a non-listening one. The other conditions examined for
TCP such as a host that doesn’t exist or the domain port blocked at the router will elicit a very similar response
for the UDP DNS query, so we won’t bother to discuss them.
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Listening DNS Server

" Prokie: Defaule

" TIntrasiog De

dns.peap

This is Wireshark's interpretation of a DNS query of www.sans.org. The DNS server 192.168.11.1 listens on
port 53 and returns a response, Be aware that this is not UDP responding, but the application — in this case
DNS. That is true for all UDP ports and applications — respenses are received from the application only.

+ To display this output, enter the following on the cormmand line:

wireshark dns.peap
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Non-listening Port 53

i Protcel ; Scurce port | Destinationport . Wnfo.
45756 ' donain

B i BCE AREaTY N Sl b T =t
b Ethernet IT, Sre: Vmiare t1:b9:a3 {00:8¢:29:11:09:23), Dst; Vmware_c0:08:61 (09:50:56:cP:00:01)
' Internet Protocol, Src: 192.168.122.129 (192.168.122.129), Dst: 192,168.122.1 (192.166.122.1)
Version: 4
Header length: 26 bytes
Differentiated Services Field: €xe (OSCP 8x30: Class Selector 6; ECN: 0x88)
Total Length: 86
Identification: ex1114 (4372)
Flags: Gxeo
Fragnent offset; 6
Time to live: 64 ils
Protocol: ICHP {Ox@1) it
Header checksus: @xfaff [correct]
Source: 192,168.122.129% [192.166.122.128}
Destination; 192.168,122.1 (192.168.122.1)
= Internet Control Message Protocol

Type: 3 {Destination unreachable)

Code: 3 {Port unreachable)

Checksum: @x7308 [correct]
b Internet Protocol, Src: 192,168.122.1 (192,166.122.1), Dst: 192.168,122,129 (182.168.122.129)
I User Datagran Protocel, Src Port: 45756 (43756), Dst Port: dosain {53)

B me )}

-

-

-

dns-portunreachable.
pcap

Intrusion Detection In-Depth

Now, let's observe the response when the domain port is not active. In this case, 192.168,122.129
responds that port 53 is unreachable.

However, don’t automatically assume that a lack of an ICMP port unreachable message means a listening
UDP port. There may be some outbound filtering that prevents the ICMP message from leaving the
network.

To display this output, enter the following on the command line:
wireshark dns-portunreachable.pcap
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UDP Review

¢ Unreliable

There really is not much to UDP. 1t’s a simple protocol most often used for short queries and responses
such as DNS. It is inherently unreliable meaning that an application that runs over UDP that requires

» Simple protocol

Intrusion Détection fn-Depth

reliability must have some mechanism to ensure packet delivery.
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ICMP

e Wireshark Display Filters
e Writing tcpdump Filters
e TCP

o UDP

e ICMP

Intrusion Detection In-Depth

The Internet Control Message Protocol — ICMP - is a vital part of IP and plays a vital role in delivering
messages about error conditions it finds as well as delivering simple requests and replies. It is important for
you to understand how this protocol is used for both its intended purpose as well as for malicious purposes.

Some of the theory that you will learn from in this section is where ICMP fits in with other protocols such as
- IP, TCP, and UDP. You will also learn to understand the difference in ICMP and the other protocols. We will

follow a familiar format we’ve seen in many of the other sections of looking at the conventional ICMP traffic
as well as examining how ICMP can be used for nefarious activity.

ICMP is a lightweight protocol originally created for network troubleshooting, ICMP, like IP and UDP has no
built-in reliability. ICMP packets can be lost or dropped as well with no accountability.

If you are interested in reading more about ICMPv4, see RFC 792, for ICMPv6, look at RFC 2463.
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Objectives

Discuss why ICMP is needed, where it fits in, and how it is
different from the other protocols

- Explain the theory for the above topics
Examine how ICMP is used to map networks
—~ Show examples using tcpdump output
Examine classic ICMP activity
- Show examples using tepdump output
Examine malicious ICMP activity
— Show examples using tcpdump cutput

Intrusion Detection In-Depth

We'll cover several aspects of [CMP traffic in this section. ICMP has a special place among the protocols; it ig
ulike TCP and UDP.

We’ll take a lock at how ICMP is used to map a given nctwork, often as part of the reconnaissance phase to
prepare for some kind of additional activity such as a scan. Next, we'll examine the expected behavior that
ICMP exhibits. And finally, we’ll look at the many ways that ICMP has been mutated and tainted to perform
activity that it never was meant to perform.
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Message Type/Code

¢ Zero byte offset of ICMP message — message type
 First byte offset of ICMP message — message code

» Different categories of message types distinguished by
different codes
— IPv4 message type 11 — time exceeded category
» Code 0 ~ time exceeded in-transit

» Code 1 - IP reassembly time exceeded
e Valid values of ICMP message types and codes found at:
http://www.iana.org/assignments/icmp-parameters
http:// www.iana.org/assignments/icmpv6-parameters

Intrusion Detection In-Depth

Remember ICMP has no ports. So there has to be a method of uniquely indicating what type of ICMP message is
being sent or received. The first two bytes of the ICMP message are the ICMP message type and code. The
message code is a subcategory under the message type.

For instance, there are two possible message codes for a message IPv4 type of 11 which represents the time
exceeded category. If the message code is 0, it is a “time exceeded in-transit” message. If the message code is 1,
it is an “IP reassembly time exceeded” message.

ICMP has changed in TPv6 including the type and code values for ICMP messages. For instance, [CMP type 128
code 0 is now an echo request and ICMP type 129 code 0 is an echo reply. Recall that in IPv4 an echo request
was type 8 code 0 and an echo reply was type 0 code 0. There are different types of ICMP messages in IPv6 as
well.
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ICMP ID/Sequence Numbers

« Some ICMP requests and replies have additional header
fields

e Bytes 4 and 5 are identification number
- Unique number identifying this request

e Bytes 6 and 7 are sequence number

— Set at 0 and incremented for each new request

Intrusion Detection In-Depth

If you examine ICMP echo requests, you’ll find some additional fields in the ICMP header. These are the
ICMP identifier found in bytes 4 and 5 offset and the ICMP sequence number found in bytes 6 and 7 offset.

These fields are used in an echo request/reply pair to uniquely identify requests and pair them with responses
and keep track of the replies. For Unix hosts, the ICMP ID is typically the process ID number of the ping that
generated the traffic. There can be several simultaneous ping commands so the identifier in both the echo
request and reply will inform the pinging host the associated echo reply for the issued request. Each ping can
generate several echo requests and the sequence number is the manner in which they are tracked and paired
with the reply.
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Checksums

m
* IPv4 pseudo header not included in checksum computation

* IPv6 pseudo header included in checksum computation

Intrusion Detectaon In-Depth

The ICMPv4 checksum uses the ICMP header and message to compute the checksum. The pseudo header,
including fields from the [Pv4 header, wasn't deemed necessary for ICMP checksum since the IPv4 header had
its own checksum as a cross check for the ICMP checksum. But, in ICMPv6 there is no IPv6 checksum,
necessitating the pseudo header computation that includes values from the IPv6 header.,
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ICMP Echo Request/Reply
aka Pin

ping 192.168.11.1
64 bytes from 192.168.11.1: icmp_seqg=l ttl1=6€4 time=0.330 ms
64 bytes from 192.168.11.1: icmp seg=2 ttl=64 time=0.230 ms
64 bytes from 182.168.11.1: icmp seq=3 ttl=64 time=0.209 ms

192)368.11.1
192.166.11.62 -
162,168,311,

e 5

192,168,11.1 e

. pingr reply

. Echa {pinp} reguest

. .Echo lping) repty
(Echi {ping) requi
Echo {ping) reply

Type: & {Echy {ping] request)
Code: 0 4]

Checksun: dxe602 {correct]
jdentifier: 0x3356 ik
SEQUERCe Mamber: 1 18xBOAL]
Data {56 bytes)

-

Intrusion Detection In-Depth

ping.peap

This is a set of three echo requests and replies. The first echo request has an ICMP identifier of 0x3356 and a
sequence number of 1. The two other echo requests share the same LCMP identifier with a sequence number
that increments by 1.

+ To view this output, enter the command:
wireshark ping.pcap
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ICMP Theory

Intrusion Detection In-Depth

We'll attempt to understand the need for ICMP, how it compares with other protocols and how it supports other
protecols. We learn that ICMP has a unique purpose and a unique method of communication.
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ICMP

Encapsulated in IPv4 header (protocol = 1)

L ]

IPv6 next header protocol 58

Reports about non-transient problems
~ To IP (fragmentation required, DF set)

— To transport layer (port unreachable)

Also used for simple informational exchanges

Changes for IPv6

Intrusion Detection In-Depth

ICMP was created to report about problems that are not transient or likely to go away soon. For instance, if a
packet is sent and becomes corrupted in transit, this error is not reported by ICMP. Data corruption is
considered to be transient and will likely disappear the next time the packet is sent - assuming that there are no
permanent software/hardware problems creating it.

A problem that is deemed non-transient is something like a situation where a large packet requires
fragmentation to be transmitted in full, but the Don’t Fragment flag is set. In other words, the packet needs to
travel over a network segment with a MTU that is smaller than the packet size. This is not a problem unless
the packet has the Don’t Fragment flag set. As the name implies, the packet will not be fragmented if the
Don’t Fragment flag is set. This is reported back to the sending host via an ICMP message.

Another example of a non-transient problem at the transport layer is UDP packet sent to a non-listening port.
This problem is not likely to go away no matter how many UDP packets are sent. ICMP is enlisted to inform
the sending host that the UDP port is not reachable.

ICMP messages are used for simple informational exchanges as well. The most well-known ICMP application
is certainly the ICMP echo request/echo reply, or ping. Ping is used to find whether a given Internet host is
reachable or not. ICMPv6 has greatly extended the use of ICMP to include network discovery via Neighbor
Discovery Protocol. NDP messages can be considered informational exchanges too.
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ICMP Versus TCP/UDP

¢ No port numbers

No notion of client/server

No promise of reliable delivery
* Sometimes no response expected

Can be broadcast

Intrusion Detecdon {n -Depth

Moving ahead, we see that ICMP is different than TCP and UDP in other ways. The first is that ICMP has no
port numbers. ICMP is able to differentiate functions using an ICMP message type and code, the first two
bytes in the ICMP header. These tell the function of the particular ICMP message.

Next, there is really no such thing as a client and server.
Another trait about ICMP is that it supports broadcast traffic. TCP required an exclusive client-server

relationship, but ICMP isn’t nearly as possessive. We'll see where this flexibility in ICMP’s ability to send
and respond to broadcast messages can sometimes cause problems.
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Cond itio | ssages
Should Not Be Sent

+ When error condition is temporary (invalid checksum)

e An ICMP error message should not be sent in response to:

Ancther ICMP error message

A destination broadcast address

A source address of broadcast or loopback address

H

Any fragment but the zero offset

Intrusion D(.tt:cnoaln-Dcpth .

Okay, now that we have a handle on ICMP messages and when they are sent, it is almost as important to know the
conditions when ICMP messages should ngt be sent. This will give us a more comprehensive view of [CMP.

We mentioned on the previous slide that 1CMP messages should be scnt for non-transient conditions onty. In other
words, if the condition is temporary and likely to be corrected without an error message, ICMP messages will not
be sent.

[CMP messages should not be sent in response to receipt of another JCMP error message. For instance, let's say
someone spoofs a packet from an existing source [P address and sends it to a non-listening destination port. The
destination host will report that the port is unreachable and send it back to the alleged sender. If the alleged sender
tries to respond that it did not send the packet, it is possible that the two hosts could endlessly bounce errors back
and forth.

Another condition when an ICMP error message should not be sent is in response to an IP packet with a destination
broadcast address. As an example, suppose a UDP packet is sent to a broadcast address. Any host that does not
listen on the destination port would return an ICMP destination port unreachable error, generating unnecessary
traffic and potentially flooding the local network. Also, no ICMP error messages should be generated in response
to a packet with a source address of the broadcast or loopback address. These are most likely maliciously
generated packets in most cases and there is a possibility of a denial of service if ICMP error messages are sent fo
these addresses.

Finally, only the initial or zero offset fragment in a fragment train should gencrate an ICMP error message.
Gencrating multiple error messages for al! fragments would send unnecessary traffic.

RFC 1122 states conditions when [CMP messages should not be sent,
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Sample IPv4 ICMP Message

<4500 0054 0000 4000 4001 a319 c0a8 Ob3e

c0a8 0b01>[0800 =602 3356 0001] {el06 5250

b34b 0400 0809 0alb 0c0d 0e0f 1011 1213

1415 1617 1819....}

<> [P Header
[] 1ICMP Header
{} ICMP Data

Intrusion Detecdon In-Depth PO tes

Use your hex packet ninja skills to break down the component parts of an ICMPv4 echo request. First, as
always, there is an IP header found between the <>, As we’ve become accustomed to doing, we look at
the 9 byte offset, which has been underlined in the IPv4 header, to see what the embedded protocol is. We
discover that it is ICMPv4 because we find a 0x01 there. We already knew that from the standard tepdump
output, but it helps to validate this.

After the IPv4 header, we find the ICMP header in between the brackets. We see two bytes of underlined
hex values of 0x0800. For ICMP, the first two bytes of the ICMP header contain two important fields — the
ICMP type and the ICMP code. The 0x08 ICMP type and 0x00 ICMP code are what indicate that this is an
ICMP echo request. If you are interested in examining the many combinations of ICMP types and codes,
look at http://www.iana.org/assignments/icmp-parameters.

Finally, after the ICMP header, we find the ICMP data between the braces. ICMP echo requests may have
different kinds of payloads depending on the sending host’s implementation.

‘+‘ To display the output, enter in the command line:
tepdump -r ping.pecap -nt
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Error Message

Bostination Prowacol | Soure part | Gostination por

5 4575 deraln

= Internel antrol fAessage Pratocol
Type: 3 I0esTi0ETION nTTenshable)
Cader 3 |Hort mnroachabie:
Chchsirr 827300 [eesrpsty

Versien: 4
Headge lengeh: I0 bytes
pifterantinted Servaees Fistd: 0x02 I RSCP Bxd: Default; ECM: axbal
Tatal Leagth; S8
logsbfifichtion: Ox@F24 (34048}
Fiags: exen
Frapment pifser: &
Fime to live: G#
brotecct: WoP (BN
b Header ¢fmebsum: Ox730G {carTeill]
Seureec 102.568,122.1 [182.168.122.1}
Bestinpthpn: 14320165102, 1258 [193.168.522.12401
= User [athgram Protocet, Sre Pori: w5756 (437RF1, DT Port: demaln ts=}
fource parts 43¥5L WR73E1
prstinatien poris domade §33%
Lepgtic 30
+ fhecksum: QK2ZDZE [tarrect]
' Domain Mama Syatem {guary]
Trensact ot 1o: Gedbeb
b Flags: 0v0L80 {Standerd queryt
Duestionts 1
Anfwas ARS: O
Acvthority RRE: B
Rdditipnat #ldc o
L lhseries

=

o

dng-

partunreachsble.peap

This is a UDP port unreachable error from 192.168.122,129 indicating that it docs not listen on port 53.
We have only two records here so we know that this error is associated with the previous DNS query.
However, a host may send dozens, hundreds, or thousands of packets, necessitating a means of associating

an ICMP error message with the packet that caused it.

The ICMP error message returned to the sender is supposed to have the sender's IP header and 8 bytes of
the original datagram that caused the problem. Looking at the Wireshark output, it seems that you have a
packet in a packet. The highlighted portion of the message represents the DNS query that the recipient
host of the ICMP error can pair with the packet that it allegedly sent that caused the issue in the first place.

To display the output, enter in the comrmand line:
wireshark dns-portunreachable.pcap
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Windows tracert

192.168.11.42 > 192.168.1.1: ICMP echo request, id 1, seq 63, length 72
182.168.11.1 > 192.168.11.42: ICMP time exceeded in-transit, length 100
192.168.11.42 > 192.16B.1.1: ICMP echo request, id 1, seq 64, length 72
152.168.11,1 > 192.168.11.42: ICMP time exceeded in-transit, length 100
192.168.11.42 > 1982,168.1,1; ICMP echo request, id 1, seg 65, length 72
192.168.11.1 > 192.168.11.42: ICMP time exceeded in-transit, length 100
192.168.11,42 > 192.168.1.1: ICMP echo request, id 1, seqg 66, length 72
192.168.1.1 > 192.168.11.42: ICMP echo reply, id 1, seq 66, length 72

182.16B.11.42 > 192.168.1.1: ICMP echo raquest, id 1, seg 67, length 72
182.168.1.1 > 192.168.11.42: ICMP echo reply, id 1, seq 67, length 72

192.16B.11.42 > 192.168.1.1: ICMP echo raquest, id 1, seq 68, length 72
192.168.1.1 > 192.168.11.42: ICMP echo reply, id 1, seq 68, length 72

Intrusion Detection In-Depth

tracert.pcap

Windows tracert uses ICMP instead of UDP like the Linux traceroute to discover the routers that a
packet traverses on its path from source to destination host.

Like Linux, it sends a series of three packets, in this case, ICMP echo requests with initial TTL values
of 1. The first router returns an ICMP "time exceeded in-transit" message, The TTL value increments
until the echo request eventually reaches the destination host that responds with an ICMP echo reply.

In the above example Windows host 192.168.11.42 wants to find all hops to 192.168.1.1. The first

series of ICMP echo requests is returned with ICMP "time exceeded in-transit" messages. The TTL is
incremented to 2 and the destination IP address of 192.168.1.1 returns ICMP echo replies.

+ To display the output, enter in the command line;
tepdump -r tracert.pcap -nt
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In this section, we'll show some of the mapping techniques using ICMP, Mapping is an important part of a
planned attack since reconnaissance is typically the {irst step of most attacks. Mapping attempts to discover
the 1P numbers of Jive hosts in a network, Once found, any attack can be directed at the live hosts only.

You should know that since sending ICMP echo requests is one of the most commoen mapping technigues,
many networks will block incoming ICMP echo requests. This has motivated the persistent attacker world to
invent other scanning methods using other techniques or protocols.

Mapping is more practical in an IPv4 network because of the relatively small number of IPv4 addresses in

many networks. The IPvG 128-bit address makes mapping and scanning impractical because of the large range
of possible IPv6 addresses.
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Mapping Live Hosts

e In the past done via ICMP echo request:
— Single addresses
— Broadcast addresses

— Subnets

* Most sites block inbound ICMP echo requests so new
methods required

Intrusion Detecton Tn-i Jepth

Mapping live hosts using an ICMP echo request to either a single, broadcast, or subnet address is likely to be
blocked at most sites — either inbound or outbound. This was an effective mapping method, more so in the
past. Today hackers have to get more clever about mapping techniques to successfully find live hosts.
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Request/Reply

o T[m.E o e

Destination -
1 8.boase :

Protocol Source port ;Destinationport _Info
ol Seurcep iaa

“pETNEMET 1Y, SFCE HUTTAR0 4Y:00:20 (40107 48:08: Ju) " BST! Y1GETAI BULYAIBY |BEIULIHAU0 A :0e]
b Interset Protocol, Src: 182.168.11.1 {192.168.11.1), Bst: 192.168.11,62 (192.168,13.62)
& Internet Control Message Protocod
© Type: 16 (Address mask reply)
{ode: & ()
Checksun: Bxeefe {correct]
Idertifier: 0x0888
Sequence nunber: & (0x800%)
[address rask: 255.255.255.8 (BxffIHTO0) i

ermp-
addressmask.peap

Intrusion Detection Tn-Dépth

Suppose a network blocks ICMP echo requests, but fails to block other inbound ICMP traffic. For
instance, an ICMPv4 address mask request (type 17) may not be blocked. The address mask queries for
the subnet mask for the network on which the target host resides. This can provide insight into the
configuration of a network and certainly identify a responding router.

192.168.11.62 sends and address mask request to 192.168.11.1. The 192.168.1.1 router responds with
an address mask of Ox{T fT f 00, indicating that this network is a 192.168.1/24 network. The address
mask reques! may elicit responses from gateway hosts and other network devices only. You may see
such activity as a precursor fo more scanning.

To display the output, enter in the command line:

wireshark icmp-addressmask.peap
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Timestamp Request/Reply

|

g

| Type: 13 (Timestamp request)
Code: @ ()

| Checksum: Bx13fa [correct)
i
i
i

Identifier: 6x0000

Sequence number: @ (0x0000)

Originate timestamp: 18 hours, 33 minutes, 19.196 seconds after midnight UTC
Receive timestamp: 18 hours, 33 minutes, 19.196 seconds after midnight UTC
Transmit tieestanp: 18 hours, 33 minutes, 19,196 seconds after midnight uTC

Inttusion Detection In-Depth icmp-

timestamp.ocan

Another ICMP exchange involves a timestamp. This is different from the TCP timestamp and different than
the timestamp that you see when you display output using tepdump. The TCP timestamp is used to measure
round-trip times for packets. Unless the hosts had some type of time synchronization applied, such as by
network time protocol (NTP), it could not be used to accurately compute the individual time taken from sender
to receiver and then compute the time back from receiver to sender.

The sending ICMP time request includes the sender’s timestamp, and it is returned with the time that the
destination host received the request, and a third field contains the time that the destination host returned the
request. Using these three fields, hosts can compute the round-trip time. The timestamps displayed above are
from a local network so they are identical,

What kinds of reconnaissance can an attacker obtain from timestamps, assuming that the timestamps are
somewhat accurate? First, she/he may have an idea of your time zone or where you may be geographically
located. Second, there may be the possibility of identifying better times to attack when there is less scrutiny —
perhaps weekends, nights, and holidays. Finally, examining many timestamps on a given network may give
the attacker some insight into whether or not Network Time Protocol (NTP) is being used. If not, there may be
some issues when trying to perform log correlation.

+ To display the output, enter in the command line;
wireshark icmp-timestamp.pcap
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Using ICMP Responses to
Map Live Hosts

« Host unreachable {inversely map)

* Protocol unreachable

+ Port unreachable

+ Reassembly time exceeded
» Parameter problem

« Echo request/reply

» Timestamp requests/reply

Address mask request/reply
| '___'pefectioi} In-ljépﬂi .

 Intrasio

If any of the above ICMP messages is elicited in some way, hosts in a given network can be mapped to sce if
they are alive. Ifall you receive are “host unreachable™ messages, the 1P address is either not used, in which
case you can conjecture that if you don’t receive this message, the host is alive, or the host is temporarily down
or incapable of responding. A "protocol unreachable message” will alert you to a live host as will "port
unreachable", "reassembly time exceeded”, or "parameter problem" messages. The more direct methods of
sending ICMP requests whether echo, timestamp or address mask will also alert you that a responding host is
alive.

When we discussed UDP port scanning with Nmap, we saw some of the problems encountered with trying to
map using ICMP messages as positive confirmation of a port being closed. The same can be said of trying to
map networks using JCMP error messages as confirmnation of a host’s existence and no ICMP error message
received would imply that the host does not exist. Again, you don’t know if packets have been dropped on the
way fo the target host or blocked on entry or egress to the network. Itis very difficult to determine if a Jack of
response means that the host does not exist or it just means that you were unable to elicit or receive a response,
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Additional Reconnaissance

L e T T L MM e Y

Look at ICMP messages below — what reconnaissance can we
glean?

sec503good.com>sec503evil.com: icmp: sec503good.com udp port ntp
unreachable

1. sec503good.com exists; it is a live host
2. ntp port is not listening

192.0.2.1 > sec503evil.com: icmp: host sec503good.com unreachable
1. 192.0.2.1 is a router in remote network
2, Host sec503good.com most likely is not a live host

Intrusion Detection In-Depth

Many times, we’ve mentioned that ICMP messages contain a lot of information about a network or host if
someone wants to try to gain additional reconnaissance. Looking at the top two records, the first ICMP
message informs us that a UDP port on the target host is not listening. By virtue of the fact that the host
responded, it means that the host is a live host. So, we get two pieces of information about the remote host.

The second message that informs us that host sec503good.com is unreachable and potentially contains more
than meets the eye, as well. If we see a message like this, we know that the sender is a router. This is a helpful
piece of information to have if a scanner is trying to discover the topology of your network. Also, we can be
pretty certain that host sec503good.com is not a live host. Sure, it’s possible that it is temporarily out of
commission, but more likely, it is not a host that a smart scanner would attempt to attack.

There are plenty more ICMP messages that contain a wealth of information if only they can be elicited.
Scanning UDP ports is done via attempting to elicit an ICMP "port unreachable" message. Live UDP ports do
not give any response unless we actually look at the application level. We can also discover the protocols that
a particular host offers by trying to elicit "protocol unreachable" messages. So, you might see where we can
use this “inverse” logic to map traits of a host or network. We assume (sometimes incorrectly so) that the
absence of an ICMP message means the affirmative (a listening UDP port or an offered protocol), and the
presence of an ICMP message means the negative.
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Using ICMP Responses to
Discover Routers

Fragmentation needed but DF bit set

Admin prohibited

Time exceeded in-transit to discover network topology

Address mask reply — discover subnet mask

Destination host unreachable

Intrusion Detection In-Depth

Some of these ICMP error messages are exclusively issued by routers. The address mask can be from a router
or host acting as a router. The "fragmentation required but DF bit set" will allow discovery of the MTU of a
link in the network. Most routers will reply with the MTU that caused the problem. The "admin prohibited"
messages inform that a packet was not allowed into the network. If you examined the embedded message after
the ICMP header, you could discover the blocked protocol/port.

The "time exceeded in-transit" message used by traceroute/tracert can help with router discovery. By
incrementing the initial TTL by 1 and repeating the same connection, discovery of the hierarchy of routers ina
network and which hosts they control may be possible. The address mask reply will allow discovery of the
subnet mask of the router that responds. A "destination host unreachable" message is typically sent by the
router too.
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Normal ICMP

“
e Error messages:

- Redirect
~ Fragmentation required, DF flag set

— Parameter problem

Intrusion Detection In-Depth

We've covered many common ICMP messages in previous material. We'll look at some of those
messages that we haven't covered.
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ICMP Redirect

e T T
TUloboests tezlea

Type: § iRedirect]
{edes 1 iRedirect for hostd
(hecksum: €x333e [correct]
Gateway slidress: 10.2.93.98 {3.2.59.98)

icmp-redirect prap

Host 10.2.10.2 would like to ping host 10,3.71.7. On its way to the destination, it travels through router
10.2.99.95. This router belicves that a better router to use next time would be 16.2.99.98. Router 10.2.99.99
forwards the echo request to the destination, but informs host 10.2.10.2 to make a change in its routing table to
use the gateway 10.2.99.98 when sending subscquent packets to 10.3.71.7,

—{,"- To display the ontput, enter in the command line:

wireshark icmp-redirect.pcap
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Fragmentation Needed and Don't

Fragment Set (1)

Info

i k.
Fragrent oftset; 0
b Tine to Live: 2

Protocol: UDP (Gx11)
b Header checksum: 0xfebe [correct]

Seurce: 192.168.6.2 (192,168.0.2)

bestination: 192,168.1.2 (192.168.1.2)
P User Datagran Protocol, Src Port: 33209 (33285}, Dst Port: 44446 {44446)
Source part: 33289 (33289)

joation : ddd4de (44446)

Intrusion Detection In-Depth R Atk pean

What happens if a packet must be fragmented, yet the Don’t Fragment flag is set? This is a problem for [Pv4
intermediate routers. For instance, host 192.168.0.2 wants to send an oversized packet to 192.168.1.2 yet has
the DF set. It has 1480 bytes of UDP header and data to send.

+ To display the output, enter in the command line:
wireshark iemp-pathmtu.pcap

This is the first record.
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Fragment Set (2)

Destinaion - ?:oiocni '""Sﬂﬁft'eb'o'rf':Dgstinatien;;

N ﬁ:u:u.m.:_u;.ul-'\?'r"\ulnnu.uir;
b Internet Protocl, Sre: 192.168.6.1 {197.168.0.1), Dst: 192.186.6.2 {192.188.8.2)

w Internet Control Message Protocol
Type: 3 {Destination unreachable}
Tode: 4 (Fragrentation needed}
Checksums 8x3347 [correct]

NIl of rext hon. 3468

There is a 1400 byte MTU for a network en route to 192.168.1.12. The router 192.168.0.1 informs the sender
that "fragmentation is nesded" for the smaller MTU of 1400.

“%’ To display the output, enter in the comumand line:
wireshark icmp-pathmtu.peap

This is the second record.
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—
Bad IP Options Problem

Destination

Protocol  Saurce pot  Destination port  : info

'V ANTETNET Protocol, Sre: 192
© Version: 4

Header Tength: 24 bytes
bifferentiated Services Field: Ox18 (DSCP 0x04: Unknown DSCP; ECH: 0x0D)
Total Length: 64

Identification: exB44@ (33956)

Flags: 0xB2 (Don't Fragment}

Frageent offset: o

Tire to lve: 64

Protocol: TCR {8406)

Header checksus: Oxdd@e [correct]

Source: 192,168.122.1 (192.168.122.1)

Destination: 182,168,122.129 (192.168.122.129)

Options: (4 bytes)

i
LT g A 1220 ST 192, I0l, L2 U0 T2 000, Loy

-

-

-

9010 6 408440400040 86 4d 8e €0 28 Ta 01 cb 28
0020 73 a 7f 80 50 5b fa e5 do 0o 00

1
MAAR SR AR SEU A M. As AR AR AR AS AR LK A8 kA

femp-

[ntrusion Detecdon In-Depth AP roarabipcep

There is a catchall ICMP error message known as the “parameter problem”. Vague guidance is given for when
it is to be used, however, it is supposed to be used if an unknown IP option is discovered. The ICMP
"parameter problem" message includes a pointer to the beginning of the problem byte — counting begins at 0.

In the first record above, host 192.168.122.1 attempts to send a SYN packet to 192.168.122.129 with an invalid
IP option of 0xf1.

+ To display the output, enter in the command line:
wireshark iemp-paramprob.pcap
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Parameter Problem

Pl Soutepit Desiatongen o _
35479 > hetp (50T Sepd i

Jioteret Cartrod Hessage Pratocat
Type: 12 IParareter problen]
(hecksin: Dxhded [correct]

el ot

1ntIu:>10n Deét ; on In—Depth .

“iemp-
pammprob.pcap

Host 192.168.122.129 cannot accept the packet because of the invalid IP option. It returns an ICMP

“parameter problem” error and points to byte 20 as the issue.

+ To display the output, enter in the command line:
wireshark icmp-paramprob.pcap

© 2015 Judy Novak

205



ICMPv6

» Substantial ICMPv6 changes

e Added functionality
— Address Resolution Protocol (ARP)
— Multicast group membership (IGMP)
e Many ICMP type values changed
— 0-127: Error messages
— 128-255: Informational

Intrusion Detection In-Depth

TCP and UDP are no different under IPv6 as they are under IPv4. In other words, no new or altered
functionality is found in these protocols (except for jumbogram specification) as well as most other protocols
that ride over IP. However, ICMPv6 has changed significantly as we've learned. Let's just review some of the
changes.

First, Neighbor Discovery Protocol (NDP) provides hosts on a local network a function similar to ARP in
finding an address of a host or node on the same link. But unlike ARP, it also provides a means to determine
what nodes are reachable and it also has the capability to detect changes in link-layer addresses. NDP can also
find duplicate IP addresses in use on the same link. NDP includes a feature for hosts to solicit addresses of
routers on the local network and for routers to advertise their presence.

In IPv4, multicast management (IGMP) was assigned its own protocol value of 2. In [Pv6, multicast functions
are incorporated into ICMP known as Multicast Listener Discovery (MLD). This feature is used to determine
multicast listeners on a link or whether there is a specific address on a link. Multicast addresses and
functionality are used more routinely in IPv6 than IPv4.

You’ll also find that the standard IPv4 ICMP types have changed. The ICMPv4 type 8 is an echo request and
type 0 is an echo reply. Now, ICMPV6 type 128 is an echo request and type 129 is an echo reply. Error
messages have type values less than 128 and should not be blocked. Informational messages are associated
with type values greater than or equal to 128 and may be more secure to block them inbound and outbound.
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Normal ICMP Review

W

« Used to make simple requests

s Used to convey error conditions

» Reconnaissance value in some returned ICMP messages

Tatrusion _Dé;éctidﬁ Tn-Depth

We examined many of the ICMP messages that you may see while monitoring your network. We saw many of
the different informative ICMP error messages. As you noticed, these can be sent both by hosts or routers that
discover a problem. We also discussed the notion that some of the ICMP unreachable errors are best disabled
if you are concerned about the reconnaissance information that may be gathered from them,
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Malicious ICMP

e ———————————————
» We'll examine some ways that ICMP can be used for
purposes other the intended ones:
- Denial of service attacks
~ Additional reconnaissance

— Covert channel

Intrusion Detection In-Depth

Just like many of the other protocols, ICMP can be used for malicious or perhaps more accurately in some
cases — not the intended purpose. This section discusses some of the ways that ICMP has been used for
reconnaissance, as a conduit for denial of service attempts, and as a tunneling protocol.
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Smurf Attack

sec503good . com > ' tep 1; ICMP echo request sent to amplifying
1$2.168,255,255:echo request taroadcast address with spoofed source IP of
sec503good.com

Step 2: Rouwler allows in ICMP echo
\‘l/ request to broadcast address

192,168 netwo

rk
'y

192,16B.x.X >
sec503good.com:
echo reply

Step 3: All ve hosts

- respond with ICMP
echa reply to resl
source IP

sec503good.com

Intrusion Detection Iﬂ-Depth '

The infamous Smurf attack is displayed in this slide. Remember that ICMP can be breadcast; many hosts can
listen and respond to a single ICMP echo request sent to a broadcast address. This capability is used to cxecute
a denial of service against a hapless target host or network.

First, a malicious host crafts an [CMP echo request to a broadcast address of an intermediate network with a
spoofed source IP of the target host. Next, (he intermediate site has to accept the network broadcast activity,
If it does, the TCMP echo request is sent to all hosts on the given broadeast subnet. Finally, all of the live hosts
in the intermediate network that respond will send an [CMP echo reply to what they believe to be the sender,
or the target host. Now, if the malicious user sends many of these, if the intermediate site is large and has
many responding hosts, and if the target sitc is serviced by a smaller pipe, the target host or network on which
it resides can become choked with all the activity and suffer a degradation or denial of service.

So, here is another reason that you may want to deny broadcast traffic from entering into your network,
precluding your site from being used as a Smurf amplification network.
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The site http://smurf.powertech.no offers a list of the top ten current Smurf amplifiers. It also offers you the
capability to enter an IP address to check to see if your network can be used as a Smurf amplifier. As you can
imagine, you are probably not the only one trying to discover whether or not your network can be used as a
Smurf amplifier. Even though the Smurf attack first surfaced years ago, as you can plainly see, there are still

Powertech Smurf
Amplifier Registry

&% powertech

Smurf Amplifier Reglstry (SAR)
http://www.powertech.no/smurf/

Current top ten smurf amplifiers (updated every 5 minutes)
(last update: 2013-07-03 12:41:02 CET)

Metverk #ups  elncidents Registered at Hore AS
2L2. 207,713, 0004 520 0 11008 0754 met-analyzed
£, 238,022, 0,34 ) 0 20130000 2240 ret-snalyred
L, 124, 004 15 0 30i3-02-15 18:30  pet-anslyzed
Lh AL T SR 30 0 20i302.15 18:19 net-analyzed
113 738,024 a2 0 MEF-02-15 19.34 net-analyzed
741, F . 7 0 2062.10-00 33:168 not-araljzed
ES 170 2.0.24 L] O 2003-10-01 Z2:49 net-analyred
108 189,134 D024 a O H0E.04-19 20:4¢  net-amalyzed
b B N E B 3013-03-20 09080 not-anelyzed
&2 1,030, 305 ] 0 1906-02-20 09,4 s
2456092 networks have been probed with the SAR

80 of them are currently broken
193660 have been fixed after being listed hore

Lcllcking on any of the above will only show the verbose registry object for the network, it will not
€ Ie-pro

{re-JProbe this network: || PnomE R |
You MUST hit PROBE, otherwise your request will be | ! d as a lookup only!

Intrusion Detection In-Depth

networks that allow inbound broadcast traffic.
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IPv6 Smurf-Like Attack

« Previously IPv6 RFC 2460 stated if a node/host receives an IPv6 packet
with an unsupported particular IP source option, send ICMP error
message “parameter problem”

» True even if destination address is a multicast address

= Spoof victim source 1P, send IPv6 packet with special IP source options
to muiticast address, and all receivers that do not support option, send
ICMP error message to victim

« RFC2460 updated with provision so that ICMP error messages returned
to unicast addresses only

Intrusion -D;;‘zte{;ﬁdﬁ Tn-Depth

An [Pv6 packet may have IP options in the extensicn headers Hop-by-Hop Options or Destination Options.
RFC 2460, that gives guidance for IPv6, states that if certain IP options found in these particular extension
headers are not supported by a receiving node or host, an ICMP error message “parameter problem” is to be
returned to the sender. This is applicable if the one byte [P optien field in the extension header has a value
where the two high order bits are “10”, In other words, the individual bit values in the IP Option byte would
be “10xx xxxx” where “x" is 0 or 1.

In IPv6 a multicast address is one sent to some or all, depending on the exact muliicast address, the hosts in
broadcast range. Suppose an attacker spoofs an [Pv6 packet from the victim host to all listening multicast
hosts that causes the ICMP error to be returned to the vietim. The returned aggregate ICMP error messages
could potentially cause a DoS of the viclim host.

RFC2460 has since been updated to indicate that the ICMP "parameter problem” error message is to be sent
only if the destination address is a unicasl address.
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IPv6 Smurf-Like Attack in Action

sec503good.com > ££f02::1 .
Step 1: Send IPv6 packet with particular
source option broadcast address with

spoofed source IP of victim.com Listening multicast nodes

TR
EEERN

ep 2: All listening
hosts that do not

ICMP: Parameter support the IP option
Problem send ICMP
il "parameter problem"
sec503good.com error messages.

Intrusion Detection In-Depth

This is a depiction of the IPv6 Smurf-like attack. It starts with an attacker who spoofs an IPv6 packet with an
IP option value in the extension header with the two high-order bits of *10°. The source IP in the packet is the
victim host and the destination is the multicast address of ff02::1 (all hosts) within the network.

Any listening host in the multicast range attempts to process the packet and its extension header IP option. It
sends an ICMP “parameter problem” error to the victim host if it does not support that option. Given enough
listening hosts and perhaps synchronized attacks, it may cause a Do$ for the victim host.
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ptunnel

+ ICMP tunnel between client and proxy

+ Uses ICMP echo request/reply to carry actual packets for other
protocols

+ Stealthy way to send client to ultimate destination

A current ICMP tunneling or covert channel package is known as ptunncl. Unlike an older ICMP tunneling
program named Loki, that direcily sends traffic between two hosts, ptunnel uses a proxy to forward traffic.
The proxy acts more like a host that interprets the type of connection/protocol that the client wishes to use (o
cormect to an actual destination host. This allows the client to “hide” the type and content of the connection to
the actual destination in an ICMP tunnel.

One of the mentioned uses was to circumvent pay-per-use WiFi in public places. Typically, when you attempt
to connect to an open hotspot, you’ll receive an TP address via DHCP. When you attempl some kind of TCP
comnection like LT TP traffic via your web browser, you'll be sent a page that asks for a credit card number.
Unless you pay, you will not be able to send or receive TCP traffic. However, many of these sites allow ICMP
traffic unimpeded even without paying. The user then employs the ptunnel client portion of the software Lo
cstablish an ICMP tunnel to the ptunnel proxy that (s)he controls. The proxy is responsible for taking the
ptunriel payload and turning it into a TCP connection to the destination host.

The traflic between the client and proxy is all ICMP. The traffic between the proxy and the destination is the
actual session. If vou want to read more about ptunnel look at;

http:/freshmeat.net/projects/ptunnel/

© 2015 Judy Novak 213



First: Start the Proxy

192.168.122.131

192,168.122.132

. /ptunnel

192.168.122,1
Listens on port 22 sshd

Destination

Intrusion Detection In-Depth

Client is 192.168.122.131
Proxy is 192.168.122.132
Server is 192.168.122.1

A ptunnel session is started on host Proxy as follows:

J/ptunnel

[inf]: Starting ptunnel v 0.72,

[inf]: (c) 2004-2011 Daniel Stoedle, <daniels@cs.uit.no>

[inf]: Security features by Sebastien Raveau, <sebastien raveau@epita.fr>
[inf]: Forwarding incoming ping packets over TCP.

[inf]: Ping proxy is listening in privileged mode.

[inf]: Incoming tunnel request from 192.168.122.131,

[inf]: Starting new session to 192.168.122.1:22 with ID 61093
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Next: Start the Client

152.168.122.132

192.168.122.1
Desiination | Listens on port 22 sshd -

#./ptunnel -p 192.168.122.132 -1p 8000 -da 192.168.122:1 ~dp 22
# ssh -p 8000 localhost '

Internel

_lm__t:usiq;. Dete mﬂn—Dtpt}a

Here are the commands and output [om running ptunnel on the client:
Jptunnel -p 192.168.122.132 -1p 8000 -da 192.168.122.1 -dp 22

[inf]: Starling ptunnel v 0.72.

[inf]: (¢) 2004-2011 Daniel Stoedle, <daniels@cs.uit.ne>

[inf]: Security fcatures by Sebastien Raveau, <sebastien.raveau@epita.fr>
[inf]: Relaying packets from incoming TCP streams.

[i1f]: Incoming conpection.

[evt]: No running proxy thread - starting it.

[inf]: Ping proxy is listening in privileged mode,

ssh -p 8000 Tocalhost

The authenticity of host ‘[localhost]:8000 {[127.0.0.1]:8000) can't be established.
RSA key finperprint is 9a:31:df'c3:ce:83:b5:ebred:3d:fd:58:71:£4:02:77.

Are you sure you warnt to corllinue connecting (yes/no)? yes

Warning: Permanently added "[localhost]:8000" (RSA) to the list of known hosts.
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On the Surface...

Looks like ICMP echo request/reply between two hosts

192.168.122.131 > 192.168.122.132: ICMP echo request, id 61093, seg
0, length 36

192.168.122.132 > 192.168.122.131: ICMP echo reply, id 61093, seq 0,
length 36

192.168.122,132 > 192.168.122.131: ICMP echo reply, id 61093, seq 0,
length 76

192.168.122.131 > 192.168.122.132: ICMP echo request, id 61093, seq
1, length 916

192.168.122.132 > 192.168.122.131: ICMP echo reply, id 61093, seq 1,
length 916

192.168.122.132 > 192.168.122.131: ICMP echo reply, id 61093, seq 1,
length 36

ptunnel-

Intrusion Detectdon In-Depth clientpcap

If you captured traffic on the client going to the proxy, you would see only ICMP echo requests and replies.
But, there are a couple of oddities about this ICMP traffic. Can you see two things that might identify this
as unique or perhaps tunnel traffic?

First, there is a mismatch between echo requests and echo replies. You see two or more replies for each of
the displayed requests above. This may be indicative of a tunnel. Next, take a look at the sizes of the
payload in the some of the traffic. For instance, 916 or 820 bytes are longer than normal [CMP messages.
Finally, the payloads of an echo request/echo reply pair should be identical, therefore the same length.

To view the output, enter on the command line:

tepdump -nt -r ptunnel-client.pcap -¢ 10
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Under the Hood Client

Destimation srazocol

192.1688.122.132 14%.168.122.131
192.168,122.132 2.168.122,13)
1192,166.122.131 192,168,122 .132
S 182, 166,122,132 182.168.122,131
. 19z.188.122.132 152, 168,122,131
192, 168.172.132 132, 3168.12¢.131
160,122,191 197.168,122.132
2, 168_122.132

0.31756).
9.317762
Dt

S ARG LT

5 R T L EE
= Iaternet Control Hessage Protocol
: Type: B (Eehe {pingd reguest)

Tode: B 41

Checksum: Bxc252 [correctd

Tentifier; Oreeas

Sequence mimbars B (Br0fed]

= Data [23 byles}
pata: DS200ICCOASTRI]DCE0001GIS0BR0ALIOG0FFFFEEDRRaTE, . .

o Jleontk: 2B T
2068 0l be 29 €1 ed b3 o0 ECHT R h: o8 e 4t
4018 4830 60 G0 A0 00 48 21 (9. A OB aff 73 §3 <0

Eche {ping! reply
Eche {ping} reply
Eché {pifdf Fequest
Echo {ping} reply
Echn [pingi réply
. Echo {ping} reply

. Echn fping) seguesy

Intrusion Detection Tr-Depth.

wtunnel-
client.pcap

We see some of the telltale signs of ptunnel in the the data portion of this ICMP echo request.

The session is established using the ICMP D of 61039 {0xeea$) as the ptunnel session identifier. You see this

hex value both in the ICMP header of the packet and the payload pottion of the ICMP message. You can sec
the tunneled packet in the underlined hex valucs in the bytes pane of Wireshark. There are also codes in the

data to tell if the message is starting a new proxy session, contains data, acknowledges receipt of packet, closes

the session, or is authentication related.

As you might imagine, ptunnel can be very slow since it needs to make two connections {client to proxy, proxy

to server) rather than connect directly and requires encryption along the way if the server connection is SSH.

Ta view Lhe output, enter on the command line;
wireshark prunnel-client.pcap
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Under the Hood Client —
SSH Connection

e e —

6 0.315708
7 8.317000
8 9.317541

192,168,122,
192.168.122.131

Protacol  Source port  Destination port

che [ping
Echo [ping) reply
Echa {ping) reply
Eche (ping) reply
Echo (ping) request

ing) reply

132 192,168,122, 131
192,188,122.132
. 182,166,122.131°

Code: 0 {)

= Data (68 bytes)
B?ta:

: -m'r:;n{ﬁ"';n'uﬂu'ur,—s'r TR
;= Interner Control Message Protacel
Type: 8 (Eche {ping) reply)

i Checksum: Ox06Fa frorrect]
| Identifier: Gxeeas
Sequence number: § (exgo08)

o000 0 9 33 00 0 04 R N N

0010 08 60 00 G0 40 B9 40 01 o4 44 c0 a8 Ta B4 cO 8B T..B.8, .D..z...

0020 Ta 83 00 00 06 fa e 25 00 00 d5 20 BE B0 8O 60 Z.....

5630 BO 40 06 GO DO 0D 80 08 0D 02 00 06 0O 80 0D 68

0040 00 27 06 00 oo A% 53 33 4B 2 32 Ze W 2 4f 0 [,'....58 H-2.8-0p

BE58 65 be 53 53 48 51 35 Ze 33 7D 31 20 44 65 62 69 3pl Debi

BO68 61 Be 2d 33 75 62 75 6 74 75 37 od 0a 00 “3ubhun tu7...

O Length (data len) © " patkels: 78 Displayed: 78 Marked:0 v 1 Profile: Default
1] P =

The third packet in the exchange — an ICMP echo reply shows a portion of the sshd connection. This has been
passed from the proxy back to the client as an ICMP reply.

+ To view the output, enter on the command line;
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wireshark ptunnel-client.pcap
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Under the Hood Proxy

pwwlgﬂh Sgur(gpoﬂ Dﬂnmannmnm‘o —

192,166, 132332 . Server Protocel: §54-2.0-0penSeR 3.3p

A B
192,166,338, 151
192.168. 122,

_ ety
Ko oing) regqglst_ ......

ptunne!-

Intru sion Detections In-Depth Prony pean

If you look at the tra(fic from the proxy host, you see the entire exchange, The first two packets are echo
requesl and replies to begin the tunnel between the client and proxy, then some SSH traffic from the proxy (o
the server, and finally the ICMP reply and request from the proxy to the client to deliver the SSH connection.

‘{"‘ To view the output, enter on the command line:
wireshark ptunnel-proxy.pcap
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Malicious ICMP Review
gt ee—

¢ Denial of service attacks
e Additional reconnaissance

e Covert channel

Inttusion Detection In-Depth

Wrapping up this section, we learned that ICMP has been manipulated to be used for other purposes. We've
seen where ICMP can be used for DoS attacks such as Smurf, and the IPv6 source option that permits a flood
of ICMP parameter problem messages.

ICMP provides a lot of information about the network or hosts on the network and can be used for scanning
purposes. Both routers and hosts offer information about different aspects of the state of listening hosts, ports,
network topology and access control lists — to name a few.

We also discussed how ptunnel has completely altered the intended purpose of [CMP by using it as a tunneling
mechanism for stealthy or malicious activity.
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E_xercise:
Introduction:

‘Questions:

Answers:

This page intentionally left blank,

Workbook

"UDP-ICMP"

Approach #1 -
Approach #2 -
Extra Credit -

UDP-ICMP Exercises

Page 54-8

" Page 55-B

Page 58-B
Page 60-B

F’agé 61-B

Intrusion Detecton In-Depth
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Review: Fundamentals of Traffic

Analysis Part 2

» Many different Wireshark display filters available and
accessible in different ways

e Tcpdump filters are more limited, and more complex

» TCPis a reliable protocol, UDP is not, and ICMP is used to
convey error conditions and informational messages in IPv4
and IPv6, and used for Neighbor Discovery Protocol (NDP)
in IPv6

Inttusion Detection In-Depth

Let's wrap up with a summary of what was covered today. We began the day with learning to use Wireshark
display filters to pick out records with some distinguishing characteristic. Wireshark offers several different
ways to compose display filters.

Next, we moved on to everyone's hands-down favorite section on tepdump filters. Designating many of them
is straightforward; however, they become more complex when you want to examine a field that is less than a
byte in length. A mask byte may be necessary to isolate the bit fields of interest.

We looked at embedded protocols next — namely TCP, UDP, and ICMP. TCP is the most widely used
transport protocol because it has mechanisms to ensure reliability. These come with a price — added
complexity and less efficiency. UDP is a simple transport protocol that is used when an exchange can tolerate
packet loss.

Finally, we explored ICMP in more detail to discover that it is used to report about non-transient problems as
well as carry informational messages in both IPv4 and IPv6. ICMP has an expanded role in ICMPv6 as it
carries NDP traffic.
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ABOUT

SANS is the most trusted and by far the largest source for information
security training and certification in the world. It also develops,
maintains, and makes available at no cost the largest collection of
research documents about various aspects of information security,
and it operates the Internet’s early warning system - the Internet
Storm Center. The SANS (SysAdmin, Audit, Network, Security) Institute
was established in 1989 as a cooperative research and education
organization. Its programs now reach more than 165,000 security
professionals around the world. A range of individuals from auditors
and network administrators to chief information security officers are
sharing the lessons they learn and are jointly finding solutions to

S ANS

practitioners in varied global organizations from corporations to
universities working together to help the entire information security
community. SANS provides intensive, immersion training designed
to help you and your staff master the practical steps necessary for
defending systems and networks against the most dangerous threats -
the ones being actively exploited. This training is full of important and
immediately useful techniques that you can put to work as soon as you
return to your office. Courses were developed through a consensus
process involving hundreds of administrators, security managers, and
information security professionals, and they address both security
fundamentals and awareness and the in-depth technical aspects of the

the challenges they face. At the heart of SANS are the many security

IN-DEPTH EDUCATION AND CERTIFICATION

During the past year, more than 17,000 security, networking, and system
administration professionals attended multi-day, in-depth training by
the world's top security practitioners and teachers. Next year, SANS
programs will educate thousands more security professionals in the US
and internationally.

SANS Technology Institute (STI) is the premier skills-based
cybersecurity graduate school offering master's degree in information
security. Our programs are hands-on and intensive, equipping students
to be leaders in strengthening enterprise and global information
security. Our students learn enterprise security strategies and
techniques, and engage in real-world applied research, led by the top
scholar-practitioners in the information security profession. Learn more
about STI at www.sans.edu.

Global Information Assurance Certification (GIAC)

GIAC offer more than 25 specialized certifications in the areas of incident
handling, forensics, leadership, security, penetration and audit. GIAC is
ISO/ANSI/IEC 17024 accredited. The GIAC certification process validates
the specific skills of security professionals with standards established
on the highest benchmarks in the industry. Over 49,000 candidates
have obtained GIAC certifications with hundreds more in the process.
Find out more at www.giac.org.

SANS BREAKS THE NEWS

SANS NewsBites is a semi-weekly, high-level executive summary of
the most important news articles that have been published on com-
puter security during the last week. Each news item is very briefly sum-
marized and includes a reference on the web for detailed information,
if possible. www.sans.org/newsletters/newsbites

@RISK: The Consensus Security Alert is a weekly report sum-
marizing the vulnerabilities that matter most and steps for protection.
www.sans.org/newsletters/risk

Ouch! is the first consensus monthly security awareness report for
end users. It shows what to look for and how to avoid phishing and
other scams plus viruses and other malware using the latest attacks as
examples. www.sans.org/newsletters/ouch

The Internet Storm Center (ISC) was created in 2001 following
the successful detection, analysis, and widespread warning of the LiOn
worm. Today, the ISC provides a free analysis and warning service to
thousands of Internet users and organizations and is actively working
with Internet Service Providers to fight back against the most malicious
attackers. http:/fisc.sans.org

most crucial areas of IT security. www.sans.org

TRAINING WITHOUT TRAVEL ALTERNATIVES

Nothing beats the experience of attending a live SANS training event
with incomparable instructors and guest speakers, vendor solutions
expos, and myriad networking opportunities. Sometimes though,
travel costs and a week away from the office are just not feasible. When
limited time and/or budget keeps you or your co-workers grounded,
you can still get great SANS training close to home.

SANS OnSite Your Schedule! Lower Cost!

With SANS OnSite program you can bring a unique combination of high-
quality and world-recognized instructors to train your professionals at
your location and realize significant savings.

Six reasons to consider SANS OnSite:

1. Enjoy the same great certified SANS instructors and unparalleled courseware
2. Flexible scheduling - conduct the training when it is convenient for you

3. Focus on internal security issues during class and find solutions

4. Keep staff dose to home

5. Realize significant savings on travel expenses

6. Enable dispersed workforce to interact with one another in one place

DoD or DoD contractors working to meet the stringent requirements
of DoD-Directive 85707 SANS OnSite is the best way to help you
achieve your training and certification objectives. www.sans.org/onsite

SANS OnDemand Online Training & Assessments - Anytime, Anywhere
When you want access to SANS' high-quality training ‘anytime, anywhere;
choose our advanced online delivery method! OnDemand is designed to
provide a very convenient, comprehensive, and highly effective means
for information security professionals to receive the same intensive,
immersion training that SANS is famous for. Students will receive:

« Up to four months of access to online training » Hard copy of course hooks

« Integrated lectures by SANS top-rated instructors - Progress reports

» Access to our SANS Virtual Mentor - Labs and hands-on exercises
» Assessments to reinforce your knowledge throughout the course
www.sans.org/ondemand

SANS vLive Live Virtual Training - Top SANS Instructors

SANS vLive allows you to attend SANS courses from the convenience of
your home or office! Simply log in at the scheduled times and join your
instructor and classmates in an interactive virtual classroom. Classes
typically meet two evenings a week for five or six weeks. No other SANS
training format gives you as much time with our top instructors.
www.sans.org/vlive

SANS Simulcast Live SANS Instruction in Multiple Locations!

Log in to a virtual classroom to see, hear, and participate in a class as it
is being presented LIVE at a SANS event! Event Simulcasts are available
for many classes offered at major SANS events. We can also offer
private Custom Simulcasts - perfect for organizations that need to train
distributed workforces with limited travel budgets. www.sans.org/simulcast

For group programs, please contact us at groupsales@sans.org




