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Learning Objectives

Footprinting is the first step in the evaluation of the security posture of the IT infrastructure of a

target organization. Through footprinting and reconnaissance, one can gather maximum

information about a computer system or a network and about any device connected to that

network. In other words, footprinting provides a security profile blueprint for an organization

and should be undertaken in a methodological manner.

This module starts with an introduction to footprinting concepts and provides insights into the

footprinting methodology. The module ends with an overview of footprinting tools and

countermeasures.

At the end of this module, you will be able to:

Describe footprinting concepts

Perform footprinting through search engines and using advanced Google hacking

techniques

Perform footprinting through Internet research services and social networking sites

Perform Whois, DNS, network, and email footprinting

Perform footprinting through social engineering

Use different footprinting tools

Apply footprinting best practices
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Footprinting Concepts

This section aims to familiarize you with footprinting, why it is necessary, and its objectives.
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Objective

Explain Footprinting Concepts
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Ethical Hacking and Countermeasures

Footprinting and Reconnaissance

This step acts as a preparatory phase for the attacker, who needs to gather as much information

as possible to easily find ways to intrude into the target network.
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Reconnaissance
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Reconnaissance
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Reconnaissance (also known as footprinting) refers to the preparatory phase where an attacker seeks to gather as much information as
possible about a target of evaluation prior to launching an attack

Types of Reconnaissance

Passive Active

Gathering information about the target without
direct interaction

Gathering information about the target with

direct interaction

It involves: It involves:

• Open-source Intelligence (OSINT) gathering • DNS interrogation

• Proprietary databases and paid services • Social engineering

• Sharing intelligence with partner organizations
or industry groups

• Network/port scanning

• User and service enumeration
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Reconnaissance (also known as footprinting) refers to the preparatory phase where an attacker

seeks to gather as much information as possible about a target of evaluation prior to launching

an attack. An essential aspect of footprinting is identifying the level of risk associated with the

organization's publicly accessible information. Footprinting, the first step in ethical hacking,

refers to the process of collecting information about a target network and its environment. Using

footprinting, you can find a number of opportunities to penetrate and assess the target

organization's network.

After you complete the footprinting process in a methodological manner, you will obtain the

blueprint of the security profile of the target organization. Here, the term "blueprint" refers to

the unique system profile of the target organization acquired by footprinting.

There is no single methodology for footprinting, as information can be traced in a number of

ways. However, the activity is important, as you need to gather all the crucial information about

the target organization before beginning the hacking phase. For this reason, footprinting needs

to be carried out in an organized manner. The information gathered in this step helps in

uncovering vulnerabilities existing in the target network and in identifying different ways of
exploiting these vulnerabilities.

Types of Footprinting/Reconnaissance

Footprinting can be categorized into passive footprinting and active footprinting.

Passive Footprinting

Passive footprinting involves gathering information about the target without direct

interaction. It is mainly useful when the information gathering activities are not to be

detected by the target. Performing passive footprinting is technically difficult, as active
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traffic is not sent to the target organization from a host or anonymous hosts or services

over the Internet. We can only collect archived and stored information about the target

using search engines, social networking sites, and so on.

It involves:

o Open-source Intelligence (OSINT) gathering

o Proprietary databases and paid services

o Sharing intelligence with partner organizations or industry groups

Active Footprinting

Active footprinting involves gathering information about the target with direct

interaction. In active footprinting, the target may recognize the ongoing information

gathering process, as we overtly interact with the target network. Active footprinting

requires more preparation than passive footprinting, as it may leave traces that may alert

the target organization.

It involves:

o DNS interrogation

o Social engineering

o Network/port scanning

o User and service enumeration
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Information Obtained in Footprinting

A

&&£

Organization information Network information

%
System information

• Employee details • Domain and sub-domains • Web server OS

• Telephone numbers • Network blocks • Location of web servers

• Branch and location details • Network topology, trusted • Publicly available email

• Background of the organization

• Web technologies

• News articles, press releases,
and related documents
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routers, and firewalls

• IP addresses of the reachable
systems

• Whois records

• DNS records

information,visit wwwjeccouncil.org

addresses

• Usernames and passwords

Information Obtained in Footprinting

The major objectives of footprinting include collecting the network information, system

information, and organizational information of the target. By conducting footprinting across

different network levels, you can gain information such as network blocks, specific IP addresses,

employee details, and so on. Such information can help attackers in gaining access to sensitive

data or performing various attacks on the target network.

Organization Information: The information about an organization is available from its

website. In addition, you can query the target's domain name against the Whois database

and obtain valuable information.

The information collected includes:

o Employee details (employee names, contact addresses, designations, and work

experience)

o Addresses and mobile/telephone numbers

o Branch and location details

o Partners of the organization

o Web links to other company-related sites

o Background of the organization

o Web technologies

o News articles, press releases, and related documents

o Legal documents related to the organization

o Patents and trademarks related to the organization
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Attackers can access organizational information and use such information to identify key

personnel and launch social engineering attacks to extract sensitive data about the entity.

Network Information: You can gather network information by performing Whois

database analysis, trace routing, and so on.

The information collected includes:

o Domain and sub-domains

o Network blocks

o Network topology, trusted routers, and firewalls

o IP addresses of the reachable systems

o Whois records

o DNS records and related information

System Information: You can gather system information by performing network

footprinting, DNS footprinting, website footprinting, email footprinting, and so on.

The information collected includes:

o Web server OS

o Location of web servers

o Publicly available email addresses

o Usernames, passwords, and so on.

Objectives of Footprinting

To build a hacking strategy, attackers must gather information about the target organization's

network. They then use such information to identify the easiest way to break through the

organization's security perimeter. As mentioned previously, the footprinting methodology makes

it easy to gather information about the target organization and plays a vital role in the hacking

process.

Footprinting provides an outline of the security posture, such as the placement of firewalls,

proxies, and other security solutions. Hackers can analyze the footprinting report to identify

loopholes in the security posture of the target organization and build a hacking plan accordingly.

By using a combination of tools and techniques, attackers can take an unknown entity (for

example, XYZ Organization) and reduce it to a specific range of domain names, network blocks,

and individual IP addresses of systems directly connected to the Internet, in addition to other

details pertaining to its security posture.

A detailed footprint provides maximal information about the target organization, allowing the

attacker to identify vulnerabilities in the target systems to select appropriate exploits. Attackers

can build their own information database regarding the security weaknesses of the target

organization. Such a database can then help in identifying the weakest link in the organization's

security perimeter.
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Footprinting Threats

The following are assorted threats made possible through footprinting:

Social Engineering: Without using any intrusion methods, hackers directly and indirectly

collect information through persuasion and other means. Hackers gather crucial

information from willing employees who are unaware of the hackers' intent.

System and Network Attacks: Footprinting enables an attacker to perform system and

network attacks. Thus, attackers can gather information related to the target

organization's system configuration, the operating system running on the machine, and

so on. Using this information, attackers can find vulnerabilities in the target system and

then exploit such vulnerabilities. They can then take control of a target system or the

entire network.

Information Leakage: Information leakage poses a threat to any organization. If sensitive

information of an entity falls into the hands of attackers, they can mount an attack based

on the information or alternatively use it for monetary benefit.

Privacy Loss: Through footprinting, hackers can access the systems and networks of the

organization and even escalate the privileges up to admin levels, resulting in the loss of

privacy for the organization as a whole and for its individual personnel.

Corporate Espionage: Corporate espionage is a central threat to organizations, as

competitors often aim to attempt to acquire sensitive data through footprinting. Through

this approach, competitors can launch similar products in the market, alter prices, and

generally undermine the market position of a target organization.

Business Loss: Footprinting can have a major effect on organizations such as online

businesses and other e-commerce websites as well as banking and finance-related

businesses. Billions of dollars are lost every year due to malicious attacks by hackers.
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Footprinting Methodology

Now that you are familiar with footprinting concepts and potential threats, we will discuss the

footprinting methodology. The footprinting methodology is a procedure for collecting

information about a target organization from all available sources. It involves gathering

information about a target organization, such as URLs, locations, establishment details, number

of employees, specific range of domain names, contact information, and other related

information. Attackers collect this information from publicly accessible sources such as search

engines, social networking sites, Whois databases, and so on. The diagram given below illustrates

the common techniques used to collect information about the target organization from different

sources.

Figure 2.1: Footprinting Techniques
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Objective

Demonstrate Footprinting through
Search Engines

Passive Reconnaissance

Footprinting through Search Engines

Search engines are the main sources of key information about a target organization. They play a

major role in extracting critical details about a target from the Internet. Search engines use

automated software, i.e., crawlers, to continuously scan active websites and add the retrieved

results in the search engine index that is further stored in a massive database. When a user

queries the search engine index, it returns a list of Search Engine Results Pages (SERPs). These

results include web pages, videos, images, and many different file types ranked and displayed

according to their relevance. Many search engines can extract target organization information

such as technology platforms, employee details, login pages, intranet portals, contact

information, and so on. The information helps the attacker in performing social engineering and

other types of advanced system attacks.
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Footprinting Using Advanced Google Hacking Techniques

• Attackers use search engines to extract information about a target, such as employed technology platforms, employee details, login
pages, and intranet portals, which help the attacker to perform social engineering and other types of advanced system attacks

• Google hacking refers to the use of advanced Google search operators for creating complex search queries to extract sensitive or hidden
information that helps attackers find vulnerable targets

Popular Google advanced search operators

Search Operator Purpose Search Operator Purpose

[cache:]
Displays the web pages stored in the Google
cache

[allintitle:]
Restricts the results to those websites containing
all the search keywords in the title

[link:]
Lists web pages that have links to the specified
web page [intitle:]

Restricts the results to documents containing the
search keyword in the title

[related:]
Lists web pages that are similar to the specified
web page [allinurl:]

Restricts the results to those containing all the
search keywords in the URL

[info:]
Presents some information that Google has about
a particular web page [inurl:]

Restricts the results to documents containing the
search keyword in the URL

[site:]
Restricts the results to those websites in the given
domain [location:] Finds information for a specific location

Copyright ©BC- Council. All Rights Reserved. Reproduction is Strictly Prohibited.For more information,visit wwwjeccouncil.org

A Google search could reveal submissions to forums by security personnel, disclosing the brands

of firewalls or antivirus software used by the target. This information helps the attacker in

identifying vulnerabilities in such security controls.

For example, consider an organization, perhaps Microsoft. Type Microsoft in the Search box of a

search engine and press Enter; this will display the results containing information about

Microsoft. Browsing the results often provides critical information such as physical location,

contact addresses, services offered, number of employees, and so on, which may prove to be a

valuable source for hacking.

Examples of major search engines include Google, Bing, Yahoo, Ask, Aoi, Baidu, Yandex,

WolframAlpha, and DuckDuckGo.

Attackers can use advanced search operators available with these search engines and create

complex queries to find, filter, and sort specific information regarding the target. Search engines

are also used to find other sources of publicly accessible information. For example, you can type

"top job portals" to find major job portals that provide critical information about the target

organization.

As an ethical hacker, if you find any deleted pages/information about your company in SERPs or

the search engine cache, you can request the search engine to remove the pages/information

from its indexed cache.

Google hacking refers to the use of advanced Google search operators for creating complex

search queries to extract sensitive or hidden information. The accessed information is then used

by attackers to find vulnerable targets. Footprinting using advanced Google hacking techniques
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involves locating specific strings of text within search results using advanced operators in the

Google search engine.

Advanced Google hacking refers to the art of creating complex search engine queries. Queries

can retrieve valuable data about a target company from Google search results. Through Google

hacking, an attacker tries to find websites that are vulnerable to exploitation. Attackers can use

the Google Hacking Database (GHDB), a database of queries, to identify sensitive data. Google

operators help in finding the required text and avoiding irrelevant data. Using advanced Google

operators, attackers can locate specific strings of text such as specific versions of vulnerable web

applications. When a query without advanced search operators is specified, Google traces the

search terms in any part of the webpage, including the title, text, URL, digital files, and so on. To

confine a search, Google offers advanced search operators. These search operators help to

narrow down the search query and obtain the most relevant and accurate output.

The syntax to use an advanced search operator is as follows: operator: search_term

Note: Do not enter any spaces between the operator and the query.

Some popular Google advanced search operators include:

Source: https://www.googleguide.com

site: This operator restricts search results to the specified site or domain.

For example, the [games site: www.certifiedhacker.com] query gives information on

games from the certifiedhacker site.

allinurl: This operator restricts results to only the pages containing all the query terms

specified in the URL.

For example, the [allinurl: google career] query returns only pages containing the words

"google" and "career" in the URL.

inurl: This operator restricts the results to only the pages containing the specified word

in the URL.

For example, the [inurl: copy site:www.google.com] query returns only Google pages in

which the URL has the word "copy."

intext: This operator displays the results containing the specific keyword within the body

of the webpage.

For example, the [intext:"vpn configuration"] query returns the pages containing the

phrase "vpn configuration" in their body text.

allintitle: This operator restricts results to only the pages containing all the query terms

specified in the title.

For example, the [allintitle: detect malware] query returns only pages containing the

words "detect" and "malware" in the title.
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intitle: This operator restricts results to only the pages containing the specified term in

the title.

For example, the [malware detection intitle:help] query returns only pages that have the

term "help" in the title, and the terms "malware" and "detection" anywhere within the

page.

inanchor: This operator restricts results to only the pages containing the query terms

specified in the anchor text on links to the page.

For example, the [Anti-virus inanchor:Norton] query returns only pages with anchor text

on links to the pages containing the word "Norton" and the page containing the word

"Anti-virus."

allinanchor: This operator restricts results to only the pages containing all query terms

specified in the anchor text on links to the pages.

For example, the [allinanchor: best cloud service provider] query returns only pages for

which the anchor text on links to the pages contains the words "best," "cloud," "service,"

and "provider."

cache: This operator displays Google's cached version of a web page instead of the current

version of the web page.

For example, [cache:www.eff.org] will show Google's cached version of the Electronic

Frontier Foundation home page.

link: This operator searches websites or pages that contain links to the specified website

or page.

For example, [link:www.googleguide.com] finds pages that point to Google Guide's home

page.

Note: According to Google's documentation, "you cannot combine a link: search with a

regular keyword search."

Also note that when you combine link: with another advanced operator, Google may not

return all the pages that match.

related: This operator displays websites that are similar or related to the URL specified.

For example, [related:www.microsoft.com] provides the Google search engine results

page with websites similar to microsoft.com.

info: This operator finds information for the specified web page.

For example, [info:gothotel.com] provides information about the national hotel directory

GotHotel.com home page.

location: This operator finds information for a specific location.

For example, [location: 4 seasons restaurant] will give you results based on the term "4

seasons restaurant.”
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filetype: This operator allows you to search for results based on a file extension.

For Example, [jasminejpg] will provide jpg files based on jasmine.

source: This operator displays information from a specific website in Google News.

For example, [Malware news source:"Hacker News"] returns articles from Hacker News

containing the word "Malware".

phonebook: This operator finds the residential and business phone numbers of a person

or organization.

For example, [phonebook:Sundar Pichai] will provide Sundar Pichai's phone number.

before: This operator filters search results to include only content published before a

specified date.

For example, [ransomware before:2020-06-29] will give results about the ransomware

that occurred before June 29, 2020.

after: This operator finds information that was published after a certain date.

For example, [site:wikipedia.org after:2023-01-01 artificial intelligence] will retrieve

Wikipedia articles about artificial intelligence published after January 1, 2023.

What can a Hacker Do with Google Hacking?

An attacker can create complex search-engine queries to filter large amounts of search results to

obtain information related to computer security. The attacker can use Google operators to locate

specific strings of text within search results. Thus, the attacker can not only detect websites and

web servers that are vulnerable to exploitation but also locate private and sensitive information

about the target. Once a vulnerable site is identified, attackers attempt to launch various possible

attacks, such as buffer overflow and SQL injection, which compromise information security.

Examples of sensitive information on public servers that an attacker can extract with the help of

Google Hacking Database (GHDB) queries include:

Error messages that contain sensitive information

Files containing passwords

Sensitive directories

Pages containing logon portals

Pages containing network or vulnerability data, such as IDS, firewall logs, and

configurations

Advisories and server vulnerabilities

Software version information

Web application source code

Connected loT devices and their control panels, if unprotected

Hidden web pages such as intranet and VPN services
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Example: Use Google Advance Operator syntax [intitle:intranet inurl:intranet

+intext:"human resources"] to find sensitive information about a target organization and

its employees. Attackers use the gathered information to perform social engineering attacks.

The screenshot below shows a Google search engine results page displaying the results for the

query mentioned above.

G [intitle:intranet murkintranet X + — OX

<- -> C iz google.com/search?q=%5Bintitle%3Aintranet+inurl%3Aintranet+%2Bintext%3A"human+r... Q Q, O Fl X

[intitle intranet inuriintranet +intext.’human resources’] I £ Q.

Images Ehs Videos News Shopping Books Maps Flights Finance

About 12.200 results (0.24 seconds)

Claromentis
https /i'www claromentis com > intranet-departments > h— •

Intranet software for human resources teams
Intranet software for human resources teams Improve information sharing streamline

processes and onboard new employees with our HR intranet software

All filters » Tools SafeSearch ’

ri LumApps

https:/<'www.lumapps.com > modem-intranet > hr-<ntrane... ;

HR Intranet TOP 12 Features and its Benefits for Employees
The intranet gives the Human Resources Department tools employees can use to monitor their

professional and personal goals on an annual basis Once the goals

El
Lawrence Berkeley National Laboratory ( gov)

“ * https A'ehs IB.gov > resource > intranet •

Intranet (Staff Only) - Environment, Health & Safety

9 Jul 2018 — Division Contacts Administrative and Finance (continued) Downloads-Logos &

Templates EHS Administrative Help Desk Human Resources (continued).

zjz intranet ai

httpsi/mtranetai > Andes > Intranet •

HR intranet 5 features that will boost HR's productivity

The intranet offers human resources an effective way to get results Periodically short surveys

with 2/3 open or closed questions can be conducted, also using

Figure 2.2: Search engine results for given Google Advance Operator syntax
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Footprinting Using Advanced Google Hacking Techniques with Al

An attacker can also leverage Al-powered ChatGPT or
other generative Al technology to perform this task by
using an appropriate prompt such as:

“Use filetype search operator to obtain pdf files on
the target website eccouncil.org and store the result
in the recon1.txt file”

•* * sgpt —chatfootprint -sheirUsefiletypesearchoperatortoobtainpdffilesonthetargetwebsite

File Edit View Search Terminal Help

i— rootSparrot
। #sgpt --chat footprint --shell "Use filetype search operator to obtain!

pdf files on the target website eccouncil.org and store the result in theI
reconl.txt file"
lynx --dump "http: //www.google.com/search?q«site:eccouncil.org+filetype:pdfl
" | grep "http" | cut -d -f2 I grep -o ”http[A&)*" > reconl.txt |
[EJxecute, [D]escribe, (A]bort: E
- rootSparrot - -
I

••• reconl.txt (~) - Ptuma (as superuser)

File Edit View Search Tools Documents Help

D i°P» ’1 t) C X • Q

reconl.txt x

lpttpsT//cert.eccouncil.org/images/doc/candidateagreement.pdf
2 https: / /aspen.eccouncil.org/Docs/Applications/

ATC_Agreementv9.0.pdf

3 https://iclass.eccouncil.org/wp-content/uploads/2019/10/CSA-

Essential-Concepts-Self-Study.pdf
4 https://aspen.eccouncil.org/Docs/UserGuides/AccessCourseware-

UserGuide.pdf

5 https://aspen.eccouncil.org/Docs/UserGuides/CEHPractical-

DashboardUserGuide.pdf
6 https: //cert.eccouncil.org/images/doc/CEH-Handbook-v6.pdf

7 https://aspen.eccouncil.org/Docs/CISOMAG/CISOMAG-January2020-

Preview.pdf

8 https: //cert.eccouncil.org/images/doc/CEH-Handbook-v5.pdf

9 https://cert.eccouncil.org/images/doc/Appeal-Form-v2.pdf
10 https://cert.eccouncil.org/images/doc/CND-Handbook-v4.pdf

Plaintext - Tab Width: 4 Ln1,Coll INS
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Footprinting Using Advanced Google Hacking Techniques with AI

Attackers can leverage Al-powered technologies to enhance and automate their footprinting

tasks. With the aid of Al, attackers can effortlessly use advanced Google hacking techniques to

acquire valuable insights about their target.

For instance,

An attacker can use Al-powered technologies such as ShelIGPT to perform this task by using an

appropriate prompt such as:

"Use filetype search operator to obtain pdf files on the target website eccouncil.org and store

the result in the reconl.txt file"

••• sgpt -chat footprint -shell "Use filetype search operator to obtain pdf files on the target website

File Edit View Search Terminal Help

i-[root@parrot ~]

#sgpt --chat footprint --shell "Use filetype search operator to obtain

pdf files on the target website eccouncil.org and store the result in the

reconl.txt file"
lynx - -dump "http: / /www.google.com/ search?q=site:eccouncil.org+filetype:pdf

" | grep "http" | cut -d -f2 | grep -o "http[A&]*" > reconl.txt

[EJxecute, [D]escribe, [A]bort: E

r- [ root@parrot

4

Figure 2.3: Prompt for Advanced Google Hacking with Al
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The following shell command is designed to conduct advanced Google hacking using the

"filetype" operator to specifically target PDF files within the eccouncil.org domain. The command

then saves the obtained results to a file named "reconl.txt":

lynx --dump "http://www.google.com/search?q=site:eccouncil.org+filetype:pdf"
|grep "http"|cut -d "=" -f2| grep -o "http[A&]*" > reconl.txt

'lynx —dump

"http://www.google.com/search?q=site:eccouncil.org+filetype:pdf"':
Initiates the Lynx web browser in dump mode to access Google's search results for PDF

files within the eccouncil.org domain.

'|grep "http"':Filters out lines containing the string "http" from the Lynx output.

|cut -d "=" -f2 Splits each line using the "=" delimiter and selects the second

field.

'| grep -o "http[A&]*"':Searches for patterns starting with "http" followed by any

characters except

> reconl.txt':Redirects the final output to a file named "reconl.txt" for storage.

••• reconl.txtH- Pluma (as superuser)

File Edit View Search Tools Documents Help

Q t.Op"' ’1 O Ur C x OI Q. K
reconl.txt x

1Jittps: //cert .eccouncil.org/images/doc/candidateagreement .pdf

2 https: //aspen.eccouncil.org/Docs/Applications/

ATC_Agreementv9 .0.pdf

3 https://iclass.eccouncil.org/wp-content/uploads/2019/10/CSA-

Essential-Concepts-Self-Study.pdf

4 https://aspen.eccouncil.org/Docs/UserGuides/AccessCourseware-

UserGuide.pdf

5 https: //aspen.eccouncil.org/Docs/UserGuides/CEHPractical-

DashboardUserGuide.pdf

6 https: //cert .eccouncil.org/images/doc/CEH-Handbook-v6.pdf

7 https://aspen.eccouncil.org/Docs/CISOMAG/CISOMAG-January2020-

Preview.pdf

8 https: //cert .eccouncil.org/images/doc/CEH-Handbook-v5.pdf

9 https://cert.eccouncil.org/images/doc/Appeal-Form-v2.pdf

10 https: //cert .eccouncil.org/images/doc/CND-Handbook-v4.pdf

Plaintext- Tab Width: 4 - Ln1, Coll INS

Figure 2.4: Output for Advanced Google Hacking with Al
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10 Module 02 1 Footprinting and Reconnaissance

Google Hacking Database

EC-Council C|EH

The Google Hacking Database (GHDB) is an
authoritative source for querying the ever-widening
reach of the Google search engine

Attackers use Google dorks in Google advanced
search operators to extract sensitive information
about their target, such as exposed files, directories,
and devices that could be exploited, vulnerable
servers, error messages, sensitive files, login pages,
and websites

^EXPLOIT
Database

C npkMt-db com/google hadung-daubaw D Q iWMKh to •

https://www.exploit-db.com/google-hacking-dotobase

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwwBccouncil.org

Google Hacking Database

Source: https://\A/\A/\A/.exploit-db.com/google-hacking-database

The GHDB is a subset of the Exploit-DB and focuses on using Google search queries (often

referred to as "Google Dorks") to find sensitive information inadvertently exposed on the web.

These queries exploit advanced Google search operators to uncover the following:

Sensitive files: Such as configuration files, database dumps, and log files that may contain

usernames, passwords, or other confidential data.

Exposed directories: Open directories on web servers that might contain sensitive

information.

Error messages: Web server or application error messages that may reveal server

configurations or vulnerabilities.

Vulnerable devices: Identifying specific types of devices or software versions known to

have vulnerabilities.

Google Hacking Database Categories:

Footholds

Files Containing Usernames

Sensitive Directories

Web Server Detection

Vulnerable Files

Vulnerable Servers

Error Messages

Files Containing Juicy Info

Files Containing Passwords

Sensitive Online Shopping Info

Network or Vulnerability Data

Pages Containing Login Portals

Various Online Devices

Advisories and Vulnerabilities
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Google Hacking Database (GhI X

Oexploit-db.com/google-hacking-database Relaunch to update

Google Hacking Database

Quick Search

AuthorCategory

2024-05-13 'START test-database* extlog

2024-05-13 'Header for logs at time" extlog

2024-05-01 mtitle’GlobalProtect Portal' Files Containing Juicy Info Javier Bernardo

intext'dhcpd.conr 'index of Files Containing Juicy Info2024-0501

20240501 intitle:index of /etc/openldap Files Containing Juicy Info Joel Indra

20240501 Files Containing Juicy Infointitle:7zircote/swagger-php’

Files Containing Juicy Info2024-0501 Jagdish rathod

2024-0501 intitle:'index of' setting.php Files Containing Juicy Info saurabh kode

2024-0501 'PHP Fatal error:' ext log OR ext:txt Files Containing Juicy Info

20240501

2024-04-19 'rbac.yaml'| "role.yamr | ‘rolebinding.yaml*| '•-rbac.yaml' intitle:'index oF Files Containing Juicy Info vinit asher

liL

Prathamesh

Waidande

Anirudh Kumar

Kushwaha

Files Containing

Usernames

Files Containing

Usernames

Nadir Boulacheb

(RubX)

Nadir Boulacheb

(RubX)

Nadir Boulacheb

(RubX)

sitepreprod.* * inuitlogin

site uat ** inurl:login Files Containing Juicy Info Jagdish rathod

T Filters % Reset All

© - $

Date ~ ,
, , Dori

Added

Figure 2.5: Screenshot of Google Hacking Database

Attackers can leverage the GHDB in various ways to identify and exploit vulnerabilities:

Reconnaissance: Attackers use GHDB queries to gather information about potential

targets, including exposed files, directories, and devices that could be exploited.

Exploiting Misconfigurations: By identifying sensitive information exposed through

misconfigured web servers or services, attackers can exploit these misconfigurations to

gain unauthorized access.

Finding Vulnerable Systems: Using GHDB, attackers can locate systems running outdated

or vulnerable software versions, providing a starting point for further exploitation.

Credential Harvesting: Sensitive information found through GHDB queries can include

usernames and passwords, which attackers can use for credential stuffing or brute force

attacks.

Identifying Open Ports and Services: Some GHDB queries can reveal open ports and

services on a network, giving attackers a map of potential entry points.

Attackers can also use SearchSploit, which is a command-line search tool for Exploit-DB that

allows taking a copy of the Exploit database for remote use. It allows attackers to perform

detailed offline searches through their locally checked-out copy of the repository. This capability

is particularly useful for security assessments of segregated or air-gapped networks without

Internet access.

Module 02 Page 140 Ethical Hacking and Countermeasures Copyright © by EC-COlincil
All Rights Reserved. Reproduction is Strictly Prohibited.

https://technet24.ir


Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Footprinting and Reconnaissance

VPN Footprinting through Google Hacking Database

Google hacking operators or Google dorks can be used for footprinting virtual private networks

(VPNs). They provide information such as pages containing login portals and directories with keys

of VPN servers.

The following tables summarize some Google hacking operators or Google dorks that are used to

obtain specific information for VPN footprinting.

Table 2.1: Google search queries for VPN footprinting

Google Dork Description

inurl:,7sslvpn_logon.shtml" intitle:"User Authentication"

"WatchGuard Technologies"
Finds pages containing login portals

inurl:/sslvpn/Login/Login
Finds VPN login portals

site:vpn.*.*/ intitle:"login"

inurkweblogin

intitle:("USG20-VPN"|"USG20W-

VPN"|USG40 1 USG40W|USG60 1 USG60W|USG110 1USG210 1 U

SG310 1 USG1100 1 USG1900 1 USG2200 1 "ZyWALLllO"|"ZyWALL

310"|"ZyWALLllOO"|ATP100 1 ATP100W|ATP200 1 ATP500 1 AT

P700 1 ATP800 1 VPN50 1 VPN100 1VPN300 1 VPN000 1 "FLEX")

Finds hosts with the Zyxel hardcoded

password vulnerability

intext:Please Login SSL VPN inurl:remote/login

intext:FortiClient
Finds Fortinet VPN login pages

site:vpn.*.*/ intext:"login" intitle:"login" Retrieves various VPN login pages

intitle:"index of" /etc/openvpn/
Retrieves juicy information and

sensitive directories

"-—BEGIN OpenVPN Static key VI—-" ext:key Finds OpenVPN static keys

intitle:"index of" "vpn-config.*"
Retrieves juicy information about the
vpn-config file

Index of / *.ovpn
Finds OpenVPN configuration files,
some certificates, and keys

inurl:,7vpn/tmindex.html" vpn
Finds Netscaler and Citrix Gateway

VPN login portals

intitle:"SSL VPN Service" + intext:"Your system administrator

provided the following information to help understand and

remedy the security conditions:"

Finds Cisco Adaptive Security

Appliance (ASA) login web pages

VPN Footprinting through Google Hacking Database with AI

Attackers can leverage Al-powered technologies to enhance and automate their footprinting

tasks. With the aid of Al, attackers can perform VPN footprinting effortlessly and acquire valuable

insights.
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For instance,

An attacker can use ChatGPT to perform this task by using an appropriate prompt such as:

"Use inurl search operator to obtain the Fortinet VPN login pages"

••• sgpt—chat footprint—sheirUseinurlsearchoperatortoobtaintheFortinetVPNloginpages"-Parr

File Edit View Search Terminal Help

#sgpt --chat footprint --shell "Use inurl search operator to obtain the

Fortinet VPN login pages"

lynx --dump "http: //www.google.com/search?q=inurl:%22remote+login%22+fortinet

+0R+fortigate+0R+%22ssl+vpn%22" | grep "http" | cut -d "=" -f2 | grep -o "htt

[E]xecute, [D]escribe, [A]bort: E

https: / /sslvpn.adata.com/remote/login

https: //vpn.csm.com.cn:10443/remote/login

https: //hs. fortiddns.com:10443/remote/login

https: / / fw.abilitycorp.com. tw/remote/ login

https: / /109.117.15.203 /remote/login

https: //custvpn.coreitx .com/remote/ login
https://community.spiceworks.com/topic/2324366-customer-needs-remote-login-to

-evalutate-software-and-product -on-lan

https: //www.bobstandards .bw:10443/remote/login

https: //net .summerclassics .com/ remote/login

https: //vpn-mcs.pmruservice.com/remote/login

http: / / support .google.com/websearch?p

https: / /accounts .google.com/ ServiceLogin?continue

http://www.google.com/intl/en_us/policies/privacy/

http://www.google.com/intl/en_us/policies/terms/

r- [root©parrot

Figure 2.6: Use inurl search operator to obtain the Fortinet VPN login pages

This command is designed to search for Fortinet VPN login pages using Lynx, a text-based web

browser, along with Google search queries.

Lynx -dump
http://www.google.com/search?q=inurl:%22remote+login%22+fortinet+OR+fortigate
+OR+%22ssl+vpn%22|grep "http| cut -d "" -f2|grep -o "http[A&]*"

It fetches Google search results based on the specified query, extracts the URLs from the results,

and then filters and formats the URLs before displaying them. The overall goal is to identify

Fortinet VPN login pages from the search results.

'lynx -dump
"http://www.google.com/search?q=inurl:%22remote+login%22+fortinet+OR+fo

rtigate+OR+%22ssi+vpn%22"':This part of the command uses Lynx to access the

Google search results page for the specified query. The query searches for web pages

containing the phrase "remote login" in the URL and either "Fortinet", "Fortigate", or

"ssl vpn" in the content.

'| grep "http"':This part of the command pipes the output of the Lynx command to

the 'grep' command, which filters out lines containing the string "http".

'| cut -d "=" -f2': This part of the command pipes the output of the previous

command to the 'cut' command, which splits each line using the "=" delimiter and selects

the second field.
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'| grep -o nhttP[A&] This part of the command pipes the output of the previous

command to another 'grep' command, which searches for patterns starting with "http"

followed by any characters except
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11 Module 02 1 Footprinting and Reconnaissance EC-Council C|EH

Footprinting through SHODAN Search Engine
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Footprinting through SHODAN Search Engine

Source: https://www.shodan.io

Shodan is a search engine that enables attackers to perform footprinting at various levels. It is

used to detect devices and networks with vulnerabilities. A search in Shodan for VoIP and VPN

footprinting can deliver various results, which will help gather VPN- and VoIP-related

information. The following screenshots show some of the VPN and VoIP footprinting search

results obtained through Shodan:
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VoIP

TOTAL RESULTS
'1^1 View Report £*) Browse Images QD View on Map

204,560 Access Granted: Wart to get more out of your existing Shocan account? Check out

everything you have access to.
TOP COUNTRIES

151.48.235.161 30Q44&O7TTB48C7£G1SC

CSuq. *2 OPTIONS

Content -L...

XQ4-O3-C7TD94722 190985

CSoq; 42 OPTIONS

TOP PORTS

37.101.203.236 30Q4^)3JJTTD94654 401BOO

TOP ORGANIZATIONS

WIND TRE ..137,590

WINDTelec... 10,987

9>odan Momter DeveloperMaps More

Shodan Explore Pricing £ Login

CSuq; 42 OPTIONS

liter-Agent: CHInk VoIP St

Supported. repl<K*i,tLaer

To: <ilp.n»i2a»»«i2>.t4A«l<19<b8ecibbS2S13c4SSeoal3<4-7S>'98B5B elite

Cell- 10: SMM

vie: S1P/2.0/U0P aa.cpc*lvpd>224.2S2.13S.0?;rport>2A*ie,brench>*oo

Content ...

Supported, replecei.tlow,iMrel

vie: SIP/2.P/UCP M.r«c*lvvd«224

To: <tlp:nei2£twi2>,ta*>l*1>4bb8 ulub3B9? 13L4 SS8e alB4b iSoodblf bl8db

Cell-10: SMtiO

WIND TRE
SPA.

11 Italy. Fooaa

To: <iip:n»0aM»2>.ta««44Sf IB 43181S9? -13c4 $60» 12262d oa^ddbf 122b2d

Cell 10: ->eeee

adw-u1-161-23
5 4B-151.«yx1.«

WIND

TMconrunicazioni
Sp.A

II Italy. Cor-o

Italy 190.048

Taiwan 4,700

Germany 2,300

United States U78 151.21.16.67
ppp-67-16 21-1

South Africa 842
WIND TRE

More. . SPA.

11 Italy. Elba

5060 191,807

9000 2.889

9001 1,780

992 1,370

161 617

More. .

Wind telecom. .7,831

Figure 2.7: Screenshot of SHODAN search engine showing VoIP results
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Figure 2.8: Screenshot of SHODAN search engine showing VPN results

Other Techniques for Footprinting through Search Engines

Gathering Information Using Google Advanced Search, Advanced Image Search, and

Reverse Image Search

An attacker cannot always gather information easily from an information-rich site using

only a normal search box. A complicated search involves a number of interrelated

conditions.

Google's Advanced search feature helps an attacker to perform complex web searching.

With Google Advanced Search and Advanced Image Search, one can search the web

more precisely and accurately. You can use these search features to achieve the same

precision as that achieved using the advanced operators but without typing or
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remembering the operators. Using Google's Advanced Search option, you can find sites

that may link back to the target organization's website. This helps to extract information

such as partners, vendors, clients, and other affiliations of the target website. You can use

Google Advanced Image Search to acquire images of the target, its location, employees,

and so on.

To perform an advanced search in Google, click Settings at the bottom-right of the Google

home page, and then choose Advanced search in the menu or directly type

https://www.google.com/advanced_search in the address bar. Advanced search allows

you to specify any number of criteria that the search must match, as this pattern builds

on the search box pattern by adding more search options. To do this, you choose a field.

Then, enter the string you want to search for in the field's text box and click on the

Advanced Search button. By default, various values are joined together with "and"
(meaning all of them need to match) except for sets, blocks, and formats, which are joined

together with "or" (meaning any of them can match).

Figure 2.9: Google Advance Search
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To perform an advanced image search in Google, type

https://www.google.com/advanced_image_search in the address bar. Advanced image

search allows you to tweak your image search in a number of ways. You can search based

on image color, domain, file type, size, keyword, and so on. To do this, you choose a field.

Then, enter the string you want to search for in the field's text box and click on the

Advanced Search button.

Figure 2.10: Google Advance Image Search
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To perform a reverse image search in Google, type https://www.google.com/imghp in

the address bar. Reverse image search allows you to use an image as a search query. You

can upload an image or paste the URL of the image in the reverse image search engine.

The search engine verifies the search engine index and displays all the online locations of

the image in the search results page. The results obtained can help you in tracking the

original source and details of the images, such as photographs, profile pictures, and

memes.

Attackers use online tools such as Google Image Search, TinEye Reverse Image Search,

Yahoo Image Search, Bing Image Search, and Pinterest Reverse image search to perform

a reverse image search.

v G Google Images X + — X

<- -> C -o google.com/imghp O “J X :

Sign in

Google
images

Search any image with Google Lens x

ftA Drag an image here or upload a file

OR

Paste image link Search

Figure 2.11: Reverse Image Search using Google

Gathering Information from Video Search Engines

Video search engines are Internet-based search engines that crawl the web for video

content. These video search engines either provide the functionality of uploading and

hosting video content on their own web servers or parse video content that is hosted

externally. The video content obtained from video search engines is of high value, as it

can be used for gathering information about the target. Video search engines such as

YouTube, Google videos, Yahoo videos, and Bing videos allow attackers to search for video

content based on the format type and duration.
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v Q Microsoftcom - YouTube X + — X

<- -> c -• youtube.com/results?search_query=Mi... Qb Q. O Q 1 :

X Q >1 : @ Sign in

Microsoft Designer
10OK views * 10 norths sac

F Microsoft 365»

Microsoft Deiyer a ar Ahpowered graph c desy app that helps you create stunting socal

posts, rvrtators. graphics, and _

cc

The Microsoft 365 Copilot Al Event in Less than 3

Minutes
679Kv<ews «11 norths ago

1" Mcrasoft •
March 16 2023. we introduced Microsoft 365 Copilot—roue copilot for work. It combines arge

anguage models with your data n

CC

Get Power Bl Job In 45 Days .
Instantly You Can Share Dashboards and Reports

Sponsored /may Tech house

Introducing Microsoft Loop
529K mews • 2 years ago

F Microsoft 365•
^Microsoft xMSgr te.

Figure 2.12: Screenshot of YouTube showing search results for Microsoft

After searching for videos related to the target using video search engines, an attacker

can further analyze the video content to gather hidden information such as the time/date
and thumbnail of the video. Using video analysis tools such as YouTube Metadata,

YouTube DataViewer, MW Metadata, EZGif, and VideoReverser.com, an attacker can

reverse a video or convert a video into text and other formats to extract critical

information about the target.
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Figure 2.13: Screenshot of YouTube Metadata showing video analysis result

Gathering Information from Meta Search Engines

Meta search engines are a different type of search engines that use other search engines

(Google, Bing, Ask.com, etc.) to produce their own results from the Internet in a very short

time span. These search engines do not have their own search indexes; instead, they take

the inputs from the users and simultaneously send out the queries to the third-party

search engines to obtain the results. Once sufficient results are gathered, they are ranked

according to their relevance and presented to the user through the web interface. Meta

search engines also include a functionality whereby identical search results are filtered

out so that if the user searches the same query again, then it will not display the same

results twice. A meta search engine is advantageous compared to simple search engines,

as it can retrieve more results with the same amount of effort.

Using meta search engines, such as Startpage, MetaGer, and eTools.ch, attackers can

send multiple search queries to several search engines simultaneously and gather

substantially detailed information such as information from shopping sites (Amazon,

eBay, BestBuy, etc.), images, videos, blogs, news, and articles from different sources.
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Further, meta search engines also provide privacy to the search engine user by hiding the

user's IP address.

Figure 2.14: Screenshot of Meta Search Engine StartPage.com showing search results for Facebook

Gathering Information from File Transfer Protocol (FTP) Search Engines

FTP search engines are used to search for files located on FTP servers that contain

valuable information regarding the target organization. Many industries, institutions,

companies, and universities use FTP servers to store large file archives and other software

shared among their employees. A special client such as FileZilla (https://filezilla-

project.org) can be used to access FTP accounts; it also supports functionalities such as

uploading, downloading, and renaming files. Although FTP servers are usually protected

with passwords, many servers are left unsecured and can be accessed directly through

web browsers.

Using FTP search engines such as NAPALM FTP Indexer, FreewareWeb FTP File Search,

Mamont, and Globalfilesearch.com, attackers can search for critical files and directories

containing valuable information such as business strategies, tax documents, personal

employee records, financial records, licensed software, and other confidential

information.
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Some of the important advanced Google search queries for finding FTP servers are listed

in the below table.

Table 2.2: Google search queries to find FTP servers

Google Dork Description

site:.in | .com | .net intitle:"index of" ftp

Finds files containing juicy information

intitle:"indexof" "*/ftp.txt"

intext:"indexof" "ftp"

inurl:WS_FTP.Iog

intitle:index.of /cftp /robots.txt

intitle: "Index of ftp passwords" Finds files containing passwords

inurl: /ftp intitle:"office" Detects the web server

inurl:/web-ftp.cgi

Finds pages containing login portalssite:sftp.*.*/ intext:"login" intitle:"server

login"

intitle:"lndex of" ws_ftp.ini
Finds the "ws_ftp.ini" file, which contain usernames

and passwords of FTP users

inurkftp -inurl:(http|https)

intext:"@gmail.com" intext:subject

fwd |confidential| important |CARD|cw

Finds archived email conversations, at times revealing

full credit-card numbers and customer information as

well as private company emails

allintitle:"CrushFTP Weblnterface"

Detects various pages of CrushFTP Weblnterface,

which includes login portals as well password

reset/recovery page

"ws_ftp.log" ext:log Finds sensitive directories

intitle:"Monsta ftp" intext:"Lock session

to IP"

Shows websites that use the FTP service of Monsta

FTP

"index of" /ftp/logs Finds potential log files

intitle:"index of" inurkftp intext:admin Lists admin folders on FTP servers
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As shown in the screenshot, attackers can use NAPALM FTP Indexer, an online tool, to

search for critical files and documents related to the target domain.

V $ NAPALM FTP Indexer X +

<- -> C -o searchftps.net

FTP.nd.xei
microsoft With all the words* Q Search

Showing results 0 to 19 of about 10000 for "microsoft"

Order OalcDesc DalcAsc Sue Desc SizeAsc None

Related keywords

• microsofl • rpm • Packages • fedora • qolanq • qithub • Linux • noarch

• Everything • aarch64 • development • fc40 • Ubuntu • mirrors • com • pub

• azuread • authentication • library . pool • universe • devel • centos • stream

• AppStream • ansible • collection • sgj • e!8 • for

/Linux/Ubuntu/ubuntu/Dool/universei'giqolanq-github-azuread-microsoft-authentication-library-for-QO/

qotanq-qithub-azuread-microsoft-authentication-librarv-for-qo 1
DOWNLOAD

Last chequed 2024-03-05 03:00 Similar Hes: [Browse]

/Linux/Ubuntu/ubuntu/DOol/universe/g/qolanq-github-azuread-microsoft-authentication-librarv-for-qo/

qolanq-qithub-azuread-microsoft-authentication-librarv-for-qo-dev 1.0.0-2 all.deb
DOWNLOAD

Last chequed 2024-03-05 03:00 Similar fifes: [Browse]

/pub3>(fedora/linuxi,releases/32/Evervthinq/x86 64/os/Packaqes/p/

phpmicrosoft-tolerant-php-parser-0.0.20-1.fc32.noarch.rpm

Last chequed: 2024-03-05 03:00 Similar fifes: [Browse]

DOWNLOAD

/.■./fedora.redhatconVpub/fedora/linux/develoDment/40/Everythina/aarch64?os/Packaqes/q/
qolanq-qithub-microsoft-dev-tunnel3-devel-0.0.25-3.fc40.noarch.rpm

DOWNLOAD

Last chequed: 2024-03-05 03:00 Similar fifes: [Browse]

/■../fedora.redhatcom/pub/fedora/linux/development/40/Evervthinq/aarch64/os/Packaqes/q/
qotanq-qithub-micro«oft-azure-devops-api-devel-v7.1.0-3.2023081Iqitazuredevops.v7.1.0.fc40.noarch.r
pm

630.0 KB DOWNLOAD

Last chequed 2024-03-05 03:00 Similar ftes: [Browse]

/...rfedora.redhatcom/Dub/fedoraflinux/develoDment/40/EverYthinq/aarch64/os/Packaqes/q/

potanq-qithub-microsoft-applicationinsiqhts-devel-0.4.4-3.fc40.noarch.rpm

Last chequed 2024-03-05 03:00 Similar fifes: [Browse]

/.../fedora.redhatconVpub/fedora/linux/develoDmenti'40/Evervthina/aarch64/o3/Packaqes/q/

qotanq-qithub-azuread-microsoft-authentication-librarv-devel-1.0.0-3.fc40.noarch.rpm

DOWNLOAD

132.9 KB DOWNLOAD

Last chequed: 2024-03-05 03:00 Similar fifes: [Browse]

Figure 2.15: Screenshot of the FTP search engine NAPALM FTP Indexer showing search results for "microsoft"

Gathering Information from loT Search Engines

Internet of Things (loT) search engines crawl the Internet for loT devices that are publicly

accessible. Through a basic search on these search engines, an attacker can gain control

of Supervisory Control and Data Acquisition (SCADA) systems, traffic control systems,

Internet-connected household appliances, industrial appliances, CCTV cameras, etc.

Many of these loT devices are unsecured, i.e., they are without passwords or they use the

default credentials, which can be exploited easily by attackers.

With the help of loT search engines such as Shodan, Censys, and ZoomEye, attackers can

obtain information such as the manufacturer details, geographical location, IP address,

hostname, and open ports of the target loT device. Using this information, the attacker
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can establish a back door to the loT devices and gain access to them to launch further

attacks.

As shown in the screenshot, attackers can use Shodan to find all the loT devices of the

target organization that are having open ports and services.

Figure 2.16: Screenshot of Shodan showing search results for SCADA devices

Module 02 Page 155 Ethical Hacking and Countermeasures Copyright © by EC-COUIICil
All Rights Reserved. Reproduction is Strictly Prohibited.

https://technet24.ir


Technet24

Ethical Hacking and Countermeasures

Footprinting and Reconnaissance

Exam 312-50 Certified Ethical Hacker

Figure 2.17: Screenshot of Shodan showing open ports and services of a SCADA system
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12 Module 02 1 Footprinting and Reconnaissance EC-Council CEH

Objective

Demonstrate Footprinting through
Internet Research Services

Passive Reconnaissance

Footprinting through Internet Research Services

Internet research services such as people search services can provide sensitive information about

the target. People search services, alerting services, financial services, and job sites provide

information about a target such as infrastructure details, physical location, and employee details.

Using this information, an attacker may build a hacking strategy to break into the target

organization's network and carry out other types of advanced system attacks.

This section aims to familiarize you with finding the target company's top-level domains, sub¬

domains, and geographical location, performing people search on people search services,

gathering information from job sites, financial services, third-party data repositories, performing

dark web footprinting, gathering competitive intelligence, etc.
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13 Module 02 1 Footprinting and Reconnaissance EC-Council C|EH

Finding a Company’sTop - Level Dom ains (TLDs) and Sub-domains

Search for the target company’s
external URL in a search engine,
such as Google and Bing

Sub-domains provide an insight
into different departments and
business units in an organization

You may find a company’s sub¬
domains by trial and error
method or using a service such
as https://www.netcraft.com

You can use the DNSdumpster
tool, which can discover hosts
related to a domain

A netcraft

Hostnames matching
*.microsoft.com

Q Search withanother pattern?

First 500 results (showing 1 to 20)

NovM<W«r2017

https://www.netcroft.com

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwwBCCOuncil.org

Finding a Company's Top-Level Domains (TLDs) and Sub-domains

A company's top-level domains (TLDs) and sub-domains can provide a large amount of useful

information to an attacker. A public website is designed to show the presence of an organization

on the Internet. It is available for free public access. It is designed to attract customers and

partners. It may contain information such as organizational history, services and products, and

contact information. The target organization's external URL can be located with the help of

search engines such as Google and Bing.
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Figure 2.18: Google search engine showing search results for domains owned by Microsoft

The sub-domain is available to only a few people. These persons may be employees of an

organization or members of a department. In many organizations, website administrators create

sub-domains to test new technologies before deploying them on the main website. Generally,

these sub-domains are in the testing stage and are insecure; hence, they are more vulnerable to

various exploitations. Sub-domains provide insights into the different departments and business

units in an organization. Identifying such sub-domains may reveal critical information regarding

the target, such as the source code of the website and documents on the webserver. Access

restrictions can be applied based on the IP address, domain or subnet, username, and password.

The sub-domain helps to access the private functions of an organization. Most organizations use

common formats for sub-domains. Therefore, a hacker who knows the external URL of a

company can often discover the sub-domain through trial and error, or by using a service such as

Netcraft.

You can also use the advanced Google search operator shown below to identify all the sub¬

domains of the target:

site:microsoft.com -inurl:www
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G site:microsoft.com -inurkwww X +

C io google.com/search?q=site%3Amicr... Q. D [J

Google srtemicrosoft.com -inurkwww

Videos Shopping Images News Books Maps Flights Finance All filters ”

About 13,20,00,000 results (0.23 seconds)

microsoft.com

* https://designer.niiCTOson.com •

Microsoft Designer - Stunning designs in a flash
A graphic design app that helps you create professional quality social media posts, invitations,

digital postcards, graphics, and more.

„ microsoft.com
https://math.microsott.com > Translate this page •

Microsoft Math Solver -

...

BB microsoft.com
B https://news.microsott.com > source •

Homepage - Source
Microsoft customers and partners are using technology in innovative, disruptive and

transformative ways. These are their stories. View all A dog ...

BB microsoft.com
https://techcommunity.microsoft.com •

Home - Microsoft Community Hub
Search our database of official Microsoft support documentation. Find how-to articles, videos,

and training for Office, Windows, Surface, and more

4b microsoft.com

WF https://supportmiCTOsoft.com > en-us

Figure 2.19: Finding sub-domains using Google Advanced Search Operator

Tools to Search Company's Sub-domains

Netcraft

Source: https://www.netcraft.com

Netcraft provides Internet security services, including anti-fraud and anti-phishing

services, application testing, and PCI scanning. They also analyze the market share of web

servers, operating systems, hosting providers and SSL certificate authorities, and other

parameters of the Internet.

As shown in the screenshot below, attackers can use Netcraft to obtain all the sub¬

domains related to the target domain.
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A netcraft

Hostnames matching
*.microsoft.com

Q Search with another pattern?

First 500 results (showing 1 to 20)

Rank Site

35 teams.microsoft.com GJ

39 learn.microsoft.com GJ

66 support.microsoft.com GJ

86 www.microsoft.com GJ

170 admin.microsoft.com GJ

180 security.microsoft.com GJ

204 answers.microsoft.com GJ

403 account.microsoft.com GJ

427 admin.excbarge.microsoft.com GJ

First seen Netblock Site Report

November 2016 Microsoft Corporation Windows Server 2008

July 2015 Akamai International, BV unknown

October 1997 Akamai Technologies unknown

August 1995 Akamai Technologies, Inc. Linux

November 2017 Microsoft Corporation Windows Server 2008

December 2006 Microsoft Corporation Windows Server 2008

August 2009 Akamai International, BV unknown

July 2006 Akamai Technologies, Inc. Linux

September 2019 Microsoft Corporation Windows Server 2008

Figure 2.20: Screenshot of Netcraft displaying sub-domains of microsoft.com

DNSdumpster

Source: https://dnsdumpster.com

DNSdumpster.com is a domain research tool that can be used by attackers to discover

hosts related to a domain.

As shown in the screenshot, attackers search for subdomains related to microsoft.com to

obtain critical information about the target company domain, such as subdomains, IP

addresses, DNS servers used, etc.
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v DNSDumpster.com - dns recon X + - X

<- -> 0 -o dnsdumpster.com o

codered.eccouncil.org 104.18.9.180

= © x{ <® ->
HTTP: cloudflare

backend-codered.eccouncil.org 104.18.9.180

E © xj

HTTP: cloudflare

procloud.eccouncil.org 104.18.9.180

E © Xt
HTTP: cloudflare

greencircle.eccouncil.org 104.18.9.180

e © x:®

HTTP: cloudflare

aware.eccouncil.org 104.18.9.180

E & Xt •

HTTP: cloudflare

atore.eccouncil.org 104.18.9.180

E © xj <» »

HTTP: cloudflare

synergix-enterprise.eccouncil.org 104.18.9.180

e © xt<®
HTTP: cloudflare

affiliate.eccouncil.org 104.18.8.180

e © xt ® ->
HTTP: cloudflare

continuing-education-inatitute.eccouncil.org 104.18.8.180

e © x: >
HTTP: cloudflare

aiaekeloauatanabilityinatitute.eccouncil.org 104.18.8.180

e © >: *>
HTTP: cloudflare

cyberbrief.eccouncil.org 104.18.8.180

e © xt<®
HTTP: cloudflare

cisomag.eccouncil.org 104.18.9.180

e © x:
HTTP: cloudflare

ataging.eccouncil.org 104.18.9.180

Figure 2.21: Screenshot of DNSdumpster tool displaying sub domains of eccouncil.org

Pentest-Tools Find Subdomains

Source: https://pentest-tools.com

Pentest-Tools Find Subdomains is an online tool used for discovering subdomains and

their IP addresses, including network information and their HTTP servers.

As shown in the screenshot, attackers search for sub-domains related to microsoft.com

to obtain critical information about the target company domain, such as sub-domains, IP

addresses, operating systems, servers used, technology used, web platform, and page

titles.
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Figure 2.22: Screenshot of Pentest-Tools displaying sub-domains of microsoft.com
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14 Module 02 1 Footprinting and Reconnaissance EC-Council C|EH

Finding a Company’sTop - Level Dom ains (TLDs) and Sub-
dom ains with Al

An attacker can also leverage Al-powered ChatGPT or other generative Al technology to perform this task by using appropriate prompts such as

1. "Discover all the subdomains of ‘google,com’ using dig command”

2. “Use Sublist3r to gather a list of subdomains of the target organization eccouncil”

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwwBccouncil.org

Finding a Company’s Top-Level Domains (TLDs) and Sub-domains with AI

Attackers can leverage Al-powered technologies to enhance and automate their footprinting

tasks. With the aid of Al, attackers can effortlessly find the top-level domains and subdomains of

the target.

Example #1

An attacker can use ChatGPT to perform this task by using an appropriate prompt such as:

"Discover all the subdomains of 'google.com' using dig command."

1' $sgpt --chat domain --shell "Discover all the subdomains of 'google.com' usyig dig command."

dig +short google.com NS | xargs -H[} dig +nocmd +noall +answer @{) google.com All/ grep -E CNAME 1
A|AAAA

[E]xecute, [D]escribe, [A]bort: E

google.com. 300 IN A 142.250.69.206

google.com. 300 IN AAAA 2607 :f8b0:400a:805: :200e

google.com. 60 IN SOA nsl.google.com. dns-admin.google.com. 614386691 900

900 1800 60

google.com. 3600 IN TXT "google- site-verification*TV9-DBe4R80X4v0M4U_bd_J9cp

OJM0nikft0jAgjmsQ"

google.com. 86400 IN CAA 0 issue "pki.goog''

google.com. 3600 IN TXT "MS=E4A68B9AB2BB9670BCE15412F62916164C0B20BB"

google.com. 300 IN A 142.250.69.206

google.com. 300 IN AAAA 2607 :f8b0:400a:805: :200e

google.com. 3600 IN TXT "MS=E4A68B9AB2BB9670BCE15412F62916164C0B20BB"

google.com. 60 IN SOA nsl.google.com. dns-admin.google.com. 614386691 900

900 1800 60

google.com. 3600 IN TXT "google-site-verifRation®TV9-DBe4R80X4v0M4U_bd_J9cp

OJM0nikft0jAgjmsQ”

google.com. 86400 IN CAA 0 issue "pki.goog''

Figure 2.23: Discover all the subdomains of 'google.com' using dig command
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This command instructs dig to query the authoritative name servers (NS records) for

"google.com" and display the response. The output will list all the name servers associated with

"google.com", which often include the subdomains as well.

dig +short google.com NS| xargs I() dig +nocmd +noall +answer @() google.com
|grep -E ’CNAME A|AAAA

'dig +short googie.com ns': This part retrieves the name server (NS) records for

"google.com" in a shortened format.

|xargs -i{}':This part takes each line of the output (which represents a name server)

and passes it as an argument to the next 'dig' command.

dig +nocmd +noall +answer @{} google.com A +noall +answer': This part

performs a DNS lookup for the A records of "google.com" using each name server

obtained from the previous command. It retrieves the IP addresses associated with the

subdomains of "google.com".

Example #2

An attacker can use ChatGPT to perform this task by using an appropriate prompt such as:

"Use Sublist3r to gather a list of subdomains of the target organization eccouncil"

••• sgpt—chat footprint —shell "Use Sublist3r to gather a list of subdomains of the target organ

File Edit View Search Terminal Help

[— i rooteparrot

#sgpt --chat footprint --shell "Use Sublist3r to gather a list of

subdomains of the target organization eccouncil"

sublist3r -d eccouncil.org -o eccouncil_subdomains.txt

[E]xecute, [D]escribe, [A]bort: E

Figure 2.24: Use Sublist3r to gather a list of subdomains of the target organization eccouncil

The command sublist3r -d eccouncil.org -o eccouncil_subdomains.txt is used to execute the

Sublist3r tool with specific parameters

sublist3r -d eccouncil.org -o eccouncil_subdomains.txt

'subiist3r':This is the command to invoke the Sublist3r tool.

' -d eccouncii.org': This parameter specifies the target domain, in this case,

"eccouncil.org", for which we want to enumerate subdomains.

'-o eccouncii_subdomains.txt': This parameter specifies the output file where the

enumerated subdomains will be saved. In this case, the file is named

"eccouncil_subdomains.txt".
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••• sgpt —chat footprint -shell "Use Sublist3r to gather a list of subdomains of the target orgar

File Edit View Search Terminal Help

[E]xecute, [D]escribe, [A]bort: E

(_) I

# Coded By Ahmed Aboul-Ela - @aboul31a

[-] Enumerating subdomains now for eccouncil.org

[-1 Searching now in Baidu..

[-] Searching now in Yahoo. .
[-] Searching now in Google. .
[-] Searching now in Bing. .
[-] Searching now in Ask. .
[-] Searching now in Netcraft . .
[-] Searching now in DNSdumpster. .
[-] Searching now in Virustotal. .

Searchina now in Threatcrowd .

Figure 2.25: Subdomains associated with target

••• sgpt -chat footprint -shell "Use Sublist3r to gather a list of subdomains of the tai

File Edit View Search Terminal Help

66trainingllcservices .eccouncil.org
academia .eccouncil.org

www .academia .eccouncil.org

accesscomputertraining.eccouncil.org

ace.eccouncil.org

www.ace .eccouncil.org

affiliate.eccouncil.org

aletheiasolutionsinc .eccouncil.org

aptechqatarcomputereducationcentre.eccouncil.org

aspen.eccouncil.org

www .aspen.eccouncil.org

ate-bestlink-strategies .eccouncil.org

bestlinkstrategies.eccouncil.org

blog.eccouncil.org

blogtest.eccouncil.org

campaign.eccouncil.org

campaigns.eccouncil.org

captivasolutions.eccouncil.org

cedsolutions .eccouncil.org

cert .eccouncil.org

www .cert .eccouncil.org

certblog.eccouncil.org

checkout .eccouncil.org

checkout -india.eccouncil.org

Figure 2.26: Subdomains associated with target

Overall, this command instructs Sublist3r to search for subdomains associated with the

"eccouncil.org" domain and save the results to a text file named "eccouncil_subdomains.txt".
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15 Module 02 1 Footprinting and Reconnaissance EC-Council C|EH

Extracting Website Information from https://archive.org

• Internet Archive’s Wayback Machine allows one to visit archived versions of websites

• Attackers can use tools such as Photon to retrieve archived URLs of the target website from archive.org

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rohibited.For more information,visit www£ccouncil.org

Extracting Website Information from https://archive.org

Source: https://archive.org

Archive is an Internet Archive Wayback Machine that explores archived versions of websites.

Such exploration allows an attacker to gather information on an organization's web pages since

its creation. As the website https://archive.org keeps track of web pages from the time of their

creation, an attacker can retrieve even information removed from the target website, such as

web pages, audio files, video files, images, text, and software programs. Attackers use this

information to perform phishing and other types of web application attacks on the target

organization.
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v Wayback Machine X + — X

<- -> O io web.archive.org/web/20240000000000’/https://www.microsoft.com Q. D X :

INTERNET
SIGN UP I LOG IN

|||ni|||nnllIDfinhinn Explore more than 866 billion web pages saved over time

UI"!l“aLnlll<IL||l||l! [

Calenda Collections • Changes • Summary • Site Map • URLs

Saved 297,283 times between October 20, 1996 and March 7, 2024

Figure 2.27: Screenshot of Archive showing archived versions of microsoft.com

Microsoft -Cloud, Computers X

<- -> X io web.archive.org/web/20240302000105/https://www.microsoftcom/en-us/ Q, O []

Unlock your potential with Microsoft Copilot

Figure 2.28: Screenshot of Archive showing archived web pages of microsoft.com
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Attackers can use tools such as Photon to retrieve archived URLs of the target website from

archive.org. Run the following command to retrieve the archive.org links of the target website:

photon.py -u <URL of the Target Website> -1 3 -t 200 --wayback

••• Parrot Terminal

File Edit View Search Terminal Help

i— [ root@parrot /home/attacker/Photon I
#python3 photon.py -u http://www.certifiedhacker.com -I 3 -t 200 --wayback

r::\n_ n
/ /_/ / V __ V / __ V \

/ /////_/////_/////
I I / / /J\ l\ l\ Illi vl.3.2

[~] Fetching URLs from archive.org
[+] Retrieved -1 URLs from archive.org
[-] Level 1: 1 URLs
[!] Progress: 1/1
[-] Level 2: 3 URLs
[!] Progress: 3/3
[~] Crawling 18 JavaScript files
[!] Progress: 18/18

[+] Internal: 4
[+] Scripts: 18
[+] External: 9

[ ! ] Total requests made: 23
[ ! ] Total time taken: 0 minutes 2 seconds
|[!] Requests per second: 8

Figure 2.29: Screenshot of Photon showing the output for the command to retrieve archive.org links

Run the following command to retrieve archived URLs of the target website:

python photon.py -u <URL of the Target Website> -1 3 -t 200 -only-urls

• *• Parrot Terminal

File Edit View Search Terminal Help

root@parrot /home/attacker/Photon
#python3 photon.py -u http://www.certifiedhacker.com -I 3 -t 200 --only-urls

r~\n. n
/ IJ I __ v __ v _ / __ V \

I I I I I u I u u I I I I
U U U\ IVJ\ U U Vl.3.2

[~] Level 1: 1 URLs
[!] Progress: 1/1
[~] Level 2: 3 URLs
[!] Progress: 3/3

[+] Internal: 4
[+] External: 9

[!] Total requests made: 5
[!] Total time taken: 0 minutes 1 seconds
[I ] Requests per second: 2
[+] Results saved in www.certifiedhacker.com directory
i- root@parrot - /home/attacker/Photon]

#

Figure 2.30: Screenshot of Photon showing the output for the command to retrieve archived URLs
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Footprinting through People Search Services and Job Sites

People search services, such as Spokeo, Intelius, and
pipl can provide critical information about a person or
an organization, including location, emails, websites,
blogs, contacts, important dates, address, etc.

Job sites such as Dice, Linkedln, and Glassdoor can reveal
details about a company's infrastructure, potentially
aiding attackers in identifying vulnerabilities within the

target's IT environment

< > C 25 glassdoor.co.i... D

Junior Network Administrator / Assistant

• Create Nerworti dagranis and maMain network documentation

• r : r ,:! •.! . , .-

. RAMMMdMLmb OCS M/fJanMns inboaMg

• Administer Patchesupgrades for lab WndowsA-inux computers and VMs
. MMMMl 1« H.- ii.:- worttof ibVMB

I and support tor hypervisors and VMs

• 40 Hypervisors & 1,600 VMs

https://www.glassdoor,com

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rohibited.For more information,visit www£ccouncil.org

Footprinting through People Search Services

You can use public record websites to find information about email addresses, phone numbers,

house addresses, and other information. Many individuals use online people search services to

find information about other people. Generally, online people search services such as Spokeo,

Intelius, pipl, BeenVerified, Whitepages, Instant Checkmate, and PeekYou provide people's

names, addresses, contact details, date of birth, photographs, videos, profession, details about

their family and friends, social networking profiles, property information, and optional

background on criminal checks. Further, online people search services may often reveal the

profession of an individual, businesses owned by a person, upcoming projects and operating

environment, websites and blogs, contact numbers, important dates, company email addresses,

cell phone numbers, fax numbers, and personal e-mail addresses. Using this information, an

attacker can try to obtain bank details, credit card details, past history, and so on. This

information proves to be highly beneficial for attackers to launch attacks. There are many

available online people search services that help in obtaining information regarding people.

People Search Service - Spokeo

Source: https://www.spokeo.com

Attackers can use the Spokeo people search online service to search for people belonging

to the target organization. Using this service, attackers obtain information such as phone

numbers, email addresses, address history, age, date of birth, family members, social

profiles, and court records.
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Ospokeo John Fumer ABOUT LOGIN SIGN UP

Alabama (1)

Arizona (1)

Arkansas (1)

California (3)

Colorado (2)

District of Columbia (1)

Florida (4)

Georgia (1)

Illinois (3)

Indiana (1)

SHOW ALL 20 LOCATIONS

People Search Fumer John Furner

John Furner
26 people named John Fumer found in New York Virginia and 18 other states.

Refine Your Search Results Sort by Relevance

John Albert Fumer, 81
RESIDES IN JEANNETTE, PA

Lived In Greensburg PA Fredericksburg VA. Gaithersburg MD, Germantown MD

Related To Christopher Fumer Maryann Fumer Michelle Fumer, Sherry Fumer, Robert Fumer

Also known as John Turner

Includes✓Address(6) Phone(7) Email(2)

SEE RESULTS

John Martin Fumer, 61
RESIDES IN AIKEN. SC

Lived In Bradenton FL. Kingsland GA

Related To Arik Fumer Kelly Fumer Frances Furner Maxwell Fumer Robert Fumer

Includes Address(9) Phone<5) Email(2)

SEE RESULTS

John Albert Fumer, 81
RESIDES IN GREENSBURG. PA

Lived In Jeannette PA, Fredericksburg VA Lone Tree CO, Gaithersburg MD

Related To Christopher Fumer Maryann Fumer, Michelle Fumer, Robert Fumer, Sue Fumer

Also known as John Turner

Includes✓Address(8)✓Phone<2)

SEE RESULTS

John J A Furner, 58
RESIDES IN GREENSBURG. PA

Lived In Fredericksburg VA Jeannette PA. Lone Tree CO. Spotsylvania VA

Related To Christopher Fumer Maryann Fumer Michelle Fumer. Sherry Fumer. Robert Fumer

Also known as John Turner John Purner

Includes Address^)✓Phone(11) Email(7)

SEE RESULTS

John Michael Fumer, 45
RESIDES IN ESCANABA. Ml

Lived In Niles Ml, Buchanan Ml

Figure 2.31: Screenshot of Spokeo people Search service

Footprinting through Job Sites

Attackers can gather valuable information about the operating system, software versions,

company's infrastructure details, and database schema of an organization through footprinting

job sites using different techniques. Many organizations' websites provide recruiting information

on a job posting page that, in turn, reveals hardware and software information, network-related

information, and technologies used by the company (e.g., firewall, internal server type, OS used,

network appliances, hypervisors, VMs, and so on.). In addition, the website may have a key

employee list with email addresses. Such information may prove to be beneficial for an attacker.

For example, if an organization advertises a Network Administrator job, it posts the requirements

related to that position.

Further, attackers can go through employee resumes posted on job sites and extract information

such as an individual's expertise, educational qualifications, and job history. The job history of an

employee can reveal technical information about the target organization. Attackers can use the

technical information obtained through job sites such as Dice, Linkedln, Glassdoor, and Simply

Hired to detect underlying vulnerabilities in the target IT infrastructure.
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-> C -o glassdoor.co.i... D :

Junior Network Administrator / Assistant
Dallas, TX

Work Location: Dallas, Texas Onsite

Qualifications and Experience:

• Education Preferred: Engineering degree or equivalent, Industry recognized certifications

• 2+ years of experience maintaining complex IP networks

• Medium to Advanced IT Network Admin knowledge

• Administer Network segmentation requirements

• Create Network diagrams and maintain network documentation

• Windows and Linux administration, operation and maintenance

• IPAM Windows/Linux OCS/TSINV (Jenkins onboarding)

• Administer Patches/upgrades for lab Windows/Linux computers and VMs

• Administration and technical support for lab VMs

• Implementation, management, and support of VEM

• Implementation, management, and support for hypervisors and VMs

• 40 Hypervisors & 1,600 VMs

Cybersecurity experience and skills:

• Maintain Image Hub function and updates

• Firewall maintenance, management, and administration (3 FW)

• Ticket handling (Jira) as per agreed SLA

• Ticket handling through Jira tool as per agreed SLA

• Ability to work in fast paced team environment

Essential Functions & Day to Day Activates

• Network Admins to support following Scope of Work:

• Support for mandated Cybersecurity tasks:

• Maintain Image Hub function and updates

• IPAM Windows/Linux OCS/TSINV (Jenkins onboarding)

• Administer Network segmentation requirements

• Firewall maintenance, management, and administration (3 firewalls)

• Administer Patches/upgrades for lab Windows/Linux computers and VMs

Figure 2.32: Screenshot of job posting showing valuable information
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Dark Web Footprinting

Dark web or Darknet

• The dark web or Darknet is a deeper layer of the online cyberspace,
that enables anyone to navigate anonymously without being
traced

• Attackers use dark web searching tools, such as Tor Browser and
ExoneraTor, to gather confidential information about the target

• Attackers can also use advanced search parameters to refine

searches in the Dark Web to find specific data

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwwBCCOuncil.org

Dark Web Footprinting

The surface web is the outer layer of the online cyberspace that allows the user to find web pages

and content using regular web browsers. Search engines use crawlers that are programmed bots

to access and download web pages. The surface web can be accessed by browsers such as Google

Chrome, Mozilla Firefox, and Opera.

The deep web is the layer of the online cyberspace that consists of web pages and content that

are hidden and unindexed. Such content cannot be located using traditional web browsers and

search engines. The size of the deep web is incalculable, and it expands to almost the entire

World Wide Web. The deep web does not allow the crawling process of basic search engines. It

consists of official government or federal databases and other information linked to various

organizations. The deep web can be accessed using search engines such as Tor Browser and the

WWW Virtual Library. It can be used for both legal and illegal activities.

The dark web or Darknet is a deeper layer of the online cyberspace, and it is the subset of the

deep web that enables anyone to navigate anonymously without being traced. The dark web can

be accessed only through specialized tools or darknet browsers. Attackers primarily use the dark

web to perform footprinting on the target organization and launch attacks. The dark web can be

accessed using search engines such as Tor Browser and ExoneraTor.

Attackers can use dark web searching tools such as Tor Browser, ExoneraTor, and OnionLand

Search engine to gather confidential information about the target, such as credit card details,

passports information, identification card details, medical records, social media accounts, and

Social Security Numbers (SSNs). With the help of this information, they can launch further attacks

on the targets.
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Tor Browser

Source: https://www.torproject.org

Tor Browser is used to access the dark web, where it acts as a default VPN for the user

and bounces the network IP address through several servers before interacting with the

web. Attackers use this browser to access hidden content, unindexed websites, and

encrypted databases present in the dark web.

As shown in the screenshot, by using Tor Browser, attackers can obtain more detailed and

hidden information about the target organization.

O hackers for hire at DuckDuckGo X -f- v — X

O fl https://duckduckgo.com/?q=hackers+for+hire&ia=web 67% O O =

hackers for hire | Q Pnvocy. umpkfiec * = H

Q. All 0 Image* O Vxieos S New* Q Map* a Shoppmg % Settings

Al recons * Safe search moderate • Any wna •

Hack-for-hire operation

Hock-for-hire operations are services that provide clients with ifccit access to informationby

digital systems or networks, typicalty for a fee Wik ipedia

V

WtFwswsi

© https: www upwork com h re hackers

27 Best Freelance Hackers For Hire In March 2024 - Upwork"
find and hare freelance hackers for venous projects and skill on Upwork. the leading onkne platform

for work. Browse profiles. reviews, rates, and portfolios of 27 best hackers for hwe n February 2024.

O https . www upwork com hire • certrfred-ethicel-backers

Hire the best Certified Ethical Hackers - Upwork
find the best freelance ethical hackers for hire on Upwork. the tearing online platform for freelancers

and clients Browse profiles, ratings, skills and hourly rotes of 27 certified etNcal hackers and contact

them directly.

CZ https www techrepublic com --title whot-<t-costs-to-h<re-o-hacker-on-the-dark-web

What it costs to hire a hacker on the Dark Web I TechRepublic
How much does it cost to hire a hacker on the Derk Web? find out the average prices for personal

attacks, website hocking, charting grades, and more Learn about thensks and benefits of using these

illegal and criminal services Snare Feedback

Figure 2.33: Screenshot of Tor Browser

Searching the Dark Web with Advanced Search Parameters

Attackers can also use advanced search parameters to refine searches in the Deep Web to find

specific data by using Dark Web searching tools such as Tor Browser. They can find crucial

information using advanced searching techniques such as filtering by file type or setting domain

restrictions.

For instance, attackers can use advanced search parameters to find sensitive documents such as

financial records or login credentials. These advanced searching techniques enable attackers to

quickly find and gain access to valuable information and use it to perform malicious activities.
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Attackers can refine their searches and focus on the specific data they are searching for by using

the following parameters:

Personal profiles: Search for information related to the victim's personal profiles such as

profiles of social media or personal websites.

For example, "John Doe" site : facebook . com OR site :linkedin. com

Scientific publications: Search for publications on specific publications such as academic

or scientific research papers, and articles.

For example, "John Doe" site :scholar . google . com

Court records: Search for legal documents related to court records or cases.

For example, "John Doe" court records

Member directories: Search for directories of members employed to the organizations.

For example, "John Doe" site :example . com "employee directory"

Medical records: Search for medical information or health history of the victim.

For example, "John Doe" medical records

Location records: Search for location information such as location history or GPS

information of the victim.

For example, "John Doe" location history

"Elon Musk* sitefacebook.co। X + X

-> c tn a https://duckduckgo.com /?q= 'Elon+Musk*+site%3Afacebook.com&ia=web 80% O’ O =

Q

Settings

Safe search moderateAn regions

Q. All Q Images O Videos (2)
Attacker using

advanced search

parameter to find

personal profileOnly showing results from fac«txx*.coa

Gear finer to show all search results

'Elon Musk* snefacebook.com

Searches related to "Elon
Musk" $ito:facobook.com

O https www facebook com . groups • 378029113438251

The Official Elon Musk - Facebook
The Official Elon Musk Eton Reeve Musk FRS is an entrepreneur and business magnate He is the

founder. CEO. and chief engineer at SpaceX. early stage investor. CEO. and product

O https www facebook com nyttmes • videos • elon-musk-has-a-giant-chanty-its-money-stays-ci

Elon Musk Has a Giant Charity. Its Money Stays Close to Home ... - Fa...
After making billions in tax-deductible donations to his philanthropy. Elon Musk gave away far less than

required in some years — and what he did give often supported his own interests https nyti ms

4a2RsOn

eton musk breaking news

eton musk official website

eton musk personal life

eton musk wife

where is eton musk today

eton musk fot share Feedback

Figure 2.34: Screenshot of Tor Browser showing advanced search parameter results
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Here's a table of advanced search queries designed for performing footprinting on the dark web

to find sensitive information using the Tor Browser. These queries leverage specific search

parameters and operators suitable for dark web search engines.

Table 2.3: Table of search queries for footprinting on the dark web

Type of Information Search Query Explanation

Sensitive PDFs
filetype:pdf site:onion

confidential

Finds PDF documents marked as

confidential on .onion sites.

Passwords in Config

Files

inurkconfig filetype:txt

password

Searches for text files in

configuration URLs containing

passwords.

Financial Documents
filetype:xlsxsite:onion

financial

Locates Excel files related to

financial data on .onion sites.

Database Dumps filetype:sql site:onion dump
Finds SQL database dump files

on .onion sites.

Email Lists filetype:csv site:onion email
Searches for CSV files containing

email lists on .onion sites.

Login Credentials
intitle:"login credentials"

filetype:docx

Locates Word documents with

login credentials in the title.

Server

Configurations
filetype:xml inurkconfig server

Finds XML files related to server

configurations.

Private Keys filetype:key site:onion private
Searches for private key files on

.onion sites.

Medical Records
filetype:pdf site:onion

"medical records"

Locates PDF documents

containing medical records on

.onion sites.

Business Plans
filetype:ppt site:onion

"business plan"

Finds PowerPoint files with

business plans on .onion sites.

Source Code filetype:py site:onion "def "
Searches for Python source code

files on .onion sites.

Legal Documents
filetype:docxsite:onion "legal

document"

Locates Word documents

related to legal matters on

.onion sites.

Bank Statements
filetype:pdf site:onion "bank

statement"

Finds PDF documents containing

bank statements on .onion sites.

Intellectual Property
filetype:pdf inurkpatent

confidential

Searches for patent documents

marked as confidential in PDFs.

Security

Vulnerabilities

filetype:txt inurkexploit

"security vulnerability"

Finds text files detailing security

vulnerabilities and exploits.
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Determining the Operating System

Attackers use various online tools such as Netcraft, Shodan, and Censys to detect the operating

system used at the target organization. These tools search the Internet for detecting connected

devices such as routers, servers, and loT devices belonging to the target organization. Using these

tools, attackers obtain information such as the city, country, latitude/longitude, hostname,

operating system, and IP address of the target organization. Such information further helps

attackers in identifying potential vulnerabilities and finding effective exploits to perform various

attacks on the target.

Netcraft

Source: https://www.netcraft.com

The technique of obtaining information about the target network operating system is

called OS fingerprinting. Open https://www.netcraft.eom/tools/m the browser and type

the URL of the target website in the What's that site running? field. Attackers use the

Netcraft tool to identify all the sites associated with the target domain along with the
operating system running at each site.

Figure 2.35: Screenshot of Netcraft showing results for Microsoft
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Figure 2.36: Screenshot of Netcraft showing target operating system

SHODAN Search Engine

Source: https://www.shodan.io

Shodan is a computer search engine that searches the Internet for connected devices

(routers, servers, and loT.). You can use Shodan to discover which devices are connected

to the Internet, where they are located, and who is using them.

It helps attackers to keep track of all the devices on the target network that are directly

accessible from the Internet. It also allows the attacker to find devices based on the city,

country, latitude/longitude, hostname, operating system, and IP address. Further, it helps

the attacker to search for known vulnerabilities and exploits across Exploit DB,

Metasploit, CVE, OSVDB, and Packetstorm with a single interface.

As shown in the screenshot, attackers use this tool to detect various target devices

connected to the Internet along with the operating system used.
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0 5 shodan.io/search/facet?query=google.com&facet=os 5^ £} Cl

google com os v Q

Synology DiskStation Manager

Synology DiskStation Manager 242.142

Synology DiskStation Manager 186.290

Synology DiskStation Manager 58.777

Synology DiskStation Manager 49.094

Synology DiskStation Manager 42.115

Synology DiskStation Manager 28.042

Synology DiskStation Manager 17.840

Synology DiskStation Manager 17.248

Synology DiskStation Manager 9.382

Synology DiskStation Manager 9.295

Synology DiskStation Manager 6.399 1
Synology DiskStation Manager 4.131 1
Synology DiskStation Manager 3.135 1
Windows 2.605 1
Ubuntu 2.570 1
Synology DiskStation Manager 1.675 1
Synology DiskStation Manager 211 1
Synology 194 1
Synology DiskStation Manager 152 1
Synology DiskStation Manager 148 1

Figure 2.37: Screenshot of SHODAN Search Engine showing target operating system

Censys

Source: https://censys.io

Censys monitors the infrastructure and discovers unknown assets anywhere on the

Internet. It provides a full view of every server and device exposed to the Internet.

Attackers use this tool to monitor the target IT infrastructure to discover various devices

connected to the Internet along with their details such as the operating system used, IP

address, protocols used, and geographical location.

Module 02 Page 179 Ethical Hacking and Countermeasures Copyright © by EC-COlincil
All Rights Reserved. Reproduction is Strictly Prohibited.

https://technet24.ir


Technet24

Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures

Footprinting and Reconnaissance

censys Q Hosts * o 185 8 175.117 Search
Register

Log In

185.8.175.117
As of Mar 07, 2024 11:06am UTC I Latest

Q Summary 0 History @ WHOIS ft Explore & Raw Data-

Basic Information

Reverse DNS mail,baroboom,ir

Forward DNS server-185-8-175-117.da direct

Routing 185.8.175.0/24 via PARVASYSTEM, IR (AS60631)

OS Ubuntu Linux 20 04

Services (12) 21/FTR 22/SSH, 25/SMTR 53/DNS, 80/HTTR 11O/P0P3, 143/IMAR
465./SMTR 587/SMTR 993/IMAR 995/POP3, 2222/HTTP

Labels (EMAIL) (RLE SHARING)(REMOTE ACCESS)

FTP 21/TCP 03/06/2024 20:48 UTC

(filesharing)

Software

EV linux G?

FV PureFTPd Pure-FTPd C?

Details

Barmer 220 Welcome to Pure-FTPd [privsep] [ILS] --
220-You are user number 1 of 50 allowed.

220-Local ti»e is now 20:48. Server port: 21.

220- this is a private system - No anonymous login

220-1PV6 connections are also welcome on this server.

VIEW ALL DATA

35‘4139 8'N 51„

View larger map

60 9,e Iran

Geographic Location

City Tehran

Province Tehran

Country Iran (IR)

Coordinates 35.69439, 51 42151

Timezone Asia/Tehran

Figure 2.38: Screenshot of Censys Search Engine showing target operating system
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(jT) Social engineering employees(T) Company websites and employment ads

^8^) Analyst and regulatory reports

^4^ Trade journals, conferences,and newspapers

(To) Agents, distributors, and suppliers
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Competitive intelligence helps in determining:

What the competitors are doing?
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Competitive Intelligence Gathering

Competitive intelligence gathering is the process of identifying, gathering, analyzing, verifying,

and using information about your competitors from resources such as the Internet. Competitive

intelligence means understanding and learning about other businesses to become as competitive

as possible. It is non-interfering and subtle in nature compared to direct intellectual property

theft carried out via hacking or industrial espionage. It focuses on the external business

environment. In this method, professionals gather information ethically and legally instead of

gathering it secretly.

18 Module 02 1 Footprinting and Reconnaissance

How competitors are positioning their products and services?

What customers are saying about competitors' strengths and weaknesses?

Companies carry out competitive intelligence either by employing people to search for

information or by utilizing a commercial database service, which involves lower costs. The

information that is gathered can help the managers and executives of a company make strategic

decisions.

5 ) Patent and trademarks

Competitive Intelligence Gathering

• Competitive intelligence gathering is the process of identifying, gathering, analyzing, verifying, and using information about your
competitors from resources, such as the Internet

• Competitive intelligence is non-interfering and subtle in nature

Sources of Competitive Intelligence

2J Search engines, Internet, and online database

9 ) Customer and vendor interviews

7J Product catalogs and retail outlets
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Sources of Competitive Intelligence

Competitive Intelligence gathering can be performed using a direct or indirect approach.

Direct Approach

The direct approach serves as the primary source for competitive intelligence gathering.

Direct approach techniques include gathering information from trade shows, social

engineering of employees and customers, and so on.

Indirect Approach

Through an indirect approach, information about competitors is gathered using online

resources. Indirect approach techniques include:

o Company websites and employment ads

o Support threads and reviews

o Search engines, Internet, and online database

o Social media postings

o Press releases and annual reports

o Trade journals, conferences, and newspapers

o Patent and trademarks

o Product catalogs and retail outlets

o Analyst and regulatory reports

o Customer and vendor interviews

o Agents, distributors, and suppliers

o Industry-specific blogs and publications

o Legal databases, e.g., LexisNexis

o Business information databases, e.g., D&B Hoovers

o Online job postings

o Financial filings

o Technology solutions, e.g., Crunchbase

o Intellectual property analysis
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Competitive Intelligence - When Did this Company Begin? How Did it Develop?

Gathering competitor documents and records helps to improve productivity and profitability,

which in turn stimulates the growth of the company. It helps in determining answers to the

following:

When did it begin?

Through competitive intelligence, companies can collect the history of a particular

company, such as its establishment date. Sometimes, they gather crucial information that

is not often available to others.

How did it develop?

What are the various strategies that the company uses? Development intelligence can

include advertisement strategies, customer relationship management, and so on.

Who leads it?

This information helps a company learn about the competitor's decision-makers.

Where is it located?

Competitive intelligence also includes the location of the company and information

related to various branches and their operations.

Attackers can use the information gathered through competitive intelligence to build a hacking

strategy.

Information Resource Sites

Information resource sites that help to gain competitive intelligence include:

EDGAR Database

Source: https://www.sec.gov/edgar

The Electronic Data Gathering, Analysis, and Retrieval system (EDGAR) performs

automated collection, validation, indexing, acceptance, and forwarding of submissions by

companies and others who are required by law to file with the U.S. Securities and

Exchange Commission (SEC). Its primary purpose is to increase the efficiency and fairness

of the securities market for the benefit of investors, corporations, and the economy by

accelerating the receipt, acceptance, dissemination, and analysis of time-sensitive

corporate information filed with the agency.

D&B Hoovers

Source: https://www.dnb.com

D&B Hoovers leverages a commercial database of 120 million business records and

analytics to deliver a sales intelligence solution that enables sales and marketing

professionals to focus on the right prospects so that they can generate immediate growth

fortheir business.
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LexisNexis

Source: https://www.lexisnexis.com

LexisNexis provides content-enabled workflow solutions designed specifically for

professionals in the legal, risk management, corporate, government, law enforcement,

accounting, and academic markets. It maintains an electronic database of information

related to legal and public records. It enables customers to access documents and records

of legal, news, and business sources. It is beneficial for companies and government

agencies seeking data analytics supporting compliance, customer acquisition, fraud

detection, health outcomes, identity solutions, investigation, receivables management,

risk decisioning, and workflow optimization.

Business Wire

Source: https://www.businesswire.com

Business Wire focuses on press release distribution and regulatory disclosure. This

company distributes full-text news releases, photos, and other multimedia content from

various organizations across the globe to journalists, news media, financial markets,

investors, information website, databases, and general audiences. It has its own patented

electronic network through which it releases news.

Factiva

Source: https://www.dowjones.com

Factiva is a global news database and licensed content provider. It is a business

information and research tool that gets information from licensed and free sources and

provides capabilities such as searching, alerting, dissemination, and business information

management. Factiva products provide access to more than 33,000 sources such as

licensed publications, influential websites, blogs, images, and videos. Its resources are

madeavailablefrom nearly every country worldwide in 28 languages, including more than

600 continuously updated newswires.

Competitive Intelligence - What Are the Company's Plans?

Information resource sites that help attackers gain a company's business plans include:

MarketWatch

Source: https://www.marketwatch.com

MarketWatch tracks the pulse of markets for engaged investors. The site is an innovator

in business news, personal finance information, real-time commentary, and investment

tools and data, with journalists generating headlines, stories, videos, and market briefs.

The Wall Street Transcript

Source: https://www.twst.com

The Wall Street Transcript is a website as well as a paid subscription-based publication

that publishes industry reports. It expresses the views of money managers and equity
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analysts of different industry sectors. The site also publishes interviews with CEOs of

companies.

Euromonitor

Source: https://www.euromonitor.com

Euromonitor provides strategy research capabilities for consumer markets. It publishes

reports on industries, consumers, and demographics. It provides market research and

surveys focused on the organization's needs.

Experian

Source: https://www.experian.com

Experian provides insights into competitors'search, affiliate, display, and social marketing

strategies and metrics to improve marketing campaign results. It allows the user to:

o Benchmark the effectiveness of existing customer acquisition strategies

o Determine what is driving competitors' success

o Use historical consumer data to forecast future trends and quickly respond to

changing behaviors

o Measure website's performance against industry or specific sites

The Search Monitor

Source: https://www.thesearchmonitor.com

The Search Monitor provides competitive intelligence to monitor brand and trademark

use, affiliate compliance, and competitive advertisers on paid search, organic search, local

search, social media, mobile, and shopping engines worldwide. It helps interactive

agencies, search marketers, and affiliate marketers to track ad rank, ad copy, keyword

reach, click rates and CPCs, monthly ad spending, market share, trademark use, and

affiliate activity.

USPTO

Source: https://www.uspto.gov

The United States Patent and Trademark Office (USPTO) provides information related to

patent and trademark registration. It provides general information concerning patents

and search options for patents and trademark databases.

Competitive Intelligence - What Expert Opinions Say About the Company?

Information resource sites that help the attacker to obtain expert opinions about the target

company include:

SEMRush

Source: https://www.semrush.com

SEMRush is a competitive keyword research tool. It can provide a list of Google keywords

and AdWords for any site, as well as a competitor list in the organic and paid Google
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search results. It enables an approach for gaining in-depth knowledge about what

competitors are advertising and their budget allocation to specific Internet marketing

tactics.

- ABI/INFORM Global

Source: https://www.proquest.com

ABI/INFORM Global is a business database. ABI/INFORM Global offers the latest business

and financial information for researchers. With ABI/INFORM Global, users can determine

business conditions, management techniques, business trends, management practice and

theory, corporate strategy and tactics, and the competitive landscape.

SimilarWeb

Source: https://www.similorweb.com

SimilarWeb aggregates data from multiple sources to estimate traffic, geography, and

referral data for a company's websites and mobile apps. It also provides a panel through

a browser extension that allows refining other data sources by anonymously tracking

browser activity across millions of browsers worldwide.

SERanking

Source: https://seranking.com

SERanking is an online competitor analysis tool that provides a complete view of the

target organization's website traffic dynamics. The tool also helps enterprises or users

study their websites' major competitors, find newcomers, and compare semantics to

rivals' keywords. It enables an approach to conduct pay-per-click (PPC) competitor

research for tracing competitors' tactics to enhance one's own advertisement strategies.
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19 Module 02 | Footprinting and Reconnaissance EC-Council c|eh

Other Techniques for Footprinting through Internet Research
Services

FootprintingTechnique Description InformationGathered Tools Used

Findingthe Geographical Locationof the

Target
Obtain the physical location of the target

Entrances to buildings,security cameras, gates, places to

hide, weak spots in perimeter fences, etc.
Google Earth, Google Maps, and Wikimapia

GatheringInformation from Financial

Services

Search for financial data such as stock quotes and charts,
financialnews, and portfolios

Market value of a company's shares, company profile,and

competitor details

Google Finance, MSN Money, and Yahoo!
Finance

GatheringInformation from Business

Profile Sites

Retrieve business information of companies located in a

particular region

Location, addresses, contact information,and employee

database of the target organization

opencorporates, Crunchbase, and

corporationwiki

MonitoringTargets

Using Alerts
Obtain up-to-date informationof the target, usually via

email or SMS

Mentions of the organization’s name, member names,
website, or any of its people or projects

Google Alerts, X Alerts, and Giga Alerts

Trackingthe Online

Reputation of the Target
Monitora company's reputation on the Internet

Search engine ranking information,email notifications
when a company is mentioned online, and social news

about the company

Mention, ReviewPush, and Reputology

GatheringInformation from Groups,

Forums, and Blogs

Join the target organization's employee groups, where
they share personal and company information

Public network information,system information, and
personal information

Google Groups and Linkedln Groups

GatheringInformation from Public
Source-Code Repositories

Identify information about the developersand
technologies used

Configuration files, private SSH and SSL keys, source-code

files, dynamic libraries,and software tools developed by

contributors
Recon-ng

Copyright © BC- Council. All Rghts Reserved. Reproduction is Strictly Prohibited For more information,visit www.eccouncil.org

Other Techniques for Footprinting through Internet Research Services

Finding the Geographical Location of the Target

Information such as the physical location of an organization plays a vital role in the

hacking process. Attackers with the knowledge of a target organization's location may

attempt dumpster diving, surveillance, social engineering, and other non-technical

attacks to gather more information.

Tools for Finding the Geographical Location

The tools for finding the geographical location allow you to find and explore most

locations on the earth. They provide information such as images of buildings, as well as

their surroundings, including Wi-Fi networks. These tools provide interactive maps,

outline maps, satellite imagery, and information on how to interact with and create one's

own maps. Google Maps, Apple Maps, Waze, and other tools provide driving directions,

traffic conditions, landmarks, and detailed address and contact information. The attackers

can use this information to gain unauthorized access to buildings, wired and wireless

networks, and systems.

Attackers may use tools such as Google Earth, Google Maps, and Wikimapia, to find or

locate entrances to buildings, security cameras, gates, places to hide, weak spots in

perimeter fences, and utility resources such as electricity connections, to measure the

distance between different objects, and so on.
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o Google Earth

Source: https://earth.google.com

Attackers use the Google Earth tool to find the exact location of a target. Using this

tool, attackers can even access 3D images that depict most of the populated Earth's

surface with a high resolution. The detail allows attackers to obtain street views,

altitude information, and even coordinates.

v Google Earth X + — X

<- c earth.google.com/web/@38.89772496,-77.03631767.17.63766617a,903.47376287d,35y,0h... ± A :

Search Google Earth 0 CD ~ Q

Figure 2.39: Screenshot of Google Earth

Gathering Information from Financial Services

Attackers who seek access to personal information or financial information often target

financial data such as stock quotes and charts, financial news, and portfolios. Financial

services such as Google Finance, MSN Money, Yahoo Finance, and lnvesting.com can

provide a large amount of useful information such as the market value of a company's

shares, company profile, competitor details, stock exchange rates, corporate press

releases, financial reports along with news, and blog search articles about corporations.

The information provided varies from one service to the other. Financial firms rely on web

services to perform transactions and grant users access to their accounts. Attackers can

obtain sensitive and private information regarding these firms by using malware,

exploiting software design flaws, breaking authentication mechanisms, service flooding,

and performing brute force attacks and phishing attacks.
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o Google Finance

Source: https://www.google.com/finance

The Google finance service features business and enterprise headlines for many

corporations, including their financial decisions and major news events. Stock

information is also available, as are stock price charts that contain marks for major

news events and corporate actions. The site also aggregates Google news and Google

blog search articles about each corporation.

Figure 2.40: Screenshot of Google Finance Service

Gathering Information from Business Profile Sites

Finding useful information from corporate websites is a necessary step in the information

gathering phase. These business profile sites contain business information of companies

located in a particular region with their contact information, which can be viewed by

anyone.

Attackers use business profile sites such as opencorporates, Crunchbase, and

corporationwiki to gather important information about the target organizations, such as

their location, addresses, contact information (such as phone numbers, email addresses),

employee database, department names, type of service provided, and type of industry.
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Figure 2.41: Screenshot of opencorporates showing search results of Microsoft

Monitoring Targets Using Alerts

Alerts are content monitoring services that provide automated, up-to-date information

based on user preference, usually via email or SMS. To receive alerts, a user must register

on the website and provide either an email address or a phone number. Online alert

services automatically notify users when new content from news, blogs, and discussion

groups matches a set of search terms selected by the user. These services provide up-to-

date information about competitors and the industry.

Tools such as Google Alerts, X Alerts, and Giga Alerts help attackers to track mentions of

the organization's name, member names, website, or any people or projects that are

important. Attackers can gather updated information about the target periodically from

the alert services and use it for further attacks.
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o Google Alerts

Source: https:/ /www.google.com/alerts

Google Alerts automatically notifies users when new content from news, websites,

blogs, videos, and/or discussion groups matches a set of search terms selected by the

user and stored by the Google Alerts service.

Figure 2.42: Screenshot of Google Alert

Alert preview

NEWS

Enhancing protection: Updates on Microsoft's Secure Future Initiative

Microsoft

Microsoft's mission to empower every person and every organization on the planet to achieve more depends on

security. We recognize that when Microsoft

Microsoft kills’ this Android' feature on Windows 11: All the details - Times of India

Times of India

Microsoft kills' this Android' feature on Windows 11:All the details. TOI Tech Desk / TIMESOFINDIA.COM / Mar

6, 2024, 19:43 1ST Microsoft kills ...

Microsoft's Path to Becoming the Largest Company in the World, Explained in One Chart.

The Motley Fool

The Motley Fool reaches millions of people every month through our premium investing solutions, free guidance

and market analysis on Fool.com, top ...

Microsoft Announces End of Support for Android apps on Windows 11 in 2025

Gadgets 360

Microsoft has made the surprising decision to end support for Windows Whosthat360 com NDTV.com.

Follow Us. Gadgets360 Facebook Share Gadgets360 .

Figure 2.43: Screenshot of Google Alert Preview
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Tracking the Online Reputation of the Target

Online Reputation Management (ORM) is a process of monitoringdisplays when someone

searches for your company's reputation on the Internet ORM then takes measures to

minimize negative search results or reviews. The process helps to improve brand

reputation.

Companies often track the public feedback given to them using ORM tracking tools and

then take measures to improve their credibility and retain their customers' trust. For

positive online reputation management, organizations will often try to be more

transparent over the Internet.This transparency may help the attacker to collect genuine

information about the target organization.

Online Reputation Tracking Tools

Online reputation tracking tools help us to discover what people are saying online about

the company's brand in real time across the web, social media, and news. They help in

monitoring, measuring, and managing one's reputation online. Attackers can use tools

such as Mention, ReviewPush, and Reputology to track the online reputation of

companies.

An attacker may use ORM tracking tools to:

o Track a company's online reputation

o Collect a company's search engine ranking information

o Obtain email notifications when a company is mentioned online

o Track conversations

o Obtain social news about the target organization

Mention

Source: https://mention.com

Mention is an online reputation tracking tool that helps attackers in monitoring the web,

social media, forums, and blogs to learn more about the target brand and industry. As

shown in the screenshot, this tool helps attackers in tracking online conversations as they

happen, wherever they happen. Using Mention, attackers can have live, up-to-date

reports delivered to any email address in real time.
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Figure 2.44: Screenshot of Mention

Gathering Information from Groups, Forums, and Blogs

Many Internet users use blogs, groups, and forums for knowledge sharing purposes. For

this reason, attackers often focus on groups, forums, and blogs to find information about

a target organization and its people. Organizations generally fail to monitor the exchange

of information that employees reveal to other users in forums, blogs, and group

discussions. Attackers take this as an advantage and collect sensitive information about

the target, such as public network information, system information, and employee

personal information. Attackers can register with fake profiles in Google Groups, Linkedln

Groups, and so on. They try to join the target organization's employee groups, where they

can obtain personal and company information. Attackers can also search for information

in groups, forums, and blogs by Fully Qualified Domain Names (FQDNs), IP addresses, and

usernames.

Employee information that an attacker can gather from groups, forums, and blogs may

include:

o Full name of the employee

o Place of work and residence

o Home telephone, cell number, or office number

o Personal and organizational email address

o Pictures of the employee residence or work location that include identifiable

information

o Pictures of employee awards and rewards or upcoming goals
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Figure 2.45: Screenshot of Google Groups

Gathering Information from Public Source-Code Repositories

Source code-based repositories are online services or tools available on internal servers

or can be hosted on third-party websites such as GitHub, GitLab, SourceForge, and

BitBucket. These sites contain sensitive data related to configuration files, private Secure

Shell (SSH) and Secure Sockets Layer (SSL) keys, source-code files, dynamic libraries, and

software tools developed by contributors, which can be leveraged by attackers to launch

attacks on the target organization.

Software professionals reposit a huge quantity of source code related to web pages and

programs online, universally or privately, for future access. To meet deadlines and

increase efficiency during product development, developers may also access data stored

in the repositories to develop or patch their applications quickly and minimize the

development time and cost.

Source-code repository websites such as GitHub may contain security flaws that pave the

way for attackers to target applications. The applications reposited on such public

websites may alsocontain confidential files and informationthat allow attackers to search

and identify the developers and technologies used.
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The information collected from such public repositories may not be sufficient for

performing direct attacks, but when this information is used with some active footprinting

techniques, it may allow attackers to launch attacks such as spear phishing against specific

users or employees of the target organization. Further, the security flaws in such

repositories may allow attackers to accumulate constructive data to perform social

engineering and infrastructure attacks on the target organization.

Attackers can use tools such as Recon-ng to discover public source-code repositories.

o Recon-ng

Source: https://github.com

Recon-ng is a full-featured reconnaissance framework designed to provide a powerful

environment to conduct web-based reconnaissance quickly and thoroughly. It assists

attackers in gathering information from public source-code repositories.

••• recon-ng - Parrot Terminal

File Edit View Search Terminal Help

[recon-ng v5.1.2, Tim Tomes (@lanmaster53)]

[*] No modules enabled/ installed.

[recon-ng] [default] >| workspaces create Github Repositories!
[recon-ng] [Github Repositories] >| marketplace search |

........... ........ .........

| Path

1
| Version 1 Status | Updated | D | K

-♦
| discovery /info_disclosure/cache_snoop

i
1 11 | not installed | 2020-10-13 | 1

1
| discovery/info_disclosure/interesting_files
i

1 12 | not installed | 2021-10-04 | 1
1
| exploitation/injection/command_injec tor

i

| 1.0 | not installed | 2019-06-24 | 1
1
| exploitation/injection/xpath_bruter

I
1 1-2 | not installed | 2019-10-08 | 1

1
| import /csv_file

1
1 1.1 | not installed | 2019-08-09 | 1

1
| import/list 1 1.1 | not installed | 2019-06-24 | 1

Figure 2.46: Screenshot of recon-ng showing the creation of a workspace and a marketplace search

Module 02 Page 195 Ethical Hacking and Countermeasures Copyright © by EC-COlincil
All Rights Reserved. Reproduction is Strictly Prohibited.

https://technet24.ir


Technet24

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Footprinting and Reconnaissance

••• recon-ng -ParrotTerminal

File Edit View Search Terminal Help

1
1

recon/repositories-vulnerabilities/github_dorks |1.0 |not installed| 2019-06-24| 1 *1
1

1
1

reporting/csv |1.0 |not installed|2019-06-24| 1
1

1
I

reporting/html |1.0 |not installed|2019-06-24| 1
1

1
1

reporting/json |1.0 |not installed|2019-06-24| 1
1

1
1

reporting/list |1.0 |not installed|2019-06-24| 1
1

1
1

reporting/proxifier |1.0 |not installed|2019-06-24| 1
1

1
I

reporting/pushpin |1.0 |not installed|2019-06-24| 1 *1
1

1
1

reporting/xlsx |1.0 |not installed|2019-06-24| 1
1

1
1

reporting/xml |1.1 |not installed|2019-06-24| 1
1

-♦

D

K

Has dependencies. See info for details.- Requires keys. See info for details.

Figure 2.47: Screenshot of recon-ng displaying source-code repositories
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Objective

Demonstrate Footprinting through
Social Networking Sites

Passive Reconnaissance

Footprinting through Social Networking Sites

While footprinting through social networking sites may seem similar to footprinting through

social engineering (which is discussed in greater detail later), there are some differences between

the two methods. In footprinting through social engineering, the attacker tricks people into

revealing information, whereas in footprinting through social networking sites, the attacker

gathers information available on those sites. Attackers can even use social networking sites as a

medium to perform social engineering attacks.

This section explains the type of information one can collect from social networking sites and

how it can be obtained. It aims to familiarize you with locating information from social media

sites using various online services and resources.

People Search on Social Networking Sites

Searching for a particular person on a social networking website is fairly easy. Social networking

services are online services, platforms, or sites that focus on facilitating the building of social

networks or social relations among people. These websites contain information provided by

users in their profiles. They help relate people directly or indirectly to each other through various

fields, such as common interests, work locations, and education.

Social networking sites allow people to share information quickly, as they can update their

personal details in real time. Such sites allow users to update facts about upcoming or current

events, recent announcements and invitations, and so on. Social networking sites are a great

platform for finding people and their related information. Many social networking sites allow

visitors to search for people without registering on the site; this makes people searching on social

networking sites an easy and anonymous task. A user can search for a person using the name,
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email, or address. Some sites allow users to check whether an account is active, which then

provides information on the status of the person being searched.

Social networking sites such as Facebook, Twitter, Linkedln, and Instagram allow you to find

people by name, keyword, company, school, friends, colleagues, and the people living around

them. Searching for people on these sites returns personal information such as name, position,

organization name, current location, and educational qualifications. In addition, you can also find
professional information such as company or business, current location, phone number, email

ID, photos, videos and so on. Social networking sites such as Twitter are used to share advice,

news, concerns, opinions, rumors, and facts. Through people searching on social networking

services, an attacker can gather critical information that will help them in performing social

engineering or other kinds of attacks.

Figure 2.48: Screenshot of Facebook showing search results
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21 Module 02 1 Footprinting and Reconnaissance

Gathering Information from Linkedln

EC-Council C|EH

• Attackers use theHarvester tool to perform enumeration on Linkedln and find employees of the target company along with their job titles

* Attackers can use this information to gather more information, such as current location and educational qualifications, and perform social
engineering or other kinds of attacks

• * theHarvester -deccouncil -1200 -blinkedin- Parrot Terminal

File Edit View Search Terminal Help

theHarvester 4.0.0
Coded by Christian MartoreUa
Edge-Security Research
cmartoreHa@edge-security.com

:•] Target: eccouncil

https://github.com

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwwBccouncil.org

Gathering Information from Linkedln

Linkedln is a social networking website for professionals. It connects the world's human

resources to aid productivity and success. The site contains personal information such as name,

position, organization name, current location, educational qualifications, and so on. Information

gathered from Linkedln helps an attacker in performing social engineering or other kinds of

attacks.

Attackers can use theHarvester tool to gather information from Linkedln based on the target

organization name:

theHarvester

Source: https://github.com

theHarvester is a tool designed to be used in the early stages of a penetration test. It is

used for open-source intelligence gathering and helps to determine a company's external

threat landscape on the Internet. Attackers use this tool to perform enumeration on the

Linkedln social networking site to find employees of the target company along with their

job titles.

As shown in the screenshot, the attacker uses the following command to enumerate users

on Linkedln:

theHarvester -d microsoft -1 200 -b linkedin

In the above command, -dspecifies the domain or company name to search, -1specifies

the number of results to be retrieved, and -b specifies the data source as Linkedln.
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* theHarvester 4.0.0

* Coded by Christian Martorella

* Edge-Security Research *
* cmartorella@edge-security.com

*
*******************************************************************

[*] Target: eccouncil

Figure 2.49: Screenshot showing theHarvester command to enumerate users on Linkedln

♦] Linkedln Users found: 197

- Software Engineer

- Software Engineer

- Vice President

Cyber Security Training Coordinator

- Vice President Finance

- Manager Masterclass
- Manager - Partner Outreach

- Operations Manager
Software Engineer

»-•1 - EC -Council
Manager Business Development

- Account Executive
Assistant Manger- International Sales

• - Security Consultant
Researcher

ito - it security hobbyist

— . - Senior Operations Executive
- Research Specialist
- SVP and Head of Americas

Obtains information about

target employee name, job

title, etc.

•• theHarvester -deccouncil -1200 -blinkedin- Parrot Terminal

File Edit View Search Terminal Help

I* J larget: eccouncil

Searching 100 results.
Searching 200 results.

[*] Searching Linkedin.

Figure 2.50: Screenshot showing theHarvester search results from Linkedln
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Harvesting Email Lists with Al

EC-Council C|EH

Attackers use automated tools such as
theHarvester and Email Spider to collect publicly
available email addresses of the target organization
that helps them perform social engineering and
brute-force attacks

An attacker can also leverage Al-powered ChatGPT or other generative Al technology to
perform this task by using an appropriate prompt such as

“Use theHarvester to gather email accounts associated with microsoft.com, limiting
results to 200, and leveraging 'baidu' as a data source”

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwwBccouncil.org

Harvesting Email Lists

Gathering email addresses related to the target organization acts as an important attack vector

during the later phases of hacking. Attackers can use automated tools such as theHarvester and

Email Spider to collect publicly available email addresses of the employees of the target

organization. These tools harvest email lists related to a specified domain using search engines

such as Google, Bing, and Yahoo. Attackers use these email lists and usernames to perform social

engineering and brute force attacks on the target organization.

theHarvester

Source: https://github.com

Attackers use theHarvester tool to extract email addresses related to the target domain.

For example, attackers use the following command to extract email addresses of

microsoft.com using the Baidu search engine:

theharvester -d microsoft.com -1 200 -b baidu

In the above command, -d specifies the domain used for harvesting the emails, -I will limit

the results to 200, and -b tells theHarvester to extract the results from the Baidu search

engine; alternatively, you can use Google, Bing, etc.
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Figure 2.51: Screenshot showing theHarvester command to extract email addresses

Figure 2.52: Screenshot showing the email list extracted by theHarvester
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[*] Target: microsoft.com

[*] Searching Baidu.

Target: microsoft.com
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theHarvester 4.4.3

Coded by Christian Martorella
Edge-Security Research
cmartorella^edge - security.com
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••• theHarvester -dmicrosoft.com -1200 -bbaidu - ParrotTerminal

File Edit View Search Terminal Help

* Coded by Christian Martorella *
* Edge-Security Research *
* cmartorella^edge-security .com *

••• theHarvester -dmicrosoft.com -l200 -bbaidu -ParrotTerminal

File Edit View Search Terminal Help

attacker@parrot

$sudo su
[sudo] password for attacker:

p root®parrot /home/attacker

#cd

i- [rootgparrot
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Harvesting Email Lists with AI

Attackers can leverage Al-powered technologies to enhance and automate their footprinting

tasks. With the aid of Al, attackers can effortlessly find valuable email details of their target

organization.

For example,

An attacker can use ChatGPT to perform this task by using an appropriate prompt such as:

"Use theHarvester to gather email accounts associated with 'microsoft.com limiting results to

200, and leveraging 'baidu' as a data source"

p attacker@parrot

$sgpt --chat fp --shell "Use theHarvester to gather email accounts associated with mi

crosoft.com, limiting results to 200, and leveraging 'baidu' as a data source"

theHarvester -d microsoft.com -1 200 -b baidu -f microsoft_emails.xml
[E]xecute, [D]escribe, [A]bort: E

* *
* ri_ri_ /\ a i~i *
*। _i _ \ / _ \ //_//_' । \ \ / / _ \/ _। _/ _ \ ’_। *
* I LI I I I _/ / _ / LI I I \ v / _/\_ \ 1 1 _/ |

* LI Lh I v U \ LI \J \ II A—V LI
* *
* theHarvester 4.4.3 *
* Coded by Christian Martorella *
* Edge-Security Research *
* cmartorella@edge-security.com *

[*] Target: microsoft.com

[*] Searching Baidu.

Figure 2.53: Use theHarvester to gather email accounts associated with 'microsoft.com'

To gather email accounts associated with "microsoft.com" using theHarvester, limiting results to

200 and leveraging "Baidu" as a data source, you can use the following command:

theHarvester -d microsoft.com -1 200 -b Baidu -f Microsoft_emails.xml

theHarvester':This is the command to invoke theHarvester tool.

-d microsoft.com': This parameter specifies the target domain, in this case,

"microsoft.com", for which we want to gather email accounts.

-1 200': This parameter limits the number of results to 200, ensuring a manageable

output.

'-b baidu': This parameter specifies "baidu" as the data source to be utilized for

gathering email accounts associated with "microsoft.com". Baidu is a popular Chinese

search engine and can provide valuable information in this context.
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'-f Microsoft_emaiis.xml ':This parameter specifies the output file name where the

email accounts will be saved. In this case, the file is named "Microsoft_emails.xml", and

the email accounts will be saved in XML format.

[*] Target: microsoft.com

[*] Searching Baidu.

[*] No IPs found.

[*] Emails found: 8

a-heyuanma@microsoft .com

contactopencode@microsoft .com

edge_ef@microsoft . com

emailopencode@microsoft .com

msatp@microsoft .com

mscnappsfeedback@microsoft . com

opensource@microsoft . com
xxx@microsoft.com

[*] Hosts found: 33

.update.microsoft .com

.windowsupdate.microsoft .com

2Fdevblogs .microsoft . com

2Fdocs .microsoft .com

Figure 2.54: To gather email accounts associated with 'microsoft.com1 using theHarvester
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Analyzing Target Social Media Presence

EC-Council C|EH

Attackers track social media sites using
BuzzSumo, Google Trend, Hashatit, etc. to
discover most shared content using hashtags
or keywords, track accounts and URLs, email
addresses, etc.

Attackers use this information to perform
phishing, social engineering, and other types

of attacks

BuzzSumo

BuzzSumo’s advanced social
search engine finds the most

shared content for a topic, author
or a domain

H Content - Web | BuzzSumo

<->0 2; app.buZ2$umo.com/content/web?q=www.microsoft.com&sear... Q. O Cl X

https://buzzsumo.com
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Analyzing Target Social Media Presence

Several online services and resources are available to gather valuable information about a target

from one or more social media sites. These services allow attackers to discover most shared

content across social media sites by using hashtags or keywords, track accounts and URLs on

various social media sites, obtain a target's email address, etc. This information helps attackers

to perform phishing, social engineering, and other types of attacks.

Attackers use tools such as BuzzSumo, Google Trends, Hashatit, and Ubersuggest to locate

information on social media sites:

BuzzSumo

Source: https://buzzsumo.com

BuzzSumo's advanced social search engine finds the most shared content for a topic,

author, or domain. It shows the shared activity across all the major social networks

including Twitter, Facebook, Linkedln, Google Plus, and Pinterest.

As shown in the screenshot, attackers use BuzzSumo to track the most shared content

related to the target domain and obtain details such as social media account information,

URLs, and email addresses.
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Q Content - Web |BuzzSumo X X

<- -> C -o app.buzzsumo.com/content/web?q=www.microsoftcom&sear... Q. O 3

Figure 2.55: Screenshot of BuzzSumo showing the shared content
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Tools for Footprinting through Social Networking Sites

Sherlock
Sherlock tool is used to search a vast number

of social networking sites for a target
username

https://github.com

Social
Searcher

Social Searcher allows you to search for content in social
networks in real-time and provides deep analytics data

https://www.social-searcher.com

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwweccouncil.org

Tools for Footprinting through Social Networking Sites

Attackers use various tools such as Sherlock and Social Searcher to footprint social networking

sites such as Twitter, Instagram, Facebook, and Pinterest to gather sensitive information about

the target such as the date of birth, educational qualification, employment status, name of

relatives, and information about the organization that they are working for, including the

business strategy, potential clients, and upcoming project plans.

Sherlock

Source: https://github.com

As shown in the screenshot, attackers use Sherlock to search a vast number of social

networking sites for a target username. This tool helps the attacker locate the target user

on various social networking sites, along with the complete URL.
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Figure 2.56: Screenshot showing the result of Sherlock tool

Social Searcher

Source: https://www.social-searcher.com

Social Searcher allows attackers to search for content on social networks in real time and

provides deep analytics data. Attackers use this tool to track a target user on various social

networking sites and obtain information such as complete URLs to their profiles, their

postings, and other personal information.
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0 Social Buzz - Free Social Ment X + — X

<- -> O -o social-searcher.com/sodal-buzz/?wblng=&ntw=&psttyp=&searchid=&period=&value... Q.

Q Bill Gates
r

@ SEARCH SETTINGS

k. J
email alerts

MORE

Get access to thepremium social

networks mentions

twitter f facebook

T mstagram [J inkedin

START FREE TRIAL

0 social media stanno

circolando nuove foto e video
dell invasione delIe zanzare
mutantici Bill Cates che
potrebbe portare a malattie in
Uruguay e Argentina.

L editing genetico e il nuovo
nome dell eugenet>ca? ‘Entra Bill
Cates Di F.Will am Engdahl Is
Gene Editing the New Name for
Eugenics? Enter Bill Cates
Global Research

CMV:The Dark Triad Personality is
a Human Superpower and

Modernity Will Exacerbate That
Further.Iwill begin by giving
definitions for each of the terms

invoked in this discussion.For
thisIwill lean heavily on

Overview. Gates co-founded

Microsoft the world s biggest
software maker. The Redmond.
Washington-based company had
revenue of $212 billion in 2023

Figure 2.57: Screenshot of Social Searcher showing user content on social networks
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Footprinting through Social Networking Sites with Al
• An attacker can also leverage Al-powered ChatGPT or other generative Al technology to perform this task by using an

appropriate prompt such as

“Use Sherlock to gather personal information about Sundar Pichai and save the result in recon2.txt”

••• sgpt—that footprint —shell "Use Sherlock to gather personal information about Sundar

File Edit View Search Terminal Help

-root ©parrot [-]

#sgpt --chat footprint --shell “Use Sherlock to gather personal

information about Sundar Pichai and save the result in recon2.txt”

sherlock SundarPichai --output recon2

[EJxecute, [D]escribe, [A]bort: E

[*] Checking username SundarPichai on:

[+] About.me: https://about.me/SundarPichai

[+] Academia.edu: https://independent.academia.edu/SundarPichai

[+] Amino: https://aminoapps.eom/u/SundarPichai

[+] Behance: https://www.behance.net/SundarPichai

[+] Blogger: https://SundarPichai.blogspot.com

[+] CGTrader: https://www.cgtrader.com/SundarPichai

[+] CNET: https://www.cnet.com/profiles/SundarPichai/

[+] Codecademy: https://www.codecademy.com/profiles/SundarPichai

[+] Codeforces: https://codeforces.com/profile/SundarPichai
[+] Coders Rank: https://profile.codersrank.io/user/SundarPichai/ |

••• recon2.txt(-)-Pluma (as superuser)

File Edit View Search Tools Documents Help

_f Open - S O C X <6
recon2.txt x

1https://about.me/SundarPichai
2 https : / / independent .academia .edu/SundarPichai

3 https://aminoapps.eom/u/SundarPichai

4 https: / /www .behance.net /SundarPichai
5 https: / /SundarPichai.blogspot . com

6 https: / /www .cgtrader .com/SundarPichai
7 https: / /www .cnet .com/profiles/SundarPichai/

8 https: / /www.codecademy.com/proflies/SundarPichai
9 https: //codeforces.com/profile/SundarPichai

10 https: / /profile.codersrank . io/user/SundarPichai/

11https: / /disqus.com/SundarPichai

12 https: / /www.duolingo.com/profile/SundarPichai
13 https: / /www . fiverr.com/SundarPichai

14 https: / /www . freelancer.com/u/SundarPichai

15 https : / /giphy .com/SundarPichai

Plain Text - Tab Width: 4 - Ln9,Col4 INS

Copyright © BC- Council. All Rghts Reserved. Reproduction is Strictly Prohibrted For more information,visit www.eccouncil.org

Footprinting through Social Networking Sites with AI

Attackers can leverage Al-powered technologies to enhance and automate their footprinting

tasks. With the aid of Al, attackers can effortlessly use social networking sites to acquire valuable

insights about their targets.

For example,

An attacker can use ChatGPT to perform this task by using an appropriate prompt such as:

"Use Sherlock to gather personal information about Sundar Pichai and save the result in

recon2.txt"

••• sgpt —chat footprint —shell "Use Sherlock to gather personal information about Sundar

File Edit View Search Terminal Help

roo*@parrot ~1
1 #sgpt --chat footprint --shell "Use Sherlock to gather personal

information about Sundar Pichai and save the result in recon2.txt"

sherlock SundarPichai --output recon2

[EJxecute, [D]escribe, [A]bort: E

[*] Checking username SundarPichai on:

[+] About.me: https://about.me/SundarPichai

[+] Academia.edu: https://independent.academia.edu/SundarPichai

[+] Amino: https://aminoapps.eom/u/SundarPichai

[+] Behance: https://www.behance.net/SundarPichai

[+] Blogger: https://SundarPichai.blogspot.com

[+] CGTrader: https://www.cgtrader.com/SundarPichai

[+] CNET: https://www.cnet.com/profiles/SundarPichai/

[+] Codecademy: https://www.codecademy.com/profiles/SundarPichai

[+] Codeforces: https://codeforces.com/profile/SundarPichai

[+] Coders Rank: https://profile.codersrank.io/user/SundarPichai/

Figure 2.58: Search for online accounts associated with the name "Sundar Pichai"
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To perform a search for online accounts associated with the name "Sundar Pichai" using Sherlock

and save the output to a file named "recon2", you can use the following command:

sherlock SundarPichai - - output recon2

'sherlock':This command runs Sherlock, a tool for searching for online accounts across

various platforms.

SundarPichai': This is the name for which we want to search online accounts.

'--output recon2':This option specifies the output file where the results will be saved.

In this case, the file is named "recon2".

••• recon2.txt (~) - Pluma (as superuser)

File Edit View Search Tools Documents Help

Q Open * | O C X 0
recon2.txt x

1https://about.me/SundarPichai

2 https: //independent .academia.edu/SundarPichai

3 https: //aminoapps.com/u/SundarPichai
4 https: / /www .behance.net /SundarPichai

5 https: / /SundarPichai.blogspot .com

6 https: / /www .cgtrader.com/SundarPichai

7 https: / /www.cnet .com/profiles/SundarPichai/

8 https: / /www. codecademy.com/profiles/SundarPichai

9 https: //codeforces.com/profile/SundarPichai

10 https: //profile.codersrank.io/user/SundarPichai/

11https: //disqus.com/SundarPichai

12 https: / /www.duolingo.com/profile/SundarPichai

13 https: / /www. fiverr.com/SundarPichai

14 https: / /www. freelancer.com/u/SundarPichai

15 https: //giphy .com/SundarPichai ___________________
Plaintext ~ Tab Width: 4 - Ln 9, Col 4 INS

Figure 2.59: Output file
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Objective

Passive Reconnaissance
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Ethical Hacking and Countermeasures

Footprinting and Reconnaissance
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Gathering network-related information such as "Whois" information about the target

organization is important when planning an attack. In this section, we will discuss Whois

footprinting, which helps in gathering domain information such as information regarding the

owner of an organization, its registrar, registration details, its name server, and contact

information. Whois footprinting focuses on how to perform a Whois lookup, analyze the Whois

lookup results, and find IP geolocation information, as well as the tools used to gather Whois

information.

Use Different Techniques for Whois
Footprinting
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Whois Lookup
Whois databases are maintained by Regional Internet Registries and contain personal information of domain owners

Whois query returns

• Domain name details

• Contact details of domain owners

• Domain name servers

• NetRange

• When a domain was created

• Expiry records

• Last updated record

Information obtained from Whois
database assists an attacker to

• Gather personal information that
assists in social engineering

• Create a map of the target

organization's network

• Obtain internal details of the target
network

Regional Internet
Registries (RIRs)

ARIN afrinic$

. R'pencc lacmc®

OAPNIC

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Prohibited.For more information,visit wwweccouncil.org
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Whois Lookup (Cont’d)

Whois Record for CertifiedHacker.com

- Domain Profile

Name Servers

clwntTrmtUrPtotubitia

7.897 dey» old

Creat'd on 2002 07 30
Eipiret on 2024-07-30
Updated on 2023 08 22

NS1 8LUEHO5TCOM (hat 2.349.716 domain*)

NS2 BlUtHOSTCOM (h« 2 349 716 domain*)

162 241 216 11 - 1.299 other *ita« hotted on nut server

Utah Provo Unified Laver

AS46606 UNIftCDLA t 24 2008)

Rersteted And No WeM>te

13 change* on 13 unKjua IP addrette* over 18 year*

RegHttm HHtory 3 refftUar* with 3 drop*

Hosting History 6 changes on 4 uruque name serveri over 21 years

Who** Record ( lew updated Ml 2024-03-13 )

EC-Council c|eh

Batch IP Converter

File Function View Help
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Whois Lookup

Whois is a query and response protocol used for querying databases that store the registered

users or assignees of an Internet resource, such as a domain name, an IP address block, or an

autonomous system. This protocol listens to requests on port 43 (TCP). Regional Internet

Registries (RIRs) maintain Whois databases, which contain the personal information of domain

owners. For each resource, the Whois database provides text records with information about the
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resource itself and relevant information regarding assignees, registrants, and administrative

information (creation and expiration dates).

Three types of data models exist to store and lookup Whois information:

Thick Whois (Distributed Model) - Stores the complete Whois information from all the

registrars for a particular set of data.

Thin Whois (Centralized Model) - Stores only the name of the Whois server of the

registrar of a domain, which in turn holds complete details on the data being looked up.

Decentralized Whois - Stores complete WHOIS information and has multiple independent

entities to manage the WHOIS database.

Whois query returns the following information:

Domain name details

Domain registrar

Contact details of the domain owner

Domain name servers

NetRange

When a domain has been created

Expiry records

Records last updated

Domain status (available, registered, or suspended)

IP address information

An attacker can query a Whois database server to obtain information regarding the target

domain, and the Whois server responds to the query with the requested information. Using this

information, an attacker can create a map of the organization's network, mislead domain owners

with social engineering, and obtain internal details of the network.

Regional Internet Registries (RIRs)

The RIRs include the following:

American Registry for Internet Numbers (ARIN) (https://www.arin.net)

African Network Information Center (AFRINIC) (https://www.afrinic.net)

Asia Pacific Network Information Center (APNIC) (https://www.apnic.net)

Reseaux IP Europeens Network Coordination Centre (RIPE) (https://www.ripe.net)

Latin American and Caribbean Network Information Center (LACNIC)

(https://www.locnic.net)
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Whois Lookup Result

Whois services such as https://whois.domointools.com and https://www.tomos.com can help

perform Whois lookups. The screenshot below shows the result of a Whois lookup obtained with

each of the two aforementioned Whois services. The services perform a Whois lookup by

entering the target domain or IP address. Batch IP Converter, available at

http://www.sobsoft.com, provides information about an IP address, hostname, or domain,

including information about the country, state or province, city, phone number, fax number,

name of the network provider, administrator, and technical-support contact information. It

supports Internationalized Domain Names ( IDNs), implying that one can query domain names

that use non-English characters. It also supports IPv6 addresses.

Figure 2.60: Screenshot of Whois

Whois Record forCertifiedHacker.com

— Domain Profile

Registrant PERFECT PRIVACY, LLC

Registrant Country us

Registrar Network Solutions, LLC

IANA ID: 2
URL: http-jfnetworksolutions.com

Whois Server: whois.networksolutions.com

domain.operations@web.com

(P) 18777228662

Registrar Status clientTransferProhibited

Dates 7,164 days old

Created on 2002-07-29
Expires on 2022-07-29

Updated on 2021-08-22

Name Servers NS1.BLUEHOST.COM (has 2,681,575 domains)

NS2.BLUEHOST.COM (has 2,681,575 domains)

Tech Contact PERFECT PRIVACY, LLC

5335 Gate Parkway care of Network Solutions PO Box 459,

Jacksonville, FL, 32256, us

kq9t994x73e@networksolutionsprivateregistration.com

(P) 15707088622

IP Address 162.241.216.11 - 1,745 other sites hosted on this server

IP Location El Utah - Provo - Unified Layer

ASN HAS26337 0IS1, US (registered Oct 09, 2013)

Domain Status Registered And Active Website

IP History 13 changes on 13 unique IP addresses over 16 years

Registrar History 3 registrars with 2 drops

Hosting History 6 changes on 4 unique name servers over 19 years
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Figure 2.61: Screenshot of Batch IP Converter
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Domain Name: CERTIFIEDHACKER.COM

Registry Domain ID: 88849376_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.networksolutions.com
Registrar URL: http://hetworksolutions.com

Updated Date: 2023-08-22T07:58:34Z
Creation Date: 2002-07-30T00:32:00Z
Registrar Registration Expiration Date: 2024-07-30T00:32:00Z
Registrar: Network Solutions, LLC
Registrar IANAID: 2
Reseller:
Domain Status: clientTransferProhibited https://lcann.Org/epp#clientTransferProhibited

Registry Registrant ID:
Registrant Name: PERFECT PRIVACY, LLC
Registrant Organization:

Registrant Street: 5335 Gate Parkway care of Network Solutions PO Box 459
Registrant City: Jacksonville
Registrant State/Province: FL
Registrant Postal Code: 32256
Registrant Country: US
Registrant Phone: +1.5707088622
Registrant Phone Ext:
Registrant Fax:
Registrant Fax Ext:
Registrant Email: kq9t994x73e@networksolutionsprivateregistration.com

Registry Admin ID:
Admin Name: PERFECT PRIVACY, LLC
Admin Organization:

Admin Street: 5335 Gate Parkway care of Network Solutions PO Box 459
Admin City: Jacksonville
Admin State/Province: FL
Admin Postal Code: 32256
Admin Country: US

Admin Phone: +1 .5707088622
Admin Phone Ext:

Admin Fa..

Ethical Hacking and Countermeasures Copyright © by EC-COlincil
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Attackers also use Whois lookup tools such as WHOIS Domain Lookup and Active Whois to

perform a Whois lookup on the target domain.

File Function View Help

WWW. [certifiedhacker.com1

Done!
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Finding IPGeolocation Information

• IP geolocation helps to identify information, such as country,
region/state, city, ZIP/postal code, time zone, connection speed,
ISP (hosting company), domain name, IDD country code, area
code, mobile carrier, and elevation

• IP geolocation lookup tools, such as IP2Location and IP
Location Finder, help to collect IP geolocation information about
the target, which in turn helps attackers in launching social

engineering attacks, such as spamming and phishing

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwwBCCOuncil.org

EC-Council CEH

IP2Location

Geolocation Data

1>e geoiocaton data uses iPZLocat on DB26 geoiocation dataoase

Pennafink hapK//www.ip2tocaoon.com/20746.232.182 *
IP Address 207.46.232.182

1 • Country "Sngapore [SGI

Ragion Singapore

Oty Singapore

II Coordinates of City• 1.289967. 103 850281 (11724"N 103*51"l*E)

ISP Microsoft Corporation

Local Time 08 Mar. 202406 25 PM (UTC ‘OC-QO)

I I Domain microso'tcom

Net Speed (T1) Data Cdmor/Transit

I I IDD & Area Cods (65)06

ZIPCode 178958

I I Weatherstation Singapore (SNXXOI06)

I I Mobile Country Code

I I MobileNetwork Code

U Elevation 7m

Usage Type (DCH) Data Contor/Web Hosting/Transit

I I Address Type Unicast

Category Data Centers

District

ASN AS8075 Microsoft Corporation

https://www.ip2location.com

Finding IP Geolocation Information

IP geolocation helps to obtain information regarding a target such as its country, region/state,

city, latitude and longitude of its city, ZIP/postal code, time zone, connection speed, ISP (hosting

company), domain name, IDD country code, area code, weather station code and name, mobile

carrier, and elevation.

Using the information obtained from IP geolocation, an attacker may attempt to gather more

information about a target with the help of social engineering, surveillance, and non technical

attacks such as dumpster diving, hoaxing, or acting as a technical expert. With the help of the

information obtained, an attacker can also set up a compromised web server near the victim's

location, and if the exact location of the victim is detected, the attacker can perform malicious

activities and infect the victim with malware designed for that specific area or gain unauthorized

access to the target device or attempt to launch an attack on the target device.

IP geolocation lookup tools such as IP2Location, IP Location Finder, and IP Address Geographical

Location Finder help to collect IP geolocation information about the target, which enables

attackers to launch social engineering attacks such as spamming and phishing.

IP Geolocation Lookup Tools

IP2Location

Source: https://www.ip2location.com

As shown in the screenshot, attackers use IP2Location tool to identify a visitor's

geographical location, i.e., country, region, city, latitude and longitude of city, ZIP code,

time zone, connection speed, ISP, domain name, IDD country code, area code, weather
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station code and name, mobile carrier, elevation, and usage type information using a

proprietary IP address lookup database and technology.

Figure 2.62: Screenshot of IP2Location

Geolocation Data

The geolocation data uses IPZLocation DB26 geolocation database.

Permalink https://wvwv.ip2location.eom/207.46.232.182 Th

IP Address 207.46.232.182

Country — Singapore [SG]

Region Singapore

City Singapore

Coordinates of City0 1.289987. 103.850281 (1*17,24"N 103*51’1*E)

ISP Microsoft Corporation

Local Time 08 Mar. 2024 06:25 PM (UTC +08:00)

Domain microsoftcom

Net Speed (T1) Data Center/Transit

IDD & Area Code (65)06

ZIP Code 178958

Weather Station Singapore (SNXX0O06)

Mobile Carrier

Mobile Country Code

Mobile Network Code -

Elevation 7m

Usage Type (DCH) Data Center/Web Hosting/Transit

Address Type Unicast

Category Data Centers

District -

ASN AS8075 Microsoft Corporation

Olson Time Zone Asia/Singapore
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Objective

Use Different Techniques for DNS
Footprinting

Active Reconnaissance

DNS Footprinting

After collecting the Whois records of the target, the next phase of the footprinting methodology

is Domain Name System (DNS) footprinting. Attackers perform DNS footprinting to gather

information about DNS servers, DNS records, and the types of servers used by the target

organization. This information helps attackers identify the hosts connected in the target network

and further exploit the target organization. This section describes how to extract DNS information

and perform reverse DNS lookups using various DNS interrogation tools.
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E

Module 02 1 Footprinting and Reconnaissance EC-Council CEH

Extracting DNS Inform ation

• DNS records provide important information about the • Attackers query DNS servers using DNS interrogation tools, such as
location and types of servers SecurityTrails, Fierce, DNSChecker, and zdns, to retrieve the record
. , . . structure that contains information about the target DNS

• Attackers can gather DNS information to determine key
hosts in the network and can perform social engineering
attacks

<- 4 O R Mcurftyvaiicom/domMVmicroKft.conVdm Q, w D Q

Record Type Description Securitynails

mtcrosoft.com DNS records as of Jun 7. 2024

O’—-d- •

MX lessee MS leeeres

A Points to a host's IP address

MX Points to domain's mail server

NS Points to host's name server

CNAME Canonical naming allows aliases to a host

SOA Indicate authority for a domain

SRV Service records

PTR Maps IP address to a hostname

RP Responsible person

HINFO Host information record includes CPU type and OS

https://securitytrails.comTXT Unstructured text records

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Prohibited.For more information,visit wwwjeccouncilorg

Extracting DNS Information

DNS footprinting reveals information about DNS zone data. DNS zone data include DNS domain

names, computer names, IP addresses, and much more information about a network. An attacker

uses DNS information to determine key hosts in the network and then performs social

engineering attacks to gather even more information.

DNS footprinting helps in determining the following records about the target DNS:

Table 2.4: DNS records and their description

Record Type Description

A Points to a host's IP address

AAAA Points to a host’s IPv6 address

MX Points to domain's mail server

NS Points to host's name server

CNAME Canonical naming allows aliases to a host

SOA Indicate authority for a domain

SRV Service records

PTR Maps IP address to a hostname

RP Responsible person

HINFO Host information record includes CPU type and OS

TXT Unstructured text records

Module 02 Page 220 Ethical Hacking and Countermeasures Copyright © by EC-COlincil
All Rights Reserved. Reproduction is Strictly Prohibited.

https://technet24.ir
https://technet24.ir


Ethical Hacking and Countermeasures

Footprinting and Reconnaissance

Exam 312-50 Certified Ethical Hacker

DNS Interrogation Tools

Attackers use DNS interrogation tools such as SecurityTrails, Fierce, DNSChecker, zdns and

DNSdumpster.com to perform DNS footprinting. These tools can extract a range of IP addresses

using IP routing lookup. If the target network allows unknown, unauthorized users to transfer

DNS zone data, it is easy for an attacker to obtain DNS information with the help of a DNS

interrogation tool.

When an attacker queries a DNS server using a DNS interrogation tool, the server responds with

a record structure that contains information about the target DNS. DNS records provide

important information regarding the locations and types of servers.

SecurityTrails

Source: https://securitytrails.com

SecurityTrails is an advanced DNS enumeration tool capable of creating a DNS map of the

target domain network. It can enumerate both current and historical DNS records such as

A, AAAA, NS, MX, SOA, and TXT, which helps in building the DNS structure. It also

enumerates all the existing subdomains of the target domain using brute-force

techniques.

0 mkrosoft.com - Current DNS i O X

C I. securitytrailscom/domain/nucrosoftcom/dns

SecurityTrails
Hecortted Future >1 » ,

microsoft com

microsoft.com DNS records as of Jun 7, 2024

Q DNS Records | A record•

0HsloocalData Microson Corporabon

Sign up for an

API key now!
20 236 44 162

20 70 246 20

20 76 201 171

AAAA records

26031010 3 3 50

26031020 201 10 10«

2603 1030 20« 3 :23c

2603 10300 3 152

2603 1030 C02 8 14

mrcrosoft-com mail protection outlook com

NS records

ns4-39 azure-dns mto

ns3 39 azuredns org

ns2 30 azuredns net

ns1-39 azuredns com

Figure 2.63: Screenshot of SecurityTrails
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Fierce

Source: https://github.com

Fierce is a DNS reconnaissance tool used for scanning and collecting crucial information

about the target domain. Attackers can use this tool to enumerate subdomains related to

the target domain. It also enables them to identify non-contiguous IP spaces and

hostnames that are linked with specified domains or subdomains. By gathering this

information, attackers can create a network environment and identify the potential

targets for exploitation.

Attackers can use the following commands to perform DNS reconnaissance using the

Fierce tool:

o Run the following command to start a basic scan on the target domain

(certifiedhacker.com) without any additional options:

fierce --domain certifiedhacker.com

•*• Parrot Terminal

File Edit View Search Terminal Help

attackergparrot

^fierce --domain certifiedhacker.com~|
NS: ns2.bluehost . com. nsl.bluehost . com.
SOA: nsl.bluehost.com. (162.159.24.80)

Zone: failure
Wildcard: failure
Found: blog.certifiedhacker.com. (162.241.216.11)

Nearby:
{'162.241.216.10' : '162-241-216-10.unifiedlayer.com. ',

' 162.241.216.11' : 'box5331.bluehost.com. ',
'162.241.216.12' : '162-241-216-12.unifiedlayer.com. ',
' 162.241.216.13': ' 162-241-216-13.unif iedlayer.com. ’,
'162.241.216.14' : 'box5334.bluehost.com.',
'162.241.216.15' : '162-241-216-15.unifiedlayer.com. ',
'162.241.216.16' : '162-241-216-16.unifiedlayer.com. ',
'162.241.216.6' : '162-241-216-6.unifiedlayer.com. ',
'162.241.216.7': '162 - 241- 216 -7.unif iedlayer.com. ',
'162.241.216.8' : '162-241-216-8.unifiedlayer.com. ',
'162.241.216.9' : '162-241-216-9.unifiedlayer . com. ' }

Found: demo.certifiedhacker.com. (162.241.216.11)

Found: events.certifiedhacker.com. (162.241.216.11)

Found: ftp.certifiedhacker.com. (162.241.216.11)

Figure 2.64: Screenshot showing reconnaissance of the targeted domain

o Run the following command to scan the target domain to obtain specific subdomains

(here, subdomains containing words such as write, admin, and mail):

fierce -domain certifiedhacker.com -subdomains write admin mail
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••• ParrotTerminal

File Edit View Search Terminal Help

attacker^parrot - - I > 1 1 r

|$fierce --domain certifiedhacker.com --subdomains write admin mail|
NS: ns2.bluehost.com. nsl.bluehost.com.
SOA: nsl.bluehost.com. (162.159.24.80)

Zone: failure
Wildcard: failure
Found: mail.certifiedhacker.com. (162.241.216.11)

Nearby:
{'162.241.216.10' : '162-241-216-10.unifiedlayer.com. ' ,

'162.241.216.11': 'box5331.bluehost.com. ',
'162.241.216.12' : '162-241-216-12.unifiedlayer.com. ' ,
'162.241.216.13' : '162-241-216-13.unifiedlayer.com. ',
'162.241.216.14': ' box5334.bluehost.com. ' ,
'162.241.216.15' : '162-241-216-15.unifiedlayer.com. ' ,
'162.241.216.16' : '162-241-216-16.unifiedlayer.com. ' ,
'162.241.216.6' : '162-241-216-6.unifiedlayer.com. ' ,
'162.241.216.7': '162 -241-216 -7.unif iedlayer.com. ',
'162.241.216.8' : '162-241-216-8.unifiedlayer.com. ' ,
'162.241.216.9' : '162-241-216-9.unifiedlayer.com. '}

Figure 2.65: Screenshot showing a simple scan on targeted domain

o Run the following command to scan domains near the discovered records of the

targeted domain:

fierce -domain certifiedhacker.com -subdomains mail -traverse
10

••• ParrotTerminal

File Edit View Search Terminal Help

attacker^parrot

— |$fierce --domain certifiedhacker.com --subdomains mail --traverse 10 1
NS: ns2 .bluehost . com. nsl.bluehost .com.
SOA: nsl.bluehost.com. (162.159.24.80)

Zone: failure
Wildcard: failure
Found: mail.certifiedhacker.com. (162.241.216.11)

Nearby:
{'162.241.216.1' : '162-241-216-l.unifiedlayer.com. ',

'162.241.216.10': ' 162 -241-216-10.unifiedlayer . com. ' ,
'162.241.216.11': ' box5331.bluehost .com. ' ,
'162.241.216.12': ' 162 -241-216-12.unifiedlayer.com. ',
'162.241.216.13' : '162-241-216-13.unifiedlayer.com. ' ,
'162 .241.216.14': ' box5334.bluehost .com. ' ,
'162.241.216.15': ' 162 -241- 216 -15.unifiedlayer.com. ',
'162.241.216.16' : '162-241-216-16.unifiedlayer.com. ',
'162.241.216.17': 'box5348.bluehost .com. ' ,
'162.241.216.18': ' 162 -241- 216 -18.unifiedlayer . com. ',
'162.241.216.19' : '162-241-216-19.unifiedlayer.com. ',
'162.241.216.2': '162-241-216-2.unif iedlayer.com. ',
'162.241.216.20': ' box5350.bluehost .com. ' ,
'162.241.216.21' : '162-241-216-21.unifiedlayer .com. ' ,

Figure 2.66: Screenshot showing the scanning of domains near discovered records

In the above command, the --traverse 10 option instructs Fierce to search for

contiguous blocks of IPs within a range of 10.

o Run the following command to attempt an HTTP connection on the discovered

domains of the target:

fierce --domain certifiedhacker.com --subdomains mail --connect
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••• Parrot Terminal

File Edit View Search Terminal Help

attackergparrot -/Fierce/fierce
- |$fierce --domain certifiedhacker.com --subdomains mail --connect!

NS: nsl.bluehost.com. ns2.bluehost.com.
SOA: nsl.bluehost.com. (162.159.24.80)

Zone: failure
Wildcard: failure
Found: mail.certifiedhacker. com. (162.241.216.11)

HTTP connected:|
[('Date', 'Fri, 08 Mar 2024 09:51:31 GMT'),

('Server', 'Apache'),
('Connection', 'close'),

( 'Content -Type', 'text/html; charset=iso-8859-1' )]
Nearby:
{'162.241.216.10' : '162-241-216-10.unifiedlayer.com. ',

' 162.241.216.11': 'box5331.bluehost . com. ',
'162.241.216.12': ' 162 -241- 216 -12.unifiedlayer .com. ' ,
'162.241.216.13': '162 - 241- 216 -13.unifiedlayer .com. ',
' 162.241.216.14': ' box5334.bluehost . com. ' ,
'162.241.216.15' : '162-241-216-15.unifiedlayer.com. ' ,
'162.241.216.16': ' 162 - 241-216 -16.unifiedlayer .com. ',
'162.241.216.6' : '162-241-216-6.unifiedlayer.com. ',
'162.241.216.7' : '162-241-216-7.unifiedlaver.com. ' ,

Figure 2.67: Screenshot showing the HTTP connection on discovered domains

o Run the following command to scan all the discovered records of the target domain,

i.e., a full detailed scan:

fierce --domain certifiedhacker.com --wide

••• Parrot Terminal

File Edit View Search Terminal Help

attackergparrot -/ Tirn'e /fierce

|$fierce --domain certifiedhacker.com --wide|
NS: ns2.bluehost.com. nsl.bluehost.com.
SOA: nsl.bluehost.com. (162.159.24.80)

Zone: failure
Wildcard: failure
Found: blog.certifiedhacker.com. (162.241.216.11)

Nearby:
{'162.241.216.0': ' 5tIYGWP8Ew8. ',

'162.241.216.1': '162 - 241- 216 -1.unif iedlayer.com. ' ,
'162.241.216.10': '162-241-216-10.unifiedlayer.com. ' ,
'162 .241.216.100': '162 -241- 216 -100.unif iedlayer.com. ' ,
' 162 .241.216 .101' : ' box5395.bluehost . com . ' ,
'162.241.216.102': '162 -241-216 -102.unif iedlayer.com. ' ,
'162.241.216.103' : '162-241-216-103.unifiedlayer.com. ' ,
'162.241.216.104': 'box5396.bluehost .com. ',
'162.241.216.105' : '162-241-216-105.unifiedlayer.com. ' ,
'162.241.216.106' : '162-241-216-106.unifiedlayer.com. ' ,
'162.241.216.107': 'box5397.bluehost .com. ' ,
'162.241.216.108' : '162-241-216-108.unifiedlayer.com. ' ,
'162.241.216.109': '162 -241-216-109.unifiedlayer.com. ' ,
' 162 .241.216.11 ' : 'box5331.bluehost.com. ' ,

Figure 2.68: Screenshot showing the scanning of discovered records of all the classes
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DNS Lookup with Al

EC-Council C|EH

An attacker can also leverage Al-powered ChatGPT or other generative Al technology to perform this task by using
an appropriate prompt such as

"Install and use DNSRecon to perform DNS enumeration on the target domain www.certifiedhacker.com"

•y dns

SRV _autodiscover._tcp.certifiedhacker.coa autodiscovex.bluehost.com 52.96.121.56 443

SRV .autodiscover..tcp.certifiedhackex.cob autodiscovex.bluehost.com 2683 1836:388:282e :l

SRV .autodiscover..tcp.certifiedhacker.cob autodiscovez .bluehost. cob 2683:1836:388:282a: 8

SRV .autodiscover..tcp.certifiedhacker.cos autodiscover.bluehost.com 52.96.166.72 443

SRV .autodiscover..tcp.certifiedhacker.cob autodiscovex.bluehost.com 52.96.121.24 443

SRV _autodiscover..tcp.certifiedhacker.cob autodiscovex.bluehost.com 52.96.113.232 443
SRV _autodiscovex.—tcp.certifiedhacker .cob autodiscover.bluehost.com 2683 1836 388:2828 I

[EJxecute, [DJescribe, [A]bort: E

Hit:l https://deb.parrot.sh/parrot lory InRelease
Hit:2 https://deb.parrot.sh/direct/parrot lory-security InRelease

Hit:3 https://deb.parrot.sh/parrot lory-backports InRelease
Reading package lists... Done

std: Performing General Enumeration against: certifiedhacker.com...
DNSSEC is not configured for certifiedhacker.com

SOA nsl.bluehost.com 162.159.24.80

NS nsl.bluehost.com 162.159.24.80
Bind Version for 162.159.24.80 "2024.2.2'

NS ns2.bluehost.com 162.159.25.175
Bind Version for 162.159.25.175 '2024.2.2'

MX mail.certifiedhacker.com 162.241.216.11

A certifiedhacker.com 162.241.216.11

*] Emaerating SRV Records

d SRV _caldav..tcp.certifiedhacker.cob box5331.bluehost.cob 162.241.216.11 2879
»] SRV _caldavs._tcp.certifiedhackex.com box5331.bluehost.com 162.241.216.11 2888

1 t^parrot /home/attacker!
#sgpt -chat domain --shell "Install and use DNSRecon to perform DNS enumeration on the target

domain vMW.certifiedhacker.com.

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwwBccouncil.org

DNS Lookup with AI

Attackers can leverage Al-powered technologies to enhance and automate their footprinting

tasks. With the aid of Al, attackers can effortlessly perform reverse DNS lookup activities on a

target and acquire valuable insights.

For example,

Attackers can use ChatGPT to execute this task by using an appropriate prompt such as:

"Install and use DNSRecon to perform DNS enumeration on the target domain

www.certifiedhacker.com"

^parrot /home/attacker]

#sgpt --chat domain --shell "Install and use DNSRecon to perform DNS enumeration on the target

domain www.certifiedhacker.com."
sudo apt -get update && sudo apt -get install -y dnsrecon && dnsrecon -d certifiedhacker.com -t std
[EJxecute, [DJescribe, [AJbort: E

Hit:l https://deb.parrot.sh/parrot lory InRelease
Hit:2 https://deb.parrot.sh/direct/parrot lory-security InRelease
Hit:3 https://deb.parrot.sh/parrot lory-backports InRelease

[Reading package lists... Done

Figure 2.69: Prompt for Installing and performing DNSRecon with Al

Module 02 Page 225 Ethical Hacking and Countermeasures Copyright © by EC-COlincil
All Rights Reserved. Reproduction is Strictly Prohibited.

https://technet24.ir


Technet24

Ethical Hacking and Countermeasures

Footprinting and Reconnaissance

Exam 312-50 Certified Ethical Hacker

The following shell command is designed to perform DNS enumeration using the "dnsrecon" tool

on the www.certifiedhacker.com domain:

sudo apt-get update && sudo apt-get install -y dnsrecon && dnsrecon -d
certifiedhacker.com -t std

Explanation of the command:

sudo apt-get update: Updates the package lists for upgrades and new package

installations.

&&: Concatenates commands to execute them sequentially.

sudo apt-get install -y dnsrecon: Installs the dnsrecon tool with automatic "yes"

to all prompts.

dnsrecon -d certifiedhacker.com -t std: Initiates the dnsrecon tool to perform

DNS enumeration on the certifiedhacker.com domain using standard enumeration

techniques.

[*] std: Performing General Enumeration against: certifiedhacker.com...
[ ] DNSSEC is not configured for certifiedhacker.com
[*] SOA nsl.bluehost.com 162.159.24.80

[*] NS nsl.bluehost.com 162.159.24.80

[*] Bind Version for 162.159.24.80 "2024.2.2”

[*] NS ns2.bluehost.com 162.159.25.175

[*] Bind Version for 162.159.25.175 "2024.2.2"

[*] MX mail.certifiedhacker.com 162.241.216.11

[*] A certifiedhacker.com 162.241.216.11

[*] TXT certifiedhacker.com v=spfl a mx ptr include:bluehost .com ?all

[*] Enumerating SRV Records
[+] SRV _caldav._tcp.certifiedhacker.com box5331.bluehost.com 162.241.216.11 2079

[+] SRV _caldavs._tcp.certifiedhacker.com box5331.bluehost.com 162.241.216.11 2080

[+] SRV _carddavs._tcp.certifiedhacker.com box5331.bluehost.com 162.241.216.11 2080

[+] SRV _carddav._tcp.certifiedhacker.com box5331.bluehost.com 162.241.216.11 2079

[+] SRV _autodiscover._tcp.certifiedhacker .com autodiscover.bluehost.com 52.96.166.72 443

[+] SRV _autodiscover._tcp.certifiedhacker.com autodiscover.bluehost.com 52.96.121.24 443

[+] SRV _autodiscover._tcp.certifiedhacker.com autodiscover.bluehost.com 52.96.164.200 443

[+] SRV _autodiscover._tcp.certifiedhacker.com autodiscover.bluehost.com 52.96.165.8 443

[+] SRV _autodiscover._tcp.certifiedhacker.com autodiscover.bluehost.com 52.96.121.56 443

[+] SRV _autodiscover._tcp.certifiedhacker.com autodiscover.bluehost.com 52.96.223.56 443

[+] SRV _autodiscover._tcp.certifiedhacker.com autodiscover.bluehost.com 40.97.205.8 443

[+] SRV _autodiscover._tcp.certifiedhacker.com autodiscover.bluehost.com 52.96.113.232 443

[+] SRV _autodiscover._tcp.certifiedhacker.com autodiscover.bluehost.com 2603 : 1036 : 308 : 2820::8

443

[+] SRV _autodiscover._tcp.certifiedhacker.com autodiscover.bluehost.com 2603 :1036 : 308 : 282d: ;8

443

[+] SRV _autodiscover._tcp.certifiedhacker.com autodiscover.bluehost.com 2603 :1036 : 308 : 282e : : 8

443

(+] SRV _autodiscover._tcp.certifiedhacker.com autodiscover.bluehost.com 2603 : 1036 : 308 : 282a::8

443

[ + ] 16 Records Found T

Figure 2.70: Output for performing DNSRecon with Al
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Reverse DNS Lookup
• Attackers perform a reverse DNS lookup on IP ranges in an attempt to locate a DNS PTR record for those IP addresses

• Attackers use various tools, such as DNSRecon and Reverse Lookup to perform the reverse DNS lookup on the target host

https://mxtoolbox.com

Rte M View Search Terminai HdJJ
footfiparrot - /home/attacker

|Pdnsrecon r 162.241.216.6- 162.241,216.255 (
[•] Reverse look-up of a Range

fl Performing Reverse lookup from 162.241,216.6 to 162.241.216.255
{'type* : PTR' , ' 162-241-216-4.unifie4layer.com’, ' add ress ' '162.241.216.4'}

{'type': PTR'. '162-241-216-2.unifiedlayer.com' , 'address': '162.241.216.2'}
. ('type': PTR . I:.Ilin 1 '162-241-216-6.unifiedlayer.com*. 'address' : 162.241.216.6}

; ('type': PTR' . ' 162-241-216-8.unifiedlayer.com* , 'address* : '162.241.216.8'}

('type': PTR', 'name' ' 162-241-216-9.unifiedlayer.com* . 'address' : *162.241.216.9}

(type'. PTR', name : 5tIYGWP8Ew6 . address': *162.241.216.8}
. ('type': PTR'. 'name* '162 241-216-l.unifiedlayer.com* , address' : ' 162.241.216.1}

'naN* : 162.241.216.12'
('type' : : -r : • • -

. > : : *162.241.216.11} |
t type : DID' name 'i62-24i-2i6-ie.uniTieoiayer.com' : 162.241.216. 18' 1

. ('type': PTR' . 'box5334.bluehost.com' , address' : '162.241.216.14*}

('type': PTR'. ' 162 -241-216- 13.unifiedlayer . com' 'address': '162.241.216.13'
('type': PTR'. name ' 162 - 241-216-5.unifiedlayer .com' , 'address' : 162.241.216.5}

• ('type': PTR'. f atne ' 162 241-216- 16.unif iedlayer .com' . address' : '162.241.216.16'
('type': PTR'. 'box5348.bluehost.com'. address' : '162.241.216.17'}

('type': PTR'. 'name' ' 162 241- 216- 18.unif iedlayer .com* . address': '162.241.216.18*
('type': PTR'. 'name' ' 162 • 241-216-7.unifiedlayer .com' , •address': 162.241.216.7}

• ('type': PTR', 'name' 'box5358.bluehost.com'. address' : 162.241.216.28}
• ('type': PTR'. 'name' 'box5353.bluehost.com*. address' : '162.241.216.23'}

('type': PTR', '162-241-216-3.unifiedlayer.com' , address': 162.241.216.3}
• ('type': PTR' . 'name' ' 162 241- 216-24.unifiedlayer . com* address': '162.241.216.24'1
* ('type': PTR'. ‘name* 'box5354.bluehost.com*. address* : 162.241.216.26}

('type': PTR', 'name' '162-241-216-15.unifiedlayer.com' , address': '162.241.216.15'
('type' : PTR', rMM '162-241-216-19.unifiedlayer.com* address': '162.241.216.19'
('type': PTR', 'name' ' 162 • 241• 216-21.unif iedlayer . com' 'address' : '162.241.216.21'
('type' : 'PTR*. 'name* '162-241-216-36.unifiedlayer.com' . address': '162.241.216.38'

https://github.com
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Reverse DNS Lookup

DNS lookup is used to find the IP addressesfor a given domain name, and a reverse DNS operation

is performed to obtain the domain name of a given IP address. When looking for a domain by

entering the domain name in a browser, the DNS converts the domain name into an IP address

and forwards the request for further processing. This conversion of a domain name into an IP

address is performed using a record. Attackers perform a reverse DNS lookup on the IP range to

locate a DNS PTR record for such IP addresses.

Attackers use various tools such as DNSRecon, Reverse Lookup, puredns, Reverse IP Domain

Check, and Reverse IP Lookup to perform reverse DNS lookup on the target host. When we obtain

an IP address or a range of IP addresses, we can use these tools to obtain the domain name.

DNSRecon

Source: https://github.com

As shown in the screenshot, attackers use the following command to perform a reverse

DNS lookup on the target host:

dnsrecon -r 162.241.216.0-162.241.216.255

In the above command, the -r option specifies the range of IP addresses (first to last) for

a reverse lookup by brute force.
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••• Parrot Terminal

File Edit View Search Terminal Help

rootflparrot /home/attacker
- |fdnsrecon -r 162.241.216.0-162.241.216.255|

(♦] Reverse Look-up of a Range
[ * ] Performing Reverse Lookup from 162.241.216.0 to 162.241.216.255

[+]

{‘type'
('type'
('type'
{'type*
{'type'
{ ' type i
{ ' type '

Ctvoe'

'PTR', 'name': '162-241-216-4.unifiedlayer.com', 'address': '162.241.216.4'}
'PTR', 'name': '162-241-216-2.unifiedlayer.com', 'address': '162.241.216.2'}

'PTR', 'name': '162-241-216-6.unifiedlayer.com', address': '162.241.216.6'}

'PTR', 'name': '162-241-216-8.unifiedtayer.com', address': '162.241.216.8'}

'PTR', 'name': '162-241-216-9.unifiedlayer.com', 'address': '162.241.216.9'}

t 'PTR', 'name': ' 5tIYGWP8Ew8' , 'address': '162.241.216.0'}

'PTR', 'name': '162-241-216-l.unifiedlayer.com', 'address': '162.241.216.1'}

'PTR', 'name': '162-241-216-12.unifiedlayer.com', 'address': '162.241.216.12':
+ ('type' 'PTR', 'name': 'box5331.bluehost.com', 'address': '162.241.216.11'}

(+)

{'type'

{'type'
{'type'
{'type'
{'type'
{'type'
{'type'
{'type'
{'type'
{'type'
{'type'
{'type'
{'type'
{'type'
{'type'
{'type'

kiR', 'name': '162-241-216-10.uniriedlayer.com', address': '162.2J1.216.10'
'PTR', 'name': 'box5334.bluehost.com', 'address': '162.241.216.14'}
• PTR', 'name': '162-241-216-13.unifiedlayer.com', 'address': '162.241.216.13':
'PTR', 'name': '162-241-216-5.unifiedlayer.com', 'address’: '162.241.216.5'}
’PTR', 'name': '162-241-216-16.unifiedlayer.com', 'address': '162.241.216.16'
'PTR', 'name': 'box5348.bluehost.com', 'address': '162.241.216.17'}

'PTR', 'name': '162-241-216-18.unifiedlayer.com', 'address': '162.241.216.18'
'PTR', 'name': '162-241-216-7.unifiedlayer.com', address’: ’162.241.216.7'}
'PTR', 'name': 'box5350.bluehost.com', 'address': '162.241.216.20'}

'PTR', 'name': 'box5353.bluehost.com', 'address': '162.241.216.23'}

'PTR', 'name': '162-241-216-3.unifiedlayer.com', address': '162.241.216.3'}
• PTR', 'name': '162-241-216-24.unifiedlayer.com', address': '162.241.216.24'
'PTR', 'name': 'box5354.bluehost.com', 'address': '162.241.216.26'}

'PTR', 'name': '162-241-216-15.unifiedlayer.com', 'address': '162.241.216.15'
'PTR', 'name': '162-241-216-19.unifiedlayer.com', 'address': '162.241.216.19'
• PTR', 'name': '162-241-216-21.unifiedlayer.com', address': '162.241.216.21'
'PTR', 'name': '162-241-216-30.unifiedlayer.com', 'address': '162.241.216.30'

Figure 2.71: Screenshot of DNSRecon showing reverse DNS lookup information

Reverse Lookup

Source: https://mxtoolbox.com

As shown in the screenshot, the Reverse Lookup tool performs a reverse IP lookup by

taking an IP address and locating a DNS PTR record for that IP address.
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Wotoolbox; Pricing Tools Delivery Center Monitoring

SuperTool MX Lookup Blacklists DMARC Diagnostics Email Health DNS

SuperTool Beta?

162.241.216.11 Reverse Lookup

ptr:162.241.216.11 Find Problems

Type IP Address Domain Name TTL

TypePTR IP Address162.241.216 11 DomainNamebox5331 bluehost.com TTL24 hrs
Unknown (AS46606)

Test Result

Status^ NameDNS Record Published ResponseDNS Record found

smtp diag blacklist subnet tool dns propagation

Reported by ns2.unifiedlayer.com on 3/14/2024 at 3:10:51 AM (UTC -5). just for you. Transcript

Figure 2.72: Screenshot of the Reverse Lookup tool
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Objective

Use Different Techniques for Network
and Email Footprinting

Active Reconnaissance

Network and Email Footprinting

The next step after retrieving DNS information is to gather network-related information and track

email communications. This section describes the method to locate the network range,

traceroute analysis, and traceroute tools. It also describes how to track email communications,

how to collect information from email headers, and email tracking tools.

Locate the Network Range

To perform network footprinting, one needs to gather basic and important information about

the target organization, such as what the organization does, who works there, and what type of

work it does. The answers to these questions provide information that helps identify the internal

structure of the target network.

After gathering the information, an attacker can determine the network range of the target

system. Detailed information regarding IP allocation and the nature of allocation is available with

the appropriate regional registry database. An attacker can also determine the subnet mask of

the domain and trace the route between the system and target system. Widely used traceroute

tools include NetScanTools Pro and PingPlotter.

Obtaining private IP addresses can be useful to attackers. The Internet Assigned Numbers

Authority (IANA) has reserved the following three blocks of IP address space for private internets:

10.0.0.0-10.255.255.255 (10/8 prefix), 172.16.0.0-172.31.255.255 (172.16/12 prefix), and

192.168.0.0-192.168.255.255 (192.168/16 prefix).

Using the network range, an attacker can obtain information about how the network is structured

and which machines in the network are alive. The network range also helps identify the network

topology, access control device, and OS used in the target network. To find the network range of

the target network, one must enter the server IP address (gathered in Whois footprinting) in the
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ARIN Whois database search tool. A user can also visit the ARIN website

(https://www.arin.net/about/welcome/region) and enter the server IP into the SEARCH Site or

Whois text box. This yields the network range of the target network. Improperly set-up DNS

servers offer attackers a good chance of obtaining a list of internal machines in the network.

Additionally, if an attacker traces a route to a machine, it could be possible to obtain the internal

IP address of the gateway, which can be useful.

v A O°r Region • American Regis:; X + — X

<- -> C arin.net/about/welcome/region/ O 3 • :

On this page

» ARJNj Region

C Complete Utt of Countries

ARIN's Region
ARIN s servee area deludes an of the countries or geograpnea areas

in the list below. The links on the right provide a list of the countries or

Welcome to

ARIN

Organisation

or Geographical Areas in the geographica areas within each Reg oral internet Registry's region, and Structure & Staff

ARN Region a map is available beow showing ai regions. Our Region

» Regional Internet Registry
AR N Board of

Regions
Complete List of Countries or Geographical Trustees

Areas in the ARIN Region Advisory Council

NRO Number

Countries and Geographical Areas in the ARIN Counol

Region Careers

HCountry / Geographical Area A 2 A3 Related

Anguilla A) AlA All (?

Antarctica AQ ATA

Antigua and Barbuda AG ATG

AFRlNlC C?

APN>C C?

.ACNC Gf

Bahamas BS BHS

Barbados BB BRB

Bermuda BM BMU

R)P£ NCC C?

Figure 2.73: Screenshot of ARIN's Region
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Figure 2.74: Screenshot showing result of ARIN Whois database search result

Attackers typically use more than one tool to obtain network information, as a single tool cannot

provide all the required information.
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Traceroute

Traceroute programs work on the concept of ICMP protocol and
use the TTL field in the header of ICMP packets to discover the
routers on the path to a target host

ICMP Traceroute

C:\Users\Admin)|tracert 216.239.36.10|

Tracing route to ns3.google.com [216.239.36.10]
over a maximum of 30 hops:

1 ms 10.10.1.2

2 ms 172.18.0.1
<1 ms 192.168.0.1
1 ms 103.186.82.26
4 ms asl5169.ashburn .megaport .com [206.53.170.23]
2 ms 108.170.240.98

• Request timed out.

* Request timed out.
18 ms 192.178.81.151
8 ms 74.125.253.44
8 ms 172.253.78.141

* Request timed out.
• Request timed out.

• Request timed out.

* Request timed out.

TCP Traceroute

••• sudo tcptraceroutewww.google.com - ParrotTerminal

Rte Edit View Search Terminal Help

p attackergparrot
1 ^sudo tcptraceroute www.google.com|
[sudo] password for attacker:
Running:

traceroute -T -0 info www.google.com
traceroute to www.google.com (142.251.111.104), 30 hops max, 60 byte packets
1 10.10.1.2(10.10.1.2) 0.458ms 0.441ms 0.430ms
2 172.18.0.1 (172.18.0.1) 0.803 ms 0.792 ms 0.782 ms
3 192.168.0.1 (192.168.0.1) 0.947 ms 0.937 ms 0.925 ms
4 103.186.82.26 (103.186.82.26) 1.305 ms 1.541 ms 0.911 ms

UDP Traceroute

foiaceioute www . google . coqi]
Liaceioute to www.google.com (142.251.33.100). 30 hops max, 60 byte packets

1 10.10-1.2 (10.10.1,2) 8.276 ms 8.258 ms 8.238 ms
2 172.18.8.1(172.18.8.1) 8.348ms 8.385ms 8.284ms
3 192.168.8.29 (192.168.8.29) 8.325 ms 8.385 ms 8.286 ms

4 163.47.181.133(163.47.181.133) 8.789ms 33.458ms 33.438ms

5 pr81-et-8-3-8-8.sea89.net.google.com (286.81.88.17) 11.341 ms 8.917 ms 8.847 ms
6 192.178.185.129(192.178.185.129) 1.348 ms 188.178.255.175 (188.178.255.175) 3.562ms
192.178.185.129 (192.178.185.129) 18.315 ms
7 142.251.58.177 (142.251.58.177) 34.139 ms 28.881 ms 28.768 ms

8 sea38sl8-in-f4.lel88.net (142.251.33.188) 28.747 ms 1.181 ms 1.881 ms

Copyright © EC-Council. All Rights Reserved.Reproduction is Strictly Prohibited.For more information,visit wwweccouncil.org

Traceroute

Finding the route of the target host on the network is necessaryto test against man-in-the-middle

attacks and other related attacks. Most operating systems come with a Traceroute utility to

perform this task. It traces the path or route through which the target host packets travel in the

network.

Traceroute uses the ICMP protocol and Time to Live (TTL) field of the IP header to find the path

of the target host in the network.

The Traceroute utility can detail the path through which IP packets travel between two systems.

The utility can trace the number of routers the packets travel through, the round-trip time

(duration in transiting between two routers), and, if the routers have DNS entries, the names of

the routers and their network affiliation. It can also trace geographic locations. It works by

exploiting a feature of the Internet Protocol called TTL. The TTL field indicates the maximum

number of routers a packet may traverse. Each router that handles a packet decrements the TTL

count field in the ICMP header by one. When the count reaches zero, the router discards the

packet and transmits an ICMP error message to the originator of the packet.
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Figure 2.75: Illustration of Traceroute

The utility records the IP address and DNS name of the routerand sends out another packet with

a TTL value of two. This packet makes it through the first router and then times-out at the next

router in the path. This second router also sends an error message back to the originating host.

Traceroute continues to do this and records the IP address and name of each router until a packet

finally reaches the target host or until it decides that the host is unreachable. In the process, it

records the time taken for each packet to make a round trip to each router. Finally, when it

reaches the destination, the normal ICMP ping response will be sent back to the sender. The

utility helps to reveal the IP addresses of the intermediate hops in the route to the target host

from the source.

ICMP Traceroute

Windows operating system by default uses ICMP traceroute. Go to the command prompt and

type the tracert command along with the destination IP address or domain name as follows:

C:\>tracert 216.239.36.10
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SB Command Prompt — X

C: \Users\Admin)Jtracert 216.239.36.10 1

[Trace complete.

———
Tracing; route to ns3.google .com [216.239.36.10]
over a maximum of 30 hops

1 <1 ms 1 ms 1 ms 10.10.1.2

2 <1 ms <1 ms 2 ms 172.18.0.1

3 <1 ms <1 ms <1 ms 192.168.0.1
4 <1 ms 1 ms 1 ms 103.186.82.26
5 2 ms 1 ms 4 ms as15169.ashburn .megaport.com [206.53.170.23]
6 2 ms 5 ms 2 ms 108.170.240.98

7 * * Request timed out.
8 * * * Request timed out.
9 61 ms 55 ms 18 ms 192.178.81.151

18 8 ms 9 ms 8 ms 74.125.253.44

11 11 ms 9 ms 8 ms 172.253.78.141
12 * * * Request timed out.
13 * * * Request timed out.
14 * * * Request timed out.
15 * * Request timed out.
16 * * Request timed out.
17 * * Request timed out.
18 * * * Request timed out.
19 * * * Request timed out.
20 * * * Request timed out.
21 8 ms 12 ms 10 ms ns3.google.com [216.239.36.10]

Figure 2.76: Screenshot showing the output of tracert

TCP Traceroute

Many devices in any network are generally configured to block ICMP traceroute messages. In this

scenario, an attacker uses TCP or UDP traceroute, which is also known as Layer 4 traceroute. Go

to the terminal in Linux operating system and type the tcptraceroute command along with the

destination IP address or domain name as follows:

sudo tcptraceroute www.google.com

••• sudotcptraceroutewww.google.com -Parrot Terminal

File Edit View Search Terminal Help

p[attackei@parrot]-M

^sudo tcptraceroute www. google.com]
[sudo] password for attacker:

Running:
traceroute -T -0 info www.google.com

traceroute to www.google.com (142.251.111.104), 30 hops max, 60 byte packets

1 10.10.1.2 (10.10.1.2) 0.458 ms 0.441 ms 0.430 ms

2 172.18.0.1 (172.18.0.1) 0.803 ms 0.792 ms 0.782 ms

3 192.168.0.1 (192.168.0.1) 0.947 ms 0.937 ms 0.925 ms

4 103.186.82.26 (103.186.82.26) 1.305 ms 1.541 ms 0.911 ms

UDP Traceroute

Figure 2.77: Screenshot showing the output of TCP Traceroute

Like Windows, Linux also has a built-in traceroute utility, but it uses the UDP protocol fortracing

the route to the destination. Go to the terminal in the Linux operating system and type the

traceroute command along with the destination IP address or domain name as follows:

traceroute www.google.com
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••• L? traceroute www.google.com -Parrot Terminal

File Edit View Search Terminal Help

i— [attackergparrot ]- [ ~ ।

$|traceroute www. google .corn]
traceroute to www.google.com (142.251.33.100), 30 hops max, 60 byte packets |
1 10.10.1.2 (10.10.1.2) 0.276 ms 0.250 ms 0.230 ms

2 172.18.0.1 (172.18.0.1) 0.340 ms 0.305 ms 0.284 ms

3 192.168.0.29 (192.168.0.29) 0.325 ms 0.305 ms 0.286 ms

4 163.47.101.133 (163.47.101.133) 0.709 ms 33.450 ms 33.430 ms

5 pr01-et-0-3-0-0.sea09.net.google.com (206.81.80.17) 11.341 ms 0.917 ms 0.847 ms

6 192.178.105.129 (192.178.105.129) 1.348 ms 108.170.255.175 (108.170.255.175) 3.562 ms

192.178.105.129 (192.178.105.129) 10.315 ms

7 142.251.50.177 (142.251.50.177) 34.139 ms 28.801 ms 28.768 ms

8 sea30sl0-in-f4.lel00.net (142.251.33.100) 28.747 ms 1.101 ms 1.081 ms

Figure 2.78: Screenshot showing the output of UDP Traceroute
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36 Module 02 | Footprinting and Reconnaissance

Traceroute with Al

EC-Council c|eh

• An attacker can also leverage Al-powered
ChatGPT or other generative Al technology
to perform this task by using an appropriate
prompt such as

“Perform network tracerouting to discover the
routers on the path to a target host
www.certifiedhacker.com”

••• sgpt--chatfootprint--shell"Performnetworktraceroubngtodiscovertheroutersonttwpathtoat.

Fite Edit View Search Terminal Help

roorSparrot— #sgpt --chat footprint --shell "Perform network tracerouting to discover
the routers on the path to a target host www.certifiedhacker.com"
traceroute www.certifiedhacker.com
[E]xecute, [DJescribe, [A]bort: E
traceroute to www.certifiedhacker.com (162.241.216.11), 30 hops max, 60 byte
packets

1 10.10.1.2 (10.10.1.2) 0.517 ms 0.494 ms 0.472 ms
2 172.18.0.1 (172.18.0.1) 0.914 ms 0.894 ms 0.874 ms
3 192.168.0.1 (192.168.0.1) 1.005 ms 0.985 ms 0.966 ms
4 103.186.82.26 (103.186.82.26) 1.105 ms 1.420 ms 1.065 ms
5 103.186.82.3 (103.186.82.3) 1.322 ms 1.360 ms 1.281 ms
6 gi0-l-l-15.rcr21.iad01.atlas.cogentco.com (38.104.207.233) 1.741 ms 2.5
31 ms 2.221 ms
7 be2956.ccr41.iad02.atlas.cogentco.com (154.54.30.193) 2.514ms 2.180ms
2.224 ms
8 telia.iad02.atlas.cogentco.com (154.54.12.62) 2.141ms 1.752ms 2.103
ns
9 ash-bb2-link.ip.twelve99.net (62.115.123.124) 1.536ms rest-bbl-link.ip.
twelve99.net (62.115.123.122) 2.380 ms 2.111 ms
10 nyk-bbl-link.ip.twelve99.net (62.115.141.245) 9.342 ms nyk-bb2-link.ip.t|
»elve99.net (62.115.136.200) 8.060 ms 8.385 ms
11 palo-b24-link.ip.twelve99.net (62.115.138.117) 76.917 ms palo-b24-link.il
a.twelve99.net (62.115.138.111) 76.381 ms palo-b24-link.ip.twelve99.net (62.|

Copyright © BC- Council. All Rghts Reserved. Reproduction is Strictly Prohibited For more information,visit www.eccouncil.org

Traceroute with AI

Attackers can leverage Al-powered technologies to enhance and automate their footprinting

operations. With the aid of Al, attackers can effortlessly perform tracerouting on a target.

For example,

Attackers can use ChatGPT to execute this task by using an appropriate prompt such as:

"Perform network tracerouting to discover the routers on the path to a target host

www.certifiedhacker.com"
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••• sgpt -chat footprint -shell "Perform network tracerouting to discover the routers on the path to a ta

Fite Edit View Search Terminal Help

;root@parrot
#sgpt --chat footprint --shell "Perform network tracerouting to discover

the routers on the path to a target host www.certifiedhacker.com"
traceroute www.certifiedhacker.com
[E]xecute, [D]escribe, [A]bort: E
traceroute to www.certifiedhacker.com (162.241.216.11), 30 hops max, 60 byte
packets
1 10.10.1.2 (10.10.1.2) 0.517 ms 0.494 ms 0.472 ms
2 172.18.0.1 (172.18.0.1) 0.914 ms 0.894 ms 0.874 ms
3 192.168.0.1 (192.168.0.1) 1.005 ms 0.985 ms 0.966 ms
4 103.186.82.26 (103.186.82.26) 1.105 ms 1.420 ms 1.065 ms
5 103.186.82.3 (103.186.82.3) 1.322 ms 1.360 ms 1.281 ms
6 gi0-l-l-15.rcr21.iad01.atlas.cogentco.com (38.104.207.233) 1.741 ms 2.5
81 ms 2.221 ms
7 be2956.ccr41.iad02.atlas.cogentco.com (154.54.30.193) 2.514 ms 2.180 ms
2.224 ms
8 telia.iad02.atlas.cogentco.com (154.54.12.62) 2.141 ms 1.752 ms 2.103 I
ms
9 ash-bb2-link.ip.twelve99.net (62.115.123.124) 1.536 ms rest-bbl-link.ip.I
twelve99.net (62.115.123.122) 2.380 ms 2.111 ms
10 nyk-bbl-link.ip.twelve99.net (62.115.141.245) 9.342 ms nyk-bb2-link.ip.tl
welve99.net (62.115.136.200) 8.060 ms 8.385 ms
11 palo-b24-link.ip.twelve99.net (62.115.138.117) 76.917 ms palo-b24-link.il
p.twelve99.net (62.115.138.111) 76.381 ms palo-b24-link.ip.twelve99.net (62.

Figure 2.79: Prompt and Output for performing Traceroute with Al

The following shell command is designed to perform network tracerouting using the "traceroute"

tool to discover the routers on the path to the www.certifiedhacker.com host:

traceroute www .certifiedhacker .com

Explanation of the command:

traceroute www.certifiedhacker.com: Initiates the traceroute tool to discover the

routers on the path to the www.certifiedhacker.com host by sending packets to the

destination with increasing time to live (TTL) values and analyzing the responses received

from intermediate routers.
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Traceroute Analysis

• Attackers execute traceroute to find the IP addresses of intermediate devices such as routers and firewalls present between a source and its
destination

• For example, after running several traceroutes, an attacker might obtain the following information:

traceroute 1.10.10.20, second to last hop is 1.10.10.1

traceroute 1.10.20.10, third to last hop is 1.10.10.1

traceroute 1.10.20.10, second to last hop is 1.10.10.50

traceroute 1.10.20.15, third to last hop is 1.10.10.1

traceroute 1.10.20.15, second to last hop is 1.10.10.50

• By compiling this information, attackers can identify the intermediate devices or hosts in the path to the target network

Attack
Process

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwwBccouncil.org

Traceroute Analysis

We have discussed how the traceroute utility helps find the IP addresses of intermediate devices

such as routers and firewalls present between a source and its destination. After running several

traceroutes, an attacker can find the location of a hop in the target network. Consider the

following traceroute results:

traceroute 1.10.10.20, second to last hop is 1.10.10.1

traceroute 1.10.20.10, third to last hop is 1.10.10.1

traceroute 1.10.20.10, second to last hop is 1.10.10.50

traceroute 1.10.20.15, third to last hop is 1.10.10.1

traceroute 1.10.20.15, second to last hop is 1.10.10.50

By analyzing these results, an attacker can identify the intermediate devices or hosts in the path

to reach the target network, as shown in the figure.
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Traceroute Tools

Traceroute tools such as NetScanTools Pro, PingPlotter, Traceroute NG, and tracert are useful for

extracting information about the geographical location of routers, servers, and IP devices in a

network. Such tools help us to trace, identify, and monitor the network activity on a world map.

Some of the features of these tools are as follows:

Hop-by-hop traceroutes

Reverse tracing

Historical analysis

Packet loss reporting

Reverse DNS

NetScanTools Pro

Source: https://www.netscontools.com

Ping plotting

Port probing

Detect network problems

Performance metrics analysis

Network performance monitoring

Attackers can use NetScanTools Pro to trace the route packets traverse from their

machine to the target device on a local area network or across the Internet. The tool offers

ICMP, UDP, or TCP traceroute methods and allows attackers to identify the intermediate

devices along the route. Also, it helps attackers locate the country assigned to each IPv4

address in each hop.

Figure 2.81:Screenshot of NetScanTools Pro
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PingPlotter

Source: https://www.pingplotter.com

PingPlotter allows attackers to collect traceroute data for target hosts using ICMP, UDP,

and TCP packets. It automatically discovers the network hops and tracks latency and

packet loss over time. Using this tool, attackers can visualize the traceroute data in

readable graphs. This tool aids attackers in identifying bandwidth bottlenecks, WiFi

interference, or hardware faults on the target network.

certifiedhackers.com - PingPlotter Pro X

File Edit Tools Summaries Workspace Help

PingPlotter Standard is best for troubleshooting home internet problems. Details )

Focus Auto 100ms 200ms

266 msLatencyPL% 0 ms

certifiedhackers.com= All x

secondshttpsy/certifiedhackers.com / 13.248.16948| • Interval 2.5

Hop Count IP Name Avg Min Cur

• 64 10.10.12 10.10.1.2 0.6 03 0.6

• 64 172.18.0.1 172.18.0.1 12 0.4 0.7

3 64 192.168.0.1 192.168.0.1 13 03 03

4 64 103.186.82.26 103.186.82.26 1.7 03 2.7

• 64 103.186.82.3 103.186.82.3 13 03 0.9

• 64 38.104.207.233 gi0-1-1-15.rcr21.iad01.atlas.cogentco.cc 22 13 2.6

• 64 154.54.30.193 be2956.ccr41.iad02atlas.cogentco.com 24 1.5 1.7

• 64 38.142.22042 38.142.22042 2.9 1.1 1.7

9 64 5246.164.40 52.46.164.40 3.7 12 1.7

10 64 5246.164.49 5246.164.49 23.0 5.0 104.1

certifiedhackers.com (13248.16948) hop 17 10 minutes (12:55:51a - 1:05:51a) “

Figure 2.82:Screenshot of PingPlotter
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Tracking Email Communications

-1709483417;

VC>*l8y7Te/«r65w»J8Xk2M6rE j«5hITv2rhrGT7NfG»ikZUc7420bvdHc+q«l513UWh

ZU2K5QOJI ZU t J*SOK4«uCKo4 7pVSC*i>««l PS

I10722»»HM7S$41pgd.445 . 2024.01«

ECDM-tCKA-A£S12a-GO1-SHA2S6 blti-121/120);

'

Date and time recei

[ the originator'semail

r®n

Sender's IP

address

Email tracking is used to monitor the delivery of
emails to an intended recipient

Attackers track emails to gather information
about a target recipient, such as IP addresses,
geolocation, browser and OS details, to build a
hacking strategy and perform social engineering
and other attacks

Sender's full

name

Sender's mail
server

Authentication system used

by sender's mail server

The address from

which the message

was sent

Date and time of ] _
message sent

Collecting
Information
from Email
Header

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwwBccouncil.org

Tracking Email Communications

Email tracking monitors the email messages of a particular user. This kind of tracking is possible

through digitally time-stamped records that reveal the time and date when the target receives

and opens a specific email. Email tracking tools allow an attacker to collect information such as

IP addresses, mail servers, and service providers involved in sending the email. Attackers can use

this information to build a hacking strategy and to perform social engineering and other attacks.

Examples of email tracking tools include IP2L0CATI0N's Email Header Tracer, MxToolbox, DNS

Checker Email Header Analyzer, and Social Catfish.

Information about the victim gathered using email tracking tools includes:

Recipient's System IP address: Allows tracking of the recipient's IP address

Geolocation: Estimates and displays the location of the recipient on the map and may

even calculate the distance from the attacker's location

Email Received and Read: Notifies the attacker when the email is received and read by

the recipient

Read Duration: The time spent by the recipient in reading the email sent by the sender

Proxy Detection: Provides information about the type of server used by the recipient

Links: Checks whether the links sent to the recipient through email have been checked

Operating System and Browser information: Reveals information about the operating

system and the browser used by the recipient. The attacker can use this information to

find loopholes in that version of the operating system and browser to launch further

attacks
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Forward Email: Determines whether the email sent to the user is forwarded to another

person

Device Type: Provides information about the type of device used to open and read the

email, e.g., desktop computer, mobile device, or laptop

Path Travelled: Tracks the path through which the email traveled via email transfer agents

from source to destination system

Collecting Information from Email Header

An email header contains the details of the sender, routing information, addressing scheme,

date, subject, and recipient. Email headers also help attackers to trace the routing path taken by

an email before it is delivered to the recipient. Each email header is a useful source of information

for an attacker to launch attacks against the target. The process of viewing the email header

varies with different email programs.

Commonly used email programs:

eM Client SmarterMail Webmail

Mailbird Outlook

Hiri Apple Mail

Mozilla Thunderbird ProtonMail

Spike AOLMail

Claws Mail Tuta

The email header contains the following information:

Sender's mail server

Date and time of receipt by the originator's email servers

Authentication system used by the sender's mail server

Data and time of sending the message

A unique number assigned by mx.google.com to identify the message

Sender's full name

Sender's IP address and address from which the message was sent

The attacker can trace and collect all this information by performing a detailed analysis of the

complete email header.
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ARC-Se*!:

bh-SzWBCe266v-<.DGteQuo3Gb3rmt21Ti>lJPqnu5»»C>3<«

ARC -Authentication-Results:

The address from which

the message was sent

-QUARA

Sender's IP address

by «x.google.cob with E5MTPS Id u69-20020x638248000000b005<Jc7cl97229sll5075541pgd.405.2024.03.07.23.36.54
^grwll .coo>for

106.75.2.40 di permitted sendei

dnjrc-pjss (p-QUARANTINE ^p-QUARANTINE dis -NONE) header.fron-nerket .octopxrv

—

AOb6UWtKtN/13eTYMp«/aOM65HvtCIaWUr3A£g/2jq7»4u/AktlQxUt 0N/x7srDrNhFcxcxlAq>A3BybJGo»B4.

by SendCloud Inbound Server with ESMTPA Id A30824E6-6698-4974-8773-6A663O6EEFA6.1
;37 -0800

OUARA^fl .oc toi

Date and time

of message sent

Date and time received by the

originator's email servers

Authentication system used

by sender's mail server

d-google.con; s-arc-20160816;

b-F9pZL/85n82oeHUkft0a>gIsu9pVL18t33/o3k5RXpPYK3ee/eytDQ9t IUAph6tu2Yk

VC3nM8y7Te/kF65M-sj8Xk2H6FE145hITv2rhFGT/NEGnkZUo7420bvdMcfQN513U8Rh
NVXcG21p7EOCXfdrK/0qCrU315uuS3vDeW63bNnjq»-Rdutie<ThDpeCPlAosdrNUwSpCQ
ECbHOePkFy/099cNlQpeeYdQVL871tJlW-HlnQqr-CFN-CQ-Ix83klEHNx«riNMALwW0
rMILQlvVH8vYCK54jhfPc-X5EtrowxNUksKnRkvC3ele2E10xj3fL0hpvOIS2du5O38o

IklQ--

Return-Peth:l< i4narket.octoparse.con> I
Received: from ucnal126. sendcloud. Io ( ucnal126. sendcloud. Io. [£106^75^2^40,

2024 15:36:37 -0800

(verslon-TL$12 clpher-ECDHE-ECDSA-AESl28-GCM-SHA256blts-128/128);

|Thu, 07 Ma, 2024 23 :36 :56 -0800 (PST) |

a-r sa->ha256; t -1709883417; cv-none;

Oellvered-To:
Received: by 2002: A50: 250b:0:bO:24a:bf04:99d7 nlth SMTP id yl1csp2051431ece;

Thu, 7 FUr 2024 23:36:57 -0800 (PST)

X -Googie•Sntp-Source: AGHT-IHrC-nHMql2kc/4qC/ t4uOoakZnnRSq9WqlSohdu2GHc/ JkRkYcqnBHKbnqlZGOMTSvuf IN
X-Recelved: by 2002:4O5:6871:693:be:22e:6Sbd:ce3A with SNTP id 119-

20020aO56871069300bO022065baca3anr 2604282oao.14.1709883417230;

Thu, 07 Mar 2024 23:36:57 -0800 (PST)

b-rn«ANMI8Z£ZgQy«dyqnBE/guq2n83pP571-ylG3VJb3qVGr/UO2EpNgnAchPt94c29
2C>9pIWW8i3T4YuPlyIYAsIZ2zZte2K5Q0QlZIttJ>SOK4nzCKol7pYSOFu88LNUO£PS
M4zbi8H7AsTUrZlX4lRkfnAM-lcrU91iMBlGE4HRgnOnope69oKTTogTcOlCFZaGna>9
rr4H10KZ6QWVDAoXPYNw4IkHaO*xlAnrXpMbfSLogaeG6XcGgKSyig3puqS9Ke-n033c
951Q9UW6VSsxrJTllxjH6116r6G^*/RxG2wblXGpSylllJgpHq/uUXwQf0b34qFOrfk
PnPw--;

age-Signature: 1-1; a-rsa-sha256; c-relaxed/relaxed; d-google.con; s-arc -20160816;

h-list -unsubscribe-post:list -unsubscribe: feedback-Id:sesame_open

sender date . ft cn : 'eply-tu : to : nessage-id : subject nine-ser slon . content-type :

ron : list -unsubscribe-post; bh-22L/O77p8aTMXfGMQtSaYNq5yHvWOa0uUlZatJnqROI-;

Sender's mail server
Ri elved-SPF:

Figure 2.83: Screenshot showing detailed analysis of the email header

Email Tracking Tools

Email tracking tools such as IP2L0CATI0N's Email Header Tracer, MxToolbox, eMailTrackerPro,

Holehe, DNS Checker Email Header Analyzer, and Social Catfish allowan attackerto track an email

and extract information such as sender identity, mail server, sender’s IP address, location, and so

on. Attackers use the extracted information to track the email path from the attacker's location

to the target mail server using IP addresses in the email header.

eMailTrackerPro

Source: http://www.emailtrackerpro.com

As shown in the screenshot, attackers use eMailTrackerPro to analyze email headers and

extract information such as the sender's geographical location, IP address, and so on. It

allows an attacker to review the traces later by saving past traces.
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Address

New Email Trace Configure

Home |[ Subject: Last Chance! ... x

Email SummaryThe trace is complete, the information found is displayed on the right

Map

System Information:

• The system is running a mail server

Hop IP Hop Name Location

(Australia)

Network Whois

Domain Whois

Email Header

You are on day1of a 15 day trial. To apply a licence Click here or for purchase information Click here

CS3

Trace

Headers
Email

Accounts

My

Inbox

From:

Date: Sun,5 May 2024 19:01:35 -0500 (CDT)
Subject: Last Chance! Register for RiverbedLaunch Webcast
Location: [America]

port 25. Thismeansthat this system can be used to:

There isno HTTP server running on this system (the f
There isno HTTPS server running on this system (the
There is no FTP server running on this system (the po

O X

New Trace View Report

My Trace

Reports

View

Misdirected: No

Abuse Address: mktabusefladobe,com

Abuse Reporting: To automaticallygenerate an email abuse
From IP: 192.28.155.47

12
13

2
3

4

6
10

Export Rules

Trial Edition
Settings

H eMailTrackerPro v10.0b Advanced Edition. Trial day1 of 15

File Help

TaKIa

#

10.

17:
i9:

18'
5^5
64.

12f
20f

20!

lonap-gw-no-dns-yet zayo.com (Australia)
ae15.er4.iad10.us.zip.zayo.com [America]
128.177 77 186.IPYX-260031-910/Amewa/
rt-bt-1-be-1.va5.ne.adobe.net [America]
sr-cdbs-1-po-6.va5.omniture.com [America]

Figure 2.84: Screenshot of eMailTrackerPro

• IP2LOCATION's Email Header Tracer

Source: https://www.ip2location.com

IP2LOCATION's Email Header Tracer is an open-source service that attackers can use to

analyze and trace email paths using the email header. It enables attackers to trace back

the target location and the mail servers through which the email is passing, utilizing the

IP addresses found in the email header.
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IP2LOCATION Home Solutions- Products- Pricing Resources - -»J Login- jssOOO

Aoplicatons

F 'e>va I List by Country

F 'e.va I List by Search Eng ne

Fed -act Visitor by Country

"rjceroute Appl cation

Web

Email Tracer

IF Address Map

Donnoader Script

Widgets

Email Header Tracer

This is a free service to trace the email path from sender's location to recepient s mail server using IF addresses m
theemail header.

We offer f-ee IP localon demo up to 50 IP addresses per day fo'unreg stered use'. You st haw 50/50
due-y limit today.

Email Headers O

Received: from N ...... .coutlook.com (2603:10 .o::15)

byBLA-- • *- • :0.prod.outlook.com with HTTPS Fn. 8 Mar 2024

Q LOOKUP

© Sender

IP Address 2603T0O6*

Country

Region & City

Coordinates

ISP Microsoft Corporation

Local Time 13 Mar. 2024 06:54PM (UTC -08:00)

Domain -n.trosoft.com

Net Speed (T1)[»- -»rt

Figure 2.85:Screenshot of IP2L0CATI0N's Email Header Tracer

P2LOCATION Home Solutions- Products- Pricing Resources - -»)Logln-

Country • O

Region & City y id

Coordinates ’W)

ISP Microsoft Corporation

Local Time 13 Mar. 2024 08:54 PM (UTC -08:00)

Domain mcrosoft.com

Net Speed i • Mat

IDD& Area Code (1)425

ZIP Code 98052

Weather Station . 0367)

Mobile Carrier

Mobile Country Code
(MCC)

Mobile Network Code
(MNO

Elevation 61m

Usage Type (DCH) Data Center Wed Host ngCranst

Category ton

District — y
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Figure 2.86:Screenshot of IP2L0CATI0N's Email Header Tracer
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39 Module 02|Footprinting and Reconnaissance |

Objective

Demonstrate Footprinting through
Social Eng ineering

Active Reconnaissance

40 Module 02 1 Footprinting and Reconnaissance EC-Council

Footprinting through Social Engineering

• Social engineering is an art of exploiting human behaviour to extract confidential information

• Social engineers depend on the fact that people are unaware of their valuable information and are careless about protecting it

Social engineers attempt to gather Social engineering techniques include

• Credit card details and social security number . Eavesdropping

• Usernames and passwords . Shoulder surfing

• Security products in use . Dumpster diving

• Operating systems and software versions . impersonation

• Network layout information

• IP addresses and names of servers

Copyright ©EC*Council. All Rghts Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwweccouncil.org

c|eh

Footprinting through Social Engineering

So far, we have discussed the different techniques for gathering information using online

resources or tools. Now, we will discuss footprinting through social engineering, i.e., the art of

obtaining information from people by exploiting their weaknesses. This section covers the

concept as well as the techniques used to gather information through social engineering.
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Social engineering is a non-technical process in which an attacker misleads a person into

providing confidential information inadvertently. In other words, the target is unaware of the

fact that someone is stealing confidential information. The attacker takes advantage of the

gullible nature of people and their willingness to provide confidential information.

To perform social engineering, an attacker first needs to gain the confidence of an authorized

user and then mislead that user into revealing confidential information. The goal of social

engineering is to obtain the required confidential information and then use that information for

malicious purposes such as gaining unauthorized access to the system, identity theft, industrial

espionage, network intrusion, fraud, and so on. The information obtained through social

engineering may include credit card details, social security numbers, usernames and passwords,

other personal information, security products in use, OS and software versions, IP addresses,

names of servers, network layout information, and so on.

Social engineering can be performed in many ways, such as eavesdropping, shoulder surfing,

dumpster diving, impersonation, tailgating, third-party authorization, piggybacking, reverse

social engineering, and so on.
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Collecting Information through Social Engineering on Social
Networking Sites

• Attackers use social engineering tricks to gather sensitive information from social networking websites

• Attackers create a fake profile and then use the false identity to lure employees into revealing their sensitive information

• Attackers collect information about the employees' interests and tricks them into revealing more information

What Organizations Do What Attacker Gets

User surveys Business strategies

Promote products Product profile

User support Social engineering

Recruitment Platform/technology

Background check to hire
employees

Type of business

What Users Do What Attacker Gets

Maintain profile Contact info, location, etc.

Connect to friends, chat Friends list, friends’ info, etc.

Share photos and videos
Identity of family members,
interests, etc.

Play games, join groups Interests

Create events Activities

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwwBCCOuncil.org

Collecting Information through Social Engineering on Social Networking Sites

Social networking sites are online services, platforms, or other sites that allow people to connect

and to build interpersonal relations. The use of social networking sites is increasing rapidly.

Examples of such sites include Linkedln, Facebook, Instagram, Twitter, Pinterest, YouTube, and

so on. Each social networking site has its own purpose and features. One site may connect

friends, family and so on, while another helps users to share professional profiles. Social

networking sites are open to everyone. Attackers may take advantage of this feature to gather

sensitive information from users either by browsing through users' public profiles or by creating

a fake profile to pose as a genuine user. On social networking sites, people may post personal

information such as date of birth, educational information, employment background, spouse's

names, and so on. Organizations often post information such as potential partners, websites, and

upcoming news about the company.

For an attacker, social networking sites can be valuable sources of information about the target

person or organization. The attacker can only gather the information that is posted by individuals.

There are no barriers for attackers to access the public pages of accounts created on social

networking sites. To obtain more information about the target, attackers may create fake

accounts and use social engineering techniques to lure the victim into revealing more

information. For example, the attacker can send a friend request to the target person from a fake

account; if the victim accepts the request, then the attacker can access even the restricted pages

of the target person on that website.

Information Available on Social Networking Sites

So far, we have discussed how an attacker can collect information from social networking sites.

Now, we will discuss what information an attacker can get from social networking sites.
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People usually maintain profiles on social networking sites to provide basic information about

themselves and to help create and maintain connections with others. A profile generally contains

personal information such as a person's name, contact information (cell phone number, email

address), friends' information, information about family members, interests, and activities.

People usually connect with friends and chat with them. Attackers can gather sensitive

information through these chats. Social networking sites also allow people to share photos and

videos. If users fail to set the appropriate privacy settings for their albums, then attackers can see

the pictures and videos shared by them. Users may join groups to play games or to share their

views and interests. Attackers can collect information about the victim's interests by tracking his

or her groups and canthen mislead the victim into revealing more information. Users may create

events to notify other users about upcoming occasions, from which attackers will come to know

about the user's activities.

The activities of users on social networking sites and the respective information that an attacker

can collect is summarized in the following table.

Table 2.5: Activities of users on the social networking sites and the respective information

What Users Do What Attacker Gets

Maintain profile Contact info, location, and related information

Connect to friends, chat Friends list, friends' info, and related information

Share photos and videos Identity of family members, interests, and related information

Play games, join groups Interests

Create events Activities

Like individuals, organizations also use social networking sites to connect with people, promote

their products, and gather feedback about their products and services. The activities of an

organization on social networking sites and the respective information that an attacker can

collect are summarized in the table below.

Table 2.6: Activities of the organization on the social networking sites and the respective information

What Organizations Do What Attacker Gets

User surveys Business strategies

Promote products Product profile

User support Social engineering

Recruitment Platform/technology information

Background check to hire employees Type of business
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Collecting Information Using Eavesdropping, Shoulder Surfing,
Dum pster Diving, and Impersonation

Eavesdropping
Unauthorized listening of conversations or reading of messages

It is the interception of any form of communication, such as audio, video, or text

Shoulder Surfing
Secretly observing the target to gather critical information, such as
passwords, personal identification number, account numbers, and credit
card information

Dumpster Diving

Looking for treasure in someone else's trash

It involves the collection of phone bills, contact information, financial
information, operations-related information, etc. from the target company’s
trash bins, printer trash bins, user desk for sticky notes, etc.

OB

* Pretending to be a legitimate or authorized person and using the
Impersonation phone or other communication medium to mislead targets and trick them

into revealing information

Copyright © EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.For more information,visit wwweccouncil.org

Collecting Information Using Eavesdropping, Shoulder Surfing, Dumpster

Diving, and Impersonation

Eavesdropping, shoulder surfing, dumpster diving, and impersonation are social engineering

techniques widely used to collect information from people.

Eavesdropping

Eavesdropping is the act of intercepting communication in any form, such as audio, video,

or text, without the consent of the communicating parties. It also includes reading

confidential messages from communication media such as instant messaging or fax

transmissions. The attacker can gain information by tapping phone conversations or

intercepting audio, video, or written communications.

Shoulder Surfing

Shoulder surfing is a technique whereby attackers secretly observe the target to gain

critical information. In the shoulder surfing technique, an attacker stands behind the

victim and secretly observes the victim's activities on the computer, such as keystrokes

while entering usernames, passwords, and so on. The technique is effective in gaining

passwords, personal identification numbers, security codes, account numbers,credit card

information, and similar data. Attackers can easily perform shoulder surfing in a crowded

place, as it is relatively easy to stand behind and watch the victim without his or her

knowledge.

Dumpster Diving

This uncouth technique, also known as trashing, involves the attacker rummaging for

information in garbage bins. The attacker may gain vital information such as phone bills,

contact information, financial information, operations-related information, printouts of
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source codes, printouts of sensitive information, and so on from the target company's

trash bins, printer waste bins, sticky notes at users' desks, and so on. The attacker may

also gather account information from ATM trash bins. The information can help the

attacker to commit attacks.

Impersonation

Impersonation is a technique whereby an attacker pretends to be a legitimate or

authorized person. Attackers perform impersonation attacks personally or use phones or

other communication media to mislead targets and trick them into revealing information.

The attacker might impersonate a courier/delivery personjanitor, businessman, client,

technician, or he/she may pretend to be a visitor. Using this technique, an attacker

gathers sensitive information by scanning terminals for passwords, searching important

documents on desks, rummaging bins, and so on. The attacker may even try to overhear

confidential conversations and "shoulder surf" to obtain sensitive information.
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Footprinting Tools: Maltego and Recon- ng

Maltego

Maltego can be used to determine the relationships and
real world links between people, groups of people,
organizations, websites, Internet infrastructure, documents,
etc.

https://www.maltego.com

Copyright © EC-Council. All Rghts Reserved. Reproduction is Strictly Prohibited For more information,visit www.eccouncil.org

Recon-ng

Recon-ng is a Web Reconnaissance framework with
independent modules and database interaction, which

provides an environment in which open source, web¬
based reconnaissance can be conducted

Execute the query

https://github.com

recon-ng -Parrot Terminal

File Edit View Search lermmal Help

:ERTIF IEDHACKER.COM

Harvests list of

target hosts

found
found,

found,

found,

found.

recon/doMains -dOMains/brute.suf fix
recon/doMains-hosts/brute_hosts

No Wildcard DNS entry found.

02.certifiedhacker.coM •> No record found
03,certifiedhackerco« •> No record found.

1.certifiedhacker.coi* •> No record found.

12.certifiedhacker.coM •> No record found.

13.certifiedhacker.coM No record found.

14.certifiedhacker.coM -> No record found.
0 certifiedhacker.coM »> No record found.

3.certifiedhacker.coM •> No record found.
10 certif iedhacker cow No record found

16.certifiedhacker.coM •> No record

17.certifiedhacker.coM •> No record
18.certifiedhacker.coM •> No record

lS.certifiedhacker.coM •> No record

01.certifiedhacker.coM No record

(recon-ng] [CEH) >|Modules load recon/domains-hosts/brute_hosts|
(recon-ng] (CEH] [brute,hosts] > [run]

Attackersuse this module

to gather target hosts

information
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Footprinting Tools: FOCA and subfinder

FOCA
FOCA (Fingerprinting Organizations with Collected
Archives) is a tool used mainly to find metadata and
hidden information in the documents it scans

subfinder
subfinder is a subdomain discovery tool that helps
attackers find valid subdomains for websites

https://www.elevenpaths.com https://github.com

Copyright © EC-Council. All Rghts Reserved. Reproduction is Strictly Prohibited.For more information,visit wwweccouncil.org
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Footprinting Tools: OSINT Fram ework

EC-Council c|EH

• OSINT Framework is an open source intelligence gathering
framework that is focused on gathering information from free tools
or resources

• It provides a simple web interface that lists various OSINT tools
arranged by categories and is shown as OSINT tree structure on
the web interface

• Tools listed includes the following indicators:

• (T) - Indicates a link to a tool that must be installed and run locally

(D) - Google Dork

(R) - Requires registration

(M) - Indicates a URL that contains the search term and the URL itself
must be edited manually

Other Tools: Sudomy Billcipher whatweb
https://github.com https://github.com https://github.com

Copyright © EC- Council. All Rghts Reserved. Reproduction is Strictly Prohibited For more information,visit wwweccouncil.org

Raccoon Recon-Dog
https://github.com https://github.com

Web Check OSINT.SH
https://web-check.xyz https://osint.sh

Automate Footprinting Tasks using Advanced Tools and AI

Many organizations offer tools that facilitate information gathering. This section describes the

tools used to obtain information from various sources.

Footprinting tools are used to collect basic information about target systems to exploit them.

Information collected by footprinting tools includes the target's IP location, routing information,
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business information, address, phone number, social security number, details about the source

of an email and a file, DNS information, and domain information.

Maltego

Source: https://www.maltego.com

Maltego is an automated tool that can be used to determine the relationships and real-

world links between people, groups of people, organizations, websites, Internet

infrastructure, documents, etc.

Attackers can use different entities available in the tool to obtain information such as

email addresses, a list of phone numbers, and a target's Internet infrastructure (domains,

DNS names, Netblocks, IP addresses information).

As shown in the screenshot, attackers add a website entity,rename it with the target's

domain, and obtain the email addresses and phone numbers associated with the target.

Figure 2.87: Screenshot of Maltego

Recon ng

Source: https://github.com

Recon-ng is a web reconnaissance framework with independent modules for database

interaction that provides an environment in which open-source web-based

reconnaissance can be conducted.
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As shown in the screenshot, attackers use the module recon/domains-
hosts/brute_hosts to extract a list of hosts associated with the target URL.

pile Edit View Search Terminal Help

recon-ng - Parrot Terminal

recon/domains-domains/brute_suffix

recon/do®ains-hosts/brute_hosts

Attackers use this module

to gather target hosts
information

CERTIFIEOHACKER.COM

Execute the query

[recon-ng] [CEH] > Iwodules load recon/doiMins-hosts/brute_hosts~l
[recon-ng] [CEH] [brute_hosts] > fnjnl

*] No Wildcard DNS entry found.

* ] 02.certifiedhacker.com •> No record found.
•] 03.certifiedhacker.com -> No record found.

] 1.certifiedhacker.com No record found.

* ] 12.certifiedhacker.com -> No record found.
• ] 13.certifiedhacker.com No record found.
• ] 14.certifiedhacker.com -> No record found.
• ] 0.certifiedhacker.com No record found.

* ] 16.certifiedhacker.com •> No record found.

* ] 17.certifiedhacker.com No record found.

* ] 18.certifiedhacker.com -> No record found.

) 15.certifiedhacker.com No record found.
• ] 01.certifiedhacker.com No record found.

*] 3.certif iedhacker.com No record found.

10.certifiedhacker.com No record found.

Harvests list

of target

hosts

Figure 2.88: Screenshot of recon-ng

FOCA

Source: https://www.elevenpaths.com

Fingerprinting Organizations with Collected Archives (FOCA) is a tool used mainly to find

metadata and hidden information in the documents that its scans. FOCA is capable of

scanning and analyzing a wide variety of documents, with the most common ones being

Microsoft Office, Open Office, or PDF files.

Features:

o Web Search - Searches for hosts and domain names through URLs associated with the

main domain. Each link is analyzed to extract information from its new host and

domain names.

o DNS Search - Checks each domain to ascertain the host names configured in NS, MX,

and SPF servers to discover the new host and domain names.

o IP Resolution - Resolves each host name by comparison with the DNS to obtain the IP

address associated with this server name. To perform this task accurately, the tool

performs analysis against the organization's internal DNS.

o PTR Scanning - Finds more servers in the same segment of a determined address; IP

FOCA executes a PTR log scan.
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o Bing IP - Launches FOCA, which is a search process for new domain names associated

with that IP address for each IP address discovered.

o Common Names - Perform dictionary attacks against the DNS.

As shown in the screenshot, attackers search the target domain and obtain the file

information stored in it. The extracted files can be viewed on the web browser. Further,

the attackers can view additional information such as network domains, roles,

vulnerabilities, and metadata of the target domain.

X

Foca
Cuatom aearch

Type Download Download Date Metadata EId

B Save log to He

All searchers have finished

Crewing

Crewing

Crewing

Crewing

Crewing

Crewing

Crewing

Crewing

Crewing

Crewing

medum

medum

medum

medum

medum

medum

medum

medum

medum

1311 mb

684 MB

170 36 KB
966 02 KB
960 29 KB

501 MB

0 toe 0 doc*

0w*
0 pp» 0pp»

0 Google

0 Bng

0 DuckDuickGo

42740
42740

42740
42740
427:41
4:27:41
4:2741
427.41
42742
4:27.42

URL

https //www eccounci org/wp-cortert/uploads/2023/0
https //www eccounci org/wp-cortert'uploads/2023/0

https //www eccounci org wp-cooteri uploads /2023/1
https / /www eccounci org wp-cootent/uploads/2023/0

https //www eccounci org/wpcortert /uploads/2022/1

https //www eccounci org wpcortert/Lploads '2023/0

https //www eccounci org/wpcortert /uploads/2016 0
https //www eccounci org/wp-cortent/uploads'2023/0
https //www eccounci org/wpcortert /up*oads 20230
https //www eccounci org/wpcortert /uploads 2023/0

https '/www eccounci org/wpcortert /untoads/2022/1

Size

2 96 MB

3.07 MB

6 28 MB
9 38 MB

Attackers obtain search

results, displaying file

information stored in

the target domain

View information

of target domain

3 © Preset of www eccounci org
- Network

Gerts (0)

O Project of www.eccouncil.org - FOCA Open Source 14.7.1

Q Project £ Plugins 0 Options Q Tasklist 0 About W

essage

Dornan found ebooks eccounci org

Domain found aware eccounci org

Doman found: foundation eccounci org

Doman found: cert eccounci org

Doman found cybeibnef eccounci org

Doman found coderedbetatest eccounci org

Doman found aspen eccounci org

Doman found: cybecq eccounci org

Doman found accesscomputertranng eccounci org

Doman found campagns eccounci org

Doman found codeoednarketng eccounci org

PlReactivate AutoScroi Opear

- Domans
» © eccounci.org

S 'C Document Analysn

ft Res (0/75)

AOW
Users (0)

Folders (0)

Printers (0)

O Software (0)

D Emais (0)

C1 Operatng Systems (0)

Passwords (0)

= Servers 10)

II Malware Summary (DIARIO)

subfinder

Figure 2.89:Screenshot of FOCA

Source: https://github.com

subfinder is a subdomain discovery tool that helps attackers find valid subdomains for

websites using passive online sources. It supports multiple output formats (JSON, file,

stdout).
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•• subflnder-dcertifiedhacker.com -Parrot Terminal

Rie Edit View Search Terminal Help

rootgparrot /home/attacker

ijsubfinder -d certifiedhacker.com]

_l I— / _ —I I
(_-< II I \ J I ' V

_
/ -_) LI

/_A—l—L| LLIL' \ LI v2

projectdiscovery.io

[WRN] Use with caution. You are responsible for your actions

[WRN] Developers assume no liability and are not responsible for any misuse or damage.

[WRN] By using subfinder, you also agree to the terms of the APIs used.

[INF] Enumerating subdomains for certifiedhacker.com
www.certif iedhacker .com

autodiscover .certifiedhacker .com

blog.certif iedhacker .com

cpanel.certif iedhacker.com

cpcalendars.certifiedhacker .com

cpcontacts.certif iedhacker .com

demo.certif iedhacker .com

www .demo.certifiedhacker .com

autodiscover.demo.certif iedhacker .com

cpanel.demo.certif iedhacker.com
cpcalendars .demo.certif iedhacker .com

Figure 2.90: Screenshot of subfinder

OSINT Framework

Source: https://osintframework.com

OSINT Framework is an open source intelligence gathering framework that helps security

professionals in performing automated footprinting and reconnaissance, OSINT research,

and intelligence gathering. It is focused on gathering information from free tools or

resources. This framework includes a simple web interface that lists various OSINT tools

arranged by category, and it is shown as an OSINT tree structure on the web interface.

As shown in the screenshot, the tools listed include the following indicators:

o (T) - Indicates a link to a tool that must be installed and run locally

o (D) - Google dork

o (R) - Requires registration

o (M) - Indicates a URL that contains the search term and the URL itself must be edited

manually
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UsernameQ
Email Address Q
Domain Name Q

IP Address Q
Images / Videos / Docs Q

Social Networks Q
Instant Messaging Q

People Search EnginesQ
Dating Q

Telephone Numbers Q
Public RecordsQ

Business Records Q
Transportation Q

Geolocation Tools / Maps Q
Search Engines Q

Forums / Blogs / IRC Q
Archives O

OSINT FrameworkO lawage TranslationO

MetadataO

Mobile EmulationO

TerrorismO

Dark WebQ
Digital Currency Q

Classifieds Q
Encoding / Decoding Q

Tools Q
Malicious File Analysis Q

Exploits & Advisories Q
Threat intelligence Q

OpSecQ
DocumentationQ

TrainingO

ExifTool (T)
Metagoofil (T)
FOCA (T)
CodeTwo Outlook Export (T)

Web
Data Leaks

Public Datasets
Other Media

Whois Records
Subdomains

Discovery
Certificate Search

PassiveDNS
Reputation

Domain Blacklists
Typosquatting

Analytics
URL Expanders

Change Detection
Social Analysis

DNSSEC
Cloud Resources

Vulnerabilities
Tools

DNStable
Domain Dossier
domainlQ
DomainTools Whois
DNStable
Domain Big Data
DNS Dumpster
Whoisology
Domain History
Whois ARIN
DNSstuff
Robtex
Domaincrawler com
MarkMonitor Whois Search
easyWhois
Website Informer
Who.is
Whois AMPed
ViewDNS info
Daily DNS Changes
Domainsdb.info
IP2WHOIS

Internet Archive: Wayback Machine
Archive.is
WebCite
Cached View
Cached Pages
Textfiles.com
UK Web Archive
Screenshots.com
Wayback Machine - Beta Search
Common Crawl
Wayback Machine Chrome Extension
PDF My URL
Bounce
Browsershots
Waybackpack (T)

General InfoQ
Clients Q

Discovery Q
TOR Search Q

TOR Directories Q
Q Tor2web

Q Web 0 Proxy

O IACA Dark Web Investigation Support

Figure 2.91: Screenshot of OSINT Framework

Recon-Dog

Source: https://www.github.com

Recon-Dog is an all-in-one tool for all basic information gathering needs. It uses APIs to

collect information about the target system.

Features:

o Censys: Uses censys.io to gather a massive amount of information about an IP

address.

o NS lookup: Performs name server lookup

o Port scan: Scans most common TCP ports

o Detect CMS: Can detect 400+ content management systems

o Whois lookup: Performs a Whois lookup

o Detect honeypot: Uses shodan.io to check if the target is a honeypot
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o Find subdomains: Uses findsubdomains.com to find subdomains

o Reverse IP lookup: Performs a reverse IP lookup to find domains associated with an

IP address

o Detect technologies: Uses wappalyzer.com to detect 1000+ technologies

o All: Runs all utilities against the target

••• pythondog - ParrotTerminal

File Edit View Search Terminal Help

I I v2.0

1. Censys

2. NS lookup

3. Port scan

4. Detect CMS

5. Whois lookup

6. Detect honeypot

7. Find subdomains

8. Reverse IP lookup

9. Detect technologies

0. All
0

all>> google.com

A : 172.217.165.142

AAAA : 2607:f8b0:4006 :80e: :200e

4X : 10 smtp.google.com.

YS : ns4.google.com.

nsl.google.com.
ns2.google.com.

ns3.google.com.

Figure 2.92: Screenshot of Recon-Dog

BillCipher

Source: https://www.github.com

BillCipher is an information gathering tool for a website or IP address. It can work on any

operating system that supports Python 2, Python 3, and Ruby. This tool includes various

options such as DNS lookup, Whois lookup, port scanning, zone transfer, host finder, and

reverse IP lookup, which help to gather critical information.
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••• python3billcipher.py - ParrotTerminal

File Edit View Search Terminal Help

# # # # # # # # # # # # # #

###### # ###### ###### ##### # # # # ###### # #2.1

Information Gathering tool for a website or IP address

Are you want to collect information of website or IP address? [website/IP] : website

Enter the website address: www.certifiedhacker.com

1) DNS Lookup

2) Whois Lookup

13) Host DNS Finder

14) Reserve IP Lookup
3) GeoIP Lookup 15) Email Gathering (use Infoga)

4) Subnet Lookup 16) Subdomain listing (use Sublist3r)

5) Port Scanner 17) Find Admin login site (use Breacher)

6) Page Links 18) Check and Bypass CloudFlare (use HatCloud)

7) Zone Transfer 19) Website Copier (use httrack)

8) HTTP Header 20) Host Info Scanner (use whatweb)

9) Host Finder 21) About Billcipher
10) IP-Locator 22) Fuck Out Of Here (Exit)

11) Find Shared DNS Servers

12) Get Robots.txt

What information would you like to collect? (1-20): 1

=spfl a mx ptr include:bluehost. com ?all*

:ertif iedhacker .com.
1.bluehost.com. dnsadmin.box5331.bluehost.com. 2024031100 86400 7200 3600000 300

Do you want to continue? [Yes/No] : Yes

Figure 2.93: Screenshot of BillCipher

Some additional footprinting tools are listed below:

Sudomy (https://github.com)

theHarvester (https://www.edge-security.com)

whatweb (https://github.com)

Raccoon (https://github.com)

Orb (https://github.com)

Web Check (https://web-check.xyz)

OSINT.SH (https://osint.sh)
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Al- Powered OSINT Tools

Taranis Al

Taranis Al is an advanced open source intelligence (OSINT)
tool that leverages artificial intelligence to gather, analyze,
and interpret publicly available data

It assist ethical hackers in identifying potential security
threats, vulnerabilities, and other relevant information
from a wide array of sources on the internet

OSS Insight

• OSS Insight uses Al to provide in-depth insights into the GitHub ecosystem,

analyzing over 5 billion GitHub events

• It offers powerful tools for understanding and navigating the open-source world, from
comprehensive repository analytics to developer productivity insights

Other Tools: DorkGPT
https://dorkgpt.com

DorkGenius
https://dorkgenius.com

Google Word Sniper
https://googlewordsniper.eu

Cylect.io
https://cylect.io

ChatPDF
https://chatpdf.com

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwwficcouncil.org

Al-Powered OSINT Tools

Al has revolutionized open-source intelligence (OSINT) by significantly enhancing investigative

capabilities through advanced data collection, analysis, and prediction. Al automates data

processing, extracts relevant insights, delivers actionable intelligence more efficiently than

traditional methods, and enhances the OSINT tools.

Al-powered tools offer numerous advantages for OSINT. The following are some key use cases in

which Al can significantly benefit OSINT researchers.

Web Scraping: Al techniques utilize online data from sources such as social media, blogs,

forums, and deep web databases. This data enables the tracking of entities over time or

the monitoring of public behavior. Machine-learning models can automate the extraction

of specific information such as social media comments and replies.

Pattern Recognition: Machine learning (ML) techniques can identify entities within large

datasets and analyze files to identify the relationships between different entities. These

entities include names, company details, addresses, emails, phone numbers, and relevant

data.

Content Summarization: NLP algorithms can summarize large volumes of data. OSINT

gatherers can utilize this capability to extract pertinent information from extensive

datasets. For example, an Al summarization tool can extract company names from a set

of PDF files spanning hundreds of pages.

Sentiment Analysis: Al technology can interpret human emotions through text analysis,

which is particularly useful for understanding public sentiment. OSINT researchers can

use Al to assess the emotional state of users based on social media posts and comments

or to predict consumer behavior based on reviews.
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Image Recognition: Computer vision, a subset of Al, can analyze digital media files such

as images and videos. In OSINT investigations, computer vision can assist in:

o Face Recognition: Identifying and tracking individuals across different media.

o Metadata Analysis: Extracting metadata from digital files.

o Reverse Image Search: Enhancing reverse image search capabilities and detecting

deepfake images.

Al Detection: Al can also identify content generated by other Al tools, which is crucial for

detecting malicious activities facilitated by Al.

Benefits of Integrating Al in OSINT:

Improved Efficiency: Al enhances OSINT efficiency by automating tasks such as web

scraping and data extraction, which accelerates the data collection and analysis

processes. This allows investigators to focus on higher-level analysis and decision-making,

ultimately expediting investigations and delivering timely insights.

Greater Scope: Al expands the scope of OSINT by analyzing vast data from the surface

web, deep web, and dark web, ensuring comprehensive intelligence coverage. Its ability

to process large datasets and identify connections enables investigators to uncover

hidden patterns and relationships that are difficult to detect manually.

Enhanced Visibility: Al enhances the visibility of intelligence data by connecting billions

of seemingly unrelated data points to coherent networks of information, enabling

investigators to quickly identify suspicious activities and establish connections between

threat actors or events. Al-powered tools present these networks as user-friendly

graphical interfaces, making it simpler for investigators to recognize and comprehend

complex relationships and trends within the data.

Increased Investigator Safety: Al enhances the safety of investigators by enabling

anonymized and automated investigations. This reduces the risk of exposing an

investigator's identity or compromising sensitive information. Al tools can conduct

thorough investigations without the need for direct human involvement in potentially

dangerous environments such as the dark web.

Al-Powered OSINT Tool: Taranis Al

Source: https://taranis.ai

Taranis Al is an advanced OSINT tool uses Al to enhance information gathering and situational

analyses. It uses NLP and Al to improve the quality of data received from data sources, such as

websites, to gather unstructured news articles. Analysts then transform these Al-enhanced

articles into organized reports that are used as the basis for deliverables such as PDF files that

are eventually published.
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Features of Taranis Al:

Advanced OSINT Capabilities: Taranis Al searches multiple data sources, including

websites, to collect unstructured news articles and provides a comprehensive and

enriched intelligence feed.

Al-Enhanced Analysis: Taranis enhances the collected articles, ensuring higher content

quality and relevance using Al and NLP.

Multi-Format Output: Taranis Al creates a variety of end products, including structured

reports and PDF files, tailored to meet specific informational needs and requirements.

Seamless Publishing: The platform enables easy publication of finalized intelligence

products, ensuring timely dissemination of critical information to stakeholders.

Al-Powered OSINT Tool: OSS Insight

Source: https://ossinsight.io

OSS Insight leverages Al to delve deep into the GitHub ecosystem by analyzing an extensive

dataset of over five billion GitHub events. This capability enables it to offer comprehensive

insights and tools to enhance the understanding and navigation of the open-source world. From

detailed repository analytics encompassing metrics such as stars, forks, and commits to insights

into developer productivity and collaboration patterns, OSS Insight is equipped with powerful

resources for informed decision-making and strategic planning in open-source software

development.

Key Features of OSS Insight

GPT-Powered Data Exploration: It enables users to query GitHub data using natural

languages, generate SQL queries, and present the results visually. It helps ethical hackers

gather intelligence on repositories, developer activities, and trends without requiring

advanced SQL skills, thereby enhancing investigative efficiency.

Technical Fields Analytics: The platform curates GitHub collections in technical domains

and provides analytics in areas such as web frameworks, Al, and Web3. Ethical hackers
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can use this data to identify emerging technologies, potential vulnerabilities, and

understand specialized security landscapes.

Developer Analytics: The tool monitors developer productivity metrics such as commits,

pull requests, and code contributions while also analyzing collaboration behaviors and

engagement levels. Ethical hackers can use this to assess contributor activity and

reliability, identify potential weaknesses in security practices, and identify high-risk or

low-activity contributors.

Repository Analytics: This tool assesses GitHub repository metrics, such as popularity

(stars and forks), update frequency, and community engagement. It provides historical

trends and comparative insights that aid in benchmarking and strategic decisions. Ethical

hackers can analyze the health and security postures of repositories, track how issues and

pull requests are handled, and identify repositories that are vulnerable to attacks owing

to low engagement or outdated code.

Compare Projects: This enables easy comparison of metrics from different GitHub

projects, including activity levels, contributor demographics, issue-handling efficiency,

and technical metrics. This helps ethical hackers identify projects with better security

practices, active communities, or potential vulnerabilities for strategic targeting and

assessment.

Importance of OSS Insight in OSINT for Ethical Hacking

Comprehensive Data Analysis: By analyzing over five billion GitHub events, OSS Insight

provides a wealth of data that ethical hackers can use to gather intelligence on software

vulnerabilities, popular frameworks, and emerging trends. These data can inform

vulnerability assessments and aid in the identification of potential attack vectors.

Real-time and Historical Data: The integration of real-time data updates and historical

data from the GHArchive ensures that ethical hackers have access to up-to-date

information on ongoing developments and past incidents within the GitHub ecosystem.

Al-Powered Querying: The Al-powered GitHub Data Explorer simplifies the querying of

complex datasets using natural language, making it easier for ethical hackers to extract

specific information relevant to their investigations.
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Figure 2.95: Screenshot of OSS Insight

Additional Al-Powered OSINT Tools

Al OSINT tools that leverage artificial intelligence to enhance the efficiency and accuracy of open-

source intelligence gathering are as follows:

DorkGPT

Source: https://dorkgpt.com

DorkGPT is an Al-powered tool designed to assist Google Dorking, a technique used to

find information that is not easily accessible through regular search queries. It leverages

the capabilities of GPT (Generative Pre-trained Transformer) models to generate and

refine search queries, helping users uncover sensitive information, hidden pages, and

other data that may be relevant to cybersecurity, ethical hacking, or research purposes.

DorkGenius

Source: https://dorkgenius.com

DorkGenius is an Al-powered tool that automates Google Dorking and helps users

generate advanced search queries to find specific information on the internet. It is useful

for uncovering hidden files, directories, sensitive information, and security vulnerabilities,

particularly in the case of ethical hackers.

Google Word Sniper

Source: https://googlewordsniper.eu

Google Word Sniper helps to refine search queries for more effective Google results. It

identifies targeted keywords and phrases, making it easier to find specific information,

hidden content, and niche data. This tool is valuable for researchers, marketers, and

cybersecurity professionals, as it enhances their ability to uncover valuable buried

information in search results.
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Cylect.io

Source: https://cylect.io

Cylect.io is an advanced Al-powered OSINT tool that integrates multiple databases into a

user-friendly interface, providing a vast collection of resources for ethical hackers and

enabling efficient and confident OSINT investigations. Developed to address the

inefficiencies of traditional search engines, Cylect.io simplifies the search process and

enhances the speed and accuracy of data collection in investigative contexts.

ChatPDF

Source: https://chatpdf.com

ChatPDF is an OSINT tool that leverages Al to analyze and extract information from PDF

documents through a conversational interface. Users can upload PDF files and interact

with the tool to quickly retrieve specific data, summaries, and insights, making it a

valuable resource for ethical hacking.

Bardeen.ai

Source: https://www.bardeen.ai

Bardeen.ai is an automation tool that can be used for OSINT by enabling users to

streamline and automate data collection and analysis processes from various online

sources. This enhances the speed and accuracy of OSINT activities, making them useful

assets for cybersecurity professionals, researchers, and investigators.

DarkGPT

Source: https://github.com/luijait/DorkGPT

DarkGPT is an Al assistant that uses GPT-4-200K to query leaked databases, aiding in

efficient and targeted searches within compromised data sources. This enables users to

extract vital information and insights, enhancing the OSINT capabilities of cybersecurity

analysts and researchers.

PenLink Cobwebs

Source: https://cobwebs.com

PenLink Cobwebs is an advanced Al-powered OSINT tool that specializes in gathering and

analyzing data from various online sources. It offers comprehensive capabilities for

collecting, processing, and visualizing information to support cybersecurity investigations.

Explore Al

Source: https://exploreai.vercel.app

Explore Al is an Al-powered YouTube search engine that uses artificial intelligence to

search for and extract information from YouTube videos, making it easier to access

information for ethical hacking purposes.
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AnyPicker

Source: https://opp.onypicker.com

AnyPicker is a powerful visual web scraper and Al OSINT tool designed to extract data

from websites without requiring coding skills. This tool supports scraping multiple pages

simultaneously and provides a real-time preview of the extraction results, offering

flexibility and efficiency in web data collection.

Module 02 Page 268 Ethical Hacking and Countermeasures Copyright © by EC-COlincil
All Rights Reserved. Reproduction is Strictly Prohibited.

https://technet24.ir
https://technet24.ir


Ethical Hacking and Countermeasures

Footprinting and Reconnaissance

Exam 312-50 Certified Ethical Hacker

48 Module 02 1 Footprinting and Reconnaissance EC-Council C|EH

Create and Run Custom Python Script to Au tom ate Footprinting
Tasks with Al

An attacker can also leverage Al-powered ChatGPT or other generative Al technology to automate various footprinting tasks by creating a

custom Python script that will run automatically and fetch the desired result. They can use appropriate prompts to create custom scripts, such
as the one below:

"Develop a Python script which will accept domain name www.microsoft.com as input and execute a series of websitefootprinting

commands, including DNS lookups, WHOIS records retrieval, email enumeration, and more, to gather information about the target domain"

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwwBccouncil.org

Create and Run Custom Python Script to Automate Footprinting Tasks with AI

Attackers can leverage Al-powered technologies to enhance and automate their footprinting

tasks. With the aid of Al, attackers can effortlessly create and run custom footprinting scripts and

acquire valuable insights about their targets. By developing custom scripts empowered by

artificial intelligence (Al), attackers can efficiently execute a series of website footprinting

commands to gather information about a target domain for cybersecurity assessments.

For example,

Attackers can use ChatGPT to guide the development of such a script by using an appropriate

prompt such as:

"Develop a Python script which will accept the domain name www.microsoft.com as input and

execute a series of website footprinting commands, including DNS lookups, WHOIS records

retrieval, email enumeration, and more, to gather information about the target domain."
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$sgpt --chat fp --shell " develop a python script which will accept domain

name as www.microsoft.com as input and execute series of website footprinting co

nmands, including DNS lookup, Whois records retrieval, emal enumeration, and mor

e, to gather information about target domain"

cat « EOF > website_footprinting.py

import subprocess

def dns_lookup (domain) :

return subprocess.getoutput(f "dig {domain} ANY +noall +answer")

def whois_lookup (domain) :

return subprocess.getoutput(f "whois {domain}")

def email_enumeration ( domain) :

return subprocess.getoutput(f "theHarvester -d {domain} -b all -1 100")

def run_footprinting(domain) :

print ("Performing DNS Lookup...")

dns_info = dns_lookup(domain)

print (dns_info)

Figure 2.96: Prompt and Output for performing Traceroute with Al -Screenshot1

print ( "WnPerforming Whois Lookup...")
whois_info = whois_lookup(domain)

, print ( whois_info)

print ( " \ XnEnumerating Emails . . . " )

emails = email-enumeration(domain)

print (emails)

domain = 'www.microsoft.com'

run_footprinting(domain)

EOF

python3 website_footprinting.py

Figure 2.97: Prompt and Output for performing Traceroute with Al-Screenshot 2

The following shell script is designed to perform website footprinting including DNS lookups,

WHOIS records retrieval, email enumeration, and more, to gather information about the target

domain: www.microsoft.com

cat «< EOF > website_footprinting.py

import subprocess

def dns_lookup(domain):

return subprocess.getoutput(f"dig {domain} ANY +noall +answer")
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def whois_lookup(domain):

return subprocess.getoutput(f"whois {domain}")

def email_enumeration(domain):

return subprocess.getoutput(f"theHarvester -d {domain} -b all -1 100")

def run_footprinting(domain):

print("Performing DNS Lookup...")

dns_info = dns_lookup(domain)

print(dns_info)

print("\nPerforming Whois Lookup...")

whois_info = whois_lookup(domain)

print(whois_info)

print("\nEnumerating Emails...")

emails = email_enumeration(domain)

print(emails)

domain = ’www.microsoft.com’

run_footprinting(domain)

EOF

python3 website_footprinting.py

Explanation:

This Python script defines four functions: dnsjookup, whoisjookup, email_enumeration, and

run_footprinting.

• dns_iookup(domain): Performs a DNS lookup for the specified domain using the dig

command.

• whois_iookup(domain): Retrieves WHOIS records for the specified domain using the

whois command.

• emaii_enumeration(domain):Enumerates emails associated with the specified domain

using theHarvester tool.

• run_footprinting(domain):Executes a series of website footprinting commands (DNS

lookup, WHOIS lookup, email enumeration) for the given domain and prints the results.

Module 02 Page 271 Ethical Hacking and Countermeasures Copyright © by EC-COlincil
All Rights Reserved. Reproduction is Strictly Prohibited.

https://technet24.ir


Technet24

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Footprinting and Reconnaissance

You can run this script using Python3 to perform website footprinting on the specified domain

(www.microsoft.com).

,python3 website_footprinting.py

[E]xecute, [D]escribe, [A]bort: E

Performing DNS Lookup... j
www.microsoft.com. 3125 IN CNAME ww.microsoft.com-c-3.edgekey .n<

t.

Performing Whois Lookup. . .
No match for "WWW.MICROSOFT.COM".

»> Last update of whois database: 2024-03-13T13:25 :50Z «<

Figure 2.98: Output file for script with Al-Screenshot 1

Enumerating Emails. . .

* Cl.Pl- _ /\ /\ l”| *
*|_| _ \ / _ \ //_//_' | _\ \ / / _ \/ _| _/ _ \ '—| *
* I |_| I I I _/ / — / (_| I I \ V / _/\_ \ 1 1 _/ |

* LI LI'—I w iJ \ LI \J \ II LI *

* theHarvester 4.4.3 *
* Coded by Christian Martorella *
* Edge-Security Research *
* cmartorella@edge-security.com I *

[*] Target: www.microsoft.com

Figure 2.99: Output file for script with Al-Screenshot 2

[*] Interesting Uris found: 64

Tttps : //www.microsoft .com/de-de/

ittps : //www.microsoft .com/de-de/about

ittps : //www.microsoft .com/de-de/ai

ittps : / /www.microsoft .com/de-de/concern/scam?rtc=l

nttps: //www.microsoft.com/de-de/d/Surface-Laptop-Go-3/8p0wwgj6c612

ittps: //www.microsoft .com/de-de/d/Surface-Laptop-Studio-2/8rqr54krfldz

Tttps: //www.microsoft .com/de-de/d/surface-laptop-5/8XN49V61SlBN

ittps: //www.microsoft

nttps: //www.microsoft .com/de-de/d/surface-stwh.o-2plus/8VLFQC3597K4
ittps: / /www.microsoft .com/de-de/download

nttps: //www.microsoft .com/de-de/dynamics-365

ittps: //www.microsoft .com/de-de/education

nttps: //www.microsoft.com/de-de/education/devices/overview

ittps: //www.microsoft.com/de-de/education/products/microsoft-365

nttps : / /www.microsoft .com/de-de/education/products/office
https://www.microsoft.com/de-de/education/products/teams

Figure 2.100: Output file for script with Al-Screenshot 3
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[*] IPs found: 172

104.102.58.197

‘104.107.106.16
104.117.234.39

104.123.205.222

,104.125.89.159

104.67.16.246

104.67.70.15

'104.71.214.69
104.71.215.174

104.71.54.106

Figure 2.101: Output file for script with Al-Screenshot 4
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49 Module 02 1 Footprinting and Reconnaissance EC-Council C|EH

Objective

Explain Footprinting
Counterm easures

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Prohibited.For more information,visit wwweccouncil.org

EC-Council c|eh

Footprinting Countermeasures

Educate employees to use pseudonyms on blogs, groups, and forums

Do not reveal critical information in press releases, annual reports, product catalogues, etc.

Limit the amount of information published on a website or the Internet

Prevent search engines from caching a web page and use anonymous registration services

Copyright ©EC-Council. All Rghts Reserved. Reproduction is Strictly Rrohibited.For more information,visit wwweccouncilorg

[@] Restrict the employees’ access to social networking sites from the organization’s network

Use footprinting techniques to discover and remove any sensitive information that is publicly available

50 Module 02 1 Footprinting and Reconnaissance

Configure web servers to avoid information leakage
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Footprinting Countermeasures

51 Module 02 1 Footprinting and Reconnaissance EC-Council c|eh-

Footprinting Countermeasures (Cont’d)

Develop and enforce security policies to regulate the
information that employees can reveal to third parties ® Place critical documents, such as business plans and

proprietary documents offline to prevent exploitation

Set apart internal and external DNS or use split DNS,
and restrict zone transfer to authorized servers ® Train employees to thwart social engineering

techniques and attacks

Disable directory listings in the web servers @ Sanitize the details provided to Internet registrars to

hide the direct contact details of the organization

®
Conduct security awareness training periodically to
educate employees about various social engineering
tricks and risks

® Disable the geo-tagging functionality on cameras to

prevent geolocation tracking

® Opt for privacy services on a Whois Lookup database ® Avoid revealing one’s location or travel plans on
social networking sites

Avoid domain-level cross-linking for critical
assets

@ Turn off geolocation access on all mobile devices
when not required

® Encrypt and password-protect sensitive
information ® Ensure that no critical information is displayed on notice

boards or walls

Copyright © EC- Council. All Rights Reserved. Reproduction is Strictly Prohibited.For more information,visit wwwjeccouncil.org

Thus far, we have discussed the importance of footprinting, various methods to perform

footprinting, and tools that help in its execution. Now, we discuss footprinting countermeasures,

i.e., the measures or actions taken to prevent or offset information disclosure.

Some of the footprinting countermeasures are as follows:

Restrict the employees' access to social networking sites from the organization's network.

Configure web servers to avoid information leakage.

Educate employees to use pseudonyms on blogs, groups, and forums.

Do not reveal critical information in press releases, annual reports, product catalogs, etc.

Limit the amount of information published on a website or the Internet.

Use footprinting techniques to discover and remove any sensitive information that is

publicly available.

Prevent search engines from caching a web page and use anonymous registration

services.

Develop and enforce security policies such as information security and password policies

to regulate the information that employees can reveal to third parties.

Implement multi-factor authentication mechanisms to enhance the security of the

organization's systems and resources.

Set apart internal and external DNS or use split DNS, and restrict zone transfer to

authorized servers.
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Disable directory listings in the web servers.

Conduct security awareness training periodically to educate employees about various

social engineering tricks and risks.

Opt for privacy services on a Whois lookup database.

Avoid domain-level cross-linking for critical assets.

Encrypt and password-protect sensitive information.

Implement captchas and rate limiting on public-facing services to prevent automated

tools from collecting information at a rapid pace.

Do not enable protocols that are not required.

Always use TCP/IP and IPsec filters for defense in depth.

Configure Internet Information Services (IIS) to avoid information disclosure through

banner grabbing.

Hide the IP address and related information by implementing a VPN or keeping the server

behind a secure proxy.

Request archive.org to delete the history of the website from the archive database.

Keep the domain name profile private.

Place critical documents such as business plans and proprietary documents offline to

prevent exploitation.

Train employees to thwart social engineering techniques and attacks.

Sanitize the details provided to the Internet registrars to hide the direct contact details of

the organization.

Disable the geo-tagging functionality on cameras to prevent geolocation tracking.

Avoid revealing one's location or travel plans on social networking sites.

Turn off geolocation access on all mobile devices when not required.

Ensure that no critical information, such as strategic plans, product information, or sales

projections, is displayed on notice boards or walls.

Disable or delete the accounts of employees who left the organization.

Configure mail servers to ignore mails from anonymous individuals.

Deploy honeypots or honeynets within the network to attract and detect attackers that

can divert potential footprinters away from critical systems.
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Module Summary

EC-Council c|eh

In this module, we have discussed the following:

Footprinting concepts and the objectives of footprinting

Various footprinting techniques, such as footprinting through search engines,
footprinting through Internet search services, and footprinting through social
networking sites

Whois, DNS, and email footprinting

Network footprinting and footprinting through social engineering

Some important footprinting tools

How organizations can defend against footprinting and reconnaissance activities

In the next module, we will discuss in detail how attackers, ethical hackers, and pen
testers perform network scanning to collect information about a target of evaluation
before an attack or audit
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Module Summary

This module presented footprinting concepts along with the objectives of footprinting. It

provided a detailed explanation of the various techniques used for footprinting through search

engines. Further, it described footprinting through Internet research services and social

networking sites. It also explained Whois and DNS footprinting in detail. Moreover, it described

network footprinting along with traceroute analysis. In addition, it discussed email footprinting

techniques. It also explained footprinting through social engineering. Finally, it presented an

overview of important footprinting tools. The module ended with a detailed discussion of how

organizations can defend themselves against footprinting and reconnaissance activities.

In the next module, we will discuss in detail how attackers as well as ethical hackers and pen

testers perform network scanning to collect information about a target for evaluation before an

attack or audit.
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