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Cisco Routing Basics

The intructions are intended to assist students who are just starting to learn about configuring Cisco routers and explore
some simple networks using static, RIP and RIPv2 routing configurations.

Create the simple network

Simple Packet Tracer Router Network
Configure the PCs and Routers

The commands which are typed in to the left router are also shown here and will appear
something like the following when typed (I’ve only included the lines in which the user
typed something).

Router>enable
Router#configure terminal

Router(config)#interface fastEthernet 0/0
Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#interface serial 0/1/0
Router(config-if)#ip address 192.168.2.1 255.255.255.0
Router(config-if)#clock rate 64000

Router(config-if)#no shutdown

The configuration of the router on the right hand side will be very similar. However, the
IP addresses will be different and dependant on which end of the serial connection
(between the routers) has the DCE end the “clock rate” command should not be
required. Rather than typing the commands in it is possible to past a series of
confiugaration commands in and to have them executed one after the other. While I
don’t recommend you do this while you are learning showing the configurations in this
format is a short hand way of making the configuaration of the routers clear. As such the
following shows the configuarion of both the left and right hand side router from the
previous image.

!

! Configuration for the left hand router
!


https://warrensutton.files.wordpress.com/2011/08/simpleptrouternw.png

interface FastEthernet0/0

ip address 192.168.1.1 255.255.255.0

no shutdown
]

interface Serial0/1/0

ip address 192.168.2.1 255.255.255.0
clock rate 64000

no shutdown

!

I Configuration for the right hand router
!
interface FastEthernet0/0

ip address 192.168.3.1 255.255.255.0

no shutdown
'

interface Serial0/1/0

ip address 192.168.2.2 255.255.255.0
no shutdown

Adding Static Routes

Once all the interfaces are configured to allow all devices to communicate the routes
need to be communicated. To do this in this instance we add static routes.

The actual route commands required on the routers are as follows

! route for left hand router
ip route 192.168.3.0 255.255.255.0 Serial0/1/0

! route for right hand router
ip route 192.168.1.0 255.255.255.0 Serial0/1/0

Using RIP instead of static routes

Instead of adding static routes to get the network to operate correctly it is possible to
use a routing protocol. In this lesson we use the same network as originally created but
without the static routes from the previous step. Instead we shows how to setup RIP to
communicate routing information between routers.

The necessary RIP commands for both the routers are as follows.

! commands for the left hand router
router rip

network 192.168.1.0

network 192.168.2.0
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I commands for the right hand router
router rip

network 192.168.3.0

network 192.168.2.0

RIP version 2 and why

RIP version 1 1s a classful routing protocols. This means that it doesn’t provide a
subnet mask in routing updates to other routers and as such it doesn’t support certain
network and subnet arrangements. I will not go into too much detail here as you can find
out more from the CCNA course material. However, I provide a simple example here
of a network in which RIP version 1 would not work to advise the neighboring router of
known routes correctly.

Using the same network topology as initially shown use the following three subnets to
provide IP addresses. The subnets are 10.1.1.0/24, 192.168.2.0/24, and 10.1.3.0/24.
The configuration of the routers is as follows.

! configuration for left hand router

interface FastEthernet0/0

ip address 10.1.1.1 255.255.255.0
no shutdown

!

interface Ser1al0/1/0

ip address 192.168.2.1 255.255.255.0
clock rate 64000

no shutdown

]

router rip

network 10.0.0.0

network 192.168.2.0

! configuration for right hand router

interface FastEthernet0/0

ip address 10.1.3.1 255.255.255.0

no shutdown

!

interface Ser1al0/1/0

ip address 192.168.2.2 255.255.255.0
no shutdown

'

router rip
network 10.0.0.0



network 192.168.2.0

This configuration requires the LHS PC has an IP address of 10.1.1.2 and the RHS PC
has an address of 10.1.3.2.

Wlli)el;l this network 1s setup with these configurations you will find that the PCs will not

Bble to ping each other. The reason being that a class C network address
(192.168.2.0) is between two subnetted class A addresses (10.0.0.0). There are
several commands which will assist to verify this. The first command is “show ip
route”. This command will show the routes in the route table. Another command is
“debug 1p rip”, which can be reversed with “no debug ip rip”, but while it’s on you get
an idea what routing information passes between the routers.

To get this network to work and for each router to be aware of all routes all that is
required is to add the “version 2” into the RIP configuration. This changes the RIP

otocol from version 1 to version 2 and turns it from a classful protocol to a classless

otocol. In effect it allows for the subnet mask to be transferred with a network and
thegfore, in this instance, the routers can now learn about the networks the other rotuers
have attached. Below I show the complete configuration with the “version 2”” and “no
auto-summary’” settings added in. I suggest you initially just add the version 2 setting by
going into the configuration mode and first typing “router rip”” and then at the prompt
typing “version 2 — it should look somehting like this: Router(config-router)#version 2.
Once done on both routers the network should work and you can check with “show ip
route” command. You can then add the “no auto-summary” setting to see what happens,

t to do that you’ll need to use the “show ip route” command again. Anyway the
complete RIP version 2 configuration for the network is as follows.

! configuration for left hand router

interface FastEthernet0/0

ip address 10.1.1.1 255.255.255.0
no shutdown

!

interface Serial0/1/0

ip address 192.168.2.1 255.255.255.0
clock rate 64000

no shutdown

!

router rip

version 2

network 10.0.0.0

network 192.168.2.0

no auto-summary



I configuration for right hand router

interface FastEthernet0/0

ip address 10.1.3.1 255.255.255.0

no shutdown
'

interface Serial0/1/0

1ip address 192.168.2.2 255.255.255.0

no shutdown

!

router rip

version 2

network 10.0.0.0
network 192.168.2.0
no auto-summary

The IP addresses on the computers are the same as set previously (i.e. LHS PC has an IP
address of 10.1.1.2 and the RHS PC has an address of 10.1.3.2).

Configure a DHCP server in multiple VLAN's
Information

For my school project we had to make a network for our fictive business. Because we
cannot build the network physical we made it in Packet Tracer. The requirements for
our network are:

o Multiple VLAN's
o Physical DHCP server

This 1s a very small network with basic subnetting. This tutorial is just to show you how
you can have 1 DHCP server for multiple VLAN's.

Result
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Network with multiple VLAN's and a DHCP server.

Tutorial

So, how do you build this network. In the following steps I will try to explain step by
step.  made a screenshot of every step. But if you just want the commands just scroll

down to the running config of the router.
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Step 1: First add a router, in this case I took the standard one: "1841". But this router
does not have enough ports so we add the "HWIC-4ESW" module. This module
contains 4x FastEthernet ports. Do not forget to power off the device before you add

the module.
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Step 2: When you have added the "HWIC-4ESW" module you can power on the device
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Step 3: Now add your server and a switch. Connect them with a straight-through cable.
For the switch you can choose but [ have chosen the "2950-24". The server you can
find in "End Devices".

il
¥ durto

Step 4: When you have added the server it's time to configure it. First we give the
server a static ip address. For this server [ used 192.168.1.6 and 255.255.255.0 as
subnet mask.This is a personal choice, if you want to use a other ip address, you can.
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Step 5: Next we have to configure the default gateway. Since our ip address is
192.168.1.6 we have to choose one in the same local network. I always choose the first
ip address available in the local network. So here our default gateway is 192.168.1.1.
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Step 6: Now we can configure the DHCP server. The first pool is for (;ur local network
192.168.1.0.
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Step 7: The start ip 1s 192.168.1.10 with a subnet mask 255.255.255.0. With a
maximum of 100 users. So the ip addresses available for the DHCP clients are
192.168.1.10-192.168.110.

Port Status Summary Table for Sereerd

Fort Link I¥ Addremm 1IfwrE Add-eam HALD Address
FascEchareacs Ty L9z _LeB. 1.&724 <noT SeLT 0EF_TOLD . BAZd
Cavavay: 152 188.1.1

DEF Server: “NCT A8T>

Liswm Hushac: -<aok daenr

Ehysicel Lacatics: Istercity, Bosm City, Cocpocata Office, Hais Wising Closasz

Step 8: When our DHCP server is configured the port status summary should look like
this.

Laptop-FT

Step 9: Now we add a computer in the same local network. For example a laptop and
connect it to the switch.
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Step 10: Now change the ip configuration to DHCP. Now our laptop has a ip address

provided by the DHCP server.
[ Laptopo ) ] |

Phy=sacal onfg Desktop Software/Seraoss

Command Prompt =3 X

Step 11: To verify our network works you can ping from the laptop to the server.



http://1.bp.blogspot.com/-VgWO3977T6U/U1-pojS60gI/AAAAAAAAAIU/ZM0MyYDOX4o/s1600/step10.PNG
http://3.bp.blogspot.com/-3ZNUAeExyG0/U1-qYAbv4NI/AAAAAAAAAIg/74k85QQa-9k/s1600/step11.PNG

E Router]
[ Erwpsicas | confip | cur |
SLOBAL - VLAN Configuration
_Sultegs WLAN hurmber 10
phigouil ns;ﬁw VLAN Name S grver
Etd-‘.r. iukd [ Hamevs |
RIP WLAN Mg WLAN Nama
SWITCHING 1 dulauit
| VLA Databass 10 iiiat
1002 fadi-detauk
INTERFALE 1003 ickar-ring-defaull
_ FewiEtharnet/d 1004 fdinet-chefault
_ FastEtharneidl 1005 trnet-cdetault
FastCthermasl/ 10
_Fastfthermet /Ll
FastEthermetll/1/2
FastEthermetl 1/3
Equivalani E05 Cornmands
EVaE -

Step 12: We have to create VLAN's on our router. We do this step bgl step so now we
only add our VLAN for the subnet where our server is located.
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Step 13: We have made our VLAN, but we still have to assign it to the right
FastEthernet port. I have plugged this particular network to "FastEthernet0/1/0". Here

we change the VLAN to 10. Also do not forget to change the port status to on!
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Step 14: We also have to give the VLAN an ip address. You can easily do this in the
CLI. The commands you can see in the screenshot.
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Step 15: After these steps the port status summary should look like this.
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Step 16: Now we can start building our second subnet, starting by adding a new switch.
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Step 17: Adding the second subnet to the router.
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Step 18: Change the port status to on, and the VLAN to the one we just created.
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Step 19: Also we have to configure an ip address for VLAN 100. Because our DHCP
server is located in a other subnet we have to use the ip helper-address command. This
will enable our DHCP packets to flow to 192.168.1.6.

l@-—ﬁ;u

!

Rauterd

Falli1

Ewitchl

Step 20: The basic network is made. By adding a new end device to the new switch we
can test our DHCP server.
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Step 21: But first we need to add an other pool to our DHCP server. This time we need

to add the 192.168.2.0 network.
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Default Gateway 192.168.2.1
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£ DHCP Auto Config @ Static
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Link Local Address FEB0::202:16FF FEDE:CDO1

IPwG Gabteway

IPvE DNS Sarver

Step 22: When the pool is added we can test the configuration. Go to your pc on the
second subnet and change the ip configuration to DHCP. After some seconds your pc
should have a ip address provided by the DHCP server.
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VLAN Configuration

Step 23: Now add a third switch and a pc for our third subnet.

= =5

Egquivasent 105 Commands

VLAN Number 200
WLAN Nama Subnat3
[ didd ] | Hemaove
WLAN Noo WLAN Mames
1 default
10 Server
— i 100 Subnet2

! IRTERFACE -0a Subnet3

| FastEthernety/0 1002 Teldi-claf ault
1003 takan-ring-default
1004 fddinzt-default
1005 trnet-defaul

VLAN 2048 oodified:

Haoe: Suboezd
RevEas(vlan)l

Pouvtsrivlian|grlan I00 nama Sucbmetl

Step 24: Again we have to add a new subnet in our router.
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105 Command Line Interface

Fress AETURN ©o gec scarted

Routar>enable

Routarsconfig cerminal

Enter configucaticn ccomands, ooe pat lins. End with CETL/Z
Bovtericanfigifintearface wiandad

Raures (canfig-1E10

SLIMNE-5-CHANGED: Interface VianZz{d, changed stace To Op

ip sddress 157 8.3.1 I56.765.265.0

Router (config=if] $ip helpsr E
Router iconfig-if) #ip helpar-address 152 .168.1.6
Rautar (canfig-1£1 I|

Copy | [ maste |

Step 25: Also again configure the ip address and ip helper address.

® Routed o =)

| Physical | Config | £l

FastEthernetl/1/2
Port Status 4 on
Bandwidth | Auto
10 Mbe: & 100 Mbp
Duplex | Bt
Full Duplex B Half Dupbax
Access [5] vian 200 E|
Tx Ring Limit W0:Server 3
- L0 Subrei2

o | 200:Subretd

Equevalant [O5 Cormmands

Routes (cenfag-af) @ =
H.r:lur.lr-'n::n!'.;"1:_l]lwrr.:rq:n:: mcceane vias 300
Bouter{config=1£) 8

ALIMEPRATO-L-DPD0MN: Line pratocsl on Intecface Vlanifd, changed state to ap

Step 26: Change the "FastEthernet0/1/2" to VLAN200. Again switch the port to on.

Hi va- Net wor k. Corr
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OHCP
: m Set # on o
: e = Pood Mami subast]
e tEWay 19318551

[_tm . | Dafault G3

[ DS Server nod.o

| Broue

[ e Edart IP Address : pLIS 158 ] L

(I Subinel Mask: =t F2H FIT [

| (il Subi ik

| _Eaa e e mieer o8

| FTF.. ef Umery : 4

_MEEWAL arvar: LT

:'_ w::um.l. TR

L__IWIGRFACH. | Az | Sam | Ammave

A B i = o, i L o e, 4
| Pool Maree Delaudt Gatswey DS Setves et IF Sgdes  Subnet Mk Ml Pumbs  TRTP Sewer
serverfodl D280 [EEE L82.188.L.30 2862882850 108 LT
sebnetd 483.463.1.1 Log.o 152 LEE.3.50 255255 2560 108 00.6.0

LO.30E ERZ.3BA-1.10 3553583950 108 0.0:6.0

Step 27: Now add the third subnet to the pool. This time it's network 192.168.3.0.

IP Configuration E

P Configuration

& DHCP * Static DHCP request successful,
IP Address 192.168.3.10

Subnet Mask 255,255.255.0

Default Gateway 192.168.3.1

DNS Sarver 0.0.0.0

IPwé Configuration
DHCP _ Auto Config @ Stabic
1P Address !
Link Loscal Address FESG::240:BFF:FESC:ACCE
IPvE Gabeway
IPvE DNS Senver

Step 28: Again change the ip configuration to DHCP. Normally your pc will receive an
ip address.
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Tablet PCI

Step 29: The last subnet is connected with an access point. Add the access point and a
wireless device to your network.

o, [E=N N =)
Phymcal | Canfg | CLL
RO = VLAN Configuration
e SR, WLAM Numbar 300
Algorehm Sett
;‘.ir;.]"'.;w= WLAMN Name EuEr:a;d
St [ asd ] Rmcren
RIF WLAN Ma  VLAN NaTme
SWITCHING 1 cefaut
. 10 Sereer
WLAN Datab
-.I:-"‘::.'. !ﬂ-.EuE“-- 1040 Subnat?
e WU TER BT vy 200 Subnets
FasiEirernebd O 300 Subevatd
_ FustEibwrnatdfl 1002 fddi-default
FastErharnatl/ /0 1003 toker-rng-defeik
e S—— 1004 fodinat-defsult
.Fh.ﬁ.Et.Mr.n.luﬂjl.']' 1005 Ernet-defaulk

FostEtharnatd/ 1/

VEAK 300 modified:
Haxa: Fubnatd

Routas ivlas)d -

Step 30: Next we add the last subnet: Subnet4 with number 300.
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£1
¥ Routerd

to up

Router leonfig-5ifi s
Router leeniig
Bouter {config=aifl§

Physcal | Conhg | cun

FastEthemet/1/3
& on
o Auto

100 Mbps
¥ Auto

[E=N FN

l _Setbings

| Algorithm Setteigs

 ROU — Part Status

Static

[ AP 3 Bandwidth

| SWITCHING 10 Mbps

| WLAN Database

i Buplex

|_ FasErharnsaoio Eoll trioks
i_ ACCESS
Tx Ring Lt

| #swicchport aecess vian 300

[=] vian 300 =l

—

100:5ubnet2

T Gknel 3

][ =00:50bnet4] -

Step 31: Again change the VLAN of "FastEthernet0/1/3". Do not forget to switch the

port on!

B et
Fhesos | Tonfg | Dwskiop | BofisareGenvioes
BT —
= m DHCP
Ligensim Faiines Larveca & fn =10)
| sEeices
| HTIR
Pood Hame .
| OHLP e
L e Cedmult Gabeway 19218841
L ke DHE Suraet noan
[ Bmos -
| asa Start [P Address ez 128
| _NTE Subnat Mask; 155 256
L AL Macsiream numbar o
Fie. of Lsars =
e FIR R TETP Gerver: 0800
1P FIREEALL
L IMVERFACE actd Sava
| FeeEthamal

Pl Apne Defailt Goleware WS Serves
serverPosl I52.188.0.1 g
Sulfel)

o
04
[}
il

(e - |

55 L]

Famoes

Sumn 1P Address  Subies| sk
oL o LBl

My Mginlyer  TFTR S
130 naso
150 (iR N
30 0L

Step 32: Add the network to the DHCP.



http://4.bp.blogspot.com/-t5-UIT6A7ws/U1_-Lv4zRLI/AAAAAAAAAL4/lkb0HfCF_8Q/s1600/step32.PNG
http://3.bp.blogspot.com/-UOvEwNm9fmI/U1_-t2MS5mI/AAAAAAAAAME/k-7LNcgh3N0/s1600/step33.PNG

pa— I
[ Physcal | confg.| cul |

105 Command Line Interface

Acutarrenabls

Routarfconfig &

Ectss configuration comsands, cos pac lice. Eed with CHIL/Z.
Aemtas (csafighfintecface ¥1laaiid

Remtas (coafig-ifid

ALTHK-5-CBRARSED: Interface Vlan30d, changed stats to up

ALIKEFROTO-5-0OCDOWH: Lins pretecel an Intarfaics Vlan®300, chasged stats o up
ip add

Renitaz (config-ifijip addzess 153.1€3.4.1 IE5.3E55.255.0

Rentaz icoafig—ifidip ha

Aemizas(eeafig-ifilip Bal

NEaras (=safig-10) jip Balp | E
Heurar icanfig-if) jip balpas—addesas 1523 168.1.€
Reutas (esafig—if1]

Step 33: Give the VLAN the ip address 192.168.4.1 with ip helper address

192.168.1.6.

IP Configuration

[P Configurateon

& DHCP O Static DHCP requaest successful,
P Address 192, 168.4.10
Subnet Mask 255.355.255.0
Dafault Gateway 192.168.4.1
DMNS Server 0.0.0.0
[P Configuration
DHCP © Auto Config @ Static
IPwE Address !

Link Local Address FE80::2ED:AIFF:FETI:EGB1
IPwE Gateway
PG DNS Server

I
Step 34: The tablet should get a ip address from the DHCP server.



http://1.bp.blogspot.com/-eJjuToPVFDA/U1__ktuhBmI/AAAAAAAAAMM/55Yvyi57xtQ/s1600/step34.PNG
http://1.bp.blogspot.com/-YlJNQEB5DWs/U2ABCw9c_oI/AAAAAAAAAMY/76ya_hm76tM/s1600/step35.PNG

Step 35: Now simply add more clients to your network.

Running Config

Over here 1s the running config of the router:
!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname Router

!

!

!

spanning-tree mode pvst

!

!
!
!

interface FastEthernet0/0
no ip address

duplex auto

speed auto

shutdown

v

interface FastEthernet(Q/1

Hi va- Net wor k. Corr
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no ip address

duplex auto

speed auto

shutdown

!

interface FastEthernet0/1/0

switchport access vlan 10

switchport mode access

!

interface FastEthernet0/1/1

switchport access vlan 100
switchport mode access

!

interface FastEthernet0/1/2

switchport access vlan 200
switchport mode access

!

interface FastEthernet0/1/3

switchport access vlan 300
switchport mode access

!

interface Vlanl

no ip address

shutdown

!

interface Vlanl0

ip address 192.168.1.1 255.255.255.0
!

interface Vlan100

ip address 192.168.2.1 255.255.255.0
ip helper-address 192.168.1.6

!

interface V1an200

ip address 192.168.3.1 255.255.255.0
ip helper-address 192.168.1.6

!

interface Vlan300

ip address 192.168.4.1 255.255.255.0

ip helper-address 192.168.1.6
!



router rip
!

ip classless
!
!
!
!
!
!
!
line con 0
!
line aux 0
!
line vty 0 4
login
!
!
!
end
OSPF on packet tracer

We are going to apply OSPF(open shortest path first) protocol on packet tracer. Let us take the following simple
topology.

Now, let us apply the ospf on it. But before that, as usual, let us assign [P addresses and change the state of interfaces.



108 & wrermd o rindes

Praaa BETURM to gut stacbed!

Foukesran
Routerboant ©

Enter configuration commands, one per 1ine. End with CHTLIE.
Foutar {conf Lg) 1Ent Ta 070

Roukericonfig-LEi #ip acdreas 102,168.7.3 255 355 ,255.40
Router{config-Lf) #no alutdown

LINK-5-CHRHGED: Tntaclsce FastECharsab0f0, changed stats Lo up

VLIHEFROTO-5-UFDOWHT Lins protoccl on Incarfsoe FastEthernetDr0, changed state ©
& i

Router iconflg-S€i#

«© . e -YEE
e | emasg | i
105 Command Ling Inisracs

Router (config-if)#ip address 192.168.1.3 2565.255.255.0 I
Router (config-1f)#na shutdoun

RLINKE=S=CHANGED: [nterface FastEthernetld/0, changed atate o up

ALIMEFROTO-5-UFDONN: Line protocol on Interface FastEthermet0/0, changed stata t
o up

Router {config-if)bexit

Router (contighd

Router (conligl finterface Jeriall/fo

Fovter (config-ifi8ip addrens 192, 168.2.1 X55,255,255.0
Router (config-if)#clock rate G4000

Router [corfig-11 ) #na skutdadn

Router {coafig-Efh

RLINE-5-CHANGED: Interface Seriall/0, charnged state o up

ALTHEPROTO-5-UFDONH: Lina protocol or Intecface Sariall/0, changed state Lo up

Similarly for the other router.

e I

10% Corrrarsd Line Inteface

| [Rowtars

Routarrenable

Routarlconligurs terminal

Enter configuration commands; one par lime:. End with CNTLSZ.
Routar (canfigllintasface Serial2 0

Router {config-ifitip address 152.148.2,2 288 285 25%.0
Router (conlfig-if}#clock rats &4000

This command applies only to DCE interfaces

Houter (config-11Ne

ALIMK-8-CHAMGED: Intarface Ssrisld/0, changed state to up

no phutdown

fAoutar {config-Li}#

Rougtar {config-Lfhkexit

fountar (config) dinterface FastEthernet0/o

Router {config-ifhE

\LITHEPROTO-5-0PDONN: Lina protocol om Interface Serlal2f0, chamged state to up
ip address 162.168.3.1 255,255,255.0

RAoutar {config-1f)Fno shutdown

Assigning the IP addresses to PCs as follows.
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 Physical | Config =~ Desktop | Software/Services |

IP Configuration

() DHCP
(@ Static

IP Address 1192.168.1.5
Subnet Mask 1255.255.255.0
Default Gateway 192.168.1.3]
DNS Server |

IP Configuration

) DHCP

® Static
IP Address 192.168.3.3
Subret Magk 255.255.255.0 |
Dafault Gateway 1192.168.3.1 |

yet.
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Lets do it.
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Router (config=i0) bexit

Router {confighl

Routar {fconfigl #interface Serialdsd

Routar jconflg=-if) #lp address 152.168.2.1 Z55.255.255.0
Routar {config=-11) fcleck rate £4000

Routar jeenlig=-il) no abuldawn

Router jconfig=if)#

VLINK-5-CHANGED: Intarface Serisll/0, changed stats to wup

ALINEPROTO-5-UPDOMN: Line protocol om Interface Serlail/0, changed state to up

Routar feonflg-iT) fexit

Routar {cenlig) iroutsar oapl |

Router fconfig-router) fnetwork 192,18 3
Rootar {config-router] bnetwork 192, 168,2.0 0.0.0.255 area 10
Router jconfig-ronter) foetwork 1592, 06%.3.0 0.0.0.255 area O
Routar {config-routar] pexic

Routar jeonl i.|,l i

On router 1.

i | oy U
105 [oewrars] Lire |elefpe

MLINEFROTO-5-UFDONK: Line pr
lp addross 192.168.3.1 253
Acwknr [config-if)#no shutdown

el on Interface Seriallf0, changed state o up
5.0

VLINE-5-CHARGED: Interface FastEtbmrmatCf0, changed state bto up

VLINEPROTO=5-UFDOWH: Line protocol om Interface FastEthermotos0, changed stake t

Romtar (config-1fhfexit
Roubst (conligh frouter aspl 1
Roater [conflg-roater) iestwork 192.182.1.0 0.0.0.255 arsa O

Router [config-router)dnetwvork 192.168,2.0 0.0,0,255 area 0

Reabat (conflg-router ) iemtivork 192 163 3.0 0.0.0.255 area O

Rowter (conflg-roater ) fex

00:14:55; ROSPR-5-RADJICHE; Proceaa 1, Mee 192,168,3.1 on Sarial?/ 0 from LOADIHG t
¢ FULL; Loadbing Do

RomEnr [config-rouker ) fexit

Romtac [eonfig)d

]

After applying protocol successfully , the traffic is flowing . Couple of things worth discussing
1. you will have to provide area id and process id on ospf protocol.
ii. you will have to provide wildcard mask on ospf.

[Rp—— - R T e T
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VOICE OVER IP (VOIP) ON PACKET TRACER

Voice over IP (WIP, or voice over Internet Protocol) commonly refers to the
communication protocols, technologies, methodologies, and transmission techniques
involved in the delivery of voice communications and multimedia sessions over Internet

Hi va- Net wor k. Conr 2
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Protocol (IP) networks, such as the Internet. Other terms commonly associated with
VoIP are IP telephony,Internet telephony, voice over broadband (VoBB), broadband
telephony, IP communications, and broadband phone.

Internet telephony refers to communications services —voice, fax, SMS, and/or voice-
messaging applications— that are transported via the Internet, rather than the public
switched telephone network (PSTN). The steps involved in originating a VoIP telephone
call are signaling and media channel setup, digitization of the analog voice signal,
encoding, packetization, and transmission as Internet Protocol (IP) packets over a
packet-switched network. On the receiving side, similar steps (usually in the reverse
order) such as reception of the IP packets, decoding of the packets and digital-to-analog
conversion reproduce the original voice stream. Even though IP telephony and VoIP are
used interchangeably, IP telephony refers to all use of IP protocols for voice
communication by digital telephony systems, while VoIP is one technology used by IP
telephony to transport phone calls

Let us apply it on packet tracer.

. o
. .vf:\-«".n
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This IP Phone is displayed below. And when we try to go to any other mode its give us
error and ask us to switch it on first.

e [ == e ] Acaliwre

5 o W @ = 0 F o =

For that, go to Physical mode and put the power adapter (in the bottom right corner) into
the phone as shown in figure.
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Now, we have inserted the antenna into IP phone. Repeat it for other phones as well.

R | DR

Frnial Dewie View
P _ALti
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T Cimen 4 e il

Now, we see that interface of IP phone is UP.

Now, go to router and assign IP address.
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0% Corwrard Line | riorisce

Prazs RETUEN ro gek atactad|

Routar=anable

Rouatar il

Routarloonliguee terminal

Enter configuraticn commands, one par Line. End Witk CHTL/Z.
Bouter lconfigilinterface FastEthornetd/ o

Routar (config-ifjf1p scdreass 192.088.1.1 255,205,255

Foutar (config-L11) #no shutdows

SLIHE-5-CHANGED: Interlack FastEcharnet0/0, changed stats Co up

LLINEFROTO-5-UPLONN: Line protocol on Interface FastEtkernat(/0, changed staks t
o ap

Routar {config=11) 8

o Eﬂ.

We will have to set DHCP server on router to assign IP addresses to IP phones.

Wywca | Gl DL
104 Camvnand iome | sierlans

Entar configuration commands, ane par birs, End with CHTLSZ.
Bouter {confighdinterface FaatEthsznet0s0

Bouter {fconfig=if) bp acddresa 167.160.1.1 255,355.355.0

Bouster {eonfig=iF) na shubdawn

WLINE-S-CAANGED: Intarface FastEtharmetl /0, changed atate Eo up

VLINEPROTO-5-0PD0EN: Lipa protocol on Interface FastEthesmpet0/0, changed stats L
o g

Rouster {config-11) lexitc

Roistar {confighiip dic

Foutar {confighiip dbop pool wolce

Router {dhop-config) Inet

Router {dhcp-config) inetwork 192.188.1.0 Z55.250.255.0

Router {dhop-contig) dded

Fouter {dhap-config) ddefanlt-router 192.1608.1.1

Router {dhop-config) dexit

Routor {confighd ry

=~
We will have to give an additional command for voip.
Router(dhcp-config)#option 150 ip 192.168.1.1

P | Canly | U
1075 Lamrrarsl Low | nterfoce

Houter {configl#ip dhcp pool Yoloe
Routar {dhop-conf ig) Pnet
Router (dhop-config) fnetwork 1%2.068,.1.0 255.255,.2556.0
Routar (dhop-conf ig) fdaf
Eouter {(dhep-confiq) Mdefaalt-router 197.160.1.1
Aoutar {dhop-conf ig) faxit
Rautsr {configl lip dhep pocl woice
Routar {dhcp-config) fopt
Router (dhep-config) foption ip 7
i Unrecognized command
Router (dhep-cont ig) fopt lon 150 7
ip Data is one or mcre 1P addresses
Router (dhop-config) boption 150 ip 7
A.B.C.D Set IP address
Routar {dhop-conf ig) Foptlon 150 ip 19Z,.168.1.1
houter (dhop-config) fexit
Routar {conf 1g) #telap
Aouter {config) #telephony-secvice 7
SCED

el L
Now, let us apply commands to the router for voip. You might have noticed we took
2811 series router because it facilitates the following commands.
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10% Command Line Intardscs

FIrLE
auto-reg-ephone
creste

axic

ip

kespal ive

- dn
max-ephomes

Roater jconfig) ftelephony-service
Rogter (conl ig-telaphony) §7

Dafine dn ramge For auto asaigrment

Enabla Ephone Auto-Registration

creats cnf for sthernst phons

Exit from telephony conflg mods

Dafine IP address and port for Telephony-Service/Fallback
Define kespalive tinscul pericd te unregiastes IF phones
Maximum directory rumbars supportad

Dufine max number of IF phones

o Bagakts of

<i-1d4d> Maximum directory
Rogter (conlig-talaphony) fmax
Foater (config-telaphony) fmax

Rooter (config-talaphony) fmax-

gat default valuwea of a command
dn 7

numbers supported

. 5

-aph

Bouter (config-telephony) Fmax-ephoness 5

Router (config-telaphany) Jip Ao

Roater {config-telephony) #ip soorce-sddress §83.168.1.1 2
port Define top port for Telsphony Service/CHM FALLBACK

Continued.
1 =]

| sy O
1S Comrvwnl Lins |idoloos

Aoutar (cont ig-velephaony ) insx-ds 7
cl=144> Haximun dirsctory nunbsrs supporbed
Routar (config-telephonyhdmax-dn 5
Routar (cont bg-talaphaony ) Inax-aplh
Roister (config-telsphony ) imax-ephones 5
Aoutar (config-telephonyh#lp sour
Reter (conf ig-telephony ) 0ip source-address 152.168.1.0 7
port  Define tcp port for Telephony Service/CH FALLBACK
Router (conf ig-telephony b #lp source-addrass §52.168.1.1 port 7
<200 -9905> Specify the port: 2000 - 9999
Router {oconfig-telephonydip soorce-address 152.148.1.1 port
< ZD00=-9999>
Router (conf Lg-telsphanyh dip soudrce-addreaszs 19%2.168.1.1 port
L
Roubayr (Sonl ig-telaphonyh dip scarce-addresa 192.168.1.1 port
Router (config-telsphony) faut
Aoutar {cont Lg-telaphony ) faute as
Router (config-telsphony) baute azaign 1
Router (config-telephony)#

20007

2000 ¥

F000

ta 0§

-

Now, we will go to the switch and make the interfaces support voip as follows.

|ty sl

10 Comarand Line | nbesfacs

Switch>anable

switchiconfig &

Enter configuration commands, one per line.
Switeh {config) hintar

End wikth CHTL/EZ.

Switch{confighlinter face
Switch{confighbinter{isce
Switch{configldintarfsce
Swltch{contighdlnter faco

Tan

rangs fa
range EastEtherrat 01 - fa
zangs fastEthermat 071

fastEthernat 0/10

Switch {conflg-Lf-ramge) faw]

Switch (config-i f-rarge) fawitchpart
Switch {config-if-range) #switchport
Switch {config-1f-ramge) fswitchport
Switch (conflg-1 - ramgs) faw

Switch {conf bg-if-vange) Fawitchpart
Switch iconfig-if-range) fewitchport
Switch (config-if-ramge) #zwitchport
Switch{config-1{-ramge) fswitchport
Switch|config=if=-tange) lawitehpart
Switeh{config-if-rangs) i

na
mode &C
mods &CCnEs

an
BUCESE WO
access woio
wolce vl
walcam vian 1

After that, we will have to assign phone number to our IP phone by applying following

commands.
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114 Commmand Lires Exteetens

Router ([contig) fephone-dn 1
SLINE-3-UFDONN: Intarface aphons
Routar {conl {g-ephons-=cdn] ik
Routar (config-»
Routoe {conf ig-eph
AIFPHOHE-&-REGIST

dap DH 1.1, changed stats Co uf

1182.168.1.2 Socket:? DevicaType:Fharse hkas roegis

Router {config) bephone-dn 2

i dap DH 2.1, changed atate to ap
Routas [con
fcuter {roni
Router {oon
Route |
Router(
LINE-F nterface sphone_dep DN 3.1, changed state to ap

Aouter {cond Lg-ephons-dn ] fnunbsr

R IPFPFHCHE-&-REGIETER: aphone-3 TP:182.168.1.3 Socket:? DevicaType: Fhare has regis

Copn m

Continued. ..

] e

104 € o | e Estaetans

RLINE-3-UPDOW: Intarface sphooe desp DH 2.1, changed state to ap

Router [conf ig-ephone-da) fnub

Reutag (conl g - ephone -da) frun

Bcuter (config-ephone-dn] fnumber 123

Aouter {conf ig-ephone-dn) fexit

Router {conf Lg) Fephos

RLIHE -3~ 0P Do =4 ephope dap DH 3.1, changed state to ap

Houter {config-ephone-dn) founbst

SIFPHCHE-&-REGLSTER: aphone-3 IP:1192.160.1.3 Socket:? DeviceTypo:Fhone has regia

Eaeed.

% Incomplets command.
Routar {comnt L9 -ephone-dn] fnumb

Router {conf i
Router {confi
AIFFHONE-&-F
tepnd,

IFP:192.100.1.4 Sockat!? DevicaType:FPhore has regis

Now, we can see that in GUI mode of Phone, we have a phone number available.

This means that we can call from one phone to the other. Lets do that.

)

[ ——_—

And when we pick up the reciever, it says that we are connected :) .

Hi va- Net wor k. Corr 2
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Commands on Router for VOIP
Router(config)#ip dhcp pool voice

Router(dhcp-config)#option 150 ip 192.168.1.1
Router(dhcp-config)#exit

Router(config)#telephony-service
Router(config-telephony)#max-dn 5
Router(config-telephony)#max-ephones 5
Router(config-telephony)#ip source-address 192.168.1.1 port 2000

Router(config-telephony)#auto assign 1 to 9
Router(config-telephony)#exit

Router(config)#ephone-dn 1
%LINK-3-UPDOWN: Interface ephone dsp DN 1.1, changed state to up

Router(config-ephone-dn)#number 12345
Router(config-ephone-dn)#exit

%IPPHONE-6-REGISTER: ephone-1 IP:192.168.1.2 Socket:2 DeviceType:Phone has
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registered.
Router(config)#ephone-dn 2

%LINK-3-UPDOWN: Interface ephone dsp DN 2.1, changed state to up

Router(config-ephone-dn)#number 123

Router(config-ephone-dn)#exit

Router(config)#ephone-dn 3

%LINK-3-UPDOWN: Interface ephone dsp DN 3.1, changed state to up

Router(config-ephone-dn)#number 11111
Router(config-ephone-dn)#exit

Commands on Switch for VOIP
Switch(config)#interface range fastEthernet 0/1 - fastEthernet 0/10
Switch(config-if-range)#switchport mode access

Switch(config-if-range)#switchport voice vlan 1



How to Configure a Simple Static Routing in Packet Tracer

How to configure a simple static routing in packet tracer using a simple topology with
two routers
here we go

Steps:

Step 1:First Create a topology like this

1 B3P [ Rirred C ik Diraded Huzpl brn: )

you will get a red light first this is configured topology

Step 2: Configure ip address to routers go to global configuration mode in R1 and R2
configure connected interfaces

In Router 1

Interface Fastethernet0/0 in global configuration mode

R1(config)#interface fastethernet 0/0
R1(config-if)#ip address 10.0.0.1 255.0.0.0
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R1(config-if)#no shutdown
R1(config-if)#exit

Interface Serial 2/0

R1(config)#interface serial 2/0
R1(config-if)#ip address 20.0.0.1 255.0.0.0
R1(config-if)#clock rate 64000
R1(config-if)#encapsulation ppp
R1(config-if)#no shutdown
R1(config-if)#exit

In Router 2
Interface Fastethernet 0/0

R2(config)#interface fastethernet 0/0
R2(config-if)#ip address 30.0.0.1 255.0.0.0
R2(config-if)#no shutdown
R2(config-if)#exit

Interface Serial 2/0

R2(config)#interface serial 2/0
R2(config-if)#ip address 20.0.0.2 255.0.0.0
R2(config-if)#encapsulation ppp
R2(config-if)#no shutdown
R2(config-if)#exit

Step 3 : Assign ip address for both Pc's with appropriate ip and subnetmask and default
gateway How ?

Step 4: Now configure both router with static route


http://chennaicisco.blogspot.com/2013/01/how-to-configure-ip-address-for-pc-in.html

.
“heN:

By default, Routers Know only directed connected networks here Router 1 know only

10.0.0.0 and 20.0.0.0 1t doesn't know the 30.0.0.0 like this R2 doesn't know about
10.0.0.0.So We are going to add Static route to this both router

R1(config)#ip route Destination Network| Destination N/W SubnetMask [Next Hop
Address

In Router R1,Just give this command,In this case Destination is 30.0.0.0 and its subnet
mask 1s 255.0.0.0 next hop address is 20.0.0.2

R1(config)#ip route 30.0.0.0 255.0.0.0 20.0.0.2

In Router R2

R2(config)#ip route 10.0.0.0 255.0.0.0 20.0.0.1

Thats it!!..Now both routers know all networks,check by ping ip address of host

Step 5:Double click PC move to desktop then command prompt give the command ping
30.0.0.10 in PC 0 you will get reply from 30.0.0.10 like this

Hi va- Net wor k. Conr LA
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Command Prompt

From PC1
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Command Prompt
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Telnet and SSH on packet tracer
A terminal emulation program for TCP/IP networks such as the Internet. The Telnet
program runs on your computer and connects your PC to a server on the network. You
can then enter commands through the Telnet program and they will be executed as if you
were entering them directly on the server console. This enables you to control the server
and communicate with other servers on the network. To start a Telnet session, you must
log in to a server by entering a valid username and password. Telnet is a common way
to remotely control Web servers. To telnet means to establish a connection with the

Telnet protocol, either with command line client or with a programmatic interface.
SSH

LE
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Secure Shell (SSH) is a cryptographic network protocol for secure data communication,
remote shell services or command execution and other secure network services between
two networked computers that connects, via a secure channel over an insecure network,
a server and a client (running SSH server and SSH client programs, respectively). It
was designed as a replacement for Telnet and other insecure remote shell protocols such
as the Berkeley rsh and rexec protocols, which send information, notably passwords, in
plaintext, rendering them susceptible to interception and disclosure using packet
analysis. The encryption used by SSH is intended to provide confidentiality and
integrity of data over an unsecured network, such as the Internet.

a network protocol that ensures a high-level encryption, allowing for the data
transmitted over insecure networks, such as the Internet, to be kept intact and integrate.
SSH and SSH Telnet, in particular, work for establishing a secure communication
between two network-connected computers as an alternative to remote shells, such as
TELNET, that send sensitive information in an insecure environment.

In contrast to other remote access protocols, such as FTP, SSH Telnet ensures higher
level of connection security between distant machines but at the same time represents a
potential threat to the server stability. Thus, SSH access is considered a special
privilege by hosting providers and is often assigned to users only per request.

Let us apply Telnet and SSH on packet tracer.

1
Take the topology as in the above diagram. Set IPs on the PCs. As, by default, all PCs
are in vlan 1. We will create a virtual interface on switch with vlan 1 as follows.

2

Now, we can ping to switch by our hosts because hosts are in vlan 1 and switch also has
a vlan 1 interface.
3

Now, try to telnet the switch from our PC, it refuses because we have not applied
authentication on the switch yet.

4

So, lets apply line authentication on the switch. The system supports 20 virtual tty (vty)
lines for Telnet, Secure Shell Server (SSH) and FTP services. Each Telnet, SSH, or
FTP session requires one vty line. You can add security to your system by configuring
the software to validate login requests.
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4.5

Now, we can easily telnet. But it does not let us go in the switch enabled mode because
we have not set the password on the switch yet.

5

Lets apply password on the switch enabled mode.

6
Now, we can go inside Switch configuration mode from our pc.

7

So, now let us apply SSH on the switch.
9

Commands continued.

11

Now, we try to telnet it but it is refused because ssh has over ruled telnet. So, we will
use SSH protocol on it. By default username is admin.

12
And we can apply any sort of configuration on our switch from out pc.

13

Now, if we want to change the username from admin to something else, we will do it as
follows.

14
and from our pc as follows.

15



The SSH commands are as follows.
Switch(config)#ip domain name ?
WORD Default domain nameSwitch(config)#ip domain name

abc.comSwitch(config)#crypto key generate rsa
% Please define a hostname other than Switch.

Switch(config)#hostname s1

s1(config)#ip domain name cs-studys1
s1(config)#crypto key generate rsa

Choose the size of the key modulus in the range of 360 to 2048 for your General
Purpose Keys. Choosing a key modulus greater than 512 may take a few minutes.

s1(config)#line vty 0 15
s1(config-line)#transport input ssh

The name for the keys will be: s1.cs-study
How many bits in the modulus [512]: 1024

% Generating 1024 bit RSA keys, keys will be non-exportable...[ OK]
s1(config)#ip ssh version 2
s1(config-line)#

Challenge Hand Shake Authentication Protocol on Packet Tracer (CHAP)
The Point-to-Point Protocol (PPP) is a data link protocol commonly used in establishing
a direct connection between two networking nodes. It can provide connection
authentication, transmission encryption and compression. PPP is used over many types
of physical networks including serial cable, phone line, trunk line, cellular telephone,
specialized radio links, and fiber optic links etc. Internet service providers (ISPs) have
used PPP for customer dial-up access to the Internet, since IP packets cannot be
transmitted over a modem line on their own, without some data link protocol. PPP is
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commonly used as a data link layer protocol for connection over synchronous and
asynchronous circuits, where it has largely superseded the older Serial Line Internet
Protocol (SLIP) and telephone company mandated standards (such as Link Access
Protocol, Balanced (LAPB).

PPP was designed somewhat after the original HDLC specifications. The designers of
PPP included many additional features that had been seen only in proprietary data-link
protocols up to that time.

HDLC

HDLC provides both connection-oriented and connectionless service. HDLC can be
used for point to multipoint connections, but is now used almost exclusively to connect
one device to another, using what is known as Asynchronous Balanced Mode (ABM).
CHAP

CHAP provides protection against replay attacks by the peer through the use of an
incrementally changing identifier and of a variable challenge-value. CHAP requires that
both the client and server know the plaintext of the secret, although it is never sent over
the network. The MS-CHAP variant does not require either peer to know the plaintext,
but has been broken. Thus, CHAP provides better security as compared to Password
Authentication Protocol (PAP).

CHAP Working

CHAP is an authentication scheme used by Point to Point Protocol (PPP) servers to
validate the identity of remote clients. CHAP periodically verifies the identity of the
client by using a three-way handshake. This happens at the time of establishing the
initial link (LCP), and may happen again at any time afterwards. The verification is
based on a shared secret (such as the client user's password).

1. After the completion of the link establishment phase, the authenticator sends a
"challenge" message to the peer.

2. The peer responds with a value calculated using a one-way hash function on
the challenge and the secret combined.

3. The authenticator checks the response against its own calculation of the
expected hash value. If the values match, the authenticator acknowledges the
authentication; otherwise it should terminate the connection.

4. Atrandom intervals the authenticator sends a new challenge to the peer and
repeats steps 1 through 3.

Another feature of CHARP is that it doesn't only require the client to authenticate
itself at startup time, but sends challenges at regular intervals to make sure the
client hasn't been replaced by an intruder, for instance by just switching phone
lines.

Hi va- Net wor k. Conr LA
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Let us apply PPP on packet tracer. Consider the following simpler topology.

e e

|I“r-.:---; £ R s l"l:i“"\-lm-
EY I g O | _ al

Let us apply IP addresses on the interfaces and change the state of the interface from
down to UP. So that they can communicate.

1% prrrgint Lise [rlorioos

System Cenflguration Dlaleg

Continws with comfiguration dialeq? [yes/no]: n

Preds RETURM Lo geb stapted!

RoCEE manakle

Houterdconfigure terminal

Entar conflguraticn commanda, oms par line. End with CHMTL/Z.
router {config) #interface Serfal2/0

Router {config-1f}#ip address 152.168.1.2 255.250.25L.0
Routar {config=ifidelock rate 4000

Routar {config-1f}dno shotdown

Routar {config=-1014

Similarly, for serial interface.

« = W
[ ———]

1065 Lormmand Lrw baiardace

Presa RETUEN Eo get abarted!

Routaranable

Reutariconl igure tecmipal

Enter configuratich comsandz, one par line. Erd with CNTL/SE.
Router lconfig) Pinteclace Seciall2/0

Router (config-if)kip address 152.168.1.3 25&,255.358.8
Fouter (comfig-if) #clock rate €4000

Routsr {cenflg-1iF)#no skutdown

Routar eenlig=-i0)

Routapieonlig=i0) Pexit

Routar (configl#intecface FasztEthacrnat (/0

Roaiter (config-ifikip address 192.160.2.2 255,.255.255.8
Routar {coniig-11)#no shutdown

And IP configuration on PC.
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1P Address 193.168.2.3
Subnat Mask 255.255.255.0

Default Gateway

DNS Server

The IP configuration on other router.

[ —————
105 £ nruad G Detiarladi
[FIAGAK bytas of ATR CompactFlash [ReadsHrlCm) =

System Comfiguration Dialog ---

Contines with configuration dialog? [yesfmoli n

Prwuas EETURH to get staegted!

Router=enable

Routerdconfigure terminal

Enter conflgurstion commands, one par Line. End with CHTL/I.
Router {confighlinterlase FastEtharnatls o

Router iconfig-ifpdip addeeas 192,168.3.2 ¥55.255,255.0
Aoutor {config-if)#no shutdown

TR
Serial Interface setting.

o | comly L
1178 Cauvamardd Lise |riiesiaon

ALINK-5-CHANGED: Intarface FastEtharnet0/0, changed stats to up

RLINEFRDTO-5-UPDORN: Limo protocol on Interfsce FastEthermobd/(, changed state t
e

Router ([config-1ffINVIF-A-DUFADER: Dupllicata sddross 152_168.3.7 on FastEtharnati/s
0, scuiced by GO0A, 4180 _S6CD

Router (config-1f)#exit

Router (conlig) #inteclace Serialls0

Router (config-ifj#ip address 1%2.1088.1.5% 255.255.255.0

Routar (config-ithdclock rata 64000

This command applies only to DCE interfaces

Router jconflig-1£)8

RLINK-5-CHANGED: Interface Serlal?/0, changed atats to ugp

no shutdown

Router (config-11)§

VLINEFROTO-S-UPDORN: Line protocal on Inkscface Seriall/0, changed atate Lo up

— 4

Now, we know that PCs that are attached cannot communicate until we apply a routing
mechanism. In this case we are applying the RIP V2 protocol. Apply the following set of
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commands on both routers. We have also set the hostname of the router which will be
useful to us later.

e — i
e

10F% Corvrmnd Lina 1niodue

Routar [coalig=10] IRIP-4-TIPADOH: Duplicars addraess 192.168.32.2 oh FastEtharneco)y
0, mourced by 00016435, 8807

RLIMK-5-CHANGED; Imtesrface Seriall/0, changed state &o up
AL IMEPBOTO-5-UPDOWH: Line protocol on Interface Seriall/d, changed state to up

Foutar [conf ig-L1] fanit

Routar [conlig)ldhoatname RI

Rl [confilghd

(] [earflg) i pouter rip

Bl (confbg-roittar) Ipetwark 192.168.1.0
Rl lconfig-router] irmtwork 152.166.2.0
Rl (config-router) fretwork 192.160,3.0
Rl (config-router) fver

Fl [config-router) fversicon 2

Fl [config-router) beeic

Rl [comfig)d

Eary -mh
Now, let us set the commands on the second router as well.

e
1565 Corrmund L Drierface

Roatar (eenlflg-A0) Felock epabta 64000

This command applles sely to DCE interfeces

Router {eenFig-if)

BLINK-5-CHANGED: Interface Serial2/0, changed state Eo up

o shatdown

Router {comfig-if)#

SLINEPROTO-5-UPDOMN: Lina protocol om Interface Serlal2/0, changed state to up

Routar {cenlig=i0) Faxl

[ ig) Phostnams B3
L
R lconfig)érouter rip

Rl (conf ig-router) fnetwork 1%2.168.1.0
2 [cont ig-router) knetwork 192.168.2.0
2 [contig-roater ) Fnetwork 192.168.3.0
R [contig-router) fvar

RZ [conlig-rootar ) Pvaralion 2
B2 [config-reutear) fexit

R (canfig) l|

Now, both PCs can communicate.

-4
!
i ey e e ey . — e
Ll 3l ol sl sl gl st al 21 i | ‘ool e
=y oy —
daPaw | s T S R { L P -

Now, we will set the authentication, In this tutorial we are going to apply
CHAP(Challenge Handshake Authentication Protocol).
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R1E

Bl i=anl &

Enter configaraticen commands, cne peir line.
Rl comfrghe

SLINEFROTO-5~-UPDOWN: Lime protocol on Interface Serial2f0, changed state to up

Rl [conflg)d

plintar face o

Bl lconfigilintarface parial 2/0
Bl lconfig-if) #encapsu

Rl (comfig-1if] Fencapsubation ppp

SLTHEFROTO-5

Rl [config=-L0) #ppp auth

Rl lconfig-if)#ppp suthonticaticn ch
Bl (config-1if) #ppp authentication chap
Rl [comtig-12] FeniE

Rl (comfig) ]

Erd with CNTLSE.

UPDOWH: Lien protocol on Interface Sarial2f0, chapged state to down
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Let us set it on other router as well.
e Caely O
135 Commund Livs bntorinon
RZ {configllinterface aer E
H2 (config)#interface serial 270
B2 {eonlig-L1) bene
A2 {config-if) tencapaulation ppp
B2 (config=LT)ippp &
YLIBEPROTO-5-UFDOMN:  Line protocol on Interface Seriald/d, changed state to up
i Incomplete command.
B2 {conflg-LT) Fppg auh
A2 {config-if) #ppp aukh
B2 {config-Li1) Fppp authentication chap
SLINEPROTO-5-UPDOMN:  Lina pretocol on Interface Sarisl2/0, changed stats to down
W2 (config-Lf) 4
RLINEFROTO-5-UP0OMH: Lines protocel on Interface Seriall/0, changed stats Lo up
B2 (cenfig-81) Fexit
B2 (confighi] L
ey || e

Now, the communication is enabled.
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Password Authentication Protocol on packet tracer (PAP)

The Point-to-Point Protocol (PPP) is a data link protocol commonly used in establishing
a direct connection between two networking nodes. It can provide connection
authentication, transmission encryption and compression. PPP is used over many types
of physical networks including serial cable, phone line, trunk line, cellular telephone,
specialized radio links, and fiber optic links etc. Internet service providers (ISPs) have
used PPP for customer dial-up access to the Internet, since IP packets cannot be
transmitted over a modem line on their own, without some data link protocol. PPP is
commonly used as a data link layer protocol for connection over synchronous and
asynchronous circuits, where it has largely superseded the older Serial Line Internet
Protocol (SLIP) and telephone company mandated standards (such as Link Access
Protocol, Balanced (LAPB).

PPP was designed somewhat after the original HDLC specifications. The designers of
PPP included many additional features that had been seen only in proprietary data-link
protocols up to that time.

HDLC

HDLC provides both connection-oriented and connectionless service. HDLC can be
used for point to multipoint connections, but is now used almost exclusively to connect
one device to another, using what is known as Asynchronous Balanced Mode (ABM).
PAP

A password authentication protocol (PAP) is an authentication protocol that uses a
password. PAP is used by Point to Point Protocol to validate users before allowing
them access to server resources. Almost all network operating system remote servers
support PAP.

PAP transmits unencrypted ASCII passwords over the network and is therefore
considered insecure. It is used as a last resort when the remote server does not support
a stronger authentication protocol, like CHAP or EAP (the latter is actually a
framework).

Password-based authentication is the protocol that two entities share a password in
advance and use the password as the basis of authentication. Existing password
authentication schemes can be categorized into two types: weak-password
authentication schemes and strong-password authentication schemes. In general, strong-
password authentication protocols have the advantages over the weak-password
authentication schemes in that their computational overhead are lighter, designs are
simpler, and implementation are easier, and therefore are especially suitable for some
constrained environments.

PAP works basically the same way as the normal login procedure. The client



authenticates itself by sending a user name and an (optionally encrypted) password to
the server, which the server compares to its secrets database. This technique is
vulnerable to eavesdroppers who may try to obtain the password by listening in on the
serial line, and to repeated trial and error attacks.

Let us apply PPP on packet tracer. Consider the following simpler topology.

] e e Heations

neamF: FFFEFAEEERR S
e W i —— fal

Let us apply IP addresses on the interfaces and change the state of the interface from
down to UP. So that they can communicate.

104 Commsad Lins B

J=LE) BAp

Egg=if) Belox
cutar{config-ifl ine xhatdown
Router {config-if] #

Similarly, for serial interface.
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Press RETIEH to get started?

Routorsanablo

Roisber leahl bguice Lefminal

Enter configuration commands, one per line, End with CHTL/Z.
Rowter (config) dinterface Seriald/o

Router (config-Lf)Fip address 197,168,1.2 255.255,255.0
Router (config-if)#clock rate 64000

Routar (config-11) Pna shutdoen

Rogter (conf ig-LT80

Aouter (config-Lf)dexit

Rowter (conflg) finterface FastEtharnmto /0

Router (config-Lf)#ip addrens 192,168.2.2 55.255,255.0
Router (conflg-if)#ne shutdown

PC IP setup

Physical | Config | Desktop | Software/Services |

1P fﬁ-:]nf!ﬂur:—:[r::-rl

LR 188.2.3
55.255.255.0
192.168.2.2

The IP configuration on other router.

P | oy O

1S Comrurnd s | idinfans
TITHEE GyLes of MR LCompaciPlash [Read/RLiLe] i

=== System Configuraticon Dlalog ---

Continus with configuration dialog? |[yesSmof: n

Press BETURN to get started!

Rozber manakle

Routerfconf igure terminal

Entar configuration commands, omne por line. Eod with CHTL/E.
Pouter (confighiinterface FastEthecnet0s0

Aouter jconfig-if) #ip address 192,168.3.2 255.255.255.0

Rowtar (config=-E0) s shutdown
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105 Corrard Line Intertmy

RLINK-5-CHARGED: Interisce FastEthermatl/0, chamged state Lo ap

RLTHEPROTO-5-UPDOEN: Ling peotocol o Intarfass FeatEtharsetD/0, chamged state ¢
[ERETE

Router (config-if) IRIP-4-[PAODE: Duplicats address 192.168.3.2 an FastEthacnatd/
0, mourced by 0008, 4180, 560D

Routar [config-if) fexit

Routsr [configl #interface Seriall 0

Fouter (config-ifidip address 152.168.1.5 265,254, 255.0

Router (config-1£) #clock rate 64000

This command appliss only to ICE interfaces

Routar [cond lg-if) 8

SBLIHK-5-CHARGED: Interface Serlal2/0, changed state ta ap

LI LT T

Rourar (canf lg=17) 0

ELIHEPROTO-S5-UPDONENH: Line peotoial of Intecfacs Serball /0, changsd atalse ba p

== -i-

Now, we know that PCs that are attached cannot communicate until we apply a routing
mechanism. In this case we are applying the RIP V2 protocol. Apply the following set of
commands on both routers. We have also set the hostname of the router which will be
useful to us later.

P | Caely

M Comeman Lise [rteroie

Router jconfig-if) #%IP-4-DUPADDR: Dupliceta address 1%2.160.2.2 on FastEthecnetd/
0, sourced by 0001.5435.48807

\LINK-S-CHAMGED: Interface Seriall/0, changed stste to up
VLINEFROTD-5-UFDDWH: Lina protocol on Interface Seriall/U, changsd state ko up

Router {config-if) #exit

owrter (conf o) Fhoatnams B1

L{canfigh#

1{contig) #router rip
lieonlig-router) Fretwark 192, 168,10
Ijconfig-router) fnetwork 192.168.2.0
I{eanfig=-router) Instwork 192.168.3.0
1{config-routar) Feer
1{config-routar) fvarsion 2
L{config-router) fexit

I{configid

Now, let us set the commands on the second router as well.

FEE R E R ]
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105 Carrend Lire Infeface
Roatar (cenfig=it) lelock rate 4000 1
This comnand appliss anly ta ICE latarfaces
Rostat (eonlig-

RETHE-5-CHANGED; Interface SeriallsD, changed atate to ap

no shutdown

Router (config-Lif1 8

ALIMEFROTO-5-UPDOWH: Limm protocol on Interface Serialls0, changed state to up

Roarer (config-L1) bexi

Redtar (eenlig) thastnasa N2

R (eonfighd

B2 [config) icouter rip

B2 (config-routec) inekwark 192,168,1.0
R2 lconfig-router) dnetwork 192.168,2.0
R [config-router) inetwork 152,.168,3.0
B2 (conf ig-router) dver

R2Z [cont ig-router) fversion 2

R [confbg-routae) daxit

B2 [eonfig) i

M

Now, both PCs can communicate.
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Now, we will set the authentication, In this tutorial we are going to apply PAP.

]
106 Commuand L bosdse

Rl (config) fusername BRI pan

Rl (config) busarmams R password cisco
Rl {config) fint sar

Rl (coalig) lint sarial 270

Rl (config=-if)denc

Rl (config-if) fencapsulation ppp

ALIREPROTO-5-0FDOWNH: Lime profocel on Intarface Sarlall/0, changed state to dows

Bl jconfig-if) dppp auth

Rl (config-if)tppp authentication 7
chap Challengs Handahoke Authestication Protocol <CHAF:
[t Pasaword Authentication Frotocol <PARE>

Rl (coafig-if) ippp authentication pap

Rl {config-if) dppp pap san

Rl (config-if)fppp pap sent-username Rl pas

Rl (config-LE) bppp pap sspb-usecnams R1 pasaverd ciace

Rl (config-if)dexit

Bl fcontig) i

w

As we set the authentication on one router the communication is disabled.

Hi va- Net wor k. Conr 2
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Let us set it on other router as well.
= ]

e | ey )
100 Command e baetee

B2 [config) fusername Rl password cisco
R (config) fencapsulation 7
i Unrecognized command
R (config) intacface ascial Z/0
Rl lconfig=-if) lenca
B {config-1f)dencapsulation 7
framo-ralay Frame Relay networks
hdle Saplal HDLC syrchEonaus
FRR Point-to-Point protocal
R (config-il) tencapsulation ppp
R (config-if)dppp auth
RZ fconfig-LEf)ippp autkamtication pap
Rliconlig-L0) ippp pap aan
P2 icoafig-if)#ppp pap sent-usecname B2 pasz
R2 (config-if)dppp pap sant-username E2 pasaword cisco
B2 (config-if) faxic
RI(conligli
LLINEPROTO-5-UPDOWN: Lime protocs]l on Interfece Seriall/0, changed stake to up

W

Now, they can communicate.

]
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Now, if we run show run command in enable mode. We can see the authentication
enabled in router.
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1% Cpewrsirnl iLse Indmface

interface FastEtharmatl/ /0
ip address 1%2.168.2.2 255.255.255.0

duplex auto
spaad aulo

1

interface FastEtharmetl /0

o ip address

duplax auto

=peed auto

ahutdown

]

interface Serisl/ /0

Ip addrass 152.168.1.2 255.255.255.0
ancapsulation ppp

ppp authantication pap

PEp pop sant-username Bl paasword 0 cisco

clock rato 4000
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