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ning with the TRS-DOS operating system on a Radio Shack Model III and “sneaker-net,” he
automated his own and other businesses, initially programming spreadsheets using one of the
original versions of VisiCalc. Hardware consisted of 32 K of RAM, monochrome monitors,
and no hard drives. Data was stored on floppy disks that really flopped. After the PC-XT and
its clones arrived, he followed the market and extended his skills into the networking of PCs
and XENIX servers and wrote applications for the retail and pager industries.
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MCSA 70-698: Installing and Configuring Windows 10 is designed to prepare you to imple-

ment and administer Windows 10 computers in environments ranging from a few computers
to enterprise-level deployments. It is structured around the objectives and topics published
by Microsoft for Exam 70-698. With this book, you get a direct and hands-on approach to
installing, configuring, and supporting deployments of Windows 10 computers. This is the
first of two exams required to complete your MCSA certification in Windows 10. The exam
is designed to measure your skill and ability to implement, administer, and troubleshoot com-
puters running all editions of Windows 10. Microsoft not only tests you on your knowledge
of the desktop operating system, but also has purposefully developed questions on the exam
to force you to problem solve in the same way that you would when presented with real-life
problems.

MCSA 70-697: Configuring Windows Devices is designed to build upon the foundations
laid by the 70-698 exam, including the management and supporting of devices on the net-
work, configuration of devices, applications, and security features, as well as the recovery of
computers from various types of failures. It is structured around the objectives and topics
published by Microsoft for Exam 70-697. This exam is the second of two exams required to
complete your MCSA certification in Windows 10.

Both exams rely heavily on use-case scenarios and real-world situations. These questions test
your knowledge of the proper way to deploy, configure, and troubleshoot Windows 10 when
faced with challenges that are common when operating Windows computer networks in the

real world. Not only will this book help to prepare you for the certification exams, it will en-
sure you have a fundamental understanding of the way in which you can leverage these pow-
erful tools regardless of the size or complexity of your organization.

"This book covers all the topics listed in Microsoft’s exam objectives, and each chapter in-
cludes key topics and preparation tasks to assist you in mastering this information. It covers
all the objectives that Microsoft has established for exams 70-697 and 70-698. It doesn’t offer
end-to-end coverage of the Windows 10 operating system; rather, it helps you develop the
specific core competencies that you need to master as a desktop support specialist. You should
be able to pass the exam by learning the material in this book, without taking a class.

About the 70-697, Configuring Windows Devices and 70-698, Installing and
Configuring Windows 10 Exams

The 70-697, Configuring Windows Devices and 70-698, Installing and Configuring Windows
10 exams compose the two exams required to complete your MCSA certification in Win-
dows 10. They have been designed for individuals who already have experience administer-
ing Windows 10 client computers in an enterprise environment and want to transition their
responsibilities to the next career level. These exams test the candidate’s understanding of the

functionality and technical support of enterprise-level networks of Windows 10 computers
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together with Windows Server computers, with a particular focus on best-practices solutions to
real-world challenges. They assume a high degree of familiarity with the functionality of Win-

dows computer networks and support components.

These exams are computer-based tests that have 50 to 60 questions and a 120-minute time
limit. All exam information is managed by Microsoft and is always subject to change, so
candidates should monitor the Microsoft certification sites for any exam updates at https://
www.microsoft.com/en-us/learning/exam-70-697.aspx and https://www.microsoft.com/
en-us/learning/exam-70-698.aspx.

You can take these exams at Pearson VUE testing centers. You can register with VUE at
www.vue.com/microsoft.

70-697 Exam Topics

Table I-1 lists the topics of the 70-697 exam and indicates the chapter in the book where they
are covered.

Table I-1  70-697 Exam Topics

Exam Topic Chapter

Support Windows Store and cloud apps: Install and manage software by using ~ Chapter 5
Microsoft Office 365 and Windows Store apps, sideload apps by using Microsoft

Intune, sideload apps into online and offline images, deeplink apps by using

Microsoft Intune, integrate Microsoft account including personalization settings.

Support authentication and authorization: Identifying and resolving issues Chapter 7
related to the following: Multi-factor authentication including certificates,

Microsoft Passport, virtual smart cards, picture passwords, and biometrics;

workgroup vs. domain, Homegroup, computer and user authentication including

secure channel, account policies, credential caching, and Credential Manager; local

account vs. Microsoft account; Workplace Join; Configuring Windows Hello.

Plan desktop and device deployment (1015 %)

Migrate and configure user data: Migrate user profiles; configure folder Chapter 9
location; configure profiles including profile version, local, roaming, and
mandatory.

Configure Hyper-V: Create and configure virtual machines including integration Chapter 10
services, create and manage checkpoints, create and configure virtual switches,
create and configure virtual disks, move a virtual machine’s storage.

Configure mobility options: Configure offline file policies, configure power Chapter 10
policies, configure Windows To Go, configure sync options, configure Wi-Fi
direct, files, powercfg, Sync Center.

Configure security for mobile devices: Configure BitLocker, configure startup ~ Chapter 8
key storage.
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Exam Topic Chapter

Support mobile devices: Support mobile device policies including security Chapter 12
policies, remote access, and remote wipe; support mobile access and data

synchronization including Work Folders and Sync Center; support broadband

connectivity including broadband tethering and metered networks; support Mobile

Device Management by using Microsoft Intune, including Windows Phone, iOS,

and Android.

Deploy software updates by using Microsoft Intune: Use reports and Chapter 13
In-Console Monitoring to identify required updates, approve or decline updates,

configure automatic approval settings, configure deadlines for update installations,

deploy third-party updates.

Manage devices with Microsoft Intune: Provision user accounts, enroll Chapter 13
devices, view and manage all managed devices, configure the Microsoft Intune

subscriptions, configure the Microsoft Intune connector site system role, manage

user and computer groups, configure monitoring and alerts, manage policies,

manage remote computers

Configure IP settings: Configure name resolution, connect to a network, Chapter 6
configure network locations.

Configure networking settings: Connect to a wireless network, manage Chapter 6
preferred wireless networks, configure network adapters, configure location-aware
printing.

Configure and maintain network security: Configure Windows Firewall, Chapter 16
configure Windows Firewall with Advanced Security, configure connection

security rules (IPsec), configure authenticated exceptions, configure network

discovery.

Support data storage: Identifying and resolving issues related to the following: Chapter 9
DFS client including caching settings, storage spaces including capacity and fault
tolerance, OneDrive.

Support data security: Identifying and resolving issues related to the following: ~ Chapter 8
Permissions including share, NTFS, and Dynamic Access Control (DAC);

Encrypting File System (EFS) including Data Recovery Agent; access to

removable media; BitLocker and BitLocker To Go including Data Recovery

Agent and Microsoft BitLocker Administration and Monitoring (MBAM).




Introduction

Exam Topic Chapter

Configure shared resources: Configure shared folder permissions, configure Chapter 14
HomeGroup settings, configure libraries, configure shared printers, configure
OneDirive.

Configure file and folder access: Encrypt files and folders by using EFS, Chapter 14
configure NTFS permissions, configure disk quotas, configure file access auditing,
configure authentication and authorization.

Configure remote connections: Configure remote authentication, configure Chapter 15
Remote Desktop settings, configure VPN connections and authentication, enable
VPN reconnect, configure broadband tethering.

Configure mobility options: Configure offline file policies, configure power Chapter 11
policies, configure Windows To Go, configure sync options, configure Wi-Fi
direct.

Deploy and manage Azure RemoteApp: Configure RemoteApp and Desktop Chapter 17
Connections settings, configure Group Policy Objects (GPOs) for signed

packages, subscribe to the Azure RemoteApp and Desktop Connections feeds,

export and import Azure RemoteApp configurations, support iOS and Android,

configure remote desktop web access for Azure RemoteApp distribution.

Support desktop apps: The following support considerations including: Chapter 18
Desktop app compatibility using Application Compatibility Toolkit (ACT)

including shims and compatibility database; desktop application co-existence

using Hyper-V, Azure RemoteApp, and App-V; installation and configuration of

User Experience Virtualization (UE-V); deploy desktop apps by using Microsoft

Intune.

Configure system recovery: Configure a recovery drive, configure System Chapter 20
Restore, perform a refresh or recycle, perform a driver rollback, configure
restore points.

Configure file recovery: Restore previous versions of files and folders, configure ~ Chapter 21
File History, recover files from OneDrive.

Configure and manage updates: Configure update settings, configure Chapter 1
Windows Update policies, manage update history, roll back updates, update
Windows Store apps.

XXiX
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70-698 Exam Topics

Table I-2 lists the topics of the 70-698 exam and indicates the chapter in the book where they

are covered.

Table I-2 70-698 Exam Topics

Exam Topic Chapter
Implement Windows (30-35 %)

Prepare for installation requirements: Determine hardware requirements and ~ Chapter 2
compatibility; choose between an upgrade and a clean installation; determine

appropriate editions according to device type; determine requirements for

particular features, such as Hyper-V, Cortana, Miracast, Virtual Smart Cards, and

Secure Boot; determine and create appropriate installation media.

Install Windows: Perform clean installations, upgrade using Windows Update, Chapter 2
upgrade using installation media, configure native boot scenarios, migrate from

previous versions of Windows, install to virtual hard disk (VHD), boot from

VHD, install on bootable USB, install additional Windows features, configure

Windows for additional regional and language support.

Configure devices and device drivers: Install, update, disable, and roll back Chapter 3
drivers; resolve driver issues; configure driver settings, including signed and

unsigned drivers; manage driver packages; download and import driver packages;

use the Deployment Image Servicing and Management (DISM) tool to add

packages

Perform post-installation configuration: Configure and customize Start menu,  Chapter 3
desktop, taskbar, and notification settings, according to device type; configure

accessibility options; configure Cortana; configure Microsoft Edge; configure

Internet Explorer; configure Hyper-V; configure power settings.

Implement Windows in an enterprise environment: Provision with the Chapter 4
Windows Imaging and Configuration Designer (ICD) tool; implement

Active Directory-based activation; implement volume activation using a Key

Management Service (KMS); query and configure activation states using the

command line; configure Active Directory, including Group Policies; configure

and optimize user account control (UAC).

Configure and support core services (30-35%)

Configure networking: Configure and support IPv4 and IPv6 network settings; ~ Chapter 6
configure name resolution; connect to a network; configure network locations;

configure Windows Firewall; configure Windows Firewall with Advanced

Security; configure network discovery; configure Wi-Fi settings; configure Wi-Fi

Direct; troubleshoot network issues; configure VPN, such as app-triggered VPN,

traffic filters, and lockdown VPN; configure IPsec; configure Direct Access.

Configure storage: Configure disks, volumes, and file system options using Disk ~ Chapter 9
Management and Windows PowerShell; create and configure VHDs; configure

removable devices; create and configure storage spaces; troubleshoot storage and

removable devices issues.
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Exam Topic

Chapter

Configure data access and usage: Configure file and printer sharing and
HomeGroup connections; configure folder shares, public folders, and OneDrive;
configure file system permissions; configure OneDrive usage; troubleshoot data
access and usage.

Chapter
14

Implement apps: Configure desktop apps, configure startup options, configure
Windows features, configure Windows Store, implement Windows Store apps,
implement Windows Store for Business, provision packages, create packages, use
deployment tools, use the Windows Assessment and Deployment Kit (ADK).

Chapter
18

Configure remote management: Choose the appropriate remote management
tools; configure remote management settings; modify settings remotely by using
the Microsoft Management Console (MMC) or Windows PowerShell; configure
Remote Assistance, including Easy Connect; configure Remote Desktop; configure
remote PowerShell.

Chapter
15

Manage and maintain Windows (30-35 %)

Configure updates: Configure Windows Update options; implement Insider
Preview, Current Branch (CB), Current Branch for Business (CBB), and Long
Term Servicing Branch (L'TSB) scenarios; manage update history; roll back
updates; update Windows Store apps.

Chapter 1

Monitor Windows: Configure and analyze Event Viewer logs, configure event
subscriptions, monitor performance using Task Manager, monitor performance
using Resource Monitor, monitor performance using Performance Monitor and
Data Collector Sets, monitor system resources, monitor and manage printers,
configure indexing options, manage client security by using Windows Defender,
evaluate system stability using Reliability Monitor, troubleshoot performance issues.

Chapter
19

Configure system and data recovery: Configure a recovery drive, configure a
system restore, perform a refresh or recycle, perform a driver rollback, configure
restore points, resolve hardware and device issues, interpret data from Device
Manager, restore previous versions of files and folders, configure File History,
recover files from OneDrive, use Windows Backup and Restore, perform a
backup and restore with WBAdmin, perform recovery operations using Windows
Recovery.

Chapter
20

Configure authorization and authentication: Configure Microsoft Passport,
configure picture passwords and biometrics, configure workgroups, configure
domain settings, configure HomeGroup settings, configure Credential Manager,
configure local accounts, configure Microsoft accounts, configure Device
Registration, configure Windows Hello, configure Device Guard, configure
Credential Guard, configure Device Health Attestation, configure UAC behavior.

Chapter 7

Configure advanced management tools: Configure services, configure Device
Manager, configure and use the MMC, configure Task Scheduler, configure
automation of management tasks using Windows PowerShell.

Chapter
19
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About the MCSA 70-697 and 70-698 Cert Guide

"This book maps to the topic areas of the 70-697 and 70-698 exams and uses a number of fea-
tures to help you understand the topics and prepare for the exams.

Objectives and Methods

"This book uses several key methodologies to help you discover the exam topics on which you
need more review, to help you fully understand and remember those details, and to help you
prove to yourself that you have retained your knowledge of those topics. So, this book does
not try to help you pass the exams only by memorization, but by truly learning and under-
standing the topics. This book is designed to help you pass the 70-697 and 70-698 exams by
using the following methods:

m Helping you discover which exam topics you have not mastered
® Providing explanations and information to fill in your knowledge gaps

m Supplying exercises that enhance your ability to recall and deduce the answers to test
questions

® Providing practice exercises on the topics and the testing process via test questions on
the companion website

Book Features

To help you customize your study time using this book, the core chapters have several fea-
tures that help you make the best use of your time:

m “Do I Know This Already?” quiz: Each chapter begins with a quiz that helps you de-
termine how much time you need to spend studying that chapter.

® Foundation Topics: These are the core sections of each chapter. They explain the
concepts for the topics in that chapter.

® Exam Preparation Tasks: After the “Foundation Topics” section of each chapter, the
“Exam Preparation Tasks” section lists a series of study activities that you should do at
the end of the chapter. Each chapter includes the activities that make the most sense for
studying the topics in that chapter:

m Review All the Key Topics: The Key Topic icon appears next to the most
important items in the “Foundation Topics” section of the chapter. The Review
All the Key Topics activity lists the key topics from the chapter, along with
their page numbers. Although the contents of the entire chapter could be on the
exam, you should definitely know the information listed in each key topic, so you
should review these.

m  Complete the Tables and Lists from Memory: To help you memorize some
lists of facts, many of the more important lists and tables from the chapter are
included in a document on the companion website. This document lists only par-
tial information, allowing you to complete the table or list.
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® Define Key Terms: Although the exam may be unlikely to ask a question such
as “Define this term,” the Microsoft MCSA exams do require that you learn and
know a lot of Windows computer administration terminology. This section lists
the most important terms from the chapter, asking you to write a short definition
and compare your answer to the glossary at the end of the book.

Web-based practice exam: The companion website includes the Pearson Test Prep
practice test software that allows you to take practice exam questions. Use these to
prepare with a sample exam and to pinpoint topics where you need more study.

How This Book Is Organized

"This book contains 21 core chapters—Chapters 1 through 21. Chapter 22 includes some

preparation tips and suggestions for how to approach the exam. Each core chapter covers a

subset of the topics on the 70-697 and 70-698 exams. The chapters cover the following topics:

Chapter 1, “Introducing Windows 10,” covers the basics of Windows 10, a history
of the Windows operating system, new features introduced with Windows 10, and pro-
vides a brief tour of Windows 10. It also covers how to work with application updates
and Windows Update.

Chapter 2, “Implementing Windows,” covers installation of Windows 10, upgrades
to Windows 10 from older versions of Windows, how to install or upgrade Windows
using various media and techniques, and installing Windows features. This chapter also
covers using virtual hard disks (VHDs) to install and run Windows 10 and maintaining
Windows 10 images.

Chapter 3, “Post-Installation Configuration,” covers configuring and customizing
the Windows user interface for the many device types that Windows 10 supports, con-
figuring Windows options, and configuring devices and device drivers.

Chapter 4, “Managing Windows in an Enterprise,” covers Active Directory and the
many tools and systems available for managing and deploying large numbers of Win-
dows servers and workstations in an organization.

Chapter 5, “Installing and Managing Software,” covers the use of a Microsoft Ac-
count for logging in and keeping user information in sync, the Windows Store, and
how to work with Universal Windows Platform apps.

Chapter 6, “Windows 10 Networking,” covers the basics of TCP/IP networking,
and the network capabilities available in Windows operating systems. It also covers
various Windows network settings for VPN, Bluetooth, wireless, and other networking
features.

Chapter 7, “Windows 10 Security,” covers basic Windows security features for
authentication and authorization. It also covers NTFS permissions and access control
lists (ACLs), credential storage and management, and User Account Control (UAC)
features and configuration.
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Chapter 8, “Windows 10 Data Security,” covers Windows features available for
securing data at rest, including N'TFS security, BitLocker and BitLocker To Go, Data
Access Control (DAC), and Encrypting File System (EFS). This chapter also covers
Windows policies that can be used to enforce good data security standards.

Chapter 9, “Managing User Data,” covers data storage technologies available in
Windows, working with disks and volumes, Storage Spaces, Distributed File System
(DES), and OneDrive cloud storage. It also covers managing user profile data and mi-
grating user data from one system to another.

Chapter 10, “Windows Hyper-V,” covers some virtualization concepts and configur-
ing and working with virtualization in Windows, including virtual hard disks (VHDs),
native boot, Microsoft client Hyper-V, creating and configuring Hyper-V virtual ma-
chines, checkpoints, and Hyper-V virtual switches.

Chapter 11, “Configuring and Securing Mobile Devices,” covers technologies
useful for Windows mobile devices, including offline files and Sync Center, power poli-
cies, Windows To Go, and Wi-Fi Direct.

Chapter 12, “Managing Mobile Devices,” covers tools for managing mobile devices,
which includes mobile device policies, data synchronization, and Work Folders, and
technologies for managing broadband connectivity.

Chapter 13, “Microsoft Intune,” covers Intune, Microsoft’s cloud-based mobile de-
vice management (MDM) solution for organizations. It includes coverage for Intune
administration, monitoring, and deployment of software updates for managed devices.

Chapter 14, “Configuring File and Folder Access,” covers data encryption using
Encrypting File System (EFS), disk quotas for limiting user storage, file access auditing,
and configuration of shared resources such as file and printer sharing.

Chapter 15, “Configuring Remote Access,” covers remote authentication technolo-
gies, Remote Desktop settings, VPN authentication and configuration, and configura-
tion and use of remote management technologies.

Chapter 16, “Configuring and Maintaining Network Security,” covers the con-
figuration of Windows Firewall, IPsec security, and network discovery in Windows 10.

Chapter 17, “Managing Mobile Apps,” covers the server-based services Remote
Desktop Services (RDS), RemoteApp, and the use of Azure RemoteApp.

Chapter 18, “Managing Desktop Applications,” covers the Windows Store for Busi-
ness, desktop application compatibility for older applications, Windows Installer, App-V,
and User Experience Virtualization (UE-V). This chapter also covers the use of Micro-
soft Intune for managing desktop applications for Intune-managed client computers.

Chapter 19, “Monitoring and Managing Windows,” covers tools available for Win-
dows 10 to monitor the use and performance of Windows 10 clients and the configura-
tion of advanced management tools, including Microsoft Management Console (MMC),
the Services applet, Task Scheduler, and Windows PowerShell management cmdlets.
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Chapter 20, “Configuring System Recovery Options,” covers how to create and use
a USB recovery drive, and using System Restore and restore points. It also covers how
to use Device Manager to resolve driver problems and conflicts, and the use of Driver
Rollback capabilities.

Chapter 21, “Configuring File Recovery,” covers using File History and Windows
Backup and Restore to restore previous versions of files and folders, how to configure
File History, and how to recover files from OneDrive.

Chapter 22, “Final Preparation,” identifies tools for final exam preparation and helps
you develop an effective study plan. It contains tips on how to best use the web-based
material to study.

Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes,” includes the
answers to all the questions from Chapters 1 through 21.

Glossary: Provides the list of key terms and their definitions as listed at the end of
Chapters 1 through 21.

Appendix B, “Memory Tables,” (a website-only appendix) contains the key tables
and lists from each chapter, with some of the contents removed. You can print this
appendix and, as a memory exercise, complete the tables and lists. The goal is to help
you memorize facts that can be useful on the exams. This appendix is available in PDF
format on the book’s website; it is not in the printed book.

Appendix C, “Memory Tables Answer Key,” (a website-only appendix) contains the
answer key for the memory tables in Appendix B. This appendix is available in PDF
format on the book’s website; it is not in the printed book.

Appendix D, “Study Planner,” is a spreadsheet, available from the book’s website,
with major study milestones, where you can track your progress through your study.

Companion Website

Register this book to get access to the Pearson Test Prep practice test software and other

study materials plus additional bonus content. Check this site regularly for new and updated

postings written by the authors that provide further insight into the more troublesome topics

on the exams. Be sure to check the box that you would like to hear from us to receive updates

and exclusive discounts on future editions of this product or related products.

To access this companion website, follow these steps:

1.

2
3.
4

Go to www.pearsonl Tcertification.com/register and log in or create a new account.

. Enter the ISBN: 9780789758804

Answer the challenge question as proof of purchase.

. Click the Access Bonus Content link in the Registered Products section of your

account page to be taken to the page where your downloadable content is available.
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Please note that many of our companion content files can be very large, especially image and

video files.

If you are unable to locate the files for this title by following the preceding steps, please visit

www.pearsonl Tcertification.com/contact and select the “Site Problems/Comments” option.

Our customer service representatives will assist you.

Pearson Test Prep Practice Software

This book comes complete with the Pearson Test Prep practice software containing two full

exams. These practice tests are available to you either online or as an off-line Windows ap-

plication. To access the practice exams that were developed with this book, please see the

instructions in the card inserted in the sleeve in the back of the book. This card includes a

unique access code that enables you to activate your exams in the Pearson Test Prep software.

NOTE The cardboard case in the back of this book includes a paper that lists the activation

code. On the opposite side of the paper from the activation code is a unique, one-time-use

coupon code for the purchase of the Premium Edition eBook and Practice Test.

Accessing the Pearson Test Prep Software Online

The online version of this software can be used on any device with a browser and connectiv-

ity to the Internet, including desktop machines, tablets, and smartphones. To start using your

practice exams online, follow these steps:

1.
2.
3.

Go to http://www.PearsonTestPrep.com.
Select Pearson IT Certification as your product group.

Enter your email/password for your account. If you don’t have an account
on PearsonIT'Certification.com, you will need to establish one by going to
PearsonlI T'Certification.com/join.

In the My Products tab, click the Activate New Product button.

Enter the access code printed on the insert card in the back of your book to activate
your product.

The product will now be listed in your My Products page. Click the Exams button to
launch the exam settings screen and start your exam.


http://www.pearsonITcertification.com/contact
http://www.PearsonTestPrep.com
http://www.PearsonITCertification.com
http://www.PearsonITCertification.com/join
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Accessing the Pearson Test Prep Software Offline

If you want to study offline, you can download and install the Windows version of the Pear-

son Test Prep software. There is a download link for this software on the book’s companion

website, or you can enter this link in your browser:

http://www.pearsonitcertification.com/content/downloads/pcpt/engine.zip

To access the book’s companion website and the software, follow these steps:

1.

o & 0 DN

e

10.

11.
12.

Register your book by going to PearsonI T Certification.com/register and entering the
ISBN: 9780789758804.

Respond to the challenge questions.
Go to your account page and select the Registered Products tab.
Click the Access Bonus Content link under the product listing.

Click the Install Pearson Test Prep Desktop Version link under the Practice Exams
section of the page to download the software.

After the software finishes downloading, unzip all the files on your computer.

Double-click the application file to start the installation, and follow the onscreen in-
structions to complete the registration.

After the installation is complete, launch the application and select the Activate Exam
button on the My Products tab.

Click the Activate a Product button in the Activate Product Wizard.

Enter the unique access code found on the card in the sleeve in the back of your book,
and click the Activate button.

Click Next and then the Finish button to download the exam data to your application.

You can now start using the practice exams by selecting the product and clicking the
Open Exam button to open the exam settings screen.

Note that the offline and online versions will sync together, so saved exams and grade results

recorded on one version will be available to you on the other as well.

Customizing Your Exams

When you are in the exam settings screen, you can choose to take exams in one of three

modes:

® Study Mode

®m Practice Exam Mode

® Flash Card Mode

XXXVi
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Study Mode enables you to fully customize your exams and review answers as you are taking
the exam. This is typically the mode you would use first to assess your knowledge and identify
information gaps. Practice Exam Mode locks certain customization options, because it is pre-
senting a realistic exam experience. Use this mode when you are preparing to test your exam
readiness. Flash Card Mode strips out the answers and presents you with only the question
stem. This mode is great for late-stage preparation when you really want to challenge yourself
to provide answers without the benefit of seeing multiple-choice options. This mode will not
provide the detailed score reports that the other two modes will, so it should not be used if
you are trying to identify knowledge gaps.

In addition to these three modes, you will be able to select the source of your questions.
You can choose to take exams that cover all the chapters, or you can narrow your selection
to a single chapter or the chapters that make up specific parts in the book. All chapters are
selected by default. If you want to narrow your focus to individual chapters, deselect all the
chapters and then select only those on which you want to focus in the Objectives area.

You can also select the exam banks on which to focus. Each exam bank comes complete with
a full exam of questions that cover topics in every chapter. You can have the test engine serve
up exams from all four banks or just from one individual bank by selecting the desired banks

in the exam bank area.

You can make several other customizations to your exam from the exam settings screen, such
as the time of the exam, the number of questions served up, whether to randomize questions
and answers, whether to show the number of correct answers for multiple-answer questions, or
whether to serve up only specific types of questions. You can also create custom test banks by

selecting only questions that you have marked or questions on which you have added notes.

Updating Your Exams

If you are using the online version of the Pearson Test Prep software, you should always

have access to the latest version of the software as well as the exam data. If you are using the
Windows desktop version, every time you launch the software, it checks to see if there are any
updates to your exam data and automatically downloads any changes that were made since the
last time you used the software. This requires you to be connected to the Internet at the time
you launch the software.

Sometimes, due to many factors, the exam data may not fully download when you activate
your exam. If you find that figures or exhibits are missing, you may need to manually update

your exams.

To update a particular exam you have already activated and downloaded, select the Tools tab
and select the Update Products button. Again, this is an issue only with the desktop Win-
dows application.
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If you want to check for updates to the Pearson Test Prep exam engine software, Windows
desktop version, select the Tools tab and select the Update Application button. This en-

sures that you are running the latest version of the software engine.



This chapter covers the following topics:

A Brief History of Windows: Windows 10 is the latest in a long hierarchy
of Microsoft operating systems. This section traces the history of Windows
as it has unfolded in the past 30-plus years.

New Features of Windows 10: This section provides an overview of
the restyled user interface in Windows 10, along with its many new and
improved features designed to help users work smartly and securely.

A Quick Tour of Windows 10: This section introduces the Windows 10
Start menu and desktop. It also provides a brief introduction to the features
of the Settings app and Control Panel.

Configuring Windows Updates: This section shows you how to configure
Windows Update from both Control Panel and the new Windows Update
app on the Start screen. It also introduces you to Group Policy settings that
provide a series of settings which govern the use of Windows Update, both
on the local computer and within an Active Directory domain.

Configuring Updates: Administrators managing multiple Windows devices
in an enterprise need to understand Windows as a service model and how

to deploy updates to clients. This section introduces servicing branches and
deployment rings and covers enrolling devices for Insider Preview, Current
Branch (CB), Current Branch for Business (CBB), and Long Term Servicing
Branch (L'TSB).

"This chapter covers the following objectives for the 70-697 and 70-698 exams:

Configure and manage updates: Configure update settings, configure

70-698 Windows Update options and policies, manage update history, roll back

updates, update Windows Store apps.

Configure updates: Implement Insider Preview, Current Branch (CB),
Current Branch for Business (CBB), and Long Term Servicing Branch
('TSB) scenarios.



CHAPTER 1

Introducing Windows 10

Hi vaNet wor k. Corr

In recent years, more and more individuals have been attracted to mobile
devices such as smartphones and tablets marketed by manufacturers such as
Apple, Samsung, and Android, equipped with touchscreens that have become
increasingly simple to use and navigate. Accompanying these devices is an
increasing number of simple applications (known simply as apps) that enable
the user to perform such tasks as locating restaurants while in a strange city, or
knowing when her kids arrive home from school. At the same time, computer
manufacturers have come out with laptops and mobile devices equipped with
touch-sensitive displays; additionally, touch-sensitive monitors have become
available for the still ubiquitous desktop computer.

Windows 7 brought with it significant enhancements in the usability and security
of Microsoft’s flagship operating system. Included was an array of touch-sensitive
options, but these lagged considerably behind those being offered by competi-
tors in the mobile device business. Windows 8 brought a new Start screen-based
desktop environment that was not accepted by the majority of Windows users,
prompting Microsoft to bring back many of the discarded features into the Win-
dows 8.1 update. Windows 10 improves the desktop experience even further by
combining the familiar feel of older Windows desktops with the ease of locating
and running apps from its redesigned Start menu, accompanied with the same
right-click Start menu (also known as the Quick Access Menu) from Windows
8.1, which facilitates the execution of most of the tools that desktop support staff
and administrators rely upon in the performance of their daily tasks.

Microsoft has stated that Windows 10 will be the “last version of Windows.”
That doesn’t mean that it will not be updating the operating system; it means
that Windows 10 becomes the first of the new “Windows as a service” delivery
model for the OS. Instead of a major update every few years, Microsoft will
push out minor and major updates to Windows on a frequent basis. They may
decide to brand it Windows 11 or Windows 12 in the future, but it will be deliv-
ered the same way that regular OS updates are delivered: via Windows Update.

There are now just two release types for Windows, eliminating the major ver-
sion releases such as Windows 8.1, Windows 8, and so on. Instead, there will
only be feature updates, delivering new functionality two to three times per

LA
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year, and quality updates that provide security and reliability fixes at least once per
month. So instead of purchasing an upgrade or new computer every 3 to 5 years,
feature updates will come from Microsoft much more frequently—two to three
times per year—in bite-sized chunks, making it easier for users to become familiar
with new features.

As with past Windows versions, Microsoft continues to release frequent updates to
its operating systems, still relying on the popular series of “Patch Tuesday” updates,
but delivered as monthly cumulative updates instead of individual patches. Many of
these are directed at fixing bugs and intrusions as cracks and vulnerabilities surface.
Further, hardware manufacturers provide driver updates from time to time; so do
third-party software providers. This chapter also introduces you to the Windows
Update feature that enables users to download and install all available updates from
the Windows Update website. For the 70-697 exam, Microsoft expects you to know
how to use Windows Update to provide the proper updates to drivers, software pro-
grams, and operating system files.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read
this entire chapter or simply jump to the “Exam Preparation Tasks” section for
review. If you are in doubt, read the entire chapter. Table 1-1 outlines the major
headings in this chapter and the corresponding “Do I Know This Already?” quiz
questions. You can find the answers in Appendix A, “Answers to the ‘Do [ Know
This Already?’ Quizzes.”

Table 1-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section
A Brief History of Windows 1

Features Tour of Windows 10 2

A Quick Tour of Windows 10 3-5

Configuring Windows Updates 6-10

Configuring Updates 11-12

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.
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In what way is Windows 10 Education different from Windows 10 Enterprise?

a. Windows 10 Education does not provide for joining an Active Directory
Domain Services (ADDS) domain.

b. Windows 10 Education does not include advanced security features,
such as BitLocker, Credential Guard, Trusted Boot, or Encrypting File
System.

c. Windows 10 Education does not include the ability to use Remote Desk-
top or Remote Assistance.

d. Windows 10 Education includes all features of Windows 10 Enterprise
and differs only in that it is available with Microsoft’s Academic Volume
Licensing for schools, universities, and colleges.

Which of the following actions requires that you install Windows 10 Pro,
Windows 10 Education, or Windows 10 Enterprise, in contrast to Windows
10 Home? (Choose all that apply.)

a. Joining a Windows Server domain
b. Using Windows Firewall to safeguard your computer
c. Using more than one monitor on your computer

d. Encrypting files using Encrypting File System (EFS)

Which of the following is 7oz visible when you click Start on a Windows 10
computer?

The desktop, together with shortcut icons

a.
b. A menu containing administrative utilities

o

Tiles for Windows apps
d. An alphabetical list of installed programs and apps

Which of the following tasks can you perform from the Windows Settings
screen in Windows 10? (Choose all that apply.)

a. Select lock screen, start screen, and wallpaper images
b. Create new user accounts

Specify time zone and language options

Install hardware devices

Configure accessibility options

- 0o o 0

Create a new HomeGroup or join an existing HomeGroup
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5. Which of the following categories of the Control Panel applet includes tools
for managing File History and Backup and Restore?

Network and Internet

a.
b. Programs

o

System and Security
d. Appearance and Personalization

e. User Accounts

6. Microsoft has packaged a set of updates that is designed to fix problems with
specific Windows components or software packages such as Microsoft Office.
What is this package known as?

A critical security update

a.
b. An optional update

o

An update roll-up
d. A service pack

7.  Your Windows 10 Pro computer is shared among several users in your small
office. Occasionally, others have informed you that the computer slows down
and displays a message informing them to restart the computer to complete
installing updates. This frequently occurs when they are performing important
tasks that they do not want to interrupt. What should you do to ensure that all
updates are installed but not until after business hours? Each correct answer
represents a complete solution. Choose two answers.

a. From the Windows Update app in Windows Settings, click Change
Active Hours and then specify the start and end times when you nor-
mally use your computer.

b. From the Windows Update app in Windows Settings, click Advanced
Options and then select the Defer Feature Updates option.

c. From the Windows Update app in Windows Settings, click Choose
How Updates Are Delivered and then choose the Updates from
More Than One Place option.

d. In Group Policy, enable the Configure Automatic Updates policy and
select the 2-Notify for Download and for Install option.

e. In Group Policy, enable the Configure Automatic Updates policy and
select the 3—Auto Download and Notify for Install option.

f. In Group Policy, enable the Configure Automatic Updates policy and
select the 4-Auto Download and Schedule the Install option.
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You are a desktop support specialist for your company. You have frequently
found that updates received by Windows 10 computers from the Windows
Update website cause problems with proprietary software, and you prefer that
Patch Tuesday updates are not installed for a 30-day period after their initial
release. Which of the following policies should you enable?

a. In Group Policy, enable the Automatic Updates Detection Frequency
policy, and set the detection frequency to 30 days.

b. In Group Policy, disable the Allow Automatic Updates Immediate
Installation policy.

c. In Group Policy, enable the Select When Feature Updates Are
Received option, and set the deferral interval to 30 days.

d. In Group Policy, enable the Select When Quality Updates Are
Received option, and set the deferral interval to 30 days.

You have installed Windows Server Update Services on a server on your net-
work, and you want to ensure that computers on the network do not attempt
to access the Internet for downloading updates. What policy should you
configure?

Allow Automatic Updates Immediate Installation

a.
b. Turn on Software Notifications

o

Specify Intranet Microsoft Update Service Location
d. Enable Client-Side Targeting

10. You would like to receive detailed information about an update that you think

11.

might be causing a problem on your Windows 10 computer. Which option
should you select from the Update & Security Windows Settings app?

a. Check for Updates
b. Update History
c. Restore Hidden Updates

d. Recovery Options

How are Windows Store apps updated?
Using Windows Automatic updates

a.
b. Using the Store app

o

Either Windows Store or Automatic updates

e

Using Group Policies
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12. A user is having an issue updating an app from Windows Store. Where can
you go to find more information on the error?

a. The Store app Advanced Settings dialog
b. The Control Panel apps manager
The PowerShell Get-AppxLog command

e o

Viewing the Windows System Event log

Foundation Topics

A Brief History of Windows

Computers running some version of Microsoft Windows have been with us since
the mid-1980s, when Windows 1.0 was first released. Most people first discovered
Windows with versions 3.1 and Windows for Workgroups 3.11 in the early 1990s.
As this decade progressed, Microsoft released Windows 95, which sported the first
graphical user interface (GUI) that is the oldest original ancestor to the GUI used in
much the same form as the more recent Windows 7.

At the same time, Microsoft developed an industrial-strength, 32-bit networking
system known as Windows N'T. Starting with Windows N'T 3.1 and progressing

to Windows NT 3.5 and Windows N'T 3.51, this operating system used the same
GUI as displayed by the consumer-oriented Windows versions. In 1996, Microsoft
released Windows N'T" 4.0, which brought the Windows 95-style GUI to the N'T
system of Windows operating systems. Following soon afterward was Windows 2000
Professional. Also available were server versions of each of these operating systems.

At this point, Microsoft brought the home and corporate user versions together
under the Windows NT kernel. The home user version became Windows XP
Home Edition, and the corporate version was Windows XP Professional. These dif-
fered in that Windows XP Professional contained additional components (many of
which had been present in Windows 2000) designed for integration into corporate,
server-based networks.

During the early 2000s Microsoft was forced to work hard in enhancing the security
of Windows XP as a result of numerous incursions. This delayed the next release of
the Windows operating system, named Windows Vista, which was finally released
to the public on January 30, 2007. But Windows Vista was plagued by numerous
security and operational problems that resulted in large segments of the population
having a negative opinion of the operating system. As a result, not many purchasers
opted to upgrade, and many others used the downgrade license that was provided to
run Windows XP, particularly within corporations.
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So Microsoft placed high priority in readying a new version of its flagship operating
system with the strong hope of alleviating these concerns and developing a secure,
well-planned version of Windows that would be well accepted by individuals and
corporations around the world. The result was Windows 7, which Microsoft released
to manufacturers on July 22, 2009, and to the general public on October 22, 2009.

At the same time, cellular phone manufacturers were increasing the capability of
their devices, turning them into miniature computers that could surf the Internet
and run many applications that had previously been unthought of. Users became
able to perform these actions with a mere touch of the screen. Although Windows
7 brought touch capabilities to computers equipped with the appropriate hardware,
the usability of these devices lagged considerably behind the new smartphones. So,
with these shortcomings in mind, as well as Microsoft’s entry into the smartphone
market with Windows Phone 7, work on Windows 8 progressed, including a total
redesign of the user interface to realign with the touch-enabled devices and smart-
phones that were flooding the market. The result of this feverish activity was a new
interface that replaced the familiar Start button with a completely new Start screen,
including by default a large range of apps much similar to those on an Apple iPhone
or iPad, BlackBerry, or Android device. Microsoft released a Consumer Preview
(beta) of the new operating system on February 29, 2012, and released Windows 8
to public availability on October 26, 2012.

However, consumers reacted rapidly to modified features introduced in Windows
8—in particular, most users of the new operating system lamented the disappearance
of the Start button and the fact that the computer now booted into an unfamiliar
Start screen containing tiles rather than the familiar desktop and icons. Microsoft
responded in early 2013 by beginning development on Windows 8.1, and upgrades
would be free for existing users of Windows 8, with public availability of Windows
8.1 taking place on October 18, 2013. This brought back the Start menu in a some-
what modified fashion and enabled users to boot directly to the desktop, rather than
the Start screen as occurred in Windows 8. Further changes were introduced with
Windows 8.1 Update on April 8, 2014. This included a revision to the Start menu,
which more closely aligned with the older Windows 7 Start menu and brought back
long-lost functionality that users missed in the original Windows 8 and 8.1. Also
added at this time was a new Start right-click menu that enabled rapid access to
many management and configuration tools and utilities.

Windows 10

Even as Windows 8.1 was being finalized and released to consumers, Microsoft was
working on the next upgrade to its flagship operating system. The desire was to
unify the operating code for computers, tablets, Windows smartphones, and other
devices such as Xbox One. Codenamed “Threshold,” developers were working on
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further improvements to the Start menu and the capability to run Windows Store
apps inside desktop windows rather than full screen, as was the case in Windows
8/8.1. In addition, developers worked to restore the functionality for users working
with keyboard and mouse, compared to touch devices that had been emphasized in
Windows 8/8.1.

Why not Windows 9? No real answer has ever been provided. Terry Meyerson

of Microsoft rationalized the naming of the new operating system as Windows 10
rather than Windows 9 in saying that “based on the product that’s coming, and just
how different our approach will be overall, it wouldn’t be right to call it Windows
9.” A theory was also brought forward that the Japanese might think that the num-
ber 9 would be unlucky, so Microsoft skipped this number to maintain its customer
base in Japan. Maybe it also helps it to distance itself from the problems that many
individuals encountered in Windows 8. Whatever the true reason is, Microsoft
wanted to emphasize the newness of its newest operating system and its multi-
platform capabilities.

NOTE If you want to know more about Microsoft’s reasoning behind calling the
operating system Windows 10, take a look at “Why Is It Called Windows 10 and
Not Windows 92” at www.extremetech.com/computing/191279-why-is-it-called-
windows-10-not-windows-9.

Windows 10 Editions
Windows 10 is available in the following eight editions:

= Windows 10 Home: Descended from the Home Basic and Home Premium
editions of Windows 7 and the base edition of Windows 8/8.1, this edition is
designed for home users who do not require domain membership or enhanced
security features.

= Windows 10 Pro: The full-fledged version of Windows 10 that supports
enterprise requirements, such as the need to join Active Directory domains.

= Windows 10 Pro Education: Introduced in July 2016, this edition is similar
to Windows 10 Pro; it adds a Set Up School PCs app and removes Cortana
and some Windows Store functionality.

= Windows 10 Enterprise: Similar to Windows 10 Pro and descended from
Windows 8.1 Enterprise, this edition is available only to Software Assurance
customers via the Volume License Service Center. It adds a few business-based
features. You can also obtain evaluation versions by means of your TechNet
Professional Subscription or MSDN Subscription.
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® Windows 10 Enterprise LTSB: The Long Term Servicing Branch (L'TSB)
version removes several features from Windows 10 Enterprise, including
Microsoft Edge, Cortana, Windows Store, Photo Viewer, and so on.

m Windows 10 Education: Similar to Windows 10 Enterprise; available with
Microsoft’s Academic Volume Licensing for schools, universities, and colleges.

® Windows 10 Mobile: Descended from Windows R, this edition is designed
for smartphones and small tablets.

® Windows 10 Mobile Enterprise: Similar to Windows 10 Mobile, but adds
several features that assist in enterprise-based management of devices.

NOTE Throughout this Cert Guide, we use the term Windows 10 to include all
editions of Windows 10, only identifying the Pro/Enterprise/Education/Mobile
editions as required when features specific to these editions are discussed.

Table 1-2 provides additional detail on the components included in the major
editions of Windows 10. We introduce many of these features in the following
sections.

Table 1-2 Components Included in Windows 10 Editions

Component Windows Windows Windows 10 Windows 10
10 Home 10 Pro Enterprise Education

Microsoft Edge X X X X

Continuum X X X X

Cortana X X X

Hardware device encryption b X X X

Start menu and Live Tiles X X X X

Tablet Mode X X b X

Voice, pen, touch, and gesture X X X X

Trusted Boot X X X b

Windows Device Health X X X b

Attestation service

Sideloading of Line-of-Business  x X X X

apps

Windows Defender X X X X

Windows Firewall b'e X X X

11
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Component Windows Windows Windows 10 Windows 10
10 Home 10 Pro Enterprise Education
Action Center X X X X
Task Manager X X X X
HomeGroup membership X X X X
Windows OneDrive X X X X
Windows Hello X X X X
Improved support for multiple X X X X
monitors
Remote Desktop client X X X X
Remote Desktop host X X X
Ability to join an Active Directory X X X
domain
Group Policy X X X
Hyper-V X X X
Enterprise State Roaming with X X X
Azure Active Directory
Windows Store for Business b X X
Assigned Access X X X
Dynamic Provisioning b’ X X
BitLocker X X X
AppLocker X X
BranchCache X X
Credential Guard X X
Device Guard X X
DirectAccess X X
User experience control and X X
lockdown
Windows To Go b X
Long Term Servicing Branch X X
(L'TSB)
File encryption using Encrypting X X
File System (EFS)
Application Virtualization (App-V) X X
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Features Tour of Windows 10

Microsoft has designed Windows 10 to be dynamically updatable—in other words,
they are providing updates to the operating system on an ongoing basis that will
continue for the life of the product. In particular, the initial release on July 29,
2015, was version 1507, which was quickly updated to version 1511 on Novem-

ber 12, 2015. On the anniversary of the initial release, Microsoft provided a more
comprehensive update to version 1607 (actually released on August 2, 2016). These
updates have been delivered automatically to users via Windows Update; future
updates will follow the same path. Additional minor updates to all versions are
provided on an approximately monthly basis; for details on each update, refer to
“Windows 10 Update History” at https://support.microsoft.com/en-us/help/12387/
windows-10-update-history.

Improvements Provided in Versions 1507 and 1511

Hi vaNet wor k. Corr

Windows 10 includes a number of new and updated features that are designed
to improve the way users interact with their computers. The basic productivity
enhancements included with most editions of Windows 10 include the following:

» Windows Imaging and Configuration Designer (ICD): Enables you to
easily configure a device without the need to install a new image.

® Support for Mobile Device Management (MDM): This enables enterprise-
level management of corporate and personal devices including phones, tablets,
laptops, and desktops. Included is support for Microsoft Azure Active Direc-
tory accounts, virtual private network (VPN) configuration, use of the Win-
dows Store, and so on.

= Enhancements to AppLocker: Additional Windows PowerShell cmdlets and
the capability to configure AppLocker with the use of an MDM server.

® Enhancements to BitLocker Encryption: When used with an Azure Active
Directory domain, you can enable automatic device encryption with the recov-
ery key saved to Active Directory. Also added is support for the newer 128-
and 256-bit XTS-AES encryption algorithm.

® Credential Guard: Enables protection of credentials stored in Credential
Manager, including domain credentials.

m Microsoft Passport: New to Windows 10, enables you to deploy strong two-
factor authentication consisting of an enrolled device and a Windows Hello
biometric or PIN. Users can authenticate to a Microsoft account, an Active
Directory or Azure Active Directory account, or a non-Microsoft service
that supports Fast ID Online authentication. After the initial authentication,

13
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Microsoft Passport enables the user to set up a gesture such as Windows Hello
or a PIN;, which the user can use for rapid authentication.

Enhanced Security Auditing: Additional information has been added to sev-
eral existing audit events, and two new audit subcategories have been added to
the Advanced Audit Policy Configuration, as follows:

® Audit Group Membership: Enables you to audit the group member-
ship information within a user’s logon token.

® Audit PNP Activity: Enables you to audit when plug and play (PnP)
detects an external device, enabling you to track changes to system
hardware.

Enhancements to Trusted Platform Module (TPM): Added functionality
in TPM, including support for Microsoft Passport, Device Guard, and Cre-
dential Guard.

Device Health Attestation: Enables you to set up a health attestation ser-
vice enabling you to check security components on a device and allow or deny
access to secure resources on the network. You can check Windows 10 devices
for support and enabling of Secure Boot, BitLocker Drive Encryption, and
Data Execution Prevention.

Enhancements to User Account Control (UAC): Includes the capability to
scan UAC elevation requests for malware and block such requests if malware is
detected.

Mobile Device Management (MDM) Capabilities: This enables enterprise-
level management of phones, tablets, laptops, and desktops, whether corpo-
rate-owned or personal. You can enroll corporate-owned devices automatically
using Azure Active Directory.

Device Unenrollment: When a user leaves the organization, you can remove
accounts from devices remotely, including personal devices. The latter enables
removal of enterprise information such as certificates, VPN profiles, and
enterprise apps.

Device Lockdown: You can configure devices to perform only a single task
or limited number of tasks—for example, kiosks in the lobby that provide
product catalogs or employee lookups. Only specified apps will run when a
given user account is logged on. You can also configure a customized Start
menu layout on these devices.

Windows Store for Business: Enables you to make volume purchases of apps
for the organization. Included are purchases based on organizational identity,
options for flexible app distribution, the ability to reuse licenses, and so on.
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® Windows Update for Business: Enables you to keep devices up-to-date
with the latest security and feature updates through the Microsoft Windows
Update service. You can use Group Policy Objects (GPOs) to control which
devices receive updates first, delivery of updates to remote sites with limited
bandwidth, and the use of existing tools such as System Center Configuration
Manager.

® Microsoft Edge: New in Windows 10, this Internet browser provides
enhancements to active browsing of the Internet, including the following:

= Web Note: Enables you to annotate, highlight, and call items out directly.

m Reading View: Enables you to view and print online articles in an opti-
mized layout that fits your screen size. You can also save web pages or
PDF files for later offline reading.

m Cortana: Automatically enabled on Microsoft Edge, enables you to
search the Internet by asking questions by typing in the taskbar Search
box or talking on a device equipped with a microphone. You can give
yourself reminders to do things based on time, people, or places, and you
can also sync notifications to a Windows phone or an iPhone or Android
device equipped with Cortana.

m Compatibility and Security: Enables you to continue to use Internet
Explorer 11 for sites on your corporate intranet or safe site list, as well as
sites using older technology, such as ActiveX controls.

Improvements Provided in Version 1607

The anniversary update, version 1607, added or enhanced several features of Win-
dows 10, including the following:

® Enhanced Windows Deployment, Configuration, and Upgrade Capa-
bilities: Windows Imaging and Configuration Designer (ICD) can run using
just the configuration designer component, independently of the rest of the
Windows 10 Assessment and Deployment Kit (ADK). In addition, Windows
Upgrade Analytics facilitates the management of client computer upgrades in
your organization.

® Enhanced Control Over Windows Updates: You can increase the time
allowed for deferring updates to longer time periods; for example, you can
defer quality updates up to 30 days and pause them for 35 days; you can defer
feature updates for up to 180 days and pause them for 60 days; also, you can
exclude drivers from updates.

15
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Credential Guard and Device Guard: Hyper-V now includes Isolated User
Mode, so you don’t need to install it separately.

Windows Hello for Business: Version 1607 combines the Microsoft Pass-
port and Windows Hello technologies together, enhancing the use of multi-
factor authentication.

Windows Information Protection (WIP): Formerly known as enterprise
data protection, WIP helps to protect against accidental data leakage from
personal devices by enabling you to set up policies and best practices. You can
also use WIP to protect enterprise apps and data against accidental data leak-
age on devices without the need for changes to these apps or your security
environment.

VPN Enhancements: Version 1607 adds several security enhancements to
VPN. The client can integrate with the Conditional Access Framework within
Azure Active Directory. The client can also integrate with WIP for added
security. Within Microsoft Intune, support for native VPN plug-ins is pro-
vided through VPN Profile (Windows 10 Desktop and Mobile and later).

Improvements to Windows Defender: Version 1607 adds several enhance-
ments, as follows:

® Enhanced Scanning Capabilities: You can run Windows Defender
offline directly without the need to create bootable media. You can also
use PowerShell cmdlets to execute scans, and even run a scan from the
command line.

» Block at First Sight: Enables the near-instant protection against new
malware.

® Enhanced Notifications: Provide more information regarding detec-
tion and removal of threats.

m Detection of Potentially Unwanted Applications: These can be
detected and blocked during download and install actions.

Application Virtualization (App-V): App-V enables you to deliver applica-
tions to users in Virtual mode, where applications are installed on centrally
managed servers and deployed to users in real time or on an as-needed basis.
Users can launch and run them from locations such as the Windows Store,
and interact with them as if they were on a local machine.

User Experience Virtualization (UE-V): Enables you to save user-
customized Windows and program settings on a centrally managed
network file share. Users logging on from any device can have these
customized settings applied automatically.
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» Additional Management Options: Version 1607 enables users to connect
to remote computers that are joined to Azure Active Directory. You can also
apply Group Policy to create a standardized set of apps to the taskbar. In addi-
tion, additional device management settings have been added to the Windows
10 configuration service providers.

Chapter 2, “Implementing Windows,” Chapter 3, “Post-Installation Configuration,”
Chapter 7, “Windows 10 Security,” Chapter 10, “Windows Hyper-V,” Chapter 12,
“Managing Mobile Devices,” Chapter 15, “Configuring Remote Access,” and Chap-
ter 18, “Managing Desktop Applications,” provide details of many of these features.

NOTE For more information on new and improved Windows 10 features, refer to
“What’s New in Windows 10, Versions 1507 and 1511” at https://technet.microsoft.com/
itpro/windows/whats-new/whats-new-windows-10-version-1507-and-1511 and “What's
New in Windows 10, Version 1607” at https://technet.microsoft.com/en-us/itpro/
windows/whats-new/whats-new-windows-10-version-1607, as well as links provided

in these documents. Also refer to “Windows 10 Release Information” at https://
technet.microsoft.com/en-us/windows/release-info for information on the history

of operating system builds for each version.

NOTE As this book was in the final stages of completion, Microsoft brought out a
new version, 1703, that includes enhancements to deployment, management, secu-
rity, and mobile enhancements. You should be aware that you can no longer access
Control Panel from the Start button right-click menu; instead, click Start and scroll
the program list to click Windows Features. Then click Control Panel from the
expanded list of features that appears. For more information on the enhancements
included in version 1703, refer to “What’s new in Windows 10, version 1703 I'T
pro content” at https://docs.microsoft.com/en-us/windows/whats-new/whats-new-
windows-10-version-1703.

A Quick Tour of Windows 10

In contrast to the Start screen appearance shown when you started up a computer
running Windows 8/8.1, Windows 10 presents a desktop display with several
default taskbar icons, as shown in Figure 1-1. Here, you can place icons that provide
shortcuts to programs or folders in much the same way as with previous versions of

Windows.


https://www.technet.microsoft.com/itpro/windows/whats-new/whats-new-windows-10-version-1507-and-1511
https://www.technet.microsoft.com/itpro/windows/whats-new/whats-new-windows-10-version-1507-and-1511
https://www.technet.microsoft.com/en-us/itpro/windows/whats-new/whats-new-windows-10-version-1607
https://www.technet.microsoft.com/en-us/itpro/windows/whats-new/whats-new-windows-10-version-1607
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Figure 1-1 Windows 10 Desktop at First Installation of Windows 10

Click Start and you receive a modified Start screen that displays a list of all installed
apps alphabetically arranged on the left side (with the most-used apps included at
the top), as shown in Figure 1-2. Tiles for many of the default installed Windows
apps appear on the right side of the menu. You can add additional tiles to the Start
screen or move them around to arrange them in whatever fashion you prefer. Many
programs, such as Microsoft Office, automatically add tiles to the Start screen when
you install them.

On the far left of the Start menu, above the Start button, are several icons that per-
mit you to do the following:

® The user icon at the top (which takes on the appearance of the users’ default
picture if you have specified one) enables you to change account settings from
the accounts page of the Settings app (more about this later in this section),
lock the computer (you then need to reenter your password to resume work),
or sign out.
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® The gear wheel icon enables you to access the Windows Settings app,
described in the following section.

m The folder icon (not always seen) enable you to access File Explorer.

® The power icon enables you to enter Sleep mode, shut down, hibernate (if
enabled), or restart your computer.

Get all your mail in one
- e
place

=] X0 Movies BTV

A great app is
on its wayl

Microscft Edge  Photos

g e e

‘Tt didn’t stop. It didn’t slow
down.’ Stunned commuters

[ﬁ:. o ook : describe N, crash

Cartana 2 | News =

]

OneNate

Burlington Phone Compa.

|ask me anything

Figure 1-2 The Start Menu with Program List and Tiles

NOTE Using a touchscreen device, you can tap any icon found on the Start screen
to open the associated program or folder, or double-tap any icon found on the desk-
top. In the remainder of this Cert Guide, when we refer to clicking an icon or tile,
this action also assumes you can tap the icon or tile when using a touchscreen device.

Right-click Start to display a menu list of administrative actions similar to those
found in the previous Windows 8.1 Start right-click menu or the older Windows 7
Start menu. Shown in Figure 1-3, these actions permit you to perform many tasks
discussed throughout this Cert Guide.
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Figure 1-3 The Start Right-Click Menu Provides Shortcuts to Many Administrative Tasks in
Windows 10

Cortana and the Windows 10 Search

Clicking in the Search field in the taskbar next to the Start button panel enables
Cortana and brings up the new Windows 10 Search screen shown in Figure 1-4.

Figure 1-4 Use the Windows 10 Search Screen to Search for Apps, Settings, Folders, or Files
on Your Computer or the Internet
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Type any program, web page, or filename in the space provided. If you have a
microphone connected to your computer, you can ask Cortana any question, and
she will help you find an answer. You need to type only a portion of a name in the
space, and Windows attempts to locate matches from your computer or the Inter-
net. Click See All Tips to display a list of actions that Cortana can help you per-
form, such as play music, send emails, set reminders, display a calendar, and so on.
You can also open a network share by typing the Universal Naming Convention
(UNC) path to the share; for example, \\serverl \documents.

The Get Started App

Type get started into the Search field to access the Get Started app. New to Win-
dows 10, this app (see Figure 1-5) provides you with a series of items that enable you
to become familiar with new and improved features, and it is updated automatically
as new features are added or modified. You should browse this app and become
familiar with everything contained within before preparing for your 70-697 exam.

WELCOME

See what's new in the Anniversary Update

School Work

Windows 10 is full of new Get up and running with email Play
student-friendly features. and calendar. Use Windows Ink to take notes

Figure 1-5 The Get Started App Provides Several Methods to Familiarize You with New and
Updated Windows 10 Features
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The Get Started app includes the following items:

® Welcome: As shown in Figure 1-5, this screen provides links to several items
contained within the app. The upper portion starts a video that describes
significant new features in the current update and is updated each time a new
build of Windows 10 is released.

® What’s New: Provides videos and informative text that describe new features
in Windows 10. Items included at the time of writing include Cortana, Micro-
soft Edge, Windows Ink, the new Start menu, the improved Action Center,
and improved features of the Lock screen. Items appearing here are continu-
ously updated as new features evolve.

m Browse: Click any of these icons (see Figure 1-6) to obtain information and
informative videos on the topic selected. Most icons provide a series of icons
representing subtopics of the selected topic; click any of these to obtain addi-
tional help.

Get Started =

BROWSE

Welcome

What's new Setting things up Get connected Search and help Start

Browse

Watch

Cortana Windows Hello Microsoft Edge Gaming and Xbox
Entertainment Office Settings and Notifications and
personalization lock screen
Saving and syncing Apps and Store Maps Photos

content

Figure 1-6 Browse Link with Active Icons That Provide Descriptive Information and Videos to
Help You Become Familiar with Its Topic
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m Watch: Provides a series of instructive videos on Windows 10 and the included
Windows Store apps. As with everything else in the Get Started app, these are
updated as new features evolve.

NOTE The Get Started app replaces the Windows Help feature found in previous
Windows editions. Typing help into the Search field also leads you to this app.

Configuring the Windows 10 Taskbar

Hi vaNet wor k. Corr

The Windows 10 taskbar is similar to the Windows 7/8/8.1 taskbar, combining
teatures of the taskbar and Quick Launch area formerly present in older Windows
versions. By default, when you first install Windows 10, the taskbar contains the
revised Start button plus four buttons at the far left side, which represent Task
View, Microsoft Edge, File Explorer, and the Windows Store. Each time you open
an application, a button representing this application is added to the taskbar. You
can add applications to the taskbar; find the desired application from the tiles on
the Start screen (using Search if desired), right-click it, and choose Pin to Taskbar.
These remain on the taskbar whether the program is running or not; if you want

to remove a button from the taskbar later, right-click it and choose Unpin from

Taskbar.
Taskbar buttons can take on any of the following three appearances:

® For a pinned program that is not running, a simple icon for the program
appears. Click the button to open the program.

m Ifasingle instance of the program (or a single File Explorer window or Micro-
soft Edge or other browser tab or page) is running, the button is enclosed by
a single rectangular frame. Mouse over the button to view a thumbnail of the
application; click it to bring it to the front. If the application is already in the
front on your desktop, clicking its taskbar button minimizes the application.

m If multiple instances of the program (or of Explorer windows or Microsoft
Edge tabs or pages) are running, the button takes on a pseudo-3D appearance
that looks like stacked frames. If you mouse over the button, a series of icons
representing each instance or tab appears; click the desired one to bring it to
the front.

Windows 10 provides several options for configuring the properties of the taskbar.
Right-click the taskbar and choose Settings to bring up the Taskbar Settings dialog
box, which enables you to configure properties related to the taskbar and notifica-
tion area. We describe the available settings later in this chapter.
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Toolbars

Right-click the desktop and choose Toolbars to configure the taskbar to display
toolbars for Address, Links, and the Desktop. These toolbars appear on the right
side of the taskbar, next to the Notification area.

Windows 10 Apps

As already introduced, Windows 10 comes with a series of Start screen apps, which
enable you to perform many simple tasks easily. These include mail, messaging,
people, weather, music, photos, video, travel, maps, and so on (refer to Figure 1-2).
If they do not appear within the set of tiles found on the right side of the Start
menu, you can locate and open them from the program list on the left side of the
Start menu. Windows 10 provides updates to most of these basic apps and adds sev-
eral new ones. Unlike the case in Windows 8.1, each app appears in its own window;
you can switch between them by pressing Alt+Tab or selecting its icon from the
taskbar. You can obtain additional apps from the Windows Store; many of these are
free, and most of the others are available for a small charge.

Libraries

Windows 10 continues the concept of libraries, first introduced in Windows 7

and continued in Windows 8/8.1. These are collections of Windows folders, such
as Documents, Pictures, Saved Pictures, Camera Roll, Videos, and Music. These
replace the special shell folders, such as My Documents, that were found in Win-
dows versions prior to Windows 7 and provide access to files and folders with a
common theme. Each library is simply a pointer that opens a window containing
all subfolders and files within the library. By default, the following four libraries are
shown in File Explorer:

® Documents: Includes the My Documents and Public Documents folders.
® Music: Includes the My Music and Public Music folders.

m Pictures: Includes the My Pictures and Public Pictures folders. You might
also find two additional library folders, Camera Roll and Saved Pictures.

m Videos: Includes the My Videos and Public Videos folders.
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To access your libraries in Windows 10, click the folder icon in the taskbar.

You can add additional folders to a library at any time. Right-click the desired
library and choose Properties to display the dialog box shown in Figure 1-7. To
add a folder, click Add and browse to the desired folder. To remove a folder, select
it and click Remove.

Documents Properties s
Library

Library locations:

b [ Boeuments T

Docurnents (C:\Users\Don' OneDrive)

Optmize this lbeary for:
Documents 5

Stze of flesin lbrary: 71468

Attributes: [ shawn in navigation pane

Restore Defaults

S

Figure 1-7 The Library Properties Dialog Box Enables You to Perform Actions Such as Adding
and Removing Folders Accessed from the Library

You can also create new libraries at any time. Right-click a blank area in the Librar-
ies window and choose New > Library. Provide a name for the library and then fol-
low the procedure in the preceding paragraph to add folders to your library.

By default, all libraries are shared when the computer is in a HomeGroup or work-
group. You can modify this behavior as desired. We discuss sharing of libraries and
folders in more detail in Chapter 7, “Windows 10 Security.”

Windows Settings

Clicking the gear wheel icon at the bottom left of the Start menu (refer to Figure
1-2) brings you to the new Windows Settings screen shown in Figure 1-8. From
this screen, you can access a variety of utilities that enable you to configure various
functions on your computer, as discussed in the following sections.
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Settings

=

Windows Settings

| |: nd a setting

&

=

L

-]
System Devices Network & Internet Personalization Accounts
Display, natifications, apps Bluetooth, printers, mouse Wi-Fi, airplane mode, VPN Background, lack screen Your accounts, smail, sync
power colors work, family

-
AT '~ R/
Time & language Ease of Access Privacy Update & security
Speech, region, date Narrator, magnifier, high Locatian, camera Windows Update, recovery,
contrast backup

Figure 1-8 The Windows Settings Utility Enables You to Configure a Series of Settings on Your
Computer

System

The System utility, shown in Figure 1-9, enables you to configure a series of options
related to the use of the computer and the appearance of the desktop. The options
enable you to perform the following tasks:
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& Home Customize your display

i

Apps & features

i= Default apps
[J Notifications & actions Change the size of text, apps, and other items: 100% (Recommended)
O Power & sleep

Orientation
== Storage Landscape |
M Offiine HiHps Multiple displays
A Tablet mode Extend these displays |
0 Multitasking A
B Projecting to this PC 2

Apply Cancel

Figure 1-9 System Utility Enabling You to Perform Several System-Related Actions

m Display: Enables you to customize the appearance of your display, includ-
ing setting the screen resolution and extending your desktop view to multiple
monitors. When using multiple monitors, you can also select which monitor is
your main display and choose to use only a specified display or to mirror your
display on both monitors.

m Apps & Features: Provides a list of programs, Windows default apps, and
additional features installed on your computer. You can search the list; sort it
by name, size, or install date; and move or uninstall any app on the list. You
can also configure advanced options for many of the apps on the list.

= Default Apps: Enables you to select default programs that are opened when-
ever you double-click a file of a given type. For example, for a music player
you can select Windows Media Player or the new Groove Music app. You can
also click Look for an App in the Store to search for additional programs
from the Windows store.

= Notifications & Actions: Enables you to select the actions that will provide
notifications appearing in the Action Center. You can also select third-party
senders to receive notifications. For each available action, you can toggle its
setting to On or Off.
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Tablet Mode: Available on laptops only, provides several options that enhance
touch-friendly use when using your laptop as a tablet.

Battery Saver: Available on laptops only or devices attached to a UPS; dis-
plays the battery charge level and provides several options for extending bat-
tery life by limiting background activity and push notifications.

Power and Sleep: Enables you to specify the length of inactive time after
which the computer will shut the screen off (10 minutes by default) and go to
sleep (30 minutes by default). You can also click Additional Power Settings
to access the Power Options control panel applet.

Storage: Provides a list of internal and external hard drives and indicates the
proportion of each that is used. You can also choose the drive to which new
files of various types are saved by default.

Offline Maps: Enables you to download maps using the Maps app, so that
you can search for places and obtain directions without being connected to the
Internet.

Multitasking: Controls the appearance and arrangement of multiple windows
when you have more than one program open. Also provides two options that
govern which windows appear on virtual desktops.

Projecting to This PC: Controls that ability of an external computer or
Windows phone to project its image to your computer. You can also choose to
require a PIN for pairing or whether the computer is discovered for projection
only when it is plugged in.

Apps for Websites: Enables you to select an alternative app (if installed) to
open a website.

About: Provides summary information on your computer, its operating sys-
tem, current version, operating system (OS) build, and hardware configura-
tion. You can also rename your computer and change the Windows product
key, or upgrade your edition of Windows to a higher one (for example, Win-
dows 10 Home to Windows 10 Pro).

As shown in Figure 1-10, this utility provides options for configuring hardware
devices attached to your computer. Click Add a Device to enable Windows to
search for new hardware devices. If using a metered Internet connection (where you
pay according to the length of time connected to the Internet), you can toggle the
Download Over Metered Connections option to Off to limit the connection time
used for downloading updates, drivers, and so on.
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Figure 1-10 The Devices Utility Enables You to Configure Options with Various Hardware Devices

You have the following options:

Printers & Scanners: Enables you to select default printers and add new printers,
scanners, or faxes.

Connected Devices: Displays other hardware devices connected to the computer
and enables you to access several related Control Panel settings.

Bluetooth: Enables your computer to search for and be discovered by Bluetooth
devices. You can also configure several related Bluetooth options and send or
receive files from another Bluetooth device. Available only on Bluetooth-enabled
computers.

Mouse & Touchpad: Enables you to configure the primary mouse button or the
number of lines scrolled by the mouse wheel. Left-handed users can choose to use
the right mouse button as the primary button from this utility. A link to the Con-
trol Panel mouse applet is provided for configuring additional mouse options.

Typing: Enables you to highlight and autocorrect misspelled words as you type. By
default, both options are turned on.

Pen & Windows Ink: Appearing only on touchscreen devices, this option allows
you to configure several options for your pen and how Windows Ink works, such as
handedness (left or right), defaults for the pen shortcut button, and visual effects.
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® AutoPlay: Enables you to use AutoPlay for all media and devices (turned on
by default). This enables automatic startup of programs on devices such as
CDs and DVDs to install programs, play music, watch videos, and so on. You
can also choose AutoPlay defaults for removable devices and memory cards.

m USB: Enables you to provide a notification if issues occur when connecting to
USB devices.

Network & Internet

As shown in Figure 1-11, this utility enables you to configure several network set-
tings as described in the list that follows. We discuss network configuration in more
detail in Chapter 6, “Windows 10 Networking,” and Chapter 8, “Windows 10 Data

Security.”
& Settings - o x
& Home Network status
| a—uH—&

Network & Inteme Ethemet

You're connected to the Internet
& Wi-Ri
1= Ehemet Change your network settings
@ Dial-up ;

@ Change adapter options

View network adapters and change connection settings.

= VPN

Sharing options
2= Airplane mode @ For the networks yo

U connect to, decide what you want to share.

i} Mobile hotspot qq HomeGroup

M Data usage

& Network troubleshooter
& Prowy Diagniose and fix network problams.

Figure 1-11 The Network Utility Enables You to Configure Several Networking Properties

m Status: As shown in Figure 1-11, you can configure several options related
to your available network connections. Most of these options are discussed in
later chapters of this Cert Guide.

m Wi-Fj, Ethernet, Dial-up, and VPN: These options enable you to view the
properties of the respective type of network connection. All of them also provide
links to configure options related to the specific type of network connection that
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you've accessed. Click Add a VPN Connection to set up a virtual private net-
work (VPN) connection to a corporate network utilizing this service.

m Airplane Mode: Provides an option to stop all wireless communications to
comply with air transport regulations.

= Mobile Hotspot: Enables you to share your Internet connection with other
devices. You can also specify the network type that is shared, and edit the net-
work name and password.

m Data Usage: Provides an overview of data usage from the previous 30 days.
Click Usage Details to view a list of data usage from various apps that con-
nect to the Internet. Click Storage Settings to view the same list previously
described under the System section.

® Proxy: Enables you to specify automatic or manual setup for use of a proxy
server for Ethernet or Wi-Fi connections.

Personalization

As shown in Figure 1-12, you can configure a series of options related to the use of
the computer and the appearance of the desktop. The options provided enable you
to perform the tasks described in the list that follows.

Sample Text

Personalization
Ed Background

Colors

Background

| Picture |
Themes )

Choose your picture
Start L 'ﬂﬂ T
S . ; . ."
Browse

Choose a fit

L
L8 Lock screen
=]
2]

Fill

Figure 1-12 The Personalization Utility Enables You to Perform Several Desktop Personaliza-
tion Actions
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® Background: Enables you to select a background picture or slide show. You

can specify several slide show options if you select this choice.

Colors: Enables you to choose an accent color that appears on various places
such as window borders. You can also choose from several options that deter-
mine where this accent color appears. Click High Contrast Settings to
choose from several high contrast themes that improve readability for vision-
impaired users.

Lock Screen: The Lock screen is the image that appears before you log on

or after you have logged off. By default, the Lock screen also appears when
you resume your computer from Sleep mode (this behavior can be changed

if desired; see Chapter 7, “Windows 10 Security” for more information). You
can select from any of the sample images displayed here or click Browse to
use one of your own images. Doing so takes you to the Pictures library, from
which you can drill down through its subfolders to locate an image to be used.
You can also choose to play a slide show from the chosen location on the Lock
screen (disabled by default). You can also choose which apps (such as Mail,
Calendar, Messaging, and so on) show quick messages on the Lock screen. For
example, this can alert you to an incoming email even if you aren’t logged on.

Themes: Enables you to choose from a variety of Windows themes that con-
trol desktop appearance. You can select other links that connect to Control
Panel applets that control the appearance of desktop icons, mouse pointers, as
well as default sounds played by Windows.

Start: Controls the appearance of the Start menu. This provides a series of
toggles that enable you to see items such as most used apps, recently added
apps, and recently opened items in jump lists on Start or the taskbar. By click-
ing the link labeled Choose Which Folders Appear on Start, you can select
from the various library folders as well as several commonly used apps. Note
that this includes a toggle for accessing Settings itself. This is normally set to
On; if you set it to Off, you need to type settings into the Search bar to access
the Settings app at a later time.

Taskbar: Shown in Figure 1-13, this option enables you to configure taskbar
properties similar to those found in the Taskbar tab of the Taskbar and Navi-
gation Properties dialog box. You have the options described in the list that
follows.
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% Home Taskbar
| Find a setting L Lock the taskbar
@ on
Personalization
Automatically hide the taskbar in desktop mode
Fd Background @ off
Colors Automatically hide the taskbar in tablet mode
@ or
8 Lock screen
Use small taskbar buttons
Z Themes @ off

Use Peek to preview the desktop when you move your mouse to
the Show desktop button at the end of the taskbar

I = Taskbar @ orf

Replace Command Prompt with Windows PowerShell in the menu
when | right-click the start button or press Windows key+X

@ of
Show badges on taskbar buttons

@ on

Taskbar location on screen
[ 1

il
5

Start

o
i

Figure 1-13 Taskbar App Enabling You to Configure Several Taskbar Properties

® Lock the Taskbar: Determines whether the taskbar is always visible at
the bottom of the display.

® Automatically Hide the Taskbar: Determines whether the taskbar
disappears automatically after a program is started; there are separate set-
tings for desktop and tablet modes.

m Use Small Taskbar Buttons: Shrinks the size of icons on the taskbar
buttons.

m Use Peek to Preview the Desktop When You Move Your Mouse to
the Show Desktop Button at the End of the Toolbar: Enables the
view of the desktop by hovering the mouse over a small area to the right

of the clock at the end of the taskbar.

m Replace Command Prompt with Windows PowerShell in the Menu
When I Right-click the Start Button or Press Windows Key+X:
Enables you to open a Windows PowerShell session rapidly by perform-
ing the indicated actions.

Hi vaNet wor k. Conr LA
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Accounts

= Show Badges on Taskbar Buttons: For Windows Store or UWP apps,

allow notification badges to be shown on the app icon. For instance, the
Mail app will show a badge on its icon when you have new email.

Taskbar Location on Screen: Enables you to choose between top, bot-
tom, left, or right.

Combine Taskbar Buttons: Provides the following three options for
display of taskbar buttons.

= Always Hide Labels: Provides the default Windows 10 view already
described.

® When Taskbar Is Full: Displays icons in a similar fashion to that
of Vista with descriptive labels that are combined only when a large
number of applications are open.

m Never: Offers a similar display but does not combine icons for open
programs.

Notification Area: The two options here enable you to choose what
items are displayed in the Notification area on the bottom-right side of
the taskbar. Some third-party programs add options to this applet when
installed on your computer.

Multiple Displays: Provides options for displaying taskbars and their
buttons when more than one monitor is attached to the computer. You
can choose which taskbar application buttons appear and whether to
combine taskbar buttons on other taskbars.

As shown in Figure 1-14, you can create and modify user accounts and account
properties, including the tasks described in the list that follows.
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& Home
Find a setting

Accounts

A= Your info

E Email & app accounts DON
Local Account

RN Sign-in options Administrator

B Access work or school
Windows is better when your settings and files automatically sync.

B, Family & other people Use a Microsoft account to easily get all your stuff on all your
devices.

4 Sync your settings Sign in with a Microsoft account instead

Create your picture

xr
I] Browse for one

Figure 1-14 Accounts Utility Enabling You to Modify User Account Properties or Create New
User Accounts

® Your Info: This option enables you to view and configure options related
to the account with which you are currently signed in. Click Sign In with a
Microsoft Account Instead to use a Microsoft account, such as Hotmail,
Messenger, or Xbox Live, as your user account. This enables you to perform
actions such as downloading apps from the Windows Store, obtain online
content in Microsoft apps, and sync settings online to make different comput-
ers act in the same fashion, including settings such as browser favorites and
history. Follow the instructions presented in the wizard that displays. From
this option, you can also select a picture to be associated with the account. If
you have a camera attached to your computer, you can click Camera to pho-
tograph yourself and create a personalized account picture. Alternatively, click
Browse for One to access the Pictures folder and locate an image on your
computer.

= Email & App Accounts: Enables you to manage accounts used by your
email program and other programs. This includes your Microsoft account,
if you have one. Click Manage to modify account settings for any
account; for a Microsoft account, this takes you to the home page on
the account.microsoft.com website.
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® Sign-in Options: Enables you to specify the following options related to your
user account password:

® Windows Hello: Enables you to use devices such as facial recognition or
fingerprint readers to sign in to your computer, if so equipped. For more
information, refer to “Windows Hello and Privacy” at https://
privacy.microsoft.com/en-US/windows-10-windows-hello-and-privacy.

m Password: Click Change to change the password on the account cur-
rently in use.

= PIN: Enables you to create a PIN for logging on to your computer.
"This is a 4-digit code used in place of a password. This is most useful
when using a tablet where a virtual keyboard will be displayed onscreen
during the logon process. Confirm your password; then enter and con-
firm your PIN.

m Picture Password: You can use a picture password for a more personal
option when logging on to your user account. This involves tracing a
series of up to three gestures on an image that you select. This type of
password is more secure than a traditional password. Follow the instruc-
tions provided to select any picture from your Pictures folder and create
your three desired gestures. You will be asked to confirm these gestures.

TIP  Use a fairly simple image and easily repeatable gestures when creating a picture
password.

m Privacy: Determines whether account details such as email address
appear on the Sign-In screen.

m Related Settings: Click Lock Screen to display the Lock Screen utility
previously described under the Personalization section.

m Access Work or School: Provides a Connect option to connect to a work or
school network and gain access to resources such as email, apps, and the cor-
porate network. Options are also provided for adding or removing a provision-
ing package, exporting management log files, setting up an account for taking
tests, and enrolling in device management.

® Family & Other People: Enables you to add additional user accounts. Click
Add Someone Else to This PC and follow the instructions provided on the
How Will This Person Sign In? page to add an additional user by means of an
email address. If you want to add a user without an email address, select the
Sign In Without a Microsoft Account option on the How Will This Person
Sign in? page and then select Local Account. Click Set Up Assigned Access
to create a standard user account that is restricted to a single Windows app.
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You can also use the User accounts applet in Control Panel, described later in
this chapter. Any user accounts added to the computer appear beneath the Add
a user option. Note that the local user account cannot download apps from the
Microsoft store and is not shared with other computers.

m Sync Your Settings: When using a Microsoft account or work account, this
enables you to sync Windows settings such as theme, Internet Explorer set-
tings, password, language preferences, ease of access, and other Windows set-
tings to other computers on the network.

We discuss user accounts, picture password, PINs, password policies, and other
account properties in more detail in Chapter 7, “Windows 10 Security.”

Time and Language

As shown in Figure 1-15, the Time and Language utility enables you to specify
options related to the display format of dates and times and the time zone in which
your computer is located. Click Region and Language to specify the country or
region used by Windows and apps to provide local content, or add an additional
language if you need to work with documents written in different languages. Click
Speech to choose default languages and voices spoken with your device. You can
also set up a microphone for speech recognition from this location.

& Home Date and time

5:23 PM, Thursday, September 28, 2016

\

| Find a setting o

Time & language Set time automatically

@D on
I Date & time
Set time zone automatically
& Region & language @ off
0 Speech Change date and time
Change
Time zone
| (UTC-05:00) Eastern Time (US & Canada) v

Adjust for daylight saving time automatically

@ on

Formats

First day of week: ~ Sunday
Short date: 9/29/2016
Long date: Thursday, September 29, 2016

Figure 1-15 The Time & Language Utility Enables You to Modify Options Related to Display of
Dates and Times and Languages Used on Your Computer
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Ease of Access

As shown in Figure 1-16, Ease of Access enables you to configure accessibility
options for vision- and hearing-challenged users.

Hear text and controls on the screen

] Narrator is a screen reader that reads all the elements on screen,

High contrast

Closed captions

Other options

like text and buttons.

Narrator

@D or

Start Narrator automatically

@D on

Voice

Choose a voice

| Microsoft David Mobile - English (United States) - |

Speed

Pitch

Intonation Pauses
@ on

Same unices Ao nat cunoort thic catting

Figure 1-16 The Ease of Access Utility Enables You to Configure Several Accessibility Options

You have the following options:

m Narrator: Enables you to have a computerized voice read the options dis-

played on the screen for sight-impaired users. Set the Narrator option at the
top to On to enable the other options, including the voice used and the type of
information that is read back to you. You can also have the cursor highlighted
and the insertion point follow the information read by the narrator.

m Magnifier: Magnifies information on the display to aid sight-impaired users.

You can also have Windows track the keyboard focus and follow the mouse
cursor.

High Contrast: Enables you to select from one of several preconfigured high
contrast themes. You can also customize the appearance of text, hyperlinks,
disabled text, selected text, button text, and the background.

Closed Captions: Enables you to configure several options related to captions
that are provided for hearing-impaired users.
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m Keyboard: Enables you to display an onscreen keyboard, which you can use
by clicking with your mouse or tapping on a touchscreen. You can turn on the
additional keyboard options:

® On-Screen Keyboard: Enables you to turn on the onscreen keyboard.
"This enables you to use your mouse to type on your computer.

m Sticky Keys: Enables you to press one key at a time for keyboard
shortcuts.

m Toggle Keys: Sounds a tone when you press the Caps Lock, Num Lock,
and Scroll Lock keys.

m Filter Keys: Ignores brief or repeated keystrokes.

m Other Settings: Enable you to underline shortcuts and display warning
messages or make sounds when using shortcuts.

®m Mouse: Enables you to specify the size and color of the mouse pointer for
improved visibility. You also have options to use the numeric keypad to move
the mouse; use Ctrl to speed up the mouse pointer motion or Shift to slow it
down, and determine whether mouse keys can be used when Num Lock is on.

m Other Options: You can specify whether animations are played or the Win-
dows background is shown. You can also select a time interval (5 seconds by
default) for which notifications are shown (it provides several durations of up
to 5 minutes). The Cursor thickness option enables you to increase the visibil-
ity of the cursor by specifying the number of pixels (up to 20) used. The Visual
notifications for sound option provide several choices for flashing portions of
the display when a sound is played.

Privacy

"This utility enables you to modify privacy settings associated with the following
subtopics:

m General: As shown in Figure 1-17, this utility lets you modify your privacy
settings associated with Internet browsing (all are set to On by default). Click
Manage My Microsoft Advertising and Other Personalization Info to
display a web page from Microsoft that provides several choices for receiving
personalized advertising from Microsoft and other companies. Click Privacy
Statement to display a web page that describes privacy information for users
of Windows 10, including options for use of your personal information and
contact options. Links provided in this document enable you to address addi-
tional privacy details.
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- Settings - o x
Change privacy options
& Home - X
Let apps use my advertising ID for experiences across apps
I Find : [ (turning this off will reset your 1D)
Find a setting
@ o
Ra Turn on SmartScreen Filter to check web content (URLs) that
. Windows Store apps use
8 General m &
& Location Send Microsoft info about how | write to help us improve typing
and writing in the future
[@ Camera @ o
0  Microphone Let websites provide locally relevant content by accessing my
language list
[ Notifications @D o
sy " h i i i
B Speech, in king, & typing ::1 :hp:; :vr;cl':y other devices open apps and continue experiences
A= Account info @@ on
Let apps on my other devices use Bluetooth to open apps and
& Contacts continue experiences on this device
“ Off
Calendar o
Manage my Microsoft advertising and other personalization info
D Call history
Privacy Statement

Figure 1-17 The Privacy Utility Enables You to Control How Apps and Devices Attached to
Your Computer Use Your Personal Information

m Location: Enables you to determine whether Windows and installed apps can
use your geographic location.

m Camera: Enables you to determine whether several installed apps can use
your camera if one is installed on your computer.

= Microphone: Enables you to determine whether several installed apps can use
your microphone if one is installed on your computer.

= Notifications: Enables you to choose which apps can access your
notifications.

= Speech, Inking, & Typing: Enables Windows and Cortana to learn your
voice and writing habits to improve their service. You can also manage per-
sonal information stored on the cloud.

m Account Info: Enables you to choose whether apps can access your name,
picture, and other account information.

m Contacts: Enables you to determine whether several Windows apps can
access your contacts.

m Calendar: Enables you to choose apps that can access your calendar.

= Call History: Enables you to choose apps that can access your call history.
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Email: Enables you to choose apps that can access and send email. Note that
the built-in Mail and Calendar apps are always allowed this access.

Messaging: Enables you to choose apps that are permitted to read or send
messages.

Radios: Enables you to choose apps that can use radios, such as Bluetooth, to
send or receive data.

Other Devices: If your computer is equipped with other devices that enable
you to control app access, these devices would be displayed on this page.

Feedback & Diagnostics: Enables you to select when Windows asks for
feedback or sends device diagnostic and usage data to Microsoft.

Background Apps: Enables you to choose which apps can perform tasks such
as receiving info, sending notifications, and staying up-to-date, even when not
in use. You can conserve power by turning background apps off.

Update and Security

As shown in Figure 1-18, this utility provides the update and security-related

options described in the list that follows.

@

Home

| Find a setting

~
R

¢
$

D

fit

A

Update & security

Windows Update

Windows Defender

Backup

Recovery

) Activation

For developers

Windows Insider Program

Update status

MNo updates are available. We'll continue to check daily for newer updates.

Check for updates

Update history

Update settings

Available updates will be downloaded and installed automatically, except over
metered connections (where charges may apply).

Change active hours
Restart options
Advanced options

Looking for info on the latest updates?

Learn more

Figure 1-18 The Update & Security Utility Enables You to Configure Update Settings and

Several Security-Related Options
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"This utility enables you to specify whether your computer will search for and install
updates automatically. Click Check Now to connect to the Windows Update web-
site and look for updates. Select File History to enable the automatic backup of
copies of your personal files in libraries to an external drive. We discuss Windows
Update in more detail later in this chapter and the recovery options in Chapter 20,
“Configuring System Recovery Options.” Select Recovery to access the following
options:

®m Windows Update: Specifies whether your computer will search for and install
updates automatically. Click Check for Updates to connect to the Windows
Update website and look for updates. Select Update History to view a history
of your most recent updates. You have the other options shown in Figure 1-18
to configure update settings. More information is found later in this chapter.

® Windows Defender: This utility protects your computer against several
types of malicious software, including viruses, spyware, and so on. Select the
command button provided to run Windows Defender. It is disabled if you are
using a third-party virus and malware scanner.

m Backup: Enables you to use File History or Windows Backup and Restore to
back up your data. We discuss file backups in Chapter 21, “Configuring File
Recovery.”

m Recovery: Provides the following options for recovering your computer
and data in the event that serious problems have occurred. We discuss these
options in Chapter 20, “Configuring System Recovery Options.”

m Reset This PC: Enables you to either keep or remove your files, and
then reinstall Windows.

® Go Back to an Earlier Build: If you have upgraded to a newer build of
Windows within the previous 10 days and have encountered problems,
this option lets you go back to the previous build.

m Advanced Startup: Enables you to restart your computer from one of
several advanced startup settings.

= More Recovery Options: Connects you to a web page that provides
information and a download tool for installing a clean copy of the most
recent version of Windows 10. Ensure that you read the information and
warnings thoroughly before proceeding.

® Activation: Displays your Windows 10 edition and activation status and
enables you to activate your Windows installation, change its product key, and
troubleshoot problems with activation.
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m For Developers: Provides several developer-related options, including

advanced developer features, Device Portal, Windows Explorer settings,
Remote Desktop, and PowerShell. Some of these features are discussed later
in this Cert Guide.

®= Windows Insider Program: Enables you to obtain future Windows updates

and improvements early and provide feedback. You can link your Microsoft
account as an Insider account from this page.

NOTE For additional introductory information on Windows 10 apps, utilities, and
settings, refer to any introductory text on Windows 10, such as Windows 10 In Depth
(Que Publishing, 9780789754745).

Control Panel

The Windows 10 Control Panel includes the same eight categories as in Windows
8.1, and includes most of the same links that assist you in performing many com-
mon tasks. Click Start, then scroll the program list that appears to select Windows
Settings, and choose Control Panel to display the window shown in Figure 1-19.
You can also type control into the Search field, and then click Control Panel in

the list that appears.

[E Control Panel

0]

4 EH » Control Panel
Adjust your computer's settings
‘ System and Security

Backup and Restore (Windows T)

\E Network and Internet

Hardware and Sound

b

¥
@

User Accounts

& Change sccount type

Appearance and Personalization

Change the theme

Clock, Language, and Region

Add a language
Change input methods

Change date, time, or number formats

Optimize visuel display

+ settings

Figure 1-19 The Windows 10 Control Panel Links to Frequently Used Applets
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"This section provides a quick introduction to the Control Panel features. You learn
about many of these features in detail in subsequent chapters of this book.

System and Security

Shown in Figure 1-20, the System and Security category includes several tasks that
enable you to configure performance options and obtain information about your
computer. Note that the left side of the window includes links to other Control
Panel categories. This feature assists you in navigating among categories and is dis-
played for all Control Panel categories.

& Systern and Security - O X

(= « 4 W » Control Panel » System and Security » w @& | Search Control Pane y-]

Control Panel Home

ity and Maintenance
r comy

Sec
o

» Systam and Security status and resohve issues

ge User Account Control settings | Troubleshoot commen computer problems
Network and Intemet

Wi = .
Hardware and Sound ‘ a_'\.'mnous Firewall )

Check firewall status Allew an app threugh Windews Firewall
Programs
User Accounts h System

= Wiew amount of RAM and processor speed Q Allow remete access

Appearance and
Persanalization
Clock, Language, and Region \; Power Options

Change what the power buttons do ~ Change when the computer sleeps

Launch remote ance | Seethe name of this computer

Ease of Access
File History
9 Sove backup copies of your files with File History | Restore your files with File History

}y Backup and Restore (Windows 7
L * Backup and Restore (Windews 7) | Restere files from backup

% BitLocker Drive Encryption

Manage BitLocker

g Storage Spaces

Manage Storage Spaces

Work Folders

' Manage Work F

Free up diskspace  Defragment and optimi
&) Create and format hard disk partitions @

& Schedule tasks

Figure 1-20 System and Security Category Including Basic System- and Security-Related
Configuration Tasks

The task options available through the System and Security category include the
following:

m Security and Maintenance: Provides information on the status of several
security and maintenance settings, and enables you to configure changes in
most of these settings. To enable or disable the display of messages regarding
most of these settings, click the Change Security and Maintenance Settings
link on the left side of the window. You can then select or clear the check
boxes in the Change Security and Maintenance Settings dialog box as needed.

= Windows Firewall: Builds upon the firewall first introduced in Windows XP
SP2 that protects your computer against both incoming and outgoing threats.
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You can configure which programs are permitted to send or receive data

through the firewall.

m System: Provides a summary of information related to your computer, includ-
ing the hardware configuration, computer name, workgroup or domain infor-
mation, and activation status.

m Power Options: Enables you to select a power plan to conserve energy by
turning off items such as your display or hard disks after a period of inactivity
or maximize performance of your computer. You can also customize a power
plan to suit your needs.

m File History: Enables you to save copies of your files to a backup location in
the event of loss or corruption or to restore files to a previous point in time.

® Backup and Restore (Windows 7): Enables you to perform automatic
backup copies of files and folders on your computer, using an application first
introduced in Windows 7 but removed in Windows 8.1. This program helps
to protect data against system or disk failure. We discuss File History and
Backup and Restore in detail in Chapter 21, “Configuring File Recovery.”

= BitLocker Drive Encryption: Enables you to encrypt the contents of your
hard drive so that intruders or thieves are unable to access your data. You can
also enable BitLocker To Go, which protects the contents of removable drives
from unauthorized access.

m Storage Spaces: Enables you to save files to additional drives to help protect
you against a drive failure.

®m Work Folders: First introduced in Windows 8.1, this applet enables you to set
up Work Folders to keep your work files separate from your personal files and
keep them in sync with data stored on a file server and on all your devices. You
can use your work email address to retrieve corporate settings.

® Administrative Tools: Links to a large number of administrative tools, many
of which we discuss in subsequent chapters of this book.

NOTE For more information on the new Work Folders feature, refer to “Work
Folders in Windows 10” at https://support.microsoft.com/en-us/help/12370/
windows-10-work-folders.

Network and Internet

Shown in Figure 1-21, the Network and Internet category includes several tasks
that enable you to configure connections to your local area network (LAN) or the
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Internet, as well as several other network-related tasks. If you’ve installed connections
to other Internet-based resources such as iCloud, these will appear.

8 Network and Intemet - o %

“ « 4 @ » Control Panel » Network and Intemet » v & Search Control Pane 2

Control Panel Home

System and Security
Network and Intermnet

lomeGroup
Hardware and Sound o homedruip

User Accounts

Appearance and Deler
Personalization

Clock, Language, and Region B Er"' nfrared

Ease of Access

Ml Network and Sharing Center
‘J View network status a ask:

View network computers and devices

Choose hamegroup and sharing options

‘1\_ internet Options

Connect to the Imtemet | Change your homepage  Manage browser add-ons

rowsing history and cockies

~¢ Send or receive a file

Figure 1-21 The Network and Internet Category Enables You to Perform Network-Related Tasks

The task options provided by the Network and Internet category include the
following:

m Network and Sharing Center: Enables you to establish and configure options
related to networks accessible to your computer. It provides a local view of the
network to which your computer is attached and enables you to perform several
tasks related to sharing of items such as files, folders, printers, and media. You
can view the current status of your network connections, enable or disable net-
work connections, and diagnose connectivity problems.

= HomeGroup: Enables you to modify sharing options for libraries and printers.
You can also stream pictures, music, and videos to other networked devices, and
modify HomeGroup security options.

= Internet Options: Enables you to configure the properties of the new Edge
Internet browser. You can specify your home page, delete your browsing his-
tory, modify tabbed browsing, configure security and privacy options, and many
more actions. Configuring Edge is discussed in Chapter 3, “Post-Installation
Configuration.”

m Infrared: Enables you to configure several options related to sending or receiv-
ing files over an infrared connection.
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Hardware and Sound

Shown in Figure 1-22, the Hardware and Sound category includes applets that
enable you to configure all your computer’s hardware components. Note that the
applets that appear in this category depend on the hardware present on your com-
puter; third-party manufacturers might add additional applets to the category.

[

Hardware and Sound = o x

« 4 o » Control Panel » Hardware and Seund » w & | Search Contrel Panel ol

Control Panel Home

dprintersetup ~ Mouse @ Device Manager

Systern and Security
artup options

Network and Internet

Hardware and Sound |'3 AutoPlay
L hange default settings for media or devices | Play CDs or ather medis sutomatically
Programs
User Accounts ) Sound -
Adjust system volume | Change system sounds | Manage audio devices
Appesrance and

Personalization LY Power Options
Clock, Language, and Region Change power-saving settings | Chang

t the power buttans do

when the computer sleeps werplan  Edit power plan

Ease of Access

Q Display
=1 Make text and other iterns larger or smaller | How to comect menitor flicker (refresh rate)

=F Infrared
=/  Send or receve a file

Figure 1-22 The Hardware and Sound Category Enables You to Manage a Diverse Range of
Hardware Components

The Hardware and Sound category includes the following applets:

m Devices and Printers: Enables you to add printers and fax devices and con-
figure properties of these devices. You can view and manage print queues,
configure printer permissions, modify settings related to a specific printer
type, and troubleshoot problems related to printers and faxes. You can config-
ure mouse properties such as button settings, pointer appearance, scroll wheel
actions, and so on. You can also access the Device Manager, which enables
you to view information on hardware devices on your computer. Device Man-
ager enables you to enable or disable devices; identify resources used by each
device; identify, update, and roll back device drivers; and so on.

® AutoPlay: Enables you to configure default actions that take place when you
insert media of a given type, such as audio CDs, DVDs, blank discs, and so on.

® Sound: Enables you to configure the settings associated with audio recording
and playback devices. You can create and modify sound schemes that include
the sounds that are associated with Windows and program events.
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Power Options: Enables you to choose and configure a power plan, the same
as accessed through the System and Security category.

Display: Enables you to specify the size of text and other items on the screen.
Links from this applet enable you to adjust screen resolution and the use of
Clear Type text and access the Magnifier tool, which can temporarily enlarge
a portion of your screen.

Windows Mobility Center: Available on laptops, tablets, and other mobile
devices only, this applet enables you to adjust parameters such as display set-
tings, presentation settings, connected devices, and so on. It also includes a
display of battery charge status.

Infrared: Same as with the Network and Internet category.

Programs

Shown in Figure 1-23, the Programs category includes applets that enable you to
configure features related to applications installed on your computer, including pro-
grams that run by default at startup as well as locating, downloading, installing, and
removing of applications.

[ Programs

Programs

User Accounts
Personalization

Ease of Access

Lo = 4 [ * Control Paned » Programs » v & Search Control Pans »p

Control Panel Home

System and Security
Network and Intemet
Hardware and Sound

Appearance and

Clock, Language. and Region

S= Programs and Features
W Unintalia program | @ Tur

Run programs made for previous

"6 Default Programs

tings for media or devices

Make 2 file type always open in a specific program  Set your default programs

Figure 1-23 The Programs Category for Managing Applications on Your Computer
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Applets provided by the Programs category include the following:

m Programs and Features: This is a complete reworking of the Add or Remove
Programs applet in Windows versions prior to Vista; it enables you to unin-
stall, change, or repair applications installed on your computer. You can also
view installed updates or run programs created for previous Windows versions.

® Default Programs: Enables you to configure which applications Windows
uses by default for opening files of specific types. You can also control access
to various types of applications and configure AutoPlay settings.

User Accounts

Shown in Figure 1-24, the User Accounts category enables you to configure several
options related to user accounts and logon credentials.

B2 User Accounts - o X

— « 4 BR » Control Panel » User Accounts » v O Search Control Panel 2

Control Panel Home

g User Accounts
]

Systermand Security W Change account type | WP Remove user accounts

Network and Internet BN Credential Manager
R, @ Manage Web Credentials | Manage Windows Credentials

Programs

User Accounts

Appesrance and
Personalization

Clock, Language, and Region

Ease of Access

Figure 1-24 The User Accounts Category Enables You to Configure User Account Properties

Applets provided by the User Accounts and Family Safety category include the
following:

m User Accounts: Enables you to create or remove user accounts and modify
user account properties.

m Credential Manager: Enables you to configure the Windows Vault, which
stores credentials used for logging on to other computers or websites.
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Appearance and Personalization

As shown in Figure 1-25, the Appearance and Personalization category enables you
to configure properties of your computer related to how items appear on the display.

K Appeanance and Personalization (] o x

- « 4 §&i » Control Panel » Appearance and Personalization » w B Search Control Pansl o

Centrol Panel Home p—
Gl " Personalization

System and Security Change the theme | Change scund effects | Change screen saves
MNetwork and Internet E:J Display

Mak st and other tems larger or smaller
Hardware and Seund SN e N

Frograms ¥] Taskbar and Navigation
Lk Avcaits B Mavigation properties
* Appearance and [ Ease of Access Center
Personalization - Accommedate low vision Use screen reader Turm on easy access keys
Clock, Language, and Region Turn High Contrast an or off
Ease of Access £ File Explorer Options
Specify single- or double-click to open Shew hidden files and folders
Fonts
A\ Preview, delete, or show and hide fonts | Change Font Settings | Adjust ClearType text

Figure 1-25 The Appearance and Personalization Category Enables You to Configure
Appearance-Related Options

The Appearance and Personalization category includes the following:

m Personalization: Enables you to configure a large range of mostly display-
related options, such as color and appearance of windows, desktop back-
ground, screen saver, Windows themes, display resolution and refresh, and so
on. You can go online to get additional themes.

m Display: Enables you to configure display properties, the same as in the Hard-
ware and Sound category.

m Taskbar and Navigation: The same as accessed by right-clicking the taskbar
and choosing Settings, or from the Personalization option in Windows Set-
tings as already discussed.
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m Ease of Access Center: Contains several accessibility options that enable
vision- and mobility-challenged users to use the computer. You can access a
wizard that helps you select the appropriate options for individuals with differ-
ent requirements.

= File Explorer Options: Enables you to modify how folder windows display
their contents. You can configure whether files open with a single- or double-
click, show hidden files and folders, and so on.

® Fonts: Enables you to manage fonts stored on your computer. You can add or
remove fonts and display samples of fonts installed on your computer.

Clock, Language, and Region

The Clock, Language, and Region category contains three applets that enable you
to configure the time and date displayed on your computers; configure your time
zone; add additional display languages (so that you can view windows and dialog
boxes in another language); and select how your computer displays items such as
dates, times, numbers, and currency according to the country in which you live. You
can also add or remove display languages, set which language is displayed by default,
and adapt your keyboard for specific languages.

Ease of Access

The Ease of Access category provides access to the Ease of Access Center, which
is also included in the Appearance and Personalization category. It also includes
the Speech Recognition applet, which enables you to configure microphones and
train your computer to understand your voice. You can view a tutorial that shows
you how to use speech on your computer and view or print a list of speech-related
commands.

The Computer Management Snap-in

First introduced in Windows 2000 and improved on with each successive Windows
version, the Computer Management snap-in enables you to perform a series of man-
agement actions on Windows 10 computers. You can access this snap-in by right-
clicking Start and choosing Computer Management. As shown in Figure 1-26,
this snap-in includes the following management tools:

m Task Scheduler: Used for configuring programs and utilities to run at prede-
termined times and repeated schedules.



52

MCSA 70-697 and 70-698 Cert Guide

w 5% Storage

@& Computer Management - = *
File Action View Help
o= |m = B
._'It cm’npll_t;MIlllgﬂ'Wﬂ'_[LKl.‘. _Nam! |[Actions
w [} System Tools 4 System Tooks Computer Management (Local] «
() Task Scheduler | By e
B storage Mere Actions L4

[3] Event Viewer

7| Shared Folders

&% Local Users and Groups
&) Peformance

M Device Manager

£ Disk Management
~ Fiy Senvices and Applications
Services
& WM Central

T Services and Applications

Figure 1-26 The Computer Management Snap-in Includes Several Important Windows 10
Management Utilities

Event Viewer: Used for providing information that assists you in trouble-
shooting errors.

Shared Folders: Used for managing shares and connections to your
computer.

Local Users and Groups: Used for managing local users and groups on the
computer.

Performance: Used for troubleshooting errors as well as optimizing
performance.

Device Manager: Used for configuring devices, updating or uninstalling
device drivers, rolling back device drivers, enabling and disabling devices, and
troubleshooting.

Disk Management: Used for viewing and managing volume and disk
configuration.

Services: Used for starting and stopping services related to a device.

WMI Control: Used for turning error logging on or off or backing up the
Windows Management Instrumentation (WMI) repository. (In most cases,
you will not use this tool.)
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Configuring Windows Updates
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Windows Update is a Windows Settings utility that enables you to maintain your
computer in an up-to-date condition by automatically downloading and installing
critical updates as Microsoft publishes them. By default, your computer automati-
cally checks for updates at the Windows Update website. Critical updates are auto-
matically installed on a daily basis, and you are informed about optional updates that
might be available. User input is needed only on the rare occasion for which you
will receive an alert in the Notification area of the taskbar. The following are several
key teatures of Windows Update:

= Windows Update scans your computer and determines which updates are
applicable to your computer. These updates include the latest security patches
and usability enhancements that ensure your computer is kept as secure and
functional as possible.

®m Windows Update delivers updates to all programs, including the default Win-
dows apps.

m Updates classified by Microsoft as High Priority and Recommended can be
downloaded and installed automatically in the background without interfering
with your work.

® Windows Update informs you if a restart is required to apply an update. You
can postpone the restart so that it does not interfere with activities in progress.
Should an update apply to a software program with files in use, Windows 10
can save the files and close and restart the program.

In Windows 10, Windows Update supports the distribution and installation of the
following types of updates:

® Important Updates: Updates that Microsoft has determined are critical for
a computer’s security. These are typically distributed on Patch Tuesday, as
already mentioned. In general, they fix problems that intruders can exploit to
perform actions such as adding administrative accounts, installing rogue soft-
ware, copying or deleting data on your computer, and so on.

m Optional Updates: Potentially useful updates that are not security related.
These might include software and driver updates, language packs, and so on.

m Update Roll-ups: Packaged sets of updates that fix problems with specific
Windows components or software packages such as Microsoft Office.

m Feature Updates: Comprehensive operating system updates that package
together all updates published since launch of the operating system or issu-
ance of the previous feature update. We provide more information later in this
chapter.
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Configuring Windows Update Settings

The Update & Security app in Windows Settings includes the Windows Update
utility, which enables you to configure and work with the various options that are
offered. Use the following procedure to work with Windows Update:

Step 1.  Click Start, access Settings, and click Update & Security. This opens
the Update & Security app to Windows Update, as previously shown in
Figure 1-18.

Step 2. To perform a manual check for updates, click Check for Updates. Win-
dows Update checks on the Microsoft website. After a minute or two, it
informs you of any available updates and offers to install them.

Step 3. To view your history of recent updates, click Update History. As shown
in Figure 1-27, the Update History window displays a list of successfully
installed updates.

% Update history

Uninstall updates

Recovery options

Update history

Cumulative Update for Windows 10 Version 1607 for x64-based Systems (KB3189866)
Successfully installed on 9/15/2016

Security Update for Adobe Flash Player for Windows 10 Version 1607 for x64-based Systems (KB3188128)
Successfully installed on 9/14/2016

Security Update for Microsoft Silverlight (KB3182373)
Successfully installed on 9/14/2016

Windows Malicious Software Removal Tool for Windows 8, 8.1, 10 and Windows Server 2012, 2012 R2 x64 Edition -
September 2016 (KB830830)

Successfully installed on 9/14/2016

Update for Adobe Flash Player for Windows 10 Version 1607 for x64-based Systems (KB3189031)
Successfully installed on 9/1/2016

Cumulative Update for Windows 10 Version 1607 for x64-based Systems (KB3176938)

Figure 1-27 The Update History Page Displays a List of Recently Installed Updates and Pro-
vides Options for Uninstalling and Recovery



Step 4.

1 @ > Control Panel > Programs » Programs and Features + Installed Updates v & | Sesrch Installed Updites r
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If an update has cause problems with your computer, click Uninstall
Updates to display the Uninstall an update applet shown in Figure 1-28.
Select the problematic update, click Uninstall, and then click Yes in the
confirmation message box that appears. You can also click Recovery
Options to access additional options that were introduced earlier in this

chapter and discussed in detail in Chapter 20.

Uninstall an update

To uninstall an update, select it from the list and then click Uninstall or Change.

Organize

Mame Program Version
Adebe Acrobat Reader DC (1)

(% Adabe Acrobat Reader DC (15.017.20053) Adobe Acrobat Rea...

Microsoft Silveright (1)

[ Microsaft Sitverlight 5.1.50709.0 Microsoft Silvedight  5.1.50708.0
Microsoft Visual Ce« 2010 x64 Redistributable - 10.0.40219 (1)

(¥ KB2565063 Microsoft Visual C»...  10.0.40219
Microsoft Visual C+ + 2010 x85 Redistributable - 10.0.40219 (1)

[E1KB2565063 Microsoft Visual C+..

Microsoft Windows (3)

(5| Security Update for Microsoft Windews (KB3183856) Micresoft Windows
(5| Security Update for Adobe Flash Player Microsoft Windows
[ Update for Microsoft Windows (KB3176336) Microseft Windows

Currently installed updates
m’ T updates installed

Publisher

Microsoft Corporation

Micresoft Corporation

Micresoft Corporation
Microsoft Corporstion
Micresoft Corporation

Figure 1-28 The Uninstalling an Update Applet Enables You to Remove Any Problematic

Updates

Step 5.

To modify the active hours during which Windows will restart your com-
puter if required by an update, click Change Active Hours. Specify an
appropriate time in the Active Hours window shown in Figure 1-29, and

then click Save.
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Active hours

Mote: We'll check

Start time

End time

Figure 1-29 The Active Hours Page Displays the Default Active Hours During Which the Com-
puter Will Not Automatically Restart, Enabling You to Modify These Hours

Step 6.

Step 7.

If you want to specify a custom restart time that overrides active hours,
click Restart Options. In the Restart Options window that appears,
move the toggle to On and specify the desired time and day.

To access additional update options, click Advanced Options to display
the Advanced Options dialog box shown in Figure 1-30. The options are
as follows.

® Give Me Updates for Other Microsoft Products When I
Update Windows: Automatically provides updates for programs
such as Microsoft Office.

m Defer Feature Updates: When selected, Windows doesn’t
download or install some new features and non-security-related
updates for several months. You will not receive the latest Windows
features as soon as they’re available.

= Use My Sign-In Info to Automatically Finish Setting Up My
Device After an Update: Enables Windows to use your sign-in
info to create a special token that enables automatic logon after
a restart, and then lock your computer to keep your account and
personal info safe.
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® Privacy Statement: Click this to open your browser to a Microsoft
Privacy web page that informs you how Microsoft uses personal
data it collects, how it uses this data, and reasons it shares personal
data. Microsoft also informs you how you can access and control
your personal data, use of cookies and similar technologies, and
other important privacy information. Product-specific details are
also provided for a large range of Microsoft products.

Settings - D X

€ Advanced options

Choose how updates are installed

|:| Give me updates for other Microsoft products when | update Windaows.

[] Defer feature updates
Learn more

|:| Use my sign in info to automatically finish setting up my device after an update.
Learn more

Privacy statement

Choose how updates are delivered

Note: Windows Update might update itself automatically first when checking for other updates.

Privacy settings

Figure 1-30 The Advanced Options Dialog Box Provides Several Additional Options for Install-
ing Updates

= Choose How Updates Are Delivered: Enables you to download
updates from other computers on your network, as well as from
Microsoft. Set the toggle to On to enable this option that also
enables your computer to send updates to other computers on
your network. You can select from two options: PCs on My Local
Network or PCs on My Local Network, and PCs on the Internet.

m Privacy Settings: Accesses the Privacy category of the Settings
app previously shown in Figure 1-17, enabling you to configure all
settings available there.
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NOTE Windows 10 no longer provides the options found on the Choose Your
Windows Update settings page in Windows 7/8/8.1 that enabled you to select from
Install Updates Automatically, Download Updates but Let Me Choose Whether to
Install Them, Check for Updates but Let Me Choose Whether to Download and
Install Them, or Never Check for Updates. An Internet search in September 2016
found several third-party websites describing fixes for this situation, including Reg-
istry modifications. However, third-party solutions are not tested on any Microsoft
exam.

Using a WSUS Server with Windows 10

Windows Server Update Services (WSUS) is a server-based component that enables
you to provide update services to computers on a corporate network without the
need for individual computers to go online to the Microsoft Windows Update web-
site to check for updates. It saves valuable bandwidth because only the WSUS server
connects to the Windows Update website to receive updates, and all other com-
puters on the network receive their updates from the WSUS server. Furthermore,
WSUS provides network administrators with the ability to test updates for compat-
ibility before enabling computers on the network to receive the updates, thereby
reducing the chance of an update disrupting computer or application functionality
across the network.

You can download WSUS 3.0 Service Pack 2 (SP2) from Microsoft and install it

on a computer running Windows Server 2012/R2. You can also install WSUS as a
server role on Windows Server 2016. The most recent release of WSUS supports
new Windows Server 2016 and Windows 10 machines. Configuration of the WSUS
server is beyond the scope of the 70-697 and 70-698 Windows 10 exams and is not
discussed here.

Configuring Windows Update Policies

Group Policy in Windows 10 provides a series of policies that govern the actions
performed by Windows Update. To view and configure these policies, open the
Local Group Policy Editor by performing the following steps:

Step 1.  In the taskbar Search field, type gpedit.msc and then select gpedit.msc
from the list displayed. You can also right-click Start, click Run, type
gpedit.msc, and press Enter.
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Step 2.  Ifyou receive a User Account Control (UAC) prompt, click Yes.
Step 3.  Navigate to the Computer Configuration\Administrative Templates\
Windows Components\Windows Update node to obtain the policy set-
tings shown in Figure 1-31.
=/ Local Group Policy Editar - o x
File Action View Help
e n@m= BHm T
| Software Protecti & || Setting State Comment
1 SoundRecorder || 1 efer Windows Updates
= Sore || Do not display 'Install Updates and Shut Down® option in Sh..  Not configured No
- :::r i SN || = Do not adjust default eption te 'Install Updates and Shut Do... Net configuredl Ne
. Task Scheduler Enabling Windows Update Power Management to automati.. Mot configured No
= Windows Calend: urn eff auto-restart for updates during active hours Net configured HNeo
= Windows Color 5 bveays by restart at the scheduled time Mot configured Ne
| Windows Customr Configure Automatic Updates Mot configured No
% Windows Defend | Specify intranet Microsoft update service location Net configured Ne
| Windows Error Re | Automatic Updates detection frequency Mot configured No
1 Windows Hello fc o not connect to any Windows Update Internet locations Met configured No
Windews Ink Wei low non-administrators to receive update notifications Net configured No
_ Windows Installel Do not include drivers with Windows Updates Mot configured No
~ Windows Legont || 5] Turn on Software Notifications Net configured No
Windews Mail Allow ic Updates i Mot configured Mo
2 Windows Media [ Turn en updates via A ic Updates Met configured No
1 Windows Media o auto-restart with logged on users for led sutomet... Mot configured No
- Windows Mus.en Re-prompt fior restart with scheduled installations Mot configured Mo
il Winciows Mobilit || - paay Restart for scheduled installations Mot configured Ne
| W!ndaws mever.S Updates Not configured Mo
= xln:ms :ﬁlabl! nable client-side targeting Net configured Neo
— iyindows Remol | | Allow signed updates from en intranet Microsoft pdate ser., Nt configured Ne
© Windows Update
| Work Folders wlle 5
AN bt me
d * |\ Extended j, Standard /
20 settingls)

Figure 1-31 The Group Policy in Windows 10 Provides a Series of Settings Governing the Op-
eration of Windows Update

Step 4.

To use Group Policy to specify the behavior of automatic updates,

double-click the Configure Automatic Updates policy setting (shown
in Figure 1-31) to receive the Configure Automatic Updates properties
dialog box shown in Figure 1-32.
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Key & Configure Automatic Updates o b4
Topl C [} Configure Automatic Updates Previous Setting Next Setting
(O Mot Configured  Comment:
@) Enabled
() Disabled
Supparted ont [ indows XP Professionsl Service Pack 1 or At least Windows 2000 Service Pack 3

Options! Help:

Conf it b dating: Specifies whether this computer will receive security updates and | »
PSR other impertant downloads through the Windows automatic
3 - Auto download and notify for install v' updating service.

2 - Netify far download and notify for install
3 - Auto and i |

= Auto download and schedule the install

Mate: This pelicy does net apply to Windows RT.

This setting lets you specify whether automatic updates are
enabled on this computer. If the service is enabled, you must
select one of the four options in the Graup Policy Setting:

|5 - Allow local admin to choose setting

Seheduled install day:

0+ Every day s 2 = Netify before downloading and installing any updates,
P : When Windows finds updates that apply to this computer,
Scheduled install time: | 03:00 ” y o
i wsers will be notified that updates are ready to be downloaded,
[[] Install updates for ather Microsoft products After going to Windows Update, users can download and install

any available updates,

3 = [Default setting) Download the updates automatically
and notify when they are ready to be installed

Windows finds updates that apply to the computer and

downloads them in the background (the user is not notified or
imterrupted during this process). When the downlcads are

coxe | o

Figure 1-32 The Configure Automatic Updates Dialog Box Offers Four Choices for Configuring
Automatic Updating of Windows 10 Computers

Step5.  Select Enabled, and then choose one of the following settings from the
Configure Automatic Updating drop-down list:

Key m 2-Notify for Download and Notify for Install: Windows

Topic Update notifies you when updates are available by displaying an
icon in the Notification area and a message stating that updates
are available for download. The user can download the updates
by clicking either the icon or the message. When the download
is complete, the user is informed again with another icon and
message; clicking one of them starts the installation.

® 3-Auto Download and Notify for Install: Windows Update
downloads updates in the background without informing the user.
After the updates have been downloaded, the user is informed
with an icon in the Notification area and a message stating that the
updates are ready for installation. Clicking one of them starts the
installation. This is the default option.
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® 4-Auto Download and Schedule the Install: Windows Update
downloads updates automatically when the scheduled install day and
time arrive. You can use the drop-down lists on the left side of the
dialog box to specify the desired days and times, which, by default,
are daily at 3:00 a.m.

m 5-Allow Local Admin to Choose Setting: Enables local
administrators to select a configuration option of their choice from
the Automatic Updates control panel, such as their own scheduled
time for installations.

Step 6.  Click OK to return to the Local Group Policy Editor.

The following describes several of the other important available policy settings
shown in Figure 1-31:

m Defer Windows Updates: New to Windows 10 and Windows Server 2016,
this folder contains policy settings that enable you to select when each of the
two following update types are received:

m Feature Updates: Feature updates (previously referred to as upgrades)
are updates that contain significant feature additions and changes, as
well as security and quality revisions. Enable this policy to specify which
branch readiness level (see Figure 1-33) from which feature updates will
be received. You can also specify the number of days from which the
update is received that you want to defer receiving it.

® Quality Updates: Quality updates are the traditional updates most often
released on Patch Tuesday, though they can be released at any time.
Enable this policy to specify the number of days to be deferred before a
quality update is received (up to 30 days).

®= Do Not Display “Install Updates and Shut Down” Option in Shut Down
Windows Dialog Box: Prevents the appearance of this option in the Shut
Down Windows dialog box, even if updates are available when the user shuts
down his computer.

= Do Not Adjust Default Option to “Install Updates and Shut Down”
Option in Shut Down Windows Dialog Box: When enabled, changes the
default shut down option from Install Updates and Shut Down to the last shut
down option selected by the user.

m Enabling Windows Update Power Management to Automatically Wake
Up the System to Install Scheduled Updates: Uses features of Windows
Power Management to wake computers up from Sleep mode to install avail-
able updates.
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‘n

[} Selectwhen Feature Updates are received

0

Mext Setting

(O Not Configured Comment

@) Enabled

O Disabled

Supparted on: [ At jaast Windows Server 2016 or Windows 10 ‘

Options: Help:

Select the branch readiness level fiar the feature Enable this policy to specify what type of festure updates to
updates you want to receive: W el i

Current Branch | The branch readiness level for each new Windows 10 feature

update is initially considered a “Current Branch” (CB) release, to
receiving it be uzed by organizations for initial depleyments. Once Microsoft

Current Branch for Business

= level of *Current Branch for Business” (CBE).

[ Pause feature updates You can defer receiving feature updates for up to 180 days.

has verified the feature update should be considered for
enterprise deployrment, it will be declared a branch readiness

To prevent feature updates from being received on their

h time, you can ily pause feat pdates. The
[pause will remain in effect for 60 days or until you clear the
check box,

Mate: If the *Allow Telemetry” poficy is set to 0, this policy will
have no effect.

Figure 1-33 Specifying a Readiness Level and Deferral Interval for Receiving Feature Updates

Turn Off Auto-Restart for Updates During Active Hours: Prevents the
computer from automatically restarting after the installation of updates during
the hours the user has specified as active (refer to Figure 1-29).

Always Automatically Restart at the Scheduled Time: Enables you to
specify a restart timer after which the computer will automatically restart after
installing updates that require a restart. You can set this timer to between 15
and 180 minutes.

Specify Deadline Before Auto-Restart for Update Installation: Enables
you to specify a deadline between 2 and 14 days before automatically executing
a scheduled restart outside of active hours.

Specify Intranet Microsoft Update Service Location: Enables you to spec-
ify a WSUS server for hosting updates from the Microsoft Windows Update
website (as described in the previous section).

Automatic Updates Detection Frequency: Specifies the length of time in
hours used to determine the waiting interval before checking for updates at
an intranet update server. You need to enable the Specify Intranet Microsoft
Update Service Location policy to have this policy work.
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m Allow Non-administrators to Receive Update Notifications: Enables
users who are not administrators to receive update notifications according to
other Automatic Updates configuration settings.

® Turn on Software Notifications: Enables you to determine whether users
see detailed notification messages that promote the value, installation, and
usage of optional software from the Microsoft Update service.

m Allow Automatic Updates Immediate Installation: Enables Automatic
Updates to immediately install updates that neither interrupt Windows ser-
vices nor restart Windows.

® Turn On Recommended Updates via Automatic Updates: Enables Auto-
matic Updates to include both important and recommended updates.

® No Auto-Restart with Logged On Users for Scheduled Automatic
Updates Installations: Prevents Automatic Updates from restarting a client
computer after updates have been installed. Otherwise, Automatic Updates
notifies the logged-on user that the computer will automatically restart in five
minutes to complete the installation.

m Re-prompt for Restart with Scheduled Installations: Specifies the num-
ber of minutes from the previous prompt to wait before displaying a second
prompt for restarting the computer.

® Delay Restart for Scheduled Installations: Specifies the number of minutes
to wait before a scheduled restart takes place.

m Reschedule Automatic Updates Scheduled Installations: Specifies the
length of time in minutes that Automatic Updates waits after system startup
before proceeding with a scheduled installation that was missed because a cli-
ent computer was not turned on and connected to the network at the time of a
scheduled installation, as previously specified by option 4 from the Configure
Automatic Updating drop-down list.

m Enable Client-Side Targeting: Enables you to specify a target group name
to be used for receiving updates from an intranet server such as a WSUS
server. The group name you specify is used by the server to determine which
updates are to be deployed.

m Allow Signed Updates from an Intranet Microsoft Update Service Loca-
tion: Enables you to manage whether Automatic Updates accepts updates
signed by entities other than Microsoft when the update is found on an
intranet Microsoft Update location.

For more information on these policies, consult the Help information provided on
the right side of each policy’s Properties dialog box.
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NOTE For more information on deferring feature and quality updates, see “Manage
Updates Using Windows Update for Business” at https://technet.microsoft.com/

en-us/itpro/windows/manage/waas-manage-updates-wutb.

Managing Update History and Rolling Back Updates

The Windows Update applet enables you to review your update history and roll

back problematic updates, as described in the following procedure:

Key

Step 1.

Step 2.

Step 3.

Open the Update & Security Windows Settings app, as previously
described.

From the list of options provided, select Update History. The Update
history page previously shown in Figure 1-27 displays a list of the updates
installed on your computer, including definition updates for Windows
Defender. This page also indicates whether updates were successfully
installed.

Click the installed line for any update to provide detailed information, as

shown in Figure 1-34.

& Update history

Windows Malicious Soff R | Tool for Windows B, 8.1,
10 and Windows Server 2012, 2012 R2 x64 Edition - September
2016 (KB220820)

After the download, this tool runs one time to check your

computer for infection by specific, prevalent malicious software

(including Blaster, Sasser, and Mydoom) and helps remove any

infection that is found. If an infection s found, the tool will Eme RS
display a status report the next time that you start your

computer. A new version of the tool will be offered every month.

If you want to manually run the tool on your computer, you can 307 for x64-based Systems (KB3188128)
download a copy from the Microsoft Download Center, or you

can run an online version from microsoft.com. This tool is not a

replacement for an antivirus product. To help protect your

computer, you should use an antivirus product.

More inf

and Windows Server 2012, 2012 R2 x64 Edition -
Successfully installed on 9/14/2016

Update for Adobe Flash Player for Windows 10 Version 1607 for x64-based Systems (KB3189031)

Cumulative Update for Windows 10 Version 1607 for x64-based Systems (KB31765928)

Figure 1-34 Windows Update Provides Information on All Updates It Has Installed and Links to

Websites You Can Refer To
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Step 4.  If an update is causing problems and you want to remove it, click the
Uninstall Updates link (found in the Update history page shown in
Figure 1-27). On the Uninstall an Update page that appears, right-click
the update you want to uninstall and select Uninstall. Confirm your
intentions by clicking Yes in the message box that appears.

TIP  In Windows 10, you can also specify policies for Windows Update Delivery
Optimization, which enable you to download Windows updates and Windows Store
apps from sources other than Microsoft. For more information, refer to “How to
Use Group Policy to Configure Windows Update Delivery Optimization in Win-
dows 10” at https://support.microsoft.com/en-us/kb/3088114.

Updating Windows Store Applications

Windows 10 gives you access to apps from the Windows Store. Thousands of apps
are available from the Windows Store, and the latest version of Windows comes
with several apps preloaded, such as the Contacts app (Microsoft People), Mail and
Calendar, OneNote, Music, and others.

Windows apps are not updated automatically from Windows Update. Instead,

app updates come from the Windows Store, and you can control when to perform
updates and which apps you want updated when new versions are available. Use the
following procedure to check for updates and install them.

Step 1.  Click the Start button and select the Store tile.

Step 2.  Click your account icon (next to the Search bar), and then select
Downloads and Updates (see Figure 1-35).

NOTE You can also select the Settings option, where you can toggle Update Apps
Automatically on or off. If this setting is turned on, apps will update automatically
when you are connected to the Internet.
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Home  Apps Games Music Movies & TV L21 B | search ,O ‘

Downloads and updates

Available updates (21) Update all

E Store L
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E Xbox 4
u Microsoft Photos 4
Groove Music +
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E Microsoft People +
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Figure 1-35 Windows Store Updates

Step 3.  Select the Check for Updates button to check all your installed apps for
any updates.

Step4.  On the App updates screen, the app updates are listed at the top. Click
the download icon (on the far right) for the app or apps you want to
update or the Update All link to update all the listed apps.

Step 5. The app appears in the download queue at the bottom of the update
screen indicating the download and update progress. When the update is
finished, the app is removed from the Downloads and updates screen.

Windows 10 includes some command-line utilities and Group Policy options for
managing Windows app updates. You can install and remove Store apps by using
PowerShell cmdlets, and you also can check the logs for app installations and
updates. For instance, if an app update fails, you can enter Get-Appxlog to display
the error messages to help troubleshoot the issue.
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These PowerShell commands generally apply to a single user profile. You can use
elevated privileges, such as inside and administrative or command prompt, to display
additional information or take action on other user profiles.

Table 1-3 lists the set of Appx cmdlets available along with a brief description of
their use.

Table 1-3 PowerShell Cmdlets for Managing Windows Store Apps

Cmdlet Name Description

Add-AppxPackage Adds an app package to a user account

Get-AppxLastError Gets the most recent error recorded from an app installation
Get-AppxLog Displays the application log created during an app installation
Get-AppxPackage Lists the app packages installed, or information about a

specific app installed in a user profile

Get-AppxPackageManifest Displays the manifest of an app package

Remove-AppxPackage Removes an app package

Configure Updates in the Enterprise

With the release of Windows 10, Microsoft has implemented a new way of building,
deploying, and updating Windows, called Windows as a service. This new model
simplifies update tasks for I'T professionals and eases the transition to new features
for end users.

In the past, Microsoft has released a Preview version of new Windows operating
systems for developers and implementers to use for testing, training, and planning
deployments. In the new model, Windows feature upgrades are instead delivered
to the Windows Insider community, so that customers and businesses can see what
Microsoft is developing and begin testing as soon as possible.

Traditional Windows releases came in three types: major releases (Windows 8.1,
Windows 7, etc.), service packs, and security updates. With Windows 10 there

are now only two release types: feature updates that provide new functionality and
quality updates for security and reliability. Managing updates to Windows devices
requires the implementation of deployment rings, assigned to service branches.
Enterprises can design their own rings based on the risk they can tolerate for each
group and the groups with applications needing testing. Table 1-4 outlines a typical
deployment ring design.
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Table 1-4 Example Deployment Ring Planning

Deployment Servicing Schedule After Target

Ring Branch Release Group

Preview Windows Insider Pre-CB Developers and
Engineering

Ring 1 CB Release + 0 days IT Pilot

Ring 2 CB Release + 5 days Business Pilot

Ring 3 CB Release + 15 days IT Users

Ring 4 CBB Release + 0 days Power Business Users

Ring 5 CBB Release + 10 days General Business

Ring 6 CBB Release + 20 days Risk-averse Business Users

Note that the L'TSB is not included in the table. That’s because high-risk devices,
such as medical equipment, ATMs, and other special-purpose devices, are not
upgraded like general business devices are.

After you have planned out the deployment rings for your organization and identi-
fied the testers and pilot users for each group, you can begin to assign devices to
each deployment ring and servicing branch. For servicing tools, you can use Win-
dows Update, Windows Update for Business, Windows Server Update Services
(WSUS), or System Center Configuration Manager. The CBB is not available for
Windows Update standalone.

Implement Insider Preview

You can assign computers to the Insider Preview branch from the Windows settings
screens. These will be the computers in the Preview ring depicted in Table 1-4.

Key Step 1.  From the Start menu, select Settings, and then select Update and
Topic Security.

Step2.  Select Windows Insider Program from the menu on the left.

Step 3.  Select Get Started. Information about the program and links to the pri-
vacy statement and program terms appear. After reading the information,
click Next.

Step 4.  Click Confirm, and then select a time to restart the computer.
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NOTE When you assign the computer to the Insider Preview program, it will be
difficult to opt out in the future. Doing so may require that you remove everything
from the computer and reinstall Windows. For more information see https://
answers.microsoft.com/en-us/insider/forum/insider_wintp-insider_repair/how-to-

stop-receiving-insider-builds/28b954d5-49bb-41£1-82bc-2046bec50b13.

After Windows restarts, repeat Steps 1 and 2 to return to the Windows
Insider Program screen to select the Insider level. The computer will
receive the most recent version of the Windows Insider build for the
selected level. There are three levels of releases.

m Release Preview: This level is the latest to receive builds of
Windows and will receive the update just before it is released to
CB. This is the best level for users that need to perform early
application compatibility testing before computers in the CB
branch are updated.

m Slow: The Slow Windows Insider level is for users who want to
see new builds of Windows but with minimal risk of disruption.
It allows these users to provide feedback to Microsoft about their
experience with the new build.

m Fast: This level is best for developers who want to take advantage
of new features and users who want to participate in identifying
and reporting issues to Microsoft and provide suggestions on new
functionality.

After selecting the desired Insider level, the computer will be ready to
get previews of new Windows builds from Windows Update when they
become available.

Current Branch (CB)

The CB is the default servicing branch for Windows. Computers will receive Win-
dows feature updates when Microsoft releases them for general availability.

You can ensure computers are assigned to the CB branch using the Group Policy
setting Select When Feature Updates Are Received, which is found in Group Policy
under Computer Configuration/Administrative Templates/Windows Components/
Windows Update/Defer Windows Updates.

You can use this policy to select the servicing branch as well as the number of days
after release the computer should be updated. For example, to assign a computer
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to Ring 3, as defined in Table 1-4, enable this policy, select Current Branch, and
enter 15 in the number of days to defer box, as shown in Figure 1-36.

M Select when Feature Updates are received o *
U Select when Feature Updates are received Next Setting

O Net Configured Comment:

@® Enabled

() Disabled

Supported on: [ At jenst Windows Server 2016 or Windows 10

Options: Help:

Salact the branch readiness level for the festure | Enable this polpi‘cy to specify what type of feature updates to
updates you want to receive: | receive, and when.

Cument Branch ~ | The branch readiness level for each new Windows 10 feature

| update s initially considered a "Current Branch” (CB) release, to

After a feature update is released, defer receiving it | be used by izations for initial depl Once Mi

for this many days: | hias verified the feature update should be considered for

. | enterprise deployment, it will be declared a branch readiness

Tﬂ 3 | level of "Current Branch for Business™ (CBB),
[ Pause feature updates | You can defer receiving feature updates for up to 180 days,

| To prevent feature updates from being received on their

| scheduled time, you can temporarily pause feature updates. The
| pause will remain in effect for 60 days or until you clear the

| check box.

| Mote: If the “Allow Telemetry™ policy is set to 0, this policy will
| have no effect.

Cancel Apply
|

Figure 1-36 Setting the Group Policy Select When Feature Updates Are Received

Current Branch for Business (CBB)
Use the following procedure to assign a Windows computer to the CBB:

Step 1.  From the Start menu, select Settings, and then select Update and
Security.

Step 2.  Select Advanced Options from the Update settings menu.
Step 3.  Check the Defer feature updates check box.

The computer will not download or install updates for several months after it is
released.
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You can also use Group Policy to assign computers to the CBB. The group policy
setting is Select When Feature Updates Are Received and is found in the node
Computer Configuration/Administrative Templates/Windows Components/
Windows Update/Defer Windows Updates. Enable the policy and set branch
readiness level to CBB.

Long Term Servicing Branch (LTSB) Scenarios

The L'TSB is designed for computers being run in high-risk environments or for
special-purpose applications. Examples include devices used as ATMs, medical
devices such as patient monitoring machines, manufacturing device controllers, and
other specialized devices. As a general rule, if a computer is used for email and run-
ning Microsoft Office, it should not be using the L'TSB.

"This branch is available only for enterprises using volume licenses, and only the
Enterprise Edition of L'TSB is available. No feature updates will be available for
these computers. They must be updated using the traditional Windows in-place
upgrade process. Microsoft provides a 10-year support model for the LTSB edi-
tions, and it is expected that typical devices deployed with L'TSB will be replaced
before an upgrade is necessary.

Note that LTSB devices will receive security and quality updates on a regular
basis, as do other Windows 10 computers. Servicing branches apply only to feature
upgrades, not security patches.

Because the devices targeted for L'TSB are mission-critical devices used for a special
purpose, this edition does not include many of the end-user applications of other
editions. L'T'SB does not include the Windows Store, for example, or any of the
Windows Store apps included with other editions of Windows 10. Other features
excluded are Microsoft Edge, Cortana (but limited search capabilities are available),
Microsoft Mail, Calendar, OneNote, Weather, News, Sports, Money, Photos, Cam-
era, Music, and Clock.

Exam Preparation Tasks

Review All the Key Topics

Review the most important topics in the chapter, noted with the Key Topics icon in
the outer margin of the page. Table 1-5 lists a reference of these key topics and the
page numbers on which each is found.
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Key_ Table 1-5 Key Topics for Chapter 1
Topic

Key Topic Description Page

Element Number

List Describes available Windows 10 editions 10

Figure 1-1 Displays the Windows 10 Desktop as it appears after you install 18
Windows 10 for the first time

Figure 1-3 Shows the actions you can perform in Windows 10 by right- 20
clicking the Start button

Figure 1-8 The Windows settings screen enables you to configure a large 26
number of settings that affect the behavior of your computer

List Describes types of updates handled by Windows Update 53

Figure 1-32 Configuring Automatic Updates properties 60

List Group Policy provides four settings that control the downloading 60
and installation of updates

Step List Shows you how to manage and roll back updates 64

Step List Shows you how to assign computers to the Insider Preview branch 68

Definitions of Key Terms
Define the following key terms from this chapter, and check your answers in the
glossary.

apps, feature updates, File Explorer, quality updates, Service Pack (SP),
Windows Update, Windows Server Update Services (WSUS)
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This chapter covers the following subjects:

®  Preparing for Installation Requirements: This section discusses factors that you
need to know prior to installing Windows 10, such as hardware requirements, screen
resolution, upgrades versus clean installs, and so on.

®m  Performing a Clean Installation: This section describes the procedure for performing
a basic installation of Windows 10 from DVD media.

m  Upgrading to Windows 10 from a Previous Version of Windows: This section
describes several upgrade paths Microsoft provides for users with older computers
wanting to upgrade to Windows 10.

m  Using Alternate Installation Media: You can host a complete copy of Windows 10
on a virtual hard disk (VHD) that can be copied and deployed to many computers in
an enterprise situation. This section introduces VHDs and shows you how to install a
completely functional version of Windows 10 together with applications and settings
on a supported USB drive.

m  Installing Additional Windows Features: After Windows 10 is installed, you may
want to add additional features, depending on the type of device and the role of the
computer.

m  Configuring Native Boot Scenarios: VHDs with native boot are frequently used in
several scenarios. This section shows you how to enable a computer to boot from the
VHD.

This chapter covers the following objectives for the 70-698 exam:

Prepare for installation requirements: Determine hardware requirements and compat-
ibility; choose between an upgrade and clean installations; determine appropriate editions
according to device type; determine requirements for particular features, such as Hyper-V,
Cortana, Miracast, virtual smart cards, and Secure Boot; determine and create appropriate
installation media.

Install Windows: Perform clean installations, upgrade using Windows Update, upgrade
using installation media, configure native boot scenarios, migrate from previous versions
of Windows, install to virtual hard disk (VHD), boot from VHD, install on bootable USB,
install additional Windows features, configure Windows for additional regional and lan-

guage support.



CHAPTER 2

Implementing Windows

The Microsoft 70-698 exam assesses your ability to install, configure, and
administer Windows 10 and focuses on how to do so in a business environment.
Basic to any installation type is the manual, clean installation of Windows 10 on
a new computer.

As an adjunct to Murphy’s Law, what can go wrong during an operating system
installation does go wrong, and then the situation needs troubleshooting. Win-
dows 10 is no exception. Knowing how to handle unexpected errors makes all
the difference to a network support technician or administrator.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should
read this entire chapter or simply jump to the “Exam Preparation Tasks” sec-
tion for review. If you are in doubt, read the entire chapter. Table 2-1 outlines
the major headings in this chapter and the corresponding “Do I Know This
Already?” quiz questions. You can find the answers in Appendix A, “Answers to
the ‘Do I Know This Already?’ Quizzes.”

Table 2-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section
Preparing for Installation Requirements 1-3

Performing a Clean Installation 4-8

Upgrading to Windows 8.1 from a Previous 9-14

Version of Windows

Using Alternate Installation Media 15-16

Installing Additional Windows Features 17-18

Configuring Native Boot Scenarios 19-20
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CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.

1.  What is the minimum processor speed required for a Windows 10 computer?

a. 1 GHz
b. 2 GHz
c. 3GHz
d. 4 GHz

2. What is the minimum amount of hard drive space required for a 64-bit
Windows 10 installation?

a. 10GB
b. 15 GB
c. 16GB
d. 20GB
e. 40 GB

3.  Which of the following are true about the use of the 64-bit Windows operat-
ing system? (Choose all that apply.)

a. Most 32-bit programs can run efficiently on a 64-bit machine, with the
exception of some antivirus and other low-level system programs.

b. 32-bit programs will not run on a 64-bit machine; you must upgrade all
32-bit programs to 64-bit.

c. Programs specifically designed to run on a 64-bit machine won’t work
on 32-bit Windows.

d. You need 64-bit device drivers to use all your hardware devices with
64-bit Windows. Drivers designed for 32-bit Windows won’t work on a
machine running 64-bit Windows.

e. Any device driver written for 32-bit Windows will work perfectly well on
a 64-bit Windows machine.
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4. Which of the following are items you should have on hand before beginning a
Windows 10 installation? (Choose all that apply.)

a. Windows 10 drivers from the manufacturer for any hardware not
appearing in the Windows Hardware Certification Program

b. BIOS that meets the minimum requirements for Windows 10

compatibility
c. Windows 10 product code
d. Internet connection
e. A CD-ROM drive

f. Backup of all your existing data and the drivers for your backup device

5. Which of the following settings can you configure during an installation of
Windows 10 from a DVD-ROM? (Choose all that apply.)

Username and password

a.
b. Domain membership in a local Active Directory

o

Computer name and background color
d. Language, time, and currency format

e. Domain membership in an Azure Active Directory

6. What tool would you use to create or edit answer files used for unattended
installations of Windows 10?

a. Windows SIM
b. Windows AIK
c. Windows ADK
d. Sysprep
7. You want to set your computer up to triple-boot Windows 10, Windows 8.1,
and Windows 7. What should you do first?
a. Install Windows 7
b. Install Windows 10
c. Install Windows 8.1
d. Install MS-DOS
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8. Which Setup log records modifications performed on the system during
Setup?

a. netsetup.log

b. setuperr.log

o

setupapi.log

o

setupact.log

9. Which of the following is true regarding the performing of an upgrade instal-
lation of Windows 10 versus a clean installation?

a. A clean installation maintains all Windows settings, personal files,
and applications from the previous Windows installation, whereas an
upgrade installation of Windows 8.1 requires that you reinstall all
programs and re-create all Windows settings.

b. An upgrade installation maintains all Windows settings, personal files,
and applications from the previous Windows installation, whereas a
clean installation of Windows 10 requires that you reinstall all programs
and re-create all Windows settings.

c. An upgrade installation maintains Windows settings from the previous
Windows installation but requires that you reinstall all programs. A clean
installation maintains programs from the previous Windows installation
but requires that you re-create all Windows settings.

d. Both a clean installation and an upgrade installation require that you
reinstall all programs and re-create all Windows settings.

10. You are preparing to upgrade your Windows 8.1 computer to Windows
10. Which of the following tasks should you perform before beginning the
upgrade? (Choose all that apply.)

a. Run the Windows Upgrade Assistant.
b. Run the Windows Anytime Upgrade.

c. Ensure that all hardware in use is listed in the Windows Certification
Program.

d. Check for any available upgrades for your computer’s BIOS.
e. Scan your computer for viruses.
f. Remove or disable your antivirus program.

g. Install the Windows updates for Windows 8.1.
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11. Your computer is running Windows 7 Professional. You want to upgrade to
Windows 10 Pro. Which of the following is the cheapest and simplest way to
perform the upgrade?

a. Insert the Windows 10 DVD and upgrade directly to Windows 10 Pro.

Insert the Windows 8.1 DVD and upgrade to Windows 8.1 Pro. Then
insert the Windows 10 DVD and upgrade to Windows 10 Pro.

Insert the Windows 7 DVD and upgrade to Windows 7 Ultimate. Then
insert the Windows 10 DVD and upgrade to Windows 10 Pro.

. Insert the Windows 10 DVD and install a clean copy of

Windows 10 Pro.

12. Your computer is running Windows 7 Professional. You insert the Windows

10 DVD and choose the option to perform a clean installation of Windows 10.
You then select the same partition on which the Windows 7 system files are
located and proceed with the upgrade without formatting this partition. Which
of the following best describes what happens to your Windows 7 system files?

13.

a.

The Windows 7 system files are overwritten with the Windows 10
system files.

The Windows 7 system files are placed in a new folder named
Windows.old.

The Windows 7 system files remain in the same location in an unaltered
state, and you create a dual-boot system.

The Windows 7 system files are moved to a new partition, and you
create a dual-boot system.

Fred has saved a large number of Word documents on his computer running
Windows 7 Home Edition. He installs Windows 10 on his computer, using
the same partition on which Windows 7 was installed. He does not reformat
this partition. What happens to these documents?

a.

They are placed in the Windows.old\Documents and Settings\Fred\My
Documents folder.

They remain in the Documents and Settings\Fred\My Documents
folder.

c. They are placed in the \Users\Fred\Documents folder.

They are lost; Fred must restore them from backup.
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14. Your computer runs Windows 10 Home and you want to upgrade to
Windows 10 Pro. You have gone online and purchased a Windows 10 Pro
upgrade license. What should you do?

a.

Click Search, type add features into the Search box, and then click
Settings. Click I Already Have a Product Key, enter your product key,
and then click Next. Select the check box to accept the license terms,
and then click Add Features. Wait while Windows is upgraded and the
computer is restarted.

Click Settings and then click Add Features. Click I Already Have a
Product Key, enter your product key, and then click Next. Select the
check box to accept the license terms, and then click Add Features.
Wait while Windows is upgraded and the computer is restarted.

Insert the Windows 10 DVD, select the option to install Windows, enter
the key code for the Pro edition, and run the upgrade.

Insert the Windows 10 DVD, select the option to perform a clean install
of Windows, and enter the key code for the Pro edition. Then wait while
Windows is upgraded and the computer is restarted.

From the Search bar, type activation and click the Activation shortcut;
then click Change Product Key, enter the new product key, and follow
the onscreen instructions.

15. Which of the following capabilities are enabled by using virtual hard disk
(VHD)? (Select all that apply.)

a.
b.

Standardize image formats and tool sets across an organization.

Limit the number of images needed for supporting Windows installa-
tions in an organization.

Test applications on multiple operating systems using the same device,
and restore fresh images more quickly.

Utilize devices with very little storage by using less disk space.

e. Perform offline image management.

16. What are the types of VHDs that you can create?

a.
b.

o

e

VHD, VHDX

Limited, Expanding, Differencing
Fixed, Dynamic, Differencing
Fixed, Expandable, Differencing
Dynamic, Fixed, Variable
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17. Where would you go to install additional features in Windows 10?

a.
b.

e o

The Windows Store

The Microsoft Downloads website

The Control Panel Programs applet

The App & Features menu of the modern settings page

e. The Control Panel System applet

18. What command-line tool can you use to install Windows features?

a.
b.

o

d.

e.

DiskPart
DISM
BCDedit
Sysprep
Windows PE

19. You are planning to use native boot VHD:s to roll out some Windows 10
images for a business group in your organization. Which VHD type should

20.

you use?

a.
b.
c.
d.

e.

Fixed
Dynamic
Expandable

Differencing
VHDX

You are still in the planning stages for your deployment of Windows images
using native-boot VHDs. What are some of the recommended best practices
you should keep in mind as you develop your detailed deployment plan?
(Choose all that apply.)

a.

b.

Store mission-critical data outside the native-boot VHDs.

Use VHD sizes larger than the minimum storage requirements for
Windows.

Use differencing VHDs for production environments and fixed VHDs
for development and testing.

Ensure sufficient space for host volume page files.

Use Sysprep to generalize the image before using the VHD for native
boot.
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Foundation Topics

Preparing for Installation Requirements

Introducing Windows 10 into an enterprise environment requires careful consid-
eration of many factors. Does the current hardware meet the requirements? Is the
software used by the business compatible? Which edition of Windows 10 is appro-
priate for the environment? What type of testing will be needed?

You need to explore these questions and document the results before planning the
roll-out and installations. This topic explores these questions and others.

Evaluating Hardware Readiness and Compatibility

As a network support technician, you will be faced with the task of deciding whether
to upgrade existing computers to Windows 10, purchase new hardware to run Win-
dows 10, or leave the current operating system on your company’s computers. For
the 70-698 exam, Microsoft expects you to know how to evaluate existing hardware
for its capability to run Windows 10.

Windows 10 Hardware Requirements (Including Screen Resolution)

Microsoft has defined the minimum level of hardware requirements for computers
running Windows 10. These represent the bare minimum required to run the core
features of Windows 10 and provide a basic user experience.

Table 2-2 lists the base hardware requirements for Windows 10. Although these
are the minimum hardware requirements for supporting the operating system,
they are not necessarily adequate to support additional applications or for reason-
able performance. When designing the hardware requirements for installation, you
should allow for extra RAM and hard disk space and probably a faster processor for
applications.

Table 2-2 Hardware Requirements for Windows 10

Device Minimum Supported Hardware

Processor 1 GHz or faster processor or system on chip (SoC)
RAM 1 GB RAM (32-bit) or 2 GB RAM (64-bir)

Graphics processor DirectX 9-capable with WDDM 1.0 or higher driver
Display Capable of 800x600 resolution or higher

Hard disk At least 16 GB (32-bit) or 20 GB (64-bit)
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NOTE Microsoft explicitly mentioned that Windows 8 required a processor that
supports PAE, NX, and SSE2. Because processors without support for these features
are so old, the requirement is no longer included as part of Windows 10 hardware
requirements, but these features are still required. For more information on these
processor characteristics, refer to the archived document “PAE/NX/SSE2 Support
Requirement Guide for Windows 8” at https://technet.microsoft.com/en-us/library/
dn482072.aspx. Microsoft also provides more detailed requirements for hardware

device developers at https://msdn.microsoft.com/en-us/library/windows/hardware/
dn915086.aspx.

If you want to access a network (including accessing the Windows Store to down-
load and run apps), you should have a network adapter installed that is compatible
with the network infrastructure. For Internet access, at a minimum you need a
dial-up modem or broadband connection to connect to an Internet service provider
(ISP). Video conferencing, voice, fax, and other multimedia applications gener-

ally require a high-speed connection, microphone, sound card, and speakers or
headset. Video conferencing itself requires a video conferencing camera. Other
required hardware depends on features you might use with Windows 10, such as the
following:

m To use touch, you must have a tablet or monitor that is touch compatible.

m BitLocker requires the Trusted Platform Module TPM 1.2, TPM 2.0, or a
USB flash drive.

m BitLocker To Go requires a USB flash drive.

® Windows Hello requires a specialized infrared camera for facial recognition or
a fingerprint reader that supports Windows Biometric Framework.

m Secure boot requires firmware that supports UEFI v2.3.1 Errata B and has
Microsoft Windows Certification Authority in the signature database.

Hardware Compatibility

Microsoft makes it easy to check your hardware’s compatibility by providing a list
of supported hardware. Microsoft designed the Windows Hardware Compatibil-
ity Program with the aim of assisting companies to deliver systems, software, and
hardware components that are compatible with Windows 10 and Windows Server
2016. Microsoft states, “Windows Compatibility Program is designed to help your
company deliver systems, software and hardware products that are compatible with
Windows and run reliably on Windows 10 and Windows Server 2016.” Micro-
soft’s Windows Hardware Lab Kit (HLK) extends the functionality of the previous
Logo and certification programs to provide benefits such as updated certification
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requirements and needs for products and drivers used with Windows 10, automa-
tion of much of the hardware test processes, improvement in diagnostics logged by
the Event Viewer utility, and an enhanced test management console, among other
improvements.

NOTE For more information on the Windows Hardware Compatibility program,
refer to “Hardware Compatibility Specifications for Windows 10” at https://
msdn.microsoft.com/windows/hardware/commercialize/design/compatibility/index
and additional documents referenced in this article.

An issue that can interrupt the installation process is the use of incompatible criti-
cal device drivers. If a compatible driver is not available, Setup stops until updated
drivers are found. Operating system upgrades will not migrate incompatible driv-
ers based on older Windows operating systems. The only way to ensure a smooth
installation is to make certain you have all the drivers available at the start of the
installation process. Do not be concerned about unattended installations, because
there is a folder in which you can place any additional or updated drivers for hard-
ware that are not included in the base Windows 10 files.

Before you deploy Windows 10 on any system, you should ensure that the hardware
and basic input/output system (BIOS) are compatible with the operating system.
Older hardware may not have a compatible BIOS even though the devices within
the PC itself are all listed in the Windows Hardware Certification Program. The
original equipment manufacturer (OEM) should have an updated BIOS that can be
downloaded from the OEM’s website.

If you have an Internet connection, you can use the Windows Update feature to
connect to the Windows Update website during setup. Windows 10 automatically
downloads and installs updated drivers during the setup process from the Windows
Update website. More information on Windows Update is provided in Chapter 1,
“Introducing Windows 10.”

Using 32-Bit or 64-Bit Windows

You can have either 32-bit or 64-bit Windows operating systems, but you can-

not have both simultaneously. Consequently, you should know which bit level is
most appropriate for your situation. In general, a 32-bit operating system runs on
hardware equipped with a 32-bit processor, and a 64-bit operating system runs on
hardware equipped with a 64-bit processor. Windows 10 and Windows Server 2016
support the Unified Extensible Firmware Interface (UEFI)-based hardware plat-
forms. You need to match the architecture version of UEFT to that of the operating
system. For example, a 32-bit UEFT platform can boot only 32-bit Windows, and a
64-bit UEFTI platform can boot only 64-bit Windows.
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The benefit of running 64-bit Windows is that it can handle large amounts of
memory more efficiently than 32-bit Windows; this is most apparent for a computer
equipped with 4 GB of RAM or more. Such a computer is more responsive when
the user is running several programs at the same time and switching among them
frequently.

Hardware platforms must meet one of the following requirements:

® A machine shipping with 32-bit Windows must be certified for 32-bit UEFI
and Windows 10 x86.

® A machine shipping with 64-bit Windows must be certified for 64-bit UEFI
and Windows 10 x64.

® A machine shipping with both 32-bit and 64-bit configurations must be certi-
fied for both configurations.

® A machine that is capable of both 32-bit and 64-bit support but shipping with
one of these configurations must be certified for the configuration in which it
ships.

® A machine that ships with Windows 7 installed must be certified for both
Windows 7 with compatibility support module (CSM) and Windows 10 x64
with 64-bit UEFI.

NOTE For more information on UEF]I, refer to “UEFI Firmware” at https://msdn.
microsoft.com/en-us/windows/hardware/commercialize/manufacture/desktop/uefi-
firmware.

You should also be aware of the following considerations when selecting 32-bit or
64-bit Windows 10:

m Most 32-bit programs can run efficiently on a 64-bit platform, with the excep-
tion of some antivirus programs.

m Programs specifically designed to run on a 64-bit platform won’t work on
32-bit Windows. But some programs such as Microsoft Office 2010 and later
are available in both 32-bit and 64-bit versions.

® You need 64-bit device drivers to use all your hardware devices with 64-bit
Windows. Drivers designed for 32-bit Windows won’t work on a machine
running 64-bit Windows. Check the hardware device’s website to locate and
download 64-bit drivers.
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Software Compatibility

Current software on your computer might not be compatible with the new operat-
ing system. This need to ensure software compatibility is frequently one of the more
difficult parts of the development and testing phase of any operating system deploy-
ment project. The operating system that you deploy is important because it provides
the basic functionality for the computer, but productivity usually depends on busi-
ness applications that are installed, which makes applications more important to the
organization. If an application is not compatible with the operating system, you have
the following options:

m Upgrade the application to a compatible version.

m Replace the application with a similar type of application that is compatible
with Windows 10.

m Retire the application.

Before you are faced with these decisions, your first task in determining software
compatibility is to identify all the applications that are used #nd that will be installed
in your deployment project. You should develop a matrix of applications that are
organized according to priority of business productivity and by the number of users
of the application. For example, if you determine that 100% of all your users use
APP A, but that it does not directly contribute to business productivity (such as an
antivirus application), you would place it in the high use, low productivity quadrant.
If you determine that 10% of your users use APP B, and it contributes highly to
business productivity, you would place it in the low use, high productivity quadrant.
If 5% of users use APP C, and it has no impact on business productivity, you would
place that in the low use, low productivity quadrant. The applications in that low
use, low productivity quadrant are the ones that you should analyze for potentially
retiring. If you find that 90% of all users use APP D and it is considered business
critical, you would put APP D in the high use, high productivity quadrant. All
applications in this quadrant should receive priority during the project. Figure 2-1
attempts to place these applications into this perspective.
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High
APP A APPD
(Mission-critical)

Usage

APPC APPB

Low

Low . High
Productivity 9

Figure 2-1 Prioritize All Applications Used in Your Company According to Their Usage and
Productivity

You might decide to include additional criteria to your matrix to better pinpoint the
applications that will require more of your time during the project. For example,
you could identify which applications are developed for Windows 10, which are
developed specifically for older Windows operating systems, and which have been
developed in-house. Applications that have been developed for Windows XP,
Windows Vista, or Windows 7 might not run properly on Windows 10. Antivirus
applications are typically incompatible if they were developed for older Windows
versions. In nearly all cases, applications that worked properly on Windows 8.1 will
work with Windows 10; if problems occur, you should be able to run these applica-
tions in Compatibility mode.

After you have an inventory of your current software, you should then build a test
lab and test the applications with Windows 10. With each application that has com-
patibility problems, you should decide whether the application is important enough
to fix. If it is important, you should then determine the fixes you need to undertake
to make it compatible. You can then package the fixes using the Windows Assess-
ment and Deployment Kit. This toolkit assists software developers and corporate
IT professionals in performing Windows servicing and deployment, including the
Application Compatibility Toolkit (ACT). The ACT assists in evaluating and miti-
gating application compatibility issues. Finally, you should test the deployment and
perform a quality assurance check on the test PCs to see whether the applications
install and run properly.
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NOTE For more information on the Windows Assessment and Deployment Kit,
refer to “Windows 10 Deployment Tools” at https://technet.microsoft.com/en-us/
itpro/windows/deploy/windows-deployment-scenarios-and-tools.

Determining Appropriate Editions According to Device Type

Windows 10 runs on a wide range of devices, from desktop computers and work-
stations to handheld phones. The Windows 10 Mobile editions—in standard and
Enterprise—are designed for phones and small tablets.

Mobile Devices

Microsoft offers two editions of Windows 10 for mobile devices: Windows 10
Mobile and Windows 10 Mobile Enterprise. Most features are available on both
editions, but there are a few features to keep in mind that are available only for the
Enterprise edition:

® The Manage Updates capability allows mobile administrators to remotely
manage the updates for Windows mobile devices from a central location.

m The Current Branch for Business (CBB) for Windows updates is available only
on Windows 10 Mobile Enterprise.

® The Enterprise edition also allows administrators to control or turn off telem-
etry (diagnostic tracking services) for mobile devices.

Other Devices

You should review the list of features available for each edition of Windows 10,

the type of devices used, and the type of work being performed by users. In some
cases, it may be necessary to deploy different editions for different devices. In other
enterprises, it may make sense to deploy the same Windows edition to all users, to
simplify deployment and manageability.

Generally any device capable of running Windows 10 can run any edition. How-
ever, recall that running Windows 10 64-bit editions requires a 64-bit UEFI. Also,
the 64-bit editions require slightly more disk space and the 32-bit editions can run
more efficiently on very low memory devices. For heavier workloads, the 64-bit edi-
tions can make more use of devices with plenty of memory (over 4 GB). If you are
selecting a single edition as a standard for an entire business, it may be necessary

to evaluate the devices in use and replace any devices that are not a good fit for the
chosen edition.


https://www.technet.microsoft.com/en-us/itpro/windows/deploy/windows-deployment-scenarios-and-tools
https://www.technet.microsoft.com/en-us/itpro/windows/deploy/windows-deployment-scenarios-and-tools
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Specialized devices will require some additional consideration. If you have devices in
the business used for things such as single-application kiosks, ATMs, or performing
tasks such as medical monitoring or equipment control, deployment of these devices
must be carefully managed. These are the types of devices that Windows Long
Term Servicing Branch (L'TSB) edition supports. It excludes many of the tools that
would be inappropriate, such as Cortana and Windows Store, and receives security
and quality updates, but all features are frozen for the life of the device.

Determining Requirements for Windows Features

Windows 10 introduces several new features that you can use according to the hard-
ware configuration of your computer. These include the following:

m Client Hyper-V
m Windows Hello

m Miracast

m Cortana

m Virtual smart cards

Secure Boot

Table 2-3 introduces the hardware requirements for each of these features.

Table 2-3 Hardware Requirements for New Windows Features

Feature

Minimum Supported Hardware

Client Hyper-V

A 64-bit computer with at least 4 GB RAM and running Windows 10
Pro or Enterprise, as well as a processor that supports virtualization.

Additional RAM as needed to support the virtual machines being
installed on your computer.

Windows Hello

A specialized illuminated infrared camera is required for face recognition
to work for Windows Hello. Using fingerprint recognition requires a
fingerprint reader that supports the Windows Biometric Framework.

Miracast

Miracast requires a display adapter that supports Windows Display
Driver Model (WDDM) 1.3, and a Wi-Fi adapter that supports Wi-Fi
Direct.

Cortana

To use Cortana with speech recognition, a microphone is required.
Microsoft recommends a high-fidelity microphone array and a hardware
driver with Microphone array geometry exposed.
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Feature Minimum Supported Hardware

Virtual smart cards A Windows 10 Pro or Enterprise computer equipped with a TPM.
You also need access to an Active Directory Domain Service (AD DS)

domain with a domain server running a fully installed certificate
authority (CA).

Secure Boot A Windows 10.1 computer that meets the UEFI specifications version
2.3.1, Errata B, or higher, and that includes the Microsoft Windows
certificate authority in the UEFT signature database. Note that a TPM is
not required.

We take a look at installation and configuration of these features in Chapter 3.

Performing a Clean Installation

As an IT professional, you should run through at least one or two attended installa-
tions even if you are planning to deploy only unattended installations of Windows
10 throughout your organization. By going through the process, you can see each
stage of installation and relate it to sections within the answer files and with the
unattended process later on. If you need to troubleshoot an unattended installation,
you will be better able to identify the point at which the installation failed if you
have already become familiar with the attended installation process.

Performing an Attended Installation

You can run an attended installation process for either an upgrade or a clean instal-
lation of Windows 10. Upgrading to Windows 10 is covered later in this chapter, so
we will be walking through a clean installation process in this section.

Before you begin, check to make certain that you have gathered all the information
you need and are prepared to install. You should have the following:

® A computer that meets the minimum hardware requirements previously given
in Table 2-2.

® Windows 10 drivers from the manufacturer for any hardware that does not
appear in the Windows Hardware Certification Program. It’s imperative that
you have the hard disk drivers, especially if they are RAID or SCSI devices.

m Windows 10 DVD or installation files available across a network.

m BIOS that meets the minimum requirements for Windows 10 compatibility
and the bitness of the edition you plan to install.

® Product code, which should be listed on the DVD package or provided to you
from the network administrator.
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m [facross a network, a boot disk that can access network shares and appropriate
network adapters.

® Internet connection for Automatic Updates and access to updated drivers and
Windows Product Activation (WPA).

m A backup of all your existing data and the drivers for the backup device so that
you can restore the data.

When you have all the preceding items in hand, you’re ready to install Windows
10. Your first step in the installation is to boot the computer into the setup process.
This process involves running Setup.exe, which is the application that installs Win-
dows 10 on a new computer or updates an older Windows computer to Windows
10. Use the following procedure to install Windows 10 using a bootable DVD-
ROM rather than a network installation:

Step 1.  Insert the Windows 10 installation DVD and boot the computer. If you
receive a message that the DVD has been autodetected and a prompt
to Press Any Key to Boot from CD or DVD, press the spacebar or any
other key within five seconds, or the computer will attempt to boot from
the hard disk.

Step 2.  The screen displays a Windows logo as initial files are loaded. After
a minute or so, the Install Windows dialog box shown in Figure 2-2
appears. If you need to change the language, time, and currency format,
or keyboard or input method settings, do so. Otherwise, click Next to
proceed.

== Windows

Figure 2-2 The Install Windows Dialog Box Options for Language, Time and Currency, and
Keyboard or Input Method
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Step 3.
Step 4.

Step 5.

Click Install Now to begin installation.

If you receive a dialog box prompting you to enter the product key to
activate Windows, type the product key supplied (it should be on the
box containing the DVD or provided with the download), and then click
Next.

You are informed that Setup is starting, and then another Install
Windows dialog box (see Figure 2-3) asks you to read the license terms.
You must select the I Accept the License Terms check box to accept
the licensing agreement as indicated at the bottom of the screen. Then

click Next.

o) ol Windows Setup

Applicable notices and license terms

Last updated July 2016 ~
MICROSOFT SOFTWARE LICENSE TERMS
WINDOWS OPERATING SYSTEM

IF YOU LIVE IN (OR IF YOUR PRINCIPAL PLACE OF BUSINESS IS IN) THE
UNITED STATES, PLEASE READ THE BINDING ARBITRATION CLAUSE
AND CLASS ACTION WAIVER IN SECTION 10. IT AFFECTS HOW
DISPUTES ARE RESOLVED.

Thank you for choosing Microsoft!

Depending on how you obtained the Windows software, this is a license
| agreement between (i) you and the device manufacturer or software installer

I~ [ accept the license terms

e —

1 ollecting information

2

Figure 2-3 Accept the License Terms to Install Windows 10

Step 6.

The Which Type of Installation Do You Want? screen shown in Figure
2-4 offers you a choice of upgrade or custom installation. If you select the
Upgrade option at this point, Windows setup will not allow you to pro-
ceed, because you booted the computer from the installation media. The
Upgrade option is functional only if you are running the installation on a
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computer running a compatible copy of Windows 7/8/8.1 with suffi-
cient free disk space to accommodate the upgrade, and you use the
Setup.exe program to start the installation from Windows. Select the
Custom: Install Windows Only (Advanced) option to continue.

G o Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings. and applications are maved to Windows with this option. This cption is only

when a supported version of Windows is already running on the computer

Custom: Install Windows only (advanced)

with this option. I you want to
ssing the instellation disc, We

——————

1 Collecting information

2 Installing W

Figure 2-4 Choosing Between an Upgrade and a Custom Installation

Hi vaNet wor k. Corr

Step 7.

Step 8.

Step 9.

The next screen shows the available partitions and unpartitioned disk
space where you can install Windows 10. Make certain you select a par-
tition that has enough available disk space, preferably 40 GB, but at least
16 GB for an x86 installation or 20 GB for an x64 installation. If unparti-
tioned space is available, you can select the unpartitioned space and cre-
ate a new partition for the operating system at this point. Click Next.

If the selected partition contains files from a previous Windows installa-
tion, you receive a message box informing you of this fact, and that these
files will be moved to a folder named Windows.old. Click OK to proceed
or Cancel to go back and select a different partition.

The next window tracks the progress of installing Windows 10 and
informs you that your computer will restart several times, as shown in
Figure 2-5. Take a coffee break.
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o Windows Setup

Installing Windows

Status

Getting files ready for installation (16%)

Figure 2-5 Tracking Progress of the Windows 10 Installation

Step 10.  After the final reboot, Setup displays the window shown in Figure 2-6.
You can use the Customize Settings link to change the initial settings to

your liking. Click Use Express Settings.

Step 11. If you are installing Windows 10 Pro, you are asked if you own the com-
puter or whether your work or school owns it. Selecting the My Work or
School Owns It option allows you to join a local Active Directory or an
Azure Active Directory for your organization. Select I Own It, and then
click Next.
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Get going fast

Change these at any time (scroll to see more). Select Use Express settings to:

Customize Use Express settings

Figure 2-6 Setup Prompts You to Choose Express Settings or to Customize Settings

Step 12. Setup asks you to sign in to your Microsoft account, as shown in
Figure 2-7. This is an email account in the @hotmail.com or
@outlook.com domain, which enables you to access the Windows
Store as well as your email using the built-in Mail app. Type the email
address and its associated password in the spaces provided, and then
click Next. If you don’t have a Microsoft account, click Create a New
Account to create a Microsoft account or Don’t Have an Account to
proceed without creating a Microsoft account.
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Figure 2-7 Setup Asks You to Sign In to Your Microsoft Account

NOTE This screen is displayed only for Windows 10 Home or Windows 10 Pro
editions. If you are installing an Enterprise edition, you will instead be prompted to
join an Active Directory, either your local company domain or an Azure Active Di-
rectory. The Azure AD is for businesses using Microsoft cloud services, such as Of-
fice 365. For more about the Azure Active Directory, see https://docs.microsoft.com/
en-us/azure/active-directory/active-directory-azureadjoin-user-frx.

Step 13. Setup asks if you want to see what’s most relevant to you by allowing
Microsoft Advertising to use your account information, and if you want
promotional offers. Check the boxes as appropriate and then click Next.

Step 14. Setup offers the option of setting up a PIN. Skip this step by selecting the
Skip This Step link.
Step 15. Setup presents the Meet Cortana page. Click the Use Cortana button.

Step 16. After a minute or two, the Windows 10 Start screen appears. You are now
ready to work with Windows 10.

You have just completed a full, manual installation of Windows 10 from scratch. In

a typical installation, you would next confirm the date, time, and time zone settings;
specify networking settings; join a workgroup or domain; install additional applica-
tions; restore data from backup; and customize the desktop to meet your needs.


https://www.docs.microsoft.com/en-us/azure/active-directory/active-directory-azureadjoin-user-frx
https://www.docs.microsoft.com/en-us/azure/active-directory/active-directory-azureadjoin-user-frx
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Performing an Unattended Installation of Windows 10

A typical installation of Windows 10, as explained in the previous section, is fine

if you have only one or two computers to be installed. But what if you have a large
number of computers on which you want to install Windows 10? Entering the same
information repeatedly becomes tedious and error prone, so Microsoft has devel-
oped methods for automating the installation of Windows 10 on a series of comput-
ers. Unattended installations typically utilize an answer file that contains answers

to questions asked by Setup.exe, so that an installation proceeds smoothly without
operator intervention.

Understanding Answer Files

Typically called Unattend.xml or Autounattend.xml, the answer file was first used
with Windows Vista and replaces the Unattend.txt file that was formerly used with
older Windows operating systems. You can include setup options (such as partition-
ing and formatting of disks), which Windows image to install, and the product key
that should be used. You can also include installation-specific items (such as user-
names, display settings, and Internet Explorer favorites).

Windows System Image Manager (SIM) enables you to create answer files from
information included in a Windows image (.wim) file and a catalog (.clg) file. You
can also include component settings and software packages to be installed on the

computers with Windows 10. The following are several actions you can accomplish
using SIM:

m Create new answer files and edit existing ones.
m Validate the information in an answer file against a .wim file.
® View and modify the component configurations in a .wim file.
® Include additional drivers, applications, updates, or component packages in the
answer file.
You can use SIM to create unattended answer files. You should have two computers,

as follows:

® A computer from which you install SIM and create the answer files. Microsoft
refers to this computer as the “technician computer.”

® A computer without an operating system but equipped with a DVD-ROM
drive and a network card (or USB support). Microsoft refers to this computer
as the “reference computer.”
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Understanding Configuration Passes

When you use an unattended installation answer file for installing Windows, set-
tings are applied at various stages of the setup process that Microsoft calls configura-
tion passes. T'able 2-4 describes the different configuration passes used in setting up
Windows 10 and Windows Server 2016.

Table 2-4 Configuration Passes

Configuration Pass

Description

1 Windows PE

Configures Windows PE options and basic Windows Setup

options. Use this configuration pass to add any drivers required for
Windows PE to access the local or network hard drive. Also use this
configuration pass to add any basic information such as a product key.

2 offlineServicing

Applies updates including packages, software fixes, language packs, and
security updates to the Windows image.

3 generalize

Used only when running the Sysprep /generalize command, enables
you to configure this command for removing system-specific settings
such as the SID.

4 specialize

Creates and applies system-specific information such as network,
domain, and international settings.

5 auditSystem

Used only when booting to Audit mode after running Sysprep;
processes unattended Setup settings before a user logs on.

6 auditUser

Used only when booting to Audit mode after running Sysprep;
processes unattended Setup settings after a user logs on.

7 oobeSystem

Applies Windows settings before Windows Welcome starts.

NOTE For more information on answer files and their usage, refer to “Answer
Files Overview” at https://msdn.microsoft.com/en-us/library/windows/hardware/
dn915072(v=vs.85).aspx. To find out about the latest features in the SIM and the
Windows Assessment and Deployment Kit (ADK), see https://msdn.microsoft.com/
windows/hardware/commercialize/what-s-new-in-kits-and-tools.

Creating an Answer File

Windows SIM is a component of the Windows Assessment and Deployment Kit
(ADK) for Windows 10. To use SIM to create the files required for performing
unattended installations, you first need to download and install the ADK from
Microsoft and copy the appropriate files from the Windows 10 DVD-ROM. You
should perform these steps on a computer running Windows 7, Windows 8.1, or
Windows 10. Use the following steps to download and install the ADK.


https://www.msdn.microsoft.com/en-us/library/windows/hardware/dn915072(v=vs.85).aspx
https://www.msdn.microsoft.com/en-us/library/windows/hardware/dn915072(v=vs.85).aspx
https://www.msdn.microsoft.com/windows/hardware/commercialize/what-s-new-in-kits-and-tools
https://www.msdn.microsoft.com/windows/hardware/commercialize/what-s-new-in-kits-and-tools

Step 1.

Step 2.
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Open Internet Explorer, navigate to https://developer.microsoft.com/
en-us/windows/hardware/windows-assessment-deployment-kit, and
follow the instructions provided to download the Windows ADK. Note
that there will be a different ADK for each Windows 10 build or update.
Select the correct one for the Windows 10 version you are working with.

You should receive a User Account Control dialog box. Click Yes to
display the Specify Location screen shown in Figure 2-8.

ﬁ Windows Assessment and Depleyment Kit - Windows 10 - x

Specify Location

® Install the Windows Assessment and Deployment Kit - Windows 10 to this computer

Install Path:
C:\Program Files (x86)\Windows Kits\10%

O Download the Windows Assessment and Deployment Kit - Windows 10 for installation on a separate
computer

Download Path:

CA\Users\hholt\Downlo

Estimated disk space required: 6.7 GB
Disk space available: 48.9 GB

findows Kits\10VADK

m
a
=
Il

Figure 2-8

Step 3.

Step 4.

Step 5.
Step 6.

Installing the Windows Assessment and Deployment Kit

Accept the default installation path or click Browse to specify an
alternate location, and then click Next.

If you receive the Join the Customer Experience Improvement Program
screen, click Next.

Click Accept to accept the license agreement.

On the Select the Features You Want to Install page shown in Figure
2-9, accept the defaults, check the Application Compatibility Tools
check box, and then click Install.
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ﬁ Windows Assessment and Deployment Kit - Windows 10 - x

Select the features you want to install

Click a feature name for more information.

Appiication Compatioility Tools Media eXperience Analyzer
Deployment Tools Size: 47.7 MB
Windows Preinstaliation Environment (Windows PE) Tool to analyze media performance data in a graphical user

Imaging And Configuratian Designer (ICD) nterface.

Configuration Designer ncludes:
User State Migration Tool (USMT) + Auto eXperience Analyzer
[ vielume Activation Management Tool (VAMT) * Media eXperience Analyzer
Windows Performance Toolkit
Windows Assessment Toolkit
I:| Windows Assessment Services - Client

[] Microsoft SQL Server 2012 Express

Microsoft User Experience Virtualization (UE-V) Template ¢

Microsoft Application Virtualization (App-V) Sequencer

[] Media experience Analyzer Estimated disk space required: 6.7 GB
Disk space available: 48.9 GB
| Back | | Gl_nstall | | Cancel

Figure 2-9 Selecting the ADK Features to Be Installed.

TIP  You might want to make sure you have selected the User State Migration Tool
(USMT) when you study Chapter 9, “Managing User Data,” and Application
Compatibility Toolkit for use when you study Chapter 5, “Installing and Managing
Software.”

Step 7.  Ifyou receive an additional UAC dialog box, click Yes.

Step 8.  An Installing Features page appears as the ADK tools are installed. This
process can take up to an hour. When installation finishes, click Close.

After you have installed the ADK, a folder is present on the technician computer,
from which you can create answer files. To create an answer file based on the default
Windows image found on the Windows 10 DVD, use the following procedure:

Step 1.  Insert the Windows 10 DVD-ROM. If you receive an Install Windows
screen, click Cancel.

Step 2. Ifyou receive an AutoPlay window, click the Open Folder to View Files
option. If not, open a File Explorer (Computer on Windows 7 or Vista)
window, navigate to the Windows 10 DVD-ROM, right-click, and select
Open.
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Step 3.  Open the Sources folder, navigate to the boot.wim file, right-click, and
then choose Copy.

Step 4. Open a File Explorer (or Computer) window, navigate to a suitable
location, and create a folder to hold the installation files; for example,
C:\Windows_Install.

Step 5. Open this folder and use Ctrl+V to paste the boot.wim file into it. This
will take several minutes.

Step 6. Open Search and type Windows System Image Manager. Then select
Windows System Image Manager from the list that appears.

Step 7. In Windows System Image Manager shown in Figure 2-10, click File >
Select Windows Image.

A Windows System Image Manager - [m] 4
Eile Edit [Inset Jools Help

No avallable properties

Select a Windows image or catalog file

XMHU‘ Validation Configuration Set
Description Location

Figure 2-10 Select a Windows Image File to Create an Answer File

Step 8. In the Select a Windows Image dialog box shown in Figure 2-11, navi-
gate to the folder you copied the boot.wim file to, select this file, and
then click Open.
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A Select a Windows Image *
Look - | | Windows_instal et em
* Name B Date modified Type
iL_| boot.wim 2/13/20169:26 AM  WIM File
Quick access
Desktop
™
Libraries
This PC
< >
' File pame: boot wim v Open
Metwerk | I_l
Files of fype: Windows image or catalog files("wim, “clg) | Open Folder
Cancel

Figure 2-11 Selecting the boot.wim File

Step 9. In the Select an Image dialog box shown in Figure 2-12, select Microsoft
Windows Setup (x64), and then click OK.

Select an Image X

Select an image in the Windows image file:
Microsoft Windows PE {64

Microsoft Windows Setup bcb4)

(You must be an administrator of the local machine to create catalogs )

| ok || Cancel

Figure 2-12 Selecting a Windows 10 Image

Step 10. SIM displays the message shown in Figure 2-13, asking you to create a
catalog file. Click Yes, and then click Yes in the User Account Control

dialog box that appears.

Windows System Image Manager X

@ The catalog file for Windows image Microsoft Windows Setup x64) cannot be opened for the following reason:
Cannot find the catalog file associated with the Windows image Microsoft Windows Setup (x64).

“You must have a valid catalog file to continue. Do you want to create a catalog file?
{You must be an adminisirator of the local machine )

® Yes No

Figure 2-13 Create a Catalog File
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A Generating Catalog File message box appears as the files are processed
and the catalog file is created. This takes several minutes. When the pro-
cess of generating a catalog file is complete, click OK. You are returned

to Windows SIM.

Step 12. In the Windows Image pane, expand the Components node to display the
available components.
Step 13. To create a new answer file, click File > New Answer File. To use a
sample answer file as a template for creating your answer file, click File
> Open Answer File, and navigate to the C:\Program Files (x86)\
Windows Kits\10\Assessment and Deployment Kit\Deployment Tools\
Samples\Unattend folder. (These options are visible in Figure 2-10.)
Either action displays a hierarchical tree of answer file components in the
Answer File pane of Windows SIM, as shown in Figure 2-14, including
the configuration passes previously described in Table 2-4 and placed in
the Components node.
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Figure 2-14 Windows SIM Displays Available Components and the Raw Answer File with Its

Configuration Passes
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Step 14. To add components to the answer file, right-click each desired compo-
nent in turn and add to the configuration pass indicated in the pop-up
menu that appears. Repeat this step as needed until you’ve added all
needed components.

Step 15. To add packages to the answer file, expand the Packages node in the
Windows Image section of Windows SIM, right-click each desired pack-
age in turn and choose Add to Answer File. Note that a package is
used for adding software updates, service packs, language packs, security
updates, and new Windows features to the Windows image.

Step 16. 'The Answer File pane should display all the settings you have added. To
complete the creation of an answer file for a basic Windows 10 installation,
select and configure any settings required for components you’ve added.
"To do this, expand the configuration path containing the component to
be configured, select the required component, and then add or modify the
desired setting displayed in the Properties pane of Windows SIM.

Step 17. Validate the settings you have configured by selecting Validate Answer
File from the Tools menu.

Step 18. If you receive an error message, double-click the message in the Messages
pane, correct the error, and then repeat Step 16.

Step 19. When all errors have been corrected, click File > Save Answer File.
Save the answer file as Autounattend.xml, and then copy this file to
removable media, such as a flash drive.

CAUTION Be aware that you cannot create catalog files for 32-bit computers when
using the 64-bit version of Windows SIM. However, the 32-bit version is
capable of creating catalog files for either 32- or 64-bit Windows installations.

NOTE For more information on answer files in Windows 10 and Windows Server
2016, refer to “Answer Files Overview” at https://msdn.microsoft.com/en-us/
windows/hardware/commercialize/customize/desktop/wsim/answer-files-overview.
For more information on using Windows SIM, refer to the topics listed in “Win-
dows System Image Manager How-to Topics” at https://msdn.microsoft.com/en-us/
windows/hardware/commercialize/customize/desktop/wsim/windows-system-image-
manager-how-to-topics. Also refer to the Help files that come with Windows SIM.
(From the Help menu, select Windows System Image Manager Technical Refer-
ence.) For more information on the Windows ADK, refer to “What’s New in ADK
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Kits and Tools” at https://msdn.microsoft.com/en-us/windows/hardware/
commercialize/what-s-new-in-kits-and-tools and the links to further documentation
and reference material.

CAUTION It is possible to edit an answer file by using a text editor, such as Note-
pad. However, you must take care when editing answer files. When using Notepad
to edit the answer file or UDF file, you must ensure that you follow the rules of syn-
tax exactly; otherwise, unattended installations will either fail or prompt the user for
additional information.

Using the Answer Files to Perform an Unattended Installation

Having created the answer files as described in the previous procedure, it is easy to
run the automated installation of Windows 10 on a new computer (often called the
target computer) without an operating system, as shown in the following steps:

Step 1.  Start the target computer and insert the Windows 10 DVD-ROM and
the flash drive you created in the previous procedure.

Step2. To run Setup.exe, press Ctrl+Alt+Delete. The computer restarts and
searches the flash drive for the Autounattend.xml file.

Step 3.  Setup should proceed automatically and install Windows 10 with all cus-
tomizations you have previously configured.

Dual-Booting Windows 10

As in previous versions of Windows, you can install Windows 10 alongside a differ-
ent version of Windows in a dual-boot configuration. This refers to installing two
operating systems (for example Windows 8.1 and Windows 10) side by side on the
same computer so that you can boot the computer to one operating system or the
other. By specifying a partition that does not have an operating system installed in
Step 7 of the procedure outlined in the section “Performing an Attended Instal-
lation,” you can select a different partition on which to install Windows 10. This
retains all applications and settings you have configured in the previous version of
Windows and creates a clean installation of Windows 10 on the partition you have
specified. You can even create multiboot systems with more than two different oper-
ating systems, including different editions of Windows 10, on the same computer.
Dual-booting or multibooting has the following advantages:
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Key ® You can test various editions of Windows 10 without destroying your current
Topic operating system.

® Ifyou are running applications that are not compatible with Windows 10, you
can boot into an older operating system to run these applications.

m Developers can test their work on different Windows versions without need-
ing more than one computer.

Boot Management Programs Used by Windows 10

Windows 10 includes several new boot management programs, which were first
introduced in Windows Vista and Windows Server 2008, and replaced the older
programs, such as BOOTMGR and bootcfg used with previous Windows versions.
These include the following:

m Bootcfg.exe: Enables you to edit, modify, or delete boot entry settings in the
boot.ini file used in older Windows operating systems.

® Bcdedit.exe: An editing application that enables you to edit boot configura-
tion data on Windows Vista/7/8/8.1/10 or Windows Server 2008/2012/2016.
"This is the only program that offers boot management editing capabilities for
Windows 8.1 and Windows 10.

®m Winload.exe: The operating system loader, included with each instance
of Windows Vista, Windows 7, Windows 8/8.1/10, Windows Server 2008,
Windows Server 2012/R2, or Windows Server 2016 installed on any one com-
puter. Winload.exe loads the operating system, its kernel, hardware abstrac-
tion layer (HAL), and drivers on startup.

m Winresume.exe: Included with each instance of Windows Vista, Windows
7, Windows 8/8.1/10, Windows Server 2008, Windows Server 2012/R2, or
Windows Server 2016 installed on any one computer, this program resumes
the operating system from hibernation.

NOTE For more information on using Bootcfg.exe and Bededit.exe, refer to
“Adding Boot Entries” at https://msdn.microsoft.com/en-us/windows/hardware/
drivers/devtest/adding-boot-entries.

Setting Up a Dual-Boot System

The procedure for setting up a dual-boot operating system can vary, but you should
generally proceed along the lines of the following:
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If you haven’t already installed the oldest operating system, install and
configure it first. For example, you would install Windows 7, then Win-
dows 8.1, and then Windows 10 in that order if you wanted a triple-boot
configuration with these three operating systems.

While running the older operating system, insert the Windows 10
DVD-ROM.

When you receive the option with a choice of upgrade or clean instal-
lation (Step 6 of the procedure outlined in the section “Performing
an Attended Installation”; refer to Figure 2-3), select the Custom
(Advanced) option to continue.

The next screen displays the list of available partitions, which includes
the partition or partitions on which you have installed the older operat-
ing system(s). Select a different partition or create a new partition from
unpartitioned space, and then click Next.

Follow the remaining steps in the procedure for performing an attended
installation to complete the installation of Windows 10.

Refreshing Windows 10

If you are encountering problems with an existing installation of Windows 10, you
can reinstall Windows 10 on top of your current installation, also known as a reset
and refresh. Refreshing your installation deletes all Windows settings and applica-
tions, but retains all data files and folders. Use the following procedure to refresh

Windows 10:

Step 1.  From the Start menu, click the Settings icon.

Step 2. From the Windows Settings screen, click Update & Security.

Step 3.  In the left column, click Recovery.

Step 4. Under Reset This PC Without Affecting Your Files, click Get Started.
Step 5. Choose from Keep My Files on the next dialog box.

Step 6. Follow the instructions presented, which are similar to those described

for a clean installation of Windows 10 earlier in this chapter.

You can also remove all applications, files, and settings, resetting Windows to its
original installation settings. Ensure that you have backed up any data on the Win-
dows partition that you want to retain before performing this action. Use the same
steps as in the preceding procedure, except in Step 5, click Remove Everything.
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Troubleshooting Failed Installations

A network administrator’s best friend in a crisis is an error log file. This is also true
for Windows 10 installation failures. While installing, Windows 10 Setup generates
log files that point you in the right direction when you need to troubleshoot.

The Action log (Setupact.log) reports which actions Setup performed in chrono-
logical order. This log indicates which files were copied and which were deleted.
It records whether any external programs are run and shows where errors have
occurred.

Setup creates an Error log (Setuperr.log) to record only the errors. Given that the
Action log is extremely large, this log makes it easier to review errors and their
severity levels. Although you might see some errors in the Action log, you prob-
ably won’t see them in the Error log unless they are fairly severe. For example, the
Action log reports an error if Setup cannot delete a file because the file was already
moved or deleted, but that error does not appear in the Error log.

Table 2-5 describes some of the more important logs created during installation:

Table 2-5 Windows 10 Setup Logs

Log File Name Description

%systemroot% \panther\miglog.xml Records information about the user directory
structure, including security identifiers (SIDs).

%systemroot % \panther\setupact.log Records modifications performed on the system
during Setup.

%systemroot% \inf\setupapi.dev.log Records data about Plug and Play devices

and drivers. Check this file for device driver
installation information.

%systemroot % \inf\setupapi.setup.log Records data about Windows and application
installation.
%systemroot% \setuperr.log Records errors generated by hardware or driver

issues during Windows installation.

%systemroot % \security\logs\scesetup.log ~ Logs the security settings for the computer.

Stop Errors or Blue Screen of Death (BSOD)

If you receive a Stop error that appears on the Microsoft blue screen (commonly
known as the Blue Screen of Death), you have encountered a serious error with the
installation. Stop errors have some instructions to follow on the screen. Not only
should you follow the instructions, but you should also check the compatibility of
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the hardware before attempting to install again. Use the following steps to resolve a
Stop error.

Step 1.  Shut down the computer.
Step 2. Remove all new hardware devices.
Step 3.  Start up the computer and remove the associated drivers. Shut down.

Step 4. Install one of the removed hardware devices. Boot the computer and
install the appropriate driver. Reboot. If no BSOD occurs, continue add-
ing devices, one at a time.

Step5. Open Device Manager and look for devices with a black exclamation
point on a yellow background or a red X. Run hardware diagnostic

software.

Step 6.  Check for hardware compatibility and BIOS compatibility. Check to see
whether you have the latest available version of the BIOS.

Step 7. Check the System log in Event Viewer for error messages. These may
lead to a driver that is causing the Stop error.

Step 8.  Visit http://search.microsoft.com and perform a search on the Micro-
soft Knowledge Base for the Stop error number (for example, Stop:
0x0000000A). Follow the instructions given in the Knowledge Base

article(s) for diagnosing and repairing the error.
Step 9. Disable BIOS options such as caching or shadowing memory.

Step 10. If the Stop error specifies a particular driver, disable the driver and then
download and update the driver to the latest version available from the
manufacturer.

Step 11. Video drivers are commonly the cause of a BSOD. Therefore, switch to
the Windows Low-resolution video (800x600) driver (available from the
Advanced Startup Options menu) and then contact the manufacturer for
updated video drivers.

Step 12. If using a Small Computer System Interface (SCSI) adapter and device,
ensure that the SCSI chain is properly terminated and that there are no
conflicts with the SCSI IDs.

TIP The code and text associated with a Stop error are a great help in troubleshoot-
ing. For example, an error could be STOP 0x00000001 (DRIVER IRQL NOT
LESS OR EQUAL). You can search for this code number and text on Microsoft’s
website for an explanation of the cause and possible ways to fix the problem.
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Stopped Installation

Windows 10 might stop in the middle of an installation. This can happen because

of a hardware conflict, incompatibility, or unsuitable configuration. To resolve the
conflict, you should follow the usual procedure of removing all unnecessary devices
from the computer and attempting installation again. After Windows 10 is installed,
you can add one device at a time back to the computer, load the latest manufactur-
er’s drivers, and boot to see whether the computer functions properly. It is impor-
tant that you add only one device at a time so that you can discover which device (or
devices) might have been the cause of the problem.

NOTE For more information on various aspects of installing and deploying
Windows 10, refer to links provided in the document “Deploy Windows 10” at
https://technet.microsoft.com/itpro/windows/deploy/index. For information on
enterprise-level Windows 10 deployment strategies, refer to “Windows 10 Deploy-
ment Considerations” at https://technet.microsoft.com/en-us/itpro/windows/plan/
windows-10-deployment-considerations.

Upgrading to Windows 10

Many individuals who have purchased Windows 7 computers since its rollout in
2009 are attracted to the new Windows Start screen and its easy-to-use Windows
Store apps and other features that we have already discussed in Chapter 1. Micro-
soft has provided paths for upgrading these computers to Windows 10. Microsoft
offered free upgrades to Windows 10 for anyone using Windows 7, 8, or 8.1 until
July 29, 2016. This section looks at which computers can be upgraded directly to
Windows 10 and which computers require a complete reinstall of the operating
system.

Other users might have purchased a computer running the Home edition of Win-
dows 10, but later want to utilize features available only in a higher edition, such as
Windows 10 Pro. Consequently, Microsoft has made upgrade paths available that
enable these users to move to a higher version of Windows 10. As with the upgrade
of an earlier version of Windows, these paths enable users to retain Registry settings
and account information from the lower version of Windows 10.

Upgrade paths from previous Windows versions depend on the operating system
version currently installed. Table 2-6 lists the available upgrade paths for older
operating systems.
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Table 2-6 Upgrading Older Operating Systems to Windows 10

Operating System Upgrade Path

Windows 8.1 (any edition) Can be upgraded to the same or higher version of
Windows 10.

Windows 7 Starter, Home Basic, or Can be upgraded directly to Windows 10 or

Home Premium Windows 10 Pro.

Windows 7 Professional or Ultimate Can be upgraded directly to Windows 10 Pro.

Windows 7 Professional (Volume Can be upgraded directly to Windows 10 Enterprise.

license) or Enterprise (Volume license)

Windows Vista (any edition)

installation of Windows 10.

Cannot be upgraded. You need to perform a clean

Cross-architecture (32-bit to 64-bit) Cannot be upgraded.
Windows Vista/7/8
Non-Windows operating systems Cannot be upgraded. You need to perform a clean

(UNIX, Linux, OS X)

installation of Windows 10.

NOTE For more information on Windows 10 upgrades and editions, see “Windows
10 Upgrade Paths” at https://technet.microsoft.com/en-us/itpro/windows/deploy/

windows-10-upgrade-paths.

Furthermore, the type of data you can keep during upgrade depends on the installa-
tion path to Windows 10. It is possible that you can keep Windows data and system
settings, personal files, applications, or nothing at all according to the upgrade path.

Table 2-7 summarizes your options:

Table 2-7 Supported Upgrade Paths to Windows 10

Operating Keep Windows Settings, Keep Windows Keep Keep

System Personal Files, and Settings and Personal Nothing
Applications Personal Files Files Only

Windows 8.1 Yes Yes Yes Yes

(any edition)

Windows 8 Yes Yes Yes Yes

(any edition)

Windows 7 Yes No Yes Yes

(any edition)

Windows Vista  N/A N/A N/A N/A
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Choosing Between an Upgrade and a Clean Installation

If you have a computer that is currently running Windows 7, 8, or 8.1 and meets

the hardware requirements for running Windows 10, it might be possible to either
upgrade the existing Windows installation to Windows 10 or perform a clean instal-
lation. The hardware requirements for Windows 10 have not changed from the
requirements for Windows 8.1. Refer to the following considerations when deciding
whether to upgrade your current installation:

m If you upgrade your current installation of Windows to Windows 10, all your
applications, data, and settings, such as usernames and passwords, are retained
and will work with Windows 10. However, if a program is not compatible with
Windows 10, it will not work unless you are able to configure it in a Compat-
ibility mode. Refer to the program manufacturer’s website for further informa-
tion; in many cases, it will be possible to purchase an upgrade for the program.

® You must ensure that all drivers used with hardware devices attached to your
computer are compatible with Windows 10. Refer to the device’s website for
information on available drivers and to download updated drivers.

m Ifyou perform a clean installation of Windows 10, you must reinstall all pro-
grams that you used with the previous version of Windows. Further, you must
re-create all settings, such as usernames and passwords. If you use the same
disk partition as the previous installation of Windows, all data stored on that
partition will be lost; consequently, you must back up data to another location
before starting your installation.

m Ifyou perform a clean installation of Windows 10 to a different partition than
your previous Windows installation, you will create a dual-boot system in
which you can boot either Windows 10 or the previous installation of Win-
dows. You can access any data stored on the previous Windows partition;
however, you must reinstall all programs that you intend to use on Windows
10 (accessing programs on the previous Windows partition and double-
clicking executable files will generally not work).

Preparing a Computer to Meet Upgrade Requirements

In addition to running one of the supported versions of Windows mentioned here,
a computer to be upgraded to Windows 10 must meet the hardware requirements
previously described in Chapter 1. Note that this should always be true because the
hardware requirements for Windows 10 are the same as those for Windows 8. Fur-
thermore, all hardware components should be found in the Windows Certification
Program. Older software applications may not be compatible with Windows 10.
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Such applications might need to be upgraded or replaced to work properly after you
have upgraded your operating system.

Before you upgrade a Windows 7 or Windows 8.1 computer to Windows 10, you
should perform several additional tasks, as follows:

m Check the BIOS manufacturer’s website for any available BIOS upgrades,
and upgrade the computer’s BIOS to the latest available functional version if
necessary. You should perform this step before a clean install or an upgrade to
Windows 10.

m Scan and eliminate any viruses from the computer, using an antivirus program
that has been updated with the latest antivirus signatures. You should then
remove or disable the antivirus program because it may interfere with the
upgrade process. In addition, you should use a third-party program to scan for
and remove malicious software (malware).

m Install any upgrade packs that may be required to render older software appli-
cations compatible with Windows 10. Consult software manufacturers for
details.

m [nstall the latest updates for Windows 8.1, or the latest service packs for Win-
dows 7 (SP1 at the time of writing), plus any other updates that Microsoft has
published. At the very minimum, Windows 7 must have SP1 installed.

Upgrading the Computer to Windows 10

Ke
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After you have checked system compatibility and performed all tasks required to
prepare your computer for upgrading, you are ready to proceed. The upgrade takes
place in a similar fashion to a new installation, except that answers to some questions
asked by the setup wizard are taken from the current installation. Perform the fol-
lowing procedure to upgrade a Windows 7, Windows 8, or Windows 8.1 computer
to Windows 10:

Step 1. Insert the Windows 10 DVD-ROM.

Step 2. If you receive a UAC prompt, click Yes. (If running Windows 8/8.1, click
Continue.)

Step 3.  Setup copies temporary files, and then the Get the latest page appears.
If you are connected to the Internet, select the Go Online to Install
Updates Now (Recommended) option. Otherwise select the No,
Thanks option. Then click Next.

Step 4. Type your product key and then click Next.
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Step 5. On the License terms page, select the check box labeled I Accept the
License Terms, and then click Accept.

Step 6. You receive the Choose What to Keep Page shown in Figure 2-15. Note
that the options appearing in Figure 2-15 will depend on the upgrade
path chosen, as described previously in Table 2-5. Select an option and
then click Next.

= Windows 10 Setup EI = @

I be deleted, including files,

Figure 2-15 Choose Which Iltems Are to Be Kept from the Previous Windows Installation

Step 7. Setup checks for anything that might need your attention and displays
the Compatibility details page with information about any applications or
drivers that are not supported in Windows 10. Note the information pro-
vided, and then click Next. If the compatibility check does not find any
issues, this page does not appear.

Step 8.  Setup presents a Ready to Install page as shown in Figure 2-16, which
summarizes the settings you’ve chosen. Click Back if you need to make
any changes. When finished, click Install.
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" Windows 10 Setup = =)

Figure 2-16 Ready to Install Page Provides a Summary of the Selections You’ve Made

Step 9.  Setup displays an Installing Windows 10 screen as it proceeds with the
upgrade. This proceeds in a fashion similar to that of a clean installation.
It only asks for any information it cannot retrieve from the previous Win-
dows installation.

Step 10. After installation has completed and the computer has rebooted, you
receive the Sign-on screen, which displays the username obtained from
the previous Windows version. Type the same password that you used in
Windows 7 or Windows 8. Windows 10 should accept these and, after a
minute or two, the Start screen will appear.

Upgrading from One Edition of Windows 10 to Another

Chapter 1 introduced you to the editions Microsoft has produced for Windows 10.
Just as you can upgrade Windows 7 or 8 to Windows 10, you can also upgrade a
lower edition of Windows 10 to a higher one. Table 2-8 summarizes the available
upgrade paths.
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Table 2-8 Upgrading One Edition of Windows 10 to a Higher One

Windows Edition You Are Upgrading You Can Upgrade to This Edition

Windows 10 Home Windows 10 Pro, Windows 10 Pro for Education,
Windows 10 Education

Windows 10 Pro Windows 10 Pro for Education, Windows 10
Education, Windows 10 Enterprise

Windows 10 Education Cannot be upgraded further

Windows 10 Enterprise Windows 10 Education

Windows 10 Mobile Windows 10 Mobile Enterprise

Microsoft makes available the Windows 10 Pro Pack for upgrading the Home edi-
tion of Windows 10. Use the following procedure to upgrade from Windows 10
Home to Windows 10 Pro:

Step 1.

Step 2.

Step 3.
Step 4.

Step 5.

In the Search bar, type add features.
Click Add Features to Windows 10 and then do one of the following:

m To purchase a product key, select I Want to Buy a Product Key
Online. You will be guided through the required steps and, after
purchase, the product key will be entered for you.

m Ifyou already have a product key, click I Already Have a Product
Key.
Enter your product key and then click Next.

You receive the license page. Select the check box to accept the license
terms, and then click Add Features.

Wait while Windows is upgraded. The computer will restart automati-
cally and Windows 10 Pro will be ready for use.

NOTE After upgrading to Windows 10, it is possible to revert to the Windows 7
or Windows 8.1 operating system you were running before the upgrade. Refer to
https://support.microsoft.com/en-us/instantanswers/123 5b5b0-bf94-4b77-9cbd-
1¢c1a8337070c/going-back-to-windows-7-or-windows-8.1 for the procedure and
troubleshooting information.
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Using Alternate Installation Media

MCSA There are various reasons why installing Windows 10 using a DVD would be diffi-
70-698 cult or inappropriate. If you're installing Windows on a large number of computers,

walking around to each computer with the physical disc would be very time consum-
ing. You might have some devices that do not have DVD drives for various reasons;
in fact, many small form-factor laptops and hybrid devices do not include optical
drives at all.

Microsoft offers a media creation tool that you can use to create a bootable USB
flash drive, DVD, or ISO file if you need physical media to upgrade a PC or install
Windows 10. But for most enterprises, other methods are also available that will
reduce the time and manual intervention needed to deploy Windows on a large
number of devices. You learn about these methods in this section.

Installing to a Virtual Hard Disk (VHD)

A virtual hard disk (VHD) is a special type of image file that contains all the operat-
ing system files, applications, and data that might be found on a typical hard disk
partition, encapsulated in a single file. Using VHD technology, Microsoft has
expanded the field of client virtualization (also known as desktop virtualization)

to provide powerful new means of management for desktops in a corporate envi-
ronment. It is even now possible to utilize servers with lots of RAM and several
powerful processors with a series of virtual machines installed on these servers and
accessed by users from their own desktop. Users can communicate with these virtual
desktops by means of a client device that supports protocols such as Remote Desk-
top Protocol (RDP).

Understanding VHDs

The virtual hard disk (VHD) specification consists of a single file that includes all
the files and folders that would be found on a hard disk partiton—hence the term
virtual hard disk. This file is capable of hosting native file systems and supporting all
regular disk operations. First supported in Windows 7 and Windows Server 2008
R2, Microsoft has continued the support of the use of VHDs in Windows 8.1, Win-
dows 10, Windows Server 2012 (all editions except Foundation Edition), and Win-
dows Server 2016, without the need for a hypervisor (an additional layer of software
below the operating system for running virtual computers). These operating systems
enable you to create, configure, and boot physical computers directly from VHD.
They provide administrators and developers with the following capabilities:

® You can standardize image formats and toolsets used within the company.

® You can reduce the quantity of images that must be cataloged and supported.
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m Developers can test applications on multiple operating systems; if applications
break operating systems, developers can restore the operating system with

minimum lost time and cost.

® You can have a common image format that runs on both physical and virtual

machines.

m VHDs enable you to replace images for server redeployment or recovery.

® You can use disk-management tools to attach a VHD and perform offline
image management.

Types of Virtual Hard Disks

Windows 10 and Windows Server 2016 offer three types of VHDs: fixed, dynamic,
and differencing. Table 2-9 explains how these types difter.

Table 2-9 Types of VHDs

Tool

Description

Fixed

Describes a VHD with a fixed size. For example, if you create a fixed VHD
of 30 GB, the file size will always be about 30 GB (some space is used for the
internal VHD structure) regardless of how much data is contained in it.

Dynamic

The VHD is only as large as the data contained in it. You can specify the
maximum size. For example, if you create a dynamic VHD of 30 GB, it starts
out at around 8.10 MB but expands as you write data to it. It cannot exceed the
specified maximum size.

Fixed VHDs are recommended over dynamic, because they offer the highest
1/0 performance; also, as a dynamic disk expands, the host volume could run
out of space, causing write operations to fail.

Differencing

Also known as a child VHD, this VHD contains only the modified disk blocks
of the parent VHD with which it is associated. The parent VHD is read-only,
and all modifications are written to the differencing VHD. The parent VHD
can be any of these three VHD types, and multiple differencing VHDs are
referred to as a differencing chain.

A differencing VHD is useful in a test environment; when a developer
performs tests, all updates are made on the differencing VHD. To revert to
the clean state of the parent VHD, all you need to do is delete the differencing
VHD and create a new one.

CAUTION If you are using differencing VHDs, you should not modify the parent
VHD. If you do so, the block structure between the parent and differencing VHD
will no longer match, resulting in corruption of the differencing VHD. Furthermore,
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you must keep both the parent and differencing VHDs within the same folder on a
local volume for native-boot scenarios. Otherwise, the differencing VHD will not
boot. If the differencing VHD is not used for native-boot, the VHDs can be on dif-
ferent folders or volumes.

Tools Used with Virtual Hard Disks

Microsoft provides several tools that you can use for configuring and managing
VHDs, available either as part of the Windows 10 operating system or included
with the Windows Assessment and Deployment Kit (ADK). Table 2-10 introduces
these VHD management tools. We discuss the use of these tools in Chapter 10,
“Windows Hyper-V.”

Key_ Table 2-10 Tools Used with VHDs
Topic

Tool

Description

Disk Management A Microsoft Management Console (MMC) snap-in that enables you
to manage VHDs, including creating, attaching, detaching, expanding,
and merging VHDs.

DiskPart A command-line tool that enables you to perform VHD management
activities similar to those available with Disk Management. You can
script these actions using DiskPart.

BCDedit A command-line tool that enables you to manage boot configuration
data (BCD) stores.

BCDboot A command-line tool that enables you to manage and create new
BCD stores and BCD boot entries. You can use this tool to create
new boot entries when configuring a system to boot from a new
VHD.

Deployment Image A command-line tool that enables you to apply updates, applications,

Servicing and drivers, and language packs to a Windows image, including a VHD.

Management (DISM)

Sysprep A utility that enables you to prepare an operating system for imaging
and deployment by removing user and computer-specific data.

Windows PE Windows Preinstallation Environment (Windows PE) is included
with the ADK and is used to prepare a computer for installation and
servicing of Windows.

Windows Deployment ~ Windows Deployment Services (WDS) is a server-based application

Services that enables organizations to remotely administer and deploy

operating systems using Windows PE and the WDS server.
Device images are managed over the network, and it automates the
deployment of VHD images for native boot.
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All these tools are included with Windows 10 and Windows Server 2016, except
Windows PE, which is included with the Windows ADK. Also included with Win-
dows Server 2016 and Windows 10 Pro, but not with Windows 10 Home, is the
Windows Hyper-V Manager, which is an MMC snap-in that enables you to create
VHD images, including the ability to install Windows from installation media or an

ISO image file.

Using Disk Management

The Disk Management snap-in contains all the utilities necessary to create and con-
figure disks and partitions. We look at this snap-in in detail in Chapter 9, “Manag-
ing User Data.” Use the following procedure to create a VHD:

Step 1.  Open File Explorer, right-click This PC, and choose Manage. This
opens the Computer Management snap-in, which contains Disk Manage-
ment as a component snap-in.

Step 2.  In the console tree, click Disk Management to make its contents visible

in the details pane.

Step 3. Right-click Disk Management, and choose Create VHD. This dis-
plays the Create and Attach Virtual Hard Disk dialog box, as shown in

Figure 2-17.

Create and Attach Virtual Hard Disk *
Specify the vitual hard disk location on the machine.

Location:
|I | | Browse..

Vinual hard disk: size: | MB ~

Virtual hard disk format

@®VHD
Supports vitual disks up to 2040 GB in size_

(O VHDY
Supports vitual disks larger than 2040 GE in size (Supported
maximum of 64 TE) and is reslient to power failure events. This fomat:

Iz not supported in operating systems earier than Windows 8 or
Windows Server 2012.

Virtual hard disk type
(®) Fixed size (Recommended)

The virtual hard disk file is allocated to its maximum size when the
witual hard disk is created

(O Dynamically expanding

The virtual hard disk file grows to its madmum size as data is written
to the vitual hard disk.

OK Cancel

Figure 2-17 The Create and Attach Virtual Hard Disk Dialog Box Enables You to Create a

New VHD
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Step 4. Type a path and filename for the VHD in the Location text box, or use
the Browse button to browse to a suitable location.

Step5.  Specify a size in the Virtual Hard Disk Size text box, and select from the
choices available under Virtual Hard Disk Format.

® Dynamically Expanding: Creates a dynamic VHD, as described
earlier in Table 2-9.

m Fixed Size (Recommended): Creates a fixed VHD.

Step 6. For Virtual Hard Disk Format, choose VHD, and then click OK.

NOTE The VHDX format, first introduced in Windows 8.1 and Windows 2012, is
used only for virtualization inside a hypervisor, and not for native boot. Chapter 10,
“Windows Hyper-V,” covers Virtualization and Hyper-V.

Step 7. The disk is created and attached and appears as an unknown disk in Disk
Management. This might take several minutes, particularly for a VHD
large enough to hold a Windows 10 installation.

Step 8.  Right-click the unknown disk in Disk Management and choose Initialize
Disk. In the dialog box shown in Figure 2-18, keep the default partition

style and then click OK.
Initialize Disk X
You must inftislize 2 disk before Logical Disk Manager can access .
Select disks:
|2 Diskc 1 j

Use the following partition style for the selected disks:
(®) MBR (Master Boot Record)
(O GPT (GUID Parition Table)

Note: The GPT partition style is not recognized by all previous versions of
Windows.

ok | o

Figure 2-18 Initializing the VHD

Step 9. Itis not necessary to format the VHD; this will be done when we install
Windows 10 to the disk.
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Installing Windows 10 to a VHD

Now that we have a VHD prepared, we can use a number of techniques to apply an
image to it and make it bootable. You can install Windows 10 or Windows Server
2016 directly from the installation DVD to a VHD file. This makes creating your
initial image much simpler, and you can customize it within the VHD. When the
image is ready, you only need to run Sysprep to generalize the image, and it is ready
to deploy to multiple computers.

After you have created a VHD, write down the drive, folder, and filename of the
VHD file; then insert the Windows 10 DVD and reboot the computer to the Win-
dows 10 Setup program.

Step 1.  Start by following the initial Steps 1-6 in the “Performing an Attended
Installation” section earlier in this chapter. At the end of Step 6 you
should see the Which Type of Installation Do You Want? screen from
Figure 2-4. We need a way to access the VHD on this computer so we
can install Windows there instead of on the physical disks. In Windows
10 Setup, you can now invoke an administrative command prompt using
Shift+F10.

Step 2.  Press Shift+F10 to open the administrative command prompt. As shown
in Figure 2-19, Windows PE displays the prompt, defaulting to the X:\
drive (the Windows PE RAM disk).

o Sl Ao e = . i?"ﬁ@
Microsoft Windows [version 10.0.10586] 3

X:\Sources>

Figure 2-19 Press Shift+F10 During Setup to Display an Administrative Commmand Prompt

Step 3.  Type the diskpart command to open the DISKPART prompt; then
select and attach the VHD using the following commands:
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Select vdisk file=<letter>:\<filename>
Attach vdisk
where <letters is the drive letter where the VHD file was created, and <filename> is

the name of the VHD file.

NOTE The Windows PE environment might not have the same drive letters as the
installed Windows 10 operating system. For instance, if you have a C: drive, a DVD
drive, and an E: drive in Windows 10, Windows PE assigns a different letter to the
DVD drive, and your E: drive will likely now be drive D:.

Step4. Type exit to close DiskPart; then type exit again to close the administra-
tive command prompt.

Step 5.  Back at the Windows Setup screen, select Custom: Install Windows
Only (Advanced).

Step6. When the Where Do You Want to Install Windows? screen shown in
Figure 2-20 is displayed, it will show all the available disks and partitions,
including the VHD just attached using DiskPart. Select the VHD parti-
tion as the installation partition.

@ o Windows Setup
Where do you want to install Windows?
MName Total size Free space Type

7 Drive0 Partition 1: Systern Reserved 500.0 ME 15TOMB  System
== Drive 0 Partition 2 635GB 41BGB Primary
- Drivel Partition1 128068 B39GB Prmary
- Drive 2 Unallocated Space 4.0 GB .0GB

*3 Hefresh 75 Delete o Eormat Naw

&* Load driver “'.algm:

b Windows can't be installed on this dive. (Show details)
| Bet |

Figure 2-20 Selecting a VHD for Windows Setup

NOTE Windows will display a warning saying that Windows can’t be installed on
this drive when you select the VHD. The warning can be ignored.

Hi vaNet wor k. Conr LA


http://www.hivanetwork.com/
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Step 7.  Click Next, and Windows begins copying files and installing Windows
10. The installation will proceed, and the computer will reboot several
times.

Step 8.  The last time that Windows boots, it presents two boot options, as shown
in Figure 2-21. The volume numbers depend on the drives and partitions
on the computer during setup. The default boot option is the VHD parti-
tion you just installed. You can change the description of the selections
using BCDEDIT to make it less confusing.

Choose an operating system

Figure 2-21 Windows Dual-Boot Options with VHD

You will need to run Sysprep /generalize on this VHD file before deploying it to
multiple computers.

Installing Additional Windows Features

As introduced in Chapter 1, Windows 10 includes several additional Windows
features, the installation and configuration for which we take a brief look at in this
section. For the exam, you should familiarize yourself with the features that are not
installed by default.

To view the Windows features available, open Control Panel, type features into
the Search box, and click Turn Windows Features On or Off. The list of features
is displayed. On a freshly installed Windows 10 device, you can tell which features
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are installed by default because they will be checked in the list. To install a feature,

check the box next to the feature and click OK.

Figure 2-22 shows the features list for a newly installed Windows 10 Enterprise.

[E Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that only part of the feature is

tumed on.

=0
0]

"

=

= B E

=

NEEOOROO000RO000ROEOROROO0000RO00000

=

=

MNET Framework 3.5 {includes .NET 2.0 and 3.0)

MNET Framewerk 4,6 Advanced Services

Active Directory Lightweight Directory Services
Embedded Boot Experience

Embedded Logon

Embedded Shell Launcher

Hyper-¥

Internet Explorer 11

Intemet Information Services

Internet Information Services Hostable Web Core
Isolated User Mode

Keyboard Filter

Legacy Components

Media Features

Microsoft Message CQueue (MSMCQ) Server
Micresoft Print to PDF

MultiPaint Connector

Print and Document Services

RAS Connection Manager Administration Kit (CMAK)
Remote Differential Compression AP| Support
RIP Listener

Services for NFS

Simple Network Management Protocal (SNMP)
Simple TCPIP services (i.e. echo, daytime etc)
SME 1,0/CIFS File Sharing Support

Telnet Client

TFTP Client

Unified Write Filter

Windows |dentity Foundation 3.5

Windows PowerShell 2.0

Windows Process Activation Service

Windows TIFF IFilter

Work Folders Client

XPS Services

XPS Viewer

E o X

e

Figure 2-22 List of Optional Windows Features in Windows 10 Enterprise

You learn about some of these features in later chapters, and details on installing
and configuring them. For now, understand where to install them in the graphical
interface.

You also can install or remove optional features from the command line, using the
Deployment Image Servicing and Management (DISM) tool. You can use the tool
to check installed features, install and remove features, or use PowerShell scripts to

automate the management of features.

For example, use the following procedure to check the installed features and install
the Telnet client:
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Step1.  Open an administrative command prompt.

Step 2. Type the following command:

DISM /Online /Get-Features

Step 3.  This displays a long list of Windows features similar to Figure 2-23. Note
that the Stare of each is either Enabled or Disabled. Scroll through the

list and find TelnetClient. Note that it is Disabled.

[E8 Administrator: Command Prompt —

C:\Windows\system32>dism /online /get-features

Deployment Image Servicing and Management tool
ersion: 18.8.18586.@

Image Version: 10.8.10586.@
Features listing for package : Microsoft-Windows-Foundation-Package~31bf3856ad364e35~amd6d~~16.08.10586.8

Feature Mame : LegacyComponents
State : Disabled

Feature Mame : DirectPlay
State : Disabled

Feature Mame : SimpleTCP
State : Disabled

Feature MName : SNMP
State : Disabled

Feature Mame : WMISnmpProvider
State : Disabled

Feature Name : Windows-Identity-Foundation
State : Disabled

Feature Name : MicrosoftWindowsPowerShellV2Root
State : Enabled

Feature Name : MicrosoftWindowsPowerShellv2
State : Enabled

Feature Mame : Internet-Explorer-Optional-amde4
State : Enabled

Feature Name : NetFx3
State : Disabled with Payload Removed

Feature Name : IIS-WebServerRole
State : Disabled

Feature Name : IIS-WebServer
State : Disabled

Feature Name : IIS-CommonHttpFeatures
State : Disabled

Feature Name : IIS-HttpErrors
State : Disabled

Figure 2-23 List of Optional Windows Features Listed by DISM Command-Line Utility
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Step 4. To install the Telnet client, type the following command:

DISM /Online /Enable-Feature /FeatureName:TelnetClient
Step 5. The tool displays Enabling Feature(s) and a progress indicator.

Step 6. Type the DISM /Online /Get-Features command again to ensure that
it is now listed as Enabled.

You can install or remove any of the features using the same technique. If you are
working with an offline image, such as a VHD, use the /Image parameter instead of
the /Online parameter to service the offline image. You learn more about using the
DISM in Chapter 3, “Post-Installation Configuration.”

NOTE For more information on the DISM tool and using it to service images, see
“DISM Image Management Command-Line Options” at https://msdn.microsoft.
com/en-us/windows/hardware/commercialize/manufacture/desktop/dism-image-
management-command-line-options-s14.

Configuring Windows for Additional Regional and Language Support

Windows 10 includes support for hundreds of languages, including native letters
and scripts. The Control Panel Language applet enables you to add or change avail-
able languages. Use the following procedure:

Step 1.  Click Start, select Settings, and click Time & Language.
Step 2.  Select Region & Language from the menu on the left.
Step 3.  In the Languages section, click the Add a Language button.

Step4.  You see the screen shown in Figure 2-24. Scroll to select the desired
language. If regional versions are available, a list is provided; select the
desired version.


https://www.msdn.microsoft.com/en-us/windows/hardware/commercialize/manufacture/desktop/dism-image-management-command-line-options-s14
https://www.msdn.microsoft.com/en-us/windows/hardware/commercialize/manufacture/desktop/dism-image-management-command-line-options-s14
https://www.msdn.microsoft.com/en-us/windows/hardware/commercialize/manufacture/desktop/dism-image-management-command-line-options-s14
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4 Seffings - o

57 ADD A LANGUAGE
Afrikaans Benapyckas P (EER) Filipino
Afrikaans Belarusian Chinese (Traditional) Filipino
Shaip Bocancku Corsu Suomi
Albanian Baosnian (Cyrillic) Corsican Finnish
Elsadssisch Bosanski Hrvatski Francais
Alsatian Bosnian (Latin) Croatian French
b [y Brezhoneg Cestina Frysk
Amharic Breton Czech Frisian
dyyall brarapcku Dansk Fulah
Arablc Bulgartan Danish Fulah
2uybipbl lg3ereo 53 Galego
Armenian Burmese Dari Galician
A Catala s Jemnemn
Assamese Catalan Divehi Georgian
AzapbajuaH anau Tamazight n latlas n wamm Nederlands Deutsch
Azerbaijani (Cyrillic) Central Atias Tamazight (Latin) Dutch German
Azarbaycan dili toloh €t | HoE oD | UuCLo® =y EAANVIKG
Azerbaijani (Latin) Central Atlas Tamazight (Tifinagh) Dzongkha Greek
= Cralysgli padyed English Kalaallisut
Bangla Central Kurdish English Greenlandic
Bawxkopt CWY Eesti A2l
Bashkir Cherokee (Cherokee) Estonian Gujarati
Euskara Rz (fai) Faroyskt Hausa
Basque Chinese (Simplified) Faroese Hausa [Latin)

Figure 2-24 Adding an Additional Language from PC Settings

Step 5.  You are returned to the Time and Language page. To make the selected
language your primary one, click it and then click the Set as Default but-
ton. To complete this procedure, log off and then log back on.

Step 6. To configure additional language properties, click Options. This allows
you to configure options such as freehand handwriting, speech, and avail-

able keyboards.
Step 7. Toremove a language, select it and click Remove.
You can also modify your language settings from the Control Panel Language
applet, as follows:

Step 1.  Right-click Start, choose Control Panel, and select Add a Language
under the Clock, Language, and Region category. The Language applet
appears, showing the language or languages available on the computer.

Step 2. Click Add a Language.
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Step 3.  You receive the Add a language applet, as shown in Figure 2-25. Scroll
this applet to locate the desired language, select it, and then click Add.
If the selected language includes different regional versions, click Open,
select the desired version, and then click Add. The language is added to
the list of available languages in the Language applet.

0 Add langusges - o X
1 &% = Clock Language, and Region » Language + Add languages v & aich lsmguage o
Add a language
Use the search baw to find mere languages,
Group languages by: |Langusge name v
Adrikas shaip Elsissisch
|
Adrkanes Alkarian Alsati,
pr Ta S gl | Buybpbl
Amhwie Aable Armanian
i AsapGajuan auan Agerbaycan o
Assamese Azerbaijani [Cyrillic) Aserbaijirs (Latin)
Cancel

Figure 2-25 Adding an Additional Language from Control Panel

Step 4. Languages on this applet are listed in order of preferences. To modify

this list, select a language and click Move Up or Move Down as
required.

Step 5. To remove a language, select it and click Remove.

Configuring Native Boot Scenarios

For the 70-698 exam, you need to know how to work with VHDs, including how to
install Windows 10 on the VHD, deploy a Windows 10 VHD to other machines,
and methods for booting from the VHD. For installing Windows 10, you need to
use a VHD with native-boot capabilities, which enables the VHD to run on a com-
puter without a hypervisor such as Hyper-V.

Like Windows 8.1 and Windows Server 2012 R2, Windows 10 and Windows
Server 2016 enable you to manage virtual disks directly in the disk management
tools, without the need to install the Hyper-V Server role or the Hyper-V Manager
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console. You can use either the Disk Management MMC snap-in or the command
line-based DiskPart tool to create and configure VHDs. We will use Disk Man-
agement here, and you learn about the DiskPart tool in Chapter 10, “Windows
Hyper-V.”

Native VHD boot requires at least two partitions—a system partition with the Win-
dows 10 boot environment and boot configuration data (BCD) store, and a partition
to store the VHD file. In addition, the partition containing the VHD must have
enough free disk space for expanding a dynamic VHD and for the page file created
when booting the VHD. When you use native boot VHDs, the page file is created
outside the VHD.

There are also a few limitations to be aware of when working with native VHDs:

® Native VHD does not support hibernation (Sleep mode is supported,
however).

® You cannot place a VHD inside a VHD (nesting).

m BitLocker encryption cannot be used on a host volume that contains a native
boot VHD, nor on the volumes in the VHD.

= VHDs do not work with dynamic disks, so a VHD cannot be configured as
a dynamic disk, and the parent volume of a VHD cannot be configured as a
dynamic disk.

® You cannot use native boot VHDs over SMB shares.

Best Practices for Using Native-Boot VHDs

Microsoft recommends the following best practices for using native boot VHDs:

m Store Mission-Critical Data Outside the Native Boot VHDs: This facili-
tates recovery of the data should the VHD become corrupted.

m Use Fixed VHDs in Production Environments: It is possible to use any of
the three VHD types; however, it is recommended to use fixed VHDs in pro-
duction environments for reasons mentioned earlier. You can use dynamic or
differencing VHDs in development and test scenarios.

m Use a Maximum Size That Is Larger Than the Minimum Disk Require-
ments for Windows: The VHD holds additional information about the vir-
tual disk; furthermore, Windows updates take up disk space as they are added.
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® Ensure That Sufficient Space Is Available on the Host Volume for the
Page File (pagefile.sys): The page file is created on the host volume outside
the VHD. You can use another physical volume for optimum performance.

m Use Sysprep to Generalize the Image Before Using the VHD for Native
Boot on a Different Computer: Sysprep prepares the image for copying to
additional computers. When you do so, Windows detects hardware devices
and initializes properly for running on another computer.

TIP  You can use Windows Deployment Services (WDS) to deploy the VHD im-
age to large numbers of computers. WDS in Windows Server 2016 includes the
capability to add VHD image files to its image catalog, making them available to
target computers using PXE boot. These computers copy the VHD file locally and
configure booting from the VHD. On first boot, the computer configures Windows
for the physical devices and performs the usual mini-setup. Using WDS in this man-
ner facilitates rapid deployment of Windows to many computers. You can also script
the use of WDS by using the command-line tool WDSUTIL.

TIP Another way to create the VHD file is by using a PowerShell script
Convert-WindowsImage.psl, available from the TechNet Gallery at https://
gallery.technet.microsoft.com/scriptcenter/Convert-WindowsImagepsl-0fe23a8f.
This command-line script converts the WIM file to a VHD that can be booted,
and replaces the older Wim2VHD tool.

Booting VHDs

Windows 7 introduced the capability to boot from a VHD, and this capability exists
in Windows 7 and later as well as Windows Server 2008 R2 and later. You must
configure the boot loader from the default Windows installation, using the bededit
command-line utility. This tool manages boot configuration data (BCD) stores,
which replace the boot.ini file used in Windows versions prior to Vista. You can
use bededit for several purposes, including creating new stores, modifying exist-
ing stores, adding or removing boot menu options, and so on. Use the following
procedure:

Step1.  Open an administrative command prompt.

Step 2. Type bededit. This starts the Windows Boot Loader utility and displays
the default Windows boot information, as shown in Figure 2-26.
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identifier
device
description
locale
inherit
default
resumeobject
displayorder

timeout

device

path
description
locale
inherit

recoveryenabled

osdevice
systemroot
resumeobject
nx
bootmenupolicy

[&8 Administrator: Command Prompt - [m] »

Microsoft Windows [Version 10.0.10248] ~
{c) 2815 Microsoft Corporation. All rights reserved.

C:\Windows\system32>bcdedit

Windows Boot Manager

toolsdisplayorder

recoverysequence

allowedinmemorysettings ©x15000875

C:\Windows\system32>_

{bootmgr}
partition=\Device\HarddiskVolumel
Windows Boot Manager

en-US

{globalsettings}

{current}
{61ce4193-c587-11e6-b7d4-a6f7378ae51f}
{current}

{memdiag}

EL:]

{current}

partition=C:
\Windows\system32\winload.exe

Windows 10

en-Us

{bootloadersettings}
{61ce4195-c587-11e6-b7d4-a6f7370ae51f}
Yes

partition=C:

\Windows
{61ce4193-c587-11e6-b7d4-a6f7370ae51f}
OptIn

Standard

Figure 2-26

Step 3.

Step 4.

Step 5.

The Windows Boot Loader Program Provides Default Windows Boot Information

Type bededit /copy {current} /d “Boot from VHD”. This command
copies the current Windows boot loader information, creating a new

entry that you can modify for booting from the VHD.

Type bededit again. You will notice a duplicate entry, identified by the
globally unique identifier (GUID) in the identifier line. Make careful note
of this GUID.

Type bededit /set {guid} device vhd=[drive:]\<path_to_vhd_file>, where
guid is as noted in Step 4; drive is the drive on which the VHD file is
located; and <path_to_vhd_file> is the location of the VHD file on its
drive. For example:

bcdedit /set {35bbc226-7920-11de-b6£7-a0288£f236347} device
VHD=" [E:] \VHDImages\WinlOEnt-1.vhd"



Step 6.

Step 7.
Step 8.

Step 9.
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Set the OS device by typing bededit /set {guid} osdevice
vhd=[drive:]\<path_to_vhd_file>. The syntax of this command is identical
to the previous one, except that device is replaced by osdevice.

Set the Detect Hal command by typing bededit /set {guid} detecthal on.

Provide a description for this boot by typing bededit /set {guid} descrip-
tion <description>, where description is a description of the boot that will
appear at startup. Enclose the description in double quotes if it contains
spaces.

Verify your output by typing bededit again. You should see something
similar to Figure 2-22, allowing you to boot either into the full, previ-
ously configured operating system or to the VHD file.

If you want to delete the entry, take note of the GUID listed in bededit and use the
following command:

bcdedit /delete {GUID} /cleanup

Exam Preparation Tasks

Review All the Key Topics

Review the most important topics in the chapter, noted with the Key Topics icon in
the outer margin of the page. Table 2-11 lists a reference of these key topics and the
page numbers on which each is found.

Key Table 2-11 Key Topics for Chapter 2
Topic
Key Topic Description Page
Element Number
Table 2-2 Describes the minimum hardware requirements for running 82
Windows 10
List Lists considerations when selecting 32-bit or 64-bit Windows 85
editions
Table 2-3 Hardware requirements for specific features of Windows 10 89
List Lists the items you should have on hand prior to performing an 90
attended install of Windows 10
Step List Shows you how to install Windows 10 from an installation DVD 91
Step List Using Windows ADK to create an answer file 100

Hi vaNet wor k. Corr
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Key Topic Description Page

Element Number

Step List Using an answer file to perform an unattended installation of 105
Windows 10

List Describes advantages of setting up a dual-boot system 106

Table 2-5 Describes important Windows 10 setup log files 108

Table 2-6 Describes available paths for upgrading older Windows operating 111
systems to Windows 10

Table 2-7 Describes the types of information that can be kept when upgrading 111
older Windows operating systems to Windows 10

List Describes tasks you should perform before upgrading to 113
Windows 10

Step List Procedure for upgrading a computer to Windows 10 113

Table 2-8 Describes available paths for upgrading to a higher edition of 116
Windows 10

Table 2-9 Lists types of VHDs 118

Table 2-10  Lists tools used for configuring VHDs 119

Step List Shows how to create a VHD using Disk Management 120

List Describes several limitations when installing Windows 10 to a VHD 130

Step List Shows how to edit the boot loader for booting a VHD 131

Complete the Tables and Lists from Memory

Print a copy of Appendix B, “Memory Tables” (found on the book’s website), or at
least the section for this chapter, and complete the tables and lists from memory.
Appendix C, “Memory Tables Answer Key,” also on the website, includes com-
pleted tables and lists to check your work.

Definitions of Key Terms

Define the following key terms from this chapter, and check your answers in the
glossary.
basic input/output system (BIOS), bedboot, bededit, differencing VHD, DISM,

dynamic VHD, fixed VHD, hypervisor, Setup.exe, virtual hard disk (VHD),
Windows Hardware Certification Program, Windows To Go
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This chapter covers the following subjects:

Configuring and Customizing the User Interface According to Device
Type: This section discusses the various options available for customizing
the Windows 10 user interface (UI) and selecting the right options for the
type of device, be it a small form factor such as a phone or small tablet, a
hybrid laptop/table, or a full-function desktop computer.

Configuring Windows 10 Options: This section introduces configuration
for several features of Windows 10, including accessibility options, Cortana,
Microsoft Edge, Internet Explorer, Hyper-V, and power settings.

Configuring Devices and Device Drivers: This section teaches you how to
install device drivers and use Device Manager for configuring and Windows
Update for updating drivers. It introduces the concept of driver signing and
checking for valid driver signatures. It also discusses permissions for installing
drivers and settings that you can configure from a driver’s Properties dialog
box, and also covers managing driver packages.

This chapter covers the following objectives for the 70-698 exam:

Perform post-installation configuration: Configure and customize
Start menu, desktop, taskbar, and notification settings according to
device type; configure accessibility options; configure Cortana; configure
Microsoft Edge.

Configure devices and device drivers: Install, update, disable, and roll
back drivers; resolve driver issues; configure driver settings, including
signed and unsigned drivers; manage driver packages; download and import
driver packages; use the Deployment Image Service and Management
(DISM) tool to add packages.
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Post-Installation
Configuration

Windows 10 is designed to run on many different devices. To improve the
experience on the various screens and form factors, it may be necessary to
customize the Start menu, desktop, taskbar, and adjust the notification set-
tings. Windows has always provided ways to customize the desktop, colors, and
other user interface (UI) settings, but with Windows 10 comes a new level of
customization. You should be familiar with the various options and how they
can improve the Windows experience. For the 70-698 exam, you are expected
to know the configuration settings and ways to configure and enforce those
settings.

Beyond the basic U, there are also options for customizing how some of the
common applications are presented to the user. This includes the global search
tool, Cortana, and the ways it can be used, as well as the new Internet browser
Microsoft Edge, the Windows 10 version of Internet Explorer, the Hyper-V
virtualization client, and the device power settings.

When you first install Windows 10, it performs an inventory of all devices it
finds on the computer and records information about them in the Registry
under HKEY LOCAL_MACHINE\Hardware. Each device is associated with
a software program called a driver. This is a program that enables the device to
communicate properly with the operating system. Typically, a driver is in the
form of an .inf file (for example, Mydevice.inf). These files are typically located
in the subfolder, %systemroot% \inf. Device manufacturers frequently issue
driver updates that improve device functionality or solve problems that users
have reported. In addition, Microsoft issues updates at least once a month. For
the 70-698 exam, Microsoft expects you to know how to use Device Manager to
ensure that your devices are installed, updated, and working properly, and to be
able to troubleshoot problems with drivers and ensure that drivers are config-
ured with the proper settings.
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“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read
this entire chapter or simply jump to the “Exam Preparation Tasks” section for
review. If you are in doubt, read the entire chapter. Table 3-1 outlines the major
headings in this chapter and the corresponding “Do I Know This Already?” quiz
questions. You can find the answers in Appendix A, “Answers to the ‘Do I Know
This Already?’ Quizzes.”

Table 3-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in
This Section

Configuring and Customizing the User Interface, According ~ 1-3
to Device Type

Configuring Windows 10 Options 4-6

Configuring Devices and Device Drivers 7-16

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.

1. You are using Windows 10 on a desktop computer, and would like a larger
Start menu to be able to find your many apps and desktop applications more
quickly. What is the best way to size your Start menu to your liking?

Switch the computer to Tablet mode.

a.
b. Drag the top and right edges of the Start menu.

o

Expand by dragging the left and bottom edges of the Start menu.

d. Use the modern Settings screen to customize the Start menu size.

2. 'The company where you are a Windows system administrator has decided that
all users” Windows 10 workstations should use the same custom Start menu
layout with the approved and in-house applications, because so many users
roam offices. You are creating a Group Policy Object to enforce the approved
Start menu layout on all computers in the domain OU. What else is needed to
roll out the customizations?
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A policy that implements the specific layout customization parameters
and settings

An . XML file on an accessible file share generated from the custom
layout

A folder on an accessible file share with files describing the custom Start
menu layout

A domain object containing the Start menu customizations

A PowerShell script called from the user profile to configure the Start
menu at login

3. You will be using your laptop to display a presentation on a wide screen to
a group of your company’s business managers in the afternoon. You realize
that your laptop has been sending notifications from a number of applications
that need attention. You ignore them as you prepare, but want to make sure
these notifications do not show up and interrupt your presentation. What is
the best way to make sure notifications are not displayed during the afternoon
meeting?

a.

e.

From the modern Settings screen, select the Taskbar page, and select
Turn System Icons On or Off.

From the Notifications & Actions modern Settings page, turn the Show
Notifications on the Lock Screen toggle to Off.

From the Notifications & Actions modern Settings page, turn off the
senders that are sending notifications.

From the Notifications & Actions modern Settings page, toggle the
Hide Notifications When I’'m Duplicating My Screen to On.

From the Action Center icon, turn on Quiet Hours.

4. Which of the following customization options for Cortana can be toggled on
or oft?

Microphone, Hey Cortana, Lock Screen, Other Privacy Settings

Hey Cortana, Lock Screen, My Device History, Send Notifications
Between Devices

Microphone, Lock Screen, Send Notifications Between Devices

Lock Screen, Cortana Language, Bing SafeSearch
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5. Which of the following are nor included in the new Edge browser in Windows 10,
but are included in Internet Explorer 11? (Choose all that apply.)

Integration with Adobe Flash

Really Simple Syndication (RSS) feeds
Ability to pin websites to the taskbar
Tabbed browsing

Compatibility View

" 0 o o0 T ®

The ability to directly access the Internet options dialog box (as opposed to
accessing this dialog box from Control Panel)

6. Your organizations use a number of legacy web applications internally for
accounting and HR functions, as well as other groups. These were mostly cre-
ated by consultants and will not be updated anytime soon. You are deploying
Windows 10, but the web applications were developed for Internet Explorer 7,
and some features do not work with Edge or Internet Explorer 11. You want
to implement a group policy to ensure the sites work for all your users. Which
policy should you use?

. Turn on Internet Explorer 7 Standards Mode

a
b. Turn on Internet Explorer Standards Mode for Local Intranet

o

Turn off the Compatibility View button
d. Include updated website lists from Microsoft
e. Use Policy List of Quirks Mode sites

7. From which of the following locations can you access Device Manager in Win-
dows 10? (Choose all that apply.)

a. Right-click Start and choose Computer Management. Then select
Device Manager from the console tree of the Computer Management
console.

b. Right-click Start and choose Device Manager.

c. From a File Explorer window, right-click This PC and choose Properties.
Then select Device Manager from the list of options in the left column.

d. In the Search bar, type device manager into the Search box. Then click
Device Manager.

e. From the Action Center, select All Settings, select Devices, and then click
the Device Manager link.

f. From the Hardware tab of the System Properties dialog box, click Device
Manager.
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8. You are looking in Device Manager to determine whether any hardware
devices are disabled. What icon should you look for?

a.

A black exclamation point icon on a yellow triangle background appear-
ing next to the device icon indicates that a device is functioning but
experiencing problems.

A red “X” appearing over the device icon.

c. Avyellow question mark.

d.

A blue “i” on a white field.

9. You would like to review the actions taken by Windows in the past few
months with regard to the drivers used by your computer’s network adapter
card, so you open Device Manager and select the Properties dialog box for the
network adapter. Which tab provides you with this information?

a
b.

o

d.

General
Driver
Details

Events

10. You are removing an old device from your computer and are not planning to
replace it in the immediate future. You want to ensure that its drivers are per-
manently removed. What should you do?

a
b.

e

d.

Use Device Manager to disable the driver.
Use Device Manager to uninstall the driver.
Use Device Manager to roll back the driver.

Use Windows Update to update all drivers on your computer.

11. What program would you use to determine whether any unsigned drivers are
present on your computer?

a
b.

o

e

sfc.exe
sigverif.exe
msinfo32.exe

gpedit.exe
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12. You install an updated driver for your network adapter card and now the card
does not work. What should you do to get the card working again?

a.
b.

o

d.

Update the driver
Roll back the driver
Uninstall the driver
Disable the driver

13. You install a new network interface card (NIC) on your computer. When you
restart your computer, you discover that not only does this device not work,
but also you are unable to hear any sound. What should you be looking for?

a.
b.

o

d.

A resource conflict
Insufficient power from your computer’s power supply
Outdated device drivers

Unsigned device drivers

14. Which of the following tools enables you to view device-related problems but
does not provide any tools to correct these problems?

a.
b.

o

Device Manager
sigverif.exe

Action Center

d. System Information

15. What task should you perform before installing or upgrading device drivers?

a.

b.

o

Create a System Image
Backup user files

Run Driver Verifier

d. Create a Restore Point

16. You need to change the speed of a network adapter. Which tab of the driver’s
Properties tab will allow you to change this setting?

a
b.

e

e

. Details

Properties
Advanced

Power Management



Chapter 3: Post-Installation Configuration

Foundation Topics

Configuring and Customizing the User Interface,
According to Device Type

MCSA
70-698

Customizing the Windows 10 user interface has changed significantly since Win-
dows 7 and from Windows 8 and 8.1. In fact, the reception of the tiled Start screen
and elimination of the Start menu from Windows 8 were not received well by the
Windows user community, and Microsoft quickly moved to make changes. Win-
dows apps and tiles still exist, but with Windows 10 the Desktop returned to front-
and-center of the interface for most devices. Tiles are also easier to work with and
are displayed more like the windowed interface similar to desktop applications.

The tiled screen, originally termed “Metro” before the release of Windows 8, was
actually a functional paradigm for small devices like mobile phones. And with Win-
dows 10 and Windows 10 Mobile, the Universal Windows Platform (UWP) apps
menu can still be customized with a look very similar to the original modern UI
that Microsoft presented with Windows 8. Windows 10 truly unified the platform,
and small-screen mobile devices can be configured to work well with the menu and
interface while large desktops present a more familiar desktop with all the produc-
tivity users demand.

In this topic you learn about the various customizations available for the Start menu
and taskbar, the Windows 10 Desktop, and the notifications.

Configuring the Start Menu and Taskbar

Hi vaNet wor k. Corr

As described in Chapter 1, “Introducing Windows 10,” the Start menu in Windows
10 consist of a list on the left that includes recently used items, and, by default, icons
for File Explorer, Settings, Power, and All Apps. At the top is the user icon that dis-
plays the username you can use to log out or access account settings. To the right of
this list are blocks of tiles. By dragging the edge of the Start menu outline from the
top, you can set the Start menu to be taller or shorter. Figure 3-1 depicts the short
and narrow Start menu.
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Figure 3-1 Start Menu Set to the Smallest Horizontal and Vertical Size

Similarly by dragging the right edge of the Start menu, you can make the Start
menu fit more tile groups across the space or narrow down to a single tile group
wide. Figure 3-2 depicts the wide and tall Start menu setting.

o

Groove Music Movies & TV

MicrosaftEdge  Cortana OneNate

Mostly Sunmy
Fricday

23

a5

Figure 3-2 Start Menu Set to the Largest Horizontal and Vertical Size

Note that when you size the Start menu to a smaller size, a scroll bar is available so
that you can scroll to the tile group that is hidden from the screen.
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Tiles on the Start menu can be rearranged, unpinned, and resized. To move a tile,
drag and drop the tile to locate it where you would like. Other tiles within the tile
group adjust as you drag the tile. Tiles from one tile group can be moved to a differ-
ent tile group in the same manner. Right-clicking any tile displays the context menu
with the following options:

® Unpin from Start
m Resize (Small, Medium, Wide, and Large Options)
m More
m Turn Live Tile Off (if applicable)
m Rate and Review (if applicable)
m Share (if applicable)
m Pin to Taskbar (If the app is already pinned to the taskbar, this item

becomes Unpin from Taskbar.)

Any app from the All Apps menu can be added to a tile group by dragging it from
the All Apps menu to the tile group. You can also create a new tile group this way.
When you drag an app to the top or bottom edge of the tile groups area, a blue bar
appears. Dropping the app into this area creates a new tile group. The group name
(at the top of the tile group) will initially be called Name Group. Click the name
to change it to something appropriate. Figure 3-3 shows the result of adding a tile
group, called Calculations, with the calculator app pinned inside.

Figure 3-3 The Start Menu Displays a New Customized Tile Group
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For smaller devices, and for Windows 10 Mobile, it improves the user experience to
have an even larger Start menu, similar to the Start screen from Windows 8 and 8.1.
This setting is available in all editions of Windows 10. To make your Start menu
full screen, use the following procedure:

Step 1.  Click the Notification icon to reveal the Action Center and select All
Settings.

Step 2.  From the Settings menu, select Personalization.

Step 3.  From the menu on the left, select Start. This displays the options shown
in Figure 3-4.

Preview

Sample Text

Background

Lock screen

=]
&3 Colors
2
&

Themes

= Taskbar Shaw more tiles
@D of
Occasionally show suggestions in Start
@ o
Shaw mast used apps
@ on
Show recently added apps
@ on
Use Start full screen
@D of
Show recently opened items in Jump Lists on Start or the taskbar

@ on

Figure 3-4 Start Settings on the Personalization Settings Screen
Step 4.  Click the toggle for Use Start Full Screen to On.

Step 5.  Close the Settings screen by clicking the X in the upper-right corner.

A few other customization toggles are available on the Start section of the Personal-
ization screen. For instance, you can turn Jump Lists on or off. A Jump List extends
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items you can open with an application. For instance, the Jump List on the File
Explorer displays common and recently opened folders; the Jump List for Microsoft
Word displays recently opened documents, and so on.

m Show More Tiles: With this option on, the tile groups on the Start menu will
have a wider width, providing room for more tiles.

® Occasionally Show Suggestions in Start (On by Default): Allows Win-
dows to show you some suggestions for Windows store applications you might

find useful.

m Show Most Used Apps (On by Default): You can show or hide the “most
used apps” section of the Start menu with this toggle. The apps displayed are
dynamically adjusted by Windows as you use various apps.

m Show Recently Added Apps (On by Default): You can show or hide any
apps you have recently installed on the Start menu. These appear in a section
just below the “most used” apps.

m Use Start Full Screen: Turning this toggle on causes the Start menu to take
up the entire screen of the device.

m Show Recently Opened Items in Jump Lists on Start or the Taskbar
(On by Default): Similar to recently added apps, this setting enables extended
items on a Start menu option.

® Choose Which Folders Appear on Start: Clicking this link displays toggles
for things that can appear directly on the left-side list on the Start menu. File
Explorer and Settings are on by default. You can add several other items, such
as Documents, Music, Pictures, and so on.

Another way to get a full-screen Start menu is to switch to Tablet mode. This is
especially handy for small form-factor devices, such as tablets. Switch to Tablet
mode by clicking the Notification icon on the taskbar and selecting Tablet mode.
Notice in Tablet mode that the Desktop disappears, replaced by the Start menu.
Also, all apps run only in full screen in Tablet mode.

By default, Tablet mode does not display app icons in the taskbar. You can change
this behavior in Settings, by opening All Settings from the Action Center, selecting
System, and then clicking the Tablet mode menu. From here you can toggle the
Hide App Icons on the Taskbar in Tablet Mode setting. This screen has some
other options. The When I Sign In setting allows you to configure which mode to
use at sign in, and you can configure what option to take when the device automati-
cally switches to Tablet mode. There are also two toggles on this screen that allow
you to Hide App Icons on the Taskbar in Tablet Mode, and to Automatically
Hide the Taskbar in Tablet Mode.
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Tablet mode is designed for hybrid devices, such as Microsoft’s Surface devices.
These powerful computers with touchscreens act as both small laptops and tablets,
and they can automatically switch modes depending on the orientation of the device
and whether the keyboard is attached. Tablet mode settings allow you to control
this behavior precisely for the way you want to work.

Group Policies for Start Menu and Taskbar

New Group Policy settings are available for customizing the Start menu and task-
bar. You can use a different Group Policy Object (GPO) attached to specific device
types, departments, or organizations to deploy the customizations needed.

NOTE The Group Policy for controlling Start menu and taskbar settings is avail-
able only for Windows 10 Enterprise and Windows 10 Education. Controlling Start
menu and taskbar layout is not supported in Windows 10 Pro or Home.

The following components are needed to provide Start menu and taskbar custom-
ization control:

m The Start.xml layout file.

® The Export-StartLayout PowerShell cmdlet, which is used to create the
Start.xml layout file from a customized Start menu.

® The Start Layout policy settings in Group Policy, found in \Computer
Configuration\Administrative Templates\Start Menu and Taskbar section
of the GPO.

® A network share that is available to users when they log in to Windows. Users
will need read-only access to the Start.xml file on the share.

You can use the following procedure to apply Start menu and taskbar customiza-
tions through Group Policy:

Step1.  Ona Windows 10 reference computer, apply the desired customizations
to the Start menu and taskbar.

Step 2.  From an administrative command prompt, export the layout to an .xml
file, for example:

PowerShell Export-StartLayout -Path "C:\Layouts\Layout-1.xml"
Step 3.  Copy the layout file to a network share.

Step 4.  Start the Group Policy Management Console, and configure a GPO.
Navigate to \Computer Configuration\Administrative Templates\Start
Menu and Taskbar, and open the Start Layout setting.
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Step 5. Select Enabled to enable the policy.

Step 6.  Enter the UNC name for the layout file to use in the Start Layout File

box, as shown in the example in Figure 3-5.

& Start Layout

m Start Layout

Mext Setting

O Mot Configured ~ Comment:
(®) Enabled

() Disabled

Supparted on: At jeast Windows 10 Server, W

10 or Windows 10 RT

DOptions:

Start Layout File  [\\WWS52016A3.local\LayoutshLayout-1.0mi

Help:

Specifies the Start layout for users.

This setting lets you specify the Start layout for users and prevents them from
changing its configuration. The Start layout you specify must be stored in an XML
file that was generated by the Export-StartLayout PowerShell emdlet.

To use this setting, you must first manually configure a device's Start layout to the
desired lock and feel. Once you are done, run the Export-StartLayout PowerShell
cmdlet on that same device. The cmdlet will generate an XML file representing the
layout you configured.

Once the XML file is generated and moved to the desired file path, type the fully
qualified path and name of the XML file. You can type a local path, such as C:
\StartLayouts\mylayoutxml or a UNC path, such as \\Server\Share\Layout.xml. If
the specified file is not available when the user logs on, the layout won't be
changed, Users cannot customize their Start screen while this setting is enabled.

If you disable this setting or do net configure it, the Start screen layout won't be
changed and users will be able to custormize it.

Figure 3-5 Configuring the Start Layout Group Policy

Step 7.  Click OK to save the Start Layout setting.

Step 8.  Apply the GPO to the appropriate container in the Active Directory.

After this Group Policy is configured, any computers with the GPO applied will use
the Start menu and taskbar configuration specified by the .xml file. You can update
the file at any time, and devices will update their Start menu configuration during

the next login.

NOTE For more information about the PowerShell cmdlets available for managing
layout files, see “Start Layout Cmdlets” at https://technet.microsoft.com/en-us/
library/mt188239.aspx. For details on Start menu and taskbar customization and man-
aging configurations with Group Policy Objects, see “Manage Windows 10 Start and
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Taskbar Layout,” and the links to related topics, at https://technet.microsoft.com/
en-us/itpro/windows/manage/windows-10-start-layout-options-and-policies.

Configuring the Desktop

Windows 10 offers several configurations for the desktop, accessed from the
Personalization Settings screen shown in Figure 3-4. From this screen you can set
background options and colors, configure the Lock screen, and choose a Theme.

Most of these options are similar to the desktop configuration settings available in
Windows 8, 7, and even Windows XP. However, Windows 10 introduces a new fea-
ture that enables multiple desktops. This allows you to create multiple workspaces,
each with its own set of running applications, open folders, documents, and so on.

When you click the Task view, Windows displays large icons for all the apps cur-
rently running. Also notice that there is a New Desktop button at the bottom right
of the screen, as shown in Figure 3-6. Click the plus sign (+) to create a new desktop.

Figure 3-6 Click the Task View Icon to Create and View Multiple Desktops
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Windows will create a new desktop and call it Desktop 2, as shown in Figure 3-7.
Select the new desktop icon to switch to your new, clean desktop environment.

Figure 3-7 Task View Displays All Available Desktop Environments

You can also move applications between desktops. To do so, open the Task view
and drag the application from the current desktop to the destination desktop at the
bottom. The application then appears on the other virtual desktop.

When you are finished working with Desktop 2, click the Task view icon, roll the
cursor over the desktop, and click the X in the corner to remove it. If any applica-
tions are still active in that desktop, they will automatically be moved to Desktop 1.

Configuring Notification Settings

Windows 10 offers many configuration options for notifications and the Action
Center. To access the configuration options, select All Settings from the Notifica-
tion icon, click System, and then select Notifications & Actions from the menu.
"This displays the options as shown in Figure 3-8. The section on the bottom, Get
Notifications from These Senders, will have different options depending on the
apps installed that are capable of sending notifications.
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Setings
& Home Quick actions
| Find a setting Press and hold (or select) quick actions, then drag to rearrange
them. These quick actions appear in action center.
System
(0] @ (] &
1 Display Tebletmode  Network Note Al settings
. A d kil =
i Apps & features
Location Quiethours VPN Project
5 Default apps =
) Connect
[J Notifications & actions
Add or remove quick actions
@) Power &sleep
= Storage Notifications
09 Offline maps Get notifications from apps and other senders
@D on
[8 Tablet mode
Show notifications on the lock screen
O Multitasking @D on
5 Projecting to this PC Show alarms, reminders, and incoming VoIP calls on the lock
screen
@ Apps for websites @ on
Hide notifications when 'm duplicating my screen
@ About plicating my
@D or
Get tips, tricks, and suggestions as you use Windows
@ on
Get notifications from these senders
Select a sender o see more settings. Scme senders might also have
their own notification settings. If so, open the sender to change
them,

Figure 3-8 Configuration Options for Notifications & Actions

In the Quick Actions section, you can drag and drop the Quick Action buttons

to arrange them according to your requirements. Clicking the Add or Remove
Quick Actions link displays a screen with toggles to turn on or off each of the quick
actions.

As shown in Figure 3-8, Windows provides several toggles for controlling the types
of notifications that can appear in the notification center. You can also configure
Quiet Hours to tell Windows when to turn off notifications during certain times of
day. This is handy if you have a portable device and you don’t want to hear notifica-
tion sounds or Lock screen displays during certain hours or while you are sleeping.
If you are using your device for a presentation for a room full of people, you can
toggle the Hide Notifications When I’m Duplicating My Screen to On so that
notifications don’t pop up and interrupt your presentation.

Configuring Windows 10 Options

In this topic you learn about configuring some of the built-in options available
with Windows 10. For the exam, and to provide support for Windows 10 in an
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organization, you should understand the configuration options available for these
features, as well as how to deploy and enforce customizations in a networked
environment.

Configuring Accessibility Options

Microsoft has made considerable effort to make Windows easy to use, and to
accommodate users with vision or hearing disabilities by implementing assistive
technologies in the operating systems. In organizations, the Americans with
Disabilities Act and similar rules in Europe and elsewhere require employers to
provide reasonable accommodations for employees with disabilities of any kind.
You should know the options available in Windows to provide greater accessibility
for users and help employees be as productive as they can be.

The Windows 10 accessibility options are available by selecting All Settings from
the Action Center, and then clicking Ease of Access. This displays the screen
shown in Figure 3-9.

Settings - x
& Home Hear text and controls on the screen
| Find 2 setting 5 | Narrator is a screen reader that reads all the elements on screen,
like text and buttons.
Ease of Access
Narrator
& Narrator @D off
Start Narrator automatically
@ Magnifier v
@D off
%: High contrast
Voice
B3 Closed captions

Choose a voice

Keyboard -
| Mierosoft David Mobile - English (United States)

Mouse
Speed

Other options

Pitch

Intonation Pauses
@D o

Some voices do not support this setting.

Sounds you hear

Read hints for controls and buttons
@ o

Characters you type

@D o

‘Words you type

@ on

Figure 3-9 The Windows 10 Ease of Access Settings Screen Defaults to the Narrator Menu
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You should be familiar with the options available for configuring accessibility and
how they work. The menu options available for the Ease of Access settings include
the following:

NOTE

Narrator: Enables a voice narrator for navigating Windows screens and appli-
cations; provides configuration settings for how the narrator will sound and
the types of onscreen dialogs the narrator will describe for the user.

Magnifier: Enables an onscreen magnifying glass users can use to zoom in on
the screen and sections of the screen they are working with or need to read.

High contrast: Allows you to turn on high contrast for onscreen elements,
and select a high-contrast theme. This setting may make Windows screens
easier to read for some people.

Closed captions: Provides options for providing closed captions on screens
with audio, similar to closed captioning in movies and television.

Keyboard: Displays configurations to enable the onscreen keyboard, turn on
audio cues for certain key presses, and enable sticky keys for single-handed
users.

Mouse: Options for pointer size and color, as well as options to use arrow
keys to move the mouse cursor around the screen.

Other options: This menu displays some improved visual options, such as the
capability to play animations, visual notifications for sound, and adjust the cur-
sor thickness, among others.

To learn more about assistive technologies in Windows 10, refer to the links

in “Accessibility in Windows 10” at https://www.microsoft.com/enable/products/
windows10/default.aspx.

Cortana and the Windows 10 Search

You saw a quick overview of the Windows 10 search tool, Cortana, in Chapter 1,
and how to use it for searching your computer for apps and documents, search the
Web for information, and use the voice interface for Cortana. Cortana is positioned
as a unified search tool and personal assistant. You can customize Cortana’s behav-
ior in Windows and enforce Cortana behaviors in an organization.

When you activate Cortana, you can click the Settings icon to display the configura-
tion options available, as shown in Figure 3-10.
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Settings

Microphone
Mal re Cortana can hear me.

Hey Cortana
id to "Hey Cortana”

Ask me anything
Figure 3-10 Cortana Settings

In the latest versions of Windows 10 Home and Pro, there is no option to turn off
or disable Cortana, but you can control some aspects of Cortana’s behavior.

® Microphone: Options to configure the microphone and speech system so that
Cortana can recognize your voice and respond to queries.

m Hey Cortana: Turning on this option enables you to interact with Cortana
with speech, without touching the device, by saying “Hey Cortana.” If you
turn this on, you will also have the option to turn off Sleep mode so that your
device will always respond when it is plugged in. If you want to ensure that
Cortana responds only to you, select the Learn How I Say “Hey Cortana”
link to configure your voice, and then select Try to Respond Only to Me.
Or you can select Respond When Anyone Says “Hey Cortana” so it can be
activated by anyone.

Lock Screen: Options to allow Cortana to function when the screen is locked.

Taskbar Tidbits: Cortana can provide hints and tips in the Search box from
time to time with this option turned on.

Send Notifications Between Devices: Allow Cortana to provide notifica-
tions about other device statuses on this device.

Cortana Language: Choose the language settings for Cortana.
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m History View: Enable history in Cortana for apps, settings, web, search, and
other items Cortana knows about.

m My Device History: With this turned on, Cortana will learn your search his-
tory and perform better searches on the PC or local device. This section also
includes a button to clear the device history.

m Bing SafeSearch Settings: This link brings up the search settings in Bing.
com, using your default browser. Cortana uses Bing for Web search.

m Other Privacy Settings: A link to the device’s Change Privacy Options screen.

Cortana Group Policy Settings

Cortana configuration, and search settings in general, can be controlled in Group
Policy for the Enterprise and Education editions of Windows 10. If you disable the
Allow Cortana Group Policy, Cortana will not be enabled on the device, but users
will still be able to search the device.

The following group policies can be used to manage Cortana on devices and are
found in the GPO under \Computer Configuration\Administrative Templates\
Windows Components\Search.

m Allow Cortana: Enable or disable Cortana universal search and voice inter-
face. Local search still works when this policy is disabled.

m Allow Cortana Above Lock Screen: Use this policy to disable the ability of
Cortana’s speech interface to work on the Lock screen.

m Allow Search and Cortana to Use Location: You can disable providing
Cortana access to the device’s location using this policy.

Configuring Microsoft Edge and Internet Explorer

Windows 10 includes Internet Explorer (IE) version 11, which provides new man-
agement and usability features that enhance the Internet browsing experience while
providing the latest security enhancements that help to maintain a safe environment
while accessing websites and other Internet resources.

Windows 10 also introduces a new browser, Edge, which is enabled as the default
browser. Edge has a more minimalistic design than IE and is designed to work well
with tablets, so it is easy to use with a touch interface and improves battery life over
using IE. The simple interface, along with a new, faster rendering engine, means
that Edge performs faster than IE.
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Microsoft Edge

Edge includes a new Reading mode for certain web pages, such as news articles,
which presents the core content of the page in a simplified and more readable
screen, perfect for reading on a tablet or small form-factor device. You can config-
ure how Reading mode works in the Edge Settings screen. Reveal Edge settings by
clicking the ellipse menu and selecting Settings. This displays the Settings screen as
shown in Figure 3-11.

B3 Blank page X =+ - [m] X

<« > 0O ‘Sezr(horsmerwebaddwss

SETTINGS -

Cheose a theme

| Light v |

Open Microsoft Edge with

| start page ]

Open new tabs with

| Top sites and suggested content v |

Favorites

View favorites settings.

Clear browsing data

Choose what to clear

Account
Account settings

Sync your favorites and reading list

Some Windows features are only available if you are
using a Microsoft account or work account.

Device sync settings

#

Reading

Reading view style

| Defaurt ]

Reading view font size

| Medium <]

Figure 3-11 Edge Settings Screen

The Favorites button behaves similarly to Favorites in IE; however, Edge adds a
new Reading List option that allows you to add pages as reading list items to read
later. These links appear in the Edge Hub.

The Edge Hub is accessed from the three-line icon to the right of the Favorites star.
From the Hub you have access to your favorites, reading list, history, and down-
loads. You can clear your downloads and history from the Hub as well.
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The icon to the right of the Hub icon provides access to Web Notes. This feature
ties into OneNote on your device. From this interface you can highlight portions of
the page, draw with the pen, snip a portion of the page, and save snippets and notes
to OneNote.

The latest version of Microsoft Edge also includes the capability to add extensions.
Clicking Extensions in the ellipse menu will show the installed extensions and a link
to Get Extension from the Store. Clicking the link displays some popular exten-
sions, such as Office Online, Evernote Web Clipper, Translator for Microsoft Edge,
and others.

Internet Explorer

Internet Explorer 11 includes an extensive series of new improvements; the most
significant are the following:

Improved web browsing and navigation: Users can access information
more rapidly, with improved browsing efficiency even across slow networks.
Smarter web page caching that includes prefetch and prerender help to
enhance the rate of access to information.

Compatibility with many device types: Supports orientation-based view-
ing on tablets and other portable devices. On touch-based screens, Internet
Explorer 11 supports such actions as touch-based drag-and-drop, hover, and
highlighting of active links. On large monitor systems, Internet Explorer sup-
ports multimonitor support and high-pixel scaling for optimal viewing experi-
ence. You can also sync your browsing history and favorites across multiple
devices.

Phone capability: Provides clickable links when used with phone-based apps
such as Skype or Windows Phone devices.

Integration with Adobe Flash: Included out-of-the box.

New Group Policy settings: Additional settings enable you to control
actions such as use of the swiping motion, automatic phone number detection,
the provision of personalized search results, and many more.

Do Not Track (DNT) exceptions: By default, websites are not allowed to
track users. Websites can ask for exceptions from users based on DN'T. If the
user grants it, headers can be sent from the user to the website that enable
tracking, allowing users to develop a trusted privacy relationship with desired
websites.

Improved developer features: Internet Explorer 11 supports an enhanced set
of web standards, as well as new debugging utilities and APIs for actions such
as animated scrolling effects and enhanced video capabilities.
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Internet Explorer includes a wealth of configuration options for users and busi-
nesses. You should be familiar with the major options and how to control them and
enforce policies for your business.

Compatibility View

To configure Internet Explorer to add or remove websites displayed in Compat-
ibility View, press Alt to view the menu bar and then click Tools > Compatibility
View Settings. This displays the Compatibility View Settings dialog box shown,
with the current website displayed in the Add This Website text box. Click Add

to specify that this website will be displayed in Compatibility View. This adds the
website to the list under Websites You’ve Added to Compatibility View, thereby
enabling the website to always be displayed in Compatibility View on future visits
to the same website. To remove a website from this list, select it and click Remove.
You can also modify Compatibility View settings by configuring the following two
options at the bottom of the Compatibility View Settings dialog box:

m Display Intranet Sites in Compatibility View: Select this check box if
your company’s intranet websites were designed for older versions of Internet
Explorer. This check box is selected by default.

= Use Microsoft Compatibility Lists: Microsoft provides lists of websites that
function better in Compatibility View. These lists also include lists of hard-
ware devices, such as graphics devices, that have known compatibility issues.
Selecting this check box enables these lists to be downloaded and used. This
check box is selected by default.

You can also use Group Policy to configure Compatibility View in an Active
Directory Domain Services (AD DS) domain. From either the Computer Configu-
ration or User Configuration section of the Group Policy Object Editor, access

the Administrative Templates\Windows Components\Internet Explorer\
Compatibility View node. This provides the following policies:

® Turn On Internet Explorer 7 Standards Mode: Forces all websites to dis-
play in a mode compatible with Internet Explorer 7.

® Turn Off Compatibility View: Prevents users from using the Compatibility
View feature or the Compatibility View Settings dialog box.

® Turn On Internet Explorer Standards Mode for Local Intranet: Controls
the display of local intranet websites so that they appear in a mode compatible
with Internet Explorer 7. Enable this setting if your company’s intranet web-
sites do not display properly in Internet Explorer 11.

® Turn Off Compatibility View Button: Prevents users from using the Com-
patibility View button on the toolbar.
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® Include Updated Website Lists from Microsoft: Enables the browser to
use the compatible website lists provided by Microsoft. These websites are
automatically displayed in Compatibility View.

m Use Policy List of Internet Explorer 7 Sites: Enables users to add specific
sites that are displayed in Compatibility View.

= Use Policy List of Quirks Mode Sites: Enables Internet Explorer to use
an Internet Explorer 7 user agent string of websites, which are displayed in
Quirks Mode. This mode enables Internet Explorer to match the behavior
of other leading browsers while retaining the compatibility support generally
expected by users.

SmartScreen Filter

The SmartScreen Filter first introduced in Internet Explorer 8 and continued in
versions 9, 10, and 11 enhances the capabilities of the phishing filter first introduced
with Internet Explorer 7. Besides checking websites against a list of reported phish-
ing sites, this filter checks software downloads against a list of reported malware
websites. The practice of phishing refers to the creation of a fake website that closely
mimics a real website and contains a similar-looking URL, intending to scam users
into sending confidential personal information, such as credit card or bank account
numbers, birthdates, Social Security numbers, and so on. The attacker sends email
messages that appear to originate from the company whose website was spoofed

so that users connect to the fake website and provide this type of information. The
attacker can use this information for identity theft and other nefarious purposes.

Microsoft built the SmartScreen Filter into Internet Explorer 11 to check websites
for phishing activity using the following methods:

m Comparing website addresses visited by users with dynamically updated lists of
reported legitimate sites saved on your computer.

m Comparing website addresses against lists of dynamically updated lists of sites
reported as downloading malicious software to your computer.

® Analyzing website addresses against characteristics (such as misspelled words)
used by phishing sites.

m Comparing website addresses with those in an online service that Microsoft
operates for immediate checking against a list of reported phishing sites. This
list is updated several times each hour using material gathered by Microsoft or
other industries or reported by users. Other global databases of known phish-
ing sites are also used.
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If the SmartScreen Filter detects a known phishing or malware site, Internet
Explorer displays the address bar in red and replaces the website with a message
informing you of the risks. You receive options to close the website or continue to
it. If the site is not a known phishing or malware site but behaves in a similar man-
ner to such a site, the address bar appears in yellow and a warning message appears.
The user can report the site to the Microsoft SmartScreen Filter list or gather fur-
ther information to report a false positive if the site turns out to be legitimate.

Use the following procedure to configure the SmartScreen Filter:

Step 1.

Step 2.

Open Internet Explorer to a website that you suspect might be a phishing
site, or access SmartScreen Filter from the Tools menu.

On the Safety menu, select one of the following options:

m Check This Website: Checks the current website. Click OK in the
SmartScreen Filter message box that appears to receive a message
informing you of the result.

® Turn On SmartScreen Filter: Displays a dialog box that enables
you to turn the filter on or off as desired. This menu item appears
as Turn Off SmartScreen Filter when the filter is already on.

m Report Unsafe Website: Enables you to report a phishing website
or remove an authentic site that has been flagged as a phishing one.

Internet Explorer Group Policies

There is a wealth of other options also available for IE 11. Selecting Internet
Options from the IE gear menu displays the tabbed dialog box with the following

tabs:

® General: Includes the IE home page, startup options, tab control options,
browsing history, and appearance settings.

m Security: Used to configure trust levels for websites and the security level to

use.

m Privacy: Control handling of cookies, whether to provide location to websites,
pop-up blocker, and InPrivate browsing.

m Content: Options for SSL encryption certificates, AutoComplete behavior,
and feeds and Web Slices.

m Connections: This tab allows you to set up an Internet connection, VPN, and
configure LAN settings.
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m Programs: Set IE as the default browser in this tab, and manage add-ons,
HTML editing, and configure default programs for email.

m Advanced: Configure advanced IE settings, or reset IE settings to their instal-
lation defaults.

You should be generally familiar with these options and how they work.

Organizations usually want to control how IE is configured in the enterprise,
and this is done through Group Policy. Figure 3-12 shows the comprehensive
list of Group Policies available under \Computer Configuration\Administrative
Templates\Windows Components\Internet Explorer.
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Figure 3-12 Group Policies for Internet Explorer

As you can see, there are Group Policies for controlling every aspect of Internet
Explorer and users’ web browsing experience in general. For instance, if you enable
the Prevent Bypassing SmartScreen Filter Warnings policy, users will not be
able to click through to websites that SmartScreen has detected as a security issue.
"This helps improve the security profile of the organization.
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When controlled through Group Policies, generally users will be blocked from
modifying those settings in the Internet Options dialogs.

NOTE For more information on Group Policies for Internet Explorer, see the topics
listed in “Group Policy and Internet Explorer 11” at https://technet.microsoft.com/
en-us/itpro/internet-explorer/iel1-deploy-guide/group-policy-and-iell.

Internet Explorer Compared to Edge

Hi vaNet wor k. Corr

Internet Explorer is not shown on the taskbar or Start menu when Windows 10 is
first installed. You can find it by searching for Internet Explorer or by switching
your default browser in the Default Apps Settings screen. Edge also includes an
option on the ellipse, Open with Internet Explorer, that will open the current page
in IE. Each of these browsers presents a slightly different experience. The major dif-
ferences in the two browsers are as follows:

m Edge is a streamlined mobile-friendly version that behaves in a manner similar
to that of other Windows Universal apps, whereas IE behaves in a similar fash-
ion to Internet Explorer in Windows 8.1 and Windows 7.

® Edge does not support ActiveX controls.

m Edge includes several features not available in IE:
= Web Note
m Reading List

m Cortana

m IE includes nine document modes for emulation of older IE versions.

To improve the web browser experience in organizations with legacy applications,
you can configure Windows to always open specific sites in IE 11 that require
ActiveX controls or older IE version compatibility. To configure a list of sites to
automatically use IE, enable the Group Policy Allows You to Configure the
Enterprise Mode Site List, which is found in the GPO under \Computer Con-
figuration\Administrative Templates\Windows Components\Microsoft Edge.

"This policy requires an XML document stored on a Windows share. Windows 10
devices will access the XML document to determine which sites to automatically
load in IE instead of Microsoft Edge. You create the document using a download-
able tool called the Enterprise Mode Site List Manager. Enter any site in the tool
and select Open in IE 11 for the sites and domains that require it. Save the file to a
network share and configure the Group Policy to use the file.
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NOTE For more information on using Enterprise Mode, see “Use Enterprise
Mode to Improve Compatibility” at https://technet.microsoft.com/en-us/itpro/
microsoft-edge/emie-to-improve-compatibility.

Configuring Hyper-V

You learn details about virtualization, managing Hyper-V virtual machines and
devices, and other topics needed for Exam 70-697 in Chapter 10, “Windows
Hyper-V.” Even if you are only taking the 70-698 exam, you should study that
chapter to ensure you have a thorough understanding of Hyper-V and how to
configure it for Windows 10.

Recall from Table 2-3 in Chapter 2 that Hyper-V requires some additional require-
ments above the base requirements of Windows 10; namely, you must use a 64-bit
edition of Windows 10 Pro, Enterprise, or Education. Your computer must also
have a processor that supports virtualization. Virtualized machines will also take

up disk space, parts of RAM, and slices of the processor cores for themselves, so
you should plan for those additional resources, depending on the number of virtual
machines that will be set up on the device.

Hyper-V is not installed by default. To install it, open Control Panel, select
Programs and Features, and then choose Turn Windows Features On or Off.
Check the box for Hyper-V and click OK to install all the Hyper-V features. If
your computer cannot support Hyper-V, the Hyper-V Platform option will be
grayed out, as shown in Figure 13-13.
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Figure 3-13 Hyper-V Installation Disabled on a Computer Without Required Processor
Capabilities
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After Hyper-V is installed, you can run the Hyper-V Manager and begin creating
virtual machines, virtual switches, and other devices. For details on creating and
managing virtual machines, see Chapter 10, “Windows Hyper-V.”

Configuring Power Settings

Microsoft has dedicated a lot of resources to ensuring that Windows runs efficiently
on many devices, especially to conserve power on portable devices and phones.
Access the power configuration by clicking the Action Center, selecting System
from the Settings screen, and then clicking on Power & Sleep. A link called Addi-
tional Power Settings displays the Power Options Control Center applet, where you
can change your power plan or change power plan settings.

If you are using a mobile device, you will also see battery options, which allow you
to adjust battery saver options for your device. Different settings are available for
when the device is plugged in and when it is running on battery power.

Exam 70-697 also requires you to know about configuring power settings, and this
topic is covered in more depth in Chapter 11, “Configuring and Securing Mobile
Devices.” Be sure to review the “Power Policies” section in that chapter.

Configuring Devices and Device Drivers

MCSA Device drivers are software utilities that enable hardware components to communi-
70-698 cate with the operating system. All components that you see in Device Manager—

including disk drives, display adapters, network interface cards, removable media
(CD-ROM, DVD-ROM, and so on) drives, keyboards, mice, sound cards, USB
controllers, and so on—utilize drivers for this purpose. External components such

as printers, scanners, and so on also use drivers. With each new version of the
operating system, it becomes necessary for hardware manufacturers to produce

new drivers. Drivers written for older operating systems, such as Windows Vista or
Windows 7, might work with Windows 10 but can result in reduced device func-
tionality, or they might not work at all. Windows 10 shares the same driver model as
Windows 8.1, so most drivers should work the same. You need to be able to install,
configure, and troubleshoot drivers for various components for the 70-698 exam and
for real-world computer support tasks.

When you first install or upgrade your computer to Windows 10, the operating
system searches for hardware devices attached to your system and loads drivers
required for these devices to function. In most cases, this process occurs automati-
cally without the user even knowing that it’s taking place. It is only when the operat-
ing system is unable to locate the proper drivers for a device that you become aware
that a problem might exist.
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Windows 8 and 8.1 brought about several improvements to hardware drivers for
new hardware components and features. Windows 10 continues support for new
hardware and features. Some of the recent improvements in Windows hardware
support include the following:

m Support for USB 3.0: First introduced with Windows 8, Windows 10
includes a new driver stack in support of USB 3.0 devices. Included is support
for new capabilities of USB 3.0, including static streams support and remote
suspend and wake-up features according to the USB 3.0 specification.

m Support for the USB Attached SCSI Protocol (UASP): Windows 10
includes a USB storage driver that uses static streams for bulk endpoints,
according to the implementation of UASP.

m Support for Windows To Go: Windows To Go enables booting Win-
dows from a flash drive or external drive. Support for the required drivers is
included.

m New device driver interfaces: New interfaces are included that support the
new features and improvements in Windows 10 and USB 3.0.

® Enhanced diagnostic and debugging capabilities: Windows 10 provides
utilities that facilitate the rapid diagnosis of USB 3.0 problems. Included are
USB 3.0 kernel debugger extensions that examine USB 3.0 host controller and
device statuses.

m New diagnostic failure messages in Device Manager: Provided are USB

3.0-specific error messages that describe the reason for failure to enumerate an
attached USB device.

In addition to driver installation, Windows Update offers updates to software appli-
cations installed on your computer and the operating system itself. We discussed
Windows Update in Chapter 2, “Implementing Windows.”

Device Setup

When you connect a Plug and Play (PnP) device to a Windows 10 computer, Win-
dows automatically makes the device ready to use by automatically locating and
installing all required software so that the device will function as intended. Included
in the setup process is the distribution of device drivers, metadata, and Windows
Store apps. The device metadata contains information about the device. Windows
Store device apps are provided by device manufacturers to enhance device function-
ality in Windows 10; such apps are automatically distributed to users from the Win-
dows Store according to instructions contained in the device metadata.
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You can initiate device setup either manually or automatically in several fashions,
by performing such actions as plugging in a USB device, using the Add a Device
Wizard to recognize a Bluetooth device or Windows phone, setting up a network
printer, adding the device to the network to which the computer is connected, con-
necting the computer to a new network (thereby initiating the setup of network
devices accessed by the computer), and so on. Installing hardware devices typically
takes three steps:

Step1. Adding the device: For internal devices such as hard drives or network
adapters, you need to shut down your computer and, for some devices,
open the case and insert it into the appropriate expansion slot or bay. For
a USB or FireWire device, you plug it into a connector located some-
where on the computer. For network devices, you plug them into the
network or plug the computer into a new network.

Step 2. Locating appropriate device drivers for the device: Windows detects
the device at startup and displays a message on the taskbar that it is
installing device driver software. In most cases, this message goes away
within a few seconds and your device is ready for use.

Step 3. Configuring device settings: For PnP devices, this generally happens
automatically. If Windows is unable to locate the driver, it requests any
needed information, including any manufacturer-supplied media. You
might also be able to locate hardware drivers from the Microsoft Win-
dows Update website.

When device setup is complete, a sound is played. If a Windows Store device app is
associated with the device, a tile for the device app appears on the Start screen.

Devices and Printers

Devices and Printers works like Device Stage in Windows 7, but is now part of the
Control Panel in Windows 10. It acts as a home page for hardware devices, provid-
ing a single location from which you can manage all devices that have been properly
installed on your computer, as shown in Figure 3-14. You can access Devices and
Printers by selecting Control Panel from Start > Windows Settings, and then
selecting View Devices and Printers under the Hardware and Sound category.
You can also use Cortana to search for devices.
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i Devices and Printers
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Figure 3-14 Devices and Printers Applet in Control Panel Displaying All Devices Connected to

the Computer

When you connect a device, Devices and Printers attempts to add it automatically
with the aid of an XML-based definition file provided by the manufacturer. If the
device is not automatically detected, you can click Add a Device to start the Add a
Device Wizard that searches for devices that might be attached to your computer.
Ensure that your device is properly plugged in and turned on. The wizard should
display a selection of device types from which you can select the appropriate device.
Click Next and follow the remaining steps presented to install your device. When
the process is complete, the device is added to the Devices list shown in Figure 3-14.

TIP  If you do not want Windows to automatically download drivers for new hard-
ware devices, you can modify this behavior. Access the Hardware tab of the System
Properties dialog box and click the Device Installation Settings command but-
ton. On the dialog box that appears, click No (Your Device Might Not Work as
Expected). Select the desired option from those displayed in Figure 3-15, and then

click Save Changes.
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Device installation settings X

Do you want to automatically download manufacturers” apps and custom icons
available for your devices?

@¥es (recommended);

(O Mo (your device might not work as expected)

Figure 3-15 Modifying the Default Driver Installation Behavior

NOTE For more information on setting up and configuring device drivers in
Windows, refer to “Overview of Device and Driver Installation” and the topic
links at https://msdn.microsoft.com/en-us/windows/hardware/drivers/install/
overview-of-device-and-driver-installation.

Updating Drivers

Windows Update provides a seamless, automatic means of updating all the device
drivers on your computer. Windows Update does not display driver updates individ-
ually. Windows now installs drivers for Windows 10 and many devices automatically
through Windows Update.

Microsoft places drivers on the Update site only if they are digitally signed, meet
certain Web publishing standards, and have passed the testing requirements for the
Windows Certification Program. These procedures verify that drivers included on
the site are certified to do what they are supposed to do.

Using Device Manager

The majority of the work involving device implementation, management, and
troubleshooting for many types of hardware devices is found in the Device Manager
utility. You can run Device Manager either as a standalone Microsoft Management
Console (MMC) snap-in or as a component of the Computer Management snap-in.

You can access Device Manager in any of the following ways:

® Right-click Start and choose Computer Management. This opens the
Computer Management console, from which you can open Device Manager
by clicking its icon in the console tree.

m Right-click Start and choose Device Manager. This opens Device Manager
in its own console.
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® From a File Explorer window, right-click This PC and choose Properties.
Then select Device Manager from the list of options in the left column.

m From Cortana or the Search bar, type device manager into the Search box.
Then click Device Manager.

® From the Settings icon on the Start menu, select Devices, select the Printers
& Scanners category, and then select Device Manager under Related
Settings.

® From the Hardware tab of the System Properties dialog box, click Device
Manager.

As shown in Figure 3-16, Device Manager displays a list of all types of hardware
components that might be installed on your computer. Click the arrows (>) on the
various device categories to expand them and display the actual devices that are
present (as shown for monitors and network adapters).

% Device Manager = o X

File Action View Help
e T HRIE

v % WIN1OD!
iy Audio inputs and outputs
& Batteries
B Computer
a Disk drives
[ Display adapters
= DVD/CD-ROM drives
o Floppy disk drives
«@ Floppy drive controllers
=5 IDE ATA/ATAP! controliers
E= Keyboards
@ Mice and other pointing devices
~ [l Monitors
[ Generic Non-PnP Monitor
(3 Network adapters
3 Intel(R) 82574L Gigabit Network Connection
B Portable Devices
@ Ports (COM& LPT)
™ Print queues
O Processors
1 Software devices
S Storage controllers
= System devices

<

Figure 3-16 Device Manager Enables You to Configure and Troubleshoot All Hardware De-
vices on Your Computer

After you determine that a hardware device is installed correctly and is listed in the
Windows Certification Program, you should check to see whether the device is
detected by Windows 10 and is functioning by checking Device Manager for its list-
ing. Devices shown in Device Manager might display icons that indicate their status.
These include the following:
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If a device is disabled, an icon with a black downward-pointing arrow appears
over the device icon. A disabled device is a device that is physically present in
the computer and is consuming resources, but does not have a protected-mode
driver loaded.

A red X appearing over the device icon indicates that the device is disabled.

A black exclamation point icon on a yellow triangle background appearing
next to the device icon indicates that a device is functioning but experiencing
problems.

A yellow question mark icon in place of the device’s icon indicates a hardware
device that is not properly installed or is in conflict with another device in the
system.

A blue “i” (for Information) on a white field indicates that the device has been
configured manually with resource configurations.

When you right-click a device, a shortcut menu similar to the one displayed in
Figure 3-17 appears. You can select to update the driver, or uninstall or disable the
device. You may also scan the device for hardware changes or access the device’s
properties. When you open the device’s Properties dialog box, you can put a variety
of configurations into effect, as well as disable or enable the device.

& Device Manager - o x
File Action View Help
e | @ E @B kXxE
~ & WIN1001
i Audio inputs and outputs
2 Batteries
[ Computer
s Disk drives

[ Display adapters
== DVD/CD-ROM drives

o Floppy disk drives

.a Floppy drive controllers

== |DE ATA/ATAP| controllers

=3 Keyboards

@ Mice and other painting devices
~ [ Monitors

I8 Generic Non-PrP Menitor
& Network adapters

3P Intel(R) 82574L Gigabit Network C
@ Portable Devices
@ Ports (COM &LLPT)
= Print queues
0 Processors
1 Software devices
S Storage controllers
Em System devices

<

Update Driver Software...
Disable
Uninstall

Scan for hardware changes

Properties

Figure 3-17 Right-Click Menu in Device Manager Provides Several Configuration Options
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Every device has its own Properties dialog box (see Figure 3-18), specific to its
device type and sometimes specific to the manufacturer and model (depending on
the installed driver). Table 3-2 describes the standard tabs found in any device’s
Properties dialog box (not all these tabs are found for every device, and manufactur-
ers might add additional tabs not included here).

Table 3-2 Tabs Found in a Device’s Properties Dialog Box

Tool Description

General Displays the device’s description and status.

Advanced Provides additional configurable properties.

Driver Displays the current device driver’s information, and enables you to perform
several configuration options.

Details Displays the device’s specifications. You can choose from a long list of device
properties.

Events Displays a time-based list of actions that have occurred with regard to the
device. Actions include such things as installing and configuring drivers, adding
services, and so on.

Resources Displays the system resources being consumed, including interrupt requests
(IRQYs), input/output (I/O) ports, and physical memory range. Displays whether
these resources are in conflict with any others being used in the system.

Power Provides options to allow the computer to turn off the device when not in use to

Management save power, and allow the device to wake the computer from Sleep mode.

Intel{R)} B2574L Gigabit Metwork Connecticn Properties x

Events Resources Power Management
General Advanced Driver Detais

@ Intel(R) 82574L Gigabit Network Connection

Devica typa: Matwork adapters
Marwfactumr Intel Comporation
Location PCI Slot 152 {PC1 bus 11. device 0, function
/]
Device status
[This device is working propery.

(oK ][ cones

Figure 3-18 Configure Specific Device Properties Using the Properties Dialog Box for the Device
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Using Device Manager to Uninstall Drivers

When you uninstall a device driver, the driver is completely removed from the com-
puter. To uninstall a driver, right-click the device in Device Manager and choose
Uninstall. In the Confirm Device Uninstall dialog box shown in Figure 3-19, select
the Delete the Driver Software for This Device check box, if desired, and then
click OK. Note that Windows will redetect the device at the next restart (if the
device is still attached to the computer) and attempt to reinstall it.

Confirm Device Uninstall x
Toplc FH  Standard floppy disk controler
e

Waming: You anes about to uninstal this device from your system

5] [ conce

Figure 3-19 Uninstalling a Driver

Using Device Manager to Disable Drivers

Rather than uninstalling the device completely, you can disable the driver. The
hardware configuration is not changed. Right-click the device in Device Manager
and choose Disable. You receive a confirmation message box. Click Yes to dis-
able the driver. The device appears in Device Manager with a small black arrow
indicating that it is disabled. To reenable the device, right-click it again and choose
Enable. The device is reenabled without any further prompts.

Maintaining Device Drivers

Manufacturers often release updated drivers for their devices, which provide new
features or improve the functionality of their device. Occasionally an updated driver
will not function properly on a particular machine. At times, you might need to
download an updated driver from Microsoft or the manufacturer’s website to fix
problems with device functionality caused by poorly written drivers or by changing
technology. You need to know how to maintain device drivers to ensure that all the
computers in your responsibility function properly, and individuals using these com-
puters can get their work done.

Managing and Troubleshooting Drivers and Driver Signing

Driver signing is a process that Microsoft follows to validate files that a third-party
manufacturer creates for use in a Windows 10 computer. A manufacturer submits
its drivers to Microsoft, and after Microsoft completes a thorough quality assurance

Hi vaNet wor k. Corr
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testing process, Microsoft signs the files digitally. This digital signature is an elec-
tronic security mark that indicates the publisher of the software and information
that can determine whether a driver has been altered. Driver signing is an extra
assurance of the quality of the software installed on the computer.

Device drivers that are included on the Windows 10 installation DVD or down-
loaded from the Microsoft Update website include a Microsoft digital signature.
If you have problems installing a driver, or if a device is not working properly,
you should access Windows Update as described earlier in this chapter to look for
optional driver updates. You should also visit the device manufacturer’s support
website to obtain an up-to-date digitally signed driver for your device.

Driver Signing Requirements in Windows 10

The following driver signing requirements were initiated in Windows 7 and contin-
ued through to Windows 10:

NOTE

Standard (nonadministrative) users can install only drivers that have been
signed by either a Windows publisher or trusted publisher. These drivers are
placed in a protected location on the computer called the driver store. Micro-
soft implemented this requirement because drivers run as a part of the operat-
ing system with unrestricted access to the entire computer. Therefore, it is
critical that only properly authorized drivers be permitted.

Standard users cannot install unsigned drivers or drivers that have been signed
by an untrusted publisher; you cannot modify this policy in Windows 10.

Administrators can install drivers that have been signed by an untrusted pub-
lisher, and they can also add the publisher’s certificate to the trusted certifi-
cates store, thereby enabling standard users to install drivers signed by this
publisher. This is known as staging driver packages.

If drivers are unsigned or have been altered, administrators are warned. They
can proceed in a manner similar to how they would if the drivers were from an
untrusted publisher.

All new Windows 10 kernel mode drivers must be submitted to and digitally
signed by the Windows Hardware Developer Center Dashboard portal, a
Microsoft service for hardware developers.

You cannot install a driver that lacks a valid digital signature, or one that was

altered after it was signed, on x64-based versions of Windows.
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If you install a device, Windows 10 looks for the driver signature as a part of System
File Protection, which is a feature that prevents applications from replacing critical
Windows files by creating and maintaining backups of many critical program files.
When it fails to find one, Windows notifies you that the drivers are not signed and
prompts you to continue or stop the installation, provided you have administrative
privileges. Otherwise, the installation attempt fails. If you continue with the instal-
lation, Windows 10 automatically creates a restore point, which facilitates returning
to the previous configuration. Restore points are discussed in more depth in Chap-
ter 20, “Configuring System Recovery Options.”

NOTE For more details on signing and staging device drivers, refer to the

topic “Device and Driver Installation Fundamental Topics” at https://
msdn.microsoft.com/en-us/windows/hardware/drivers/install/device-and-driver-
installation-fundamental-topics. Information in this guide should be applicable to
Windows 10 and Windows Server 2016. Note that Microsoft has recently changed
its driver signing requirements. See “Driver Signing Changes in Windows 10, Ver-
sion 1607” at https://blogs.msdn.microsoft.com/windows_hardware_certification/
2016/07/26/driver-signing-changes-in-windows-10-version-1607.

Checking Drivers for Digital Signatures

Dynamic-link libraries (DLLs) and other files are often shared by programs. Some-
times a program overwrites files that were originally installed by a digitally signed
driver. If a device behaves oddly, you might want to verify that its driver still has the
signature. You can check to validate the driver by looking in Device Manager.
Double-click the device and click the Driver tab of its Properties dialog box. You
should see this statement: Digital Signer: Microsoft Windows or Digital Signer:
Microsoft Windows Hardware Compatibility Publisher.

You can check individual files further by clicking the Driver Details button. Files
that are signed have an icon of a sealed certificate, which appears to the left of the
name. Files that have not been digitally signed do not have a certificate icon next to
the filename.

If you want to verify device drivers throughout the system, you can run the sigverif
application. To do so, access Cortana or the Search bar and type sigverif into the
Search field. Then click Run Command. The File Signature Verification program
starts, as shown in Figure 3-20. Click the Advanced button and verify that sigverif
will log the results and save them to a file. Click OK and then click Start. After

the program has completed its check, the program displays any files that were not
signed in a window, and you can see the results in the Sigverif.txt file. If the pro-
gram does not detect any unsigned files, it displays a message box with the message,
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Your Files Have Been Scanned and Verified as Digitally Signed. Otherwise, it
displays a list of files that have not been digitally signed.

= File Signature Verification X

To help maintain the integrity of your system, critical files
have been digitally signed so that any changes to these
files can be quickly detected

Click Advanced to customize verfication options.
Click Start to check for any system files that are not
digitally signed

Figure 3-20 File Signature Verification Program Checking All Drivers for Digital Signatures

Unsigned drivers might not cause a problem. If you are having problems with a
device that has an unsigned driver, you should disable the driver. If you are hav-
ing unspecified problems, such as the computer does not go into Sleep mode, you
should determine which devices have unsigned drivers, disable them one at a time,
and then test to see whether the problem is resolved. To disable an unsigned driver
that has already been installed, you should disable the device that uses the driver,
uninstall the driver, or rename the driver files.

TIP  When in doubt, check the system files. The System File Checker, which you
can execute from an administrative command line with sfc.exe, can check the digi-
tal signature of system protected files. With other uses, such as repopulating the
DLLCACHE folder and replacing system files that are missing or incorrect, you can
execute sfc.exe from a batch program or script. This program has several options; the
/scannow option is one of the most useful, scanning the integrity of all protected sys-
tem files and performing repairs where possible. This process takes several minutes.
To view information on all available options, run sfc.exe /?. Note that in Windows
10, as was the case in Windows Vista and 7, you must run this command as an ad-
ministrator; right-click the Command Prompt option, select Run as Administrator
from the list of options displayed at the bottom of the screen, and then click Yes in
the UAC dialog box.

Driver Installation Permissions in Windows 10

In versions of Windows prior to Windows 7, only users with administrative privi-
leges could install drivers. Consequently, many enterprises provided their users with
local administrative rights; this enables users to perform these tasks, but they also
allowed users to undertake actions that could compromise security or configure the
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computer so that it would not run properly. These actions resulted in increased sup-
port costs and demands on the help desk.

In Windows 10, as was the case in Windows 7, an administrator can implement a
policy that prevents the installation of a driver according to its device ID or device
setup class. If such a policy is present, Windows will not install devices that are for-
bidden by these policies. An administrator can also permit standard users to install
device drivers that are members of specified device setup classes.

Managing Driver Packages

A driver package, in essence, is the full set of files installed as part of a device driver.
When you select the Driver Details button on the driver properties Driver tab, a list
of the files associated with the driver is displayed. For many drivers, these files make
up the entirety of the driver package. All files that make up the driver are considered
critical to installation of the device.

Some manufacturers may deliver a driver package with a richer set of functional-
ity than a simple interface to the operating system. Instead, some driver packages
include a custom user interface (UI), utilities, administration tools and other soft-
ware. These packages are usually deployed as installable files, such as executables or
Microsoft Software Installer (MSI]) files, and provide the user with additional fea-
tures for controlling the device.

Examples of devices that will often include a richer driver package include the
following:

® Printer drivers often include diagnostic software, custom color adjustments, or
calibration tools.

m Digital cameras and camcorders often include customized Ul screens to allow
the user to copy pictures and videos to the computer or its own photo sharing
software.

® Scanners nearly always include additional software and control packages for
use in previewing scans, adjusting the scan image, conversion programs, or
Optical Character Recognition (OCR) capability.

These are just a few examples. Other devices may also include rich driver packages,
and not all printers, cameras, and scanners require custom user interfaces. But you

should have an idea of the potential varied functionality that could be included in a
driver package.

When you install a device driver in Windows 10, it adds the driver to the driver
store for the system. Administrators can install signed and unsigned drivers to the
store, which will make them available for any user who plugs in a matching device.
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In this way, standard images can be deployed with drivers for all the devices typically
used in a business, and they will be available for any user.

You can add drivers to the store using a setup program provided by Microsoft or the
device manufacturer, by including the drivers in a Windows Setup answer file dur-
ing an automated deployment, or using the PnPUtil program.

PnPUtl is a command-line utility for installing and staging device drivers using an .inf
file. It requires an administrative command prompt and the name of the driver .inf file.
You can use several parameters with the PnPUt] command to manage drivers:

m /e is used to enumerate (or list) all third-party driver packages.

/a is used to add the driver to the driver store.

/i1is used to install the driver package.

/d is used to delete the package associated with the .inf file.

NOTE For more details on PnPUtil, reference “PnPUtil Examples” at https://

msdn.microsoft.com/en-us/windows/hardware/drivers/devtest/pnputil-examples? =
255&MSPPError=-2147217396.

Resolving Driver Issues

Even with all the improvements Microsoft has made in device and driver man-
agement in recent Windows versions, problems still occur. Drivers use system
resources, including IRQ lines, I/O ports, and physical memory addresses. If two
hardware components attempt to use the same location of any of these resources, a
conflict results and these components will not work. For example, you install a new
scanner and discover that your network adapter does not work. Such a situation
happens more often when using a non-PnP device. In such a situation, you should
check resource assignments for conflicts. It is frequently necessary to modify set-
tings on the non-PnP device, for example, with the aid of jumpers or DIP switches.
Some devices may have configuration settings available in the computer BIOS, such
as built-in devices. Reconfigure the device with the aid of manufacturer instruc-
tions, which may be located on a label placed on the device or manufacturer’s
documentation.

In this section, we take a look at troubleshooting driver resource conflicts and
resolving other driver issues.

Using Device Manager to Resolve Driver Conflicts

You can use Device Manager to determine whether a resource conflict exists by
changing the view. Device Manager offers several view types that assist in monitor-
ing, as described in Table 3-3.
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Table 3-3 Device Manager Views

View What It Displays

Devices by type Displays devices by the type of installed device, such as monitor or mouse.
This is the default view. If you have multiple monitors, for example, you
see each of the monitors displayed below the Monitor node.

Devices by Displays devices according to the type of connection, For example, all the

connection disk drives and CD or DVD drives connected to the SATA controller are
displayed under the SATA connection node.

Resources by type  Displays devices according to resource type, including I/0, IRQ, and

memory. For example, Figure 3-21 shows devices listed in the order of the
I/0 resources it uses.

Resources by
connection

Displays resources according to their type of connection. This also serves
to indicate which resources are currently available.

% Device Manager - [m] he
Eile Action View Help
e MBI EERP EX®
~ & WIN1001 ~
w i Direct memory access (DMA]
«& 2 Standard floppy disk controller
¥ 4 Direct memory access controller
~ 3 Input/output (10)
m[ ] Direct memory access controller
i [ - F7] PClBus
= 10 - 1F] Motherboard resources
i 20 - 21] EISA pregrammable interrupt controller
= 24 - 25] Motherboard resources
im[ 28 - 23] Motherboard resources
im 2C - 20] Motherboard resources
= 2E - 2F] Motherboard resources
= 0 - 1] Motherboard resources
i 34 - 35] Motherboard resources
= [ 38 - 38] Motherboard resources
im[ C - D] Motherboard resources
= ] System timer
L= 50 - 53] Motherboard resources
[ 1 Standard PS/2 Keyboard
= 1- 1] System speaker
[ 64 - 64] Standard PS/2 Keyboard
im 70 - )71] System CMOS/real time clock
= 72 - J77] Motherboard resources
(=0 - 1 Motherboard resources
= 1- 1 Direct memory access controller
im[ - 1 Motherboard resources
i 0 - 1] EISA programmable interrupt controller
= 4 - 5] Motherboard resources
[ =N 8- ] Motherboard resources
= C - D] Motherboard resources
im[ 0 - 5] Motherboard resources
im[ 8- 9] Motherboard resources
L= - D] Motherboard rescurces
(=0 0- DF] Direct memory access controller
- 170 - 1771 ATA Channel 1 h

Figure 3-21 Device Manager Provides an Organized View of Devices by the I/O Resources

They Consume

179



180 MCSA 70-697 and 70-698 Cert Guide

The View menu also offers two customization options that affect what you see.

To expand the views to show non-PnP devices, select Show Hidden Devices. To
modify what items Device Manager shows, select Customize. This displays the
Customize View dialog box shown in Figure 3-22, which enables you to select what
items are shown by Device Manager.

Customize View

Select or dear the chedk boxes to show or hide items in the
console window,

[Astandard toolhar
[lstatus bar

[ pescription bar

[ Taskpad navigation tabs
[ &ction pane:

Snap-an
FMenus

[ Toobars

o]

Figure 3-22 Select Which Items Are Displayed in the Device Manager Window

"To view resources being used by a specific device, access the Resources tab of the
device’s Properties dialog box. As shown in Figure 3-23, this tab displays a list of all
resources in use and reports conflicts that might be occurring. To change resource
settings, clear the Use Automatic Settings check box and then click Change Set-
ting. In the dialog box that appears, select a setting that does not conflict with other
settings. Device Manager will inform you if these settings conflict with any other
devices; if so, modify the settings so that no conflicts occur and then click OK.
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Communicatiens Port {COMT) Properties x
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3 Commuricationa Port {COM1)
Besource settings
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Figure 3-23 Resources Tab of a Device’s Properties Dialog Box Displaying All Resources in
Use and Informing You of Any Conflicts

Use of the Action Center to View Device-Related Problems

The Windows 10 Action Center also offers information on device-related problems.
Action Center is a central place for viewing alerts and taking actions that can help
resolve issues and keep Windows running reliably. Action Center uses notifications
to report problems that have occurred on your computer; you can click the prob-
lems displayed to obtain additional information.

When a problem occurs, you can allow Action Center to search for solutions on the
Internet. The user is notified when a solution to a device-related problem is found.
A web link is supplied, and notification is suppressed after the user has installed the
application. Action Center can also display messages alerting you to problems and
solutions related to devices that don’t post drivers at Windows Update. The user is
alerted to the need to download and install a driver update and a link is provided,
specifying the device and providing links to the latest signed driver from the manu-
facturer’s site.

Use of System Information to View Device-Related Problems

The System Information utility is another place you can check devices and locate
potential problems. In the taskbar Search field, type msinfo32, and then click
msinfo32.exe. Expand the Hardware Resources category to obtain information, as
shown in Figure 3-24. Note that the information displayed in the Conflicts/Sharing
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subnode does not necessarily indicate problems, because some resources can be
shared without creating a problem. Also note the Forced Hardware node, which
displays information about devices whose default configuration has been modified
by the user. Information in this node can be useful when troubleshooting resource

conflicts.
B System Information = a x
Eile Edit View Help
System Summary [ Resource Device
= Hardware Resources /O Port Ox00000000-0x00000CFT PCI Bus

/O Part xG0000000-0x00000CFT Direct memory access controller

DA
-Forced Hardware
o
IRQs
Memary
4 Components
& Software Environment

Memory Address 0xD2500000-0xD25FF... PCI Express Root Port
Memory Address 0xD2500000-0xD25FF... Intel(R) 82574L Gigabit Metwork Connection

Memiory Address OxAQ000-0xBFFFF PCI Bus
Memory Address OxAQ000-OxBFFFF Viviware SVGA 3D

Memory Address DxD2400000-0xD24FF..  PCI Express Root Port
Memory Address 0xD2400000-0xD24FF... LS| Adapter, SAS 3000 series, 8-port with 1068

Find what; Find Close Find

[ search selected eategory anly [ search category names only

Figure 3-24 System Information Displaying Details About Hardware Resources, Including
Resource Conflicts and Sharing

Using Windows 10 Rollback to Resolve a Problem Driver

If you update an existing driver to a new version and then you experience system
problems, you should roll back the driver to the previous version. In versions of
Windows prior to Windows XP, this was almost impossible to do. As was the case in
previous versions of Windows, Windows 10 maintains a copy of the previous driver
each time a new one is updated. If, at any time, you want to restore the previous ver-
sion, simply roll back the driver (we cover rolling back a driver in the following sec-
tion, “Configuring Driver Settings”).

TIP Itis usually helpful to create a Restore point before installing the new driver.
"This enables you to restore your computer to its status before the driver installation,
using the System Restore feature. Use of System Restore for performing these actions
is covered in Chapter 20, “Configuring System Recovery Options.”
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You can roll back all device drivers except for printers. You might receive a UAC
prompt before either updating a driver or rolling it back to a previous version.

In some cases, your computer might not even start after installing a problem driver
and rebooting. You can try the following options:

m Reset This PC resets the device to a fresh install. This is especially helpful if
you are unsure how the problem started.

® Automatic Repair looks for common issues, including recent device changes,
and attempts to resolve the issue automatically.

® You can also use System Image Recovery if you have a recent image and
Recovery Drive available.

m If you are unsure which driver is causing the issue, you can use your PC’s
Startup and Recovery dialog, as shown in Figure 3-25, to enable options like
boot logging, Safe Mode, and disable automatic restart on system failure to
gather more information about the problem.

We discuss these and other startup options in Chapter 20.

Ke

Figure 3-25 Advanced Options in Windows 10 Startup Provides Alternate Troubleshooting
Tools for Resolving Driver Issues

Configuring Driver Settings

Like Windows 7 and Windows 8.1, Windows 10 provides access to a comprehen-
sive list of device driver settings for each device. Ordinarily you would not need to
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change these settings from their installation defaults, but you should understand
some of the more common settings and how to modify them if needed, for the
70-698 exam and when working as a Windows support professional.

In previous sections we covered some of the basic driver settings, such as resources,
drivers, and how to modify those. This section covers some of the more advanced
settings, when they might be needed, and how to adjust the settings when necessary.

Driver Verifier

Windows Driver Verifier is included in all versions of Windows since Windows
2000, and in versions of Windows Server 2003 and later. You can use this tool to
troubleshoot issues with a driver or to help identify any driver or driver setting that
may be causing an issue.

Use Driver Verifier by starting Verifier, selecting the options you want, and restart-
ing the computer. Verifier checks the drivers based on your options and collects the
information for you to review.

Step1.  To start Driver Verifier, click in the Search bar, type verifier into the
Search box, and select Run Command under verifier from the results
that appear. The Driver Verifier dialog box shown in Figure 3-26
appears, allowing you to select from a list of settings for how to run the
Verifier.

@ Driver Verifier Manager x

Select a taskc

(®) Create gandand setlings

(O) Create ustom settings for code developers)

() Delete exsting settings

() Display existing settings

() Display infomation about the cumently verfied divers

Click Neot to create standard settings

“fou will then be asked to select the drivers to verfy.

Figure 3-26 Driver Verifier Manager Provides Several Driver Verification Options
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Step 2.  From the Select a Task screen of the Driver Verifier Manager, select
Create Standard Settings and then click Next. This is the option to
start with the first time you verify your drivers. After Verifier has run,
you can choose from other Verifier Manager options:

a. Create custom settings (for code developers).

b. Delete existing settings.

(2}

. Display existing settings.

o

. Display information about the currently verified drivers.

Step 3.  The Select What Drivers to Verify screen appears. From here you can
select a subset of drivers to verify based on the issue you are working to
resolve. For instance, you may suspect a driver that was developed for an
older Windows version, or that an unsigned driver may be causing the
problem. Otherwise, select the Automatically Select All Drivers option
and click Next.

Step 4.  Click the Finish button, and then restart Windows.

Step5. When Windows restarts, run Verifier again to see the results of the veri-
fications you selected.

Driver Verifier Manager is an advanced tool for troubleshooting drivers and issues.
Typically you would use this tool if you have a computer displaying bug checks or
blue screens, and you need to identify which driver or device is behaving poorly.

NOTE After you have finished working with Verifier, run the Verifier Manager
again and select Delete Existing Settings. Verifier injects code into each driver and
can affect the performance of Windows if it is left running.

NOTE For more information on using Driver Verifier, refer to “Driver Verifier” at
https://msdn.microsoft.com/en-us/windows/hardware/drivers/devtest/driver-verifier.

Advanced Driver Settings

Windows drivers will typically install with the best or most compatible settings avail-
able, based on the operating system and the underlying hardware. Situations may arise,
however, when these settings need intervention for a specific use case or requirement.
For instance, a network driver may fail to negotiate properly with a hub or switch and
run at a slower speed than it is capable of, impacting overall performance.
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Depending on the driver and manufacturer, advanced settings may be displayed on
an Advanced tab in the driver Properties. Note the tabs available as described in
Table 3-2 in the “Using Device Manager” section. Not all drivers will provide the
Advanced tab. These drivers might not have options for modifying advanced set-
tings, or they may come with additional software for managing them. For instance,
many video driver settings will include an integrated application for setting options
the manufacturer has made available.

As shown in Figure 3-27, there may be many advanced settings for a driver, and
network adapters typically have the most. To modify a setting on this tab, select the
setting you want to change from the Property box on the left, and select the setting
you want from the Value selection on the right. You can modify several properties
in this manner. Clicking the OK button applies the changes.

Intel{R) 82574L Gigabit Network Connection Properties *
Evenis Resources Power Management
General Advanced Driver Details

The following properties are available for this network adapter. Cick
tihe propety you want to change on the left, and then select &= value
on the fight.
Value
Diszbled >
Cance

Figure 3-27 Driver Settings Available on the Advanced Tab of the Network Interface Card

You will occasionally need to modify driver settings. Table 3-4 lists some of the
most common advanced driver settings that you will encounter.

Key Table 3-4 Common Advanced Driver settings.
Topic

Setting Device Type How It Is Used
Enable DMA ATA bus or Optical Direct Memory Addressing or DMA allows disks
Drive and optical drives to perform faster. This setting

may need to be adjusted if a device is malfunctioning
or DMA capability was not detected properly.
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Setting Device Type How It Is Used

Speed & Duplex Network Adapter ~ The default Auto Negotiation may fail due to issues
with the switch or hub, leaving the network running
too slow or failing to connect. Ensure that the value
for this setting matches the capabilities of the switch
or hub, and select the value from the list.

Jumbo Packet Network Adapter ~ This setting is typically disabled on network
adapters to maintain compatibility with most
Ethernet and WAN networks. However in a
corporate setting with Gigabit Ethernet, enabling
this setting can significantly improve network
performance. Your network administrator will know
if jumbo frames should be disabled or what size

should be used.
Port Settings Serial, LPT, Allows configuration of the device’s communication
or USB Serial characteristics, such as the speed, parity, and number
Converter of data bits. This is dependent on the requirements

of the device connected to the communications port.

There are many other devices, device types, and settings that you may encounter
managing Windows computers, far too many to cover here. Which ones need to be
manually configured and the settings required will depend entirely on the device
and operating characteristics. You will learn about them when necessary, but for the
exam and as a starting point, you should know where to find these settings and the
steps to modify them.

Using Deployment Image Servicing and Management (DISM) to Add Driver
Packages

You were introduced to the tool capable of offline servicing, Deployment Image
Servicing and Management (DISM), in Chapter 2, “Implementing Windows.” The
command-line tool is included in Windows 10. For previous installations of Win-
dows, DISM can be installed with the Windows Automated Installation Kit (AIK),
which can be downloaded from the Microsoft Download Center.

DISM takes the legwork out of the mix by allowing an administrator to mount

the image file, similar to mounting a hard disk, and issue commands to update the
image. After the updating is complete, changes are committed to the image and the
file is unmounted, in which case the image is ready for the next deployment. Some
key points and best practices to consider when using DISM are the following:

m Must be run as administrator.

m Service an image offline whenever possible.
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m If Windows image files are split or spanned across multiple types of media,
you must copy them centrally to a single folder to service. Without this,
mounting the image is not possible.

m Keep architecture consistent, meaning don’t inject x64 drivers into x86 images.

m Remote image updates are not currently supported. To make any changes, you
must first copy the Windows image to the local machine, perform the neces-
sary updates, and then copy the image back to the repository.

m After deployment, use the system file checker sfc.exe /verifyonly option.

TIP DISM is typically used for updating offline images, but it can also be used to
update devices that are online, especially in cases when you need a fast method to
standardize or update to a higher edition of Windows.

There are several parameters that you should understand when servicing images.
Table 3-5 outlines some of the key parameters.

Table 3-5 Useful DISM Parameters

Command

Meaning

/Get-Imagelnfo

Used to gather information from the image file, such as index number,
image name, description, and image size.

/ImageFile

Used to identify the location of the source image file.

/Mount-Image

Parameter used to mount the image. When mounting the image, you
must also specify an index number or the name associated with the image.
This information can be extracted from the /Get-Imagelnfo parameter.

/MountDir Directory in which the image is mounted. For optimal performance, this
should be on the local computer that is updating the image.
Dism /Mount-Image /ImageFile:C:\TestImages\TestImage.wim
/Name:“Image Name” /Mountdir:C:\MountedImage

/Cleanup- In some cases images may become locked/orphaned and are unable to be

Mountpoints remounted. Use this switch when experiencing trouble with mounting

images that may have been previously mounted.

/Add-Package

Adds one or more install packages or cabinet files (.cab) to a mounted
image. When applying multiple packages, packages are listed in the order
in which they should be installed.

/Add-Package /PackagePath:[package path\package.cab]
/PackagePath:[second package path\package2.cab]
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Command

Meaning

/Add-Driver

Adds a driver to the offline image. For third-party drivers, you may
choose the /ForceUnsigned switch.

/Remove-Driver

Removes a driver from the offline image.

/Commit-Image

Applies changes made to a mounted image and leaves the image mounted
for additional changes.

/Get-Packages

Produces a list of packages from the mounted image in the mount
directory. This can also be piped > to a .txt file for easy reading.

/Get-Features

Produces a list of features by their case-sensitive name and their
enabled/disabled status. This can also be piped > to a .txt file

for easy reading. Used in conjunction with /Get-Featurelnfo
/FeatureName:[FeatureName] to output additional details for the feature.

/Enable-Feature

Enables a specific feature.

/Disable-Feature

Disables a specific feature.

/Remove-Package

Removes an installed package.

/Unmount-Image

Unmounts the Image. Use the /commit or /discard switches to apply or
cancel any changes made before the image is unmounted.

/Set-Edition

Used to change an offline windows image to a higher edition. This may
also be done online with the /AcceptEula and /ProductKey switches.

NOTE This list introduces only a few of the DISM parameters. For a full list of op-
tions, refer to “DISM Reference (Deployment Image Servicing and Management)”
at https://msdn.microsoft.com/en-us/windows/hardware/commercialize/manufac-
ture/desktop/dism-reference--deployment-image-servicing-and-management.

Now that you have an understanding of DISM and some of the key options, you’ll
see it in action by adding a driver package to an offline image. The first thing you
need to do is obtain a copy of the source image. In this example, we use one of
the default Windows image files found on the Windows 10 Enterprise installation
media. To add a driver package to an offline image, perform the following steps:

Step 1.

Gather identifying information from the image using the /Get-Imagelnfo

option using the following command example:

Dism /Get-ImageInfo /ImageFile:E:\WinImages\WinlOEnt-1.wim

Step 2.

Using either the index number or name of the image, mount the image to

a temporary mount directory. This will extract the contents of the image
to a directory structure in the temp mount directory specified. This
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process may take time depending on the speed of your computer. The
following example will mount the image:
Dism /Mount-Image /ImageFile:E\WinImages\WinlOEnt-1.wim
/Name: "Windows 10 Enterprise" /MountDir:E:\test\offline

Step 3.  Use the Add-Package command to add your driver or other package
to the image, such as in the following command. Note that the /Image
parameter points to the mount location from the /MountDir parameter
in the previous command.

Dism /Image:E:\test\offline /Add-Package /PackagePath:E:
\packages\MFD-Print.cab

Step 4. Commit changes to the image and unmount the .wim file using the
command example that follows. This will repackage the image file with
the package included. It may take some time depending on the speed of
your computer.

Dism /Unmount-Image /MountDir:E:\test\offline /Commit

NOTE When unmounting images, it is important to close all windows and applica-
tions, especially File Explorer windows. This will help prevent locks during the un-
mounting process.

Exam Preparation Tasks

Review All the Key Topics

Review the most important topics in the chapter, noted with the Key Topics icon in
the outer margin of the page. Table 3-6 lists a reference of these key topics and the
page numbers on which each is found.

Table 3-6 Key Topics for Chapter 3

Key Topic Description Page
Element Number
Figure 3-1 Shows an example of the Start menu in the smallest configuration 144

Step List How to make the Start menu full screen 146

Step List Deploy Start menu and taskbar customizations using Group Policy 148

Figure 3-8 Configuring notification settings 152
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Key Topic Description Page
Element Number
List Accessibility settings under Ease of Access 154
Figure 3-10 Cortana configuration settings 155
Step List Configuring the SmartScreen Filter 161
Step List Installing new hardware devices 167
Figure 3-16 Device Manager enabled you to configure and troubleshoot devices 170
Table 3-2 Tabs on a device’s Properties dialog box 172
Figure 3-19 Uninstalling a driver 173
Table 3-3 Device manager views 179
Figure 3-25 Advanced options in Windows 10 Startup 183
Table 3-4 Common Advanced Driver settings 186
Step List Adding a device driver to a Windows image 189

Complete the Tables and Lists from Memory

Print a copy of Appendix B, “Memory Tables” (found on the book’s website), or at
least the section for this chapter, and complete the tables and lists from memory.
Appendix C, “Memory Tables Answer Key,” also on the website, includes com-
pleted tables and lists to check your work.

Definitions of Key Terms

Define the following key terms from this chapter, and check your answers in the

glossary.

Action Center, device driver, Device Stage, driver package, driver signing,
sigverif.exe, Plug and Play (PnP), FireWire, Device Manager, interrupt request
(IRQ), input/output (I/0) port address, Microsoft Edge, msinfo32
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This chapter covers the following subjects:

m  Active Directory: This section introduces Active Directory and describes
the logical building blocks that Microsoft assembled in creating the structure
of Active Directory. You learn about working with Active Directory Domain
Service (AD DS), joining computers to a domain, and some basics of working
within a domain environment.

= Windows in an Enterprise Environment: Larger organizations with
many Windows computers to manage need tools for managing their net-
work and the devices they support. In this topic you learn about the Image
and Configuration Designer for creating standard configuration packages
for Windows deployments and how to manage activation of domain-joined
Windows devices using Active Directory services.

"This chapter covers the following objectives for the 70-698 exam:

Implement Windows in an enterprise environment: Provision with

the Windows Imaging and Configuration Designer ICD) tool; implement
Active Directory-based activation; implement volume activation using a
Key Management Service (KMS); query and configure activation states
using the command line; configure Active Directory, including Group Poli-
cies; configure and optimize user account control (UAC).



CHAPTER 4

Managing Windows in an
Enterprise

Managing Windows computers and devices in a large organization can be chal-
lenging, but fortunately Microsoft provides many tools for administrators and
technical professionals to manage a variety of devices in a large organization or
an enterprise.

You will learn about a few tools in this chapter, most importantly Active Direc-
tory, as well as the Windows Imaging and Configuration Designer (ICD) and
tools for managing Windows Activation on all your organization’s devices.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should
read this entire chapter or simply jump to the “Exam Preparation Tasks” sec-
tion for review. If you are in doubt, read the entire chapter. Table 4-1 outlines
the major headings in this chapter and the corresponding “Do I Know This
Already?” quiz questions. You can find the answers in Appendix A, “Answers to
the ‘Do I Know This Already?’ Quizzes.”

Table 4-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section
Active Directory 1-6
Windows in an Enterprise Environment 7-9

CAUTION The goal of self-assessment is to gauge your mastery of the topics
in this chapter. If you do not know the answer to a question or are only partially
sure of the answer, you should mark that question as wrong for purposes of the
self-assessment. Giving yourself credit for an answer you correctly guess skews
your self-assessment results and might provide you with a false sense of security.
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1. Which of the following are logical components of an Active Directory
structure? (Choose all that apply.)

a. Forests
Trees
Sites
Domains

Organizational units (OUs)

-0 o o0 T

Global catalogs

2. Active Directory Domain Service (AD DS) allows an ordinary user to join up

to___ computers to the Active Directory Domain.
a. 5
b. 10
c. 20
100

3. After logging on to your Domain account, if you want to log on to the com-
gging y y g
puter using your local account again, you need to use the domain syntax for
your login name. For your local computer account, what is the domain name?

a. Local
b. The same as the domain name
c. The computer name

d. None of these answers are correct.

4. Remote Server Administration Tools (RSAT) includes which of the following?
(Choose all that apply).

a. Server Manager
b. MMC snap-ins

c. PowerShell cmdlets
d. OU Manager

5. In Active Directory Users and Computers, which default folder uses a
different icon?

Computers
Domain Controllers

Users

e o T o

Groups
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You can use Group Policy to control which of following configuration settings
to objects in Active Directory?

a. Setting of subnet masks
b. Logon scripts
c. Startup scripts

d. Application deployment

Which Group Policy Object (GPO) tab enables you to view and modify GPO

permissions?

a. Scope
b. Details
c. Settings

d. Delegation

The component of the Windows Assessment and Deployment Kit (ADK)
that streamlines the customization and provisioning of Windows images and
that can create Windows provisioning answer files, build a provisioning pack-
age, and create custom variants and specify the settings for each variant is

called .
The Windows Imaging and Configuration Designer (ICD)

a.
b. Active Directory Users and Computers

o

Windows Management Instrumentation

d. None of the above

For volume license customers with many computers to manage, Microsoft
offers the capability to activate computers on the internal network through the
implementation of which kind of license?

a. Volume Azure
b. Key Management Server (KMS)
c. Active Directory Forest

d. Site Services
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Foundation Topics

Active Directory

At the turn of the 21st century, Microsoft introduced its hierarchical enterprise
directory service known as Active Directory. Since that time, Active Directory has
become entrenched as a widely used enterprise business directory service. Microsoft
built the Active Directory domain structure on the concepts of X.500 and Light-
weight Directory Access Protocol (LDAP). Since its beginnings with Windows
2000, Active Directory has matured and gained new features, improved security and
functionality, and ease of configuration and management. This section presents a
quick introduction to the structure and components of Active Directory Domain
Service (AD DS); for detailed information, consult any Windows Server exam cer-
tification book, such as Benjamin Finkel’s MCSA 70-742 Cert Guide: Identity with
Windows Server 2016 (ISBN: 9780789757036).

The Building Blocks of Active Directory

In creating the hierarchical database structure of Active Directory, Microsoft facili-
tated locating resources such as folders and printers by name rather than by physical
location. These logical building blocks include domains, trees, forests, and organiza-
tional units (OUs). The physical location of objects within Active Directory is repre-
sented by including all objects in a specific location in its own site.

Active Directory includes the following basic logical components:

® Domains: A logical grouping of computers that shares a common directory
database and security, the domain represents the core unit of the network
structure. Further, a domain can be considered as a security boundary. In
other words, the domain administrator can define access control lists (ACLs)
that determine users’ access rights and permissions to objects within the
domain at the domain level.

m Trees: A group of domains that share a contiguous namespace. In other
words, a tree consists of a parent domain plus one or more sets of child
domains whose name reflects that of a parent. For example, a tree can
include a parent domain named pearson.com with child domains named
students.pearson.com and teachers.pearson.com, and others, as shown in
Figure 4-1.

= Forests: A group of domain trees that do not share a contiguous namespace.
For example, you can have two trees with parent domains named pearson.com
and peachpit.com, as shown in Figure 4-1.


http://www.pearson.com
http://www.students.pearson.com
http://www.teachers.pearson.com
http://www.pearson.com
http://www.peachpit.com
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® Organizational Units (OUs): A logical subgroup within a domain. It is con-
venient for locating resources used by a single work group, section, or depart-
ment in a company and applying policies that apply to only these resources.

Pearson.com Pearson.co.uk

0 = H S
H H Teachers.r!arson.com E H

Peachpit.com Prenticehall.com Commerce.pearson.co.uk

Students.pearson.com

mgn  Ogm
Books.pehpit.com Elearn.peachpit.com H

Westcoast.students.pearson.com East.students.pearson.com

Figure 4-1 An Active Directory Tree Structure

Included in each of these components is a series of physical components:

m Sites: Used to group together resources within a forest according to their
physical location and/or subnet. A site is a set of one or more IP subnets,
which are connected by a high-speed, always available local area network

(LAN) link.

® Domain Controllers: Any server on which you have installed Active Direc-
tory is a domain controller (DC). These servers authenticate all users logging on
to the domain in which they are located, and they also serve as centers from
which you can administer Active Directory.

m Global Catalogs: The global catalog is a subset of domain information created
for enabling domain controllers in other domains in the same forest to locate
resources in any domain. By default, the first domain controller installed in a
new domain becomes a global catalog server.

® Operations Masters: Domain controllers that are specifically designated to
perform specific actions within a forest or domain. Active Directory defines
two forest-wide operations masters, the schema master and domain naming
master, and three domain-wide operations masters, the infrastructure master,
primary domain controller (PDC) emulator, and the relative identifier (RID)
master.
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NOTE For more information on AD DS, refer to “Active Directory Domain
Services Overview” at https://technet.microsoft.com/en-us/windows-server-docs/
identity/ad-ds/get-started/virtual-dc/active-directory-domain-services-overview, plus
the references cited therein.

Joining a Domain

You should be familiar with working with AD DS both as your support role in an
organization, and for preparation for the 70-698 exam. Although there are a lot

of topics and study needed to support Active Directory in a large enterprise, and
most are out of scope of this book and the 70-697 and 70-698 exam, being able to
work with AD DS at a basic level is necessary. We cover the basics of working with
domain objects as well as how to join and work with domains from the client end.

When you set up Windows 10 Pro or Enterprise, Windows setup asks if you would
like to join a local Active Directory domain or a Microsoft Azure domain. Selecting
Join a Local Active Directory Domain during setup installs Windows with a local
account, and you are told that you can join the domain later.

By default, AD DS allows a normal user account to join up to 10 computers to the
domain without any additional privileges. Members of the Domain Administrators
group and users with the Create Computer Objects in the Active Directory are not
restricted to 10 computers and can add computers to the domain as needed. Follow
this procedure in Windows 10 to join the domain.

Step 1.  Start by accessing the computer properties by right-clicking This PC in
File Explorer and selecting Properties from the context menu. You can
also access this dialog from the Control Panel or by right-clicking the
Start button and selecting System.

Step2.  On the System page, under Computer name, domain, and workgroup set-
tings, click Change Settings. This displays the System Properties dialog
shown in Figure 4-2. Currently, the computer named WIN1001 is joined
to a workgroup.


https://www.technet.microsoft.com/en-us/windows-server-docs/identity/ad-ds/get-started/virtual-dc/active-directory-domain-services-overview
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System Properties
Computer Name  Hardware Advanced System Protection  Remote

[‘ Windows uses the folowing information to identify your computer
on the netwark

Computer descrpion: |

For example: "Kichen Computer” or "Mary's
Computer”

Full computter name: WIN1DD1

Workgroup: HOLTS

To use a wizard io join a domain or workgroup, click

i Network 1D

To rename this computer o change its domain or

oK Cancel Bpply

Figure 4-2 System Properties Dialog Box
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Step 3.  Click the Change button to display the Computer Name/Domain
Changes dialog box as shown in Figure 4-3.

Computer Name/Domain Changes x

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
VIN1001

Full computer name:
WIN1001

Member of
O Domain:

(®) Workgroup:
[HoLTS

Figure 4-3 Computer Name/Domain Changes Dialog Box

Step4.  In the Member Of section, select the Domain radio button, and type in
the name of the domain you want to join, and then click OK.

Step 5. Youare logged in to the computer using a local account, so Windows will
prompt you for the credentials of a domain account, as shown in Figure
4-4. Enter your domain login and password and click OK.
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Windows Security x

Computer Name/Domain Changes

Enter the name and password of an account with permission
to join the domain.

e Sally.Sue |

I.l..l..l.l| [C)

Domain: holts.local

OK Cancel

Figure 4-4 Prompts for Domain Account Credentials When Joining the Domain

Step 6. The AD DS will check your credentials, create an account for your com-
puter, and then display the welcome message shown in Figure 4-5. Click
OK, and Windows will warn you that you must restart your computer.

Computer Name/Domain Changes X

o Welcome to the holts.local domain.

Figure 4-5 Welcome to the Domain

Step 7.  Click OK; then click Close on the System Properties page. When the
restart prompt appears, click Restart Now to restart the computer.

After the computer is started, you can sign in with your domain account. The first
time you use the domain account, you need to click the Other User button and
type in your domain account name (we used Sally.Sue to join, as shown in Figure
4-4). The computer should default to the domain you just joined.

To use your local account again, you need to use domain syntax for your login
name. This is in the form domain\user. You can also use your User Principal Name
(UPN), which is user@domain.name. So, for instance, if Sally.Sue is a member of the
test.local domain, she can use either TEST\Sally.Sue or Sally.Sue@test.local. For
local computer accounts, the domain name is the name of the computer. To log in
to the local computer, Sally would use WIN1001\Sally.Sue.
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NOTE For more information on UPN and username formats, see “User Name
Formats” at https://msdn.microsoft.com/en-us/library/windows/desktop/
2a380525(v=vs.85).aspx.

Remote Server Administration Tools

Remote Server Administration Tools (RSAT) is a collection of tools that are useful
for managing Server Core as well as Full GUI installations. RSAT includes Server
Manager, MMC snap-ins, PowerShell cmdlets, and additional command-line tools
used to manage remote computers.

As a best practice, RSAT should be installed on a dedicated management server or
client computer to limit the amount of access or load on production servers.

NOTE RSAT tools are included as an installable feature under the Windows Server
2016 Full GUI installation, or they can also be downloaded from Microsoft and
installed under Windows 10. They cannot be run from a Windows Server Core. Ac-
cess https://www.microsoft.com/en-us/download/details.aspx?id=45520 in your web
browser to download RSAT for Windows 10.

Installing RSAT on Client Workstations

Unlike previous versions of RSAT for Windows 7 and Windows 8.1, you no longer
need to use Windows Features to enable the RSAT tools after installation. The
Windows 10 client automatically enables all tools during setup. You can install
RSAT by completing the following steps on a Windows 10 client management
workstation:

Step 1. Download and install the Remote Server Administration Tools for Win-
dows 10, which is available from the Microsoft Download Center.

Step2. When prompted to install the update for Windows, click Yes to install
the package.

Step 3.  Read the license agreement and accept the terms by clicking I Accept.
Step 4.  After the installation wizard completes, click Close.

Step 5. By default, all administration tools are installed, as shown in Figure 4-6.


https://www.msdn.microsoft.com/en-us/library/windows/desktop/aa380525(v=vs.85).aspx
https://www.msdn.microsoft.com/en-us/library/windows/desktop/aa380525(v=vs.85).aspx
https://www.microsoft.com/en-us/download/details.aspx?id=45520

202

MCSA 70-697 and 70-698 Cert Guide

| ®
oRooog

®

E Windows Features

Turn Windows features on or off

= Remote Server Administration Tools
= [ | Feature Administration Tools

BitLocker Password Recovery Viewer
DCB LLDP-Agent Management Tools
Failover Clustering Toels
Group Policy Management Tools
IP Address Management (IPAM) Client
Network Controller Tools
Metwork Load Balancing Toeols
NIC Tearning Tools
Shielded VM Tools

Role Administration Tools

NEERRRRRE

"

AD DS and AD LDS Teols
DHCP Server Tools

DNS Server Tools

File Services Tools

=

B®

Remote Access Management Tools
Remote Desktop Services Tools
Volume Activation Teols
® 4 Windows Server Update Services Tools
[ | Server Manager
RIP Listener
Services for NFS
Simple Network Management Protocol (SNMP)
Simple TCPIP services (i.e, eche, daytime etc)
SME 1.0/CIFS File Sharing Support
_ sme

=

Slsfistisfisfisfisfis

Active Directory Certificate Services Tools

= o X

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that
only part of the feature is tumed on.

o

Figure 4-6 Windows Features: Remote Server Administration Tools for Windows 10

Step 6.  Select or deselect the appropriate tools and click OK.

After the Remote Server Administration Tools have been installed and enabled, you
will be able to access Server Manager, Active Directory, PowerShell and other snap-

ins for MMC, as shown in Figure 4-7.
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Figure 4-7 Remote Server Administration Tools for Windows 10

Active Directory Users and Computers

With the RSAT tools installed, you can use your Windows 10 workstation to man-
age your AD domain. The most commonly used tool is going to be the Active
Directory Users and Computers (ADUC). As the name implies, you can use this
tool to manage users and computers in the domain, as well as user groups and the
entire structure of the AD. A new domain will look similar to Figure 4-8, which
shows the holts.local domain, which currently contains only the AD DS default
containers.

Hi vaNet wor k. Conr LA
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Figure 4-8 Active Directory Users and Computers

Take note of the icon for Domain Controllers, which is different than the blank
folder icon for the other containers because it is a special container called an orga-
nizational unit (OU). When first created, an Active Directory domain will place

all user accounts into the Users container. That is fine for a small organization,

but most businesses will want to create OUs for specific groups of users, such as
Accounting, Sales, I'T', and so on, because these users will likely have different
requirements and access to different resources. Active Directory (AD) is the central
tool for enabling delegation of authority. AD, along with Group Policies, enables an
organization to centralize and enforce policies for the entire organization while pro-
viding autonomy for departments or divisions within their realm of responsibility.

To create an OU, and any other object in the domain, you must have privileges to
do so. Typically this means you must be a member of the Domain Admins group,
but some authority to create objects can be delegated to other users. Joining a
domain from a PC is one example, because this creates a computer account object.
There are also other groups created by default when you create a new AD DS
domain that can be used to provide privileges to users without granting full domain
administrative authority. To create OUs in a domain, follow these steps:
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Select either the domain or an existing OU (you cannot create an OU in

Step1. Log in using a domain account with Domain Admins privileges.
Step2. Run ADUC.
Step 3.  Expand the domain from the tree in the left menu.
Step 4.
a default container).
Step 5.  Right-click, and select New > Organizational Unit from the context
menu, as shown in Figure 4-9.
& Active Directory Users and Computers
File Action View Help
% 200/ 0a5 i taaTE.
| 71 Active Directory Users and Com| | Mame - Tyt Dmeription
b 1 Seved Queries Buittin buikinDomain
o 3 heltsdacal Camaishans Containg Difail containes fes up..
Bu Diwlegate Contrg... Organizational.. Default container for do,
Ca Find... ipals Centanm Dafpuh containes fes poe,..
et O - T counts Container Defauik container for ma..

3 Fo
b Mg Ehange Domain Contreller..

1Us  Faiseclomain functional level...
Opesations Masters...
New
Al Tasks
View
Fefrsh
Export List..
Proparties
Help

Craste & new chisct...

Containe

Computer

Contact

Greup
InetrgPerson
mslmaging-PSPs
MEMO Queus Mias
Qrganizational nit
Binter

User

Shared Folder

Dkt containg fes up..,

Figure 4-9 Creating a New Organizational Unit

Step 6.

click OK.

Step 7.

On the resulting dialog box, type a name into the Name box and then

Repeat Steps 4-6 to create the OUs you need.

Figure 4-10 is an example of creating some OUs in a domain. The domain now has
some OU containers for organizing user and computer accounts in the domain. We
can put the user accounts for employees in accounting, I'T, and sales in different
containers. The Win10 Laptops, Servers, and the Mobile Devices OUs are intended
for computer accounts that will be joined to the domain. In this example, only the
sales employees use mobile devices, so we have nested that OU inside the Sales OU.
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Figure 4-10 An Active Directory Domain with Some Configured OUs

This configuration is not intended to be a recommended or typical domain struc-
ture; it is just an example of how OUs can be created for a new domain. Organiza-
tion of the domain requires careful planning and consideration. As you add users
and computers to the domain, they can be dragged from their default container into
the appropriate OU.

NOTE For a discussion on how to plan and design an Active Directory structure
for an organization, start with “AD DS Design and Planning” at https://
technet.microsoft.com/en-us/windows-server-docs/identity/ad-ds/plan/ad-ds-
design-and-planning?f=255& MSPPError=-2147217396.

Group Policies

Group Policy lies at the heart of every Active Directory implementation. It does

far more than just define what users can and cannot do with their computers. Itis a
series of configuration settings that you can apply to an object or series of objects in
Active Directory to control a user’s environment in numerous contexts, including
the following:


https://www.technet.microsoft.com/en-us/windows-server-docs/identity/ad-ds/plan/ad-ds-design-and-planning?f=255&MSPPError=-2147217396
https://www.technet.microsoft.com/en-us/windows-server-docs/identity/ad-ds/plan/ad-ds-design-and-planning?f=255&MSPPError=-2147217396
https://www.technet.microsoft.com/en-us/windows-server-docs/identity/ad-ds/plan/ad-ds-design-and-planning?f=255&MSPPError=-2147217396
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Network access: Enables you to control access to network devices including
terminal servers, wireless access, and so on.

Folder redirection: Enables you to use Group Policy settings to redirect
users’ local folders to network shares.

Logon/logoff/startup/shutdown scripts: Enables you to assign scripts on a
user or computer basis for such events as logon, logoff, startup, or shutdown.

Application deployment: Enables you to administer applications on your
network, including their assignment, publication, updating, repair, and
removal.

Security options of all types: Enables you to use Group Policy security set-
tings to enforce restrictions and control access on user or computer properties.

You can apply Group Policy to server and client computers running all recent ver-
sions of Windows, and include both computer and user settings. As the names sug-
gest, computer policies are computer-specific and are applied when the computer
starts up; user policies are user-specific and are applied when the user logs on to the
computer.

Creating and Applying GPOs

You perform all Group Policy administrative activities, including creating, editing,
and applying GPOs from the Group Policy Management Console (GPMC). GPMC
provides a simplified user interface for managing Group Policy in multisite, mul-

tidomain environments. It enables an administrator to back up, restore, copy, and
import GPOs in these environments. You can create scripts to simplify the various
management tasks. Key features of GPMC include the following:

An advanced GUI that facilitates the use and management of Group Policy
The ability to back up and restore GPOs

The ability to copy, paste, import, and export GPOs and Windows Manage-
ment Instrumentation (WMI) filters

Enhanced management of security within Group Policy

Enhanced reporting by means of HI'ML for policy settings as well as Resul-
tant Set of Policy (RSoP) data

The ability to script Group Policy-related tasks

Windows Server 2016 includes all the Group Policies needed to support Windows
10, but for existing Active Directory implementations, you will need to download
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and install the Administrative Templates (.admx) files for Windows 10 from Micro-
soft’s website and add them to your domain controllers.

NOTE For information on managing .admx files and a central store for administra-
tive templates, see “How to Create and Manage the Central Store for Group Policy

Administrative Templates in Windows” at https://support.microsoft.com/en-us/
kb/3087759.

Let’s take a look at the GPMC and go through a sample procedure showing how
you would create and link a new GPO:

Step1.  From the Start menu, click Windows Administrative Tools to expand
the category, and then select Group Policy Management from the list
of tools that appears. You can also open the GPMC by typing Group
Policy Management into the Cortana search bar. Either method opens
the GPMC, which shows a node for your forest in the console tree that
you can expand to reveal subnodes for every domain with entries for each
OU as well as a Group Policy Objects node.

Step 2.  In the console tree, expand your forest to display your domain, and then
expand your domain. You will notice several default folders, including
one for Group Policy Objects.

Step 3.  Expand the Group Policy Objects node. You will notice two default
GPOs—the Default Domain Policy and the Default Domain Controllers
Policy. These are installed automatically when you create your domain.
Policy settings that you define here are automatically applied to the entire
domain and to the domain controllers, respectively.

Step4.  Select one of these policies. As shown in Figure 4-11, the details pane
displays GPO properties and configuration options. Included are the fol-
lowing tabs:

m Scope: Enables you to display GPO link information and configure
security group filtering and WMI filtering.


https://www.support.microsoft.com/en-us/kb/3087759
https://www.support.microsoft.com/en-us/kb/3087759
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Figure 4-11

Performing All Group Policy Management Activities from the GPMC

m Details: Displays information on the owner, dates created and
modified, version numbers, GUID value, and enabled status. The
enabled status is the only configurable option on this tab.

m Settings: Enables you to display policy settings, as shown in Figure
4-12. You can expand and collapse nodes to locate information
on any policy setting. Note that the account settings shown in
this figure are configured for the Default Domain Policy GPO by
default when you install AD DS.

m Delegation: Enables you to view and modify GPO permissions.

m Status: Displays the status of AD DS and SYSVOL replication for
the domain as related to Group Policy.

209



210

MCSA 70-697 and 70-698 Cert Guide

& Group Palicy Management
& Eile Action View Window Help
e @0 Xa B
& Group Policy Management
w4 Faorest: holts local
~ [ Demains
~ #3 holtslocal
#L Default Domain Policy
2] Accos
& Dornain Contrellers
am
2 Sales
51 Servers
1 Win10 Laptops
~ [} Group Policy Objects
L& Default Domain Controllers
(| Default Demsin Policy

Default Domain Policy
Scope Detsls SHMNGS Dielegation St

Defaull Domain Palicy
Data collected on: 12/30/2016 35826 PM

Computer Configuration (Enabled)

il

Sacurity Seffings
| User Cortiguration (Enabled)
Mo pattings defined.

EEE

] test
WM Filters
3 Starter GPOs
1 Sites
sd Group Policy Modeling
2 Group Policy Results

Figure 4-12 Settings Tab of a GPO Enabling You to View Configured Policy Settings

Step 5. To create a GPO, right-click the Group Policy Objects folder desired

domain or OU and select New. This displays the New GPO dialog box,
as shown in Figure 4-13.

Figure 4-13 New GPO Dialog Box Enabling You to Create and Name a New GPO

Step 6.  Type a suitable name for the GPO. If you have a Starter GPO that
includes settings you want to include in the new GPO, select it from the
Source Starter GPO drop-down list and then click OK. The new GPO is
added to the list in the console tree under the Group Policy Objects node.

Step 7.  To define policy settings for the new GPO, right-click it and choose

Edit. This brings up the Group Policy Management Editor console, as
shown in Figure 4-14. You have been introduced to some of the more
significant policy settings you should be familiar with in previous chap-
ters, and you will see more throughout this book.



Chapter 4: Managing Windows in an

| Group Policy Management Editor
File Action Yiew Help
o =BT

w & Computer Configuration
w [ Policies

Software Settings

| Windows Settings

_| Control Panel
| Network
| Printers
1 Server
| Start Menu and Taskbar
| System
| Windows Components
o All Settings

Preferences

w g, User Configuration
2 Poelicies
Preferences

<

2 setting(s)

=/ Laptop Settings [WIN20125VRO1.HOLTS.LOCAL] Pe

w 7] Administrative Templates: Policy definit

Start Layout

Edit policy setting

Requirements:
At least Windows Server 2018,
Windows 10

Description:
Specifies the Start layout for users,

This setting lets you specify the
Start layout for users and prevents
them from changing its
configuration. The Start layout
you specify must be stored inan
XML file that was generated by the
Export-StartLayout PowerShell
cmdlet.

To use this setting, you must first
manually configure a device's
Start layout to the desired ook
and feel. Once you are done, run
the Export-Startl ayout PowerShell
cmdlet on that same device. The
cmdlet will generate an XML file
representing the layout you
configured,

Once the XML file is generated

Setting

~
|, Pin Apps to Start when installed

."'\ Extended A Standard /

Enterprise

Figure 4-14 Configuring All Policy Settings Associated with a GPO from the Group Policy Man-

agement Editor Snap-in

After you have modified the GPO to apply the policy settings needed, you can drag
the GPO to an OU and the policies will be applied to all users or computers in
that OU. For instance, you can create separate Start menu layouts for your laptop
users and for your desktop users, and link each to OUs such as Winl0 Laptops and
Win10 Desktops. The next time users log in to the computer with their domain
account, the settings will be applied.

UAC

User Account Control (UAC) was first introduced in Windows Vista as an addi-

tional security measure to protect against things such as privilege escalation attacks.
UAC is discussed in Chapter 7, “Windows 10 Security.”

Windows in an Enterprise Environment

As well as managing Windows security policies from Active Directory and com-
puter policies using GPOs, Microsoft provides a number of additional tools for

administrators in large organizations to help in the configuration and deployment of
Windows devices. In this topic you learn about the Windows Imaging and Configu-
ration Designer, a component of the ADK. You learned about the ADK in Chapter 3,
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“Post-Installation Configuration.” You also learn about ways to manage Windows
activation and tools for managing activation in an enterprise environment.

The Windows Imaging and Configuration Designer (ICD)

In Chapter 2, “Implementing Windows,” you learned about virtual hard disks
(VHD:s) for deploying virtual images of Windows 10. In Chapter 3 you learned
about servicing Windows images using the Deployment Image Servicing and Man-
agement (DISM) command-line tool.

Another component of the Windows Assessment and Deployment Kit (ADK) is the
Windows Imaging and Configuration Designer (ICD). A new version of the ADK is
released for each version of Windows, so to service Windows 10, version 1607, you
need the ADK for Windows 10, version 1607. There is even a version of the ADK
for Insider Preview members, to assess prerelease versions of Windows.

The ICD tool streamlines the customization and provisioning of Windows images.
It is provided for OEMs, system integrators, and I'T departments of organizations
that provision bring-your-own-device (BYOD) and organizational devices. You can
use ICD for the following tasks:

m Viewing the configurable settings and policies for a Windows 10 image or
provisioning package.

Creating Windows provisioning answer files.

Adding drivers, apps, or other packages to an answer file.

Creating custom variants and specifying the settings for each variant.

Building and flashing a Windows image to a device.

Building a provisioning package.

After you have the ADK installed, you can find the Windows Imaging and Configu-
ration Designer on your Start menu programs, under Windows Kits. Starting the
application requires UAC authorization for administrator privileges (the ICD must

run under an administrator account). The initial startup screen will be similar to
Figure 4-15.
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Figure 4-15 Windows Imaging and Configuration Designer (ICD) Startup Screen

The ICD provides wizards for some simple provisioning projects called Simple
Provisioning or Provision School Devices for educational institutions. You can also
choose Advanced Provisioning, which provides many more options for your provi-
sioning package. Use the following procedure to provision packages with the ICD,
using Advanced Provisioning.

Key Step1.  From the ICD start page, select Advanced Provisioning. This displays
the dialog shown in Figure 4-16.

1x New project X

Enter project details

Name:
[Project 1 |

Project folder:

‘C:\Users\hho\t.HOLTS\Ducumems\W\ndows Imaging and Configuration Designer (WICD)\Project_1\ | | Browse... |

Description:

Figure 4-16 Windows ICD New Project Dialog Box

Hi vaNet wor k. Corr 2
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Step 2.  Enter a project name into the Name box, and select a location using the
Project Folder box. You can optionally enter a description for your proj-
ect. Click Next to proceed.

Step 3.  When the project page opens, the basic options allow you to set up the
device and the network, enroll in Active Directory, and save your project.

a. On the Set Up Device form, enter an expression that ICD can
use to generate a unique device name. You can include either
%SERIAL% to generate a hardware-based serial number, or
%RAND:x%, to generate a random number with x characters, as
shown in Figure 4-17. Optionally, enter a product key in the space
provided.

5 Wingows Imaging and Configuration Desigrer - 8 =
Filew | 3] Dapley =

s

Figure 4-17 Device Settings Screen of the ICD Provisioning Tool

b. On the Set Up Network page, you can optionally provide Wi-Fi
parameters for the device to use. You must include the Wi-Fi SSID.
The Network Type must be either Open or WPA2-Personal. You
must include a password for WPA2-Personal. If you will be using
a wired network, slide the Connect Devices to a Wi-Fi Network
toggle to Off.
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c. The Enroll into Active Directory page allows you to optionally
enroll in an Active Directory domain during provisioning. You must
supply the domain name, the username, and the user password to
use during the domain-join operation. If you choose not to enroll in
Active Directory, you need to provide a username and password for
a local administrator account.

d. On the Finish page, you can review your options and create the
package. You can also create a password to protect your package.
Protecting your package is recommended, because you have
included a password in the package itself.

Step4.  Click Create to save your package. It is now ready for deployment.

Step 5. To include other options in your package, click the Switch to Advanced
Editor link. This displays the advanced customizations screen shown
in Figure 4-18. You can create a log of various options, as shown in the
Available Customizations menu. Clicking an option on the menu displays
help from Microsoft’s website. For instance, you may want to include a
Start menu layout (see Chapter 3, “Post-Installation Configuration,” for
information on how to create the Start menu XML file).
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Figure 4-18 |CD Advanced Customizations Screen
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Step 6. To save a package from the Advanced Editor, click the Export menu.
This walks you through creating a password for your package and saving
the package for use.

After your provisioning package is created, you can apply it to an existing Windows
installation, or you can use it during setup of a new Windows 10 installation.

The next option on the ICD Start page is Windows Image Customization. You use
this menu to create a custom Windows installation image, apply your provision-
ing package to it, and save it to media to install on a device. For example, you could
use the install.wim image from a Windows 10 DVD media and build the image on
a USB key. When you use the USB to boot and install Windows on a new device,
your customized provisioning settings are applied.

NOTE For more information on using the ICD for creating custom Windows
images, see “Build and Deploy an Image for Windows 10 Desktop” at https://
msdn.microsoft.com/en-us/library/windows/hardware/dn916105 (v=vs.85).aspx.

Activation of Windows Computers in the Enterprise

Microsoft provides retail licenses for end users and small businesses, and provides a
single product key for each of these licenses. However, most businesses, even with as
few as five computers to license, can take advantage of Microsoft’s volume licensing
agreements. For volume license customers, Microsoft offers Multiple Activation Key
(MAK) licenses or Key Management Server (KMS) licenses. As the names imply,

the difference is how these licenses are activated. Small organizations will prob-

ably use MAKs, and each computer will activate with Microsoft’s servers, where the
licenses and counts will be tracked. Larger organizations can opt for KMS licenses,
and implement internal KMS servers to activate clients.

KMS provides advantages for organizations with many devices to manage. Com-
puters do not need to access the Internet for activation, saving bandwidth charges.
Organizations may also have isolated devices that do not need Internet access, and
these computers can be activated on the internal network instead.

Deploying Windows 10 throughout an organization, whether manually, over the
network, or using custom images, also requires Windows activation for each of
those devices. Microsoft provides ways to activate your organization’s Active Direc-
tory, so if you’re joining workstations to the organization’s domain, you can config-
ure Active Directory-based activation for those devices.


https://www.msdn.microsoft.com/en-us/library/windows/hardware/dn916105(v=vs.85).aspx
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All currently supported versions of Windows Server running AD DS can activate
clients, but you must have at least one domain controller on Windows Server 2012
or higher as part of the domain, and run adprep.exe on that domain controller to
update the schema.

NOTE You should be aware of the 2012 AD DS schema requirement for the 70-698
exam; however, performing this process is out of scope of this text. For details on
running adprep.exe, see “Running Adprep.exe” at https://technet.microsoft.com/
en-us/library/dd464018(v=ws.10).aspx.

Volume activation for older computers running Windows 7 or Windows Server
2008 R2 or earlier requires a Key Management Server (KMS), and any devices that
are not joined to the domain will also use KMS for activation. For organizations
without these requirements, KMS can be removed from the network and all devices
can use AD DS activation.

Domain-joined computers will attempt to refresh their activation periodically by
checking with an available domain controller. This reactivation occurs every 7 days
by default. However, once activated, devices will maintain their activation state for
up to 180 days. So if you have laptops that operate outside the network for extended
periods, they will remain activated as long as they can contact a domain controller at
least once every 6 months.

You can enable volume activation of your Windows 10 computers and earlier ver-
sions using a Key Management Service (KMS) host, which can run on Windows 10
or Windows Server 2012 R2 or later. If you have an existing KMS, you can use that
host, but you must download and install an update from Microsoft to enable activa-
tion of Windows 10, as well as obtain a new KMS host key from Microsoft.

Implement Volume Activation Using a KMS

To implement KMS in your organization, first obtain a KMS host key from Micro-
soft. When you install the activation services, the KMS host attempts to activate the
host key with Microsoft’s servers and can start receiving activation requests from
other clients. KMS is designed for activation of a large number of computers, so it
includes a minimum threshold for activation. This means that until the KMS server
receives at least 25 activation requests, it will not activate any clients. After the mini-
mum has been reached, all clients will then be able to successfully activate through
the server.

If you need KMS activation services (for instance, you want to activate Windows 7
computers or activate devices that are not joined to the domain), be sure to install
KMS services prior to installing Active Directory-based activation.
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To implement KMS activation using a Windows Server computer, use the following

steps:
Step 1.  Sign in to the server. You must use an account that is a member of the
Enterprise Administrators group.
Step 2.  From the Server Manager, select Tools and then Add Roles and
Features.
Step 3.  Click Next on the Add Roles and Features Wizard until the Server Roles
screen is displayed, and then click the check box for Volume Activation
Services.
Step 4. The dialog shown in Figure 4-19 is displayed. Make sure Include Man-
agement Tools (If Applicable) is checked, and then click Add Features.
i Add Roles and Features Wizard x
Add features that are required for Volume Activation
Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools

4 Role Administration Tools
[Tools] Volume Activation Tools

[ Include management toois (if applicable)

Cancel

Figure 4-19 Confirm Features for the Volume Activation Service

Step 5.

Step 6.

Step 7.

On the Add Roles and Features Wizard, click the Next button until the
Confirmation screen is displayed, and then click Install.

Installation of the Volume Activation Service will proceed. Click Close
to close the Add Roles and Features Wizard. Wait for the installation to
complete, and then click Tools and select Volume Activation Tools.

The Volume Activation Tools dialog will display, as shown in Figure
4-20. Read the information on the Introduction page and then click
Next.
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. Volume Activation Tools b

Introduction to Volume Activation Services

Introduction Volume Activation Services enables you to automate and simplify the issuance and management of
Microsoft software volume licenses for a variety of scenarios and emvironments. With Volume
- Activation Services, you can install and activate a Key Management Service (KMS) host key, and
Actvation Type configure the KMS. After this service is installed, you can also use it to issue, monitor and manage

volume licenses for Microsoft products which support Volume Activation in your organization based
on computer account information in Active Directory Domain Services (AD DS).

Product Key Management
Things to Note
St To install and enable Volume License Services, the account you use must have:
e i - Local admini permissions on the P running Server Manager and on the computer (if
separate) where you intend to install keys and manage KMS.
- Permissions to write data to the Activation Object ziner. These p ions, which by default
require L in the Enterp Admini group, can be delegated.

- You also must have a unique Key Management Service (KMS) host key for your organization. For
more information about volume licensing options, go to Microsoft Volume Licensing homepage:

Additional Information

Microsoft Volym ensing Home Page

Figure 4-20 Configuring the Volume Activation Tool Services

Step 8.  On the next screen, select Key Management Service (KMS), and then
enter the computer name in the box provided (if you are installing the
KMS on the current server, use the current server’s name). Click Next.

Step 9. In the Install Your KMS Host Key, enter the KMS host key provided by
Microsoft, and then click Commit.

Step 10.  On the Configuration page, select whether to activate your KMS key
online or by phone. After activation is complete, click Commit, and then
click Close.

NOTE For more information about KMS, how it works, and how to plan a KMS
infrastructure, see “Understanding KMS” at https://technet.microsoft.com/en-us/
library/ff793434.aspx.

Implement Active Directory-Based Activation

To implement Active Directory-based activation, you add the Volume Activation
Service role to a Windows 2012 or Windows 2016 server. After this service is con-
figured on the network, domain-joined clients will automatically contact the Active
Directory for activation, without user intervention.
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The steps to install Active Directory-based activation are the same as the steps
previously listed for installing a KMS, except in Step 8 you select Active Directory-
Based Activation instead of KMS, and you do not need to enter a hostname. You can
configure the service on the same computer with the KMS service, but you must use
Windows Server version 2012 or later.

Query and Configure Activation States

After your Volume Activation Service is installed and the KMS host key activated,
clients can begin activating using Active Directory. You can test the activation ser-
vice by starting a computer running Windows 10 with a KMS key, and checking the
activation status. Activation status is found by clicking All Settings from the Action
Center, selecting System, clicking About from the System menu, and then clicking
the Change Product Key or Upgrade Your Edition of Windows link from the
About page. If the computer is currently using a digital license or an MAK, you can
use the Change Product Key link to enter a KMS key, and test the activation of the
license.

Microsoft provides a command-line tool called the Software License Manager to
check license activation. The tool is implemented as a script called slmgr.vbs, and it
is installed on Windows 10 during setup. You can use this tool to get details about
the client activation process. To force Windows to attempt activation, open an
administrative command prompt and type the command

Slmgr /ato

Windows will attempt reactivation and display the license state and some detailed
Windows version information. To display detailed licensing information, use the
command

Slmgr /dlv

This displays information similar to Figure 4-21.
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Windows Script Host

Software licensing service version: 10.0.14383.351

Mame: Windows(R), Enterprise edition

Description: Windows(R) Operating System, VOLUME_MAK channel
Activation |D: 2ffd8952-423e-4903-b993-T2alaaddcf82

Application ID: 55c82734-d682-4d71-883e-d6ec3f16039F

Extended PID: 03612-03291-028-000000-03-1033-14393.0000-2622016

Product Key Channel: Volume:MAK
Installation ID:

582374225094231240885755122239488247682886492974161445620074484

Use License URL:

https://activation-vZ.sls.microsoft.com/SL ActivateProduct/SL ActivateProduct.as

mu?configextension=Retail

Validation URL: https://validation-v2.sls.microsoft.com/SLWGA/slwga.asmx

Partial Product Key: 3D72F

License Status: Licensed

Rernaining Windows rearm count: 1001
Remaining SKU rearm count: 1001
Trusted time: 1/2/2017 4:52:39 PM

Figure 4-21 Displaying Detailed Licensing Information

If you have recently installed KMS and the server is below the 25 activation mini-
mum, the command displays an error that states the KMS activation count is too
low. This confirms the KMS is working, even if it is not ready to start activating cli-
ents. Review Table 4-2 for some of the most commonly used options for the slmgr

command.

Table 4-2 Commonly Used slmgr Command-Line Options

Command Parameter

Description

/ipk product_key

Install or change the product key. The key is validated and installed
if valid. This key is used in all subsequent validation attempts.

/ato Attempt activation of Windows. If a volume license key (KMS key)
is installed, KMS activation is attempted. If an MAK or retail key
is installed, Windows attempts activation over the Internet with
Microsoft’s servers.

/dli Display license information.

/dlv Display detailed license information.

/xpr Display the activation expiration date. Retail and MAK licenses

are perpetual, so this parameter is useful only for KMS volume-
licensed clients.

NOTE For details about the slmgr.vbs command-line tool, and all options available,

see “Slmgr.vbs Options”

at https://technet.microsoft.com/library/ff793433.aspx.
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Exam Preparation Tasks

Review All the Key Topics

Review the most important topics in the chapter, noted with the Key Topics icon in
the outer margin of the page. Table 4-3 lists a reference of these key topics and the
page numbers on which each is found.

Key Table 4-3 Key Topics for Chapter 4
Topic

Key Topic Description Page
Element Number
List The building blocks of Active Directory 196

Step List Configure Active Directory 205

Step List Creating Group Policy Objects 208
Figure 4-11 Group policy management using the GPMC 209

Step List Using the ICD to create provisioning packages 213

Step List Implement KMS activation 218
Table 4-2 Query activation states using the command line 221

Complete the Tables and Lists from Memory

Print a copy of Appendix B, “Memory Tables” (found on the book’s website), or at
least the section for this chapter, and complete the tables and lists from memory.
Appendix C, “Memory Tables Answer Key,” also on the website, includes com-
pleted tables and lists to check your work.

Definitions of Key Terms

Define the following key terms from this chapter, and check your answers in the
glossary.
Active Directory (AD), domain, domain controller (DC), forest, Group Policy,

Group Policy Management Console (GPMC), Group Policy Object (GPO),
KMS, organizational unit (OU), site, SLMGR, tree
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This chapter covers the following subjects:

= Microsoft Account: First introduced in Windows 8 and 8.1 and also avail-
able in Windows 10 is the ability to use a cloud account, specifically a Microsoft
account for Windows, to log on to the PC and perform tasks. In this sec-
tion you learn how to use a Microsoft account in Windows 10, how to man-
age Microsoft account access, and other details related to the use of a cloud
account.

= Windows Store and Cloud Apps: Windows Store applications, or apps,
were first introduced in Windows 8, and many apps and games are available
for Windows 10 on desktops, laptops, mobile devices, and even Xbox. In this
section you learn about the Windows Store, how to download and install new
apps, and how to maintain control of Store apps in an Enterprise.

"This chapter covers the following objectives for the 70-697 exam:

Support Windows Store and cloud apps: Install and manage software

by using Microsoft Office 365 and Windows Store apps, sideload apps by
using Microsoft Intune, Sideload apps into online and offline images, deep-
link apps by using Microsoft Intune, integrate Microsoft account including
personalization settings.



CHAPTER 5

Installing and Managing
Software

@ All users on a Windows 10 computer must be known to the operating system—

70-697 in other words, they must be authenticated to Windows and authorized to use
resources on the local computer and located on the network. This chapter cov-
ers authorizations that you need to configure and delves into the many ways of
authenticating users in Windows 10, including cloud-based Microsoft account
authentication. Microsoft expects you to be knowledgeable about all these top-
ics and the new features when taking the 70-697 exam.

In a modern Internet-connected workplace with a growing number of users
joining the always-available networked world of devices, Windows 10 brings an
entirely new suite of small-scale applications, simply called apps, which users
can purchase and download from the new Windows Store. Although some of
these apps can enhance productivity in a corporate environment, downloading
and using many of them can become a major distraction for users during the
workday. Further, such practices can consume bandwidth and create security
risks. Consequently, administrators and desktop support specialists need to
know how to limit or even prevent access to the Windows Store in the cor-
porate environment. You also need to know how to place limits on traditional
executable files, scripts, Windows Installer files, and other similar files. Micro-
soft provides AppLocker to deal with performing these tasks, as well as the older
Software Restriction Policies.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should
read this entire chapter or simply jump to the “Exam Preparation Tasks” sec-
tion for review. If you are in doubt, read the entire chapter. Table 5-1 outlines
the major headings in this chapter and the corresponding “Do I Know This
Already?” quiz questions. You can find the answers in Appendix A, “Answers to
the ‘Do I Know This Already?’ Quizzes.”
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Table 5-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section
Microsoft Account 1-3
Windows Store and Cloud Apps 4-10

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.

1. What type of email account can you use for a Microsoft account for Windows?
a. Exchange server
b. Outlook.com

Hotmail.com

o

d. Any email account

2. What are the benefits to users when using a Microsoft account? (Select all
that apply.)

a. Integration of contacts with Internet accounts such as Facebook,
Twitter, and Hotmail.

b. Access and sharing of Internet-based storage such as SkyDrive,
Facebook, and Flickr.

c. Using and synchronizing Windows Store apps.

d. Personal settings are kept in sync among all Windows devices.

3. Management at your organization has decided to set up corporate
Microsoft accounts for all users, but does not want users to use their own
Microsoft accounts on the company computers. How do you enforce

this policy?
Set the Group Policy Block Microsoft Accounts to Disabled.
b. Set the Group Policy Disallow Microsoft Accounts to Enabled.

c. Set the Group Policy Block Microsoft Accounts to Users Can’t Add
Microsoft Accounts.

d. Set the Group Policy Block Microsoft Accounts to Users Can’t Add or
Log On with Microsoft Accounts.


http://www.Outlook.com
http://www.Hotmail.com
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Which of the following techniques can you use to install Windows Store
Packaged apps? (Choose all that apply.)

a.
b.

o

d.

Downloading and installing from the Windows Store
Using the Control Panel Programs and Features applet
Apploading using Group Policies

Sideloading using Group Policies

Which of the following is 7oz a distinguishing characteristic of Windows
Store apps?

a.
b.

e

d.

Can use live tiles that are dynamically updated
Uses active icons to display content
Enables touchscreen and pen input

Shares content with other apps

How does Windows notify you that updates are available for your Windows
Store apps currently installed?

a.
b.

o

d.

Notification icon in the system tray
Pop-up balloon from the Notification area
The number of available updates is displayed in Windows Store

Notice in the Windows Action Center

Office 365 cloud apps are an example of what type of cloud service?

a. PaaS

b. SaaS

c. NaaS

d. TaaS

e. Hybrid
What types of devices can you manage with Microsoft Intune? (Select all
that apply.)

a. Windows 10 mobile devices

b. Apple iOS phones

¢. Domain-joined Windows 10 workstations

d. Apple OSX laptops

e. Android phones
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9. What methods can you use to deploy Office 365 to computers in your organi-
zation? (Select all that apply.)

a.
b.

o

d.

e.

Group Policy

Startup scripts

Manual install through the Office portal

Add packages to an image

Microsoft System Center Configuration Manager (SCCM)

10. The developers in your organization have several UWP apps they have devel-
oped that you want to deploy to users’ devices. What is required for Windows
10 devices before the apps can be installed? (Select all that apply.)

a. The apps must be certified and deployed to the Windows Store.

The apps must be signed and the digital certificates installed on the
devices.

c. The devices must have sideloading enabled.

The devices must be joined to the domain and group policies applied to
allow sideloading.

Foundation Topics

Microsoft Account

With Windows 10, Microsoft consolidated its latest operating system for PCs, tab-
lets, smartphones, and major portability. Users may have a work computer, a home
PC, a smartphone, and a tablet all running Windows 10, and they expect their set-
tings, Windows apps, and services to work the same across all these devices. The way
to enable the consistency across all these devices is by using a Microsoft account.

When the same Microsoft account is used on all of a user’s devices, they have auto-
matic access to many resources, apps, files stored on clouds and remote computers,
and consistent settings, which roam from device to device.

Sign In Using a Microsoft Account

Recall from Chapter 2 that the default method for creating the first account at
the end of the setup process of Windows 10 Home or Pro was to use a Microsoft
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account. You can use any email address for the Microsoft account. Users only need
to provide their email address, create a password for the Microsoft account, and they
can use the account on any Windows 10 computer.

Using a Microsoft account provides several advantages, especially for home users:

m Integration of contacts and friends status from Outlook.com, Facebook,
Twitter, and LinkedIn.

m Access and sharing of photos, documents, and other files with OneDrive,
Facebook, and Flickr.

m Using Windows Store apps and Microsoft Office 365 is easier and requires a
Microsoft account. You can use purchased apps installed on one computer on
up to 10 devices using Windows, and you can use your Office 365 applications
on up to five devices.

m Personal settings are automatically kept in sync online and among all the
devices using the same Microsoft account. It includes themes, browser favor-
ites and history, and content and settings for Microsoft apps and services.

Creating a Microsoft account for use with Windows 10 is a simple process. Assum-
ing you are already using a Local account, you can switch to using a Microsoft
account using this procedure:

Step1.  Click the Action Center icon and select All Settings.

Step 2.  Select Accounts, and then from the menu select Email & App
Accounts.

Step 3.  Click the Add a Microsoft account link.

Step 4.  Enter the credentials for your Microsoft account. If you do not have an
email address you want to use, or you want to create a new one, click the
Create One! link. You can then use an email account of your own, or
click the Get a New Email Address link to create a new email address
@outlook.com.

Step 5.  Fill out the Create a Microsoft Account form, as shown in Figure 5-1.
Note that passwords must have a minimum of eight characters and
contain at least two out of this list: uppercase letters, lowercase letters,
numbers, and symbols.
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Let's create your account

Windows, Office, Qutlook.com, OneDlrive, Skype, Xbox, They're all better and more
persanal when you sign in with your Microsoft account.® Learn more

Iohn.Q Public456 @outiook.com is available

Boutiook.com

| John.QPublicdss

“If you already use a Microsoft service, go Back to sign in with that account.

[

Figure 5-1 Setting Up a Microsoft Account

Step 6. When the form is complete, click Next.

Step7.  On the Add Security Info screen, you can enter some additional informa-
tion in case you lose your password. Fill out the fields as desired and then
click Next.

Step 8.  On the Finish Up screen, sign up for the advertising and promotional
material you want to receive, and then click Next.

Step9.  The next screen asks you to confirm you are a real person. Enter the
scrambled letters that appear on the screen and click Next when done.

Step 10. Windows will take a few moments creating your account. When it is done,
click Finish to sign on to Windows with your new Microsoft account.

Like many online accounts that you create, you will be asked to confirm your email
address for your Microsoft account by clicking a link in an email from Microsoft’s
servers. The Windows Action Center displays a warning in Windows until you have
confirmed your account.

Like other methods of signing on to Windows 10, when you set up a Microsoft
account the first time, it will become the default sign-on method. To sign on using
a different method, select the Your Info link. If you are signed in with a Microsoft
account, click the Sign On with a Local Account Instead link, as shown in Figure
5-2. If you are currently signed on with a local account, you will be presented with
a Sign On with a Microsoft Account Instead link. This is the only way to switch the
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sign-on option. You cannot simply log out and log back in with a different account.
Only one account type will be functional at a time.

B - - o x
& Home
[t seig
s

= Your info

B Email & app accounts
R JOHN.Q.PUBLIC456@0UTLOOK.COM
9, sign-in options Administratar
EHl  Access work or school Billing infio, family settings, subscriptions, security settings, and
more

A, Family & other peopla Manage my Microsoft account
—~ .
*J Syncyour settings Sign in with a local account instead

Create your picture

D Browse for one

Figure 5-2 Your Info Page, with a Link to Switch to a Local Account

Domain Accounts

Users on domain-joined Windows 10 computers cannot connect their domain
account to their Microsoft account. They can add a Microsoft account to the com-
puter and use it for email and other apps. This provides the capability to sync their
settings, favorites, and Microsoft apps from their home PC or tablet with their
domain-joined computer, but they will not be able to sign in to the computer with
the Microsoft account.

The process for creating the account is similar to that listed for a nondomain
account, but domain users will not be presented with a Connect Your Microsoft
Account option. Microsoft accounts can only be connected to local computer
accounts.

Managing the Use of Microsoft Accounts

In many organizations it may be inappropriate to allow users to sign on to their
PCs using a Microsoft account. As described in the previous section, using a
Microsoft account on a business PC means that a lot of personal information is
synched and made available on the local PC. This may cause disruption and pos-
sible security risks.
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To block the use of Microsoft accounts, you can configure the Group Policy
Ac