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Preface

Veeam is one of the leading modern data protection solutions, and learning about this technology can
help you protect your virtual environments effectively. This book guides you through implementing
modern data protection solutions for your cloud and virtual infrastructure with Veeam. You will even
gain in-depth knowledge of advanced-level concepts such as Continuous Data Protection (CDP)
with Veeam Cloud Connect, Direct to Object storage, Instant Recovery, SOBR Rebalance, VeeaMover,
and many core architecture changes.

Who this book is for

You will be a VMware administrator or backup administrator with some existing knowledge of Veeam
and the topics covered in this book. You will know about some virtualization and backup concepts to
understand what gets discussed in each chapter. Veeam is one of the leading modern data protection
solutions, and learning about this technology will help you protect your environment. You might
want to implement many of the topics discussed and possibly look into cloud providers to use Veeam
Cloud Connect services.

What this book covers

Chapter 1, Installation — Best Practices and Optimizations, covers the upgrade and installation for
Veeam Backup & Replication v12. You will learn how to set up things such as the backup server,
proxies, repositories, and more. There will be a reference to the Veeam Best Practices site as well.
Once installation and upgrade are covered, we will dive further into adding things such as repository
servers, proxy servers, and more.

Chapter 2, Core Architecture Enhancements, covers many of the new core enhancements in the Veeam
Backup & Replication v12 software. You will learn about the new database option to replace SQL
Server: PostgreSQL. We will also look at the new per-VM backup chains, which will make management
simpler and easier for troubleshooting. Finally, we will look at some new Linux features, such as a
specific selection option for hardened repository and using Linux as a proxy.


https://technet24.ir
https://technet24.ir

xii

Preface

Chapter 3, Scale-Out Backup Repository — What's New, covers the scale-out backup repository (SOBR)
and what Veeam has added to make management easier. You can go directly to object storage now as
well as have multiple buckets per SOBR tier. We will also look at VeeaMover, a new technology that
allows you to move backups within a SOBR extent to another extent or even a new SOBR. We will also
look at VeeaMover to move VMs between jobs, and jobs between repositories. Lastly, we will look at
the new Rebalance option for the SOBR, which helps manage capacity between the extents as well as
exporting from a SOBR in the Capacity or Archive tiers.

Chapter 4, Tape Server and Other Enhancements, covers the tape server and other enhancements within
Veeam Backup & Replication v12. You will be shown how you can now have the tape server role on
Linux as well as how sending from object storage to tape is now an option. We will look at NAS backup
to tape, as well as better LTO9 support. Lastly, we will take a look at other changes such as restoring
“Permissions Only” for files, exporting VM disks to another Hypervisor, and VM exclusions, which
now include excluding them from jobs.

Chapter 5, Veeam’s New Enhanced Security Features, discusses all things security-related within Veeam
Backup & Replication v12. We will first look at the new MFA option within the console and support for
gMSA security groups. We next look at how there will no longer be a need for SSH or SUDO within a
Linux server. Lastly, we will take a look at the Auto Logoft feature within the console, allowing backup
administrators to keep resources low.

Chapter 6, Object Storage — What's New and Enhancements, discusses what is new within object storage
as well as enhancements within Veeam Backup & Replication v12. We will first look at the Direct to
Object option, which everyone has been waiting for, including adding object storage to the Performance
tier of a SOBR. We next look at how immutability can be turned on for GFS backups. Lastly, we will
take a look at how third-party integrations have changed for things such as Azure Cool tier and Blob
immutability, along with the new Wasabi integration wizard.

Chapter 7, What’s New in NAS Backup, discusses what is new within NAS backup for Veeam Backup &
Replication v12. We will first look at the new Archive Copy Mode and NAS backup to object storage
as a target. We next look at how NAS backup supports immutability now. We will take a look at how
you can publish an NFS as an SMB share for restore. Lastly, we will take a look at the improved health
check and Cloud Helper appliance.

Chapter 8, CDP and Veeam Cloud Connect, discusses enhancements to CDP and Veeam Cloud Connect
within Veeam Backup & Replication v12. We will first look at how customers can use CDP for vCD
(Cloud Director) within a Cloud Connect environment. We next look at how you can use CDP to go
from vCD to vCD. Lastly, we will take a look at how service providers can do an instant VM recovery
within the Veeam Cloud Connect console using the backups on the repository servers.
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To get the most out of this book

You should have at least 6 months of hands-on knowledge with Windows/Linux servers and virtualization
with VMware, and it would be best if you were comfortable setting up servers and configuring them
with storage. You should also have some backup knowledge and have already used Veeam, even for
basic tasks, since many topics in the book look at the more advanced features of Veeam Backup &
Replication.

Software/hardware covered in the book Operating system requirements
Windows 2019/2022 Windows

Veeam Availability Suite Windows

Ubuntu Linux 20.04 - Hardened Repositories Linux

You need to have Windows Server set up to install Veeam Backup & Replication. You'll also need to have
the Veeam Availability Suite ISO file and trial license downloaded from http: //www.veeam. com.

Download the color images

We also provide a PDF file that has color images of the screenshots and diagrams used in this book.
You can download it here: https://packt.link/ep03i.

Conventions used

There are a number of text conventions used throughout this book.

Code in text:Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “Run the
setup. exe file on the mounted ISO drive”

Bold: Indicates a new term, an important word, or words that you see onscreen. For instance, words
in menus or dialog boxes appear in bold. Here is an example: “Before installing Veeam Backup &
Replication v12, you must ensure that you have a server deployed, based on the Technical requirements
in the preceding section, with enough disk space for the installation”

Tips or important notes
Appear like this.

Xiii
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Preface

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, email us at customercaree@
packtpub. comand mention the book title in the subject of your message.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you have found a mistake in this book, we would be grateful if you would report this to us. Please
visit www . packtpub . com/support/errata and fill in the form.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would
be grateful if you would provide us with the location address or website name. Please contact us at
copyrighte@packt . com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you
are interested in either writing or contributing to a book, please visit authors . packtpub. com.

Share Your Thoughts

Once you've read Mastering Veeam Backup and Replication, wed love to hear your thoughts! Please
click here to go straight to the Amazon review page for this book and share your feedback.

Your review is important to us and the tech community and will help us make sure we’re delivering
excellent quality content.
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Preface

Download a free PDF copy of this book

Thanks for purchasing this book!

Do you like to read on the go but are unable to carry your print books everywhere?

Is your eBook purchase not compatible with the device of your choice?

Don’t worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical
books directly into your application.

The perks don't stop there, you can get exclusive access to discounts, newsletters, and great free content
in your inbox daily

Follow these simple steps to get the benefits:

1. Scan the QR code or visit the link below

https://packt.link/free-ebook/9781837630097

2. Submit your proof of purchase

3. That’s it! We'll send your free PDF and other benefits to your email directly

XV


https://packt.link/free-ebook/9781837630097
https://technet24.ir
https://technet24.ir



https://technet24.ir
https://technet24.ir

Part 1:

Installation - Best Practices,
Core Architecture, and Other
Enhancements

The objective of this section is to teach you about the best practices and optimizations for installing
and upgrading Veeam. This section will also include core architectural changes and Scale-Out Backup
Repository (SOBR) enhancements. It also covers the tape server and other enhancements within
Veeam. You will be able to apply the best practices and optimizations to your installation of Veeam,
as well as learn about the new enhancements.

The following chapters are included in this section:

o Chapter 1, Installation — Best Practices and Optimizations
o Chapter 2, Core Architecture Enhancements
o Chapter 3, Scale-Out Backup Repository — What's New

o Chapter 4, Tape Server and Other Enhancements
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Installation — Best Practices
and Optimizations

Veeam Backup & Replication v12 is part of the Veeam Availability Suite, the newest release for Veeam,
and allows you to back up all your workloads, including cloud, virtual, physical, and applications. As
we have seen from previous versions, it is simple yet flexible to meet your most challenging environment
needs. This chapter will discuss how to install and upgrade the software, what components make up
Veeam Backup & Replication v12, and some best practices and optimizations. There will be practical
examples throughout this chapter of optimizing specific elements that make up the Veeam environment.
We will also touch on some websites, such as the Best Practices Guide for Veeam, to give you resources
to help you set up Veeam in your environment. As they say about Veeam - “It Just Works.”

In this chapter, we're going to cover the following main topics:

o Understanding the best practices and optimizations for Veeam installation
o Configuring and optimizing Proxy Servers

o How to set up Repository Servers for success

o Understanding the Scale-Out Backup Repository (SOBR)

o Upgrading Veeam Backup & Replication to v12

Technical requirements
To ensure a successful installation, you will require the following:

You must have Windows Server 2019/2022 deployed with the necessary disk space to install the
application (2012/2008 R2 SP1 is also currently supported). Windows 10 and other modern
Windows desktop operating systems are also supported. Please see the following website for the
operating system requirements: ht tps: //helpcenter.veeam. com/docs/backup/
vsphere/system requirements.html?ver=120#backup-server.


https://helpcenter.veeam.com/docs/backup/vsphere/system_requirements.html?ver=120#backup-server
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o You must have downloaded the latest ISO file from www . veeam. com, which requires
registering on the site and allows you to obtain a trial license. At the time of writing, version
12.0.0.1420 is the current release.

o Veeam Best Practices website: https://bp.veeam.com/vbr/.

o Veeam documentation website: https: //helpcenter.veeam.com/docs/backup/
vsphere/overview.html?ver=120.

Understanding the best practices and optimizations for

Veeam installation

Installing Veeam Backup & Replication v12 is a straightforward process. Setting up Veeam, if not
done right, can lead to components not working correctly and poor performance, among other things.
It will protect your data and environment with minimal configuration when set up correctly. This
section will go through the installation process and touch on the best practices and optimizations
for your environment.

Installing Veeam Backup & Replication v12

Before installing Veeam Backup & Replication v12, you must ensure that you have a server deployed,
based on the Technical requirements in the preceding section, with enough disk space for the installation.

Note

Veeam will configure the default backup repository on the drive with the most available disk
space, whether it’s the OS drive, Application drive, or Catalog drive.

As a best practice for installing Veeam, the disk layout should be similar to the following so that you
can separate components to ensure the best possible performance:

o OS drive: This is where your operating system resides and should be used only for this.
« Application drive: This will be your application installation drive for Veeam and all its components.

« Catalog drive: Veeam uses a catalog that can generate around 10 GB of data per 100 VMs backed
up with file indexes. If this will be a significant storage requirement for your deployment, it
may be advisable to allocate the Catalog folder to a separate drive.


http://www.veeam.com
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Once your server is ready and you have downloaded the ISO file and mounted it, follow these steps
to install Veeam:

1. Runthe setup.exe file on the mounted ISO drive:

Veeam Backup & Replication 12

Figure 1.1 — Main installation screen

2. Click on Install Veeam Backup & Replication:

E-"] Veeam Backup & Replication - X

Ng] [Install Veeam Backup & Replication
o

Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data.

Veeam Backup Enterprise Manager is an optional web-based management and reporting
console for Veeam Backup & Replication. It provides a single pane of glass for larger
environments with multiple backup servers.

Ngg] [Install Veeam Backup Enterprise Manager
e

Install Veeam Backup & Replication Console

Veeam Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers.

I

N
LI

(UL

@ View Documentation

Figure 1.2 - Veeam Backup & Replication install option
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3. You will see the License Agreement window at this point. You must click I Accept to continue:

?_éF] Weeam Backup 8 Replication - x

License Agreement

Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:
* Agree and consent to the terms of Veeam License Agreement and licensing policy
* Agree and consent to each of the license agreements of 3rd party components used

* Agree and consent to each of the license agreements of required software

| Accept Cancel

Figure 1.3 - License Agreement

4. You will now need to provide a valid license file, whether you've purchased it or it’s a trial; if
you do not have this at this stage of the installation, you can click Next to continue, and Veeam
will operate in the Community (Free) Edition. When you obtain the license file, you can install
that within the application under the menu and License:

E Weeam Backup & Replication - X

License

Provide license file for Veeam Backup & Replication.

License file:

M Browse...

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation ID, and workload usage counters to Vieeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

If you don't have a license simply click Next to install the Community Edition.

@ Veeam FULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install. configure or manage such backup servers at your client’s environment as a

consultant or an MSP.
Back Cancel

Figure 1.4 - License dialog window
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5. After clicking Next, the installer will do a system check for any required prerequisites. Should
something be missing, you will be prompted and have the option to install the missing components:

i@ Veeam Backup & Replication

- X

System Configuration Check

System is being verified for potential installation problems.

Please wait...

Enabling missing features...

Cancel

Figure 1.5 — System Configuration Check — missing components

6. Once all the components get installed, you will be taken to the following screen. Unlike in
previous Veeam Backup & Replication versions, this screen does not allow you to input a user
account to run the services. Instead, with v12 of Veeam, you need to select the Customize

Settings link:

E@ Veearn Backup & Replication

Ready to Install

Installation will begin with the following settings.

Installation folder:
vPower cache folder:
Guest catalog folder:
Service account:
Database engine:

5QL server:

Database name:

Catalog service port:
Service port:

Secure connections port:
REST API service port:
Check for product updates:

¥ Customize Settings

C:\Program Files\Veeam\Backup and Replication
F\ProgramData\Veeam\Backup\IRCache
FA\VBRCatalog

LOCAL SYSTEM

PostgreSQL

HOME-VEEAMV12:5432

VeeamBackup

9393

9392

5401

9419

Automatically

Back Install Cancel

Figure 1.6 — Option to specify different settings
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Note

Under the default configuration, you will see a new option for using PostgreSQL Server, which
we will look at once the installation is completed.

7. You will now be able to enter a user account for the Veeam services, better known as a Service
Account. There are some recommended settings for this service account:

* You must have Local Administrator rights on the Veeam server.

* Ifyou are using a separate SQL Server and not the Express edition (Microsoft SQL Server 2016
SP2 Express edition) included as part of the Veeam installation, you will require permission
to create the database. The same goes for the PostgreSQL option.

* You will need full NTFS permissions to the folder containing the catalog.

For more details about these permissions, please visit ht tps: //helpcenter.veeamn.
com/docs/backup/vsphere/required permissions.html?ver=120:

A Veeam Backup & Replication - *

Service Account

Specify account for Veeam Backup & Replication.

O LOCAL SYSTEM account (Recommended)

@ The following user account:

User name:
| HOME\svcveeam e | & Choose..

Type in the user name in the DOMAIN\USERNAME format.
The specified user account must have local administrator privileges on this server.

Password:

2

Figure 1.7 — Server user account
I am using an account I created on my lab server for this setup. In contrast, in a production
scenario, you would already have a service account set up in Active Directory to enter at this stage.

8. You will now select your database options, including the required Windows or SQL credentials.
Click Next to continue:


https://helpcenter.veeam.com/docs/backup/vsphere/required_permissions.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/required_permissions.html?ver=120
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f_é"] Veeam Backup & Replication - X

Database

Choose a database engine and an instance for Veeam Backup & Replication configuration data.

Use following database engine: |PostgreSQL
Microsoft SQL Server
PostgreSQL
o8]

O Install new instance

@ Use existing instance (HOST!
| HOME-POSTGRESQLO1:5432 ~

Database name:

VeeamBackup
Connect to PostgreSQL server using:
O Windows authentication credentials of the backup service account
(® MNative authentication with the following credentials:

Username: | veeam

Rl

Password: | essssesssesssess

Back Cancel

Figure 1.8 — Database server selection and credentials used

9. The following screen allows you to change the installation locations for the installation
components. Click Next once you have completed this part of the installation:

E-“; Veeam Backup & Replication - X

Data Locations
Specify paths for persistent and non-persistent data storage locations.

Installation path: pr—
F Ml Browse...

Guest file system catalog:
RCat M Browse...

Instant recovery write cache:
: B Browse...

® Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
recovered VMs, otherwise VMs will stop due to being unable to perform a disk write. We recommend
placing the write cache on an 55D drive.

‘ Back ‘ ‘ Cancel ‘

Figure 1.9 — Installation paths for the application
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10. You will then be prompted for the Port Configuration properties to be used. You can leave
them as their defaults. Then, click Next:

it Veeam Backup & Replication - )4

Port Configuration
Specify port configuration to be used by Veeam Backup & Replication.

Catalog service port:
Veeam Backup service port:
Secure connections port: 9401
REST API service port: 9419

jury
o
w
=1
-~

Figure 1.10 - Port Configuration selection

With the release of Veeam Backup & Replication v12, you can now use a different database type —
PostgreSQL. This choice allows users to transition from Microsoft SQL, which requires licensing (SQL
Express does not but has a 10 GB limit for the database size), but PostgreSQL does not because it is
open source. The PostgreSQL database can be installed directly on the Veeam Backup Server or any
other database server, such as Windows or Linux. For more details on PostgreSQL, please see the
Further reading section at the end of this chapter.

You can now complete the installer by installing the local PostgreSQL Server instance and then the
application. Veeam will also set the user account you selected to start all the services:


https://technet24.ir
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f_é”] Veeam Backup & Replication = Pt

Ready to Install

The wizard is ready to begin the Installation.

Installation folder FA\Program Files\Veeam\Backup and Replication
vPower cache folder: F\ProgramData\Veeam'\Backup\IRCache
Guest catalog folder: FAVBRCatalog

Service account: HOME\svoveeam

Database engine: PostgreSQL

SQL server: HOME-POSTGRESQLO1:5432

Database name: VeeamBackup

Catalog service port: 9393

Service port: 9392

Secure connections port: 9401

REST API service port: 9419

Check for product updates automatically

Back Install Cancel

Figure 1.11 — Ready to Install - checking for updates

1. Click Install to proceed with the installation and start setting up the components that work
together with the backup server.

Note

PostgreSQL Server 14.5 will be installed during the installation, but at the time of writing, the
latest release is 15.1.
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2. You will see the installation progress dialog after clicking Install:
EJ:'] eeam Backup & Replication

Installing Veeam Backup & Replication

Please wait, installation may require significant time.

Step 1 of 6:

Installing Veeam Backup & Replication Server...

Immutability for Azure Blob Storage

Ensure data integrity with immutability options for on-
premises backups that were tiered or written directly to
Microsoft Azure Blob Storage.

Figure 1.12 - Installation progress

3. Once complete, you can click Finish to complete the installation:

L

Veeam Backup & Replication 12

\/ Successfully installed

Finish

Figure 1.13 - Installation complete
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Now, let’s start configuring the required settings for Veeam to work with VMware:
o Repository Server: The server that gets used for storing the backup files.
o Proxy Servers: The servers that perform all the backup tasks.

o VMware vCenter Credentials: This is used to connect and see your clusters, hosts, vApps, and
virtual machines. vCenter server is not required as standalone ESXi hosts are also supported
if licensed in VMware.

4. When you first launch the Veeam Backup & Replication console, you will be taken directly
to the Inventory tab, and Virtual Infrastructure will be in focus:

Backup and Replication

Home View

BB X
]

Add Edit Remove
Server Server Server

Manage Server

Inventor

i E Add Server
Before using Veeam Backup & Replication, you must register your protected data sources in the inventary. Ta start this pracess, dick the Add Server
button in the ribbon (or just click this text).
For VNware vSphere protection, add a vCenter Server. You can also add ESXi hosts individually. Adding vCenter Server is preferred, because it makes
Veeam Backup & Replication vMotion-aware.
For Microsoft Hyper-V protection, add System Center Virtual Machine Manager (SCYMM) Servers, Hyper-V clusters, or standalone Hyper-V hosts.

(B Virtual Infrastructure
4 (F Physical Infrastructure
521 Manually Added
Unmanaged

@ File Shares For physical and cloud servers and workstations protection, create one or more Protection Groups listing all computers you want to backup. For NAS
4 [ Last24 Hours protection, add an NDMP server. Note that NDMP backups are only supperted to tape or Virtual Tape Libraries (VTL).
[3 Success

@ Create Job
Veeam Backup & Replication provides different options to balance recovery time with storage requirements. Backup cansumes less disk space but
requires longer recovery time, making it ideal for long term data retention. Replication provides faster recavery time at the increased storage costs
and shorter retention.
To create a new backup or replication job, go to the Backup & Replication tree tab, and click the corresponding button in the ribbon.

IEIE‘ P ¢ Restore
[E=1  To restore a machine from a backup or a replica, click the Restore button in the ribbon and select the required restore type
@E? Backup Infrastructure Alternatively, you can browse the Backups node of the Backup & Replication tab to locate the required machine by searching for its name
You can also start a restare by double-clicking the full backup (VEK) file in the Windows Explorer.

[l sy

0 virtual machines Connected to: localhost Build: 12. 5 Enterprise Plus Edition Evalual 1ys remaining

Figure 1.14 - Initial console screen

5. This screen is where we will begin adding the Virtual Center so that you can start backing up
your virtual machines. Click on the ADD SERVER option to begin this process. You will then
be prompted to select what kind of server you wish to add. Choose VMware vSphere and then
either vSphere or vCloud Director:

Technet24
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Select the type of a VMware server you want to add to the inventory.

@ VMware vSphere

vSphere
m Adds vCenter Server (recommended), or standalone wSphere Hypervisor (ESXi) to the inventory,

Cloud Director
_EE Adds Whware Cloud Director server to the inventory.

Figure 1.15 — vSphere or vCloud Director selection

You would typically select vSphere here; however, if you have vCloud Director in your environment,
you may also want to choose this option. When you choose vSphere, you will be prompted for
two things to complete the connection:

* The DNS or IP address of your vCenter server (DNS is the preferred method).

* Credentials: This can either be a vsphere . local user or a domain account that got set
up for access. You are also able, at this point in the wizard, to add credentials to the Veeam
console using the Add button.

6. Enter the required credentials, click Next, and then click Apply to complete the VMware
vSphere setup. You will now see your vCenter server listed under the Virtual Infrastructure
section of the console and can browse the hosts and virtual machines.

Now, let’s look at the next piece required for the infrastructure: the Proxy server. By default, the Veeam
Backup & Replication server is your VMware Backup Proxy and File Backup Proxy. Due to my lab’s
limitations, I will use this server as an example, but in the real world, you would add multiple Proxy
servers to your environment for better performance and as per best practices. Also, based on best
practices, you would typically disable the Veeam Backup & Replication server as the Proxy Server to
allow the other Proxy Servers to handle the workload.

The next component you will require is a Repository Server, which is the location where Veeam
Backup & Replication will store your backup files. By default, Veeam Backup & Replication creates
a Default Backup Repository, typically on the biggest drive attached to your backup server. This
location will be where the Configuration Backups usually get backed up to. There are multiple options
for adding a repository:
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Add Backup Repository

Select the type of backup repository you want to add.

Direct attached storage

Microseft Windows or Linux server with internal or direct attached storage, This configuration enables data
rnavers ta run directly on the server, allowing for fastest performance.

Network attached storage

—alu—  Metwork share on a file server or a NAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share,

='\|j= Deduplicating storage appliance

m Dell Data Domain, ExaGrid, HPE StoreOnce or Quantum DX, If you are unable to meet the requirements of
advanced integration via native appliance AP|, use the network attached storage option instead.

&  Object storage
&
L On-prem ohject storage system or a cloud object storage provider,

Cancel

Figure 1.16 — Add Backup Repository selection

The first three selections are for block storage. At the same time, the last one is Object storage, which
can now be used for backups directly due to the enhancement in v12 and can be part of a Scale-Out
Backup Repository as any of the tiers — Performance, Capacity, and Archive for offloading data.

Note
Offloading data happens with the Capacity and Archive tiers.

Direct to Object is a new feature that was introduced with Veeam Backup & Replication v12. It
allows users to move away from block storage and send their data directly to object storage, whether
on-premises or in the cloud, with one of the many vendors such as Azure, AWS, Wasabi, and so on.
The feature also allows you to use Object in the Performance Tier of a SOBR, of which you can use
multiple object storage extents, but they have to be from the same vendor. You cannot mix them with
Azure and AWS as both would need to be either one to be an acceptable configuration.

Technet24
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The following is a backup job configured to go to a SOBR with object storage as the Performance tier:

New Backup Job X

Storage

= Specify processing proxy server to be used for scurce data retrieval, backup repository to store the backup files produced by
m this job and customize advanced job settings if required,

famc Backup prowy:
| Automatic selection | | Choose... |

Virtual Machines
Backup repository:

_ Wasabi-50BR (Created by HOMB\administrator at 2022-11-25 1:34 PM.} b4 |

Guest Processing = NA Mapliacknp
Retention po[ic_',l".| g : | | days ~ | o

Schedule
["] Keep certain full backups longer for archival purposes Canhgure

Fumman e e g oy =

[_] Configure secondary destinations for this job

Copy backups produced by this job to anather backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mede, compression and deduplication, block
size, notification settings, automated post-job activity and other settings.

| < Previous ” Next > ] Finich | Cancel |

i“.ﬁdvanced... |

Figure 1.17 — Backup job using SOBR with Direct to Object storage
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The following screenshot shows SOBR configured with Wasabi object storage under Performance Tier:

Edit Scale-cut Backup Repository X

Performance Tier
Select backup repositories to use asthe landing zone and for the short-term retention,

Mame Extents:
Mame Add..
Performance Tier mum— :
= % Wasabi-1
Capacity Tier & Wasabi-2
Summary
Click Advanced to specify additional scale-out backup repositery options. Advanced

< Previous Mext = Finish Cancel

Figure 1.18 — SOBR using Wasabi Object Storage for Performance Tier

You have now installed and completed the basic configuration required for Veeam Backup & Replication.
We will now look at how to optimize Proxy Servers and Repository Servers.

Configuring and optimizing Proxy Servers

Proxy Servers are the workhorses of the Veeam Backup & Replication v12 application, and they do
all the heavy lifting or processing of tasks for backup and restore jobs. When you set up Veeam, you
need to ensure that the Proxy Servers are configured as per best practices:

https://bp.veeam.com/vbr/VBP/2 Design Structures/D Veeam
Components/D _backup proxies/vmware proxies.html

https://helpcenter.veeam.com/docs/backup/vsphere/backup proxy.
html?ver=120

17
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Introduced in Veeam Backup & Replication v12 is the ability to use Linux proxies in conjunction
with Continuous Data Protection (CDP) and a standard proxy like in the previous version, v11a.
This is another way for companies to move away from having to license a Windows Server and use
one of the many Linux distributions. Not all Linux versions are supported, as noted here: https://
helpcenter.veeam.com/archive/backup/120/vsphere/system requirements.
html#vmware-backup-proxy-server.

When you decide to deploy a Proxy server, Veeam Backup & Replication will install two components
on the server:

o Veeam Installer Service: This gets used to check the server and upgrade software as required

o Veeam Data Mover: This is the processing engine for the Proxy server and does all the
required tasks

Veeam Backup & Replication Proxy Servers use a transport mode to retrieve data during backup.
Three standard modes are available, and they are listed in order, starting with the most efficient method:

o Direct Storage Access: The proxy is placed in the same network as your storage arrays and
can retrieve data directly.

o Virtual Appliance: This mode mounts the VMDK files to the Proxy server for what we typically
call Hot-Add Mode to back up the server data.

o Network: This mode is the least efficient but will be used when the previous methods are
unavailable. It moves the data through your network stack. It is recommended not to use 1
GB but instead 10 GB.

In addition to these standard transport modes, which are provided natively for VMware environments,
Veeam provides two other transport modes: Backup from Storage Snapshots and Direct NFS. These
provide storage-specific transport options for NFS systems and storage systems that integrate with Veeam.

Refer to the integration with storage systems guide for more details: https://helpcenter.
veeam.com/docs/backup/vsphere/storage integration.html?ver=120.

Along with the transport modes, there are specific tasks that the Proxy server performs:

o Retrieving the VM data from storage

o Compressing data thats being backed up

o Deduplicating data blocks so that only one copy is stored
o Encrypting data in transit and backup files

o Sending the data to the backup Repository Server (backup job) or another backup proxy server
(replication job)
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Veeam Proxy Servers leverage what is known as VMware vStorage APIs - Data Protection (formerly
known as VMware vStorage APIs for Data Protection or VADP) when using all transport modes
other than Backup from Storage Snapshots and Direct NFS.

It would be best if you considered the following regarding your Proxy Servers:

o Operating system: Most software vendors will always recommend the latest and greatest, so if
you choose Windows, choose 2022. Alternatively, you can select Linux using the newest release
(for example, Ubuntu 22.04.1 LTS). For Linux VMware, backup proxies support all transport
modes as of Veeam Backup & Replication v11la and support being a CDP Proxy in v12.

o Proxy placement: Depending on the transport mode for the server, you will need to place it
as close to the servers you want to back up, such as on a specific host in VMware. The closer
to the source data, the better!

o Proxy sizing: This can be tricky to determine and will depend on the physical or virtual server.
Veeam Proxy Servers complete tasks where one virtual disk is processed for a VM or one
physical disk is processed for a server. Therefore, Veeam recommends one physical core or
one vCPU and 2 GB of RAM per task.

Veeam has a formula for calculating the required resources for a Proxy server:

« D: Source data in MB

o W: Backup window in seconds

« T: Throughput in MB/s = D/W

o CR: Change rate

o CF: Cores required for a full backup = T/100

o CI: Cores required for an incremental backup = (T * CR)/25
Based on these requirements, we can use a data sample to perform the calculations:

e 500 virtual machines
e 100 TB of data
o An 8-hour backup window

o 10% change rate

Using these numbers, we can perform the following calculations:

We can use the numbers we calculated to determine the required amount of cores needed to run both
full and incremental backups to meet our defined SLA.
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Based on our calculations and considering that you require 2 GB of RAM for each task, you need a
virtual server with 36 vCPUs and 72 GB of RAM. This size may seem like a considerable server, but
keep in mind that it uses sample data. Your calculations will likely be much smaller or more extensive,
depending on your dataset.

Should you use a physical server as a Proxy, you should have a server with two to 10 core CPUs. In
the case of our sample data, two physical servers are what you require. If you are using virtual servers
for proxies, the best practice is to configure them with a maximum of 8 vCPUs and add as many as
needed for your environment - in this case, you would need five servers.

Should you want to size things based on incremental backups only, your requirements are less than half
the full backup sizing - 15 vCPUs and 30 GB of RAM.

There are limitations for Proxy Servers that you need to be aware of when it comes to job processing
and performance. As we noted previously, a Proxy server performs tasks, which are assigned CPU
resources. Concurrent task processing depends on the resources available in your infrastructure and
the number of Proxy Servers you have deployed. As shown in the following screenshot, when it comes
to adding a Proxy server to Veeam Backup & Replication, there is the Max concurrent tasks option,
which correlates to the number of CPUs that are assigned:

Edit VMware Proxy *

Server
Choose a server for VMware backup proxy. You can choose between any Microsoft Windows or Linux servers added to the
Managed Servers which are not assigned a VMware backup proxy role already.

oo Choose server:

HOME-VEEAMV12.home.lab (Backup server)
Traffic Rules

Proxy description:
Apply Created by Veeam Backup & Replication
Surnmary

Transport mode:

|Automatic selection | Choose...

Connected datastores:

|Automatic detection (recommended) | Choose...

Max concurrent tasks:
2 =

Mext = Finish Cancel

Figure 1.19 — Max concurrent tasks limitation for Proxy Servers
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Task limits can be found at https: //helpcenter.veeam. com/docs/backup/vsphere/
limiting tasks.html?ver=120.

( 1
Important note

Job performance will be impacted based on the tasks of a Proxy server. For example, if you
had a Proxy server with 8 CPUs and added two virtual machines for backup, one with four
disks and another with six disks, the Proxy server would process only eight of the 10 disks in
parallel. The remaining two disks would have to wait on resources before being backed up in
previous versions of Veeam.

. J

With Veeam Backup & Replication v12, when you add a new Proxy server, it will have the concurrent
tasks set automatically based on the number of CPUs/vCPUs that the physical or virtual server has.
So, in the case of my lab, the Veeam server has four vCPU, so it got configured with eight concurrent
tasks. Yes, this does not follow the sizing rule, but Veeam allows two times the number of CPUs/
vCPUs for the concurrent task count.

You should now be able to right-size your Proxy Servers in terms of the CPU and RAM and understand
proxy placement and how it processes tasks. Proxy Servers process and send data to Repository Servers,
which is the focus of the next section.

How to set up Repository Servers for success

A Repository Server is a storage location for your backups, so setting them up right the first time
will ensure you have the best performance. When creating a repository, it is always a good idea
to follow the Veeam Backup & Replication best practices: https://bp.veeam.com/vbr/
VBP/2_Design Structures/D_Veeam Components/D backup repositories/.

The following are some things to consider when setting up a repository:

o ReFS/XFS: With Windows 2019/2022, ensure you format your repository drive(s) as ReFS with
64k block sizing to take advantage of space savings for Synthetic Fulls and GFS. For Linux, you
need to set up XFS and Reflink to take advantage of space-saving and Fast Cloning. In both of
these situations, storage efficiency will be realized for Synthetic Full backups. This efficiency
prevents duplication but is not deduplication.

« Sizing: Ensure that you adhere to the Veeam Backup & Replication recommendation of one
core and 4 GB of RAM per repository task. Just like Proxy Servers, your Repository servers
have task limits as well. At a minimum, you need two cores and 8 GB of RAM.

When calculating the sizing requirements, you need to consider your Proxy Servers and the amount
of CPU configured; you then need to use a 3:1 ratio for the core count on a Repository Server.

21
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Example: Your Proxy Server is configured with 8 CPUs; you need to configure the Repository Server
with 2 CPUs based on this rule of 3:1. To configure the RAM, you must multiply the CPU count by
four to end up with 8 GB of RAM.

When you use the Windows ReFS filesystem as your repository, you must consider the overhead
required for the filesystem and add another 0.5 GB of RAM per terabyte of ReFS.

Setting up your task limits for a Repository Server differs from a Proxy server due to how tasks get
consumed. The setting you choose will be handled differently:

o Per-VM Backup Files: When selected in Veeam Backup & Replication v12, this creates a
backup chain per VM located in a job; rather than having a chain for all VMs together, they
get separated, so each VM has its chain with a VBM, a VBK, and V1IB files. Therefore, if the
backup job has 10 virtual machines, it will consume 10 repository tasks and 10 proxy tasks.

For comparison, here’s an example of a vlla backup chain with one VBM (metadata file), the
initial VBK (full backup file), and the VIB file (incremental backup file):

wvhm

m-102202022-10-18T11

Figure 1.20 — Per VM backup chain in v11

Now, here’s an example of the new Per VM backup chain from v12 where each VM will have
separate VBM, VBK, and VIB files:

MName Date modified

1
1
1
1
1
1
1
1
1

Figure 1.21 — Per VM backup chain in v12
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o No Per-VM Selection: The backup job consumes one repository task, and the proxy task will
remain the same with one task per virtual disk.

Note

To find out more about task limits, go to ht tps: //helpcenter.veeam.com/docs/
backup/vsphere/limiting tasks.html?ver=120.

When you're setting up a repository for the first time, you can set the task limit:

Edit Backup Repository

Repository
Type in path to the folder where backup files should be stored, and set repositery load control options.

MName Location
Path to folder
Server E\Backups_v12

Repository == Capacity 10TB
W= Freespace: 9.7 TB

Mount Server
Load control

Review Running toe many cencurrent tasks against the repository may reduce overall performance, and
cause |/0 timeouts. Control storage device saturation with the following settings:
Apply Lirmit maximum concurrent tasks to: |8 2| o —
Summary [] Limit read and write data rate to: 1 =
Click Advanced to customize repository settings. Advanced...
< Previous Next = Finish Cancel

Figure 1.22 — Repository task limit

Important note

When you limit the number of tasks per repository and have jobs with many virtual machines
requiring backups, this will be one of the bottlenecks in your environment. You also need to
ensure that you do not set the limit too high, as that could overwhelm your storage, causing
performance degradation. Make sure you test all your components and the resources available
for your backup infrastructure.
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After completing this section, you should be able to choose which type of filesystem you wish to use
for your repository and size it correctly based on your CPU and RAM. We also discussed the per-VM
versus no per-VM methods, including the new v12 per-VM chains and how they get created. We will
use this knowledge to tie this into creating a Scale-Out Backup Repository.

Understanding the Scale-Out Backup Repository

So, what is a SOBR you ask? A SOBR uses multiple backup repositories, called performance extents,
to create a sizeable horizontal scaling repository system. Veeam Backup & Replication can use multiple
repositories of various types, such as the following:

o Windows Backup Repositories: NTFS or the recommended ReFS.
« Linux Backup Repositories: XFS with Reflink.

o Object Storage: Direct to object storage. This is now available in v12 for us to use for all tiers
of a SOBR, including the Performance Tier.

o Shared Folder: NFS, SMB, or CIFS.
o Deduplication storage appliances.
SOBR can expand with on-premises storage such as block storage, object storage, or a cloud-based

object repository known as a Capacity Extent. Veeam Backup & Replication combines the Performance
extents, Capacity extents, and Archive extents into one to summarize their capacities:

Backup server

mm

I [0 0

. i
. r—
—
I =
o= 2 .| =
Source host Scale-out
Backup proxy backup repository

Figure 1.23 - Scale-Out Backup Repository
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The ability to use a SOBR is dependent on the license version that you use with Veeam Backup &
Replication:

o Enterprise: Allows for a total of two SOBRs with three active extents and unlimited inactive extents

o Enterprise Plus & VUL (Veeam Universal License): Provides an unlimited number of SOBRs
with as many performance extents needed but only one Capacity/Archive Tier per SOBR

Tip
Should you downgrade your licensing from Enterprise Plus or Enterprise to Standard, you will
lose the ability to target your jobs to the SOBR. You can, however, restore data from the SOBR.

The different license types limit you in the number of SOBRs and extents per SOBR you can
configure. As we noted previously, there is a limit of two for Enterprise and an unlimited number
for Enterprise Plus/VUL.

Tip
For the best performance and manageability, it is best to keep your SOBR limited to three

to four extents if possible. If you are using object storage, then one of the components of the
SOBR will be the Capacity Tier.

The SOBR works with many types of jobs or tasks in Veeam Backup & Replication:

o Backup jobs

o Backup copy jobs

o VeeamZIP jobs

o Agent backups - Linux or Windows agent v2.0 or later
o NAS Backup jobs

o Nutanix AHV backup jobs

o Veeam Agent for Mac

o Veeam backups for Amazon and Microsoft Azure (via backup copy jobs)

The next thing to keep in mind is the limitations of using a SOBR, as there are certain things you
cannot do:

o Only Enterprise, Enterprise Plus, and VUL licenses can be used

o You cannot use it as a target for configuration backup jobs, replication jobs, VM copy jobs,
Veeam Agent v1.5 or earlier for Windows, or v1.0 Updatel or earlier for Linux

25
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o Adding a repository as an extent to a SOBR will not be allowed if there is an unsupported job
using the repository

o Rotating drives are not supported

o You are unable to use the same extent in two SOBRs

Please refer to the following limitations page on the Veeam Backup & Replication website for more
details: https://helpcenter.veeam. com/docs/backup/vsphere/limitations-
for-sobr.html?ver=120.

When it comes to the makeup of the SOBR, there are three tiers:

o Performance Tier: Fast storage and fastest access to data can now include object storage,
whether on-premises or cloud-based, in v12

« Capacity Tier: Typically, this is object storage for archival and offloading capabilities

o Archive Tier: Additional object storage for long-term archival and infrequently accessed objects

( R
Note

When adding object storage as the Performance Tier, you must ensure that each one added
is of the same vendor. For example, if the first Performance Tier you add is from Wasabi, the
subsequent extents must also be Wasabi-based as you cannot add something such as Amazon
S3. This will be crucial in planning if you decide to start using object storage in a SOBR.

. J

For the performance tier, you will want to ensure it has the fastest storage, block, or object storage so
that when access to files and restores is required, it is as fast as possible. When you create a standard
repository before adding it to a SOBR, specific settings are retained in the SOBR:

o The number of simultaneous tasks it can perform
o The storage read and write speeds
o The data decompression settings on the storage

o The block alignment settings of the storage

The SOBR will not inherit a repository backed by rotating drives. If you choose to use the Per-VM
backup option, this is on by default in a SOBR.

Note

If you decide to use cloud-based object storage, keep in mind that it will not be the same as
using block storage or on-premises object storage as it will need to pull data from the cloud
back to on-premises, which could slow restoration down.
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Something else to think about is the backup file placement policy that you will use. There are pros
and cons to both, and specific operating systems, such as ReFS and XFS, require one over the other.
The two types of placement policies are as follows:

o Datalocality

e Performance

Please refer to the Performance Tier page on the Veeam Backup & Replication website for more
information: https://helpcenter.veeam.com/docs/backup/vsphere/backup
repository sobr extents.html?ver=120.

Data locality allows the scale-out to place all backup files in the chain to the same extent within the
SOBR, keeping files together. In contrast, the Performance policy will enable you to choose which
extents to use for both full backup files (VBK) and incremental files (VIB).

For further information on backup placement, see this Veeam Backup & Replication page: https://
helpcenter.veeam.com/docs/backup/vsphere/backup repository sobr
placement . .html?ver=120.

Now, when it comes to the Capacity Tier, there can only be one per scale-out, and it is required to be
one of the options shown in the following screenshot:

@ Object Storage

Select the type of ohject storage you want to use as a backup repository,

EE 53 Compatible
@ Adds an on-premises object storage system or a cloud object storage provider.

aws  Amazon S3

Adds Amazon cloud object storage, Amazon 53, Amazon 53 Glacier (including Deep Archive) and Amazon
Snowball Edge are supported.

3 Google Cloud Storage
Adds Google Cloud storage. Both Standard and Mearline storage classes are supported.

F.\I |BM Cloud Object Storage
\!!’ Adds IBM Cloud object storage. 53 compatible versions of both on-premises and IBM Cloud storage offerings are

supported,

IA Microsoft Azure Storage

Adds Microsoft Azure cloud object storage, Microsoft Azure Blob Sterage, Microsoft Azure Archive Storage and
Microsoft Azure Data Box are supported.

@ Wasabi Cloud Storage
Adds Wasabi cloud object storage,
Cancel

Figure 1.24 — Object Storage options for the Capacity Extent
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Note

These same object storage options for the Capacity Tier apply to the Performance Tier now
and, as noted, have to be the same for each extent you want to add to the Performance Tier.

Using a Capacity Tier as part of your SOBR is suitable for the following reasons:

o You can tier off older data when your SOBR reaches a specific percentage capacity to allow
you to free up storage space.

o Company policy stipulates you keep a certain amount of data onsite. Then, all older data is
tiered off to the Capacity Tier after X days.

« Using it falls into the 3-2-1-1-0 rule, where one copy of the information is offsite. See this blog
post for more details on the 3-2-1-1-0 rule: https: //www.veeam.com/blog/3-2-1-
rule-for-ransomware-protection.html.

You specify the Capacity tier after creating it as a standard repository, during the SOBR wizard:

Edit Scale-out Backup Repository *

Capacity Tier
Specify object storage to copy backups to for redundancy and DR purposes. Qlder backups can be moved to object storage
completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Name Extend scale-out backup repository capacity with object storage:
Performance Tier |<[TBD+] Click Choose to pick object storage> Choose...
Capacity Tier Define time windows when uploading to capacity tier is allowed Window...
Summary [] Copy backups to object storage as soon as they are created

¥

Create additional copy of your backups for added redundancy by having all backups copied to
the capacity tier as soon as they are created on the performance tier.

Move backups to object storage as they age out of the operational restore window

Reduce your long-term retention costs by moving clder backups to object storage completely
while preserving the ability to restore directly from offloaded backups.

Move backup files older than |14 2 days (your operational restore window) Override...

-

[ Encrypt data uploaded to object storage

Manage passwords

< Previous Apply Cancel

Figure 1.25 — Capacity Tier of the Edit Scale-out Backup Repository wizard
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Please visit the Capacity Tier page on the Veeam Backup & Replication website for more information:
https://helpcenter.veeam.com/docs/backup/vsphere/capacity tier.
html?ver=120.

We will now tie everything we've learned together and create a SOBR. First, you will need to open the
Veeam Backup & Replication console and select the BACKUP INFRASTRUCTURE section at the
bottom left. Then, click on the Scale-out Repositories option on the left:

SCALE-OUT REPOSITORY TOOLS

=- HOME SCALE-OUT REPOSITORY

E = =
I‘:Ifl_g_lj =
Add Scale-out Ed 5 Rescan
Repository R f X Per ns Repository
Manage Scale-out Repository Manage Settings Toals

BACEUP INFRASTRUCTURE Q Type in an object n¢

[ Backup Proies NAME 1

E Backup Repositories

F:. External Repositories

Eﬁ Scale-out Repositories
&3 WAN Accelerators
@ Service Providers
4 & SureBackup
H_E Application Groups
% Virtual Labs
a4 {E‘i Managed Servers
]:Ei WMware vSphere
E- Microsoft Windows

@ Home

E@ INVENTORY

l‘fa'g BACKUP INFRASTRUCTURE
,§= STORAGE INFRASTRUCTURE
l. TAPE INFRASTRUCTURE

Eﬁ FILES

Figure 1.26 — The Scale-out Repositories section of the console
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Once you're in this section, you can either click the Add Scale-out Repository button in the toolbar
or, on the right-hand pane, right-click and select Add Scale-out backup repository....

At this point, you must name the SOBR and give it a thoughtful description; the default name is
Scale-out Backup Repository 1. Then, click Next to go to the Performance Tier section of the wizard:

New Scale-out Backup Repository X

Performance Tier
Select backup repositories to use as the landing zene and for the shert-term retention.

MName Extents:
Name Add...
Performance Tier
Placement Policy
Capacity Tier
Summary
Click Advanced to specify additional scale-out backup repository eptions, Advanced

< Previous Mext > Cancel

Figure 1.27 — The New Scale-out Backup Repository wizard — Performance Tier

In this section, click the Add... button and choose the standard repositories that will be part of your
SOBR. You can also click on the Advanced button to choose two options:

o Use per-VM backup files (recommended)

o Perform a full backup when the required extent is offline
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Performance Tier
Select backup repositories to use as the landing zone and for the short-term retention.

Mamie Extents:

Name Add...
Placement Paolicy

Advanced Settings x

Capacity Tier

Use per-machine backup files (recommended)
Improves backup performance for storage devices benefiting from multiple /0
streams. This is the recommended setting when backing up to enterprize grade
block storage and deduplicating storage appliances.

Summary

[] Perform full backup when the required extent is offline

When a repository extent with previous backup files cannot be reached, jobs will
perform an active full backup instead of failing to create an incremental backup.
Scale-out repository must be sized appropriately to handle multiple fulls. \

Click Advanced to specify additional scale-out backup repesitory options,

< Previous Mext = Flrtith Cancel

Figure 1.28 — Advanced settings for the Performance Tier area of SOBR

Click the Next button to proceed. At this point, you must pick your placement policy - Data Locality
or Performance. As we mentioned, if you're using ReFS or XFS, you must select Data Locality to take
advantage of each operating system’s storage savings. Click Next after making your choice.

You can now choose to use Capacity Tier for your SOBR or click the Apply button to finish. Note
that when you select a Capacity Tier, there are several options you can enable:

o Copy backups to object storage as soon as they get created in the Performance Tier.

o Move backups to object storage as they age out of the restore window. The default is 14 days.
You can also click the Override button to specify offloading until the space required is below
a certain percentage.

 You can also encrypt your data upload to the object storage as another level of security:
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[TBD-+] Capacity Tier Exents x
Capacity Toer

Specify object storage to copy backups to for redundancy and DR purpases, Older backups can be moved to object storage
ﬁ completely to reduce lang-term retention costs while preserving the ability to restore directly from offloaded hackups.

[TBD+] Add multiple capacity tier extents if object storage is
overloaded or has capacity or object number limits. If multiple extents
are selected, the machine backups will be spread among them, using
round robin algorithm.

Name Extend scale-out backup repository capacity with object storage: [TBD+] Object storages:
b [<[78D-+1 Click Choose to pick object storage> | | Choose.. | fy Hame Type Add..
Definet dows when uploading t tier is allowed Wind N gl
Placement Policy ine time windows when uploading to capacity tier is allowet indow..
b : Clear All
|§ iﬁﬁﬂ‘ [ [ Copy backups to chject storage as soon as they are created

Create additional copy of your backups for added redundancy by having all backups copied to
Smitry the capacity tier as soon as they are created on the performance tier.
Move backups to object storage as they age out of the operational restore window
Reduce your long-term retention costs by moving older backups to object storage completely
while preserving the ability ta restore directly from offloaded backups.

Move backup files older than |14 || days (your operational restore window) | Override...

Cancel

[ Encrypt data uploaded to object storage

Manage passwords

< Previous Apply i Cancel

Figure 1.29 — Capacity Tier selection for Scale-out

Note that some Capacity Tier targets support immutability. This feature is an essential attribute in the
war on ransomware. In v12, Capacity Tier targets that support immutability include AWS S3 with
object lock and S3-compatible object storage systems.

Please see the Veeam Readiness program to determine whether your object storage is supported
here: https://www.veeam.com/alliance-partner-technical -programs.
html?programCategory=ready-object-immutable.

Once complete, you will see your new SOBR. When you select it, you will see the performance tier
extents and the Capacity Tier if you chose it:

Backup Infrastructure Q Type in an object name to search for
E Backup Proxies Name T Type
£ Backup Repositories [[& iDrive E2 S3-compatible
S, External Repositories E’- Win2019 ReFS2 Windows

a ?‘.}j Scale-cut Repositories
‘g‘h SOBR - Win2019 with iDrive E2

Figure 1.30 - SOBR created

For further information on the SOBR, visit this Veeam Backup & Replication page: https://
helpcenter.veeam.com/docs/backup/vsphere/sobr add.html?ver=120.
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The final thing to discuss is how to manage the SOBR after creating it. Once created, you may need
to do any of the following:

o Edit its settings to change the performance policy, for example.
o You may need to rescan the repository to update the configuration in the database.
o Extend the performance tier by adding another extent to the SOBR.

o Put an extent in maintenance mode to perform maintenance on the server that holds it or
evacuate the backups to remove the extent.

o Switch an extent into Sealed Mode, where you do not want any more writes to it but can still
restore from it. This process allows you to replace the extent with a new one.

o Runareport on the SOBR.
o Remove an extent from the SOBR, which requires maintenance mode, evacuate, and remove.

o Remove the SOBR altogether.

Two other new things with Veeam Backup & Replication v12 for managing SOBR and repositories, in
general, are the VeeaMover and SOBR Rebalance options. Both of these features are new to v12 and
will be covered in Chapter 3, Scale-Out Backup Repository - What's New, but a brief overview follows.

VeeaMover

VeeaMover is a built-in utility that simplifies operations for moving data between repositories and
VMs between jobs. It allows you to move from ReFS to ReFS while keeping the block clone savings (a
similar thing happens with XFS too). You can also move from NTES to ReFS to take advantage of the
block clone savings in ReFS. Also, moving VMs from one job to another is realized with VeeaMover.

SOBR Rebalance

When you use a SOBR with multiple extents, depending on your placement policy, some of the extents
fill up more than others. There is now a new feature called SOBR Rebalance, which helps with this
by spreading backups across the extents. This operation does require an outage; however, moving the
files around and depending on their size, this could take some time.

As noted, we will cover more of the VeeaMover and SOBR Rebalance in Chapter 3.

Once set up within Veeam Backup & Replication v12, the SOBR is pretty self-sufficient. Still, there
are maintenance tasks that you need to do to ensure optimal performance and plenty of storage is
available for backups.

For more information on SOBR management, please visit the following page on the Veeam Backup
& Replication website: https://helpcenter.veeam.com/docs/backup/vsphere/
managing sobr data.html?ver=120.
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Upgrading Veeam Backup & Replication to v12

This section will discuss the process required to upgrade your existing Veeam Backup & Replication
environment to v12. If you have Veeam Backup & Replication v10 installed, you can proceed with the
following steps to conduct the upgrade.

Important note

If you have Veeam Enterprise Manager installed on your server, you will be prompted to
upgrade this before upgrading Veeam Backup & Replication.

Once your server is ready and you have downloaded the ISO file and mounted it, follow these steps
to upgrade your server and components:

1. Runthe setup.exe file on the mounted ISO drive:

Veeam Backup & Replication 12

Upgrade

Figure 1.31 — Main installation screen — Upgrade

2. Click on the Upgrade button to proceed.

3. You will be prompted to click on the component to upgrade - in this case, Upgrade Veeam
Backup & Replication:
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28 Veeam Backup & Replication - X

;éﬁ' Upgrade Veeam Backup & Replication

e

N Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data.

i8]

=]
|

@ View Documentation

Figure 1.32 - Upgrade selection

Note

If Veeam Backup Enterprise Manager were on your server, you would be prompted to upgrade
this before you could upgrade Veeam Backup & Replication.

4. After clicking Veeam Backup & Replication, the upgrade installation will proceed.

5. 'The License Agreement dialog is the next thing you will see. Here, click I Accept to proceed:

E.'Q Veeam Backup & Replication - x

License Agreement

Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:
* Agree and consent to the terms of Veeam License Agresment and licensing policy
* Agree and consent to each of the license agreements of 3rd party compeonents used

+ Agree and consent to each of the license agreements of required software

Figure 1.33 - License Agreement dialog
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6. After accepting the license agreement, you will be presented with the Upgrade dialog, which
shows the components to be upgraded with the current and new versions. You can also check the
Update remote components automatically option so that they are upgraded on console launch:

té”; Veearn Backup & Replication - X
Upgrade
Review Veeam Backup & Replication components to be upgraded.

Product Version

Veeam Backup Catalog 11.0.1.1261 — 12.0.0.1364

Veeam Backup & Replication Server 11.0.1.1261 — 12.0.0.1364

Veeam Backup & Replication Console 11.0.1.1261 — 12.0.0.1364

Please note that the update will be installed on the backup server only. To update remote
components, wait for this installation to finish, open the Veeam Backup & Replication console
and follow the Upgrade wizard. Alternatively, we can initiate remote components update process

for you.

Update remote components automatically

Back Cancel

Figure 1.34 — Upgrade dialog with components

7. After clicking Next, the next screen you’ll see is the License dialog. This is where you can use
the Browse... button to enter your license and then click Next to proceed:
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8.

Eﬂ Veeam Backup & Replication - X

License

Provide license file for Veeam Backup & Replication.

License file:

M Browse...

Update license automatically (enables usage reperting)

Download and install new license autematically when you renew or expand your contract. This requires
sending the license ID, the installation ID, and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workleads you can exceed your installed license by,

If you don't have a license simply click Next to install the Community Edition.

0 Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client's environment as a

consultant or an MSP.
Back Cancel

Figure 1.35 - License selection dialog

The installer will now performs a system check and enable any missing features required for
the installation to continue:

il Veeam Backup & Replication - X

System Configuration Check

System is being verified for potential installation problems.

Please wait...

Enabling missing features...

Cancel

Figure 1.36 — System Configuration Check
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9. Now, you'll be on the Service Account screen, which you will use for the Veeam Backup &
Replication services to run under. In my case, [ am using a LOCAL SYSTEM account, which
is the Administrator. However, to follow best practices, you should create a service account
ahead of time. Click Next to proceed after entering the required account information:

E-”; Veeam Backup & Replication - X

Service Account

Specify account for Veeam Backup & Replication.

® LOCAL SYSTEM account (Recommended) Sim—
(O The following user account: #

User name:

& Choose...

Type in the user name in the DOMAINVUSERNAME format.
The specified user account must have local administrator privileges on this server.

Password:

Figure 1.37 — Service Account selection
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10. The next screen is the Database dialog, which will detect your current installation and ask
you to verify the connection settings. You should also follow best practices and have a login
account created on your database server; in this case, SQL Server is using my Windows login
credentials, a small deployment. Click Next after validating the settings:

E.“] Veeam Backup & Replication - X

Database

Choose a database engine and an instance for Veeam Backup & Replication configuration data.

Use following database engine: |Microsoft SQL Server

SQAL Server instance (HOSTNAME\INSTANCE):
| HOME-VBK02\VEEAMSQL2016 v| ol Browse..

Database name:

| VeeamBackup |

Connect to SQL Server using:
@ Windows authentication credentials of the backup service account

O 5QL Server authentication with the following credentials:

Username:

Password: |

Figure 1.38 — Database validation

Cancel

11. You will be warned about the database being upgraded after clicking on Next. Be sure to click
Yes to proceed:

39
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it Veeam Backup & Replication - X
Database
Choose a database engine and an instance for Veeam Backup & Replication configuration data.
Use following database engine: |Microsoft SQL Server
S0L Server instance (HOSTNAMENNSTANCE):
Bl Browse...

Veearn Backup & Replication Setup X

Database nams
o VeeamBackup is the Veeam Backup and Replication configuration
database. Connect this installation to the selected database?
Connect to SQl If requm_ed, dajcabase- will be automatically upgraded to the version
you are installing.

@ Windows a

/_ SAL Server

Username:

Password: |

Figure 1.39 — Database upgrade warning

12. At this point, a Configuration Check process will be performed to ensure there are no
incompatibilities for the upgrade and highlights them if there are any so that they can be

resolved before you proceed with the upgrade. Click Next to proceed:
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té”; Veeam Backup & Replication - X

Configuration Check

Address all compatibility issues in your product configuration prior to proceeding with the upgrade.

Compatibility issues ¥ Retry Copy list to clipboard

I Unsupported Cloud Connect provider version

@ Please review the documentation at Upgrading Veeam Backup & Replication Help Center

Back Cancel

Figure 1.40 — Configuration Check for incompatibilities

Note

In my case, I have my Veeam Backup & Replication server pointed to a Service Provider record
that is not compatible due to still being at v11. This check will allow users that have a Veeam
Cloud connect to a Service Provider to see that they have not upgraded and be able to pause
their upgrade until the Service Provider upgrades their side first. I proceeded with the upgrade
for this book.

13. You will now see the Ready to Upgrade dialog. Click the Upgrade button to proceed:

t.‘:ﬂ Veeam Backup & Replication - X

Ready to Upgrade

The wizard is ready to begin the Upgrade.

Service account: LOCAL SYSTEM

Database engine: Microsoft SQL Server

50L server: HOME-VBKO2\WEEAMSOL2016

Database name: VeeamBackup

Update remote components: Automatically after the upgrade is completed

Back Cancel

Figure 1.41 — Ready to Upgrade dialog
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14. The next dialog you'll see is the progress dialog, which shows six steps that must be done to
complete the upgrade:

E.'] Veeam Backup & Replication

Upgrading Veeam Backup & Replication

Please wait, upgrade may require significant time.

Step 1 of 6:
Upgrading Veeam Backup & Replication Server...

Trusted immutability

Ensure that your backups can always be restored after a
cyberattack with comprehensive, enterprise-grade
immutability options from trusted vendors including on-
premises objects, block and file storage, hardened
repositories and deduplicating storage appliances, cloud
object storage and tape.

Figure 1.42 - Upgrade progress

15. After the progress dialog finishes, the upgrade will be complete, and you can click Finish:

L

Veeam Backup & Replication 12

\/ Successfully upgraded

Finish

Figure 1.43 - Upgrade completed
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The upgrade process is now complete, and your jobs should continue to run as scheduled. You will

now have the option to upgrade your backup chains to the Per-VM Backup Chains, which are new
within Veeam Backup & Replication v12.

You can do this upgrade in the console by going to the Home tab and selecting Backups. Right-click
on the backup job and select Upgrade backup chain format:

Veeam Backup and Replication

Backup

iy AN EH X

Move Copy Upgrade Backup Properties Delete

Backup Backup Chain Format from =
Backup
Home Q) Type in an object name to search for
% Job Name + Creation Time Restore Points Repesitory Platform
m .
4 Backup b [ ek chain format 10-18 11:17 AM Backup Repository 1 Vhware
151 home-d; 1-28 441 PM 2
= &% Move backup...
5 home-d R 1-291253PM 2
. (TR 5 homeszc| =1 Oy Dackip.. 1-28 4:41 PM 2
K = 27 Detach from job
13 Success 5 home-zv| 1-284:41PM 2
< =2 Delete from disk
[*] Properties..

A Home

Figure 1.44 - Upgrade backup chain format

As shown in Figure 1.21, the layout of the new files for each server has VBM (metadata) and backup
files (VBK/VIB).

After you select Upgrade backup chain format, you will be prompted with a dialog to proceed. Click
OK. A status window will appear, showing the progress of the upgrade:

Veeear Backup and Replication X
1 The backup chain format will be upgraded. This operation won't take long.
it Proceed?

| OK | ‘ r Cancel

Figure 1.45 — Backup chain upgrade proceed dialog
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After you click OK, you will see the progress dialog and the upgrade upon completion:

Backup chain format upgrade

Marne: Upgrade of Backup Job 1 Status: Success

Action type: Backup Chain Upgrade Start time: 2023-01-10 4:39:51 PM

Initiated by: HOME-VBKD2\Administrator End time:  2023-01-10 4:40:08 PM
Name T Status Message Duration
{i‘f; Backup Job 1 ) Success () Starting upgrade process

. [home-zvm01] Preparing backup for upgrade
[heme-zvm01] Updating records in the configuration database
[heme-zemO1] Preparing backup for upgrade

) [home-zem01] Updating records in the configuration database

.} [home-deD1] Preparing backup for upgrade
[heme-ded1] Updating records in the configuration database
[home-del2] Preparing backup for upgrade

! [home-dc02] Updating records in the configuration database

J Generating backup chain metadata 0:00:05

Backup Backup Job 1 has been upgraded successfully

Closze

Figure 1.46 — Backup chain format upgrade progress

With that, we have covered installing and upgrading the backup chain format to the new Per-VM
backup chains. I will now summarize the lessons learned in this chapter.

Summary

This chapter provided you with the tools required to install Veeam Backup & Replication v12 and the
components that make up the installation. We discussed the prerequisites, including the versions of
SQL Server or PostgreSQL that you can use — Express or SQL Standard/Enterprise and PostgreSQL
locally installed with Veeam or a remote instance on Windows/Linux. Then, we addressed how to set
up Proxy Servers, the configuration best practices, and optimal settings. This part was then followed
by a discussion on repositories and how to create them and included best practices and optimizations
for best performance. Afterward, we looked at Scale-Out Backup Repositories and how to set them
up, including the Performance Tier and the Capacity Tier, and how to manage them once they’ve
been set up. Lastly, we looked at the upgrade process for Veeam Backup & Replication to update an
existing instance from version 11a to 12 and convert the backup chains into the new Per-VM backups.

This chapter should have helped ensure that you have all the basics covered. The next chapter will
cover many core architecture changes within Veeam Backup & Replication v12.
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Further reading

Further reading

To learn more about the topics that were covered in this chapter, take a look at the following resources:

Veeam Community Edition: https: //www.veeam. com/virtual -machine-backup-
solution-free.html

PostgreSQL Server: https://www.postgresql.org/

An Object Storage Repository in Veeam: https://helpcenter.veeam.com/docs/
backup/vsphere/object storage repository.html?ver=120

Backup Proxies: https://helpcenter.veeam.com/docs/backup/vsphere/
backup proxy requirements.html?ver=120
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2

Core Architecture
Enhancements

This chapter will cover many new core architecture enhancements in the Veeam Backup and Replication
v12 software. You will learn about the new option of using a PostgreSQL server as your database
instead of Microsoft SQL Server, which can be a replacement or even an upgrade to your current
SQL server. We will also look at the new per-VM backup chain changes, which will make a backup
administrator’ life easier from a management and troubleshooting perspective. Lastly, we will look at
some new Linux features, such as an option for a hardened repository in the wizard and using Linux
as a proxy, including CDP.

In this chapter, were going to cover the following main topics:
 Introducing a PostgreSQL server for your database
o Understanding per-VM backup changes

o Learning about the Linux hardened repository option in the repository wizard

o Exploring new Linux proxy roles

Technical requirements

One of the main requirements will be to already have a Veeam Backup and Replication setup to
follow some examples given in the following sections. If you followed Chapter 1, you have all the
required prerequisites.
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Introducing a PostgreSQL server for your database

With the release of Veeam Backup and Replication v12, another database option has been introduced
— a PostgreSQL server. All previous Veeam Backup and Replication versions were Microsoft SQL
Server installations, whether it was SQL Server Express (LocalDB) or directing the installation to a
full-blown SQL server (Standard or Enterprise). Within v12, both are available for your deployment
- SQL Server or PostgreSQL.

Those reading and hearing about a PostgreSQL server for the first time might ask how it differs from
Microsoft SQL Server. The most significant difference is that PostgreSQL is an open source relational
database. In contrast, SQL Server requires licensing to be able to use it unless you use the free SQL
Express edition, which is limited to a 10 GB file size limit and one socket, or four CPU cores. Another
differentiating factor is that the PostgreSQL server is not just bound to a Microsoft Windows machine
and can also be deployed on Linux, which helps companies save on server licensing.

You can select PostgreSQL Server during the installation of Veeam Backup and Replication v12, as
shown in the following screenshot:

Veeam Backup & Replication Setup = X

[TBD] Database
[TBD] Choose database engine and instance to create Veeam Backup & Replication database on. |a

o]
N

Use following database engine: | PostgreSQL Server v
: Microsoft SQL Server
@ Install a new instance PostgroSQL Server

(O Use the existing instance (HOSTNAME:PORT)
HOME-VEEAMV12:5432

Database name: |VeeamBackup

Connect to server using:
® Windows authentication credentials of service account
(O Native authentication using the Login ID and password below:

Login 1D |postgres

< Back Nex> || (Cancell |

Figure 2.1 — The PostgreSQL Server and Microsoft SQL Server selections
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Once you have selected PostgreSQL Server, you will see the following in the installation wizard:

Veeam Backup & Replication Setup — X

[TBD] Database Nl

[TBD] Choose database engine and instance to create Veeam Backup & Replication database on. =N

Use following database engine: | PostgreSQL Server v|

® Install a new instance
(O Use the existing instance (HOSTNAME:PORT)
HOME-VEEAMV12:5432

VeeamBackup

Connect to server using:
(® Windows authentication credentials of service account
(O Native authentication using the Login ID and password below:

postgres

<Back [ MNet> ]| Cance

Figure 2.2 — PostgreSQL Server selected

It is here that you will see the different options:

Install a new instance: This will install the PostgreSQL server on the same server on which
you are installing Veeam Backup and Replication v12

Use the existing instance (HOSTNAME:PORT): This is where you can direct the installer
to use a current deployment of the PostgreSQL server on either a Windows or Linux server,

including the port number

Connect to server using: This allows you to connect to the PostgreSQL server using the Windows
credentials for the service account or a native (local) user within the PostgreSQL server system

Note

Due to security, your database administrator may need to set up a PostgreSQL server account
for you to use for connection purposes ahead of your installation. The user will require the
CREATEDB role within the PostgreSQL server.
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Veeam Backup and Replication v12 will install PostgreSQL Server 15 locally if you choose to have
an all-in-one server, but the most recent version of PostgreSQL is 15.1 at the time of writing. The
following shows the installation of the PostgreSQL server:

Veeam Backup & Replication Setup — ¢

Installing Veeam Backup & Replication___

This step displays the progress of the installation.

I Installing <TBD>Postgre SQL Server 14.5-1... |

Figure 2.3 — The PostgreSQL server being installed during the VBR setup

As well as having PostgreSQL as a new option for the database, there is a migration path from SQL
Server to move your databases to the PostgreSQL server. The backup server and Enterprise Manager
(EM) must have the same database type, as the configuration restore to PostgreSQL requires the same
database version.

You must upgrade to Veeam Backup and Replication v12 first, and then migrate:

- Upgrade to V12 first -> migrate -> tune Postgres

. Upgrade EM Upgrade VBR Migrate VBR. Migrate EM to
| to V12 to V12 to Postgres 5 Postgres

Figure 2.4 — The migration path from SQL Server to the PostgreSQL server

Some of the benefits of moving from SQL Server to the PostgreSQL server are as follows:

o A lower cost to do business - there’s a reduction in licensing fees from Microsoft/SQL
» No CPU or DB size restrictions

o It embraces Linux for backend services
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Understanding per-VM backup changes

Now that we have looked at the newest database option for Veeam Backup and Replication v12, let’s
look at another updated feature with per-VM backup chains.

Understanding per-VM backup changes

When it comes to setting up your repositories, whether standard or a Scale-Out Backup Repository
(SOBR), you have the option to select Use per-machine backup files, as shown in the following screenshot:

Storage Compatibility Settings kS
Repository age Compatibility 3
Type in path to the folder whers backup files should be stored, and set repositery load control opt)

Hore Lu‘;“:‘: fold [[] Decompress backup file data blocks before storing
Sanver _“_ gl Source data mover compresses data according to the backup job compression
EN\Backups w12 settings te minimize LAN traffic. Uncompressing the data before storing allows
= Capascity 10TB for better deduplication ratio on most deduplicating storage appli
W Free space: 9.7TB [ This 'EPWW'Y_FIW by rotated dnm.
Mount Server Backup jobs pointing to this rep will tolerate the disap of
Load contral previous I':n(lcup-; by _crntlng & new full, and track repesitary volume location
Review Running too many concurrent tasks against the repository may raduce R .umnlended OyE ety chlm e
cause |/0 imeouts, Control storage device saturation with the followin
Apply [ Limit maxmum concument tasks ter & = | [TBD+|Continue backup cham onan insened dive

!l [ Use per-machine backup files |

i 1 K reac anyl wiibe data rate to: Improves backup performance for storage devices benefiting from multiple 110
streams. This is the recommended setting when backing up to enterprise grade
lock storage and deduplicating storage appliances.
=
Click Advanced to customize repository settings. Advanced...
< Previous Mext = Finish Cancel

Figure 2.5 - Selecting the Use per-machine backup files option

This option should be selected for your backups, the same as in Veeam Backup and Replication v11,
and it is selected by default in Veeam Backup and Replication v12. Using this option takes advantage
of multiple I/O streams to enterprise-grade storage arrays, allowing backups to process faster and
write faster to disk.

Now, you might be asking yourself, if the option was there in Veeam Backup and Replication v11 and
is still there in v12, what is the difference now when enabling this option? The difference now is in
how files are stored on your repository servers compared to previous versions of Veeam.

There are three formats for storing files on a repository server:

« Single storage: This method is used when you do not select the Use per-machine backup files
option in your repository configuration. The data is written to your repository using a single
write stream, with everything saved into one file and one metadata file (. VBM) created. This
backup type is depicted in the following diagram:
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N ——
VM1 VM 1
—
v
b nie soeam
VBM VBK VIB VIB
VM 2 Backup
repository Backup chain

VM s

VM 3

Backup job
Figure 2.6 — A single storage backup chain

Per machine or split machine: This is another method available before v12, and it still creates
one metadata file (. VBM) but splits out the servers for the VBK (full backup files) and VIB
(incremental backup files) as separate chains. This format was how per-VM backups worked

before Veeam Backup and Replication v12, as shown in the following diagram:

Write stream 1

EE EEE EEN i

Vi 1 [ [ w1 | Backup chain 1
, - Backup chain 2

VM Write stream 2 --

Backup chain 3
VM 2 Backup

repository VBM VBK VIB viB
i
WT 3 Write stream 3
Backup job

Figure 2.7 - Per-VM backup chains before v12

Another way to show the usage of per-VM backup chains before Veeam Backup and Replication
v12 is shown in the following screenshot, from within File Explorer on the repository server:
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Figure 2.8 — Per-VM backups before v12 shown in storage

o True per machine: This is the newest method for storing backups and is the default option
when adding a repository to Veeam Backup and Replication v12. When you configure your
repository and select the Use per-machine backup files option, you will get the new method
to create a backup chain. This new method uses multiple I/O streams to write data for each
workload (server) within the backup job. The data is saved to separate backup files and creates
a separate metadata file (. VBM) for each backed-up server. This method is depicted in the
following diagram:

Write stream 1

Backup chain 1
piads =
» H. Backup chain 2
Virite stream 2 —
o e " Backup chain 3
aCKup

repository VBM VBK VIB Y

1B
VM 3 Write stream 3 ] I

Backup job

Figure 2.9 - True per-VM backup chains as introduced in v12
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Another way to show the usage of true per-VM backup chains with Veeam Backup and Replication
v12 is shown in the following screenshot, from within File Explorer on the repository server:

Figure 2.10 — A true per-VM backup chain as written to your repository

Refer to the Further reading section for links to the Veeam help site to explore the different backup
types covered. Now that we have covered the new true per-VM backup option, let’s look at another
new feature — adding a Linux hardened repository to your backup infrastructure.

Learning about the Linux hardened repository option in
the repository wizard

When Veeam Backup and Replication v11 was released, Veeam introduced the Linux hardened
repository server, and now, with the release of Veeam Backup and Replication v12, the Linux hardened
repository is an option you can select within the Add Backup Repository wizard when you choose
the Direct attached storage option, as shown in the following screenshot:
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Learning about the Linux hardened repository option in the repository wizard

Add Backup Repository

Select the type of backup repository you want te add.

Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage, This configuration enables data
maovers to run directly on the server, allowing for fastest performance.

g MNetwork attached storage

ke Metwork share on a file server or a MAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

Deduplicating storage appliance

Dell Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. if you are unable to meet the requirements of
advanced integration via native appliance API, use the network attached storage option instead,

’ﬁ Object storage
B#  On-prem object storage system or a cloud object storage provider.

_. Cancel ._
Figure 2.11 - The Add Backup Repository wizard and selecting Direct attached storage

Once you click the Direct attached storage option, you are presented with a new dialog, which
contains Linux (Hardened Repository) as an option:

Direct Attached Storage

@ Select the operating system type of a server you want to use as a backup repository.

mEl Microsoft Windows
[}

Adds local storage presented as a regular volume or Storage Spaces. For better performance and storage
efficiency, we recommend using Ref5.

Linux
6 Adds local storage or locally mounted NF5 share. For better performance and storage efficiency, we recommend
using XFS, The Linux server must use bash shell, and have SSH and Perl installed.

5 Linux (Hardened Repository)
Requires a Linux server with internal or direct attached storage. This configuration enables protection against
cybersecurity threats with immutable backups. The Linux server must use bash shell and have SSH installed. For
reduced attack surface, minimal Linux installation is highly recommended.

Cancel

Figure 2.12 - The Linux (Hardened Repository) option directly in the wizard
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After you select the Linux (Hardened Repository) option, you are presented with the option to
add a new server or use an existing one if already set up in your environment, as shown in the
following screenshot:

Hew Linus Servar x
— Mame
= Choose repository server Vou can select server from the fst of managed servers added to the console. Q{\ S EAVS TP ki o v s T st it eSS Pt ek
Repasitory serven
r DS name or IP address:
= : = home:sfapet rame o
Path Cepacity Free [ S5H Conrction : =
Reposttory Description:
Raview Created by HOME\sdministrator at 2022-12-08 12:55 PM,
Mount Server
Apply
Revien
Apply
Surmmany
<prwiows || et | [ cnca =

Figure 2.13 — Adding a new Linux hardened repository server

As you proceed through the New Linux Server wizard, you will be presented with the single-use
credentials dropdown; you can either select a pre-existing one or add a new one to the system:

Mew Linux Server %

SSH Connection
e & Provide credentials for service console connection, and adjust secure shell (SSH) port number using advanced settings if
= -
=" required.

Name [TBD+] Single-use credentials:

{
Q veeamrepouser (vezamrepouser, last edited: less than a day ago) v ||| Add...

Review

Apply

Summary

[TBD+]Customize advanced connection settings, such as SSH timeout and service port: Advanced...

! < Previous | Next > Cancel

Figure 2.14 — A SSH connection, where we add a new single-use credential

Proceed through the New Linux Server wizard, and you will be returned to the New Backup Repository
wizard to complete it. Once the Linux server is available, you pick the path to the immutable folder
where the backups are stored and select or create a subfolder to store the backups. Once the wizard is
completed, you will see the new Linux hardened repository in your list of repositories in the console:


https://technet24.ir
https://technet24.ir
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Vieearn Backup and fie

Backup Repository

Ad
Rapasitary

Manage Reansitory

Raschup bfrastracture Q4 ripe

s 5 Backup Prosies A Mame T Type Hast Eath Capacit fres
5 Disatied 2) Tie Defpubt Backup Repositcry  Windows HOME-VEEAMY] Lhore lsh _F/\Backup 20068 193.3G8

Bl Backup Repositaries | 5 Lirus Hardened fiepo [TED=[Hardened home-afrepal home.lab  /metbackupsd/Backupsvi 2 T0II5GE ES4EGH
Extemial Repasitanes Wazabi-1 TTRC-TWasati Cloud Sharage o To-centEk | wasiby EEF 3 WA
- Scale-cut Repasitonies: L [TBC~[Wasabi Ooud Storage amazensly/sd ca-centrad- 1 wasabisys com/vesamy | 2-test?Veeam WA A
[l Feala-gut Backup Rescutany 1 2 FaFS Wirdows home-winZ022 home lab EA\Backups viZ 10mE 97 TR
| Wasai-508R
Figure 2.15 - The Linux hardened repository now configured for use
Tip

The Linux hardened repository can also be used as a proxy server using the NBD backup
method, as there is no requirement for root access. This feature allows customers to use their
hardware with more than one role on a server.

This completes our look at the new Linux hardened repository option now available in the Veeam
Backup and Replication v12 repository wizard. Now, let’s look at the final core enhancement - Linux
proxy roles.

Exploring new Linux proxy roles

When it comes to using a Linux server as a proxy server, you can make this a physical server, or it can
also be a VM. Access to a network where all servers can be backed up, along with access to storage,
is beneficial no matter what you choose.

The evolution of the Linux proxy started in Veeam Backup and Replication v10, where you could use it
as a standard proxy server using HotAdd mode for backups. Then, in Veeam Backup and Replication
v11, additional modes were added:

o NBD: Network backup mode
o Direct SAN: Direct storage backup
o HotAdd: Attaches disks of the servers to the proxy for reading

o Backup from storage snapshots (iSCSI and FC): Backups directly from your storage array
based on your storage type

Along with the backup modes introduced in v11, the quick rollback (CBT restore) options allow you
to restore a server using the latest backup and only restore the changed blocks. This feature is the
quickest method for restoring a server.
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Jumping forward to Veeam Backup and Replication v12, we now have even more enhancements for
the Linux proxy roles. Along with all the roles available from v11, the newest proxy role to be added is
the Continuous Data Protection (CDP) role, which will be covered in the final chapter of the book.
Veeam CDP requires a source and target proxy server for it to function correctly, and this is why in

Veeam Backup and Replication v12, you can now select a Linux server as a CDP proxy:

Add Backup Proxy

Select a type of backup prexy you want to add.

lj General-purpose backup proxy
|h|] Adds a backup proxy for agent-based backups of NAS, filers, file shares and off-host backups of physical servers,

E VMware backup proxy
Adds a backup proxy for agentless ViMware vSphere VM backups.

[é]\o VMware CDP proxy
Adds a CDP proxy for agentless streaming VMuware vSphere VM replication.

Figure 2.16 — The VMware CDP proxy selection to add a Linux server

After you click the VMware CDP proxy option, you need to click the Add New... button to select or

add your new Linux CDP proxy:

New VMware CDP Proxy

managed servers which are not assigned a CDP proxy role already. However, they can carry other roles.

Cancel

®

m Server
g Choose a server to act as a VMware CDP proxy. You can choose between any Microsoft Windows or Linux servers added to the

Cache
Traffic Rules
Review
Apply

Summary

HOME-VEEAMV12. home.lab (Backup server)

Proxy description:

Created by HOME\administrator at 2022-12-09 3:10 PM,

CDP host traffic port: 33032 -:'

TCP/IP port for communication between the ESXi host and the CDP proxy server.

CDP proxy traffic port: [33033
TCP/IP port for communication between source and target COP proxy servers.

Previou | Mext>

Cancel

Figure 2.17 — Adding a new CDP proxy to specify the current or new Linux server
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The following window is where you select Linux to add your server to the Veeam Backup and
Replication v12 console:

Add Server x

Select the type of a server you want to add to your backup infrastructure. All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab.

E Microsoft Windows
= == Adds a Microsoft Windows server to the inventory.

g Linux
= Adds a Linux server to the inventory.

Figure 2.18 - Selecting the Linux server to add as a CDP proxy

You then complete the New Linux Server wizard to add the new Linux server to the CDP proxy wizard:

New Linux Server X

Name
E& Specify DNS name or IP address of Linux server. The server must have SSH and Perl installed.
—
_L'._ b

_ DNS name or [P address: imm—
I

SSH Connection

Description:
Review Created by HOME\administrator at 2022-12-09 3:18 PM.
Apply
Summary

< Previous Next > Finish Cancel

Figure 2.19 - The New Linux Server wizard for the CDP proxy
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You then complete the New VMware CDP proxy wizard by selecting the cache folder and clicking
on Finish to deploy the CDP proxy role software. It's recommended that the cache is on a drive with
plenty of space. Once the wizard is complete, your new Linux CDP proxy will be added to the console.

Veearn Backup and R

Backup Proxy

g [ 1 4 ]
Add  Edit Rerm
Progy |

Manage Prowy Upgrade

Backup Infrastructure Q Type i an cbiject name to search for
4 [E Backup Proxies A Mame T Type Host Deseription
E Disabled (2) = Backup Prewy Agent HOME-VEEAMY12 home lab Created by Vesam Backup & Replication
& Backup Repositories I " home-linuxproxy0T.homelab  VMware COP home-finuxproxy01.homelsb  Created by HOME\administrator at 2022-12-12 1:57 PM,
T External Repositones [ home-winproxy 02 homelsb Viliware home-winproxy02 home.lab Creatad by HOME\administrator st 2022-T1
4 5l Seale-out Repesitories [l home-winproxy02.homedab  Agent home-winprowy02 homelab  Created by HOME\administrator at 2022-11-25 3:26 PM.
St Seale-out Backup Repositary 1 [ WMware Backup Proxy VMware HOME-VEEAMVTZ homelab  Craated by Vesam Backup & Replication
£, Wasabi-S0BR
&5 WAN Accelerators

Figure 2.20 — The Linux CDP proxy added to the console

You then add a second CDP proxy (a source or destination, depending on the first deployment) to
your environment to allow CDP to function correctly, as per the help site: https: //helpcenter.
veeam.com/docs/backup/vsphere/cdp proxy.html?ver=120.

We have now covered the final topic of the chapter, with Linux proxy role enhancements for CDP.

Summary

This chapter has reviewed many of the new core enhancements to the Veeam Backup and Replication
v12 software. We looked at the new PostgreSQL server database implementation, which can replace
Microsoft SQL Server or be a fresh installation. We covered what is new with per-VM backup chains
and how Veeam has implemented files per server in the backup repository. We looked at the new
option when adding a repository for the Linux hardened repository, by making a selection in the
wizard. Finally, we looked at the Linux proxy and all its new enhancements, including using it for
CDP as a proxy.

Chapter 1 and Chapter 2 covered Veeam Backup and Replication basics for installation, including
best practices, optimization, and some new core enhancements to the product. The next chapter,
Scale-Out Backup Repository — What'’s New, looks at more advanced and further features of Veeam
Backup and Replication v12.
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Further reading

Further reading

The PostgreSQL server: https: //www.postgresqgl.org/about/

Per-VM backup reference: https://helpcenter.veeam.com/docs/backup/
vsphere/per vm backup files.html?ver=120

Linux proxy limitations and requirements: https://helpcenter.veeam.
com/docs/backup/vsphere/backup proxy requirements.
html?ver=120#requirements-and-limitations-for-vmware-backup-
proxy-on-linux

Linux CDP proxy reference: https://helpcenter.veeam.com/docs/backup/
vsphere/system requirements.html?ver=120#vmware-cdp-proxy-server
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Scale-Out Backup
Repository - What’s New

The Scale-Out Backup Repository (SOBR) has gone through many additions, and with Veeam Backup
& Replication v12, there are even more enhancements to make management more effortless. Users
can now send backups directly to Object Storage with SOBR and have multiple buckets per SOBR
tier, which we will explore later. In this chapter, we will look at a new technology called VeeaMover,
which allows you to move backups from one extent to the other or even a new SOBR. VeeaMover
also allows servers to move between jobs and repositories, which we will examine later. Lastly, we
will look at the new SOBR Rebalance feature, which enables data between extents to balance space.
We will also look at exporting data from all SOBR Tiers.

In this chapter, we're going to cover the following main topics:

o Understanding sending backup data direct to Object Storage with SOBR
o Exploring VeeaMover and its benefits

o Using SOBR Rebalance and exporting data

Technical requirements

For this chapter, having Veeam Backup & Replication is a requirement, along with access to an Object
Storage environment to work with SOBRs. If you have been following along with this book, then you
will know that Chapter 1, Installation -- Best Practices and Optimizations, covered the installation and
optimization of Veeam Backup & Replication, which you will leverage in this chapter. Additionally,
you can reference the SOBR section of the Veeam website: https: //helpcenter.veeam.com/
docs/backup/vsphere/backup repository sobr.html?ver=120.
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Understanding sending backup data direct to Object
Storage with SOBR

Within the Veeam Backup & Replication software, there are two types of repositories where you store

your backups:

o Standard repository: This can contain many different options, but the newest one, Object
Storage (OBS - NEW), is the significant change to Veeam Backup & Replication v12, allowing
direct-to-object storage for any of your jobs:
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Figure 3.1 — Standard Object Storage repositories in Veeam Backup & Replication v12

o Scale-Out repository: This consists of standard repositories called Extents and can now contain
the Object Storage standard repositories:

Yemam Backup and Regd

scaiie-out Hepository

X % 9
—la

ot Remove | Setfocess St

oy Reprsitory | Femipmices Lacation = R T

Manage Scale.out Fepasitery Manage Setting: Tools

‘Wackup Intrastracture O i ahokject nuine io samdi o
5 4 GacwpFroe i Naime T Type les Diséristion
# Disabled 2} ) Wasabi-1 Wasao Cirect Cre: oy HOMBadministrater a2 202 10.2:5.,
g 226 Crestec oy HOMDadminisirater # 20 18 30

B Bscip Reposieries 6 Wasski-2 Wazes Cient

tenid Rapssilen s

le-out Aepasiones
Direct to Oizject S0BR
Seale-out Backup Repasitory |
SRR - Win20 15 vt Winsaki
SOBR - '#in2N77 Ref3

Figure 3.2 — Scale-out repository with Object Storage performance extents
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SOBR allows you to scale support for different data tiers horizontally. It consists of one or more backup
repositories called Extents and can be expanded using on-premises or cloud-based Object Storage in
the Performance Tier. Everything in a scale-out repository gets joined into a system, and capacity gets
summarized for the entire scale-out repository. The three types of Extents are as follows:

Performance: This tier is typically local storage and the fastest to access for restoration and
shorter retention

Capacity: This tier is object storage and is used to send data when it reaches a certain threshold
and for short-term archival purposes

Archive: This tier is typically object storage but is where you send data that needs to be archived
and doesn’'t need to be touched; is used for long-term archival purposes.

Some of the main benefits of the scale-out repository are as follows:

Easy management of backup storage
The ability to scale as required by adding more capacity with new extents
Supports many backup targets, with the latest being OBS

Allows granular performance policy setup — Data Locality or Performance mode

Note

When using Object Storage for the Performance Tier in the SOBR, the Data Locality or
Performance policies do not apply in Veeam Backup & Replication v12.

Provides unlimited cloud-based storage using capacity extent to offload data for long-term retention

Some of the many benefits of using Object Storage for your SOBR and performance tiers are as follows:

Capacity management: Object Storage is effortless for scaling capacity versus traditional block
storage, making it an easier choice for the performance tier

Immutability: You can leverage immutable backups within Object Storage for your performance
tiers, adding another layer of protection

Geo-redundancy: Many Object Storage vendors can have the storage set up in a geo-redundant
configuration, which will make a copy to another location from the primary site, giving you
another layer for recovery
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With Veeam Backup & Replication v12, some much-needed enhancements have been made to the
scale-out repository, including the following:

o Immutability for GFS: You can now use the Immutability feature within the SOBR for any
Grandfather-Father-Son (GFS) backups, which improves the files’ security

o Select Azure Cool Tier in Settings: The ability to select Microsoft Azure cool tier storage
during the setup for SOBR

o Azure blob immutability support: Microsoft Azure blob storage now contains the ability to
have immutability

o Wasabi integration in Wizard: Wasabi is built into the SOBR configuration wizard natively

You can reference these enhancements and many others on the Veeam Backup & Replication
website: https://www.veeam.com/whats-new-availability-suite.html.

We have now covered SOBR and how you can leverage Object Storage for all tiers — performance,
capacity, and archive. We will now look at a new backend feature for moving data between repositories,
VM:s between jobs, and backup jobs to new storage: VeeaMover.

Exploring VeeaMover and its benefits

Moving backup files has been one of those things that has not been as easy as it should have been
with Veeam Backup & Replication. Now, with the release of v12, a new under-the-hood feature called
VeeaMover can help all backup administrators with these tasks. Imagine moving data from one
Windows ReFS-backed repository to another Windows ReFS-backed repository while keeping the
block cloning savings. Similar challenges currently exist when copying data between multiple XFS
filesystems. Also, imagine migrating from a ReFS-backed repository to an XFS-backed repository or
vice versa while maintaining block cloning savings built into those filesystems.

With VeeaMover, you can now move servers between jobs and even between repositories. Even
the new SOBR Rebalance feature mentioned in the next section takes advantage of VeeaMover in
the background.

Use cases for VeeaMover
There are some significant use cases for the use of the VeeaMover utility, and they are outlined as follows:

o Migrating storage: If you are looking to migrate your storage, whether from NTES to ReFS,
ReFS to ReFS, or ReFS to XFS and vice versa, this is a great use case for the VeeaMover utility.
It allows you to move your backups from one repository to another and, in the case of ReFS to
XFS or vice versa, will keep the block clone disk savings during the move.
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The following screenshots show how you can move your backups from one storage to another.
First, you need to navigate to the Backups | Disk section on the Home tab within the console,
highlight the job you want to move to another storage repository, right-click, and select Move
backup...:

=A B =] X
Move Copy Properties Remave
Eackup Eackup from =
Backup
Home (.-\-' T

Job Name Crestion Time Restore Point Repazitory Plattarm

3 4 Direct to ReFs - 202313300101 Scale-out Backup Repository 1 Vilvare
12 = =
=1 p— [ I 1780 rve backip.. L
- B hoine-del? 25| [T8D+]Copy backup... 5
; (51 ynology-storage-consela | [TBD+ IDerach from job 3
m 1 Delete from disk Linux Hardaned Repe Vidvare

(52 home-del1

froperties...

Figure 3.3 - The Move backup... option within the Disk section

After you select Move backup..., you will be presented with the following screen to confirm
the move and set a Destination repository option:

[TBD+]Move Backup to Another Location X

[TBED+]Choose the destination repository to move backups to. This operation will disable respectful
backup jobs, move backups between repositories and update jobs with new backup location settings.

[TBD+]Destination repository:

Linux Hardened Repo (Linux XFS Hardened Repository) v
Backup Size
&% Direct to ReFS 63.4 GB

Hide backups | OK | | Cancel

Figure 3.4 - Destination repository selection

Note

Take note of the information in this dialog as your backup jobs will be disabled during the
move process between repositories. The backup job will be updated with the new repository
once the data has been moved.
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After clicking OK, the backup move process will start and display its progress, as follows:

[TBD+]Move Backup

Name: [TBD+]Move Backup (Zerto Backups) Status: In progress Cancel
Action type: [TBD+|Move Backup Start time: 2022-12-20 1:37:03 PM
Initiated by: HOME\administrator End time: n\a

MName Status Message Duration

51 home-zem01 ¥ [TBD+]... ¥ [TBD+]Moving job Zerto Backups to repository Linux Hardened Repo

(5 home-zvm01 (») [TBD+]... 1 Processing home-zvm(1

| ¥ Processing home-zem01

Close

Figure 3.5 — Move Backup progress dialog

After completion, your job will be in the console and display the new repository as the location:
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Figure 3.6 — Backup job moved to the new repository with VeeaMover

o Migration to immutable storage: The VeeaMover utility offers a useful solution, which allows
backup administrators to move data from NTFS/ReFS over to immutable XFS repositories and
allow jobs to use immutability going forward.

The following screenshot shows backups moving from a ReFS repository to a Linux XFS-hardened
repository to use immutability:
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MName: [TBD+]Move Backup (Zerto Backups) Status: In progress Cancel
Action type: [TBD+]Move Backup Start time: 2022-12-20 1:37:03 PM
Initiated by: HOME\administrator End time: n\a

MName Status Message Duration

|£|L_| home-zem01 ») [TBD+}.. »| [TBD+]Moving job Zerto Backups to repository Linux Hardened Repo

El":l home-zvm01 »1 [TBD+]... (¥ Processing home-zvm01

| Processing home-zem(l

Close

Figure 3.7 — Moving backups to a hardened repository

After the move, the result shows that the job is now pointing to the hardened repository and
can now use the immutability feature:

=l

4 b b 3 B X
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Al jobs

WWhaare Backap T Sropped

Figure 3.8 — Backup job has moved to the hardened repository

o Moving VMs to new jobs: The VeeaMover utility also allows you to migrate servers located
in one backup job to another backup job, as well as storage. So, if you have a server that has
been placed in the wrong job by accident, you can use VeeaMover to migrate it to the right job.
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Navigate to the Backups | Disk section in the console and expand the backup job with the
server you wish to move to another backup job. If you right-click on the server name, you will
get the Move backup... option. Select it:

Home Backup

B B B LF0ME B g QR 553X

instant Inefant Disk Entire Vinual Expott VM Guast Apphcation  Amazon Microsoft Google  Move Copy Biport  Dalsts

Recovery Recovery VM Dwks Dicks Files Files =  ltams = EC2  Aaurelaas CF  Backup Backup Backup from Disk
Restode Restore to Cloud Adtiany
Home Q Tine
5 job Mame T & 2 Time Repoaitory Platfger
a 2% Direct to ReFS 20221129 1401 PM Seale-cut Backup Repesitary 1 Whiware
(=1 home-dc01 g i -1 3
[ihomedez |y Instantrecovery.. ko 3
- 1synclogy-stonag By Instant disk recovery._ fapM 3
“ irect to XFS Harde [ paen Lirux Hardened Rapo Vhieare
(2 hame-dedt | T [EE
o B TenoBackups | PP |o6em Linux Hardened Repo Whware
o 5 home-zemdt | B Rastone VM files... |7 em 1
9 home-semd ] M Restore guast files * lgaem &
To  Restore application items *
3 Running (1) %' Restore to Amazen EC2..
(3 Success 3 Restore to Microsoft Azure..
[ Warning B Restore 1o Goagle CE
L' [TBO+]Move backup... L}lf
T T8O+ ICapy backup..
& Home | Export content s virtusl disks...

- Bport backup...
W Delete from disk

=

= Inventony

Figure 3.9 - Using the Move backup... option for a specific server in a backup job

You will then be prompted with another dialog to select the backup job you wish to move the
server:

[TBD+]Move Backup to Another Job X

[TBD+]Choose the destination job to move backups to. This operation will exclude selected machines
from the original backup job, move respectful backup chains to the target backup job's repository and
add machines to it's processing list.

[TBD+]Destination backup job:
Zerto Backups (Created by HOME\administrator at 2022-12-20 11:52 AM.) ~

Backup Size

{71 home-dc01 16.3 GB

Hide backups oK Cancel

Figure 3.10 — Destination backup job to move the server
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Note

Please note what will occur when moving a server from one job to another, as it will exclude
the job from the current backup, move the backup chains to the target job’s repository, and add
the server to the new backup job selection list.

After clicking OK in the previous window, you will see a progress window pop up for moving
the server to the new backup job:

[TBD+ Moy
Mame: [TBD+]Move Backup (Direct to ReF5) Status; In progress Cancel
Action type: [TED+]Move Backup Start time: 2022-12-20 3:02:28 PM
Initiated by: HDME\admirﬂstrator\ End time: nha
Mame Status | IMessage Duration
j‘l home-dcll +! Pending *) [TBD+]Meving 1 backups to job Zerte Backups
Close

Figure 3.11 - Move backup job running

You will see that the server has been moved from one job to a new job within the console:
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Figure 3.12 — Server moved to a new backup job
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o SOBR rebalancing: The VeeaMover utility works in the background with the SOBR Rebalance
feature, which will be discussed in this chapter’s next section — Using SOBR Rebalance and
exporting data.

As you can see, there are many use cases for VeeaMover and moving backups to new repositories or
servers from one job to another. We will now explore the new SOBR Rebalance feature, which also
takes advantage of VeeaMover in the background.

Using SOBR Rebalance and exporting data

One of the primary pieces of the Veeam Backup & Replication v12 infrastructure is its repository
servers; however, using these repository servers to build a SOBR allows us to aggregate multiple
standard repositories into one giant repository. The SOBR is comprised of Extents, which are the
standard repositories. When you create a SOBR, and depending on how Veeam Backup & Replication
chooses to use them based on your policy selection (Data Locality or Performance), some extents
can get fuller than others.

Here are the placement policies:

o Data Locality: Backup chains are all stored in the same extent within the SOBR. This policy
is selected when using both ReFS/XFS filesystems as it will use the block-cloning features of
the respective filesystems.

o Performance: Full backup and incremental backup files are split across extents in this policy,
and you will specify which extents are for which backup types. This policy does not work with
block cloning in ReFS/XFS.

So, depending on which policy you have selected, how many extents you have in your SOBR, and
how Veeam Backup & Replication determines how to use them, you can end up constantly managing
space, but this is where the SOBR Rebalance feature comes into play.

So, what is SOBR Rebalance, you might be asking? Well, it is a process that can be invoked on a SOBR
to redistribute storage across all performance extents, balancing the space used versus free space.
However, it does require that you add a new extent to the SOBR before starting the process. This will
ensure that it has sufficient free space to work on the SOBR, which should be considered good practice.

So, how does the Rebalance feature work for SOBRs? We'll cover the high-level steps here. If you want
further details, please visit the link in the Further reading section:

1. After selecting the SOBR Rebalance option, the job starts.

2. A scan takes place to check the availability of the extents.

3. Extents determined to be available get placed in Maintenance Mode.

4

Backups are reviewed based on the SOBR placement policy.
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5. Checks are made to see whether the storage will be out of “ideal free space,” and the backup
chains are analyzed from largest to smallest.

6. A search is done for the best extent for any data that needs to be moved to ensure compliance.

7. The rebalance scheduler will send a request for the preferred extent for placing the backups in
the Resource Scheduler (RTS).

8. The rebalance job will perform tasks similar to those carried out by the extent job.

9. Once completed, the extents will exit Maintenance Mode.
To start the SOBR Rebalance process, you need to do the following:

1. Navigate to the Backup Infrastructure tab in the console.
Click on the SOBR located under Scale-out Repositories in the tree.

Hold down the Ctrl key on your keyboard while right-clicking on your SOBR.

Ll

From the menu, select [TBD+]Rebalance to start the process:
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Location "
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« B Whwsre vSphere
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Figure 3.13 — Selecting the Rebalance option for a SOBR

If there is not enough space or an extra extent is required, as I noted in the preceding screenshot, you
will see this error:

Veearmn Backup and Replication *

[TED+] Unable to rebalance the Scale-Out Backup
Repository: ne active perfermance extens found.

Figure 3.14 — Rebalance error due to no extent being available
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If there is enough space and an extra extent has been added, then you will see the following dialog,
where you can proceed with the rebalance:

Veeam Backup and Replication X

0 [TED+] Performance extents of the selected Scale-Out Backup Repository will be put into maintenance mode for the duration of rebalance operation

Proceed anyway?
-

Figure 3.15 - Confirming the rebalance to proceed

Note

You must pay attention to the preceding dialog as it tells you that the SOBR will get put into
Maintenance Mode for the duration of the rebalance operation. Proceed with caution!

After you click Yes, the rebalance operation will commence, and you will see the progress dialog come up:
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Figure 3.16 — SOBR Rebalance progress window

At this point, the only thing to do is wait for the rebalance to complete. Once it has been completed,
you will be presented with a summary. Nothing may need to be rebalanced, but if data was rebalanced,
details of how much will be displayed:


https://technet24.ir
https://technet24.ir

Using SOBR Rebalance and exporting data

System X
_———*
Marme: [TBD+]Rebalance I Status: Success I
Action type: Backup Evacuation Start time:  2022-12-21 3:47:48 PM
Initiated by:  HOME\administrator End time:  2022-12-21 3:47:58 PM
Log

Message Duration
) Job started at 2022-12-21 3:47:48 PM
() Putting extent Win2022 ReFS into maintenance mode
(L) Putting extent Win2022 ReFS - Std Repo2 into maintenance mode
[ Extent Win2022 ReFS was put in maintenance mode
() Extent Win2022 ReFS - Std Repo2 was put in maintenance mode
(2 Starting Scale-Out Backup Repository rebalance

(! Unable to rebalance Scale-Out Backup Repository: nothing to rebalance

- Scale-Out Backup Repository has been successufully rebalanced

. Extent Win2022 ReFS was removed from maintenance mode

() Extent Win2022 ReFS - Std Repo2 was removed from maintenance mode

Figure 3.17 — Rebalance completed and showing success

In the previous screenshot, we didn’t need to rebalance the SOBR. So, the summary window shows
Success, and the details show nothing to rebalance.

When it comes to the SOBR Rebalance feature, there are some considerations and limitations you
must take into account:

o If your SOBR contains only Object Storage extents, the Rebalance option won’t be supported
— it will not run.

o The Rebalance feature only works with available and non-archive repositories - it does not
use the Capacity or Archive tiers.

o The minimum number of extents required is two.

 Unlike many other features that provide a wizard dialog, the rebalance feature does not - it
will only show the progress dialog, as shown in Figure 3.17.

o All extents stay in Maintenance Mode during the process, and the SOBR is out of operation
until it’s finished.

o 'The amount of time taken for the rebalancing is based on the size of data to get moved around
— the timing is typically unpredictable.
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Other considerations and limitations can be found in the link in the Further reading section at the
end of this chapter.

Exporting backups

Another feature added to Veeam Backup & Replication v12 is exporting backups from repositories,
including a SOBR. This feature will synthesize or create a complete and independent full backup file
(VBK) from the selected restore points located in your backup repositories. See the Further reading
section for more information on the export feature.

To do this, use the Export Backup button located in the toolbar when on the Home tab:

cCOp B R
& 3 B0 A @

Backup Replication CDP Backup Copy Restore Failover
Job ~ Job~  Policy~ Copy Job~ b2 Plan -

=]

Primary Jobs Secondary Jobs Restore

Home

4 % Jobs Type
42 Backup ¢ CDP Policy - DCO1 cop
& Ccop 16} Direct to Object Stora... VMware Backup
-'rl.—:] Backup Copy {(::i} Direct to ReFS VMware Backup

4 [ Backups 10} Direct to ReFS - Std R..  VMware Backup
2%, Disk 16} Direct to ReFS 2 Viware Backup
£& Object Storage 4’,@} Direct to XFS Harden...  VMware Backup
% Cloud 16} Jones-Testing Backup Copy

4 [ Replicas 16} Zerto Backups VMware Backup
EL Ready

4 [ Last 24 Hours
[*} Running (1)
|:r$ Success
[ Failed

ﬁ Home

Figure 3.18 — Export Backup button

Once you have clicked the Export Backup button, you will be presented with the Export Backup
dialog, where you either search for or use the Add button to select the backups to export:
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Export Backup x
u Restore Point
Select one or more restore points to export into the self-contained full backup file. This functionality is designed for archiving
E important restore points, preventing them from being deleted by the retention policy and making them portable.

Backups to export:
Ql |
[TBD+]Target
Mame Size Restore point
Reascn //
Summary - . -
\Youjcansearch,or Ramove

use /Addto;select:
backups,to,export:

< Previous Next > Finish | Cancel

Figure 3.19 — Export Backup dialog to add backups for exporting

When you click the Add button, you will see all your backup jobs. Here, you can expand them to select
the backup job you want to export, choose the server contained within that backup, and click Add:

Backup Browser X
Select object:
Job name Last restore point Obje
4 |—_{_"—| Direct to Object Storage (Wasabi-SOBR) 2022-11-25 1:57:42 PM 3
rD_"II synology-storage-console 7 days ago (10:48 AM Thu...
Eﬁl home-dc02 7 days ago (10:49 AM Thu...
{71 home-dc01 7 days ago (10:49 AM Thu...
b 2 Zerto Backups (Linux Hardened Repo) 2022-12-20 1:37:11 PM 3
b % Direct to ReFS - Std Repo (Win2022 ReFS - Std Repol) 2022-12-16 1:04:54 PM 3
> % Direct to ReFS (Scale-out Backup Repository 1) 2022-11-29 1:01:58 PM 2
b % Direct to XFS Hardened Repo (Linux Hardened Repo) 2022-12-12 3:48:19 PM 1
< >

‘*V Type in an object name to search for Q‘

‘; Add || Cancel |

Figure 3.20 — Using Backup Browser to select a backup to export
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When you are back at the Export Backup window after selecting the server to be restored, you can
click the Point button to choose the restore point you wish to export if the latest one isn’t selected:

e Pestore P ®
Select one or more restore poinks to. export inta the self fall backup file. This = designed for m g
L= eaperiant esise pows, praventieg them from being daisted by tha ratention palicy and making tham portatie

vmintie revtare points for home-dell;

| b T Lozation
I o _ B P A
i Q) Type in w marhine re for it ook 7 duys age (1049 AM Thusiday 202212 Ingrasnant Performanes Tiar
[T Targee = = | :
L — 19 days ago (335 PM Fridey 2022-202)  Increment Ferfurmance Tier
':'_'""' See Rastces point A I I 26 days age (352 PM Fridmy 2022.11-2%)  Ful Pertoemance Tiar
L home-dcn 27768 7 days ago {1049 AM Trurscay., m Bbckups - Pame-dell [Linus Fardened..
Dimct to XFS Hardened Repo - home-del? (.
Remove (2, Dieact 1o Rafs « 10 Repe « homeedol (Win..
|
|
|
|
]| e
| [ | 1

Figure 3.21 - Selecting a different restore point to export

After selecting a backup point and clicking Next, you will be able to select a Backup repository or
Local/Shared folder option for your Target. You will also have the option to delete the exported
backups automatically after X amount of time:

Export Backup X

[TBD+]Target

[TBD+]Specify the target where selected restore point should be exported to. Restore points from the object storage will be
l:l restored to the original repository first, before being moved to the specified target,

Restore Point [TBD+]Export restore point to:
@ Backup repasitory:
Wasahi-50BR (Created by HOME\administrator at 2022-11-25 1:34 PM.) v
Reason o Default Backup Repository (Created by Veeam Backup)
Linux Hardened Repo (Linux XF5 Hardened Repository)
Summary Scale-out Backup Repository 1 (Created by HOME\administrator at 2022-11-30 3:52 PM.)
Wasabi-50BR (Created by HOME\administrator at 2022-11-25 1:34 PM.)
Win2022 ReFS - Std Repo1 (Created by HOME\administrator at 2022-12-16 1:01 PM.)

[v] Delete this backup automatically in: | 1 month b
| < Previous || Next > I Finish Cancel

Figure 3.22 - Target selection to the backup repository
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If you select Local or shared folder, you will have the option to choose a location on your local
server drives:

Export Backup x

[TBD+ [Target
[TBD+]Specify the target where selected restore point should be exported to, Restore points from the object storage will be
restored to the original repository first, before being moved to the specified targat.

Browse For Folder =
Restors Pont [TBD+]Expert restare point to: Sy
O Backup repository:
Wasabi-50BR (Created by HOME\administrator at 2022-11-25 1:34 PM.) - J E
Reison : I Deskeop
b ' (8) Local or shared foldar: ; [> & sminiswator
Summary FiBipoeted Suckups Browse. o This PC
1 Libraries
v w DATA(F)
\ Backup
Exported Backups
Program Files
ProgramDiata
¥ VERCatalog
o= DVD Drive (D:)
o Network
[EH Control Panel
— &l Recycle Bin
| Delete this backup sutomatically in:li T menth -
1 month
3 menths ] o Make Hew Foider [Cor ] eane
& menths
1 yaar
2 years
3 years
e 5 years
& A 7 inrs

Figure 3.23 - Local or shared folder selection with Delete this backup automatically in: selected

After selecting your target, click Next and provide a reason for the restoration (this page can be hidden
with a checkbox). Click Next to see the Summary screen, then click Finish to complete the export.
You will then see a progress window to show the export of your restoration point:
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Restore Session

home-dc01
Export Backup
HOME\administrator

Narne:
Restore type:
Initiated by:

Reason Parameters Log

Success
2022-12-22 3:48:22 PM
2022-12-22 3:55:4% PM

Status:
Start time:

End time:

Message
Starting backup export
Cloning backup
Processing VBK Export home-dcl_2022-12-22
Exporting home-dc0l.wvmx (100% done)
Exporting home-dc0l.vmxf (100% done)
Exporting home-dc0l.nvram (100% done)
Exporting home-dc0l.wmdk (100% done)
Exporting home-dc01-flat.wmdlk (100% done)

Exporting GuestMermbers.xml (100% done)
Exporting BackupComponentsxml (100% done)
Backup has been exported

Exporting FsAwareMeta:495517bb-2eal-4bed-8c60-3786b1c0617:2000 (100% don...

Duration

0:00:07
0:07:22

0:07:06

Close

Figure 3.24 - Restore Session dialog for backup export

You will then see your export in the repository you chose. If you selected the local folder, as I did for
this example, you will see the exported backup file on disk:

DATA (F:) Exported Backups
B Name

| home-de

1 home

Figure 3.25 — Exported backup files to the local folder

The exported backup will also appear in the console under the Backups | Disk (Exported) section

of the tree:
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Veeamn Backup and Replicatio

o = o gz
v e e A E L @
E=m = Bl L == = E= -
Backup Replication CDP Backup Copy Restore Failover  Import Export Best Practices
Job - Job - Palicy = Copy Job- = Plan = | Backup Backup  Analyzer
Primary Jobs Secondary Jobs Restore Actions
Home X Ty W e slifort Tt b sl for

Job Name T Creation Time Rastore Poirits
o B home-dch1_2022-12-22 2022-12-22 3:48 PM
(5 home-dc01 2022-12-16 1:06 PM 1

1% Dbject Storage
A Cloud

a [ Replicas
2l Ready

4 [% Last 24 Hours
"} Running (1)
(35 Success
[ Failed

ﬁ Home

Figure 3.26 — Exported backup in the console for viewing

With that, we have looked at the last feature in this chapter on SOBR Rebalance and exporting.

Summary

This chapter reviewed SOBRs and some of the newest enhancements within Veeam Backup &
Replication v12. We covered what is new with SOBR and direct-to-object storage for the performance
tier. We also looked at VeeaMover and what it is, including its use cases. Finally, we looked at the
SOBR Rebalance feature, which helps with data distribution between extents, and backing up exports
to another repository or local/shared folder.

Hopefully, you will have gained a better understanding of some of the latest features to be added to
the SOBR. The next chapter, Tape Server and Other Enhancements, will dive deep into the newest tape
server role enhancements.

Further reading
To learn more about the topics that were covered in this chapter, take a look at the following resources:

o SOBR Rebalance and Considerations and Limitations: https://helpcenter.veeam.
com/docs/backup/vsphere/sobr rebalance.html?ver=120

o Exporting Backups: https://helpcenter.veeam.com/docs/backup/vsphere/
exporting backups.html?ver=120
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Tape Servers and Other
Enhancements

This chapter will look at tape servers and other enhancements to Veeam Backup & Replication (VBR)
v12. We will look at having a tape server role with a Linux-based server and also at sending backups
from object storage to tape. We will also look at network attached storage (NAS) backup direct to
tape and better LTO9 support. Finally, we will look at other changes such as restoring “permissions
only” for files, exporting virtual machine (VM) disks to another hypervisor, and the enhancements
to the VM exclusions, which now include exclusion from everywhere!

By the end of this chapter, you will know about the changes to the tape server role, which includes a
Linux-based server, NAS backup to tape and improved LTO9 support, and the other enhancements
introduced to VBR v12.

In this chapter, we will cover the following main topics:

o Understanding what is new with tape servers and object storage to tape
o Learning about NAS backup to tape and improved LTO9 support

o Discovering other enhancements such as permissions, exporting, and exclusions

Technical requirements

For this chapter, a prior installation of VBR v12 will be required, as well as a Linux server to install
the tape server role. Chapter 1, Installation — Best Practices and Optimizations, covered how to install/
upgrade VBR, which you will leverage in this chapter. You can also reference the Tape Devices Support
section of the Veeam website here:

https://helpcenter.veeam.com/docs/backup/vsphere/tape device support.
html?ver=120
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Understanding what is new with tape servers and object
storage to tape

Tape server support has evolved with VBR but has improved in v12 with the ability to support Linux
as a tape server. One of the many reasons for allowing backup administrators to switch the tape server
component over to Linux is the license cost savings from dispensing with a Microsoft Windows
server. Previous to VBR v12, the tape server role could only be installed on a Microsoft Windows
server, but now we have Linux as an option. You can read about the requirements for tape servers
for supported Linux distributions and the supported tape hardware in the Further reading section at
the end of the chapter.

For my examples in this book section, I will use a VM with CentOS 7.x installed and Quadstor
Virtual Tape Library (VTL) software for Linux. Information about Quadastor VTL can be found
here: https://www.quadstor.com/virtual-tape-library.html.

Using Linux for a tape server

To set up the Linux server as a tape server, we will need to add it from the Tape Infrastructure tab
within the VBR v12 console, as shown in the following screenshot:

T % [
by (il [P

el Tapa. Ackd HOMP Astel A Add Madis
Server Server Pool~= MediaPook~  Vault

Manage o

Tape Infrastructure
e Server

ape device conmecied 1o 8 ft \Windows server in your environment. Ta register & tape

ape provy components are deployed to the selected server.

o (% Tape Infrastectune
2 ] Media Focls

roe (18]

dup & Replication can use any b
device i 3
which enables data exchange with the connocted

tape device.

Object-te Tape-Media-Pacl (1)

CE File to Tape
Fie to Tape jobs ¢ lders and files {selected individually, or using file masks} from file shares or servers to tape. This job type is
nitended for capying backup files e tape, and this warks best with fewer of larger fdés, We do not recommend using this jobi type a3 a

general-purpose NAS backup solution for scalabilty reasons,

P . Backup to Tape
4 ) medie ak i ’
I W=t Backup to Tape jobs copy Veeam hackup files to tape. Unlike File to Tape jobs, these jobs track specfic VM resto on tape and
. = provide full integration with backup jobs. For example, 8 Backup to Tape job can be configured to auto-start as 5 W comesponding
4 [ Last2d Hours ’ -
iy backup job completes.
(5 Success
A= Restore Backup from Tape
== & Replication can perform full nachine restare directly from 13pe, of via a staging fepositery (recommended when restoring

multiple machines from the same backup file chain). To perform other restore types from tape Instant VM Recovery, guest files or
apphcation ite is6 the Restors Backup from Tape to Repasitory wizard to copy the required backup fils from tape, then initiate the
desired restore type from disk

n Tape

Ay Restore Fil
= 1 Thore are twe
this text), ar

5 to restore files from tape: launch the designated wizard using the correspanding Home toolbar button (or by dicdng
ot the desired file under the Tape nade in the Files tab of the management tree

L Tepe nfrastructine |

Figure 4.1 — The Tape Infrastructure tab with the Add Tape Server option

Click on the Add Tape Server option on the right side of the console window or use the Add Tape
Server button in the toolbar:
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Figure 4.2 - The Add Tape Server options

When the Add Tape Server wizard opens, you are presented initially with your backup server in the
drop-down list, but you can click the Add New... button and then select Linux to add your Linux
tape server:

+ T

]

& [

| Add Tape Add HOMP Add Media  Add GFS  Add Meda

Sarer Server Poslc  MeSafoolc Vel

| WManage Tape

| x

Tope Infrimtriciuice . Add Server

i - B i Txn Singitms Select the type of 2 server you want to add o your backup infrastructure. A8 keady regatered servers can be

fousnd under the Mansged B

Server
Chocse 2 server to mstell tape server by sel Microzoft

Microsoft Windeonws
Ay 5 Micresstt Wisdows server o the senteey.

G0 managed servers tree in the conssle.

I (-

HOME-VEEANY 12 hrome abs (Baciup server| Linux
Towlic

Baserntion ekl 8 Linkas serves o the imventary.
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Apply

Het » ity Concel

i Cancel
e

Figure 4.3 - The Add Tape Server wizard and the Add New... button for adding a Linux server
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You will proceed through the Linux server wizard, adding the DNS name or IP address of your server
along with the credentials for connectivity. Once completed, you will return to the Add Tape Server
wizard with your new Linux server selected:

" New Tape Server X
Server
Choose a server to install tape server components on. You can only select between Microsoft Windows servers added to the
= managed servers tree in the console.

Choose server:
: . home-linutaped].home.lab (Created by HOME\administrator at 2022-13-29 2:06 P! ~ ! Add New...

Traffic
Description:
Review Created by HOME\administrator at 2022-12-29 3:44 PM.
Apply
Summary

Thislis,aitape serventhat:

\Was already,\confi_gured;in

the,console

< Prafious MNext > Finish Cancel

Figure 4.4 - Linux tape server selected after being added
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Proceed through each tab of the wizard, modifying anything as needed. Once you get to the Review
screen, ensure everything looks as it should:

New Tape Server

Review

Review the settings, and click Apply to continue.

Server Tape server settings:
Server name: home-linuxtape01.home.lab
Traffic Server type: Virtual (VMware)
Apply
Summary

The following components will be processed on home-linwdapell.home.lab:

Component name Status
Transport already exists
Tape Proxy will be installed |

|<Previuus I Apply I Firnsh Cancel

Figure 4.5 — The Review screen showing the Tape Proxy role installation
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Click Apply. Once the process is completed, which includes loading the tape server role to the Linux
server, you will see the following screen:

MNew Tape Server x

Apply
F Please wait while we are installing and configuring required components, this may take a few minutes.

Server Message Duration
Traffic () Starting infrastructure item update process 0:00:03
() [TBD+] Creating SSH connection to host home-linuxtape01.home.lab 0:00:07
Review () [TBD] Checking if Veeam components supported by Linux server 0:00:01
(%) Discovering installed packages
E () [TBD+]Resolving server certificate thumbprint
" - ) [TBD+|Settin g client certificate
Summary ) A
) Restarting Transport service 0:00:01
() Testing Veeam Transport service connection 0:00:03
(20 Installing Tape Proxy service 0:00:01
) [TBD+]Settin g server certificate

) [TBD+]Resolving server certificate thumbprint

() [TBD+]Setting client certificate

() Restarting Tape Proxy service

() Discovering installed packages

(V] Creating configuration database records for tape server

) Collecting tape libraries info 0:00:10
() Tape server created successfully

« Praviolis Mext > Finish Caricel

Figure 4.6 - The Apply screen showing the installation of the Tape Proxy service
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After clicking Next, the Summary screen will appear:

New Tape Server

Summary
F Review the results, and click Finish to exit the wizard,
= 0D

Server Summary:

[Tape server has been created successfully

Traffic
Review

Apply

Start tape libraries inventory when | click Finish

Figure 4.7 - The Summary screen and inventory option

Note

You will want to leave the Start tape libraries inventory when I click Finish option checked;

this way, after the server is added to the VBR console, it will run an inventory on all tapes in
the system.

You have now added your Linux tape server to VBR v12 for use with your backup. You can see the
tape server, libraries, drives, and tapes all from within the Tape Infrastructure section of the console:
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Rescan Upgiade

Server T
Manage Tape Senvers Attions

Tape Infrastructure Q4 Time in an abje

4 (7% Tape Infrastructure lame T Hest Descrintion

+ 5l Media Pasls 8 home-linustapedTh...  home-linuxtapel homelab Created by HOME\administrator at 2022-12-30 10:..
&l Free (20)

|1 MOMP Servers
4 & Libraries
« [F] HP MSLGS Series 6.24
=1 Drves
Il Media
24 Hours

[ Success
[ Failed

ﬁ..—_mp

E"[J Irenzarny

ifa"g Backup nfrastructure

(5] Tope infrastiucture

Figure 4.8 — Tape Infrastructure showing the Linux tape server

We have now covered using Linux for a tape server and how to add this to the VBR v12 console. Now,
let’s look at how we send backups direct from object storage to tape in VBR v12.

Object storage to tape

As discussed in previous chapters, with VBR v12, you can perform direct object storage backups,
and now also the ability to perform object storage to tape. In previous versions, this was not possible,
but with a repository made up of object storage, whether standard or Scale-out Backup Repository
(SOBR), you can configure backup jobs to tape now that will send the backup data from these
repositories or backup jobs.

You can have your backups made to object storage and then have the object storage sent to tape. You
are also able to restore from tape to your infrastructure or other repositories:
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Object Storage Repositories And Tape

backup job

Same as from any other repositories
VBK / VIB image files on tape

VBR
Object Storage

- - i = Repositol
+ Direct to infrastructure or to “classic & *ry

repository (block / NAS)

Figure 4.9 — Object to tape and restore to hypervisor or repository

To set up object storage to tape, you will need to create a new tape backup job using the toolbar or
right-click menu:

Veeam Backup and Replication

o —
PR == O A e
= =. - — = -
Backup Replication CDP up Copy Failover |Import Best Practices
Job = Job= Policy~ | Job~ JCopy Job~ Plan~ Backup Analyzer
Primary Jobs Sec ary lobs Restore Actions
Home Q, Type in an abject name to search fo All jobs
4 MName T Type Objects Status
:9' Direct to Object Stora...  VMware Backup 3 Stopped
# [ Last24 Hours
[4# Success
L Backup »
42  Replication »
oo CDP policy »
L Tapejob b | Files to tape...
i Backup copy... % Backups to tape...
VM copy.. S
[ File copy..
4 Add view...
ﬁ Hame :

Figure 4.10 — New tape job for backups to tape

Once you start the New Backup to Tape Job wizard, you will be prompted for things such as the name
of the job, backups, media pool, and more:
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New Backup to Tape Job X

Name
Type in 2 name and description for this tape job.

‘Object Storage to Tape
Backups 5

Description:
Media.Paal Object Storage to Tape for v12|

Incremental Backup

Options

Schedule

Summary

< Previous Next > Firiish

Figure 4.11 - The New Backup to Tape Job wizard

It is on the Backups tab of this wizard that the object storage to tape comes into play where you select
either the repository, which is object storage, or a job that uses object storage as a repository:

Mew Backup to Tape Job x

Backups
Specify objects to be processed by this tape job.

MName Backups: i
Name Type Size Add... I
? Backup jobs...
Media Pool Backup repositories...

Incremental Backup -

Options +: LUp
Schedule +: [lown
Summary

Full:

0B

Incremental:

0B

< Previous | Mext > I Finich | Cancel

Figure 4.12 - Backup choice for job or repository to tape
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The main options here are as follows:
o Backup jobs...: This allows the selection of backup jobs that you have configured to go to either
a standard or SOBR backed by object storage
o Backup repositories...: This allows the selection of the backup repository, either standard or

SOBR backed by object storage, to go directly to tape

Once you choose either the backup jobs or repositories added to the tape job, you then proceed
through the remaining part of the wizard:

o Media Pool: Here, you choose a media pool (or create a new one) to use with the backup job
to send data to tape:

New Backup to Tape Job X
Media Pool

Eowﬂ Specify the media pool to perform backup to.
[ .

Name Media pool:
Object-to-Tape-Pool (HP MSL G3 Series 6.24) ~ | | Add New...
Backups ) ) i :
Schedule...
Tapes: 1
Incremental Backu
R Free space: 17.5T8B
Options Media set: Do not create, always continue using current media set
Schedule Retention: Do not protect data (cyclicaly overwrite tapes as required)
SHiFre Parallel processing: 4 drives, multiple backup chains
Encryption: Disabled
Export to vault: Do not export
WORM: False
< Previous Next > Finis Cancel

Figure 4.13 — The Media Pool selection and options

o Incremental Backup: This is where you select whether you want incremental backups to also
go to tape or not; if not specified, then full backups will go to the tape:

Technet24
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Mew Backup to Tape Job

Incremental Backup
Specify media pool for incremental backups.

S
Name Archive incremental backups to tape
Media pool for incremental backups:
Backups . .
Object-to-Tape-Pool {(HP MSL G3 Series 6.24) v Add New...
Media Pool
Tapes: 1
Free space: 17578
Options Media set: Do not create, always continue using current media set
Schedule Retention: Do not protect data (cyclicaly overwrite tapes as required)
Parallel processing: 4 drives, multiple backup chains
Summary

Encryption: Disabled
Export to vault: Do not export

WORM: False

. < Previous | Mext > Fimish Cancel

Figure 4.14 — Incremental backup options to send to tape

« Options: This is where you can select things such as ejecting the tape upon completion of the
job, exporting the media set when the job completes, how many tape drives the job can use,
and advanced options such as processing the latest full backup chain only:

n 1p 1o Tape feb Advanced Settings x®
Opticns
@ Specify tape job opticns. Netifications dvanced
Backup
Rl Media automation A Process letest full backup chain only
I multiple full backugp chains are svailsble on disk, copy the latest only.
[ Eject tape media upon job completion
Lo This option makes the job automatically eject tape fram drives upon completion, so thet tape Compressien
e deves ot sty in the drive, which is & best practice, [ Lise hardwars compression whan available
i [ Export current madia sat upon job completion "y W do not recammens anatling this aption when backing up alraady
compressad backup files.
Incremental Backup This aption makes the job automatically close and export the current madia st on specific days, ’
Jab seripts.
EEE— ... 1 P th ol et v el
Schedule [C] Limit the rurniber of drives this job can useta: |2 2| tape drives Browse,.
Summany [ Run the following script after the job:
Browi..
Feun scripts every =1 ¢
Run scripts on the selected days only By
Advanced fab settings include compressien, notification settings, autornated post-job
acthvity and other settings. -
< Previous Mt > Fitsnh Cancel
ot o]

Figure 4.15 — Options for ejecting tape plus advanced settings
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+ Schedule: Here, you set up the schedule of when the job should run, which you can run right
after your backup job if you choose to use Backup for the source. You can also enable a feature
to prevent this job from being interrupted by source backup jobs to ensure that if it runs longer
than usual, the primary backup job linked to it will not start until the tape job finishes:

New Backup to Tape Job X
\ l g Schedule
M Specify the job scheduling eptions. If you do not set the schedule, the job will need to be controlled manually.
[
Name [4] Run the job automatically
(O Daily at this time: 1000 PM 3 | | Everyday
Backups
O Monthly at this time: 10:00 PM 5 | [Fourth Saturday Menth
Media Pool
@) After this job: Direct to Object Storage (Direct to Wasabi Object Storage v12) ~ |
i (O As new backup files appear: Scheduls
Options Wait for backup jobs
If some linked backup jobs are still running, wait for up to: |3 *_a| | hours & |

Prevent this job from being interrupted by source backup jobs

If the source backup job starts while the tape job is still running, the source job will be placed on
hold instead of interrupting the tape job and resulting in incomplete tape backups. Using this
option may result in source backup jobs starting significantly later than their scheduled start
time, thus potentially missing recovery point objectives,

| < Previous | Finsh Cancel

Figure 4.16 — Scheduling after the primary job and the interruption setting
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o Summary: This shows the summary of your tape job and where you click Finish to create the job:

New Backup to Tape Job X

Summary

ﬁ You can copy the job settings below for future reference.
S

Name Summary:
|Name: Object Sterage to Tape
Backups Media pool for full backups: Object-to-Tape-Pool

Media pool for incremental backups: Object-to-Tape-Pool
Media Pool

PowerShell cmdlet for starting the job:
Get-VBRTapelob -Mame "Object Storage to Tape" | Start-VBERJob

Incremental Backup

Options

Schedule

] Run the job when | click Finish

I < Previous . | I Finish | Cancel

Figure 4.17 - Summary of backup to tape job

Note

In most summary screens, you will see that VBR provides PowerShell commands to configure
or start a job, which can be beneficial for automation, amongst other things.

We have now covered what is new with tape servers, including using Linux for the tape server role,
and we looked at the new object storage to tape feature, which can use backup jobs or repositories to
offload data to tape. We will now look at doing NAS backup to tape and other enhancements.

NAS backup to tape and improved LTO9 support

Another significant enhancement to the backup-to-tape options is doing NAS backups to tape!
Previously you could run a NAS backup to repositories, but the tape was unavailable in VBR v11. Now,
with VBR v12, you can send NAS backups to tape and, similarly, send NAS backups to object storage.

The process for working with NAS backups to tape is the same as the previous Object storage to tape
section. You create a backup to tape job using a media pool, but rather than choosing a backup job
based on object storage, you select your NAS backup job as the source to send to the tape:
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Backups

ﬁ Specify objects to be processed by this tape job.
|

M Backups:

Hame Type Size

Fila Backup 0B

T Nas Backup

Media Pocl

Incrementsl Backup

Select Jobs =

Select jobs:
v (5 Jobs

48} Direct to Dbject Storage
Direct to ReFS
Direct to ReFS - Std Repo
Direct to FS Hardened fepo

\ 155 HiAS Backip

Options
Schedule

Summasy

Eancs

< Previous Mest » Firdsh Cancel

Figure 4.18 — Selecting NAS Backup to go to tape

The remaining screens in the Backup to Tape Job dialog noted in the previous screenshot are the same

as the

Object storage to tape section, which you can reference for further information.

Something else to mention when it comes to tape backups is looking at things outside your backups
and VBR v12. Some of those things are set out in the following list:

Physical versus virtual tape: When looking into your tape infrastructure, you must decide
whether you use a physical tape unit or go virtual tape library (VTL). Some of this will
depend on what you have in your infrastructure, as a physical tape library may require a direct
connection to a server or switch, in the case of a fibre channel or Internet Small Computer
System Interface (iSCSI). In contrast, a VTL can be installed on an existing virtual infrastructure
if that is what you use - an example is VMware. Choose what best suits your environment, as
both have pros and cons.

Storage (LTR): You need to plan your LTR storage requirements as this might require the
purchase of many physical tapes for a physical library or, in the case of VTL, more storage.
Once you have chosen your technology, you need to look at this as the next step.

Service-level agreement (SLA): When it comes to tape and using it for LTR, the restore times
can be longer than restoring from fast disk storage, so you need to ensure you define your SLA
requirements when a restore needs to be done from tape. In the case of the physical option, you
might need to recall a tape from a vault, load it into the library, and then conduct the restore,
which will take time. The same can be said for VTL if that is also set to vault tapes, as there
is a recall process, loading, and restoring. Make sure you consider this, along with the other
things mentioned here.
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Regarding the new LTO9 support, the resolved issue in a VBR v11a patch is in v12, along with behind-
the-scenes enhancements. The following link provides a reference to the vlla patch: https://
www .veeam.com/kb4245.

We have now covered NAS backup to tape, including some other aspects when setting up your tape
environment. Now, let’s look at the final section of this chapter, which is about other enhancements
made to VBR v12.

Other enhancements - permissions, exporting, and
exclusions

VBR v12 has also introduced further enhancements to help backup administrators with day-to-day
management tasks. Some of these new changes are as follows:

o Permissions restore: Typically, when you do file/folder level restores within VBR v12, it will
restore both the folder/files and permissions. But what if you don't need to restore files/folders
but rather fix the permissions on a folder/files or directory structure? Well, that is one of the
changes made in v12, where you can restore just the file/folder permissions.

home-te01 as of less than a day ago Monday 2023-01-09) - Backup

O NI T -

Restore Restore Copy  Compare with Compare

- to - to Production e Cinly Attributes
Action Compare
4§l home-de0t =

g q Tk i i bt raime taseerch for
SRecycle.Bin MName Type Size Creation Date Modified Date ltern State
Corfgitel S — Folder 2020-05-213:36PM  2020-03-21 403 PM

| Documen| i Overwrite ‘1 Restore *

inetpub 'ﬁ‘ 1.!_ Restore to k
Perflogs [T Permiscions only k |[7! Copyto..
Program Files 5 efs  Compare ’
Program Files (xE6) = Evplo
ProgramData i__ Properties,.,
Recovery
System Volume Information
Tools
Users
Windows

1 object selected

Figure 4.19 - File or folder permission restore option
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VM exclusions: You can now exclude a VM from being processed, excluding it from a job even
when added to a backup job, a policy, or as part of a container, as noted.

Select VM Exclusions from the menu:

m Upgrade

P Credentials and Passwords »

K General Options

~

”& Users and Roles

Q
Network Traffic Rules
=

@ Configuration Backup
e

Console »

'
License

Figure 4.20 - The VM Exclusions option in the menu

Color Theme »

929
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Then click the Add button to select which VMs you want to be excluded:

Add Objects X

on < | Select objects: o | 5

i
| @

Virtual machines specified in this list will never be processed, even if they are ﬁ'; home-linuxproxy01
included in a job or 2 policy explicitly or via a container, ¥ home-linuxproxy02

Name MNote |:Tp home-linuxtapeli
'—\\ E: home-nsxmgrQ1
E r’:_p home-pestgresqgl0l
=,
¥ home-rafsrepa0l

ﬁ)’i home-runecast(1

E__’ home-test01
{59 home-vbk01

[3¥ home-vbkd2
5% home-vba3657
D'_‘? home-vesall
=

rip home-vesam(1
|'3"p home-veeamv12
D'_j home-vyos01
By :

¥ home-win11

LIy home-win2022
= )

@F home-winproxyQ1

r_'T_p home-winproxy02
|'j, home-xfsrepo01

Cancel

Figure 4.21 — Adding VMs to the exclusion list

Note

In the VM Exclusions list, note that when adding a virtual machine, it will then be excluded
from processing whether included in a job, through a policy, or in a container.

o Exporting to another hypervisor: You can now export a VM backup to another hypervisor
format. For example, you backed up a VM from VMware vSphere and want to export it to
Microsoft Hyper-V to test. You can export the entire VM or just one of the VM disk files.

Follow these steps to export a VM as a virtual disk:

1.  Click on the Home tab, select the Disk option under Backups, and expand the job for the VM
you want to export. Right-click and select Export content as virtual disks...:
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Backup

B B

Instett  Instant Disk Entwe Viet

B A0 L3 X

WM Guest Applicstion Amamon Microscht Google Move Copy Export  Delete

Recovery Recovery WM Disks 3 Files Fles~ Rema - EC2  Awrelsan Beckup Backup Backup from Dak
Ristore Restore to Cloud ctions
Haime: |:1 T
[ Rapeositcey Btatfany
2023-01-08 1230 PM Scale-out Backup Repository 1 Widware
wt] 2023-01-09.12; B
53 home-dc02 B Fnt rectoomngs
: {7 gmiclogy-starage-cansole 2{E,  rstant disk recovery..
g e Backup Job - 5M 3 " it Fil
. e Backup Job - SMB = E——— tBackup Rapasitary e share
SHOME-WINZOZ 2\ Downloads =
AT S L Reston virrual disks... "
g i) 4 i NAS Backup mzsovesaly T o e share
& 192168 2.253  vohumed/NFS1 2023-01.06 3.4%
7= Restore guest files 0
T Restore application items "
§'  Restone to Amacon EC2..
b Bestors to Microsaft Azure
% Restoreto Google CE...
25 Move Backup.

Expen backip—
CF  Delate from disk

Figure 4.22 — The Export content as virtual disks option

2. 'The Export Disk wizard pops up. Select the Restore Point option and click Next >:

Export Disk

— Restore Point
r‘D Select the restore point to export disks from.

Backup VM name: home-dc01 Original host: home-vesal1.home.lab
VMsize: 27 GB
Available restore points:

Dt Created Type Location

Target . Cﬁ less than a day ago (12:33 PM Monda... Full Performance Tier

Secure Restore
Reason

Summary

< Previous | Mext > Finig Cancel

Figure 4.23 - Selecting the Restore Point option to export

3. After clicking Next, you are presented with the Disks screen to select the specific VM disks
to export:
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Export Disk X

[ Disks
r‘D Select one or more disks to export.

Backup Disks:
Disk name Size | Selectall

[ home-dc01-flat.vmdk 150 GB

Restore Point
| Clear Al
Target

Secure Restore
Reason

Summary

| < Previous | finsi | Cancel

Figure 4.24 - Selecting the required disks for the VM

4. After you select the needed disks, click Next. You then will be shown the Target screen where
you can choose different hypervisor formats, which include VMDK (VMware vSphere) and
VHD or VHDX, which are the Microsoft Hyper-V formats:

Export Disk X

Target
D Specify the destination server and folder, and 2 virtual disk format to export disk content to.

Backup Server:
. | HOME-VEEAMV 12 home.lab o
Restore Point
Path to folder
Disks |C:\szp | Browse...
Export format:
) VMDK
Secure Restore This virtual disk type is used by ViMware products such as Viiware Workstation, or VMware vSphere.
Maximurn VMDK disk size is 62TE.
Reason Pick proxy to use
() VHD
SHIeary This virtual disk type is used by Microsoft products such as Microsoft Hyper-V or Microsoft Azure.
Maximum VHD disk size is 2TB.
@® VHDX

This virtual disk type is used by more recent versions of Microsoft products such as Microsoft
Hyper-V. Maximum VHDX disk size is 64TB.

Dakpe
Dynamic

< Previous | Fmish Cancel

Figure 4.25 - Selecting a folder and destination format of the exported disk(s)
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( N
Note
When you select one of the Microsoft Hyper-V formats - VHD or VHDX, you can choose
whether the disk will be Dynamic or Fixed. Dynamic is a disk created based on the used size
of the disk within VMware, and Fixed is a disk created for the actual size of the provisioned
disk in VMware.

- J

5.  After you have made your selection, click Next. You will be prompted to select a Secure Restore
option, where you can have your exported disks scanned by your antivirus vendor to ensure
there are no infections. This is an optional step (it can be bypassed by unchecking the box):

Export Disk x

rl Secure Restore
Scan the selected backup for malware, such as computer viruses or ransomware, prior to performing the restore. This requires a
compatible antivirus installed on the mount server specified for the corresponding backup repository.

Backup Scan the restored disk for malware prior to performing the recovery
The disk you are about to restore will be scanned by antivirus software installed on the mount server
Restore Point to prevent a risk of bringing malware into your environment.
Disks If malware is found:
(O Proceed with recovery
Target ® Abort disk recovery

[[] Scan the entire image
Continue scanning remaining files after the first malware has been found.

Reason

Summary

| < Previous | I Next > [ Finsh Cancel

Figure 4.26 — Secure Restore selection if required

6. After choosing the Secure Restore settings and clicking Next, you get asked to define the reason
for the restore, which is optional. Click Next to review the Summary page. Click on Finish to
begin the export process:
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Export Disk X

=
Please review the restore settings before continuing. The restore process will begin after you click Finish, navigate to
corresponding restore session to monitor the process.

Backup Summarny:
Machine: home-dc01
Restore Point Restore point: less than a day ago (12:33 PM Monday 2023-01-09)
Target host: This server
Disks Target path: C:\Temp
Disks to export:
home-dc01-flat.vmdk
T:
arget Export format: VHDX
Secure Restore

Reason

| < Previous . et _ Cancel

Figure 4.27 — Summary of disk export

Your export begins, and the disk files will be placed in the folder selected during the export wizard.

We have now come to the end of this chapter and the newest enhancements for VBR v12. Let's now
summarize the chapter.

Summary

This chapter has reviewed the tape server, including using Linux as the operating system. We looked
at adding a Linux server to the Veeam console so that the tape server role can be installed. We also
looked at how you can send from object storage repositories to tape directly from the repository or
via a backup job. We covered how you can now send NAS backups to tape for archiving purposes and
enhanced LTO9 support. Then, we learned about some of the newest enhancements to VBR v12, including
restoring file/folder permissions, VM exclusions, and exporting disks to other hypervisor formats.

Hopefully, you now have a better understanding of the tape server role and other enhancements for

sending data to tape. The next chapter will look at the enhanced security measures within VBR v12.

Further reading
To learn more about the topics that got covered in this chapter, take a look at the following resources:

o Tape server operating system requirements including Linux: https: //helpcenter.veeam.
com/docs/backup/vsphere/system requirements.html?ver=120#tape-
server

o Supported tape hardware: https://helpcenter.veeam.com/docs/backup/
vsphere/system requirements.html?ver=120#tape
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Part 2:

Security, Object Storage
Direct, CDP, and

Cloud Connect

This section aims to cover the newest features of Veeam Backup & Replication v12. You will learn
about the Continuous Data Protection (CDP) feature of v12 and about using it with Veeam Cloud
Connect. You will also learn about the new security enhancement within the console. We will discuss
the new object storage enhancements including Direct to Object storage for repositories. We also look
at the NAS backup and all of the changes made. By the end of this section, you will have a wealth of
knowledge on new features to implement and use in your environments.

The following chapters are included in this section:

o Chapter 5, Veeam’s New Enhanced Security Features

o Chapter 6, Object Storage - What's New and Enhancements
o Chapter 7, What'’s New in NAS Backup

o Chapter 8, CDP and Veeam Cloud Connect
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5

Veeam’s New Enhanced
Security Features

Veeam Backup & Replication (VBR) v12 has some significant new enhancements to the security
aspect of the application. This chapter will look at some of the more critical changes. The first thing
discussed will be the improvements to using multi-factor authentication (MFA) for console login
and group-managed service account (gMSA) support. You will learn how Linux no longer requires
Secure Shell (SSH) or super user do (SUDO) for management. Lastly, we will look at the auto-logoft
feature for the console allowing resources to be kept in check.

By the end of this chapter, you will understand what is new in security for version v12 and also how
to leverage these new enhancements. Finally, you will gain a better understanding of how the overall
changes implemented help secure your backup environment.

We will cover the following main topics in this chapter:
o Understanding MFA and gMSA support

o Understanding Linux — SSH or SUDO are not required

o Discovering the new auto-logoff feature

Technical requirements

For this chapter, you should have VBR v12 installed. If you have followed along through the book,
Chapter 1, Installation - Best Practices and Optimizations, covered the installation and upgrading of
VBR, which you can leverage in this chapter.
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Understanding MFA and gMSA support

When installing the latest VBR v12, security focuses on the console to ensure secure access. Previously,
you were required to be a local administrator on the VBR server to run the console. Now, you can add
users with MFA. So, what is MFA, or what does MFA do? It is an added layer of security that utilizes
a “code” you are required to input on top of your login credentials to be able to access the console for
logging in. You can use one of the many MFA applications available out there, such as the following:

o Google Authenticator
o Microsoft Authenticator

o Authy

Turning on MFA forces the user logging in to the VBR console to input both their login credentials,
consisting of a username and password, and the MFA code generated by their chosen application. If
they do not use the MFA code, then login is denied to the console, giving you that extra layer of security.

To turn on MFA for user accounts, you do the following:

1. Open the VBR console, click on the hamburger menu, and select Users and Roles:

'l

P Credentials and Passwords  »

General Options

™ Users and Roles

@ Network Traffic Rules
—_—

m’] Configuration Backup
=
VM Exclusions

s

Console »

Color Theme 3
License

Help »

Figure 5.1 - Selecting the Users and Roles option for MFA
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2.

3.

You are presented with a Security dialog where you can add users and enable MFA:

Security X
User or group Role | Add... |
2% Administrators Veeam Backup Administrator Feli

Rem

MEA

> 4

[] Require two-factor authentication for interactive logon r

[] Enable auto logoff after | It min of inactivity

| OK ‘ ‘ Cancel

Figure 5.2 — The Security dialog where you can add and enable MFA

Use the Add button to add your local user and then turn on MFA by checking the Require
two-factor authentication for interactive logon box:

Security X
User or group Role Add... |
A% Administrators Veeam Backup Administrator Edit. |

~ HOME-VEEAMV12 S =S
&4 \VecamUser Veeam Backup Administrator R |

[ Reguire two-factor authentication for interactive logon I

["] Enable auto logoff after| ) Imin of inactivity

| OK Cancel

Figure 5.3 — Selecting the user and turning MFA on
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4. Click OK to close the dialog, and now we can log on as VeeamUser to the console to enable MFA.

Note

If a Security group is added to the Security window, you will receive a message about removing
the group and only adding users to allow MFA.

Security

User or group Role ‘ Add... |

Jis Administrators Veeam Backup Administrator [

Edit. |
» HOME-VEEAMV12 e

" Vi kup Admini
&2 \VeeamUser 'eeam Backup Administrator

i Remove |

Veeam Backup & Replication X

Security groups cannot be used with multi-factor authentication.
Please remove all groups from the list and add individual user accounts instead.

Name /

L0 Administrators

Hide groups OK .

Figure 5.4 — Warning about security groups not being used with MFA

5. Remove the required security group, add the required users to this dialog, and proceed to the
next step.

6. Launch the console from the desktop icon, enter the credentials for the user added to the
Security dialog, and click Connect:
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N5l Veeam o
=K} Backup & Replication 12

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

HOME\VeeamUser

Use Windows session authentication
Save shortcut Connect Close

Figure 5.5 — User credentials added to the Security section

7. Once you click Connect, you will be prompted to set up MFA using one of your chosen
applications. In my example, I will use Authy to configure MFA for VeeamUser:

X

Nl Veeam
=] Backup & Replication 12

Two-factor authentication has been enabled on this backup server.

Step 1. Open an authenticator app of your choi

Step 2. Scan QR code or enter:

IVZTMMNCHN53G243R

Step 3. Click Next

Save shortcut Close

Figure 5.6 — MFA prompt to set it up for the user
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8. Scan the QR code or enter the manual code into your authentication application. Click Next
to proceed. You will be presented with a Confirmation code dialog where you enter the code
from your authentication application:

e —
Nl Veeam
=R} Backup & Replication 12

Enter the code from your authenticator app.

Confirmation code:

Save shortcut Close

Figure 5.7 - Confirmation code from the authentication application

9. After you enter the correct code in the required box and click Confirm, the console will open
for the user.

Note

When you turn on MFA, it applies to all users within the list under Security, as shown in the
preceding steps. Therefore, if you need to have a user excluded from MFA, then you need to
have MFA turned off for all, which in the end, degrades your security.

Additional MFA settings

There are some other things you can do with MFA to ensure even further security, and these are
listed as follows:

o MFA within a guest operating system (OS): Most guest OSes support some form of MFA login
to go along with using your password. Some options include using an authenticator application,
a security key, a face ID, and a PIN. While all of these are secure, using an authenticator
application or security key is considered more secure.
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o MFA Offline: Setting up MFA also works when your system is offline, meaning not on the
domain but in a workgroup or not connected to the network. This option is helpful for air gaps
with backups and your infrastructure.

Another great security feature added to VBR v12 is gMSA. What are gMSA accounts, you might
ask? Well, gMSA has all the features of a standalone managed service account (SMSA) but extends
functionality over multiple servers. Please see the Further reading section for more information. Some
of the features are as follows:

o Automatic password management
o Simplified service principal name (SPN) management
o Delegation of management to other administrators

 Ability to get used across multiple servers

The gMSA is used in conjunction with the Microsoft Key Distribution Service, which keeps a secret
key identifier that is used with the gMSA account. It is essential for the practical application use of
gMSA accounts, allowing administrators to not worry about password synchronization with your
services as it is all auto-managed from the domain controllers.

Benefits of using gMSAs

Using a gMSA offers users a single identity solution with enhanced security and helps reduce
administrative overhead. It provides the following benefits:

o Strong passwords: A gMSA uses 240-byte randomly generated complex passwords. Using a
complicated and lengthy password helps to minimize the chances of a service being brute-
forced or a dictionary attack.

o Cycling of passwords: The gMSA password is managed by the Windows OS and is changed
every 30 days (this can be modified when creating the gMSA account). With this, administrators
are no longer required to schedule changing the password or managing service outages, which
helps to keep service accounts secure.

o Support for simplified SPN management: When setting up a gMSA account via PowerShell,
you set the SPN during account creation, allowing services to support automatic SPN registration
against the gMSA account.

The preceding section was a brief explanation of what gMSA accounts are used for and their benefits,
but to learn more, please check out the link in the Further reading section at the end of the chapter.
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To add a gMSA account to the VBR console, complete the following steps:

1. From the hamburger menu, select Credentials and Passwords, then Datacenter Credentials:

Upgrade 5
Manage stored accounts, private [}
pe . : keys and tokens. L
Credentials and Passwords » — —
= /" =) Coud Credentials
" " ?" Manage stored cloud accounts and
General Options
access keys.
™
~ Encryption Passwords
f Users and Roles f‘
‘“ﬂl ?*' Manage stored encryption

5] passwords.
Network Traffic Rules
="
@ Configuration Backup
==
VM Exclusions

Console 3

Color Theme »
'

License

Help »

Figure 5.8 — Datacenter Credentials to add a gMSA account

2. 'The Manage Credentials window now opens. Click Add... and then select Managed
service account...:
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Manage Credentials

A

Manage Credentials

Use this dialog to centrally manage all user accounts and their passwords.

X

Account

-_‘.:)_ centos

TA root
T\ root
T\ root
(} root
TA svc_veeam

-‘.5_ ubuntu

ﬁ’\k. administrator@w...

?\'& home\administr...

Type
Standard
Linux
Standard
Standard
Standard
Standard
Linux
Standard

Linux

Description Last Edited || 4 Add.
administrator@vsphe. Standard account...
centos

home\administrator
Provider-side networ..

Tenant-side network...

Azure helper applianc...

Helper appliance cre...
svc_veeam

ubuntu

Linux account...

Linux private key...

K10 authentication token...

1 day ago
1 day ago
less than a day ago

1 day ago

OK

Cancel

Figure 5.9 — Managed service account... selection

3. You will then type in the domain account, the gMSA account:

Credentials

E?kl;semame ‘ HOME\svcveeam|

Description:

HOME\svcveeam

| OK | ‘ Cancel

Figure 5.10 — Username for the gMSA account
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4. Type avalue in the Username field and click OK to proceed to add the gMSA account. You will
then see the account in the credentials list displayed as Managed service account:

Manage Credentials X

Manage Credentials
‘: k Use this dialog to centrally manage all user accounts and their passwords.

Account Type Description Last Edited Add...
TA administrator@v... Standard administrator@vsphe... 1 day ago T
E} centos Linux centos 1 day ago
A, home\administr... Standard home\administrator 1 day ago _Renloze_
T4 root Standard Provider-side networ... 1 day ago
TA root Standard Tenant-side network... 1 day ago
T\ root Standard Azure helper applianc... 1 day ago
<‘_\ root Linux Helper appliance cre...  1day ago
A svc_veeam Standard svg_veeam less than a day 2
O _ubunty Linux ubuntu 1 day ago
:D HOME\svcveeam  Managed service account HOME\svcveeam : less than a day g
oK || Cancel

Figure 5.11 — Managed service account added

This process now completes the process for adding a gMSA account to the VBR console to be used
within the environment.

Note

When added, the account shows a different icon to signify that it is a managed service account
from the domain. Domain accounts are the only supported ones for gMSA, and you cannot
use servers not part of an Active Directory domain.

We have completed the new MFA and gMSA account features section within VBR v12. Now, let us
look at something else that is changing: Linux connectivity not requiring SSH or SUDO.
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Understanding Linux - SSH or SUDO are not required

Using a Linux server, you typically need some form of SSH or SUDO to connect and install components
or make changes. In Veeam v11, you were required to have these services when working with Linux
servers that had been added to VBR, except for hardened repositories.

With Linux hardened repositories, VBR v12 has made enhancements so that once you have added the
repository to the system, you no longer need the single-use credential account in the SUDO group.
In addition, you can further improve security by turning off SSH on the server.

So how does Veeam communicate with the Linux hardened repository if these things are disabled?
Well, during the setup of the Linux hardened repository, the system creates a certificate, which is
stored in the VBR database, and it is with this that further communication is handled. The certificate
allows the following:

« Component upgrades, for example, the transport or installer services
« Modifying settings within the Linux hardened repository, for example, concurrent tasks

o Managing all aspects from within the Veeam environment

This section covered the changes to Linux hardened repositories with the requirement of SSH and
SUDO being replaced by certificates within the database. Now, let’s look at another feature to help
with security and system resources on the VBR server.

Discovering the new Auto-Logoff feature

In prior VBR versions, when a user connected remotely to work via a Remote Desktop Protocol
(RDP) session, many backup administrators would open the VBR console and then disconnect from
their session. Disconnecting does a few things when it comes to both security and system resources:

o Security: It keeps the console open, so if an attacker gained access to an RDP session, they
could easily then access your Veeam environment

o System resources: When you leave the console open and then you disconnect an RDP session,
this keeps the memory used and does not release it, leading to high memory and CPU usage

So to combat this within VBR v12, a new enhancement called auto logoff has been added. What does
auto logoff do, you might be asking? Well, it helps to address the issue covered in the preceding points,
allowing for better security and freeing system resources on the VBR server.

To enable auto logoff, you must complete the following steps:

1. Open the VBR v12 console.

2. Click on the hamburger menu and select Users and Roles from the menu:

117

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

118

Veeam’s New Enhanced Security Features

3.

Upgrade

General Options

P Credentials and Passwords
]

Users and Roles

Network Traffic Rules

/| Configuration Backup
=l

__F VM Bxclusions

Console

Color Theme

Csas
License

Help

x&it

Figure 5.12 — Users and Roles selection

The Security dialog will open on the screen:

&3 HOMEB\administrator

» HOME-VEEAMV12
&3 \VeeamUser

Role

Veeam Backup Administrator

Veeam Backup Administrator

(] Enable auto logoff after

[] Require two-factor authentication for interactive logon

min of inactivity

o

Cancel

Figure 5.13 - The Security dialog
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4. From within the Security dialog, check the Enable auto logoff after X min of inactivity
checkbox to enable auto logoft:

Security X
User or group Role Add... |
;. HOMEBE\administrator Veeam Backup Administrator

» HOME-VEEAMV12

A8 \VecamUser Veeam Backup Administrator

[] Require two-factor authentication for interactive logon

Enable auto logoff after| 10 Z | min of inactivity

[ ox | concel |

Figure 5.14 — The auto logoff feature enabled

5.  Modify the number of minutes for which you want the system to wait before it logs a user off
the VBR console.

6. Click the OK button to confirm the setting and close the dialog.

Note

When enabled, the default timing for the auto logoff feature is 10 minutes, but you can modify
this to be shorter or longer based on your requirements. Keep in mind the longer the duration,
the higher the security risk and system resource usage until the given time elapses.

We have now covered the last topic for this chapter regarding the auto logoff feature and how it can
help with both securities and system resource usage.

This section looked at further enhancements within the VBR v12 system related to security and
Linux hardened repository servers. We are now at the end of this chapter and will summarize all the
topics covered.
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Summary

This chapter reviewed many of the new security enhancements Veeam has added to v12. First, we
examined using the MFA setting in the VBR console to enhance security and require a code for
logging in to the console. Then, we looked at the Linux hardened repository enhancement, which
does not require SSH or SUDO now and uses certificates to manage and update components. Lastly,
we discussed the new auto logoft feature, which helps enhance security and free up system resources.
After reading this chapter, you should better understand the multitude of new features added for the
security of the VBR console and services.

Hopefully, you will understand how these improvements can better secure your environment. The next
chapter will examine object storage enhancements and new third-party integrations with Microsoft
Azure and Wasabi.

Further reading
Refer to the following resources for more information:

o gMSA overview (Microsoft): https://learn.microsoft.com/en-us/windows-
server/security/group-managed-service-accounts/group-managed-
service-accounts-overview

o gMSA accounts explanation and benefits (Azure): https://learn.microsoft.com/
en-us/azure/active-directory/fundamentals/service-accounts-
group-managed

o gMSA accounts (Veeam): https://helpcenter.veeam.com/docs/backup/
vsphere/using gmsa.html?ver=120

e MFA: https://helpcenter.veeam.com/docs/backup/vsphere/mfa.
html?ver=120
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6
Object Storage - What’s New
and Enhancements

Object storage is one of the many options for backup storage and repositories, and with Veeam
Backup & Replication (VBR) v12, this is further enhanced. This chapter will look at new options
for sending directly to object storage and using object storage in the scale-out backup repository
(SOBR) performance tier. We will discuss how with grandfather-father-son (GFS) backup jobs, you
can send to object storage with the immutability turned on now. Finally, we will look at enhancements
to third-party integrations within the console for Microsoft Azure and Wasabi object storage.

By the end of this chapter, you will understand how to send backups directly to object storage, including
within a SOBR. You will also understand how GFS can leverage object storage with immutability.
Finally, you will better understand the new third-party application integrations into the console.

In this chapter, we will cover the following main topics:

o Understanding new direct-to-object storage and its use in SOBR
o Understanding GFS backups to object storage with immutability

o Discovering third-party integrations within the console for Azure and Wasabi

Technical requirements

If you have been following along from the start of the book, you will know that Chapter 1, Installation
- Best Practices and Optimizations, covered the installation and optimization of VBR, which you can
leverage in this chapter. For this chapter, you should have VBR installed. If you have access to object
storage with a newer vendor, that would be an added benefit, but it is not required.
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Understanding new direct-to-object storage and its use
in SOBR

Before VBR v12, the only use case for object storage was using it as a capacity or archive tier within
a SOBR. The release of VBR v12 changed this and allows users to scale their storage requirements
much more easily and not have to manage capacity as much as using block storage.

Direct to object is a new feature introduced with VBR v12. It allows users to move away from block
storage and send their data directly to object storage, on-premises, or in the cloud, with one of the
many vendors such as Microsoft Azure, AWS, Wasabi, and so on. The feature allows you to use object
storage in the performance tier of a SOBR, of which you can use multiple object storage extents, but
the caveat is that they have to be from the same vendor. You cannot mix object and non-object storage,
such as Microsoft Azure and AWS; both need to be from the same vendor to be a valid configuration.

( 1

Note

In the following examples on how to configure the direct-to-object storage for SOBR, I am using
Wasabi as the object storage for my lab as I have an account with them. You can use whatever
object storage you prefer, as many of them are compatible, including the big ones such as
Microsoft Azure, Google Cloud, and AWS. You may also use on-premises object storage as well.

. J

The following will outline how to set up the direct-to-object storage using a standard repository and
a SOBR. We will go through the steps to add two Wasabi repositories and then configure them in a
SOBR, and we will also add a third that will be a standard repository. To add a Wasabi object storage
repository, do the following:

1. Click on the Backup Infrastructure tab and select Backup Repositories.

2. Right-click and select Add backup repository... or use the Add Repository button in the toolbar:
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Add
Repository JFe;

Manage Repository

Backup Infrastructure Q Type in an object name to search for
4 [ Backup Proxies Name T Type
E Disabled (2) = Default Backup Repository Windows
S Backup Repositories £g Linux Hardened Repo Hardened
5. External Repositories @ Linux Hardened Repo 2 Hardened
4 =t Scale-out Repositories EA Linux XFS Linux
£z, Scale-out Backup Repository 1 Ef Linux XFS Hardened Repo Hardened
ﬁ_o SOBR - Win2019 with Wasabi g Linux XFS Hardened Repo 2 Hardened
£: SOBR - Win2022 RefS @) SOBR - ReFS 2019 Wasabi
£, SOBR Immutable @ Wasabi - Immutable Wasabi
£1, Wasabi-SOBR @ Wasabi - Non-Immutable Wasabi
£% WAN Accelerators & Wasabi-1 Wasabi
/-3 Service Providers ) Wasabi-2 Wasabi
& (5L SureBackup Ei= Win2019 ReFS Windows
[y Application Groups 2= Win2019 ReFS2 Windows
b, Virtual Labs i« Win2022 RefS Windows
- (‘E. Managed Servers E:=- Win2022 RefS - Std Repo 1 Windows
4 [E VMware vSphere = Win2022 ReFS - Std Repo 2 Windows
4[5 vCenter Servers Ei= Win2022 RefS-A Windows

.F home-vesall.home.lab
ﬁ'. Microsoft Windows

FA Linux

ﬁ Home
E'I tony
@:J Inventory

683 Backup Infrastructure

E" Add backup repository...

Rescan
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Figure 6.1 — Add backup repository by right-clicking or toolbar button

3. Click on Object storage in the Add Backup Repository dialog, as shown in Figure 6.2:
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Add Backup Repository

Select the type of backup repository you want to add.

Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage, This configuration enables data
maovers to run directly on the server, allowing for fastest performance.

Network attached storage

Network share on a file server or a NAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share,

Deduplicating storage appliance

Dell Data Domain, ExaGrid, Fujitsu ETERNUS C5800, HPE StoreOnce, Infinidat InfiniGuard or Q 1 DL If you
are unable to meet the requi of advanced integration via native appliance AP, use the network attached
storage option instead.

&

Object storage
On-prem object storage system or a cloud object storage provider,

Cancel

Figure 6.2 — Object storage selection

4.  After selecting Object storage, you can choose the vendor you will use for your object storage;
in my case, I selected Wasabi Cloud Storage, as shown in Figure 6.3:

©
Té

Object Storage
Select the type of object storage you want to use as a backup repesitory.

53 Compatible
Adds an on-premises object storage system or a cloud object storage provider.

Amazon S3

Adds Amazon cloud object storage. A 53, A 53 Glacier (including Deep Archive) and Amazon
Snowball Edge are supported.

Google Cloud Storage
Adds Google Cloud storage. Both Standard and Mearling storage classes are supported.

IBM Cloud Object Storage

Adds IEM Cloud object storage. 53 compatible versions of both on-premises and IBM Cloud storage offerings are
supported.

Microsoft Azure Storage

Adds Microsoft Azure cloud object storage, Microsoft Azure Blob Storage, Microsoft Azure Archive Storage and
Microsoft Azure Data Box are supported.

Wasabi Cloud Storage e
Adds Wasabi cloud object storage,
Cancel

Figure 6.3 — Wasabi Cloud Storage as the Object Storage selection
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5. You are then presented with the New Object storage Repository dialog, where you provide the
name of the repository, Wasabi -3, and enter a description, as shown in Figure 6.4:

New Object Storage Repository X

Name
Type in a name and description for this object storage repository.

Name:
Wasabi-3
Account .
Description:
Bucket Wasahi Storage for Direct to Object in SOBP.I

Mount Server

Review

Apply

Summary

[ Limit concurrent tasks to:  [2 = |

Use this setting to limit the maximum number of tasks that can be processed concurrently in cases
when your object storage is overloaded or cannot keep up with the number of AP requests issued by
multiple object storage offload tasks.

Mext > Finish Cancel

Figure 6.4 — The New Object Storage Repository dialog
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6. Click the Next > button to continue to the Account page, where you will enter values for
Region, Credentials, and Connection Mode:

New Object Storage Repository X
Account
Specify an account to use for connecting to Wasabi Cloud Object Storage.
Name Region:

| ca-central-1

Credentials:
|5£!’:-:. visting or add new tials \z I Add... I

Manage cloud accounts

Bucket

Mount Server

Review
Apply
Summary
Connection mode:
| Direct Choose...
Specify how object storage should be accessed and configure repository access control settings for
backup agents,
< Previous Next > Finist Cancel
Figure 6.5 — The Account page with details and the Add... button to input credentials
Note

If this is a new installation, you may not have any saved credentials in the system, so you will
need to use the Add... button to input your Access Key and Secret Key for connecting.

7. Click Next > to proceed to the Bucket page of the dialog, where you select the Bucket and
Folder options to use for backups, as shown in Figure 6.6. You can use the Browse... buttons
to select the bucket and the folder and create a new folder:
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Mew Object Storage Repository bt

Bucket
Specify object storage system bucket to use.

Name Bucket:
Iwasabi-veeam-regular | Browse... |

Account
Folder:
[directobject0] I Browse... |

Mount Server

[7] Limit object storage consumptionta: 10 2 | [TB
Review This is a soft limit to help control your object sto'rage spend. If the specified limit is exceeded,
already running backup offload tasks will be allowed to complete, but no new tasks will be started.

Apply ] Make recent backups immutable for 30 T days

Protects backups from modification or deletion by ransomware, malicious insiders and hackers, GFS
backups are made immutable for the entire duration of their retention policy.

Summary

| < Previous | | Mext > Finish Cancel

Figure 6.6 — Selecting the bucket and folder for object storage backups

8. Click Next > again to proceed to the Mount Server screen of the wizard where the backup
server usually gets selected as the Mount server value, as shown in Figure 6.7:

New Object Storage Repository X

Mount Server
Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries).
Instant recoveries require a write cache folder to store changed disk blocks in.

Mount server:

Mame :
| HOME-VEEAMV12.home.lab (Backup server) ~ | Add Mew... |

Account
Instant recovery write cache folder:

Bucket 2 . | F:\ProgramData'Veeam\Backup\IRCache\ Browse... |

Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
recovered machines. We recommend placing the write cache folder on an SSD drive.

Review Enable vPower NFS service on the mount server (recommended) Ports... |
Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.
Apply vPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM.
Summary
) Helper appliance has been configured successfully. Configure... |
j < Previous I Mext > | Finsh Cancel |

Figure 6.7 — The Mount server selection — usually the backup server itself
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9.  Click Next > again to proceed to the Review screen, which will highlight whether any components
need to be installed. Once you've reviewed the components, click the Apply button to proceed,
as shown in Figure 6.8:

New Object Storage Repository x
Review

Please review the settings, and click Apply to continue.

Name The following components will be processed on server HOME-VEEAMV12.home.lab:
Component name Status
Account z
Transport already exists
Bucket vPower NFS already exists
, Mount Server already exists
Mount Server

Apply

Summary

[[] Search the repository for existing backups and import them automatically

mport guest file system index data to the catalog

| < Previous Apply Finizh Cancel |

Figure 6.8 — Required components on the Review screen

10. You then will see the Apply screen in the wizard, which will install components if required or
proceed through updating the database records:
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Mew Object Storage Repasitory X
Apply
Please wait while your settings are being saved to the configuration database, and required backup infrastructure objects are
created.
MName Message Duration
Account () Starting infrastructure item update process 0:00:02
) [HOME-VEEAMV12] Discovering installed packages
Bucket () [HOME-VEEAMV12] Registering client HOME-VEEAMV12 for package ...
) [HOME-VEEAMV12] Registering client HOME-VEEAMV12 for package ...
Mount Server () [HOME-VEEAMV12] Registering client HOME-VEEAMV12 for package ...

) () [HOME-VEEAMV12] Discovering installed packages

Heyiew () All required packages have been successfully installed

d () Detecting server configuration

) Reconfiguring vPower NFS service 0:00:07
Summary (v Creating configuration datat records for i

) Creating database records for object storage repository 0:00:11
() Object storage repository has been saved successfully

tallerd

packages

| < Previous |] Mext > I Eimish “ancel

Figure 6.9 — The Apply screen installing components or updating the database

11. Click Next > to move to the Summary screen and Finish to complete the wizard, as shown
in Figure 6.10:

Mew Object Storage Repository X

Summary
You can copy the configuration information below for future reference.

Name Summary:

[Object storage repository was successfully created.
Account Name: Wasabi-3

Description: Wasabi Storage for Direct to Object in SOBR
Bucket Type: Wasabi

Gateway server: direct connection
Service point: https://s3.ca-central-1.wasabisys.com

Mount Server i
Region: ca-central-1
. Bucket: wasabi-veeam-regular
Keview #" |Concurrent tasks limit: unlimited
Storage consumption limit: unlimited
Apply Recent backups will not be immutable

Mount server HOME-VEEAMVY12.home.lab
Helper appliance: HOME-VEEAMV12.home.lab

| < Previous | Next | Finish I Cancel

Figure 6.10 - The Summary screen showing the final setup steps
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These steps complete adding a standard repository pointed to Wasabi object storage. To demonstrate
the direct-to-object storage for a standard repository and SOBR, I have followed the preceding steps
twice to create two more standard repositories: Wasabi-4 and Wasabi-5. They will be used in the SOBR
repository as the performance extents.

The repositories that were created will be used as follows:

o Wasabi-3: A standard repository to send backup data
o Wasabi-4/Wasabi-5: SOBR to send backup data

In the following screenshot, you can see the standard backup repositories created for object storage,
which will be used within the SOBR, shown in Figure 6.12:

Backup Reparitary

Repusitory
Manags Bepaiitary
Bahup Infrastrscture (o
4 & Backup Proxies o Namet Tete Hidt

25, Scata-out Backup Rapasitary 1
%2, SOBR - WinZ01 8 weith Wasabi
£, SOBR - Win2022 ReF§

SOBR immutable

%, Wasabi-S08R
£ Wit Accelerators
{55 Service Praviders 5 Wasabi-3 Wasabs Déract amazon 53453 ca-cantral- 1 wasabigys.comn/wasabi-vesam-regutar..
+ [ SureBackup & Wasabi-2 Wasabi Direct amazon’i: cantral- 1 wasabisys.com/ vwasabevasam-regular..
I, Application Groups 5 Wasabi-5 Wasalsi Direct amazan 53753 ca-central- Twasabisys.com/wasabi-vesam-regular...

h Virtual Labs
# (£ Managed Servers
4 | Viware vSphere
a [ yCenter Serers
FFF home-vesa1 homeab
L Micrasoft Windows
B Linux

Figure 6.11 — Wasabi repositories used for direct-to-object storage
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The Wasabi-4/Wasabi-5 repositories were added to a SOBR, as in the following screenshot:

d Replication

Scale-out Repository

X M9

Tl =
t Edit Scale-out Remove Set Access Set Rescan
F Rep: y P Logation = Rep
Manage Scale-out Repository tanage Settings Tools
Backup Infrastructure "2 FRET e bt o ek
4 = Backup Proxies Al Name T Type Host Path
& Disabled (2) 5 Wasabi-4 Wasabi Direct 53 .ca-central-1 igys.C ity gularVesam

[§ Backup Repositories - & Wasabi-5 Wasabi Direct 3i//23 ca-cantral-1.wasabisy i ulzr/Vesam
Fi External Repositories
4 75 Scale-cut Repositonies o

i Divect to Object SOBR
Figure 6.12 — SOBR for direct-to-object storage with Wasabi
Once you have configured either a standard repository or a SOBR for your backups, you need to create

a backup job pointing to one of them. I have created two jobs, one directed to the standard repository
(Wasabi-3) and one to SOBR (Wasabi-4/Wasabi-5) for this example.

A standard repository backup job

The following screenshot shows how a job is configured to point at a standard backup repository
created from the preceding steps:

¥ ?'3 O0F e N A Eﬁ»‘ 7 =
[ e, — A
= =] .. | — S (- = ] [
Backup Replication CDP Tape Copy | Restore Failover import Export Best Practices

Jobr  Job+ Policys  Jobr Copy Job= |+ Plan- | Backup Backup Anahzer
Primary Jobt Secondary fobs Reitore Actiong

Home L, Thiet in oo byt o Al jaks

= ok Hame T Trpe Obypesti Status it Fur Last Rasult et fun Target

b P\

4 [ Sarkups 46 Direct to Obyect - Sid Rego Whiwiare Backup 1 Stopped <Mot scheduled >
* Disk
2, Disk {jmported

% Disk {Encrypbed)

€ Olject Stomage

" Capacity Tier

T Capacity Toer [lmporbed)

Figure 6.13 — Backup job to a standard direct-to-object storage repository

The next diagram will show the standard repositories created in the preceding steps, but this time the
backup job is configured to point to the SOBR created from the repositories.
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SOBR backup job

The following screenshot shows how a job is configured to point at a SOBR backup repository created
from the preceding steps:

= =N -
oo i I e i
v &3 F adbarn A &
Backup Replication  COP Tape Backup Copy  Restore Failever  Import Export Best Practices
Job - Job - Policy = Jok = Plan - Backup Backup Anabyzer

Réstere Amam

Hame O Trpe £ Al by

T Bakup
65 Dwect 1o Dbject « 5067 Midware Backup 1 Stepped “ Mot schchiled s ewst i Dibject SOER

o Disk

., Disk {imparted)

4, Disk |Encrypted)

T8 Obgect Songe

W Capacity Toar

TE Capacity Tier [Inpored)

152 Tape
5F Replicas
S Reacy
4 [ Last 24 Hours
[} Running (1)
13 Succens
i Failed

i Hone
Figure 6.14 — Backup job to SOBR for a direct-to-object a repository

As you can see in the preceding screenshots, the jobs I created go to either the standard repository
(Wasabi-3) or the SOBR (Wasabi-4/Wasabi-5). For my examples, these backups will send jobs directly
to object storage in the chosen provider, in this case, Wasabi.

We have now covered the new direct-to-object storage for VBR v12. Now, let’s look at using GFS
backups to send to object storage using immutability.

Understanding GFS backups to object storage with
immutability

Object storage with VBR v12 is intended for long-term data storage in the case of your GFS backups,
but now it can also be used for short-term storage with performance extents in a SOBR. The repositories
are either a cloud solution or an Amazon Simple Storage Service (S3)-compatible storage solution
that can be on-premises.

To go along with the new direct-to-object storage backups, which can be used with immutable repositories,
you can now set up backup copy jobs with GES going to these same immutable repositories. So, what
does this give you? Some of the benefits are presented in the following list:

o A second copy of your data to ensure you are meeting the 3-2-2-1-0 backup rule for backups
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So, how do we set up GFS backups to be sent to immutable object storage? Using the processes already

Another copy of your backups on immutable storage

A second copy of data in another location or possibly a disaster recovery (DR) site

detailed in previous chapters, we can apply the following steps to configure a backup copy job with
GFS retention to immutable object storage.

Configuring a backup copy job with GFS retention to immutable
object storage

Complete these steps:

1.

Open the VBR v12 console and navigate to the Home tab in the Jobs section in the tree.

Right-click and select Backup Copy... or click on the Backup Copy button in the toolbar, as

in Figure 6.15:

View

* -
< & 3 ElT = H &= ¢
Backup Replication CODP Tape |Backupd Copy | Restore Fallover | Import Export BestPractices
Job - Job - Policy =  Job~ Job - ¥ Plan - | Backup Backup  Analyzer
Primary Jobs sEFondany Tobs Restore Actions
Q Type in an object name to search for
Name T Type Objects
Backup » {9} Agent Backup Job 1 Windaows Agent Backup 1
4 cop LY 1 COP Policy - DCOT cop 1
it Tape \\ &+ Direct to Object - SOBR VMware Backup 1
+ [ Backups " 16 Direct to Object - Std Repo VMware Backup 1
. Disk LY 16k Direct to Object Storage VMware Backup 3
2, Disk (Imported) \\ 6 Direct to ReFs VMyeare Backup 3
& Disk {(Encrypted) > {6+ Direct to ReF5 - Std Repo VMware Backup 3
f8 Object Storage \\ 46} Direct to XFS Hardened Repo  VMware Backup 4
"W Capacity Tier S 18 File Backup Job - SM8 File Backup 1
%, Capacity Tier (imported) \\ 46} Infrastructure Vs VMware Backup 7
iy Tape % 26} MAS Backup to Tape Backup to Tape 1
7 Replicas A 6t NAS Backup_clone! File Backup 1
" Ready & Object Storage to Tape Backup to Tape 1
4 [ Last 24 Hours % vCenter File Backups File Backup 1
7} Running (1) 1Bt Wasabi Testing VMuware Backup 4
__$ Success £
[} Warning \\ ,5 Backup »
(5 Failed \\ 44 Replication ’
\\ oo CDP policy 3
Y

Home

B
i ventony

i’;g Backup Infrastructure

[l File copy..

¥

Add view...

Figure 6.15 — The Backup copy job option to create a GFS backup
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2. You are then presented with the New Backup Copy Job dialog. Enter the Name and Description
values, then select the Copy mode option, as shown in Figure 6.16:

New Backup Copy Job x

Job

Backup copy job efficiently creates local and remote copies of your backups, making it easy to maintain multiple copies of your
data. Type in a name and description for the job, and specify backup copy interval.

W
|-—

Mame:

GFS Backup Copy to Immutable Object Storage

Objects
Description:

Target GFS Backup Copy job to Immutable Object
Data Transfer

Schedule

Summary

Copy mode:

@® Immediate copy (mirroring)

Copies every restore point as soon as it appears in the primary backup repository. This mode will
copy all backups created by selected backup jobs, including transaction log backups.

O Periodic copy (pruning)

Periodically copies the latest available restore point only, This mode also allows for selecting
which backups to process, enabling you to further reduce bandwidth usage.

Pravious Mext > Firach Cancel

Figure 6.16 — The New Backup Copy Job dialog

Note

Be sure to read the Copy mode options to ensure you select the specific option you want to
implement. Both do the same thing in the end, using different methods. More on this can be
found in the Further reading section at the end of the chapter.
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3. Click Next > to proceed to the Objects step, where you can select From jobs... or From
repositories..., as shown in Figure 6.17:

New Backup Copy Job

w Objects
[-—.] Add objects which backups should be mirrored to the target repository. Immediate backup copy job will process image-level
- | and transaction log backups.

Objects to process:

Job

MName Type Size | | Add...

From jobs...

Target From repositories...

Data Transfer

Schedule

Summary

Total size:

o8B

[] Include database transaction log backups (increases bandwidth usage)
< Pravious | Next > Finist Cancel |

Figure 6.17 — Selecting Objects for a backup copy job

4. Click Next > to move to the Target tab in the dialog. Here, you will select the Backup repository
option and turn on the Keep certain full backups longer for archival purposes GES option.
Click the Configure button to set the GFS options, as shown in the following screenshot. In
my example, I will keep backups for two weeks and one month for my GFS retention:
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MNew Backup Copy Jlob

_w Target

-————I Specify the target backup repository, number of recent restore points to keep, and the retention policy for full backups. You
= can use map backup functionality to seed backup files.

lob Backup repository:
Wasabi - Immutable 2 (Created by HOME\administrator at 2023-02-03 2:39 PM.} v |

= NA Map backup

Retention policy: | 8 = | | days v |

Data Transfer [v] Keep certain full backups longer for archival purposss Configure... J
GFS retention policy is not configured .
Schenile [] Read the entire restore point from source backup instead of synthesizing it from increments
ars "

Configure GF

[v] Keep weekly full backups for: | 2 C |weeks
Create weekly full on this day:
Keep monthly full backups for:| 1 T [ months

Use weekly full backup from the following week of a month: | First »

[ Keep yearly full backups for: |years ict schedule, notifications settings, [ Edvanced.)

Use monthly full backup from the following month:

i.saveasdefault“ oK | Cancel |5H Next > | Finish Cancel I

Figure 6.18 — Setting the repository and GFS with configuration

Note

The repository selected for the backup copy job is an immutable Wasabi repository to demonstrate
sending to immutable object storage.

5.  After clicking Next >, you will be in the Data Transfer section of the wizard. Here, you select Direct
or Through built-in WAN accelerators to send the data, as shown in the following screenshot:
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Mew Backup Copy Job X

w Data Transfer
l—-——l Choose how object data should be transferred from source to target backup repository.

Job @ Direct
Object data will be sent directly from source to target repository. This mode is recommended for

Objects copying backups on-site, and off-site over a fast connaction.

() Through built-in WAN accelerators
Target Object data will be sent to target repository through WAN accelerators that must be deployed in
- both source and target sites. This mode provides for significant bandwidth savings.

Source WAN accelerator
Schedule | |

Target WAN accelerator:

Summary

< Previous Next > Finish | Cancel |

Figure 6.19 — The Data Transfer options to the backup target repository

6. Click Next > again to proceed to the Schedule section of the wizard, where you can set up a
schedule for your job. Here, you can select Any time (continuously) or During the following
time periods only. Once you have selected the option you require, click Apply to set up your
job and move to the final Summary screen, as shown in the following screenshot:
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New Backup Copy Job X

Schedule

I—-— I Specify the backup copy job schedule.

lob This job can transfer data:
® Any time (continuously)

Objects
(O During the following time periods only:

Target (

Diata Tranchar = 2 4 [ 8 0 12 2 4 ] 8 10 12

1 3 5 7 g 1 1 3 5 i ) 1

Sunday

Summary Monday
Tuesday I ! |
Wednesday | | - |

Thursday
Friday

e

B Ensbled Disabled

| < Previous | Apply [ Finish | Cancel

Figure 6.20 — The Schedule options for the backup copy job

7. On the Summary screen, you can choose whether to enable the job by turning on the Enable
job when I click Finish option and then clicking Finish to complete the job setup, as shown
in the following screenshot. You can choose not to enable the job by removing the checkmark
first if you prefer:
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New Backup Copy Job X

w Summary
l—-——l You can copy the configuration information below for future reference.

Job Summary:
Mame: GFS Backup Copy to Immutable Object Storage
Objects Type: Backup Copy
Source items:
Target Direct to Object - SOBR
Data Transfer
Schedule

[¥] Enable the job when | click Finish I

< Pravious | Next Finish Cancel

Figure 6.21 — The Summary screen and job enablement option

We have now set up a backup copy job that uses GFS to store additional weekly and monthly restore
points directed to an immutable Wasabi repository. You will now have a second copy of your backup,
which will also be in an immutable repository, a new feature for GFS backups.

As you can see, setting up GFS backup jobs for direct-to-object storage is pretty straightforward. We
will now look at the last section of this chapter for the enhancements made to third-party integrations
within the VBR v12 console.

Discovering third-party integrations within the console
for Azure and Wasabi

Another significant VBR v12 console enhancement is how third-party integrations are carried out
with object storage vendors. The two vendors that will be used as examples are Microsoft Azure and
Wasabi when it comes to adding them for object storage, no matter the repository tier they will be
used in — performance, capacity, or archive tiers.
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You will see from the subsequent screenshots that Veeam gives you the selection options for these
vendors, detailing logos and information relevant to that vendor:

Wasabi Object storage

When selecting to add Wasabi Object storage, you will see the following:

©

Object Storage

Select the type of ohject storage you want to use as a backup repository.

S3 Compatible
Adds an on-premises object storage system or a cloud object storage provider.

Amazon 53

Adds Amazon cloud object storage. Amazon 33, Amazon 53 Glacier (including Deep Archive) and Amazon
Snowball Edge are supported.

Google Cloud Storage
Adds Google Cloud storage. Both Standard and Mearline storage classes are supported.

IBM Cloud Object Storage

Adds IBM Cloud object storage. 53 compatible versions of both on-premises and IBM Cloud storage offerings are
supported.

Microsoft Azure Storage

Adds Microsoft Azure cloud object storage. Microsoft Azure Blob Storage, Microsoft Azure Archive Storage and
Microsoft Azure Data Box are supported.

&

Wasabi Cloud Storage
Adds Wasabi cloud object storage.

Cancel

Figure 6.22 — The Wasabi Cloud Storage selection

Furthermore, the repository wizard has refined where you need to enter your Region and Credentials
details — no more entering the Access Point URL as in the following screenshot:
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New Object Storage Repository x

Account
Specify an account to use for connecting to Wasabi Cloud Object Storage.

Namie Region:
T |
Credentials:

Bucket i ( i Account, |ast edit ) Add... |

Manage cloud accounts
Mount Server

Review

Apply Connection mode:

Summary |m'eCt | | Choose... |
Specify how object storage should be accessed and configure repository access control settings for
backup agents,

| < Previous | Mext > Finksh [ Cancel ]

Figure 6.23 — Account requirements for adding Wasabi object storage

The following section shows Microsoft Azure storage.

Microsoft Azure Storage

When you add Microsoft Azure Storage, you will be presented with a further dialog to choose the
type of storage, as shown in the following screenshot:

@ Microsoft Azure Storage

Select the type of Azure storage you want to use as a backup repository.

. Azure Blob Storage
Adds Microsoft Azure Blob Storage of hot and cold tiers. Use this option for short-term storage of recent backups.

Azure Archive Storage
Adds Microsoft Azure Archive Storage of archive tier. Use this option for cost-efficient long-term archival of GFS
backups.

'} Azure Data Box

Adds Microsoft Azure Data Box systemn. Data Box enables you to perform offline transfer (seeding) of your
backups into the Azure Blob Storage.

Cancel

Figure 6.24 — The Microsoft Azure Storage types
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Here, you have the Azure Blob Storage, Azure Archive Storage, and Azure Data Box storage options.
This dialog tells you what types of object storage you can use with Microsoft Azure.

We have now looked at all topics within this chapter, so let's summarize what we have learned.

Summary

This chapter has reviewed direct-to-object storage and the newest enhancements. We looked at the
new direct-to-object storage available within VBR v12. We reviewed configuring and setting up the
new GFS backups to object storage with immutability. Finally, we looked at the enhancements to
third-party integrations for Microsoft Azure and Wasabi object storage. After reading this chapter, you
should have a much deeper understanding of the new direct-to-object storage options. You should also
now understand how to configure GFS backups to immutable object storage within VBR v12. Lastly,
you learned about the new third-party integrations for Microsoft Azure and Wasabi object storage.

Hopefully, you will now have a better understanding of the new object storage integrations and
enhancements. The next chapter will look at what Veeam has done in v12 to enhance network-attached
storage (NAS) backups.

Further reading

o Backup copy jobs — copy mode: https: //helpcenter.veeam. com/docs/backup/
vsphere/backup copy name.html?ver=120

o Adding Wasabi Cloud Storage: https://helpcenter.veeam.com/docs/backup/
vsphere/adding wasabi object storage.html?ver=120

o Adding Azure Cloud Object storage: https: //helpcenter.veeam.com/docs/backup/
vsphere/adding azure object storage.html?ver=120
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7
What’s New in NAS Backup

This chapter will examine what’s new in Veeam Backup & Replication (VBR) v12 with network-
attached storage (NAS) backups. First, we will discuss how the archive copy mode and direct-to-
object storage work with NAS backups. We will then discuss how now NAS backup can be sent to
immutable repositories for backups. Next, we examine publishing a network file system (NFS) NAS
backup as a Server Message Block (SMB) share for access. Finally, we will explore the health check
options and the cloud helper appliance.

By the end of this chapter, you will understand what NAS backup enhancements are new in v12. You
will also know their use cases and how they fit into your environment, whether you are using NAS
backups now or in the future. Finally, you will better understand publishing an NFS backup as an
SMB share, health check options, and the cloud helper appliance.

In this chapter, we will cover the following main topics:

o Understanding NAS backup - archive copy mode and direct-to-object storage
o Understanding NAS backup with immutability support
« Discovering NFS backup publishing as an SMB share

« Learning about health check features and the cloud helper appliance

Technical requirements

For this chapter, you should have VBR installed. If you followed along through the book, Chapter 1,
Installation — Best Practices and Optimizations, covered the installation and optimization of VBR,
which you can use in this chapter. Access to a NAS device will help reinforce many concepts covered
in this chapter, but it is not required.
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Understanding NAS backup - archive copy mode and
direct-to-object storage

Within the VBR v12, you can add NAS shares to your inventory. Then you back them up to object
storage and an archive repository for further retention. This process is accomplished when setting up
your file copy job to include your NAS folders.

Based on the following screenshot, you can see where I have added my NFS share to the VBR v12
console to be able to back it up:

< Home View File Share
=}
Add File Edit File Remove
Share  Share File Share
IManage File Share

Inventory Q Type in an object name to search for
4 (aé'i Virtual Infrastructure Name T Type
4 [g VMware vSphere |:| 192.168.2.253:/velumed /NFS1 MFS file share

Fl E vCenter Servers
> E home-vcsall.home.lab
4 (™ Physical Infrastructure
g2l Windows 11
gal Manually Added
Unmanaged
4 File Shares
NFS Shares
[iHl SMB Shares
4 [r; Last 24 Hours
@ Success
[ Failed

/h\ Home

||§|E| Inventory !

Figure 7.1 — NFS share added to the Veeam console for backup

While adding your NFS share on your NAS device, you have a wizard that walks you through setting
things up. I will walk through the share I have already set up to show the screens for a NAS share:

1. The first screen of the File Share wizard is the NFS File Share screen, where you input the location
of your NAS and share and set the Advanced options, as shown in the following screenshot:
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NFS File Share
Specify an NF5 server or a path to the file share,

fvolumed/NFST

Processing

Apply

Advanced X
Summary
(®) Backup directly from the file share

Locked files will be skipped and retried at the end of each job run.
() Backup from a storage snapshot at the following path:

hotneme format

Use nas:/snapshotfolden/snops

Cancel | \

To specify storage snapshot integration options, click Advanced.

_ Net> || Fnisn || Cancel
Figure 7.2 — The NFS File Share input and the Advanced options

2. After entering your information, click Next > to move to the Processing section to set up
options, as in the following screenshot:

Edit File Share *

Processing
Define the list of file proxies to be used for this file share processing and cache repository to store the metadata for faster backup
performance.

INFS File Share Backup proxy:
m Choose...
Cache repository:
Appl
B | Win2022 ReFS - Std Repo 1 (Created by HOME\administrator at 2023-01-18 3:11 PM.) v
Summary Caching helps to improve incremental backup perfoermance and reduce MAS load. Select a repository

located in close proximity to the file share. If lost, cache will be rebuilt automatically.

Backup I/0 control:
L

Lower impact Faster backup

Controls how aggressively backup jobs can fetch contents of the share. Lower impact is achieved by
pacing read requests of a single thread, while faster performance is gained by using multiple threads.

< Previous Apply Finish Cancel

Figure 7.3 — The Processing options for file share
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3. After setting the Processing options, click Apply to move to the Apply screen to make the
changes (in my example) or add the file share. Click Next > to proceed to the Summary screen
to review the settings, and then click Finish to complete the File Share wizard, as shown in
the following screenshot:

Edit File Share

Summary

You can copy the configuration information below for future reference.

MNF5 File Share

Processing
Apply

Summary

g

Summary:

[FS file share was saved successfully.

Shared folder: 192.168.2.253:/volumed/NF51
Backup proxy: all proxies

Cache repository: Win2022 ReF5 - 5td Repo 1
Backup /O control: faster backup

< Previous Cancel

Figure 7.4 — The Summary screen for file share addition

We have now added the NFS share, which is the first step in the process of backing up your NAS device
and shares. Let’s now look at both direct-to-object storage and archive repository options.

With VBR v12, direct-to-object storage is a theme and movement that allows users to go directly to
object storage without using block storage. Object storage allows for easier expansion for sizing over
block storage. You can send to either on-premises object storage or offsite, another data center, or
another object storage provider such as Wasabi.

Complete the following steps to set up a new file copy job, sending it directly to object storage and
configuring an archival repository:

1. From the Home tab, you can right-click the job window and select Backup | File share... or
use the Backup Job button in the toolbar:
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Figure 7.5 — Selecting the file copy job option

oy L +.4'_'\_‘+
LB F st A2 @
[ == = -'- . Qe = F [ [[=—=] =
Backup fReplication CDP Tape Backup Copy Restore Failover Import Export Best Practices
Job ~ Job~  Policy~  lob~ Copy Job~ * Plan~ @ Backup Backup  Analyzer
Primary Jobs Secondary Jobs Restore Actions
Home Q Type in an object name to search for
4 T Jobs A Mame T Type Objects
EFE Backup @Agent Backup Job 1 Windows Agent Backup 1
fiz cop {E COP Policy - DCO1 CoP 1
':é Backup Copy {C}} Direct to Chject - SOBR VMware Backup 1
& Tape @ Direct to Object - Std Repe Viware Backup 1
o Eé Backups @ Direct to Cbject Storage VMware Backup 3
% Disk @ Direct to ReFS VMuware Backup 3
& Disk (Imported) @ Direct to ReFS - Std Repo VMuware Backup 3
=¥, Disk (Encrypted) 16} Direct to XFS Hardened Repe  VMware Backup 4
E‘u Disk (Exported) @ File Backup Job - SMB File Backup 1
¥ Object Storage 48} GFS Backup Copy to Immut..  Backup Copy 1
il Object Storage (Copy) 48 Infrastructure VMs VMuware Backup 7
¥, Capacity Tier 46F NAS Backup to Tape Backup to Tape 1
E]THPE' {C}} MAS Backup_clonel File Backup 1
o EF—' Replicas {-"’6 Chject Storage to Tape Backup to Tape 1
[‘E‘ Ready {{l}‘-‘ vCenter File Backups File Backup 1
4 |_:; Last 24 Hours @ Wasabi Testing VMware Backup 4
[*% Running (1) "
* Backu 2 [ i i
=i P ; Yirtual machine...
7 Home m— | . | = -
-% Replication ¥ |lis  Windows computer...
E@ Inventory @0 CDP policy » |IA  Linux computer..,
F&l Tape job » @3 Mac computer...
'afE'g Backup Infrastructure %—l Bk EDA E!E Unix computer...
2 = Application »
'lf_-:ﬁ Storage Infrastructure il o €] .p.p
_ |—_'§|'] File copy... |ﬁ File share... L\QJ
) Infrastruct .
Tape Infrastructure {(‘F Adcdiiai
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2. You are then presented with the New File Backup Job window. Enter the Name and Description
values, then click Next > to proceed to the Files and Folders tab. You do have the option to
mark this job as High priority as well if your backup window or SLA requires this, as in the
following screenshot:
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Mew File Backup Job

il

MName

Type in name and description for this job,

Files and Folders
Backup Repository
Archive Repository
Schedule

Summary

|NAS Backup to Object Storage with Archive

Description:

MAS Backup to Object Storage with an Archiving optior1|

[] High priority
Backup infrastructure rescurces are offered to high prierity jebs first, Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements,

< Previous Mext = Finish Cancel |

Figure 7.6 — The New File Backup Job wizard

3. Youare now on the File and Folders screen in the wizard, where you can select your NFS share
added in the preceding steps, as shown in the following screenshot:

Mew File Backup Job

Files and Folders
Specify files and fol

Backup Repository
Archive Repository
Schedule

Summary

Select File or Folder b4 X

Server:

\\192.168.2.253\Backups\vesa v

Folders:

b il \192.168.2.253\Backups\vesa mfask e (e
Remove
Advanced

[ ok ]| canca Finish

Figure 7.7 — The Select File or Folder window for the NFS share
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4.  After selecting your share and clicking OK, click Next > to move to the Backup Repository
window, where you can choose an object storage repository for the direct-to-object option, as
shown in Figure 7.8:

Mew File Backup Job *

l.l_ Backup Repository
Specify a target backup repository and a file retention policy for backups.

Name Backup repository:

Wazabi-3 (Wasabi Storage for Direct to Object in Standard Repository) o
Files and Folders ==

= NA Map backup

Keep all file versions for the last: :S days v.

Retains recent versions of each file for the specified time period, allowing for restore of entire file shares
to a point-in-time state, restore of deleted files, and restore of earlier file versions.

Archive Repository

Schedule [] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository. Best practices recommend
Surmmary maintaining at least two backups of production data, with one of them being off-site.

Advanced job settings include notification settings, automated post-job activity and
: Advanced...
other settings.

< Previous Mext > Finizh | Cancel

Figure 7.8 - Backup Repository selection for an object storage repository

Note

The default number of days to keep files is 28, which you can change to your desired configuration.
You can also set advanced options such as file versions, access control list (ACL) handling,
storage, and so on, from the Advanced button.
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5.  After selecting your repository, click Next > to proceed to the Archive Repository tab, where
you can set up an archival copy of your NAS backup, as shown in Figure 7.9:

Mew File Backup Job >

Archive Repository
Specify an archive repository, archiving rules and a retention policy for archives,

MName Archive file versions to the following archive repositony:
Win2022 ReFS - Std Repo 1 (Created by HOME\administrator at 2023-01-18 3:11 PM.) ~

Files and Folders
Archive recent file versions
Immediately copies all backed up file versions also to the archive repository, enabling entire file
share recoveries from the archive should your primary backup be lost.

Backup Repository

Schedule

Archive oldest file versions for: |1 % 'months

Moves oldest versions of both active and permanently deleted files to a cheaper storage for a
leng-term retention as they age out frem your primary backup.
Files to archive:

[ I choose..
Define which specific file types should be archived. Does not affect the copy policy.

Summary

< Previous Mesxt = Cancel

Figure 7.9 - Archive Repository and options selection

At this point in the wizard, you can set the following things:
* The archive repository location can be local, network, or internet-based block or object storage.

* You can turn on the Archive recent file versions option to make immediate copies of your
backup data on the archive.

* You can turn on Archive oldest file versions for:, which allows you to set a retention period
in months or years. This option will move the oldest backup in the chain to the archive
repository and remove it from the primary storage to save space.
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Lastly, the Files to archive option defaults to All, but you can click the Choose... button to
select other options:

New File Backup Job

Archive Repository

Name

Files and Folders

Backup Repository

Schedule

Summary

Specify an archive rep

File Archive Settings

Files te archive:
® Allfiles

() All files except the following extensions:

() Files with the following extensions only:

Remove

£3-01-18 3:11 PM.) ~

e repository, enabling entire file
e lost.

iles to a cheaper storage for a

Choose..

Remaove
< Previous Mext =

Figure 7.10 — Archive repository files to archive setting

Finish

Cancel

6. After clicking Next >, you are then at the Schedule screen, where you can schedule your job

to run. Click Apply to create your job, which presents the Summary screen, then click Finish
to complete the wizard, as shown in Figure 7.11:

151
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Mew File Backup Job >

'-.—. Summary
ii Backup job settings have been successfully saved to the configuration database, Click Finish to et the wizard,

Name Summary:
Mame: NAS Backup to Object Storage with Archive
Files and Folders Type: File Backup
Source items:
Backup Repository Y4192,168.2,253\ Backups\vesa (\1192,168.2.253\Backupsivesa)

PowerShell cmdlet for starting the job:

Rchie hepastany Get-VBRNASEackuplob -Mame "NAS Backup to Object Storage with Archive” | Start-VBRIob

Schedule

[] Run the job when | click Finish

< Previous lext Cancel

Figure 7.11 - Summary of file backup job for NAS share

Note

You can run your job immediately by turning on the Run the job when I click Finish checkbox,
which will not wait for the scheduled time, instead running your job immediately.

We have covered both topics for this book section, which was direct-to-object storage and archive copy
mode to a secondary repository. We will now examine how NAS backups can be sent to immutable
storage for further protection.

Understanding NAS backup with immutability support

Something that goes along with the direct-to-object storage and archival support for NAS backups
is another feature that is new in VBR v12, which is sending NAS backups to immutable repositories.
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The process for this is similar to creating a NAS backup job as outlined in the preceding Understanding
NAS backup - archive copy mode and direct-to-object storage section. The only difference is that when you
come to the Backup Repository screen of the New File Backup Job wizard, you select an immutable
repository to send your NAS backup data to, as shown in the following screenshot:

Mew File Backup Job *

Backup Repository
Specify a target backup repository and a file retention policy for backups,

Mame Backup repository:

Wasabi - Immutable 2 (Created by HOME\administrator at 2023-02-03 2:39 PM.) W
Files and Folders =

= MNA Map backup
Backup Repository Keep all file versions for the last: |8 |3+ | days v

. . Retains recent versions of each file for the specified time peried, allowing for restore of entire file shares

Archive Repository to a point-in-time state, restore of deleted files, and restore of earlier file versions.
Schedule [] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository. Best practices recommend
Summary maintaining at least two backups of production data, with one of them being off-site.

Advanced job settings include notification settings, automated post-job activity and

ather settings. Advanced...

< Previous Mext > Cancel

Figure 7.12 - Immutable repository selection for NAS backups

Note

For my example, I am using one of the Wasabi repositories I have added to my console that
has immutability turned on.
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After your backup completes, you will notice on the summary screen a line that indicates that
immutability has been set, as shown in the following screenshot:

Backup - Immutable (Full)

Job progress: 100% 41.8 GB of 41.8 GB
I EEEEEEEEREREREREREREREREREREEE— — —

SUMMARY DATA FILES STATUS

Duration: 12:46 Processed: 41.8 GB (100%) Processed: 133 (100%:) Success: A
Processing rate: 81 MB/s Read: 418GB Read: 153 Warnings: 1]
Bottleneck: Target Transferred: 42 GB (1x) Transferred: 153 Errors: (1]
THROUGHPUT (ALL TIME)

Speed: 145 MB/s

Name Status Action Duration
@ \\192,168.2.253\Backu.,. | Success ) Using gateway home-winproxyl1.home.lab tor repository Wasabi - Immutable £
) Creating base backup infrastructure 00:02

() Share processing started at 2023-02-08 2:49:24 PM

& Using backup proxy home-winproxy01.home.lab

) Using backup proxy home-winproxy02.home.lab

@) Source share size: 153 files and 11 folders (41.8 GB) 00:00
2 153 files and 11 folders (41.8 GB) transferred at 81 MB/s 08:49
) Backup metadata update completed successfully 00:20
) Using gateway HOME-VBKOZ for repository Wasabi - Immutable 2

I ) Setting immutability for backup completed successfully I 00:07
&) Backed up 1533 files and 11 folders (41.8 GB)
) Busy: Source 745 > Proxy 13% > Metwork 30% » Target 95%

(D Primary bottleneck: Target
) Network traffic verification detected no corrupted blocks
(2 Processing finished at 2023-02-08 2:59:28 PM v

Hide Details oK

Figure 7.13 — Immutability has been set for NAS backups on the repository

So you are now protected with the number of versions of the file retention you select and the added
benefit of immutability. To test the immutable feature, if we try to delete the backups from within the
Veeam console, we will see in the status window that VBR v12 cannot delete the files due to them
being immutable. The following screenshot shows that the deletion of the NAS backups is not allowed
due to the immutability setting:
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I S Backup and Replication

S- Home [EEERC

[T T

Instant  Entire Rollback Files and
Recovery Share Share Folders

Restare Adions
Home Q Type in an object name tosearch for
A JobName T Creation Time Restore Paints Repesitory Platform
b &, Direct to Object - SOBR 2023-02-03 3:04 PM Direct to Object SOBR Viware
» ¢ Direct to Object Storage 2022-11-25 3:48 PM Wasabi-SOBR VMware
42 Backin Cony 4 NAS Backup - Immutable 2023-02-08 2:49 PM Wasabi - Immutable 2 File share
= Tape 171%1192.168,2,.253\Backupshucsa 2023-02-08 2:49 PM 1
4 [ Backups
¥ Disk Removing backup bed
2., Disk (Imported)
%, Disk (Encrypted) Mame: Backup Deletion Job Status:  Failed
Action type: Backup Deletion Starttime:  2023-02-08 3:10:51 PM
Initiated by: HOME-VBKO2\Administrator Endtime:  2023-02-08 3:10:56 PM
Log
Message Duration
4 [ Replicas (2 Starting backup deletion job
[l Ready () Preparing objects for deletion
4 [ Last 24 Hours (22 Building tasks list
[*} Running (1) - £ P ing hackup Lout of 1 (100% dongl 0:00:02

Q [\1192.168.2.233\Backups\vecsa] Unable to delete the backup file because it is immutable until 2023-02-26 2:58 PM. I
7 Wasabi - Immutable 2: 0 deleted, 0 skipped, 0 warned, 1 failed
3 Job finished with error at 2023-02-08 3:10:56 PM

E Inventory

lfg'g Backup Infrastructure

&

Storage Infrastructure

[ R S——
L

Oy 2

1 backup selected
Figure 7.14 - Deletion of NAS backup not allowed due to immutability
So from the examples given here, we can see that sending NAS backups to immutable storage gives

you an added layer of security and protection for your backups.

Now that we have covered immutable NAS backups, let’s look at how we can publish an NFS backup
as an SMB share to allow user access without having to restore.

Discovering NFS backup publishing as an SMB share

When you want to allow users access to a NAS backup, a new feature within VBR v12 will mount the
recovery point selected and then access it over SMB as a file share. You also control the permissions
when the backup is published, including the owner and user permissions.

You must select the Instant Recovery option for your NAS backup stored on disk to accomplish this
task. Follow these steps for an example of this:

1. Within the console, under the Home tab, please select the location of your backups and highlight
it. Click the Instant Recovery button in the toolbar to start the Instant File Share Recovery
wizard, as shown in Figure 7.15:
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Veeam Backup and Replication

e T X

Instant §Entire Rollback Files and Delete
Share Share Folders  from Disk

&, Disk (Imported)
¥, Disk (Encrypted)
== Disk (Exported)
§ Object Storage
1)’ Object Storage (Copy)
14, Capacity Tier
1) Tape

(] Replicas
El Ready

[ Last 24 Hours
[*# Running (1) )

Mount Servers

Restore Adtions
Instant Recovery I
Publishes file share backup content as a new file share N
A JobName T Creation Time Restore Points Repository Platform
4 Backup &% Direct to Object - SOBR 2022-02-03 3:04 PM Direct to Object SOBR VMware
{(}E.Tl op &% Direct to Object Storage 2022-11-25 346 PM Wasabi-SOBR VMware
18 Backup Copy 4 % NAS Backup - Immutable 2023-02-08 2:49 PM Wasabi - Immutable 2 File share
2 Tape 1 1\192,168.2,253\Backups\ves 2023-02-08 2:49 PM 1
EL: Backups
%, Disk

Figure 7.15 — Instant Recovery selection for backup

The Instant File Share Recovery wizard will start and show you the selected NAS backup you
will recover. You can also select another restore point using the Point... button if you have
more than one, which I do not. Click Next > to proceed to the Mount Servers screen when
ready, as shown in the following screenshot:

Instant File Share Recovery >

File Shares
|i ’I Select one or more file shares to be published.

File shares to publish:

‘Q Type in a file share name for instant lookup ‘

o Mame Source Restaore point
Access Permissions
1 Backupsi\vcsa 182.168.2.2...  less than a day ago (2:49 PM Wednesda...
Summary
< Previous MNext = Finish Cancel

Figure 7.16 - File share selection for recovery
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3. On the Mount Servers screen, you can allow VBR v12 to automatically select the server to use

or manually select a mount server. For this example, we will use Automatic selection. Click
Next > to proceed, as shown in the following screenshot:

Instant File Share Recovery

Mount Servers
|i ’I Specify rmount server settings for published file shares,

File Shares Automatic selection

Instant recovery will use a mount server associated with the backup repository where the data
resides. For scale-out backup repository, the least busy mount server of performance extents will
be used.

Access Permissions
(O Manual selection
Reason Specify a mount server for each published file share individually.

Sumrmary

< Previous Mext = Finish Cancel

Figure 7.17 — Mount server selection — automatic or manual

On the Access Permissions tab, you can set the security for the new SMB share created on
the mount server. You can select the Set Owner... and Permissions... options. You can also

see the SMB share path that will be created under the File share column, as shown in the
following screenshot:

Access Permissions Access Permissions X
|ii'| Use the following access permissions for the file system objects without permissions assigned in the backup.

Use the following access permissions for the file system objects

AL e b bR

T e e e e e i e e e e
applisd to all objects in the share starting from the root folder, O Deny to everyone

File shares:

Mount Servers

@ Allow to everyone

File share OUneracERnE e st oo 1 | © Allowto the fellowing accounts of groups only:

\\HOME-VBKOZ\Backupsivcsa HOME-VBKOZ\Admi... Allow to everyone | oy Account or group
Reason Permissions...

Remove
7

File,share _path for;access,

<Previous | | Ned> Cancel

Figure 7.18 — Access Permissions and file share path
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5. After clicking Next >, you are at the Reason page where you can enter a descriptive reason
for the restore or select to not show this dialog again with the checkbox at the bottom. Click
Next > to proceed to the Summary screen. Note that you will see the following popup when
the Permissions... option is set to Allow to everyone, as shown in the following screenshot:

e re Recoven *
Access Permissions
|i ’I Use the following access permissions for the file system objects without permissions assigned in the backup.
File Shares Specify access permissions to assign to objects without a valid security descriptor, These settings will be

applied to all objects in the share starting from the root folder,

Meount Servers File shares:

_ File share Owner account Permissions Set Owner...

WHOME-VBKD2\Backups\vesa HOME-VEKO2YAdmi... Allow te everyone .
Reason Permissions...

Summary Veeam Backup and Replication X

Allow Everyone permission will make the root of the
published file share accessible for any user on the
network, Just making sure this is intentional?

< Previous Mext = Finish Cancel

Figure 7.19 - Warning before proceeding to the Reason page

Note

Be sure if you want to grant everyone permission that this is your intention, as anyone on the
network can access the share once published. It is better to use the Permissions... button to
set specific user permissions. For this example, I am using the Allow to everyone option.
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The next screen is the Reason page, where you describe why you are running the recovery job:

Instant File S5hare Recovery *

Reason
i ’ Type in the reason for performing this restore operation. This information will be legged in the restore sessions history for later
| reference.

File Shares Restore reason:

Mount Servers

Access Permissions

Summmary

[] De not show me this page again

< Previous Mext > Finish Cancel

Figure 7.20 — The Reason page for the restore and the option to disable it

6. Once you've entered a reason, click Next > to view the Summary screen. Then click Finish
to start publishing the restore point as an SMB share, as shown in the following screenshot:

Instant File Share Recovery >
Summary
|II>I Review the settings, and click Finish to exit the wizard and start the restore process,
File Shares Surnmary:
File shares to publish:
Mount Servers Share name: \\192,168.2.253\Backupsivesa
Restore point: 08/02/2023 02:43:21 PM
Access Permissions Published share address: \\HOME-VEK02\Backups\vcsa

Mount servers mapping: Automatic

Access permissions:

Share: \1,192.168.2.253\Backupsivesa, Owner: HOME-VBEKO2\Administrator, Permissions: Allow to
everyone

Reason

< Previous Mext = | Cancel

Figure 7.21 - The Summary screen and the Finish button to complete the wizard
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Note
In the Summary screen, you can again see the SMB share path on the Published share address:
line, which is how to access it.

After the wizard completes, you can see the restore point mounted within the VBR v12 console
on the Home tab, as shown in the following screenshot:

Veeam Backup and Replication

Instant Recovery

N < X =

Migrate to Swit it  Open Stop  Properties
Production  H it Share Publishing
Adions Share Info
Home
Name 1 Type Host Status Restore Point Backup Name

EI Instant Recavery (1) D — . W_il W192.168.2.253\Bac...  Instant File Sh.. HOME-VBKD2 Mounted 2023-02-08 2:49:21PM  NAS Backup - Immutable

4 FL Backups
2 Diskc
2, Disk (Imported)
=¥, Disk (Encrypted)
= Disk (Exported)
§i Object Storage
1% Object Storage (Copy)
0¥, Capacity Tier
% Tape
Replicas
[l Ready
4 [ Last24 Hours 9

Figure 7.22 — The Instant Recovery restore published for access

7. To access the published SMB share, navigate to the \ \HOME-VBK02\Backups\vcsa location
from another server within your network or even on the local VBR v12 server:

B E B = | \homevbkd2\Backupsivesa
File Home Share
g New item - - | elect all
i Easy access " E Edit m Select none
L s

nvert selection

=
Delete Rename = Mew
T folder

anize ew Open Select

Date modified Type

izt ktop 442PM  File folder
E Documents

§ Downloads

Figure 7.23 — Accessing the SMB share over the network
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8. To now complete the restore process, you will need to use the Stop Publishing button in the
VBR v12 console, which allows you to do the following:

* Stop the sharing
* Unmount the backup from the mount server

* Stop the instant recovery session

9. When you click the Stop Publishing button, you will see a popup asking whether you want to
stop publishing the share, click Yes, as shown in the following screenshot:

Veeam Backup and Replication

ECCM nstant Recovery

Migrate ta S
Production

Properties

tchover Share [Publishing
Actions

Share Info

Type Host Status Restors Point Backup Name
. Instant File Sh.. HOCME-VBK02 Mounted 2023-02-08 2:49:21PM NAS Backup - Immutable

4

@1 cop

b=

'E :“k“pc“"”' Veeam Backup & Replication X

% Tape
4 E5 Backups

oo Stop publishing the following file shares?

2, Disk

2, Disk {Imported)
=¥ Disk [Encrypted) Show objects No
= Disk (Exported)
¥ Object Storage
fi Object Storage (Copy)
147} Capacity Tier
) Tape
4 [ Replicas

[l Ready

4[5 Last 24 Hours

A Home

Figure 7.24 — Stop Publishing and the confirmation dialog

After the mounted restore point is unpublished, you see a status and confirmation window. You will
notice that the Instant Recovery section in Figure 7.24 has now been removed from the console
window, as shown in Figure 7.25:
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View

L 3 ¥ ¥

Backup Replication CDP Tape Backup Copy
Job ~ Job~  Policy~ | Job~ Copy Job~

Primary Jobs Secondary Jobs

Home

4 jobs a
4 Backup
4 COP
i‘é Backup Copy
é"f Tape
4 Eé- Backups
¥, Disk
2, Disk {Imported)
=¥ Disk (Encrypted)
== Disk (Exported)
I‘ﬁ' Ohbject Storage
fis¥ Object Storage (Copy)
E\bz Capacity Tier
[g] Tape
Pl |§|’=_| Replicas
E—Q Ready
Pl |_:: Last 24 Hours
[*8 Running (1) v

Veeam Back)

E=0

™ | A .
[Exmn] E ][]
Restore Failover |Import Export Best Practices

¥ Plan = | Backup Backup  Analyzer

Restore Actions
All jobs

MName T Type Objects Status
Unmount finished x
All file shares were unmounted 11
Log:

Message Duration "™

() Creating database records

) Mounting directories 0:00:01

pdating database records

ile share \W\HOME-VBKO2\Backups'wvesa has been published successfully

! Starting unpublication for \4192.168.2.253 Backups'vesa file share

) Unpublishing file share

) Unmounting directories

2 File share \\HOME-VBK02\Backupsvesa has been unpublished successfully

Figure 7.25 - Instant file recovery unpublished

Now that we have looked at the SMB share option for NAS backups, let’s explore our final topic of this
chapter regarding the health check features and the cloud helper appliance.

Learning about health check features and the cloud

helper appliance

For this last section of the book, I will be discussing the following two features within the VBR

v12 environment:

o The health check utility

o The cloud helper appliance

The health check utility was also present in VBR v11; however, I wanted to give some details regarding
checking your NAS backup files covered in the preceding sections of this chapter.
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The health check utility

The health check utility checks the restore point consistency and the ability to restore from your
backups. In addition, it will perform a cyclic redundancy check (CRC) on the metadata and a hash
check on the data blocks to validate their integrity.

To run a health check on your NAS backup, do the following:

1. From within the VBR v12 console, go to the Home tab and then the Jobs screen. Right-click
on your NAS backup job, select Run health check, or use the Run Health Check button in the
toolbar, as shown in the following screenshot:

Home View

Retry JRun Health
Check

b e 088 X

Statistics Report

Edit Clone Disable Delete

Dietails Manage lob

Qn

All jobs

4 MName T Type Chjects Status
-lE Backup {{:}} Agent Backup Jeb 1 Windows Agent Backup 1 Stopped
g COP & COP Policy - DCO1 CDP 1 Syncing
'fé Backup Copy {{:)} Direct to Object - SCBR VMware Backup 1 Stopped
Eﬁ' Tape {i:)} Direct to Object - Std Repo VMware Backup 1 Stopped
4 [ Backups 16} Direct to Object Storage ViMware Backup 3 Stopped
%, Disk 6} Direct to RefS WMware Backup 3 Stopped
2, Disk (Imported) 8} Direct to ReFS - Std Repo VMware Backup 3 Stopped
ﬁ‘: Disk (Encrypted) {l:)} Direct to ReFS with Capacity Tier VMware Backup 3 Stopped
é Disk (Exported) {{:)} Direct to XFS Hardened Repo VMware Backup 4 Stopped
8 Object Storage 6} File Backup Job - SMB File Backup 1 Stopped
fiif Object Storage (Copy) {{:)} GF5 Backup Copy to Immutable Cbject Storage Backup Copy 1 Stopped
E‘l’z Capacity Tier -:0:3} Infrastructure VMs WMware Backup T Stopped
@Tape {{:)} NAS Backup - Immutable File Backup 1 Stopped
4 [ Replicas 6} NAS Backup to Object Storage with Archive File Backup 1 Stopped
B Ready 48} NAS Backup to Tape Backup to Tape 1 Stopped
4 [ Last 24 Hours {6} NAS Backup_clongt File Backup 1 Stopped
[*} Running (1) & Object Storage to Statk Backup to Tape 1 Stopped
@ Success -:'{'F vCenter File Backy Stop File Backup 1 Stopped
[% Warning 46} Wasabi Testing Retry . | VMware Backup 4 Stopped
[% Failed {5 Run health check |
; bg™
Wl Statistics
Report
Disable
@ Clone
Delete
& Edit.

Figure 7.26 — The Run health check options
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2. After you select to run the health check, a status window will appear on the screen showing

you the progress of the health check, as shown in the following screenshot:

Health check

|

Mame: NAS Backup Health Check NAS Backup_clone1

Action type: MAS Backup Health Check
Initiated by: HOME-VBKO2\Administrator

Status: In progress
Start time: 2023-02-09 2:46:42 PM
End time: n\a

Cancel

Mame Status Message Duration
| 192.168.2.253:/volumed/NF51 Pending ) Health check: validating files in backup (0% done) 0112 I
Close
Figure 7.27 - The Health check status dialog
3.

Once the health check is complete, the Health check dialog window will show a Success status.

You can review the health check status and click Close to close the dialog, as shown in the
following screenshot:

Health check

|

Marme: MAS Backup Health Check NAS Backup_clonel

Action type: MAS Backup Health Check Start time: 2023-02-09 2:46:42 PM
Initiated by: HOME-VBKO2\Administrator End time: 2023-02-09 2:51:23 PM

Status: Success

MName T Status Message Duration
o 192.168.2.253:/volumed/NFS1 Success Health check completed successfully 0:04:36
Close

Figure 7.28 — Successful health check status

Note

Had problems been detected, the status window would have shown more details for you
regarding the issues, and you could have run the Repair backup option.
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The following depiction of the Repair backup option is directly from the link in the Further reading
section at the end of this chapter. It shows inconsistencies in the NAS backup and the backup repair option:

h B ®48% X

“cp  Ratry RunHealth  Statistes Report  Edit Clone Disable Delate
Check
Job Control Deatails Manage lob
Home Q Type in for
4 Fiy ks Marne Ohbject Status LastRun t LastResul  NestRon Target Dascription
47 Backup 265 Filerends od 1 Stapped | minute n_ Warni HGAN W00l Bk oitary 5 Daily backup for fleserds:
£ P ng g ey 3 i
4 Backup Copy 48 Backup Job 1 Stopped  IWdayiagn  Suscess «natscheduleds  Backup Repository Q806 Created by GADAdeministratar at 8/15...
15 Tops
¥ [ Beckup 4 Rety
s (B "
(% Last 28 Hours s Runheah check
—t G Repai backup
Wiy Stasistics
[E Fegon
Disabile |
SUMMERY . | FILES STATUS THROUGH
ﬁunm &% Clone [
S Duratian: | K Delete et s Pracesied: Successt v
e Ieentary [
Processng rate: | R | Reed: Wemings: 14
17:_.', Backup rfrastscnse
= Bottleneck: Transfesred: (T Transfemred: N Enars: [
(G5 Sorsae nfrastructure
Name Sratuy Action Duration
ifﬁ Tape Infrastructure Il WlesenOfDocumants & Warning ) Hewhh check complened suceessfully o108
|_(_:‘ i B MAS backup \Wilesend5\Dacurments backup metadsts hes missing data files
1] Files
> §. Processing finished with warnings at 2/19/2011 G473 A0
;55} History

Figure 7.29 — Issues detected and the Repair backup option

As you can see, the health check is an excellent tool for checking your NAS backups to ensure consistency
and the ability to restore them without issues. You can even repair backups, as shown in the preceding
example. Now let us look at another component in VBR v12, which is the cloud helper appliance.

( 7
NAS to tape

VBR v12 also allows NAS backups to be sent directly to tape. Should this be used in addition to
backups on disk, be sure to configure the jobs carefully. If a backup job is created with a NAS
share directly to disk and a NAS share directly to tape, then there will be two licenses consumed
for both jobs. Instead, use the previously-explained archive repository for multiple copies or a
NAS job that is sent to tape with the source being the backup of the NAS share to disk.

- J

The cloud helper appliance

What is a cloud helper appliance, you might be asking yourself? It is a small Linux virtual machine
that is used during the restore of Linux servers to any of the following cloud vendors:

e Microsoft Azure
¢ Amazon AWS
o Google Cloud
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For each of the mentioned vendors, when set up within the VBR v12 environment, a small Linux
appliance is deployed to restore Linux-based virtual machines to the cloud provider. If you have
multiple locations for your cloud provider, then you will need to ensure that a cloud helper appliance
is installed in each location to ensure that you can restore.

Let's use Microsoft Azure to deploy the cloud helper appliance for this example. The following is how
to complete the task:

1. From within the VBR v12 console, click the hamburger menu, select Credentials and Passwords,
then select Cloud Credentials, as shown in the following screenshot:

P

Datacenter Credentials
: Manage stored accounts, private

keys and tokens.
Credentials and Passwords] » =
e ¢ ) Coud Credentials

i

V4 Gendial Opioas Manage stored cloud accounts and
access keys,
™ Users and Roles f:.‘ ined o o
i “&" Manage stored encryption
passwords.
Metwork Traffic Rules
o

@ Configuration Backup
=]
VM Exclusions

Console 3

Color Theme 2
=Q License

Help 4

Figure 7.30 — Adding Cloud Credentials for the helper appliance
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In the Manage Cloud Credentials dialog, select the Add... button and choose Microsoft
Azure compute account... as shown in the following screenshot:

Manage Cloud Credentials X

~—  Manage Cloud Credentials

|Certificate 1y _ 5
=_ | Use this dialcg to centrally manage all public cloud accounts and their passwords.

Account Type Description Last Edited | Add...
i:& Veeam Cloud Connect service provider account...

bt AWS access key..

T4 VCC-Tenantl Veeam service pr... Microsoft Azure storage account...

Microsoft Azure compute aEébﬁnf..i D
Google Cloud access key...

Google Cloud Platform service account.,

| oK e

Figure 7.31 - Selecting Microsoft Azure compute account...

The Microsoft Azure Compute Account wizard starts. Enter a name and description for your
account and click Next, as shown in Figure 7.32:

Microsoft Azure Compute Account X

| & |

Type in a name and description for your Microsoft Azure compute account.

Deployment Type

Description:
Account Type Microsoft Azure account with Helper Appliance deploymenli
Subscription
Summary
< Previous Mext = Finish Cancel

Figure 7.32 — Adding the Microsoft Azure Compute Account wizard
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4. 'The next screen is the Deployment Type screen, where you choose between Microsoft Azure

and Microsoft Azure Stack. Make your selection and click Next to proceed:

Microsoft Azure Compute Account

x
E Deployment Type
Choose whether you want to register a public cloud or on-prem deployment of Microseft Azure.
Name ® Microsoft Azure
Register an account for the public cloud computing service hosted in a global network of
Microsaft-managed data centers,
Region:
Account Type | Global ~

Subscription

() Microsoft Azure Stack

Register an account for a hybrid cloud computing service delivering Microsoft Azure services from a
Summary private or service provider's data center.

< Previous Finish Cancel

Figure 7.33 — Deployment type selection

5. The Account Type screen allows you to choose between Create a new account or Use the

existing account. Make your selection and then click Next to proceed:

Microsoft Azure Compute Account

ﬂ Account Type
Select the method of importing your Azure Resource Manager subscription.
&y

Namg () Create a new account
Veeam Backup & Replication will register a special application in Azure AD. This application will
o then be used to communicate with Microsoft Azure.
eployment Type

(®) Use the existing account

Backup server will connect to the existing Azure AD application that grants access to Microsoft
Subscription Azure resources. Ensure you have created the required application registration manually.

Summary

< Previous | Next = Firush | Cancel

Figure 7.34 — Account Type selection
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Learning about health check features and the cloud helper appliance

6.  When you select Create a new account, the Subscription screen allows you to enter a code for

the wizard to set things up for you. You also turn on the Linux support option for the cloud
helper appliance deployment and click Next to proceed, as shown in the following screenshot:

Microseft Azure Compute Account

E Subscription

Import your Azure Resource Manager subscriptions.

*

Name Sign in to the Microsoft Azure device authentication page https://microsoft.com/devicelogin using a
one-time passcode.
Deployment Type Passcode:
R5ROME37R

ficcount lyps Copy to clipboard
Helper Appliance
Apply
Summary

Linux support

Enable direct restore of Linux-based machines

Select this option if you plan to restore backups of Linux-based machines directly to Microsoft

Azure. This requires deploying a conversion helper appliance in Azure, The appliance will be
provisioned automatically,

Cancel

Figure 7.35 — The Subscription account creation and Linux support enablement
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7. The Helper Appliance screen is where you add your appliance settings. Once done, click OK,
and then click Apply when ready to apply the settings to your Microsoft Azure account:

E— Helper Appliance
Helper appliance is a Linux-based Azure laa$ VM that assists the recovery process of Linux machines. To deploy a helper
(VY appliance specify a subscription, lacation and other settings to deploy a new Azure VM with.

 Helper Appliance Configuration x
N Helper appliances: /
ame == subscription:
Subsciigition T, SHhageacalL Add.. I 7|
Deployment Type

/ Vimw.. Location:
| | x]

Storage account:

Account Type

Subscription

Resource group:

Apply

Virtual network:

Siarmmary | v

Siibnet
| 2
SSH Port:

< Previous Apply Cancel

Figure 7.36 — The Helper Appliance configuration screen

Note

Due to not having a valid subscription, I cannot complete the wizard, but if you do have a
subscription, then after clicking Apply, you are directed to the Summary screen containing
the details. Click Finish to exit the wizard.

After you complete the wizard, you will see your new Microsoft Azure compute account listed in the
Manage Cloud Credentials window:
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Summary

Manage Cloud Credentials *
Manage Cloud Credentials

Use this dialog to centrally manage all public cloud accounts and their passwords.

Cerfificate

=)

Account Type Description Last Editd | Add... |
4 AWS 22 days 3 Edit.
4 AWS 9 days ag
4 WCC-Tenant1 Weeam service provider  VCC-Tenant1 less than e
T4 MS Azure Microsoft Azure compute less than
oK Cancel

Figure 7.37 — Manage Cloud Credentials showing Microsoft Azure compute

We have now covered the section on health checks and using the cloud helper appliance for Microsoft
Azure. Let's now summarize this chapter.

Summary

This chapter reviewed new enhancements for NAS backups. First, we looked at the archive copy mode
for NAS backups and the direct-to-object storage option. We also reviewed the ability to use immutable
repositories for NAS backups. We then looked at how to publish a NAS backup as an SMB share for
user access. Lastly, we discussed the ability to run a health check on a NAS backup and how a cloud
helper appliance is used with the current cloud providers.

After reading this chapter, you should have a much deeper understanding of the NAS backup
enhancements and what’s new in v12.

Hopefully, you now have a better idea of NAS backups. The next and final chapter will examine
continuous data protection (CDP) and Veeam Cloud Connect and how they can be leveraged together.
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Further reading

Health Check: https://helpcenter.veeam.com/docs/backup/vsphere/
health check nas backup.html?ver=120

Helper Appliance — Microsoft Azure: https: //helpcenter.veeam.com/docs/backup/
vsphere/restore azure linux.html?ver=120

Helper Appliance - Amazon AWS: https://helpcenter.veeam.com/docs/backup/
vsphere/restore amazon proxy appliance.html?ver=120

Helper Appliance - Google Cloud: https: //helpcenter.veeam. com/docs/backup/
vsphere/restore google proxy appliances.html?ver=120


https://helpcenter.veeam.com/docs/backup/vsphere/health_check_nas_backup.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/health_check_nas_backup.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/restore_azure_linux.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/restore_azure_linux.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/restore_amazon_proxy_appliance.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/restore_amazon_proxy_appliance.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/restore_google_proxy_appliances.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/restore_google_proxy_appliances.html?ver=120
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8
CDP and Veeam Cloud Connect

Veeam Backup & Replication v12 has a great feature called Continuous Data Protection (CDP),
which will be the focus of this chapter, along with touching on Veeam Cloud Connect (VCC). We
will investigate how to use CDP on VMware Cloud Director (vCD) within VCC. Next, you will learn
how to leverage CDP to set disaster recovery from vCD to vCD. Finally, we will look at Veeam Cloud
Connect, including the new Instant VM Recovery feature.

By the end of this chapter, you will have discovered how CDP works with vCD in a VCC environment.
You will also be able to explain how you can use CDP to send data from one vCD to another vCD.
You will also know more about VCC, including the Instant VM Recovery feature.

In this chapter, were going to cover the following main topics:
« Discovering CDP to vCD in Veeam Cloud Connect
« Exploring CDP with vCD to vCD

« Investigating Instant VM Recovery within Veeam Cloud Connect

Technical requirements

For this chapter, you should have Veeam Backup & Replication installed. If you have followed along
through the book, Chapter 1, Installation - Best Practices and Optimizations, covered the installation
and optimization of Veeam Backup & Replication, which you can leverage in sections of this chapter.

Discovering CDP to vCD in Veeam Cloud Connect

Continuous Data Protection (CDP) is a way for you to protect your virtual machines with a to-the-
second Recovery Time Objective (RTO) based on your required Service-Level Agreement (SLA). It
will also provide the minimum RTO for your mission-critical servers because the replica VMs created
in the process can be powered up at any time.
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Four components make up the CDP infrastructure, and they are the following:

o Backup Server - The backup server is the CDP coordinator that ensures things are communicating
and working between the CDP proxy servers and the VMware hosts

o CDP Proxy - The CDP proxy replicates the VMs from the source host to the destination host

o Source and Target Hosts — There is a source host of the VM you want to protect with CDP
and the target host, which is where the replica VM will be created

o I/O Filters — Each host in both the source and target cluster requires an I/O filter driver to be
installed, which works in conjunction with the CDP proxy servers for the replication

The CDP infrastructure looks like this:

eeam COP
Coordinator Service

Backup server

Veeam COP Veearmn COP
1/0 filter Praxy Service Praxy Service /O fiter

Source Yiware Target Vivware
Source cluster CDP proxy CDP proxy Target cluster

Figure 8.1 - CDP infrastructure components

Note

For further information on CDP, please see the Further reading section and check Chapter 3
of Mastering Veeam Backup & Replication: Second Edition.

When sending to Veeam Cloud Connect, there are two ways in which you can use CDP:

« Veeam Cloud Connect without VMware Cloud Director - This method uses VMware
vCenter and hardware plans created within the console, which are assigned to the tenants for
Replication resources

¢ Veeam Cloud Connect with VMware Cloud Director - This method installs the I/O filter
drivers into the tenant vCD to use CDP for replication to the Cloud Director tenant


https://technet24.ir
https://technet24.ir

Discovering CDP to vCD in Veeam Cloud Connect

Now let’s leverage CDP with Veeam Cloud Connect using the VMware Cloud Director method. You
first need to contact a Veeam Certified Service Provider (VCSP) to be set up with Veeam Cloud
Connect. You can find a partner using the following site: https://vee.am/splookup

Note
You can search for services offered by type, country, and Veeam competency levels.

Once you have signed up for Veeam Cloud Connect services with a provider, they must create a vCloud
Director tenant within the Veeam Cloud Connect console. This step is completed after setting up a
tenant within the VMware Cloud Director environment first.

The tenant setup will look similar to this on the service provider side:

kup and Replication

dl

i" L A N

Add Edit load Disable lanags Dele Report | F
Tenant = Tenar Tenant Sut
Manage Tenants Dietails Remote Access
Cloud Connect Q Tyoe in an object name to search for
4 (™ Cloud Connect Name T Backups Replicas Servers Workstations Type Last Actve
[ Cloud Gateways 5, Chis_Lab_1 o o o ] WMware Cloud Director | Active
o Satewd p°°'=__‘_/" %, Chris_Lab_2 ] o 0 | VMware Cloud Director | Active

1, Replica Resources
&l Replica org VDCs
[3 Last 24 Hours

ﬁ Haome

B Inventory

Gng Backup Infrastructure
ﬂ;‘g Storage [nfrastructure

\i[g Tape Infrastructure

ll.a; Cloud Connect

Figure 8.2 - VMware Cloud Director tenant setup

After the tenant is created, you will then have Replica org VDCs resources on the Veeam Cloud
Connect side:
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Herne

25 Tewnts
s

Sanage

Figure 8.3 — Replica org VDCs for each tenant

¥ 44 I
Backuy Replestion  COR n Irpert Best Practices
b jebr Pokcy Deckup  Analyzer
Primary Joos ddary fobe | Restore Actione
Clood Connect
Organaation T wOC

+ (% Oouc Connest [, Chein_Lab,1 Chiin,Lak1

T i Gyt [y Ehris_Lab 2 Chris_LahZ

Sateway Fools

Storage Usage

.. OB [Unlevibed]

3% [NFS_Storage Policy. Veeam COP Repiication #C5_Siomge_Policy

We have covered the prerequisites for getting started with CDP for VMware Cloud Director. Let us
now look at how you configure your Veeam Backup & Replication v12 server to set up CDP policies
to VMware Cloud Director at the service provider.

To set up CDP to go from your on-premises Veeam Backup & Replication v12 server to the Veeam Cloud
Connect provider, you must ensure that you have configured a CDP proxy within your environment.
This process is carried out on the Backup Infrastructure tab under the Backup Proxies section:

Manage Prowy Upgrade

Backup Infrastructure

Backup Repositories
External Repositones
Seale-out Repositones
Direct to Object SOBR
Scale-put Backup Repasitory 1
i, SOBR - WinZ019 with Wasabi
SOBR - Win2022 RefS
54, SOBR Immutakle
E3, Wasabi-SOBR
£ WAN Accelerators
75 Sarvice Froviders
#  SureBackup
I Application Groups
& Virtual Labs
4 (i Managed Servers
4 5 VMware vSphere

4 B vCenter Servers

5 home-vesall homelab
+ 55 Mware Cleud Director
[%3 YMuware Cloud Director Cloud Hosts
Microsaft Windews

A Linux

A Home

I?—d'g Backup infrastructure

Marme Type Host T

E n Olhemelss Vhiware h ‘hemelab
|5 home-linuxpresy D1 homelsb  {Yhdware CDB heme-linuproxy01, heme lab
B heme-linuxproxyd2 homelab  Vidware heme-linuxprory32 home lab
[E” home-linuxpraxy0Z home las heme-linurpraxy02 home.lab
Eis Vivbware Backup Proxy Vidware HOME-VBKOZ. horme.lab

[ Backup Proxy Agent HOME-VEKD2. home lsb

B home-winproxy0thomelab  Vidware heme-winproxyd1.homelab
r]é, home-wingrooyd1. home.lab Agent home-winpraxy®1.home.lak
E  home-winproxy02.home lab ihwrare heme-winprony02.home lab
[ home-winproxyd2 homedab  Agent heme-winproxy02 home.lab

Figure 8.4 — CDP proxy setup in the Backup Proxies section
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After you have created your CDP proxy servers, you can then create a CDP Policy job within the

Home tab under Jobs using these steps:

1. Right-click in the job window on the right side of the console or use the CDP Policy button
in the toolbar to start the VMware vSphere policy wizard.

e
; : & D N -
== B LY | == ] ), ] -
Backup Replication Tape Backup Cop Restore Failover Import Export Best Practices
Job ~ Job ~ Job~ Copy Job~ * Plan =  Backup Backup  Analyzer
Primary lobs Secondary lobs Restore Actions

Name T

{6} Agent Backup Job 1

Ii5; Backup Copy # Direct to Object - SOBR

&= Tape {81 Direct to Object - 5td Repo
4 = Backups 46} Direct to Object Storage
%, Disk 46} Direct to ReFS

2, Disk (Imported)
=¥, Disk (Encrypted)
= Disk (Exported)

{6 Direct to ReFS - Std Repo
{6} Direct to ReFS with Capacity Tier
46t Direct to XFS Hardened Repo

Type

Windows Agent Backup
Viware Backup
Vhware Backup
Vhdware Backup
ViMware Backup
ViMware Backup
VMware Backup
Vidware Backup

§4 Object Storage 46t File Backup Job - SMB File Backup
l?st_' Object Storage (Copy) {6} GFS Backup Copy to Immutable Object Storage Backup Copy
W, Capacity Tier {8t Infrastructure VMs VMware Backup
@ﬂ Tape {éﬁ- MAS Backup - Immutable File Backup
4 Ef Replicas {6} NAS Backup to Object Storage with Archive File Backup
b Ready 16} NAS Backup to Tape Backup to Tape
4 [ Last 24 Hours {6} MAS Backup_clonel File Backup
[ Success 4% Object Storage to Tape Backup to Tape
[ Failed £ vCenter File Backups File Backup
{8+ Wasabi Testing VWiMware Backup
Iil Backup »
3= Replication »
oo CDP policy r 152 VMware vSphere...
B Tapejob » + VMware Cloud Director...
ﬁ Homé ] Backup copy.
%ﬂ Inventory F VM copy..
- [ File copy..
!’E'a Backup Infrastructure i()' Al |

Figure 8.5 — CDP policy wizard for VMware vSphere

2. You then will have the New CDP Policy wizard start, where you can enter your name and

description, and select advanced options.
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New CDP Policy X

CO Name
g Specify the name and description for this policy, and provide information on your DR site.

| COP Policy - DCOT

Virtual Machines

Description:
Destination CDP Policy to VMware Cloud Diractor in Veeam Cloud Connec|
Policy Settings
Schedule Show advanced controls:

[ Replica seeding (for low bandwidth DR sites)
[[1 Network remapping {for DR sites with different virtual networks)
Summary [ Replica re-IP (for DR sites with different IP addressing scheme)

Guest Processing

< Previcus Next > | Frrsh Cancel

Figure 8.6 — New CDP Policy wizard

3. Enter your job’s name and a description to ensure you know what servers are getting replicated,
and select the advanced options required. Click Next when completed to move to the Virtual
Machines section.

4. You will use the Add... button to select the virtual machines you want to be replicated. Once
the servers are selected, click the Add button to place them in the job and click Next to move
to the Destination section.

Taw COP Pofi < | add Objects =

Virtual Machines. =
% Salect ane of more Vis to replicate. Use exclusion seftings to exclude specific Vids and vatual disks fram replication. St bt i @ @Eﬁ = ¥ 5‘9
| v B Lab-Cluster "
+ B home-emillahemelst
» B home-esdi2ahomelab
+ B home-esildahomelst
» B home-esildahomelat
» [ Cloud_Connect_Replication
» (8 vClowd
i home-backupeagled!
('} home-dclt
Schedule ¥ home-deta
el i heme-kms0l
Guest frocessing o= o —"
i heme-linupresy a2
7 home-nsemgrt
{5 hema:-rafsrepolt
¥ home-routes0
Li# home-runecast0]
¥ home-vbki2

Marme Wirtusal machanes to replicate:

T T — - -

Destination

Palicy Settings

Summary

Recalculate |

Toral soe

0B [3= 1z man

q

“ [ =

<Prevaus Mext > Firssify Caneel

Figure 8.7 — Selecting the virtual machine(s) for replication
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The following figure shows the screen after clicking the Add button to revert to the wizard:

New CDP Policy P8

(O virtual Machines
Select one or more VMSs to replicate. Use exclusion settings to exclude specific VMs and virtual disks from replication.

Name Virtual machines to replicate:
Mame Type Size | Add... |
E? home-dc01 Virtual machine 277GE Remove
Destination
Policy Settings Exclusions..,
Schedule
Up
= p ;
Guest Processing =
Summary
Recalculate
Total size:
27.7 GB
| < Previous | ‘ Mext > | Finish | Cancel

Figure 8.8 - Virtual machine(s) selected for CDP replication
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5. Within the Destination section, you will select the Veeam Cloud Connect tenant to replicate
to VMware Cloud Director. Click the Add button and select Cloud host....

Mew CDP Policy

m Destination
Specify where replicas should be created in the DR site.

MName Host or cluster:

Choose...

Virtual Machines

VMware vSphere...
Cloud host...
- [

Policy Settings
electe
Schedule it
Guest Processing | Choase.
Surmnmary A2 i
E_—. o LHE
| Chooze.
< Previous Next > | Finish Cancel

Figure 8.9 - Destination section where you select Cloud host

6. After clicking Cloud host..., you will choose the tenant created on Veeam Cloud Connect on
the provider side, which was added to the Veeam Backup & Replication v12 console.
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New CDP Policy

Select Host x

m Destination .
b
g Specify where rg sEecthosy

~ (Gl Service Providers
v 5 home-vee0l.home.lab (Chris_Lab_1\chris)
Name o i <
7 home-vccl1.home.lab (Chris_Lab_2\chris) :

: : " | Choose...

Virtual Machines ; - g
| Choose
Paolicy Settings
Schedule
Guest Processing | Choose.
Summary
|E:' Type in an object name to search for Ql

|—0K_[I ci!‘ll:el | Choos=_

Figure 8.10 — Selecting the tenant from the service provider

7. After choosing the tenant from the Service Providers list, the Destination section of the
wizard will get populated. Click Next to proceed to the Policy Settings section of the wizard.

Mew CDP Policy x

w Destination
g Specify where raplicas should be created in the DR site.

Name 'Organizah‘on VDG
, | Chris_Lab1 | [ choose... |
Virtual Machines
vApp:
| Cloud Connect (Default | choose.. |

Policy Settings
for selected replicas

Schedule Storage policy:

Guest Processing l Veearn CDP Replication iSCS|_Storage_Policy 2023-02-24 2:50:17 PM [Unlimited] | Choose... |
for selected virtual disks

Summary

< Previous | Next > | Fimsh Cancel

Figure 8.11 — Destination settings populated based on tenant selection

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

182 CDP and Veeam Cloud Connect

8. You will select your Source proxy, Replica mapping, and Advanced options in the Policy Settings
section. Once all settings have been chosen, click Next to proceed to the Schedule section.

Backup Prowy =
0 Policy Settings Chanse backup prowy servers for this job, Far redundancy, we recommend to select
| Choose how VM dats sheuld be translered to the target site, specily replica name suffix and customize advanced palicy at laast two provies. Whan multiple proxies are avallable, selection will be
settings il required performed on per-VM bass, taking imto account prowy connectivity and current
Ioad.
() Autamatic selection
| Name Dat travsier The job will automatically select the mast suitabie backup prexy server from all
‘When repicating betwesn sites, we highiy recemmand that you deplay at least ane backup praxy iaisble backup provy servers,
Virtual Machines server locally in both sites to sliow direct access o storsge. ! 8 Use e selucim backaap prowy sevess ol
i Source proxy: — The job will select the mast suitsble backup prosy server fram the
| Automatic selection I Choose.. l Folloveing it of praxy servers.
Target proy: \ Name Seloct all
[ Servce providar's groxy w— name-linipre il home.lab Crearal
[0 home-linusprany2 home.lab -
Vierify whether currently svailabls rescurce can handle COP activity Test
Sany Replics mappng
Replica name suffic | _rapica
Use advanced policy sattings 12 set notification eptions Advanced..
e | o Gl

Figure 8.12 — Policy Settings selections

Note

You cannot change the Target proxy option since this will be a CDP proxy on the service
provider side configured in the Veeam Cloud Connect console.

9. In the Schedule section, you will select your Recovery Point Objective (RPO), Short-term

retention, and Long-term retention settings. Click Next once these settings are complete to
move to the Guest Processing section.
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New CDP Policy x

(OO Schedule
% Specify policy scheduling and retention options.

Name l Recovery Point Objective (RPO): l |15 2 | | Seconds ~ || Schedule..
: Minutes T
Virtual Machiries RPO defines the maximum acceptable data loss =
in case of a protected VM failure. Seconds Q | Reporting
" Enable point-in-time recovery within: | 4 : | | Hours L |

Policy Settings

Defines how far back you can go from the latest state for a point-in-time recovery. The bigger this
interval is, the more disk space is reguired on the target datastore to store the 1/0 journal.

Guest Processing Long-term retention

itional i : | v | h [ iz
Simmiy Create additional restore points every: 8 ours | Schedula
Keep these restore points for: |7 b | days

Defines how granular and how far back you can roll your replica VM state.

< Previous Mext » f ] Cancel

Figure 8.13 — Schedule settings for CDP policy

N
Note
The RPO setting can get set to minutes or seconds, and the short-term retention can be hours
or minutes. Remember that if you use seconds, the system will be busy with activity, and the
RPO may not be met. It would be best to determine what you want as your RPO/RTO to set
these correctly for your organization.

J

10. You can select Enable application-aware processing on the Guest Processing tab to enable
application-consistent backups, such as a domain controller. If you do not turn on this option,
the VM will be crash-consistent instead. Once the options are set, click Next to move to the
Summary section.
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MNew CDP Policy X
(71 Guest Processing
g Choose guest O5 processing options available for running VMs.
Nane 1¥] Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction legs processing, and
Vichal Machines configures the OS to perform required application restore steps upon first boot. |
C ize application handling options for individual machines and applications |App|i:cniicns,.,
Destination —
Guest interaction proy:
Policy:Settings | Automatic selection | | Choose..
Schedule Guest OS credentials:
| A home\administrator (home\administrator, last edited: 39 days ago) v | | Add..
Manage accounts
Summary G ize guest 05 credentials for individual machines and operating systems | Credentials...

=
Verify network connectivity and credentials for each machine included in the job | Test Now

< Previaus || Next > I Fmish | cancel

Figure 8.14 — Guest Processing options

11. In the Summary section, you can review all settings for your New CDP Policy wizard and select
Enable policy when I click Finish, which will turn on the CDP Policy job. Click Finish if all
settings meet your expectations or use the Previous button to go back to make adjustments.

New CDP Policy *
m Summary
You can copy the configuration information below for future reference.
Namea Summary:
Name: CDP Policy - DCO1
Virtual Machines Type: CDP
Enable application-aware processing
Destination Source items;
home-dcl1 (home-vesall.home.lab)
Policy Settings Replica destination:
Cloud host: Chris_Lab1
Schadule Cloud datastore: Vieeam CDP Replication iSCS|_Storage_Policy 2023-02-24 2:50:17 PM

Cloud vApp: Cloud Connect
Replica suffix: _replica
Source proxies: : home-linuxproxy01.home.lab
Target proxies: Automatic selection

Guest Processi

Recovery point objective (RPO): 15 minute(s)
Enable point-in-time recovery within: 4 hour(s)
Long-term retention
Create additional restore point every: 8 hours
Keep these restore points for: 7 days

[¥] Enable the policy when | click Finish

| < Previcus Next i Finish | Cancel

Figure 8.15 — Summary screen showing CDP job settings
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12. After clicking Finish, the CDP Policy job will be created, and you can monitor it within
the console.

Last 24 hours {all ViMs)

Data RPO Status
Total size: 0B SLA: MNAA Success: 0
Read: 0B Max delay: N/ ‘Warning: 0
Transferred: 0B Bottleneck: N/A Errors: 0

Throughput (last 5 min)

Last sync session (13 minute)
Mame Status D /A Read: N/A
(= Rpr— .
i home-de01 » | Initial syne Bottleneck:  N/A Transferred: N/A

Last period (& hour)

RPO Sync sessions
SLA: MN/A Success: MN/A
Max delay: MN/A Warning:  N/A
Bottleneck:  N/A Errors: N/A
Duratien Data
Average: NFA Average  N/A
Maximum: ~ N/A Maximum:  N/A
Sync interval: N/A Total: N/A
|0 Errors | I 1. Wamings | £ Success |
Action Duration
(¥ VM configuration for the initial sync is in progress 00:04
) Processing home-dc01
) Replication infrastructure resources have been acquired successfully 00:00
) Required backup infrastructure resources have been assigned
b Getting VM info from vSphere 00:01
) Source agent has been started successfully 00:00
Hide Details oK

Figure 8.16 — CDP Policy monitoring from within the console

You should now understand the CDP requirements for sending replicas to VMware Cloud Director,
including the CDP proxy servers, which communicate between your on-premises infrastructure and
the Veeam Cloud Connect infrastructure on the service provider side. We will now look at how the
CDP process works from one VMware Cloud Director to another, not using Veeam Cloud Connect.
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Exploring CDP with vCD to vCD

As previously discussed, you can create CDP policy jobs to send your workloads to Veeam Cloud
Connect on the Service Provider side, but what if you want to have CDP work with VMware Cloud
Director between two sites or data centers? This process allows you to set up CDP to use vCD to
vCD instead.

The following steps will walk through configuring a CDP job that will send data from one vApp in the
VMware Cloud Director tenant to another vApp in another VMware Cloud Director tenant, whether
in the same location/data center or a different location/data center:

1. The first step is to ensure you have added the VMware Cloud Director servers to the Veeam
Backup & Replication v12 console. This process is accomplished from the Backup Infrastructure
tab and by clicking the Add Server button, then VMware vSphere, and then Cloud Director.

@ VMware vSphere

Select the type of a VMware server you want to add to the inventory.

vSphere
:m Adds vCenter Server (recornmended), or standalone vSphere Hypervisor (ESXi) to the inventory,

EI _ Cloud Director
=5 Adds VMware Cloud Director server to the inventory.

Cancel

Figure 8.17 — Cloud Director option
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2.

Manage Server

Taols
Backup Infrastructure Q Type in
4 H Backup Proxies Name T

[ Disabled )
Backup Repositories

FA home-linuxproxy01.home.lab
.E'_\ home-linuxproxy02.home.lab

| 00

I External Repositories Fie home-refsrepc01.home.lab

] HOME-VBK02 home.lab
Fh, home-vcloud01.home.lab

4 = Scale-out Repositories
£, Direct to Object SOBR

Once you follow the wizard and complete it, you will see your VMware Cloud Director servers
added to the console.

Linux host
Linux host
Microsoft Windows server
Microsoft Windows server

VYMware Cloud Director server

[, Scale-out Backup Repository 1
ﬁ\ SOBR - Win20192 with Wasabi
[t SOBR - Win2022 RefS
£y, SOBR Immutable
E%‘ Wasabi-S0BR
£ WAN Accelerators
'_; Service Providers
4 'ZE'I SureBackup
('t Application Groups
db Virtual Labs
4 & VWware v5phere
4 [F) vCenter Servers
Eﬁ. home-vesall.homelab
4 [%E VMware Cloud Director
}7‘.3, VMware Cloud Directer Cloud Hosts
[Es Microsoft Windows
R\ Linux

t] home-vcsa01.homelab

== home-veeam(1.home.lab
Els home-win2022.home.lab
Ete home-winproxyD1.home.lab
Els home-winproxy02.home.lab
EA home-xfsrepcl1.home lab
EA home-xferepo02.home.lab

/ﬁ\ Home

é“ﬂ Inventory

ﬁ"ig'g Backup Infrastructure

3.

Figure 8.18 - VMware Cloud Director server added

VMiware vCenter server
Microsoft Windows server
Microsoft Windows server
Microsoft Windows server
Micresoft Windows server
Linux host

Linux host

Now, click on the Home tab, and under the Jobs section of the tree, right-click and click CDP

Policy > VMware Cloud Director..., or use the CDP Policy button in the toolbar.
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cop

&, g |2

cop
Palicy ~

Backup Replication|
Job ~ Job +

Primary Job

Home

12 Backup
{1 coP
45 Backup Copy
ﬁv Tape

2%, Disk

2, Disk (Imported)

=%, Disk (Encrypted)
| Disk (Exported)

¥ Object Storage

i3 Object Storage (Copy)

"4 Capacity Tier
|;r_."-=':] Tape
17 Replicas
B Ready
4 [ Last 24 Hours
(3 Success
[ Failed

ﬁ Home

l%?_‘ Inventory
‘fﬂi Backup Infrastructure

(.f__:

Storage Infrastructure

4.

Mg H A

Restore Failover

Tape Backup Copy
Job = Copy Jlob -~ ¥

Secondary Jobs

g

Import Export Best Practlces

Plan = | Backup Backup  Analyzer
Restore Actions
Q Tvpe in ar earch for
Name T

46+ Agent Backup Job 1

& CDP Policy - DCO1

6} Direct to Object - SOBR

16} Direct to Object - Std Repo

46} Direct to Object Storage

46} Direct to ReFS

16} Direct to ReFS - Std Repo

46} Direct to ReFS with Capacity Tier
10} Direct to XFS Hardened Repo
6} File Backup Job - SMB

46t GFS Backup Copy to Immutable Object Storage
{8} Infrastructure VMs

Type

Windows Agent Backup
cop

Viware Backup
VMware Backup
VMware Backup
VMware Backup
Viware Backup
VMweare Backup
ViMware Backup
File Backup
Backup Copy
VMuware Backup

-:é} MNAS Backup - Immutable File Backup
46} NAS Backup to Object Storage with Archive File Backup
46+ NAS Backup to Tape Backup to Tape
46} NAS Backup_clonel File Backup
48 Object Storage to Tape Backup to Tape
% vCenter File Backups File Backup
{6 Wasabi Testing VMuware Backup

& Backup 2

44  Replication

||UJ CDP policy || 4 VMware vSphere...

;_i.!‘_,] Tape;ob b ware Clo i Lo

|

29 Backup copy...

F VM copy...

[ File copy...

&F  Add view...

Figure 8.19 — CDP policy selection for VMware Cloud Director

The New VMware Cloud Director CDP Policy wizard will launch. The first step is to type in

a name and description and select any required advanced features based on your setup. Click
Next to move to the VApps screen.
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MNew VMware Cloud Director CDP Policy X

CO Name
L Specify the name and description for this policy, and provide information on your DR site.
|

MName:

| CDP Policy - vApp

vApps
Description:

Hestpahon VMware Cloud Director COP policy - vApp to vApp

Policy Settings

Schedule Show advanced controls:

] Replica seeding (for low bandwidth DR sites)

Guest Processin =
g __] Network remapping (for DR sites with different virtual networks)

Summary
Figure 8.20 — Initial settings for VMware Cloud Director CDP Policy
5. On the vApps screen, click the Add... button to choose the vApp you will replicate using

CDP to the Destination. Click the OK button to add the vApp, then click Next to go to the
Destination screen.

Newi Viisare Clouél Dire < | select Objacts %
=CO vapps Select objects: 1]
mg Sedact one or more vipps to replicate. Use the sxchusion settings to exclude specific YMs or virtual disks from replication. a % VMware Cloud Divectors
= P Bl home-veloudl hame.lat
4 &5 Ches_Lab 1
Name vapps to rephicate: 4 {4 Chris_Lab1
e T Size . BE Cloud Cannect 1
it o— — i
B & Cheis_Lab_2
Destination
Policy Settings Exclusions...
Schedule
Guest Processing B
Summary
Recalcutate:
Totad size:
0B Q |
Cancel

e | [ (N [

Figure 8.21 — vApp selection screen

6. Select the VMware Cloud Director tenant on the Destination screen to replicate your servers
using CDP. Click the Choose... button, select the tenant, and then click the OK button. The
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Storage policy option chosen is the default one within VMware Cloud Director for the tenant,
but you can use the Choose... button to change this. Once both options are selected, click Next
to move to the Policy Settings tab.

COP Polic < | Select Storage Policy X

Select storage policy: @
[ A-ETE VMuware Cloud Dirsctars 1
4 (i Chris_Lab2
£f iSCSI_Storage_Policy [1000 GB free]

Specify where replicas should be created in the DR site.
-E@

Name Organization VDC: _-'- NFS_Storage_Policy [1.8 TB fres]
[chns Lotz

vhpps
Storage policy:
| iscsi_Sterage_Poicy

Palicy Settings

Schedule

Guest Processing

Summary

= | 0« Cancel
< Previous Farsh Cancel ’

Figure 8.22 - Changing the Storage policy if required

7. The Policy Settings screen is where you select your Source proxy, Target proxy, and Replica
mapping settings, and select your notification settings with the Advanced... button. Make the
necessary changes and click Next to move to the Schedule screen.

i Vs Clowd [ L .Bukupﬂneq =
(50 Policy Settings Choase backup prexy servers for this job, For redundancy, we recommend to selict
Chaose how vipp data should be transferred to the target site, specify replica name suffir and custamize advanced palicy 8t least bwo promes, When mulbiple proxies are availabile, selechon will be
_—mg settings if required. perfarmad on par-VM basis, taking mto account prawy connectivity and current
Ioad.
@ Automatic selectian
Name Data trarsfer The job will autcmatically salect the mest nuitabla backup proay sarver from all
‘When replicating between sites, we highly recommend that you deploy at least one backup proxy available backup proy senvers.
whpos saever in sach se to allow direct acesss to the starage. ) Use the selactes backup pray servars anly
Scurce praxy: . The jot will select the most suitable backup prowy server from the
| Automatic ssfection Chooss... / following list of provy servers
o Targst praxy:
Schadule | Automatic selection | Choese..
Guest Frscesting Verify whether your avsistie resources are sifficient bo handle COF activity Test
Buptranary Replica mapping

Replics name suffi | replica

Use the advanced poficy settings to configure natfication aptians. Adhanced..

o] [ I [ (o< ][ cmal |

Figure 8.23 - Policy Settings screen
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Note

You can use the Test button to check your configuration for the proxy servers to show whether
you have the requirements for CDP activity.

Mew Viware Cloud Director COP Polic
l Policy Settings
Choose how vApp data should be transferred to the target site, specify replica name suffix and customize advanced policy
—— settings if required.
CDP Infrastructure Assessment X
Flame Data trans CDP proxy requirements:
When . st one backup proxy
vApps i MName Required )
i | Source Proxy CPU 8vCPU i
Destination & Source Proxy RAM DB (15 GB available) -
Auto : : | Choose... |
Source Proxy Bandwidth 0 KB/s (2 GB/s available ) (St e
Targe! Target Proxy CPU 8vCPU L
Auto| | Target Proxy RAM 0B (15 GB available) | Choose... |
Schedule S . |
Target Proxy Bandwidth 0 KB/s (3 GB/s available) "\..._
Guest Processing Verify| — r\ Test
Bandwidth requirements: .
Summary Replicam{ | VM Name Required
Replicq
Use the a| Advanced... |
| Cancel |
_ — 1

Figure 8.24 - Testing for CDP resources

8. On the Schedule screen, you set up Recovery point objective (RPO), Short-term retention, and
Long-term retention. The RPO can get set to Minutes or Seconds and Short-term retention
to Hours or Minutes. Select your options, then click Next to move to the Guest Processing tab.

191

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

192

CDP and Veeam Cloud Connect

New VMware Cloud Director CDP Policy X

| 00 Schedule

Specify policy scheduling and retention options.
—1]
—

Name Recovery point objective (RPO): | 15 : | Minutes ~ | | Schedule... |
RPO defines the maximum acceptable data loss Mi T |
vApps P
in case of a protected vApp failure. Seconds Rep_ortlng |
Destination Short-term retention
.. - - o o -~
Policy Settings Enable point-in-time recovery within: | 4 i | | Hours b

Defines how far back can you go from the latest state for a point-in-time recovery. The bigger this
interval is, the more disk space is required on the target datastore to store the I/O journal,

Guest Processing Long-term retention

. Create additional restore points every: hours Schedule... |
LII'I'II'I"IﬂI'}" —
Keep these restore points for: days

Defines how granular and how far back you will be able to roll your replica vApp
state.

< Pravious MNext > Finisk Cancel

Figure 8.25 — Schedule settings for CDP Policy

Note

The RPO setting can get set to minutes or seconds, and the short-term retention can be hours
or minutes. Remember that if you use seconds, the system will be busy with activity, and the
RPO may not be achieved. It would be best to determine what you want as your RPO/RTO to
set these correctly for your organization.

- J

9. On the Guest Processing tab, you can turn on application-aware processing. Select the options
required and click Next to move to the Summary screen.
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New Viviware Cloud Director COP Policy X

LOO Guest Processing

Choose guest OS5 processing options available for running VMs.

Name ["] Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the OS to perform required application restore steps upen first boot.

vApps
c ize application handling options for individual machines and applications et
Destination
Policy Settings - Chona
Schedule = -redh
Select existing credentials or add new Adigd
Summary Customize guest 05 ceedentials for indmidual machines and operating systems Cradantals
Verify netuc nnectivity and credentizlsfor each machine included in the jot Tazt Now
| < Previous Next > Finish Cancel

Figure 8.26 — Guest Processing options

10. The Summary page will show the settings for your CDP policy, and you can select the Run
the job when I click Finish option. Click the Finish button to complete the setup and create
the job, which can then be monitored in the console.

Mew VMware Cloud Director COP Policy X

LCX) Summary
You can copy the configuration information below for future reference.
1

Name Summary:
Name: COP Palicy - vApp
vApps Type: VCD CDP
Source items:
Destination vApp_Vesam _CDP (home-veloud0.home.lab)
Replica destination:
Policy Settings Organization VDC: Chris_Lab2
Storage policy: ISCS]_Storage_Policy
Schedule Replica suffuc _replica

Source proxies: Automatic selection
Target proxies: Automatic selection

Recovery point objective (RPO): 15 minute(s)
Enable point-in-time recovery within: 4 hour(s)
Long-term retention
Create additional restore point every: 8 hours
Keep these restore points for: 7 days

Run the job when | click Finish

< Previous Nest > ] Finish | | Cancel

Figure 8.27 — Summary screen and the option to run the job when finished
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As the job runs, you can monitor it from the console, as shown:

R CDP Policy - vApp

Last 24 hours (all VMs)
Data RPO Status

Total size: 0B SLA: N/A Success: 0

Read: 0B Max delay: N/A Warning: i}

Transferred: 0B Bottleneck: N/A Errors: 0

Throughput (last 5 min)

Last synic session

Name Siatus Duration:  N/A Read: N/A
SE vApp_Vee.. (b Initial sync Bottleneck:  N/A Transferred: N/A
Last period
RPO Sync sessions
SLA: NFA Success: /A
Max delay: N/A Waming:  N/A
Bottleneck:  N/A Errors: /A
Duration Data
Average: NFA Average  N/A
Maximum:  N/A Maximum:  N/A
Sync interval: N/A Total: M/A
IO Errors | | 1. Warnings | [ ) Success |
Action Duration
» vApp initial preparation is in progress 00:02
(¥ Loading source vApp configuration 00:02
Hide Details oK

Figure 8.28 — Monitoring CDP Policy for VMware Cloud Director

Now that we have looked at using CDP for vCD to vCD, the last topic we will cover is the ability for
instant VM recovery within the Veeam Cloud Connect console.

Investigating Instant VM Recovery within Veeam Cloud
Connect

Another enhancement in Veeam Backup & Replication v12 that will help Service Providers out is
conducting instant VM recovery from within the console for any tenants sending backups to the
Cloud Connect repository. Prior to Veeam Backup & Replication v12, this was not possible for Service
Providers, but with the feature introduced in v12, it is possible for a Service Provider to recover any
VM for a client within their environment.
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I will use a sample tenant I set up within the Veeam Cloud Connect console: VCC_Tenant. A
backup job was created to send a virtual machine backup to the VCC server to conduct the instant
VM recovery process. The process is as follows, and is done from the Veeam Cloud Connect console

on the Service Provider side:

1.  First, the backup from the tenant will need to be imported into the console by clicking the
Import Backup button on the Home tab.

Veearn Backup and Replication

Home v
il -a. N
W -)’S & | N | 5| A = Fi AN ()
= = =L = H| &=El= =
Backup Replication CDP Backup Copy Restore Failover] Import| Export Best Practices
Job ~ Job=  Policy~ Copy Job~ A Plan = § BackuplBackup  Analyzer
Primary Jobs Secondary Jobs Restore Actions
Home @ 1o inkn object nam All jobs
'I".;;;. Jobs Name T Type Objects Status
4 = Backups ¥
2., Disk (Imported)
! Replicas Wupas P *
“ [@ 'L.Iast 24 Hours 71 Specify backup to import. You can only import backups from
(54 Success computers added to the Veeam Backup console.
[“‘? Warning Computer:
home-win2022.home.lab (Microsoft Windows ~
Backup file
E\Backups VEC\WCC_Tenant\Backup Job - VCCy Browse...
[ Import guest file system index

/h\ Home

Figure 8.29 — Import Backup screen
2. Select the computer (that is the repository server), and click the Browse... button to select the

VBK/VIB file for import. Click OK when finished. The backup will import into the console,
and a new section in the tree will appear: Backups > Disk (Imported).
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X EFIEEEYE

= - = = 1 = 1
Braer Replication € DP Brlmp Copy Restore Failover l:nﬁt Export Best Practices
Job ~ Job~  Policy= Copy Job~ ® Plan =  Backup Backup  Analyzer
Primary lobs Secondary lobs Restore Actions
Home QL Type All jobs
Jobs Name T Type Cbjects Status Last Run
Backups
2 Disk (Imported) I Backup Impert %
Replicas ,
o T N - Name: Backup Import Status: Failed
s Action type:  Backup Import Start time:  2023-02-28 10:27:32 AM
[4+ Success
%) Warming Initiated by:  HOME\administrator Endtime:  2023-02-2B 10:27:37 AM
[ Failed Log
Message Duration
(] Starting Backup Impert job 0:00:05
¢ Background operation job started at 2023-02-28 10:27:32 AM
J Starting backup import...
ooking for data at host home-win2022.home.lab (id: 1d5687bf-32e1-49ba-823f-...
/n\ Hairie 3 Backup location: E:|Backups_VCC|VCC_Tenant|Backup Job - VCClvm-1997371.62e...
(2 Getting VMs from 'E:\Backups_VCC\WCC_Tenant\Backup Job - VCCiwm-1997371....
%!I Inventory € Failed to import backup Error: Backup 'E:|Backups_VCCVCC_Tenant|Backup Job -...
S 2 Background operation job failed Error: Backup 'E:[Backups_VCC[VCC_Tenant|Back...
‘fg’! Backup Infrastructure

torage Infrastructure Close

b=

Figure 8.30 — Backup imported into the console

Note

The import backup failed as it was already imported, so the error for the Backup Import dialog
can be safely ignored in this case.

3. Navigate to Disk (Imported), expand the Backup Job listed, and select the VM to be recovered.
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Veeam Backup and R

= S X

Home Backup

B B &AM 2 N QY

Instant Instant Disk Entire Virtual Export VM Guest Application Amazon Microseft Google Move Copy Delete
Recovery Recovery VM Disks Disks Files Files~  ftems = ECZ2  Azurelsas CE Backup Backup Eackup from Disk
Restare Restore to Cloud Actions
Home Q Type inan o
Job Mame T Tenant Name Creation Time
4 4 ,—"— Backup Job - VCC_imported 2023-02-28 9:31 AM
- -+ (5 ton-Tuz 2023-02-28 9:52 AM

a

[&# Success

[5 Waming

[ Failed
ﬁ Home

Figure 8.31 - VM selected for recovery

4.  After selecting the VM to recover, you will notice that the toolbar options are now available.
Select the Instant Recovery button from the toolbar to launch the Instant Recovery to VMware
vSphere wizard.

= LTI e T ol wm oy : g x
E=p E_]Ig ) ey (0 I I ;) A

Instant Enstant Disk Entire Virtual Bport VM Guest Application | Amazon Microsoft Google Move Copy  Deport  Delete
Recovery | Recoyvery VM Disks Dmks Files Files -  Jtems - EC2  Azureloas CE Backup Backup Hackup from Disk

Restore Restore to Cloud Actions

Home QU Type in an bject name bo se

Job Marme T Tenant Name Restore Points

" ackup bob - VCC_imparted 2023.03-28 0:51 AM
I i o7z I 2023-02-28 9:32 AM 1

| Instant Recovery to Vidware vSphere *

| Machines
D Select machines to be restored. You can add individual machines from backup files, or containers from fve environment

| m} {containers will be automatically expanded into plain fist).

[ Failed

Machines to restore:

| |r-.
Festore Mode szl
| Mame Size Restore point Add..,
Secure Restore (Ve
| e 2 ton-Tuz 31.2GE  less than a day age (R52 AM
Reason |
Summany

ﬁ Home

IE'!I Inventary

I'YH-, Backup Infrastructure |

- o
s nfrastructurs

Figure 8.32 - Instant Recovery to VMware vSphere wizard
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5.  Select the restore point that you want to recover (in my test case, there is only one), and then
click the Next button to proceed to the Restore Mode section.

Instant Recovery to Viiware vSphere x

Restore Mode
F ’ Specify whether selected YMs should be restored back to the original location, or to a new location or with different settings.

Machines () Restore to the original location
Quickly initiate the restore of selected VM to its original location, with the original name and
settings. This option minimizes the chance of user input error.

Destination (® Restore to a new location, or with different settings
Customize the restored VM location, and change its settings. The wizard will automatically populate
all controls with the original VM settings as the defaul

Datastore

Secure Restore
Reason
Summary

[] Restore VM tags

| < Previous Mext > Finist Cancel

Figure 8.33 — Restore Mode screen

6. 'The Service Provider will need to select the Restore to a new location, or with different settings
option since we are not doing the recovery on the tenant side. After selecting this option, click
Next to move to the Destination screen.

Destination
Choose ESXi server to run the recovesed virtusl maching on, You can choose to power on VM automatically, unless you need to
’ adjust VM settings first (such as change VM network).

Machines Restored Vi name:
|tun-7uz_rr_auud |
Restore Meode Fost
|hml-mD4|.Pmml.Iib | | Choose..
VM folder:
Datastore
et |Inﬁasuucmle | | Chy
> Advanced x
Secure Restore Fesource pock
Reacan [Resoueces || chf @ preserve mi0s uuID
Preserving system UUID for the restored VM prevents issues with
Surnmary applications that match system by UUID.
() Generate new BIOS UUID
Generating new WD prevents possible conflicts between the
restored clone and the eviginal machine.
/ =
+
To customize machine BIOS UUID click Advanced.,

< Previous Next > o Cancel

Figure 8.34 — Destination screen showing where to restore the VM
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Note

Since I am testing this process in the same environment, I added restored to the VM name
to ensure no conflict with my current VM.

7. On the Destination screen, you will select options for Host, VM folder, and Resource pool, and
you can use the Advanced... button to choose whether you keep the BIOS UUID or generate
a new one. Since the restore is done from the provider side, you can leave the Preserve BIOS
UUID option and click Next to proceed to the Datastore screen.

Instant Recovery to ViMware vSphere X

Datastore

By default, changed virtual disk blocks are stored in the vPower NFS cache folder on the backup repository's mount server. If
m’ desired for performance or capacity reasons, you can redirect this write cache to a different datastore.

Machines [ Redirect write cache
. . Datastore:
est
oreHoce [NFs-1 | [ Choose...
Destination = 29.9TB free of 34.9 TB

Secure Restore

Reason

Summary

< Previous | MNext > | Firsk [ Cancel .

Figure 8.35 — Datastore screen for write cache redirection

8. When restoring a VM, it uses the vPower NFS cache folder on the repository where the mount
service has been installed. If you prefer to have the write cache redirected to another datastore
so as not to cause performance issues, select the checkbox and datastore using the Choose...
button. Click Next to proceed to the Secure Restore screen.

Note

The write cache folder is where changes are written to while the VM runs and before the restore
occurs. This allows you to target more performant storage.
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Instant Recovery to ViMware vSphere X

Secure Restore
Scan the selected backup for malware, such as computer viruses or ransomware, prior to performing the restore. This requires a
m' compatible antivirus installed on the mount server specified for the corresponding backup repository.

Machines Scan the restored machine for mal prior to performing the recovery

The machine you are about to restore will be scanned by antivirus software installed on the mount
server to prevent a risk of bringing malware into your environment.

Restore Made

If malware is found:

(®) Proceed with recovery but disable network adapters
() Abort VM recovery

[ Scan the entire image

Continue scanning remaining files after the first malware has been found.

Destination

Datastore

Reason

Summary

< Previous Next > Finish | Cancel

Figure 8.36 — Secure Restore screen for antivirus scanning
On the Secure Restore screen, you can turn on the VM’s virus scanning during the restore
process. Select the required options and click Next to move to the Reason screen.

Instant Recovery to Vilware vSphere o]

Reason
H’ Type in the reason for performing this restore operation. This information will be logged in the restore sessions history for later
reference.

Machines Restore reason:

Restore Mode
Destination
Datastore

Secure Restore

Summary

[[] Do not show me this page again

Icl’revicus | Next > | Finich Cancel |

Figure 8.37 — Reason screen for the restore
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10. After entering a restore reason, click Next to move to the final screen - Summary - to review
and finish the instant VM recovery process.

Instant Recovery to ViMware vSphere X
Summary
F ’ You can copy this configuration information for the future reference.
Machines Summary:
Original machine name: ton-Tuz
Restore Mode New machine name: ton-7uz_restored
Restore point: less than a day ago (9:52 AM Tuesday 2023-02-28)
Destination Target host: home-esxilda.home.lab

Target resource pool: Resources
Target VM folder: Infrastructure

LT Write cache datastore redirection: Disabled
Secure Restore Secure Restore: Disabled
Reason

(4] Connect VM to network
[/] Power on target VM after restoring

< Previous | | Finish I' Cancel

Figure 8.38 - Summary screen to review recovery options

11. On the Summary screen, you can check the restore information and turn on the Connect VM
to network and Power on target VM after restoring options, depending on how you want to
proceed. Once all options are set, click Finish to begin the recovery process.

12. You will see the Restore Session status window, and when done, you can now work to complete
the restore from the Instant Recovery section, which is now in the tree on the console.
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Restore Session X
Name: ton-7uz Status: In progress
Restore type: Instant VM Recovery Start time:  2023-02-28 11:13:01 AM

Initiated by:  HOME\administrator

Reason Parameters Log

Message Duration *
) Connecting to host home-esxi0da.home.lab 0:00:01
) Checking if vPower NFS datastore is mounted on host 0:00:05

Locking backup files
Publishing backup files 0:00:10
Updating VM configuration 0:00:05
) Checking free disk space available to vPower NFS server
) Registering VM 0:00:10
No VM tags to restore 0:00:01
Creating VM snapshot 0:00:02
() Updating session history
(v) ton-7uz_restored has been recovered successfully
() Waiting for user to start migration -

Open console Close

Figure 8.39 — Restore session dialog

13. When you click the Instant Recovery section in the console, you will notice the restore point
is now mounted. There are options in the toolbar when you are ready to migrate the VM to
production or stop the instant VM recovery. You can use the Migrate to Production button
to complete the instant VM recovery or click Stop Publishing to cancel the task.

Vieearn Backup and Replication

-
w B X |
Migratete OpenVM  Stop  Properties
Production Corsole Publishing

actions Properties

Name T Type Host Status Festore Paint Backup Mame
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l

Mounted onthe,vRower

NRSiserver-Repository

Figure 8.40 — Instant Recovery of VM — migrate to production or stop publishing
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Summary

14. For this example, I will click Stop Publishing to cancel my restore. In the real world, a service
provider might use the Open VM Console button to launch a console to log in to the VM, or
use Migrate to Production to complete the restoration of the VM and allow the client access
to it via VMware Cloud Director.

lob -

o Fr
v 3o P A E AN @
] =] L L L o) =] == -
Backup Replication CDP Backup Copy Restore Failover Import Export Best Practices
Job~ Policy~ | Copy Job~- - Plan =  Backup Backup  Analyzer
Frimary Jobs Secondary Jobs Restore Actions
Q Type in an object name Al jobs
MName T Type Objects Status Last Run Last Result
Unmount finished x
All objects were unmounted il
3 e e |
[ Failed Log:
Message Duration  *
() Starting ton-Tuz_restored dismount
| & Connecting to host home-esilda heme lab iz
12} Checking if VM ton-Tuz_restored has been moved
| € Removing VM from inventery 0:00:01
2 Unmounting backup files :00:02
2 Unlocking backup file
| £ Deleting mount folder
| ] ton-Tuz_restored has been unmounted successfully I
I w

Figure 8.41 — Restore canceled and unmounted

That completes the process for a Service Provider to be able to make an instant VM recovery for a
client backup and selected VMs. This process allows the service provider to provide both an added
service for their client and even restore testing to ensure the backups are sound within the repository
server to which clients are backing up.

Summary

In this chapter, we looked at the process of using CDP with Veeam Cloud Connect for a Service
Provider using VMware Cloud Director. We reviewed the requirements and prerequisites for creating
CDP policies and how to direct them to the VCC server.

We also discussed using CDP to protect vApps within VMware Cloud Director from one tenant vCD
to another vCD.
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204 CDP and Veeam Cloud Connect

Finally, you should understand how Service Providers can now provide an added service for their
clients using the instant VM recovery feature. Hopefully, you will better understand how instant VM
recovery works for Service Providers.

This chapter concludes the third edition of the Mastering Veeam Backup & Replication v12 book, and
I want to thank you for reading it. I hope this booK’s content will benefit you and help you configure
your environment based on the topics covered, including many of the newest enhancements and
features added to the Veeam products.

Further reading
o CDP with Veeam Cloud Connect: https://helpcenter.veeam.com/docs/backup/
cloud/cloud connect cdp.html?ver=120

o Backup Infrastructure for CDP: https://helpcenter.veeam.com/docs/backup/
vsphere/cdp infrastructure.html?ver=120

o CDP for VMware Cloud Director: https: //helpcenter.veeam.com/docs/backup/
vsphere/vcloud director cdp.html?ver=120

o Continuous Data Protection (CDP): https://helpcenter.veeam.com/docs/backup/
vsphere/cdp replication.html?ver=120

o Best Practice for Instant VM Recovery: https://bp.veeam. com/vbr/Support/S_
Vmware/instant_ vm_recovery.html
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https://helpcenter.veeam.com/docs/backup/cloud/cloud_connect_cdp.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/cdp_infrastructure.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/cdp_infrastructure.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/vcloud_director_cdp.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/vcloud_director_cdp.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/cdp_replication.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/cdp_replication.html?ver=120
https://bp.veeam.com/vbr/Support/S_Vmware/instant_vm_recovery.html
https://bp.veeam.com/vbr/Support/S_Vmware/instant_vm_recovery.html
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