A Wiley Brand




Hi vanet wor k. comr HI'."


https://hivanetwork.com/

4% 5
SRR m\ .-
.

~.:ﬁ.@&%&éﬁh&.&ﬁﬁ&\..“
ukthm\%bwﬁmﬁm § \\\......,..c.u‘w %\
oo
\%«% M%”..m“ i

NN _ \ )







S 7
&% 2 m.w..w“ﬁ

7

A
s

N\

N
AR

N\
.
/m//////

\




Copyright © 2023 by John Wiley & Sons, Inc. All rights reserved.

Published by John Wiley & Sons, Inc., Hoboken, New Jersey.
Published simultaneously in Canada and the United Kingdom.

ISBN: 978-1-119-79892-7
ISBN: 978-1-119-79909-2 (ebk.)
ISBN: 978-1-119-79893-4 (ebk.)

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form or by any means, electronic, mechani-
cal, photocopying, recording, scanning, or otherwise, except as permitted under Section 107 or 108 of the 1976 United States Copyright Act,
without either the prior written permission of the Publisher, or authorization through payment of the appropriate per-copy fee to the Copy-
right Clearance Center, Inc., 222 Rosewood Drive, Danvers, MA 01923, (978) 750-8400, fax (978) 750-4470, or on the web at www. copyright
.com. Requests to the Publisher for permission should be addressed to the Permissions Department, John Wiley & Sons, Inc., 111 River
Street, Hoboken, NJ 07030, (201) 748-6011, fax (201) 748-6008, or online at www.wiley.com/go/permission.

Trademarks: WILEY, the Wiley logo, Sybex, and the Sybex logo are trademarks or registered trademarks of John Wiley & Sons, Inc. and/or
its affiliates, in the United States and other countries, and may not be used without written permission. Microsoft and Windows Server are
registered trademarks of the Microsoft group of companies. All other trademarks are the property of their respective owners. John Wiley &
Sons, Inc. is not associated with any product or vendor mentioned in this book. Mastering Windows Server 2022 with Azure Cloud Services is an
independent publication and is neither affiliated with, nor authorized, sponsored, or approved by, Microsoft Corporation.

Limit of Liability/Disclaimer of Warranty: While the publisher and author have used their best efforts in preparing this book, they make no
representations or warranties with respect to the accuracy or completeness of the contents of this book and specifically disclaim any implied
warranties of merchantability or fitness for a particular purpose. No warranty may be created or extended by sales representatives or writ-
ten sales materials. The advice and strategies contained herein may not be suitable for your situation. You should consult with a professional
where appropriate. Further, readers should be aware that websites listed in this work may have changed or disappeared between when this
work was written and when it is read. Neither the publisher nor authors shall be liable for any loss of profit or any other commercial dam-
ages, including but not limited to special, incidental, consequential, or other damages.

For general information on our other products and services or for technical support, please contact our Customer Care Department within
the United States at (800) 762-2974, outside the United States at (317) 572-3993 or fax (317) 572-4002.

Wiley also publishes its books in a variety of electronic formats. Some content that appears in print may not be available in electronic for-
mats. For more information about Wiley products, visit our web site at www.wiley.com.

Library of Congress Control Number: 2021947073

Cover image: © Getty Images, Inc./ Thomas Northcutt
Cover design: Wiley


http://www.copyright.com
http://www.copyright.com
http://www.wiley.com/go/permission
http://www.wiley.com

This book is dedicated to the three ladies of my life:
Crystal, Alexandria, and Paige.

This book is also dedicated to a great man and friend,
Doug Bassett. Doug has been a coworker and
Technical Editor on many of my books.
Unfortunately, my friend, passed away before this
book was released. He was an incredible person and
one of the best IT Trainers that I have ever worked
with. His friendship will be missed greatly.






About the Author

William Panek holds the following certifications: MCP, MCP+I, MCSA,
MCSA+ Security and Messaging, MCSE-NT (3.51 & 4.0), MCSE 2000,
2003, 2012/2012 R2, MCSE+Security and Messaging, MCDBA, MCT,
MCTS, MCITP, CCNA, CCDA, and CHFI. Will is also a five-time
Microsoft MVP winner.

After many successful years in the computer industry, Will decided
that he could better use his talents and his personality as an instructor. He
began teaching for schools such as Boston University and the University
of Maryland, just to name a few. He has done consulting and training for
some of the biggest government and corporate companies in the world including the United
States Secret Service, Cisco, United States Air Force, and US Army.

Will currently lives in New Hampshire with his wife and two daughters. Will was also a
Representative in the New Hampshire House of Representatives from 2010 to 2012. In his spare
time, he likes to do blacksmithing, golfing, and riding his Harley. Will is also a commercially
rated helicopter pilot.




Hi vanet wor k. comr HI'."


https://hivanetwork.com/

Acknowledgments

I would like to thank my wife and best friend, Crystal. She is always the light at the end of my
tunnel. I want to thank my two daughters, Alexandria, and Paige, for all of their love and
support during the writing of all my books. The three of them are my support system and
I couldn’t do any of this without them.

I want to thank all of my family and friends who always help me when I'm writing my books.
I want to thank my brothers Rick, Gary, and Rob. I want to thank my father for all of his love and
support.

I want to thank everyone on my Sybex team, especially my development editor Kim
Wimpsett, who helped me make this the best book possible.

I want to also thank Doug Bassett, who has been the technical editor of many of my books.
Doug has been a really great friend and he always inspired me to be the best I could be.

Finally, I want to thank everyone else behind the scenes at Sybex that helped make this book
possible. It’s truly an amazing thing to have so many people work on my books to help make
them the very best. I can’t thank you all enough for your hard work.






Contents at a Glance

Introduction . ... . xxi
Chapter 1 » Understanding Windows Server2022............................... 1
Chapter 2 ® Understanding Virtualization.......................... ... ... ... 21
Chapter 3 ¢ Installing and Configuring Hyper-V.................... ... ... ... 31
Chapter 4 o Installing Windows Server2022.................. ... .. .iiun... 63
Chapter 5 ® Understanding IP............. ... ... ... i .. 97
Chapter 6 ® Implementing DNS ........... ... ... ... ... ... 137
Chapter 7 ® Understanding Active Directory ................................. 181
Chapter 8 ® Administering Active Directory........................ ... ... ... 213
Chapter 9 o Configuring DHCP. .......... ... ... o i .. 249
Chapter 10 o Building Group Policies. ............. ... ... . i, 291
Chapter 11 ¢ Advanced Group Policy Options . ..................... ... ....... 321
Chapter 12 ¢ Understanding Cloud Concepts................................. 345
Chapter 13 o Configuring Azure............ ...ttt 355
Chapter 14 e Understanding Azure Active Directory .......................... 373
Chapter 15 ¢ Creating a Hybrid Network .............. ... . ... ... . ... ..., 395
Chapter 16 ¢ Understanding Microsoft Endpoint.............................. 433
Chapter 17 o Configuring Security ............. ... ... .. 459
Chapter 18 o Creating Azure Policies.............. ... ... ..., 483
Appendix ® TheBottom Line.......... ... ... .. 495

INAex. ..o 507






Contents

INtroduction ... ... ... xxi
Chapter 1 « Understanding Windows Server2022...............0c0ennn 1
Features and Advantages of Windows Server2022 ............................... 1
Deciding Which Windows Server 2022 VersiontoUse ............................ 6

Deciding on the Type of Installation .................. ... ... ... ... ... .. 13
Removed Features ......... ... .. 17
The Bottom Line...... ... .. 20
Chapter 2 « Understanding Virtualization........................... 21
Introduction to Virtualization................ ... ... ... i 21

Hyper-VFeatures ....... ... ... ... ... 23

Hyper-V Architecture. ........ ... ... . 28

Hyper-V Operating Systems . ............ ... . i i 29

Linux and FreeBSD Image Deployments .............. ... ..., 29

Virtualizationin Azure.......... ... ... .. 30
The Bottom Line........ ... i 30
Chapter 3 » Installing and Configuring Hyper-V...................... 31
Hyper-V Installation and Configuration .................... ... ... ... ..., 31

Hyper-V Requirements . ... ........... .. 31

Install the Hyper-VRole ........ ... ... i 32

Hyper-Vin Server Manager ...t 35

Using Hyper-VManager . ........... ... . i 35

Configure Hyper-V Settings ........... ... ... .. i i 36

Manage Virtual Switches.......... ... ... .. . 38

Managing Virtual Hard Disks. ........... ... ... o o i 40
Configuring Virtual Machines . ........... ... ... .. i i i 45

Creating and Managing Virtual Machines ................................... 45

Linux and FreeBSD Image Deployments ...................... ..., 56
PowerShell Commands. ............. i 59
The Bottom Line....... ... . 62
Chapter 4 « Installing Windows Server2022 ...................cc..... 63
Installing the Windows Server 2022 0S ......... ... ... .. i, 63

Installing with the Desktop Experience........................ ... ... . ... 63

Installing Windows Server 2022 Server Core .. ..........ooviiiiiiiiiiinnnn. 68
Activating and Servicing Windows. . ......... ... ... oo i 71

Key Management Service .......... ... ..o i 71



XIvV

CONTENTS

Automatic Virtual Machine Activation ............... ... ... ... .o 73
Active Directory-Based Activation................... ... ... ..o 74
Servicing Windows Server 2022 ......... ... 74
Configuring Windows Server Updates.................... ... ... ..., 75
Windows Update ............. . i 76
Using Windows Server Update Services. .............. ..., 80
Understanding FeaturesOnDemand . ............ ... ... ... ..o it 93
The Bottom Line....... ... 94
Chapter5 » UnderstandingIP...............ciiiiiiiiiinnnenenennn 97
Understanding TCP/IP. ... e 97
Details of the TCP/IPModel. . ... e 97
How TCP/IP Layers Communicate. ...ttt .. 98
Understanding Port Numbers. ............. ... ... ... i 98
Understanding IP Addressing .................. i 100
The Hierarchical IP Addressing Scheme . ................................... 100
Understanding Network Classes . ............ ... ..o i .. 101
Subnettinga Network . .......... . 104
Implementing Subnetting .......... ... ... . 105
An Easier Way to Apply Subnetting ................... ... ... o oL 110
Applying Subnetting the Traditional Way ........................ ... ... ... 114
Working with Classless Inter-Domain Routing . ............................. 121
Supernetting. ... ... 124
Understanding IPv6. . ... o 124
IPv6 Historyand Need. ........ ... i 124
New and Improved IPv6 Concepts ..., 125
IPv6 Addressing Concepts. .. ..ot 127
IPv6 Integration/Migration. . .......... ... . i 132
TheBottom Line. ... ... ... . 136
Chapter 6 « ImplementingDNS .............c.iiiiiiiiiiiinnnnnenn. 137
Introducing DNS .. ... 137
HOSTS Hle. . . ..o 138
Understanding Servers, Clients, and Resolvers.............................. 142
Understanding the DNSProcess .............. ..., 142
Introducing DNS Database Zones . ............... ... ... ... .. o oo i L. 147
Understanding Primary Zones . ............ ..., 148
Understanding Secondary Zones. ..., 149
Understanding Active Directory Integrated DNS ............................ 150
Understanding Stub Zones . ........... ... .. i 152
GlobalName Zones. . ...ttt i 153
Zone Transfers and Replication ............... ... ... ... i, 153
Advantages of DNS in Windows Server 2022 ............ ... ..o . 156
Background Zone Loading ........... ... ... i 157
Support for IPv6 Addresses. ............. i i 157

Support for Read-Only Domain Controllers. ................................ 157



CONTENTS

DNS Socket PoOIS . .. oo 158
DNSCacheLocking ....... ... 158
Response Rate Limiting . ......................... ... 158
Unknown Record Support.......... ... i 159
IPvO RoOt HInts . . ... oo 159
DNS Security Extensions . ..............oo i 159
DNS DevVOIULION . . oottt ettt et et et e e e et e 161
Record Weighting . ........... ... 161
Netmask Ordering ............. i 161
DnsUpdateProxy Group ...........ooiiiiiiiiiiiii i, 161
DINS POLICIES. -+« vttt et e e e e e e e e e e e e e e 161
Introducing DNS Record Types .. ... 162
Start of Authority (SOA)Records. ......... ... ... i i 162
Name Server Records. . .....oot it e 164
HOStRECOrd . ...t 164
AlIas ReCOTd. . . o\ttt e 165
Pointer Record. . ...t 165
Mail Exchanger Record .......... ... ... ... . 166
Service Record . . .. ... o 166
Configuring DNS . ... ... 167
Installing DNS . .. ... 167
Load Balancing with Round Robin ............ ... ... .. . ... oo .. 168
Configuring a Caching-Only Server................... ... oo, 168
Setting Zone Properties ............... . i 168
Configuring Zones for Dynamic Updates................................... 172
Delegating Zones for DNS. ......... ... i 173
DNS Forwarding. .........ooiuu i 174
Manually Creating DNSRecords . ............. ..., 175
DNS Aging and Scavenging ...ttt 176
DNS PowerShell Commands .. ........ititt i 176
The Bottom Line . . . ..ottt e e e 179
Chapter 7 « Understanding Active Directory ...............ccvvnenn. 181
Verifying the File System. . ......... ... . 181
Resilient File System (ReFS) .......... ... oo i 182
NS . ot e e 183
Verifying Network Connectivity ............. ... . i i 185
Basic Connectivity Tests............ ... i 185
Tools and Techniques for Testing Network Configuration..................... 186
Understanding Active Directory .............. .. i 188
Domains . . ..o 188
TS . ottt 188
FOrests. . oo 189

Understanding Domain and Forest Functionality............................... 189

XV



XVI | CONTENTS

About the Domain Functional Level ................... ... ... ... ... ....... 190
About Forest Functionality ............... .. ... o i 191
Planning the Domain Structure . .............. ... ... ... .. i 193
Installing Active Directory .......... ... i 193
Improved Active Directory Features ................... ... ... ... ... ... 194
Read-Only Domain Controllers .............. ... ... ... 194
Active Directory Prerequisites .................... ... ... oo 194
The Installation Process .. ......... ... ... o i i 194
Installing Additional Domain Controllers by Using Install from Media . ........ 201
Verifying Active Directory Installation............... ... ... ... ... ..., 201
Using Event Viewer ........ ... ... ... ... . 201
Using Active Directory Administrative Tools. . .............................. 203
Testing from Clients . .......... ... .. i 204
Creating and Configuring Application Data Partitions .......................... 206
Creating Application Data Partitions. ................. ... ... ... ... 206
Managing Replicas . ............ i 207
Removing Replicas . ... 208
Using ntdsutil to Manage Application Data Partitions ........................ 208
Configuring DNS Integration with Active Directory ............................ 210
TheBottom Line......... ... ... 211
Chapter 8 » Administering Active Directory......................... 213
Active Directory OVerview. ....... ... 213
Understanding Active Directory Features. .................................. 214
Understanding Security Principals. .............. ... ... .o i 215
AnOverview of OUs. . ... 216
The Purpose of OUs ... o 217
Benefits of OUS . . .. ... 217
Planning the OU Structure . ... 217
Logical Grouping of Resources. ............ ... ..., 218
Understanding OU Inheritance ............... ... ... o ... 219
Delegating Administrative Control .................... ... ... ... L 220
Applying Group Policies . .......... ... i 221
Creating OUs. . ... 221
Managing OUs .............. . . 224
Moving, Deleting, and Renaming OUs .. ................ ... ... oo, 225
Administering Propertiesof OUs. ............. ... ... ..o i, 225
Delegating Control of OUs .............. i 227
Creating and Managing Active Directory Objects. . ............................. 228
Overview of Active Directory Objects. ........... ... ... i . 229
Managing Object Properties .......... ... . ... i 235
Understanding Groups ... 238
Filtering and Advanced Active Directory Features........................... 240
Moving, Renaming, and Deleting Active Directory Objects ................... 241
Resetting an Existing Computer Account........................ ... ... ... 242
Understanding Dynamic Access Control ................................... 243

H vanet wor k. comr HIM‘I


https://hivanetwork.com/

CONTENTS | XVII

Managing Security and Permissions .............. ... ... .. oo 244
Publishing Active Directory Objects . ............ ... .. oo .. 245
Making Active Directory Objects Available to Users. ......................... 245
Publishing Printers . ........... ... i 245
Publishing Shared Folders. . ........... ... . ... ... . i 246
PowerShell for Active Directory ............. ... i i 247
The Bottom Line....... ... 248
Chapter 9 « Configuring DHCP .. ........c.ciitiiiiinnirnenennnnenes 249
Understanding DHCP . . ... o 249
Introducing the DORA Process. . ... 250
Advantages and Disadvantages of DHCP .................................. 251
Ipconfig Lease OptiONS . ...t 252
Understanding Scope Details . ............ .. ... i i 253
Installing and Authorizing DHCP. ........... .. ... i 255
Installing DHCP . ... 255
Introducing the DHCP Snap-In. .. ............. i 256
Authorizing DHCP for Active Directory............... ... ... oL, 257
Creating and Managing DHCP Scopes............... ..., 259
Creatinga New ScopeinIPv4...... ... ... i 259
Creating a New ScopeinIPv6. ............oo i 267
Changing Scope Properties (IPv4and IPv6)............... ... ... .. ... ... 269
Changing Server Properties. . .............. .. .. i 270
Managing Reservations and Exclusions .................. ... ... ... ... ... 272
Setting Scope Options for IPv4 .. ........ ... .. . i i 274
Activating and Deactivating Scopes. . ............ ... ..o i i 276
Creating a Superscope for IPv4. . ......... ... .. i i 276
Creating IPv4 Multicast Scopes. . ... 277
Integrating Dynamic DNSand IPv4DHCP ................................. 279
Using DHCP Failover Architecture .................... ... ... ... ..., 281
Working with the DHCP Database Files . ................................... 281
Working with Advanced DHCP Configuration Options......................... 283
Implement DHCPV6O. . ... 283
Configure High Availability for DHCP, Including DHCP Failover
and Split Scopes ... ... 284
Configure DHCP Name Protection ............ ... .. ... . oo, 286
PowerShell Commands. .............o i 287
TheBottom Line. ... ... ... .. 289
Chapter 10 « Building Group Policies.................... ..o, 291
Introducing Group Policy . .......... .o i 291
Understanding Group Policy Settings.................... ... ... . ... ...... 292
The Security Settings Section of the GPO .............. ... ... .. ... .. ..., 295
Client-Side EXtensions . ... 296
Group Policy Objects ........ ... 296

Group Policy Inheritance. .......... ... ... o i i 297



XVIII | CONTENTS

Planning a Group Policy Strategy ............. ... ... i i 298
Implementing Group Policy............ ... i i 298
Creating GPOs. .. ..o 299
Linking Existing GPOs to Active Directory ............... ... ... .. ... ...... 301
ForcingaGPOtoUpdate........... ... . i 302
Managing Group Policy ....... ... ... 303
Managing GPOs ........ .. i 303
Security Filtering of a Group Policy............ ... ... ... ... il 304
Delegating Administrative Controlof GPOs ................................ 306
Controlling Inheritance and Filtering Group Policy .......................... 307
Assigning Script Policies . .......... ... ... . 308
Understanding the Loopback Policy .............. ... ... ... oL, 310
Managing Network Configuration. .............. ... . ... ... ... ... ..., 310
Configuring Network Settings . .......... ... ... ... .. o i i 311
Automatically Enrolling User and Computer Certificates in Group Policy ... ... 311
Redirecting Folders. .......... ... . . 313
Managing GPOs with Windows PowerShell Group Policy Cmdlets ............ 314
Item-Level Targeting. . . ......... . i 315
Back Up, Restore, Import, Copy, and Migration Tables ....................... 316
TheBottom Line........... ... . 319
Chapter 11 « Advanced Group Policy Options........................ 321
Deploying Software Througha GPO ............. ... ... ... ... .. .. 321
The Software Management Life Cycle................. ... ... .. ... ... 322
The Windows Installer.......... ... ... ... i i 323
Deploying Applications. . ... 326
Implementing Software Deployment ................... ... ... i 328
Preparing for Software Deployment ........... ... ... ... . ... .o oL 328
Software Restriction Policies. ............. .. ... i i 329
Using AppLocker ... . 329
Group Policy Slow Link Detection. ............... ... ... .o, 329
Publishing and Assigning Applications ................. ... ... ... ... 329
Applying Software Updates ............. ... il 331
Verifying Software Installation . ............... ... ... .. ..o oL 332
Configuring Automatic Updates in Group Policy..................... ... ... 332
Configuring Software Deployment Settings ................................... 333
The Software Installation Properties Dialog Box ............................. 333
Removing Programs. ...................... . 335
Microsoft Windows Installer Settings .................... ... ... ... ...... 337
Troubleshooting Group Policies. .............. ... ... i, 337
RSoPinLoggingMode. .............o i 338
RSoPinPlanningMode . ....... ... .. i i i 342
Using the gpresult.exe Command .............. ... ... .. o .. 342
Using the Group Policy Infrastructure Status Dashboard ..................... 343

The Bottom Line . . . ... i e 343



CONTENTS
Chapter 12 « Understanding Cloud Concepts.................... ..., 345
Understand Cloud Concepts ........... ... ... i 345
Cloud Advantages .......... ...t 345
Understanding CapEx vs. OpEX. ... 346
Understanding Different Cloud Concepts ............... ... ..., 348
Understanding the difference between laaS, PaaS,and SaaS ..................... 349
InfrastructureasaService . ... i 350
Platform as @a Service. . . . ... 350
Software as @ Service . ........... i 351
Compare and Contrast the Service Types ...................... ... ... .... 352
TheBottom Line. ... ... . . 353
Chapter 13 « ConfiguringAzure.............c.ciiiiiiiiiiennnnn.. 355
Understanding Azure Benefits............... .. ... ... i 355
AzureBenefits. .. ... ... ... 355
Understanding the Azure Dashboards................... ... . ... ... ... ... 357
Using the Azure Dashboard ............. ... ... ... .. . o i, 357
Configuring the Azure Portal Settings. . .................. ... ... ... ... .... 366
TheBottom Line....... ... 372
Chapter 14 « Understanding Azure Active Directory ................. 373
Azure Active Directory ............. ... 373
Understanding Azure AD . ... ... . 373
Self-Service Password Reset .............. .. ... i i 392
TheBottom Line. ... ... .. 394
Chapter 15 + Creatinga HybridNetwork ........................... 395
Creating a Hybrid Network . ........ .. ... 395
Password Hash Synchronization with Azure AD ............................ 396
Azure Active Directory Pass-Through Authentication........................ 396
Federation with Azure AD ........ ... ... ... . i 397
Common Identity Scenarios ............. ... i i 399
Azure ADConnect . ... 400
Implement Active Directory Federation Services ............................... 405
WhatIsa Claim? . ... 406
AD FSin Windows Server 2022 ... 409
Configuring a Web Application Proxy................. ... ... oL, 411
Active Directory Federation Services Installation ............................ 413
ADFSand AD Connect. ..o 421
Planning Azure AD Authentication Options................ ... ... ... ... ..., 423
Azure AD Multi-Factor Authentication. ................. ... ... ... ..., 423
Azure AD Connect Sync—Understand and Customize Synchronization . ....... 426
Creating an Azure Recovery Policy............... ... ... i, 427
Model APPS . ..ot 427

Automate Tasks in Recovery Plans ..................... ... ... ... ... 428

XIX



XX

CONTENTS

Run a Test Failover on Recovery Plans .................. ... ... ..., 429
CreateaRecovery Plan........... ... ... i 429
TheBottom Line. ... ... .. 432
Chapter 16 « Understanding Microsoft Endpoint .................... 433
Using Microsoft Endpoint Manager .............. ... ... 433
Understanding AutoPilot .......... ... ... . 440
Autopilot Benefits. ......... ... 441
Autopilot Prerequisites ............... . 441
Deployment SCenarios . ...........oouiiuuiiiii i 443
Planning for Secure Applications Data on Devices. ............................. 446
Configuring Managed Apps for Mobile Application Management (MAM) ... ... 446
Protecting Enterprise Data using Windows Information Protection (WIP)....... 449
TheBottom Line. ... ... .. 458
Chapter 17 « Configuring Security............... .o, 459
Managing Windows Security ................ i 459
Windows Defender Security Center.................... ... oL, 460
Configuring Windows Firewall . ......... ... .. .. ... ... .. i 463
Understanding Windows Firewall Basics .. .............. ... ..., 463
Windows Firewall with Advanced Security................................. 464
Managing Security . ............ .. 469
Implementing Azure Windows Defender Advanced Threat Protection ......... 469
Understanding Windows Defender Application Guard. ...................... 471
Understanding Windows Defender Credential Guard........................ 476
Implementing and Managing Windows Defender Exploit Guard .............. 478
Using Windows Defender Application Control.............................. 481
TheBottom Line............ ... . 482
Chapter 18 « Creating AzurePolicies.............ccciviiieiinnen. 483
Azure Devices and Policies. ............ ... ... .. o o oo ool 483
Compliance Policies . ......... ... 484
Device Configuration Profiles. ........... ... ... ... o i i 489
PowerShell Commands. ........... ..o 492
TheBottom Line. ... ... ... 494
Appendix « TheBottomLine...............ciiiiiiiiiiiinnienennn. 495
............................................................................ 507



Introduction

This book is drawn from more than 30 years of IT experience. I have taken that experience and
translated it into a Windows Server 2022 book that will help you install and configure Windows
Server 2022 while avoiding all of the possible configuration pitfalls.

Many Microsoft books just explain the Windows operating system, but I go a step further by
providing many in-depth, step-by-step procedures to support my explanations of how the
operating system performs at its best.

Microsoft Windows Server 2022 is the newest version of Microsoft’s server operating system
software. Microsoft has taken the best of their previous Windows Server versions and combined
them into the latest creation, Windows Server 2022.

Windows Server 2022 eliminates many of the problems that plagued the previous versions of
Windows Server, and it includes a much faster boot time and shutdown. It is also easier to install
and configure, and it barely stops to ask the user any questions during installation. In this book,
I will show you what features are installed during the automated installation and where you can
make changes if you need to be more in charge of your operating system and its features.

This book takes you through all the ins and outs of Windows Server 2022, including installa-
tion, configuration, Group Policy objects, auditing, backups, the cloud, and so much more.

Windows Server 2022 has improved on Microsoft’s desktop environment, made networking
easier, enhanced searching capability, and improved performance—and that’s only scratching the
surface.

When all is said and done, this is a technical book for IT professionals who want to take
Windows Server 2022 to the next step. With this book, you will not only learn Windows Server
2022, but you will also become a Windows Server 2022 expert.

Who Should Read This Book?

This book is intended for individuals who want to learn about Windows Server 2022 and
connecting that network to the cloud.

This book will not only help anyone who is looking to learn the real ins and outs of the
Windows Server 2022 operating system but it will also show you how to connect the Windows
Server 2022 network to the cloud.



XXII ‘ INTRODUCTION

What’s Inside?

Here is a glance at what’s in each chapter:

Chapter 1: Understanding Windows Server 2022 In the first chapter, I explain the require-
ments and steps required to install and configure Windows Server 2022.

Chapter 2: Understanding Virtualization This chapter will introduce you to virtual
networking, virtual hard disks, migration types, and Integration Services.

Chapter 3: Installing and Configuring Hyper-V  This chapter will show you the virtualiza-
tion requirements, understand how to build virtual machines, and know the different ways to
build virtual machines.

Chapter 4: Installing Windows Server 2022 This chapter will show you how to implement
and configure Windows Server 2022. You will learn about the different ways and different
versions of Windows Server 2022.

Chapter 5: Understanding IP  In the chapter, I show you how TCP/IP gets configured on a
server and within a network. I also show you how to subnet an IPv4 network. I also show you
how to work with IPv6.

Chapter 6: Implementing DNS  This chapter shows you how to install Windows Server 2022
DNS in an enterprise environment.

Chapter 7: Understanding Active Directory In this chapter I will explain the benefits of
using Active Directory. I will explain how Forests, Trees, and Domains work and I will also
show you how to install Active Directory.

Chapter 8: Administering Active Directory This chapter shows you how to create accounts
in Active Directory. I will show you how to do bulk imports into Active Directory and also
how to create and manage groups. I will also show you how to create and manage service
accounts.

Chapter 9: Configuring DHCP [ take you through the advantages and benefits of using
Windows Server 2022 Dynamic Host Configuration Protocol (DHCP).

Chapter 10: Building Group Policies This chapter will show you how to implement and
configure Group Policy Objects (GPOs).

Chapter 11: Advanced Group Policy Options This chapter shows you how to use GPOs to
deploy and manage software applications. I will also show you how to lock applications
down by using GPOs.

Chapter 12: Understanding Cloud Concepts I take you through the advantages and benefits
of using and understanding cloud concepts.

Chapter 13: Configuring Azure This chapter will show you the benefits of understanding
and using Azure. I will show you how to use the Azure portal and dashboard to configure
Azure options.

Chapter 14: Understanding Azure Active Directory In this chapter,  will dive into the
world of Azure Active Directory. Azure Active Directory is Azure’s database for controlling
the Azure environment.
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Chapter 15: Creating a Hybrid Network In this chapter, I will show you how to connect
your on-site domain to Azure using Azure AD Connect. I will also show you how to set up
and manage this connection.

Chapter 16: Understanding Microsoft Endpoint In this chapter, I will talk about the benefits
of using Microsoft Endpoint and the tools and applications that will help IT administrators
manage their software and applications.

Chapter 17: Configuring Security In this chapter, I am also going to talk about defending
your Windows systems by using the built-in security features called Windows Defender
Security Center. I will show you the different ways that you can protect your system using the
Defender Security Center options.

Chapter 18: Creating Azure Policies In this chapter, I will discuss how to set up and
configure Azure policies. Setting up Azure policies will allow administrators to set rules on
how users and devices connect to your Azure network.

Recommended Home Lab Setup

To get the most out of this book, you will want to make sure you complete the exercises through-
out the chapters. To complete the exercises, you will need one of two setups. First, you can set up
a machine with Windows Server 2022 and complete the labs using a regular Windows Server
2022 machine.

The second way to set up Windows Server 2022 (the way I set up Server 2022) is by using
virtualization. I set up Windows Server 2022 as a virtual hard disk (VHD), and I did all the labs
this way. The advantages of using virtualization are that you can always just wipe out the system
and start over without losing a real server. Plus, you can set up multiple virtual servers and
create a full lab environment on one machine.

How to Contact Sybex or the Author

Sybex strives to keep you supplied with the latest tools and information you need for your work.
Please check the website at www.wiley.com, where I'll post additional content and updates that
supplement this book should the need arise.

You can contact me by going to my website at www.willpanek.com. You can also watch free
videos on Microsoft networking at www. youtube.com/c/williampanek.

How to Contact the Publisher

If you believe you have found a mistake in this book, please bring it to our attention. At John
Wiley & Sons, we understand how important it is to provide our customers with accurate
content, but even with our best efforts an error may occur.

In order to submit your possible errata, please email it to our Customer Service Team at
wileysupport@wiley.com with the subject line “Possible Book Errata Submission.”


http://www.wiley.com
http://www.willpanek.com
http://www.youtube.com/c/williampanek
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Understanding Windows
Server 2022

So, you have decided to start down the track of Windows Server 2022. The first question we must
ask ourselves is what's the first step? Well, the first step is to learn about what’s new about the
Windows Server 2022 features and benefits that are available and how these features can help
improve your organization’s network.

So that’s where I am going to start. I will talk about the different Windows Server 2022
versions and what version may be best for you. So, let’s dive right into the server by talking
about some of the features and advantages of Windows Server 2022.

IN THIS CHAPTER YOU'LL LEARN

& Understand the roles and features in Windows Server 2022
& Understand the different versions of Windows Server 2022

¢ Know the features and roles that have been removed

Features and Advantages of Windows Server 2022

Before deciding to install and configure Windows Server 2022, it’s first important to learn about
some of the features and the advantages it offers. Windows Server 2022 is built off of the solid
foundation of Windows Server 2016, but Microsoft has stated that Windows Server 2022 is “The
cloud-ready operating system.” This means that many of the features of Windows Server 2022
are built and evolve around cloud-based software and networking.

I'will talk about all of these features in greater detail throughout this book. What follows are
merely brief descriptions of some of the features of Windows Server 2022.

Built-in Security Microsoft has always tried to make sure that their operating systems are as
secure as possible but with Windows Server 2022, Microsoft has included Windows Defender
Advanced Threat Protection (ATP). This feature helps stop attackers on your system and
allows a company to meet any compliance requirements.

Active Directory Certificate Services Active Directory Certificate Services (AD CS) provides a
customizable set of services that allow you to issue and manage public key infrastructure (PKI)
certificates. These certificates can be used in software security systems that employ public key
technologies.
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Active Directory Domain Services Active Directory Domain Services (AD DS) includes new
features that make deploying domain controllers simpler and that let you implement them
faster. AD DS also makes the domain controllers more flexible, both to audit and to authorize
for access to files. Moreover, AD DS has been designed to make performing administrative
tasks easier through consistent graphical and scripted management experiences.

Active Directory Federation Services Active Directory Federation Services (AD FS) provides
Internet-based clients with a secure identity access solution that works on both Windows and
non-Windows operating systems. AD FS gives users the ability to do a single sign-on (SSO)
and access applications on other networks without needing a secondary password. Federation
Services is one of the ways that you can connect your on-site domain with the cloud.

Active Directory Lightweight Directory Services Active Directory Lightweight Directory
Services (AD LDS) is a Lightweight Directory Access Protocol (LDAP) directory service that
provides flexible support for directory-enabled applications, without the dependencies and
domain-related restrictions of AD DS.

Active Directory Rights Management Services Active Directory Rights Management Services
(AD RMS) provides management and development tools that let you work with industry
security technologies, including encryption, certificates, and authentication. Using these
technologies allows organizations to create reliable information protection solutions.

Application Server Application Server provides an integrated environment for deploying and
running custom, server-based business applications.

BitLocker BitLocker is a tool that allows you to encrypt the hard drives of your computer. By
encrypting the hard drives, you can provide enhanced protection against data theft or
unauthorized exposure of your computers or removable drives that are lost or stolen.

BranchCache BranchCache allows data from files and web servers on a wide area network
(WAN) to be cached on computers at a local branch office. By using BranchCache, you can
improve application response times while also reducing WAN traffic. Cached data can be
either distributed across peer client computers (distributed cache mode) or centrally hosted
on a server (hosted cache mode). BranchCache is included with Windows Server 2022 and
Windows 10 / Windows 11.

Containers Windows Server 2022 has started focusing on an isolated operating system
environment called Dockers. Dockers allow applications to run in isolated environments
called containers. Containers are separate locations where applications can operate without
affecting other applications or other operating system resources. To understand Dockers and
containers, think of virtualization.

Virtual machines are operating systems that run in their own space on top of another operat-
ing system. Dockers and containers allow an application to run in its own space and because
of this, it doesn’t affect other applications. There are two different types of containers

to focus on:

Windows Server Containers Windows Server 2022 allows for an isolated application to
run by using a technology called process and namespace isolation. Windows Server 2022
containers allow applications to share the system’s kernel with their container and all
other containers running on the same host.
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Hyper-V Containers Windows Server 2022 Hyper-V containers add another virtual
layer by isolating applications in their own optimized virtual machine. Hyper-V contain-
ers work differently than Windows Server containers in the fact that the Hyper-V contain-
ers do not share the system’s kernel with other Hyper-V containers.

Credential Guard Credential Guard helps protect a system’s credentials and this helps
avoid pass the hash attacks. Credential Guard offers better protection against advanced
persistent threats by protecting credentials on the system from being stolen by a compromised
administrator or malware.

Credential Guard can also be enabled on Remote Desktop Services servers and Virtual
Desktop Infrastructure so that the credentials for users connecting to their sessions are
protected.

DHCP Dynamic Host Configuration Protocol (DHCP) is an Internet standard that allows
organizations to reduce the administrative overhead of configuring hosts on a TCP /IP-based
network. Some of the features are DHCP failover, policy-based assignment, and the ability to
use Windows PowerShell for DHCP Server.

DNS Domain Name System (DNS) services are used in TCP/IP networks. DNS will convert a
computer name or fully qualified domain name (FQDN) to an IP address. DNS also has the
ability to do a reverse lookup and convert an IP address to a computer name. DNS allows you
to locate computers and services through user-friendly names.

Failover Clustering Failover Clustering gives an organization the ability to provide high
availability and scalability to networked servers. Failover clusters can include file share
storage for server applications, such as Hyper-V and Microsoft SQL Server, and for applica-
tions that run on physical servers or virtual machines.

File Server Resource Manager File Server Resource Manager is a set of tools that allows
administrators to manage and control the amount and type of data stored on the organiza-
tion’s servers. By using File Server Resource Manager, administrators have the ability to set
up file management tasks, use quota management, get detailed reports, set up a file classifica-
tion infrastructure, and configure file-screening management.

File and Storage Services File and Storage Services allows an administrator to set up and
manage one or more file servers. These servers can provide a central location on your network
where you can store files and then share those files with network users. If users require access
to the same files and applications or if centralized backup and file management are important
issues for an organization, administrators should set up network servers as a file server.

Group Policy Group policies are a set of rules and management configuration options that
you can control through the Group Policy settings. These policy settings can be placed on
users’ computers throughout the organization.

Hyper-V  Hyper-V is one of the most changed features in Windows Server 2022. Hyper-V
allows an organization to consolidate servers by creating and managing a virtualized comput-
ing environment. It does this by using virtualization technology that is built into Windows
Server 2022.

Hyper-V allows you to run multiple operating systems simultaneously on one physical
computer. Each virtual operating system runs in its own virtual machine environment.

3
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Windows Server 2022 Hyper-V now allows an administrator to protect their corporate virtual
machines using the feature called Shielded Virtual Machine. Shielded Virtual Machines are
encrypted using BitLocker and the VMs can only run-on approved Hyper-V host systems.

Hyper-V also now includes a feature called containers. Containers add a new unique addi-
tional layer of isolation for and containerized applications.

IPAM [P Address Management (IPAM) is one of the features first introduced with Windows
Server. IPAM allows an administrator to customize and monitor the IP address infrastructure
on a corporate network.

Kerberos Authentication Windows Server 2022 uses the Kerberos authentication protocol and
extensions for password-based and public key authentication. The Kerberos client is installed
as a security support provider (SSP), and it can be accessed through the Security Support Provider
Interface (SSPI).

Managed Service Accounts Stand-alone managed service accounts, originally created for
Windows Server 2008 R2 and Windows 7, are configured domain accounts that allow auto-
matic password management and service principal names (SPNs) management, including the
ability to delegate management to other administrators.

Nested Virtualization Windows Server 2016 introduced a new Hyper-V feature called
Nested Virtualization. Nested Virtualization allows administrators to create virtual machines
within virtual machines. As an instructor, this was an awesome new feature. Now I can build
a Windows Server 2022 Hyper-V Server with a training virtual machine. Then when I get to
the part when I need to teach Hyper-V, I can just do that right in the classroom virtual
machine. There are numerous possibilities and we will talk more about them throughout
this book.

Nano Server Windows Server 2016 introduced a brand new type of server installation called
Nano Server. Nano Server requires an administrator to remotely administer the server
operating system. It was primarily designed and optimized for private clouds and datacent-
ers. Nano Server is very similar to Server Core, but the Nano Server operating system uses
significantly smaller hard drive space, has no local logon capability, and only supports 64-bit
applications and tools.

Networking There are many networking technologies and features in Windows Server 2022,
including BranchCache, Data Center Bridging (DCB), NIC Teaming, and many more.

Network Load Balancing The Network Load Balancing (NLB) feature dispenses traffic across
multiple servers by using the TCP/IP networking protocol. By combining two or more
computers that are running applications in Windows Server 2022 into a single virtual cluster,
NLB provides reliability and performance for mission-critical servers.

Network Policy and Access Services Use the Network Policy Server (NPS) and Access Services
server role to install and configure Network Access Protection (NAP), secure wired and wireless
access points, and RADIUS servers and proxies.

Print and Document Services Print and Document Services allows an administrator to
centralize print server and network printer tasks. This role also allows you to receive scanned
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documents from network scanners and route the documents to a shared network resource,
Windows SharePoint Services site, or email addresses. Print and Document Services also
provides fax servers with the ability to send and receive faxes while also giving the adminis-
trator the ability to manage fax resources such as jobs, settings, reports, and fax devices on the
fax server.

PowerShell Direct Windows Server 2016 included a new simple way to manage Hyper-V
virtual machines called PowerShell Direct. PowerShell Direct is a powerful set of parameters
for the PSSession cmdlet called VMName. This will be discussed in greater detail in the
Hyper-V chapters and it is included with Windows Server 2022.

Remote Desktop Services Before Windows Server 2008, we used to refer to this as Terminal
Services. Remote Desktop Services allows users to connect to virtual desktops, RemoteApp
programs, and session-based desktops. Using Remote Desktop Services allows users to access
remote connections from within a corporate network or from the Internet.

Security Auditing Security auditing gives an organization the ability to help maintain the
security of an enterprise. By using security audits, you can verify authorized or unauthorized
access to machines, resources, applications, and services. One of the best advantages of
security audits is to verify regulatory compliance.

Smart Cards Using smart cards (referred to as two-factor authentication) and their associated
personal identification numbers (PINs) is a popular, reliable, and cost-effective way to provide
authentication. When using smart cards, the user not only must have the physical card but
also must know the PIN to be able to gain access to network resources. This is effective
because even if the smart card is stolen, thieves can’t access the network unless they

know the PIN.

Software Defined Networking Software Defined Networking (SDN) allows an administra-
tor to centrally configure and manage their physical and virtual network devices. These
devices include items such as routers, switches, and gateways in your datacenter.

Telemetry The Telemetry service allows the Windows Feedback Forwarder to send feedback
to Microsoft automatically by deploying a Group Policy setting to one or more organizational
units. Windows Feedback Forwarder is available on all editions of Windows Server 2022,
including Server Core.

TLS/SSL (Schannel SSP) Schannel is a security support provider (SSP) that uses the Secure
Sockets Layer (SSL) and Transport Layer Security (TLS) Internet standard authentication proto-
cols together. The Security Support Provider Interface is an API used by Windows systems to
allow security-related functionality, including authentication.

Volume Activation Windows Server 2022 Volume Activation will help your organization
benefit from using this service to deploy and manage volume licenses for a medium to large
number of computers.

Web Server (IIS) The Web Server (IIS) role in Windows Server 2022 allows an administrator
to set up a secure, easy-to-manage, modular, and extensible platform for reliably hosting
websites, services, and applications.

5



6

CHAPTER1 UNDERSTANDING WINDOWS SERVER 2022

Windows Deployment Services Windows Deployment Services allows an administrator to
install Windows operating systems remotely. Administrators can use Windows Deployment
Services to set up new computers by using a network-based installation.

Windows PowerShell Desired State Configuration Windows Server 2016 created a new
PowerShell management platform called Windows PowerShell Desired State Configuration
(DSC). DSC enables the deployment and management of configuration data for software
services and it also helps manage the environment in which these services run.

DSC allows administrators to use Windows PowerShell language extensions along with new
Windows PowerShell cmdlets and resources. DSC allows you to declaratively specify how a
corporation wants their software environment to be configured and maintained.

DSC allows you to automate tasks like enabling or disabling server roles and features, manage
registry settings, manage files and directories, manage groups and users, deploy software,
and run PowerShell scripts to just name a few.

Windows Server Backup Feature The Windows Server Backup feature gives an organization a
way to back up and restore Windows servers. You can use Windows Server Backup to back up
the entire server (all volumes), selected volumes, the system state, or specific files or folders.

Windows Server Update Services Windows Server Update Services (WSUS) allows adminis-
trators to deploy application and operating system updates. By deploying WSUS, administra-
tors have the ability to manage updates that are released through Microsoft Windows Update
to computers in their network. This feature is integrated with the operating system as a server
role on a Windows Server 2022 system.

Deciding Which Windows Server 2022 Version to Use

You may be wondering which version of Windows Server 2022 is best for your organization.
After all, Microsoft offers the following four versions of Windows Server 2022.

Windows Server 2022 Datacenter This version is designed for organizations that are looking
to migrate to a highly virtualized, private cloud environment. Windows Server
2022 Datacenter has full Windows Server functionality with unlimited virtual instances.

Windows Server 2022 Standard This version is designed for organizations with physical or
minimally virtualized environments. Windows Server 2022 Standard has full Windows Server
functionality with two virtual instances.

Windows Server 2022 Datacenter: Azure Edition Windows Server Azure Edition is a
Windows Server version designed specifically to operate either as an Azure IaaS VM or as a
VM on an Azure Stack HCI cluster.

Windows Server 2022 Essentials This version is ideal for small businesses that have as
many as 25 users and 50 devices. Windows Server 2022 Essentials has a simpler interface and
preconfigured connectivity to cloud-based services but no virtualization rights.

Table 1.1 will show you the locks and limitations of Windows Server 2022 Standard and

Windows Server 2022 Datacenter. This chart was taken directly from Microsoft’s website.
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TABLE 1.1:

LOCKS AND LIMITS

Maximum number of users

Maximum SMB
connections

Maximum RRAS
connections

Maximum IAS connections

Maximum RDS
connections

Maximum number of
64-bit sockets

Maximum number of cores
Maximum RAM

Can be used as
virtualization guest

Server can join a domain

Edge network
protection/firewall

DirectAccess

DLNA codecs and web
media streaming

Windows Server 2022 Locks and Limits

WINDOWS SERVER
2022 STANDARD

Based on CALs

16,777,216

unlimited

2,147,483,647

65,535

64

unlimited
24 TB

Yes, 2 virtual machines, plus one
Hyper-V host per license

yes

no

yes

Yes, if installed as Server with
Desktop Experience

WINDOWS SERVER
2022 DATACENTER

Based on CALs

16,777,216

unlimited

2,147,483,647

65,535

64

unlimited

24TB

Yes, unlimited virtual machines, plus

one Hyper-V host per license

yes

no

yes

Yes, if installed as Server with Desktop

Experience

Table 1.2 shows you the difference between Windows Server 2022 Standard vs. Windows

Server 2022 Datacenter. This chart was taken directly from Microsoft’s website.

TABLE 1.2:

WINDOWS SERVER
ROLES AVAILABLE

Active Directory
Certificate Services

Active Directory
Domain Services

WINDOWS SERVER
2022 STANDARD

Yes

Yes

Windows Server 2022 Standard vs. Datacenter

WINDOWS SERVER
2022 DATACENTER

Yes

7
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TABLE 1.2: Windows Server 2022 Standard vs. Datacenter (CONTINUED)
WINDOWS SERVER WINDOWS SERVER WINDOWS SERVER
ROLES AVAILABLE 2022 STANDARD 2022 DATACENTER
Active Directory Yes Yes

Federation Services

AD Lightweight Yes Yes

Directory Services

AD Rights Yes Yes

Management Services

Device Health Attestation Yes Yes

DHCP Server Yes Yes

DNS Server Yes Yes

Fax Server Yes Yes

File and Storage Services Yes Yes

Host Guardian Service Yes Yes

Hyper-V Yes Yes, including Shielded
Virtual Machines

Network Controller No Yes

Network Policy and Yes, when installed as Server with ~ Yes, when installed as Server with

Access Services Desktop Experience Desktop Experience

Print and Document Services Yes Yes

Remote Access Yes Yes

Remote Desktop Services Yes Yes

Volume Activation Services Yes Yes

Web Services (IIS) Yes Yes

Windows Deployment Services  Yes Yes

Windows Server Essentials No No

Experience

Windows Server Yes Yes

Update Services

H vanet wor k. comr Hly‘l
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Table 1.3 will show you the features of Windows Server 2022 Standard and Windows Server
2022 Datacenter. This chart was taken directly from Microsoft’s website.

TABLE 1.3: Windows Server 2022 Standard vs. Datacenter

WINDOWS SERVER FEATURES
INSTALLABLE WITH SERVER
MANAGER (OR POWERSHELL)

.NET Framework 3.5
.NET Framework 4.7

Background Intelligent Transfer
Service (BITS)

BitLocker Drive Encryption

BitLocker Network Unlock

BranchCache
Client for NES

Containers

Data Center Bridging

Direct Play

Enhanced Storage

Failover Clustering

Group Policy Management

Host Guardian Hyper-V Support
1/0 Quality of Service

1IS Hostable Web Core

Internet Printing Client

IPAM Server

iSNS Server service

WINDOWS SERVER
2022 STANDARD

Yes
Yes

Yes

Yes

Yes, when installed as Server
with Desktop Experience

Yes
Yes

Yes (unlimited Windows
containers; up to two Hyper-V
containers)

Yes

Yes, when installed as Server
with Desktop Experience

Yes
Yes
Yes
No
Yes
Yes

Yes, when installed as Server
with Desktop Experience

Yes

Yes

WINDOWS SERVER
2022 DATACENTER

Yes

Yes

Yes

Yes, when installed as Server
with Desktop Experience

Yes
Yes

Yes (unlimited Windows and
Hyper-V containers)

Yes

Yes, when installed as Server
with Desktop Experience

Yes
Yes
Yes
Yes
Yes
Yes

Yes, when installed as Server
with Desktop Experience

Yes

Yes
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TABLE 1.3:

WINDOWS SERVER FEATURES
INSTALLABLE WITH SERVER
MANAGER (OR POWERSHELL)

LPR Port Monitor

Management OData IIS Extension
Media Foundation

Message Queueing

Multipath I/0

MultiPoint Connector

Network Load Balancing

Peer Name Resolution Protocol

Quality Windows Audio Video
Experience

RAS Connection Manager
Administration Kit

Remote Assistance

Remote Differential Compression
RSAT

RPC over HTTP Proxy

Setup and Boot Event Collection

Simple TCP/IP Services

SMB 1.0/CIEFS File Sharing Support
SMB Bandwidth Limit

SMTP Server

SNMP Service

Software Load Balancer

Storage Replica

WINDOWS SERVER
2022 STANDARD

Yes, when installed as Server
with Desktop Experience

Yes

Yes, when installed as Server
with Desktop Experience

Yes, when installed as Server
with Desktop Experience

Yes, when installed as Server
with Desktop Experience

Installed

Yes

Windows Server 2022 Standard vs. Datacenter (CONTINUED)

WINDOWS SERVER
2022 DATACENTER

Yes, when installed as Server
with Desktop Experience

Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes, when installed as Server
with Desktop Experience

Yes, when installed as Server
with Desktop Experience

Yes
Yes
Yes
Yes

Yes, when installed as Server
with Desktop Experience

Installed
Yes
Yes
Yes
Yes

Yes



WINDOWS SERVER FEATURES
INSTALLABLE WITH SERVER
MANAGER (OR POWERSHELL)

Telnet Client

TETP Client

VM Shielding Tools for Fabric
Management

WebDAV Redirector

Windows Biometric Framework

Windows Defender features

Windows Identity Foundation 3.5

Windows Internal Database
Windows PowerShell
Windows Process Activation Service

Windows Search Service

Windows Server Backup
Windows Server Migration Tools

Windows Standards-Based Storage
Management

Windows TIFF IFilter

WinRM IIS Extension
WINS Server
Wireless LAN Service
WoW64 support

XPS Viewer

DECIDING WHICH WINDOWS SERVER 2022 VERSION TO USE | 11

WINDOWS SERVER
2022 STANDARD

Yes

Yes, when installed as Server
with Desktop Experience

Yes

Yes

Yes, when installed as Server
with Desktop Experience

Installed

Yes, when installed as Server
with Desktop Experience

Yes
Installed
Yes

Yes, when installed as Server
with Desktop Experience

Yes
Yes

Yes

Yes, when installed as Server
with Desktop Experience

Yes
Yes
Yes
Installed

Yes, when installed as Server
with Desktop Experience

WINDOWS SERVER
2022 DATACENTER

Yes

Yes, when installed as Server
with Desktop Experience

Yes

Yes

Yes, when installed as Server
with Desktop Experience

Installed

Yes, when installed as Server
with Desktop Experience

Yes
Installed
Yes

Yes, when installed as Server
with Desktop Experience

Yes

Yes

Yes, when installed as Server
with Desktop Experience

Yes
Yes
Yes
Installed

Yes, when installed as Server
with Desktop Experience
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TABLE 1.3:

WINDOWS SERVER FEATURES
INSTALLABLE WITH SERVER
MANAGER (OR POWERSHELL)

Best Practices Analyzer

Direct Access

Dynamic Memory (in virtualization)
Hot Add/Replace RAM

Microsoft Management Console
Minimal Server Interface
Network Load Balancing
Windows PowerShell

Server Core installation option
Server Manager

SMB Direct and SMB over RDMA
Software-defined Networking
Storage Migration Service

Storage Replica

Storage Spaces
Storage Spaces Direct
Volume Activation Services

VSS (Volume Shadow Copy Service)
integration

Windows Server Update Services
Windows System Resource Manager
Server license logging

Inherited activation

Work Folders

WINDOWS SERVER
2022 STANDARD

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
Yes

Yes, 1 partnership and 1
resource group with a single
2TB volume

Yes
No
Yes

Yes

Yes
Yes
Yes

As guest if hosted on
Datacenter

Yes

Windows Server 2022 Standard vs. Datacenter (CONTINUED)

WINDOWS SERVER
2022 DATACENTER

Yes
Yes

Yes

Yes

Yes, unlimited

Can be a host or a guest

Yes
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Once you choose what roles are going on your server, you must then decide how you’re going
to install Windows Server 2022. There are two ways to install Windows Server 2022. You can
upgrade a Windows Server 2012 R2 (or above) machine to Windows Server 2022, or you can do a
clean install of Windows Server 2022. If you are running any version of Server before 2012 R2,
you must first upgrade to Windows Server 2012 R2 or 2016 before upgrading to Windows Server
2022. If you decide that you are going to upgrade, there are specific upgrade paths you
must follow.

NOTE Microsoft’s best practice recommendation for installing servers is to always do a clean install
and not an upgrade. Upgrading from Windows Server 2012 R2 and higher is possible. But, Microsoft
recommends that you always do a clean install of a server.

Your choice of Windows Server 2022 version is dictated by how your current network is
designed. If you are building a network from scratch, then it’s pretty straightforward. Just choose
the Windows Server 2022 version based on your server’s tasks. However, if you already have a
version of Windows Server 2012 installed, you should follow the recommendations in Table 1.4,
which briefly summarize the supported upgrade paths to Windows Server 2022.

TABLE 1.4: Supported Windows Server 2022 Upgrade Path Recommendations

CURRENT SYSTEM UPGRADED SYSTEM

Windows Server 2012 Standard Windows Server 2016 Standard or Datacenter
Windows Server 2012 Datacenter Windows Server 2016 Datacenter

Windows Server 2012 R2 Standard Windows Server 2022 Standard or Datacenter
Windows Server 2012 R2 Datacenter Windows Server 2022 Datacenter

Windows Server 2012 R2 Essentials Windows Server 2022 Essentials

Hyper-V Server 2012 R2 Hyper-V Server 2019

Windows Storage Server 2016 Standard Windows Storage Server 2022 Standard
Windows Storage Server 2016 Datacenter Windows Storage Server 2022 Datacenter
Hyper-V Server 2016 Hyper-V Server 2019

Deciding on the Type of Installation

One of the final choices you must make before installing Windows Server 2022 is what type of
installation you want. There are three ways to install Windows Server 2022.

WINDOWS SERVER 2022 (DESKTOP EXPERIENCE)

This is the version with which most administrators are familiar. This is the version that uses
Microsoft Management Console (MMC) windows, and it is the version that allows the use of a
mouse to navigate through the installation.
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WINDOWS SERVER 2022 SERVER CORE

This is a bare-bones installation of Windows Server 2022. You can think of it this way: If
Windows Server 2022 (Desktop Experience) is a top-of-the-line luxury car, then Windows
Server 2022 Server Core is the stripped-down model with manual windows, cloth seats, and no
air conditioning. It might not be pretty to look at, but it gets the job done.

@ Real World Scenario

SERVER CORE

Here is an explanation of Server Core that I have used ever since it was introduced in Windows
Server 2008.

I am a huge sports fan. I love watching sports on TV, and I enjoy going to games. If you have ever
been to a hockey game, you know what a hockey goal looks like. Between hockey periods, the sta-
dium workers often bring out a huge piece of Plexiglas onto the ice. There is a tiny square cut out of
the bottom of the glass. The square is just a bit bigger than a hockey puck itself.

Now they pick some lucky fan out of the stands, give them a puck at center ice, and then ask them
to shoot the puck into the net with the Plexiglas in front of it. If they get it through that tiny little
square at the bottom of the Plexiglas, they win a car or some such great prize.

Well, Windows Server 2022 (Desktop Experience) is like regular hockey with an open net, and
Windows Server 2022 Server Core is the Plexiglas version. Because Windows Server 2022 Server
Core has the plexiglass, Microsoft refers to this is a smaller attack surface.

Server Core supports a limited number of roles.

Active Directory Certificate Services (AD CS)

Active Directory Domain Services (AD DS)

Active Directory Federation Services (AD FS)

Active Directory Lightweight Directory Services (AD LDS)
Active Directory Rights Management Services (AD RMS)
Application Server

DHCP Server

DNS Server

Fax Server

File and Storage Services

BITS Server

® 6 6 6 O 6 O 6 0 O 0

BranchCache
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Hyper-V

Network Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services
Volume Activation Services

Web Server (IIS)

Windows Deployment Services
Windows Server Update Services
.NET Framework 3.5 Features
.NET Framework 4.5 Features
Streaming Media Services
Failover Clustering

iSCSI

Network Load Balancing

MPIO

qWave

Telnet Server/Client

L R R K R SRR R R IR 2R 2 20K JEE R R IR R RN N 2

Windows Server Migration Tools
¢ Windows PowerShell 5.0

Server Core does not have the normal Windows interface or GUL Almost everything has to be
configured via the command line or, in some cases, using the Remote Server Administration
Tools from a full version of Windows Server 2022. While this might scare off some administra-
tors, it has the following benefits:

Reduced Management Because Server Core has a minimum number of applications
installed, it reduces management effort.

Minimal Maintenance Only basic systems can be installed on Server Core, so it reduces the
upkeep you would need to perform in a normal server installation.

Smaller Footprint Server Core requires only 1 GB of disk space to install and 2 GB of free
space for operations.

Tighter Security With only a few applications running on a server, it is less vulnerable
to attacks.
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Server Core App Compatibility Feature on Demand Windows Server 2022 now includes
the Server Core App Compatibility feature on demand (FOD). This feature drastically
improves the application compatibility of the Windows Server Core installation. It does this
by containing a subset of components from Windows Server 2022 with the Desktop
Experience but without adding the Windows Server Desktop Experience graphical environ-
ment. The advantage is that this helps increase the functionality and compatibility of
Windows Server 2022 Server Core while keeping it as lean as possible.

The prerequisites for Server Core are basic. It requires the Windows Server 2022 installation
media, a product key, and the hardware on which to install it.

After you install the base operating system, you use PowerShell or the remote administrative
tools to configure the network settings, add the machine to the domain, create and format disks,
and install roles and features. It takes only a few minutes to install Server Core, depending on
the hardware.

@ Real World Scenario

BETTER SECURITY

When I started in this industry more than 20 years ago, I was a programmer. I used to program
computer hospital systems. When I switched to the networking world, I continued to work under
contract with hospitals and with doctors’ offices.

One problem I ran into is that many doctors are affiliated with hospitals, but they don’t actually
have offices within the hospital. Generally, they have offices either near the hospital or, in some
cases, right across the street.

Here is the issue: Do we put servers in the doctors’ offices, or do we make the doctor log into the
hospital network through a remote connection? Doctors’ offices normally don’t have computer
rooms, and we don’t want to place a domain controller or server on someone’s desk. It’s just unsafe!

This is where Windows Server 2022 Server Core can come into play. Since it is a slimmed-down ver-
sion of Windows and there is no GUI, it makes it harder for anyone in the office to hack into
the system. Also, Microsoft introduced a new domain controller in Windows Server 2008 called a
read-only domain controller (RODC). As its name suggests, it is a read-only version of a domain con-
troller (explained in detail later in this book).

With Server Core and an RODC, you can feel safer placing a server on someone’s desk or in any
office. Server Core systems allow you to place servers in areas where you would never have placed
them before. This can be a great advantage to businesses that have small, remote locations without
full server rooms.

WINDOWS SERVER 2022 NANO SERVER

Windows Server 2016 introduced a new type of server installation called Nano Server. Nano
Server allows an administrator to remotely administer the server operating system. It was
primarily designed and optimized for private clouds and datacenters. Nano Server is very
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similar to Server Core, but the Nano Server operating system uses significantly smaller hard
drive space, has no local logon capability, and only supports 64-bit applications and tools.

Removed Features

As of with all new versions of Windows Servers, Microsoft always decides to remove or retire
features or services that are no longer needed. The following are Features and Services were
replaced starting with Windows Server 2022.

IIS 6 Management Compatibility The following Features were removed in the first release
of Windows Server 2022: IIS 6 Metabase Compatibility (Web-Metabase), IIS 6 Management
Console (Web-Lgcy-Mgmt-Console), IIS 6 Scripting Tools (Web-Lgcy-Scripting), and IIS

6 WMI Compatibility (Web-WMI).

IIS Digest Authentication Microsoft plans to replace the IIS Digest Authentication method.
Administrators should use other authentication methods. These methods include Client
Certificate Mapping and Windows Authentication.

Internet Storage Name Service (iSNS) iSNS is being replaced for the Server Message Block
(SMB) feature. This feature offers basically the same functionality with additional features.

RSA/AES Encryption for IIS The RSA/AES Encryption for IIS method is being replaced
due to the improved Cryptography API: Next Generation (CNG) method.

Windows PowerShell 2.0 The Windows PowerShell 2.0 version has been surpassed by
multiple more recent versions. Administrators can get the superior features and performance
if they use Windows PowerShell 5.0 or later.

The following are Features and Services are being replaced starting with Windows Server
2022 version 1803.

File Replication Service File Replication Services were first introduced in Windows Server
2003 R2. They have now been replaced with DFS Replication.

Hyper-V Network Virtualization (HNV) Hyper-V Network Virtualization (HNV) has been
replaced because Network Virtualization is now included in Windows Server 2022 as part of
the Software Defined Networking (SDN) solution. Software Defined Networking (SDN) also
includes items such as the Network Controller, Software Load Balancing, User-Defined
Routing, and Access Control Lists.

Table 1.5 shows all of the Features and Roles that are no longer being developed. The next two
tables were taken directly from Microsoft’s website.

TABLE 1.5: Features and Roles No Longer Being Developed
FEATURE OR ROLES ADMINISTRATORS CAN USE. ..
Business Scanning, also called The Scan Management functionality was introduced in Windows
Distributed Scan Server 2008 R2 and enabled secure scanning and the management of
Management (DSM) scanners in an enterprise. We're no longer investing in this feature,

and there are no devices available that support it.
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TABLE 1.5: Features and Roles No Longer Being Developed (CONTINUED)

FEATURE OR ROLES

IPv4/6 Transition Technologies
(6to4, ISATAP, and Direct Tunnels)

MultiPoint Services

Offline symbol packages (Debug
symbol MSIs)

Remote Desktop Connection
Broker and Remote Desktop
Virtualization Host in a Server
Core installation

ADMINISTRATORS CAN USE. ..

6to4 has been disabled by default since Windows 10 / Windows 11,
version 1607 (the Anniversary Update), ISATAP has been disabled by
default since Windows 10 / Windows 11, version 1703 (the Creators
Update), and Direct Tunnels has always been disabled by default.
Please use native IPv6 support instead.

We’re no longer developing the MultiPoint Services role as part of
Windows Server. MultiPoint Connector services are available
through Feature on Demand for both Windows Server and Windows
10 / Windows 11. You can use Remote Desktop Services, in particular
the Remote Desktop Services Session Host, to provide RDP
connectivity.

We’re no longer making the symbol packages available as a
downloadable MSI. Instead, the Microsoft Symbol Server is moving
to be an Azure-based symbol store. If you need the Windows
symbols, connect to the Microsoft Symbol Server to cache your
symbols locally or use a manifest file with SymChk.exe on a
computer with internet access.

Most Remote Desktop Services deployments have these roles
co-located with the Remote Desktop Session Host (RDSH), which
requires Server with Desktop Experience; to be consistent with
RDSH we’re changing these roles to also require Server with Desktop
Experience. We're no longer developing these RDS roles for use in a
Server Core installation. If you need to deploy these roles as part of
your Remote Desktop infrastructure, you can install them on
Windows Server 2016 with Desktop Experience.

These roles are also included in the Desktop Experience installation option of Windows Server
2022. You can test them in the Windows Insider build of Windows Server 2022—just be sure to

choose the LTSC image.

RemoteFX 3D Video
Adapter (vGPU)

Software Restriction Policies in
Group Policy

We're developing new graphics acceleration options for virtualized
environments. You can also use Discrete Device Assignment (DDA)
as an alternative.

Instead of using the Software Restriction Policies through Group
Policy, you can use AppLocker or Windows Defender Application
Control to control which apps users can access and what code can run
in the kernel.
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FEATURE OR ROLES ADMINISTRATORS CAN USE. . .

Storage Spaces in a Shared Deploy Storage Spaces Direct instead. Storage Spaces Direct supports

configuration using a SAS fabric

Windows Server Essentials

Experience

the use of HLK-certified SAS enclosures, but in a non-shared
configuration, as described in the Storage Spaces Direct hardware
requirements.

We’re no longer developing the Essentials Experience role for the
Windows Server Standard or Windows Server Datacenter SKUs. If
you need an easy-to-use server solution for small-to-medium
businesses, check out our new Microsoft 365 for business solution,
or use Windows Server 2016 Essentials.

Table 1.6 shows the Features that are no longer being developed starting with Windows

Server 2022.

TABLE 1.6:

FEATURE

Hyper-V
vSwitch on LBFO

XDDM-based remote
display driver (new)

UCS log collection
tool (new)

Key Storage Drive
in Hyper-V

Trusted Platform
Module (TPM)
management console

Features No Longer Being Developed in Windows Server 2022

INSTEAD YOU CAN USE

In a future release, the Hyper-V vSwitch will no longer have the capability to be
bound to an LBFO team. Instead, it must be bound via Switch Embedded
Teaming (SET).

Starting with this release the Remote Desktop Services uses a Windows Display
Driver Model (WDDM) based Indirect Display Driver (IDD) for a single session
remote desktop. The support for Windows 2000 Display Driver Model (XDDM)
based remote display drivers will be removed in a future release. Independent
Software Vendors that use XDDM-based remote display driver should plan a
migration to the WDDM driver model. For more information on implementing
remote display indirect display driver ISVs can reach out to rdsdev@
microsoft.com.

The UCS log collection tool, while not explicitly intended for use with Windows
Server, is nonetheless being replaced by the Feedback hub on Windows 10 /
Windows 11.

We’re no longer working on the Key Storage Drive feature in Hyper-V. If you're
using generation 1 VMs, check out Generation 1 VM Virtualization Security for
information about options going forward. If you're creating new VMs, use
Generation 2 virtual machines with TPM devices for a more secure solution.

The information previously available in the TPM management console is now
available on the Device security page in the Windows Defender Security Center.
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TABLE 1.6: Features No Longer Being Developed in Server 2022 (CONTINUED)
FEATURE INSTEAD YOU CAN USE
Host Guardian Service We're no longer developing Host Guardian Service Active Directory attestation
Active Directory mode—instead we've added a new attestation mode, host key attestation,
attestation mode that’s far simpler and equally as compatible as Active Directory based

attestation. This new mode provides equivalent functionality with a setup
experience, simpler management and fewer infrastructure dependencies than
the Active Directory attestation. Host key attestation has no additional
hardware requirements beyond what Active Directory attestation required, so
all existing systems will remain compatible with the new mode.

OneSync service The OneSync service synchronizes data for the Mail, Calendar, and People apps.
We’ve added a sync engine to the Outlook app that provides the same
synchronization.

Remote Differential Remote Differential Compression API support enabled synchronizing data with

Compression a remote source using compression technologies, which minimized the amount

APT support of data sent across the network.

WEP lightweight filter The WEP lightweight filter switch extension enables developers to build simple

switch extension network packet filtering extensions for the Hyper-V virtual switch. You can
achieve the same functionality by creating a full filtering extension. As such,
we’ll be removing this extension in the future.

The Bottom Line

Understand the roles and features in Windows Server 2022. Choosing the right server
operating system depends on the roles and features that you need for your organizational
needs. The proper operating system depends on the job functions and requirements that are
needed to set your network up properly.

Master It You are an administrator that needs to set up a Windows Server that needs
easy access for connecting to the cloud. You are not worried about physical security since
the server will be locked in a secure server room.

Understand the different versions of Windows Server 2022. When choosing how to set up
Windows Server 2022, there are different ways that you can set up how the system functions.
You can choose between using the GUI version of Windows Server 2022 or a non-GUI version.

Master It One of the important things that you need to know is how the server needs to
be set up. You are an administrator that needs to set up Windows Server 2022. The server
will not be in a secure server room. You need to choose a version of Windows Server
2022 installation that addresses these security concerns.

Know the features and roles that have been removed. Understanding what features and
roles have been removed or are no longer being developed is an important task.

Master It You are the administrator for your organization and you need to choose a
server version that allows for Active Directory, DNS, DHCP, and other features.



Understanding Virtualization

One of the greatest advancements in servers over the last decade has been the ability to have one
physical server but run multiple servers on top of that one physical box. This is known as
virtualization.

In this chapter, I will talk about virtualization and how it works. Since this is a Mastering
Microsoft Server 2022 book, we will focus most of our attention on Microsoft’s version of
virtualization called Hyper-V.

Hyper-V is a server role in Windows Server 2022 that allows you to virtualize your environ-
ment and therefore run multiple virtual operating system instances simultaneously on a physical
server. This not only helps you to improve server utilization but also helps you to create a more
cost-effective and dynamic system.

Hyper-V allows an organization of any size to act and compete with other organizations of
any size. A small company can buy a single server and then virtualize that server into multiple
servers. Hyper-V gives a small company the ability to run multiple servers on a single box and
compete with a company of any size.

For large organizations, an administrator can consolidate multiple servers onto Hyper-V
servers thus saving an organization time and money by using fewer physical boxes but still
having all the servers needed to run the business.

In this chapter, you will also get a solid understanding of what is important in virtualization
and in what areas of your work life you can use it. In Chapter 3, “Installing and Configuring
Hyper-V,” I will show you how to actually install and configure Hyper-V on a Windows Server
2022 system.

IN THIS CHAPTER YOU’LL LEARN

& Understand server virtualization

¢ Understand the Hyper-V features

Introduction to Virtualization

Virtualization is a method for abstracting physical resources from the way that they interact with
other resources. For example, if you abstract the physical hardware from the operating system,
you get the benefit of being able to move the operating system between different physical
systems.
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This is called server virtualization. But there are also other forms of virtualization available,
such as presentation virtualization, desktop virtualization, and application virtualization. I will
now briefly explain the differences between these forms of virtualization:

Server Virtualization This basically enables multiple servers to run on the same physical
host server. Hyper-V is Microsoft’s server virtualization tool that allows you to turn physical
machines into virtual machines and manage them on fewer physical servers. Thus, you will
be able to consolidate physical servers. So, you can have less physical hardware but just as
many individual servers that are needed to run your entire network. The individual machines
that run on the host server are called virtual machines. Virtual machines are just guest servers
that run on top of the Hyper-V host server system.

Presentation Virtualization When you use presentation virtualization, your applications run
on a different computer, and only the screen information is transferred to your computer. An
example of presentation virtualization is Microsoft Remote Desktop Services in Windows
Server 2022.

Desktop Virtualization Desktop virtualization provides you with a virtual machine on your
desktop, comparable to server virtualization. You run your complete operating system and
applications in a virtual machine so that your local physical machine just needs to run a very
basic operating system. An example of this form of virtualization is Microsoft Virtual PC.

Application Virtualization Application virtualization helps prevent conflicts between
applications on the same PC. Thus, it helps you to isolate the application running environ-
ment from the operating system installation requirements by creating application-specific
copies of all shared resources. It also helps reduce application-to-application incompatibility
and testing needs. An example of an application virtualization tool is Microsoft Application
Virtualization (App-V).

When it comes to server virtualization, there are many different players in the game. The
original king of virtualization is VMware. VMware was the first company to really take server
virtualization to the next level.

At the same time, Microsoft had smaller versions of virtualization such as Virtual Server. In
2008 Microsoft released its first version of Hyper-V. To say that Windows Server 2008 Hyper-V
had flaws would be a kind way of putting it.

But as Microsoft continued to release versions of Windows Server, it kept improving Hyper-V.
When Microsoft released Windows Server 2012 and 2012 R2, it made huge leaps and bounds.
Then Windows Server 2016 took Hyper-V to another level. A level now where they could
actually compete with VMware and other virtual vendors. The big advantage of Hyper-V is that
it comes included with Windows Server.

So how do we get a Windows Server to allow multiple servers to all run on the same
machine? Well, the great thing about virtualization is that it is all done for us using the Microsoft
Windows Hypervisor.

The Windows hypervisor is a thin layer of software that sits between the hardware and the
Windows Server 2022 operating system. This thin layer allows one physical machine to run
multiple operating systems in different virtual machines at the same time. The hypervisor is the
mechanism that is responsible for maintaining isolation between the different Hyper-V
partitions.
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The hypervisor allows the Hyper-V host server to have multiple virtual machines running on
the same machine at one time. So now you may be wondering how many virtual machines you
can run at the same time. This is all going to depend on your machine’s hardware and the
licensing you own. For example, physical memory and processor are just two examples of
hardware that would need to be increased depending on how many virtual machines you want
to run. Also, other features loaded into the virtual environment may require even higher hard-
ware demands, like clustering. We will talk more about the hypervisor later in the chapter.

So since we are going to be focusing on Microsoft’s version of virtualization, let’s take a look
at some of the Hyper-V features that you get.

Hyper-V Features

As a lead-in to the virtualization topic and Hyper-V, I will start with a list of key features,
followed by a list of supported guest operating systems. This should provide you with a quick,
high-level view of this feature before you dig deeper into the technology.

KEY FEATURES OF HYPER-V
The following are the key features of Hyper-V:

Architecture The hypervisor-based architecture, which has a 64-bit microkernel, provides a
new array of device support as well as performance and security improvements.

Automatic Virtual Machine Activation (AVMA) Automatic Virtual Machine Activation
(AVMA) is a feature that allows administrators to install virtual machines on a properly
activated Windows Server 2022 system without the need to manage individual product keys
for each virtual machine. When AVMA is used, virtual machines get bound to the licensed
Hyper-V server as soon as the virtual machine starts. The virtual machines can move the
AVMA-licensed VM to other hosts, but the VM can only run one instance and it can only be
on a host set up for AVMA. It is bound to the host it is running on, but it can move from host
to host as long as the hosts are AVMA.

Discrete Device Assignment One feature of Windows Server 2022 is the ability to use
Discrete Device Assignment (DDA). DDA allows an administrator to take full advantage of
performance and application compatibility improvements in the user experience by allowing
the system’s graphics cards to be directly assigned to a virtual machine. This allows the
graphics card processor to be fully available to the virtual desktops that are utilizing the
native driver of the graphics card processor as well as the network card’s storage features.

Dynamic Memory Dynamic Memory is a feature of Hyper-V that allows it to balance
memory automatically among running virtual machines. Dynamic Memory allows Hyper-V
to adjust the amount of memory available to the virtual machines in response to the needs of
the virtual machines. So, for example, if you set the max RAM to 16GB but it only needs 8GB
while running, it will only use the 8GB. So it can use the entire 16GB in the previous example
if needed, but it will only use what it needs if Dynamic Memory is enabled. Dynamic Memory
is currently available for Hyper-V in Windows Server 2022.

Enhanced Session Mode Enhanced Session Mode enhances the interactive session of the
Virtual Machine Connection for Hyper-V administrators who want to connect to their virtual



24 |CHAPTER2 UNDERSTANDING VIRTUALIZATION

machines. It gives administrators the same functionality as a remote desktop connection when
the administrator is interacting with a virtual machine.

In previous versions of Hyper-V, the virtual machine connection gave you limited func-
tionality while you connected to the virtual machine screen, keyboard, and mouse. An
administrator could use an RDP connection to get full redirection abilities, but that would
require a network connection to the virtual machine host.

Enhanced Session Mode gives administrators the following benefits for local resource
redirection:

¢ Display configuration
Audio

Printers

Clipboard

Smart cards

Drives

® & ¢ 0 0o o

USB devices
¢ Supported Plug and Play devices

Fibre Channel The virtual Fibre Channel feature allows you to connect to the Fibre Channel
storage unit from within the virtual machine. Virtual Fibre Channel allows an administrator to
use their existing Fibre Channel to support virtualized workloads. Hyper-V users have the
ability to use Fibre Channel storage area networks (SANs) to virtualize the workloads that
require direct access to SAN logical unit numbers (LUNSs).

Hardware Architecture Hyper-V’s architecture provides improved utilization of resources
such as networking, memory, and disks.

Hyper-V Nesting Windows Server 2022 has a feature of Hyper-V called Hyper-V nesting.
Hyper-V nesting allows you to run a virtual machine in a virtual machine. So, let’s say that
you build a new 2016 Hyper-V server. You install Windows Server 2022 into a virtual
machine. Then in that virtual machine, you can install Hyper-V and build other virtual
machines within the first virtual machine. This is new to Windows Server 2022 and can be
very useful in training situations. You can install a Windows Server 2022 virtual machine and
still show others how to install and create virtual machines in the original virtual machine. To
enable Hyper-V nesting, you would run the following PowerShell command on the Hyper-V
Host. The virtual machines must be in the OFF State when this command is run (this means
the virtual machines must be turned off).

Set-VMProcessor -VMName <VMName> -ExposeVirtualizationExtensions $true

Network Isolation One nice feature of using Microsoft Hyper-V network virtualization is
the ability of Hyper-V to keep virtual networks isolated from the physical network infrastruc-
ture of the hosted system. Because administrators can set up Hyper-V software-defined
virtualization policies, you are no longer limited by the IP address assignment or VLAN
isolation requirements of the physical network. Hyper-V allows for built-in network isolation
to keep the virtual network separated from the physical network.
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Network Load Balancing Hyper-V provides support for Windows Network Load Balancing
(NLB) to balance the network load across virtual machines on different servers.

Non-Uniform Memory Access Non-Uniform Memory Access (NUMA) is a multiprocessor
memory architecture that allows a processor to access its local memory quicker than memory
located on another processor. NUMA allows a system to access memory quickly by providing
separate memory on each processor. Processors can access their local assigned memory thus
speeding the system performance. Normally a multi-processor system runs into performance
issues when multiple processors access the same memory at the same time. NUMA helps
prevent this by allowing processors to access their own memory. Memory that is dedicated to
a processor is referred to as a NUMA node.

Operating System Support Both 32-bit and 64-bit operating systems can run simultaneously
in Hyper-V. Also, different platforms like Windows, Linux, and others are supported.

Quick Migration Hyper-V’s quick migration feature provides you with the functionality to
run virtual machines in a clustered environment with switchover capabilities when there is a
failure. Thus, you can reduce downtime and achieve higher availability of your

virtual machines.

Resource Metering Hyper-V resource metering allows an organization to track usage within
the business’s departments. It allows an organization to create a usage-based billing solution
that adjusts to the provider’s business model and strategy.

RemoteFX Windows Server 2022 Hyper-V RemoteFX allows for an enhanced user experi-
ence for RemoteFX desktops by providing a 3D virtual adapter, intelligent codecs, and the
ability to redirect USB devices in virtual machines.

Scripting Using the Windows Management Instrumentation (WMI) interfaces and APIs, you
can easily build custom scripts to automate processes in your virtual machines.

Shared Virtual Hard Disk Windows Server 2022 Hyper-V has a feature called Shared
Virtual Hard Disk. Shared Virtual Hard Disk allows an administrator to cluster virtual machines
by using shared virtual hard disk (VHDX) files.

Shared virtual hard disks allow an administrator to build a high availability infrastructure,
which is important if you are setting up either a private cloud deployment or a cloud-hosted
environment for managing large workloads. Shared virtual hard disks allow two or more
virtual machines to access the same virtual hard disk (VHDX) file.

Shielded Virtual Machines Shielded Virtual Machines are a generation 2 Virtual Machine
that uses a virtual Trusted Platform Module chip and it’s encrypted using Windows BitLocker.
Shielded Virtual Machines allow enterprise administrators to provide a more secure environ-
ment for their tenant Virtual Machines.

Support for Symmetric Multiprocessors Support for up to 64 processors in a virtual
machine environment provides you with the ability to run applications as well as multiple
virtual machines faster.

Virtual Machines Virtual machines are the operating systems that run on the virtual server.
They can be full operating systems or smaller versions of operating systems. The virtual
machines are the actual virtual environment that these operating systems run in. They can
communicate and operate on a network the same way a physical server can.
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Virtual Machine Snapshot You can take snapshots of running virtual machines, which
provides you with the capability to recover to any previous virtual machine snapshot state
quickly and easily.

Virtual Machine Queue Windows Server 2022 Hyper-V includes a feature called Virtual
machine queue (VMQ) as long as the hardware is VMQ compatible network hardware. VMQ
uses packet filtering to provide data from an external virtual machine network directly to
virtual machines. This helps reduce the overhead of routing packets from the management
operating system to the virtual machine.

Once VMQ is enabled on Hyper-V, a dedicated queue is created on the physical network
adapter for each virtual network adapter to use. When data arrives for the virtual network
adapter, the physical network adapter places that data in a queue and once the system is
available, all of the data in the queue is delivered to the virtual network adapter.

To enable the virtual machine queue on a specific virtual machine, enter the settings for the
virtual machine and expand Network Adapter. Click on Hardware Acceleration and on the
right-hand window; check the box for Enable virtual machine queue.

SUPPORTED GUEST OPERATING SYSTEMS

Guest operating systems are the operating systems that run in the virtual environment.
Depending on your version of Windows Server 2022, depends on how many virtual machines
can be loaded based on licensing. Windows Server 2022 Standard allows you to have the Host
system and two virtual machines. You can purchase additional licensing to allow more virtual
machines, but the default is 2 virtual machines.

Windows Server 2022 Datacenter can have unlimited virtual machines along with the
Hyper-V Host system. The maximum number of VMs that can run at once is 1024.

Once you purchase the appropriate version of Windows Server and licensing, an administra-
tor can start creating virtual machines with guest operating systems.

The following guest operating systems have been successfully tested on Hyper-V and are
hypervisor aware. Table 2.1 shows all of the guest server operating systems and the maximum
number of virtual processors. Table 2.2 shows all of the guest client operating systems and the
maximum number of virtual processors.

TABLE 2.1: Hyper-V Guest Server Operating Systems
GUEST OPERATING SYSTEM (SERVER) MAXIMUM NUMBER OF VIRTUAL PROCESSORS
Windows Server 2022 64 for Generation 1 VMs and 240 for

Generation 2 VMs

Windows Server 2019 64 for Generation 1 VMs and 240 for
Generation 2 VMs

Windows Server 2016 64 for Generation 1 VMs and 240 for
Generation 2 VMs

Windows Server 2012 and Server 2012 R2 64
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GUEST OPERATING SYSTEM (SERVER) MAXIMUM NUMBER OF VIRTUAL PROCESSORS

Windows Server 2008 R2 with Service 64
Pack 1 (SP1)

Windows Server 2008 R2 64

Windows Server 2008 with Service Pack 2 (SP2) 8

Red Hat Enterprise Linux 5.7 and 5.8 64

Red Hat Enterprise Linux 6.0-6.3 64

SUSE Linux Enterprise Server 11 SP2 64

Open SUSE 12.1 64

TABLE 2.2 Hyper-V Guest Client Operating Systems

GUEST OPERATING SYSTEM (CLIENT) MAXIMUM NUMBER OF VIRTUAL PROCESSORS
Windows 11 32

Windows 10 32

Windows 8.1 32

CentOS 5.7 and 5.8 64

CentOS 6.0-6.3 64

Red Hat Enterprise Linux 5.7 and 5.8 64

Red Hat Enterprise Linux 6.0-6.3 64

SUSE Linux Enterprise Server 11 SP2 64

Open SUSE 12.1 64

NOTE Thelist of supported guest operating systems may always be extended. Please check
the official Microsoft Hyper-V site to obtain a current list of supported operating systems:
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/
hyper-v-on-windows-server.


https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/hyper-v-on-windows-server
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28 |CHAPTER2 UNDERSTANDING VIRTUALIZATION

Hyper-V Architecture

This section will provide you with an overview of the Hyper-V architecture (see Figure 2.1). I'll
explain the differences between a hypervisor-aware and a non-hypervisor-aware child partition.
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As you can see, Hyper-V is based on the microkernel architecture. As I stated earlier in the
chapter, Hyper-V provides a virtualization layer called a hypervisor that runs directly on the
system hardware. You can see that the hypervisor is similar to what the kernel is to Windows. It
is a software layer responsible for the interaction with the core hardware and works in conjunc-
tion with an optimized instance of Windows Server 2022 that allows running multiple operating
systems on a physical server simultaneously. The Hyper-V architecture consists of the hypervisor
and parent and child partitions.

The Windows Server 2022 operating system runs in the parent partition, and it delivers the
WMI provider for scripting as well as the VM service.

Virtual machines each run in their own child partitions. Child partitions do not have direct
access to hardware resources; instead, they have a virtual view of the resources, which are called
virtual devices.

If you're running a hypervisor-aware operating system like Windows Server 2008, Windows
Server 2008 R2, Windows Server 2012, Windows Server 2016, or Windows Server 2022 in your
virtual machine, any request to the virtual devices is redirected via the high-speed bus to the
devices in the parent partition, which will manage the requests.

By default, only Windows Server 2008 R2 and newer are hypervisor-aware operating systems.
Once you install Hyper-V Integration Components on an operating system other than Windows
Server 2008 R2 and newer, it will be hypervisor aware. Microsoft provides a hypervisor adapter
to make Linux hypervisor aware.
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Non-hypervisor-aware operating systems (for example, Windows Server 2003) use an
emulator to communicate with the Windows hypervisor, which is slower than molasses in
the winter.

Hyper-V Operating Systems

To use virtualization in Windows Server 2022, you need to consider the basic software require-
ments for Hyper-V. Hyper-V runs only on the following editions of the Windows Server 2022
operating system:

& Windows Server 2022 Standard edition
& Windows Server 2022 Datacenter edition

Hyper-V was first introduced by Microsoft in 2008 and with every version of Windows Server,
Hyper-V has gotten better and better. The following Windows Server 2019 servers will also run
Hyper-V. I understand that this is a Mastering Windows Server 2022 book, but I know many
administrators may run both Windows Server 2016 and Windows Server 2022 together.

& Windows Server 2016 Standard edition
& Windows Server 2016 Datacenter edition

¢ Microsoft Hyper-V Server 2016 edition

Linux and FreeBSD Image Deployments

One of the features of Windows Server 2022 is the ability for Hyper-V to support Linux and
FreeBSD virtual machines. Hyper-V now can support these new virtual machines because
Hyper-V has the ability to emulate Linux and FreeBSD devices. Because Hyper-V now has the
ability to emulate these two devices, no additional software needs to be installed on Hyper-V.

Unfortunately, because Hyper-V has to emulate these devices, you lose some of the Hyper-V
functionality like high performance and full management of the virtual machines. So, it’s a
tradeoff. You get to run Linux and FreeBSD type Hyper-V virtual machines, but you lose some of
the benefits of Hyper-V.

But wait; there is a way to get your Hyper-V functionality back. This issue can be resolved as
long as you install Hyper-V on machines that can support Linux and FreeBSD operating systems.
The drivers that are needed on Hyper-V are called Linux Integration Services (LIS) and FreeBSD
Integrated Services (FIS). By putting these drivers on a device that can handle Linux and
FreeBSD, you can then have Hyper-V with all of the features Microsoft offers.

To get these drivers and make Hyper-V work will all of its functionality, you must make sure
that you install a newer release of Linux that includes LIS. To get the most out of FreeBSD you
must get a version after 10.0. For FreeBSD versions that are older than 10.0, Microsoft offers ports
that work with BIS drivers that need to be installed. Hyper-V will work with Linux and FreeBSD
without the need of any additional drivers or equipment. By having drivers and equipment that
supports Linux and FreeBSD, you just get all of the Hyper-V features that your organiza-
tion may need.



30

CHAPTER 2 UNDERSTANDING VIRTUALIZATION

Virtualization in Azure

Another way to set up virtualization is to do it in Microsoft Azure. When using virtualization in
Azure, it works basically the same way as it does on Windows Server 2022. The one main
difference is the way you create virtual machines.

In Chapter 3, “Installing and Configuring Hyper-V,” I will show you how to actually install
and configure Hyper-V on a Windows Server 2022 system. In Microsoft Azure, you need to do
configuration on your virtual machines, but Azure actually creates the virtual machines for you.
You need to just choose which operating system you want to use and the settings and Azure
does the rest.

Then an administrator just needs to fine-tune the virtual machine and that’s it. In Chapter 15
“Creating a Hybrid Network,” I will show you how to build and configure virtualization in the
Azure environment.

The Bottom Line

Understand server virtualization. Choosing the right type of virtualization can help an
organization access the applications that you need to run properly on your network.

Master It You are an administrator that needs to set up a network that will need
multiple servers running. Your organization can’t afford to buy servers for each server that
is needed.

Understand the Hyper-V features. Knowing the advantages of Hyper-V is important so that
you can create and configure Hyper-V virtualization properly. There are different virtualiza-
tion vendors. By knowing the features of Hyper-V, you can determine if it’s the right virtual
server for your organization.

Master It You are an IT admin for a mid-size company. Your company is thinking about
using Hyper-V for both Windows and Linux operating systems.



Installing and Configuring Hyper-V

As I stated in Chapter 2 “Understanding Virtualization,” virtual servers have been one of the
fastest-growing technologies in IT. Microsoft’s version of virtualization is called Hyper-V.

In this chapter, I will explain how to install and configure Microsoft Hyper-V. As an IT
Administrator, it is very important to understand how Hyper-V virtual machines are installed
and configured properly.

Hyper-V gives you the ability to run multiple servers on a single physical box. But making
sure that the virtual machines are configured properly is one of the most important tasks that an
IT Administrator can perform. Properly set-up virtual machines can make or break a network.

These virtual machines can run your entire network and if these machines have issues, your
entire network can cause errors throughout the network. Virtual machines can also be set up on
Azure, but we will cover setting up Azure virtual machines later in this book when we dive into
the Azure environment. So, let’s start building and configuring virtual machines on Windows
Server 2022.

IN THIS CHAPTER YOU'LL LEARN

¢ Know the virtualization requirements
¢ Know how to build virtual machines

¢ Know the different ways to build virtual machines

Hyper-V Installation and Configuration

The following sections explain how to install the Hyper-V role using Server Manager in
Windows Server 2022 Full installation mode or the command line mode in Windows Server 2022
Server Core. We will then take a look at Hyper-V as part of Server Manager before discussing
how to use the Hyper-V Manager. Finally, we will look at the Hyper-V server settings and then
cover two important areas for Hyper-V: virtual networks and virtual hard disks.

Hyper-V Requirements

The following sections will describe the hardware and software requirements for installing the
Hyper-V server role. It is important to understand these requirements for obtaining your
software license as well as for planning for server hardware. When you understand the require-
ments, you can design and configure a Hyper-V solution that will meet the needs of your
applications.
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HARDWARE REQUIREMENTS

In addition to the basic hardware requirements for Windows Server 2022, there are requirements
for running the Hyper-V server role on your Windows server. They are listed in Table 3.1.

TABLE 3.1: Hardware Requirements for Hyper-V
REQUIREMENT
AREA DEFINITION
CPU x64-compatible processor with Intel VT or AMD-V technology enabled. Hardware

Data Execution Prevention (DEP), specifically Intel XD bit (execute disable bit) or
AMD NX bit (no execute bit), must be available and enabled. Minimum: 1.4GHz.
Recommended: 2GHz or faster.

Memory Minimum: 1GB RAM. Recommended: 4GB RAM or greater. (Additional RAM is
required for each running guest operating system.) Maximum: 1TB.

Hard disk Minimum: 8GB. Recommended: 20GB or greater. (Additional disk space needed for
each guest operating system.)

The Add Roles Wizard in Server Manager additionally verifies the hardware requirements. A
good starting point is to check your hardware against the Microsoft hardware list to make sure
that Windows Server 2022 supports your hardware. If you try to install the Hyper-V server role
on a computer that does not meet the CPU requirements, you'll get a warning window that looks
like Figure 3.1.

Warning window that
Hyper-V cannot
be installed

FIGURE 3.1 Add Roles Wizard

:I Hyper-V cannot be installed

Server Manager has detected that the processor on this
computer is not compatible with Hyper-V. To install this role,
the processor must have a supported version of
hardware-assisted virtualization, and that feature must be

turned on in the BIOS,
QK |

i Hore about the nre-requisites for instaling Hyper -

Install the Hyper-V Role
Now it’s time to see how to install the Hyper-V server role on the two installation options of
Windows Server 2022, namely, a Full installation and a Server Core installation.
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INSTALLING HYPER-V IN FULL INSTALLATION MODE

You can install the Hyper-V server role on any Windows Server 2022 installation for which the
Full option was chosen. In addition, the server must meet both the hardware and software
requirements. The installation process is simple, as exercise 3.1 demonstrates.

EXERCISE 3.1: Installing Hyper-V in Full Installation Mode

1. Open Server Manager.
2. In Server Manager, choose option 2, Add Roles And Features.

3. At the Select Installation Type page, choose the role-based or feature-based installation.
Click Next.

4. On the Select Destination Server screen, choose Select A Server From The Server Pool and
choose the server to which you want to add this role. Click Next.

5. On the Select Server Roles screen, click the check box next to Hyper-V (see Figure 3.2). When
the Add Features dialog box appears, click the Add Features button. Then click Next.

FIGURE 3.2 Add Roles and Features Wizard e
Server Manager
Add Features Select server roles PEETIVATION SERvER

Select one or more roles to install on the selected server.

Roles Description
i | Hyper-V provides the services that
[ Active Directory Certificate Services yper-¥ pravides the senvices that
you can use to create and m
[] Active Directory Domain Services virtual machines and their re =

[ Active Directory Federation Services Each virtual machine is a virtualized
computer system that operates in an

Active Directory Lightweight Directory Servi
0] Active Directory Lightureig rectony senices isolated execution environment. This

[ Active Directory Rights Management Services Sllows you to run multiple operating
[] Application Server systems simultanecusly

[] DHCP Server =

[J DNS Server

[ Fax Server

Hyper-V
[[] Metwork Policy and Access Services
[] Print and Dacument Services

[] Remote Access

[ Remote Desktop Services

< Previous Next > Insta Cancel

6. At the Select Features screen, click Next.
7. At the Hyper-V introduction screen, click Next.

8. At the Create Virtual Switches screen (see Figure 3.3), choose your adapter and click Next.
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FIGURE 3.3 = Add Roles and Features Wizard == -
Virtual Switch Screen

DESTINATION SERVER

Create Virtual Switches LAgServer

Virtual machines require virtual switches to communicate with ather computers. After you install this
role, you can create virtual machines and attach them to a virtual switch.

One virtual switch will be created for each network adapter you select. We recommend that you create
at least one virtual switch now to provide virtual machines with connectivity to a physical network. You
<an add, remove, and modify your virtual switches later by using the Virtual Switch Manager.

Network adapters:
Hyper-v Name Description
Virtual Switches Ethernet NVIDIA nForce Networking Controller

i) We recommend that you reserve one network adapter for remote access to this server, To reserve a
network adapter, do not select it for use with a virtual switch.

< Previous Next > nstal Cancel

9. At the Virtual Machine Migration screen, click Next. You want to use migration only if you have
multiple Hyper-V servers. Since we will have only one for this exercise, just skip this screen.

10. At the Default Stores screen, accept the defaults and click Next.
11. Atthe Confirmation screen, click the Install button.
12. After the installation is complete, click the Close button.

13. Restart your server.

INSTALLING HYPER-V IN SERVER CORE

The Server Core installation option is included in Windows Server 2022. It creates an operating
system installation without a GUI shell. You can either manage the server remotely from another
system or use the Server Core’s command-line interface.

This installation option provides the following benefits:

Reduces attack surface (because fewer applications are running on the server)
Reduces maintenance and management (because only the required options are installed)
Requires less disk space and produces less processor utilization

Provides a minimal parent partition

* 6 o o

Reduces system resources required by the operating system as well as the attack surface

By using Hyper-V on a Server Core installation, you can fundamentally improve availability
because the attack surface is reduced and the downtime required for installing patches is
optimized. It will thus be more secure and reliable with less management.
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To install Hyper-V for a Windows Server 2022 installation, you must execute the following
command in the command-line interface:

Dism /online /enable-feature /featurename:Microsoft-Hyper-V

Hyper-V in Server Manager

As with all of the other Windows Server 2022 roles, the Hyper-V role neatly integrates into Server
Manager. Server Manager filters the information just for the specific role and thus displays only
the required information. As you can see in Figure 3.4, the Hyper-V Summary page shows related
event log entries, the state of the system services for Hyper-V, and useful resources and support.

FIGURE 3.4 = Server Manager _I_-' o
Hyper-Vin
- ) el

Server Manager @ - “ Hyper-V @ | r Manage Tools  View  Help

_ SERVERS z

IE= Dashboard All servers | 1 total TASKS ¥

I Local Server -

_ Filter L B @~ v

W& All Servers - N

B File and Storage Services Server Name  IPv4 Address ~ Manageability Last Update

B Hyper v LABSERVER ~ 169.254.11131 Online - Performance counters not started 12/26/2021 3:}

EVENTS

All events | 1 total

Using Hyper-V Manager

Hyper-V Manager is the central management console to configure your server and create and
manage your virtual machines, virtual networks, and virtual hard disks. Unlike Virtual Server
2005, where you managed all virtual machines through a web interface, Hyper-V Manager is
managed through a Microsoft Management Console (MMC) snap-in. You can access it either in
Server Manager or by using Administrative Tools > Hyper-V Manager. Figure 3.5 shows how

Hyper-V Manager looks once you start it.
Hyper-V Manager is available for the following current operating systems:

Windows Server 2022
Windows Server 2016
Windows Server 2012 R2
Windows Server 2012
Windows 10 / Windows 11

* ¢ 6 o

Windows Server 2019



36

CHAPTER 3 INSTALLING AND CONFIGURING HYPER-V

FIGURE 3.5 33 Hyper-V Manager (== I
Hyper'v Manager File Action View Help
&= =[E @
23 Hyper-V Manager ~ | Actions
58 LABSERVER Virtual Machines LABSERVER -
Name * State CPU Usage Assigned Memory New
No virtual machines were found on this sen = Impart Virtual M...

< mn 5 Hyper-V Settings...
FL Virtual Switch M.

Snapshots e
en, Virtual SAN Man...

No wittual machine selected 74 Edit Disk...
= !g! Inspect Disk...

[ E' Stop Service

Details /< Remove Server
0

Na item selected (. Refresh
View »
ﬂ Help
v
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You can use Hyper-V Manager to connect to any Full or Server Core installation remotely.

Besides Hyper-V Manager, you can use the WMI interface for scripting Hyper-V.

Configure Hyper-V Settings

In this section, you will get an overview of the available Hyper-V settings for the server. You
configure all server-side default configuration settings like default locations of your configura-
tion files or the release key. You can open the Hyper-V Settings page (see Figure 3.6) in Hyper-V
Manager by clicking Hyper-V Settings in the Actions pane.

The Hyper-V Settings page includes the following settings:

Virtual Hard Disks Specifies the default location of your virtual hard disk files (. vhd
and .vdhx).

Virtual Machines Specifies the default location of your virtual machine configuration files.
It includes the Virtual Machine XML configuration files (part of the Virtual Machines
folder) as well as related snapshots (part of the Snapshot folder).

Physical GPUs This feature allows for graphical processing unit (GPU) accelerated video
within a virtual machine. The GPU will allow you to support 3D GPU accelerated graphics.

NUMA Spanning An administrator can configure Hyper-V to allow virtual machines to
span nonuniform memory architecture (NUMA) nodes. When the physical computer has
NUMA nodes, this setting provides virtual machines with additional computing resources.
Spanning NUMA nodes can help you run more virtual machines at the same time. However,
using NUMA can decrease overall performance.

Live Migrations Live migration allows a Hyper-V administrator to relocate running virtual
machines easily from one node of the failover cluster to another node in the same cluster.
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FIGURE 3.6 B Hyper-V Settings for LABSERVER (== |

Hyper-V Settings
A Server L Virtual Hard Disks
& virtual Hard Disks
C:\Users\Public\Documents\Hyper-... Specify the default folder to store virtual hard disk files.
]

‘C: Wsers'Public\Documents\Hyper-V\Virtual Hard Disks |

Browse...

1 NUMA Spanning
24 Live Migrations
Mo Live Migrations

= storage Migrations

2f Repl

% User
:E& Keyboard
Ise on th

g* Mouse Release Key
E-",-/ Reset Check Boxes

Reset check boxes

Storage Migrations Storage Migration allows an administrator to move their virtual machine
storage from one location to another. This setting allows you to specify how many storage
migrations can be performed at the same time on this system.

Replication Configuration This setting allows you to configure this computer as a Replica
Server to another Hyper-V server. Hyper-V Replica allows administrators to replicate their
Hyper-V virtual machines from one Hyper-V host at a primary site to another Hyper-V host
at the Replica site. Each node of the failover cluster that is involved in Replica must have the
Hyper-V server role installed. One of the servers in the Hyper-V replication needs to be set up
as a Replica Broker to allow the replication to work properly.

Keyboard Defines how to use Windows key combinations. Options are Physical Computer,
Virtual Machine, and Virtual Machine Only When Running Full Screen.

Mouse Release Key Specifies the key combination to release the mouse in your virtual
machine. Options are Ctrl+Alt+left arrow, Ctrl+Alt+right arrow, Ctrl+Alt+space, and
Ctrl+Alt+Shift.

Reset Check Boxes Resets any check boxes that hide pages and messages when checked.
This will bring any window up again on which you checked the Do Not Show This Window
Again check box.
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Manage Virtual Switches

A virtual network provides the virtual links between nodes in either a virtual or physical network.
Virtual networking in Hyper-V is provided in a secure and dynamic way because you can
granularly define virtual network switches for their required usage. For example, you can define
a private or internal virtual network if you don’t want to allow your virtual machines to send
packages to the physical network.

To allow your virtual machines to communicate with each other, you need virtual networks.
Just like normal networks, virtual networks exist only on the host computer and allow you to
configure how virtual machines communicate with each other, with the host, and with the
network or the Internet. You manage virtual networks in Hyper-V using Virtual Switch Manager,
as shown in Figure 3.7.

FIGURE 3.7 = Virtual Switch Manager for LABSERVER [= o[

Virtual Switch Manager
#_Virtual Switches P Create virtual switch
4% New virtual network switch

ot MVIDIA nForce Networking Contrall, .

What type of virtual switch do you want to create?

# Global Network Settings Internal
I MAC Address Range Private

00-15-50-0

Create Virtual Switch

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access a physical network.

Using Virtual Switch Manager, you can create, manage, and delete virtual switches. You can
define the network type as external, internal only, or private.

External Any virtual machine connected to this virtual switch can access the physical
network. You would use this option if you want to allow your virtual machines to access, for
example, other servers on the network or the Internet. This option is used in production
environments where your clients connect directly to the virtual machines.
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Internal This option allows virtual machines to communicate with each other as well as the
host system but not with the physical network. When you create an internal network, it also
creates a local area connection in Network Connections that allows the host machine to
communicate with the virtual machines. You can use this if you want to separate your host’s
network from your virtual networks.

Private When you use this option, virtual machines can communicate with each other but
not with the host system or the physical network; thus, no network packets are hitting the
wire. You can use this to define internal virtual networks for test environments or labs,

for example.

On the external and internal-only virtual networks, you also can enable virtual LAN (VLAN)
identification. You can use VLANS to partition your network into multiple subnets using a
VLAN ID. When you enable virtual LAN identification, the NIC that is connected to the switch
will never see packets tagged with VLAN IDs. Instead, all packets traveling from the NIC to the
switch will be tagged with the access mode VLAN ID as they leave the switch port. All packets
traveling from the switch port to the NIC will have their VLAN tags removed. You can use this if
you are already logically segmenting your physical machines and also use it for your
virtual ones.

Exercise 3.2 explains how to create an internal-only virtual switch.

EXERCISE 3.2: Creating an Internal Virtual Network

Click the Windows Key > Administrative Tools > Hyper-V Manager.
In Hyper-V Manager, in the Actions pane, choose Virtual Switch Manager.

On the Virtual Switch page, select Private and click the Create Virtual Switch button.
On the New Virtual Switch page, enter Private Virtual Network in the Name field.
Click OK.

e wNR=

When you create the internal virtual switch, a network device is created in Network
Connections, as shown in Figure 3.8.

This is also the case when you create an external virtual network because it will replace the
physical network card of the host machine to give the parent partition a virtual network card that
is also used in the child partitions.

Unlike with Virtual Server 2005, Hyper-V binds the virtual network service to a physical
network adapter only when an external virtual network is created. The benefit of this is that the
performance is better if you do not use the external virtual network option. The downside,
however, is that there will be a network disruption when you create or delete an external
virtual network.

NOTE Communication between the virtual machine and the local host computer is not configured
automatically. Once you install a virtual machine, you need to make sure that the TCP/IP settings are
in agreement with the set things you define in the virtual network card. Start with a ping from your
host machine to the virtual machines to verify that communication is working.

39
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FIGURE 3.8 =R Virtual Switch Manager for LABSERVER - [o =
Virtual network card

|4 VirtwalSwitches | % virtual Switch Properties
HA New virtual network switch
“w NVIDIA nForce Netwarking Contrall...

[Name:

|Pr|vabe Virtual Switch
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# Global Network Settings ~
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Remove
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Managing Virtual Hard Disks
In addition to virtual networks, you need to manage virtual hard disks that you attach to your
virtual machines. A virtual hard disk in Hyper-V, apart from a pass-through disk, is a VHD or
VHDX file that basically simulates a hard drive on your virtual machine.

The following sections will first show you what types of virtual hard disks are available and
then show you how to create them. You will also learn about what options are available to
manage virtual hard disks.

TYPES OF HARD DISKS

Depending on how you want to use the disk, Hyper-V offers various types, as described in
Table 3.2.
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TABLE 3.2:

TYPE OF DISK

Dynamically expanding

Fixed size

Differencing

Physical (or
pass-through disk)

Virtual Hard Disks in Hyper-V

DESCRIPTION

This disk starts with a small VHD file and
expands it on demand once an installation
takes place. It can grow to the maximum size
you defined during creation. You can use this
type of disk to clone alocal hard drive
during creation.

The size of the VHD file is fixed to the size
specified when the disk is created. This option
is faster than a dynamically expanding disk.
However, a fixed-size disk uses up the
maximum defined space immediately. This
type is ideal for cloning a local hard drive.

This type of disk is associated in a parent-
child relationship with another disk. The
differencing disk is the child, and the
associated virtual disk is the parent.
Differencing disks include only the differences
to the parent disk. By using this type, you can
save a lot of disk space in similar virtual
machines. This option is suitable if you have
multiple virtual machines with similar
operating systems.

The virtual machine receives direct pass-
through access to the physical disk for
exclusive use. This type provides the highest
performance of all disk types and thus should
be used for production servers where
performance is the top priority. The drive is
not available for other guest systems.

WHEN TO USE IT

This option is effective when
you don’t know the exact space
needed on the disk and when
you want to preserve hard disk
space on the host machine.
Unfortunately, it is the slowest

disk type.

A fixed-size disk provides
faster access than dynamically
expanding or differencing
disks, but it is slower than a
physical disk.

Differencing disks are most
commonly found in test
environments and should not
be used in production
environments.

This type is used in high-end
datacenters to provide
optimum performance for
VMs. It’s also used in failover
cluster environments.

CREATING VIRTUAL HARD DISKS

To help you gain practice in creating virtual hard disks, the following three exercises will teach
you how to create a differencing hard disk, how to clone an existing disk by creating a new disk,
and how to configure a physical or pass-through disk to your virtual machine. First, in

Exercise 3.3, you will learn how to create a differencing virtual hard disk.
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EXERCISE 3.3: Creating a Differencing Hard Disk

Open Hyper-V Manager.

In Hyper-V Manager, on the Actions pane, choose New > Hard Disk.
In the New Virtual Hard Disk Wizard, click Next on the Before You Begin page.

Ll O

At the Choose Disk Format screen, choose VHDX and click Next. The size of your VHDs depends
on which format you choose. If you're going to have a VHD larger than 2,040GB, use VHDX. If
your VHD is less than 2,040GB, then you should use VHD.

4

On the Choose Disk Type page, select Fixed Size and click Next.

6. On the Specify Name And Location page, enter the new name of the child disk (for example,
newvirtualharddisk.vhd). You can also modify the default location of the new VHD file if you
want. Click Next to continue.

7. Next, on the Configure Disk page, you need to specify the size of the VHD file. Choose a size
based on your hard disk and then click Next to continue. I used 60GB as our test size.

8. On the Completing The New Virtual Hard Disk Wizard page, verify that all settings are correct
and click Finish to create the hard disk.

The process to add a physical or pass-through disk to a virtual machine is quite different. For
this, first you need to create the virtual machine, and then you open the virtual machine settings
to configure the physical disk. If you want to add a physical disk to a virtual machine, the
physical disk must be set as Offline in Disk Management, as shown in Figure 3.9.

FIGURE 3.9 =T
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To access Disk Management, click the Windows key, choose Administrative Tools > Computer
Management, expand Storage in the left pane, and click Disk Management.

NOTE You cannot share a physical disk among multiple virtual machines or with the host system.




HYPER-V INSTALLATION AND CONFIGURATION | 43

Physical or pass-through disks might not be that important if your use of virtualization is
based on test environments, but they become crucial when you need to plan for highly available
virtual datacenters. This is especially true if you consider using failover clusters to provide the
Quick Migration feature, which is when you should consider matching one logical unit number
(LUN) from your enterprise storage system or storage area network (SAN) as one physical disk.
This provides you with the optimum performance you need in such an environment.

MANAGING VIRTUAL HARD DISKS

Hyper-V also provides two tools to manage virtual hard disks: Inspect Disk and Edit Disk. These
tools are available on the Actions pane in Hyper-V Manager.

Inspect Disk This provides you with information about the virtual hard disk. It shows you
not only the type of the disk but also information such as the maximum size for dynamically
expanding disks and the parent VHD for differencing disks.

Edit Disk This provides you with the Edit Virtual Hard Disk Wizard, which you can use to
compact, convert, expand, merge, or reconnect hard disks. Figure 3.10 shows you the wizard’s
options when you select a dynamically expanding disk.

FIGURE 3.10 A Edit Virtual Hard Disk Wizard =
The Edit Virtual Hard .
¥
Disk Wizard —d/& Convert Virtual Hard Disk
L

Before You Begin What type do you want to use for the converted virtual hard disk?

Locate Disk ) Fixed size

Choose Action This type of disk provides better performance and is recommended for workloads that are

sensitive to disk performance, The virtual hard disk file that is created initially uses the size of the

Choose Disk Format wirtual hard disk and does not change when data is deleted or added.

Choose Disk Type

Configure Disk

Dynamically expanding

This type of disk provides better use of physical storage space, The virtual hard disk file thatis
Summary created is small initially and changes as data is added.

Table 3.3 provides you with an overview of what you can do with the wizard.
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TA

BLE 3.3: Edit Disk Overview

ACTION DESCRIPTION

Compact Reduces the size of a dynamically expanding or differencing disk by removing blank space
from deleted files.

Convert Converts a dynamically expanding disk to a fixed disk or vice versa.
Expand Increases the storage capacity of a dynamically expanding disk or a fixed virtual hard disk.
Merge Merges the changes from a differencing disk into either the parent disk or another disk

(applies to differencing disks only!).

Reconnect If a differencing disk no longer finds its referring parent disk, this option can reconnect the
parent to the disk.

GENERATION 1 VS. GENERATION 2 VHDs

Previous versions of Hyper-V had some pretty major drawbacks. One big drawback was that
Hyper-V could not boot a virtual machine from a virtual hard drive that was SCSI. Believe it or
not, SCSI controllers were not even recognized by Hyper-V unless you installed the Integration
Services component.

Another issue that the previous versions of Hyper-V had was the inability to copy files from
the Hyper-V host to the virtual machines without the use of a network connection in the virtual
machine. The older versions of Hyper-V, prior to Windows Server 2016, are now considered
generation 1 versions. Why is it so important to know which generations of Hyper-V you should
use or need to use?

Hyper-V generations help determine what functionality and what virtual hardware you can
use in your virtual machine. Windows Server 2022 Hyper-V supports both virtual machine
generations: generation 1 and generation 2.

As already explained, previous versions of Hyper-V are considered generation 1, and this
provides the same virtual hardware to the virtual machine as in previous versions of Hyper-V.

Generation 2 is included with Windows Server 2022, and it provides better functionality on
the virtual machines, including Secure Boot (which is enabled by default), the ability to boot from
a SCSI virtual hard disk or boot from a SCSI virtual DVD, the ability to use a standard network
adapter to PXE boot, and Unified Extensible Firmware Interface (UEFI) firmware support.
Generation 2 now gives you the ability to support UEFI firmware instead of BIOS-based firm-
ware. On a virtual machine that is Generation 2, you can configure Secure Boot, Enable TPM, and
set security policies by clicking on the Security section of the virtual machines properties.

So, when you create VHDs in Windows Server 2022, one of your choices will be the ability to
create the VHDs as a generation 1 or generation 2 VHDs. If you need the ability to have your
VHDs run on older versions of Hyper-V, make them generation 1 VHDs. If they are going to run
only on Windows Server 2012 R2 and above, make your VHDs generation 2 and take advantage
of all the new features and functionality.
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Configuring Virtual Machines

The following sections cover the topics of creating and managing virtual machines as well as
how to back up and restore virtual machines using features such as Import and Export
and Snapshot.

Creating and Managing Virtual Machines

It is important to learn how to create a virtual machine, how to change its configuration, and
how to delete it. You will take a look at the Virtual Machine Connection tool and install the
Hyper-V Integration Components onto a virtual machine.

VIRTUAL MACHINES

Virtual machines define the child partitions in which you run operating system instances. Each
virtual machine is separate and can communicate with the others only by using a virtual
network. You can assign hard drives, virtual networks, DVD drives, and other system compo-
nents to it. A virtual machine is similar to an existing physical server, but it no longer runs on
dedicated hardware—it shares the hardware of the host system with the other virtual machines
that run on the host.

Exercise 3.4 shows you how to create a new virtual machine. Before completing this exercise,
download an eval copy of Windows Server from Microsoft’s website (www.microsoft.com/
downloads). Make sure the file downloaded is an image file (. 1s0). You will use this image to
install the operating system into the virtual machine.

EXERCISE 3.4: Creating a New Virtual Machine

1. Open Hyper-V Manager (see Figure 3.11).

FIGURE 3.11 2 FyperV Manager —
Hyper-V Manager File Action View Help
= 2E H=
Egp;;mmer Virtual Machines Actions
GALAXY -

Name State CPUUsage  Assigned Memory  Uptime
Mew

No vittual machines were found on ths server %, Import Virtual Machin..

] Hyper-V Settings..

< E2 Vvirtual Switch Manage...
Checkpoints o, Virtual SAN Manager...
v EditDisk.
No virtual machine selected.
L Inspect Disk...
W) Stop Service
% Remove Server
© Refresh
Details
View »
No item selected E Help
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In Hyper-V Manager, on the Actions pane, choose New > Virtual Machine.
In the New Virtual Machine Wizard, click Next on the Before You Begin page.

On the Specify Name And Location page, give your virtual machine a name and change the
default location of the virtual machine configuration files. Click Next to continue.

The Specify Generation screen is next. Choose Generation 2 (see Figure 3.12) and click Next.

FIGURE 3.12 EH Mew Virtual Machine Wizard X
Specify Generation
Screen =) Specify Generation
Before You Begin Choose the generation of this virtual machine.
Spedfy Name and Location () Generation 1
This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides

6.

. virtual hardware which has been available in all previous versions of Hyper-v.
Assign Memoary

Configure Metworking (®) Generation 2
Connect Virtual Hard Disk This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.

Installation Opti
e A Once a virtual machine has been created, you cannot change its generation.

Summary

Mare about virtual machine generation support

< Previous Einish Cancel

On the Assign Memory page (see Figure 3.13), define how much of your host computer’s
memory you want to assign to this virtual machine. Remember that once your virtual machine
uses up all of your physical memory, it will start swapping to disk, thus reducing the perfor-
mance of all virtual machines. Click Next to continue.

On the Configure Networking page (see Figure 3.14), select the virtual network that you
previously configured using Virtual Network Manager. Click Next to continue.

On the next page, you configure your virtual hard disk (see Figure 3.15). You can create a new
virtual hard disk, select an existing disk, or choose to attach the hard disk later. Be aware that
you can create only a dynamically expanding virtual disk on this page; you cannot create a
differencing, physical, or fixed virtual hard disk there. However, if you created the virtual hard
disk already, you can, of course, select it. Click Next to continue.
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FIGURE 3.13
VM RAM

FIGURE 3.14
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Networking Page

B Mew Virtual Machine Wizard x

3 Assign Memory

Before You Begin Specdify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
) MB through 12582912 MB. To improve performance, specfy more than the minimum amount
Specify Name and Location recommended for the operating system.
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Ea Configure Networking
Before You Begin Each new virtual machine incudes a network adapter. You can configure the network adapter to use a
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Assign Memory

Connect Virtual Hard Disk.
Installation Options
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FIGURE 3.15
Virtual Hard
Disk Page

FIGURE 3.16
Installing OS screen
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Installation Options
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(e Connect Virtual Hard Disk

A virtual machine requires storage so that you can install an operating system. You can specify the
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@) Create a virtual hard disk
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Size: GB (Maximum: 64 TB)

(0) Use an existing virtual hard disk
Use this option to attach an existing YHDX virtual hard disk.

C:Wsers\Public\Documents\Hyper-V\Virtual Hard Disks\

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Einish Cancel

9. On the Installation Options page (see Figure 3.16), you can select how you want to install your
operating system. You have the option to install an operating system later, install the operating
system from a boot CD/DVD-ROM where you can select a physical device or an image file (ISO
file), install an operating system from a floppy disk image (VFD file, or a virtual boot floppy
disk), or install an operating system from a network-based installation server. The last option
will install a legacy network adapter to your virtual machine so that you can boot from the
network adapter. Select Install An Operating System from a bootable CD/DVD-ROM and
choose Image File (.iso). Then click Next.

Before You Begin

Specify Name and Location
Specify Generation

Assign Memory

Configure Networking
Connect Virtual Hard Disk

Installation Options

Summary

2 Installation Options

You can install an operating system now if you have access to the setup media, or you can install it
later.

() Install an operating system later

(® Install an operating system from a bootable image file
Media

Image file (.iso): "nfwinduwsfservarilDEZ?xM.isu Browse...

() Install an operating system from a network-based installation server
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FIGURE 3.17

Virtual Machine
Wizard screen

Completing the New

10. On the Completing The New Virtual Machine Wizard summary page (see Figure 3.17), verify
that all settings are correct. You also have the option to start the virtual machine immediately
after creation. Click Next to create the virtual machine.

I New Virtual Machine Wizard

Before You Begin

Spedfy Name and Location
Spedfy Generation

Assign Memary

Configure MNetworking
Connect Virtual Hard Disk

Installation Options

Summary

-] Completing the New Virtual Machine Wizard

You have successfully completed the New Virtual Machine Wizard. You are about to create the
following virtual machine.

Description:
Mame: Windows Server 2022
Generation: Generation 2
Memory: 16024 MB
Metwork: Broadcom NetXtreme Gigabit Ethernet #2 - Virtual Switch
Hard Disk: F:\Windows Server 2022\Windows Server 2022 \irtual Hard Disks\Windows Serv

<

Operating System:  Will be installed from F:\en_windows_server_2022.iso

To create the virtual machine and dose the wizard, dick Finish.

< Previous Cancel

11. Repeat this process and create a few more virtual machines.

After completing Exercise 3.4, you will have a virtual machine available in Hyper-V Manager.

Initially, the state of the virtual machine will be Off. Virtual machines can have the following
states: Off, Starting, Running, Paused, and Saved. You can change the state of a virtual machine
in the Virtual Machines pane by right clicking the virtual machine’s name, as shown in

Figure 3.18, or by using the Virtual Machine Connection window.

FIGURE 3.18

Options available when
right clicking a

virtual machine

Virtual Machines

Name * State CPU Usage
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Assigned Memory Uptime Status
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Connect...
Settings...
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Shut Down...
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Snapshot
Move...
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Enable Replication...

Help
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Here is a list of some of the state options (when the VM is running) available for a
virtual machine:

Start Turn on the virtual machine. This is similar to pressing the power button when the
machine is turned off. This option is available when your virtual machine is Off or in
Saved state.

Turn Off Turn off the virtual machine. This is similar to pressing the power-off button on the
computer. This option is available when your virtual machine is in Running, Saved, or
Paused state.

Shut Down This option shuts down your operating system. You need to have the Hyper-V
Integration Components installed on the operating system; otherwise, Hyper-V will not be
able to shut down the system.

Save The virtual machine is saved to disk in its current state. This option is available when
your virtual machine is in Running or Paused state.

Pause Pause the current virtual machine, but do not save the state to disk. You can use this
option to release processor utilization quickly from this virtual machine to the host system.

Reset Reset the virtual machine. This is like pressing the reset button on your computer. You
will lose the current state and any unsaved data in the virtual machine. This option is avail-
able when your virtual machine is in Running or Paused state.

Resume When your virtual machine is paused, you can resume it and bring it online again.

CHANGING CONFIGURATION ON AN EXISTING VIRTUAL MACHINE

To change the configuration settings on an existing virtual machine, you right-click your virtual
machine’s name in the Virtual Machines pane in Hyper-V Manager and choose Settings. You can
change settings such as memory allocation and hard drive configuration. All items that you can
configure are described in the following list:

Add Hardware Add devices to your virtual machine, namely, a SCSI controller, a network
adapter, or a legacy network adapter. A legacy network adapter is required if you want to
perform a network-based installation of an operating system.

BIOS This is the replacement of the virtual machine’s BIOS. Because you can no longer enter
the BIOS during startup, you need to configure it with this setting. You can turn Num Lock on
or off and change the basic startup order of the devices.

Memory Change the amount of random access memory (RAM) allocated to the
virtual machine.

Processor Change the number of logical processors this virtual machine can use and define
resource control to balance resources among virtual machines by using a relative weight.

IDE Controller Add/change and remove devices from the IDE controller. You can have
hard drives or DVD drives as devices. Every IDE controller can have up to two devices
attached, and by default, you have two IDE controllers available.
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Hard Drive Select a controller to attach to this device as well as to specify the media to use
with your virtual hard disk. The available options are Virtual Hard Disk File (with additional
buttons labeled New, Edit, Inspect, and Browse that are explained in the virtual hard disk
section) and Physical Hard Disk. You can also remove the device here.

DVD Drive Select a controller to attach to this device and specify the media to use with
your virtual CD/DVD drive. The available options are None, Image File (ISO Image), and
Physical CD/DVD Drive Connected To The Host Computer. You also can remove the
device here.

SCSI Controller Configure all hard drives that are connected to the SCSI controller. You can
add up to 63 hard drives to each SCSI controller, and you can have multiple SCSI controllers
available.

Network Adapter Specify the configuration of the network adapter or remove it. You can
also configure the virtual network and MAC address for each adapter and enable virtual LAN
identification. The network adapter section also allows you to control Bandwidth
Management.

Bandwidth Management allows an administrator to specify how the network adapter will
utilize network bandwidth. Administrators have the ability to set a minimum network
bandwidth that a network adapter can use and a maximum bandwidth. This gives adminis-
trators greater control over how much bandwidth a virtual network adapter can use.

COM1 and COM2 Configure the virtual COM port to communicate with the physical
computer through a named pipe. You have COM1 and COM2 available.

Diskette Specify a virtual floppy disk file to use.
Name Edit the name of the virtual machine and provide some notes about it.

Integration Services Define what integration services are available to your virtual machine.
Options are Operating System Shutdown, Time Synchronization, Data Exchange, Heartbeat,
and Backup (Volume Snapshot).

Snapshot File Location Define the default file location of your snapshot files.

Smart Paging File Location This area allows you to set up a paging file for your virtual
machine. Windows Server 2022 has a Hyper-V feature called Smart Paging. If you have a
virtual machine that has a smaller amount of memory than what it needs for startup memory,
when the virtual machine gets restarted, Hyper-V then needs additional memory to restart the
virtual machine. Smart Paging is used to bridge the memory gap between minimum memory
and startup memory. This allows your virtual machines to restart properly.

Automatic Start Define what this virtual machine will do when the physical computer
starts. Options are Nothing, Automatically Start If The Service Was Running, and Always
Start This Virtual Machine. You also can define a start delay here.

Automatic Stop Define what this virtual machine will do when the physical computer shuts
down. Options are Save State, Turn Off, and Shut Down.
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NOTE Please be aware that only some settings can be changed when the virtual machine’s state is
Running. It is best practice to shut down the virtual machine before you modify any setting.

DELETING VIRTUAL MACHINES

You can also delete virtual machines using Hyper-V Manager. This deletes all of the configura-
tion files, as shown in Figure 3.19.

selected virtual machines?

[[] Please don't ask me again | Delete || Don't Delete

Make sure you manually delete any virtual disks that were part of the virtual machines to free
up disk space. Virtual disks are not deleted when you delete a virtual machine.

VIRTUAL MACHINE CONNECTION

Similar to the Virtual Machine Remote Control (VMRC) client that was available with Virtual
Server 2005 R2 and previous versions, Hyper-V comes with Virtual Machine Connection to
connect to virtual machines that run on a local or remote server.

You can use it to log onto the virtual machine and use your computer’s mouse and keyboard
to interact with the virtual machine. You can open Virtual Machine Connection in Hyper-V
Manager by double-clicking a virtual machine or by right-clicking a virtual machine and
selecting Connect. If your virtual machine is turned off, you might see a window similar to the
one in Figure 3.20.

Virtual Machine Connection not only provides you with functionality similar to that of
Hyper-V Manager, such as being able to change the state of a virtual machine, but it also pro-
vides you with additional features that are especially useful when you want to work with a
virtual machine.

File Access Settings or Exit Virtual Machine Connection Change the state of a virtual
machine and create or revert a snapshot. Additionally, you have the options to send
Ctrl+Alt+Delete to your virtual machine and Insert Integration Services Setup Disk.

Context-Sensitive Buttons Provide Quick Access to Key Features These buttons are
available under the menu bar to provide you with fast access to the most important features.
It will show an administrator the connection of a running VM.
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FIGURE 3.20 i Test VM on LABSERVER - Virtual Machine Connection - [=[7xT]
Virtual Machine File Action Media Clipboard View Help
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Status: Off

NIC TEAMING

NIC Teaming, also known as load balancing and failover (LBFO), gives an administrator the
ability to allow multiple network adapters on a system to be placed into a team. Independent
hardware vendors (IHVs) have required NIC Teaming, but until Windows Server 2012, NIC
Teaming was not part of the Windows Server operating system.

To be able to use NIC Teaming, the computer system must have at least one Ethernet adapter.
If you want to provide fault protection, an administrator must have a minimum of two Ethernet
adapters. One advantage of Windows Server 2022 is that an administrator can set up 32 network
adapters in a NIC team.

NIC Teaming is a common practice when setting up virtualization. This is one way that you
can have load balancing with Hyper-V.

NIC Teaming gives an administrator the ability to allow a virtual machine to use virtual
network adapters in Hyper-V. The advantage of using NIC Teaming in Hyper-V is that the
administrator can use NIC Teaming to connect to more than one Hyper-V switch. This allows
Hyper-V still to have connectivity even if the network adapter under the Hyper-V switch gets
disconnected.

An administrator can configure NIC Teaming in either Server Manager or PowerShell. NIC
teaming can be configured in different configuration models including Switch Independent or
Switch Dependent.
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Switch Independent means the switch is unaware of the NIC team and the NIC team is
responsible for figuring out how to distribute the traffic without the switch's help or knowledge.
They can be on the same switch or different switches. They do have to be in the same vlan/
subnet/broadcast domain.

Switch Dependent means that the switch determines how to distribute traffic. They can be on
the same switch or in a multi-chassis switch with a shared ID between the various chassis.

If you use Switch Independent NIC Teaming, your NICs can be on different switches but both
switch ports must be on the same subnet.

REMOTE DIRECT MEMORY ACCESS

When most of us think of Hyper-V, we think of a group of virtual machines sharing access to a
systems resource. With Windows Server 2022, Hyper-V includes Remote Direct Memory
Access (RDMA).

RDMA allows one computer to directly access memory from the memory of another computer
without the need of interfacing with either one’s operating system. This gives systems the ability
to have high throughput and low-latency networking. This is very useful when it comes to
clustering systems (including Hyper-V).

Windows Server 2012 R2 RDMA services couldn’t be bound to a Hyper-V Virtual Switch and
because of this, Remote Direct Memory Access and Hyper-V had to be on the same computer as
the network adapters. Because of this, there was a need for a higher number of physical network
adapters that were required to be installed on the Hyper-V host.

Because of the improvements of RDMA on Windows Server 2022, administrators can use less
network adapters while using RDMA.

SWITCH EMBEDDED TEAMING

Earlier we discussed NIC Teaming but we also have the ability to do Switch Embedded Teaming
(SET). SET can be an alternative to using NIC Teaming in environments that include Hyper-V
and the Software Defined Networking (SDN) stack in Windows Server 2022. SET is available in
all versions of Windows Server 2022 that include Hyper-V and SDN stack.

SET does use some of the functionality of NIC Teaming into the Hyper-V Virtual Switch, but
SET allows an administrator to combine a group of physical adapters (minimum of 1 adapter and
a maximum of 8 adapters) into software based virtual adapters.

By using virtual adapters, you get better performance and greater fault tolerance in the event
of a network adapter going bad. For SET to be enabled, all of the physical network adapters must
be installed on the same physical Hyper-V host.

One of the requirements of SET is that all network adapters that are members of the SET
group be identical adapters. This means that they need to be the same adapter types from the
same manufacturers.
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One main difference between NIC Teaming and Set is that SET only supports Switch
Independent mode setups. Again, this means that Switch Independent mode means the NICs
control the teaming. They could be on the same or different switches.

Administrators need to create a SET team at the same time that they create the Hyper-V
Virtual Switch. Administrators can do this by using the Windows PowerShell command
New-VMSwitch.

At the time an administrator creates a Hyper-V Virtual Switch, the administrator needs to
include the EnableEmbeddedTeaming parameter in their command syntax. The following
example shows a Hyper-V switch named StormSwitch:

New-VMSwitch -Name StormSwitch -NetAdapterName "NIC 1","NIC 2" -
EnableEmbeddedTeaming $true

Administrators also have the ability to remove a SET team by using the following PowerShell
command. This example removes a Virtual Switch named StormSwitch.

Remove-VMSwitch "StormSwitch"

STORAGE QUALITY OF SERVICE

Windows Server 2022 Hyper-V includes a feature called Storage Quality of Service (QoS). Storage
QoS allows a Hyper-V administrator to manage how virtual machines access storage throughput
for virtual hard disks.

Storage QoS gives an administrator the ability to guarantee that the storage throughput of a
single VHD cannot adversely affect the performance of another VHD on the same host. It does
this by giving administrators the ability to specify the maximum and minimum I/O loads based
on I/O operations per second (IOPS) for each virtual disk in your virtual machines.

To configure Storage QoS, you would set the maximum IOPS values (or limits) and set the
minimum values (or reserves) on virtual hard disks for virtual machines.

NOTE If you are using shared virtual hard disks, Storage QoS will not be available.

INSTALLING HYPER-V INTEGRATION COMPONENTS

Hyper-V Integration Components, also called Integration Services, are required to make your guest
operating system hypervisor-aware. Similar to the VM Additions that were part of Microsoft
Virtual Server 2005, these components improve the performance of the guest operating system
once they are installed. From an architectural perspective, virtual devices are redirected directly
via the VMBus; thus, quicker access to resources and devices is provided.

If you do not install the Hyper-V Integration Components, the guest operating system uses
emulation to communicate with the host’s devices, which of course makes the guest operating
system slower.

Exercise 3.5 shows you how to install Hyper-V Integration Components on one of your virtual
machines running Windows Server 2022.
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EXERCISE 3.5: Installing Hyper-V Integration Components

1. Open Hyper-V Manager.

2. In Hyper-V Manager, in the Virtual Machines pane, right-click the virtual machine on which
you want to install Hyper-V Integration Components and click Start.

3. Right-click the virtual machine again and click Connect. Meanwhile, your virtual machine
should already be booting.

4. If youneed to log into the operating system of your virtual machine, you should do so.

5. Starting with Windows Server 2016, integration services aren’t installed via an emulated floppy
like it was prior to Windows Server 2016. Instead, they are installed as a windows update. So
now that the virtual machine is set up, do your updates on the Hyper-V host along with the
updates for the Hyper-V guest. After you reboot, integration components should now be
installed and ready to go.

Linux and FreeBSD Image Deployments

As explained in Chapter 2, one of the features of Windows 2022 is the ability for Hyper-V to
support Linux and FreeBSD virtual machines. Hyper-V now can support these new virtual
machines because Hyper-V has the ability to emulate Linux and FreeBSD devices. Because
Hyper-V now has the ability to emulate these two devices, no additional software needs to be
installed on Hyper-V.

Unfortunately, because Hyper-V has to emulate these devices, you lose some of the Hyper-V
functionality like high performance and full management of the virtual machines. So it’s a
trade-off. You get to run Linux and FreeBSD type Hyper-V virtual machines but you lose some of
the benefits of Hyper-V.

But wait; there is a way to get your Hyper-V functionality back. This issue can be resolved as
long as you install Hyper-V on machines that can support Linux and FreeBSD operating systems.
The drivers that are needed on Hyper-V are called Linux Integration Services (LIS) and FreeBSD
Integrated Services (FIS). By putting these drivers on a device that can handle Linux and
FreeBSD, you can then have Hyper-V with all of the features Microsoft offers.

To get these drivers and make Hyper-V work will all of its functionality, you must make sure
that you install a newer release of Linux that includes LIS. To get the most out of FreeBSD you
must get a version after 10.0. For FreeBSD versions that are older than 10.0, Microsoft offers ports
that work with BIS drivers that need to be installed. Hyper-V will work with Linux and FreeBSD
without the need of any additional drivers or equipment. By having drivers and equipment
that supports Linux and FreeBSD, you just get all of the Hyper-V features that your
organization may need.

NOTE I have personally installed Kali Linux and Parrot Linux on Windows Server 2022 Hyper-V. So,
you have many different options when installing Linux. The installation screens will be different but
the installation of these versions of Linux can be easily done. The only issue that I have encountered
when installing Kali and Parrot is that I need to choose Generation 1 when installing these versions.

In Exercise 3.6, I will show you how to install Linux into a virtual machine. I will then walk
you through a full installation of a Linux Server. Before you complete this lab, you must down-
load a copy of Linux. For this exercise, I downloaded a free copy of Linux Ubuntu as an image
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file (.iso). If you choose a different version of Linux, the installation screens during the exercise
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may be different.
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EXERCISE 3.6: Creating a Linux Virtual Machine

Open Hyper-V Manager.
In the right hand window under Actions, click New > Virtual Machine.
At the Before You Begin screen, just choose Next.

At the Specify Name And Location screen, Enter in the name of the Linux virtual machine and
the location you would like to store the virtual machine files. Then click Next.

. At the Generation screen, choose Generation 2 and click Next.

At the Assign Memory screen, enter the amount of memory you want to allocate to this virtual
machine. I am using 12GB (12000MB). Click Next.

Choose which network connection you want to use and click Next.

At the Connect Virtual Hard Disk screen, choose Create a virtual hard disk. Set the location of
where you want the files to reside and also how much space you want to use (I chose 127GB).
Click Next.

At the Installation Options screen, choose Install an Operating system from a bootable image
file and point to your Linux .iso download. Click Next.

At the Completing the New Virtual Machine Wizard screen, make sure all of the settings are
correct and choose Finish.

After the virtual machine was created, click on the virtual machine and on the right side under
Linux, click Start.

When the Linux install starts, click your Language.

At the Ubuntu menu, choose Install Ubuntu Server.

Again, you will need to choose your language for the install.
Choose your country.

On the detect keyboard layout, choose No. Choose your keyboard (ours is US Normal). The
installation will Continue.

Next you will choose a hostname. I am keeping the default of Ubuntu. Click Continue.
Enter your user account (full name) and click Continue.
Enter your username. First name is fine and click Continue.

Type in your password and click Continue. Do not choose to show your password in clear. You
will then be asked to re-enter your password and click Continue.

When it asks you to encrypt your home directory, choose No.

The install will try to figure out your time zone. If it picks correct, chose Yes. If it doesn'’t,
choose No and enter your time zone.
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23. The next screen will ask you about setting up a Partition disk. I am going to allow Linux to
configure the disk (Guided) and I will allow it to use the entire drive with a Logical Volume
Manager (LVM). So I am choosing Guided - Use Entire Disk And Set Up LVM.

24. It will then ask about partition type. I am choosing SCSI3.
25. The next screen will verify your choices for partitioning. Choose Yes.

26. It will then verify your disk size and then if you want to continue. Choose the disk size and then
choose Yes to continue.

27. The next screen will ask you if you use a Proxy server for internet access. If you use a Proxy, put
it in and if you don’t, just click Continue.

28. You will be asked about updates for Linux. Choose how you want to do your updates. Since this
is a test virtual machine, I am choosing No automatic updates.

29. At the Software selection screen, choose what software you want installed during this process. I
chose DNS, Samba File Server, and standard system utilities. Click Continue.

30. At the GRUB boot screen, click Yes to install the GRUB boot loader. This is OK since we have no
other operating system on this virtual machine.

31. Once the installation is complete, choose Continue. At this point, Linux will restart and ask you
for your login and password. After you enter them, you will be at a Linux prompt.

32. Type shutdown at the prompt to shut down the virtual machine.

Now that we have installed Linux (or FreeBSD), the next step is to help improve the Hyper-V
performance. As I stated earlier, this issue will be resolved as long as we install the drivers that
are needed on Hyper-V called Linux Integration Services (LIS) and FreeBSD Integrated Services
(FIS). By putting these drivers on a device that can handle Linux and FreeBSD, you can then have
Hyper-V with all of the features Microsoft offers.

NOTE Depending on what version of Linux or FreeBSD that you installed, you will need to download
some additional updates to get the best performance out of Hyper-V. The following Microsoft website
has a list of links for the different versions of Linux and FreeBSD updates. https://docs
.microsoft.com/en-us/windows-server/virtualization/hyper-v/
Supported-Linux-and-FreeBSD-virtual-machines-for-Hyper-V-on-Windows.

In Exercise 3.7, I will show you how to install the additional updates needed for the Linux
Ubuntu version (20.10) that I installed in Exercise 3.6.

EXERCISE 3.7: Updating Linux Ubuntu 20.10

1. Open Hyper-V Manager.

2. Start the Linux virtual machine by clicking on the Linux virtual machine and clicking Start on
the right-hand menu.

3. At the Ubuntu login, enter the login and password that you created in Exercise 3.6.



https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/Supported-Linux-and-FreeBSD-virtual-machines-for-Hyper-V-on-Windows
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4. Since we are using Ubuntu 20.10, we need to install the latest virtual kernel to have up-to-date
Hyper-V capabilities. To install the virtual HWE kernel, run the following commands as root
(or sudo):

sudo apt-get update
5. You will be asked for your password. Enter your password.
6. Next type in the following command:
sudo apt-get install linux-image-virtual
7. You will be asked to confirm your choice by typing Y and hit enter.
8. Type in the following command;
sudo apt-get install linux-tools-virtual linux-cloud-tools-virtual
9. You will be asked to confirm your choice by typing Y and hit enter.

10. After everything is installed, you are ready to go. You can clear the screen by typing Clear and
hit enter. To shut down the system, type shutdown.

Finally, if you want to setup the Linux or FreeBSD virtual machines to use the advantages of
secure boot, you would need to run the following PowerShell command on the Hyper-V server:

Set-VMFirmware -VMName "VMname" -EnableSecureBoot Off

PowerShell Commands

One of the things that Microsoft has stated is that the exams are going to be more PowerShell
intensive. So, I wanted to add a PowerShell section showing the different PowerShell commands
that you can use for Hyper-V. This table has been taken directly from Microsoft’s website.

Table 3.4 explains just some of the PowerShell commands that you can use with Hyper-V.

NOTE This table shows you just some of the PowerShell commands for Hyper-V. To see a more
comprehensive list, please visit Microsoft’s website at https://docs.microsoft.com/en-us/
powershell/module/hyper-v/?view=winl0-ps.

TABLE 3.4: Hyper-V PowerShell commands

COMMAND EXPLANATION
Add-VMDvdDrive Adds a DVD drive to a virtual machine.
Add-VMHardDiskDrive Adds a hard disk drive to a virtual machine.

Add-VMMigrationNetwork  Adds a network for virtual machine migration on one or more virtual
machine hosts.

Add-VMNetworkAdapter Adds a virtual network adapter to a virtual machine.


https://docs.microsoft.com/en-us/powershell/module/hyper-v/?view=win10-ps
https://docs.microsoft.com/en-us/powershell/module/hyper-v/?view=win10-ps
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TABLE 3.4:

COMMAND

Add-VMSwitch
Checkpoint-VM
Convert-VHD
Copy-VMFile
Debug-VM

Disable-
VMConsoleSupport

Disable-VMMigration

Dismount-VHD

Enable-VMConsoleSupport

Enable-VMMigration
Enable-VMReplication

Enable-
VMResourceMetering

Export-VM
Export-VMSnapshot
Get-VHD

Get-VHDSet
Get-VHDSnapshot
Get-VM
Get-VMDvdDrive
Get-VMHardDiskDrive
Get-VMMemory

Get-VMNetworkAdapter

Get-VMProcessor

Hyper-V PowerShell commands (CONTINUED)

EXPLANATION

Adds a virtual switch to an Ethernet resource pool.
Creates a checkpoint of a virtual machine.
Converts the format, version type, and block size of a virtual hard disk file.
Copies a file to a virtual machine.
Debugs a virtual machine.

Disables keyboard, video, and mouse for virtual machines.

Disables migration on one or more virtual machine hosts.
Dismounts a virtual hard disk.

Enables keyboard, video, and mouse for virtual machines.
Enables migration on one or more virtual machine hosts.
Enables replication of a virtual machine.

Collects resource utilization data for a virtual machine or resource pool.

Exports a virtual machine to disk.

Exports a virtual machine checkpoint to disk.

Gets the virtual hard disk object associated with a virtual hard disk.
Gets information about a VHD set.

Gets information about a checkpoint in a VHD set.

Gets the virtual machines from one or more Hyper-V hosts.

Gets the DVD drives attached to a virtual machine or snapshot.
Gets the virtual hard disk drives attached to one or more virtual machines.
Gets the memory of a virtual machine or snapshot.

Gets the virtual network adapters of a virtual machine, snapshot,
management operating system, or of a virtual machine and management
operating system.

Gets the processor of a virtual machine or snapshot.
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TABLE 3.4:

COMMAND

Get-VMReplication
Get-VMSwitch
Merge-VHD
Mount-VHD

Move-VM

New-VHD

New-VM
New-VMGroup
New-VMSwitch
Remove-VHDSnapshot
Remove-VM

Remove-VMHardDiskDrive

Remove-VMNetworkAdapter
Remove-VMReplication
Remove-VMSan
Remove-VMSwitch
Rename-VM
Rename-VMGroup
Resize-VHD
Restart-VM

Save-VM

Set-VHD

Set-VM

Set-VMBios

Set-VMMemory

Hyper-V PowerShell commands (CONTINUED)

EXPLANATION

Gets the replication settings for a virtual machine.

Gets virtual switches from one or more virtual Hyper-V hosts.
Merges virtual hard disks.

Mounts one or more virtual hard disks.

Moves a virtual machine to a new Hyper-V host.

Creates one or more new virtual hard disks.

Creates a new virtual machine.

Creates a virtual machine group.

Creates a new virtual switch on one or more virtual machine hosts.
Removes a snapshot from a VHD set file.

Deletes a virtual machine.

Deletes one or more virtual hard disks (VHDs) from a virtual
machine (VM).

Removes one or more virtual network adapters from a virtual machine.

Removes the replication relationship of a virtual machine.
Removes a virtual storage area network (SAN) from a Hyper-V host.
Deletes a virtual switch.

Renames a virtual machine.

Renames virtual machine groups.

Resizes a virtual hard disk.

Restarts a virtual machine.

Saves a virtual machine.

Sets properties associated with a virtual hard disk.
Configures a virtual machine.

Configures the BIOS of a Generation 1 virtual machine.

Configures the memory of a virtual machine.
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TABLE 3.4: Hyper-V PowerShell commands (CONTINUED)
COMMAND EXPLANATION
Set-VMNetworkAdapter Configures features of the virtual network adapter in a virtual machine or

the management operating system.
Set-VMProcessor Configures one or more processors of a virtual machine.

Set-VMReplicationServer Configures a host as a Replica server.

Set-VMSan Configures a virtual storage area network (SAN) on one or more
Hyper-V hosts.

Set-VMSwitch Configures a virtual switch.

Stop-VM Shuts down, turns off, or saves a virtual machine.

Suspend-VM Suspends, or pauses, a virtual machine.

The Bottom Line

Know the virtualization requirements. Understanding server requirements that are needed
to install and configure Hyper-V.

Master It You are an administrator that needs to set up Hyper-V virtualization. You are
not sure what features of Hyper-V will need to be configured based on the system’s
requirements.

Know how to build virtual machines. Understanding how to build and configure virtual
machines is one of the most important tasks when building a virtual network. Understanding
how the Hyper-V role works on Windows Server 2022 is important so that when you set up
and configure Hyper-V, you understand what is happening within the virtual machines.

Master It You are an administrator for a mid-size company. Your company has asked
you to build and configure new virtual machines using Hyper-V.



Installing Windows Server 2022

So, now it is to install Windows Server 2022. In this chapter, I will show you how to install
Windows Server 2022. I will show you how to install the Desktop (GUI) version of Server 2022
and I will also show you how to install the Server Core version of Server 2022.

I'will also show you how to get updates for the Windows Server and then I will show you
how to set up a Windows Server Update Services (WSUS). Finally, I will talk about using
Features on Demand.

In Chapter 1, “Understanding Windows Server 2022,” I showed you the benefits of using
Windows Server 2022 along with its features. Now it’s time for us to do that installation.

IN THIS CHAPTER YOU'LL LEARN

& Learn which Server 2022 version to install

¢ Understand how to deploy updates

NOTE The Windows Server 2022 installation can be done on a virtual server. You can use any
virtualization software as long as its supports Windows Server 2022 and 64-bit processors. This
is the reason I explained virtualization in the previous chapters. I will be installing Windows
Server 2022 on Windows Hyper-V. The installation is exactly the same as installing Windows
Server 2022 on a physical machine.

Installing the Windows Server 2022 OS

In the following sections, I am going to walk you through two different types of installs. I will
show you how to do a full install of Windows Server 2022 Datacenter (Desktop Experience), and
then I will show you how to install the Server Core version of the same software.

NOTE For these labs, I am using the full release of Windows Server 2022 Datacenter, but you
can use Windows Server 2022 Standard.

Installing with the Desktop Experience

In Exercise 4.1, I will show you how to install Windows Server 2022 Datacenter (Desktop
Experience). This installation will have a Graphical User Interface (GUI) and this means that an
administrator will be able to control the applications on the Desktop and the operating system
functions with a mouse.
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WINDOWS INSTALLATION

At the time of this writing, I used a full release of Windows Server 2022 Datacenter that I down-
loaded from my MSDN account. Microsoft is constantly releasing new versions of Windows Server
2022. For this reason, there may be some screens that have changed somewhat since this book was
published. But the installation should be very close from what I will do here.

EXERCISE 4.1 Installing Windows Server 2022 Datacenter (Desktop Experience)

1. Insert the Windows Server 2022 installation media and restart the machine. You may be asked
to press any key to start the installation.

2. At the first screen, Windows Server 2022 (see Figure 4.1) will ask you to configure your
language, time and currency, and keyboard. Make your selections and click Next.

FIGURE 4.1
Windows Server
2022 Setup

[o] @ ==

14 Windows Setup

Windows Server: 2022

Language to install: [English (United States) ™

MIUEELE RS BB English (United States) e

Enter your language and other preferences and click "Next” to continue

3. At the next screen (see Figure 4.2), click the Install now button.
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FIGURE 4.2
Install Now Screen

14 Windows Setup

Windows Server: 2019

Install now

Repair your computer

Al rights reserved.

4. Depending on what version of Windows Server 2022 you have (MSDN, TechNet, and so on),
you may be asked to enter a product key. If this screen appears, enter your product key and click

Next. If this screen does not appear, just go to step 5.
5. The Select The Operating System That You Want To Install screen then appears. Choose the
Windows Server 2022 Datacenter (Desktop Experience) selection (see Figure 4.3) and

click Next.

FIGURE 4.3 & Windows Set
. .. i | indows up
Windows Server Edition &

Select the operating system you want to install

Architecture Date modified
bl 12/13/2020
bl

bd

Operating system

Windows Server 2019 Standard

Windows Server 2019 Standard (Desktop Experience)
Windows Server 2019 Datacenter

9 Datacenter

Description:
This option installs the full Windows graphical environment, consuming extra drive space. It can be

useful if you want to use the Windows desktop or have an app that requires it.
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6. The license terms screen appears. After reading the Windows Server 2022 license agreement,

check the I Accept The License Terms check box and click Next.

7. On the Which Type Of Installation Do You Want? screen (see Figure 4.4), choose Custom:
Install Windows Only (Advanced).

FIGURE 4.4
Windows Server
Installation

@ | Windows Setup
Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved te Windows with this cptien. This epticon is enly
available when a supported version of Windeows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applicaticns aren't moved te Windows with this eptien. If you want to
make changes to partiticns and drives, start the cemputer using the installation disc. We
recommend backing up your files before you continue

x

8. The next screen will ask you where you want to install Windows. If your hard disk is already
formatted as NTES, click the drive and then click Next. If the hard disk is not yet set up or
formatted, choose the New link and create a partition. After creating the partition, choose the
Primary partition and click the Format link. Once the format is done, make sure you choose the
new partition and click Next.

9. The Installing Windows screen will appear next. This is where the files from your media will be
installed onto the system (see Figure 4.5). The machine will reboot during this installation.

FIGURE 4.5
Installing
Windows screen

| Windows Setup

Installing Windows

Status

W Copying Windows files
Getting files ready for installation (76%)
Installing features
Installing updates
Finishing up
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10. After the machine is finished rebooting, a screen requesting the administrator password will
appear (see Figure 4.6). Type in your password. (P@ssword is used in this exercise. Do NOT use
this password in a live environment.) Your password must meet the password complexity
requirements (three of the following four are needed for complexity: one capitalized, one
lowercase letter, one lower case, one number, and/or one special character). Click Finish.

FIGURE 4.6
Customize
Settings screen

Customize settings
Type a password for the built-in administrator account that you can use ta sign in to this computer.
User name

Password

Reenter password

Finish

11. Next, log into the system. Press Ctrl+Alt+Del, and type in the administrator password. The
machine will set up the properties of the administrator account.

12. Notice that the Server Manager dashboard automatically appears (see Figure 4.7). You may
receive a message about using the Windows Admin Center. Just close that message. We will use
the Windows Admin Center later in this book. Your Windows Server 2022 installation is now
complete.

FIGURE 4.7
Windows Server
Manager Dashboard

T oo e e

13. Close Server Manager.
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After you have logged into the Windows Server 2022 Datacenter system, you will notice some
features right away. The first is that there is a Start button in the lower-left corner of the screen.
We will be using the Start Menu a lot throughout this book.

NOTE Administrators can also access the Start button by clicking the Windows key on a stand-
ard keyboard.

So now that we have installed the Windows Server 2022 Datacenter (Desktop version), we are
going to install Windows Server 2022 Datacenter Server Core.

Installing Windows Server 2022 Server Core

In Chapter 1, I talked about the difference between the Desktop version and the Server Core
version of Windows Server 2022. The Server Core version of server does not have a GUI inter-
face. This means that there are no wizards, Start Menus, or user Desktops. Once the system boots
up, you need to use Command Prompt or PowerShell commands to configure the system.

In Exercise 4.2, you will learn how to install Windows Server 2022 Server Core. You'll notice
that the steps are similar to the ones in Exercise 4.1, with a couple of exceptions. As mentioned
earlier, Server Core is a command-line configuration of Windows Server 2022.

EXERCISE 4.2 Installing Windows Server 2022 Using Server Core

1. Insert the Windows Server 2022 installation media and restart the machine. You may be asked
to press any key to start the installation.

2. At the first screen, Windows Server 2022 will prompt you to configure your language, time and
currency, and keyboard. Make your selections and click Next.

3. At the next screen, click the Install Now button.

4. Depending on what version of Windows Server 2022 you have (MSDN, TechNet, and so on),
you may be asked to enter a product key. If this screen appears, enter your product key and
click Next. If this screen does not appear, just go to step 5.

5. The Select The Operating System That You Want To Install screen then appears. Choose the
Windows Server 2022 Datacenter selection (see Figure 4.8) and click Next.

6. The license terms screen appears. After reading the Windows Server 2022 license agreement,
check the I Accept The License Terms check box and click Next.

7. At the Which Type Of Installation Do You Want? screen, choose Custom: Install Windows Only
(Advanced).

8. The next screen will ask you where you want to install Windows. If your hard disk is already
formatted as NTES, click the drive and then click Next. If the hard disk is not set up or
formatted, choose the New link and create a partition. After creating the partition, choose the
Primary partition and click the Format link. Once the partition is formatted, make sure you
choose the new partition and click Next.

9. The Installing Windows screen will appear next. This is where the files from your media will be
installed onto the system. The machine will reboot during this installation.
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FIGURE 4.8 . |
) . (N @ Windows Setup
Windows Server Edition
Select the operating system you want to install
Operating system Architecture Date modified
Windows Server 2019 Standard B4 12/13/2020
‘Windows Server 2019 Standard (Desktop Experience) x0d 12/13/2020
Datacenter
Windows Server 2019 Datacenter (Desktop Experience) il 12/13/2020
Description:
(Recommended) This option emits most of the Windows graphical environment. Manage with a
command prompt and PowerShell, or remotely with Windows Admin Center or other tools
Next

10. After the machine is finished rebooting, a screen requesting the administrator password will
appear. Click on OK (see Figure 4.9) and then type in your password. (P@ssword is used in this
exercise. Do NOT use this password in a live environment.) You will be asked to put your
password in a second time. Your password must meet the password complexity requirements
(one capitalized letter, one lower case, one number, and/or one special character).

C:Windows|system32iLogonUL.exe

FIGURE 4.9
Change Password Screen

11. After the password is changed, a screen will appear telling you that the password has changed
(see Figure 4.10). Press the Enter key.
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FIGURE 4.10 | CaWindows system32Logonll.exe
Password
Changed Screen

12. You will be automatically logged in. You will notice that the command prompt will appear (see
Figure 4.11). Your Windows Server 2022 Server Core installation is now complete.

FIGURE 4.11
Server Core

& Administrator: C:\Windows\system32\cmd.exe

=I=H

Command Prompt

13. If you want to do a quick configuration of Server Core, type PowerShell and press Enter. This
will put you into a PowerShell prompt. Type sconfig and press Enter. You will now be able to
do some basic configuration of the Server Core system (see Figure 4.12). You can run Sconfig
in the Command Prompt, but I recommend that you start using PowerShell for all of your
configuration. PowerShell is a much more powerful tool and you should use it every time you
can to get used to it.
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FIGURE 4.12
Server Core
Sconfig Command

14. Choose option 15 and press Enter to exit Sconfig.

15. To turn off the machine, type Shutdown /s /t o.

NOTE [ will be showing many PowerShell commands throughout this book. I will show you the
PowerShell commands needed to configure and maintain Windows Server 2022 Server Core
throughout this entire book.

Activating and Servicing Windows

After you complete the installation of Windows Server 2022, the next step is activating the
operating system. Windows Server 2022 gives you a few different options when it comes to
activation.

In the past, many administrators would use the Volume Activation Management Tool (VMAT)
to activate both Microsoft operating systems and Microsoft products like Office. Administrators
can still use VMAT to activate Microsoft products like Office, but with the release of Windows
Server 2022, there are some new ways to help administrators activate the operating systems.

So let’s take a look at some of the different activation options that you have with Windows
Server 2022 operating system.

Key Management Service

Windows Server 2022 Key Management Service (KMS) gives your Windows computers an easy
and automated way for them to get activated. KMS allows your computers to get activated right
on your local network without the need of contacting Microsoft. For this to happen, you must set
up a KMS client-server network. KMS clients are able to contact KMS servers as long as either
your network uses either a static TCP/IP configuration or you have a Domain Name System
(DNS) server set up.
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To configure KMS hosts systems; you must configure and retrieve Volume Activation informa-
tion. This is done by using a Software License Manager (referred to as SL Manager) script
(Slmgr.vbs). This script can be run on a local system or a remote system but it needs to be run
from a user’s account that uses an elevated command prompt. KMS host systems can be any
Windows client operating system running Windows Vista or higher and any Server above
Windows Server 2003.

To create or modify the Slmgr.vbs script, an administrator can use either the Wscript.exe or
Cscript.exe application. Slmgr.vbs uses the Wscript.exe scripting engine by default. After an
administrator makes any changes to the Slmgr.vbs script, the Software Licensing Service must
be restarted. This can be done by using the Services Microsoft Management Console (MMC) or
by running the net stop and net start commands at an elevated command prompt (net stop
sppsvc and net start sppsvc).

The Slmgr.vbs script has different command-line switches that you can use (shown in
Table 4.1) shows you some of the different switches that you can use with the Slmgr.vbs script.

TABLE 4.1: Slmgr.vbs Switches
PARAMETER DESCRIPTION
/ato This switch is used for retail and volume system editions with a KMS host key or a

Multiple Activation Key (MAK) installed. The /ato command prompts Windows
to try to do an online activation. For any systems that are using a Generic Volume
License Key (GVLK), this will make the system attempt to do a KMS activation.

/cdns This switch allows an administrator to disable KMS host automatic DNS
publishing.

/cpri Administrators can use this switch to lower the priority of KMS host processes.

/dli Administrators can use this switch on the KMS host to view the current KMS

activation count.

/dlv When an administrator uses this switch, the license information for the installed
operating system is displayed.

/ipk This command will try to install a 5x5 product key.
/sai This switch allows an administrator to change how often a KMS client attempts to
activationInterval activate itself when it cannot find a KMS host. The default setting is 120 minutes,

but you can change the interval by replacing ActivationInterval with the
number of minutes you want to set.

/sdns This switch allows an administrator to enable KMS host automatic DNS
publishing.

/spri This allows an administrator to set the CPU priority of the KMS host processes to
Normal.
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PARAMETER DESCRIPTION

/sprt PortNumber Using this switch allows an administrator to change the default TCP
communications port on a KMS host from 1688 to whichever port the admin
wants to use. To change the default port number, replace the PortNumber switch
with the TCP port number to use.

/sri This switch allows an administrator to change how often a KMS client attempts to

RenewalInterval renew its activation by contacting a KMS host. If you need to change the default
of 10080 (7 days), just replace RenewalInterval with a number of minutes you
want to use.

To run Slmgr.vbs remotely, administrators must supply additional parameters. They must
include the computer name of the target computer as well as a username and password of a user
account that has local administrator rights on the target computer. If run remotely without a
specified username and password, the script uses the credentials of the user running the script.

slmgr.vbs TargetComputerName [username] [password] /parameter [options]

Automatic Virtual Machine Activation

Another Windows Server 2022 activation method is called Automatic Virtual Machine Activation
(AVMA). The main advantage of AVMA is that it works the same way a proof-of-purchase
works. Once there is proof that the Windows Server 2022 operating system is used in accordance
with Microsoft Software License terms, AVMA allows you to install virtual machines on that
Windows Server operating system without the need of using or managing product keys for each
virtual machine.

AVMA attaches the virtual machine activation to the properly activated Hyper-V machine
during the startup process. One of the nice advantages to using AVMA is that AVMA will
provide administrators with real-time reporting data. When your virtual servers are properly
activated using volume or OEM licensing, AVMA gives an organization many benefits like
activating virtual machines in remote areas and also activating virtual machines even if no
Internet connection is present.

Another advantage of AVMA activations is that virtual machines are activated as long as the
Hyper-V server is legally licensed. This helps consulting companies in the fact that they do not
need to access client virtual machines to activate the machines as long as the Hyper-V server is
properly licensed. Also, hosting companies can use the server logs to help keep the virtual
machines running properly.

AVMA requires Windows Server 2022 with the Hyper-V role installed. AVMA can also run on
Windows Server 2012, Windows Server 2012 R2, and Windows Server 2016 if needed. Table 4.2
shows the Windows Server 2022 AVMA (5x5) Keys that are available from Microsoft’s website
(https://docs.microsoft.com/en-us/windows-server/get-started-19/vm-activation-19).


https://docs.microsoft.com/en-us/windows-server/get-started-19/vm-activation-19
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TABLE 4.2: Windows Server 2022 AVMA Keys

EDITION AVMA KEY

Datacenter H3RNG-8C32Q-Q8FRX-6TDXV-WMBMW

Standard TNK62-RXVTB-4P47B-2D623-4GE74

Essentials 2CTP7-NHT64-BP62M-FV6GG-HFV28

Edition AVMA Key (Server 2022 versions 1909, 1903, and 1809)
Datacenter H3RNG-8C32Q-Q8FRX-6TDXV-WMBMW

Standard TNK62-RXVTB-4P47B-2D623-4GF74

Edition AVMA Key (Server 2022 versions 1803 and 1709)
Datacenter TMJ3Y-NTRTM-FJYXT-T22BY-CWG3J

Standard C3RCX-M6NRP-6CXC9-TW2F2-4RHYD

Active Directory-Based Activation

One of the best advantages of using Windows Servers is the ability to install Active Directory
onto your corporate network. Active Directory is just a centralized database of objects for a
corporation; that centralized database is called a domain.

For companies running Active Directory, administrators can use this to their advantage when
it comes to activation. Active Directory—Based Activation (ADBA) allows administrators to
activate computers right through the domain connection.

Many organizations have remote locations and at these locations there is company owned
software that needs to be registered. Normally administrators would use a retail key or a
Multiple Activation Key (MAK) to get these products activated. The nice thing about ADBA is
that as long as the computers are connected to the domain, the software and products can be
activated through the domain.

When an Administrator joins a Windows computer to the domain, the ADBA will automati-
cally activate the computers version of Windows either online with Microsoft or through the use
of an activation proxy.

Servicing Windows Server 2022

Now that we have looked at some of the ways to activate your Windows Server 2022 systems,
let’s take a look at how you can service your Windows Server systems. Table 4.3 will shows the
different versions for Windows Server 2022 and which servicing model each version uses.
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TABLE 4.3: Servicing Models for Windows Server 2022

INSTALLATION OPTION LTSB SERVICING SEMI-ANNUAL SERVICING
Desktop Experience Yes No
Server Core Yes Yes
Nano Server No Yes

LONG TERM SERVICING BRANCH

Before the release of Windows Server 2022, Windows operating systems used the 5+5 servicing
models. What this meant was there were five years of mainstream support and five years of
extended support for the different versions of the Windows operating systems. This model will
continue to be used in Windows Server 2022 (Desktop Support and Server Core), but it will be
known as Long Term Servicing Branch (LTSB).

SEMI-ANNUAL CHANNEL

The Semi-Annual Channel is an excellent option for administrators who want to take advantage
of the new operating system capabilities in Server Core or Nano Server containers. Windows
Server 2022 products in the Semi-Annual Channel will have new releases of the server available
twice a year. One will get released in the spring and one will get released in the fall. Each release
will be supported for 18 months from the initial release date.

Many of the features included with the Semi-Annual Channel will be rolled into the following
Long-Term Servicing Channel release of Windows Server. The editions, functionality, and
supporting content may vary from each release depending on customer feedback.

The Semi-Annual Channel will be available to volume-licensed customers that have Software
Assurance, as well as customers using the Azure Marketplace or other cloud-based service
providers and loyalty programs like organizations having Visual Studio Subscriptions.

Configuring Windows Server Updates

When Microsoft releases a new operating system, users will encounter issues and security
deficiencies. Both of these can cause your network to have many problems. So to help fix these
issues, Microsoft will release updates and security fixes on a weekly basis. It is important for an
IT department to keep their network systems up to date with these fixes.

Well there are two main ways to do this. You can let your users all connect to Microsoft’s
website one at a time and grab updates or you can set up a Windows Server Update Services
(WSUS) server to get these updates. Then that WSUS server can release the updates to your
users. This helps a company because when all your users connect to Microsoft to get the same
updates, it’s a waste of bandwidth and time. Also, as an IT person, we may not want all of the
Microsoft updates to be deployed to our clients without viewing and testing them first.
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FIGURE 4.13 & Settings - O X
Windows Update
control panel iy Home Windows Update
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I can tell you from first-hand experience that there have been times when I deployed an

update from Microsoft and it caused more issues than it fixed. So having the ability to view and
test updates on a test system ensures that the updates that we are deploying work the way that
they are supposed to. So let’s take a look at some of the tools that you need to understand when
dealing with updates.

Windows Update This utility attaches to the Microsoft website through a user-initiated
process, and it allows Windows users to update their operating systems by downloading
updated files (critical and noncritical software updates).

Windows Server Update Services (WSUS) This utility is used to deploy a limited version of
Windows Update to a corporate server, which in turn provides the Windows updates to client
computers within the corporate network. This allows clients that are limited to what they can

access through a firewall to be able to keep their Windows operating systems up-to-date.

Windows Update

Windows Update is available for most Windows operating systems and it allows the system to
receive updates from Microsoft. Examples of updates include security fixes, critical updates,
updated help files, and updated drivers.

If you (as an administrator) want to use Windows Update, click Start > Settings > Update and

Security. You would then see the following options:

When The Last Updates Were Done When you enter into the Windows Update settings, the
first thing you will see is when the last updates were done (if any).

Check For Updates Button This allows you to manually check to see if any updates are
available for the operating system. When an administrator clicks this button (shown in
Figure 4.13), the system will check for updates. If any updates are found, they will be down-
loaded and installed.

| | | No updates available
We'll continue te check daily for newer updates.

Update & Security
Check for updates

Q

Windows Update
Change active hours

T i e
£l Delivery Optimization View update history

== Windows Security Advanced options
ﬂ Troubleshoot
Looking for info on the latest updates?
@ Recovery Learn more
@ Activation
Related links
or developers Check Storage
T For develop: Check Storag

OS build info
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Update History This allows you to track all of the updates that you have applied to
your server.

Change Active Hours This setting allows you to set your active hours on the system. So, for
example, if you worked on this system or the server was most active from 8:00 a.m. to 6:00
p-m., you can set those hours so that Windows Update knows when to download and install
updates.

Restart Options This setting allows you to customize when the system will restart after the
machine receives its updates.

Advanced Options You can use this option to customize what updates you receive when
you use Windows Update.

NOTE The information that is collected by Windows Update includes the operating system and
version number, the Edge version, the version information for any software that can be updated
through Windows Update, the Plug and Play ID numbers for installed hardware, and the region
and language settings. Windows Update will also collect the product ID and product key to
confirm that you are running a licensed copy of Windows, but this information is retained only
during the Windows Update session and it is not stored. No personal information that can be
used to identify users of the Windows Update service is collected.

Windows Server 2022 updates will recognize when you have a network connection and will
automatically search for any updates for your computer from the Windows Update website (as
long as an Internet connection is available) or from a WSUS server (explained in the next section).

If any updates are identified, they will be downloaded using Background Intelligent Transfer
Services (BITS). BITS is a bandwidth-throttling technology that allows downloads to occur using
idle bandwidth only. This means that downloading automatic updates will not interfere with any
other Internet traffic.

If Windows Update detects any updates for your computer, you will see an update icon in the
notification area of the Taskbar.

As stated before, an administrator can configure Windows Update by selecting Start o
Settings » Update and Security. You can manually check for updates by clicking the Check For
Updates button.

After the updates get downloaded to the server, you will see a status window showing you
the update status of the updates being downloaded and installed (see Figure 4.14).

After some updates are downloaded and installed, you may be required to reboot the server.
As seen in Figure 4.15, you can choose to reboot the server now or you can click the Schedule The
Restart link and choose when you want the server to reboot. Scheduling the server to reboot after
hours can be a good option for organizations that can’t have the server taken down during the
day. I would recommend that an administrator is nearby in the event that an update causes the
server from restarting properly. This is very rare, but it does happen.

Once updates have been installed, you can click the Update History link to see all of the
previous updates. When you click this link, you will be shown the updates that have been
installed and also have the ability to uninstall any updates (see Figure 4.16).
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FIGURE 4.14 & Seffings - o
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Viewing your
Update History

You also have the ability to set advanced options in the Updates section. One of the advanced
options is to download other Microsoft updates for other Microsoft products (for example, you
get Office updates at the same time you get operating system updates). Administrators also have
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< Settings - ] pad

@ View update history

Uninstall updates
Recovery options
Update history
~ Quality Updates (3)

2020-11 Cumulative Update Preview for .NET Framework 3.5, 4.7.2 and 4.8 for Windows Server 2019 for x64 (KB4588!
Successfully installed on 2,/10/2021

2020-10 Security Update for Adobe Flash Player for Windows Server 2019 for x64-based Systems (KB4580325)
Successfully installed on 2/10/2021

2020-12 Cumulative Update for Windows Server 2019 (1809) for x64-based Systems (KB4592440)
Successfully installed on 2 /10/2021

> Definition Updates (1)

> Other Updates (1)

the ability to defer upgrades (see Figure 4.17).

FIGURE 4.17
Viewing
Advanced Options

<« Settings — [m] X

@ Advanced options

*Some settings are managed by your organization
View configured update policies
Update options

Give me updates for other Microsoft products when | update Windows.
@ or

Automatically download updates, even over metered data connections (charges may apply)

@D on

Update notifications

Show a notification when your PC requires a restart to finish updating

@D on

Pause updates

Temporarily pause updates from being installed on this device for up to 35 days. When updates resume, this device will
need to get the latest updates before it can be paused again.

@ or
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When you decide to defer upgrades, new Windows features will not be downloaded or
installed during the upgrade process. Deferring upgrades will not affect the Windows Server
2022 system from getting security updates. Deferring upgrades will only prevent you from
getting the newest Windows features as soon as they are released.

Using Windows Server Update Services

Windows Server Update Services (WSUS), formerly known as Software Update Services (SUS), is
used to leverage the features of Windows Update within a corporate environment. WSUS
downloads Windows updates to a corporate server, which in turn provides the updates to the
internal corporate clients. This allows administrators to test and have full control over what
updates are deployed within the corporate environment. WSUS is designed to work in medium-
sized corporate networks that are not using System Center.

ADVANTAGES OF USING WSUS
Using WSUS has many advantages:

¢ Itallows an internal server within a private intranet to act as a virtual Windows
Update server.

¢ Administrators have selective control over what updates are posted and deployed from
the public Windows Update site. No updates are deployed to client computers unless an
administrator first approves them.

¢ Administrators can control the synchronization of updates from the public Windows
Update site to the WSUS server either manually or automatically.

¢ Administrators can configure Automatic Updates on client computers to access the local
WSUS server as opposed to the public Windows Update site.

¢ WSUS checks each update to verify that Microsoft has digitally signed it. Any updates
that are not digitally signed are discarded.

¢ Administrators can selectively specify whether clients can access updated files from the
intranet or from Microsoft’s public Windows Update site, which is used to support remote
clients.

Administrators can deploy updates to clients in multiple languages.

Administrators can configure client-side targeting to help client machines get updates.
Client-side targeting allows your organization’s computers to automatically add them-
selves to the computer groups that were created in the WSUS console.

¢ Administrators can configure a WSUS statistics server to log update access, which allows
them to track which clients have installed updates. The WSUS server and the WSUS
statistics server can coexist on the same computer.

¢ Administrators can manage WSUS servers remotely using HTTP or HTTPS.
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WSUS SERVER REQUIREMENTS

To act as a WSUS server, the server must meet the following requirements:

¢ It must be running Windows Server 2008, Windows Server 2008 R2, Windows Server 2012,
Windows Server 2012 R2, Windows Server 2016, Windows Server 2019, or Windows
Server 2022.

It must have all of the most current security patches applied.
It must be running Internet Information Services (IIS) 6.0 or newer.
It must be connected to the network.

It must have an NTFS partition with 100 MB free disk space to install the WSUS server
software, and it must have 6 GB of free space to store all of the update files.

It must use BITS version 2.0.

It must use Microsoft Management Console 3.0.

It must use Microsoft Report Viewer Redistributable 2008 or higher.
Windows Defender should be enabled on the WSUS server.

If your WSUS server meets the following system requirements, it can support up to
15,000 WSUS clients:

¢ Pentium III 700 MHz processor
¢ 512 MB of RAM

INSTALLING THE WSUS SERVER

WSUS should run on a dedicated server, meaning that the server will not run any other applica-
tions except IIS, which is required. Microsoft recommends that you install a clean or new version
of Windows Server 2008, Windows Server 2008 R2, Windows Server 2012, Windows Server
2012 R2, Windows Server 2016, Windows Server 2019, or Windows Server 2022 and apply any
service packs or security-related patches.

Exercise 4.3 walks you through the installation process for WSUS.

EXERCISE 4.3 Installing a WSUS Server

1. Choose Server Manager by clicking the Server Manager icon on the Taskbar.

2. Click option number 2, Add Roles And Features. If a Before You Begin screen appears, just
click Next.

3. Choose Role-based or featured-based installation and click Next.
4. Choose your server and click Next.

5. Choose Windows Server Update Services (see Figure 4.18). Click the Add Features button
when the dialog box appears. Then click Next.
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FIGURE 4.1

cu . 8 Server Manager » Dashboard
Choosing to
InSta]l WSUS WELCOME TO SERVER MANAGER

T Add Roles and Features Wizard - o X

DESTINATION SERVER

Select server roles

Select one or more roles to install on the selected server.
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L] Active Directory Domain Services Windows Server Update Services
Active Directory Federation Services allows network administrators to
Active Directory Lightweight Directory Services specify the Microsoft updates that
Active Directory Rights Management Services should be installed, create separate
Device Health Attestation groups of computers for different
DHCP Server sets of updates, and get reports on
DNS Server the compliance levels of the Hide
Fax Server computers and the updates that
File and Storage Services (1 of 12 installed) must be installed

Host Guardian Service

Hyper-V

Network Controller

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

Web Server {IIS)

lows Deployment Servi

Install

6. At the Select Features screen, just click Next.
7. At the Windows Server Update Services screen, click Next.

8. At the Select Role Services screen, make sure that WID Connectivity and WSUS Services are
both checked (see Figure 4.19). Click Next.

FIGURE 4.19 T Add Roles and Features Wizard - m] %
Select Role Screen

DESTINATION SERVER

Select role services pre

Select the role services to install for Windows Server Update Services

Role services Description
Installs the database used by WSUS
WSUS Services into WID.

[J sQL Server Connectivity

Install
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9. At the Content Location Selection screen, make sure the check box Store Updates In The
Following Location is checked and enter the path of where you want your updates stored.
After you do this, click Next (see Figure 4.20). If you uncheck this box, updates are not stored
locally. They are downloaded from Microsoft only once they are approved. This will help save
hard drive space. But we are going to store our updates locally.

FIGURE 4.20 F. Add Roles and Features Wizard - o x
Content Location

- DESTINATION SERVER
Selection screen Content location selection o

Before You Begin If you have a drive formatted with NTFS and at least 6 GB of free disk space, you can use it to store

e TG updates for client computers to download quickly.

If you need to save disk space, clear the check bex to store updates on Microsoft Update;
downloads will be slower.

If you choose to store updates locally, updates are not downloaded to your WSUS server until you
approve them. By default, when updates are approved, they are downloaded for all languages.

[WlStore updates in the following location (cheose a valid local path on Sybex, or a remote path) :
CAUpdates

Confirmation

10. Atthe Web Server Role screen, click Next.
11. At the Role Services screen, just accept the defaults and click Next.

12. At the Confirmation screen, shown in Figure 4.21, check the box to Restart the destination
server automatically if required. Then click the Install button.

FIGURE 4.21 P Add Roles and Features Wizard o %
Confirmation Screen

DESTINATION SERVER
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To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to dlear
their check boxes.

NET Framework 4.7 Features
ASPINET47
'WCF Services
HTTP Activation

Remate Server Administration Tools

Role Administration Tools

APl and PowerShell cmdlets

User Interface Management Console

Web Server (IIS)

Export configuration settings
Specify an alternate source path
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FIGURE 4.22
Status Screen

FIGURE 4.23
Status Screen

13. The installation will begin (shown in Figure 4.22), and you will see the progress
installation is complete, click Close.

. Once the
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Installation progress
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@ Festure installation
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You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Nofifications in the command bar, and then Task Details.

Export canfiguration settings

Next > Close Cancel

14. In Server Manager, click the WSUS link on the left side. Then click the More link (see
Figure 4.23) next to Configuration Required For Windows Server Update Services.
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15. At the All Servers Task Details And Notifications screen, click the Launch Post-Installation
Tasks link.

16. The installation process will automatically continue. Once it is finished, you will see Complete
under Stage. Close the All Servers Task Details And Notifications screen.

17. Close Server Manager.

18. If a WSUS Configure Options box appears, just close it. You will set options in the next
exercise.

CONFIGURING A WSUS SERVER

Configuring a WSUS machine is a straightforward process. The easiest way to do it is to use the
WSUS Server Configuration Wizard. This wizard walks you through the WSUS setup process,
and it makes it easy to configure WSUS. When in the WSUS snap-in, you can configure different
options.

Update Source And Proxy Server This option allows you to configure whether this WSUS
server synchronizes either from Microsoft Update or from another WSUS server on
your network.

Products And Classifications This option allows you to select the products for which you
want to get updates and the type of updates that you want to receive.

Update Files And Languages This option allows you to choose whether to download
update files and where to store these update files. This option also allows you to choose which
update languages you want downloaded.

Synchronization Schedule This option allows you to configure how and when you synchro-
nize your updates. Administrators can choose to synchronize manually or to set up a schedule
for daily automatic synchronization.

Automatic Approvals This option allows you to specify how to approve installation of
updates automatically for selected groups and how to approve revisions to existing updates.

Computers This option allows you to set computers to groups or use Group Policy or
Registry settings on the computer to receive updates.

Server Cleanup Wizard This option allows you to clean out old computers, updates, and
update files from your server.

Reporting Rollup This option allows you to choose whether to have replica downstream
servers roll up computer and update status to this WSUS server.

Email Notifications This option allows you to set up email notifications for WSUS. You can
be notified when new updates are synchronized, or you can get email status reports. This
option also allows you to set up the email server’s information on your WSUS server.
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Microsoft Update Improvement Program This option allows you to choose whether you
want to participate in the Microsoft Update Improvement Program. When you choose to
participate in this program, your WSUS server will automatically send information to
Microsoft about the quality of your updates. This following information is included:

¢ How many computers are in the organization
¢ How many computers successfully installed each update
¢ How many computers failed to install each update

Personalization This option allows you to personalize the way information is displayed for
this server. This option also allows you to set up a to-do list for WSUS.

WSUS Server Configuration Wizard This option allows you to set up many of the preced-
ing options by just using this one setup wizard.

In Exercise 4.4, you will learn how to set up some of the WSUS server options. To complete

this exercise, you need to have an Internet connection that can communicate with Microsoft.

EXERCISE 4.4 Setting WSUS Server Options

1. Open the Windows Server Update Services snap-in from Administrative Tools by pressing the
Start key and then choosing Administrative Tools (see Figure 4.24). The Windows Server
Update Services snap-in will be at the bottom of the list alphabetically. Double-click on the
Windows Server Update Services snap-in.

FIGURE 4.24 EIR s Manage Administrative Tools - o %
Administrative Tools Home  Share  View  Shartcut Taols 2]
4 75 « All Control Panel ltems > Administrative Tools » v/ Search Administrative Tools 0
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) 7 Local Security Policy Shorteut 2KB
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FIGURE 4.25 51 Windows Server Update Services Configuration Wizard:SYBEX X
Connect to Upstream =)
Server screen ]

7.

8.

The WSUS Server Configuration Wizard appears. Click Next at the Before You Begin screen.

At the Join Microsoft Update Improvement Program screen, uncheck the Yes box and click
Next. If you want to participate in the Microsoft Update Improvement Program, keep the
check box checked.

At the Choose Upstream Server screen, choose Synchronize From Microsoft Update and
click Next.

Fill in the information at the Specify Proxy Server screen if you need to use a proxy server. If
you do not need a proxy server, just click Next.

At the Connect To Upstream Server screen, click the Start Connecting button (see
Figure 4.25). This step can take a while depending on your connection speed. Once it’s
finished connecting, click Next.

Connect to Upstream Server
Download update information from Microsoft Update

Before You Begin 4 To configure Windows Server Update Services on the following screens, we need to apply
Microsoft Update 1 your upstream server and proxy server settings and synchronize information about available
Improvement Program updates.

Choose Upstream Server
Specify Proxy Server
Choose Languages Types of updates available
Choose Products Products that can be updated
pr— Available languages

Information to be downloaded includes:

ssifications

Configure Sync Schedule Click Start Connecting to save and dewnload upstream server and proxy server infermatien,
Finished This process might take several minutes or longer, depending on your connection speed.

What's Next
Start Connecting

< Back Cancel

At the Language screen, choose which languages that you need updates for and click the
Next button.

At the Choose Products screen (Figure 4.26), scroll down and choose the products for which
you want to receive updates. Then click Next. You should only choose the products that you
have in your organization. The more items you choose, the more space your network will need.
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FIGURE 4.26
Choose Products screen

click Next.

and click Next.

12. Close WSUS.

71 Windows Server Update Services Configuration Wizard:SYBEX

E chooseProducts

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Classifications
Configure Sync Schedule
Finished

What's Next

o

Select the Microsoft products to be updated

You can specify the products for which you want updates.

Products:

<

[IWindows Server 2012 R2 Language Packs ~

[Windows Server 2012 R2

[IWindows Server 2012

[AWindows Server 2016 and Later Servicing Drivers

FAWindows Server 2016

[AWindows Server 2019 and later, Servicing Drivers

[FAWindows Server 2019 and later, Upgrade & Servicing Drivers

[AWindows Server 2019

FAWindows Server Drivers

[ Windows Server Manager — Windows Server Update Services (WSUS) Dyn

[AWindows Server Technical Preview Language Packs

[ Windows Server, version 1903 and later

[CIwindows Ultimate Extras v

All products, including preducts that are added in the future.

< Back Next > Cancel

9. At the Choose Classifications screen, choose the classifications of updates you would like and

10. The Set Sync Schedule screen will appear next. At this screen, you can choose whether you
want manual or automatic synchronizations. For this exercise, choose Synchronize Manually

11. At the Finish screen, you can click Begin Initial Synchronization and click Finish. Be advised,
this initial sync can take some time to finish. So if you don’t have time to complete it now, you
can always synchronize later.

Testing and Approving Updates

The administrator should test and approve updates before they are deployed to WSUS clients.

The testing should be done on a test machine that is not used for daily tasks.

You also want to make sure that the WSUS test client has Windows Defender or a third-party

antivirus type software on it. This ensures that when the updates are loaded onto this test

system, the updates will be checked against possible viruses, antimalware, spyware, or any other
type of malicious software.

There are many reasons why you should pre-test the updates. There has been times in the past

(and it doesn’t happen a lot) when Microsoft has released an update that has caused issues on a
network. Microsoft does its very best job to ensure that all updates are tested before deploying
them but depending on how your network is set up; the update may not perform the same way
as it was intended. So by testing updates before deploying them, you ensure that the updates
will not cause your network any unseen issues.

To approve updates, from the welcome screen, click Updates on the site’s toolbar. Make your

settings on the Updates page that appears.
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Viewing the Synchronization Log

To view the synchronization log, click the Reports button on the site’s toolbar from the welcome
screen. The Reports page will appear. Click Synchronization Results to view the results.

Configuring a Disconnected Network

You have the ability to use WSUS on a disconnected network. To do so, you download the
updates to the Internet-connected WSUS server. After the download is complete, you can export
the updates and then import the updates to the disconnected network.

CHOOSING PRODUCTS TO UPDATE

One of the toughest decisions that you will have to make when setting up a network and a WSUS
server is which products are we (the IT department) going to allow in my network environment.
The more Microsoft products that we choose, the more updates we will need.

But you have to make sure you choose the products that are needed and make sure those
updates get done. As IT professionals, some of the products we need to look at may not be things
we think of right away. For example, we want to make sure that when we choose our products,
we include Windows Defender.

As stated in the section “Testing and Approving Updates” earlier in this chapter, Windows
Defender protects your systems against viruses, spyware, antimalware, and other malicious
software. As new viruses get released, we need to make sure we protect our network systems
against those viruses. By making sure we always have the up-to-date protection ensures that we
can battle against these attacks.

Also, as new operating systems come out (for example, Windows Server 2022), we as IT
members want to make sure we have the latest security updates and improvements. This will not
only ensure that our networks run at peak performance but it will also ensure that we fix any
security loopholes that hackers may have figured out in the operating system.

WSUS CLIENT REQUIREMENTS

WSUS clients run a special version of Automatic Updates that is designed to support WSUS. The
following enhancements to Automatic Updates are included:

¢ Clients can receive updates from a WSUS server as opposed to the public Microsoft
Windows Update site.

The administrator can schedule when the downloading of updated files will occur.
Clients can be configured via Group Policy or through editing the Registry.

Updates can occur when an administrative account or nonadministrative account is
logged on.

The following client platforms are the only ones that WSUS currently supports:
¢ Windows 7

¢  Windows 8

¢  Windows 10
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Windows 11

Windows Server 2008 and 2008 R2
Windows Server 2012 and 2012 R2
Windows Server 2016

Windows Server 2019

* 6 & 6 o o

Windows Server 2022

CONFIGURING THE WSUS CLIENTS

You can configure WSUS clients in two ways. The method you use depends on whether you use
Active Directory in your network.

In a nonenterprise network (not running Active Directory), you would configure Automatic
Updates through the Control Panel. Each client’s Registry would then be edited to reflect the
location of the server providing the automatic updates.

Within an enterprise network, using Active Directory, you would typically see Automatic
Updates configured through Group Policy. Group Policy is used to manage configuration and
security settings via Active Directory. Group Policy is also used to specify what server a client
will use for Automatic Updates. If Automatic Updates is configured through Group Policy, the
user will not be able to change Automatic Updates settings by choosing Control Panel & System
(for XP) or Windows Update (for Windows 8, Windows 7, Windows Vista, Windows Server 2008,
Windows Server 2008 R2, Windows Server 2012, Windows Server 2012 R2, and Windows
Server 2022).

Configuring a Client in a Non-Active Directory Network

The easiest way to configure the client to use Automatic Updates is through the Control Panel.
However, you can also configure Automatic Updates through the Registry. The Registry is a
database of all your server settings. You can access it by choosing Start  Run and typing
regedit in the Run dialog box. Automatic Updates settings are defined through HKEY_LOCAL_
MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate\AU.

Table 4.4 lists some of the Registry options that you can configure for Automatic Updates.

TABLE 4.4: Selected Registry keys and values for Automatic Updates
REGISTRY KEY OPTIONS FOR VALUES
NoAutoUpdate 0: Automatic Updates are enabled (default).

1: Automatic Updates are disabled.
2: Notify of download and installation.
3: Autodownload and notify of installation.

4: Autodownload and schedule installation.
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REGISTRY KEY OPTIONS FOR VALUES

5: Automatic Updates is required, but end users can configure.
ScheduledInstallDay 1: Sunday.

2: Monday.

3: Tuesday.

4: Wednesday.

5: Thursday.

6: Friday.

7: Saturday.
UseWUServer 0: Use public Microsoft Windows Update site.

1: Use server specified in WUServer entry.

To specify what server will be used as the Windows Update server, you edit two Registry
keys, which are found here:

HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate

¢ TheWUServer key sets the Windows Update server using the server’s HTTP name—for
example, http://intranetSus.

¢ TheWUStatusServer key sets the Windows Update intranet WSUS statistics server by
using the server’s HTTP name—for example, http://intranetSuUs.

Configuring a Client in an Active Directory Network

If the WSUS client is part of an enterprise network using Active Directory, you would configure
the client via Group Policy. In Exercise 4.5, we will walk you through the steps needed to
configure the Group Policy object (GPO) for WSUS clients. The Group Policy Management Console
(GPMC) needs to be installed to complete this exercise. If you don’t have the GPMC installed,
you can install it using the Server Manager utility.

EXERCISE 4.5 Configuring a GPO for WSUS

1. Open the GPMC by pressing the Windows key and selecting Administrative Tools » Group
Policy Management.

2. Expand the forest, domains, and your domain name. Under your domain name, click Default
Domain Policy. Right-click and choose Edit.

3. Under the Computer Configuration section, expand Policies > Administrative Templates >
Windows Components > Windows Update.
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4. In the right pane, double-click the Configure Automatic Updates option. The Configure
Automatic Updates Properties dialog box appears. Click the Enabled button. Then, in the drop-
down list, choose Auto Download And Notify For Install. Click OK.

5. Double-click Specify Intranet Microsoft Update Service Location Properties. This setting allows
you to specify the server from which the clients will get the updates. Click Enabled. In the two
server name boxes, enter //servername (the name of the server on which you installed WSUS
in Exercise 4.3). Click OK.

6. To configure the rescheduling of automatic updates, double-click Reschedule Automatic Updates
Scheduled Installations. You can enable and schedule the amount of time that Automatic
Updates waits after system startup before it attempts to proceed with a scheduled installation
that was previously missed. Click Enabled. Enter 10 in the Startup (Minutes) box. Click OK.

7. To configure auto-restart for scheduled Automatic Updates installations, double-click No Auto-
Restart For Scheduled Automatic Updates Installations. When you enable this option, the com-
puter is not required to restart after an update. Enable this option and click OK.

8. Close the GPMC.

Configuring Client-Side Targeting
Administrators can use a GPO to enable client-side targeting. Client machines can be automati-
cally added into the proper computer group once the client computer connects to the WSUS
server. Client-side targeting can be a very useful tool when an administrator has multiple client
computers and the administrator needs to automate the process of assigning those computers to
computer groups.

Administrators can enable client-side targeting on the WSUS server by clicking the Use Group
Policy Or Registry Settings On Client Computers option on the Computers Options page.

1. On the WSUS console toolbar, click Options and then click Computer Options.
2. In Computer Options, choose one of the following options:

¢ If an administrator wants to create groups and assign computers through the WSUS
console (server-side targeting), click Use The Move Computers Task In Windows
Server Update Services.

¢ If an administrator wants to create groups and assign computers by using Group
Policy settings on the client computer (client-side targeting), click Use Group Policy
Or Registry Settings On Computers.

3. Under Tasks, click the Save Settings button and then click OK.

Microsoft has announced that many of their configuration options will eventually be moving
to be PowerShell. So I will show you some of the available PowerShell commands for Updates.

So Table 4.5 will show you some of the different PowerShell commands that are available for
WSUS administration.

NOTE Table 4.5 is just a partial list of PowerShell commands for WSUS. To see a complete list,
visit Microsoft’s website at https://docs.microsoft.com/en-us/powershell/module/
updateservices/?view=winl@O-ps.


https://docs.microsoft.com/en-us/powershell/module/updateservices/?view=win10-ps
https://docs.microsoft.com/en-us/powershell/module/updateservices/?view=win10-ps
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TABLE 4.5:

POWERSHELL COMMAND

Add-WsusComputer

Approve-WsusUpdate

Deny-WsusUpdate

Get-WsusClassification

Get-WsusComputer

Get-WsusProduct

Get-WsusUpdate

Get-WsusServer

Invoke-

WsusServerCleanup

Set-WsusClassification

WSUS administration commands

DESCRIPTION

This command allows an administrator to add a client computer to a WSUS
target group.

This allows an administrator to approve an update that can then be
applied to clients.

This allows an administrator to deny an update.

Administrators can use this command to get the list of all WSUS
classifications available on the server.

This command allows administrators to view the WSUS computer object
that represents the client computer.

Administrators can use this command to get the list of all WSUS products
available on the server.

This command shows you the WSUS update object and the details about
that update.

This command allows administrators to view the WSUS update server
object.

Allows an administrator to initiate the cleanup process on the WSUS

server.

Sets whether the classifications of updates are enabled on the WSUS

server.

Understanding Features On Demand

One of the problems in previous versions (prior to Windows Server 2012) of Windows Server
was how roles and features were stored on the hard disk. Before the introduction of Windows
Server 2012, even if a server role or feature was disabled on a server, the binary files for that role
or feature were still present on the disk. The problem with this approach is that, even if you
disable the role, it still consumes space on your hard drive.

Features On Demand in Windows Server 2012 solves this issue because not only can adminis-
trators disable a role or feature, they can also completely remove the role or feature’s files.
Windows Server 2022 has continued with Features on Demand and administrators can choose
what Roles and Features they want to use, when they want to use them.

Once this is done, a state of Removed is shown in Server Manager, or the state of Disabled
With Payload Removed is shown in the Deployment Image Servicing and Management
(Dism.exe) utility. To reinstall a role or feature that has been completely removed, you must
have access to the installation files.
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NOTE The Deployment Image Servicing and Management (Dism.exe) utility is talked about
throughout this entire book. DISM will be discussed in great detail when we discuss Windows
imaging.

If you want to remove a role or feature completely from the system, use -Remove with the
Uninstall-WindowsFeature cmdlet of Windows PowerShell.

If you want to reinstall a role or feature that has been removed completely, use the Windows
PowerShell -Source option of the Install-WindowsFeature Server Manager cmdlet. Using
the -Source option states the path where the WIM image files and the index number of the
image will be located. If an administrator decides not to use the -Source option, Windows will
use Windows Update by default.

When you're using the Features On Demand configuration, if feature files are not available on
the server computer and the installation requires those feature files, Windows Server 2022 can be
directed to get those files from a side-by-side feature store, which is a shared folder that contains
feature files. It is available to the server on the network, from Windows Update, or from installa-
tion media. This can be overwritten using the -Source option in the Windows PowerShell utility.

SOURCE FILES FOR ROLES OR FEATURES

Offline virtual hard disks (VHDs) cannot be used as a source for installing roles or features that have
been completely removed. Only sources for the same version of Windows Server 2022 are supported.

To install a removed role or feature using a WIM image, follow these steps:
1. Run the following command:
Get-windowsimage -imagepath \install.wim
In step 1, imagepath is the path where the WIM files are located.
2. Run the following command:
Install-WindowsFeature featurename -Source wim: path:index

In step 2, featurename is the name of the role or feature from Get-WindowsFeature. path
is the path to the WIM mount point, and index is the index of the server image

from step 1.
To add or remove a role or feature, you must have administrative rights to the Windows

Server 2022 machine.

The Bottom Line

Know which Server 2022 version to install Understanding which version of Windows
Server 2022 that is proper for your organization.

Master It You are an administrator that needs to set up a server in a secure locked
environment. You want to have a server desktop for easy management of the server.
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Master It You are an administrator that needs to set up a server in a non-secure environ-
ment. You are worried about security and want to make sure that it is more difficult for
any to make changes on the server.

Understand how to deploy updates It is important to understand the different ways that
you can deploy updates to your servers and client operating systems. You can allow your
servers and users to connect to Microsoft and all get the same updates or you can control the
updates using WSUS.

Master It You are an administrator that needs to set up a server that allows all of your
servers and end-users to get company approved updates for their operating systems and
Microsoft applications.
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Understanding IP

In this chapter, I will discuss the most important protocol used in a Microsoft Windows Server
2022 network: Transmission Control Protocol/Internet Protocol (TCP/IP).

TCP/IP is actually multiple protocols bundled together: Transmission Control Protocol (TCP)
and the Internet Protocol (IP). TCP/IP is a suite of protocols developed by the US Department of
Defense’s Advanced Research Projects Agency in 1969.

This chapter is divided into two main topics: First I'll talk about TCP/IP version 4 (IPv4), and
then I'll discuss TCP/IP version 6 (IPv6). IPv4 is still used in Windows Server 2022, and it was
the primary version of TCP/IP in all previous versions of Windows. However, IPv6 is the most
recent version of TCP/IP. IPv6 has been out for many years and it has become more popular with
every new release of Windows.

IN THIS CHAPTER YOU’LL LEARN

¢ Understand subnetting and when to use it

¢ Understand subnet masks

Understanding TCP/IP

The easiest way to understand how IP works is to think about telephone numbers. IP addresses
are just telephone numbers assigned to a computer. When one computer wants to talk to another
computer, you can connect to it by using its telephone number (IP address).

I'mentioned that TCP/IP is actually two protocols bundled together: TCP and IP. These
protocols sit on a four-layer TCP/IP model.

Details of the TCP/IP Model
The four layers of the TCP/IP model are as follows (see Figure 5.1):
Application Layer The Application layer is where the applications that use the protocol stack

reside. These applications include File Transfer Protocol (FTP), Trivial File Transfer Protocol
(TFTP), Simple Mail Transfer Protocol (SMTP), and Hypertext Transfer Protocol (HTTP).

Transport Layer The Transport layer is where the two Transport layer protocols reside. These
are TCP and the User Datagram Protocol (UDP). TCP is a connection-oriented protocol, and
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FIGURE 5.1
TCP/IP model FTP TFTP
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delivery is guaranteed. UDP is a connectionless protocol. This means that UDP does its best
job to deliver the message, but there is no guarantee.

Internet Layer The Internet layer is where IP resides. IP is a connectionless protocol that
relies on the upper layer (Transport layer) for guaranteeing delivery. Address Resolution
Protocol (ARP) also resides on this layer. ARP turns an IP address into a Media Access Control
(MAC) address. All upper and lower layers travel through the IP protocol.

Link Layer The data link protocols like Ethernet and Token Ring reside in the Link layer.
This layer is also referred to as the Network Access layer.

Application Layer

TCP ubp

Transport Layer

IP

Internet Layer

Ethernet Token Ring

Link Layer

How TCP/IP Layers Communicate

When an application like FTP is called upon, the application moves down the layers and TCP is
retrieved. TCP then connects itself to the IP protocol and gets released onto the network through
the Link layer (see Figure 5.2). This is a connection-oriented protocol because TCP is the protocol
that guarantees delivery.

When an application like TFTP gets called, the application moves down the layers and UDP is
retrieved. UDP then connects itself to the IP protocol and gets released onto the network through
the Link layer. This is a connectionless protocol because UDP does not have guaranteed delivery.

Understanding Port Numbers

TCP and UDP rely on port numbers assigned by the Internet Assigned Numbers Authority (IANA)
to forward packets to the appropriate application process. Port numbers are 16-bit integers that
are part of a message header. They identify the application software process with which the
packet should be associated. For example, let’s say that a client has a copy of Internet Explorer
and a copy of Mail open at the same time. Both applications are sending TCP requests across the
Internet to retrieve web pages and email, respectively. How does the computer know which
return packets to forward to Internet Explorer and which packets to forward to Mail?
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FIGURE 5.2 Source Host Destination Host
TCP/IP process
Application Application
A
Transport Transport
A
Internet Internet
A
Link Link
< Network >
Packets

When making a connection, the client chooses a source port for the communication that is
usually in the range 1024-65535 (or sometimes in the range 1-65535). This source port then
communicates with a destination port of 80 or 110 on the server side. Every packet destined for
Internet Explorer has a source port number of 80 in the header, and every packet destined for
Mail has a source port number of 110 in the header.

Table 5.1 describes the most common port numbers (you might need to know these for the
exam). You can visit www.iana.org to get the most current and complete list of port numbers. It’s
good to become familiar with specific port numbers because it’s a benefit to be able to determine
from memory the ports that, for example, allow or block specific protocols in a firewall. Allowing
only port 80, for instance, does not ensure that all web traffic will be allowed. You must also
allow port 443 for certain secure web traffic.

NOTE Simply because a port is “well known” doesn’t mean that a given service must run on it. It’s
technically valid to run any service on any port, but doing so is usually a bad idea. For example, if you
chose to run your web server on TCP port 25, clients would need to type www.example.com: 25 to
reach your website from most browsers.

TABLE 5.1: Common port numbers
PORT NUMBER DESCRIPTION
20 FTP data
21 FTP control

23 Telnet


http://www.iana.org
http://www.example.com:25
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TABLE 5.1: Common port numbers (CONTINUED)
PORT NUMBER DESCRIPTION
25 Simple Mail Transfer Protocol (SMTP)
53 Domain Name System (DNS)
80 Hypertext Transfer Protocol (HTTP), Web
88 Kerberos
110 Post Office Protocol v3 (POP3)
443 Secure HTTP (HTTPS)

Understanding IP Addressing

Understanding IP addressing is critical to understanding how IP works. An IP address is a
numeric identifier assigned to each device on an IP network. This type of address is a logical
software address that designates the device’s location on the network. It isn’t the physical
hardware address hard coded in the device’s network interface card.

In the following sections, you will see how IP addresses are used to identify uniquely every
machine on the network (MAC address).

The Hierarchical IP Addressing Scheme

An IP address consists of 32 bits of information. These bits are divided into four sections (some-
times called octets or quads) containing 1 byte (8 bits) each. There are three common methods for
specifying an IP address:

& Dotted decimal, as in 130.57.30.56
¢ Binary, as in 10000010.00111001.00011110.00111000
& Hexadecimal, as in 82 39 1E 38

All of these examples represent the same IP address.

The 32-bit IP address is a structured, or hierarchical, address as opposed to a flat, or nonhier-
archical, address. Although IP could have used either flat addressing or hierarchical addressing, its
designers elected to use the latter for a very good reason, as you will now see.

IP ADDRESS STRUCTURE

IP addressing works the same way. Instead of the entire 32 bits being treated as a unique identi-
fier, one part of the IP address is designated as the network address (or network ID) and the
other part as a node address (or host ID), giving it a layered, hierarchical structure. Together, the
IP address, the network address, and the node address uniquely identify a device within an IP
network.
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The network address—the first two sets of numbers in an IP address—uniquely identifies
each network. Every machine on the same network shares that network address as part of its IP
address, just as the address of every house on a street shares the same street name. In the IP
address 130.57.30.56, for example, 130.57 is the network address.

The node address—the second two sets of numbers—is assigned to, and uniquely identifies,
each machine in a network, just as each house on the same street has a different house number.
This part of the address must be unique because it identifies a particular machine—an individ-
ual, as opposed to a network. This number can also be referred to as a host address. In the sample
IP address 130.57.30.56, the node address is .30.56.

Understanding Network Classes

The designers of the Internet decided to create classes of networks based on network size. For the
small number of networks possessing a very large number of nodes, they created the Class A
network. At the other extreme is the Class C network, reserved for the numerous networks with
small numbers of nodes. The class of networks in between the very large and very small ones is
predictably called the Class B network.

The default subdivision of an IP address into a network and node address is determined by
the class designation of your network. Table 5.2 summarizes the three classes of networks, which
will be described in more detail in the following sections.

TABLE 5.2: Network address classes
DECIMAL RANGE OF MAXIMUM
MASK LEADING BIT FIRST OCTET OF IP ASSIGNABLE NODES PER
CLASS BITS PATTERN ADDRESS NETWORKS NETWORK
A 8 0 1-126 126 16,777,214
B 16 10 128-191 16,384 65,534
C 24 110 192-223 2,097,152 254

TIP Classless Inter-Domain Routing (CIDR), explained in detail later in this chapter, has effectively
done away with these class designations. You will still hear about and should still know the meaning
behind the class designations of addresses because they are important to understanding IP address-
ing. However, when you’re working with IP addressing in practice, CIDR is more important to know.

To ensure efficient routing, Internet designers defined a mandate for the leading bits section of
the address for each different network class. For example, because a router knows that a Class A
network address always starts with a number between 1-126, it can quickly apply the default
mask, if necessary, after reading only the first bit of the address. Table 5.2 illustrates how the
leading bits of a network address are defined. When considering the subnet masking between
network and host addresses, the number of bits to mask is important. For example, in a Class A
network, 8 bits are masked, making the default subnet mask 255.0.0.0; in a Class C, 24 bits are
masked, making the default subnet mask 255.255.255.0.
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Some IP addresses are reserved for special purposes and shouldn’t be assigned to nodes.
Table 5.3 describes some of the reserved IP addresses. See RFC 3330 for others.

TABLE 5.3:

ADDRESS

Entire IP address set to all
Os

A routing table entry of all
0Os with a mask of all Os

Network address 127

Node address of all Os

Node address of all 1s

169.254.0.0 with a mask of

255.255.0.0

Entire IP address set to all
1s (same as
255.255.255.255)
10.0.0.0/8

172.16.0.0 to
172.31.255.255

192.168.0.0/16

Special network addresses

FUNCTION

Depending on the mask, this network (that is, the network or subnet of
which you are currently a part) or this host on this network.

Used as the default gateway entry. Any destination address masked by all Os
produces a match for the all Os reference address. Because the mask has no
1s, this is the least desirable entry, but it will be used when no other match
exists.

Reserved for loopback tests. Designates the local node, and it allows that
node to send a test packet to itself without generating network traffic.

Used when referencing a network without referring to any specific nodes on
that network. Usually used in routing tables.

Broadcast address for all nodes on the specified network, also known as a
directed broadcast. For example, 128.2.255.255 means all nodes on the Class
B network 128.2. Routing this broadcast is configurable on certain routers.

The “link-local” block used for autoconfiguration and communication

between devices on a single link. Communication cannot occur across

routers. Microsoft uses this block for Automatic Private IP Addressing
(APIPA).

Broadcast to all nodes on the current network; sometimes called a limited
broadcast or an all-1s broadcast. This broadcast is not routable.

The private-use blocks for Classes A, B, and C. As noted in RFC 1918, the
addresses in these blocks must never be allowed into the Internet, making
them acceptable for simultaneous use behind NAT servers and non-Internet-
connected IP networks.

In the following sections, you will look at the three network types.

CLASS A NETWORKS

In a Class A network, the first byte is the network address, and the three remaining bytes are
used for the node addresses. The Class A format is Network.Node.Node.Node.
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For example, in the IP address 49.22.102.70, 49 is the network address, and 22.102.70 is the
node address. Every machine on this particular network would have the distinctive network
address of 49. Within that network, however, you could have a large number of machines.

There are 126 possible Class A network addresses. Why? The length of a Class A network
address is 1 byte, and the first bit of that byte is reserved, so 7 bits in the first byte remain
available for manipulation. This means that the maximum number of Class A networks is 128.
(Each of the 7 bit positions that can be manipulated can be either a 0 or a 1, and this gives you a
total of 27 positions, or 128.) But to complicate things further, it was also decided that the network
address of all 0s (0000 0000) would be reserved. This means that the actual number of usable
Class A network addresses is 128 minus 1, or 127. Also, 127 is a reserved number (a network
address of 0 followed by all 1s [0111 1111], so you actually start with 128 addresses minus the 2
reserved, and you're left with 126 possible Class A network addresses.

Each Class A network has 3 bytes (24 bit positions) for the node address of a machine, which
means that there are 2%, or 16,777,216, unique combinations. Because addresses with the two
patterns of all Os and all 1s in the node bits are reserved, the actual maximum usable number of
nodes for a Class A network is 22 minus 2, which equals 16,777,214.

CLASS B NETWORKS

In a Class B network, the first 2 bytes are assigned to the network address, and the remaining 2
bytes are used for node addresses. The format is Network.Network.Node.Node.

For example, in the IP address 130.57.30.56, the network address is 130.57, and the node
address is 30.56.

The network address is 2 bytes, so there would be 2'® unique combinations. But the Internet
designers decided that all Class B networks should start with the binary digits 10. This leaves 14
bit positions to manipulate; therefore, there are 16,384 (or 2'*) unique Class B networks.

This gives you an easy way to recognize Class B addresses. If the first 2 bits of the first byte
can be only 10, that gives you a decimal range from 128 up to 191 in the first octet of the IP
address. Remember that you can always easily recognize a Class B network by looking at its first
byte, even though there are 16,384 different Class B networks. If the first octet in the address falls
between 128 and 191, it is a Class B network, regardless of the value of the second octet.

A Class B network has 2 bytes to use for node addresses. This is 2!¢ minus the two patterns in
the reserved-exclusive club (all Os and all 1s in the node bits) for a total of 65,534 possible node
addresses for each Class B network.

CLASS C NETWORKS

The first 3 bytes of a Class C network are dedicated to the network portion of the address, with
only 1 byte remaining for the node address. The format is Network.Network.Network.Node.

In the example IP address 198.21.74.102, the network address is 198.21.74, and the node
address is 102.

In a Class C network, the first three bit positions are always binary 110. Three bytes, or 24 bits,
minus 3 reserved positions leaves 21 positions. There are therefore 2% (or 2,097,152) possible
Class C networks.

The lead bit pattern of 110 equates to decimal 192 and runs through 223. Remembering our
handy easy-recognition method, this means you can always spot a Class C address if the first
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byte is in the range 192-223, regardless of the values of the second and third bytes of the IP
address.

Each unique Class C network has 1 byte to use for node addresses. This leads to 25, or 256,
minus the two special patterns of all Os and all 1s, for a total of 254 node addresses for each Class
C network.

NOTE Class D networks, used for multicasting only, use the address range 224.0.0.0 to
239.255.255.255 and are used, as in broadcasting, as destination addresses only. Class E networks
(reserved for future use at this point) cover 240.0.0.0 to 255.255.255.255. Addresses in the Class E
range are considered within the experimental range.

Subnetting a Network

If an organization is large and has lots of computers or if its computers are geographically
dispersed, it makes good sense to divide its colossal network into smaller ones connected by
routers. These smaller networks are called subnets. The benefits of using subnets are as follows:

Reduced Network Traffic We all appreciate less traffic of any kind, and so do networks.
Without routers, packet traffic could choke the entire network. Most traffic will stay on the
local network—only packets destined for other networks will pass through the router and to
another subnet. This traffic reduction also improves overall performance.

Simplified Management It’s easier to identify and isolate network problems in a group of
smaller networks connected together than within one gigantic one.

UNDERSTANDING THE BENEFITS OF SUBNETTING

To understand one benefit of subnetting, consider a hotel or office building. Say that a hotel has
1,000 rooms with 75 rooms to a floor. You could start at the first room on the first floor and number
it 1; then when you get to the first room on the second floor, you could number it 76 and keep going
until you reach room 1,000. But someone looking for room 521 would have to guess on which floor
that room is located. If you were to “subnet” the hotel, you would identify the first room on the first
floor with the number 101 (1 = Floor 1 and 01 = Room 1), the first room on the second floor with
201, and so on. The guest looking for room 521 would go to the fifth floor and look for room 21.

An organization with a single network address (comparable to the hotel building mentioned
in the sidebar “Understanding the Benefits of Subnetting”) can have a subnet address for each
individual physical network (comparable to a floor in the hotel building). Each subnet is still part
of the shared network address, but it also has an additional identifier denoting its individual
subnetwork number. This identifier is called a subnet address.

Subnetting solves several addressing problems:

¢ If an organization has several physical networks but only one IP network address, it can
handle the situation by creating subnets.
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¢ Because subnetting allows many physical networks to be grouped together, fewer entries
in a routing table are required, notably reducing network overhead.

¢ These things combine collectively to yield greatly enhanced network efficiency.

The original designers of the Internet Protocol envisioned a small Internet with only tens of
networks and hundreds of hosts. Their addressing scheme used a network address for each
physical network. As you can imagine, this scheme and the unforeseen growth of the Internet
created a few problems. The following are two examples:

Not Enough Addresses A single network address can be used to refer to multiple physical
networks, but an organization can request individual network addresses for each one of its
physical networks. If all of these requests were granted, there wouldn’t be enough addresses
to go around.

Gigantic Routing Tables If each router on the Internet needed to know about every physical
network, routing tables would be impossibly huge. There would be an overwhelming amount
of administrative overhead to maintain those tables, and the resulting physical overhead on
the routers would be massive (CPU cycles, memory, disk space, and so on). Because routers
exchange routing information with each other, an additional, related consequence is that a
terrific overabundance of network traffic would result.

Although there’s more than one way to approach these problems, the principal solution is the
one that I'll cover in this book—subnetting. As you might guess, subnetting is the process of
carving a single IP network into smaller logical subnetworks. This trick is achieved by subdivid-
ing the host portion of an IP address to create a subnet address. The actual subdivision is
accomplished through the use of a subnet mask (covered later in the chapter).

In the following sections, you will see exactly how to calculate and apply subnetting.

Implementing Subnetting

Before you can implement subnetting, you need to determine your current requirements and
plan on how best to implement your subnet scheme.

HOW TO DETERMINE YOUR SUBNETTING REQUIREMENTS

Follow these guidelines to calculate the requirements of your subnet:

1. Determine the number of required network IDs: one for each subnet and one for each
wide area network (WAN) connection.

2. Determine the number of required host IDs per subnet: one for each TCP/IP device,
including, for example, computers, network printers, and router interfaces.

3. Based on these two data points, create the following:
¢ One subnet mask for your entire network
¢ Aunique subnet ID for each physical segment

¢ Arange of host IDs for each unique subnet
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How TO IMPLEMENT SUBNETTING

Subnetting is implemented by assigning a subnet address to each machine on a given physical
network. For example, in Figure 5.3, each machine on subnet 1 has a subnet address of 1.

The default network portion of an IP address can’t be altered without encroaching on another
administrative domain’s address space, unless you are assigned multiple consecutive classful
addresses. To maximize the efficient use of the assigned address space, machines on a particular
network share the same network address. In Figure 5.3, you can see that all of the Widget Inc.
machines have a network address of 130.57. That principle is constant. In subnetting, it’s the host
address that’s manipulated—the network address doesn’t change. The subnet address scheme
takes a part of the host address and recycles it as a subnet address. Bit positions are stolen from
the host address to be used for the subnet identifier. Figure 5.4 shows how an IP address can be
given a subnet address.

FIGURE 5.3

A sample subnet
The Internet ﬂ §
y ‘\/\’ {
\é \( |
Nogs
|
Router D 1. This router needs only one

entry for Widget Inc.

Router A

_ Widget Inc.
130.57

Because the Widget Inc. network is a Class B network, the first two bytes specify the network
address and are shared by all machines on the network, regardless of their particular subnet.
Here every machine’s address on the subnet must have its third byte read 0000 0001. The fourth
byte, the host address, is the unique number that identifies the actual host within that subnet.
Figure 5.5 illustrates how a network address and a subnet address can be used together.

When implementing subnetting, you need some type of hardware installed onto the network.
Most of us will just use a router. But if you do not want to purchase an expensive router, there is
another way.
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FIGURE 5.4 Class B address
Network vs. host

addresses
Network address Host address
130.57. 1.56
1000 0010. 0011 1001. 0000 0001. 0011 1000
Class B address with a subnet address
Network address Subnet  Host address
1000 0010. 0011 1001. 0000 0001. 0011 1000
FIGURE 5.5
The network address
and its subnet The Internet

One way that you can implement subnetting is by using a Windows Server 2022 machine with
multiple NIC adapters configured with routing enabled on the server. This type of router is
called a multihomed router. This is an inexpensive way to set up a router using a Microsoft server,
but it may not be the best way. Many companies specialize in routers, and these routers offer
many more features and more flexibility than a multihomed router.
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How TO USE SUBNET MASKS

For the subnet address scheme to work, every machine on the network must know which part of
the host address will be used as the network address. This is accomplished by assigning each
machine a subnet mask.

The network administrator creates a 32-bit subnet mask comprising 1s and 0s. The 1s in the
subnet mask represent the positions in the IP address that refer to the network and subnet
addresses. The 0s represent the positions that refer to the host part of the address. Figure 5.6
illustrates this combination.

FIGURE 5.6 Subnet mask code
The subnet mask
revealed

1s = Positions representing network or subnet addresses
0s = Positions representing the host address

Subnet mask for Widget, Inc.

111111111111 1111, 1111 1111. 0000 0000

Network address Subnet Host
positions positions positions

In the Widget Inc. example, the first two bytes of the subnet mask are 1s because Widget’s
network address is a Class B address, formatted as Network.Network.Node.Node. The third
byte, normally assigned as part of the host address, is now used to represent the subnet address.
Hence, those bit positions are represented with 1s in the subnet mask. The fourth byte is the only
part of the example that represents the host address.

The subnet mask can also be expressed using the decimal equivalents of the binary patterns.
The binary pattern of 1111 1111 is the same as decimal 255. Consequently, the subnet mask in the
example can be denoted in two ways, as shown in Figure 5.7.

FIGURE 5.7 Subnet mask in binary: 1111 11111111 1111.1111 1111.0000 0000
Different ways to

represent the same mask Subnet mask in decimal: 255 . 255 . 255 . 0

(The spaces in the above example are only for illustrative purposes.
The subnet mask in decimal would actually appear as 255.255.255.0.)

Not all networks need to have subnets, and therefore they don’t need to use custom subnet
masks. In this case, they are said to have a default subnet mask. This is basically the same as
saying that they don’t have any subnets except for the one main subnet on which the network is
running. Table 5.4 shows the default subnet masks for the different classes of networks.
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TABLE 5.4: Default subnet masks
CLASS FORMAT DEFAULT SUBNET MASK
A Network.Node.Node.Node 255.0.0.0
B Network.Network.Node.Node 255.255.0.0
C Network.Network.Network.Node 255.255.255.0

Once the network administrator has created the subnet mask and has assigned it to each
machine, the IP software applies the subnet mask to the IP address to determine its subnet
address. The word mask carries the implied meaning of “lens” in this case; that is, the IP software
looks at its IP address through the lens of its subnet mask to see its subnet address. Figure 5.8
illustrates an IP address being viewed through a subnet mask.

FIGURE 5.8 Subnet mask code
Applying the
subnet mask 1s = Positions representing network or subnet addresses

0Os = Positions representing the host address

Positions relating to the subnet address

]

Subnet mask: 11111111, 1111 1111. 1111 1111. 0000 0000
IP address of a machine on subnet 1: 1000 0010. 0011 1001. 0000 0001. 0011 1000

(Decimal: 130.57.1.56)

Bits relating to the subnet address

In this example, the IP software learns through the subnet mask that, instead of being part of
the host address, the third byte of its IP address is now going to be used as a subnet address. The
IP software then looks in its IP address at the bit positions that correspond to the mask, which are
0000 0001.

The final step is for the subnet bit values to be matched up with the binary numbering
convention and converted to decimal. In the Widget Inc. example, the binary-to-decimal conver-
sion is simple, as illustrated in Figure 5.9.

FIGURE 5.9 Binary numbering convention
Converting the subnet
mask to decimal

Position/value: <—— (continued) 128 64 32 16 8 4 2 1
Widget third byte: 0 00 0O00O0°1
Decimal equivalent: 0+1=1

Subnet address: 1
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By using the entire third byte of a Class B address as the subnet address, it is easy to set and
determine the subnet address. For example, if Widget Inc. wants to have a subnet 6, the third
byte of all machines on that subnet will be 0000 0110 (decimal 6 in binary).

Using the entire third byte of a Class B network address for the subnet allows for a fair
number of available subnet addresses. One byte dedicated to the subnet provides eight bit
positions. Each position can be either a 1 or a 0, so the calculation is 2%, or 256. Thus, Widget Inc.
can have up to 256 total subnetworks, each with up to 254 hosts.

Although RFC 950 prohibits the use of binary all Os and all 1s as subnet addresses, today
almost all products actually permit this usage. Microsoft’s TCP/IP stack allows it, as does the
software in most routers (provided you enable this feature, which sometimes is not the case by
default). This gives you two additional subnets. However, you should not use a subnet of 0 (all
0s) unless all the software on your network recognizes this convention.

How TO CALCULATE THE NUMBER OF SUBNETS

The formulas for calculating the maximum number of subnets and the maximum number of
hosts per subnet are as follows:

2° number of masked bits in subnet mask = maximum number of subnets

2 xnumber of unmasked bits in subnet mask — 2 = maximum number of hosts per subnet

In the formulas, masked refers to bit positions of 1, and unmasked refers to bit positions of 0.
The downside to using an entire byte of a node address as your subnet address is that you reduce
the possible number of node addresses on each subnet. As explained earlier, without a subnet, a
Class B address has 65,534 unique combinations of 1s and Os that can be used for node addresses.
The question then is why would you ever want 65,534 hosts on a single physical network?

The trade-off is acceptable to most who ask themselves this question. If you use an entire byte
of the node address for a subnet, you then have only 1 byte for the host addresses, leaving only
254 possible host addresses. If any of your subnets are populated with more than 254 machines,
you'll have a problem. To solve it, you would then need to shorten the subnet mask, thereby
lengthening the number of host bits and increasing the number of host addresses. This gives you
more available host addresses on each subnet. A side effect of this solution is that it shrinks the
number of possible subnets.

Figure 5.10 shows an example of using a smaller subnet address. A company called Acme Inc.
expects to need a maximum of 14 subnets. In this case, Acme does not need to take an entire byte
from the host address for the subnet address. To get its 14 different subnet addresses, it needs to
snatch only 4 bits from the host address (2* = 16). The host portion of the address has 12 usable
bits remaining (2'2 - 2 = 4,094). Each of Acme’s 16 subnets could then potentially have a total of
4,094 host addresses, and 4,094 machines on each subnet should be plenty.

An Easier Way to Apply Subnetting

Now that you have the basics of how to subnet down, you'll learn an easier way. If you have
learned a different way and it works for you, stick with it. It does not matter how you get to the
finish line, just as long as you get there. But if you are new to subnetting, Figure 5.11 will make it
easier for you.
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FIGURE 5.10 Acme, Inc.
An example of a smaller
subnet address Network address: 132.8 (Class B; net.net.host.host)
Example IP address: 1000 0100. 0000 1000. 0001 0010.0011 1100
Decimal: 132 . 8§ . 18 . 60
Subnet Mask Code

1s = Positions representing network or subnet addresses
0s = Positions representing the host address

Subnet mask:
Binary: 1111 1111. 1111 1111. 1111 0000. 0000 0000

Decimal: 255 . 255 . 240 . 0
(The decimal 240 is equal to the binary 1111 0000.)

Positions relating to the subnet address

Subnet mask: 1111 1111.1111 1111.1111 0000. 0000 0000

IP address of a Acme machine: 1000 0100. 0000 1000. 0001 0010. 0011 1100
(Decimal: 132.8.18.60)

Bits relating to the subnet address

Binary-to-Decimal Conversions for Subnet Address

Subnet mask positions: i1 1 1 0 0 0 O

b

Position/value: <— (continue) 128 64 32 16 8 4 2 A1

Third byte of IP address: o 0 0 1t 0o 0 1 O
Decimal equivalent: 0+16=16
Subnet address for this IP address: 16

This chart may look intimidating, but it’s really simple to use once you have done it a
few times.

TIP Remember that, on this chart, 1s equal subnets and 0s equal hosts. If you get this confused, you
will get wrong answers in the following exercises.

Watch the Hosts column on the lower end of the chart. This represents the number of
addresses available to you after the two reserved addresses have been removed. The following
exercises provide some examples.



112 |CHAPTER5 UNDERSTANDING IP

FIGURE 5.11
Will Panek’s IPv4 SUhnTs:daSk 1128 614 312 116 ? ‘11- 12 ;|
subnetting chart 254 1 1 - - - - - 5
252 1 1 1 1 1 1 0 0
248 1 1 1 1 1 i} 0 0
240 1 1 1 1 0 0 0 0
224 1 1 1 1] 0 0 0 0
192 1 1 0 0 0 0 0 0
128 1 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0=HOSTS 1=SUBNETS Will Panek's Chart
Power Subnets Hosts
2 x 2 = a4 %) —2
2 x 3 = 8 ] 6
2 x 4 = 16 2 14
zx 5 - 32 2 30
L 6 : 64 2 62
il 7 - 128 2 126
2 o 8 = 256 2 254
z x 9 - 512 2 510
25 10 = 1024 E 1022
. 11 - 2048 2 2046
O 12 = 4096 2 4094
2 x 13 = 8192 2 8190
s 14 = 16384 2 16382
HE 15 = 32768 2 32766

Subnet Mask Exercise 5.1 Class C, 10 Hosts per Subnet

You have a Class C address, and you require 10 hosts per subnet.
1. Write down the following:

255.255.255._

The blank is the number you need to fill in.

2. Lookunder the Hosts column and choose the first number that is larger than 10 (the number of
hosts per subnet you need). You should have come up with 14.

3. Move across the page and look at number in the Power column. The power number is 4.

4. Go to the top of the chart and look for the row with exactly four Os (hosts). Find the number at
the beginning of the row.

The number at the beginning of the row is 240. That’s your answer. The subnet mask should be
255.255.255.240.

Subnet Mask Exercise 5.2 Class C, 20 Hosts per Subnet

You have a Class C address, and you need 20 hosts per subnet.
1. Write down the following:
255.255.255._

H vanet wor k. comr Hly‘l
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2,
3.
4.

Look under the Hosts column and find the first number that covers 20. (This should be 30.)
Go across to the power number (5).

Go to the top part of the chart and find the row with exactly five Os from right to left.

The number at the beginning of the row is 224. Your answer should be 255.255.255.224.

Subnet Mask Exercise 5.3 Class C, Five Subnets

Now you have a Class C address, and you need five subnets. Remember that subnets are represented
by 1s in the chart.

1.

Write down the following:
255.255.255._
Look under the Subnets column and find the first number that covers 5. (This should be 8.)

Go across to the power number. (This should be 3.)

4. Go to the top part of the chart and find out which row has exactly three 1s (remember, 1s are for

subnets) from left to right.

Your answer should be 255.255.255.224.

Subnet Mask Exercise 5.4 Class B, 1,500 Hosts per Subnet

This one is a bit harder. You have a Class B address, and you need 1,500 hosts per subnet. Because
you have a Class B address, you need to fill in the third octet of numbers. The fourth octet contains
eight Os.

1.

Write down the following:

255.255.___ .0

Look at the Hosts column and find the first number that covers 1,500. (This should be 2,046.)
Go across and find the power number. (This should be 11.)

Remember, you already have eight Os in the last octet. So, you need only three more. Find the
row with three Os.

You should come up with an answer of 255.255.248.0. This actually breaks down to 1111111
1.11111111.11111000.00000000, and that’s how you got the 11 zeros.

Subnet Mask Exercise 5.5 Class B, 3,500 Hosts per Subnet

You have a Class B address, and you need 3,500 hosts per subnet.

1.

Write down the following:
255.255.___ .0

113
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2. Look at the Hosts column and find the first number that covers 3,500. (This should be 4,094.)
3. Go across and find the power number. (This should be 12.)

4. Remember, you already have eight Os in the last octet, so you need only four more. Count for
four zeros from right to left.

You should come up with an answer of 255.255.240.0. Again, this actually breaks down to 1111111
1.11111111.11110000.00000000, and that’s how you got the 12 zeros.

TIP If you get a question that gives you both the hosts and the subnets, always figure out the larger
number first. Then, depending on the mask you have decided to use, make sure that the lower num-
ber is also correct with that mask.

Now try some more subnet mask exercises using the data that follows:

Class B address Class B address

1,000 hosts per subnet 25 subnets

Class C address Class B address

45 hosts per subnet 4,000 hosts per subnet

192.168.0.0 Class B address

10 subnets 2,000 hosts per subnet
25 subnets

Here are the answers. If any of your answers are wrong, follow the previous examples and try
to work through them again.

Class B address Class B address
1,000 hosts per subnet 255.255.252.0 25 subnets 255.255.248.0
Class C address Class B address
45 hosts per subnet 255.255.255.192 4,000 hosts per subnet 255.255.240.0
192.168.0.0 Class B address
10 subnets 255.255.255.240 2,000 hosts per subnet
25 subnets 255.255.248.0

Applying Subnetting the Traditional Way

Sometimes subnetting can be confusing. After all, it can be quite difficult to remember all of those
numbers. You can step back a minute and take a look at the primary classes of networks and how
to subnet each one. Let’s start with Class C because it uses only 8 bits for the node address, so it’s
the easiest to calculate. In the following sections, I will explain how to subnet the various types of
networks.
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SUBNETTING CLASS C

If you recall, a Class C network uses the first 3 bytes (24 bits) to define the network address. This
leaves you 1 byte (8 bits) with which to address hosts. So if you want to create subnets, your
options are limited because of the small number of bits available.

If you break down your subnets into chunks smaller than the default Class C, then figuring
out the subnet mask, network number, broadcast address, and router address can be confusing.
To build a sturdy base for subnetting, study the following techniques for determining these
special values for each subnet, but also learn and use the more efficient technique presented in
the later section “Quickly Identifying Subnet Characteristics Using CIDR” and the earlier section
“An Easier Way to Apply Subnetting.” Table 5.5 summarizes how you can break down a Class C
network into one, two, four, or eight smaller subnets, and it gives you the subnet masks, network
numbers, broadcast addresses, and router addresses. The first three bytes have simply been
designated x.y.z. (Note that the table assumes you can use the all-Os and all-1s subnets too.)

TABLE 5.5: Setting up Class C subnets

NUMBER OF REMAINING

DESIRED NETWORK ROUTER BROADCAST NUMBER OF IP

SUBNETS SUBNET MASK NUMBER ADDRESS ADDRESS ADDRESSES

1 255.255.255.0 x.y.z.0 x.y.z.1 x.y.z.255 253

2 255.255.255.128 x.y.z.0 x.y.z.1 x.y.z.127 125
255.255.255.128 x.y.z.128 x.y.z.129 X.y.2.255 125

4 255.255.255.192  x.y.z.0 x.y.z.1 x.y.z.63 61
255.255.255.192 x.y.z.64 x.y.z.65 x.y.z.127 61
255.255.255.192  x.y.z.128 x.y.z.129 x.y.z.191 61
255.255.255.192  x.y.z.192 x.y.z.193 x.y.z.255 61

8 255.255.255.224 x.y.z.0 x.y.z.1 x.y.z.31 29
255.255.255.224 x.y.z.32 x.y.z.33 x.y.z.63 29
255.255.255.224 x.y.z.64 X.y.2.65 x.y.2.95 29
255.255.255.224  x.y.z.96 x.y.z.97 x.y.2.127 29
255.255.255.224  x.y.z.128 x.y.z.129 x.y.z.159 29
255.255.255.224  x.y.z.160 x.y.z.161 x.y.z.191 29
255.255.255.224  x.y.z.192 x.y.z.193 x.y.z.223 29

255.255.255.224 x.y.z.224 x.y.z.225 x.y.z.255 29
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For example, suppose you want to chop up a Class C network, 200.211.192.x, into two subnets.
As you can see in the table, you'd use a subnet mask of 255.255.255.128 for each subnet. The first
subnet would have the network number 200.211.192.0, router address could be the first available
host address of 200.211.192.1, and broadcast address 200.211.192.127. You could assign IP
addresses 200.211.192.2 through 200.211.192.126—that’s 125 additional different IP addresses.

TIP Heavily subnetting a network results in the loss of a progressively greater percentage of addresses
to the network number, broadcast address, and router address.

The second subnet would have the network number 200.211.192.128, router address
200.211.192.129, and broadcast address 200.211.192.255.

Determining the Subnet Numbers for a Class C Subnet

The first subnet always has a 0 in the interesting octet. In the example, it would be 200.211.192.0,
the same as the original nonsubnetted network address. To determine the subnet numbers for the
additional subnets, first you have to determine the incremental value:

1. Begin with the octet that has an interesting value (other than 0 or 255) in the subnet mask.
Then subtract the interesting value from 256. The result is the incremental value.

If again you use the network 200.211.192.x and a mask of 255.255.255.192, the example
yields the following equation: 256 — 192 = 64. Thus, 64 is your incremental value in the
interesting octet—the fourth octet in this case. Why the fourth octet? That’s the octet with
the interesting value, 192, in the mask.

2. To determine the second subnet number, add the incremental value to the 0 in the fourth
octet of the first subnet.

In the example, it would be 200.211.192.64.

3. To determine the third subnet number, add the incremental value to the interesting octet
of the second subnet number.

In the example, it would be 200.211.192.128.

4. Keep adding the incremental value in this fashion until you reach the actual subnet
mask number.

For example, 0 + 64 = 64, so your second subnet is 64. And 64 + 64 is 128, so your third
subnet is 128. And 128 + 64 is 192, so your fourth subnet is 192. Because 192 is the subnet
mask, this is your last subnet. If you tried to add 64 again, you’d come up with 256, an
unusable octet value, which is always where you end up when you’ve gone too far. This
means your valid subnets are 0, 64, 128, and 192 (total of 4 subnets on your network).

The numbers between the subnets are your valid host and broadcast addresses. For example,
the following are valid hosts for two of the subnets in a Class C network with a subnet
mask of 192:

¢ The valid hosts for subnet 64 are in the range 65-126, which gives you 62 hosts per subnet.

(You can’t use 127 as a host because that would mean your host bits would be all 1s. The
all-1s format is reserved as the broadcast address for that subnet.)

¢ The valid hosts for subnet 128 are in the range 129-190, with a broadcast address of 191.
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As you can see, this solution wastes a few addresses—six more than not subnetting at all, to
be exact. In a Class C network, this should not be hard to justify. The 255.255.255.128 subnet mask
is an even better solution if you need only two subnets and expect to need close to 126 host
addresses per subnet.

Calculating Values for an Eight-Subnet Class C Network

What happens if you need eight subnets in your Class C network?

By using the calculation of 2%, where x is the number of subnet bits, you would need 3 subnet
bits to get eight subnets (2° = 8). What are the valid subnets, and what are the valid hosts of each
subnet? Let’s figure it out.

11100000 is 224 in binary, and it would be the interesting value in the fourth octet of the subnet
mask. This must be the same on all workstations.

To figure out the valid subnets, subtract the interesting octet value from 256 (256 — 224 = 32),
so 32 is your incremental value for the fourth octet. Of course, the 0 subnet is your first subnet, as
always. The other subnets would be 32, 64, 96, 128, 160, 192, and 224. The valid hosts are the
numbers between the subnet numbers, except the numbers that equal all 1s in the host bits.
These numbers would be 31, 63, 95, 127, 159, 191, 223, and 255. Remember that using all 1s in the
host bits is reserved for the broadcast address of each subnet.

The valid subnets, hosts, and broadcasts are as follows:

Subnet Hosts Broadcast
0 1-30 31

32 33-62 63

64 65-94 95

96 97-126 127

128 129-158 159

160 161-190 191

192 193-222 223

224 225-254 255

You can add one more bit to the subnet mask just for fun. You were using 3 bits, which gave
you 224. By adding the next bit, the mask now becomes 240 (11110000).

By using 4 bits for the subnet mask, you get 16 subnets because 2* = 16. This subnet mask also
gives you only 4 bits for the host addresses, or 2* — 2 = 14 hosts per subnet. As you can see, the
number of hosts per subnet gets reduced rather quickly for each host bit that gets reallocated for
subnet use.

The first valid subnet for subnet 240 is 0, as always. Because 256 — 240 = 16, your remaining
subnets are then 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176, 192, 208, 224, and 240. Remember
that the actual interesting octet value also represents the last valid subnet, so 240 is the last valid
subnet number. The valid hosts are the numbers between the subnets, except for the numbers
that are all 1s—the broadcast address for the subnet.

Table 5.6 shows the numbers in the interesting (fourth) octet for a Class C network with eight
subnets.
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TABLE 5.6: Fourth octet addresses for a Class C network with eight subnets
SUBNET HosTs BROADCAST
0 1-14 15
16 17-30 31
32 33-46 47
48 49-62 63
64 65-78 79
80 81-94 95
96 97-110 111
112 113-126 127
128 129-142 143
144 145-158 159
160 161-174 175
176 177-190 191
192 193-206 207
208 209-222 223
224 225-238 239
240 241-254 255

SUBNETTING CLASS B

Because a Class B network has 16 bits for host addresses, you have plenty of available bits to play
with when figuring out a subnet mask. Remember that you have to start with the leftmost bit
and work toward the right. For example, a Class B network would look like x.y.0.0, with the
default mask of 255.255.0.0. Using the default mask would give you one network with

65,534 hosts.

The default mask in binary is 11111111.11111111.00000000.00000000. The 1s represent the
corresponding network bits in the IP address, and the Os represent the host bits. When you're
creating a subnet mask, the leftmost bit(s) will be borrowed from the host bits (0s will be turned
into 1s) to become the subnet mask. You then use the remaining bits that are still set to 0 for host
addresses.

If you use only 1 bit to create a subnet mask, you have a mask of 255.255.128.0. If you use 2
bits, you have a mask of 255.255.192.0, or 11111111.11111111.11000000.00000000.



SUBNETTING ANETWORK | 119

As with subnetting a Class C address, you now have three parts of the IP address: the network
address, the subnet address, and the host address. You figure out the subnet mask numbers the
same way as you did with a Class C network (see the previous section, “Calculating Values for
an Eight-Subnet Class C Network”), but you'll end up with a lot more hosts per subnet.

There are four subnets, because 2% = 4. The valid third-octet values for the subnets are 0, 64,
128, and 192 (256 — 192 = 64, so the incremental value of the third octet is 64). However, there are
14 bits (0s) left over for host addressing. This gives you 16,382 hosts per subnet (2 -2 = 16,382).

The valid subnets and hosts are as follows:

Subnet Hosts Broadcast
x.y.0.0 x.y.0.1 through x.y. 63.254 X.y.63.255

x.y.64.0 x.y.64.1 through x.y.127.254 x.y.127.255
x.y.128.0 x.y.128.1 through x.y.191.254 x.y.191.255
x.y.192.0 x.y.192.1 through x.y.255.254 x.y.255.255

You can add another bit to the subnet mask, making it 11111111.11111111.11100000.00000000, or
255.255.224.0. This gives you eight subnets (2° = 8) and 8,190 hosts. The valid subnets are 0, 32,
64,96, 128,160, 192, and 224 (256 — 224 = 32). The subnets, valid hosts, and broadcasts are
listed here:

Subnet Hosts Broadcast
x.y.0.0 x.y.0.1 through x.y.31.254 x.y.31.255
x.y.32.0 x.y.32.1 through x.y.63.254 X.y.63.255
X.y.64.0 x.y.64.1 through x.y.95.254 x.y.95.255
X.y.96.0 x.y.96.1 through x.y.127.254 x.y.127.255
x.y.128.0 x.y.128.1 through x.y.159.254 x.y.159.255
x.y.160.0 x.y.160.1 through x.y.191.254 x.y.191.255
x.y.192.0 x.y.192.1 through x.y.223.254 x.y.223.255
X.y.224.0 x.y.224.1 through x.y.255.254 X.y.255.255

The following are the breakdowns for a 9-bit mask and a 14-bit mask:

¢ If you use 9 bits for the mask, it gives you 512 subnets (2°). With only 7 bits for hosts, you
still have 126 hosts per subnet (27 — 2 = 126). The mask looks like this:

11111111.11111111.11111111.10000000, or 255.255.255.128

¢ If you use 14 bits for the subnet mask, you get 16,384 subnets (2'*) but only two hosts per
subnet (22 — 2 = 2). The subnet mask would look like this:
11111111.11111111.11111111.11111100, or 255.255.255.252
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@ Real World Scenario
SUBNET MASK USE IN AN ISP

You may be wondering why you would use a 14-bit subnet mask with a Class B address. This approach
isactually very common. Let’s say you have a Class Bnetwork and use a subnet mask of 255.255.255.0.
Youd have 256 subnets and 254 hosts per subnet. Imagine also that you are an Internet service
provider (ISP) and have a network with many WAN links, a different one between you and each
customer. Typically, you'd have a direct connection between each site. Each of these links must be on
its own subnet or network. There will be two hosts on these subnets—one address for each router
port. If you used the mask described earlier (255.255.255.0), you would waste 252 host addresses
per subnet. But by using the 255.255.255.252 subnet mask, you have more subnets available, which
means more customers—each subnet with only two hosts, which is the maximum allowed on a
point-to-point circuit.

You can use the 255.255.255.252 subnet mask only if you are running a routing algorithm such as
Enhanced Interior Gateway Routing Protocol (EIGRP) or Open Shortest Path First (OSPF). These
routing protocols allow what is called Variable Length Subnet Masking (VLSM). VLSM allows you to
run the 255.255.255.252 subnet mask on your interfaces to the WANs and run 255.255.255.0 on
your router interfaces in your local area network (LAN) using the same classful network address for
all subnets. It works because these routing protocols transmit the subnet mask information in the
update packets that they send to the other routers. Classful routing protocols, such as RIP version
1, don’t transmit the subnet mask and therefore cannot employ VLSM.

SUBNETTING CLASS A

Class A networks have even more bits available than Class B and Class C networks. A default
Class A network subnet mask is only 8 bits, or 255.0.0.0, giving you a whopping 24 bits for hosts
to play with. Knowing which hosts and subnets are valid is a lot more complicated than it was
for either Class B or Class C networks.

If you use a mask of 11111111.1111111.00000000.00000000, or 255.255.0.0, you'll have 8 bits
for subnets, or 256 subnets (2°). This leaves 16 bits for hosts, or 65,534 hosts per subnet
(21— 2 = 65534).

If you split the 24 bits evenly between subnets and hosts, you would give each one 12 bits.
The mask would look like this: 11111111.11111111.11110000.00000000, or 255.255.240.0. How many
valid subnets and hosts would you have? The answer is 4,096 subnets each with 4,094 hosts
(212-2=4,094).

The second octet will be somewhere between 0 and 255. However, you will need to figure out
the third octet. Because the third octet has a 240 mask, you get 16 (256 — 240 = 16) as your
incremental value in the third octet. The third octet must start with 0 for the first subnet, the
second subnet will have 16 in the third octet, and so on. This means that some of your valid
subnets are as follows (not in order):

Subnet Hosts Broadcast
x.0-255.0.0 x.0-255.0.1 through x.0-255.15.254 x.0-255.15.255
x.0-255.16.0 x.0-255.16.1 through x.0-255.31.254 x.0-255.31.255
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Subnet Hosts Broadcast
x.0-255.32.0 x.0-255.32.1 through x.0-255.47.254 x.0-255.47.255
x.0-255.48.0 x.0-255.48.1 through x.0-255.63.254 x.0-255.63.255

They go on in this way for the remaining third-octet values through 224 in the subnet column.

Working with Classless Inter-Domain Routing

Microsoft uses an alternate way to write address ranges, called Classless Inter-Domain Routing
(CIDR; pronounced “cider”). CIDR is a shorthand version of the subnet mask. For example, an
address of 131.107.2.0 with a subnet mask of 255.255.255.0 is listed in CIDR as 131.107.2.0/24
because the subnet mask contains 24 1s. An address listed as 141.10.32.0/19 would have a subnet
mask of 255.255.224.0, or 19 1s (the default subnet mask for Class B plus 3 bits). This is the
nomenclature used in all Microsoft exams (see Figure 5.12).

FIGURE 5.12 Subnet mask in binary: 1111 11111111 1111.1111 1111.0000 0000
Subnet mask ) .
represented by 1s Subnet mask in decimal: 255 . 255 . 255 . 0

(The spaces in the above example are only for illustrative purposes.
The subnet mask in decimal would actually appear as 255.255.255.0.)

Let’s say an Internet company has assigned you the following Class C address and CIDR
number: 192.168.10.0/24. This represents the Class C address of 192.168.10.0 and a subnet mask
of 255.255.255.0.

Again, CIDR represents the number of 1s turned on in a subnet mask. For example, a CIDR
number of /16 stands for 255.255.0.0 (11111111.11111111.00000000.00000000).

The following is a list of all of the CIDR numbers (starting with a Class A default subnet
mask) and their corresponding subnet masks:

CIDR Mask CIDR Mask CIDR Mask

/8 255.0.0.0 /17 255.255.128.0 /25 255.255.255.128

/9 255.128.0.0 /18 255.255.192.0 /26 255.255.255.192
/10 255.192.0.0 /19 255.255.224.0 /27 255.255.255.224
/11 255.224.0.0 /20 255.255.240.0 /28 255.255.255.240
/12 255.240.0.0 /21 255.255.248.0 /29 255.255.255.248
/13 255.248.0.0 /22 255.255.252.0 /30 255.255.255.252
/14 255.252.0.0 /23 255.255.254.0 /31 255.255.255.254
/15 255.254.0.0 /24 255.255.255.0 /32 255.255.255.255

/16 255.255.0.0
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QUICKLY IDENTIFYING SUBNET CHARACTERISTICS USING CIDR

Given the limited time you have to dispatch questions in the structured environment of a
Microsoft certification exam, every shortcut to coming up with the correct answer is a plus. The
following method, using CIDR notation, can shave minutes off the time it takes you to complete
a single question. Since you already understand the underlying binary technology at the heart of
subnetting, you can use the following shortcuts, one for each address class, to come up with the
correct answer without working in binary.

Identifying Class C Subnet Characteristics

Consider the host address 192.168.10.50/27. The following steps flesh out the details of the
subnet of which this address is a member:

1.

Obtain the CIDR-notation prefix length for the address by converting the dotted-decimal
mask to CIDR notation.

In this case, /27 corresponds to a mask of 255.255.255.224. Practice converting between
these notations until it becomes second nature.

. Using the closest multiple of 8 that is greater than or equal to the prefix length, compute

the interesting octet (the octet that increases from one subnet to the next in increments
other than 1 or 0). Divide this multiple by 8. The result is a number corresponding to the
octet that is interesting.

In this case, the next multiple of 8 greater than 27 is 32. Dividing 32 by 8 produces the
number 4, pointing to the fourth octet as the interesting one.

. To compute the incremental value in the interesting octet, subtract the prefix length from

the next higher multiple of 8, which in this case is 32. The result (32 - 27) is 5. Raise 2 to
the computed value (2° = 32). The result is the incremental value of the interesting octet.

Recall the value of the interesting octet from the original address (50 in this case). Starting
with 0, increment by the incremental value until the value is exceeded. The values then are
0, 32, 64, and so on.

. The subnet in question extends from the increment that is immediately less than or equal

to the address’s interesting octet value to the address immediately before the next incre-
ment. In this example, 192.168.10.50/27 belongs to the subnet 192.168.10.32, and this
subnet extends to the address immediately preceding 192.168.10.64, which is its broadcast
address, 192.168.10.63.

Note that if the interesting octet is not the fourth octet, all octets after the interesting octet
must be set to 0 for the subnet address.

The usable range of addresses for the subnet in question extends from one higher than the
subnet address to one less than the broadcast address, making the range for the subnet in
question 192.168.10.33 through 192.168.10.62. As you can see, 192.168.10.50/27 definitely
falls within the subnet 192.168.10.32/27.
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Identifying Class B Subnet Characteristics

Using the steps in the previous section, find the subnet in which the address 172.16.76.12 with a
mask of 255.255.240.0 belongs.

1. The corresponding CIDR notation prefix length is /20.
The next multiple of 8 that is greater than 20 is 24. 24/8 = 3. Octet 3 is interesting.
24 - 20 = 4, so the incremental value is 2* = 16.

The increments in the third octet are 0, 16, 32, 48, 64, 80, and so on.

ok w N

The increments of 64 and 80 bracket the address’s third-octet value of 76, making the
subnet in question 172.16.64.0, after setting all octets after the interesting octet to 0. This
subnet’s broadcast address is 172.16.79.255, which comes right before the next subnet
address of 172.16.80.0.

6. The usable address range then extends from 172.16.64.1 through 172.16.79.254.

Identifying Class A Subnet Characteristics
Try it one more time with 10.6.127.255/14. Combine some of the related steps if possible:

1. The prefix length is 14. The next multiple of 8 that is greater than or equal to 14 is 16. 16/8
=2, so the second octet is interesting.

2. 16 - 14 = 2, so the incremental value in the second octet is 2% = 4.

3. The corresponding second-octet value of 6 in the address falls between the 4 and 8 incre-
ments. This means that the subnet in question is 10.4.0.0 (setting octets after the second
one to 0) and its broadcast address is 10.7.255.255.

4. The usable address range is from 10.4.0.1 through 10.7.255.254.

DETERMINING QUANTITIES OF SUBNETS AND HOSTS

The general technique described in the previous sections is also useful when trying to determine
the total number of subnets and hosts produced by a given mask with respect to the default
mask of the class of address in question.

For example, consider the Class B address 172.16.0.0 with a subnet mask of 255.255.254.0.

This is a prefix length of 23 bits. When you subtract the default prefix length for a Class B
address of 16 from 23, you get the value 7. Raising 2 to the 7th power results in the value 128,
which is the number of subnets you get when you subnet a Class B address with the
255.255.254.0 mask.

Determining the number of hosts available in each of these 128 subnets is simple because you
always subtract the prefix length that the subnet mask produces, 23 in this example, from the
value 32, which represents the total number of bits in any IP address. The difference, 9, repre-
sents the remaining number of Os, or host bits, in the subnet mask. Raising 2 to this value
produces the total possible number of host IDs per subnet that this subnet mask allows.
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Remember to subtract 2 from this result to account for the subnet and broadcast addresses for
each subnet. This gives you the actual number of usable host IDs per subnet. In this case, this
value is 2° - 2 = 510.

Repeated practice with this technique will reduce your time to obtain the desired answer to
mere seconds, leaving time for the more challenging tasks in each question.

Supernetting

Let’s take a look at a different type of subnetting. Class B addresses give you 65,534 addresses,
but let’s say that you have 1,000 users. Would you really need a Class B address? Not if you use
supernetting.

Supernetting allows you to have two or more blocks of contiguous subnetwork addresses. So,
what does that actually mean? Class C addresses give you 254 usable addresses. So, if you
needed 1,000 users, you could set up Supernetting of 4 Class C addresses that are contiguous.

Example:

192.168.16.0

192.168.17.0

192.168.18.0

192.168.19.0

When you set up supernetting for a Class C, you would use a Class B subnet mask. When you
set up supernetting for a Class B, you would use a Class A subnet mask. This allows you to use
multiple classes to get a larger number of hosts without taking up an entire class.

So, the subnet mask for the above example would be 255.255.252.0 or /22. The reason we used
this subnet mask is because a 252 subnet mask allows for 4 subnets. Each of the above Class C
numbers would equal one subnet on this network.

Understanding IPv6

Internet Protocol version 6 (IPv6) is the first major revamping of IP since RFC 791 was accepted
in 1981. Yes, the operation of IP has improved, and there have been a few bells and whistles
added (such as NAT, for example), but the basic structure is still being used as it was originally
intended. IPv6 has actually been available to use in Microsoft operating systems since NT 4.0, but
it always had to be manually enabled. Windows Vista was the first Microsoft operating system to
have it enabled by default. It is also enabled by default in Windows 7, Windows 10, Windows 11,
Windows Server 2008, Windows Server 2008 R2, 2012, 2012 R2, 2016, 2019 and Windows Server
2022, and it probably will be in all Microsoft operating systems from this point on.

TCP and UDP—as well as the IP applications, such as HTTP, FTP, SNMP, and the rest—are
still being used in IPv4. So, you might ask, why change to the new version? What does IPv6
bring to your networking infrastructure? What is the structure of an IPv6 address? How is it
implemented and used within Windows Server 2022? I'll answer all of those questions and more
in the following sections.

IPv6 History and Need

In the late 1970s, as the IP specifications were being put together, the vision of the interconnected
devices was limited compared to what we actually have today. To get an idea of the growth of
the Internet, take a look at Hobbes’ Internet Timeline in RFC 2235 (www. fags.org/rfcs/
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rfc2235.html). As you can see, in 1984, the number of hosts finally surpassed 1,000—two years
after TCP and IP were introduced. With 32 bits of addressing available in IPv4, it handled the
1,000+ hosts just fine. And even with the number of hosts breaking the 10,000 mark in 1987 and
then 100,000 in 1989, there were still plenty of IP addresses to go around. But when the number
of hosts exceeded 2 million in 1992 and 3 million in 1994, concern in the industry started to build.
So in 1994, a working group was formed to come up with a solution to the quickly dwindling
usable address availability in the IPv4 space. Internet Protocol next generation (IPng) was
started.

Have you heard of IP address depletion being a problem today? Probably not as much. When
the working group realized that it could not have IPv6 standardized before the available
addresses might run out, they developed and standardized Network Address Translation (NAT) as
an interim solution. NAT, or more specifically an implementation of NAT called Port Address
Translation (PAT), took care of a big portion of the problem.

NAT works very well, but it does have some limitations, including issues of peer-to-peer
applications with their IPv4 addresses embedded in the data, issues of end-to-end traceability,
and issues of overlapping addresses when two networks merge. Because all devices in an
IPv6 network will have a unique address and no network address translation will take place, the
global addressing concept of IPv4 will be brought back (the address put on by the source device
will stay all the way to the destination). Thus, with the new-and-improved functionality of IPv6,
the drawbacks of NAT and the limitations of IPv4 will be eliminated.

New and Improved IPv6 Concepts

Several elements of the IPv4 protocol could use some enhancements. Fortunately, IPv6 incorpo-
rates those enhancements as well as new features directly into the protocol specification to
provide better and additional functionality.

The following list includes new concepts and new implementations of old concepts in IPv6:

¢ Larger address space (128-bit vs. 32-bit).

¢ Autoconfiguration of Internet-accessible addresses with or without DHCP. (Without
DHCEP, it’s called stateless autoconfiguration.)

More efficient IP header (fewer fields and no checksum).

Fixed-length IP header (the IPv4 header is variable length) with extension headers beyond
the standard fixed length to provide enhancements.

¢ Built-in IP mobility and security. (Although available in IPv4, the IPv6 implementation is a
much better implementation.)

¢ Built-in transition schemes to allow integration of the IPv4 and IPv6 spaces.
¢ ARP broadcast messages replaced with multicast request.
Here are more details about these features:

128-Bit Address Space The new 128-bit address space will provide unique addresses for the
foreseeable future. Although I would like to say that we will never use up all of the addresses,
history may prove me wrong. The number of unique addresses in the IPv6 space is 2'*, or 3.4
x 10%, addresses. How big is that number? It's enough for toasters and refrigerators (and
maybe even cars) to all have their own addresses.
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As a point of reference, the nearest black hole to Earth is 1,600 light years away. If you were
to stack 4mm BB pellets from here to the nearest black hole and back, you would need 1.51 x
10% BBs. This means you could uniquely address each BB from Earth to the black hole and
back and still have quite a few addresses left over.

Another way to look at it is that the IPv6 address space is big enough to provide more than
1 million addresses per square inch of the surface area of the Earth (oceans included).

Autoconfiguration and Stateless Autoconfiguration Autoconfiguration is another added/
improved feature of IPv6. We've used DHCP for a while to assign IP addresses to client
machines. You should even remember that APIPA can be used to assign addresses automati-
cally to Microsoft DHCP client machines in the absence of a DHCP server. The problem with
APIPA is that it confines communication between machines to a local LAN (no default
gateway). What if a client machine could ask whether there was a router on the LAN and
what network it was on? If the client machine knew that, it could not only assign itself an
addpress, it could also choose the appropriate network and default gateway. The stateless
autoconfiguration functionality of IPv6 allows the clients to do this.

Improved IPv6 Header The IPv6 header is more efficient than the IPv4 header because it is
fixed length (with extensions possible) and has only a few fields. The IPv6 header consists of a
total of 40 bytes:

32 bytes Source and destination IPv6 addresses

8 bytes Version field, traffic class field, flow label field, payload length field, next header
field, and hop limit field

You don’t have to waste your time with a checksum validation anymore, and you don’t
have to include the length of the IP header (it’s fixed in IPv6; the IP header is variable length
in IPv4, so the length must be included as a field).

IPv6 Mobility IPvé6 is only a replacement of the OSI layer 3 component, so you'll continue to
use the TCP (and UDP) components as they currently exist. IPv6 addresses a TCP issue,
though. Specifically, TCP is connection oriented, meaning that you establish an end-to-end
communication path with sequencing and acknowledgments before you ever send any data,
and then you have to acknowledge all of the pieces of data sent. You do this through a
combination of an IP address, port number, and port type (socket).

If the source IP address changes, the TCP connection may be disrupted. But then how often
does this happen? Well, it happens more and more often because more people are walking
around with a wireless laptop or a wireless Voice over IP (VoIP) telephone. IPv6 mobility
establishes a TCP connection with a home address and, when changing networks, it continues
to communicate with the original endpoint from a care-of address as it changes LANs, which
sends all traffic back through the home address. The handing off of network addresses does
not disrupt the TCP connection state (the original TCP port number and address remain
intact).

Improved Security Unlike IPv4, IPv6 has security built in. Internet Protocol Security (IPsec) is
a component used today to authenticate and encrypt secure tunnels from a source to a
destination. This can be from the client to the server or between gateways. IPv4 lets you do
this by enhancing IP header functionality (basically adding a second IP header while encrypt-
ing everything behind it). In IPv6, you add this as standard functionality by using extension
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headers. Extension headers are inserted into the packet only if they are needed. Each header
has a “next header” field, which identifies the next piece of information. The extension
headers currently identified for IPv6 are Hop-By-Hop Options, Routing, Fragment,
Destination Options, Authentication, and Encapsulating Security Payload. The Authentication
header and the Encapsulating Security Payload header are the IPsec-specific control headers.

IPv4 to IPv6 Interoperability Several mechanisms in IPv6 make the IPv4-to-IPv6 transi-
tion easy.

¢ Asimple dual-stack implementation where both IPv4 and IPv6 are installed and used
is certainly an option. In most situations (so far), this doesn’t work so well because
most of us aren’t connected to an IPv6 network and our Internet connection is not IPv6
even if we're using IPv6 internally. Therefore, Microsoft includes other mechanisms
that can be used in several different circumstances.

& [ntra-Site Automatic Tunnel Addressing Protocol (ISATAP) is an automatic tunneling
mechanism used to connect an IPv6 network to an IPv4 address space (not using
NAT). ISATAP treats the IPv4 space as one big logical link connection space.

& 6to4 is a mechanism used to transition to IPv4. This method, like ISATAP, treats the
IPv4 address space as a logical link layer with each IPv6 space in transition using a
6to4 router to create endpoints using the IPv4 space as a point-to-point connection
(kind of like a WAN, eh?). 6to4 implementations still do not work well through a NAT,
although a 6to4 implementation using an Application layer gateway (ALG) is cer-
tainly doable.

¢ Teredo is a mechanism that allows users behind a NAT to access the IPv6 space by
tunneling IPv6 packets in UDP.

Pseudo-interfaces are used in these mechanisms to create a usable interface for the
operating system. Another interesting feature of IPv6 is that addresses are assigned to
interfaces (or pseudo-interfaces), not simply to the end node. Your Windows Server
2022 will have several unique IPv6 addresses assigned.

New Broadcast Methods IPv6 has moved away from using broadcasting. The three types of
packets used in IPv6 are unicast, multicast, and anycast. IPv6 clients then must use one of
these types to get the MAC address of the next Ethernet hop (default gateway). IPv6 makes
use of multicasting for this along with the new functionality called neighbor discovery. Not only
does ARP utilize new functionality, but ICMP (also a layer 3 protocol) has been redone and is
now known as ICMP6. ICMP6 is used for messaging (packet too large, time exceeded, and so
on) as it was in IPv4, but now it’s also used for the messaging of IPv6 mobility. ICMP6 echo
request and ICMP6 echo reply are still used for ping.

IPv6 Addressing Concepts

You need to consider several concepts when using IPv6 addressing. For starters, the format of the
address has changed. Three types of addresses are used in IPv6, with some predefined values
within the address space. You need to get used to seeing these addresses and be able to identify
their uses.
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IPv6 ADDRESS FORMAT

For the design of IPv4 addresses, you present addresses as octets or the decimal (base 10)
representation of 8 bits. Four octets add up to the 32 bits required. IPv6 expands the address
space to 128 bits, and the representation is for the most part shown in hexadecimal (a notation
used to represent 8 bits using the values 0-9 and A-F). Figure 5.13 compares IPv4 to IPv6.

FIGURE 5.13
IPv4/IPv6 comparison

IPv4

[ ddd [ dod || dod Jj[ ddd i

ddd = 8 Bits in Dotted Decimal Notation
32 Bits Total

IPv6

[ hhnh Jf [ hhhh Jf [ kb Jf | hhhn Jf | kb [ Bhbn Jf [ koo Jf { Ahhn

hhhh = 16 Bits in Hexadecimal Notation
128 Bits Total

A full IPv6 address looks like this example:
2001:0DB8:0000:0000:1234:0000: A9FE:133E

You can tell the implementation of DNS will make life a lot easier even for those who like to
ping the address in lieu of the name. Fortunately, DNS already has the ability to handle IPv6
addresses with the use of an AAAA record. (A is short for alias.) An A record in IPv4’s addressing
space is 32 bits, so an AAAA record, or four As, is 128 bits. The Windows Server 2022 DNS server
handles the AAAA and the reverse pointer (PTR) records for IPvé.

IPv6 Address Shortcuts

There are several shortcuts for writing an IPv6 address. These are described in the following list:
& :0: stands for :0000:.

¢ You can omit preceding Os in any 16-bit word. For example, :DB8: and :0DB8: are
equivalent.

¢ :isavariable standing for enough zeros to round out the address to 128 bits. :: can be
used only once in an address.

You can use these shortcuts to represent the example address 2001:0DB8:0000:0000:1234:0000
:A9FE:133E, as shown here:

¢ Compress :0000: into :0::
2001:0DB8:0000:0000:1234:0: A9FE:133E
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¢ Eliminate preceding zeros:

2001:DB8:0000:0000:1234:0:A9FE:133E

¢ Use the special variable shortcut for multiple Os:

2001:DB8::1234:0:A9FE:133E

You now also use prefix notation or slash notation when discussing IPv6 networks. For
example, the network of the previous address can be represented as 2001:DB8:0000:0000:0000:000
0:0000:0000. This can also be expressed as 2001:DB8:: /32. The /32 indicates 32 bits of network,
and 2001:DB8: is 32 bits of network.

IPv6 Address Assignment

So, do you subnet IPv6? The answer depends on your definition of subnetting. If you are given
32 bits of network from your ISP, you have 96 bits with which to work. If you use some of the 96
bits to route within your network infrastructure, then you are subnetting. In this context, you do
subnet IPv6. However, given the huge number of bits you have available, you will no longer
need to implement VLSM. For example, Microsoft has a network space of 2001:4898:: /32. That
gives the administrators a space of 96 bits (2° = 79,228,162,514,264,337,593,543,950,336 unique
addresses using all 96 bits) with which to work.

You can let Windows Server 2022 dynamically /automatically assign its IPv6 address, or you
can still assign it manually (see Figure 5.14). With dynamic/automatic assignment, the IPv6
address is assigned either by a DHCPv®6 server or by the Windows Server 2022 machine. If no
DHCPv6 server is configured, the Windows Server 2022 machine can query the local LAN
segment to find a router with a configured IPv6 interface. If so, the server will assign itself an
address on the same IPv6 network as the router interface and set its default gateway to the router
interface’s IPv6 address. Figure 5.14 shows that you have the same dynamic and manual choices
as you do in IPv4; however, the input values for IPv6 must conform to the new format.

FIGURE 5.14 2l
TCP/IPv6 el |

Propertles w1ndow ‘You can get IPv6 settings assigned automatically if your network supports this capability.

Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

(" Qbtain an IPv6 address automatically
* Uge the following IPvé address:

IPv6 address: | 2001:DB8::1234:0: A9FE: 1336
Subnet prefix length: 32

Default gateway: |2l]l]1:DBS:: 1234:0:0:1)

~
(+ Usg the following DNS server addresses:
Preferred DNS server: | 58

Alternate DNS server: |

Advanced...
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To see your configured IP addresses (IPv4 and IPv6), you can still use the ipconfig com-
mand. For example, I have configured a static IPv4 address and an IPv6 address on my server.
The IPv6 address is the same as the one used in the earlier IPv6 example address. Figure 5.15
shows the result of this command on Windows Server 2022 for my server.

FIGURE 5.15 = Administrator: C:\Windows\syst
IPv6 Configuration as [Ethernet adapter Local Area Connection:
seen from the com- Connection—specific DNS Suffix

mand prompt

Description : Intel 21148-Based PCI Fast Ethernet Adapt
= (Emulated?

Physical Address. . . . . . . . . © BB-B3-FF-11-82-CD

DHCP Enabled

Autoconfiguration Enabled . _ . .

1234:8:a%fe:133e(Preferred>

tah?d:7dad:cchazl1B8(Preferred?
& E E: 5 200<Preferredd

Subnet Mask . . . : 255.2 5.0

Default Gateway H 8 1234:0:8:1

DNS Servers =
192.168.1.1
HetBIOS over Tcpip

IPv6 ADDRESS TYPES

As stated earlier, there are three types of addresses in IPv6: anycast, unicast, and multicast. A
description of each of these types of IPv6 addresses follows.

NOTE Note the absence of the broadcast type, which is included in IPv4. You can’t use broadcasts in
IPv6; they’ve been replaced with multicasts.

Anycast Addresses Anycast addresses are not really new. The concept of anycast existed in
IPv4 but was not widely used. An anycast address is an IPv6 address assigned to multiple
devices (usually different devices). When an anycast packet is sent, it is delivered to one of the
devices, usually the closest one.

Unicast Addresses A unicast packet uniquely identifies an interface of an IPv6 device. The
interface can be a virtual interface or pseudo-interface or a real (physical) interface.

Unicast addresses come in several types, as described in the following list:

Global Unicast Address As of this writing, the global unicast address space is defined
as 2000:: /3. The 2001::/32 networks are the IPv6 addresses currently being issued to
business entities. As mentioned, Microsoft has been allocated 2001:4898:: /32. A Microsoft
DHCPv6 server would be set up with scopes (ranges of addresses to be assigned) within
this address space. There are some special addresses and address formats that you will see
in use as well. You'll find most example addresses listed as 2001:DB8:: /32; this space has
been reserved for documentation. Do you remember the loopback address in IPv4,
127.0.0.1? In IPv6 the loopback address is ::1 (or 0:0:0:0:0:0:0:0001). You may also see an
address with dotted-decimal used. A dual-stack Windows Server 2022 machine may also
show you FE80::5EFE:192.168.1.200. This address form is used in an integration/migration
model of IPv6 (or if you just can’t leave the dotted-decimal era, I suppose).

Link-Local Address Link-local addresses are defined as FE80:: /10. If you refer to
Figure 5.15 showing the ipconfig command, you will see the link-local IPv6 address as
fe80::a425:ab9d:7da4:ccba. The last 8 bytes (64 bits) are random to ensure a high
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probability of randomness for the link-local address. The link-local address is to be used
on a single link (network segment) and should never be routed.

There is another form of the local-link IPv6 address called the Extended User Interface 64-bit
(EUI-64) format. This is derived by using the MAC address of the physical interface and
inserting an FFFE between the third and fourth bytes of the MAC. The first byte is also
made 02 (this sets the universal/local, or U/L, bit to 1 as defined in IEEE 802 frame
specification). Again looking at Figure 5.15, the EUI-64 address would take the physical
(MAC) address 00-03-FF-11-02-CD and make the link-local IPv6 address
FE80::0203:FFFF:FE11:02CD. (I've left the preceding zeros in the link-local IPv6 address to
make it easier for you to pick out the MAC address with the FFFE inserted.)

AnonymousAddress Microsoft Server 2022 uses the random address by default instead
of EUI-64. The random value is called the AnonymousAddress in Microsoft Server 2022. It
can be modified to allow the use of EUI-64.

Unique Local Address The unique local address can be Fc00 or FDO0O, and it is used like
the private address space of IPv4. RFC 4193 describes unique local addresses. They are not
expected to be routable on the global Internet. They are used for private routing within an
organization.

Multicast Address Multicast addresses are one-to-many communication packets. Multicast
packets are identifiable by their first byte (most significant byte, leftmost byte, leftmost
2 nibbles, leftmost 8 bits, and so on). A multicast address is defined as FF00::/8.

In the second byte shown (the 00 of FF00), the second 0 is what’s called the scope. Interface--
local is 01, and link-local is 02. FF01:: is an interface-local multicast.

There are several well-known (already defined) multicast addresses. For example, if you
want to send a packet to all nodes in the link-local scope, you send the packet to FF02::1 (also
shown as FF02:0:0:0:0:0:0:1). The all-routers multicast address is FF02::2.

You can also use multicasting to get the logical link layer address (MAC address) of a
device with which you are trying to communicate. Instead of using the ARP mechanism of
IPv4, IPv6 uses the ICMPv6 neighbor solicitation (NS) and neighbor advertisement (NA)
messages. The NS and NA ICMPv6 messages are all part of the new Neighbor Discovery
Protocol (NDP). This new ICMPv6 functionality also includes router solicitation and router
advertisements as well as redirect messages (similar to the IPv4 redirect functionality).

Table 5.7 outlines the IPv6 address space known prefixes and some well-known addresses.

UNICAST VS. ANYCAST

Unicast and anycast addresses look the same and may be indistinguishable from each other; it just
depends on how many devices have the same address. If only one device has a globally unique IPv6
address, it’s a unicast address. If more than one device has the same address, it’s an anycast address.
Both unicast and anycast are considered one-to-one communication, although you could say that
anycast is one-to-“one of many.”
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TABLE 5.7: IPv6 address space known prefixes and addresses
ADDRESS PREFIX SCOPE OF USE
2000:: /3 Global unicast space prefix
FE80:: /10 Link-local address prefix
FC00:: /7 Unique local unicast prefix
FDO00:: /8 Unique local unicast prefix
FF00:: /8 Multicast prefix
2001:DB8:: /32 Global unicast prefix used for documentation
=1 Reserved local loopback address
2001:0000: /32 Teredo prefix (discussed later in this chapter)
2002:: /16 6to4 prefix

IPv6 Integration/Migration

It’s time to get into the mindset of integrating IPv6 into your existing infrastructure with the
longer goal of migrating to IPv6. In other words, this is not going to be an “OK, Friday the
Internet is changing over” rollout. You have to bring about the change as a controlled implemen-
tation. It could easily take three to five years before a solid migration occurs and probably longer.
I think the migration will take slightly less time than getting the world to migrate to the metric
system on the overall timeline. The process of integration/migration consists of several
mechanisms.

Dual Stack Simply running both IPv4 and IPv6 on the same network, utilizing the IPv4
address space for devices using only IPv4 addresses and utilizing the IPv6 address space for
devices using IPv6 addresses.

Tunneling Using an encapsulation scheme for transporting one address space
inside another

Address Translation Using a higher-level application to change one address type (IPv4 or
IPv6) to the other transparently so that end devices are unaware one address space is talking
to another.

I elaborate on these three mechanisms in the following sections.

IPv6 DUAL STACK

The default implementation in Windows Server 2022 is an enabled IPv6 configuration along with
IPv4; this is dual stack. The implementation can be dual IP layer or dual TCP/IP stack. Windows
Server 2022 uses the dual IP layer implementation (see Figure 5.16). When an application queries
a DNS server to resolve a hostname to an IP address, the DNS server may respond with an IPv4
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address or an IPv6 address. If the DNS server responds with both, Windows Server 2022 will
prefer the IPv6 address. Windows Server 2022 can use both IPv4 and IPv6 addresses as necessary
for network communication. When looking at the output of the ipconfig command, you will see
both address spaces displayed.

FIGURE 5.16

IPv6 dual IP Application Layer
layer diagram

Transport Layer

Network Layer I
IPv6 IPv4

Network Interface

IPv6 TUNNELING

Windows Server 2022 includes several tunneling mechanisms for tunneling IPv6 through the
IPv4 address space. They include the following:

¢ Intra-Site Automatic Tunnel Addressing Protocol (ISATAP), which is used for unicast IPv6
communication across an IPv4 infrastructure. ISATAP is enabled by default in Windows
Server 2022.

6to4, which is used for unicast IPv6 communication across an IPv4 infrastructure.

Teredo, which is used for unicast IPv6 communication with an IPv4 NAT implementation
across an IPv4 infrastructure.

With multiple tunneling protocols available and enabled by default, you might ask, what’s the
difference, and why is one used over the others? They all allow you to tunnel IPv6 packets
through the IPv4 address space (a really cool thing if you're trying to integrate/migrate). Here
are the details of these tunneling mechanisms:

ISATAP Intra-Site Automatic Tunnel Addressing Protocol (ISATAP) is the automatic tunnel
addressing protocol providing IPv6 addresses based on the IPv4 address of the end interface
(node). The IPv6 address is automatically configured on the local device, and the dual stack
machine can use either its IPv4 or IPv6 address to communicate on the local network (within
the local network infrastructure). ISATAP can use the neighbor discovery mechanism to
determine the router ID and network prefix where the device is located, thus making intrasite
communication possible even in a routed infrastructure.

The format of an ISATAP address is as follows:

[64 bits of prefix] [32 bits indicating ISATAP] [32 bits IPv4 address]
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The center 32 bits indicating ISATAP are actually 0000:5EFE (when using private IPv4
addresses). The ISATAP address of the example Windows Server 2022 machine using the
link-local IPv6 address is FE80::5EFE:192.168.1.200. Each node participating in the ISATAP
infrastructure must support ISATAP. If you're routing through an IPv4 cloud, a border router
(a router transitioning from an IPv6 to IPv4 space) must support ISATAP. Windows Server
2022 can be configured as a border router, and it will forward ISATAP packets. ISATAP is
experimental and is defined in RFC 4214.

6tod 6to4 specifies a procedure for IPv6 networks to communicate with each other through
an IPv4 space without the IPv6 nodes having to know what’s happening. The IPv6 nodes do
not need to be dual stacked to make this happen. The border router is the device responsible
for knowing about the IPv6-to-IPv4 transition. The IPv6 packets are encapsulated at the
border router (and decapsulated at the other end or on the way back). There is an assigned
prefix for the 6to4 implementation: 2002:: /16. 6to4 is defined in RFC 3056.

Teredo Teredo (named after a kind of shipworm that drills holes in the wood of ships) is a
protocol designed to allow IPv6 addresses to be available to hosts through one or more layers
of NAT. Teredo uses a process of tunneling packets through the IPv4 space using UDP. The
Teredo service encapsulates the IPv6 data within a UDP segment (packet) and uses IPv4
addressing to get through the IPv4 cloud. Having layer 4 (Transport layer) available to use as
translation functionality is what gives you the ability to be behind a NAT. Teredo provides
host-to-host communication and dynamic addressing for IPv6 nodes (dual stack), allowing
the nodes to have access to resources in an IPv6 network and the IPv6 devices to have access
to the IPv6 devices that have only connectivity to the IPv4 space (like home users who have
an IPv6-enabled operating system connecting to IPv6 resources while their home ISP has only
IPv4 capabilities). Teredo is defined in RFC 4380.

In Windows Server 2022, an IPv4 Teredo server is identified and configured (using the
netsh command interface). The Teredo server provides connectivity resources (address) to the
Teredo client (the node that has access to the IPv4 Internet and needs access to an IPv6 net-
work/Internet). A Teredo relay is a component used by the IPv6 router to receive traffic
destined for Teredo clients and forward the traffic appropriately. The defined prefix for a
Teredo address is 2001:0000:: /32. Teredo does add overhead like all the other implementa-
tions discussed. It is generally accepted that you should use the simplest model available.
However, in the process of integration/migration for most of us behind a NAT, Teredo will be
the process to choose.

From Windows Server 2022, use the ipconfig /all command to view the default configura-

tions including IPv4 and IPv6. You may notice a notation that I didn’t discuss, the percent sign at
the end of the IPv6 address (see Figure 5.17). The number after the percent sign is the virtual
interface identifier used by Windows Server 2022.

FIGURE 5.17 Link-local IPuvb Address . . . . . : feB@::a425:ah%d:7dad:cchaxlB
IPv6 interface identifier

for ipconfig display
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USEFUL IPV6 INFORMATION COMMANDS

You can use numerous commands to view, verify, and configure the network parameters of
Windows Server 2022. Specifically, you can use the netsh command set and the route command
set as well as the standard ping and tracert functions.

Use the netsh command interface (as well as the provided dialog boxes, if you want) to
examine and configure IPv6 functionality. The netsh command issued from the command
interpreter changes into a network shell (netsh) where you can configure and view both IPv4
and IPv6 components.

Don’t forget to use the ever-popular route print command to see the Windows Server 2022
routing tables (IPv4 and IPv6). The other diagnostic commands are still available for IPv4 as well
as IPv6. In previous versions of Microsoft operating systems, ping was the IPv4 command, and
ping6 was the IPv6 command. This has changed in Windows Server 2022; ping works for both
IPv4 and IPv6 to test layer 3 connectivity to remote devices. The IPv4 tracert command was
tracert6 for IPv6. The command isnow tracert for bothIPv4 and IPv6, and it will show you every
layer 3 (IP) hop from source to destination. (This assumes that all of the administrators from here
to there want you to see the hops and are not blocking ICMP. It also assumes that there are no IP
tunnels, which your packets are traversing; you won't see the router hops in the tunnel either.)

Overall, the consortium of people developing the Internet and the Internet Protocol have tried
to make all of the changes to communication infrastructures easy to implement. (This is a
daunting task with the many vendors and various infrastructures currently in place.) The goal is
not to daze and confuse administrators; it’s designed to provide maximum flexibility with the
greatest functionality. IPv6 is going to provide the needed layer 3 (Network layer, global address-
ing layer, logical addressing layer. . .call it what you like) functionality for the foreseeable future.

IPv6 ADDRESS BREAKDOWN

The final thing that you need to understand about IPv6 is how the address breaks down. As I
have stated previously, there are different sections of an IPv6 address. For example, the first
group of numbers can show you the site prefix and what type of message that you are dealing
with. The ending part of the IPv6 address shows the computer’s Interface ID. So, let’s take a look
at an IPv6 address and how each section shows you about the network and computer system.

2001:0db8:6d4¢:2116:0000:0000:1996:5acb

In this IPv6 address, there are actually multiple sections. As I have stated, an IPv6 address is
128 bits. The first 64 bits explain the Site Prefix and Subnet ID and the final 64 bits shows the
Interface ID.

So, using the previous IPv6 address, let’s break down the sections.

2001:0db8:6d4c:2116 : 0000:0000:1996:5acb
64 bits 64 bits
2001:0db8:6d4c : 2116: 0000:0000:1996:5acb

Site Prefix Subnet ID Interface ID
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The Bottom Line

Understand subnetting and when to use it. If an organization is large and has many
computers or if its computers are geographically dispersed, it’s sensible to divide its large
network into smaller ones connected by routers. These smaller networks are called subnets.

Master It You are an administrator of a large network. All computers are on the same
network and the network only has a single router (connecting the network to the Internet).
You notice that there is a lot of broadcast traffic on the network. You want to reduce some
of the broadcast traffic.

Understand subnet masks. For the subnet address scheme to work, every machine on the
network must know which part of the host address will be used as the subnet address. The
network administrator creates a 32-bit subnet mask consisting of 1s and 0s. The 1s in the
subnet mask represent the positions that refer to the network or subnet addresses. The 0s
represent the positions that refer to the host portion of the address.

Master It You are the administrator of an organization that has multiple subnets. You
think that one of the computers is set with an IP address from a different subnet.

H vanet wor k. comr HIM‘I
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Implementing DNS

As we move closer to connecting your onsite network with Azure, we still have features and
services required to make this happen. That brings us to DNS.

The Domain Name System (DNS) is one of the most important networking services that you
can put on your network, and it’s also one of the key topics that you'll need to understand if you
plan to take any of the Microsoft Azure exams.

By the end of this chapter, you should have a deeper understanding of how DNS works, how
to set it up properly, how to configure DNS, proper management of the DNS server, and how to
troubleshoot DNS issues quickly and easily in Microsoft Windows Server 2022.

IN THIS CHAPTER YOU'LL LEARN

& Understand DNS
& Understand DNS records

¢ Understand Dynamic Updates

Introducing DNS

The Domain Name System (DNS) is a service that allows you to resolve a hostname to an Internet
Protocol (IP) address. One of the inherent complexities of operating in networked environments
is working with multiple protocols and network addresses. Owing largely to the tremendous rise
in the popularity of the Internet, however, most environments have transitioned to use
Transmission Control Protocol/Internet Protocol (TCP/IP) as their primary networking protocol.
Microsoft is no exception when it comes to supporting TCP/IP in its workstation and server
products. All current versions of Microsoft’s operating systems support TCP/IP, as do most other
modern operating systems.

An easy way to understand DNS is to think about making a telephone call. If you wanted to
call Microsoft and did not know the phone number, you could call information, tell the operator
the name (Microsoft), and get the telephone number. You would then make the call. Now think
about trying to connect to Serverl. You don’t know the TCP/IP number (the computer’s
telephone number), so your computer asks DNS (information) for the number of Serverl. DNS
returns the number, and your system makes the connection (call). DNS is your network’s 411, or
information, and it returns the TCP/IP data for your network.

TCP/IP is actually a collection of different technologies (protocols and services) that allow
computers to function together on a single, large, and heterogeneous network. Some of the major
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advantages of this protocol include widespread support for hardware, software, and network
devices; reliance on a system of standards; and scalability. TCP handles tasks such as sequenced
acknowledgments. IP involves many jobs, such as logical subnet assignment and routing.

HOSTS File

Nowadays, most computer users are quite familiar with navigating to DNS-based resources,
such as www.willpanek. com. To resolve these “friendly” names to TCP/IP addresses that the
network stack can use, you need a method for mapping them. Originally, ASCII flat files (often
called HOSTS files, as shown in Figure 6.1) were used for this purpose. In some cases, they are
still used today in small networks, and they can be useful in helping to troubleshoot name
resolution problems.

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

¥

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#

# For example:

#
# 102.54.94.97 rhino.acme.com # source server
# 38.25.83.18 X.acme.com # x client host

# localhost name resolution is handled within DNS itself.
# 127.0.9.1 localhost
# HE localhost

As the number of machines and network devices grew, it became unwieldy for administrators
to manage all of the manual updates required to enter new mappings to a master HOSTS file and
distribute it. Clearly, a better system was needed.

As you can see from the sample HOSTS file in Figure 6.1, you can conduct a quick test of the
email server’s name resolution as follows:

1. Open the HOSTS file: C: \Windows\Systems32\drivers\etc.
2. Add the IP-address-to-hostname mapping.

3. Try to ping the server using the hostname to verify that you can reach it using an
easy-to-remember name.

Following these steps should drive home the concept of DNS for you because you can see it
working to make your life easier. Now you don’t have to remember 10.0.0.10; you only need to
remember exchange03. However, you can also see how this method can become unwieldy if you
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have many hosts that want to use easy-to-remember names instead of IP addresses to locate
resources on your network.

When dealing with large networks, users and network administrators must be able to locate
the resources they require with minimal searching. Users don’t care about the actual physical or
logical network address of the machine; they just want to be able to connect to it using a simple
name that they can remember.

From a network administrator’s standpoint, however, each machine must have its own logical
address that makes it part of the network on which it resides. Therefore, some scalable and
easy-to-manage method for resolving a machine’s logical name to an IP address and then to a
domain name is required. DNS was created just for this purpose.

DNS is a hierarchically distributed database. In other words, its layers are arranged in a
definite order, and its data is distributed across a wide range of machines, each of which can
exert control over a portion of the database. DNS is a standard set of protocols that defines the
following:

¢ A mechanism for querying and updating address information in the database
¢ A mechanism for replicating the information in the database among servers
¢ Aschema of the database

DNS was originally developed in the early days of the Internet (called ARPAnet at the time)
when it was a small network created by the Department of Defense for research purposes. Before
DNS, computer names, or hostnames, were manually entered into a HOSTS file located on a
centrally administered server. Each site that needed to resolve hostnames outside of its organiza-
tion had to download this file. As the number of computers on the Internet grew, so did the size
of this HOSTS file—and along with it the problems of its management. The need for a new
system that would offer features such as scalability, decentralized administration, and support
for various data types became more and more obvious. DNS, introduced in 1984, became this
new system.

With DNS, the hostnames reside in a database that can be distributed among multiple servers,
decreasing the load on any one server and providing the ability to administer this naming system
on a per-partition basis. DNS supports hierarchical names and allows for the registration of
various data types in addition to the hostname-to-IP-address mapping used in HOSTS files.
Database performance is ensured through its distributed nature as well as through caching.

The DNS distributed database establishes an inverted logical tree structure called the domain
namespace. Each node, or domain, in that space has a unique name. At the top of the tree is the
root. This may not sound quite right, which is why the DNS hierarchical model is described as
being an inverted tree, with the root at the top. The root is represented by the null set: "". When
written, the root node is represented by a single dot (. ).

Each node in the DNS can branch out to any number of nodes below it. For example, below
the root node are a number of other nodes, commonly referred to as top-level domains (TLDs).
These are the familiar . com, .net, .org, .gov, .edu, and other such names. Table 6.1 lists some of
these TLDs.

139



140

CHAPTER 6 IMPLEMENTING DNS

TABLE 6.1: Common top-level DNS domains
DOMAIN
NAME TYPE OF ORGANIZATION
com Commercial (for example, stormwind. com for StormWind Training Corporation).
edu Educational (for example, gatech. edu for the Georgia Institute of Technology).
gov Government (for example, whitehouse. gov for the White House in Washington, D.C.).
int International organizations (for example, nato. int for NATO); this top-level domain is

fairly rare.

mil Military organizations (for example, usmc.mil for the Marine Corps); there is a separate
set of root name servers for this domain.

net Networking organizations and Internet providers (for example, hiwaay . net for HIWAAY
Information Systems); many commercial organizations have registered names under this
domain too.

org Noncommercial organizations (for example, fidonet.org for FidoNet).
au Australia.

uk United Kingdom.

ca Canada.

us United States.

jp Japan.

Each of these nodes then branches out into another set of domains, and they combine to form
what we refer to as domain names, such as microsoft.com. A domain name identifies the
domain’s position in the logical DNS hierarchy in relation to its parent domain by separating
each branch of the tree with a dot. Figure 6.2 shows a few of the top-level domains, where the
Microsoft domain fits, and a host called Tigger within the microsoft.com domain. If someone
wanted to contact that host, they would use the fully qualified domain name (FQDN), tigger
.microsoft.com.

An FQDN includes the trailing dot (.) to indicate the root node, but it's commonly left off in
practice.

As previously stated, one of the strengths of DNS is the ability to delegate control over
portions of the DNS namespace to multiple organizations. For example, the Internet Corporation
for Assigned Names and Numbers (ICANN) assigns the control over TLDs to one or more
organizations. In turn, those organizations delegate portions of the DNS namespace to other
organizations. For example, when you register a domain name, let’s call it example.com, you
control the DNS for the portion of the DNS namespace within example. com. The registrar
controlling the .com TLD has delegated control over the example.comnode in the DNS tree. No
other node can be named example directly below the . com within the DNS database.


http://microsoft.com
http://microsoft.com
http://tigger.microsoft.com
http://tigger.microsoft.com
http://example.com
http://example.com
http://example.com
http://stormwind.com
http://whitehouse.gov
http://usmc.mil
http://hiwaay.net
http://fidonet.org
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FIGURE 6.2

The DNS hierarchy (Managed by InterNIC)
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Within the portion of the domain namespace that you control (example.com), you could
create host and other records (more on these later). You could also further subdivide
example.com and delegate control over those divisions to other organizations or departments.
These divisions are called subdomains. For example, you might create subdomains named for
the cities in which the company has branch offices and then delegate control over those subdo-
mains to the branch offices. The subdomains might be named losangeles.example.com,
chicago.example.com, portsmouth.example.com, and so on.

Each domain (or delegated subdomain) is associated with DNS name servers. In other words,
for every node in the DNS, one or more servers can give an authoritative answer to queries about
that domain. At the root of the domain namespace are the root servers, which I'll cover later in
the chapter.

NOTE Domain names and hostnames must contain only characters a to z, Ato Z, 0 to 9, and -
(hyphen). Other common and useful characters, such as the & (ampersand), / (slash), . (period),
and _ (underscore) characters, are not allowed. This is in conflict with NetBIOS’s naming restric-
tions. However, you'll find that Windows Server 2022 is smart enough to take a NetBIOS name, like
Server_1, and turn it into a legal DNS name, like serverl.example.com.

DNS servers work together to resolve hierarchical names. If a server already has information
about a name, it simply fulfills the query for the client. Otherwise, it queries other DNS servers
for the appropriate information. The system works well because it distributes the authority over
separate parts of the DNS structure to specific servers. A DNS zone is a portion of the DNS
namespace over which a specific DNS server has authority. (DNS zone types are discussed in
detail later in this chapter.)

Within a given DNS zone, resource records (RRs) contain the hosts and other database
information that make up the data for the zone. For example, an RR might contain the host entry
for www.example. com, pointing it to the IP address 192.168.1.10.


http://example.com
http://example.com
http://losangeles.example.com
http://chicago.example.com
http://portsmouth.example.com
http://server1.example.com
http://www.example.com

142

CHAPTER 6

IMPLEMENTING DNS

Understanding Servers, Clients, and Resolvers

You will need to know a few terms and concepts in order to manage a DNS server.
Understanding these terms will make it easier to understand how the Windows Server 2022 DNS
server works:

DNS Server Any computer providing domain name services is a DNS name server. No
matter where the server resides in the DNS namespace, it’s still a DNS name server. For
example, 13 root name servers at the top of the DNS tree are responsible for delegating the
TLDs. The root servers provide referrals to name servers for the TLDs, which in turn provides
referrals to an authoritative name server for a given domain.

NOTE The Berkeley Internet Name Domain (BIND) was originally the only software available for

running the root servers on the Internet. However, a few years ago the organizations responsible for
the root servers undertook an effort to diversify the software running on these important machines.
Today, root servers run multiple types of name server software. BIND is still primarily on Unix-based
machines, and it is also the most popular for Internet providers. None of the root servers run Win-
dows DNS.

Any DNS server implementation supporting Service Location Resource Records (see RFC

2782) and Dynamic Updates (RFC 2136) is sufficient to provide the name service for any operat-
ing system running Windows 2003 software and newer.

DNS Client A DNS client is any machine that issues queries to a DNS server. The client
hostname may or may not be registered in a DNS database. Clients issue DNS requests
through processes called resolvers. You'll sometimes see the terms client and resolver used
synonymously.

Resolver Resolvers are software processes, sometimes implemented in software libraries,
which handles the actual process of finding the answers to queries for DNS data. The resolver
is also built into many larger pieces of software so that external libraries don’t have to be
called to make and process DNS queries. Resolvers can be what you’d consider client
computers or other DNS servers attempting to resolve an answer on behalf of a client (for
example, Edge).

Query A query is a request for information sent to a DNS server. Three types of queries can
be made to a DNS server: recursive, inverse, and iterative. I'll discuss the differences between
these query types in the section “DNS Queries” a bit later in the chapter.

Understanding the DNS Process

To help you understand the DNS process, I will start by covering the differences between
Dynamic DNS and Non-Dynamic DNS. During this discussion, you will learn how Dynamic
DNS populates the DNS database. You'll also see how to implement security for Dynamic DNS. I
will then talk about the workings of different types of DNS queries. Finally, I will discuss caching
and time to live (TTL). You'll learn how to determine the best setting for your organization.
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DyNAMIc DNS AND NON-DYNAMIC DNS

To understand Dynamic DNS and Non-Dynamic DNS, you must go back in time (here is where
the TV screen always used to get wavy). Many years ago when we all worked on NT 3.51 and
NT 4.0, most networks used Windows Internet Name Service (WINS) to do their TCP/IP name
resolution. Windows versions 95/98 and NT 4.0 Professional were all built on the idea of using
WINS. This worked out well for administrators because WINS was dynamic (which meant that
once it was installed, it automatically built its own database). Back then, there was no such thing
as Dynamic DNS; administrators had to enter DNS records into the server manually. This is
important to know even today. If you have clients still running any of these older operating
systems (95/98 or NT 4), these clients cannot use Dynamic DNS.

Now let’s move forward in time to the release of Windows Server 2000. Microsoft announced
that DNS was going to be the name resolution method of choice. Many administrators (me
included) did not look forward to the switch. Because there was no such thing as Dynamic DNS,
most administrators had nightmares about manually entering records. However, luckily for us,
when Microsoft released Windows Server 2000, DNS had the ability to operate dynamically. Now
when you're setting up Windows Server 2022 DNS, you can choose what type of dynamic update
you would like to use, if any. Let’s talk about why you would want to choose one over the other.

The Dynamic DNS (DDNS) standard, described in RFC 2136, allows DNS clients to update
information in the DNS database files. For example, a Windows Server 2022 DHCP server can
automatically tell a DDNS server which IP addresses it has assigned to what machines. Windows
2000 (and higher) and Windows 7 (and higher) DHCP clients can do this too. For security
reasons, however, it’s better to let the DHCP server do it. The result: IP addresses and DNS
records stay in sync so that you can use DNS and DHCP together seamlessly. Because DDNS is a
proposed Internet standard, you can even use the Windows Server 2022 DDNS-aware parts with
Unix/Linux-based DNS servers.

Non-Dynamic DNS (NDDNS) does not automatically populate the DNS database. The client
systems do not have the ability to update to DNS. If you decide to use Non-Dynamic DNS, an
administrator will need to populate the DNS database manually. Non-Dynamic DNS is a
reasonable choice if your organization is small to midsize and you do not want extra network
traffic (clients updating to the DNS server) or if you need to enter the computer’s TCP/IP
information manually because of strict security measures.

NOTE Dynamic DNS has the ability to be secure, and the chances are slim that a rogue system (a
computer that does not belong in your DNS database) could update to a secure DNS server. Never-
theless, some organizations have to follow stricter security measures and are not allowed to have
dynamic updates.

The major downside to entering records into DNS manually occurs when the organization is
using the Dynamic Host Configuration Protocol (DHCP). When using DHCP, it is possible for users
to end up with different TCP/IP addresses every day. This means that an administrator has to
update DNS manually each day to keep it accurate.

If you choose to allow Dynamic DNS, you need to decide how you want to set it up. When
setting up dynamic updates on your DNS server, you have three choices (see Figure 6.3).
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FIG‘_JRE 6.3 . StormwindStudios.com Properties ? X
Setting the Dynamic
Updates option WINS Zone Transfers Security
General Start of Authority (SOA) Name Servers
Status: Running Pause
Type: Active Directory-Integrated Change...
Replication: All DNS servers in this domain Change...
Data is stored in Active Directory.
[Dynamic updates: Secure only -
v, Allowing nonsecure dynamic Nane
~ vulnerability because updates Nonsecure and secure
sources. Secure only
To set aging/scavenging properties, click Aging. Aging...
Cancel Apphy Help

None This means your DNS server is Non-Dynamic.

Nonsecure and Secure This means that any machine (even if it does not have a domain
account) can register with DNS. Using this setting could allow rogue systems to enter records

into your DNS server.

Secure Only This means that only machines with accounts in Active Directory can register
with DNS. Before DNS registers any account in its database, it checks Active Directory to
make sure that account is an authorized domain computer.

How DyNAMIC DNS POPULATES THE DNS DATABASE

TCP/IP is the protocol used for network communications on a Microsoft Windows Server
2022 network. Users have two ways to receive a TCP/IP number:

¢ Static (administrators manually enter the TCP/IP information)

¢ Dynamic (using DHCP)

When an administrator sets up TCP/IP, DNS can also be configured.

Once a client gets the address of the DNS server, if that client is allowed to update with DNS,
the client sends a registration to DNS or requests DHCP to send the registration. DNS then does
one of two things, depending on which Dynamic Updates option is specified:

¢ Check with Active Directory to see if that computer has an account (Secure Only updates)

and, if it does, enter the record into the database

¢ Enter the record into its database (nonsecure and secure updates).

H vanet wor k. comr
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What if you have clients that cannot update DNS? Well, there is a solution—DHCP. In the
DNS tab of the IPv4 Properties window, check the option labeled “Dynamically update DNS
records for DHCP clients that do not request updates (for example, clients running Windows NT
4.0),” which is shown in Figure 6.4.

FIGURE 6.4

|Pvd Properties ? X
DHCP settings for DNS

General DNS  Fiters  Failover Advanced

You can setup the DHCP server to automatically update authoritative DNS
servers with the host {A) and painter (FTR) records of DHCP clients.

[v Enable DNS dynamic updates according to the settings below:

(' Dynamically update DNS records only if requested by the DHCP
clients

" Aways dynamically update DNS records

¥ Discard Aand PTR records when leass is delsted

™ Dynamically update DNS records for DHCP clients that do not request
updates for example, clients running Windows NT 4.0)

I Disable dynamic updates for DNS PTR records

Name Protection

DHCP name protection is disabled at the server level.

Corfigure

DHCEP, along with Dynamic DNS clients, allows an organization to update its DNS database
dynamically without the time and effort of having an administrator manually enter DNS records.

DNS QUERIES

As stated earlier, a client can make three types of queries to a DNS server: recursive, inverse, and
iterative. Remember that the client of a DNS server can be a resolver (what you’d normally call a
client) or another DNS server.

Iterative Queries

Iterative queries are the easiest to understand: A client asks the DNS server for an answer, and the
server returns the best answer. This information likely comes from the server’s cache. The server
never sends out an additional query in response to an iterative query. If the server doesn’t know
the answer, it may direct the client to another server through a referral.

Recursive Queries

In a recursive query, the client sends a query to a name server, asking it to respond either with the
requested answer or with an error message. The error states one of two things:

¢ The server can’t come up with the right answer.

& The domain name doesn’t exist.
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In a recursive query, the name server isn’t allowed to just refer the client to some other name
server. Most resolvers use recursive queries. In addition, if your DNS server uses a forwarder, the
requests sent by your server to the forwarder will be recursive queries.

Figure 6.5 shows an example of both recursive and iterative queries. In this example,

a client within the Microsoft Corporation is querying its DNS server for the IP address for www
.whitehouse.gov.

FIGURE 6.5

A sample DNS query queries/
2

Iterative

Local
name
server

Gov
T~ name
server
Recursive
query 6
7

Whitehouse.gov
name server

Here’s what happens to resolve the request:

1.

6.

The resolver sends a recursive DNS query to its local DNS server asking for the IP address
of www.wh1itehouse. gov. The local name server is responsible for resolving the name, and
it cannot refer the resolver to another name server.

. The local name server checks its zones, and it finds no zones corresponding to the

requested domain name.

. The root name server has authority for the root domain and will reply with the IP address

of a name server for the . gov top-level domain.

. The local name server sends an iterative query for www.wh1itehouse.gov to the Gov

name server.

. The Gov name server replies with the IP address of the name server servicing the

whitehouse. gov domain.

The local name server sends an iterative query for www.whitehouse.gov to the
whitehouse. gov name server.


http://www.whitehouse.gov
http://www.whitehouse.gov
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7. The whitehouse.gov name server replies with the IP address corresponding to www
.whitehouse.gov.

8. The local name server sends the IP address of www.whitehouse. gov back to the
original resolver.

Inverse Queries

Inverse queries use pointer (PTR) records. Instead of supplying a name and then asking for an IP
address, the client first provides the IP address and then asks for the name. Because there’s no
direct correlation in the DNS namespace between a domain name and its associated IP address,
this search would be fruitless without the use of the in-addr.arpa domain. Nodes in the
in-addr.arpa domain are named after the numbers in the dotted-octet representation of IP
addresses. However, because IP addresses get more specific from left to right and domain names
get less specific from left to right, the order of IP address octets must be reversed when building
the in-addr.arpa tree. With this arrangement, administration of the lower limbs of the DNS
in-addr.arpa tree can be given to companies as they are assigned their Class A, B, or C subnet
address or delegated even further down thanks to Variable Length Subnet Masking (VLSM).
Once the domain tree is built into the DNS database, a special PTR record is added to associ-
ate the IP addresses with the corresponding hostnames. In other words, to find a hostname for
the IP address 206.131.234.1, the resolver would query the DNS server for a PTR record for
1.234.131.206.17n-addr.arpa. If this IP address is outside the local domain, the DNS
server will start at the root and sequentially resolve the domain nodes until arriving at
234.131.206.1in-addr.arpa, which would contain the PTR record for the desired host.

Caching and Time to Live

When a name server is processing a recursive query, it may be required to send out several
queries to find the definitive answer. Name servers, acting as resolvers, are allowed to cache all
of the received information during this process; each record contains information called time to
live (TTL). The TTL specifies how long the record will be held in the local cache until it must be
resolved again. If a query comes in that can be satisfied by this cached data, the TTL that’s
returned with it equals the current amount of time left before the data is flushed.

There is also a negative cache TTL. The negative cache TTL is used when an authoritative server
responds to a query indicating that the record queried doesn’t exist, and it indicates the amount
of time that this negative answer may be held. Negative caching is quite helpful in preventing
repeated queries for names that don’t exist.

The administrator for the DNS zone sets TTL values for the entire zone. The value can be the
same across the zone, or the administrator can set a separate TTL for each RR within the zone.
Client resolvers also have data caches and honor the TTL value so that they know when to flush.
Users also have the ability to manually flush the DNS cache by running the Ipconfig /
flushDNS command.

Introducing DNS Database Zones

As mentioned earlier in this chapter, a DNS zone is a portion of the DNS namespace over which
a specific DNS server has authority. Within a given DNS zone, there are resource records that


http://whitehouse.gov
http://www.whitehouse.gov
http://www.whitehouse.gov
http://www.whitehouse.gov

148

CHAPTER 6 IMPLEMENTING DNS

define the hosts and other types of information that make up the database for the zone. You can
choose from several different zone types. Understanding the characteristics of each will help you
choose which is right for your organization.

NOTE The DNS zones discussed in this book are all Microsoft Windows Server 2022 zones. Non-
Windows (for example, Unix) systems set up their DNS zones differently.

In the following sections, I will discuss the different zone types and their characteristics.

Understanding Primary Zones

When you're learning about zone types, things can get a bit confusing. But it’s really not difficult
to understand how they work and why you would want to choose one type of zone over another.
Zones are databases that store records. By choosing one zone type over another, you are basically
just choosing how the database works and how it will be stored on the server.

The primary zone is responsible for maintaining all of the records for the DNS zone. It
contains the primary copy of the DNS database. All record updates occur on the primary zone.
You will want to create and add primary zones whenever you create a new DNS domain.

There are two types of primary zones:

¢ Primary zone

¢ Primary zone with Active Directory Integration (Active Directory DNS)

NOTE From this point forward, I refer to a primary zone with Active Directory Integration as an Ac-
tive Directory Integrated DNS. When I use only the term primary zone, Active Directory is not included.

To install DNS as a primary zone, first you must install DNS using the Server Manager
MMC. Once DNS is installed and running, you create a new zone and specify it as a pri-
mary zone.

NOTE The process of installing DNS and its zones will be discussed later in this chapter. In addition,
there will be step-by-step exercises to walk you through how to install these components.

Primary zones have advantages and disadvantages. Knowing the characteristics of a primary
zone will help you decide when you need the zone and when it fits into your organization.

LocAL DATABASE

Primary DNS zones get stored locally in a file (with the suffix .dns) on the server. This allows you

to store a primary zone on a domain controller or a member server. In addition, by loading DNS

onto a member server, you can help a small organization conserve resources. Such an organiza-

tion may not have the resources to load DNS on an Active Directory domain controller.
Unfortunately, the local database has many disadvantages:

Lack of Fault Tolerance Think of a primary zone as a contact list on your smartphone. All of
the contacts in the list are the records in your database. The problem is that if you lose your
phone or the phone breaks, you lose your contact list. Until your phone gets fixed or you
swap out your phone card, the contacts are unavailable.
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It works the same way with a primary zone. If the server goes down or you lose the hard
drive, DNS records on that machine are unreachable. An administrator can install a secondary
zone (explained in the next section), and that provides temporary fault tolerance.
Unfortunately, if the primary zone is down for an extended period of time, the secondary
server’s information will no longer be valid.

Additional Network Traffic Let’s imagine that you are looking for a contact number for
John Smith. John Smith is not listed in your cell phone directory, but he is listed in your
partner’s cell phone. You have to contact your partner to get the listing. You cannot directly
access your partner’s cell contacts.

When a resolver sends a request to DNS to get the TCP/IP address for Jsmith (in this case
Jsmith is a computer name) and the DNS server does not have an answer, it does not have the
ability to check the other server’s database directly to get an answer. Thus, it forwards the
request to another DNS. When DNS servers are replicating zone databases with other DNS
servers, this causes additional network traffic.

No Security Staying with the cell phone example, let’s say that you call your partner
looking for John Smith’s phone number. When your partner gives you the phone number over
your wireless phone, someone with a scanner can pick up your conversation. Unfortunately,
wireless telephone calls are not very secure.

Now a resolver asks a primary zone for the Jsmith TCP/IP address. If someone on the
network has a packet sniffer, they can steal the information in the DNS packets being sent
over the network. The packets are not secure unless you implement some form of secondary
security. Also, the DNS server has the ability to be dynamic. A primary zone accepts all
updates from DNS servers. You cannot set it to accept secure updates only.

Understanding Secondary Zones

In Windows Server 2022 DNS, you have the ability to use secondary DNS zones. Secondary
zones are noneditable copies of the DNS database. You use them for load balancing (also referred
to as load sharing), which is a way of managing network overloads on a single server. A secondary
zone gets its database from a primary zone.

A secondary zone contains a database with all of the same information as the primary zone, and
it can be used to resolve DNS requests. Secondary zones have the following advantages:

¢ Asecondary zone provides fault tolerance, so if the primary zone server becomes unavail-
able, name resolution can still occur using the secondary zone server.

¢ Secondary DNS servers can also increase network performance by offloading some of the
traffic that would otherwise go to the primary server.

Secondary servers are often placed within the parts of an organization that have high-speed
network access. This prevents DNS queries from having to run across slow wide area network
(WAN) connections. For example, if there are two remote offices within the stormwind.com
organization, you may want to place a secondary DNS server in each remote office. This way,
when clients require name resolution, they will contact the nearest server for this IP address
information, thus preventing unnecessary WAN traffic.


http://stormwind.com

150

CHAPTER 6 IMPLEMENTING DNS

NOTE Having too many secondary zone servers can actually cause an increase in network traffic
because of replication (especially if DNS changes are fairly frequent). Therefore, you should always
weigh the benefits and drawbacks and properly plan for secondary zone servers.

CONFIGURE ZONE DELEGATION

One advantage of DNS is the ability of turning a namespace into one or more zones. These zones
can be replicated to each other or other DNS servers. As an administrator, you must decide when
you want to break your DNS into multiple zones. When considering this option, there are a few
things to think about:

¢ You want the management of your DNS namespace to be delegated by another location or
department in your organization.

¢ You want to load-balance your traffic among multiple servers by turning a large zone into
many smaller zones. This will help improve performance and create redundancy among
your DNS servers.

¢ You have remote offices opening up, and you want to expand your DNS namespace.
To create a new zone delegation, you would complete the following steps:

1. Open the DNS console.

2. In the console tree, right-click the applicable subdomain and then click New Delegation.

3. Follow the instructions provided in the New Delegation Wizard to finish creating the
newly delegated domain.

Understanding Active Directory Integrated DNS

Windows Server 2000 introduced Active Directory Integrated DNS to the world. This zone type
was unique, and it was a separate choice during setup. In Windows Server 2003, this zone type
became an add-on to a primary zone. In Windows Server 2022, it works the same way. After
choosing to set up a primary zone, you check the box Store The Zone In Active Directory (see

Figure 6.6).
FIGURE 6.6
X 3 Change Zone Type X
Setting up an Active
Directory Select a zone type:

Integrated zone @ Primary zone

Stores a copy of the zone that can be updated directly.
(") Secondary zone

Stores a copy of an existing zone. This option helps balance the processing load of
primary servers and provides fault tolerance.

() Stub zone

Stores a copy of a zone containing only NS, SOA, and possibly
glue A records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available only if DNS server is a domain controller)

Cancel
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DISADVANTAGES OF ACTIVE DIRECTORY INTEGRATED DNS

The main disadvantage of Active Directory Integrated DNS is that it has to reside on a domain
controller because the DNS database is stored in Active Directory. As a result, you cannot load

this zone type on a member server, and small organizations might not have the resources to set
up a dedicated domain controller.

ADVANTAGES OF ACTIVE DIRECTORY INTEGRATED DNS

The advantages of using an Active Directory Integrated DNS zone well outweigh the disadvan-
tages just discussed. The following are some of the major advantages to an Active Directory
Integrated zone:

Full Fault Tolerance Think of an Active Directory Integrated zone as a database on your
server that stores contact information for all your clients. If you need to retrieve John Smith’s
phone number, as long as it was entered, you can look it up on the software.

If John Smith’s phone number was stored only on your computer and your computer
stopped working, no one could access John Smith’s phone number. But since John Smith’s
phone number is stored in a database to which everyone has access, if your computer stops
working, other users can still retrieve John Smith’s phone number.

An Active Directory Integrated zone works the same way. Since the DNS database is stored
in Active Directory, all Active Directory DNS servers can have access to the same data. If one
server goes down or you lose a hard drive, all other Active Directory DNS servers can still
retrieve DNS records.

No Additional Network Traffic As previously discussed, an Active Directory Integrated
zone is stored in Active Directory. Since all records are now stored in Active Directory, when a
resolver needs a TCP/IP address for Jsmith, any Active Directory DNS server can access
Jsmith’s address and respond to the resolver.

When you choose an Active Directory Integrated zone, DNS zone data can be replicated
automatically to other DNS servers during the normal Active Directory replication process.

DNS Security An Active Directory Integrated zone has a few security advantages over a
primary zone:

¢ An Active Directory Integrated zone can use secure dynamic updates.

¢ Asexplained earlier, the Dynamic DNS standard allows secure-only updates or
dynamic updates, not both.

¢ If you choose secure updates, then only machines with accounts in Active Directory
can register with DNS. Before DNS registers any account in its database, it checks
Active Directory to make sure that it is an authorized domain computer.

¢ An Active Directory Integrated zone stores and replicates its database through Active
Directory replication. Because of this, the data gets encrypted as it is sent from one
DNS server to another.

Background Zone Loading Background zone loading (discussed in more detail later in this
chapter) allows an Active Directory Integrated DNS zone to load in the background. As a
result, a DNS server can service client requests while the zone is still loading into memory.
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Understanding Stub Zones

Stub zones work a lot like secondary zones—the database is a noneditable copy of a primary
zone. The difference is that the stub zone’s database contains only the information necessary
(three record types) to identify the authoritative DNS servers for a zone (see Figure 6.7). You
should not use stub zones to replace secondary zones, nor should you use them for redundancy
and load balancing.

FIGURE 6.7 Change Zone Type X
DNS stub zone type

Select a zone type:

() Primary zone
Stores a copy of the zone that can be updated directly.

(0) Secondary zone
Stores a copy of an existing zone. This option helps balance the processing load of
primary servers and provides fault tolerance.

(® Stub zone

Stores a copy of a zone containing only NS, SOA, and possibly
glue A records. A server containing a stub zone is nat
authoritative for that zone.

Store the zone in Active Directory (available only if DNS server is a domain controller)

Cancel

NOTE Stub zone databases contain only three record types: name server (NS), start of authority
(SOA), and glue host (A) records. Understanding these records will help you on the Microsoft certifica-
tion exams. Microsoft asks many questions about stub zones on all DNS-related exams.

WHEN TO USE STUB ZONES

Stub zones become particularly useful in a couple of different scenarios. Consider what happens
when two large companies merge: example.com and example.net. In most cases, the DNS zone
information from both companies must be available to every employee. You could set up a new zone
on each side that acts as a secondary for the other side’s primary zone, but administrators tend to
be very protective of their DNS databases and probably wouldn’t agree to this plan.

A better solution is to add to each side a stub zone that points to the primary server on the other
side. When a client in example.com (which you help administer) makes a request for a name in
example.net, the stub zone on the example.com DNS server would send the client to the primary
DNS server for example.net without actually resolving the name. At this point, it would be up to
example.net’s primary server to resolve the name.

An added benefit is that even if the administrators over at example.net change their configura-
tion, you won’t have to do anything because the changes will automatically replicate to the stub
zone, just as they would for a secondary server.

Stub zones can also be useful when you administer two domains across a slow connection. Let’s
change the previous example a bit and assume that you have full control over example.com and
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example.net but they connect through a 56 Kbps line. In this case, you wouldn’t necessarily mind
using secondary zones because you personally administer the entire network. However, it could get
messy to replicate an entire zone file across that slow line. Instead, stub zones would refer clients to
the appropriate primary server at the other site.

GlobalName Zones

Earlier in this chapter, I talked about organizations using WINS to resolve NetBIOS names (also
referred to as computer names) to TCP/IP addresses. Even today, many organizations still use
WINS along with DNS for name resolution. Unfortunately, WINS is slowly becoming obsolete.

To help organizations move forward with an all-DNS network, Microsoft Windows Server
2022 DNS supports GlobalName zones. These use single-label names (DNS names that do not
contain a suffix such as . com, .net, and so on). GlobalName zones are not intended to support
peer-to-peer networks and workstation name resolution, and they don’t support dynamic DNS
updates.

GlobalName zones are designed to be used with servers. Because GlobalName zones are not
dynamic, an administrator has to enter the records into the zone database manually. In most
organizations, the servers have static TCP/IP addresses, and this works well with the
GlobalName zone design. GlobalName zones are usually used to map single-label CNAME
(alias) resource records to an FQDN.

Zone Transfers and Replication

DNS is such an important part of the network that you should not just use a single DNS server.
With a single DNS server, you also have a single point of failure and in fact, many domain
registrars encourage the use of more than two name servers for a domain. Secondary servers or
multiple primary Active Directory Integrated servers play an integral role in providing DNS
information for an entire domain.

As previously stated, secondary DNS servers receive their zone databases through zone
transfers. When you configure a secondary server for the first time, you must specify the primary
server that is authoritative for the zone and will send the zone transfer. The primary server must
also permit the secondary server to request the zone transfer.

Zone transfers occur in one of two ways: full zone transfers (AXFR) and incremental zone
transfers (IXFR).

When a new secondary server is configured for the first time, it receives a full zone transfer
from the primary DNS server. The full zone transfer contains all of the information in the DNS
database. Some DNS implementations always receive full zone transfers.

After the secondary server receives its first full zone transfer, subsequent zone transfers are
incremental. The primary name server compares its zone version number with that of the
secondary server, and it sends only the changes that have been made in the interim. This
significantly reduces network traffic generated by zone transfers.

The secondary server typically initiates zone transfers when the refresh interval time for the
zone expires or when the secondary or stub server boots. Alternatively, you can configure notify
lists on the primary server that send a message to the secondary or stub servers whenever any
changes to the zone database occur.
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FIGURE 6.8
DNS Notify dialog box
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When you consider your DNS strategy, you must carefully consider the layout of your
network. If you have a single domain with offices in separate cities, you want to reduce the
number of zone transfers across the potentially slow or expensive WAN links, although this is
becoming less of a concern because of continuous increases in bandwidth.

Active Directory Integrated zones do away with traditional zone transfers altogether with
other DNS integrated zones. Instead, they replicate across Active Directory with all of the other
AD information. This replication is secure and encrypted because it uses the Active Directory
security. AD Integrated zones can still do database transfers to DNS servers that are setup as a
secondary zone.

How DNS NOTIFY WORKS

Windows Server 2022 supports DNS Notify. DNS Notify is a mechanism that allows the process
of initiating notifications to secondary servers when zone changes occur (RFC 1996). DNS Notify
uses a push mechanism for communicating to a select set of secondary zone servers when their
zone information is updated. (DNS Notify does not allow you to configure a notify list for a
stub zone.)

After being notified of the changes, secondary servers can then start a pull zone transfer and
update their local copies of the database.

NOTE Many different mechanisms use the push/pull relationship. Normally, one object pushes infor-
mation to another, and the second object pulls the information from the first. Most applications push
replication on a change value and pull it on a time value. For example, a system can push replication
after 10 updates, or it can be pulled every 30 minutes.

To configure the DNS Notify process, you create a list of secondary servers to notify. List the
IP address of the server in the primary master’s Notify dialog box (see Figure 6.8). The Notify
dialog box is located under the Zone Transfers tab, which is located in the zone Properties dialog
box (see Figure 6.9).

Natify %

To automatically notify secondary servers when the zone changes, select the Automatically Maotify check
box, and then spedify the servers.

Automatically notify:
(C) Servers listed on the Name Servers tab
(®) The following servers

[}
m
i
i

IF Address Server FQDM Validated
<Click here to add ...

oK Cancel
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FIGURE 6.9 StormwindStudios.com Properties ? *
DNS Zone Transfers tab
General Start of Authority (SOA) Name Servers
WINS Zone Transfers Security

A zone transfer sends a copy of the zone to the servers that request a copy.

Allow zone transfers:
(®) To any server
(2 Only to servers listed on the Name Servers tab
(O Only to the following servers

IP Address Server FQDN

To specify secondary servers to be notified of zone Notify.
updates, click Motify.

OK Cancel Apphy Help

CONFIGURING STUB ZONE TRANSFERS WITH ZONE REPLICATION

In the preceding section, I talked about how to configure secondary server zone transfers. What
if you wanted to configure settings for stub zone transfers? This is where zone replication scope
comes in.

Only Active Directory-integrated primary and stub zones can configure their replication
scope. Secondary servers do not have this ability.

You can configure zone replication scope configurations in two ways. An administrator can
set configuration options through the DNS snap-in or through a command-line tool
called DNSCmd.

To configure zone replication scope through the DNS snap-in, follow these steps:

1. Click Start » Administrative Tools > DNS.

2. Right-click the zone that you want to set up.

3. Choose Properties.

4. In the Properties dialog box, click the Change button next to Replication (see Figure 6.10).
5

. Choose the replication scope that fits your organization.
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FIGURE 6.10 . StormwindStudios.com Properties ? X

DNS zone replica-

tion scope WINS Zone Transfers Security

General Start of Authority (SOA) Name Servers

Status: Running
Type: Active Directory-Integrated Change...
Replication: All DNS servers in this domain Change...
Data is stored in Active Directory.
Dynamic updates: Secure only i

v, Allowing nonsecure dynamic updates is a significant security
~ wulnerability because updates can be accepted from untrusted
SOUMCES.

To set aging/scavenging properties, click Aging. Aging...

OK Cancel Apply Help

Advantages of DNS in Windows Server 2022

DNS in Microsoft Windows Server 2022 has some great advantages over many other versions of
Microsoft DNS. Here are some of the improvements of DNS in Windows Server 2022 (some of
these became available in previous versions of Windows Server):

¢ Background zone loading

Support for TCP/IP version 6 (IPv6)
Read-only domain controllers
GlobalName zone

DNS socket pools

DNS cache locking

Response Rate Limiting (RRL)
Unknown Record Support

IPv6 Root Hints

DNS Security Extensions (DNSSEC)
DNS devolution

® 6 & 6 O 6 0 o 0 o

Record weighting
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¢ Netmask ordering
¢ DnsUpdateProxy group
& DNS Policies

Background Zone Loading

If an organization had to restart a DNS server with an extremely large Active Directory
Integrated DNS zones database in the past, DNS had a common problem with an Active
Directory Integrated DNS zone. After the DNS restart, it could take hours for DNS data to be
retrieved from Active Directory. During this time, the DNS server was unable to service any
client requests.

Microsoft Windows Server 2008 DNS addressed this problem by implementing background
zone loading, and Windows Server 2022 has taken it a step further. As the DNS restarts, the
Active Directory zone data populates the database in the background. This allows the DNS
server to service client requests for data from other zones almost immediately after a restart.

Background zone loading accomplishes this task by loading the DNS zone using separate
threads. This allows a DNS server to service requests while still loading the rest of the zone. If a
client sends a request to the DNS server for a computer that has not yet loaded into memory, the
DNS server retrieves the data from Active Directory and updates the record.

Support for IPv6 Addresses

Over the past few years, the Internet has starting running into a problem that was not foreseen
when it was first created—it started running out of TCP/IP addresses. As you probably know,
when the Internet was created, it was used for government and academic purposes only. Then,
seemingly overnight, it grew to be the information superhighway. Nowadays, asking someone
for their email address is almost more common than asking for their phone number.

Version 4 (IPv4) was the common version of TCP/IP. The release of TCP/IP version 6 (IPv6)
has solved the lack-of-IP-addresses problem. IPv4 addresses are 32 bits long, but IPv6 addresses
are 128 bits in length. The longer lengths allow for a much greater number of globally unique
TCP/IP addresses.

Microsoft Windows Server 2022 DNS has built-in support to accommodate both IPv4 and
IPv6 address records (DNS records are explained later in this chapter). DHCP can also issue IPv6
addresses, which lets administrators allow DHCP to register the client with DNS, or the IPv6
client can register their address with the DNS server.

Support for Read-Only Domain Controllers

Windows Server 2008 introduced a new type of domain controller called the read-only domain
controller (RODC). This is a full copy of the Active Directory database without the ability to write
to Active Directory. The RODC gives an organization the ability to install a domain controller in a
location (onsite or offsite) where security is a concern.

Microsoft Windows Server 2022 DNS has implemented a type of zone to help support an
RODC. A primary read-only zone allows a DNS server to receive a copy of the application
partition (including ForestDNSZones and DomainDNSZones) that DNS uses. This allows DNS to
support an RODC because DNS now has a full copy of all DNS zones stored in Active Directory.
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A primary, read-only zone is just what it says—a read-only zone; so to make any changes to it,
you have to change the primary zones server. Read-only zones cannot have any changes made
directly to the read-only server.

DNS Socket Pools

If your server is running Windows Server 2022, you will be able to take advantage of DNS socket
pools. DNS socket pools allow source port randomization to protect against DNS cache-poisoning
attacks.

If you choose to use source port randomization, when the DNS service starts, the DNS server
will randomly pick a source port from a pool of available sockets. This is an advantage because
instead of DNS using a well-known source port when issuing queries, the DNS server uses a
random port selected from the socket pool. This helps guard against attacks because a hacker
must correctly access the source port of the DNS query. The socket pool is automatically enabled
in DNS with the default settings.

When using the DNS socket pool, the default size of the DNS socket pool is 2,500. When
configuring the socket pool, you have the ability to choose a size value from 0 to 10,000. The
larger the value, the greater the protection you will have against DNS spoofing attacks. If you
decide to configure your socket pool size with a zero value, only a single socket for remote DNS
queries will be used.

DNS Cache Locking

Windows Server 2022 DNS cache locking allows cached DNS records to remain safe for the
duration of the record’s time to live (TTL) value. This means that the cached DNS records cannot
be overwritten or changed. Because of this DNS feature, it’s tougher for hackers to perform
cache-poisoning attacks against your DNS server.

DNS administrators can set how long a record will remain safe in cache. The configuration is
based on a percent value. For example, if you set your cache locking value to 50 percent, then the
cached records cannot be overwritten until half of the TTL has been reached. DNS cache locking
is set to 100 percent by default. This means that the cached records never get overwritten.

Response Rate Limiting

Response Rate Limiting (RRL) allows an administrator to help prevent the possibility of hackers
using your corporate DNS servers to initiate a denial of service attack on your corporate DNS
clients.

Administrators have the ability to configure their RRL settings so that they can control how
requests are responded to by DNS servers when these servers receive multiple requests by the
same clients. When an administrator configures these settings, it helps prevent hackers from
sending a denial of service (DoS) attack using your corporate DNS servers. When configuring
RRL, an administrator can manipulate the following settings:

Responses Per Second This setting allows administrators to set the maximum number of
times the same response will be given to a client per second.

Errors Per Second This setting allows administrators to set the maximum number of times
an error response will be sent to the same client per second.
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Window This setting allows administrators to set the number of requests that are made by a
client. This setting sets the number of seconds for which responses to a client will be sus-
pended if too many requests are made.

Leak Rate This setting allows administrators to set how often the DNS server will respond
to a query during the suspended time responses. For example, if the DNS server suspends a
response to a client for 20 seconds and the leak rate is 10, then the server will still respond to
one query for every 10 queries sent. This will ensure that the appropriate clients get responses
even when the DNS server is applying response rate limiting.

TC Rate Administrators can set this setting to inform clients who are trying to connect using
TCP when responses to the client are suspended. For example, if the TC rate is 3 and the DNS
server suspends responses to a client, the server will issue a request for TCP connection for
every three queries. Administrators want to set the value of the TC rate lower than the leak
rate. This gives clients the option to connect using TCP before the leak rate applies.

Maximum Responses This setting allows administrators to set the maximum number of
responses a DNS server will issue to a client while responses are suspended.

White List Domains Administrators can set the list of domains that are to be excluded from
RRL settings.

White List Subnets Administrators can set the list of subnets that are to be excluded from
RRL settings.

White List Server Interfaces Administrators can set the list of DNS server interfaces that are
to be excluded from RRL settings.

Unknown Record Support

There are times when a DNS server does not recognize the RDATA format of a resource record.
These resource records are known as Unknown Records.

Windows Server 2022 now supports Unknown Records (RFC 3597). This now means that
administrators can add these unsupported record types into the Windows DNS server zone.
Administrators can add these records using the binary on-wire supported format.

Windows caching resolvers already have the ability to support these unknown record types
but DNS servers do not do any processing of these unknown records. What happens is after
administrators add the unknown record types to the DNS zone, the DNS servers will respond
back to the clients when queries are received.

IPv6 Root Hints

Windows Server 2022 DNS now supports root hints as published by the IANA. DNS name
queries now have the ability to use IPv6 root servers for completing name resolution.

DNS Security Extensions

One major issue that you must always look at is keeping your DNS safe. Think about it: DNS is a
database of computer names and IP addresses. As a hacker, if I control DNS, I can control your
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company. In organizations that do not support extra security like IPsec, DNS security is even
more important. This is where Domain Name System Security Extensions (DNSSEC) can help.

Windows Server 2022 can use a suite of extensions that will help add security to DNS, and
that suite is called DNSSEC, which was introduced in Windows Server 2008 R2. The DNSSEC
protocol allows your DNS servers to be secure by validating DNS responses. DNSSEC secures
your DNS resource records by accompanying the records with a digital signature.

To allow your DNS resource records to receive digital signatures, DNSSEC is applied to your
DNS server by a procedure called zone signing. This process begins when a DNS resolver initiates
a DNS query for a resource record in a signed DNS zone. When a response is returned, a digital
signature (RRSIG) accompanies the response, and this allows the response to be verified. If the
verification is successful, then the DNS resolver knows that the data has not been modified or
tampered with in any way.

Once you implement a zone with DNSSEC, all of the records that are contained within that
zone get individually signed. Since all of the records in the zone get individually signed, this
gives administrators the ability to add, modify, or delete records without re-signing the entire
zone. The only requirement is to re-sign any updated records.

DNS-BASED AUTHENTICATION OF NAMED ENTITIES

Another RFC that deals with DNS security is RFC 6698. RFC 6698 explains DNS-based
Authentication of Named Entities (DANE). DANE is a protocol that is based on Transport Layer
Security Authentication (TLSA). The TLSA records then provide information to DNS clients
telling the clients which CA server they should expect their certificate from. By knowing your
CA, hackers can’t corrupt your DNS cache. Man in the middle attackers can change your cache.
This would then point you to their websites. DANE stops these types of attacks. DANE support
is now included with Windows Server 2022.

TRUST ANCHORS

Trust anchors are an important part of the DNSSEC process because trust anchors allow the DNS
servers to validate the DNSKEY resource records. Trust anchors are preconfigured public keys
that are linked to a DNS zone. For a DNS server to perform validation, one or more trust anchors
must be configured. If you are running an Active Directory Integrated zone, trust anchors can be
stored in the Active Directory Domain Services directory partition of the forest. If you decide to
store the trust anchors in the directory partition, then all DNS servers that reside on a domain
controller get a copy of this trust anchor. On DNS servers that reside on stand-alone servers, trust
anchors are stored in a file called TrustAnchors.dns.

If your servers are running Windows Server 2022, then you can view trust anchors in the DNS
Manager Console tree in the Trust Points container. You can also use Windows PowerShell or
Dnscmd. exe to view trust anchors. Windows PowerShell is the recommended command-line
method for viewing trust anchors. The following line is a PowerShell command to view the trust
anchors for Contoso. com:

get-dnsservertrustanchor sec.contoso.com

DNSSEC CLIENTS

Windows 7, Windows 8/8.1, Windows 10, Windows 11, Windows Server 2008,/2008 R2, and
Windows Server 2012 /R2, Server 2016, 2019, and Server 2022 are all DNS clients that receive a
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response to a DNS query, examine the response, and then evaluate whether the response has
been validated by a DNS server. The DNS client itself is nonvalidating, and the DNS client relies
on the local DNS server to indicate that validation was successful. If the server doesn’t perform
validation, then the DNS client service can be configured to return no results.

DNS Devolution

Using DNS devolution, if a client computer is a member of a child namespace, the client computer
will be able to access resources in the parent namespace without the need to explicitly provide
the fully qualified domain name of the resource. DNS devolution removes the leftmost label of
the namespace to get to the parent suffix. DNS devolution allows the DNS resolver to create the
new FQDNs. DNS devolution works by appending the single-label, unqualified domain name
with the parent suffix of the primary DNS suffix name.

Record Weighting

Weighting DNS records will allow an administrator to place a value on DNS SRV records. Clients
will then randomly choose SRV records proportional to the weight value assigned.

Netmask Ordering

If round robin is enabled, when a client requests name resolution, the first address entered in the
database is returned to the resolver, and it is then sent to the end of the list. The next time a client
attempts to resolve the name, the DNS server returns the second name in the database (which is
now the first name) and then sends it to the end of the list, and so on. Round robin is enabled by
default.

Netmask ordering is a part of the round robin process. When an administrator configures
netmask ordering, the DNS server will detect the subnet of the querying client. The DNS server
will then return a host address available for the same subnet. Netmask ordering is enabled
through the DNS Manager console on the Advanced tab of the server Properties dialog box.

DnsUpdateProxy Group

As mentioned previously, the DHCP server can be configured to register host (A) and pointer
(PTR) resource records dynamically on behalf of DHCP clients. Because of this, the DNS server
can end up with stale resources. To help solve this issue, an administrator can use the built-in
security group called DnsUpdateProxy.

To use the DnsUpdateProxy group, an administrator must first create a dedicated user
account and configure the DHCP servers with its credentials. This will protect against the
creation of unsecured records. Also, when you create the dedicated user account, members of the
DnsUpdateProxy group will be able to register records in zones that allow only secured dynamic
updates. Multiple DHCP servers can use the same credentials of one dedicated user account.

DNS Policies

One of the best advantages to Windows Server 2022 DNS is the ability to set up DNS Policies.
Administrators can set up policies based on location, time of day, deployment types, queries,
application load balancing, and more. The following are just some of the items that you can
configure:
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Application Load Balancing There are many times in a corporate environment when you
have multiple copies of the same application running in different locations. Application Load
Balancing allows DNS to pass client requests for the same applications (even when they are in
different locations) to multiple servers hosting that application. This allows DNS to give an
application load balancing.

Location Based Traffic Management Administrators can set DNS to work off of locations
and help direct users to resources that are closer to their location. Administrators can set up
DN policies so that a DNS server will respond to a DNS client’s query based on geographic
location of the client and the IP address of the nearest requested resource.

Split Brain DNS Another DNS policy that an administrator can set up is the ability to have
DNS split zones. Split zones allow a DNS server to respond to a client based on whether the
clients are internal or external clients. Active Directory zones or stand-alone DNS servers can
be configured as Split Brain DNS servers.

Filtering Administrators now have the ability to set up policies to create query filters that
are based on criteria that an administrator supplies. Query filters allow an administrator to set
up the DNS server to send a custom response based on a specific type of DNS query and/or
DNS client.

Forensics Administrators also have the ability to set up a DNS honeypot. A honeypot allows
a DNS server to redirect a malicious DNS client to an IP address that does not exist.

Time of Day Based Redirection Administrators can set up a DNS policy to distribute
application traffic between different locations. DNS will be able to do this because the policy
that you set for an application will be based on the time of day. So for example, when it’s 1:00
p-m., a server that has a copy of the application gets all client requests, and at 7:00 p.m., a
different server that has a copy of the application gets all of the client requests.

Now that you have learned about some of the features of Windows Server 2022 DNS, let’s
take a look at some of the DNS record types.

Introducing DNS Record Types

No matter where your zone information is stored, you can rest assured that it contains a variety
of DNS information. Although the DNS snap-in makes it unlikely that you'll ever need to edit
these files by hand, it’s good to know exactly what data is contained there.

As stated previously, zone files consist of a number of resource records. You need to know
about several types of resource records to manage your DNS servers effectively. They are
discussed in the following sections.

Start of Authority (SOA) Records

The first record in a database file is the start of authority (SOA) record. The SOA defines the general
parameters for the DNS zone, including the identity of the authoritative server for the zone.
The SOA appears in the following format:

@ IN SOA primary_mastercontact_e-mailserial_number
refresh_timeretry_timeexpiration_timetime_to_live
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Here is a sample SOA from the domain example. com:

@ IN SOA win2k3r2.example.com. hostmaster.example.com. (

5 ; serial number
900 ; refresh

600 5 retry

86400 5 expire

3600 ) ; default TTL

Table 6.2 lists the attributes stored in the SOA record.

TABLE 6.2:

FIELD

Current
zone

Class

Type of
record

Primary
master

Contact
email

Serial
number

Refresh
time

Retry time
Expiration

time

Time to live

The SOA record structure

MEANING

The current zone for the SOA. This can be represented by an @ symbol to indicate

the current zone or by naming the zone itself. In the example, the current zone is
example.com. The trailing dot (. com.) indicates the zone’s place relative to the root of the
DNS.

This will almost always be the letters IN for the Internet class.

The type of record follows. In this case, it’s SOA.

The primary master for the zone on which this file is maintained.

The Internet email address for the person responsible for this domain’s database file. There
is no @ symbol in this contact email address because @ is a special character in zone files.
The contact email address is separated by a single dot (. ). So, the email address of roote
example.com would be represented by root.example.comin a zone file.

This is the “version number” of this database file. It increases each time the database file is
changed.

The amount of time (in seconds) that a secondary server will wait between checks to its
master server to see whether the database file has changed and a zone transfer should be
requested.

The amount of time (in seconds) that a secondary server will wait before retrying a failed
zone transfer.

The amount of time (in seconds) that a secondary server will spend trying to download a
zone. Once this time limit expires, the old zone information will be discarded.

The amount of time (in seconds) that another DNS server is allowed to cache any resource
records from this database file. This is the value that is sent out with all query responses
from this zone file when the individual resource record doesn’t contain an overriding value.
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Name Server Records

Name server (NS) records list the name servers for a domain. This record allows other name
servers to look up names in your domain. A zone file may contain more than one name server
record. The format of these records is simple:

example.com. IN NS Hostname.example.com

Table 6.3 explains the attributes stored in the NS record.

TABLE 6.3: The NS record structure
FIELD MEANING
Name The domain that will be serviced by this name server. In this case I used example
.com.
AddressClass Internet (IN)
RecordType Name server (NS)

Name Server Name  The FQDN of the server responsible for the domain

NOTE Anydomain name in the database file that is not terminated with a period will have the root
domain appended to the end. For example, an entry that just has the name sales will be expanded by
adding the root domain to the end, whereas the entry sales.example.com. won’t be expanded.

Host Record

A host record (also called an A record for IPv4 and AAAA record for IPv6) is used to associate
statically a host’s name to its IP addresses. The format is pretty simple:

host_nameoptional_TTL IN A IP_Address
Here’s an example from my DNS database:

www IN A 192.168.0.204
SMTP IN A 192.168.3.144

The A or AAAA record ties a hostname (which is part of an FQDN) to a specific IP address.
This makes these records suitable for use when you have devices with statically assigned IP
addresses. In this case, you create these records manually using the DNS snap-in. As it turns out,
if you enable DDNS, your DHCP server can create these for you. This automatic creation is what
enables DDNS to work.

Notice that an optional TTL field is available for each resource record in the DNS. This value
is used to set a TTL that is different from the default TTL for the domain. For example, if you
wanted a 60-second TTL for the www A or AAAA record, it would look like this:

www 60 IN A 192.168.0.204
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Alias Record

Closely related to the host record is the alias record, or canonical name (CNAME) record. The syntax
of an alias record is as follows:

aliasoptional_TTL 1IN CNAME hostname

Aliases are used to point more than one DNS record toward a host for which an A record
already exists. For example, if the hostname of your web server was actually chaos, you would
likely have an A record such as this:

chaos IN A 192.168.1.10

Then you could make an alias or CNAME for the record so that www.example.com would
point to chaos:

www IN CNAME chaos.example.com.

Note the trailing dot (.) on the end of the CNAME record. This means the root domain is not
appended to the entry.

Pointer Record

A or AAAA records are probably the most visible component of the DNS database because
Internet users depend on them to turn FQDNSs like www.microsoft. com into the IP addresses
that browsers and other components require to find Internet resources. However, the host record
has a lesser-known but still important twin: the pointer (PTR) record. The format of a PTR record
appears as follows:

reversed_address.in-addr.arpa. optional_TTL IN PTR targeted_domain_name

The A or AAAA record maps a hostname to an IP address, and the PTR record does just the
opposite—mapping an IP address to a hostname through the use of the in-addr.arpa zone.

The PTR record is necessary because IP addresses begin with the least-specific portion first
(the network) and end with the most-specific portion (the host), whereas hostnames begin with
the most-specific portion at the beginning and the least-specific portion at the end.

Consider the example 192.168.1.10 with a subnet mask 255.255.255.0. The portion 192.168.1
defines the network and the final .10 defines the host, or the most-specific portion of the address.
DNS is just the opposite: The hostname www.example.com. defines the most-specific portion,
www, at the beginning and then traverses the DNS tree to the least-specific part, the dot (. ), at the
root of the tree.

Reverse DNS records, therefore, need to be represented in this most-specific-to-least-specific
manner. The PTR record for mapping 192.168.1.10 to www. example.com would look like this:

10.1.168.192.in-addr.arpa. IN PTR www.example.com.

Now a DNS query for that record can follow the logical DNS hierarchy from the root of the
DN tree all the way to the most-specific portion.
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Mail Exchanger Record

The mail exchanger (MX) record is used to specify which servers accept mail for this domain. Each
MX record contains two parameters—a preference and a mail server, as shown in the following
example:

domain IN MX preference mailserver_host

The MX record uses the preference value to specify which server should be used if more than
one MX record is present. The preference value is a number. The lower the number, the more
preferred the server. Here’s an example:

example.com. IN MX © mail.example.com.
example.com. IN MX 10 backupmail.example.com.

In the example, mail.example.com is the default mail server for the domain. If that server
goes down for any reason, the backupmail.example.com mail server is used by emailers.

Service Record

Windows Server 2022 depends on some other services, like the Lightweight Directory Access
Protocol (LDAP) and Kerberos. Using a service record, which is another type of DNS record, a
Windows 2000, XP, Vista, Windows 7, Windows 8 / 8.1, or Windows 10, Windows 11 client can
query DNS servers for the location of a domain controller. This makes it much easier (for both the
client and the administrator) to manage and distribute logon traffic in large-scale networks. For
this approach to work, Microsoft has to have some way to register the presence of a service in
DNS. Enter the service (SRV) record.

Service (SRV) records tie together the location of a service (like a domain controller) with
information about how to contact the service. SRV records provide seven items of information.
Let’s review an example to help clarify this powerful concept. (Table 6.4 explains the fields in the
following example.)

ldap.tcp.example.com. 86400 IN SRV 10 100 389 hsv.example.com
ldap.tcp.example.com. 86400 IN SRV 20 100 389 msy.example.com

TABLE 6.4: The SRV record structure
FIELD MEANING
Domain Domain for which this record is valid (ldap.tcp.example.com.).
name
TTL Time to live (86,400 seconds).
Class This field is always IN, which stands for Internet.

Record type  Type of record (SRV).

Priority Specifies a preference, similar to the Preference field in an MX record. The SRV record with
the lowest priority is used first (10).
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TABLE 6.4:

FIELD

Weight

Port
number

Target

The SRV record structure (CONTINUED)

MEANING

Service records with equal priority are chosen according to their weight (100).

The port where the server is listening for this service (389).

The FQDN of the host computer (hsv.example.comand msy.example.com).

NOTE You can define other types of service records. If your applications support them, they can
query DNS to find the services they need.

Configuring DNS

In the following sections, you'll begin to learn about the actual DNS server. You will start by
installing DNS. Then I will talk about different zone configuration options and what they mean.
Finally, you'll complete an exercise that covers configuring Dynamic DNS, delegating zones, and
manually entering records.

Installing DNS

If DNS is already installed onto your server, you can skip this exercise. But if you have not
installed DNS, let’s start by installing DNS. Installing DNS is an important part of running a
network. Exercise 6.1 walks you through the installation of a DNS server.

NOTE

If you are using a Dynamic TCP/IP address, please change your TCP/IP number to static.

“k wNR

10.

EXERCISE 6.1 Installing and Configuring the DNS Service

Open Server Manager.

On the Server Manager dashboard, click the Add Roles And Features link.

If a Before You Begin screen appears, click Next.

On the Selection type page, choose Role-Based Or Feature-Based Installation and click Next.

Click the Select A Server From The Server Pool radio button and choose the server under the
Server Pool section. Click Next.

Click the DNS Server Item in the Server Role list. If a pop-up window appears telling you that
you need to add additional features, click the Add Features button. Click Next to continue.

On the Add Features page, just click Next.
Click Next on the DNS Server information screen.

On the Confirm Installation screen, choose the Restart The Destination Server Automatically
If Required check box and then click the Install button.

At the Installation progress screen, click Close after the DNS server is installed.

11. Close Server Manager.
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Load Balancing with Round Robin

Like other DNS implementations, the Windows Server 2022 implementation of DNS supports
load balancing through the use of round robin. Load balancing distributes the network load
among multiple network hosts if they are available. You set up round-robin load balancing by
creating multiple resource records with the same hostname but different IP addresses for
multiple computers. Depending on the options that you select, the DNS server responds with the
addresses of one of the host computers.

If round robin is enabled, when a client requests name resolution, the first address entered in
the database is returned to the resolver and is then sent to the end of the list. The next time a
client attempts to resolve the name, the DNS server returns the second name in the database
(which is now the first name) and then sends it to the end of the list, and so on. Round robin is
enabled by default.

Configuring a Caching-Only Server
Although all DNS name servers cache queries that they have resolved, caching-only servers are
DNS name servers that only perform queries, cache the answers, and return the results. They are
not authoritative for any domains, and the information that they contain is limited to what has
been cached while resolving queries. Accordingly, they don’t have any zone files, and they don’t
participate in zone transfers. When a caching-only server is first started, it has no information in
its cache; the cache is gradually built over time.

Caching-only servers are easy to configure. After installing the DNS service, simply make sure
the root hints are configured properly. One advantage to Windows Server 2022 is the ability to
also support IPv6 root hints.

1. Right-click your DNS server and choose the Properties command.
2. When the Properties dialog box appears, switch to the Root Hints tab (see Figure 6.11).

3. If your server is connected to the Internet, you should see a list of root hints for the root
servers maintained by ICANN and the Internet Assigned Numbers Authority (IANA). If
not, click the Add button to add root hints as defined in the cache.dns file.

You can obtain current cache.dns files on the Internet by using a search engine. Just
search for cache.dns and download one. (I always try to get cache.dns files from a
university or a company that manages domain names.)

Setting Zone Properties

There are six tabs on the Properties dialog box for a forward or reverse lookup zone. You only
use the Security tab to control who can change properties and to make dynamic updates to
records on that zone. The other tabs are discussed in the following sections.

NOTE Secondary zones don’t have a Security tab, and their SOA tab shows you the contents of the
master SOA record, which you can’t change.
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FIGURE 6.11

The Root Hints tab of

the DNS server’s

Properties dialog box
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WINSRV Properties ? X
Debug Logging Event Logging Monitoring Security
Interfaces Forwarders Advanced Roct Hints

Root hints resolve queries for zones that do not exist on the local DNS
server. They are only used if forwarders are not configured or fail to

respond.

MName servers:
Server Fully Qualfied Domain Name (FRDN) IP Address
a root-servers net. [198.41.0.4] [2001...
b root-servers net. [152 228.75.201] [...
& root-servers net. [152.203.230.101[...
g.root-servers net. [152.112.36.4] [20...
j.root-servers net. [152 58.128.30] [2...
m root-servers net. [202.12.27.33] [20...

Add... Edit... Remove Copy from Server

Cancel Apply Help

GENERAL TAB

The General tab includes the following;:

*

The Status indicator and the associated Pause button let you see and control whether this
zone can be used to answer queries. When the zone is running, the server can use it to
answer client queries; when it’s paused, the server won’t answer any queries it gets for
that particular zone.

The Type indicator and its Change button allow you to select the zone type. The options
are Standard Primary, Standard Secondary, and AD-Integrated. (See “Introducing DNS
Database Zones” earlier in this chapter.) As you change the type, the controls you see
below the horizontal dividing line change too. For primary zones, you'll see a field that
lets you select the zone filename; for secondary zones, you'll get controls that allow you to
specify the IP addresses of the primary servers. But the most interesting controls are the
ones you see for AD Integrated zones. When you change to the AD Integrated zones, you
have the ability to make the dynamic zones Secure Only.

The Replication indicator and its Change button allow you to change the replication scope
if the zone is stored in Active Directory. You can choose to replicate the zone data to any of
the following;:

¢ Al DNS servers in the Active Directory forest

¢ All DNS servers in a specified domain
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¢ All domain controllers in the Active Directory domain (required if you use Windows

2000 domain controllers in your domain)

¢ All domain controllers specified in the replication scope of the application direc-

tory partition

¢ The Dynamic Updates field gives you a way to specify whether you want to support

Dynamic DNS updates from compatible DHCP servers. As you learned earlier in the
section “Dynamic DNS and Non-Dynamic DNS,” the DHCP server or DHCP client must
know about and support Dynamic DNS in order to use it, but the DNS server has to
participate too. You can turn dynamic updates on or off, or you can require that updates
be secured.

START OF AUTHORITY (SOA) TAB

The following options in the Start Of Authority (SOA) tab, shown in Figure 6.12, control the
contents of the SOA record for this zone.

FIGURE 6.12 X StormwindStudios.com Properties ? *

The Start Of Authority

(SOA) tab of the zone WINS Zone Transfers Security

Properties dialog box General Start of Authority (SOA) Name Servers
Serial number:
|E | Increment
Primary server:
|winsrv.st0rrnwindstudios .Com. | Browse...
Responsible person:
|hostmaster.storrnwindstudios.com. | Browse..
Refresh interval: minutes ~
Retry interval: minutes ~
Expires after: days w
Minimum (default) TTL: hours ~
TTL forthis record: [0 a0 0 (DDDDD:HH.MM.55)

Cancel Ppply Help
¢ The Serial Number field indicates which version of the SOA record the server currently
holds. Every time you change another field, you should increment the serial number so
that other servers will notice the change and get a copy of the updated record.
¢ The Primary Server and Responsible Person fields indicate the location of the primary

name server for this zone and the email address of the administrator responsible for the
maintenance of this zone, respectively. The standard username for this is hostmaster.
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¢ The Refresh Interval field controls how often any secondary zones of this zone must
contact the primary zone server and get any changes that have been posted since the
last update.

¢ The Retry Interval field controls how long secondary servers will wait after a zone transfer
fails before they try again. They’ll keep trying at the interval you specify (which should be
shorter than the refresh interval) until they eventually succeed in transferring zone data.

¢ The Expires After field tells the secondary servers when to throw away zone data. The
default of 1 day (24 hours) means that a secondary server that hasn’t gotten an update in
24 hours will delete its local copy of the zone data.

¢ The Minimum (Default) TTL field sets the default TTL for all RRs created in the zone. You
can assign specific TTLs to individual records if you want.

& The TTL For This Record field controls the TTL for the SOA record itself.

NAME SERVERS TAB

The name server (NS) record for a zone indicates which name servers are authoritative for the
zone. That normally means the zone primary server and any secondary servers you've config-
ured for the zone. (Remember, secondary servers are authoritative read-only copies of the zone.)
You edit the NS record for a zone using the Name Servers tab (see Figure 6.13). The tab shows
you which servers are currently listed, and you use the Add, Edit, and Remove buttons to specify
which name servers you want included in the zone’s NS record.

FIGURE 6.13 StormwindStudios.com Properties ? x
The Name Servers tab of

the zone Properties WINS Zone Transfers Security
dialog box General Start of Authority (SOA) Name Servers

To add name servers to the list, click Add.

Name servers:

Server Fully Qualified Domain Name (FQDN) IP Address

winsrvstormwindstudios.com. [17228.144.1][19...

Add... Edi... Remove

* represents an P address retrieved as the result of a DNS query and may
not represent actual records stored on this server.

Cancel Apply Help
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WINS TAB

The WINS tab allows you to control whether this zone uses WINS forward lookups or not. These
lookups pass on queries that DNS can’t resolve to WINS for action. This is a useful setup if
you're still using WINS on your network. You must explicitly turn this option on with the Use
WINS Forward Lookup check box in the WINS tab for a particular zone.

ZONE TRANSFERS TAB

Zone transfers are necessary and useful because they’re the mechanism used to propagate zone
data between primary and secondary servers. For primary servers (whether AD Integrated or
not), you can specify whether your servers will allow zone transfers and, if so, to whom.

You can use the following controls on the Zone Transfers tab to configure these settings
per zone:

& The Allow Zone Transfers check box controls whether the server answers zone transfer
requests for this zone at all—when it’s not checked, no zone data is transferred. The Allow
Zone Transfers selections are as follows:

¢ To Any Server allows any server anywhere on the Internet to request a copy of your
zone data.

¢ Only To Servers Listed On The Name Servers Tab (the default) limits transfers to
servers you specify. This is a more secure setting than To Any Server because it limits
transfers to other servers for the same zone.

¢ Only To The Following Servers allows you to specify exactly which servers are
allowed to request zone transfers. This list can be larger or smaller than the list
specified on the Name Servers tab.

¢ The Notify button is for setting up automatic notification triggers that are sent to second-
ary servers for this zone. Those triggers signal the secondary servers that changes have
occurred on the primary server so that the secondary servers can request updates sooner
than their normally scheduled interval. The options in the Notify dialog box are similar to
those in the Zone Transfers tab. You can enable automatic notification and then choose
either Servers Listed On The Name Servers Tab or The Following Servers.

Configuring Zones for Dynamic Updates

In Exercise 6.2, you will create and then modify the properties of a forward lookup zone. In
addition, you'll configure the zone to allow dynamic updates.

EXERCISE 6.2 Configuring a Zone for Dynamic Updates

1. Open the DNS management snap-in by selecting Server Manager. Once in Server Manager,
click DNS on the left side. In the Servers window (center screen), right-click your server name
and choose DNS Manager.

2. Click the DNS server to expand it and then click the Forward Lookup Zones folder. Right-click
the Forward Lookup Zones folder and choose New Zone.
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3. At the New Zone Welcome screen, click Next.

4. Atthe Zone Type screen, choose the Primary Zone option. If your DNS server is also a domain
controller, do not check the box to store the zone in Active Directory. Click Next when you
are ready.

5. Enter a new zone name in the Zone Name field and click Next. (I used my last name—-
Panek.com.)

Leave the default zone filename and click Next.
Select the Do Not Allow Dynamic Updates radio button and click Next.
Click Finish to end the wizard.

©® ®Ne

Right-click the zone you just created and choose the Properties command.

10. Click the down arrow next to Dynamic Updates. Notice that there are only two options (None
and Nonsecure And Secure). The Secure Only option is not available because you are not using
Active Directory Integrated. Make sure Nonsecure And Secure is chosen.

11. Click OK to close the Properties box.

12. Close the DNS management snap-in.

13. Close the Server Manager snap-in.

Delegating Zones for DNS

DNS provides the ability to divide the namespace into one or more zones, which can then be
stored, distributed, and replicated to other DNS servers. When deciding whether to divide your
DNS namespace to make additional zones, consider the following reasons to use addi-

tional zones:

¢ Aneed to delegate management of part of your DNS namespace to another location or
department within your organization

¢ Aneed to divide one large zone into smaller zones for distributing traffic loads among
multiple servers, for improving DNS name-resolution performance, or for creating a more
fault-tolerant DNS environment

¢ Aneed to extend the namespace by adding numerous subdomains at once, such as to
accommodate the opening of a new branch or site

Each newly delegated zone requires a primary DNS server just as a regular DNS zone does.
When delegating zones within your namespace, be aware that for each new zone you create, you
need to place delegation records in other zones that point to the authoritative DNS servers for the
new zone. This is necessary both to transfer authority and to provide correct referral to other
DNS servers and clients of the new servers being made authoritative for the new zone.

In Exercise 6.3, you'll create a delegated subdomain of the domain you created in Exercise 6.2.
Note that the name of the server to which you want to delegate the subdomain must be stored in
an A or CNAME record in the parent domain.
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EXERCISE 6.3 Creating a Delegated DNS Zone

1.

vk wN

Open the DNS management snap-in by selecting Server Manager. Once in Server Manager, click
DNS on the left side. In the Servers window (center screen), right-click your server name and
choose DNS Manager.

Expand the DNS server and locate the zone you created in Exercise 6.2.
Right-click the zone and choose the New Delegation command.
The New Delegation Wizard appears. Click Next to dismiss the initial wizard page.

Enter nsl (or whatever other name you like) in the Delegated Domain field of the Delegated
Domain Name page. This is the name of the domain for which you want to delegate authority to
another DNS server. It should be a subdomain of the primary domain (for example, to delegate
authority for farmington.example.net, youd enter farmington in the Delegated Domain
field). Click Next to complete this step.

When the Name Servers page appears, click the Add button to add the names and IP addresses
of the servers that will be hosting the newly delegated zone. For the purpose of this exercise,
enter the server name you used in Exercise 6.2. Click the Resolve button to resolve this domain
name’s IP address automatically into the IP address field. Click OK when you are finished. Click
Next to continue with the wizard.

Click the Finish button. The New Delegation Wizard disappears, and you’ll see the new zone you
just created appear beneath the zone you selected in step 3. The newly delegated zone’s folder
icon is drawn in gray to indicate that control of the zone is delegated.

DNS Forwarding

If a DNS server does not have an answer to a DNS request, it may be necessary to send that
request to another DNS server. This is called DNS forwarding. You need to understand the two
main types of forwarding:

External Forwarding When a DNS server forwards an external DNS request to a DNS server
outside of your organization, this is considered external forwarding. For example, a resolver
requests the host www.microsoft.com. Most likely, your internal DNS server is not going to
have Microsoft’s web address in its DNS database. So, your DNS server is going to send the
request to an external DNS (most likely your ISP) or use the setup root hints.

Conditional Forwarding Conditional forwarding is a lot like external forwarding except that
you are going to forward requests to specific DNS servers based on a condition. Usually this is
an excellent setup for internal DNS resolution. For example, let’s say that you have two
companies, stormwind.comand stormtest.com. If a request comes in for Stormwind. com, it
gets forwarded to the Stormwind DNS server, and any requests for Stormtest.com will get
forwarded to the Stormtest DNS server. Requests are forwarded to a specific DNS server
depending on the condition that an administrator sets up.


http://www.microsoft.com
http://stormwind.com
http://stormtest.com
http://stormwind.com
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Manually Creating DNS Records

From time to time you may find it necessary to add resource records manually to your Windows
Server 2022 DNS servers. Although Dynamic DNS frees you from the need to fiddle with A and
PTR records for clients and other such entries, you still have to create other resource types
(including MX records, required for the proper flow of SMTP email) manually. You can manually
create A, PTR, MX, SRV, and many other record types.

There are only two important things to remember for manually creating DNS records:

¢ You must right-click the zone and choose either the New Record command or the Other
New Records command.

¢ You must know how to fill in the fields of whatever record type you're using.

For example, to create an MX record, you need three pieces of information (the domain, the
mail server, and the priority). To create an SRV record, however, you need several more pieces
of information.

In Exercise 6.4, you will manually create an MX record for a mailtest server in the zone you
created in Exercise 6.2.

EXERCISE 6.4 Manually Creating DNS RRs

1. Open the DNS management snap-in by selecting Server Manager. Once in Server Manager,
click DNS on the left side. In the Servers window (center screen), right-click your server name
and choose DNS Manager.

2. Expand your DNS server, right-click its zone, and choose New Host (A record).

3. Enter mailtest in the Name field. Enter a TCP/IP number in the IP Address field. (You can
use any number for this exercise, such as, for example, 192.168.1.254.) Click the Add
Host button.

4. A dialogbox appears stating that the host record was created successfully. Click
OK. Click Done.

5. Right-click your zone name and choose New Mail Exchanger (MX).

6. Enter mailtest in the Host Or Child Domain field and enter mailtest.yourDomain.com
(or whatever domain name you used in Exercise 6.2) in the Fully-Qualified Domain Name
(FQDN) Of Mail Server field and then click OK. Notice that the new record is already visible.

7. Next create an alias (or CNAME) record to point to the mail server. (It is assumed that you
already have an A record for mailtest in your zone.) Right-click your zone and choose New
Alias (CNAME).

8. Type mailinto the Alias Name field.

9. Typemailtest.yourDomain.com into the Fully-Qualified Domain Name (FQDN) For
Target Host field.

10. Click the OK button.
11. Close the DNS management snap-in.
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DNS Aging and Scavenging

When using dynamic updates, computers (or DHCP) will register a resource record with
DNS. These records get removed when a computer is shut down properly. A major problem in
the industry is that laptops are frequently removed from the network without a proper shut-
down. Therefore, their resource records continue to live in the DNS database.

Windows Server 2022 DNS supports two features called DNS aging and DNS scavenging.
These features are used to clean up and remove stale resource records. DNS zone or DNS server
aging and scavenging flag old resource records that have not been updated in a certain amount
of time (determined by the scavenging interval). These stale records will be scavenged at the next
cleanup interval. DNS uses time stamps on the resource records to determine how long they
have been listed in the DNS database.

By default, DNS aging and scavenging are disabled by default. Microsoft states that these
features should only be enabled if you have users that are not logging off the network properly. If
your users are all using desktops or if your users log off the network properly every day, you
should keep these features disabled.

The issue that you can run into if this feature is enabled and DNS deletes records that should
not be deleted, then that can stop users from accessing resources on the network because their
DNS records have been deleted improperly.

If you decide that you want to enable DNS aging and scavenging, you must enable these
features on both at the DNS server and on the zone.

DNS aging and scavenging is done by using time stamps. Time stamps are a date and time
value that is used by the DNS server. The date and time is used to determine removal of the
resource record when it performs the aging and scavenging operations.

DNS PowerShell Commands

When talking about PowerShell commands for DNS, I must let you know that there are dozens
of commands that you can use to configure and maintain a DNS server. Before I show you the
table of DNS PowerShell commands, let’s look at two commands first.

When we install DNS onto a server, we can use PowerShell to do the install. But when we are
talking about Nano server, the PowerShell commands are a bit different.

Let’s first look at how you install DNS on a regular Windows server using PowerShell. The
following command is the command used to install DNS on a Windows Server.

Install-WindowsFeature DNS -IncludeManagementTools

Now let’s take a look at the PowerShell command for installing DNS on a Nano server. The
following commands are used to install DNS on a Nano server. The first command downloads
DNS to the Nano server and the second command installs it on the server.

Install-NanoServerPackage Microsoft-NanoServer-DNS-Package -Culture en-us
Enable-WindowsOptionalFeature -Online -FeatureName DNS-Server-Full-Role

Nano servers have no GUI interface and all installations have to be done using remote tools or
PowerShell commands. There are dozens of possible PowerShell commands. Nano servers are
excellent servers to use as DNS servers. Just be sure that you know what Roles can be installed
onto a Nano server and which Roles can’t be installed on a Nano server (like DHCP).
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In Table 6.5, I will show you just some of the possible PowerShell commands that are available

for DNS.

NOTE For a complete list of DNS PowerShell commands, please visit Microsoft’s website at

https://docs.microsoft.com/en-us/powershell/module/dnsserver/?view=windowsse

rver2022-ps.

TABLE 6.5:

POWERSHELL COMMAND

Add-DnsServerClientSubnet

Add-DnsServerConditionalForwarderZone

Add-DnsServerForwarder

Add-DnsServerPrimaryZone

Add-DnsServerQueryResolutionPolicy

Add-DnsServerResourceRecord

Add-DnsServerResourceRecordA

Add-DnsServerResourceRecordAAAA

Add-DnsServerResourceRecordCName

Add-DnsServerResourceRecordDnsKey

Add-DnsServerResourceRecordDS

Add-DnsServerResourceRecordMX

Add-DnsServerResourceRecordPtr

PowerShell Commands for DNS

DESCRIPTION

This command allows an administrator to add a client
subnet to a DNS server.

Administrators can use this command to add a
conditional forwarder to a DNS server.

This command allows an administrator to add
forwarders to a DNS server.

Administrators can use this command to add a
primary zone to a DNS server.

This command allows an administrator to add a query
resolution policy to DNS.

Administrators can use this command to add a
resource record to a DNS zone.

This command allows an administrator to add an A
record to a DNS zone.

This command allows an administrator to add an
AAAA record to a DNS zone.

This command allows an administrator to add a
CNAME record to a DNS zone.

Administrators can use this command to add a
DNSKEY record to a DNS zone.

This command allows an administrator to add a DS
record to a DNS zone.

This command allows an administrator to add an MX
record to a DNS zone.

This command allows an administrator to add a PTR
record to a DNS zone.
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TABLE 6.5:

POWERSHELL COMMAND

Add-DnsServerSecondaryZone

Add-DnsServerSigningKey
Add-DnsServerStubZone

Add-DnsServerTrustAnchor

Add-DnsServerZoneDelegation

Clear-DnsServerCache

ConvertTo-DnsServerPrimaryZone

Get-DnsServer

Get-DnsServerDsSetting

Get-DnsServerRootHint

Get-DnsServerScavenging

Get-DnsServerSetting
Get-DnsServerSigningKey

Import-DnsServerResourceRecordDS

Import-DnsServerRootHint

Remove-DnsServerZone

Resume-DnsServerZone

Set-DnsServer

PowerShell Commands for DNS (CONTINUED)

DESCRIPTION

Administrators can use this command to add a
secondary zone.

This command adds a KSK or ZSK to a signed zone.
This command adds a stub zone to a DNS server.

Admins can use this command to add a trust anchor to
a DNS server.

This command allows an administrator to add a new
delegated DNS zone to an existing zone.

Administrators use this command to clear resource
records from a DNS cache.

This command converts a zone to a primary zone.

This command retrieves configuration information for
a DNS server.

This command allows you to gather information about
DNS Active Directory settings.

Administrators use this command to view root hints
on a DNS server.

Administrators use this command to view DNS aging
and scavenging settings.

This command allows you to view DNS server settings.
This command allows you to view zone signing keys.

This command allows an administrator to import DNS
resource record from a file.

This command imports root hints from a DNS server.

Administrators use this command to remove a DNS
zone from a server.

This command allows you to resume resolution on a
suspended zone.

Administrators can use this command to set the DNS
server configuration.
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TABLE 6.5: PowerShell Commands for DNS (CONTINUED)
POWERSHELL COMMAND DESCRIPTION
Set-DnsServerRootHint This command allows an administrator to replace a

server’s root hints.

Set-DnsServerSetting Administrators can use this command to change DNS
server settings.

Test-DnsServer This command allows an administrator to test a
functioning DNS server.

The Bottom Line

Understand DNS. DNS was designed to be a robust, scalable, and high-performance system
for resolving friendly names to TCP/IP host addresses. Microsoft’s DNS is based on a widely
accepted set of industry standards. Because of this, Microsoft’s DNS can work with both
Windows- and non-Windows-based networks.

Master It You are an administrator of a large network. All computers are on the same
network. You need to configure a Windows service that allows you to turn hostnames into
IP addresses.

Understand DNS records. Understanding which DNS records to use for each server,
computer, host, and service is one of the most important ways to best set up your network.
Setting up the proper DNS records will ensure that your connection to Azure will work
seamlessly.

Master It You are the administrator of an organization that has decided to use cloud--
based services. You need to be sure that your DNS records are set properly and that you
use the proper record for each component.

Understand Dynamic Updates. As an IT administrator, you have the ability to configure all
of the DNS records manually or you can use Dynamic Updates. Configuring DNS records
manually will work for an organization where IP addresses are manually assigned to hosts.
But if your network automatically assigns IP addresses to host names, this can be a very
difficult task because IP addresses can change daily.

Master It You are the administrator of an organization that has 1,000 hosts on the
network. You need to set up the DNS server and clients to update the DNS database
automatically.






Understanding Active Directory

One of the most important tasks that you will complete on a network is setting up your domain.
To set up your domain properly, you must know how to install and configure your domain
controllers.

Once you understand how to plan properly for your domain environment, you will learn how
to install Active Directory, which you will accomplish by promoting a Windows Server 2022
computer to a domain controller. We will look at the difference between setting up Active
Directory on a Server Core machine vs. Windows Server 2022 with the Desktop Experience.

I will also discuss a feature in Windows Server 2022 called a read-only domain controller
(RODC), and I will show you how to install Active Directory using Windows PowerShell.

IN THIS CHAPTER YOU’LL LEARN

¢ Know the prerequisites for promoting a server to a domain controller

& Understand domains, trees, and forests

NOTE For the exercises in this chapter, ] assume you are creating a Windows Server 2022 machine in
a test environment and not on a live network.

Verifying the File System

When you're planning your Active Directory deployment, the file system that the operating
system uses is an important concern for two reasons. First, the file system can provide the
ultimate level of security for all the information (that is, data) stored on the server itself. Second,
it is responsible for managing and tracking all of this data. The Windows Server 2022 platform
supports three file systems:

¢ File Allocation Table 32 (FAT32)
¢ Windows NT File System (NTFS)
¢ Resilient File System (ReFS)

Although ReFS was new to Windows Server 2012, NTFES has been around for many years, and
NTFS in Windows Server 2022 has been improved for better performance.
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If you have been working with servers for many years, you may have noticed a few changes
to the server file system choices. For example, in Windows Server 2003, you could choose
between FAT, FAT32, and NTFS. In Windows Server 2022, you can choose between FAT32, NTFS,

and ReFS (see Figure 7.1).
FIGURE 7.1 ] )
. MNew Simple Volume Wizard X
Format options on
Windows Server 2022 Format Partition

To store data on this partition, you must format i first.

Choose whether you want to format this volume, and if so, what settings you want to use.

= Do not format this volume

® Format this volume with the following settings:

File system: -NTFS
. [FATaZ |
Allocation unit size: INTFS |
ReFS
Volume label: NEW Volume

[7] Perform a quick format

[ Enable file and folder compression

Resilient File System (ReEFS)

Windows Server 2022 includes a file system called Resilient File System (ReFS). ReFS was created
to help Windows Server maximize the availability of data and online operation. ReFS allows the
Windows Server 2022 system to continue to function despite some errors that would normally
cause data to be lost or the system to go down. ReFS uses data integrity to protect your data from
errors and also to make sure that all of your important data is online when that data is needed.

One of the issues that IT members have had to face over the years is the problem of rapidly
growing data sizes. As we continue to rely more and more on computers, our data continues to
get larger and larger. This is where ReFS can help an IT department. ReFS was designed specifi-
cally with the issues of scalability and performance in mind, which resulted in some of the
following ReFS features:

Availability If your hard disk becomes corrupt, ReFS has the ability to implement a salvage

strategy that removes the data that has been corrupted. This feature allows the healthy data to
continue to be available while the unhealthy data is removed. All of this can be done without

taking the hard disk offline.

Scalability One of the main advantages of ReFS is the ability to support volume sizes up to
2178 bytes using 16 KB cluster sizes, while Windows stack addressing allows 2”64 bytes. ReFS
also supports file sizes of 2°64-1 bytes, 2/64 files in a directory, and the same number of
directories in a volume.
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Robust Disk Updating ReFS uses a disk updating system referred to as an allocate-on-write
transactional model (also known as copy on write). This model helps to avoid many hard disk
issues while data is written to the disk because ReFS updates data using disk writes to
multiple locations in an atomic manner instead of updating data in place.

Data Integrity ReFS uses a check-summed system to verify that all data that is being written
and stored is accurate and reliable. ReFS always uses allocate-on-write for updates to the data,
and it uses checksums to detect disk corruption.

Application Compatibility ReFS allows for most NTFS features and also supports the
Win32 API. Because of this, ReFS is compatible with most Windows applications.

NTES

Let’s start with some of the features of NTFS. There are many benefits to using NTFS, including
support for the following:

Disk Quotas To restrict the amount of disk space used by users on the network, system
administrators can establish disk quotas. By default, Windows Server 2022 supports disk quota
restrictions at the volume level. That is, you can restrict the amount of storage space that a
specific user uses on a single disk volume. Third-party solutions that allow more granular
quota settings are also available.

File System Encryption One of the fundamental problems with network operating systems
(NOSs) is that system administrators are often given full permission to view all files and data
stored on hard disks, which can be a security and privacy concern. In some cases, this is
necessary. For example, to perform backup, recovery, and disk management functions, at least
one user must have all permissions. Windows Server 2022 and NTFS address these issues by
allowing for file system encryption. Encryption essentially scrambles all of the data stored
within files before they are written to the disk. When an authorized user requests the files,
they are transparently decrypted and provided. By using encryption, you can prevent the data
from being used in case it is stolen or intercepted by an unauthorized user—even a system
administrator.

Dynamic Volumes Protecting against disk failures is an important concern for production
servers. Although earlier versions of Windows NT supported various levels of Redundant
Array of Independent Disks (RAID) technology, software-based solutions had some shortcom-
ings. Perhaps the most significant was that administrators needed to perform server reboots
to change RAID configurations. Also, you could not make some configuration changes
without completely reinstalling the operating system. With Windows Server 2022 support for
dynamic volumes, system administrators can change RAID and other disk configuration
settings without needing to reboot or reinstall the server. The result is greater data protection,
increased scalability, and increased uptime. Dynamic volumes are also included with ReFS.

Mounted Drives By using mounted drives, system administrators can map a local disk drive
to an NTFS directory name. This helps them organize disk space on servers and increase
manageability. By using mounted drives, you can mount the C:\Users directory to an actual
physical disk. If that disk becomes full, you can copy all of the files to another, larger drive
without changing the directory path name or reconfiguring applications.
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Remote Storage System administrators often notice that as soon as they add more space,
they must plan the next upgrade. One way to recover disk space is to move infrequently used
files to external hard drives. However, backing up and restoring these files can be quite
difficult and time-consuming. System administrators can use the remote storage features
supported by NTFS to off-load seldom-used data automatically to a backup system or other
devices. The files, however, remain available to users. If a user requests an archived file,
Windows Server 2022 can automatically restore the file from a remote storage device and
make it available. Using remote storage like this frees up system administrators’ time and
allows them to focus on tasks other than micromanaging disk space.

Self-Healing NTFS In previous versions of the Windows Server operating system, if you
had to fix a corrupted NTFS volume, you used a tool called Chkdsk.exe. The disadvantage of
this tool is that the Windows Server’s availability was disrupted. If this server was your
domain controller, that could stop domain logon authentication.

To help protect the Windows Server 2022 NTEFS file system, Microsoft now uses a feature
called self-healing NTFS. Self-healing NTFS attempts to fix corrupted NTFS file systems
without taking them offline. Self-healing NTFS allows an NTFS file system to be corrected
without running the Chkdsk. exe utility. New features added to the NTFS kernel code allow
disk inconsistencies to be corrected without system downtime.

Security NTEFS allows you to configure not only folder-level security but also file-level
security. NTFS security is one of the biggest reasons most companies use NTFS. ReFS also
allows folder- and file-level security.

SETTING UP THE NTFS PARTITION

Although the features mentioned in the previous section likely compel most system administra-
tors to use NTFS, additional reasons make using it mandatory. The most important reason is that
the Active Directory data store must reside on an NTFS partition. Therefore, before you begin
installing Active Directory, make sure you have at least one NTFS partition available. Also, be
sure you have a reasonable amount of disk space available (at least 4 GB). Because the size of the
Active Directory data store will grow as you add objects to it, also be sure that you have ade-
quate space for the future.

Exercise 7.1 shows you how to use the administrative tools to view and modify disk
configuration.

WARNING Before you make any disk configuration changes, be sure you completely understand
their potential effects; then perform the test in a lab environment and make sure you have good,
verifiable backups handy. Changing partition sizes and adding and removing partitions can result in a
total loss of all information on one or more partitions.

If you want to convert an existing partition from FAT or FAT32 to NTFS, you need to use the
CONVERT command-line utility. For example, the following command converts the C: partition
from FAT to NTFS:

CONVERT c: /fs:ntfs
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EXERCISE 7.1 Viewing the Disk Configurations

1. Right-click on the Start button and then choose Computer Management.
2. Under Storage, click Disk Management (see Figure 7.2).

FIGURE 7-2 #= Disk Management - [m] X
Disk Management File Action View Help

@ [ Bl =XMiaEE

Volume [Layout [ Type File System | Status [ Capacity Free Sp.. | % Free

- Simple Basic NTFS Healthy (B.. 108.89 GB 9807GB  90%

= (Disk 0 partition 1) ~ Simple Basic Healthy (E.. 100 MB 100 MB 100 %

= (Disk 0 partition 4) ~ Simple Basic Healthy (R.. 491 MB 491MB 100%

== SSS_XB64FRE_EN-U.. Simple Basic UDF Healthy (P.. 437 GB 0MB 0%

= Disk 0
Basic
126.98 GB
Online

= CD-ROM 0
ovD

4.37 GB

Online

B Unallocated B Primary partition

©)
100 MB 108.89 GB NTFS 17.52 GB
Healthy (EFI S || Healthy (Boot, Page File, Crash Dump, || | Unallocated

491 M8
Healthy (Recovery F

555 X64FRE_EN-US DV9 (D:)
4.37 GB UDF
Healthy (Primary Partition)

configured on your system.

partitions. This step is optional.

5. Close Computer Management.

The Disk Management program shows you the logical and physical disks that are currently

3. Usethe View menu to choose various depictions of the physical and logical drives in your system.

4. To see the available options for modifying partition settings, right-click any of the disks or

Verifying Network Connectivity

Although a Windows Server 2022 computer can be used by itself without connecting to a
network, you will not harness much of the potential of the operating system without network
connectivity. Because the fundamental purpose of a network operating system is to provide
resources to users, you must verify network connectivity.

Basic Connectivity Tests

Before you begin to install Active Directory, you should perform several checks of your current

configuration to ensure that the server is configured properly on the network. You should test the

following:
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Network Adapter At least one network adapter should be installed and properly configured
on your server. A quick way to verify that a network adapter is properly installed is to use the
Computer Management administrative tool. Under Device Manager, Network Adapters
branch, you should have at least one network adapter listed. If you do not, use the Add
Hardware icon in Control Panel to configure hardware.

TCP/IP Make sure that TCP/IP is installed, configured, and enabled on any necessary
network adapters. The server should also be given a valid IP address and subnet mask.
Optionally, you may need to configure a default gateway, DNS servers, WINS servers, and
other network settings. If you are using DHCP, be sure that the assigned information is
correct. It is always a good idea to use a static IP address for servers because IP address
changes can cause network connectivity problems if they are not handled properly.

Internet Access If the server should have access to the Internet, verify that it is able to
connect to external web servers and other machines outside of the local area network (LAN).
If the server is unable to connect, you might have a problem with the TCP/IP configuration.

LAN Access The server should be able to view other servers and workstations on the
network. If other machines are not visible, make sure that the network and TCP/IP configura-
tions are correct for your environment.

Client Access Network client computers should be able to connect to your server and view
any shared resources. A simple way to test connectivity is to create a share and test whether
other machines are able to see files and folders within it. If clients cannot access the machine,
make sure that both the client and the server are configured properly.

Wide Area Network Access If you're working in a distributed environment, you should
ensure that you have access to any remote sites or users who will need to connect to this
machine. Usually, this is a simple test that can be performed by a network administrator.

Tools and Techniques for Testing Network Configuration

In some cases, verifying network access can be quite simple. You might have some internal and
external network resources with which to test. In other cases, it might be more complicated. You
can use several tools and techniques to verify that your network configuration is correct.

Using the Ipconfig Utility By typing ipconfig/all at the command prompt, you can view
information about the TCP/IP settings of a computer. Figure 7.3 shows the types of informa-
tion you'll receive.

Using the Ping Command The ping command was designed to test connectivity to other
computers. You can use the command simply by typing ping and then an IP address or
hostname at the command line. The following are some steps for testing connectivity using
the ping command.

Ping the router on the Same Subnet You should start by pinging the router’s IP address
on the network to check for a response. If you receive one, then you have connectivity to
the network/subnet.



FIGURE 7.3

EX Administrator: Windows PowerShell - o X
Viewing TCP/IP PS C:\Users\Administrator> ipconfig
information with the ) ) )
‘ipconf'igutility Windows IP Configuration
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Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : dts
Link-local IPv6 Address . . . . . : fe80::2080:e2cl:15d4:7173%6
IPv4 Address. . . . . . . . . . . : 192.168.0.14
Subnet Mask . . . . . . . . . . .t 255.255.255.0
Default Gateway . . . . . . . :192.168.0.1
PS C:\Users\Administrator> _

Next check to see whether you can ping another machine using its hostname. If this
works, then local name resolution works properly.

Ping Computers on Different Subnets To ensure that routing is set up properly, you

should attempt to ping computers that are on other subnets (if any exist) on your network.
If this test fails, try pinging the default gateway. Any errors may indicate a problem in the

network configuration or a problem with a router.

WHEN YOU DON’T RECEIVE A RESPONSE

Some firewalls, routers, or servers on your network or on the Internet might prevent you from
receiving a successful response from a ping command. This is usually for security reasons (mali-
cious users might attempt to disrupt network traffic using excessive pings as well as redirects and
smurf attacks). If you do not receive a response, do not assume that the service is not available.
Instead, try to verify connectivity in other ways. For example, you can use the TraceRT command
to demonstrate connectivity beyond your subnet, even if other routers ignore Internet Control
Message Protocol (ICMP) responses. Because the display of a second router implies connectivity, the
path to an ultimate destination shows success even if it does not display the actual names and
addresses.

Using the TraceRT Command The TraceRT command works just like the ping command
except that the TraceRT command shows you every hop along the way. So, if one router or
switch is down, the TraceRT command will show you where the trace stops.

Browsing the Network To ensure that you have access to other computers on the network,
be sure that they can be viewed by clicking Network. This verifies that your name resolution
parameters are set up correctly and that other computers are accessible. Also, try connecting
to resources (such as file shares or printers) on other machines.
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Browsing the Internet You can quickly verify whether your server has access to the Internet
by visiting a known website, such as www.microsoft.com. Success ensures that you have
access outside of your network. If you do not have access to the Web, you might need to verify
your proxy server settings (if applicable) and your DNS server settings.

By performing these simple tests, you can ensure that you have a properly configured
network connection and that other network resources are available.

Understanding Active Directory

The first thing that you need to understand about Active Directory is that Active Directory is just
a database. When you think about Active Directory this way, it makes Active Directory easier to
understand and not such a scary proposition.

Now, even though it’s just a database, it’s one of the most important databases that you will
ever set up. This is a database that controls all the objects in your network.

The first step when setting up Active Directory is to understand the different ways you can set
it up. During the installation process, you need to understand the difference between a Domain,
Tree or Forest. These options will be asked during the Active Directory setup. If you choose the
wrong option, you may setup your network incorrectly. So, this is where we need to start.

Domains

There is one question that I frequently get from new IT people or people who work for a com-
pany. What is a domain? Most IT have heard this term, but it can be a difficult thing to explain
to people.

Domains are LOGICAL groupings of objects. You may hear people say that a domain is a
logical grouping of security objects. But this is not really true because not all objects in a domain
are security objects.

So why did I stress the word LOGICAL? Domains are logical groupings and not physical
groupings. For example, Microsoft. comis worldwide. Their network has offices all over the
world. They are not all located in the same physical location. That’s why domains are logical.
They can stretch across multiple geographic locations.

When you are reading one of my books or reading about domains on Microsoft’s website, you
will notice that domains are represented by a Triangle. So, when you are seeing a drawing of a
domain, the Triangle represents that single domain.

When you name your first domain, for example, StormWindAD. net you are establishing a
Tree. So let’s look at how Trees work.

Trees

Trees are one or more domains that follow the same contiguous namespace. For example, I have
a domain called StormWindAD.net. If I decide to create a child domain called Florida. The full
name of that domain name is Florida.StormwWindAD. net.

Think about when you were born. When my parents named me William, I took on my
parent’s last name. So, I became William Panek. Domains in Tree work the same way. When you
create a child domain, its takes on the name of the parent.


http://www.microsoft.com
http://microsoft.com
http://stormwindad.net
http://stormwindad.net
http://florida.stormwindad.net
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We can even take it a step further. Let’s create another child domain under Florida called
Orlando. The full name would be Orlando.Florida.StormWindAD.net. This allows you to
setup child domains for any reason if you need them.

I'have worked with companies that create child domains based on geographic location,
department names or even the resources held in the domain. This gives you a lot of flexibility on
how you setup your network.

Most small to mid-size companies will only have a single tree in their Active Directory
structure. But there may be times that you want to create a second tree. For example, StormWind
buys out WillPanek.com. StormWind may choose to create a second Tree with the parent name
of WillPanek.com.

Now we have two Trees: StormWindAD.net and WillPanek.com. All of the child domains will
follow the parent name of which ever Tree they are created in.

Forests

So now that you understand Trees, let’s talk about Forests. Let’s take a look at the example I gave
you in the last section under Trees. We have two Trees: StormWindAD. com and WillPanek.com.
These two trees are part of the same Active Directory. This is our Forest.

A Forest is one or more Trees that are part of the same Active Directory structure. So, if you
have only one Tree, you still have a Forest (one or more Trees). If I have three Trees in my Active
Directory, all three are part of the same Forest.

Now don’t get me wrong. You can have multiple Forests in a company. For example. If
StormWindAD. net buys out WillPanek.com but StormWind does not want the WillPanek
network to be part of their Active Directory Forest, they can leave it as two separate Forests.

The downside to this is that Forests do NOT work together by default. Most companies have
their own Forest and you would not want your network to automatically work with someone
else’s network. That’s not a partnership, that’s just hacking.

So, if you own two separate Forests, you will need to do extra work to make them work
together. This can be done in many different ways but it will require extra work.

This is why it is so important to understand what Domains, Trees, and Forests do. Because if I
setup a network and I set each company department as their own Forest, none of my depart-
ments will be able to work with each other unless I do a lot of work to make it happen.

During the Active Directory installation, you will have the option to do the following:

¢ Add an additional Domain Controller to an existing Domain
¢ Add anew domain to an existing Tree

¢ Add anew Tree to an existing Forest

& Add anew Forest

So, it is important to understand each of these components so that you setup your Active
Directory network properly for your organization.

Understanding Domain and Forest Functionality

Windows Server 2022 Active Directory uses a concept called domain and forest functionality. The
functional level that you choose during the Active Directory installation determines which


http://orlando.florida.stormwindad.net
http://willpanek.com
http://willpanek.com
http://stormwindad.net
http://willpanek.com
http://stormwindad.com
http://willpanek.com
http://stormwindad.net
http://willpanek.com
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features your domain can use. Since Windows Server 2022 is built on the Windows Server 2016
frame, the highest function level you can choose is Windows Server 2016.

About the Domain Functional Level
Windows Server 2022 will support the following domain functional levels:

Windows Server 2008
Windows Server 2008 R2
¢ Windows Server 2012
¢ Windows Server 2012 R2
¢ Windows Server 2016

Which function level you use depends on the domain controllers you have installed on your
network. This is an important fact to remember. You can use any version of Windows Server as
long as those servers are member servers only. You can only use Domain Controllers as low as
your function level.

For example, if the Domain Function Level is Windows Server 2012 R2, then all domain
controllers must be running Windows Server 2012 R2 or higher. You can have Windows Server
2008 R2 member servers but all of your domain controllers need to be at least 2012 R2.

NOTE Windows Server 2022 no longer supports the Windows Server 2003 function levels. With
Windows Server 2003 being no longer supported, the Windows Server 2003 function levels have been
removed.

Table 7.1 shows the features available in Windows Server 2008, Windows Server 2008 R2,
Windows Server 2012, Windows Server 2012 R2, and Windows Server 2016 domain func-
tion levels.

TABLE 7.1 Comparing domain functional levels
DoOMAIN WINDOWS WINDOWS WINDOWS WINDOWS WINDOWS
FUNCTIONAL SERVER SERVER SERVER SERVER SERVER
FEATURE 2008 2008 R2 2012 2012 R2 2016
Privileged access Disabled Disabled Disabled Enabled Enabled
management
Authentication Disabled Enabled Enabled Enabled Enabled
assurance
Fine-grained password  Enabled Enabled Enabled Enabled Enabled
policies
Last interactive logon Enabled Enabled Enabled Enabled Enabled

information
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DOMAIN WINDOWS WINDOWS WINDOWS WINDOWS WINDOWS
FUNCTIONAL SERVER SERVER SERVER SERVER SERVER
FEATURE 2008 2008 R2 2012 2012 R2 2016
Advanced Encryption Enabled Enabled Enabled Enabled Enabled
Services (AES 128 and

256) support for the

Kerberos protocol

Distributed File Enabled Enabled Enabled Enabled Enabled
System replication

support for Sysvol

Read-only domain Enabled Enabled Enabled Enabled Enabled
controller (RODC)

Ability to redirect the Enabled Enabled Enabled Enabled Enabled
Users and Computers

containers

Ability to rename Enabled Enabled Enabled Enabled Enabled
domain controllers

Logon time stamp Enabled Enabled Enabled Enabled Enabled
updates

Kerberos KDC key Enabled Enabled Enabled Enabled Enabled
version numbers

Passwords for Enabled Enabled Enabled Enabled Enabled
InetOrgPersonobjects

Converts NT groupsto  Enabled Enabled Enabled Enabled Enabled
domain local and

global groups

SID history Enabled Enabled Enabled Enabled Enabled
Group nesting Enabled Enabled Enabled Enabled Enabled
Universal groups Enabled Enabled Enabled Enabled Enabled

About Forest Functionality

Windows Server 2022 forest functionality applies to all of the domains in a forest. All domains
have to be upgraded to Windows Server 2016 /2019 /2022 before the forest can be upgraded to
Windows Server 2016.

There are five levels of forest functionality:

¢ Windows Server 2008
¢ Windows Server 2008 R2
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& Windows Server 2012
& Windows Server 2012 R2
& Windows Server 2016

Windows Server 2008, Windows Server 2008 R2, Windows Server 2012, Windows Server 2012
R2, and Windows Server 2022 have many of the same forest features. Some of these features are
described in the following list:

Global Catalog Replication Enhancements When an administrator adds a new attribute to
the global catalog, only those changes are replicated to other global catalogs in the forest. This
can significantly reduce the amount of network traffic generated by replication.

Defunct Schema Classes and Attributes You can never permanently remove classes and
attributes from the Active Directory schema. However, you can mark them as defunct so that
they cannot be used. With Windows Server 2003, Windows Server 2008/2008 R2, Windows
Server 2012/2012 R2, and Windows Server 2022 forest functionality, you can redefine the
defunct schema attribute so that it occupies a new role in the schema.

Forest Trusts Previously, system administrators had no easy way of granting permission on
resources in different forests. Windows Server 2003, Windows Server 2008,/2008 R2, Windows
Server 2012/2012 R2, and Windows Server 2022 resolve some of these difficulties by allowing
trust relationships between separate Active Directory forests. Forest trusts act much like
domain trusts, except that they extend to every domain in two forests. Note that all forest
trusts are intransitive.

Linked Value Replication Windows Server 2003, Windows Server 2008 /2008 R2, Windows
Server 2012/2012 R2, and Windows Server 2022 use a concept called linked value replication.
With linked value replication, only the user record that has been changed is replicated (not the
entire group). This can significantly reduce network traffic associated with replication.

Renaming Domains Although the Active Directory domain structure was originally
designed to be flexible, there were several limitations. Because of mergers, acquisitions,
corporate reorganizations, and other business changes, you may need to rename domains. In
Windows Server 2008/2008 R2, Windows Server 2012/2012 R2, and Windows Server 2016 /
2019 / 2022 you can change the DNS and NetBIOS names for any domain. Note that this
operation is not as simple as just issuing a rename command. Instead, there’s a specific
process that you must follow to make sure the operation is successful. Fortunately, when you
properly follow the procedure, Microsoft supports domain renaming even though not all
applications support it.

Other Features Windows Server 2008 and higher also support the following features:
¢ Improved replication algorithms and dynamic auxiliary classes are designed to
increase performance, scalability, and reliability.

& Active Directory Federation Services (AD FS), also known as Trustbridge, handles feder-
ated identity management. Federated identity management is a standards-based informa-
tion technology process that enables distributed identification, authentication, and
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authorization across organizational and platform boundaries. The ADFS solution in
Windows Server 2008, Windows Server 2008 R2, Windows Server 2012, Windows
Server 2012 R2, and Windows Server 2016/2019/2022 helps administrators address
these challenges by enabling organizations to share a user’s identity information
securely.

& Active Directory Lightweight Directory Services (AD LDS) was developed for organiza-
tions that require flexible support for directory-enabled applications. AD LDS, which
uses the Lightweight Directory Access Protocol (LDAP), is a directory service that
adds flexibility and helps organizations avoid increased infrastructure costs.

¢ Active Directory Recycle Bin (Windows Server 2008 R2 Forest level or higher) provides
administrators with the ability to restore deleted objects in their entirety while AD DS
is running. Before this, if you deleted an Active Directory object, you needed to
recover it from a backup. Now you can recover the object from the AD recycle bin.

Planning the Domain Structure

Once you have verified the technical configuration of your server for Active Directory, it’s time to
verify the Active Directory configuration for your organization. Since the content of this chapter
focuses on installing the first domain in your environment, you really need to know only the
following information prior to beginning setup:

& The DNS name of the domain

¢ The computer name or the NetBIOS name of the server (which will be used by previous
versions of Windows to access server resources)

¢ The domain functional level in which the domain will operate
¢  Whether other DNS servers are available on the network
¢ What type of and how many DNS servers are available on the network

However, if you will be installing additional domain controllers in your environment or will
be attaching to an existing Active Directory structure, you should also have the following
information:

¢ If this domain controller will join an existing domain, you should know the name of that
domain. You will also either require a password for a member of the Enterprise
Administrators group for that domain or have someone with those permissions create a
domain account before promotion.

¢ You should know whether the new domain will join an existing tree and, if so, the name of
the tree it will join.

¢ You should know the name of a forest to which this domain will connect (if applicable).

Installing Active Directory

Installing Active Directory is an easy and straightforward process as long as you plan adequately and
make the necessary decisions beforehand. There are many ways that you can install Active Directory.
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You can install Active Directory by using the Windows Server 2022 installation disk (Install from
Media, or IFM), using Server Manager, or using Windows PowerShell. But before you can do the
actual installation, you must first make sure that your network is ready for the install.

In the following sections, you'll look at the benefits and required steps to install the first
domain controller in a given environment.

Improved Active Directory Features

As with any new version of Windows Server, Microsoft has made some improvements to Active
Directory. The following improvements have been made to Windows Server 2016,/2019/2022
Active Directory:

Privileged Access Management Privileged access management (PAM) allows you to
alleviate security concerns about the Active Directory environment. Some of these security
issues include credential theft techniques (pass-the-hash and spear phishing) along with other
types of similar attacks. PAM allows an administrator to create new access solutions that can
be configured by using Microsoft Identity Manager (MIM).

Azure AD Join Azure Active Directory Join allows you to set up an Office 365 based Azure
network and then easily join your end-users systems to that domain.

Microsoft Passport Microsoft Passport allows your users to setup a key-based authentica-
tion that allows your users to authenticate by using more than just their password (biometrics
or PIN numbers). Your users would then logon to their systems using a biometric or PIN
number that is linked to a certificate or an asymmetrical key pair.

Read-Only Domain Controllers

Windows Server 2022 supports another type of domain controller called the read-only domain
controller (RODC). This is a full copy of the Active Directory database without the ability to write
to Active Directory. The RODC gives an organization the ability to install a domain controller in a
location (onsite or offsite) where security is a concern.

RODCs need to get their Active Directory database from another domain controller. If there
are no domain controllers set up yet for a domain, RODCs will not be available (the option will
be grayed out). Implementing an RODC is the same as adding another domain controller to a
domain. The installation is exactly the same except that when you get to the screen to choose
Domain Controller options, you check the box for RODC. Again, this is ONLY available if there
are other domain controllers already in the domain.

Active Directory Prerequisites

Before you install Active Directory into your network, you must first make sure your network
and the server meet some minimum requirements. Table 7.2 will show you the requirements
needed for Active Directory.

The Installation Process

Windows Server 2022 computers are configured as either member servers (if they are joined to a
domain) or stand-alone servers (if they are part of a workgroup). The process of converting a
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TABLE 7.2 Active Directory requirements

REQUIREMENT DESCRIPTION

Adprep When adding the first Windows Server 2022 domain controller to an existing Active
Directory domain, Adprep commands run automatically as needed.

Credentials When installing a new AD DS forest, the administrator must be set to local
Administrator on the first server. To install an additional domain controller in an
existing domain, you need to be a member of the Domain Admins group.

DNS Domain Name System needs to be installed for Active Directory to function properly.
You can install DNS during the Active Directory installation.

NTES The Windows Server 2022 drives that store the database, log files, and SYSVOL folder
must be placed on a volume that is formatted with the NTES file system.

RODCs Read Only Domain Controllers can be installed as long as another domain controller
(Windows Server 2008 or newer) already exists on the domain.

TCP/IP You must configure the appropriate TCP/IP settings on your domain, and you must
configure the DNS server addresses.

server to a domain controller is known as promotion. Through the use of a simple and intuitive
wizard in Server Manager, system administrators can quickly configure servers to be domain
controllers after installation. Administrators also have the ability to promote domain controllers
using Windows PowerShell.

The first step in installing Active Directory is promoting a Windows Server 2022 computer to
a domain controller. The first domain controller in an environment serves as the starting point for
the forest, trees, domains, and the operations master roles.

Exercise 7.2 shows the steps you need to follow to promote an existing Windows Server 2022
computer to a domain controller. To complete the steps in this exercise, you must have already
installed and configured a Windows Server 2022 computer. You also need a DNS server that
supports SRV records. If you do not have a DNS server available, the Active Directory
Installation Wizard automatically configures one for you.

EXERCISE 7.2 Promoting a Domain Controller
1. Install the Active Directory Domain Services by clicking the Add Roles And Features link in
Server Manager’s Dashboard view.
2. At the Before You Begin screen, click Next.

3. The Select Installation Type screen will be next. Make sure that the Role-Based radio button is
selected and click Next.

4. At the Select Destination Server screen, choose the local machine. Click Next.
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5. At the Select Server Roles screen, click the check box for Active Directory Domain Services.

6. After you check the Active Directory Domain Services box, a pop-up menu will appear asking
you to install additional features. Click the Add Features button.

7. Click Next.
8. At the Select Features screen, accept the defaults and click Next.
9. C(lick Next at the information screen.
10. Click the Install button at the Confirmation Installation screen.
11. The Installation Progress screen will show you how the installation is progressing.
12. After the installation is complete, click the Close button.
13. On the left-side window, click the AD DS link.

14. Click the More link (see Figure 7.4) next to Configuration Required for Active Directory
Domain Services.

FIGURE 7.4
New Forest screen

15. Under the Post-Deployment Configuration section, click the Promote This Server To A
Domain Controller link.

16. At this point, you will configure this domain controller. You are going to install a new domain
controller in a new domain in a new forest. At the Deployment Configuration screen, choose
the Add A New Forest radio button. You then need to add a root domain name. In this
exercise, I will use StormwWindAD. com (see Figure 7.5). Click Next.

FIGURE 7.5 E., Active Directory Domain Services Configuration Wizard - o X
New Forest screen
3 g TARGET SERVER
Deployment Configuration SybexServer
Deployment Configuration
Select the deployment operation
Domain Controller Options

O Add a domain controller to an existing domain
O Add a new domain to an existing forest
@i Add 3 new forest

Specify the domain information for this operation

Root domain name; StormWindAD.com

More about deployment configurations
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17. At the Domain Controller Options screen, set the following options (see Figure 7.6):

¢ Function levels: Windows Server 2012 R2 (for both; we will upgrade them later).

@ Verify that the DNS and Global Catalog check boxes are checked. Notice that the RODC
check box is grayed out. This is because RODCs need to get their Active Directory data-
base from another domain controller. Since this is the first domain controller in the
forest, RODCs are not possible. If you need an RODC, complete the previous steps on a
member server in a domain where domain controllers already exist.

¢ Enter P@sswOrd for the password (do not use P@sswOrd for a live server).

P Active Directory Domain Services Configuration Wizard

Select functional level of the new forest and root domain
Forest functional level: Windows Server 2012 R2

Domain functional level:

Specify domain controller capabilities

Domain Name System (DNS) server
V| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password
Password: sssccccene

Confirm password: sssccccene

More about domain controller options

\Windows Server 201282 v

TARGET SERVER
SybexServer

Cancel

At the additional options screen, accept the default NetBIOS domain name and click Next.

Then click Next.
FIGURE 7.6
Domain
Controller Options Domain Controller Options
Deployment Configuration
DNS Options
Additional Options
Paths
Review Options
Prerequisites Check
18. At the DNS screen, click Next.
19.
20. At the Paths screen, accept the default file locations and click Next.
21.

At the Review Options screen (see Figure 7.7), verify your settings and click Next. At this
screen, there is a View Script button. This button allows you to grab a PowerShell script based

on the features you have just set up.
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FIGURE 7.7
Review Options screen
Review Options

Deployment Cenfiguration

Domain Controller Options
DNS Options

Additional Options

Paths

Re

Options

erequisites Check

P Active Directory Domain Services Configuration Wizard - m} X

TARGET SERVER
SybexServer

Review your selections:
Configure this server as the first Active Directory domain controller in a new forest.
The new domain name is “StormWindAD.com”. This is also the name of the new forest.
The NetBIOS name of the domain: STORMWINDAD
Forest Functional Level: Windows Server 2012 R2
Domain Functional Level: Windows Server 2012 R2
Additional Options:

Global catalog: Yes

DNS server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate
additional installations

Moré aj:c’ut mstaj\ahch ppi\crwi

22. At the Prerequisites Check screen, click the Install button (as long as there are no errors).
Warnings are OK just as long as there are no errors (see Figure 7.8).

FIGURE 7.8
Prerequisites
Check screen

Prerequisites Check

. Active Directory Domain Services Configuration Wizard - [m] *

TARGET SERVER
SybexServer

l @ Al prerequisite checks passed successfully. Click Install’ to begin installation.

Show more x

Deployment Configuration

Domain Controller Options
DNS Opticns

Additional Options

Paths

Review Options

Prerequisites Check

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Rerun prerequisites check

(») View results

1. Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain “StormWindAD.com”. Otherwise, no action is required.

& If you click Install, the server automatically reboots at the end of the promotion operation.

Miore about prereguisites

Cancel

Next >

23.
administrator.

24.
25.
26.
27.

Close Server Manager.

Close the Administrative Tools window.

After the installation completes, the machine will automatically reboot. Log in as the

Click the Start button on the keyboard and choose Administrative Tools.

You should see new MMC snap-ins for Active Directory.
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In Exercise 7.3, you will learn how to install Active Directory on a Server Core installation.
You will use Windows Server 2022 Datacenter Server Core. Before actually installing AD DS, you
will learn how to configure the computer name, the time, the administrator password, and a
static TCP/IP address, and then you will install DNS.

Exercise 7.3 will have you install Active Directory onto a Datacenter Server Core server using
Microsoft PowerShell. If you need to install Active Directory onto any Windows Server 2022
server using PowerShell, it’s the same steps in this exercise.

1.

& unk wN

13.
14.

15.
16.

17.

EXERCISE 7.3 Installing AD DS on Server Core Using PowerShell

At the Server Core command prompt, type cd\windows\system32 and press Enter.
Type timedate.cpl and set your date, local time zone, and time. Click OK.

Type Netsh and press Enter.

Type Interface, and press Enter.

Type IPv4, and press Enter.

Type Show IP and press Enter. This will show you the current TCP/IP address and the
interface with which the TCP/IP address is associated.

On my setup, interface 12 is my Ethernet interface. To change this interface, type the
following command and press Enter:

Set address name="12" source=static address=192.168.0.165 mask=255.255.255.0
gateway=192.168.0.1

Tused 192.168.0.x for my address. You can replace the address, mask, and gateway based on
your local settings.

Type Show IP and press Enter. You should see that the new address is now manual and set to
the IP address you set.

. Type Exit and press Enter.
10.
11.
12.

Type Net User Administrator * and press Enter.
Type in your password and then confirm the password. I used P@ssw0rd for my password.

Type the following command and press Enter:

Netdom renamecomputer %computername% /newname:ServerA

Type Y and press Enter.

Type Shutdown /R /T 0 and press Enter. This will reboot the machine. After the reboot, log
back into the system.

Type PowerShell and press Enter.

At the PowerShell prompt, type Add-WindowsFeature DNS and press Enter. This will add
DNS to the server.

At the PowerShell prompt, type Add-WindowsFeature AD-Domain-Services and
press Enter.
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18.
19.
20.
21.

22,

At the PowerShell prompt, type Import-Module ADDSDeployment.
At the PowerShell prompt, type Install-ADDSForest.
Type in your domain name and press Enter. I used Sybex.com.

Next you will be asked for your Safe mode administrator password. Type in P@sswOrd and
then confirm it.

Type Y and press Enter.

Active Directory will install, and the machine will automatically reboot.

Now that we have installed Active Directory onto two different types of systems, let’s take a

look at how to install an RODC. In Exercise 7.4 I will show you how to add a RODC to a domain.

To do this exercise, you need another domain controller in the domain.

1.

10.
11.
12.
13.
14.
15.

16.

EXERCISE 7.4 Creating an RODC Server

Install the Active Directory Domain Services by clicking the Add Roles And Features link in
Server Manager’s Dashboard view.

. At the Before You Begin screen, click Next.

. The Select Installation Type screen will be next. Make sure that the Role-Based radio button is

selected and click Next.
At the Select Destination Server screen, choose the local machine. Click Next.

At the Select Server Roles screen, click the check box for Active Directory Domain Services.

. After you check the Active Directory Domain Services box, a pop-up menu will appear asking

you to install additional features. Click the Add Features button.
Click Next.

. At the Select Features screen, accept the defaults and click Next.

Click Next at the information screen.

Click the Install button at the Confirmation Installation screen.

The Installation Progress screen will show you how the installation is progressing.

After the installation is complete, click the Close button.

On the left side window, click the AD DS link.

Click the More link next to Configuration Required for Active Directory Domain Services.

Under the Post-Deployment Configuration section, click the Promote This Server To A Domain
Controller link.

At this point, you will configure this domain controller. You are going to install a new domain
controller in an existing domain. At the Deployment Configuration screen, choose Add A
Domain Controller To An Existing Domain. You then need to add the name of another domain
controller in that domain.

H vanet wor k. comr
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17. Atthe Domain Controller Options screen, set the following options:
& Verify that the RODC check box is checked.
¢ DPassword: P@sswOrd
Then click Next.

18. At the Paths screen, accept the default file locations and click Next.

19. At the Review Options screen, verify your settings and click Next. At this screen, there is a
View Script button. This button allows you to grab a PowerShell script based on the features
you have just set up.

20. At the Prerequisites Check screen, click the Install button (as long as there are no errors).
Warnings are OK just as long as there are no errors.

21. After the installation completes, the machine will automatically reboot. Log in as the
administrator.

22. Close Server Manager.

Installing Additional Domain Controllers by Using Install from Media

There may be times when you need to install additional domain controllers without having a lot
of additional replication traffic. When you can install a domain controller without the need for
additional replication traffic, the installation is much quicker. This is the perfect time to install an
additional domain controller by using the install from media (IFM) method.

Windows Server 2022 allows you to install a domain controller using the IFM method by
using the Ntdsutil or PowerShell utility. The Ntdsutil and PowerShell utilities allow you to
create installation media for an additional domain controller in a domain. One issue that you
must remember is that any objects that were created, modified, or deleted since the IFM was
created must be replicated. Creating the IFM close (timewise) to the installation of the domain
controller guarantees that all objects will be created at the time the domain controller is installed.

One other way that you can also create the IFM is by restoring a backup of a similar domain
controller in the same domain to another location.

Verifying Active Directory Installation

Once you have installed and configured Active Directory, you'll want to verify that you have
done so properly. In the following sections, you'll look at methods for doing this.

Using Event Viewer

The first (and perhaps most informative) way to verify the operations of Active Directory is to
query information stored in the Windows Server 2022 event log. You can do this using the
Windows Server 2022 Event Viewer. Exercise 7.5 walks you through this procedure. Entries seen
with the Event Viewer include errors, warnings, and informational messages.

NOTE To complete the steps in Exercise 7.5, you must have configured the local machine as a domain
controller.
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1.
2.
3.
4.

5.

8.

EXERCISE 7.5 Viewing the Active Directory Event Log

Open Administrative Tools by pressing the Windows key and choosing Administrative Tools.
Open the Event Viewer snap-in from the Administrative Tools program group.
In the left pane, under Applications And Services Logs, select Directory Service.

In the right pane, you can sort information by clicking column headings. For example, you can
click the Source column to sort by the service or process that reported the event.

Double-click an event in the list to see the details for that item. Note that you can click the Copy
button to copy the event information to the Clipboard. You can then paste the data into a docu-
ment for later reference. Also, you can move between items using the up and down arrows. Click
OK when you have finished viewing an event.

Filter an event list by right-clicking the Directory Service item in the left pane and selecting
Filter Current Log. Note that filtering does not remove entries from the event logs—it only
restricts their display.

To verify Active Directory installation, look for events related to the proper startup of Active
Directory, such as Event ID 1000 (Active Directory Startup Complete) and 1394 (Attempts To
Update The Active Directory Database Are Succeeding). Also, be sure to examine any error or
warning messages because they could indicate problems with DNS or other necessary services.

When you've finished viewing information in the Event Viewer, close the application.

GAINING INSIGHT THROUGH EVENT VIEWER

Despite its simple user interface and somewhat limited GUI functionality, the Event Viewer tool can
be your best ally in isolating and troubleshooting problems with Windows Server 2022. The Event
Viewer allows you to view information that is stored in various log files that are maintained by the
operating system. This includes information from the following logs:

Application Stores messages generated by programs running on your system. For example,
SQL Server 2012 mightreport the completion of a database backup job within the Applicationlog.

Security Contains security-related information as defined by your auditing settings. For
example, you could see when users have logged onto the system or when particularly sensitive
files have been accessed.

System Contains operating system-related information and messages. Common messages
might include a service startup failure or information about when the operating system was last
rebooted.

Directory Service Stores messages and events related to how Active Directory functions.
For example, you might find details related to replication here.

DNS Server Contains details about the operations of the DNS service. This log is useful for
troubleshooting replication or name-resolution problems.

Other Log Files Contain various features of Windows Server 2022 and the applications that
may run on this operating system, which can create additional types of logs. These files allow
you to view more information about other applications or services through the familiar Event
Viewer tool.
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Additionally, developers can easily send custom information from their programs to the Application
log. Having all of this information in one place really makes it easy to analyze operating system and
application messages. Also, many third-party tools and utilities are available for analyzing log files.

Although the Event Viewer GUI does a reasonably good job of letting you find the information you
need, you might want to extract information to analyze other systems or applications. One espe-
cially useful feature of the Event Viewer is its ability to save a log file in various formats. You can
access this feature by clicking Action > Save As. You'll be given the option of saving in various for-
mats, including tab- and comma-delimited text files. You can then open these files in other applica-
tions (such as Microsoft Excel) for additional data analysis.

Overall, in the real world, the Event Viewer can be an excellent resource for monitoring and trouble-
shooting your important servers and workstations.

In addition to providing information about the status of events related to Active Directory, the
Event Viewer shows you useful information about other system services and applications. You
should routinely use this tool.

Using Active Directory Administrative Tools

After a server has been promoted to a domain controller, you will see that various tools are
added to the Administrative Tools program group, including the following:

Active Directory Administrative Center This is a Microsoft Management Console (MMC)
snap-in that allows you to accomplish many Active Directory tasks from one central location.
This MMC snap-in allows you to manage your directory services objects, including doing the
following tasks:

¢ Reset user passwords

Create or manage user accounts
Create or manage groups

Create or manage computer accounts

Create or manage organizational units (OUs) and containers

* & 6 o o

Connect to one or several domains or domain controllers in the same instance of
Active Directory Administrative Center

¢ Filter Active Directory data

Active Directory Domains and Trusts Use this tool to view and change information related
to the various domains in an Active Directory environment. This MMC snap-in also allows
you to set up shortcut trusts.

Active Directory Sites and Services Use this tool to create and manage Active Directory
sites and services to map to an organization’s physical network infrastructure.

Active Directory Users and Computers User and computer management is fundamental for
an Active Directory environment. The Active Directory Users and Computers tool allows you
to set machine- and user-specific settings across the domain. This tool is discussed throughout
this book.
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Active Directory Module for Windows PowerShell

Windows PowerShell.

A good way to make sure that Active Directory is accessible and functioning properly is to
run the Active Directory Users and Computers tool. When you open the tool, you should see a
configuration similar to that shown in Figure 7.9. Specifically, you should make sure the name of
the domain you created appears in the list. You should also click the Domain Controllers folder
and make sure that the name of your local server appears in the right pane. If your configuration
passes these two checks, Active Directory is present and configured.

Windows PowerShell is a command-line
shell and scripting language. The Active Directory Module for Windows PowerShell is a
group of cmdlets used to manage your Active Directory domains, Active Directory
Lightweight Directory Services (AD LDS) configuration sets, and Active Directory Database
Mounting Tool instances in a single, self-contained package. The Active Directory Module for
Windows PowerShell is a normal PowerShell window. The only difference is that the Active
Directory PowerShell module is pre-loaded when you choose the Active Directory Module for

FIGURE 7.9
Viewing Active Directory
information using the

_: Active Directory Users and Computers

File Action View Help

Active Directory Users o[ 3 HE TRETa%R
and Computers tool | Active Directory Users and Comp|| Name Type
. Saved Queries [ Saved Queries
v M StormWindAD.com F3StormWindA.. Domain
Builtin
| Computers

2| Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accoun

Users

Folder to store your favo..

Testing from Clients

The best test of any solution is simply to verify that it works the way you had intended in your
environment. When it comes to using Active Directory, a good test is to ensure that clients can
view and access the various resources presented by Windows Server 2022 domain controllers. In
the following sections, you'll look at several ways to verify that Active Directory is functioning

properly.
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VERIFYING CLIENT CONNECTIVITY

If you are unable to see the recently promoted server on the network, there is likely a network
configuration error. If only one or a few clients are unable to see the machine, the problem is
probably related to client-side configuration. To fix this, make sure that the client computers have
the appropriate TCP/IP configuration (including DNS server settings) and that they can see
other computers on the network.

If the new domain controller is unavailable from any of the other client computers, you
should verify the proper startup of Active Directory using the methods mentioned earlier in this
chapter. If Active Directory has been started, ensure that the DNS settings are correct. Finally, test
network connectivity between the server and the clients by accessing the network or by using the
ping command.

JOINING A DOMAIN

If Active Directory has been properly configured, clients and other servers should be able to join
the domain. Exercise 7.6 outlines the steps you need to take to join a Windows 7, Windows 8/8.1,
or Windows 10 computer to the domain.

To complete this exercise, you must have already installed and properly configured at least
one Active Directory domain controller and a DNS server that supports SRV records in your
environment. In addition to the domain controller, you need at least one other computer, not
configured as a domain controller, running one of the following operating systems: Windows 7,
Windows 8, Windows 8.1, Windows 10, Windows 11, Windows Server 2008, Windows Server
2008 R2, Windows Server 2012, Windows Server 2012 R2, or Windows Server 2016/2019/2022.

Once clients are able to join the domain successfully, they should be able to view Active
Directory resources using the Network icon. This test validates the proper functioning of Active
Directory and ensures that you have connectivity with client computers.

NOTE Exercise 7.6 is being done from a Windows 10 Enterprise computer.

EXERCISE 7.6 Joining a Computer to an Active Directory Domain

1. Right-click on the Start menu and choose System.
2. Go to the section called Computer Name. On the right side, click the Change Settings link.

3. Next to the section To Rename This Computer Or Change Its Domain Or Workgroup, click the
Change button.

4. In the Member Of section, choose the Domain option. Type the name of the Active Directory
domain that this computer should join. Click OK.

5. When prompted for the username and password of an account that has permission to join com-
puters to the domain, enter the information for an administrator of the domain. Click OK to
commit the changes. If you successfully joined the domain, you will see a dialog box welcoming
you to the new domain.

6. You will be notified that you must reboot the computer before the changes take place. Select Yes
when prompted to reboot.
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Creating and Configuring Application Data Partitions

Organizations store many different kinds of information in various places. For the IT depart-
ments that support this information, it can be difficult to ensure that the right information is
available when and where it is needed. Windows Server 2022 uses a feature called application data
partitions, which allows system administrators and application developers to store custom
information within Active Directory. The idea behind application data partitions is that since you
already have a directory service that can replicate all kinds of information, you might as well use
it to keep track of your own information.

Developing distributed applications that can, for example, synchronize information across an
enterprise is not a trivial task. You have to come up with a way to transfer data between remote
sites (some of which are located across the world), and you have to ensure that the data is
properly replicated. By storing application information in Active Directory, you can take advan-
tage of its storage mechanism and replication topology. Application-related information stored
on domain controllers benefits from having fault-tolerance features and availability.

Consider the following simple example to understand how this can work. Suppose your
organization has developed a customer Sales Tracking and Inventory application. The company
needs to make the information that is stored by this application available to all of its branch
offices and users located throughout the world. However, the goal is to do this with the least
amount of IT administrative effort. Assuming that Active Directory has already been deployed
throughout the organization, developers can build support into the application for storing data
within Active Directory. They can then rely on Active Directory to store and synchronize the
information among various sites. When users request updated data from the application, the
application can obtain this information from the nearest domain controller that hosts a replica of
the Sales Tracking and Inventory data.

Other types of applications can also benefit greatly from the use of application data partitions.
Now that you have a good understanding of the nature of application data partitions, let’s take a
look at how you can create and manage them using Windows Server 2022 and Active Directory.

Creating Application Data Partitions

By default, after you create an Active Directory environment, you will not have any customer
application data partitions. Therefore, the first step in making this functionality available is to
create a new application data partition. You can use several tools to do this:

Third-Party Applications or Application-Specific Tools Generally, if you are planning to
install an application that can store information in the Active Directory database, you'll
receive some method of administering and configuring that data along with the application.
For example, the setup process for the application might assist you in the steps you need to
take to set up a new application data partition and to create the necessary structures for
storing data.

NOTE Creating and managing application data partitions are advanced Active Directory-related
functions. Be sure that you have a solid understanding of the Active Directory schema, Active Direc-
tory replication, LDAP, and your applications’ needs before you attempt to create new application data
partitions in a live environment.
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Active Directory Service Interfaces ADSI is a set of programmable objects that can be
accessed through languages such as Visual Basic Scripting Edition (VBScript), Visual C#,
Visual Basic .NET, and many other language technologies that support the Component Object
Model (COM) standard. Through the use of ADSI, developers can create, access, and update
data stored in Active Directory and in any application data partitions.

The LDP Tool You can view and modify the contents of the Active Directory schema using
LDAP-based queries. The LDP tool allows you to view information about application data
partitions.

Ldp.exe is a graphical user interface (GUI) tool that allows an administrator to configure
the Lightweight Directory Access Protocol (LDAP) directory service. Administrators have the
ability to use the LDP tool to administer an Active Directory Lightweight Directory Services
(AD LDS) instance. To use the LDP tool, you must be an administrator or equivalent.

Ntdsutil The ntdsutil utility is the main method by which system administrators create
and manage application data partitions on their Windows Server 2022 domain controllers.
This utility’s specific commands are covered later in this chapter.

NOTE Creating and managing application data partitions can be fairly complex. Such a project’s suc-
cess depends on the quality of the architecture design. This is a good example of where IT staff and
application developers must cooperate to ensure that data is stored effectively and that it is replicated
efficiently.

You can create an application data partition in one of three different locations within an Active
Directory forest:

¢ Asanew tree in an Active Directory forest.
¢ Asachild of an Active Directory domain partition.

For example, you can create an Accounting application data partition within the Finance
.MyCompany . com domain.

¢ Asa child of another application data partition.
This method allows you to create a hierarchy of application data partitions.

As you might expect, you must be a member of the Enterprise Admins or Domain Admins
group to be able to create application data partitions. Alternatively, you can be delegated the
appropriate permissions to create new partitions.

Now that you have a good idea of the basic ways in which you can create application data
partitions, let’s look at how replicas (copies of application data partition information) are
handled.

Managing Replicas

A replica is a copy of any data stored within Active Directory. Unlike the basic information that is
stored in Active Directory, application partitions cannot contain security principals. Also, not all
domain controllers automatically contain copies of the data stored in an application data
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partition. System administrators can define which domain controllers host copies of the applica-
tion data. This is an important feature because, if replicas are used effectively, administrators can
find a good balance between replication traffic and data consistency. For example, suppose that
three of your organization’s 30 locations require up-to-date accounting-related information. You
might choose to replicate the data only to domain controllers located in the places that require
the data. Limiting replication of this data reduces network traffic.

Replication is the process by which replicas are kept up-to-date. Application data can be stored
and updated on designated servers in the same way basic Active Directory information (such as
users and groups) is synchronized between domain controllers. Application data partition
replicas are managed using the Knowledge Consistency Checker (KCC), which ensures that the
designated domain controllers receive updated replica information. Additionally, the KCC uses
all Active Directory sites and connection objects that you create to determine the best method to
handle replication.

Removing Replicas

When you perform a demotion on a domain controller, that server can no longer host an applica-
tion data partition. If a domain controller contains a replica of application data partition informa-
tion, you must remove the replica from the domain controller before you demote it. If a domain
controller is the last machine that hosts a replica of the application data partition, then the entire
application data partition is removed and will be permanently lost. Generally, you want to do
this only after you're absolutely sure that your organization no longer needs access to the data
stored in the application data partition.

Using ntdsutil to Manage Application Data Partitions

The primary method by which system administrators create and manage application data
partitions is through the ntdsutil command-line tool. You can launch this tool simply by entering
ntdsutilatacommand prompt. The ntdsutil command is both interactive and context sensitive.
That is, once you launch the utility, you'll see an ntdsutil command prompt. At this prompt, you
can enter various commands that set your context within the application. For example, if you
enter the domain management command, you'll be able to use domain-related commands.
Several operations also require you to connect to a domain, a domain controller, or an Active
Directory object before you perform a command.

NOTE For complete details on using ntdsutil, see the Windows Server 2022 Help and Sup-
port Center.

Table 7.3 describes the domain management commands supported by the ntdsutiltool. Youcan
access this information by typing in the following sequence of commands at a command prompt:

ntdsutil
domain management
Help
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TABLE 7.3

NTDSUTIL DOMAIN MANAGEMENT COMMAND

Helpor ?

Connection or Connections

Create NC PartitionDistinguishedName DNSName

Delete NC PartitionDistinguishedName

List NC Information PartitionDistinguishedName

List NC Replicas PartitionDistinguishedName

PrecreatePartitionDistinguishedNameServerDNSName

Rem