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Mac and iOS Triage Data

OS Version

Identifying Information

Install Time

Time Zone
Network Configuration

User Accounts

FORS518.2 | Mac and 105 Forensic Analysis and Incdent Response &

Extracting triage data from Mac and 105 can be both very similar and completely different. In this module, we wrill
extract the basics of each system to get an idea of what we are locking at to include OF versions. configurations,
and identifving information

[=3]
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MacOS and i10S Information —Version and Serial Number

ISystem/Library/CoreServices/SystemVersion.plist

+ Root Dictionary B items)
ProductBuildVersion String 21A559
ProductCopyright String 1983-2021 Apple Inc.
ProductName Siring macDS
ProductUserVisibleVersion String 12.0.1
ProductVersion String 12.0.
I0SSupportVersion Siring 16.0

Databasa Su1mlum E_mws:_a Data Edit A

Device Serial Number nhie SNEENE Bl s New

* Location Database - e Eeeeme _
cache encryptedA.db and others! i e P

| WiLocrtin 2236.0.11 COZSREVYHETR
FOR518.2 | Mac and 105 Forensic Analysis and Incident Response 7

The SystenWVersion.plist property list located inthe /Systenm/Library/CoreSsrvicesa/ directory
comtains the system version and build information.

In the example above, the system name and version 13 macOS 12.0.1, while the build version 13 21A559.
The Mac's serial number can be found by extracting it from a live system, perhaps from the system profiler cutput

On newer versions of macOS, it can be found in a variety of different databaszes. The example shown above 13 from
the cache eneryptedA db location database. It will nsually be found in 3 small table named TableInfo

© 2022 Sarah Edwards 7



Mac System Installation

oocmpa@MBP-M1 - % stat -x Jprivate/var/do/.AppleSetupbons : '_"':'l_“u :I'!‘__':"b_“ ry
File: “"/privete/var/db/.AppleSetupbone” b Bl i
Size: & FileType: Regular File —'-'-::T"-‘"'-'- 'r:=-='--" ;.-.m i
Moda (BaRd/-r—————I] Lid: [ e/ root) Gid ke Fils e L e
Device: 1,14 Inode: 236433 Links: 21 Rl TOE sxring
Aceess: 5un Nov 22 16:31:38 2824 mie Sning e P32y St
Modify: Sun Nov 22 18:36:65 2826 i B e
Change: Sat Mov 13 @8:85:35 2821 feom 2 Oictioeary (¥ fhee
T 3 Rictanaiy =
* N & Disckanare f
= ¥ S DTNy (i
Iprivate/var/db/_AppleSetupDone s mem Desenary |
» fawen F irsnnary | F rewr=m
* Ren B Dimtecnary i -
- . e S Dictiorary T
' wwew 18 Dicidpruary
/private/var/db/softwareupdatefjournalplist [N e
ISP DHCHI TR . Bcinmmn
™, ot veereliodein fcziman 1
fpnmefmﬂ%f'nmjl_log :-lm;n-l- Dais M3 1-11-13T 13 B ART
o hu ity Siviny EASLL LIFRATE 3 TABEE_ful_t3 o
P i R Bhiiny
e Brilng O 1 2
b Eiving (FX-R

loompa@MBP-M1 ~ % cat fprivate/var/flog/install.log| grep "Installed) \"macOS"
20821-11-13 @7:41:17-85 MBP-M1 system installd[1648]: Installed "macOS Monterey" (12.@8.1)

FORS518.2 | Mac and 105 Forensic Analysis and Incdent Response #

An original system setup/registration date may be found as the accesz‘'modification date for the
.EppizS=zcupDcons file located inthe /orivate/var/db/ directory. The change time 1z likely the last
installation of a system update.

The macOS installation date miay be able to be found inthe Sn=t=211, Jog files located in the fvar /Jog
directory if the older files have not been turned over. These dates are when different versions of mac08 were
installed after the criginal installation

There may be a difference in timestamp time zones. as the original time zone for all Maes 1= Cuperting, CA time.
before the vzer sets up their own time zone.

Ancther file worth locking atis /private/var/db/softwareundate/journal .plist —this may show
vou detailed installation timestamps for system software.

8 © 2022 Sarah Edwards



Mac Time Zone Setting: Static vs. Location Services

letcllocaltime and /Library/Preferences/.GlobalPreferences.plist

-aP-!I. n. -1u J.:u'.l.-'DJ:vlruuﬂcln'.iL-JJ.-ra-l:l-l--.-n.an
preteebee L fout whwel 817 JaiD2E-LSdS LLSesgPERferintnsl (BlobAlPE T ntunpa . plleL Warning: When switching between
toomappdll M1 - % pluzil -p folbrary Prefarenassy Ol csal FEerprentes, pllst St‘.iltif_ ill'ld |0CEI:'IEI!'I SEMEE. d'l'E

¥ -GlobalPreferences.plist may not

B el %
| necessarily update.
*agplsLocels® =3 Tmn_UEn
sappleTeatiirneiion” == W
"eom_ apple. dppledndess tting ool . LastEnunt ryCases = *Op"
“gommpole, ColorSync Beyvicue® == “/Libracy/CachaiiColarsy
"oom. mppie, prefarencen, tirarnns  naw, aelected cItyt o TE
“gom . ppple, profurencos. tivesand solectad shty" = 4
"RppdsMApTOT o TEERLxwt
3
“rom.apple, TimefonePres, Last_ Bs idoted Caty® == |
® =p “EA.11BAG
1 b B aVRA9E™
oy Y

g bl e * Check /Library/Preferences/

§ = "Frankfuey® S D Biiei b S

oI iipi com.apple.timezone.auto.plist

T e :Erinh:u.:u' i X y . . ya
o r:.;:;:'ru 18,8  |If Eﬁﬂblﬁd, Active |
1

T
FORS518.2 | Mac and 105 Forensic Analysis and Incdent Response ¢

The link to the file located in /fetc/localcime contains the current ime zone value for the system. In the
zcreenshot vou can see the local time zone 13 set for New York or the Eastern Time zone. The
.GlobalPraferences property listlocated in the /Library/Praferences’ directory contains the time
zone configuration data. The time zone is set for Frankfisrt Germany. This is a good example of this plist not
vpdating after switching from using location services (antomafic time zone updates) to a static location:

The com.apple.timezons.auto.plist can be nsed to determine if location services are being used.

If the uzer has location settings tumed on, it will nse Wi-Fi access point beacons to determine where the nseris. The
coordinates in the plist are nsually a city center if the nser selects a specific city (in thiz example, Frankfurt) or
zomewhat closer if the vser iz using location services.
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iOS Information
Backup/File System Acquisition =

= Info.plist {Hostname™odel/iOS Version/Serial Number/UDIDY) ppm T i e i e

1 s EFe

oo e AR s Lrea ERLL LT D R P T D PR EE BT IR ST
H Arrm o haheed rr e g [ . ECTUTEI T2 BE AL 3 P AL 1 TRARE L
Physical Image o =5 ey
thmaw sem sl a-Svan My DL-bEC B E BRI RRT L R L PR B R PR P b
RIS LR Frs SRR oLt el PR TR VRETFTEIY RT TRTE L 1T PR e R

« generallog Header . !

* /logsfAppleSupport! or /mobile/Library/Logs/AppleSupport/
(Model, i05 Version, Serial Mumber)
* activation_record.plist or wildcard_record plist

* (privatefarfcontainers/Cat/System/<GLID=/Library/activation_r
ecords’

« (UDID, IMEI, Model, Serial)

com.apple_purplebuddy.phist : 3

* i05 Device Setup Process

i
P BOECESAS T17SEITE GOGCEENL[|] <

 3B31343F 30373235 230040 | Tdw i
FAESHFGE 55514022 PBGLPATZE || "Phonebuberkoti ficoft onliRL”

B fERIGFED JRE4BLME BIGICETS| htvps!Sfalbert opple. com/devices
A, A2INEES 7IEARTIGC AETS6EDEZ | ervices/phoneHome .-iﬁ'ﬂ-

£ JERASEE SATIRFOS TO63 7454
AAAG2 255 EEEEI?l?S- (ATE L

{"report":"Device Software Diagnostic Log","serial":"G&TVLBICICLY","os_build":"iPhone 05 14.2
{18892)"  “updated":"2628-11-18 12:11:82 -G588", "model":"iPhoneld, 4", "version":4, "ingtallad":
"2020-89-22 11:36:48 -8480"}

FOR518.2 | Mac and 105 Forensic Analysis and Incident Response 10

Simple device information such as model, 108 version, device serial pumber, UDID, and hostname can be foond in
a variety of locations, depending on whether von have a file system /backnp acquizition or a full physieal image.

On backups or file system acquisitions_ this information can easily be found in the Tnfo . pliat that is created.
Some acquisition tools do not necessarily call this the TnFo.plist , but they should have a similar file
comtaining the identifying information for the device.

On physical images_this information 13 stored in many files:

+  The model, 108 version. and zertal number can be found in the general . 1og file located 1n
flogs/EppleSupport/ of fmokbile/Likbrary/Logs/AppleSupport/ as the header of the log
file.

* The UDID canbefoundmthe activation record.plist ot wildcard record.plist file
located in the )'pr"nr'ate.fvar!contamers!Data.fSystema’{GUID}ﬂ_lbraryfactwanan_r'ecnrdsf directory as
embedded data in the ZecountToken key.

fMeprivatefvar] /mobile/Tibrary/Freferences/com. apple.purplepuddy.plist
The com.arple.purplebuddy.plist can be viewed to determine the device setup information, including

the original locale, setup time, and device hardwrare model. This purplebuddy setup process is where the pser
configures all items about their devices, including their passcode, locale, keyvchain, Wi-Fi_ ete:

10 © 2022 Sarah Edwards



i0S Cellular Info: com.apple.commcenter.data_plist

SIM/ESIM Info — ICCIDs & potential Phone |~ ™ _ ety :
w iinigin-plm-takssd-grarm Disdlanary ¥
MNumbers B2 1H83C- 1FI0-A001- AEHE-S25C50. OO Ducuanary
unigue-sim-label-store (t=): TALSOONE-3O70-AIE0-AIEF-ATFITEIE AR Dietiomary |
« 5IM Added w BIOC1S03-1447-2HGE-UO0S- TRIFATADEA7Y  Dictionary 1 e
f g Sming
PersonalWallet (is): . S ST
* General Last Usage (w/Caveats) - Bhimbe 3. B8 000647
Also Review: /private/var/wireless/Library/ FersonabtySiots Array 1 g
Databases/Cellularlsage.db = Fununili Cclonary, 7 i
T ESaLi Dcdlonary 1 fien=)
- EEAA P Crcdionary T sy
{:ll‘”ulf:ﬂ e | Dictinnnry 1 R
w infeE Deetignary 1
v String ac o
bl Smng FIDC 4T3 18T AUEE-B004 - THIFAADGETE
Babarl—ct-cordfivmeng flcéedn 1

slizabied_ g Bocean

] Hiociaar

Tpe Sming B
FEEASIOT Dot ianaly 1 s
E5aL2001 Ddctionary | fnm)
i 14104 Dacdinnary 1 amisj

2a704719c Ductionary. T finm

Phy=ical
‘private/var/wirseleas/library/Preferences/com. apple..comcenter .dats.plist
Backup: /wireleas/library/Preferencea/com.apple.commeenter. .data.pliatc

The com.gpple.commoenter . data.plist can be viewed to determine the current and historical ICCID,
Phone Numbers, and carner information.

Be careful of the timestamps; some timestamps may not necessarily reflect expected SIM pzage.
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i0S Cellular Info: com.apple.commcenter.plist (Backup & FFS)

w Roall i inmasy [RRRLT, LT Carrigr2bundieMame Siring EIB0E
|t o S igtAe o Humbar an intarmationalinamingE BGE Boclman 1
Hedtiodste Dale 2014-08- 23731130042 Ennancot QMLinkStataRagistration Bnoiaan 1

Ennanca, M LInkQuakiyFangarfrimBAa,,, Raciaan 1
HosTngktigratianDone Bolnan 1
* Fremedardces Dictiorwey 11 lem Erfancec MLInkPowerCostiegialist..  Bocean i
|.1tnhg-|:§n-m-n-m‘m-m Hurrsr 1 Prioveumber ChargeReosr Boeteai 1
- i A iy LagtKnowniCEIE Siring a50141
» s
Ll
LI SacordPanesumborchangaRopart Bocaan 1
i

MetwarkPhonsMumbanCiD

Siring AF141

LASD Nextipdnte 2021-02-21T22 45482

w ELocaiMuitiSimPrelemencesiey Dictionary |3 iferm
bataBsmiceid ey Siring HBG141
EVorcaSemicoidkay Siring B4
=,
Ty BASEI03 ¥ eAetiveSimiListay Array 11w
v EO4AT08 D Inmary cam apple carrier_2 Sitring 52506
3 ga443090 Dot SatorlPhansdumber Siring
LostKnowhSeesingMee  Mumber 390
Enhancadl C4iDataTranstarTimaRogiste,,, Bodiaan [ LastdnoswnSaryimgMnc2 Humber ABdi
SaquaoiaPuskToken String Era8doniBEaGase thc1dy 7 G
Eribarmedl Q8D utaS balBe g airation Hemilaat il Enhancesl QM Tral i lassRagistratian Enciaan 1 1

FOR518.2 | Mac and 1O5 Forensic Analysiz and Indident Response

Physical: /private/var/wireless/Library/Prefersenges/comn.apple. commcenter.plist
Backup: /wirselsas/Library/Preferences/com. appls.comucenter.plist

The com.zsprple.commoenter.plist can be viewed to determine the phone number, carrier, IMEI, and

ICCID information Thas plist file may also contain carrier information. The “CarrierBundleName™ can be nsed to
zearch for the carrier on hitpsworw.mec-mnc com/. For example. 310410 belongs to the AT&T network.

12 © 2022 Sarah Edwards



Additional iOS Backup Triage: com.apple.springboard.plist
* iOS Version, Locale, Device State...and more!
SBRecentLocale String en-US
SBLastSystemVersion String 18892
SBDeviceWipeEnabled Boolean s 1
Mo Sarvice B A3 pm P
& Settings Touch D & Passcode
Erase Data (
FlashlightLevel Number 1

FOR518.2 | Mac and 105 Forensic Analysis and Incident Response 13

Location: [ /privatefvarl/mobile/Library/Preferences/com. applie.apringboard.piiat
Various Springboard and interface-related items are stored in this plist file

Additional 108 triage information can be found inthe com.apple.springbesrd.pliat file. The locale
setting (SBEEecentLocals) can provide native location-based information. In this example, it iz “en-TS5". The

zearched to determine the aumerical OF version (142}

The SBDeviceWipeEnahled key determines if the nzer zet the “Eraze Diata™ option in their “Tonch 1D and
Pazscode™ sethings to wipe the device after 10 failed attempts at the passcode.

And just as an added bonus, it does keep some seemingly random settings as well, like what level the Flashlioht is
zet to!

© 2022 Sarah Edwards 13




Networik Interfaces and System Model
Mac: /Library/Preferences/SystemConfiguration/Networkinterfaces. plist
i0S Physical: /private/var/preferences/SystemConfiguration/Networkinterfaces.plist
L2 Tywe L
w Rpgw Cctmnary 1
imar Batay
[T Ty
Kl Femiass WA =
| T EUE
Hlfanitin Srnines s B
1 Klrder i Ya v retw Thing -
: e Ty st 4
; K r-w".m.nr_- T E i
- o em e
[ ilrethblrich Shmg IChereei e e PP e [PCI B0 sysa 40T EF 1209 |08 DESERA T e P B J60ve=0
| L. l:‘l.w.nri"irlnni'h l:n::h-nrf | et
Fham iy TH S|
wlam 3 by
e Fy i ey
Wi [ o
& b i Gl
" w7 [ A Nem
[ TS g e L]
WLt b i ining -
ilrnerintalyne i L]
b bt
A e} = L
Kimattdkirh LU U O O W T T 1 PO R L ke ST 1) 7 SR T LT | O L B W R P H L O s WS DG TR ] S DO v s 0
B LT T VT LB T g T

The HetworkInterfaces.plist file located inthe Syatemfonfiguration directory contains the
network interfaces for the system

Each network interface on the system will have an Ttem key. There are two interfaces highlighted in the above
screenshot

“Item 07isthe Wi-Fiinterface on enl) while “Trem 77 iz a USB-C hob that contains a network port that was
attached to the system.

Each interface will contain a description such as “IEEES02 . 117 or “Ethernet™, as well as the npnique MAC
address for each interface,

Finally, there i3 a Model key that shows the model of the system (Le. MacBookProl3.2). This can be searched for
on “https=“support apple com/en-usHT2013007 to determine the actoal model information

14 © 2022 Sarah Edwards
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L] L]
Network Information: Configuration
. - -~
Mac: /Library/Preferences/SystemConfiguration/preferences.plist
L] - L]
i0S: Ipreferences/SystemConfiguration/preferences.plist
wCEADFTOD-2811-424D-, | [Hctlomary 17 IvEms) ¥ 29 LFDCE- BAGR-451R- :tinn;lr'r (7 ifermn]
v DS Dictarary 114 hema) w ONE Dectionary 1L I
¥ 1P Dictiarasy 14 sl ¥ SarverAddressed Array {0 eesnn)
¥ Addresses Arry i1 Hwmp ¥ |Pwd Dictionary (1 (e
s O Siring 102.168.133.122 ConfigMathad string DHCF
:f.:r"w ::nn T;T:n 1754 i e i
. 3 ) i
r'mhn:-ll-!uh "":: ey ConfigMerhod String Automatic
term 0 Sting 255.255.255.0 —IMACTIVE_ Hoolean ¥ES
v IPvh Dictiorsry i1 biem ¥ Interface [sctionary (4 ipmmn)
Canfighsthod Strirg AltETabe Deviceblame String ¢
= Interface Dictiarary L feensl Hardware String AirPart
DevecgName Sinng end Type String Eehernet
Hardware Sarirn Ethernet LserDefinedName String Wi-Fi
Tree Hring Etfrernat w Praxies Dictionary (2@ iterm)
UserDefinechiame Sring Thrunderbalt Ethernet ¥ Exceptionslist Array F T —
=411 [§ 1 itnmis
it s porin np:m 1 string 169.254/16
e 1 String 168 259/14 b Wimbgr :
FTPPassive Humber 1 ¥ SME Déctionary (1 item
¥ 5MA Dictiorary 00 fiwmal NetBIOSName String nibble
Unaridefinediame Lring Thunderbalt Ethernet UserDefinedhame String Wi-F
FOR518.2 | Mac and 105 Forensic Analysis and Incident Response 16
Mac: /Library/Preferences/SystemConfiguraticn/preferences.plist
ild3 Backup: /preferencea/SystemConfiguration/preferences.pliat

il)3 Phymical: /private/var/preferences/Systenfonfiguration/praeferences.plist

The HetworkServices key contains the confipuration for each network interface. Two examples are shown
above.

The example on the left contains a Wi-F1 interface (UserDefinedilame key). This interface uses DHCP {rather
than a static IP), and it haz a H=etRIC0SName key that contains the WetBIOS name of the system. The network
interface device 15 =nl.

The example on the right contains a Thunderbolt Ethernet interface (Us2xrDefin=dlam= key). This interface has
a sfatic IP configured (as well as router and subnet mask). The network interface device 13 end.

16 © 2022 Sarah Edwards



Network Information: DHCP Addresses
Mac: /private/var/db/dhcpclient/leases/
i0S Physical: /db/dhcpclient/leases/

rootiMBP-M1 leases # pwd

root@PMBP-M1 leases # plutil -p enB.plist
{

"L‘llu tIdentlfi.Ez" = {1 = 7, bytes = @xBlc4F1Bcb3BE1Li}

"Leasungth" = BMBE o
"LeaseStartDate® =» IB21-83-048 14:32:59 @208
“Packetbata® =» {length = 312, bytes = @xP2010608 3&65Tdf4f OBOOOE88 cBaB8leld ... 7I04&86T &dobesff }

"RouterHardwarsAddress" =3 {length = &, bytes = @xc8378ach23ed}
“RouterlPAddress® =» “197.1&8.1.1"

FOR518.2 | Mac and 105 Forensic Analysis and Incident Response a7

Mac: fprivate/var/db/dhcpciient/ieases/
i3 Phymieal: /db/dhecpelient/Teases/

The files located in the directories above contain configurations for DHCP network seftings. These contain the
zettings for the latest connection on the specified interface.

Each file contains:

= Lease Start Date, Router MAC Address. Assigned IP Address S5ID of Access Point DHCP Lease
Length Rouoter IP Address. Packet Data

The filename of these tiny files changed in macOS 11; previcusly, they used to contain the MAC address for the
interface.

bosh-3.2# pwd
fprivote/var/db/dhcpel ient/leases
bash-=3.2%# 1s =1

totol 16

=ra-r==r==- 1 root wheel 969 May 18 19:28 enB-1,bB:eB:56:37:ec:b
-ra-f—r-- 1 rook wheal 927 Feb 18 48 end-1,68:5b:35:91:1a:b5
bash-3.2# plutil -p end-1% GE%:S6%:35%: 91N 1ok b5

{

“LeoseStortDate” - 2814-82-12 @1:39:52 +H300

"RouterHaordworefddress" = <o@E99558 4006

“IPAddress” = "192.168.1.237"

"LeaseLength"” == 43208

“RouterIPAddress” == "192.168.1.254"

"PocketDoto” =» <B2010603 TotfodTd GROAOD2D DDODDOOE clodBled cRol@lle POVODINHA GEShISAL lob
SO000 D0GR0COE DEOROCED GOEONDND DAMABNND S0DDMNT DOGOUDDG DOOCGRDD GODOUER DODODNN DA
0 BORR0DOE DOGORCOE DODGOORE DRRGDHH0D DHDDDELE DODDOOOD COGCAR0E DOORGORD SODIHBHD DHDODENT DO
08 BOGDDAEE COCR0CRE ROCAOARY HBIDDDDN DODDIDLD GRDODESE CORCCOOE COCGGARD CODIIHGD POMOANZD &
BORER0E DOGCODDE COOOCCRY PODDDRGD DEDDD0D DODDDOND DRRDOGGD POGUOGER PONERRRY BIEZ5363 35818
536 D4cBofBl Falle4dtd C@olcfla G4DO0054 GOILALDO BOO3aRRL BAFFFFFF GE1cBdcd cRRLFFED 4cBaBdl
FeBG84ch afBlfeff GREOOEEN OOBNARNM-

i
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L] »
Network Information - macOS 11+,i0S 14+
- . .
[Library/Preferences/com.apple.wifi.known-networlks.plist
L3 - -
[/private/var/]preferences/com.apple.wifi.known-networks.plist
« Hhot Dictinnary |12 haena = enlirbwuih, o, DRMGRDDREERE  Dwcliumry
o Lt s . R Sietinnary |8 Aums
Vi Bedkan a £
Higden Sooigar a : Iiptmindil Npim I0TT-DF-2ET TR0
&AM Tsan «lARTEIBCATTIRER T BATTRESTATA oA BLL S T
ki G selviaHTRCEReE s B R
Fyuiamidody Boalsan 1 kS w _ OrSSpecifia__ Dby i LETHT
« _Hsspasific_ iy {ANant " » TrannedHbwinny Array ey
* Enoflocabed Sroup ATy {8 Rums UserPreterrea s Timamamn . Dt 00 1 1 2ET2 208 1T
LiamrPreferrsdCicaTimestamp  Uiste 2010-T1-26 TOR TEIGE Mg ol be Ty mhey il
TampoariyHsabiud Sovlcan a - Teminor iy Dlsghled Benlean ] -
> Charsmi-Fitang AfT g [[ER T 7 CoduraiadComss A Tay 0 Bas b
RoamingProffalvne String Maona
SwpodteyTes g RO
o DaptreProite Dicsionary |1 mamy
farT e — Seal a -
ey b g LEAHY_AN_|L EANmED_BATA  Dus an
Updaiacit Deze 0T5-0T-I0TIVAE 6L
. b frpmem bgn Banbam 1 =
& wllh, Perwenr. nesd, mi e T D dhanary LR T 5 A, — Siring PP TRTPER S—
» ‘will.retwork, sged, Hearl Qf Daknesas  Dictionany | Mmitm w CaplreePmiiiy Bchummry win
& wifiredwork nesd Home Repubilc C.. Sictlonary 110 i v CECEvEMEIBITE Brdksan o a
I -||1.r-lm-l| s Proboimian .‘m;lnum] [} fimps al Y !-: ™ 1._. & ,'..I. 'r"-l TRTeThE
—"Asked to join' i Auto-Join option &5 enabled to Ask

FOR518.2 | Mac and 105 Forensic Analysis and Incident Response 12

Connections to various access pomnts are stored in the com.apple.wifi.known-networka.pliac file
Each access point’s mformation is stored in s own kev. This information can include expected Wi-Fi information
zuch as security, captive network settings, BSSIDY s, etc.

A few additional keys are worth pointing cut. Note the 2ddR=z30n key. On the left iz an AP that has been synced
via 1Cloud and on the right 13 one that was added via the Wi-Fi memun. These also inclnde an Ldd=dL¢ timestamp.

An access point listed in this plist file has not necessarily been connected via the device that it was extracted from.
Look for keys that have the word “Joined’ in them to determine how and when they were connected.

= Join=dByUssrit — The vzer specifically chose this AP to join.

= Join=dBySystembt — The system avto-connected to this AP

12 © 2022 Sarah Edwards



w Root Dictignary {53 [tams]

« wifi,network.ssid, JaillbreakGuest) Dictionary (9 items]
AddReason  Sting  Cloud Sync
Hidden Boolean 0 ]
551D Data <4AB1696CE27265616B4775657374
(Addedat  pate  2020-11-22721:39:307
SystemMode Boolean 1 o
v __0SSpecific__ Dictianary (5 itemns)

3 CollocatedGroup Array [0 Itams)
UserPreferredOrderTimestamp  Date 2018-11-25T05:20:362
TemporarilyDisabled Boolean 0 o

» ChannelHistory Array (0 tems)

RoamingProfileTyps String Mone
SupportedSecurityTypes String WPRAZ/WPAZ Parson
vﬁapﬁvﬂmﬁlﬂ & | Dictlanary {1 itam)
aptiveNetwork Boolean 0 n
UpdatedAt Date 2021-01-30T21:40:16Z
» wifi.netwark.ssid.miPhone? Dictionary (9 items)
> wifi.network,ssid.Heart Of Darkness  Dictionary (9 ltemns)
» wifi.network,ssid.Home Republic C... Dictianary (2 items)
» wifi.netwark.ssid.Protovision Dictianary [9 iteams]
« wifi.netwark,ssid FIOSSAYWOSSE|  Dictionary (11 items)
(AddResson  Swing WiFiMen
Hidden Boolean 0 S
Updatadat Diate 2021-03-04T14:33:002
SSID . Data <46696F732D344A5957442D3547>
lAddedht  pse  2020-11-22721:28106%

w __DSSpecific__ Dictionary (B Items)

* ChannelHistory Array (2 items)
UsarPreferredOrderTimestamp [Date 2020-11-22T22:3R8:037
RoamingProfileType String Single
TemporarilyDisabled Boolean o o

» CollocatedGroup Array (O items)

LEAKY_AP_LEARNED_DATA Data <

SystemMode Boolean 1 &

SupportedSecurityTypes String WPAZ/WPA3Z Personal

w CaptiveProfile Dictionary (1 item)

CaptiveMetwark Boolean ] ]

© 2022 Sarah Edwards
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Network Information - Wi-Fi

com.apple.airportpreferences_plist macOS 10.15-
com.apple.wifi.plist iOS 13-

i+ Lim ot e et

& ratmariE ran LRl e ey
ZRAN AF WETROE

L 3
BCAR BERLH T FE e FRTRE

=14 Nain “AATFIRTT PARTEnRl] 61 Gef SR RRe
Fary yim [rer
= Pl Oolonay  (F s BT Hinmdues ARLT 357 HIGAN TR
T Mumger ) BT W FRALER Thmdaaii VPR
» MLt hotnmy SRRERILITIES Halss 1873
bt kA BTN 1 T4 T4 TTY EATATATY DML O Norery SN T Wuarlw e
& waE ST cAOSIEIES SrBARGTT SATEGNG: WETEN):  Doronary i B arle e
¥ owek nmic o A FRRY Bt [ip= T 18 4m FES BuiTde 1]
Autplagn Baawan HD EASOC LS i 1
Caprtvn Seummn N SO pdHEE! D CAB A USSR
& Citmnnad dxtmry Ay 1t T thARLED savieen TEy
e Bodid “EE ninz it "
. A Prrrs W i Wik 154
Cragnisn T iy i e 1Syt et it et 2. 207 o A TR Al
AP cere— Oaim Dz 10, ZORY, 4248 FM H= Moot urmeet L.
:mn-c:‘rr: ium Ho :::_:« TR HE W Lm:- v?;
AT Frd T sy Sarrl [T
Posivingl wiietivy Sy Tovgpn »E32TI00E Doty 1 haml
PP nag i oy TODEN_ NETWORE, Bostuan WD
{=al ] Ot <TRESTHTT TR =i EE s "
EiDBineg &irg P AR RODE Wi ¥
SucarttyTrin Sxity WRAT Putus Zar safiemwoni Hasivar AO
Eyptamidodn P oen YEE Sealer{Gats tiumbser 1
T vt Lz wmn HO et [ 12,277 AUFRANEST
* ProlemsiDogie: Army S FraTen THIAH AT WITTE Viumier m
L] g LA < FERATUTE B Ll Neis SO0 BT 001Gk e I A0150 SOk
e zevrq ] BB oS0 7 TSR Y 1/ e ; S T e
[ Eairyg Pl - BETHE L TARIATTL GITITATE GHEER . AN ML _FLASY bauardamt ]
& hEsrmnororg A i H [ T TR NN TP R o Y i
‘Fermion Murranr I & T CRFE W Dty b
arghiac Bociaan &S
Wbt e E T L Pais oy A0, 300 @t 43 500 P
Mac-
flibrary/Freferences/Syscemboniigu
i3 Phyzical: [/privace /var/Jpreference

These plists contdin network information of the “known™ networks. Each network is stored in its own key.

The “remembered” networks are a list of networks the system has previonzly established a connection with. These
items do'not appear to be purged valess performed by the user.

Some of the attributes available for each network include Captive (that pop-up screen vou get in hotels and
restaurants). when the system last connected to the network (stored in local system time). network SEID, and
antomatic logon, ete.

On older macO38 systems_ the com.aprie.zirport.oreferences.plisc property list file contains zimilar
information; however, it 12 organized a bit differently.

The keys vader Enownletworks contain keys named wifi.ssid.<hex> The <hex> isthe hex
representation of the network’s 881D name.

The Preferre=d0rder key contains the order in which access points should be nsed, in order of preference. Ttem
0 is the most preferred.
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An example of a Wi-Fi network on 108 is the com.appls.wifi.plist file

While on, Mac users can remove and modify Wi-Fi access points, but it is not a3 easy on 105. Enown networks are
populated when 108 devices join them and are difficnlt to remove from the list. The vser can select “Forget This Network™,
tut only when in range of the network.

¥ List of keown networks Array (20 itarmrs)
¥ ltem O Dictionary [37 itams)
lastAutodoined Date Dec 14, 2018, 10:50:00 AM
> RATES Array {8 Ttemi)
UserDirected Boalean MO
F networkKnownBSSListKay Array (2 Mems)
* RSN_IE Dictionary {4 1tema)
SCAN_RESULT_FROM_PROBE_RSP Boolean YES
551D Data <4B416235 3138>
S5ID_STR String FORS18
Strength MNumber 0.581395328044891
BOZ1TW_ENABLED Boolean YES esoo0 ATET ¥ 322PM F GO -
CAPABILITIES Mumbear 273 < Seftings Wi-Fi
BEACON_INT MNumber 20
AGE Mumber b | E
SNR Number 14 . -
ASSOC_FLAGS Number 1 At A
» EXT_CAPS Dictionary {1 tarm) Gther.,
ScaledRSSI Number 05813953
FT_EMABLED Boolean YES
NOISE Mumber -8B
ORIG_AGE Number | Ask to Jain Metworks
PHY_MODE Number 144 e e R e Sy A R ) S
RSSI Number -7l reTworks sre availabis; you will have to manlally satacta
FAST ENTERPRISE NETWORK SUPPO... Boolean YES BT
k- OBSS_LOAD_IE Dictionary (3 items)
BSSID String 1e:b8:cd:3e:1bc
= BO211D_IE Dictionary {1 ltem)
CHANNEL Mumber 108
AP_MODE Number 2
= YHT_CAPS_IE Dictionary [2 vems)
ScaledRate Number 1
networkisage Number 30,510.03103333N
CHANNEL_WIDTH Mumber BO
IE Data <07125853 20240424 340
CHAMNNEL_FLAGS Numbear 1,040
» HT_CAPS_|E Dictionary (6 tems)
enabled Boalean YES
WiFiNetworkPasswordhMedificationDate  Date Dec 8, 2016, 5:58:29 PM
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Key Type Value
¥ Root Dictionary (5 itams)
Courntear Mumber 2
¥ KnownNetworks Dictionary (2 items]
» wifl.ssld.<4BT06174 74204775 65737472 6i6f6d> Dictionary (16 ilems)
» wifi.ssld. <BdBIE2E0 BcE52dTT BIT2656c B57373> Dictlonary (15 items)
¥ wifi.ssid.<TBG57972 6fte> Dictionary (16 itama)
Autologin Boolean [y 18]
Captive Boolean MO
b+ ChannelHistory Array {1 ltem)
Closed Boolean YES
¥ CollocatedGroup Array (0 1termis)
Disabled Boolean NO
LastConnectad Data Dec 16, 2014, 5:43:48 PM
Passpoint Boolean NO
PossiblyHiddenMatwork Boolean NG
RoamingProfileType String Single
SPHoaming Boolean 0]
551D Data <TOE5T9T72 GfGex
SS5IDString String VEYTON
SecurityType String WPA2 Parsonal
SystemMode Boolean YES
TemporarilyDisabled Boolean MO
¥ PreferredOrder Array & items)
Item O String wifi.ssid. <76E57872 6fGe>
Item 1 String wifl.ssid. <6dB16268 BeB52d77 BA72656c 657373
ltam 2 String wifi.ssid.<48T06174 74204775 65737472 Bi6fad>
b UpdateHistory Array [1 Ieaery)
Version Number 2,200
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] {

Ueer & Sroups 2l

Crangs Passeard,.

Types:

danmn Cag
Slundard
Guinst Liser
ot

ﬂ Sasnh Ddwards

= Administrator
= Standard

» Managed
Sharing Only
Group

| Guest

Cantacts Card: Cioen.
m Lagn Oplaps

Wi el A e g i 3

FORS518.2 | Mac and OS5 Forensic Analysis and Incident Response 2

Information about the user accounts is nseful when trying to defermine which nser did what The “Users & Growps’
preference panel shown above allows a uszer to add or remove users, change passwords, change their information
enable parental controls, and perform administrative functions.

Each uzer 13 associated with a particular account type:
*  Administrator
= Standard
*  Managed with Parental Control=
= Shanng Only
*  Group
*  Guest

The Administrator has foll administrative access to the system while a Standard vser has limited administrative
privileges to the system; they can install software and chanoe their own account preferences.

An account that 13 Managed with Parental Controls can be restricted from using certain applications. may have
limited exposure to inappropriate content, or may have time psage restrictions.

A Sharing Only account can be used by networked vsers to access shared files.

A Group can be created to keep track of more complex uzer types, such as in an enterprize eovirooment.

A Guest user can log in (without a password) and vse the computer temporarily_ If configured. a Guest uzer may be
able to connect to shared folders or have parental controls enabled. If the system uvses FileVault, the Guest user will

only be able to access Safari. After a Guest user logs out. all data in the Guest home directory 1z deleted. Guest users
ot 10.7 and below are similar. One exception vsing 10.7: when FileVault iz enabled, Guest vsers cannot log on
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Mac User Accounts: User Account Files

Iprivatel/var/dbl/dslocal/nodes/Default/users

Fonl o Gar alia—Weh auts A Pt

roptiGarahs-MEA uscrs & ls
_amaviso.piist
analyticsd.plise
_bEplesveili, pliut
_bpplepay.plisl
_appowner.plist
sppaerwer.plist
i

MNormal System Accounts
_*plst
Guest.pli
nobody.plist
root.phst e

daemon.plist LLAE

«plist

_CcTed.plaist
ovmerontsplist
_bws plist
_byrus.pliat
_datadetactors.plist
_dewdoos. plist
Jdevicergy plist

dprivaredvar/db/dnloenlfnodes/Dofauly /users

diaplaypolicyd.plast
distnote.plist
_dovacot.plial
_dovemill plist
_dpaudino.plist
Jdriverkit alist
_appe.plist
_Findmydevice. pllst
_fpad.plist

_fip.plist
-guneeantrol lerd. pldst
geod.plist
_hilgd.plist
_dconssrvices.plist
_inscallsssistant.plist
_dnstaller.olist
Jabhar . plist
_kndmin_sdmin.plist
Jkedmin_changepw, plist
_krb_amonymaus.plist
_krb_changeow.plist
Krh_liadnin.pllat
_hih_hefbetian.plial
_kzb_kebtgt.plist
_kxbfast_plist
_krbrgr.plist

Lounchseruicesd plist
lda.plist
_Loepiiand, Bllnt
Lp.plist
_matlmen.olist
nhsetepuser.plist
nexalr plist
_minErenpander. plise
_nobilspsset,plist
_myngl.plist
_nearbyd.plist
_mnthias.alist
_netsteTietics.plist
_netnocke . pliss
_nsurlenssiond; plist
_nsurletoragod., plist
Jondmdnd . plist
_poatPix. pldst
_poatgres.plisz
_atss,plist

_TAporbrenorpexcentica, plist

_Eapdibax . al Lat
_EnFeansavel, plist
_soad . plist
_securityagent.plist
softasreupdate,pliet

_smotlight plist
#ahd. plist
_iwh.pliat
_tashgated.plist
_teamsserver.plist
timed .plist
timezone. plist
takend, plish
_trustevalustionsgant . plist
_rknoen . plist
undate_sharing,plist
_Lsbausd  plisT
_Wucp, plist
_marmd . glist
_wobauthservor.plist
_wirdomsaryer.plint
Lwan.pliat
_wwwprory . pList
_eserverdocs.plist
damnon.plist

nonoey ., plist

root.plist

FOR518.2 | Mac and 105 Forensic Analysis and Incident Response 24

Each vser and group has a property list filz containing data about their respective nser. The users are located in the
‘private/wvar/dpo/dalocal/nodes/Defaulitc/ussra directory, while the gronps are detailed in the
/priyate/var/db/daloecal/nod=as/Defaulit /groups directory.

The property list files may be binary or XML depending on the 08 verzion

»  1006: XML
*  10.7-:binary

Access to this directory requires root privileges.

It 1z worth noting that users who vze Open Directory (similar to Active Directory) will not have a user plist in this

directory.

The _ *.plist areforservices and proups, while daemon.plist, root.plist,and nokbody.plistc

are also default accounts.

24
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Mac User Account File Example and Account Policy Data Key

g Ty tam -
i Comormry M e
b myieey v eeiu [dia i Airiy
T e iRl cpllila Ar IR -
* [rorey.} = n.:.' ST E RINTGEE T AR e eT 11 e b IE Usema'rﬂe
e b Amig m
P IR Arrag T
* wiiteresabee ey dmy  [horemei
bz Arep rirf
L o F b Ay Here|
I tin i SR PRy [T T i)
B iRk A RSN T Ay e
B Al Ay TiE|
b andn=El prans Arey ]
& aRreTTe A ™
= dmnin PR tms A trte
®eim drray 79 b
= Hiehyg sl
B e ari 1 i) Aﬂmr A[{Duﬂt
g hm il -
i sra s Policy Data
L &g TSTHEArEn M1 rekl
el Sng semapsia i eppes pro MES R BRI RGETET F
& thwdoat e A ™ F— .
e el ¥ Root Dictionary 4 Iterms)
T iy creationTime Number 1,447,629,807.4893
Ll AR TIv .
v g * failedLoginCount Number ]
[l Berg i
& | sy A o failedLoginTimaestamp  Number t]
» srrormaa Ay 19 oo
v Arp e passwordLastSetTime Number 1,474128,771.19831
» ZEETAE A i
B opsesnty B ilien ﬁl'l: (5]
- o bt et 15
o e orers il

Each vser property lizt contains data about the specific pser accopnt. It can contain a variety of different
information and mav sometimes be different between different versions of macOS_ This iz an example from a
zystem on 10.13, where the acconnt has been associated with an Apple ID.

The bottom screenszhot shows the acconnt policy data from the user's account file, which was extracted from the

accountPolicyData key. This plist contains the account creation time and when the password was last setin Unix

epoch time The Failed Login Count and Failed Login Timestamp do not appear to be nsed or updated.
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Deleted Mac User Accounts [ 1]

ILibrary/Preferences/com.apple.preferences.accounts.plist

¥ Root Dictionary (1 item) |
¥ deletedUsers Array (1 item) |

¥ ltem Q Dictionary (4 items) |
dsAttrTypeStandard:RealName String Bob Smith |

date Date Jul 21, 2020 at 8:27:40 PM |

name String bobsmith |
dsattrTypeStandard:UnigquelD Mumber 503 !

FORS518.2 | Mac and 105 Forensic Analysis and Incident Response 27

The deleted u=ers are shown in the com. apple.preferences.accounts.pli=st file under the
d=l=t=dlUz=rs key. This property list iz located in'the /Library/Prafarsnces/ directory. If no accounts
have been deleted nsing normal mechanizms this plist may not exist on the system.

This key contains:
+ Deleted user’s “Beal Name™
« UID
+  Uszername

+  Deletion date
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Deleted Mac User Accounts [2]

ILibrary/Preferences/com.apple.preferences.accounts.plist

| ¥ [ Users Are you sure you want to delete the user account
| ¥ [ Deleted Users "testaccount”?
- smith. To delots this user account, seloct what you want to do with the home
& bobsmith.dmg foldar for this sccount, and then click "Delete Uses,
> | janedoe
> “® oompa * Save the home folder in a disk image
The disk Image |s saved in the Delated Users falder (in the
| " | Shﬂrﬂd Usars fglﬂg-[_].

Bon't changa the home folder
The home folder remains in the Users falder.

This DMG is not

Delete the home folder

encrypted and can be
mounted/opened. Cancel Delete User

FORS518.2 | Mac and OS5 Forensic Analysis and Incident Response 12

There are three options available when a nzer account 15 deleted:

1. “Eaws the home Zolder in =z disk imsge™: This defanlt option archives the user’s home
directory and zaves it in a disk image file (DMG). The inset screenshot shows a couple of deleted pser
accounts, saved to DMG files, which are then moved to the /TUzera/Deleted TUzera/ diectory:
“Den't change the home folder™ The home folder does not get archived; it stays in place.
3. "Dezlece the home Zolder™ The wser's home directory is removed.

(o]

When the nser accounts are deleted, the user’s plist in the
forivate/var/dbo/daslocal /nedes/Defaulc/users,/ directory is also removed.
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Mac Last User Logged In and Auto Login User: /etc/kcpassword

[Library/Preferences/com.apple.loginwindow.plist

L Tiwesy & Cinmm
g w L1 ke Akl @ :
¥ Root Dictionary (% iemns) [ —
GuestEnabled Boolean YES ] -
OptimlzerLastRunforSystem Number 168,297,472 — e
lastUserhame String sledwards e Disislis oo widm s (= Livt oF wvars
n I.._Jnl i gyl -
autologinlser String sledwards : =
o Sharyy (e Tases. estarr antd Tt Dicss bru
OptimizerLastRunForBuild Number 25,429,728 SR
MasterPasswordHint String rew paaed S
|.1.|.tL.|s-|:r 5"."9 |D“E‘ﬂ|ﬂ Siuml_r-d. st wwiichiog mtu sy Full Bams
k AutolaunchedApplicationDictionary Array (1 item) L Wy
RetriesUntilHint Mumber 3
Mmburirke Agtmant S e
[l Crl
bash-3.2# xxd fetc/kcpassword
gegeaed: 37e8 3744 bl7ce ddlB 5B5a 5901 Tl ww e XZY .
bash-3.2# sudo ruby -e 'key = [125, 137, B2, 35, 218, 188, 221, 234, 1E3, 1BS, 31]; I0.read("/etc/

kepassword”).bytes.each_with_index { |b, L| bresk Lf Rey.ilnclude?{bl: print [b * key[l % key.size]
Jpack{"U=") }'
[Taegedhash-1.2# [
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The com.applie.loginwindow.plist property listlocated in the /Library/Preferences/ directory
comtains:

= Iz=ztUser:Ifthe nseris corrently logged in {assuming the system was imaged live).

= autoLoginUser: The Anto Login nzer {if configurad).

= IgstUserName: Lastlogped in nser.

= ZecrieszUntilHint: The number of times before a password hint is given

= GuescEnabled: Goest Account Statns.

= MzsterPasswordHint: Ifa master pazzword has been confisured, a hint may have also been

configured.

A user may choose the ability to have the system antomatically log them on using the “Zutomatic login®
zelection window in the “Userz & Groups’ preferences pane.

The user’s password is then XOR d with a multi-byte key and stored in /=tc/kopassword. To decode this
password, use the Ruby senipt below from https://gist github com/opshope 32558 754452153677d.

audo ruby —= "key = [125, 137, B2, 35, 210, 1gB, 221, 234, 1s&3, 185, 3ij:
I0.read |"/etc/kcpassword”) .oycea.2ach with index { |b, i| break iE
key.inciude? (B) ¢ print [b ® key[i % key.zize]].pack("0G=") }°

Auwptomatic login is not available for a system’s Uszer FileVaolt or accounts that nse iCloud credentials to login. Tt
may be possible to find this file on the system even after Avtomatic login was turned off, however.

References:

https:/gizt github com/opshope/32865875d453215e3677d

https://apple stackexchanse comiquestions' 30652 /does-activating-auto-login-compromise-secure-password-storage
https:/'support.apple com/en-usHT201476
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Managed Devices: Configuration Profiles and Restrictions

macOS & iOS - ConfigurationProfiles/ Directories & *.stub Files

comeaEEarahe-usa ConfigurstlenProfilee N pluTel =g G um—zs:ummm:ruuwmmmmumawﬁqmnm:zn.un
|

“sPro*tlrlakemsvelsuh® =» |
PaylomiCpntant® s [
o=l

RTINS R |
‘Captivebppaast = ¥
"EncrigiionType® == “iionp®
*HIDNEA_E [T =
* [sForspett ax 1

"PaploadiieciegHers® or Wi-71 |wttaafi)®
“puploadidetifime® == ‘con.appla.attodfl wlfi
*Paplogadrpinization® == *Apcle Isg*

*Baplraniype ™ o *roeappie.sd P managed®

*Rap] na A = TEEAGA AL TARF- AL RN FARD ST AR
Pruplmaivars L =x 1

:as:r_grt- = bantwlFi® PBI'EI'IEBJ RESt[‘I{tIGI'lS

macOS Live Response Pro Tip:
Sihaplpadlder LiFier® =x fcom.apploatiwlfl com apolecnd Lo suneged, CFFARSED-—FI05- L EAT-A1nB-EE E)LELETALL®
"ParleadTupi® = “conspplo.slfl managod™

Pyl eathIIE = TTRADELAY-FI7 - LTER-ATAA-TIATECAREGAL" - B F'i
Waylusifimesiim® = 1 inary rnes
fPrawytalFallbackAliGwed® == A

SRl et ax 8

*rp ol e et =5 WL

T s 4450 UECIT * Use profiles
¥
; : command to extract
Ry detailed configuration
e Lot 10

macO5: ‘privatevar/db/ConfizurationProfiles/

i08: /private/var/mobile/Library/ConfigurationProfiles/,

‘private’var'mobile Tibrary/ UserConfisurationProfiles/,
‘private/var/containers/Shared System Group/ systemgroup com apple configurationprofiles,

Jcontainers’Shared SystemGroup/systemgroup com apple configurationprofiles

Devices can be managed (or supervized). They may be managed through your enterprise Mobile Device Management
zystem or settings pushed to youn by your corporation or carrier (as well as many other ways).

Managed devices will have a “profile™ instafled on the device. This profile can be reviewed to see what
actions/limitations it can use. These profiles are found in the ConfigurationProfiles directory with a filename similar to,
"profile—<hash>.=ztulk™. The example above shows a standard profile on AT&T devices that allows these
devices to auto-join “attwifi” access points. These profiles can be accessed through the GUI in the following path:
Settings General | Profiles(orDevice Management). Mote: Hidden profiles, like the AT&T one
above, will not show up, as it is confioured as & “hidden”™ profile. If no “non-hidden™ profiles are inztalled. the menu
option does not exist

Restrictions (Settings | General | Bestricticns)may also be used to limit certain applications, services,
app purchazes. media content privacy restrictions, ete. This 1s similar to parental-type controls found on other devices
and systems. Devices that have restrictions may have those restrictions recorded in the UzerSettings.plist,
EffectivelserSettings.plistc, and PublicEffectivelserSettings.pliat filesin the
ConTigurationProfiies difectory:

Reference:

https=//developer apple com/businesz/documentation/Configuration-Profile-Reference pdf
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ponpaliSarahs—WBA ConfigurationPeofiles % plutil -p profile-2ccdb?ebb3d7ecedlefdedbibhlelcoal7icifes3231be TAI9GEATdbeBbf3eBb. stub
i
*InstallDate™ =» 2819-87-16 20:50:55 +0088
*InstallOptions® => {
"rilterFlag" => I8
"igInstalledInteractively™ == 8
"gignatureVersion' = 2
}
*MCProfilelsRemovalStub® =» 1
*PayloadContent® =» [
g = {
“autoloin® =» 1
"CapliveBypass" =» @
*EncryptionType” =» "Nona"
"HIDDEN_NETWORK" =» &
*IsMotzpot® =» 1
*payloadDescription® => *Conlfigures wireless connectivity settbinga.*
*PaylosdilsplayMane” =» *Wi-Fi [attwifi)®
"PaylosdIdentifier® =» “com.apple.attwifi wifi®
*PaylosdOrganization” == “Apple Inc"
"PayloadType® == "com,apple.wifi.managed®
*PayloadUUIR® =» *26446&4818-1A8F—4ETA-BERC-FAADTRCRTEAE"
"PayloadVersiaon" =» 1
"PronyPACFallbachAllowed” =» @
"ProwyType" => @
*SarviceProvidarRoamingEnabled” == @
“S5ID_STR" =» “attwifi®

Y

=» {
*Autoloin =» 1
‘taptiveBypass" => &
“HisplaysdOperatorName™ == "ATAT wi-Fi Passpoint”
"EncryptionTypa® = “WPAZY
“HIDDEN_WETWORK" =3 &
"IsHotspot® => 1
"HECARdHNCE® =» [
B == *"318418"
1
“PayloadDescription® =» “Configures Wi-Fi settings®
“PaylosdDisplayMeme™ =» "WiFi"
“Paylosdldentifier” =» *com.apple.attwifi.com.apple.wifi.managed C7FGR2EC-93B5-4E0T-ALAB-BEBZABIESE11Y
“PayloadType® =» *com.apple.wifi.managed*
"PayloadUlID® =» *7440B161-6324-4 TEC-ALAA-TRATECABACAS"
"payloadVersion" =» 1
"ProxyPACFellbackAllowed” =» @
"ProxyType" => @
"ServiceProviderRoamingEnabled" =» 1
"ESID_STRA" => "attwifi.com-3EBAFR13-BEZF-438D-88646-28EDBCCACAAT"
}
I
*PayloadDeseription” =» "Auto-Joins the atteifi Wi-Fi network"”
*PayloadDisplayName" =» "attwlfi®
*Payloadldentifier” =» *com.apple.attwifi"
*Payloaddrpanization” =5 "Apple Inc®
*PayloadType” =» *Configuration®
*PayloadUUID" =» *BLERAFF?-2FCF-£118-BE1C-697D79BBECAL"
*PayloadVerzion® =» 1
*ProfilaWesEncrypted" => B
*TargetDeyiceType® => @
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10S (& macOS) Managed Devices: Enterprise Provisioning Profiles

/MobileDevice/ProvisioningProfiles/

EAn A

g nas { Genms o ment
Enterprise deployments = —
B Arplare hicda
Allows apps to be run without : R o | | o s e
- Bt il Bsifing THIn Ordine Infarmares Techn..,
downloading from Apple App = S L

Store

= - wen i Do ieels
Malware on non-jailbroken —

devices (WireLurker) B recreaens

ﬂ Coriro Capser

O Mot Cissturh

Jailbroken devices (Pangu

(shown), uncOver, etc.)
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macO85: /private var/db/ConfigurationProfiles/

i08: fprivate/var/MopileDavice/ProvisioningPFrafilesy

Devices can run applications distributed by an enterprize nsing a Provizioning Profile. These profiles aflow
applications to be distributed and run by users without having to download them from the Apple App Store. Devices
da not need to be jailbroken to run these applications. These profiles allow applications to be run by trusting a
certificate that iz downloaded by the user onto the device.

These certificates are stored in the ProvisioningProfiles directories as files with a GUID-based filename Thesze files
comtain information such as the enterprize name_ bundle 1D, creation timestamyp developer certificate, and
entitlements.

Beferences:

= bttps/www paloattonetworks.co
m/content’'dam/pan’en UUS/assets’
pdfreportsUnit 42/onitd2-
wirelorker pdf

*  (Dev Account Beguired)

https:/‘help apple com/developer-
accounts/

Trusi IPhona Detributon:
AHRAR L BE AN L LD
MATERIALS TRADHNG CO

[LAEY" Agn an Thin P

Tr vl i | B gy o
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iOS Provisioning Profile - uncOver Jailbreak Example [1]

porpafMBER-ML Fruvi!iﬁnianrufiles 5 pwd
fUserefoonpa/miphoneX_14_ 2 uncBverfprivate/varfMobilsDevice/ProvisioningProfiles

oompadMBP-M1 ProvisioningProfilas % haad =-n 25 fadbfcec-4dad-4l173=bf72-27aVababidis

| 77787, 112H7?

B e T e

< |DOCTYPE plist PUBLIC *-//Appla//DTD PLIST 1.8//EN" "http://www.apple.com/DT0s/PropertyList-1.8.ded" =
<plist versian="1.8"»

sdicts

<keysaApplicationIdentifierPrefive/keys
darraye

Zstring»VETHEFCAGS</string>

“farcayx

<hoyrCreationDatecdkeys

skay=Platform</ Koy
CALTAY>
estring»ilS«</string>
</arrayr
<kay>lsXcodeManaged</key>
ctruafs
ckayrDeveloperCertificetesc/ ey
CEITAY>
<data>MIIFsjCCEIogAwWIBAgIOWOZymIRIK L 1AC101 f4BGTANBgkghk1GPWRBADST ADBLIRUOWOYDVAGDDOTBeHES
ISEXbE]sZHApZGURRGY 2R vERY Y IF 1 bGF@aWiucyBDZ X IAaWIp Y ZFRaWFuIEF1dGhven LBe TELMAKGAIUECwWwCR ZMAE Z ARAQNYBAGHCK
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Provizsioning profiles have a GUID-bazed filename_ This is a binary file that contains a plist (shown) and certificate
information.

The contents of the plist can be usefol to determine if these profiles are suspicious or legitimate L ook for App
names (vaclver) and timestamps and developer certificates. The cr=ationDate iz when the application wasz
sideloaded to the device.

This plist is continued on the next slide.
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Profile Expiration
7 Days — Free Dev Acct
365 Days — Paid Dey Acct

Other jailbroken device
UDIDs signed with the
Developer account.

i0OS Provisioning Profile - uncOver Jailbreak Example [2]

wupwnaivl ot los-Ldwr AFLure  hans

skt Lmg ETIRE B0, DY =T LA 1A -1 L5 2000 -T] SRRl AT

ECL T e IEL A TR LT LT B 1 T EX T TS

cEremyr
SRLELga NI TG0, s iu L Lings
vRtTingcem, apnie. vebsneiniTiRGE
AinrTape
capgrget-tart -5l lma i ays
wtrws

chaprcan.sppte, St lmas . Lo binnk i e haps
kg ARtk g

shpyrTerulammt it Leey fhiye
carTEYE

sabzing W ITIHAFCIEE iy b dogs
Yerinye

caryrTaswEans by

o ML

b Iz 3

Ry FLUT M a e

oay T bl R - L L AT BT P sk T et T b rgn
cawysieraimns (bags

siftepeinl e/ intageee

e iplivkaT?

The profile plist also contsins app entitlements, and more app identifiers.

Take note ofthe ExpiraticonDate. Applications that were sideloaded without 2 paid developer aceount will
expire after 7 days. while one with a paid developer account can last for 365 davs (and will not appear in the GUT),

Under the ProvisioningDevices, key lists all the device UDIDs that also have thiz application. (I have quite
a few jailbroken devices on hand)!

The developer account which provided the signing is also shown (Sarah Edwards} along with the Time To Live

(TTL) for the profile

34
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DIGITAL FORENSICS & INCIDENT RESPONSE

Lab 2.1
Mac and iOS Triage
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Section 2: Agenda
Part 1:Mac and iOS Triage
Part 2: Extended Attributes
Part 3: File System Events Store Database
Part 4: Spotlight
Part 5: Portable Artifacts

Part 6: File Systems

Part 7:APFS Deep Dive (Bonus)
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JL%ANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Section 2: Part 2
Extended Attributes
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Extended Attributes: File Quarantine of Downloaded Items

Safa-rl "Firefox" Is an application downloaded from the Internet.
Are you sure you want mnpln i?
"hintis® b= dn dh dlak bnegk Fbﬁmﬂm,ﬂm" Salatl downhinond

st il g AR 7 71238 AM Tromm W
Dan't warn mae whan opening applications on this disk image

©

o

Cancal Show Web Page Open

"Exif Tool=-10.36.pkg" can't be openad
- because it Is from an unidentified developer.
Ri Your securlly preferences allow installation of only
opps from the App Stome apd identified gevelopors:

“Eii oot 10.30.0hy " Iy e the disk iinage
“Eirll Tool-10.3dmg”. Groglt Cvame downipsood
mhm:i linnga o Dudesnbm 10, F016 fram

wwnw. sno,phy.quoensi.ca

? o Chrome
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Apple vses file quarantine to protect the system by checking files against a malicious file database (more on this
later). It i= alzo nsed to inform the nzer when and where a file was downloaded from when the nser attempts to open

the file.

Two examples are shown above. The top example shows a file downloaded nsing the Safan web browser, The file
downloaded was “Firefox 50.1.70.dmg", which was downloaded at 11:36 AM from mozilla org.

The bottom example shows that "Exi fTeol-10.3¢6.pkg” was downloaded using the Chrome web browser on
December 10, 2016, from “www.zno phy qoeenzn ca™

How does the Mac know when and where these files were downioaded from? .. Extended attributes!
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total 18284E@

total 1820489
=IW=F==E—{
Ii

dres——@ 13

draxr-¥r-¥+ &5

=rw=r=-r==ff 1

— -I'N-r--r—f@ 1
@ = Extended err§ 1
¥ =w=r—=I—ff 1
—rw-r--r—§ 1

Attributes i (I
=Iw-r—r—g 1

—Iw=-F=er-—i 1

urwwr—Ir—x 272

“w=r—r—ff 1

~CWAT-XC-Af 1

oompe
anmpa
oompa
Oompe
aompa
oompa
oompE
oompa
oompa
oompe
oampa
oampa
oompa

staff
stafr
staff
staff
staff
staff
staff
stalf
staff
staff
stafr
staff

staff
compa@Sarshs-MBA Dawnlosds % |13 =18

L14

1768
33ele1?
1121317
11995374
1129624
1024701
HRLTL
BIeivasa
2605773
BYR4
LAIRAEGRRT
331

Jul
Jul
Mar
Mar
Jan
Jan
May
Fah
Oct
Feb
Jul
Out
Jul

Extended Attributes in ~/Downloads/ (also everywhere!)

ponpafSarahs-MEA Downloads M L

28:68 .

16:48
19:38
2@:38
la:el
1Z:86
16:24
18:38

2019
14:28
28:68

2019

2e1y

19:38

IMG_&4627.HEIC
‘Webex, pkg
Zoon . pkg
dfirfit.ipg
elephanta.mov
Tamaon
goaglechroma. dmg
heather_thumbs_up.gif
old

snagit .dmy
test.sh

IMG_&427.HEIC

70

A
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Each vser has their own Downloads directory. This directory contains downloads from applications, such az web
browsers and email that nse this folder as their defanlt download location. Most applications will have a preference
zetting that nsers can change: however, by default, this directory will be nsed.

On a well-uzed system this directory will contain months, potentially even years' worth of downloads

Each item that was downloaded will likely have exfended aftributes showing metadata of the download To zee ifa

file contains extended attributes. vou can mun the command “1=2 -1a%.

Filez with extended attributes will have the “£™ at the end of the permiszions. You can even try ruaning the
command “13 -1E7 to see the names of the attributes

© 2022 Sarah Edwards
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Extended Attribute: Types

s Copresal A D (HFSe)
COm. ine * Quarantine Data
+ DocumentVersions
* Access Control Lists (HFS+)
+ Spotiight Metadata
+ (Cloud Photos
comapple. '1?' * iCloud
* System Integrity Protection (SIP) Protected
* File Usage
Sema
+ Time Machine Data
com.apple.cs.* = Code Signing Info

* Dropbox, Amazon Kindle, Evernote, Snagit

FORS518.2 | Mac and 105 Forensic Analysis and Incident Response 20

Extendad attributes come in many types, some of which are listed above. The two most common are
com. apple.decmpfs and com. avple . quarantine Each attribute contains data specific to its purpose and

does not follow a static format. An investigator’s intnition and reverse engineering skills may be needed to decode
the contents of these atiributes.

The com.apple.decmpss atiribute is particularly interesting because it means this file is using the per-file
compression avatlable in the HES+ file system_ Files such as those fonnd in /bin, like 13 echeo, or dd are
compressed.

Ever wonder why some versions of EnCase show these files as having 0 bytes? This is why-

Note: The xattr command filters out com. appie.decmpf= and com. apple. aystem. Security
attributes. An investigator may need additional tools to review theze two attributes.
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Extended Attributes: Downloaded Files [1]

Attributes depend on Application Developers

com.apple.metadata: kMDItemDownloadedDate

= Download date in N5Date format (big endian 8-byte float), Safari and other native apps like Messages,

AirDrop, and Mail
¥ Open “safe” files atter downloading
com.apple.metadata: KMDITemWhe reF rom iy s papsy negrs e
sounds, POF and text documents, and

* Data URL:Where item was downloaded archives,
= Origin URL: Referring URL
* Mot in Safari (10.12) by default: f“Open Safe Files” checked in Safari Preferences

com.apple.gquarantine

= Time in Hex (Unix Epach}
= Agent Name or Bundle ID

* Event ldentifier (on some)

FORS518.2 | Mac and OS5 Forensic Analysis and Incident Response 41

The contents of extended attribute data can vary by operating system or application. Each brovwser zaves different
extended attributes.

Safari- All i slide
Chrome: Does not use kMO ItemTownloadedlate

The extended attributes can contain wzeful information. such as:

* Download dates.

* UBLS: The Data URL shows where the data was actnally downloaded from. The Origin URL shows
where the download was referred from. This extended attribute will not get written for some of Safari’s
downloaded filez on 10012 if the “Open Safe Files™ option i3 checked in Safari Preferences.

*  Quarantine Data: Contains information related to Apple’s file quarantine system.
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Extended Attrlbutes' Downloaded Files [2]

% _oompa$ yAttr —xl Firafox) 68.1.08.dmg
oy dedDate:

BREARBAR &2 T AC A9 73 74 30 30 A1 A1 33 &1 BE BE E3 47 |bpliste@..3A...b|
AEREBEIE AC &3 GA BB BA BA DA DE BA PR AR BL BT AR BB B9 |.GT..oiieiiaies|
BEBEEBEYE @0 B0 BO BE B2 BO DA PE PO PG PG B0 BB ED BB B3 | .i.iiiiiiiaiiaaias |
mmunmmmu P—

gedaea

-nmtmll mEtadats :tuimtmrqﬂnn:

BapEGRER &2 FB &0 &% 73 38 38 A2 Bl B2 BF 18 A5 &8 74 |hr.11i5T.B-H..._.Eht|
agpEeA1d Te TB T3 34 2F zF Gh 6F 77 HE GC AF &1 86 20 &% | tps://download-i|
BAREBAZE &F 73 F& Al &C AC &6 72 2E A3 A4 AE 2E AD AF FA  |nEtaller.edn.mof |
BEREERIR &9 &0 &C &1 2E &E &5 V4 2ZF 78 75 62 2F &4 &F T2 |illa.net.n’|:|uhf'rir|

BBBERNLE 6 66 OF 7B IF 72 66 A0 65 61 73 65 73 PF 35 33 |ofox/releases/58|
~ BEBABREE 2E 31 PE 38 IF &0 &1 A3 2F &6 AE 2D BAH B3I 2F 44 | 1.8 macSen-US/SF|
Safarl Downlcad papEeBaE &9 7 A6 &8 AF TFH 26 32 38 35 30 2€ 31 PE 38 2E  |irefoxM2068.1.8. |

BEREERrE 66 60 &7 BF 18 32 A8 T4 F4 Ve T3 3N 2F 2F FT TIT |dmgl.dhutpscSiww|
OERORRBE 7T JE &0 AF A &9 AC &C &1 2E &F 72 A7 IF 45 oF |w.mozilla.orglen|
BapaRBTE 20 B B3 IF &4 &7 T2 AS A& &F FA 2F AE A8 T7 BF  |-US/firsfox/new/|

pgBaGRAg 3IF 73 63 66 HE 65 3D 32 04 BA 73 69 B0 B9 @@ @R | Tscenes2..B..... |
pepoespe 2A 21 21 BB BB PR BB DB PO RAB BI BB B BD BY AR | ... .aiiaiiiianey |
AEEARBCE BB BA BA BA BA BE BE BE PpE BE AR |easnasngray]
G

com.apple-quaranting:

BgeBEEER 324 3@ 38 33 3B 36 34 36 A6 6l A2 A4 A5 33 53 41 | BOEE;EBSpabde ;53|
BePBER1E &6 61 72 A9 3B 36 39 35 &1 &4 &4 A5 37 2D 45 37 | Tari;a9SADDET-E7|
pepeeeze 32 32 20 34 A4 34 45 ZD 38 &b 39 39 20 35 &5 44 | 22-AFAE-BFY9-5EF|
BgBpERa3e 37 41 38 A& &4 39 32 39 33 | TABDFRIFAY
BEaBaR3T
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Similar to the previons example. this shows one more extended attribute that gets written when a file iz downloaded
using the Safan browser.

The “com.apple.metadatas: kMDItemDownloadedlate™ attribute contains a binary plist file that holds the
download date.

Ancther browser, Firefox will only show the “com.appl=s.guarantine” attribute information; it does not
write the other two. Different applications can nse different extended attribotes

42 © 2022 Sarah Edwards



Extended Attributes: Downloaded Files [3]
Chrome Download

[bit:Downloads ocompa¥% wxattr -x]1 HexFiend.zip
com,apple.matadata: kMDI temWhereFroms:

BEBOBEBA &2 7O &C &9 73 T4 38 38 AZ 81 B2 S5F 1B 35 &8 74 |bplist@d..._.5ht|
BRB00A1E T4 T@ 3A 2F ZF FZ 69 64 69 &3 T5 6C 6F 75 73 &6  |tpi/Sridiculousf|
00800028 &9 73 &8 2E &3 &F &0 ZF 68 &5 78 66 &9 65 6E 64 |ish.com/hexfiend|
BEP0B838 2F 46 &9 &C &5 73 2F 4B A5 7B 46 69 65 BE &4 2E | /files/HexFiend. |
@0EReR4e TA 6% 78 GHF 18 23 6B 74 T4 T 3IA 2F 2F TZ 69 o6& |zip_.dhttp://rid|
@oeBeaEE 69 63 75 6C &F 75 73 66 69 73 68 2E 63 6F 6D 2ZF |iculousfish.com/|
eepepRse &8 66 FH 64 &% &5 6E &4 2ZF BB 9B £3 90 8@ 09 @@ |hexfiend/..C....|
Gee0BR7E PO 80 81 B1 8P P2 00 B2 PO OB PP B3 0P B B BB | ...ee. Fua e e e |
GoBPEREE OB 60 OB PO G2 BB B2 BB B0 8RB BB &9 Bescsvmnmmess if
@oédedBe

com.apple.quarantine:

88008808 38 39 38 31 38 35 38 34 38 43 37 65 35 38 47 &F |B@EL1;5B4BoVes;Go|
@eeepale 6&F &7 AC 65 28 43 68 72 6F &0 65 38 34 38 37 35 |ogle Chrome;4875|
@aeesaza 31 33 37 43 20 31 397 33 44 20 34 &4 39 42 2D 42 | 137C-193D-4DYB-B|
80e8BR38 41 32 46 2D &5 36 34 42 44 3B 45 39 46 31 32 32 |AZF-FOLBDBF9F122|
egegea4n
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A file or directory on macOS may have additional metadata called extended attributes. Theze attributes were
introduced in 10.4 as a way to incorporate more metadata fanctionality into macOS.

Extended attributes are stored as inline attributes in the HF 5+ Attributes File.

Extendad attributes can contain a variety of information. The attribotes mainly found on files downloaded with the
Chrome browser inclnde:
* gom.apple.metadata:kMlIcenlnereFroms: Where the file was downloaded from and the
referring URL
= com.applis.guarantine: When the file was downloaded (hex Unix epoch value) and what
application it was downloaded with

Extendad attributes can be viewed by using the xatcr command shown above.
The xattr command has the following output options:
= -—x: Viewinhex

= —1: Outputs the attribute name and contents

Reference:
Mac 05X and 105 Internals: To the Apple’s Core by Jonathan L evin—Chapter 16: HF 3+ File System Concepts
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Extended Attributes: DMG Files

it Buwn Lomils Gospe® eabbi =ul Ficwfoe! 8801 8.y
coappl diskinngse.

BRARBARA i 38 AA B0 1A GO TR BT CE DA C8 77 Fé SLERBE. [LEiw .t osomdl
DOREANIO WA PG TR OAF | srn
‘Opening “Firafox 50.1.0.dmg".. MEWB:‘L&'“ 05 AKTERERY (P EATON VS

SREEHAEE ¢ &Y A A& 3N 38 30 3O 3T 2@ £F 2F I8 3@ T4 A2 1rAASHANT nn A&H|
Cancel BRARBALE 33 WP L4 F4 BF G0 LG 36 B BT A0 33 46 A0 34 30 |IFDAT-EGAT-TEEL- |
BEEHENZE 42 34 B A5 b BE &0 &% 57 43 X3 48 34 44 34 38 |BARE-BOCTBEFADAE |
Weritying... Skip RAAARRIR 46 IO AR FE A1 34 BB 37 35 27 35 33 39 94 28 30 |F P LangnEeasE |
: ABEAAAAA 20 43 B2 43 3F 3T B 2L a1 43 &) 3a 35 bk 34 0% | CACARIRACHGADLL |
LN T

|t dnpl o e tadnte |
HOEQE8EE &Y W B &R PR Ta

G i
B0 BE A1 B3 23 A% BE BE ED &% |up1uma JFh
BHEBEIN  AC 23 B3 0N BA bR Ed BB 33 M 22 6T &% 40 20 M |=:|: ...|
M BAAAEAZE AR BR B0 ER B2 B0 ED OF B0 M B9 00 @R RRBR | i iiiniad |
BUERAAAE B8 BB B3 BB 15 |.....|
RagARaan
mﬂ1llmu1mml
HEHBHUEH 58 3k AT W1 & BF 1B &5 £H 1A bpliasww, ..
fEEk hfs EtErtEd at m'm ﬂ Wrm HERAARLR I'ﬁ ?ﬂ IJ '.M zr BF Li &F TT &L BC &F &1 n'\.: o &g :f:I:;_rriu L-
= m | {HO WRITE) GOEREBZE AE 7H 7& B GO 40 63 7 FE &3 &4 &F ZE 4D &F 7A  |nstaller.udn.we:|
GEREBBs3d &0 oh A0 41 FE AE &5 Fi IF FE M &3 2P && &% FE . [Llle,netfpubfiiz)|
Ea-;ﬂl::utlng fEEh hfe {version hfs-366.30.3). AAAARAAR A0 46 BF TR IF TEZ BB 40 A3 41 T1 48 T IF 25 38 |efox/reloanes/08 |
++ Checking non—journaled WFS Plus Valume. OUHBANER 2E 31 ZE 3B IF 8D 41 &1 If =5 &E IO 58 33 2F as | L 00wan/on-URSF |
":mwzﬁﬁm e, ] DOAOBAAR A9 TI AR AR AF TH PR AT 3@ 38 38 IE 33 IE 38 20 [{irofoocnBn.l.n,|
._ =+ : ) BRAEAAYE A4 A A7 BF 18 33 63 TE 7k B T 0a 3F BE 77 1P |awgl. Envrpeifiwe|
+= Checking extants overflow file. HUBHHARE Y7 TE AD 6F ¥h 40 &5 eb &Y DB &F FT AY OF 6 AE  [womngille.orgfen|
2 -ul WODERARE I0 A0 53 GF G4 &YW T3 AR S5 BF TR TP AL 48 7 AP |=UnSfiretecinend |
«= Checking cataleg file. 98GABAAE 3F 7383 A5 6E 6 30 31 @5 55 73 B0 29 98 .99 98 |Tsoonws2,
= i =13 £ UURREOED B8R DL D1 B BE DO BO BE 00 20 €1 B€ U 00 B0 M | il i
e E::EE:_:: :':1:;};1:::23:13':5' AAAARACA 00 AR DA OR @0 B3 A3 08 M 4 AS | SR |
. ARRAENCH
3 i coF. Wpfla. uatantine:
il Ghe:h;ng volume bitmap. AAEABANA TR 3N 30 33 30 MO 38 3B AL &3 &7 sa &6 JI K1 AL |BAAD|RAGenhde A |
L= Ehe:k1n ucr.'lumr-_' 1nf|:|r|'nat:|.|:|n. HUHOBALE A6 B P AV 5B 56 5¥ 35 44 & AL 35 37 U0 a5 37 |Furd: AUGADDGT-ET |
- ‘&% 3 e ) ») gadaneza A% 37 24 A Ag B4 A 3D BB ds 3 39 3D 34 AR ka PA=AFAE-AFRR=8EF |
L ! BEAREAZA H7 AL BB LA ab 3R B BR OB |7hBnFoRRA]
fs J:h: hfs completed at (Sat DEe Mimﬁtﬂ-fm SRR

FOR518.2 | Mac and 105 Forensic Analysis and Incident Response &4

This screenshot shows another type of extended attribute specific to DMG files. Once a DMG file has been double-
clicked and opened. two extended attributes get written
= com.appole.diskimages.fsck: File System Check information
= com.aprole.diskimages.recentcoksum: Checksum information, including a Unix epoch
timestamp of when the file was downloaded

These additional extended attributes show that a DMG was actually opened at least once and not just downloaded.
The first open timestamp from this process can be found in the user's ~/Library/Logs/fack his.lag file
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'bit:Downloads compa$ xattr -x1 Firefox\
com.apple.diskimages.fsck:

eoeeaeee D4 38 AA 6D 1A CC C@ 27 CE 2A
geeeaale 96 BC 72 4F

00000014
com.apple.diskimages.recentcksum:
popgeaBe 69 3A 34 33 3b 30 34 39
googaele 33 39 44 36 37 2D 46 35
66008828 42 34 38 45 2D 38 44 43
popoeR@3e 46 20 48 2@ 31 34 38 32
@eeaRe4d 20 43 52 43 33 32 3A 24
apeeBase

37 2@
a6 37
a7 42
35 39
41 43

58,

DB

6F
2D
43
ag
42

com.apple.metadata:kMDItemDownloadedDate:

gepoeaere 62 78 &C 69 73 74 30 38 Al 81
depea@le AC 63 BA BE 8A €9 2R 88 pe e
RP2REZ2R 6P /P P8 02 82 2R 2B 80 PP a8
gepeaa3e 80 99 ee ee 13

EBEEEBEE

com.apple.metadata: kMDItemWhereFroms:
Bppeaaer 62 78 6C 69 73 74 38 38 A2 B1
gogeaela 74 78 73 3A 2F 2F &4 &6F 77 GE
gepeenz2e 6E 73 74 61 6C 4C 65 72 2E 63
peeAan3e 69 &C &C 61 2E SE 65 74 2F 78
gBeARALe A5 66 AF 7B 2F 72 65 6C 65 &1
geeepe5e 2E 31 2E 3@ 2ZF &D 61 63 2F 65
gppoaRse 69 72 65 66 O6F 78 26 32 38 35
fgpoaae7e 64 6D 67 OF 18 32 6B 74 T4 78
gepeaase 77 2E &D &6F TA 69 6C 6C 61 2E
fpBBAeYe 2D 55 53 2F &6 69 72 65 66 6F
fgpoeeearR 3F 73 63 65 6E 65 3D 3Z 838 @B
fRPERAER B8P A1 81 eQ 98 e eR 08 PO B
gepeaace ee 22 ee ee 20 e. e2e o8 PP ae
gppeadch
com.apple.quarantine:
dogeaser 30 38 38 33
appRaBeLR 66 61 72 69
geoeaaz2e 32 32 2D 34
gepaaade 37 41 38 44
geggaa3e

3B
3B
46
4t

35
36
34
a9

38
a9
45
32

35
356
2D
39

65 61
41 &4
38 46
33

33
ae
aa

az
6C
b4
75
73
&6E
3e
73
aF
78
73
a3
A8

462
Ld
ag

1.8.dmg

77 F& B1

&E
33
46
33
34

28
45
36
a9
36

38
45
44
30
44

41
e1
ea

BE
e1
ee

8E
ae
a8

5F
&6F
&E
62
65
20
2E
3A
72
2F
aa
e

18
61
ZE
2F
73
55
31
2F
&7
6E
ee
ea

&5
64
60
66
2F
53
2E
2F
2F
65
ee
ee

b4
3b
39

65
37
2D

3B
2D
a5

5D

34
34
34
28
34

E3
ea
28

&8
20
&F
6%
35
2F
ae
77
65
77
51]
ee

B3
45
45

BB

42
2D
38
2D
3

62
ea
ea

74
69
74
72
38
46
2E
77
6E
2F
ea
ea

61
37
4é

LB.m...'.%.w.Q].
. I0|

|1:4358497 on @4B]
| 39D67-E567—3EE 4|
| B4BE-BDC7BCF6D4S |
|F @ 1482599398 —|
| CRC32:$ACB46DA1 |

|bplist@e..3A...b|

|bplist@8..._.eht]|
|tps://download-i|
Installer.cdn.moz|
|illa.net/pub/fir|
|efox/releases/58|
|.1.8/mac/en-US/F|
|irefox%26560.1.8.
|dmg_.2https://ww|
|w.mozilla.org/en|
|=US/firefox/new/|
|?7scene=2..8..... |

|@@83;585eabde;Sal|
| fari; 695ADD57-E7 |
| 22-4F 4E-BF99-5EF |
| 7ABDF9293 |
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B

LZs

LEZ
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BEBEBESE 42 M8 L2 5% 71 Th 38 30 B3 &Y BE 02 BO PO 24

UL 01 BD O @8 Bi B9 29 B0 Pl OB O BE B WD

B2 R A B0 @B Ue B9 B0 B0 &9

G2 79 A5 &9 T3 TH 38 34 Ad @1 32 03 GF
AT TE &1 SE 44 20 48 79 &1 T Ta 30 A7
4% &L &7 T4 &F AE 21 3C AF &1 2E &3 75
40 &5 T2 53 &5 73 7& 49 &3 &5 4B 4 79
J9E &5 &F &0 3E BF 18 21 B9 &F TE 71 1@
GE AL T8 OAE TR AL FE Y4 D8 BY 81 F1O4B
Th oF LE IB 45 42 oF AC &0 SF 18 &5 B0
61 BT &5 3k 25 13 43 37 38 31 3¢ 31 33

3& 31 4F & &L TB 6T GE &b TZ T3 4D 74
€ 73 VATU OZE 0B ¥ 41 T4 T4 IE. 63 OF
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B0 B9 B0 DR @4 D B B@ DB 3 BB 0D BD
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Extended Attributes: Email

|Bplint@8dA. . uiu]

|bplistag. . ... ...

|oplist@B. .o _.8*|
|Grand Hymtt weak|
| Engran®ahN . CukTe]
|ParSeTvioeSHyatt |
| «comE_1¥oue Gra|
|nd Hyatt Washdng]
| tor aB11l_ . Eneew|
| ege s R3CT01S12508% |
| FA7 . uBKETFpECRLIE]
|el8iapin#ramtpll |
| cena, hyakt.comel]
(L0 & AR |

Save Artachmant..,

Share =

Copy

Speech =
com, eoplEd T valETeeen a
SBDPBAA FI TE S0 &L BE BF FO 96 51 39 ET 00 E4 SE EE BD | .-odl. 0% lWL L
B9BBRALE §F 5 TA AF ©F 96 77 73 2B 46 35 AF $5.8C 45 6F | .83 ...wne ... )
[ T = SOlld- 1 aE 08 EE HEOSLL G4 DOSHSeOLINe |'_|.- ik - ..:..
@BBRICA &7 O) LC EE FE 81 %1 W0 JF &0 i 83 0D &C &L FR o..... coaml L |
EBEII0N &5 UA 1A IC DR GBI B3 71 Ca [Pew oo |
L LE]

mople .gesrantings:

EEODBBAE 39 38 38 3F S0 25 35 15 A5 &4 Ak 45 39938 AD &1 |B8EI;SASeadeFIME |
SBBRALA &% &% AN T4xg)
(el ]

I MERGaston wih Hyal Becausn Hyait concicons i privacy and
healand @ oty Py an. o mp  Ailiemigsnawe
Cipon Attachmant H

Open With,, -
Quick Look Attachment

FOR518.2 | Mac and 105 Forensic Analysis and Incident Response 26

On some newer systems. when an email attachment has been downloaded, a few extended attributes zet attached to
that file.

Ancther extended attribute,

of when the email message was received

binary valoe if the attachment is local {() or remote (1)

com.apple.metadata:com aprle mail dateReceived: Binary plist containing the timestamp
com.apple.metadata:com apple mail dateSentc: Binary plist contsining the timestamp of

when the email meszage was sent
com.apple.metadata:com apple mail isRemotelttachment: Binary plist containing a

“som.apple.metadata: kMDLabel szovaisjvgogydoeSkhybtTgkea™,

comtains unknown, possibly encrypted data; however, it does appear tgget written on downloaded email
attachments and other files sent'received. The string at the end of the attribute name appears to be nnigue to specific
hardware.

Note the application found in the “com. appie.guarantine” atiribote. It shows the file was downloaded nsing
“Mail”. The hex timestamp shows when the file was downloaded, as it does with other files.
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'bit:Downloads oompa$ xattr -x1 folioxmlg5new93448788.pdf
com.apple.metadata:com_apple_mail_dateReceived:
geopaoee 62 7@ 6C 69 73 74 30 30 33 41 BE @9 9C EE
6eoe0e1P 20 28 00 90 9O GO G0 60 91 @1 6o 6P ee ee
B0 P8 B0 B0 BB @8 B8 Be

gepoaeze 29 el ee g8 Be ee
épeoee30 80 11
gepaaaiz

com.apple.metadata:com_apple_mail_dateSent:

goooeeee 62 7@ 6C 69 73 74 38 38 33 41 BE 89 9C E7
8 88 81 @1 ee @8 B9 ee
fopeaeze @@ 81 80 89 P9 8P PP B8 Pe BB B o8 o8 e

depoeale 29 BB 8k 28 28 Be

depaaaie @0 11
gppeaaiz

66 8@
Be Be
Be B8

ee ae
ee aoe
28 ae

com.apple.metadata:com_apple_mail_isRemoteAttachment:

pepaeees &2 7@ AC 69 73 74 36 38 68 B8 BB 86 B0 20 6B 86
gpeseals 81 81 20 09 pe 60 e 08 29 Bl P2 B2 28 B8 B8 ap
eeeee028 ©9 B2 BP ©P B9 B0 B0 20 B8 B9

gooeedza

com.apple.metadata:kMDItemWhereFroms:

|bplist@@3A......

|bplist@@........ |

geeeseld 9F 53 YA 1E CB 96

- N R

Hbwu..B8 Eo6 .c
geeeez2Ce &F C1 1C EB2 Fe 81
poeeeazDa &6 946 18 FC De 51
poeeezdy
com.apple.quarantine:
@0PeEERe 3P 30 38 32 3B 35
goeeeR1e 69 6C 3B

900080813

-

L

77 73 2B 14 25 AF BS BC 16 4F

-

W4e2 33 68 C@ EE B&'ul 9A Ul wo'nel

11 9C 7F 6D 51 83 CD 4C 61 F@
B3 71 Cé

3B 35 65 61 64 656 39 3B 4D 61

feeAABRR 62 78 AC 69 73 74 30 38 A3 @1 82 83 5F 1@ 36 22 |bpliste8...._.&"|
ppeeeaell 47 T2 61 6E &4 28 48 79 61 74 74 28 57 61 73 68 |Grand Hyatt Wash|
/PPPPB20 69 6E 67 74 6F 6E 22 3C 4E 41 2E 43 75 73 74 6F |ington"<NA.Custo]
ePeeeAe3® 6D 65 72 B3 65 T2 76 6% 63 65 48 4B 79 61 T4 T4 |merService@Hyatt|
@2e0ve4® 2E 63 6F 6D 3E 5F 1@ 21 59 6F 75 72 20 47 72 61 |.com>_.!Your Gra|
PPePRB5@ 6E 64 20 4B 79 61 74 T4 28 57 61 73 68 69 6E 67 |nd Hyatt Washing|
pPeABese 74 6F GE 20 65 42 69 6C 6C 5F 10 45 6D 65 73 73 |ton eBill_.Emess|
opgeerave 61 &7 65 3A 25 33 43 32 38 31 36 31 32 32 3@ 31 |age:%3C201612281|
9eepeeREe 37 30 37 2E 75 42 4B 4B 37 7@ 38 63 30 31 39 38 |7@7.uBKH7p8ce198|
82eAR878 36 31 40 69 61 T8 69 6E 66 72 73 6D 74 70 30 31 |61@iapinfrsmtpli|
gopeeaAe 2B 72 73 73 2E 68 79 61 V4 T4 2E 63 &6F 6D 25 33 .rss.hyatt.com%3|
gpp@@aBd 45 BB BC 45 49 B0 B9 20 00 09 90 81 21 PO BB BE |E..El....e000-- .

genseece €9 B0 66 06 o4 £ 60 00 00 B0 B0 80 20 B0 ep 86 I |
gppepeDe B8 Be B9 88 Bl i simwian |

gpaaaads

com,apple.metadata:kMDLabel_sztvaisjvgoqydoSkhybt7gkéa:

ggeepeea F2 VE 9@ 64 BB @F FD 96 51 39 E7 €@ EA 4E EE @B |.~.d....Q%9...N..|

L.Sz...ws+.%....0l

I _.':"-' d‘l-q- - -.a-.l
|a‘ll"ll"'lmq".La'||
|fo...Q.q.]

| 8882 ; 585eade¥; Ma |
[11; ]
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Last Used Date: com.apple.lastuseddate##PS [10.13]

e —— S _— bpich S
Sazahs-HEP:Dgwnlosds codpel x@ttf -xl OxEDR.tac,. bzl

C.of] H The warvead o ot Ters & TRELEEEETS

i L \iaree CTACLP IR JIC e R
cﬂﬂ-lﬂﬂl SARTRua LA I KMDT Tenlann loadedin e ! * -

BRadDEAE A2 TA A0 4% T3 T4 38 36 AL 0133 A1

BBE0BE1A 57 FA F5 B8 B4 DS BN BB @0 29 B3 Bl GIEER @@ 2@ F....eeciiceaaen kil | i3

GREQRE2S P8 U@ B9 B9 62 BE B0 B9 00 B0 B9 B COEOE 0B B9 |.isssasscassinas i
BOHAREIN RE #R Be 8@ 13 B laviss =

2RaAEIS
com.apple.metedota: KMDItonWhezoFronst

DECRERE &7 70 0L A9 73 74 3B 3R AT @

BRAARE i

pracpsees S - Lint L"L'T"I R a1 1171 35 6010 Tur T

Shaoed B0 | CASBOTSA GOOD0000 E169E411 DOVOGE00 | vz % - i e

sosang 18 | | d 1L -

Bl ¥ r e

ceeand | Signed int  © || le, dec | 1510430410 S|

QoMpON = —— ot L —y AT TR P T e VI T T

con.s | Unsigned Int © || le, dec | 1510430410 o 1E 0 |

B“B“-_ _— - = BT LOnT-S4-m oUW ITE

b e B bytes selected at offset O out of 16 bytes Ml et i, Las £3. 11 3031 10 e 8

DEBERBEdE 3% 39 IV 32 44 AL &R 34 24 | FFRTOAESA | | B L Tt O (0 1T Thed LT

LU il B i i T
T LAl m ey 4

Elanppre Midish Enichia

FORS518.2 | Mac and 105 Forensic Analysis and Incident Response <2

New extended atiributes show up all the tume. This one is particularly vseful to forensic analysts. This one will keep
a timestamp of when a file was last used, as it pertains to the file system.

This will generally be zeen when the files have been used in the Finder windows; however. 1f a file is opened nzing
the “open” command in the terminal. the timestamp will also be updated.

Mot all file types will have this attribute, and research continues to determine which ones do and do not
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AirDrop Artifacts

i‘rﬂﬂﬂplﬁﬂﬁpﬂ-ﬂl Pownloads % xattr -xl1 IHG 8BRS, heic

con.apple.cecachefol P = fi
QO0PPEER 53 (3 A7 5F DO BD DY FF 5B 96 E7 5B 1A C7 50 340  |Sc.W....[.. X, .00T)

A0AAABRIG EBF AR AD DA 84 FC 899 08 88 04 1B B3 AT BE BB A | B, . o.o.ooeo. |

BOROPBEE BB 35 17 h1 09 B9 8@ 08 o0 &% 45 LE BB BE BB BE  |......cceeireens | T ——————
BRAARRIR PR BI 3C AF BE 35 F2 40 JE F? 3. 37 81 19 B Bd |- ooil.o-ioeeas | E I g
HEA8ARAR  FR RS IF Da 3F EC e | =
LRI T

con_eapple.metodats tkMD] terWhereFrons: 0 a
GopaRBEEd &2 T8 AL &% 73 2438 30 AZ @1 B2 BL &b &0 M) 4F  |bolistoo. .\ EEEE =
DORBARLA  EF B4 20 42 AC TS A5 73 6F A8 BF BB 45 08 6C 00 |SENRIOEE.. ... .. | Phmexi Tams Ty S
HEARARTA FT BE AF BE AF 8@ AL 28 19 G@ FE B6 I8 BB A9 BB W.....ccecianaas |

oa0aen3e EB BB &F B8 4F B9 AFE 09 46 B8 6B 16 BB BE BB B |P....icccsccnnas |

BR0RERLE OB DB B1 @1 84 99 99 00 00 20 BE BT BB 0B T WD |.i.ieeccenmrennns]

HeeaaRse B PR BB BE 28 09 99 98 @0 AR BB IV linanssmnanunnnms |

BE0A0ESE

con. spplo.gusrantlng:

foRePEER S0 3F 38 31 3B 34 IT 44 33 31 ZP 3B 30 3E 7H 48 Iﬂﬂﬂﬂrﬁidilvﬂﬂrﬁ'l

BORABRLR &1 T2 &7 AF &7 &4 3B &4 35 a3 38 43 43 &4 &6 20 |WEIRGY; FSCRCCDF- | STV o b s B B0 B T o £ B
BUAAREZR 3T A4 38 J7 ID 34 33 kA L1 Z0 L BB &2 3% JD 43 | TDST=43FA~ABRE-C| PR T —
DOOABE3R 35 45 3B 33 35 39 L1 34 37 &5 34 |SEAISEALTES |

|BEARBBZE

FORS518.2 | Mac and 105 Forensic Analysis and Incident Response 49

AuDirop iz avatlable on newer 10.7+ systems_ This application allows uszers to “drop™ files to other users in their
vicinity. Note: This does not necessarily mean the user has to be on the zame network it works nzing Continuity
technologies over Wi-Fi and Bloetooth.

In the example. Elwood Blues wants to send a photo. If this file is saved. it will by default be zaved to the
~/Downlcads directory.

Extended attributes for the file on the recipient’s system show the file was from ‘Elwood Bloes’ as this 1s the name
associated with the device. This may also show hostname and device information. The name can be changed by the
user, 30 it i3 not a foolproof way of determining whom a file came from. For Mac devices this 1z wsnally the
hostname of the device.

word:Downloads oompa$ xattr -xl IMG_1626.]PG

com,apple.metadata;: kMDItemWhereFroms:

eoePeeee B2 70 6C 69 73 T4 30 30 A2 81 62 56 69 5@ 68 6F |bplistel,...ViPho|
2PPPPR1® BE 65 58 6D 69 58 6B G6F BE 65 36 @8 @B 12 @8 @@ |neXmiPhoneB..... |
@GoooPR20 A0 A2 00 00 91 01 0O 00 00 00 OO 00 2@ 23 @0 PP |.......eneemennn |
GoooPR3® 00 00 00 02 00 20 OO 00 00 20 GO0 00 00 1B |ssanananaannns]
pepeaese
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Extract Property Lists from Extended Attributes

Output to a Plist File:
xattr -p com.apple.metadata:kMDItemWhereFroms
googlechrome.dmg | xxd -r -p > wherefroms.plist

Standard Output

xattr -p com.apple.metadata:kMDItemWhereFroms
googlechrome.dmg | xxd -r —p | plutil -p -

|compa@Sarahs-MEA Downloads ¥ xatir —-p com.opple.metadata:kMDItesWhereFrons googlechromne.dmg | xxd -t —p > wherefroms.plist

oompa@Saraha-MBA Downloads % plutil -p wherefroms.plist

[
& =» "https://dl.google.comfchrome/mac/stable/GGRO/googlechroma. dmg®
1 =¢ “https://www.,google,con/chrome/"

1
FOR518.2 | Mac and 105 Forensic Analysis and Incident Response 5o

Some extended attributes contain binary property lists. To extract these for more detailed analysis. we can nze the
®sctr command with the —o option. This option “prints”™ the atfribute data.

Using cnly the —o option, it will print the hex version of the data. To create a file, we munst uze the xxd conumiand
to “revert to binary™ (—r) and print to “plaintext™ (—p). We can nze the “>" symbol to redirect the outpuot to a file.

Together. the comimands will ook like this This command prints the cutput of the
com.a2pple.mecadacs : KM I cenhereFroms attnbute to'a file named wherefroms.plisc.

¥3TTY -0 com.arplz.metadaca:kKMDIcemhi=sraFroms googlschroms.dmg | ®xd -r -o >
whersefroma.pliac

To print a binary plist directly to standard out on the Terminal pse the following command format:
XILEY —p <atiribute name> <filese> | xxd —r —p | plucil —p -
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Reviewing Extended Attributes using Sleuthkit istat
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FOR518.2 | Mac and 1O5 Forensic Analysiz and Indident Response

The first command shown in the left screenshot, ¥12 —117, shows the file's inode (CNIDY) number that we can use
with the next command.

The Sleuthkit’'s (TSK) i 3t=t command prints the names and zizes of extended atiributes in it= “Accribucss™
zection, shown in the screenshot above for the file with CNID (inode) 4350497

Each attribute contains a TSK-assigned attribute number. For extended attributes. thiz number is £35£-F where =

is filled in for each individual attribote. This can be used to extract the contents of the attribute nsing Slenthloit’s
icac ptlity, shown later
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bit:Downloads oompa% 18 =11 F Tox\ BB.1.8.d
4358497 -Tw-1—1--0 1 oompa_ staff 86311835 Dec 24 12:89 Firefox 56.1.8.dmg
bit:Downloads uumpa$ it Jdev/rdiskl A

Password:

File Path: fUsers/oompa/Downloads/Firefox 56.1.8.dmg

Catalog Record: 43584%7

Allocated

Type:  File

Made: ITIW=T—TI—-—

Size: 86311835

uid / gid: 681 [ 28

Link count: 1

File Hame: Firefox 58.1.8.dmg
Admin flags: @
Owner flags: @

File type: foas
File creator: BBe8
Text encoding: @ = MacRoman

Resource Tork size: 8

Times:

Created: 2016-12-24 12:89:38 (EST]

Content Modified: 20146-12-24 12:89:58 (EST)
Attributes Modified: 20146-12-24 12:11:13 (EST)
Accessed: 2016-12-24 12:11:12 (EST}

Backed Up: eege-ge-00 AB:gd:e8 (UTC)

Data Fork Blocks:

Q4223164-94226217 968146133-76818180 1245832406-104R835457 1B4B64918-104B656965
1848669469-184069112 1684138589-184132568 1841465902-1841467949 184226119-184238214
1056812012-18581485% 185824824-185827298

Attri butes.

ﬁ:m m.mln mMManfm _Resident qi@& 20

*rmm.&mnﬁ :ma}" Name: co q_-ﬁ-p] Bl milandel
Type: EXATTR (4356-6) MName: com.apple.quarantine Resident size: 67 =
Type: DATA (4352-B) Name: DATA  Non-Resident size: 86311835 init_size: 86311835
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Extracting Extended Attributes with Sleuthkit icat

Local Disk

bit:Downloads oompa$ Sude icst /dev/rdiskl 4350497-4354-5 | plutil —p -
[

8 =» "“hitps://download-installer.cdn.mozilla.net/pub/firefox/releases/608.1.8/mac/en-Us/Firefoxkiese.1.0.dmg"
1 => "hteps://waw.mozilla. orgfen-US/firefox/new/?scane=2"

]
EOIl Image

(bit:FORS18 Images oompa$ igat dademurpny.Edi 388662-4354-3 | plutil -p -
[

8 = "http://download-installer.cdn.mozilla.net/pub/firefox/releases/26.8/mac/en-US/Firefox®2B254.6.dmg"
1 =» "hutp://www.mozilla.org/en-US/Tirefou/new/ "
1

FOR518.2 | Mac and 105 Forensic Analysis and Incident Response 53

The Sleuthkit : cat command can be used to print the data contained in a specific atiribute. The TSK attribute
number is appended to the CNID (inode) of the file to print the specific attribote.

The top screenshot shows an example of this nsing the local disk (/dev/rdiskl). The bottom screenshot is an
example using an EQ1 image.

The screenshots show the i cat command printing the extended attributes identified by 4354-5 for CNID
4350487 and 4354-3 forthe CNID 350582. This 1s the com. apple.metadats : xMDIcenilhereFroms
attribute for each file
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Lab 2.2 — Extended Attributes
File System Fun!
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Section 2: Agenda
Part 1:Mac and iOS Triage

Part 2: Extended Attributes

Part 3: File System Events Store Database
Part 4: Spotlight

Part 5: Portable Artifacts

Part 6: File Systems

Part 7:APFS Deep Dive (Bonus)
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DIGITAL FORENSICS & INCIDENT RESPONSE

Section 2: Part 3
File System Events Store Database
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File System Events Store Database:/.fseventsd Directory

Developer Documentation:

= ... persistent database which stores a record of all changes throughout time"

Used by Spotlight and Time Machine

Gzipped Data Files

Tracking Files/Directories perVolume
= On Mac and i0S systems and external media

Caveats

= Wiped when hard powered off, crashes, etc.
= Only tracking on HFS/APFS-formatted volumes (however, directory is made on FAT volumes)

10.13 Addition: Associated inode Mumbers

FOR518.2 | Mac and 105 Forensic Analysis and Incident Response 37

Each volome connected to a Mae system willhave a /. f3eventsd directory created. Thiz directory iz the File
System Events Store Databasze that iz responsible for storing file system changes on the volume.

Spotlizht and Time Machine nse this database to determine what files are new or have changed metadata properties.
This directory contains gzipped files that requoire root privilezes to onzip and view them While this artifact can be
incredibly nseful it does have some caveats. It can get wiped oot when the system gets hard powered off or doring
a crazsh However, if file carving is a pozsibility, these files can be found by searching for gzip files.

The /. Z=s=w=nt=sd directory contains gmpped files each named incrementally with no file extension. The
fs=vant3ad-uuid file contains the GUID of the FSEvents databaze. On an HDD volume, this shounld stay
persistent, barring system malfunction. On an external USE drive, it 13 likely to change each time the drive is
inserted into a system. FSEvent UUTDs will show changes in the system logs if you do a search for “fseventa™
The /fseventsd directory will be created on non-HFS+ volemes; however, it does not appear to create the databaze
files.

The format of the unzipped files is noted to have changed over time in the Apple Developer Documentation and has
not beea thoroughty documented: however, filenames and file paths should be human readable. Therefore, we can
rua the strings wtility on these files to find remnants of deleted directories or files. The rezults are shown on the next
slide.

References:

Apple Developer Documentation: File System Events Programming Guide

https://developer.apple com/library archive/'docomentationDarwin/Conceptual F SEvents ProgGuide IntroductionT
atroduction html%/ ‘apple ref'doc/vid TP40005289-CHI-8W1

“FSEvents and other interesting files” by Derrick Donnelly of BlackBag Technologies, Enfuze 2016

Apple Developer Documentation: FSEvents Reference

https://developer.apple com/library archive/'docomentationDarwin/Conceptual F SEvents ProgGuide IntroductionT
ofroduction htm]
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sh=-3.2% pwd

/. fseventsd

sh=3.2# 1s =-1Ar
total 74168
- W——————— root
root
root
root
root
root
root
root
root
root
root

=y m——————

—_— r“‘---l ———

T

— m---— —————

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

36
13488
3986
16438
18365
17952
8247
12524
10181
20699
15236

Jul
Jul
Jul

17:09
10:33
29:48
99:39
@8:38
07:13
84:07
22:32
20:50
20:14
20:13

oo o

fseventsd=-uuid

0000000011ea5d4a
0000000011e942¢ch
0000000011e85439
0000000113 fcT7c¢
0000000011344edb
000000001131 f4eb
00000000112fcadb
0000000011267 ced
0000000011257dcl
000P0000011242ded

sh-3.2# file =

000000 R0RR3Tal974:
0000000000417 eced:
000000000042a918:
0000000000450189:
0000R000P04644c5:
000000000046 Ta05:
0oooo00oRRR4TaTBT:

gzip
gzip
gzip
gzip
gzip
gzip
gzip

compressed
compressed
compressed
compressed
compressed
compressed
compressed

data,
data,
data,
data,
data,
data,
data,

Unix
Unix
Unix
Unix
Unix
Unix
Unix

from
from
from
from
from
from
from

nibble:extracted sledwards$s xxd 00000000125482b4

3153
1200
7265
5472
4800
5374
7269
1200
2d48
B254
2e74
0062
opoo
5¢c5e

00o0000:
eeeee1a:
0poe0e0R20:
poeen3n:
eoooR4e:
ooeeese:
0000060:
epooe70:
oeeeevsa:
ooeee9e:
ooeevad:
eoeoebe:
0000 co:
eeeeeda:

4c44
oeoe
Bbca
6173
peel
616e
7365
0eoe
6¢75
1200
7874
6cbl
0o11
5412

0727
eoee
8154
6865
476f
6461
2028
00855
782d
ooee
eef4
6833
0180
eoee

dc56
eeoe
1200
7300
6167
6cof
3129
8780
3230
0055
5e54
2e74
0074
eeee

dc@e
022e
o000
9354
6¢cb5
6e65
2ebd
204b
3133
@780
1200
7874
6573
1580

oooo
4453
80855
5412
4368
456e
7369
656¢C
2e7a
0062
oo00
00d3
742e
Bopo

0091
5f53
eo8e
eeoe
726f
7465
209%b
6968
6970
6cbl
eeos
7254
7478

5554
746f
202e
eooe
6d65
72780
8254
6173
eeb3
6832
eese
1200
7400

1SLD."'.V
sasssnnsasDS _Sto
[ T Ry | R
Trashes. . TT.cues
H...GoogleChrome
StandaloneEnterp
rise (1).ms5i...T
..... U...Kelihos
-Hlux-2013.zip..
eTeeneeles.Dlah2
o it ¢ P PO R T
.blah3.txt..rT..
P f 11 9 & 4 o
NPT s aasvnsns
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FSEvents Parser: Free Python Script by Nicole Ibrahim
https://github.com/dlcowen/FSEventsParser

P)rthﬂn‘SQLite Database or CSV Output
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A Python script has been developed that allows forensic analysiz of this data in a more human-readable format This
zcript takes in a directory of fsevent files and will output a SQLite databasze and C5V of parsed data. The data can
then be analyzed in the analyst's preferred viewer.
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FSEvents Parser: Inspector
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FORS518.2 | Mac and 105 Forensic Analysis and Incident Response  so

In Inspector. a file system events parser 13 built in using the advanced processing capabilities. This can be run when
the image i3 added or later in the “Evidence Status™ procezsor on the left sidebar.

Once run, the anatyst will find the stems in the System | System Logs area of Inspector, as shown in the example

above. On the right side there 1= a filter icon that can be nzed to filter the resulis for whatever the analyst might be
looking for. This 1s highly recommended. as resolts for file system events tend to be quite verbose.
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FSEvents Analysis: Example Scenario [ 1]

* Scenario: Newly created USB HFS+ volume
* Created directories and added files to mounted USB
vclume

ravh hes Samae e
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Using the free Python script to parse the file system events. they can be viewed and queried 1n an SQLite databaze,
as shown for the next few examples.

The scenario used for the following examples shows a new clean USE thumb drive that was wiped and reformatted
with HF5+ The volume was created and mounted, and three directories were added to it Directory 1,
Directory 2.and Directory 2. The file system events show a “Mount™ activity with three
“FolderEvent;Rensmed” activities for each of the three directories. This iz because the first directory created
was initially called “unticled Zolder” as shown above, which just ot renamed.

The next section shows files being added to various directories: Installer DMG/ZIP files to Dirsctory I, images
to Directory 2, and a new folder created inDiractory 3, named Directory 4. These have the

“Crezced” achivity associated with each one.

Notethe .05 Stors iz shown This means the user added these files using the Finder GUI window.

Reference:
https://github com/dlcowenFSEventsParser
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FSEvents Analysis: Example Scenario [2]

Created a new text document with TextEdit (DocumentVersions)

FOR518.2 | Mac and 1O% Forensic Analysis and Inddent Response &4

Next, the user opened the TextEdit application and created an RTF document on the USB thumb drive. The initial
name of the docoment was “Unticled 8.rcf”. Once the wser saved and renamed the document, it waz saved
az “testdoc. rti”. You can see temporary files being created before the document is actually zaved as
“tescdoc.rcE

Note all the . DocumsntRevisions™ and “. TemporaryItems" file paths. This is how macOS Document
WVersions works; the details will be revealed 1n a later module.

Reference:
hitps://github com/dlcowen/FSEventsParser
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FSEvents Analysis: Example Scenario [3]

Unzipped HexFiend.zip into Directory |

megh_hn

oz

z

-

Hr

FOR518.2 | Mac and 1O% Forensic Analysis and Inddent Response &6

The user then unzipped the installer file HexFiend. zip into Directory 1. The unzipping process creates
many temporary files in ¥ Temporaryltems™. (For brevity, many are not shown.)

Once unzipped, you can see the "Hex Fiend.zpp” directory structure being written to disk with all the files that
make up an application directory/bundle. The “. Trashas” folder is also created in this activity.

Reference:
hitps-//github com/dlcowen/FSEventsParser
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FSEvents Analysis: Example Scenario [4]

» ExifTool-10.36.dmg file moved directories

* File removal

* HexFiend.zip sent to trash, then trash was emptied
* “Removed” added to mask

. IMG_Z326.]PG sent to trash (not emptied)
[Tt = e mwmﬂm IWM

OBIIA0I0 mﬁmﬁmﬂ
Dl 0RO W

B8 B 48 Ik B -

FEpE m =i
LT T mmmmmnn

STODA0N | mmumm
C00B0OD 0% Stare Wodified: Inodete b od:FlsEvant;

FOR518.2 | Mac and 105 Forensic Analysis and Incident Response =2

Finally, the uzer wants to remove files from the USE thomb drive.

-2

The first file, “Ex3fTooI-10.36.dmg™, was sent to the trash_ and the trash was emptied explicitly by the nser.
Note the “Removed™ event for this item

Second, the “IMNG 232&. JPG" file was sent to the trash, but the user did not empty it The mask does not show the
file was removed. It can still be recovered from the “. Trashes/501/7 directory on the USB thumb drive.

Reference:
httpsz/github com/dlcowenFSEventsParser
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FSEvents Analysis: Volumes

:1' select wd, maszk_hex filename, mask, source from fsevents where filename like "¥Valumes /Coogle®’

wl mask_hex fllename mask source

FOR518.2 | Mac and 1O% Forensic Analysis and Inddent Response 70

Other events can show system usage, such as "Hount™ and "Unmount™ volume activities.

The example above shows the file system events on a macOS image. Whenever a volume gets mounted onto’
“/Volumes", itis recorded. Thiz example shows two volumes being mounted ‘unmounted: One for Google
Chrome and another for Google Earth. It will show a mount point being created (FolderCreated), aswell as
removed after it is unmounted (FolderZvent;Removead; )

Reference:
hitps://github com/dlcowen/FSEventsParser
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FSEvents Analysis: Temporal Context

Logs and Apps (Messages)

] wnlac add filsmame mank, soorge_created pme sowes modded e olher danes from feevenis whers filemame ke i fug s

il Hidr T ik Arnad sl sevnes_rrrdhe_1mm e ey
M TAER0E4 nrivataneringins EE S0TT-12 51,8808 wagifieo FleEvnnt 20441238 150714 - ID16-12-26 150700 UNKNOWH
¥ AE26250 ﬂmmw.lmul.ﬁ%ﬁ. 07 Madifinc Tinfunnt 21E-13-36 130714 I8 1238 1R0T00 | 20789207 20961208
B Zegzasna Tl ¥ kodified FieEvent. A0ME-12-26 15078 JONE-1I-26 VA 0T0 | IOTE.07, 20001208
B 482EIT0 CreatiParminscnireguExeralsdanriad.,  2016-13-28 150714 JOMB12-28 150000 | F01812.07 2006.12.06
7 24BAERIY Creatnt;ParmissonCrang s Exterded Atiritad_.  2016-12-20 160714 | $018-12-28 150000 | 2078 12.07, 2001208
1 select 'uﬂ,:ﬁlen.lmr,m-ii, anurce_created_time source_modifled_time other_dates fram faevents where flename Hice SMassaoes/Archive g

¥
wd filename
; . B : 2 [ i

40 3050407 Usersfoompa/Library/Messages, Archive/di Heather Mahalik on 2018 chal
41 39701691 Usersioompa/Library Messages/Archive hat with Heathar Mahalik &t al on
43 39701654 Usersjoompa/Library/Messages/Archivef &{Heather Mahalik '-'-"'r‘ chat

FOR518.2 | Mac and 1O5 Forensic Analysiz and Incident Response m1

All theze file syztem events are being recorded; however, no timestamps are saved for each individual event No
problem—re’ll just have to get creative!

The FSEvents Python seript will show that the source created and modified timestamps: Theze are the file system
timestamps of those fsevents gzip files. If the files are exported out of the image, they may show the wrong
timestamps. as shown in the top screenshot; however, you can still go to the forensic image to zet the correct
timestamps. These timestamps can help filter down a scope of time the file activity occorred withen,

The script also tries to guess timestamps by using timestamps within the filenames of nearby files. as shown in
“other daces” These timestamps are pulled from the ASL filenames shown in the top screenshot.

We can also nse some timestamps file paths from other applications. assuming the nser i3 using these applications.

The bottom screenshot shows chat messages being archived, which get recorded with a general timestamp of when
the comverzation occorred.

Reference:
httpsz//github com/dlcowenFSEventsParser

© 2022 Sarah Edwards 71



1

wid
18168642TTAETINZI0F

18168642773871314450
1816E642773871314585
18158642773871313113

1816B86842773871312768

1B815B642773871313408

1816E64277387 13797

1815664277 38TIA3E00

 select wi, filename, mask, ma_:qnm...n_._mm_.ﬁ_m._m_:m_._._.m..maeqn.m..._._._a._m_.i .m._n.. .mdm._u.z._m-

filename

.._.“_.w.nmm from fsevents where filename like %? ibrar
|

Usersicompa/Pictures/Photos _.E_iz___.u_..nﬁw__u_aéa.ﬁﬂmm.. 0

Users/oompa/Pictures/Photos Library. photoslibrary fast
Usersfoompa/Pictures/Phetos Library.photoslibrary Masters

Users/oompa/Pictures/Photas Library photoslibrary /Masters

Usersfoompa/Pictures/Photos Library.photoslibrary Maste

mask

FolderEvent; Extended AttrModitied; FolderCre...
FolderEvent;Extended AttrModified;FolderCre. ..
Modified;Created, HardL ink;FileEvent;
FaolderEvent;Extended AttrMadified;FalderCre...
Muodilied; Created; HardL Ink;FilaEvent;
FolderEvent; Extended AttrModitied: FolderCre...
Modified; Created; HardLink; FileEvent;

Madified; Created; HardL ink; FileEvent;

© 2022 Sarah Edwards
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DIGITAL FORENSICS & INCIDENT RESPONSE

Lab 2.2 — File System Event Store Database
File System Fun!

FORS518.2 | Mac and 105 Forensic Analysis and Incident Response
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Section 2: Agenda
Part 1:Mac and iOS Triage

Part 2: Extended Attributes

Part 3: File System Events Store Database
Part 4: Spotlight

Part 5: Portable Artifacts

Part 6: File Systems

Part 7:APFS Deep Dive (Bonus)

FOR518.2 | Mac and iOS Forensic Analysis and Incident Response 74
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DIGITAL FORENSICS & INCIDENT RESPONSE

Section 2: Part 4
Spotlight

FORS18.2 | Mac and iOS Forensic Analysis and Incident Response 15
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Desktop search system,
introduced in 10.4
: S
Indexed file metadata i
R taw
& curs Crigle
Similar data found in extended i et s ey 1 o i -
attributes ‘gwﬁmmmm-_.-:w st S DA AR
e

;Wﬂwmvdll.mt TS
Writable internal/external media RS
indexed on per-volume basis

FOR518.2 | Mac and 105 Forensic Analysis and Incident Response 76

macO8 uses Spotlight to index the system to allow the pzer to search for applications. documents and other files quickly
This feature was introduced in 08 X 10 4 and on {Phones with 108 3. File metadata incluoding the extended attributes.
are all indexed. On a live system_ the Spotlight icon 1n the top right of the screen can be vsed to search the Spotlizht

inden.

While syztem hard drives and external drives are indexed, other locations may not be indexed by defanlt These locations
include DMG files, CDs and DVDs, hidden files, and system directories. A volume can explicitly be told not to be
indexed by placing an empty, hidden file with the filename .metzdata never index at the rootof the volume A
volume can be set not to index by using the mduci’ command.

References:

Mae O5 X and 108 Internals: To the Apple’s Core by Jonathan I evin—Chapter 2: The User Experience Layer
mdutil Man Page

i © 2022 Sarah Edwards
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What type of data gefs indexed? Anything and everything!

A zmall example of what might be indexed:

= Another copy of file system metadata, incloding filenames, logical and physical file sizes. UID/GID, and
file system timestamps.

= Timestamps: Along with the file system timestamps yoo may also find download dates, last nsed dates,
and date added dates.

=  Photos data may include width/length make and model of hardware that took the photo, aperture, IS0
speeds, pixel count, and resolution.

= Authorship information may include who originated the file and what type of application created the
document

= If an application was downlocaded or purchazed throngh the Apple App Store, certain receipt data will be
indexed.

= Communication information such as what email address zent an attachment or what the hostname was of
the phone that AirDropped a photo to the system

*  Depending on what zoftware iz installed on the system, certain applications may have their own metadata
attributes.

Two native command line utilities can show us what type of data may be indexed. These commands will only show
the attributes that are associated with the host system. not the mounted system. Many of the 24T+ attributes will be

the same across systems; but keep an eye out for those application-specific metadata attributes. Newer systems will
generalty contain more attributes than older systems.

The “mdimport -7 command (shown on the left) will print out the attributes’ names and deseriptions. The

“midimport -X7 commoand (shown on the right) prints out metadata attributes associated with a specific file
type; for example, attributes associated with photos.

Reference:
Man Page for mdimport
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Spotlight: User Shortcuts

~[Library/Application Support/icom.apple.spotiight Shortcuts
~{Library/Application Support/com._apple_spotiicht/com.apple spotlight Shortcuts.v3 (10.15%)
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Spotlizht is an application that is nsed to index and create a searchable databaze of the macOS system Users can
zearch for items uzing the Spotlight magnifying glass icon in the top right of the GUT or using Cmd-Spacebar.

These are the first few letters the user typed before selecting an item in the dropdown. If the user types the zame
few letters again and selects something, the timestamp {and possibly the path) will be updated; otherwize itisa

historical listing of Spotlight searches.
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Spotlight: /.Spotlight-V 100 and VolumeConfiguration.plist

User: ~/Library/Metadata/CoreSpotlight/index.spotlightV3 (10.13+)
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The hidden . Spocliighc—V100 directory located in the root of the volume contains the Spotlight Store
directories.

The .Spotlight-WVi00 directory contans the property list VolumeConfiguraticn.plisc. This property
list contains indexing exclusions (among other Spotlicht configuration data).

The single GUID in the example shows that one volume is currently being indexed:
= /- The root volume

The GUID references the Spotlight stores where the volume indexing database (store db) is stored.

Starting in 10_13, each user Kas their own Spotlizght database located in their ~/Library directory.
http/ wwrw_swiftforensics com2018/10/the-nser-spotlight-databaze hitml
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Each Spotlight Store directory contains many files. These files are the indexing databaszes uzed by Spotlight The
two places where data is readily available for investigators are the ‘Cache directory and the store.db index
databaze.
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Spotlight: File Structure—Spotlight Cache Directory

/.Spotlight-V 1 00/Store-V2/<GUID>/Cache/

rost@MaE-M1 Cache ¥ pwd
/System/Volumes/Data/. Spotlight-Viea/ Stora-v2/,

- (D3460B&DA-36-4C06-Y IE3-T 4931 6@B50%/ Cache
* Nested directory structure | toot@MBo M1 Cache # Tind .
* Numerous text files | roane
|- feega/eane
L] i =i |/ RORR R0E8B11e
Fllename IHOdE number |./e0e8/0008,/ 8116/ 18803646  EXT
TootENEF-M1 Cache # cat /94 oot/ addd/ LaBRaasd.tut |- /EB08 2008,/ B14T
SANS Free Aespdroes sans.orgfsecurity-resources s E-ke | Seeea 000 814/ 21788517, X1
wslottors MowsBitasni8i-weskly digest of top news OQUCHI | /eppa oea8, dods
: Monthly security awateness newsletter GRIEK: Weekly fl.fﬁﬂﬂﬂfﬂﬂﬂﬁfﬂﬁﬂ&flﬁﬂﬁzsﬁ?.tx‘;
summary of thrzats & mitigaktions e Internet Storm Cont :aJQEFEFGEEEIEEQE
or = Gi% Critical Ssourity Controls = Hloge » Security
Posters = Webzasts » InfaSec Reading Hoom » Top 28 Sc -{,.-’H-WEWEW-’W'PSI?EE#WLttt
ftware Errors ® Security Policios s Intrusion Dotectin _.fﬂﬁﬂﬂ‘f'ﬂlﬂﬂﬂfﬂﬂ'ﬁﬁl y
n FAQ = Tip af tha Day = Thought Loadors = 78 Coolest -!JWBM%HHBZM:tataghﬂa.tu
Catesrs = Spcurity Glossary 5&NS Programs sans.org/pro [ /eaBa/eBe0,/ 82946/ 434024520, TXT

loompa@MBP-M1 ~ % find ~ —-inum 14882389
/Users/oompa/Downloads/old3/01d2/junk/FOR518_G@1_81/DOWNLOADABLE/FOR518_3_G@1_@l.pdf
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One directory that can be of nse to forensic analysts is the Spotlight Cache directory. This directory contains a
nesting of other subdirectories contaming many text files. These text files hold text-based versions of their original
documents, inchiding emails. documents, and chats.

The number preceding each . txt extension iz the inode number for the file it reprezents. The lower screenshot
shows an example of this. The filename 14082389 . cxt contains the email-related data

We can find the associated file by searching the system for the inode. 14082380, We can use the £3 nd command
on the mounted volome. Use the —inum argument to find the file by inode number.

sudo find <volums> —inum 14082389

Experimentation shows these text files will no longer be available when a file iz deleted or simply moved to the
trash.
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Spotlight: Find by Metadata Key - mdfind

Use on native disk or on a mounted image

» Caveat: Does not appear to work on a mounted image in
macOS1 1+
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The “mdfind” command will find files bazed on certain metadata criteria.

In the example, the attnbute “kHMDTIcenlongi tuda™ was searched for This will print out the filenames and paths
for all filez on the system (or mounted image) where this attribote was indexed. This example will show s files that
coatain locational data.

The —onlyin argument does not corrently work on macOS 11 or newer.

Reference:
Man Page for md<ing
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Spotlight: List Metadata -mdls

Use on native disk or on a mounted image

* Caveat: Does not appear to work on a mounted image in
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The mdl s command can be nsed to list the metadata associated with a particular file from the Spotlight databazes.
In the screenshot above, we can see the following attributes of the file:

=  Timestamps

=  Content Types

= Download Date

= Download Location

= File Bizes

= File Ownership

= File Properties

This screenshot is only a partial outpot of the metadata associated with this file. The complete ontput of this
command is shown on the next page.

Reference:
Man Page formdl=
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Spotlight: Useful Metadata SearchesFile Sharing

Sent via Email, Messages, and AirDrop
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On newer operating systems, there are additional sharing metadata attributes that can be forensically very
interesting and nseful. Using m3©3 nd to query files that contain the ¥MDTcemUa=rShar=dS=ntDaces aftribute,
we can find files that have been shared oot The screenshot on the left shows an examyple of a file sent via Apple
Mail (com. apple mail) on §5/06/2015. This email had the subject “Pics2” and was sent from sledwardsf@ smail com
to compa@esh ritedo.

On the flip zide_ we can also nse md£2nd to query for files that have been received by the system using
“¥MDIcemUssrSharadizceiyadiacea". The example in the middle shows a file recerved via the Messages
application (com apple mezsages) from a phone aumber “+1703 .7 to oompa@csh.rit edu on 12/072016. This file
was received using the iMeszage protocol in the Messages application.

Files received via the AwDrop service can be hard to discern without digging a bit further These newer sharing
metadata attributes can make this easier to determine. The screenshot on the right shows a file was received on
12/13/2016 from iamevitoin@iclond com to compa@csh rit edu using AirDrop (com apple AiwDrop). The
¥MOIcenWhearaFroms attribote pives ps the username and device name that were used to AirDrop from. In this
case, it was Sarah’s “miPhone?”. The bottom right screenshot shows that it was AwDropped from the

com apple.mobileslideshow application on Sarah’s miPhone7_ This is the Photos applicaticn on the iPhone.
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Offline Spotlight Parsing

mac_apt

* https://github.com/ydkhatri/mac_apt
* Free and open source

* Python

Cellebrite Inspector
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There are a few tools that have the capability to parse the store.db files offline (versus mounting and live queries).
The first is the open-source mac_apt vtility that is a multiplatform Python script, while the second is Inspector
{pzing the Advanced Parsing).

li
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DIGITAL FORENSICS & INCIDENT RESPONSE

Lab 2.2 - Spotlight
File System Fun!
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Section 2: Agenda
Part 1:Mac and iOS Triage

Part 2: Extended Attributes

Part 3: File System Events Store Database
Part 4: Spotlight

Part 5: Portable Artifacts

Part 6: File Systems

Part 7:APFS Deep Dive (Bonus)
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DIGITAL FORENSICS & INCIDENT RESPONSE

Section 2: Part 5
Portable Artifacts
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External macOS Artifacts: HFS+/ APFS Formatted Drives

Document Versions

Trash
File System Events
Files/Extended Attributes

DS store Files

Illlgl

| FOR518.2 | Mac and 105 Forensic Analysis and Incident Response  ®0

macOS can leave behind zome interesting artifacts that may be shown on other non-Mae systems_ These artifacts
can help vs determine if a file was originally fonnd on a Mac system. These artifacts may include varions

directories, extended attributes, and those sneaky D5 stors

files that zeem to get everywhere!

Filez copied on an HFS+/APFS formatted drive will show signs of Mac origination incloding the following:

» Extended Attributes

«  Spotlight Index

* Docoment Versions

* Trashes Directory

* .faevencsad Directory
* .DS storeFiles
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Spotlight
Trash

DS store Files

Extended Attributes
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External macOS Artifacts: FAT/ExFAT Formatted Drives
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e Codefmsterees =5 _Codedigne tuized Cudafiwssureni

Filez copied to FAT or ExFAT formatted drives will show signs of macOS originations. including a Spotlight

directory (with stor=. db Spotlight index!) and a . Trash== diectory if files were “removed”.

Extended attribute information is also relocated along with each file; however, FAT-based file svstems have no
support for them and therefore the data needs to be stored differently. Each file that has extended attributes wifl

have an additional file beginning with 2 . ™ that matches the name of the file. This contains the extended atiribute

information. as shown in the next slide.

Unfortunately, FAT and ExFAT drives will not have the Docoment Revisions directories. as these volomes do not

support Docoment Versions capability. Along the same line, the

appear to be written info it.

. £3aventad directory will exist, but ro files

The decument "randomstufi” is on a volume
that does not support permanent version
starage.

Your changes have besn saved and you will not be
bl to access older verslons of this docurmant once
you chase i Teunde yaur ehanges, cilek Reveft.

Do not show this message agam

Reverl Cancel OK

© 2022 Sarah Edwards
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FAT Formatted Drives: Extended Attributes
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Extended attributes that are normally stored in the Attributes File on HF 8-+ file systems are stored in separate files
on FAT32 and ExFAT file systems. These files share the same filename as the associated file with a “dot

underscore” (. ) appended to the beginning. These files are 4,006 bytes in size.

Shown in the larger sereenshot are the file signatires “Mac 0F X¥ and "ATTE", followed by the contents of the
extended attribute. At the end of the file 1= the ftext “This rescurce fork iIntentionally ls=It
olank” (rotshownin screenshot). The format of these . 7 files contains the atiribute names first, followed by
the data The inset sereenshot shows what the data will look like if printed with the “xatcr”™ command.
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Desktop Services Store: .DS_Store Files

Created when Finder accesses a directory

Used by Finder

* Window view preferences (i.e., List, Column, lcon, Cover Flow)

* File icon placement
* Trash:"Put Back™ capability

Found where!?

* macQOS5, writable DMGs, network, and FAT Velumes
* ExFAT: Does not appear to create .DS Store files

Parse with github.com/nicoleibrahim/DSStoreParser

FOR518.2 | Mac and 105 Forensic Analysis and Incident Response =3

Everyone has seen those pervasive, almost annoying .05 Store files—they seem to be everywhere!

These files are created when the Finder application i3 used to view a directory. While all over macOS drives, these
files are copied along with files to external hard drives, thumb drives. or network drives. These files implement a B-
tree format and are nzed to save the Finder viewing settings. These are settings such as the column vzed to sorf by,
icon placement or perhaps of most interest. the Trazh “Put Back™ capabality.

These files can be written on many types of volomes; however, they do not appear to get written to ExFAT
volumes.

Tust the existence of these files can indicate 1f a directory was browsed using the Finder application.
References:
httpsz/fwild mozilla orgDS Store File Format

hitpsz//github com/dscho/dsstore
httpsz//github com/nicoleibrahim TS StoreParzer
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Trash: ~/.Trash
Jjanedoe@MBP-M1 ~ % 1s -la
total 1&
drwxr-xr—x+ 14 janedoe staff 448 Mar 7 B9:45
drwxr—-xr—x & root admin 192 Mar 7 @9:33 ..
-r======== 1 janedoe staff 7 Mar 7 89:44 .CFUserTextEncoding
drwx-=—-=-= 2 janedoe staff 64 Mar 7 89:45 .Trash
-IW—————=— 1 janedoe staff 47 Mar 7 09:48 .zsh_history
drwx————— & janedoe staff 192 Mar 7 B89:45 .zsh_sessions
drwx——————+ 3 janedoe staff 96 Mar 7 89:33 Desktop
drwx———-——+ 3 janedoe staff 986 Mar 7 B89:33 Documents
drwx—=====+ 3 janedoe staff 94 Mar 7 89:33 Downloads
drwx--—————@ 68 janedoe staff 1928 Mar 7 @9:47 Library
drwx-—————= 3 janedoe staff 94 Mar 7 89:33 Movies
druwx—————+ 3 janedoe staff 96 Mar 7 89:33 Music
drwx———— + 3 janedoe staff 94 Mar 7 89:33 Pictures
drwxr-xr-x+ 4 janedoe staff 128 Mar 7 ©9:33 Public

FOR518.2 | Mac and 105 Forensic Analysis and Incident Response 24

Each vser has their own hidden . Tr=sh directory. This is located in the root of their home directory.
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Where Did Items in the Trash Come From?

Safari “Safe” File

Sent Directly to the Trash
No "Put Back” Option

Ly Treah G # AlDrop

E 7} Fisconts
] Tramfs :ml‘l

N AlrDeen | M SoplicHions
15 Hacanis i i) . £ Desietnp ABOLLO-

— ) e 2
R = [ Destments e

o

= %) Dwrarilnads
i Bhuiililous 2 = Detota Immadiataly..
% Do T ——— Emoty Trash
= Rawniaads Empty Trash
st Gt Infa

FOR518.2 | Mac and 105 Forensic Analysis and Incident Response =5

The .Trash contain: “deleted” items. Some trazhed files can be restored nsing the “Put Back™ option on the
right-click comtext menun.

Some files, nsually those that are considered Safan “Safe™ files, are sent directly to trash as they are automatically
unzipped into the ~/Downlicads folder

If the file has a “Put Back”™ option, the data can be found in the hidden .05 Store fileinthe .Trash directory
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Where Did the Trash Come From?
Trash! DS Store Record Format

4—byce Filename Lengﬂ'r

Variable Length: Filename (UTF-|16—double the byte length)
4-byte Structure ID

* "otk Original Location
* “ptBN": Original Mame

4-byte Data Type
* “ustrx"iUTF-16 String
4-byte Data Length (Double length for UTF-16 strings)

Variable Length: Data

FORS18.2 | Mac and OS5 Forensic Analysis and Incident Response  #6

Each record in'the .02 store file can be identified by a UTF-16 filename. Just prior to this filename 1z a 4-byte
filename length Theze are followed by a 4-byte Structure ID and 4-byte Data Type. Some of these Structure IDs
and Data Types have been documented in the reference pages below. The final part of the record 1s the data size
and data—this can be a variable size.

Each deleted file will have:
» Filename
*  Original File Path
These records are preceded by a 4-byte record number. Thiz will determine how many records are in this file

There are many more Structure [Ds and Data Types that can be seen in DS store files, and some have been
documented here: https://metacpan org/pod/distributionMae-Finder-DSStore DS StoreFormat pod.

References:

httpsz/fwild mozilla orgDS Store File Format
hitpsz//github com/dscho/dsstore
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Trash .DS_Store Example

0 DDBeBBR1 42756431 001080 OOOODADD GOOOLPU0 DPODDICH LOBYDODD DDODBEER Budl
37 pROGRGAY COARAOPD DORRRARG APAODZRR HA0ANS0R PODPROD POLEOARD CPORBBI
64 DPODRORY GOARRORZ PODRGVAD AROPDNDZ DERMGAAL PPODLEDD PAELOALS BDGIGDER lech
56 DO72DBGF GOGBNODA DOBOGAAE ADAOORDE 00020000 DDODROGG 2AA00E2D DOEDOBRA|| r o
125 DRBODAGY AONA00RD DDRRGHRE AROORDD BEAACED CDGRRRED YORGOARD BRERRBIA
160, DODDRADY GOQQRACR DPRLAGE DP000RDD PASCAGOS DPERAORD FOMCAAR0 ORODBREA
182 PEE0oeEE A000000 CBEAEAAA MO0QDGRD AOGAA09E QBAMREDG 2400000 GRRLGODS
224 DORERADA QODADORE DBECGAGD DODODRED BOGEACVD DRBDRRER DAGGEADD PEDDEDES
256 DDODORAG QOQPDORD DORLEAAZ DDO0BR1D DOGTVOSF DDGFRRET DOGLOOES OREIBNES
255 DB72006F AOGDOOES DOZEPAG4 QOEDDBE7 7O74624C 75737472 @B0AVOZC BBS5ILE7I
320 BB730874 BOESO0ED QD2FOGSE PPEFOREC BO7SHGED DBESRRTI BO2FO044 BRE1BBTA
357 PR61PAZF AO5S00TI OPESAGTZ ON73I00ZF POGARAG1 DOGERDES GGGARAGF DRESORZF
354 QR44DOGF 0O7700GE DRELEOEF WBELORE4 BO7INGZF DOOROR1H CAGTOALF DREFORET

416 PRGCARRS APGIARCE DO72O8GF QREDDOLS B02EAGG4 QREDBOLT FOTABZ4E 7573T47Z||
445 DBODBB1Y GOGTO0GF PREFORET QDECODES PREIGGGE DO7IBREF SRGDO0ES OOZEBRES
480 DBEDBGET G20DO00R COBOGOSE DOOODODE GOPTO00E DOGDDORD DODODORE DRODBODE | m
512 am mma W E‘IH-EBBEIB mma ululalululol o) mma awm

........ T N
ik FJ.FJ. J.'J.' TLrLY

... Data Aﬁer

Searching for the strings ‘ctiolustr’ and *ptbluscr’, we can find the remnants of the trashed file.

The ZPOLLO-mester.zip file will not be found in thiz file.
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32

o4

96
128
160
192
224
256
288
320
352
384
416
448
480
512

00000001 42756431
00000000 00000000
00000000 00000RV2
0072006F 0000000
00000000 00000000
00000000 000EVEAV
00000000 00000000
00000000 20000000
00000000 00000000
0072006F 006DOAES
00730074 0@650@6D
0061002F 00550073
0044006F 00770@6E
0060065 00630068
00000010 0067006F
00600067 0000000
00000000

00001000 00000200 00001000
00000000 0000ASED 00000300
00000000 20000002 0000001
00000000 00000000 0000000R
00000000 00000000 0Q00000R

00000000 0000RE00 GBDR0DOR
00000000 P0D0R0R0 Q0ODOROD
00000000 20000000 V0000000
00000002 00000010 QO6700GF
@0ZEQR64 QB6DRA67 7074624(C
002r2a56 Q06FRA6C @075006D
00650072 0073002F 006A0061
@06C006F 00610064 @O73002F
0072006F 006DRAES QOZEQOG4
006F0067 006CRA65 00630068
00000000 00000000 00000000
0eB0oRe0 0oBReaaD

maam@mﬂm

P0R00128 00000000 VROEOROO
00000000 00000000 0OOROROR
00001000 906CO065 GP630068
00000R00 00000000 GROROO0O
00000000 00000000 0O0EODOR
00000000 V0000000 0P0RBBOO
00000000 0000000 CR0OBD0O
P0E00R0 00000000 BROEOR0Y
@06Fe067 906(0065 00630068
75737472 0000002C @@530079
@0e50073 002ro044 B@E10074
POBEGDES 0064006F GBB5002F
00000010 V067006F @PEFBBE7
@ecDe@e7 7074624E 75737472
0072006F 000DOOES @V2EA0E4
20000000 00000000 VR0CER0O
mﬂﬂmm@-m 00000000 Ve0eBoao
20000000 0000200

Budl
lech
ra
Iﬂ?& Sy
w*m.__ ﬁn.e:a.nm_mun.n

ua.___:ﬁannm.a
lechrome .dmg

mg

ers/janedoe/

googlechrome ,Jm
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Trash and Storage Features

a 0 Ovrvess  Oisplypy  Bdorsgs: Bigiporl - Sarcy

Macintosh HD - 1,3 TE svailable of 2 TE

BAacintasly MWD
ﬁ L TH e o 4 TS il
g e |
:‘ Storm ol files, photos, and messages in iClood and save spoce by kesping G-
anly rocant fling ard opdimised phitos on this Mac when storago spacs = am

nipeded Fmes Ghwags
COptirmice Blorage ’

Tave soeca by sutomatically remauing mawlas ano TV shaws that you'va QOptirme.., Fil&l m nnt
aveasdy walched fiom s Mas, =

necessarily be
removed by a

sem Empty Trash Automaticafy

Taus apac by automatienily erdsirg ibams thar hivvs sean in the Trash far Timi Dm...
mose thap 30 days
- user, could be
via the system.
Reduce Chuitar
Sort thiamgh doturnsry grd athee comtent slonsd an i Mac and csleta Al Fllag

whal i nixlonger needod.
FOR518.2 | Mac and 105 Forensic Analysis and Incident Response 29

Introduced in Sierra (10.12), macOS now wants to help the nser zet the most out of the storage space on their
zystems. The user iz reminded of these features when they look at the “*Lkhout This Mac | Storage” menns,

as shown in the npper-right screenshot.

A new option for the Trash i= to remove items after 30 days, whereas before it was stored in the Trazh until the nser
emptied it.

Other fanctions to be aware of are the “Redoce Clutter” and “Optimize Storage” features. “Reduoce Clutter™ aims to
help the nzer remove files that have not been nsed in a while or are very large. The “Review Files” button brings up
the window below oo the right which the nser can vse to delete theze items. The “Optimize Storage™ feature allows
the nser to control whether movies are removed after watching and if Mail attachments are downloaded. as shown
below on the left.

T3 pocumends - 1031 GB

St ihicegh elomumanin o peidmustanihy o 10as yoi o e nse.

— Do yau want to optimize storage?
1
: Wrsn slorage spaco 5 nosdod, movies ang TV heows 0 Tanes that
mrga Tl Upwnloads  Fia Browsor . i il iy WSt S ataratically et e S61y rucerl
ar ¥ind T— fE— ameit sttanhmenss in Mall will be ot o this Mao. Yoo con dowsicad
Wl i &l [SHS Sy ) r1sy b i I"'F :h".
I psgzaoie miphana 9 03 ar lar archive SI22NE, 234 PN 43,58 08 T ol b a ey
| . e e T s
B inacrsbuare £01 Exoedt Withess B 376113, 8230 BM 124850 i ﬂ""": '“u g | ““m % .n: el
Toois:zip ZIF archiva AfEfTE, 9:3T PM 1B A ol ahy A dilins =
W install 05 Mouettain Lion Anplicarkan AIFFAT, TrkA P 437 GA Yol cam sl Py Lrass peulefances Wne In Tunes and Wil
s Install Mac 95 X Lian Agplicatian Gr2andg, raE P & Ga A
? Caneel Optimiza
| macrakunne smem Documean: A\, 435 P FALE ]
Micrasaft Office 2NE SR80 60910 Joe,., InstEllar peckags |70, A:D5 PM 158 68
e P Uil Win_Selin_2MdAFD eun Dicusmend Gr2HE, 457 PR 11468
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J?ANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Lab 2.2 - Trash
File System Fun!

FORS518.2 | Mac and 1O5 Forensic Analysiz and Incident Response  1oe
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Section 2: Agenda
Part 1:Mac and iOS Triage

Part 2: Extended Attributes

Part 3: File System Events Store Database
Part 4: Spotlight

Part 5: Portable Artifacts

Part 6: File Systems

Part 7:APFS Deep Dive (Bonus)

FORSI8.2 | Mec and iDS Forensic Analysis and Incident Response 11

This page intentionally left blani
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J?ANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Section 2: Part 6
File Systems

FORSI8.2 | Mec and DS Forensic Analysis and Inddent Response 12
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Apple File Systems

1998 2017

1984 Hierarchical Rl Hierarchical Fle Apple File System
: System Plus - APFS

Macimtosh File ik 3
System (MFS) « HES+ or Mac O « iD5 103 macOs 10.13
» System 8.1

FORS8.2 | Mac and 105 Forensic Analysis and Inddent Response 13

A major change in recent versions of the operating systems is the change of file system  This will be sure to give us
zome big analyzis challenges!

© 2022 Sarah Edwards 103



HFS+Volume Header, “Special Files”, and Journal

* W5 GUID
Hierarchical File System " ipelisk
(HF5+, HFS Plus, Mac O5 Bdended Fle System)

35 SEniy

=
¥ u fnrvenind

00747550 4e 0 1a%
feRO74ATS594ek 126
g = T, P 2 T - Teswentnd-unile
Introduced in Mac OS 8.1 in1998 [HFS 1985-1998) A
Se= Deprecated Tech Note 1150 " s
= - soaTral nfe otk
Aja aduney [ile
BIE Endian Artrbes Fola
HF5# (Mac OS] Timestamps - Number of seconds since SR LSS
17171904 00:00:00 UTC —

l"mlll'.-- Private Dty
¥ mbln
| BASbod Ti-Gafc—4b4 1 -a lba s TANE4E 15077 jng
AN T L < TR - AT e Fies - L s L - £0A- el

SF‘EC-EI Files | Harsrry- e tuses -camputer - mare-ram- feld jog
" Ty = puic tures - firefox » n-on-your-compater. jpg
* Allocation File - Tracks Allocation Blocks * i teervts =
+ Catalag File - File/Folder Structure and Metadata JRi
» Extents Owverflow File - Additicnal Extent Information
= Attributes File - Additional Metadata e

Techmical Note TNLLED) WFS Pus Violume Format. pef

FORS518.2 | Mac and 1O5 Forensic Analysiz and Incident Response 14

The Mac 08 Extended File System is more widely known as Hierarchical File System or HFS Plus (HFS+). HES~
was introduced when HES (Mac OFS Standard File System) was limiting the size of the installation media. HFS+ iz
able to install on larger volumes and have longer filenames larger file sizes, and more file metadata.

This file system was introduced in Mac O8 8.1 long before Mae 08 X/'macO8.
HFS5+ is comprizsed of five “special files™ and the HF S+ volume header.

The zpecial files are:
=  Allocation File
= (Catalog File
= Extents Overflow File
= Attributes File
= Starmp File

References:

Apple Tech Note 1150: Awvailable at http://dubeiko com/development/FileSystems HFSPLUS/tn1 150 html
The Sleuth Kit Source: Available at hitps://github com/slepthlit/sleuthiit'blob/master/tsk'fa'tsk hfsh
Mac O5 X Internals: A Systems Approach by Amit Singh, Chapter 12

Maec OF X and 105 Internals: To the Apple s Core by Jonathan Levin Chapter 16
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Apple File System (APFS)

Introduced m 2017 with 105 10.3 and macOS 10.13

+ Optimized on $50/Flazh: can be used an HDDs—10.13 did not install by default on HDD= {and Fuzion Drives)
* [0.14: HDDs and Fusion Dirive support

* Bxternal/DMG support in 0.1 2 experimental support

+ Also introduced on watchO3 3.2 and ©v05 102

Granular Timestamps (to the nanosecond)

Can be used on multiple physical drives (L.e., CoreStorage-ish)

Forensic Suite Support?

Features

* Space Sharing: Resizable containers instead of partitions

* Encryption: More, Single Key. Multkey (per fila. per metadata)
* Sparse Files: Only take vp space a: nesded

FORS518.2 | Mac and 1O5 Forensic Analysiz and Incident Response  11s

References:

httpsz//developer apple com/library/archive/docomentation FileManagement/Conceptual' APEFS  Guide Introduction’
Introduction himl

httpsz//developer apple com/videos/play/wwrde2016/701/ (View in Safari )
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APFS Pooled Storage or “Space Sharing” [ 1]

r ||"rlH|":Fi|IIZ lezgticnal, physicnll:
e s # TYPE NAME S12E IOENTIFTER
& GeagletartnPraMac-in.amg 3 ME n GUID_partition_achers w70 G iiukd
L& WhateAapdmg TE WD 1 EFT EF1 69,7 MB dlekisl
r. Ll aia e Th 4 4B 2: Apple_APTS Comtsiner ddesd T7an ddeads?
& Techiical Mofe TRITS0- HFS Flus Valume Format 233 M8 | roanidiaxa | symThEaidedl
¥ o APFENOLL ORI N TYPE MAME SLEE LOENTIFEER
0.7 MB B 4PFS Containar Schams = *7 .7 3B CELLE]
= Mutmpgn e Fhysizal Store diik?:?
= nalls gif a4 ki T I APFEVELY T akbed ME  gdsedsl
= shonpygit F5 KE § %ﬂﬁ _f:ﬁm:
a wigle.gir 175 kD ; JI8F M diokdsd

Sarahs-MBP-&:~ oompa% df -
Filesystem Size Used
Jdev/disk5s1 7.2G1 %
Sarahs-MBP-6:~ oompa$ |
Filasystem Size
Jdev/disk5s2 7.2G1
Sarahs-MBP-6:~ wompas df
Filasystem Size ifree %iused Mounted on

Jdev/digk583 7.2G1 9.7Mi 7.8Gi 1% BA 9223372836B54775719 %  Volumes/APFS_WVOL3

FOR518.2 | Mac and 1O5 Forensic Analysiz and Incident Response 10

APES pzez “Space Sharing™. or pooled storage meaning that an APFS container may be broken into many APES
volumes that share space. These volumes can grow and shrink a= needed using the unallocated space available from
what is available on the physical disk{s).

Avaxl Capacity iused ifree %¥iused Mounted on
77 9223372036854775728 8%  (Volumes/APFS_VOL1

ad ifree %iused Mounted on
Eﬂ D2233720346BB4AT75787 B3 /Volumes /APFS_VOLZ

The example above shows a single APFS formatted thumb drive with three APFS volumes: APFS VOL1,

APFS VOL2, and APFS VOL3. The files in each of theze volumes will take up their needed space as shown in the
“df* command in the sereenshot above. The total thumb drive space stays the same_ a= it 15 available to all volomes
in the APFS container.

The “diskutil list™ output on the right shows each APFS volume as a different “consumed” size. The total for this
APES Container is 8 GB (really. 7.7 GE) but that space i1s shared among each volume_ If the uzer wanted to add an
additional volume, as longz as there is space available, it would work

Sacama=HOP-b:r campell diceetll sa Liet diakd

+— Container Slaud BEFFYILD-BaFd-aid L -9006-DeECICALREFD

Each volume can be encrypted separately if the user
choozes to do so. If thi= were the case. the “FileVanlt:™

N i SATEEEL & 3987 b1
wonld show a “Yes™ instead of the “No™ shown above. Cagaeity J- Gam By volumsa)  POP39VEE B (07,4 MBY 02, 7R uses)
Capacity Mot ALloceted: TEALGOTEZL B (7,0 BB (57, 2% frew)

=z Physical Stnre Haseind OFETING-20A4-4Ed0-NaB0-LECEERPRAELL

APFE Pepaloal Soore Baky alakIaf
Sires TIERRREETE @ |7.7 BE)

=% Yplime chukinl FREE0C2-RATI-ASUN-AAT-AHARLECARLSS

LRA)

Mount Folnti Vnlueps/AFFEVOLL
Capazity Conmumed: AAAANZBDS B L1ad. L MB)
Flluknalt s [T

== Yoluse olskdsd SBCEEIAG-G880~L0AB-BEDE-CATTALATESDE

APFU Wolure Disk [Falel:  ciskd Mo mpmcitic rule
Mount Felnt: Mraluren S _biLE
Capacity Consumsd: FEGLANEL H (15.0 ¥81
Fllviwaltt Fiz

—5 Vnlume SiuHIEE FEATLAR-B745-AR3Y-N2RA-THECEEARETEA

APFE Dlek (Ralagl!  @iik3£3 4fo spacific relal
Mount Paint: Pafuwes /ASET VOLD
Cipecity Cunsumed: WI0eTHE B (78.3 Wml
Filuvaslt: s
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APFS Clones

Mama =~  Bize
Instant copy of files/directories & GoogleEart..c-Inteldmg 73.4 MB
& Whatshpp copy.dmg 721M8
& WhatsApp.dmg 721 MB

‘Sarahs-MEF- 'W:IL_!I. o 5 stat -x Wha

MNo redundant use of space

| I
New/modified data to files saved
in separate blocks

Sarahs-MBP-&4:~ pompad df -h /vVolumes/APFS_WVOL1
Filesystem Size Used Avsil Capacity
/dev/diskbsl 7.261 148MI 7.9G1 2%
|Sarahs-HBP-fi~ pompaf df -h /Volumes/APFS_VOL1
Filasystem Size  Used Avail Capacity
fdev/diskSs1 7.261i A4BMi  7.8G61 2%

Mounted on
fVolumes/APFS_VOLL

ifree %iused
Q2233720368547 75728 2

itree ¥iused
2233720368547 72T &

Mounted on
/Volumes/APFS_VOL1

FORS8.2 | Mac and 105 Forensic Analysis and Inddent Response 107

APFS pses clones to create instant copies of files without the need to use redundant blocks on the file system for
storage. If the cloned file changes the changes will be saved in deltas on the file system.

The example above shows the cloned file “Whats App copy.dmg™ that was created from “Whats App dme” The
‘stat’” command ootput shows that the inode number changed, as did the file system metadata (timestamps). The file
size listed i3 also the zame, as the file did not change—it was just a copy/elone.

fthe “df" command 1z used on thiz volume after the cloned file was created, 1t will show one more inode vzed, but
the space on the volume stays the same—no additional file system blocks were nzed.
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APFS Snapshots
!2::.?.:".".‘!. ey e o Tty ) ] Read-nnk snapshot of the file system
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i * Time Machine local snapshots kept for 24 hours
el s, ek, 4 53 9 * Create on-demand snapshot ‘tmutil
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APFES Snapshots are instant copies of file system data They are currently oaly used for systems that are using Time
Machine. Utilities such as “tmuptil’ and “mount apfs’ can be used to interact with these snapshots.

*diskutil ap Iiscanapshocs®{ordiskucil ap Iistsnaps”)canbe psed fo view what APES
Snapshots are available to use.

The “cmucz21’ wtility can then be used to mount one of these local anapshots to a point where it can be browszed and

analyzed as any other moonted volume on the system

Reference:
Abont Time Machine local snapshots: https:/support apple com/en-usHT 204015

Sarahs-MBP-6:/ oompa$ tmutil listlocalsnapshots /
com.apple.TimeMachine.2018-04-22-114689
com.apple.TimeMachine.2@18-84-22-214754
com.apple.TimeMachine.2018-84-22-232139
com.apple.TimeMachine.2018-84-23-8085036
com.apple.TimeMachine.2018-84-23-825383
com.apple.TimeMachine.2818-84-23-845139
com.apple.TimeMachine.2818-04-23-864924
com.apple.TimeMachine.2018-84-23-182389
com.apple.TimeMachine.2018-84-23-122285
com.apple.TimeMachine.2018-84-23-161716
com.apple.TimeMachine.2018-04-23-174736
com.apple.TimeMachine.2@18-84-23-192417
com.apple.TimeMachine.2818-84-23-1950816
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Snapshot Mounting: Live System or Inspector
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The tive APFS snapshots can be mounted using the mount apfs command just like regular APFS disk images can.
The only difference is using the ‘-3 argument, which specifies the snapshot to mount This can give the nsera
hiztorical view of a previons version of the nzer's system.

The snapshots are mouated in a read-only state on the specified mount point.

Inspector has capahbility to parse the APFS Snapshots; you'll find this option in the Advanced Parsing area

Once parsed, vou'll have an additional Volume {Snap 1), depending on how many =napshots were parzed from the
APES volume.
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APFS Structure Overview: APFS Objects

Container Super Block
Volume Super Block
B-Tree Node
File System Tree
Object Map
Space Manager (Spaceman)

FORS8.2 | Mac and 105 Forensic Analysis and Inddent Response 110

Untilce HE S+, there are no “Special Files” on APFS. All the file system structures are embedded in the file system
as objects.

Objects are stored on disk in blocks: a common block size 13 4006 bytes. Therefore, you can assume you have a
new object every block. The organization of the blocks do not matter, as that iz rectified in varions file system
objects keeping track of where everything iz

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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Section 2: Agenda
Part 1: Mac and iOS Triage

Part 2: Extended Attributes

Part 3: File System Events Store Database
Part 4: Spotlight

Part 5: Portable Artifacts

Part 6: File Systems

Part 7:APFS Deep Dive (Bonus)

FORS518.2 | Mac and iOS Forensic Analysis and Incident Response 111
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Section 2: Part 7
APFS Deep Dive (Bonus)

FORS518.2 | Mac and iOS Forensic Analysis and Incident Response 112
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APFS Structure Overview

* Example APFS Container
* One Volume:“LetsParseAPFS”

= Two Directories
= Cloned File

= B = LEisParsaAPFS
< ] = Bl X $ v .Q
Favarkes Name Data Modified Size Kind
it ¥ 0 ImFolder] Today &t B:ES P'M Foldar
G
=8 smudge yvoda_clone jpeg Today &t 563 P T30 KR IPEG lmags
Liosationes & smudge yoda. |peg at BR3P 138 KA IPEG Image
El LetsParseARFS 4 ¥ I imFclder2 Today at 6:55 PM Foldar
- = smudge transformer. jpeg Today at B:E2 P A KB JPEG Image

FORS518.2 | Mac and 1O5 Forensic Analysiz and Incident Response 13

In the next few slides. we will be diving into the structures aszociated with the “LetsParze APFS™ DMG file shown

above.

This DMG file 13 simple_ vet it shows many of the featnres vou will find in a foll file system APFS disk

Reference:

Apple File System Reference: hitps:/developer.apple com/support/'downloads/ Apple-File-System-Reference pdf

© 2022 Sarah Edwards
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g%0180

| Container Super Block (appendix)
Bxozin 2 B-Tree
%0300 3 B-Tree Mode
Ox0500° 5 Spaceman
Ox0E00 1) Object Map (OMAP)
gx0B00" 13 File System (Volume SB, appendix)
o=1100 17 Reaper

APFS Object Header and Types [obj phys t]:32 Bytes

fBx0000" 0 Mone
OxOBOOD 1| Object Map (OMAP)
0x0E0T 14 File System Tree

FOR518.2 | Mac and #O5 Forensic Analysis and Incident Response 114

Each object in APES has a 32-byte object header. This header describes what kind of object you are looking at A
few of theze objects are lizsted above.

We will be dizssecting a Container Super Block, a Volume Super Block, and a B-Tree Node (with a File System
tree).

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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APFS Root and Non-Root Node B-Tree Objects

Root Node Structure

H btree_node_phys_t Tae :ﬂg,’ﬂ,... Free space » .u:ﬁ btree_info_t
Non Root Node Structure
TOC 1 2‘ & s Fraa space - .:ﬁ

*Graphics from Apple File System Reference Developer Documentation

FOR518.2 | Mac and 1O5 Forensic Analysiz and Incident Response 115

The file system metadata for each file. directory, extended attribute, etc. is stored in a B-Tree Object, much like that
of an HF 8~ file system

The strzcture that we will look at in this class 13 a Non-Eoot Node B-Tree. This B-Tree contains leaf nodes that
hold all the file system metadata for each file system entry.

Reference:
Apple File System Reference: hitps:/'developer.apple. com/support/'downloads/ Apple-File-System-Reference pdf
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APFS B-Tree Node (btree_node_phys t)

Value & Motes

FORS8.2 | Mac and 105 Forensic Analysis and Inddent Response 118

Each B-Tree Node contains a stucture to varions pieces of the B-Tree_ In this shrocture. yon have how many key
entries are stored in this B-Tree_ aloag with where the keys and values for the entries are found in the tree.

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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APFS B-Tree: Table of Contents (TOC)

TOC Entry ley offset key length walue offset walue length ObjectiD

(8 bytes) (2 bytes) (2 bytes) (2 bytes) {2 bytes) {Inode #)

FORS8.2 | Mac and 105 Forensic Analysis and Inddent Response 117

The Table of Contents (TOC) section of the B-Tree node contains the offsets and lengths for each key/value pairin
the tree.

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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APFS B-Tree: Table of Contents (TOC)—Example

B-Tree Offset TOC key offset key length walue offset walue length Object
in Example Entry (2 bytes) (2 bytes) (2 bytes) (2 bytes) ID
—— -] S}

FORS8.2 | Mac and 105 Forensic Analysis and Inddent Response 118

The Table of Contents (TOC) section of the B-Tree node contains the offsets and lengths for each key/value pairin
the tree.

The example above contains the TOC contents for a particular file—Inode 20.

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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APFS B-Tree: File System Keys (Inode 0x14 [20])

B-tree Entry Offzet Size Object ID Entry Entry Type Value and Notes
Offset (in (Incde &, Kind
bytes) 7 bytes) {(Highest
e D)

| FORS18.2 | Mac and 105 Forensic Analysis and Inddent Response 19

Inode 20 {0x14) has zix key/value pairs associated with this file. Each pair is a specific type of data associated with
the file. In this example we have an Inode. three extended attributes_a data stream and a file extent These are the
Eeys.

B-Tree Offset = 440 bytes — TOC determined offzet within Keys Section.

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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APFS B-Tree: File System Values (Inode 0x14 [20])

B-tree Entry Offzet Sixe Entry Type Value and Notes
{from (in

end) bytes)

FORS18.2 | Mac and 105 Forensic Analysis and Inddent Response 120

The valves in this kev/value pair are stored in the bottom of the B-Tree Node These values contain the forenzic
zoods that analysts are locking for- The contents of the extended attributes. the file/directory metadata and file

extent details
B-Tree Offset = 4096 bytes - TOC determined offset within Values Section.

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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APFS B-Tree: Inode File Metadata (Inode 0x14 [20]) [I]

B-tree Inode Entry Size Field Value and Notes

Offset Offset (in bytes)

FORS8.2 | Mac and 105 Forensic Analysis and Inddent Response 11

The file and directory metadata is stored in the inode key/value pair. The structure contains the same details as we
had on HF 8+ and other file systems.

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf

© 2022 Sarah Edwards 121



APFS B-Tree: Inode File Metadata (Inode 0x14 [20]) [2]

Value and Notes

B-tree Inode Entry Size Field
Offset in

The file and directory metadata is stored in the inode kev/value pair. The structure contains the same details as we
had on HF 8+ and other file systems.

File Mode - (See tables 15.11-15.13 in File System Forensic Analysis by Brian Carrier ).

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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APFS B-Tree: Inode File Metadata (Inode 0x14 [20]) [3]

B-tree [Inode Entry Size Field Value and Notex
Offset Offset in bytes

FORS518.2 | Mac and 105 Forensic Analysis and Incident Response 113

The file and directory metadata is stored in the inode key/value pair. The structure contains the same details as we
had on HF 8+ and other file systems.

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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APFS B-Tree: Inode File Extent (Inode 0x14 [20]) [1]

File ExtentVYalue:
0x0020020000000000 6900000000000000 0000000000000000

FORS8.2 | Mac and 105 Forensic Analysis and Inddent Response 124

The Inode File Extent information can be used to find the file in the disk image.

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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APFS B-Tree: Inode File Extent (Inode 0x14 [20]) [2]

dd if=APFS.dmg ibs=1 skip=450560 count=138278 >
~/FOR518/smudge yoda extracted.jpeg

- e e it

FOR518.2 | Mac and 1O5 Forensic Analysiz and Incident Response 135

The Inode File Extent information can be used to find the file in the disk image The command above is nsed to
extract the file that we have been viewing in this example/demo.

Reference:

Apple File System Reference:
httpsz//developer apple com/documentation foundationfile system/about apple file system
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Lab 2.3

Parsing APFS !OEtional!
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APFS Appendix:
Container and Volume Super Blocks

FORS518.2 | Mac and iOS Forensic Analysis and Incident Response 11
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APFS Container Super Block (nx_superblock t) [I]

FORS518.2 | Mac and 1O5 Forensic Analysiz and Incident Response 128

The structure of the Container Super block is above. This object keeps track of what is going on in an APFS
Container.

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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APFS Container Super Block (nx_superblock t) [2]
Size (in bytes) Field

FOR518.2 | Mac and 1O5 Forensic Analysiz and Incident Response 129

The structure of the Container Super block is above. This object keeps track of what is going on in an APFS
Container.

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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APFS VYolume Super Block (apfs_superblock t)[1]

FOR518.2 | Mac and 1O5 Forensic Analysis and Incident Response 130

The structure of the Volume Super block is above. This object keeps track of what is going on in an APFS Volume.
An APFS container may have more than one APFS volume embedded in it There may be multiple Volume Soper

Blocks for each volume in the container.

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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APFS VYolume Super Block (apfs_superblock t)[2]

Field MNotes

The structure of the Volume Super block is above. This object keeps track of what is going on in an APFS Volume.
An APFS container may have more than one APFS volume embedded in it There may be multiple Volume Soper

Blocks for each volume in the container.

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf

© 2022 Sarah Edwards 131



APFS VYolume Super Block (apfs_superblock t)[3]

FORS8.2 | Mac and 105 Forensic Analysis and Inddent Response 132

The structure of the Volume Super block is above. This object keeps track of what is going on in an APFS Volume.
An APFS container may have more than one APFS volume embedded in it There may be multiple Volume Soper

Blocks for each volume in the container.

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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APFS Volume Super Block (apfs_superblock t)[4]

Size (in 3} Field Motes

The structure of the Volume Super block is above. This object keeps track of what is going on in an APFS Volume.
An APFS container may have more than one APFS volume embedded in it There may be multiple Volume Soper

Blocks for each volume in the container.

Reference:
Apple File System Reference: hitps:/developerapple com/support/'dovwnloads/ Apple-File-System-Reference pdf
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