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Section 3: Agenda

Part |:Parsing System Logs

Part 2: Log Analysis

Part 3: User Data & System Configuration
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Log Normalization

Correlate data in a single system or across multiple systems

Must know “originating” time zone for system

Timestamp Storage

* Apple System Log, Unified Logs, Audit =
» Other logs (/varflog, ~/Library/Logs/) = lncal system time

Timestamp Output

oompa@MBP-M1 ~ % date
Mon Nov 22 13:13:89 EST 2821
oompa@MBP-M1 ~ % export TZ=UTC
oompa®@MBP-M1 =~ % date

Mon Nov 22 18:13:15 UTC 2821

FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response &

Analysts often have to correlate information across mmltiple systems acrozs different time zones. To combine and
understand what each system was doing at the same time_ the analvst will need to normalize the log.

» ASL Logs: praudit may output to local system time
* Use export TZ=UTC command
* Temporarily change time zone of terminal window

Each log type may store its timestamp in varons formats. while some outpot toolz will export this timestamp in a
different time zone or nzing local system time.

One example of this is the nraudic tool to read BSM andit logs. This tool outputs XMI. output with a timestamp
in local system time The analvst must know the original time zone of the system to correctly normalize the
praudic ontput

Anp investigator can temporarily change the time zone of the Terminal window by using the sxport TEZ="UTC”
command with the correct time zone (found in fust/share/zoneinfe/ ). Thiztime zone change will be
removed once you exit out of that Terminal (login) session.

‘Sarahs-MacBook-Pro-6:~ oompa$ date

Fri May &4 15:07:23 EDT 2018
'Sarahs-MacBook-Pro-6:~ oompa$ EXporthiz=turcH
‘Sarahs-MacBook-Pro-6:~ oompa$ date

Fri May 4 19:07:35 UTC

&} © 2022 Sarah Edwards



General macOS Log Locations

» /private/var/log « /Library/Logs
* Common Unix Logs » User Logs
* Apple System Log (ASL) » ~/Library/Logs
* Audit BSM Logs * Application
* /var/db/diagnostics (& Specific
[uuidtext/) » /Library/Application
* Unified Logs Support/<app>

» /Library/Logs

FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response

There are three primary locations in macOS where logs are found.

System logs — those that have to do with the operating system — can be found in /privace/var/loqg,
flibrary/Logs, and Jwvar/db/diagnoacica.

User-zpecific logs are found in each nser account in their Library directory, ~/Library/Logs.

Application logs may be fonndin /Library/Appiicacion Support/ or /Zpplicacticnas/ directory
under the particular application

© 2022 Sarah Edwards 7
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Common Unix Logs

* Tends to use Standard Unix Log Format
* MMM DD HH:MM: 22 Host Service: Message

* Most are in plaintext, s~

* bzip2 or gzip compression ittt L,
used for archival after log Bl ety e
turnover p—c .
Caw.saple. wne.aanihs” Boverarapswt :
(1.1 L] Lt
DeanaEMER-H1 Iog % 35 -1 Systam.logs 14k L e siorty BB

~tw=T——~F 1 oot admin 093793 Mear 14 I&:33 l'_l'l!l!'l.lnd_

~t-F——= 1 rraY aimip  AEEET Mar 14 DE00 ayRTes ing.R.gE
LT 1 rosr admin  ALA79 Mor 13 BE:8¢ dyntes, iog.i.gF
-tw-r———= 1 rootr pdmin 7843 Hor 13 B8:89 ayslew ing.2.gx
—fw—t——— 1 foai pimin  AWLAL Mol 1T 08327 ayhles. Log-d.ge
affs fee=ss 1 Fpoi  admin SREZL Mar 10 B89 syutes, log.d.gz
—-tw-r——— 1 roo:  odmin BHaLd Mar & He:ls systew, log.b.gz
~Iw-r—-—- 1 rooi sdmin  655LE Har B 08106 syetew. log.o,gz

oespaFUER-M1 Fag % head ayetem. log
r La BOiD:EL —— lasi mAEiia rpasicd L iime ——

Mar 1e SH:B8:21 MOP-Y1 syacdefoultsa{@aiss]; ebicl8alstl; Claps S¥OCIient 1w Emplesesnted In Bath SSpaten/LiGrary/Privatef roremarke Syniediafoults, frasswns
KiWarelmna ASyncadBefauTts s fSyates) | IBrRTw/Pr lvaTeFramiunria/Synead@aTaul to. Fradami T/ SuppsrT M aynodetaul ted, Ofe of The Tao will e uedd, Which one |
= uncafInad.

FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response 8

Most of the logs found in macOS tend to use the standard Unix L og Format. This format uses a date format that
may not include a year or a time zone to put context to the log data.

Most of the logs are available in plaintext format meaning they can be read withont further processing or parsing.

Normal Unix operating systems will archive (rotate) log files after they grow to a certain size or are old enough
{lock in their associated .conf filezin /etch

8 © 2022 Sarah Edwards



Bzip2 or Gzip Decompression

* Use bzcat or gzcat on macOS
* (oldest -> newest)
* Bzip2: system.log.7.bz2 -> system.log.0.bz2
* Gzip: system.log.7.gz -> system.log.0.gz

1l.bzcat system.loqg.{7..0}.bz2 >
system all.log

2.cat system.log >> system all.log

FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response 9

If required, the archived logs can be decompressed vsing the command bzcat. To create a comprehensive log file
with the entries in the correct temporal context (oldest to newest), the bzcat command can be uzed to
“concatenate™ the contents of the archive files. The larger the number (Le., syatem. 1og.7.bz2), the older the
log archive.

O=newest

T=oldest

The first command concatenates the contents of the archive files from oldest to newest into a file named
syscem 211.1cg. The zecond command concatenates the current log file systeam. 1og to the

systam z11.1cqg fileto create a complete systenm. Log file for the system.

© 2022 Sarah Edwards !}



Apple System Log

« Location: /private/var/log/asl/ (>10.5.6)

¢« syslog “replacement” (still uses syslog backend)

* View using Console.app or syslog command

Binary format:“ASL DB" signature

* Log turnover: Seven days, ~one year (utmp)

4153 4c20 4442 00O 000D 0POO 0BOP 0002 ASL DB..........

0009 090D 9000 0OTH POOD V00Q S51aZ B54b .....eeeees 0..K
oot 9100 o000 QOG0 O0G3 6cla 0002 ROOD .........alzl.s.
@oeld 2000 o0eD O00Q OROD QROQ o0PR RRER ........ i a .

@efe ooRD ofPR O2DD OQDD DROD ODOR BBBD  .......ciciesans
0281 P8P8 907b BHE1l Gebd BcBS 5177 696c .....{handle_wil
6¢c5f 736¢ 6565 785T 6175 7468 5161 6e64 1_sleep_suth_and
5173 6B69 656c B645T TT69 6ebd 6177 733a _shield_windows:
2872 B56c 6561 7369 Eet7 2061 7574 GBYT releasing authw
2@30 TB37? 6662 3562 6663 3034 3932 3028 @x7fbSbfc4a28(
3239 3030 292c 2073 G6B69 656¢ 6420 3878 2099), shield ox
3766 6235 6262 6365 B362 3138 2832 3838 7rbSbbcecble{2o8
3129 2c20 6cbf 6360 2073 7461 7465 2033 1), lock state 3

FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response 18

The Apple System Log is Apple’s version of the Unix 8YSLOG. After 10.5.6, the ASL data is located in the
fwar/lcglaal directory in a proprietary binary format (rather than plaintext). These messages can be viewed
using the Conscle. app or the syilog command-line otility.

The zcreenshot shows the signature for an AST log “25T DE™, which will be found in the first six bytes of each
log file.

The defanlt time-to-live (TTL) for SYSLOG messages i seven days, while the defanit TTL for ntmp, wimp, and
lastlog meszapes (Le., logon/logoffboot'shutdown 'restart) 1z one year {366 davs or 31622400 zeconds as per man

231 .conf).

Reference:
231 .cont Man Page

10 © 2022 Sarah Edwards



Apple System Log: Filenames

* Filename Format:
YYYY.MM.DD.[UID].[GID].asl
= BB: Best Before

= AUX:Auxiliary

O AFERTAN =S AN JEES. 88, 3T & el
Forhvaresearllag s pal A0 TO0R bk, 23
progaESErahe-MEN AL 030 84,77 & fdls ®
18488581 A30IT toxt
16838har AS0TT towT
nempaiSerahu-pEE WUE TR0 . BT % sk ToanSEaa
Tlmdatimer 1501755088400
iednonymsuni trun
desicelenfigld: G417
Iovawtigationidr B
=pdal| *HaabpoeAird, 5°
snftemeaiuflds “1REIED
busldtyeer “usar™
Tr.afTeet; -158d8
mebric File_typs: 1
weirielegs |
ErigperTiom: IBFTTRATALELE
tripgeeld: 3Ba1pRE
srofileld: FE2
sgndnf Frssghstivitplecereurrent 4
tlseataap: 1S0FFEEhaisvga
mimilaldentitiers “iskrosn®
actirityTres ¢ "Milsechctivity Typellrowsingimb
]

nonpafSarahs—HEA as1 N ped
fprivatefvar/ log/asl

norpa@Sacaha-HEA a5l W 13 -1n

total 1B0784%

dréar-xr-x 23 oot wheel
drusr-¥r-x K2 Toot wheel
—mw—+ 1 root whosl
-w——————+ 1 root wheel
-m————+ 1 Toot wheel
-————+ 1 root whenol
-IW——+ i Toot whznl
=M+ 1 root whenl
Ty—=—=4 1 root w=heel
- + 1 root whesl
drwar-uT-of & root wheel
drwar-yT-a@ & root wheel
dTwar-yr-¥E & Toot sheel
drwr-yT-a@ & Toot wheol
drwar-xT-oF & Toot whool
drwar-xI-oF & root =heol
OTWEr—NT-of & TOOT whaal
drwir-yr-sf & root whsal
=T + 1 root whoal
-TW + 1 root  wheal
T ¢ 1 oot whewl
dAréer=yT-% & Toof whool
TW=T==T--@ 3§ Toof =mhend

‘nonapa@Sarahs-MEA 251 W IR

oTAl dddh
~Tu=T==P—E 1 raot whael
=Tu=f==f==f 1 pant whasl

736 Jua 27 12:82 .
L&6& Jum 23 31488 .
E2L6883 Jum 18 22154 020.06.15, 884, 05l
JAENSFE Jun 1k U3:AT 20000614 G848, asl
FHEESES Jun 17 23:37 J82E.He.17.GBE.asl
LH68L5S Jun 18 92133 J928.846.18,6B8,. a5l
F1T4LBE. Jun 19 23041 J920.88.19.G80.asl
W4TEIEL Jum 2822058 J828.84.28.G80. a5l
18783851 Jun Z1 23:36 2828.86.710GEA, 23l
S3F4L0E TJum 22 2153 2@28.84.77 684, sl
128 Jun 16 17:F4 AUN. 2928 85.15
128 Jun 1é 17:36 AUN. 3838 8L.14
128 Jun 17 18:1E AUN.2838.8&.17
138 Jun 1B 16:86 ALK Z9D8._8&.18
178 Jum 1¥ LerZ5 AUN.2EI8.8E.1Y
128 Jun 20 146111 AUN. 229,88,
128 Jun Z1 12:82 ALX.2eD8.68.21
188 Jun 20 12087 AUN. 292688232
Li9BL Apr 27 BAia4 BE.70IL.04.58.GRB.asl
SE1AS Moy 3B 15:3¢4 BS.7071.06.31.0RB.asl
34T1S Jum 27 J1:57 BE.7071.06.30,CAR.as]
P64 Jun 27 21188 Loge
17 Jun 27 21153 StorsData
=1 NUX FRER.BS .22

168937 Jun 23 17:B7 144EE52
BL4tl Jun 2% 12281 18LEA5&

FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response

The ASL filename format is standardized to match the month_ day, and year the data was recorded. The files are
alzo separated by vser and group IDs. These logs will nsually be zeen for only the past seven days, after the utmp,
wtmp, and 1a=tlog messages get rolled into the ASL log files beginning with “BE™_ or “Best Before™.

The “Best Before™ log files contain the login records for the month listed in the filename. These records will be kept

around for one year.

The directories starting with 2UX or “Auxiliary™ are vsed on 1018+ systems. These directories contain text files
compnzed of additional data that is referenced by the sy=slcg file

© 2022 Sarah Edwards
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syslog Command

Output Format (-F)  Time Format (-T) File or Directory

IIIIIIIIIII%IIIIIIIIII
IIIIIIIIIIHHHIIIIIIIII
oompaiSarahs-MB8A 55l % syslog -d .

MOTE: Mopst system logs have moved to & new logging system. See logi(l)l for more information.
Apr 23 89:21:03 localhost bootlogi@l <Notices: BOOT_TIME 1587448863 199554

Apr 23 99:22:19 Sarahs-MBA loginwindow[175] <Notice>: USER_PROCESS: 176 console
Apr 23 @9:31:08 Ssrshs-MBA login[1355] <Motice»: USER_PROCESS: 1356 ttys@ds
Apr 23 A9:31:09 Sarahs-MBA login[1363] <Motice»: USER_PROCESS: 1363 ttyseas
Apr 23 @9:31:09 Sarahs-MBA loginfl1357]1 <Moticer: USER_PROCESS: 1357 ttys@8s

Apr 23 @89%:31:19 Sarahs-MBA login{1374] <Motice»: USER_PROCESS: 1374 ttyso@oB
Apr 23 89:31:18 Sarahs-MBA login[1374] <Motice»: USER_PROCESS: 1374 ttysea?y

Apr 33 1B8:87:11 Sarahs—MBA loginl3778]1 <Motices: USER_PROCESS: 3778 ttysoee

Apr 23 18:21:87 Sarahs-MBA loginl{4448] <Motice»! USER_PROCESS: 4448 ttys@dl
Apr 23 13:53:33 Sarshs-MBA loginf3?78] <Moticew: DEAD_PROCESS: 3778 ttysddée

2ec

FOR518.3 | Mac and fO5 Forensic Analysiz and Incident Response

A zingle ASL file or a directory containing multiple ASI files can be nzed as input into the sy=alog command.

The syslog command can be used to output the data in a variety of formats:
*  b=d: Similar to other system logs such as system. Jog
« =td: Same as o=d and inclodes mezzage priornity level (default)
*  raw: Message fields are in sqpare brackets, in keyivaloe format
«  xmi: XML property list

The time output can also be formatted:
« ==c: Number of seconds since epoch
* Iocali:Local time zone {defanlt)
»  utc: UTC format

In the example shown above, the sy=Xog command i3 taking in the default directory of AST files and outputting
the data in the default standard format.

12 © 2022 Sarah Edwards



syslog —T utc -F raw -d /fasl

* [ASIMe=ssageID 1] * [Facility

* [Time 2020-04-23 13:21:03%] com.apple.system.utmpx]

* [TimeNanoSec 1985540001 *» [Messagse BOOT TIME

= [Level 5] 1587648063 159554]

« [BID 0] = [ut 1d Ox00 0x00 Ox00 0x00]
= [UID O] = [ut pid 1]

« [GID O] « Jut type 2]

* [EeadGID 20] * [ut tv.tv sec 1587c48063]

* [Host localhost] * [ut - T tv.tv usec 159585547

» [Sender bootlog] ' [ASLEKDL*chme 16189270463]

astrpaifarsha-HiA anl W ayslog -T ute -F raw -d ,

MITE: Modt systes logs hase moved ©9 4 now logging ayvston. San Juulfi!l for more infarnation.

[ASLMussagell 11 |Time F828-0d-8 13:3%:05871 I‘f:Jlqu.nn!mu I‘F'H-HHI] Iioyel K] 1PID &1 [U1D 4] (616 81 [HesdeiD BB) [Host Socalhpetl [Sender bootlogl 1Fmcz
Lty som saple, eps e utapa ] [Message BONT_TIME 15878400888 1995568 T [ut_ it Ouid DabB Ox0 deBd] (vt pid 17 [ut_sype 21 Dot tv,tv_set 1GBTAREBAA] LWl _tv.iv.u
sag 199854) [ASLExpireTime 141927BALY]

[AfLMeesagell 2321 [Time J878—a-3) 13:32:192] [TimeManofes 6BeDTFoed] [Leawel &1 [PED 178] (00 @] [GID @) [RepdGil 847 [Howt Sacene—Mia] [Serder loginwing
aw] [Faeilizy com.spple.systan.lastlag] [Message uSES_PROCESE: 175 eansala] [ue usar ocapa] [uc_fd dwiT Aad0 @xRi Ax01)] [ur line coraale] [ur_pid 175] [ut
type 71 [wt_tv.tw_seo DISB7SeB139] [wt_tv.tv_uwico 6B&542] [SenderMochiifTD BAYCALIS-4288-38E5-BEGD-F1SEFAEAFEDR] [ASLEvpireTine 14X927a53%)

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 13

The raw output for sy=3l1og labels each key/value pair in square brackets, as shown above. All dates are stored in
Unix epoch time. The fields starting with "ut ™ are a throwback to the utmp login data that has been deprecated in
0S5 X since 10.5.

Each log message contains cerfain Apple System Log keys. Not all of theze kevs will be in each message.
*» ASLExpireTime: Meszage Expire Timestamip, when the message is explicitly set to expire
* ASLMessagelD: Meszage ID Nomber
+ Time: Timestamp of the record
+ TimeNanoSec: Nanoseconds recorded
* Host: Hoztname of the system the message was recorded on
+ Sender: Default process name or identification string
+ Facility: Defauplt is "user”, otherwise noted in reverse DNS format
+ PID: Process ID
+ UID: UserID
« GID: Gropp ID
= Level: Meszage priority level
*  Message: Log Meszage
* ReadUTID: Read access for user
+ ReadGID: Read access for sroup
+ Session: Seszion by launchd
+ RefPID: Reference Process ID (launchd)

* RefProc: Reference Process Name (launchd)

+  ASLAunxTitle: Title (usually “Tull Report™)

+ ASLAuxUTI: ASL apxiliary uniform type identifier
+ ASLAwxURL: URL to auxiliary file

© 2022 Sarah Edwards 13



Beferences:

gyslog Man Page

EET Man Page

Z=31.h — hitp:www.opensource apple com/source/LibeTibe-583/inclnda/asl h
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Major Log Changes in 10.12 and iOS |0: Unified Logging

Sarahs-Maclook-Pro:disgnastics oonpad [SEINEER)
Prodiie thams § Mac OB X

Unified Logging: macOS 10.12,i05 Bettdverason; A7isRes
10.0, twvOS 10.0, watchOS 3.0

Sarahs-MacBock-Pro:diagnostics oompal 15 =la

toral ZE4H

OEIWKE=M—— 1B oot adndn 328 Dec 15 21:3F ,

grwir-xr=g¢  B5 root whaai 2718 Dec 1o @3:4& ..

ErWET-XE-% ¥ Toot odmip th Mawv 11 13:1F High¥olume

drwWRE-Nr-x BB oot admin A768 Dec 14 13:19 Persist

OIWXI-%5r-% &B7 Togt admdin 13824 Dec 1% 17:0F Special

=IW=L—[— 1 roat admin  24BIIE Oec 14 1711 logdata.statistics.R.ixt
=f-f—E— 1 root odein  18496E1 Dec 12 19:58 logdato.statistics.l.ext
=TT —F— 1 roat EdARAR 126704 Dec 15 13:33 shutdows.log

Lagla o ] 3 root  whaal 4 Nov 11 13:1% timesync

-IW—L——T— 1 root admin AB4 Dac 1% 21:30 version.alist

Sorahs-Moclook-Prosdingnostics conpad IESTTREERTET
totel 1BSH@a8

] mﬂdb,ffmgfmsﬂﬁl’ =TwW=r==r--i 1 oot admin 1RLH9348 Doo 1920 EAAPREASARRRYS. tranovd
gl ) _sw-r—r 1 root admin 10483832 Dec 4 19:44 0AGEDDSUEOBBOLIA.tracevd
* Referenced Data in: /var/db/uuidtext/ —Tw-r—I-——F % Toat admin 18483885 Dec 4 20:06 ASGGPBEGIAOEREIT.tracev3

~mw—-r—r-—# 1 root admin 1BLHZAEE Doc 2066 {H00DBECAAERREYY . tracevd
~tw-f—r—F 1 root odmin 18490536 Dec 21:17 Pae0spEaadaEndta. tracevd
=IW=T==F==F 1 ToOt admin 1BWE4BEH Dec F1:468 MIOBEREENAOEREYD. tTACAYE
~pw-r—r-—# 1 oot odmin 18482974 Doc 272:82 MOAARRRAEMRRRTc. trocevd

&
&
L]

=tw-T-—r-={# 1 roat sdmin LB48TIEE Dwc & 29:33 DAOEADREEAOREEYE.tTacovd
'
'y
4
&
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Introduced with macO8 10.12 and 108 10 15 unified logging. which 1= supposed to be uniform across devices and
operating systems This directory hias changed over many point versions since 1t was released in 10,12 The
zcreenshot above s from a 10.13.1 system while it nsed to appear like the screenshot below in 1612,

Theze log files are stored in the /private/var/dbh/diagnostics/ directory and reference cther data in the
foriwvate/var/do/unidcexc,/ directory. The Unified Logs are supposed to supersede ASL files however
ASL files still exist on the system and may still be worth investizating for certain items.

The main log files are stored in a binary format.

EReferences:

Man Page for 1og Conimand

httpsz//developer apple com/documentation’oz/logging
httpsz//developer apple com/videos/play/ wwde2016/721/

bagh=3.2% pad

Fpsisa e var fdi/ dlagnantics
nash-3.7¢ In -1

Total IBEI7R

fgoant  wheel 1BSATTRD Oet 5 1a042 lopdatd  Fersistent  2014l83AT1723908 1 raceyd

dranr-ar-x 3 Toor wheel 68 Sap 1T 19183 Evonts
dimii=ap=s I rdor whail I8 0ot 33 21:E) Feultsdnedfrroras
diwnz-ar-s I roni whesl i Gep A7 19iBT Overmine
drwiT-aT-k I ront whesl &0 Eap 27 19183 GopoinlHesdling
drwiz-ar-s. 1 root whael 58 Bop E7 19183 Statelumss
HEmyT-if=8 14 EoOl whedl &Th Dot ¥ 7283 TTL
—-fA-i——— 1 tabat whesl CBAJESIA Det e 20T lagdite.PerelsatEdt . M1AIEIATEIREA Y. K FRca]
—iW-T 1 ropt wheel CRLATELL Dot 18 13911 logdata.Fersistent.Z8141815TP022A8. tzocav]
~TR-F—— 1 popt wheel LBASIERE Oot 45 2111E logdotn.Frrelstent.ElGl@iST171217.troceyd
« TW=T 1 roor  whael B81888L ot AT 19:3% logdata.Persletant . FRISLR8E4TRIIZIS. trheavd
=a=f=———= 1 tool whesl SelERLE Oct 37 20008 Jopdete.Peesistent. SH1ALELTTINGILL  tracey]
~fw-1 I tont wheel  ALABSEN fot 18 2t00 lopdats Ferpistene. 2elpieiaTasasll. troceyd
~IW-T 1 oot wheel BI7IZLR Dot AF 21182 logdate.Frreistent. ZB1ALEISTRAREE. troneyd
=IN-T 1 root whael FESBET2 Oet 11 19:16 logdata . Frrsistent.IBl6igl@Tladis tracavd
- 1 roat  whael 1RSTTF7A Det 32 1RIDE lagdata,Pefrlitent. FalaieddTRAA?21 . vrasasd
—im-1 I rons wheesl (HEA3EIN Dot 2T 21087 lopdata.Persistert . P018100IT190758, trecavl
—Fm=—r— I root wneel QBG3TEES Dot I3 12788 logdata.Fersistent. ZRLALEISTALEINL.frocevd
I Y — % root wheel IBS53708 Oot 23 13:2L1 Jopdota.Perslscant.2B1AL833T141287 1ranayd
T
I

-FH-F——- ront  whesl SHAREZ fet 73 17:3% lopdata.Pereiatent . MR1ALRINT AIRAIE. Tracaud
~TW=T——= oot wheel TaE214 Oot I3 1l6:i4é lopdate.ctwtistics.®, ixt
IRy —r— rent  whael 384313 Doz 15 1313% anutdosn. log
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Unified Logs - Acquisition

log collect: “Collect” Records; filter by time, size

log collect command will output system logs.logarchive bundie folder to current

directory

* Contains bu nled * tracev3 files and referenced data from fvar/db/uuidtext/
* Canonly run log collect as root

Dead image? Create your own log archive!

rop -B fprivate/var/dbfunidtext/ /private/var/db/diagnostics/ logs.logarchive
s fansr/libexec/PlistBuddy -c "Add :08ArchiveVersion integer 47
logs.logarchive/Info.plist

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 7

One way to acquire these filez on a macOS is uzing the live method of collection using the "1og collsec®
command. This command will bundle the files up into a bundle archive for later viewing in the Console app
application.

This command can only be ron with root privileges.

The logarchive bundle requires an Info plist to be created with a key "“O8ArchiveVersion” set to *4”, when log show
is rone If this 13 not done, the manually created logarchive file will not be able to be read with the proper
timestamps. More details here: https -/ www_cellebrite com/en/converting-unified-logs-a-great-disturbance-in-the-
force/

References:

Man Page for 1og Conimand

httpsz//developer apple com/documentation’oz/logging

httpsz//developer apple comvideos/play/ wwde2016/721/

httpszwww_cellebrite com/en/converting-unified-logs-a-great-disturbance-in-the-force/
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Parse Unified Log Files

* Streaming view within Console app shows your log messages. Some messages may be volatile

Import into Console.app

log show: “Show™ Records
* Filter on predicates, mE frame, et
* log showsOn live system, output system logs to standard out, already in temporal order

Perform on *.logarchive, *.tracev3 (file or directory) extracted from image

* By File: = . cracewv3: Must be within log archive.
* By Log Archive: = . logarchive: In temporal order

By default, disregards Info and Debug messages

* e ——info, -—-—debug, -—-—-signpost foriall log messges

Standard Output to Terminal
*——3zyle = (|50OM or Syslog Outputs)

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 18

For the analyst working with 2 dead image or a collected logarchive file, they can uze the ®*1cg show™ command
to compile the ¥ . cracav: files (or a log archive as needed). By defanlt, this command will not include Info or
Debug meszages—additional arguments to the command will need to be nsed to acquire these messages. Signpost
messages are alzo hidden and these messages may also provide context

With Unified Logs, some meszages are only stored in memory. The example below shows 2 “Wolatile” colomn
in the Console app application where the message iz marked volatile or net {1 = Volatile, 0 = Non-volatite).
Leocking for the zame messages on a “dead”™ system may not show vou all the messages you are expecting. becanse
they were stored in memory. The Unified Logs uses the "dizgnoscicd” process.

References:

Man Page for 1og Conimand

httpsz//developer apple com/documentation’oz/logging
httpsz//developer apple comvideos/play/ wwde2016/721/
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[Eip— [P ST

— GRS DR RN | FLegs HISE] ACCDE: Morr (D) RD RN I0: 11938 49 bybes from 2e0l:eiali. 4 caw. soole, =ONE-
1 Questinne H row, apple, miNE
& d.drechox oo, ddde -:. o, oole, miNE
3 finewers i com, mppie, miINE
CRES P& T o Siophie.ceR, CMURE dV dtophis cam. [ g, anple, MONE:
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Parse Unified Log Files:Console.app

= i
o
Typé HE & Tirs & Prsce Fzznags
DOLEAN-EE LLISENLE. EATTR  Hlkkerblifetland  acBayeteed cod. eeple SyrterDaenf Lgurellen, satapiy: ECPrEfeteioas, snebile, -
POLE-18-98 11:8B10.6VIETR  eyelogd BEOT TIE: iyTREANIEY @
PELE-18-8T 1008113, AB1AR et ted # lbstnote sapver dessan abyolute Tiss; 3.78EEM0OTE  gieil niem) el Oon.
DOE-20-H TTIGELTD, UEEEEY  perkd wuin|ak
Pols-an-r (1iSEr1).VEETRY  wwdd winrah MO0 Dtarimd
POLA-IN-HE ALSRUIALANIRAR  mwod sibgyrtor: mon, spple. libegiitel, categarst logsing. mable Imwnl: @, serei-
Fbt e L i SRL LIS B L L] perelyiiel O oparad wicoesefUils a0 serelen |
PRLE-20-8 11058 14 ARREVE  dd b Bt inarn gpkite i de A agnibieenl sodele
PULE-10-82 11:SBi1A DATAD ek snTElemie Stertup in pTOgrERs
syslogd i bopsium_g.dySld
Sidrwpilone — Diliggoey — *
Arriwing (11 01 Traps (e (Qe10n 15 59 TEUN TN TENESTA (R
BOOT, TIME: 147BESNIED B

FOR518.3 | Mac and fO5 Forensic Analysiz and Incident Response

The new Console app is shown above. The analyst can import the bundled log archive and review its contents. It is
waorth noting that not all meszages are shown by defanlt Click the small button by “211 HMessages", as shown

below, to view all meszages.

References:

Man Page for 1og Conimand
httpsz//developer apple com/documentation’oz/logging
httpsz//developer apple comvideos/play/ wwde2016/721/

I= =f Mzr
11t Timiw & Thmee
(9 s a8-EE 1L EEILD Show all 4,817,599 messages? Eyi SCPraforances, enshle .

2814-28-65 11758:13 ! & m=al rumier o procEIes acoours far @ Mgt yokime of metmages Te
2!1:-—*!—;35 RO, ,i. optimige pericrmasce. Metsages Com there high-volume kggers s

t 5 Figogn, Bhawing w1 minpeagen b= Il anch i mry sy fiost meriee
FNL6-IS-AE 1L i6B: T [P L]

dnis-z8-0% 1:h-30

WE0 - clvib tiesc wed Ort.

MIL-AM-AL 11iS8:a). | TOCEE frr e a g, meable_lwvels 0, perris
Mik-18-BE 11iER:s4, CEEd 35336 1Y
I a1 P
Ter-2a-en 1wigmi, BRENID 1R
e FER 1 mers
28161885 1E1EBIA,
sysogd [Bbsyswm_c.dylib)
Hatwstee — Catygory — |
Aoy 0. 0 Thomod i Butdy FOIE 1006 15515095878
Cares Snow AF Massages

BCOT_TIME: 14Tha&A1e2 B
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Unified Log Format: Default “log Command™ Output

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 28

The default unified log format is shown above. Each piece of the log meszage can be used to filter and search npon,
as shown in fotore slides.

References:

Man Page for 1og Command

httpsz//developer apple com/documentation’oz/logging
httpsz//developer apple comvideos/play/ wwde2016/721/
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Unified Logs: Predicate Filtering “—-predicate”

Filter log events using logical statements
(ANDHDRJNOTHJ’::J /CONTAINS/BEGINSWITH/TRUE/FALSE, etc.)

* eventType: Filters on Event Types (Log, Trace, Actw'lg
* eventMessage: Filters on message text or Activity Name (if log/trace event)
* messageType: Filters on Log Level (Default, Info, Debug, Error, Fault)
* processimagePath: Filters on the process name of the event originator
* senderlmagePath: Filters on sender name of the event originator (Library, framework,

kext, mach-o binary) =
* subsystem: Filters on subsystem (reverse DNS ID) [cd] = Ignore
* category: Filters on subsystem category case/dicritics

mmmu-ammu IPnrenal )/ iagsunTosapETen, Lage  1agRTEhie

.Em’éﬂ. e 1-'3:; (g *.ﬁnm‘#&n‘ﬁgﬁ "maghuad® mr categery. mmlr,uﬂ “PRsginter A m sresibaan mm reanting-s

H0IT-A-TT ?IE- LD Ei' IGFIFF-L38 Banbil] Imte LEL) BRI ﬂ'l-:klll:ldi -.11r'llHlH"‘L'|l'I _l:--'l'l-l-w-'\-'. -TI'II“IEM ne, 1"|-Glel'|1‘ﬂj 51’!\-!"‘1h|;| wwtcwmtic hackuap
JE1F=03-TE8 AZ:07:37, ABABBS-B Exbball Iafe Bxd RERI Backupd: | TimeMachineg| [oom, assle.TimdMachine, THLeginfe] Steiiing soal-backup 1hinnisg
TEIT-AE-26 1&i20:04, 19BR1Z-BE30 S4iATule Infe LLs:) 1223s Gackupd: A\ TimeMachinal [ TirmHaghing Teicginfa]l Glarting swrasatis bapkon
FO1F-AI-75 1&IFALHY, VINZF-BEAR. BuLAYRLE  1Afc (BT ] 12554 Backupd: 4 Timeswchina| [eos.m TirmMachine, TMLoginfe ] Stacting sort-backup thinni=g
2017-05-25 17402, 9RTLL1-0E20 Eallabie  IsTe L] 1EE6s  macHupd! [Timeslaciine| Leow. sssle.TiraMaching, THLoginTe] Blartisg swtosatic badkup
WIT-I-TS LT-JA:AN, AATEAB-BLEE Ex2labfic  Imfs LF ] 1Z824 geckupd: |Timebsckine] (oo Lw. Tirmtachine . isginto | Sterting sest-buckup thinning
T = », Taral W Ecretr 8. Faulet ]
m_._c RS .r'ﬁﬂ].. - I
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The “——predicate™ argument allows an analyst to filter on certain pieces of a log message.

References:
Man Page for 1og Command

httpsz//developer apple com/documentation’oz/logging
httpsz//developer apple comvideos/play/ wwde2016/721/
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macOS Audit Logs - /privatel/var/audit/
Basic Security Module (BSM) Audit Logs

Binary Format

Filenames:

= Audit Trail Files: StartTime.EndTime Filenames -YYYYMMDDHHMMSS Y YMMDDHHMM
= “current” and #.not_terminated
= *.crash_recovery

=[==[===== 1 ragot wheel 1144 Mov 13 13:iP6 28211113138638.28211113138633
—-r-~—Tr—=—— 1 root wheel 29928 MNov 13 13:87 28211113139633.20211113138710
=f==T=—=== ] root whaal 139483 Nov 13 17:47 28211113138718.crash_recavery
-f—I——-—= 1 root wheel 213892 Nov 1& B7:34 28211113175833.crash_recavery
-r-=-r—=—-= 1 root wheal 93915 Maov 17 B7:17 28211114873437 .crash_recavery
~f==f===== 1 Toot wheegl 45155 Nov 18 @7:18 20211117972723.crash_recovery
=r=—T-——-= 1 root whaal 863%2 Nov 19 B7:1a 2P211118872B846.cTrash_recovery
~[==[===== 1 root wheel S2727 Nov 2@ 88:86 2B211119871V42.crash_recavery
-r——T—=—= 1 root wheael 76317 Nov 208 18:24 2021112088780 .crash_recavery
=f==[r=—== ] raot wheaal 32524 Mov 28 18:36 290211128182%89.crash_racovery
-I—r——— 1 toot wheel 835619 Nov 21 17:16 29211120184048.crash_Iecovery
-f——fF—=== 1 raost whaal 89949 May 22 18:22 20211121171719.nat_terminated
lrwxr-xr-x 1 root wheel 48 MNov 21 17:17 current -» /var/audit/28211121171719.not_terminated

The audit logs are one of the few logs not located in the main log directories. These logs are located in the
/war/au: directory.

The audit logs nze the Basic Security Module from OpenBSM (McAfee Research) baszed on the definitions created
by Sun Microsystems It has now been taken over by the TrustedBSD project.

The log data is stored in a hinary format that can be viewed wsing tools native to macO8.

More information about BEM Aupdit logs can be found in Hal Pomeranz’s article “Solaris Basic Security Mode
(BSA) Anditing™: www. deer-run com/’~hal‘sysadmin/SolarisBSMAnditing html

The log directory should contain many log filez, each with a standard naming scheme (StartTim
the format YY¥YMMDDHHEMME S, In the sereenshot, the first log file (20E20302232853

wonld contain data for the time period in between 05/09/2012 23:28:53 to 05/10/2012 04:64:37. Other filenames
mav also be nzed to show incompleteness or system error.

1]
B
0
[
II
oo
b
T
2

The “curr=nt™ audit trail file will be a symbolic link to the active audit trail file. as shown in the zcreenshot
above.

Thosze files ending with “not cerminaced” are trail files that were nof terminated properly doe to a system
error, of the file was otherwizse inaccessible. The current audit trail that 15 in use will always have the
“"not terminated” file extensions.

Audittrail files ending in “crash recowvery” are those files that were not terminated properly due to svstem or
aundit crash. The next andit trail file will have an “audit crash recovery  asthe first record”.
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macOS Audit Logs: Configuration Files— /etc/security/*

» Auditable events (login/logouts,

audit class authorization)

' au cllt_c ont | . igéttl:gy ;):arameter's (file size, expiration,

audit user * User-specific auditing configuration

210 (o (W =)"(=1 1 1 * Audit event descriptions

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 13

andit class:
The audit class file contains the auditable event class designations. Each of these will be used to determine
which events are andited for the system or for a specific user.

andit control:
The audit control file contains the configuration data for the audit process.

This file contans different parameters.

* dir: Directory where audit trail files are stored.

= flags: Specifies audit event classes for a user (see avdit class file), 1o = loginlogout events, 55 = audit
adminiztrative events.

*» minfree: Minimum space (percentage) required on volume where audit logs are contained.

* naflags: Specifiez audit event clazzes that are not attributable to a vzer (see audit clasz file). “naflags”
= non-attributable flags.

* policy: Global audit policy flags.

» filesz: Maximum audit trail file size (2 megabytes)

+ expilire-after: Expire audittrail filez after a certain amount of time or size (expire after 10 megabytes of
andit trail files).

aundit_user:
Ezch nser can have specific andit functions recorded. The defanlt confipuration only includes one nser—root.

The format for each line is username ralwaysaudit ineveraudic, where the first parameter iz the

username, the second are those classes that should be andited, and the third are those classes that should not be
audited.

© 2022 Sarah Edwards 23



audit_event:
The audit ewvent file contains anditable event types that are classified into various event classes. The entries in
thiz file follow the format eventnum: eventname ;descriptionieventclass

*  eventnum: Unigue number for the event

* eventname: Event Name

* description: Event Description

» eventclass: Event class (see audit class)

Beferences:

gudit class Man Page
gudit contrcol Man Page
gudit user Man Page
gudit event Man Page
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Audit Log Records

Each record is made up of “tokens”

<record version="11" event="user authentication"

modifier="0" time="Mon May 28 21:12:51 2021" msec=" +
41 m=ec" >

<subject audit-uid="501" uid="0" gid="20" ruid="501"
Subject rgid="20" pid="552" sid="100004" tid="552 0.0.0.0" />

<text>Verify password for record type Users

&apos;root&sapos; node
&apos; /Local/Default&apos ;</text>

¥z illa1 ] | <return errval="success" retval="0" />

< /record>

Trailer

FGRSIB_'-II Mac and #05 Forensic Analysis and Incident Response 5

Az shown previously, each andit record is made up of varions components. or “tokens™

The example above comtains five of the basic tokens needed for each record. Each record may contain different
tokens. depending on the contents of the data.

* Header: Required token This is nsed to mark the start of a record. It contains data such as the record
version, event type/modifier, timestamp, and record length The length i= not shown above due to how the
record was printed.

* Subject: This token contains data azzociated with the “subject”™ making the operation. This record will
have the audst user ID, effective user ID, effective group ID, real nzer ID, real gronp ID. process D), session
ID, and terminal ID. The real wser IDs are generally the nser execoting the process (UID 501), while the
effective uzer 1D i= the user the process iz maning under {Le., root- UID 0).

* Text: The Text token containz a string with a description of the event.

* Retuorn: The Eeturn token contains a return value that may be nsed by the system .

* Trailer: Required token This contains the record termination and may also contain a magic number or
byte count, depending on how the record is printed.
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Audit Log Record: Tokens

Variable number of tokens — More info in audit.log man page

[WEtaEn Taken
This “peturn® token cockeing @ syetum enll @& Libgoty Tunchlon feturm pecditleds, Including fetufn salus end arfor Poebal aassciatsd with e globel vaiinble
ereng, A ‘TERUTR® tosen cén b craated using aw_to_returm3218) or au_te_retuimba(3)],

Fisld Bytes PeEscription

Tohmn I0 1 Eyie Tokan 10

Errar Number 1 byie frerg valwe, or @ iF wmdefined
Azturn Walus 418 hytos Return yaloe [32fec-Bita)

[5ueject Token

The “mubject® Token contaims infsemation oo the sublect peeforming the caevatlon deseribed By an sudit record, amd inciudes simllsy tafoymetion to- TRAT Teund
in tha “process® anl "sxpacdod process™ takona.  loweder, those Tossns are jiasd whace The process bobng described in the tacget &° The ppecweiion, not the
gutharizing party. A cubfect™ tokem can o creatod uting au_to_sebjootF2i3d and su_to_cubjectas(3l.

Fisld Hytes OpscTiptics

Tukon 10 1 Byze Tokan 10

hudst I 4 Byimn Audii wser 1D
Effective User ID 4 Bwtes Effective oser 10
Effacrlue fivewn 1k & bByina iffaeelve group 10
Aeal Ussr ID & bytios Fral wser 10

Wmal fOreup 1D & Bytes Maal grove 10
Process 10 4 Byten Process [D

Seasion I0 4 DyTRS Audit session TD
Tarrinal Pait 10 AME bytei Termine]l past IO |93 /84-bikul
Terminal Machine Acdress 4 ByYTEd IPF mddress of nechine

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 25

More information about each token can be found on the sudit.lcg Man Page.
Example from the Man Page for the Return and Subject tokens.

Reference:
zuditc.log Man Page
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praudit —xn /var/audit/* - su Example:

<record wersion="11" event="user amuthentication” modifier="0" tims=—"Mon
May 28 21:12:51 Z2021" mmsec=" + 41 msecl >

£oupject audit—uid="581" uid="0" gid—"20" Tuid="501" rgid="Z20" pid—"552"
s3id="10808084" £i3="552 B8.0.0.8" /5

stext>Verify password for record type Usera faposirootizpeos; node

zapos; [Local/Defaultaapos;</text>

<return errval="sucoess" retwval="0" />

2 /recards

crecord weraian=nilT event—ruser suthenpieasion’ modifier="0% time="Mon
May Z8 21:12:55 2021" mgec=" + 448 maec" >

<subjeci auds t-uid="501" wid="0" gid="20" ruid="501" =gid="20" pid="554"
=id="100004" £id-"554 0.0.0:0" [>

srext>Verify passward for record type Uscrs Eapos;rootiopos; hode

fapos; /Local/Defauitiapos; </text>

<return errval="failure: Unknown error: 255" retwval="5000" />

= /recards

FGRSIB_'-II Mac and 105 Forensic Analysis and Incident Response 27

The praudit (i.e. print audit) command can be used to view the andit log files. This command s native to
macOS5.

The praudit command shown above uses the —xn  options to print the andit records in XMT format (—x) and
does not convert the user and groop IDs (—=n).

Shown above are two separate records. The first record contains the data consistent with a sueceessful =u logon,
while the zecond contains a failed su logon,

The event identifier *us=r authentication™ canbe used to determine logon activities of users.

In the first record, the hightichted “rui d” key contains the UID for uzer 501 {usually the first user account created
on the system). This nzer iz attempting o pse the “su”™ command to get root privileges, as shown in the “rext™
key The “recurn™ key shows that it was successful.

In the second record, the same event occurred buf returned with a “faiiurs:Unknown errocr: 2557 emor.
This error type 1z retumed at a failed “2u” login.
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audi treduce Command

Filter audit records:

* Timestamp

+ User

* Group

* Event Type (shown below, found in /etc/security/audit ewvent)
* More!

rootEMEF-M1 audit & auditreduce —m AUE_Tw_login 2822862£1212088.not_tarminated | praudit —xn

<%%ml version="1.8" eﬁcn:l:'ng:'u'i'l'—ﬂ"?}

<audits

cragord version="11" event="loginwindow login" modifier="8" time="Fri Jun 24 @B:12:14 2022" msec=" + 371 msec" >
<subjact audit-uid="581% yid="8* gid="#" ruid="881% rgid="70" pid="3%4* sid="108A18" tid="5RA3314580.0.0.8% />

<return errval="success® retval="@" /=

cidantity signer-types"1" gigning-id="com.apple.loginwindow® signing-id-truncateds“ng” team-ids"" team-id-truncateds"no?®
cdhash="8x5260cedd¥11814%2eea2cBbbaf2ffolagiE3a0 " />

cfrecordr

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 28

BEM aundit records can be filtered using the audi tr=duce command.

The screenshot shows a filter for a specific audit event to find login window logins (RUE 1w lcgin) The
zuditcraducs command can be piped to the prauditc command for easier viewing.

The audit events can be found in /etc/security/audit event.

Reference:
audicreduce Man Page
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Log Analysis

Tools Search Terms
» Console.app » Keywords
* Grep * Processes

TextEdit & Ctrl-F
EZ’s Timeline Explorer

Timeframes
File Names & Paths

* Splunk » Identifiers
» Spreadsheets * MAC/IP Addresses
» Databases » Username / UIDs

* Many More! Be creative!

FORS18.3 | Mac and OS5 Forensic Analysis and Incident Response 32

Creativity 13 the best method for log analysis, in this class we are going to focus on uzing Mac and *nix bazed tools
to review our logs. However if you have a tool or method you prefer, please nze thoze as well!

There can be many millions of log records. most folis will not likkely have the time to spend serolling through and
will instead need to use specific search terms to find what they need. Again creativity here iz yvour best way to find
what may be of interest to you in your investigations.
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Log Analysis Examples

Volume Analysis

+ External, Mounted, Network Shares, Historical Volume Usage

System State
* Boot, Reboot, Shutdown, Unlocks, System Wake/Sleep, Disk Usage

Software

* Application Bundles, Mach-O Executables, System & Kernel Extensions,
Software Updates

AirDrop

FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response 33
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macOS Finder: Desktop Yolumes
% -
~[Library/Preferences/com.apple.finder.plist
. '--;I':E TillesktmpnimsEnarnnm h=hnimamy
Lr = Happer Qlssesermslor Ca ) Fosdttie+ . Dictioary ||
ﬂ =TT Mimbar =1
Serenil Wurmber Q
Macintosh HD " Ancho mReaieTu LHEL (-]
THelalive Hiu e =
= Wkiware Fuman, i 2hi0arsso- 18 THetinaay ji
" Rl Wiirstsoe 73
SerdapiLl CHES 13 -]
- - ApchyiiteallTu U (-}
o FXDesktopVolumePositions et wonlw &
Hoppar = Wacimen HO_On1 JdeddSpe 2y Hetnsary LI
Cisassemblier e lailen Wi il ]
SciwwniO e =]
| AnEn itfimaTesiy Humle (-]
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—— — « bpast_Gai 1930 cn18p+ T8 thztinmay {f =
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The Finder application stores the mounted volemes in the com.apple. finder.plist.

The F¥DesktopWVolumePositions key mainly stores the X and ¥ coordinates of volumes when mounted on
the Desktop. This key can be useful for forensic analysts because it stores all the volumes that were mounted by the
uvzer. It unfortonately does not store the date when it was last mounted, but we may be able to determine that with
analyzis of the logs. Knowing when a volume i3 mounted can help an investigator determine when it was in nze.

Each volome iz listed by itz mounted volume name_ and some entries have an appended number * It i3 unknown
what this number represents.

Note: If the user does not have the Finder preferences confizured to show items on the desktop, this key will not
exist.

* Darren Freestone has determined thiz number 1z a “hexadecimal floating point constant”™ value that stores the
volume creation timestamp of HES+APFES volomes but only a negative valoe for FATExFAT volumes.
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v FXDesktopVolumePositions
v Hopper Disassembler_0x1.2de30f9p+...

L'

b s

S

b '

xRelative
ScreenlD

AnchorRelativeTo

vRelative

VMware Fusion_0x1.2b208f48p+29

xRelative
Screen|D

AnchorRelativeTo

yRelative

Macintosh HD_0Ox1.1de448p+29

xRelative
ScreenlD

AnchorRelativeTo

yRelative

Impactor_0x1.1532cb38p+29

xRelative
ScreenlD

AnchorRelativeTo

yRelative

Dropbox Installer_0x0p+0

xRelative
ScreeniD

AnchorRelativeTo

yRelative

Dictionary
Dictionary
Number
Number
Number
Number
Dictionary
Number
Number
Number
Number
Dictionary
Number
Number
Number
Number
Dictionary
Number
Number
Number
Number
Dictionary
Number
Number
Number
Number

(5 items)
(4 items)

(4 items)
-79

0

0

61

(4 items)

(4 items)
277

0

4

401
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Favorite Volumes (Native and Mounted Volumes):

com.apple.LSSharedFilelList.FavoriteVolumes.sfl2 [10.13+]

MSKeyedArchiver phst

WG HHL-FISE-CAEE-—ias-20FA0RIG P '] | WEslBL1Ery) B Rawel Doeiox [netalles’

HELALYalwwInlnternelkoyl Falowe
HEALYTlcmIsifrstahinkry: Falim

MELMLVa Lo D aBunkE £ La Sy vt
MEURLDaVelumekeys Tiue

[rtem Marhers & | (U EI3RTDRF-245F LA A-AF AF-ACETARTAARFR] | winiBdilitys A kwme: ‘Gnogle Chyare!
Custerltenfropertie:
MELHLYa Luna Talnesrasikey: Tales
HERLVal ewlsE foninbiukipl Salia
cor, mpa Lo, LESmarmdFi ol lat. w0 lambraun: 3
wEUNLYnlone] sRO0CFT 1sdyaTamday T Fale
HENLDsYslumsdey: Trum

[fimm Marbec: & | (UULS: ' FQLFITE=A10C-h5hA-8158=-DRTTORIZ0IFF*) | winikdlity: @) Wawer '"axiw Fumdon'
Gusterltanfropertiesi
MEMLVElemIa At ETATIKEy S Pil&e
HERL Vo v TeE fprieninkey Falen
oy, mpu i LEShe-wdFilub et Wulwmiizoup: 3
HELALWalemTgRnokF 1 lafy vtanday; Fajee
HEURLDdValumesay: True

[lves Mumbierr F | (UUIDE' LCFAEILE-779F-LICC-AERI-DTELELADSERN ') | Wisimdlitys O] kawer 'Gublise Fest!
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HELALYolumaTaIncernadboy: Falue
HELNCVe Lo LRl Sectanlakin: Falea
oon, apzle. LBERaredFiiaLieT, o lamelitauns -3
e Lol iAot ey stmeiny! Palin
HELHLE shoiumsdeys True

The sidebar volume information is found in the
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3 el

Il e
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com.apple.lS8haredFileliat. FavoriteVolume=a. 3£1 3 phst file in the

~/Tibrary/Epplicacion Support/com.appls.gsharedfil=list/ directory.

This iz an NSKeyed Archiver plist fife, which means manual parsing will likely need to be performed in order to
understand the contents and context of this data. The example output below is the output from the machMRU py

zcript shown earlier in the Mac MBEU module.

CustomItemProperties:
nEURLYolumelsInternalkey: False
KSURLYolumeIsEjectoblekey: False
com.apple. LS8haredFilelist, VelumeGroug: 3
NSURLVolumeIsRootFileSystenkey; False
KEURLIsVaolumekey: True

CustomItemProperties:
NSURLVolumeIsInternalkey: False
MEURLVolumelsEjectableokey! False
com,apple. LSSharedFilelist. VolumeGroup: 3
KSUALVolumelgRootFileSystenkey: False
MEURLIsVolumeKey: True

CustomltemProperties:
NEUALValumeIsInternalkey: Falee
NSURLVolumeisEjectablekey: False
com,ippla, L5SharedFilolist, VolumeBroug: 3
NSUALVelumeTsRootFlleSyetenkey: False
NSURLEsVolumeKey: True

CustomltemProperties:
KESURLYolumelsTntornalkey: Falso
NSUALVelumelsEjectablekey: False
com.apple. L55haredFilalist. VolumeBroup: 3
NSURLVolumelsRootFil oSystonkey: False
NSUALIsVoluseKey: True

[Iten Mumber: & | (UUID:'4B2430BC-FIER-L405-PRAL-200AR0TEFGNS '} | Wisibility:

[Itom Mupber: 5 | (WUID:'B33SCDEF-245F-4R4B-BFIE-ACL1R676B3FB'] | visibility:

[Item Mumber: & | (UUID:'FEAIFIT&-41DC-454A-B356-DEPFORIICIFR') | Wisibility:

[Iten Mumber: 7 | (UUID:'ECFAEI4B-TTEF-4ADC-AEGL-3ITI1EGADAE®B'} | Visibility:

@] MName: 'Dropbox Installer’

B] Hame: 'Google Chrome

B] Mame: 'VMware Fusion®

B] Mame: 'Sublime Text
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Search “/Volumes/”’: Unix Maintenance Log daily.out

Sal Mar 3 13;bi5H £ST DEAH

Marnying nld tegocery. $ilaw
Jtmslpmering

Cisanimg net nif aystes smnoeesesia
Reenving stale #iien from Jymc/tahs:

Ties status:
Filnnyrtow Fhrr  Pmes  Awvall Tapopity Jumed 1|1.'mrl '-11-.1 tad g

SnyrAinkdn we T ?5:: §AT41, FE2ETTAGAANALT
ki ileed &%M A —

Motwork interfece ciatusd

Hemg Mru  HeiwaTh Addreas Ipkts Torre Opkte Derzs Coll

1pg 16884 <Liseals Lz B 31ive ] L

lp2. LE3BE 137

iﬁ 3321 #qgm-j-sarahs—ﬂﬂp:l{:q compad

uirss 22me sLinad fdev/diskés2 5861 1181 4401 21% 827728 4294339551 8%  /Volumes/TimeMachine
as gl ey fdev/diskes? 5601 1161 4sG1 21%  &4BA5A 4296327223 e  fVolumes/TimeMachineg
et i S fdev/disk2s2 B&4G1 1161 4461 21% 518583 42948350499 2% fVolumes/TimeMachine
e asee vz fdevi/diskBsl 7.361  42Mi 7,161 1% A9 9223372836B54775718 B%  /Volumes/SEKRET

wra ASME I o L T P T T

i ismE  fAHI:EAPS:h FAHZ SEtA:BATb2 O Ba Py
mnl aAs dldaeAhs e DEUL RS s L ELT L]
Lar) Asn <l dmasis H 3
nFEl TG slaimaiis L]
el TAlE <) {nEETs 3
mez|H 1sAE  davice-mach Ra ]
hridg I8AR  <LimaElRs T_FBB BRI 3basR L]
a
L]

SaveEi

EL AN T EL R
s
=
a

utynA. Fa8a  4LineAlls
utenl 19aR  fabdc peold; FeRlor g Ered 1Rl

Local spstem sTatuss
115k up & daye, 17367, & usere, load aseragest 3,97 1,92 L 86

— End of dally suipst —
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Volume analysiz may be important to an investizgation to see what USE drives were mounted on the system what
zoftware mught have been installed, or what the historical usage of a certain volume i3

The term “a""f:v"-_u:nes.-"“ can be searched for in Unix penodic daily seript output a3y . out files. The
fWolumes/ directory is the defanlt mount point for any volome that i3 mounted on the system.

The dz21ily.out file shows what volomes were mounted on the system when the daily mainfenance script was
run. This log shows the device file the volume iz nsing_ the zize of the volume, storage utilization and the volome
name and mount point

There are three maintenance scripts that are run periodically. These scripts are located in /eto/pericdic and
are named G237y, weekly, and monthly, after how often they are man These scripts are started as lapnch
daemons found in the /System/Iibrary/LTaunchDasmons directory.

= oom.apple.pericdic-daily.plist

= pom.eppie.pericdic-weekly.plist
= pom.eppie.pericdic-monthliy.plistc

Each zcript produces a log file located 1n /wax/1og/ named similar to the script that created it
= daily.ont: Containz output from temporary file removal. disk network, and zystem status.
= weekly.ount: Contains outpot from rebuilding the whati s database. This database containz a

description of sysiem commands.
= monthly.ont: Containz output from rotating the fax logs and login accopnting.

In older versions of O8 I these filezs may be named 45331y .1og, weekly.log, andmonthly. loge
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Removing old temporary files:
{tmp/powerlog

Cleaning out old system announcements:

Removing stale files from /var/rwho:

Disk status:

ifree %iused Mounted on

73866
76718

Opkts Derrs

Filesystem Size Used Avail Capacity iused

/dev/disk3sl 38Gi 1561 5.4Gi 74% 6082741 92233728368541
/dev/diskSs1 7.26i 42Mi 7.16i % B9 922337203685
Netwark interface status:

Name Mtu Network Address Ipkts Ierrs

loBd 16384 <Link#l> 31278 a 31278
loB 16384 127 localhost 3127e - 3127e
lo@ 16384 localhost 3 3127e - 31278
lo® 16384 TeB8::1%loe fe88:1::1 31278 = 31z27@
gifféx 1288 <Link#2> ] @ a
stf@+ 1288 <Link#3> 2] a é
XHCZ@ 8 <Link#ss 2] a <]
ang 1588 <Link#5> bB:eB:56:370C:B8 5567345 a 569758
end 1588 davids-mach feB8:5::18a9:5F32 567345 =  5A99L8
ang 1588 192.1468.181 davids-mbp.lan B67345 - 569958
eng 15688 fdB2:58f6:b FdB2:58f6:bélb::2 5467345 - 549958
ang 1588 fdB2:58f6:b fdB82:58f&:b&lb::f 567345 - 569058
enl 1588 <lLink#é> 72:08:080:00:3b:48 8 (5] g
en? 1588 <Link#7> 72:00:80:b8:3b:61 2] ] e
p2p@ 2384 <Link#8:> Ba:e8:56:37:ec: 06 2] 8 e
awdl® 1484 <Link#9> Ja:81:5d:465:27:36 18692 a L4186
awdle 1484 davids-mach fe80:9::38B1:5dff 18592 - 4418
bridg 1568 <Link#18> 72:080:80:b8:3b: 68 a a 1
utun@ 20088 <Link#il> a 2] 2
utun® 2080 feB@::4ch2: TeBO:b::4c42:51e1 8 - 2
Local system status:

11:11 wup 5 days, 17:47, & users, lead averages: 3.97 1.92 1.59

— End of daily output —

2

[ - - - |

| B | @O o |

&3

@% /Volumes/SEKRET

Coll
a

Il |

2l eaoe® |
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Search “/Volumes/”: system.log and Unified Logs
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e —
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Sctiem & s
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A0 IO ITCEM, STHSAT ~IIEN BaRED Detmalt L1 L 3 Pewvanind: - lag daz: /Yalueestewt) * wrief geiting res osad: JISCDEH- T ECI0-A354-11T0C
i
TRIN-BT-13 2N 8, ETIIVS - 2208 22BN Futamli LU &7 L] Pabreaiibkiti wvinl logs Ln fvolimdifhvos)  Pedeenlad wil of erre mlih seliss damteudlig eld -
ngY. (AR A REIEZE)
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FILIEDA
G800 TH) ITERY, LR BTN fe2ER ReTaull L] . L TREPERLAB) DO§ LRI (YRLAFS-SCNgRGr s THEREAT GELLLM ©fd waiifl A cATEE L Sial -E0LF- TN - T Fcbl
ITICIES
T AE--3E T sk, AT -Gek0 BeiT0ki  Oelasli Haandh N Arlstimls | i aiiple. iadbe_ibsleis idarmen ] Furpesils Beaulli B Wgles ani fValesss paya®
R TLIIDE-BERE BxLFode Detaxll lnrisdo L] Aelatold 1 culsaslecbochE culpbecddomsii | Pucpeible Mraulit B Evics @ni " fiolémmfhawl®
[ T I L] 11 Fucpsalls I
¥ Purmabkc Erh”
L] ated: rom.seal Furpaatle ® Frolasac fhast
& Heldimls 1 ienoanln Fuipaahly L T T |
Mio-2-1n P AOELS DI8E ExLPCOLY L 3 deleteds §romonzEal 7 Purgasele T ¥ f¥aluezs fhish*
PR Lo RS Rt T BT L] aletmic oo saale. pas! Purpasils Tl T ST T
DI1B-8-i6 B4 -gabh b v s L CoDIRRL RN ER L) FIrgeEnle * P -
H18-8Z-18 1 LNI3AT-BERE BxiFal ] ateds | o.agsle-redie teivtesidesman ] Pubpeibile " ivelemi/heal”
-1 B Sed 1A - S5 Bal ST L] i Purpsacis E el fraya®
oI eT-I% i, 2WhEd] - I8 BalWELE L] Pucgmable * Feelawi/blab®
S E-pe-10 =Nl TP ST B R oL Skl nchs o Purpsaile Aesuler # a3y " Lams s fmmns
DHB-E s I EIRETL-BEEN. In i L i poadd bl o 0 YR e REERE T Faedentindr T agn et mildo D aued flie i wit
& " Al Failes Ve Lesd WUSD, Wesasing 3Bl a)d Doy Tiles s wnleses SFEHETS , fumnmad o8
A1 L] Frevamtact log diz: JYelueed/BURIT!, frosentyd potiisgy wom uuist TRPLDPEC -DF24-L30L- $GT1 -l
TW: W PL LAATEN  HERA BulTEde Ers L) aeme=] Pusgmakle N E mgles whi " Fiplewey/SEERETT
i T Rk -UEEE FudAT A L] sl eman/ BEERET atTRT AR TRt FER Ar-inlttulisiag,
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The term “/Volumes,/ ™" can be searched forin the system. locgandunified logs.

These log files may show when the volume was antomatically monnted and the TUTD attached to that volume
(£zeventad) It is important to point out that the same USE drive will have a different UTUID every time it iz mounted
on the system.

Other processes may show other volume access, such as the “backup”™ process for Time Machine shown above.
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Saranhs-MEP:FORSLE oomgs® log show galege, loperchiwe/ —info --predicete
=

fUsars/opmpa/FORE1B fgalaga. logarchive

-

log: werning: The log archive contelns pertisl or missing metsdata
Filtering the log daté vsing "sventMesasge CONTAINE */Valumes®®
Skipping dobug messages, pass —debug to include,

Timastamp Thread Type Activity
F018-82-25 28:34:45.313471-A5688 Bx1T72c@ Error L]

'eventHassage contalns * /Volumes®"

Pig TTL
185 1a

"fvolumes/cam,apple. TimeMachine. localenapahors /Backups. bachupdb/David’s MacBook Pro/Z@818-82-25-282849/Galaga’, errori {

Action = Unmount}

Target = "File:// Nolumes/com. apple. Tinedachine locals mopshats/Backups . beokupdh/DavidKE2%AM09 s K2 MtacBookk2BPra f 201 A-02 -2 5242849/ Galaga™ §

}

2018-82-25 28137:68.37F76P-0508 BuZab Default Bad
PRISFSE

2318-82-25 Q1 TT=LR.LTOEAD-BEAR BuliE Default axp
SECICLT

2018=-@2-F6 203137 o6B.873I6-0508 BxIah Default axd
ogs. (365 @ JR&ELAIF)

2818-81-35 29:17:48.88A41156-0588 BuléE Default =T
JLESADA

I018-82=25 ZOI3TIAV.136530-B508 DeZeh Default gt
2TCEIED

2018-82-25 28:446:29.1087B1-8588 Bxl7E64 Defaalt Budalb
2018-82-15 2@:46:29.213184-8688 BxiV8de Dafault Exdadc
TA18-82-25 20:146729.236161-0508 Hx19015 befault @wudaid
1018-82-25 28:46:29.247503-8588 Dx17817 Default dudd3e
2013-82-76 P2@i46:79.354710-0588 Bxi9Als Default audadT
Fala-82-F6 214679 L4264 -RERE Bxl9RilS Default AnpEch
2018-92-25 20146120 LBEEIM-Q500 Bx19Q19 Default GxeBcl
2018-82-35 20:44:29.541E76-0508 Bx1901% befault (R
2818-23-206 Z@:146t29.541578-8508 Axlfals Default BxeBc2
2018-82-25 20:46:30.152352-0500 Bx17013 befault BupBed
2013-83-25 P@i14b6130.24931EA-A588 BxiVAlS Detfault AxpBcE
FA18-82-206 2814b130.2900643-B608 Bxi1v015 Default SueBod
ZA18-82-26 20146t30.347207-2608 Bxlg@ly Default BueBe?

2018-87-25 20:4%:04. 5183240500 Balen
ectoryl

befault Aud

2918-82-25 Z814F1BL.516334-B508 BaZoG Deafault axd
2818-82-35 JQ14AR:DLS.E1B4IZ-RGEE BulES Default [=EEH]
EAOECEIZE

2018-82-75 @145 004.048300-0508 dnlVEEe Detault dualch
Z2818=-2=35 FQrARIB&.TRII6G-B5RE PI&T Dafault Lhe:]
2018-83-35 29:40:R4. 7223760588 BxI&T Default aue

backupd: {TimeMachine! [com.apple.TimaMaching: TMLogError] Failed to unmount disk mpunted at

AT [ feeventsd: log dir: /Volumesfblehf.fseventsd getting new wuid: EVCTFAEB-¥L190-L01C-R4R7-ACEDD
47 a Fsaventsd: log die: Mvplumes/ howt /. Fosyentsd getting new uduid: IBSEDLDS-3BTF-LCOAC-R2EL-1ETCE
WT [ reeventsd: event logs in Svolumes/maow/.Tseventss out of synoc with wolume, destroying old 1
&7 -] Feseventsd: log dizs: /Volumes/meow/.fassventsd getting new uuid: DABRBYBCD-FFSE-LF1D-BELZ-OAFZE
Wi [ feeventsd: log dir: /Volumes/yoyos.fseventsd getting new uuid: DFG4ZESY-T34F-4DEF-B1B08=-2965F
414 [ daleted: [com, epple.csche_delete:dsemen] Purgesble Redult: B Byves on: */Viluses/yoyo®

Bla ] duleted: _"n.m_._.:u_u_uu.u.nun:nln_u“_.n._..n"n_un_._..n_..“_ Purgeable Result: 8 bytes on:d °/Volumos/howt®

Wik 2 dalated: [com.apple.cache_dalete:daaman] Purgeable Rasult: @ byies on; "/Volumes/moow®

hla 2 deleted: [com,apple.cache_dalet Purgeable Result: @ bytes on: "/Volumes/blah®

hia a daleted: [com,opple.cache_delet Purgeable Result: @ bytes ond “/Volumes/hawt®

Gid ] daleted: [com,opple,cache_delete:daemon] Purgeable Result: & bytes on: “/Volumes/yoyo®

Wik L] daleted: [com.apple.coche_delote:daeman] Purgnable Result: @ bytes on: "/Volumes/blah®

414 @ daleted: [com.apple.cache_delete:daeman] Furgesbls Result: @ bytes on: "/Volunes/moow®

Wik [ ] deleted: [com.apple.coche_deleteidaomon] Purgeable Result: 8 bytes on:d "/Volumes/moow®

Ak @ dalated: [com,apple.cache_delete:daeman] Purgeable Result: @ bytes on: "/Volumes/hawt®

Wik -] deleted: [com,apple,cache_delete:dasmon] Purgeable Aesult: & bytes on: “/Volumes/yoyo®

W1& [ daleted: [com,spple,cache_delete:dasman] Purgeable Rasult: B bytes on: "/Volumes/blah®

Kl [} deleted: [com.apple.coche_delete:daemon] Purgeable Result: @ Bytes on: "/vVolumos/meow®

&7 '] fsoventsd: Zould not open <</Volumes/SEKRET/.fseventsd/Fseventsd-uuids» (Mo such file or dir
a7 [} Feeventsd: Feiled to losd UUID. PRemoving a1l ole log files in /volumes/SEKRET/.Tsevented

47 il Fseyentsd: lag dir: /Volumes/SEKRET/.fssventsd getting new uuld: FZFER7BL-GF2L—43DE-9D71-548
Wik L daleted: [com.apple,ceche_dalete:dasmon] Purgeable Result: @ bytes on: "/Volumos/SEKRET"

AT 2 teeventsd: Events arrived for /Volumes/SEKRET after an umnount request! Re-initializing.

4T -] feeventsd: ereating 8 dls for /Velumss/SEKRET but it slready has anps...
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Mounted Volumes: system.log/Unified:

Search “apfs”,“hfs”, “mounted”,“diskiis#”

to Urmgurt @lek spuntel at “SYelaresdeaeappia Tiredsshine Jonsl erapshota/Backyps - bagaps avid' 0 HecBaak Pred2ei8-93-
HTIE = UAODsTe
Target = *FLlepd fivslummn/ oo, e TisaPachl ne, Lagedenapict £ Bassupy - ieckusd b e S IR0 B e G kic B o NP o S AN 0-37-78- T 7251/ G lagi= |

#fBalega’, wreore

¥
ZoIE-EI-TE 20 R SUHIAT-REM aiES DeTauls LI L L] FIRETd 1
ia "cor.appla, powersansgeaent.exteceslaediascunted® sget@A0 A 10z P10, [ Bpstans Mo As
PR35 17:0h 1kl FAEIRG-ANR BebEtE Dt aal s el w @

BiA--Ri-38 A8 B30 ARG 0BG Bapal? Error (] | ik ..cmlupu
ti urmdusl Slab wfenked ot CVoluedddsse,appla, TLecHach L4 Toi L ksapaneta/NEsiu e besian s iDavia’ & Hetlsak Pro/ 2810978 INTAAT Geluga . mEFRE:
Artdsn = Usemerts
TATger = *FLLES e s oDe. s le . TImemanhine. 1anm I nANSe0 T8 BEC NG DE . DK 0§ ENE KB i o n SN Aa KE P 20 18- 8016~ 2 55  Un lape® |

tn argunt @tek sountad @t Fvolares pasappiae.TiesHeching, loca] erapenote/Aac Eupe . bacrundDavid' B Wesleak ProfTeLB-27-6-197921/Aslega . errorr 0
artisn = usrewtTy
Torget = *Fllet/d/velumes feon. spdle, Tismsacn i Lecs inhapssa s ol Backa e - Deckisdb e Lo Tan sy s sl s e kST 0/ 201000 - 13- 197 EET/ G lage™ |

FNF-P3=75 M AT G FNNEAT-HENE B TUET Oefwul = LiL]
FEIA-FT-T5 59 a9 TES A GLLLAEEE BalFEie Default LEL
E1A=PR-TS 30 B, TAlete -0 Exifbcd Dwimals Bl

Older versions of this search will show when volumes were mounted and uvamounted (shown below). Newer logs
{above) do not specifically show when a volume was somounted.

Thesze records can be found in the sysceam. 1oy or the Unified logs by searching for “hf=: ™, “mourced™ or

FUIA-Ha-19 37 14 (57, MNLIL0-0580 Bxes Defmule Banl W ] TaTnel; |R=T0) ERTA_vianp emankiiAN: seunted snlome: Calign
INNA-EF-T0 T7: T, TTEIR-ANE Euled Detanils Gil) L) L barealt Laptel sats vTeop weentp NG seurried sndusel v
Hd-#1-15 27 55117, B LENG- Ut BaTed Dafmult [.I1] 1] (] byl lwadid safe_vPsop_medniod wwaniiad wolumil Becoewny
FO1A-FI-T0. 2T TS RITRAR-0EN Exldch Eriur BeZE24 b 84 sachupd: (TimsWszhinel {cceapele. Pidecliine: Thiogirrar | Pailes

Ipr#ecod d'allFT Lohil FrEoEsy pereero. 56 dussary CateTnilsed

2818-B1-15 57155159 (B0 p-0be BeLEST Defasly Ean B ]
FHL1A-RI-39 181 3F IR SABATI 040G PezEd Dufmalt B L8 ] wowurd ¢ & suwesd.48 Somecy Extecnslied
ke “cemapple. msrrEaEgEeen - extErralmmiianeunted” peeadA BTN |0zFRANSTTILIE [Bewtaws Moo A

'I'lll:u‘cni:ml roe.apeto. TheaMachine: THiogError | Falled

FRIA—I-10 IR AT, TINARA-HGE fxafAT Defmalt LI} n L vl (easte) saty ytenp EnuntcLIGA: ssuntel seluyse; bay logpery
2G1A-¥1-1G 18: 3558, 87F197 -0 fmpaie Defasly Bl (] L] barly (eated sofe yTeop BednILISE] wountad solusel kaviggg<ais
dene-d-38 195331580, TIRESI- Ak txiadh Epauz ] B4 34 bavkapd: [Tleidashine] |ooe.spele. 7 iseMesiiine: THoglee: | Failes

I
Fad-H1-19 2% sk ik SIITRE-ANN EwREE Defmult [LT] &5 ] sawerd | [ pamirdiassariion ] Froomey oomerd. 66 fusssry Esternalbed

ta "cow.apple. prectaanegeamt exkaces L disasunted? ege 1821290041 LdzA035T0 018 [Hpakan: Mo Anamitlers |
I01A-EI=TT 38 3k A0. WDLTI-A0EE 2x1TIE Frror Bl TR (1) sachupd: (Tisadszhine| [wow. apple.Tima¥schine:TWapirrar | Fallss
Co WAL dlek wountad at  Feolumess oo, aoplasTisckecning . Jovalesapehot e/ Saciuns  bacapstDgyid' v WecBmk Prof2bis-a2-25-183840/B3kapa ', wrroni
Rolian = Uity
Target = “FL1eksdiisluman/ car, AEa e TimsFansLne: Tcnisnar §SRGRINE - heckiasa b Tee | o8F AR PR Ben NP/ 0 108515 IR FES /dnlane ™ |
F
A0TE-EE-TE T AT 7L DVANY - AN BeliRbe Dz fmult LIl

FOR518.3 | Mac and 105 Fun:rml:hnz’lrss and Incident Response

“unmounted” Just because the keyword being used to search i3 “hT3: ™ does: not mean that this limits the search

to only HES volumes—all mounted volumes will be shown

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

©9:00:28 nibble kernell@l: his: mounted Recovery HD on device disk@s3
B9:00:29 nibble kernel[B]: hfs: unmount initiated on Recovery HD on device disk@s3
89:00:51 nibble kernel[@]: hfs: mounmted Recovery HD on device disk@s3
B9:20:52 nibble kernel[B]: hfs: unmount initiated on Recovery HD on device disk@s3
89:39:13 nibble kernel[@]: hfs: mounted ExifTool-2.62 on device diskZ
13:1@:11 nibble kernel{@]: hfs: mounted Thunderbolt on device disk3s3
12:11:@9 nibble kernel[@]: hfs: unmount initiated an Thunderbolt on device disk3s3
14:55:30 nibble kernel[@]: hfs: mounted Recovery HD on device diskBs3
14:55:3@ nibble kernel[@]: hfs; unmount initiated on Recovery HD on device diskds3
15:29:53 nibble kernell@]l: hfs: mounted Thunderbolt on device disk3s3
15:31:29 nibble kernel[@]: hfs: unmount initiated on Thunderbolt on device disk3s3
15:33:89 nibble kernel[@]: hfs: mounted Thunderbolt on device disk3s3
15:33:13 nibble kernel(@]: hfs: unmount initiated on Thunderbolt on device disk3s3
15:35:21 nibble kernel[@]: hfs: mounmted Thunderbolt on device disk3s3
15:35:49 nibble kernel(e]: hfs: unmount Lfnitiated on Thunderbolt on device disk3s3
15:35:59 nibble kernel[@]: hfs: mounmted Thunderbolt on device disk3s3

15:36:31 nibble kernel[@]: hfs: mounted Thunderbolt_External_Drive on device disk3s3

15:37:58 nibble kernel[@l: hfs: mounted Thunderbolt_External_Drive on device disk3s3

Pl Pl Pl Pd Bl B B B B P B B B B B B B R P B P

15:36:18 nibble kernel[8]: hfs: unmount initiated on Thunderbolt_External_Drive on device disk3s3
15:37:43 nibble kernell@]: hfs: unmount initiated on Thunderbolt_External_Orive on device disk3s3

15:38:31 nibble kernel[@]: hfs: unmount initiated on Thunderbolt_External_Drive on device disk3s3
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2818-87-25 17:24:52.B51319-8548 Bxbh pDafault Bxd E] [] kernel: [apfe] apfa visop_mount:1388: mounted volume: Gelags

DE18-B2-25 17:04:52,773300-8508 Pxlhd Default B 8 ®  kernel: [apfs) spfs_uFfsop_mount:1348: mounted volume: VM
2818-82-25 17:25;17.891676-0500 Bx7ed Default fxe £ ] kernel: [apfe] apfs_ vfsop mountil3sd: mounted volume: Recovery
2018-82-25 17:27:09.427486-0500 Bx12ch Error @x2824 nz 14  backupd: (TimeMachine) [com.apple.TimeMachine:THLogErrer) Failed

to unmount disk mounted at '/Volumes/cos.apple.TimeMachine.localsnapshots /Backups.backupdb/David's MacBook Pro/28i8-82-25-17241%9/Galaga’, error: {
Action = Unmount;
Targat = *file:///Volumes/com.apple. TimoMaching . lecalsnapshats/Backups . hackupdh/Dav i d4EZNAENYI sX7AMacBonk%ZBP T/ 2018-B2-25-17241% /Galaga®;

¥

2818-82-35 17:45:50.518147-8580 Ax23E DeFault R 1 a powerd: [powerd:assertions] Process powerd.55 Summary Externalked
is "com.apple.powermanagement . externslmedisnounted” age:BB:20:44 [d:34359771136 [System: Mo Assertions

2918-@2-25 17:54:44 . 7E5@74—8508 Bx56TH Default ax@ 8 a it leptse v

ZRLB-8I-326 17:56:59.0194699-8608 Bx5957 Default axa 8 2 KETn lapfe C i mounted v : {304
2818-87-35 18:22:39.646477-0588 BxE35 Dafault Bxd 56 B pomerd: [powerd:assertions] Process powerd.B5 Summary ExternalMed
ia *com.apple.powermansgement.externalmediamounted® age:B®:57:35 1d:34369771136 [System: Mo Assertions]

2818-02-35 18:28131.385425-0688 BxaLf? ErTor Bxd ria 14 backupd: {TimeMachine) [com.apple.TimeMachine:TMLogError) Failed

to unmount disk mounted &t ' /Volures/com.apple.fimeMachine.localsnepshots/8ackups.beckupdh/David’'s MacBook Pro/2818-82-75-1825882 /Galaga’, error: {
Action = Ummount;
Tarpet = “file:///Volumes/com.apple.TimeMachine.localsnapshots/Backups.backupdb/DaviddE2N0ekEsX20MacBookd28Pro/2018-02-25-182852 /Calaga” |

}

28108-82-25 18:35:42.710336-0508 BxatEY Default exd 8 a kernel: [apfs] apfe_vfsop_mount:il3sd: mounted volume: keyloggers
2018-87-36 18:35(55.477137-0688 Bxb119 Dafault Bxf ] # karael: [apfs] apfe_vFisop_mount:1348: mounted volume: keyloggers
2818-@7-26 19:372:53.718463-0688 Bxfd3b Errar axd B4 14  backupd: (TimeMachine) [com.apple.TimeMachine:THLogError]l Failed

to unmount disk mounted at ' fVolumesfcom.apple.TimeMachine.localsnapshots /Bachuns, backupdb/David's MacBook Pro/I@1B-83-26-192821/Balagn’, error: |
Agtion = Unmount;
Target = *file:///Volumes/com.apple.TimeMachine, locelynapahots/Beckups. backupdh/DevidkEZ%B3Bko9sXI8MacBook%2 0P ro/ 2818-82-25-192821 /Galaga";

}

2818-@2-35 19:44:06,.873786-0600 Dx235 patault Gud 56 [ powerd: [powerd:assertions] Process powerd.B65 Summsry Externalded
ia "com.applie.powermanagement.externsimediancunted” age:BZ:19:41 1d:34359771136 [System: Mo Rssertions]

2818-82-35 2@:34:145.313471-0588 Bxiyick ErTar L] 1848 14 backupd: (TimeMachine) [com.spple.TimeMachine:THLogError]l Failed

to unmount disk mounted &t '/Volumes/ocom.epple.TimeMachine.localsnapshots/Backups. bachupdb/David’s MacBook Pro/fi@if-@2-15-282849fGalaga’, error: {
#ction = Unmount;

Target = e:///Volumes/com.apple. TimeMaching , localsnapshots/Backups, backupdb/DavidMEING NP9 sM20MacBookN2@Pro/2018-82-25-20284% /Galaga®;
¥
1818-83-25 20:3T:47.374339-8508 Bx17B40 Default LR ] [
2818-87-25 28:37:48.815532-8608 Bx17927 Default Bxg ] L]
2818-82-36 7@ 49104, S60414-0500 Bx19EGD Default Bx@ ] L]
2018-87-2F 28:40:09.741414-0680 BxlFsch DeTault A 8 @
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Mounted Volumes: system.log/Unified: Search by Volume Name

Earana-AP;FIRRTE coranh |AQ Ebow GALAGH. |ERREESlea) — 010 —PERELEAtR RYRNLAREEIGR EONTAISE "BRRRETT | ——Eiyis 14alon

JneTsfowepe s FOSE1A ga Lapa . loperahiae

logi warningi The log archlve sesstilng pertial or misaing sezedsia
Filtwring the fog data using "rvertWssange CONTAINS "HEKNETS®
Skizping debul wEisdges;, §

B L]

TENA-AD-26 2BIEE Lecdlhogt 1Cadd TR OV st fdne {80 seih Tlle or dicecrery)
THE-BI-T6 R iesalhast 11 ale Yog files in /VoluwansBEERET! .Tasvantod

TRLA-uE-25 @ Le<zalhowt L Eud gelblerg new bulss JIFENTHD-AFEL-A30C =071 - SLRSECECHIIE
IRL3-932-00 2 4, 55838000 Localbot fows, eeeleccanhe_delete:caeran) Pucgreble Rasult) @ Optes ani "/Yoleses/GEKRET

TRI-23-76 7 =34, 7720652608 localhont vprtad [477) Twents mrrived fop /voluraa/SEKAET wfiap an unepunt raguest) Ae-initializing,

TEaa-B3-2h 28, TIXITh-B60E  lecalhoat Fsewertsala?lr cresting @ dla for sYolemsa "SEERET oot it alronoy hes and, .,

TEIG-RI-TE FRIAVIRSE AVIATO-GLOA  locslhost keroellR]: IIFG] ofe: uneount dnitdetes on BEKRET oo devics diskued

SRS RT-28 2 S EMIIA2-DEBE  Lecalhosd

Fewranlad[ 571 dish Jagged: Telled i cpen datpub File /Yolures/SECRET) fSeyvetited /0004 00eRBRTLBSS (he such Flle of dlseciosyl.
mzGRT point SWolumes/SEKRET/ . Fseveatad

ih

nZ7hELs (Ao auch *lls or gitectoryl.

kecsellalr | BORRET
fprvemiad[47 11 pould ast ap ad S temyentpssinidss (Mo sech File or dipsstoew)
Freedatad[4751 Failes toe lood UUID.  Reeaving all oie Xag filoe im /voluedd/BEKRET).fravantod

- 1og sfirt MnluenefSERRST, fanvented priting new aufd: ADIFLAKG-ATTE -4FCA-URT1-DVRAISCITAAR

9. THLEDA-BBBE  Lecdlhout
3. TOAT11-ALAN  lecalhast

. PidAGA-B6BE - Lesalhoun ¢ et espla cdche_deleimigasran] Purgeesis Nesul=: @ vypimd anl VFvalomes/SEKRET

ILE-83-30 #F Blaa1h-BA60N- lecalhowt storagesitd(1236}: Erues Corplete: ®ourt Folnti /Woleess!SEKRET

3 e BI0iad-pien lecalhast delefed{aldd: oo, ecole.cache_delst@cidantan) Puppesdls Auaulis @ upled an: “JvolemeadSOKAET
JEEE-a2-Ih o, EEAA0T-RAEEE  Localhost sraregehitollREAT) &ecacha-Coeplece, Weunt Polmcr AvelureasBCKRET
TOLS—RF-30 A3 ATATTI-REEE  fccalhowt deleted[414 )3 [oow.spabis.cache_deirtw mamrnn ] Purgeasis Hasulerd @ dypims ani “fVolemas/GEKRET"
DERE-@32=07 1S 7LPEP2=BEDE - Localbuct Wekrpl[9]! lapTs] &ofs_vlaop_wounC2l388: suuntod solofe i SEKRET
IeRd-a2-27 518, 820216-P5600F iscalhont delstedladali foow.ssple.cache doleteigeerand Purpestls Renult: @ optes oni “/Volumes/SEKRET"
FibL R

=13, BANUIT-GNBE  lecalbest deleted{aia]l: feonoscobe. cmchi_delstaccdassen] Purgessis Husul?s @ bytes ani */velswsd/SOEAET
GEIIF. EGZ1HE-HEE  Lecalbost kersell@1r [ep®el @pfs_wPsop_wountil368: reunted solesar SEKRET
BRI TRAGZO-PEEN  localhout deleied|ald ] Teomspole.cuche_ deleta:dearon] Pupgessie Resulfd @ Bytas oni Y/ dalenas/SEKRET"

TEE-82-T0
JBE-87-30

<]

e

¥

o

>
CEopbmmamna Y

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response &

Once the name of a volume of inferest has been identified. all logs can be searched for related activity to that
volume.

The screenshot above shows the activity for a volume named “SEERET". Some of the items you may find in
addition to mounting activity and volome use is volume formatting—note the highlishted entries. These are the
artifacts created of an encrypted APES (from an HFS+ volume) volome named “SEKRET™. On 10.13 and 10.13.1
systems. you tay find the password to salock the volume_ In the example above, it is “frogeer13™
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.5arahs-M@F:FORSLE oompa$ log show galage.legarchive/ —infe —-prodicets 'eventMessage contains “SEMRET®' —siyle syslog

fUsers/oompa/FORG1E /galaga.logacchive

log: wernding: The log archiwe contains partial or missing metadata
Filtering tne lop data using "oventMessage CONTAINS "SERRET™"
Skipping debug messages, pass —debug to inclode.

201B=BZ=15 70:47:B0.066414=B580 localhost KermellB]i (HFS) hts: mourted SEXRET on device diskisi

1018-07-05 TA:47:04.518324-8504 localhost fseventsd[47]: could not open <</Volumes/SEXRET/.femventsd/femvontsd-uuidss (Na such file or dirsctory)

FE1B-B2-00 20047084 5183348588 localbost fsoventsd[4?): Failed to load LUID. Removing all old log files in /Yolunet(SEKRETY . fsovantsd

2018-B2-18 20:47:06.518433-85848 localhosat fseventsd[47]: leg dir: /Wolumes/SEKRET/,Tseventsd getting new wuid: FIFEBTRBC-BF24-43DE-9071-GaBEACECEIAE

Z01B-B2-25 28:&%FiBG.0B386-B00E localbost deletedlélsf: [com,spple.csache_delete:idasmon] Purpesblse Result: & bytes ont *fVolumes/SEXRET®

201B-B2-25 20:47:84.722365-8589 localhkost fseventsal47): Events arrdved for /Yelunes/SEXRET efter am ummount reguest! Re-initislizimg.

2018-B2-16 2@:47:84.727376-B588 localhost feaventsdl47]: ersating @ dis for /Volumas/SEKRET but it already has ong...

2818-B2-35 20:47:84.473076-0508 localhost kaynell@]: (HFSY hfsr unmount inditiated pn SERRET on device diskési

I0IB-BT-05 2@:4File. 582181 -B664 localhost fseventsd[47]: disk logger: failed to cpen output file /Yolunps/SEXRET/.fsogventsd/BBeReddaqaifobeie (Mo such Ffile or directooy).
mount point /Wolumes/SEKRET/.fssventsd )

2818-B2-26 29:47:06 . 402351858 locelhowt faeventsdla?): dlsk legger: Talled to epen output flle Svalunes /SEXRET/.Tseventsd/90BRaaea0ezTubse (Mo sueh Tile ar directory).
mount point /Wolwmes FSEMRET/ . fseventsa

FEIA-EE-TE IR TANEEY, PL1414-BE00  localkost kernel[8]t (apfs) opfu_vf=op_mount:l3&E: mounted volume: SEKRET

Z01B-B2-28 20:49:80,79L6AE-8588 localheost fseventsd[47): could not opem <</Volunes/SEMRET/.Fseventsd/Faeventad-uuldss (Mo such File or directory)
2018-B2-15 20:&7:00,794594- 0588 localboat fseventsdl47): Falled to load UJID. Renoving ell old log Tiles in FYolumes/SEXRET/.Tesventsd
Z010=B2~25 2@1AF:09.794T11-B500 localhost fseventealavl: log dir: /Yolumas/SEMRET/.fseventsd getting new uuid: ADGECAS3-SEDE-4FCA-9B21-DVBALBCICOAT
201B-RI-15 2014780, 7904440508 localhost deletodlélél: [com.opple.cache_delete:doomon] Purgeable Result: @ bytes on: "folumes/SEKRET®
2018-B3-348 2014709 0144160088 localbost storagokitd[1288]: Erase Complete. Hount Point: /Volumes/SERRET

2B1A-p2-25 2O:40:00.A3A1AA-B584 localhost deletedidls]: __nunruﬂﬂun,nnn?nn.&wwnﬂn"uuinu Purgenble Result: 8 bytes on: “fYalumes/SEXRET"
2018-B2-26 20:47:109.058037-05840 localbost storegekitd[122@1: Recache Complete, Mount Paint: /volumes/SEKRET

281B-82-25 20:47:58.326722-0588 localhoat deletedlalél: [com.apple.ceche_delete:ceemonl Purgeable Reaultt @ bytes cor “/Volumes/SEKRET®
201B=-B2-27 18:20135.719892-8584 localhost karmelle8]: (apfs) apfs_vfsop_mount:1368! mountod volums: SEKRET

2018-B2-37 18:20:78 828215-0588 localhost deleted{414]: [com.apple.cache_delete:daemon] Purgenble Result: 8 bytes ocn: */Volumes/SEXRET*
2018-B2-27 1M :22:13.858939-B58¢ localhest deletedl#14}: [com.appla.cache_delete:dasmon] Purgeable Result; @ bytes ong = fWolumes/SERRET*
2818-g2-28 1A4:BEA:3%.452188-2588 locelbost kKerneli8]t {(apfs) apfs_vwisop_mount:136B: mounted volume: SEKRET

201F-B2-28 18:EB:39.784029-8588 localhont deleted(4l4l: [com.appla.cache_delete:dasmon] Purgesblea Resull: @ oytes ent =/Volumes/SEXRET*
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USB Drives: Search “USBMSC”—system.log and Unified

Serial Number, Vendor ID, Product ID, Version

10.12+: Unified Logs

* USBMSC Identifier (non-unique): FBF1011220504638
0x90c 0x1000 0x1100
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Minmpefanes /P08 pulaga  Jupa sl
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Eirlpricg Sahay mansages, peve —dehig te dnnlude,
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FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response &5

The USE Mass Storage Device Class (USBMSC) Identifier, vsvally the serial number of the device, can be found
by doing a search for *USBMECT in 10,12+ systems. it can be found in the Unified logs.

While the serial number may_ in fact. be the one found on the suspect USE drive, it may not necessarily be noique.
as the USBMSC message reminded us. An example of one such device is one that nses the letters A-—F and numbers
00 az itz identifier. The additional numbers are the vendor ID, Product ID, and version.

UEBMSC Identifier (non—unigue): FBE1011220504638 0x90c Ox1000 Ox1lo0

The example USBMSC record shown above containz a USE device that iz identified by the zerial number
FEF1011220504638. The additional data (uzing the Syetem Information application) shows vendor/product data.
*  Vendor ID: 0x090c (Silicon Motion, Inc.)
*  Product ID: 0=x1000
*  Version: 11.00

The website hitpa://usb-ids gowdy va/'read UD/ listz vendors by ID and produocts by ID. It may also link to a forum
dizcnszing the physical properties of the device.
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L e

fUse s aompa/ FORS18/galaga . loga rehive

log: wernings The log archive contains portisl or missing meradata
Filtaring the log data using “ovantMassage CONTAING “USOMsC™"
Sklpping debuyg messeges, pays —debug ta include.

|Sarahs-MOPFORG1E oompad$ log show galoga.logaschive! ——info —predicate ‘oventiMessoge contains *USEMSCH'

Timastamy Thraad Type Activity PIB TTL

ZJB1E-$2-47 B83:149:59.586839-2588 BuDe Dafault xg @ 2 karnel: (IOUSAFamily] USBMSC Identifier (nmon-uniguel: AAEL18251215530893673 8x731 Ax6588 exla, 3
Ja18-83-87 @3:14%:50.015848-0588 Bube Default L L] @ kernel: (TOUSBFamily) USBMSC Identifier (non-unigquel: O8@&8a008328 BxSac @xB484 @xB2@, 3
2818-82-47 B84;39:37.971787-8508 dxnibcy Default L d 2 kernél: (IOUSBFamily) USEMSC Identifier (mon-unigue): 909892000328 @x5Sac @xB4Rs AxgEe, 3
‘J21B-82-27 B5:23 44, T48041-3088 AxTeH Default axa a L] karmel: (ICUSBFamlily) USEMSC Identifier (non-unique): S08A8868Q3828 8xSac ExHL8s AxBzd, 1
J018-01-87 B4:14:59, 738035-0508 Bxabld Dofault Bud L] @ karnal: (10USBFamily) USEBMSE Identifier (non-urigue): G0030QA0QB020 BxS5ac @xB4R& BxB2Q, 3
1815-87-87 84157 138,.434931-3508 Sxefsd Detault axa ] a kerpmel: (I0USEaFerdily) USBMSC Identifier (non-unigue): A86R00EGEE28 BxSac BxAL8s AxEZ8, 3
18-02-07 810512 .588033-8508 trlSaed Dafault Ll L @ karmal: (TOUSBFamily) USBNSC Identifier (mon-wnigue): D80B02ERADEZE BxSac BxBLB4H @xBIA, 3
Z81H-22-07 BY:28:147.558759-8588 BHl67E5 Default Bxgd i 2 karneli (I0USEFamily) USBMSC Identifier (mon-uniguel:; 9@E0098008Z@ BxSac OxELds BeBZA, 3
JUB-8I-87 14137190, 1364790008 @xlE413 Default Ll L] 2 karnel: (TOUSBFarily] USAMSC ldentifier (non-wniquel: 209203900820 @xSac @xBLi0d @xBZa, 3
2018-82-87 15:47:27.018269+0099 DxleTas Default L L i karmel: (I0US3Family) USAMSC ldentifier (mon=unigue): D@00E0E00828 OxSac Gxdids @xa2e, 3
2018-82-97 146132130 81797842888 Ax27185 Dafault g a 2 kermel: (I0USEBFemily) USEBMSC ITdentifier (non-unigue): 999000098328 BxSac @xBLi@4 BxE28, 3
Z018-02-10 B8:40:45.585490+2008 Gulha Dafault Ll i @ karmal: {(10USSFardily) USEMSC Identifier (mon-undigquel: AAD11G24121553@93478 @x781 @x5508 exid, 3
2818-02-10 88:48145. 780000 +0888 A7y Defoult gxl a L] kepnel: (T0US@Ferily) USBMSO Identifier (mon-unigue): S999A000AE828 BxSec AxB4Ad Axd2R, 3

© 2022 Sarah Edwards

44



USBMSC Caveat: SD Card Reader

* USBMSC Identifier (non-unique):
000000000820 Oxb5ac 0x8406 0x820, 3

. Aﬁears upon system ‘wake’
* Unintentional: Lid Open/System Maintenance/Other “wake reason”

* Intentional: Outside of system “wake” timestamps or the
“HFS: mounted” message follows

® 8 MacBook Pro

¥ Hardware Built in SD Card Reader:
AL Vendar D Ox05

: endor 1D: ¥0Sac

Audio Product ID:  OxBAOG
Bluetoath Revision: 3.00
Camera Serial Mumber: 820
Diagnostics
Dise Burning

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 47

If von are reviewing a Mac that has a built-in 3D Card reader. yvou will notice that youn get a large amount of
“USBMECT entries that appear like the example above. This 12 a powerful and misleading example of intentional
and non-intentional log entries.

Some log entries are uzer initiated such as plogzing in a thumb drive to the system; while others. like this one_ are

just the operatinge system doing its normal logging. Experience and testing will show the analyst how to differentiate
between these entries.
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Unified logs can show connections to network shares. The example above was filtered using the process
“NetAuthSysArzent” and library “loginsupport™.

It shows the NAS server (afp:/DigitalClutter), user {compa) logging in and share folder (‘home) being mownted.
This example was created using the “Connect fo Server” functionality of Finder.

Older logs may uze “afpfs”, “smbfs”. “smb:/" to wdentify network shares
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System

Information and State

System Boot

System Reboot

System Shutdown

System Status

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 58

The logs can tell us a lot about how and when a system was used. In a temporal context, we can see when a system
was powered on, when it was in a sleep state, and when it was shut down.

50
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Boot, Reboot, and Shutdown: Depends on macOS Version
system.log and/or Unified Logs (or Neither!)

Sarahe-MIP:log conpaS

Jar 18 31143:51 Dovids-MBEP reboot|L6528]: SWITDDWN_TIME: 1614329771 97588

Jan 18 21:47:@8 localhost bootlog(@l; DOOT_TIME 1E14330820 @

Jan 18 22:8%:49 Dovids-HBP shutdown[9447: SHUTDOWN TIME: 1614331389 18327

Jan 21 18:12:18 lpcalhoat bootlog[@¥: 300T_TIME 1E14B&7RAS @

Jan 21 11:29148 Davids-MacHook-Pro shutdown[7277: SHUTDOWN_ TIME: 1518857188 Y33723
Fab 7 @3:49:E8 localhost bootlogl@]: BOGT _TIME 1517993398 @

Fab 7 17324132 Davids~MacHook=-Pro shotdown[1186]1: SHUTDOWN_TIME: 1518424272 413993
Feb 1@ @8:48:45 lecalhost bootlegl@al: BOCT_TIME 1EIHIEZ0L5 @

Fob 18 13:49:18 Davids-MacBook-Pro shutdown[1486]1: SHUTDOWN_TIME: 1518178558 24139
Feb 18 13153125 localhost bootlogl@l: BOOT_TIME LELEZVEERS B

Feb 18 14:17:5% Deviods-MacBook=Pro shutdown[8581: SHUTDOWN_TIME: 1518272279 IT7F5LZ
Fen 25 19:15:54 locelhoet bootlegl@]: BOOT_TIME 151P5E6156 @

Feh 25 17:24140 localhost bootleog(@): BOOT_TIME 1GIPER7ABI 8

Sarahs-MBP:FORS18 compa% lag show galage.logerchivef —info —predicate 'progessisagePath conteinsied] “shutdown®'

10.13.1 = Unified

*Shutdown messages

not recorded on 10.12

log: warning: The log archlve contains partlal or missing metodata
Filtering the log data usinpg “proceselmagePath CONTAINS[cd] “shutdown®*
Skipping debug messages, poass —debug to include.

Timestamp Threed Type Activity P10 TTL
2018-02-87 17:26:32.712639+0008 @x2abl Default axe 1183 @  _ghutdown: halt by dlightman:
2818-82-18 14:17:58.98743240000 Bxb612 Default BxB 858 @ shutdown: halt by dlightman:

FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response 51

Enowing when the system boots or when it 15 shut down can help with the timeline aspect of some investigations.
On 10.13.1, the system. 1oy contains entries for “BO0T TIME™ and “SHUTDOWN TIME™. This include: a Unix
epoch timestamp as well.

The unified logs record which nzer account shut down {(*halt™) the system If a reboot occurs, it will have a
slightly different message —“shutdown: reboot by <user:™

#Wote: 10.12.0-10.12 2—The Shutdown messages do not appear to get recorded in either log.

Older examples are below from the system log.

May 27 20:92:14 bit shutdown[42881]: halt by ocompa:

May 27 20:02:14 bit shutdown[42801]: SHUTDOWN_TIME: 1338163334 993688

May 2B 15:20:86 bit shutdown[2421]: halt by compa:

May 2B 15:28:86 bit shutdown[2421]: SHUTDOWN_TIME: 1338232886 782175

Jum 9 B9:25:33 bit shutdown[25868]: halt by ocompa:

Jun 9 89:25:33 bit shutdown[25868]: SHUTDOWN_TIME: 1339248313 BBT6S6

Jun 9 18:15:24 bit shutdown[546]: reboot by oompa:

Jun 9 18:15:24 bit shutdown[546]: SHUTDOWN_TIME: 1338251324 30856

Jun 9 18:21:53 bit shutdown([383]: halt by oompa:

Jun 8 18:21:53 bit shutdown[309): SHUTDOWN _TIME: 1339251713 535787
May 9 16:28:48 localhost bootlog[@]: BOOT_TIME 1336606128 @
May 18 16:49:27 localhost bootlog(@): BOOT_TIME 1336682427 @
May 12 11:32:16 localhest bootlogl[@]: BOOT_TIME 1336836736 @
May 27 20:82:41 localhost bootlogl@]: BOOT_TIME 1338153361 @
May 28 15:22:30 localhost bootlog(@]: BOOT_TIME 1338232958 @
Jun 9 ©9:27:85 localhost bootlog(@]: BOOT_TIME 1339248425 @
Jun 9 10:15:56 localhost bootlog[@]: BOOT_TIME 1339251356 @
Jun 9 198:33:39 localhost bootlog[@]: BOOT_TIME 1339252419 @
Jun 9 89:27:85 localhost bootlog[@): BOOT_TIME 1339248425 @
Jun 9 1B:15:56 localhost bootlog(@]: BOOT_TIME 1339251356 @
Jun 9 18:33:39 localhost bootlog(@]: BOOT_TIME 1339252419 @
Jun 18 13:33:56 localhost bootlog(®): BOOT_TIME 1339349636 @
Jun 12 18:16:35 localhost bootlogf®]: BOOT _TIME 1339518595 @
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‘Sarahs-MBP:1log oompa$ [C
Jan 18 21:42:51 Um:unmIZWﬁ Hmunnﬁﬁpmmmmu
Jan 18 21:47:080 localhost bootlogl[@]:
Jan 18 22:09:49 Davids-MBP shutdown[946]:
Jan 21 10:12:18 localhost bootlogl8]:
Jan 21 11:29:48 Davids-MacBook-Pro shutdown[727]:
Feb 7 ©3:49:50 localhost bootlogl[@]:

Feb 7

Feb 10 08:4@:45 localhost bootlog[@]:

Feb 10 13:53:25 localhost bootlogl@]:
Feb 16 14:17:59 Davids-MacBook-Pro shutdown[85@]:
Feb 25 19:15:56 localhost bootlogl[@]:
Feb 25 17:24:43 localhost bootlog[®@]:

m::ﬂuﬂEZ|4H=m" 1516329771 97508
BOOT_TIME 1516330020 @
SHUTDOWN_TIME: 1516331389 18327
BOOT_TIME 1516547538 @

BOOT_TIME 1517993390 ©
17:24:32 Davids-MacBook-Pro shutdown[1185]:
BOOT_TIME 15182520845 @
Feb 18 13:49:18 Davids-MacBook-Pro shutdown[1486]:
BOOT_TIME 1518278885 ©

BOOT_TIME 1519586156 @
BOOT_TIME 1519597483 8

SHUTDOWN_TIME: 1516552188 733723
SHUTDOWN_TIME: 1518024272 413993
SHUTDOWN_TIME: 1518278558 24239

SHUTDOWN_TIME: 1518272279 277512

Sarans-MBP:FORS18 oompa$ log show galaga.logarchive/ —info —predicate 'processimagePath containslcd] "shutdown®

log: warning: The log archive contains partial or missing metadata

Filtering the log data using “processImagePath CONTAINS[cd] "shutdown""

Skipping debug messages, pass -—debug to include,

Timestamp Thread Type Activity
2818-82-87 17:24:32.712539+0808 @x2a7bl Default Bl
Z2818-82-18 14:17:58.987432+8888 Bx4612 Default BxB

PID TTL
1185 @ shutdown: halt by dlightman:
85@ 4] shutdown: halt by dlightman:
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macOS Shutdowns and Reboots

log show —--predicate 'eventMessage
contains "com.apple.system.loginwindow"
and eventMessage contains
"SESSlDHRgEHtNDEiﬁlcatlDHCEﬂtEI

ssale umiem nunum
. emlr vaiem ke I.'rl].rm.u

....:.-.mm

llﬂinrnm:
neac s teniPiTi.
nEsip e e IH
LrrtET rrwiied bt

- | smkna el AT Flastiar 2
id i En L e senSps ieallDie st ey e Dt L flcrtiar lIH- tydtes hagies oo el ipll.ql.lllm " e, mith wser 0S|

FORS5183 | Mac and 105 Forensic Analysis and Indident Response

Meszages associated with *Se=siosnligentNotificationlenter’ are easy to interpret to determine if a user
shutdown, restart, or cancelled a shu'l'duwn-'resta.tt-’lnﬂoﬂ"uf a system.

= com.aphle.system.loginwindow,shutdownInitiated —Uzerchese to shutdown system

= com.aphle.system.loginwindow,logoutcancelled —TUzercanceled the shutdown (or restart

or logoff)
= com.apple.system.loginwindow.restartinitiated — Userchose to restart system
Reference:

httpszwww macdnd com 'blog2020/4/26/analysiz-of-apple-umifisd-logs-qnarantine-edition-entry-4-1tz-login-week
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Sleep/Shutdown/Wake Cause/Reason

Previous sleep cause: 5, Previous shutdown cause: 5

* 5 - Normal sleep/shutdown

* Negative #s - Usually a problem

* 0 - Hibernation (sleep), battery removal/power plug (shutdown)
* 3 - Hard shutdown (hold power button, shut down)

Wake reason: <Message>

« EC.RTC (Alarm), RTC (Alarm) -Wake on Demand, Bonjour Services: Real-Time Clock
EC LIDO, EC LID0O EHCZ, EC.LidOpen, EC.LidOpen XHCI - Laptop lid

EHC I, EHC? - Enhanced Host Controller: USE, Bluetooth, wireless devices

PWRB (User) - Power button

OHCI - Open Host Controller: USB/FireWire, mouse/keyboard

USBI - Trackpad

EC.ACAttach (Maintenance), EC.ACDetach (Maintenance) - Power adapter

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 55

The =zystem records reasons the computer has been puot to sleep, which iz known as “S1sep Causzeor
*Shutdown Cause”

The capse that should be most prevalent on a working system should be cavse number 37,

The gystem records the reasons the computer has awoken, bnown az “Wake Reascn™. Outlined above are some
of the reasons.
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Disk Usage History: /var/log/daily.out

Baraving old Temsrzary “ilic}

Clasrlag et ol eveiae SVrCanEsRETER|

Pwwnliog italn Thive fo Jvarties

Watwica DniatTeed dlabui
Herw Mo Nrimirh LS T Ipcts [#rom Mzity Terrs  Oald

fdewv/diskl=s1l 932G1i 28961 636G1 32% 1357027 9223372036853178760 0% /
fdewv/diskl=s1l 932G1i 23961 688G1 26% 135587350 92233720368531L77057 0% /
fdew/diskl=s1l 932G1i 55061 377G1 60% 2141362 S9223372036652634445 0% /
Jdewv/diskl=s1l 932G1i 54761 381G1 J9% 2140741 89223372036852633066 0% /
Jdew/diskls1l 932G1i 57661 350G1 63% 2163176 92233T72036652612631 0% !
Jdew/disklsl 932G1 69%4G1 234G1 T3% 2176065 92233T2036852599742 0% !
Jdew/diskls1 932Gi TO5G1I 22261 T7% 2176575 92233T2036852599232 0% !
Jdev/diskli=s1l 932CGi 89%4G1 J6G1 97% 2683641 9223372036852092166 0% /
Jdev/diskli=s1 932Gi 501Gi 427CG1 J4% 2712300 9223372036852063507 0% /
Jdev/diskli=s1l 932Gi 442Gi 486C1 48% 14666594 9223372036853309113 0% /
T T T T T - L

KT iy RO avarwgan: 160 1.69-7.17

— i =¥ daidy astmah —

FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response 56

The disk uzapge for 2 system might be nzeful to see how much dizk space a system nzes over time. The daily.out
iz one of the log files aszociated with the Unix maintenance seripts (along with weekXy. out and
monthly.cut) which records *Disk Scacus™ We can ®“grep™ this log file for the specific disk
(/dew/di=ki=1) asshown in the example above.
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Sat Feb 18 88:52:3@ GMT 2818

Removing old temporary files:

Cleaning out old system announcements:

Removing stale files from /var/rwho:

Netwerk interface status:

Name
lo@
108
lo@
108
gifos
st
KHCB=*
XHCZ@
XHC1%
ens
end
and
eng
eng
p2pd
awdl@
awdl®a
end
and
enl
en
bridg
utun®d
utun@
vmnet
vmnet
vmnet
vmnet

Local
8:52

Mtu
16384
156384
16384
146384
1288
1288
]

%]

4]
1588
1568
i5ee
1588
1588
2384
1484
1484
1568
1568
1588
1568
15ee
2eee
2888
1588
1588
1588
is@e

Network
<Link#l=
127
localhost
fe8@::1%lo8
<Link#2>
<Link#3>
<Link#bs
<Link#5>
<Link#ées
cLink#7>
feB@: iaede:
<Link#8>
sarahs=mach
172.19/22
<Link#9>
<Link#1@s
sarahs-mach
<Link#11>
<Link#12>
cLink#l3>
<Link#l4>
<Link#15>
<Llink#lé>
fedd::53a9:
cLink#1i7s
192.168.8
<Link#18>

Address

localhost
e
feBB:1::

ac:de:48:88:11:22
feBB:7: taede: 487T
f4:@8f:24:3b:a2:3b
feBR:8: :43c:2d31:
172.19.2.38
B4:8f:24:3b:a2:3b
be:2c:bf:aé:63:cd
feB0:a: :bc2c:bfff
ee:;B8:78:89:d1:85
es:@@:78:89:d1:84
ee:BRA:78:89:d1:81
eg:08:78:89:d1:88
ee:@@:78:89:d1:81

feB@:168::53a%:a3l

B8:58:56:c@:88:81
192.168.8.1

ge:58:56:ce:08:88

172.16,184/24 172.16.184.1

system status:

up 16 mins, 6 users, load averages: 3.68 5.83 7.17

-~ End of daily output —

Ipkts Ierrs

13
3
913
713

=
L]
=
3

A OO DDODO DD

@& | D DD@ |

@ ® | P02 DDE | @D |

Opkts Oerrs

913
913
913
913

O N NP D D

@ @ P DDDD | @@ |

Coll

1D | @020 2@ |

I ® | @ DD DDE | @@ |
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Application Bundles: Package Contents
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FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 58

Applications on macOS systems come in a packaged format that appears az one file to the user in the Finder
wintdow. The top screenzhot shows some of the applications available in the /Zpplications directory, each
being accessible by double-clicking the application icon Each one of these icons is an application bundle_ It is
waorth noting that applications are not required to be ron from the 2pplications directory. The lower screenshot
shows what these applications look like in the Terminal window_ Each application has the . app file extension and
iz a directory containing other files

Application bundles are directories that contain everything an application needs to execute, such as:
» Executable Code
* Resource Files
*» Support Files

Thesze files can be acceszed via the Finder application by “right-clicking” (Control+cliclking) the “Show Package
Contanca", as shown in the sereenshot above. Each application bundle contains the same basic directory and file
structure contained in the “Contencs™ directory.

*« TInfo.plist File: Information Property List

*  Mzo08 Directory: Contains execotable code

* Rescurces Directory: Contains resource files

References:

Bundle Programming Guide: Apple Developer Documentation

httpsz/developer apple com/library archive/docomentation ' CoreF oundationConceptual/CEFBundles’ AboutBundles/
AbcutBundles html

Application Bundles: Apple Developer Documentation

httpsz'/developer apple comlibrary archive/docomentation/CoreF oundationConceptual/CEFBundlezBundle TypesB
undleTypes htmi=!apple refidocnid/ 10000123:-CHIG1-SWI3
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macOS Application Bundles:

Information Property List —Info.plist
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FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response 59

The Information Property List (InSo.pliat) containz XMI formatted data that deseribes the application.
» Buondle Name
» Buondle Version
» EBuondle Identifier (Reverse DNS format)

*  Execotable Filename

The example shows an Info.plist file for the VMware Fusion application, version 11.5 3. Other items in the
file may be optional bot still nzeful to an investigator to determine the purpose of a specific application. The
“Bpplicsticn Cactegory” iz how the developer determines what type of application it 13, while the
“Documsnt tyrces” and “URL types” determine what files or URLs this program supports. The application
may also state what verzions of macO8 1t will ren on, listing minimuem and system versions and archatecture types.

Worth noting are the “Privacy” keyz—this may help in determining the use of an unknown application.
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10S Application Bundles (Physical)

information Property List —iTunesMetadata.plist
Sy o —
o e

FORS5183 | Mac and 1O5 Forensic Analysis and Incident Response 6!

Phyzical I ocation: /‘private’var/contaimers Bundle/ Application<GUID>/1TonezMetadata plist

Similar information for 108 apps 12 stored i thedr iTunesMetadata plist files incloding the purchase date and vzer
information.
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¥ Root Dictionary (24 items)
DeviceBasedVPP Boolean MO
artistName String Philz Caoffee
bundleVersion String 1562797260
¥ com.apple.iTunesStore.downloadinfo Dictionary (2 items)
¥ accountinfo Dictionary (6 items)
AItDSID String oo1792 |
ApplelD String ocompa@esh.rit.edu
DSPersoniD Number 24,7 G-
DownloaderiD Number 0]
FamilylD Number o
PurchaserlD Number 24,?-
purchaseDate String 2019-02-18T14:25:3772
gameCenterEnabled Boolean NO
gameCenterEverEnabled Boolean NO
genre String Food & Drink
genreld Number 6,023
hasMeszagesExtension Boolean NO
is=auto-download Boolean NO
is-purchased-redownload Boolean NO
itemid Mumber 1,298,298,285
itemMame String Philz Coffee
kind String software
launchProhibited Boolean NO
¥ rating Dictionary (2 Items)
label String 4+
rank Mumber 100
5 MNumber 143,441
sideLoadedDeviceBasedVPP Boolean NO
softwareVersionBundleld String com.philzcoffee.app
softwareVersionExternalldentifier Number 831,982,173
sourceApp String com.apple.AppStore
storeCohort String 7|date=1550488400000&sf="14
b subgenre Array (O items)
variantlD String 1:iPhone10,6:11
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MacOS/iOS CPU Architecture

PowerPC

= 19942006
* 1 |- Support discontinmed

Apple Silicon (ARM)
+ “Apple APFS_ISC™ - intra-SoC?

with 10.6
* Open Frmware

iIOS has always been on ARM

After the ntroduction of Unix core components to the operating system  Apple Computer made the transition from
PowerPC to Intel x86 architecture.

PowerPC (Performance Optimization With Enhanced RISC — Performance Computing) was used from 1994 fo
2006 PowerP C wasz no longer supported with OS X Snow Leopard (10.6). This architectore uzed the Open
Firmwrare mterface, similar to a PC'z BIOS. The last version of O8 X that was PowerPC-only was 08 X Panther
{10.3). This interface was accessible nsing the CMD+Option+0O-+F.

The Intel =86 transition started in 2006. OS X Tiger (10.4) was the first available 08 X version that one could uze
on x86 architectore. Intel-bazed Macs use the Extensible Firmware Interface (EFI), alzo similar to a PC*s BIOS.

Open Firmware and EF] communicate between the hardware and the operating system to provide drivers and a pre-
08 environment FFI has additional advantages. such as the ability to beot from USE and larger disks.

While macOS has chanped over time, 105 was always oo ARM architecture, either 32- or 64-bit, depending on the
age of the device.

With Apple Silicon introduced at WWDC 2020, the ARM M1 was introduced later in 2020.

© 2022 Sarah Edwards 63



Mach-O Executables
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FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 54

Mach-0 (Mach Object) executable files are the main type of binary nsed for Mac applications. Mach-0 binaries
can support multiple architectnres. The top screenshot shows the file command nsed on the Firefox executable.
Thesze are called nniversal binaries, or “fat” binaries.

+« xB6 64 executable: can be nzed on Macs with the 64-bat Intel processor.

= It iz worth noting that some 64-bit executables can run on 32-bit kernels—visit the AppleInsider com
article listed in the References section for more information.
+ 1386 executables can be uzed on Macs with the 32- and 64-bit Intel proceszors.
« 108 devices may run 32-bit or 64-bit AEM execnotables, as shown here for Mobile Safari

bit:temp oompa$ file MobileSafari
MobileSafari: Mach-0 64-bit executable arméé4

Fat binaries include mmitiple architectures. such as PowerPC and Intel {these are sometimes cailed Universal
binaries), or Intel 32-bit and 64-bit, as shown in the screenshot above.

The Mach-0O binary uses many signatures depending on the architecture:
*+ (OxCAFEBLBE: Fat binary
* OxFEEDFACE: 32-bit
* OxFEEDFACE: 64-bit
* [OxCEFLEDFE: 32-bat, little endian
* [OxCFFLEDFE : 64-bit, hittle endian

References:

macO8 Mach-0O File Format Reference: Apple Developer Documentation

hitpsz//developer apple com/library archive/docomentation/DeveloperToolz/ Conceptual MachOTopics0-
Introduction/introduction him]

httpsz'/appleinsider com/articles 08/10/28/road to mac oz x snow leopard 64 bit to the kemnel html
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Extensions (Kernel and System)

Low-Level Device Drivers, Network Filters, File Systems.. .Keylogoers? ... Mabware?

+kmutil showloaded (k=xtstzatis depracated)
+ 10.13 — Introduced User-Approved (Kemnel) Extension Loading
+ (private/var/dbfloadedbextmt plist

System Extensions — Introduced m 10.15

* gystemextensionsctl list
+ Dirivarkit. Metworl Endpaint Security
+ Works via spedific entitements, Apple controls acquiring of these — slow adoption rates

Directories (Pay additional attention to those with *¥)

+ Library/Apple/System/Library/Extensions

+ System/Library/Extensions/

+ (Library/Extensions/

+ *Library/StagedEetensions/

+ *fLibrary/SystamExtensions!

+ = ibrary/=Flesystems/macfusa f3/Contants=/Extensions

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response &5

Eemel extensions are similar fo loadable kernel modules on Linux systems. They are often nzed as device drivers,

network filters, or support for various file systems. They can alzo be uzed maliciously, thus the reason for System
Extenszions were introduced.

You can nze the kextatat/kmutil/systemextensisnsctl commands on a live system to view the statns
of the kernel/system extensions. To'see what third-party kernel extensions were loaded on a dead system. look for
Jprivace/var/db/loadedkexcmc..plisc.
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= Aroepaity baan Aok deeld castlfizane*
R L Ao s )

E
"Rl T, e |
Boaa e man e

I
~UBET FHBERETEY == |

References:
https:/developer apple com/system-extensions/
https:/‘developer.apple com/supportkemel-extensions’

User-Approved Extensions: https://developerapple comslibrary/archive technotez/tn24 39 index html
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Kernel Extensions in macOS | I+ - macFUSE Example (on MI)

System Extension Blocked

The aysism axiendian reguinsd lor
meunting macFLUEE vokimes cauld not ba
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Poypse opan i Securily & Provaoy
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e biyacded,

Thién vy imaunl g the saleme sgsm

Oipen Systam Prafarancss

Cancel

£ i Seekrily & Priucy aQ

Dwnarad Pl Frosil Py

A ‘o gaspyoes fars peee sl for i e Crangs Paanssnd
8 ngaier aiyaned B oriuras & atur slom & sevaen sevar g
o & mEsnEgE = e s i ‘oeeed
B3 L i Apipte Wkt lu dinkac b s wnd s bl

Don't be fooled, it's a Kemel Bxtension!
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ok nsad bo modily yisur sscurity
sattings in the Recovery
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Tia da Thiy, shut dows yaur spshem, Than
P and hold the Todes €F or poss
tutinn to taunoh Startup Security Uity
In Bhar bop Bocarity Unidy, natke kel
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FORS5183 | Mac and 105 Forensic Analysis and Incident Response &6

Software that still uses kemnel extensions, fike macFUSE in this example. can still run but will need to be allowed to
do zo. On an M1 Mac this requires an admin user to restart the system. go into Recover mode. and downgrade the
zecurity to allow use of kernel extensions using the Startup Security Utility

Reference:

https://support. apple com/guide’deployment-reference-macos/kernel-extensions-in-macos-apd 3736354328 web

6a
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Extensions (Kernel and System): */Extensions/® Directories

F -1DBR~4BEA-BOIC-HZSE L ]

acnpa F-p1
LoonpAEMAR=M1 A8 168~ 1DRE- GBEA-BDAC-ER4EZEESAACE & fHind .

.fat.obdev. litslesnitch.netwerkextension. systemextansion

Jfatoabdey, littlhosnitoh . nrtworkodtansion. systamaetansdan/Contants

fatiobdev. littlesniton.networkextansion . systenextaneian/Contents/ _CodeSipnatuTe

Jfatiobgev. littlesnitoh. networkextansion. systanextension/Contente/ CodeSignature/CodeRasources

Lfat.obdev, JiTelesniteh, networkextension, systanextenaion/Contant s /Man0s

.fat.obdey. litrleaniteh. netwerhextansion. systapaxtansdon/ConTents /Mac0s/ ot obdev. Littlssniteh. natworkextans lon

fat.obdey littlesniten, networkextension. systanextension/Contents/Library

JFat.abdey Livelesndteh. metworkestension. systanextension/Contenta/Library/LaunohServices

et ondev, Tleelesndteh, petworkestepaion, systepextans lon/Contents /L Lbrary/ LaunchServices fat cabdev. 1ittlgsnlteh , daemen, bundle
.rut.nhdav.Iit:llqniiﬂh.n:ttn:hnﬂtnnninn.syntalcxtunl!qn#ﬂantﬂntsFLihrirr;LaunthSe:v;rusf:t.ohﬂt&.li{tlnanit:n.dlennn.bunﬂlescuntznyi

aCApRFHER-H1 mecfuse. Te N pmd =
| fLibFatyiSts wniong/L{brary/Fileeyntens/nacfuse fa
conpaiMEP-H]l macfusa.fs N find .

fCantante

JJContentsfExtensions
JCantents/Extensions /11
JfContents/Extenaions 11
JfContents/Extensions/11
LAContents/Eutenslons /11
JfContents/Extensions/11
AContentsfExtensiond /11
fContents/Extensions/11
SContents/Extenaions 11

Contents

Contents/ CodeSipnaturs
Contents/_CodeSignature/CodeResources
Contients/Hacls

Contents/MacOS/macfuse
Contents/Info.plist

FOR518.3 | Mac 705 Forensic Analysis and Incident Response &7

These examples show a user installed system extension (fop) for the Little Snitch network monitor, and a kernel
extenzion {bottom) for the filesystem driver macFUSE.

© 2022 Sarah Edwards 67



Loaded Extensions (Kernel and System) - Live Response

List Loaded System Extensions - systemextensionsctl list

1 extensionls}
mee pom, BOpLle, BYETeT_sxtension, netwoEs_extension
.-.nuh !;el!_ p‘\_'l"E_'l Ve teaml0 bundlol® (ver

List Loaded Kernel Extensions — kmutil showloaded

‘DoEpaFMBF-ML - N
Mo vartant specified, Talling Sock To Telsss

Indux Refs Asdrecs sizm Miped Kams [Wwceion] UUIE <Linkod Agairdts
1 111 % L] [ ] cef.dsali. Kpl ad (08,381 ABFTI0E%-S0R1-JER2 95 Fe-ER10CEFIREIE o»
] ] [ ] dom.ssal e kpldaep (9.7 8] 480 T10A3-4G0]-RE6) -8 TE-JA10CEA2RE3E =
3 e [} W Feasgale, kpi dokil CIRL 2L 0] APV IDRE-ACN 1=K =NE T =R CEFFIA3E 25
22 1 ExfEFdfmliIAI8ESE Bxbinn ra bbiin oo, spale-dziver, Ape ledul i teychlriver (GOl JH) SEERUEIN-2FRC-2080-RRNC-CRRARFTRARIL =144 35 20 F 8 & 3 10
123 8 fefeffipRORTRA090E ByLBan Bacaan ern.spnle-deiver, Aps leTapCaar I DEsentOriver [ARIS. &) BLINEEEF-EFLL-IALA-AREA-L1TEERZAO0ET <737 F70 55 4 B & 3 1%
FiL] B guf#fErpBRAYITENE AxiBBE aLppp com, szole.doivar, Ape leH]0Keybas e (2221 LIBAPAGI-TERE-3FAL-BAAD-019303030173 =38 & O & 3=
21k B GefeffTrERRT I codas AuLBpd BreLaBp tempzale.driver. ApslebiTuntoririves (LLp, QB DISOCERA-D377-153C-ABED-FRIZALPERESN <027 144 36 137 Bk T 4a
Tk B EafFrfToaaaTadeadsd Suibae [FE 1) ool dsolo. feplocahelder 11,19.3F CORTECET-BEIE-IOME-RABE-1RE23ATFETER <7 B & 1 is
xaz @ EafFFITRBBRYIT 268 ulLBBD B LBBE el deale. P11autll (TRH34.15F PILPS049-BEFY-SEAG-AD0R-DHOADOIdESD <5 & T 0 1%
Erl ] L @ PIPrfupanindeddd b baan LIEh] def. asal v, ekl TFiggats (1.8) EFAGIRNI-ANOR-ACOL-BEIGF-L2CIAEEMSBED £F 4 & 4 1 16

ErL] SafF 4 U i 0 m cem_pzale. filmays e matufs [ 90 ALY BRZE-NEE-TE ADBBSAAIA0L I 13 £ 4 )22
=N uwmqitgog:w P i it ABHAGRETES 43 % & 4 15
231 B @affrtfpBalT40egd NuiBan B RDER Gom. reole.ds '\.'uJ:.n".I:--J.III-IrIEl:huH 131 FaLhACEE- H.‘.ﬁ—ml—BBFE-EH M?‘NIWF <16 8 & F 1=

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 68

If von are able to perform commands on a live system_ theze two are highly suzgested to list the loaded extensions
on the system.
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Kernel and System Extensions: Bundle

e LN nnalizi
= [ e
B Comens
I T | o s
Cusmbassurses b o [Ty
& amimcdul g denumeie B = ik
ey = ey i
o ary 2okl g i = a =
B LanchGnracm Py chapnay rmva = Ll Smrih e
st s Ditt=arich dapam s horoks Lemzuiaz e e - ElrTom ez
B macres | b Heni' e = 1 ki Bt il
W niciac IRy AT YRR | <] kE
= B
= e
- LA
- ey b

[

LT it A ——
IR sFormila s s
T = wrrg [T

| L 1] & Serm LR
Pl ki i mErm TR
[ =T < mrg

Z Smrg
| E ]
=
-
u) Lo Dprpd | =
5 Dl
Eistm
WiPrhinC A rs LR 4

el T T E PR T )

FOR518.3 | Mac and fO5 Forensic Analysiz and Incident Response

Each kernel or system extension iz a bundle file. meaning they appear as a single file in the Finder application.

will contain a Contents directory with an Tnfo.pliat file as shown on the right The Tnfo.pliat file
comtains the identifying information of the extension inclnding the version number, executable filename_ and build
informiation
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{ al.abdev.littiesniich nelwarkaxtansion. systamaxtansion = T = HEE
TN ] " info.plist
Mame -
« [l Contants - 2 T
« [ _CodeSignature W Info.plist } Mo Selection
CadeResources . Kery Tvpe Valua
s embedded provisionprofile I w Information Propesty List 123 i)
* Info,plist ﬂ BuildMachineQSBuild & String 18F101
~ [ Library [ Locailzation natlve development reglon a &n o~
« [ LaunchSearvices Bundiz display name & Little Snitch Metwork
at.abdev littlesnitch dasman. bundls | Execitabla fia A at.abdav littlasaiteh.fn
« B MacDs I Bundia identifiar L+ at.obdev fttiesnitch.n
at.obdev.ittlesnitch.networkextension | InfaBictanary wersian p ol
Bundla name o} gt.obdeviittlesnitch n
| Bundle 03 Type code - SYSX
| Bundia version string fshort) n K 1.1
| 2 CFEundlasupportadPlatforms & Array L1 Itaem)
| Bundia varsion 41 G186
| DTCompiler o String com.appla-compiiers,
| DTPIattarmBuild & String 12D4s
OTPatformMames % String MBCoss
[ OTRlattormyarsion & Giring 111
I DTSOEBuid o String 20CE2
| CTSDxNama . Girng mecogx11.1
| OTHcode 2 String 1240
DT XeodeBulid + Biring 1204
| Mindmum systam version . 1.8
| Copyright [human-readatila) e Copyright @ 2002-20
[ Privacy - System Extension Usage Descriptl., 2 This system axtensio
~ HotwarkExtonsion %  Dictionary |2 ltmrnaj
! NEMachServicename String MLZF7K7B5R atabs
I  NEProviderClassas [hctionary {7 lemers)
cam.apple netwarkestension fiier-data String at_obdey littlesniteh,
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macOS Software Update and Installation

W Finder File Edit View G
L

About This Mac — ==

[ = ]

System Preferences.. /i' L
App Store.. 1 upetin

Recent Items L 1 By

Force Quit... THY

Sleap
Restart...
Shut Down... & < f23 Softwarn Lipdatn T ]

Log Out Sarsh Edwards... {30

Yaur Mae is up to dete — macOS Catakina 10.15.2
Lkt =hecked! Yeaterday st 1251 P

Saf tware Updste Butomaticalty kesp my. Mac up fo date idvanced.. T

FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response T

The Apple menu contains the item “Software Tpdzte ™ When selected, it opens the Mac App Store on the
“Upd=tes" tab, as shown in the screenshot above. Thiz window shows the updates that are available. and both the
Apple system ppdates and any applications that had been downloaded and installed via the Mac App Store.

On 10.14+ the Software Update process has been integrated into System Preferences as shown in the lower right
screenshot.
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3 Party: ~ILib

macOS$S Software Updates:
System Updates: /Library/Preferences/icom.apple.SoftwareUpdate.plist

rary/Caches/com.apple.
storeSystem.db (10.15+)

LastResultCade
LastAttarmpiSysiamdersion
SkigLocalCON
LastUpdatesfvailable
LastRecommendedUpdetesivallable
LastAtiematBuildVeraian
¥ Recommandedlipdares
¥ lhem O
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= isim
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2
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i 2 e

{4 Heins

machS 10.14.6 Updmta
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mac0s 10,1456 Updale

dur 23, F018 at BSATTE W

(2 m=my
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Jur 23, 2015 at 8158113 PM
Jun 23, 2078 al 85420 PM
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FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 72

The com.appleScftwarelpdate.plist property list for 10 8+ systems contains additionat data 10.14

introduced a separate plist for third-party updates, vpdates plist in the User preferences.

This property list contains data such as when vpdates were last checked for (including in the background, non-user
initiated). how many updates are available, and specific recommended vpdates.

Thekey LascBackgroundSuccessfulDace contding the timestamp of the last fitme updates were checked for
and‘or installed in the backeround.

72

© 2022 Sarah Edwards




LastResultCode Number 0
LastAttemptSystemVersion String 10.14.4 (18E226)
SkipLocalCDN Boolean NO
LastUpdatesAvailable MNumber 2
LastRecommendedUpdatesAvailable Number 2
LastAttemptBuildVersion String 10.14.4 (18E226)
¥ RecommendedUpdates Array (2 itemns)
vitemQ Dictionary (4 items)
ldentifier String mac0S5 10.14.5 Update
Product Key String 041-57074
Display Name String mac0s 10.14.5 Update
Display Version String
B ltem 1 Dictionary (4 items)
LastFullSuccessfulDate Date Jun 23, 2019 at 8:54:28 PM
P PrimaryLanguages Array (2 items)
LastSessionSuccessiul Boolean YES
LastBackgroundSuccessfulDate Date Jun 23, 2019 at 8:58:13 PM
LastSuccessfulDate Date Jun 23, 2019 at 8:54:28 PM
¥ availablelUpdates Array (0 frems)
¥ compleledUpdatas Array (2 Herrs)
b |tem O Dictionary {21 items)
¥ Item 1 Dictionary {21 items)
title String OneDrive
¥ store-offers Dictionary 11 ftem)
url String hitps:/fapps.apple.com/us/appfonedrive/idB23766827Pmt=12
F version-external-ldentifiers.  Array (62 items]
current-version String 18.070.2410
bundie-id String com.microsoft.OneDrive-mac
release-notes String Thank you for using OneDrive. We are always looking to update
installDate Date Jun 23, 20718 at 7:43:46 PM
item-id Mumber B23,766,827
version String 19.070.2410
type String link
preflight String hitps:/fosxapps.tunas.apple.comfitunes-assets/Purple123/va/
version-external-identifier Mumber 831,647 417
updateState Mumber 1
¥ artwork-urls Array {3 itemas)
uri-page-type String software-update
link-type String software-update
artist-pame String Microsoft Corporation
F rating Dictionary (& ftems)
release-date Data Jun 13, 2079 at 5:14:01 PM
description String Keap your files protected and accessible on all your devices wif
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macOS Install History: /Library/Receipts/InstallHistory.plist
¥ jmm 1H Dictionary (& [fwms| g e o
dats Dtz Mow 11, 2017 ot SEA:AG P L@m“ 5[”:’"‘" O'i'mm' ;'m
:::z:::::;:m :::: '::";uf‘ AN e =ate Date Bow 11, 2017 at 115548
¥ packageidantifiors  Array 13 femma :’:::::::rm z:::: ;:uﬁm:ﬁmmn;nm
::m l: :uﬁ“i Enm.unp:z.ﬂ:.ﬁu':.;ﬁl:;;‘t 11IM'|“':'-E‘::43 ¥ packagaoldantifiors . Armay i1 )
mp: 4 3::“ z:'::“:::';:;“; o ﬁ:arn- It @ Strirg  com.pple phi XProtectPiistConfigData. 16114022
processNama :&'1.!111: mdl'.'BF;ltHlu'r i Ll Stk 3 .
¥ em & Dictionary {8 iterms) ¥ ftem 28 Dletionary |5 [iams)

i I 1 17 81 61334 FM
date Date Nov 11, 2017 at 2:31:38 PM e = :‘I" :""“ ':' ik Ao
displayMame String Synalyze it! Pro 3;3‘:*‘\{::; 5:1:;: USE for macOs
displayVersion  Sting  1.20 2 - -

¥ pachageldentiflers  Array (2 mems)
¥ packageldentifiers  Array 11 fem) fiem a String com.github.osxfuse.pkg.Core
Tbem O String com.symalyze-it.Synalyzeitho Item 1 String com.github.osxfuse_pkg. PrefPane
processhieme  Sting  [SNGRSGOWAIOS@S] ||  oocossame  swing [lpstaller

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 74

The Tnsts11History.nlist property listlocated i /Library/Beceipts/ contains a software install
history that includes the timestamp, software package name_ and what process was used to install the software.

macO8 Installer = System OF Installer/Tpdater

zoftwarenpdated or “Software Update™ = System/Security Updates
storedownloadd = App Store Installs

Insztaller = External Installers
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macOS Receipt Files: /var/db/receipts/

pompaEHER-M1 cElpts Nopad

ponpaGEMEF-ML receipts X 1s -t
io.macfuse. installer, components proforoncopane.plist
io.macfusa.installar.components.praferencepsna. bam

ip.mactuize ingtallsy., campone 5

: ante.
g A e e

con.nlorasolt.pechage . Mlerosoft_Excel  app.plist e Ea.i:=¢ = ~ i“!fi' Componente.cote
con.micrasoft, peckage. Microscft_Excel  app.bon %l-ﬂﬁpl.—ﬁlﬂ.ﬂll‘ N3 recaipth N pRN SRt . M‘ TRREREAARe mﬂﬂ
con.micTasoft.package.Microsoft Ward .app.plist *InstallOate” =s JOII-@3-14 17:1B042 s0EEE
com.migrasoft_peckage.Microanft Ward.opp.bom ETnstallPrelinPath? =5 #44

com.migrasntt . package.Microsoft_OnaNote.app.plist *InstallProcassiane™ =» “Installer®

con.pdorosott.package  MiorosoTt_OneMoTe. app . hom *PackagesiloName® =» “Coro,nkg"®

con.mdcrosolt.package. . Microgoft Autalpdate.app.plist *Packageldentifier® => *io,mocfuse.installer.companents;core®

cof. ild radall . package Migrpant b Autalgdile. spp. bam FPpckageversion® =» "4, @.EB"

com.nicrosoft.package.Microsoft _Outlook,app.plist *PATNIHALChECKEUME " =3 o

com.mictasaft.package. Micros oft_Outlook.app-bom ‘Library/Filesystoms/macfuse, fo/Cantents/Rescurons) load_macfuse® =» {lapg
con.microsoft  package Micronoft _Power@pint._app.plist th = I8, bytes = BxsfRbSbcTeetdbcbetoaldaldd ¥ ?QdGeehnbcBachd]
con.miorosnft.package.Microsoft_PawarPoint . spp. bom *Library/Fllesystomsf mic Tusd. Fe/ContenteRedou rcasinount_nacfuse® = {1&n
ut.zoom.pkg, videmeating . olist grh = 28, bytes = Bxal2o3ddshbisdddlbd?322Beaa?abIfevaIaTRob L)

us. zoom. ek, videnseting  bom }

gL kfisp. kifspMac.plist I

ai.krisp. krispMac.bom

con. fiplab, smartcountdawntiner-pliss
con. fiplab.amertcountdewnt imer . bam
con.apple, phy.Keynotald plist

com. apple, php.Keynotald, ben

com, aone. kekd . plist

com. aone. kieka.bon

FOR518.3 | Mac and fO5 Forensic Analysiz and Incident Response

The zame information can be found in a slightly different format in the /vzr/dio/raceipts directory. Each
zoftware package installhaz a .kom anda .pliat file The property list file alzo contains the software install
timestamp. package name and the installer process.

The .bom file is the macOS Bill of Materials (BOM) file that contains a list of files and metadata for the installed
application. These can be viewed with the command I skhom, as shown on the next slide
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- n -
macOS Receipt Files: BOM Files (Isbom)
-
Ivar/dbl/receipts/*.bom
GARRIENEP-W1 TCOLATE % BEGOM LO.MACFUES . ANETALLET.CONRARUNLE GarE-ban,
& G@T5E ara
ofLlbrary LETEE AJa
Alibrary [FLTmay et ems LBTES (7]
SAllbrary /Filesystems/nacfuse. {3 49 ThE uie
+fLibrary/Filesystoms fnacfuse. fs/Contents LR7EH (LR
sfllbrary /Filesyatems fnacfusn. T/ Contents/Extanaione &R7EN BB
sfbibrary /FiTasyatomn fnncfusa . Ta/Contenta FEatonaione/ 10,18 AR@VEG. W@ i 1ARRATIGER 2.9
JALibracy /FilesystongianeTuss, Te/Santente/Eetanaiong/18, 31 afTeS (1]
SAhibrary /Filesystema foncfuss. fa/lontents fEvtenaions /18, 11 fpcfuae. kexs  G@7TEE @5
LJLibrary (Filesystens fnocfuse. fe/Cantents/Extonsions /181 fmocfune . kexe fConsents SBTRE Bla
Suibrary /Filesystens/nactusa. ta/Contents/Extonsions /18,1 /mactuse . kext/ Cantants/Info.plint 1gesis BB 1522 TETTETRAL
SSllbrary /Filweystoms fmacfuss. fu/Sonbenta/Extanaluns /18, 21 /macfusn - hea o/ Tantants MucDS 46755 LX)
ilibracy FFilesystomofnneTusa, (e /Gontenta/Extonnions /10, 11 fmpcTuse. ket Flontan La /MocdS nac Tusn 180756 88 130768 ATVEIRTELS
5 procy/Filesystemafnacfuse . fe/ContentafEvtensionsd 18, 11 Froc Tude. hext fContents/_CodeSignature LATES LA
SAlibrary/Filesystema/nocfuse. fo/Sontente fExtensions 10,11 fmocfuse  kexs fConcentaf _CodeSignature/CodeResoucces 18645 B/8 2288 ALEALTITE
SAlibrary /FilesysToms fnactuse. fa/Contents /Evtansions /19,17 48755 BB
SSuibrary Flilasysrams fnactusa. fe/Pontanta/Extandloni /18, 10 fmeetuse - Haxe SGT55 e
HAlibtaty /Filusyetome /nnefuse. Pe/Bantents/Exinng foned 18,12 faecTuss - kea b M Conienis 4ATRE X
silibrary/Fileeystoms fnocfuss. (el Santent s FExtonaione /10,12 feocTuse ke o/ Contenta fInfo.pliat T#AgLL BB 1823 11 2E0ATL17
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Jfvibrary/Filasystoms /nacTuse. T/ Contente fExtanslons /18, 16 LIB7SE A 2 AKIIEATAS 11
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FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response

The {partial) screenshot above shows an example of the output from the command 13bom. This shows the varions
files aszociated with the BOM file. The full screenzhot on the next page shows everything that 13 installed for
macFUSE core components. This makes a good list of places to look to determine if this software is legitimate or

not.

Defanit output contains:
= Filepath
= Mode
= UID/GID

Each type of file will contain different information in the BOM file
= Ifthe file is a plain file, the UID/GID is followed by the file size and CRC checksum.
= Ifthe file is a symbolic link the UTD/GID iz followed by the size and CRC checksum of the link path and
the link path
= Ifthe file iz a device file, the UID/GID 1s followed by device number.

Reference:
Man Page for 1sbom
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Installed Software: /varflog/install.log—Search “Installed”

loompaf@Sarahs-MBA ~ % grep Installed fvar/fleg/finstall.leog

2828-v6-17
2028-86-17
2828-846-17
282e-p6-18
2820-86-22
282e-87-83
2828-87-83
282e-87-03
282e-87-83
2p2e-87-03
202e-a87-03

19:57:46-84
28:85:53-04
20:17:45-04
16:16:53-84
18:84:19-84
l8:14:85-84
18:14:24-84
18:14:31-04
18:14:36-04
1@:15:51-84
18:16:11-84

Sarahs—MBA
Sarahs-MBA
Sarahs-MBA
Sarahs-MBA
Sarahs-MBA
Sarahs-MBA
Sarahs-MBA
Sarahs—MBA
Sarahs-MBA
Sarahs—MBA
Sarahs-MBA

installd[814]:
installd[B14]:
installd[814]:
installd[814]:
installd[814];
installd[814]:
installd[B814]:
installd[B14]:
installd[814]:
installdi814]:
installd(814]:

Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed

“Microsoft
"Microsoft
"Microsoft
"Microsoft
“Developer
“AS Timer"
"Telegram”
"Snipposg”
"“Developer
"WhatsApp"
"Keka"

wWord" ()
Excel" ()
PowerPoint® ()
AutoUpdate®™ ()
App" (B.2.0.8)
(5.2)

(6.2.2)

(1.8)

App" (B.2.8.8)
(2.2025.7)

{1.1.38)

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 78

Software installations can be a good resource to find out what types of software are used on the system and whea
they were downloaded.

We can lock atthe In=stsil.lcg on the system and search for the keyword “ITnatzlle=d” to easily show the
zoftware packages installed. This log does not include installation information of command-line tools such as

homebrew.

Caveat- Software installed via a2 “Dirag and Drop™ method such as Firefox and Chrome will not show i this log.
Some software allows a nser to copy the application directly to the /Aopiicacion directory.

© 2022 Sarah Edwards




Install Details: /var/log/install.log
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FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 79

The insts11.1log also contains software install details, such as:

= Where the software package was opened from on disk.

+ Code Signing verification.

= Receipt creation.
Was administrator authorization needed? — “Administrator anthorization granted” would show in the logs
{mot in the example install).
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i Instniling sl InstallsbleParnllelflocahaldsr [E=com.nitbnn.nnpf ¥ecaion fhortvers innw(aullls
Thu Ffb T lazafi:iph 61T T tallatiomdichirrarslt Installing parallel platshalder
Thu Fal 2 Lezaf:p& 7817 Tnatollirg <MTTastellablebundivPateh Ilweon.alrord eop) YeralemeiiZB, BhoreVersion=i7. 05y
Fri Felr 3 @9a24:58 2017 | 1t Thstalling <HITmatullabIafarallalPlaceholder TO=A8T.oNERVAER. CAARBET, APE] Varslan=1,1.84, Shartvaralare=(niills
Frl Fab 3 @#9=XR:<B1 J&E7 & nstallatlarwithErres: 11 Tnaralling parallal alacancldor
Frl Fab 3 B¥:2&752 2E17 1* Imstalling <WITrstallobloBundla I0=nst.spanvpn.OpenVPS-Connoct.vpnploging Versionsil.1.8, Shortversiops={nuiillls
Frl Feb 3 B9:254:-52 2817 ., 13 Installing <HITrstallabIcBundle I0=nat.openvpn.connect-app; Yorslone2 1,84, Shariversions=1,1.1w
Sat Feb & £3:27:1&6 @17 | 1 Installing <HIlnetallobipFarallslPlocchelder IDscor.catib.oot2idpp) Worslon=ZR4, Shartversioms{rullls
Sat Feb & 13:27:17 2017 | stallotiarwithErrers]: Imatalling parallal placohcldor
Sat Feb & 13:27:1@ Z@1y 1; Instelling =MIInstollisbipBundlePetch I0=com.eatZ4_eatlLdpp; Worsion=2B4, Shortvessiansh.o. B
Sat Fab 4 L7:38:41 2017 it Instelling eMllnstollpbieFacallslPlacehelder ID=com.stebits.Tweecie?; Veosion=6.71.1, ShortvVersion={nulll>
Spk Feb & 17:38:41 2617 tallatiary Erco Inatalling narlllel
Sak Feb & L¥S2AAT 2007 T ——
Sat Feb 4 17:99:40 2010 ¥s
Sat Fel 4 LT:09:06 2617 | stallatiopwitnbErce Installing parsllel nlll:u‘mldur
St Feb & 17239541 2617 T o Intelling <HIlnetallableBundle I0-gov. amakan, Ahaicen] Yerslor19521.8, Shertveradon=%.1.8>
Sat Fak 4 i -
Eak Fab 4

10S Mobile Installation Log: Physical Only
I<Different per iOS Version>/Library/Logs/Mobilelnstallation/

mobile mstallation.log: Physical Only

Directory Paths (Phyvsical Device):

05 6: fmobileflibrary/flogs/MobileIinstallation/

08 70 fprivate/var/mobile/Library/Logs/MobileInstallation/
10510 /private/var/installd/Library/Logs/MobileInstalliation/

Themobile installation.log.# logfiles located inthe /MobileInstallation/ directory contains a
hiztorical view of when apps were installed. and carrier bundles were installed. How long these entries are kept
depends on the version of i05 being used. The older the 108 verzion, the longer these entries are kept. On 105 10, it
appears to be kept for around one month.

When an app is installed. it is recorded in this log using the application bundle identifier (reverse DN format
name). For example Google Gmail {com. google . Gmail) was installed on February 4. 2017 at 18:36:40 {local
device time). It will alzo show the application version information in the message.

From the entries highlizhted in the screenshot above, an analyst can tell 1f it 1= an app vpdate or a new app by
loocking at the meszapge after the “Installing” keyword.

MITnactallabl=Bundl=Facch: App Update
HMIInscallerBundle: New App Inzfall
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Thu
Thu
Fri
Fri
Fri
Fri
Sat
Sat
Sat
Sat
Sat
Sat
Sat
Sat
Sat
Sat
Sat

Feb
Fab
Feb
Fab
Fab
Feb
Feb
Feb
Feb
Feb
Fab
Feb
Feb
Feb
Feb
Feb
Feb
Fah

o N N I - S R R R

14145184
14:45:84
146:45:84
B9:24:58
89:26:61
89:26:62
891263562
13:27:14
A13:27:17
13:27:28
17:38:41
17:308:41
17138347
17:39:36
17:3%:36
17:3%:141
19:35:47
19:34: 48

2817
2817
2817
2817
817
2817
2817
2e17
2817
2817
817
2817
2817
2917
2817
2817
2817
2817

=

-y —

Installing <MIInmstallablePerallelPleceholder ID=com.airbnb.app; Version=1128;, ShortVersion={null)>
tallationWithError:]: Installing parallel placeholder

Installing <MIInstallableBundlePatch IDscom.airbnb.spp; Version=1128, ShortYersion=17.85>
]: Imstalling <MIInstallableParallelPlaceholder ID=net.openvpn.connect.app; VYersion=1.1.84, ShortVersion=[mulll>
nstallationwithError:1: Installing parallel placeholder
Iz Imstalling <MlInstallableBundle 10=npet.openvpn.ODpenVPN-Connect.vonplugin; Versien=1.1.8, ShortVersion={nulll>
T: Installing «MIInstallableBundle ID=net.openvpn.connect.app; Yersion=1.1.84, ShortvVersion=1.1.1=>

: Imstalling <MIInmstallsbleParallelPlaceholder ID=com.eat2i.eat2&éApp; Version=284, ShortVersiop={pull)s
istallationWithError:]: Installimg parallel placeholder
1: Installing <MIInstallableBundlePatch ID=coni.eat24&.eat24bpp; Version=284, ShortWersion=6.6.8>
i Imstalling <MIInstallableParallelPlaceholder ID=com.atebits.Tweetie2; Version=6.71.1, Shortversion=[(null}z
stallationwWithError:1: Instelling parallel placeholder

..mlwerHunn Trﬂruwm
: Imstalling <MIlnstallableBundle ID=

T
ﬂWhhmwwwﬂw

i
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10S Mobile Installation Log:
App Install / Uninstall

irined - mnl oy Geegs)
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Look for App Bundle Identifier

App Install: “Make container live”
App Uninstall:"Destroying container™

Also in an embedded plist m
{private/var/mobile/Library/FrontBoard/applicationState.db

Ju.lm.mh'lEru'}
:t
'lhr'-r-Ih:lmrI 1t

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 83

While application installs can be observed in the Mobile Installation logs, uninstalls can also be seen The example
zcreenshot above is the same Google Gmail application being installed. then later uninstalled.

In the entries highlighted 1n green {at the top), the Gmail app is being installed on Febmary 4 at 10:36_ The various
entries show the different containers and directory paths being created to'store the varions pieces of the app data.

Upon uninztall, the entries highlighted in red show the same containers being “destroyed™. This particular app

uninstall was performed by selecting the Gmail app via SpringBoard uatil it. “wiggles” and selecting the “X” to
remove the app.
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AirDrop Activity (Sending from iOS)
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FOR518.3 | Mac and fO5 Forensic Analysiz and Incident Response

AurDirop activity is also tracked in Unified T ogs. This example shows an iPhone sending a photo to another iPhone
{miPhonel1).

I both devices (macOS or 108) can be reviewed. this activity can be tied together with the AiDieop ID
(ReceiverID). If only one device 13 available, this attribution becomes far more difficult

Reference:

httpsz/www macdnd com/blog2020/6/5 analysis-of-apple-unified-logs-quarantine-edition-entry-11 -atrdropping-
zome-knowledge
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AirDrop Activity (Receiving on iOS) [1]
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The receiving side of this AirDrop is shown above from miPhonell. It shows that it came from ‘Elwoed's iPhone’,
but a device hostname i3 easily changed.

This first part show the transaction information including the AuwDrop D=, file type being sent. and the alert
window prezented to the vser.

Reference:

httpsz/www macdnd com/blog2020/6/5 analysis-of-apple-unified-logs-quarantine-edition-entry-11 -atrdropping-
zome-knowledge
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AirDrop Activity (Receiving on iOS) [2]
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FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 87

The receiving side of this AirDrop is shown above from miPhonell. Tt shows that it came from “Elwood’s iPhone’
but a device hostname i3 easily changed.

This second part shows that the connection was *Accepted’ (versus Declined) and that the photo was imported into
the Photos app.

Reference:

httpsz/www macdnd com/blog2020/6/5 analysis-of-apple-unified-logs-quarantine-edition-entry-11 -atrdropping-
zome-knowledge
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Lab 3.2
Los Analzsis
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Section 3: Agenda

Part |:Parsing System Logs

Part 2: Log Analysis

Part 3: User Data & System Configuration
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Section 3:Part 3

User Data and sttem Conﬁguration
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User & System Configuration — Preference Panels
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FORS5183 | Mac and 1O5 Forensic Analysiz and Indident Response =1

Many of the nser and system configuration can be found in the System Preferences window or in Setfings on 108,

In the next sections we will dizcuss many of these configurations as they pertain to configuration storage files and
zome items that can be found in various logs.

On macO3 systems each of these setting options bring up what iz called a “"Preference Panel™ to configure the
zettings for that item. (1e., the Secordty & Privacy preference panel).
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Time Machine

Time Machine

) Back Up futorsatically
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The Time Machine Preference Panel can be used to configore a network or local backup disk to acquire backups of

the Mae system.

g2
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Time Machine Configuration

ILibrary/Preferences/com.apple.TimeMachine.plist
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Time Machine is the native baclup otility on macOS systems. The zettings plist can be found in the system
preferences directory - /Tibrary/Preferences/com. apple.TimeMachine,plist.

This plist contains information such as Backuplii a= that has a bookmark blob with device information such as
the name of the backup dizk (mine iz named Delorean).

There are also timestamps associated with the backup snapshots in SnapshotDates.

Other configuration items such as the file system (apfs). encryption stats, and backep frequency (RuccBackur)
can be found in this plist file.
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Time Machine - “backupd” Process

log show --info --predicate 'process = "backupd" and
category = "General"'
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Evidence of backups can provide new or unknown evidential items for investigators. Baclups can provide snapshots in
time of a particular system and can show how often, as well as how much. a system was nsed.

Apcess to other systems that contain backeps could be a potential source of more evidence. macOS nzes the
application Time Machine to interact with backup drives. The 1og3s contain varions baclmp-related events, such as:

*  TWhen the backnp was started

*  Network location of backuop (or local location if a USE HDD 12 nzed)

*  Local mount point of network hard drive

*  Amount of data backed up

*  Volume name to be backed up

*  Deletion of old backups

*  TWhen the backnp was completed

When just the term “backupd” is used for the predicate, a few more categories are shown that inclnde information on-
= Determining sizing requirements
= Copy progression
» Event Collections
= Eic.

Even a stray filename may appear in this output as it determines what needs to be backed up! In a following slide an
example of 109 show ——infoc ——predicate 'process = "backupd™’ izzhown
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* Recall: [Sos €2 W oh B i
* Networkinterfaces.plist S e L «
» preferences.plist e =T R —
* DHCP Lease plists @R e e | Ll
* com.apple.wifi.known- :“, 8. o i o=
networksplist i e e
* com.apple.airport.preferences. o 3o
plist = e
« com.apple.wifi.plist e
» com.apple.commcenter.® gy

FORS8.3 | Mec and 105 Forensic Analysis and Indident Response @7

The MNetwork Preference Panel can be used to configure different network confizurations.
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Unified Logs Example: Network Usage

log show ——info ——predicate 'senderimagePath contains[ed]
"IPConfiguration" 'and (eventMessage contains[cd] "SSID" or
eventMessage containz[cd] "Lease" or eventMessage contains[ed]
"network changed")®

vontigdl [IPCanfiguraties] [com,spple. [PCoofiguratlue_ Sacest]

eantigar LIPCanfigureries) [oom, sppleIPContiguration garver] enbi on SEI0

pontigdl [IPConfiguracbes) [cem, spplu,IPConfiyuiatico Sacver] OHEP enbl stotus = 'Aelsoch eRdnged

ennfig: LIPEanfiguraries] Deme, gpple, IPcantiguration. Sarwer] O4CF bridged: atatus = “nateses =

gonfigd: |IPCanTiguesties] [ous, applus IPCunllguiation. Sasvir] Sild BE1D hhehnes BSATD G:08 aanPreiadsts
eanfigd: CIPCanfigurariss] [eme, apple: (PConfigurat lon. Sarenr] SHICP RABT ATATUS = ‘Aelwors cldngEs”
contigd: |IPConfiguratices) [com,apple;IPconfigutation Secvar] snBd SE18 18 nom hhonoes (e Selies Wi-Fl]
cantigd: |IPCanfiguratiss] [com.apple. IPOanfiguratinon. Sacver] mal: 8o leass for Hhonars e e
cantigd: (IPConfigecatios] [conepple:IPConfigurat ian, % AUTOMATIO-VE mnili sLatus = patecrs crmnged’
eonfigd: |1PCantiguratiss] [com-sppis. IPContiguratton.$ wnliz S510° hhafnts BASTD Uaddtes-TReaivl
configd: [TPCanfigereties] [com. spple.TAContiguret ion. S #nl; §510 hhannre BSSED I"l:'il-l-lq-'_?l'tlm
eontigr: LIPEontiguration] [com.mpple. (RContiguratinn. Server] enl: 5510 hhannre DSSE0 BE23 e sThseds vl
canfigd: |IPCantigurstien) [com,apole; IRConfiguration.fecver] dgnering lomen mith EST0 statlara

contigd: [TPConfiguretien) [com.sppls, [RContiguration.Server] $HMCP sl A8F routsr: Ko Lesess 2 query for

contigd: [TPConfigureties] [som,appln. [PConfiguration.ferver] ignering lopse with RSIR statfor
configd: [TPCanfiguretis=) [com.apple. [FConfiguration.ferver] BHCF enPi &AP routeri Ho Leatss i query fov
contigd: [IPCanfigurstis=] [com,apple.IPCantiguration.ferwer] dgnoring losse with RSI0 statiany

gonfigd: [IPCanfigucaties) [com.apple. IPConfiguration.fereer] DHCP enBi &AP router: Ho. Leates te cuery for
pontigd) [IPCanfigursries] [rom,applo.IPCanfiguratian #r] soBi SE1D hhonnro BEACD @risrifcB:Téonl
ganflpd| LIPCowfigureties) [com.apple.IPConfiguration: #rl ignoring lesse mitn 8300 statlams

nanfigdl [IPCanfigureries] [eom,apple. [FCantiguration. & L] ]

wonflpd: LIPCont Eyeratie=s] [cos.epple.IPCantiguratlos. fa
eanfigdt |IPCantigursries] [eamoapple.iPCantiguration faeeer] OHCF anl| &AF FAUTETL WA loaiss T8 Sukky FaE

eonfigd: [3P€ant iguesties] [com,upele, IPCunfiguratios acewp] SHEF wnB; IHIT Leasa = § stedt SelsBefa®a, 11 OxileBifiad, 13 Wetsdfdzed, wesisefion BnisBfodaa §
eantigd: |IPCantiguraties) Mo spple.inCanfiguration tareer] HEN mnii GELECT lamss = [ atar? @oleBe¥afs, E1 Axlalfilsd, B2 delsdfins, sapivevian dxisidfadae |
gontigd: |$Ptunfigueities] o, epple, tACanfiguret bon. faresi]

SuRry For

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 98

Using the predicate-based query langnage, we can find the network usage of this system by finding all mezsazes

that contain the sender “TPConfiguration®™ and whose log message contains “Lease™ or “network
change=d™.

References:
Man Page for 1og Conimand

httpsz//developer apple com/documentation’oz/logging
httpsz//developer apple comvideos/play/ wwde2016/721/
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Detailed Timeline: system.log/Unified Logs
Search “configd” or “SSID” or “en0”

T T =

Searching for “oconf i gd®*88ID7 " en(™ in the 3ystem. log/Unified logs can show a more detailed
timeline of wireless activity. The same network access points mentioned previously are connected at specific times.

© 2022 Sarah Edwards a9
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Country Codes: system.log or Unified—Search “country code”

Ang 5 QB:25:L3 BRP kerpel]i]c enl: 802 13d coontry pcode set to TUE"_

Aug 5 05-25:13 MBP kermelfll: enl: Supporced chapemel= 1 23 2 58 7 8 § 10 1L 3€ &0 £3 45 52 5& €D €% 100
Lo -I85-d1E EIE 139 LI9-3387 8z 036 180 1945 -163° 157 161165

Aug 5 05: 22-3f MBP kermelill: S2dth ses=ult for: D0 :fc:efS-0e-£5:-bd MAC EZUTH =acccomeded

Auxg 5 0B-4840 MBP kermmllQ] - sEirFort: Link Tp on o enl

Sep 1 17-E3-L3 MRP kernelf0]- enl: B02_17d country pode set to AT

Sep 1 17:-22:13 MBP kermelfd]l: enl: Sopportedichapnel="1 273 % 5.6 7 85 1A 1L A 0335 40 3£ 4B 55 56 &) B4
L35 -I53157 161 165

Zep 1 17-E6-12 MBP E=rne=iT0l:- Rtth re=olt Cox- DO hi-fa-TE-74 MAD EUTH auccemded

Sep 1 17-4EX1I3MBE karmelfQ]: iEirfory: Link Tp on enk

don 5 Id:08:48 MEE  Eermelilic eni: BOZ_311d conntry code set tao "S5E7T-

Jom 5 12:58:40 MBF kermel[0]: enl: Supported chanmel= 1 2 28 58 T 8 § 1011 12 13 3E 40 84 48 b2 56 69 €%
1ng S0f fA2iFc STE 130 534 3123937 313f 140

Jun S I2:08:5& HEF kechnell0]: Zoth resglt fav- 2R-F0-T77:3f-75:70 HAC EUTE spcocmsded

Jor 5 13:-05:18 MAP Ferenpl{fl:- Rirfert: lLink TUp oo enl

E_mq & 05-35:07 MBF Kerpei[0l: enl; 302:-11d cometry code sat to .‘3@0".

Exg 5 08:40:0T7 MBP kermeT[01: =nl: Supporced '.:h.zm_:ﬂa 1 373 45 % 7T E B Log'11l 3€ £0 44 45 53 5§ &1 €4 100
A4 108 1E3-ITECIFD 1E4 IR 13E-1Aa& 140 13B 1EX 137 161165

GE-48-17 MBE kmrmal [B]: EVithermsc-:=setElipkStatios — Wailid hos .n_nt Acciwe=

REwg 5 OE-£L:10 MET kernel [0]: EVEthernet: rmediaChanged — L3nk i= dosn

Ang 5 05:48:-14 MR Eermel[0]: NVEthernet: s=eplainkStatgs - Valid bes mos Ectawe

E

FGRSIBJ] Mac and #05 Forensic Analysis and Incident Response  1m

International travel may also be very interezting for vour investization The country codes for wireless access points
are recorded in the kerneX . Iog (in 10.7 and before) the 2yatem. 1og (10.8+), and Unified Logzin 10,12+,

802.11d 1= an amendment to 802.11 that allows specification on regulatory domains to include coontry information
being inchided by beacons.

In the example above, the country codes are shown whenever a connection is tade to 8 wireless access point. Each
connection is displayed in a different color to show related records.
* The first example shows a connection to an access point in the United States (US) on Augost 5
* The zecond example shows it was connected to an access point in Australia (277 on September 1.
* The third example on June 5 shows a connection to a wirelezs AP in Sweden (5E).
* The fourth example to the country code (X7) is the defanlt country code when one is not available oris
being determined.

© 2022 Sarah Edwards 101
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#MNot covered, but good bar trivia

FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response

The Graphical User Interface for each operating system is named something different, and each works a bit
differently becanse of the type of interaction from the user. For instance, macO8S iz meant to be uzed with
Trackpad Mouzse Keyboard. tv03 with a remote_ and 108 and watchOS with your fingers!

These interfaces can zive us some detail into how a user uses their devices.

Reference:
http://newosxbook com/articles/ TvOS htmi
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macOS/iOS Keyboard — Dynamic Text/Dynamic Dictionary
~[Library/Spelling/, /private/var/mobile/Library/Keyboard

USE wLFEom ATl Ppy iy Te var freml el Linrary Pkaylaare rootd 1s =1
Toral &eiE

F'r'E = = drwnpaer-zr J sohils mpbzlw LT AT Gorslatalirlyud tySespere)
- Auromm"' dJCtanTE"t' SP'E“mg P 1 anhili sokile L% 1] @l UemsAasie, el
~Th—f—r— 1 wnbile whesl Yeaga i0:11 s atabanw.plint
< -Te——— 1 unbile eckile e FL b
Files drwar-—sr-« 12 sobile sobile LTS a9:403 i
-Te-T—r— 1 wohile mobils 2 TE1T Frcewars.dat
- = - =[W=I~—f== 1 soblle eobils - BIZLE 22259 lanplikelibood . dat
* dynamic-text.dat, dynamic-lexicon.dat rw-r—f— 1 mobils mebils 374D 23:3% 1anglikel thosd. dut-1ne
=T | 1 sopilo mobile ] 2288 1anglikillhood . dat-ssl
iwei=af=8 0 soblls pebils 258 el
May or n'my not he 1 |DS Baclq_'ps - F—F 1 sntila malile © 2HEPD 1R 3P ahEpERTOTR. il
=rppeg=— 1 milriln shesl B E 9% |satHuplecemuilsceche
~tep—r— 1-anhild mobils IARAANA 71 13:11 pner_ande]_detabsse.wnlise
I I —mw-r—r— 1 wobils mokizles 32750 22 38:38 wwer_model_ dat -wqlite-she
I H:hEI‘ gua [ tm_ ~Tw-r—r— 1 wobile mchils HagFarl Th #3EF1E user_wodel_da e wnlite-—wwl
E drwnp-sr-« 7 woblle mobils k] & IEAIT on_Mani-dynamic o
AT wiFronrlll fpyivaTedvar/nebil 8/ Linrary flaybaars rooed 1s -1-an-dynamiz_lm/
* ar-dynamic-".dat total 1328
. =W P-=F== 1 wobila rablls 3:i6 Hep I4 J0dE Info.plisd
* ru_RU-dynamic-".dat . 1 Wobila poblls T T T —
— r T — 1 wobile woblle Fred?e Jun 24 w:-‘.‘i%w
fOnpaESarahE=MEA Spelling K pwd " 1 mablla eablle 1BcASED 3un 24 @dcdd dynemic.det
fsarafoonpal Library S Spolling —rw—————— 1 wobile rabiis 156 fep 18 384T dysmeicide. dat
sonpadbaraha-MBA Spelllng ¥ 18 -1 ~tw———— 1 wohiis eohile TTLPP fep 1Y 3997 Devicon.dat
total LB ~mw-r—r— 1 wobrils robdie ok Jun 24 BF004 nete.det
-Tw-r—7¥— 1 oomps staff B Mow 1 1819 LocalDictionary ~TW-———— 1 ®ablle mabiis IF Gep L% 70T promation.dat
~FW=T=T== 1 GOMpA ELATT 172 Jun 24 18115 dynanbo=counts.dat 1w 1 mobrlle robdile 1b:|_.5: Bop L4 2015 rooency.dat
~rW-t—r—@ 1 ounpn stafl 437 Jun 22 22i44 yRanEE-lEst=tie it -Tw-T—r— 1 mohils wabd e ZPHT Jun 24 EFIEd tage.dat
=tu=-r—r—@ 1 oompn stoff 18113 Jun 23 21i&d dynapEo-Toat.dat

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 103

macO8: ~Library/Spelling’
108:
= Physzical: forivate/var/mobile/Library/Keybooard/
BackupFile System: /mobile/Library/Heyboard/ or

fEeyboardDomain/Library/Eeyooard/

By default. on Englizh-based devices, you will likely see at least fwo keyboards: English and Emoji. Users do have
the ability to install additional keyboards. They may help them tvpe in other Iangnages, such as Arabic, Chinese, or
Cyrillic characters. When users are nsing these keyboards, over time, certain words are recorded to help with
antocorrection and predictive text. These words are stored in the dynamic—*.dat files. Note the default
(English} iz stored in dynamic—+*.dat_ Additional languages may have their own files (i.e.. ar-dynamic—
Text.dac for Arabic or ru RU-dynamic-text.dat for Russian Cynllic).
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DynamicDictionary
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FORS5183 | Mac and 105 Forensic Analysiz and Incident Response 14

macO8: ~Library/Spelling’
108:
= Physzical: forivate/var/mobile/Library/Keybooard/
BackupFile System: /mobile/Library/Heyboard/ or
fEeyboardDomain/Library/Eeyooard/

These dynamic text files have been arcund for a lonz time; they are often known as the “keylogger” files. They do
not act as a troe kevlogger: however, a forensic analysis of theze files may provide some insight as to what the wser
likes to type. These strings may include names. nicknames_ places_slang, ete.

In theory, these files should not contain anything sensitive soch as usernames or passwords. Items typed into

“secure” web forms or login areas do not get recorded in this file. Thiz, however. does nof stop the nser from typing
sensitive information into nonsecure areas, such as the Notes application.
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iOS SpringBoard

Background Images

miPhonell:/private/var/mebile/Libzary/SpringBoard rootW Ls -1
{null)-CarDisplayDesiredIconStote, plist

- Homeﬂackgmu ndThumbnaiLng (null)-CarDisplaylconState.plist i
LAESAI49-F220-48946-BEDL-1CABIDIOFFI0-CarDisplaylconState.plist

- il 1 SATADAAL-07B0-AALL-BBDA-CAAFACRLADAE -CarDispiayIconState. plist
LuckB&ckgmundThum bnall'l P BACT1AAB-F4R1-ACAL—AZEZ-ALABAIBFIFCF—CarDisplayleonSteate plist
_ _ 7#7C1EDI-B7 FO-tAAS-BOFF-624221032969-CarDisplayiconitata.plist
PDIEEAR2-BREQ-4DTA-D40A-CRTRAFTEFTDC-DarDisplayloonState . plist
Tﬂda}' VIEW (WidEEts) FIRACAAC—TOCS-45E6— 9B —FEERRFARTIGF—CarDiaplayleonState plist
CIBFAER1=7810-4C82-~BAL0-BDRABARCI419-CarDisplayiconStata.plist
BownloadingIconImagetache
EFPHZECE-ABLE-4BD4—BHBC-569601E1EAED-—CarDisplayDesiredlconState. plist
Dock & lcon State EF767 ECB-ABCE~4B0G-88EC-567601E1E4ED-CaTDispiayiconstata. plist
IconState.plist
LockBackground . cphitmap
LocEBackground Thumbnail. jpg
Car Piay lcon State LockBaekgroundThumbinalldask. {pg
LockoutStatejournal.plist
OriginallockBackground.cphitmap
RecentApplLayouts.pb.l2fee

A ppl j Eatlﬂ n N Dtlﬁ c Elti ons S8LastRestoreldentifier

TodayViewhrchive.plist

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 105

Physical- i08 6+ /private/var/mobilie/Library/SpringBoard/
BackupFS: 108 6+ /mobile/Library/SpringBoard/

The interface on 105 devices is called SpringBoard (in macO8, it is call Findex) The SpringBoard directory will
contain interface-specific ftems, such as Home/L ock background pictures, icon'screen layout, widgets, as well as
aotifications for various applications.

(L SpringBoard

- applicationstate.plist

: IconState, plist
“ LockBackground.cpbitmap

‘ LockBackgroundThumbnail.jpg
v [ PushStore

" ca.jelly.jelly.pushstore

“~ com.arcsoft.Perfect365.pushstore
“ com.burbn.instagram.pushstore
cam.checkout51.rc.pushstore
com.facebook.Facebook.pushstore
com.flipagram.flipagram.pushstore
| com.google.Gmail.pushstore
com.iphoneclan.drawlite.pushstore
com.kik.chat.pushstore

P T [P TR N ——
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10S SpringBoard —Today View and Widgets
Iprivate/var/imobile/Library/SpringBoard/TodayViewArchive.plist
¥ Root Dictionary (4 ftams)
» DisplayMode Dictionary {4 iterms)
= Known Array (89 Itams)
» Penalized Array (25 items)
¥ TodayGroup Array [B Htems)
Item O String com.apple.shoricuts Today-Exiension
ftem 1 String com.waza.lphone today
It 2 String com.apple.Music.RecentlyPlayedTodayExtension
Item 3 String com.apple.news.widget
Item 4 String com.apple-Fitness.activity-widget
Item & String com.gocole, Maps NearbyTransitTodayExtension
Item & String com.tripit.tripitmaobiie. todayExtansion
Ibam 7 String com.apple.SereenTimel . SereenTimeWidget

FGRSIB_'-II Mac and #05 Forensic Analysis and Incident Response 108

The “Today™ view was introduced in 105 12 to keep quick views of different apps and widgets. The configuration
of thiz view iz stored in the TodayViewArechive.pliast file

Shown above, this view can be user confizured to show preferred applications. This organization is stored in the
TodayGroup key.

Reference:
https://support apple.com/guide‘iphone/add-widgets-to-the-home-sereen-iphbEf1 b2 06/i0s
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10S SpringBoard — Dock and IconState

Iprivate/var/imobile/Library/SpringBoard/lconState.plist

* w32 [artammry
® bnilyngueaimnlies  Aray
e g BESBAARE- BETE-A8E4 A0 G TN TG UISF
[ g PP B RGEE A LR S EE BRESTERTALLE
Ll - Ay
L L Array
tem i Dimng o byt P Riretbaieyg
(TR Hrmg ST ET
AT 1 LT TR I TE RS R TEEPT) ST
L 5 [eio il arale Dramrcstath
tom 4
Tem b
ismh
1A T
i |l 1
tirh O sltEig crnrenes cel orprmlican s e
temi 1 Birmg Erm rmtriiee SrengEheney
wm Bimng ETET) FWOSRT Do
Wl <|[ET GO AWE YT R a sty el kFres
TaAfy i, bt TR Rkl
Lefh & Lot e | B
inmb o auzie i
i Typs tricer
P — ) st
1 ki e Bk DEERAT T TGl -l DA SE-EFFEA T AT
17
i'E aamr e aaEl
Phyzical: i08: /private/var/mopile/Library/SpringBoard/IconScace.plist
BackupFS: 108: /mobile/Library/SpringBoard/IconState.plist

SpringBoard controls how each icon and folder 1z 1aid out on each sereen. The ToconState.pli=c file containg
an “ITtem” for each sereen vnder “Scconli=cs™. These are orgamized from top-to-bottom, lefi-to-right In the
example above, "Ttem CF iz this device’s first home screen. This plist file also shows the contents of the dock in

the "buttonBar” key, left-to-right

If a screen contains a folder, there will be additional arrays of application bundle 1ds. a3 shown in the sereenshot to
the right. where a folder named "Health® contains many applications in a folder nsing multiple folder “screens™.
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iOS SpringBoard — CarPlay lcon State: <GUID>-CarDisplaylconState.plist

¥ Ramt S Dty i Ao
& et trgest therrifoers Ay ey Treel
= ha e LTI (NI
® timm 11 By
a3 g
o i sy
w17 Hrng
Tus 3 B2y g
1w i Sl
ErER | Eirng nEk xR EE T A
iy & =y et sop LA e g
dmn T sy
Twm B Srng ST TN
s B Ening
] g
tmm 11 Srng
mn 13 g S D
frwm 171 Sermg i g Py iaitiege
Tt 14 Zrng T e mn S AT L leusPay
e 15 v ing i AL R s
e 6 Fring SR g Rag n Maps
T 1 S = F
LR - oL KR O Lkl
= mstnTasy Clrtnnary trrmai
dogispslibiicom  Sooieen s
g b
By i
g Feddaf
cedalile ey tlams  Sng Foaddiar
it damifier SErmg FRAMGOR-ITA1-4A0F-SF4-TAFTADAORT 17

Physical- i08: /private/var/mob

o
BackopFS:108: /fmobile/Library/SpringBoardy

CarPlay was infrodeced in 103 7. The <GUID>-CarDisplaylconState.plist plists will show the
organization of these screens. The vehicle description 13 stored noder the metadata key—this was connected to an
Aundi make of vehicle.

Older versionz of this layouot tend to persist. The example below shows a previous device of mine connected fo a
Honda vehicle once, years before, on a road trip!

* Rai Chcilomany ¥ Ll
= iCLiEE ity 13 WEmy|
= B By 1
pem 2 Sirieg com apps oS ieshnms
Brm 1 srirg crmaprie Mgk
mm I o0 5o COMADLE Moot
e = Aty Lo apdie W ol e
Bam & akieg enmape e andig nowplsping
Hem B Sirirg oI RO R G ik e iy CHER
R & sy comape mdoasky
nam I StFieg cofiailie Bonis
v By Baray [ER TS
P Q g snm o mp A Ao i Py
Fam 1 Siring comLaua bk, pnpee
nem 2 Eming oM panInra
ram B Ay T T

L] Sirimg el Emieanh Wl efph

B oy o e te e
Hem & Sy SOMWITE, Enoce
T MR Dizttorany | Ul
Dkt skl Hizkaiy tenrivcla
mwricunCuurmCount  Mumber 4
¥ iddenisonn Rrray 1T A
IorperBoandn ETieg [0, O, 4933332223033 3330, 718 EREEGEEERREREE]]
e LT Humibiug B
chuplasDEMiznn Bcorman YRS
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i0S SpringBoard — CarPlay Configurations
com.apple.carplay.plist — Ilcon State GUID and Vehicle Type
com.apple.CarPlayApp.plist — Recent Apps
¥ Root Dictionary (3 items}
P unpairedVyehicleStorage Dicthanary 0 itama)
* AppBlacklist Array (2 ame)
¥ pairings Dictionary [1 hem
¥ 707 C1ELI-0TFE-AAAG-BOFF-624221032969 Dictionary {4 ftems)
name String ALIDH AR
b carPlayProtocols 08 Armay 0 ltmms}
slbumartUserPreference Humber 2
¥ Root Dictionary {2 toms|
CARStartPageindex Mumber 100
¥ CARRecentApgHiatary Dictitemary (¥ Mnmn
cam,apple.mohbikecal Wumber 1,683,128 6G76.491307
Com waze.iphane Humber 1.803,126,675.601496
com.apple.Maps Humber 1,800,379,435.168062
cam.applecard | aplay_nowplaying Huinber 1,683,126 677802531
com.apple. MobileS345 Mumbar 1.500,372,423.442114
com.apple.mobilephone Number 1.580,748,586.251322
com.epple.Music Number 1,883, 126,678.3707540

FOR5183 | Mac and #05 Forensic Analysis and Incident Response 109

Since there may be many CarDisplayiconState.pliat in the SpringBoard directory we need to find the
most current one. This can be found in the com. apple. carplay.plizat file in the Preferences directory on
the device.

The most recently used CarPlay app may also be of interest. Those can be found in the

com.apple.CarPlayinp.plisc.
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i0S SpringBoard — Notifications: UserNotifications: iOS 12+ [1]

Iprivate/var/mobile/Library/UserNotifications

A TELERTI2-CPeb-AAD2-0241-12T1012FERLE

tal 4 i
;?#:r—:r-u & mablle noblls & Jup Ta BIIER L4 GUFDS can bE Pall"Ed to bundle IDS
dewse-xe—5 371 mobile mobile 11872 Jun 22 16108 ..f - a T .

-T#-T-—r— 1 mobile mobile 135 Jun 24 BI:58 Delivercdwotifications.plist usu’lg Libm}rpllst in
e /private/var/mobile/Library/

d “xr-% 5 mobdl bil 148 det 30 @19 L4 . F

dEwxE-sr—s 371 mobile ubile 11872 Jun 22 16308 ../ UserNoetificationsServer/

= = il 1 Aeih Sep I W1y & ims.pli

i Rl e i v il 4 D:::::;?::lgfzn:;.plist - Another NSI(eredAr'chiver Plist!
~FW-T—T-- 1 mebils Aoblle 177 S&p AT ¥9LE Schedule.pliat

S TATLAC T -0 Fe-SARC-ABCA-2BLAIBLRIFST | - -
1otal 198 G NSKeyedArchiver Plist
drwit-wr-x 7 mobile nobile  22& Jun Fa 11:38 .f
drwur-ur-x 371 mobile mobfle 11672 Jun 22 16188 ../
drwer=xr=x 3 monlie moblle WA Jup 31 E1337 AvtechmentsS 1 - )
—rw-t—i— 1 wobile mobile BOE Jupn Zh 82:68 Attachmenisiist.pllet GUIDhr a‘h w
-TW-T-—F— 1 mobile mobile 75389 Jun 23 82114 Categories.plist i

TH-F=-T 1 mobdlie mobile 15874 Jun 34 11148 Deliveredhotificatione,plist
=EN=-L-—~I— 1 mobile nobils s Jun Z¥ 12316 PushRegistration.plist P = - = -

endingNotifications.plist

+ { TATOACTI-CIFA-ARAC-SRCA-REASRERIFET/ At Canhnanta: _

tatal 148
drwxr-xr-5 3 moails mobile B¢ Jum 1 22:27 ./

DeliveredNotifications.plist
—ew=r—t— 1 mobile mohlile 1649222 Jun 21 22:27 ¢207eidco@bolbaenudfind P4 Tolloh

ArwET=ET=% 7 moolle mobile FT& Jun F& 13118 ../
FOR5183 | Mac and 0S5 Forensic Analysis and Incident Response 110

Physical: /private/var/mobile/Tibrary/UserNotificationsa/

The notifications that the user may see are stored in a variety of locations depending on the 105 version.

On 105 12 and newer they are stored in the TserNotifications directory. Under this directory will be a
GUID for each app that may have notifications with a vanety of plists under it The
Pendingliocificacicna.pliscand Deliverediotifications.plist files are of interest to us.

In theze directories, vou may find a few plists for each app. The Deliysredfiotifications.pli=t contains
the notifications that we might be looking for. Some of these may have aszociated attachments (usoally pictures)
that may be stored it an Zrcachments directory.

To pair the GUTDs with their associated app bundle ID, vou can look at the Library plist in

{privatefvar/mobile/Library/UserMotificationsServer/. This file does not appear to be in 105 backups; however,
looking into some of the plists, you can sometimes find hints of what application it is associated with.
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i0S SpringBoard - Notifications: UserNotifications:iOS |12+ [2]

=» *ShouldUsrleguestidentitaesf orfuemiesalsme”

= *ShoudldiidaTine®

2 "Isoipted severs storms Ister toesy could produce hail | dewaging winds, CRecs ®iming;, locel impacts im the Aapp. ™
e 8

== @

wp 3

TRBALIN I -LELD - 4 130 -FI0C-ELF TEIRIIEDG®

- _ DeliveredNotifications.plist
& =» "RpplotificationSusmeryArgunent™

45 =» "AppNotiricatienTitle”

&4 =» "ShouldUseRequestidentifierFerDismisanlSync”

47 = *ShouldHideTins"

43 => “You received 5B.4E5 iIm Deily Cash yesterday end your Jume total iz 317.308.°
a9 =» @

"Sclags” =» <CFHeyedATChiveTUID Bx7TVidcedided [9x7ffrBode6Bcdl={valus = 53}
FHE.time* s> 5141TAGSRS

LI

3> {
"fclasses” =» [
@ =» "NIDate"
1 =» *N5SObject®
1
rfclassnamm” =» "HSDatm”

FGRSIBJ] Mac and #05 Forensic Analysis and Incident Response 110

Physical: /private/var/mobile/Tibrary/UserNotificationsa/

BackupFS: /mobile/Tibrary/UserNotifications/

The notification plist files are stored as NSKeyedArchiver plist files. 4 conple of examples are shown above.
= One nofification for Accoweather
= Omne nofification for Apple Cazh | Wallet

If the notifications are cleared by the nzer. they are removed from the plist

© 2022 Sarah Edwards 111



OS Find d Other GUI Configurati
/Lib /Prefi s/ le.finder.pli
~[Library/Preferences/com.apple.finder.plist
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FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response

The Apple Finder is comparable to the Windows Explorer. It is the main application allowing access to
applications_ files directories, networks. and other media

On the left sidebar, the Finder categories are shown. Thesze, of course, are configurable by the user
» Favorites: By default. the nser directories are shown, such as Docoments, Pictures, Music, Downloads. ete.
* Loecations: Contains the volumes the system has access to: The host volume (Macintosh HD'). USE drives,
mounted DMGs, etc.

Among the preference keys that will be covered. the com.apple.finder.plistc contans a huge amount of
uzer preference data. Almost every configurable item of the Finder can be found in this plist.

For example:
«  Show Mounted Servers
«  Show Mounted Hard Drives
*  Column Preference
» Empty Trazh Secunrely
« X and Y Coordinates of different GUI features

A user’s workspace can say many things about a person: What applications are likely to be pzed more often. how
organized the user is. or what directories are important to them  The macOS interface has many entities that can
give vou a peek into how a person uses their computer; notifications. the sidebar, the doc, and their dezltop and
spaces.
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macOS Notifications — NotificationCenter
Iprivate/var{folders/<parwin_user_bpir-Icom.apple.notificationcenter/db2/db

rootfSarahs—-MBA com.apple.notificationcenter #

/System/Volumes/Data/private/var/folders B Lgnd4kFai. gy &/ com, apple. notificationcenter
root@Sarahs—=MBA com.apple.notificationcenter & ls -1ak

total 8

e & pompa staff 128 Oct 30 2019 .

drwxr-xr-xf 19 oomps staff 688 Apr 23 @%9:48 ..

drwx—— 3 oompa staff 98 Dec 29 17:31 EEftschments
drwx———— & pompa staff 168 Oct 38 2017 db2
.fattachments:

total 7472

drwg=—— 3 oompa staff 94 Dec 29 17:31 .
drex-———-—— & oompa staff 178 Cct 3@ 2Jai§ ..
-Tw-T——Tr—@ 1 oompa staff 39244621 Dec 29 @9:04
fdb2:

total 4288

drwg—— 5 pompa staff 168 Oct 3@ 2817 .
O WM = e & pompa staff 128 Oct 3@ 2019

=I'W=r==F== 1 pompa staff 13721468 Jun 26 16:52 ﬁb
~TW=r-—T-—— 1 oompa staff 32768 Jun 16 1&6:49 db-shm
~TW-T-——r— 1 pompa staff E94872 Jun 246 18:22 db-wal

FOR5183 | Mac and 105 Forensic Analysis and Incident Response 114

The notification center database on macOS iz in the user’s DARWIN USER DIR path This path will be different
for each user on the system and is generated vzing a specific algorithm (please see the referenced article).

The database is s#mply named *dc™ and is inthe com. applea.netificacioncenter/dp2/ directory
structure. If notifications have attachments. vou may find thoze in the fattachments= directory.

Reference:
forww swiftforensics com /201 7/04/the-mystery-ofv 5-Df-05K
/ fif 2017/04/the-mystery-of-varfolder html
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macOS Notifications — NotificationCenter Database - ‘db’

ki SELECT

2 PATETIMERECORD. DA WVERED_DATE + 978307200, URIXEPOCH | AS TWTE DELINTREDY,
i APEIDENTIFIR &S "DUSDLL 100,

& APP.EADCE &S "APP EAOLL,

] RECOHDLPRESENTED AS PRESENTED',

1 RECDRDSTYLE AS STYLE,

7 RECORD SNOOZE FIRE DATE AS 'SNOOZE FIlLE DATE',

& RECORD. CATA AS NOTIFECATION DATA',

k-] CATLGORIDS, CATEGORIES A5 "CTaTECORIES',
i) RECORD.AEOUEST_DATE AS RECUEST DATE,

" RECORDLREQLEST LAST DATE AS REQUEST LAST DATE,

12 HEXRECORD.ULIG) AS "LLITT,
13 RECORDLGREC B0 A5 RECORD TABLE ID°
s FROM RECCGHD
16 LEFT JOIN APF OM AFFAPE I == MECORDAR 10D
H LEFT JOIN-CATECORIES ON CATECDRIES APP_H) == RECORDARF IR

s . b o e e e e e e e ST

£l : o 1
7 o 1
1] o 1
EL 1 i
2 i ‘.Ii
a ==
I it i
4 =
" 'k I

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 115

The database keeps track of the notification delivery date. app buadle IDs, presentation. and style. The notification
on row 42 was delivered on 12/20/2012 for the Mezsages (com apple.ichat) application.

The BLOE data in “NOTIFICATION DATA”™ contains an embedded binary plist with contextual information about
this notification.
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macOS Notifications — NotificationCenter

Embedded Notification Plist
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The embedded plist was extracted and saved to show the contents of it We can see uzeful items such as the text of
the message. timestamps, whom it was from, their contact information (blurred). and attachment path data

FOR5183 | Mac and 0S5 Forensic Analysis and Incident Response 116

This attachment was still on the device ~7 months later!
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Saved Application State

Introduced in 10.7 as “resume” e S
feature e SO T

H e e nnikdng, the copiies will iesteit subasanesiy
4 &3 anconds

* Launches applications and windows to the
previous state, after a system reboot or an &4 Reopan window when lagoing back in

exited application. Cancel
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The Saved Application State_ introduced in 1007, is used to retumn applications to their previous state after a reboot
When shutfing down, a user iz given a choice to “reéopen windows when logging back in®

The directory ~/Library/Saved Zpplicacicn State/ also contains links to the . 3avedStatce
directories in the sandbaxed application containers.

O 105 this 12 nsed to retum to a previous application “tab™ within that application.

Each application has its own directory named <Bundlie ID».sawvedState. Notice the links to the application
sandbox containers.

The existence of these directories means the user has nsed these applications.
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|oompa@MBP-M1 Saved Application State % pwd
fUsers/oompa/Library/Saved Application State
oompa@MBP-M1 Saved Application State % 1s -1

total @
drwx——— & compa staff 128 Aug 38 £9:32 com.Boogle.GoogleEarthPro.savedState
drwx——— & oompa staff 192 Nov 21 17:88 com.TechSmith.Snagit2@21.savedState

Irwxr—sxr-x 1 ocompa staff 117 Jun 23 @B:86 com.apple.AppStore.savedState —» /Users/ocompa/Library/Containers/com.apple.A
ppStore/Data/Library/Saved Application State/com.apple.AppStore.savedState

drwx———— 4 oompa staff 128 Mov 19 B2:42 com.apple.InstallAssistant.macOSMonterey.savedState

Irwxr-xr-x 1 oompa staff 109 Jun 18 15:39 com.apple.Maps.savedState -» /Users/oompa/Library/Containers/com.apple.Maps/
Data/Library/Saved Application State/com.apple.Maps.savedState

Irwxr-xr—x 1 ocompa staff 119 Nov 22 2828 com.apple.MobileSMS.savedState —> /Users/oompa/Library/Containers/com.apple.
MobileSMS/Data/Library/Saved Application State/com.apple.MobileSMS.savedState

Irwxr-xr-x 1 ocompa staff 111 Nov 29 2828 com.apple.Notes.savedState —» /Users/compa/Library/Containers/com.apple.Note
s/Data/Library/Saved Application State/com.apple.Motes.savedState

Irwxr-xr-x 1 oompa staff 113 May ¢ 2821 com.apple.Photos.savedState —> /Users/oompa/Library/Containers/com.apple.Pho
tos/Data/Library/Saved Application State/com.apple.Photos.savedState

Irwxr-xr-x 1 oompa staff 115 Moy 29 2828 com.spple.Preview.savedState —» /Users/oompa/Library/Containers/com.apple.Pr
eview/Data/Library/Saved Application State/com.apple.Preview.savedState

Irwxkr-xr—-x 1 oompa staff 133 Apr 20 2821 com.apple.QuickTimePlayerX.savedState —> /Users/ocompa/Library/Containers/com
.apple.QuickTimePlayerX/Data/Library/Saved Application State/com.apple.QuickTimePlayerX.savedState

Irwxr-xr—-x 1 oompa staff 2113 Mov 22 2828 com.apple.Safari.savedState -> /Users/oompa/Library/Containers/com.apple.Saf
arifData/Library/Saved Application State/com.apple.Safari.savedState

drwx: 4 pompa staff 128 Mov 19 82:42 com.apple.ScriptEditor?.savedState

drwx———— & pompa staff 192 Nov 22 18:16 com.apple.Terminal.savedState
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macOS Saved Application State:

* savedState Directories

CcongaRHEF=H1 cop,google.Cnrome, savedState X ped
fUsers/aampa/LibEary foaved Apgl feation SEate/ean. google.Chrame.savedttate

windows pl]_St poppa@HEr-H1 cop.google.Chrome , saveditate & 1s -1
total B4
~IW=—————f 1 pompa staff 320@ Mov 21 12:17 data.data

* Required ~tm # 1 compa  staff 13464 Mow 22 17:17 windaw_2.dats
=rw=——====rfl ] pompa &taff S8 MNov 27 12:17 windows.plist

* Property list file

e r—

= Regquired srom s s
 Encrypted Data R
* Multiple files for each window bl e
= Can be decrypted: N i -

https:iwww.crowdstrike com/blog/reconstructing-command-fine- e i

activity-on-macos/ WoCrsviamtry | s
Browser URLs, Doc Mames, Directories, Ececutables, B
File Names, File Paths, etc. i o
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Each .=zzv=dStace directory contains at least two files:
= windows.plistc
= data.data

Additional files named windows l.data, windows IZ.data, etc. may also be created.

On i05, these files are named “restorationinfo.plist”and “daca.data” Depending on the acquisition and
108 version, the datz . data may be unencrypted.

Theze encrypted * data files can be decrypted — a great use for using these in an investigation was done by CrovwdStrike -
httpz:/fworw_crowdstrike comblog'reconstructing-command-line-activity-on-macos/.

The windows.plisc file contains information about the application windows that should be “recpened™.

While there are some windows positicning data. the interesting part is the 19377 ¢ 1 = for each Item  This contains the
name of the application window. In the screenshot. the Terminal window names are shown in the right-click menn. This
information may help a forensic analyst determine what was monning or otherwize happening with that application.

Lotz of good forensic tidbits can be found looking at the windows.plist file for an application.

*  Finder helds the names of opened Windows.

= Filenames are often found, specifically with applications that open documents. Microzoft Office will have the
names of opened files because they vze the filename as the window name.

=  Workplace IDs. vsed to keep track of Spaces, can be nsed to determine if an application iz opened on a specific
Space.

=  Screen Sharing will save the names of connected systems.

=  Browser programs lilee Safari zave the webpage title as the window name.

*  Programs rmunning in Terminal can be seen in window names; look for things like suds, =sh ete

Many window.plist files have a key named 3Executakblelncde. This is uzed to store the iNode number of the
related application executable.
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* Recall:
* [etc/localtime
* .GlobalPreferences.plist

] i i Date & Tims |}
1

B ATING - Time Toi

Toobalin] & LFs dimbe, 0N Tisi Fiom fasl e W CalEE1ds B afieedd @ Lp 7o B Oeadl COY Ferts
i T b T e e e detorian ey 1 s kiben Sanu e AnE s SRR

» com.apple.timezone. e e
auto.plist o
= iOS general.log (header) o Tawe
Sat Auncenaticaty &
s

Tieem Foirm; Rastaiy Ry At Thiie
Diosesd Ty Whshings, OC - Unked Salas
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The Date & Time Preference Panel can be uzed to configure date and time preferences and time zones.

120 © 2022 Sarah Edwards



Temporal Changes

Intentional or unintentional changes by a user
Time Zone

Time Modifications

Date Modifications

FOR518.3 | Mac and fO5 Forensic Analysis and Incident Response 121

A user may make intentional changes to the system time or date. They might. for example be traveling and need to
change time zones. A user may also make changes to the system time or date to throw a temporal investipation off
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Time Changes: Location-Based

system.log and Unified

* Location services

* Network-based Iookup ".:':'_".'::':.::'..'.:I.:'_';';'::"::::“..‘.“.':':
» Travelling, changes upon first ———

network connection
* Setting in system preferences:
com.apple.timezone.auto.plist
* Non-location-based indicators

» Timestamp jumps in /var/log/* -

* /etc/localtime symlink timestamps

SR IE I T

cd Lhoat i T Gewabed Sciieliy [0: BadOBEQOEdRpsavild, Duseilpllos: Secyiesbive sl [Micabhasy
ated Actisity TO: AxJEDIRARIANIGNOIT, Dwecription: SecTrestfvaluatelftecesars
lpralnes J gn] TlurAssoe, REQUESt, SPrIVACEs; UTEENT, sprlvetesr, Tyoe, apriLotes
Imea Lhea

Tiurttats, SParthoms,. serlvater, etats; arivatak
n

N lodalhas Loam, 1ei Lo at:l-um‘l l: JHllent] baw Jocevies 1s idestizél wo old locetion, miscerdisg
lozalhont LHES dzun ul
lpzalhae '|-'I|JrI.P-:i:I."ll.l"-J Tlurktate, Bcanbistify, spriegies, dpe. sprivitds, state cpu.luhds

[0: BeERpEEsERaaRI0 My, Dabbclprlors Ig‘j Frah Bpules CPPdufad Fue Smeesi L,.u_'!:_
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If location-bazed services are uzed. the macO8 system will perform a lookup of where the device 13 (azzuming it 1z
connected to the network) in an attempt to determine itz location.

In the logs_ search for “locati ion” (the location services daemon) or “cimezoned” (the time zone daemon).
Other indicators in the T.uga may suggest the time iz being changed. zuch as the logging timestamyp and other
messages.

Yoo can find the binary snet'hng for thiz feature in the com. spple.timezcne.

s s -H'ra'r&r 'Erafarancsays

m
[w}
ol
(&}
e
=2
B
w
ol
B

You can also zee timestamp “jumps™ in the logs located in /varlog becanze those Himestamps are stored in local
system time.

The /etc/lcczlcime symlink is updated when the time zone is changed to reflect the new time zone.
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Bluetooth

Biuetnath: On
Turn Bluetooth CH
Now discoverable as
"NEER- 1T

(a

Devices

. Base Mind || SoundLink
= mikirfods Pro

— mlﬁeymard

milkeyboardMinl

' mibdouse
ﬂ SPOTLIGHT

Show Blrataoth n meny be

404
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The Bluetooth Preference Panel can be vsed to configure Blustooth devices.

124
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macOS Bluetooth Devices (macOS 11-)

User: ~/Library/Preferences/ByHost/com.apple.Bluetooth.<HWUUID>.plist
System: /Library/Preferences/icom.apple.Bluetooth.plist

* Organized by Bluetooth L T—
MAC Address . i

* May have limited data o o

+ ‘Last’ Used Time: s oo

» User: ‘RecentDevices’ o iy a0z

* System: et o — Nithid
LastQueryUpdate' e
‘LastServicesUpdate’ e S it st
* “First” Used Time: 3 et g
« System: ‘LastNameUpdate’ e N e o
+ Beware Timestamps! HoE mEmE
*' Use: bgs (bluceaath) -+ it
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The system’s com. apple.Bluetooth.pli st property list located in the /Library/Preferances/
directory contains the Bluetooth device cache in the DewviceCache key and the paired devices in the
BziradDewices key Thiz DeviceCache key contains a history of the Bluetooth devices connected to the system,
however, devices can easily be removed.

The user’s com.apple.Bluetooth. <HW UUIDe.plisc contains devices that a user specifically connected to.

Using these two plist files, we can correlate and find devices of interest Note that some Bluetooth devices, especially
those in an Apple ecosystem environments may be associated without the user specifically setting up the device in the
Blustooth Preference pane up due to Continuity associated devices.

Timestamps should be wsed carefully; certain user actions can change how these times may be interpreted. For
example, if I changed the name of my AiwPods. the timestamp generally used az a “first” connection time will be
updated. These may not necessarily be reliable for the specific action vou are attempting to investizate The “Last™
used time iz when the Bluetooth services have been updated. A vser may still be listening on thoze AirPods for hours
after.
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Apple Watch Unlock macOS
¥ DeviceCache )
* b8-eB-56
= 34-12-08-
# bB-53-ac- General  FlleVaull  Firewall  Privacy
» eA-06-88
» 60-6b-bd A dngin password has been set for thisuser-  Change Password...
» 04-52-c7-
o [
» cB-69-cd Require password  immed ately after sleap or screan saver begins
> Gd-pd-3a- - Shdiera "-Er_La_l;:_E whan the =Creen = lockadg A |
o) ) T T e g W CRTIISLEy eI E i e R et g T |
> f4-7b-5e- *Jr mﬁ' pima ik Al ladhoe
* 70-cd-B60- - Dictanary 170 ITEME]
- — . Mac Unlocked
¥ oc-ad-bB- Dictlonary {3 htoms) “hit” unl db
0 unlc 20 DY
dizplayMama String miWatah this Appl !
Name String miWatch
LastNamelUpdate Date Dec 13, 2016, B:40:13 AM
UnlockEnabled Boolean YES
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In 1012, a new nalock capability was introduced to allow Mae computers to be unlocked psing the mser’s Apple

Watch. This can be seen in the Bluetooth settings on the macOS settings in the
com.apple.Blustooch.pliat file Ifthe key “UnlockEnabl ed™is et to yes, it iz enabled.

To valock the Mac, Bluetooth and Wi-Fi needs to be on and two-factor anthentication enabled for the Apple ID
uzed.

Reference:
hrtps://support. apple com/en-us HT 206995

© 2022 Sarah Edwards 127



iOS Bluetooth Devices and macOS 12
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+ [/Library/Diatabazes/Jrom.apple. MobileBlustoath ledavices otherdb Gars s Hits ey [Press o
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On 105 devices and now with macO8 12, there iz a plist. com apple MobileBluetooth devices plist keeping track of
connected Bluetooth devices as well as two SQLite databases for Bluetooth Low Energy devices keeping track of
Blustooth Low Energy devices.

= com.apple MobileBluetooth ledevices other db

= com apple MobileBlnetooth ledevices paired. db

You may find all types of devices in these files, some more interesting than others but a good place to find other
areaz of investigative value.

In the screenshot above iz an example from com apple MobileBluetooth devices plist of where thiz devica

connected to a GMC vehicle. The Unix Epoch timestamp in “TastSeen™ is when this device was last used. This
timestamp iz different than most as it 1= storing itz time in local system time.
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v 98:D3

v AB:BE:

¥ F8:16:

v 00:15:

¥ 90:F1:

¥ B8:9F:02:D3:2D:EF
DefaultName
LastHandsfreeVersion
ServiceA2DP
PhonebookSyncSettings

LastAVRCPControllerSupportedFea...

ServiceAACP
ServiceRemote

ServiceNetSharingUser
ServiceBraille

Name
DeviceClass
ServiceWiAP
ServiceWirelessCarPlay
ServicePhoneBook
EncryptionKeySize

LastAVRCPControllerVersion

LastAVRCPVersion
PhonebookSyncGroup

LastHandsfreeSupportedFeatures

ServiceGATT
initiateSDPMirroringState
ServiceHandsfree
ServiceHID

ServiceMAP
LastAVRCPTargetVersion

LastAVRCPTargetSupportedFeatures

ServiceGaming

String

Dictionary
Dictionary
Dictionary
Dictionary
Dictionary
Dictionary
String
Data
String
Number
Data
String
String
String
String

Data
String
String
String
Data
Data
Data
Number
Data
String
Boolean
String
String
String
Data
Data
String

(O items)
(O items)
(0 items)
(O items)
(O items)
(2B items)
Handsfree
{length = 2, bytes = Ox0601}
Unknown

a1

{length = 2, bytes = Oxc103}
Unknown
Unknown
Unknown
Unsupported

{length = 4, bytes = 0x08043400}

Unknown

Unknown

Unsupported

{length = 1, bytes = 0x10}
{length = 2, bytes = 0x0601}
{length = 2, bytes = Ox0601}
-1

{length = 2, bytes = 0x3f00}
Unknown

NO

Supported

Unsupported

Supported

{length = 2, bytes = 0x0601}
{length = 2, bytes = Ox0200}
Unsupported
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i0S Bluetooth Devices —

com.apple.MobileBluetooth.ledevices.other.db
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The com apple MobileBluetooth ledevices other db databaze contains Blnetooth LE devices that are “seen”™ but not
necessarily paired with. My own database has devices that I"ve nzed before on the iPhone that this example came
from.

Some Bluetooth MAC addresses may be the actoal MAC address or possibly a randomized one as shown above

w

ith “Sarah’s MBA™.

While it doesn’t have every Bluetooth device ever seen, it conld be a potential place to find devices in the nearby
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10S Bluetooth Devices — com.apple.MobileBluetooth.ledevices.paired.db

May not include ALL paired devices

Not all devices use Bluetooth Low Energy (LE)

* Check for other paired device in
com.apple.MobileBluetooth.devices.plist or ‘bluetoothd’ logs
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The databaze. com apple MobileBluetooth ledevices patred db containz Bluetooth LE devices that were paired.
Theze MAC addresses do not appear to be randomized.

Not that “Sarah’s MBA™ appears in both databaszes (T“other™ and “paired™).
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Prinie SCanneTs ‘prirvhar o

Print  Ezn

Beathar HL-L2336DW...
B o i Brother HL-L23050W series

Cpen Print Guaus.,.

Optians & Supplies.:

i Pemiher -0 3ASETIS perlas-&IiDrkni
Tanar |

Share e pantar an 1he network Sharing Prafernnoes.
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Dofault prnter:  Last Printer Lgod
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The Printers & Scanners Preference Panel can be used to configure local and network printers (and scanners).
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- -
macOS Printing: Preference Pane
- - =
ILibrary/Preferences/org.cups.printers.plist
s
Frinl | BEan
Brathial HL-LIIDEDW .,
B i bt HL-LIB0S0W s
i Pt Lo
w Faal arEy i1 &m Mipfone & Sk
w Jbem 0 Bictionary 19 e

printar-name Siring Brother HL_LI3850W _sarias

printar-infa Siring Brother HL-LZIES0W saries r:"T SO S -

printar-is-accepliiyg-jabs  Boalnen 1 ==

printar-location String Ehvarm 1t vk o e A Ty e

prinlar-make-and-madel  Sirng Brothes HE-L 3 ZR50OW s=arims-AirPriont i 2

printar-stata Muimber 3

Dt pritdie Lt Peiner (s
w prndar-sisie-reasonn baray (RG]
s Dialoadi peaowr wlea! WA Caii - *
llem Siring baner-low=waming

pnlar-1ype Muimber BY 146 812

| davica-wrl Siring dnssd:f{Brotherid 20HL- L2 32300W 2 0%eries._ipp_tcpdocal Piideel 248000-808ce-11db-0000-3c2atdBcacdt
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The printing preference pane contains printer settings for the system. The screenshot shows one printer, a Brother
HL-L.2395D'W, set up on the system . Clues in the device—uri key soch as “dns=d™ and “top. local™ can tell
us this i3 a network-bazed printer (versus local to the system via a cable).

The crg.cups.printers.plist filelocated in /Library/Preferences/ contains details about
installed printers. Each printer will be under its own Ttem key.

Ancther confignration file, the princers. conf file located in f2t=/cups/, confains specific printer
information for each printer installed on the system.

More printer confignrations can be found in a printer-specific configuration file located in the /et /cups/ppd/

directory. A PostScript Printer Description (PPD) file contains the printer’s specific capabilities. such as page size,
resolution, color, and fonts
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macOS Printer Control & Data Files: /private/var/spool/cups [1]

roatEMAP-HI cups & pwd
forivate/var/opoolfcups
poo PO -H1 Guige 8 la -1

x| tatal 4368
CDntrDI FIIES 1 roet _lp B1fA Do Y1 Z82E cHApEl
1 roat _1p GLLT Jan 11 2871 ce@Agd
1 rest _I1p G&L7 Jan 11 2071 coaaed
- CW i root _lp E2BA Nar 1B 2071 caaBes
1 root _ip B33 Apr 1 2621 coddBL
U : - —— 1 regt . _1@ GEFL Apr § I0I1 coadRb
L] ol 1 1 reat _1p 5304 Jun ¥ 93:53 cO@RET
se Strlnga -rW———— - 1 ront _Ip E2ps Jun % 28:EE cRogRE
-[E————— i reer _Ip 5384 Jun ¥ 98:55 cHAGLD
- ~rW——— 1 ToOBt _ip 573R Jum ¥ @A:ET7 cAGRIE
Data FIIES -TH -— 1 oot ip G1B5 Aug. &% 19153 cea@pil
-r| - 1 root _lip 2404 Appg 11 16:78 c@es1l
o P e 1 reat _1p G5E2 Naw 22 12131 co@ol3
dresrwe=—= 18 toot _lip 278 Mow 29 12:%1 gache
« dfHHH —tw-t——— 1 root Ip 126811 ODec 21 2026 dO8AE1-281
- L ———— 1 rool _lp J697FE Jan Il 28Il de@e§2-ae9l
™ EH-T 1 ropr  _ip 1%97B& Jam 11 771 dEA0E3-3§1
- PDF F[IES ~tm-r———- 1 root _lp 19921 Apr & 2001 deddis-a81
~FH=-1— 1 reat _Ip 127369 Jum ¥ @4:E3 d2GBAT-801
= [ 1 regr _Ip 12580 Jun ¥ @8:54 d90REE-0991
* Suppose to be removed i 3 Ther An 008 Jm 5 Gaiie demago-ser
. . - —fE—r———— 1 ropt _Ip 127389 Jum ¥ @8:E7 dEaalE-a81
Jmmedlately after successful print ctw-T—— 1 oot _1p 788488 Aug & 19:53 desali-gal
-rW-7———— 1 root _ip 31688 Aug 11 15178 de@RLT-del
-[H-J—=—-= 1 roet _Ip 138ETA Mow 22 12:31 J8Q613-481

drearwy==T § reotr _1p 168 Mow 22 12:31 tAp
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Each print job has a printer control file located inthe fprivate/var/3pocl/cups/ directory. Each file
labeled c#£££# correlates with the print job ID. In the example shown above, the system has printed nine
documents (c00001-<00013). Each control file contains print job metadata.

Each printer control file has a matching printer data file; while the printer control files are perzistent. the printer
data files are not These are created at the ime of prinfing and are PDF files. Each is named in line with the printer
coatrol jobs (Le. Printer control file c00013 would have the data file S00013-001)

These files should be removed immediately after a print job has successfully printed, however many times they
stick around. If the print job has been canceled or otherwize produced an error, the files may persist for a while

longer.
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macOS Printer Control & Data Files: /private/var/spool/cups [2]

Toot@MBP-M1 cups # strings c@Bgll

'Microsoft 1s bringing back Clippy - CHNB

e L sy

?Eum+apple.pr{ﬁt.JubInféTiHiEElicatfaﬁﬁame
SafariB

lcom.apple.print.JobInfo.PMlobName
'Microscoft is bringing back Clippy — CHNNB
“com.apple.print.JobInfo.PMJobOwner

oompabB
+com.apple.print.PageToPaperMappingMediaiame
LetterB

wem ] — B oW R PR l
attributes—-charset S
utf-8H —_——r= =
attributes—-natural-languane 2 —
en-us et
printer-uri iuNovATE|
2ipp:/flocalhest/printers/Brother_ML_L23950W_seriesB o,
job-originating-user-name Himnrei¥isringig bagr Clapy
oompaB @===x==
job-fame
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Each printer controf file contains metadata about each print job, including which printer was vsed. originating user
account, job name_ and which application was vsed to print from  This information s stored in a proprietary format
that 15 eazily viewed using the strings command (although some binary characters conld be mistaken for ASCII—
watch ont for this).

In the example above (Wote: Some characters may be superfinous when nsing strings vhility):
= The printer 13 located on the local network “ipp:/localhost/printers Brother HT. T2395DW series”
= The oniginating nser account 1z “compa’.
= The name of the job 1z “Microzoft 1= bringing back Clippy - CHNNB™.
= The application used to print iz the Safari web browser.

The data files are PDF files that can be opened vsing “Preview”. The original printer header and footers may also
be visible.
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macOS Sharing Preferences:

Iprivate/var/db/com.apple.xpc.launchd/disabled.plist

Compulst Nama: Barah’'s Mac8ook Pro

Eoenputer s O KTAT OLE] NET=T G ATOYY AR EPTEIIET B Erfit
,'.:-I diznibylod.Sirsl | ¥ ehatar
[ & Sprwwn Shating: On
s Sy VT (BT TN 3TH WG LT FTTANS L NETEE AL 6T JSETETE Key Type Vilus
Fa Bharny il sty o by b ing er “Bash's Wecluck Pu” Wi s » Host n = ary B e
Printe Snaring - - -
¢ Rumniniogin Computer Gertinge_
Rnrnin Ransgrmani tnm'm"ln ”'T“:' E'WI“F' ?ES
il Aple Evarris Al scowsstan Al gewrn comapple.mamclisnt.daemon ruratbogt  Boolean YES
e 4 = Xyl Lindatg at,abdey Mtasnitchd Hanlean NQ
Eluaigoth Shaving AL Aolirissranon
Conimm Caching
com.kiango.istatmanus.desmon Baolean MO
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The Sharing preferences pane shown in the screenshot above contains the items that can be shared from the
zystem By default, none of these are enabled.

The owerrides.plist/dissbled.plist file contains many confipuration keys for varions sharing settings.
The com.zspple.screensharing key can contain a Yes (1) or No (0). If Screen Sharing iz enabled. the key
will show “Mo™ or (. meaning it 1s NOT dizabled—therefore enabled.

Remote Login allows a nzer to remotely log in to the system via the S5H (Secure Shell) protocol.

If the bundle ID} for the service does not appear in this list at all. it was likely not checked ever in the past and
therefore never enabled.

com.opendah.3ahd = Remote

(¥

com.apple.scresnsharing
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macOS Sharing Preferences: File Sharing
Iprivate/var/dbl/dslocal/nodes/Default/sharepoints/

Eiweited MiiSs==  Sarah's MecBoox Pro
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i nat Shering Sphome_metr L5 Reag Onig 2 “rerera domce aErakemt e |

I e o lesliveon_ b Fode B Eveee Gpmo i Wiiks = R

Sovan Sache TR U i

Simm eRgETREE -
B oom dpidd
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File Sharing allows nsers to share files on the network or with other msers on the system These shared folders and
thetr metadata can be viewed as plist files in the
‘private/var/db/dalboecal/nod=s/Defaulit/sharepointa/ directory. The example above shows
that the folder iphone data was shared along with the related permissions and directory path.

Lock for com apple smbd and/or com_apple AppleFileServer as the bundle ids for these in overrides plist or
dizabled pli=t files
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(bash-3.2# pwd
/private/var/db/dslocal/nodes/Default/sharepoints
ibash-3.2# 1s -1

total 24
— LW 1 root wheel 827 Nov 11 13:28 Sarah Edwards's Public Folder.plist
-IW————=— 1 root wheel 563 Dec 15 19:486 iphone_data.plist
-IW-————— 1 root wheel 817 Nov 14 11:19 testaccount's Public Folder.plist
ibash-3.2# plutil -p iphone _data.plist
{

"afp_guestaccess" =» [

g =» w1
]

"afp_name" =3 [
@ =>» "iphone_data"

]

"afp_shared" =» [
g =» "1"

]

"directory_path" =» [

@ =» "/Users/oompa/iphone_data"
]
iftp_name" =3 [

@ =» "iphone_data"

]
"generateduid" => [

@ => "39DFCD35-8516-4372-BBAZ-239B94311C74"
]

"name" => [
@ => "iphone_data"
)|
"record_daemon_version" =» [
8 => "48LH8888"
]
"sharepoint_account_uuid" =» [
8 => "B436EDH3-738A-4165-ABBB-C2EB1DH1ELI1B"

]

"smb_createmask" =» [
8 => "a44"

]

"smb_directorymask" => [
H :ﬁ II?EEII

]

"smb_guestaccess" =» [
g =» "1

]

"smb_name" => [
@ => "iphone_data"

]

"smb_shared" => [
a 2} Hlll

]

}
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macOS Screen Sharing

® ScreanSharing  Cornechion  Bdib  View.  Window  Hoip

_—
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LSoreen Sharing
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_—

cancer ([

Soreen Shoring requires 2 user nome ond
password fo shgn fin to *Sarshs-MBA"
Erviie tha pear A @il pessword 1o canbos,

Uiser Mama: | ]

Pasawong

Hemember passwond

concel (ETEED
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The Screen Sharing application located in /System/Library/CoreServices/Eppiications rather
than /Zpplications, isused to connect to other systems nsing the VNC protocol.

The com.applie.BemoteManagement .plist iscreatedinthe /Library/Preferences/ directory

when the Screen Sharing or Eemote Management options are selected in the Sharing preferences pane.

Uszers can log into the system using system credentials. by gaining access via another nser (1.e troubleshooting
zomeone else’s system)). or by turning on a VNC-specific password.
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Sharing Preferences: Screen Sharing

ILibrary/Preferences/com.apple.VNCSettings.txt

Casrina Anmyone may regquest permitilan & coninal poreen
"""M:'ll-lwl midy el sEreen wilh paseward ."I"

Cancel Lis (&8
On * Sarwew - o
o - Siteen Shaning CEF e bird C SORRE pour Sompate sy kres @ v B F ar iy
Tl Wraring Maashirng fioe “wdebei ah ™ (1) o Py aeciafune
Printar Barisg Enmpurﬂ Eeriings
Arpasar Sharieg
Nemate Login
Pt Mk gt Aligw actess for ALl i
Bemate Angis Lepsti a1 Dy ke Lbar

Imarnsr Sharing

A oo By
Bluathoth SHanng

B Adrenistratard

nibble:Preferences.5ledward55 sudo cat com.apple.VNCSettings.txt
6755221DBASAFGE2FF1C39567390ADCA

1 o i
nibble:Preferences sledwardss sudo cat com,apple.WNCSettings.txt | perl =wne *BEGIN { @k = unpa
ck “C«", pack “He", “1734516EBBABCSEZFF1C3I95673090ADCAY)}; chomp; @p = unpack “C+", pack “H+", §

3 foreach (@k) { printf "“sc¢™, $_ = (shift @p || 8) }: print "\n™*
passi23
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The com.zpple.VNCSettings. txt text file contains the XOR ed “encrypted™ password to access the system

vid a VINC viewer client. We can vze the Perl seript created by Ben Low to “decrypt” the VNC password uzing the
XOR key “1734516E8BRACSEAFFICIS56T72090RDCA"

CAT com.apple.VHCSettings.t®t | perl —wne 'BEGIN { Bk = unpack "C*", pack

nH#w, 173451 6ERBARCSEZFFICISSETIS0DADCAY ) chomp; Bp = unpack "C*", pack

"HAY, & :; foreach (Bk) { princE "sc¥, & * {shifc Bp || 0) }: priot "h\o"!
@ 2022 Sarah Edwards
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macOS SSH Known Hosts: ~/.ssh/known_hosts (or authorized hosts)

Hostnames, |P Addresses, Public Keys

aongaaMEP-ML .2eh X cat known_hosTs
[127.8.5.11:4247 ssh-rsa AARARIHZaCIvcREAAAADAQARAAABOOHGTIriKtyeThtifveBinBEQaty/ /MREDIHDENA0LUTTLA 2VPOaNPADZPRTgrBTOF A CunzvP

FuELTTooBELBTINE FaK+2 XN TOvaB+ay TEOuCrPdo+ Y/ ul FEpdd TWaNER sH t 2 s BdmBELBEAD+pRA0eyCqty o an/ 1PRBI rK Mo xrud ZAX+Ev EnhAnKHBINT Yy 711/ uBE ¥ OWP
arxhkrsplvF redof+ishfLkiXPoClexR/ 7THobY 1A e IDVIOOT ZFdUInTUVL ] SoxEbEwUn20cghnN2bge 509 FpF 1Yy TEublwaxOnl rwWs UK TygXyg3dcit uBxpaW Tl JBGw
L1844 ELCCDet LATYADE I nighd tdyW/ hy e BuSHukemS { bg+ 2SN Faf e Tub9 eVES cadWe POOWLLIC] Frak 1300V 22Tk P yqgnl12e 90Ky 10 ye BARL 2 UZYNITEAV e Bax I 20LE
19T hoWLNWUCTENE FFNSy EQETAmKBRAL x1n/ Ond k=

192,148, 1,155 ecdsa-—shad-nistpdihe AAAASZVILANhLENoY TItbnlzdHAeyNT VMMM L bl zdHAYN TY ARAEEERI Xafjga+Bgqlald i AT EACH YR INaHSQawkHBEun FEE anEn
STTsuBUi lyxzALDbar IETASBUIVNEZZ SUNI TEONN T E=

127,28, 8.1 pocdsa-shaf-nistplhé ARAAEZY{ZHNRLXNoYTTthnl2 dHAYNTY AARA TEm ] rdHAWNTY AAABAL MFvPRe FUB KN Ty FEmMHr KT ARTHRINGo e Y X rDyFy /UTEllRT
1WganDATDRknNEJs] 17 Fopdaa 1 YRHD ] BUDAM=

192,158,1, 231 ecdsa-shal-nlstp25e AARASZVIIANALMNGYTItbmlzdHAYNTYAAAAT bnlzdHAYNT YARABEET PRIGPQAS0/ISA4 I 0pODRBhNASETDR] 1058751 1aWkH]oP =
BE 2T+ dLghSRYS] JoiLEnBPAPTRg A BFHY 0LKS 2 /W E=

localhost ecdse-shaZ-nlstp2fé AARAAEZV [ZHNMLYHoYTItbmEzdbAyHTY ARRATENT 2 dHAYNTYAAATIELMY v Pook T uB+dWX 7 Ay L Em s KZAR TR NG Y KeDy Fy /DI EUnE
IwgGNDITDRkGHs {2 | F77ap fdHa L YGHD ] GBUBAM=

192,188 .1, 226 ssh-rsa AAAARINraClyoEAAGADAGARRAMBONDHGT iriktyGdI ki iYwBinBEqQpHy / /mRESIM0dRe0sut TLE+ 2 VPQoAPLDEFhFgnBThFaku jEex tvPruE
LF TacdR1iTINEfak+2EhXCvga+my FXPulTPAo+V fui ¥5pdd PWANERSHE 2 sdma Sk BAg+pgRoloyCqhyasn/ 1 Fab 2T of enud 28 X-+-6 v tnhAnKHEIN Y 71 ) fglEs Y IWPo rx
akzhpluFFlof eishfLijxPoCTonh/ I THRbv IS frb IOvFQe T IFdUINTUYUfépx 8biwiinI Do gul 2bqe S04 PpF LYy THebUsaxOnlrws 90tk yody gaars tx@Non V13 BavL 1]
AdqE1CCDet4RTYEDTI3xlghs zdyW/ hyeBubHukems jag+ 25X Faf club9rvascqOWor oW LIS Frak JA0AY 2 imThEHygonl 2o9gky J0r Xy R Ensz U YHITEAYeGwe T10L 19T
AaWlXwWic TENL/ FNSy EABTARKARA Ly I/ Dnd e
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If a user is more computer savvy, they may uze SSH to connect to other systems. The SS5H known hostzfile
comtains a hostname and/or IP address and a public key. This file is not a definitive way to show all systems that a
uzer connected tobut will contain thoze that have a saved public key.

By default. the hoztnames and TP address shouold be human readable_ Ifthe user has confipured their
/etc/ssh/ash config file to set HashEnownHoats to yes, this data will be hazhed.
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Terminal History [1]: ~/.zsh_history or ~/.bash history
fbit:~ testuser$ 1s -la
|total 24
{dTwxr-xr-x+ 13 testuser staff 442 Jan 20 19:87 .
|drwxr-xr-x 7 root admin 238 Jan 1 208:14 ..
|=r -— 1 testuser staff 7 Jan 1 28:16 .CFUserTextEncoding
|~rW-——-—--- 1 testuser staff 219 Jan 20 19:88 .bash_history
|drwy=———=—=+ 3 testuser staff 182 Jan Desktop
|drwx—————+ 3 testuser staff 182 Documents

‘bit:~ testuserS cat .bash_history PRIy, Dawnlosas

top 1 28:23 Library

1s ~/Library/Application\ Support/ (182 Jan 1 28:14 Movies

wattr -x1 = 182 Jan 1 28:1& Music

pwd 182 Jan 1 28:14 Pictures

sudo iosnoop 117@ Jan 1 28:14 Public

1s =la

1z -1a

1s =1a

touch secrets.txt

nano secrets.txt

1s -la
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The bashizsh command history iz located in the respective home directory for each uzer as a ndden file.
= JUsersf{user¥/.bash history
= JUsersf{userd/.zsh history (10.15+)

This file i3 a plaintext file contaiming commands that were mn in order of execution; however, not necessarily all in

temporal order. This file will be created when the Terminal application has been nsed for the first time. If a uzerhas
never nsed the Terminal application this file will not be ereated.
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Terminal History [2]: ~/.zsh_history or ~/.bash history

= 1000 (500 in bash) entries
by default

» File not written until logout

* May not be written
sequentially

* Live response tip:
* Run the “history” command for
the logged in user in all open

terminals
* Output to file Networks

Command Usage
Privilege Escalation
File and Directory Access

Volumes
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This file contams the command history from the bash/zsh shell. By defanlt the history file contains a maximum of
1000 {500in bash) commands.

Thesze commands can be useful in showing:
= What types of applications or programs the nser was accessing;
If privileges were escalated to perform administrative finetions or possible suspicious actions;
Files and directories acceszed;
Mounted volumes;
Systems and networks that were acceszed;
Etc.

Each command iz shown respective to other commands that were previously entered. Tt should be noted that each
command has no date or time context associated in this file.

From an incident response perspective, the zsh history/.bash hiscory file 15 not updated until the user is
logged out

The history can be viewed on a live system by using the history command: this will show the history of the
current user.
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zsh (or bash) Sessions - ~/.zsh_sessions/<GUID>.history
oompa@MBEP-M1 ,zsh_sessions % 1s -1
total 2962
-tw—————— 1 oompa staff 41871 Mar & 12:25 12FDBBI4-4B5F-4796-BEBD-3F553BCAEZ3A. history
-TW———=— 1 pompa staff 52 Mar & 12:25 12FDBB14-4BEF-4796-BEED-IAFES3ACAEZ23A.  sessian
-[W======= 1 gompa &taff B Mar & 1B:54 1429ADYE-1B35-4DB6-B3C9-55E716425B8F. historynew
-Tw-———== 1 pomps staff 4B3I50 Feb 26 13:52 14DA72C6-7197-4A3B-BBCI-75D2BE36588D.histoTy
—TWw—————— 1 oompa staff 52 Feb 26 13:52 14D872C6-7197-4A38-BBC3-TED2BE36568D. sessian
-TW—————— 1 pompa staff 40358 Feb 26 13:38 15EA1743-5994-4AAB-BY3E-BFEF7ABBDYBD.history
~IW———— 1 compa staff 52 Feb 26 13:38 15EA1T743-B994-4AAB-BY3E-BFEF7AGBDYED. sessian
~fW=—=——== 1 pgompa staff 39428 Feb 24 18:46 101D1413-974A-L4CET-BDLB-AS4233928449 history
=TW======= ] gompa staff 52 Feb 24 18:46 1DID1613=F74A=4CEY-BDLA-ARL233978449 . ses5ian
—IW-— —— 1 opmpa staff 38348 Feb 24 19:46 220EBATF-622C-413F-BGEG-DEBBSP5E90B2Z. history
-rw————— 1 ocompa staff 52 Feb 24 18:46 22BEBAYF-622C-413F-B5ER-DEEBBYSEYDBZ, session
=rW=———=— 1 oompa staff 39946 Feb 27 16:13 2598E77F-214B-4122-FAE7-DCYDR14OC347 . history
=I— 1 oompa  staff 53 Feb 27 14:13 25%8E77F-214B-4122-RAE7-DCYDBLABC34LT . sessian
oompafiMBR-M1 ~ 3% exit & 14:35 2DC9620C-DaFE-4685-B7C5-DDE197ECSFTA. history
Saving session... 6 14:35 2DCY9620C-D6F5-4605-B7C5-DDE197ECSFCA. sess5ion
copying shared history...
.,.5aviggth:5turv...truncatinu history filses... bash Sessions —macOS 10.11 = 10.14
«oocompleted.
Deleting expired sessions... 3@ completed, No Sessions — 10.15 (zsh introduced)
[Process completedill zsh Sessions —macOS | |

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 145

Introduced in 10.11 with bash sessions {zone i 10.15 with the introduction of zsh. and back again as zsh sessions in
macO8 11). These files have session-bazed data (which include file system timestamps) for Terminal zessions.

Each <GUID>.histcry file contains the plaintext commands the uszer performed while in that terminal session.
These do not appear to save session history for all time and are at some point removed after a couple weeks.

The * .history files appear to only get written once the terninal is closed/exited (“1ogin®™ process exited).

References:
fevo/pbaahye BEppls Tarminsd
fevoSzahyre BEppls Terminsl
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Users & Groups

o Recali: L € i Um&ﬁmupa
» /private/var/db/dslocal/
Zaruh Ecwarts L] ALIPRTSRCreTURET fiesat Password..
nodes/Default/users/ Al J
<user.plist> S
Jama Doe
* com.apple.preferences. A
Zrindet
accounts.plist @ o
» com.apple.loginwindow.
list
P fa} Login Gptions Al usar ta acminister this computer
E" dow T ik T pravenl Brmar cReapen 2

FORS5183 | Mac and 105 Forensic Analysiz and Incident Response 148

The Users & Groups Preference Panel can be uzed to configore users of the macOS8 system.
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Account Creation/Deletion

User Login & Unlocks

User Logoff
Access Time
Privilege Escalation

Login Items (Autoruns)

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 147

Logs can tell a lot about how each nser makes nse of a system—when they logged in or logged off, if they have
privileged access, and how long they were on the system
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Account Creation (or Deletion) — Audit Files

sTacord warsicn="11" avent="Seuirer AUthEngina® mpdifier=*0" tine="Mon fov 27 GB335:14 2821" mswc=® + 453 meac™ »
<subfect pudit-uid="Ba1% uid="BA1¢ gid="20" ruld="B@1% rgid="20% pid="7949"% sid="108029" tid="17085 B.@.0.0% /=

CEeMixEysTen. praterancas, sccouniec/ taxts
<textazclimnt fSystem/Librory/Fraferencefanes/Accoimts. preafPans /Eontents/XPCServices /con. apple. preferencas _uters. renpteservice wpod/Toxts

ctept>creator SSystenS/Libcary/PrefezancePanes/Accounte. peefPansContents FEFCiervices con.apple. preferences . users . Fenotosmrvice, npe= Laats

cretuen mrevals"sunoess® ratvals"@" />
<identity signec-type="1" signing-id="com.apple.suthd* signing-ic-truncatec="no* tsmam-id="" team—id-tzuncated="na* cdhash="0xfedb3fititaicad

Arar2a7aF dbabaadbeali7TeBR" />
< Tecards

<Tecord version="11" event="Clieate USEI" BodiTier="HB" Ltime="Hon MoV ¢f 1B8:00:4/ 2B21" meec=" = YHO meec"” »

<gubject audit-uid="581" uid="6BL1" gid="28" ruid="GA1" rgid="28" pid="79&9% 2id="188819% tid="1708S 6.8.8.8" />
<textsCraate racord type Users Baposisuparsecratusarfapos; node Rapos;:flooal/Defaultfapos;:</tents

creturn errval="success" retval="g" />

<ldentity signer—-type="1" signing-id="com.apple.opendirectoryd” signing-id-truncated="no" tean—id="" team—id-truncate
d="ng* gdhash="8x@c7bBdabBedaildBelcfe?9c? 782 fodcT1F3qdTa" /> d s
<frecord>

] mir el b e b

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 148

Uszer account creation can alzo be of immense interest to an investigator Awdit records for user creation are very
verboze. Lots of related entries are created.

One event iz for the authentication to the Users and Groups Preference Panel

Anocther event, iz for the “cr=ate user”™ This entry includes the following data:
»  Timestamp
*  Uszerwho created the new nser {uid=301})
*  Name of new nzer (supersecractussr)
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User Logins / Logouts: system.log, ASL, and/or Unified

s Login Window (system.log and ASL.. .also BSM)

*loginwindow[66] : USER PROCESS: 60 console
* (system.log) loginwindow[66]: DEAD PROCESS: 60 console
* (ASL) ses=zionlogoutd[589]: DEAD PROCESS: 60 console

o Local Terminal (10.12 system.log and Unified)

-login[812]: USER PROCESS: 812 ttys002
*1login[812]: DEAD PROCESS: 812 ttys002

*==hd[831] : USER PROCESS: 842 ttys=002
*==hd[831] : DEAD PROCESS: 842 tty=002

g Screen Sharing (Unified)

szoreensharingd: Anthentication: SUCCEEDED :: Uszer Name: Sarah
Edwards :: Viewer Address: 192.168.1.101 :: Type: DH

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 149

User loginz and logouts can help in determining the usage of the system who are the main actors on the system and
who might not be allowed onto the system but 1= nsing it anyway!

macOS systems may be logged into by a variety of means, four of which are specified here.
= Login Window: Via the logen GUI
= Loecal Terminal: Via the Terminal program
= 55H: OpeaSSH
=  Secreen Shanng: A natrve VINC program

Performing a search for logins can be accomplished by vzing the term ® PROCESE", except for Screen Sharing,
which can be found by searching for “zcreensharingd”™

Each login process will be marked with "USER PROCESET and the process ID, while the logoff will be shown as
“DEAD PROCESS™ and the matching process ID.

The Login Window example shows a login (PID 74) and logoff (PID 60) for two different sessions, labeled as
*oonscle™ Note this type uses the *Ioginwindow™ process.

In the Local Terminal example, we can see the one login/logoff (PID 812). The terminal windows have been
opened. and ©oy3002 was used. Note this type uses the “Togin®™ process.

S58H pses the “=2shd™ process fo record logins and logoffs. In the example, one login/logoff pair for PID 842 i=
shown using the tty3002 terminal window.

Screen Sharing logins show an entry like the one shown in the example above. It records the username ({may be Fuoll
Name or nzername) and the IP address where the connection is coming from.

Theze loginlogout messages can be found in the “ayatem. Log ™ or the Apple System Logs. These events in the
ASL logs contain more detailed information . such as which nzer logged in. More logon entries can be fonnd in the
BEA andit logs.

© 2022 Sarah Edwards 149



References:

https:/www macdnb comblog/2020/4/26/analysiz-of-apple-vaified-logs-quarantine-edition-entry-4-itz-login-week

https:/www macdnb comblog/2020/4/30/analysiz-of-apple-vnified-logz-quarantime-edition-entry-6-working-from-
home-remote-logins
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macOS Screen Unlocks and User Login Types

'lﬁg show ——predicate 'eventMessage contains
"com. apple sessionagent.screenls”’

Sterdars| -l lanviand gty Fhcatioelenter sathat i HySreredisace: begctoblelumt | izl Fpibareaipece. cox.azple.s 1
phnaratarg| -[henslsedgeive it indtienianter senddEbior i Sicsrbar i TarseaTii= ]| il'ﬂm"ﬂ'ﬂ.’r LLARELERLE S lm"' EQH
£l wlSaw L VRN L Lt s Curibal - seTLL e So bpnemri

=1 <l [enrised petyesifarntioeierter aenddEDiat L #toat:
iarERrTar pamar]fyate medke
fametardar werefdEnbioli acuty

: timelETtEr vemHEEIyETE
=] Rami | asdgmnnaan irtiasfanral seellEkGELF)

' '
cat) |.-|'-'|n.:¢|| 1 | nhlﬂl’hm aEsilaw J\.r “{cj mll.ul,u .'||. JII- -.:I.J: i-l L] 1¢|I:I:- (1}

* log show ——predlcate 'eventMessage contains
"LWScreenLockBAuthentication" and
(eventMessage contains "| Verifying”
. Regular Password

or eventMessage contains "| Using") ' pFamctys)
3. AppleWWatch

iy i Wt—h
FORS8.3 | Mac and 105 Forensic Analysis and Inddent Response 151

Locking for messages that contain ‘com. sppl=.2233ionagent. 2acr==nls” string. This is going to show if
the system is locked or nnlocked. and which uzer i3 currently logged 1n with their nser ID) {UID). Thesze are not
technically loginz since the nser is already logged in but are nseful for telling if the screen is locked or not.

* Com.spple.sessiconagent.scresnlzlocked = Screen 1z Locked

* com.apple.sessionagent.scresnlzUniccked = Screen iz Unlocked

While knowing if the screen is locked or nnlocked is good, sometimes you may vwant to now how 2 macOS system
was unlocked. We can do this by looking for “LWSCreanlockiuthenticacicn’ entries that contain © |
Verifying or*| Using’ Using the text as hints we can determine if it was via password, TonchID, or by
their Apple Watch

Regular Password:

= “Nerifying using PAM configuration screenszaver”
TouchID:

= “Using localAunthentication hints™

= “Using hint-provided uzemname compa™

= “Verifying vsing PAM configuration screensaver la™
Auto Unlock with Apple Watch:

= “Using continuity hints™

= “Using hint-provided username sompa™

= “Verifying vsing PAM configuration screensaver aks™

Reference:
https:/www.macdnd comblog 202 0/4/26/ analysis-of-apple-unified-logs-quarantine-edition-entry-4-itz-login-week
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| emacEAfsanta -MA - W log shew —lart dh —pridicats .-a.l.._..l! cartainy “teossall. pincieTagevE. porepelint’
lag: marwing . fetee_lege. logaazniee pree oy rhading Fram owpske Lag wheen,
Frlsarirg tha log owis sidng ‘Coapopechleaags CONTATHE ‘com, apple. cassLanagest. srrssals
Ehippirg drds ard dehog mrasges. pEir —ints ssdior —dobug to lncleds
Tiswstemm Thuwsa Tipe detining m ™
ERIB- BT L, ST Ml [ ' Pa: B Laguee T igar eSO et TodElon;] | ou A EPpERaredREscY: pun. upRLe - e CERagE e pernalaLaEkeE ™ mlsecl g tekeeils
SR B35 LG, SRR (o Dfault s s & e eu | —fha plc!ﬁl_.n:n-ﬂ_lﬁ.a.s. a1 i Parisg I | Flratian: cor wasls.gesssssagess szreas Eaincaes. sasn smerlGiEES
M A T, AETRI R BBLY Bafailt il a1 e o waribrt i Flharwctipoens -omy s tetdnloea: | | cwilatiPrineradiasze. con. axsbe_sessesnngent srwesaleloches, bn anlomiB by tebis:l
ERGeda-dl DRI AR L RO Urtmalt Lt] T i 4-TE 2] ~fEsddice :.-.hn.i_ Tarndesr (8] | srcEsSiiricacianr s sasla unEsbaaagerr. pon I.-.I.._I.-u l & searliciil
FRI-IaE TR TT a8 AR R T Pefeilt e 1A B ' |~ Enanigigar - T wiafus; 1 | e iRab P piRarEiRpsar cua apa e alea] walng dukesipd
SRIm-ta-30 TR d, et GidaThs Oafaili i T 3 T & i Pt ion; Porisaa: 1 | serarbStaclFloatian: <am agabs L " :_..I
TR T | BRI e s Batiaalt ™) T - razon] ..“F:...Ii..l._:..::lnl:-a .-.:l.._._._»l.!__ﬁvrkit reilisii ] | samhattPraAsPeEiERIn. CEt. GEELY-aRRTLETRgRRE. ::..._._.....__.-. fu aslepib b ing tmsenR
FLEL S U L P S LR B ST T Defadlt LIt} I i a racd] =ihes ficaiton: Tartes 8: | | secl@miifoeabian com sasls sssnisnagert prpesninimicched, alth sond 100k
] | siiamiad] B, bata &, Dty & Froar B, Faskk L]
danialny — Exsmin W, Tiwwlilos 8, darle W

_...I‘-“..___.__!; FepERIAARE caRLEiA SLEELas RTRAS IR (Rt pee |rvesliitiane seatibes O] BRFISiiET 6F retrTibeiiage awiales T EAAET )
T palee Ly Wi
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Privilege Escalation — sudo and su

« log show —--predicate 'process == "sudo" and
eventMessage contains "TTY="'

rAra-MEA - W 109 Ww —LEAT 33 --RICTIORTE ETCCR3S = -ADT (M AYAMTRCATAgE COrTEANE *TTyedt
mo . AayE e lage . Lagaretive o1 bt FEIEiRg Fred ayatss log sbore,

Fiitari=p the iog dsfs uking *proceis sx “usc® W0 romncescMssasgs CORTATNE "TTPe="

Somring L amd dsbsg ressages. pass —iafesdfor -—deig b0 inelene

T Lrwes v Thicwad Tepi Ableliy LY L

TIPS 1 REC10  ARLEn-DAE Bidem?  Defauls [ 11 ] ELTIE RS ] i womin & TTY=ityulill | PO/ Useredomem | SER-net | COMME/ustd/bin! bamnacy

Fickl SR AR BETRIL-BAEE BiBcPan  OeTalid Hali a2 i aemy 5 TTeritveid | Mle/liosdoorsm | (SWemoei | DOMACyerdbin fe_ossge

Sade-BA-2E ATIA1r18 MakeE-RAE Flkddisd  Hofault Belt LUV ] I OREIE & TTY=TEysBod | Ml=/norodooems | ER=T0ar | COPMGD=Tn/EREr fvolums aeebag_ wdua pedat
TUID-B-TY LF AT CURMes Jdl Bnaddras  Detauly (1] I W [H] pSaas = TTPITyaien | %O=fiiiielooroe | RER=mst | Coeleuss, hlnd fe_ueige

Ly - Bafaule| & Info i, Dehag A, Ervoe: 0, Fauity ]

actlunly Craais §, T¥sfmitismil 0, Bctiomal L]

* log show —-—-predicate ' (process == "su" or
process == "sudo") and eventMessage contains
" tty" L

rpatiaratia-AO8 + N duy show s=lasl 180 =sinfo s=dubup sepredicats | Dprarees e es® b protaes s Tacud | md asestVeaasge conbales Sitg®
Jog: warning: ./eyssen_lags.legerchive pressol ben reedting froa syetes lag ciooe,
Flitering the log deis urlop "toroess = "w" 0% prosess = "En"i M0 crposeddensegm SORTAKE “tiy®

3 Thits Tvzt hetielty B WL

TE, PRELLA-Rd Bapdile safoull (1] sarm 1 e Do | T LOoIrpool pacesDid STCEmILE | TTWSCCpeSs | PRdeAlkissfooepa | UAERSI0IL § DM fLlelzah
- ALTATL-B40 ook dIAT] =TI | 11 ol B [T1==F4 ounr ¢ TTP=CCpaBlL | MWD= llmedalooms | USEA=fasl § COMMARDBird Faly
LT RN ES 20 T wlagit fsn L1l NI | ¢ WD R anmen 0 janedom oon fdey it TERARR
= P IRTTE-Padl duiedied  Defoult L] ATL: B it FAR-B apepn T0 joceded on SdevdTTrERG
PN LTI AT, T 16 B Defmil LT ATk o WA S asapo o Janedne on JdEsd TTraiE
eI 1050 Sk e B S TR ] Sfodilt L1 ATIAG ® 1f ooefe TE Jenednd At {deESEY R
= Defmilrs &, Into o, D N, Frrarz B Faalts Ll I53

'J:-tl'r:l ¥ = Cramtel L N '.r-n-rl."un. B AETEONNIL L]

Privilege ezcalation 13 needed when a Standard user needs to perform root-level actions. The su command can be
uzed to log in as root (or another user) for a session, while the =ude- command will ren a command as root for five
minutes (thiz ime can be changed in the /2tc/3udoers configuration file),

The sudo example on the top shows successful commands using sudc. These entries include:
*  Terminal window
*  Curent working directory
» Escalated pser account
*  Command

On the bottom, the nser attempted to ute sudo (3ude —2) twice and had the incorrect password before finally
providing the correct pazsword. Following this, the nser attempted to 31 to janedoe incorrectly three times before
again providing the correct password.

Reference:

httpszwww_macdnd com 'blog 2020/4/22 ‘analysiz-of-apple-unifisd-logs-quarantine-edition-entry-2-sndo-make-me-
a-sandwich
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compaifSarahs-MBA = §  log show —last 10 —predicats ‘process = "suda® and evonmtMsczage contadins MTTY="'
log: warnding: . feysten_logs, logarchive present tut roading from aystes log store.

Filrering the log date _.._-“_.1! "pracesrs == "sudo” AND gonposscMEssage QONTAINE *TTy=""

Skipping info and debug messeges, pasy —info andfor —debug to include.

Timastanp Thrgad TV Activity PID  TTu

PRIR-A=21 17135115, 001166-0a08 Ba43cEYT  Delault ki) 5163 @ Ik ooepa | TT=CCys@ddd | PaD=Users/oompn ;| USER=roor | COMMAND=/uaT/bins insmog

HOR-PL-17 1753500 M T291-AL0) BNd3cTan  Oefault ] FEEAY @ nent aoepa 1 TT¥=ttyséid ; PAD=/Users/oompn ; USER=roat | COMMANO=/usr/bindfs_usage

JI0-BL-21 LTIAL: A3, F1AR52-0408 DuddciiB  Oafault Bxg 25149 @ siica ! opnpa | TT¥<ttysBdd | PwDs/Users/conpa ; USER=Toot | DOMMARD= Binfmkdir /Nelumes/boring wmount point
TRZO-RA-T1 17:42: 04, 495250~L08 Bxaddbas DOaTaeult LE 26239 @ Bl | atapa | TT¥=1tyeddl ;| PAD=Users/oompe ; USER=tootr | COMMAND=/usr/bln/Fs_usage

Log « Defalt: &, TnFa: ¥, Dehigi i, ErroTri @y Fault: B

hetdvity = Create: 0, Transivion: B, Actiongi L]

pompaitarahe-MAA = % log show —last 28n —info —debug —predicate “{process — *su® or process =— *suca®) snd eventMessogs contsinz “Ley™”
log: warmirg: ./system_logs.logarchive prosant but resding from sysiem log storo.
Filtering the log datm wsing _._".._...Hﬁnn.-.n == "gu* Of pTOCRSE == “Subo"} AND ComposniMpssage COMTAING “fty™"

Timestang Thir e Typs activity PID TTL

H2p-ph-22 17:120657, FREIGE-0600- BaidaRlis - Default L] baT2N B Lt oompl 2 incorrest paswseord attempts | TTY=teys@dl ; PWleUmsrefoompa ; USER=root | COMMAND=/bin/zdh
HOARRA-2T 10 24704 L1700 Bxda2iMl Defoult [P Hed2L B Bl T ommpa = TT¥=tity=8i1 ; Pell=/Users/oomoa 7 USER=rooct ; COMMANI=/bindzsh

MRIR-B4-72 1Tr2B: 26 L2451 -84B8 BxfaZin®  Onfault (1% ATIET B ut BAD EU pomps too fJamedon on SdesStyseel

TEFR-84-37 1712541 23550460 Fuka3eE DeTault Brd 6712E B tir BAD EU pompa T fanedoe on SdeyfTTysed

HoIR-84-21 17:Z0147, TEOLLA-05609 Bx0a30GE  Defeult uch GT1h4 B gt DAl 8U sempe to fanedor on Sdev/TtysgEd

2O20-24-22 17:20:55, 13325145408 BadadlE  Oefault e BB B 1z pomga o japsdoe oo SdevittysBEd

Liny - Dafault: g, Tnfo: 8, Dubug! 8, Errar: 8, Fault! a

Activity = Creste: 8, Transitlan: @, hetlona: a
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macO3 iOS

LaunchAgents

LaunchAgents

LaunchDaemons

Loginltems

NanolaunchDaemons

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 155

macO8 and 108 systems have a variety of locations that applications can auto start from
While these locations can be nsed legitimately, malware anthors also tend to use them—especially on macOS.

A tool vou might want to look at to find antorunz and anditing information iz Knocklmock from Objective-See:
hitpsz//objective-see.com/products/knockinock htmi
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Autoruns: macOS Login Items - 10.13+

Launched when user logs in to system via GUI
= ~f{Library/Application Support/
com.apple backgroundtaskmanagementagent/
backzrounditems.btm
= <application=.app/Contents/Library/Loginltems/

LAl LI PPl
P nals o T

- NSK:E?‘E{[AI‘C*’I ver pﬁst fﬂl"l‘l‘lat :l“::_':'"' = ool posdtaelio [t -

| TeRAEATE - CEATLGY SEsieid Gt sdiman

=
Poe L oy A A P e bR i 5l
e P £
Poawarsd L Laes HH
Lt o
Sarah Edwani W BE§ B AR B A Rl " . B
.“Ti" r et Awrrn w ] opin nmuts e el ey g o A i 4 B - e e 53
" ok e rlg [0 AL BT W AL TR BC H RN N B 1 B BT E
g ] W W BF AT BT T BRI e W RS E T .
g mamm=== bt Pl 72z BT a0 B I O W B 0 00 4 " i 4L
T eyt e fapicaiin BAT W UR A BN R L B [ D) ) 1K e B8 A
LI Wl Voo Aok on RPN ST B 0 B R M e
st s 1 BOE NL BE B BB A5 BT A5 DA 7 P IFL0E b8 04 B W40 B AT
= 7 fimeghe Qirorm fis el bt g WD TEAL HOH R H 0N BT 6 W & 19| w3 B8
S Spaac [T Bi m O A] BE B7 T 0a FROB e 4w R W B 334 K1 19 b
5 o 13% P11 W 41 NT LN M B0 43 13 i 3 10 W41 00
MRz fererm TLl UM BE BE MR NT B2 REEE EC 80 B BA.0L WD M 1 e B W BT
10F R W R LR TR
114 WA 8 EL B0 AP P T &7 AL G576 A0 B O
185 WE BE W EA. X7 3E G4 AE PO BE A2 TT M 10 3 B WD Ar
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Ak 18 B 38 T 16 OTE ORI W 18 18 WM T3
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ot sa o i oK e TOL 3 TH SR ONDOM R3O OH WO N M E AR IR L
_r~1 TIC e A0 G WA R B R TR OB BNCR] AL &b 1 R F ity ] 1 L0
18] Logen Ot + 3T AFEATE AR 65 3L AL |70 TR R B MM L FT R \FT WL G e
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Each pser may have a zet of antoruns that zet launched when a nzer logs in via the system GUI login Fach login
item can be “hidden” on lannch, which means the login item iz hidden from view when it is starting up. Zogin
it=msa, while nsually legittmate. may be uzed as a malware persistence machaniam

This is an WSKeyed Archiver plist file. Fach user will have their own login items.

Locations:
« wflibrary/Zpplicet

=8 arn
[~

b

Support/com. app
=

ackgroundtaskmanagementagent,/backgrounditems.btm
s wapplicationy. | #

leh
oo/ Contenta/Library/LoginIitems)

Login items are similar to the Microsoft registry key
HEEY CURRENT USER\Scftware\Microscft\Windows\CurrentVersicn\ERun. These are psually
amall programs or helper applications.

156 © 2022 Sarah Edwards



Autoruns: Launch Agents and Daemons

Agents and Daemons
* Introduced in 104 (w/launchd)
* TM2083 “Daemons and Agents” - however http:flaunchd.info is better
* Property list file

* Very popular with current Mac malware

= Background User Process = Background System Process
= Can access user home directory * macO5
= May have GUI (limited, if at all) = [System/Library/l aunchDaemons
= macO5 = [Library/LaunchDiaemons
= [System/Library/LaunchAgents/ =05
* [Library/LaunchAgents/ = [System/Library/LaunchDiaemons
= ~flibrary/LaunchAgents/ = [System/Library/ManolaunchDaemons
=05 = [Library/LaunchDiaemons (jailbroken with

« [Library/LaunchAgents/ (System partition) OpenSSH/Dropbear/Cydia)

FGRSIB_'-II Mac and 105 Forensic Analysis and Incident Response 157

The preferred method of creating perzistence 13 by using Laonch Apgents and Daemons. These methods were
introduced in Mae OS5 X 10.4 with the introduction of 1zunchd, the system agent and daemon lauach manager.
The agents and daemons are implemented as information in a property list file. Most modern Mac malware uze
these methods to keep their malicions files persistent across system shutdowns and reboots.

Launch Agents are a background tser process, while daemons are backeround system proceszses. These processes
can access user home directories and have imited GUI interfaces, while daemonsz cannot. The typical location
where Launch Zgents are found is in the Taunchigent = ditectory. located in the System Library, Tocal
Library. and User Library directories. Those agents lannched from che /Syscen/Libraryor /Library/
directories are launched for all nsers, while those located in'the Users Tinrary directory are available only to that
vzer_ 108 devices may have them located in /Tibrary/Taunchigent= on the System partition.

Laonch Daemons are a background system process, while apents are backgronnd user processzes. The typical
location where Launch Daemons are found 1= in the ZaunchDaemons directory, located in the System Library
and Local Library directories. On 1085, Lavach Daemons may provide insight into what processes are running—
these areas are particularly interesting on jailbroken devices where various programs are launched from here. such

as 55H servers (OpenSEH Dropbear) and app stores like Cydia

Reference:
Daemons and Apents, Tech Wote 2083 (TIN2023)
hittpsy//developer.apple com/dibrary/archive technotes/tn 2083/ _index html
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Autoruns: Launch Agent Examples [1]

ce=npaEMER-M1 Jets % 1s -1 fl_i,hrnry.ﬂ_nm-uhl.qpuu

tetal 48
=IW-r==r— 1 root wahsel
~Iw-f-—=f-— 1 root whaal
=IW=F==F== 1 roat whesl
1
1

ot obdev,.1ittlesniteh. agent, plist

b cam.ujengo. istatnanus, agent . plist

cam.bjango. istatmenus. status. plis

=IW=F==[== root  whaal 0 com.microsoft.One0riveStandolonetipdator olist
o T e e root whesl com.mlcrosoft.update . agent, plist

pompapMEP-N1l fetc % 13 -1 -.n"L:Ihnry.l'l.lmMintl

tutal 4@

=IW-r—T— 1 gompa $Tatf GBS [NO
Iw=Fenur== 1 oompa staff Eﬂ'?l 3
~fw-r—-r—it 1 gompa staft ¥is

- com. dTopbox . DropboxMacUpdate. agent . alist
(cam.goaglo. keaystone_agent . plist
cam.googla.Keystone .. sposervice.plist
-TW-r-—r— 1 gonpa staff 455 | com, lagmeein. doToMecting. GiMAIRUplonder.plist
=tw=r—r— 1 oompa .staff  LBH fﬂ cam, logmain. GoTodesting SdMlipdate . plist
conpaMaP-N1 fetc N 1s -1 ngnthL}.htlrf.FL,lumhA.qnﬂtl:f

Total Zhea

—Tl=r=——r=—— 1 wh=sl GEL iﬂl :;.= 4 - cam. apgle. AHPATtmorkAgent . plist

-mw—r—r— 1 aheel h& 'ﬁl i ‘cam.apple. AMPDeviceDiscoveryAgont . plist
—fu-g—r— 1 whesl Tik #l! ﬁ:um.apnl:.iHPDEv!tE!AgEHt.plist

—tw-r—r— 1 wheel Ted Jﬂ .I. i _.tum..nr.lulc.ﬁHFlihrarrﬂurnl..n[lsi

—Tfmrm—— 1 whasl 757 .ﬁi a i com. apple. AMPSystenPlayerhgent, plist
-fW-E—f— 1 wheel 1082 JaA 1 ‘zam. bpole. ADSHeartheat.plist

—fw—f—f— 1 whasl B39 4 A 'aﬂlr cam. anmle . ADSPUshRELay . plisl

-rW-r—r— 1 wheel  GEE Jer 1 EEIE com.apale.AccessibilityVisuelsAgent.plist
=IW=fmel— 1 uhEel 613 T .'l’.!':lrl spple, AddressBook . AsslatantBervice  plist
=Ip=Fe=f— 1 uhigal Tl ;ﬂl !: O, spple. AddressBook . Contactadtcounteservice.nlist
~IW-r--r—— 1 whzel 1863 Tap ,1- “cam.apple. AddressBook . SourceSyne,plist
=TW-T——T=— 1 sheel  &77 dait 3 %{mm apple. AddressBook . #bd. plist

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 158

The zcreenshot above shows a typical example of the varions Launchigenta directories.

Each launch agent property list 1 named in the reverse DNS format Generally, if you are looking for a malicions
Laonch Agent you may choose to look at the filename for odd zounding items or looking at the filesystem
timestamps for the one that fits your malicions timeline.

If all elze fails. usnally a good internet search for the filename may provide information whether if 13 legitimate or
oot
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Autoruns: Launch Agent Examples [2]
¥ Root & Dictionary (& Items)
Label String com.openssh.ssh-agent
¥ ProgramArguments ArTay (2 ltems)
Item O String jusr/bin/ssh-agent
Itam 1 String =|
¥ Sockets Dictionary (7 tarm)
¥ Listeners Dictiomary (7 Ttem)
SecureSocketWithKey  String SSH_AUTH_S0CK
EnableTransactions Booiean YES
¥ Root Dlctlonary (G Itama)
¥ MachBarvices Dictionary 11 ltamj
com.blango. statmenusagent  Boolesn YES
LimitLoadToSessonType String Agus
Lt Siring com.blango. lstatmenus. sgenmt
¥ Kesphlive Dictionary [ tema]
Crashed Boolean YES
SuccessfulExit Boolesn NO
Program String LibraryAppiication SupportfiStat Memus &iStatMenusAgent. app/Contents/MacO5iStatMenus Agent

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 160

Examples of launch agents are shown above. Each launch agent contains two basic keys:

* Iraogramor Programbrgument3: File path of the program to launch This key can have multiple
items; the first i3 always the program to execuote, while the others are program arguments. This example
rons the command /usr/bin/=ssh-agent withthe -1 flag

= Taoel:Beverse DNS name for the process This string should be uniqoe across lannch agents.

Other keys may be uzed to costomize the lanach agent Many of theze Feys are explained in the Man Page for
lsunchd.pglisc.

The Esepilive key contains the subkey “SucessfulExit”. According to Tech Note 2083, thiz means to “run
on demand as long as you exit successfully™.

Reference:
lzunchd.plist man Page
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Autoruns: Launch Daesmon Example

e
Bat Jex B BVLAES 37 Dy

Pewni g nlidl Dy Tilen
Clasring 357 mli gystws snarnGIaEnTI

Famaing sials "Uss "saw (aagtowtm

|8 mmene

sam appie. parisdic-dnily

|2 Evrrm

fumrflnetoc/poriodic wranpor
dinlly

15 Berns

B, 400
18,400
Muimlsnarce
s ]

YEE

YES

[ 1] » Aoat
T Niaw iyl oyl Capianaty ewesd Lirem Wiwneil  Maisibed i
rodeElasiEl PEREl L memi  wER SIPRIE NITERTIEROSYIOEGNEG ¢ ahel
B o TR O T o B SRR RTTRRS B pr et ESar v
siwe/Elakied  SEML BRI LML 3R 3 APARSATET B Wnlunesdafaplars * ProgramAsjuments
weTwzry frrETfIcE aTEzemg
wrmrman Ipits derrd ety Derrs Dol lkem O
[ P [}
Ldpelaint e gz l@m 4
Pabiid:cs EBLe -~ S E - LomP oyl
i i [] a a
r T ] [ 1 Mica
v 7 [] T a
v ¥ [] [l ] ¥ LaunchEvanin
v T L] L] '
Ta B s W0 e § wasagee B a ¥ il i
| Paba oAbkt - et - - bt e Bevity
raczha-wbp.cey  LERHEEAT - AR - - ~ sra Tmdic-
BT T 2kl =3 [} ] [ a4 a et le. previodic-dathy
™ L H = T ] ']
1 B s 5 o3 S X Irdomya
+ v i n ] [
paie H H . H a CracaPario:
= . ‘ ] " . il
™ i i ] ] a Priority
i : : é : : AllowBattery
feS11N AN [ z
3 ::l. i - L] " Rapaating
i Pl 70 o et WL - ™ = =
' : i ¥ & u B AbREdnPracesRErmp
t Fabriid i ohdaaml 1y - kr - -
ol ABA2 allah#TS  wccamcalliPAciE-AT 183s ] 1818 T #
ol 1502  Telfoissdei TeMIT! Dacoe1aERY phy L] E 1618 -

Lyond wretem s
LT ™

LHIN, L air, il dawiagos | B9, 0 2.k 81,08

— B of gwlly st —

Mac and #05 Forensic Analysis and Incident Response 161

Good examples of lannch daesmons are the Unix periodic maintenance seripts: D231y weekly, and monthly.

The zcreenshot shows the output from the daily seript in the d211y. out file. The coordinating T annch Daemon,
com.apple.pericdic—daily.plist, coatains many of the same keys as the Taunchfigents_ The

Brogramirgum=nts key contains the path to the daily script with the arpument “dz23Iy™.

The property list also contains the key LaunchEvent= keys This shows how often to run the process; in this

case, every day (86,400 seconds), with a grace period of four houors (14 400 seconds).

© 2022 Sarah Edwards
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Application-Level Firewall: Preference Pane and Configuration

Block all incoming ennnactions

Canarel  Viswauh el Privecy Bloois &l oo ng conNECUoNE Seomat (N0EG raqy - for DIGEC I0[ernol Gany s, Such a8
DHER, Bongour, ard Phec
& Pl D Tlaee 1 Pirmd
T Vrwratl 'y bursa o aod wai 1 presan umenasbeed g e, prograre, e Remate Login 155H) ® allow inl:n'nl'ng cannections
A e L Scraan Sharing # Ajlow Incoming cornextlons
Faymadii s h* — —
& MRDAgErt ® Block incoming connecticns o
i BacklLight & Allow incoming cannections =
COML AR IE R I Natwaiing. ips & Allow incorning cannottions =
eIJmpbvq & Allow incoming connections :

|
o | flommticnlly aliow boilt-in software o mooeive noosming connections
+  Autgrmatically allow downlnaded signed software to receive inooming comneciions
Wiows software sigoed by @ vaid certilicoe autharily 1o provice sendices sooessed from
ihe nalwerk.

B Csem oo i presere farmar prangan Adtvarran Cnabis sisalth mode
= Dot | [ e Ak

Application-Level Firewall (ALF) S G IEMI: ok 41
10.7+; Packet Filter Firewall (pfctl) ; Concel | OK
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ta seoa I Sompoief Inam the network by e

The default firewall program on macOS is the application-level firewall (ALF), which can be confizured in the
S=curity zand Priwvscy preferences panel under System Preferences. The firewall iz not tumed on by defanlt

on a newly installed system.

The zcreenshot on the left shows the Firewa1]1 tab on the Security and Privacy preferences pane. The
zcreenshot on the right shows the Firewall Options, which show the remote access options and specific
application configurations.

macO8 systems come with two firewalls: An application-level firewall (host-based application firewall) and an
IPPacket Filtering firewall A non-savvy uzer may use the application-level firewall via the GUI while a more
technical nser may use the IP firewall via the ofotl command. [fused, the Packet Filtering firewall confignration
can be found in /ecc/pZ.cont.
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Application-Level Firewall: Configuration

ILibrary/Preferences/com.apple.alf.plist
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configuration for the application-level firewall

The globalstate key determines if the firewall iz enabled.
» 1=Firewall Enabled
» 0 =Firewall Dizabled

In the screenshot of the application firewall, there are two checkboxes the nsers can configure. The following keys
hold this confizuration:
= Theailowzsignedenabled key determines if the checkbox to allow signed software to receive
incoming connections iz checked (1 = checked).
= Thealilowdownloadsignedenakbied key determines if the checkbox to allow downloaded signed
software to receive incoming connections is checked (1 = checked).
= The stealithenabled key determines if the stealth enabled checkbox was checled (1 = checked).
Enabling stealth mode ignores acknowledgement from network uhilities like ping.

The aprplications key lists the applications confioured in the firewall, as shown in the sereenshot on the
previons slide. Each application ttem contains the applications bundle ID, aliaz data. and the state. A state of 07
allows incoming connections, while a state of “27 blocks incoming connections to the application.

The remote access options can be found inthe Sharing preferences pane.
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¥ Root Dictionary (12 items)
loggingenabled Number 1
b exceptions Array (9 items)
version String 1.6
allowsignedenabled Number 1
b explicitauths Array {7 items)
globalstate Mumber 1
b firewall Dictionary (9 itemns)
stealthenabled Number 0
loggingoption Number 0
w applications Array (4 items)
vitemO Dictionary {4 items)
bundleid String com.apple.RemoteDesktopAgent
reqdata Data <fadeCc00 00000038 00000001 Q0|
alias Data <3c3f786d 6c207665 7273696f Bej
state Number 2
¥ ltem 1 Dictionary (4 itemns)
bundleid String com.apple WebKit.Networking
regdata Data <fade0c00 00000038 00000001 00|
alias Data <3c3f786d 6c207665 7273696f Ges
state Mumber 0
¥ item 2 Dictionary (4 items)
bundleid String com.getdropbox.dropbox
reqdata Data <fade0Oc00 Q00C000a4 00000001 001
alias Data <3c3f7B6d 6207665 72736961 Gel
state Mumber a
¥vitem3 Dictionary (4 items)
bundleid String com.blackbagtech.BlackLight
reqdata Data <fade0OcQ0 000000a8 00000001 OO0
alias Data <3c3f786d 6c207665 72736961 Gel
state Number 0
firewallunload Number 0
allowdownloadsignedenabled  Number 1
© 2022 Sarah Edwards
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The Passwords Preference Panel can be vsed to view stored secrets that are stored in the Keychains.
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User and System Keychains

Store sensitive data

+ User: ~/Library/Keychains

= login.keychain-db

* Cloud: <Hardware UUID=/keychain-2.db
* System:/Library/Keychains

= System.keychain

iOS (+/- iCloud Keychain)
* iOS backups
= /Keychains: keychain-backup.plist
* Physical
= /private/var/Keychains/keychain-2.db

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 166

The keychains on a system are used to store sensitive data such as usernames, passwords, and public and private
keys The Zogin. keychain—db holds user-sensitive items, and the Sy=stem. keychain holds sensitive
system-wide information Other keychains may exist on the system, including those that are user created.

Another type of keychain to be aware of is the 1Clond keychain. If the nzer chooses to, they can sync their
credentials across all of their devices, including laptops, desbtops, and iDevices. If enabled. the iClond keychain
will be stored in another GUID-named (Hardware UTUID] directory inthe keychain-2 . di SQLite databasze file.

On 108 devices, the keychains are stored in /private/var/¥=ychains. The user and/or iCloud keychain

will be named kxeychain-2.do and is a SQLite database. On i05 backups thiz database is a plist file named
keychasin-backup.plisc.
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Keychain Contents

iCloud Keychain

System.keychain
keychain-2.db

login.keychain-db

Time Machine Passwords Access Pomt Passwords

Access Pomt Passwords

VP Passwords

Application Passwords
Time Machine Passwords

Certificates
Internet Passwords Apphcation Passwords
Public and Private Keys

Web Form Passwords

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 167

hain

The two most important kevchains are the user's Jogin. keychain—dE and the System. keychain

The 1ogin. keychain may contain the user’s passwords for access points, Time Machine, applications, and
webzites. It also stores the user's certificates and public and private keys. Among all of this information, there may
also be notes if the vser chooses to create them here. The default 1ogin. xeychain password is the vser's

account password.

The iCloud kevchain stores information that may not only be vsed on macOS but on iDevices as well—an access
point used on the suspect’s iPhone may be syoced to the iCloud keychain

The Systenm. keychain also contains passwords for VENs, access points. Time Machine, and applications. It
may also contain private and public kevs and certificates.

The metadata.keychain, if vou are corious, contains data related to the user’s Spotlight metadata index.
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Keychain Disk Layout: macOS$S

ert Kechams oompas pwd

o

. a/Library/Keychain
bir: Rny:hslns oompad 1ls -1R
total 1328
drwx-———— 11 compa staff 374 Dec 38 10:e1 E&Eﬁ!ﬂlﬂmaﬁl.f 585-
~rW-r--r--@ 1 compa staff 658448 Jan 22 14:1s4 [Togin. n—db-
-rW—————— 1 compa staff 27174 Dec 26 11:14 metadata.keychain-db
-rw-————— 1 pompa s&staff B Dec 7 89:57 calssuercache.sglite3d
-tW———— 1 pcompa staff 512 Dec 38 18:82 ceissuercache. sqllteﬂ -journal
B 1 ocomps stsff 913488 Jan 22 14:25 Keyghain-2.db
-t————— 1 ovompa staff 32748 Jan 28 @#5:80 keychain-2. ﬂhﬁihl
“IWe=m-e== 1 pompa staff 2966432 Jan 22 14:26 Keychain-2. dh-wll
-rW————— 1 oompa staff 114488 Jan 21 19:43 ocspcache.sglite3
=Tl====== ] pompa staff 32768 Jan 28 @9:88 ocspoache.sqlited-shm
-rw———— 1 pompa staff 518912 Jan 22 14:34 ocspcache.sglited-wal
-IW-————— 1 pompa staff 1518 Dec 18 1B:41 user.kb
bit:Keychains oompa$ 1s -1r JEibrary/Keychainsy

total 232
=rW=r==r== 1 root wheel A1476 Jan 13 12:26 System.keychain
-tW-T—r—2 1 Toot wheel 49864 Jan 1 28:1¢6 apsd.keychain

FOR518.3 | Mac and OS5 Forensic Analysis and Incident Response 188

On mac(O38, the keychains are stored in the user’s Library directory (~/Library/Heychains/)as
login.keychain[-db] or keychain-2.db.

10.12 added a new file extension to the login keychain file, *—db™ Other keychain-related security items also exist
in these directories.

The iClond keychain if the nser chooses to pse it will be stored vader a GUID (the Hardware UUID of the
zystem), in the keychain-2 . di file (3ame file as on 108 physical devices). While the nser may not be actively
using the keychain it still may exist on their system.

The Syatem. keychain file iz stored in the System Library (/Library/Heychains/ directory).
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Keychain Disk Layout: iOS (Physical and Backup)

iPhone:fprivate/veaz/Reychains root# ls -la
total 4972
drwxr-xr-x 4 _securityd wheel L42 Jan B 18:15
drwxr-xr-x 34 root wheel 1394 Jul 29 19:42 ..
drwir-xr-x 2 _securityd wheel 68 Oct 26 2910 Assets
drwxr-xr-x 2 mobila mobile 68 Dct 15 2015 Library
—W=——==—— 1 seourityd wheel 146384 Oct 3 2011 TrustStore.sgqlited
— s 1 _securityd whael B Oct 25 2815 caissuercache.sglited
I l-lﬂ_-" — 1 _securityd wheel 512 Jan B 1B:15 caissuercache.sglite3-journal
» Edb — 1 _securityd wheel 1681536 Jan 22 14:18
¥ [ KeyboardDomain -~ 1 _senurityd wheel 32748 Jan 27 14:11
¥ i Keychelns b== 1 _securityd wheel 2472032 Jan 22 14:19
keychain- backup.plist F— 1 _securityd whael 45056 Jan 22 14:18 ocspcache.sglited
ocepcache.sqlited —— 1 _securityd wheel 32768 Jan 22 14:13 ocspcoche.sglite3-shm
TrustStare.sqlite3 — 1 _securityd wheel BA1712 Jan 22 14:18 ocspcoeche.sglited-wal
* | Managed Preferences
» 5 mobile
¥ [ MobileDevice [ ) .
> ‘ﬁmmncus iCloud keychain not backed up in local backups
[ root
¥ [ UinknownDomain
kL wirakess
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The zcreenshots above show the layout for the keychains on 105; the k=ychain-2. dr will only be available cn
physical 108 device acquistions—otherwize you will see a keychain-backup.pii=c file i backup
acquizitions.

On 105 disks, the keychain files are located in fprivace/var /H=aychains, and, justlike macOS, there may be
a few other keychain-related items in the directory; bowever, keychain-2.db contains most of the nzer-based
zenzitive items.

On 103 backups, the keychain-backup plist file may be stored in a directory named “Eeychains™or

“HeychazinDom=in", depending on the acquisition tool uzed. It 15 worth noting that iCloud keychain items are
not specifically backed up in this plist file
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Tools to Review or Dump Keychain

macOS login.keychain / System.keychain | e 2 .

* Keychain Accessapp (on live system or imported with user password)
* “security” command (unlocked keychain on Mac system)

* Chainbreaker (w/ password or memory iniage)

* System.keychain using fvarfdbiSystemiey File

* Elcomsoft Password D (brute force)

* Keychain Access app (live system)
* Chainbreaker (w/password)

Encrypted iOS Backup

* iPhone Data Protection tools: keychain_toolpy (with backup password) — Clder iC5s
* Many commercial forensic utilities

i05/iCloud Keychains (on 105 Device)

BE0ERE BB’

* Keychain Dumper (with physicalfailbroken access)
* Wia Menus: Settings | Passwords & Accounts | Vwebsite and App Passwords [with Touch |D/Face ID/passcode)
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Different tocls can be psed to dump or acecess the keychain for review.

On macOS systems. you can use Keychain Access app or the native “securicy”™ command to view the passwords. A
password may or may not be needed, depending on if you are viewing on the live system (say during system triage) or
reviewing a dead drive keychain file on a separate analyst system  Other tools like Chainbreaker or Elcomsoft Password
Digger can be used offline with without the password.

1Cloud keychains are the toughest to get into right now, as there are limited tools to do so. This keychain can be reviewed
using the Keychain Accessapp on a live system; however, it can’t be used to import onto another system.

Encrypted iPhone Backup keychains can be extracted by naing the iPhone Data Protection tools, assuming you have the
iPhone backup password. Follow steps 1-3 from https://dpron com/recovering-google-authenticator-kevs-from-ios-

backups'  Additional help from https:/fapple stackexchange com/questtons/1 90139 view-keychain-from-encrypted-ios-3-
2-backup may be nezded.

Once set up. you can run the command below to dump the contents of the keychain
pythen keychain tool.py —d keychain-backup.plist Manifest.piist

Other commercial tools like Eleomsoft Phone Breaker—Encrypted (with Backup Password) or Unencrypted (with
“Becurity Key™ extracted from the physical device}—can be nzed to dump the 108 keychain

To dump the SQLite version of the 1058/1Clond keychain, you can vse an 108 device and the Eeychain Dumper zeript
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Beferences:

System kevchain via StackExchange: hitps://apple stackexchange com/questions 307180 how-to-decrypt-the-
svstem-kevehain-from-another-mac-at-the-command-line

tPhone Diata Protection Tools: https://github com/dinoseciphone-dataprotection

Chainbreaker https-//github com ‘nlfate’'chainbrealrer

Elcomszoft Pazsword Digger: hitps://www elcomsoft com/epd html

Eeychain Dumper: https://zithub com/ptoomey 3 Eeychain-Dumper
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Keychain Access.app: Password Management Software

N ] Koychain Actess = @ 3
- bl W AR LTI Fac i i Wy CaoiliMoat Eiys CartifcEia
ki
- Kimd: pobiic key, 5S4, 2,048-0k [ ] ] 108 Eap ki
T Liuiga Enerppl, Declvn, Varlly
acirinumes  AesaEs Camrnl
a asn | IO Naceuy
Hnme A Koychain
J|:‘.-Il,a BRI acphdian ki s
& 5 | ks B i iorEMee it ARSI T B o
L) bl i Whirs (D Meskup togn
= Systarm Roota 5 Aocle Apglicaiion inegraton Certiication Authority logn
§ Apole 10 d NghtmdnEgimail G ey Romrewy gy
| Appke 10| Iahbmdnamail sem ey legr
A, Appln Porsistant State Encryption livgen
L. Cat Histocy User Data Key St ey o
\-_'__ Ehrome Sale Sioinge lon
,:'“ i, ajnle, cconin, AfEs R usL TGk - S0y - i g -0l |y
som.aple. account. count.elaudittokan ]
& I Appkbccaunt Blaudir-tok | }
o mnplraccourd. Applefooount find -rry-dnionds-app-toaen  applicmion passsore Foo 25, 2018 at 328-37_ - togn
; FR FR ! g
_'_ som.apole.accounil. Appledc count fird-mrp-phone-token pplicstion paseword - Felo 08 2008 ol B2597.. — logwri
£ o, gl S ount, ket comint, m e -teien Applcetlcn panswerd  Fea 35, 2018 ar 002537,  — Mgry
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The ¥=ychain Zccess application can be used to interact with the keychains. This application works like any
other pazsword management system . Click on the keychain on the left. and the contents will be shown on the main
zcreen. Be zure to choose “217 Tte=ms™inthe Category listing; otherwise, vou may not see all the data stored.

Note: The defanlt password for a user's Togin. keychain is theirlogin password; however, this can be changed
if the nser has the option to chanoe it

The analyst can select the “Show pazswaord” checkbox and input the user’s keycham password (by defanlt, the
login password).
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Other Keychain Access

“strings *” keychain

* |[dentifizble Information not encrypred
= “i05 Backup”
= Applications:"Evernote”, "OneDrive","Chrome”
= “Apple ID"
= “Twitter"”
* Contact information/email addresses/addresses
= Certificates and passwords are encrypted

= security list-keychains
= security dump-keychain -d login.keychain
= Mewer macO%: Many pop-ups asking for login password, select “Deny” if password is unknown.

* May still get some credentials
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The strings command can be used to identify interesting kevwords in a keychain that are not encrypted. Thiz
can give you an idea of what might be stored in the kevchain if von are vnable to access it with the user’s password
{remember a uzer does not have to nse thetr login pazsword. but if 13 used by defaunlt).

Strings like the following may sugzest certain items= are saved in the keychain-
» “imagent©oiChat

»  ¥iCZIoud”:iCloud account

* “com.apple.account.googli=a" Google acconnt

» “Jabbsr: us=r@gmail.conm’: Google Chat account
« YATM: <ussranandl=>": ATMW account

» ¥FapaTims: «<s5c08>": FaceTime account

* ®ssy=tem>. rfb. tcp.local” Screen Shaning

The s=curity command can be vsed to list keychains and dump keyvchain contents (though not the encrypted
comtents) on a live system. You'll zee many of the same strines with more context.

The “s=curity dump-keychain -4 command can be particularly useful when used on a live system—it

can sometimes dump plaintext passwords that have been unlocked. If the vser is logged in but will not give up thesr
password, vou may be able o run this command and find it yourself! ook for fields labeled “daca:™
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Screen Time - macOS 10.15+,10S 13+
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macO8: fvar/folders/«<darvin ws=r diz>/0/com.aprnle

ScreenTimelkgent,
i08: fprivate/varfmcbile/Library/Bpplication

Suppori/com.apple.remoemanagsmancds

Screen Time is an application that keeps track of time spent in various apps, application notifications, and
‘pickups’. (A picknp may be when a user picls up their device after receiving an app notification ).

A user may choose to syne this information across all their devices.

The Screen Time setting must be specially turned on to be able to zee data
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Screen Time —macOS 10.15+,10S 13+
com.apple.ScreenTimeAgent, com.apple.remotemanagementd

Directones:

* macCs: Narffolders/=dorwin_user_dir=/Vcom.apple ScreenTimeAgent!
* 105 fprivetetarimobilefLibrary/ Application Support/com.apple remotemanagementd’

itahases 22h18m
* RMAdminStore-Cloud sgfite I
* RMAdminStore-Local sqlite

T Ty

* Usage by Category

* Application Usage viz Bundle iD
* Wveb Browsing Llsage

* Motifications :
= Pidﬂ.lpﬁ n Ajuie R

Data Retention — ~3 (iO5), ~5 (macOS) weeks

- g
E‘I‘Tﬁ"
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macO5: fvar/foliders/<darvin us=sr dir>/0fcom.applie.ScreenTimelgent/

i08: fprivate/varfmcbile/Library/Bpplication
Suppori/com.apple.remoemanagsmancds

Screen Time stores this information in RAMAdminStore-* sqlite databases. The data 13 organized by categories,
howrs, timed items_ and counted stems. This databasze will show general application usage, not granular application
usage. This type of zranularity will be dizcozsed in the bnowledgeC db section.

References:

httpsz//github com/macdnf/APOLLOblob/master' modules/screentime by category txt
httpsz//github com/macdnf/APOLLO/blob/master' modules/zereentime by hour txt
httpsz//githnb com/macdnd/APOLLO/blob master' modules/screentime  counted items txt
httpsz//githnb com/macdnd/APOLLO/blob/master' modules/screentime  timed ftems txt
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. .
Screen Time — Categories
Null entries are combined time between devices.
HOLWUR CATECORY ID CATELDRY TIE I:HF\IITIEI HAKNE DEVICE IO FLATFORM  GIVEN N&ME Lriia]
300 PN21G05-36 1F0000  idifes L0 MEP-M] A1ED] 274 -DEIA-SEFS -B5AS EFDNITEEATIG macs Prawvood 1REITI3445
400 Z0A1-05-20 FRIGDG0  Lxiliiee &0 Ehwiad 1EEDFI3445
W] 2NA1-N5-F6 TR0  (klies 1.0 MEM-N] AR P TE-DERA- SEFD-BRAA - FFOIOTEEATIO DS Fhared 1RRITIFANE
ARl P0R1-05-26 190000  Lsilitex 0.0 Efwnaad 1969753445
403 POF1-05-26 190000  wilines 10 RP-W 41BN 7 Fe-DEAA- SR -BEAS -FFDIOTTEATIR mat0s Framiad 1HRATI3445
4 Z021-U3-3h 200000 Urspeciied2 SR BEG LS PSS d s Se 20 I Sl fTebeh Foaf%d 5 hwoed EERERERE
a5 R0 -0%-26 200000 Uxilities ATRDI 274 -DELA-SAES-BEAL -EFD2OTEEATIS mats Fhwood 1HBA7 13445
&ls ZIX1-U05-I6 m—mmu Eilites Lhaood 1583715445
ANT POXL0% <28 200008  Creaiiviiy Flraocd 10EATIZ4E
458 P021=-05-26 200000 Uncpecifind? Erwced 1EST13445
Iu;l; TNA1-05-F6 20000 - Croanvly il i | 1 b&15f5 L0505 320737 IhaTeetNchTaefsd  aO% [ = | 1RRITIZA4E
; . . : 44 BRAGRAGEEAGRT MOk AT T-DEIA-SRES-REAS-ITOTEIATIG.  machs Phwoed THEUTTIA4E
[.:.::;:;-w’ o el -: -.:' :1-. -" Eranad 10EI733445
Al EDIL-U5-20 110000  Cruativity wng Ehwacd LREITIA445
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macO5: fvar/foliders/<darvin us=sr dir>/0fcom.applie.ScreenTimelgent/
i08: fprivate/varfmcbile/Library/Bpplication

Suppori/com.apple.remoemanagsmancds

One example of the data kept in this databaze inclndes nsage by categones (Utilities, Social, Creative, Shopping,
etc.). The query {on the next slide) cutput above matches the usage information shown in the screenshot on the
previons shide.

If the uzer chooses to sync the data across multiple devices. the name and UDIDs for those devices are shown.
Some categories have not been specified by Apple and have been named as such (This iz nsoally when system
applications such as phone_wallet, or camera apps are being used.).

The usage times of each device are shown as well as a combined time (for that hour) where the name and device
columns are set to NULL.

References:

httpsz//github com/macdnd/ APOLLO/blob/master' modules/screentime by category txt
httpsz//github com/macdnd/ APOLLO/blob/master' modules/zereentime by hour tt
hrtps://github com/macdnt/ APOLLO/blob/master/'modules/zcreentime  counted items txt
https://github com/mac4dns/ APOLLO/blob/master/modules/ /screentime timed ftems txt
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SELECT
DISTINCT
DATETIME{ZUSAGEBLOCK.ZSTARTDATE+978307200,"UNIXEPOCH','LOCALTIME") AS 'HOUR',
CASE ZUSAGECATEGORY .ZIDENTIFIER
WHEN ‘DHO011" THEN 'Unspecified]’
WHEN '‘DH0012" THEN 'Unspecified2’
WHEN 'DH0013" THEN 'Unspecified3’
WHEN '‘DH1001" THEN 'Games’
WHEN 'DH1002" THEN 'Social’
WHEN 'DH1003" THEN 'Entertainment’
WHEN 'DH 1004’ THEN 'Creativity'
WHEN 'DH1005" THEN 'Productivity & Finance'
WHEN 'DH1006" THEN 'Education’
WHEN 'DH1007" THEN 'Information & Reading'
WHEN 'DH1008" THEN 'Health & Fitness'
WHEN 'DH 1009' THEN 'Other’
WHEN 'DH1010' THEN 'Unspecified4’
WHEN 'DH1011" THEN 'Utilities'
WHEN 'DH1012' THEN 'Shopping and Food'
WHEN 'DH1013' THEN Travel'
ELSE ZUSAGECATEGORY.ZIDENTIFIER
END AS 'CATEGORY ID',
ZUSAGECATEGORY.ZTOTALTIMEINSECONDS/60.00 AS 'CATECORY TIME (MINUTES)',
ZCOREDEVICE.ZNAME AS 'NAME',
ZCOREDEVICE.ZIDENTIFIER AS 'DEVICE ID',
CASE ZCOREDEVICE.ZPLATFORM
WHEN 0 THEN 'Unknown'
WHEN 1 THEN 'mac05'
WHEN 2 THEN 'i0s'
WHEN 4 THEN 'Apple Watch'
ELSE ZFLATFORM
END AS PLATFORM,
ZCOREUSER.ZGIVENNAME AS 'GIVEN MAME',
ZCOREUSER.ZDSID AS 'DSID
FROM ZUSAGETIMEDITEM
LEFT JOIN ZUSAGECATEGORY ON ZUSAGECATEGORY.Z PK == ZUSAGETIMEDITEM.ZCATEGORY
LEFT JOIN ZUSAGEBLOCK ON ZUSAGECATEGORY.ZBLOCK == ZUSAGEBLOCK.Z_PK
LEFT JOIN ZUSAGE ON ZUSAGEBLOCK.ZUSAGE == ZUSAGE.Z_PK
LEFT JOIN ZCOREUSER ON ZUSAGE.ZUSER == ZCOREUSER.Z_PK
LEFT JOIN ZCOREDEVICE ON ZUSAGE.ZDEVICE == ZCOREDEVICE.Z PK
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[ HOUR
198 2021-05-26 17:00:00
4000 2021-05-26 18:00:00
H 2021-05-26 18.00:00
_:uu 2021-05-26 19:00:00
.Ew 2021-05-26 19:00:00

406 | 2021-05-26 20:00:00°

412" 2021-05-29 11:00:00

o
03 2021-05.26 200000

CATEGORY ID
Utilities
Ltilities
Utilities
Utilities
Urilitses
Unspecifiad?
Utilities
Liriligies

w7 | 2021-05-26 20:00.00 Creariviry
.E Epﬁ.ﬂuﬂxﬁ.
! Crestioy

Unspecified2

CATEGORY TIME (MINUTES)
0.0

MEP=H1

0.0

600

MEP-M1

500~
MEF-M1

60.0

DEVICE 1D
418012 74-DEIA-56F9-BEAG-EFD2Z0TEEATO0

418D1274-DEIA-3BFI-BAAB-EFD2OTEEATDO

41B01274-DE3A-5BF9-BaAB-EFDZOFEEATOD

SRa7RRE15f5ha05d5 5202371627 hed0chT5cl52
418012 74-DE3A-56F9-BEAG-EFD2OTEEATOO

MAMEE 1554054550202 32362764 0ch T 5cf52

| A1RD1Z274-DEIA- wmmnlﬂhmlmwﬂmaumbuﬂm

| PLATFORM | GIVEN NAME

macls Elwood

Elwood
macils Elwond
Elwoaod
macs Elwood
105 Elwood
Elwood
Elwrood

Elwead

miacils

i Elwood
05 Elweood
Elwcod
Elwzod
Elwead

Do
1989733445
1080733445
1969733445
1960733445
1960733445
1989733445
1989733445
1989733445
19EG733445
1980733445
1089733445
1983733445
1089733445
1980733445
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OIGITAL FOREWSICE & INCIDENT RESPOMEE

Lab 3.4
User Data & sttem Conﬁguration — Part |l
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