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App Fundamentals
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File System Locations
iOS Snapshots

Permissions

Most Recently Used (MRUs)

Configured Accounts

App Testing and Analysis

FORS518.4 | Mac and 05 Forensic Analysis and Incident Response &
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App Preference Files

Application Configurations
* Bundle ID/Reverse DIN5 Filename — net.whatsapp.VWhatsApp.plist, com.apple.Maps.phst

* ~/Library/Preferences/
* ~fLibrary/Containers/.../<bundle_id=/.../Preferences/

105 Backup

* /mobile/Applications/<bundle_id=/
* /mobile/Library/Preferences

iOS Physical

* /private/var/mobile/Containers/.../<bundle_id=/Preferences/
* /private/var/mobile/Preferences

FOR518.4 | Macand ¥O5 Forensic Analyss and Incident Response 7
Preference files are nsually plist files that contain confisuration data for a particolar application. This data can
include a wide variety of tems.

Thesze preference files are plist files that are named veing the bondle ID, the reverse DNS format.
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Example Preference File: Hyatt Mobile Entry App

b ﬁiﬂﬁ‘t_ DI'EHEM (20 Mema)
B ADMS_ Ufemloﬂata Dictionary {14 itoms)
ADMS_PAUSE N . . |Date 2015 IDG—{:IS 23:59:08
ADMS START o Date ZD'IE D'El 03 23:51:31
___ ADDBEMOBILE STOREDDEFAULTS AD __  |sting |2A9D72208507A683-4000010A200860D2 ]
CurrentProperty i Number A2 =
OMCK | Date 2015-04-25 00:48:01
. BMCK2 et e e S 1115~ PR ) 31 e o e B e ey 0,
|  OMowkd @000 0 00 000000000 000 bste @ 20150603 204R26 0 0 0 0
COMCHE Number 3
CIMCK? i I S .- 1 L i
WebCatabaseDlrectory String {varfmoblle/ContainersiData/Apolication/ AS7 3
~ WebKiDisklmageCacheSavedCacheDirectory | 8ting [
i WE”KHLM“'S‘“'“'EEBE'“WP““P'E'“'E“‘"E'HEZ" B verfimoh]
| WehKitOHineWebapplicationCacheEnabled i Recleamn | Trtle
. WebKitShrinksStandaloneimagesToFit . |Bodgiean True
_ comhyatt moblle key.goidPasspartld String =)
com.hyatt.mobile_key.guesiMame String SARAH EDWARDS
uunthrathutHH_kEf.mrnﬂlwan ) Boolean True
com.hyatt. mmH&,k&rmudGnidFﬁﬂpmwaﬂrUMmlmﬂ String
com, hyatt.mobiie_key.savedGoldPassporiPassword String

FOR518.4 | Macand ¥O5 Forensic Analyss and Incident Response  #

In addition to application data such as messages or contact lists, an analyst may need to look for user IDs such as
email addreszes and account numbers. Analysts may also find passwords in plaintext associated with varions
accounts.

The example above 13 from the Hyatt Mobile Entry application (com.hystt . MobileEntry.plist). The app
configuration plist files may contdin some interesting information and are always worth quickly reviewing If an
analyst 1z trying to find passwords nsed to attempt to break into other encrypted containers, seemingly random
applications on that user's device may contain this information 10 an easy-to-get way! Why use brote force when
you can get passwords in plaintext!

8 © 2022 Sarah Edwards



App Databases and Other Files

SQLite Databases, Proprietary Files, Logs — Anything Goes!

+ ~fLibrary/
* ~/Library/Application Support/
* ~fLibrary/Containers/...

iOS Backup

* /mobile/Applications/<bundle_id=/
* /maobile/Library/

iOS Physical
+ /private/var/mobile/Containers/... /<bundle id=/Library/
= [private/var/mobile/Library/

FOR518.4 | Macand ¥O5 Forensic Analyss and Incident Response ¢

Databazes and other application files can be found in these locations. Each application will have its own files
representing the data used for the apps themselves. Common files seen are SQLite databaze files, proprietary data,
and maybe some log files.

© 2022 Sarah Edwards
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Application Caches

Cache.db SQLite Database and/or Other Cached Files

* ~/Library/Caches/
* ~/Library/Containers/.../<bundle_id=>/.../Cache/

iOS Backup
* Probably little to none; cached items rarely get backed up

iOS Physical

* [private/var/mobile/Containers/.../<bundle_id>/Library/Caches/
» /private/var/mobile/Library/Cache/<bundle_id>

FOR518.4 | Macand ¥05 Forensic Analysis and Incident Response 10

Application caches are always worth a review. Browsers are often the most common for an analyst to review:;
however, other apps may retain cached data that could be of importance in an investigation

10 © 2022 Sarah Edwards




Example Cache.db File: Uber Application

salect cfurl_cache response,.entry_ID, request_key,time stamp, receiver data

from cfurl_cache_response

left outar jodn cfwrl cache_roceiver data on cfurl_ coche response.entry ID = cfurl_coche_receiver data.entry ID
where cfurl_cache_response.Entry_ID = 613

Than=

arry_10 raset, ke fima_siamg FRCHAVEL_ i3

hitps: fen- | ; | :
YA sict uber comitigeocotingireverse7ialiLide=47 44236897085387 Alongitude=-122 300108501 8194iang, . | 20150312 225402 | {'latiude”d...
Edit Datakigse Coll

Mode:  Taxt B TR Export

[Matitude "7 443307, longilude -1 22, 3016229, shortdddress " " T2 Departures Ov", "omgdaoiregs ":" 1.2 Departures O, Seavac, Wi 98758,
USA", "addressComponents " { ong_name":"1 2", "short_marms 1" 127, "types " "stroet_number™)|, [ Mlong_narme s "Departures

Dnve", "shart_name " "Departuras Or®, "types " “route” ]|, [ Tong_nams " "SsaTac”, "short_namea " “SeaTac”, “types " ocality ", "polincal"],
{long_mame": "King County”, "short_name": "King County", "types ™ "administrative_area_level_2", “paiiticalJ],

{ “formg_mamme": “Washingeon, "short_marme " "WA ", “types s "sdminsteative_area_level 77, “pobitical 1), { tang. pame " “Unfteg

States”, “short_name":"US", “tvpes o Meountyy”, “politiea ), [ Tlong_name”: "981 58", "short_name " "88 158", “tppes " postal_coda"Jj 1}

FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response 11

Another type of data an analyst may be searching for is location data. Depending on the acquisition type, the analyst
may not have access to the location databases on t03. An examiner can get creative and look in many types of
applications for thiz data.

The example above shows the Cache.dhb (com.ubercab . UberClient/Cache. db) file for the Uber
application. Any applications that nse location services may be good candidates for location data. The Uber
cache.db databaze contains HT TP URL queries containing location data for where the uzer was requesting a car.
The response (shown in the “Edit Database Cell” window)) contains the retum information from this query, which
alzo contains location information with more granunlar detadl

© 2022 Sarah Edwards 11



10S Backup Structure: Third-Party App Data

¥ | mobile
b | ApplicationPlugins
¥ . Applications
/mobile/Applications/<App Bundle ID> » [ audible.iphone
» _ calc.gapps.co
» . chatlyio.ShareExtensionShareDefauits
B . chatlyio WatchExtensionDefaults
» _ com.amazon.aiv.AlVApp
» _ com.amazon.Amazon
» | com.amazon.Lassen
» . com.appinstalleryuying
» _ com.apple.AccountAuthenticationDialog
B Emm.apple.AppSture

MNormalized Structure

FOR518.4 | Macand ¥O5 Forensic Analysis and Incident Response 12

The 08 backup structure when shown in Inspector {shown) and other tools will show a normalized data structore.
This iz not exactly how it 13 being stored on disk.

Al application data i3 stored under the directory associated with that application’s Buadle ID.

12 © 2022 Sarah Edwards



i0S Containers: Disk Structure App Data

N mobile

/private/var/mobile/Containers/ s

¥ W Bundis
= 00 Application

/Bundie/Application/<GUID>/ o

v M Data
* Contains the Application Binary v I Agplication
¥ 1C4SEAER-8CFE-4037-AFIF-025ECBECDEZE
. . » 1 Documents
/Data/Application/<GUID>/ b Ubrary
k1N Storakit
= B tmp

ABC1BTFA-5C84-4EEB-BAIS-BFZBF 4248548
JBFBAGDE-CBET-4ACE-BC06-BIFEBBEDGICS
BC3B4FIF-DOFG-43B6-B052-3B6501 DFAZ32
8E424811-FBDD-4DDB-B1A8-684306280127
I 022A4ETA-ATIE-4F1B-BTD5-A11ABASTABDY

/Shared/AppGroup/<GUID>/
* Shared App Data

FOR518.4 | Mac and 105 Forensic Analysis and Incident Response 13

Application data is stored in containers in the file system Application data may be stored in multiple areas on the
file system due to thiz zandboxing implementation.

rF¥Y¥T¥TTYTY

The application bundle iz stored in the ‘Bundle directory while application data may be split into the
/Data’Application’ and /Shared/AppGroup directories.

The /Shared’ AppGroup data can be shared among apps by the same developer, such as the Microsoft Word,
PowerPoint, and Excel applications.

Reference:

httpsz//developer apple com‘library archive/docomentation T ileManagement/Conceptual FileSystemProgramming G
uide FileSystemOverview FileSystemOverview hrml

© 2022 Sarah Edwards 13



10S Third-Party App Directory Structure
¥ . 000565D6-8F1A-4FOB-9306-FEDA4SBERFTO APP Binar}f PﬂCk&gE
.com.apple.mobile_container_manager.metadata.plist
* . Documents
# | Application Support
b G Caches -
= l".!l"']"
b [ Cookles
b 1 Preferences » Cookies, Caches/WebKit, Preferences, App
B ] StoreKit Analytics
* Sl tm
- e Kay Type Vilum
¥ Reot Dictignary | [4 [tams) S
L MChctiostaContetiame (Mot S
MEMMetadataldent|fier Strkng netwhatsapp WhatsApp
| ¥ MCMMetadatainfo . |\Dictionary ] (2 itars) —
.. comapoleMaobileinstallation ContentProtectionClass \Wumber 19
¥ _comappleMobileinstallation SroupContalneriDs Array 142 Remi) i
Ttem O String roup.com fecebook family
Hem 1 String group.net.whatsapp WhatsApp.shared
MCMMetadatalil |t String 3166F700-D186-4ADD-BOEC- TFBADEFBBEFF

FOR518.4 | Macand ¥O5 Forensic Analysis and Incident Response 14

Each third-party application directory contains a standard zet of folders which has certain structure.

The Docoments directory may contain documents, but alzo application databases. The Library directory may
comtain cookie data, cached data in the cache db databases, and configuration plists. as well as application anafytics
information.

Each application will have a hidden plist file (com apple mobile container manager metadata plist) in its root

directory containing the Bundle ID of the application as well a3 other metadata, such as protection clazses and
group bundle ID information.

14 © 2022 Sarah Edwards



App Data Directory and Shared Data Directory

e e ¥ 1 97B2B405-06B7-4FD1-AGBE-46B64FFSEERF
L;"",;:i"mur'"" bl b~ i, s com.appie.mobile_container_manager.matadata.plist
- _‘Doa-urmnw Axolotl sglite
P hiockedcontacs.dne r. cock.dat
E- m:}ﬂ-?@ﬂwﬂ-lﬂ ChatSearch.sglite
= Calislog 4
Calors.plist ChatStorege.sglite
 StatsManagarsafite _ connectionlock
Statushiessages. olist Contagts.sglite
: _I:I:!’"“E"'”Y-"E Jobs.sgiite
Ll | By
Jobs sqlite-shm
N5 Siaen S
i v @ Library /Shared/AppGroup/
Uploaded,plist ¥ i Caches
® Caches ¥ [ com.apple.nsurlsessiond
E e ¥ 5 Downloads
* [ FieldStats . - ==
» & Logs f Damprpllcaﬁuni ¥ | netwhatsapp WhalsApp
¥ L Media ¥ | Preferances
¥ [ Prefersncas group.netwhatsappWhatsApp.shared.plist
- netwhatsapp,WhatsApp.plist v “Méﬂla
¥ [ StoreKil - ;
recaipl 3 ﬂ Prafiie
L~ e IS e

FOR518.4 | Macand ¥05 Forensic Analysis and Incident Response  §5

The differences between the /Dzta/Zprlicaticon/ and the /Shared/AppGroup/ directories in the app
comtainers can be guite different and it's always worth looking at both to find the information von are seeking.

On thi left i3 a screenshot of the /Dacs/2ppliicacion directory for the WhatsApp app
{nzt.whatsapp.whatzapp). This shows s:ome information. but if you are looking for the Messages and
Contacts databazes for the Whatz App app. you will have to look in the /Shared/LppCGrourn/ directory instead.
Mot shown in the screenshots above, the Media directory inthe /Data/Epplicaticn/ directory contains the
media (photos/videos) sent back and forth in conversations—thiz media is not in the /Shared/ZppGrour/
directory for WhatsApp.

Thesze examples come from FFS dumps.

© 2022 Sarah Edwards 15



iCloud and Backup Data Directories

| ¥~ Mobile Documents ¥ i net.whatsapp.WhatsApp
¥ . 57T9237FN3~net~whatsapp~WhatsApp ¥ | Documents
¥ (3 Accounts P blockedcontacts.dat
v & | .. calls.backup.log
nj_ : | .. calis.log
¥ [ backup Colors.plist
Backup.plist StatzManager.sglite
I._ calls.log Statushessages. plist
| ChatSearch.sqlite SyncHIistory.plist
z ChatStorage.sqlite ¥ i Library Backu
iCloud E Log.log.gz ¥ [ Backup - P
Mobile [JERCECYY B Ll Directory
. laj 1
Documents ol fieldstats.active
i P, F're.lng.g? » [ Logs
| [X Thumbnail.tar » g Media
i Thumbnail.tar.aux ¥ [ Preferences
sar] ults.plist netwhatsapp.WhatsApp.plist
! UserDefaults.pli

FORS18.4 | Mac and 05 Forensic Analysis and Incident Response 16

Along with the /Data/Application/ and /Shared/EppSroup/ directories, the analyst should alzo look
at the iClond Mobile Documents directory (shown left). as well as any backups that may be found on the device.
Each directory structure will choose to store only a specific directory_ If the app does not want to back vp anything
to iCloud. voo will likely not find much in the Mobile Documents directory. If the app developer choozes fo
back up specific items in local backups, yon will find these in the normalized data structure, such as the example
zshown on the right for WhatsApp.

TheMohile Documents directory example comes from an FFS dump.

16 © 2022 Sarah Edwards



10S Application Snapshots

Native and third-party applications

* Device locked, app switch, app interruption, etc.

Application may not allow screenshots to be taken

Available on physical acquisitions (some in backups in iOS 13+)
* <app_dir=/Library/Caches/Snapshots/<bundle id>/

¥ | com.expensify.expensifylite
T 824239F0-EEAT-44A1-BD28-COZADC2TOACDE 3 KixX
¥ [ 'downscaled
" B200BDAS-29B5-40AB-80F7-5CEDCCAITIAAE X kix
j F24D4F8B-2377-4C0C-AEAQ-1ZE184BFCADBEIx kix

FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response 17

Whenever an application 1z backgrounded. a screenzhot is taken of what the nzer is corrently viewing on the screen
and iz saved to the file system This allows for smoother transitions and the appearance of faster switching between
applications.

A screenshot is taken when an app 1= switched to another application, when the device is locked, or when an
application iz interrupted by another application (ie, receiving a phone call).

These screenshots may be available for native as well as third-party applications. Depending on the application
developers may chooze to limit thiz sereen capinre by explicitly telling their code to do zo0. This may be done for
“security", as sensitive data may be zaved in these applications Many messaging or banking applications do not nze
this feature, or they use a decoy image instead.

These screen captures are only available on physical acquizitions.

The files use the format—KTH These files can be viewed in the macO8 Preview application. {These screenshots
were PNG files on 1085 0-)

Reference:
httpsz//githmb com KhronosGroup K TX-Scftware wiltd

© 2022 Sarah Edwards 17




10S Application Snapshot Examples

= e L] 4 iET)anT-sond L
T

-

)

o Pyears ' .
: oD & ProtonMail
urr [T CL i
| r c ! 4
r Weloome
Wers i v g GWEIR T YU LiDDP ==
wisio|Eiein|apx e
a by
4 ZXxCVENME
® . ) =

La o ey
] 4

FOR518.4 | Macand ¥05 Forensic Analysis and Incident Response 18

Snapshots can be nzed i0 many ways to help an investigation. You are viewing a snapshot in time of exactly what
the nser was seeing These pictores have the potential to contain information that may not neceszarily be stored in
the applications database or plist files.

Snapshots may be different for applications. depending upon whether the nzer was naing the application in portrait
or landzcape modes.

Contacts / Address Book: Last contact viewed

Camera: Last “thine™ viewed, perhaps withoot having an actnal photo taken

Calendar:- Schedule the last day viewed

Meszages: List of messaged contacts with last message to them——could potentially be captured before message iz
deleted

Third-Party Messaging Apps: Messages viewed. typed

Mapping Applications: Last viewed location

Web Browsers: Last viewed webpage

The examples above from left to right are the following apps:
« Lyft
= Google Voice
= Telegram {“Secure™ Meszenger)
= Proton Mail — Secure Email
= Safari Browser (horizontal)

12 © 2022 Sarah Edwards



Application Transparency, Consent, Control (TCC)

Application Permissions

Spectacle requires that the Accessibility APl be enabled

Woule youl lika 1o opan tha Univarsal Acpess prferanceas so-that you can
‘turni on “Erable sccess for assistive dewices'?

Stop Spectacle Open Unhversal Access Preferences

* User: ~/Library/Application Support/com.apple. TCC/TCC.db
+ System:/Library/Application Support/com.apple. TCC/TCC.db

* Backup/FS: /mobile/Library/TCC/TCC.db
* Physical: /private/var/mobile/Library/TCC/TCC.db

FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response 19

Applications on macOS and 105 aszk users which permizsions they may have for different capabilities available on
the zystem This database iz named TCC . db and 1z a SQLite databasze.

On macO3, they are recorded in a couple of different databases: One for the system and one for each user.

On 103, they are stored in one databaze and are available in a backup or physical acqunizition.

© 2022 Sarah Edwards 19



10S Application Privacy Settings: TCC.db [1]

wuivs ATAT & Bl P “'* AT -
o BErtinga Prinracy
d8ack 1o WhalzApp 243 P o b DAY - momis ATRT 2:48 P o F S, .
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'< aktings WhatsApp { Priacy Contacts .
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—
ALLEIA WA TRARE Tl A DLEs i Enleraiais
& setwi
.'J Contacts RmingdcTs
‘ n R prgar . Fhistos
Phitos a
Glympe ( | B Buesnatn Sharmg
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FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response 20

The TCT.db database contains application privacy settings. This databaze gets its name from Transparency,
Conzent. and Control

This database can be viewed to determine what a specific application has aceess to_ In the screenshot to the right an
application may have access to some of the following items: [ pcation, Contacts, Calendars, Reminders, Photos,
Blustooth, Microphone, Camera, Health Fitness, Media, HomeKit_ etc.

Each application's settings can be viewed in that particular conficuration in the Settings area on the device. as
zshown in the sereenshot to the left. The Whatz App application on this device has access to Photos and Camera, but
it does not have access to Contacts.

A certain type of penmiszion can alzo be viewed to determine which applications have access. The middle
zcreenshot shows an example of this. The Contacts database i3 only available to the Glypmsze, GoTenna and
Venmo applications but not Safari Facebook Mezzenger. or WhatzApp.

References:

httpsz//developer apple com/videos/play/ wwde2016/705/
httpsz//developer apple com/videos/play/ wwde2016/70%
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10S Application Privacy Settings: TCC.db [2]

1 select serwice, clienr, auth_yiie, 1 select distinet service from access
datetimeilast modified, uniepoch™ as |zt modified
fram accass
aervice
ARrvice chient aulh_galie Vat_wvmtifieal 1 ETOServiceAddressBook
1 ATCCSEnscsiibiguiny com. mionaafcadnate & 2018-09- 18013908 7 KTCCServiceBluntoathAlways
l7 WTOCSenicelisouicy com, micrnadr swl rive 1 20:3-09- 18011908
- 3 EICCservicelalendar
§  WTCCSenkeChmem oom_maznn Amazoa i 7008-¢3- 15011508
4 ETCEenviceCamera
i WTCCSenscelicoprone cam_ dropsm Orapram - 2018 -C3-18 013908
S WTCCSencelbipty o Aimys pa k. chathyin F 201509~ 18 01 15,08 il KTOCGeriteRopam rebigtiication
= MICCSErviceU ety com,uple MalompositionSarice A 2018-0E- 1 0L 3508 ¢ ETCSarvicaFacalD
-]
T ETLCS el bigeaty eam, wppks mobie il 4| J0A-DR-IE DL ARAaR ¥ WTCCServiceFacebook
5 WFCChmnarst ivmrponl| cam.saple mntiencoes ¥ 3088-ce-1h G AwaR §  WTCCterviceKeyboardietwork
=1 ETCCS phsiest ibiguuly oam. gl smbhieacti .f 200800 18 01 % an a kTCCSenviceliverpaal
WTOCS v sl oo, gEdrn Crafima 0 L8090 IRO1 190R
st il i i 20 " b ETECServiteMicraphons
11 WTCCS wrveiisl b ool e dgap b el e salael 3 200E-05- 1A 0L I%0R
11 ETODServiceMatinn
13 A FCCSendtsAddeusiSook | com.apphmoblasata - I518-08-16 01 T9.08
11 KFTCS vty o gD Gasatar F 2058-09-18 UE35:08 12 kTCCSendodfhonss
14 WTCCServicediverpoal oM. LpplE P I Z018-08-18 011500 i3] KTCCSerpioetl
1% WTCCSenAcedihiguiry £om apple sews .t 2080~ 18 013508 14 RTCCServiceTwitter
18 | ETCCSenvicelibiguity com.apple Preferences .l‘ 2018-05- 180135 0K 15 ETOCServicallbigulty
17 KTCCServicel blouity et whateann, WhatsApp £ 208 -09-18 0135008 16 ETCCServiceienKirinme lioeniTrackingPreventan

The TCT. 4b B(Q)Lite database file keeps track of what app has which permissions or *services™ as it iz labeled in the

FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response 11

database. The 1ast modified timestamp for that permission is also tracked.

The screenzhot above shows the following:-
* com.amazon.hmazon has access to the camera

* conm.dropcam.Dropcam does not have access to the microphone

The zauth value columnwas changed from value in 1035 14 (where 1=Allowed, 0=Usnallowed}. Now 0=Unallowed,
while 2=Allowed.

Services may include the following:

* kTCCServicelddresaBookk
* TCCServiceBRluetoothilways
« kTCCServiceCalendar
« kTCCServicelamera

* kICCServiceExposureNoti

« kTCCServiceFacelll

* kTCCServiceFacebook

* KICCServicelkeyboardiNetwork

* KICCServicelLiverpool

* kICCServiceMicrophone

« kTCCServiceMotion

« kTCCServicePhotos

« KFCCServiceSiri

« kFTCCServiceTwitter

* KICCServiceUbiguity
T

* KICCServiceWebEitIntelligentTrackingPrevention

References:
hitps-/'developer apple com/videos/play wwdc2016/705/
hitps-/developer apple com/videos/play wwdc2016/ 705/
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macOS Application Privacy Settings: User’sTCC.db
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The macOS privacy settings fonnd in TCC . db are taken from Syatem Prefarsnges | Security &

Privacy | Brivacy.

For this macOS nser example, two applications are psing the Camera permizsion. GoToMeeting and Objective
See’s Do Not Disturb. In 10,14, the last modification time was added.

Other privacy zettings may use the Address Book. Calendar, Feminders. Diagnostics, and/or various social media
credentials such as Facebook and Twitter.
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macOS Application Privacy Settings: System TCC.db
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The macOS privacy settings fonnd in TCC . db are taken from Syatem Prefarsnges | Security &

Privacy | Brivacy.

For this macOS Bystem example. 10.14 added more permizzions-based confignrations. The one forensic analysts
may run into the most often 1s the “Foll Disk Access’ permission. This will limit access to some file system
directories and files nnless the application 1s provided access. In the example above, three apps have been given

access:
=  Terminal app
= Xcodeapp
= iExplorerapp

The database shows thiz access with the service “ETCCServiceSystenmPolicyRllFiles™.
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-

Backup: /root/Lib

rary/Caches/locationdselisnts.plist

FES: fprivete/verfroot/Library/Caches/locationd/clients . plist

The locationd directory contains several files related to location information stored on an 108 device. Each 108 app
may request different levels of location service access: Never, While Using, Ask and Always.

108 14 sntroduced the Precise T ocation option for each applicaticn

24
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10S App Location Service Authorizations: clients.plist
- COMapple.AppStons Chetlanary V2 e
Bundleld String com.appin AppsStore
L L e S E ey #lﬂ
Signiticant TimeStopped MumbEr 644,076,658, 7 22087 Authorization:
SupporiedAutharnizatianiask Mumber i .
» femotelfszge CHetlonary L I = NE‘I"‘Er
:ri:nlﬁngel{.’n:m:inninfqrrm.l'[lun'l'lm... Mo 844,076, 7A7.06667 E:Wh_“e Us]ng
italbst Booléan ]
Aatoriaton ki ] 4:Always
Registered Siting [Applications/AppStors. AppiAppSiose <
Emncutable String tapplicationsiAppStore app/s ppStona NU“E.ASk
LocatonTimeSiopged Murmbies 844 OF3 626004817
» BLC Dietlonary {2 lterag]
« com.starbucks. mystarbucks Dictianary 7 Hers}
il e S CorrectiveCompensationEnabled:
Disndbebd Eiring com starbucks mystarbucks < 3 i ;
SuppartedAutherizationMask Mumbsar 3 'PI'EC!SE' me“’ {IOS l *}:
> Ramatallzage Digtianasy (0 imms| i .
g i I: Enabled (or no key listed)
Estcutable T string.
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The clients.plist file maintains a list of all the applications that have been granted [ ocation Services
permissions. This iz important because it may clue in the examiner fo pay extra attention to thoze applications listed
in the file. as GPS coordinates may be stored along with other relevant nser information. Along with applications,
OS services can also vse Location Services to notify the user of traffic conditions or find their lost iPhone.

Each zpplication’s location services information is detailed in the c1ients.plisc file. This plist file contains
the "LocationTimeStopped" key, which keeps track of the time in Mac Epoch of when the application last
used Location Services to get the location of the device. Similar timestamps may also exist for each application.
The key “Ruthorizaticn™ shows the level of permission for location services for that application Ifno
*Authorized” key exists, it 15 et to “Ask Next Time™.

1: Never anthorized (a0 Location Services)
2: Only use Location Services when peing the application
4: Always nze Location Services (even when the application i3 backgronnded)

Precize Location is stored in the ‘CorrectiveCompenzationEnabled’ key where 1=Enabled and 2=Thzabled. If this
key does not exist it is azsumed enabled. The vser can toggle the confizuration on/off to create the key.
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macOS App Location Service Authorizations: clients.plist
v tnm.a]nnlmmutrtf Cicticnary 5 Hmms|
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Just like with 105, the location information 1z stored inthe clients.plist file on macDS. This file iz located 1o

the /orivate/var/db/Iocationd/ directory.
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Most Recently Used (MRUs)

macO5 Microsoft Office 365: ~/Library/Containers/com.microsoft.<app=/Datafl ibrary/
Preferences/commicrosoft. <app>.securebookmarks.plist

*Each Office appliauon has its own plist with its MRL's

macCS: ~/Library/Preferencesic j

*Recent folders

macOS: ~/Library/Application . .

Supportfcom.applesharediilelist/comapplel SSharedhilel st ApphictionRecentDocments/

==bundie_id=.sf (Le. comapple texaedi 52}
*Recent documents per application

macO5: ~Library/Application Supporticom.apple.sharedfilefist/

=com.2pple L5SharedFilelist RecentApplications =iz
*comapple L5SharedFileblist RecenmtDiocuments.sii2
=com.apple L55haredFilelist RecentHosos sf2
=comapple L55haredFilelist RecentServerssil2

FOR518.4 | Mac and 105 Forensic Analysis and Incident Response 27

Microzoft Office 363 (and 2016) vse the com microsoft <app> securebookmarks plist for each application in the
Ofice suite.

The Bhared File List (SFL) MRU format to store the recent documents for each application and other recent items

This format uses the NSKevedArchiver format These are binary plist files that have the file extension “. 3£1% In
10.13, this format changed slightly with the * 3f12? file extenzion
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Microsoft Office 365: MRUs

~/Library/Containers/com.microsoft.<app>/Datall ibrary/
Preferences/com.microsoft.<app>.securebookmarks.plist

- Root Decticrmnry 1 aasm

5 Ml Usesrsiaoman Drapbo FORBTE_FAS_D1_POWERPOINTSFIL_01_EDIMTEFORRIE_4_FOI_ 01 pote  Dectionary 13 Itar

+ il Usersfoompa {Uropbox FORE | B_FO3_I1_POWERFOINTSFORE18_3_FO%_ 01 ppts Ecticrary 1l s

s i UsersjonmpaTropbox FORE1E_FOZ_01_POWERPOINTSFOASIE_1_FO2_DT.ppiy Cicticnnry IRRIET

o Alle:jLbsersjanmpa Orapbox FORE1B_FO3_01_POWERPDINTSFORETE_4_FO3_ 01 ppix Dictlonary 11t

w g fopmonCropboy GaliingSooo kyWARAPOLLO ppvis Dicticnary [RNTE
kB ek Data ey Dsta MIFEMTHUMMWHWUMBMMNL
HLATDE Y Gy BOCE1ICA-3R0E-A901 -K200- 168 1FEATAT B
WL astUneddOntuiny. Dire 2020-12-107 1423487

» e enoomasDropbox FORETE FO3 01 _POWERPOINTSFOL_01_EDITSFORSTA_E_FOD_O1.motx DiEtenary 13 b

J IIII-MH_:I-'W;JH.tm.DRmM:TﬂDE1E FOR 01 _POWERPOINTSFOL O _EDITSFORSTE 5 FOI_ 01 poilx Tictlenary (BT
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Microsoft Office 365 (and 2016) stored 1ts MEUs 1n the com microzoft <app> securebookmarks plist. Each
application in the Office suite will have its own ==t of MRUs.

Each key in these plists 1z the document path and stores the bookmark data BLOB, a UUID, and a last uzed
timestamp. Older versions did not include the kL astUsedDateKey timestamp.

While most native MacOS, MBRUs will only keep the last 10 ftems (by defanit); Microzoft Office keeps more!
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Boolkmark Data
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192‘;@4@35%@ DOERIBE DORORORE ALODORE DIDINEOD GVIOLO00 FIDOCDDD GELOGORD 3l g
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445 15D0GROR DIBZONGD 1000000 A10R3000 EFL30000 1600000 BIBAGAOD BODABINY A
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The bookmark data can be extracted and viewed in a hex editor. A bookmark iz a reference mechanism that 15 nsed
to find a file or directory. somewhat sinular to Windows Link files.

Each bookmark starts off with the header “pock™ (0x626F6F6B).

In the screenzhot above, various items of inferest can be viewed:
=  Btrings making up the file path (/T3erz/compa/Dropbox/GettingSpookyWithRPOLLO .. oL x)
=  Volume Name (Macintosh HI)
=  Volume GUID (E22EFSEE-3C£n-4BE3-SCBC-8165D0D5RCTE)

Reference:
CFURL-

httpsz//developer apple com/documentation/‘corefoundation/cfirl-rd?
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Recent Folders: FXRecentFolders
- )
~/Library/Preferences/com.apple.finder-plist
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name Sinng Dowrdcads
« llam 3 Chotianaey 124l ]
Nig-bookmerk Data <HIESAFRESICEO00O0TG004 105
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The Becent Folders are located inthe com.apple. finder.plist inthe Breferancea directory under the
FXRecentFolders key.

Each recent Item contains a folder name and a bookmark BLOB. Item 0 1= the most recent, while Item 2 1= the least
recent.

The fil=e-bookmark is a file reference psing the zame bookmark format as before.

Note that the order in the GUI may oot necessarily reflect the plist. The plist is more accurate.
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Recent ltems per Application, Yolumes, Apps, Servers, etc.

~{Library/Application Support/com.apple.sharedfilelist/*.sfi2 [10.13+]

oompa@MBP-M1 com.apple.sharedfilelis ls

anmp @HE—H cam.appla.shnrudfialst 1z -1 :n.lu.Lharn

ilelist.ApplicationRacantDocuments
total 1468
-TW-r—r— 1 oompa steff 1477 Jam 38 16:38 com.epple.sssistivecontrol.editor.sflz
-IW-r—I-— 1 oompa staff 2587 Mar &6 19:12 com.apple.dt.xcode.sfl2
~Iw-T—T-— 1 oomps “staff £2@ Mer 2 18:59 com.spple.photos.sfl2
-Tw-r—7-- 1 oompa staff 147147 Mar 1 21:34 com.apple.preview.sfll
~IW-r--1-- 1 pompa staff 2771 Feb 2 28:53 com.apple.screensharing.sfl2
=IW=f==T== 1 pompa staff 1354 Feb 16 13:19 com.apple.systemprofiler.sflZ
=TW=-r--r=-- 1 gompa staff 18843 Feb 23 21:84 com.apple.textedit.sfl2
=FW=f-=r=-=- 1 ovompa staff 428 Feb 23 21:33 com.microsoft.excel.sfl2
=IrW-r-—r--— 1 pompa staff 428 Mar & 18:43 com.microsoft.powerpoint.sfl2
-TW-r—r-— 1 pompa s=taff 4208 Feb 23 2055 com.microsoft.word.sfl2
-rW-r—r-— 1 osompa staff 5876 Fab & @86:35 com.ridiculousfish.hexfiand.sfl2
-rw-r—r—— 1 opompa staff 18887 Mar & 1%:12 com.techsmith.snagit2@21.sfl12

FORS518.4 | Mac and 1O5 Forensic Analysiz and Indident Response =

Each application or et of recent items will have its own “SFL" file. Each of these iz named by the “reverse DNS”
format application bundle ID.

This list will contain both native Apple applications and third-party applications.
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NSKeyedArchiver Formatted Binary Plist Files [1]

L ] AT | 1Rl by R Tevm ath
M an appbe L 55 pd el s moamiAppications. oF | o Bercian
Default Xcode View
e @ com.apple.LSSharedFileList.RecentApplications.plist
BH com.apple.LSSharedFileList. RecentApplications.plist * No Selection
Key Type Walue
¥ Roat Dictlonary (4 ierns)
Sversion Mumber 100,000
» Sobjects Array {76 tems)
farchiver String MNSKeyedarchiver
> Stop Dictionary {0 items)

FOR518.4 | Mac and 105 Forensic Analysis and Incident Response 32

While there are many plists that use the N8KeyedArchiver format the Shared File List “SFL™ files malkre a pood
example of how to parse them.

If we take one of theze files and open its directory in Xeode, you will notice it does not show you the plist
structure—instead_ it shows a blank page icon. This iz due to the ®# . 2217 file extension

I we change the file extenzion to “* . p1ist™. we can view the confents of the plist; however, due to how this plist
is structured. some of the entries are not shown. Depending on the plist viewer, these values may or may not be
shown.

When viewing many plists at a time, you can easily tell vou have one of theze NSKeyed Archiver formatted plists by
the first few keys:

= Everzion

= Zgbjects

= Sarchiwver waththe value “HE¥eyedirchiver”™

= EZtop
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NSKeyedArchiver Formatted Binary Plist Files [2]
wee= 1€ Srivg i b hpeieat] onkSefarLappl
* e 17 Dctipnmy (4 it
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¥ ME.nhpeE AT T i g
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N 0 CD’ ntex t fﬂ r fciminema.  Saring BFLLIstHer
= L lakani Asiay 2 lairek
el ==ring EFLLisstipme
Keys and Values o I A
* e Dictione il
nrgEy Numbssr -Hg
e 22 Dwnoney 1 liamj
M uwdisns  Dasa 4efladdiad i Hharddne vlaadiing adeapiads
hos 23 Earing Termiral
v i 24 Dictinnay =l ]
e 35 Sring Fim ViAo icat nradd L iHims) Fermealagp
e 16 (el ] <ERpLATRGD DEDIUCCO QUNDRAT0 000 DG
waem 17 Dictnne y iV fmam|
it M - 1]
* e 70 Ditionary L il
M. uudylas Daa s EXRFID S EFDA364 DAD12Mda WTol1EETs
= 2 Skning Bynimm Umiarsnoee

FORS18.4 | Mac and iO5 Forensic Analysis and Inddent Response 33

If we take a look at one these files. we can zee stems that appear to be of interest The problem with this format of
plist files iz that there is no optricht context put into the keys and valnes.
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item 16
¥ ltem 17

$classname
¥ $classes
Item O
Item 1

Item 18
¥ Item 19

¥ NS.keys
¥ NS.objects

¥ Item 20

$classname
¥ $classes
item O
Item 1

¥ item 21
order
¥ Item 22

NS.uuidbytes

Iltem 23
¥ ltem 24
Item 25
Item 26
v item 27
order

¥ ltem 28

NS.uuidbytes

Item 29

String
Dictionary
String
Array
String
String
Data
Dictionary
Array
Array
Dictionary
String
Array
String
String
Dictionary
Number
Dictionary
Data
String
Dictionary
String
Data
Dictionary
Number
Dictionary
Data
String

file:///Applications/Safari.app/
(2 items)

NSURL

(2 itemns)

NSURL

NSObject

<626f6f6b cc020000 00000410 30000000 Of
(2 items)

(O items)

(O items)

(2 items)

SFLListitem

(2 items)

SFLListltem

NSObject

(1 item)

-319

(1 item)

<cffabb33 6b46476e b93a3384 d4c48242>
Terminal

(O items)
file:///Applications/Utilities/Terminal.app/
<626f6f6b 04030000 00000410 30000000 0
(1 item)

-320

(1item)

<6229995c 87f9435a b6012fdd a7cf1852>
System Preferences

34
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NSKeyedArchiver Formatted Binary Plist Files [3]

{
“gvrrclon” == 100908
“gohjeets” == |
R LITIR
1w
M5 keys” = |
B o=r <CFHep@dArChlvarUTD Bu7TTATR0000) [RTTTTTABAdIM [=ivalug = T}
1 = <CFEEpedArchiveriTD Badf f7e4a3tad [deri {1 76ada198 [>vefue
2 & FRapsdArchivertTD Bs7fT378495nd T T7RAddION [={valos = &)

Fl
[
o

1

"WE5.objects” = |
B = =CFHmpudArehlvarUTD 8771370400050 (BTl I T7ABLUZ00 = {valun = 5F
1 == aifRepedArchiveclih AT PAT0A0Lcld (o i T PARdoa90 [>-Cva Lo
? as wiFReyeddrohivariID B7F 37040000 (BT 11TRDddI98 | {vatue = 18}

o
-
o

1

"fcimss” = <ITRsveghrchivesill Bx?fI7T8491418 |BxifHt708dd150 ={velus = 3)
Output f

= tpmeriier utput from
Bl A

A A b

=g

- {

. keyt = | e
B s> <CFHepedArzvivecUTh Bs7TTITE40Ccd |2a70 [ TTE0d0300 fivalee = T}

=5, ohfects” = |
i o=s sCFHepadhrehiveriilD AP FITe40he il | he TP FFPE8ddT08] =va lve = B]

|
*fclass” = cOFEyedirchiveasUID @x7Fr37840101 |Hx7 11176040358 ) e{vatue = 9}

|
T = "rcoesapple.LEEraredFllel Lot HaaAeowst™
B o=w 10
8=
"Sclassn == *HEBictionacy®
“§lossns” == |

B o= “RSDLctighary®
1 == “KSDEjELT
1
1

FOR518.4 | Mac and 105 Forensic Analysis and Incident Response 35

If vour plist viewer shows all the values needed, feel free to nze it! If it doesn’t, we can wse the output from the

“plutil -p <file>"command.

This owutput shows the values in a somewhat human readable format in JSON style outpot.
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{

"&version" => 100000
"Sobjects" => [

@
1

R LN P L B

00D =]

}

= "5nu11"

== {

"N5. keys" => [
@ => <CFKeyedArchiverUID Bx7ff37€401bb@ [Bx7fff760dd398]={value
1 => <CFKeyedArchiverUID @x7ff3704081bd0 [Bx7fff768dd398]={value
2 => <(CFKeyedArchiverUID @x7ff37@401bf® [(@x7fff76@dd39@]l={value

]

"NS.objects" == [
@ => <CFKeyedArchiverUID Bx7ff37@481c6@ [Bx7fff76@dd398]={value
1 == <=(FKeyedArchiverUID @x7f7370401cB80 [Ox7fff768dd39@]={value
2 => =(CFKeyedArchiverUID @x7ff37@401ca® [@x7fff760dd39@8]={value

1

"dclass" => <CFKeyedArchiverUID @x7ff370401d10 [@x7fff76@dd39@]l={value

i umn
[¥¥)
e

5}
6}
10}

mmn

=> "yersion"
=> "properties"
=> "jtems"
= ]
=> {
"NS. keys" => |
@ => <CFKeyedArchiverUID @x7ff370401db@ [@x7fff760dd39@]=>{value
]
"NS.objects" => [
@ => <CFKeyedArchiverUID Bx7ff370401el® [Ox7fff760dd398]={value B}
]

"$class" == <CFKeyedArchiverUID @x7ff3704081d1@ [@x7fff760dd39@]>{value

7}

=> "com.apple.LSSharedFileList.MaxAmount"
== 1@
=> {
"$classname" => "NSDictionary"
"¢classes" => |
B => "NSDictionary"
, 1 =» "NSObject”

= g9}

= 9}

34
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NSKeyedArchiver Formatted Binary Plist Files [4]

Start at $top / “root”
"stop" => {

"root" =» <CFKeyedArchiverUID @x7ff37@406bb® [Ox7fff760dd398]=>{value = 1}
¥

1

“fvRrsion’ == 1RDOAY
; N Find Object 1"
1 == null

== {

RS heys® = |

@ = <(FReyedArchiverUID @x7773T84R100A (Bx7(11768dd3090 |>{vaiue = 2}

1 =» =CFKeyedhrchiverlID @x7ir37@401bd8 [R7 1117600390 |>I{value = 3}

i == <{FEoyodArchiverlID @x7f 378481018 [(Dx711 76004300 ) ={valua = 4}
"Hi.phjects” a= [

@ == cCfKeyodbrchiverilID @x7ff3Tadlctd [BxTfff76Add358 | ={valua = &}

1 =» zCFKeyedhrchivertID @x77f3Tadaica® [BxTITf7EAd4300 |>{value = &}

2 =+ <CFEeyedfrchiverUID @x77 378400 ca@ [BxTIFTI7e8d44208 |>{value = 18}

|
H- "grlass” = eCFeyedArchiveriID Ox7TI3THIB1020 [Rx7TIT760ddIS0)>{value = 9}

i
7 == “yorsiop”

3 =» “properties”
4 == “jtomst

5

FOR518.4 | Mac and 105 Forensic Analysis and Incident Response 37

To start parzing these plist files. we need to start at the Z2top key. This shonld hold the ¥rootc™ of the plist tree_ In
the example above, “root” points to the value “17

Inthe SEcbjects zection, we will find the 17 value, as noted by the arrow above. Thiz key holds (sub)keys and
objects. This particular format has a key = valoe format as shown below.

Hey Obj=ct

[ES VO ]
= i ||

Yoo will notice that certain “cbhiecca" have a £class key. This describes a bat about the values in this object
Some examples are i the next slide.
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{

"sversion" => 100000
"$objects" => [

0
1

(W WV S

= " MDE.PH:
=> .ﬁ
"NS.keys" => [
@ => <CFKeyedArchiverUID @x7ff370401bb@ [@x7fff760dd39@]>{value = 2}

1 => <(CFKeyedArchiverUID @x7ff370401bd0 [@x7fff760dd390]>{value = 3}
2 => <CFKeyedArchiverUID @x7ff370401bf@ [@x7fff760dd39@8]>{value = 4}
]
"NS.objects" => [
@ => <CFKeyedArchiverUID @x7ff370401c60 [@x7fff760dd39@]>{value = 5}
1 => <CFKeyedArchiverUID 0x7ff370401c80 [@x7fff760dd39@]>{value = 6}

2 => <CFKeyedArchiverUID @x7ff370401ca@ [0x7fff760dd390]>{value = 10}
"$class" => <CFKeyedArchiverUID 0x7ff370401d10 [0x7fff760dd390]>{value =

=> "yersion"
=> "properties"
=> "items"

Hu..u.

9}

& 2022 Sarah Edwards
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NSKeyedArchiver Formatted Binary Plist Files [5]

$classname = Data Type

(May be NS data type or custom)
g => {
"gclassname" => “NSDictionary"
"sclasses" => [
@ => "NSDictionary"
1 => "NSObject"
]

}
20 => { 17 => {
“"s$classname" => "SFLListItem" "sclassname" => "NSURL"
"¢classes" => | "sclasses" => |
B => "SFLListItem" @ == "NSURL"
1 => "NSObject" 1 => "NSObject"
] ]

FOR518.4 | Mac and 105 Forensic Analysis and Incdent Response 39

In the previons example, the Sclsas referred to object “97, or an KSDictionary data type.
Other examiples may include other HSData types, ike NSUBRT, HEDate NSUUID, or HSErray.

Other “costom™ types may alsc be available. In the example plist, we havea 2classnames “SFLListItenm”
describing the recent item.
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NSKeyedArchiver Formatted Binary Plist Files [6]

2= "wergien”

¥ == "propertiss”
i1 = “jlens
5
G

==
RS APYE" == |
== wCFEayadéroniverdlld Fx7TI370401d00 Q=717 17GRAdIR0 )={vatlun = T}

RS b ecTEY = |
0 = <CFigyedArchiverdIl B«TfE370401c1R |RaTT {1 TG0EdIS0 |={value = 8}

|
Siplass” = <LFEpvsdfrchiverlD @=T1f370901dI0 |0=7F7 1 7000dI98 l={value = 3}

== "gon, apple. LiSkaredF i lel ot Memheount
= i
m=
"prlassnhame” == "NEDICTinmary"
“Selansag” = |

B o= “NSDECTionary™

1 == "N=Object"

e

URS.obfectst == [

# => =CFpyedfrchleerdl] BxffE00a01fde (@t f{760dd 398 s valye = 11}
1 = <(FEeyedArchiverulD Gx?fII08a02018 [Ra?f 11 radad 98 [>{value = F1}
& == olFiepeddrchiverUlD BeTT 378902038 [@aF 111 760dudgl ] ~{valus = 2T}
3 = sfFipyRdArehbenridTD dxTrII78402858 [RT?FTITABEAIRR 1> [walur = 33}
A == =(FEEpadArdhilearUll SaTrFI0402878 [Ra? 7 17600IRRI~{value = 30}
5 me aCFEEyRd&rcilenrUTh a7 EITA4020400 [Ra7rTT7ERAdIDN Y= [walue = &5}
& = oLFEeyedArchlevarlll Su7ff370402000 [@=7T71TRAI038 {walug = Z1}
T we sCFEEyeddrchlevnrdID Fa7ff3TA40Z00A [BuT It 176ERAdIDR={wvalue = &7}
8 = w[FEeyedArchiverll Fa7{fI704020%0 [@x7fftTeRdd3sgf={value = &3}
2 = <CFEeyedArchiverUID Ba?fi37840211R [Bx7f117T08dd350 [+{value = &3}

|
Ugrlass® = <CFEeyedfrchiverUlD BaT 4 3T0402100 |HaTffiITh0cdISB>{valee = TS}

FOR518.4 | Mac and 105 Forensic Analysis and Incident Response <0

Continuing with our example, we can zee that keys “27%, *37_ and “4™ are associated with “v=raicn®,
“propsrties” and ¥icems” respectively. The "items™ key sonnds most promising. In thiz caze, let's follow
thiz one down the line.

Previously, we saw that value “£7 is associated with value “137 Valne “107 shown above contains an array of
objects: 131, 2i, 27, 33, 3%, 45, 51, 57, €3, €9;10 ttems! Thiz sounds like our Recent
Applications.

Let's look at recent iffem “117 __
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L= IS PN

[V=0 =R R

}

==
=>
=2
==
==

"version"
"properties"
"jtems"

1
{

"NS. keys" => [
@ => <CFKeyedArchiverUID @x7ff370401db@ [@x7fff760dd39@]>{value

]

“NS.objects" => [
@ => <CFKeyedArchiverUID @x7ff370401el@ [0x7fff760dd390]>{value

]

7}

8}

"$class" => <CFKeyedArchiverUID @x7ff370401d10 [@x7fff76@dd39@]1>{value

=> "com.apple.LS5haredFilelList.MaxAmount"
=> 10
==
"Sclassname" == "NSDictionary"
"sclasses" => |[

]

8
1

18 ==
"NS.

}

]

W~ Wk =&

==
==

{

"NSDictionary"
"NSObject"

objects" == [

==
==
=>
==
==
==
=>
=>
==
==

<CFKeyedArchiverUlD
<CFKeyedArchiverUID
<CFKeyedArchiverUID
<CFKeyedArchiverUID
<CFKeyedArchiverUID
=CFKeyedArchiverUID
=<CFKeyedArchiveruID
<CFKeyedArchiverUID
<(FKeyedArchiverUID
<(FKeyedArchiverUID

ex7ff3i7ede1ffe [ex7fff760dd39@]={value
@x7ff370402010 [Bx7fff760dd39@]>{value
@x7ff370402030 [@x7fff760dd39@]>{value
Ox7ff370402050 [Bx7fff760dd39@]=>{value
ox7ff370402070 [Ox7fff760dd39@]={value
Ox7ff370402090 [Ox7fff760dd39@]={value
Ox7ff370402000 [Ox7fff760dd390]>{value
@x7ff3704020d0 [Bx7fff760dd39@]={value
@x7ff37040201f0 [Bx7fff760dd39@]=>{value
@x7ff370402110 [@x7fff760dd390])>{value

L | | T I 1

11}
21}
27}
33}
39}
45}
51}
57}
63}
69}

"sclass" => <(CFKeyedArchiverUID @x7ff37040821b@ [0x7fff760dd39@8]={value

9}

75}

& 2022 Sarah Edwards

41




1l =
"sx‘!il.l."' wn oCFEEradd v es LyuiUTED BrTTIZTRAEITER [T T ITTERSdS0E] ~dwalue = JH}
"proer” s -148
Vposkaark” == cCffeyedirchiverdlD Wed4d070402 Il [$uP1 1P 000dI08 = {va lue = 18}
“umigueldent | Figr® == afFRaysihrchiverlUID BxTITA70422C8 [An?TTETERGdIME | ={value = 12}
Uprepertiies™ s COFREyedhrohlyvertTD SxTTTI704037ed [Bx7TFITEAASIHR ] »(valie = 15}
MURL® e lPReyeddrchiverylD SaFfrITRABZIES |Bx? 1P TERAIS0] {yalue = 10}
§ Yngme® > ofFEpyesgirch LveclID SxFITIT0403008 | BT IToBdeR0A ] slvaloe = 1}
12 ==
il e ® = <RICSEE1N 1EFIAcdt Sded? fab HoB18842:
PR aga" = <CFERyRdArCRIvarUTo BRTIPITRGR2 420 [ReTTITIE@24R008 | = {value = 13}
]
13 =4
"Rrlnesname® = CNSIHIHG
"fringses! me [
& == "KSUUID"
1 o= "Wiabjoct®
|
¥
1d == “fysten Prefecsnced™
185 m=
"HE.bage" = «CFHeyedfrcniverclD Ox? 370402450 [@xTTT{7ERddI0E j=dvalue = R}
"HE.relntive” o> <CPEepesdrchiverUID oxTfiA7T04026% [Bx7f @4 7AB0d 3R] >{value = 16)
“Bclags" = <Crleyeddrcdivertill SarfEATaauae Ty [Sar P FYaeddang|={value = 11}

H
1 == *“filersdfhpplicat fons /Syatemi 2P references, app™
17 = 4
“gg Lanpkname™ == “NEUAL"
tgrfazsest =
B == "NIUEL"
i 1 == "iilhjeei®

}

18 == 205580 EHH‘HH SEORRALR DRedEl NHHEE SEBAReD BUDESNEN HHHH Ll ] amuu l“"i“ Ll ]
HA&TRBAE ScBARDOD NIAIORME A1THTHAC SOARAARLITL BOGTEHTI ISBBARAR DIALONID SATO7IT4 RSEA2ASE TIGRLAEER TIRSEHRI RAATRIeRY
TRTAIEED BEEAEYED PlECRDHD B442BEEY 15HAEQID BBIMH B4E3BREG ATHOBLAY HEINH HREDBRED BLHIBAIY Ica ?HH dldnapE
SEEDREE F1ELD RRGHBY JHSHUUEE BERUEESY BURADEBD ALLODURS LIUHEERD LUUSOBDY UTATAMUE DINEROID DUSGSBBD 0feBORED
AeaEARAN BRRARRAD MIRIGHND AARSARAN B1ROARGD REROECAS JalTITIT BLAARASS B0 ISAM 35207R4T S1TATASD AlGedMHl A3BMAANG
BARLDRED PAEREEIT THOEOLED FOLDDAEE FHHAEESD Llbbtoid dolDBBEEE T4E00290 DlAIGEBE 84353047 44313038 Id483034 IFrH3a3d
ABITRAAY 45354200 3ad08dE A3343104 DSERATNG TOERSdD GlLCABNE S1AU0Q0Q BLUQRRUN =r150R0R J1HEE90D BEUODRNE UeoDDERIN
WISMREAE BIRI0RA0 FTROGAND DOSMOANE FIRSOE3D o TROOGMAN DIETANAR SS3TAAA1 ASIORSE0 TELANAIS R13ADDEX NTIRAAE 1IALNIGR
353TI05E TBRAALES 3T63IFIAT BEILITAL THIABILIN INILIEZE I0I0IAIL FOIAILIE INIFILIE IEIAIEIG IOIEITIE IMPIEE IEIT61IAD
G3EfGdie S1F¥BTREC G5Ze&1TR JRECOTINL SehiGIEY THITIGS G1643010 10303833 30303130 IEZLIHIL IOIBIEIY IHISEAIA ILAIAIG
eMANAe ERA1YYID RIILTFAL YRTAACAS SRA1TASS BTReTARE J3TATIVN ASAd20T0 TrASSE6S TrAN6eAd S5TIIed] TAVORMAO abambRac
Faffff7f FIARARAD RACAdRMD SARBDERE P410RCAD FACAGDNN BODORARE B510RCED AELQOMH JCAMANE 1A1A8E00 BRODOMH IeObDRRd
AFIBDEED TERROEdY DEUEYDED BIlBDEED 3EDL10C29 DOREOGOAE UZIDDBEEG sEEDEMSY DOERGEME IRCDDEEC DHERECOD DRARODME ILIDDEZE
:tM::: :ﬂg:ﬂlﬂ 123%“‘:: :tﬂﬂ::l HAAABEED 11229300 dobdOHAN PNARGLGD IHIEDAND IRA10ARD MDAAGECD ANIAGR0N A4P1DHAG

1 14 ke

Item “

41

¥ contains a variety of keys:
Sclass =value=20 (oot shown “SFLLiscTtem™)
order =-—14§

= Research iz ongoing in this area_as some plists have both pozitive and negative numbers. It does not

appear consiztert which items are older or newer.

bookmark=walue 18: This is the binary BLOB shown in the example. We can extract this to look at
the bookmark data for this recent application,
unigueldentifi=sr=vale 12:- This is an NS .uuidbyoes, or GUID, for this recent applicaticn.
rroperties =value 15: {now shown, but empty)
UEL =value 15: The path to the application
(£ile:///Bpplications/Systemi2Preferences.ans/ )
name =valoe 14: Application Name “Syscem Frefersncss”

Most of this information is the same data we found in previous MREU plist files—qjust in a slightly different. more
convoloted format.

42
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{ST = 2N12Al<[Q6EPPOSLI+4L%Q] BOEZOVOLESILXO QINJIATYIIYPAANLI= <= ,THN.
SN1eA}<[GGEPPOOLLIS(X0] QIZZOVOLESJLXE QINJIATYILYpaAaydd> <= ,53Titadoud,
{Z1 = an1eA}<[Q6EPPBOLIISLX0] BIZZOPOLEISILXD GINJSATYIIYPAAINL]> <= ,13T4TIUapIanbTUn,,
= 3N1eA}<[P6EPPASLSLILIX0] BRZZOVOLELILXO AINJAATYIIYPaLaNd]> == ,YJEWwyooq,,
ﬂ.ﬂ.ﬂl == _.L ﬂ_ﬂ..- _u_..
{8z = a1 eA}<[PEEPPRALLIILXD] OBZZOPOLELILXA QINJIATYILYPIAIYID> <= ,55B12%,

}

<= 11
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MacMRU Python Script: github.com/mac4né/macMRU-Parser

Older Plists, 5HL* Files, Microsoft Office Files, and Spothght Shortouts

Run on live system or mounted image

Parses Bookmark and Alias BLOBs

Dit:mecMAU-PAaTser-master oompas python mecRLU.py -/ Librazy/
EEEEEE MacHAU Parser vl.l messss

Parsing: JUsersfoompa/Library/application Svppart/com.apple.sharedfileliss/com.apple.L55haredFilelint.iCloudltens, 571
Cennot open filed: fUsers/oompa/Libraery/Application Support/com.spple.sheredfileliat/com.epple.LS8haredFilelist.iCloudItems.sfl

P:rrsi.ng: .l'IJ';nrs..u"u-mpn.fLihr:rj.f.ﬂ.ppli:at:ivr.!n Fupportfoom.apple: sharedfilelist/com, npple.LS8haredFiloList . Recenthpplications.sF1
Max number of recent items inm this plist: 12
[Item Number: B | Order: —134.8] Meme:'Microsoft Word.apg' (URL:'file;///Applications/MicroscfesZowozd.app/’'|
[Item Mumberi 1 | Order: =136.8] Name:'Microsoft Error Reporting.epp’ (URL:'file:///Apolications/Microcsoft¥ZéPomerPoint,.app/]
[Ttem MNumbert 2 | Order: —148.8] MName:'Corsole.app® (URL:'file:)///Applications/Utilities/Console. app/' "]
[Item Mumber: 3 | Order: -1308.8] Name:'osspmem.app® (URL:'file:/f/private/var/tolders/n¥/vnfzcl55463 _oplzplewz 1B3GBBAgn,/ T /40
[Ttem Mumber: & | Order: -137.8)] Mome: 'Microsorft PowerPolnt.app® (URL:' file://f/Applications/Microsof th28PowerPoint.epa/' ")
[Itam Number: & | Order: -131.8] Name:'Miorosoft Excal.app’ (URL:'file://fapplicatiens/Microsofeki8Excel.app/ ')
[Ttem Mumber: & | Order: -138.8] Mame:'Previem.app® (URL:'Tile:///Applicatlons/Previecs.app/' '}
[Item Number: ¥ | Order: -1Z%.81 Name:'osxpmes.app’ (URL:'file;///Users/oompa/Downlosds/osxpmam.app/' ')
[Item MNumber: B | Order: -133.8] Mame:'Epoch Converter.app' (URL:'file:///Applicatiens/EposhsZaConvertar.app/'')
[Ttam Number: % | Order: -132.8] Name:'System Proferences.app' (UML: 'File://SApplications/Systembil@Preferences.app/""|

| FOR518.4 | Mac and 105 Forensic Analysis and Incident Response &4

A zeript was created by the cowrze author to deal with these pesky new Mac MBI plist files. Tt should make an
analysis of these files easier on the analyst

This Python script can be downloaded from https:/github com/macdnf/macMRU-Parser

References:

httpsz/www macdnd com/blog2016/7/ 10/ new-seript-macmm-most-recently-used-plist-parser
httpszwwwmacdnd com blog2016/8/15 npdate-to-macmm-parser-now-with-microsoft-office-support
httpsz/www macdnd com/blog2017/7/ 19/ seript-update-mac-mm-parser-spotlight-shortcots-blob-parsing
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Accounts — com.apple.accountsd

wan e wan T
e Ak REnEny o A Sommeni el Acsoum [ = L EE  iMernel Acoourls =)
- st Apoourin iy un your ttourds io wes willl Wik, Contects, Cwendar, Mesisgee and
&% iCloud A] WA et aiher appi
ozt Exchange rry . Ol Elwaod liies
alun arai 51 s E?ﬂ glﬁ el
G | et P R i e b s 1 1w | e
O g = Ao Car oAy B TwiTh & D .
i ' ‘ slwoodiiues 5306 g e
o a . Caonlacls
Aol ) il et
L]

i
Arrd Fpbssriers Gyl 8 77 Causndars

Cuitlook com
i .

[SHTE

FOR518.4 | Macand 1O% Forensic Analysts and Incident Response 45

Mac-
« 01~ /TEabrary/RAccountaf/Accountas3 . agiite
« 012+ ~/Library/Accounts/Accountsd.sglite
i08: [fprivate/var] fmebilefLibrayry/EcocountafEocoountsi . aglite

Enowing what email. calendar. iClond aceounts a nser has configured with their device can be good investizative
information to know. Mac and 108 devices both have a single area of configured account information that may
include email. and/or calendar acconnts. The configuration elements for these accounts are stored i a SQLite
databaze but one plist file can be vzed to perform a quick triage of available accounts.

The com.apple.accounts.exists.plist file is located in the
/preferences/SyscenmConfiguracion/ directory for baclkups. file system extractions, and physical
images. This property list shows which types of accounts are globally confizured on the device. These can include
email {IMAP/SMTP E=xchange). Google. Calendar, Apple_ ete. Each account has two azzociated keys: a "Count™
key and an “Exisca” key.

The “Exiscs™ kev shows if that particular type of acconat 1= in nse. This can have a few different options:
1. At least one account is set up for this type
2. Mo accounts of this type

The “Count™ kev shows how many accounts of this type there are.
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Internet Accounts - Accounts3.sqlite | Accounts4.sqlite [ 1]

; leiLEEIEIF"JHT.E_?E.L\ECD‘.II‘I'I'I'\'FEMEC".'IIIH'IT\'EEECRE'I'II.'IH.EACI.'.{IL\F.F'}FH-IFFH.EHI:E‘QUNT.ZHS‘.HNMHE.
3 FACCRINT 280 Lo N TOES ORI IACCOUNTPFROPERTY . ZEEY JACCOUNTPLOPERTY  SvALUL
a ERCHA FALCORINTIEOPTNTY
& LEFT JOIN ZACCOUNT ON IACCOUNT. I PE == TACCOUNTPROPERT V.Z0NYRER
3 EEFT JOIN TACCOUSNTTYEL OF ZACCOUNT TACCDUNTTYPE == FACCCHINTTYPEZ M
7 odar by TACCOUINT, FINERTITIF
LM ZACTORSTT VI RPTON AHTIHE SLEERRE FACLOONTOREC NV 2oLV L TR
i 4 Vmaagui T CIC-AF S-S 18- AR - WTREC 1D TR o B B B TR B e harchas
b ] d  Memaages [ueariarh e gl R e ] O B iy wwwn o s S 1100 (gmaioam wLum -
L] & Meauages DEFCAIC - S-SRI - RS TR # e s s S T D g onn Azt
L] 4 Mgy PRI -RFER £ SR AR -0 1401 'R o A1 NIy ran wei-rarde
i LR 1 H PRETTEIC - B -E1 AR - IR 401 TR Rl ] gmatn IR correa
i A Mg DEETCNC-RFE A7 F-AN - B FEC 1401 TR Wb R SN0 D ala AT LR OO
¥ i oirage FEEICTIL -RF S TR R - S RO 4T L TR LT TR ERTELe ST Ert RO dabd Arerilds
n L T DETLRIC -BFEeca FeA AR D~ el e | TR w30 el gredil i i eriuil dubhiess
1 & bssndages [T N TR T T T TR R TRl I ) S S P T I e pesliie 1
in i Meizagin O LRI BT B AR N - S ECIAC LTS S e 1008 g akdam ardukt
(1] 1F wae BT e Afranbu el am
TR T Garslang der e
1 L war el I muhdag
4 [ TV Authemwatirriresme
15 T W T
15 1T e Al g B L B
if LA Prittdgiaiey
u LY BELN [T per
i & i o O O m b i
m & kil AL - SO AR AR FEAESEER R ihmra b 1 g iam  Cload el emilinrti b g Al chen T
T i Claual AR -4 AR B T RE IR TR IR wheab L1308 D grrailoam  Choad arauretlan
Mac-
« 01~ /TEabrary/RAccountaf/Accountas3 . agiite
« 012+ ~/Library/Accounts/Accountsd.sglite
i08: [fprivate/var] fmebilefLibrayry/EcocountafEocoountsi . aglite

The Zccounts3.sglite or Accounts<f.sglite database keeps frack of which acconnts (Mail
Meszages, Commumication, Calendar, Social Media ete ) are integrated into the Mae or 108 system.

The ZACCOUNTTYEE table contains the types of accounts that can be configured globally on the device. The Z PX
colom contains the identification aumber for each account. This table alzo includes the acconat description,
credential types, and the identifier for the account

The ZACCTOUNT table contains specific user account information. We can match up the Z PX key from the
FZACCOUNTITYEE table with the ZRACCOUNTTYEE column of this table to determine what account this information
iz associated with.

The ZRCCOUNT table in the example above shows the following colomns of interest:
= I PE=DPrmary Key

= ZACCOUNTTYPEDESCRIPTION from ZRCCOUNTTYEE Table = Type of Account
= ZUSEBNIZMFE = Account Username
= ZACCOUNTODESCRIPTICON from FRCCOUNT Table = Account Description more specific

= ZPLOFNTACCOUNT = Parent Account Type

= ZDRTE = Account Setup Timestamp Mac Epoch timestamp format (labeled in the query az “Timestamp™)
* ZIDENTIFIER = Account GUID

= ZKEY = Configuration Key

= ZVAILUE = Configuration Valoe

44 © 2022 Sarah Edwards
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The highlighted ZIDENTIIEFIER GUID is the email account that was previoozly shown in the Mail zection. The
kevs and values for each configuration element provide different types of information such as usernames, account
1ds, servers, ports. ete. The values are embedded binary plist £iles. Diafferent accounts will have
different types of configuration data that iz named by the ZEEY column.
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Internet Accounts - Accounts3.sqlite | Accounts4.sqlite [2]

0600 B2 %0 Gc 83 73 P4 B0 30 e 0L 02 04 &4 05 08 OF | bpliarfd ... ...
0010 Ua 48 24 76 65 72 71 69 &1 (e 39 24 51 72 B5-o0 | XSverslenYiareh
0020 B9 76 65 TZ 54 24 F4 BF 70 58 74 Gl BT Ga B &3 | | wer TiroeSahj ec
G300 74 73 13 60 01 85 40 5F 10 0F d4¢ 53 48 65 7965 | ta..,, .- KEKiye
0040 f4 41 72 B 68 69 FE 65 72 44 GO0 09 54 77 BF G | dacchiver . Trea
Dasn 7« A9 0L af 10 100k Og 12 A0 20 2% 2F 23 24 RS ... [l L
REY ZVALLE OGO 20 11 34 0% 3§ Jc 55 24 Ge 7Y fc b oF Od Oe OF | b 3SS0-USeal |,
DOFD 11 %a de 53 2e AF 62 fa &5 63 74 73 56 24 83 6c | 5, obf ectaicl
Ernailhdeases BLOw DOMO BL 73 73 al 10 A0 02 B0 O 43 18 Od Ce L4 09 1e | 235, .o.o. b k
= 90 57 42 53 Je Gk B3 79 73 a4 15 16 17 18 BO 03 RO | WS keys
Lendinghocountidentifier AT S
| | Gi sl Nt
SSLInwbled | Wi aEnabl edf k|
Addr esses¥i sPrim
Raibsestic ativeehe e :ar'..'.t'lnn-ud Bl s
| o]
Hairdme R
3 | cxvie=YENE DA
Alleainiscupsiutbeat calion | e ) WO W &
Pt Mty L L4 o elmpoiifl ups 5%
Uag IL 30 56 10 a0 BF &d 0L &9 Gc 2= U3 of bd | apddgnan i . con
ELR T OIS0 3& 39 33 53 P4 B3 &c G 73 73 6= 61 6d 65 5874 |89 I%cl paananedl
DIG0 63 Bc 61 7h 73 65 73 Scode 53 44 60 E2 79 69 &f | classes\MSCicila
axbsIn D170 Ge K1 72 T2 42 39 3b 58-2¢ 53 41 A2 B3 &5 B3 P4 | mary. O AMSChj ecr
5 QIR0 d2 37 38 3d 3¢ 57 40 53 41 72 T 6L TR &2 3d 3b | . TErWNGAC TRy, =
e Diad 00 4¢ 00 31 00 53 00 66 00 G 09 71 00 7t 00 83 | L LR T LAl
a2 A 1 [3 i (3 | il
oL L CEDD UG H5 G087 OO 39 00 590 00 9% 00 S0 00 90 00 21 | ioiaiiieains
nds ot Qe O 2l 40 a5 00 aa O0 ac B0 ae 09 b B3 b3 60 DA | ; :
Ol 00 o0 00 ca O d9 00 &3 00 O DD 2 QO 16 QM | .. %
ragianinfn Oled 00 fa O3 fc 01 0301 G6F @1 0% @l 0b ©1 Od &1 11 I 3
01D 0T 1301 1501 1701 12 01 26 01 30 0] & 01 53 S L
famelyEligibee 000 0L S 0L 67 0L 74-01 77 Q1 A0 01 85 0L Go 00 Q0 | A g tow
DELO 00 00 G0 00 G2 07 00 00 0000 0 00 o0 3 60 00 . ?
nobesMigrated D 00 00 G0 00 00 00 O 00 00 00 00 00 01 80 saipsssanis

FORS518.4 | Mac and 105 Forensic Analysis and Incdent Response 49

The embedded binary plist ZVAT UE contains items like the email server, ssemame, and port information. The
example above shows a binary plist file that contains the “EmailAliazes™ for the IMAP account
elwoodbiues531060lgmail . com
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0000 62 70 6c 69 73 74 30 30 d4 01 02 03 04 05 06 07 | bplist00........
0010 0a 58 24 76 65 72 73 69 6f Ge 59 24 61 72 63 68 . XS$versionYSarch
0020 69 76 65 72 54 24 74 6f 70 58 24 6f 62 Ga 65 63 | | ver TSt opXSobjec

0030 74 73 12 00 01 86 a0 5f 10 Of 4e 53 4b 65 79 65 | ts....._..NSKeye
0040 64 41 72 63 68 62 76 65 72 dl 0B 09 54 72 6f 6f  dArchiver...Troo
0050 74 80 01 af 10 10 Ob Oc 12 1f 20 21 22 23 24 25 | t......... !"#s%

0060 29 33 34 35 36 3c 55 24 6e 75 6c 6c d2 Od Ce OF | ) 3456<USnull....

ZKEY BVALUES 0070 11 5a 4e 53 2e 6f 62 6a 65 63 74 73 56 24 63 Be | . ZNS. obj ect sVSel

m_.-.-ﬂ_—}_._m.uﬂh EE - . e Rt
WNS. keys....u..-
SendingAccountidentifier ST R
vo .. [ Ol spl ayhane
SSLEnabled ¥l sEnabl edAEnai |
AddressesYl sPrim
AuthenticationScheme ary\El wood Bl ues
F— N ,.:,nf.:::.w.
. vasaseass YEMI]A
AllowsInsecureAuthentication Aide G sei shaf aul ¢
PortNumber _« . el woodbl ves53
1060@gmai l . con. 7
S5LlsDirect 0150 38 39 3a 53 24 63 6c 61 73 73 6e 61 6d 65 58 24 | 89: Z3cl assnanmeX$
0160 63 6c 61 73 73 65 73 5c 4e 53 44 69 63 74 69 6f | cl asses\NsCictio
altDsID . 0170 6e 61 72 79 &2 39 3b 58 4e 53 4f 62 Ga 65 63 74 | mary. 9, XNSChj ect
0180 d2 37 38 3d 3e 57 4e 53 41 72 72 61 79 a2 3d 3ib | . 78=>WNSArray. =;
cloudDocsMigrationComplete 0190 00 08 00 11 00 la 00 24 00 29 00 32 00 37 00 49 | .......5.).2. 7.1
SeCOUAtClass _ 01a0 00 4c 00 51 00 53 00 66 00 Gc OO0 71 OO0 7c¢ OO0 B3 | .L.C.5.F.1l.q. ..
01b0 00 85 00 B7 D0 89 00 90 00 98 00 9d 00 9F 0D al | ... .vvvvunnncees
personiD 01c0 00 a3 00 a5 00 aa 00 ac 00 ae 00 b0 00 b2 00 b4 | ....vvvuurnnnn.
01d0 00 0 00 ca D0 d9 00 3 OO FO OO FL OO F6 OO 8 | ... ... veveernnn
regioninto ; 01le0 00 fa 00 fc 01 03 01 07 01 09 01 Ob 01 0d O1 11 | ....oouunnnnnn..
01f 01 1301 1501 1701 1901 26 01 30 01 4e 01 53| ......... 8 0.N5S
familyEligible 0200 01 Se O1 67 01 74 01 77 01 80 01 B85S 01 Bd QO OO | . A QT WMewunn s
021000 00 CO DD Q2 01 QD OO QO QO QD OO QO 3F OO0 OO0 | ... veunnuan?un

notesMigrated BLO 0220 00 00 00 00 OO 00 00 0O 00 00 00 00 01 90
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Mac and iOS App Testing and Analysis

On Analysis Host (Mac) On Jailbroken Device

SSH/SCP
sqlite3

iproxy (libimobiledevice)
sqlite3

» SQLite Viewer * Jonathan Levin’s Binpack
» Xcode * fsmon

* Virtual Machines » cda

*etfc. * g&tc.

\ FﬁRSlBA] Mac and ¥O5 Forensic Analysis and Incdent Response 51

Third-party (or native! app analysis can be done in a varety of ways. using both command-line tools as well as
GUI-based tools.

On the host analysis system (for this example, we will nze a Mac) we can installthe T ibimobiladevice
(httpz:/libimobiledevice org’) suite of utilities. The easiest way to install these tools 1s to install Homebrew first
(https=//brew.sh’), then nse the commiand “brew inztall libimobiledevice™ This will install lotz of
tools, including iproxy and 1 Tuse. The tool iproxy can be nzed to connect via USE to an analysis device
{(jatlbroken w/S5H installed). Then S5H can be used to connect o the device for analysis withowt the need to
coanect over Wi-Fi

Other ptilitiez on the host will inclnde viewing applications tike SQT ite (GUI or CLI). and Xcode for plist files

On the 1Device ftself. you will want to uze a jailbroken deviee to get full root access to the system. You never know
where files are going to be stored! In the test device, yoo will want to at least install S8H zerver (zome jailbreaks
come with it) to get easy access to the device. Once you install S5H. make sore you change the defanlt pazsword
from “alpine™ as soon as possible, to protect from others getting on vour test device.

Other ptilities mclude basic UNIX commands contained in Jonathan [evin's binpack (newosxbook com), fsmon for
file system monitoring (https://github com/nowsecore/fsmon), and CDA (https:/'zithub com/ay-kay/cda) to find
where app data 1= stored.

Reference:
hitpsz/wwormacdnd comblog 20181125/ do-1t-live-dynamic-ios-forensic-testing
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DIGITAL FORENSICS & INCIDENT RESPONSE

Lab 4.1
iOS Snapshots, App Permissions, and MRUs

FORS18.4 | Mac and ¥O5 Forensic Analysis and Incident Response 52
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Section 4: Agenda

Part |: Application Fundamentals Part 8: Contacts

Part 2: Introduction to SQLite Queries Part 9: Notes

Part 3: Safari Browser

Part 10: Wallet and Apple Pay
Part 4: Apple Mail

Part | |: Photos
Part 5: Communication

Part é: Calendar Part 12: Maps

Part 7: Reminders Part |3: Apple Watch

FORS518.4 | Mac and 105 Forensic Analysis and Incident Response 53
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DIGITAL FORENSICS & INCIDENT RESPONSE

Section 4: Part 2
Introduction to SQLite Queries

FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response 54
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SQLite Databases

Database Files

+ Main Database — *.db, *.sqlite *.sqlitedb, *.storedata, or no file extension!
+ Write Ahead Log — *.wal — May contain additional database transactions
+ Shared Memory — *.shm

Tables and Columns

Analysis

* Forensic Viewers vs. Non-Forensic Viewers
+ GUIViewers vs. Command-Line Utilities
+ Database Coalescing

FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response 55

SQLite databaszes are made up of multiple files. The main database may have a variety of file extensions or none at
all Looking for that “S0Litce format 2" header can help you determine if a file iz a SQLite database The
Write Ahead Log or WAL file is important as it may contain additional database tranzactions not yet coalesced into
the main database file. The Shared Memory file (¥ . 2hm) likely does not contain any database tranzaction but 13
uzed to help facilitate tranzactions into the WAT file.

Az with other databazes. SQLite databases can be comprized from mmultiple tables, each table containing different
data in columns. Some databases may have one table others may have hundreds. Most databaze schemas are quite
different from each other. The data in the colomns will be a variety of different datatypes.

There are many types of SQLite viewers out there to nse for analysis. Some are GUI-bazed, others can be run from
the command line. Most are not forensic-based viewers and may coalesce the transactions in the WAL file into the
main database. like DB Browser for SQLite. This is fine as long as the analyst is aware that it's happening or not.
Forensic-bazed utilities may allow the analyst to choose to coalesce or not. Forensic-based browsers may also
attemipt to recover databaze entries.

References:

https:/wwwesglite org/docs html
https:/www_sglitetutorial net/
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Example Database -TCC.db
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The database above iz an example that will be uzed for most of the following query examples. This TCT. di
database iz a good starter database to use becaunse it is relatively simple. We will be locking at one table, *z2cc==237
to review the permizsions for various applications on 3 macO8 system.
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SELECT Statement — Using DB Browser for SQLite

1 vulecy = from scosie.
marvice clant elloniiyps Bieweel  promplesunt oeie polley o shieelidanti luct cojict joantll bkt code Mg st maoifiad

1 KTCCServicelbiguiky tom. o pnle. weather o 1 1 UNUSED i) 1643536632
T kTCCServicellbiquity com.opale. CloudDoos Maki.. O 1 1 UNLEED i v} 1543536819
8 kTCCSaryicelibiouity oo apala. Automator o 1 1 UNUSED o 1543535541
i KTCCServicelbiguity comapgle SeriplEdibar 2 i 1 1 UNLSED ] 1643535045

1 seleat

Z service, clieny, pilowed, ndee e object iden

3 From access

24 KTCCServecaUbiguity com.apple Photas 1 UNUSED 1543709326

25 WTCCServiceAppleEvents com.TechSmith.Snagit2018 1 com.apple. Safarl 15433801178

26 KTCCServiceAddressSook  com.evernots.Evernote 1 URLUSED 1544363016

27 kTCCServicaMicrophons  com.logmein, GoToMsating 1 UMLISED 15450874

28 KTCCServiceCamara com |lagmeinGaToMaating 1 WHLUSED 1545087438

28 kTCCServicallbiquity com.appla iChat 1 UNUSED 1545865718
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The SELECT SQLite statement iz the baziz of most SQL queries that will extract data from a databaze. SELECT is

uvzed o “select”™ different items from tables and columns.

In the top example. a wildeard (*) 1z used to “select” everything from the "acce=s" table. This is the broadest
example, but also vseful to filter down columns o what is of investigative importance while in a query building
window of DB Browser for SQLite.

The second example shows data being extracted from only certain colomns; service clisent allowsd,
indirect cbject idencifier, and last modified

It 1z worth mentioning that once queries start becoming more complicated with table JOIN=, yvou will want to
preface the column name with a specific table to differentiate columns that may have the same name across tables
{ie,aceess.service access,.client, acceas.allowedand so.on).

Reference:
httpsz/www_sqlite org/docs html
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SELECT Statement — Using sqlite3

isa:uh-s—d-i.l::aun.uup!u.fbi gupad
I BOLite veTeion 3.3&8.8 2818-17-@1 137134:55
Erter *.help= for weage hists.

| || UNLISED) | B | ¥5436356352
WICLGerviceubiquity |comepele, Cloudlocs Mokt lebocurmninf 1leProyider (@112 |77

WTCCSarvicmibiguity jeom, ppele, Autoaator @101 ] || URLSED] (0] (56065807
WTCCServiceleiquity |oom. apple SoriptEoi Coed | B{1{1] | | |UKUSED| |8]166353694E
s FCCServicedbiquity [com. apmle, iWnrs Hursees |0 L (1] | | [URLSED] [&] 3563558044
WTCCServiceubiquity |con. spple . Previsw|@]1) 10 | | [UMUSED|| 0] 154360594E
WFECSErvicelbbgul by [oom.nfimle, Idosh  KapsoTe (81 1] || [URLISEE] |0] 21563556048
WTCCServicelbiguity |comsapole. L3ookeR @120 | | | UMLUSED] | &) 1653626R4E
s FCCGervicelbiquity jcom.spele iMozh  Paiges |01 1] | | 'LI"W‘JHJI |l'|15’l-:15:15 L]

|| |LMEISED [ f1E43535510

WTCCHServiceubdquity |com.apeple.meiljd)1|l rahs~&lricom, apple . TOL campal

WTCLReEy Lemibiliquity [com. aiel s QulohT Ieeals AL ) s SOLiTe vapsion 3.26.0 JR1B-12-0L 12:34156

KTCOServicelblguity |com, apgle, TexTEQit|®(1] d||| |UHLEED| 'l|* Entar *iheln® Tor usage hints,

WTCCServiceliyerpool |con.apale synterpreferances |[Bf1 1] 77 "RaRtAER OA

111
TECSarvicsll unfposl |toa aggle, Snfarl (@)1 |30 % =g calumn
| ISR B A vl lisnt Lient_t 1lowsd . t

TCCRarviGeulinul ty | Gum., gu tds upti, deupsos 8]14(1) || | USUSED) | 435 FYAE0 etk Pliaptotyre Lowe T SR
KICCEsrvicelbiouity com.apple.wsather B 1 i T?
kTCCSarvicelblouity com:apple.Clouddc & 1 1
kToCBervimelbiguity com.opple. Autonat B 1 1
kTCCSsrwicailbiguity com.opple.ScTiptE @ 1 L
kTEcSsrvicalbiguity com.apple,ivWeri.N @ i L
kTCCSarwizalbiguity com.apple.Previes @ 1
KTCCServicellbigquity  com.apple, iWork & @ 1 i
\HIEESery il ffgokay 8 1 A

Aeabblauity _cen.ap
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If vou want to use 3glitc=3 onthe command line to do your analysis, that iz another option Performing queries on
the command line can be done in a conple of ways.

The examples show a query being performed in the SQLite shell This is an interactive shell specifically for SQLite

databazes. The default ontput in the top example is not exactly the easiest to visually parze. Using a few SQLite

zhell commands in the second example we can make the output more appealing for analysis.

— This puots the column names at the top of the output.

= .mode column — Puts the data in colomns. The column width can be configured; this example shows a
default width. The data in the columns may be cot off.

= _headers on

Reference:
htpsz/www_sqlite org/docs htmt
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SELECT Statement — Using sqlite3, CLI One-Liner

Sarahs-Air:com.appla.TCC pompa® sglited TCC.db 'salsct & from sccess;’
kTCCServiceUbiguity |com.apple.weather|@|1|1] 77

| | |UNUSED| |8 |15£3535532
kTCCServicellbiguity |com. spple.CloudDocs. MobileDocumentsFileProvider|@)1|1]|?7?

| | IUNUSED| | 8 |1543535919

kTCCServicelbiguity |com.apple. Automator [@)1]1] || |UNUSED| |@|1543535041
kTCCServiceUbiguity|com.apple.ScriptEditor2|@|1|1|| | JUNUSED| |@|1643536945
kTCCServicelUbiguity |com.apple.iWork.Numbers|@|1|1] || |UNUSED]| |8 |1643536945

Barahs—-Air:com.apple,.TCC oompa% snlites -headar -column TGG.0D 'Salacl ® [rOm ACCEES) |

service client client_type allowed prampt_count csreg
kTCCServicelUbiguity com.apple.weather @ 1 i | 77
kTCCServicelbiquity com.epple.CloudDo @ 1 1 7

kTCCServicelbiguity com.apple.dutomat
kTCCServicelUbiguity com.apple.ScriptE
kTCCServiceUbiguity com.apple.iWerk.N
kTCCServiceUbiguity com.apple.Preview |
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The sglite=3 otilitiez can also be nsed from the command line in & one-liner script (or in 2 more complex bash
zcript!). The query i3 provided at the end of the one-liner in' quotes.

e oo
e
o

Like the previoos example. the ootput iz not pretty. We can use -header and —column to fix this.

Reference:
httpsz/www_sqlite org/docs html
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Timestamp Conversion and Column Renaming
1 amlect
& seryire, Clienl, slwed, ndlicect omiect sderiffiar,
3 e el
d from acoess
arvicn client alionsd  indiroct_objact identdiee
24 kTCCServicellbiguily com.appie. Pholas 1 UNLSED
M KTCCServiceAppliEveris  oom TechSmith Snagil2019 1 -m.unﬁu.sﬂall
28 KTCCServiceAddressAook  comasmmels Framats 1 UNUSED
27 kTCCServicoMicrophonn  comiogmain,GoTakdeeting 1 WUNLSED
78 kFCCServiceCamern comjogmein GoToMeeting 1 UNLSED
1 sehct
2 service, client, allowed, indirect_object_identifier,
3 datetime{last_modffied, univepock’,'localtime’)-as "Last Mod fed”
4 from access
sarvice client allowead indirect_object_Identifiar !_aﬂ.lin:!ﬁd
4 kTCCServicelUblguity com.apple. Photos 1 UNUSED 2018-12-02 20:08:46
25 kTCCServiceAppleEvents com.TechSmith.Snagit2018 1 com.appla.Satar 2018-12-02 20:39:38
FOR518.4 | Macand ¥05 Forensic Analysis and Incident Response &0
Adding to our tmitial SELECT query, we can manipulate some of the data to make it easier to read. One data type

that vou will often want to convert is epoch timestamps. Our example stores a Last Modified timestamp in Unix
epoch, or number of seconds from 1/1/1970 00-00-00 UTC.

SQLite can convert this by nsing a DRTETIME function The example above is converting from ‘unizepoch’ fo
Ylocaloime'. The *Iccalicime’ modifier will show yoo the timestamp in local system time. If yon wanted to
keep it to UTC, remove that modifier. as i will be in UTC by default.

Once converted, the colomn name 1z long and uvawieldly; this can be changed by using 22, The example at the
bottom iz changing the column name to “Last Modifi=g" This can be nzeful to put more context to otherwize
strange column names. Some database designers are better at naming colomns ‘tables than others.

References:

httpsz/www_sqlite org/docs htmt
httpsz/www_sqlite org/lang datefunc him]
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DISTINCT Keyword and Commenting

select
distinct service .
——, client, allowed, Indirect_object_identifier, datetimellast_modified,'unixepoch’,localtime’) as “Last Modified”

from access

BWN o

FOR518.4 | Mac and ¥O5 Forensic Analysis and Incident Response 61

The DISTINCT keyvword iz useful to find vnigue values in a column Using our TCC example_ if [ wanted to-see all
the different types of permissions being nzed in this table, I would nse DISTINCT on the service column There

are six distinct permissions for this example

DISTINCT ishere uzed on a single column. When doing analbysiz_ sometimes you just want to quickly see what the
valoes are but not delete everything in vour query. This example also shows me commenting out the rest of the

q ¥ hF Chip, I.'.__._.‘-

Reference:
https:/www_sqlite org/docs html
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L]
CASE Expression
1 select
2. service, chare,
3 CAse doweil
a when O then Mol Allswed
3 when 1 then “Allmeed’
8 —end Alcwed,
7 indirect_abjed_identifies,
o dateomeilast modified,'unvepoch’, lnclome ' oas “Lest Modified™
] from access
aarvice client Allowed Irefirect_object identifier Last Modfed
¥ kTCCServicel verpaok cam.appie. Mops Allowed UMUSED 2018-12-24 13:06:45
N ETCCServiceAppleEvends  com bisckbagiech.Blacklight Allowed eam.apphafinder 2018-01-12 180238
8 KTCCHenviCeAddresaBonl  com.macsrosoll aranata. mac Alboest UMNUSED T018-01-18 12528
a5 KTCCHeniceAddrassBoak  comumicrasalt Word il RIMLESED 018-01-18 121608
34 KTCCServionAddressAoak  com.mcrasalt Fowarpaint Allpwed UMUSED 20180118 1276
35 kTCCSsrwoefpphabverts  com.iogitach. presantar Allwed com.appl.systempruforences  2018-01-28 1004550
38 kICCHerviceAppleEvenis  comlogitech. presentor Al oam.apple. Sadari 2018-07-28 1052103
F  kTCCSermmetibaousy cam.opEe.Grab Allovwed UNUSED 2018-07-31 16:5368: 24
a0 kTCCEerdicpiddressRonk  com.microsall Excel Mot Allowed | UMLESED 2019-02-08 20:07:08
a0 KTCCEenvicehppleEvems | oom. logitech. presenisr Allowwed oam, goaghs. Chirome 2019-02-20 090802

FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response 62

When you have certain valnes for different types of entries it can be useful to rename them or perform a certain
acticn on just that value. This is where the CTRZE expression iz handy.

The example above 1z changing a value of “07 in the allowed columin to “Not RIlowed” and a value of ¥17 to
“211owed” Thiz can help provide context to the extracted data

Another CRSE example might be to change the service to something more human friendly. (Le:
kTCCServiceUbiguicy to “iClend™)

Reference:
httpsz/www_sqlite org/docs html
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stlect

ORDER BY Clause

& e v o ot

1
2 wReE, Gl
3 Elase alied
i whan = then e &licwm s
B E] when 1 s S
8 Land sdomai,
7 gl veer_nE-acy_idsmalier,
a i Corom [l L e i, L P e Y, it B ) ik "Ll vt i ndl
B fow e
M erder by L Ml aid
T o] i Ay inchrec oboecd mis i Lmat howiiec:
1 A TCCEersionl gty oM ap ke Al LNED IME--20 T
T ATCCEsraiee Lty mm apph Cnuddes WchisDocumaniaFis?, . Allowed LML O FWE-T1-3 8 TSR
3 eToCServicnlBansty w8 gy Astumatcr Al LNUSE AME-T-28 I EEHN
i aTedEsralon| iy werh ik S il Allewmt LIkl 6 Sirif-1i-30 inEG0n
a i then it
] e Ao,
T mbrwil ciject dwnlifen,
& datrrmed_madfed, irsepock, edime ) a Lasi aldes
L) ey acres
W
serkee e i lrdieclnioct st
' WTCCSanvicsdppiebvenis  nom TectSmimSnsgh 7S Abrvesd o gonge Chee
i KFCCS vl iinoou oA Albirreml UKJSED
¥ KTCCServcslbioisty comLapp e Algreed URUSED
Alngremd cerh s Trde

FOR518.4 | Macand ¥05 Forensic Analysis and Incident Response 63

An analysis technique could be to order certain columns, this is commonly done on timestamp columns to

determine what records were performed before others.

o [ _H.

The OEDER EBY clanse can be used to order temporally in the example above on the “Last Modified” colums
The two examples show the same statement but different orderings.

= DESC —Descending Order

Reference:
httpsz/www_sqlite org/docs htmt
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23T — Azcending Order, this is the defanlt if this keyword is nof provided.
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WHERE Clause and LIKE Function

1 select

2 sandce, cliant,

3  [Elcase allowed

4 when 0 then "Not Allowed’

(-] when 1 then "Allowed'

B end Allowad,

7 indirect_object_dentifier,

8 datetime{last_modified, 'unizepock’locakime') as "Last Modifed”

a8 from access
10 whiere "Last Yodifed® like "R2019-%°
1 order by ‘Last Modified*|

£ArvicH cliant Allowed indirect_ohject_identdier Last Modifiad

1 kTCCSarviceApplaEvents com.blackbagtech.BlackLight Allowed com.apple. finder 2019-01-12 18:02:38
2 kTCCServiceAddressBook  com micrasoft.onencte.mas  Allowed UNUSED 2018-01-181216:28
3  kTCCServiceAddressBook com.microsaft.Word Allowed UNUSED 2018-01-18 12116208
4 kTCCServiceAddress3ook com microsoft.Powerpaint Allowed UMLUSED 2019-01-18 1817158
B KTCCServiceAppleEvents  com logitech.presenter Allowed com.apple.systempreferences  20%9-01-28 10:16:60
6 KkKTCCServiceAppleEvents com.logitech.preserniler Allowed com.apple.Safari 2018-01-28 10:21:03

FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response 64

Some databaszes may have thouzands of records and filtering i3 required to find specific records of interest
Using the WHERE clause, we can filter on different pieces of the output. The example shows a filter for “Za=c
Miodi£1=d" times that start with the string 20127 The *%’ wildcards are uzed a= part of the string matehing,
zero of more characters before or after the specified string.

Reference:
httpsz/www_sqlite org/docs html

64 © 2022 Sarah Edwards



Table JOINs (Using Safari CloudTabs.db)

‘II sebect

2 cloud_@b_devices.device_name,

3 choud_tabs.die, clowd tabs,url,

a datetime{cloud_tab_devices,last_meodified - 378307200, unixepoch' localtime’) as last_modified

B from cloud _tabs
B left join clowd_tab_devices whare clowd_tabs,device_uusd = clowd_tab_dovices,device_uwid

doyice_name Tilha url lasl_modified

1 Sarah's MacBook Al Twitter [ Notifications hittpstwitter com/ifnotifications 2018-01-01 13:45:50
2 Sarah's MacBook Air About Secure Boot - Apple Support https:/fsupoortappie.com/en-us/HT 208330 2019-01-0113:45:50
3 Sarah's MacBook Air  Twitter https:/ftwitter.com/ 2018-01-01 13:145:60
4 Sarah's MacBook Alr  Objective-Se2's Blog hitps:/jfoblective-ses com/blog/bleg_ Ox3C himl  2019-01-01 13:45:50
5 Sarah's MacBook Alr  Jailoreak - The iPhona Wik https!/iwwe thelphonewiki.compwikifJailbreak  20M8-01-01 13:45:50
& miPhonex Koala - Wikipedia hittpsen.m wiklpedia.orgfwiklKoala 2018-071-01 134761
7 miFhoneX Mac & 05 Forensic Analysis & ncident Resp.. | hitps,/fwww . sans.org/ocoursef/mac-and-ios-fo..  2018-07-01 13:47:51
-8 miPhoseX londion - Googhe Search httpswww. google.com/search?a=londongle...  2019-01-0113:147:51
9 miPhoneX Apple Park Visitor Center - Appla hittps:/fewww.apple.comfretail/epoleperkvisitor..  2019-01-01 134751

FOR518.4 | Macand ¥O5 Forensic Analysis and Incident Response 65

Table JOINs are used to combine data between two tables. These joins are performed on a common piece of data in
each table.

The example above shows the CloudTabs.db  Safari database. The table cloud tabs containsthetitle
and url or synced Safari tabs, while the table c2oud tab dewices containsthe device name, and
lzsc modified timestamp.

The table join iz done with a device uuid (not shown) column in each table.

Reference:
httpsz/www_sqlite org/docs html
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DIGITAL FORENSICS & INCIDENT RESPONSE

Section 4: Part 3
Safari Browser

FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response &7

This page intentionally left blank

© 2022 Sarah Edwards 67




Safari Browser - com.apple.Safari and com.apple.mobilesafari

macOS
o R -

" "-ﬂ.ﬁhl‘ﬂ!’}'ﬂifﬂl"ﬂ L TR
= ~/Library/Containers/com.apple.safari/ Blearhbiey Pack

£

e T T R

« [privateivar/mobilefLibrary/5afar/
= /privateivar/mobile/Containers/Data/Application/<GUID =/

Data Types
= History
= Cache(s)
* Session Info
= Tab Snapshots & Thumbnails

* Downloads
* Cookies
* More!
macO5:
» ~fLibrary fEBafari/f
» ~fLibrary/Containers/com.zspple.Safari/
108 FFS:
« Jprivatef/var/mobiie/Containers/Data/ippliication/<GU0I0s
« Jprivatef/var/mobilie/Library/Safari/
108 Backup:

» Jfmobile/Library/Safari/
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Safari History — History.db [1]

macOS & iOS e

- J— ]l e :
E Bileachiey Park

Wik A Linigma machize
el -

L - - .
Y e T —————

* macOS: | year
(default) ... or |
month, 2 weeks, |
week, | day,
manually

* jOS: ~| month

FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response 69

macO5:

» ~fLibrary/BafarifHistory.db
108 FFS:

» foriyatefvar/mobpilefLibrary/Safari/History. db
108 Baclup (Encrypted):

« fmobile/Library/Safari/Hiatory.db
The Hi story.db contain: the nsers intemet browsing history. If the user has chosen to zyne their Safar history

using iClond, the history will be synced to all devices vsing that 1Cloud login. If the nser clears their history on one
device.

In 108, the history is kept for about 2 month_while on macO8, it is kept for potentially a year unless otherwize
configured.

© 2022 Sarah Edwards 69



Safari Browser - History.db [2]

SLECT

e Wb R e T T D PR PO RE W WE T R R Ui i | A s R

SNTOAY TTEAE LB S R TOR N _TTMLAYHT CO0HT BISTORY WETLTITLL TN AT AN T F VI LOA0 1S CPmsrie, HIETO Y. VSIS AIN s 3o s Toa s VIV TLLLD RECT_OFLTHRA TN
FRM RTOEY 1T

AEFT CAITRN JOVW FERTORY WIRITH O HILTOLY NEMEIZ <= 110485 VIETLIEETORY 10

CRAEN BT VT T

(U]

t
14
T
1S
]
[

P R N P e

PEER=mdN 18 08 LD S b SR T

I8
] L] i i i
'] B RCTE-RL TN 4 IRTS ot . e v e s ety rm iy o gy ey yerw g i | R T T | I
] LR [T I ETTPR T ] ey [P T R Fre— i i
i d TSI AR S p—— i ] 1
. L e PRCTITT - | o S R e L T L T | i ¥
m PO el et oo 1 Swiai Cres Camey i
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i 1 TEELA N T - - sl = TV e 1T i 1 thia bl S Baarsh T
W PSR Y ke e, - - e 1T 1Y i iakalisnn 1 g i bl - oo Bauth i
L] TIOTETH IR T e | b gy yeem st gt i e b 0 il B mes s ol I tkaag ksl igre . Deegn erh 1
i FYR T ISR P g M— - e B siaads hasatell (ol vl - Lacgis asme Il
u I IDEL 1R LIS o e v ke el 21T R Y B Lrmye Toke Sewesied | 0o Lo 1
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n TR T T T TP "y e —— e e 1w st Vo bl
S . -\: BT T e —— e 3
4] I Y S e ——————— [ v =
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macO5:
» ~fLibrary/BafarifHistory.db
108 FFS:
» foriyatefvar/mobpilefLibrary/Safari/History. db

108 Baclup (Encrypted):

« fmobile/Library/Safari/Hiatory.db

Using the SQLite goery above, the following data was extracted from the Safan Hi scory. de file: The history ID,
vizt timestamp (Mac Epoch), URL. visit connt, webpage title, the origin. if it loaded suecessfully. and redirection
source/destination.

Two tables in this databaze hold the most relevant data:
* histcry items: Contains the URLS, domains, and visit count.
* histcry vwisits: Contains the Mac Epoch timestamp of when the visits occurred, and the title of the
webpage.

H iClond Safan symeing is enabled. the “crigin™ column will display a “17 if that URT. was viewed on another
device, while a “07 means it was viewed from this device.
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Safari Browser — Sessions — macOS - LastSession.plist

“am e
AT L] L] ass Wil ] -k d——
T A F
- (L FiE———— L - e
Bl o el L ey Mk ©
iy arm- v
[T e i
S e W
Era bl dww e w L
Uemimmd - ¥
T ey T
Lt 1 Wiy TERIHD V- MDD - B a7 | Y |
e o8 W] -y [ TREEUR
o P v s s
e e

SessionState —
Binary plist
containing tab
history, may be
encrypted or not
e e e

FOR518.4 | Mac and 1O5 Forensic Analysiz and Indident Response m1

macOs: ~/Library/Safari LastSeszion.plist

The Lz3tZe3sion.plist contains items from the last browsing zession. [f multiple browsing tabs were open,
there will be multiple items showing the visited URLs.

Each tab will have 3 tab identifier, which will not necessarily be in numeric order if tabs were removed. The
TabTicle and TanURL hold the webpage title and URL, respectively. The Se33icnScace key may hold more
information if the Se=sionStatelsEncrypted key is set to 0. If vnenerypted, it will contain an embedded
binary plist containing the contents of the tab history

© 2022 Sarah Edwards 71



w Root
SessionVersion
~ SessicnWindows
w Itam 0
SelectedTabindex
TabBarHidden

FavoritesBarHidden

w tem O
JHRispaskhle

7 AncestorTabldentifers

SateToLoad

WindowlLiD
TablUUID
TahStsteVarsion

Tabldentifier
Procesaldentifier

Dictionary
String
Array
Dictionary
Murmbear
Boolean

Boolean

IsPopupWindow Boolean

PrefersReadinglistSidabarvisi.  Boolean

Miniaturized Boolean

WindowStateVersion String

WindowlUID String

WindowContertRect String
« TabStates Arra

Dii:l.‘ll:!l'lir‘ﬁl'
Bookan

ﬂm

Tablindex Mumber
Ishuted Boolaan

Number
Mumber

0

{2 ltems)
1.0

[1 item)
(13 items)
a

1
a
0
0
2.0

CE65DD?1-8060-4DE4-BF3C-BB1E 1BCOECS
{0, 0}, {1107, 1025)}

1
7

& an
Isisposable Boolaan 0
TabTitia Strinag Cats va. Technalogy
SessionState Data <0000000262706CE07ITA303002010203045E62
¥ AncestorTabldentifers: Array |0 Hems)
DateClosed Data 2027-05-16T16:53:212
En‘fﬁui_md Eunlaan 1
SessionStatelsEncrypted Boolaan a
Tablndex Mumber 1
Is.llu'iuted Boolean o
WindowlILID String CEGBDD71-9D60-40E4-BF3C-BB1E1BCOECST
LastvisitTime Mutmibr 642,789,748.820542
TabuUID String BACFETEF-CBAE-4360-85E6-4BFI5231E086
TabURL Siring hittps:/fwww redd it.cnnﬂr{:mva’tﬂchnnlngw
TabStateVersion Mumbar 1
Tabldentifier Number 11
Pracessidentifler Mumber 86,255
» ftem 2 Dictionary (18 itams)
A lsPrivatelVindow. Bonlean v}
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Safari Browser - Sessions = i0S - BrowserState.db

» Session data is unencrypted

* Regular and Private Modes

* External Links

* Tab UUID Screenshot in Thumbnails directory

010515 12 45 V8 SRIEEDCE-CANT-4 1F7- G20E-T57 Al b D rotstie Sehedkib | Chicags Gt Hitpa; | i s | v kncda b [ o 0

21 :ﬂﬂmT_n:i‘nm_ﬂliq PTEIOTIC UNDEPIDH  LOCALTIMNE} A5 "LAST_VIEWED_TIME,
3 Tu_ﬁiilihifﬂﬁ_ill S0, TARS TITLE, TAES.URL, TA RS CADIA_INDEY, TARE PRAVATE_SROWTSIC TALS. OTERED_FHOU_ UMK, TRE_SEATON SR DRTA
; {:'Er-m:;f;?mp SUESICMS O TIVKS T == TR SERHOML D)
El OROER BY LALT Wwaiaii rissd
AT BT Trishy o amd L1 wl L R LR I L ]
PN -R-A0 IR FRDMIAR- S IS LD - B2 0 -FATLAS TARE  Femelsy Py - kped FTIER ) PR i e BT e BecTieg_Fark n 1]

£ OX-08-1H 10 S0 40 EFRTAFRL AN SO RO O0REIDSE K prbrwnkdd fe o peal oy maiure B R LT L] [}
P oR0IN-0h UR IR EEIE RN - AR AP B AMMMEORC N et Dol Cammary RS ARG TG TRTY nl!i T
A D030 -0m e 40 O CECR Sl b A R BRI TR S | gadiie ey Saredoor e el sy stiend Deairrereros e starbies . s dermen § ] : [
B OTO-E- U 1R ICAAD A BT TR RO N R e IR el cary [ B
§ JO20-M-1h 12 A0 P CRakiig 1L -4b1S- SOkl RETHASOA0GE  popmrs . oo Search Bl e grogie am fsmamhl 0 L}
t

L]

AOSTN TE AN SR A A R AREE AN HERARNTD  tipgy © Cooge Sewech Eiipa | W gt lnaeehl

FOR518.4 | Mac and 105 Forensic Analysis and Incident Response

1018 FF8: ‘private’var/mobile/Library/Safari/ BrowserState db
i3 Backup (Encrypted): /mobile/Library/Safari/BrowserState.dh

. dh file iz a SQLite database that contains relatively the same information
i 5t oo macOS — browser session information.

The zcreenshot above shows the last viewed time for the tab contents (in Mac Epoch). tab GUID, webpage title,
URL and browser visit information. The crder index shows that regular and private modes are being vsed, with

those private windows marked in privace browsing.

If the link was opened from an external source (like an email), you can see it marked in cpened from link
The session data is unencrypted in the s233icn datas BLOB.
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SELECT

FROM TASS

oL B b

ORDER BY LAST_VIEWED TIME

DATETIME(LAST _VIEWED TIME+S78307200, UNINEROCH,'LOCALTIME) AS "LAST_VIEWED_TIME",
TAR SESSIONS. TAB_UUID.TABS. TITLE TARS. URL, TARS.CRDER_INDEX TARS FRIVATE BROWSING TABS.OFENED FROM_LINK TAR SESSEDONSSESSON_DATA

LEFT JOIN TAD_SESSIONS ON TABS.ID == TAE_SESSIONS.ID

AT WEEWED TIME tab_wuid
1 IZE-0%-1) 1650 qEDuﬂulLs*glnnﬁwnﬂsuluhE
2 M21-D5-13 1038490 ET2TSHTT-S56E-aCHI- KEFR-CRINSEFDNE
5. FRE-05-13 T3 09:33  SRIDNSED - AMCH—A S —GOR - S RNIEGSCIE
.- CHE-05-13 135040  DECCOCAS-0993-46AD-SERA-AFEOERT 1RODD
5 MPE-05-13 135043 1WCA0AD1B-ATRI 4R T4 -RFRE-SRCHISIFIT4R
& I02E-D5-15 124333  CHAAACH0-IDE1-4610-9AAS- BEFFEREDADED
T I02E-05-1% 12:43159 SAIEADCE-CAAE-41F7-9386- TSZE2DBOFS48
B I02E-05-15 12:43:5% SEIBFZOF-4309-4558-ABEE-FICESE92I8570

tithe
Bizizhiey Fark - Wikpedis
A srhresdid it Tor oute and cuddly plcbures
Stachucks Coffes Company
Fow gan | updats oy Slarbsc ks gom emadl acdeas?
A
ouiiptas = Coogls Searck
Cubs Dowsinadabie Schiedule | Chicagn Cubs
clippy - Googee Search

wrd
:nﬂnn__.qnenrii.ﬂ_n&rni__iﬂ_.!qﬁ:n-_Hi
iape: ! P rechdiL g frfasw |
hpac ) fapp starbucks, ctim?
ot/ Fenditamer e reboe s barbnac ke com A el wer f,
lirnp | s apipe. poem !
IR Foiand 0 DGR 0L BAIHT.
hiaps: e milbocom cutis echedule) dosmicadahée-
EIps:{ Pewen. 0 GogRe com  sarchl..,

order_indew | privae browsing  oopened from_link  session_cats
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Safari Browser - Sessions = i0OS = Safari Thumbnails

« KTX Format

* Correlated with UUID in BrowserState.db
* Includes Regular and Private Mode

* When tab is closed, removed from file
system

-

« B Thumbnails
1C40ADIR-B7B0-4674-BFEE-EEC2053E214B-v2 kix
5BZBF29F-4900-456B-ABEE-39CEABO3B57D-v2 kix

| BE3IEGDCB-CAAE-41F7-92B6-FEREZDBOFEAB-vI kix
= CEAAACAD-3DBT-4610-8AA5-BEFTRASDADE0-v2 kix
" DEDOBCE3-1E598-4440-AA67 -FAEGDDCI4EB5-v2 Kix
= DASCDESG-IDF3-4724-B200-CT2AFDARBBET-v2 kix
- E7275B7T-FEE4-4CRO-BEFB-CBFI00BEFDAE-v2 kix
FCOODS83-4360-4050-B427-687B5ATABEE-vZ.kin

FOR518.4 | Mac and 105 Forensic Analysis and Incident Response 75

108 FFS:
« Jfprivate/var/mobhile/Containers/Data/RApplication/<GUID>/Library/Safari/Th
‘umbnailaf

Each GUID in the Thumbnails directory contains a thumbnail of the tab “sereenshot”. including those in Private
Mode. If the nser visits another website, the tab “screenshot™ will get updated with a new “sereenshot™ This
happens when the Safari application is backgrounded, the device is locked, or the user selects a different tab.

In the example above, this deviee has eight tabs open, some of which are in “Private Mode™ A zearch for “clippy’

was done in private browsing mode. Once this tab i3 cleared by the nser, the screenshot will no longer exist in this
location.
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Safari Browser — macOS -Tab Snapshots/Metadata.db

Table: |snapshot_metadats 5 B = 5= = S BT 4 | W & B Fiiterinany column

b | &

duld date created Flename el

Fulie Filbws e Filis

| ESAMEFRLI-A21F-4816-BOA0-FRILAFGOREDD Ba2FROGRB.FINAYY [SAJCFRL-AZIF-401G-B080-7211IAFGRREDDprg  favorites.|)

4 SCPREFIA-LBIL-4303-A2BD-GEES4ADI0FDT BA2FI028GBESIDS LCFFEFIA-1A2E-23R1-A2AD-CEE4ADA0FDY . png  hetps | fenwikipedia org/wiki/Lnigma_machine

3 GOCFEAGF-CBL -8 160-85E6 -4 BFYE2 T 1EGRE Fre0ids a7 4687 SOCHPEF-CHAU-4160-B5EE-BFYS S1E08G,prg hetps'/ fweww reddi_camyr fcativs techralogy

4 EADEIDD-E959-d82E-04 FE-S0C5 16345061 I T YT IBACEIDO-E95U-282E-S4FE-UOC S LEAAS0LY. png

hatps ) fwean whatsappocom  downdaad)

@e e [[]- SCFFE73A-182.. G i

'
|

FOR518.4 | Mac and 105 Forensic Analysis and Incident Response 76

mac08: ~Library Containers/com apple SafariDataTibrany'Caches/com apple SafariTabSnapshotz Metadata db

Tahb zcreenshots mav be found in the Safari cache directory. These screenzhots are not exactly hizh resolotion;

however, we can determine what website they are a screenshot of by looking in the related M=cadacs.db SQLite
databaze file.

In the example above, each tab screenszhot is assigned a UUTD, which is also used in the saved filename Going to
the TabSnapshots directory, we can open and view these screenshots.
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Safari Browser - CloudTabs.db

* Synced iCloud Tabs
* Find other iCloud connected devices

select

clowd_tab_devices.device_uuid, clowd_tab_devices, device_name,

clowd_tabs.title, clowd_tabs.url datetimelicloud _@mb_ devices fast_modified « 378307 204, unikepoch’ teciltima’y as last_modified
from choud tabs

left join cloud_ tab_devices where eloud _tabs.device_uuid = eloud_tab_devices. device_wuld

(A Ty

desion_nams ks

FOR518.4 | Mac and 105 Forensic Analysis and Incident Response 77

macO5: ~/Library/Safari /CloudTabs.db
iO0S FFS: fprivete/ver/mobile/Library/Safari /CloudTabs. db

Devices that are syncing a uzer's Safan web history can be found in the CloudTaka,. db database.

The example above shows two devices by hostname: MBP-M1 and Elwood’s iPhone. Each device has a few (non-
private) tabs open in their respective Safari browsers. The last modification timestamp iz a good place tosee how
stale these tabs are but does not neceszarily show their last visit time.

The device UUID can be found inthe /rrivate/var/Library/Safari/SyncedTabaMetadata. pliat
on 103 and in the
~/Tiprary/Containsra/com.applis.fafari/Data/library/Freferences/ByHoat/com. spp
le.Safari.<HW UUID>.plisc onmacDs.
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select

cloud_tab_devices.device_uuid, cloud_tab_devices.device_name, . .

cloud_tabs.title, cloud_tabs.url datetime{cloud_tab_devices.last_modified+978307200, unixepoch’, localtime’) as last_modified
from cloud_tabs

left join cloud_tab_devices where cloud_tabs.device uuid = cloud tab devices.device_uuid

SRS

| device_riame title url
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L
Safari Browser Cache - Cache.db
® Citha s Tuila
i SELECT Cactim d=shim < T
T CPURLCACHE_RESPONSE.ENTHY_IOCFLRL_CACHE_RESPOMSLRECUEST_KEY, Cach el This
] CRURL_CACHE_RISPONSE T _STAMP CFURL_CACHE RECEVER_GATARECENVER_DATA B FaucrtiesFics primegecachn Tid
4 PROM CFUSI_CACHE_RESPOHSE £ faCaghaaiuia Tl
5 LEFT JOIM CFURL_CACHE RECEIWER DATA ON CFURL_CACHE RESPONSE ENTRY D == CFURI_CACHE_RFCEVER_DATA,ENT] O RN I RE L ME-D 0T EOCE Tl
U ZAAZA-EI0 -4, D-EEEINOCO0C  Tude
sty 10 rgussl ey e giemp (LS TR T BIAFETF-RIES-&_FD-A ARETSRIE  Trdn
i L hittps ) jeoregursean appis com; IEI-04-11 P04 AT cidnotyps emis EAQFEETT-EBAF 4.1, 1 AOEAE:  Tous
i 1 it corurason apple com; 1051V 20AEST el weridons"L 0" spodng s UTE-F7s P O0e TR, Ei-EREASRISEE.  Tuilw
1 T hrpay forSgumsnn appe comi MI-05-13 TSR W02 2NIRA-FTTI —4AS60-TRIS-ORESTTDCTR + B TabSrammncty i
i & o comPgurasion appte e HIZ1-05-15 L% M 0F RIS TE—13 - AREC-BELT -ASFI A4S AL R aoflltGnche Todn
1 5 s contsgurasion appie comy IE1-05-15 153538 «IdocType nmis . se® [ SSOFDIDA-356. g
i § e enPgurasan Appée com M71-05-15 153638 <dnorypa fams
¥ T ivitis 8 odn T arvieod moabe poee e FR1-056:-15 LaeL3E
. § g caind. ameor sl com g L0515 L6 6LFE  EASFSELT. SASF-AAAA-BC LA IFSCDY1AELE
] 8 hnpa)odnd smest aple oot AR08 6 LE-£145F  BOULIS0 S PETH- S50 - Akl EFFES RS AL 38R
i 18 it oo et apila. s L0518 L8 33
1" 1 hitgal ! edndo amastoiopls Lo AUE1 =15 FASOr 1 TR ALRA - IS8T -S2010 - AASE LTRSS IIOCH
FOR518.4 | Macand ¥05 Forensic Analysis and Incident Response 79
macO5:

~/Tiprary/Containsra/com.applse.fafari/Data/library/Caches/com.apple. Safari/
i0S FFS: fprivete/ver/mobile/Containers/Data/dpplication/<GUID>/Library/Caches/

The SQLite database Tache . db contains the downloaded cache files. Each file has a corresponding location and
download date. On newer mac05 and 105 devices not much cached information will be located here. Instead. it can
be found 1n WebKit Cache.

This format for Cache. db i3 vsed for many other applications, not just Safan It's worth looking into other
applications” Cache.dlh databases to find items of interest

The SQLite query above extracts and correlates the cache from two tables: One metadata, the other with data. The
cfurl cache respconses table contains cache file metadata, including the file cached and its corresponding
timestamp. The cfurl cache receiver data table contains the cached file. The cached file can be matched
up with ifs metadata by vzing the entry ID nomber.

Each cached emtry has an associated entry ID, URL {requesst key), timestamp, and cached data

{receiver data) Thereceiver dactas column may contain a GUID that can be associated with a file in the
faCachedDacs directory.
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Safari Browser Cache -WebKit Cache

Metadata and Cached Data may be stored in a variety of files

w B8 Visreion 16

= Blobe
* Per WWebsite Cached Metadata =70 Recargs
- T 1Pl AASE R AR ACEAEL INDBARAN DL BARREEC0R T
JSI.IhHEI-ﬂI.IFEEl_ _ . S B oo coniis
+ Cached Items List Per VWebsite Visit, Embedded Resource B SbResimed
Hashes SEBABTEODESE AR FFE20FARELTFIEOBRIERFIEAAD

EOCAAGFIASISTIE? SABACFCCFSFFDTODATEIG

= 0 BESTIRISAFIEIITITEI 337 TP R30A108BERICAAFF
i 5 E93
. Cﬂ(l 'Ed: CDHI:EHI: x I IEta‘dﬂta & Cﬂd‘!ﬂd Dm ™ Rasoumn

r<hagh»>-blch - Usually media items too large to store I subkespurces
in a single file SOFFEAO 1124 P A EIABTIIACADCE N ICREDC 2AC
49 0EIR G 0DCEFFER0CA0DIOAIDBEEFSACATIO

n ‘E!"SH] n ##fEI E3A3B00ACCIAFE2ACAAACTAABIDBALF 2EESA0GAR
Obs FSTSEEENFIIDFEINET384ABDRLADTITORACEITTE l

. il Bl DFEIEAANIDSEOD0CE A TROEA L IFOAC BRI FIRD
Additional Cached Data (Images, HTML, etc.) W s
= Matches hash embedded in Resources files <[5 SibRssnurees
: 3 I0010BE1BER1BADIEROTEE 1BATRZESBE TIEDT 24
Correlate with lﬂ-bﬁe SHAI hash filenames EXECOFBACAFEISAF98420C00EAIDIEEEIANI0ERT
FOR518.4 | Macand ¥05 Forensic Analysis and Incident Response =0

macO5:
~/Tliprary/Containsra/com.appis.fafari/Data/Library/Cachea/com.spple.Safari//He
bpHitCachsa/
108 FFS:
‘priyate/var/mobile/Containers/Data/dppiication/<GUIDS/Library/Caches/WHebdit/

The bulk of the cached data is stored in the WebKit Cache in a variety of nested directories and files.

All WebKit cached ifems can be correlated together with 20-byte filename hashes.

The Records directory contains the cached information for each web visit. In each visit there are
Subf=scurces files that contain a listing of cached items The actnal cashed data is stored in the Resowrce
directory.

The E1obs directory contains additional cached items that match the hashes embedded in the Fesource files.
Each of theze files contain embedded SHA | hazhes for the filenames of the related content

Reference:
htpsz/weblat org'blog/ 7477/ new-web-features-in-zafan- 10-1/
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SubResource - Website Visit, List of Cached ltems

(] > BUCTAE NG P IS T IR SaC RO CFRFFDT NS 7A313

e D0 b MRS NSO NEERRCETEE
R

|dia.org Resourcen htepe s
Jupload wikimedio. org/wikipedia/
commons/thumb/a/al/Alan_Turing_A
ged_16- jpg/498px-Alan_Turing_Age
a6, 750, .. ISR
8. = H

S |

2917 6469612 BF72670F8 OQ0QAAA1 S2G5TIGF FSTIEI6S CFOQOER0 D1EE7AT4 TO7TIIAZF|
2944 2F7S70RC GFE1642E YTEOGREY G0656460 BLZEGFVZ BVZFTVEY GEEDVEGS GAGIGLIF)
2976 b3eFeDeD 6FGE?IZF 74687560 GLZFB12F B1317F41 BLR1BESF 54757269 BEGVSF41

AR B7ESE45F JLIGZEGA FOBTIF34 343Q7@7E 2D416CE1 BESFS475 7ZEOBERT SF416765
3040 645F3136 ZEGATRE? FFFFFFFF m
372 173RAGLE 2C4D36EC S4E53189 AGA495E3 GBEEGCEBY 91444371 FE2VDEL] 91444871
S04 FEZTDEAL Q037900 2Q0Q@16E 74747873 JAZF2FES GEZETVED GBEQ7RGS E469617E
3136 6FF2672F 77696869 ZF416061 GESF5475 7VZBO6EGT ©3000000 PROOORRO PCORR0Q [orFg s
1168 81416363 65707448 GAPAGAA1 GIGO6167 BSIFTTES 62702060 GDE1E76S 2F7OGEET Acc
3700 20696061 67652F73 7GA7ZETE 6DECZ(E0 GDE1R7ES ZF2A3BT71 3D30ZE3R ZC7E6964 |,
3252 656FZFZA 3B713030 ZE3BZCZA ZF2A3AT1 3D382E35 @VOB0E00 R1526566 65726572
264 10000060 B1687474 F@73I3AZF 2FESBEZE 77ROEBRT TBGSE409 B1ZEGF7Z G7ZFRADE
3206 0PRAR1SS VIGSTZZ0 416TESEE F47S0000 RR214D6F TABIBCEC B12FISZE 30202840
3578 6163696E V46F7368 3IBZ0496E 74656020 4DB1E3ZR 4F53ZR58 Z031305F 31355F37
336020204178 7ORCESS7? G5624BA0 T42FIA3Q 3ISPEIIPE 31357028 4B48544D AC2C206C
3392 696BESZM 47656368 BF292056 GS7273I6Y BFBEZF31 I4ZEI12R S36l6GA]1 Y2697F 316
3424 30352E31 ZE313501 oddeddcs doeodddl GPoGe0Rl TYGOOBED TBE56469 G1IEGFTL|

FORS518.4 | Mac and 1O5 Forensic Analysiz and Incident Response =

Thiz BubR=scurce file contains the listing of cached items for a visit to
hitps://en wikipedia org/wiki'Alan Turing.

wikipedia.or

The file cache metadata shown above is a sample of what can be found in this file. Each item contains embedded
SHAI hashes that can be correlated across the WebEit data. Show above i the cached metadata for a photo in the
Wikpedia article.

This metadata includes the oniginal source website, the Iocation of the photo on the webserver, and the recorded
Uszer Agent info. (It shonld be noted that the User Agent states 10.15.7, while the Safan browser on macO8 11.3
was actually nsed.).

Highlighted is an embedded hash that can be used to find the photo in the Rescurces directory, it starts with
Ox03220824...
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2912 6469612E
2944 2F7570@6C
2976 636F6DED
3008 6765645F
3348 645F3136
3872 1738A61E
3104 FE27D841
3136 6F72672F
3168 91416363
3208 2Ce9%6De1
3232 656F2F2A
3264 15600000
3296 00000155
3328 6163696E
3368 29204170
3392 696B6520
3424 38352E31

A0C14S10FI067ET I ETAIABAC FCCFEFFDTODATI13

6F726708
6F61642E
G6F6E732F
31362E6A
ZEBATOGT
2C4D36BC
beeazoe0
77696B69
65707448
67652F73
38713030
B1687474
73657220
746F7368
7066557
47656368
ZE3135@1

00000001
77696869
74687560
70672F34
FFFFFFFF
54E53109
20000168
2F416C61
00000001
76672878
2E382C2A
70733A2F
4167656
3B20496E
65624869

6F292056 65727369 6FBEZF31

daboonoe

5265736F 75726365 GF000000 01687474 70733A2F
6D656469 612EGF72 672F7769 6BE97065 6469612F
6Z2Fb12F ©1312F41 6CB16ESF 54757269 BEG7SF41
34307078 20416061 6ESF5475 72606E67 SF416765
03226824 45E2A93D E34ED2A3 202E765C 19470430
AGA495B3 GGEGCOB7 91444871 FE27D841 91444871
74747073 3AZFZF65 GEZEF769 oBL97065 b409012E
6ESF5475 72600EGY 03000000 00000000 GEDDOGLR
69606167 652F7765 6270269 60616765 2F706E67
6062069 6DE16765 ZFZA3B71 3D302E3R 2(766964
2F2A3871 30302E35 07000000 01526566 65726572
2F6SGE2E 77696869 70656469 612E6F72 672F0A0D
74750000 00014D6F 7AB96C6C 612F35ZE 3020Z84D
74656C20 4D616320 4F532058 2031305F 31355F37
T42F3630 352E312E 31352828 4B48544D 4C2CZ206C
342E3120 53616661 72692F36

pP00eeeD 2PORReR1 7TE96B6I 70656469 612EGF72

1 wie suMis aT e TARS wid ol TN betes

dia.org Resourceo ‘https:/
/upload.wikimedia.org/wikipedia/

commons/thumb/a/al/Alan_Turing_A

ged_16. jpg/
d_16.3pg. ...
8. ,M6.T.1

~Alan_Turin e

wikipedia.or
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Resource — Cached ltem and Metadata (or both in a single file)

RATEENGE 2FE1ZFAL
A1HTES6 SFI1362F
FATWATFZ TRF2EFFE
ABGABCF JREIIOFC
BLEFELEY  JETTEIGE
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e
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TTARE TRRT
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[!ﬁ”’} "'N-JEEH BEARNIENL ARTATIR TARRIFIF THIMLAF

ALRFHAC BIAER S

FATMETFF FFFFIFAA|]

ITDRALAC CRLRSERR
SCR0OTAN RRONNTR
BAEDESRE Ba1TEAF
TLOTEANE FET1IIE |
EANMELT FCM 0
BIRDMLEL BCGFITAD
#41536F BS73VII0
LhENEEE WLE3ELE
AJpFEERE EGEEFZD
JLELIRA] FEANRIAN
BEIALEF BSSLIL
TRRIATS TG PAGE
ESANDRRN BUEIETED |

UEped] T1RLIRIA
BERAILED BLIEMUL
LA R
BATILIAN QOaNEIGN
IZIAIRET TIGNIFEE [

IADATTER TeRATRTI
726SELED 30776 ||
TAESTRNF TAT4L00E |

TARITATS FHEME
BARCIIIE 207 peEa1
EARBERTS TASFEETE

TLTNINIA ZDGREATE |

SECCARTL 7ARNISER

d=in

hit-

(Brigln
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Lengtm

-
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The cached photo of Alan Turing can be found in the B=scurc=3 directory using the embedded SHA has found

in the SubRe=zources= file.

This is stored in two separate files, as it was too large to fit info a single file like others can be. This is often seen

with media,

The metadata includes varions HTTP information such as timestamps, file sizes, server information, and file type.
This alzo included the embedded SHA hazh filename of the related file found in the B ok s directory.
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Safari Browser — Other Notable Files

com.apple Safari.plist
* Recent Searches and Other Configurations

* Propriety File, plenty of scripts to parse them
* Also found in other apps!

Bookmarks - Bookmarks.plist (macOS$), Bookmarks.db (iOS)

RecentlyClosed Tabs.plist (macO%) Do you wat 1o sbaw downliads on

“wiwwhalsappoom?

Yo Gt choags mhitometmbes G dosrdaed] Tes @

Downloads.plist Vibtisies Prufnieniat
* Removed after one day from plist (by defauit)

PerSitePreferences.db (Do you want to allow downloads on...")

macOS 12 - Safari Tabs.db - Tab Groups

FOR518.4 | Mac and 105 Forensic Analysis and Incident Response =5

The com.zpple.2aZari . plist contains nsefol confisnration details as well as a listing of recent searches
performed in the browser.

Cookies for applications are stored in the Cocki=a.binarycooki=s (also

com.applise.Safari . SafeBrowsing.pinarycockis) - This file startz with the file header “cook™. The
file format for theze binary cockies i= a proprietary format. However, there are many open-source scripts available
to parse these files, such as Mari DeGrazia’s abzolutely fantastic Google Analytic Cookies Forensics presentation at
httpsz//github com/mdegrazia Presentations and her bhinary cockie parser: https://zithub com/mdegrazia Safari-
Binary-Coolie-Parser.

It 1z worth noting that it°s not just the Safari browser that may have cookies. other applications that have their own
internal browsers (Le.. Reading a link posted via Twitter) may have their own WebKit cache and cookies.

Bookmarks are kept in two different file formats for each platform. a plist on macOS and a databasze on 108,

The Becentlyllos=dTabs.plist, keeps a “recent”™ history of closed tabs. This plist keeps track of the
current visible tabs that the user had opened.

The Downloads.plist file contains many items that may interest a forensic analyst about the Safari download
history. Instead of having the nser manually remove items from the Safari Download list, they have instituted a
"Remcves downlcoad lisc items”™ configuration item that has “2Ster one day™ selected by defaunlt
Other options melnde: *When Safari Quics™ "Upon Succezsful Download”, or “Manuslly™.

This plist is also available on 105 and appears to remove items after one day by default with options to change it to
“Upocn Succes=funl Download”, and “Manuaiiy™.

© 2022 Sarah Edwards a5




[ Woot Dicticnary [ rteEm
w DownloadHistory AfFay [ Itarm
w [tém 0 Dietiarary [#D0 [t==nam]

DowrdoadEntryProgressBytesSofar Mumber 102,603,668
DownloadEntryProgressTotalToload Mumbar 102,503,658
DewnlaadEntryBoakmarkBlob Cata =02EFEFEE0S03000000C004 10300000007 REEY 7340
DownloadEntryDateAddediey Date 2021-05-15T16:60:212F
DowinloadEntryDaleFnishediey Date 2021-05-15T18:50:37L
DewmlsadEntryidentifier String IEALFCAD-ARFF-AARE-BACC-TETCFEECOOED
DowirdoadEntr yURL Strimg hitps!fiscontent-ied 3- 2 focdn.netvt 58, 16582-6/104
DownloadEntryRemoveiWWhenDonekay Boolean a
DewrloadEntryPath String MgersfalvnodbluesDownipad s Miles-WhatgApp.dmg
DownloadEntryShouldUssRaguesiURLASOrginURLIIMecessarykey  Boolean 1]

macOS Downloads.plist

* DownloadEntryIdentifier: Each downlead has a vnique GUID.

* DovwnloadEntryURL: A URL is zaved showing where the download originated.

* DownloadEntryProgressTotalToLoad, ProgressBytesSoFar: These keys store the total bytes and
downloaded bytes for the download. The downloads file may not always have the same guantity of bytes if the
download was canceled or otherwise stopped.

* DownloadEntryPath: Where the item was downloaded to; very likely will be i the defanlt Downloads

directory {~/Downloads)

* DovwnloadEntryBookmark: Bookmark BLOE
* DownloadEntryDateAddedKey, DownloadEntryDateFinishedKey: The timestamps of when the download

started and finished.
w g Dictionary (1 Mamp
« DawnlondHistory Array [ wmj
w Merm O Dictionaty [12 thema)

MIMETypE String taxticay
S5tate Mumbar i
uTi String public comma-separated-valuas-taxt
DateFinishad DBty 021 -05-13T1 7155062
Razponsa Data <B27DBCEGTATAA0I0DA0 102 0AC40E0ROTOARRTATEAET 17 IE0GFRERDIAE TIRIBAGOTEREZ 2542474
BytesExpactad Mumbar 787
Dytesloaded 08 Number 7197
DateAddad Cate 2021-08-13T17:56:022
Reguesl Dpta B TOBCESTIYAR0R00A0 1020504050607 0ASE2A TEEET I T IEUGFEESDZAE T IGI6EE0TEGET 2424 T
|dantifiar String BIFBIERC- ZXER-A5BE-B350-6B02117 12234
BookmarkCata Gata cHREFEFARECOG0DA0000004 1030000000 000000000000000000S0030000 300 00000000C00000G00
SaurcelRL String miteiwwieticketing-cllent eomticketing-cllantlesw/EveniTicketPramel ianPrice_tiksreMeam_id=112&dwsp

0% Downleoads.plist

* Identifier: Each download has a unigue GUID.

* SourceURL: A URL iz zaved showing where the download origmmated.

* BytesExpected, BytesLoaded: These keys store the total bytes and downloaded bytes for the download. The
downloads file may not always have the zame guantity of bytes if the download was canceled or otherwize

stopped.

* Response/Request: Embedded binary plists with HTTP RequestRezponse data

* MIMEType/UTI: File type

* BookmarkData: Bookmark BILOB
* DateAdded, DateFinished: The timestamps of when the downlead started and finished.

These files may be saved in various locations on 105 devices such as iClowd Drive, “On My iPhone™, ete.

li
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Section 4: Part 4
Apple Mail

ﬂm DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response  se
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Apple Mail - com.apple.mail and com.apple.mobilemail

Mailboxes »a .
* ~/Library/Mail/ = [ .
* ~/Library/Containers/com.apple.mail/ A Bl AEd Tl ico S e Pork B o
= LR
lrulfﬁm'vrl;ﬂ.tllh [NV
* iOS Backup: Not much. £ o i
» /private/var/mobile/Library/Mail/ s 3 1 o e o s
+ /private/var/mobile/Containers/Data/Apphcation/<GUID=/ o ST
Data Types o it
N L L L
* Accounts '

» Cached Messages and Attachments et T s
* Envelope Index vl e o .
* Mail Downloads & o e

FOR518.4 | Macand ¥05 Forensic Analysis and Incident Response 89

macO5:
= ~fLibrary/¥Maii/f
= ~fLibrary/Cortainersfcom.apple.maii/
108 FFS:
= Sfprivate/var/mobile/Cortainers/DatafAppiication/<GUIDs
= JSprivate/var/mobilefLibrary/Maii/f
105 Backup:
* Sfwobile/Library/Maii/f
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macOS Mail - ~/Library/Mail/ViH/
[10.13V5] [10.14Vé] [10.I15VT][11V8][I12V9]

Directory for each email account

* GUID directory name
= Can be correlated in the Accounts[3 4] .5glite database

MailData: Mail Application Data

TootEMBP-M1 VB # pwd

{Users/elwoodblues/Library/Mail/ve

root@MBP-M1 VB # 1s -1

total @

drwxr-xr—xf@ & elwoodblues staff 128 May 15 11:34 BE39844A-BODY-43F4-B7AB-3BALIG3T344B2
drwxr-xr-x@ 7 elwoodblues staff 224 May 16 11:14 3B338CH55-86CA-45F7-93A1-73BV37D5931D
drwxr-xr-%0 &4 elwoodblues staff 128 May 16 11:17 53983244-COBEB-49A3-8366-3DBBAS37EFF8
drwxr-xr-x 15 elwoodblues staff 488 May 14 B@:88 MailData

FORS18.4 | Mac and ¥O5 Forensic Analysis and Incident Response %0

Each vser haz a Mail directory in their Library. The “version” number of the Mail directory has changed over the
last few macOS versions; however, the general underbying structure has more or less stayed the same.

= 10.13=V5

= 10.14=Ve

= 10.15=Vv7

= l1=vwa

In theze directories, vou will find GUID-named directories. These can be correlated with varions email accounts by
usingthe Zecounts3.sglice and Zecountcsd. sglice database files.

a0 © 2022 Sarah Edwards



macO$S Mail — Account Directories: ~/Library/Mail/VH#/[GUID]/

Each * mbox file is a mailbox

An account may have multiple mailboxes

* Inbox
rootEMEP-M1 38338056-A4CA-45F7-03A1-73R73T069310 7 ped

L] Sent Messages /Users/elwoodblues/Library/Mail/vE/38330055-06CA~A5F7-0341-73B7 37059310
TootEMBP-M1 38330C55-B6CA-45F7-93A1-73B7 27057310 & 1= -la

. 3 tatal 16

[Gmai[] drwsr-sr-xi@ 7 elwoodblues staff 224 May 16 11:24 .

drwxr=xr=-x@ & elwoodblues staff 192 May 15 11:37 ..

* Deleted MESSEgES —rw-r-—r—@ 1 slwoodblues staff 5941 May 16 111274 .shoxCache.plist
drwxr-xr-xi@ 3 elwogdblues ataff 6 Mpy 18 11:37 Deleted Messeges.sbox

- NGtES drw¥r-xr-x@ 3 elwoodblues staff 98 May 18 11137 INBOX.mbox
drwsr=xr=x@ 3 slwoodbluee staff 94 May 15 11:37 Sent Messages.mbox

* Drafts drwxr-xr-—x@ 16 elwoodblues staff 328 May 15 11:37 [Gmaill.sbox

User Created Mailboxes

\ FOR518.4 | Macand ¥O5 Forensic Analysis and Incident Response #1

Each Mailbox Account GUID directory may contains one or more mailbox (mbox) directories.

The zcreenshot shows mailbox (mbox) directories. Depending on the email provider these can be named

differently-
= ILrghive.mboX
= Delsted M==zszgss.mboox
. Drafta.mbox
. IHBOX .mbox

. JUnk .moox
. Notea.mbox
= Sznt Heasagsa.mbox

- [Gmail] .mboox

The .mhoxCache.plist file contains some of the organization of the maithoxes.
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macOS Mail - Mailbox (.mbox)

FontHMIE—F] [Gmuil].nncx # oed e
FUsorselwoodbluss/Library /Mail vl S 300HI~BACA-4EF F-VAR1-T28 1 37069 310/ T Baadd ] inkax |
4l s -

roosEMEF-H1 [Oma
K114 Mail.mbox

— BADEEEFR-DCAD-LCEA-NAAB-EC4ALEFBABEE _— -
— Datag « i -
Tl 1 ) - -
3 . . e
L 1B TAAIILE-17 27381199 TLekat , paT i) s —
— & b m
i—z Ehwond

1% . ~ i
15386704 3B45-172 73011 PR 1ckat  poT yoL'va gat ekt

a
=

I
L 13543B01553%-17 22304 405-tLekat , pat
L— & -
Lz =

. — 137RIE665I63-172II0AFET-1icket pal

- Knmp pour Tohain ey
— 18, partial.anls
[ 180, enix =i
— 1P1.emly
— 1EZ.amly
L 1R3.owix Sury JAzE B
— 184 amli
— 1b4.emlx
— 18 .omli

FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response 92

Each mailbox (mbox) may contain nested sub-mailboxes as shown above for this Gmail account. Finally, once
through the nested stucture, you shoeld find Mes=sage= and Rccachment s directories for thiz mailbox.

The GUID directory contains the raw email messages {_emlx) and email metadata in the Messages directory.
= Messzages: Contains the raw email messages (. 2mlx), with an appended property list containing
meszage metadata
= Ertachrmentsa: Contains the message file attachments.

Highlighted above iz message and itz associated attachment number 10
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macOS Mail - Email Message (.emilx)
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K-fwcelend s Dy 0N el 09000107 10 mlih 3R §e e Maiddieih ¥
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S ENTOCYDb AL BREY DD ERAS 1741000 IR0 1AL AITEL -

FATEEY : f you've got tiokets!

Blug=—
hE-Spreage-Signateree 1
PR lp - Th BEESEGE

TNl pEEuTE,
IN=SAAri T enT v e dTie TRy Q0w FCT TP Ana s ek
athsi ] i o p G0l FE o e o 1 T Fiw 2o i e o Rpg o v b

AVIAGeT+ 1+ FIHTS60 WIT0GE T
H# T -
ARC_buthantacation-Aesulte: Lut;
delm=pass basser- i=meTieg
wpl=guien |pooglu. ol LE] Avatein v
T_AALINL A5 am zeinltbal grdard seipoemidfror=gtleatareiay ok
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FOR518.4 | Macand Y05 Forensic Analysis and Incident Response 93

EMLY files are plaintext files with the normal email headers and email contents with a tiny plist at the end of the
file The ‘partial® emlx files do not necessarily have all items downloaded, thus they are “partial”

These kind of email messages are often seen with email with media and rich text The attachment information is
also stored in the emlx file.
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macOS Mail - Downloaded Email Attachment via Quick Look

roatEMEP=M1 Mail Downloads & pwd

.r'l:.tluﬂ..raj.w-nﬂnlun.i'Lihurn'r.‘.nnuinu :jr. m it

radtEMER-M1 Meil Dowrlonds # X8Ssf —% NADFE20Y LS4 T AL IRAE- 1722301100 Finker ndf
eom, appla.metadata: WMDLaonl l|:.=1mfht5ﬁ!1nhp":uf=

*  Using 'Quick Look’ Wil .
* ~/Library/Mail Downloads/ et R B [~
&

* ~/Library/Containers/ i i
com.apple. mail/Data/Library/ [ECRTIEISSTeaN it
Mail Downloads/ ere
* Using Save’
* ~/Downloads
. Extended Attr!hutes

i

e )l s WA

e el

FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response 94

A user can view an attachment in a couple of ways:

= The “Szwve” button will zave the attachment in the defanlt Downloads directory, very likely
=/ Downioads.

=  The “Cuick Leock™ button opens the attachment for the viewer to see quickly and saves the attachment
inthe ~ /Tibrary/Mail Downloads/ directory. The sandbox directory may also be nsed
~/Library/Containers/com.saonle.mail/Data/Library/Hail Downloads/.

Each email attachment dovwnloaded will have a set of metadata stored in 1tz extended atfributes, such as the
quarantine extended attribute which can show how and when it was downloaded to the system

94 © 2022 Sarah Edwards



10S Mail: /mobile/Library/Mail — Location of Cached Messages
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The M=211 directory on a full file system dump of 105 can contains lots of information. A backup will likely not
have most of thiz information.

» T TNTE b
I niap i ghinedeggmal somBlmap. gmail som

:3@'&1"4#\2‘“.-!

Tl d1 1111,

Similar to an macOS system you will have full email messages (at least for what is cached on the device)), and
detailed message metadata in the Envelope and Protected Index databases

The messages have been moving around over the last few 108 versions but are generally located in the Mail
directory.

The content of email is very different, depending on what type of acquisition vou have. Each acquisition type has
two areas where email data i= found.

The mhoxCache.plisc files contain the organizational structure of each email account. This property list file
contains the folder names the email messages are organized into_ In these files, von may find a folder of interest,
depending on how the user has orgamized their email
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Apple Mail: Envelope Index — Email Metadata
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« Jprivatef/var/mobilie/Library/Maii/

The SQLite database Envelope
* The sddr====3 table contamns all the indexed email addreszes and azsociated contact names.
* The stcachmentcs table contains the name of each attachment.
= Themsilbcoxe=s table contains data for each mailbox, incloding total messages and unread messages.

= Them=3s3sg=3 table contains metadata for each email message_ inclnding To, From, Subject email
timestamps. and if the message was read or not
= The subj=ccs table contains the email subject for each email message.

Index, located in the M=11T=tz directory, contains indexed mail data

In the screenshot above, the actnal email can be found by locking for the ROWIT.

Emails that have been read will contain 2 *1° in the r==4 column_ as will messages that have been Tlagoedor

d=l=ced, in their respective columns. The url column shows the path to the email account—this will contain the
GUID associated with the account (also found in the Zocounts database). The address column shows the zender’s
email address.

On 103, some of these details will be in the Protected Index database in the same directory.
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Lab 4.2
Safari and Mail
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Section 4: Agenda

Part |: Application Fundamentals Part 8: Contacts

Part 2: Introduction to SQLite Queries Part 9- Notes

Part 3: Safari Browser

Part 10: Wallet and Apple Pay
Part 4: Apple Mail

Part | |: Photos
Part 5: Communication

Part é: Calendar Part 12: Maps

Part 7: Reminders Part |3: Apple Watch
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Section 4: Part 5
Communication
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Communication

Messages — SMS and iMessage
* Deprecated: Jabber (XMPP),Yahoo!, ICQ,AOL AIM, etc.

FaceTime

Call History

Voicemail

FOR518.4 | Mac and ¥O5 Forensic Analysis and Incident Response 1m

Many apps can be nsed to communicate on Apple devices.

Meszages is the native instant messaging application. This application can be nzed with a variety of instant
messaging programs and protocols (some of which are deprecated but still may be found in systems that have been
upgraded over time ).

Calls may be found in the Phone or FaceTime applications. and voicemails are alzo Iocated in itz own area of 108
devices.

© 2022 Sarah Edwards 101



macOS Messages - Archived Chats (10.15-)
~/Library/Messages/Archive/YYYY-MM-DD/*.ichat Files

<buddy’s username> on YYYY-MM-DD at HH:MM:SS

NSKeyedArchiver Plist Files

Archive L 2018-08-19

" e on 2018-08-05 at 14.08.12
Attachmeants » 2018-00-20 ¥ r on 2018-09-21 at 11.10.02
chat.db 2071 8-08-21 ¥ r on 2018-08-12 at 23.37.158
chat.db-shm 2018-09-22 * ’ on 2018-09-21 at 09.32.78
chat.db-wal 2018-08-23 ¥ r on 2018-09-04 &t 13.05.286
ClovdKitMetaData > 2018-09-24 ¥ s on 2018-09-21 at 13.41.48
StickerCache > 0 2018-09-26 ¥ © Chat with on 2018-08-11 at 17.69.27
1 2018-08-26 r © Chat with on 2018-08-07 at 19.44.51
2018=-08-27 ¥ = Chat with on 2018-05-12 at 18.08.07
= 2018-08-28 » ¥ on 2018-09-21 at 13.21.11
2018-08-29 > ¥ on 2078-09-21 at 18.14.45

FOR518.4 | Mac and ¥O5 Forensic Analysis and Incident Response 102

Meszages will alzo store chat conversations if configured to do 0. These files are stored ia the
~/Library/He=zszg=a/Brchives/ directory, also organized by date. These files nze the same I Chiat binary
property list format saved by date and time.

Az ofmacOS8 10.15 theze files do not appear to be created, instead just the database iz used.

102 © 2022 Sarah Edwards
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FOR518.4 | Mac and ¥O5 Forensic Analysis and Incident Response 103

macOs: ~/Library/Hessages/chat.db
i0S FFS: fprivete/ver/mobile/Library/SMS/ams. db
i3 Backup: /mobilse/Tibrary/SHE/ama.db

The Meszages application on i08 can be uzed for both iMessage and SMS-based messaging. The SMS directory

will contain a 3QLite database. SMS.db, and an /Zttachments directory. On macOS the databaze 13 in the
User’s Messages directory and named chat.db.

The M5 .2k /chat . db database file contsins the message and related metadata, while the /Ztcachmencs

directory contains media attachments.

© 2022 Sarah Edwards
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Chat Database (sms.db/chat.db): Message Metadata
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macOs: ~/Library/Hessages/chat.db
i0S FFS: fprivete/ver/mobile/Library/SMS/ams. db
i3 Backup: /mobpil=/ /13 ry/SHS/ama.db

T

by
i

A query on the sms. db SQLite databaze file shown below will extract the messages. timestamips, text, contact
numbers/emails originating acconnt, attachment data, whether the message was delivered. and who originated it
The timestamps with “N/A™ above originally contained a 0% Theze timestamps are in Mac Epoch A speeific
CASE statement was created to deal with variable lengths of timestamps in the fimestamp columns

The text column may not always have a message contained within in sstuations where attachments are sent without
a message of in sifoations where other services were used such enabling locations {the NULL entries. lines14 &
15}, and Apple Pay was nzed (Lines 4 & 11}

Some context can be obtained from BLOE data in the stcribucedBody for ttems like Apple Pay tranzachions.

Meszages may contain emojis. These meszages can be reviewed from the binary view to see the Unicode that each
emaoji nzes. This i3 handy if your SQLite viewer does not support Unicode.

References:

https:'apps timwhitlock info/emoji/tables/onicode

http:/ e unicode org/emoji/charts/full-emoji-list him]

hitps://smarterforenzics com/201 7/00 time-is-not-on-our-side-when-it-comes-to-meszages-in-103-11/
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Messages Database - Apple Pay - attributedBody

wil -
¢ a Also look at payload data column in messages!
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FOR518.4 | Mac and ¥O5 Forensic Analysis and Incident Response 106

macOs: ~/Library/Hessages/chat.db
i0S FFS: fprivete/ver/mobile/Library/SMS/ams. db
i3 Backup: /mobilse/Tibrary/SHE/ama.db

Apple Pay tranzaction details are not listed in the text area but rather in actriburtedBeody and payload data
colomns of the meszages table.

The payload data contains an embedded binary plist with similar information. The attributedBody
comtains a legacy format blob “WeXT/ Apple typedstream data’
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Chat Database (sms.db/chat.db): Chat Attachments
* Photos, Videos, Maps, Safari Links, Locations, GIFs, Animoji, etc.
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B i
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FOR518.4 | Mac and ¥O5 Forensic Analysis and Incident Response 107

macOs: ~/Library/Hessages/chat.db
i0S FFS: fprivete/ver/mobile/Library/SMS/ams. db
i3 Backup: /mobilse/Tibrary/SHE/ama.db

The “£ilename™ column will hold a path to the attachment on the file system An attacheent does not have to be
a picture or video. The “mime type” column can suggest that other types of attachments are available, to include
this list:

* image/jpeg’

*  "video/3gpp"

» Ttextx~vlocation"
= fextiveard"

= "j.m.ag& PﬂE”

»  “image'tiff

*  "video/quicktime"
* 'audio/z-mda"
« image'zif”
* "audiofamr”
The transZer name contains the filename and total bytes is the attachment size in bytes.

Thesze attachments can be found in the Attachments directory alongside the database.
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Call History — com.apple.facetime and com.apple.mobilephone
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\ FOR518.4 | Macand ¥O5 Forensic Analysis and Incident Response 109

macO5: ~/Library/Application Support/CallfHistorylB/
il)3 Phyzical: /private/var/mobile/Tibrary/CallHistoryDB/
i3 Backup: /mobils/Tibrary/CaliHiscoryDB/

Phone & FaceTime calls may be performed and recetved by different applications on macOS3 and 108, The example
above shows the same call history for each device.
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Call History - CallHistory.storedata (i0OS)

1 SELECT

2 DATETIME(Z DATE+S78307200, UNIKEPOCH ' LOCALTIME] AS ZDATE,ZSERVICE_PROVIDER, ZADDRESS,

3 [EICASE ZCALLTYPE

4 WHEN B THEM “FACETIME WIDED®

B WHEN LG THEN "FACETIME ALIDIO™

B ~END “CALL TYPE',

F i ZANSWERED, =

8  Brase ZORIGINATED |

B WHEN 0 then “INCOMING®
0 [ WHEN 1 THEN "OUTCOING

1 END DIRECTION, ZDURAT ION, ZFACE_TIME_DATAZISO_COUNTRY _CODE
12 FROM ZCALLRECTRD
13 ORDER BY ZDATE DESC
ZDATE Lun-.-'u:g_mnmneu |t ';..;-*.:.11 CALL TYPE ZANSWERED | DIRECTHON ZEHEATION ZFACE TIME DATA m_:numin-r_tnne

| 2021-05-17 O7:45:01 com.apple.FacoTime | &l FACETIME AUDIO 0 HCOMING 0.0 us
2 2021-05-17 07338 comappleFaceTime |4 FACETIME VIDED 0 NCOMING 0.6 i
3 2021-05-17 073827 comappleFaceTime | 1 FACETHME ALOIO I INCOMING 0.0 s
4 2021-05-1%11:35:23  com.apple FaceFimo : FACETIME VIDED i CHUT COING 00 5316%4 73
5 E0E1-05-1511:3433  com apple FaceTime i FACETIME AUDIC I OUTCOING 64, FI6TOI0N1657F J640840 ui
6 P02T-05-13 1111653 comappleFaciTime | FACETIME ALDIC 1 MNCOMING  193.283270955086 S080395 w

Other Service Providers: com.apple. Telephony, com.whatsapp.VWhatsApp, B4HAABB3. us zoom.videomeetings, etc

FOR518.4 | Mac and ¥O5 Forensic Analysis and Incident Response 110

macO5: ~/Library/Application Support/CalllistoryDB/CallilHistory.storedata
il)3 Phymical: /private/var/mobile/Tibhrary/CallHistoryDB/CallHistory. Storedata
i3 Backup: /mobilse/Tibrary/CaliHiscoryDB/CallHistory.atoradata

The 3QLite database CTallHistory. stor=adata located in the directory contains the calls made. This call data
15 then written to the databaze.

Each record contains the following data:
* ZIDLTE: Mac Epoch Timestamp
« ZIZRODRFSS: Contact phone number or email address (FaceTime)
» ZAZNSWERED:O0=No.1=Yes
« ZCLLLTYPEI: (If duration 13 0, call was miszed/canceled)
= 1:Nommal Telephony Call
* B:FaceTime
* 16:FaceTime Voice Call
« ZCRIGINATED: I =Outgoing with this nzer, 0 = Incoming
« ZDOURATION: Time in seconds of the call
» IISC CCUNTRY CODE: Country Code (can alzo view ZLOCATION for regular calls)
 ZSERVICE PROVIDER: Application {[com.apple.Telephony—Regular Call, may also see
com.apple.FaceTime, com.whatsarp. Whats&ipp,
BJ4HRABRSEA . uz.zoom. videomeeoings, ete. for other applications)
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Call History - CallHistory.storedata (i0OS and macOS)

Some data may be synced across devices

OATE FSERICE_PROVIOER | CALL TYPE TAMSWERED | DERECTION FOLRATHON FFACE TIME_DATA | 150, COUNTRY CODE
I 2021-05=17 07 °45:0] comapple FaceTime FACETIME ALIDND O INCOMING o.a us
2 2021-05-17 073958 comappleFaceTime [ FACETIME VIDED 0 INCOMING 0.0 ui
3 2021-05-17 073827 comappleFaceTime [ FACETIME ALIDS o INCOMING Ll U
4 FO31-0%=1% 119823 comapplefaceTime | FACETIME VIDED 0 OUTGEHNG (L 53194 us m
§ WZ1-05-15 1123233 comappleFaeTims FACETIME ALIDSD 0 DUTGCOING - B4.7367010116577 2649340 (53
B 2021-0%5-13 12-16:53 comapphe FaceTime &1 FACETIME ALIDSD I INCOMING  193:283270955086 B0BOIGE s
TOATE | £SERWICE_PRCWIDIER B CALL TYPE TANSWERED  DIRECTION TIRATION IFACE TIME DATA 15D _COUNTREY _CODE
1 2021-D5-17 074500 comapple FaceTime | S0 FACETIME ALIDIO 0 NCOMING o.a 0 us
4 EDZ1-05-17 €7:3%308 comappleFacsTime @SSO FACETIME WIDED 0 PCOMING oa O us
1 2021-D5-1F 87327 comapple FaceTime [0 FACETIME ALIDID 0 INCOMING o.n 0o m
4 2021-05-1511-35:22  com.appleFfaceTime [ RSN . FACETIME VIDED 0 OQUTCLHNG 0.0 53194 us
5 2021-D5-15 11:34:33  eomapple FaceTime | 00 FACETIME ALIDIO 0 OQUTCOING B4 TIETC1D1LI657F FEAGRAD  us
& I021-05-13 12:16:54 com.aopleFaceTime | D00 FACTTIME AUDID 1 ENCOMING oo BOBO395 us

| FOR518.4 | Mac and ¥O5 Forensic Analysis and Incident Response 111

macO5: ~/Library/Application Support/CalllistoryDB/CallilHistory.storedata
il)3 Phymical: /private/var/mobile/Tibhrary/CallHistoryDB/CallHistory. Storedata
i3 Backup: /mobilse/Tibrary/CaliHiscoryDB/CallHistory.atoradata

The macOS version of the database is similar, however you may find that the contact information is in an encrypted

BLOB.

Yoo may alzo potice that it 13 not necessanly a one-for-cne copy of the mobile databaze due to various nser
interactions. such as taking calls ca different devices.

© 2022 Sarah Edwards
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ZDATE | ZSERVICE_PROVIDER | CALLTYPE  ZANSWERED DIRECTION  ZDURATION ZFACE TIME_DATA = ZISO_COUNTRY_CODE

1 2021-05-17 07:45:00 com.apple FaceTime FACETIME ALDIO 0 INCOMING 0.0 0 wus
2 2021-05-17 07:39:38 com.apple FaceTime FACETIME VIDED 0 INCOMING 0.0 0 us
3 2021-05-17 07:38:27 com.apple.FaceTime FACETIME ALDIO 0 INCOMING 0.0 0 us
4 2021-05-1511:35:23 com.apple.FaceTime FACETIME VIDED 0 OUTGOING 0.0 53194 wus
§ 2021-05-1511:34:33 com.apple FaceTime FACETIME AUDIO 0 OUTCOING 64.7367010116577 2649840 us
6 2021-05-13 12:16:54 com.apple.FaceTime FACETIME AUDIO 1 INCOMING 0.0 8080395 us

1 SELECT

2 DATETIME(ZDATE+978307200,'UNIXEPOCH','LOCALTIME) AS ZDATE,ZSERVICE_PROVIDER, ZADDRESS,

3 CASE ZCALLTYPE

4 WHEN 8 THEN "FACETIME VIDEQ"

5 WHEN 16 THEN "FACETIME AUDIO"

6 END “CALL TYPE",

7 ZANSWERED,

8 case ZORICINATED

9 WHEN 0 then "INCOMING"
10 WHEN 1 THEN "OUTGOING

1 END DIRECTION,ZDURATION,ZFACE_TIME_DATA,ZISO_COUNTRY_CODE
12 FROM ZCALLRECORD
13 ORDER BY ZDATE DESC
ZDATE ZSERVICE_PROVIDER CALL TYPE LAMNSWERED: DIRECTION ZDURATION ZFACE TIME DATA = ZISO_COUNTRY _CODE

1 2021-05-17 07:45:01 com.apple FaceTime FACETIME AUDIO 0 INCOMING 0.0 us
2  2021-05-17 07:39:38 com.apple.FaceTime FACETIME VIDED 0 INCOMING 0.0 us
3 2021-05-17 07:38:27 com.apple FaceTime FACETIME AUDIO 0 INCOMING 0.0 s
4 2021-05-1511:35:23 com.apple.FaceTime FACETIME VIDED 0 DUTGOING 0.0 53104 us
5 2021-05-1511:34:33 com.apple.FaceTime FACETIME ALUDHO 0 OUTGOING 64.7367010116577 2640840 (15
B 2021-05-13 12:16:53 com.apphe.FaceTime FACETIME AUDIO 1 INCOMING 193.283270955086 8080305 us

© 2022 Sarah Edwards
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! FOR518.4 | Mac and ¥O5 Forensic Analysis and Incident Response 13

iO0S FFS: fprivete/ver/mobile/Library/Voicemail/

If the 108 device has the visual voicemail functionality—not all cellular carniers implement thiz—the device will
download the voicemail andio files to the phone. The Voicemail directory will containa voicemsil. di 3QLite
databasze file and downloaded AMR files. Newer versions of 108 may have multiple GUID-named directories with
copies of the voicemails as well a3 multiple voicemsil . db databases

The database query performed extracts the voicemail ID), timestamp, sender info_ duration_ if and when it was
trashed. and flag information. If the voicemail 13 set to be deleted but is =till on the device, it will show a timestamp
of that date in Mac Epoch The flags determine if the voicemail iz deleted. downloaded, unheard. blocked, etc.
Each voicemail that iz downloaded can be listened to using most audio players that support the Adaptive Multi-rate
Andio (AMR) audio format. The voicemail filename will use the “ROWIDT (voicemail D) as iis filename.

transcript information.
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Recents Database - com.apple.corerecents.recentsd
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FORS18.4 | Mac and 105 Forensic Analysis and Inddent Response 114

macO5:
~/Tiprary/Containsra/com.applis.coreracenta.recent2d/Dats/Library/RBecenta/
il)3 Phyzical: /private/var/mobile/Lihrary/Becents

i3 Backup: /mobils/Tibrary/R=centsa

The R=c=nts database on macO8 and 108 contains recent interactions across various applications including those
for communication. such as email phone messages. ete.

The recent items can show what applications they are associated with and came from, the contact or location, the

last few timestamps a communication has occurred, as well as other varions keys and values as shown above. The
valpe BLOBs contain an embedded binary plist with different pieces of information depending on the key type.
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Part |: Application Fundamentals Part 8: Contacts
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DIGITAL FORENSICS & INCIDENT RESPONSE

Section 4: Part 6
Calendar
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Calendar — com.apple.iCal and com.apple.mobilecal [1]
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FOR518.4 | Mac and ¥O5 Forensic Analysis and Incident Response 118

macO5: ~/Library/Calendars/

il)3 Phymical: /private/var/mobile/Tihrary/Calendar/

i3 Backup: /mobils/Tibrary/Calandar/

The native calendar application iz Calendar. These items can be synced from a variety of accounts, including
1Clond, Google and apps such as Eventbrite_ Tt can include both personal calendars and shared calendars.

113
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Calendars — com.apple.iCal and com.apple.mobilecal [2]

*/Library/Calendar

B2 Calendars
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* Synced, downloaded via email invites, - + BB AZFOIEIR-AEIC- 4590 B34 SCAOIAEO0AT calendat
' L1 ST = 2 e
shared events, etc. rma It it

[ LecalDefaultAlsmms

* B0 ServarDeldultAlanme
Calondnr Cache
Calendar Cache-akm
Calendor Cach-wal

o e e | ¥ EF Calendar Syne Changes

Databases

= mac5:'Calendar Cache'
» 105: Calendarsglitedb
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macO5: ~/Library/Calendars/
il)3 Phymical: /private/var/mobile/Tihrary/Calendar/
i3 Backup: /mobils/Tibrary/Calandar/

o0
F:
i

Shome D inidd B it

On macO8, each calendar is saved as a separate directory, which is named after the calendar GUID and ends with a
.c3l=ndar or .caldav extension Each calendar directory contains an Fverits directory and an

Info.pliat.

The Ev=nts directory contains the calendar . 2= files These filez confain the calendar enfries. Each .1c= file
comtains information for a single calendar event

The Info.plist contains information about the calendar, such as calendar name  GUI preferences, and other

configurable items such as is it a local or synced calendar {calDAV). CalDAV is a standard that allows multiple
applications, such as iCal or Google Calendar, to save the same information and keep 1t syneed between clients.

The CalDAV Tnfec.plist file may contain more information than a normal calendar Tnfo.plisc file
*  Account Information such as Google Calendars or iCloud accounts
«  Time Zone Information
» Last Sync Date
*  Sync Settings
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macOS Calendars - ICS Files

By 20 3 @ ng 24 a5
Thutiin Feidity Snhardny " Miradsy Tusetifinyf &y
WUMIAY BERI N
i ek B DAY BRATY BEGEM:WCALENDRE
oy |t T VERSTON:Z.8
o ey bt i PRODTO: -/ Mppln Tne. //AncOS 11.3//FH
. P CALSCALE : BREGORLAN
BEGIM:VEVENT
TAANSPIOPAQUE
1 . - $—APPLE- TRAVEL—ADVISCHY—JEHAY IOR : AUTOMATIC

U1D:B0DYVFAB-BF 1544 DE-PEFE-FFAE BAFVRZIE
DTSTAMP: 2R2AAG13T2253262

LALVALUE=UR] s com—pventbrila—abbondoe; /Ao 1271284046343 Ycn lendor=1 tue
E-APRLE-ESCHEDULETAS:

E-APPLE-SERVERFTLENAME : EODTIFAS-BF L5~ 4DE-PEFE-TFASEEPRAZFE. 15
SEQUENCE - #

A-APPLE-EvS—HUSYSTATLS ; BUSY

EAMMARY : SURDAY BRINCHE & DAY PARTY

| b s o [
{41 Lo Cartloss
ll.-- W 10|
b Erviporgm it ] Wath et b i
HE Liais Uaind

X-APNLE-ETAG: *honfmzsn®
EMDVEVENT

END VAL ERDAR
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Each .ic= file contasned within a calendar iz a calendar event Shown above, it may contain-
= Create Date
=  Event Start Time
= Event End Time
=  Unique ID
= Time Zone Information
=  Event Summary
= Locations
= Alarms
= Ete.

CalDAYV calendar events may have addifonal information, depending on the client the event was created with.
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BEGIMN:VCALENDAR

VERSION:2.8

PRODID:-//Apple Inc.//macO0S 11.3//EN

CALSCALE:GREGORIAN

BEGIN:VEVENT

TRANSP:0PAQUE

DTEND; TZID=America/New_York:282185237220000
X—APPLE-TRAVEL-ADVISORY-BEHAVIOR:AUTOMATIC
UID:BOD79FAB-BF15-44DE-9EFB8-2FALBB99822E

DTSTAMP 23218?13T22532ﬁ2

OCATION:Darna\n946 North Jackson Street\, Arlingteon\, VA 22201
ﬁEﬂBRIFTIﬁN‘https / /www.eventbrite.com/checkout-external?eid=12722866536
3&ref=eios
URL;VALUE=URI:com-eventbrite-attendee:///e/1272286653637calendar=true
X—APPLE-SCHEDULETAG:

X-APPLE-SERVERFILENAME :BDD79FAB-BF15-44DE-9EFB8-2FADB8899822E.1ics
SEQUENCE: 8

X-APPLE-EWS-BUSYSTATUS:BUSY

SUMMARY : SUNDAY BRUNCH & DAY PARTY

K-APPLE—ETAG:“kunhmzsa“
END:VEVENT
END:VCALENDAR
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macOS Calendar Cache (iOS Calendar.sqlitedb) - Calendar Events

* Much, much more information
» Locations, Notes, Shared events, and contacts, etc.

* Reminders - macOS [0.14- and iOS 12-
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The Czlendsr Cache {orCalendar.sglitedh oni108) 8QLite database contains information for the
Calendars. These databases have slightly different table names and have alzo changed column names over time but
contain generally the same data.

The ZCATENDETRTITEM table contains calendar event informiation Each tople contains data like that found in the
.icz files.

These calendar items or reminders contain a variety of data, partially shown here for brevity.

Items= included are:
*  Spmmary/ifem name
» Start and end dates
« Ifthe calendar item is an all-day event
»  What calendar it belongs to
*  When the event was last modified/created
* __. 30 moch more!
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Section 4: Agenda

Part |: Application Fundamentals Part 8: Contacts

Part 2: Introduction to SQLite Queries Part 9: Notes

Part 3: Safari Browser
Part 10: Wallet and Apple Pay

Part 4: Apple Mail

Part | |: Photos
Part 5: Communication

Part é: Calendar Part 12: Maps

Part 7: Reminders Part |3: Apple Watch
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Reminders — com.apple.reminders (10.15+,i0S [3+)
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FOR518.4 | Mac and 105 Forensic Analysiz and Incident Response

macO5: ~/Library/Reminders/
)3 Phyzical: /private/var/mobile/Tibhrary/Reminders/
i3 Backup: /mobils/Tibrary/Remindsra/

In macOs 10.15 and 108 13, the Reminders are now stored in a separate databaze, Data—-*.=3glite.

Each Tatz-<GUID».=glite database contamns the Reminders from a certam source; Local, iCloud, etc.

126
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Reminders — Data-[UUID/Local].sqlite Database
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FOR518.4 | Mac and 105 Forensic Analysiz and Incident Response 127

macO5: ~/Library/Reminders/
)3 Phyzical: /private/var/mobile/Tibhrary/Reminders/
i3 Backup: /mobils/Tibrary/Remindsra/

Every object in this database 1z a different 7 ENT value. A few objects are listed in the query above. The items
labeled ‘REMINDER' 152 Z ENT =25, for this version of the database. These entity numbers will change for
different versions of the databazes.

Each object will have a different 7 ENT (like the Notes Application) (Le., Account, Lists. Reminders, Alarms,
Triggers (Proximity, Temporal, Action), Shared Information ete).

Each object will have a different et of data in the colomns_ A few colomns in this table for the reminder object are
shown i the screenshot
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Section 4: Agenda

Part |: Application Fundamentals Part 8: Contacts

Part 2: Introduction to SQLite Queries Part 9: Notes

Part 3: Safari Browser
Part 10: Wallet and Apple Pay

Part 4: Apple Mail

Part | |: Photos
Part 5: Communication

Part é: Calendar Part 12: Maps

Part 7: Reminders Part |3: Apple Watch
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Contacts - com.apple.AddressBook
*/Library/*/AddressBook
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macO5: ~/Library/Application Support/iddressBook/
i08: [fprivate/var/mebile/Library/iddreasBoalk/

The Address Book, or Contacts application, holds the vser's contact information. This database zets populated by

the nser but also from other sources if the vser associates their email and social media accounts with the operating
zystem such as iClond and Google above.
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macOS Contacts - Sources and Person Records
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macO5: ~/Library/Application Support/iddressBook/

i08: [fprivate/var/mebile/Library/iddreasBoalk/

f
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T

Each Address Book databaze under Sources will have confact information separated out. One could be the contacts
for Google, 1Cloud—or another source. These sources can be determined by matching the GUID up in the
Lccounts databaze.

The Metadata directory contains a file for each person, group, or subscription. Each file is named accordingly: “c™
for person. *g” for gronp. and *=37 for subscription Each file iz a binary property list containing the information for
that particular Address Book entry.

Much of the zame information found in the Metadata directory may be found in the SQLite databaze
BddressBoock-viZ.aboddh.

To view the raw Address Book records with Xeode, vou will need to rename them az . plist; otherwise, they will
show vp in a view zimilar to what i3 found in the Contacts application.

Each Perzon record has ity own GUID in the UTD key: Thiz GUID may be uzed tn the Group record if the
Person record iz part of a group. The Creation key contains the date the record was created, while the
Medificaticn date contains the date when the contact was fast modified. Each Peraon record contains the
phone_ address, email or other information the nzer has snpplied. If the contact has multiple entries under the
“walues™ key, such as multiple phone numbers, the “primary™ key will determine which of theze is listed az the
primary contact number. If vou are looking for a person of interest. it i3 hichly recommended to search not just for
their names but also for their Contacts UID. This can pinpoint information in many other applications, files, logs.
datahases, etc.

A Group record contains all the GUID: of Personal records that are a part of that group. Each group also has its
owt GUID that ean be referencad by various applications.
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[ Root Dictionary 120 tema)
» ABPropertyTypes Bictionary (B0 tema)
» InstaniMessage Dictionary (4 ems)
imageHash Data <9ABESB90F 1980C 1CEFABADS2BAFD1ECD>
» URLs Dictianary {3 ems)
Bt Stne Ewood
externalHash String +EnpERY "%
ABPersonFlags Mumber 0
w Address Dictionary (4 itams)
» identifiers Array (2 Items)
b ﬁlu&: Array (2 tems)
w |tem O Dictionary (B items)
Street String 1060 W Addison
ZIp String 60613
CountryCode String s
City String Chicago
Stale String L
Country String United States
w [tem 1 Dictlanary |# Itams)
Street string 1125 Coliins St
Reglon String Wil
State String IL
Zip String 60432
CountryCode String Us
Country String United States
City String Joliet
primary String 69202026-39AE-49DC-B058-C7BF33DCEB40C
> Ia&ala Array |2 Itemig) '
syncStatus Mumber 1
externalCallectionPath String J18887 33445 /carddavhomejcardf
externaldModiticationTag String "kig2zrlzw®
» Email Dictianary {4 itarrie)
» Phone Dictianary (4 itams}
externaiFilename String Yie3aYIFhMTILNZRIZIOON]AZLWE IMWOINJUINGUxY 2 RmMWMNLvef
extarnalUUID String b77b1a12-74ef-4603-a71d-6574e1cdf1ch
imageType String PHOTO
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Contacts - AddressBook-v22.abcddb (iOS - AddressBoolusglite)
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macO5: ~/Library/Application Support/iddressBook/iddressBook—v22 . aboddb
il)3 Phyzical: /private/var//mobile/Library/AddresaBook/Addr=s3Bnokisglite
i3 Backup: /mobile/Tibrary/AddresaBook//AddrasaBook.agliice

The Contacts application stores its data in SQLite databazes, Zddre=s=Bock,.sglice on 108 and
Eddr==3Bcok-—vZ2. abcdde on macO8. The table and column names from 108 and macOS will be slightly

different but will contain the same type of information.

The databases contain contacts information incloding names, emails, addresses. phone numbers, social media
accounts, etc.

The 2BCDRECORD table (ABPer=zon on i) stores the contact name, organization job title, ete. This table also

stores the contact creation and modification dates. There are many more tables that hold additional information. In
the example_ the email addreszes phone numbers. URLs. and addresses were extracted from other tables.
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DIGITAL FORENSICS & INCIDENT RESPONSE

Lab 4.3 - Applications: Part |
Choose your own adventure!
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Section 4: Agenda

Part |: Application Fundamentals Part 8: Contacts

Part 2: Introduction to SQLite Queries Part 9 Notes

Part 3: Safari Browser
Part 10: Wallet and Apple Pay
Part 4: Apple Mail
Part | |: Photos
Part 5: Communication

Part é: Calendar Part 12: Maps

Part 7: Reminders Part |3: Apple Watch
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DIGITAL FORENSICS & INCIDENT RESPONSE

Section 4: Part 9
Notes
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Notes — com.apple.notes and com.apple.mobilenotes
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103 FES:
= fprivate/var/mobile/Containers/Shared/EprGroupn/<GUID>
« fprivatelvar/mobile/Library/Notes [(Legacy)
105 Backup:

macO&:
« ~fLipbrary/Group Containersigroup.com.apple.notes!
« ~fLibrary/Containers/com.apple.Notes! (Legacy)

The Notes application allows a nser to create notes of varions types on macO8, iCloud com, or on 108 devices I
the wser selects one of the syncing services, theze notes will be pushed to all devices aszociated with these accounts.

The iCloud service will syne all iCloud notes to all devices the nser has specified to use iClond services. The nzer
may also choose to create local device notes that do'not get synced (“On My Mac™).
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Notes - Files and Directories

Sources

Note Attachments in /Media Directory

» UUIDs referenced in note storage & database
* Secure note attachments are encrypted

Thumbnails in /Preview Directory

Primary Database

» NoteStore.sqlite

Legacy Databases

* notes.sglite
+ MotesVE.storedata

W C2A0DC2E-C360- 430 3-99F0-TNBF0FEET
» B3 Accaunts
T BARRDS I DECI-FIR-BIPE-A006RFTIE0R0
= I Madia
» B ICD G080 -4 T00- 412C- 88 44- EEARAEFTEEIS
» OF MGFEA184-ER28-ANAZ.9202 -CAGENFTIIBLE
» B BAAFCHTE-CRAF-4THT-8602-BE2A0BREA0RY
» 55 TGFDAAAA-FGTL-AF - SG0-TFDEBABACECE
« 0 BEISATIZ-CEEQ-4FAA-AI108-FATIEZ4BAATO
I Babh4600F8bdAM B T8cTarB 063 E2AEMTal 012 gif
= 5 FIRAZATE-BAS-ABR7-2331-TEAQOETOACE
= |_a091i'3Eong
» I Previsws
» B5 Localhcoount
complElionfPerBechupResto _srylhingFlagParBockupReatpes
« BT Library
B0 Caches
7 Pisluiences
MesnpezerStale-Legacy
Motesmsacarstate-kadern
¥ MogeSione agiie
MoteSters aRlite-sin
MipteSiora sgite-wal
W SharmeEutensinnDeviceUlin
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108 FFS:

= Jorivate/var/mecbile/Containers/Shared/AppGroup/<GUI0>
= Jorivate/var/mobile/library/Notes (Iegacy)

105 Backup:

= /mobilefZpplications/com.apple.notes

= /mobilef/Zpplications/Notes (Iegacy)

macO5:

= ~flibrery/Group Containers/group.com.apple.notes)/

= ~flibrery/Containers/com.apple.Notes/ (Zegacy)

The Legacy iClond/Local Notes were stored in a simpler database named notes.sglite. Ono macOS, these
databaszes had a version number azsociated with them: The newer databaze file 13 FoteStore.sglice. Each
version of the database may have slight differences in it
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NotesStore.sqglite - Note Containers and Folders

* Folders: ZICCLOUDSYNCINGOBJECT.Z ENT =11 and 12

SELECT
ZICCLOUDSYNCINGORIECT 2 PK.ZICCLOUDS YNCINGOBIECT Z_ENT,
CASE ZICCLOUDSYNCINGORIECT.Z_ENT Fnlders
WHEN 4 THEN "ATTACHMENT METADATA®
WHEN 5 THEN “ATTACHMENT THUMENAILS” G Basrrh ]
WHEN B THEN “FILE*
WHEN & THEN "NOTE
WHEN 11 THEN “FOLDER" .
HEN 12 THEN “FOLDER’ iCloud
10 [ BSE ZICCLOUDSY NCINGOBIECT.Z_ENT
11 LEND AS DRIECT TYPE",

- LR O PR

12 ZICCLOUDSYNCINGOBIECT ZHAME. ZICCLOUDSYNCINGOR JECT ZTITLEZ, | Motes
13 ZICCLOUDSYHCINGORIECT FACCOUNTHAMEFORACCOUNTLISTSCRTING
g0 oo s ety ot
M EENT OemCT TYPE ZNARL £ EATLTRIN AN MEFORADC DO TLEG TR DR T 0
1 i 13 TOLDER Woles (I My Penine Dn My IPhﬂﬂE
@ ¥ I FOWDER Racantry Delitkd  3_On My iPhone
3 1 11 FOLDER On My Phone 3_0n My iPhane "1 Notes
< oo o Nee 1Cioue
sl 3 12 FoiDed WW = II7  Recantly Deleted
A2 11 FOLOER iChewd 1 iChoud
P . Tatiy 2 PRIMARYAEY
In the notes database, everything is mostly located in one table,
ZICCLOUDEYHCINGOBIECT. Each object(1e., Note, Folder, Attachment g —
Metadata, File ete ) has a different entity number or Z ENT. This query Filte Il
extracts each note folder and its associated details. We will be looking at .11 | Tt atnar
Elwood’s iClowd notez in 7 PK 20 T [ it tomgstata
13 | 1ccroussyncingonyuet
For this version of the databaze, 7 ENT of 11 is an overall note container (e, " | TrTTE———
1Clond, or local notes “On My iPhone/Mac™). Z ENWT of 12 are note folders Py [ ——
underneath theze containers. % B | fCbesiceMigrat innstate
RO | . IlLegscyTosbstune
In fiture slides. we will zee recently deleted notes are in 2 PK 22_ and the S Ts PrmTa
iClond note container, 7 PK 23, RS Temcie
mw In E l.;':lhlal:pnumur
T — e
PaRT [ 1crerser
oo | tcomevice
w1 | 1¢ereu
5B [T p——
& 16 :“lllllﬂ?ﬂfﬁkutllhnﬂ
I _-Imnl:omnngn
i3 I IthotsData
1 [ 1crersan
M I ;Il:!earmmdrﬂrum:t.'lm
noat [ tesarvertnangatonen
B n [ Next1d
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e . e
PN 0D, WK

SELECT
ZICCLOUDSYNCINGOBJECT.Z_PK,ZICCLOUDSYNCINGOBJECT.Z_ENT,

[Z]CASE ZICCLOUDSYNCINGOBJECT.Z_ENT

WHEN 4 THEN "ATTACHMENT METADATA"
WHEN 5 THEN "ATTACHMENT THUMBNAILS"
WHEN 8 THEN "FILE"

WHEN 9 THEN "NOTE"

WHEN 11 THEN "FOLDER"

[FIWHEN 12 THEN "FOLDER"

ELSE ZICCLOUDSYNCINGOBJECT.Z_ENT

—END AS "OBJECT TYPE",
ZICCLOUDSYNCINGOBJECT.ZNAME,ZICCLOUDSYNCINGOBJECT.ZTITLEZ,
ZICCLOUDSYNCINGOBJECT.ZACCOUNTNAMEFORACCOUNTLISTSORTING
FROM ZICCLOUDSYNCINGOBJECT
WHERE "OBJECT TYPE" = "FOLDER"

Z PK Z_ENT OBJECT TYPE ZNAME ITITLEZ ZACCOUNTNAMEFORACCOUNTLISTSORTING

1 1 12 FOLDER MNotes 3 On My iPhone

2 2 12 FOLDER Recently Deleted 3 _On My iPhone

3 3 11 FOLDER On My iPhone 3_0On My iPhone

B e omm e vcw

5/ 22 12 FOLDER Recently Deleted I l_itiuud

6 2! 11 FOLDER m 1_iCloud
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NotesStore.sqglite - Notes

» Notes: Z ENT =9 Notes

= Secure Notes: Password-Protected A, Searl §
Notes and Password Hint

« ZDATA = Note Contents el

SELECT .
A YMCINGORJECY ¢ e, ACCLoirs Y NCINGOIEET £ I&T, - Thrﬂgg tn dn E
a

1

£

B [EICASE PRCCLOUDEYNCINGORIECT.2_ENT 108 PR Sleso ail da

4 WHEN 4 THEN “ATTACHSENT METADATH : !

] WHEN 5% THEW “STTACHMENT THUMEALS

[ WHEN B THEM ‘Fot” - 1

7 WHEN 5 THEN "NOTE & Secret stuff!

5 WHEHN 11 THEN "FuGER” SIT3/21 Locai

G [IWHEN 13 THEM "FOiDEK"

16 FLAE DO OUOSYRCIMEOREC TS BN T

" END A% THUECT TYPL,

12 OECLOUDSYNCINGONIECT ECRATONOA T ZICCLOU DS YL INGORE CT. ZMODTFICA TIONDATE L OCTLOUDS Y NCINGORECT ELAS T OFLSEDDATL, 1 CELO U0 Y OGO L TIMAR KD ORDILET
1 TICCLOUDSYNCINGORIECT ZTITLE] AS NOTE TITLE, D CLOUDSYMCING DR JECT J5HIPPET, 250 CLOUDSYNCING DBJECT. 2 BRAS SWDALIPR0TEC TRE AS- PROTECTED,

" ZICCLOUDSYNCINGORIECT. ZPASTHORDHINT, 20 CLOUDSYNCINGOBJECT. ZPOLDER Z I0CL O DS MG IN GOS | ECT. ZACC DUN T ZICCLOUDS Y MCINGOR [ECT, ZISFHED, DCNOTERATA,ZDATA

= FROM FICCLOUDS FRCINGOUECT

] LEFT JOIM DICNOTEDATA ON 2ICCLOUDSYNOMCORFECT IHOTINATA == TICROTITATAT P

17 WHERL "OUHCT TYPE = "NOTE

£ ENT CAECT TR SFEAFEMORTEL  AYOOWATOROSTEL.  OASTOMNIDONTE  PYARSUIFCHIELGT i NOTE TIFLE FaPAPrEL FHTIELTED A RN n'II.1.L1.H nmu EaEw

1 1B B ROT) B4 B0 SN DTN EeTelilea SN0 GeReirEY 5013 v Hiks i

H 14 " NOTY BT LS SE 2NED IR ERTE A MRS T 0 Ao | v emrma paa el ﬂ 0 .
1 40 B wOTE FEMOSLBG OIS EARANREELATITEY  EauadRELeial 4 P ol i 4 E18 o
:- & mOTI BLICURGER PABLEY  PARARISEAJEANM  RARARIGTIR1ISE O Thigs sl ey ob i “ b o .

This guery extracts the Note data to include timestamps. title. smippets. and whether or not it 1z encrypted and'or
marked for deletion The highlishted row contains a note that is named “New Hot="and iz not encrypted. If it
was, the Protected column would show a 1. The note body iz stored in a GZIP archive mn the ZDATA column in
the BLOB.

Next, we will look at the 1Cloud notes. The GUT shows three notes. one regular note_ one shared. and one locked.
Notes for thiz verzion of the database nse Z ENT = 0. The notes shown contain metadata such as a variety of
timestamps (i.e., created, modified. last viewed), if the note 13 marked for deletion. title. snippet, protection statns

and pazsword hint pinned statns, and what folder/account it is associated with,

One note 1n the screenzhot has been marked for deletion with a °17 in the associated column. Ttems that are marked
for deletion will get cleaned up after a period of time.

The “Secret Stuff!” note 13 a secore. protected note, with a password hint shown. Secure notes that have been synced
from multiple devices may have different password hints The cryptographic material required to unencrypted these
notes are stored in the databasze. and not other common Apple places snch as the keychain.

The note of interest forus 13 7 PK =45 This note is in the folder 7 PE =20, in the container Z PK 23 discnssed
on the previoos slide. The note contents can be extracted from the ZDATA colomn.
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FEomadomumms we

SELECT

ZICCLOUDSYNONGOBJIECT.Z_PK, ZICCLOUDSYNCINGOBJECT.Z_ENT,
CASE THCCLOUDSYNCINGOBJECT I _ENT

WHEN 4 THEN "ATTACHMENT METADATA"

WHEN 5 THEN "ATTACHMENT THUMEMNAILS"

WHEN 8 THEM "FILE"

WHEN % THEM "NOTE"

WHEN 11 THEN "FOLDER"

WHEN 12 THEN "FOLDER"

ELSE ZICCLOUDSYNCINGORJECT. Z_ENT

END AS "ORJECT TYPES,

ZICCLOUDSYNOINGOBJECT ZCREATIONDATEL ACCLOUDSYNCINGORIECT ZMODIFICATIONDATEL ZICCLOUDSYNCINGOB [ECT. ZLASTOPENEDDATE ZICCLOUDSYNCINGOBJECT ZMARKEDFORDELETHON,

ZNCCLOUDSYNCINGOBJECT. ZTITLEL AS 'MOTE TITLE ZICCLOUDSYNCINGOR |ECT ZSNIPPET ZICCLOUDSYMNCINGOBJECT, ZISPASSWORDPROTECTED AS PROTECTED,

ZICCLOUDSYNONGOBIECT ZPASSWORDHINT, ZICCLOUDSYNCINGOBIECT ZFOLDER ZICCLOUDSYNCINCGORIECT.ZACCOUNT 3, IICCLOVESYNCINGOBIECT TISPINNED, ZICNOTEDATA ZDATA
FROM DICCLOUDSYNCINGOBIECT

16 LEFT JOIN ZICNOTEDATA ON ZICCLOUDSYNCINGOBJECT. ZNOTEDATA == ZICNOTEDATAZ_P
._M WHERE "CHIECT TYPE™ = "NOTE"
7P T ENT ORIECT TYPE  ZCHEATIONDATEL !ﬂﬁﬂgﬂﬂ TLASTOPEMENDATE  TMARSENFORCFLETION  MOTE TITLE  TSHIPPET ;ﬁ._.m_.n-ﬂ FPASTWDRDHINT  ZFOLDER (78
T 4 NOTE BA2G002%0 850780 GA2B0H3E4 5SAFE0  B4REOAZEE 353013 Izl Wote i _
¥ 3 o NOTE F4I600175 562432 FAZE0010E 206600 G43404500.629072 0 Secret stuffl 1 oy csienial s
340 9 NOTE GATB0TIS004BITE  G4IABINITETITED  GA34R2G04.414TT 4 Fhotos of mat b M
o NDTE GAZGUROOOTOELTY  GA34MISTRVRILIA  GABAO4R9Y 261452 0 Things todo  Sieep all day 0

© 2022 Sarah Edwards

144



NotesStore.sqlite — Note Contents GZIP and Secure Notes
1
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The ZDATA column contains the note contents, either encrypted or nnencrypted. Unencrypted notes will be stored
az GZIP archives with the sipnamre Ox1F8B08. If unencrypted, the note’s ZDATA BELOB can be extracted and
unarchived from the compress GZIP format to reveal its contents.

If the note iz encrypted. other tocls may be reguired to reveal the contents of these BLOBs. such as Apple Cloud
Notes parser from Jon Baumann of Ciofeca Forensies (https:/www_ciofecaforensics com)

hitpsz//github com/threeplanetssoftware/apple clond notes parser. This parser requires a bnown pazsword, and that
can be brote forced naing John the Ripper or HashCat
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NotesStore.sqglite — Note Contents Protobuf
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Once unarchived. the note content can be viewed as shown above. The contents are stored in a protobuof format
(httpzz/idevelopers google com/protocol-buffers) which can be dumped using a variety of tocls. soch as protoc
{zhown), or CyberChef.

dhafleh

The key item for reviewing protobufs iz knowing their template structure or .proto file. In most cazes we do not
have access to this, therefore we need to create our own. However, without knowing the strueture. some items can
be zeen in the protobuf BLOBE in the screenshot-

+ Text of the note

« References to attachment files

+ Embedded URL=

A fantastic rezource on this process was completed by Jon Banmann of Ciofeca Forensics
(httpz:/www.ciofecaforensics com) in a series of blog articles starting with this one:
httpsz/www_ciofecaforensies com/2020/01/ 10 apple-notes-revisited/

Many Apple databazes include some sort of protobuof structure, a zelection of which can be found at

http/ wwrw macdn 6 comblog 2019927 just-call-me-buffy-the-proto-zlayer-an-initial-look-into-protobuf-data-in-
mac-and-ios-forensics.
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NotesStore.sqglite — Note Attachments

* Metadata & Thumbnails: Z ENT =4 and 5
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Locking for attachment metadata for Note £ PE =45, we need to now filter for attachment objects, £ ENT 4 and 5.

Z ENT 4 = Contains attachment metadata
Z ENT 5 = Contains attachment thumbnail information

Attachment metadata contain= details for each attachment for a note, including thoze that are marked for deletion as
shown above. Note 43 appears to contain three attachments. However, only two are shown in previoos screenshots
of the note. A photo was attached to 1t and later removed, but details are still available. Thiz photo also contained

location coordinates (extracted from EXTF)

Other metadata inclodes summary information. Apple notes attempts to determine what was included in the photo,
such as people. objects, and cats! File metadata such as type, height, width, file size. and timestamps are also stored.

The attachment thumbnail information contains the identifier for the thumbnail attachment that can be located in the

Previews directory.
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NotesStore.sqglite — Note Files

L1 s JES = B B U

(TR ™

e

: ~ [ Madin
Files:Z ENT =8
SELECT
JCCLOUDSYNCINGODRIECT.Z PE ZICCLOUDSYNCINGOBIECT.Z_ENT, » 0 2BFEEEA-ERZH-ABAS-B202-CIOEDF123R1C

CASE ZICCLOUDSYNCINGOBIECT Z_ENT
WHEN 4 THEN "ATTACHMENT METADATA"
WHEN 5 THEN “ATTACHMENT THUMBENAILS" b B TEFDAA,
WHEMN B THEN "FHLE" ~ B BE -
WHEN 3 THEM “NOTE®
WHEN 11 THEM “FOLDER"

EM 1% THEN "TFOLDER"
ELSE ZICCLOUDSYNCINCOBJECT . 2_ENT
END AS "DEJECT TYPE, s i Lx
ZICCLOUDSYNCINGOBIECT ZMARKEDFORDELETION ZICCLOUDSYNCINGOER |ECT.ZATTACHMENTL,
JICCLOUDSYNCINGORIECT ZIDENTIFIER JICCLOUDSYMNCINGORBIECT ZFILENAME
FROM ZICCLOUDSYNCINGORIECT
WHERE "021ECT TYPE™ = FILE

» B BAAFCOT5-CFAF-4781-8502-86230B864DE9
Ad-36T5-AF06-076C-TFORBABACRCF

702 -5 248
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Next, we will find the actual attachment files. These are Z ENT =8,

In the previous slide it showed which attachments belonged to note 45 in the ZNOTE column, we can find thoze
using the Z PKs of those entries as shown above.

The databaze containz the UUID identifiers and filenames associated. These files can then be found in the Media
directory. This inclndes the photo that was recently removed from the note.
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Wallet and Apple Pay [1]
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108E:
= Jjprivate/var/mobile/Library/Passes/
(iCloud) /private/var/mobile/Library/Mobile
Document s/ com~apple~ahoebox/TpiguitousCardsy/
macD5:
. ~fLibrary/Passes/
- (iCicud) ~/Library/Mcbile Documents/com~apple~shoebex/UbiguitcusCards/

The Wallet applicatton can be used to keep track of various tickets and cards. If the user selects to add a credit card

to the Apple Pay portion of this application, it can be nsed to purchase items The eards may alzo include non-credit
cards like the Washington, DC Metro card. The pazses section can be used to hold tickets, reward cards, et

154 © 2022 Sarah Edwards




Wallet and Apple Pay [2]

Data Locations

* Primary Directory: Passes/
* iCloud Synced Data: UbiquitousCards/

» /Cards - Cards and Passes

* /Mobile Documents/com~apple~shoebox/IUbiquitousCards -
iCloud Synced Passes

* passesdi.sqglite - Main Database

« [ UbiguitousCards
¢ -fxgullWkDyf6Xmj2oBogsySlinY=.pkpass
0¥ kfAQemMEdImymi-639a9Xwl=_pkpass
| mbGEYuZdisplogW7VEIDIMOjReo=.pkpass
TPQTEWARILWVYBOmxVexQxS5iHIg=.pkpass
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T o EoaTUEWY R TR 20 MOn | IGh = cochs
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108 Phyzical:

= Jjprivate/wvar/mobile/Library/Passes/

= [iTicud) Sprivatefvar/mobile/Library/Mobiles
Documents/ com~apple~shoebox/UhiguitouaCards/
macO5:

. ~fLibrary/Fasses/

. (iCioud) =~/ /Librery/Mobile Documents/com~apple~shoebox/ThiguitousCards/

The Cards directory may contain information about Apple Pay credit cards (also transit cards), and the passes.
Some of the passes may be synced using iCloud to all devices signed into the nzer’s iCloud account. These will be

found in the UbiguiticusCards directory.

The primary database that keeps track of the cards, passes, and transactions (amongst a myriad of other items!) is

the passes23.=3glice databaze.
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Pass and Card *.pkpass Package Structure
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Each card or passis storedina * .pkpass directory. This directory 13 in a “Package™ format. This directory may
include lots of files and pictures of various logos associated with that card. The actual pass data is stored in the
pasz_jzon file.

The pa3s.J30on file can be reviewed in any text editor. Sometimes the developer of the “pass™ doesn’t include
whitespace, so reviewing them can be difficult Look for an online or offline JSON file formatter. In the screenshot
above, jq iz being nsed.
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passes3.sqlite — Passes and Cards

e
SELECT

1
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The guery abaove is extracting details about the cards and passes associated with Wallet. This includes the following
timestamps:

* Ingested Diate — When the card or pass was initially placed in the Wallet app

= Modified Date — If a pass has been modified (1e. Airline ticket, gate change or seat upgrade)

Other information includes the type of item (Card or Pazs), the unique ID (this matches the * pkpass files). and the
organization it 1z associated with. The country code for credit cards 12 also available.

The Group Order shows the order index of the cards and passes in the UL
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passes3.sqlite — Transactions
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The tranzactions are shown above (the SQL query iz on the following page).

Theze transactions nclade the followmng:

» Time of the transachion

= Statez —1e. Did the tranzaction go through? Manmy “non-completed” entries in this dats due to lack of money om the
American Express pift card and Wi-Fi izsues.

»  Transaction Type— Peer Payment: being done through Apple Pay or ‘regular” transsctions

*  Ampount znd currency information

» Card information

* Merchant information

»  Unigue ID for pass/eard (zame a: * phpass)

It 13 worth noting that not all transactions may be sgved in this database and only Apple Card transactions get synced acToss

devices. These transactions were performed on this device (the example 1z from an 1Phone). Depending on the card provider cnly

the last few framsactions may be zaved Those that have the Apple Card (not shown} will have far more transaction and card
related information m this database.
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passes3.sqlite — Apple Pay Peer Payments

SELECT
DATETIME[PAYMENT TRANSACTION. TRANSACTION DATE+978307200, LINNEPDCH') AS ‘TRANSACTION DATE',
CASE WHEMN PAYMENT _TRAMNSACTION AMOPUNT = 9223372036854775807 THEN "SULL' ELSE PAYMENT_TRAMSACTION AMOUMT /100,00 END 'asOUNT,
PAYMENT_TRANSACTIOM, CURRENCY_CODE AS "CURRENCY CODE,
=JCASE PAYMENT TRAMNSACTION.PEER PAYMENT TYPE
WHEN O THEN "SON-PEER PAYMENT
WHEN 1 THEN SENT'
WHEN 2 THEN HECENVEDY
ELSE PAYMENT_TRANSACTION PEER_PAYMENT_TYPE
END 'PEER PAYMENT TYPL',
PAYMENT TRANSACTIOMN.PEER_PAYMENT _COUNTERPART HAMDLE AS "PECR PAYMENT HAKDLE
PAYMENT_TRANSACT|OM.PEER_PAYMENT_MEMO A5 "PEER PAYMENT MEMOD'
FROM FAYMENT TRANSACTION
JOIN PAYMENT _APPLICATION ON PAYMENT TRANSACTION SOURCE_MD == PAYMENT_APPLICATION TRANSACTIHON SOURCE_MD
WHERE PAYMENT _THANSACTION, TRANSACTION_TYPE = 3
ORDER BY TRANSACTION DATE

THANSACTION DATE - AMOANT  CLRE[NVCY COOE  PEER PAYMENT TYPE . PEER PAYRENT HAMDLE  PEER PAYMENT MEMD

Fl i =t e L

1 0T1-05-13 144314 e usn RECEIVED wampagcih. it edy

2 20F1-0%-13 16:14:08 15.0 LD HECEMED pompaidcih. . edy Far grucenss q
3 I01-05-18 1%55:4%5 .o uso RECEWED eampasicshunt.ede

£ MT1-0E-1E 181536 150 LusD RECEWVED eompailcs b it edu

5 2021-05-18 183732 15.0 UsD SENT eampasce i ady Back ar yau
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Transactons that are specific to Apple Cash are called *peer payments” and have a few more pieces of related
information.

Each peer payment will show if if was sent or recerved, to/from whom. and 1f a message is attached.
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SELECT

DATETIME(PAYMENT_TRANSACTION, TRANSACTION_DATE+978307200, UNIXEPOCH) AS 'TRANSACTION DATE,

CASE WHEN PAYMENT _TRANSACTION AMOUNT =9223372036854775807 THEN 'NULL' ELSE PAYMENT _TRANSACTION. AMOUNT / 100.00 END 'AMOUNT',
PAYMENT TRANSACTION.CURRENCY CODE AS 'CURRENCY CODE',

CASE PAYMENT_TRANSACTION.PEER_PAYMENT _TYFE

WHEN 0 THEN 'NON-PEER PAYMENT'

WHEN 1 THEN 'SENT'

WHEN 2 THEN ‘RECEIVED'

ELSE PAYMENT_TRANSACTION,PEER_PAYMENT_TYPE

END 'PEER PAYMENT TYPE',

PAYMENT_TRANSACTION.PEER_PAYMENT COUNTERPART _HANDLE AS 'PEER PAYMENT HANDLE',
PAYMENT_TRANSACTION.PEER_PAYMENT_MEMO AS 'PEER PAYMENT MEMO'

FROM PAYMENT_TRANSACTION

JOIN PAYMENT _APPLICATION ON PAYMENT_TRANSACTION.SOURCE_PID == PAYMENT_APPLICATION.TRANSACTION_SOURCE_PID
WHERE PAYMENT_TRANSACTION.TRANSACTION_TYPE = 3

'ORDER BY TRANSACTION_DATE

LR

TRANSACTION DATE  AMOUNT | CURRENCY CODE = PEER PAYMENT TYPE  PEER PAYMENT HANDLE =~ PEER PAYMENT MEMO

2021-05-13 14:43:14 10.0 UsD RECEIVED oempai@csh,rivedu

2021-05-13 16:14:08 15.0 WsD RECEIVED oompaicsh.rit.edu For grocerias
2021-D5-18 17:59:43 200 UsD RECEIVED oompaificsh.rit.edu

2021-05-18 18:15:16 15.0 usD RECEIVED oompaies horitedu

2021-05-18 18:37:32 150 WsD SEMT oompaficsh.ritedu Back at you
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passes23.sqglite - Transit

* Supported Transit
Systems

» Start & End Station -
Information il = =

$8.00

Latest Transactions 0
B Ellnmﬂ-uw... 32,00

|. : Clerendon Staton -& Ballston-faary

CELEELEDE

SERECT
DATETIRALI PR AMENT TR LTI IU*!—H.' TN O T ) PESETIOE, WANI U= AS T WA A TI0N LATE DATCTIVEIFAS L S0 DAL ST AI0T I (L UNEERGEH LAS L ESTRD LarE,

PASTORCANTATIOR, BAA D AL CRTANTATION WRAE, P NT APFLICATIOMN DS AN WAL AR TARD 70T PA RS JHEOE D AR PAIS Y

PATNT TARGAL ISR _SA TR &35 AR &1 TEIN ST RE N T_TRARSAL 1ML FART_KTA OB LATTILIE A% S 1ART T1ATIIY LAT PAFMERT_VRARGAE 09 ETAET_TATOR, LOMLITHLE WS A AR &1

PATHINT TRARNACTI Ill‘l‘ WTIP AR T r-' oF BT VIGMT TAARSATTION JRD STATICN LT TLEL A% S Y TATEE LAT PAYMERT TREMEAETOAN IR STATIIN LORCITUGE AR ERESTATH | l:"h.

FAGH BAYRIENT TLARSACTHCN

B P ML AFr yER FHTR 1WA T TRARSAL TR § S 3 w e VAT SR LA 00T SRR AT T LT W

JOM™ PALS OR FATMNENT APPUCATON ALY PO == PASSAD

TRRASATTER [T SCHETI [T FRGART T LMY raan T e FIRET ITRMCA]  EVART ATATWOM LAT | BTART TTATH Y |G R TN P TATSE (AT S FTATON O

EmAnm R AN EE TEHL T L P Wk g Hedim fye s Tiimil ks Tol UTan RS STl TP ree S A 7 | Db Beashon T8 I7 BVIAD R Myt |k 1y e T “FT 1R
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If the uzer has a transit card in their Wallet. theze entries will also be stored in the database. In the example above. a
ride was faken on the DC Metro (WAMATA) transit system from the Clarendon Station to the Ballston-Marymount
University Station.
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SELECT
DATETIMEPAYMENT TRANSACTION TRANSACTION_DATE+978307200, UNIXEFOCH] AS TRANSACTION DATE, DATETIME(ASSINGESTED DATE+ 975307200, UMIKEPCCH'T AS INCESTED DATE,
PASSORCANIEATION _MAME AS TRGANIZATION MAME PAYMENT_APFLICATION DISPLAY_NAME AS 'CARD TYPE,PASSUNIGUE_ID AS PASS I,

PAYMERT TRANSACTION.START STATION AS 'START STATION PAYMENT TRANSACTION START STATION LATITUDE AS 'START STATION LAT PAYMENT TRANSACTION.START STATION_LONGITUDE AS START STATION LONG,
FAYMENT TRANSACTION.ZND STATAON AS ‘END STATION PAYMENT TRANSACTICN.END STATNIN_LATITUDE AS 'END STATHIN LAT PAYMENT TRANSACTION END STATION LONGITUDE AS 'END STATICN LONC'

FROM PAYMENT TRANSACTION
OB PAYMENT_APPLICATION ON PAYMENT TRANSACTION SOURCE_PID == PAYMENT APPLICATION. TRASACTION SOURCE_PiD
IOIN PASS ON PAYMENT APPLICKTION.PASS Fi0 == PASS D

| 2020-G5-18 184344 2021-05-17 164535 - Washisgion Metropolitan Are Trarsih Auherity - CubdchliFan[ESFir n:ﬂﬂaﬂ.iﬂ!i._.rﬂ!gm. (Oarendon Sation ELRLLE ~T10A53340  Kalistor-Margmeust Lniarsity Mation

TRANSACTIONDATE  NGESTED DWTE CAGANZATION NANE DTV PSS 1 STITSTATION  START STATION LAT  START STATION LONG

END STATION (AT ESDSTATION LONG
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Section 4: Agenda

Part |: Application Fundamentals Part 8: Contacts

Part 2: Introduction to SQLite Queries Part 9- Notes

Part 3: Safari Browser
Part 10: Wallet and Apple Pay
Part 4: Apple Mail
Part | |: Photos
Part 5: Communication

Part é: Calendar Part 12: Maps

Part 7: Reminders Part |3: Apple Watch
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Photos - com.apple.Photos

tedd

macOS: ~/Pictures/Photos Library.photoslibrary

iOS: [/private/var/jmobile/Media/PhotoData

Epic Aduanium

T
- RIHE i N
=~ [
Bae e

FORS18.4 | Mac and OS5 Forensic Analysis and Incident Response 167

macO5: ~/Pictures/Photos Library.photoslibrary
i08: [fprivate/var/]mobile/Media/Fhotolata

The native photo/media application iz Photos. This app can store more than just photos but also screenshots and

videos. Users can import media info this app and/or automatically syne their mobile device photos naing 1Clond
SVIOCING Services.
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macOS Photos Library - Package “File’” Format
Moo Mame Bate Madified ]
E :ﬁ:i»i | [ Photos Library.photoslibrary
nl:rnmr-nl- Dﬂ'Eﬂ
sty Open With »
g
i * Presented as single file to user in Finder, right-
click to view paciage contents
I st B S S * ‘originals’ Directory
B s s e e e * JPG: Photos
E:.u. i TR - T - T - - A TR I H jang i PNG: ScrEEﬁshgts
-4 * MOV: Movies
3 + iOS | 1+:* HEIC (HEIF: High Efficiency Image
Format): Open in Preview.app
i * Extended Attributes:
i com.apple.quarantine = cloudphotosd and more!

FOR518.4 | Macand ¥05 Forensic Analysis and Incident Response 168

macO5: ~/Pictures/Photos Library.photoslibrary
i08: [fprivate/var/]mobile/Media/Fhotolata

The User’s macO3 Photo library can be found in a package file: ~ /Pictures/Thotos

liprary.photoslibrary/ .

Packages are directories that are prezented to the uzer as a single file in Finder. To view the contents of a package,
right-click and choose “Show Package Contents™ or view itin a terminal window. This directory may
contain may sub-directories, files. databases, thumbnails etc.

The original photos can be found in the originals directory. Since local and iCloud photos are now stored together,
it might be necessary to determine which are iCloud pictures. This can be shown in the extended attnbuotes for each
file Ifthe com.apple.guarantine attribute contain: cloudphotosd, then it came from iCloud.

Pictures taken with devices roaning 108 11 will nze a new format for storage called High Efficiency Image Format
(HEIC extension).

References:

Apple Developer Website: About Bundles

https:/‘developer.apple com/library/archive/documentation/CoreF oundationConceptual/CFBundles/ AboutBundles/
AbouiBuadles htmi=//apple refdocnid/ 10000123 CHI00-5W1

https:/'en wikipedia org'wikiHigh Efficiency Image File Format
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macOS Photos — Extended Attributes — com.apple.assetsd.*
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Each piece of media may have a set of extended attributes. The Photos app likes to add the com apple assetsd *
attributes.

The example above is the set of xattrs for a single photo. Notable attributes contain the original filename, location,
favorite flag. hidden flag. time zone, and guarantine information.
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Photo Databases — photos.db or Photos.sqlite

macOS - ~/Pictures/Photos
Library.photoslibrary/database/photos.db or photos.sqlite

iOS - [/private/var/Jmobile/Media/PhotoData/Photos.sqlite

Fieging with Aol

* Filename, Timestamps, Time Zones, Height,Width, Rotation

* Associated Notes =

* Location Latitude/Longitude, Reversed Location Protobuf Data L AN
(Similar to Reverse IP Location) .

* Albums/Moments/Faces/Places m - mﬁ

* Usage B

FOR518.4 | Mac and ¥O5 Forensic Analysis and Incident Response 179

macO5: ~fPictures/Photos Library.photoslibrary/database/photos.db or
photoa.gaglice

The metadata for each photo (or other media) is found in the Photos. db/Photos sqlite databases. These databazes
comtain nearly the zame type of data; however. the table and column names may differ.

Notable items in the database are extracted EXIF metadata, location information, annotated notes, viewing usage,
detected faces and objects, and organization (Albums, Moments ete).
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i0S Photo/Video Media: DCIM and Other Directories - /Media
» BB DCiM
DCIM/100APPLE/ ... Sl
2 IMG_0001PNG
~ 5 PhotoCloudSharingData MG _0002 PRG
Ll

IFJIAPPLE..jF[ﬂAPPLE B sk 88 1MIG_0003.1PC
* 999 items per directory - 5 PFIAGACA-SGE0-48F9-AG15-0C5303660648 | © IMG_DODAPNG
o MG BEEEEEEXT » B2 1w0cLoun " IMG_I0D5FNG

" ; DCIM_CLOUD. plist T IMG_0006.FPNG
-

Filename Sequential/ Temporal Order b g ¥ IMG_BOGTPNG
AT | IMG_0008.PRG
IClﬂl.Id E IMG 0008PNG

E IMG_0010.PNG
-
PhﬂtﬂDﬂtﬂ.n" w |nformation Froperty Liss (B har]
* PhotoStreamsDartal £leuslaneE mail 2 Shing pampaicsl Lady
a - GloooDwneeF irstiame & Gring Sarah
Phﬂmclﬂudshﬂrf“g[)ﬂtﬂf cloudCanerFlashedPemonill A  Sting et ib 3090461 [T a2 2 3 adad iy
- - - oo e el a e hia e ¢ String Edwards
Third-Party Application Photos dcPbicUREbled 5 Numbar 1
clocucialations g State & Mumbar ¥
* ProTip- UseTCC.db cleutubsstiplanDiste & Dals 2021-06-2AT15:64°4562
pubScLISL & Shrng et icioud comshared
Iile S String Epic Addweniyme
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Photos, videos, and screenshots that are taken with the device will be stored in the DCIM directory. This directory
works just like it does on other camera devices. This directory may contain smitiple other directories named
100EZEBLE, 101RPPLE, and so on Each of these may contain up to 999 photos, videos, and/or screenshots.

Each image is named sequentially starting with THG 00C1.ZXT, where EXT can be JPG, HEIC for a photo, MOV
for a movie, or PNG for a screenzhot.

Photos, videos, and screenshots can be strewn about a device in many directories, depending on how the user uses
thetr device, especially if iCloud 15 nsed. These directories include the DCIM, PhotoData, and PhotoStreamsData
directories.

Do not forget to lock at third-party applications, as they may also contain media of interest. An easy way to tell

which applications might be of investigative value iz o look at the TCC.db databaze for applications naing the
Camera, Microphone, Photo Album permiszsions.
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Maps - com.apple.Maps

n'l.aCDS l [+, iDS [4+ —_— PR T T p— E = (e, RN
* Database X o -
o f
- : —— o .
macOS 10.15-,i0S 13- Wi
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Maps — Plist Files (macOS 10.15- and iOS 13-)
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The data files for haps has changed in 108 14 and macO3 11 to a databaze Before this npdate, they were stored in
mary plist files scattered throughout the file system:

The * .mapsdata files are stored in a plist file that containz BLOB protobuf location data that is hard to parse.
The protobuf BLOB data can be extracted and viewed in a hex editor to determine some of the location data.

The GecHistory.mapsdata plist file containg individual history ttems_ but in the protobuf BLOE format Each
item may contain a start and finish roote, possible review mformation. and/or reverse geclocation data.

Each ftem containzs a GUID as a key in the plist or as the first few bytes of the BLOE that can be nsed to potentially
correlate to an on-dizk file with a matching GUTD in the ReportA Problem directory.

The ReportAProblem GUID files are a single protobuf file that contains route data in the /Dirscticns and
The GUID in each GecHistory.mapsdats ftem can be matched to files inthe /Search,
JEraphlirecticons, or /Direction directories to find additional related information.

These files do not appear to get backed up in iTunes backups.
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Maps on iOS 14 and macOS |1 - MapsSync_0.0.1 Database

SELECT
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Starting with 10514 and macOS 11, everything Maps-related 13 now stored in a SQLite databaze. However, the
older files mav =till exist on the device, 30 1tz still worth checking for those if looking for historical information

GALH11 AT 25944 H4A01 1262, 225095

This database contatns everything that was previously stored in separate plist files. Favorites, collections, history
items, as well as the location protobuf files stored in ZMAPITEMSTORAGE.

176 © 2022 Sarah Edwards



Decoding Map Protobuf BLOBs

morpaiMaP =M1 maps % protoc =-decode_raw < bletohley.pb |
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The protobuf BLOB= may be embedded in plist files. databases. or just files themselves. They look like the example
above: zome may have more data; some may have less.

The first step is to extract the BLOB (if it needs to be extracted). Save this data to a file. The protobuf data above is
being decoded by the protoc phility from Google’s Protobuf utilities. Another option to decode 13 by psing
CyberChef (https://gchq github i0/CyberChef’).

brew install protobuf
protoc ——decode raw < [BLOB]

Highlighted above in the protoc cutpot, are a set of coordinates that can be converted to decimal latitnde/longitude
pairs naing a converter or hex editor. There may be many pairs of coordinates strewn about the protobuf contents,
=0 do not assume you know the significance of them without knowing the structore of the protobuf

Other items contained in theze files may be UUIDs. text. reviews, links to photos. address information ete.
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Section 4: Agenda

Part |: Application Fundamentals Part 8: Contacts

Part 2: Introduction to SQLite Queries Part 9- Notes

Part 3: Safari Browser
Part 10: Wallet and Apple Pay
Part 4: Apple Mail
Part | |: Photos
Part 5: Communication

Part é: Calendar Part 12: Maps

Part 7: Reminders Part |3: Apple Watch

FOR518.4 | Macand ¥05 Forensic Analysis and Incident Response 178

This page intentionally left blani

178 © 2022 Sarah Edwards




ﬂm DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Section 4: Part |4
Apple Watch
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Apple Watch

Usually paired with iPhone, proxy device

B

. -

B -
E 4
a .
8 o
g e
‘ v

i ‘ﬂl

B

\ FOR518.4 | Macand ¥05 Forensic Analysis and Incident Response 180

The Apple Watch 1z Apple’s wearable technology. or “Smart Watch™ It can be paired with an iPhone (not an 1Pod
or tPad) or not paired at all

The Apple Watch runs WatchO8_ Research shows thiz may be a lite modified version of 108,

Applications on the watch inelude many of those on the iPhone. The Watch can be thonght of 2 an extension of the
iPhone.
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ple Watch - Data Directory

Imobile/Library/DeviceRegistry/<GUID>
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Most of the data aszociated with the Apple Wateh iz stored in the /meobhile/Library/TeviceBegizcry/
directory. This data is mostly redundant data found on the device itself Shown above iz an example of the Watch
Wallet databaze.

Identifying imnformation can be found in the DeviceRagistry. state/ directory in plist files.
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Lab 4.4 - Applications: Part Il
Choose your own adventure!
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