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iOS Basics 

 

iPhone, iPad, iPod HFS+/APFS file 

touch, Apple Watch system 

 

 

Operating system based No external 

on UNIX kernel storage 
• Variation of Mac OS X: iOS 
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• Gesture-based touch interface • Apple Watch? 
 

 

Data mostly stored in All user data 

SQLite databases and stored in NAND 
plists 

• Applications sandbox their data Flash Memory 
 

 

 

FOR585 | Smartphone Forensic Analysis 
In-Depth 

 

 

For the matters of this section and in the real world, iOS devices include the iPhone, 

iPad, and iPod touch. The Apple Watch runs Watch OS, which is similar to iOS. We 

do not cover Apple TV in this course, but some concepts apply. Although some may 

agree that iOS and Mac OS X are similar, the main differences are the gesture-based 

touch interface on the iOS device and some logging. The two operating systems also 

manage files in different manners. The internal components of iOS devices are 

broken down in detail in the book written by Heather Mahalik, Rohit Tamma, and 

Satish Bommisetty, Practical Mobile Forensics, Second Edition (Birmingham, UK: 

Packt, 2016). 

 

File systems on iOS devices are similar to HFS+ and APFS, and the data is primarily 

stored in SQLite database and plists. APFS (Apple File System) fixed core problems 

and bugs from HFS. APFS is used on devices running iOS 10.3 and later. Regardless 

of the file system, iOS device applications sandbox their data, primarily for security 

purposes, which also makes our investigations easier because the data should be 

stored within a cached database file for each application. Data storage and application 

decoding are covered later in this section and in Section 5. 

 

iOS devices differ from other smartphones and mobile devices in that they do not have 

a removable battery and do not have slots for external storage. Prior to the iPhone 4s, 

only GSM iPhones contained SIM cards. Verizon added a SIM card to the CDMA 

version of the iPhone 4s to give it "world phone" capabilities as discussed in Section 1. 

All iOS devices released after 2011 now contain SIM cards in various physical (micro-

SIM and 

mini-SIM) to support LTE (Long Term Evolution) and digital forms as ESIM. A 

great reference for every Apple device is listed at https://for585.com/specs. 

 
 

 

 

 

The data residing within the NAND Flash Memory consists of SQLite databases and 

plists. The SQLite database files are comprised of everything imaginable (contacts, 

locations, communications, preferences, and more). The plists are generally used by 

applications to store, organize, and access data on the iOS device. The plists are stored 

in XML or binary format and often contain embedded BLOBs that store items of 

interest. BLOBs are covered in detail in Sections 4 and 5 of this course. 



 

Property List Files (plist) are structured text files containing information needed for the 

iOS device and applications to function. The format looks similar to an XML file and is 

not always easy to read unless you utilize a plist editor/viewer. The plist files should be 

examined for relevance to your investigation. 

 

 

The iOS architecture of the iPhone is detailed in this slide. The User Space is 

comprised of the Core Services, which run at the lowest level of this partition. Core 

Services include the Address Book, SQLite databases, XML files, plists, and other 

core files. The next level is comprised of multimedia files, which run under the Cocoa 

Touch framework. The Cocoa Touch framework handles the iOS device user interface. 

The final layer consists of Apple and third-party applications. The Kernel or System 

Space is comprised of the hardware layer and the System Area. 

 

This image was composed with information found on https://for585.com/bada. 

 

Reference: 

[1] https://for585.com/mahalik 

 
 

 

 

 

iOS Support Software 
 

 

iTunes/Finde 
iCloud 

• Windows/Mac • Cloud service 
• Backs up/syncs • Backs up/syncs 

devices devices 

• May be in Finder o 
• Used 

for remote 

Macs  access
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iTunes and iCloud are the most used methods for iOS device support. iTunes/Finder 

provides free methods for backing up, syncing, and restoring data to your iOS device 

from your Macintosh or Windows computer. iTunes can also be used to create a 

forensic backup, which is discussed in Backup File Forensics in Section 4. 

 

Once an iOS device is backed up as an “encrypted device," the password used for the 
initial encryption is required for future access to the device backup files and for opting 

to no longer back up using encryption. For example, if I backed up my iPad using the 

password HeatherM11, the next time I attempt to back up the iPad on ANY computer, 

iTunes automatically checks the Encrypt Local Backup option. To uncheck this option, 

I am required to enter HeatherM11, which releases the encryption restriction on this 

device. Keep this in mind in the next section discussing iOS forensic acquisition. This 

backup encryption can cause issues for you as an examiner. 

 

iCloud provides 5 GB of free data storage for each iOS device. iCloud functions just 

like iTunes but omits the need to connect to a computer. iCloud also offers a feature 

called Find My iPhone, which allows the user to remotely locate their device, send a 

message, or erase the iOS device. As trained examiners, we must prevent remote 

access from occurring on the iOS device. 

 

Knowing how the user backs up their data may lead you to another device (host 

computer) or permit access to cloud data, which can open up a whole world of 

artifacts. Remember, just because we have moved on from Android, we still have to 

consider Google cloud data for iOS devices. This is something that should also be 

extracted and examined if possible. 

 
 

 

 

 

iCloud Sync 

iCloud Sync 
• Allows data to be 

updated and synced 
across all devices 

• Photos and videos (Photo Stream) 

• Contacts, calendar, email, etc. 

• Pushes data from one 
device to iCloud account, 

and then back to all your 
other iOS devices 

• Consider the 
potential 

unintended 

consequences of a 
shared iCloud 



account 

• Who is the responsible party? 

• Could the data you’re 
interested in be on other 

devices or the iCloud 
account? 

• CloudConfigurationDe

tails.plist may reveal 
the truth 
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Through iCloud, the user can access, update, and sync their contacts, email, and 

calendar data from all devices that share the iCloud account. For instance, if a new 

contact is entered on the iPhone, it will automatically get synced to the user’s 
computer, and vice versa. Reminders (iOS 5 and above), Safari bookmarks, iBooks 

bookmarks, and Notes can also be synced when enabled on the device. Photo Stream 

pushes photos taken with one device to all other devices associated with the iCloud 

account. 

 

When enabled, these items sync across all devices associated with the iCloud account. 

This can potentially be problematic to an investigation, as it is possible that data could 

end up on a device without the user’s knowledge if someone else on the same iCloud 

account knowingly or unknowingly synced the data via iCloud. It is important to be 

sure you know exactly where the data in your investigation came from to avoid the 

wrong person being held responsible. Make sure you examine the 

CloudConfigurationDetails.plist to ensure you are not missing the truth. 

 

References: 

• https://for585.com/9ykjn (iCloud Sync information) 

• https://for585.com/r2x4b (Murphy’s Laws of Digital Forensics blog post – 

Apple Continuity and iCloud Data Leakage when Apple Bites Back) 

 

 

 

 

 

Apple Continuity 

• Apple Continuity 

allows for 

instantaneous activity 

on multiple devices 
• “Handoff”: Copy text from a 

document in one device, paste to 
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another device 

• Receive a call on an iPhone, 
answer with MacBook Pro 

or Apple Watch 

• Send and receive SMS messages 
from MacBook and have them 
instantly updated on iPhone. 

• This results in multiple 

potential sources of evidence! 

• What device was used to create the data? 
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Apple Continuity allows a user to send contact information, presentations, and 

documents to other iOS users instantly and without network setup or to take a picture 

or video with your iPad and share it effortlessly across all associated devices. 

 

An Apple Continuity feature called ”handoff” allows users to copy text from a 

document from one device and paste it into an email on a completely different device. 

It also allows the user to receive a phone call on their iPhone and answer it with their 

MacBook Pro or Apple Watch. 

 

Continuity can result in multiple potential sources of evidence. If you can’t get into 
one device, is there a possibility you might be able to get the evidence you’re looking 

for from another? Also, it's important to realize that just because data exists on a 

particular device, it doesn’t mean the user was necessarily ON that device at the time 
the data was created. 

 

Reference: 

https://for585.com/h9tpd (Apple Continuity) 

 
 

 

 

 

iOS 13,14, and 15 Changed the Game 

 
You MUST encrypt your backup or forensic extraction, or you will 
miss crucial data 

 

iOS 13+ only available for iPhone 6S and newer 



• This means you must be ready for older iOS versions! 

 

User iCloud sync settings will impact what you can extract 
Good news – we seem to have more access for forensic 

analysis! File paths changed 

 

 

 

FOR585 | Smartphone Forensic Analysis 
In-Depth 

 

This page intentionally left blank. 

 
 

 

 

 

iOS Forensics Agenda 

 
Section 3.1: iOS Forensics Overview 

Section 3.2: iOS Device Acquisition 

Considerations Section 3.3: iOS File System 
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Section 3.4: iOS Evidentiary 

Locations Section 3.5: Handling 
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iOS Forensic Acquisition 

Possible Methods Data Obtained from Each 
Method 

 

Advanced •Best support for non-jailbroken devices Advanced • Apple File Conduit 

• Lockdown service 

Logical using A12+ chip Logical • Backup services 

• Tar or Zip archive 
 
 
 

 

 

Full File •Best acquisition possible today Full File 
• 
Requires a jailbreak, GrayKey, Premium 

• The Jackpot! 

System or CAS access System 
• Some acquisitions are “agent based” 

 

 

 
• Raw binary image 

• May not include encrypted 
unallocated space 

Physical •No current support! You will most likely Physical • Memory ranges 

never see this • Data and System partitions 
• Reconstructed Data and System 

partition 

• Analyzed data 
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The method for acquiring an iOS device often depends on three variables: 

• Is the device locked? 

• To which tools do you have access? 

• Is the device jailbroken? If not, can you use checkra1n or checkm8? 

 

If the device is unlocked, you can essentially access the device using Logical, Advanced 

Logical, or full file system acquisition methods with your preferred smartphone forensic 

tool or forensic workstation. Keep in mind, you must jailbreak in order to get a full file 

system extraction if you don’t have the specialized tools. Physical acquisition is 

unlikely present day unless you come across an iPhone preceding the iPhone 5s that is 

not jailbroken. If you have one of these old devices, we recommend you refer to the 



bonus slides and lab within the media files as passcodes could be brute forced and you 

could simply bypass them. That is a thing of the past unless you have Cellebrite 

Premium, GrayKey or send your phone to CAS. I haven’t been able to physically 
acquire an iOS device in years. There is a bonus lab on iPhone Physical Analysis within 

your media files should you decide you want to examine one or even poke around to see 

the differences. 

 

For locked devices containing the A5+ chip there is not a simple solution that can 

consistently bypass the locked device, so access to the data may not be possible.1 If the 

device is locked and it is running iOS 11+, this is even more difficult. We cover 

methods for accessing locked devices later in this section. The exception here is 

jailbroken devices. Elcomsoft iOS Forensic Toolkit can physically acquire jailbroken 

iOS devices as long as they are not utilizing 64 bit, as the iPhone 6 and current devices 

implement. The other exception is leveraging BFU or before first unlock. That will be 

discussed in the lock section coming up. 

 

Some Full file system extractions may be Agent based. Elcomsoft and Belkasoft 

leverage the agent-based method for obtaining the FFS extraction. At the time of 

writing this, supported for up to iOS 14.8. 
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File system acquisitions, by normal standards, provide a logical representation of the files on the device. For iOS

devices, users are blocked from accessing certain areas of the file system. Forensic tools, such as Cellebrite, 

provide access to the file system of the device. The logical data is still obtained during a file system acquisition, 

but the examiner is also presented access to raw files stored within the file system.

The full file system terminology is one that is exciting everyone and is becoming the new standard! In order to 

obtain a full file system dump, the device must be jailbroken or acquired using GrayKey, Cellebrite Premium, or

a dump created by Cellebrite Advanced Services (CAS). Keep in mind, we have a jailbreak now. We have 

checkra1n. We also have checkm8 built into UFED.

Physical acquisition is a full memory dump of the device. Tools such as Cellebrite use custom bootloaders to 

access the areas of flash memory storing data. This is why locked devices can be brute forced into accessing the 

full flash memory. Most devices are not supported for Physical Acquisition. Physical acquisition of iOS devices 

is not a true physical dump in that the encrypted areas of unallocated space are not provided to the examiner and

are simply not captured. Cellebrite’s CAIS may be able to access locked iOS devices and provide physical 

dumps of the data for a fee.

Free methods for acquiring iOS devices are possible if the device is unlocked and/or jailbroken. Sarah Edwards, 

the author of FOR518, released a blog on acquiring iOS devices for free, which can be found at mac4n6.com.

Several tools are available commercially that support Logical, Advanced Logical/File System, Full file system 

and Physical acquisition of iOS devices. The table shown on the slide in this section titled "iOS Forensic 

Acquisition Support" remains true for all commercial tools when it comes to device locks and passcodes. Some 

of the most popular iOS acquisition tools include Cellebrite UFED, Cellebrite Physical Analyzer, Oxygen, 

Magnet Acquire, Elcomsoft iOS Forensic Toolkit, Belkasoft, MSAB XRY, and more.

To determine the best tool for your investigation, make sure to test all aspects of the tool, not just acquisition, 

but also analysis.

Reference:

[1] https://for585.com/models
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Finally – The Jailbreak and Exploit We Have Been Wanting

• Tethered vs non-tethered – a
thing of the past

• The Golden Era is here!
✓ checkm8 – the exploit
✓ checkra1n – the 1st jailbreak

✓ unC0ver – supports A12 – A14 devices (up
to iOS 14.8)
► Others have surfaced

• You will get full access to
the file system

• Depending on your choice, you
may leave traces behind

• Know the difference
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Let’s all take a moment and reflect – we have come so far. We have been locked out of non-tethered jailbreaks 

on iOS devices for almost a decade! November of 2019 changed that for us when checkra1n, the first public 

jailbreak leveraging the checkm8 exploit was released. Now everyone, not just LE, can get a full file system 

extraction from an iOS device. Based on the current state of iOS forensics, a jailbreak may be your only way to 

access third-party application files of interest. More on this topic will be covered in detail in Section 5.

You need to be aware in the chance that you stumble upon a device that was previously jailbroken. Determining 

if the iPhone you have was previously jailbroken can be as simple as viewing the extraction log from your 

smartphone forensic tool or by manually verifying the settings in the System partition. However, don’t expect 

your tool to always be correct. Jailbreaks have changed over the last decade and most tools are most likely 

leveraging checkra1n.
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The Golden Age of Mobile

Checkm8

• The exploit

• Built into UFED – runs in RAM – no
permanent jailbreak

• Discovered by axi0mX

• Supported on unlocked devices

Checkra1n

• The first jailbreak

• An effort of many, including
Cellebrite

• Leaves a permanent trace

• Supported up to iPhone X
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The terms matter and there are differences; checkm8 is the exploit that was discovered by axi0mX. This exploit 

is built into the UFED Touch2 and UFED4PC and is leveraged to temporarily jailbreak the device using 

checkra1n. The keyword here is temporary. Cellebrite will not permanently jailbreak the device. After 

acquisition, the device will reboot as normal and checkra1n will not be present. On the other hand, devices can 

be jailbroken using checkra1n, the first public jailbreak leveraging the checkm8 exploit. This will leave a 

permanent trace on the device as you are making a modification to the file system. Tools that support full file 

system extractions on a checkra1n’d device often require the installation of AFC2 and cydia, which makes 

additional changes to the device. Cellebrite UFED does not do this as AFC2 and cydia are not needed. Later in 

the course, you will get to see a device that was extracted using checkm8 in Lab 3.2. Lab 3.3 includes files that 

were extracted from the checkm8 dump, forcing you to leverage community efforts to parse the data. We hope 

you enjoy this.



Checkra1n Example (1)
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Once you jailbreak your device with checkra1n, you have a tethered jailbreak. This means the jailbreak is 

tethered to power. If it loses power, you must re-jailbreak the device. In this example, the device was jailbroken 

on a Mac using checkra1n.
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Once you press start, the device will enter recovery mode. From there, you will be promoted to enter DFU 

(Device Firmware Upgrade) mode.



Checkra1n Example (2)
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Once in DFU mode, the jailbreak will appear on the device screen. Do not touch the screen or the device during 

this time unless prompted to do so by checkra
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Once in DFU mode, the jailbreak will appear on the device screen. Do not touch the screen or the device during 

this time unless prompted to do so by checkra1n.



How to Manually Examine a Jailbroken iPhone
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When you have a jailbroken device as evidence, we strongly recommend getting a Full File System extraction. 

When you have a jailbroken device that you can leverage for research or that has already been acquired, this 

solution is for you. ArtEx is a tool built for validation. However, it also offers support beyond validation to 

include acquisition of jailbroken devices and the opportunity to experience a live GUI view of a jailbroken 

device.

Think about it. You are asked what a deleted contact looks like. You create a contact and delete it. Wouldn’t it

be so much faster to just manually look at the data on the fly vs. creating a full forensic extraction and waiting

for it to parse? With a jailbroken device, this can be done.

First, launch 3uTools and select Open SSH Tunnel. If you don’t immediately see the option, type SSH into

Find Tool. Once open, select OK. You may get errors if Cydia isn’t installed on the device.

Technet24



ArtEx: A Free Research Tool (1)
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ArtEx, a tool developed by Ian Whiffin, is a great resource for interacting with live iOS devices that are in a 

jailbroken state. His blog is https://for585.com/artex. Some of the screenshots used in the next few slides are 

           

from his blog. Once the SSH Tunnel is open, Begin. Next, select ArtEx Extraction.



ArtEx: A Free Research Tool (2)
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Next, select Live Connection. ArtEx requires OpenSSH be installed on the device through the Cydia 

application.
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ArtEx: A Free Research Tool (4)
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Your live device is now connected to ArtEx. From here, select a timeframe of interest or navigate between 

Databases, Timeline, Contacts, Device, etc. To open a database, simply click on the file and the database viewer 

opens on the right. This tool is fantastic, and we recommend using it the next time you are researching or come 

across a jailbroken device.
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Acquisition Overview: UFED Checkm8 (1)
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Most commercial tools will support a Full File System extraction for devices that are jailbroken with checkra1n. 

UFED is no exception to this method. If you have a device that is already jailbroken, select Full File System to 

obtain either a full or selective extraction, meaning you select the components of the phone you want to extract 

based upon your investigation. Where possible, a Full File System is recommended because it provides access to 

the richest dataset.



Acquisition Overview: UFED Checkm8 (2)
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For non-jailbroken devices, Full File System (checkm8) can be leveraged to obtain either a full or selective file

system extraction. The method UFED uses for this extraction runs the jailbreak in RAM, meaning the device is

not permanently altered. When rebooted, the doken.
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iBackupBot Method for Obtaining Log Files
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If you have the device in your possession and can obtain a file system or logical image, it means you can unlock 

the device. iBackupBot is a free tool that can be used to capture unique data from iOS devices that the commercial 

tools seem to overlook. This is always a quick way to triage the files and applications on an iOS device.

In order for iBackupBot to recognize your iOS device, you must launch iTunes and ensure your device is 

unlocked and connected to iTunes. Once connected, the System Log and Crash Report can be recovered under the

Tools section in the bottom left pane. These files show approximately two days’ worth of activity that may be 

relevant to usage of the device.1 For more information on analyzing these logs, refer to Learning iOS Forensics, 

Second Edition, by Epifani and Stirparo.1

Reference:

[1] Epifani and Stirparo, Learning iOS Forensics, Second Edition (Birmingham, UK: Packt, 2015).
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Sysdiagnose – The Apple Logging Profiles

Logs created by Apple to help diagnose

issues • The research
Crash logs are automatic, sysdiagnose documentation:
must be triggered by the user or examiner

https://www.for585.com/sysdiagnose
MOST commercial tools will not extract
them • These scripts are available

Forensic implications are being from GitHub:
researched https://github.com/cheeky4n6monkey/iOS_ 

sysdiagnose_forensic_scripts

Some additional profiles can be installed
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Mattia Epifani, Adrian Leong and Heather Mahalik conducted research and developed scripts to parse some of 

the logs. There is so much research to be done! This was first presented at OSDFCON 2019, and all slides can 

be found on smarterforensics.com/presentations. We recommend you read our entire 80+ page document on 

these logs and their relevance to forensic examination at https://www.for585.com/sysdiagnose.

We plan to keep researching these topics and adding scripts to the GitHub. 

https://github.com/cheeky4n6monkey/iOS_sysdiagnose_forensic_scripts

Methods to create the logs, extract the logs and parse the logs are detailed in our research paper. If you are 

interested in conducting testing with us, please reach out to Heather, Mattia or Adrian. This may help you in a 

lab later in this section.



Wi-Fi Crash Logs

Wi-Fi goes far back and includes cell towers, too
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The Wi-Fi logs may or may not exist by default. To be honest, we are not sure why some devices have them and 

others do not. What we do know, is that the Wi-Fi log contains a ton of data that goes back far in history. It 

tracks both Wi-Fi and cellular and includes cleared connections and devices that the iPhone/Apple Watch were 

in range of. Some things we need to test – what if the user loses service or puts the device into airplane mode.

What happens if there is a space issue on the device? From the initial tests, it seems as if the device will make 

space for the logs as they are not written to the user partition. Finally, does GrayKey and Cellebrite Premium 

provide access to these logs, or do you have to dump them yourself? Stay tuned for more research.

Technet24





Sysdiagnose (3)
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            run the scripts that have been provided for parsing.

Elcomsoft supports the extraction of the log files, both crash and user/examiner generated. This can also be done

with iTunes, which is shown above. Make sure you have a fresh install of iTunes to prevent cross contamination.

If you have updated your Mac, this can be done via the Finder. Simply select Sync and navigate to the logs and
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Acquisition Considerations and Suggested Steps

Determine the iOS type

Can you checkm8/checkra1n the device? Get an FFS

• If not, obtain at least a File System/Advanced Logical Acquisition

Obtain a backup if you are paranoid

• Make sure to encrypt it!

Obtain the Crash Logs from iBackupBot

Make sure your tools did not encrypt the backup and forget to decrypt it – if returning the phone 

Consider cloud data

Consider Sysdiagnose and other Apple Profiles
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              https://smarterforensics.com/2021/12/android-and-ios-acquisition-recommendations/.

All of these topics were just touched upon with the exception of cloud data and removing the iTunes encryption.

This will be covered later in this section and in Section 4. For more information on iOS and Android acquisition,

read the blog written by Heather Mahalik:



iOS Forensics Agenda

Section 3.1: iOS Forensics Overview

Section 3.2: iOS Device Acquisition Considerations 

Section 3.3: iOS File System Structures

Section 3.4: iOS Evidentiary Locations 

Section 3.5: Handling Locked iOS Devices

Section 3.6: Advanced Decoding and Traces of User Activity
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What’s APFS?

Introduced in iOS 10.3

Default file system on iOS, tvOS, and watchOS

Optimized for solid state storage with latency in mind for mobile

• Faster boot

• Better interaction with device

HFS+ was designed to support larger files

Enables full disk encryption and data protection

Built to last!
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APFS was introduced in 2017 as the replacement or upgrade from the 30-year-old HFS file system. While HFS 

still exists on iOS devices, it is no longer being used on newly manufactured products, and older devices are 

often capable of upgrading to this new file system. APFS is new and we examiners are constantly evolving with 

it—meaning we don’t know everything just yet!

What we do know is that APFS is now the default file system for iOS (starting with 10.3), tvOS, and watchOS. 

It’s as if mobile was in mind when APFS was designed. The file system is built to function on solid state storage 

with latency in mind (faster boot and no need for storing extremely large files, which kill precious mobile space) 

and provides an overall better experience for the user. HFS+, on the other hand, was built to support really large 

files, which we don’t commonly see on mobile devices. Bulkiness is not a friend for mobile.

Of course, Apple maintained the protection it has been offering to the user for quite some time, and APFS 

doesn’t disappoint. Full disk encryption is enabled, and data protection is in place. These topics will be covered 

later in this section.1

Reference:

[1]: https://for585.com/apfs



File System Layouts

Physical Partitions File System Partitions

System Partition iOS Device Partition

• Stores the iOS and bootloader •Reflects user-created name

• Where updates occur •Essentially a file system layout of the
backup file

Data Partition TarArchive

• User-created files of interest, •Contains all files created in a backup
often found in Applications, 
Library, and Media
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A Physical acquisition of an iOS device provides access to the full file system of the device. By default, the 

System partition is set read-only by Apple, preventing access to the user. The Data partition is used to store user-

created files, applications, and more.

The Library, Applications, and Media directories are where a majority of the user data gets stored, and most of 

this directory is contained in a backup file when the user backs up the device using iTunes.

Jailbreaking an iOS device provides the user with read/write access to the System partition. Accessing the 

System partition provides users with more control and the ability to install non-authorized third-party 

applications but voids the Apple warranty. Old methods for Physical acquisition used to force forensic 

examiners into jailbreaking a device in order to gain access.

The /private/var/mobile holds most of the user data for the iOS device. The Applications folder holds all 

downloaded apps and associated data. Each folder under the applications is named according to the application 

identifier. The remaining data is stored in the Library and Media folders.

Examples of the Physical partitions are shown below. Notice that both the System and Data partition rely on the 

HFS+ file system. The System partition is displayed on the left and the Data partition is displayed on the right. 

Again, the method of acquisition may affect the data that is shown in Physical Analyzer. The System partition 

has the volume name of "Telluride9A405.N92OS." This volume name can be broken down as follows:1

Codename = Telluride 

Build = 9A405

Reference:

[1] https://for585.com/iwiki (The iPhone Wiki Page)
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When examining an iOS file system dump (for those devices not using the A5 chip) in Physical Analyzer, two

partitions are listed under the File Systems. The first partition is named for the iOS device itself. For example,

"Heather's iPhone" would represent an iPhone that was named Heather by the user. The second partition is the

TarArchive, which contains all the backup files, similar to what is created when backed up with iTunes.

For iOS devices using the A5+ chip, the file system may simply be one zip file containing the AFC Service, 

Backup Service, and Lockdown Service data.

An advanced logical/file system dump may not provide access to deleted data during parsing. However, deleted 

data may be residing in the database files and can be recovered using methods taught in this course.

Keep in mind that a “physical” keyword search does not work on advanced logical/file system dumps. Because 

the data is a .tar archive of a backup, there isn’t a raw container or image file to search. Thus, logical searching 

provides the most results. Oxygen is a better tool to use when it comes to searching content on iOS advanced 

logical or file system dumps.



Physical Acquisition Data Obtained

Reconstructed
file system

Reality: You may
Access to raw never see this.

partitions
Just be aware

of it!

Recovery of
deleted data

Decrypted Email

(p 
data

le)
messages

Passwords
ossib

No access to
encrypted

unallocated
space
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Chances are you may never see this type of acquisition unless a company or service provides you access, such 

as CAS. Chances are better if you are willing and able to jailbreak the device! Physical acquisition captures the 

raw file image, listed under Images in Physical Analyzer, as shown in this slide. This provides the examiner 

access to the entire raw Hex dump of the data pulled from the iOS device. NOTE: The only areas of unallocated

space provided are the areas that can be decrypted by the forensic tool. Starting with iOS 4, encryption was 

enabled on the device. Older versions of iOS devices allow the full forensic capture of unallocated space for 

analysis and data carving.

The best and most comprehensive search should be conducted within the raw image file. The Memory Ranges 

are comprised of the Data and System partitions in their raw form, while the File System shows a normalized 

version of both the Data and the System partition, including a folder structure for each. The File System area of 

the data shown in Physical Analyzer is the reconstructed file system, as interpreted by the tool. Data is stored 

natively within the partitions and can be manually examined and decoded for relevance, which is discussed later 

in this section.

The Analyzed Data section in Physical Analyzer shows all data that Physical Analyzer knows how to parse. 

Again, use caution here and verify their findings rather than just trusting the tool. More details on how to verify

your results and manually decode data are covered in the analytical portion of this section. The Analyzed Data 

section does not parse all forms of data available on the iOS device. The examiner must dig deeper to recover 

the overlooked data.

If the iOS device is locked with a simple four-digit passcode, iOS Physical Mode recovers the passcode for you 

on iOS devices released prior to 2011 (refer to the iOS Forensic Acquisition Support chart). If the iOS device is 

locked with a complex passcode, you can manually try as many passcodes as you like using Physical Analyzer 

or continue the extraction without being able to decrypt some of the saved passwords and email. Handling 

locked devices is covered in the next section. If the device isn't locked with a passcode, all data is extractable for

iOS devices not using the A5+ chip.
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Full File System Data Obtained

KnowledgeC 

Health

Mobile Installation Logs 

Battery Consumption Logs 

Interaction Logs

Event Logs

The best of the file system you will see!
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A full file system extraction is our best method of acquisition on current devices. This is the closest we get to a 

physical extraction. Here, you can see that we have access to application usage files, health, event logs and 

more. Your labs will really cement the difference in a full file system acquisition vs a traditional advanced 

logical acquisition.
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Advanced Logical Data Obtained

Works with all
versions of iOS

Blocks access to
Fast extraction some areas (secure

application data)

Previously
Encryption encrypted backups

required to extract may cause issues if
most data password is

unknown
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The option to conduct an Advanced Logical/File System dump was introduced by Cellebrite. Other tools now offer 

similar access to the device. This type of acquisition requires that the device be unlocked. When conducting an 

extraction, encrypting the extraction will capture more data and is recommended. A comparison is shown in the next 

slide.

As shown in the screenshot, a normal (non-jailbroken) File System acquisition captures and provides access to the 

following data, all stored in one .zip file:1

• Apple File Conduit or Apple File Connection (AFC): The AFC is a service that runs on iOS devices and is

used by iTunes to exchange files. The AFC is an option during a File System acquisition on the UFED Touch

but is automatically captured during an Advanced Logical acquisition using Physical Analyzer.

• Apple File Conduit or Apple File Connection 2 (AFC2): The AFC2 provides access to the entire file system

and the lockdown service. This is commonly captured on jailbroken devices, but the lockdown service file is 

captured during all Advanced Logical/File System acquisitions.

• Backup Services: Backup Services are essentially a backup created by iTunes that Physical Analyzer 

normalized for your ease of analysis. The data contained here include databases, plists, and other backup file

data that can be manually examined and carved for data not shown in the Analyzed Data section of Physical 

Analyzer.

Essentially, a File System acquisition is a backup of all the data on the iOS device, including the raw files, but not 

the unallocated space.



As shown in the slide, a multitude of data can be captured using Logical or backup file acquisition. The 

Analyzed Data portion of Physical Analyzer is shown and reveals the data captured during a Logical acquisition 

of an iPhone 6s that was unlocked. In this example, email was captured. It all depends on the device! Email can 

be acquired and parsed on jailbroken devices during Logical and backup acquisitions. Again, deleted data may 

not be parsed, but it can be accessed if a backup file is created and the database files containing the raw data are 

accessible for carving.

Backup file forensics on iOS devices are covered in Section 4.

Reference:

[1] https://for585.com/iwiki
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Encrypted vs Not Encrypted iOS 13-15 File System Extraction

ENCRYPTED NOT ENCRYPTED
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gaps. Take note of the difference. For iOS 13 - 15, encryption is key!

Notice the gaps if encryption is not enabled for a backup for devices running iOS 13 - 15? On the left, we have a

full extraction using iTunes. This backup was encrypted, so we were able to extract Call logs, Safari, Maps,

Health and Keychain. On the right, the same device was backed up without encryption and there are several
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iOS Forensics Agenda

Section 3.1: iOS Forensics Overview
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Section 3.6: Advanced Decoding and Traces of User Activity
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SIM Card Artifacts

Can alert us to various numbers the 
user had at different points in time

Dual SIM is present via eSIM on
the latest devices

The following files store info:

• CellularUsage.db

• com.apple.commcenter.plist

• com.apple.commcenter.data.plist
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As discussed in Section 1, SIM cards can provide us with information that may aid our investigations, such as 

phone numbers used and location information associated with the SIM card. In the past, we didn’t have to worry 

about more than one SIM in an iPhone. This is no longer the case. Dual SIM, aka eSIM, was introduced with the

iPhone XS. The user can now leverage more than one SIM and have more than one phone number similar to 

what we saw in Android. The files that track this information are /Library/Databases/CellularUsage.db and

/wireless/Library/Preferences/com.apple.commcenter.plist. The file

/wireless/Library/Preferences/com.apple.commcenter.data.plist also stores SIM card information.

NOTE: /private/var/wireless/Library/Databases/CellularUsage.db contains the ICCID & phone number. The

subscriber_info.last_update_time = records the most recent SIM insertion but doesn’t update or record the time

the SIM is extracted from the device.
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Call Logs, Contacts, and Messages

Call logs (including FaceTime)

• /Library/CallHistoryDB/callhistory.storedata (introduced in iOS 8)

• zcallrecord

• /Library/Preferences/com.apple.cmfsyncagent.plist (Blocked 
Dialers)

Contacts

• /Library/AddressBook/AddressBook.sqlitedb

• ABPerson

• /Library/AddressBook/AddressBookImages.sqlitedb
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Communication data can be recovered from the /Library directory and is normally parsed by the mobile device 

forensic tools. Again, data marked for deletion may be parsed by some tools, but sometimes the data is 

overlooked and missed completely by the tool. The examiner must examine each database in question and then 

examine the data in Hex to ensure that nothing was overlooked. Free scripts are available to parse deleted data 

from the free pages of SQLite. Should more data be recovered, it should be carved and reported accordingly. If 

data is missing from the SQLite database, one may have luck recovering deleted calls from:

/Library/CallHistoryTransactions/<GUID>.log

Important files for Call History

• /private/var/mobile/Library/CallHistoryDB/CallHistory.storedata

• /private/var/mobile/Library/CallHistoryTransactions/<GUID>.log



An example of the <GUID>.log is shown here.
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SMS and iMessages

Stored in the same database

• /Library/SMS/sms.db

/Library/SMS/Attachments/*

/Library/SMS/Drafts/*

/Library/Preferences/com.apple.MobileSMS.plist

 FOR585 | Smartphone Forensic Analysis In-Depth 48

iMessage was introduced to iOS devices in iOS 5. Both SMS and iMessages are stored in the same SMS.db file. 

SMS messages on iOS devices are stored as standard SMS, MMS, or iMessages. While the database has 

remained the same, iOS 11 introduced changes to the timestamp format and added columns to the sms.db that 

some tools may not support. More on this will be covered in a few slides.

Prior to iOS 5 and the introduction of the iMessage, all dates and times for messages were stored in UNIX 

Epoch formats. iOS 5 and the iMessage introduced Mac Epoch timestamp formats. The names associated with 

the message and most iOS data are stored in plain ASCII, as are the phone numbers and message content. The 

database fields containing the phone number or email address for the SMS or iMessage may vary and are 

defined below.

• Address or Chat_identifier: SMS Message

• Recipient: MMS Message

• Madrid_handle: iMessage (introduced with iOS 5)

Files of Interest for SMS

/Library/SMS/sms.db

/Library/SMS/Attachments/*

/Library/SMS/Drafts/*

/Library/Preferences/com.apple.MobileSMS.plist



com.apple.MobileSMS.plist

• KeepMessageForDays 0 = Forever, 365 = 1 year, 30 = 30 days – iOS 14+

• KeepMessageForDays NULL Value = Forever, 365 = 1 year, 30 = 30 days 

- iOS13 and below
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/Library/Preferences/com.apple.MobileSMS.plist is shown in this slide. If you are missing message from the 

device, this is a great place to start.

KeepMessageForDays 0 = Forever, 365 = 1 year, 30 = 30 days – iOS 14+ 

KeepMessageForDays NULL Value = Forever, 365 = 1 year, 30 = 30 days - iOS13 and below
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iOS 11+ SMS

iOS 11 introduced new columns to the 
sms.db

Apple started using 18-digit Mac 
datetime stamps for iMessage if the 
conversation started in iOS 11

The sms.db will contain both 9-digit and
18-digit Mac datetime stamps

Most commercial tools parse it correctly 
but verify!
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Heather Mahalik wrote a detailed blog post on iOS 11 SMS and iMessage artifacts. The blog post “Time Is NOT 

on Our Side When It Comes to iOS 11 Messages” can be found at www.smarterforensics.com/blog. After 

discovering that the tools were not correctly parsing messages and/or not correctly decoding the 18-digit Mac 

datetime stamps, she worked with co-author Lee Crognale (Domenica) to create an SQLite query that will parse 

this information for you. The query shown above and the script that will parse the sms.db are available on 

Heather’s GitHub and are included in your VM.1

Reference:

[1] https://github.com/hmahalik



Missing Deleted SMS Messages

• The users settings will control if 
you can recover deleted SMS

• Once set – there is no going back

• If the iCloud switch is green:
► SMS messages will be removed 

from the device after deletion

►iMessages should persist

• If the iCloud switch is off:
► SMS messages should 

be recoverable after 
deletion

►iMessage should also persist
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If you have ever examined an iPhone and wondered what accounts for the missing messages in the free pages, 

this slide may bring you some ease. The settings are controlling what we can recover. If the user enables 

messages in iCloud sync, messages that are deleted will be purged from the free pages. This does not include 

iMessage, which should persist. How long do the messages persist? Well, as the most popular phrase in digital 

forensics is used here – it depends. On what, to be honest, I have no idea. I thought it would be purged 

immediately and it always has been from my testing, but the next slide will prove that theory to be incorrect. If 

the Messages is set to “off” in the iCloud settings, all deleted messages will remain in the free pages.

Something important to note here is that once the change is made, there is no going back. The default is for this 

setting to remain off. Once you turn the switch on, SMS messages will always be purged from the free pages 

even if you switch the toggle to off again. Something else to consider is how long the messages are set to be 

kept! The default is forever but can be changed by the user. This user changed her device to save messages for 

one year.
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Timing Is Everything – Where Did the Messages Go?

 FOR585 | Smartphone Forensic Analysis In-Depth 52

Once that button is turned on for Messages, there is no telling how much time you have to recover deleted SMS 

messages. On my tested device, the purge seemed to be as quick as me flipping the switch and dumping the 

device. However, a student in Vegas proved this to not be true. For this test, he enabled the Messages to be 

synced to iCloud, deleted several messages on Sept. 11, 2019, then dumped his device using Method 1 and 

Method 2 in Physical Analyzer, which is the old way of acquiring iOS devices. Currently, this would be done 

with an Advanced Logical extraction on UFED. Notice that all of the deleted SMS messages persisted. This 

blew my mind.

The next morning, I asked him to send a few more messages and delete them and dump his phone again. Guess 

what – all of the messages from Sept 11, 2019, were gone and only newly deleted messages were present!

Clearly, there is a time frame in which the purging occurs. Could it be poor Wi-Fi? Poor cell service? Storage 

space? Sure, in smartphone forensics anything is possible. If this isn’t reason enough for you to dump the phone 

as quickly as possible what is?
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Multimedia Files

DCIM/100APPLE folder

• User-created photos

• .JPEG, .PNG, .HEIC/HEIF

• Photos saved by the user

Recordings

PhotoData

• DCIM (thumbnails)

• Cloud photos (CPL)

• More!

Photo Stream 

Recently Deleted

Selfies

Hidden (iOS 11 - iOS15)

EXIF
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Digital cameras and smartphones store user-created photos and videos in the DCIM folder by default; this 

includes photos that were saved by the user from email, MMS, etc. If the user interacts with the photo, it is 

commonly saved here. The exception may be third-party applications where the images are stored local to the 

application directory. DCIM stands for Digital Camera Images. Examining this folder provides access to all the 

photos the user took with the smartphone. The acquisition method determines if deleted photos are placed into 

the Media folder for examination.

Up until iOS 11, the format was consistently JPEG for images captured with the iOS device. iOS 11 introduced 

HEIC, which leverages HEIF (High Efficiency Image Format) and uses advanced compression to retain great 

image quality.1

The PhotoData folder normally contains additional metadata and thumbnails for each photo. iOS 7 and iOS 8 

introduced new features for photos to include Photo Stream, Moments, and Recently Deleted. Photo Stream 

allows the user to sync photos with multiple devices. The metadata for each file remains intact, so forensic 

examination allows the examiner to match the photo with the device for which it was recorded/taken. Moments 

allow the user to look at photos based on dates and locations and even allow searching on the device. Moments 

will be covered in a lab in section 4.

Recently Deleted photos was introduced with iOS 8. This was developed to allow a user to change their mind 

and recover photos that were recently deleted. The photos remain in this directory for ~30 days. After the ~30- 

day period, they are no longer recoverable to the user. This does not mean that file carving will not recover the 

data if the acquisition type supports it. Additionally, these deleted photos may exist in iCloud, Google cloud or 

elsewhere. Selfies, as previously discussed, were introduced with iOS 9. Finally, the ability to hide photos was 

introduced in iOS11. All of the features are available in iOS15.

Reference:

[1] https://for585.com/heic (What is HEIC?)



Dates and times associated with Recently Deleted photos may not be as simple to recover. However, as shown 

in this screenshot, Apple tracks the amount of time the picture has been sitting in the “Recently Deleted” 

directory and preserves it for ~30 days! What is difficult is when a photo is placed into the deleted items and 

then recovered as it reverts the MAC back to the original timestamps. This is addressed in the next slide.

FOR585 | Smartphone Forensic Analysis In-Depth55

Multimedia Files EXIF Data and Deletion
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Photos.sqlite – Changed in iOS 14 & iOS 15
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The Photos.sqlite database tracks photos, videos, screenshots, and so on that were taken with the iOS device and

the interactions with each multimedia file. For example, if the user uploads the data to cloud, this is stored here. 

If the user backs up her data to cloud, including multimedia, then the device must retrieve it from cloud to view 

the files on her device. These cloud-based multimedia files are also tracked in this database. Most importantly, 

multimedia files that are deleted are tracked in this database. Some of the most valuable information you will 

obtain pertaining to photos and videos will be found in Photos.sqlite. There are many queries for you in 

www.for585.com/notebook. Don’t use them this week until the Section 6 challenge. Take the time to learn the 

hard way during the labs and try it manually!

Let’s consider image files for this example. A photo is taken with the iPhone. The creation data is stored in the 

Photos.sqlite database. The user deletes this image. When this occurs, the date of deletion is tracked in the 

ZTRASHEDDATE, as highlighted in the slide. The state is changed from 0 (not deleted) to 1 (deleted). This is 

how Apple counts down the time you have remaining to recover the deleted photo.

What doesn’t make sense is what happens when that image is recovered by the user. If the user recovers the 

image from the deleted images directory, the ZTRASHEDDATE is cleared and the ZTRASHEDSTATE reverts 

back to 0. Thus, it is very difficult to state that the photo was deleted and recovered. Clear as mud, right? This is 

why you need to test and validate what you are reporting because the artifacts may appear one way and not be 

telling the full story.
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The query below will make examining this database easier. It is also available in your course notebook.

Select 

z_pk,

zfilename AS "File Name", 

zduration AS "Duration in Seconds",

case

when ztrashedstate = 1 then "Deleted" 

else "N/A"

end AS "Is Deleted", 

datetime(ztrasheddate+978307200,'unixepoch','localtime') AS "Date Deleted",

datetime(zaddeddate+978307200,'unixepoch','localtime') AS "Date Added", 

datetime(zdatecreated+978307200,'unixepoch','localtime') AS "Date Created",

datetime(zmodificationdate+978307200,'unixepoch','localtime') AS "Date Modified", 

zdirectory AS "File Path"

from zgenericasset

The table of interest in iOS 14 changed from zgenericasset to zasset. This will be a part of Lab 4.2 in section 4.
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iOS 15 – Photo Adjustments

iOS 15 introduced the ability to adjust the following:

• Capture Time

• Location

The original EXIF data is reflected on the device that took the photo 

The user see’s what they “adjusted” it to be in the gallery

The receiving device will show the “adjusted” time and location

• Test results coming in next slides

• Looking at the adjusted image in Hex will reveal the original creation date

iCloud will reflect the “adjusted” time and location 

Photos.sqlite is impacted for certain values

The “adjusted” time’s seconds are zero’d out (06:13:00)
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Photo adjustments were introduced in iOS 15. This feature enables the user to change or modify the capture time

and the location for which the pictures was taken. When a user adjusts a photo, the original EXIF data persists, 

however the Photos.sqlite is updated for some values to show the original timestamp and the adjusted. As we 

will see in the upcoming slides, the timestamp that the photo was adjusted to will have the seconds zeroed out.

In regard to the iOS device gallery, the photo will show the location and timestamp for which it was adjusted. 

The original timestamp and location will not be visible to the user. If the photo syncs to iCloud, the adjusted 

timestamp and location will be used, and the image will be stored with that metadata.

The new few slides will walk you through the logic behind Ian Whiffin’s blog, which were validated by Heather 

Mahalik.1

Reference:

[1] https://for585.com/adjusted (Ian Whiffin’s blog on Photo Adjustments)



This is a walkthrough of the logic behind photo adjustments on iOS 15. In the first picture, a photo was taken in 

Frisco, Colorado on January 24, 2022, at 8:16 AM. The location was NOT being tracked by the iPhone at the 

time this photo was taken. In the second photo, the image was adjusted to the capture time of December 18, 

2021, at 8:16 AM and the location was changed to Maui Hawai’i. When the user looks at the photo in their 

gallery, they will only see the second image. It’s as if the first never occurred and Apple honors the adjustments. 

The third photo shows how the photo looks for the user on their iOS device. The final image shows how the 

location is honored by Apple and when the user searches for “Hawai” that image of Colorado appears as if it 

were taken in Hawai’i.
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iOS 15 – Media Adjustments Test
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iOS 15 – Photo Adjustments – Native Device Artifacts
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In the slide above we loaded the original device that took and adjusted the photo shown in the previous slide. 

The goal is to export the image and examine the EXIF data. Here, iBackupBot was used to connect with the 

iPhone, as shown in step 1. In step 2 Raw file system is selected. Step 3 is when you navigate to the appropriate 

DCIM directory. Step 4 shows the image, as identified on the device and in the previous slides. Step 5 shows the

results from EXIF tool. As seen here, the metadata shows the original (non-adjusted) timestamp of the photo.

This means that the iOS device is leveraging another file to track the adjustments.
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iOS 15 – Photo Adjustments – Receiving Device Artifacts
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After the test was complete on the previous slide, a photo was AirDropped to another device. The AirDropped

EXIF data showed the adjusted timestamp and adjusted location. The only way to even hunt down the original

timestamp was to look in a Hex tool, which ise, where we see 2022:01:24.



             

Here, the tool Frhed was used to scan the Hex inal timestamp.
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Photo Adjustments – Photos.sqlite

Original Device Receiving Device
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The truth is often found in a database. Here we are looking at Photos.sqlite to see how the data exists on the

original device that took and adjusted the photo as well as the device that received the AirDrop. The query

below was used to obtain quick information needed for our test.

select 

zfilename, 

ZLATITUDE, 

ZLONGITUDE,

datetime(ZDATECREATED+978307200,'unixepoch','localtime') AS "Created Date",

datetime(ZADDEDDATE+978307200,'unixepoch','localtime') AS "Added Date",

datetime(ZANALYSISSTATEMODIFICATIONDATE+978307200,'unixepoch','localtime') AS "Modification 

Date"

from zasset

The Original device shows that the Latitude, Longitude and Created Date were updated to match the adjustment 

made by the user. The Receiving device shows the adjusted data and the date it was added to the device.



                  

The original device that adjusted the photo is shown image on the receiving device is shown below.
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Ian Whiffin summarizes the relevant tables from Photos.sqlite and which are affected by the adjustments in his 

blog www.for585.com/adjusted. This table is shown below.



As we discussed in Section 2 on Android, iOS snapshots may be your best evidence. With jailbreaks now 

available, chances are good that we can recover screenshots from iOS devices! You never know what you may 

get. Having some relevant information supporting the screenshot may prove to be fruitful. A good blog to read 

about this is: https://for585.com/iossnaps and the script to parse it is: https://github.com/abrignoni/iOS-Snapshot-

Triage-Parser/blob/master/SnapshotTriage.py.

Snapshots are taken on iOS devices when the application in use is minimized by the user or is interrupted by 

another activity. For example, if I am playing Words With Friends and a call comes in, my application will 

snapshot itself and fade into the background while I take the call. The format is .png for iOS 10 and earlier and

.ktx for iOS 11+.

If Apple saves the screenshot, it will be stored in: 

Library/Caches/Snapshots/<bundleID>/<bundleID>/ 

or

/mobile/Containers/Data/Application/<ApplicationUUID>/Library/Caches/Snapshots/<bundleID>

If the user creates the screenshot, which is shown on the slide above where we see Instagram from my iOS 15 

device, the file would be saved as .png in the /Media/DCIM/101APPLE directory because I (the user) chose to 

save it to photos.

.ktx or .png file extensions

Not supported by all tools for carving or parsing

If captured by Apple:

Library/Caches/Snapshots/<bundleID>/<bundleI D>/

/mobile/Containers/Data/Application/<Applicati onUUID>/Library/Caches/Snapshots/<bundleID
>

If Captured by User:

/mobile/Media/DCIM/100*APPLE

applicationState.db – stores relevant information in BLOBs
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iOS Snapshots
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Multimedia Files EXIF Data

Don’t let EXIF artifacts confuse 
your investigation…
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Sometimes it’s easy to get lost in what your tool is trying to tell you. When we look at the EXIF data for the 

picture shown on the left, we can see several timestamps. We have Original, Digitized, EXIF and Device 

timestamps. How can you make sense of all of this? Sometimes it can be as easy as using more than one tool; 

other times you may have to create test data. The example on the right is ExifTool parsing the original photo, 

not the one on the left, which is pulled from my device. Why are we showing you both? So, you learn what you

can trust in your tool. A photo was sent to my device. The screenshot on the right from ExifTool shows the 

original metadata. I opened the MMS and saved the image to my device. The EXIF parsed by Oxygen (the left 

image) shows the original timestamps as well as my device time:

Created (Device time): when the photo was saved on my device 

Last modified (Device time): the last time the photo was modified

Last accessed (Device time): the last time the photo was viewed or accessed

The metadata all reflects the original device that took the photo, which is also shown by ExifTool. Now where 

this can get confusing is the Coordinates and Address. Notice how Oxygen states “Device owner’s geodata”? 

This is where Heather was when she opened and saved that photo! This is not only close to where Heather was 

when she received the photo but shows the train tracks of Amtrak that run right behind Arbor Point Apartments

in New Castle County, Delaware. When we first saw this, we were confused. We thought the metadata meant 

the photo was taken there (on the Amtrak tracks), but it doesn’t. It is where the user of the device was located 

when that photo was saved/created on their device. This could really help an investigation if location and 

pictures matter!

Remember, location services may be turned off, and you may get little to no metadata, depending on the device 

that took the photo and the settings on the device. If you are questioning what you are seeing or even not seeing, 

export the photo and look at the EXIF in a second tool. If you find images that are of interest, try ExifTool. It’s a 

free way to verify what you believe the tool is telling you. This program is on your VM in 

C:\ProgramData\chocolatey\bin.
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Multimedia: Does the User Know It’s There?

Live Photo Photo capture

Artifacts w/in SMS

(pre-iOS12)
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The PhotoData directory contains files the user may not even realize exist on their iPhone. On the left, we see 

artifacts associated with Live Photos on iOS devices. Most users do not realize that a .MOV file is created for 

every Live Photo taken on an iOS device. This data is saved in the PhotoData directory and can be reviewed for 

relevance. Audio is also included for these files. Pretty amazing evidence when trying to place a person or 

subject behind a mobile device. The .JPG above the .MOV file is the image the user sees or saw on the device.

The screenshot on the right shows the artifacts left behind when a user snaps a picture from within the SMS 

application. The location for these photos is /var/mobile/Media/PhotoData/Thumbnails/V2/DCIM/*. These 

photos are not stored in the user’s gallery (except in iOS 12); however, the thumbnails and pictures are captured 

and saved to the device. This data cannot be viewed easily by the user unless they back up their device—again, 

fantastic artifacts here! Use caution when searching for a file name, as you will notice that the images all have 

the same file name, but the path will differ. Also, take notice that HEIC image directories are saved as JPG. This 

means our tool can render the graphics for us. One thing that is odd is that the .JPG files all have the same name.

The only thing unique is the directory containing that file, which may be a better search term.



Lab 3.1A

 iOS Logical and File System Forensics–Part I 
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Location Information

Cell towers

Wi-Fi networks – Changed in iOS 14 – randomized by Apple 

Media locations

Maps

Searched items

• Apple Maps, Google Maps, Navigation apps

Third-party applications and more
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Location information is saved to the iOS device via multiple channels. The iOS device tracks cell towers and 

Wi-Fi networks that come into close proximity with the device, as well as those to which the iOS device 

connects. Location information is also recovered from media files, maps, internet searches, Apple Maps, Google 

Maps, and third-party applications. The examiner must know the difference between locations that the user 

connects to versus those that were simply in close proximity to the device. However, even the latter can be 

helpful if we can put the device in a region when activities occurred. Make sure you look at Installed 

Applications and consider that browsers may even keep Google searches for locations directly inside of its 

database! You really need to look everywhere, which is why searching for terms like “position” and “location” 

in a tool that can search within all content is super helpful.

One thing that we can do is leverage what the tool detects and then dig for artifacts we know we can trust. Later 

in this section, we will look closely at what we can rely on and what we cannot trust.

Frequent locations/Significant Locations: This is not always consistent, and we cannot state why something is 

saved here versus other locations. Essentially, we do not understand Apple’s algorithm. For this data to be 

tracked, the user must enable the settings in Settings > Privacy > Location Services > System Services

>Significant Locations. This is shown in the next slide. More information on location data and how the artifacts 

exist can be found on Sarah Edwards' blog: https://for585.com/518. There are tons of files that store location 

information available on your iOS cheat sheet.



Reference:

[1] https://for585.com/518
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Location Services Settings

You need to determine if location
services are enabled on the 
device

What if it is changed by the user 
(turned off and back on)?

com.apple.locationd.plist

• If the value is 0x01 (Hex view) or “True”, 
then location services are enabled
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We are going to talk about locations coming up, but we need to address this here because EXIF information 

commonly stores location artifacts. If you are examining a device and you aren’t finding locations, verify the 

settings in the com.apple.locationd.plist to see if the settings shows 0x01, which means enabled. A great 

reference blog is https://theforensicscooter.com/2021/09/20/ios-location-services-and-system-services-on-or- 

off/ .



Wi-Fi – Key Files of Interest

All devices:

/preferences/com.apple.Wi-Fi.known-networks.plist

/preferences/SystemConfiguration/com.apple.wifi.plist

/root/Library/Preferences/com.apple.preferences.network.plist

• Tracks if airplane mode is enabled

Jailbroken devices:

/db/dhcpclient/leases/en0.plist

/root/Library/ApplicationSupport/com.apple.wifianalyticsd/DeviceAnalyticsModel.sqlite

/wireless/Library/Preferences/com.apple.commcenter.device_specific_nobackup.plist

/root/Library/Application Support/WiFiNetworkStoreModel.sqlite
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Cell towers and Wi-Fi provide solid location information for mobile devices. Apple is a bit more organized with 

how Wi-Fi is stored, and this information can be found in either /preferences.com.apple.wifi.known- 

networks.plist (iOS14 and iOS 15) and /preferences/SystemConfiguration/com.apple.wifi.plist for older iOS 

versions. When examining, make sure you look for key artifacts like SSID, BSSID, timestamps, password 

requirements, etc. The “HwMacAddressMacRandomisation” value is device's actual hardware Wi-Fi MAC 

address, not randomized. If device is being used as a mobile hotspot, connected devices can be identified here. 

Device's connecting to the mobile hotspot can be located within the nested keys of "InterfaceDataUsageV1“.

These findings may help you place a suspect in a location at a specific time. A good reference is 

here https://ciofecaforensics.com/2020/10/24/apple-private-addresses/.

The file /root/Library/Preferences/com.apple.preferences.network.plist - Contains one boolean value

for AirplaneModeEnabled (0 = No, 1 = Yes). In theory, this file can be checked to make sure the examiner had 

the device in Airplane Mode at the time of extraction. If value is ever 1, this may open the line of questioning 

about data integrity for not using Airplane Mode (unless other mitigations are employed).
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/private/var/db/dhcpclient/leases/en0.plist - The 

screenshot below is data from iOS 14.5.1. This is

the Wi-Fi network connected to when data was extracted

or the most recent Wi-Fi connection. Private MAC is 

close but has a leading '01' and the Router Hardware 

Address is correct except the first byte of 76 is actually 

74 on the hardware, in this example. Last byte of 

address is explained by channel. Bottom line, the router 

information may be a bit off.

/private/var/root/Library/ApplicationSupport/com.apple. 

wifianalyticsd/DeviceAnalyticsModel.sqlite -

Contains a lot of information related to Wi-Fi including 

join and leave times, last seen time, geo-coordinates, 

signal strength, and more. Needs additional testing to 

validate the behavior of the join / leave times.

select 

ZGEOTAG.Z_PK, 

ZGEOTAG.Z_ENT,

datetime(zgeotag.zdate + 978307200,'unixepoch') as 

"Date",

datetime(zbss.ZLASTSEEN + 978307200,'unixepoch') 

as "Last Seen",

ZGEOTAG.ZLATITUDE as "Latitude", 

ZGEOTAG.ZLONGITUDE as "Longitude", 

zbss.ZBSSID as "BSSID", 

ZNETWORK.ZSSID

from ZGEOTAG

left join zbss on zbss.Z_PK=ZGEOTAG.ZBSS 

left

join znetwork on znetwork.Z_PK=zbss.ZNETWORK



/private/var/wireless/Library/Preferences/com.apple.commcenter.device_specific_nobackup.plist  -

Contains phone number, ICCID, MNC, MCC, and potentially information about the specific cellular plan subscribed to.
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Another file of interest is /Library/Application Support/WiFiNetworkStoreModel.sqlite. The query below will 

parse this information for you.

select 

ZGEOTAG.z_pk,

datetime(zgeotag.zdate+978307200,'unixepoch') as "Date Joined", 

ZGEOTAG.ZLATITUDE as "Latitude", 

ZGEOTAG.ZLONGITUDE as "Longitude",

ZGEOTAG.zbssid as "BSSID", 

ZGEOTAG.ZHIGHERBANDNETWORK as "Higher Band Network", 

ZGEOTAG.ZLOWERBANDNETWORK as "Lower Band Network" 

from ZGEOTAG



Wi-Fi Examples
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This slide shows examples of the files discuss

Technet24



At the time of writing this, most commercial tools did not parse this information.



The Evolution of Apple Maps

Up through iOS 7 – history.mapsdata 

iOS 8 – iOS 11* -
GeoHistory.mapsdata*

iOS12 – MIA (in the cloud) 

iOS13 – GeoHistory.mapsdata

iOS14 - 15 – MapsSync_0.0.1
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Apple Maps on iOS versions has changed over time. Up until iOS 7, the History.mapsdata file was leveraged for 

Apple Maps artifacts. This file was located at

/private/var/mobile/Containers/Data/Application/<Apple_Maps_GUID>/Library/Maps/History.mapsdata.

For iOS 8 through iOS 11, the updated Apple Maps storage file was GeoHistory.mapsdata. This file is located in

/private/var/mobile/Containers/Data/Application/<Apple_Maps_GUID>/Library/Maps/GeoHistory.mapsdata. 

Notice the top image contains both GeoHistory.mapsdata and History.mapsdata; this is because the user 

upgraded to iOS 11 from iOS 7. Even a gradual upgrade will show these artifacts. Finding traces like this is 

helpful to profile how long the device user has been using iOS.

There were inconsistencies in iOS10 and sometimes the GeoHistory.mapsdata file was present, sometimes it was 

used by Apple Maps and often it was there and just not leveraged. This left us wondering where the artifacts 

were being stored. Everything depended on how iOS 10 ended up on the device. Was it purchased with that 

version? Upgraded from a previous version? Or possibly a jailbroken device? For more details on this, read the 

blog by Heather Mahalik on “How the Grinch Stole Apple Maps”.1

Since iOS 10, we may only be able to recover Apple Maps from iCloud. And this may not be pulled via an 

iCloud backup, but instead by accessing the syncing data in iCloud. These methods will be shown in Section 4. 

Also, the GeoHistory.mapsdata may be missing from any iOS image running 11.2.6 or later. Read the blog 

article by Heather Mahalik called “First the Grinch and Now the Easter Bunny! Where Is Apple Maps Hiding?”2 

To make matters even more confusing, GeoHistory.mapsdata is missing completely in iOS 12.

iOS 14 made another change which is still present in iOS 15, and a new file was introduced. The

/private/var/mobile/Containers/Shared/AppGroup/group.com.apple.Maps/Maps/MapsSync_0.0.1 was 

introduced, (NOTE, there may be various numbers at the end of the filename) and at the time of writing this 

material, it was not supported by any tools. Thus, we created a query for you and Adrian Leong wrote a script.3 

Adrian’s script was based on Heather Mahalik’s initial research on iOS 14.4
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Bottom line, don’t assume you cannot parse Apple Maps data. You have to know where to look for it. Please 

refer to your cheat sheet and class poster to remember these key files.

References:

[1] https://www.for585.com/grinch (iOS 10 blog)

[2] https://www.for585.com/easter (iOS 12 blog)

[3] https://for585.com/monkey14 (iOS 14 script)

[4] https://for585.com/ios14blog (iOS 14 blog)

.
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Elcomsoft Phone Breaker, which will be covered in more detail in Section 4, has the capability to pull data 

synced with iCloud. This includes Apple Maps! This may be your only chance to recover these artifacts, as they 

are the current searches conducted in Apple M on on this tool, stay tuned for section 4.



Apple Maps (2) – How it Used to Be – Pre iOS 13
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Prior to iOS 13, the good news is that regardless of your access to the Apple Maps database, the 

com.apple.Maps.plist and group.com.apple.Maps.plist still contain accessible information we can use to 

associate to the usage of Apple Maps. This file is located at

~/Applications/com.apple.Maps/Library/Preferences/com.apple.Maps.plist. Here we can, at a minimum, 

determine the last time Apple Maps was used on the device. Another good file to look for is

~/Applications/group.com.apple.Maps/Library/Preferences/group.com.apple.Maps.plist.

Apple Maps makes good use of com.apple.Maps.plist and group.com.apple.Maps.plist and will store the last 

coordinates used by Apple Maps, as well as the direction searches, Maps activity, last usage time, and more. The

screenshot on the top left shows the native plist being examined in XML view. Here we can see MapsActivity in

what appears to be Base64 encoding. An online Base64 decoder was used to reveal the time zone and searches 

in Maps. In the bottom screenshot, we can see that these values are hidden in “Hex” in the plist and can be 

converted internally in Oxygen. Now you have two solid options for examining Apple Maps plists.
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At the time of writing this, there weren’t many tools that supported parsing Protobufs. With the introduction of 

iOS 13, we realized that the Apple Maps data was being stored in protocol buffers aka Protobufs. Yes, this isn’t 

a recent discovery, yet many tools struggle with the parsing of this type of data. While Cellebrite parses the two 

primary Protobufs shown above, there are so many left untouched. We recommend using protoc to parse the 

unsupported ones.

Physic
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or
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Apple Maps (3) – Protobuf Introduced - iOS 13
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Apple Maps (4) – iOS 14 - 15
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As discussed, iOS 14 brought on the new file MapsSync_0.0.1. This database stores 15 entries and many are 

different representations of the same location artifact. In this database, you will find a column called Type that 

stores “coordinates of search”, “navigation journey”, and “location search”. This database is transactional in 

nature, which means the first written data is overwritten when a new search is created. At most, you will have 

the last five searches. We are hopeful that a cloud extraction will pull additional artifacts. This file has not 

changed in iOS 15.

Heather Mahalik wrote a query that is available in your class notebook: https://for585.com/notebook and Adrien 

Leong wrote a script that implements Heather’s query into HTML format and exports the BLOBS.1

Reference:

[1] https://for585.com/monkey14 (iOS 14 script)
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Third-Party Application Location Artifacts (1)

When your app asks if you want to 

include location information and you 

say “no,” what happens?
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Third-party applications leave location artifacts in places one may not expect. While each application is 

different, a good example is the Day One application. This application is essentially a multimedia journal 

application that enables the user to post journal entries with attached photos and videos. I downloaded the 

application, created two journal entries, and attached a photo. The first journal entry included the text “first 

tomatoes from my garden.” I took a photo of the tomatoes in the application and was prompted to include my 

location in the photo. I selected to NOT save the location. Do you think the application respected my wishes?

When we examine the EXIF associated with the application, we will NOT see coordinates containing location 

information. But what happens when your phone thinks? When your phone suggests something or uses its brain, 

that data must be stored somewhere.

Technet24



Third-Party Application Location Artifacts (2)

View in
Hex!
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Here we are looking at the Journal.sqlite, which stores the journal entries for the Day One application. The 

database appears to look normal, but if you look closely, you will see a binary plist and zlocation column. This 

binary plist contains all of the “thoughts” your phone had when it asked if you wanted to include your location 

information. In the screenshot above, we can see the binary plist from the zlocation in Hex. Notice that we see 

time zone, creation date, UUID, latitude, longitude, Place Name (home address for this user), and more! Even 

the weather is documented even though I said “no” to including location artifacts.

This only happened because location services was enabled on the device. If location services for the device was 

not enabled, this would not have happened, as the user would have to turn on the settings.
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Internet Activity

History 

Searched items

• Location information

Bookmarks 

Cookies 

Images
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closer look at mobile browsing applications in Section 5 of this course.

iOS devices store internet activity in several locations across the device. Although the cookies, web bookmarks,

web history, and image files are commonly parsed and decoded by tools like Physical Analyzer, AXIOM, and 
Oxygen, the database files for each should be examined for more information to include deleted data. We take a



iOS Safari – Files of Interest

/mobile/Library/Safari/CloudTabs.db

/mobile/Library/Safari/Bookmarks.db

/mobile/Library/Safari/SafariTabs.db

/mobile/Library/Safari/History.db

/mobile/Containers/Data/Application/<GUID>/Library/Safari/Thumbnails/

/mobile/Containers/Data/Application/<GUID>/Library/Favicons/Favicons/

/mobile/Containers/Data/Application/<GUID>/Caches/Cache.db

/mobile/Containers/Data/Application/<GUID>/Library/Preferences/com.apple.mobilesafari.plist
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The following files are key files of interest for iOS Safari:

• /mobile/Library/Safari/CloudTabs.db - will only exist if icloud sync is enabled for Safari

• /mobile/Library/Safari/Bookmarks.db

• /mobile/Library/Safari/SafariTabs.db

• /mobile/Library/Safari/History.db

• /mobile/Containers/Data/Application/<GUID>/Library/Safari/Thumbnails/

• /mobile/Containers/Data/Application/<GUID>/Library/Favicons/Favicons/

• /mobile/Containers/Data/Application/<GUID>/Caches/Cache.db

• /mobile/Containers/Data/Application/<GUID>/Library/Preferences/com.apple.mobilesafari.plist

While most of the files are self-explanatory, here are some descriptions that may help you in your investigations. 

The database /mobile/Library/Safari/SafariTabs.db

SELECT

bookmarks.id as "ID", 

bookmarks.parent as "Parent", 

bookmarks.title as "Title", 

bookmarks.url as "URL",

windows_tab_groups.active_tab_id as "Active Tab ID",

--Active Tab ID is the last active tab or tab being viewed for each group 

bookmarks.num_children as "# of Children",

bookmarks.order_index as "Order Index" 

from bookmarks

left join bookmark_title_words on bookmark_title_words.bookmark_id=bookmarks.id 

left join windows_tab_groups on windows_tab_groups.tab_group_id=bookmarks.id
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The history database is parsed by most commercial tool. The path is

/private/var/mobile/Library/Safari/History.db. This database tracks the searches made using the Safari URL bar 

in the regular browsing tabs (Private browsing searches are not recorded here).

select 

history_visits.id,

datetime(history_visits.visit_time + 978307200,'unixepoch') as "Visit Time", 

history_visits.title as "Title",

CASE

when history_visits.load_successful = 1 then "Yes" 

when history_visits.load_successful = 0 then "No" 

end as "Load Successful",

history_items.url as "URL", 

history_items.domain_expansion as "Domain Expansion", 

history_items.visit_count as "Visit Count"

from history_visits

left join history_items on history_items.id=history_visits.history_item



iOS Safari – BrowserState.db
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The database in the screenshot above is /private/var/mobile/Library/Safari/BrowserState.db. This database tracks the 

open tabs within regular and Private browsing. The data within this file can be used to determine how many individual 

Safari tabs are open, if any of them are Private tabs, and when the tabs were last viewed. If any Private tabs are visible in

this database, it means the tabs are still logically visible within the Private tabs within the Safari application. Once the 

user removes / clears the Private tabs, they are purged from this database without leaving records behind.

The Order Index represents both Private and regular browsing, where 0 is the oldest tab opened and 3 is the newest of the

tabs that are still accessible in Private Browsing, as seen in the screenshot. Regular browsing is stored in the same 

manner. The query below will work well for this database.

select 

tabs.id,

tabs.order_index as "Order Index", 

CASE

when tabs.private_browsing = 1 then "Yes" 

when tabs.private_browsing = 0 then "No" 

end as "Private Browsing",

tabs.uuid as "UUID", 

tabs.title as "Title", 

tabs.url as "URL",

tabs.user_visible_url as "User Visible URL",

datetime(tabs.last_viewed_time + 978307200,'unixepoch') as "Last Viewed Time", 

CASE

when tabs.opened_from_link = 1 then "Yes" 

when tabs.opened_from_link = 0 then "No" 

end as "Opened From Link",

tab_sessions.session_data as "Session Data (BLOB)", 

tabs.browser_window_uuid as "Browser Window UUID", 

tabs.browser_window_id as "Browser Window ID"

from tabs

left join tab_sessions on tab_sessions.tab_uuid=tabs.uuid 

order by tabs.last_viewed_time DESC
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Table "tab_sessions" has a 

"session_data" column which contains 

mostly BLOB's. The BLOBs are 

binary .bplists with a 4-byte buffer at 

the beginning. Removing the 4 bytes 

and printing the .bplist to screen 

produces additional information about 

the browsing activity.



iOS Notes

iOS devices store notes in two different files

/mobile/Library/Notes/notes.sqlite

•Third-party app notes

•Includes Google and other apps

/mobile/Containers/Shared/AppGroup/<GUID>/NoteStore.sqlite

•Apple/iCloud notes

•Both those stored natively on the device and those syncing with cloud
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iOS devices allow third-party applications to store notes from the application onto the device. These notes are 

located in /mobile/Library/Notes/notes.sqlite, which is often parsed by the forensic tools. For native notes and 

iCloud notes, the location is /mobile/Containers/Shared/AppGroup/<GUID>/NoteStore.sqlite. These files will be

covered further in a lab in section 4.
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Preference Files of Interest

/preferences/SystemConfiguration/com.apple.accounts.exists.plist

/Library/DataAccess/AccountInformation.plist

/Library/Preferences/

• com.apple.locationd.plist: If 0x01, location services is enabled

• com.apple.homesharing.plist: iCloud sharing information

• com.apple.assistant.backedup.plist: iCloud sync settings

• com.apple.coreduetd.plist: Synced devices

• com.apple.NanoRegistry.plist: Apple Watch information

• com.apple.commcenter.plist: Device Info (IMEI, Phone Number, SIM/eSIM, etc.)

• com.apple.MobileSMS.plist: Days to keep SMS

• com.apple.identityservices.idstatuscache.plist: Snippets of contacts, phone numbers, etc.

• com.apple.accountsettings.plist: Email accounts pushed to device
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The files listed above are all included on your cheat sheet. We are going to be examining some of these in the

labs, and you will find many of them to be useful. Keep an eye out for a blog on Smarterforensics.com on the

most helpful plists and why.

• /preferences/SystemConfiguration/com.apple.accounts.exists.plist: Account information

• /Library/DataAccess/AccountInformation.plist: Email Sync information

• /Lockdown/device_values.plist: Tons of info—EXAMINE THIS FILE—Activated State, Bluetooth

address, and more

• /Library/Preferences/

• com.apple.locationd.plist: If 0x01, location services is enabled

• com.apple.homesharing.plist: iCloud sharing information

• com.apple.assistant.backedup.plist: iCloud sync settings

• com.apple.coreduetd.plist: Synced devices

• com.apple.NanoRegistry.plist: Apple Watch information

• com.apple.commcenter.plist: Device Info (IMEI, Phone Number, SIM/eSIM, etc.)

• com.apple.MobileSMS.plist: Days to keep SMS

• com.apple.identityservices.idstatuscache.plist: Snippets of contacts, phone numbers, etc.

• com.apple.accountsettings.plist: Email accounts pushed to device 

Caution: You may need Method 2 to pull some of these files via Physical Analyzer.



Other Databases & Files of Interest

Recents communication

• /mobile/Library/Recents/Recents

Voicemail

• /mobile/Library/Voicemail/voicemail.db

Passes

• /mobile/Library/Passes/passes23.sqlite

Bluetooth

• /containers/Shared/SystemGroup/<GUID>/Library/Databases/com.apple.MobileBluetooth.ledevices.other.db

• /containers/Shared/SystemGroup/<GUID>/Library/Databases/com.apple.MobileBluetooth.ledevices.paired.db

• /containers/Shared/SystemGroup/<GUID>/Library/Preferences/com.apple.MobileBluetooth.devices.plist

Calendar

• /mobile/Library/Calendar/Calendar.sqlitedb

• /mobile/Library/Calendar/Extras.db

• /mobile/Library/Calendar/Notifications.Calendar.Protected

Accounts

• /mobile/Library/Accounts/Accounts3.sqlite

Aggregated Dictionary

• /mobile/Library/AggregateDictionary/ADDataStore.sqlitedb
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The databases and files above are important, and most are self explanatory. These files are on your cheat sheet 

and should be examined manually in your investigations should your tool of choice not parse them.

The Bluetooth is covered in your labs in this section. A blog worth reading is one written by Heather Mahalik 

and Matt Goeckel which includes 3 years of research and screenshots from your lab. This blog went through the 

DFIR Peer Review process and won the Forensic 4:Cast Blog of the Year in 2020: 

https://dfir.pubpub.org/pub/frknihlg/release/1.
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Lab 3.1B

 iOS Logical and File System Forensics–Part II 
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iOS Forensics Agenda

Section 3.1: iOS Forensics Overview

Section 3.2: iOS Device Acquisition Considerations 

Section 3.3: iOS File System Structures

Section 3.4: iOS Evidentiary Locations 

Section 3.5: Handling Locked iOS Devices

Section 3.6: Advanced Decoding and Traces of User Activity
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iOS Lock Codes
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iOS devices have four lock options: simple four-digit, six-digit, complex, and biometric (fingerprint or face) 

scan. A simple passcode consists of four digits and is the default offered on iOS devices. The screenshot on the 

left shows an example of a simple passcode. The screenshot in the middle shows a complex passcode. A 

complex passcode can be a combination of any numbers, letters, and symbols. Most forensic tools can crack a 

simple passcode but cannot currently crack a complex passcode. At best, complex passcodes can be bypassed if 

the iOS device can enter DFU mode. The screenshot on the right is the fingerprint scan that was introduced with

the iPhone 5s. The face unlock was introduced with the unveiling of the iPhone X. A backup passcode must be 

set for biometric scan errors and, more importantly, to unlock the biometric data in the secure enclave. Thus, the 

biometric lock is only as strong as the backup password or PIN. If the fingerprint or face unlock is keeping you 

out, use dictionary files from similar devices to attempt to obtain the lock bypass.

Currently, a complex passcode is more secure than a simple passcode, face unlock, or fingerprint scan.



What about the Lockdown File?

Do you have Use the pairing
access to the record to access
host computer? the device

• Has the user • The pairing record
Limited data

synced with is a unique key It does not work may be 
iTunes? associated with the on a freshly recovered

• Do you have legal iOS device restarted device (possibly only 7
access? • Pairing records are days)• Can you get to it in required for

time? communication
with the device
since iOS 7
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The lockdown file found on the host computer may contain the pairing record required to access the locked iOS

device. The pairing record is a unique key associated with the iOS device that is synced to the host computer to

allow access every time the device is connected. The concept of a pairing record and trust/pair relationship was

introduced with iOS 7.

One caveat is that the lockdown file will not work with a freshly started device and may not work on later iOS 

versions. Additionally, it may not work after 7 days of not being connected! This means that we need to consider

what we learned in Section 1. If the device is on and we power it off, the chance of using the pairing record from

the lockdown file is gone. The phone must remain booted and in an active state for the lockdown file to work.

Even if you get access to the device by utilizing the lockdown file, limited data may be retrieved, if it even 

works. It is common to only capture third-party application data from the device via iTunes. Email, calls, SMS, 

and other native iOS data files are not synced with iTunes and cannot be pulled by simply connecting the iOS 

device to the host machine. The way around this is to possibly create a backup file using iTunes. Best practices 

include trying it all anyway. Using the lockdown file is so quick to determine if you can get access that it’s 

worth the effort to try.

The location on a Mac (OS X) for the lockdown directory is /var/db/lockdown. On a Windows computer, the 

paths are:

Windows XP: C:\Documents and Settings\username\Application Data\Apple Computer\Lockdown

Windows Vista: C: \Users\username\AppData\Roaming\Apple Computer\Lockdown\

Windows 7 and later: C:\ProgramData\Apple\Lockdown
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Apple USB Restricted Mode or USB Accessories Mode/Lock was introduced with iOS 11.4.1. There was a 

rumor that the lightning port would be locked down, preventing brute force unlocks (Grayshift and CAS, 

Premium), and it came about when iOS 11.4.1 was released into beta. When the user updates to iOS 11.4.1, the 

USB Restricted Mode is automatically enabled, which means USB Accessories is turned off. To view this 

setting on your device, go to Settings>Face ID & Passcode > USB Accessories—it’s actually enabled when the 

toggle is turned off (to the left, not green). Magnet Forensics and Elcomsoft wrote blogs on cables that may 

prevent this mode from becoming enabled. Essentially, when you get the device, you immediately plug it in. At

the time of writing these edits, iOS 13 seemed to remember the trust on PCs longer than expected.

USB Accessories Mode/Lock
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Otherwise known as Apple’s USB Restricted mode

Introduced in iOS 11.4.1

Lightning port is locked down after an hour of sitting idle

Password is required to unlock it and allow USB connectivity (i.e., acquisition or 
lock cracking)

Turned on by default when your device updates to 11.4.1 or 
later

iOS 12 immediately disables the USB port if the device is 
locked

Sometimes questionable on iOS 13 – PCs seem to remember 
the trust for extended periods



Grayshift GrayKey/Cellebrite Premium

• Grayshift GrayKey is an
unlocking box for law 
enforcement only

• Cellebrite Premium is an
unlocking box for law 
enforcement only

• Non-LE can get the FFS feature, 
but not unlocking portion 
(Premium/Premium ES)

• Hardware and OS versions may 
cause problems
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GrayKey came out early in 2018, introduced by Atlanta, Georgia-based Grayshift as a law enforcement–only 

tool. The device can be connected to two iPhones at the same time. The devices are connected for about two 

minutes, after which they are disconnected from the device, still in a locked state. At some later point in time, 

the phones will display a black screen showing the passcode and additional information. The device is also 

supposed to be able to break passwords. Depending on the length of the passcode, it can take up to three days or

longer for six-digit passcodes, and the time needed for longer passphrases is unknown.1 Law enforcement 

officials can request more information at https://graykey.grayshift.com. Cellebrite Premium2 is the box designed

to unlock and provide Full file system access to both iOS and Android devices.

References:

[1] https://for585.com/m5e9q (Grayshift GrayKey write-up by Malwarebytes)

[2] https://for585.com/premium (Cellebrite Premium)

Technet24



There were several methods and services for attempting to gain access to a locked iOS device that are available to 

everyone. Beginning in November 2014, a “black box”1, 2 came out in the phone unlocking/hacking community called 

the iP-BOX. This device (and its successors the iP-BOX 2 and iP-BOX 3) can be used to defeat four- and six-digit 

passcodes on some iOS devices through the iPhone 7, running some versions of iOS up to iOS 10. For some devices 

(running iOS 6), a process must be followed in order to set the device into “an infinite unlock condition” to run the iP- 

BOX, but other versions of iOS require no further exploit.

For iOS 6 devices, to access the infinite unlock condition, follow these steps:2

1. Access the Emergency Dialing interface and dial 112.

2. Press home key to get back to interface “Slide to Unlock.”

3. Press the bottom of the keyboard.

4. Slide the screen up to get to the calculator.

5. There appears a green stripe on top of the screen, which shows “the line is busy now.”

6. Press the green stripe indicator to get back to the calling interface. In the middle of the screen, there is the

address book.

7. Press the home key and address book simultaneously to access the infinite unlock condition.

8. Connect iP-BOX to the phone, move the sensor to the screen, and press the black key of the equipment to

unlock.

This process requires that the phone is out of Airplane mode and that a call to the 911 Emergency center might be 

completed. Obviously, this is not an ideal situation because you will be adding to the call history on the phone, are 

connected to the network, and are directly interacting with the phone. This is a deviation from a normal forensic 

process, but in the event that it is the only option, such deviation may be necessary to defeat the device lock. If you 

need to perform these steps, be sure to document your actions carefully!



IP-BOX devices of all versions consist of the box itself, old and new iPhone cables, an optical sensor, and the 

associated software. The device can be operated either in a standalone fashion after being set up via the software, or 

it can be connected to a computer during operation.3

The iP-BOX software is used to configure passcode test patterns. The user can choose from several free patterns, 

such as a birthday attack (which contains patterns that match DDMM/MMDD) or all numbers between 0000 and 

9999 or can create a custom number-based dictionary attack. Each attempt takes approximately 6 seconds to 

perform, and so the dictionary containing all numbers between 0000 and 9999 would take between 6 seconds and 

approximately 17 hours to complete. Custom dictionaries can cut down on the amount of total time used to attack the

passcode and may be used before a full attack if desired. Six-digit brute force attacks using newer versions of iP- 

BOX can take far longer.

The optical sensor is the tool’s trigger to signal success because when a correct code is encountered, the screen 

changes and the background light output changes. The box signals success by beeping and flashing. If the optical 

sensor is placed in the wrong place or the screen is touched and changed by the user during the attack process, the 

box may stop and provide a false success signal. To restart the attack, simply press the button twice to restart the 

attack at the next sequential number.

The software is then used to interface with the box and load the chosen test patterns for an offline attack of the 

device, or the attack can be run directly using the software through the box to the phone. The screenshot on the 

previous page shows an attack in process using the software through the box to the device. A custom passcode list is 

being used in that example.

If the attack is allowed to run completely and fails, try slowing down the interval between attacks and restarting the 

attack. Also, if you used the software through the device for the original attack, try rerunning the attack with the box 

only, or vice versa.

References:

[1] https://for585.com/hack

[2] https://for585.com/teelbox

[3] https://for585.com/pef
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The fear of wiping a device after guessing too many times is a valid concern. Here is what 

that setting looks like.

iOS Encryption Explained

iOS Device Encryption
• AES 256-bit hardware – level encryption
• Secure Enclave prevents brute force attempts

• Introduced in Sept. 2013

iOS Data Encryption
• Each user-created file has a unique File Key
• The File Key is assigned/controlled by the Master Key
• The Class Key protects the File Key
• A device passcode protects the Class Key

*Wiping a device erases the Master Key

FOR585 | Smartphone Forensic Analysis In-Depth1

iOS devices offer greater levels of encryption with each release. AES 

256-bit encryption is hardware-level encryption stored between the flash

memory and the system area in effaceable storage. The Apple A5–A13 

chips offer the greatest amount of encryption and are the hardest to 

access when locked. The iOS device is encrypted with 256-bit AES 

encryption at the hardware level of the device. This encryption key is 

stored between the flash memory and system area on the iOS device. 

This area is referred to as "effaceable storage.”1 Brute force attempts are

no longer possible since Sept. 2013 when Secure Enclave was 

introduced – the exception here – GrayKey, Cellebrite Premium and 

CAS. They can get beyond the Secure Enclave.

The iPhone 4s, which debuted the A5 chip, featured beefed-up security, 

which decreased the number of commands available in the bootloader, 



making it more difficult to physically acquire the device. The A6–A13 

chips have followed suit and have become even more secure. The iPhone

4 has an exploit (24kpwn) that was used to physically access the device 

and bypass a lock. In the A5, A6, and A7 chips, this exploit has been 

patched. This patch occurred well before the release of the iPhone 6 and 

the A8 chip. For the longest time, the A11 chip found in the iPhone X is 

extremely secure – until the checkm8 exploit was identified. Currently, 

there is no known exploit for the A13 chips in the iPhone 11 series 

devices.

iOS data encryption makes our lives even more difficult when 

attempting to recover files from unallocated space. When a file is 

created by the user, a unique encryption key is created for each file. 

This is referred to as the File Key. The File Key is created and 

controlled by the Master Key (File Protection Key), which resides in 

the effaceable storage on the iOS device. The Master Key can be wiped,

which destroys the knowledge of the File Keys, thus encrypting all user

data and rendering it unrecoverable. This prevents access to decrypting 

the user-created files on the iOS device. Thus, when a device wipe 

occurs, only the Master Key is erased. This makes wiping fast and 

effective.

The Class Key protects the File Key. The Class Key is stored in the 

metadata of the file. Finally, the device passcode and the UDID of the 

iOS device protect the Class Key. iOS encryption is explained in detail 

in Learning iOS Forensics, Second Edition.1

Reference:

• Epifani and Stirparo, Learning iOS Forensics, Second Edition (Birmingham, UK: 

Packt, 2015).
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BFU

Available with checkra1n 1
• USB Restricted Mode may impact your

success

Available on UFED via checkm8

Not
 available on all devices

2
Provides access to:
• Some user data files

•
OS

 and app usage files 3• OS config files

https://blog.digital-forensics.it/2019/12/checkra1n-era-ep-4  -   

analyzing.html
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BFU, or before first unlock, is a method for gaining access to an 

otherwise inaccessible device. Guessing the password on a locked 

device to obtain a full file system extraction is risky and you could 

disable or wipe the device. Do not just guess passcodes, even using 

UFED and checkm8. BFU mode can be leveraged via checkra1n (refer 

to the blog by Mattia Epifani: https://blog.digital-

forensics.it/2019/12/checkra1n-era-ep-4- analyzing.html) or UFED. 

Checkm8 has some restrictions that may impact if BFU is available or 

not.

• For Checkm8 to work on iPhone 8 and iPhone X, starting with 

iOS 14, the passcode must be removed before starting the 

extraction. Thus, BFU is irrelevant.

• For previous models (iPhone 6, 6s and 7) a BFU extraction is possible with iOS 14 

and iOS 15.

Thus, iPhone 7 and below, BFU is possible regardless of the iOS 

version. On iPhone 8 and iPhone X, BFU is possible up to iOS 13.

In order to obtain a BFU image using UFED, it’s pretty simple. When

prompted to enter the password and you don’t know it – select Cancel

and then opt to complete a BFU extraction. From there, dig through the

dump for clues as to what the password may be.



iOS Forensics Agenda

Section 3.1: iOS Forensics Overview

Section 3.2: iOS Device Acquisition Considerations 

Section 3.3: iOS File System Structures

Section 3.4: iOS Evidentiary Locations 

Section 3.5: Handling Locked iOS Devices
Section 3.6: Advanced Decoding and Traces of User Activity
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Siri

• She can do it all for us
• Keep in mind that every interaction with Siri 

leaves a trace
• You just need to dig to find it
• iOS 13 - 15 made it easier with messages – it’s

in a blob in sms.db
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The first step in searching for traces of Siri use should be to validate if 

the user was using Siri. To do this, simply search for “Siri” in the tool or 

navigate to Library/Preferences/com.apple.SiriViewService.plist, as 

shown in this slide, and verify that Siri is active. Once validated, you 

must think of ways Siri is used. For example, if she is used to set a 

reminder, that data should be stored in the same location as tasks or 

calendar items. If she is used to get directions, the information is stored 

with the maps or within the app she used to get the directions. Thus, it’s 

a needle-in-the-haystack search!

Consider some aspects of the “Hey Siri” feature. Even on a locked 

device (if Siri is enabled this way), you can ask Siri to send a text, 

update your Facebook status, call someone, and even request addresses. 

Although this isn’t a forensic solution per se, it is a method to access 

data on a locked iOS device that is otherwise useless for your 

investigation.

/Library/Preferences/com.apple.assistant* is another file that may be useful here.

If the user leverages Siri to send an SMS message in iOS 13, there will 

be a BLOB in the column “message_summary_info” that contains 

“com.apple.siri” which means Siri was leveraged to send the message as 

shown in fine print on your iPhone message screen.



The Apple Watch (1)

Must be paired with an iPhone 

Supported in 8.2+

Runs Watch OS+ 

Internal storage
Wi-Fi, Bluetooth, and cellular

You can extract the data!

• Refer to your DB for Mattia Epifani’s 
research
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The Apple Watch was released in spring 2015. As expected, the Apple 

Watch craze began. Sarah Edwards, the author of FOR518, and I spent a 

few hours picking apart the watch to see what we could find. I recently 

upgraded to the Apple Watch Series 3 with cellular, and a lot has 

changed. Before we dive into that, let’s start with the first and second 

Apple Watches.

The Apple Watch must be paired with an iPhone running iOS 8.2 or later 

for full functionality. True, anyone can wear and use certain features of 

the Apple Watch, but full functionality requires that the device be paired 

with an iPhone. The Apple Watch is paired to the iPhone via Bluetooth. 

The watch connects to Wi-Fi, which means that the device continuously 

syncs data that the iPhone accepts when connected to the same Wi-Fi. For

example, my Apple Watch is connected to my personal iPhone. I use this 

iPhone for both work and personal use. I sync personal email, calendars, 

and notes for both work and personal accounts. When my watch is 

connected to my work Wi-Fi (as is my iPhone), the calendar continues to 

update even if Bluetooth is turned off. See any issues with this? We 

address those in a few slides.

The Apple Watch runs a Watch OS, which is similar to iOS. The watch 

has at least 512 MB of RAM and 8 GB of internal flash storage separate 

from iPhone device storage.1 Thus, a good chunk of data is saved on the 

Apple Watch. Currently, the easiest way to get data from the Apple Watch
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is to parse the backup file for the iPhone from iTunes or iCloud. We cover

parsing backup files in Section 4 but will take a quick glimpse at what the

data will look like. As shown in the screenshot, a diagnostics port is 

available, and we believe we can pull data directly from the Apple Watch;

however, I was not willing to ruin my watch should I be incorrect!

There are both forensic and security implications when wearing, 

examining, and handling an Apple Watch. Two things to consider is that 

when we parse a backup of an iPhone to obtain data from an Apple 

Watch, what if:

• The watch is no longer synced, and the data is missing?

• The backup is encrypted?

Another aspect is physical access. What if the watch is lost, or stolen, or 

worse, the iPhone it is paired with is? What happens when an Apple 

Watch enters a secure or prohibited facility?

Security is something else we, as users and examiners, must consider. 

With Wi-Fi and Bluetooth always being enabled, we are putting our 

devices (Watch and iPhone) at risk for unwanted access. We are now 

visible to others who may be scanning for Wi-Fi devices! In addition, the 

permissions we give our watch can be taken and used by others if the 

watch is stolen or borrowed. Further research is required to determine just

how vulnerable we are by wearing an Apple Watch.

Each Apple Watch has its own Synced Data Directory under 

/var/mobile/Library/DeviceRegistry/<GUID>. Under this directory, a 

plethora of information pertaining to the Apple Watch can be recovered. 

Be careful when examining a first or second edition of the Apple Watch 

because a lot of the files are exact copies of what is on the device and do 

not represent what happened on the watch. Some examples of data you 

can find in the DeviceRegistry directory of the first two Apple Watches 

include:

• AddressBook

• GeoServices

• Health

• Mail

• Maps

• Passes

• Preferences

• PairedSync

• Photos



This list is just a sampling of what can be recovered. Some other important locations to 

examine include:

Email: 

/var/mobile/Library/DeviceRegistry/<G

UID>/NanoMail/registry.sqlite 

AddressBook: 

/var/mobile/Library/DeviceRegistry/<G

UID>/AddressBook Voicemail:

/

var/mobile/Library/DeviceRegistry/<GUID>/PreferencesSync/NanoDomains/com.apple.mo

bilephone

This binary plist file is stored on the iPhone as 

/mobile/Library/DeviceRegistry.state/properties.bin. Here, we can see 

information pertaining to the Apple Watch.

The properties.bin file contains paired Apple Watch information, including:

• Watch Name

• Make

• Model

• OS

• GUID

The Synced Data Directory contains a list of installed applications on the 

Apple Watch. This file is a binary plist with an embedded plist. Fun, 

right? This embedded binary plist is located in

/

var/mobile/Library/DeviceRegistry/<GUID>/NanoPreferencesSync/NanoDomains/com.appl

e.Carousel.

Make sure you know how the data is being populated on the device 

under the DeviceRegistry for the Apple Watch. The question is this: Was

the activity initiated on the Apple Watch or the iPhone? Does it matter? 

Why does the Watch data contain information that occurred before the 

Watch was released?

Make sure you familiarize yourself with ways to extract data directly from 

the Apple watch (more information is provided in the course Dropbox)!

Reference:

[1] https://for585.com/watch
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The Apple Watch (2)

FOR585 | Smartphone Forensic Analysis In-Depth1

The release of the Apple Watch Series 3 had us hoping that the device 

would finally track calls that were made from the watch, while acting 

independently from the iPhone. This is not the case and still isn’t with the

latest release. All of the calls I made from my Apple Watch were placed 

right into my callhistory.storedata with the rest of the calls. Worse yet, 

there isn’t a status flag stating where the call was made. This makes 

putting a person behind a device extremely difficult.

When examining artifacts from the latest Apple Watch, we see that the files of interest still 

exist in

/var/mobile/Library/DeviceRegistry/<GUID> but are primarily plist and dat file. Apple 

watch data also exists in

/mobile/Library/NanoBackup. You will find a few databases, and 

those should be examined for relevance. A tip for iOS examinations, 

if you see the words “nano” or “DeviceRegistry” an Apple watch is 



involved.

Locating Application Data

/private/var/mobile/Containers/Data/Application*

/private/var/mobile/Containers/Shared/AppGroup*

Each application is stored in an Application directory 

Named according to application identifier

• Random string of characters

Examine all relevant files, databases, attachments, etc.

FOR585 | Smartphone Forensic Analysis In-Depth1

All applications are stored in the data partition of the iOS device. The 

acquisition method used to obtain the forensic image may affect the 

access provided to the application data for examination. The applications 

and associated user data may be stored in more than one location on the 

device. Although the most common area to recover application data is 

the /private/var/mobile/Containers/Data/Application directory, traces may

exist in other locations.1, 2 Another common location is 

/private/var/mobile/Containers/Shared/AppGroup. This directory may 

store additional files and databases of interest. The best method for 

recovering all data relating to a specific application is to conduct a 

physical keyword search in a tool such as Physical Analyzer or a content 

search in Oxygen Forensics. If you simply have a logical dump to 

examine, the applications will be listed under

/applications.

iOS applications are stored in the /private/var/mobile/Containers/Data/Application and
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/private/var/mobile/Containers/Shared/AppGroup on the data partition. 

The Application folder is named according to the application identifier. 

For example, Facebook may be listed as FEE2B8A6-C70C-4BAA-AE79-

D3A4996FF496. That folder contains the Facebook.app folder, 

Documents, Library, and tmp folders. It is best to examine each directory

if databases and files of interest cannot be located.

References:

• Andrew Hoog and Katie Strzempka, iPhone and iOS Forensics: 

Investigation, Analysis and Mobile Security for Apple iPhone, iPad and 

iOS Devices (Waltham, MA: Elsevier, 2011).

• Heather Mahalik, Rohit Tamma, and Satish Bommisetty, 

Practical Mobile Forensics, Second Edition (Birmingham, UK: 

Packt, 2016).

The Application folder contains four separate folders, each of which are explained here:1

• Documents folder: Contains the following files, which are 

required by the application to function; these are generally 

generic files (such as icons) that are present in the 

application itself:

• plists

• text docs

• images

• Library folder: Shows traces of user activity

• cached data

• cookies

• preferences (user login data may be found here)

• WebKit data (if applicable)

• Application code

• TMP folder: Commonly empty, but may be used by the application to store 

temporary files



Where to Start

Apps are so

prevalent

Keyword Triage with

search! your tools

Look for

Follow the permissions,

source file and which may

dig into the lead you to

files of interest apps of

interest
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TCC.DB (Transparency, Consent, and Control)

Shows access permission for each application on the iPhone

FOR585 | Smartphone Forensic Analysis In-Depth1

The TCC.db is an extremely important database. This file contains all the 

services (access permissions) that each application has privileges to use. 

Here we can see a few things. First, we are examining the access table of 

the

/var/mobile/Library/TCC/TCC.db. We can see the services to Camera, 

which show applications that request access to the camera, and the 

auth_value column alerts us if the permission was granted (2), selected 

(3), or denied (0). The service values that are odd, but relevant are 

kTCCServiceLiverpool represents location data and 

kTCCServiceUbiquity represents cloud sync.
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Only" end 

as "Auth 

Value",

a

c

c

e

s
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"
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o

n

a

s

"

A

u

t

h

V

e

r

s

i

o

n

"

,

datetime(access.last_modified,'unixe

poch','localtime') as "Last Modified" 

from access
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Was the Application of Interest Used?

Examine timestamps

• Does the timeline make sense?

• When was the file created, and how does the internal content compare?

Examine the following for application usage information:

• Crash Logs from iOS device

• /Library/Databases/DataUsage.sqlite

• /Library/com.apple.itunesstored/itunesstored2.sqlitedb

• /installd/Library/MobileInstallation/UninstalledApplications.plist

• /installd/Library/Logs/MobileInstallation/*.log

• /Library/Logs/mobile_installation_helper.log*

• /Library/Preferences/addaily.plist

• /Library/Keyboard/langlikelihood.dat

• /Library/FrontBoard/applicationState.db

• /Library/Application Support/com.apple.remotemanagementd/RMAdminStore-Local.sqlite

• /Library/CoreDuet/Knowledge/KnowledgeC.db

FOR585 | Smartphone Forensic Analysis In-Depth1

There are tons of locations that track application usage on iOS devices. 

Here is just a sampling. Your cheat sheet is full of files that track 

application usage, so make sure you refer to it. Some of the files included 

here are only available on jailbroken devices. All of the files below offer 

some form of application information, whether it be the file path, date 

used, date installed, date uninstalled, bundle ID, and more.

• Crash Logs from iOS Device

• /Library/Databases/DataUsage.sqlite

• /var/mobile/Library/com.apple.itunesstored/itunesstored2.sqlitedb

• /installd/Library/MobileInstallation/UninstalledApplications.plist: Full file system 

extraction required

• /installd/Library/Logs/MobileInstallation/*.log: Full file system extraction required

• /Library/Logs/mobile_installation_helper.log*

• /Library/Preferences/addaily.plist

• /Library/Keyboard/langlikelihood.dat

• /Library/FrontBoard/applicationState.db

• /Library/Application Support/com.apple.remotemanagementd/RMAdminStore-

Local.sqlite - Screentime

• /Library/CoreDuet/Knowledge/KnowledgeC.db



A parser created by Alexis Brignoni, a 

former FOR585 student, available here: 

https://github.com/abrignoni/iOS-

Mobile-Installation-Logs-Parser

If you are lucky enough to have a jailbroken device, we recommend using

his script! You can also use iLEAPP, which will parse these files. iLEAPP

is available in your VM and is covered later in this section. APOLLO 

dives deep into knowledgec.db and is coming up later in this section.

Other files, like UninstalledApplications.plist and MobileInstallation/*, 

may only be available with a full file system dump, not an iTunes 

backup. The mobile_installation_helper.log will be available regardless, 

as will addaily.plist and langlikelihood.dat. All of the files listed in this 

slide add value to your examination if applications are a concern.

The /Library/com.apple.itunesstored/itunesstored2.sqlitedb stores apps 

that were downloaded via iTunes. This may contain traces of deleted 

applications. In the example in the slide, 

com.wunderground.weatherunderground was deleted by the user.

iBackupBot can be used to examine Crash Logs on an attached iOS 

device. Crash Logs can give us a good glimpse at what was running and 

“crashing” on the device. Notice the applications that are listed in the 

Crash Report? These can be examined to show apps that were running at

specific points in time. These logs should be accessible on any iOS 

device as long as your workstation can communicate with the device.
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DataUsage.sqlite

FOR585 | Smartphone Forensic Analysis In-Depth1

Another location that stores applications that have been used, deleted, or 

even reinstalled on the iOS device is DataUsage.sqlite, which is located 

at /var/wireless/Library/Databases/Datausage.sqlite. This database is 

accessible in most forensic images and backups and is located in 

Library/databases. When examining this database, we can see one 

primary table of interest is ZPROCESS. All other tables should be 

examined for relevance to your investigation. In ZPROCESS, we can 

see the first time the app was launched, as well as the last time the app 

was launched and used. The Bundle name represents the application 

installer. Below is a sample query that extracts key data from this table.

Select ZPROCESS.Z_PK,

DateTime(ZFIRSTTIMESTAMP + 978307200, 'UNIXEPOCH') AS

"First Timestamp",

DateTime(ZTIMESTAMP + 978307200, 

'UNIXEPOCH') AS "Last Timestamp", 

ZBUNDLENAME,

Z

P

R

O



C

N

A

M

E

 

F

r

o

m

 

Z

P

R

O

C

E

S

S
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Pasteboard Artifacts

/mobile/Library/Caches/com.apple.Pasteboard/.*

Transaction log – items copied will not last for very 
long
• The most recent “copy” will be tracked
• Any file or word that can be long pressed and copied
• CAUTION: Hash values of images will not match & file extensions 

may be dropped
• File extensions may be converted for compatibility, which ruins 

the hash value

FOR585 | Smartphone Forensic Analysis In-Depth1

/mobile/Library/Caches/com.apple.Pasteboard/.*  - This directory  will

contain one or more  other directories  with  a  naming  convention  that

appears  to  be  hash  values  without file  extensions. The  files  without

extensions can be anything the user has copied. The file can simply be

ASCII text if a string was copied, or the file can be a photo or video if the

user copied those.

An example of the copy/paste is shown below. Jared Barnhart provided these examples.

Copying a photo from the Photos app of Tito’s and a soda with lime in 

La Jolla - Torrey Pines (see image, following page). When the photo was

copied, a directory was created and the copied file was written into it.

The /private/var/mobile/Library/Caches/com.apple.pasteboard/directory 

and files created when the photo was copied were then pulled from the 

device.



This file without an extension is a version of the image file that was copied.

The actual image file that was copied was IMG_0036.HEIC and the file 

size differs from the copied file and the hashes do not match.

Within this directory the Manifest.plist contains the time the item was 

copied (NS.time key / Mac Absolute Epoch) and the application bundle 

the data was copied from - “Photos”.

Technet24



Did the Application Ever Exist?

/Library/Preferences/com.apple.corespotlightui.plist

/Library/Caches/locationd/clients.plist

/Library/Caches/locationd/consolidated.db

•Tables of Interest: BeaconFences and Fences

•Reliability of location is low

/Library/TCC/TCC.db

FOR585 | Smartphone Forensic Analysis In-Depth1

Trying to prove that the user deleted an application from a non-jailbroken 

device is more difficult because we can’t access all of the uninstall/install 

logs. Here are some files that may help you do this. You are going to have

to prove application usage and removal from smartphones. Section 5 of 

this course will cover recovering deleted applications in more detail.

The three files below will show which apps had access to spotlight and 

others including the location restrictions/settings:

• /Library/Preferences/com.apple.corespotlightui.plist

• /Library/TCC/TCC.db

• /Library/Caches/locationd/

• clients.plist

• consolidated.db > Tables of Interest: BeaconFences and 

Fences **NOTE: The location artifacts here should not 

be trusted. A great blog to read on this was written by Ian

Whiffin: http://www.doubleblak.com/m/blogPosts.php?

id=22.



What’s Draining the Battery?

FOR585 | Smartphone Forensic Analysis In-Depth1

Ever wonder how your device knows what is draining the battery? Yep,

there  are  files  to  track  that.  Simple  files  like

/Library/Preferences/com.apple.BatteryCenter.BatteryWidget.plist  show

if the user can  see  the battery  icon.  Other  files  like

CurrentPowerLog.PLSQL will  rock  your  investigation  if  you  find  an

older backup or device.

The number of artifacts found in the

/

private/var/containers/Shared/SystemGroup/<GUID>/Library/BatteryLife

/CurrentPowerlog.PLSQL is astounding. This file provides us access to 

glimpses of user data that was draining the battery, supports application 

usage (even if deleted), how the data was used (Wi-Fi versus cellular), 

and potential timestamps that can link a user and an activity to the iOS 

device. Most tools support parsing of data from this file and a Full File 

System extraction is required to obtain it.

Sarah Edwards kicked off the research with her Bsides NOLA 

presentation. Check it out at https://for585.com/518. This file contains 

over 200 tables. Enjoy parsing that!
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Screentime

FOR585 | Smartphone Forensic Analysis In-Depth1

Screentime can be used in most investigations to put applications in use 

and for specific periods in time. Everything that is used to keep us 

“digitally healthy” tends to be helpful in forensic investigations. Most 

commercial tools are parsing artifacts from Screentime, and the files of 

interest are below. This artifact is going to be a part of your next lab!

/private/var/mobile/Library/Application  

Support/com.apple.remotemanagementd/RMAdminStore-Cloud.sqlite

/private/var/mobile/Library/Application  

Support/com.apple.remotemanagementd/RMAdminStore-Local.sqlite



Lab 3.2
iOS Forensic Analysis
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Placing the Device at the Scene of the Crime

/private/var/mobile/Library/Caches/com.apple.routined/Cache.sqlite

•All core location service API requests (searches, speed of vehicle and more)

/private/var/mobile/Library/Caches/com.apple.routined/Local.sqlite

•Parked vehicle events and Significant Locations

/private/var/mobile/Library/Caches/com.apple.routined/Cloud-V2.sqlite

•Significant locations

/private/var/mobile/Media/PhotoData/Photos.sqlite

•GPS data of photos

/private/var/mobile/Media/PhotoData/Caches/GraphService/CLSPublicEventCache.sqlite

•List of queried events (concerts, sporting events, etc.)

/var/mobile/Media/PhotoData/Caches/GraphService/PhotosGraph/photosgraph.kgdb

• Photo analytics

FOR585 | Smartphone Forensic Analysis In-Depth1

Jared Barnhart, Heather Mahalik, and Ian Whiffin dove into researching

location artifacts on iOS and Android and rating them on what you can 

trust based upon timestamp and location accuracy. The full webinar is 

available on Cellebrite’s website. https://cellebrite.com/en/episode-15-

ibeg-to-dfir-location-data-on-ios-and- android-devices/. Some of these 

files require a jailbreak to obtain full file system access.

The Location cheat sheet for this webinar is available in your Dropbox 

under Day/Section 3. Some of these databases are parsed by the 

commercial tools, iLEAPP and APOLLO. Always make sure you verify 

that they are being parsed for all relevant information when your 

investigation involved location artifacts.

/

private/var/mobile/Library/Cache

s/com.apple.routined/Cache.sqlit

e Tables of Interest:

Z

R

T

C

L

L

O

C

A



T

I

O

N

M

O

 

Z

R

T

C

L

L

O

C

A

T

I

O

N

M

O

 

Z

R

T

V

I

S

I

T

M

O

ZRTLEARNEDLOCATIONOFINTERESTVISITMO

/

private/var/mobile/Library/Cache

s/com.apple.routined/Local.sqlite

Table of Interest:

ZRTVEHICLEEVENTMO

/

private/var/mobile/Library/Caches/co

m.apple.routined/Cloud-V2.sqlite 

Tables of Interest:

Z

R

T

L

E

A

R

Technet24



N

E
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S

T

I

M

O

 

Z

R
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E

A

R

N

E

D

P

L

A

C

E

M

O

 

Z

R

T

M

A

P

I

T

E

M

M

O

/

private/var/m

obile/Media/P

hotoData/Phot

os.sqlite 



Tables of 

Interest:

ZASSE

T 

ZADDI

TIONA

LASSE

TATTR

IBUTE

S 

ZCLO

UDMA

STER

MEDI

AMET

ADAT

A

/private/var/mobile/Media/PhotoData/Caches/GraphService/CLSPublicEventCache.sqlite

/

var/mobile/Media/PhotoData/Caches/GraphServi

ce/PhotosGraph/photosgraph.kgdb Table of 

Interest:

EDGEVALUE

Cache.sqlite
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iOS location cache is stored in 

/private/var/mobile/Library/Caches/com.apple.routined/Cach

e.sqlite Tables of Interest:

Z

R

T

C

L

L

O

C

A

T

I

O

N

M

O

 

Z

R

T

C

L

L

O

C

A

T

I

O

N

M

O

 



Z

R

T

V

I

S

I

T

M

O

ZRTLEARNEDLOCATIONOFINTERESTVISITMO

All location requests conducted on the iOS device results in an entry 

being created in the database. The location and the timestamp are accurate

based upon the research conducted by Jared, Heather and Ian. Refer to the

same webinar and cheat sheet mentioned in the previous slide. Maps and 

camera are constantly recording for information to store here. System 

Services and Safari monitor on occasion.

ArtEx is shown in the slide with Cached location results from this database.

Cloud-V2.sqlite
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Significant locations are extremely relevant to iOS investigations. While 

the user can elect what they want to have tracked, often you will relevant

information in this database. APOLLO, created by Sarah Edwards, 

parses this database nicely as you will see in your next lab.

Additional Artifacts Tracking Locations

/Library/Preferences/com.apple.weather.plist

/Library/Maps/Bookmarks.plist

/com.apple.Maps/Maps

/com.apple.Maps.plist

/group.com.apple.Maps.plist 

FindMy

• AirTag and more

iCloud and Google cloud

FOR585 | Smartphone Forensic Analysis In-Depth1

As previously discussed, location artifacts are everywhere on iOS 

devices. A sample list is provided in this slide. We recommend use of 

your tools to triage locations and gain an idea on where the user was 

when an event or crime occurred. From there, refer to your cheat sheet to 

dive into the paths that track user locations. Do not forget to leverage the 

Location Cheat Sheet available in Day/Section 3 of your course Dropbox.

Here is the sample list of other places to consider finding location data.

This does not even scratch the surface of all of the location artifacts that

will exist on iOS devices when we think of third-party application data.



Think of everything you learned up until this point. Even concepts from

Android apply here. Go forth and enjoy the hunt.

• /Library/Preferences/com.apple.weather.plist

• /Library/Maps/Bookmarks.plist

• /com.apple.Maps/Maps

• /com.apple.Maps.plist

• /group.com.apple.Maps.plist

• /private/var/mobile/Library/Caches/com.apple.findmy.fmipcore/Devices.data

• /private/var/mobile/Library/Caches/com.apple.findmy.fmipcore/Items.data

• iCloud and Google cloud

Make sure you 

verify locations as 

the device may 

appear to be 

somewhere it 

wasn’t. A great 

blog on the 

accuracy of 

locations by Ian 

Whiffin can be 

found at: 

https://doubleblak.c

om/blogPosts.php?

id=14.
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Health: More than Exercise

/Library/Health/

•healthdb.sqlite: Activity Sharing, Settings, Sync, etc.

•healthdb_secure.sqlite: Achievements, Workouts, Friends, etc.

/Library/Health/ActivitySharing/Contacts2.dat

Tracks Workout and “Non-Active” Periods 

Historical Database Contents

•Yep, it seems to never forget!

/Library/Caches/locationd/cache_encryptedC.db

FOR585 | Smartphone Forensic Analysis In-Depth1

Health data is one of the hottest iOS topics, and I have spent a ton of time

researching it to help former students put a person behind a crime. How?

The two databases listed here track so much about the user. More than

just a workout completed.

• /Library/Health/

• healthdb.sqlite: Activity Sharing, Settings, Sync, etc.

• healthdb_secure.sqlite: Achievements, Workouts, Friends, etc.

• /Library/Health/ActivitySharing/Contacts2.dat: friends you share workouts with

• /

private/var/root/Library/Caches/locationd/cache_encrypte

dC.db: Steps, distance, floors climbed, timestamps and 

more (requires a jailbreak).

• /Library/Caches/locationd/cache_encryptedC.db

Sarah Edwards and I presented #DFIRFIT or Bust at the DFIR Summit in

Austin, TX, in 2018. This talk drummed up a lot of interest. Our talk was 

recorded and is available on the SANS YouTube channel. Since then, I 

have done several talks on Health and Making a Murderer: Health 

Edition. These presentations can be found on smarterforensics.com. 

Health data provides so much information and can help solve many 

different crimes. Even insurance companies are using data to prove that 

someone was healthy and active while collecting workers compensation 



from the workplace. Think about it…. It’s scary!

Sarah Edwards released APOLLO, which will parse some of the health 

data. Most commercial tools parse health as well.

Reference:

https://github.com/mac4n6/Apollo

The query below parsed the information in the healthdb_secure.sqlite and

sorted by date to prove where the user was at specific periods of time. If 

you are interested in other scenarios, go out to my previous presentations 

where I demo dragging a body and more.

Select

datetime(samples.start_date+978307200,'unixepoch','loc

altime') as "Start Date", 

datetime(samples.end_date+978307200,'unixepoch','loc

altime') as "End Date", samples. data_id,

case
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=
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"

when 

data_ty

pe = 9 

then 

"resting

energy"

when 

data_ty

pe = 10

then 

"active 

energy"

when 

data_ty

pe = 12

then 

"flights 

climbe

d"

when 

data_type = 

67 then 

"weekly 

calorie goal" 

when 

data_type = 

70 then 

"watch on"
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when 

data_ty

pe = 83

then 

"some 

workou

ts" end 

as 

"activit

y type",
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quantity, original_quantity, unit_strings.unit_string, original_unit, 

correlations.correlation, correlations.object,correlations.provenance

string_value, metadata_values.data_value, 

metadata_values.numerical_value, 

metadata_values.value_type,metadata_keys.key

from samples

left outer join quantity_samples on 

samples.data_id = quantity_samples.data_id

left outer join unit_strings on 

quantity_samples.original_unit = 

unit_strings.RowID left outer join 

correlations on samples.data_id = 

correlations.object

left outer join metadata_values on 

metadata_values.object_id = 

samples.data_id left outer join 

metadata_keys on metadata_keys.ROWID =

metadata_values.key_id order by "Start 

Date" desc

Health:Validate Tool Findings

FOR585 | Smartphone Forensic Analysis In-Depth1



Most commercial tools are parsing iOS health data. However, not all 

tools are perfect, and most will interpret the data in different manners. It 

is up to you to validate the findings.

The following query will parse additional information to 

prove if the tool extracted it correctly. select :

datetime(samples.start_date+978307200,'unixepoch','loc

altime') as "Start Date", 

datetime(samples.end_date+978307200,'unixepoch','loc

altime') as "End Date", samples. data_id, case
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when 

data_ty
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pe = 9 

then 

"resting 

energy" 

when 

data_ty

pe = 10 

then 

"active 

energy" 

when 

data_ty

pe = 12 

then 

"flights 

climbed

" when 

data_ty

pe = 67 

then 

"weekly

calori 

goal" 

when 

data_ty

pe = 70 

then 

"watch 

on"
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when 

data_ty

pe = 83

then 

"some 

workou

ts" end 

as 

"activit

y type“,

quantity AS "Flights"

from samples

left outer join quantity_samples on 

samples.data_id = quantity_samples.data_id

left outer join unit_strings on 

quantity_samples.original_unit = 

unit_strings.RowID left outer join 
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correlations on samples.data_id = 

correlations.object

left outer join metadata_values on 

metadata_values.object_id = 

samples.data_id left outer join 

metadata_keys on metadata_keys.ROWID =

metadata_values.key_id where "Start Date" 

like '%2017-01-19%'

order by "Start Date" desc

Was the Device in Use?

/SystemConfiguration/preferences.plist

/Library/CoreDuet/People/interactionC.db

• Can be obtained from Adv. Logical and backup if extraction is encrypted

/networkd/db/netusage.sqlite

/Library/Preferences/com.apple.identityservices.idstatuscache.plist

/preferences/SystemConfiguration/com.apple.networkidentification.plist 

And more – data is everywhere!
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Proving that a device was in use may aid in your investigation. Obviously, you can 

search for powering events, determine if the device was unlocked, see if any 

activity was synching or updated, search for application and browser activity, and 

even see the last time it was booted. Some of these artifacts will require a full file 

system extraction. You should be able to dig far enough into the evidence that you 

can determine device usage. As always, refer to your cheat sheet for more 

information. There are so many artifacts left behind. Remember, every contact 



leaves a trace.

The file /Library/CoreDuet/People/interactionC.db shows datetimes (both start

and end), application used, sender (if relevant), and more. This file is parsed 

by most tools and associated to the activity in question.

/private/var/networkd/db/netusage.sqlite

Table of interest:

znetworkattachmentzkind 1 is Wi-Fi, 2 is Cellular.

A sampling of files that prove device activity include:

• /SystemConfiguration/preferences.plist

• /Library/CoreDuet/coreduetd.db: lock/device passcode

• /Library/Preferences/com.apple.identityservices.idstatuscache.plist

• /preferences/SystemConfiguration/com.apple.networkidentification.plist

• /Library/Preferences/

• com.apple.aggregated.plist (Last boot time—not necessarily last time used!)

• com.apple.contacts.donation-agent.plist (last metrics attempt datetime)

• com.apple.contextstored.plist (activity throttling dates)

• com.apple.contextstored.plist (activity throttling dates)

InteractionC.db

• /mobile/Library/ 
CoreDuet/People
/interactionC.db

• Requires at least 
an encrypted 
iTunes or 
Advanced logical
extraction to 
obtain this file

FOR585 | Smartphone Forensic Analysis In-Depth1
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Most tools parse InteractionC.db. In this slide, we see that AXIOM 

parses InteractionC.db for Contacts and Interactions. The Contacts are 

shown in the slide.

com.apple.identityservices.idstatuscache.plist

• Identity service is used by 
Apple to validate user 
credentials as they 
traverse Apple’s ESS

• May contain deleted 
messages, FaceTime, and 
email
• Metadata only, no content

• Contains metadata for 
many things:
• iCloud
• Fitness

FOR585 | Smartphone Forensic Analysis In-Depth1

The com.apple.identityservices.idstatuscache.plist is located at

/

var/mobile/Library/Preferences/com.apple.identityservices.idstatuscache.

plist. This file is used by Apple to confirm the user’s credentials as it 

travels across Apple’s ESS (Enterprise Shared Services). This file stores 

so much information and it should be examined for every iOS device you 

come across. You will find account information, iCloud sync dates, 

metadata (email addresses, phone numbers) and a lookup date for each 

item. While content isn’t available, this file may provide keywords and 

clues that are invaluable to your investigation.

The screenshot on the right shows an example of the last LookupDate for 



FaceTime Audio. More research is required on this file, but the artifacts 

may provide hints on where to dive deeper in other files on the iOS 

device.

*Special 

thanks to 

Detective 

Chad Gish for

uncovering 

this incredible

artifact!

KnowledgeC (1)

Application

Usage,

Installation

and

Activities

• Requires full
Audio status

Safari

file system
History

access
• Jailbreak

Considerations

• GrayKey
Bluetooth Power

connections
status • Cellebrite

Premium
• CAS

Battery Lock status 

usage
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The KnowledgeC data base is extremely important to forensic 

investigations, but it does require additional access to obtain a full file 

system dump. This file is located in 

/private/var/mobile/Library/CoreDuet/Knowledge directory. You will find

that this file is a merge of system artifacts and user artifacts that may be 

useful to your investigation.
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Sarah Edwards wrote a helpful blog, which can be read here: 

https://www.mac4n6.com/blog/2018/8/5/knowledge-is-power-using-the-

knowledgecdb-database-on-macos-and- ios-to-determine-precise-user-and-

application-usage. Another helpful blog is explained by the view of Ian 

Whiffin and can be found here: https://doubleblak.com/blogPosts.php?

id=2

KnowledgeC (2)
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As with most of these artifacts, the commercial tools will parse it as will 

iLEAPP and APOLLO. You will be examining this file in your 

upcoming lab.



APOLLO

• Developed by Sarah Edwards to help tie multiple artifacts together
• May need a full file system dump or jailbreak to obtain all relevant 

files
• Some files are still worth running to get a summary of activity

FOR585 | Smartphone Forensic Analysis In-Depth1

APOLLO is provided inside of your VM in Scripts for Class. Make sure 

you update to the current version, as needed because bugs are fixed as 

quickly as Sarah can manage. The command line shows how to run 

APOLLO on an iPhone. The first step is to export databases of interest 

from your tool of choice and then run APOLLO against that directory. 

Some tools have even implemented APOLLO, so the export isn’t 

required. I selected to run “yolo” as the version because I assumed the 

user updated. A sampling of the results is provided.
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iLEAPP – A Free Parser

Mobile Installation iOS Notifications 

Logs

Build Info (iOS
sWireless cellular , 

version, etc.) ervice info (IMEI
number, etc.)

ApplicationState.db 

Screen icons list by support for app 

screen and in grid bundle ID to data

order. container GUID 

correlation.

User
 and computer

KnowledgeC +names that the iOS Powerlog artifacts 

device connected to.

https://github.com/abrignoni/iLEAPP
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iLEAPP is a community tool developed by Alexis Brigoni. His Twitter,

Github and blog are shown in the slide. Alexis is always pushing to fill

gaps and help the community extract data of interest. iLEAPP should be

used in the next lab as you will easily uncover artifacts that you may

have missed.



Best Practices for iOS Analysis

Encrypt all extractions – MANDATORY for iOS 13 – iOS 15

Assume the user upgraded the iOS version

Assume the user upgraded third-party applications 

Always verify date/timestamps

• Do they fit the timeline?

• Do they make sense?

Consider data retention

• iOS is not consistent with data retention

• Understand that you may not be able to uncover all artifacts

Be prepared to manually parse databases and plists

FOR585 | Smartphone Forensic Analysis In-Depth1

This page intentionally left blank.

Technet24



Hunting for Malware

Is the device jailbroken?

Were apps compromised by XcodeGhost present on the device? 

What applications are installed?
Examine the TCC.db

Think outside the box:
• What’s draining the battery?

• /Library/BatteryLife/CurrentPowerlog.PLSQL
• What apps are frequently used?
• /Library/BatteryLife/CurrentPowerlog.PLSQL
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Powerlog archives can be useful when attempting to track malware on an

iOS device. CurrentPowerlog.PLSQL contains dates and times that can 

be associated with applications running in the background, applications 

draining the battery and surviving if the user deletes the app. This file 

should be examined in every investigation. Even if malware isn’t a 

concern, this file tracks so many items that are logged without user 

knowledge. The data-retention time for each table may differ; iOS 

version and available space may determine how much is stored in this 

archive. For more information on this archive, refer to Sarah Edwards’ 

presentation (https://for585.com/518).



Lab 3.3
iOS Forensic Analysis with Scripts
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