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WHAT IS AZURE ACTIVE DIRECTORY?

Azure Active Directory is the cloud-based identity and access management platform from Microsoft. It
is used for authentication to Microsoft Cloud services such as Azure and Office 365 and can be used
as an identity provider by other SAAS cloud services.

HHHE (i,

175M 90% of Fortune . . 450B monthly
N . |.1B identities o
organizations 500 companies authentications
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What Is Azure Active Directory?

Azure Active Directory or Azure AD is a cloud service provided by Microsoft to support identity and access
management integrated into several cloud services such as Azure and Office 365 applications. Azure AD is
comparable with your on-prem Active Directory, which is used as an identity server for your on-prem
components.

Azure AD is based on TaaS and provides a high scalable, always-on available identity service for your cloud
applications. Several capabilities exist within Azure AD by providing identity as a service based on several
open standard protocols. These will be described in the next sections.

Azure AD is widely used by many organizations, Microsoft published the following numbers in 2018 (from the
Ignite conference):

* 17.5 Million organizations are using Azure AD as identity service for their cloud environment
*  90% of Fortune 500 Companies have implemented Azure AD
¢ In total, Microsoft has 1.1 Billion identities within their Azure AD service

* 450 Billion authentication requests are handled on a monthly basis

We can conclude that AZURE AD is becoming one of the de-facto standards for identity as a service within
cloud environments. This is also caused by the easy integration into other platforms such as Office 365.

4 © 2021 NVISO
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AZURE ACTIVE DIRECTORY QUICK-START

Create a new tenant for

your organization Create a new directory

Home > New > Create directory
Create directory o X
= * * Organization name @
' Azure Active Directory | Contoso ~f"
D Azure Active Directory * Initial domain name @
MARKETPLACE | ‘
contoso s/
Compute Results contoso.onmicrosoft.com
Country or region @
NAME United States v

Azure Active Dire
m Azure Active Di .:tcr\:‘.ﬂn o Directory creation will take about

one minute.

SOURCE: https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-access-create-new-tenant
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Azure Active Directory Quick-Start

Before setting up Azure AD, you need to have an Azure subscription, which can be created for free via
https://azure.microsoft.com/en-us/free/. You can create a basic tenant for your organization via the Azure portal
using a Global Administrator account. After you sign in to the Azure portal, you can create a new tenant for
your organization. Your new tenant represents your organization and helps you to manage a specific instance of
Microsoft cloud services for your internal and external users.

1. Creating a new tenant

* Select Create a resource, select Identity, and then select Azure Active Directory.

2. Create a new directory
* Type the name of your organization into the Organization name box.
* Type <initial domain name> into the Initial domain name box.
» Select the required region / country in the Country or region box.

¢ Select Create.

Your new tenant is created with the domain <initial domain name>.onmicrosoft.com. You now have
successfully created your first Azure AD tenant.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-access-create-new-
tenant

© 2021 NVISO 5
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A QUICKWORD ON AZUREAD LICENSING

Self-
Password Service Identity
Protection Password Protection
Reset

Priviledged
Identity
Management

License

Free

Premium PI

Premium P2

SOURCE: https://azure.microsoft.com/en-us/pricing/details/active-directory/
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A Quick Word on Azure AD Licensing

Several licensing models exist within Azure AD. By default, the Free tier is enabled, which gives you basic
identity and access management features. In case you want to use more advanced features, an upgrade to a
premium license is required. The following licensing options exist within Azure AD:

Azure Active Directory Free

Provides user and group management, on-premises directory synchronization, basic reports, self-service
password change for cloud users, and single sign-on across Azure, Office 365, and many popular SaaS apps.

Azure Active Directory Premium P1

In addition to the Free features, P1 also lets your hybrid users access both on-premises and cloud resources. It
also supports advanced administration, such as dynamic groups, self-service group management, Microsoft
Identity Manager (an on-premise identity and access management suite) and cloud write-back capabilities,
which allow self-service password reset for your on-premises users.

Azure Active Directory Premium P2

In addition to the Free and P1 features, P2 also offers Azure Active Directory Identity Protection to help
provide risk-based Conditional Access to your apps and critical company data and Privileged Identity
Management to help discover, restrict, and monitor administrators and their access to resources and to provide
just-in-time access when needed.

"Pay as you go" feature licenses

You can also get additional feature licenses, such as Azure Active Directory Business-to-Customer (B2C). B2C
can help you provide identity and access management solutions for your customer-facing apps.

Reference: https://azure.microsoft.com/en-us/pricing/details/active-directory/

6 © 2021 NVISO
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AZUREADYVS.ACTIVE DIRECTORY

Directory information LDAP REST APIs / PowerShell
Authentication protocols NTLM/Kerberos OAuth/SAML/OpenlDConnect/...
Directory Structure Organizational Units Flat Structure
Configuration Management Group Policies Conditional Access
Domain Structure Domain/Forest Tenant
External domains Trusts Business-to-business users
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Azure AD vs. Active Directory

It’s important to note that, although they share a name, Azure Active Directory and a traditional on-premise
Active Directory have very little in common.... Azure Active Directory is not “just a domain controller in the
cloud”; they use different protocols, structures, trust and domain/ directory structures. So, let’s take a look at
the differences between a regular Active Directory and Azure AD:

Request directory information

*  Windows Active Directory is essentially a database / phonebook that helps you organize your
company users, groups, policies, and more. To request information from your Active Directory, the
Lightweight directory access protocol (LDAP) protocol is used.

*  Microsoft designed Azure AD to support internet (web) based services: Representational State
Transfer (REST) API interfaces are used to retrieve specific information from Azure AD. Another
option to request specific information is to execute directory queries via PowerShell.

Authentication Protocols

* Delegated authentication is supported by your on-prem domain controller through authentication
protocols such as NTLM and Kerberos. The protocols were originally designed to work on a local
network and are not suitable for internet-based authentication.

*  Within Azure AD, several web-based protocols are supported to enable delegated authentication:
Some of the most common authentication protocols supported are OAuth, SAML and OpenID
Connect. This enables organizations to integrate Azure AD authentication with external applications or
other SaaS solutions.

© 2021 NVISO 7
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Directory Structure

In Active Directory, you can use Organization Units to organize objects into logical administrative
groups. An Organizational Unit or OU can contain objects such as accounts, computers, printers,
applications, and many others.

In Azure Active Directory the structure is flat; there is no logical structure that can be implemented
such as organization units. Azure AD has only 3 type of objects: users, groups, and applications. It was
designed as an identity provider for modern authentication mechanisms.

Configuration Management

The group policy feature is used to control the working environment via Windows Active Directory.
These provide central management and configuration options for systems, applications, and users
settings within the domain.

Configuration management within Azure AD is very limited; the only type of centralized configuration
tool is called conditional access. This policy only allows you to enforce specific conditions in case you
want to grant access to applications. It should be noted that Microsoft Intune can be used to adapt
configurations enterprise-wide.

Domain Structure

At the top level, you can define forest and domain tree that include multiple domains. In most cases,
these concepts are used for greater isolation and autonomy when necessary. Most common scenarios to
have one forest and multiple domains are based on multiple sub-organizations within one forest,
multiple departments within one large forest or based on geo-location.

Azure AD uses the concept of a tenant: A tenant is a fully independent resource, and there is no parent-
child relation possible between tenants.

External domains

Active directory domain-to-domain communications are done via trusts. An AD trust is a secured
authentication and communication channel between different entities. Trusts enable you to give access
to specific users, groups, and computers across different domains.

A typical case within Azure when using external domains is that an external user wants to have access
to specific resources within your tenant. The concept of trusts doesn’t exist within Azure AD. In case
business-to-business collaboration is required, you can invite guest users to access specific resources
within your tenant.

© 2021 NVISO
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AZURE AD FUNDAMENTALS: DIRECTORY STRUCTURE

Users

A user is an identity that is stored in Azure AD; a user is represented by a username and
password. Additional information can be stored such as contact information, job
information, and specific settings that are applicable for this user.

Groups

Azure AD supports 2 group types: Security and Office365 groups. A group is a collection
of owners and members. Azure AD supports dynamic and assigned memberships for
each group.

Applications

Azure AD provides secure access to cloud and on-premises applications. Each application
needs to be registered to use Azure AD as your identity service. Within Azure AD, you
have 4 types of applications that you can add.

S ANS SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection

Azure AD Fundamentals: Directory Structure

Azure Active Directory is an identity service with a flat structure. Within this structure, three common objects
are configured related to identities within Azure AD. An identity is an object that can get authenticated via
passwords, secret keys or certificates. Within each tenant, an Azure AD directory is a trusted and isolated
structure. Within this directory, you can create the following identities:

» User accounts: This is an identity with data associated with it, an account can’t exist without an
identity. A user account is created through Azure AD or another Microsoft cloud service and these are
stored within your Azure AD and accessible to your organization’s cloud service subscription. User
accounts are associated with work or school account within the Microsoft Cloud.

* Groups: Groups are created to manage permissions on a higher scale. Resources such as user accounts
can be part of a group as a group owner or member. A set of access permissions can be assigned to a
group instead of having to provide the rights one-by-one. The group owner is in control and can give
management rights to other users as needed. There are 4 common ways to assign access rights:

* Direct assignment: The resource owner assigns access directly to the user
* Group assignments: The resource owner assigns access for all members of that group

* Rule-based assignment: The resource owner uses a rule to define which users are assigned to that
resource. The rule is based on attributes assigned to individual users.

» External authority assignment: Access comes from an external resource, e.g., on-premises Active
Directory.

© 2021 NVISO
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* Applications: Azure AD provides secure access to cloud and on-prem applications. Within Azure AD,
there are four main types of applications that can use Azure AD as an identity service provider:

Azure AD gallery application: This is a pre-generated list of more than 1,000 applications for single
sign-on with Azure AD (e.g., Office 365).

On-premises application with application proxy: On-prem applications can use the application proxy
to support single sign-on.

Custom developed applications: Custom applications can be registered within Azure AD to support
single sign-on.

Non-Gallery applications: Other applications can be added to Azure AD, if they support
username/password, SAML or OpenID Connect protocols.

More information about the Azure AD structure and terminology can be found here:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis

10
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AZURE AD FUNDAMENTALS: MANAGEMENT INTERFACES

reate a resource NVISO Test - Getti tarted
J;C : pvadt- Rt Web Based Interface (https://portal.azure.com)
Home

[0 searen s | «
& Dashboard L Search (Crts) ' . .
IS Al seni @ Overview Azure Active Directory can be configured and managed via

ravorTES &' Eaimyist portal.azure.com and locate the Azure Active Directory Submenu.
5 * Manage Most organizations use this interface for daily operations such as:
<> Function A

o 5 I. Management of user accounts
B 5QL databases M Users

6 2. Management of user groups

& Azure Cosmos DB M Groups

3. Identity and access management monitoring

- . | I3} i
K virtual machines i Organizational relationships

@ [oad|balancers) Roles and administrators

a
I storage accounts : Enterprizesprlceiens PowerShell Module (MSOnline)
Devices

<+ Virtual networks

3 Monitor 8 App registrations

{8 Identity Governance Azure Active Directory PowerShell Module enables you to execute
& roveor £ application proxy administration tasks via PowerShell. You can install this module by
O security Center % Lcenses running the following command in PowerShell:

@ Cost Management + Bill... O Azure AD Connect

8 Help + support + Custom domain names Install-Module AzureAD
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Azure AD Fundamentals: Management Interfaces

Managing Azure AD can be done in several ways. The most common method for configuring Azure AD is by
using the web-based portal. In case you are a privileged account (Global Administrator), you can configure all
the Azure AD features and use this interface for daily operations such as:

1. Managing user accounts
2. Managing user groups

3. Monitor identity and access management

A more advanced way to manage your Azure AD is via PowerShell. Microsoft has a complete reference guide
listing all the Cmdlets that you can access via the PowerShell module. This is very useful in case you want to
automate certain tasks, or you need to execute something in bulk on several objects. The Azure PowerShell
model can be installed by running the following command Install-Module AzureAD. The cmdlets in the Azure AD
module enable you to retrieve data from the directory, create new objects in the directory, update existing
objects, remove objects, as well as configure the directory and its features.

A full reference to all Cmdlets can be found on the Microsoft website via the following link:
https://docs.microsoft.com/nl-nl/powershell/azure/active-directory/overview?view=azureadps-2.0 or use the
Get-Help <Cmdlet name>

© 2021 NVISO 11
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AZURE AD FUNDAMENTALS: SELF-SERVICE PASSWORD RESET

When enabled, users can reset their own password using several authentication methods configured at first
sign-in.

https://passwordreset.microsoftonline.com/ Authentication methods:
Mobile app notification

Get back into your account
Mobile app code

Wh ? .
0 are you Personal email
To recover your account, begin by entering your user ID and the characters in the picture or audio below. M Obl I e Phone
User ID: 3
% Office phone
Example: user@contoso.onmicrosoft.com or user@contoso.com SeC u rlt)’ q ueStionS
E ﬁ “ (predefined or custom)

L,/ / Z  Add predefined security questions

v
In what city did you meet your first spouse/partner? In what city was your father born? ~ What city were you in on New Year's 2000?
Fnterthe characters i the picture or the words inthe 2udio. 1\ hat city did your parents meet? In what city was your first job? What is the last name of your favorite teacher in high school?
e | oo In what city does your nearest sibling live? In what city was your mother born?  What is the name of a college you applied to but didn't attend?

SOURCE: https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-howitworks
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Azure AD Fundamentals: Self-Service Password Reset

The self-service password reset feature within Azure AD activates the password reset portal. User will be able
to reset their own password using several authentication methods to prove their identity. When a user goes to
the password reset portal, a workflow is kicked off to determine:

* How should the page be localized?

* Is the user account valid?

* What organization does the user belong to?
*  Where is the user’s password managed?

* Is the user licensed to use the feature?

When SSPR is enabled, you must select at least one of the following options for the authentication methods. It
is an industry best practice and also recommended by Microsoft that you choose two or more authentication
methods so that your users have more flexibility in case they are unable to access their account when they need
it. The following authentication methods are available:

* Mobile app notification
* Mobile app code

*  Email

* Mobile phone

* Office phone

* Security questions

Users can only reset their password if they have data present in the authentication methods that the
administrator has enabled. More information is available here:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-howitworks

12 © 2021 NVISO
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AZURE AD FUNDAMENTALS: SMART LOCKOUT

Smart lockout is a protection feature within Azure AD to lock out adversaries that are trying to brute
force passwords. This feature can recognize sign-ins coming from valid users and treat them differently
than those coming from unknown sources.This feature is enabled by default.

Thresholds can be configured to lock a specific
user. Recognition is based on trusted locations
and anomalies detected in the authentication
requests.

Enable a custom list of bad passwords that can’t
be used. Azure AD will validate the hashes and
report on users that are using weak passwords.

L
#
g
-
PS
=

You can also synchronize these password
protection mechanisms with your on-premises
domain controllers (agent required).

*

SOURCE: https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-smart-lockout
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Azure AD Fundamentals: Smart Lockout

Smart lockout is a protection feature within Azure AD to lock out adversaries that are trying to brute force
passwords. This feature can recognize sign-ins coming from valid users and treat them differently than those
coming from unknown sources. This feature is enabled by default and offers the following interesting functions:

* By default, smart lockout locks the account from sign-in attempts for one minute after 10 failed
attempts. The account locks again after each subsequent failed sign-in attempt, for one minute at first
and longer in subsequent attempts.

* Smart lockout tracks the last three bad password hashes to avoid incrementing the lockout counter for
the same password. If someone enters the same bad password multiple times, this behavior will not
cause the account to lockout. This can be integrated with hybrid deployments, using password hash sync
or pass-through authentication to protect on-premises Active Directory accounts from being locked out
by attackers.

* Each Azure Active Directory data center tracks lockout independently. A user will have
(threshold_limit * datacenter count) number of attempts, if the user hits each data center.

e Smart Lockout uses familiar location vs. unfamiliar location to differentiate between a bad actor and the
genuine user. Unfamiliar and familiar locations will both have separate lockout counters.

* The feature can be used to ban a custom list of weak passwords:
* The custom banned password list can contain up to 1,000 terms.

* The custom banned password list is case-insensitive.

© 2021 NVISO 13
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* The custom banned password list considers common character substitution. Example: "o" and "0"
OI. Ua‘l and "@"'
* The minimum string length is four characters, and the maximum is 16 characters.
Smart lockout is always on for all Azure AD customers with these default settings that offer an interesting mix
of security and usability. Customization of the smart lockout settings, with values specific to your organization,
requires paid Azure AD licenses for your users.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-smart-lockout

14 © 2021 NVISO


https://technet24.ir

AZURE AD FUNDAMENTALS: PASSWORD PROTECTION

Azure AD

= 'l
. Configure pwd Azure AD
Prevent users from using bad passwords based poliy  administrator
Re forwarded
on a global and custom (max 1,000) banned E o Bs E
password list in the cloud and on-premise. R S
Azure AD Password Protection Azure AD Password Protection
Proxy Service Proxy Service
Protect against password spraying attacks and U= Domain controlier #1 ) Domain controller #N Uy
- . quest new
dictionary attacks based on third-party M [SASSEXE password palicy [SASSEE rd
. | DC Agent password DC Agent password
compromised password lists. P fitr di (=7l Pud
change change
Password validation requests Password validation requests
Request new
. password policy
New passwords are normalized and fuzzy foure A0 D e 0 s,
matching is used to see if it is found in the e e
g|0ba| or custom Password IiStS. Read\write password policies . Read\write password policies
— replication —
SOURCE: https://docs.microsoft.com/en-us/azure/active- ' .l
directory/authentication/howto-password-ban-bad-on-premises-deploy Sysvel Sysvol
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Azure AD Fundamentals: Password Protection

Azure AD Password Protection allows you to eliminate easily guessed passwords and customize lockout
settings for your environment. Using it can significantly lower the risk of compromise by a password spray
attack. Microsoft maintains and updates a list of weak and vulnerable passwords, but as tenant owner, you are
also able to define your own bad passwords. The main use cases for Azure AD Password Protection are:

* Prevent users from using bad passwords based on a global and custom (max 1,000) banned password

list in the cloud and on-premise.

* Protect against password spraying attacks and dictionary attacks based on third-party compromised

password lists.

* New passwords are normalized, and fuzzy matching is used to see if it is found in the global or custom

password lists.

The password policy that you define in Azure can also be synced to your on-premises directory by using Azure
AD Password protection DC Agent software. This agent can be found here:
https://www.microsoft.com/en-us/download/details.aspx?id=57071

For more information and details, you can find a full overview here:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad

© 2021 NVISO
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AZURE AD FUNDAMENTALS: ADMINISTRATIVE ROLES

Built-in administrative roles exist in Azure AD for granting administrative permissions in Office 365 and
Azure which translate to effective permissions on API endpoints for Azure AD and Office 365 APIs.
» Conditional Access administrator Can manage conditional access capabilities. » The Global Administrator‘ role iS the domain
S—r ‘ admin equivalent for Azure AD and has full
» Directory readers Can read basic directory information. Commonly used to grant directory read access to applications and guests. permissions on O365 and can assign any
» Dynamics 365 administrator Can manage all aspects of the Dynamics 365 product. .. .

permission in Azure

& Customer LockBox access approver Can approve

+ Desktop Analytics a

 Exchange administrator Can manage all aspects of the Exchange product.

» External Identity Provide < P for usein

+ Global administrator i f Azure AD and that use Azure AD identitis

Name: Global administrator
» Guestinviter Can invite guest users independent of the ‘members can invite guests' setting

Description:  Users with this role have access to all administrative features in Azure Active Directory, as well as
 Helpdesk administrator c i d Helpdesk admin services that federate to Azure Active Directory like Exchange Online, SharePoint Online, and Skype

for Business Online. The person who signs up for the Azure Active Directory tenant becomes a global

& Intune administrator Can manage all aspects of the Intune product. Only global can assign other oles. There can be more
than one global administrator at your company. Global admins can reset the password for any user
and all other administrators. Note: In Microsoft Graph API, Azure AD Graph API, and Azure AD
PowerShell, this role is identified as "Company Administrator”. It is “Global Administrator” in the Azure
portal

» Kaizala administrator I Can manage settings for Microsoft Kaizala.

Ability to assign, remove and update li

Related articles: ~ Assigning administrator roles in Azure Active Directory
About Office 365 admin roles

Role permissions

microsoft.aad cloudAppSecurity/allEntities/allTasks Create and delete all resources, and read and update standard properties in microsoft.

Create and manage administrative units (including members)

microsoft. Create and delete applications, and read and update all properties in Azure Active Dir...
Create and delete . and read and update all properties in Azure
microsoftdirectory/auditLogs/allProperties/read Read audit logs.
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Azure AD Fundamentals: Administrative Roles

Within your on-prem Active Directory, you can define very fine-grained administrative roles; within Azure
AD, you have a predefined list of roles. Roles are updated on a regular basis by Microsoft to provide granular
permissions. This makes it a difficult task to manage administrator roles; it is recommended to review this list
on a regular basis and ensure you are using the right roles for your needs. Every tenant needs a global
administrator. This role is comparable to an on-prem domain (or enterprise) administrator. The role gives you
full permissions on Azure and Office 365. It is recommended to use this role only in very specific situations
and never for normal daily operations. Another best practice is to create one emergency account with the role
of global administrator and set a very strong password that is stored offline and can only be used if all other
users are locked out from your environment.

Below, we have listed some of the key roles that are described by Microsoft:

* Global Administrator: Users who are assigned to the Global administrator role can read and modify
every administrative setting in your Azure AD organization. By default, the person who signs up for an
Azure subscription is assigned the Global administrator role for the Azure AD organization. Only
Global Administrators and Privileged Role Administrators can delegate administrator roles.

* Application Administrator: Users in this role can create and manage all aspects of enterprise
applications, application registrations, and application proxy settings. This role also grants the ability to
consent to delegated permissions, and application permissions excluding Microsoft Graph and Azure
AD Graph.

* Authentication Administrator: Users with this role can set or reset non-password credentials and can
update passwords for all users. Authentication Administrators can require users to re-register against
existing non-password credential (for example, MFA or FIDO) and revoke/remember MFA on the
device.
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* Global Reader: Users in this role can read settings and administrative information across Microsoft 365
services but can't take management actions. Global reader is the read-only counterpart to Global
administrator. Assign Global reader instead of Global administrator for planning, audits, or
investigations.

* Helpdesk Administrator: Users with this role can change passwords, invalidate refresh tokens, manage
service requests, and monitor service health. Invalidating a refresh token forces the user to sign in
again. Helpdesk administrators can reset passwords and invalidate refresh tokens of other users who are
non-administrators.

* Security Administrator: Users with this role have permissions to manage security-related features in the
Microsoft 365 security center, Azure Active Directory Identity Protection, Azure Information
Protection, and Office 365 Security & Compliance Center.

* Security operator: Users with this role can manage alerts and have global read-only access on security-
related feature, including all information in Microsoft 365 security center, Azure Active Directory,
Identity Protection, Privileged Identity Management, and Office 365 Security & Compliance Center.

» Security Reader: Users with this role have global read-only access on security-related feature, including
all information in Microsoft 365 security center, Azure Active Directory, Identity Protection, Privileged
Identity Management, as well as the ability to read Azure Active Directory sign-in reports and audit
logs, and in Office 365 Security & Compliance Center.

Many other administrative roles are described on the Microsoft Azure website; you can find all descriptions at
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference
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AZURE AD ATTACK STRATEGIES: RECONNAISSANCE

MM

() Creating an O365 or Azure AD tenant automatically creates a domain <tenant

Adversaries will fingerprint your DNS records
and try to identify these TXT or MX records

SharePoint Online, Exchange Online and other
MS O365 services can be fingerprinted
(default login window)

Looking at the actual MX records or mail
headers, in case *.mail.protection.outlook.com

is used, you know the organization is using
Azure AD
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Azure AD Attack Strategies: Reconnaissance

Using Azure AD allows an adversary to perform reconnaissance in a rather simple way: Creating an O365 or
Azure AD tenant automatically creates a domain <tenant name>.onmicrosoft.com. Custom domains can also

name>.onmicrosoft.com. Custom domains can also be added to your tenant; owner
validation is done via dedicated DNS records.

sans699.com
Custom domain name

M Delete

@ To use sans639.com with your Azure AD, create a new TXT record with your domain name
registrar using the info below.

ALIAS OR HOST NAME | @ ‘E
DESTINATION OR POINTS TO ADDRESS | MS=ms26938748 ‘E
[3am [o]

Share these settings via email
Verification will not succeed until you have configured your domain with your registrar as
described above.

be added to your tenant; owner validation is done via dedicated DNS records.

Adversaries will request these DNS records and try to identify the information contained in the TXT or MX
records. Microsoft has 2 options to perform domain validation, where you as an organization need to change

your DNS settings with your registrar:

Furthermore, in case the organization is running Azure AD with SaaS (Software-as-a-Service) applications, the

1. A TXT record that has the value of MS=<random number> with a TTL of 3600 seconds

2. A MX record with a very high priority, destination of the MX record ms<random

number>.msv1.invalid with a TTL of 3600 seconds

adversary can look at the DNS MX records, DNS TXT records or federation records such as
adfs.targetdomain.com, sso.targetdomain.com, sts.targetdomain.com, and many more.
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AZURE AD ATTACK STRATEGIES: PASSWORD SPRAYING

Due to their public logon portals, cloud environments are excellent targets for password

spraying attacks. These types of attacks use a limited set of common passwords against
E many users within the Azure AD tenant. Usually, these span many different organizations
and identity providers.

. Account lockout doesn’t occur since
Common password | ah User Bob one password is used in
authentication attempt for each user
in the list.
I I Pause X seconds o
- User Alice When going to the next password,
Common password 2 the tool pauses.
ay User)m
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Azure AD Attack Strategies: Password Spraying

Due to their public logon portals, cloud environments are excellent targets for password spraying attacks. These
types of attacks use a limited set of common passwords against many users within the Azure AD tenant.
Usually, these span many different organizations and identity providers.

What is password spraying?

Traditional brute-force attacks attempt to gain unauthorized access to a single account by guessing the
password. This can quickly result in the targeted account being locked-out, as commonly used account-lockout
policies allow for a limited number of failed attempts (typically three to five) during a set period of time.
During a password spray attack, the malicious actor is going to try a limited set of commonly used passwords
against many accounts before moving on to attempt a second password, and so on. This technique allows the
actor to remain undetected by avoiding rapid or frequent account lockouts.

In our example, the attacker obtained a list of all users and is going target these users with one common
password. To remain undetected, the actor will pause the script for several seconds and then move on to a
second common password. Again, targeting all users in our scope: Bob, Jim, and Alice.

Password spray campaigns typically target single-sign-on (SSO) and cloud-based applications utilizing
federated authentication protocols.

Reference:

https://www.helpnetsecurity.com/2019/03/20/imap-based-password-spraying/
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AZURE AD ATTACK STRATEGIES: PASSWORD SPRAYING -TOOLS

Ruler (by Sensepost)
A tool that allows you to interact with Exchange servers remotely, through either the
MAPI/HTTP or RPC/HTTP protocol.

Usage: ./ruler —domain target.com —insecure brute —users ~/users.txt —passwords ~/passwords.txt —delay O —verbose

SprayingToolkit (by byt3bl33d3r)
A set of Python scripts that try password spraying attacks against Lync/S4B & OWA.

Usage: ./atomizer.py owa target.com ‘Password[23' emails.txt

MailSniper (by dafthack)
PowerShell tool for password spraying, enumerating users/domains, gathering the Global
Address List from OWA and EWS, and checking mailbox permissions.

Usage: Invoke-PasswordSprayEWS -ExchHostname mail.domain.com -UserList .\userlist.txt -Password
Fall2016
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Azure AD Attack Strategies: Password Spraying — Tools

Several tools exist to assist you with password spraying attacks and user enumeration. Once you have obtained
a list of commonly used password and users for that organization, you can use some of the following tools to
attack specific cloud services. Note that in most cases, password spraying attacks target legacy protocols, as
modern authentication mechanisms often have controls against password spraying (e.g., two-factor
authentication, conditional access,...)

In the enterprise world, we often still encounter support for legacy authentication protocols to support older
Office outlook clients, Mailing tools,... Azure AD is often used together with other O365 services; this means
that we could abuse the mail service to actually attack the Azure AD accounts!

The following list is a limited set of tools that can be used for password spraying or user enumeration attacks:

* Ruler (by Sensepost): Ruler was developed by Sensepost. It allows you to interact with Exchange
servers remotely, through either the MAPI/HTTP or RPC/HTTP protocol. The main aim is abusing
client-side Outlook features and gaining a shell remotely. Ruler has multiple functionalities but some
interesting functions from our perspective are: User Enumeration, create new malicious mail rules,
dump the Global Address List (GAL). The Ruler source code can be found here:
https://github.com/sensepost/ruler

* Spraying Toolkit (by byt3bl33d3r): A set of Python scripts/utilities that try to make password
spraying attacks against Lync/S4B & OWA a lot quicker, less painful, and more efficient. Atomizer is
one of the core scripts within the password spraying toolkit. It can execute password spraying via lync,
OWA, or IMAP and different file types can be used as password and user list. It allows you to Scrape
Google and Bing for LinkedIn profiles, automatically generate emails from the profile names using the
specified pattern, and perform password sprays in real-time. The Spraying Toolkit source can be found
here: https://github.com/byt3bl33d3r/SprayingToolkit
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* MailSniper: MailSniper is a penetration testing tool for searching through email in a Microsoft
Exchange environment. This tool based on PowerShell includes additional modules for password
spraying, enumerating users/domains, gathering the Global Address List from OWA and EWS, and
checking mailbox permissions for every Exchange user at an organization. The MailSniper source can
be found here: https://github.com/dafthack/MailSniper

In case modern authentication is enabled, adversaries will have to rely on other tools, which will be discussed
in a later section.

© 2021 NVISO
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AZURE AD ATTACK STRATEGIES: PASSWORD REUSE ATTACKS

Password reuse or replay attacks are highly effective against public cloud environments if
U MFA (Multi-Factor Authentication) is not enabled. Employees still often use the same
E password on personal and corporate accounts. Sites such as “Have | been pwned” and
“ghostproject” can assist you to gather a list of passwords that are possibly also used for
professional accounts.

The total amount of credentials (usernames/clear text password pairs) is [EEERCIEIEE -1 B

Search by full email address or username. Example: user@test.com, usertest, *@test.com

Search for a professional

account and validate if a *@example. com
password is compromised. |

Search Time: 0.03 seconds

Compromised
Credentials

_-esmermelegim-_@example.com: 123+

_-izmirli_cocuk-_@example.com:sin****
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Azure AD Attack Strategies: Password Reuse Attacks

Password reuse or replay attacks are highly effective against public could environments if MFA (Multi-Factor
Authentication) is not enabled. Employees still often use the same password on personal and corporate
accounts. Sites such as “Have I been pwned” and “ghostproject” can assist you to gather a list of passwords that
are possibly also used for professional accounts.

Once compromised accounts are identified for a target organization, they can be reused against O365 and their
corresponding Azure AD account. It’s useful to note that Microsoft has a built-in security control that aims to
prevent such attacks: Microsoft monitors leaked credentials, and in case the hashes of a compromised password
are stored in Azure AD, Microsoft will generate a report highlighting these compromised users.
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AZUREAD IDENTITY MODELS

MM

Cloud Only Identity
The default identity, this is an account created manually in Office 365 Admin Center or
Azure AD.These accounts are only stored in the cloud environment.

Synchronized Identity

Accounts are created on-premise in the local Active Directory. The credentials are
synced on a regular basis toward the cloud. AImost all organizations in a “Hybrid” setup
use synchronized identities.

Federated ldentity

Similar to a synchronized identity, as accounts are also managed by on-premise directory
services. The difference is that the authentication itself is performed by the on-premises
identity provider (e.g.,ADFS).
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Azure AD Identity Models

Within the identity service of Azure AD, three different types of identity models exist:

Cloud Only Identity

This means that the identity only exists in Azure AD; there is no link between Azure AD and other directories
to import identities. This is the default setting. When an Office 365 account is created, this account is stored in
Azure AD as a cloud-only identity.

Synchronized Identity

For larger organizations in hybrid mode, this is the most common setup, as identities are managed on-premise
and synchronized on a regular basis toward the cloud environment. Typically, the synchronization process is an
agent running on a domain controller that populates Azure AD.

Federated Identity

A federated identity is similar to a synchronized identity, except that in case of a federated identity, the on-
premises identity provider is responsible for the actual authentication. In case users are requesting access to the
cloud, they will be redirected to the on-premises idenity provider, and, after succesful authentication, they will
be redirected to the cloud service.

© 2021 NVISO
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INTRODUCING AZURE AD CONNECT

Azure AD Connect allows you to integrate your on-premises directories with
Azure AD. Users can use one common identity to access both on-prem resources
and cloud resources.

Users can use a single identity to access on-premises
applications and cloud services such as Office 365.

Azure AD Connect provides easy deployment experience for
synchronization and sign-in.

Integrates with the newest capabilities for hybrid authentication
scenarios. Azure AD Connect is the preferred method to
establish synchronization between your directories.

uuuuu

SOURCE: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect
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Introducing Azure AD Connect

Azure AD Connect is a tool designed by Microsoft to synchronize local identities with cloud identities. This
software enabled you to connect your on-premises Active Directory with Azure AD. It has several
functionalities, but the main goal is to synchronize users and groups from your local domain toward Azure AD.
The benefit is that end-users can use a single identity to access on-prem and cloud services. The default
synchronization interval is set to 30 minutes, but this setting can be changed to meet your requirements.

Note that Azure AD Connect is a common target attacker, as it needs to run both with high privileges on your
local Active Directory and with high privileges in your Azure AD environment. Typically, the Azure AD
Connect user is configured upon installation of the Azure AD Connection and has the following format:
“MSOL_XXXXXX”.
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RECOMMENDED ARCHITECTURE FORAZURE AD CONNECT

Permissions for the created AD DS account for express settings

Use the Active directory administrative tier model and set
buﬂ.'er. zones between hlgh-rlsk assets: Azure AD isa hlgh-rlSk The account created for reading and writing to AD DS have the following permissions '
v created by express settings:
asset therefore:
I. Create an isolated network segment with specific rulesets e ==
. . . . . ¢ Replicate Directory Changes assword sync
2. Consider it as tier 0 for administrative tasks «  Replicate Directory Changes Al

Security High Value Target for
Boundary Adversaries

Permission Used for

/N

High Privileges required
for the local domain

High Privileges required
1

for Azure AD
1
Windows Server 2016 AZUREAD . : :
Domain Controller CONNECT Security Azure Active Directory
Boundary
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Recommended Architecture for Azure AD Connect

Microsoft has developed a set of best practices on how to set up “buffer zones” between different enterprise tiers.

As Azure AD Connect requires high privileges in both environments, we must consider this as one of our most
critical servers. Dutch security researcher Dirk-jan Mollema presented a highly interesting talk, “I’m in your
cloud ... reading everyone's mail”, which is a perfect example of what could go wrong when an attacker abuses
this service and the accounts that are associated with Azure AD. We will deep-dive into this attack strategy a
little later in the courseware.

Furthermore, Adam Chester (@_xpn_) published a very interesting blog post on attacking Azure AD Connect at
https://blog.xpnsec.com/azuread-connect-for-redteam/.

References:

The full Microsoft documentation on the “Tiered Admin Model” can be bound at https://docs.microsoft.com/en-
us/security/compass/privileged-access-access-model

Setting up Azure AD Connect: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-
sync-whatis
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CONFIGURING AZURE AD CONNECT (1)

Azure AD Connect Express Settings are used when you have a single-forest topology
@ and password hash synchronization for authentication. Express Settings is the default option
and is used for most deployment scenarios.

Let’s assume we have a single forest and want to use Azure AD Connect with
Express settings: -

4 Microsoft

Sign in as a local admin on the Server you wish to
install Azure Connect AD on

Navigate and double-click AzureADConnect.msi

Select the box agreeing to the licensing terms and
gl g g
click “Continue”

Express Settings screen, click “Use Express Settings”
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Configuring Azure AD Connect (1)

Azure AD Connect Express Settings are used when you have a single-forest topology and password hash
synchronization for authentication. Express Settings is the default option and is used for most deployment
scenarios.

Let’s assume we have a single forest and want to use Azure AD Connect with Express Settings. This means we
will need to run through the following steps:

1. To install the Azure AD Connect agent, you need local admin privileges on the sever you wish to
install Azure Connect AD on. The MSI package can be downloaded via the official Microsoft website:
https://www.microsoft.com/en-us/download/details.aspx?id=47594

2. Transfer the MSI package toward the server and run the AzureADConnect.msi package.
3. Review and accept the licensing terms and select the Express Settings to continue the installation.

In case you want to use specific settings, for example if you have custom identifiers, referred to as anchor
points or you want to use other authentication methods, you need to use the custom settings and define your
own paramteres.

The full installation guide can be found here:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-express
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CONFIGURING AZURE AD CONNECT (2)

In the next steps, we need to step up the connection to Azure AD. This will require you to
@ have both the global administrator account and enterprise admin account for
your on-premises forest.

Let’s assume we have a single forest and want to use Azure AD Connect with
express settings: -

Ready to configure

Connect to Azure AD screen, enter the credentials
of a global administrator for your Azure AD

Connect to AD DS screen, enter the username and ‘
password for an enterprise admin account ETS——

Azure AD sign-in configuration page only shows if
you did not complete verify your domains.

On the Ready to configure screen, click Install.
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Configuring Azure AD Connect (2)

The next screen in the express installation guide is called “Connect to Azure AD”. In the next steps, we need to
step up the connection to Azure AD. This will require you to have both the global administrator account and
enterprise admin account for your on-premises forest. Once the credentials are given and the server has the
required outbound access to the internet, the agent can connect to your cloud environment and register the agent.

The next screen requests information about your on-premises domain (including the aforementioned enterprise
admin account). Additionally, in case your target domains are not yet configured, you can add and verify your
domains via the next screen.

That’s it! You will now get an overview of all the settings that will be installed, and Azure AD Connect is ready
to configure synchronization using the express settings.

The two checkboxes will allow you to:

* Unselect the “Start the synchronization process as soon as configuration completes” checkbox. You
should unselect this checkbox if you want to do additional configuration prior to first use (e.g.,
additional filtering);

* If you have Exchange in your on-premises Active Directory, then you also have an option to enable
“Exchange Hybrid deployment”. Enable this option if you plan to have Exchange mailboxes both in the
cloud and on-premises at the same time.

The full installation guide can be found here:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-express
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AZURE AD CONNECT:AUTHENTICATION METHODS

By default, password hash synchronization is used; however, other
authentication methods are supported by Azure AD Connect:

Password Hash Synchronization
A sign-in method that synchronizes a hash of a user’s on-premises AD password with
Azure AD. In fact,a new, salted hash is generated from the on-premise hash.

Pass-through authentication
A sign-in method that allows users to use the same password on-premises and in the
cloud but doesn't require the additional infrastructure of a federated environment.

Federation Integration
Federation is an optional part of Azure AD Connect and can be used to configure a
hybrid environment using an on-premises AD FS infrastructure.

Azure AD Connect also supports other features such as synchronization and health monitoring
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Azure AD Connect: Authentication Methods

The following authentication methods are supported and listed in the Azure AD Connect documentation:

» Password hash synchronization — A sign-in method that synchronizes a hash of a user’s on-premises
AD password with Azure AD. In fact, a new, salted hash is generated from the on-premise hash.

* Pass-through authentication — A sign-in method that allows users to use the same password on-premises
and in the cloud but doesn't require the additional infrastructure of a federated environment.

* Federation integration — Federation is an optional part of Azure AD Connect and can be used to
configure a hybrid environment using an on-premises AD FS infrastructure. It also provides AD FS
management capabilities such as certificate renewal and additional AD FS server deployments.

We will take a further look at these authentication methods in the next slides.
Additional features that need to be available via Azure AD Connect are:
* Synchronization — Responsible for creating users, groups, and other objects. As well as, making sure
identity information for your on-premises users and groups is matching the cloud. This synchronization
also includes password hashes.

* Health Monitoring — Azure AD Connect Health can provide robust monitoring.

Reference to these models and more information can be found via the official Microsoft Documentation:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect
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PASSWORD HASH SYNCHRONIZATION (PHS)

UnlcodePWD (MD4)

/" \
Request UnicodePWD via MS-DRSR
SHA256 hash sent to Azure AD

Windows Server 2016
Domain Controller

AZURE AD . .
e CONNECT Azure Active Directory

. Password agent decrypt MD5 envelope to retrieve MD4 hash
. 8-byte binary hash is converted to 64-byte binary
10-byte Salt Added

. 64-bit hash is input into SHA256

SOURCE: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-password-hash-synchronization
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Password Hash Synchronization (PHS)

Password Hash synchronization doesn’t simply synchronize the passwords from your local Active Directory
toward your Azure AD tenant. Microsoft implemented several steps to protect your on-premise passwords. In
case Azure AD would be breached and hashes were retrieved, it would still be impossible for an adversary to
use these and target your on-premises Active directory accounts.

The following steps are described by Microsoft (source: https://docs.microsoft.com/en-us/azure/active-
directory/hybrid/how-to-connect-password-hash-synchronization) and explain how hashes are synchronized in
a hybrid model via Azure AD Connect:

1. Every two minutes, the password hash synchronization agent on the AD Connect server requests
stored password hashes (the UnicodePwd attribute) from a DC. This request is via the standard MS-
DRSR replication protocol used to synchronize data between DCs. The service account must have
Replicate Directory Changes and Replicate Directory Changes All AD permissions (granted by default
on installation) to obtain the password hashes.

2. Before sending, the DC encrypts the MD4 password hash by using a key that is a MDS5 hash of the
RPC session key and a salt. It then sends the result to the password hash synchronization agent over
RPC. The DC also passes the salt to the synchronization agent by using the DC replication protocol, so
the agent will be able to decrypt the envelope.

3. After the password hash synchronization agent has the encrypted envelope, it uses
MD5CryptoServiceProvider and the salt to generate a key to decrypt the received data back to its
original MD4 format. The password hash synchronization agent never has access to the cleartext
password. The password hash synchronization agent expands the 16-byte binary password hash to 64
bytes by first converting the hash to a 32-byte hexadecimal string, then converting this string back into
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binary with UTF-16 encoding. The agent adds a per user salt, consisting of a 10-byte length salt, to the
64-byte binary to further protect the original hash. Finally, the sword hash synchronization agent then
combines the MD4 hash plus the per user salt, and inputs it into the PBKDF2 function. One thousand
iterations of the HMAC-SHA256 keyed hashing algorithm are used.

4. The password hash synchronization agent takes the resulting 32-byte hash, concatenates both the per
user salt and the number of SHA256 iterations to it (for use by Azure AD), then transmits the string
from Azure AD Connect to Azure AD over SSL.

When a user attempts to sign into Azure AD and enters their password, the password is run through the same

MD4+salt+PBKDF2+HMAC-SHA256 process. If the resulting hash matches the hash stored in Azure AD, the
user has entered the correct password and is authenticated.
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PASS-THROUGH AUTHENTICATION (PTA)

Pass through authentication is an alternative to Azure AD Password Hash Synchronization.

PTA It provides the same benefit of cloud authentication. In case you want to enforce on-

premises Active Directory security and password policies, you need to choose this option
2)

User redirected to
Azure AD sign in

Username & password
are placed on a queue

Give credentials

AZU re AD @ Agent responds to Azure AD

Azure AD completes sign-in process

Request On-prem agent

Access to application picks up the /" "\
request from
D N /é\
@ Decrypts password Active Directory returns result to agent

using private key

Pass-through (7) _ Windows Active
o NL/ > 5
authentication Agent Agent validates username and D|rectory On-Prem
password with Active Directory

SOURCE: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-how-it-works

If successful user gets access to application
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Pass-Through Authentication (PTA)

Pass through authentication is an alternative to Azure AD Password Hash Synchronization. It provides the same
benefit of cloud authentication. In case you want to enforce on-premises Active Directory security and
password policies, you need to choose this option.

So how does it work? When a user tries to sign into an application secured by Azure AD, and if Pass-through
Authentication is enabled on the tenant, the following steps occur (source: https://docs.microsoft.com/en-
us/azure/active-directory/hybrid/how-to-connect-pta-how-it-works):

1. The user tries to access an application, for example, Outlook Web App.
2. If'the user is not already signed in, the user is redirected to the Azure AD User Sign-in page.

3. The user enters their username into the Azure AD sign-in page, and then selects the Next button, the
user enters their password into the Azure AD sign in page, and then selects the Sign-in button.

4. Azure AD, on receiving the request to sign in, places the username and password (encrypted by using
the public key of the Authentication Agents) in a queue.

5. An on-premises Authentication Agent retrieves the username and encrypted password from the queue.
Note that the Agent doesn't frequently poll for requests from the queue but retrieves requests over a
pre-established persistent connection.

6. The agent decrypts the password by using its private key.

7. The agent validates the username and password against Active Directory by using standard Windows
APIs, which is a similar mechanism to what Active Directory Federation Services (AD FS) uses. The
username can be either the on-premises default username, usually userPrincipalName, or another
attribute configured in Azure AD Connect (known as Alternate ID).
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10.

11.

The on-premises Active Directory domain controller (DC) evaluates the request and returns the
appropriate response (success, failure, password expired, or user locked out) to the agent.

The Authentication Agent, in turn, returns this response back to Azure AD.

Azure AD evaluates the response and responds to the user as appropriate. For example, Azure AD
either signs the user in immediately or requests for Azure Multi-Factor Authentication.

If the user sign-in is successful, the user can access the application.
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ACTIVE DIRECTORY FEDERATION SERVICES

Active Directory Federation Services (ADFS) provides a simplified way for administrators to allow
users to leverage on-premise identities (credentials) to access cloud applications.

As a prerequisite, a federated trust between Azure
AD and on-premises environment is to be set up

Federated authentication ensures that all user
authentication occurs on-premise

implement more tailored / fine-grained controls

Federated authentication in ADFS is claims-based
authentication, which removes authentication
management from the application

ADFS has a token-signing certificate for encrypted
communication and authentication

I Federated authentication allows administrators to

SOURCE: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed
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Active Directory Federation Services

Active Directory Federation Services (ADFS) provides a simplified way for administrators to allow users to
leverage on-premise identities (credentials) to access cloud applications.

In order to leverage ADFS, a federated trust between Azure AD and on-premises environment is to be set up.

Federated authentication within ADFS is claims-based authentication; this is another approach to authentication
that removes authentication management from the application and makes it easier for you to manage accounts
by centralizing authentication. Within a claim, you can find specific information that describes the given
identity. Multiple claims can be requested. These are held in a token that also has a signature, so you know that
the token is not tampered with in transit. When a user tries to log in with the federation authentication method,
the user will be redirected toward the ADFS to perform a sign in.

ADFS trusts are based on private public key pairs (PKI Infrastructure), so you can’t trust / set up a federation in
case you have no known verified domain. Federated authentication will never work with the default Microsoft
domain .onmicrosoft.com domain. Azure AD Connect can also create a trust to allow federated authentication.

Full Microsoft documentation can be found here:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed
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SEAMLESS SINGLE SIGN-ON

Azure Active Directory Seamless Single Sign-On (Azure AD Seamless SSO) automatically
signs users in when they are on their corporate devices connected to your corporate
network.

Seamless SSO can be combined with either the Password Hash Synchronization or
Pass-through Authentication sign-in methods. Seamless SSO is not applicable to Active
Directory Federation Services (ADFS).

To use Seamless SSO the device of the user needs to be domain joined, but the device
doesn’t need to be Azure AD joined.

Using your on-premises domain, the computer account's Kerberos decryption key is
shared securely with Azure AD. This is required to decrypt the Kerberos ticket that
was requested by Azure AD and translate it to SAML or JWT tokens.

SOURCE: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso
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Seamless Single Sign-On

Azure Active Directory Seamless Single Sign-On (Azure AD Seamless SSO) automatically signs users in when
they are on their corporate devices connected to your corporate network. Single Sign-on Azure AD uses
Kerberos to identify the user on that corporate device; we will explain the single-sign-on flow more in depth.
Note that Single Sign-on is not compatible with Active Directory Federation Services (ADFS) as the
authentication is redirected toward your on-premise identity provider (domain controller).

Key highlights for Single Sign-On:

* Seamless SSO can be combined with either the Password Hash Synchronization or Pass-through
Authentication sign-in methods. Seamless SSO is not applicable to Active Directory Federation
Services (ADFS).

* To use Seamless SSO, the device of the user needs to be domain joined, but the device doesn’t need to
be Azure AD joined.

» Using your on-premises domain, the computer account's Kerberos decryption key is shared securely
with Azure AD. This is required to decrypt the Kerberos ticket that was requested by Azure AD.

More information about this concept can be found here:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso
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SEAMLESS SINGLE SIGN-ON: DETAILED FLOW

Azure AD Decrypts
Kerberos Ticket

If successful
user gets

Azure AD

User gets redirected to
Azure AD for sign -in

Request Challenge for
Access to application Kerberos Ticket

rowser forwards

Azure AD Completes
ticket to Azure AD,

the sign-in process

Enters
username

m Request Kerberos Ticket from AD
\ @ &/

- /6\ Windows Active
— \2/ AD Returns Kerberos Ticket Directory On-Prem
Domain Joined Device

SOURCE: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-how-it-works
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Seamless Single Sign-On: Detailed Flow

So how does Seamless Single Sign-on work with Windows Active Directory? As usual, Microsoft has provided
detailed instructions on how Seamless Single Sign-On works in their online documentation. The following
steps were taken from https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-how-
it-works

The following steps describe this process in detail; also note that Azure AD is requesting tickets. In case you
can generate your own Kerberos tickets, this would also allow a bad actor to grant access toward applications
that are exposed via Azure AD.

1. The user tries to access a native application (for example, the Outlook client) from a domain-joined
corporate device inside your corporate network.

2. If the user is not already signed in, the native application retrieves the username of the user from the
device's Windows session.

3. The app sends the username to Azure AD and retrieves your tenant's WS-Trust MEX endpoint. This
WS-Trust endpoint is used exclusively by the Seamless SSO feature, and is not a general
implementation of the WS-Trust protocol on Azure AD.

4. The app then queries the WS-Trust MEX endpoint to see if integrated authentication endpoint is
available. The integrated authentication endpoint is used exclusively by the Seamless SSO feature.

5. If step 4 succeeds, a Kerberos challenge is issued.

6. [If'the app is able to retrieve the Kerberos ticket, it forwards it up to Azure AD's integrated
authentication endpoint.

7.  Azure AD decrypts the Kerberos ticket and validates it.
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8. Azure AD signs the user in, and issues a SAML token to the app.
9. The app then submits the SAML token to Azure AD's OAuth2 token endpoint.

10. Azure AD validates the SAML token, and issues to the app an access token and a refresh token for the
specified resource, and an id token.

11. The user gets access to the app's resource.

Seamless SSO is opportunistic, which means if it fails, the sign-in experience falls back to its regular
behavior—meaning the user needs to enter their password to sign in.
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ATTACKING SEAMLESS SSO: USER IMPERSONATION WITH AZUREADSSO$ ACCOUNT (1)

How to attack Seamless SSO

Retrieve specific information from the on-premises Active Directory. Because we need to

use Kerberos, some service accounts are created, one of our target accounts is
AZUREADSSOACC account. Let’s find following information.

STEP |

To execute this attack, Domain Admin permissions are required!

l The NTLM Hash of the AZUREADSSOACC$ account (this part requires domain admin privileges)
l Name of the AD domain
l AAD Logon Name of the user we want to impersonate (typically the PrincipalName or mail attribute from the on-prem AD)

l SID of the user we want to impersonate
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Attacking Seamless SSO: User Impersonation with AZUREADSSOS$ Account (1)

An interesting attack technique against Seamless SSO was described by Michael Grafnetter in January 2017. In
his blogpost “Impersonating Office 365 Users With Mimikatz”
(https://www.dsinternals.com/en/impersonating-office-365-users-mimikatz/) he talks about abusing silver
tickets from a specific account related to Azure AD to gain unauthorized access to Office 365 services. As SSO
uses Kerberos, typical Kerberos attack strategies are useful here as well....

In his blog post, Michael explained that we can divide the attack in 2 main parts. In the first part, we need to
obtain the following information:

1. NTLM password hash of the AZUREADSSOACC account
2. Name of the AD domain

3. AAD Logon Name of the user we want to impersonate (typically the PrincipalName or mail attribute
from the on-prem AD)

4. SID of the user we want to impersonate

In case we collected this information, we can move on to step 2 and generate our silver tickets!
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ATTACKING SEAMLESS SSO: USER IMPERSONATION WITH AZUREADSSO$ ACCOUNT (2)

How to attack Seamless SSO

We can now generate create and use our silver ticket on any windows connected to the

STEP 2 . . . L . .
internet. You even can use a device that is not domain joined or in a specific workgroup.

Create the silver ticket and inject it into Kerberos Cache

mimikatz.exe "kerberos::golden /user:sans699 /sid:S-1-5-21-2121516926-26222-3163778339 /id:1234
/domain:sans699.local /rc4:£9969e088b2¢13d93833d0ce436¢76dd /target:aadg. windows.net.nsatc.net /service: HTTP /ptt" exit

Launch Firefox and go to about:config set the network.negotiate-auth.trusted-uris preference to value
“https://aadg.windows.net.nsatc.net,https://autologon.microsoftazuread-sso.com”.

Open Firefox and navigate to an application that is integrated with our domain; in the Office 365, just
fill in the username while leaving the password field empty. And we are in !!
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Attacking Seamless SSO: User impersonation with AZUREADSSOS$ Account (2)

The second part of the attack goes as follows:

* Generate a silver ticket using mimikatz and providing the information we gathered previously. You will
need to replace the /user, /sid /id / domain and /rc4 value with the previously obtained values:

mimikatz.exe "kerberos::golden /user:sans699 /sid:S-1-5-21-2121516926-26222-3163778339 /id: 1234

/domain:sans699.local /rc4:f9969e088b2c13d93833d0ce436¢76dd /target:aadg. windows.net.nsatc.net
/service:HTTP /ptt" exit

*  Once the ticket is loaded in memory, we can validate that it works using the following steps:
* Launch Mozilla Firefox.

* Go to about:config and set the network.negotiate-auth.trusted-uris preference to value
“https://aadg.windows.net.nsatc.net, https://autologon.microsoftazuread-sso.com”.

» Navigate to any web application that is integrated with our AAD domain (e.g., Office365).

* Once at the logon screen, fill in the username, while leaving the password field empty. Then press
TAB or ENTER.
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Azure AD: Enterprise Applications

One of the core benefits of Azure AD is its use as a central authentication platform by a variety of enterprise
applications. The following types of applications are supported with Azure Active Directory:

Azure AD Gallery applications — Azure AD has a gallery that contains thousands of applications that
have been pre-integrated for single sign-on with Azure AD. Some of the applications your organization
uses are probably in the gallery.

On-premises applications with Application Proxy — With Azure AD Application Proxy, you can
integrate your on-premises web apps with Azure AD to support single sign-on. In such a setup, end users
can access your on-premises web apps in the same way they access Office 365 and other SaaS apps.

Custom-developed applications — When building your own line-of-business applications, you can
integrate them with Azure AD to support single sign-on. By registering your application with Azure AD,
you have control over the authentication policy for the application.

Non-Gallery applications — Bring your own applications! Support single sign-on for other apps by
adding them to Azure AD. You can integrate any web link you want, or any application that renders a
username and password field, supports SAML or OpenID Connect protocols, or supports SCIM.

You can find tutorials, documentation, and concepts on the official Microsoft documentation page:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/
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AZURE AD: ENTERPRISE APPLICATIONS - REGISTERING AN APP

All enterprise applications require registration; you can find the enterprise application page
within the Azure AD portal. Each application has a unique object ID and application ID;
Office 365 exchange online is also a registered application within Azure AD.

222 Enterprise applications - All applications Office 365 Exchange Online - Overview
WEE  yiso - Azure Active Directory Enterprise Application
€ o Newapplication |  E2 Columns «
Overview [remiew ] Properties
: Application Type Applications status ‘Application visibility _etting started
@ Overview 9
Enterprise Applications v _ Any Name @ Office 365 Exchange Online E
“iagnose and solve problems

K Diagnose and solve problems

Application 1D @~ .. E’E

Wﬁ.spmy.ﬂ

[ First 50 shown, to sear

ion ID, e

jectiD @ S —
NAME ~ HOMEPAGE URL roperties B
HE All applications

winers
B Application proxy n AddEvent.com https://www.addevent.com
£ User settings n AD-Recovery 5060b9af-93e3-4{75-9369-2073518dd7c5 9bad3dce-5e47-4422-ab6d-78f7...
Security . Azure DevOps http://azure.com/devops 87¢12297-2116-4640-a0fc-a54cealed d95 499b84ac-1321-427f-aal7-267ca...
O Conditional Access n Azure Notebooks 39a5ff66-b138-44d5-9aca-45dc051b2d30 0d973830-135d-4ffa-92cd-4<576...
Activity CollabDBService 52285824-01ae-42b9-9efb-067578a6819¢ 166f1b03-5b19-416f-a94b-1d7aa2...
ctivi
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Azure AD: Enterprise Applications — Registering an App

To provide secure sign-in or single-sign-on capabilities to a specific application, you are required to register that
application within Azure AD. This means you need to give information about the application and how it is going
to use Azure Identity platform within Azure AD as identity service provider. The information required includes:

1. Name — Enter a meaningful application name that will be displayed to users of the app.

2. Supported account types — Select which accounts you would like your application to support. This can
be accounts in this organizational directory only, accounts in any organizational directory or accounts
in any organizational directory and personal Microsoft accounts.

3. Redirect URI (optional) — Select the type of app you're building, Web or Public client (mobile &
desktop), and then enter the redirect URI (or reply URL) for your application. In case a secure transfer
needs to be executed, Microsoft will use this URL to forward specific information to your application.

4. Once this is done, your app is registered; however, in case you need to request information from Azure
AD, you need to define the Scope and permissions for that app. For example, you want to retrieve the
groups that are allocated to a specific user, then it is required to add this permission to the scope of your
app. The scope is typically combined with the OAuth2.0 protocol to validate authorization.

You can use the Microsoft Graph API to request specific information; all details can be found here:
https://developer.microsoft.com/en-us/graph
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AZURE AD: ENTERPRISE APPLICATIONS - AUTHENTICATION PROTOCOLS

access to third-party (web) applications.

Azure Active Directory for developers (v1.0) is a cloud-based identity service using industry-standard
protocols for password-less authentication. These protocols can be used to provide secure delegated

Microsoft Identity Platform (v2.0) supports consumer or personal Microsoft accounts. v2.0 is an evolution of the Azure Active
Directory (Azure AD) developer platform (vI.0). In platforms v1.0 and v2.0, the following authentication protocols are commonly

used in providing delegated access:

WS-Federation SAML 2.0 OAuth 2.0 OpenlD Connect

*  Used for single-sign-on *  Used for single-sign-on * Delegated access to third- e Delegated access to third-
capabilities capabilities party apps party apps

* WS Federation is also used e Office 365 Application are *  Focused on authorization * Extension on OAuth 2.0
by Microsoft ADFS using SAML 2.0 *  Uses access token and *  Focused on authentication

* Authentication uses *  Authentication uses SAML refresh tokens to validate e Uses ID tokens and
Security Token tokens to validate access access identity endpoints to get

* Limited to MS Identity e Limited to MS Identity * Available in MS Identity information about the use
Platform v1.0 Platform v1.0 Platform 1.0 and 2.0 * Available in MS Identity

Platform 1.0 and 2.0
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Azure AD: Enterprise Applications — Authentication Protocols

Azure Active Directory for developers (v1.0) is a cloud-based identity service using industry-standard protocols
for password-less authentication. These protocols can be used to provide secure delegated access to third-party
(web) applications. Microsoft Identity Platform (v2.0) supports consumer or personal Microsoft accounts. v2.0
is an evolution of the Azure Active Directory (Azure AD) developer platform (v1.0). In platforms v1.0 and
v2.0, the following authentication protocols are commonly used in providing delegated access:

WS-Federation
* Used for single-sign-on capabilities
* WS Federation is also used by Microsoft ADFS
* Authentication uses Security Token
* Limited to MS Identity platform v1.0
SAML2.0
* Used for single-sign-on capabilities
* Office 365 Application are using SAML 2.0
* Authentication uses SAML tokens to validate access

* Limited to MS Identity platform v1.0

© 2021 NVISO

43



https://technet24.ir

OAuth 2.0

Delegated access to third-party apps
Focused on authorization (not authentication)
Uses access token and refresh tokens to validate access

Available in MS Identity platform 1.0 and 2.0

OpenID Connect

Delegated access to third-party apps

Extension on OAuth 2.0

Focused on authentication (not authorization)

Uses ID tokens and identity endpoints to get information about the use

Available in MS Identity platform 1.0 and 2.0

In the next slides, we will go more in-depth and see how these protocols work.
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ANOTHER INTERESTING TOOL: EWS CRACKER - BYPASSING MFA

EWS Cracker

Developed by Mike Siegel
| https://github.com/mikesiegel/ews-crack

_| A N NN \ | o I B
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Example: python ews-crack.py --mode spray --filename users.txt --domain contoso.com --password <CommonPassword>

EWS stands for Exchange Web Services. This is a SOAP-based protocol used for free/busy
scheduling, which is often leveraged by third-party mail clients. It allows a user to read email, send
email, and test credentials.

Unfortunately, EWS only supports Basic Authentication. If you have multi-factor authentication
through a third-party provider, such as Ping, Duo or Okta, EWS can be used to bypass MFA. It can
also be used to bypass MDM solutions.
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Another Interesting Tool: EWS Cracker — Bypassing MFA

EWS stands for Exchange Web Services. This is a SOAP-based protocol used for free/busy scheduling, which
is often leveraged by third-party mail clients. It allows a user to read email, send email, and test credentials.
Unfortunately, EWS only supports Basic Authentication. If you have multi-factor authentication through a
third-party provider, such as Ping, Duo or Okta, EWS can be used to bypass MFA. It can also be used to bypass
MDM solutions.

EWS Crack is a python script that can be used to attack AWS. The full source code can be found on:
https://github.com/mikesiegel/ews-crack.

Furthermore, an interesting article on its typical use can be found here:
https://www.reddit.com/r/netsec/comments/7qs6gb/ewscrack bypass 2fa and mdm_in_office365 using_ews/
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INTRODUCING AZURE AD CONDITIONAL ACCESS

signals as part of your access control decisions.

Signals

N
% N
—
Application - A Real-time
risk

Verify every access
attempt

©

Allow access

@ ——

Require MFA

O

Block access

Apps and data

User and
location

®

fE)

MM

SOURCE: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview

Introducing Azure AD Conditional Access

Conditional Access is the tool used by Azure Active Directory to bring signals
together, to make decisions, and enforce organizational policies. You can use identity

Signals

Decisions

Enforcement
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Conditional Access is the tool used by Azure Active Directory to bring signals together, to make decisions, and
enforce organizational policies. You can use identity signals as part of your access control decisions. As a first
example, let’s investigate conditional access to protect our Azure AD identities. Conditional access can be

activated in Azure AD in case you have a premium license P1 or P2.

Conditional Access policies at their simplest are if-then statements: If a user wants to access a resource, then
they must complete an action. Example: A helpdesk manager wants to access the IT service desk application
and is required to perform multi-factor authentication to access it. Conditional access policies are using signals
to validate certain settings, decisions to actually allow access to an application or enforce other security
controls, and these conditional access policies can be enforced in different applications. (e.g., SharePoint

Online or on-prem applications).

What are typical signals within Conditional Access:

* User or group membership: For example, is the user a member of a priviliged group

» [P Location information: Can be based on specific Trusted IPs or IP ranges

* Device state and compliance: Devices of specific platforms or marked with a specific state can be used
when enforcing Conditional Access. In most cases, the compliance state is checked with Intune which

is the MDM service from Microsoft.

* Application details: Users attempting to access specific applications can trigger different Conditional

Access policies.

© 2021 NVISO

47



https://technet24.ir

* Real-time and calculated risk detection: Signals integration with Azure AD Identity Protection allows
Conditional Access policies to identify risky sign-ins

*  Microsoft Cloud App Security (MCAS): Enables user application access and sessions to be monitored
and controlled in real time

What are common decisions with Conditional access:
* Block access
* Grant access (However additional controls can be requested):
* Require multi-factor authentication
* Require device to be marked as compliant (State is validated by Intune)
* Require Hybrid Azure AD joined device
* Require approved client app

Microsoft reference documentation:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
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AZURE AD: CONDITIONAL ACCESS - BLOCKING LEGACY AUTHENTICATION (1)
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We already discussed possible attack scenarios with
protocols, so as an example, let’s create a conditional access policy that blocks

legacy authentication.

Let’s create our first
policy and give it a name.
You need to assign the
policy to the selected

: identities. Be careful that

I you don’t lock yourself
out! For example, you can
exclude an emergency
account from this policy.

Create a new policy by
< 4 clicking on the plus sign.

New

@ info

* Name

‘ Disable Legacy authentication

Assignments

Users and groups @
0 users and groups selected

Cloud apps or actions @
No cloud apps or actions sele...

X

Users and groups ]

Exclude

Include
None
All users

() select users and groups

[ All quest and external users (Preview)

["] pirectory roles (Preview) @
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legacy authentication

Conditions @
0 conditions selected

Access controls

Azure AD: Conditional Access — Blocking Legacy Authentication (1)

Don't lock yourself out! This z

policy will affect all of your users.
A We recommend applying a policy

10 a small set of users first to

verify it behaves as expected,
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We already discussed possible attack scenarios with legacy authentication protocols, so as an example, let’s
create a conditional access policy that blocks legacy authentication. In order to do so, please complete the
following steps:

» Sign into the Azure portal as a global administrator, security administrator, or Conditional Access
administrator;

* Browse to “Azure Active Directory” > “Conditional Access”;

* Select “New policy”;

* Give your policy a meaningful name;

* Under Assignments, select Users and groups

Under Include, select All users.

Under Exclude, select Users and groups and choose any accounts that must maintain the ability to

use legacy authentication.

Select Done.

Additional documentation can be found here:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication
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AZURE AD: CONDITIONAL ACCESS - BLOCKING LEGACY AUTHENTICATION (2)
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Azure AD: Conditional Access — Blocking Legacy Authentication (2)

We already discussed possible attack scenarios with
protocols, so as an example, let’s create a conditional access policy that blocks
legacy authentication.

New
Create a new policy by
clicking on the plus sign. 0 o
* Name

X

legacy authentication

Cloud apps or actions o X

Select what this policy applies to

QEEETD User actions )

\ Disable Legacy authentication

A second step in the

Assignments

assignment phase is that
you can select a set of All users

Users and groups @

specific cloud
applications, or you can

Cloud apps or actions @
No cloud apps or actions sele...

select all apps to protect
your entire environment

Conditions @

0 conditions selected

with this policy.

Access controls

Exclude

Include

A\ Don't lock yourself out! This policy
impacts the Azure portal. Before you
continue, ensure that you or someone
else will be able to get back into the
portal
Disregard this warning if you are
configuring persistent browser session
policy that works correctly only if “All
cloud apps" are selected.
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You may have already noticed that, in many Azure AD features, fine-grained configuration controls are
available. This is no different for Conditional Access. Next to specifying to what users it applies, we can also
specify what applications are affected by the block on legacy authentication protocols.

This can be done using the following steps:

* Under “Cloud apps or actions” > “Include”, select “All cloud apps”.

» If you must exclude specific applications from your policy, you can choose them from

the “Exclude” tab under “elect excluded cloud apps” and choose “Select”.

* Select “Done”.

© 2021 NVISO

50

Technet24


https://technet24.ir
https://technet24.ir

AZURE AD: CONDITIONAL ACCESS - BLOCKING LEGACY AUTHENTICATION (3)

We already discussed possible attack scenarios with legacy authentication
protocols, so as an example, let’s create a conditional access policy that blocks
legacy authentication.

¥= Conditional Access - Policies . Conditions X Client apps (Preview O X
T seurescie ety Create a new policy by Pps ( )
« q clicking on the plus sign. 0 ino Configure @ 7
%= Policies ‘: Yes No :'
Sign-in risk @

Manage Now we can select the Not configured > Select the client apps this policy will apply

oge to
> Named locations conditions that can be

) ) ) Device platforms @ 5 ] Browse
E? Custom controls (Preview) . used; in this case, we will Not configured
T Terms of use | configure Client Apps abile apps an

> X Locations @
£t VPN connectivity | condition.We will enable Not configured % [ Modern authentication clients

« . »
i= Classic policies ! Other Cl|ents as legacy Client apps (Preview) @ > Oe change ActiveSync clie
) protocols such as IMAP et ezrfigerd] -
Troubleshooting + Support I | Other clients @
POP and SMTP are

X Troubleshoot | ) Device state (Preview) @ N
. recognlzed as Other Not configured

clients.

MM
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Azure AD: Conditional Access — Blocking Legacy Authentication (3)

Now that we have configured the scope of the conditional access policy (both users an applications were
configured), we will decide what we actually want to block using the “Conditions” menu. Now we can select
the conditions that can be used; in this case, we will configure Client Apps condition. We will enable “Other
clients” as legacy protocols such as IMAP POP and SMTP are recognized as Other clients.
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AZURE AD: CONDITIONAL ACCESS - BLOCKING LEGACY AUTHENTICATION (4)

We already discussed possible attack scenarios with legacy authentication
protocols, so as an example, let’s create a conditional access policy that blocks
legacy authentication.

0 nfo Select the controls to be enforced.
¥= Conditional Access - Policies . .
V= hzure active Directory Create a2 new Po||cy by | Neme .
Example: ‘Device compliance app policy () Grant access
« Al s q
—_ 1 ClICkmg on the plUS sign. [ Require multi-factor authentication @
v=Policies Assignments
[ Require device to be marked as
Manage Users and groups @ N compliant @
All users
5 Named locations O Z{:jixi\'ere:ybrid Azure AD joined
. . Cloud apps or actions @
>
[} Custom controls (Preview) ! And final l)l’ we will All cloud apps [ Require approved client app @
% Terms of use I enforce the access Conditions @ Sec st ofepproved cient apps
>
H i 1 condition selected [ Require app protection policy
'm' VPN connectivity I Control for thls SPeCIﬂC (Preview) @

See list of policy protected client apps

condition. In case those
protocols are used access

Fres

= Classic policies | Access controls

Troubleshooting + Support | o Em’“ ° Is sel d >
controls selecte
is blocked. For multiple contrels
K Troubleshoot 1
Session @ > equire all the selected controls

0 controls selected

B nlm cmnart ean et

MM

equire one of the selected controls
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Azure AD: Conditional Access — Blocking Legacy Authentication (4)

Finally, we need to tell Azure AD that any access meeting this condition should be blocked. We can do this as
follows:

* Under “Access controls” > “Grant”, select “Block access”.
* Select “Select”.
* Confirm your settings and set “Enable policy” to “On”.
* Select “Create” to create and immediately enable your policy.

That’s it! We have now created our first conditional access policy that will block access to your environment
coming from legacy protocols.
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AZURE AD: CONDITIONAL ACCESS - COMMONLY USED POLICIES

Require MFA for Administrators:
Accounts that are assigned administrative rights are often targeted by attackers. Requiring multi-
factor authentication reduces the risk of those accounts being compromised.

Require MFA for Azure management:
Azure management tools can provide highly privileged access to resources that can alter
subscription-wide configurations, service settings and even subscription billing.

Risk-based Conditional Access:
Organizations with Azure AD Premium P2 can create Conditional Access policies that leverage Azure
AD ldentity Protection risk detections. (e.g., force a password reset for high-risk users)

Block access by location:
You can control access to your cloud apps based on the location of a user (this can include IP ranges
or event entire countries / regions).

S ANS SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection 53

Azure AD: Conditional Access — Commonly Used Policies

Some of the most commonly used conditional access policies include:

Require MFA for Administrators

Accounts that are assigned administrative rights are often targeted by attackers. Requiring multi-factor
authentication reduces the risk of those accounts being compromised.

Require MFA for Azure management

Azure management tools can provide highly privileged access to resources that can alter subscription-wide
configurations, service settings and even subscription billing.

Risk-based Conditional Access

Organizations with Azure AD Premium P2 can create Conditional Access policies that leverage Azure AD
Identity Protection risk detections. (e.g., force a password reset for high-risk users)

Block access by location

You can control access to your cloud apps based on the location of a user (this can include IP ranges or event
entire countries / regions).

Note that this list is limited, and many other policies can be created to further secure you identity service (e.g.,
critical applications can only be accessed by domain joined devices).
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AZURE AD: MULTI-FACTORAUTHENTICATION

Azure Multi-Factor Authentication (MFA) enables administrators to better protect data and
applications by required multiple factors before allowing authentication. Multiple different factors are
available, with a focus on balancing usability and security.

Supported authentication methods Enforce Multi-Factor Authentication

. Microsoft Authenticator app A?ure Active Dl.rectory Premium or
Microsoft 365 Business: Full featured use
. OATH Hardware tokens of. Azure ' ﬂultl-Factor Athentlcatlon
using Conditional Access policies.
SMS
Azure AD Free or standalone Office 365
) . license: Use pre-created Conditional
Voice Ca Access baseline protection policies to
require multi-factor authentication.
App passwords
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Azure AD: Multi-Factor Authentication

Azure Multi-Factor Authentication (MFA) enables administrators to better protect data and applications by
required multiple factors before allowing authentication. Multiple different factors are available, with a focus
on balancing usability and security.

What type of “factors” are available?

*  Microsoft Authenticator app: The Microsoft Authenticator app provides an additional level of security
to your Azure AD work or school account or your Microsoft account. The Microsoft Authenticator app
is available for Android, i10S, and Windows Phone.

* OATH hardware tokens: OATH is an open standard that specifies how one-time password (OTP) codes
are generated. Azure AD supports the use of OATH-TOTP SHA-1 tokens of the 30-second or 60-
second variety.

* SMS Message: An SMS is sent to the mobile phone number that is linked to the identity in Azure AD
containing a verification code. Enter the verification code provided in the sign-in interface to continue.

*  Voice Call: An automated voice call is made to the phone number you provide. Answer the call and
press # in the phone keypad to authenticate

* App Passwords: Certain non-browser apps do not support multi-factor authentication. If a user has been
enabled for multi-factor authentication and attempts to use non-browser apps, they are unable to
authenticate. An app password allows users to successfully authenticate. It’s important to note,
however, that when Multi-Factor Authentication is enforced through Conditional Access policies, you
cannot create app passwords. You would thus need to enable MFA per user.

Additional information can be found via the Official Microsoft documentation page:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-howitworks
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MICROSOFT GRAPH SECURITY API

Part of Microsoft Graph, the Microsoft Graph Security APl integrates with security solutions
from Microsoft and partners in a federated model. We will shortly introduce the basic
concepts of the Microsoft Graph Security API.

Apps Scenarios
& 9 © g Some Scenarios to use Microsoft Graph API:

© ® . .
o smew  emem e Streamline alert life-cycle management
‘Common libraries, authentication, and authorization
, I ; i " . Automate creation of security incidents
e e s . Use custom threat intelligence services
o | S e S eEy Ay Gpeisoeeiis S . S
provider . Proactively manage security risks
< Lookout CINTRAST
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Microsoft Graph Security API

As everything in larger cloud environments is based on REST API calls, Microsoft decided to create one
centralized Graph Security API. Part of Microsoft Graph, the Microsoft Graph Security API integrates with
security solutions from Microsoft and partners in a federated model. We will shortly introduce the basic
concepts of the Microsoft Graph Security API.

How does Microsoft Graph Security API work?

The Graph API uses the same standards that were described earlier in this course: They share a common
authentication framework based on OpenID Connect, OAuth 2.0, and a Web Representational State Transfer
(REST) API with standard JavaScript Object Notation (JSON) response formats. In case you are going to use
custom applications, you will need to register these applications to allow access to the Microsoft Graph API.

Let’s discuss some common Scenarios published by Microsoft for using the Microsoft Graph API:

*  Streamline alert life-cycle management for security monitoring
An analyst signs into a security application integrated with the Microsoft Graph Security API. The
analyst can now view high-severity security alerts across different security providers.
Example REST call:

GET https://graph.microsoft.com/vl.0/security/alerts? $filter=severity eq 'high’

*  Automated creation of security incidents for security monitoring / incident response
Integrate your existing ticketing system with security alerts that were triggered in Azure. In case a
ticket is updated in your ticketing system, this information can be forwarded to the Microsoft Graph
API using REST calls.
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Example REST call:
PATCH https://graph.microsoft.com/vi.0/security/alerts/{alert id}
Content-type: application/json

"non
s

{ "assignedTo": “ErikVanBuggenhout
"vendor": "String" } }

vendorInformation": { "provider": "String",

» Use custom threat intelligence services
A threat was discovered; you want to upload information on this threat to Azure. The threat indicator
can be sent integrated \ using the Microsoft Graph Security API. The Microsoft solution can then alert
the organization if the file is detected.
Example REST call:

POST beta/security/tilndicators/

Content-type: application/json

n.n n.nmn
5

{ "action": "alert", "confidence": 0, "description”: "MD35 hash on watch while system
vulnerabilities being addressed", "expirationDateTime": "2019- 03-01T21:43:37.5031462+00:00",
"externalld": "CUSTOM-MD5-Indicator", "fileHashType": "MDS5", "fileHashValue":

"fe8a8226a4cfd0deffe209069a7¢64d908b74de8", "severity": 0, "targetProduct”: "Azure
Sentinel”, "threatType": "WatchList", "tlpLevel": "green"}

* Proactively manage security risks
By querying the Microsoft Graph Security API secure score entity, the organization can quickly
retrieve the most recent summarized Microsoft Secure Score. For example, a list can be generated to
validate the security improvements that have a high impact on the end-users.
Example REST call:

GET /security/secureScoreControlProfiles? $filter=userlmpact eq 'High’

Additional documentation on the Microsoft Graph Security API can be found here:
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWm9G4
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AZURE ROLE BASED ACCESS CONTROL (RBAC)

Mo H

q q 0 a q ® ®
Access Control in Azure uses identities in Azure AD (security o ‘:“p Senie o
principal) to give permissions (role definition) on Azure resources pr————"
(scope)

Marketing group

A security principal is an object in Azure AD that represents a
user, group, service principal, or managed identity that is
requesting access to Azure resources.

(g
pharma-sales
(e e

Contributor

Role definition Role assignment Scope

A role definition is a collection of permissions. It lists the
operations that can be performed, such as read, write, and
delete.

Subscription

() resoweson

Built-in

A scope can be assigned to a role assignment. The scope can

Virtual Mach

ickets 'L
perator B w
Resource

be a subscription or a specific resource group within that Custom
subscription.

SOURCE: https://docs.microsoft.com/en-us/azure/azure-
australia/role-privileged
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Azure Role Based Access Control (RBAC)

Azure Role Based Access Control has a strong link with Azure AD. As within Azure, we can define several
resources such as containers, virtual servers, databases, and many more. In many cases, we see that these
resources are managed with a local or built-in account; this makes user management very complex and
increases the risk of a compromise. Role based access will enable Azure AD as identity service for specific
resources.

A security principal is an object in Azure AD that represents a user, group, service principal, or managed
identity that is requesting access to Azure resources. Microsoft provides the following definitions for these
concepts:

* User: An individual who has a profile in Azure Active Directory. You can also assign roles to users in
other tenants.

* Group: A set of users created in Azure Active Directory. When you assign a role to a group, all users
within that group have that role.

» Service principal: A security identity used by applications or services to access specific Azure
resources. You can think of it as a user identity (username and password or certificate) for an
application.

* Managed identity: An identity in Azure Active Directory that is automatically managed by Azure. You
typically use managed identities when developing cloud applications to manage the credentials for
authenticating to Azure services.

Source: https://docs.microsoft.com/en-us/azure/azure-australia/role-privileged
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Role definition, the following list has four fundamental built-in roles:
*  Owner: Has full access to all resources including the right to delegate access to others.
* Contributor: Can create and manage all types of Azure resources but can’t grant access to others.
* Reader: Can view existing Azure resources.
* User Access Administrator: Lets you manage user access to Azure resources.
A scope:

» Ifyou assign the Owner role to a user at the management group scope, that user can manage everything
in all subscriptions in the management group.

» Ifyou assign the Reader role to a group at the subscription scope, the members of that group can view
every resource group and resource in the subscription.

» If you assign the Contributor role to an application at the resource group scope, it can manage resources
of all types in that resource group, but not other resource groups in the subscription.

© 2021 NVISO
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AZURE ROLE BASED ACCESS CONTROL (RBAC): CONFIGURATION

Home > Virtual machines > nvi-soc-ubuntu - Access control (IAM) Add role assignment

& nvi-soc-ubuntu - Access control (IAM)
I“ Virtual machine

«
O Search (Cri+/)

Role @
[ betecta role v

Assign access to @

A . ) ) . [ Azure AD user, group, or sevice principal v
B overview Check access  Role assignments ~ Deny assignments ~ Classic administrators ~ Roles
H Activitylo gelect @
bt Search by name or email address |
2% Access control (IAM) Check access NDC_Accounting =
Review the level of access a user, group, service principal, or Add a role assignment -
& Tags managed identity has to this resource. Learn more &
Grant access to resources at this scope by )
X Diagnose and solve problems ind : : Nl NDC_Backoffice
g p Find @ assigning a role to a user, group, service
\ Azure AD user, group, of service principal v \ principal, or managed identity.
Settings Sl NDC_Budget Owners
- [ search by name or emait address v m Learn more [ =
& Networking

Enter a name or email alias to search for other users.

£ Disks =
View role assignments
B Size Selected merfbers:
Troubleshoot Role Assignments View the users, groups, service principals No membersfelected. Search for and add one or more members
O security and managed identities that have role R
. . assignments granting them access at this
= Extensions scope. .
Select roles and assign access to
& Continuous delivery (Preview) View Learn more [

Azure Resource Menu groups within Azure AD

i

! Availability set

View deny assignments
(\) I

& configuration

Validate and apply role-based access on an Azure resource
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Azure Role Based Access Control (RBAC): Configuration

The slide above demonstrates an example configuration for an Azure resource, in this case, a Virtual Machine
(labelled “nvi-soc-ubuntu”). The different menu entries show the simplicity of management in Azure AD.
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AZURE MANAGED IDENTITIES

A common problem that occurs on-premises and also in the cloud is how to manage
credentials in applications (e.g., hard-coded credentials). Keeping those credentials secured is
one of the key challenges for building cloud applications. Managed Identities are Microsoft’s
solution to this problem. You can use the identity to authenticate to any service that supports
Azure AD authentication, including Key Vault, without any credentials in your code.

System-assigned managed identity User-assigned managed identity

This type of identity is created as a standalone Azure
resource. Azure creates an identity in the Azure AD
tenant that's trusted by the subscription in use. Once
created, the identity can be assigned to one or more
Azure service instances.

fil

This type of identity is directly enabled on that specific
system.The identity is also trusted by the subscription
of the instance. Once created, the credentials are
provisioned onto the instance.
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Azure Managed Identities

A common problem that occurs on-premises and also in the cloud is how to manage credentials in applications
(e.g., hard-coded credentials). Keeping those credentials secured is one of the key challenges for building cloud
applications. Managed Identities are Microsoft’s solution to this problem. You can use the identity to
authenticate to any service that supports Azure AD authentication, including Key Vault, without any credentials
in your code.

We can make a distinction between two different managed identity types:

System-assigned managed identity

This type of identity is directly enabled on a specific system. The identity is also trusted by the subscription of
the instance. Once created, the credentials are provisioned onto the instance.

User-assigned managed identity

This type of identity is created as a standalone Azure resource. Azure creates an identity in the Azure AD tenant
that is trusted by the subscription in use. Once created, the identity can be assigned to one or more Azure service
instances.

Imagine you have a web application that needs to connect to a database service “Azure SQL”. We will first need
to grant the web server (System Assigned Identity) access to the Azure SQL Server. You will also need to enable
Azure AD authentication for the SQL server. You can select the “System Assigned Managed identity”. As a
second step, you must create a user in the database that represents the web server’s system assigned identity.

Once the user is known, you can get an access token using the VM's system-assigned managed identity and use

it to call Azure SQL. A full tutorial on this example scenario is described at https://docs.microsoft.com/en-
us/azure/active-directory/managed-identities-azure-resources/tutorial-windows-vm-access-sql.
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AZURE MANAGED IDENTITIES:A LOOKAT ACCESS TOKENS

Managed Identities provide an Azure AD identity to Azure Resources, which can be used to give
permissions in Azure Role based authentication.

vmi~$ curl 'http://169.254.169.254/metadata/identity/oauth2/token?api-version=2018-02-018
e hupsxmszrxzrvault azure.net’ -H Metadata:true
{"access_token": "ey)@eXAi0iIKV1QiLCIhbGC 01 ISUZTINS Is Ing1dCT6 Im 1X3FXQLhoKHAOMXpIRXNINGH3YRNRVKUNC T s It pZC 6 Iml 1X3FXQ1h
ONHMXpIRXNINGH3YWNRVKUNC 9 . ey ThdWQi0i JodHRwe zovL 3Zhduix@LnF 64X) 1LmS1dC s Iml zcy 161mhdHB201Bvc 3RzLndpbafvd MubmVOL2Vi Yz
B3YWQSLWESNAND)IZC1hM3YxLWYyNjBIZGIAZIA40583 LCIpYXQi0FEINgSODQ3MDMS TmS 23 T6MTU200k aNDCwMywi ZXbmeI joxNTYSMDE 00AZL CThak .
8i0ileMk Is InFwcG1kI i ZWFKZFASYmI tNTAZYy@OMT)iLT1KNmEtM2YyNTgOYTNAZDIO iwi YXBuwakl machine
RY3T101TyTiwiahRuljoiaHROCHM6Ly9zdHMud21uZG93cy SuZXQUZN) SMGNHZDK YTk 2MCORMmKLWEYNSEZ T2MGNKY haMDg 5Ly TS In9pZCI6T hiY2
R1YZZKLWEWYZYENGNNIOSMzhkLWIhZTA2NDB1N gzMy Is InN1Yi I613hiY2R1YzZZKLIEWY2YENGN NiOSMZhkLWIhZTAZNDB LN jgzMy s InRpZCI6TnViYz
B5YWQSLWESNJAtNDI i ZC1hM; YXLWYyN B ZGI4ZIA40S s InVRaST61 1hFZ1paTO10TUUMT INSUJOZKIEQUESLCI2ZXT 04 IxLIAILCIAbXNFbH1yahQiO:
IVC3Vi 2Ny aXBOakDucy 917 Gy 73Oy HEXLTOMISELOTQ2ZCOONDIhIQAMN: AnY 2 EvCaVZb3VyY2VncaO 1 cHIVBHFUTHALZCLpTGVudG18aXktdGV2dC

2aMR] critvTW] jc9zb2Z0LK

Use the local managed identity provider to request
an access token for the identity of the virtual

1hY2hpbaVzL21hbaF nZWQt aWR 1bnRpdHk tdmdi fQ. v;u)eﬁugs( PjmoEQhLPCAINVCFA Returns access token for the managed identity of

2Im1TbpFHY_| d7-nL9e2huT-g 1£¢1xT-ZcQnsNjLjZndgio6L MoKANzbZWkd gomf VATHRPM N A
M-52cZOQWTYySOpay! FBt ivpl )SnSPFIXQDim)9h XDrMle)xIEKSQrk}IlyLLApANIx}sPA]u the virtual machine
YO4p4DL0H_Z6W_687uAx6V3vunajhe3q IGORPHAIL bQmjRf INK-93g", "client_id": "eadf@9bb-503c-412b-9d6a-32584a3fd

24", "expires_in":"28799", "expires_on":"1569013803", "ext_expires_in":"28799", "not_before": "1568984703", "resource”: "https:

//vault azure.net®, "token_type":*Bearer”
ntity-vm:~$ curl https://managed-idenity-vault.vault.azure.net/secrets/wstinkensmanagedidentitiykey?ap

i-versions2016-10-01 - "Authorization: Bearer y)0eXAi03 JKV1Qi LCIhbGCi03 ISUZT INi TsIng1dCI6Tml 1X3FXQ1hokHhOMXpIRXNINGH3

WNRVKduNCI s It pZCI6Tm] 1X3F XQ1hoRHhOMXpIRXNINGM3YWNRVKAUNC)9 . ey JhdWQi0i JodHRwc zovL 3ZhdWxOLmF 6dX)1LaS 1dCT sTml zcy 16 1mhOdHBz

0i8ve3RzLndpbmRvd3MubaVOL2ViY 283 YWQSLWESNJALND) i ZC1hMjYxLWYyN B ZGI4Z JA4058i LCIpYXQiOFEINFgSODQ3MOMs ImS i Zi 16MTU200k4NDCw The managed identity has GET permissions for

MywiZXhwI5oXNTYSME CIhak8i0i 20 IsImFwcGlkIjoiZWFkZIASYmItNTAZYy@OMTJiLT1k )

NnEtM2YyNTgOYTNmZDIOL iwi YXBwahRhY 31104 Iy T iwi aWRwI joi aHROCHM6Ly92dHMud21uZGI3cy SuZXQuZWI MGNhZDK YTk 2MCOOMm)KLWEYNFELZ512 secrets in an Azure Key Vault

MGNKY 5hatDg5Ly s Im9pZCI6T hiY2R1Y 2ZKLWEWY ZYNGNNiOSMZhKLWIhZTAZNDB 1N jgzMyTs InN1YA 161 3hiY2R1Y zZKLWEWYZYENGNNOSMZhkLWIh

ZTAZNDBINjgzMy 1 sInRpZCT6ImViY2B3YWQSLWESNFAtND) i ZC1hM; YxLNYyN B ZGI4Z A0S T SInVOaST6T1hF 21paTO10TUUMT INSUJOZKIEQUEILCI2

ZXT01TxLFAILCI4bXNFbN1yaWQiO0i Tve3Vic 2Ny aXBOaNIuCy91 Zn) 5MAQy Z i OyNWE XL TQWFELOTQ2ZCORND JhNWQAMZAMY 2EvemVzb3Vy Y 2Vncm1 cHiy
bWFUYWA1ZC1pZGVudG10aXktdGYzdCIwcmI2akR] crMvTW] jcwdzb2Z0L kNvbXB1dGUvdmlydHVhbE 1hY2hpbaVzL 21hbmFnZWQtakR 1bnRpdHk tdwdi fQ. Y
16430RGAgsC-PjaoEQhLPCAINVCFA2ImI ThpFHI_W3wDOQr-RDA7 -l 9e2huT -g6SrVOBUPOEbe Tkd-A291 ft1xT-ZcQnsNjLiZndgiobLMoKANzZbZWkd -n

ZMVENMYVYXTsgOmfN-RKrcVjATHR-PMM-52c ZOQWTYy SOpayMEVY 2 Z8SbeIN2nlF Bt 1XxxGPQOp) i vpPxzP8IISnSPF IXQDimI9hny 2dYnzAf0619b1FXDrH A
yf@3zIEKSQrk311yLLApAN2235PAFUYO4paD1oH_Z6M 687qu6V3qunq]He)qFNaoEQnE3k69ﬂmIL<le\]folNAyU]MK 930 Gets the ke)’ from the Azure Ke)’ Vault using the

{"value": "BI91ut1GQ2npY iJ5hDK71 = access token

y :
d-idenity-vault.vault.azure.net/secrets/wstinkensmanagedidentitiykey/97c10b653a574954b777e0dbf454a869" , "attributes”: {"en
abled":true, "created”: 1568982276, "updated” : 1568982276, "recoverylLevel " : "Purgeable”}}

SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection

Azure Managed Identities: A Look at Access Tokens

This slide gives you an example of what the access token actually looks like and how managed identities are
integrated within Azure.

The following steps occur when a specific Azure service needs to validate if that particular identity has access
to the resource:

1. Any azure resource can request the local managed identity provider for an access token for the
identity of a specific virtual machine;

2. The identity provider returns the access token for the managed identity of that virtual machine;

3. Once validated, the managed identity can use his permission, for example, to request secrets in
Azure Key Vault;

4. Azure key vault is compatible with managed identities and validates the token and permissions; in
case all permissions are correct, the managed identity is able to retrieve keys from the Azure Vault.

62 © 2021 NVISO

62

Technet24


https://technet24.ir
https://technet24.ir

INTRODUCING THE IDENTITY SECURE SCORE

Microsoft's best practice recommendations Require MFA for all users
for Azure AD security configuration.

Designate fewer than 5 global admins

Benchmark Azure AD security configuration against
peers

Designate more than one global admin

Use limited administrative roles

Recommends security improvements based on Do not expire passwords
user impact and implementation cost

Delete/block accounts not used in last 20 days
Enable policy to block legacy authentication

View security configuration evolution over time

Turn on sign-in risk policy

Azure AD Identity Secure Score is an ame
indicator showing the alignment with Require MFA for Azure AD privileged roles

i Turn on user risk policy
Your Identity Secure Score

Do not allow users to grant consent to unmanaged applicati..

SCORE IMPA...

USER IMPACT

Low

Moderate

Moderate

Moderate

Moderate

Moderate

Moderate

Moderate

IMPLEMENTATION COST

Low

Moderate

Moderate

Moderate

Moderate

Register all users for multi-factor authentication 7 High High
1 6 2 Your score is above the average for your company's industry. Enable Password Hash Sync if hybrid ° Low Low
/223
Enable self-service password reset 0 Moderate Moderate
[ 162 I
Technoloay industry company averaqe 56 ——
Typical 19001-0223372036854775807 p... 29 N
S Im.s SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection

Introducing the Identity Secure Score

We all love a little competition and Microsoft has integrated several scoring mechanisms that you can use to
compare against industry peers. The identity secure score is available in all editions of Azure AD; however,
some recommendations that are required to improve your score are only available with premium licenses.

Every 48 hours, Azure reviews your security configuration and compares your settings with the recommended
best practices. Based on the outcome of this evaluation, a new score is calculated for your directory. Each
recommendation is measured based on your Azure AD configuration. If you are using additional third-party
products instead of Microsoft products to “comply” with best practices, you can indicate this configuration in

the settings of an improvement action.

Typical recommendations are:
* Activate MFA
* Use limited administrative roles

» Turn-on additional features such as sign-in risk policy

It is an ideal starting point to validate your current exposure and develop a plan to further improve your identity

and access management mechanisms.

© 2021 NVISO
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AZUREAD IDENTITY PROTECTION

Azure AD lIdentity Protection helps detect compromised identities by using machine learning
algorithms and heuristics to detect anomalies and suspicious incidents. It detects risky sign-ins,
creates actionable alerts and allows defining risk-based access policies.

Automatically detects unsecure configurations based on Microsoft best practices and provides

Vulnerabilites actionable mitigations steps.

Risk Based on machine learning, anomaly detection and threat intelligence, Identity Protection flags
suspicious authentication attempts such as sign-ins from known IP anonymization services or

Detections unfamiliar locations.

Risk-Based Define access policies to cloud applications using Azure AD as an identity provider based on risk
Conditional detections. Conditions such as device compliance, locations or client protocols can be used to
P P
Access granularly grant or block access to selected cloud applications.

SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection

Azure AD Identity Protection

Azure AD Identity Protection helps detect compromised identities by using machine learning algorithms and
heuristics to detect anomalies and suspicious incidents. It detects risky sign-ins, creates actionable alerts and
allows defining risk-based access policies.

Microsoft provides the following identity protection capabilities:

Vulnerabilities & Risky Accounts

Automatically detects unsecure configurations based on Microsoft best practices and provides actionable

mitigations steps. Calculates risk levels of both individual sign-ins and users.

Risk Detections

Based on machine learning, anomaly detection and threat intelligence, Identity Protection flags suspicious
authentication attempts such as sign-ins from known IP anonymization services or unfamiliar locations.

Risk-based Conditional Access

Define access policies to cloud applications using Azure AD as an identity provider based on risk detections.
Conditions such as device compliance, locations or client protocols can be used to granularly grant or block
access to selected cloud applications.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection
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AZUREAD IDENTITY PROTECTION: DASHBOARD

MM

Azure AD Identity Protection

GENERAL
D Overview

@ Getting started

INVESTIGATE
S Users flagged for risk
A Riskevents

© Vulnersbilies

conFiGuRE
O Multi-factor authentication regis
& User sk polcy

Sign-in risk policy

sermes
Herts
& Weekly Digest

# Pin to dashboard

A\ 4 users have a high risk level. >

Users flagged for risk

O

19

SecuReD

115

Vulnerabilities ®

4
RSKLEVEL  COUNT
| Medium 208
| Megiom 1
Low 10
Low 3

Includes an overview of users that are flagged for risk, meaning
anomalies were detected during sign-ins (e.g., an anonymized
VPN endpoint was used for this sign-in)

Risk events

Looks at the events and calculates a severity based on several
factors. It will look at the sign-in events and vulnerabilities
within your environment. In case a risky sign-in was detected on
an identity that has a high vulnerability (e.g., leaked credentials),
this will be marked as a high-risk event.

mlllv.lM.. 1 Lllh’lu

0 |9

|l
12 136

VULNERABILITY

Users without multi-factor authentication registration

A list of vulnerabilities is displayed on the dashboard; you have
one generic overview to investigate and remediate the specific
vulnerabilities. You can also see how many identities are
impacted by this vulnerability within Azure AD.

Roles don't require multi-factor authentication for activati

Administrators aren't using their privileged roles

There are too many global administ

SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection

Azure AD Identity Protection: Dashboard

This slide gives you a typical example of an Azure Identity dashboard, on which you can immediately identify
the Risk Detections, Events, and Vulnerabilities that were found in this Azure AD configuration.
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INTRODUCING PRIVILEGED IDENTITY MANAGEMENT (PIM)

Privileged Identity ...

@’ Quick start
Tasks

&% My roles

£k My requests

[ Approve requests

% Review access

Manage

£ X Azure AD roles - My roles
FIMDEV

« «
My Azure AD roles
© overview

Enable users to request
just-in-time permissions

administrative tasks

%’ Quick start Eligible roles  Active roles to execute
I & My roles | ROLE NAME

3
Gk My requests Security Administrator

(L Approve requests

Desktop Analytics Administrator

s Review access
Intune Service Administrator

& Azure AD roles

Manage
Reports Reader

&+ Azure resources

Activity

B My audit history

MM

% Roles
Password Administrator

& Members

A Aerts

= Access reviews

Skype for Business Administrator

Audit the assignment of
administrative roles with
dashboards and audit

logging

Role assignment distribution

1 euciete
| PERMANENT ACTVE ASSIGNMENTS
1 e

IVE ASSIGNMENTS

Role activations in last 7 days

|18 i |

To implement the least privilege principle within Azure AD, Privileged Identity Management can be
used to assign on-demand, time-limited, administrative privileges when approved by a workflow.

1 ucinte
1 Perman
1 e saseo &

LA
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Introducing Privileged Identity Management (PIM)

To implement the least privilege principle within Azure AD, Privileged Identity Management (PIM) can be

used to assign on-demand, time-limited, administrative privileges when approved by a workflow.

In PIM, the following features are available (from: https://docs.microsoft.com/en-us/azure/active-

directory/privileged-identity-management/pim-configure)

66

Provide just-in-time privileged access to Azure AD and Azure resources — this will limit the
timeframe that a privileged account is exposed (e.g., a dynamic FW rule)

Assign time-bound access to resources using start and end dates — this will limit the timeframe that a

privileged account has access

Require approval to activate privileged roles — You can create your own approval flows in case

privileged access is required

Enforce multi-factor authentication to

Use justification to understand why users activate — You can integrate message into your flow and

have an audit trail

activate any role

Get notifications when privileged roles are activated — Continuously monitor the usage of high

privileged accounts

Conduct access reviews to ensure users still need roles

Download audit history for internal or

external audit
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Log Retention

I Azure AD Free: 7 days
I Azure AD Premium P1I: 30 days

I Azure AD Premium P2: 90 days

long term storage

Export to Azure Storage Account for .

Audit Logs

Date and time of the
occurrence

Service that logged the
occurrence

Category and name of the
activity (what)

Status of the activity
(success or failure)
Target

Initiator / actor (who) of
an activity

SOURCE: https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-audit-logs

LOGGING IN:AZUREAD

Sign-In Logs

Sign-in date

Related user

Application the user has
signed in to

Sign-in status

Status of the risk detection
Status of MFA requirement

S [m.s SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection

Logging in: Azure AD

By default, Azure AD has logging enabled; however, the retention period depends on your license.

It is recommended to export these logs to an Azure storage account. When the logs are exported, you can
define your own retention period and, in case an incident occurred before the default retention period, you will
be able to analyze older events via that storage account. Note that you are not able to export logs if you are

using the Azure AD free license.

The following logs are available:

Audit Logs, which include the following details:
*  Date and time of the occurrence
e Service that logged the occurrence
*  Category and name of the activity (what)
»  Status of the activity (success or failure)
e Target

* Initiator / actor (who) of an activity
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Sign-in Logs, which include the following details:

Sign-in date

Related user

Application the user has signed in to
Sign-in status

Status of the risk detection

Status of MFA requirement

© 2021 NVISO
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AN EXAMPLE OF AN AZURE AD RISK DETECTION INVESTIGATION (1)

2

New risky sign-ins detected @

2

o820

13711 1217 [350

£ View user's risk report 2 View users sign-ins

0 o —-— | I..

2) View user

Sign-in isk type = Real-time

o907

Basicinfo Riskinfo Deviceinfo MFAinfo  Conditional Access  Troubleshooting and support

RequestD eoz3bT6F ScTe 46T 91ab 31187502500
Conelton! 55375609-8626-4820-9717-<0Todd75€350
user I
Userame

User ID f521084-42f2-4879-b7ab-c34012367b8c
Application  Microsoft Intune Company Portal

Application ID 9batasc7-f17a-4de9-a1f1-6178c8d51223

MM

185.153.179.23
I

9/18/2019, 12:49:14 AM

Failure

50076

User did not pass the MFA challenge (non interactive).

Mobile Apps and Desktop clients

Sign-in isk level = Al

|| III-II-

s AN View user's risk detections 4 View sign-ins risk detections 3 Confirm sign-in compromised /' Confirm sign-in safe

In Azure’s Identity Protection
Risky Sign-In, we can further
investigate and triage
authentication attempts that
were flagged as suspicious.

Investigation by an analyst is
required because of the high
false positive rate and limited
tuning options.

SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection

An Example of an Azure AD Risk Detection Investigation (1)

In Azure’s Identity Protection Risky Sign-In, we can further investigate and triage authentication attempts that
were flagged as suspicious. Investigation by an analyst is required because of the high false positive rate and

limited tuning options available.

Note that the initial overview provides some information already:

» [P address of the sign-in: “185.153.179.23”

* Outcome of the attempt: “Failure”

* Reason for the outcome: “User did not pass the MFA challenge (non interactive)

* The client app: “Mobile Apps and Desktop clients”

We do, however, need some additional information to make a correct assessment!

70
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AN EXAMPLE OF AN AZURE AD RISK DETECTION INVESTIGATION (2)

[o search cii+p |<‘ @ Leammore L Download 82 Export Data Settings 3 Troubleshoot 7= Selectall 3¢ v D) Refresh
- o + @ Weicome to Azure AD Identity Protection’s advanced ‘Risky sign-ins’ view.

I} Properties

& nNotifications settings ( Date : Last 1 month Show dates as: Local Risk state : 2 selected Risk level (real-time) : None Selected Risk level (aggregate) : None Selected

Security Detection type(s) : None Selected T Add filters

@ overview (Preview) DATE 4 USER APPLICATION STATUS 1P ADDRESS LOCATION RISK STATE REQUEST ID CONDITIONAL A...

L' Identity Secure Score

10/8/2019, 12:23:... Microsoft Azure ... Success 94.224.35.142 Brussels, Brussel... At risk 48f6fdb9-20db-... success
O Conditional Access
9/30/2019, 8:53.... OneDrive Synck...  Failure 77.243.191.86 Zaventem, Vlaa...  Atrisk 7edbcb9e-421e-... failure

9 MrA

S Risky users (Users fagged fo.. 9/30/2019, 8:48.... OneDrive SyncE... Failure 77.243.191.86 Zaventem, Vlaa...  Atrisk 3dcc5d94-aSde-... failure

a Risky sign-ins (Preview) 9/30/2019, 7:46:1... Microsoft Intune... Failure 185.153.179.23 Vancouver, Britis... At risk 795d0cb5-cf6f-4... notApplied
A Risk detections (Risk events) 9/30/2019, 7:46:1... Microsoft Intune... Failure 185.153.179.23 Vancouver, Britis... At risk 8bff0dc1-a323-4... notApplied
O Authentication methods 9/30/2019, 7:46:1... Microsoft Intune... Failure 185.153.179.23 Vancouver, Britis... At risk 85134821-77ea-4... notApplied
Monitoring 9/30/2019, 7:46.... Microsoft Intune... Failure 185.153.179.23 Vancouver, Britis... At risk 76f2a2dd-4745-... notApplied
D sign-ins 9/30/2019, 7:46:... Microsoft Intune... Failure 185.153.179.23 Vancouver, Britis... At risk 4cT7b5e0-99fa-... notApplied
ﬁ‘ Audit logs 9/30/2019, 7:46.... Microsoft Intune... Failure 185.153.179.23 Vancouver, Britis... At risk 0985673d-8164-... notApplied
& Provisioning logs (Preview) 9/30/2019, 7:46:... Microsoft Intune... Failure 185.153.179.23 Vancouver, Britis... At risk ef5322b2-19a0-4... notApplied

SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection

An Example of an Azure AD Risk Detection Investigation (2)

When taking a step back and reviewing all of the risky sign-ins, we immediately notice multiple failures
coming from the same IP address in Vancouver (British Columbia, Canada). Our example organization
(NVISO) is European without a presence in Canada; thus, such attempts are, indeed, suspicious. In this specific
case, we can identify a password guessing attack.
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ADVANCED DETECTION CAPABILITIES: DEFENDER FOR ENDPOINT

manual threat hunts can be launched.

Advanced hunting

> B DeviceTumsecureConfigurationAssessment Getstated  Doc attachment with link to download

> B DeviceTumsecureConfigurationAssessment

+ New B Save v £ Share link
# Functions ~ /I BrowserLaunchedToOpenurl event:
5.5 ivolle " This query uses the BrowserLaunchedTo0penurl event, that includes clicks on http:// or https:// links (clicks outside of brousers), or on .lnk files
/" For this event, RemoteUrl contains the opened URL
> fi AssignediPAddresses let minTineRange = ago(74);
let wordLinks =
> fi DeviceFromip 17 | Devicetventd
| 77 Filter on click on links from Winkord
| where Timestamp > minTimeRange and ActionType == "BrouserlaunchedTodpenUrl” and isnotempty(Remotelrl) and InitiatingProcessFileName m "winuord.exe”
| project ClickTime=Tinestamp, Deviceld, DeviceName, ClickUrl-RemoteUrl;
£3 Queries ~ Zet dochttachments =
DeviceFiletvents
A £3 Shared queries | uhere Timestanp > minTimeRange

/1 Query for comon docunent file extensions

A Community and (FileName endswith ".docx" or FileName endswith “.docm" or FileName endswith ".doc")

files saved from email clients such as the Office Outlook app or the Windows Mail app
tiatingProcessFileNane in~ (“outlook.exe”, "hxoutlook.exe")

~ Command and Contral | sumarize AttachmentSaveTinesmin(Timestamp) by AttachmentNamesFileName, Deviceld;

~ Campaigns

Tet hrouserDounloads =
A Delivery

Doc attachment with link to dow

Pivok fiom detociionsio relsfed q Timestamp  FieName  FileOriginUl  Cicklrl  SHAT  DeviceNeme  Deviceld  Attachments  AttachmentSaveTime  ClickTime

SOURCE: https://securitycenter.windows.com/hunting
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Advanced Detection Capabilities: Defender for Endpoint

Defender for Endpoint is Microsoft’s EDR tool that is available for Windows, Linux, and MacOS clients. It
uses an online, cloud, endpoint from which alerts can be investigated and handled, but also advanced manual
threat hunts can be launched. The threat hunts are executed by running queries across all installed hosts.
Security analysts can write their own rules or can leverage prebuilt community rules. The screenshot on the

slide shows an example of a rule called “Doc attachment with link to download”.

Should the hunt be successful, there’s also a handy function that allows you to convert this query in real-time

detection.

If you have the right license and access, the hunting feature for Defender for Endpoint can be found at

https://securitycenter.windows.com/hunting.

72 © 2021 NVISO

Defender for Endpoint is Microsoft’s EDR tool that is available for Windows, Linux, and MacOS clients.
It uses an online, cloud, endpoint from which alerts can be investigated and handled, but also advanced

L Export 7 Choose columns v L Chart type
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ADVANCED DETECTION CAPABILITIES: DEFENDER FOR IDENTITY

Defender for Identity (previously Microsoft ATA / Azure ATP) allows you to monitor both an on-
premise and Azure AD for advanced attacks. It achieves this dual view by also installing an agent on the
local domain controllers.

Defender for Identity has a key focus on detecting authentication attacks (e.g., Kerberos ticket manipulation),
so the golden ticket attack could be detected when this feature is enabled!

Microsoft Defender for Identity Architecture 11:25 pm 14 Apr. 2018

Malicious replication of directory services aose

. Malicious replication requests were successfully performed by MSOL_68fa8f6671b9, from AADO1 against S10C2.
T Started at 10:24 pm 28 Mar. 2018

> | Microsoft \
[ cloudApp
( seaurity )

7:12 pm 7 Apr. 2018

Reconnaissance using SMB Session Enumeration oPEN

SMB session enumeration attempts were successfully performed by Mike Ryan, from W10PC4 against 2 domain controllers,
exposing 6 accounts.

ADFS Domain Controller Console experience:
Cloud App Security portal

7:05 pm 7 Apr. 2018

Reconnaissance using DNS oeN
Suspicious DNS activity was observed, originating from WL0PC4 (which is not a DNS server) against S1DC1.

[ —

SOURCE: https://docs.microsoft.com/en-us/defender-for-identity/what-is
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Advanced Detection Capabilities: Azure ATP

We previously touched upon Kerberos and typical AD lateral movement strategies and noted that this is quite
often difficult to detect. As a reminder, Kerberos is a stateless protocol which does not keep track of assigned
tickets, hence attacks where tickets are crafted by adversaries (e.g., golden or silver tickets) are hard to detect.

Defender for Identity (previously Microsoft ATA / Azure ATP) allows you to monitor both an on-premise and
Azure AD for advanced attacks. It achieves this dual view by also installing an agent on the local domain
controllers. The agents on the domain controllers both look at the local Windows event log and monitor
network traffic.

As Defender for Identity tracks all relevant authentication information (e.g., issuing of tickets and
authentications against the DC), it can detect crafted ticket and thus detect, for example, a golden ticket attack.
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ADVANCED DETECTION CAPABILITIES: AZURE SENTINEL

7
&

O Search (Ctrt+/)

by Sentinel.

& Q) Refresh = Add workbook

General
Saved workbooks

@ Overview

My workbooks ~ Templates
® Logs —_—

© 31

Templates Updates.

& News & guides [P search workbooks

Threat management

Azure AD Audit logs

MICROSOFT
& Incidents

K3 Workbooks

@ Hunting Azure AD Sign-in logs

MICROSOFT

& Notebooks

Configuration

B Data connectors Azure Firewall
MICROSOFT

@ Analytics

Advanced Detection Capabilities: Azure Sentinel

Azure AD logs can be analyzed by Azure Sentinel which is a cloud-native SIEM created by Microsoft.
The service is only available in a pay-as-you go model and is calculated on the amount of logs ingested

Azure AD Sign-in logs

MICROSOFT

Gain insights into Azure Active Directory by connecting rzu
and using the sign-in logs to gather insights around Azure ,
You can learn about sign-in operations, such as user sign-in
locations, email addresses, and IP addresses of your users, &
failed activities and the errors that triggered the failures.

Required data types: @
@ signintogs

Data sources: &

AzureActiveDirectory

SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection

Azure Sentinel is a “cloud-native” SIEM offered by Microsoft that aims to replace typical on-prem SIEM
solutions. Azure Sentinel is based on log analytics workspaces and data connectors; it will look at these logs
and map them against use cases (called “Analytics™) that are enabled. The main goal is to provide a flexible
solution that can easily integrate both with other cloud services (such as Azure AD) and on-prem resources

(e.g., local firewall logs).

More information on Azure Sentinel can be found here:
https://docs.microsoft.com/en-us/azure/sentinel/overview
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ADVANCED DETECTION CAPABILITIES: AZURE SENTINEL - EXAMPLE RULES

RULES BY SEVERITY

Active rules

Active rules Rule templates

o Search b'3

THIGH (5) | MEDIUM (8) | LOW (3) ] INFORMATIONAL (0)

SEVERITY : All TYPE : All STATUS : All

TACTICS : All

NAME
Advanced Multi-Stage Attack Detection
Create incidents based on Microsoft Cloud App Security alerts

Create incidents based on Azure Security Center alerts

Brute force attack against Azure Portal

Powershell Empire cmdlets seen in command line

MM

Advanced Detection Capabilities: Azure Sentinel — Example Rules

Create incidents based on Azure Advanced Threat Protection alerts

RULE TYPE

@ Fusion

Create incidents based on Azure Active Directory Identity Protection alerts ® Microsoft...

© Scheduled

© Scheduled

SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection

2 Microsoft...

2 Microsoft...

2 Microsoft...

STATUS

(U]

[

¢

¢

<]

G

[

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Use cases are defined in the analytics page,
analytics are used to correlate alerts into
incidents.

By default, Azure Sentinel has built-in
correlation rules; these can be enabled and
used for your Azure environment. New
correlation rules will be added on a frequent
basis.

You can create your own correlation rules
and try to fine-tune the detection rate to
minimize false positives. For identity
protection, you have the Azure identity
protection alerts and many others.

Use cases are defined in the analytics page, analytics are used to correlate alerts into incidents. By default,

Azure Sentinel has built-in correlation rules; these can be enabled and used for your Azure environment. New

correlation rules will be added on a frequent basis. You can create your own correlation rules and try to fine-
tune the detection rate to minimize false positives. For identity protection, you have the Azure identity

protection alerts and many others.
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APT28: INTRODUCTION AND COMMON TECHNIQUES

APT-28 (also known as Sofacy or Fancy bear) is a Russian cyber espionage group. It

APT has been associated by several cybersecurity firms with the Russian government
(some attribute it more specifically to the Russian military intelligence agency GRU).
28 In 2018, an indictment by the US Special Counsel identified APT-28 as two GRU units

known as Unit 26165 and Unit 74455.
MITRE ATT&CK REFERENCE: https://attack.mitre.org/groups/G0007/

Typical Targets Some Trademark Techniques

Region: T1546/015
Global - focus on USA & Europe COM Hijacking
Industries: TI1003
Government agencies Credential Dumping
Reported victims: TI1067
DNC, OSCE, NATO,... Bootkit
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APT28: Introduction and Common Techniques

APT-28 (also known as Sofacy or Fancy bear) is a Russian cyber espionage group. It has been associated by
several cybersecurity firms with the Russian government (some attribute it more specifically to the Russian
military intelligence agency GRU). In 2018, an indictment by the US Special Counsel identified APT-28 as two
GRU units known as Unit 26165 and Unit 74455.

MITRE’s ATT&CK report on the group can be found on https://attack.mitre.org/groups/G0007/.

With regards to targets, APT-28 is known to have a global approach, but a specific focus on USA and
(Western) Europe. They mostly target (military) government agencies. Reported victims have included DNC
(Democratic National Committee), OSCE (Organization for Security and Co-Operation in Europe), and NATO.

Further references:
https://www2. fireeye.com/rs/fireye/images/rpt-apt28.pdf
https://www.crowdstrike.com/blog/who-is-fancy-bear/
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DEFINITION OF THE APT-28 EMULATION PLAN

EMULATION PLAN FORAPT-28

PHASE | PHASE 2 PHASE 3
Tls“;;‘;tlial sAccessh b Execution Exfiltration
Attach e ong T1218/011 - Rundli32 T1041 - Exfil over C&C
Persistence Credential Access
T1053 — Scheduled Task T1558/003 — Kerberoasting
Defense Evasion Lateral Movement
T1055/012 - Process Hollowing* T1047 - WMI
* = Bonus technique for emulation
SANS SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection

Definition of the APT-28 Emulation Plan

We will now draft an emulation plan that mimics techniques known to be abused by APT-28. We will define
the following steps as part of the plan:

Phase 1
* Initial Access — T1566/001 — Spearphishing attachment
* Persistence — T1053 — Scheduled Task
* Defense Evasion — T1055/012 — Process Hollowing (Bonus technique)

Phase 2
* Execution — T1218/011 — Rundll32
* Privilege Escalation — T1558/003 — Kerberoasting

» Lateral Movement — T1047 — Windows Management Instrumentation

Phase 3
¢ Execution — T1041 — Exfil over C&C

We have added short technique descriptions in the next few slides (extracted from MITRE ATT&CK). We will
further prepare and execute the emulation plan in our Workbook!
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PHASE I: INITIAL ACCESS - TECHNIQUE T1566/001 - SPEARPHISHING ATTACHMENT

Spearphishing attachment is a specific variant of spearphishing. Spearphishing attachment is

different from other forms of spearphishing in that it employs the use of malware attached to an
TI1566/ ) o . ) o
email. All forms of spearphishing are electronically delivered social engineering targeted at a
001 specific individual, company, or industry. In this scenario, adversaries attach a file to the

spearphishing email and usually rely upon User Execution to gain execution.

SOURCE: https://attack.mitre.org/techniques/T 1566/001/

Sandboxing (static + dynamic) Sandboxing (static + dynamic)

Macro security controls Sysmon
Event ID |:Parent-child relationships

Attack Surface Reduction rules Event ID |3:Trust records

Application whitelisting & script restrictions
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Phase 1: Initial Access — Technique T1566/001 — Spearphishing Attachment
From MITRE’s ATT&CK framework:

“Spearphishing attachment is a specific variant of spearphishing. Spearphishing attachment is different from
other forms of spearphishing in that it employs the use of malware attached to an email. All forms of
spearphishing are electronically delivered social engineering targeted at a specific individual, company, or
industry. In this scenario, adversaries attach a file to the spearphishing email and usually rely upon User
Execution to gain execution.”

How could we prevent this?
» Sandboxing of attachments to block suspicious / malicious payloads
* Macro security controls
» Attack Surface Reduction rules
* Application whitelisting & script restrictions
How could we detect this?
* Sandboxing of attachments to detect suspicious / malicious payloads
» Using Sysmon, we could search for the following:
* Event ID 1 (Process Creation): Analyze parent-child relationships to find weird instances

* Event ID 13 (RegistryEvent Value Set): Analyze registry values for trust records that are being set,
which indicated Office documents trusted for macro execution

The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1193/.
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PHASE |: EXECUTION - TECHNIQUE T1218/011 - RUNDLL32

The rundll32.exe program can be called to execute an arbitrary binary.Adversaries may take
TI1218/ advantage of this functionality to proxy execution of code to avoid triggering security tools that

ol1l may not monitor execution of the rundll32.exe process because of whitelists or false positives
from Windows using rundli32.exe for normal operations.

SOURCE: https://attack.mitre.org/techniques/T1218/011/

AppLocker

Sysmon
ExploitGuard Event ID |: Command-line arguments
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Phase 1: Execution — Technique T1218/011 — Rundll32
From MITRE’s ATT&CK framework:

“The rundll32.exe program can be called to execute an arbitrary binary. Adversaries may take advantage of this
functionality to proxy execution of code to avoid triggering security tools that may not monitor execution of the
rundll32.exe process because of whitelists or false positives from Windows using rundll32.exe for normal
operations.”

How could we prevent this?

* AppLocker (restrictions on DLL execution)

* ExploitGuard (restrictions on DLL loading / execution)
How could we detect this?

* Using Sysmon, we could search for the following:

* EventID 1 (Process Creation): Analyze command-line arguments passed to rundll32.exe

The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1085/.
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PHASE |: DEFENSE EVASION - TECHNIQUE T1055/012 - PROCESS HOLLOWING

Process hollowing occurs when a process is created in a suspended state, then its memory is
TI1055/ unmapped and replaced with malicious code. Similar to Process Injection, execution of the

012 malicious code is masked under a legitimate process and may evade defenses and detection
analysis.

SOURCE: https://attack.mitre.org/techniques/T 1055/012/

Windows Event Tracing (ETW)
Detect CreateProcess in suspended state

Detect “ZwUnmapViewOfSection” or
“NtUnmapViewOfSection” (used to unmap the
target process memory)
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Phase 1: Defense Evasion — Technique T1055/012 — Process Hollowing
From MITRE’s ATT&CK framework:

“Process hollowing occurs when a process is created in a suspended state then its memory is unmapped and
replaced with malicious code. Similar to Process Injection, execution of the malicious code is masked under a
legitimate process and may evade defenses and detection analysis.”

How could we prevent this?
* N/A => This is a built-in feature in Windows and can thus not be disabled

How could we detect this?
* This is a rather stealth attack strategy, which will require in-depth visibility
*  Windows Event Tracing (ETW) can be used to detect the steps of process hollowing
* Processes being created in a suspended state
* The use of specifics calls to unmap memory
* Note that several EDR vendors have built-in techniques to detect this

The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1093/.
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PHASE 2: PERSISTENCE - TECHNIQUE T1053 - SCHEDULED TASKS

Urtilities such as at and schtasks, along with the Windows Task Scheduler, can be used to schedule
programs or scripts to be executed at a date and time (often even on remote systems).An
adversary may use task scheduling to execute programs at system startup or on a scheduled basis
for persistence, to conduct remote Execution as part of Lateral Movement, to gain SYSTEM
privileges, or to run a process under the context of a specified account.

SOURCE: https://attack.mitre.org/techniques/T 053/

N/A Windows Security (real-time)
4698 — Scheduled Task Creation
4702 — Scheduled Task Update

Hunting (periodic baselining)
Autoruns, OSQuery,...
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Phase 2: Persistence — Technique T1053 — Scheduled Tasks
From MITRE’s ATT&CK framework:

“Utilities such as at and schtasks, along with the Windows Task Scheduler, can be used to schedule programs
or scripts to be executed at a date and time (often even on remote systems). An adversary may use task
scheduling to execute programs at system startup or on a scheduled basis for persistence, to conduct remote
Execution as part of Lateral Movement, to gain SYSTEM privileges, or to run a process under the context of a
specified account.”

How could we prevent this?
* N/A => Task scheduling is a built-in feature on most Operating Systems and can thus typically not be
disabled

How could we detect this?
* Real-time detection in Windows
¢ Look for event ID 4698 — Scheduled Task Creation
*  Look for event ID 4702 — Scheduled Task Update

* Hunting

* Periodic baselining as described per the slide. The students taking this 600 level course should
have a good understanding of what baselining is.
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PHASE 2: PRIVILEGE ESCALATION - TECHNIQUE T1558/003 - KERBEROASTING

Adversaries possessing a valid Kerberos ticket-granting ticket (TGT) may request one or more

Kerberos ticket-granting service (TGS) service tickets for any SPN from a domain controller
TI1558/ granting Y
(DC). Portions of these tickets may be encrypted with the RC4 algorithm, meaning the Kerberos
003 5 TGS-REP etype 23 hash of the service account associated with the SPN is used as the private

key and is thus vulnerable to offline Brute Force attacks that may expose plaintext credentials.

SOURCE: https://attack.mitre.org/techniques/T [ 558/003/

Managed Service Accounts Windows Security (real-time)
4769 — Service Ticket Request
Strong service account passwords

Disable RC4 Kerberos etype
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Phase 2: Privilege Escalation — Technique T1558/003 — Kerberoasting
From MITRE’s ATT&CK framework:

“Adversaries possessing a valid Kerberos ticket-granting ticket (TGT) may request one or more Kerberos
ticket-granting service (TGS) service tickets for any SPN from a domain controller (DC). Portions of these
tickets may be encrypted with the RC4 algorithm, meaning the Kerberos 5 TGS-REP etype 23 hash of the
service account associated with the SPN is used as the private key and is thus vulnerable to offline Brute Force
attacks that may expose plaintext credentials.”

How could we prevent this?
* As Kerberoasting relies on brute force attacks against service accounts, ensure that service accounts are
configured with a strong password. Microsoft provides “Managed Service Accounts” to achieve this
» Disable the RC4 encryption type to slow down / complicate brute force attacks

How could we detect this?
* Look for Windows event ID 4769 (Service Ticket Request)
» If one account is requesting service tickets for a variety of service accounts in a short period, this

should be suspicious (especially if the encryption type is RC4)

The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1208/.
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PHASE 2: LATERAL MOVEMENT - TECHNIQUE T1047 - WMI

Windows Management Instrumentation (WMI) is a Windows administration feature that provides
a uniform environment for local and remote access to Windows system components. It relies on
the WM I service for local and remote access and the server message block (SMB) and Remote
Procedure Call Service (RPCS) for remote access. RPCS operates over port |35.

An adversary can use WMI to interact with local and remote systems and use it as a means to
perform many tactic functions.

SOURCE: https://attack.mitre.org/techniques/T 047/

Network segmentation Sysmon
(e.g., workstation isolation) Event ID |: Command-line arguments
Event ID 3: Network connections
Tiered Admin Model
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Phase 2: Lateral Movement — Technique T1047 — WMI
From MITRE’s ATT&CK framework:

“Windows Management Instrumentation (WMI) is a Windows administration feature that provides a uniform
environment for local and remote access to Windows system components. It relies on the WMI service for local
and remote access and the server message block (SMB) and Remote Procedure Call Service (RPCS) for remote
access. RPCS operates over port 135. An adversary can use WMI to interact with local and remote systems and
use it as a means to perform many tactic functions, such as gathering information for Discovery and remote
Execution of files as part of Lateral Movement.”

How could we prevent this?
*  WMI is a built-in feature on Windows and is thus not advised to try disabling it. We can, however,
implement network segmentation (e.g., prevent workstation-to-workstation traffic)
* The Microsoft Tiered Admin Model should be implemented in order to restrict lateral movement
strategies

How could we detect this?
* Real-time detection in Windows using Sysmon:
* EventID I: Look for suspicious WMI invocations
* Event ID 3: Look for suspicious network connections (e.g., workstation to workstation)
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PHASE 3: EXFILTRATION - TECHNIQUE T1041 - EXFIL OVER C&C

Data exfiltration is performed over the Command and Control channel. Data is encoded into the
normal communications channel using the same protocol as command and control
communications.

SOURCE: https://attack.mitre.org/techniques/T 1041/

Data exfiltration detection
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Phase 3: Exfiltration — Technique T1041 — Exfil over C&C
From MITRE’s ATT&CK framework:

“Data exfiltration is performed over the Command and Control channel. Data is encoded into the normal
communications channel using the same protocol as command and control communications.”

How could we prevent this?
* Not applicable: If an adversary has a C&C channel set up, they can exfiltrate data over this channel.

How could we detect this?
* In order to detect data exfiltration over the C&C channel, we could try detecting volume anomalies.

The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1041/.
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EXERCISE: MANUAL EXECUTION OF APT-28 EMULATION PLAN

Please refer to the workbook for further instructions on the exercise!
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APT34: INTRODUCTION AND COMMON TECHNIQUES

APT-34 (also known as Helix Kitten or Oilrig) is an Iranian threat actor. APT-34’s

APT efforts are largely aligned with Iranian nation-state interests. It has been attributed to
Iran by both FireEye and CrowdStrike. They typically do not perform cyberespionage
3 4 against domestic targets, but primarily target organizations in other Middle Eastern
countries.

MITRE ATT&CK REFERENCE: https://attack.mitre.org/groups/G0049/

Typical Targets Some Trademark Techniques

Region: T1059/001
Middle East PowerShell
Industries: TI1087
Finance, Telco, Chemical, Critical Infra Account Discovery
Reported victims: TI1003
m OS Credential Dumping
S MS SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection 89

APT34: Introduction and Common Techniques

APT-34 (also known as Helix Kitten or Oilrig) is an Iranian threat actor. APT-34’s efforts are largely aligned
with Iranian nation-state interests. It has been attributed to Iran by both FireEye and CrowdStrike. They
typically do not perform cyberespionage against domestic targets, but primarily target organizations in other
Middle Eastern countries.

MITRE’s ATT&CK report on the group can be found on https://attack.mitre.org/groups/G0049/.

With regards to targets, APT-34 primarily targets organizations in other Middle Eastern countries. Furthermore,
the industries they target include Financials, Telecommunications, Chemical, and Critical Infrastructure. Due to
the nebulous state of Iranian threat actors, it’s hard to identify specific organizations that were the victim of
APT-34.

References:

https://css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-

studies/pdfs/20190507 MB_HS IRN%20V1 rev.pdf
https://www.fireeye.com/current-threats/apt-groups.html
https://www.crowdstrike.com/blog/meet-crowdstrikes-adversary-of-the-month-for-november-helix-kitten/
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DEFINITION OF THE APT-34 EMULATION PLAN

PHASE |

Initial Access
T1566/002 — Spearphishing
Link
Execution
T1059/001 — PowerShell

MM

PHASE 2

Discovery
T1087 — Account Discovery

Credential Access
T1187 - Forced Authentication

Lateral Movement
TI1550/003 — Pass-The-Ticket

Lateral Movement
T1550/002 — Pass-The-Hash

Credential Access
T1003 - OS Credential Dumping

Definition of the APT-34 Emulation Plan

PHASE 3

Persistence
T1543/003 — New Service

Defense Evasion
T1564/001 — Hidden Files

Forest Dominance
Forest Pivot

SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection

We will now draft an emulation plan that mimics techniques known to be abused by APT-34. We will define

the following steps as part of the plan:

Phase 1
* Initial Access — T1566/002 — Spearphishing Link
» Execution — T1059/001 — PowerShell

Phase 2

We have added short technique descriptions in the next few slides (extracted from MITRE ATT&CK). We will

* Discovery — T1087 — Account Discovery

* Credential Access — T1187 — Forced Authentication

* Lateral Movement — T1550/003 — Pass-The-Ticket

» Lateral Movement — T1550/002 — Pass-The-Hash

* Credential Access — T1003 — OS Credential Dumping
Phase 3

» Persistence — T1543/003 — New Service

* Defense Evasion — T1564/001 — Hidden Files

¢ Forest Dominance — Forest Pivot

further prepare and execute the emulation plan in our Workbook!
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PHASE |: EXECUTION - TECHNIQUE T1566/002 - SPEARPHISHING LINK

Spearphishing with a link is a specific variant of spearphishing. It is different from other forms of
TI1566/ spearphishing in that it employs the use of links to download malware contained in email, instead

002 of attaching malicious files to the email itself, to avoid defenses that may inspect email
attachments.

SOURCE: https://attack.mitre.org/techniques/T | 566/002/

Detonation of URLs in emails Detonation of URLs in emails
Web proxy controls Web proxy logs

Browser hardening
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Phase 1: Execution — Technique T1566/002 — Spearphishing Link
From MITRE’s ATT&CK framework:

“Spearphishing with a link is a specific variant of spearphishing. It is different from other forms of
spearphishing in that it employs the use of links to download malware contained in email, instead of attaching
malicious files to the email itself, to avoid defenses that may inspect email attachments.”

How could we prevent this?
* Detonation of URLs in emails
*  Web proxy controls
How could we detect this?
* Detonation of URLs in emails
*  Web proxy logs
The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1192/.
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PHASE |: EXECUTION - TECHNIQUE T1059/001 - POWERSHELL

PowerShell is a powerful interactive command-line interface and scripting environment included
T1059/ in the Windows operating system.Adversaries can use PowerShell to perform a number of
actions, including discovery of information and execution of code. Examples include the Start-
Process cmdlet which can be used to run an executable and the Invoke-Command cmdlet which
runs a command locally or on a remote computer.

001

SOURCE: https://attack.mitre.org/techniques/T 1059/001/

AppLocker & WDAC (CLM) Windows

Event ID 4104 — Script Block Logging
Anti Malware Scanning Interface (AMSI)

Transcripts
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Phase 1: Execution — Technique T1059/001 — PowerShell
From MITRE’s ATT&CK framework:

“PowerShell is a powerful interactive command-line interface and scripting environment included in the
Windows operating system. Adversaries can use PowerShell to perform a number of actions, including
discovery of information and execution of code. Examples include the Start-Process cmdlet which can be used
to run an executable and the Invoke-Command cmdlet which runs a command locally or on a remote
computer.”

How could we prevent this?

* AppLocker and Windows Defender Application Control (to enforce PowerShell Constrained Language
Mode)

* The Anti Malware Scanning Interface (AMSI) feature
How could we detect this?
* The Windows event ID 4104 (PowerShell Script Block Logging)
* PowerShell transcript logs
The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1059/001/.
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PHASE 2: DISCOVERY - TECHNIQUE T1087 - ACCOUNT DISCOVERY

Adversaries may attempt to get a listing of local system or domain accounts. On Windows,
example commands that can acquire this information are net user, net group, and net localgroup
using the Net utility or through use of dsquery. If adversaries attempt to identify the primary user,
currently logged in user, or set of users that commonly uses a system, System Owner/User
Discovery may apply.

SOURCE: https://attack.mitre.org/techniques/T 087/

N/A

Sysmon
Sysmon event ID |:Recon commands
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Phase 2: Discovery — Technique T1087 — Account Discovery
From MITRE’s ATT&CK framework:

“Adversaries may attempt to get a listing of local system or domain accounts. On Windows, example
commands that can acquire this information are net user, net group, and net localgroup using the Net utility or
through use of dsquery. If adversaries attempt to identify the primary user, currently logged in user, or set of
users that commonly uses a system, System Owner/User Discovery may apply.”

How could we prevent this?
* Not Applicable: Reconnaissance of the Windows environment is not something that can be blocked
How could we detect this?

* Sysmon event ID 1: Using Sysmon process creation logging, we could look for typical commands used
in domain enumeration

The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1087/.
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PHASE 2: DISCOVERY - TECHNIQUE T1187 - FORCED AUTHENTICATION

The SMB protocol is commonly used in Windows for authentication and communication between
systems for access to resources and file sharing.When a Windows system attempts to connect to
an SMB resource it will automatically attempt to authenticate and send credential information for
the current user to the remote system.Adversaries may take advantage of this behavior to gain
access to user account hashes through forced SMB authentication.

SOURCE: https://attack.mitre.org/techniques/T | 187/

N/A

Sysmon
Sysmon event ID |: Common attacker tools
(e.g.,“SpoolSample”)
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Phase 2: Discovery — Technique T1187 — Forced Authentication
From MITRE’s ATT&CK framework:

“The SMB protocol is commonly used in Windows for authentication and communication between systems for
access to resources and file sharing. When a Windows system attempts to connect to an SMB resource it will
automatically attempt to authenticate and send credential information for the current user to the remote system.
Adversaries may take advantage of this behavior to gain access to user account hashes through forced SMB
authentication.”

How could we prevent this?
* Not Applicable: This is a built-in feature of the Windows OS
How could we detect this?

* Sysmon event ID 1: Using Sysmon process creation logging, we could look for typical attacker tools
being used (such as SpoolSample).

The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1187/.
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PHASE 2: DISCOVERY - TECHNIQUE T1550/003 - PASS-THE-TICKET

TI1550/ Pass the Ticket (PtT) is a method of authenticating to a system using Kerberos tickets without
having access to an account's password. Kerberos authentication can be used as the first step to
003 lateral movement to a remote system.

SOURCE: https://attack.mitre.org/techniques/T [ 550/003/

N/A Windows Security

Kerberos Analytics: (ST requested without prior TGT)
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Phase 2: Discovery — Technique T1550/003 — Pass-The-Ticket
From MITRE’s ATT&CK framework:

“Pass the ticket (PtT) is a method of authenticating to a system using Kerberos tickets without having access to
an account's password. Kerberos authentication can be used as the first step to lateral movement to a remote
system.”

How could we prevent this?
* Not Applicable: This is a built-in feature of Kerberos
How could we detect this?

* Kerberos Analytics: Theoretically, it would be possible to identify service ticket request if no prior
TGT was requested. This would, however, mean we would need some form of “stateful” Kerberos.
Microsoft Defender for Identity (previous called Microsoft ATA or Azure ATP) can be useful for this
specific use case, but it is a commercial tool.

The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1097/.
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PHASE 2: DISCOVERY - TECHNIQUE T1550/002 - PASS-THE-HASH

Pass the hash (PtH) is a method of authenticating as a user without having access to the user's

TI1550/ cleartext password.This method bypasses standard authentication steps that require a cleartext
password, moving directly into the portion of the authentication that uses the password hash. In
002 this technique, valid password hashes for the account being used are captured using a Credential

Access technique. Captured hashes are used with PtH to authenticate as that user.

SOURCE: https://attack.mitre.org/techniques/T [ 550/002/

N/A

Windows Security
4624: Logon activity
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Phase 2: Discovery — Technique T1550/002 — Pass-The-Hash
From MITRE’s ATT&CK framework:

“Pass the hash (PtH) is a method of authenticating as a user without having access to the user's cleartext
password. This method bypasses standard authentication steps that require a cleartext password, moving
directly into the portion of the authentication that uses the password hash. In this technique, valid password
hashes for the account being used are captured using a Credential Access technique. Captured hashes are used
with PtH to authenticate as that user.”

How could we prevent this?
* Not Applicable: This is a native feature in Windows
How could we detect this?

*  Windows Security logs: We can review event ID 4624 (Successful login) for traces of this behavior.
Please refer to the example SIGMA rules in the next slides!

The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1075/.
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PHASE 2: CREDENTIAL ACCESS - TECHNIQUE T1003 - CREDENTIAL DUMPING

Credential dumping is the process of obtaining account login and password information, normally
in the form of a hash or a clear text password, from the operating system and software.
Credentials can then be used to perform Lateral Movement and access restricted information.
For this emulation plan, we will look into DCSYNC.

SOURCE: https://attack.mitre.org/techniques/T 1003/

Tiered Admin Model DCSYNC
Network: MS-DRSR between anything but 2 DCs
Network segmentation Windows event ID 4662: Object Operation

(e.g. domain controller isolation)
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Phase 2: Credential Access — Technique T1003 — Credential Dumping
From MITRE’s ATT&CK framework:

“Credential dumping is the process of obtaining account login and password information, normally in the form
of a hash or a clear text password, from the operating system and software. Credentials can then be used to
perform Lateral Movement and access restricted information.”

For this emulation plan, we will look into the DCYNC attack. Other credential dumping techniques will be
discussed later.

How could we prevent this?

* The Microsoft Tiered Admin Model should be implemented in order to prevent people from getting
domain administrative privileges

* The network should be segmented to isolate domain controllers in their own proper network zone
How could we detect this?

* To detect DCSYNC on the network, we could look for MS-DRSR traffic between anything but 2
domain controllers. This would require proper isolation and monitoring of domain controllers

» Using the Windows event logs, we can look for specific values in event ID 4662. Please refer to the
next slide for an example of how this can be done.

The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1003/.

© 2021 NVISO 97



https://technet24.ir

PHASE 3: PERSISTENCE - TECHNIQUE T1543/003 - NEW SERVICE

When operating systems boot up, they can start programs or applications called services that
TI1543/ perform background system functions.A service's configuration information, including the file path
to the service's executable, is stored in the Windows Registry.Adversaries may install a new
service that can be configured to execute at startup by using utilities to interact with services or
by directly modifying the Registry.

003

SOURCE: https://attack.mitre.org/techniques/T [ 543/003/

Limit administrative privileges Windows Security (real-time)
4697 — Service Installation
7045 — Service Installation

Hunting (periodic baselining)
Autoruns, OSQuery,...
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Phase 3: Persistence — Technique T1543/003 — New Service
From MITRE’s ATT&CK framework:

“When operating systems boot up, they can start programs or applications called services that perform
background system functions. A service's configuration information, including the file path to the service's
executable, is stored in the Windows Registry. Adversaries may install a new service that can be configured to
execute at startup by using utilities to interact with services or by directly modifying the Registry.”

How could we prevent this?
* Limit administrative privileges
How could we detect this?
* Real-time detection in Windows
*  Look for event ID 4697 — Service Installation
* Look for event ID 7045 — Service Installation
* Hunting
* Periodic baselining of scheduled tasks (Autoruns, OSQuery,...)
The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1050/.
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PHASE 3: DEFENSE EVASION - TECHNIQUE T1564/001 - HIDDEN FILES

To prevent normal users from accidentally changing special files on a system, most operating

TI1564/ systems have the concept of a ‘hidden’ file. These files don’t show up when a user browses the file
system with a GUI or when using normal commands on the command line. Adversaries can use
001 this to their advantage to hide files and folders anywhere on the system for persistence and

evading a typical user or system analysis that does not incorporate investigation of hidden files.

SOURCE: https://attack.mitre.org/techniques/T 564/001/

N/A

Sysmon
Sysmon event ID |:“attrib +h”

S ANS SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection 99

Phase 3: Defense Evasion — Technique T1564/001 — Hidden Files
From MITRE’s ATT&CK framework:

“To prevent normal users from accidentally changing special files on a system, most operating systems have
the concept of a ‘hidden’ file. These files don’t show up when a user browses the file system with a GUI or
when using normal commands on the command line. Adversaries can use this to their advantage to hide files
and folders anywhere on the system for persistence and evading a typical user or system analysis that does not
incorporate investigation of hidden files.”

How could we prevent this?

* As this is a built-in feature of the OS that does not require administrative privileges, it cannot be
prevented

How could we detect this?
» Using Sysmon, we could search for the following:
* EventID 1 (Process Creation): Identify executions of “attrib +h”
https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creation/win_attrib_hiding_files.yml
The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1158/.
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EXERCISE: MANUAL EXECUTION OF APT-34 EMULATION PLAN

Please refer to the workbook for further instructions on the exercise!
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TURLA: INTRODUCTION AND COMMON TECHNIQUES

Turla (also known as Waterbug,Whitebear, Snake or Venomous Bear) is a Russian-
based threat actor with a large reach, as they are known to have infected victims in
over 45 countries and target a variety of industries (including government,
embassies,...).

MITRE ATT&CK REFERENCE: https://attack.mitre.org/groups/G00 10/

Typical Targets Some Trademark Techniques

Region: T1546/015
Global - focus on USA & Europe COM Hijacking
Industries: T1003
Government agencies, Embassies Credential Dumping
Reported victims: T1550/002
RUAG, Foreign Affairs (variety) Pass-The-Hash
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APT28: Introduction and Common Techniques

Turla (also known as Waterbug, Whitebear, Snake or Venomous Bear) is a Russian-based threat actor with a
large reach, as they are known to have infected victims in over 45 countries and target a variety of industries
(including government, embassies,...).

MITRE’s ATT&CK report on the group can be found on https://attack.mitre.org/groups/G0010/.

With regards to targets, Turla is known to have a global approach, but a specific focus on USA and (Western)
Europe. They mostly target government agencies and embassies. Reported victims have included RUAG and
the Foreign Affairs departments of a number of European countries.

Further references:
https://malpedia.caad.fkie.fraunhofer.de/actor/turla_group
https://www.crowdstrike.com/blog/meet-crowdstrikes-adversary-of-the-month-for-march-venomous-bear/
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DEFINITION OF THE TURLA EMULATION PLAN

EMULATION PLAN FORTURLA

PHASE | PHASE 2 PHASE 3
Initial Access Persistence Impact
T 1078 —Valid Accounts T1546/015 - COM Hijacking T1490 - Inhibit System Recovery

Credential Access
T1003 - OS Credential
Dumping
Defense Evasion
T1562/001 - Disabling Security
Tools

Execution
T1059 - Scripting

Lateral Movement
T1550/002 - Pass-The-Hash
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Definition of the Turla Emulation Plan

We will now draft an emulation plan that mimics techniques known to be abused by Turla. We will define the
following steps as part of the plan:

Phase 1
* Initial Access — T1078 — Valid Accounts
* Execution — T1059 — Scripting
Phase 2
» Persistence - T1546/015 — COM Hijacking
* Credential Access - T1003 — OS Credential Dumping
* Defense Evasion - T1562/001 — Disabling Security Tools
» Lateral Movement — T1550/002 — Pass-The-Hash
Phase 3
* Impact — T1490 — Inhibit System Recovery

We have added short technique descriptions in the next few slides (extracted from MITRE ATT&CK). We will
further prepare and execute the emulation plan in our Workbook!
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PHASE |: EXECUTION - TECHNIQUE T1059 - SCRIPTING

Adversaries may use scripts to aid in operations and perform multiple actions that would
otherwise be manual. Some scripting languages may be used to bypass process monitoring
mechanisms by directly interacting with the operating system at an API level instead of calling
other programs. Common scripting languages for Windows include VBScript and PowerShell but
could also be in the form of command-line batch scripts.

SOURCE: https://attack.mitre.org/techniques/T 059/

AppLocker Sysmon
Sysmon event ID |: Keyword logging + Parent-

AMS| child relationships

Restrict Windows Script Host
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Phase 1: Execution — Technique T1059 — Scripting
From MITRE’s ATT&CK framework:

“Adversaries may use scripts to aid in operations and perform multiple actions that would otherwise be manual.
Some scripting languages may be used to bypass process monitoring mechanisms by directly interacting with
the operating system at an API level instead of calling other programs. Common scripting languages for
Windows include VBScript and PowerShell but could also be in the form of command-line batch scripts.”

How could we prevent this?
* AppLocker: Application Whitelisting can be used to limit script execution
* AMSI: The Anti Malware Scanning Interface can help detect and block malicious scripts

*  Windows Script Host restrictions: The WSH (Windows Script Host) can be disabled, or the host
process can be blocked from creating outbound network connections (typical downloader behavior).

How could we detect this?

* Sysmon event ID 1 (Process Creation): Look for typical scripting keywords and parent-child
relationships

The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1064/.
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PHASE 2: PERSISTENCE - TECHNIQUE T1546/015 - COM HIJACKING

The Component Object Model (COM) is a system within Windows to enable interaction
TI1546/ between software components through the operating system.Adversaries can use this system to

0l5 insert malicious code that can be executed in place of legitimate software through hijacking the
COM references and relationships as a means for persistence.

SOURCE: https://attack.mitre.org/techniques/T 546/015/

Review HKCU CLSID entries
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Phase 2: Persistence — Technique T1546/015 - COM Hijacking
From MITRE’s ATT&CK framework:

“The Component Object Model (COM) is a system within Windows to enable interaction between software
components through the operating system. Adversaries can use this system to insert malicious code that can be
executed in place of legitimate software through hijacking the COM references and relationships as a means for
persistence.”

How could we prevent this?
* Not Applicable: COM objects are a default feature of Microsoft Windows
How could we detect this?

* Detecting COM object hijacking is not simple, as it very much relies on built-in Windows functions.
That being said, HKCU CLSID entries are rather rare and could be considered exceptions

The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1122/.
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PHASE 2: PRIVILEGE ESCALATION - TECHNIQUE T1003 - CREDENTIAL DUMPING

Credential dumping is the process of obtaining account login and password information, normally
in the form of a hash or a clear text password, from the operating system and software.
Credentials can then be used to perform Lateral Movement and access restricted information.
For this emulation plan, we will look into credential dumping from LSASS

SOURCE: https://attack.mitre.org/techniques/T 1003/

Prevent local administrator access Credential dumping for LSASS
Sysmon event ID 7: Unsigned image loaded in Isass.exe
LSASS Protection Sysmon event ID 8: Create remote thread in Isass.exe

(can be bypassed using Mimikatz driver) Sysmon event ID 10:Access to Isass.exe

Mimikatz driver detection
Sysmon event ID 6: Look for Mimikatz driver loaded
Security event ID 7045: Look for Mimikatz driver service

Credential Guard (Windows 10+)
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Phase 2: Privilege Escalation — Technique T1003 — Credential Dumping
From MITRE’s ATT&CK framework:

“Credential dumping is the process of obtaining account login and password information, normally in the form
of a hash or a clear text password, from the operating system and software. Credentials can then be used to
perform Lateral Movement and access restricted information.”

For this emulation plan, we will look into credential dumping from LSASS. Other credential dumping
techniques will be discussed later.

How could we prevent this?

* This technique requires the adversary to have local administrator privileges, so a simple technique to
prevent this is to ensure adversaries do not obtain such level of access.

* LSASS protection (As of Windows 8). Note that this protection can be bypassed by installing a device
driver (which Mimikatz implements).

* Credential Guard (As of Windows 10)
How could we detect this?
* To detect credential dumping for LSASS, we could use the following Sysmon events:
* Event ID 7 (Image Loaded): Look for unsigned images that are loaded in Isass.exe
* Event ID 8 (Create Remote Thread): Look for remote threads created in Isass.exe

* Event ID 10 (Process Access): Look for access to Isass.exe
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» Should LSASS protection be configured, the adversary could bypass it by deploying the Mimikatz
driver. This can be detected by looking for:

» Sysmon event ID 6 (Driver Loaded): Look for the Mimikatz driver (mimidrv.sys) being loaded

*  Windows security event ID 7045 (Service Installation): Look for the Mimikatz driver being installed
A very interesting presentation on detection of this technique can be found at https://2017.zeronights.org/wp-
content/uploads/materials/ZN17 Kheirkhabarov_Hunting for Credentials Dumping in Windows_Environme
nt.pdf

The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1003/.
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PHASE 2: DEFENSE EVASION - TECHNIQUE T1562/001 — DISABLING SECURITY TOOLS

Adversaries may disable security tools to avoid possible detection of their tools and activities.
TI1562/ This can take the form of killing security software or event logging processes, deleting Registry

001 keys so that tools do not start at run time, or other methods to interfere with security scanning
or event reporting.

SOURCE: https://attack.mitre.org/techniques/T 1562/001/

Restrict administrative privileges Sysmon
Sysmon event ID |:Typical Windows security
management tools & keywords
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Phase 2: Defense Evasion — Technique T1562/001 — Disabling Security Tools
From MITRE’s ATT&CK framework:

“Adversaries may disable security tools to avoid possible detection of their tools and activities. This can take
the form of killing security software or event logging processes, deleting Registry keys so that tools do not start
at run time, or other methods to interfere with security scanning or event reporting.”

How could we prevent this?

* In order to disable / reconfigure security software such as Antivirus or firewall software, administrative
privileges are typically required. A means of prevention is thus to restrict administrative privileges.

How could we detect this?
* To detect this behavior, we could use the following Sysmon events:
* Event ID 1 (Process Creation): Look for typical Windows security tools & keywords
The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1089/.
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PHASE 3: IMPACT - TECHNIQUE T1490 - INHIBIT SYSTEM RECOVERY

Adversaries may delete or remove built-in operating system data and turn off services designed
to aid in the recovery of a corrupted system to prevent recovery. Operating systems may contain
features that can help fix corrupted systems, such as a backup catalog, volume shadow copies, and
automatic repair features.Adversaries may disable or delete system recovery features to augment
the effects of Data Destruction and Data Encrypted for Impact.

SOURCE: https://attack.mitre.org/techniques/T [ 490/

N/A

Sysmon
Sysmon event ID |:Typical Windows
management tools & keywords
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Phase 3: Impact — Technique T1490 — Inhibit System Recovery
From MITRE’s ATT&CK framework:

“Adversaries may delete or remove built-in operating system data and turn off services designed to aid in the
recovery of a corrupted system to prevent recovery. Operating systems may contain features that can help fix
corrupted systems, such as a backup catalog, volume shadow copies, and automatic repair features. Adversaries
may disable or delete system recovery features to augment the effects of Data Destruction and Data Encrypted
for Impact.”

How could we prevent this?
* Not applicable: Adversaries use built-in tools and features to achieve this goal
How could we detect this?
* To detect this behavior, we could use the following Sysmon events:
* EventID I (Process Creation): Look for typical Windows management tools & keywords

The full ATT&CK entry can be found at https://attack.mitre.org/techniques/T1490/.
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EXERCISE: MANUAL EXECUTION OF TURLA EMULATION PLAN

Please refer to the workbook for further instructions on the exercise!
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