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INTRODUCTION

The SEC699 capstone challenge will cover the different topics discussed
throughout the course.The goal is to summarize all lessons learned in a hands-on
workshop! You will work in teams to try obtaining a precious coin!

You will play in teams of 4 to 5 students

You will play both a red team and blue team role

The capstone will run from 09:00 to 14:00

S ANS SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection 4
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BRIEFING AND INTRODUCTION

So, what is expected of you? As you are playing in this capstone, your team will
be both a blue and a red team at the same time:

You will receive an organization brief that explains what your organization is, what your crown
jewels are, and what your network environment looks like. Please carefully read this!

You will receive a threat actor brief that explains what threat actor you are, what industries you
typically target, and what attack techniques you typically employ. Please carefully read this!

As you will be targeting other teams, it’s in your own interest NOT to

disclose what threat actor / organization your team was assigned!

S [m.s SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection 5
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EXAMPLE ORGANIZATION

About Us

CoalGasOil

Our main business is to process the raw materials coming in into the various
plants into a product that can be used by the regular consumer. There are
three distinct processing plants:

() Coal: the coal processing plant receives coals via boat shipments,
from there the raw coals are processed into briquettes that can be used
for cooking and home heating;

© Gas: in our gas processing plant the raw natural gas is delivered via a
pipeline directly from our supplier, in the gas processing plant we
prepare the gas to be suitable for usage by consumers.

 Oil: in our oil processing plant the raw oil is delivered to us via oil
pipelines, we refine the crude oil into various products for the consumer
market.

We are operating our plants with state of the art technology, all
managed from our HQ.

SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection
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EXAMPLE THREAT ACTOR

interfere with the U.S. presidential election. APT-28 has been active since at least 2004.

MITRE

APT-28 is known as a whole range of other names, including Fancy Bear, STRONTIUM and Sofacy.
This group reportedly compromised the Hillary Clinton campaign, the Democratic National

CENSORED CENSORED

The above is a sample threat actor, with the target organization and techniques censored. ©

S Ims SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection 7
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HOW CAN YOU SCORE POINTS?

Obtain access to the crown jewels of the organization you are targeting
Proof: Steal the “crown jewel file” and present it during your presentation

Plant your flag on the systems of the target organization
Proof: Every system has a “flag file” that is periodically checked and scored automatically

Emulate the techniques you are known for (see threat actor brief)
Proof: Present proof of execution of techniques during your presentation

How about the “blue team”’ side?
Simple: Detect and kick out the threat actors so they don’t score points. ©

S ANS SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection 8
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WHAT DOES THE FLAG FILE LOOK LIKE?

File Edit Format View Help
1

File Edit Format View Help
SYSTEM_NOT_OWNED|

The flag file is a text file (with any extension) that can be anywhere on the system.The file is the same across the
organization though, so once you find it, you know where to find it on all hosts for that organization! When the flag
file is not adapted, it includes the following string: SYSTEM_NOT_OWNED.

In order to plant your flag, please enter your team number (provided by the Instructor).As a defender, remove
these team numbers when they are set to prevent the other team from scoring. The value of these files is
periodically checked by the Instructor, thus the longer a number is set, the longer a team scores points!

Finally, it’s important to note that critical systems (mentioned in the briefings) generate more points when
compromised!

S Im.s SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection 9

This page intentionally left blank.

© 2021 James Shewmaker 9


https://technet24.ir

CoalGasOQil Plant Diagram

CoalGasOil Boiler
(furnace)

i

o
> 4

Condenser Cooling Water

Turbine

Generator
Transformer

Condenser

The crown jewels for all
organizations are different!
They are listed in the
briefing document you will
receive.

The example on the left is
one of the CoalGasOil
crown jewels: a coal plant
diagram!

WHAT DO THE CROWN JEWEL FILES LOOK LIKE?

SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection
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PRESENTATION TO PREPARE

MM

At the end of the capstone, you'll need to do a |5-minute presentation
where you cover both your results as an organization and as a threat actor.
Some things you have to cover:

Organization
* Show detections of attack techniques (screenshots of logs)
* Attribute the threat actor to a team in the room

Threat actor
¢ Present overall attack structure and flow

* Show crown jewel files if you obtained them
* Show screenshots of successful attack techniques

The presentation needs to be submitted by 14:00!

SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection
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HOW DO YOU GET STARTED?

COMMANDOVM

COMPLETE MANDIANT OFFENSIVE VM

Everyone starts from their personal
CommandoVM (local)

Start doing reconnaissance on your target
organization and try to obtain an initial
foothold!

Start building detection logic in order to
detect the adversaries in the environment.
You have access to Elastic and
Velociraptor!

S ANS SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection
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RULES OF ENGAGEMENT

Some rules of engagement to adhere to:

 As threat actor, your goal is not to be disruptive; refrain from destructive attacks against
your target environment

 As threat actor, try to leverage as much as possible the techniques you have been assigned
in the emulation plan (it gives you more points)

* As threat actor, do not tamper with the event logging infrastructure put in place (Sysmon,
WEF, Elastic,...)

« If, as an organization, you are “locked out” of your environment, you can escalate to the
emergency response team (Instructor), who can help take drastic measures to regain
control of your environment ©

That’s about it... We like to keep it creative ©
The Instructor has a role as Coordinator and thus coordinates the capstone.

In the event of confusion / argument, the Instructor has the final say!

S Im.s SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection 13
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QUESTIONS?

MM

277

If you have any questions, now is the time to ask them...

SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection
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SEC699 CTF INTRODUCTION

Welcome to the final exercise of the course.This final exercise is designed to represent
the knowledge and skills covered throughout the entire SEC699 course.

You will earn points in three different areas:
* Trivia (Knowledge)

* Blue (Detection)

* Red (Attacks)

There is a new LAB environment specifically for this challenge.

The intended solution is provided in a separate document, containing the word
ANSWERS in the filename.

SAN.S SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection 16

This page intentionally left blank.

16 © 2021 James Shewmaker



https://technet24.ir

* Register yourself an account to begin
* USERNAME is a nickname for display REGISTER
* EMAIL is also your LOGINID
¢ MUST be a valid, usable account
* VALIDATION link will be sent here
» PASSWORD complexity is enforced; each
requirement changes from yellow to

SANS

SEC699 CTF SCOREBOARD YN e

The scoreboard is at
https://ctf.sec699.org/

green when satisfied.

This page intentionally left blank.

CAPTURE THE FLAG

REGISTER

17
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SEC699 CTF SCOREBOARD REGISTRATION

REGISTER

USERNAME

* |IF any field is invalid, you will need to use a

different value EmalL
* Erroneous jshewmaker@sans.org
* Already in-use CONFIRM EMALL
* Notice the color changes from yellow to jshewmaker@sans org
green as the PASSWORD complexity rules
are satisfied
* Once you complete this form, click on the REQUIRED: 10 CHaRAT
confirmation link sent to your provided email CONFIRM PASSWORD

address I:I

SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection
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BEGIN!!

CONTROL

SOMEGUY

* Click any challenge
to read the

nstructions )

 Submit any valid
flag as you solve
each challenge

S M.S SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection 19
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SOLVE!!

Read the challenge carefully
* Solve the challenge

* Submit a flag in top field

* Click “TRY FLAG”

TRIVIA 100

What is the name of the purple team tracking tool developed by
Security Risk Advisors?

* |F flag is valid for any challenge
* success message will show
e visual indicator on main

view will change to green

HINT: you must match the proper case and spelling of the tool.

NO PLAYERS HAVE COMPLETED THIS CHALLENGE YET

SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection
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SEC699 CTF WIKI: HTTPS://ICTF-WIKI.SEC699.0RG

These challenges are designed to reflect the content in the course, though you may use
any tools or resources which you have legal access and permission to use.

The CTF specific wiki is at: https://ctf-wiki.sec699.org/
* Instructions to build the BLUE category challenges

* Instructions to build the RED category challenges
* Solutions to the challenges

SAN.S SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection 2!
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SEC699 CTF TIPS

You may discover easier or alternative solutions different than intended. Take good
notes of your work so you can get the most out of your experience.

* Does a challenge seem similar to an exercise!?
* Review the exercise or topic from the course for general tool use and steps
* Are you reading TOO MUCH into a challenge and making it harder?
* Double-check syntax of commands
* Screenshot errors
* Contact your favorite SME for help

SAN.S SEC699 | Advanced Purple Team Tactics — Adversary Emulation for Breach Prevention & Detection
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COURSE RESOURCES AND CONTACT INFORMATION
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O James Shewmaker
jshewmaker@sans.org

PENTEST CONTACT
@ Stephen Sims
ssims@sans.org

MM
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Cyber Kill Chain

D

Data Aggregation
DCYNC attack
Delegation

Democratic National Committee (DNC)
DeTACCT

Detect Tactics, Techniques & Combat
Threats (DeTTECT)

Discretionary Access Control List
Discretionary Access Control List (DACL)
DNS logs

Domain Controller (DC)

Domain Functional Level (DFL)
Domain Name Services (DNS)

Domain Trust
Duo
Dynamic-link libraries (DLLs)

E

ElastAlert
Elastic

ElasticSearch

ElasticSearch, Logstash, and Kibana
(ELK)

Endpoint Detection and Response (EDR)

Index—4

1:33

1:109

5:97

1:5, 1:146, 3:23, 3:25, 3:118-119, 3:141,
3:145-157, 3:159, 3:161-183, 3:185, 4:20-
22

577

1:82

1:82, 1:96-100

4:107

3:173, 4:107-108, 4:116, 4:129

1:57,1:64

1:10, 1:22, 1:26, 3:3, 3:17, 3:23, 3:28, 3:30,
3:38, 3:45, 3:87, 3:92-94, 3:99-100,
3:107, 3:133, 3:137-140, 3:151-154, 3:156,
3:163, 3:165, 3:181, 4:12-15, 4:17, 4:20-21,
4:138, 5:7, 5:13, 5:15, 5:24, 5:26, 5:30,
5:33, 5:35, 5:73, 5:83, 5:97

3:142, 4:106

1:57, 1:64, 1:66, 1:85, 1:111, 1:143-146,
3:116-117, 3:120-121, 5:18

3:2, 3:187, 4:6, 4:18-19

545

1:147, 2:42, 2:62, 2:01, 2:94, 2:107, 2:123,
2:127, 2:129-131, 2:134-136, 3:37, 3:60-61,
3:64, 4:3, 4:28, 4:58-63, 4:65, 4:67-69,
4:80, 4:92-93, 4:97, 4:150

1:61-62, 1:66, 1:71, 1:74

1:8, 1:22, 1:57-62, 1:65-66, 1:68, 1:71, 1:74,
1:95, 1:111-118, 1:120, 6:12-13

1:58-62, 1:71, 1:74, 1:95, 1:111-118

1:14, 1:58, 1:74

1:57, 1:75'80, 1:94, 1:143, 2:7-9, 2:14,

Technet24


https://technet24.ir
https://technet24.ir

event logs
Event Tracing for Windows (ETW)

Evil Clippy
EWS Cracker
Exchange Web Services (EWS)

F

Faction C2
False Positives

Federated Identity
Federation Integration (FI)
firewall logs

Forest

Full Packet Captures (FPC)

Fully Qualified Dommain Name (FQDN)

G

Get-AppLockerPolicy
Golden ticket

Grafana

Graph Security
GraphFrames

Group Policies

GRR Rapid Response (GRR)

H

Hadoop
Hijacking

HKEY_CURRENT_USER (HKCU)

2:04, 2:97, 2:121-122, 2:126-137, 2:141,
3:5, 3:14, 3:87, 5:72, 5:81

1:57, 1:73, 1:83, 1:97, 5:97

1:87—91, 1:94-95, 2:109-110, 2:142, 2:149,
3:13-14, 5:81

2:31

545

5:20-21, 5:45

1:122, 1:141-142

1:64, 1:104-105, 1:108, 2:54, 2:143-144,
3:56, 3:83, 5:75, 5:80

5:24

5:29

1:57, 5:74

1:22, 3:2, 3:183, 4:6-11, 4:15-22, 4:25, 5:7-
8, 5:27-28, 5:90

1:57

1:145

2:39

3:3, 3:22, 3:43, 3:93, 3:139, 3:156, 3:182-
183, 4:17, 4:19, 5:73

1:111

5:56-57

1:74

2:65, 3:17, 3:28, 5:7

1:75-76

1:74
1:5, 1:37, 1:44, 2:77, 2:105, 3:171, 3:175,
3:177-178, 4:2, 4:27-39, 4:41, 4:150, 5:77,
5:103-104, 5:106

1:107, 1:110, 2:77, 4:27, 4:30-32, 4:34,
4:37, 4:39, 4:79, 4:81, 4:84, 4:86, 4:150,

Index-5


https://technet24.ir

HKEY_LOCAL_MACHINE (HKLM)

HTML Application (HTA)
Hunting ELK (HELK)

Identity Access Management (IAM)
Indicators Of Compromise (IOCs)
Infection Monkey

Infrastructure as a Service (IaaS)
Initial Access

Install-Module

InstallUtil

InstallUtil.exe

J

Java

Java Web Token (JWT)

JavaScript Object Notation (JSON)
JSON Web Token (JWT)

Juniper

Jupyter

K

Kafka
Kekeo
Kerberoast

Kerberos

Kibana

Index—6

5:106

1:88, 3:19, 3:88, 3:01, 3:99, 3:101, 4:3,
4:27, 4:30-32, 4:34, 4:39, 4:59, 4:61-63,
4:65, 4:67, 4:69, 4:99, 4:101-102

2:53

1:74

5:58

1:30, 1:69

1:122, 1:125-131

1:68, 5:4

1:5, 1:43-44, 2:6, 5:78-79, 5:90, 5:104
5:11

1:137, 2:2, 2:42, 2:44-46, 2:54, 2:148-149
2:2, 2:42, 2:44-46, 2:54

1:58, 1:74, 2:53, 2:63-64, 2:83-84, 2:106,
5:56

5:35

1:58, 1:66, 1:95, 1:161, 4:154, 5:56

5:35

1:15-16

1:72-74

1:74

3:141

3:3; 3:24, 3:119, 3:137, 3:141-143, 3:150,
3:187-188, 4:135, 5:78, 5:83

1:5, 1:15, 1:91, 3:3, 3:22-23, 3:37-40, 3:43,
3:45-46, 3:58, 3:87, 3:93, 3:107, 3:118-
119, 3:129-142, 3:145-150, 3:154-156,
3:161-162, 3:166-168, 3:179, 3:181-183,
3:188, 4:7-9, 4:12-15, 4:19, 5.7, 5:35-36,
5:38-39, 5:73, 5:83, 5:95

1:58, 1:60, 1:66, 1:68, 1:71, 1:74, 1:111

Technet24


https://technet24.ir
https://technet24.ir

KSQL

L

Lateral movement

Link-Local Multicast Name Resolution
(LLMNR)

LoadApplInit_DLLs

Local Administration Password Solution
(LAPS)

Local Security Authority (LSA)

Logstash

LSASS

M

MailSniper

Metasploit

Microsoft Cloud App Security (MCAS)
Microsoft Graph

Mimikatz

MITRE

Monkey-MSSQL1

MS-KILE

MSBuild

Mshta

Multi-Factor Authentication (MFA)

1:74

1:5, 1:43-44, 1:73, 3:1-4, 3:16, 3:36, 3:181,
4:43, 5:73, 5:78, 5:82, 5:84, 5:90, 5:95,
5:97, 5:104, 5:107

3:108, 3:120, 3:124-125

4:61
4:137

3:37, 3:39-41, 3:43-45, 3:53-55, 4:62
1:58, 1:60, 1:66, 1:68, 1:71, 1:74

1:91, 1:104, 2:94, 2:121, 3:30, 3:36-60,
3:64-83, 3:85, 3:87, 3:95, 3:103, 3:129,
3:187-188, 5:107-108

5:20-21
1:122, 1:133-134, 3:43

5:48

5:16, 5:42, 5:56-57

1:104-105, 2:24, 3:16, 3:37, 3:42-48, 3:53-
54, 3:58, 3:60, 3:65-70, 3:77-79, 3:81-83,
3:92-94, 3:139, 3:141, 3:148, 3:156-157,
3:187, 4:17, 4:19, 4:138, 5:38-39, 5:107-
108

1:4, 1:26, 1:30, 1:33-41, 1:43, 1:50, 1:62,
1:68, 1:82, 1:86, 1:97, 1:99-101, 1:122-123,
1:132-134, 1:152-171, 2:2-4, 2:9-10, 2:97,
2:103, 2:108, 3:2-3, 3:110, 4:2-4, 4:51,
4:58, 4:60, 4:62-63, 4:73, 4:106, 5:77-85,
5:89-99, 5:103-110

1:129, 1:131

3:136

1:137, 2:53-54

1:137, 2:15, 2:53-54, 4:85

2:12, 5:6, 5:16, 5:22, 5:33, 5:45, 5:47-48,
5:53, 5:55, 5:63, 5:66, 5:68-70

Index—7


https://technet24.ir

Mutual-TLS

N

Netbios Name Server (NBT-NS)
No-DACL

North Atlantic Treaty Organization

(NATO)
NT LAN Manager (NTLM)

NTLM

Null-DACL

o

OAuth

Office Macros

Okta

OpenlID

Organization for Security and Co-
Operation in Europe (OSCE)
OSQuery

Ownership Hijacking

P

Parent-child trust
Pass the Hash (PtH)
Pass the Ticket (PtT)

Pass-Through Authentication (PTA)
Password Hash Synchronization (PHS)

Password Reuse
Password Spraying
Phantom COM Object Hijacking

Index—8

1:143

3:108
4:108
577

1:15, 3:37-40, 3:46, 3:87, 3:93, 3:96, 3:99-
101, 3:103, 3:107-109, 3:111-116, 3:120-
121, 3:123, 3:136, 3:157, 3:181, 3:188, 4:7-
9, 4:12, 57, 5:38

1:15, 3:37-40, 3:46, 3:87, 3:93, 3:95-103,
3:105, 3:107-121, 3:123, 3:125, 3:127,
3:136, 3:157, 3:181, 3:188, 4:7-9, 4:12, 5.7,
5:38

4:108

2:12-13, 3:161-162, 3:164-166, 3:180, 5:7,
5:37, 5:42-44, 5:56

2:81-82, 2:102, 2:119

5:45

5:7, 5:10, 5:41, 5:43-44, 5:56

577

1:26, 1:111-117, 4:50, 4:54, 4:100, 4:102,
4:150-151, 4:155, 5:82, 5:98
3:177-178

4:6, 4:8, 4:10-11, 4:16
1:44, 5:96

3:3,5:95

3:38, 5:13, 5:29, 5:32, 5:35
5:27,5:29-32, 5:35

5:22

5:15, 5:19-21

4:28-29

Technet24


https://technet24.ir
https://technet24.ir

Phantom COM objects
Ping

Pivot

playbook

PowerShell

PowerShell (PS])

PowerShell Empire

PowerShell Remoting

PowerSploit

Privilege Account Certificate (PAC)

Privileged Identity Management (PIM)
ProcDump
Process Creation

Process Environment Block (PEB)
Property Write-Rights

PSExec

PWDump

Python

4:27-29

545

1:129, 4:18-21, 4:25, 5:90

1:7, 1:13-14, 1:16-20, 1:72-73, 1:101

1:15, 1:44, 1:88, 1:95, 1:106-107, 1:109-110,
1:126, 1:134-135, 1:137, 1:153, 1:168-171,
2:3, 2:15, 2:18, 2:20, 2:23-24, 2:26-28,
2:309, 2:46, 2:51, 2:67, 2:84, 2:102, 2:111,
2:115, 2:119-120, 2:131, 2:134, 2:144,
2:148-149, 3:19, 3:43, 3:51, 3:89, 3:149,
3:162, 3:164, 3:172-179, 4:33, 4:35, 4:45,
4:49, 4:85, 4:130, 4:154, 5:7, 5:11, 5:20-21,
5:89-90, 5:92, 5:105

1:15, 1:44, 1:88, 1:95, 1:106-107, 1:109-110,
1:126, 1:134-135, 1:137, 1:153, 1:168-171,
2:3, 2:15, 2:18, 2:20, 2:23-24, 2:26-28,
2:30, 2:46, 2:51, 2:67, 2:84, 2:102, 2:111,
2:115, 2:119-120, 2:131, 2:134, 2:144,
2:148-149, 3:19, 3:43, 3:51, 3:89, 3:149,
3:162, 3:164, 3:172-179, 4:33, 4:35, 4:45,
4:49, 4:85, 4:130, 4:154, 5:7, 5:11, 5:20-21,
5:80-90, 5:92, 5:105

1:106, 1:135

1:15

3:42, 3:51, 3:172, 4:130

3:122, 3:129-130, 3:132-136, 3:139, 3:147,
4:13-15, 4:19

5:6, 5:17, 5:66

1:104, 3:42, 3:50, 3:57, 3:69-70

1:85, 1:104, 2:15, 2:54, 2:64, 2:111, 2:1109,
2:144, 2:149, 3:30, 3:56, 3:83, 3:103,
3:143, 3:183, 3:187-188, 4:22, 4:43, 4:48,
4:54, 4:66, 4:69, 4:85-86, 4:102, 4:150-
151, 5:79-80, 5:93-94, 5:99, 5:105, 5:109-
110

2:99-101, 2:104, 2:109

3:177

1:80, 2:64

1:104, 3:60, 3:65

1:13, 1:15-16, 1:58, 1:72, 1:74, 1:94, 1:124,
3:111-115, 3:117, 5:20, 5:45

Index—9


https://technet24.ir

Qradar 1:62

R

Rabobank 1:82, 1:96-100

Reconnaissance 2:6, 3:119, 5:18, 5:93, 6:12

Red Canary 1:40-41, 1:123

Red Team Automation (RTA) 1:122

Redis 1:124

registry 1:85, 1:88-89, 1:107, 2:42, 2:67, 2:77,
3:19, 3:88, 3:96, 3:99-103, 3:188, 4:2-
3, 4:27-31, 4:34, 4:36, 4:39, 4:58-60,
4:62-63, 4:65, 4:67-69, 4:79, 4:81-82,
4:84, 4:86, 4:93, 4:99, 4:101-102,
4:150-152, 5:79, 5:98, 5:109

Regsvra2 1:124, 1:137, 2:15, 2:54, 2:119, 4:85

Remote Procedure Call Service (RPCS) 5:84

RequireSignedApplInit_DLLs 4:61

Resource-Based Constrained Delegation 3:145, 3:170-180, 4:109, 4:138

(RBCD)

REST 1:141, 5:7, 5:56-57

RIGHT_DELETE 4:118

RIGHT_DS_CONTROL_ACCESS 4:119

RIGHT_DS_CREATE_CHILD 4:127

RIGHT_DS_DELETE_CHILD 4:126

RIGHT_DS_DELETE_TREE 4:121

RIGHT_DS_LIST CONTENTS 4:120, 4:125, 4:142

RIGHT_DS_LIST_OBJECT 4:120

RIGHT_DS_READ_PROPERTY 4:123

RIGHT_DS_WRITE_PROPERTY 3:178, 4:122, 4:124

RIGHT_DS_WRITE_PROPERTY (WP) 3:178, 4:122, 4:124

RIGHT_DS_WRITE_PROPERTY_EXTENDED 4:124

RIGHT_GENERIC_ALL 4:114

RIGHT_GENERIC_EXECUTE 4:113

RIGHT_GENERIC_READ 4:111

RIGHT_GENERIC_WRITE 4:112

RIGHT_READ_CONTROL 4:117, 4:140

RIGHT_WRITE_DACL 4:116, 4:129

RIGHT_WRITE_OWNER 3:177, 4:115, 4:129

Role Based Access Control (RBAC) 5:58, 5:60

Index—10

Technet24


https://technet24.ir
https://technet24.ir

RSA NetWitness
Rubeus

Ruler
rundll32.exe

S

S4U2proxy

S4qU2self

Sandbox

Sandcat

Secure SHell (SSH)

Security Assertion Markup Language
(SAML)

Security Center

Security Descriptor

Security Identifier (SID)

Security Information and Event
Management (SIEM)

Security Orchestration, Automation and
Response (SOAR)

Security Reference Monitor (SRM)
Security Support Provider (SSP)
Sentinel

Sequential WorkflowActivity

Server Message Block (SMB)

Set-ADObject
Set-Content
ShellBrowserWindow
ShellShock

SIGMA

SilkETW
SilkService

1:62

3:141, 3:143, 3:148, 3:152-157, 3:166-
168, 3:179, 3:181, 3:187, 4:22

5:20

2:15, 2:52, 4:85, 5:80

3:145, 3:161-169, 3:181

3:145, 3:161-162, 3:164-169
1:69, 1:108, 2:30, 2:113, 5:79
1:153, 1:165

1:15-16

57,510, 5:35, 5:37, 5:41, 5:43

5117

3:73-76, 3:171, 3:174, 4:106-127, 4:129-
144

3:134-135, 3:173, 3:175-177, 4:13, 4:19-20,
4:22, 4:107, 4:109, 5:38

1:46, 1:60-61, 1:66-67, 1:101, 1:103, 5:74

1:57, 1:60

4:128, 4:140-141

3:37-41, 3:44, 3:46, 3:48, 3:87, 3:96, 4:62
5:57,5:74-75

2:47-48

1:128, 1:131, 1:137, 2:6, 3:19, 3:27, 3:30-31,
3:117-118, 3:120, 3:125, 3:150-151, 3:157,
3:187, 5:84, 5:94

3:180

2:39

2:74-76

1:129, 1:131

1:57, 1:61-68, 1:71, 1:74, 1:82, 1:101, 1:120,
2:15-16, 2:54, 2:144, 3:29-30, 3:57-59,
3:64, 3:66, 3:71-72, 3:82, 3:91, 3:94,
3:102-103, 3:142-143, 3:183, 4:22, 4:51-
53, 4:66'68a 4:85a 4:97, 4:102, 5:963 5:99
1:87, 1:95

1:95

Index—11


https://technet24.ir

Silver ticket

Single Sign-On (SSO)
Single-Sign On (SSO)
Skeleton key

Sliver

SMB Exploit

SOAR

Socket.IO

Spark

Spearphishing
Splunk

Spraying Toolkit
Stockpile
Synchronized Identity
syslog

Sysmon

System Access Control List (SACL)

T

Tactics, Techniques & Procedures (TTPs)
TGS-REP

TGS-REQ
TheHive
Ticket-Granting Service (TGS)

Ticket-Granting Ticket (TGT)

Tree-Root
Tree-root trust
Trust direction
Trust transitivity
Turla

Index—12

3:139, 5:38-39, 5:73

3:111, 5:6, 5:10, 5:19, 5:35-39, 5:41

3:111, 5119, 5:35-39

3:139-140

1:143-146

1:128, 2:6

1:57, 1:60

1:141

1:74

1:44, 2:3, 5:78-79, 5:90-91

1:26, 1:58-59, 1:62

5:20

1:161-162, 1:164-165

524

1:57-58

1:26, 1:57, 1:73, 1:82, 1:84-87, 1:93, 1:104,
2:15, 2:54, 2:97, 2:101, 2:139-144, 2:149,
3:5-14, 3:29-30, 3:56-60, 3:64-71, 3:77-
79, 3:81, 3:83, 3:91, 3:102-103, 3:143,
3:183, 3:187-188, 4:22, 4:47-48, 4:51-54,
4:66-69, 4:85-86, 4:102, 4:150-151, 5:79-
80, 5:84, 5:93-94, 5:99, 5:105, 5:107-110,
6:13

4:107, 4:117

1:30, 1:32, 1:42, 1:134
3:3, 3:129-130, 3:132-136, 3:147, 3:163,
4:14-15, 5:83

3:129, 3:133-136, 3:147, 3:163, 4:14-15
1:22, 1:57, 1:61, 1:69-71, 1:101

3:3, 3:129-130, 3:132-136, 3:147, 3:163,
4:14-15, 5:83

3:3, 3:38, 3:129, 3:131-136, 3:139, 3:146-
148, 3:150-156, 3:161, 3:163, 4:13-14, 4:21-
22, 5:83, 5:95

4:6, 4:8, 4:10-11, 4:16

4:6, 4:10-11, 4:16

4.7

4:7-8

5:103-104, 5:112

Technet24


https://technet24.ir
https://technet24.ir

U

Uber Metta

A\

Vault

VECTR

Velocidex Query Language (VQL)
Velociraptor

VirusTotal

Visual Basic for Applications (VBA)

VMWare

w

WCE

web proxy logs

Whitelisting

Windows Defender Application Control
(WDAC)

Windows Defender ATP

Windows Management Instrumentation
(WMI)

Windows Remote Management (WinRM)
Windows Script Host (WSH)

WinExec()

Wmic

WriteDacl

WriteOwner

WS-Federation

Wscript

1:122, 1:124

1:20, 5:61-62

1:22, 1:47-53, 1:55

1:75, 1:77, 1:80

1:57, 1:75-80, 6:12

4:152-153

2:2, 2:19, 2:30-33, 2:35, 2:67, 2:81-82,
2:102, 2:119, 3:111, 4:73, 4:75-76, 4:86
1:17, 1:26

1:104, 3:60, 3:65-66

1:57, 5:01

1:124, 2:54, 3:72, 5:79, 5:105
5:92

1:62

2:64, 2:142, 4:2, 4:43-54, 4:56, 4:149-150,
4:155, 5:78, 5:84

1:15

5:105

4:58

1:137, 2:15, 2:119, 4:85
4:108, 4:129

4:108, 4:129

543

1:137, 2:15, 2:77, 2:144, 4:85

Index—13


https://technet24.ir

X.509

Y
YAML Ain't Markup Language (YAML)

Yelp
Yet Another Markup Language (YAML)

Index—14

1:143

1:13-14, 1:17-18, 1:20, 1:64, 1:66, 1:78,
1:96, 1:98, 1:124, 1:161-162, 1:164
1:61, 1:71

1:13-14, 1:17-18, 1:20, 1:64, 1:66, 1:78,
1:96, 1:98, 1:124, 1:161-162, 1:164

Technet24


https://technet24.ir
https://technet24.ir

