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INTRODUCTION

The SEC699 capstone challenge will cover the different topics discussed 
throughout the course. The goal is to summarize all lessons learned in a hands-on 
workshop! You will work in teams to try obtaining a precious coin!

You will play in teams of 4 to 5 students

You will play both a red team and blue team role

The capstone will run from 09:00 to 14:00

This page intentionally left blank.
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BRIEFING AND INTRODUCTION

So, what is expected of you? As you are playing in this capstone, your team will 
be both a blue and a red team at the same time:

You will receive an organization brief that explains what your organization is, what your crown 
jewels are, and what your network environment looks like. Please carefully read this!

You will receive a threat actor brief that explains what threat actor you are, what industries you 
typically target, and what attack techniques you typically employ. Please carefully read this!

As you will be targeting other teams, it’s in your own interest NOT to 
disclose what threat actor / organization your team was assigned!

This page intentionally left blank.
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EXAMPLE ORGANIZATION
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EXAMPLE THREAT ACTOR

The above is a sample threat actor, with the target organization and techniques censored. 

CENSORED CENSORED

This page intentionally left blank.
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HOW CAN YOU SCORE POINTS?

Obtain access to the crown jewels of the organization you are targeting
Proof: Steal the “crown jewel file” and present it during your presentation

1

Plant your flag on the systems of the target organization
Proof: Every system has a “flag file” that is periodically checked and scored automatically

2

Emulate the techniques you are known for (see threat actor brief)
Proof: Present proof of execution of techniques during your presentation

3

How about the “blue team” side?
Simple: Detect and kick out the threat actors so they don’t score points. 

This page intentionally left blank.
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WHAT DOES THE FLAG FILE LOOK LIKE?

The flag file is a text file (with any extension) that can be anywhere on the system. The file is the same across the 
organization though, so once you find it, you know where to find it on all hosts for that organization! When the flag 

file is not adapted, it includes the following string:  SYSTEM_NOT_OWNED.

In order to plant your flag, please enter your team number (provided by the Instructor). As a defender, remove
these team numbers when they are set to prevent the other team from scoring. The value of these files is 
periodically checked by the Instructor, thus the longer a number is set, the longer a team scores points!

Finally, it’s important to note that critical systems (mentioned in the briefings) generate more points when 
compromised!

This page intentionally left blank.
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WHAT DO THE CROWN JEWEL FILES LOOK LIKE?

The crown jewels for all 
organizations are different! 

They are listed in the 
briefing document you will 

receive.

The example on the left is 
one of the CoalGasOil 

crown jewels: a coal plant 
diagram!
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PRESENTATION TO PREPARE

At the end of the capstone, you’ll need to do a 15-minute presentation 
where you cover both your results as an organization and as a threat actor. 
Some things you have to cover:

Organization
• Show detections of attack techniques (screenshots of logs)
• Attribute the threat actor to a team in the room

Threat actor
• Present overall attack structure and flow
• Show crown jewel files if you obtained them
• Show screenshots of successful attack techniques

The presentation needs to be submitted by 14:00!

This page intentionally left blank.
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HOW DO YOU GET STARTED?

Everyone starts from their personal 
CommandoVM (local)

Start doing reconnaissance on your target 
organization and try to obtain an initial 
foothold! 

Start building detection logic in order to 
detect the adversaries in the environment. 
You have access to Elastic and 
Velociraptor!
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RULES OF ENGAGEMENT

Some rules of engagement to adhere to:
• As threat actor, your goal is not to be disruptive; refrain from destructive attacks against 

your target environment

• As threat actor, try to leverage as much as possible the techniques you have been assigned 
in the emulation plan (it gives you more points)

• As threat actor, do not tamper with the event logging infrastructure put in place (Sysmon, 
WEF, Elastic,…)

• If, as an organization, you are “locked out” of your environment, you can escalate to the 
emergency response team (Instructor), who can help take drastic measures to regain 
control of your environment 

That’s about it… We like to keep it creative 

The Instructor has a role as Coordinator and thus coordinates the capstone. 
In the event of confusion / argument, the Instructor has the final say!

This page intentionally left blank.
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QUESTIONS?

If you have any questions, now is the time to ask them…

???
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Welcome to the final exercise of the course. This final exercise is designed to represent 
the knowledge and skills covered throughout the entire SEC699 course. 

You will earn points in three different areas:
• Trivia (Knowledge)
• Blue (Detection)
• Red (Attacks)

There is a new LAB environment specifically for this challenge.

The intended solution is provided in a separate document, containing the word 
ANSWERS in the filename.

SEC699 CTF INTRODUCTION
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• The scoreboard is at 
https://ctf.sec699.org/

• Register yourself an account to begin
• USERNAME is a nickname for display
• EMAIL is also your LOGINID

• MUST be a valid, usable account 
• VALIDATION link will be sent here

• PASSWORD complexity is enforced; each 
requirement changes from yellow to 
green when satisfied.

SEC699 CTF SCOREBOARD

This page intentionally left blank.
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• IF any field is invalid, you will need to use a 
different value
• Erroneous 
• Already in-use

• Notice the color changes from yellow to 
green as the PASSWORD complexity rules 
are satisfied

• Once you complete this form, click on the 
confirmation link sent to your provided email 
address

SEC699 CTF SCOREBOARD REGISTRATION
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• Click any challenge 
to read the 
instructions

• Submit any valid 
flag as you solve 
each challenge

BEGIN!!
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• Read the challenge carefully
• Solve the challenge
• Submit a flag in top field
• Click “TRY FLAG”

• IF flag is valid for any challenge
• success message will show
• visual indicator on main 

view will change to green

SOLVE!!
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These challenges are designed to reflect the content in the course, though you may use 
any tools or resources which you have legal access and permission to use.

The CTF specific wiki is at: https://ctf-wiki.sec699.org/

• Instructions to build the BLUE category challenges
• Instructions to build the RED category challenges
• Solutions to the challenges

SEC699 CTF WIKI: HTTPS://CTF-WIKI.SEC699.ORG
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You may discover easier or alternative solutions different than intended. Take good 
notes of your work so you can get the most out of your experience.

• Does a challenge seem similar to an exercise?
• Review the exercise or topic from the course for general tool use and steps 

• Are you reading TOO MUCH into a challenge and making it harder?
• Double-check syntax of commands
• Screenshot errors
• Contact your favorite SME for help

SEC699 CTF TIPS
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