SEC401 | SECURITY ESSENTIALS BOOTCAMP STYLE

| - Workbook

\

THE MOST TRUSTED SOURCE FOR INFORMATION SECURITY TRAINING, CERTIFICATION, AND RESEARCH | sans.org




SEC401 | SECURITY ESSENTIALS BOOTCAMP STYLE

Workbook

\

THE MOST TRUSTED SOURCE FOR INFORMATION SECURITY TRAINING, CERTIFICATION, AND RESEARCH | sans.org




Copyright © 2017, Stephen Sims. All rights reserved to Stephen Sims and/or SANS Institute.

PLEASE READ THE TERMS AND CONDITIONS OF THIS COURSEWARE LICENSE
AGREEMENT ("CLA") CAREFULLY BEFORE USING ANY OF THE COURSEWARE
ASSOCIATED WITH THE SANS COURSE. THIS IS A LEGAL AND ENFORCEABLE CONTRACT
BETWEEN YOU (THE "USER”) AND THE SANS INSTITUTE FOR THE COURSEWARE. YOU
AGREE THAT THIS AGREEMENT IS ENFORCEABLE LIKE ANY WRITTEN NEGOTIATED
AGREEMENT SIGNED BY YOU.

With the CLA, the SANS Institute hereby grants User a personal, non-exclusive license to use the
Courseware subject to the terms of this agreement. Courseware includes all printed materials,
including course books and lab workbooks, as well as any digital or other media, virtual machines,
and/or data sets distributed by the SANS Institute to the User for use in the SANS class
associated with the Courseware. User agrees that the CLA is the complete and exclusive
statement of agreement between The SANS Institute and you and that this CLA supersedes any
oral or written proposal, agreement or other communication relating to the subject matter of this
CLA.

BY ACCEPTING THIS COURSEWARE, YOU AGREE TO BE BOUND BY THE TERMS OF THIS
CLA. BY ACCEPTING THIS SOFTWARE, YOU AGREE THAT ANY BREACH OF THE TERMS
OF THIS CLA MAY CAUSE IRREPARABLE HARM AND SIGNIFICANT INJURY TO THE SANS
INSTITUTE, AND THAT THE SANS INSTITUTE MAY ENFORCE THESE PROVISIONS BY
INJUNCTION (WITHOUT THE NECESSITY OF POSTING BOND), SPECIFIC PERFORMANCE,
OR OTHER EQUITABLE RELIEF.

If you do not agree, you may return the Courseware to the SANS Institute for a full refund, if
applicable.

User may not copy, reproduce, re-publish, distribute, display, modify or create derivative works
based upon all or any portion of the Courseware, in any medium whether printed, electronic or
otherwise, for any purpose, without the express prior written consent of the SANS Institute.
Additionally, User may not sell, rent, lease, trade, or otherwise transfer the Courseware in any
way, shape, or form without the express written consent of the SANS Institute.

If any provision of this CLA is declared unenforceable in any jurisdiction, then such provision shall
be deemed to be severable from this CLA and shall not affect the remainder thereof. An
amendment or addendum to this CLA may accompany this courseware.

SANS acknowledges that any and all software and/or tools, graphics, images, tables, charts or
graphs presented in this courseware are the sole property of their respective
trademark/registered/copyright owners, including:

AirDrop, AirPort, AirPort Time Capsule, Apple, Apple Remote Desktop, Apple TV, App Nap, Back
to My Mac, Boot Camp, Cocoa, FaceTime, FileVault, Finder, FireWire, FireWire logo, iCal, iChat,
iLife, iMac, iMessage, iPad, iPad Air, iPad Mini, iPhone, iPhoto, iPod, iPod classic, iPod shuffle,
iPod nano, iPod touch, iTunes, iTunes logo, iWork, Keychain, Keynote, Mac, Mac Logo, MacBook,
MacBook Air, MacBook Pro, Macintosh, Mac OS, Mac Pro, Numbers, OS X, Pages, Passbook,
Retina, Safari, Siri, Spaces, Spotlight, There’s an app for that, Time Capsule, Time Machine,
Touch ID, Xcode, Xserve, App Store, and iCloud are registered trademarks of Apple Inc.

Governing Law: This Agreement shall be governed by the laws of the State of Maryland, USA.

SEC401_W_C02_04



Lab I.1

Virtual Machine Setup
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Lab I.1 = Virtual Machine Setup

Background

In the module, you learned about the many ways virtual machines can be utilized in both iab and production
environments. In this fab, you will use a virtualization application to run multiple virtual machines that are
used during the rest of the course.

NOTE: The font size in command-line windows may differ slightly to allow for the best formatting.

Objectives

»  Copy and extract the SANS-supplied Windows 10 virtual machine and the Kali Linux virtual machine to
your hard drive.

e Start the virtual machines with VMware Workstation, Player, or Fusion if on a Mac.
s Verify network connectivity between the two virtual machines.

The SEC401 Student USB contains two virtual machines for use during the course and outside of the class. The
two virtual machines are Windows 10 x64 and the Kali Linux 2.0 distribution. This exercise helps you prepare
the virtual environments that you will use in this course.

Please note: The virtual machines are very large. This lab takes a lot of time due to copying and extracting the
virtual machine files. We are going to spend minimal actual class time on this exercise and ask you to continue

working through copying the files over as we teach the class because some systems take as long as 20-30
minutes to copy over a file and extract it.

Duration - 30 Minutes

Depending on the speed of your computer, the copying and unzipping of the virtual machines from the USB
drive may cause the duration of this lab to increase. If you are attending this class at a live event, you may
have to allow the virtual machines enough time to extract during lecture and catch up during a break.
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Task 1 = Unzipping the Virtual Machines

1. Using Windows Explorer, create a folder on your C drive called “SEC401.”

The easiest way to bring up Windows Explorer is to press and hold the Windows logo key A2 on

L ]
your keyboard and then press the “E” key. Once Explorer appears, click the “Local Disk (C:)”
drive to open that drive and then right-click anywhere in the white space and click “New >
Folder” as shown below. Once the folder appears, name it “SEC401.”
v ! Orive Toals  Local Disk {C:} - O w
Home Share View Manage o 7
& v P e » ThisPC > Local Disk (C) . . . v Search Local Disk () je
Fal
Labs A Name Date modified Type Size
75 OneDrive © ' frproot View > FM File folder
] ¢ inetpub Sort b > M Filefolder
LA This PC _ Y .
" Labs Group by > M Filefolder
RSl Desktop _ ' PerfLogs Refrach . Filefolder
5] Documents . Program Files bort AN File folder
: 5
& Downloads ' Program Files (x86) e M Filefolder
Paste shortcut .
J, Music Users M Filefolder
2] Pictures .. Windows Share with > a1 Fietolder
; _ N |
- €< Whitespace> : s o : -
% Local Disk EC:} Ad properﬁes
2 T

2. Inside your “C:\SEC401” folder, create two folders called “Windows 10” and “Kali Linux” using the

same

3. Insert

technique you used in the previous step.

the SEC401 USB into your laptop. Depending on the number of drives instalied on your

computer, it may show up as a letter such as “SEC401 (E:),” “SEC401 (F:),” or something similar.

Windows Explorer, click the USB drive.

do not have a program installed to unzip a zip file, double-click the folder “7-Zip.” Inside this

4. Using
5 Ifyou
folder

[ ]

L

are two installers:

721514-x64.exe - For 64-bit versions of Windows

7zX_1.7.1.dmg - For ivtac OS X

Unless your host OS is Mac OS X, double-click the “7z1514-x64.exe” installer because the laptop
requirements specify that your host 0S must be 64-bit. Follow all defaults. If your host 0S is
Mac OS X and 7-Zip is not already installed, please install the “.dmg” package.

6. From the USB drive, copy/drag the “SANS_WIN10.zip” file over to your “C:\SEC401\Windows 10"
folder.
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10.

11.

12.

As shown previously, open two instances of File Explorer, one for the USB drive and one for the C
drive.

Note: This may take time to copy depending on the type of USB port on your computer, the processor
speed, and hard disk space available.

Copy/drag the “Kali-Linux-2016.1-vm-amdé4.zip” file to your “C:\SEC401\Kali Linux” folder.

Note: This may take time to copy depending on the type of USB port an your computer, the processor
speed, and hard disk space available.

After the files have successfully copied to your host, extract the “SANS_WIN10.zip” file from within
the “C:\SEC401\Windows 10" folder. For Windows, see the following example:

* Ifusing 7-Zip, right-click the “SEC401 — Windows 10 x64.zip” file to get the “7-Zip” options
and select “Extract Here.” If 7-Zip is not showing as an option, check to ensure that it was
successfully installed. Extracting the file will result in the creation of a subdirectory with the
same name as the compressed file.

Opan
Opan in dew window
Yiew with Hhahlighter

Extract Alt.. : i
‘-* 1-Ep ] Opn chien
o Scan vith Microsolt Security Fssentials. Exizact liles..

Openwith.. Exteact Heve *'—__—

» After a long extraction process (maybe 3 to 10 minutes), you should see the folder
containing your virtual machine and associated files.

Perform the same extraction method on the “Kali-Linux-2016.1-vm-amd64.zip” file from your
“C:\SEC401\Kali Linux” folder using an unzipping product such as 7-Zip.

As part of the laptop requirements, you should have installed the VMware Workstation 12 Player or a
newer version of it. If VMware Player is not installed, install VMware Player on your computer by
downloading it from http://www.VMware.com. VMware Workstation or similar products will also
work, such as VMware Fusion.

Start VMware Player and open (Player -> FILE -> OPEN) the Windows 10 virtual machine
located in the Windows folder. Once you have navigated to this folder, click the “SANS_WIN10.vmx”
file. (Hint: You can also double-click the VMX file.)

Note: You may also use VMware Workstation if you have a licensed or trial copy, using the same
method, and you can use VMware Fusion if you are on a Mac.
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Task 2 - Launching the Windows 10 Virtual Machine

Power on the Windows virtual machine by pressing the green Play button.

VMware Worksfatic_:_n 12 pi ¥

— (.%;) = it

When prompted, select “I Copied It,” as shown below.

This virtual machine might have been moved or copied.

Inorder to configure certain management and networking features,
VMware Player needs ta know if this virtual machine was moved or copled,

If you don't know, answer "I Copied 1t".

' [ 1#ovedTt | [TCopedit lg

NOTE: If you get a message saying, “Cannot connect the virtual device sata0:1...” or similar, simply click
”NO. I

NOTE: If you receive a message to download VMware tools you can click Remind Me Later since
VMware Tools are not required for this class.

Software Updates X

@ The following software is available for download:
- VMware Tools for Windows 2000 and later - version 10.0.5

1\ Downloading and installing VMveare Tools is required to
enable advanced features of your virtual machine.

What would you like to do?

lDownfaad and I.nstal}l j Remind Mg Later}

NOTE: If you receive a message about discovery of new hardware, you can also click OK. During the
initial startup process, depending on your hardware, you might receive additional messages.

NOTE: if you get the following error, “This host is VT-capable, but VT is disabled,” or a similar error,
please see below; otherwise, skip to the next step.

& Virtual Mach

> Virtual Machine Hessage
msg.cpuid.nelongmodetiuestionFmt:This virtual madhine is configured for G4-bit guest
cperabng systems. However, 69-bit operation is nat possible.
Thiz host is ¥T-capable, but ¥ i disabled,
VT might be disabled if it has been disabled in the BIOS settings or the host has not been
pawver cyded since changng His setting.
(1) verify thal the BIOS sellings enabla VT and disable "trusted execution.”
{2} Povier~yde the host if either of these BIQS setbngs have been changed.
{3) Power €ycle the host if yauhave not dene so sice installing Yvware ESK.
() Update the host's BIOS to the katest version.
For more detaled nformation, see htip:/ymivare.cominford=152.
Continue without 64-bit support?

(" Yes

' Ne
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The first thing to try is to verify that VT technology is enabled in the BIOS, as described in this VMware
guide on 64-bit (http://www.VMware.com/pdf/processor check.pdf). This document is located in the

SEC401 USB drive for your convenience, as is the “Processor Check for 64-Bit Compatibility”
executable from VMware.

As stated in the laptop requirements, it is critical that your CPU and operating system support 64-bit
so that the 64-bit guest virtual machine will run on your laptop. VMware provides a free tool for
Windows and Linux that will detect whether or not your host supports 64-bit guest virtual machines.
It is available here:

https://my.vmware.com/web/vmware/details/processor_check 5 5 dt/dCpiQGhkYmRAZQ. For

further troubleshooting, the article at http://www.computerhope.com/issues/ch001121 htm also

provides good instructions for Windows users to determine more about the CPU and 05 capabilities.
For Macs, please use the support page from Apple at http://www.apple.com/support/ to determine
64-bit capability.
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Task 3 - Initial Setup for the Windows 10 Virtual

1. You are receiving a 4 month Windows 10 license with your materials for the course. The key has
already been set in the operating system.

2. When Windows boots, you will see the following screen outlining the terms and conditions of the
licensing agreement. If after 4 months you wish to continue using this Windows 10 virtual
machine you will need to purchase a new key from Microsoft.

SANS Institute Student EULA

1o support the student learning experience, SANS has assigned a license for Microsoft
Windows to this device for a period of four months, beginning at the start of your
course. By logging in, you agree that you will cease using this license at the end of that

four month period, and that you will remove the associated Windows license form this
device at that time.

3. There is a User Account called SEC401-Student with a password of SEC401, This account should be

used for all of the exercises for this class.
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SEC401-Student

SEC401-Student ;-péﬁggf;é L mf”_‘J_ ]
Bob Dole

John Doe

Robin Hood

SEC401

4. This step is optional — if you are going to use English, you can skip to Task 4. If you wish to change the
language settings for the keyboard, type “edit language” at the bottom-left of your Windows
Desktop and click the option “Edit language and keyboard options” as shown:

H edit language - Type this...
Edit language and keyboard options
System settings ﬁ Click this...
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Country or region

Windows and apps might use your cauntry or region ta give you
local content

United States L

L.anguages

Add a language to read and type in that language

+ oo S clck tis.

(Ty,_, English {United States)
AT Windows display language

5. Next, click “Add a language” as shown below:

Settings

§33  ADD A LANGUAGE

Afrikaans bawikopT
Afrikaans Bashkir

Shqip kuskara
Albanian Basque
Elséssisch benapyckan
Alsatian Belarusian
ROYCE BocaHckm
Ambharic Bosnian {Cyrilfic)

ol o K€M 1 o a3 | Lol [ 0@®
Central Atlas Tamazight {Tifinagh)

Cuwlyogli (asjeS
Central Kurdish

Cwy

Cherakee (Cherokee)
HA(E)

Chinese (Simplified)

6. You should get the following window that shows the many languages you can choose from:

Select the desired language. For this example, select “Belarusian.”
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Languages
Add a language to read and type in that language

Add a language
+ guag

(L\._‘_‘ English (United States)
~+  Windows display language

(t),_ benapyckan
ATF

setasdetout | Op

7. The language should now be added. Click “Set as default,” and then close the window.
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Task 4 - Initialize the Kali Linux Virtual Machine

Start a second instance of VMware Player and open (Player ->FILE -> OPEN) the Kali Linux
virtual machine located in the newly extracted “Kali-Linux-2016.1-vm-amd64” folder located at
“C:\SEC401\Kali Linux.” Once you have navigated to this folder, click the “Kali-Linux-2016.1-vm-
amd64.vmx” file.

The default Memory setting for this VM is 512 MB. If you are familiar with using VMware and know
how to increase the amount of RAM, you may optionally allocate more memory to this VM if you
have it available on your host. This is not required.

Power on the Kali Linux virtual machine by pressing the green Play button, and when prompted,
select “l copied it” as shown below.

‘ VMware Wndcstatlon 12 Player

Player A l‘ ’

iﬂ-&wwmﬂmrmmmﬁww.

O Rl L PR EG s s

3 ) 1 v
(GO U

b g AR L 4 e e S e o e m e £ Ly bt e

Would yau like to upgr&de ihls virhm! o
machine? )
An upgraded vidual meching gﬂéfd support fornew : ;;;fy]

featuros, but cannot be used by sarfier vaigions of
Vi ware Fusion wtit you downgrade it. -

Do not show this message again

[ T —

NOTE: If you are using a Mac, you may get prompted asking if you would like to upgrade the virtual
machine. Click the “Don’t Upgrade” option as shown below:

You may also get the following popup box about other Virtual Machines in use. Click “OK” if this
appears:

R Oy T P UL TN TIPSR Pt

. 4 0 faa

it appears that other virtual machinas are
running,

Some host devigas may be unavaffabla to this virlual
machine, Some fost devices (such as CD-ROM
drivas) may be shareéd among saveral virual
machines by toggling the entrias In the *Virtual

Machine” menu.
Selact OK to continue, Cancel ta powsr oft,

Never show this dialog again

. Cancel - OK
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4.  When prompted for credentials, enter:
USERNAME: root Ui orroame
PASSWORD: toor

5. Youshould now be logged into the Kali Linux desktop. Remember, this is a custom version of Kali
Linux that has been preconfigured with all files needed for the labs in this course. Please ensure that
you are using the version provided.

6.  Optionally, you may wish to change the language settings for the keyboard. To do this, first click on
the drop-down icon on the very top-right of the screen, and second, the tool icon on the bottom-left
as shown below:

Wired Linmanaged

&  Proxy None

: 1 . root

© 2017 Stephen Sims SEC401 Workbook 1-12



The following menu should appear. Click “Keyboard” as shown:

All Settings
Parsonal
Background Notifications Online Privacy
Accounts
Hardware
. ‘I — 2
Bluetooth Color Displays Keyboard

e

Power Printers Sound Wacom Tablet

System

Date & Time Details

Sharing Universal
Access

Region &
Language

0

Mouse &
Touchpad

B

Users

Search

Network

8. From the window that comes up after clicking on “Keyboard,” click “Input Sources” as shown below:
< j Keyboard N-X>
Typing  Shortcuts
Repeat Keys

lv| Key presses repeat when key is held down

Delay: Short v ~Lang

Speed: Slow E Fast
Cursor Blinking

I Cursor blinks in text fields

Speed: Slow Fast

input Sources
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9. The “Region & Language” window should now appear. Click the + sign under “Input Sources” as
shown below:

: < | Regicn & Language - >
Language English {United States)
Formats United States {English)

input Sources

English (US)

10. When clicking the + sign, you will be prompted with the following window:

i Cancel Add an Input Source - Add - i

Arabic {(Egypt)

Chinese {China)
English (United Kingdom)
English {United States})
French {France)
German {Germany)
Japanese
Russian (Russian Federation)

Spanish {Spain)

3
i
L3

Click the desired language. If you need more choices, click the three dots at the bottom to expand all
language choices.
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11. After selecting the desired language, use the up and down arrows to move it to the top of the list and

then exit out of the screen. In our example, we added an “English (UK)” input source.

! < Region & Language X
Language English (United States)
Formats United States (English)

Input Sources -

English {US)

@ 2017 Stephen Sims SEC401 Workbook
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| Task 5 - Verify Network Connectivity

NOTE: Commands that you are to type as input are in bold font and the output from commands is in regular
font. In the following example, the command “echo Hello World!” is being entered as input and the line “Hello
World!” is being printed to the screen as output.

root@kali:~# echo Hello World!
Hello World!

.ndicates a Kali Linux Terminal windows and .. indicates a Windows command prompt.

The above indicators of Linux and Windows will be used in labs where command line prompts are needed on
both virtual machines. This is to help ensure you are on the correct system. In labs where all command line
input is on a single VM, these indicators will not be used.

1. Your virtual machines were preconfigured to run in host-only networking mode. Your Kali Linux and
Windows 10 VMs are to be assigned the following static IP addresses:
e 10.10.10.20: Kali Linux (preconfigured)
e 10.10.10.10: Windows 10
e The subnet mask is 255.255.255.0, and there is no default gateway configured.

2. Navigate over to your Windows 10 VM and if you are currently logged out, log in using your “SEC401-
Student” account.
e USERNAME: SEC401-Student
e PASSWORD: SEC401
3. Bring up Windows Explorer by pressing and holding the Windows logo key (%) on your keyboard and

then the “E” key. Another option is to click the folder icon on the taskbar at the bottom of your
Windows 10 desktop. E

4. From Windows Explorer, navigate to “C:\Labs\401.1” and double-click “Command Prompt” as shown
with the arrows below:

| [ L) = 14011 - (] X

“ Home Share View (7]
« v 4 > ThisPC > Local Disk (C:) > Labs > 401.1 - v O Search4D1.1 P

£ Documents i Name Date modified Type Size

A Doneeloals 7H Command Prompt - 2/24/2016 417PM  Shortcut 2K8
D Music A Wireshark 2/25/2016 233 AM  Shorteut 2KB
[& Pictures [% SEC401_PCAPT 37/2016 220PM  Wireshark capture... 21KB
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5. With the command prompt on your screen, type “ncpa.cpl” and press Enter as shown below:

C:\Users\student>necpa.cpl

You should get the following screen:

L_{-" Network Connections

T sgn? » Control Panel » Network and Internet » Network Connections »

Organize «

.

_ ikf Ethernetl
Tt Unidentified network
W ntel(R) 225741 Gigabit Netw3rk C...

Double-click “Ethernet0” and you should get the box below:

B Ethernetd Status bt
General
Cennechon PR JR— S S
IPv4 Connectivity: No network access
IPv6 Connectivity: No network access
Media State: Enabled
Duration: 00:52:55

Speed; 1.0 Gbps

-
sent o Q& o Received
Bytes; 24,643 | 3,330

- ®properties @ pisable f Diagnose

Click “Properties” as shown above.
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6.

You should now get the following window:

T Ethernetd Properties

Networking

Connect using:

G Inte!(R) 82574L Gigabit Network Connection

This conneclion uses the fallowing items:

Double-click “Internet
Protocol Version 4
(TCP/IPv4)”

L2 et for Microsoft Netwaorks ~
8 “%File and Printer $haring for Microsoft Networks
¥ zE?QoS Packet Scheduler
by Imemet Protocol Version 6 (TCP/IPv6) ’
I (et Frtocol Version ) #
¥ . Link-Layer Topology Discovery Mapper 140 Dhver
£l & Microsoft Network: Adapter Multiplexor Protacol v
< >

| el | el | Popetes |
Description

Transmission Control Protocol intemet Protocol. The default
wide area network protocel that provides communication
across diverse interconnected networks .

| ok [ coned

After double-clicking “Internet Protocol Version 4 (TCP/IPv4),” you should get the following window:

internet Protocol Version 4 (TCP/IPwd) Properties

General

You can get tings assigned automatically if your network supports
this capabil therwise, you need to ask your network administrator

in an IP address automatically
(@) Use the following IP address:

1P address: |10 . 1. 0. 10|
Subnet mask: | 255.255.255. 0 |
Default gateway: l

Qbtain DNS server address automatically
{® Use the following DNS server addresses:

]

Alternate DNS server: | . . . |

Preferred DNS server:

[Mvalidate settings upon exit

X

1) Select the radio button
“Use the following IP
address”

2) Enter the IP address
10.10.10.10 and the
subnet mask
255.255.255.0

3) Click OK, then OK, and
then Close.
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7. Go back to your command prompt and verify that your IP address is properly set by typing “ipconfig |
find “IPv4”” from your command prompt and pressing Enter:

C:\Users\student>ipconfig | find "IPv4" ..r
IPVE Addiess. . . « v w & 5 » » 4 Y200, 70°90.10 ..

" NOTE: The “ipconfig” command displays the Windows networking settings. We are taking the output
from this command and using the pipe “|” character to take this output and using it as input to the
“find” command. We specify the text we want to search for in quotes.

8.  Ping your Kali Linux VM from your windows command prompt as shown below:

Microsoft Windows [Version 10.0.10586] ..
(e} 2016 Migrpsoft Corparation. ALl rights reserved. ..

C:\Users\student>ping -n 2 10.10.10.20

Pinging 10.10.10.20 with 32 bytes of data:
Reply from 10.10.10.20: bytes=32 time<lms TTL=64
Reply from 10.10.10.20: bytes=32 time<lms TTL=64

Ping statistics for 10.10.10.20:

Packets: Sent = 2, Received = 2, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

NOTE: The “-n 2” flag tells the Ping tool to only send out two ICMP Echo Requests (Type 8) and then
stop. In the example above, we receive an Echo Reply (Type 0) from both requests. If you are unable to
ping the Kali Linux VM, see the troubleshooting section at the end of this section.

9. To verify connectivity from Kali to Windows, go to your Kali Linux VM and bring up a Terminal
window. To do this, click on the following icon on the left side of the desktop: _ '

10. Verify that your IP address is properly set by issuing the following command from your Terminal
window by typing, “ifconfig eth0 | grep “inet “” and pressing the Enter key as shown below:

root@kali:~# ifconfig eth0 | grep "inet "
inet 10.10.10.20 netmask 255.255.255.0 broadcast 101010 . 255

NOTE: The “ifconfig” command is how we display our networking settings from a Terminal window.
The argument “eth0” is the name of our Ethernet interface. Running “ifconfig” with no arguments
displays all interfaces available on the system. We are taking the output from this command and using
the pipe “|” character to take this output and using it as input to the “grep” tool. In this example, the
“grep” tool is searching for the text “inet “ so that we only display the actual IP address information.
Note that there is a space between the word “inet” and the quotation mark. If your IP address does
not match the above, see the troubleshooting section at the end of this section.
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11. From the Terminal window, ping the Windows 10 VM by typing “ping -c 2 10.10.10.10” and pressing
Enter.

rootlkali:~# ping -¢ 2 10.10.10.10

PING 10.10.10.10 {10.10.10.10) 56{84) bytes of data.

64 bytes from 10.10.10.10: icmp seg=1 ttl1=128 time=0.659 ms
64 bytes from 10.10.10.10: icmp seg=2 ttl=128 time=0.881 ms

--- 10.10.10.10 ping statistics —---
2 packets transmitted, 2 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.659/0.770/0.881/0.111 ms

NOTE: The "¢ 2” flag tells the Ping command to only send out two ICMP Echo Requests (Type 8) and
then stop. in the example above, we receive an Echo Reply (Type 0) from both requests. If you are
unable to ping the Windows 10 VM, see the troubleshooting section at the end of this section.

12. If you made it to this point and were successfully able to ping in both directions, congratulations, you

are ready to go for the labs in this course! If you experience issues with IP addressing or connectivity,
please see the troubleshooting section up next.
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Troubleshooting

If you experience issues with networking between the two virtual machines, please read through this section
for a possible solution. Each system should be configured with an IP address of 10.10.10.10 for Windows 10
and 10.10.10.20 for Kali Linux. At any point, unless you have manually changed the configuration of the virtual
machines, rebooting them should put their network settings back to the statically configured default.

The most likely issue resulting in the inability to connect between virtual machines is the loss of the “host-
only” networking setting in VMware. To check this setting, perform the following on both the Kali Linux virtual

machine and the Windows 10 virtual machine.

1. Click once on the outside of the virtual machine on the VMware title bar as shown below with the

arrow (This example is for Kali Linux, but the same applies to Windows 10.}:

’
G#d Kali-Linux-2016.1-vm-amd

[ower o]l W~ & 3 2

root@kali: ~ 000
File Edit View Search Terminal Help
root@kali:~# J

431

¥

;
L—J

NOTE: If you are using a Mac with VMware Fusion, click on the wrench icon and under “Network

Adapter” select the setting, “Private to my Mac.”
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Press the Ctrl+D to bring up the Virtual Machine Settings window. You can also click Player -> Manage -
> Virtual Machine Settings. Verify the following settings, pointed to with arrows:

Virtual Machine Settings

Hardware | Options |

- Device status .
Pevice Summary e s Verify these two boxes
A Memory 21218 Y] onnectes are checked
£ Processors 2 [¥]Connect at powd on .

{=AHard Disk (SC5I} 30 GB _
7 JCD V (IDE) Auto detect Network connection

" Bridged: Connected directly to the physical network

USB Controller  Present | Replicate physical network connection state
H @J Sound Card Autn detert )
i @ Display Verify that the Host-only {"3 NAT: Used to share the host's IP address
tion s set @ Host-only: A private network shared with the host
apuon is set. -
P 7”7 Custom: Spedfic virtual network
|VMneto
7Y LAN segment:

.

[LAN §egments,..] [Adgancad... ]

Lok J( Gancel ][ Heb

Once you have verified these settings for both virtual machines, attempt to perform the previous steps
of issuing the ping command.

If this does not resolve your problem, pause both virtual machines, reboot your computer, start up
both virtual machines again with two instances of VMware Player, and attempt to ping again. If you are
still unsuccessful, please call over an instructor or teaching assistant if at a live event, or contact SANS
support if not attending a live event, such as vlive-support@sans.org for vLive courses and online-
sme@sans.org for OnDemand support.
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1. Whatis the extension for Virtual Machine Configuration files?
2.  What does the “-c” flag mean to the Ping tool on Linux?
3. What is the command on Linux to display your networking settings?

Exercise Takeaways

fn this lab, you completed the following tasks:

Unzipping the Virtual Machines

Launching the Windows 10 Virtual Machine
Initial Setup for the Windows 10 Virtual Machine
Initializing the Kali Linux Virtual Machine
Verifying Network Connectivity

These essential skills will allow you to move forward through the labs in the SEC401, Security Essentials course.
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What is the extension for Virtual Machine Configuration files?

What does the “~¢” flag mean to the Ping tool on Linux?
What is the command on Linux to display your networking settings?
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# of ICMP packets to send
ifconfig
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Lab 1.2 - tcpdump

-
Background

In the previous module, you learned about the tcpdump tool. Tepdump is a powerful yet simple network
sniffer that displays traffic from your Ethernet adapter. Basic filtering can be applied to limit the traffic
displayed or recorded to a file to only specific IP addresses, networks, TCP/UDP ports, and/or ICMP packets.
Tepdump does not make any interpretation of the data and leaves that up to the analyst. The tool relies on the
libpcap driver interface for the actual capturing of Ethernet frames from the wire. Detailed information about
the tcpdump and libpcap project can be found at http://www.tcpdump.org/.

Objectives

« Introduction to tcpdump and basic commands.
e Running tcpdump and sniffing network traffic.
¢ Analyzing hex and ASCIi data.

«  Connecting to a non-listening TCP port.

Your objectives for this lab are to understand the basic syntax and operation of the tepdump tool. You will use
various tcpdump flags and filters to monitor specific network traffic. This exercise will primarily be performed
on your Kali Linux VM, but you will make connections to your Windows 10 VM. If you have additional time at
the end of this exercise, feel free to experiment with additional tcpdump commands.

Duration - 20 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. All labs are repeatable both inside and outside of the classroom, and it is strongly recommended
that you take the time to repeat the labs both for further learning and practice towards the GIAC Security
Essentials Certification (GSEC).
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Task | - Introduction to tcpdump and Basic Commands

1. Start Kali in your virtual machine, and log in using a username of root and a password of toor.

2. Once the Kali interface starts, bring up a Terminal window if one is not already open. This can be done
by clicking the following icon on the left side of your Kali Linux desktop:

3. Take alook at the quick list of common tcpdump commands and arguments by asking for help, which
displays the usage information. Enter the following command and take a look at the output:

root@kali:~# tepdump --help
tepdump version 4.7.4
libpcap version 1.7.4
OpenSSL 1.0.2f 28 Jan 2016

Usage: tcpdump [-aAbdDefhHIJKILNNOpgRStuUvxX#] [ -B size ] [ -c count ]
[ -C file size ] [ -E algo:secret 1 [ -F file ] [ -G seconds ]
[ -1 interface ] [ -j tstamptype ] [ -M secret ] [ --number i
[ -Q in|out|inout ]
[ -r file ] [ -s snaplen ] [ --time-stamp-precision precision ]
[ -—immediate-mode ] [ -T type ] [ --version | [ -V file ]
[ ~w file ] [ -W filecount ] [ -y datalinktype ] [ -z command ]
[

-Z user ] [ expression ]

NOTE: Many tools installed on your Kali Linux VM come with a manual. Using the man command, you
can take a look at the manual and search for desired text strings. To view the manual for tcodump you
would simply type “man tepdump” in a Terminal window. To leave the manual, simply type the letter
“q.” To search for a text pattern inside of the manual, press the forward slash “/” key while inside the
manual, followed by the desired text. e.g. /UDP It does not highlight the matches. Any matches will
be at the top of the Terminal window.

4. The following list of commands are some of the most commonly used:

o - Specify from which network interface you would like tcpdump to sniff.

e -5 Number of bytes “snaplen” to capture per packet. Default is 65535 bytes.
* Number of packets to capture before stopping.

e -n Don’t resolve hostnames.

& -nn Don’t resolve hostnames or well-known port numbers to their service.

e X Show packet contents in hexadecimal and ASCII.

e -XX Show packet contents in hexadecimal and ASCII, as well as the Ethernet header.
¢ - Display Ethernet header data.

There are many other options, as can be seen in the manual. We will cover filtering shortly.
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Task 2 = Running tcpdump and Sniffing Network Traffic

1. Let’sstart with a couple of basic examples using your localhost. First, open up a second Terminal
window. To do this, from the top of your Kali Linux Desktop, click on “Terminal -> New Terminal” as

Applications « Places = Terminal = _
Mew Terminal —

Preferences

Help
About

Qi

shown below:

You should now have two Terminal windows on your screen.

File Edit View Search Terminal Help File Edit View Search Terminal Help
rovtgkatiz-#[] - rootihalic -# []
i
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2. In one Terminal window start tcpdump and have it sniff your localhost (lo) by entering the following:

root@kali:~# tecpdump -i lo
tcpdump: verbose output suppressed, use -v or -vv for full protocol

decode
listening on lo, link-type EN10OMB (Ethernet), capture size 262144 bytes

NOTE: Sometimes your screen can get cluttered. If you ever wish to clear the screen, simply type
“clear” in any Terminal window.

This window will seemingly hang while the sniffer is running and will display captured packets onto
the screen as they are received. To stop the sniffer, type Ctrl+C. That’s the Control (Ctrl) key and the
letter C. Let tcpdump run while we switch to our other Terminal window and ping our loopback
interface.

3. Using your other Terminal window, run the ping command against your loopback interface, also
known as your localhost. We will send one ICMP Echo Request using the “-c” option. The default IP
address for your loopback interface is 127.0.0.1. Enter the following command:

root@kali:~# ping 127.0.0.1 -c 1
PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.
64 bytes from 127.0.0.1: icmp seqg=1 ttl=64 time=0.137 ms

---127.0.0.1 ping statistics —---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0.137/0.137/0.137/0.000 ms

4. Your screens should look like the following:

root@kali ~ &) root@kati:

File Edit View Search Terminal Help File Edt View Search Terminal Help

reot@kali:~# tcpdump -1 lo
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Listening on lo, link-type ENIGMB (Ethernet), capture size 262144 bytes

root@kali:~# ping 127.6.0.1 -c 1
PING 127.8.8.1 (127.0.6.1) 56(84) bytes of data.
64 bytes from 127.8.0.1: icmp_seq=1 tt1=64 time=0.651 ms

16:49:16.465577 1P localhost > localhost: ICHP echo request, id 1729, seq 1, len

gth 64
h 64

-- 127.6.0.1 ping statistics ---

rtt minfavg/max/mdev = 6.051/0.651/0.651/0.060 ms
root@kali:~# |

16:49:16.465589 IP localhost = localhost: ICMP echo reply, id 1729, seq 1, lengtg 1 packets transmitted, 1 received, 0% packet loss, time Oms
Z
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5. Take a look at the Terminal window where tcpdump is running. The following should have appeared:
NOTE: Your timestamps will differ depending on the time of day. Other information, such as the “id”
will also likely differ.

13:07:08.533264 IP localhost > localhost: ICMP echo request, id 1792,
seq 1, length 64

13:07:08.533287 IP localhost > localhost: ICMP echo reply, id 1792, seq
1, length ¢4

We can identify the timestamp of when the packet was captured starting on the left, IP for Internet
Protocol, the source and destination (src > dst) hostname of “localhost,” the ICMP echo request and
reply types, and other information such as the length of the packet.

6. Next, you will make an FTP connection from your Kali Linux VM to your Windows 10 VM. Your
Windows VM is already running IIS FTP. Make sure your Windows VM is running. If not, start up and
wait for your Windows VM to run before continuing with the exercise.

First, stop tcpdump on your Kali Linux VM by pressing Ctrl+C in the appropriate Terminal Window.
Next, start tcpdump back up with the appropriate interface (eth0). We will use filtering to record only
the desired traffic (TCP port 21), as Microsoft Windows can be quite chatty. We will also capture only
three packets, which should record the TCP 3-way handshake. To do this, enter the following
command:

root@kali:~# tcpdump -i eth0 port 21 -c 3
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ethO, link-type EN10MB (Ethernet), capture size 262144 bytes

7. From another Terminal window, type in the following command to make an FTP connection to your
Windows 10 VM, and press Ctrl+C when prompted for a name:

root@kali:~# £tp 10.10.10.10
Connected to 10.10.10.10.
220 Microsoft FTP Service
Name (10.10.10.10:root):

8. Go back over to your tcpdump window. You should see the following output:

13:57:35.692466 1P kali.57322 > 10.10.10.10.ftp: Flags (5)) seq 2736759066,
29200, options [mss 1460,sackOK,TS val 1177746 ecr 0,nop,wscale 6], length 0

291 %355 693261 4TP 10.30.19.10.Ftp > kali.57322: Flags<;:>], seq 4235387615,
2736759067 8192, options [mss 1460,nop,wscale r5ackOK, TS val 97723796
3 11777461, length 0
13:57:35.693312 IP kali.57322 > 10.10.,10.10. ftp: Flags [.],l, win 457,
options [nop,nop,TS val 1177747 ecr 977237961, length 0

3 packets captured
5 packets received by filter
0 packets dropped by kernel
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NOTE: As previously stated, the formatting on your screen may vary depending on the size of your
Terminal window. it is not possible to fit all of the text from verbose command output on a single line
in many cases, and therefore, line-wrapping may occur. In the above output, each packet is separated
by an empty line. It is also possible that you may get more results than displayed depending on the
amount of traffic on your system.

The TCP flags are circled in the output above. The first packet only has the SYN flag set, as it is the first
part of the TCP 3-way handshake. The second packet has both the SYN and ACK flags set. The final
packet has only the ACK flag set. Take a look at the top arrow, which points to the unique sequence
number of 2736759066 for this connection. This is the ISN that will be discussed in the next module.
The next arrow down points to the acknowledgement number of 2736759067, which is the ISN+1.
Feel free to try and identify additional fields.

NOTE: The ISNs will be different for your system since that is uniquely identified for each connection.
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Task 3 — Analyzing Hex and ASCII Data

1. Next, let’s perform the same connection, only this time we will capture and display the hex and ASCII
output onto the screen. Start tcpdump back up again with the following arguments:

root@kali:~f tcpdump -X -i eth0 port 21 -c 4
tepdump: verbose output suppressed, use -v or -vv for full protocel decode
listening on eth0, link-type EN10MB (Ethernet), capture size 262144 bytes

NOTE: We have added the “-X" option to displaym the hex and ASCII characters. We also chdﬁgéd the
number of packets captured to 4. This is so that we get the FTP banner from the server.

2. Gotoyour terminal window that is running FTP (and if it still running type CTRL+C to terminate the
FTP connection). Confirm that you are back at the terminal prompt.

3. Connect to the FTP server running on your Windows 10 VM using the previous command, pressing
CTRL+C when prompted for a name:

root@kali:~# f£tp 10.10.10.10
Connected to 10.10.10.10.
220 Microsoft FTP Service
Name (10,10.10.10:root):
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4. Navigate back to your tcpdump window and take a look at the output. It should resemble the
following:

14:142:04.002948 IP kali.b51326 > :10.10:10¢10utEp: Flags [S], seq
4262324368, win 29200, options [mss 1460,sackOK,TS val 1424824 ecr
0,nop,wscale 6], length 0
0x0000: 4500 003c 5528 4000 4006 bd62 0ala 0ald E..<U(Q.Q..Db..
0x0010: 0Oala 0Oala dfee 0015 feOd e890 0000 0000 .....e'ee'uunnn..
0x0020: a002 7210 2860 0000 0204 05b4 0402 080a ..T.( eeueuuuo...
0x0030: 0015 bdb8 0000 0000 0103 0306 i
14314:04.,.003287 1P 10:10.10:10.ftp > kali.57386: Flags [B.], seg
719554267, ack 4262324369, win 8192, options [mss 1460, nop,wscale
8,sackOK, TS val 98712065 ecr 1424824], length 0
0x0000: 4500 003c 4d94 4000 8006 84f6 0ala 0ala E..<M.@.........
0x0010: 0Oala 0ald 0015 dfee 2e77 0ddb felOd e891 ......... W o s o &
Ox0020: abld 2000 ££16 0000 0204 D5BA D103 D308  tvvvs s vemnomems
0x0030: 0402 080a 05e2 3a0l1 0015 bdb8 R S D e e
14:14:04.003318 IP kali.57326 > 10.10.10.10.ftp: Flags [.], ack 1, win
457, options [nop,nop,TS val 1424824 ecr 98712065], length 0 :
0x0000: 4500 0034 5529 4000 4006 bd69 0Oala 0ald E..4U)Q@.Q@..i....
0x0010: Oala 0ala dfee 0015 feOd e891 2e77 0ddc ............. W. .
0x0020: 8010 01c9 2858 0000 0101 080a 0015 bdb8 ....(X.uue.'vu....
0x0030: 05e2 3a01l
14:14:04.004309 IP 10.10.10.10.ftp > kali.57326:
ack 1, win 260, options [nop,nop,TS val 98712065
27: FTP: 220 Microsoft FTP Service
0x0000: 4500 004f 4d95 4000 8006 84e2 0Oala 0ala E..OM.Q.........
0x0010: Oala 0al4 0015 dfee 2e77 0ddc feOd e891 ..... : T EY
0x0020: 8018 0104 bld3 0000 0101 080a 05e2 3a0l L277........... ™
0x0030: 0015 bdb8 3232 3020 4d69 6372 6f73 6f66 f....220.Microsof
0x0040: 7420 4654 5020 5365 7276 6963 650d Oa t.FTP.Service..
4 packets captured
5 packets received by filter
0 packets dropped by kernel

As you can see, the hex and ASCII data has been printed to the screen for each packet. You can see
the same TCP 3-way handshake occur first. There are two items circled. The top circle includes the
PSH (push) flag, as well as “seq 1:28.” This is indicating that 27 bytes of data were pushed in this
packet. Below, in the second circle, you can see the text, “220 Microsoft FTP Service.” This is the 27
bytes of data pushed in this packet, which also includes a newline character that is not typically visible
on the screen. This is one of the main security concerns around using FTP. The data is sent in the clear
with no encryption. Let’s further look at this concern by sending credentials to the FTP server.

5. Press CTRL+C to stop tcpdump if you haven’t already. Start tcpdump back up with the following
arguments by typing, “tcpdump -a -i eth0 port 21 and src 10.10.10.20,” and pressing Enter:

root@kali:~# tcpdump -a -i eth0 port 21 and srec 10.10.10.20
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ethO, link-type EN1OMB (Ethernet), capture size 262144 bytes

NOTE: The “-a” o,btion pﬁnts out ASCIl and not the hexadecimal version of the packets. We are simply
doing this to preserve space on the screen and get more experience with using various command-line
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arguments. We are still specifying the eth0 interface. The filter has been changed to specify that we
would only like to see packets sourcing from 10.10.10.20 (our Kali Linux VM) and port 21.

6. Make another FTP connection from your Kali Linux VM to your Windows 10 VM. This time enter a
username of “anonymous” and a password of “secretpassword.”
Note: When you type the password, it will not be displayed on the screen.

root@kali:~# £tp 10.10.10.10

Connected to 10.10.10.10. -

220 Microsoft FTP Service

Name (10.10.10.10:root): anonymous

331 Anonymous access allowed, send identity (e-mail name) as password.
Password:

230 User logged in.
Remote system type is Windows NT.

7. Switch back to your tcpdump window and take a look at the output as shown below:

14:49:39.380278 IP kali.57368 > 10.10,10,10.ftp: Flags [8], seq
3992512727, win 29200, options [mss 1460, sackOK, TS val 1958668 ecr
0,nop,wscale 6], length 0

14:49:39.381030 IP kali.57368 > 10,10.10.10. ftp: Flags [.], ack
1879192885, win 457, options [nop, nop, TS val 1958669 ecr 1008473737,
length 0

14:49:39.382132 IP kali.57368 > 10.10.10.10.ftp: Flags [.], ack 28, win
457, options [nop,nop,TS val 1958669 ecr 100847373], length 0
14:49:41.133250 IP kali.57368 > 10.10.10.10.ftpr Flags [P.], seq 0:16,

ack 28, win [nop,nop, TS val 1959107 ecr 100847373], length
16: FTP
14:49:41.134 ali.57368 > 10.19.10. 10.ftn: Flags [.], ack 100, win

4577, options [nop,nop,TS val 1959107 ecr 100849126], length 0
14:49:44.641587 IP kali.57368 > 10: 1010 .10 . % Elags [P.]; seq 16:37,
ack 100, win 457, options [nop,nop,TS val 1959984 ecr 100849126], length
21: FTPCPASS secretpassword >

14:49:44.6429T2 TP Rali.0/368 > 10.10.10.10. ftpe ¥lags [:], ok 121, win
457, options [nop,nop,TS val 1959984 ecr 100852634]), length 0
14:49:44.643173 IP kali.57368 > 10.10,10.10,Fftp: Flags [PB.], seq 37:43,
ack 121, win 457, options [nop,nop,TS val 1959984 ecr 100852634], length
6: FTP: SYST

14:49:44.681179 IP kali.57368 > 10.10.10,10.ftp: Flags [.], ack 137, win
457, options [nop,nop,TS val 1959994 ecr 100852635], length 0

As shown, the username and password are shown in the tcpdump output.

When you are done, in the FTP window, type “bye” to close the FTP connection.
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[ o Task 4 = Connecting to a Non-Listening TCP Port

1. Let’s now connect to a port on our localhost that is not open. This should result in a reset packet
being sent back to the client side of the connection. If tcpdump is still running, press Ctrl+C to
terminate the session. Feel free to clear your screen. Start tcpdump by typing “tcpdump —i lo tcp port
333" and pressing Enter:

root@kali:~# tcpdump -i lo tcp port 333
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on lo, link-type EN10OMB (Ethernet), capture size 262144 bytes

We are listening on our localhost port only with the “-i lo” option and setting a filter to “tcp port 333.”

2. Next, you will use the netcat tool to make a connection to TCP port 333 on your localhost. Netcat is a
network utility tool that allows you to connect to TCP and UDP ports, transmit files, and execute
commands. See more at https://en.wikipedia.org/wiki/Netcat. From a second Terminal window, type
“nc.traditional 127.0.0.1 333" and press Enter:

root@kali:~# nc.traditional 127.0.0.1 333
(UNKNOWN) [127.0.0.1] 333 (?) : Connection refused

3. Go back to your tcpdump window and examine the following output:

15:26:00.998513 IP localhost.56022 > localhost.333: Flags @ seq
3506481770, win 43690, options [mss 65495,sackOK,TS val 2504073 ecr
0,nop,wscale 6], length 0

15:26:00.998552 IP localhost.333 > localhost.56022: Flags ], seq 0,
ack 3506481771, win 0, length O

This time you can see the SYN packet, followed by a RST packet as indicated by the “R” in the bottom
circle, indicating that the port (TCP 333) is not open on the system.
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1. What tcpdump switch displays hex, ASCIl, and the Ethernet header?

2. What tcpdump switch allows us to turn off hostname and port resolution?
3. What TCP flag is the only one set when initiating a connection?

Exercise Takeaways

In this lab, you completed the following tasks:

e Introduction to tcpdump and basic commands.
*  Running tcpdump and sniffing network traffic.
*  Analyzing hex and ASCIi data.

«  Connecting to a non-listening TCP port.

We have barely scratched the surface with the features offered by tcpdump. You can continue looking at tasks
such as analyzing UDP traffic, specifying more complex filters, dealing with encrypted IPSEC data, saving
results to the file system, and much more. One of the biggest advantages to learning tcpdump is that it is often
installed on Linux and *NIX systems by default. As a security professional, being able to use tools built into a
system without the need to install additional components is highly desirable. There is also the Windows
ported tool called windump, which can be installed on most Windows systems.
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Question Answers

1. What tepdump flag displays hex, ASCII, and the Ethernet header? -XX
2. What tepdump flag allows us to turn off hostname and port resolution? -nn
3. What TCP flag is the only one set when initiating a connection? SYN
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Lab 1.3 - aircrack.ng

Background

In the previous module, you learned about the benefits and shortcomings of various widely-used wireless
protocols and technology. You will use the aircrack-ng tool suite to assess the security of both the Wired
Equivalent Privacy (WEP) security algorithm and Wi-Fi Protected Access (WPA) protocol associated with
802.11 wireless network security. Aircrack-ng is a freely available tool that is installed on your Kali Linux VM.
The official distribution site is at http://www.aircrack-ng.org/. It was mostly written by Thomas d'Otreppe.

The use and role of each tool is covered accordingly in this section. Requiring each student to possess a
wireless card that works on Kali Linux and with these specific tools can be problematic, and therefore, wireless
captures have been provided to you so that you experience the anticipated outcome for this lab.

Objectives

¢ Introduction to the aircrack-ng suite
e  Cracking a WEP key
e  Cracking a WPA2 passphrase

Your objective for this lab is to understand how to use the aircrack-ng suite of tools required to crack WEP and
WPA keys from a packet capture file. These tools allow you to assess your wireless networks for weak
algorithms and protocols, as well as verify that strong passphrases are being used. Proper password security
and cracking techniques are covered in great detail in an upcoming module. This exercise is to be completed
on your Kali Linux VM.

Duration - 15 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. All labs are repeatable both inside and outside of the classroom, and it is strongly recommended
that you take the time to repeat the labs both for further learning and practice towards the GIAC Security
Essentials Certification (GSEC).
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Task | = Introduction to the aircrack-ng Suite and Commands

NOTE: Do not perform the steps in this task on your Kali Linux VM. Simply read through Task 1.

1. The aircrack-ng suite of tools can perform various testing, assessing, and cracking. The primary
programs used in this suite are:

e aircrack-ng  The primary cracking tool

e aireplay-ng  Tool for injecting and replaying wireless frames

e airmon-ng  Tool to enable and disable wireless interface monitoring
e airodump-ng Tool to capture wireless frames

h=d There are many other tools in the aircrack-ng suite; however, the above tools are the primary ones
used in relation to capturing packets, injecting frames, and cracking WEP keys and WPA passphrases.

2. Inthis lab, you will walk through the steps used to view available wireless networks and their security
levels in order to get a sense of the overall process. Again, you will not be performing these steps on
your VM. This is to show you how we obtained the captures used for Task 2.

3. This first example uses the airmon-ng tool to identify wireless cards supported on the system. In this
example, the author is using an Alfa Network 802.11a/b/g/n Long-Range Wireless USB Adapter
(Model: AWUSO51NH). Do not type these commands as it is just a demonstration of the tools.

root@kali:~# airmon-ng

Interface Chipset Driver
wlanO Ralink RT2870/3070 rt2800usb - [phy2]

As you can see, one interface is identified as wlan0.

4. Next, we will start this interface in Monitor Mode so that it is able to capture all desired traffic.

root@kali:~# airmon-ng start wlanO

Interface Chipset Driver
wlanO Ralink RT2870/3070 rt2800usb - [phy2]

: Monitor mode has now 'been enabled for WléhO.
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5. We will now use the airodump-ng tool to take a look at available wireless networks and clients.
On the left, you can see that “BSSID” is circled. This is the MAC address of the wireless access point. In

root@kali:~# airodump-ng wlanO

CH 4 ][ Elapsed: 0 s ][ 2016-03-08 13:36

PWR Beacons #Data, #/s CH MB ENC |JCIPHER AUTH ESSID

54e | WPAZ2 |CCMP PSK AD Net
54. | WEP NETGEAR1S
54e.| OPN xfinity
54e.] WPAZ |CCMP PSK <length>
54 .| WPA |CCMP PSK VITAL

E8:FC:AF:FC:95:66 20
EO0:46:9A:5A:9D:20 22
6E:8F:E0:BB:A4:62 58
74:85:2A:3D:6B:69 58
00:24:B2¢67:0E:50 51

BSSID PWR Rate  Lost Packets Probes

EO0:46:9A:5A:9D:20 8C:29:37:C6:68:5D 39 0 -24 1 30 NETGEARL1S
00:24:B2:67:0E:50 FC:DB:B3:DA:21:0B 42 0 -1 22 8 VITAL

WM wWN
Gl o R i
oo oo
H R RN

the lower circle, “STATION” is circled. These are the MAC addresses of clients connected to speC|f|c
wireless access points. In the rectangular area, you see the letters “ENC” along with the wireless
security used below, including WPA2, WEP, OPN, and WPA.

6. Atthis point, you would use the aireplay-ng tool to attempt toinject and capture traffic. This typically
involves selecting a client actively connected to an access point. Aireplay-ng has the ability to kick a
system off a network so that it rejoins. For WPA, you would use airodump-ng to capture the WPA
handshake to use later for cracking. For WEP, you would use aireplay-ng to replay captured traffic at a
highly accelerated rate. This is an intentional effort to generate as much traffic as possible in order to
get a good sampling of Initialization Vectors (IVs) needed by aircrack-ng in order to try and crack the
WEP key.

An earlier slide titled “Technical Misconceptions” says, “We filter weak IVs, so WEP is safe.” Vs are
used by some cryptographic implementations to try and add uniqueness to each encryption
operation. The IV actually becomes part of the encryption key. With WEP, each packet is encrypted
with the same WEP key and what should be a unique IV. Due to the limited key space of the IVs used
with WEP (2724), collisions will occur, especially if we inject wireless frames with aireplay-ng. These
are called duplicate IVs and is one of the many things that led to WEP’s demise.
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Task 2 — Cracking a WEP Key

1. Start by bringing up a Terminal window if one is not already open. This can be done by clicking the
following icon on the left side of your Kali Linux desktop: —

2. Navigate to your “/root/Labs/401.1" folder by entering the following:

root@kali:~# ed /root/Labs/401.1
root@kali:~/Labs/401.1#

3. Issue the “Is” command to see the files located in this folder:

root@kali:~/Labs/401.1# 1s
SEC401 WEP.cap SEC401 WPA.cap

4. Run aircrack-ng against the “SEC401_WEP.cap” file to crack the key. The screen will likely clear as the
tool starts, causing you to miss some of the initial output. You may have to scroll up to see it all. The
result should be that the WEP key for the SSID “wepwepwep” is cracked as “CRACK.”

root@kali:~/Labs/401.14 aircrack-ng SEC401 WEP.cap
Opening SEC401 WEP.cap

Read 113186 packets. SSID: wepwepwep
# BSSID ESSID Encryption
1 E8:DE:27:D3:3F:47 \\wepwepwep WEP (30519 IVs)

Choosing first network as target.
Opening SEC401 WEP.cap
Attack will be restarted every 5000 captured ivs.
Starting PTW attack with 30519 ivs.
Aircrack-ng 1.2 rc3

[00:00:00] Tested 4 keys (got 30150 IVs)

KB depth byte (vote)

0 OF 2 0C(39680) 43(38656) 67(37632) 7TE(37376) E8(37376)
1 0/ 1 52 (43520) BA(38656) 9B(37888) 5D(36864) 09(36608)
2 0/ 2 41(39424) AE(38912) 69(38144) AC(37120) 05(36864)
3 0/ 1 43(42240) 6B(40448) 94(39168) 2C(37632) 9B(36608)
4 0/ 1 4B (41728) 23(40192) D1(37632) 67(36 WEP Key: CRACK

EY FOUND! [ 43:52:41:43:4B ] (ASCII: CRACK )
Decrypted correctly: IOt

5. When done hit enter to return back to a terminal prompt.
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Task 3 — Cracking a WPA2 Passphrase

1. If not already at this location, navigate to your “/root/Labs/401.1” folder by entering the following:

root@kali:~# ed /root/Labs/401.1
root@kali:~/Labs/401.1#

2. Issue the “Is” command to see the files located in this folder:

root@kali:~/Labs/401.1# 1s
all backup SEC401 WEP.cap SEC401 WPA2PSK.cap

3. The “all” file is actually a dictionary wordlist that we will use to crack the WPA2-PSK passphrase from
the “SEC401_WPA2PSK.cap” file. This file contains a Wi-Fi Protected Access 2 Pre-Shared Key
handshake. The SSID of the wireless access point is “SEC401.” Enter in the following to crack the
passphrase of “Security99”:

root@kali:~/Labs/401.1# aircrack-ng -w all SEC401 WPA2PSK.pcap -e SEC401
Opening SEC401 WPA2PSK.pcap
Read 1745 packets.

Opening SEC401 WPAZPSK.pcap
Reading packets, please wait...

Aircrack-ng 1.2 rc3
[00:00:01] 2632 keys tested (1758.33 k/s)

@FOUND! [ Security99 ]

Master Key : E6 0B 18 8E LA E1 EF B8 6D 3B E6 7C 56 15 26 C2
8C 61 6C 17 68 CA FE 7D 1F A7 75 FO 19 88 08 9A

Transient Key : 7A E8 9B 71 27 AB D8 B6 47 43 BB 27 E1 8E D7 C4
55 86 84 9B 69 A9 02 63 56 4C EC B4 51 02 0C OE
F2 F8 F3 65 DA Al E4 BD 56 AE F5 C9 B9 43 58 5E
49 4C BS5 5D F3 38 CC 68 AE CF 1B 13 73 QE 2C CE

EAPOL HMAC : BB 45 D9 93 22 D9 €A 3A 37 5D 42 E2 F9 BC 5C DB

As you can see, a weak password or passphrase will almost always end badly.

NOTE: The number of keys tested may vary with each run.
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1. Which tool from the aircrack-ng suite captures wireless frames?
2. True or False: To crack WPA you must capture a valid WPA handshake.
3. What is the key space associated with WEP Vs?

Exercise Takeaways .

In this lab you completed the following tasks:

¢ Introduction to the aircrack-ng suite
e  Cracking a WEP key
*  Cracking a WPA2 passphrase

Many organizations use some form of wireless networking, whether it be 802.11, Bluetooth, ZigBee, cellular,
RFIDs, or others. It is important to audit for the use of these technologies and maintain an inventory of
approved implementations. Wireless networking can be incredibly convenient, but must be appropriately
balanced with security. An understanding of each technology and their limitations in regards to security can
help you to ensure your organization is using the best options.
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Question Answers

airodump-ng

1. Which tool from the aircrack-ng suite captures wireless frames?
2. True or False: To crack WPA you must capture a valid WPA handshake. True
3. What is the key space associated with WEP |Vs? 21724
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Lab 1.4

Wi ireshark
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Lab .4 - Wireshark

Background

Wireshark is the sniffer and protocol analyzer of choice by many information technology and security
professionals, businesses, and academic institutions. It is freely available at https://www.wireshark.org/ and

runs on Linux, Windows, and Mac 0S X. Wireshark has a relatively easy to use Graphical User interface {GUI)

and can sniff using a myriad of Ethernet adapters, including wireless. You have the power to write your own

protocol dissector for extensibility. it even has extended features such as the ability to sniff and replay Voice
Over IP (VOIP) streams and handle Bluetooth interfaces.

Objectives

¢ Introduction to Wireshark and its GUI
s  Basic capture of an FTP connection
»  Analysis of a TFTP session

Your objective for this lab is to gain familiarity with the Wireshark protocol analyzer and quickly discover its
power in assisting with traffic analysis. You will run through a series of tasks to capture new traffic and analyze

a supplied capture. The majority of this exercise is on your Windows 10 VM. You will be making a connection
from your Kali Linux VM as well.

Duration - 20 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. All labs are repeatable both inside and outside of the classroom, and it is strongly recommended

that you take the time to repeat the labs both for further learning and practice towards the GIAC Security
Essentials Certification {GSEC).
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Task | = Introduction to Wireshark and its GUI

1. Ifitis not started, start up your Windows VM and log in. Once the Windows desktop appears you can
proceed to the next step.

2. Bring up Windows Explorer by pressing and holding the Windows logo key (%) on your keyboard and
then the “E” key. Another optlon is to click the folder icon on the taskbar at the bottom of your
Windows 10 desktop. F

3. From Windows Explorer, navigate to “C:\Labs\401.1” and double-click the “Wireshark” icon as shown
with the arrows below:

bWl s a0 - 0 X

m Home Share View N 7
« « 4 » ThisPC > Local Disk(C) » Labs » 401.1 - v & Search 4011 P

.

[5) Documents A Marme Date modified Type Size

& Downloads ™ Command Prompt N6 HITPM Shorteut ZKB
D Music A Wireshark 21252016933 AM  Shortcut KB
[} Pictures [¥ sEcapi_pcap 3742016 2:20 PM Wireshark capture.,, 21 KR

4.  The following Wireshark GUI should appear (Note that your system may show additional interfaces.):
MR Tae Wireshark Network Anatyzer = ] X
file Cdit View Go Caplure Analyze  Statiskics Teephony Wireless Toals Help
Bo® X Ry P E RN

“Welcome to Wireshark ,

Captare
<aeing this flkers , | 7ar,

Ethernetd

Learn
vser's Gulde - Wiki - Questions andf Answers - Maffing Lists
Yau are runring Wireshark 2.24 £v2.2.4 0-peeddelh). You recene a1omatic updates.

*  Resdy to load cr capture Ha Fackats | Profie: Dofavh -
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This is the only interface identified by Wireshark. The pattern to the
right of “Ethernet” is the high-level traffic statistics.

5. Tostart Wireshark on the default interface, click the word “Ethernet0,” as shown in the previous
image, and then click the shark fin on the top left of the GUI: a0 | Try starting Wireshark to see if
any packets are captured. 4

A { shark fin [themet - o X
Fi it View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR  MRAMIIe2TP IEIEQQan

¥ | Expression...  +

No. Stop Destination Protocol Length Info

r 10... fese::252b:dbfd:2cf.. ffe2::1:2 DHCPv6 146 Solicit XID: exbecgaB CID: @0e10e..
' 2 6... 192.168.118.1 192.168.118.255 NBNS 92 Name query NB WPAD<@@>

E 3 6... 192.168.118.1 192.168.118.255 NBNS 92 Name query NB WPAD<@@:

E 4 7... 192.168.118.1 192.168.118.255 MNBNS 92 Name query NB WPAD<GO>

L 5 7.. TeB0::252b:dbfd:2cf.. ff@2::1:2 DHCPv6 146 Solicit XID: @xbec9a8 CID: 880160..

> Frame 1: 146 bytes on wire (1168 bits), 146 bytes captured (1168 bits) on interface @

> Ethernet II, Src: Vmware_c0:00:01 (00:50:56:c0:00:01), Dst: IPvémcast_01:00:02 (33:33:00:01:00:02)
> Internet Protocol Version 6, Src: fe88::252b:dbfd:2cfc:35e, Dst: ff@2::1:2

> User Datagram Protocol, Src Port: 546 (546), Dst Port: 547 (547)

> DHCPve

0660 33 33 00 @1 @0 02 00 50 56 @ @0 Ol 86 dd 60 00  33..... PV.....o A
0016 @0 90 00 Sc 11 01 fe 80 ©0 00 00 00 00 00 25 2b  ...\.... ...... %+

2828 db fd 2c fc 83 5e £f @2 ©0 00 00 00 60 00 00 00  ..,.. .. ........

2033 00 00 80 @1 68 02 02 22 02 23 00 5c 3e 91 81 be  ....... s Lo

0940 9 a8 00 @8 00 02 02 bc ©0 01 00 Ge 00 @1 08 O  ........ ........

0650 17 1c da le f@ de f1 1a a4 98 @8 83 00 OC 3¢ 80  ........ ...... < ¥
® 7 || Packets: 5 * Displayed: 5 (100.0%) || Profile: Default

NOTE: The packets captured on your system will vary slightly, or you may not see any at all, which is
okay since we are not doing anything on the network to generate traffic. The traffic captured in this
example includes DHCPv6 solicitation packets and NetBIOS Name Service (NBNS) packets.

6. Stop Wireshark by clicking the “Stop” button next to the shark fin. The arrow in the above image is
pointing to this location. When looking at the packets in the above screenshot, you can see the packet
number on the left. This is simply the order in which the packets were captured and has no other
meaning. The time field shows you what time that packet was captured from the adapter by
Wireshark. The source and destination columns show you the direction of the traffic and the hosts
involved in the communication. The protocol column gives you information about the protocol
involved in the connection. The length column shows the length of the packet. The info column
provides more high-level information about the packet.
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7. Let’s analyze the DHCPv6 packet captured in the above screenshot a bit further to see some
additional information that Wireshark displays. Feel free to try this on your own capture as well, but
note that your results may not be the same. First, let’s just look at the example in this book and not
from your system.

8. Inthe screenshot below, we have expanded the drop-down option for “Internet Protocol Version 6”
as indicated by the top arrow. You can also see some of the fields now shown by the lower arrows.

M *Ethernet = O X
File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools Help

AdmzoeliBRB ez oGElaqan
rﬁlAmnlYadlspan fitter ... <Ctrl-/= Ead ~| Expression.. | +
No. Time Source Destination Protocol Length Info A

. feB0::252b:dbfd:2 DHC 6 Solici
192.168.118.1 192.168.118.255  NBNS 92 Name query
192.168.118.1 192.168.118.255 NBNS 92 Name query NB WPAD<@®> l

192.168.118.1 192.168.118.255 NBNS 92 Name query NB WPAD<@®> e
fe8@::252b:dbfd:2cf.. ffo2::1:2 | DHCPve6 145 Solicit XID: ©xbec9a8 CID: eea.. ¥

r ¥ 1 gam
i
|
2

146 bytes on wire (1168 bits), 146 bytes captured (1168 bits) on interface @

II, Src: Vmware_c@:00:61 (06 58:56: CB aa: 91), Dst: IPvémcast 91 99 82 (33 33:00: 61 89 @2)

v Internet Protocol Version G4 Srci) 35e, Dst: ff02:: e .
0110 .... = Version: 6 IP Version Number

7 .... @800 @000 .... .... .... ... .... = Traffic class: Ox@0 (DSCP: (S@, ECN: Not-ECT)
esad waaa &mmamea&ewea Flowlabel: ©x@eoee000

Payload length: 92
Next header: UDP (1?)“ Next Header Field
Hop limit: 1

Source: Te88::252b:dbfd:2cfc:35e “ IPv6 Source Address
Destination: ff@2::1:2

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown] v
2000 33 33 @0 01 00 02 00 50 56 A
o010 TRTETETS B sty
eez2e : 1+ 82 6h A
CUE 00 00 99 a1 00 @2 82 23 88 5c
48948 c9 a8 00 03 60 62 02 bc €0 el 8. Be €0 01 €8 61
8056 17 1c da le f@ de f1 1a a4 98 68 03 00 6c 3c @0
2E60 58 56 G0 60 G0 00 0B 0O 0D GO BB 27 60 66 60 84
G978 64 65 72 70 00 10 60 Ge @O0 00 01 37 80 08 4d 53 W

Internet Protocol Version 6 (ipvé), 40 bytes ” Packets: 133 * Displayed: 133 (100,0%) H Profile: Default

The best way to learn Wireshark is to use it. Let’s continue on with a couple of specific tasks to
increase your familiarity with Wireshark and learn how to map it back to the workplace.
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Task 2 — Basic Capture of an FTP Connection

1. Inthe tcpdump lab, you analyzed an FTP connection on your Kali Linux VM and were able to see the
username and password fields in the clear. Let’s do the same with Wireshark to see some of its
power. With Wireshark stilt open, click the shark fin again to start a new capture. You will be
prompted with the following if it is not a new instance of Wireshark {(Note: You may need to reselect
the appropriate interface.):

M Unsaved packets.., x

@i You have unsaved packets

Do you want to save the captured packets
before starting @ nefik-apture?

Continue without Saving| | _ Cancel

Click “Continue without Saving.”

2. We want to limit the displayed packets to those associated with the FTP connection we are about to
make from our Kali Linux VM. In the “filter” field, enter in “ftp” and press Enter as shown below:

_,ﬁ Ethernet _ 0 %
File &dit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AMIO PREQIESEIF I S AQAQAQTN

e TR E = N T ']Expressmnm .+.
rNo. Time Source | o - Destination 7 Protocol E.engtﬁ Info

3. Next, go back over to your Kali Linux VM and make an FTP connection with a username of
“anonymous” and a password of “secretpassword.” Once logged in, issue the “Is” command and then

type “quit.”

root@kali:~# ftp 10.10.10.10

Connected to 10.10.10.10.

220 Microsoft FTP Service

Name (10.1G.10.10:root): anonymous

331 Anonymous access allowed, send identity (e-mail name) as password.
Password:

230 User logged in.

Remote system type is Windows NT.

ftp> 1s

200 PORT command successful.

125 Data connecticn already open; Transfer starting.

07-11-15 05:57AM 656408 SeC4OlHANDOUT_TCPIP72010_0826.pdf
226 Transfer complete.

ftp> quit

221 Goodbye.
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4. Navigate back over to your Windows 10 VM and click the “Stop” button on Wireshark to stop sniffing.
You should have a bunch of FTP packets similar to below (you might have to use the scroll bar on the
right side of the window to see the same commands):

M Ethernet s O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
- ; i i _ s P :
Adu J@® [[DANE Qes=ZF o= aqan
W : ' ' B3 e ~) Expression... | +
No. e Source Destination Protocol  Length Info
- 7| Stop Button | 10.10.10.20 93 Response: 220 Microsoft FTP Se..
9 16.16.16.10 FTP . 82 Request: USER anonymous
84 29.. 16.10.16.10 16.16.10.206 EIR: i 138 Response: 331 Anonymous access..
96 20.. 18.10.10.20 10.10.16.16 FTP  B7 Request: PASS secretpassword
97 29.. 10.10.10.16 16.10.16.28 BIRa e 87 Res_.pfo:nse: 230 User logged in.
99 29, 10.10.10.20 16.10.16.10 ETRUE eyd Requests SYST
168 29.. 10.10.10.10 16.10.19.206 FTP 82 Response: 215 Windows NT
102 36.. 16.16.16.20 16.10.10.10 FTP ; QZ_Request:_PORT 16,10,16,26,210,..
104 36.. 16.16.16.10 10.10.18.28 FTP 96 Response: 288 PORT command suc..
168 36.. 10.10.10.20 16.10.10.10 FTP 6172 Request: LIST
189 30.. 10.10.10.10 10.106.10.20 FTP 126 Response: 125 Data connection .. ——
119 34 b ¥ S L W A0 A6 A0 20 ETOD O Aeenaaerns 296 Ta Koo comn i 8 T B

Frame 91: 93 bytes on wire (744 bits), 93 bytes captured (744 bits) on interface @

Ethernet II, Src: Vmware_ec:6a:61 (8@:8c:29:ec:6a:61), Dst: Vmware_ee:55:7d (00:0c:29:ee:55:7d)
Internet Protocol Version 4, Src: 10.10.10.10, Dst: 10.10.16.20

Transmission Control Protocel, Src Port: 21 (21), Dst Port: 57392 (57392), Seq: 1, Ack: 1, Len: 27
File Transfer Protocal (FTP)

WeOs N N N

0600 0@ Oc 29 ee 55 7d 8@ @c 29 ec 6a 61 @8 @0 45 0@  ..).U}.. ).ja..E.
0816 @0 4f 4e 6c 40 @0 80 06 ©0 00 Oa @a @a @a @a @a  .ON1@... ........
0626 @a 14 @8 15 @ 30 ce 85 ¢5 el 7c 3d 7f 88 80 18  ..... I | S
2036 @1 @4 28 73 60 @0 01 @1 @8 @a 06 b7 12 2d @8 43  ..(S.... ..... -.1

.€220 Mi crosoft
FTP Serv ice..

63 72 of 73 6f 66 74 20
69 63 65 @d @a

f4 3c 32 32 36 26 4d 69
46 54 58 28 53 65 72 76

@ 7 wireshark_pcapng_3E20D8E5-1319-.. 3EF1967AC_20160307150111_a0154{| Packets: 127 - Displayed: 14 (11.0%) || Profile: Default o

Do not expect the packet numbering and timestamps on the left to match the image above. We have
applied a filter to only display captured FTP packets. Depending on how much non-FTP traffic was
received by your system, the ordering will differ. You should have quite a few FTP packets and should
even be able to see some of the FTP commands on the right under the “Info” column.

NOTE: Make sure that you only issued the commands specified in this exercise or your results may not
match to those expected. If you accidentally typed in the wrong commands, you can always stop the
session and start over with a new capture.
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5. Let's now reassemble the TCP stream and view the FTP session in a very readable format. This is one
of the simpler, yet attractive things about Wireshark. First, click any packet displayed that shows FTP
in the Protocol column. In the example used in the screenshot, we are choosing the very first FTP
packet. After clicking on the packet, right-click the same packet to bring up a menu of options, shown
below, and click the “Follow -> TCP Stream” option:

M *Ethernet — O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
48 /® MRAM I« EFTLIIE =S QQQNT
(B | ] Expression.. +
No. Time Source Destination Protocal  Length Info
9129 10.10.10.10 . 10.10.10.20  FTP 0% Recnance: 278 Microsoft FTP Se. |
93 29.. 19.19.10.20 10.10.16.10 Mark/Unmark Packet Ctel+M ymous
94 29.. 10.10.19.16 1e.16.106.20 Ignore/Unignore Packet Crl+D YMOUS acCess.
96 25.. 10.10.10.2¢ 19.10.18.18 7 ) etpassword
97 29.. 19.10.10.16 10.10.10.20 Set/Unset Time Reference  Ctrl+T logged in.
99 29., 16.10.10.20 10.16.16.16 Time Shift.., Ctrl+Shift+T
160 29.. 10.10.10.10 19.19.10.20 Packet Comment... ovis_NT
192 30.. 10.16.10.26 18.10.186.16 9,10,20,216 ..
164 30.. 10.10.16.16 19.19.106.20 - Edit Resoived Name command suC..
108 30.. 16.10.18.28¢ 19.10.19.10
109 36.. 10.10.10.10 16.10.10.20 Apply as Filter | connection ..
137 20 W VW Y W Y AR AGB 2620 PrepareaFilter ¥ efan. comsloka
> Frame 91: 93 bytes on wire (744 bits}), 93 byl L
¢
> Ethernet II, Src: Vmware_ec:6a:61 (@9:8c:29:¢ Conversation Filter 1ee:55:7d)
7 Internet Protocol Version 4, Src: 19.10.10.1¢ Colorize Conversation ’
> Transmission Contrel Protocol, Src Port: 21 ¢ SCTP v [k: 1, Len: 27
¥ File Transfer Protocol (FTP) : : e
Copy »
SUEL @8 Bc 29 ee 55 7d @6 8c 29 ec 6a 61 88 ¢
8410 88 4f 4e 6c 40 00 80 65 6B 60 O3 Ga Ba ¢ Pratacal Preferences [
esy Ga 14 60 15 e@ 3B ce 85 ¢5 el 7c 3d 7f ¢
032 @1 84 28 73 99 @0 01 @1 @8 @a @6 b7 12 ;  DecodeAs.
cods ¥4 3c 32 32 38 20 4d 69 63 72 BF 73 6f ¢ Show Packet in New Window
2058 46 54 58 26 53 65 72 76 69 63 65 @d Ba e

|| Packets: 127 - Displayed: 14 (11.0%)|| Proffe: Default
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6.  Youshould now see the following box appear, clearly showing every command issued in the FTP
session! NOTE: The ports listed on your system might be slightly different than what is displayed
below.

M Wireshark . Follow TCP Stream (tcp.stream eq 0) - wireshark_p... — O X

220 Microsoft FTP Service

USER anonymous

331 Anonymous access allowed, send identity (e-mail name) as
password.

PASS secretpassword

238 User logged in.

5YST

215 Windows_NT

PORT 1@,1%,16,26,216,218

208 PORT command successful.

LIST

125 Data connection already open; Transfer starting.
226 Transfer complete.

QUIT
221 Goodbye. v
& client pki(s) 8 server pkfs). 12 turns,

[Entre conversaton (339bytes) v showdataas [ascir | v] stream [0 [¢]
Find: | | | Find Next |

E!.‘;!&‘?ﬂsmam| [  Print r [mé;ve as... ] | Close 1 [: . Help. ’ﬁ,;

7. Did you notice that we cannot see the filename sent by the FTP server to the client? That is because it
is part of the FTP-Data stream that operates over TCP port 20. This behavior is why Firewalls have to
be protocol aware; otherwise, the connection would be blocked. There is both Active and Passive FTP,
each operating in a slightly different way. We are currently dealing with an Active FTP connection.
Close the above box showing us the FTP stream by clicking the “Close” button.

8. Next, type “ftp-data” in the filter field and press Enter as shown below:

M *Etheret - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ IDAB Iexsx=zF IS EQAQAQTE

4. ~]Expression.. | +
No. Time Source Destination Protocol  Length Info

| 11036l 1e6.10.10.10 10.10.16.20 FTP-DA. 128 FTP Data: 74 bytes
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9.  Only one packet should be displayed if you did not issue any other FTP commands than instructed
during your sniffing session. Right-click this packet and click the “Follow -> TCP Stream” option. You
should see the same result as shown below:

M Wireshark . Follow TCP Stream {tcp.stream eq 1) - wireshark ... — a X
87-11-15  ©5:57AM 656408
Sec4BIHANDOUT TCPIP_201@ 8826.pdf &

1 cliant phifs) 0 server phifsl. @ tumns.

Entre conversaton (7abyte)  ~| Showdatas [Ascii  +| steam
Find | | l Find Next I
e tisstean| | bt | [ soveas. || cose || b |

The filename involved in the FTP connection is shown as “Sec401HAN DOUT_TCPIP_2010_0826.pdf.”
Again, FTP commands operate over TCP port 21 by default, and data being transmitted, such as files,
use a different port. With Active FTP, the data goes over TCP port 20 on the FTP server side.

10. Close the above window by clicking “Close,” and close Wireshark by pressing Ctrl+Q, or by clicking the
X in the top-right corner of the GUI. If you are prompted with the following message, click “Quit
without Saving.”

M Unsaved packets... X

( _,\) You have unsaved packets

Do you want to save the captured packets
before quitting?

[Quit without Saving] | Concel |
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Task 3 — Analysis of a TFTP Session

1. Inthis task, you will open a packet capture (PCAP) file supplied to you on your Windows 10 VM, which
includes a Trivial File Transfer Protocol (TFTP) transfer. Using Windows Explorer, navigate to your
“C:\Labs\401.1” folder and double-click the file “SEC401_PCAP1” as shown below:

L2 =401 = 8 &
“ Home Share View 9
P v 4 || ThisPC » Local Disk(C:) » Labs » 401.1  v|w] | searchdo1 * p

3 a3

5] Documents A Name Date modified Type Size

& Downloads "8 Command Prompt 2024/2016 £17PM  Shortcut 2KB
J Music A Wireshark 2/25/2016933 AM  Shortcut 2KB
[&] Pictures : Ej‘; SEC401_PCAP1 3/7/2016 2220 PM Wireshark capture.., 21KB

2. Wireshark should automatically open showing the contents of the packet capture. In the filter bar,
enter “tftp” and press Enter as shown below:

M SEC401_PCAP1.pcapng - O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

duso D RB ez sEEaaan
*| Expression... | +
 Source Destination Protocol  Length Info A
67 10.10.16.40 | ' | de.le.1t te Request, File: 16.16. [T
68 9... 10.10.10.2 10.10.10.40 TFTP 54 Acknowledgement, Block: @
69 0... 10.10.16.40 10.10.10.2 TETP 558 Data Packet, Block: 1
70 9... 10.19.10.2 10.10.10.40 TETP 54 Acknowledgement, Block: 1
71 16.. 12.10.106.40 16.16.10.2 TETP 558 Data Packet, Block: 2
72 16.. 10.10.106.2 18.19.10.46 TFTP 54 Acknowledgement, Block: 2
73 16.. 16.10.16.40 16.10.16.2 TFTP 558 Data Packet, Block: 3 Iy
=A_An0 2O A0 300 Ao RO A A5 TETO " B Y w = | e ol ] 2

> Frame 67: 76 bytes on wire (608 bits), 76 bytes captured (688 bits) on interface 0

» Ethernet II, Src: c8:00:02:1b:00:00 (c8:80:02:1b:00:08), Dst: Vmware 7e:9c:00 (@0:08c:29:7e:9c:00)
7 Internet Protocol Version 4, Src: 10.16.10.4@, Dst: 10.108.18.2

» User Datagram Protocol, Src Port: 53699 (53699), Dst Port: 69 (69)

> Trivial File Transfer Protocol

86 6c 29 Ve 9c 6@ c8 82 82 1b @6 60 88 €0 45 e S )R e E.
@@ 3e G0 @0 0@ 86 ff 11 93 71 @a Ga Ga 28 @a Ba P ¢ (SO I
@a 82 dl c3 @0 45 86 2a bf c7 88 02 31 38 2e 31 ..... E.* ....18.
30 2e 31 3@ 2e 34 38 5T 52 75 6e 6e 69 6Ge 67 43 ©.16.40_ RunningC
6f 6e 66 69 67 @B 6f 63 74 65 74 @0 onfig.oc tet.
(D ?  Trivial File Transfer Protocol: Protocol ” Packets: 90 - Displayed: 10 (11,1%) - Load time: 0:0.0 I[ Profile: Default
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3. Right-click on any of the TFTP packets that say, “Data Packet” and select “Follow -> UDP Stream” as
shown below:

M SEC401_PCAP1.pcapng - O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am e M ResaF gElE

[i Iudp.stream egs +

MNo. Time Source Destination k
68 9... 10.10.16.2 16.16.16.46 TETP i
RN U I B R U T e e e o
70 9:. 10,10.10.2 Mark/Unmark Packet Ctrl+M ;
71 10.. 106.16.16.40 | Uni Pack Ctrl+D 558 Data Packet, Block: 2 |
72 10.. 10.16.10.2 gnore/linignote Packet i 54 Acknowledgement, Block: 2 !
73 16.. 10.10.10.40 Set/Unset Time Reference  Ctrl+T 558 Data Packet, Block: 3 |
74 10.. 16.10.10.2 Time Shift... Ctrl+Shift+T 54 Acknowledgement, Block: 3 s
o 1 2B W = ¥ A0 20 _A0O.__AD DCA . Ded ix L . (o L AL LY

> Frame 69: 558 bytes on racket Lomimen 64 bits) on interface @

> Ethernet II, Src: c8:8 Edit Recolvad Nifie fmware_7e:9c:00 (@0:0c:29:7e:9c:80)

> Internet Protocol Vers:

> User Datagram Protocol Apply as Filter » I3 (62473)

> Trivial File Transfer | p Filt 4

> Data (512 bytes) g sl bl

Conversation Filter }
Colorize Conversation 4

aBae  e. ec 29 7e 9c 88 « SCTP » RPN R ]

oale @ 1'?_ Hes 2 F 4 i

ap2e f TCP Stream

i . _ UDP Stream

8950 : . SSL Stream

eea6  6d 73 65 63 @a 73 ( Protocol Preferences | $5) -

878 65 73 74 61 6d 76 Dacode As log date v

@ & ' Sho Packetin N Window d: 9 (10.0%) * Load time: 0:0.31 || Profile: Default

4. You should get the following result, which is a router’s configuration file that was captured:

M Wireshark - Follow UDP Stream (udp.stream eq 5) - SEC401 P...  — O X

........ Youkiaa A
! I
version 12.3 I
service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

1
hostname sec66@-rtr-1
1

boot-start-marker
boot-end-marker

1

logging buffered 4296 debugging
enable secret 5 $1%vph/$bqqNOtIZ1tgN.apdeQlXf/ v

5 cliam pkefs) 4 server pkifs) 8 tumns.
[Entire conversation (1917 bytes)  v|showdataas [asc | stream [5[%
Find: | Findnext |

de this steam| | | soveas. | [ dose || Heb |
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This is yet another example of a commonly used insecure network protocol. TFTP offers no
authentication or encryption of traffic. It is commonly used to transfer router and switch
configuration files, VOIP firmware updates, network booting, and others. Take a look at where the
arrow is pointing. The line starts with “enable secret.” This is the password hash of the router to get
into administrative “enabled” mode. You will now save this extracted configuration file as we will

crack the password in a future lab.

To save this file, click “Save as...” and save the file to your “C:\Labs\401.1” folder, calling the file

“router_config.txt” Exit out of Wireshark.

M Wireshark . Follow UDP Stream (udp.stream eq 5) . SECAD1 P,  — a x
........ ) PP A
! "
version 12.3 ‘
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
!
hostname sec66@-rtr-1
]
boot-start-marker
boot-end-marker
I
logging buffered 4036 debugging
enable secret 5 $1$vph/$bqqnotIZltgN.apdeqlixf/ v
5 ol phi(s) 4 sarver phtfs) 8 eyes.
[Entre converstion (1917bytes) | showdataas [ascr v | swean [ 21
Find: | | [ Findniext |
fide tissuean] | prnt | | Savees.. |4 [ v |
M Wireshark - Save Stream Content As... X
A » ThisPC » Local Disk(C:) » Labs s 401.1 v & Search 4011 0
Qrganize New folder flz= = [ 7]
-~
CE This PC N Mame Date modified Type Size
| Desktop i Command Prompt SR INERITPR Shortout 2KB
% Documents % SECA01_PCAPT NG 22APN  Wireshark capture.. 21ke
i 24257201693 z
‘g Downloads A Wireshark £ 25 3 AN Shortout ZKB
J‘\ Music
w- Pictures
Videcs
%, Local Disk (C:}
- ECEE0-760 (E:}
- SECOB0-760 (B,
File name: [}KJ;;};anig.bﬂ - -
Save as type: v'
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1. What two clear-text protocols did we analyze?
2. What is the source IP address in packet #87 in the SEC401_PCAP1 file?
3. What protocol is used in packet #32 in the SEC401_PCAP1 file?

|
Exercise Takeaways

In this iab you completed the following tasks:

» Introduction to Wireshark and its GUI
. Basic capture of an FTP connection
¢ Analysis of a TFTP session

As you can quickly see, Wireshark is an amazing, user-friendly tool that has countless features. The ability to
use Wireshark for packet and protocol analysis can save you countless hours and aid in troubleshooting
network problems, security concerns, and many other uses. As with all sniffers, they must only be used with
permission by trained technical staff. Sniffers may inadvertently expose sensitive data to the viewer. Most
sniffers must also run under the context of an administrator or root in order to get the most value.
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Question Answers

1. What two clear-text protocols did we analyze? FTP & TFTP
2. What is the source IP address in packet #87 in the SEC401_PCAP1.pcap file? __192.168.0.172

3. What protocol is used in packet #32 in the SEC401_PCAP1.pcap file? TLSv1.2
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Lab 2.1

John the Ripper
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Lab 2.1 - John the Ripper

(] ] Background

Another widely used password cracking tool is John the Ripper, which was covered in the previous module.
John the Ripper was written by a developer who goes by the name “Solar Designer.” The project is maintained
at http://www.openwall.com/john/. John the Ripper is a freely available tool that runs on a large number of
operating systems and is included by default on your Kali Linux VM. There is also a commercial version called
John the Ripper Pro, available at http://www.openwall.com/iohn/pro/ for a fee. iohn the Ripper supports
various modes of password cracking, such as Simple Mode, Wordlist Mode, and Incremental Mode. We will

discuss each of these modes in this lab.

(4 Objectives

e Introduction to John the Ripper and its various components &
»  Cracking passwords with John the Ripper

Your objective for this lab is to first look at the various components that make up John the Ripper and
understand its behavior. This includes identifying where results are stored, how tracking is performed, and
other details. You will then crack a set of passwords provided to you on your Kali Linux VM and understand the
various modes under which John the Ripper can operate. Finally, you will take a look at the performance of
John the Ripper and how long it took to crack the various passwords, as well as look at the word mangling
performed.

@ Duration - |15 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. All iabs are repeatable both inside and outside of the classroom, and it is strongly recommended
that you take the time to repeat the labs both for further learning and practice towards the GIAC Security
Essentials Certification (GSEC).
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2 Task | - Introduction to John the Ripper and Its

Various Components

1. Start by bringing up a Terminal window if one is not already open. This can be done by clicking the

following icon on the left side of your Kali Linux desktop: mmm—m) .

2. Navigate to your “/root/Labs/401.2” folder typing the following command “cd /root/Labs/401.2”
and hitting Enter:

root@kall ~# ecd /root:/Labs/401 2

3. RunJohn the Ripper to get its usage information, filtering for the word “mode” using grep by typing
“john | grep mode” and hitting Enter.

root@kali:~/Labs/401.2# john | grep mode

--single [=SECTION] Iesingle crackll mode

--wordlist[=FILE] --stdin wordlist mode, read words from DA EI D ehe stdln .
~-prince [=FILE] - PRINCE mode, read wo,rds from i RITE.
--rules [=SECTION] Uy ~enable word mangllng rules for wordllst modes

.--—1ncremental{ MODE] ,..~=":anremental" mo

The modes we will focus on include single, wordlist, and incremental:

Single — This mode uses the login names of the accounts whose passwords you are trying to
crack, as well as “GECOS” data. The GECOS field is an entry in the “/etc/passwd” file on a
system that may include users’ full names, addresses, phone numbers, and other information.
This information, along with various types of word mangling, is used as password guesses.
Wordlist — This mode uses a wordlist or dictionary file supplied by the user. John the Ripper will
simply go through each line, hash the word, incorporating the salt into the algorithm, and
compare it to the hash you are trying to crack. Word mangling can be specified to increase the
chances of cracking more complex passwords. The more mangling performed the longer it
takes John the Ripper to get through the wordlist.

Incremental — This mode is simply another name for Brute-Force. John the Ripper will attempt
to hash and compare every combination of characters supported by the designated hashing
algorithm. This can cause the tool to run indefinitely depending on the number of characters
supported and the length selected.

Other modes exist but are outside the scope of this lab.
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4. There are a couple of important files that John the Ripper uses for tracking state, storing cracked
passwords, and logging. They are:

john.pot — This file holds any passwords that were cracked by John the Ripper. Cracked
passwords can be shown using the “--show” command, as we will see soon.

john.rec —This file records the state associated with a cracking session. It is saved every 10
minutes by default. While John the Ripper is running, you can press any key to see what word
is currently being tested. If you press the letter Q or Ctrl+C, the current state is written to the
“john.rec” file. If you press Ctrl+C twice quickly, the state is not written.

john.log — This file stores information about a cracking session, such as the length of time
taken to crack a password, the mangling rules used, and other details. We will parse through
this file shortly after we run a cracking session.

By default, each of the above three files is stored in the currently logged-in user’s home
directory in a hidden folder called “.john.” Note that there is a period prepending the name of
the folder. If you are logged in as root, the above files are stored in the “froot/.john” folder.

john.conf —This is the configuration file used by John the Ripper, typically stored at
“fetc/john/john.conf.”

John the Ripper is also an extensible tool. It can be recompiled with various options that can increase

the performance of the tool. Several instances of John the Ripper can be run simultaneously, with
each instance focusing on passwords of a different length. This can help to utilize the various
processors and cores on your computer more efficiently.
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8 Task 2 - Cracking Passwords with John the Ripper

1. You should still be located in your “/root/Labs/401.2” folder. Run the “Is” command to view the files
stored at this location:

root@kali:~/Labs/401.24 1s
jpackup  passwd shadow ...

On your screen, the various filenames may be different colors or highlighted. This is due to the
permissions that are set on the files. In 401.6, you will cover UNIX file permissions in depth. The files
we will focus on for this lab are “passwd” and “shadow.” The folder called “backup” is there in case
you accidentally overwrite or delete one of these files.

2. The “passwd” file is a copy of some other Linux system’s “/etc/passwd” file, which stores usernames,
user IDs, password policies, and other information. The “/etc/shadow” file stores the associated
password hashes. All of this information used to only be stored in the “/etc/passwd” file, but this file
is readable by any user on the system. A long time ago, the decision was made to separate the
password hashes and store them in a file only readable by UID 0 (or root), which is called
“fetc/shadow.” In order for John the Ripper to try and crack the passwords, we must use the
“unshadow” tool to merge these two files together. To do so, type the command, “unshadow passwd
shadow > unshadow.txt” and press Enter.

root@kali:~/Labs/401.2%# unshadow passwd shadow > unshadow txt
root@kall.~/Labs/40l 2# ,

3. The files have now been merged into a file called “unshadow.txt.” The original files are not modified.
If you accidentally damaged or deleted the “passwd” or “shadow” files, simply copy them from the
“backup” folder. e.g. Type in: cp backup/passwd .
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4. You are now ready to run John the Ripper and crack some passwords. You have the option of
specifying the hashing algorithm used, or you can let John the Ripper attempt to determine this
information automatically. You can also specify a custom wordlist; otherwise the one at
“/usr/share/john/password.Ist” is used. To start John the Ripper, type the following and then let it
run for a few minutes “john unshadow.txt” and hit Enter.

root@kali:~/Labs/401.2# john unshadow.txt

Warning: detected hash type "mdS5crypt", but the string is also
recognized as "aix-—smd5"

Use the "--format=aix-smd5" option to force loading these as that type
instead

Using default input encoding: UTF-8 ;
Loaded 11 password hashes with 11 dlfferent salts (mdS5crypt, crypt(3)
S18 [MDS 128/128 AVX 4x3]) ot - e

Press 'q! or Ctrl-C to,abqrth[almost;an of

Feel free to press any key other than Q to check and see what word John the Ripper is currently using.

5. After 10 seconds or so, John the Ripper should start displaying a few cracked passwords. Allow it to
continue to run. Depending on the speed of your processor and other factors, it may take up to 5-10
minutes or longer to finish cracking all of the passwords. If one or two of the remaining passwords are
not cracked after 3 minutes or so, press Ctrl+C to stop it from continuing. You can start John the
Ripper up again later to let it continue. When it is completed, your screen should look like the

following:
BlueEyes : (blueeyes)
Alb2c3d4 ' (ceo)
Qwertyl?2 v (sly)
Porsche911 (doc)
Eieiol (john)
NCC1701E (jean)
Idontknow! (bubba)
Winniethepooh! (eor)
dummy : (bob)

makelp =& (sarah)
J0estd 0 mazshia)

Notice how some of the passwords are quite simple while others have some level of complexity
added, such as special characters, numbers, and a mix of uppercase and lowercase letters. The
passwords such as “70es” took longer to crack since John had to go to brute-force mode in order to
crack them. They were not in the dictionary wordlist.
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6. Next, let’s go through the “john.log” file using the grep tool and see how long some of the passwords
took to crack. Type the following command “grep Cracked /root/.john/john.log” and hit Enter:

root@kali:~/Labs/401.2# grep Cracked /xroot/.john/john.log
0:00:00:05 + Cracked blueeyes '
0:00:00:14 + Cracked ceo

0:00:00:14 + Cracked sly

0:00:00:14 + Cracked doc

0:00:00:16 + Cracked john

0:00:00:18 + Cracked jean

0:00: + Cracked bubba

05008 + Cracked eor

NOTE: The times shown will vary from system to system. Also, if your system was not able to crack all
11 passwords, then your output may be shorter. Feel free to let John the Ripper run for longer during a
break or after class.

As you can see, the password for “blueeyes” was cracked in 5 seconds, while the passwords for
“sarah” and “marsha” took several minutes.

7. Next, let’s see how long it took for John the Ripper to switch between cracking modes. Type the
following command “grep Proceed /root/.john/john.log” and hit Enter.

root@kali:~/Labs/401.2# grep Proceed /root/. John/John log
0:00:00:00 Proceeding with "single crack" mode

0:00:00:13 Proceeding with wordlist mode o T
0: OO OO 33 Proceedlng w1th "1ncremental" mode'“ASCII b e

NOTE: Your results may vary if you stop and started John the Ripper multlple times. You can always
delete the log file and it will be recreated the next time you start the tool.

You can see that at 13 seconds, John the Ripper switched from “single crack” mode to “wordlist”
mode. At 33 seconds it switched to “incremental” mode. NOTE: The times on your system might be
slightly different.

8. Let’s take a look at how John the Ripper used word mangling to crack one of the passwords. The
password for the “bubba” account is “Idontknow!” Let’s grep for that password in the default
wordlist file used by John the Ripper and see if we get a match. Type the following command, “grep
Idontknow! /usr/share/john/password.Ist” and hit Enter.

root@kali:~/Labs/401.2# grep Idontknow! /usr/share/john/password 1st
root@kali: ~/Labs/401 2# __

As you can see, we did not get a match.
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9.

Let’s now try using grep to search for a piece of the password. Type the following command, “grep
dontknow /usr/share/john/password.Ist” and hit Enter.

root@kali:~/Labs/401.24 grep dontknow /usr/share/john/password.lst
idontknow

dontknow -

10.

11.

As you can see, we got two matches: One for “idontknow” and another for “dontknow.” This means
that John the Ripper took the password guess “idontknow” from the wordlist, capitalized the first
letter and added an exclamation point at the end to become “Idontknow!” This gives you an idea as
to how John the Ripper uses word mangling and hybrid approaches. Feel free to spend time looking at
other cracked passwords.

Optionally, from your “/root/Labs/401.2” folder you can try issuing the command “john —show
unshadow.txt” to view any of the previously cracked passwords from the “john.pot” file. You may
also delete the “john.pot,” “john.rec,” and “john.log” files if desired. These files are located in your
“/root/.john/” folder.

NOTE: if you are going to run john multiple times on the same passwords, you must delete the
john.pot before each run.

It may also be a useful practice to create a spreadsheet with each of the cracked passwords and
record the time it took to crack, the mode used, and other desired data.
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A

1. What s the file used by John the Ripper to store cracked passwords?
2. What password cracking method uses GECOS information?
3. True or False: John the Ripper can crack any password within 2 days?

Exercise Takeaways

In this lab, you completed the foliowing tasks:

» Introduction to John the Ripper and its various components
»  Cracking passwords with John the Ripper

In this exercise, we looked at another widely-used password cracking tool called John the Ripper. The tool
comes installed on Kali Linux by default and is simple to use. John the Ripper was originally written on UNIX
but has been ported over to many other platforms such as Windows and Mac OS X. it is another example of a
tool that must only be used with permission and possessed by those with authority. Cracking passwords using
a combination of wordlists and various forms of word mangling to test the strength of user-created passwords
is a great way to validate your security policy. Brute-forcing passwords is typically reserved and used as a last
resort when all other measures fail.
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v Question Answers

1. What s the file used by John the Ripper to store cracked passwords? john.pot
2. What password cracking method uses GECOS information? Single
3. True or False: John the Ripper can crack any password within 2 days? False
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‘Lab 2.2

Cain & Abel
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| Lab 2.2 - Cain & Abel

Authentication protocols vary in strength, and it is important to understand the pros and cons of each one.

Furthermore, a strong password policy with enforcement must be in place to ensure users are choosing strong
passwords and passphrases, including a minimum length, complexity, and other factors.

There are a large number of password auditing and cracking tools avaiiable. In this lab, you will use the too!
Cain & Abel, written by Massimiliano Montoro, which includes an enormous number of features. Cain & Abel
is used by many types of security professionals including auditors, penetration testers, and administrators. it is
already installed on your Windows 10 VM and is available online at http://www.oxid.it/cain.html. Besides

password cracking, Cain & Abel can also perform sniffing, VOIP capture and RTP stream replay, remote
desktop protocol {RDP) attacks, and countless other tasks.

(4 Obijectives

Ny

» Introduction to Cain & Abel and its GUI ..
=  Extracting and cracking passwords from your Windows 10 SAM database
+  Cracking a password from a Cisco Router

Your objective for this lab is to first learn to navigate the Cain & Abel interface. Next, you will crack various
passwords from your Windows 10 VM by extracting the hashes from the local SAM database. You will then
move onto cracking a password from the Cisco router configuration file you extracted out of the TETP packet
capture! The tasks in this lab run entirely on your Windows 10 VM.

@ Duration - 30 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. All labs are repeatable both inside and outside of the classroom, and it is strongly recommended
that you take the time to repeat the labs both for further learning and practice towards the GIAC Security
Essentials Certification (GSEC).
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1. Bring up Windows Explorer by pressing and holding the Windows logo key (’f) on your keyboard and
then the “E” key. Another option is to click on the folder icon on the taskbar at the bottom of your
Windows 10 desktop. .

2. From Windows Explorer, navigate to “C:\Labs\401.2” and double-click the “Cain” icon as shown with
the arrows below:

a1 M [ =142 - O X
Home Share View v @
& - v 4 > ThisPC » LocalDisk(C) » Labs > 401.2 - v & | Search401.2 P

(4] Documents A Name B Date modified Type Size
& Downloads B Cain P 2/25/2016 454 AM . Shorteut 2K8
J Music %8 Comman Prompt 2/24/2016 417PM  Shorteut 2KB

NOTE: If you run Cain & Abel on your own computer, it will not work if AV (anti-virus) software is
running. Most modern AV software view password cracking tools as harmful and will not allow it to
run. There is no AV software installed on the Windows VM; therefore, Cain & Abel runs.

3.  Youshould then be presented with Cain & Abel’s GUI, as shown below:

file View Config igure Tools Help e I

(BaymmEeO8s(0 |0

[& Decoders | @ Network M8 Sniffer l@f Cracker | Traceroute |11 CCOU [5” Wirdless | Query |

i @, Cached Passwords : i i
' Q’ Protected Storage Press the + button on the toolbar to dump the Protected Storage i
| g LSA Secrets |
1 2% Wireless Passwords

1 &8 1E7/8/9 Passwords

(f,":i Windows Mail Passwords :
| & Dialup Passwords E
| = Edit Boxes

1 ' Enterprise Manager
| §® Credential Manager
@ Windows Vault

Uiﬁ@ﬁﬁmﬂh

2

lﬁ Protected Storage '

NN

httpe/fveew.oxid it i
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By simply reading the various tabs you can get a sense of the types of auditing and attacks that Cain &
Abel is capable of performing. Tabs include decoders, sniffers, crackers, wireless attacks, and others.

4. Let’s take a look at some of the specific icons in Cain & Abel’s ribbon bar.

SR OhmmE |+ v

B mEE2G YR

Turns the Turns on Base64 Cisco Type- RSA SecurelD
sniffer on ARP Cache Password 7 Password Token Calculator
and off. Poisoning. Decoder Decoder '

5. Click on the “Cracker” tab, as shown below:

j[owommm® |+v BouymmEea0en|(O|i
[@ Decoders [g Network |9 Sniffer Iej‘" Cracker §Q Traceroute |NE CCOU |“Q Wireless l?_’) Query l

6. You should be presented with the following screen:

File View Configure Toois Help

Iﬁg Decoders [§ Network ]ﬁ Smffar ]éf Cracker i@ Traceroute | CCDUl 8 Wireless |& Query ]

lif Cracker A | User Name [ tMPassword | <8 NTPassword | LM Hash | NT Hash
1 L8 LM &NTLM Hashes (0) |
- NTLMv2 Hashes (0)
R MS-Cache Hashes (0)
& PWL files (0)
q Cisco 105-MD5 Hashes (0)
Cisco PIX-MD5 Hashes (0)

- 0P APOP-MDS5 Hashes (0)
€ CRAM-MDS Hashes (0)
- OSPF-MDS5 Hashes (0)
-« RIPv2-MDS Hashes (0)
- VRRP-HMAC Hashes (0)
- [ VNC-3DES (0)
g MD2 Hashes (0)
.58 MD4 Hashes (0)

.19 MDS Hashes (0) P
.38 SHA-1 Hashes (0] v
g e e s [ s kTiMtne
it/ /vvow.ovid it Y
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Take a look at the many password types that Cain & Abel is able to crack. The password types include

Windows passwords, routers and routing protocols, various hashing algorithms such as MD5, and
many others.

If you have additional time, feel free to click on the various other tabs to get a sense of the other
features offered by Cain & Abel.
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2 Task 2 - Extracting and Cracking Passwords from

your Windows |0 SAM Database

1. With Cain & Abel running, we are now able to start cracking passwords.

2. Perform the following steps:
e Click on the “Cracker” tab, as indicated by the number 1 and an arrow.
e Then, click on “LM & NTLM Hashes” from the options on the left, as indicated by the number 2
and an arrow. This option should be the first one listed.
e The plus (+) sign on the top ribbon bar, as pointed by the number 3, should light up in blue. If it
does not automatically do this, click anywhere in the whitespace, as shown below, and it should
light up.

_AImmEe0®n (0|0

B Traceroute |E ccou 18" wireless | Query |

E
‘ i

i

| |- B Cisco 105-MDS Hashes\
| -I¥ Cisco PIX-MD5 Hashes (0

] | !
(P APOP-MDS Hashes (0) | Click anywhere in this area if the blue plus (+) signis
€ CRAM-MDS5 Hashes (0) ' ek
s OSPF-MDS5 Hashes (0) not lighting up. |

-« RIPv2-MDS Hashes (0)
|-+ VRRP-HMAC Hashes (0)
- [pg VNC-3DES (0)

--1d MD2 Hashes (0)

--Bd MD4 Hashes (0)

98 MDS Hathes (0 N —— E— |
| m 4 s i . e
< SH.;.\ =Hashes(0.). > i ﬁ LM & NTLM Hashes ]

,__httpuffmf,o;id.it ik by

Cracker A | User Name
B LM&NTLM Hashes (0) |
- NTLMv2 Hashes (0) -
#R MS-Cache Hashes (0)

|- & PWLfiles (0)

LMPassword | <8 | NTPassword | LM Hash ['NT Hash [

<- White space ->
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3.  Click on the plus (+) sign shown in the previous image. You will be prompted with the following popup
box:

Add NT Hashes from )4

" hapott Hashes from local system - S

| {7 Includs Password History Hashes

-C" Impott Haghes from atext fle -~ -

" A !mpthashes fiom a SAM database - - e

Sobd Fanome

font oy RO

There are various ways to import hashes. The default option on top, titled “Import Hashes from local
system,” is often the most common one used. It has the ability to extract password hashes from your
local SAM database as long as the tool is running as an Administrator. If password histories are stored
in the SAM database, there is also an option to extract those as well. You can also import hashes from
an existing text file that may have been retrieved from another system or other iocation. If you
happen to have the SAM database from another system, you can import that as well.

Click “Next ->” with the default option of “Import Hashes from local system” selected as shown
above.
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o 1

Jowonmmel+v sums

4. After a moment a bunch of accounts and password hashes should appear inside of Cain & Abel as
shown below:

" File View Conﬁgure Tools

Help

a.@-lo?m

l& Decoders | @ Network |® Sniffer kvf Cracket IQ T:acewute |ﬂ ccou I“S’ W’reless I%} Query |

J Cracker A
a LM & NTLM Hisl'

| NTLMv2 Hashes (|

R MS-Cache Hashe:
L PWLSiles(0) |
B Cisco I05-MDSH|
A Cisco PIX-MDSH:
B APOP-MDS Hash:

© CRAM-MDS Hash

-4} OSPF-MDS Hashe

s RIPV2-MD5 Hashe

- VRRP-HMAC Has
I [0 VNC-3DES (0)
nd MD2 Hashes (0) v
< B i

>

httpi//www.oxid.it

User Name [IMPassword | < 8| NT Password t LM Hash | NT Hash

E challen... i Type

&Administrator *empty *
x Bob Dole * empty *

DefaultAccount * empty *

Guest *empty *
X John Doe * empty *
X Robin Hood * empty
X secan * empty *
X SECA01-Student * empty "

¢ BRlEiELRa s e

il ® empty L]

" emp!y *
* empty *

LI A R A REE R

AAD3B435851.. 31DGCFEQD16...
AAD3B435B51.. 066F65AG65CE...
AAD3B435851..  31D6CFEOD16...
AAD3B433851.. 31D6CFEOD16...
AAD3B435851...  BETDBO3E4FT74...
AAD3B435851... 1B362A2B%419...
AAD3B433851...  F943CFAS5508C...
AAD3B435851...  FO43CFA5508C..,

LM & NTLM
LM & NTLM
LM & NTLM
LM & NTLM
LM & NTLM
LM & NTLM
LM & NTLM
LM & NTLM

H  IM&NTLMHashes |

S

Accounts can be seen for “Bob Dole,” “John Doe,” “Robin Hood,” “SEC401,” and “SEC401-Student.”
There are also accounts for “Administrator,” “DefaultAccount,” and “Guest,” but these are disabled
by default and have blank NT password hashes. Notice that the “LM Hash” is identical for every
account. This is because LAN Manager is disabled in the registry. What we want to crack are the NT
Hashes. Note also that the NT Hashes for the SEC401 account and the SEC401-Student account are
identical. This is because they both share the same password of “SEC401,” unless you made a change.

5. Since we know the password for the SEC401 and SEC401-Student accounts, let’s manually enter that
and see if it cracks. Again, if you changed the password for either of these accounts, your results will
not be the same. Click on the SEC401 account so that it is highlighted. Your screen should look like the

following:

User Name [ LM Password I <8 | NT Password { LM Hash i NT Hash | challen,.. I Type
T\ Administrator * empty * * tempty* AAD3B435B51..  31D6CFEOD16AE931B73C5SDTE... LM & NTLM
X Bob Dole * empty * . AAD3B435B51...  0G6F6SAGESCE249CT2AABS4TE... LM & NTLM
DefaultAccount *empty* o Tempty* AAD3B435B51...  31D6CFEOD16AE931B73C59D7E... LM & NTLM
Guest * empty " ¥ " empty * AAD3B435B51... 31D6CFEOD16AE931B73CSSDTE... LM & NTLM
X John Doe Y empty * * AAD3B435B51...  BE7D8O3EAF74BS01043BBR78A... LM & NTLM
X Robin Hood emp AAD3B435B51..,  1B362A2B94192ABO4FEAT0AES... LM & NTLM
' mﬁ—nn FO43CFASS03C3402710E9DDEL. | [IM&NTLM|
*empty * AAD3B435B51...  FO43CFA5508C3402719E9DDET.., LM & NTLM
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6.  Next, with the SEC401 account highlighted, right-click on it and you should get the following popup

box:
1 Dictionary Attack >
) Brute-Force Attack >
) Cryptanalysis Attack >
) Rainbowcrack-Online b
) ActiveSync >
) Select All

Note

' & 1 A Lk

Add to list Insert
Remove Delete
Remove Machine Accounts

Remove All

Export

Click on the option “Test password,” as pointed to by the arrow above.

7. With the following popup on the screen, enter the password “SEC401” and click “OK.”

Insert password X

’SECdﬂf
0K | . Cancel

8.  You should get the following results. The set of keys that have appeared on the left of the SEC401
account indicates that the password was successfully cracked.

User Name | LM Password ] <8 I NT Password IILM Hash I NT Hash ' I challen... l Type
‘5\ Administrator * empty * Y Tempty* AAD3B435B51..  31DGCFEOD16AE931B73C59DTE. . LM & NTLM
X Bob Dole "empty * ™ AAD3B435B51...  066F635A665CE249CT2AABS4TB. .. LM & NTLM
FA\ DefaultAccount * empty* * tempty” AAD3B435B51...  31D6CFEOD16AE931B73CSIDTE... LM & NTLM
T\ Guest *empty * = Yempty* AAD3B435B51..  31D6CFEOD16AE931B73CSIDTE... LM & NTLM
X John Doe *empty i AAD3B435B51... BE7DB03E4F74B801043BBB78A... LM & NTLM
% AAD3BA35B51...  1B362A2B54192ABO4FEA1DAES.., LM & NTLM
~]* JSEC401 | AAD3BA35BS1.. | FOAICFASS0BC3402719EODDEL.. | | LM &NTLM |
” AAD3B435B51...  FO43CFAS5508C3402719E9DDEN.., LM & NTLM
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9. Repeat these steps for the SEC401-Student account, using the same password of “SEC401.” Your
results should match the following where both accounts are successfully cracked:

4 | challen. —I Type

User Name l LM Password j < 8| NT Password | LM Hash l NT Hash

- %Administrator *empty * " empty + AAD3B435851.,, 31D6CFEOD16AES31B73CS9DTE..,

i X Bob Dole " empty * * AAD3B435B51... 066F65ABE5CE249C72AABS478,,,
%Deﬁauhﬁ.ccount * empty * " tempty* AAD3B435B51...  31D6CFEOD16AE931873C59DTE...

! }k Guest * empty * * Tempty* AAD3B435B51... 31D6CFEOD16AE931B73C59D7E. .
X John Doe * empty * " AAD3B435B851...  BEVD803E4F74B£01043BBB78A. .
X Robin Hood *empty* * AAD3B435B51...  1B362A2B94192AB04FEAT0AES..,
%SEC#OI *empty " * SEC4D1 AAD3B435851...  F943CFAS508C3402719E9DDET. .
SfliuSlECdli}t-Student *empty * * SEC4D1 AAD3B435B51...  FO43CFAS5508C3402719EQDDET..,

LM & NTLM
LM & NTLM
LM & NTLM
LM & NTLM
LM & NTLM
LM & NTLM
LM & NTLM
LM & NTLM

10. Let’s focus now on trying to crack the other accounts. Click on “Bob Dole

ron

s” account so that it is

highlighted. Then, while holding the Ctrl key down, click on “John Doe” and “Robin Hood” so that all
three are highlighted as shown below:

b 4 Robin Hood

& SEC401-Student

AAD3B435651..,

User Name LM Password I <8 l NT Password l LM Hash f NT Hash f challenge I Type
T\ Administrator empty * AAD3B435851...  31D6CFEND16... LM & NTLM
XET mu [ T AAD3BA35B51.. | 066F6SAG65CE.. LM & NTLM |
%Defauftﬁ\ccount emply " empty AAD3B435B51...  31D6CFEOD16... LM & NTLM
AAD3B435B51...  31D6CFEODIT6... LM & NTLM

 BE7DS03EAF74..

AAD3B435651... lB:bZAZB@dIQ..i :
* SEC401  AAD3B435B51...  FO43CFA5508C...
" SECAD AAD3B435851...  F943CFAS508C..,

M &NTLM
LM & NTIM
LM & NTLM
LM & NTLM

NOTE: If you are using a Mac, you may have trouble highlighting more than one line at a time by
using the Ctrl Key. If this is the case, you must go to the “Keyboard & Mouse” section for your
Windows VM under VM Settings in Fusion and choose “Mac Profile” as shown below:

LA

Show All

Pm\‘iles

Mac Praﬁ!a

| Windows 8 Profile

L[ =]

Shortcut to trigger this virtual machine; .

]

| Profile - Default'

i
i

| SEC401- Windows 10 x64: Keyboard 8 Vouse | AddDevice.. |

‘Choose a profile to control how keyboard and
mouse events are interpreted by your virtual
machine. Profiles may be shared with multlpie-
virtual machines.

l_a{m:f Profile
'l‘ypc‘ Mac
Language Specific: Disabled
Mac Host Shortcuts: Disabled

(. Per-virtual machine shortcuts huve been disabled globally, Enable ther in VMware Fuslon pre!arencas to set
£.55  a shorteut for this virtual machine,
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11. Next, right-click on any of the highlighted accounts to bri_hg up the password cracking options.
Highlight “Dictionary Attack >” and click on “NTLM Hashes.

Brute-Force Attack > LM Hashes + challenge
Cryptanalysis Attack >
Rainbowcrack-Online - s 1.
ActiveSync >
Select All

Note

Test password

Add to list j Insert
Remove ; Delete
Remove Machine Accounts

Remove All ;

Export

LM Hashes

NTLM Hashes + challenge
NTLM Session Security Hashes

12. You should now have the following window open on your screen. Right-tlick where indicated to add a

dictionary file for password cracking.

|

- Cutrent password-———

Dictionary Attack X
~ Dictionary—— : AT
File : .| Position e |
; : :
Right-click in this area | ‘ . e
to get this menu... ; : 1 Change initial file position
' st Reset initial file position
T PR it ; - Opti Reset all initial file positions '
I.....w S PV USSP SRR ORI T o AR v L WL k 5 H Ay
okl Patlien T s W (  RemoveAl ;
{ A v me]mm_ RD - password)
TR T IV Uppercase (Password - PASSWORD)

¥ Num. sub. peims [Pass Pdss PalSs,.. P45s.. P455)
Lk e T Case petms (Pass pAss,paSs,.. PaSs.. PASS)
V' Two numbers Hybrid Brute (Pass0... Pass99)

3 hashes of type NTLM loaded. ..
Press the Start button to begin dictionary attack

st [ |
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13. When the following box appears, navigate to “C:\Program Files (x86)\Cain\Wordlists,” and choose
the “Wordlist.txt” file as shown below:

. :

Open
4 | | « Program Files (x86) > Cain > Wordlists - v O | Search Wordlists il
QOrganize v New folder v M @
| Wordlists A Name . . Date modified Type Size
7@, OneDrive ] Wordlist - : -3(:3.!20!6 1:36PM  Text Document 3,376 KB
B8 This PC
B8 Desktop
B Pacomente Y < :
File name: | Wordlist Vl rLText(“bd) . VE

B oo | o

14. Your Cain & Abel screen should now look like the following:

Dictionary Attack X
Fie : | Positon |
8 C:\Program Files (@BN\Cain\Wordists\Wordist b -
i sey Rde T . - UM FEL TR,
[ IV 4sls Passwiord)
T — ) | 7 Reverse (PASSWORD - DROWSSAP]
Dictenaty Eustion W Double (Pass - PassPass)
[ y V' Lowercase (PASSWORD - password)
SR U V' Uppercase (Password - PASSWORD)
[V Num, sub. perms (Pass Pdss PaSs,... P45s...P455)
“Current password— |1 I Case perms (Pass pAss paSs.... PaSs..PASS)
I ¥ Two numbets Hybid Brute (Pass0...Pass39)
3 hashes of type NTLH loaded...
Press the Start button to begin dictionary attack
[ s B |
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NOTE: At the top center of the screen you should see a column called “Position.” When Cain & Abel is
performing a crack, it keeps track of what word it’s currently trying from the supplied dictionary file. If
you see a value stored in this column, next to your dictionary file, you may want to have it start from

the beginning; otherwise, it may keep saying that it is completed when it never even started. To clear it

out, simply right-click on the loaded dictionary file, pointed to by the arrow above, and select the

option, “Reset initial file position.”

fﬂljidio'ﬁur;rbosiﬁohf :
|

|

Dictionary Attack
File | Positon |
i c\Program Files (x86\Cain\WordlisteWordli...
Add to list
Change initial file positio

--Currantpnsswmd" et Al i it ot

tial file on
Reset all initial file posi

[

=1 - Oplions ——=
| | ¥ Asls(Pass  Remove from list

[V Reverse (F Remove All

[v Double (Pass - PassPass)

[v Lowercase (PASSWORD - password)

[V Uppercase (Password - PASSWORD)

[V Num. sub. perms (Pass P4ss,Pabs, .. P45s..P455)
[ Case perms (Pass.pAss,paSs,..PaSs. PASS)

[V Two numbers Hybrid Brute (Pass0... Pass99)

3 hashes of type NTLM loaded. ..

Press the Start button to begin dictionary attack

[ st | Ext b
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15.

16.

17.

Take a look at the various cracking options:

i~ Options -

| ¥ Asls {Password)

! ¥ Reveise [PASSWORD - DROWSSAR)

- ¥ Double (Pass - PassPass)

| ¥ Lowercase [PASSWORD - password)

" IV Uppercase (Password - PASSWORD)

' ¥ Num. sub. pemms {Pass,Pdss PaSs,.. P45s.. P455)
| ™ Case pesms (Pass phss paSs,... PaSs.. PASS)

| ¥ Two numbers Hybrid Biute (Pass0... Passag) |

Each one is rather self-explanatory. It simply takes the password guess from the supplied dictionary
file and then tries that guess using the selected options. For example, if the password guess is
“monkey,” it will go through a series of permutations to try and crack more complex passwords. The
more options selected, the longer it takes to run through all of the guesses in the dictionary.

Here are a few examples using the password guess of “monkey” with the above-selected options:

* monkey -Asis

e yeknom - Reverse

* monkeymonkey - Doubled

¢ MONKEY - Uppercase

¢  mOnkey - Number substitution
¢ monkey23 - Two numbers hybrid

Let’s leave the default options checked. The only one not checked is “Case perms,” which takes a very
long time to run. To start the cracking attempt, simply click the “Start” button on the bottom of the

window.

‘ St | Ext

While it is running, you will see some statistics such as the Key Rate, Dictionary Position and
percentage completed so far, and the current password being tried.

T .
| 324738( 9%)

K bemuddy58
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18. Once the cracking is completed, you should get the following result:

Attack stopped!
2 of 3 hashes cracked

Plaintext of BE7D803E4F74BSU1043BBB?BMCBB?ZC i
Plaintext of 066F65A665CE249C72AAB547BENSSDY9S i

As you can see, two passwords were cracked: “Password99” and “President.” Once the password
cracking has been completed, click “Exit” to go back to the main Cain & Abel screen.

19. It looks like the passwords for Bob Dole and John Doe were cracked, but not for Robin Hood.

User Name l LM Password < 8 I NT Password I LM Hash ' NT Hash f challenge I Type
%Aamm;mator em AAD3BA435B51...  31D6CFEOD16... LM & NTLM
FoE m&"—uw_ A
empty o ki *empty * AAD3B435851... 31D6CFEOD16... LM & NTLM
*em * empty * AAD3B435B51... 31D6CFEOD16... LM & NTLM
BN Doe BETDBOIAE T | LM ENTIM |
x Robin Hood empty‘ * AAD3B435B51... 1B362A2B9419... LM & NTLM
SEC4AN *empty " " SEC401 AAD3B435B51... F943CFAS5508C... LM & NTLM
YN SEC401-Student * empty * w SEC401 AAD3B435B51... F943CFA5508C... LM & NTLM

The issue is that the password for Robin Hood is more complex. It is “L3gend@ry.” Since it contains
uppercase, lowercase, a number, and a special character, it could take a very long time to crack,
leaving brute-forcing as one of the only options. However, we do not recommend you perform a
brute-force attack in class because it will take a long time to run.
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#3 Task 3 — Cracking a Password from a Cisco Router

1. Let’s first use Microsoft WordPad to open up the router configuration file we extracted from a packet
capture during a lab in 401.1. Using Windows Explorer, go to your “C:\Labs\401.1” folder and right-
click on the file “router_config.txt.” Select WordPad, and you should get the result in the second
image below.

P s 1401 - ] %

Home Share view (7]
» A > ThisPC 5 Local Disk (C) » Labs » 401.1 - v & Skt 2
~
- Wordhsts A Name Date modified Type Sire
B OneDrive M Command Prompt 2/ 34AANNG 41T PN Shattout 2KkB
) l’OLl[t%‘_‘COl‘zﬂg NSRS 87> T30 Y L . W 1 3.9 W S 1 Ted Docement ZKE

= This PC % SECAD1_PCAPI Open Wreshark capture., KB

B Desktop ,.1 Wireshark Print Stisrteut 2KE

1) Documents Edit

§ Downloads Scan with Windows Defender...

b Music Open with :’_F ") Notepad

‘ € }

& Pictures Restoreprevmus verssor.néwn e} @Wordpad . me—

B videos Sendto >§ [%) Search the Store

i, Local Disk (G) - v Cut ] Chioose another app

A 4iterns  Vitem selected 1.87KB Copy me [l
B Rd 5 €7 51 router_config - WordPad - O X
“ Home View . 7
- ) el H
D g :Couries Hew "IH A A IEEE T :5' "-'“J_ Q‘E
Paste ' B 7 U abe X 2 A~ ig;g 5 £F  Insert Editing

P qipte i fand Haiagranh
.g.. R o ,. S . T3 g \ K
. ~
loveennn. ) P W
!
version 12.3
service timestamps debug datetime msec
service timeatamps log datetime masec
service password-encryption
1
hostname sect60-rtr-1
]
boot-atart-marker
boot-end-marker
1
logging bufferxed 4096 debugging
enable secret 5 $1$vph/$hagaNOtJIZltgN.apdOQLXE/ v
< b
100% i~ [ ] )
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2. Scroll down to the very bottom of the opened file until you see the line that starts with “password 7”
as shown below:

access-class 1 in
- password 7 0835444B490EOD1EOGOE01053820642C36382D00
login

transport input telnet

3. Select the area shown below, right-click on it, and select “Copy.”

access-class 1 in

password 7 0885444B490E0DIE060E0T053 42036382

login & | cut

transport input telnet o S z

! oo | -
| [C] | Paste

4.  If you happened to close Cain & Abel, start it up again using the same technique as in Task 1.

5.  Click on the icon circled and pointed to below by an arrow. The symbol is a Cisco Systems logo with
the number 7 in the middle. When you click it, the “Cisco Type-7 Password Decoder” box will appear.
Right-click inside the field labeled “Cisco Type-7 encrypted password,” and select “Paste.” After
completing this step, you will see the decoded password in the field labeled “Decrypted password.”
The password should read as, “the whitemark demos.”

File ‘%m Configure Tools  Help

Jowommens|+ v EETERICRINR

L‘,, Decoders Ig Network |@ Sniffer I@) Cracker 1@ Traceroute IM CCbu I(‘ Wireless I?_) Query I

. QR =8

; e
T
s -

J Cracker A | User Name I LM Password J <8 | NT Password ’ LM Hash ] NT Hash ;
4R LM & NTLM Hast : -
m NTLMv2 Hashes ( ! Cisco Type-7 Password Decoder X

@Rl MS-Cache Hashe: - Cisco Type-7 enciypled password ——————

- PWLfiles(0) | ]
B Cisco IOS-MDSH l3544484905001EOBGEOTBS?,B2UG42C3S382DM
L[ Cisco PIX-MD5 H: T

& APOP-MDS Hash: lthe o l
@ CRAM-MDS Hash

¢} OSPF-MD5 Hashe o
4} RIPv2-MD5 Hashe

i 1{& VRRP-HMAC Has < >
: bl VNC-30€S (0) o |B tMENTIMHashes |
hitp:/fvoww,oxid it 4

Cisco Type-7 passwords are not considered secure as they are easily reversible with simple tools, as
shown above. The “enable secret” password is a bit different, and we will work to crack this one next.
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6. Next, let’s load the router configuration file into Cain & Abel to see if it can crack the MD5-hashed
“enable secret” password. If you have not aiready done so, exit out of the “Cisco Type-7 Password
Decoder” box by clicking Exit. From the “Cracker” options on the left side of the Cain & Abel GUI, click
on the one labeled “Cisco 10S-MD5 Hashes.” Then, right-click in the white space and select “Add to
list” as shown below:

) File Vcw Conf’ igure Tools Help _
é:uﬂ;@m% u..! I+ “*EJIW@@F)!@? 11.
Lé% Decoders ]g Network lﬁ Smffer I(,/ Cracker l@ Traceroute [HER CCOU I(‘& Wireless IE‘_) Query |

i Cracker ~ | Hash { Password [ Note
. HR LM & NTLM Hashes (0)
A NTLMv2 Hashes (0) Dictionary Attack
i HR MS-Cache Hashes (0) '

Biute-Force Aftack

L2 PWLTiles (0)
* I Cisco [0S-MDS Hashes (O)h Right-click in this Select All

; Cisco PIX-MD5 Hashes (0)

(B APOP-MD5 Hashes (0)

© @ CRAM-MDS Hashes (0) “Add to list.” ' Test password
 OSPF-MDS Hashes (0) _—

-+f¢ RIPv2-MDS Hashes (0) 130 st g nae

| P VRRP-HMAC Hashes (0) < : v Remove Delete >

area and select Note

H v " §
i B8 VNC-3DES 1) , <@5 0 10S-MDS Hach ej"———s Remove All
hitp:/fwww.oxid.it _ _ _ ) ) _ _ p

7. After clicking on “Add to list” a popup box will appear. Click on the lower radio button titled, “Import
from configuration files” and then click the button with the “...” . pointed to by the arrow on the right.

Added Cioee KSR Hadher

" Insert the hash manualy

q & Import from configuration filas - -+ < e e e e i
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-

8. When the Windows Explorer box appears, navigate to your “C:\Labs\401.1” folder, select the
“router_config.txt” file, and click on the “Open” button.

: A - .; 4 ‘
| localDisk(G)

Open

& v /4 1 » ThisPC » Local Disk(C:) » Labs » 401.1 - : v - Search 401.1

Organize « New folder
& Downloads A Name F
P Music 7 Command Prompt,

&) Pictres (B ik atig _
B Videos . F5 secao1_pcap

echark

Date modified Type
2/24/2016417PM  Shortcut

“ 3;‘8}20?59‘23AM : ’_re:ifltr_[)‘qcum.eﬁtf
3/7/2016 2:20 PM Wireshark capture...

File name: [router_config

] 1105 Configuration i) ]

SRS R

o | [ onel |
9. Click “OK” on the “Add Cisco 10S-MD5 Hashes” box:
Add Cisco 105-MDS Hashes b 4
" Insert the hashmm e s b ks 5
e lfml from conﬁgwation fileg s 2
|C:\Labs\401.1\iouler_config.tw
- OK | Cancel
10. A hash should now appear in the main Cain & Abel window as shown below:
Hash
X $1Svph/SbqqNOtIZitgN.apdOQIXF/
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11. Next, we want to click on the hash so that it is highlighted and then right-click on it to bring up the-
cracking options menu. Click on the “Dictionary Attack” option as shown below:

File
s, ] i ; 4
Q @"“{%%mm !z+$_§§§égsﬂ%

|§5 Decoders | & Network JH9 Sniffer l&f Cracker |88 Traceroute [HEH cCOU l%’ Wireless Iét) Query |

‘Iz Cracker | Note
m L & NTLK Mashes {0)
«o@ NTLAZ Hashes {0)

View Configure Tools Help

P Password

-] MS-Cache Hashes (0) Bmte—ForceAttack
& PWL files (0)
F Cisco 10S-MDS5 Hashes (1) : Select Al
3 Cisco PIX-MD5 Hashes () - . Note
-3 APOP-MDS Hazhes (0) -
© CRAM-MDS Hashes (0) | &P‘"”"’“’“’
P OSPF-MDSHashes{0)  ©  Addtolist
& RIPV2-MDS Hashes (0) Remove
4 VRRP-HMAC Hashes (0) < 2 Al
SMOVE
B YNC-3DES (0) B ciscolosMDs Hashes [ s

12. The “Dictionary Attack” window should have appeared. Below is a snippet of this window. Note that
the position is at a large number. You exact number may vary. This means we need to reset it to the
initial file position. To do this, go to the next instruction.

Dictionary Attack X

“Di'ctioh.ai'y : : o
Fle ! Posttion
& C:\Program Files (8B\Cain\Waordliste\Wordlist.tat 2457532 4

13. Click on the filename, and then right-click on it to bring up the options menu. From that menu click on
“Reset initial file position” as shown below:

Dictionary i
File ' | Position

Add to list

Change initial file position
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-

It should now be cleared.

= Dicﬁona‘yu e e e e e e e oA b e e e e e g L e LT s i b
File o | Position j\
[ C\Prog (xBE)\Cain\Wordl Niglee il

14. The main “Dictionary Attack” window is shown below. Under options, deselect all except for the top
one titled, “As Is (Password).” This is to save time as trying all of the options on a salted MD5
password can be quite time-consuming. Note that the lower screen shows that “1 hashes of type 10S-
MDS5 loaded...” At this point, click on the “Start” button on the bottom of the window.

Dictionary Attack - X

File | Posilion |
i C:\Program Files (+86)\Cain\Wordlists\Wordiist s

[ V Asls (Password) _
it B e B | T Reverss (PASSWORD - DROWSSAF]
i [ Lowercase (PASSWORD - password)
I Uppercase (Password - PASSWORD)
I Num. sub. peims (Pass Pdss,PaSs,...P45s...P455)
E!:wrempasswmd ]| " Case peims (Pass pdss,paSs,...PaSs... PASS)
; I Two numbers Hybrid Brute (Pass0.... Passa9)

/11 hashes of type I0S-MDS loaded. . .
'\ Press the Start button to begin dictionary attack

Options

Start Exit

f
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15. This could take several minutes. To check the status, you can look at the dictionary position to see the
percent complete,

KeyR&te .......

, _&059&35}8%4 -
Dictionary Position-- .
n C eyes(24%)
~Current password- - -

Z L RN d|send0wer ......

16. After a couple of minutes, the password should crack as “rhode island falls into the ocean.” You may
have to scroll to the right to see the whole password.

Plaintext of $18vph/$bqqNOtJZ1tgN. apd0QlXf./ is rhode island falls 11
Attack stopped!
1 of 1 hashes cracked

17. When you are done reviewing the results, click “Exit” from the Dictionary Attack screen to return to
the main Cain screen.

! Plaintext of $1%vphs8bqqHOtJZltaN apdiQlXf/ is rhode island falls into the ocean
Attack stopped!
1 of 1 hashes cracked
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When you are done with this lab, you can close the program Cain & Abel. When prompted, if you
want to exit, click “Yes.”

Cain

a’i.'i_
!;\ Are you sure you want to exit ?
FOa TR

- (/T‘> No I
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(7] Questions

1. What Cisco password type were we easily able to decode with Cain?
2.  What is the name of the password database on Windows?
3. What Windows hash type did we crack with Cain & Abel?

Exercise Takeaways

In this lab, you completed the following tasks:

» Introduction to Cain & Abel and its GU!
e Extracting and cracking passwords from your Windows 10 SAM database
+  Cracking a password from a Cisco Router

As shown, Cain & Abel has a huge number of features bencficial to many types of security professionals. This
powerful tool must only be used by approved professionals and only with permission. Antivirus will often
detect Cain & Abel as malicious software and as such, an exception must be added. We primarily used Cain &
Abel to crack different types of passwords; however, it offers much more such as wireless attacks, ARP cache
poisoning, NTLM downgrade attacks, and VOIP-related attacks.
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8 Question Answers

1) What Cisco password type were we easily able to decode with Cain? Type-7
2} What is the name of the password database on Windows? SAM Database
3) What Windows hash type did we crack with Cain & Abel? NT or NTLM
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‘Lab 2.3

Malicious Software
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Lab 2.3 - Malicious Software

] ] Background

In this course, you learned about various types of malicious software, also known as malware. One type of
malware is a Trojan Horse. This is a program that often performs some useful or entertaining function, but
also does something unintended, such as opening up a network port or connection, downloading files, or
simply providing some form of backdoor access. This type of malware is often a concern with Open Source
Software (0SS) since the source code is publicly available. Attackers can add code and functionality to the
program, compile it, and then make it available for downloading online, causing users who download and run

the trojaned version of the software to fall victim.

(4 Objectives

e Analyzing the non-trojaned program &
. . i . d
»  Analyzing the trojaned program and gaining privileged access

e  Checking for a buffer overflow

Your objective for this lab is to first take a look at a simple C program that was written to perform some very
basic functionality. You will use the strings tool against this program to see if there are any interesting ASCII-
readable characters and words that have meaning. You will then run the trojaned version of the program and
see that it seemingly includes the same functionality and nothing more, Using the strings tool you will see
mention of a hidden command that can be used for privilege escalation.

® Duration - 15 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. All fabs are repeatable both inside and outside of the classroom, and it is strongly recommended
that you take the time to repeat the labs both for further learning and practice towards the GIAC Security
Essentials Certification (GSEC).
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o

3 Task | - Analyzing the Non-Trojaned Program

1. Start by bringing up a Terminal window if one is not already open. This can be done by clicking the
following icon on the left side of your Kali Linux desktop: EERPITERTED

2. Regardless of your location on the Kali Linux file system, with a Terminal window open, type the
following command “su — SEC401-Student” and press Enter to switch to the user “SEC401-Student”
and change to the user’s home directory:

root@kali:~/Labs/401.2# su - SEC401- Student
SEC401 Student@kall ~$ - b

Notice that the prompt has switched from a # sign to a $ sign. This indicates that we are no longerin a
Root shell.

3. Type “id” and hit Enter to view your UID, which should show as 1000.

SEC401-Student@kali:~$ :.d
u1d—1000 (SEC40

4. Type the “Is” command and hit Enter to view the contents of the “SEC401-Student” home directory.
There are three files at this location, “file1,” “trojan1,” and “trojan2.” The “trojan1” file is actually a
program that does not contain a backdoor, and the “trojan2” program does contain a backdoor. The
“file1” file simply contains the word “hello” inside and will be used by the programs.

SEC401-Student@kali:~$ 1s
bobutddad i trojanl, Erodane o i id g

5. Let’sfirst try running the “trojanl” program to see what it does. Start the program by typing the
following, “./trojan1” and hit Enter.

SEC401 Student@kall ~$ /troganl

NOTE: Prependmg the name of the program with “, /” tells it to run from the current drrectory Without
this in the front, the PATH environment variable will be checked first to see if there is a program by
this name at another location.
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6.  After running this program, the screen will be cleared and you will be presented with the following
text. When prompted, enter the name “file1” and press Enter as shown below:

Welcome to the file display tool..

Please enter the name of a file you wish to open: filel

5€) i@hello '

COMPLETED

Would you like to display another file? Pl@aSe enter Yas or _No:

As you can see, the word “hello” appears on the screen along with some other characters. At the
bottom, there is another prompt asking, “Would you like to display another file? Please enter Yes or
No:.” Enter “No” and press the Enter key.

7.  Enter “Student” when prompted for your name and press the Enter key.

May I have your name please:(étudent)

Thanks for using the tool Student... Hope you found this program useful!

Goodbyei

SEC&OI Student@kall ~$

As you can see, the program simply exits.

8. ' Let’s run the “strings” tool against the program and see what comes up. This tool parses through any
input file, searching for ASCII characters. We are using the “-n” option to only display strings 14
characters or longer. Feel free to change this value. The output may still be rather large, so we will
pipe the results to the “more” tool so that we only get one page at a time. Type in the following
“strings -n 14 trojanl | more” and hit Enter.

SEC401-Student@kali:~$ strings -n 14 trojanl | more
/1ib64/1d-1inux-x86-64.s50.2

_ libe start main

S ogmonsstant gy

May I have your name please:

Thanks for using the tool %s... Hope you found this program useful!
Welcome to the file display tool...

Pledge enter Cthe name ofta fi1levou wish 'to open:

Garnner eopent s =

No ‘such BildeliWait o

Would you like to display another file? Please enter Yes or No:
I'm glad you're getting good use out of my tooli )

There is no help menu or usage 1nformatlon. i

We're only viewing the first page of output. Take a moment to read through some of the text. We
saw a lot of it when we ran the program. Nothing sticks out as interesting.
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$#8 Task 2 - Analyzing the Trojaned Program and

Gaining Privileged Access

1. Next, let’s run the “trojan2” program to see if the behavior is the same. Type “./trojan2” and hit
Enter.

SEC401-Student@kali:~$ ./trojan2

2. Enterin the exact same commands as you did with the “trojan1” program, as shown below:

Welcome to the file display tool...

Please enter the name of a file you wish to open filel -
D@@Vhello

COMPLETED

Would you like to dlsplay another flle’r’ Please enter Yes or No No

May I have your name p:lease' Student <

Thanks for usulg the tool Student L iHope e f‘ouhf‘d..tﬁi's program .u's_e,fu'_l.f.-ﬂ'

Goodbye'

As you can see, nothing new has appeared.

3. Let’s try running “strings” on the “trojan2” program to look for differences. Enter the same command
as we previously ran:

SEC401-Student@kali:~$ strings -n 14 trojan2 | more
/1ib64/1d-1inux-x86-64.50.2

olibo i staptimain

cagmonidiart, A

May I have your game please

XXXXHIDDENXXXX h

Thanks for using ‘the tool %8... Hope you found this program useful!
dehcaeR roodkcaB -

llehS tooR gninwap$S

Welcome: to i theiifile idigplay itooly

Please enter the name of a file you w1sh to open

Cannotiopent s = - - -

ENo Suchy B el Walt,;.
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This time we get some interesting new results. The top arrow is pointing to the string
“XXXXHIDDENXXXX” just below where it is asking for our name. The second arrow is pointing to a
couple of strings that say, “Backdoor Reached” and “Spawning Root Shell” in reverse order.

4. When the program asks for our name, let’s try entering in “XXXXHIDDENXXXX” this time and see
what happens. Note: The XXXXHIDDENXXXX string is case-sensitive,

SEC401~Student@kali:~$ ./trojan2
Welcome to the file display tool...

Please enter the name of a file you wish to open: filel

J9OOYhello '
‘COMPLETED

Would you like to display another file? Please énter Yes or No: No

The screen should now clear, giving you the following. Try typing “whoami” to verify that you are now
running as the user Root:

x**+Backdoor Reached***»*

*¥*kkSpawning Root Shellx*+
# whoami
root

#

This is an example of a Trojan or backdoor inside of a program that gives the user privilege escalation.
So far, we have been logged into the Kali Linux VM as Root. This is not typically the case for the
majority of Linux systems. The Root account is very special and lacks accountability, especially if it is
shared. Average user accounts on a Linux system run as non-Root users and therefore their privileges
are limited. An attacker may look for opportunities to promote themselves to a privileged account.
We used the “su” command to change ourselves to the user “SEC401-Student” running as UID 1000.
After discovering the backdoor hidden in the “trojan2” program, we were able to illicitly elevate our
privileges to Root, or UID 0.

Type in “exit” to get back to the “SEC401-Student” user command prompt.
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% Optional Task — Checking for a Buffer Overflow

1. Ifyou have time, quickly check the “trojan1” program to see if it has a buffer overflow. To do this, you
will first create a file with 100 As in it using the Python scripting language. Don’t worry if you don’t
know Python as we are typing a very short command to create this file. You should still be in your
Terminal window at the “/home/SEC401-Student” folder. Simply enter the following:

SEC401-Student@kali:~$ python -¢ 'print "A" * 100' > bof
SEC401-Student@kali:~$ cat bof

We have simply written 100 As using Python and placed the output into a file called “bof.” We then
displayed the file with the “cat” tool.

2. Next, run the “trojan1” program and enter in the new “bof” file when prompted as shown below:

SEC401-Student@kali:~$ ./trojanl

Welcome to t_he file display tool...

Please enter the name of a file you wish to open:

Q- {}w{}AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAﬁJuEvuvuuuuuuuuuuuuumAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

COMPLETED

The program didn’t crash and instead asks us if we would like to display another file. Simply press
Ctrl+C to terminate the program.

3. Let’s create the “bof” file again, but this time, we will use 1,000 As. Enter the following:

SEC401-Student@kali:~$ python -c 'print "A" * 1000‘ > bof
_SEC401 Student@kali: ~$ i L

Feel free to use the “cat” tool again to display the 1,000 As if you desire.
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4. Repeat the previous steps of running the “trojan1” program and having it open the “bof” file as
shown below:

SEC401-Student@kali:~$ ./trojanl

Welcome to the file display tool...

Plegge Qe _name of a file you wish to open: bof

This time we get the message “Segmentation Fault” displayed on the screen indicating that the
program crashed. This message is most likely due to a buffer overflow, where the amount of memory
allocated to hold the contents of the “bof” file was not large enough and offered no protection. We
will cover buffer overflows in a bit more detail in an upcoming module. They can sometimes be used
to take control of a process.
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N

[ 2 Questions

1. What is the name of the tool we used to display text from the program?
2. What message did we get during the buffer overflow?
3. What do we prepend to a program to ensure it runs from the current folder?

Exercise Takeaways

In this lab, you completed the following tasks:

e Analyzing the non-trojaned program
»  Analyzing the trojaned program and gaining privileged access
»  Checking for a buffer overflow

As you can see, modifying a program and having it perform something to an attacker’s advantage is quite
trivial. It is important to always get software from trusted locations. If using open source software, it is highly
advised that someone perform a code review to check for backdoors and other malicious code that may have
been added. Code review is a highly skilled role that requires the reviewer to be proficient in the programming
language of the program they are reviewing. These individuals also check for programming errors that may
lead to vulnerabilities such as a buffer overflow.
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\.

)

f ¥ Question Answers

1. What is the name of the tool we used to display text from the program? strings
2. What message did we get during the buffer overflow? Segmentation Fault
3. What do we prepend to a program to ensure it runs from the current folder? g
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Lab 3.1

Nmap
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Lab 3.1 — Nmap

i ] Background

One of the tools covered in the previous module is Nmap. This powerful tool has the capability to perform
many different types of network scans, including ping sweeping, TCP/UDP port scanning, OS fingerprinting,
application version scanning, and even script execution with the Nmap Scripting Engine (NSE). Nmap was
originally written by Gordon Lyon, who goes by the name Fyodor. It was originally released in 1997 and has
grown to the most popular open source port scanner used today. The project is actively maintained and
available at https://nmap.org/. You can find a large number of freely available port scanners on the Internet;

however, few would argue that Nmap is the best one and easily rivals any commercially available product.

(4 Obijectives

» introduction to Nmap and its features &
+  Port scanning with Nmap

+ OS and application version scanning
s . Nmap Scripting Engine {NSE}

Your objective for this lab is to get a good look at the power and ease of use of Nmap and its various types of
scans. First, you closely look at some of the most commonly used features, such as the ability to save your
scan results, change timing options, and start different types of scans. Next, you perform different scan types
against your target Windows 10 VM. After identifying open ports, you use OS fingerprinting and application
version scanning to learn more about the services running on the target. Finally, you utilize the Nmap Scripting
Engine (NSE) to perform a Simple Network Management Protocol (SNMP) scan and enumerate information
from the Windows system. You use your Kali VM for this lab and Windows 10 as the target.

@ Duration - 25 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. The duration estimate of this lab can decrease or increase depending on various factors, such as
the booting of virtual machines, the speed and amount of RAM on your computer, and the time you take
to read through and perform each step. All labs are repeatable both inside and outside the classroom, and
it is strongly recommended that you take the time to repeat the labs both for further learning and practice
toward the GIAC Security Essentials Certification {GSEC).
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1. Start Kali Linux and log in to the system as root with a password of toor.
2. Bring up a Terminal window if one is not already open. This can be done by clicking the following icon

on the left side of your Kali Linux desktop: )

3. Navigate to your “/root/Labs/401.3/nmap/” folder, by typing the following command “cd
[root/Labs/401.3/nmap,” and pressing Enter.

root@kali:~# ed /root/Labs/401. 3/nmap
_root@kall.'v/Labs/llO ’_,;/nmap# _

NOTE: Today’s labs each have their own subfolder under 401.3 to ensure that files are not
inadvertently overwritten.

4. Look at the most commonly used Nmap commands by typing the following “nmap --help | more” and
pressing Enter.

root@kali:~/Labs/401.3/nmap# nmap --help | more
Nmap 7.01 ( https://nmap.org )
Usage: nmap [Scan Type(s)] [Options] {target specification}
TARGET SPECIFICATION: : ;
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10. 0 0-255.1-254
-iL <inputfilename>: Input from list of hosts/networks
-iR <num hosts>: Choose random targets e
-—exclude <host1[ TaveX=iet 2t | s toxchal ST | ot EXclude hosts/networks
—~excludeflle <exclude flle> Exclude llstlfrom flle
HOST DISCOVERY ' '

Press Enter to scroll down through the options and take a moment to read through some of them to
get an idea of the types of options available with Nmap. When you finish you can press the Q key to
exit. Nmap also has a man page, but it is large. It might be easier to go to the https://nmap.org
website and read through the manual at that location.

For the next set of commands, you use special flags to specify the number of lines to display after
matching a pattern using grep. The flags “-A” mean “After” and “-B” mean “Before.” These flags
enable you to specify a value directly after them to indicate the number of lines, such as “-A5.”

© 2017 Stephen Sims SEC401 Workbook 3.3



5. Look at the available host discovery options. Enter the command “nmap --help | grep "HOST
DISCOVERY" -A10” and press Enter as shown here:

root@kali:~/Labs/401.3/nmap# nmap --help | grep "HOST DISCOVERY" -A10
HOST DISCOVERY:

-sL: List Scan - simply list targets to scan

=8hi Ping Scah =-disable port’' scan

~Pn: Treat all hosts as online -- skip host discovery

-PS/PA/PU/PY [portlist]:TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
PO [protocol "1Iist]: 'TPIiProtocoll Ping

-n/-R: Never do DNS resolution/Always resolve [default sometimes]
~-dns-servers Sgenvlil senviiliiirs Spec1fy custom DNS servers
——system-dns Use OSVS DNS resolver ' ; :

The “-A10” flag tells the grep tool to display 10 lines after matching the words “HOST DISCOVERY.”
Remember, Linux is case-sensitive. A concise yet clear description is listed next to each option. A
couple examples include the -sn option, which tells Nmap to ping the devices only and not perform a
port scan, as well as the -Pn option, which tells Nmap to assume all hosts are online and to not
perform host discovery on them first. Each of the options listed tells Nmap how you would like it to
determine whether a host is online or reachable.

6. Type in the following command to see the various scanning techniques “nmap --help | grep "SCAN
TECHNIQUES" -A8” and press Enter.

root@kali:~/Labs/401.3/nmap# nmap --help | grep “SCAN TECHNIQUES" -AS8
SCAN TECHNIQUES: :
~sS/sT/sA/sW/sM: TCP SYN/Connect()/ACK/Wlndow/Malmon scans
—-sU: UDP Scan :
-sN/sF/sX: TCP Null, FIN, and Xmas scans
—-scanflags <flags>: Customize TCP scan flags
-sl <zombie host[:probeport]>: Idle scan.
~sY/sZ: SCTP INIT/COOKIEwECHO scans'
ston IP protocol scan s

We have displayed only a tiny sample of the available Nmap commands so far, and you can already
start to see its depth. This being the case, we will continue to cover some of the most commonly used

options.
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On the first line under “SCAN TECHNIQUES” in the above output, you see “-sS/sT/sA/sW/sM.” These
are common flags used in a TCP scan. Notably:

e -sSperforms a SYN or Stealth scan to each port designated and does not send the final ACK in
the 3-way handshake. This is to try to avoid having the connection attempt logged because
some older systems do not log the attempt until the 3-way handshake completes.

* -sT attempts a TCP connect scan to each port designated and completes the 3-way handshake
to see if the port is open.

¢ -sA performs an ACK scan to each port designated. This means that it does not first send a SYN
packet as expected and sends a packet only with the ACK flag set. The idea is to try and pass
through some filters wrongly making the assumption that if the ACK flag is set, that it must be
from an active TCP session that is permitted.

* -sW also performs an ACK scan but also interrogates the TCP window size because some
systems set the window size to 0 if the port is closed.

* -sM performs a Maimon scan and is named after the author Uriel Maimon. This scan
technique modifies the TCP flags that proved useful inidentifying some BSD-derived operating
systems.

The -sU option tells Nmap to scan UDP ports instead of TCP ports. Other scans such as “Null, “FIN,”
and “Xmas” each use different combinations of the TCP flags to try and elicit a response. As
previously mentioned, we will not cover every one of the commands because there are far too many,
and they are all well documented in the Nmap documentation.

Nmap enables you to specify single ports to scan, ranges of ports, and other options. Type the following
command to see the various options “nmap --help | grep "PORT SPECIFICATION" -A7” and press Enter.

root@kali:~/Labs/401.3/nmap# nmap --help | grep "PORT SPECIFICATION" -A7
PORT SPECIFICATION AND SCAN ORDER:

-p <port ranges>: Only scan specified ports

Exa i spo oy apla6bh3hyiien Uis S@a il isgl i sisd he 805 3918080 . 949

-—exclude-ports <port ranges>: Exclude the specified ports

~F: Fast mode - Scan fewer ports than the default scan

-r: Scan ports consecutively - don't randomize

--top-ports <number>: Scan <number> most common ports :

~-port-ratio <ratio>: Scan ports more common than <ratio>

The most common option used in this section is “-p,” which enables you to limit the number of ports
scanned. As you can see, some examples include, “-p22,” which scan only port 22, commonly used for
Secure Shell (SSH). Another is “-p1-65535,” which scans all ports available in the 21 range. You can
also specify individual ports and ranges together, such as that with “-p137,139,445-500.” This would
scan ports 137, 139, and then 445 through 500.
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7. Nmap supports various timing options to slow down or speed up your scans. To view a sampling of
the available timing options, enter the following command “nmap --help | grep "TIMING AND PERF"
-A12” and press Enter.

root@kali:~/Labs/401.3/nmap# nmap --help | grep "TIMING AND PERF" -Al12
TIMING AND PERFORMANCE :
Options which take <time> are in seconds, or append 'ms' (milliseconds),
's!o(seconds) s dmli (minutes)y iopi thilldi(hours) to the value' (e.qg. 30m).
-T<0-5>: Set timing template (higher is faster)
--min-hostgroup/max-hostgroup <size>: Parallel host scan group sizes
--min-parallelism/max-parallelism <numprobes>: Probe parallelization
--min-rtt-timeout/max-rtt-timeout/initial-rtt-timeout <time>: Specifies
probe round trip time. ]
~-max-retries <tries>: Caps number of port scan probe retransmissions.
—nhost -timeout <time>: Give up on target after this long
~--scan-delay/--max~ scan -delay <time>: Adjust delay between probes
grphinsbate <number> Send packets no . slower than <number> per second
~~max rate <number> Send packets no ‘nstei than <number> per second

Setting the timing options is commonly used to try and evade detection by intrusion detection
devices, as well as to avoid overburdening a busy network or system. It is also the case in which if too
much time is spent on a single system during a long scan, that the time could be better spent on
another system that is actively responding. Some of the notable options include the following:

e -T: This option enables you to choose a value between 0 and 5, each performing the scan at
different speeds. The lower the number, the slower the scan is performed.

e -max-retries: This option tells Nmap how many times to retransmit probe attempts to a
system.

e -host-timeout: This option tells Nmap how quickly to give up on a host.

e -min-rate <number>: This option tells Nmap to send packets no slower than the number
specified per second.

e -max-rate <number>: This option tells Nmap to send packets no faster than the number
specified per second.
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8. Another useful option in Nmap is outputting the data into various formats for use after the scan.
Enter the following command to see the options, “nmap --help | grep "OUTPUT" -A8” and press
Enter.

root@kali:~/Labs/401.3/nmap# nmap --help | grep "OUTPUT" -A8
OUTPUT:
—oN/-0X/-08/-0C <file>: Output scan in normal, XMIL, s|<rIpt kIddi3,
and Grepable format, respectively, to the given filename.
—oA <basename>: Output in the three major formats at once o
~v: Increase verbosity level (use -vv or more for greater effect)
~-d: Increase debugging level ({use -dd. or more for greater . effect)
. —-reason: Dlsplay the reason a port 1s ] Elcular state

First, look at the primary output options:
¢ -oN prints the output to the file you specify exactly how it displays on the screen.
® -oX prints the output to the file you specify in XML format.
* -0S prints the output to the file you specify in “script kiddie” format, which is mostly for fun.
¢ -0G prints the output to the file you specify in grepable format.
* -0A prints the output to the file you specify in normal, XML, and grepable formats.

The -reason option is useful because it specifies how it determined the state of the port. The -packet-
trace option shows all packets sent and received.
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Task 2 — Port Scanning with Nmap

1. If your Windows VM is not started, start it up and wait for it to boot before proceeding to the next
command. If the Windows VM is not fully run, the output for the next section will not be accurate.
2. Try running your first scan against the target Windows 10 VM. If you do not specify a port range to
Nmap, it defaults to checking the top 1,000 most common ports. Now allow Nmap to do that while
using a TCP connect scan. You can also use the packet trace option and output the results to our
current folder. From your “/root/Labs/401.3/nmap” folder, enter the following command, “nmap -sT
--reason 10.10.10.10 -oN scanl.txt” and press Enter.
root@kali:~/Labs/401.3/nmap# nmap -sT --reason 10.10.10.10 -oN scanl.txt
Starting Nmap 7.01 ( https://nmap.org ) at 2017-04-15 14:37 EDT
Nmap scan report for 10.10.10.10
Host is up, received arp-response (0.00100s latency).
Not shown: 995 closed ports
Reason: 995 conn-refused
PORT STATE SERVICE ~ REASON
21l/tcp  openi: fitp syn-ack
80/tcp open http syn-ack
135/tcp open msrpc syn-ack
139/tcp open netbios-ssn syn-ack

| hildrodonkedaisynEadk G
0:0C:29:85:27:85 (VMware

NOTE: Some of the commands can take 20-30 seconds to run before they show results. There can also
be some subtle differences in the output. For example, the MAC Address on your system will be
different than what displays here. However, the key results that you are interested in should be the

same.

From the results, you can see that TCP port 21 (FTP), port 80 (HTTP), port 135 (RPC), port 139
(NetBIOS), and port 445 (Microsoft-ds) are open. You also see that the reason is due to a syn-ack from
the target. The result of this scan was saved to a file in your current directory called “scanl.txt.” You
can review that file and delete it if wanted.
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3. Tryrunning a UDP scan against a couple commonly used ports. Note that UDP scans can take a bit
longer to finish because no control flags exist. With TCP connections you expect a syn-ack or reset to
come back from the target. Nmap eventually times out with its default settings, which can, of course,
be changed. Enter the following command “nmap -sU 10.10.10.10 -p69,161 —oN scan2.txt” and press
Enter.

root@kali:~/Labs/401.3/nmap# nmap -sU 10.10.10.10 -p69,161 -oN scan2.txt

Starting Nmap 7.01 ( https://nmap.org ) at 2017-04-15 14:42 EDT
Nmap: scan reportifor L0l 0 L0 10 :

Host is up (0.00037s latency) .

PORT STATE _ SERVICE
69/udp closed L il
161/udp open|filtered snmp
MAC Address 00:0C:29

S oD LD

4. This time the results are coming back as “closed” and “open |filtered.” This means that Nmap did not
receive a response from the port to indicate that they are opened or closed. This is partially due to
UDP not including control flags at the transport layer. We will get back to this one in a bit!

5. Now perform a host discovery scan. With this scan type only host discovery is performed and no port
scan. Enter the following command to perform the host discovery scan of all IP addresses between
10.10.10.10 and 10.10.10.20 by typing “nmap -sn 10.10.10.10-20” and pressing Enter.

‘root@kali:~/Labs/401.3/nmap# nmap -sn 10.10.10.10-20

Nmap scan report for 10.10.10.10

Host is up (0.00028s latency).

MAC Address: 00:0C:29:EC:6A:61 (VMyare)
Nmap scan report for 10 101020 &
Host is up. = ' '

Nmap done il P addresses (2 hosts up) scanned 1n 26 30 seconds

Starting Nmap 7.01 ( https://nmap.ii Jiati 2016-0321" 4 6n 51 EDT

As you can see, and as expected, 10.10.10.10 and 10.10.10.20 are reachable, but you get no
responses from 10.10.10.11-10.10.10.19.
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6.  Perform a TCP stealth scan that does not perform name resolution, along with the packet trace
option. You should see a huge increase in speed by not performing name resolution. If a DNS server
were available, the previous scans would have been faster. The packet trace option prints more
details for each packet sent. To keep the output to a minimum, scan only for TCP port 80. Remember
that you can always add the —oN option or another autput flag to save the results to a file. Type
“nmap -n --packet-trace -s$ 10.10.10.10 -p80” and press Enter.

root@kali:~/Labs/401.3/nmap# nmap ~n --packet-trace -sS 10.10.10.10 -p80

Starting Nmap 7.01 ( https://nmap.org ) at 2016-03-21 16:57 EDT

SENT (0.0606s) ARP who-has 10.10.10.10 tell 10.10.10.20

RCVD (0.0609s) ARP reply 10.10.10.10 is-at 00:0C:29:EC:6A:61

SENT (0.1247s) TCP 10.10.10.20:57343 > 10.10.10.10:80 S ttl=57 id=21952
iplen=44 seq=3889222092 win=1024 <mss 1460>

RCVD (0.1249s) TCP 10.10.10.10:80 > 10.10.10.20:57343 SA tt1=128
id=28788 iplen=44 seq=1124724968 win=8192 <mss 1460>

Nmap scan report for 10.10.10.10 g

Host is up (0.00030s latency).

PORT STATE SERVICE

.80/tcp open  http . B

C Address. 00: 0cC: 29 EC 6A:61w(VMware)

0:17 seconds

NOTE: Some of the information like the MAC Address might be different in your results.
TCP port 80 is open as expected, but notice the lines starting with the words “SENT” and “RCVD.” This

shows detail on each packet sent to the target. Notice also that you never send the final ACK as you
would if using the =sT option instead of the —sS option.
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-’#3 Task 3 - OS and Application Version Scanning

1. Operating system fingerprinting and application version scanning is yet another great feature of
Nmap. By inspecting the responses from a reachable system, Nmap can try and determine what 0S
type the system runs. A simple example of this concept could include the inspection of the Time To
Live (TTL) field in an IP header. The default TTL on a Windows system is 128. If Nmap inspects the TTL
of a packet received from the target device and it is 120, Nmap could infer that the system is likely to
run Windows because many Linux OSes and Mac OS X default to a TTL of 64 and other OSes such as
OpenBSD default to a TTL of 255. Remember, this is just an example and Nmap uses many different
checks to try and determine the OS, such as IPID sampling and TCP window size checking. Enter the
following command, “nmap -n -sT -0 10.10.10.10 -p21,80” and press Enter.

root@kali:~/Labs/401.3/nmap# nmap -n -sT -0 10.10.10.10 -p21,80

Starting Nmap 7.01 ( https://nmap.org ) at 2017-04-15 14:45 EDT
Nmap scan report forid O8] 05105010 .

Host is up (0.00048s latency) .

PORT  STATE SERVICE

21/tcp open ftp

80/tcp open http ; i
MAC Address: 00:0C:29:85:27:85 (VMware)
Warning: OSScan results may be unrellabl‘
least 1 open and 1 closed port B
Device type: general purpose
Runnlng Mlcrosoft Wlndows lO

cause we could not find at

rRTDL tance

o nop-'f

In this case, Nmap could determine the exact operating system. It is important to note that
depending on how your system is configured, Nmap could return “No exact OS matches for host,”. In
those cases, you would look at the percentage of confidence to get an idea of which operating system
is running. To perform OS fingerprinting, Nmap needs at least one open port to connect to on the
target system. For more information on what checks Nmap performs to determine this information,
see https://nmap.org/book/man-os-detection.html. Your output may vary slightly.

2. You saw previously that TCP port 80 listens on 10.10.10.10; however, you do not know what service
runs on this port. TCP Port 80 is the default and well-known port for HTTP, but you need to confirm
this assumption. You also want to know what web server version runs on this port. To do this you can
use Nmap’s application version scanning. Actually, if you use the -A option, Nmap performs both 0S
fingerprinting and application version scanning. To test this, enter the following command, “nmap -n -
sT-A10.10.10.10 -p21,80” and press Enter.
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- root@kali:~/Labs/401.3/nmap#

Inspect the marked area in the preceding output. You should quickly see that Nmap determined that
FTP anonymous access is allowed. If you're lucky, Nmap also performs a directory listing; however,
depending on your system in some cases it might time out waiting for that to occur. You should also
see that Microsoft IIS httpd 10.0 was identified as the service running on TCP port 80. Nmap has done
a great job at accurately determining the services running on the target OS.
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2 Task 4 - Nmap Scripting Engine (NSE)

1. The final task in this lab is to use the Nmap Scripting Engine (NSE). Nmap started as a simple port
scanner but now has the capability to execute both simple and complex scripts against a target
system. Many scripts, grouped together into various categories, are available by default with Nmap.
You can also write your own custom scripts using the LUA programming language. You can find more
information about the NSE and LUA at https://nmap.org/book/nse.html. A large number of NSE
scripts are on your system by default, which are stored in the “/usr/share/nmap/scripts/” folder. Just
to look at a small sample of the scripts available, enter the following command to get all scripts that
start with the letter “p,” “Is fusr/share/nmap/scripts/p*”. and press Enter.

root@kali:~/Labs/401.3/nmap# ls /usr/share/nmap/scripts/p*
/usr/share/nmap/scripts/p2p-conficker.nse
/usr/share/nmap/scripts/path-mtu.nse
/usr/share/nmap/scripts/pcanywhere-brute.nse
/usr/share/nmap/scrlpts/pgsql brute nse' i

As you can see, scripts are available to brute force the password for a system running PC Anywhere
and Post Office Protocol 3 (POP3), as well as a script related to the infamous Conficker worm that
came out a few years ago.

2. Earlier, we said that we would get back to the issue around the UDP scan not returning any absolute
results. We use an NSE script to attempt to guess the Simple Network Management Protocol (SNMP)
community string on the target Windows VM. SNMP uses the well-known UDP port 161. If the scan is
successful, you can use the community string as a form of authentication to pull information from the
system.

SNMP is a protocol used to receive system status information from servers, network devices, VOIP
phones, and more. It can also be used to make changes to a system depending on the level of access.
In SNMP version 1 and 2¢, the community strings are sent in the clear over the network, which poses
an eavesdropping risk. SNMP v3 supports endpoint authentication and encryption to better secure
the connection.
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First, look at the community string wordlist used to run a dictionary attack against the target system.
From your “/root/Labs/401.3/nmap” folder, enter the following command, “cat community.Ist” and
press Enter.

root@kali:~/Labs/401.3/nmap# cat community.lst

private
prlvate
cisco
clsco
security
securlty
secret
secr3t
s3cret
s3cr3t
PUBLIC
‘public
publla

This list contains commonly used community strings and is used by the NSE script to attempt to guess
the one used by the Windows 10 system.

3. Torun a specific NSE script, use the --script option, followed by the script name and arguments. If you
want to run the most common scripts, use the -sC option. Scripts are broken into various categories,
some of which could potentially do harm to a system or service. Run the snmp-brute script and
provide it with a wordlist that resides in your current directory called “community.Ist.” Note that the
command is long and wraps to two lines. Be careful typing it as typos cause the command to fail or
give the wrong results. Enter the following, “nmap -sU -p161 --script snmp-brute 10.10.10.10 --script-
args snmp-brute.communitiesdb=community.lIst” and press Enter.

root@kali:~/Labs/401.3/nmap# nmap -sU -plél --script snmp-brute
10.10.10.10 --script-args snmp-brute.communitiesdb=community.lst

Starting Nmap 7.01 ( https://nmap.org ) at 2016-03-21 18:01 EDT
Nmap scan report for 10.10.10.10

Host is up (0.00031s latency) .

PORT STATE SERVICE

161/udp open|filtered snmp

| snmp-brute: .
|_public > Valid credentials -
(VMware) X

MAC Address: 00:0C:29:EC:06A:61

Nmap done: 1 IP address (1 host up) scanned in 14.78 seconds

If you get an error message saying, “Segmentation Fault,” try running the command again. As you can
see, Nmap determined that the community string of “publ1c” is valid. Note that it is using the number
1 instead of the letter “i.” Use this to scan the target system for information!

© 2017 Stephen Sims SEC401 Workbook 3-14



- o

2y

Now that you have successfully guessed the SNMP community string used by the target Windows 10
system, use a different tool to enumerate some information. The tool is snmp-check and is installed
by default on your Kali Linux VM. It was written by Matteo Cantoni at http://www.nothink.org/.

The snmp-check tool requires that you supply it with the IP address of the target system and the
community string that you recovered. A large amount of data displays on the screen; therefore, we
will use grep to look at specific results. You can exclude the grep command to see the complete
response. Enter the following command (note that it wraps onto a second line due to the size of the
command), “snmp-check -t 10.10.10.10 -c publlc | grep "User accounts" -A11” and press Enter.

You can see various usernames in the response! You can try grepping for other keywords such as
“Software components” to see the installed applications, as well as others. Again, exclude the grep
command to see all results.

If you have time, you can experiment more with Nmap and its many options.
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1.  What Nmap option enables you to write the results in XML format?
2. Which Nmap scan type performs a Stealth Scan?
3. inwhat language are NSE scripts written?

Exercise Takeaways

In this lab you completed the following tasks:

e Introduction to Nmap and its features
. Port scanning with Nmap

¢ 0S5 and application version scanning

¢ Nmap Scripting Engine (NSE)

Nmap is by far the most widely used port scanner available today. As previously stated, it started as a simple
port scanner but has grown to much more including OS and application identification and vulnerability
scanning and exploitation with the Nmap Scripting Engine (NSE). As with all the tools used in this class, you
must always have written permission prior to running them on a production network or system. Improperly
used, tools such as Nmap have the capability to inadvertently set off IDS alerts, as well as negatively impact
systems and networks. Always use caution.
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EJ’ Question Answers

1) What Nmap option enables you to write the results in XML format? __ -oX
2}  Which Nmap scan type performs a Stealth Scan? -sS
LUA

3} Inwhat language are NSE scripts written? _
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Lab 3.2

Snort
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Lab 3.2 - Snort

&n Background

In the previous module, you learned about the Snort Intrusion Detection System (IDS). Snort is a mature,
widely used IDS with great community support. In October 2013, Sourcefire, the company that created Snort,
was acquired by Cisco and is fortunately still freely available at https://www.snort.org/. Snort is already
installed on your Kali Linux VM and ready to use. It comes with a large number of IDS signatures, each
categorized into different groups such as exploit, DoS, VOIP, and scanning. As an analyst, you can choose
which categories you want to include or exclude. Turning on all the default rules can generate a large number
of false positives, and an IDS requires ongoing tuning to get the most value. Snort is also extensible, meaning

that you can write custom signatures and other functionality to meet your needs.

(4 Obijectives

e Introduction to Snort and its features (&
¢  Running Snort and triggering an alert
e  Reviewing Snort logs and the matched signatures

Your objective for this lab is to understand the most common Snort commands, its configuration file, and rules
used for signature matching. You then proceed to run Snort as an IDS and trigger an alert by sending traffic
from your Windows 10 VM. After an alert is triggered, you stop Snort and review the log files. Finally, you
examine the matched signature to understand how the matching was performed.

® Duration - 20 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. The duration estimate of this lab can decrease or increase depending on various factors, such as
the booting of virtual machines, the speed and amount of RAM on your computer, and the time you take
to read through and perform each step. All labs are repeatable both inside and outside of the classroom,
and it is strongly recommended that you take the time to repeat the labs both for further learning and
practice toward the GIAC Security Essentials Certification (GSEC).
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3 Task | - Introduction to Snort and Its Features

Snort can quickly become a complex tool to administer. It is best practice to avoid making changes to
items such as configuration files unless you are experienced with the tool. The configuration file for
Snort is quite large and is available at /etc/snort/snort.conf. If you examine this file in its entirety you
can notice different sections such as preprocessors, output configuration settings, rule categories to
be included when Snort runs, and various other settings. Snort is currently set up to write the log and
alert files to the default syslog location at /var/log/snort. Preprocessors are responsible for work such
as traffic normalization, as well as non-signature based detection.

Change to the correct directory by typing “cd /etc/snort/rules” and pressing Enter.

root@kali:~/Labs/401.3/cmd inj# cd /etc/snort/rules
root@kall ~/etc/snort/rules#

e

Look at some of the rules categories in the snort.conf file. Type “cat /etc/snort/snort.conf | tail” and
press Enter, as shown here.

S SHe S S o o o

root@kali:/etc/snort/rules# cat /etc/snort/snort conf | tail

# Event thresholdlng or suppress:Lo

f;nclude threshold conf

include $SO RULE PATH/smtp.rules
include $SO RULE PATH/snmp.rules
include $SO RULE PATH/specific-threats.rules
include $SO RULE PATH/web-activex.rules
include $SO RULE PATH/web-client.rules
include $SO RULE PATH/web-iis.rules
inciu'de $50_RULE, PATH/-web'—r’nisc.ru_le-sf |

NOTE: We piped the output of the cat command into the tail command. By default tail prints out the
last 10 lines of input. This can be changed by specifying an argument such as “tail -15” to show the
last 15 lines.

In the preceding image, you can see references to “smtp.rules,” “snmp.rules,” “web-iis.rules,” and
others. Notice a # sign at the start of each line. This means that they are commented out and are
currently not loaded when running snort. To add them you would simply edit the file and remove the
# symbols from the front of the wanted lines.

As previously mentioned, if you were to uncomment all the "rules” lines, many containing a large
number of Snort signatures, you can expect Snort to alert on a lot of traffic that is not actually attack
traffic. These are called “false positives” and can be a nuisance. It is better to have a smaller number
of valuable Snort signatures that detect only on real attack traffic versus thousands of signatures that
alert on legitimate production traffic.
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3. Look at one of the specific rules files. These files are not well-formatted; therefore, you can look at
one of the smaller files so that the output fits onto a single screen. The rules are located in the
“fetc/snort/rules” folder where you should already be located. You can run an Is /etc/snort/rules” to
see all the various categories, but that isn’t required. We will look at the “community-icmp.rules” file.
Type “cat community-icmp.rules” and press Enter, as shown here.

root@kali:/etc/snort/rules# cat community-icmp.rules

# Copyright 2005 Sourcefire, Inc. All Rights Reserved.

# These rules are licensed under the GNU General Public License.
# Please see the file LICENSE in this directory for more details.
# $Id: community-icmp.rules,v 1.4 2006/06/01 15:51:28 akirk Exp §

#Rule submitted by rmkml l

alert icmp SEXTERNAL NET any -> $SHOME NET any (msg:"COMMUNITY ICMP Linux
DoS sctp Exploit!; dcode:2; itype:3: content:"|[28 00 00 50 00 00 00 00
F9 57 1F 30 00 00 00 00 00 00 00 00 00 00 00 00[";:

reference:nessus, 19777; classtype:attempted—user; 51d:100000164; rev:2;)

alert icmp SEXTERNAL NET any -> $HOME NET any (msg: "COMMUNITY ICMP
undefmed code" 1code :.<>18, classtype mlsc—act1v1ty,- £1d:100000197;

Two rules are in the “community-icmp.rules” file. In the preceding output, the two rules were
separated with an empty line to make them easier to identify; however, in the actual file, no empty
line is between the two signatures. This can make reading files containing a large number of
signatures problematic.

Now go through the first signature starting beneath the line “#Rule submitted by rmkml.”

e alert: The action to take when a match is found

e icmp: The protocol to match on

e SEXTERNAL_NET any ->: A variable representing an external network such as the Internet

e SHOME_NET any: A variable representing a trusted internal network

e (msg: “COMMUNITY ICMP Linux DoS sctp Exploit”: The message to include in the alert

e icode:2; itype:3;: The ICMP Type and Code on which to match

e content:”|28 00 00 50 00 00 00 00 F9 57 1F 30 00 00 00 00 00 00 00 00 00 00 00 00|”;: The
hexadecimal content included in the packet on which to perform a match

e reference:nessus,19777;: A reference to a corresponding Nessus plugin

e classtype:attempted-user;: The vulnerability class type

e sid:100000164; rev:2;): The unique Snort signature ID and revision number

Some rules are easy to read and others can get quite detailed and complex. One of the skills required

to write good IDS signatures is to determine how to avoid false positives and match only on the traffic
in which you are interested.
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#& Task 2 - Running Snort and Triggering an Alert

1. Snort can run in various modes, such as sniff-only mode and IDS mode. Different levels of logging and
alerting can be specified, as well as many other settings. As with many Linux command-line tools, the
v” flag can be added to increase the verbosity of data collected or printed to the screen.

When running snort, you can notice a large amount of data printed to the screen. This is mostly
information pulled from the snort.conf configuration file, showing you that everything has
successfully loaded, or if there are any errors preventing Snort from running. In the snort.conf file on
your Kali Linux VM, all rules categories have been commented out except for the file “tftp.rules.” This
was intentionally done so that you are not inundated with logs and alerts unrelated to the specific
signatures you trigger.

Change directories to “/var/log/snort” by typing “cd /var/log/snort” and pressing Enter, as shown
here.

root@kali: /etc/snort/rules# cd /var/log/snort
4root@kall /var/log/snort#

2. After verifying that you are at “/var/log/snort,” delete any files that may exist in this directory by
typing “rm *” and pressing Enter, as shown here.

root@kali:/var/log/snort# rm *
rm: cannot remove ‘#(.*’f No such f:Lle or

We got the message, “rm: cannot remove “*.*’: No such file or directory.” If you geot this message as
well, it just means that there is nothing to delete. If you did not get this message, it means that
something was deleted.

3. Youare now ready to start up Snort. Type in “snort -c /etc/snort/snort.conf -i eth0 -A full” and press
Enter, as shown here:

root@kali:/var/log/snort# snort -c /etc/snort/snort.conf -i eth0 -A full
Running in IDS mode

-~== Tnitializing Snort ==-—-
Initializing Output Plugins!
Initializing Preprocessors!
Initializing Plug-ins! .
Parsing Rules file “/etc/snort/snort conf" :

The “-¢” option enables you to specify the configuration file to use; the “-i" option enables you to
specify the interface; and the “-A full” options sets alerting to full mode. After pressing Enter a ton of
information displays on your screen. The previous output is the first bit of information that Snort
displays.
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After printing all the information to the screen, Snort should look like it's hanging with the following:
NOTE: The pid value might be different on your system, but Snort is still properly running.

Preprocessor Object: SF SMTP Version 1.1 <Build 9>
Preprocessor Object: SF SDF Version 1.1 <Build 1>
Preprocessor Object: SF MODBUS Version 1.1 <Build 1>
Preprocessor Object: SF REPUTATION Version 1.1 <Build 1>
Preprocessor Object: SF DNS Version 1.1 <Build 4>
Preprocessor Object: SF DCERPC2 Version 1.0 <Build 3>
Preprocessor Object: SF_FTPTELNET Version 1.2 <Build 13>
Preprocessor Object: SF _SSH Version.l.l <Build 3>
Commencing packet processing (pid=11565) - .. - . i: S :

. R LT R IR e e I f
B e . PRI LIS RIRRT S Nt A it H s S R )
—a . Lo RSyt g il L e Bl : s

4.  With Snort running, switch to your Windows 10 VM. Bring up Windows Explorer by pressing and
holding the Windows logo key R on your keyboard and then the “E” key. Another option is to click
the folder icon on the taskbar at the bottom of your Windows 10 desktop. m

5. From Windows Explorer, navigate to “C:\Labs\401.3” and double-click the file, “tftp_snort,” as shown
with the arrow:

PR s ians _ 0 »
p Home Share View @
& v A » ThisPC » Local Disk(C:} > Labs » 401.3 v Searchait,3 ysl

& OneDrive ” Name Date madified Type Size
£l This PC ¥ Command Prompt 22472006 217PN Sherteut KB

A 11

'@ titp_snort 3/22/2016 00PN Python File 1KB

R Deskiop

|4} Documents t

‘ Downloads

D Music

w, Pictures

B Videos

‘e Locat Disk (C)

I RPUR v

2items 1 itern selected 8§17 bytes
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After double-clicking the “tftp_snort” file, the following window should appear:

1 C:\Python27\python.exe

This script a

0 10.10.10.20 on UDP p

The “tftp_snort” file is actually a Python script that makes two TFTP requests to the 10.10.10.20 Kali
VM. The first request attempts to GET the “/etc/shadow” file, and the second request attempts to GET
a 110-character filename of all A’s. Each of these should match signatures that Snort uses on Kali. At
the bottom of the window, it says, “Press Enter to exit...” Go ahead and press Enter to close the Python

window.

6. Switch to your Kali Linux VM, and go to your Terminal window where Snort runs. Press CTRL+C and
press Enter to terminate the Snort session. Your screen should look like this:

dcerpc? Preprocessor Statistics
Total sessions: 0

STRUPreprocessorniStatistics
Total sessions: 0

Snort exiting
root@kali:/var/log/snort

With Snort terminated, type “Is” and press Enter as shown here:

root@kali:/var/log/snort# 1s
alert snort.log

Two files should be listed, “alert” and “snort.log.” Move to the next task.
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ﬁg Task 3 - Reviewing Snort Logs and the Matched Signatures

Look at the alert file that was generated. From your “/var/log/snort” folder, type “cat alert” and press

Enter, as shown here:

1.

root@kali:/var/log/snort# cat alert

[**] [1:1442:4] TFTP GET shadow [**]
[Classification: Successful Administrator Privilege Gain] [Priority: 1]

03/23-12:38:46.114901 10.10.10.10:58144 -> 10.10.10.20:69
UDP TTL:128 TOS:0x0 ID:6262 IpLen:20 DgmLen:51

Len: 23 .

[**] [1:1941:9] TFTP GET filename overflow attempt [**]

[Classification: Attempted Administrator Privilege Gain] [Priority: 1]
03/23-12:38:47.116146 10.10.10.10:58145 -> 10.10.10.20:69
UDP TTL:128 TOS:0x0 ID:6263 IpLen:20 DgmLen:150

Len: 122 o S '
i?name=2002-0813) [Xref

You should see two alerts as shown by the arrows:

The top one, “TFTP GET shadow” alert was triggered by the TFTP request from Windows

attempting to access the “/etc/shadow” file.
The bottom one, “TFTP GET filename overflow attempt” was triggered by the attempt to
access a 110-byte filename. This was considered to be a buffer overflow attempt. What if

there were actually a legitimate filename of 110 bytes accessed by an authorized user? It

would have heen a false positive.
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2. Use the xxd tool to look at the “snort.log” file. The xxd tool simply dumps the contents of a file in
hexadecimal. Type “xxd snort.log” and press Enter, as shown here:

root@kali:/var/log/snort# xxd snort.log

00000000: 0000 0002 0000 005d 0000 0000 0000
00000010: 56f2 c696 56£2 ¢696 0001 c0d5 0000
00000020: 0000 0041 000c 29%ee 557d 000c 29ec
00000030: 0800 4500 0033 1876 0000 8011 fal?2
00000040: 0Oala 0Oala 0ald e320 0045 001f 1d77
00000050: 2fe5 7463 2f73 6861 646f 7700
00000060: 7363 6969 0000 0000 0200 0000
00000070: 0000 0000 0256 f2c6 9756 f2cb
00000080: b200 0000 0100 0000 a400 0c29
00000090: 0c29 echa 6108 0045 0000 9618
000000a0: 11£f9 aela 0ala 0ala 0ala 14e3
000000b0: 825a 8cO0 0141 4141 4141 4141
000000cO: 4141 4141 4141 4141 4141 4141
000000d0: 4141 4141 4141 4141 4141 4141i4141 i

000000e0: 4141 4141 4141 41 4141 4141 AMAAAAAAAAAAAAAA
000000£0: 4141 4141 4141 414 1 4141 4141 AAAAAAAAAAAAAAAA
00000100: 4141 4141 4141 4141 4141 1 AAAAAAAAAAAAAAAA
00000110 1 Al At cade i A die | AARAAAAAAAAAAAAA
100000120: 4141 4100 6e65 7461 7363 AR netadelni il

The top arrow points to the string “/etc/shadow.netascii.” The “/etc/shadow” file is the one you
attempted to access that triggered the signature. The “netascii” part of it is simply the TFTP mode.
The lower arrow points to the filename “AAAAAA...” and triggered the buffer overflow alert.

3. Look at the signatures that were matched. Type “cat /etc/snort/rules/tftp.rules” and press Enter, as
shown here:

root@kali:/var/log/snort# cat /etc/snort/rules/tftp.rules

alert udp any any -> any 69 (msg:"TFTP GET filename overflow attempt";
content:" |00 01|"; depth:2; isdataat:l100,relative; content:!"|00]";
within:100; reference:bugtraq,5328; reference:cve,2002-0813;
classtype:attempted-admin; sid:1941; rev:9;)

alert udp any any => any 692 (msg:'TETRPIGHET shadow!; content |00 0L [ 17
depth:2; content:"shadow!"; offset:2; nocase; classtype:successful-admin;

sid:1442; rev:4d;)

alert udp any any -> any 69 (msg:"TETP GET passwd"; content:"[00 01]";
depth:2; content:"passwd"; offset:2; nocase; classtype:successful-admin;
sid 1443 wevidan e T e L o ; *

A line was added between each signature for readability. As you can see, there is a total of three
signatures in the file, two of which you triggered.
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4. Quickly look at the two signatures that you triggered. The first one in the list is

alert udp any any -> any 69 (msg:"TFTP GET filename overflow attempt";
content:" |00 01|"; depth:2; isdataat:100,relative; content:!"|00|";
within:100; reference:bugtraq,5328; reference:cve,2002-0813;
classtype:attempted-admin; sid:1941; rev:9;)

It alerts on UDP traffic on port 69, which is the default port for TFTP. The message of “TFTP GET
filename overflow attempt” is one you saw in the alert file. The content is looking at “00 01,” which is
a TFTP GET request. If it were “00 02” it would be for a TFTP PUT request. You can see this in RFC
1350 for TFTP. You also see the wording “isdataat:100.” This is saying that the filename must be 100
bytes or more to match this signature. It also says, “content:!”|00|” that is saying not to match “00.”

alert udp any any -> any 69 (msg:"TFTP GET shadow"; content:"|00 01]|";
depth:2; content:"shadow"; offset:2; nocase; classtype:successful-admin;
sid:1442; rev:4;)

This alert is a bit easier to read. It also is alerting on UDP port 69 for TFTP if the content matches a
GET request to access a file called “shadow.” Because you attempted to access the “/etc/shadow” file
with a GET request, the alert was triggered.

5. Snort can also read from existing PCAP files, such as those generated by tcpdump. A tcpdump capture
with the same TFTP traffic that you captured with Snort exists in your “/root/Labs/401.3/snort” folder
and called “snort.pcap.”Delete the files from your current “/var/log/snort” folder. Type “rm
/var/log/snort/*”

root@kali:/var/log/snort# rm /var/log/snort/*
root@kali:/var/log/snort# ;

6. Run Snort against the “snort.pcap” file located in your “/root/Labs/401.3/snort” folder. Type “snort -c
/etc/snort/snort.conf -r /froot/Labs/401.3/snort/snort.pcap -A full” and press Enter. Notice that this
command wraps to a second line, as shown here:

root@kali:/var/log/snort# snort -c /etc/snort/snort.conf -r
/root/Labs/401.3/snort/snort.pcap -A full
Running in IDS mode

=r== Indtiadidzdng Snort ===-
Initializing Output Plugins!
Initializing Preprocessors!
Initializing Plug-ins!

.....

Use the “-r” option to tell Snort to read from an existing PCAP file. Just like before, a lot of information
should stream by on the screen, and then snort should automatically stop.
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7. Now that Snort has processed the file, type “Is” and press Enter to see if the alert file displays again,
as shown here:

root@kali:/var/log/snort# 1s
alert snort.log =

The “alert” and “snort.log” files have been created. You can repeat steps 1 and 2 to see that the
results were the same.
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1. True or False: Snort can read existing tcpdump PCAP files?
2. Sourcefire was acquired by what well known company?
3. What is the Snort signature syntax to examine application layer data?

Exercise Takeaways

In this lab you completed the following tasks:

« Introduction to Snort and its features
. Running Snort and triggering an alert
+  Reviewing Snort logs and the matched signatures

As you can see, Snort is a powerful and fiexible IDS. We took alook at some of the basic operations of
Snort and its configuration file, as well as its logging locations. We then ran Snort, loading TFTP rules
and ran a script from our Windows 10 VM that was designed to trigger some signatures. Examining
the alert file showed that we successfully triggered two signatures and were able to see what data
was sent across in the “snort.log” file. Finally, we used Snort to run its checks against an existing PCAP

file.
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8 Question Answers

1. True or False: Snort can read existing tcpdump PCAP files? True
2. Sourcefire was acquired by what well known company? Cisco Systems
3. What is the Snort signature syntax to examine application layer data?__content
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Lab 3.3

hping3
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Lab 3.3 - hin3

€ Background

Another tool covered is hping3. As stated on the official hping3 website at http://hping.org, “hpingis a

command-line oriented TCP/IP packet assembler/analyzer.” It can perform network scans similar to that of
Nmap, but its focus is on packet crafting to test firewall rules and technology, test intrusion detection devices,
advanced port scanning, and other uses. The lead developer of hping3 is Salvatore Sanfilippo; however, a lot
of development has also been done by other contributors. Don’t et the name fool you; hping3 is not limited
to ICMP by any means. It is fully capable of sending raw packets, TCP and UDP packets, as well as ICMP.

(4 Obijectives

e Introduction to hping3 and its features &
e  Crafting packets with hping3
e Spoofing IP addresses with hping3

Your objective for this lab is to first take a quick look at some of the features of the hping3 tool. Next, you craft
various packets while sniffing them using tcpdump. This includes various TCP flag combinations. Finally, you
spoof the source IP address of a packet while examining it with tepdump. You scratch only the surface of the
hping3 tool in this lab. Some advanced features of the tool include fuzzing, which sends malformed packet
data to a listening network service, and the capability to send files covertly over ICMP. For a great article
written by Peter Kacherginsky, showing some of the more advanced usage, check out
hitp://thesprawl.org/research/hping/. You use your Kali Linux VM for this lab with your Windows VM as the
target.

@ Duration - 15 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. The duration estimate of this lab can decrease or increase depending on various factors, such as
the booting of virtual machines, the speed and amount of RAM on your computer, and the time you take
to read through and perform each step. All labs are repeatable both inside and outside of the classroom,
and it is strongly recommended that you take the time to repeat the labs both for further learning and
practice toward the GIAC Security Essentials Certification {GSEC).
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#3 Task | - Introduction to Hping3 and Its Features

1. Navigate to your “/root/Labs/401.3/hping3” folder using the following command, “cd
/root/Labs/401.3/hping3” and press Enter.

root@kali:~# ed /root/Labs/401.3/hping3
root@kali:~/Labs/401.3/hping3#
MElid e e e R R

2. Toview a listing of hping3’s features, type, “hping3 --help | more” and press Enter.

root@kali:~/Labs/401.3/hping3# hping3 --help | more
usage: hping3 host [options]

=hil =whelp show this help
-v —-version show version
sefol e ol R el packet count .
b —éinterval__walt (UXE Ton: X mlcroseconds,_for example -1 ulOOO}
1_-—fast ~alias for ~1 ulOOOO (0 packets for second) '
-a&las for -1 ulOOO”(lOO“packets-for second

fwfaster

Take a moment and scroll through the various categories and commands by pressing Enter. When you
finish you can press q to exit from the help options. Now, look at some of the most commonly used
options. A couple of the notable command options from the previous output include:

e -c: The count option enables you to specify the number of packets to send.

e -i: The interval option enables you to specify the time between sending each packet.

3. Toview the various modes supported by hping3, enter the following, “hping3 --help | grep Mode -
A7” and press Enter.

root@kali:~/Labs/401.3/hping3# hping3 --help | grep Mode -A7
Mode

default mode TER

=0 ite s nawi D RAW IP mode
=1 e oMb ICMP mode
A AR el UDP mode

B8 sgan SCAN mode.
o 3 -Example, hp:Lng ==gcan 1= 30"70.

: L 90 -8 www? target hos'ti'éfﬁ-;,
79 ~--listen

These modes enable you to specify protocols other than the default of TCP. The raw option sends raw
IP header data, enabling you to add on nontraditional data. The scan option enables you to use
hping3 as a port scanner. The listen option enables you to set up a listener that watches packets for a
defined signature and then captures what follows. This can be used for things such as covert
channels.

© 2017 Stephen Sims SEC401 Workbook 3-35



4.

To see a sampling of the IP options with hping3, enter the following command, “hping3 --help | grep
"\-\-spoof" -A7 -B1” and press Enter.

root@kali:~/Labs/401.3/hping3# hping3 --help | grep "\-\-spoof" -A7 -Bl

P
—d

——spoof spoof source address

—-—rand-dest random destionation address mode. see the man.
—-—-rand-source random source address mode. see the man.

=1

Rty - split packets in more frag

-—ttl ttl (default 64)

-—id id (default random)

m=windd use win* id byte orderlng

—-rel relativize id field (to estimate host traffzc)
(may pass weak acl)

You got these results, use the grep command as you have many times; however, a couple new things
have appeared. First, you want to grep only for “--spoof" but the hyphens are treated as special
characters. To handle this issue, use the “\” character to escape them so that they are not interpreted
as special. Next, we added the -B1 option, which simply displays the line before the matched pattern.
You do this only to get specific data from the help menu printed to the screen, but it does give you
good practice with the Linux command lines.

Again, each option provides an easy to read summary to the right. Take a look at the notable
arguments:
e -a: This option enables you to spoof the source IP address, which you will do soon.
e -t:  This option enables you to set the TTL to any wanted value.
e -N: This option enables you to set the IP ID to any wanted value.
e -f:  This option enables you to force fragmentation of a packet.

Quite a few other options are under the IP section, each of which can be examined by reading
through the man page.

Look at a sampling of TCP and UDP options. Enter the following command “hping3 --help | grep "\-\-
base" -A7 -B1” and press Enter.

root@kali:~/Labs/401.3/hping3# hping3 --help | grep "\-\-base" -A7 -Bl

UDR/TCP

-S ——baseport base source port (default random)
“piiecdestport [+] [F]<portz destination port(default 0) ctrl+z inc/dec
-k —-keep keep still source port :
-W  ==win winsize (default 64)
=QL =aLeboffl . set figke top datalorfset. (instead of tcphdrlen / 4)
BOEssednim shows only tcp sequence number

~=-badcksum (try to) send packets w1th a bad 1P checksum

s .__b_ ; .:

many systems wn.ll fs_x the IP checksum sendlng the
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These options are specific to the UDP and TCP header fields. A couple of notable ones follow:
e -s: Set the source port, which is usually a random ephemeral port.
¢ -p:Set the destination port number.
e -w:Set the window size.
s -b: Try sending a packet with a bad checksum.

Several other useful options are further down including the various TCP flag options. Each of these
command-line options enables you to turn the flags on or off. For example, -8 turns on the SYN flag, -

R turns on the RST flag, and -P turns on the PUSH flag.

If you have time, go through the man page by entering the command “man hping3” and scroiling
through the many pages.
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$#% Task 2 - Crafting Packets with hping3

1. if you have only a single Terminal window open on your Kali Linux VM, you need to open a second
one because you will run tcpdump in one window and hping3 in the other. If you already have two
open, you can skip to the next step. If you need to open a second window, click on Terminal in the
top menu bar, and choose New Terminal, as shown here.

Applications » Places * [ Terminat ~ _
New Terminal —

Preferences

Help

About

Quuiit

You should now have two Terminal windows open on your Desktop. Make sure that your directory
for each of these terminal windows is correct by typing cd /root/Labs/401.3/hping3 in each terminal.
screen shot of what your Desktop might look like.

Fle Edt Vwew Sexth Terminad Help Fde Edv Wiew Search Termnd Hep
rontghati# ] - tontikat. - 8 []
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In one of your Terminal windows, you need to start tcpdump so that you can monitor the traffic sent
by hping3. Apply a filter so that you see only the traffic sent by hping3 and no other unrelated traffic.
To do this, enter the following command, which limits traffic capturing to 10.10.10.10 and port 21
“tcpdump -i ethO host 10.10.10.10 and port 21” and press Enter.

Craft a simple packet with hping3 that can send a SYNipécket to TCP port 21 on 10.10.10.10. To do

this, in your other Terminal window, enter the following command, “hping3 -5 10.10.10.10 -p 21 -c 1”
and press Enter.

The “-§” sets the SYN flag, the “-p” sets the port number, and the “-¢” specifies the number of packets
to send.

When looking at your tcpdump window, you should see the following three results separated with a
line in between.
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root@kall: ~/Labs/401.3/hplng3 S
File Edit View Search Terminal Help

root@kali:~/Labs/401. 3/hping3# tepdump -1 eth® host 10.10.168.10 and port 21
tcpdump: verbose output suppressed, use -v or -wv for full protocol decode
listening on eth8, link-type ENIOMB (Ethernet), capture size 262144 bytes

19:62:09.88377C IP kali.2546 > 10.16.10.10.ftp: Flags [S], seq 852585960, win 511
2, length @
19:62:05.938997 IP 10.10.10.10.ftp > kali.2546: Flags [S.], seq 3680076979, ack |
6525685961, win 8192, options [mss 1460], length 6
19:02:09.940829 IP kali.2546 > 10.10.10.10.ftp: Flags [R], seq 852585961, win @ |
length 0 :

root@kall: ~/Labs/401.3/hping
| File Edit View Search Terminal Help
root@kali:~/Labs/401. 3/hping3# hping3 -$ 10.10.10.10 -p 21 -c 1
HPING 15.10.10,10 (ethG 10.10.10.10}: S set, 40 headers + O data bytes

len=46 ip=10,10.10.10 tt1=128 DF 1d=7051 sport=21 flags=SA seq=6 win=8192 rtt=5
.2 ms

- 10.10.16.10 hping statistic ---
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 57,2/57.2/57.2 ms
iroot@kali:~/Labs /401, 3/hping3#

In the first packet on the top, you can see that only the SYN flag is set and the packet is coming from
the Kali system and going to 10.10.10.10 on TCP port 21, or FTP. In the second packet, you can see the
SYN and ACK coming back from 10.10.10.10. In the third packet, you can see that the Kali system
sends an RST packet to terminate the connection.

4. Send a packet with only the ACK flag set and examine the result. With tcpdump still running in one
Terminal window, enter the following into the window you use to run hping3, “hping3 -A
10.10.10.10 -p 21 =-c 1” and press Enter.

root@kali:~/Labs/401.3/hping34 hping3 -A 10.10.10.10 -p 21 -c 1
HPING 10.1_0.10.10 (eth0:10 410,100+ A set, 40 headers + 0 data bytes

=== 10710 108 10 hping statlstlc et S
-l packets =transm1tted 0 packets recelved, 1_00% acket 1oss

The command you entered is exactly the same as the previous command except for the use of the “-
A” to set the ACK flag instead of the SYN flag.

In your tcpdump window, you should see the following result:

18480 185 0264026 nTPR kgl 0A7 205 10.10.10.10.ftp: Flags [.],
2111820748, win 512, length 0

15:31:55.270243 IP L0080 L0G Bhpie kall 2472 Flags seq
_2111820748 w1n O length O : : L i R

q.,; e

i

L SEG




W W

s

s

This time you can see that you get a R (reset) response from the Windows 10 VM. There is not
currently an established connection over TCP port 21 with the Windows VM, and therefore the
connection was reset. The only time the ACK flag is not set is during the first part of the three-way
handshake is when the SYN flag is set.

5. Now spoof the IP address of your outgoing packet so that the source is from an address not belonging
to the Kali VM. To do this, we set the “—a” flag, followed by the address you want to use as the IP
address source. Use the address 3.3.3.3. With tcpdump still up and running, enter the following in
your hping3 window, “hping3 -5 10.10.10.10 -a 3.3.3.3 -p 21 -c 1” and press Enter.

?_'round trlp mln/avg/maxrm O O/O 0/0.0 ms

root:~/Labs/401.3/hping3# hping3 -S 10.10.10.10 -a 3.3.3.3 -p 21 -c 1
HPING.10,10410.10 (ethOi 10 10010 10)3eiskse Eald0 hicaders o 0 data bytes

sesad] 0l 000 L0 hpingiistatalis bl ol i
1 packets transmitted, 0 packets receiv d

Take a look at your tcpdump window and you should see the following results:

13:25:11,182820 I¥(3.3.3. 32621 > 10.10.10.10. ftp: E‘lags @, seq
1304490754, win 512, Tength 0 JiE

B

As expected, the SYN flag is set and the source IP address is 3.3.3.3, but you get no SYN/ACK back
because you are not the owner of that address. As previously mentioned, hping3 can do much more,
including sniffing, fuzzing, open backdoors, and transfer files covertly over ICMP!
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1. Which hping3 option performs IP source address spoofing?
2. True or False: Hping3 can transfer files covertly.
3, Using the “-t” flag with Hping3, what can we set the value for?

Exercise Takeaways

In this lab you completed the following tasks:

s Introduction to hping3 and its features
»  Crafting packets with hping3
s  Spoofing IP addresses with hping3

Hping3 is an easy-to-use command-line tool that enables you to craft packets. More advanced functionality
can enable you to transfer files, create backdoors, and perform fuzz testing. It is commonly used to test
devices such as firewalls and IDS’, as well as test access control lists on devices such as routers. You used the
tool to perform a variety of tasks such as spoofing source IP addressing and setting specific TCP flags in a
packet.
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| (¥ Question Answers

1. Which hping3 option performs IP source address spoofing? -a
2. True or False: Hping3 can transfer files covertly. True
3. Using the “-t” flag with Hping3, what can we set the value for? TTL
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Lab 3.4

Command Injection
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Lab 3.4 - Command Injection

(i Background

You previously learned about various input attacks. One of these attacks, command injection, may enable an
attacker to execute unauthorized commands on the target system if no input validation is performed to filter
potentially harmful characters. It is highly discouraged to execute code or scripts on the server side of a
connection, especially if a user can potentially influence the data processed. Each operating system,
programming language, or scripting language has different characters that may enable an attacker to append
additional commands to the end of a string, such as “;, &&, |.”

(4 Obijectives

e  Normal operation &

e Injecting a command to break out of a restriction

Your objective for this lab is to identify and exploit a simple command injection flaw in a Python script. This
script fails to adequately filter unsafe characters from user input, enabling an attacker to execute
unauthorized commands. You switch users to the SEC401-Student account to execute this script under a
restricted shell and use the command injection vulnerability to break out of the restriction.

@ Duration - |15 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. The duration estimate of this lab can decrease or increase depending on various factors, such as
the booting of virtual machines, the speed and amount of RAM on your computer, and the time you take
to read through and perform each step. All labs are repeatable both inside and outside of the classroom,
and it is strongly recommended that you take the time to repeat the labs both for further learning and
practice toward the GIAC Security Essentials Certification (GSEC).
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$#3 Task | - Normal Operation

1. Navigate to your “/root/Labs/401.3/cmd_inj” folder by typing the following command, “cd
[root/Labs/401.3/cmd_inj” and press Enter.

root@kali:~# ed /root/Labs/401.3/cmd | inj
_root@kall ~/Labs/401 3/cmd 1nj#

2. Switch to the SEC401-Student user and verify by entering the following commands:

root@kali:~/Labs/401.3/cmd inj# su SEC401-Student

SEC401-Student@kali: /root/Labs/401 3/cmd :Lnj$ whoam:l. -
EECA01-Student> 4
SEC401 Student@kall 4 /root/Labs/401 ;;3;/

£ AR S e e S
ST i A e B R R

3. Putyourself into a restricted shell. Rbash is a restricted shell that limits many of the commands you
can normally run. This is often used to contain users to specific areas on the file system and prevent
them from running certain commands. Use the command injection vulnerability to break out of this
restriction. To move into a restricted shell, simply type the following, and then try entering the
commands shown to see the restrictions:

SEC401-Student@kali:/root/Labs/401.3/cmd inj$ rbash
SEC401-Student@kali:/root/Labs/401.3/cmd inj$ ed ..
rbash: cdi restrlcted

SEC401-Student( root/Labs/dOl.B/cmd e 'cd-/home
rbash: c&? restrlcted

As you can see, you cannot navigate the file system due to the restriction of the rbash shell.

4. Because you are in a restricted shell, you cannot always tab-complete. You must often type full names
out completely. Run the “Is” command and then run the “cmd_vuln.py” Python script, as shown here,
giving one of the two permitted options when prompted, such as “—u”:

SEC401-Student@kali:/root/Labs/401.3/cmd inj$ ls

cmd vuln.py

SEC401-Student@kali:/root/Labs/401.3/cmd inj$ python cmd vuln.py
Welcome to the User and Group ID tool!

When prompted, please enter ohe of the following options:

=g = This will prantivoll etfective Group LD,
; -u = This will print your effective User ID.
Enter your ch01ce° @ di e

1000
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As you can see, when you provide the -u option, you get your user 1D of 1000.

5.  Give an invalid option when prompted to “Enter your choice.”

SEC401-Student@kali:/root/Labs/401.3/cmd inj$ python emd vuln.py
Welcome to the User and Group ID tool!
When prompted, please enter one of the following options:

~g - This will print your effective Group ID."
-u - This will print_ your effective Usger ID.

Enter your. chozce AAAA .
You dld not enter a va_ld opt:a_on'

Providing an invalid option other than the “—g” or “—u” results in a message saying, “You did not enter
a valid option!” You might believe that the program is filtering to make sure that only the valid
options are entered. Move to the next task to try and perform a command injection attack.
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ﬁg Task 2 - Injecting a Command to Break Out of a Restriction

1. Enterin one of the “-g” or “-u” options again when prompted, but this time place a semicolon and a
space after the option, followed by a ping command as shown here.

SEC401-Student@kali:/root/Labs/401.3/cmd injs$ pirt-hon cmd vuln.py
Welcome to the User and Group ID tool!
When prompted, please enter one of the fo'll_o‘w\i_r‘ijn;gr options:

-g - This will p:rint. your effective Groﬁp TDs
=1 Thls w1ll prlnt your effecthe User ID..

.f..,-u; ping 10.10. 1o 20 -c'zi'f-‘

your cho:Lce. u
1041075 10 20 (10 10 10 20) 56(84) bytes:o

64 bytes from 10.10.10.20: 1cmp seq—l Y
64 bytes from 10 10 L0200 1cmp seq=2 ttl

Surprisingly, the program executed the ping command for you. You see the User ID as expected, but
then you see a successful ICMP echo reply from 10.10.10.20. This shows you that there is a command
injection flaw in the program.

You can examine the Python script, but basically, the script uses the system() function, which can be
dangerous if it used improperly. The script does validate that you enter in one of the two supported
options of “-u or “-g.” The problem is that it looks only at the first two characters. As long as the first
two characters are either a “-u” or “-g”, anything else after is not filtered. This means you can append
on additional commands using a semicolon or two ampersands (&&).Use this information to break
out of your restricted shell.
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2. To break out, simply append on the command “/bin/sh” instead of the ping command. Enter the
following:

SEC401-Student@kali:/root/Labs/401.3/cmd inj$ python cmd vuln.py
Welcome to the User and Group ID tool!

When prompted, please enter one of the following options:

-g - This will print your effective Group ID.
-u - This will print your effective User ID.
Enter .your choice:
1000
$ ed /root

We can now change

directories!

You have a new shell and can break out of the directory!

3. Exit out of the new sheli and the restricted shell so that you are back to your Root login prompt, as
shown here:

$ exit

SECA01-Student@kali:/root/Labs/401.3/cmd_inj$ exit.
exit -

SEC401-5tudent@kali:/root/Labs/401.3/cmd ini$ exit -
exit’ R T e R TR T £ 5

It shows the prompt “root@kali:~/Labs/401.3/cmd_inj#.”
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1. What is the name of the function enabling this command injection bug?
2. True or False: You used the | symbol to append on an additional command?
3. What command did you use to go to a restricted shell?

Exercise Takeaways

In this lab you completed the following tasks:

«  Normal operation
» Injecting a command to break out of a restriction

In this exercise, you exploited a command injection bug residing in a Python script. The script fails to properly
filter out harmful characters that are meaningful to the system() function. You used this vuinerability to
escape from a restricted shell. Command injection bugs are easy to fix when identified; however, they are also
easy to miss because the program still compiles. Proper source code review can help to find these bugs before

they go into production.
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™ Question Answers

1. What is the name of the function enabling this command injection bug? system
2. True or False: You used the | symbol to append on an additional command? False
3. What command did you use to go to a restricted shell? rbash
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Lab 4.1

Image Steganography
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Lab 4.1 - Ima : raph:

© Background

Stego tools enable you to encrypt files for confidentiality and also hide the encrypted files in a host file for
secrecy. For this lab you use the Image Steganography tool, which was written by “cpascoe” and is maintained
at https://imagesteganography.codeplex.com/. Many stego tools were written in the late 1990s and early
2000s. The last update to this tool was in 2011 with Release 1.5.2. Image Steganography enables you to hide
text and files inside of PNG image files. It supports a couple different methods for hiding or embedding data,
including Difference, Enlarge, and Embed. Each of these methods makes different changes to the output host
file to accommodate the hiding of data. You can find a good list of steganography tools at
http://www.securityfocus.com/tools/category/55.

Ny
. Introduction to Image Steganography and its interface ..
e Hiding text with Image Steganography
e Hiding files with Image Steganography

Use your Windows 10 VM for this lab. Your objective is to use the Image Steganography tool to hide both text
and data in a PNG file. First, you hide text inside of a file and then extract the text. You then encrypt and hide a
file inside of a PNG image, as well as extract the file.

@ Duration - 20 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. The duration estimate of this lab can decrease or increase depending on various factors, such as
the booting of virtual machines, the speed and amount of RAM on your computer, and the time you take
to read through and perform each step. All labs are repeatable both inside and outside of the classroom,
and it is strongly recommended that you take the time to repeat the labs both for further learning and
practice toward the GIAC Security Essentials Certification {GSEC).
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$#3 Task | — Introduction to Image Steganography and

Its Interface

The following is an analogy to help differentiate confidentiality versus secrecy. Imagine walking into a
room and seeing a large locked safe sitting on the floor. You can see that something is protected but
cannot access it without the key. This would provide confidentiality, such as that with the use of data
encryption. Next, imagine walking into this same room, but this time there is no safe. Instead, there is
a wall safe with a painting covering it, hiding the presence of the safe. This could be more closely
attributed to steganography because you are unaware that something is both locked and hidden.
NOTE: Login as "SEC401-Student” on the Windows VM prior to running the lab.

1. Goto your Windows 10 VM. Bring up Windows Explorer by pressing and holding the Windows logo
key £ on your keyboard and then the “E” key. Another option is to click the folder icon on the
taskbar at the bottom of your Windows 10 desktop. m

2. From Windows Explorer, navigate to “C:\Labs\401.4” and double-click the “Image Steganography”
program, as shown with the arrow:

v ShortcutTools  Application Tools © 4014 - 0 X
Home  Share  View Manage Manags - €
€ v s ThisPC » tocal Disk (C) » Labs » 4014 v O Searchadia p
i OneDrive A Mame Date modified Type Size
- 5 cat 342372016 103 P PNG File JBLKE
C3 This PC - o
o ¥ Command Prompt 272006 407 P Shorteut KR
get Desktop s . a0 . o
i dog 3/23/2016 LO2PM PG File 3oKe
2! Documents £11 Image Steganography 272572016 1025 AM  Shortcut 3K
& Downloads
B Music
i Pictures
o Videos
e Local Disk (C:)
A& 4y ' v
diterns 1 item salected 2.22KB

After double-clicking the “Image Steganography” program, its GU! should appear on your screen, as
shown in the next image.
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{3} Image Steganography - | X

Encode
Image: B -
O
input Data:
2 Q Fle  Drag-and<diop afleto enbed in the image hate
® Text
Capacity:
Output Image: Choose
3 { e ]
Steganogaphy Mode @ Encode
© Embed (O Decode
(O Déference

@

Quickly look at the GUI by going through each of the areas marked with a number:

1.

This is where you drag and drop the PNG file that you would like to use as a host to hide text
data or another image file.

This is the location at which you select if you want to embed text or a file. Choose from two
radio buttons. If you select the “File” option, you need te drag and drop the file you want to
hide to that location. If you choose the “Text” option, you need to type the message you want
to hide in the free-form box.

The “Output image” location is where you set the path and name of the file that Image
Steganography creates when done embedding.

This is the location at which you specify the steganography mode. The options are “Embed,”
“Enlarge,” and “Difference.”

This is where you specify if you want to encode a new message or file or decode an existing one
that has data to extract. The encrypt option enables you to decide if you want to encrypt the
data as well.

After everything is set, click the Start button to run the tool.
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Task 2 - Hiding Text with Image Steganography

1. With Image Steganography up and running on your Windows 10 VM, you can hide some text inside a
PNG image. The host file for this first step is the “dog.png” file located in your “C:\Labs\401.4” folder.
If you closed Windows Explorer, please bring that back up using the same steps from Task 1.

4014 - O
& - P » ThisPC » Local Disk (C) » Labs » 4014 v O Sesrch 014 P
el
& OneDrive "t Name Date modified Type Size
] 2/23/2016 1OI PR PIG Fit 25 KE
CH This PC 11& cat /334301 ile JEg K
- 8 Command Prompt 20242006 £1T PR Shortewt 2KB
Desktop &) dog 22016 LOSPM  BNG Fite 3M0KE
%] Documents %4 Image Steganography 202572016 16:25 AN Shortcut IKE
.@ Downloads
kosao Voo
4items  1item selected 309 KB Lg} W

If your view does not match the above image showing the file details such as “Date modified” and
“Size,” click on the “View” tab at the top as shown below and click on “Details.”

4014 - O X

L ¥

Picture Tools

View klanage

[Hpreviewpade G eatra large icons w0 targe icons i ] [ iv [V tem check boxes [”{‘"‘J
(7 Detads pane 230 Medium icons 50 e 17 Bite name extensians '
Mavigation e Sot ‘ Hude celadted Options
pane v 21 dist by* Gig L) Hidden items Hems -
Double-click the “dog.png” file as shown below and look at the image.
4014 - 0
¢ S > ThisPC + Local Disk (C)) » Labs » 4014 v Sparch .4 L
i
~ % v N . N .
& OneDrive Hame Date modified Type Size
5 This BC & cat 322016 09PN PNG File 282K
s 1] -
; 7 Commuang Prompt ZARNG TP Shorteut KB
Desktop &) dog 323/2016 103PM PG File HOKB
; Documents ¥ Image St%anography XIS 102550 Shorteut TR
J Downloads
horaoo ¥
ditems  1item selected 309KB
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NOTE: When opening an image file for the first time you may be presented with the following screen:

How do you want to open this file?

Featured in Windows 10

Photos
i Protas are ¢asity orhanced. organized for you, and

ready to edit and sharg.

Other options

Paint
m Look far an app in the Store

More apps -+
f./- Always use this app to open .png fles

OK

Choose the option “Photos” as indicated by the arrow above.

Notice that the size of the image is 310KB. This may change when you start hiding data.

When you finish this step, close the image of the dog by clicking the X in the top-right corner.
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2. Drag and drop the “dog.png” file to the “Image” box under the Encode options in Image
Steganography, and then enter some text in the free-form field as shown here.

401.4 - ] X
& v > ThisPC » Local Disk (Ct) » Labs » 4014 v O Seatch 4014 »
FaY
/& OneDrive A Name Date medified Type Size
CH This pe & cat 232016109 P PG file 208 KB
5 o
oramand Prompt AY20NGETT P Shorteut 2RE
[ Desktop 232016 108 P PNG File N0K8
x| Documents ¢Steganography 2025/2016 1625 A Shorteut 3K8
4 Downloads
b v o] tmage Steganograph - ' X
ditems  1item selected 309 Y [ | 9 ganography
Encode
Image: _
[CALabs\0t A\dogeng
Input Data:

O He 'ﬁrag-anddmp a file to embed in the image here

Click and hold on the “dog.png” file @ Tex
Hello World!

circled above and drag it over to the

“Image” field pointed to by the

arrow,

Capacty: 108/215.32K8

O | s

| - . —

Steg Mode ® I |

@ Embed i
Decode [

O Envarge 8 — Start

O Dfference ;
idle
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Take a look at the number 1 below. You need to specify an output image location so that Image
Steganography knows where to write the output file and the name to use. We call the file
“output_1.png” and write it to our “C:\Labs\401.4” folder. You can also leave the “Steganography
Mode” to the default of “Embed.” Check the “Encrypt” box and then click “Start.”

In the number 2 below, you get a pop-up asking you to enter a password. This password is required
when attempting to extract the hidden message from the host file. Make sure you type the password
carefully because it does not prompt you to type the password in again for verification. For this
example, perhaps an easy password such as SEC401 will suffice. After clicking “OK” on the “Enter
Password” screen, you get a pop-up box marked by the number 3 below that says, “Finished!” Your
screen should match the images here for this step.

B image Steganography

Encode
Image:

N
A

[C:\Labs\#ﬂi Avdogpng

Input Data;
QO Fle | Drag-and-drop a file to embed in the image here

® Text

Hello Word!

Capacity: 10B/215.32KB Enter Password X
Outout | Password
(000000

c:\Labs\401 4‘mxm Tpng e T T

| ' I | OK | | Concel

: M 0 o

O Bilaigs {7;Deceds Start

: [ Encypt
QL. Image Steganography X
& g g
@ Finished!
OK
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4. You should now have a new file in your “C:\Labs\401.4” folder called “output_1.png” as shown here:

| 4014 = B X
& v A » ThisPC > Local Disk (C) > Labs » 401.4 vl  Search401.4 o
& OneDrive A Name Date modified Type Size
g 1: 1G Fil 288K
B This P ‘:i‘} cat 3/23/2016 :09PM  PNG File B
¥ Command Prompt 2/24/2016417PM  Shortcut 2KB
B Desktop & dog 3/23/20161:08PM  PNG File
[£5
(%] Documents #J Image Steganography 2/25/2016 10:25AM  Shortcut 3KB
Downloads 6] output 1 3/23/20162:24PM PG File 425K8]
$ , |8 output. 2372016 e

k aaooro

Sitems  1item selected 424 KB

‘u;i
1y
e

Look at the file size of the new “ouput_1.png” file at 425KB versus the original “dog.png” file of
310KB. Due to the selected stego mode, the file size is moderately larger than the original.

5. Double-click the “output_1.png” image and then the “dog.png” image from your “C:\Labs\401.4”
folder. There should be no noticeable differences, which is what you want out of a stego tool.

& Alpioie

All photos

Next, extract the encrypted and embedded message.
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6. If you haven't already closed the images of the dogs on your screen, do so now by clicking the x in the
upper-right corner for each image. With the Image Steganography tool still open, click the “Decode”
radio button as shown here:

{5 Image Steganography - P

Decode
Image:

| it

() Outputto File Firas

® Output Text
s o
® et
iie

7. Type C:\Labs\401.4\output_1.png in the “Image” field under the “Decode” section at the top of the
Image Steganography window, or you can drag the image to the decode section, select output text
from the radio button, and then click Start. The “Enter Password” pop-up box should appear. Enter

the password you used, such as SEC401.

{8 1mage Steganography

Enter Password X » [e\Cabs\ADT #\otput_1 prg S
Isage 2

Password

lt!’otb I ; Ouiped to He Chodap |

J Outtpet Teod
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After entering the password and clicking “OK”

Click OK.

Image Steganography ¢

Finished!

0K

Take a look at the main Image Steganography GUI, and

errors prevent you from completing these steps, such a

the exercise. As you can see in this image, the message

“Hello World}”
Close Image Steganography by clicking the X at the top left of the wind

[] Image Steganography

Decode
Image:

- X

Image 2

O OuputtoFle - choese.

® Output Text

Helle World!

Steganography Mode O Encode
@® Embed

® Decode
O Eioge Decrypt
(O Dference

ide

Start
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#2 Task 3 - Hiding Files with Image Steganography

1. Start a fresh copy of Image Steganography by double-clicking it from your “C:\Labs\401.4” folder in
Windows Explorer. This time hide a PNG file inside of a PNG file! The host file for this first step is the
“dog.png” file located in your “C:\Labs\401.4” folder, and the file you hide is the “cat.png” file from
that same folder. Drag and drop the “dog.png” file over to the “Image” box, and click the “File” radio
button under “Input Data” as shown here:

4014 . O
& v > ThisPC » Local Disk(C) > Labs > 4014 v Search 401.4 yel
@ OneDrive A Name Date modified Type Size
B This PC W cat 3/23/2016 1:09 PM  PNG File 288 K8
2/24/2016 417 PM  Shortcut 2K8
W Desklop 323/2016 108 P PG File 310K8
(5] Documents €Steganography 2/25/2016 10:25AM  Shortcut 3K8
w‘r Downloads
b Y (6] Image Steganograph - X
ditems  1item selected 309 K g rncaey
Encode
Image:
Input Data:
® Fie | . s file t e In ]

Click and hold on the “dog.png” file O Texn
circled above, and drag it over to the

“Image” field pointed to by the

arrow.

Output Inage: | Choose... |

Soauony Fo - 1 cooage. [EIREBEITT)

® Embed
O Decode |
Idle
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2

2

Drag and drop the “cat.png” file over to the “File” text box location under “Input Data.” You should

get the following result:

(9} Image Steganography e 1 %
Encode
Image:
[C:\Labs\401.4\dog png ]
input Data: |

—

almost as large as the

O Dfference

The “cat.png” file is |

“dog.png” file;
therefore, you must ;
“Pre-Scale” the image.

Capacty: 294.32K8/215.32k8 (] Pre-Scale Image
I |
i i b s i —
— 2”’”* B

- ola
O Enlarge ] Encomt f

Click the “Pre-Scale Image” checkbox so that it is checked. You should get the following result.

Capacty: 294.32KB/861.3KB %] Pfa-scgsemgg_
i

Outputinage: | Choose... |

[ . |

Checking this box increases the input file by four times to make space for the file you want to embed.

Don’t worry; the actual input file does not change. It copies it and uses it to create the output file.
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For step 1, Type the following into the “Output Image” text box: C:\Labs\401.4\output_2.png. Then,
check the “Encrypt” checkbox, and click Start, as shown here.

In step 2, the “Enter Password” pop-up box appears. Enter in a simple password such as SEC401, and
click OK.

For step 3, the file should process, and the “Finished” pop-up box should display. Click OK and
continue to the next step.

[i4 trmage Steganography - ' X

Encode
mage: S
[C:\Labs\401 4\dog png N ]

put Oata:
@ Fle [C\labs\lid\eatpng P

O Tex Enter Password X

Password

[Oil.t. . ]

[ ok ]| cace |

Capacty: 29432k8/861.3k8 (] Pre-Scale image

]
ot imag: | Grove

g
’ Image Steganography X
|[C\Labs\401.4\0utpu_2png |

Steganography Mode Gy enends Finished!
0 oo Oveots grart
(O Diference :

The file “output_2.png” should have been created and placed into your “C:\Labs\401.4” folder. The
file size of “output_2.png” is much larger at 1,244KB.

& output_2 2232016 49 P1 PHG File S
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—

From Windows Explorer, in your “C:\Labs\401.4” folder, double-click the “output_2.png” file to open
it up for viewing.

The file should look the same as the original “dog.png” file. This is one of the things that makes stego-
altered files difficult to identify with the naked eye. Even if the file is slightly degraded, if you have
never seen the original file, you would not know the difference.

Finish by extracting the “cat.png” file from the “output_2.png” file by following these steps in order
from 1to 5, clicking “OK” in step 5 after entering the password.

i Image Steganography _ Y ¢
Decode
[C:\Labera01 2routput_2png «f nter C:\Labs\401.4\output_2.png 2
Image 2:

Click the Output to File radio button. Enter
|C:\Labs\401 4\cat_decrypted pg

C:\Labs\401.4\cat_decrypted.png

(O Output Text
Clle ”Decode” ' Enter Password e
and “Decrypt” Password
]’..Q..
here, I : = T ]
Steganography Mode > e
® Embed :
O Enlarge &1 0 T Start Click Start ( 4
() Diference
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7. You should now have a new file called “cat_decrypted.png” in your “C:\Labs\401.4” folder. For
whatever reason, the tool may name your file “cat_decrypted.pngcat” when it finishes. It should still
open without issue. Double-click the file as shown here, and you should recover the original file:

M ¥ | Picture Tools L
m Home Share View Manage ¥ ﬁ
I v P » ThisPC > Local Disk (C:) > Labs » 4014 v & Search 401.4 P
s OneDrive N Name Date modified Type Size
n———— & cat 3/23/2016 :09PM  PNG File 208 KB
) cat_decrypted.pngcat 3/23/2016 416PM  PNG File 288 K8
B Desktop 8 Command Prompt 2/24/2016 £17PM  Shortcut 2K8
[ b
(fz] Documents i dog 3/23/2016 :08PM  PNG File 310K8
& Downloads ) Image Steganography 2/25/201610:25 AM  Shortcut 3K8
D Music v 5 output 1 3/23/2016 224 PM  PNG File 425K8
7iterns 1 item selected 287 KB {;}s

As briefly mentioned, tools are available to try and detect a steganographically altered file. These
tools are tied to specific stego tools. This means that if a stego detection tool was written to detect
altered files generated by “Image Steganography,” it would not work with another tool. There are
many stego tools available and a limited number of stego detection tools.
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[ ?) Questions

1. What steganography mode did you use in this lab?
2. Using the Pre-Scale option increases the host size by how many times?
3.  What is the host file format supported by Image Steganography?

- Exercise Takeaways

In this lab, you compieted the following tasks:

* Introduction to Image Steganography and its interface
*  Hiding text with Image Steganography
*  Hiding files with Image Steganography

In this lab, you used the “Image Steganography” tool to encrypt and hide both text data and 3 PNG image
inside of a host file. You also extracted and decrypted the embedded data out of the host file. As you can see,
detecting that a file was steganographically altered is difficult without at least having the original file along
with the altered file for Comparison. Each mode uses different techniques to hide the data, such as the embed
option, which hides data in the smallest bits of each pixel.
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1. What steganography mode did you use in this lab?

embed
2. Using the Pre-Scale option increases the host size by how many times? four times
3. What is the host file format supported by Image Steganography? PNG
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Lab 4.2

'GNU Privacy Guard (GPG)
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Lab 4.2 - GNU Privacy Guard (GPG

(j ) Background

In the previous module, you learned about the encryption tool PGP, which stands for Pretty Good Privacy. It
was first released in 1991 by Phil Zimmermann. An open source replacement for PGP was created under the
name GNU Privacy Guard (GPG), written originally by Werner Koch, and is compliant with RFC 4880 from
which PGP is based. This means that compatibility between the two tools exists, such as the importing of
public and private keys, digital signatures, and encryption. The GNU Privacy Assistant (GPA) tool is a graphical
frontend to GPG, which is natively a command-line tool. Many users find the command line usage of GPG to
be intimidating, and as such we use GPA as a frontend GUI to interact with GPG.

(4 Obijectives

e Introduction to GPG and GPA &
e  Encrypting, decrypting, and signing files with GPG and GPA
You use your Kali Linux VM for this lab. First, you cover the basics of GPG and GPA and introduce the GPA GUI.

Two key-pairs have been generated for you called “SEC401-Student” and “SEC401-Student-2.” You use these

keypairs to encrypt and decrypt files as well as generate and validate digital signatures. Finally, you generate a
new key-pair.

@ Duration - 20 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. The duration estimate of this lab can decrease or increase depending on various factors, such as
the booting of virtual machines, the speed and amount of RAM on your computer, and the time you take
to read through and perform each step. All labs are repeatable both inside and outside of the classroom,
and it is strongly recommended that you take the time to repeat the labs both for further learning and
practice toward the GIAC Security Essentials Certification (GSEC).
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##3 Task | - Introduction to GPG and GPA

1. As mentioned previously, GPA is a frontend GUI to GPG. GPA does not change the file system locations
and such used by GPG. When a user generates a public/private key-pair, a folder named “.gnupg” is
created in that user’s home directory. The location of this folder for use by the Root account is in the
“/root” folder. There is a period on the front of the folder name that prevents it from being displayed
by the Is command unless the “-a3” flag is used, such as “Is -a".

NOTE: Remember the private key should always be kept private and not shared with anyone. Only the
public key is openly shared.

Kali Linux should be up and running and you should be logged in as root. Start by bringing up a
Terminal window if one is not already open. This can be done by clicking the following icon on the left

side of your Kali Linux desktop:
IR

2. Navigate to your “/root/Labs/401.4/gpg_lab” folder by typing “cd /root/Labs/401.4/gpg_lab” and
pressing Enter, as shown here.

Foot@kali:~/Labs/401.4/gpg_labt

root@kali:~# ed /root/Labs/401.4/gjpg~_1ab

Fakaig b

G hie

3. View the “.gnupg” folder for the Root account. Type the “Is -la /root/.gnupg/” command and press
Enter.

S e L oot oo

root@kali:~/Labs/401.4/gpg lab# 1s -1la /root/.gnupg/
Botail et

Arnwdsss: - 3 root root 4096 Mar 24 L7 e08
drwxr-xr-x 18 root root 4096 Mar 24 16:09

ThWsiss e ol v oo i roo T 53 Mar 24 16:26 gpa.conf
=hW=lbesre i Poot L TooH 282 Mar 24 16:09 gpg.conf
drwx—-——---- 2 root root 4096 Mar 24 16:09 private-keys-vl.d
Ll e Lirootiroot 12388 Mar 2416:54 pubring.gpg

W —— - 1 root root 2385 Mar 24 16:34 pubring.gpg~

ZEWSLE R L g OOt Rooti 02008 Mar 24 16:09 pubring.kbx
“rw-r--r—- 1 root root 22061 Mar 24 16:09 pubring.kbx~
awaeees L eoot noot L G00 M o el random seed
= hymneie s 7= 1 root root 5140 Mar 24 16:34 secring.gpg
SIWXT=Xr-x 1 root root 0 Mar 24 17:0¢

As you can see, a number of files are in this folder. Notably, configuration files for both GPG and GPA
store setting information for these tools. The “pubring.gpg” file stores public keys and associated data.
The “secring.gpg” file stores the private key data and must be protected. The files with the “kbx”
extensions are used for different formatting options.
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4.

Start up the GNU Privacy Assistant (GPA) tool and GUI by typing “gpa &” and pressing Enter, as shown.

root@kali: ~/Labs/401 4/gpg lab# gpa &
1] 21393 |

The “&” character on the end of the command starts the process in the background so that it doesn’t
tie up your Terminal session. The value “21393” printed is simply the Process ID (PID) for the GPA
process. It is different each time you start the process, and on your system the process ID is different.
The GPA GUI should appear.

File Edit Keys Windows Server Help

ﬁ Key Manager

E@ P FFDE4085 2016-03-24 SEC401-Student <fake@fake.fake> -
% P 4AEAC6CE 2016-03-24 SEC401-Student-2 <fake2@fake.fake>
‘-GG X 76CE8F33 2003»03-30 JCN=CA Cert Signing Authority/OU=http:\x2f\x 2fwww.cacert. orglCé
=0 X AA2EET760 2001*62*61 /CN=6R- Ca1PNINameDisﬁnguisher~Moﬂkegulnemngsbehf:'ordef f
‘==3 X 2718BECD 2005-08-03 /CN=10R-CA 1:PN/O=Bundesnetzagentur/C=DE '
==~.'3 X 3A969724 2004-11-25 /CN=9R-CA 1.:PNIO=Reguli_erungsbeh6rde fiir Telekommunikation 1
c‘-(".' X 1881671D 2005-08-03 /CN=11R-CA 1:9NIO#BundesnetzagentﬁrlC‘—‘DE |

Details

User name:

Fingerprint:
Expires at:
Owner Trust:

Selected default key: FFDE4085 SEC401-Student <fake @fake.fake>

GNU Privacy Assistant - Key Manager QOO

Key ID v Createdv User Name

Key ID

You can ignore the keys below the arrow. They are default keys that come with the installation and are
all expired. The two created for you are at the top for “SEC401-Student” and “SEC401-Student-2.” Key

generation is as simple as clicking “Keys -> New Key...” and following the steps. For your purposes, the

screen resizes at times to show only the relevant information, such as the following showing only the

keys you need to use:
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GNU Privacy Assistant - Key Manager 00
File Edit Keys Windows Server Help

v Key D v Created v  User Name
&3 P FFDE4085 2016-03-24 SEC401-Student <fake@fake.fake>
&3 P 4AEACECE 2016-03-24

~Student-2 <fak2@f5f<’e.f§ke>

Details

Selected default key: FFDE4085 SECA01-Student <fake@fake.fake>

5. Click the “SEC401-Student” key, and you should get the output here.

GNU Privacy Assistant - Key Manager (- I )
File Edit Keys Windows Server Help

bRE 'O
‘% Key Manager

v Key ID v Created v User Name

:FFGE4085 203.6‘03*24 SEC401-Studeni <fake@fake fake>

% P 4AEAC5C£: 2016-03-24 SEC401-Student-2 <fake2@ake. fake> |
. L e R i 5

B

The key has both a private and a public part
The key can be used for certification, signing and encryption.
User name: SEC401-Student <fake@fake.fake>
Key ID: FFDE4085
Fingerprint: 8D59 9B6B 6489 2FBA C79A 14DS 3E9F 903D FEDE 4085
Expires at: never expires
Owner Trust: Ultimate
Key validity: Fully valid £
Key type: RSA 2048 bits
Created at: 2016-03-24

Pelected default key: FFDE4085 SEC401-Student <fake@fake.fake>
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You should easily see references to items such as the key never expiring, that it uses RSA 2048 for the
key type and other information. Right-click the highlighted key, marked by the arrow in the previous
image. Select “Copy” as shown next. This copies the public key for the “SEC401-Student” user to your
clipboard. A pop-up box appears. Click Close.

GNU Privacy Assistant ~ Key Manager - O N
File Edit Keys Windows Server Help |

Keytﬁ) v ﬁreatedv UserName

g M FFDE4085 2016-03-24 SFC401~Student <fake@fake fake>
‘% P A4AEAC6CE 2016-03—24 SEC401'-Student-2 <fake2@fake fake

Paste

LR ,:.;'.;'I'..;:.',.f."i: _ Delete keys

The key has both a prwate and a public part g
Tha bavi cam ha sirad fnr rartiBantan  rlanina and Ansrend '@E{}H K(?‘lj‘f.‘ 5 ;
Selected default key: FFDE4085 SEC401-Student <fake@fake.fake> SHtOwnerThit.. [
) Edit Private Key...
The keys have been copied to the clipboard. Export Keys.
Refresh Keys
Send Keys...

‘ Close | Bl

6. To view the key from the clipboard, you need to bring up gedit so that you can paste it onto the screen.
From your Terminal window, type “gedit” and press Enter. The gedit window should display
automatically.

edit

root@kali:~/Labs/401.4/gpg. labt

Open v iim} ~ Unsaved Document 1. Save

Plain Text v Tab Width: 8 « Lln1, Col 1 v INS

Note: The gedit window has been resized to fit onto the page.
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7. Click anywhere inside the gedit whitespace area and right-click. Select the “Paste” option to paste the
public key into the editor. If the paste option does not display, repeat step 5. Your result should match
the following:

~ *Unsaved Document 1

!Qpen v 1%l

~~---BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v?2

PLa/ZhXScwqjZxfO/Csvxthg1SSRBhLEoP?BDOSniSSSAQWVgaAFG3EI3x33956 '
chdeXbK3SHEsz@mcwifoSUfMBnglJNbABEBAAG@HlNPQzQwMS1TdHVkZWS@_g
IDmeWtIQGZha2UuZmFrZTGJATkEEwEIACMFAlbOSg4CGwMHkaIBwMCAQYVCAI3 al
CgsEFgIDAQIeAQIXgAAKCRA+n5A9/95AhaiVCACthraeQSoT3vQOjuzuyFr8+wQE;
qF1DULthwarleqNJ+ahthY55u2€Fthw5UIKaBjiqUzuvdenIRdeiG/quKB?f
vd62w5WyYVtLjbxmersUCD]MNDPm/dMWUvIengIththlZQItKLzSszwW?beg%
NgIchrNjeBZerleSfO@HAxHFIG+k3FszOURK8LhIdeQPBISbE+88CwieEBfZ i
MbEY022n+iOhQ/h7iju63jQNU8ILR1LRmszkklANNvtVBaLcmpWng/EmyQSGs-?
vfKWGGPuwSRS/SG1cSvK3PE/C7DEZzNoghc1sQrZXGtUDI/G4LprrNOvaquEN i
BFbGSgdBCAC7NRb+KxN+cfDXOchEkKD2pHCuUKoc6qt7EM521uSYKI3wJLD7qXL b
GznanDNKHg2lxcES/f@7t4KPQGgEcVev8qMBruGLSfIPlelDRtthESeHEQhZMH o
O/tlngeSKbI32JBNcW/ccXquecz+S2K1EVUIdeYUiFGQSPmSkQ?RJoqRH3Nk3-%
cN@VVRHOEQQmchZEVSEWsXUSW+YPXPU2K1BFLFdGFLg2BONxMDsWXZ@Kappklq1_&
QDSDZCRXWydprIGYck4PGbSLh8Pd3teDJOYEBchlj/fijC/dIriHSn+698821ui
mNGDBKyXequiquLCXQGhDsXfxgdnnjJABEBAAGJAR8EGAEIAAKFA1b@SgdCwaA i
CngPp+QPf/eQIUanfXVIBOA/qTKPUdePquIxazbvjKalKglvaqudgNADPI i
b64TF8mleaEiwaPudn?zYth@8y14V82tngDeGRUXJR7GHSrHAhk+eKy690K1 i
yaVFiMszQ2K5TSKsEuAbM1CuAUgBHNMstu?nz2RaauyhAgtwanErFyVSmanjD ;
pOlHGKJRMr@?Zjtzﬂszu23u2130VDOMWHPdBt/AkgKBZUHyyOQvG+eTTN6XGpP5 |
91+3088fb1kq0m1mUlXDUQgthJFAYaaky@Ui+BxTBUinV1Pc9/ZjPPDGBoeezll i
VAbAhTiR3iQZm5THgZAd+c+XqAPv72uNBErlRZuQEg==
=Xmxr

Plain Text v  Tab Width: 8 v coll v e

If you were to e-mail this key to someone, they could import the key to their keyring and successfully
verify signed files coming from the “SEC401-Student” user, as well as encrypt and send files to this
recipient. Close gedit by clicking the X at the top-right corner of the screen. When asked to save the
document, select “Close Without Saving.” Leave the GNU Privacy Assistant GUI open.

Many other options are available with GPA and GPG, some of which are covered in the following task.
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$#8 Task 2 - Encrypting, Decrypting, and Signing Files

with GPG and GPA

1. If not already there, switch back to your Terminal window and navigate to your
} “/root/Labs/401.4/gpg_lab” folder by typing “cd /root/Labs/401.4/gpg_lab” and pressing Enter.

root@kali:~# cd /root/Labs/401. 4/gpg lab
_root@kall ~/Labs/401_d/gpg lab#

2. Typels and press Enter.

root@kali:~/Labs/401. 4/gpg lab# 1s
one,txt sans-logo.png.gpg two.txt

A few files are at this location. The files “one.txt” and “two.txt” are simply text files that contain the
text, “This message is sensitive.” The “sans-logo.png.gpg” file isa GPG encrypted file. Note the “.gpg”
extension for GNU Privacy Guard. The “two.txt.sig” file is a digital signature for the “two.txt” file,
sighed by the “SEC401-Student” private key.

3. Type the command “file sans-logo.png.gpg” and press Enter as shown here.

root@kall ~/Labs/401 4/gpg labft file sans- 1ogo png. gpg
5 ‘ 'keyld 231D12CE

- As you can see, the file tool shows the file as “PGP RSA encrypted.”

4. Decrypt the “sans-logo.png.gpg” file. It was encrypted by the “SEC401-Student” account with a
password of p@ssword. Switch back to the GPA window and click the folder icon as shown.

GNU Privacy Assistant - Key Manager @00
File Edit Keys Windows Server Help
X X AR QO S| 0 WBO
ﬁ Key Manager
| v K&y D v Created V. USQI’ Name B - ” E

=t P FFBE*%OB.: 2‘31%*03“24 SEC401~Student <fake@fake fake> &
fﬁ P 4AEACGCE 2016*03*24 SE_C40l-_-S_tudent—2 (fakZ@fake._fa_kgr_.

Thﬂ lr.nu l\:c hnﬂ\ = nriviata :nri > nu"\llr mnark e o

Sefected default key: FFDE4085 SEC401-Student <fake@fake.fake>
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The following box should appear after clicking the folder icon:

File ws  Help

=%

De PR B

Open GNU Privacy Assistant - File Manager | - 0 >

Encrypt Decrypt

Verify

Signature

Each relevant icon is marked accordingly. We can open files, sign them, verify signatures, encrypt
them, and decrypt them through this pop-up.

5. Click the Open icon, as shown in the previous screenshot, and as shown next.

: \ - < @ root 3 Labs i 401.4.'g

‘Places Narme v  Size Modified :
Q, Search 27 bytes  16:28
6D

Recently Used

Open File

i @ two.txt

# two.txt.sig

27 bytes  16:40
287 bytes 16:43

f
H

Cancel Open

Navigate to “root -> Labs -> 401.4 -> gpg_lab” as previously shown, click “sans-logo.png.gpg” and click
“Open.” Your screen should match the following:

File

+ File Manager

IrootjLabs/401.4/gpg.tablsans-logo.png.gpg

9 BoBA s Be o
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6. Click on the @ icon, and you should be presented with a box requesting your passphrase. When
prompted enter the password p@ssword and click OK.

? Passphrase
Please enter the passphrase to unlock the secret key
for the OpenPGP certificate:
"SECA401-Student <fake@fake.fake>"
2048-bit RSA key, ID 93B26C8B,
created 2016-03-24 (main key ID FFDE4085).

Password: %..“.."' ST B e l

@ save in password manager

7. If you entered the password correctly, the “File Manager” window of GPA should look like this:
GNU Privacy Assistant - File Manager - B0 -
File Edit Windows Help '

D Q@ &apAAAB|S|

| File Manager

i‘ File

/root/Labs/401.4/gpg..lab/sans-logo.png.gpg

[root/Labs/401.4/gpg-lab/sans-logo.png

8. Close the box by clicking the X in the top-right corner, and switch back to your Terminal window. Type
Is and press Enter.

root@kali:~/Labs/401.4/gpg lab# 1ls

The file “sans-logo.png” now appears.
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9. Display the file by typing “display sans-logo.png” and pressing Enter, as shown.

root@kali:~/Labs/_401__.4/._gpg+labj{f_ display sans-logo.png _ D

The following window should appear displaying the SANS logo:

ImageMagick: sans-logo.png@® @ @

Close this window by clicking the X in the top-right corner.

10. Validate the signature of the “two.txt.sig” file that was signed by “SEC401-Student-2.” A signature is
created by taking the hash of the wanted file and encrypting that hash with the signing individual’s
private key. The signature is verified by using the public key of the signing individual and decrypting the
hash of the original file. The hash of the original file is calculated separately and compared to the hash
decrypted from the digital signature. If there is a match, then the signature is valid.

Bring up the GPA File Manager again by clicking the folder icon, as shown here.

GNU Privacy Assistant - Key Manager QOO
File Edit Keys Windows Server Help

X ARR OO 5 o
ﬁ Key Manager

PV Key D ~ Created v User Name
=% P FFDE40SS 2016-03-24 SECAOL-Student <fake@fake.fake> :
€3 P 4AEACECE 2016-03-24 SEC401~Stud.ent~2 <fake2@fake.fake>

; 335*3?:5;&@%‘@@%‘"@%%‘%@?@@?%&%« S

R

Tha kaswr hae hath o Arivata and 3 eedhlic nart ) ] o _ ) & ’

Selected default key: FFDE4085 SEC401-Student <fake@fake.fake>
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11. You should see the GPA File Manager window, as previously.

GNU Privacy Assistant - File Manager Qe o
File Edit Windows Help

0Da #a8e s o

> Manager

i File

Click the File Open icon as indicated by the arrow.

12. Navigate to “root -> Labs -> 401.4 -> gpg_lab” and click the “two.txt.sig” file. Click “Open.”

QOpen File

1

-4 < root ' Labs 4{)14= : ::zj;:
“ Y bs %gpg i

;Ptaces l Name v Size Modifiod
o : ey s

Q, search

A Searc 34.2kB  18:45
343kB  16:29
16:40

! ‘ B sans-logo.png
- sans-logo.png.gpg

.Y Recently Used

N = twotxt 27 bytes

B two.txtsig 287 bytes 16:43

>
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Cancel Open
You GPA File Manager screen should look like the following:
GNU Privacy Assistant - File Manager @O0

File Edit Windows Help
Da B8 s H 6

File Manager
File
-Irootli.absl401.4lgpg..'labltwo.t}::t.s'ig "
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13. Click on the ﬁé@ icon to check the signature of the file, and you should get the following window:

GNU Privacy Assistant - Verify documents o

[root/Labs/401.4/gpg._tab/two.txt. sig

Signature: /root/Labs/401.4/gpg. lab/two.txt sig
Signatures:
jKeyiD Staﬂzs Userﬁfame
(4AEACSCE Valid  SEC401-Student-2 <fake 2@fake fakes

o

H

]
|
!
i
i
b
!
I
I
]
i
;
i

Close

As you can see, the signature shows as valid and is signed by “SEC401-Student-2.”

14. Encrypt and sign the “one.txt” file. Click “Close,” as shown in the preceding window if you haven’t
already to return to the GPA File Manager window. Click the File Open icon again, as shown here.

GNU Privacy Assistant - File Manager QOO
File Edit Windows Help

D9 BB s H e

Manager

froot/La b§]401.4fgpg“{$l§]h~o,txt,si:g. |
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15. Navigate to “root -> Labs -> 401.4 -> gpg_lab,” select the “one.ixt” file, and click “Open.”

Open File o

ST,

N ‘-Eﬂrootg Labs 401.4 gpg_-lab

5 Name v Size Modified

Places
Q Search = one.txt - 27 bytes  16:28
© Recently Used | [ sans-logo.png 34.2kB 1845
P 4 sans-logo.png.gpg 343kB  16:29
o twodxt 27 bytes  16:40
Céncel Open

16. When the file opens in the GPA File Manager window, click the “one.txt” file so that it is the only one
highlighted, as seen next.

GNU Privacy Assistant - Fite Manager OO
File Edit Windows Help

a FPR s Heo
Fite Manager

f File
froot/Labs/401.4/gpg.lab/two.txt.sig

/mquabslé_Ol.4-Igpg_iabfone.txi: - e
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17. Qlick the @ icon to encrypt the file. The next image displays.

GNU Privacy Assistant - Encrypt documents @
Public Keys

- Key 1D User Name
FFDE40BS

SEC401-Student <fake@fake.fake>
AAEACECE SEC401-Student-2 <fake2@Fake.fake>

. 7T6CEBF33 1.2.840.113549.1.9.1=#73?570706F7274406361

Sign as

Key 1D User Name

FFDEA085 SECA01-Student <fake@fake fake>
AAEAC6CE SECA01-Student-2 <fake2@fake.fake>

.1 Armor

Cancel | OK

Click the “SEC401-Student” User Name, check the “Sign” check box, select the “SEC401-Student” line
under the “Sign as” section, and click OK, as shown.
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18. You should now be prompted for a passphrase. Enter the same one you previously used, which was
“p@ssword” and click “OK.” This password is the one that gives you access to your public/private key-
pair so that you can perform encryption and signing.

? Passphrase

Please enter the passphrase to unlock the secret key
for the OpenPGP certificate:

"SEC401-Student <fake@fake.fake>"

2048-bit RSA key, ID FFDE4085,

created 2016-03-24.

Password: eeessess|

@ save in password manager

Cancel

19. You should now see the following on your GPA File Manager window:

GNU Privacy Assistant - File Manager -
Fite Edit Windows Help

0Da9 @B s @6
File Manager

File

- froot/Labs/401.4/gpg.lab/two.txt.sig

/root/Labs/401.4/gpg_labfone.txt

_Iroot]Labsl401.4!gpg;la£)lpne,_t§(.t..3?9. 5

We now have a file called “one.txt.gpg.”

20. Optionally, you may choose to decrypt the file by clicking the decrypt icon and entering the password.
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(2 Questions

1. Whatis the name of the GUI you can use to manage GPG?
2. What key encrypts the hash used in a digital signature?
3. What public key crypto algorithm was used by GPG in this exercise?

Exercise Takeaways

In this lab, you completed the following tasks:

. e P

* Introduction to GPG and GPA
*  Encrypting, decrypting, and signing files with GPG and GPA

In this exercise, you used the GNU Privacy Assistant {GPA) to interact and manage GNU Privacy Guard {GPG).
Using these widely used tools to encrypt, decrypt, digitally sign, and verify files is a great way to reinforce
confidentiality and integrity in relation to the CIA triad. Encryption provides the confidentiality and digital
signatures provide integrity as well as nonrepudiation. GPG and PGP are fully compatible, offering flexibility

when dealing with users of both programs.
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| 8 Question Answers

1. Whatis the name of the GUI you can use to manage GPG? GNU Privacy Assistant
2. What key encrypts the hash used in a digital signature? Sender’s Private
3. What public key crypto algorithm was used by GPG in this exercise?  RSA
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Lab 4.3 - Hashing Exercise

O Background

You previously covered the use of hashing in relation to password security. Hashing is a one-way
transformation of data into a fixed-sized output, or hash, representing the integrity of that data. Each hashing
algorithm has its own output length. For example, the MD5 hashing algorithm uses an output length of 16
bytes, and SHA1 uses an output length of 20 bytes. A collision occurs in a hashing algorithm when two
completely unique pieces of data are passed as input to the algorithm result in the same hash. Increasing the
output length of the hashing algorithm allows for more unique hashes and should decrease the chance of a
collision if it is well written and well tested.

(4// Objectives

e Introduction to hashing tools and file integrity validation &
e  Automating file integrity checks

You use various hashing algorithms to calculate the hash for various files. By changing a single byte or
character in the file, the calculated hash changes, demonstrating its use in file integrity checks. You can then
run the hashing algorithm between the trojanl and trojan2 programs from the 401.2 lab to note the
differences. Finally, you run a Python script that validates the hash for the index.html file used by the Apache
Web Server on your Kali Linux VM. This script checks the integrity of the file against a stored hash every 5
seconds. When altering the index.html file, the script notifies you of the defacement.

@ Duration - 20 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. The duration estimate of this lab can decrease or increase depending on various factors, such as
the booting of virtual machines, the speed and amount of RAM on your computer, and the time you take
to read through and perform each step. All labs are repeatable both inside and outside of the classroom,
and it is strongly recommended that you take the time to repeat the labs both for further learning and
practice toward the GIAC Security Essentials Certification (GSEC).
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8 Task | - Introduction to Hashing Tools and File

Integrity Validation

1. Countless tools are available to perform hash calculations against input files. A number of these tools
are built into your Kali Linux VM, such as md5sum, shalsum, and sha256sum. These tools simply take -
in a file as input and produce the hash. As previously mentioned, each hashing algorithm has a fixed-
length output. Following are some examples:

SHA  20bytes
SHA1 20 bytes
SHA256 32 bytes
SHA512 64 bytes
RIPEMD160 | 20 bytes
WHIRLPOOL 64 bytes

If Kali Linux is not running, start the OS and bring up a Terminal window if one is not already open. This
can be done by clicking the following icon on the left side of your Kali Linux desktop.

2. Navigate to your “/root/Labs/401.4/hash_lab” folder by typing “cd /root/Labs/401.4/hash_lab” and
pressing Enter as shown here.

root@kali:~# ed /root/Labs/401.4/hash lab
root@kali:~/Labs/401.4/hash lab#

3. Type the “Is” command and press Enter.

root@kali:~/Labs/401.4/hash lab# 1s
Apache Check.py filel.txt stored hash

4. There is a file called “filel.txt.” Type “cat filel.txt” and press Enter, as shown here.

root@kali:~/Labs/401.4/hash lab# cat f:l.lel txt
This: . ds a flle'

As you can see, the file simply contains the sentence, “This is a file!”
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5. Run the file through a couple hashing algorithm tools. Type “mdSsum < filel.txt” and press Enter, as
shown:

root@kali:~/Labs/401.4/hash lab# mdS5sum < filel.txt
3e4e89714360452d113£009£37£742ed =

The MD5 hash for the filel.txt file in its current state is 3¢4e89714360452d113f009f37f742ed

Run the same command, and you should get the same result. Type “md5sum < filel.txt” and press
Enter, as shown:

root@kali:~/Labs/401.4/hash lab# mdSsum < filel. txt
364889714360452d113f009f37f742€d el

The MD5 hash for the filel.txt file is still: 3e4e89714360452d113£f009f37f742ed

NOTE: As long as the file has not been altered in any way, the hash for the same algorithm is the same.
However, if you use a different hashing algorithm (that is, switch from md5 to shal) the hash is
different across different algorithms.

6. Try the same calculation, but this time use the shalsum tool. Type “shalsum < filel.txt” and press
Enter, as shown.

root@kali:~/lLabs/401.4/hash lab# shalsum < filel.txt
6df3779f3a62d6922353a08b9ec669e17acbba09 e

The SHA1 hash for the filel.txt file is 6d£3779f3a62d6922353ac8b%c66%17acbbalg

7. You should quickly notice that the SHA1 length is longer than that of MD5 by 4 bytes. Remember that
this fixed length output produced by the hash algorithm is known as the key length for that algorithm.

8. Asyou did with md5sum, run the same command again to verify that the hash is the same. Type
“shalsum < filel.txt” and press Enter, as shown.

root@kali:~/Labs/401.4/hash lab# shalsum < filel.txt
6df3779f3a62d6922353ac8b9ec669el7acbba09 g :

The SHA1 hash for the filel.txt file is still 6d£3779f3a62d6922353ac8b9%c66%e17acbbal9

9. Make a change to the filel.txt file and recalculate the hash. To do this use the gedit document editing
tool that comes with kali Linux. From your “/root/Labs/401.4/hash_lab” folder, type “gedit file1.txt”
and press Enter, as shown here.

root@kali: ~/Labs/4‘0_1_ . 4/hash__lab# .ge_dit fgilel i txt_ _
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The gedit window should appear, showing the text, “This is a file!.”

| open v | @] filel.txt L “ J
Lo i g LT R 9@

This is a file!|

PlanText v TabWidth:8 v = Ln1,Col16 v INS

10. Make a change to the file so that you can recalculate the hashes: Change the text from “This is a file!”
to “This is not a file!” and click the “Save” button, as shown.

v llm| filel.txt | L H ,
|Qpen ~ || F1] “/Labs/401 4/hash_lab e flcieee

This is not a file!

' Click Here .
Plain Text + Tab Width: 8 Ln 1, Col 14 v INS

Finally, close the gedit window by clicking the X at the top-right side of the screen.

11. Run md5sum against the modified “filel.txt” file, and compare the result to the previous hash
calculation of 3e4e89714360452d113f009£37£742ed. From your Terminal window, type
“md5sum < filel.txt” and press Enter, as shown here.

root@kali:~/Labs/401.4/hash lab# md5sum < fJ.lel txt
97757700&664(.‘13134659f38fa39b92a5b _

The new MDS5 hash calculated is 9775770cae64d3b4659f38fa39h92a5b

Before the change to the file: 3e4e89714360452d113£f009£37£742ed
After the change to the file: 9775770cae64d3b4659f38fa39b92a5b

As you can see, a completely unique MD5 hash is generated based on the change you made to the
“filel.txt” file.
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12. Run the shalsum tool against the modified “filel.txt” file, and compare the result to the previous hash
calculation of 6d£3779£3a62d6922353ac8b9%ec669el7acbbal9. From your Terminal window,
type “shalsum < filel.txt” and press Enter, as shown.

root@kali:~/Labs/401.4/hash lab# shalsum < filel.txt
ceodles08a0eazpaliaidealleadsdbodda el

e S e et G e R S S L

The new SHA1 hash calculated is cc991840850ea25c0dc7deel1122d34ff34a3a720

Before the change to the file: 6df3779f3a62d6922353ac8b%c669el7acbbal?
After the change to the file: cc991840850ea25c0dc7deell22d34££34a3a720

As you can see, a completely unique SHA1 hash is generated based on the change you made to the
“filel.txt” file.

13. Change the file back to the way it looked before your changes. From your “/root/Labs/401.4/hash_lab”
folder, type “gedit filel.txt” and press Enter, as shown here.

root@kali:~/Labs/401.4/hash lab# gedit filel.txt
Lo o e »fLabs/401.4/mashlab LS UL T ) ,
This is not a file!

Plain Text v - Tab Width: 8. Ind.Colad. .=  INS

Change the text back to “This is a file!” ensuring there are no extra spaces, and click “Save,” as shown

here.
[ e | ; filel.txt | = E
| Open v || [7| : : | Save || = ||
§Qp v‘ . T Wi ~ ~/Labs/401.4/hash.lab | eS| FYemY | oo
This is a file!| f

t Click Here

Plain Text v  Tab Width: 8 v In1,Col16 ~ INS
Click the X on the top right of the screen to close gedit.
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14. Run the md5sum tool against the “filel.txt” file, and compare the hash to the original hash. Type
“md5sum < filel.txt” and press Enter as shown.

root@kali:~/Labs/401.4/hash lab# mdSsum < filel txt
3e4e89714360452d113F009£37£742ed -

The hash matches the original hash of 324e89714360452d113f009f37f742ed as expected! if
your hash does not match, there is likely an extra space or new line in your “filel.txt” file. Return to
verify and rerun the steps. You can run the same check with shalsum now that you have restored the
file to its original state.

NOTE: Hashing is based on the binary composition of the file, not the viewable ASCIl characters. Even if
the file visibility looks the same, if there are any hidden characters, the hashes will be different.
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$#8 Task 2 — Automating File Integrity Checks

1. Manually hashing and inspecting files for changes is useful; however, the ability to automate this
operation is often wanted. Tools such as Tripwire are available as a commercial solution for file
integrity monitoring. A free version of the tool back from when it was open source is also available. As
with many enterprise tools, there is a learning curve. To demonstrate the applicability and use of tools
such as this, you use a Python script that is set to monitor the index.html file used by the Apache Web
Server on your Kali Linux VM. If any changes are made to this file, it generates an alert and stops
running.

Navigate to your “/root/Labs/401.4/hash_lab” folder by typing “cd /root/Labs/401.4/hash_lab” and
pressing Enter, as shown.

root@kali:~# ed /root/Labs/401.4/hash lab
root@kali:~/Labs/401.4/hash lab#

2. Type “Is” and press Enter.

root@kali:~/Labs/401.4/hash lab# 1s
Apache Check.py filel.txt stored hash

The file “Apache_Check.py” is the script that monitors the index.html file used by the Apache Web
Server on your kali Linux VM. You can view it if you are familiar with Python. It simply fetches the
index.html file from the “/var/www/html” folder, hashes it, and compares the hash to a stored hash in
the script. If a change is detected, based on a hash mismatch, the script terminates, printing an alert to
the screen. It also copies the modified index.html file to a file called “mismatched.html.”

3. Use Firefox to view the index.html file used by Apache on your Kali Linux VM. Type “iceweasel
http://127.0.0.1/index.html” and press Enter as shown here.

root@kali:~/Labs/401.4/hash lab} iceweasel http://127.0.0.1/index.html

You should get the following Firefox window:
Iceweasel - RON <}
[http://127.0.0.1/ndex.html_ X |\ #

/
‘& @ 127.00.1index.html @ ||Q search A 9 » =

[ Most Visitedv  [llOffensive Security "\ Kali Linux "\ Kali Docs " Kali Tools EBExploit-DB R Aircrack-ng

SANS Hash Lab Page

A hash has been calculated against this page in its current state and is used in the
401.4 hash lab. If a single letter 1s changed in this document it should be detected!
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4. Close the browser by clicking the X at the top-right corner of the screen. Next, start up the
“Apache_Check.py” script so that it monitors the index.html file. From your
“froot/Labs/401.4/hash_lab” folder, type “python Apache_Check.py” and press Enter, as shown here.

| root@kali:~/Labs/401.4/hash labf python Apache Check.py

i

S IIEEN G 3o

After doing this, the screen should clear, and you should see the foilowing message:

Hash matched!
Updating every 5 seconds. ..

5. Modify the index.htmi file to see if it is detected by the “Apache_Check.py” script. If you do not
currently have a second Terminal window open in Kali, do that now.

You should how have two Terminal windows open on your Desktop. Make sure that your directory for
the new window is “/root/Labs/401.4/hash_lab.”

6. To modify the index.html file, type “gedit fvar/www/html/index.html” and press Enter,
The following gedit window shouid appear.

EET g S

root@kali:~/Labs/401.4/hash lab# gedit _/var/www/_html/index.html‘

| i o | index.html t - |

Spen ~ || ] wtowmm | e |izl000
<IDACTYPE html

<t

<body=

<11 »SANS Hash Lab Page</hl=»

<p»A hash has been calculated against this page in its current state
and is used in the 401.4 hash lab. If a single letter is changed in
this document it should be detected!</p:

</bodys
</html»

HTML v Tab Width: 8 » Inl, Col2 - INS
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Simply edit the document by typing the word “DEFACED” underneath the <body> tag, as shown below.

*index.html

| Open ¥ |||
e ' j fvar/www/html

<!DOCTYPE html>
<html>

<body>
DEFACED
<h1=>SANS Mish Lab Page</hl>

<p>A hash has been calculated against this page in its current state
and is used in the 401.4 hash lab. If a single letter is changed in
this document it should be detected!</p=

</body>
</html>

HTML =  Tab Width: 8 + Ln 4, Col 8 v INS

After adding the word “DEFACED"” as shown, click Save on the right and finally the X at the top-right
corner of the gedit window.

Go back to the Terminal window running the “python Apache_Check.py” script, and you should see
the following result:

A e
-

The script detected the change to the index.html file after you added the word “DEFACED.” It also says

that it copied the bad index.html file to a file called “mismatched.html.”

Try running the diff command as indicated in the output. The diff tool simply compares two files and
prints out the differences between them. Verify that the file “mismatched.html” exists in your
“/root/Labs/401.4/hash_lab/” folder by typing Is and pressing Enter, as shown here.

root@kali:~/Labs/401.4/hash lab# 1s
Apache Check.py filel.txt mismatched.html stored hash

Next, type “diff mismatched.html stored_hash/index.html” and press Enter, as shown.

root@kali:/Labs/401.4/hash lab# diff mismatched.html stored hash/index.html

4c4

Z

< DEFACED -

As you can see, the word “DEFACED” displays. Some of the output may differ on your screen.
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© Questions

1. Which hashing algorithm used in the lab has an output length of 20 bytes?
2. Whatis it called when two different files produce the same hash?
3. Whatis the name of the commercial integrity checking tool mentioned?

Exercise Takeaways

In this lab, you completed the following tasks:

* Introduction to hashing tools and file integrity validation
*  Automating file integrity checks

In this lab, you used the md5sum and shalsum tools to calculate the MD5 and SHA1 hashes of a file in its
original state. You then modified the file, reran the tools, and determined that the hashes changed
significantly. When restoring the file to its original state, the hash matched the original output. This
demaonstrates how you can use hashing for file integrity checking. Next, you ran a Python script to monitor the
index.html file used by the Apache Web Server on your Kali Linux VM. When making a change to this file, the
script generates an alert due to the mismatch in the hash calculation. You can use these tools and technigues
in your organization to ensure that unauthorized changes are not made to sensitive files.
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E‘/ Question Answers

1. Which hashing algorithm used in the lab has an output length of 20 bytes? SHA1
2. Whatis it called when two different files produce the same hash? Collision
3. What is the name of the commercial integrity checking tool mentioned? Tripwire
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Lab 5.1

Process Hacker
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Lab 5.1 - Process Hacker

© Background

The SAT identifies the user who owns the process, the groups of which that user is a member, and the
privileges of the user. Understanding and managing processes is very important for Windows security; for
example, you will often discover malicious or malware-infested processes that should be terminated.

There are many tools available for viewing and managing Windows processes. The built-in Task Manager tool
is good, but there are better ones available. Process Hacker is a free, open source, easy-to-use, graphical
process manager tool. You can download the latest version from http://processhacker.sourceforge.net.
Process Hacker can also be used to analyze services, device drivers, listening TCP ports, disk activity, and other
Windows internals. In this lab, you will learn how to install and use Process Hacker.

(4 Objectives

L

e Install and launch Process Hacker. ..
e  Examine the details of a process, such as its modules and memory regions.
e Inject a DLL into a process and then aggressively terminate that process.

Your objectives for this lab are to install and launch the Process Hacker tool. Next, you will examine the details
of a running process, such as its Security Access Token (SAT) and virtual memory address space. You will then
inject a DLL into a process, just like hackers and malware do, and then terminate that process with a special
tool built into Process Hacker.

@ Duration - |15 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. The duration estimate of this lab can decrease or increase depending on various factors, such as
the booting of virtual machines, the speed and amount of RAM on your computer, and the time you take
to read through and perform each step. All labs are repeatable both inside and outside of the classroom,

and it is strongly recommended that you take the time to repeat the labs both for further learning and
practice towards the GIAC Security Essentials Certification (GSEC).
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#8 Task | - Install and Launch Process Hacker

1. Process Hacker is already installed on the VM. From the desktop, there is a shortcut for Process
Hacker. Double-click the icon to start the program.

Shartcut on your desktop

[

Broceas Hacker 2

The full install of Process Hacker is located in “C:\Labs\401.5" directory if you need to re-install the
program.

Process hacker will start up on your system.

i D10:0055 Hacker [SANS-SECLOI\SECADT-Student
Hacker View Tools Users Help
5 Refresh O Options | 3 find randies or DALs
Processes Serigar Network Disk

e

Name

Csrssexe 1.35M8 Client Server Runtime Process

7 esrseng 450 004 13508 Ciient Server Runtime Process

& diirostexe 2852 0.02 393M8 COM Surrogate

W dlibostexe 4856 19218 SANS-SECHO1VGF 401 -Student COM Surrcgate

(8] dwmexe 828 104 55.67 MB Ceskiop Window Manager

v eXplOrerexe 3876 739 2126MB  SANS-SEC40NSECAD1 - Student Windows Explarer

® Interrupts 1.2% ¢ Interrupts and DPCs

i Isassexe 388 369M8 tacal Securily Authority Process

W Me vory Compression 2412 a

[ Msascuilexe 4702 208MB  SANS-SECAONSECA01. Student Windows Defender notification icon
¥ msdtcese 2616 002 286MB Fdiceosoft Distributed Transaction Coordinato Service
[ MsMptng.exe 2224 032 1.25 k85 108.09 M8 Antimalware Service fxecutable

Microsolt Network Realtime tnspection Sarvice

i1

15

!E. i, IMECWECRH
M ProcessHackerexe 4660 LR DI9MB  SANS-SECAONSECSO -Stuctent 15 Hackes
i Rutsimefroker.exe 388% 492 T1LIME  SANS-SECAONSECION-Student Runtime Broker
Micsosoft Windows Seasch indexer

~i- Seachindexerexe 3440 903 AQG B/s 1B46MB
R N S R e RS A R R

1 serices.exe

Services and Confroller app

nestexe ' T a0 A32ME SANS-SECAOT\SECA01-Student Shel Infrastructuse Hogt
(¥ smis.ene 276 420 kB Wirdows Sess:on Manager v
Wismpave < o

CPUUsage: 27.74%  Puysical memory: 103 GB {2548%) Processes: 37

In the Process Hacker window, the Processes tab displays rows of running processes, There are additional tabs
for services, network connections, and disk activity too. By clicking on the name of a column you can sort by
that value. For example, if you click on PID, the processes will now be sorted by PID or process ID.
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B8 Process Hatker (SANS-SECLORSECE0Y-Student] - 3 *

Hacker View Toofs Users Help

5 matresn 2 Options ¢ F§ find handles or DULS 2% System information 77 B

Piotesses Services Network Disk o o }

Neme R @ U YOwwlate  Pavatebmes Username  fesenption ' ~
H IRterrupts " ¢84 ) 0 inferrupts and DPCy
t Sysiem fdle rocess - : R 1 A R O 0 N AUTHERITASYSTEM L T T B

{2 Sysem ' 051 120k8 NT AUTHORITASYS it T NTXemdt & System

mes.exg 276 424 kB Windows Session Manager
WLOFHos exe 308 013 1.89MB Windows Driver Foundation - User-mode Driver Framesork Host Pre
srLere 180 135MB Ctient Server Runtime Process
n wininitexe 448 1.54 MB Windows Start-Up Agpiication
T esisseue 460 002 135MB Client Seover Runtime Progess
n " winlogonexe 332 1.97MB Windows Logon Appleation
senviesee 576 116 ENA Services ams Contioller app
{sass.exe 584 169MB Local Secwrity Authorty Process
&7 svchost.exe 668 789MB Host Process tof Windews Sandces
(W7 svehostexe ™ 402 MB Host Process for Windows Services

dumere 828 141 55.3M8 Desitop Window Manager

suchostexe ) 34 2839M3 Hast Process for Windaws Services

i#] sychosteve 952 11.92M8 Hast Process Tor Windows Services
{E] svchast.exe 984 1609 M Host Process for Windows Services
W svehostexe 1004 0.02 88 B/s 6.33MB Host Pracess for Windows Services

3 svehostexe 1064 668 MB Host Process To: Windows Services

svehost.exe 1126 1318 Host Process for Windows Services

] swchostexe 1330 005 164 kB/fs 2.28MB Host Pracess Tor Windows Services

svehostaxe 1240 576 MB Host Progess for Windows Services

ymacthip.exe 1248 133MB Vidware Activaion Helper

ehostexe 1516 3B4MB Host Process for Windows Serdces v
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The color highlighting of the rows of processes provides information about those processes. To see
what each color indicates, click the "Options" button in the toolbar to display a dialog box, and then
click the "Highlighting" tab to see a short description of what each color represents.

General Advanced Symbold, Highlighting ) Graphs

Highlighting Duration: I 1000 ’

New Objects:

Removed Objects: -

[] Own Processes
Hacker View Tools Users Help [#] Service Processes
2 Refresh (L2 Options | #8 Find Handles M

Processes &g

Network Disk

NET Processes and, ..

Couble-click an item to change it. Enable Ali Disable All

. o

Click "Cancel" to close the Options dialog box for highlighting.

in the list of processes, scroll down and find the "explorer.exe" process.

If you click on the Name to
sort the processes alphabetically, it will be easier to find:

[’ dilhost.exe
W7 dwm.exe

i1 explorerexe -
W] interrupts

4] lsass.exe

NOTE: The order of the listed processes may change each time you run Process Hacker.
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Double-click the "explorer.exe" process to display a multi-tab property sheet with detailed
information, such as the command line used to originally launch the process.

Memory Environment Handles GPU Comment
General Statistics Performance Threads Token Modules
File
Windows Explorer
T | {Verified) Microsoft Windows
Version; 10.0.10586.104
Em_a_ge_ Fiie_ Namre: 7
%C;\Windows\explorer.exe R
Command Line: C:\WINDOWS\Explorer.EXE
Current Directory:  C\WINDOWS\system32y |
Started: 3 hours and 17 minutes ago (32800 PM 3/19/2016) o
DEB Addrecs: 0x27‘8000 | . L
Parent: 1No'h—e'kis'tent process (3120}
oep: i Enablod, Permanan T
foe e e e m e
Protection: None ASLR: N/A
Process Type:  64-bit Terminate
Close

NOTE: Some of the information listed might be slightly different than what is displayed.
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Click the "Modules" tab to see the Dynamic Link Library (DLL) files and other files loaded into the
virtual memory address space of the process. Sometimes these modules contain malware, so, if you
had Internet access, you could right-click any module, select "Send To," then "virustotal.com" to
upload the module to the Virus Total website in order to scan that module with multiple anti-virus
scanners for free (it won't work right now, your virtual machine has no Internet access):

appwiz.cpl,mw_d:;

Environment Handles GPU Comment
General Statistics Performance Threads ~ Token Modules Memory
Name _ Base Address Size Description “ B A
acppage.dil.mui 0x8ea0000 8 kB Compatibility Tab Shell Extension Li... s
ActionCenter.dll 0x7fff6ac00000 320 kB Security and Maintenance
ActionCenter.dll.mui 0x2430000 44 kB Security and Maintenance
actxprxy.dll 0x7fff856e0000 4.57 MB ActiveX Interface Marshaling Library
advapi32.dll ; OX?fﬁBBbIOOGO 668kn AL CL LB ALl sAa DLl ARy
appdb.dat 0x61b0000 3551 M  Unload _  Del
ofosionFame ! oofuon v e ot

pplicationFrame., ; . :
appwiz.cpl Search || Ctrl+M

P RS | | |

atithunk.dll - virusscan.jotti.org Open File Location  Ctrl+Enter
AudioSes.dll ; . ¢

authui.dll camas.comodo.com | Propertaes

batmeter.dll 0x7fff77ba0000 1.99M  Copy Ctrl+C
batmeter.dll.mui 0x9ab0000 8 k Copy 'Size"

BCP47Langs.dli 0x7fff85b80000 412 ks~BUP4/ Language Classes

berypt.dil 0x7fff87140000 164 kB Windows Cryptographic Primitives L...
beryptprimitives.dll 0x7fff875d0000 424 kB Windows Cryptographic Primitives L...
BitsProxy.dll 0x7fff85690000 72 kB Background Intelligent Transfer Ser...
bthprops.cpl 0x7fff7a710000 240 kB Bluetooth Control Panel Applet
bthprops.cpl.mui 0Oxce40000 16 kB Bluetooth Control Panel Applet
capauthz.dll 0x7fff71690000 108 kB Capability Authorization APIs
cfgmgr32.dil 0x7fff882d0000 268 kB Configuration Manager DLL G

NTHLLr ArAanOOn

A0 LD Ol Nl wee. i

Close |

s

NOTE: The above image is just an example. You are not required to perform any steps aside from

clicking on the Modules tab.
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6. Click the "Token" tab to see the Security Access Token (SAT) attached to the process that identifies
the Security Identifier (SID) number of the user which owns the process, the groups of which that user
is a member, the privileges of that user, and other information.

Memory Environment ~  Handles GPU - Comment
General Statistics Performance Threads Token Modules

User: SEC401-Student

User SID:  S-1-5-21-932530260-3908539867-4064665621-2103

Session: 1 Elevated: No Virtualized: No
App container SID;  NfA

'Name = Flags _ A ‘

Authentication authority asserted identity Mandatory (Default E... J

BUILTIN\Administrators Use for Deny Only (Di... [ —)
BUILTIN\Users Mandatory (Default E... * Grou p
CONSOLE LOGON Mandatory (Default E...

Everyone : ~ Mandatory (Default E.—"  Nembershi p S
LOCAL Mandatory (Default E...

Mandatory Label\Medium Mandatory Level Integrity

NT AUﬁiOBID{\AuLhaatiggtgd Users Mandatorv. (Bgfauitﬁ

Name - Status Descrlptaon -

SeChangeNotifyPrivilege _ Default Enabled Bypass traverse checking
SelncreaseWorkingSetPrivilege Disabled Increase a process workingJ - :
SeShutdownPrivilege ~ Disabled Shut down the system R
SeTimeZonePrivilege ~ Disabled - Change the time zone =, Pri V”eges ]
SeUndockPrivilege Disabled Remove computer from doc...

To view capabilities, claims and other attributes, cllck Advanced
[

[ Integnty Advanced

Close

NOTE: The SID listed on the above screen shot will most likely be different than the SID displayed on
your system.

© 2017 Stephen Sims SEC401 Workbook 5.8



W W W

Click the "Memory" tab to display the various regions of virtual memory of the process. If a region of
memory is committed, that means it is backed by a hardware memory module or paging file. Right-
click any committed region and select "Read/Write Memory" to see the raw data in that region, such
as any region marked as "Private: Commit," like the thread stack in the following screenshot:

General Statistics Performance ' 'Thré._ads‘ . Token ._ Modules
Memory  Environment Handles GPU Comment
[ Hide fr Click the arrow to i Stnhgs]} [ P
S expand the drop e o
| Base Add Size Protection Use A

down list. 64 kB RW Heap (ID 2)

> Ox1
' > Mapped 32kB R C:\Windows\en-US\explc
> Mapped 84 kB R
v 0x50000 Private 512 kB RW Stack (thread 3188)
0x50000 Private: Reserved 444 kB Stack (thread 3188)
0xbf000  Private: Commit 12kB RW+G Stack (thread 3188)

0xc2000  Private: Commit

> 0xd0000 Mapped
> 0xe0000 Mapped Save... :
> 0xf0000 Private B
> 0x100000  Mapped | Change Protection... e
> 0x1c0000  Private  Free
> 0x1e0000  Private Decommit
» 0x200000 Private g
> 0x400000  Private Read/Write Address...
| > 0x410000  Private Copy Ctrl+C
| > 0x420000  Private Copy "Size"
> 0x520000  Private 04 KD RV
| > 0x530000  Private 52 kB RW
| > 0x540000  Mapped 4kB R v
, > 0x550000 « B g
JF Close

© 2017 Stephen Sims SEC401 Workbook 5-9



The following screenshot shows the raw hexadecimal data for that region when you right-click it and

select "Read/Write Memory."
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32 bytes per row

6

when you are done viewing the hexadecimal data, but keep the Memory tab open.

Click "Close"

8.
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On the Memory tab for the process, click the "Strings" button to perform a search for any text strings
in the memory regions of that process that are at least 10 characters long and which are not shared
with any other process, for example, those memory regions which are "private" to that process, then

click the "OK" button to execute the search.

54,933 results,

Address Length Result

0x1181f106 42 System.Contact.DisplayBusinessPhoneNumbers
0x1181f131 38 System.Contact. DisplayHomegkoneNumbers
0x1181f158 40 System.Contact.Display oneNumbers
0x1181f181 39 System.Contact.Display PhoneNumbers
0x1181f1a9 27 System.Contact.EmailAddress

0x1181f1c5 28 System.Contact.EmailAddress2

Ox1181f1e2 28 System.Contact.EmailAddress3

Ox1181f1ff 29 System.Contact,EmailAddresses
0x1181f21d 24 System.Contact.EmailName

0x1181f236 25 System.Contact.FileAsName

0x1181f250 24 System.Contact.FirstName

0x1181f269 23 System.Contact.FullName

0x1181f281 21 System.Contact.Gender

0x1181f297 26 System.Contact.GenderValue

0x1181f2b2 24 System.Contact.GivenName

0x1181f2¢cb 22 System.Contact,Hobbies

O0x1181f2e2 26 System.Contact.HomeAddress

0x1181f2fd 34 System.Contact.HomeAddress1Country
0x1181f320 35 System.Contact.HomeAddress1locality
Ox1181f344 ’ System.Contact.HomeAddress1PostalCode
0x1181f36a System.Contact.HomeAddress1Region
0x1181f38c 33 §ystem.Contact.H_QmeAddrE}SSIStreet ——
 Filter . Save.. | [0 Copy

Close

A dialog box will appear showing the virtual memory address and length of each string found. Scroll
down the list of strings to see if you recognize any folder paths or your own username (SEC401-
Student). When a process is infected with malware, the strings in the memory of that process can be
very useful for analyzing the purpose of the malware. The strings in a malicious process might include
the HTTP path to a command-and-control server, the IP addresses of servers where stolen files will be
uploaded, or the local filesystem path to another malicious EXE or DLL binary file.
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10. In the dialog box showing the results of the strings search, click the "Filter" button to pull down a
menu of options, choose "Contains (case-insensitive)," enter a filter pattern of "http" and click the
"OK" button to only show the strings which contain that textual filter pattern.
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e v v e v v e v &

1,361 results.

Address Length Result

0x427470 632 <?xml version="1.0" encoding="utf-8"?> <MATCHED ENTRIES>
Ox46balc 146 _NT_SYMBOL_PATH=srv*C:\Symbols*http://msdl.microsoft.com/c
0x473064 92 TH=srv*C:\Symbols*http://msdl.microsoft.com/do

0x498942 146 __NT_SYMBOL_PATH=srv*C:\Syrnbofs*http:f/msdl.microsoft.comlc
0x4a00e0 46 https://login.live.com/
0x4a0a60 50 https://login.windows.net |
0x4a0d20 44 https://login.live.com
Ox4a0da0 52 https://login.windows.net/
0x4e5430 62 https://xsts.auth.xboxlive.com/
0x4e5930 60 https://xsts.auth.xboxlive.com i
0x762001 73 __NT_SYMBOL__PAT'Hnsw*C:\Symbols*http:llmsdl.micrcsoft.com/c |
0x767e52 146 _NT_SYMBOL_PATH=srv*C:\Symbols*http://msdl.microsoft.com/c
Ox26646ca 62 http://ns.adobe.com/xmp/Identif

0x2664910 40 http://ns.adobe.com/

0x2664cda 86 http://www.w3.0rg/1999/02/22-rdf-syntax-ns#

0x2664d38 64 http://purl.org/dc/elements/1.1/

0x2664d82 56 http://ns,adobe.com/xap/1.0/ |
0x2664dca 88 http://ns.adobe.com/xmp/Identifier/qual/1.0/
0x2664e38 70 http://ns.adobe.com/xap/1.0/rights/
0x2664e8c 62 http://ns.adobe.com/xap/1.0/mm/

11. Click the "Close" buttons repeatedly to exit all dialog boxes and return to the main Process Hacker
screen with the rows of running highlighted processes.

18 Process Hacker {DESKTOP-OFS39DNSEC401-Student]
Hacker View Tools Users Help

5 Relresh {2 Options | 8 Find Handles or DLLs #¥ System nformation | [ :safrf ?’f’:’fﬁ‘fifﬂ’f}_{!{’_“_é
Processes Sewices Network Disk

MName  PID CPU LOTer, Pavate. UserName  Desmmton

A

(] svehostexe 1924 452 MB Host Process for Windo..

[ svchostere 1948 41 M8 Host Process fof Windo..

[#] svehostexe 2028 402 MB Host Process for Windo..

[®] svchostexe 1228 46 M8 Host Progess for Windo...

Evmiooksdere 1476 OM1 763 M8 VMware Tools Core Ser..

[FIvGAuthServic. 1660 495 MB VMware Guest Authent..

[#] swchostexe 2428 144 M8 Host Process for Windo...

& dithostexe 26% 348 M8 COM Surrogate

e madicexe 2780 24ama Microsolt Distributed Tr., |

v J Searchindexer.. 3396 1658 Miciosoft Windows Sea.. o B

¥ SearchProt. 3364 134 M _\SEC40T-Student  Microsoft Windows Sea.. | |
& Searchilte.. 4156 114 M8 Micosoft Windows Sea... . | B

[ svehostese 4628 671MB _\SEC401-Student  Host Process for Winda. ||

0] Trugtedinstalie.. 4104 154 M8 Wingows Modules Insta.. | |

(%] Isess.exe 176 357 M8 Local Security Authority.. | |
700 186 MB Windows Logon Applic..
992 025 _— 2825 ) Demop Wmdl}w f-gpna,v v |

CPU Usage: 4.65%  Physical Memory: 711,29 MB (34.74%) Processes S0
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#3 Task 3 - Inject a DLL into a Process and Terminate

It Aggressively

1. On the lower-left side of the VM, where it states either “Search Windows,” or “I'm Cortana. Ask me
anything” simply type the word "mspaint” to search for the Microsoft Paint application. When the
search list shows the Paint application, click that icon to run the Paint desktop application.

NOTE: The first time you click in this box you may get a popup window asking if you would like to
hear more information about what Cortana can do. If you get this, simply click on “Not interested.”

beaz't:h the web and Windows

Best match

Lief mspaint -
“# Run command B

2. Go back to Process Hacker, scrofl down to the very bottom in your rows of processes, and identify
the new "mspaint.exe" process (you may need to click the black down arrow (v) to the left of

explorer.exe to see mspaint.exe underneath it).

v & i winlogon.exe
W dwm.exe
v v explorer.exe

ProcessHacker.exe
«# mspaintexe
£ WINWORD.EXE
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W

3. Right-click the mspaint.exe process, select "Miscella neous," select "Inject DLL...," browse to the
C:\Windows\System32 folder, scroll down to the very bottom, select the "zipfldr.dll" file, and click
the "Open" button.

Memory Environment Handles GPU o : ’ !
General Statistics Performance  Threads  Token Modules

Name = Base Address Size Description A
SortDefault.nls 0x13f06170000 3.21 MB

StaticCache.dat 0x13f03aa0000 16.25 MB

sti.dli 0x7fff75d10000 328 kB Still Image Devices client DLL
sxs.dll 0x7fff87400000 612 kB Fusion 2.5

tiptsf.dlil 0x7fff72650000 652 kB Touch Keyboard and Handwriting P
tpeps.dil 0x7fff78360000 112 kB Microsoft Tablet PC Platform Compc
UIAutomationCore.dll 0x7fff85230000 1.36 MB Microsoft UI Automation Core
UIRibbon.dll 0x7fff75e20000 4.01 MB Windows Ribbon Framework
UIRibbon.dll.mui 0x13f05100000 20 kB Windows Ribbon Framework
UlRibbonRes.dll ' 0x13f05820000 580 kB Windows Ribbon Framewa ul

n

user32.dll Ox7ff£83880000 1.34 MB Multi-User Windows USER API Clie

userenv.dll 0x7fff86400000 124 kB Usereny
uxtheme.dll 0x7fff85e10000 600 kB Microsoft UxTheme Library
wiatrace.dll Ox7fff79800000 40 kB WIA Tracing

B windows.storage.dil 0x7fff878¢0000 6.27 MB Microsoft WinRT Storage API
WindowsCodecs.dll 0x7fff806d0000  1.69 MB Microsoft Windows Codecs Library |
winmm.dll 0x7fff85cc0000 140 kB MCI API DLL
winmmbase.dll 0x7fff85c90000 176 kB Base Multimedia Extension API DLL
WinTypes.dll 0x7fff838a0000 1.21 MB Windows Base Types DLL
wisp.dll

0x7fff76950000 288 kB Microsoft Pen and Touch Input Co |
0x7fff7cfd0000 216 kB Microsoft XmiLite Library _
v

l zipfldr.dll } OX7fff75c20000 400 kB Compressed (zipped) Folderé

s |

You have just injected a DLL file into a running process! This is similar to how hackers and malware
inject malicious DLLs into victim processes, such as to extract password hashes from memory. In
this case, the zipfldr.dll file is a normal, benign Windows DLL, so no harm has been done.

4. In Process Hacker, double-click the mspaint.exe process and go to the Modules tab. Scroll down to
the very bottom of the list of modules and you will see the zipfldr.dll module loaded (you may need
to click the "Name" column to sort alphabetically). Click the "Close" button when done.

Let's imagine that the mspaint.exe process is malware-infested and causing harm. We need to
terminate it, but the process is using rootkit techniques to prevent us from closing the process
normally. We must use more aggressive techniques, so we will use The Terminator!
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Terminate Det
Terminate tree Shift+Det
Suspend

Restart

5. In Process Hacker, right-click the mipaint.exe process, select "Terminate".

Create dump fife..
Debug
Virtualization

Affinity

Priority b
17O priority >
Miscetlaneous b
Window >

Search online Ctrl+M
Send to >
Open file location Ctri+Enter
Properties Enter
Copy Ctrl+C
Copy "Name™

6. Select the "Terminate” button to confirm. |

Process Hacker X

Do you want to terminate mspaint.exe?

Terminating a process wil cause unsaved data o be lost. Are
yOu Suse you want 1o continue?

Terminate ¢ Cancel

The Terminator is a Process Hacker toof that will attempt to terminate a process.

Notice that the paint program is now closed.
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1. What color is used to highlight "Packed Processes" by default?
2. Inthe properties of a process, what tab shows privileges?
3. Canregular expressions be used to search in-memaory strings?

Exercise Takeaways |

In this lab, you completed the following tasks:

Installed and ran Process Hacker.

Examined the details of a process, such as its Security Access Token (SAT).
Injected a DLL file into a process.

Terminated a running process with The Terminator.

Process Hacker is a free, open source replacement for the Windows Task Manager tool. Process Hacker is very
useful for understanding the Windows operating system, viewing the inner workings of processes, examining
services and device drivers, viewing TCP listening ports, and watching disk activity. Some actions will require
that you launch Process Hacker with administrative privileges by right-clicking the shortcut for Process Hacker
and using the "Run As Administrator" option, but please be cautious when doing so, you might accidentally
crash the computer!
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8 Question Answers

1. What color is used to highlight "Packed Processes" by default?

2. In the properties of a process, what tab shows privileges?

3. Can regular expressions be used to search in-memory strings?
© 2017 Stephen Sims SEC401 Workbook

bright magenta

the Token tab

yes
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Lab 5.2

Microsoft Baseline Security Analyzer
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Lab 5.2 - Microsoft Baseline Security Analyzer

(j ) Background

The MBSA is not installed on Windows by default, but it can be downloaded from Microsoft's security website
for free at http://www.microsoft.com/security. The MBSA can scan local or remote Windows computers for
common security vulnerabilities. It also provides guidance on what was scanned and how to fix any problems
found. To scan a computer with the MBSA, you must be a member of the Administrators group. While the
MBSA is not as comprehensive as the commercial vulnerability scanners available on the market, it is free and

easy to use. In this lab, you will practice using the MBSA.

(4 Obijectives

Install the Microsoft Baseline Security Analyzer (MBSA). ..
Scan the local computer for vulnerabilities.

Examine an MBSA vulnerability report.

Remediate an identified vulnerability using the NET.EXE utility.

Scan local system again to confirm remediation.

Your objectives for this lab are to first install the free Microsoft Baseline Security Analyzer (MBSA) and then
scan the local computer with the MBSA for vulnerabilities. An artificial vulnerability has been created on your
computer for the MBSA to find, namely, the Guest account has been enabled and placed in the Administrators
group. Next, you will view the MBSA report of the vulnerabilities found. Then you will use the built-in NET.EXE
command-line utility to correct the vulnerabilities in PowerShell. Finally, you will rescan your system to
confirm the elimination of the vulnerability.

@ Duration - 20 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. The duration estimate of this lab can decrease or increase depending on various factors, such as
the booting of virtual machines, the speed and amount of RAM on your computer, and the time you take
to read through and perform each step. All labs are repeatable both inside and outside of the classroom,
and it is strongly recommended that you take the time to repeat the labs both for further learning and
practice towards the GIAC Security Essentials Certification (GSEC).
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#2 Task | - Install and Run MBSA

1. MBSA s already installed on the VM. From the desktop, there is a shortcut for MBSA. Double-click
on the icon labeled Baseline Security to start the program.

Shortcut on your desktop

The full install of MBSA is located in the “C:\Labs\401.5" directory if you need to re-install the
program.

MBSA wiil startup up your system.

© & Microsoft Basefine Security Analyzer 23 - 0 X

r.‘.ic.roéf.s-it. . . Mf&m
# Baseline Security Analyzer :

Tasks Check computers for common security "
ERp— misconfigurations,
Scan mutiple
compuiers The Microsoft Baseline Security Analyzer can check computers runnlng
Viewe secunty reparts Microsoft Windows Server 2012 R2, Windows 8.1, Windows
AbDut Microseft Server 2012, Windows 8, Windows Server 2008 R2, Windows 7,
i Securiy {  Windows® Server 2003, Windaws Server 2008, Windows Vista, or
B Windows XP. Scanning computers for sacurity updates utilizes

Windows Server Update Services, You must have admintstrator

privileges for each computer you want to scan.

'8y Sean a computer

Check a computer using its name or 1P Address.
See Also .
';F crosoft Batebme B Scan muitiple compuders
séwm m,}y;ﬁ;‘ﬂelg Check multiple computers using a domain namse or a range of 1P
. . h atldresses.

Microsoft Secutity Web
site [ bt .

L View existiag seaurity scan ropaits v

View. print and copy the results from the previous scans.
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$#2 Task 2 - Scan a Computer

1. Inthe middle of the MBSA application, click the "Scan a computer" link.

X

27 Microsoft Baseline Security Analyzer 2.3 ]

S G gt : Microsoft
", XY Baseline Security Analyzer

Check computers for common security misconfigurations.

11 & compter
The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows

Server 2012 R2, Windows 8.1, Windows Server 2012, Windows 8, Windows

Server 2008 R2, Windows 7, Windows® Server 2003, Windows Server 2008,

Windows Vista, or Windows XP. Scanning computers for security updates utilizes

Windows Server Update Servigg You must have administrator privileges for each computer
you want to scan.

Scan multiple computers

1 ft Baselne
urity Analyzer

w‘ Scan a computer
" Check a computer using its name or IP Address.

wfﬂ Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

@ Viey: exigling securily scan reports
View, print and copy the results from the previous scans.

See Also

vicrosoft Baseline Security
;

® 2002-2013 Microsoft Corporation. All rights reserved.
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2. Inthe "IP address" field, type in an address of "127.0.0.1," but imagine this is a remote computer where
you are a member of the Administrators group.

Also, in the list of "Options" checkboxes, uncheck every box except for the one at the top for "Check for
Windows administrative vulnerabilities," then click the "Start Scan™ button.

7 Microsoft Baseline Secutity Analyzer 2.3

Micrasoft

" Baseline Security Analyzer

Which computer do you want to scan?

Enter the name of the computer o its 1P address.

Conpter rame: o
i CRlaal: [WM;MJVJ -(1)
Secuity repoct nane: |%0% - e (wT%)
%D% = domain, %C% = computer, %T% = date andhme, AP % = IP address
Cplions:
(7] Chedk for Windows adriristrative vuinerabdities -(2 On |y check this bOX)
[ ] Chedk for weak passwords

[} Chedk for 115 administrative yinerabities
[} Check for 5Q1 adminstrative vuinerablities
[ ] check for seaurity updates

(3)

Learn more about 52 Ophong

Start Scan Cancel }

MBSA will scan your local computer. A progress bar will show for a few seconds. Then the report will be
displayed.
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3. Inthe Report Details screen, notice that there is a red icon next to "Guest Account: Guest account is not
disabled on this computer.” There is also a yellow icon next to "Administrators: More than 2
Administrators were found on this computer.”

Click the links for "What was scanned" under both the Guest Account warning and the Administrators
warning. Read the descriptions in the browser windows that appear. Note that your output may not be
identical to the image below.

{07 Microsoft Baseline Security Analyzer 2.3

Microsoft

Baseline Security Analyzer

~
Report Details
« P& Security assessment:
. Severe Risk (One or more critical checks failed.)
Computer name: MACHINE
1P address: 127.0,0.1
Security report name: MACHINE (3-24-2016 6-19 AM)
Scan date: 3/24/2016 6:19 AM
Scanned with MBSA version: 2.3.2211.0
Catalog synchronization date: Secaurity updates scan not performed
Sort Order: [Score (worst first) V|
windows Scan Results
Administrative Vulnerabilities
| Score Issue  Result
%] Automatic The Automatic Updates system service is not running.
Updates What was scanned How to correct this
@ GuestAccount  The Guest accountis not disabled on this computer,
What was scanned How to correct this
)] Administrators __More than 2 Administrators were found on this computer. v
, Resultdetals  How to correct this
’!"V’ Brint this report [D Sopy to diphoard bs Frev SOty report Iext sedurity report @
i Ol

NOTE: If this is the first time opening a browser, you may get questions around IE11 setup. If prompted,
click the option “Don’t use recommended settings.” You may also need to close an extra browser window
that appears.

For example, the next screenshot is the description of "What was scanned" for the warning about "More
than 2 Administrators were found on this computer:"
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4. Click the "X" in the upper-right corner of the browser window so that it closes.

LRl &' C\Program Fites\Mict O ~ ¢ & Microsoft Baseline S... % [

Microsoft

Baseline Security Analyzer :

Administrators Group Membership

Check Description

This check identifies and lists the individual user accounts that belong to the local
Administrators group. If more than two individual administrator accaunts are detected,
Micrasoft® Baseling Security Analyzer will hist the account names and flag the check as a
potential vulnerability, In general, we recommend keeping the number of administrators to a
minimuny, because administrators essentially have complete control aver the computer,

£2002-2007 Microsoft Corporation, AH rights reserved.

5. Now click the link for "Result details" for the warning about "More than 2 Administrators."

B Miccocoft Baseline Security Analyzer -~ Webpage Dialog

O MEcrbsoft

Baseline Security Analyzer

More than 2 Administrators were found on this computer.

Result Details

o .
#  Administrator

T oo -
¥ SEc40l

SEC401-Student

The Guest account is not dsabled on this computer,

sihal was soamed oyt correct thes

£ Administrators More than 2 Adnéréstrator weere found on this computer, W
viatwas srareed {Resultdelads | Hoo to correct ths

B ‘(3 . Ga;vest Al:couﬁt -

G POt B renoet E”] oy 19 dpbag

This is the "Result Details" for the Administrators warning:
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Yikes! Not only is the Guest account enabled, it's in the Administrators group! Very bad sign...

NOTE: This is not a default install and the guest account was enabled to allow for vulnerabilities to be
found during analysis.

Close the Result Details window by clicking the "X" in the upper-right corner as shown by the arrow above.

Click the "OK" button in the Report Details window to return to the main MBSA screen:

¢ Microsoft Baseline Security Analyzer 2.3

Microsoft

€ ® ¥ Baseline Security Analyzer
~
Report Details
o Secirity assessment: y

W' Severe Risk (One or more critical checks failed.)

F o PRt Bis £epdt ("} Copy to cgboard [ TP it o
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#8 Task 3 - Correct the Problem with NET.EXE in

PowerShell ISE

1. Open PowerShell ISE by clicking the “Start” button and simply start typing "powershell ise" in the Start
screen to do a search for the tool, then right-click the "PowerShell ISE" desktop app, choose "Run As
Administrator," and click "Yes" to confirm the launch (you don't have to click anywhere else in the Start
screen to do a search, just start typing):

Best match

_ Powershell ISE o :
T Deskopapp (0 i

Command

indows PowerShell {x

Ignore any other PowerShell applications, such as PowerShell ISE (x86). We won't use any other
PowerShell application in this course other than the 64-bit "PowerShell ISE" desktop app. If you wish, you
may create a shortcut for "powershell_ise.exe" on your desktop, but this isn't required.

The 64-bit PowerShell ISE will launch as Administrator on your computer:

B Roeinististen: Windom Poaerthed BE
Fig Bdt - View : Tooks | Owbug - Addens - Melp

L T R T B B B R

| Commanas % x
Medses: | AF v (Retest]
e

i

| | oo dpotatiage

| | Avg-tpurovivrechicuge

in 1 Coiis 10%%
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2. Navigate to the C:\Labs\401.5 folder by typing the following command:

PS C:\Windows\System32> ed C:\Labs\401.5

3. In PowerShell, list the members of the local Administrators group with this command:

PS C:\Labs\401.5> net.exe localgroup Administrators

2 Administaaten Windows PoveerShell ISE
file Edit Yiew Tools Debug Add-ons Help
Lol d a0 e o @ oW 8 [l ommore

PS C:\Labs\A01, 5>

PS C:i\Labs\401. %= net.exe localgroup Administrators
Altas name Administrators

Conment

Memboers

Administrator

Guest
SECA0d
SECA0] -Student

The commund completed successful ly,

PS C:\Labs\40L. 5>

LA 17 Col1g 130%

Sure enough, it is confirmed, the Guest account is in the Administrators group!

NOTE: This is not how a default install of Windows is configured. Changes were made to highlight
weaknesses with the lab.
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4. Remove the Guest account from the Administrators group with the following command:

net.exe localgroup Administrators Guast /del .

TR s i e R SRl

it Administrator: Windows FowerShell ISE

Ejfe Edit  View oo!s Debug Add-ons j;glp
F )i @b ik o T T M TR =) e w0 T

PS C:\Labs\401. 5> g
PS C:\Labs\401.5> net.exe localgroup Administrators Guest /del
The command completed successfully.

PS C:\Labs\401.5>

| Ln6Col19 |

Script (v)

130%

The output says "The command completed successfully," but feel free to hit the Up-Arrow button on your
keyboard to go to the prior command to list the members of the Administrators group again, just to make

sure. We still need to disable the Guest account to make certain the account is not used.

5. Disable the local Guest account by running the following command:

net.exe user Guest /active:no : i

Administrator: Windows PowerShell ISE

File Edit  View Tools Debug  Add-ons Help. ‘ _
L)o@ o i oL v 0 Lo (e 9o 83 | (BB 0 0

PS C:\Labhs\401.5>
PS C:\Labs\401.5> net.exe user Guest /active:no
The command completed successfully.

PS C:\Labs\401.5>

| Ln6 Col19

Ly

Script (v}

130%

The output says "The command completed successfully," but let's examine the properties of the Guest
account to confirm 1) it is not active, which is the same as being disabled, and 2) that it is not a member

of the Administrators group.
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6.

List the properties of the Guest account with the following command:

net.exe user Guest o -

2+ Administeator: Windows PowerShell ISE

File Edit View Tools Debug Add-ons Help
o RSO XN s B W B

PS C:\Labs\401. 5>

PS C:\Labs\401.5> net.exe user Guest

User name Ques

Full Name

Comment: Built-1n account for guest access
User's comment

{‘nuni‘t‘y_/vﬁginn care Anf (Swstem Default)

Account active No

;‘\ML.\)UNL (:A}J ; [ wte- ) ;V'KZVCC!

Password last set 10/22/72015 10:39:37 P™
Password expires Never

password changeable 10/22/72015 10:39:37 pPM
Password required No

User may change password No

workstations allowed All
Logon script

User profile

Home directory

Last Togon Never

Logon hours allowed Al

Local Group Memberships *Guests

The command completed successfully.

PS C:\Labs\401.5> |

Ln 30 Col 19 | ;] 130%

Notice that "Account active" is set to "No," and that "Local Group Memberships" does not include
Administrators. So, our work is confirmed, the Guest account is disabled {not active} and has been
successfully removed from the Administrators group. Let's scan the computer again with MBSA.
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#3

Task 4 — Scan a Computer Again

1. Inthe middle of the MBSA application, click the "Scan a computer" link:

i=7 Microsoft Baseline Security Analyzer 2.3 a

Tasks

Microsoft Microsoft

Baseline Security Analyzer

Check computers for common security misconfigurations.

Scan a compuler

Scan miltiple computers

The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows
Server 2012 R2, Windows 8.1, Windows Server 2012, Windows 8, Windows

Server 2008 R2, Windows 7, Windows® Server 2003, Windows Server 2008,

Windows Vista, or Windows XP. Scanning computers for security updates utilizes

Windows Server Update Servigg You must have administrator privileges for each computer
you want to scan.

Scan a computer
~ Check a computer using its name or IP Address.

.gj' Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

@ Yigw existing security scan reports
View, print and copy the results from the previous scans,

See Also

icrosoft

© 2017

Security VWeb site

© 2002-2013 Microsoft Corporation. Al rights reserved,
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2. Inthe "IP address" field, type in an address of "127.0.0.1," but imagine this is a remote computer where
you are a member of the Administrators group.

Also, in the list of "Options" checkboxes, uncheck every box except for the one at the top for "Check for
Windows administrative vulnerabilities,” then click the "Start Scan" button:

mf Mactosoit Bas clme Secunty Analyzer 2 3

i . Microsoft

@‘- ¥ Baseline Secur:ty Analyzer

Which computer do you want to scan?

Enter the name of the computer of its P address,

Computer name: §
postess ] . M h 1)
Secwity (eport nane: [o0% - e (%T%) i
W% = domsm, W% = corwuter, YT % = date anci tme, %IP% = [P address
Options:

] Chec o ions adnessatve weraines -(2: Only check this box)

["} Chedk for weak passwords

(] Chedk for S administrative vuinerabiities
[.] chedk for SQL admnistrative vuinerabiities
[ chedk for seaurity updates

(3)

Learn more about Scanning Options

Start Scan Cancel

MBSA will scan your local computer, showing a progress bar for a few seconds. Then the report will be
displayed.
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3. In the Report Details which appear, scroll down to the middle to where it shows "Guest Account.”

£ Microsoft Baseline Secutity Analyzer 2.3

Microsoft

Baseline Security Analyzer

What was scanned Resull de tailg

V] Autologon Autologon & not configured on this computer. A
= il
@ GuestAccont  The Guestaccount is disabled on this computer.
What was scanned
1 PrOpe:
Anonymous Vihat vias scanned
L tocal Account This check was skipped because user chose not to perform password dhecks during the scan.
Password Test v
‘@ Prail s report ["} Coiy to chpboard FrE s ptnnaly ot g sl sacuniy il ﬁ

Notice that there is now a green icon next to "Guest Account: The Guest account is disabled on this
computer." This vulnerability has been remediated. (You may still have a warning about having multiple
members in the Administrators group, but that is OK for this lab, it is expected, but at least the Guest

account has been removed!}

4. Click the "OK" button to return to the main MBSA screen.
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5.

In the main MBSA screen, click the link in the middle to "View existing security scan reports."

¢ Microsoft Baseline Security Analyzer 2.3

Microsoft

Baseline Security Analyzer

Tasks Check computers for common security misconfigurations.

Scan & computer

The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows
Server 2012 R2, Windows 8.1, Windows Server 2012, Windows 8, Windows Server 2008 R2,
Windows 7, Windows® Server 2003, Windows Server 2008, Windows Vista, or Windows XP.
Scanning computers for security updates utilizes Windows Server Update Services. You must
have administrator privileges for each computer you want to scan.

Scan multiple computers

UBG Scan a computer
~ Check a computer using its name or IP Address.

§§ Scan multiple computers
" Check multiple computers using a domain name or a range of IP addresses.

@ View existing security scan reports ﬂ
View, print and copy the results from e previous scans.

See Also

@ 2002-2013 Microsoft Corporation, All rights reserved.
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sk

In the window showing past security reports, notice that you can pull down the "Sort order" menu to sort
your reports by scan date, IP address, security assessment result, or computer name. This is useful when
you have scanned a large number of computers over the network multiple times in the past. (Your list of
reports will look different than in the screenshot; that is fine.)

Aicrosoft Baseline Security Analyzer 2.3

Microsoft _  Microsoft
Baseline Security Analyzer

Choose a security scan report to view

Security reports are located in: C:\Users\Seq

Sortorder: |Scan date (descending) v|

Click here to see reports from the most recent scan only

ComputerName 1P Address - Assessment ScanDate
MACHINE 127.0.0.1 Severe Risk 3/24/2016 7:38 AM
MACHINE 192.168.1.204 Severe Risk 3/24f2016 6:46 AM
MACHINE 127.0.0.1 Severe Risk 3/24/2016 6:19 AM
MACHINE 192.168.1.204 Severe Risk 3/24/2016 6:17 AM
MACHINE 192,168.1.204 Severe Risk 3/24/2016 6:13 AM
MACHINE 127.0.0.1 Severe Risk 3/24/2016 6:10 AM

g Print this report ([} Copy to dipboard

-

7. Click the "OK" button to return to the main MBSA screen.
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1. True or False: Can the MBSA scan remote computers?
2. True or False: To scan a computer, must you be an administrator?
3. True or False: Can prior MBSA scan reports be read later?

Exercise Takeaways

in this lab, you completed the following tasks:

Installed the Microsoft Baseline Security Analyzer (MBSA).

Scanned the local computer with MBSA to identify vulnerabilities.
Remediated a vulnerability that was found using the PowerShell ISE.
Viewed the list of prior MBSA scan reports.

In this exercise, we used a free vulnerability scanner: Microsoft Baseline Security Analyzer (MBSA). While the
scanning performed by the MBSA is not as comprehensive as the reports from commercial vulnerability
scanners, free is free! The MBSA is mainly designed to be easy to use. The MBSA also provides guidance on
what was scanned and about how to correct the vulnerabilities it found. With Internet access, the MBSA can
also scan for missing patches. If you are a member of the Administrators group on other computers, then the
MBSA can scan those remote computers over the network too (just make sure to get permission first). Even if
you close the MBSA tool, you can always come back to view past reports.
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E;/ Question Answers

1. Canthe MBSA scan remote computers? True
2. True or False: To scan a computer, must you be an administrator? True
3. True or False: Can prior MBSA scan reports be read later? True
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Lab 5.3

SECEDIT.EXE
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Lab 5.3 - SECEDIT.EXE

(i Background

We want to automate our security work as much as possible. Automation is important for speed and

consistency. An INF security template is just a text file. Hundreds of configuration changes may be defined in a
textual INF security template. The SECEDIT.EXE command-line tool can be used to automate the application of
an INF security template to reconfigure a Windows computer. The SECEDIT.EXE tool may also be used to audit
a Windows computer by comparing the settings of the computer to the settings defined in the INF template.
The output of an audit like this is a plain text log file. This log file can be searched for keywords that indicate
mismatches found between the computer and the template. These commands can be done in the old
CMD.EXE command shell, but PowerShell is the future of Windows scripting and command shell execution.

(4 Obijectives

Open the PowerShell ISE desktop application. ..
Compare the current state of the system against an INF security template.

Apply the INF security template to the local computer to reconfigure it.

Re-examine the current state to confirm changes were made.

Your objectives for this lab are to learn how to use the Windows start screen to search for an application, such
as PowerShell ISE, and launch that application with administrative privileges. Next, you will use the
SECEDIT.EXE command-line tool in PowerShell to compare your local computer against an INF security
template. Then you will apply that template to your computer to reconfigure it to match the template. The
emphasis here is learning how to automate this work and to get more practice using PowerShell.

@ Duration - 20 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. The duration estimate of this lab can decrease or increase depending on various factors, such as
the booting of virtual machines, the speed and amount of RAM on your computer, and the time you take
to read through and perform each step. All labs are repeatable both inside and outside of the classroom,
and it is strongly recommended that you take the time to repeat the labs both for further learning and
practice towards the GIAC Security Essentials Certification (GSEC).
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#8 Task | - Open PowerShell ISE (Integrated Scripting

Environment)

1. Open PowerShell ISE by clicking the Start button and simply start typing "powershell ise" in the Start
screen to do a search for the tool, then right-click the "PowerShell ISE" desktop app, choose "Run As
Administrator,” and click "Yes" to confirm the launch {you don't have to click anywhere else in the
Start screen to do a search, just start typing):

Open

© z::::::::::::m - Right-click and then select
Pin to Start “Run as administrator”
Scan with Windows Defender...
Pin to taskbar

2. Ignore any other PowerShell applications, such as PowerShell ISE (x86). We won't use any other
PowerShell application in this course other than the 64-bit "PowerSheli ISE" desktop app. If you wish,
you may create a shortcut for "powersheil_ise.exe" on your desktop, but this isn't required.

The 64-bit PowerShell ISE will launch as Administrator on your computer:

LR ptminiin s, oedont Poaedhet 65 - [5] "

Bie Bt Vew hofh g AMont dhelp s . 0 x
ok Ox 4 5w B ox o B miy,
.
e
*
v ingtresh]
cRape
icr
S0 gySer
P ro
LLR Y pE
flnt Col29 E 100%
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3. Navigate to the C:\Labs\401.5 folder using the following command:

PS C:\Windows\System32> od C:\Labs\401.5

The command prompt ("PS"} will show you what folder you are in, like in the screenshot above.

Tip: In PowerShell, when you start to type the name of a folder, file, variable or other object, you can
press the "Tab" key once, or repeatedly, to have PowerShell guess the name of what you are typing.
This technique is called "tab completion” and will speed your typing immensely. Once PowerShell has
guessed your command correctly and has highlighted it, hit "Tab" to use it.
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ﬁg Task 2 — Examine and Apply an INF Security Template

1. In PowerShell, open the SecurityTemplate.inf file in a new tab for inspection of its text. Type “ise
\SecurityTemplate.inf,” and press “Enter” to make the tab appear as shown below:

PS C:\Labs\401.5> ise .\SecurityTemplate.inf

"2 Administator: Windows PowetShell ISE

File Edit View Iaol Gebug .gtiri-os g;[e!p

Lol b Hoxioe s womiw & o om o,

! SecurityTemplateinf X ]
1 [Unicode] -
2 Unicode=ves

3 [version]

4 signature="3$CHICAGOS"

5 Revision=1

6 [System Access)

! PasswordComplexity = 1
8 pPasswordHistorySize = 23
4 LockoutBadCount = 5

S C: \E abs\401. > i
S A\Labs\401. 5>
5 C:\Labs\401.5> ise .\SecurityTemplate.inf

\Labs\401. 5=

Completed I in5 Col19 | r 135%

As you can see, an INF security template is just simple text. Notice in the INF template that
"PasswordComplexity" is set to 1 {enabled) and "PasswordHistorySize" is set to 23.

2. Close the tab with the INF template by clicking the "X" on its tab. You should only see the shell now.

3. Briefly review the command-line switches of the secedit.exe tool for analyzing a computer by typing
“secedit .exe /analyze” and pressing Enter:

PS C:\Labs\401.5> secedit.exe /analyze

4. Compare the settings defined in the security template against the local computer, saving the output to a
text log file named "log.txt" (ignore the temp file named "temp.sdb"). Type the command below into your
PowerShell window:

secedit.exe /analyze /db temp.sdb /cfg SecurityTemplate.inf /log log. txt
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5. Open the log file just created {log.txt) in PowerShell by typing “ise \log.txt” and pressing “Enter.”

PS C:\Labs\401.5> ise .\log.txt

X Administrator: Nindows PowerSheli ISE

File  Rdit giew Tools ebu Add-ons  Help

AT ™ N SRS ¥ B NS BN CERR AR S - NI Y B _fi::’j Mo By Tl
‘ logdt X k

627 Not Configured - MinimumPasswordLength.

628 Mismatch ~ PasswordHistorySize.

629 Not Configured - MaxinmumPasswordAge.

630 Not Configured - MinimumPasswordage.

631 Mismatch - PasswordComplexity,

632 Not Configured ~ RequireLagonToChangePassword.
633 Not Configured - ClearTextPassword.

634 Analyze password information,

635 Mismatch - LockoutBadCount.

£

Completed 96 percent (495/513) Process Security Policy area
Completed 97 percent (498/513)  Process Security Policy arca
Completed 97 percent (501/513) rrocess Security Policy area
Completed 98 poercent (504/513)  Process Security Policy area
Completed 99 percent (308/513) Process Security Policy area
Completed 100 percent (513/513) Process Sccurity Policy arca

The 1ask has completed successfTully.
See log C:\Labs\401.5\1og.txt for detail info.

Completed | LnE28 Col9 |

6. To match the above screen, in PowerShell, pull down the "Edit" menu, select "Find in Script," enter

"Mismatch," then click the "Find Next" button.

[} Match case ] Whole word

[..] Search yp [ Regular expressions
[ ] Find in selection [_E.;;.;_]

Notice that "PasswordHistorySize" and "PasswordComplexity" both are marked as "Mismatch," as seen in
the screenshot above of the PowerShell application window with the log.txt file opened in a tab. This
shows that the current configuration of the computer does not match the settings defined in the
SecurityTemplate.inf file. No changes have been made to the computer yet, this is a read-only audit.

Only the shell should be visible now.
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8. Get the contents of the log.txt file and pipe (" | ") the lines from that file into the PowerShell Select-String
command to compare each line against a regular expression pattern (very similar to grep on Linux).

...\401.5__>4‘Get-Content ._\}og_r txt | ‘S_ej.e;ct—ftst;_r;i,_‘r_;g ~Pattern "l_-lli,_smatch'_'

Just as we saw when examining the log.txt file by hand in the PowerShell editor tab, the

"PasswordHistorySize" and "PasswordComplexity" settings are both marked as "Mismatch" (you may have
other mismatches as well, but we are only interested in these two settings in this lab).

Briefly review the command-line switches of the secedit.exe tool for reconfiguring a computer by typing
“secedit.exe /configure” and pressing “Enter.”

PS C:\Labs\401.5> secedit.exe / configure

10. Reconfigure the computer by applying the SecurityTemplate.inf file with this command (note that this is
one command, but it is wrapped across two lines in this ma nual). Enter the below text into PowerShell:

PS C:\Labs\401.5> secedit.exe /configure /db temp.sdb /cfg

R
.

The computer has now been reconfigured to match the security template. Let's re-audit the machine again
with the template.

11. Compare the settings defined in the template against the local computer again, just as before, but this

time save the output to a new log file named "out.txt" (not to "log.txt" like before). Enter the text below
(note that the command to enter wraps to a second line):

PS C:\Labs\401.5> secedit.exe /analyze /db temp.sdb /cfg
SecurityTemplate.inf /log outtxt‘

Please notice that we are saving the output of the analysis to a new log file named "out.txt.”

12. Extract any mismatch lines from the new "out.txt" log file just produced by typing the following:

PS .\401.5> Get-Content .\out.txt | Select-String -Pattern "Mismatch"

The output of the above command should be nothing. Nothing is good here! It shows that the "out.txt"
text file does not contain any lines which contain "Mismatch" inside of them. The lack of mismatches

indicates that the computer has been successfully reconfigured to match the settings in the template. Job
well done!
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& Administrator Windows Powe 1Shell iSE
File Edit View Jools Debug Add-ons Help
(NI " Y O x> 9 o e p

w & OFElrem B,
: Seript )
The task has compleled successTully,

see Tog C:\Labs\A0L.5\out. txt for detaijl info.

PSS Ci\Labs\A01. 5>
PS C:\Labs\OL. 5> Get-Content .N\out.txt | Select-String -Pattern "Mismatch”

PS C:\Labs\401._5>

[ tn112 Col 19 : 135%

Notice that there is no output from the command in the screenshot above. This is expected.

13. Extra Credit: If there is any time remaining for the lab, feel free to read the full help for the Get-Content
and Select-String commands. This is not required, just fun to do. Use your mouse to control the scroli bar
on the right side to scrolt up and down to read all the help text. You can't pipe the help text into the
"more" command when using the graphical PowerShell ISE editor {powershell_ise.exe), but you can pipe
help text into "more" when using the text-oriented version of PowerShell instead (powershell.exe).

Get-Help -Full Get-Content
Get-Help -Full Select-String

v

Start-Process PowerShell.exe f#iNotice, there is no "_ise" here!
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P
A

o Questions

1. What command is used to launch the graphical PowerShell ISE editor?
2. What keyword do we look for in secedit.exe log files to find mismatches?
3. What command is used to open a text file in the PowerShell ISE editor?

Exercise Takeaways

In this lab, you completed the following tasks:

»  Finding and running the graphical PowerShell ISE editor.

«  Comparing your computer against an INF security template.

¢+  Opening a text file for viewing or editing inside PowerShell ISE.

»  Applying an INF security template to reconfigure the local computer.

*  Searching a text log file with a regular expression pattern to find mismatches.

In this exercise, we used the SECEDIT.EXE command-line tool to audit and then reconfigure a computer. Audits
are performed by comparing the state of the machine against an INF security template. Applying an INF
security template reconfigures the machine to match the settings defined in the template. We performed
these steps in PowerShell, but we could have used the older CMD.EXE command shell instead. PowerShell is
the future of all command-line scripting on Windows, so it's good to get some practice. There are thousands of
commands available to use in PowerShell, you cannot possibly memorize them all, so the Commands tab may
be used to help identify the one you want {View menu > Show Command Add-On).
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A

¥ Question Answers

1. What command is used to launch the graphicat PowerShell ISE editor?
2. What keyword do we look for in secedit.exe log files to find mismatches?
3. What command is used to open a text file in the PowerShell ISE editor?

powershell ise.exe
Mismatch
ise <path-to-file>
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Lab 5.4

PowerShell Scripting
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Lab 5.4 - PowerShell Scrip

(i ) Background

In the previous module, you learned about the importance of not doing all of your work by hand using only
graphical tools. We want to automate our work as much as possible for speed and consistency. The future of
Windows automation scripting is PowerShell. PowerShell is a replacement for the old CMD.EXE command
shell. PowerShell also includes an object-oriented scripting language that is designed to be as easy to learn as
possible (easier than C# at least, but "easy" is a relative term, it can still be hard). In this lab, you will get lots of
practice using PowerShell.

(4 Obijectives '

Open the graphical PowerShell ISE editor (ISE = Integrated Scripting Environment). ..
List and manipulate processes and services.

Interact with the file system, such as sorting and hashing files.

Export data to HTML and comma-delimited CSV text files.

Query the Windows Management Instrumentation (WMI) service.

Query local or remote Windows Event Log messages.

Your objectives for this lab are to first, and most importantly, get comfortable launching and using PowerShell.
Next, within PowerShell, you will see how to list processes and services, saving data to CSV and HTML files for
later use. Then you will interact with the file system to do things like hash files with SHA-256, perhaps for
integrity checking. Then, you will have PowerShell talk to the Windows Management Instrumentation (WMI)
service to query a variety of computer information. Finally, you will query Windows Event Log messages with
PowerShell.

@ Duration - 40 Minutes

The estimated duration of this lab is based on the average amount of time required to make it through to
the end. The duration estimate of this lab can decrease or increase depending on various factors, such as
the booting of virtual machines, the speed and amount of RAM on your computer, and the time you take
to read through and perform each step. All labs are repeatable both inside and outside of the classroom,
and it is strongly recommended that you take the time to repeat the labs both for further learning and
practice towards the GIAC Security Essentials Certification (GSEC).
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##% Task | - Open PowerShell ISE (Integrated Scripting

Environment)

1. Open PowerShell ISE by clicking the Start button and simply start typing "powershell ise" in the Start
screen to do a search for the tool, then right-click the "PowerShell ISE" desktop app, choose "Run As
Administrator," and click "Yes" to confirm the launch (you don't have to click anywhere else in the
Start screen to do a search, just start typing).

Best match
ip s Right-click and then select

N R “Run as administrator”
Command

Open

¢ Open file location
& Run as administrator -
Pin to Start
R PowssShell Scan with Windows Defender...

Pin to taskbar

Ignore any other PowerShell applications, such as PowerShell ISE (x86). We won't use any other
PowerShell application in this course other than the 64-bit "PowerShell ISE" desktop app. If you wish,
you may create a shortcut for "powershell_ise.exe" on your desktop, but this isn't required.

The 64-bit PowerShell ISE will launch as Administrator on your computer and look like this:

[BF Aamichtrnion Wiadoms Poweeshes 54 -0 b o X
Fae [dn View  Tooh Debug  Addond  Help i 15
skl O 2 Ld 6 pomoml w @B mmolmE,
*
et !
X
ckage
tor
ntPolicySer
e
n1Celds o
| Ln1 Col29 100%
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2. Navigate to the C:\Labs\401.5 folder using the following command:

cd C:\Labs\401.5 o

2 Administsator Windows PoswesShell ISE

File Edit Yiew Jools Debug dci-ons Help
SERETARE S N « I NI S ) Cw 8 =l e,

PS c:\wxnuowé\system32>
PS C:\WINDOWS\system32> cd C:\Labs\401.5

PS C:\Labs\401.5>

Completed

| lnacotre ;] "7

The command prompt ("PS") will show you what folder you are in, like in the screenshot above.

Tip: In PowerShell, when you start to type the name of a folder, file, variable or other object, you can
press the "Tab" key once, or repeatedly, to have PowerShell guess the name of what you are typing.
This technique is called "tab completion" and will speed your typing immensely. Once PowerShell has

guessed your command correctly and has highlighted it, hit "Tab" to use it.
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Y

B 8 Task 2 - Processes and Services

1. InPowerShell, run the following command to see a list of running processes:

Get—Process

2= Administrator Windows PowerShell ISE

Eile Edit View Tools Debug Ad;!-ons ﬁelp
L)@ hed ok oty o @0 v 0 O B o M boe il 1L (B0 0 i 0
Seript (v)

PS C:\Labs\401.5> 4
PS C:\Labs\401.5> Get-Process

Handles NPM(K) PM(K) Ws(K) vm() CPU(s) Id SI ProcessName

138 11 5256 4168 42 0.36 2544 aaHMSvc

416 97 61036 1208 192 2.84 3744 AlSuite3

452 22 13948 21032 ... 1.56 5288 1 Applicationfran...

172 12 3836 3492 : 0.16 2592 AsusFanControls. . .

115 10 7408 7348 3 2:13 . 2550 atkexComsvc

526 14 17352 Waie26 w0150 54 8 audiodg

226 27 116468 : 1 chrone v

| Ln112 Col 19 | § 135%

There are several properties displayed by default for each process:

Handles: Number of handles to files, registry keys, or other objects.

NPM(K): Non-Paged Memory in kilobytes.

PM(K): Pageable Memory in kilobytes.

WS(K): Working Set memory in kilobytes.

VM(M): Virtual Memory in megabytes, including page file usage.

CPU(s): Total number of seconds the process has consumed across all CPU cores.
Id: The Process Identifier number (PID).

ProcessName: Name of the process, which is usually the EXE name.
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2. Runthe following command to sec ali the properties of just the LSASS.EXE process:

Get-Process -Name lsass | Format-List *

2 Administrator Windows PowerShell 1SE

fle fdit Yiew Jools Debug Add-ons Help
PU T I T & I S

ek W ow o @ =l e

Script v}

PS C:\Labs\401.5>
PS C:\Labs\40L. 5> Get-Process -Name Tsass | Format-List *

Name : Isass
Iid : 868
PriorityClass : Normal
Fileversion : 10.0.10586.0 (th?_release.151029-1700)
HandleCount o 1367
workingSet : 13684736
PagedMemorySize : 7114752
PrivateMemorysize : 7114752

{ L0191 Cal19 | 135%

Scroll up and down to see all the property names and data inside those properties.

By default, PowerShell will only show you some of the essential properties of an object. When you
pipe the output of a command into "Format-List *," the object(s) outputted will be in the form of a list
instead of a table. The asterisk ("*"} is a wildcard that means "show me everything!"

In the list, on the left side, are the name of the properties of the object, such as Name, Id, and
PriorityClass. Next to each property name on the right is the data inside that property.

An "object" is 1) a collection of property names with data inside those properties and 2) a collection
of commands that can be invoked through that object. (We haven't seen that yet. These commands
are also called "methods" because they are attached to an object, not a command-line tool.} If the
idea of an "object" isn't really clear, that's OK, you're just getting started, and the best way to get a
feel for it is to see more examples.

3. Launch Microsoft Paint (MSPAINT.EXE) and show its details with these commands:

mspaint.exe

Get-Process -Name mspaint | Format-List_:_ *
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.:", A.dminisiretor:- Windows PowerShell 1SE
Eile Edit View Jools Debug Add-ons Help
R R A A S T R B R

PS C:\Labs\401.5>
PS5 Ci\Labs\401.5> mspaint.exe

PS C:\Labs\40L.5> Get-Process -Name mspaint | Format-List *

Name :omspaing

Id 2 252

PriovityClass : Normal

Fileversion : 10.0.10586.0 (th?_release.151029-1700)
HandleCount : 194

Work inaset N : 28560600

bd

{ L0154 Cel 19 | 135%

In the screenshot above, the Process ID {Id) of MSPaint is 252. On your computer, it will be different.

4.  Capture the object representing the MSPaint process in a new variable named SPaintApp.

$PaintApp = Get-Process -Name mspaint

Instead of displaying the object representing the MSPaint process, we have captured that object
inside a variable (SPaintApp), which can now be used later in the shell or in a script.

A "variable" begins with a dollar sign ("$") and is just a holding bucket for one or more objects {just
like in high school algebra you might write "x = 7," but in PowerShell, it would be "Sx = 7").

5. Terminate the MSPaint process by invoking the Kill{) method on the object that represents it by
typing the name of the variable ($PaintApp), followed by a period ("."), followed by the word "Kill,"
and then a pair of parentheses with no space characters before or in between them ("Om).

$PaintApp.Kill ()
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22 Administeator Windows PowerShadl ISE
File Edit View _Tool Pebug gﬁ_d—ons Help
W kL DA Ry B oW BB |,

PS C:A\Labs\OL. 5> 3PaintApp = Get-Process -Name mspaint

Ps Ci\Lahs\401, 5>
w Kill
a0 Refresh
W Start
' ToString
o WaitForExit

o WaitForinputidie
7 Disposed

IRUERCE Iy _ 135%

The Microsoft Paint graphical application has disappeared!

* Even more importantly, did you see the pop-up list of properties and commands/methods when you

typed the period (".") at the end of the SPaintApp variable? This is called "IntelliSense," and it
hopefully makes it unnecessary to memorize any property or method names.

This is the real magic of PowerShell. Almost everything you can do in the C# programming language
you can also do in PowerShell, but at the command line and in fun-to-write scripts!

6.  Save the Name, Id, and Path properties of all running processes to a comma-delimited text file.

Get-Process | Select-Object Name, Id,Path | Export-Csv -Path ProcList.csv

With the above command, you got all the process objects just like before, then piped ("|") all those
objects into the Select-Object command. The Select-Object command strips away all the other
properties of those objects except those you specify, for example, Name, Id and Path. Then the
objects are piped into Export-Csv which saves the data as a comma-delimited text file named
"Proclist.csv."
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7.

Open the Proclist.csv text file in a new tab in PowerShell with the "ise" command:

ise . \ProcList. csv

& Adiinististor Windews BowerShelf ISE
He ciit yiew TJock ' Qeug dd-on elp
o B/E W ey @ ow @ [F oo

| Proclistesy X . ) ) .

47 “Tsass","868","C: \WINDOWS\system32\Tsass . exe"
48 "Microsoft.Photos”,"4292",“C: \Program Files\Wi ndowsApps \Microsoft.wWindows . Photos_16. 302.
49 "mmc”,"3572", "C\WINDOWS\system32\smc. exe"

50 “MsMpEng”,"2908",

51 "NisSrv"™,"1676",

52 “Onebrive","6768","C:\Users\Jason.TESTI NG\AppData\Local\Microsoft\OneDrive\oneDrive. exe"
53 “ONENOTE","7556",“C:\Program Files\Microsoft OFfi ce\Officel S\ONENOTE . EXE"

54 "ONENOTEM”,"6076","C:\Program Files\Microsoft Office\0fficel5\ONENOTEM, EXE™

3 "OUTLOOK™,"7000","C:\Program Files\Microsoft Office\officel5\OUTLOOK. EXE" “

P— - b

Ti\Labs\A0L, 5>
“i\Labs\A01. 5> Get-Process | Select-object Name,1d, Path | Export-Csv -Path Proclist.csv

SIALabs\401. 5> dse \Protlist.csv

“ihLabs\NAOL. 9>

¢

Completed | LatCalt | 135%

Notice that each object becomes a row of text in the CSV file. Each property is a column separated by

a comma from the next column. In the screenshot above, the LSASS process is shown first, followed
by its PID number (868) and then the path to its binary (Isass.exe). If you had Microsoft Excel, you
could open the CSV file in a new spreadsheet just by double-clicking the CSV file.

Close the tab showing the ProcList.csv file by clicking the "X" on that tab.
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9. Show that same process data in a pop-up graphical application instead of in a CSV text file.

Get-Process | Select-Object Name,Id,P:
aw : c PRt e S A R e ='-é;;if:;. #5351

5 Get-Process f Select: Object Name,|d Path f Qut-GridView

R p e

(Fitter
" Name | 1d Path : N
powershell_ise 10,048 C\Windows\System32\WindowsPowerShell\w1.0\powershell_ise.exe
ppped 2,796 C:\Program Files (x86)\CyberPower PowerPanel Personal Edition\ppped.exe
pppeuser 6,676 CAProgram Files (x86)\CyberPower PowerPanel Personal Edition\pppeuser.exe
PresentationFontC ache 1076 G \WIMDOWS\M:crosoft Net\Frameworkﬁtl\v?r O\WPF\I’resentatsonFontCa:he exe
* Processﬁacker ”.'8188__1 : C.\ngram Fﬁgs\Process Hacker 2\PmcessHacicer.exe i
: RAVBg64 6,248 CA\Program Files\Realtek\Audio\HDA\RAVBg64.exe
| RealSenseDCM 2,808 C:A\Program Files (x86)\Common Files\InteANRSDCM\bin\win32\RealSenseDCM.exe
| RSSOw! 7776 CA\Program Files (x86)\RSSOWI\RSSOwl.exe
RtkNGUI64 4,108

CAProgram Files\Realtek\Audio\HDA\RtkNGUI64.exe

The Out-GridView application shows the same data, but in a graphical application where you can click
column headers to sort by column, filter by typing in a name at the top or add your own custom filter
criteria by clicking on the "Add Criteria" button. It's kind of like a spreadsheet!

10. Click the "X" on the upper-right side of the Out-GridView application to close it.

11. Run "cls" in PowerShell to clear your screen of text clutter.

__qls_‘ ;
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12. Display a list of all background services and their current statuses with this command:

Get-Service

X Administratern Wmdom PowerShe!l 18E
File Edit View Tools Debug Add-ons Help
A R e e S R T T [

o

Sceipt - (v)

PS C:\Labs\401.5>
PS C:\Labs\401.5> Get-Service

Status  Name Di ayName

Stopped AdobeFlashPlaye... Adobe Flash Player update Service
Stopped AJRouter AllJoyn Router Service

Stopped ALG Application Layer Gateway Service
Stopped ApplDSvc Application Identity

Running Appinfo Application Information

Stopped AppMgmt Application Management

Stopped AppReadiness App Readiness

Stopped AppXSvc AppX Deployment Service (AppXsve)
Running asComSvc ASUS Com Service

Running asHmComSvc ASUS HM Com Service

Stopped aspnet_state ASP.NET State Service

Running AsusFanControls... AsusFanControlservice

Running AudioEndpointBu... windows Audio Endpoint Builder
Running Audiosrv wWindows Audio

Stopped AxInstsSv Actwux InstaHm' (AXInstsv)
Stonned  BDESVC Ritl i :

>

| Ln241 Col19 § [ 130%

The "Status" property of a service object will either be Stopped, Running, or Paused. The "Name"
property shows the internal name of the service, independent of language or culture of the user. The
"DisplayName" property is translated into your local language (English, in this screenshot) and is seen
in other graphical tools, such as the Services.msc console.

13. To restart the Dnscache service ("DNS Client") run the following command:

Restart-Service -Name Dnscache

When you restart the Dnscache service, it clears from memory any cached name-to-IP address
mappings that were previously resolved through DNS. The next time a Fully-Qualified Domain Name
(FQDN) needs to be resolved, the computer will do a fresh DNS query to get the correct IP address.

14. To save your list of services to an HTML file that can be opened in a web browser, run this command:

Get-Service | Select-Object DisplayName,Status | ConvertTo-Html |
Out-File -FilePath Services.html

In the above command, service objects have all of their properties stripped away by the Select-Object
command except for DisplayName and Status, then these objects are piped into ConvertTo-Html,
which does exactly what its name implies: converts object data into an HTML table. Sometimes HTML
is better for human consumption than CSV or XML. You can pipe the output of almost any command
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into ConvertTo-Htmi! Finally, the HTML text is piped into Out-File, which saves the HTML text to a
new file named "Services.html." This fite can be opened in your web browser.

15. To open the Services.html file in your browser, simply "execute” the name of the HTML file:

.\Services.html

Your web browser automatically opened and displayed the HTML file. The ConvertTo-Html command
has other command-line parameters for adding a nice-looking title and other HTML elements, too.

NOTE: You might be prompted with a menu option that says, “How do you want to open this file?” If
so, choose Internet Explorer or Microsoft Fdge and click OK.

How do you want to apen this file?

Keep using this app

e Miceosoft Edge |

D8 mare paing with the heve Btwres hom Micrasoft,

Other options

Default Host Application
; Tisn

oo Imemet Explorer
E Look for an app in the Store
Mare xpys b
| Ahways use this app ta open blmt files

ek 77

16. Close your browser application by clicking the "X" in the upper-right corner.
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B %% Task 3 - File System

1. In PowerShell, list all the files in the current directory, which should be C:\Labs\401.5 right now.

dir

2 administraton Windows PowerShell iSE

Yiew Tools Debug Add-ons Help
L& -0 » #1 Ot

Eite Edit

i A

Ps C:\Labs\Z401.5> dir
Directory: C:\Labs\401.5

Mode LastwriteTime
3/22/2016
3 2016

3/22/

3/22/2010
3/73/2016
3/73/2016
3/22/2016

PS C:\Labs\401.5>

Bmorlm e

New Remote PowerSheil Tab..,

Length Name
143982 log. tx1
/1808 oul. txt
6918 pProclist.csy
444 securityremplate.inf
29462 Services. html

2256 show-Computerinfo.psi

1048576 temp.sdb

 Ln19 ot 1y

"

130%

Your files might be different than those in the above screenshot, but you should at least have the new
Services.html file just created. Like everything else in PowerShell, a file can be represented by an
object, and that object will have more properties than are currently being displayed.
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2. Todisplay al! the properties of the Services.html file, including those properties not shown by default,
type the following:

dir .\Services.html | Format-List *

2 Administrator Windoivs PowarShelt ISE
file Edit Yiew Jools Debug Add-ons Help
BENRE I T I A A BRI I R T

Script (v

PS C:\Labhs\401.5>
PS5 Cr\Labs\401.5> dir A\Services_ html | Format-List *

PsPath : Microsoft. Powershell.CoreNFilesystem: (G \Labs\401, S\Services . htm]
PsParentPath : crosoft.Powershell.CoreNFileSystem: :C: \Labs\401, %
P5Chi Tdname ;oServices, html
PSOrive : C
psProvider : Microsoft.Powershell.Core\FileSystem
pPsisContainer : False
Mode To-E
versioninfo : C:\Labs\401.5\Scrvices. html
internaliame:
ariginalrilename:
£ileversion:
£ileDesceription:
Product:
Productversion:
~ pebuq:

| Lndg Col19 | 130%

Piease scroll up and down in the shell to see all the property names and their data. In particular, see
the "CreationTime" and "FullName" properties. We can use any of these properties when listing,
sorting, deleting, moving, or copying files!
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3. Tosort the listed files by the date and time they were created, run this command:

ec

4

t-

ez

L

dir | Sort-Object CreationTime | Select-Object CreationTime,FullName

o nrﬁn’ss%:atm: Windo Powm‘Sheﬁ ISE.
Eile Edit Yiew Jools Debug Add-ons eEp
D E D e e R ow @ B e,

. Sript v
PS C:A\Labs\A01.5> dir | Sort-object CreationTime | Select-Dbject CreationTime,Ful [Name .

Creationtinme Ful'ltName

3/2272016 11:58:04 AM C:\Lubs 1.5\Securitylemplate. inf
372272016 12:17:41 pM C:\L LNTog. txt

3/22/2016 12:17:41 PM C:\Labs\A0L. 5\vLemp.sdb

372272016 12:59:08 PM C:\Labs\01.5\out . txt

372272016 5:29:31 PM C:\Labs\401_5\ProcList.csv
372372016 6:54:07 A Ci\Labs\AOL. 5\Services. tal
3/23/2016 10:06:42 AW C:\lLabs L. 5\Show-Computerinfo. psl

Ps C:\Labsh\A0L. 5>

RN

| tni5 Col19 | 130%

Your list of files and their creation times might be different than in the above screenshot, and that is
fine, but the important thing to notice is that the Sort-Object command has sorted ali these file objects
by their CreationTime property. After sorting, these objects are piped into Select-Object to strip away
all the other properties we don't want to see right now, except for CreationTime and FullName.

4. To make a copy of the Services.html file and list ail *.html files, run these two commands:

Copy-~Item -Path .\Services.html -Destination .\Copied.html
PY .

dir *.html
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5. To compute the SHA-256 hashes of all HTML files in the current directory, run this command:

Get-FileHash -Algorithm SHA256 ~Path *.html .

2 Administrator: Windows PowerSkell ISE
Eite  Edit ziéw Tocls Qebug Add-ons Help
AT ¥ WIS B N

PS C:\Labs\A0L. 5>
PS C:\Labs\A0L. 5 Copy-Ttem -Path \Services.htm? -pPestination ACopied. himt

Ps C:\Labs\401.5> dir *. html
Directory: C:\Labs\401.5
Mode Lastwrite! ine t.englth Name

3/23/2010 7113 aM 29467 Copied.htm]
372372016 7:13 M 2362 Services, htnd

In77 Cot19 130%

2. Adminustraton Windews PowerShefl 15§

Fite Edit View Tools Debug Add-ons Help - S
AP S < I S L R R B N I

Serpt iv)

PS C:\Labs\401. 5> _ -
PS C:\Labs\0L.5> Get-FileHash -Algorithm SHA?56 -Path *. hiwl

Algoetithm Hash

SHA?S()’I 80D361A23185AE 27 AE AADLSCC 12 2AA7 8904CEDI SR 207 EAGOL DBO2BR 28R
SHAZS56 S60361A23185A0E 27 A AADTSCCT 1 22AA7 8994CEDE SEDY4 207 EEAODEDEOZE 8281

Ps C:\Labs\401. 5> |

3

Ln 14 Col 19 ' 130%

Your hash values may be different than in the screenshot above, and that is fine. Since you made a
copy of the Services.html file, the SHA-256 hashes of the two files should be identical on your
computer.,

The Get-FileHash command could be used in a scheduled script to check the integrity of files on a web
server, then alert you when a file changes {perhaps by sending you an e-mail message with the built-in
Send-MailMessage command).
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6. Append some text ("AAA") to the end of the Copied.html file, then compute hashes again.

"AAA" | Out-File -Append -FilePath .\Copied.html_

Get-FileHash -Algorithm SHA256 -Path *.html

2 Administeaton Windows PowerShell 158

Eile: Edit  View Iools Debug  Add-ons Help
Ul bdd s B e b ) B o b o M o - 8 r@ 0 R 0

PS C:\Labs\401, 5>
PS C:\Labs\401.5> "AAA" | Out-File -Append -Filepath .\Copied.html

PS C:\Labs\401,5> _ _
PS C:\Labs\401.5> Get-FileHash -Algorithm SHA256 -Path *.htm]

Hash
SHA2! 22027122CFOFF622542F AMADB7CDBS 722080702 206C6EF7 7 2E92BF03835DD566F
SHAZ56 86D361A23185A9E27 AFAADL5CC1122AA78994CEDFSEDI4 207 FEA99EDHI? 88288

PS C:\Labs\401.

‘ Ln 14 Col 19 ' ’ 130%

Notice that the hashes of the two HTML files are different now. Your hash values might not match
those in the screenshot above, but on your computer, the two hash values will be different too. If you
want to open a text file in a new tab, use the "ise" command, but you can also view file contents right
inside the shell with Get-Content.

7. To view the contents of a file inside the command shell, use the Get-Content command like this:

Get-Content -Path .\Copied.html

The text of the Copied.html file goes scrolling by too fast to see, but do you see the "AAA" at the very
end of the HTML file? What if the appended text had been malicious JavaScript instead? Thankfully, we
can detect changes to files with the Get-FileHash command.

8. Run "cls" to clear your command shell of text clutter.
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8 Task 4 - Windows Management Instrumentation

(WMI) Service

1. In PowerShell, open the Show-Computerinfo.ps1 script in a new ISE tab with this command:

ise . \Shqwaompu_terInf_q._psl o o

2t Adrairiistrator Windows PoweShell ISE
file Edit View Jools Debug Add-ons Help
SR " Iy O>»: 9 ¢ b B w 8 Florm oo,

| Show-Computeitnfops1 X ? nj
CERE et L I r T s E T N R F  E F Y LT Y I L L Ty

# sScript: Show-ComputerInfo.psl

# tate: 30.May, 2007

# Version: 1.0

# Author: Jason Fossen, Enclave Consulting LLC Chttp: //www.sans. org/sec505)

# SANS: Course SECH05 - Securing Windows and PowerShell Automation

# Purpose: Demo a sampling of the kinds of information queryable through wMI. v

PR SR G U S S

¥

FS C:\Labs\401. 5> -
PS C:\Labs\101.5> ise .\Show-Computerinfo.psl

PS C:\Labsy\401, 5>

Completed | o4 Caltg P 1308

The Windows Management Instrumentation (WMI} service is installed and running by default on all
Windows computers. PowerShell can talk to the WMI service on local and remote machines. Among the
many things you can do with WMI, you can query all sorts of useful information.

Please scroll down in the script and glance at the lines of code. Don't worry about the strange syntax, the
main thing to see is that the script is using the Get-WmiObject command to talk to the WM service by
sending the WM service queries that look like SQL queries to a database, for example, "SELECT * FROM
Win32_ComputerSystem.” This is because WMI organizes its data into virtual database tables called
“classes," and "Win32_ComputerSystem" is one of these classes/tables of information.

2. Enterin the command, “Set-ExecutionPolicy RemoteSigned” as shown:

PS C:\Labs\401,5> Set-ExecutionPolicy RemoteSigned
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When prompted with the following, click on “Yes”:

£F Execution Policy Change - (] X

The execution policy helps protect you from scripts that you do not trust. Changing
the execution policy might expose you to the security risks described in the
about_Execution_Policies help topic at http//go.microsoft.com/fwlink/?
LinkiD=135170. Do you want to change the execution policy?

[ Yes } IYestle!f [W_l,\},o___] lNotoAii! ]§uspend]

3. Run the entire script by either pressing the F5 button or by clicking the "Run Script" icon in the toolbar; this
icon looks like a green triangle. When the script is run, the output is displayed in the command shell.

PowerShell ISE

Debug  Add-ons Help
O > 21 ik p Wl w £

Run Entire Stop Script
Script
Only Run
Highlighted
Lines In Script

¥ Administraton Windows PowerShell 156
figdil yiev Tools ug gdd-ns L—ief
IUITR ~  ST E C

| Show-Computarinfo ps X g o}
12 Mmoo e e " N
13 " Computer Information"
' "i L, B e e "

13 get-wmiohject -query "SELECT * FROM Win32_ComputerSystem”

it select-object Name Domain, Pescription Manufacturer Model Numberoferocessors |
17 Fotalrhysicaldemory. Systemtype. PrrimaryOwierName  UserNane

18

Py information
Manufacturer : Genuinelntel -
Name : Intel(R) Core(IM) 17-4790 CPU @ 3.60GHZ
CurventClockspeed ¢ 3600
L.2Cachesize :

Operating System Infor

g _' i

Completed ta21 Col 15 135
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When you run the script, scroll up and down in the command window to see the output text. This is justa
sampling of the kind of information you can query from local or remote computers. To query information
from a remote computer, you must be a member of the Administrators group at the remote computer,
and you must authenticate with Kerberos or NTLM. In an Active Directory domain environment, Kerberos
authentication is handled for you automatically and transparently.

4. Query BIOS information from a remote computer (or at least pretend to do so), with this command:

Get-WmiObject -Query "SELECT * FROM Win32 BIOS" —-ComputerName LocalHost

1)

The data output by this command is the same you saw earlier when you ran the script, which includes this
command. The difference this time is the "-ComputerName LocalHost" part. When you do not specify a
remote computer name, PowerShell defaults to the local computer automatically, but you can provide a
remote computer name if you wish.

In this example, we connected to "LocalHost," i.e., to the local computer, but in real life, this could have
been the Fully-Qualified Domain Name {FQDN) of another computer in your Active Directory domain. In
this case, PowerShell would have authenticated to that remote computer with Kerberos and established
an encrypted Remote Procedure Call {(RPC) connection to the WMI service. You must be a member of the
local Administrators group to do so. The Kerberos single sign-on is handled for you transparently.

With WM, the challenge is knowing what class or table of information to query. Fortunately, there are
thousands of examples on the Internet and you also have the Show-Computerinfo.ps1 script to get started.
SANS also has a six-day course on "Securing Windows and PowerShell Automation (SEC505)" with many
more examples, too.

5. Close the tab with the Show-Computerinfo.ps1 script by clicking the "X" on that tab.

6. Run"cls" to clear your command shell window of text clutter.
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Bl %3 Task 5 - Querying Windows Event Logs

1. In PowerShell, run the following command to see the names of all local Windows Event Logs:

Get-WinEvent -ListlLog ! | Select-Object LogNam

yiddl s

o tef Fade At R g 0 e i et
—r——

,.’ Administrator Windows PowerShel| 15f

File Edit View Tools Debug Add-ons Help | | | |
e Y 0 x e e @ e 8Bl oy,

<:\Labs\401.5>
C:\Labs\401. %> Get-Wintvent -ListLog * | Select-Object LogName

PS
5

P

ogName
Application
Hardwarebvents
Internet Explorer
Key Management Service
OAlerts

Prefmptive
security

System

Wintows Azure
Windows Powershell

| Ln450 Cot19 ! ! 130%

The Get-WinEvent command can query the Event Logs on local or remote computers. You must be a
member of the Administrators group on remote computers. When you scroll up and down in the output,
you can see that there are many Event Logs in Windows. We piped the output of Get-WinEvent into the
Select-Object command to strip away all Event Log properties except for the name of the log.
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2. Toshow the last 10 events from the System log, showing only the time each event was written to the log,
the ID number of each event, and the message payload of each event, run this command (the command is
wrapped across two lines in this manual, but on your computer just type it all in on one line):

Get-WinEvent -LogName System -MaxEvents 10 |
Select-Object TimeCreated,Id,Message

-‘ {£.1¢ ?C erShtlliSE
Eile . Edit - View Tools Qbug Add-ons  Help
@aklif Qo) 0 opoodp B i

Script (¥}

PS C:\Labs\401.5> ;
PS C:\Labs\401.5> Get-WinEvent -LogName System -MaxEvents 10 | Select-Object TimeCreated,1d,Message

TimeCreated Id Message

3/23/2016 11:21:10 AM 1500 The Group Policy settings for the computer were processed successfu...
3/23/2016 10:33: 1501 The Group Policy settings for the user were processed successfully. ...
3/23/2016 9:24:11 AM 1500 The Group Policy settings for the computer were processed successfu. ..
3/23/2016 8:58 1501 The Group Policy settings for the user were processed successfully....
3/23/2016 11 1500 The Group Policy settings for the computer were processed successfu. ..
3/23/2016 22 4 1501 The Group Policy settings for the user were processed successfully....
3/23/2016 3 19 Installation Successful: windows successfully installed the followi...
3/23/2016 : N 43 Installation Started: Windows has started installing the following ...
3/23/2016 ] 7040 The start type of the Windows Modules Installer service was changed...
3/23/2016 6:50:5C 7040 The start type of the Windows Modules Installer service was changed...

PS C: \.,an;\"!]. .S:-

Ln 19 Col 19 130%

The "-MaxEvents 10" argument means that only the 10 most recent events written to the System log should
be returned. Without "-MaxEvents", the command would output the entire System log, which would take too
long. Event Log message objects have many properties, so we piped the output through Select-Object again to
strip away all the properties we did not want to see.

Tip: To execute or edit the prior command in PowerShell, hit the “Up-Arrow” button on your keyboard to put
the prior command back on the line with the blinking cursor. Then either hit Enter to run the command again,
or move the blinking cursor with your keyboard's arrow keys to where you want to edit the command, and then
hit Enter again to execute the edited command.

3. Run the prior command again (hit the “Up-Arrow” button on your keyboard), but edit the command to
pretend to query the System log on a remote computer, and then save the output to a CSV file.

Get-WinEvent -LogName System -MaxEvents 10 -ComputerName LocalHost |
Select-Object TimeCreated,Id,Message | Export-Csv -Path LogData.csv
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4. Open that LogData.csv text file in a new tab using the "ise" command:

ise .\LogData.csv =

.i!:‘ . .

2 Administeator Windows PanedSElE
File Egit View Tools Debug Add-ons Help
S I S O I I A

| LogDatacey X - i
1 #TYPE selected, Systen. Diagnostics.Eventing.Reader. EventLogRecord ’
2 "TimeCreated","”1d", "Massage” o
3 "3/23/2016 12:08:15 pM”,"1501", "the Group Policy settings for the user were processed successfu’ -
4 "3/2372016 12:00:00 pv”,"6013", "The system uptime is 58567 seconds."”

5 "3/23/2016 11:41:26 AM","10010","The server {F3R4E234-7A68-4£43-B813-E4BASSAQ65F6) did not regis
6 "3/23/2016 11:21:10 AM","15G0", " The Group Policy settings for the computer were processed succe:
FOU232016 10:33:15 A", 15017 "The Gronn Policy sertings far the user were nrocessed succassfu =

[

y

CALabsAA0L, 5> Get-wWinEvent -LogNane System -Maxtvents 10 -Computerdame Localhost | Select-Ohject

PSs C:\lLabs\40L.5>
PS C:\Labs\A0L. 5> ise .\lLogData.csv

PS Ci1\labs\401. 5> |

in2d Col19 : 130%

Instead of opening the CSV file in PowerShell, we could have opened it in Microsoft Excel, piped the
objects into the Out-GridView application, or filtered the output with a regular expression pattern given to
Select-String (a Windows version of grep, like on Linux).

S. Extra Credit: if there is any time remaining in the lab, feel free to read the full help for Get-WinEvent and
its other command-line parameters: Get-Help -Full Get-WinEvent.

You might instead prefer to just take a break, this has been a hard (but fun!) lab to complete. Job well
done, you are on your way to becoming a PowerShell Jedi Master!
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1. What PowerShell commands show processes and services?
2. What PowerShell command can export objects to a CSV text file?
3. What PowerShell command strips away properties we don’t care about?

Exercise Takeaways

In this lab, you completed the following tasks:

»  Opened the graphical PowerShell ISE editor with administrative privileges.
e Listed processes and services.

e Exported data to CSV and HTML files.

e Viewed object data in the graphical Out-GridView application.

¢  Copied and hashed files on the hard drive before modifying them.

*  Queried the WMI service for computer information.

¢ Queried local or remote Windows Event Log messages.

PowerShell is the future of all Windows scripting and automation. The old CMD.EXE shell is dead. Because
PowerShell is object-oriented, learning it is like learning a foreign language. With practice and
experimentation, you wili gain confidence in using PowerShell, and then PowerShell will no longer feel strange

and foreign, it will be fun!

Automation is very important for modern Windows security. If you plan to manage Windows machines on-
premises or in the cloud, learning PowerShell is an essential skill, not just for network security, but for job

security as well.
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@ Question Answers

1. What PowerShell commands show processes and services? Get-Process and Get-Service
2. What PowerShell command can export objects to a CSV text file? Export-Csv
3. What PowerShell command strips away properties we don’t care about? Select-Object
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