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Introduction

his training guide is intended for information technology (IT) professionals who need

to upgrade their skills to support Microsoft Windows Server 2012 and Windows Server
2012 R2 in their workplace. The primary focus of the book is on job-role training for system
administrators and IT support staff in midsized to large environments. The book contains
detailed technical information and hands-on practice exercises to help you prepare for
deploying, managing, and maintaining servers running Windows Server 2012 or Windows
Server 2012 R2. The book assumes that you have at least three years of experience admin-
istering previous versions of Windows Server, including experience with operating systems
deployment, Active Directory administration, server virtualization using Hyper-V, network and
storage management, file and print services, and Group Policy.

Because automation is an essential skill for administrators who manage the modern, virtu-
alized data center, much of this book focuses on learning how to administer server roles and
features using Windows PowerShell. Although it will be helpful if you have at least rudimen-
tary knowledge of using Windows PowerShell to manage earlier versions of Windows Server,
readers who have no prior familiarity with Windows PowerShell should be able to learn and
perform most of the exercises in this book.

This book also covers some of the topics and skills that are the subject of the Microsoft
certification exam 70-410. If you are using this book to complement your study materials,
you might find this information useful. Note however that this book is specifically designed
to help you in the job role; it therefore might not cover all exam topics. If you are prepar-
ing for the exam, you should use additional study materials to help bolster your real-world
experience. For your reference, a mapping of the topics in this book to the exam objectives is
included in the back of the book.

By using this training guide, you will learn how to

m  Assess the hardware and software in your current environment to plan for a migration
to Windows Server 2012 or Windows Server 2012 R2.

m Build customized reference images of Windows Server 2012 and Windows Server 2012
R2 and deploy them using the Microsoft Deployment Toolkit.

m Perform remote server management and role installation using Server Manager and
Windows PowerShell.

m Deploy domain controllers using Server Manager and Windows PowerShell.

= Administer Active Directory and enable advanced Active Directory features using the
Active Directory Administrative Center and Windows PowerShell.

m  Ensure DHCP availability, implement DNSSEC, and perform network administration
tasks using Windows PowerShell.

Xv
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m Deploy, configure, and manage Hyper-V hosts and virtual machines using Hyper-V
Manager and Windows PowerShell.

m Deploy Storage Spaces and provision and manage shared storage using Server
Manager and Windows PowerShell.

m Deploy and manage print servers using the Print Management console and Windows
PowerShell.

m Plan, configure, and manage Group Policy using the Group Policy Management con-
sole and Windows PowerShell.

System requirements

The following are the minimum system requirements your computer needs to meet to com-
plete the practice exercises in this book. To minimize the time and expense of configuring
physical computers for this training guide, you might want to use a virtualized test environ-
ment instead of physical servers. Note, however, that

m The exercises in Chapter 1 recommend using a physical server instead of a virtual
environment.

m The exercises in Chapters 7 and 8 require using a physical server instead of a virtual
environment.

Hardware requirements

This section presents the hardware requirements for Hyper-V, the hardware requirements if
you are not using virtualization software, and the software requirements.

Virtualization hardware requirements

If you choose to use virtualization software, you need only one physical computer to perform
the exercises in this book except for the two chapters noted above. That physical host com-
puter must meet the following minimum hardware requirements:

m x64-based processor that includes both hardware-assisted virtualization (AMD-V or
Intel VT) and hardware data execution protection (DEP). On AMD systems, the data
execution protection feature is called the No Execute or NX bit. On Intel systems, this
feature is called the Execute Disable or XD bit. These features must also be enabled in
the BIOS.

m 8 GB or more RAM.
m 500 GB or more available hard disk space.

m Integrated 1 GbE networking.

xvi
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m Integrated SVGA (800 x 600) or higher video.
m DVD-ROM drive or bootable USB media.

® Internet connectivity.

Physical hardware requirements

If you choose to use physical computers instead of virtualization software, the following lists
the minimum hardware requirements for the practice exercises in this book:

m Two servers, each with a 1.4 GHz or faster processor, 2 GB or more RAM, 500 GB or
more available hard disk space, integrated 1 GbE networking, integrated SVGA (800 x
600) or higher video, and a DVD-ROM drive. At least one of these servers must

® Include hardware-assisted virtualization (AMD-V or Intel VT) and hardware data
execution protection (DEP). On AMD systems, the data execution protection fea-
ture is called the No Execute or NX bit. On Intel systems, this feature is called the
Execute Disable or XD bit. These features must also be enabled in the BIOS.

m Have at least two additional physical disks (either internally or externally connected)
of a type supported by the Storage Spaces feature (for example, SAS or SATA disks).

= One workstation with a 1 GHz or faster processor, 2 GB or more RAM, a 250 GB or
greater hard disk drive, a network card, a video card, and a DVD-ROM drive.

m  All three computers must be physically connected to one another and to the Internet
through a Network Address Translation (NAT) router or gateway device.

m The test network that includes these computers should be isolated from your pro-
duction network. (For example, your test network cannot already include a Dynamic
Host Configuration Protocol [DHCP] server that automatically assigns addresses to
computers.)

Software requirements
The following software is required to complete the practice exercises:

® Windows Server 2012 R2. You can download an evaluation edition of Windows Server
2012 R2 from the TechNet Evaluation Center at http://technet.microsoft.com/en-US
/evalcenter/dn205286.

= Windows 8.1 Enterprise. You can download an evaluation edition of Windows 8.1
Enterprise from the TechNet Evaluation Center at http://technet.microsoft.com/en-US
/evalcenter/hh699156.aspx.

m The Microsoft Assessment and Planning Toolkit 9.0 (MAP 9.0). You can download
MAP 9.0 from the Microsoft Download Center at http.//www.microsoft.com/en-ca
/download/details.aspx?id=7826.

xvii
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m The Windows Assessment and Deployment Kit (ADK) for Windows 8.1. You can down-
load the ADK for Windows 8.1 from the Microsoft Download Center at http://www
.microsoft.com/en-us/download/details.aspx?id=39982.

m  The Microsoft Deployment Toolkit (MDT) 2013. You can download MDT 2013 from the
Microsoft Download Center at http.//www.microsoft.com/en-us/download/details
.aspx?id=40796.

m  Microsoft Office 2013. You can download an evaluation edition of Office Professional
Plus 2013 from the TechNet Evaluation Center at http://technet.microsoft.com/en-US
/evalcenter/jj192782.aspx.

m [f you are not using virtualization software, you need software that allows you to
handle .iso files. This software needs to perform either of the following functions:

m Burn .iso files to CDs or DVDs (requires CD/DVD recording hardware) or copy them
to bootable USB media.

m  Mount .iso files as virtual CD or DVD drives on your computer.

Acknowledgments

The author would like to thank the following individuals:

Karen Szall, Senior Content Development Manager at Microsoft Press

Sarah Vostok, Associate Project Manager at nSight, Inc.
m Mike Toot, who was Technical Reviewer
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If you discover an error that is not already listed, please submit it to us at the same page.

If you need additional support, email Microsoft Press Book Support at
mspinput@microsoft.com.
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http://support.microsoft.com.

xviii

From the Library of Ida Schander


http://www.microsoft.com/en-us/download/details.aspx?id=39982
http://www.microsoft.com/en-us/download/details.aspx?id=39982
http://www.microsoft.com/en-us/download/details.aspx?id=40796
http://www.microsoft.com/en-us/download/details.aspx?id=40796
http://technet.microsoft.com/en-US/evalcenter/jj192782.aspx
http://technet.microsoft.com/en-US/evalcenter/jj192782.aspx
http://aka.ms/TG410R2
http://support.microsoft.com

We want to hear from you

At Microsoft Press, your satisfaction is our top priority, and your feedback is our most valu-
able asset. Please tell us what you think of this book at

http://aka.ms/tellpress

The survey is short, and we read every one of your comments and ideas. Thanks in
advance for your input!

Stay in touch

Let's keep the conversation going! We're on Twitter: http://twitter.com/MicrosoftPress.
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Preparing for Windows
Server 2012 R2

uccessful execution of any task always begins with planning. If your job involves the
migration of your organization’s IT infrastructure to Microsoft Windows Server 2012 R2,
you need to prepare both your environment and yourself for this task.

This chapter describes common deployment scenarios and outlines the steps involved
in a typical server deployment or migration process. The chapter also examines some
approaches and tools you can use for assessing the readiness of your environment for
migrating to Windows Server 2012 R2.

Lessons in this chapter:
m Lesson 1: Planning for Windows Server 2012 R2 3

m  Lesson 2: Assessing the readiness of your environment 21

Before you begin

To complete the practice exercises in this chapter

®m You should have some familiarity with the new features and capabilities found in
Windows Server 2012 and Windows Server 2012 R2. If you are not, see the sidebar
titled "Additional Learning Resources” below.

® You need to download an evaluation version (.iso file) of Windows Server 2012 R2
from the TechNet Evaluation Center at http://technet.microsoft.com/en-US/evalcenter
/dn205286. The evaluation version provided is Datacenter edition, but you can
choose to install it as Standard edition during setup if you prefer. You will need to
burn this .iso file to recordable DVD media by using a DVD writer. If your computer’s
BIOS supports booting from a USB device, you could also copy the downloaded .iso
file to a USB flash drive or USB external hard drive and use these media for installa-
tion purposes.

® You need to download the Microsoft Assessment and Planning (MAP) Toolkit version
9.0. You can download MAP 9.0 from the TechNet Library at http://technet.microsoft
.com/en-us/library/bb977556.aspx.
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®m You need a minimum of one physical server system available for testing purposes. At
least one of these servers should meet the minimum hardware requirements for install-
ing Windows Server 2012 R2, as described at http.//technet.microsoft.com/en-us
/library/dn303418.aspx. The system hardware should also meet the minimum require-
ments for installing MAP 9.0.

®m You need a client computer that has Microsoft Excel 2013 or Microsoft Excel 2010
installed for viewing the reports generated by MAP. If you have an Office 365 subscrip-
tion, you can also use the Excel Web App for this purpose.

Additional learning resources

he starting point for business and technical decision makers to learn about

Windows Server 2012 R2 is the high-level overview on the Microsoft Server And
Cloud Platform page found at http://www.microsoft.com/en-us/server-cloud
/products/windows-server-2012-r2/.

The Windows Server 2012 R2 home page on TechNet at http://technet.microsoft
.com/en-us/windowsserver/hh534429 is the starting point for experienced IT pros
to learn about the Windows Server 2012 R2 platform. From this page, you can learn
how to plan, deploy, manage, and support Windows Server 2012 R2 in your environ-
ment. If you're mainly interested in learning about the new capabilities introduced
in Windows Server 2012 R2, you should see the topic “What's New in Windows
Server 2012 R2" and the subtopics linked from that page in the TechNet Library at
http://technet.microsoft.com/en-us/library/dn250019.aspx.

IT pros who deploy, maintain, and troubleshoot Windows Server-based environ-
ments should also familiarize themselves with the Windows Server home page on
TechNet at http://technet.microsoft.com/en-us/windowsserver. From this landing
page, you can

m Read the latest news about the platform.

m  Watch videos on TechNet LIVE, Channel 9, and other sites.

m Read blog posts on TechNet and from IT pros around the world.

m  Post your questions to TechNet Forums and have experts answer them.

®m Read technical documentation about different server roles and technologies.
m Download evaluation versions of different Windows Server versions.

m  Access training materials on the Microsoft Virtual Academy and from other sources.

m Subscribe to the TechNet Flash Newsletter to keep informed of the latest develop-
ments in the platform.

®m Look up Knowledge Base articles and find other help for troubleshooting problems.

Preparing for Windows Server 2012 R2
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Finally, be sure to download my free ebook, “Introducing Windows Server 2012 R2:

Technical Overview,” from the link on the Microsoft Press Blog at http://blogs.msdn

.com/b/microsoft_press/archive/2013/11/08/free-ebook-introducing-windows-server
-2012-r2-technical-overview.aspx.

Lesson 1: Planning for Windows Server 2012 R2

The success of a deployment project depends on careful planning combined with meticulous
execution. First, you need to define the scope of the project so that you know where you
want to end up. Then, you need to lay out a project plan that involves pilot testing to familiar-
ize yourself with the new platform and to identify any potential issues that might arise during
the process. You also need to perform a thorough assessment of your existing environment to
ensure there are no surprises coming and develop a methodology to migrate existing servers
and roles. Finally, once deployment is underway, you need to perform continued testing to
ensure everything is happening as planned.

After this lesson, you will be able to:

m Describe six possible deployment scenarios for organizations that want to take
advantage of the new features and capabilities found in Windows Server 2012 R2.

m Understand some of the steps involved in a deployment process, including pilot
testing, assessment, server migration, and role and feature migration.

m Explain how to install and use the Windows Server Migration Tools to migrate
server roles from earlier Windows Server versions to Windows Server 2012 R2.

Estimated lesson time: 30 minutes

Deployment scenarios

Deployment projects involving servers can be categorized in a number of ways, depending
on whether you are deploying a new infrastructure, upgrading or consolidating an exist-

ing infrastructure, or implementing a new infrastructure model such as cloud computing.

In addition, deployment can differ depending on whether you are migrating your existing
infrastructure or only a portion of it; whether you plan to reuse existing hardware or move to
new hardware; whether your environment is managed or unmanaged; whether your existing
infrastructure is large or small, centralized or distributed, heterogeneous or homogeneous;
and many other factors.

Lesson 1: Planning for Windows Server 2012 R2 3
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With so many different ways of envisioning and scoping deployment projects, it's obvious
that there is no single approach to planning and executing such projects. However, there are
some steps and considerations that are common to all deployment projects, and being aware
of such best practices and implementing them can help ensure the project’s success.

I'll begin by describing six deployment scenarios for organizations that want to take
advantage of the new features and capabilities found in Windows Server 2012 R2:

m Greenfield

m Forest upgrade

m Existing environment

m Server consolidation

m Private cloud

m Hybrid cloud

Greenfield

In terms of infrastructure, a greenfield deployment is one in which no infrastructure currently
exists. For example, let’s say that Contoso, Ltd., is a new company that needs an on-premises
infrastructure deployed for its rapidly growing workforce. A greenfield deployment of an
infrastructure based on Windows Server 2012 R2 might include steps like these:

m Designing, acquiring, and implementing the underlying network infrastructure of
switches, routers, access points, and other networking hardware.

m Designing the Active Directory environment using the guidelines and best practices
found in the AD DS Design Guide at http://technet.microsoft.com/en-us/library
/cc754678(v=WS.10).aspx.

m Purchasing system hardware that has been certified for Windows Server 2012 R2.

m Performing a pilot deployment to determine whether the planned infrastructure will
meet your business needs and to anticipate any possible problems that might arise
during the rollout.

m Rolling out your production infrastructure using whatever deployment tools you've
decided to use. We examine some of these tools in Chapter 2, "Deploying servers.”

The main advantage of a greenfield deployment is that it gives you the opportunity to get
it right from the start. However, businesses are always evolving and are rarely static, so even if
you carefully plan for future growth you might still be faced with challenges in evolving your
infrastructure to address events such as mergers, acquisitions, and spinoffs of business units.
And in reality, most readers of this Training Guide who are looking to upgrade their job skills
are most likely working at companies that have one or more existing Active Directory forests
in place and are contemplating migrating them to Windows Server 2012 R2, which is what the
next scenario is about.
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REAL WORLD DEPLOYING FROM SCRATCH

The underlying IT infrastructure of most new businesses generally isn't one that starts from
scratch but instead evolves, rapidly or slowly, until a decision is made to choose a specific
infrastructure model and implement it using a formally agreed-upon process.

For example, the founders of Contoso, Ltd., might have started their business in the garage
of one of their homes and used free Google Apps running on Apple MacBook laptops via

a neighborhood Wi-Fi connection to do all their initial planning, accounting, and commu-
nications. Once they lease offices and hire several dozen employees, however, they might
decide that it makes business sense for them to deploy an infrastructure that centralizes
the management and ensures the security of their IT resources. Depending on how they
foresee their business evolving, they might decide to deploy a new Active Directory forest
on-premises, implement a private cloud solution, or use a public cloud service provider.

Forest upgrade

Administrators of Active Directory environments have traditionally been cautious, even para-
noid, about performing schema upgrades by using the Adprep.exe command-line utility. With
the release of each new version of Windows Server comes a new schema version, and in the

past, the task of introducing domain controllers running the new version of Windows Server
into your existing Active Directory environment has required that you first prepare your forest
by upgrading the schema. The reluctance that administrators have about performing such
upgrades is based largely on three concerns:

m The process of upgrading a forest schema by using Adprep was often a cumbersome
one on previous versions of Windows Server and involved using a variety of different
credentials to log on to specific domain controllers, copy Adprep files, and run Adprep
from the command line with various parameters. The more complex the process, the
greater the chance of an error occurring.

®m There was the possibility that something might go wrong during the schema upgrade
process, resulting in a corrupt forest that requires you to perform a forest recovery,
which can be a difficult and time-consuming process.

m There was the possibility that the schema upgrade might go well but result in side
effects, such as enterprise applications that break and no longer function properly.

The recommended approach to avoiding such problems is to create a test environment

that mirrors your production environment in terms of its Active Directory schema, network
services, and business applications. By using Adprep to upgrade the schema of your test for-
est, you can better anticipate any problems that might arise when you upgrade the schema
of your production forest. For information on how to mirror your production schema into a
test environment so that you can perform such testing, see the article “Export, Compare, and
Synchronize Active Directory Schemas” from the April 2009 issue of TechNet Magazine at
http://technet.microsoft.com/en-us/magazine/2009.04.schema.aspx.
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Clearly, these are not trivial concerns when your job as administrator potentially is at stake.
So before you perform a forest upgrade, you need to be well prepared. For example:

m You need to understand the schema upgrade process and its possible impact on your
environment.

m You need to have a forest recovery plan in place as a backup solution for your worst-
case scenario.

Beginning with Windows Server 2012, however, Microsoft has endeavored to allevi-
ate many of the concerns administrators often have about performing forest upgrades. For
example:

m  Adprep functionality is now integrated into the Active Directory Domain Services
(AD DS) installation process. In most cases, this eliminates the need to separately run
Adprep prior to introducing domain controllers running the new version of Windows
Server into existing AD DS infrastructures running Windows Server 2008 R2.

m The new AD DS installation process includes prerequisite validation to identify poten-
tial errors before installation begins. For example, if the installation process determines
that adprep /domainprep needs to be run to prepare the domain, verification is done
first to ensure that the user who initiated the process has sufficient rights to perform
the operation.

m The Windows Server 2012 or Windows Server 2012 R2 forest functional level does
not add any new features to a forest. It ensures only that any new domain added
to the forest will automatically operate at the Windows Server 2012 R2 domain
functional level.

m The Windows Server 2012 or Windows Server 2012 R2 domain functional level adds
only one new feature to a domain. This new feature relates to Dynamic Access Control
(DAC) and therefore is unlikely to affect any existing applications and services in your
environment.

Despite these improvements to performing schema upgrades and raising forest and
domain functional levels, you should use careful planning and due care when completing
these tasks. These issues are addressed further in Chapter 4, “"Deploying domain controllers,”
and in Chapter 5, “Active Directory administration.”

IMPORTANT FOREST UPGRADES AND FUNCTIONAL LEVELS

After upgrading your schema, you might want to raise your forest and domain functional
levels. As a best practice, follow these practices:

m Before changing your forest functional level, take at least one domain controller
offline from each domain in your forest.

m Before changing the domain functional level of any domain, take at least one domain
controller offline from the domain.
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In both cases, you should make sure that the domain controllers you take offline do not
hold any operations master roles in the forest or domains.

Keep the domain controllers offline for 48 to 72 hours after changing functional levels; if
no issues are found, you can return the offline domain controllers to service. If issues are
discovered, you can use your offline domain controllers as the source for rebuilding servers
if a rollback to a previous functional level is required.

Existing environment

Existing businesses that currently have Windows Server 2008 R2 or earlier deployed and that
want to take advantage of the new capabilities of Windows Server 2012 or Windows Server
2012 R2 can do so without ripping out their infrastructure and replacing it with a new one. All
they need to do is introduce servers running Windows Server 2012 or Windows Server 2012
R2 into their environment and promote them as domain controllers. Doing this automatically
upgrades the schema, and administrators can raise the forest and domain functional levels to
Windows Server 2012 or Windows Server 2012 R2 with minimal fear of it having a negative
impact on their existing applications and services. Of course, regardless of this, you should
still be sure to first test your schema upgrade and functional level changes in a test environ-
ment that mirrors your production environment just to make sure there will be no issues that
might impact your business.

Some new features of Windows Server 2012 and Windows Server 2012 R2 can be imple-
mented into existing Active Directory environments without making significant changes to
the existing forest, such as upgrading the schema or raising the forest or domain functional
levels. A situation in which this might be done is when deploying new DHCP servers to take
advantage of the new DHCP failover feature of Windows Server 2012 and Windows Server
2012 R2 that ensures continuous availability of DHCP services to clients. For information on
how to implement this new capability, see Chapter 6, "Network administration.”

The introduction of member servers running Windows Server 2012 or Windows Server
2012 R2 into an Active Directory forest based on an earlier version of Windows Server results
in a mixed environment of servers running different versions of Windows. By not introducing
new domain controllers running Windows Server 2012 or Windows Server 2012 R2, admin-
istrators can continue to manage their environment by using existing tools and processes.
Although this seems like a simpler and less risky approach than upgrading your forest as
described previously, there are several disadvantages to following this approach:

m Some new features and capabilities of Windows Server 2012 and Windows Server 2012
R2 can be implemented only when your Active Directory environment includes domain
controllers running Windows Server 2012 or Windows Server 2012 R2. These features
might have limited functionality or might not work at all when your Active Directory
schema hasn’t been upgraded to Windows Server 2012 or Windows Server 2012 R2
level. In general, information about such limitations might be buried in the TechNet
Library documentation for Windows Server, which means you need to do some
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research before you try deploying Windows Server 2012 or Windows Server 2012 R2
member servers with roles and features installed in your existing Active Directory
environment.

m Some of the server administration tools built into Windows Server 2012 and Windows
Server 2012 R2 that are included in the Remote Server Administration Tools (RSAT) for
Windows 8 and Windows 8.1 have limited or no functionality when managing serv-
ers running earlier versions of Windows Server, such as Windows Server 2008 and
Windows Server 2008 R2. You might have to install additional updates on servers
running these earlier versions of Windows Server to manage them using the Windows
Server 2012 or Windows Server 2012 R2 server administration tools or using RSAT for
Windows 8 or RSAT for Windows 8.1. For more information, see KB 2693643 at http.//
support.microsoft.com/kb/2693643.

So although rolling out a few Windows Server 2012 R2 member servers with a few roles
and features installed might seem like a good idea and less risky than performing a forest
upgrade, the gains you experience from following this approach might not be worth the
effort involved.

Server consolidation

Server consolidation involves using virtualization to consolidate multiple server workloads
onto a single virtualization host. With the greatly increased scalability of the Hyper-V role

in Windows Server 2012 and Windows Server 2012 R2, businesses can often migrate much
or even all of their existing Active Directory infrastructure based on a previous version of
Windows Server and run it on a cluster of Hyper-V hosts running Windows Server 2012 or
Windows Server 2012 R2. In other words, they can migrate their existing physical servers into
a virtual environment. For more information, see Chapter 7, “"Hyper-V virtualization.”

Private cloud

Cloud computing provides organizations with new options to increase efficiencies while
reducing costs. The traditional data-center approach, in which the organization deploys

and manages its own Active Directory infrastructure on-premises, has known stability and
security, but the infrastructure servers involved often run at less than 15 percent utilization.
Virtualizing the data center by using server consolidation can increase utilization, reduce cost,
and simplify management, but this approach lacks the elasticity to rapidly meet changing
demands as your business grows or experiences market changes.

Cloud computing can simplify management and reduce cost even further while providing
elasticity and the perception of infinite capacity for the IT services your business uses. Cloud
resources are pooled so that they can be allocated on demand as the needs of the business
grow or shrink. If additional resources are needed, they can be provisioned without the need
for extensive planning and testing beforehand.
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Cloud computing can be provisioned according to three possible service models:

m Software as a Service (SaaS) The cloud is used to deliver an application to multiple
users, regardless of their location or the type of device they are using. Compare this
model with the more traditional approach of deploying separate instances of applica-
tions to each user’s PC. This approach typically is used to deliver cloud-based applica-
tions that have minimal need for customization. Examples include email, Customer
Relationship Management (CRM), and productivity software. The advantage of this
approach is that application activities can be managed from a single central location to
reduce cost and management overhead.

An example of a SaaS offering from Microsoft is Office 365, which provides users with
secure access from anywhere to their email, shared calendars, instant messaging (IM),
video conferencing, and tools for document collaboration. For more information on
Office 365 for business, see http.//office.microsoft.com/en-us/business/.

= Platform as a Service (PaaS) The cloud is used to deliver application execution ser-
vices, such as application runtime, storage, and integration for applications designed
for a prespecified, cloud-based architectural framework. This enables you to develop
custom cloud-based applications for your business, which you can then host in the
cloud so that your users can access them from anywhere over the Internet. PaaS also
enables you to create multitenant applications that multiple users can access simul-
taneously. With support for application-level customization, PaaS enables integra-
tion with your older applications and interoperability with your current on-premises
systems, although some applications might need to be recoded to work in the new
environment.

An example of a Paa$S offering from Microsoft is Windows Azure Cloud Services, which
enables you to deploy highly scalable web applications built with C#, PHP, Python,
Node,js, or Java. An instance of Cloud Services represents a logical container for two
types of roles: web role instances and worker role instances. The web role provides an
ASP.NET programming model you can use for programmatically provisioning node
instances of a web farm. The worker role exposes a programming model you can use
for implementing batch processing farms with resources. For more information on
Windows Azure Cloud Services, see http.//www.windowsazure.com/en-us
/documentation/services/cloud-services/.

= Infrastructure as a Service (laaS) The cloud is used to create pools of computer,
storage, and network connectivity resources, which can then be delivered as cloud-
based services billed on a per-usage basis. laaS forms the foundation for the other two
cloud service models by providing a standardized, flexible, virtualized environment
that presents itself as virtualized server workloads. In this approach, the organiza-
tion can self-provision these virtualized workloads and fully customize them with the
processing, storage, and network resources needed and with the operating system and
applications needed. The organization is relieved of the need to purchase and install
hardware and can simply spin up new workloads to quickly meet changing demand.
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An example of an laa$S offering from Microsoft is Windows Azure Virtual Machines,
which enables you to provision, deploy, and manage virtual machine instances in the
Windows Azure public cloud. These virtual machine instances can be provisioned from
a gallery of stock virtual hard disks (VHDs) that include different versions of Windows
Server, SQL Server, and Linux. For more information on Windows Azure Virtual
Machines, see http.//www.windowsazure.com/en-us/documentation/services
Jvirtual-machines/.

In the context of Windows Server 2012 R2, the cloud service model under consideration
here is the laaS model, which can be implemented by using the Hyper-V role of Windows
Server 2012 R2 with Microsoft System Center 2012 R2.

When laaS is implemented in such a way that a customer deploys the cloud on-premises
in its datacenter, the solution is called a private cloud. There are several ways an organization
can implement a private cloud solution:

m By having the customer build and host the private cloud in its own datacenter, using
Windows Server and the System Center family of products

m By having the customer purchase a dedicated private cloud appliance with Windows
Server and System Center preinstalled and configured

m By having a partner company host the customer’s private cloud

Migrating an organization’s existing Active Directory infrastructure into a private cloud
sourcing model can be straightforward or complex, depending on a number of different fac-
tors. Because of this, it's often best if you enlist a Microsoft partner to help you design and
implement a solution that meets the needs of your organization.

If you want to explore the private cloud approach further, there are several places you
can start:

m You can download evaluation versions of Windows Server 2012 R2 and System Center
2012 R2 from the Server And Cloud Platform page at http.//www.microsoft.com/en-us
/server-cloud/solutions/virtualization-private-cloud.aspx. Then you can use these plat-
forms to create a proof of concept private cloud using documentation in the TechNet
Library, such as http://technet.microsoft.com/en-us/library/gg610625.aspx.

m You can purchase an laaS private cloud with a prevalidated configuration from server
partners in the Microsoft Private Cloud Fast Track program. These offerings combine
Microsoft software, consolidated guidance, validated configurations from original
equipment manufacturer (OEM) partners, and other value-added software compo-
nents. For more information, see http.//www.microsoft.com/en-in/server-cloud
/fast-track.aspx.

m You can use the Microsoft Pinpoint site to find a partner in the Microsoft Private Cloud
Service Provider Program that can host a dedicated private cloud for your organiza-
tion. For more information, see http.//www.microsoft.com/en-in/server-cloud/find-a
-partner.aspx.
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MORE INFO MICROSOFT PRIVATE CLOUD

For more information on Microsoft private cloud solutions, see http://www.microsoft.com
/en-us/server-cloud/solutions/virtualization-private-cloud.aspx.

Hybrid cloud

When laaS is implemented as a combination of an on-premises private cloud solution and a
public cloud service such as Windows Azure Virtual Machines, the solution is called a hybrid
cloud. The hybrid cloud approach enables organizations to extend their infrastructure into the
cloud for greater flexibility and agility so they can scale on demand to meet rapidly changing
business requirements.

Microsoft believes that the hybrid cloud approach is the key to helping organizations
cloud optimize their business. Beginning with the R2 release of Windows Server 2012,
Microsoft uses the term “Cloud OS" to represent its visionary approach to how IT can deliver
innovative new hybrid solutions that can address the needs and challenges that businesses
are facing today. These needs and challenges include

m The need for new tools to automate datacenter provisioning, management, and
monitoring in addition to tasks and workflows both in the datacenter and in the cloud.
These tools must be able to manage both physical and virtual workloads on-premises
and across public and service-provider clouds. They also need to be scalable, flexible,
and secure.

m The challenge of managing diverse mobile devices like tablets and smartphones that
are frequently personal devices owned by the users themselves rather than corporate
assets. Existing technologies need to be integrated with new platforms that allow
device registration and enrollment, policy-based management, and management from
the cloud. There is also the challenge of delivering a secure and personalized experi-
ence on any device, anywhere and at any time.

m The need to deal with the apps users run on mobile devices. Deploying and managing
these apps presents new challenges to accelerate the application life cycle, the handoff
from developer to infrastructure specialists.

m The challenge of dealing with greater amounts of data than ever before. Big data
needs powerful new tools for business intelligence to unlock the value of data stored
both on-premises and in the cloud.

m The challenge of accomplishing all of the above without breaking ever-constrained IT
budgets.

Microsoft’s Cloud OS vision for hybrid computing consists of three key platforms:

m Windows Server 2012 R2 Provides the foundation for building enterprise-class

datacenter and hybrid cloud solutions that are simple to deploy, cost-effective,
application-focused, and user-centric.
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m System Center 2012 R2 Delivers a unified management experience across
on-premises, service provider, and Windows Azure environments in a manner that's
simple, cost-effective, application-focused, and enterprise-class.

m Windows Azure Provides an open and flexible cloud platform for building, deploy-
ing, and managing applications using almost any language, tool, or framework and run-
ning them in a secure public cloud hosted in a global network of Microsoft-managed
datacenters. Windows Azure also enables you to integrate your public cloud applica-
tions with your existing on-premises IT environment to enable hybrid cloud capabilities.

If you want to explore Microsoft’s hybrid cloud approach further, you can complete the
following steps:

1. Begin by downloading evaluation versions of Windows Server 2012 R2 and System
Center 2012 R2 and getting a trial subscription for Windows Azure from the Server
And Cloud Platform page at http.//www.microsoft.com/en-us/server-cloud/solutions
/hybrid-cloud.aspx.

2. Next, use these platforms to create a proof of concept private cloud using documenta-
tion in the TechNet Library, such as http://technet.microsoft.com/en-us/library
/9g610625.aspx.

3. After this, you can use Windows Azure Virtual Machines to deploy virtual machine
instances running Windows Server 2012 R2 in the Windows Azure public cloud by
using the documentation found at http://www.windowsazure.com/en-us
/documentation/services/virtual-machines/.

4. Finally, learn how to use System Center 2012 R2 App Controller to manage these
virtual machine instances across the private cloud and the Windows Azure platform
from a single console by downloading the free ebook Microsoft System Center: Cloud
Management with App Controller, which is available from the Microsoft Press blog at
http://blogs.msdn.com/b/microsoft_press/archive/2013/11/26/free-ebook-microsoft
-system-center-cloud-management-with-app-controller.aspx.

MORE INFO MICROSOFT HYBRID CLOUD

For more information on Microsoft hybrid cloud solutions, see http://www.microsoft.com
/en-us/server-cloud/solutions/hybrid-cloud.aspx.

( Quick check

m Is Microsoft's cloud-based Office 365 an example of Software as a Service (SaaS),
Platform as a Service (PaaS), or Infrastructure as a Service (laaS)?

Quick check answer

m  Office 365 is a SaaS offering in which the cloud is used to deliver an application to
multiple users, regardless of their location or the type of device they are using.
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Deployment process

As | said earlier, there is no single approach to planning and executing deployment projects.
However, there are some best practices that apply in various degrees to the different sce-
narios discussed earlier, and from these you can identify some of the key steps that should be
involved in any deployment or migration process. I'll briefly focus on providing some guid-
ance for the following four steps, which are common to most infrastructure projects:

= Assessment
m Pilot testing
= Deployment/migration
m Role/feature migration

Note that to help you use the information in the upcoming sections, some of it is pre-
sented in the form of a series of questions that you can use as the basis for creating work-
sheets for implementing your project.

Assessment

Assessment involves determining the readiness of your organization’s infrastructure, hard-
ware, applications, and personnel for migrating your infrastructure to Windows Server
2012 R2. Although some of this will be examined in more detail in the next lesson, here are
some of the key questions that you need to address as part of the assessment process:

m Have you inventoried all the hardware in your environment?
m Do you have any tools for performing an inventory of your infrastructure?
m s your existing server hardware capable of running Windows Server 2012 R2?

m [s your existing server hardware capable of supporting the various roles and features of
Windows Server 2012 R2 that you plan to deploy in your environment?

= Will your existing storage hardware work with Windows Server 2012 R2?
m |s your network infrastructure ready for Windows Server 2012 R2?

m Are your various network appliances (for example, firewalls, VPN gateways, and so on)
capable of interoperating with Windows Server 2012 R2?

= |f you plan to deploy DirectAccess, do your network infrastructure and appliances fully
support Internet Protocol version 6 (IPv6)? Does your Internet Service Provider (ISP)
support IPv6?

m Have you inventoried all the operating systems and applications in your environment?

m  Are there any operating systems or applications in your environment that have com-
patibility issues with Windows Server 2012 R2?

m  Will you be virtualizing any of your existing operating systems or applications on
Hyper-V hosts running Windows Server 2012 R2?

m Have you inventoried the server roles on each of the servers of your infrastructure?
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m [s there anything you need to consider with regard to virtualizing any of the server
roles currently running on your servers or migrating these roles into the cloud?

m Have you assessed your budget to ensure you have sufficient funding to purchase any
hardware or software needed for your project?

m Have you assessed the potential cost savings and return on investment (ROI) your
organization can achieve by migrating to Windows Server 2012 R2?

m Are your IT staff members ready for the project? Do they need any additional training?

Pilot testing

Pilot testing involves more than just installing the software and playing around with it. You
should start by creating a test plan that defines the scope and objectives of the testing you
want to perform. You should also define a testing methodology that describes the architec-
ture of your test environment, your testing tools and techniques, and the type of automation
you plan to use for your testing. You then need to identify the resource on which you need to
perform your testing and establish a schedule for performing your various tests. Finally, you
should have a process for evaluating the results of your testing to see whether the objectives
you set have been achieved.

The following are some key questions that you need to address during pilot testing of
Windows Server 2012 R2:

m Why are you pilot testing Windows Server 2012 R2?

m  Who will be performing the testing?

m What training will the testers need before they can perform their testing?
m  What are the specific objectives of your test process?

m  What scenarios will you be using as the basis for performing your testing?
m What roles and features do you plan to test?

m How will you test each of these roles and features?

m  What hardware will you require to perform your tests?

m  What additional software will you require to perform your tests?

= Will you be using any scripts or automation as part of the test process?

= Where will you set up your test environment?

m How will you ensure that your test environment will not affect your production
environment?

m  What is the schedule for performing your testing?

m  How will you record your results for later analysis and evaluation?
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Deployment/migration

Deployment or migration of Windows servers can take several different paths, depending on
the scenario you decide to implement. The choices you make concerning the deployment or
migration process can be dictated by various factors, including cost, timeframe, the topology
of your organization, the complexity of your infrastructure, and the server roles you currently
have deployed in your environment. Some of the key questions that you need to address
concerning the process include the following:

Do you have a rollback plan in place in case something goes wrong with the deploy-
ment or migration?

Have you performed a full system backup of the servers you'll be migrating?

Which of the following methods will you be using for deploying or migrating your
servers?

m New computer, in which you either deploy Windows Server 2012 R2 yourself on
bare-metal hardware or purchase preconfigured server systems from your vendor
and further configure the servers as desired.

® In-place upgrade, which keeps the current hardware and upgrades the current
server operating system to Windows Server 2012 R2. If you follow this approach,
make sure you are aware of the supported upgrade paths for your existing server
operating systems.

m  Refresh, which keeps the current hardware, saves the state information (operating
system and application settings) of the current installation, wipes the hardware to
remove the current operating system, performs a clean install of Windows Server
2012 R2, and restores the state.

m Replace, which saves the state of the current installation to a network location,
retires the current hardware, performs a clean install of Windows Server 2012 R2 on
new hardware, and restores the state.

Have you acquired and learned how to use tools such as Microsoft Deployment Toolkit
(MDT) and System Center Configuration Manager (SCCM), which you can use to per-
form server deployments and migrations? Use of these tools is discussed in Chapter 2.

Will you be migrating any physical servers into virtual environments? If so, you might
need System Center Virtual Machine Manager (SCYMM) or other tools for performing
the physical-to-virtual (P2V) migrations of your server workloads.

Will you be migrating any servers running operating systems that are no longer sup-
ported, such as Windows 2000 Server, which might require special procedures such as
migrating to an intermediate operating system before migrating to Windows Server
2012 R2? For more information, see Chapter 7.

Will you be migrating any servers across processor architectures? For example, migrat-
ing a server running a 32-bit version of Windows Server 2003 to Windows Server 2012
R2, which is only available as 64-bit software?

Lesson 1: Planning for Windows Server 2012 R2

15

From the Library of Ida Schander



16

m Have you developed plans for migrating the roles on each of your servers? Role migra-
tion should be planned concurrently with server migration. See the next section for
more information on this topic.

m Have you developed plans for migrating any business data stored on any of your serv-
ers? Will you be migrating your storage hardware and your servers? Is your business
data safely backed up to prevent data loss from occurring during the process?

m Have you developed specific plans for migrating Microsoft server applications, such as
Microsoft Exchange, Microsoft SQL Server, and Microsoft SharePoint? The migration of
server applications such as these requires special planning and consideration. Search
the TechNet Library if you require more information on planning the migration of
Microsoft server applications.

m Have you discussed your deployment or migration plans with the vendors of any
third-party server applications you have deployed in your environment? Will the new
operating system require a new version of these applications?

m Have you developed plans to ensure business applications and services remain avail-
able to users during the deployment or migration process?

m Have you informed your user population about any possible service interruptions or
problems that might arise during the deployment or migration?

m Have you laid out a schedule for performing your migrations and determined the
order in which you'll be deploying or migrating your servers?

m Have you assigned responsibilities to different members of your deployment and
migration team?

m Have you thoroughly tested your deployment and migration plans in a test environ-
ment that mirrors your current production network?

Role/feature migration

A key aspect of server deployment is the migration of server roles and features together

with configuration settings and data. To migrate roles and features from earlier versions

of Windows Server to Windows Server 2012 or Windows Server 2012 R2, you can use the
Windows Server Migration Tools. These tools include best-practices documentation and are
designed to ensure the role and feature migration process goes smoothly and without errors.

Windows Server Migration Tools can be installed on the following operating systems:
m  Windows Server 2003 with Service Pack 2

= Windows Server 2003 R2

m Full installation option of Windows Server 2008

m Full installation option of Windows Server 2008 R2

m Server Core installation option of Windows Server 2008 R2

m Server with a GUI installation option of Windows Server 2012

m Server Core installation option of Windows Server 2012

Preparing for Windows Server 2012 R2
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m Server with a GUI installation option of Windows Server 2012 R2
m Server Core installation option of Windows Server 2012 R2

The source server is the server from which you are migrating the role or feature, and the
destination server is the server to which you are migrating the role or feature. For example,
the source server might be running a Full installation option of Windows Server 2008 R2 and
the destination server might be running a Server Core installation option of Windows Server
2012 R2. The Migration Tools must be installed on both the source and destination servers,
and you must be a member of the Administrators group on both servers.

The following migration paths are supported:

= Migrating between 32-bit and 64-bit architectures
= Migrating between physical machines and virtual machines
m Cross-subnet migrations

The following migration paths are not supported:

m  Migrating between source and destination servers that have different system Ul
languages.

m Roles on the Server Core installation option of Windows Server 2008 cannot be
migrated because the Microsoft .NET Framework is not available on this installation
option.

The sections that follow demonstrate how role and feature migration can be performed.

Installing the Migration Tools on the destination server
The following procedure shows how to install and configure the Migration Tools on a destina-
tion server running Windows Server 2012 R2. The goal is to be able to migrate a role such as
the DHCP Server role or the Windows Server Update Services (WSUS) role from an existing
server running Windows Server 2008 R2 to a new server running Windows Server 2012 R2. To
install the Migration Tools on the destination server, complete the following steps:
1. Open a Windows PowerShell session with elevated rights on a server running Windows
Server 2012 R2 in your environment.
2. Execute the following command to install the Windows Server Migration Tools feature
on the remote server running Windows Server 2012 R2 and named SERVER7:

Install-WindowsFeature Migration -ComputerName SERVER7
If the local server running Windows Server 2012 R2 you are logged on to is a Server

Core installation, type powershell.exe before executing the Windows PowerShell
command just shown.

If the local server running Windows Server 2012 R2 you are logged on to is a Full
installation, you can also install the Migration Tools on the remote server by launching
the Add Roles And Features Wizard from Server Manager.

Lesson 1: Planning for Windows Server 2012 R2 17
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3. Open an elevated command prompt by typing emd in your elevated Windows
PowerShell session and change the current directory as follows:

Cd %systemroot%\system32\ServerMigrationTools

4. Create a deployment folder on the destination server by running the SmigDeploy
.exe utility. This utility creates an installation package for performing the migration
and places it in a new folder named C:\downloads\<subfolder>, where <subfolder>
depends on the operating system version and architecture of the source server. For
example, if the source computer has AMD64 architecture and is running Windows
Server 2008 R2, run SmigDeploy.exe using these parameters:

SmigDeploy.exe /package /architecture amd64 /os WSO8R2 /path C:\windows

This creates a new deployment folder named C:\downloads\SMT_ws08R2_amd64 on
the destination server and copies the Migration Tool files to the folder.

5. Copy the deployment folder to the local drive of the source computer running
Windows Server 2008 R2 by using any appropriate method.

For more information on installing and using the Windows Server Migration Tools on
Windows Server 2012 or Windows Server 2012 R2, see http://technet.microsoft.com/en-us
/library/jj134202. There are also specific role and feature migration guides available on
TechNet at http://technet.microsoft.com/en-us/library/dn486809.aspx for Windows Server
2012 and at http://technet.microsoft.com/en-us/library/dn486773.aspx for Windows Server
2012 R2.

Installing the Migration Tools on the source server

The following procedure shows how to install and run the Migration Tools on a source server
running Windows Server 2008 R2 to which you have already copied the deployment folder
from the destination computer. Note that additional steps might be required for migrating
certain roles, such as the Hyper-V role, the Routing And Remote Access Services role, and
others. To install the Migration Tools on the source server, complete the following steps:

1. Open a Windows PowerShell session with elevated rights and execute the following
command to load the Server Manager module:

Import-Module ServerManager

2. |Install the Windows Server Migration Tools feature by running this command:

Add-WindowsFeature Migration

3. Note that if your source server is running an earlier operating system such as
Windows Server 2008 or Windows Server 2003, you also need to install the Microsoft
.NET Framework and Windows PowerShell on the source computer and then run
SmigDeploy.exe on it to register the Windows Server Migration Tools cmdlets into
Windows PowerShell.

Preparing for Windows Server 2012 R2
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You can now launch the Migration Tools from either the destination server or the source
server. For example, to launch them from a destination server running Windows Server 2012
or Windows Server 2012 R2, right-click the Windows Server Migration Tools tile on the Start
screen and click Run As Administrator on the app bar, as shown here:

® & @ ®

Unpin from 5tart  Pin to taskbar Cpen new Run as
window administrator

This opens a custom Windows PowerShell session from which you can run the various
Windows Server Migration Tools cmdlets, as shown in Figure 1-1.

= Administrator: Windows Server Migration Tools |;|i-
PS C:sWindowsssysten3d2> Get—Command *snig

Export—SmigServerSetting
Get—SnigServerFeature
Inmport—-SmigServerSetting
Receive—SmigServerData
Send-SmigServerData

P C:“\Windows“system32> _

FIGURE 1-1 Display the list of available Windows Server Migration Tools cmdlets.

For help with the syntax of these cmdlets, use the Get-Help cmdlet. For more information
on installing the Windows Server Migration Tools on Windows Server 2008 R2 and earlier, see
http://technet.microsoft.com/en-us/library/dd379545(v=WS.10).aspx.

TIP GET YOUR MIGRATION QUESTIONS ANSWERED

A good place to get help with your server migration questions is the Migration forum in
the Windows Server forums on TechNet at http://social.technet.microsoft.com/forums
/en-US/winserverMigration/.
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Lesson summary

m Each type of infrastructure migration scenario (greenfield, forest upgrade, mixed
environment, server consolidation, private cloud, hybrid cloud) has both benefits and
challenges for organizations wanting to take advantage of the new features and capa-
bilities found in Windows Server 2012 and Windows Server 2012 R2.

m Forest upgrades to Windows Server 2012 and Windows Server 2012 R2 are simpler
than with previous Windows Server versions because of the integration of Adprep.exe
into the AD DS role installation process.

m Four key steps for any infrastructure migration project are pilot testing, assessment,
server migration, and role and feature migration.

m The Windows Server Migration Tools ease the process of migrating roles and features
from previous Windows Server versions to Windows Server 2012 or Windows Server
2012 R2.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.
1. Which of the following are disadvantages of the existing environment deployment
scenario? (Choose all that apply.)
A. It gives you an opportunity to get it right from the start when it comes to imple-
menting an infrastructure based on Windows Server 2012 R2.

B. Some new features and capabilities of Windows Server 2012 R2 might have
limited functionality or might not work at all when this deployment scenario is
implemented.

C. Server management might become more complex because of the need to use
separate tools for managing servers running Windows Server 2012 R2 and those
running earlier Windows Server operating system versions.

D. It can help your organization improve server utilization and reduce costs.

2.  Which of the following is not an enhancement that Microsoft made in Windows Server
2012 and Windows Server 2012 R2 to alleviate some of the concerns administrators
often have about performing forest upgrades? (Choose all that apply.)

A. Adprep functionality is now integrated into the AD DS installation process.

B. The new AD DS installation process includes prerequisite validation to identify
potential errors before installation begins.

C. The Windows Server 2012 and Windows Server 2012 R2 forest functional levels
add several new features to a forest.

D. The Windows Server 2012 and Windows Server 2012 R2 domain functional levels
add only one new feature to a domain.

Preparing for Windows Server 2012 R2
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3.  Which of the following migration paths is not supported by the Windows Server
Migration Tools?

A. Migrating between x86-based and x64-based architectures

B. Migrating between source and destination servers that have different system Ul
languages

C. Migrating between physical machines and virtual machines

D. Cross-subnet migrations

4. Which Windows PowerShell cmdlet for the Windows Server Migration Tools can you
use to get the set of all Windows features that can be migrated from the local server or
from a migration store?

A. Export-SmigServerSetting
B. Send-SmigServerData
C. Get-SmigServerFeature

D. Import-SmigServerSetting

Lesson 2: Assessing the readiness of your environment

The assessment phase is an important step of any server migration project. During this phase,
you assess the readiness of your environment for the deployment of Windows Server 2012

R2. A key aspect of this phase is determining whether your current server hardware and the
hardware you plan to purchase will support running Windows Server 2012 R2 and the various
server roles and features you need to deploy in your environment. As this lesson demonstrates,
performing such an assessment can be done in various ways, using different types of tools.

After this lesson, you will be able to:
m Describe the Windows Server 2012 R2 editions and system requirements.

m  Explain how to perform a manual assessment of a server infrastructure and
describe some of the tools you would use to do this.

m Describe the capabilities of version 9.0 of the Microsoft Assessment and Planning
(MAP) Toolkit for performing inventory and assessment and for generating
reports.

m Describe the six phases involved in using MAP to perform an assessment of your
environment.

m Describe some of the wizards that MAP uses to collect data about your
environment.

m Describe the reports that MAP generates.

Lesson 2: Assessing the readiness of your environment 21
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m Describe some other tools and methodologies you can use to assess the readi-
ness of your environment for migration to Windows Server 2012 R2.

Estimated lesson time: 30 minutes

Manual assessment

If your current server infrastructure is very small (only a handful of servers), you can perform

a manual assessment by using the documentation that came with your server hardware, view-
ing and recording server BIOS information, exporting system configuration information by
using msinfo32.exe, inventorying roles and features by using the Get-WindowsFeature cmdlet
of Windows PowerShell, and performing similar types of procedures. Once you have compiled
information about your servers, you can validate them against the hardware requirements for
the different Windows Server 2012 R2 editions.

Windows Server 2012 R2 editions

Microsoft has simplified the licensing model with Windows Server 2012 R2 by eliminating
the Enterprise edition of previous versions of Windows Server. In addition, the Standard and
Datacenter editions that are designed for midsized and large organizations now have feature
parity, and they are both licensed by processor plus Client Access License (CAL). The only
difference between the Standard and Datacenter editions is the virtualization rights included
with the license:

m Standard edition This edition provides full Windows Server functionality with two
virtual instances.

m Datacenter edition This edition provides full Windows Server functionality with
unlimited virtual instances. The Datacenter edition also includes a new feature called
Automatic Virtual Machine Activation (AVMA) that helps ensure Windows products
are used in accordance with the Product Use Rights and Microsoft Software License
Terms. AVMA enables you to install virtual machines on a properly activated Hyper-V
host running Windows Server 2012 R2 without having to manage the product keys for
each individual virtual machine. AVMA works even in disconnected environments and
provides real-time reporting on usage and historical data on the license state of virtual
machines.

MORE INFO For more information on AVMA, see http://technet.microsoft.com/en-us
/library/dn303421.aspx.

In addition to the Standard and Datacenter editions, two other editions of Windows Server
2012 R2 are available that are designed for more specialized use:

m Essentials edition This edition is intended for small business environments and
includes a simpler interface, preconfigured connectivity to cloud-based services, a
25-user and 50-device limit, and no virtualization rights.

Preparing for Windows Server 2012 R2
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= Foundation edition This edition is an economical, general-purpose server released
through OEM channels only and has a 15-user account limit and no virtualization
rights.

Further discussion of these two editions is beyond the scope of this book.

REAL WORLD WINDOWS SERVER LICENSING

In the past, the licensing of Windows Server editions has been a complex and confus-
ing subject that often made it difficult for organizations to determine how much they
should budget for licensing costs and whether they were in compliance. With Windows
Server 2012 and Windows Server 2012 R2, Microsoft has simplified the licensing model
for Windows Server so that you can more easily determine how many licenses you need
to purchase to run the number of physical and virtual instances of Windows Server 2012
or Windows Server 2012 R2 you need in your environment. For more information and
examples of different licensing scenarios, see the information on the Microsoft Volume
Licensing site at http://www.microsoft.com/licensing/about-licensing/windowsserver2012
-R2.aspx.

System requirements

The minimum system requirements for installing the Standard and Datacenter editions of
Windows Server 2012 R2 are as follows:

m A 1l4-gigahertz (GHz), 64-bit processor

m 512 MB of RAM

m 32 GB of available disk space

m A network adapter card

m A graphics adapter that supports Super VGA (1024 x 768) or higher resolution

Bear in mind that performance depends upon hardware, and your servers will need
to exceed these minimum requirements to provide acceptable performance in most sce-
narios. For example, if you plan to install MAP 9.0 on your server to perform an assessment
of your environment, you will need system hardware that meets the following minimum
requirements:

m A dual-core, 1.5 GHz processor

m 2.0 GB of RAM

m 1 GB of available disk space

= A network adapter card

m A graphics adapter that supports Super VGA (1024 x 768) or higher resolution

In addition, the inventory, assessment, and reporting performance of MAP are based pri-
marily on the speed of the CPU and the amount of available RAM of the computer on which
MAP is installed.

Lesson 2: Assessing the readiness of your environment 23
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MORE INFO RECOMMENDED SYSTEM REQUIREMENTS

For more information on the recommended system requirements for Windows Server 2012
R2, see http://technet.microsoft.com/en-us/library/dn303418.aspx.

Windows Server Catalog

If you plan to purchase new system hardware and deploy Windows Server 2012 R2 on such
hardware, you can assess the readiness of the new hardware before you purchase it by using
the Windows Server Catalog website shown in Figure 1-2, which identifies system and periph-
eral hardware from different vendors that has been certified for Windows Server 2012 R2. For
more information, see http.//www.windowsservercatalog.com.

[E=5 B8 5
w.windowsservercatalog.com P~ c*,‘ ok Tt

& Windows Server Catalog
~

Windows Server Catalog

[Home [Software |Hardware [SWWP-

ntify and verify the status
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FIGURE 1-2 Use the Windows Server Catalog website to assess whether hardware has been certified for
Windows Server 2012 R2.
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Using the MAP Toolkit

The Microsoft Assessment and Planning (MAP) Toolkit is an inventory, assessment, and
reporting tool you can use to assess your current IT infrastructure and determine the

right Microsoft technologies for your business needs. MAP uses Windows Management
Instrumentation (WMI), Active Directory Domain Services (AD DS), SMS Provider, and other
technologies to collect data from your environment and inventory hardware, software, and

operating systems. MAP does this without installing any agent software on the target devices.

MAP then provides you with an analysis of the collected data to help you plan for server
migration, desktop refresh, server consolidation through virtualization, or cloud-capacity and
migration.

The latest version, MAP 9.0, can help simplify the planning process for migration to the
following Microsoft platforms:

= Windows Server 2012 R2

= Windows Server 2012

= Windows 8

= Windows 7

m  Microsoft Office 2013

m  Microsoft Office 365

= Windows Volume Licensing usage tracking

m Remote Desktop Services Licensing usage tracking
m  Microsoft SharePoint 2013 usage tracking

m  Microsoft Exchange 2013 usage tracking

m  Microsoft Lync 2013 usage tracking

m  Microsoft SQL Server 2012 usage tracking

m System Center Configuration Manager 2012 usage tracking
m  Windows Azure Virtual Machines

m Server and Cloud Enrollment (SCE)

m Software inventory by means of Software ID tags

As Figure 1-3 shows, there are six phases involved in using MAP to perform an assessment of

your environment. The first four phases are steps you need to perform before you run MAP in

your environment. The final two phases involve running MAP to perform the assessment and
generate a report of the results.

Lesson 2: Assessing the readiness of your environment
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Phase 2: Phase 3:

Gather Prepare
requirements | | environment

Phase 1:
Choose goals

Phase 4: Phase 5:
Install toolkit Collect data

FIGURE 1-3 Six phases are involved in performing an assessment using MAP.

Phase 1: Choose goals

In this phase, you familiarize yourself with the different inventory, assessment, capacity plan-
ning, and software-usage tracking scenarios that MAP supports. You decide which wizards to
use and what selections to make in these wizards.

Phase 2: Gather requirements

MAP uses various collection protocols to communicate with devices on your network to
collect data to use in performing the various assessments. Because the communications
performed by these protocols are subject to the administration and security settings of your
environment, you must gather the user accounts and passwords needed to connect to and
successfully inventory the devices in your environment prior to running MAP. In this phase,
you gather this information required to configure MAP.

Phase 3: Prepare environment

MAP uses several different communication protocols based upon your goals and how your
environment is configured. These include WMI, Active Directory Domain Services (AD DS),
SQL Server commands, VMware Web services, and SSH with remote shell commands. In this
phase, you prepare your environment to ensure that MAP can successfully connect to and
gather information from the target machines in your environment.

Phase 4: Install the MAP Toolkit

In this phase, you download and install MAP using the options that best suit your environ-
ment and goals. The latest version of MAP is available as a free download from the Microsoft
Download Center at http.//www.microsoft.com/en-us/download/details.aspx?&id=7826.
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Phase 5: Collect data

In this phase, you use MAP to gather information about your environment. Figure 1-4 shows

the new user interface of MAP, which has been redesigned starting with MAP 8.0. On the

left is a navigation pane that enables you to choose from a list of scenario groups. A scenario
group is a set of related scenarios for which you can collect inventory data and perform other
kinds of assessment tasks.

B Microsoft Assessment and Planning Toolkit [-Tels=
e Yew Iools Help
Cvennew

Overview vﬁ' Overview

Cloud Where to start Scenarios Available

Desktop Read the Getting Started Guide & il| .' “| _:i I |v"i'

galt s B e the Geting StartdGui o o about the AP | [— G

it a0l how I e l"'.. . ._|u.uld.

Desktop Virtualization 3
Perform an inventory
Server Virtualization Begin gathering data about

Database
Usage Tracking

Environment * Hardware Library

Additional Resources "

MAP Toalkit on TechNet

TESTDS

FIGURE 1-4 The Overview screen of MAP shows that no assessment has been run yet for the environ-
ment.

The initial item in the navigation pane is called Overview, and it provides a high-level over-
view of all the data collected in your environment, short descriptions of the different kinds
of scenarios for which you can perform assessments, and a list of supporting resources. The
Overview screen shown in Figure 1-4 indicates that no assessment has been performed yet.
If an assessment had already been performed, an Environment Summary tile would provide a
brief summary of the results of the assessment.

To start your first assessment, you can just click the Perform An Inventory item under
Where To Start on the Overview page. This launches the Inventory And Assessment Wizard,
as shown in Figure 1-5. This wizard walks you through a series of pages on which you can
select one or more inventory scenarios, configure discovery methods, specify Active Directory
credentials, and perform other actions to configure how the assessment will be performed.

The Inventory And Assessment Wizard is not the only wizard available to you in MAP.
There is also the Performance Metrics Wizard, which you can use to collect performance data
such as CPU, memory, network, and disk utilization information. MAP enables you to col-
lect such data for Windows servers and clients and for Linux- or UNIX-based servers. MAP
then uses the collected performance data to perform capacity planning for scenarios such as
server consolidation and desktop virtualization.

Lesson 2: Assessing the readiness of your environment
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To demonstrate the capabilities of MAP, I'm going to use it to try to discover all of
the Windows computers currently present in my test lab. Figure 1-5 shows the Inventory
Scenarios page of the Inventory And Assessment Wizard with Windows Computers selected
for assessment in my environment.

i? Inventory Scenarios
-

The MAP Toolkit helps you to collect information for several different inventory
scenarios. The scenarios you choose determine the technologies used to collect
Discovery Methods information from in your

Active Directory Credentids Choose your scenario.

Active Directory Options Windows computers

[] Linuxf/UNIX computers

[[] vMware computers

Credentials Order [] Active Devices and Users
[] Exchange Server

Summary [[] Forefront Endpoint Protection Server
[7] Lync Server
[[] Software ID {SWID)tags

All Computers Credentiads

Description

Thisinventory scenaric uses WMIto collecthardware, device, and softwareinformation about
Windows-based computers inyour environment, incdluding Microscft Office, SQL Server,
SharePoint and Configuration Manager. This information is useful far planning migration to
various Windows operating systems. The credentials you provide must have administrative
permissions onthe computers youplan te inventory.

Collector Technologies: WMI

| < Previous | | Mext = | ‘ Finish

FIGURE 1-5 Select the Windows computers for assessment in the environment.

As the next page called Discovery Methods shows in Figure 1-6, there are a variety of
methods MAP can use for discovering Windows computers in an environment. You could
import a list of names of computers you want to assess from a text file. You could specify
a range of IP addresses on your network and scan these addresses for the presence of
Windows computers. Or you could query Active Directory Domain Services (AD DS) for a
list of Windows computers in an Active Directory forest. I've chosen this last option for this
walkthrough.

The Active Directory Credentials page shown in Figure 1-7 is used to specify credentials
that MAP can use to connect to Active Directory to retrieve the names of Windows comput-
ers in the forest. The remaining wizard pages may vary depending upon the options selected
on previous pages.
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e

Inventory Scenarios
[ Use ActiveDirectory Domain Services (AD DS)

Active Directory Credentisls [] useWindows networking protocols

Active Directory Options [[] Use System Center Configuration Manager [SCCM)

All Computers Credentids

[] Scan an IP address range

Credentials Order

[[] Manually entercomputer names and credentials
Summary

[[] Import computer names from afile

[ <previows | [ mext> || Erish

FIGURE 1-6 Query Active Directory for computer names.

Active Directory Credentials

Inventory Scenarios Specify the logon information used to connect to the Active Directory forest and
i e y —

Discovery Methods

Domain: [conToso |
:

Examp d i microsoft.comord

Active Directory Options

Domain account:  [CONTOS0 VAdministrator |
All Computers Credentids

Examples: d iy or user

Credentials Order This account does not require administrative privileges.

Summary e T |

[<previos | [ mext> || Ersn | [ concel

FIGURE 1-7 Specify credentials for connecting to Active Directory.
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After you finish the wizard, the process of performing inventory and assessment of the
environment takes place. Figure 1-8 shows MAP discovering the Windows computers in my
test lab.

Data Collection I

Total machines discovered

1

Machines Inventoried

Assessment

|~ Details

Computer Discovery
Active Directory:
Manually entered/imported from file:
Inventory data (guest/nost):

Newly discovered:
Retrying from previous inventory:
Completed previously:

Collector Status
WMI

Registry

FIGURE 1-8 Computer discovery is currently underway.

When the inventory and assessment process finishes, the Environment screen provides
summary information concerning the results of the inventory and assessment process. As
Figure 1-9 shows, MAP discovered six computers in my test lab and identified three of these
as Windows Server machines. MAP was unable to identify the nature of the other three
computers because Active Directory was used for discovery and the other computers are not
domain-joined.
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FIGURE 1-9 The Environment screen shows the results of computer discovery.

Clicking the Windows Environment tile, as shown in Figure 1-9, enables you to drill down
to view more detail about the Windows computers in my environment. Figure 1-10 shows
this as the Windows Environment Summary screen. The pie chart indicates that two of the
three Windows servers are physical machines and the third is a virtual machine. However, this
screen does not tell which of my servers is running as a virtual machine. | need to generate a
report as described next to view that level of detail.
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FIGURE 1-10 The environment contains both physical and virtual machines.

Phase 6: Review reports

The final phase of the process is using MAP to generate reports. MAP can generate different
kinds of reports depending on the scenario group selected and the way you configure assess-
ment to be performed. For example, clicking the Generate Windows Environment Report
option at the top right of Figure 1-10 causes MAP to generate a comma-separated values
(.csv) file containing the detailed results of the assessment. This .csv file can then be opened in
Microsoft Excel, as shown in Figure 1-11, for review and further analysis. From this figure, | can
determine that the server named SRV180 is a virtual machine running Windows Server 2008
R2 Enterprise edition as its guest operating system.
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o

your environment.

Computer Name

B

©

Hardware Inventory Results for All Computers
This worksheet describes the complete inventory results for Windows-based machines in

Computer Model Current Operating System

B Level/versiond

Service Pack

Active Network Adapter

IP Address

2012 R2 Datacenter

Adapter #2 (Ethernet)

HOST50.contoso.com SiS-760 Microsoft Windows Server D-Link DFE-538TX PCl Fast [172.16.11.50;fe&
2012 Datacenter Ethernet Adapter fag2
(Ethernet)
HOST70.contoso.com PowerEdge T300  |Microsoft Windows Server Hyper-V Virtual Ethernet |172.16.11.70;feg

:2b33

SRV180.contoso.com

Virtual Machine

Microsoft Windows Server
2008 R2 Enterprise

Service Pack 1

Microsoft Virtual Machine
Bus Network Adapter
(Local Area Connection)

172.16.11.180;f
b:7b10

FIGURE 1-11 The highest level of detail is found in the reports MAP generates.

( Quick check

m  Which MAP wizard can you use to collect performance data for capacity planning for

server consolidation?

Quick check answer

® The Performance Metrics Wizard

Other tools and methodologies

Besides using MAP or performing a manual assessment, there are other tools and method-
ologies you can use to assess the readiness of your environment for migration to Windows
Server 2012 R2. The tools you can use include the following:

m System Center Configuration Manager System Center 2012 R2 Configuration
Manager provides a comprehensive solution for change and configuration manage-
ment for the Microsoft platform. Configuration Manager enables you to deploy oper-
ating systems, software applications, and software updates throughout your organiza-
tion; monitor hardware and software inventory; monitor and remediate computers for
compliance settings; and even remotely administer computers. By using Configuration
Manager, you can collect detailed information about the hardware of client devices
in your organization, including servers managed by Configuration Manager, and
then use this information to determine Windows Server 2012 R2 migration readiness.
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Configuration Manager hardware inventory runs on devices managed by SCCM
according to a schedule you specify in the client settings on the device. For more infor-
mation on performing inventory by using Configuration Manager, see http.//technet
.microsoft.com/en-us/library/gg682202.

m Third-party products If you are using a third-party systems-management prod-
uct for managing the hardware and software infrastructure of your organization,
you will likely be able to use the product to assess the readiness of your environment
for migration to Windows Server 2012 R2, provided that your systems-management
product is up to date. There are also third-party dedicated inventory and assessment
products available from different vendors that you can use if desired.

m Outside help If you feel you need help assessing the readiness of your environ-
ment for migration to Windows Server 2012 R2, you can engage Microsoft Consulting
Services (MCS) and/or Microsoft Services Premier Support to assist you with this pro-
cess and also with the migration itself if you feel it's needed. For more information, see
http://www.microsoft.com/microsoftservices/en/us/home.aspx.

Lesson summary

m [f your current server infrastructure is very small, you can perform a manual assessment
of your Windows Server 2012 R2 migration readiness.

m You can perform a manual assessment by using vendor-supplied documentation, built-
in tools, information about Windows Server 2012 R2 editions and system requirements
on Microsoft's website, and the Windows Server Catalog.

m For larger environments, version 9.0 of MAP helps you perform inventory, assessment,
and reporting so that you can assess the readiness of your environment for migration
to Windows Server 2012 R2.

m  Assessing your environment using MAP involves six phases: choosing goals, gathering
requirements, preparing your environment, installing MAP, collecting data, and review-
ing reports.

®m You can also use System Center 2012 R2 Configuration Manager, third-party products,
and even outside help to assess your Windows Server 2012 R2 migration readiness.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1. Which tool can help you ensure that new hardware you purchase will work properly
with Windows Server 2012 R2?

A. The msinfo32.exe utility
B. The Get-WindowsFeature cmdlet
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C. System Center 2012 R2 Configuration Manager
D. The Windows Server Catalog

2. During which of the six phases of performing an assessment using MAP would you
ensure that MAP can successfully connect to and gather information from the target
machines in your environment?

A. Phase 2: Gather requirements
B. Phase 3: Prepare environment
C. Phase 4: Install MAP
D. Phase 5: Collect data

3. When you generate reports after performing a Windows Server 2012 R2 readiness
assessment using MAP, where can you find information about the IP address and cur-
rent operating system installed on each system inventoried?

A. On the Overview screen of the MAP user interface
B. On the Environment screen of the MAP user interface
C. On the Windows Environment Summary screen of the MAP user interface

D. Inthe Windows Environment Report .csv file, which you can open to view in
Microsoft Excel

Practice exercises

The goal of this section is to provide you with hands-on practice with the following:

m Performing a manual installation of Windows Server 2012 R2 onto a bare-metal server
system and familiarizing yourself with the Start screen and desktop

m Using MAP 9.0 to perform a readiness assessment of your server

To perform the following exercises, you need the Windows Server 2012 R2 evaluation .iso
file that you downloaded from the TechNet Evaluation Center. You should burn the .iso file to
recordable DVD media or copy it to a bootable USB device for installation purposes. You also
need a physical server system available for testing purposes that meets the minimum hard-
ware requirements for installing Windows Server 2012 R2, as described earlier in this chapter.
The server should also meet the following additional requirements:

m The server should be a bare-metal system; that is, there should be no operating system
installed on it. If the server already has an operating system installed, you should
remove it by booting using installation media for any version of Microsoft Windows
until you reach the Setup Wizard page that allows you to delete all existing partitions
on the hard drives of the server.

m The server hardware should meet the minimum requirements for installing MAP 9.0.
See the readme.htm file included in the MAP download for more information on these
requirements.
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NOTE HARDWARE ASSESSMENT

You should use a physical server for these exercises, not a virtual machine, so you can see
how MAP can identify hardware components of your server.

You also need a client computer that has Microsoft Excel 2013 or Microsoft Excel 2010
installed for viewing the reports generated by MAP. If you have an Office 365 subscription,
you can also use the Excel Web App for this purpose.

NOTE MAP RESULTS

If you have other servers or clients on your test network, these may also be identified when
you use MAP to assess your environment.

Exercise 1: Performing a manual installation

In this exercise, you perform a manual installation of Windows Server 2012 R2 onto a bare-
metal system. You then use your Windows Server 2012 R2 installation to familiarize yourself
with the Start screen (modern Ul) and desktop.

1. Start the server and insert the DVD media onto which you burned the Windows Server
2012 R2 evaluation .iso file that you downloaded from the TechNet Evaluation Center.

2. If necessary, press the appropriate keystroke combination to display the boot menu
and enable you to boot the system from its optical drive or from the bootable device
containing Windows Server 2012 R2 installation media.

3. When the Windows Setup Wizard appears, select the appropriate language to install,
the time and currency format, and the keyboard or input method.

4. Click Next and then click Install Now.

5. On the Select The Operating System You Want To Install page, select Windows Server
2012 R2 Datacenter Evaluation (Server With A GUI) and click Next.

6. On the License Terms page, select | Accept The License Terms and click Next.

7. On the Which Type Of Installation Do You Want page, select Custom: Install Windows
Only (Advanced).

8. On the Where Do You Want To Install Windows page, click Drive 0 Unallocated Space
and click Next.

9. Once the installation has finished and the Settings screen is displayed, type a password
for the default Administrator account and then click Finish.

10. Once settings have been finalized and the logon screen is displayed, press Ctrl+Alt+Del
and log on using the built-in Administrator account.

Preparing for Windows Server 2012 R2

From the Library of Ida Schander



11. When Server Manager opens, click Local Server in the Navigation pane and view the
properties of your server. Write down the name of your server because you'll need this
information for the next exercise.

12. Move the pointer to the lower-left corner of your screen and click the Start icon to
display the modern UL.

13. Click the tile named Desktop to display the Windows desktop.

14. Press the Windows key to display the Start screen.

15. Press the Windows key again to display the desktop.

16. Click the Server Manager icon on the taskbar to maximize Server Manager.

17. Move the pointer to the upper-right corner of the screen until the Search, Start, and
Settings charms are displayed and then swipe the pointer downward to display the
Charms Bar.

18. Press Esc to make the Charms Bar disappear.
19. Press the Windows key+C to make the Charms Bar appear again.

20. Click the Settings charm to open Settings and then click Server Info. The System
Control Panel item opens while the Charms Bar disappears. View the information about
your computer and then close it.

21. Press the Windows key+| to open Settings again and then click Help. Take a moment to
explore how Help works and then close it.

22. Press the Windows key+Q to open the Search pane with the focus set to Everywhere.
Type paint and press Enter to open Microsoft Paint. Close the program.

23. Move the pointer to the lower-left corner of your screen, click Start, type paint, and
press Enter to open Microsoft Paint. Close the program.

24. Press the Windows key+Q, type background, press the Down Arrow key until Change
Desktop Background is highlighted, then press Enter and change the background of
your desktop to the solid color white.

25. Right-click the Start icon and examine the menu options available.

26. Click the Windows PowerShell icon on the taskbar to open a new Windows PowerShell
session.

27. Type shutdown -s -t 0 and press Enter to shut down your server.

Exercise 2: Using MAP

In this exercise, you install MAP 9.0 on the server used in Exercise 1 and run MAP to perform
an assessment and generate a report.

1. Start your server and log on using your Administrator credentials.

2. Copy the MAP installation files to the Documents folder on your test server and then
double-click the MAPSetup.exe file to launch the Setup Wizard.
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10.
11.
12.

13.

14

15.
16.

17.

18

19.

20
21

22

23.

24

Follow the prompts of the wizard, accepting all the defaults, until installation of MAP is
completed.

Right-click the taskbar and select Properties.

Select the Navigation tab.

Select the check box labeled Show The Apps View Automatically When | Go To Start.
Select the check box labeled List Desktop Apps First In The Apps View When It's Sorted
By Category.

Click OK and then press the Windows key to display the Start screen.

Scroll horizontally if needed until you can right-click Microsoft Assessment And
Planning Toolkit and then select Pin To Taskbar at the bottom of the screen.

Press the Escape key to return to the desktop.
Click the MAP icon on the taskbar to launch MAP.

In the Microsoft Assessment And Planning Toolkit dialog box, type TESTDB in the
Name field and click OK to create an inventory database for MAP.

After the inventory database is created, you are returned to the Overview page of the
MAP user interface.

Click Perform An Inventory under Where To Start on the Overview page to launch the
Inventory And Assessment Wizard.

On the Inventory Scenarios page, select Windows Computers and click Next.

On the Discovery Methods page, clear the Use Active Directory Domain Services (AD
DS) check box, select the Scan An IP Address Range check box, and click Next.

On the Scan An IP Address Range page, in both the Starting Address and Ending
Address fields, enter the IP address you previously assigned to your test server and
then click Next.

On the All Computers credentials page, click Create, type <servername>
\Administrator in the Account Name field, where <servername> is the name of your
server.

Type the password for the Administrator account in the Password and Confirm
Password fields and then click Save.

Click Next twice and then click Finish.

Watch the progress in the Inventory and Assessment dialog box as it occurs and then
click Close when the assessment has completed.

Select the Server scenario in the left pane and view whether your server has met the
system requirements for installing Windows Server 2012 R2.

Click Generate Windows Server 2012 Report on the right side of the page. When the
report has been generated, click Close.

Open My Documents in Windows Explorer and navigate to the TESTDB folder inside
the MAP folder.
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25. When My Documents opens in Windows Explorer, copy the report (xlIsx file) that MAP
generated to a client computer that has Microsoft Excel installed.

26. Open the report in Microsoft Excel and view its contents.

Suggested practice exercises

The following additional practice exercises are designed to give you more opportunities to
practice what you've learned and to help you successfully master the lessons presented in this
chapter:

m Exercise 1 If you have a test environment with Active Directory deployed and with
servers and clients running different versions of Windows, install MAP 9.0 on a server
or client in the environment and perform some of the other types of assessment and
readiness tests in the different scenario groups available.

m Exercise 2 Try using the Windows Server Migration Tools to migrate a server role
from a server running Windows Server 2008 R2 SP1 to another server that has a clean
installation of Windows Server 2012 R2.
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Answers

This section contains the answers to the lesson review questions in this chapter.

Lesson 1

1.

Correct answers: B and C

A. Incorrect: The opportunity to get it right from the start when it comes to imple-
menting an infrastructure based on Windows Server 2012 R2 is an advantage of
the greenfield migration scenario, not the mixed environment scenario.

B. Correct: Some new features and capabilities of Windows Server 2012 R2 can be
implemented only when your Active Directory environment includes domain con-
trollers running Windows Server 2012 R2. These features might have limited func-
tionality or might not work at all when implementing a mixed environment migra-
tion scenario because your Active Directory schema hasn't yet been upgraded to
Windows Server 2012 R2.

C. Correct: Some of the server administration tools built into Windows Server 2012
R2 and included in the Remote Server Administration Tools (RSAT) for Windows 8.1
will have limited or no functionality when managing servers running previous ver-
sions of Windows Server. You might have to install additional updates on servers
running previous versions of Windows Server to manage them using the Windows
Server 2012 R2 server administration tools or RSAT for Windows 8.1.

D. Incorrect: Improving server utilization and reducing costs is a benefit of the server
consolidation approach to server migration and is not relevant to a mixed environ-
ment migration scenario.

Correct answer: C

A. Incorrect: In Windows Server 2012 and Windows Server 2012 R2, Adprep function-
ality is integrated into the AD DS installation process, which in most cases elimi-
nates the need to separately run Adprep prior to introducing domain controllers
running the new version of Windows Server.

B. Incorrect: The new AD DS installation process includes prerequisite validation to
identify potential errors before installation begins. For example, if the installation
process determines that adprep /domainprep needs to be run to prepare the
domain, verification is done first to ensure that the user who initiated the process
has sufficient rights to perform the operation.

C. Correct: The Windows Server 2012 and Windows Server 2012 R2 forest functional
levels do not add any new features to a forest. They ensure only that any new
domain added to the forest automatically operates at the Windows Server 2012 or
Windows Server 2012 R2 domain functional level.
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Incorrect: The Windows Server 2012 and Windows Server 2012 R2 domain func-
tional levels add only one new feature to a domain. This new feature relates to
Dynamic Access Control (DAC) and therefore is unlikely to affect any applications
and services in an Active Directory environment based on Windows Server 2008 or
Windows Server 2008 R2.

3. Correct answer: B

A.

C.

Incorrect: The Windows Server Migration Tools supports migrating between x86-
based and x64-based architectures.

Correct: The Windows Server Migration Tools does not support migrating between
source servers and destination servers that have different system Ul languages.

Incorrect: The Windows Server Migration Tools supports migrating between physi-
cal machines and virtual machines.

Incorrect: The Windows Server Migration Tools supports cross-subnet migrations.

4. Correct answer: C

A. Incorrect: The Export-SmigServerSetting cmdlet exports selected Windows fea-
tures and operating system settings from the local computer, and it stores them in
a migration store.

B. Incorrect: The Send-SmigServerData cmdlet migrates folders, files, and associ-
ated permissions and share properties from a source server to a destination server
through port 7000. The destination server must be in the same subnet as the
source server, and the cmdlet Receive-SmigServerData must be run on the destina-
tion server at the same time Send-SmigServerData is running on the source server.

C. Correct: The Get-SmigServerFeature cmdlet gets the set of all Windows features
that can be migrated from the local server or from a migration store.

D. Incorrect: The Import-SmigServerSetting cmdlet imports selected Windows fea-
tures and operating system settings from a migration store and applies them to
the local computer.

Lesson 2
1. Correct answer: D

A. Incorrect: The msinfo32.exe utility is useful for performing a manual assessment of
existing Windows Server installations.

B. Incorrect: The Get-WindowsFeature cmdlet is useful for performing a manual
assessment of existing Windows Server installations.

C. Incorrect: System Center 2012 R2 Configuration Manager enables you to deploy

operating systems, software applications, and software updates throughout your
organization; monitor hardware and software inventory; monitor and remediate
computers for compliance settings; and even remotely administer computers.
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D. Correct: The Windows Server Catalog identifies system and peripheral hardware
from different vendors that has been certified for Windows Server 2012 R2.

Correct answer: B

A. Incorrect: During Phase 2: Gather requirements, MAP uses various collection
protocols to communicate with devices on your network to collect data to use in
performing the various assessments. Because the communications these protocols
perform are subject to the administration and security settings of your environ-
ment, you must gather the user accounts and passwords needed to connect to and
successfully inventory the devices in your environment prior to running MAP.

B. Correct: During Phase 3: Prepare environment, MAP uses several different commu-
nication protocols based on your goals and how your environment is configured.
These include WMI, Active Directory Domain Services (AD DS), SQL Server com-
mands, VMware Web services, and SSH with remote shell commands. During this
phase, you prepare your environment to ensure that MAP can successfully connect
to and gather information from the target machines in your environment

C. Incorrect: During Phase 4: Install MAP, you download and install MAP using the
options that best suit your environment and goals.

D. Incorrect: During Phase 5: Collect data, you launch MAP and select wizards to
begin the data-collection process for your environment.

Correct answer: D

A. Incorrect: The Overview screen of the MAP user interface provides a high-level
overview of all the data collected in your environment, short descriptions of the
different kinds of scenarios for which you can perform assessments, and a list of
supporting resources. It does not display the IP addresses of discovered computers.

B. Incorrect: The Environment screen of the MAP user interface has four tiles named
Inventory Results, Windows Environment, Linux Environment, and Performance
Metrics. None of these tiles displays IP addresses of discovered computers.

C. Incorrect: The Windows Environment Summary screen of the MAP user interface
enables you to drill down to view more detail about the Windows computers
in the environment. However, it does not display the IP addresses of discovered
computers.

D. Correct: The Windows Environment Report .csv file, which you can open to view
in Microsoft Excel, includes the IP address and current operating system installed
on each system inventoried. Examples of column headers in this .csv file include
Computer Name, Computer Model, Current Operating System, Service Pack Level
/Version, Active Network Adapter, and IP Address.
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Deploying servers

hether you administer a small business with a server room in the back office or a data

center for a large enterprise, deploying servers is a key part of your job. Although
installing a handful of servers can still be done manually, provisioning hundreds or thou-
sands of server workloads in a virtualized data center is an entirely different affair.

Windows Server 2008 introduced the Server Core installation option with a reduced
servicing footprint that made it ideal for enterprise deployment, but smaller organiza-
tions often chose the GUI option because it was easier to configure after installation. With
Windows Server 2012 and later now supporting post-installation conversion between Server
Core and GUI, however, Server Core has become the default installation option for organi-
zations of all sizes.

A key step in the process of planning for server provisioning is setting up a build lab
where you can build and maintain the reference images you will be deploying in your
production environment. In addition to Windows Server 2012 R2, such images can include
applications, software updates, and device drivers needed to ensure a successful install.
Microsoft provides tools, some of them free, that organizations can use for implementing
deployment strategies that meet their needs.

This chapter provides you with the basic knowledge you will need to perform your job
by deploying servers running Windows Server 2012 R2 using the tools and best practices
Microsoft recommends.

Lessons in this chapter:
m Lesson 1: Installation options 44
m Lesson 2: Preparing the build lab 53
®m Lesson 3: Building images 62

m Lesson 4: Deploying images 75

Before you begin

To complete the practice exercises in this chapter

® You need Windows Server 2012 R2 installation media, either in the form of an .iso file
(if you will be performing the practice exercises using virtual machines running on a
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Hyper-V host) or on bootable media (if you will be performing the practice exercises
using physical systems).

m You should have two server systems available for testing purposes that meet the
minimum hardware requirements for installing Windows Server 2012 R2. These server
systems should have no operating system installed, and they can be either physical
systems or virtual machines running on a Hyper-V host. The network where the servers
reside should have Internet connectivity.

m You also should have at least rudimentary knowledge of using Windows PowerShell.

Lesson 1: Installation options

Choosing which installation option to deploy is an important consideration when planning
the deployment of your servers. Windows Server 2012 and later include capabilities for post-
installation conversion between the Server Core and Server With A GUI installation options.
They also include a Minimal Server Interface option that can provide additional benefits in
some scenarios. In addition, a capability called Features On Demand enables administrators
to completely remove the installation binaries for roles and features that won't be needed for
their servers. This lesson describes these various capabilities and how to perform the conver-
sion task.

After this lesson, you will be able to:
m Understand the different installation options and their possible benefits.
m Understand the Minimal Server Interface option.

m Use Server Manager or Windows PowerShell to convert between installation
options on a running Windows Server 2012 installation.

m  Use Windows PowerShell to convert between installation options on an offline
virtual hard disk (VHD) of a virtual machine on which Windows Server 2012 has
been installed.

m Understand the Features On Demand capability and its possible benefits.

Estimated lesson time: 20 minutes

Understanding installation options

Administrators of smaller Windows Server environments in the past have traditionally relied
heavily on GUI-based tools for administering servers because such tools are easy to use.
Scripting might occasionally have been used for some repetitive tasks, such as performing a
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bulk creation of user accounts in Active Directory, but most server management was done
through the GUI in one of the following ways:

m By logging on interactively to a server's console

m By logging on remotely to a server using Remote Desktop Connection (Mstsc.exe)

®m By using the Remote Server Administration Tools (RSAT) installed on a workstation

With the shift toward centralizing IT infrastructure within data centers and cloud com-
puting, however, most midsized and large organizations now prefer to automate as much
Windows Server administration as possible by using scripting. With the enhanced Windows
PowerShell support in Windows Server 2012 and later, such automation has become
much easier.

Choosing an installation option

The default installation option when you install Windows Server 2012 and later is the Server
Core Installation option instead of the Server With A GUI (formerly called Full) option as in
previous versions of Windows Server. The reasons for this change are as follows:

m Server Core requires less disk space than Server With A GUI, which can be important in
data centers that use virtualization to consolidate multiple virtualized server workloads
per physical host machine.

m Server Core has a smaller attack surface, which makes it more secure for data center
and cloud computing.

m Server Core requires fewer software updates, which means less servicing overhead.

= Administrators can switch between different installation options after Windows Server
2012 or later has been deployed, which means you can change your Server Core instal-
lations to Server With A GUI installations without having to wipe and reinstall.

This means that administrators should always install the Server Core option when deploy-
ing Windows Server 2012 or later unless they have a compelling reason to install the Server
With A GUI option instead.

Managing servers in small environments

Administrators in small environments that have only a few servers can still take
advantage of all the benefits that come from running the Server Core installa-
tion even if they don’t feel confident working from the command line. They can do
this by following these steps:

1. Install Windows Server 2012 or later on the servers using the Server With A GUI
installation option.
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2. Perform all initial configuration of the server by using the GUI tools available in
this installation option.

3. Use Windows PowerShell as described later in this chapter to convert the Server
With A GUI installation to a Server Core installation.

4. Install the Remote Server Administration Tools (RSAT) for Windows 8.1 on a
client computer running Windows 8.1 and use these convenient GUI tools for
managing servers running Windows Server 2012 or later.

This procedure makes it easy for such administrators to configure their servers while
still allowing them to take advantage of the smaller attack surface, servicing over-
head, and disk space requirements of the Server Core option.

You can obtain RSAT for Windows 8.1 from the Microsoft Download Center at
http://www.microsoft.com/en-us/download/details.aspx?id=39296. Note that the
earlier version, RSAT for Windows 8, can only be used to manage servers running
Windows Server 2012, not Windows Server 2012 R2. Both of these versions of RSAT
have limited functionality for managing Windows Server 2008 R2, Windows Server
2008, and Windows Server 2003. For a detailed compatibility matrix showing which
management features these versions of RSAT support, see Microsoft Support article
KB 2693643 at http://support.microsoft.com/kb/2693643.

Minimal Server Interface

In addition to the two installation options (Server Core and Server With A GUI) from which
you can choose when you deploy Windows Server 2012 and later, there is a third installation
option available called the Minimal Server Interface. This installation option can be config-
ured only after deployment by using either Server Manager or Windows PowerShell. It has
all the functionality of Server With A GUI except for the following capabilities, which are not
included:

m User interface (Start screen and desktop)
= Windows Explorer

m [nternet Explorer

m Some of the Control Panel utilities

The Minimal Server Interface installation has a smaller servicing footprint than the Server
With A GUI installation, but administrators can still use it to run local GUI management tools
for administering a server.
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Converting between installation options

You can use either Windows PowerShell or, in some cases, the Server Manager console
included in Windows Server 2012 and later to convert between different installation options.
For example, to use Server Manager to convert between a Server With A GUI installation and
a Minimal Server Interface installation, launch the Remove Roles And Features Wizard and
remove the Server Graphical Shell feature, as shown in Figure 2-1.

[ Remove Roles and Features Wizard I;Ii-

DESTINATION SERVER

Remove features SEA-HOST-1

To remove one or more installed features from the selected server, clear their check boxes.

Features Desaription

A Server Graphical Shell provides the
full Windows graphical user interface
for server, including Windows
Explorer and Internet Explorer.
Uninstalling the shell reduces the
servicing footprint of the installation,
while leaving the ability to run local
GUI management tools, as part of
the minimal server interface.

Chent (Not installed
4[] User Interfaces and Infrastructure

Graphical Management Tools and Infrastructur,

Desktop nce (Not insta

Server Graphical Shell

< Previous Mext = Remove Cancel

FIGURE 2-1 Convert a Server With A GUI installation to a Minimal Server Interface installation.

As Figure 2-1 shows, Server With A GUI installations of Windows Server 2012 and later
have two features installed that are not installed on Server Core installations:

m Graphical Management Tools And Infrastructure This feature includes various
infrastructure components and components that provide the Minimal Server Interface
that supports GUI management tools, such as MMC consoles. It does not include
Windows Explorer, Internet Explorer, or the Start screen. The Windows PowerShell
name for this feature is Server-Gui-Mgmt-Infra.

= Server Graphical Shell This feature includes components that provide the full
graphical user interface, such as Windows Explorer, Internet Explorer, and the Start
screen. The Windows PowerShell name for this feature is Server-Gui-Shell.

In addition, a feature called Desktop Experience can be installed to provide Windows 8 or
later features such as desktop themes, photo management, and Windows Media Player. The
Windows PowerShell name for this feature is Desktop-Experience.
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Using Windows PowerShell

In most cases, administrators will want to use Windows PowerShell to convert between the
different installation options, especially if they are managing remote servers in a data center
or Infrastructure as a Service (laaS) cloud environment. The two Windows PowerShell cmdlets
used for converting between different installation options of Windows Server 2012 and later
are the following:

m Install-WindowsFeature This cmdlet can be used to install one or more
roles, role services, or features. The cmdlet also supersedes the older cmdlet
Add-WindowsFeature that was used in previous versions of Windows Server, but
Add-WindowsFeature remains as an alias for the newer cmdlet.

m Uninstall-WindowsFeature This cmdlet can be used to remove one or more
roles, role services, or features. The cmdlet also supersedes the older cmdlet
Remove-WindowsFeature that was used in previous versions of Windows Server,
but Remove-WindowsFeature remains as an alias for the newer cmdlet.

Both of the preceding cmdlets can be used for installing or uninstalling features on either
of the following:

® Running installations of Windows Server 2012 or later

m  Offline virtual hard disks (VHDs) on which Windows Server 2012 or later has been
installed

Note that to install a particular feature on a Windows installation or offline VHD, the fea-
ture binaries first must be available for installation. Most feature binaries are available locally
in the side-by-side store (%windir%\winsxs folder) on installations of Windows Vista and later.
Note, however, that when you perform a clean installation of Windows Server 2012 or later
using the Server Core installation option, the feature binaries for the Graphical Management
Tools And Infrastructure feature and Server Graphical Shell feature are not staged in the local
side-by-side store of a Server Core installation. This means that if you want to install these
features on a Server Core installation, you must specify an alternate source for their bina-
ries—for example, a mounted .wim file of a Windows Server 2012 or later installation of the
same service pack level. Alternatively, you can allow the feature binaries to be downloaded
and installed from Windows Update, although this can take some time with larger feature
binaries. These two methods for obtaining feature binaries that are not available in the local
side-by-side store are demonstrated in one of the practice exercises in this chapter.

MORE INFO WHAT DOES “STAGED"” MEAN?

When you want to service a Windows installation by adding or removing a feature, the
package containing the binaries for installing that feature can be in one of three states:

m Installed The package has been installed and is present in the WinSxS folder.
m Staged The package has not been installed but is present in the WinSxS folder.

m Absent The package is not installed and is not present in the WinSxS folder. This
state is also sometimes referred to as “disabled with payload removed.”
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Packages that are not present in the WinSxS folder can still be installed in Windows Server
2012 and later if you use the —Source parameter for the Install-WindowsFeature cmdlet to
specify a mounted .wim file. As an alternative, you can omit the —Source parameter and
allow the necessary package to be downloaded from Windows Update. The Features On
Demand capability in Windows Server 2012 and later, described later in this lesson, also
enables administrators to remove packages from the WinSxS folder, which could not be
done on installations of previous versions of Windows.

Converting Server Core to Server With A GUI

To use Windows PowerShell to convert a Server Core installation of Windows Server 2012 or
later to a Server With A GUI installation, run the following command:

Install-WindowsFeature Server-Gui-Mgmt-Infra,Server-Gui-Shell -Restart
-Source C:\mountdir\windows\winsxs

The path C:\mountdir\windows\winsxs for the —Source parameter in the preceding com-
mand specifies a mounted Server With A GUI image in the install.wim file in the \sources
folder of your Windows Server installation media.

Alternatively, you could allow the necessary feature binaries to be downloaded and
installed from Windows Update by omitting the —Source parameter as follows:

Install-WindowsFeature Server-Gui-Mgmt-Infra,Server-Gui-Shell -Restart

Note that if you previously converted a Server With A GUI installation to a Server Core
installation and did not remove the binaries for these features, the binaries remain staged in
the WinSxS folder and therefore do not need to be downloaded from Windows Update.

Converting Server Core to Minimal Server Interface

To use Windows PowerShell to convert a Server Core installation of Windows Server 2012 or
later to a Minimal Server Interface installation, use this command:

Install-WindowsFeature Server-Gui-Mgmt-Infra-Restart -Source C:\mountdir\windows\winsxs

The explanation of the —Source parameter is the same as in the previous section. To down-
load and install the feature binaries from Windows Update instead of a locally mounted .wim
image, use this command:

Install-WindowsFeature Server-Gui-Mgmt-Infra -Restart

Converting Server With A GUI to Server Core

To use Windows PowerShell to convert a Server With A GUI installation of Windows Server
2012 or later to a Server Core installation, run the following command:

Uninstall-WindowsFeature Server-Gui-Mgmt-Infra,Server-Gui-Shell -Restart
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Converting Server With A GUI to Minimal Server Interface

To use Windows PowerShell to convert a Server With A GUI installation of Windows Server
2012 or later to a Minimal Server Interface installation, use this command:

Uninstall-WindowsFeature Server-Gui-Mgmt-Infra -Restart

( Quick check

®  What action does the Windows PowerShell command Install-WindowsFeature
Server-Gui-Mgmt-Infra —Restart perform when it is run on a Server Core installation
of Windows Server 2012 R2?

Quick check answer

m It converts the server to a Minimal Server Interface installation by downloading the
necessary feature binaries from Windows Update.

Converting between installation options in offline VHDs

To convert an offline VHD on which a Server Core installation of Windows Server 2012 or later
has been installed, run Install-WindowsFeature with the —Source parameter as shown previ-
ously, but also include the —vhd parameter to specify the path to the .vhd file. For example,
consider a virtual machine named SERVER6 whose system drive is a VHD located in the fol-
lowing folder on the Hyper-V host:

C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks\SERVER6.vhdx

If the virtual machine is offline (stopped), you can convert the Windows Server installation
on the VHD from Server Core to Server With A GUI by performing the following steps:

1. Create a new folder named C:\mountdir on your Hyper-V host. You will use this folder
to mount the install.wim file on your Windows Server installation media so that the
Install-WindowsFeature cmdlet can obtain the necessary feature binaries from the
WinSxS folder of a Server With A GUI image in the .wim file.

2. Insert your Windows Server installation media into your Hyper-V host.

3. Open a command prompt on your Hyper-V host and type dism /get-wiminfo
/wimfile:D:\sources\install.wim to display the index numbers of the Windows
Server 2012 or later images in the .wim file. Make a note of the Server With A GUI
image that is from the same edition as your Server Core installation. For example, if
you installed the SERVERDATACENTERCORE image on your server, note the index num-
ber of the SERVERDATACENTER image in the .wim file.

4. Mount the .wim file by typing dism /mount-wim /wimfile:D:\sources\install.wim
/Index:<n> /mountdir:C:\mountdir /readonly at an elevated command prompt,
where <n> is the previously noted image number.
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5. Open the Windows PowerShell console and run the following command:

Install-WindowsFeature Server-Gui-Mgmt-Infra,Server-Gui-Shell
-vhd " C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks\SERVER6.vhdx"
-Source c:\mountdir\windows\winsxs

6. Restart the server and then start the virtual machine using Hyper-V Manager, open it
using Virtual Machine Connection, and confirm that it is now running a Server With A
GUI installation of Windows Server.

Features On Demand

Beginning with Windows Server 2012, you can completely remove the installation binaries for
features from the side-by-side store (WinSxS folder) of a running Windows installation or an
offline VHD on which Windows has been installed. Administrators may consider doing this on
some installations for the following reasons:

= To further reduce the disk footprint of the installation

m To enhance the security of the installation by removing binaries for features that will
not be needed

To completely remove the binaries of a feature, use the Uninstall-WindowsFeature cmdlet
with the —Remove parameter. For example, if you convert a Server With A GUI installation to
a Server Core installation, the binaries for the Server-Gui-Mgmt-Infra and Server-Gui-Shell
features remain staged in the side-by-side store. If you decide that you will not be reinstalling
those features, you can remove their binaries by running the following Windows PowerShell
command:

Uninstall-WindowsFeature Server-Gui-Mgmt-Infra,Server-Gui-Shell -Remove
Note that if you remove the binaries for a feature, you can still reinstall the feature later
(and stage the binaries in the side-by-side store again) by using the Install-WindowsFeature

cmdlet and either using Windows Update for downloading the binaries or specifying a
mounted .wim file using the —Source parameter, as described previously.

There are many things that you can do with these tools for online and offline installations.
For an in-depth discussion of converting between installation options, see http://technet
.microsoft.com/en-us/library/hh831786.aspx.

Lesson summary

m The Server Core installation is the default installation option for Windows Server 2012
and later.

m You can use Server Manager to convert a Server With A GUI installation to a Server
Core installation or a Minimal Server Interface installation.

® You can use the Install-WindowsFeature and Uninstall-WindowsFeature Windows
PowerShell cmdlets to convert between different installation options on a running
installation of Windows Server 2012 or later.

Lesson 1: Installation options 51

From the Library of Ida Schander


http://technet.microsoft.com/en-us/library/hh831786.aspx
http://technet.microsoft.com/en-us/library/hh831786.aspx

52

® You can use the Install-WindowsFeature and Uninstall-WindowsFeature Windows
PowerShell cmdlets to convert between different installation options on an offline VHD
of a virtual machine that has Windows Server 2012 or later installed.

m You can use the Uninstall-WindowsFeature cmdlet to completely remove the installa-
tion binaries from the side-by-side store of a running installation of Windows Server
2012 or later or an offline VHD of a virtual machine that has Windows Server 2012 or
later installed.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1. Which installation option of Windows Server 2012 R2 potentially has the smallest disk
footprint?
A. Server With A GUI
B. Server Core
C. Minimal Server Interface
D. Full

2. What action does the following Windows PowerShell command perform?

Uninstall-WindowsFeature Server-Gui-Shell -Restart

A. It converts a Server Core installation to a Server With A GUI installation.

B. It converts a Server With A GUI installation to a Server Core installation.

C. It converts a Server Core installation to a Minimal Server Interface installation.

D. It converts a Server With A GUI installation to a Minimal Server Interface installation.

3. You deployed a Server Core installation of Windows Server 2012 R2 in a virtualized
environment running on a Hyper-V host. Because of limitations in available stor-
age space for the host, you want to further reduce the disk footprint of your Server
Core installation. Which of the following actions could you perform to try to do this?
(Choose all that apply.)

A. Uninstall any roles or features that are not needed on the server.

B. Use the -Remove parameter with the Uninstall-WindowsFeature cmdlet to remove
the binaries for unneeded roles and features from the local side-by-side store on
the server.

C. Use the —Source parameter with the Install-WindowsFeature cmdlet to specify a
mounted Windows Image (wim) file where binaries you removed from the local
side-by-side store on the server can be found.

D. Use Server Manager to remove the binaries for unneeded roles and features from
the local side-by-side store on the server.
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Lesson 2: Preparing the build lab

Building images of Windows operating systems involves many considerations. Understanding
the life cycle of image management is foundational for successfully building and deploy-

ing Windows images. Microsoft Deployment Toolkit (MDT) is the tool of choice for building
Windows images, and setting up a build lab with MDT can help simplify the task of deploying
Windows operating systems. This lesson explains the image life-cycle management process
and how to set up a build lab that uses MDT 2013 to build reference images of Windows
Server 2012 and later.

After this lesson, you will be able to:
m Understand the image life-cycle management process.

= Understand how to set up a build lab for creating reference images for deploy-
ing customized installations of Windows Server 2012 or later.

m Describe the steps of the reference image build process.
m Explain how to set up a technician computer for deploying Windows Server 2012
or later using MDT 2013.

Estimated lesson time: 15 minutes

Understanding image life-cycle management

The goal of image life-cycle management is to facilitate the process of building and maintain-
ing reference images of Windows operating systems that can be used for deploying Windows
to target systems. Depending on the version of Windows being deployed and the needs of
your organization, such target systems might be

Client PCs or tablet devices

Physical server systems
= Virtual machines on Hyper-V hosts in the data center
m Virtual machines running in an Infrastructure as a Service (laaS) private cloud

A reference image is a standardized Windows operating system image (wim file) that
might include some or all of the following:

= Applications

m Device drivers

m Software updates or hotfixes
m Per-user customizations

m Per-machine customizations
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NOTE PER-USERVS. PER-MACHINE CUSTOMIZATIONS

Per-user customizations of reference images generally involve changes to the default user
profile. These changes will then be applied to each new user who logs on to the system.
Per-machine customizations involve modifications that apply to all users who log on to
the system. An example of a per-machine customization is configuring the image so that
Remote Desktop is enabled on systems on which the image is deployed.

Per-user customizations are commonly implemented only when engineering reference
images of Windows client operating systems such as Windows 8.1. Per-user customiza-
tions are not commonly implemented when engineering reference images of versions of
Windows Server.

Build lab vs. production environment

The process and tools used for building reference images should be kept separate from the
process and tools used for deploying images, as illustrated in Figure 2-2. The build lab should
contain only systems, tools, and other software needed to create and test reference images
you will be deploying in your production environment.

Build Lab

Production Environment

FIGURE 2-2 Keep your build lab and production environments separate from each other.

Setting up your build lab

The build lab is used for building and testing reference images that will later be deployed
in your production environment. The components of a build lab can vary, but they should
generally include the following:

m Hyper-V host Most of the image engineering process can be performed within a
virtual environment. For building reference images of Windows Server 2012 or later,
you need a physical host system that supports hardware virtualization and is running
Windows Server 2008 R2 or later with the Hyper-V role installed.
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Technician computer The technician computer has the necessary tools installed for
building reference images of Windows Server 2012 or later. In the example of a build
lab shown in Figure 2-3, the technician computer is a virtual machine running on your
Hyper-V host, but it could also be a physical system if Hyper-V is not being used in the
build lab.

Reference computer The reference computer is the system from which the refer-
ence image is created by sysprepping and capturing the installation of Windows on the
computer. This reference computer must be a bare-metal system—that is, it must have
no operating system installed on it. In the build lab shown in Figure 2-3, the reference
computer is another virtual machine running on your Hyper-V host, but it could also
be a physical system if Hyper-V is not being used in the build lab.

Physical systems These are samples of the different types of system hardware used
in your production environment on which you will later be deploying your reference
image. After you build your reference image, you should test it by deploying it on
these sample physical systems to make sure no issues will arise when you deploy it in
your production environment. These sample systems can be virtual machines if you
will be deploying your reference image only onto virtual machines in your produc-
tion environment—for example, if you will be deploying some type of private-cloud
solution.

DHCP server Network connectivity must be established between the technician and
reference computers before the technician computer can be used to deploy Windows
onto the reference computer, so a DHCP server can be used to dynamically assign an
IP address to the reference computer. However, a static IP address can also be manu-
ally assigned to the reference computer at the start of the deployment process. The
DHCP server is therefore optional, but it is recommended to simplify the automation
of the reference-image build process.

Windows Deployment Services This is a server running Windows Server 2008 R2
or later that has the Windows Deployment Services role installed. This server can be
either physical, as shown in Figure 2-3, or virtual (running as a virtual machine on the
Hyper-V host). The Windows Deployment Services server simplifies the task of deploy-
ing the reference image onto the sample physical systems by eliminating the need

to burn your images onto bootable media to kick-start the reference-image testing
process. This server is optional if you will be deploying your reference image only onto
virtual machines, because you can easily mount your boot images manually in Hyper-V
for deploying your reference image to virtual machines in your build environment.
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Technician Reference Physical
Computer Computer Systems

Hyper-V Host DHCP Server Windows
Deployment
Services

FIGURE 2-3 This is an example of how to set up a build lab.

Windows PowerShell for Windows Deployment Services

T he biggest improvement to Windows Deployment Services in Windows Server
2012 R2 is the addition (at last!) of Windows PowerShell support. Previously,

in Windows Server 2012 and earlier, if you wanted to automate repetitive tasks by
using Windows Deployment Services you needed to use the Wdsutil.exe command-
line utility, which enabled you to configure WDS servers, add or remove images,
create capture or discover images, export or make copies of images, configure
namespaces, configure and manage multicast transmissions, start and stop WDS
services, and perform many other kinds of tasks. Unfortunately, the syntax of
Wdsutil.exe is difficult and its output is challenging to parse in scripts, so in practice
the utility was of limited use for automating complex deployment scenarios.

Beginning with Windows Server 2012 R2, however, there are now almost three
dozen new Windows PowerShell cmdlets that can be used to automate almost any
task involving Windows Deployment Services. Writing scripts that use these new
cmdlets is easy for administrators who are familiar with the basics of Windows
PowerShell because these new cmdlets follow the standard syntax for Windows
PowerShell cmdlets.
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To display a complete list of the available cmdlets in the WDS module, use Server
Manager or Windows PowerShell to install the Windows Deployment Services
server role, as described in Chapter 3, “Server remote management.” Then open a
Windows PowerShell prompt on the server and type the following command:

Get-Command -Module WDS

To get help concerning any cmdlet, use the Get-Help cmdlet in the usual way. For
a complete list of the Windows Deployment Services cmdlets and their syntax with
examples, see http://technet.microsoft.com/library/dn283416.aspx.

( Quick check

m  Why are per-user customizations not usually performed when building a reference
image for server deployment?

Quick check answer

m  Administrators generally don’t bother customizing the desktop environment of
servers because they usually manage them remotely using administrative tools
and scripts.

Understanding the reference-image build process

After you set up your build lab, you can begin building and testing the reference images you
will be deploying on systems in your production environment. As Figure 2-4 shows, the gen-
eral steps in the process of building a reference image are as follows:

1. Customize the deployment process Use the technician computer to customize the
process of deploying Windows by choosing whether to include applications, software
updates, hotfixes, language packs, out-of-box device drivers, and various per-user or
per-machine customizations when the operating system is deployed.

2. Deploy the image to a reference computer Next deploy Windows onto your refer-
ence computer along with any additional software or customizations you configured.

3. Sysprep the deployed image The System Preparation Tool (Sysprep) then executes
on your reference computer to prepare the installation for cloning by removing
machine-specific information, such as the computer’s security identifier (SID).

4. Capture the deployed image The sysprepped installation is then captured in the
form of a Windows Image (wim) file and copied to the technician computer. The cap-
tured and sysprepped image is now referred to as the reference image.

Lesson 2: Preparing the build lab 57

From the Library of Ida Schander


http://technet.microsoft.com/library/dn283416.aspx

5. Deploy the reference image to the test systems Then use the technician com-
puter to deploy the reference image to sample systems in your build lab. These sample
systems can be either samples of physical systems taken from your production envi-
ronment or virtual machines running on the Hyper-V host in your build lab.

6. Verify the result Now log on to the sample systems on which you deployed your
reference image. Perform any tests needed to ensure that the deployed image works
properly and has all the software and customizations your production environment

requires.
Customize 4 Deploy Sysprep Capture Deploy .
the image to reference Verify the
deployed deployed . .
deployment reference - . image to result
image image
process computer test systems

FIGURE 2-4 These are the steps involved in building and testing a reference image.

REAL WORLD MAINTAINING REFERENCE IMAGES

You might need to update reference images as time progresses. For example, you might
decide you need to add software to your image or make some other customizations
because of changing business requirements. The best way of maintaining your reference
images is to periodically rebuild them when needed. But rebuilding an image does not
mean taking your existing captured and sysprepped reference image, deploying it to your
reference computer again, adding new applications or other software to it and making
any other necessary customizations, and then sysprepping and capturing it again. Running
sysprep multiple times like this on a Windows installation is unsupported and can cause
unpredictable results when you deploy your image into your production environment.

Instead, when you decide you need to update your reference image in some way, you
should go back to the beginning and customize the process used to build your reference
image. Then run this process again to create your updated reference image.
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Setting up the technician computer

To set up a technician computer for building reference images to deploy Windows Server 2012
or later, you need the following tools:

m  Microsoft Deployment Toolkit (MDT) 2013 MDT is a free Solution Accelerator
from Microsoft that includes comprehensive tools and guidance for automating and
customizing operating system and application deployment. MDT 2013 is available in
both x64 and x86 versions, and it can be used to deploy Windows 8.1, Windows 8,
Windows 7, Windows Server 2012 R2, Windows Server 2012, and Windows Server 2008
R2. For more information about MDT and to download the latest version, see
http://technet.microsoft.com/en-us/solutionaccelerators/dd407791.aspx.

= Windows Assessment and Deployment Kit (ADK) for Windows 8.1 The ADK is
a collection of tools you can use to customize, assess, and deploy Windows operating
systems to new computers. The ADK supersedes the Windows Automated Installation
Kit (Windows AIK) used by MDT 2012 and earlier, and it includes additional tools that
previously had to be downloaded separately. For more information about the ADK and
to download the latest version, see http://technet.microsoft.com/en-us/library
/hh824947.aspx.

In addition to the preceding tools, you also need the following:
m Windows Server 2012 or later installation media (.iso file or DVD)

m  Any applications, language packs, software updates, hotfixes, or out-of-box device
drivers that you want to include in your reference image

Navigating MDT and ADK versions

B e sure you understand the different versions of MDT and ADK available and how
they work together; otherwise, you might face limitations regarding the ver-
sions of Windows Server you will be able to build and deploy in your environment.
This is especially important if you will also be using MDT to build and deploy client
versions of Microsoft Windows.

Here are the salient points you need to keep in mind:

® You cannot use MDT 2012 or earlier to deploy either Windows Server 2012 R2 or
Windows Server 2012. You also cannot deploy either Windows 8.1 or Windows 8 using
this version of MDT.

m MDT 2012 Update 1 was the first version of MDT to enable you to deploy Windows
Server 2012 and Windows 8. However, you cannot use this version of MDT to deploy
either Windows Server 2012 R2 or Windows 8.1.
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m  MDT 2013 is the first version of MDT that enables you to deploy Windows Server 2012
R2 and Windows 8.1. You also can use this version of MDT to deploy Windows Server
2012 and Windows 8.

m  MDT 2013 requires that you install the ADK for Windows 8.1; MDT 2012 Update
1 requires that you install the ADK for Windows 8. You cannot use the ADK for
Windows 8.1 with MDT 2012 Update 1 or use the ADK for Windows 8 with MDT 2013.

This gets even more confusing if you're using MDT with System Center
Configuration Manager because only specific versions of MDT are supported for
different versions of System Center Configuration Manager. A full discussion of such
matters is beyond the scope of this book (though integration of MDT with System
Center Configuration Manager is described in Lesson 4), but you can easily find
relevant guidance by searching TechNet.

Upgrading MDT versions

If you are currently using MDT 2010 in your environment for deploying
Windows Server 2008 R2 or Windows 7, upgrading to MDT 2012 Update 1 is
fairly straightforward:

1. Back up your deployment share.

2. Uninstall the Windows AIK on your technician computer.

3. Install the ADK for Windows 8 and reboot the computer.

4. Open the Deployment Workbench for MDT and upgrade your deployment share.
5. Regenerate the boot images in your deployment share.

6. Use the new boot images for your deployments.

Note that there is no need to uninstall MDT 2010 before installing MDT 2012
Update 1.

If you are currently using MDT 2012 Update 1 in your environment for deploying
Windows Server 2012 or Windows 8, upgrading to MDT 2013 is also straightforward:

1. Back up your deployment share.

2. Uninstall the ADK for Windows 8.

3. Install the ADK for Windows 8.1 and reboot.
4. Upgrade your deployment share.

5. Regenerate your boot images.

6. Perform your deployments.

Additional steps might be required in both of these scenarios if you are also using
Windows Deployment Services and/or Configuration Manager as part of your
deployment infrastructure. Note also that you cannot upgrade directly from MDT
2010 to MDT 2013; you first need to upgrade to MDT 2012 Update 1.
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Lesson summary

m A reference image is a standardized Windows operating system image that might also

include applications, device drivers, software updates, and customizations.
You should generally keep your build lab separate from your production environment.

A build lab that uses MDT and other components can be set up in a virtualized envi-
ronment running on a Hyper-V host.

The reference-image build process includes steps such as customization, reference-
system deployment, sysprep and capture, test system deployment, and verification.

To build reference images for deploying Windows Server 2012 or later, you should use
MDT 2013 with the ADK for Windows 8.1.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1.

Which of the following is not recommended when setting up your build lab? (Choose
all that apply.)

A. Using a Hyper-V host for performing image engineering within a virtual
environment

B. Using virtual machines for testing your reference image when the servers in the
production environment in which you will be deploying your reference image are
physical systems

C. Using a DHCP server to dynamically assign an IP address to your reference
computer

D. Installing the necessary tools for building reference images on your reference
computer

Which component of a build lab helps eliminate the need to burn boot images onto
DVD media to kick-start the reference-image testing process?

A. DHCP server

B. Technician computer

C. Reference computer

D. Windows Deployment Services

A Windows installation that has been sysprepped and captured is referred to as what?
A. A reference computer

B. A reference installation

C. Areference image

D. A testsystem

Lesson 2: Preparing the build lab 61

From the Library of Ida Schander



62

Lesson 3: Building images

After you set up your build lab, you're ready to build your reference images. This lesson
describes the steps involved in installing and configuring MDT 2013 to build Windows Server
2012 R2 reference images. The lesson also describes how to test your images to ensure they
will work properly when deployed in production.

After this lesson, you will be able to:

m Understand the steps involved in building reference images for Windows Server
2012 R2 deployment.

m [Install MDT 2013 and the ADK for Windows 8.1.

m Create and configure deployment shares by importing operating-system source
files, out-of-box device drivers, applications, and packages.

m Create and customize task sequences for building and deploying images.
m Understand the function of the two MDT configuration files.

m  Generate installation boot media by updating a deployment share.

m Deploy and capture a reference image by using MDT 2013.

m Test reference images to ensure they work as intended.

Estimated lesson time: 30 minutes

Building reference images using MDT 2013

To use a technician computer to build reference images for deploying Windows Server 2012
R2 using MDT 2013, you need to perform the following steps:

1. Install the ADK on the technician computer.

2. Install MDT 2013 on the technician computer.

3. Create a deployment share using the Deployment Workbench.

4. Import the Windows Server 2012 R2 operating-system source files.

5. Import any out-of-box drivers needed by the target production systems.

6. Import any applications you want to include in your image.

7. Import any packages—such as hotfixes, software updates, or language packs—that
you want to include in your image.

8. Create a task sequence for deploying, sysprepping, and capturing the reference image.

Customize the MDT configuration files to automate some or all of the deployment
process.
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10. Update the deployment share to create boot images for kick-starting the deployment
process.

11. Deploy Windows Server 2012 R2 onto the reference computer, run Sysprep, capture a
reference image, and copy it to the deployment share.

Step 1. Installing the ADK for Windows 8.1
The ADK for Windows 8.1 can be installed on the following versions of Windows:
m Windows Server 2012 R2
= Windows Server 2012
= Windows Server 2008 R2
m Windows Server 2008 with Service Pack 2 (SP2)
= Windows 8.1
= Windows 8
® Windows 7
= Windows Vista

The ADK also requires the Microsoft .NET Framework 4.5 and installs it automatically if it is
not already present on the computer.

To install the ADK, you must perform the following steps:

1. Ensure that the computer on which you will be installing the ADK supports installation
of the product and that all the necessary software requirements have been met.

2. Download the installation bootstrap file (adksetup.exe) for the ADK from the Microsoft
Download Center at http.//www.microsoft.com/en-us/download/details.aspx?id=39982.

3. Double-click the installation bootstrap file and follow the prompts to install the ADK
components you want to install on the computer. The components from which to
choose include the following:

m Application Compatibility Toolkit (ACT)

m Deployment Tools

m Windows Preinstallation Environment (Windows PE)
m User State Migration Tool (USMT)

= Volume Activation Management Tool (VAMT)

m  Windows Performance Toolkit

= Windows Assessment Services

m  Microsoft SQL Server 2012 Express
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NOTE ADK COMPONENTS

For a basic Windows Server deployment using MDT, the only ADK components you need
are the Deployment Tools and the Windows Preinstallation Environment (Windows PE). For
the deployment of desktop versions of Windows, you might need other ADK components

as well.

Step 2. Installing MDT 2013
MDT 2013 can be installed on the following versions of Windows:
= Windows Server 2012 R2
= Windows Server 2012
= Windows Server 2008 R2
= Windows 8.1
= Windows 8
= Windows 7

The software prerequisites for installing MDT 2013 on Windows 7 or Windows Server 2008
R2 include the following:

m  Microsoft Management Console version 3.0
m  Microsoft .NET Framework 3.5 with Service Pack 1 (SP1) or later
® Windows PowerShell version 2.0 or later

The software prerequisites for installing MDT 2013 on Windows 8.1, Windows 8, Windows
Server 2012 R2, or Windows Server 2012 include the following:

m The ADK for Windows 8.1
m  Microsoft .NET Framework 4.0, which is included in the operating system
m  Windows PowerShell version 3.0, which is included in the operating system

These software requirements are outlined in the release notes for MDT 2013, which you
can download from http.//www.microsoft.com/en-us/download/details.aspx?id=40796.

NOTE USMT

The MDT 2013 Release Notes suggest that the User State Migration Tool (USMT) of the
ADK is also a prerequisite. However, USMT is intended for migrating user profiles on client
versions of Windows, and it is not needed for these exercises.

To install and configure MDT 2013, you must perform the following steps:

1. Ensure that the computer on which you will be installing MDT 2013 supports the instal-
lation of the product and that all the necessary software requirements have been met.
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2. Download the appropriate version (x64 or x86) of the MDT 2013 Windows Installer
(.msi) file for the platform on which you will be installing it by using the download link
on the Microsoft Deployment Toolkit home page at http.//www.microsoft.com/en-us
/download/details.aspx?id=40796.

3. Double-click the .msi file and follow the prompts to install MDT 2013 on the computer.

Step 3. Creating a deployment share

After you install the ADK and MDT on a computer, the next step is to create a deployment
share. A deployment share is a shared folder on the technician computer that will be used to
contain and manage the following items:

m  Operating-system source files for building and deploying images
m  Out-of-box drivers for target systems that need them

m Applications to be deployed on target systems

m Packages—for example, software updates or language packs

m Task sequences, which are used to control the deployment process

= Advanced configuration features, such as selection profiles, the MDT database, media
deployment points, and linked deployment shares

m Hidden items not displayed in the Deployment Workbench, such as Windows PE
images for initiating the Lite Touch Installation (LTI) deployment process on target
systems

In addition, the deployment share includes a Monitoring node that can be used for moni-
toring the progress and status of LTI deployments while they happen.

To create a deployment share, you must perform the following steps:

1. Launch the Deployment Workbench, which is used for building, capturing, and deploy-
ing Windows images to target systems.

2. Right-click the Deployment Shares node and select New Deployment Share.
3. Follow the prompts of the New Deployment Share Wizard and do the following:
m Specify the path, the share name, and a description for the deployment share.
m Configure the deployment share by selecting or clearing the options shown here:
Ask f @ computer backup should be performed.
[] Ask fora product key.
[] Askto set the local Administrator password.

Asl if an image should be captured.
Ask if BitLocker should be enabled.

Figure 2-5 shows the Deployment Workbench after creating a deployment share called
MDT Deployment Share.
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DeploymentWorkbench - [Deployment Workbench\Deployment Shares\MDT Deployment Share (C:... I;Ii-
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FIGURE 2-5 The Deployment Workbench has MDT Deployment Share selected to show its structure.

Step 4. Importing operating-system source files

After you create a deployment share, the next step is to use the Deployment Workbench to
import source files for the operating systems you plan to deploy. Before you can build and
capture a reference image of a master installation of a supported version of Windows, you
must import a full set of source files for that version of Windows. You can also import previ-

ously captured image files or images stored on a Windows Deployment Service server on
your network into your deployment share.

To import the source files for a Windows operating system, you must perform the follow-
ing steps:

1.

2.

3.

Launch the Deployment Workbench if it is not already running and expand the node

for the deployment share you created earlier.

Right-click the Operating Systems node in your deployment share and select Import
Operating System as shown here:

4 | Deployment Shares

4 [ MDT Deployment Share (C\DeploymentShare)

I LEI Applications
'—“”l Operating Systemns.

L& Out-of-Box Drivers

Import Operating System

I [ Packages

b L Task Sequences

p [ Advanced Configu
I L Menitoring

New Folder
View
Refresh
Export List...

Help

Follow the prompts of the Import Operating System Wizard to import a full set of
source files for the Windows operating system you plan to deploy.
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Step 5. Importing out-of-box drivers

If the computer on which you will be deploying your master installation of Windows requires
any special device drivers, you should import these drivers into your deployment share. This
is especially important when deploying server versions of Windows onto systems that have
mass storage devices, such as RAID controllers, that are either very old or very new, because
in both cases the drivers for these controllers might not be included with Windows Server
2012 R2. If you don't import boot-critical mass storage drivers into your deployment share,
MDT might not be able to find a local storage device on which to install Windows.

To import out-of-box drivers, you must perform the following steps:

1. Obtain the device drivers needed for the hardware on which you will be installing
Windows.

2. Launch the Deployment Workbench if it is not already running and expand the node
for the deployment share you created earlier.

3. Right-click the Out-of-Box Drivers node in your deployment share and select Import
Drivers.

4. Follow the prompts of the Import Drivers Wizard to import the drivers into the deploy-
ment share.

Finding and importing device drivers

evice drivers can be one of the most frustrating and problematic aspects of
Windows deployment for a number of reasons:

m [t can be difficult to find the drivers you need. Some vendors, such as Dell and HP, pro-
vide special tools for finding and downloading drivers for their hardware, and you will
have to learn how to use their tools.

m Device drivers must be in a certain form before you can import them into the
Deployment Workbench. Specifically, you need the driver’s INF file. If the vendor
makes its drivers available as .cab files, you can easily extract these into a folder and
import them into the Deployment Workbench. If the vendor makes them available
as Setup programs (.exe files), however, you might need to use a third-party tool like
WIinRAR to extract the driver files from the .exe file before you can import them.

m Driver incompatibilities can cause problems during deployment. For example, if you
use the wrong mass storage driver when deploying Windows to a system, the instal-
lation process might fail. This problem often arises when a deployment share is being
used to deploy several different versions of Windows and you have imported all the
drivers for each of the versions into the Out-of-Box Drivers folder of your deployment
share. When you do this, during the deployment process Windows will decide which
drivers to use by using Plug and Play. Unfortunately, with this approach a 32-bit driver
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might end up getting installed on 64-bit hardware or vice versa, resulting in a failed
deployment.

You can prevent such problems by creating a hierarchy of subfolders beneath the
Out-of-Box Drivers folder, with each subfolder representing a specific Windows
version and architecture. You can then further differentiate drivers according to the
make and model of the system hardware to which they apply by creating a deeper
subfolder hierarchy, such as the following:

Out-0f-Box Drivers

--- Operating System 1
—————— Make 1

————————— Model 1
————————— Model 2..
—————— Make 2..

--- Operating System 2.

You then import the specific drivers needed for each Windows version or architecture
into the appropriate driver subfolder. You can then use another MDT feature called selection
profiles to associate each driver subfolder with a different task sequence, which enables each
task sequence being used to deploy a different version or architecture of Windows on each
make or model of hardware in your environment. The downside of the driver subfolders
approach is that it is more work to set up than just dumping all the drivers into the Out-of-
Box Drivers folder and letting Plug and Play decide which ones to use during deployment.

Step 6. Importing applications

If you plan on deploying applications when you deploy Windows to target systems, you can
import the application source files into the Applications node of your deployment share.
Including applications is common when deploying client versions of Windows, but it is less
frequent when deploying server versions of Windows because of the complexity of installing
and configuring server applications such as Microsoft Exchange, Microsoft SharePoint, and
Microsoft SQL Server.

Step 7. Importing packages

If you need to include software updates, language packs, or other packages when you deploy
Windows, you can import these as packages into the Packages node of your deployment
share. Packages must be in the form of .cab or .msu files if you want to import them into your
deployment share.

NOTE SOFTWARE UPDATES AND DEPLOYMENT

Software updates can also be installed on your master installation by specifying a
Windows Server Update Services (WSUS) server in the CustomSettings.ini file of your
deployment share.

Deploying servers

From the Library of Ida Schander



Step 8. Creating a task sequence

The next step is to create a task sequence. A task sequence defines the series of steps that

will be performed during the deployment process and determines whether any additional
software or customizations will be included when Windows is installed. For your build lab, you
need to create a task sequence of type Standard Server Task Sequences that can be used to
deploy Windows, with any additional software or customizations indicated, onto the refer-
ence computer. You can also use this task sequence to run Sysprep on the deployed installa-
tion of Windows, capture an image of the installation, and copy it to the Captures folder of
the deployment share on your technician computer.

You can create task sequences by right-clicking the Task Sequences subfolder of a deploy-
ment share and selecting New Task Sequence to launch the New Task Sequence Wizard,

shown in Figure 2-6.

Select Template
Select 05

Specify Product Key
05 Settings

Admin Password
Summary

Progress
Confimmation

MNew Task Sequence Wizard .

gg General Settings

Specify general infformation about this task sequence. The task sequence |10 is used intemally as part of the
deployment process. The task sequence name and comments are displayed by the deployment wizard.

Task sequence ID:

Task sequence name:

|Deplcﬁ.r Windows on reference computer

Task sequence comments:

This task sequence will deploy Windows Server 2012 onto the reference computer
in our build lab.

FIGURE 2-6 Create a new task sequence for deploying Windows to the reference computer.
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Step 9. Automating the deployment process

At this point, you can choose to automate some or all of the deployment process in your
build lab. You can implement automation in two ways. First, you can automate the general
flow of the deployment process by modifying the two configuration files associated with the
deployment share, located at C:\DeploymentShare$\Control:

BootStrap.ini This file contains any information needed to successfully establish a
connection between the deployment share and the computer on which Windows will
be installed.

CustomSettings.ini This file is used to control the remainder of the deployment
process by displaying or hiding various pages of the Windows Deployment Wizard,
which runs on the computer on which Windows is being installed.

Second, you can automate various aspects of the deployment process by making modi-
fications to the task sequence used to perform your deployment. As Figure 2-7 shows, when
you double-click a task sequence in the Deployment Workbench, the Task Sequence tab of its
properties sheet displays a series of task-sequence groups, such as the following:

Initialization
Validation
State Capture
Preinstall
Install
Postinstall

State Restore
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Deploy Windows on reference computer Properties -
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3,'(— Add + X Remove Ggp o Down Froperties | Options
_?--!gi::::bcal anly Type: |\nsta|\ Operating System |
- L Validation

- ) Validate

i) Check BIOS

ﬁ Mest Phase

= _;J}St_ate Capture

i ﬁGenemte Application Migration File
ﬁCapture User State

ﬁCapture Groups

4 Capture Network Settings Operating system to install:

MName: | Install Operating System |

Description:

Windows Server Beta SERVERDATACENTER in Windows Server 2012 |

+I- 4, Refresh only
L4} Preinstall
§----ﬁGather local only
+ [y New Computer only
+- L4, Offline User State Capture
;.._—,éRe{regh only Logical drive letter stored in & variable W |
HConfigure X "
) Enable BitLocker {Offinz) Varizble: |0SDisk |

Select the location where you want to apply this operating system

.

&
3
a
B

- 4 Postinstall
- 4 State Restore

]

Microsoft | Solution Accelerators  wWww microsoft. com/mdt

Ok || cancel || ooy || Hep

FIGURE 2-7 Customize a task sequence.

Each task-sequence group corresponds to a particular phase of the deployment process
and consists of one or more task-sequence steps. For example, the Validation phase, which
identifies whether the target computer is capable of running the scripts necessary to com-
plete the deployment process, performs the following three steps in the order shown:

1. Validate Verifies that the target computer meets the specified deployment prerequi-
site conditions

2. Check BIOS Checks the BIOS of the target computer to ensure that it is compatible
with the operating system you are deploying

3. Next Phase Updates the Phase property to the next phase in the deployment
process

You can customize your task sequences in the following ways:

m By modifying the values and selections of properties on different task-sequence step
pages

m By moving selected task-sequence groups or steps up or down to change when they
take place during the overall deployment process
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m By adding new task-sequence steps to existing task-sequence groups
m By adding new task-sequence groups and adding steps to them as desired

More information about customizing task sequences can be found in the documentation
included when you download MDT from the Microsoft Download Center.

REAL WORLD AUTOMATING YOUR BUILD LAB

Depending on how you configured your deployment share when you created it, the
CustomSettings.ini file associated with the deployment share will be configured to display
most (if not all) pages of the Windows Deployment Wizard. In other words, you will have
to respond to a series of prompts displayed on the reference computer to install Windows
on the computer.

If you edit the CustomSettings.ini file by adding property/value pairs to it, however, you
can automate most or even all of the MDT deployment process. You can also modify your
task sequence to further customize your automated build process—for example, so that it
downloads and installs any necessary software updates from Windows Update or Windows
Server Update Services (WSUS) on your network as part of the reference-image build
process.

Automation is a good thing in build labs because it simplifies the task of maintaining your
reference images by regenerating them when the need arises.

Step 10. Updating the deployment share

Before you can use the technician computer to build a reference image, you must update the
deployment share to create or regenerate the boot images that will be used to kick-start the
deployment process on the reference computer. To update a deployment share, right-click

it, select Update Deployment Share, and follow the wizard prompts. Updating a deployment
share might take several minutes. The process creates two types of boot media:

m LiteTouchPE_arch.iso SO files can be created for two architectures (x64 and x86)
and can be either burned or copied to installation media and used to boot physical
computers or attached to virtual machines to boot them into the deployment process.

m LiteTouchPE_arch.wim WIM files can also be created for two architectures (x64 and
x86) and imported into a Windows Deployment Services server (if you have one) to
enable target systems (physical or virtual) to PXE-boot into the deployment process.

NOTE SELECTING BOOT IMAGE FORMAT

Because Windows Server 2012 and later can be installed only on x64 system hardware, you
must use either the LiteTouchPE_x64.wim or LiteTouchPE_x64.wim files as your boot image
for kick-starting the deployment process. You cannot use ISO or WIM files for the x86
architecture for deploying Windows Server 2012 or Windows Server 2012 R2.
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Step 11. Deploying the master image and capturing the reference
image

At this point, you are ready to use your technician computer to deploy Windows Server 2012
or later, along with any additional software or customizations you have specified, to the refer-
ence computer in your build lab. To do this, you complete the following steps:

1. Boot the bare-metal reference computer by using the boot image (either ISO or WIM)
created in step 10.

2. Proceed through the steps of the Windows Deployment Wizard as they appear on the
reference computer, responding to each prompt as appropriate. For example, on the
Capture Image page shown in Figure 2-8, you can select the option Capture An Image
Of This Reference Computer, which installs Windows, runs Sysprep, captures an image,
and copies the image over the network to the Captures folder of your deployment
share on your technician computer.

s Windows Deployment Wizard

7J Capture Image

Task Sequence

Computer Details
Locale and Time

Specify whether to capture an image.

® Capture an image of this reference computer.

Capture Image Specify the UNC path where the image should be stored and the file name to use.
Ready .
Location:
[\SERVER3\Deploymentshare$\Captures |
File name:
[REF.wim |

) Sysprep this computer.

Initiate Sysprep for the operating system, but do not capture an image (useful when
generating a VHD).

O Prepare to capture the machine.
Copy the needed Sysprep files to the proper location, but do nothing else.

O Do not capture an image of this computer.

This is a normal deployment, so an image does not need to be captured.

| Back || Mext || Cancel

FIGURE 2-8 Specify that an image be captured when the installation is finished.

( Quick check

m Which MDT configuration file could you configure to control which pages of
the Windows Deployment Wizard are displayed on target systems during the
deployment process?
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Quick check answer

m  CustomSettings.ini

Testing reference images

After you build your reference image, you should first deploy it on a test system in your build
lab to make sure everything works as intended. Depending on whether your production
environment has physical servers or virtual machines, you can choose either physical servers
or virtual machines as your test system.

To test your reference image, use your build lab to do the following:

1. Create a new task sequence of type Standard Server Task Sequence that you will use to
deploy your reference image to your test system.

2. Prepare your boot media for the deployment process by doing one of the following:

m Burning the LiteTouchPE_64.iso file to DVD media for manually booting a physical
test system

m Attaching the LiteTouchPE_64.iso to a virtual machine for manually booting a virtual
test system

m Importing the LiteTouchPE_64.wim file into a Windows Deployment Services server
for automatically booting a test system (physical or virtual) by using PXE boot

3. Boot the test system and deploy your reference image onto it.

4. When the deployment process has completed, log on to your test system and verify
that the software and customizations you specified to be included in the installation
have been installed and applied as intended.

When you're satisfied that your reference image works properly, you are ready to deploy it
onto systems in your production environment.

Lesson summary

m The ADK for Windows 8.1 should be installed on the technician computer before
installing MDT 2013.

m A deployment share is a shared folder on the technician computer that can contain
operating-system source files, out-of-box drivers, applications, packages such as soft-
ware updates, task sequences, and other advanced configuration features.

m You can modify two MDT configuration files (BootStrap.ini and CustomSettings.ini) to
automate some or all of the deployment process.

®m You can customize task sequences to modify which actions are performed during the
deployment process.
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m Updating a deployment share generates boot media that can be used to kick-start the
deployment process.

®m You can use MDT in your build lab to deploy a reference computer and to sysprep and
capture its installation as a reference image.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1. Which of the following is not a software prerequisite for installing MDT 2013 on a tech-
nician computer running Windows 7 to deploy Windows Server 2012 R2?

A. Microsoft Management Console version 3.0

B. Microsoft .NET Framework 3.5 with Service Pack 1 (SP1) or later

C. Windows PowerShell version 2.0 or later

D. The latest version of the Windows Automated Installation Kit (Windows AIK)

2. When building reference images, what step should you always perform after importing
your operating-system source files, out-of-box drivers, applications, and packages into
your deployment share; creating and customizing any necessary task sequences; and
modifying the configuration files for your deployment share?

A. Deploy and capture the reference image.
B. Update the deployment share.

C. Create selection profiles.

D. Create linked deployment shares.

3. What is the name of the task-sequence group that controls the phase of the deploy-
ment process during which the BIOS of the target computer is checked to ensure that
it is compatible with the operating system you are deploying?

A. Validate
B. Preinstall
C. Install

D. Postinstall

Lesson 4: Deploying images

After you build your customized reference image of Windows Server 2012 or later, you can
use various tools and approaches for deploying the image in your production environment. In
addition to manual installations, which are suitable only for organizations that have a handful
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of computers to deploy, the two main deployment strategies are Lite Touch Installation (LTI)
and Zero Touch Installation (ZTI).

After this lesson, you will be able to:

m  Make decisions concerning which deployment strategy and tools should be used
to set up the deployment infrastructure of your production environment.

m Explain the LTI approach to deploying Windows images and the tools needed for
this approach.

m Describe the steps involved in performing an LTI deployment using a reference
image created in a build lab.

m Explain the ZTl approach to deploying Windows images and the tools needed
for this approach.

m Describe what System Center Configuration Manager provides for deployment
that MDT with Windows Deployment Services doesn’t provide.

m Describe some of the benefits of integrating MDT with System Center
Configuration Manager.

Estimated lesson time: 15 minutes

Preparing the deployment infrastructure

Setting up the deployment infrastructure for your production environment involves making
the following decisions:

= Which type of deployment strategy (LTI or ZTI) best meets the needs of your business
m  What deployment tools are needed to implement your deployment strategy

Figure 2-9 shows the general setup for a deployment infrastructure in a production
environment. For the LTI approach, all components except System Center Configuration
Manager are generally required. For the ZTI approach, all the components shown should
usually be used.
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FIGURE 2-9 This is the general setup for a production-environment deployment structure.

Using the LTI approach

LTl is a high-volume deployment strategy for small to midsized organizations that combines
MDT with Windows Deployment Services, a server role of Windows Server 2008 and later
that enables new computers to be deployed through network-based installation. By including
Windows Deployment Services in the deployment infrastructure of your production environ-
ment, target systems such as bare-metal servers can PXE-boot using the LiteTouchPE_x64
.wim boot image created when you update the deployment share in the MDT Deployment
Workbench.

In a deployment infrastructure based on MDT and Windows Deployment Services, the
deployment process works like this:

1. Inyour build lab, create a reference image of Windows Server 2012 or later with any
applications, drivers, software updates, or packages needed for servers in your produc-
tion environment.

2. The next step depends on whether your build lab is isolated from your production
environment:

= |f your build lab is isolated from your production environment, copy the deploy-
ment share folder from the MDT technician computer in your build lab to remov-
able media. Then paste the deployment share folder into the file system of the tech-
nician computer in your production environment, share the folder, open it in the
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Deployment Workbench, and update the network path references in the Bootstrap
.ini file as needed.

m [f your build lab shares network connectivity with your production environment,
you can use the Linked Deployment Shares feature to replicate the deployment
share in your build lab to the technician computer in your production environment.
The advantage of this is that when you make changes to your build lab, the changes
are reflected in your production environment. The disadvantage is that you might
have task sequences or other customizations in your production environment that
should be used only for your build lab.

3. Next use the Deployment Workbench in your production environment to create a
Standard Server Task Sequence for deploying your reference image to target systems.
Modify the settings in the CustomSettings.ini file to automate the steps of the deploy-
ment process. Then update the deployment share to regenerate the boot images in
the \Boot folder of your deployment share folder.

4. Import the LiteTouchPE_x64.wim boot image from your deployment share into the
Boot Images folder of the Windows Deployment Services server in your production
environment.

5. Turn on each target system in your production environment, press F12, and select the
option to PXE-boot the system.

6. The target systems then download the LTI boot image from the Windows Deployment
Services server, connect to the deployment share, and install the reference image.

Using the ZTI approach

ZTl is a high-volume deployment strategy for midsized to large organizations that combines
MDT with System Center Configuration Manager, which is part of the System Center family of
products from Microsoft. System Center Configuration Manager provides a complete systems
management platform that organizations can use to do the following:

m Deploy operating systems, applications, and software updates
m  Monitor and remediate computers for compliance purposes

m  Monitor hardware and perform software inventorying

m Remotely administer computers

Compared to the LTI approach, which uses MDT with Windows Deployment Services, the
ZTl approach to deployment, which uses System Center Configuration Manager, provides the
following additional benefits:

m Support for replication. (MDT requires using Distributed File System Replication.)

m Support for performing multicast deployment. (MDT requires using Windows
Deployment Services.)

m Support for the bandwidth management of image transfers.

m Support for reporting on driver availability for devices across your organization.
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m Support for complex repartitioning schemes and for formatting disks. (This can also be
done using MDT, but it requires custom scripting using Diskpart.)

m Tolerance of poor or intermittent network connectivity.

m Support for client operating system—initiated deployment.

m Support for fully unattended deployment.

m Support for offline deployment from media and CD/DVD spanning.
m Support for encryption and password protection.

Although System Center Configuration Manager can be used by itself for deploying
Windows to target systems, integrating MDT with System Center Configuration Manager pro-
vides additional advantages, such as task-sequence templates for different types of deploy-
ment scenarios, wizards to create packages and task sequences from MDT templates, wizards
to create new boot images, and more.

To deploy Windows Server 2012 R2 using the ZTI approach, you should use the following:

= MDT 2013

m System Center Configuration Manager 2012 R2

MORE INFO SYSTEM CENTER CONFIGURATION MANAGER 2012 R2

For more information on System Center Configuration Manager 2012 R2, visit the System
Center Technical Resources page on TechNet at http://technet.microsoft.com/en-us
/systemcenter/default.

Lesson summary
m Key decisions in planning a deployment infrastructure for a production environ-
ment are selecting a deployment strategy and choosing tools for implementing your
strategy.
m LTl is a high-volume deployment strategy for small to midsized organizations that
combines MDT with Windows Deployment Services.

= Windows Deployment Services enables bare-metal target systems to PXE-boot using
the LiteTouchPE_x64.wim boot image created when your MDT deployment share is
updated.

m ZTlis a high-volume deployment strategy for midsized to large organizations that
combines MDT with System Center Configuration Manager.

m The ZTl approach to deployment using System Center Configuration Manager provides
many additional benefits over LTI, especially for larger organizations.

= Although System Center Configuration Manager can be used by itself for deploying
Windows to target systems, combining System Center Configuration Manager with
MDT provides some additional advantages.
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Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1. Which of the following is not true concerning the LTI approach? (Choose all that apply.)

A. LTlis a high-volume deployment strategy for midsized to large organizations that
combines MDT with System Center Configuration Manager.

B. You use LTI to deploy the reference images created in your build lab onto systems
in your production environment.

C. You can use LTI to deploy Windows Server 2012 R2 onto physical systems only, not
virtual machines.

D. You can start LTI by pressing F12 on each target system and selecting the option to
PXE-boot the system.

2.  Which of the following are benefits of using the ZTI approach over LTI? (Choose all
that apply.)
A. Support for bandwidth management of image transfer
B. Support for reporting on driver availability for devices across your organization
C. Tolerance of poor or intermittent network connectivity

D. Support for fully unattended deployment

Practice exercises

The goal of this section is to provide you with hands-on practice with the following:
m  Converting between installation options
m Building a reference image by using MDT 2013
To perform the following exercises, you need the following:

m A server with a clean installation of Windows Server 2012 R2 using the Server With
A GUI installation option. The server should be a stand-alone server belonging to
a workgroup, have Internet connectivity, and have no additional roles or features
installed. You should be logged on interactively to the server using a user account that
is a member of the local Administrators group. For the purposes of these exercises, the
name of the server is assumed to be SERVERL.

m A second server that meets the requirements for installing Windows Server 2012 R2
but that currently has no operating system installed. This server should be connected
to the same network as the first server. It will be used as the reference computer for
Exercise 2.

Both servers can be either physical server systems or virtual machines running on a
Hyper-V host. If your Hyper-V host is running Windows Server 2008 R2, you must install the
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hotfix described in http://support.microsoft.com/kb/2744129 before virtual machines with
Windows Server 2012 R2 installed can run on the host. This is not an issue if your Hyper-V
host has Windows Server 2012 or later installed.

If you will be using physical server systems for Exercise 2, you will need a DVD writer drive
and recordable DVD media so you can burn the .iso boot image file created by MDT onto
DVD media to deploy the image onto your reference computer.

Exercise 1: Converting between installation options

In this exercise, you install and configure a Server Core installation of Windows Server
2012 R2. You then use Windows PowerShell to convert your server first to a Minimal Server
Interface installation and then to a Server With A GUI installation, using a locally mounted
image rather than over the Internet.

1. Boot your server using Windows Server 2012 R2 installation media. If you are using a
bare-metal physical server, insert your installation media and turn on the server. If you
are using a new virtual machine, select the Install An Operating System From A Boot
CD/DVD-ROM option on the Installation Options page of the New Virtual Machine
Wizard, select the .iso image file for your installation media, complete the wizard, and
start the virtual machine.

2. When the Windows Setup Wizard appears, verify your language, time/currency, and
keyboard/input settings and then click Next.

3. On the next wizard page, click Install Now.

4. On the Select The Operating System You Want To Install page, select Windows Server
2012 R2 (Server Core Installation) and then click Next.

5. On the License Terms page, read and accept the license terms and then click Next.

6. On the Which Type Of Installation Do You Want? page, click Custom: Install Windows
Only (Advanced).

7. On the Where Do You Want To Install Windows? page, click Next to begin installing
Windows. Your server will reboot several times during the installation process.

8. When the installation is finished and the logon screen appears, click OK, type a pass-
word for the built-in Administrator account twice, press Enter, and click OK to log on
to your server. Because you installed Windows Server 2012 R2 using the Server Core
Installation option, you will see only a command prompt window and no desktop.

9. Type sconfig and press Enter to run the Server Configuration command-line utility.

10. Type 2, press Enter, and then type SERVER1 as the new name for your server. Press
Enter twice, wait for your server to restart, and then log on again as Administrator.

11. Type sconfig in the command prompt window to run the Server Configuration com-
mand-line utility again. Press Enter whenever needed to select configuration options

and run commands.
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12.

13.
14.

15.
16.
17.
18.
19.
20
21.
22

23.

24.

25.

26.

27.
28.

29.

30.

31.

32.

Type 8 to display a list of network adapters on the server. Make a note of the index
number of an active network adapter, type this index number, and then press Enter.

Type 1 to configure IP address settings for the selected adapter.

Type S to specify that the adapter will have a static IP address assigned to it. Note
that you must choose the IP address, subnet mask, default gateway, and DNS server
settings you assign to the adapter to enable your server to have connectivity with the
Internet.

Type the IP address you want to assign to the adapter.

Type the subnet mask you want to assign to the adapter.

Type the default gateway you want to assign to the adapter.

Type 2 to configure DNS server settings for the adapter.

Type the IP address of the preferred DNS server you want to assign to the adapter.
Type the IP address of the alternate DNS server you want to assign to the adapter.
Type 4 to return to the main menu of the Sconfig.exe utility.

Type 6 to verify that your server has Internet connectivity by checking Windows
Update for any recommended updates for your server.

In the new command prompt window that opens, type R to search only for recom-
mended updates for your server.

When a list of recommended updates appears, type A to download and install all
recommended updates on your server.

If a Restart Required dialog box appears, click Yes, wait for your server to restart, and
then log on again as Administrator.

Type mmc.exe in the command prompt window and verify that the Microsoft
Management Console (MMC) is not available in the Server Core Installation option.
Disconnect your server from the network so that it cannot access the Internet.

Type mkdir C:\mountdir to create a new folder to mount the install.wim file found in
the \sources folder of your installation media.

Type dism /get-wiminfo /wimfile:<drive>:sources\install.wim, where <drive> is the
drive letter for your server’s bootable media. Make a note of the index number of a
Server With A GUIl image in the install.wim file.

Type dism /mount-wim /wimfile:<drive>:\sources\install.wim
/index:<index_number> /mountdir:C:\mountdir /readonly to mount the image
that has the index number you noted in the previous step.

Type powershell and press Enter to change the command prompt window to a
Windows PowerShell console.

Run the command Install-WindowsFeature Server-Gui-Mgmt-Infra —Restart
-Source C:\mountdir\windows\winsxs to convert your server from a Server Core
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installation to a Minimal Server Interface installation. When the feature is finished
installing, wait for your server to restart and then log on again as Administrator.

33. Close the Server Manager console when it opens.

34. Type mmc.exe and press Enter in the command prompt window and verify that the
Microsoft Management Console (MMC) is available in the Minimal Server Interface
option.

35. Close the MMC and reconnect your server to the network so that it can access the
Internet again.

36. Type powershell and press Enter to change the command prompt window to a
Windows PowerShell console.

37. Run the command Install-WindowsFeature Server-Gui-Shell —-Restart to con-
vert your server from a Minimal Server Interface installation to a Server With A GUI
installation. Because the feature you are installing must first be downloaded from
Windows Update, the installation might take several minutes to complete. When the
feature is finished installing, wait for your server to restart and then log on again as
Administrator.

38. Verify that the server now has a standard Windows desktop that includes all adminis-
trative tools and utilities.

Exercise 2: Building a reference image by using MDT 2013

In this exercise, you install and configure MDT 2013 and its prerequisites on SERVER1, your
stand-alone server running Windows Server 2012 R2 that you used in the previous exercise.
You then use MDT to deploy Windows Server 2012 R2 on a reference computer (your other
server system), run Sysprep.exe on the installation, capture an image from it, and upload the
captured reference image to the deployment share on your technician computer.

1. Log on to the Server With A GUI installation of Windows Server 2012 R2 that you used
in Exercise 1 using a user account that is a member of the built-in Administrators group
on the server.

2. When Server Manager opens, select Local Server from the navigation pane.

3. Make sure that the Computer Name property displays SERVERL. If it doesn't, click the
current server name and change the name of the server to SERVERL. Reboot the server
when prompted and return to step 1 above.

4. Make sure that the network interface card (NIC) on the server has TCP/IP configured
properly so that the server has connectivity with the Internet. If it doesn't, click the cur-
rent NIC settings and manually configure an IP address, subnet mask, default gateway,
and DNS server address as needed.

5. On the Local Server page, in the Properties tile, change the IE Enhanced Security
Configuration setting from On to Off for Administrators.
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10.

11.

12

13.
14
15.

16.

17.

18.
19.

20

21

Press Windows key+R, type iexplore, and press OK to launch Internet Explorer in
desktop mode.

Open the URL http://www.microsoft.com/en-us/download/details.aspx?id=39982 in
Internet Explorer and use it to download the ADK for Windows 8.1 installation boot-
strap file (adksetup.exe) from the Microsoft Download Center.

Double-click the bootstrap file to launch the Assessment And Deployment Kit installa-
tion wizard and accept the default options on the Specify Location, Join The Customer
Experience Improvement Program, and License Agreement pages.

On the Select The Features You Want To Install page, make sure only the following
options are selected:

m Deployment Tools
® Windows Preinstallation Environment (Windows PE)

Click Install to install the selected ADK components on the computer. Note that the
installation might take some time because of the size of the download.

Download the Windows Installer (.msi) file for the x64 version of MDT 2013 from the
Microsoft Download Center by following the link on the Microsoft Deployment Toolkit
home page at http://www.microsoft.com/en-us/download
/details.aspx?id=40796&fwLinkID=325278.

Double-click the .msi file to launch the Setup Wizard and follow the prompts to accept
the Microsoft Software License Terms and install the default MDT components.

Press the Windows key to switch to the modern user interface.
Click the Deployment Workbench tile to launch the Deployment Workbench.

Right-click the Deployment Shares node in the console tree and select New
Deployment Share.

Proceed through the New Deployment Share Wizard using the default options on the
Path, Share, and Descriptive Name pages.

On the Options page, clear all the check boxes except the one labeled Ask If An Image
Should Be Captured.

Finish the wizard to create the deployment share.

Right-click the Operating Systems node of your deployment share and select Import
Operating System.

Proceed through the Import Operating System Wizard using the default options on
all pages except for the Source page, where you must specify the path to a directory
where the Windows Server 2012 R2 installation files can be found. For example, you
could specify the DVD drive on the computer where your Windows Server 2012 R2
installation media has been inserted.

Right-click the Task Sequences node of your deployment share and select New Task
Sequence.
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22.

23.
24.

25.

26.
27.
28.
29.

30.
31.

32.
33.

34.

35.

36.

37.

38.
39.

40.

41.

On the General Settings page of the New Task Sequence Wizard, type REFIMG as
the task sequence ID and Capture Reference Image as the task sequence name.

On the Select Template page, leave Standard Server Task Sequence selected.

On the Select OS page, select a Windows image that doesn't have CORE as part of
its name.

On the Specify Product Key page, leave the option Do Not Specify A Product Key
selected.

On the OS Settings page, type Contoso Ltd. in the Organization field.
On the Admin Password page, type Pa$$woOrd in both fields.
Complete the wizard to create your new task sequence.

In the Task Sequences node of your deployment share, right-click the new task
sequence you created and select Properties.

Switch to the Task Sequence tab of the properties sheet.

Expand the State Restore task-sequence group to show the task-sequence steps
within it.

Click the Windows Update (Pre-Application Installation) step to display its properties.
Switch to the Options tab for this step and clear the following two check boxes:

m Disable This Step

= Continue On Error

Click Apply and verify that the Windows Update (Pre-Application Installation) step now
has a green check-mark icon beside it.

Click the Windows Update (Post-Application Installation) step to display its
properties.

Switch to the Options tab for this step and clear the following two check boxes:
m Disable This Step
= Continue On Error

Click Apply and verify that the Windows Update (Post-Application Installation) step
now has a green check-mark icon beside it.

Click OK to close the properties of your task sequence.

Right-click the node representing your deployment share and select Update
Deployment Share.

Accept the default options of the Update Deployment Share Wizard to update your
deployment share and create boot media for kick-starting the deployment process.
This might take several minutes to complete.

If your build lab is using virtual machines in a Hyper-V environment, copy the
LiteTouchPE_x64.iso file from the C:\DeploymentShare\Boot folder on your technician
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42

43.

44

45

46

47.

48.

49

51

computer to a shared folder (for example, C:\Boot) on your host machine. Make sure
the shared folder has NTFS and shared folder permissions to allow Everyone full access
to the contents of the folder. If your build lab is using physical systems instead of vir-
tual machines, burn the preceding ISO file to bootable media.

If your build lab is using virtual machines, create a new virtual machine as your refer-
ence computer, configure it to connect to the virtual network on which your technician
computer virtual machine resides and assign the LiteTouchPE_x64.iso file to the virtual
DVD drive of your new virtual machine. Then start the new virtual machine and open
the virtual machine in a Virtual Machine Connection window. If your build lab is using
physical systems, insert your bootable media into the reference system and turn on
the system.

When the Welcome screen for Microsoft Deployment Toolkit appears on your refer-
ence computer, click Configure With Static IP Address.

In the Configure Network screen that appears next, clear the Enable DHCP check box
and specify an IP address, subnet mask, default gateway, and DNS server address so
that your reference computer can communicate with both your technician computer
and the Internet. Then click Finish to return to the Welcome screen and click Run The
Deployment Wizard To Install A New Operating System.

In the User Credentials dialog box, type Administrator for the user name, type
Pa$$wOrd for the password, and type the host name of your technician computer for
the domain. (If your technician computer is domain-joined, you can specify the AD DS
domain name instead of the host name.)

Click OK to launch the Windows Deployment Wizard.

On the Task Sequence page, select the task sequence named Capture Reference
Image you created earlier and click Next.

On the Computer Details page, type REFCOMP as the computer name and click Next.

Verify the language and time settings on the Local And Time page and then click
Next.

On the Capture Image page, select Capture An Image Of This Reference Computer.
Make a note of the file name that will be assigned to the captured .wim file and the
folder to which the .wim file will be uploaded on the technician computer and then
click Next.

On the Ready page, click Begin to start the deployment process. Observe the following
actions as they are being performed:

A. Information is gathered about the reference computer.
B. The operating system is installed on the reference computer.

C. Software updates are downloaded from Windows Update and installed on the
reference computer.
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D. The Windows installation on the reference computer is sysprepped to remove
machine-specific information.

E. The Windows installation on the reference computer is captured as a .wim file, and
this file is then uploaded to your technician computer.

52. When the deployment is finished, verify that a reference image named REFIMG.wim
now exists in the Captures subfolder of the deployment share on your technician
computer.

Suggested practice exercises

The following additional practice exercises are designed to give you more opportunities to
practice what you've learned and to help you successfully master the lessons presented in
this chapter:

m Exercise 1l Modify the CustomSettings.ini file in Exercise 2 of this lesson to hide all
pages of the Windows Deployment Wizard by providing responses to the information
for which these pages would prompt you when you deploy Windows Server 2012 R2
onto your reference computer.

m Exercise 2 Set up an LTI deployment infrastructure with MDT, Windows Deployment
Services, and a DHCP server and use it to deploy the reference image you created in
Exercise 2 of this lesson to a physical system that meets the requirements for installing
Windows Server 2012 R2.

m Exercise 3 Download an evaluation copy of System Center Configuration Manager
2012 R2 from the TechNet Evaluation Center and learn how to perform a ZTI deploy-
ment of the reference image you created in Exercise 2 of this lesson.
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Answers

This section contains the answers to the lesson review questions in this chapter.

Lesson 1

1.

Correct answer: B

A. Incorrect: The Server With A GUI installation option has one more installed feature
than the Minimal Server Interface option and two more than the Server Core
option.

B. Correct: The Server Core installation option requires the least disk space.

C. Incorrect: The Minimal Server Interface installation option has one more installed
feature than the Server Core option.

D. Incorrect: Full installation is the name used for the Server With A GUI installation
option on previous versions of Windows Server.

Correct answer: D

A. Incorrect: To convert a Server Core installation to a Server With A GUI installation,
you can use the following command:

Install-WindowsFeature Server-Gui-Mgmt-Infra,Server-Gui-Shell -Restart

B. Incorrect: To convert a Server With A GUI installation to a Server Core installation,
you can use the following command:

Uninstall-WindowsFeature Server-Gui-Mgmt-Infra,Server-Gui-Shell -Restart

C. Incorrect: To convert a Server Core installation to a Minimal Server Interface instal-
lation, you can use the following command:

Install-WindowsFeature Server-Gui-Mgmt-Infra -Restart

D. Correct: This command will convert a Server With A GUI installation to a Minimal
Server Interface installation.

Correct answers: A and B

A. Correct: If you have any roles or features installed on your server that are not
needed, you can reduce the server’s disk footprint by uninstalling them. When you
do this, however, the binaries for these roles and features will remain staged in the
local side-by-side store on the server.

B. Correct: You can use the Uninstall-WindowsFeature cmdlet with the —Remove
parameter to completely remove the binaries of a role or feature from the local
side-by-side store on the server. Doing this can further reduce the disk footprint of
your server.
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C.

Incorrect: The —Source parameter is used with the Install-WindowsFeature cmdlet
to enable roles and features to be installed when their binaries are not present in
the local side-by-side store on the server.

Incorrect: To remove the binaries for unneeded roles and features from the local
side-by-side store on the server, you must use Windows PowerShell. You cannot
use Server Manager to do this.

Lesson 2

1.

Correct answers: B and D

A.

C.

Incorrect: Most of the image engineering process can be performed within a vir-
tual environment running on a Hyper-V host.

Correct: If the servers in the production environment to which you will be deploy-
ing your reference image are physical systems, you should use sample physical
systems taken from production for testing your reference image.

Incorrect: Automation of the image-building process can be simplified by using a
DHCP server to dynamically assign an IP address to your reference computer.

Correct: You must install the necessary tools for building reference images on your
technician computer, not your reference computer.

Correct answer: D

A.

Incorrect: A DHCP server can be used to dynamically assign an IP address to the
reference computer.

Incorrect: The technician computer has the necessary tools installed for building
reference images.

Incorrect: The reference computer is the system on which the reference image is
created.

Correct: The Windows Deployment Services server simplifies the task of deploying
the reference image onto the sample physical systems by eliminating the need to
burn your boot images onto DVD media to kick-start the reference-image testing
process.

Correct answer: C

A.

Incorrect: The reference computer is the system from which the reference image
is created by sysprepping and capturing the installation of Windows on the
computer.

Incorrect: The installation of Windows on the reference computer is known as the
reference installation.
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C. Correct: The sysprepped installation of Windows on the reference computer is
captured in the form of a Windows Image (wim) file and copied to the technician
computer. The captured, sysprepped image is referred to as the reference image.

D. Incorrect: Test computers are systems (virtual or physical) on which the reference
image is deployed to verify that the image works as intended.

Lesson 3
1. Correct answer: D

A. Incorrect: Microsoft Management Console version 3.0 is a prerequisite for install-
ing MDT 2013 on a technician computer running Windows 7.

B. Incorrect: Microsoft .NET Framework 3.5 with Service Pack 1 (SP1) or later is a pre-
requisite for installing MDT 2013 on a technician computer running Windows 7.

C. Incorrect: Windows PowerShell version 2.0 or later is a prerequisite for installing
MDT 2013 on a technician computer running Windows 7.

D. Correct: The Windows Assessment and Deployment Kit (ADK) for Windows 8 is a
collection of tools you can use to customize, assess, and deploy Windows operat-
ing systems to new computers. The ADK supersedes the Windows Automated
Installation Kit (Windows AIK) used by earlier versions of MDT, and it includes
additional tools that previously had to be downloaded separately.

2. Correct answer: B

A. Incorrect: Before you deploy and capture the reference image, you should update
your deployment share to create or regenerate the boot images that will be used
to kick-start the deployment process on the reference computer.

B. Correct: After performing all these steps, you should update your deployment
share to create or regenerate the boot images that will be used to kick-start the
deployment process on the reference computer.

C. Incorrect: Selection profiles are an advanced feature of MDT that can optionally be
used in a build lab where appropriate.

D. Incorrect: Linked deployment shares are an advanced feature of MDT that is gen-
erally used in the deployment infrastructure of a production environment, not in a
build lab.

3. Correct answer: A

A.

Correct: The Validate task-sequence group controls the steps in the phase that
verifies that the target computer is capable of running the scripts necessary to
complete the deployment process. This includes checking that the BIOS of the
target computer is compatible with the operating system being deployed.

Incorrect: The Preinstall task-sequence group controls the steps in the phase that
completes any tasks that need to be done (such as creating new partitions) before
the target operating system is installed on the target computer.
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C. Incorrect: The Install task-sequence group controls the steps in the phase that
installs the target operating system on the target computer.

D. Incorrect: The Postinstall task-sequence group controls the steps in the phase that
completes any tasks that need to be done before restoring the user-state migra-
tion data. These tasks customize the target operating system before starting the
target computer the first time (such as installing updates or adding drivers).

Lesson 4

1.

Correct answers: A and C

A. Correct: ZTl is a high-volume deployment strategy for midsized to large organiza-
tions that combines MDT with System Center Configuration Manager. LTl is a high-
volume deployment strategy for small to midsized organizations that combines
MDT with Windows Deployment Services, a server role of Windows Server 2008
and later that enables new computers to be deployed through network-based
installation.

B. Incorrect: To use LTI to deploy Windows Server 2012 R2, begin in your build lab
by creating a reference image of Windows Server 2012 R2 with any applications,
drivers, software updates, or packages needed for servers in your production
environment.

C. Correct: LTI can be used to deploy Windows Server 2012 R2 onto both physical
systems and virtual machines.

D. Incorrect: LTI can be started by pressing F12 on each target system and selecting
the option to PXE-boot the system using a Windows Deployment Services server.

Correct answers: A, B, C, and D

A. Correct: System Center Configuration Manager provides support for bandwidth
management of an image transfer. MDT alone does not.

B. Correct: System Center Configuration Manager provides support for reporting on
driver availability for devices across your organization. MDT alone does not.

C. Correct: System Center Configuration Manager tolerates poor or intermittent net-
work connectivity. MDT alone does not.

D. Correct: System Center Configuration Manager provides support for fully unat-
tended deployment. MDT alone does not.
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Server remote management

erver management deals with the performance of key operational tasks on servers in
S your environment. These tasks include occasional or one-time tasks like adding new
a new role or feature to a server, periodic tasks such as reviewing event logs, and urgent
tasks like troubleshooting alert messages. In small and midsized environments, you can
perform many of these tasks manually by using the graphical user interface (GUI) server-
management tools included in Microsoft Windows Server platforms. In large environments
such as data centers and cloud-computing infrastructures, most operational tasks are auto-
mated using scripts.

Windows Server 2012 and Windows Server 2012 R2 include two main tools for remote
server management: Server Manager and the Windows PowerShell scripting platform. You
can use these two tools to manage both the physical and virtual servers within your organi-
zation's infrastructure. This chapter introduces the capabilities of these tools and shows how
you can use them to manage Windows servers across your environment.

Lessons in this chapter:
m Lesson 1: Server Manager 94
m Lesson 2: Server management tasks 107
m Lesson 3: Installing roles and features 122

m Lesson 4: Windows PowerShell automation 133

Before you begin

To complete the practice exercises in this chapter

® You need to know how to perform a clean install of Windows Server 2012 R2 and
perform initial configuration tasks like configuring the server’s TCP/IP settings for
Internet connectivity.

m You also should have at least rudimentary knowledge of using Windows PowerShell.
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Lesson 1: Server Manager

Server Manager was completely redesigned in Windows Server 2012 to make it easier

for administrators to simultaneously manage multiple Windows servers remotely. Server
Manager is capable of managing large numbers of servers, but it is intended mainly for small
and midsized environments that typically have no more than a few dozen servers deployed
at a site. This lesson introduces the features of Server Manager in Windows Server 2012 and
Windows Server 2012 R2 and demonstrates how to perform some common server manage-
ment tasks.

After this lesson, you will be able to:
m Use Server Manager pages to configure the local server.
m Use Server Manager to manage multiple remote servers.

m Configure Windows servers for remote management.

Deploy the Remote Server Management Tools (RSAT) for Windows 8.1.

Estimated lesson time: 30 minutes

Navigating Server Manager

To use Server Manager effectively, you need to be able to navigate through its various
controls, menus, and pages. This section summarizes the most important things you need to
know in this area.

Menus

At the top of Server Manager (shown in Figure 3-1), you find the following controls and
menus:

m Back and forward buttons you can use to navigate through the history of the pages
you previously selected

m A breadcrumb you can use to navigate quickly through any hierarchical views

m A refresh button you can use to manually refresh Server Manager when its view
becomes out of date

m The Notifications flag, which you can use to view any alerts or information about tasks
being performed on the servers you are managing

m The Manage menu, which you can use to add roles and features to (or remove them
from) the servers you are managing, add servers to the pool of managed servers, cre-
ate new server groups, and configure Server Manager properties

m  The Tools menu, which you can use to access other management tools such as
Microsoft Management Console (MMC) consoles, the System Information and
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System Configuration utilities, Windows PowerShell consoles and Integrated Scripting
Environments (ISEs), and so on

m The View menu, which you can use to zoom your Server Manager view in or out and
show or hide the Welcome To Server Manager information on the Dashboard

m The Help menu, which includes a link to the Server Manager forums on TechNet

= Server Manager -8 -

Server Manager * Dashboard © Manage  Tools

&8 Dashboard 'WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

_ _ o Configure this local server
BE File and Storage Services b ~

‘QUICK START

Add roles and features

(i8]

3 Add other servers to manage

WHAT'S NEW .
4 Create a server group

Hide

LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups: 1 | Servers total: 1

in File and Storage

1 ii All Servers 1

Services

@ Manageability Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance

BPA results BPA results

FIGURE 3-1 The Dashboard page of Server Manager includes various controls and menus along the top.

NOTE KEYBOARD SHORTCUTS FOR SERVER MANAGER

You can also quickly navigate Server Manager by using keyboard shortcuts. For a list of
Server Manager keyboard shortcuts, see http://technet.microsoft.com/en-us/library
/jj134206.

By default, Server Manager refreshes every 10 minutes by collecting updated information
for all servers being managed. You can change the refresh interval by opening the Server
Manager properties as follows:

1. Click the Manage menu on any page and select Server Manager Properties.

2. Inthe Server Manager Properties dialog box, specify the desired data refresh period in
minutes.
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You can also use this dialog box to configure Server Manager to not start automatically
at logon.

REAL WORLD MONITORING YOUR SERVERS

Because the refresh interval for Server Manager cannot be configured to be less than one
minute, Server Manager does not really provide a real-time view of the status of servers
on your network. In addition, if you try to monitor too many types of events on dozens of
servers with Server Manager, you might get a delayed response when you try to use Server
Manager.

If you need real-time monitoring and easy monitoring of hundreds or even thousands of
servers in your environment, your best solution is to use components from the Microsoft
System Center suite for this purpose, specifically System Center Operations Manager
2012 R2 and System Center Configuration Manager 2012 R2. For more information on
System Center 2012 R2, see http://www.microsoft.com/en-us/server-cloud/products
/system-center-2012-r2/default.aspx.

Dashboard

To use Server Manager, you select a page such as the Dashboard, the Local Server page,
the All Servers page, or any additional role-specific page that might be available. Figure 3-1
shows the Dashboard page, which displays the following tiles:

m Welcome To Server Manager

m Local Server

m  All Servers

m  Any role-specific tiles like File And Storage Services

m Custom pages for servers assigned to server groups you created

NOTE HIDE OR SHOW THE WELCOME TITLE

If you clicked Hide to hide the Welcome To Server Manager tile, you can show this tile
again by selecting Show Welcome Tile from the View menu.

Tiles consist of a title bar with multiple thumbnails beneath. A thumbnail reflects certain
data collected about the servers being managed. When something is wrong with a server or
server role, an alert is raised on the appropriate thumbnail to enable you to take remedial
action to correct the problem. The five types of thumbnails displayed in tiles are as follows:

m Manageability Indicates whether servers are online or offline, whether Server
Manager is receiving reporting data from specified servers, and any issues with the
ability to manage the servers

m Events Displays alerts whenever an event is logged that matches the severity levels,
event sources, or event IDs on specified servers during specified time intervals

Server remote management
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m Services Displays alerts whenever problems arise with services on managed servers
and enables you to attempt to restart the affected services

m Performance Displays performance alerts for different resource types (CPU or
memory) on specified servers during specified time intervals

m BPA Results Displays alerts generated from running the Best Practices Analyzer
(BPA) against managed servers

MORE INFO BEST PRACTICES ANALYZER

The Best Practices Analyzer functionality included in Windows Server 2012 and Windows
Server 2012 R2 is demonstrated in Chapter 4, “Deploying domain controllers.”

If the title bar of any of the tiles on the Dashboard (with the exception of the Welcome
To Server Manager tile) is colored red, one or more alerts have been raised. For example, in
Figure 3-1 the title bar of the Local Server tile is colored red. A red box with the number 1 is

also displayed next to the Manageability thumbnail in this title to indicate that the alert has to
do with the manageability of the local server. To view more information concerning this alert,
click the Manageability thumbnail in this tile. To go directly to the Local Server page, click the

title bar of the Local Server tile.

Local Server
The Local Server page displays the following tiles:

m Properties Enables you to view and configure various settings of the local server,
including computer name, domain membership, whether Remote Management or

Remote Desktop is enabled, the TCP/IP settings for the server’s network cards, whether

Windows Update is enabled, and more. (See Figure 3-2.)
= Events Displays events logged on the local server.

m Services Enables you to view the services for the local server, start services that are
currently stopped, restart running services, and perform other service-related tasks.

m Best Practices Analyzer Enables you to initiate a BPA scan to determine whether

you need to perform any further configuration for the local server to function properly

with all its installed roles.

= Performance Enables you to configure performance alerts on the local server so
that alerts will be raised when CPU usage exceeds a specified threshold or available
memory falls below a specified level.

= Roles And Features Displays all roles and features installed on the local server and
also enables you to install additional roles or remove installed roles.
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i PROPERTIES

For SERVER1 TASKS ~

Computer name SERVERT Last installed updates 1/20/2014 6:24 AM

Workgroup WORKGROUP Windows Update nstall updates automatically using Windows Update
Last checked for updates Today at 811 AM

Windows Firewall Private: On Windows Error Reporting off

Remote management Enabled Customer Experience Improvement Program  Not participating

Remote Desktop Enabled E Enhanced Security Configuration off

NIC Teaming Disabled Time zone {UTC-08:00) Pacific Time (US & Canada)

Ethemet Not connected Product ID 00252-90000-00000-AA632 (activated)

Ethemet 2 172.16.11.31, IPv6 enabled

Operating system version Microsoft Windows Server 2012 R2 Datacenter Evaluation  Processors Intel(R) Xeon(R) CPU X3363 @ 2.83GHz

Hardware information Dell Inc. PowerEdge T300 nstalled memory (RAM) 2468
Total disk space 3128.09.GB

FIGURE 3-2 Use the Properties tile on the Local Server page to view and configure various settings.

NOTE MORE TO COME

You'll learn more about working with the tiles just described in the next lesson and also in
the practice exercises at the end of this chapter.

All Servers

The All Servers page of Server Manager, shown in Figure 3-3, is where you can simultaneously
manage multiple remote servers in your environment. Initially, this page displays only the
local server, but you can find other servers in your environment and add them to this page to
manage them. How to do this is explained in Lesson 2 of this chapter.

The All Servers page displays the same types of tiles displayed on the Local Server page.
The difference is that on the All Servers page, the Events tile (for example) shows events
logged on all servers being managed, not just the local server.
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= Server Manager -8 -

Server Manager * All Servers ) Manage Tools  View

SERVERS

1% Dashboard W Aiservers |1 total TASKS ~
§ Local Server = = -
A = s & @~ ©
BE All Servers
BE File and Storage Services b Server Name  IPv4 Address Manageability Last Update Windows Activation ~
SERVER1  172.16.11.31 Online - Performance counters not started 1/22/2014 8:1520 AM  00252-60000-00000-AA632 (Activated)
< 1L >
EVENTS
Al events | 2 tota Tasks *
Filter Pl @Y @~ v
ServerName D Severity Source log  DateandTime
SERVERT 4 Waming b57nd60s System 1/22/2014 6:42:19 AM
SERVER! 10149 Warning Microsoft-Windews-Windows Remote Management System  1/21/2014 1:42:52 PM
SERVICES
Al services | 134 total TASKS *
Filter yel = H) v ~
= & v

FIGURE 3-3 Use the All Servers page of Server Manager to simultaneously manage multiple remote
servers.

Role-specific pages

Depending on what additional roles and features you have installed on your server, other
pages might be available on the left side of Server Manager. For example, Figure 3-3 shows
one role installed on the server named SERVER1—namely, the File and Storage Services

role, which is installed by default on a new installation of Windows Server 2012 or Windows
Server 2012 R2. If you select the File And Storage Services page (shown in Figure 3-4), Server
Manager provides you with a hierarchy of additional pages for managing other servers and
for managing the volumes, disks and storage pools on the selected server. By integrating file-
server management tools directly into Server Manager, you can manage file servers without
the need to separately open the MMC consoles, as you had to do in Windows Server 2008 R2
and earlier.
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Server Manager == -

@ ¥« File and Storage Services * Volumes * Disks @1 F Mermge 1o
_ == DISKS
= Servers = All disks | 3 total TASKS
1 Volumes . o
Fiter ®
m Storage Pools Number Virtusl Disk  Status | Capacity Unallocated | Partition  Read Only | Clustered | Subsystem | Bus Type
4 SERVERT (3)
2 Oniine 14968 0008 MBR use p
1 Online  932GB 0008 MER sas 4
0 Oniine 20578 0003 MER sas 0
< i >
Last refreshed on 1/22/2014 825:55 AM
VOLUMES STORAGE POOL
Related Volumes | 1 total TASKS v |  ATAST31000340NS SCS Disk Device on SERVER1 | TASKS w
o - ® No related storage pool exists
A volume Status | Provisioning Capacity  Free Spa
4 SERVERT (1)
[ Fixed 9268 017GE
< " >
Go to Volumes Overview > Go to Storage Pools Overview >

FIGURE 3-4 The File And Storage Services page displays an additional hierarchy of pages for managing
Windows Server 2012 and Windows Server 2012 R2 file servers.

REAL WORLD THE FUTURE OF WINDOWS SERVER MANAGEMENT

The new Server Manager introduced in Windows Server 2012 probably represents the
future of GUI-based management of Windows servers for smaller organizations. In
Windows Server 2012 RTM and Windows Server 2012 R2, Microsoft has integrated the
management of two roles into Server Manager: File And Storage Services and Remote
Desktop Services (RDS). As a result, you don’t need to use separate MMC consoles to
manage either file servers or servers running various RDS role services. Instead, you can
fully manage these roles from within Server Manager. It's likely that future releases of the
Windows Server platform will include even more roles and features that have their man-
agement functionality integrated into Server Manager, and this should provide motivation
for you to become thoroughly familiar with how to use Server Manager.
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( Quick check

®m You want to configure Server Manager so that only critical events are displayed for
all the servers you are managing. Which page in Server Manager should you use to
do this?

m Dashboard
® Local Server

m  All Servers

Quick check answer

m  Not the Dashboard, because you can use that page only for viewing alerts raised for
events, not for configuring the severity level for which types of events should raise
alerts. And not the Local Server page, because that enables you to configure alert
settings only for events logged on the local server. So the answer is the All Servers

page.

Configuring remote management

By default, Windows Server 2012 and Windows Server 2012 R2 are configured to enable
remote management by Server Manager running on another computer. This makes it easy

to start using Server Manager to remotely manage servers running Windows Server 2012 or
Windows Server 2012 R2. When certain prerequisites have been met, you also can remotely
manage servers running Windows Server 2008 or Windows Server 2008 R2 by using Server
Manager on Windows Server 2012 or Windows Server 2012 R2. However, the remote man-
agement capability for managing servers running Windows Server 2003 from these platforms
is limited.

NOTE SERVER MANAGER AND WORKGROUP SERVERS

Server Manager is mainly intended for remotely managing Windows servers in a domain
environment in which the Active Directory Domain Services (AD DS) role has been
deployed. You can remotely manage workgroup servers by using Server Manager, but
doing so requires additional configuration to get that functionality working and it has
some limitations with regard to management functionality. For more information, see the
topic “Add and manage servers in workgroups” on the TechNet page at http://technet
.microsoft.com/en-us/library/hh831453.
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Configuring remote management on Windows Server 2012 R2

Although remote management is enabled by default in Windows Server 2012 R2, you can
choose to disable or re-enable it if desired. To determine whether a server running Windows
Server 2012 R2 is enabled for remote management, do one of the following:

m Start Server Manager on the local server, select the Local Server page, and view the
state of the Remote Management setting in the Properties tile. This setting should
display as either Enabled or Disabled, and you can modify the setting by clicking it.

®  Run the %windir%\system32\Configure-SMRemoting.exe command-line tool from an
elevated command prompt using the appropriate parameter as follows:

m Configure-SMRemoting —get Displays whether remote management is enabled
or disabled

m Configure-SMRemoting —enable Enables remote management if it is currently
disabled

m Configure-SMRemoting —disable Disables remote management if it is currently
enabled

IMPORTANT CONSEQUENCES OF DISABLING REMOTE MANAGEMENT ON SERVERS

Everything you can do by using Server Manager to manage servers running Windows
Server 2012 or Windows Server 2012 R2, you can also do by using Windows PowerShell.
That’s because Server Manager is just a GUI way of running Windows PowerShell com-
mands against remote servers. So if you disable remote management on a server by
using either method just described, any applications or commands that require Windows
Management Instrumentation (WMI) or Windows PowerShell remote access for remotely
managing the server will fail.

If you have confirmed that a remote server running Windows Server 2012 R2 has remote
management enabled but you are still unable to remotely manage the server by using Server
Manager, try the following:

m [f the remote server is on a different subnet, verify that there are no network firewall
settings blocking remote management between the two subnets.

® Run Server Manager using the built-in Administrator account instead of a different
administrator account to ensure sufficient credentials to perform the operation.

Configuring remote management on Windows Server 2012

Although remote management is enabled by default in Windows Server 2012, you can choose
to disable or re-enable it if desired. You configure remote management on servers running
the RTM version of Windows Server 2012 in the same way you configure remote manage-
ment on servers running Windows Server 2012 R2.
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Configuring remote management on Windows Server 2008 R2

Remote management is disabled by default in Windows Server 2008 R2. To enable remote
management, you can use Group Policy, Server Manager, or Windows PowerShell. For
detailed information on how to do this, see http://technet.microsoft.com/en-us/library
/dd759202.aspx.

Configuring remote management on Windows Server 2008

Remote management is disabled by default in Windows Server 2008. To enable remote
management, you must configure the Windows Remote Management (WinRM) service that
implements WS-Management on the server. For detailed information on how to do this, see
http.//technet.microsoft.com/en-us/magazine/ff700227.aspx.

Configuring remote management on Windows Server 2003

Remote management is disabled by default in Windows Server 2003. To enable remote
management, you must configure Windows Firewall and DCOM on the server. For detailed
information on how to do this, see http://msdn.microsoft.com/library/aa389286.aspx.

NOTE REMOTE MANAGEMENT OF WINDOWS SERVER 2003

Remote management of Windows Server 2003 computers using Server Manager in
Windows Server 2012 or Windows Server 2012 R2 is limited to receiving online or offline
status information.

Remotely managing Windows Server 2012 from Windows Server
2012 R2

You can use Server Manager on Windows Server 2012 R2 to remotely manage servers run-
ning Windows Server 2012, provided you first install the following features and updates on
the remote servers:

m  Microsoft .NET Framework 4.5, which you can install using the Add Roles And Features
Wizard in Server Manager.

= Windows Management Framework 4.0, which is available from http.//www.microsoft
.com/en-us/download/details.aspx?id=40855.

Remotely managing Windows Server 2012 R2 from Windows
Server 2012

You cannot use Server Manager on Windows Server 2012 to remotely manage servers run-
ning Windows Server 2012 R2. You must use the version of Server Manager in Windows
Server 2012 R2 if you want to remotely manage servers running Windows Server 2012 R2.
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Remotely managing Windows Server 2008 or Windows Server 2008 R2
from Windows Server 2012 R2

You can use Server Manager on Windows Server 2012 R2 to remotely manage servers run-
ning Windows Server 2008 or Windows Server 2008 R2, provided you first install the follow-
ing features and updates on the remote servers:

m  Microsoft .NET Framework 4.0, which is available from http://www.microsoft.com
/en-us/download/details.aspx?id=40855Windows Management Framework 3.0, which
is available from http://www.microsoft.com/en-us/download/details.aspx?id=34595

m The performance counter hotfix described in Knowledge Base article KB 2682011,
which is available from http://support.microsoft.com/kb/2682011
For more information, see the following TechNet Library page: http://technet.microsoft
.com/en-us/library/hh921475.

Remotely managing Windows Server 2008 or Windows Server 2008 R2
from Windows Server 2012

You can also use Server Manager on Windows Server 2012 to remotely manage servers run-
ning Windows Server 2008 or Windows Server 2008 R2, provided you first install the follow-
ing features and updates on the remote servers:
m  Microsoft .NET Framework 4.0, which is available from http://www.microsoft.com
/en-us/download/details.aspx?id=17718
= Windows Management Framework 3.0, which is available from http.//www.microsoft
.com/en-us/download/details.aspx?id=34595
m The hotfix described in Knowledge Base article KB 2682011, which is available from
http://support.microsoft.com/kb/2682011
For more information, see the following TechNet Library page: http://technet.microsoft
.com/en-us/library/hh921475.

/ Quick check

® You are trying to configure a role on a remote server running Windows Server
2012 R2 using Windows PowerShell commands, but they don’t seem to be working.
What command should you run on the remote server to verify that remote manage-

ment is enabled on it?

Quick check answer

m  Configure-SMRemoting —get
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Running Server Manager on client Windows

You also can run Server Manager from a client computer running Windows 8 or Windows 8.1
by deploying the appropriate version of the Remote Server Administration Tools (RSAT).
RSAT was first introduced in Windows Vista. Microsoft provided it to enable administrators
to remotely manage Windows servers from their workstations instead of having to enable
Remote Desktop on the servers and use Remote Desktop Connection to remotely manage
them. In the Windows Vista and Windows 7 versions of RSAT, administrators had to use the
Turn Windows Features On Or Off item in Control Panel to enable remote tools after install-
ing RSAT before they could use these tools for managing remote servers. Beginning with the
Windows 8 version of RSAT, however, the tools included in RSAT are all enabled by default.

Versions of RSAT

There are two versions of RSAT available for managing servers running Windows Server 2012
and Windows Server 2012 R2:

m RSAT for Windows 8.1 You can use the tools in this version of RSAT to remotely
manage servers running Windows Server 2012 R2 or Windows Server 2012 from
a workstation running Windows 8.1. You can obtain this version of RSAT from the
Microsoft Download Center at http.//www.microsoft.com/en-us/download/details
.aspx?id=39296.

m RSAT for Windows 8 You can use the tools in this version of RSAT to remotely man-
age servers running Windows Server 2012 from a workstation running Windows 8. You
can obtain this version of RSAT from the Microsoft Download Center at http://www
.microsoft.com/en-us/download/details.aspx?id=28972.

Both of these versions of RSAT include the following tools for remotely administering servers:
m Server Manager

® MMC snap-ins and consoles

= Windows PowerShell cmdlets and providers

® Some additional command-line tools

Benefits of using RSAT

The benefits of using RSAT for Windows 8 or RSAT for Windows 8.1 for managing servers
include the following:

= |t enables you to remotely manage multiple servers in a data center or in the cloud
from a client computer—for example, from an administrator workstation in your office.

m [t reduces licensing costs by eliminating the need to install Windows Server 2012 or
Windows Server 2012 R2 on the computer you will use for managing your servers.

One scenario in which deploying RSAT for Windows 8.1 can be especially helpful is when
your servers running Windows Server 2012 or Windows Server 2012 R2 are deployed as
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Server Core installations, because it can simplify the job of configuring and managing servers
that don't include GUI management tools like Server Manager.

Deploying RSAT for Windows 8.1

To download RSAT for Windows 8.1, go to http.//www.microsoft.com/en-us/download/details
.aspx?id=39296. After you install RSAT for Windows 8.1 on a client computer running
Windows 8.1, Server Manager automatically opens by default on the client computer. If it
doesn't, you can start Server Manager as follows:

1. On the Start screen, click the Administrative Tools tile.
2. Inthe Administrative Tools folder, double-click the Server Manager tile.

If you don't see the Server Manager or Administrative Tools tile on the Start screen, hover
the mouse pointer over the upper-right corner of the Start screen and click Settings. If Show
Administrative Tools is turned off, turn it on.

IMPORTANT UNINSTALL PREVIOUS VERSIONS OF RSAT

If you have a previous version of RSAT already installed on your workstation, make sure
you remove the earlier RSAT version before you install the latest version. Only one version
of RSAT can be installed on a Windows client computer at any time.

Lesson summary

m Server Manager is organized into various pages, many of which have similar function-
ality using tiles and thumbnails.

m The Dashboard provides basic server-monitoring functionality for displaying various
kinds of alerts.

m Remote management is enabled by default on Windows Server 2012 and Windows
Server 2012 R2 to make these servers easier to manage.

m  Configuring remote management on servers running Windows Server 2008 or
Windows Server 2008 R2 requires additional steps.

m By installing the Remote Server Administration Tools (RSAT) for Windows 8.1 on a
secure workstation running Windows 8.1, you can remotely manage servers from a
single client computer.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.
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1. You want to use Server Manager to manage all the Windows servers in your environ-
ment that are being used as print servers, but there is no Print Services page available
in Server Manager. Why? (Choose all that apply.)

A.

All your print servers are currently offline, having been taken down for
maintenance.

None of your servers have the Print And Document Services role installed on them.

None of the servers in your server pool have the Print And Document Services role
installed on them.

All print servers are running an earlier version of Windows Server and have not
been configured for remote management.

2. How can you verify that remote management has been enabled on a server running
Windows Server 2012? (Choose all that apply.)

A.
B.
C.
D.

By examining the Dashboard of Server Manager running on that server.
By examining the Local Server page of Server Manager running on that server.
By examining the All Servers page of Server Manager running on that server.

By examining the output of the Configure-SMRemoting —get command.

3. Your organization has a mixed environment of servers running Windows Server 2012

R2 and Windows Server 2008 R2. You want to manage your servers from a secure
workstation running Windows 8.1, so you install the Remote Server Administration
Tools for Windows 8.1 on this workstation. Which of the following statements best
describes the management capabilities of this arrangement?

A.

You can manage all roles and features on servers running Windows Server 2012 R2
and servers running Windows Server 2008 R2.

You can manage all roles and features on servers running Windows Server 2012 R2
and some roles and features on servers running Windows Server 2008 R2.

You can manage all roles and features on servers running Windows Server 2012 R2
but no roles and features on servers running Windows Server 2008 R2.

You can manage all roles and features on servers running Windows Server 2012 R2,
but you need to install the Remote Server Administration Tools for Windows 8.1 on
a workstation running Windows 7 to manage roles and features on servers running
Windows Server 2008 R2.

Lesson 2: Server management tasks

You can use Server Manager to perform many kinds of server management tasks. This lesson
demonstrates how you can perform some key management tasks using Server Manager.
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After this lesson, you will be able to:

m Perform some common server management tasks using Server Manager.

Estimated lesson time: 30 minutes

Adding servers

To manage remote servers using Server Manager, you first need to add the servers to the
server pool. You can add both physical and virtual servers to the server pool. As described
in the previous lesson, no additional configuration is needed for adding servers running
Windows Server 2012 or Windows Server 2012 R2 to the server pool. Servers running
Windows Server 2008 or Windows Server 2008 R2, however, must be configured for remote
server management before they can be added to the server pool. Servers running Windows
Server 2003 cannot be added to the server pool.

To add servers to the server pool, do the following:

1. From any Server Manager page, click the Manage menu and then click Add Servers to
open the Add Servers dialog box.

2. Click the Active Directory tab if you want to search Active Directory for servers you can
manage. To search Active Directory, you can limit your search to the following:

m Location, which you can use to find servers in the domain or only domain control-
lers. (See Figure 3-5.)

m Operating System, which you can use to find servers running a specific operating
system.

m  Name (CN), which lets you type the name or the first part of the name of the server
or servers for which you are searching.

3. Alternatively, click the DNS tab to query your DNS servers for servers you want to
manage by their computer names or IP addresses.

4. Alternatively, click the Import tab to specify a text file containing a list of computer
names of servers you want to manage.

5. Whichever approach you use to find the servers you want to manage, when you find
them, click the control to add the servers you selected to the server pool. Note that, as
shown in Figure 3-5, you can select multiple servers to add.
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= Add Servers -[alx]
DNS Import | Selected
- Computer
Location: |il contoso B @| P
Fl
Operating Sy;tem:| All | V| CONTOS0.COM (2)
SEA-SRV-1
MName [CM): |SEA | SEA-SRV-2
Mame Operating System
SEA-DC-1 ‘Windows Server 2012 R2 Datacenter
Windows Server 2012 R2 Datacenter
Windows Server 2008 R2 Enterprise
< " »
3 Computer(s) found 2 Computer(s) selected
Help K | | Cancel

FIGURE 3-5 Add servers to the server pool.

Creating server groups

After you add all the servers you want to manage to the server pool, the next task you should
perform is to create custom server groups for different kinds of servers. A server group is a
logical subset of the server pool. You can use various criteria for deciding which server groups
you want to create. For example, you could create server groups for grouping your organiza-
tion’s servers according to any of the following criteria:

Business function (for example, Accounting servers)

Geographical location (for example, Seattle servers)

Role (for example, Hyper-V hosts running a particular version of Windows Server)

m Responsibility (for example, Bob's servers)
To create a new server group, do the following:

1. From any Server Manager page, click the Manage menu and then click Create Server
Group to open the Create Server Group dialog box.

2. Type a descriptive name for the new server group.

3. Select the servers you want to add to the new server group from the list of servers in
the server pool and click the control to add them to the server group. (See Figure 3-6.)

4. Alternatively, you can select servers by searching Active Directory, querying DNS, or
importing a text file with a list of computer names as described in the previous topic.
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Server group name | W52012 Semvers

Create Server Group

172.16.11.232
fed0:d8b0:idb...
172,16.11.231
fedlu35aebibe..,
172.16.11.234
fed0:58e4:57b...

SEA-SRY-1.contoso.com

SEA-DC-1l.contoso.com

SEA-SRY-3.contoso.com

< [

=

=

Active Directory DNS Import | Selected
Computer
Filter:
4 CONTOSO.COM (2)
MName IP Address Operating System SEA-SRY-1
SEA-SRV-3

Microsoft Windows Sej

Microsoft Windows Ser

Microsoft Windows Sej

g

3 Computer(s} found

Help

2 Computer(s) selected

oK | | Cancel

FIGURE 3-6 Add servers in the pool to a server group.

After you create your new server group, it appears as a separate page in Server Manager.
(See Figure 3-7 in the next section.) To modify the membership of an existing server group or
delete the server group, click the Tasks control in the Servers tile of the page for that server

group.

NOTE SERVER GROUP MEMBERSHIP

A server can belong to more than one server group.

Restarting a server

After you group your servers according to the criteria you've decided upon, you can perform
various management tasks on these servers directly from within Server Manager. For exam-
ple, to restart a particular server in a particular server group, do the following:

1. Select the Server Manager page for that server group.

Right-click a particular server listed in the Servers tile of that page.

Select Restart Server from the context menu. (See Figure 3-7.)

Other management tasks are also available in the context menu, but note that some of
these tasks require certain prerequisites before they will work. For example, Remote Desktop
must be enabled on the remote server before you can open a Remote Desktop connection to

that server.
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= Server Manager [=[8 -

« WS2012 Servers &) Manage  Tools
= S= SERVERS
IE5 Dashboard All servers | 2 total | TASKS =
i Local Server =
= Filter o &) - o) 5
BE All Servers
Igl AD DS Ser\‘er‘-’\lame IPv4 Address  Manageability Last Update Wing —

SEA-SRV-1 172.16.11.232  Online - Cannot get BPA results 1/22/2014 11:32:59 AM 0013
BE File and Storage Services P SEASRV-3 1721611234 gl

i_ WS2012 Servers | Add Roles and Features
] 2012
| Restart Server |

Computer Management
Remote Desktop Connection

Windows PowerShell

Configure NIC Teaming —
Configure Windows Automatic Feedback

EVENTS IManage As ... =5
All events | 36 total Reiaye SerEr _;

. Remove Server from Group

Filter b

Refresh |
| : Copy
Server Name ID Severity >

| SEA-SRV-3 8198  Error Microsoft-Windows-Security-SPP ,O_.p_:z_i w

FIGURE 3-7 Restart a server in the selected server group.

Collecting events

You can use Server Manager to collect events from the event logs of remote servers and then
display alerts on the Dashboard whenever certain event criteria are met.

Configuring event collection
You can configure event collection for the servers listed on any of these pages:

Local Server

m  All Servers
m Role-specific pages
m Pages for server groups you created

For example, to configure event collection for servers listed on the All Servers page, do the
following:

1. Select the All Servers page in Server Manager.

2. Inthe Events tile, click Tasks and select Configure Event Data to open the Configure
Event Data dialog box, shown in Figure 3-8.
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= Configure Event Data = | = -

These settings determine how Server Manager gathers event data from servers in the
server group that you are currently managing. Changes to defaults that significantly
increase the number of events in the Events tile can result in delayed responses from
Server Manager.

Show events with these severity levels

Critical Error Warning [] Informational

Get events that have occured within the past

Get events from the following event log files Multiple H

FIGURE 3-8 Configure event collection for servers.

For example, you can do the following:
m Choose what types of events to collect according to their severity level

m Collect events that occurred within the past 24 hours, 3 days, 7 days, or a custom
time period expressed in days or hours

m Get events from all event logs or only specific event logs on the servers

When events have been collected from the servers, they are displayed in the Events tile
of the selected Server Manager page. Selecting one server on that page displays all events
collected from that server; selecting multiple servers displays all events collected from all
selected servers.

By selecting a particular event, you can display a pane, like the one shown in Figure 3-9,
with additional information concerning the event.
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Server Manager == -

[

Manage  Tools

« All Servers

_ == _ SERVERS
=% Dashboard ll All servers | 3 total TASKS v
i Local Server = =
Fiter sl &~ @~ o)
f§l AD DS Server Name  IPv4 Address  Manageability Last Update
& DNS
SEA-DC-1  172.16.11.231 Online - Cannot get BPA results 1/22/2014 1:03:00 PM
F File and Storage Services P SEA-SRV-1  172.16.11.232 Online - Cannot get BPA results 1/22/2014 1:03:01 PM
B W52012 Servers SEASRV-3  17216.11.234 Online - Cannot get BPA results 1/22/2014 1:03:01 PM

EVENTS
All events | 1221 total TASKS ¥

Filter P @Y @~ @

Server Name D Severity Seurce

SEA-SRV-1 45 Warning Microsoft-Windor idel ™

SEA-SRV-3 43 Warning  Microsoft-Windo

SEA-DC-1 45 Warning Microsoft-Windos ~
< "

Failure opening metadata of the owning provider for channel: Microsoft-Windows-
WindowsUpdateClient/Operational [hResult = Function failed during execution, hlastResult
= The publisher has been disabled and its resource is nat avaiable. This usually occurs when
the publisher is in the pracess of being uninstalled or upgraded.].

FIGURE 3-9 View information about a specific event.

Configuring alerts for events
When events are being collected for the servers listed on a particular page, you can configure
the Dashboard tile for that page to display alerts whenever an event of a particular type has
been collected. To continue the preceding example, you can configure the All Servers tile on
the Dashboard to display alerts for specific types of events by doing the following:

1. Select the Dashboard in Server Manager.

2. Inthe All Servers tile, click Events to open the All Servers - Events Detail View dialog

box shown in Figure 3-10.
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WS2012 Servers - Events Detail View - [= [T

0 Events Hide Alert Criteria ()

cventseverty e (G [7]  Timeperoa 2 [iows 7]

Event sources All H Event IDs

Event logs All Servers |AII | = |

Hide Alerts Show All
Server Name |ID Severity Source log Date and Time
GoTows2012servers || ok || cancel

FIGURE 3-10 Configure alerts for events.

3. Specify the conditions for displaying event alerts for collected events by configuring
the following:

Whether critical, error, or warning events (or all three) should generate alerts. (By
default, only critical events generate alerts.)

The event sources for the events. (By default, this includes all event sources.)

The event logs for the events. (By default, this includes all event logs.)

The time period during which the event occurred. (By default, this is during the last

24 hours.)

Specific event IDs that should generate alerts. For example, specifying 1-20, -13, 75
generates only alerts that have event IDs of 1-20 (except 13) or 75.

The servers on which the events occurred. (Deselect any servers for which you don't

want to use the Dashboard to generate event alerts.)

Event alerts are indicated by red numbers next to the Events thumbnail of tiles on the
Dashboard. Click the Events thumbnail of any tile to see more information about the events
that generated the alerts.

Monitoring services

You can use Server Manager to monitor services on remote servers and then display alerts on
the Dashboard whenever a service meets certain criteria. You can also use Server Manager to
start, stop, restart, pause, and resume services on remote servers. To configure other settings
for services, open the Services MMC console from Administrative Tools.

Server remote management

From the Library of Ida Schander



Configuring service alerts
You can configure any tile on the Dashboard to display service alerts for the servers the tile
represents by doing the following:

1. Select any tile on the Dashboard in Server Manager—for example, the All Servers tile.

2. Click the Services thumbnail in this tile to open the All Servers - Services Detail View
dialog box for that server group, as shown in Figure 3-11.

=

Services Hide Alert Criteria 4_\/'
Start types | Multiple H Service status H
Services Servers All H
Server Name  Display Name Service Name Status  Start Type

All Servers - Services Detail View [ = [o 5

SEA-SRV-1 Shell Hardware Detection ShellHWDetection Stopped Automatic
SEA-SRV-3 Shell Hardware Detection ShellHWDetection Stopped Automatic

| Go To All Servers | | OK | | Cancel

FIGURE 3-11 Configure service alerts for collected events.

3. Specify the conditions for displaying service alerts for collected events by configuring
the following:

Which service start types can generate alerts. (By default, only services configured
to start automatically, or automatically with delayed start, are selected.)

Which services can generate alerts. (By default, all services can generate alerts.)
Which service status conditions can generate alerts. (All service status conditions
can do this by default.)

The servers on which the service issues occurred. (Deselect any servers for which
you don't want to use the Dashboard to generate service alerts.)

Service alerts are indicated by red numbers next to the Services thumbnail of tiles on the
Dashboard. Click the Services thumbnail of any tile to see more information about the ser-
vices that generated the alerts.
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( Quick check

m Can you modify the account logon settings or recovery options for services running
on remote servers by using the tiles on the Dashboard?
Quick check answer

® No, you can only start, stop, restart, pause, and resume services on remote servers
by using the tiles on the Dashboard. To configure other settings for services, open
the Services MMC console from Administrative Tools.

Collecting performance data

Server Manager enables you to collect performance data on remote servers and then display
alerts on the Dashboard whenever certain performance criteria are met.

Configuring collection of performance data
You can configure collection of performance data for the servers listed on any of these pages:
m Local Server
m All Servers
m Role-specific pages
m Pages for server groups you created

For example, to configure the collection of performance data for servers listed on the All
Servers page, do the following:

1. Select the All Servers page in Server Manager.

2. In the Performance tile, right-click any servers that show Counter Status as Off and
select Start Performance Counters from the context menu.

3. Inthe Performance tile, click Tasks and select Configure Performance Alerts to open
the All Servers: Configure Performance Alerts dialog box, as shown in Figure 3-12.
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= All Servers : Configure Performance Alerts == -

Set Performance Alert Thresholds

After you change thresholds and click Save, updated data is displayed for this group or role.
CPU (3 usage) &5

Memory (MB available) 2

Set Performance Graph Display Period

The performance graph area for this role or server group displays performance data for the number of days
specified in the Graph display period setting. Lower values show a shorter graph.

Graph display period (days) H

Save Cancel

FIGURE 3-12 Collect performance data.

4. Specify performance alert thresholds for CPU usage and available memory and config-
ure the graph display period in days.

Configuring performance alerts

When performance data is being collected for the servers listed on a particular page, you can
configure the Dashboard tile for that page to display alerts whenever performance meets the
specified criteria. To continue the preceding example, you can configure the All Servers tile on
the Dashboard to display performance alerts by doing the following:

1. Select the Dashboard in Server Manager.

2. Inthe All Servers tile, click Performance to open the All Servers - Performance Detail
View dialog box shown in Figure 3-13.
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0 Performance

Resource type

All Servers - Performance Detail View

- | O -
Hide Alert Criteria ()

Time period 24

Hours !

Servers

All

Hide Alerts

-
Server Name  Counter Status

CPU Alert Count

Memory Alert Count

First Occurrence  Last Occurrence

‘ Go To All Servers | | QK | | Cancel

FIGURE 3-13 Configure performance alerts.

3. Specify the conditions for displaying performance alerts by configuring the following:

Whether CPU or Memory can generate an alert. (By default, both can generate

alerts.)

The time period during which the performance condition occurred. (By default, this
is during the last 24 hours.)

The servers on which the performance condition occurred. (Deselect any servers for
which you don’t want to use the Dashboard to generate event alerts.)

Performance alerts are indicated by red numbers next to the Performance thumbnail of
tiles on the Dashboard. Click the Performance thumbnail of any tile to see more information
about the condition that generated the alerts.

Viewing status notifications

Status notifications about running tasks are indicated in two places in Server Manager:

m By a gray number icon beneath, a yellow warning icon beneath, or a red box around
the Notification icon in the menu bar at the top of each page

m By a yellow or red message bar beneath the title bar of the appropriate tile

Figure 3-14 shows an example of both of these types of notifications.
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« All Servers

Server Manager

Manage  Tools

Sm= SERVERS

22 Dashboard .

B Local Server

H& All Servers i~

f§l AD DS
£ DNs
¥E File and Storage Services P

Al servers | 3 total

Refresh failed

P @

R) -
)

Server Name | IPv4 Address  Manageability

172.16.11.231 Online - Cannot get BPA results

1/22/2014 1

Last Update Wi

SEA-SRV-1  172.16.11.232 Online - Cannot get BPA results  1/22/2014 11:25:41 AM 00
SEA-SRV-2  172.16.11.233 Online - Verify WinRM 3.0 servic... 1/22/2014 11:26:04 AM -
< [ >

FIGURE 3-14 These are examples of status notifications.

Clicking the message bar in Figure 3-14 displays full details concerning any status notifica-
tions in a separate Task Details dialog box, like the one shown in Figure 3-15. Note that the
lower pane of this dialog box shows examples of both error and warning notifications.

= All Servers Task Details

=B

All Servers Task Details and Notifications

All Tasks | 1 total

Fitter L B~ @~

Status Task Name Stage Message Action

Refresh failed

Automatic Refresh Complete

Notificatis

Status  Notification Time Stamp

SEA-SRV-2 ; Configuration refresh failed with the following error: The metadata failed to be retrieved from the 1/22/2014 11:26:00 AM
server, due to the following error: WinRM cannot complete the operation. Verify that the specified computer

name is valid, that the computer is accessible over the network, and that a firewall exception for the WinRM

service is enabled and allows access fro computer. By default, the WinRM firewall exception for public
profiles limits access to remote computers within the same local subnet.
SEA-SRV-1 : BPA result refresh message: The system was unable te open ene er more BPA results because the 1/22/2014 11:25:41 AM
results either do not exist, the results are carmupted, or you do not have sufficient access rights to open them.

i, For more infermatien, see the Operational channel in the ServerManager-ManagementProvider error log on
the target server.

FIGURE 3-15 View full details of status notifications.

Clicking the Notifications flag displays brief summary information concerning any notifica-
tions that have been raised, as shown in Figure 3-16. Clicking Task Details at the bottom of

this summary information opens the dialog box shown previously in Figure 3-15.
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Server Manager = I=|-
@ - « All Servers - ig_)l [' Manage Tools  View  Help

€ Automatic Refresh | x
I8 Dashboard ——
Refresh failed

70

B Local Server

All Servers

§l AD DS
o §. Automatic Refresh

== DNS —— Last Update
W% File and Storage Services P Refresh completed with one or more waming

esults  1/22/2014 11:32:59 AM N,
esults  1/22/2014 11:32:59 AM 00
servic... 1/22/2014 11:3456 AM -

messages

Task Details

FIGURE 3-16 View brief summary information about status notifications.

¥ Quick check

m  What type of indication does Server Manager display when a task has failed?

Quick check answer

m The Notifications flag on the menu bar at the top of any Server Manager page dis-
plays a red box around it.

Lesson summary

m You need to add servers to the server pool before you can manage them using Server
Manager.

m  Organizing servers into server groups makes them easier to manage in large, distrib-
uted environments.

m Server Manager can collect events and performance data from managed servers and
display alerts when certain conditions are met.

® You can use Server Manager to perform some basic service management tasks.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.
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1.

Your organization has six servers running Windows Server 2012 in a domain environ-
ment. Only four of those servers are listed on the All Servers page of Server Manager.
What should you do to ensure the remaining two servers are also listed on this page?

A. Create a server group and add the two servers to the group.
B. Create a server pool and add the two servers to the pool.

C. Add the servers to an existing server group.

D. Add the servers to your server pool.

Which of the following are not purposes for creating server groups in Server Manager?
(Choose all that apply.)

A. You can assign privileges to servers by adding them to server groups.

B. You can use server groups to facilitate managing servers at different geographical
locations.

C. You can use server groups to facilitate the delegation of permissions for servers
used by different departments in your organization.

D. You can nest server groups to create a hierarchical collection of servers that mir-
rors the administrative responsibilities of your IT staff.

You configured the Performance tile on the All Servers page to set a performance alert
threshold for CPU usage of 60 percent because when you opened the Performance tab
of Task Manager on those servers, you noticed that several of your managed servers
were experiencing heavy load. However, three hours later you notice that no alerts
have been raised on the Performance tile of the All Servers page, even though the
servers still appear to be under heavy load. Why? (Choose all that apply.)

A. You neglected to enable performance counters on those servers.

B. The minimum graph display period for performance alerts is one day, and that
much time has not elapsed yet.

C. You configured Server Manager properties to a refresh period of more than three
hours.

D. You have not yet added the servers to a custom server group.

Which of the following service management tasks can you not perform on remote
servers by using a Services tile on one of the Server Manager pages?

A. Stopping a service
B. Pausing a service
C. Starting a service

D. Changing the Startup Type option of the service
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Lesson 3: Installing roles and features

Roles and features provide additional functionality for Windows servers, such as the capability
of using the server as a print server on your network. This lesson demonstrates how to install
roles and features on a server running Windows Server 2012 or Windows Server 2012 R2
using both Server Manager and Windows PowerShell commands. Later chapters examine
how to configure and manage specific roles, such as Active Directory Domain Services, DHCP
Server, DNS Server, File And Storage Services, Hyper-V, and Print And Document Services.

After this lesson, you will be able to:
m Use Server Manager to install or remove roles and features on remote servers.

® Use Windows PowerShell to install or remove roles and features on remote
servers.

Estimated lesson time: 30 minutes

Prerequisites for installing roles and features

To install a role or feature on a server running Windows Server 2012 or Windows Server

2012 R2, the server must have access to the binaries for installing that role or feature. As
explained in Chapter 2, "Deploying servers,” a capability called Features On Demand enables
administrators to completely remove the binaries for roles and features from a server running
Windows Server 2012 or Windows Server 2012 R2 to reduce the amount of disk space the
operating system uses.

If the binaries for a particular role or feature you want to install on a server have previously
been removed from the server's system drive, Windows Server 2012 and Windows Server
2012 R2 can obtain these binaries in several ways:

m By downloading them directly from Windows Update.

m By copying them from the side-by-side store (SxS) folder on a running installation of
the same edition and service pack level as your server. To do this, share the SxS folder
or a parent folder on the other server and then specify the UNC path to the shared SxS
folder when using the Add Roles And Features Wizard or the Install-WindowsFeature
cmdlet.

m By copying the entire SxS folder of an installation of the same edition and service pack
level as your server to a shared folder on a file server on your network. Then specify
the UNC path to this shared folder when using the Add Roles And Features Wizard or
the Install-WindowsFeature cmdlet.

m By using a mounted Windows image from a Windows Image (WIM) file such as the
Install.wim file in the \Sources folder on the Windows Server 2012 or Windows Server
2012 R2 product media (ISO file).
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m By using a mounted virtual hard disk file that includes an installation of the same edi-
tion and service pack level as your server.

You can use the Group Policy Editor to control whether removed binaries are downloaded
from Windows Update, and you can specify the path where the binaries can be found if their
associated roles or features need to be installed. Browse to the policy setting for controlling

this behavior:

Computer Configuration\Policies\Administrative Templates\System\Specify Settings For
Optional Component Installation And Component Repair

Figure 3-17 shows the configuration options for this policy setting.

e Specify settings for optional component installation and component repair

E‘ Specify settings for optional component installation and compenent repair

B

| Previous Setting | | Next Setting |

O Not Configured Comment:

@) Enabled

() Disabled

Supported on: [ At |east Windows Server 2012, Windows 8 or Windows RT

Opticns:

Help:

Alternate source file path

O Never attempt to download payload from
Windows Update

Contact Windows Update directly to download
[] repair centent instead of Windows Server
Update Services (WSUS)

This policy setting specifies the network lecations that will be
used for the repair of operating system corruption and for
enabling optienal features that have had their payload files
removed.

If you enable this policy setting and specify the new location, the
files in that location will be used to repair operating system
corruption and for enabling optional features that have had their
payload files removed. You must enter the fully qualified path to
the new location in the "" Alternate source file path"" text box,
Multiple locations can be specified when each path is separated
by a semicolon.

The network location can be either a folder, or a WIM file. If itis a
WIM file, the location should be specified by prefixing the path
with “wim:" and include the index of the image to use in the
WIM file. For example "wim:\\server\sharelinstall.wim:3".

If you disable or do net configure this policy setting, orif the
required files cannot be found at the locations specified in this

w

| ok [[ concel || apply

FIGURE 3-17 Specify Group Policy settings for controlling installation of previously removed role and

feature binaries.

MORE INFO FEATURES ON DEMAND CAPABILITIES

Refer to Chapter 2 for more information about the Features On Demand capabilities in
Windows Server 2012 and Windows Server 2012 R2.
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Installing roles and features using Server Manager

In previous versions of Windows Server, you could use the Add Roles Wizard and Add
Features Wizard to install roles and features, respectively, on the server. Windows Server 2012
introduced a single redesigned Add Roles And Features Wizard that provides greater flexibil-
ity and control for installing roles and features on servers. This wizard provides an easy way
for administrators of small to midsized organizations to install roles and features on servers
running Windows Server 2012 in their environment.

To use Server Manager to install a role or a feature on a server running Windows Server
2012, begin by clicking the Manage menu and selecting Add Roles And Features to open the
Add Roles And Features Wizard. The Select Installation Type page of this wizard shown in
Figure 3-18 offers two options for installing roles and features on the server:

m Role-based or feature-based installation This option is similar to that used in
previous versions of Windows Server for installing the specific roles or features you
choose.

m Remote Desktop Services installation With this option, you can deploy a complete
Remote Desktop Services infrastructure, either for session-based desktops or virtual
desktops, on either a single server or multiple servers.

[ Add Roles and Features Wizard = = -

DESTINATION SERVER

Se‘eCt ﬂSta STIC}H type Mo servers are selected.

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type
. ) Role-based or feature-based installation
Server Selection
Configure a single server by adding roles, role services, and features.

R Desktop Services i
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous Install Cancel

FIGURE 3-18 Windows Server 2012 offers two options for installing roles and features.

Choosing the first option on the Select Installation Type page opens the Select Destination
Server page of the wizard (shown in Figure 3-19), which you use to choose a remote server
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from your server pool on which to install roles and features. Note that this page includes an
option for selecting an offline virtual hard disk instead of an online server. In Windows Server
2012, you can install roles and features on offline virtual hard disks, and this capability is
described further in Chapter 10, “Implementing Group Policy.”

= Add Roles and Features Wizard = )= -

DESTINATION SERVER

Select destination server AT e e

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool

Features

Filter: [contoso

Mame IP Address Operating System

SEA-SRV-1.contoso.com 172.16.11.232 Microsaft Windows Server 2012 R2
SEA-DC-1.contoso.com 172.16.11.231 Microsaft Windows Server 2012 R2
SEA-SRV-3.contoso.com 172.16.11.234 Microsaft Windows Server 2012 R2
< " >

3 Computer(s} found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous Mext = Install Cancel

FIGURE 3-19 Select the server on which you want to install roles and features.

On the Select Server Roles page, shown in Figure 3-20, you can choose one or more roles
to install on the selected server. When you do this, the wizard might prompt you to install the
Remote Server Administration Tools for that role or feature plus any other management tools
needed for managing the role or feature.

The Select Features Page is next, and you use it to choose features to install on your server.
Additional wizard pages might also appear to provide you with additional information or con-
figuration options for the roles and features you decide to install on the server or a list of role
services from which to choose for the particular roles you are installing.

When you reach the Confirm Installation Selections page, shown in Figure 3-21, you can
select the check box if you want the remote server to be restarted if this is needed to com-
plete installation of the selected roles and features.
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Select server roles

Before You Begin
Installation Typs

Server Selection

Features

Select one or more roles to install on the selected server,

Roles

[] Active Directory Certificate Services
[] Active Directory Domain Services
[[] Active Directory Federation Services

DESTINATION SERVER
SEA-SRV-1.contoso.com

Description
Print and Document Services
enables you to centralize print server

and network printer management
tasks. With this role, you can also

receive scanned documents from
network scanners and route the
documents to a shared network.
resource, Windows SharePoint
Services site, or e-mail addresses.

Print and Document Servi.. [] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[ Application Server

[] DHCP Server

[] DNS Server

[7] Fax Server

[H] File And Storage Services (Installed)

0 Hyper-v

[[] Metwork Policy and Access Services

Print and Document S

[ Remote Access

[] Remote Desktop Services

Role Services

Corfirmation

FIGURE 3-20 Select a role to install on the server.

DESTIMATION SERVER
SEA-SRV-1.contoso.com

Confirm installation selections

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Server Selection
Server Rolas

Faatures

Print and Document Servi. Print and Document Services

. Print Server
Role Services

Export configuration settings
Specify an alternate source path

| < Previous || Next > |

FIGURE 3-21 Confirm your installation selections and choose to restart the destination server if necessary.
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At the bottom of the Confirm Installation Selections page shown in Figure 3-21 is a Specify
An Alternate Source Path link. Click this link if you previously removed any of the binaries
for the roles or features you are installing on the server. Clicking this link opens a Specify
Alternate Source Path dialog box for specifying the UNC path to the location where you can
find the binaries needed to install the roles or features.

When a new role is installed on the server, a new page for this role is added to Server
Manager. For example, Figure 3-22 shows the Print Services page, which appears after the
Print And Document Services role has been installed on one or more servers in your server
pool. A new tile named Print Services also appears on the Dashboard so that you can monitor
events, services, and the performance of your print servers and confirm their manageability.

The Notifications flag in the menu bar of Server Manager in Figure 3-22 indicates that one
informational notification has been raised. Clicking this flag provides brief summary informa-
tion concerning this notification, which indicates that installation of the selected feature has
been successful.

Server Manager = [ = -

[PI

@ ¥« Print Services & Marage  Tools  View
0 Feature installation | X
iEf Dashboard S TASKS
i eree]) Sy Installation succeeded on SEA-SRV-1.contoso.com. . B =
- '\EJ' - ()
Bi All Servers Add Roles and Features
I§l AD DS Last Update
Task Details
& DNS
. 1/22/2014 12:26:59 PM 0013}
g File and Storage Services P
i Ws2012 Servers
< mn >
EVENTS
All events | 0 total TASKS =
I

FIGURE 3-22 Each role on a managed server has its associated page in Server Manager.

J Quick check

m  What Group Policy setting can you use to specify an alternate source path for in-
stalling features whose binaries have been removed from a server?
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Quick check answer

m Specify Settings For Optional Component Installation And Component Repair,
which is found under Computer Configuration\Policies\Administrative Templates\
System in Group Policy Editor.

Installing roles and features using Windows PowerShell

You can also install roles and features on servers running Windows Server 2012 or Windows
Server 2012 R2 by using Windows PowerShell commands. This approach can be useful

for administrators who work in midsized to large environments that have many servers
deployed—for example, in a data center. You can also use Windows PowerShell to install roles
and features on offline virtual disks.

You can use the following Server Manager cmdlets for managing roles and features using
Windows PowerShell:

m Get-WindowsFeature Retrieves information about Windows Server roles, role ser-
vices, and features that are available

m Install-WindowsFeature Installs one or more Windows Server roles, role services, or
features

m Uninstall-WindowsFeature Uninstalls and removes specified Windows Server roles,
role services, or features

IMPORTANT RUNNING SERVER MANAGER CMDLETS

Server Manager cmdlets must be run with elevated permissions.

Retrieving a list of installed roles and features

You can use the Get-WindowsFeature cmdlet to retrieve information about roles, role ser-
vices, and features available on a remote server. For example, the following command displays
a list of all available roles and features and their current install state on server SEA-SRV-1:

Get-WindowsFeature -ComputerName SEA-SRV-1

To display a list of all installed roles and features on the server, pipe the output of the pre-
ceding command into the Where-Object cmdlet and use Where-Object to filter out every-
thing except roles and features whose InstallState property is equal to Installed:

Get-WindowsFeature -ComputerName SEA-SRV-1 | Where-Object InstallState -eq Installed

You can narrow your results even further by using the —-name parameter of the
Get-WindowsFeature cmdlet to select only roles and features that begin with “Print,” like this:

Get-WindowsFeature -Name Print* -ComputerName SEA-SRV-1 | Where-Object InstallState -eq
Installed
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The output from running this command against server SEA-SRV-1 verifies that the Print
Server role service of the Print And Document Services role is installed:

Display Name Name Install State
[X] Print and Document Services Print-Services Installed
[X] Print Server Print-Server Installed

REAL WORLD WINDOWS POWERSHELL 3.0 SIMPLIFIED SYNTAX

One of the improvements introduced in Windows PowerShell 3.0 is the simplification of
the syntax for the Where-Object cmdlet. If you are an administrator who already has some
familiarity with using Windows PowerShell for managing Windows servers, you might have
wondered about the syntax of some of the commands in this section. In particular, you
might have wondered why the second example didn’t look like this:

Get-WindowsFeature - ComputerName SEA-SRV-1 | Where-Object {$_.InstallState
-eq Installed}

The reason is because Windows PowerShell 3.0 and later let you eliminate the script block
notation (the curly braces), the current object placeholder ($_), and the dot property nota-
tion. These improvements make Windows PowerShell code easier to understand.

Installing roles and features

You can use the Install-WindowsFeature cmdlet to install roles, role services, and features avail-
able on a remote server. You can also use the alias Add-WindowsFeature to invoke this com-
mand. For example, the following command installs the DHCP Server role on server SEA-SRV-1:

Install-WindowsFeature -Name DHCP -ComputerName SEA-SRV-1

The output from running the preceding command looks like this:

Success Restart Needed Exit Code Feature Result

True No Success {DHCP Server}

To install the DHCP Server role with the management tools for this role, add the
—IncludeManagementTools parameter to the preceding command. If a restart is required for
the installation of a role or feature to install properly, you can force this to happen by includ-
ing the —Restart parameter in the command.

To install all of the Remote Server Administration features on this server, use this
command:

Install-WindowsFeature -Name RSAT -IncludeAll1SubFeature -ComputerName SEA-SRV-1

MORE INFO For more examples of how to use the Install-WindowsFeature cmdlet, type
Get-Help Install-WindowsFeature —examples in the Windows PowerShell console.
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Installing roles and features on multiple servers

Although Server Manager can be used to install roles and features only on a single server

at a time, you can use Windows PowerShell to install roles and features on multiple serv-

ers at the same time. You can do this by using the Invoke-Command cmdlet to run the
Install-WindowsFeature command on multiple computers. For example, this command installs
the XPS Viewer feature on servers SEA-SRV-1 and SEA-SRV-3:

Invoke-Command -ComputerName SEA-SRV-1,SEA-SRV-3 -ScriptBlock {Install-WindowsFeature
-Name XPS-Viewer}

The output from running the preceding command looks like this:

Success Restart Needed Exit Code Feature Result PSComputerName
True No Success {XPS Viewer} SEA-SRV-1
True No Success {XPS Viewer} SEA-SRV-3

NOTE INSTALLING AND REMOVING ROLES OR FEATURES FROM MULTIPLE COMPUTERS

You can use the Invoke-Command with the Server Manager cmdlets to install or remove
roles or features on up to 32 computers at a time. If you specify more than 32 comput-
ers, the additional computers will be queued. You can use the —ThrottleLimit parameter to
override this behavior.

Installing roles and features for which the payload has been removed

If the binaries for the role or feature you want to install have been removed from the server,
you can use the —Source parameter to specify the location of the binaries needed to install
the role or feature. If you don't specify this parameter, the necessary binaries will be down-
loaded from Windows Update unless this behavior has been disabled using Group Policy.
Note that downloading role or feature binaries from Windows Update can take some time.

( Quick check

m  What parameter of the Install-WindowsFeature cmdlet should you include if you
want to force the targeted server to restart to complete the installation of a role or
feature?

Quick check answer

® Include the —Restart parameter.
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Removing roles and features

You can remove roles and features from a remote server by using either Server Manager or
Windows PowerShell:

m To remove roles or features by using Server Manager, select Remove Roles And
Features from the Manage menu and complete the steps of the Remove Roles And
Features Wizard.

m To remove roles or features by using Windows PowerShell, use the
Uninstall-WindowsFeature cmdlet or its alias Remove-WindowsFeature. For help
on using this cmdlet, type Get-Help Uninstall-WindowsFeature -Detailed at a
Windows PowerShell prompt.

Lesson summary

m |f the binaries for roles or features are removed from a server, you can still install the
role or feature as long as either Windows Update is available or the needed binaries
are made available on your network.

®m You can install and remove roles and features by using either Server Manager or
Windows PowerShell.

m |f you need to install or remove roles or features from multiple servers at the same
time, you can do this by using Windows PowerShell.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1. Which of the following Windows PowerShell commands will not uninstall the Windows
Server Backup feature?

A. Uninstall-WindowsFeature -Name Windows-Server-Backup
B. Remove-WindowsFeature -Name Windows-Server-Backup
C. Get-WindowsFeature —Name *Backup* | Uninstall-WindowsFeature

D. Invoke-Command —ScriptBlock {Delete-WindowsFeature -Name
Windows-Server-Backup}

2. What action will the following command perform?

Get-WindowsFeature -Computer SERVER9 | Where-Object InstallState -eq Installed |
Uninstall-WindowsFeature

A. The command will install all available roles and features on the remote server.

B. The command will uninstall all available roles and features on the remote server.
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C. The command will uninstall all installed roles and features on the remote server.
D. The command has incorrect syntax and will generate an error.
3. What action will the following command perform?

Add-WindowsFeature -Name Web-Server -IncludeAlTSubFeature -ComputerName
SERVERS5, SERVER6

A. Because Add-WindowsFeature is an alias for the Install-WindowsFeature cmd-
let, this command will install the Web Server (IIS) role on the two remote servers
indicated.

B. Because Add-WindowsFeature is an alias for the Install-WindowsFeature cmdlet,
this command will install the Web Server (lIS) role and all of its subordinate role
services and features on the two remote servers indicated.

C. Because Add-WindowsFeature is an alias for the Install-WindowsFeature cmd-
let, this command will install the Web Server (lIS) role, all of its subordinate role
services and features, and all applicable management tools for the role and its sub-
ordinate role services and features on the two remote servers indicated.

D. The command has incorrect syntax and will generate an error.

4. If the binaries for a feature have been removed from a server, which of the following
conditions are likely to prevent the feature from being successfully installed on the
server? (Choose all that apply.)

A. Internet connectivity is down, which prevents the needed binaries from being
downloaded from Windows Update if no local source for these binaries is
present on the network and configured to be used by Server Manager or the
Install-WindowsFeature cmdlet.

B. Group Policy has been configured to prevent the needed binaries from being
downloaded from Windows Update, and there is no local source for these bina-
ries present on the network and configured to be used by Server Manager or the
Install-WindowsFeature cmdlet.

C. Group Policy has been configured to prevent the needed binaries from being
downloaded from Windows Update, and a local source for these binaries is present
on the network but has been configured incorrectly to be used by Server Manager
or the Install-WindowsFeature cmdlet.

D. The server is connected to the Internet, but the Windows Update site is temporar-
ily down, which prevents the needed binaries from being downloaded if no local
source for these binaries is present on the network and configured to be used by
Server Manager or the Install-WindowsFeature cmdlet.
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Lesson 4: Windows PowerShell automation

Automation is essential for managing data-center environments because it simplifies the

job of performing and scheduling tasks on multiple servers. Windows PowerShell 2.0, which
was introduced with Windows Server 2008 R2, included a feature called background jobs

that made it easier to automate server management tasks. Windows PowerShell 3.0, which
was included in Windows Server 2012, introduced additional features that made Windows
PowerShell a more flexible platform for automating server management. And Windows
PowerShell 4.0, which is new in Windows Server 2012 R2, provides even more powerful auto-
mation capabilities. This lesson provides an overview of some of the Windows PowerShell fea-
tures included in Windows Server 2012 and Windows Server 2012 R2 and lists some resources
for administrators who are not yet familiar with Windows PowerShell and want to learn more.

After this lesson, you will be able to:
m Use the background jobs feature in Windows PowerShell 2.0 and later.

m  Use some of the automation improvements introduced in Windows
PowerShell 3.0 in Windows Server 2012.

m Use some of the additional automation improvements introduced in Windows
PowerShell 4.0 in Windows Server 2012 R2.

= Grow your Windows PowerShell skills with the help of additional resources.

Estimated lesson time: 30 minutes

Background jobs

Windows PowerShell 2.0 introduced a feature called background jobs, which are commands
that can run asynchronously in the background. For example, the following command starts a
background job that installs the XPS Viewer feature on server SEA-DC-1:

Start-Job -ScriptBlock {Install-WindowsFeature -name XPS-Viewer -ComputerName SEA-DC-1}

The output from this command looks like this:

Id Name PSJobTypeName State HasMoreData  Location Command
4 Job4 BackgroundJob Running  True localhost Install-WindowsFeature...

PS C:\Users\Administrator>

Note that once the job is started, it runs in the background and the command prompt
returns immediately so that you can run another command.
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After a short period of time, you can use the Get-Job cmdlet to verify that the job you
started has successfully completed:

Get-Job -Name Job4

The output from this command indicates the state of the job as Completed:

Id Name PSJobTypeName State HasMoreData Location Command

4  Job4 Backgroundlob  Completed True Tocalhost Install-WindowsFeature...

A simpler way to verify that the job has completed is to select the job's State, like this:

Get-Job -Name Job4 | Select-Object State

CompTleted

NOTE THE SELECT ALIAS

You can type select as an alias for the Select-Object cmdlet.

If you want to start a background job and also display any output generated by the job’s
commands, you can use the Receive-Job cmdlet to accomplish this:

$job = Start-Job -ScriptBlock {Install-WindowsFeature -name XPS-Viewer -ComputerName
SEA-DC-1}
Receive-Job -Job $job

Success Restart Needed Exit Code Feature Result

True No Success {XPS Viewer}

Scheduled jobs

Windows PowerShell 3.0 introduced the capability of scheduling Windows PowerShell
background jobs and managing them either with Windows PowerShell or the Windows Task
Scheduler. Like tasks created with Task Scheduler, you can run scheduled jobs on a one-time
basis, on a recurrent schedule, or in response to some action or event.

For example, to create a scheduled job that installs the XPS Viewer feature on server
SEA-DC-1 at a specific time of the current day, you first use the New-JobTrigger cmdlet to cre-
ate a job trigger for the scheduled job you're going to create:

$trigger = New-JobTrigger -Once -At 6:40PM

Then you use the Register-ScheduledJob cmdlet to create the new scheduled job:

Register-ScheduledJob -Name InstallXPS -ScriptBlock {Install-WindowsFeature
-Name XPS-Viewer -ComputerName SEA-DC-1} -Trigger $trigger
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The output from the Register-ScheduledJob cmdlet looks like this:

Id Name JobTriggers  Command Enabled

1 Install1XPS 1 Install-WindowsFeature -Name XPS-View... True

Figure 3-23 shows the Microsoft\Windows\PowerShell\ScheduledJobs folder in the Task
Scheduler after the configured job trigger time has elapsed. The Last Run Result column in
the upper-right pane confirms that the job has been successfully executed.

File  Action  Miew Help

|

] Defrag

[ Device Setup

1 mEe

[] MernoryDiagnostic

] mu

[ Multimedia

[ MetCfg

] MetTrace

] MetworkfccessProte < m

E e

1 pLA, General |Triggers |Actinn5 | Conditions | Settings | Histnr}f|

':J Plug and Play = Marme: |Insta|l)(PS

= Powver Efficiency Diag

] Powvershell Location: Whlicrosofttindowes\PowerShell\Scheduled)obs
1 Scheduledlobs Authar:

[ RAC

[ Ras

= Registry

=] Rernotelpp and Desk

[ Server Manager

™| Servicing

[ shen Security options

] softwareProtectionPl;

] SpacePort -

Status  Triggers Last Run Time Last Run Result

Description:

When running the task, use the following user account:

< m

FIGURE 3-23 Use Task Scheduler to confirm the execution of a Windows PowerShell scheduled job.

A new feature of scheduled jobs in Windows PowerShell 4.0 is the —RunNow parameter
that enables you to run a scheduled job immediately instead of configuring it to run later.

MORE INFO SCHEDULED JOB CMDLETS

For more information about Windows PowerShell scheduled job cmdlets, see http://technet
.microsoft.com/en-us/library/hh849778.
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Disconnected sessions

In Windows PowerShell 2.0 and earlier, you can use the New-PSSession cmdlet to create

a Windows PowerShell session on a remote computer. When you create the new session,
Windows PowerShell establishes a persistent connection to the remote computer. These per-
sistent sessions are called PSSessions.

Windows PowerShell 3.0 introduced an enhancement to PSSessions so that any new ses-
sions you create using the New-PSSession cmdlet are saved on the remote computer. Because
of this, once you start the remote PSSession you can disconnect from it without disrupting
any commands running in the session. You can later reconnect to the remote PSSession from
the same computer or a different one.

To illustrate this capability, begin by defining two variables that contain script blocks that
start background jobs to install and uninstall the Windows Server Backup feature:
$script = {Start-Job -ScriptBlock {Install-WindowsFeature -Name Windows-Server-Backup}}

$script2 = {Start-Job -ScriptBlock {Uninstall-WindowsFeature
-Name Windows-Server-Backup}}

Note that you haven't included the —ComputerName parameter for the
Install-WindowsFeature or Uninstall-WindowsFeature commands. That's because you are
going to use the New-PSSession cmdlet to create a persistent user-managed session to the
remote server on which you want to run these commands—namely, SEA-SRV-1:

$SEASRV1 = New-PSSession -ComputerName SEA-SRV-1

The variable name $SEASRV1 was chosen to make it easy to remember that the PSSession
being created will be on the remote computer named SEA-SRV-1.

Now use the Invoke-Command cmdlet to run the first script in the remote session:

Invoke-Command $SEASRV1 $script

Id Name PSJobTypeName State HasMoreData Location  Command PSComputerName

1 Jobl BackgroundJob Running True localhost Install-WindowsFeature... SEA

The output from this command shows that a background job that installs the
Windows Server Backup feature is now running on the remote server, so you can use the
Disconnect-PSSession cmdlet to disconnect from the remote session while leaving the back-
ground job running in it:

Disconnect-PSSession -Name $SEASRV1

At this point, the Get-WindowsFeature cmdlet enables you to confirm that the Windows
Server Backup feature has been successfully installed on SEA-SRV-1:

Get-WindowsFeature -Name Windows-Server-Backup -ComputerName SEA-SRV-1

Display Name Name Install State
[X] Windows Server Backup Windows-Server-Backup Installed
136 Server remote management

From the Library of Ida Schander



Next, uninstall the feature on the remote server. You begin by using the
Connect-PSSession cmdlet to reconnect to the remote session, which is still running on
SEA-SRV-1:

Connect-PSSession -Name $SEASRV1

You then use Invoke-Command again, this time to remove the feature from the remote
server:
Invoke-Command $SEASRV1 $script2

By using Get-WindowsFeature again, you can confirm that the feature has been success-
fully removed from the remote computer.

Finally, because you're now finished managing the remote server, you pipe the output of
the Get-PSSession cmdlet, which gets all PSSessions that were created during the current ses-
sion, into the Remove-PSSession cmdlet, which closes the PSSessions:

Get-PSSession | Remove-PSSession

MORE INFO CMDLETS

For more information about the cmdlets in this section, see http://technet.microsoft.com
/en-us/library/hh849695.

( Quick check

m  What cmdlet should you use to get all the Windows PowerShell sessions on the

local and remote computers?

Quick check answer

m Use the Get-PSSession cmdlet.

Desired State Configuration

Probably the biggest new feature in Windows PowerShell 4.0 is Desired State Configuration
(DSC), which is designed to enable you to specify what software should be installed on a
server and how that software should be configured. DSC is still a work in progress, however,
and its real power is likely to be unleashed in the next version of Windows Server.

DSC works as follows. You start by creating a Windows PowerShell script block that defines
the desired configuration for the target server. The script block begins with the keyword
Configuration followed by an identifier, and the rest of the script block is contained within
braces, like this:

Configuration MyServers

{
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Inside the configuration block, you include one or more node blocks that define the
desired configuration for each node (server) in your environment. Node blocks start with the
keyword Node followed by an identifier and braces:

Configuration MyServers

{
Node "SEA-SRV-1"

{

}
Node "SEA-SRV-2"

{
}

Inside each node block, you then define resource blocks that configure specific resources
on the node. These resources can include server features, configuration settings, files and
folders, registry keys, and more. Resource blocks start with the name of the resource followed
by an identifier and braces:

Configuration MyServers

{
Node "SEA-SRV-1"
{
WindowsFeature MyServerFeatures
{
Name = "Windows-Server-Backup"
Ensure = "Present"
}
}
Node "SEA-SRV-2"
{
File MyServerFiles
{
Type = "Directory"
Ensure = "Present"
DestinationPath = "C:\Scripts"
}
}
}

In the above example, the configuration block is designed to ensure that server SEA-SRV-1
has the Windows Server Backup feature installed and that a folder named Scripts is present in
the root of C drive on server SEA-SRV-2. To invoke this configuration block, you just invoke it
by name, like this:

PS C:\> MyServers
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Invoking the configuration creates Microsoft Operations Framework (MOF) files that con-
tain the configuration information for the target nodes. The MOF files are then saved in a new
child directory of the current directory. The new child directory will have the same name as
the configuration block (MyServers in this example).

Once the MOF files have been created, you can enact this configuration by running the
following command:

Start-DscConfiguration -Wait -Verbose -Path .\MyServers

The —Wait parameter causes the command to run interactively. If you omit this parameter,
the command creates and returns a job instead.

MORE INFO For more information on DSC, see http://technet.microsoft.com/en-us
/library/dn249912.aspx.

Resources for learning Windows PowerShell

If you're new to Windows PowerShell, you can use its built-in help resources to learn about
different cmdlets. There are also a number of helpful books you can learn from.

Using Windows PowerShell help

You can use the Get-Help cmdlet to display the syntax for other cmdlets and examples of how
to use those cmdlets. For example, to display basic help for the Connect-PSSession cmdlet,
use this command:

Get-Help Connect-PSSession

To show detailed help, use this command:
Get-Help Connect-PSSession -detailed
To show some examples of how to use Connect-PSSession, use this command:

Get-Help Connect-PSSession -examples

To show detailed help and examples, use this command:

Get-Help Connect-PSSession -full

Updatable help

Windows PowerShell 3.0 introduced the capability of downloading updated help files for the
cmdlets in Windows PowerShell modules. To download the latest help files, use this command:

Update-Help
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You can also use this cmdlet to download updated help files to a shared folder on your
network so that you can install them on your servers without needing to allow those servers
to connect to the Internet. To learn how to use the Update-Help cmdlet, use this command:

Get-Help Update-Help

Enhanced online help

Windows PowerShell 3.0 also introduced the ability to display the online version of the help
for a cmdlet in your default Internet browser. To do this, include the —Online parameter with
the Get-Help cmdlet, like this:

Get-Help Connect-PSSession -Online

Save-Help improvements

Windows PowerShell 3.0 introduced a cmdlet called Save-Help that you could use to down-
load and save help content to your local computer. This made it somewhat easier to distribute
help content for Windows PowerShell modules because instead of having to download the
content to all your servers or workstations, you could just share the folder containing the
content on your local machine. The catch, however, was that the Save-Help cmdlet could only
download content for Windows PowerShell modules that are installed on the local machine.

If you needed to distribute content for a module that wasn't installed on the local machine,
you needed to download it from a server or client computer that already has that module
installed and then copy it to your shared folder.

To make downloading and distributing help content easier, Windows PowerShell 4.0
enables you to save help content for modules that are installed on remote computers so
you can copy them to your local computer even if your local computer doesn't have Internet
connectivity.

For example, let's say that a server named SEA-SRV-8 has a Server Core installation
of Windows Server 2012 R2 installed. Windows PowerShell 4.0 has a new module called
ServerCore that includes two cmdlets not previously available in earlier Windows Server
versions:

m Get-DisplayResolution Shows the current display resolution for a Server Core server
m Set-DisplayResolution Changes the display resolution for a Server Core server

You can verify this by using the Get-Command cmdlet on any Windows Server 2012 R2
installation, like this:

PS C:\> Get-Command -Module ServerCore

CommandType Name ModuleName

Function Get-DisplayResolution ServerCore

Function Set-DisplayResolution ServerCore
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Now, let’s say you want to install the help content for these commands on your local
machine by copying the content from the remote server SEA-SRV-8. To do this from your
local machine, first use the New-PSSession cmdlet to create a persistent connection to the
remote server and assign it to a variable, like this:

$a = New-PSSession -computer SEA-SRV-8

Next, use the Get-Module cmdlet to get the ServerCore module from the remote server
and assign it to another variable:
$b = Get-Module ServerCore -PSSession $a -ListAvailable

Finally, use the Save-Help cmdlet to copy the help for the ServerCore module from the
remote server to a folder on your local machine:

Save-Help -Module $b -DestinationPath C:\PShelp

Recommended books

The following are some books that Windows PowerShell experts at Microsoft have recom-
mended. These are listed in order, starting with books for beginners and ending with books
for advanced users:

m Learn Windows PowerShell 3 in a Month of Lunches, by Don Jones (Manning
Publications, 2012)

m  Windows PowerShell 3.0 First Steps, by Ed Wilson (Microsoft Press, 2014)
m  Windows PowerShell Cookbook, 3rd Edition, by Lee Holmes (O'Reilly Media, 2013)

m  PowerShell in Depth: An Administrator’s Guide by Don Jones (Manning Publications,
2013)

More recommendations for learning about Windows PowerShell can be found in the
Windows PowerShell Survival Guide in the TechNet Wiki at http://social.technet.microsoft.com
/wiki/contents/articles/183.windows-powershell-survival-guide-en-us.aspx.

Lesson summary

®m You can run Windows PowerShell background jobs asynchronously in the background
to execute commands and scripts on remote servers.

m You can use Windows PowerShell scheduled jobs to schedule PowerShell execution of
commands and scripts on remote servers.

®m You can disconnect from a Windows PowerShell session running on a remote server
and allow the commands and scripts in the session to continue to execute.

® You can reconnect to a disconnected Windows PowerShell session on a remote server.

m You can download updated help files for the cmdlets in Windows PowerShell modules.
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Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1. Which of the following statements is not true about background jobs?
A. You can view them by using the Get-ScheduledJob cmdlet.
B. You can create them by using the Start-Job cmdlet.
C. You can temporarily stop them by using the Suspend-Job cmdlet.
D. You can delete them by using the Remove-Job cmdlet.

2. What action will typing the command New-JobTrigger —Daily —At “4:15 AM”
-Dayslinterval 3 perform when it is run?

A. |t creates a new scheduled job that runs daily at 4:15 A.M. on the third day of each
week.

B. It creates a new scheduled job that runs daily at 4:15 A.M. every third day.

C. It creates a new job trigger that can be used to run a scheduled job daily at 4:15
A.M. on the third day of each week.

D. It creates a new job trigger that can be used to run a scheduled job daily at 4:15
A.M. every third day.

3. What two cmdlets would you use to create a scheduled job?
A. New-Job and New-JobTrigger
B. New-Job and New-ScheduledJob
C. New-JobTrigger and New-ScheduledJob
D. New-JobTrigger and Register-ScheduledJob
4. Which of the following is not true concerning PSSessions in Windows PowerShell 3.0?

A. Any new sessions you create using the New-PSSession cmdlet are saved on the
remote computer.

B. Once you start the remote PSSession, you can disconnect from it using the
Disconnect-PSSession cmdlet without disrupting any commands running in the
session.

C. You can later reconnect to a disconnected remote PSSession from the same or a
different computer using the Connect-PSSession cmdlet.

D. You should use PSSessions only when you need to run a single command on a
remote server, not multiple commands that share data such as a function or the
value of a variable.
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Practice exercises

The goal of this section is to provide you with hands-on practice with the following:
= [nstalling roles and features
m  Managing alerts with the Dashboard
m Scheduling tasks using Windows PowerShell jobs

To perform the exercises in this section, you need at least one clean installation of
Windows Server 2012 R2 using the Server With A GUI installation option. The server should
be a stand-alone server belonging to a workgroup, have Internet connectivity, and have no
additional roles or features installed. You should be logged on interactively to the server
using a user account that is a member of the local Administrators group but that is not the
default Administrator account. For the purpose of these exercises, the name of the server is
assumed to be SERVERL.

Exercise 1: Installing roles and features

In this exercise, you use both Server Manager and Windows PowerShell to install and remove
roles and features from a server.

1. Open a Windows PowerShell console with administrative privileges using the Run As
Administrator option.

2. Pipe the output of Get-WindowsFeature into Where-Object to display a list of currently
installed roles and features. Note any roles and features that are installed by default on
a clean installation using the Server With A GUI installation option.

3. Start Server Manager, switch to the All Servers page, and scroll down to the Roles And
Features tile. Compare what you see in that tile with the output of the command in
step 2.

4. Use Server Manager to launch the Add Roles And Features Wizard and install the
DHCP Server role on the server, including the administration tools for this role.

5. Click the Notifications flag on the menu bar of the Dashboard to confirm that the
feature installed successfully.

6. Run the command Get-WindowsFeature -Name *DHCP* to verify that both the
DHCP Server role and DHCP Server Tools feature are now installed.

7. Pipe the output of the previous command into Uninstall-WindowsFeature to uninstall
both the DHCP Server role and DHCP Server Tools feature from the server.

8. Notice the warning message that says you must restart the server to finish the removal
process. Do not restart the server yet.

9. Run the command Get-WindowsFeature -Name *DHCP* again and examine the
Install State of the DHCP Server role and DHCP Server Tools feature.

10. Use the Shutdown command to restart the server.
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11. When you log on again, use the command Get-WindowsFeature —-Name *DHCP*
again and note the Install State of the DHCP Server role and DHCP Server Tools
feature.

12. Disconnect your server from the Internet.

13. Launch the Add Roles And Features Wizard again and select .NET Framework 3.5
Features on the Select Features page.

14. Note the yellow warning message on the Confirm Installation Selections page and click
Install.

15. Note the error message. The installation of this feature failed because the binaries for
.NET Framework 3.5 (which includes .NET Framework 2.0 and .NET Framework 3.0) are
not included in a Windows Server 2012 R2 installation and must either be downloaded
from Windows Update or made available on your network. Read http://technet
.microsoft.com/en-us/library/hh831809#BKMK_FoD for more information.

16. Close the Add Roles And Features Wizard and reconnect your server to the Internet.

Exercise 2: Managing alerts with the Dashboard
In this exercise, you configure and raise alerts on the Dashboard of Server Manager.
1. Open Server Manager and select the Dashboard page.

2. Click the Notifications flag on the menu bar at the top to display any error, warning, or
information alerts that have been raised. Read the alerts and dismiss them by clicking
Remove Task (the X button) at the upper right of each alert.

3. Switch to the All Servers page and review the events listed in the Events tile.

4. Click the Tasks control in the Events tile and configure the tile to display only Error
events that occurred in the System event log during the last six hours.

5. Configure the Events tile again to display only Warning events that occurred in all
event logs during the last six hours.

6. Filter the list of events by entering the event ID of one of the listed events into the
Filter text box.

7. Click the right-side Query control, type a descriptive name for your query, and save
your query.

8. Clear the filter you applied in step 6.

9. Click the left Query control and select your previously saved query.

10. Delete your saved query and clear the filter again.

11. Sort the list of services in the Service tile by Display Name.

12. Verify that the Print Spooler service is running and then right-click the service and
stop it.

13. Switch to the Dashboard page and note the alert raised for the Services thumbnail in
the Local Server tile.
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14. Click on this alert, restart the Print Spooler service, and note that the alert previously
raised has been removed.

15. Click on the Services thumbnail in the Local Server tile and configure the tile so that a
stopped service will not raise an alert.

16. Return to the All Servers page and use the Services tile to stop the Print Spooler service
again.

17. Return to the Dashboard and note that this time no alert has been raised in the

Services tile.

18. Return to the All Servers page and restart the Print Spooler service.

Exercise 3: Scheduling tasks using Windows PowerShell
jobs
In this exercise, you create a Windows PowerShell scheduled job to install a role on the server.

1. Run the Get-ScheduledJob command and verify that there are currently no Windows
PowerShell scheduled jobs on the server.

2. Run the following command to create a new job trigger that will cause a scheduled job
to run the next time the user logs on:

$trigger = New-JobTrigger -AtLogon -RandomDelay 00:01:00
3. Find out what the —-RandomDelay parameter does in the preceding command by

reviewing the syntax of the New-JobTrigger cmdlet at http.//technet.microsoft.com
/en-us/library/hh849759.

4. Run the following command to create a scheduled job that will install all role services
of the Web Server (IIS) role when the trigger condition you created in step 2 occurs:

Register-ScheduledJob -Name MyJob -ScriptBlock {Install-WindowsFeature
-Name Web-Server -IncludeAllSubFeature -IncludeManagementTools}
-Trigger $trigger

5. Run the Get-JobTrigger MyJob command to display the trigger condition for the
scheduled job you created in step 4.

6. Use the Tools menu of Server Manager to open Task Scheduler to verify the creation of
the Windows PowerShell scheduled job you created and examine its properties. Then
answer the following question:

Question: What would happen if you right-clicked MyJob in Task Scheduler and
selected Run?

Answer: The job MyJob would run immediately to install the Web Server (IIS) role with
all its role services on the server.

7. Close Task Scheduler and return to the Windows PowerShell console.

8. Log off the server and then log on again.
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9. Open an elevated Windows PowerShell console and repeatedly run the command
Get-Job | Select-Object State until the output shows Running, indicating that the
scheduled job has begun to execute. (Hint: Press the Up arrow key followed by Enter to
rerun the command without having to retype it.)

10. Continue running the command Get-Job | Select-Object State until the output shows
Completed, indicating that the scheduled job has finished.

11. Run the command Get-WindowsFeature —-Name *Web* and view the Install State of
all role services and features associated with the Web Server (IIS) role.

12. Use Windows PowerShell to uninstall the Web Server (lIS) role and all role services and
features associated with it, including the applicable management tools.

Suggested practice exercises

The following additional practice exercises are designed to give you more opportunities to
practice what you've learned and to help you successfully master the lessons presented in this
chapter.

m Exercise 1 If you have a domain controller available, join your two Windows
Server 2012 R2 servers to the domain and try using the commands in the section
“Disconnected sessions” in Lesson 4 to install the Windows Server Backup feature on
SERVER2 by running Windows PowerShell commands on SERVERL.

m Exercise 2 If you don't have a domain controller available, try using the information
found in the section "Add and manage servers in workgroups” at http://technet
.microsoft.com/en-us/library/hh831453 to use Server Manager on SERVER1 to add
SERVER?2 to the server pool.

m Exercise 3 If you have a server running Windows Server 2008 or Windows Server
2008 R2 available, try enabling remote management on that server using the informa-
tion found at http.//technet.microsoft.com/en-us/library/hh921475 and then use Server
Manager on SERVERL to add the down-level server to the server pool.

m Exercise 4 Create a configuration block that ensures a role or feature is
installed on your local server and then invoke the configuration by using the
Start-DscConfiguration cmdlet.
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Answers

This section contains the answers to the lesson review questions in this chapter.

Lesson 1

1.

Correct answers: B, C, and D

A.

Incorrect: The Print Services page will be available in Server Manager as long as at
least one of your print servers has been added to your server pool, even if all your
print servers are currently offline.

Correct: At least one server must be running the Print And Document Services
role, and the server must have been added to your server pool for the Print
Services page to be available in Server Manager.

Correct: At least one server running the Print And Document Services role must
be present in your server pool for the Print Services page to be available in Server
Manager.

Correct: At least one server running the Print And Document Services role must
be present in your server pool for the Print Services page to be available in Server
Manager, and servers running an earlier version of Windows Server must be con-
figured for remote management before they can be added to the server pool.

Correct answers: B and D

A.

C.

Incorrect: The Dashboard is used to display alerts and does not indicate whether
remote management is enabled on the server.

Correct: If the Remote Management setting on the Local Server page displays
Enabled, remote management is enabled on the server.

Incorrect: The All Servers page is used to add servers to the server pool, create
server groups, configure event data, and perform other tasks, but it does not indi-
cate whether remote management is enabled on the server.

Correct: The output of this command indicates whether remote management is
enabled on the server.

Correct answer: B

A.

Incorrect: Remote Server Administration Tools for Windows 8.1 includes tools for
managing roles and features that run on Windows Server 2012 R2 and Windows
Server 2012. In limited cases, you also can use the tools to manage roles and
features that are running on Windows Server 2008 R2 or Windows Server 2008. So
you won't be able to manage all roles and features on servers running Windows
Server 2008 R2.

Correct: Remote Server Administration Tools for Windows 8.1 includes tools for
managing roles and features that run on Windows Server 2012 R2 and Windows
Server 2012. In limited cases, you also can use the tools to manage roles and
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features that are running on Windows Server 2008 R2 or Windows Server 2008. So
you will be able to manage some roles and features on servers running Windows
Server 2008 R2.

C. Incorrect: Remote Server Administration Tools for Windows 8.1 includes tools for
managing roles and features that run on Windows Server 2012 R2 and Windows
Server 2012. In limited cases, you also can use the tools to manage roles and
features that are running on Windows Server 2008 R2 or Windows Server 2008.
So you can manage some roles and features on servers running Windows Server
2008 R2.

D. Incorrect: Remote Server Administration Tools for Windows 8.1 must be installed
on Windows 8.1 and cannot be installed on earlier Windows versions.

Lesson 2
1. Correct answer: D

A. Incorrect: To add a server to a server group, the server must first be present in
your server pool. Because the two servers are not present in the server pool, this
action cannot be performed.

B. Incorrect: There is only one server pool, and it represents all the servers that are
currently being managed using Server Manager. You cannot create an additional
server pool, so this action cannot be performed.

C. Incorrect: To add a server to a server group, the server must first be present in
your server pool. Because the two servers are not present in the server pool, this
action cannot be performed.

D. Correct: Servers must be added to your server pool before you can manage them
using Server Manager. Find the servers by querying Active Directory or your DNS
servers or by importing their names in a text file and then add them to your server
pool.

2. Correct answers: B

A. Incorrect: Server groups cannot be used to assign privileges. They are simply a
means of logically grouping managed servers in your environment.

B. Correct: By creating different server groups for the different geographical loca-
tions of your organization, you can facilitate server management by making it easy
to determine what servers are located where.

C. Incorrect: Server groups cannot be used to delegate permissions. They are simply
a means of logically grouping managed servers in your environment.

D. Incorrect: Server groups cannot be nested.
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3. Correct answers: A and C

A.

Correct: Performance counters must be started on a server before performance
data can be collected from that server.

Incorrect: When performance counters have been started on a server, perfor-
mance data will be collected. It might take several minutes until that data is
displayed. After three hours have elapsed, however, you should certainly see some
performance data displayed in graph form.

Correct: The refresh period for Server Manager can be configured in minutes
from 1 minute to 14,400 minutes (10 days). If you configure the refresh period to
be more than three hours, the Dashboard display will not change until a refresh
occurs and you won't see any new alerts raised until it refreshes.

Incorrect: Server groups are simply a means of logically grouping managed serv-
ers in your environment. They have no effect on any configuration you perform on
the All Servers page.

4. Correct answer: D

A.

Incorrect: One or more running services can be stopped by right-clicking them in
a Services tile and selecting Stop Services.

Incorrect: One or more running services can be paused by right-clicking them in a
Services tile and selecting Pause Services as long as their Startup Type is Manual.

Incorrect: One or more stopped services can be started by right-clicking them
in a Services tile and selecting Start Services as long as their Startup Type is not
Disabled.

Correct: You cannot change the Startup Type of services from a Services tile. To do
this, you can use the Services MMC console, which you can launch from the Tools
menu of Server Manager.

Lesson 3

1. Correct answer: D

A.

Incorrect: You can use the Uninstall-WindowsFeature cmdlet to uninstall features.

Incorrect: Remove-WindowsFeature is an alias for the Uninstall-WindowsFeature
cmdlet added for backward compatibility, and you can use it to uninstall features.

Incorrect: Piping the output of the Get-WindowsFeature cmdlet into Uninstall-
WindowsFeature like this will uninstall all features that match the wildcard
*Backup*.

Correct: Delete-WindowsFeature is not a Windows PowerShell cmdlet or standard
alias, but if you change Delete to Uninstall, this command will work.
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2. Correct answer: C

A. Incorrect: The final command in the pipeline is Uninstall-WindowsFeature, which
uninstalls features, not installs them.

B. Incorrect: If a role or feature is available, it can be installed, not uninstalled.

C. Correct: Typing the command Get-WindowsFeature ~-Computer SERVER9 |
Where-Object InstallState —eq Installed will get all roles and features that are
currently installed on the remote server. Piping the output of this command into
the Uninstall-WindowsFeature cmdlet will then uninstall all installed roles and
features on the server

D. Incorrect: The syntax is valid; see answer C for the explanation.
3. Correct answer: B

A. Incorrect: The presence of the —IncludeAllSubFeature parameter in this command
indicates that the command will install not only the Web Server (lIS) feature but
also all of its subordinate role services and features.

B. Correct: The presence of the —IncludeAllSubFeature parameter in this command
indicates that the command will install the Web Server (lIS) feature and all of its
subordinate role services and features.

C. Incorrect: The absence of the —IncludeManagementTools parameter in this com-
mand indicates that the command will install the Web Server (lIS) feature and all of
its subordinate role services and features but none of the applicable management
tools for the role and its subordinate role services and features.

D. Incorrect: The syntax is valid; see answer B for the explanation.
4. Correct answers: A, B, and C

A. Correct: If no local source for these binaries is present on the network and
configured to be used by Server Manager or the Install-WindowsFeature cmdlet,
and if Group Policy has not been configured to prevent the needed binaries from
being downloaded from Windows Update, Windows will attempt to download the
needed binaries from Windows Update unless Internet connectivity is down, in
which case the install will fail.

B. Correct: If Group Policy has been configured to prevent the needed binaries from
being downloaded from Windows Update, and if there is no local source for these
binaries present on the network and configured to be used by Server Manager or
the Install-WindowsFeature cmdlet, the binaries for installing the role are not avail-
able and the install will fail.

C. Correct: If Group Policy has been configured to prevent the needed binaries from
being downloaded from Windows Update, and if a local source for these binaries
is present on the network but has been configured incorrectly to be used by Server
Manager or the Install-WindowsFeature cmdlet, the binaries for installing the role
cannot be used to install the feature.
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D. Incorrect: This scenario is possible but very unlikely because Microsoft tries to

ensure that Windows Update is always available.
Lesson 4
1. Correct answer: A

A. Correct: The Get-ScheduledJob cmdlet can be used to manage only scheduled
jobs, not manually started background jobs.

B. Incorrect: The Start-Job cmdlet can be used to start background jobs.

C. Incorrect: The Suspend-Job cmdlet can be used to pause background jobs.

D. Incorrect: The Remove-Job cmdlet can be used to delete background jobs.

2. Correct answer: D

A. Incorrect: The New-JobTrigger cmdlet is used to create job triggers, not scheduled
jobs.

B. Incorrect: The New-JobTrigger cmdlet is used to create job triggers, not scheduled
jobs.

C. Incorrect: The —Daysinterval parameter specifies the number of days between
occurrences on a daily schedule, not on a weekly schedule.

D. Correct: The —Daysinterval parameter specifies the number of days between
occurrences on a daily schedule. See http://technet.microsoft.com/en-us/library
/hh849759.

3. Correct answer: D

A. Incorrect: The New-JobTrigger cmdlet is needed to create a job trigger for your
scheduled job, but the New-Job cmdlet can be used to create only background
jobs, not scheduled jobs.

B. Incorrect: The New-Job cmdlet can be used to create only background jobs, not
scheduled jobs; however, New-ScheduledJob is not a valid Windows PowerShell
cmdlet. See http.//technet.microsoft.com/en-us/library/hh849778.

C. Incorrect: The New-JobTrigger cmdlet is needed to create a job trigger for your
scheduled job, but New-ScheduledJob is not a valid Windows PowerShell cmdlet.
See http://technet.microsoft.com/en-us/library/hh849778.

D. Correct: The New-JobTrigger cmdlet is needed to create a job trigger for your
scheduled job, and the Register-ScheduledJob cmdlet is then used to create the
scheduled job and associate it with the job trigger.

4. Correct answer: D

A.

Incorrect: In Windows PowerShell 3.0, any new sessions you create using the New-
PSSession cmdlet are saved on the remote computer.

Incorrect: You use the Disconnect-PSSession cmdlet to disconnect from a remote
PSSession without disrupting any commands running in the session.
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C. Incorrect: You use the Connect-PSSession cmdlet to reconnect to a disconnected
remote PSSession from the same computer or a different one.

D. Correct: PSSessions can be used to run multiple commands that share data, such
as a function or the value of a variable.
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Deploying domain controllers

Active Directory Domain Services (AD DS) provides a distributed database and direc-
tory service that stores and manages information about the users, computers, groups,
shares, printers, and other types of objects that comprise an organization’s IT infrastructure.
With AD DS, you can create the following:

m A forest that acts as the security boundary for your organization

m  One or more domains that define the scope of authority of administrators in your
organization

m A hierarchical collection of organizational units (OUs) to simplify delegation of
authority for managing directory objects

m Sites that map to the structure of your organization’s network

Domain controllers are servers that host AD DS within your infrastructure, and the
process for deploying domain controllers has been enhanced in several ways beginning
with Microsoft Windows Server 2012. The Active Directory Domain Services Configuration
Wizard (dcpromo.exe) used in previous Windows Server versions has been replaced with
a new Active Directory Domain Services Configuration Wizard that simplifies the task
of deploying new domain controllers to help reduce the possibility of error. Windows
PowerShell now provides a way of scripting all aspects of domain controller deployment,
making it possible to automate the mass deployment of domain controllers in data cen-
ter environments. Safeguards have also been introduced so that you can safely virtualize
domain controllers, which simplifies deployment of private and public cloud solutions.

Windows Server 2012 R2 introduced several more enhancements to Active Directory, the
most important of which is Workplace Join. Workplace Join enables information workers to
join their personal devices to the Active Directory infrastructure of their company to access
company resources and services from these devices. Workplace Join is enabled by means of
a new Device Registration Service (DRS) included in the Active Directory Federation Role in
Windows Server 2012 R2. Administrators can use Workplace Join to identify known devices
with device authentication and can then provide these devices with conditional access to
resources. The result for users is a more seamless Single Sign-On experience to company
resources from trusted devices.

This chapter describes how to prepare for the deployment of Windows Server 2012 and
Windows Server 2012 R2 domain controllers, how to deploy domain controllers using both
Server Manager and Windows PowerShell, and how to take advantage of domain-controller
virtualization.
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Lessons in this chapter:
m Lesson 1: Preparing for deploying domain controllers 154
m Lesson 2: Deploying domain controllers using Server Manager 167

m Lesson 3: Deploying domain controllers using Windows PowerShell 186

Before you begin

To complete the practice exercises in this chapter

m You need at least two servers that have a clean install of Windows Server 2012 R2 and
are configured as stand-alone servers in a workgroup. They can be either physical
servers or virtual machines, and their TCP/IP settings should be configured to provide
connectivity with the Internet.

®m You might need additional servers to perform some of the optional exercises in the
“Suggested practice exercises” section. You might also need access to installation
media for earlier Windows Server versions for some of these exercises.

m You should be familiar with basic AD DS concepts such as forests, domains, organiza-
tional units (OUs), sites, domain controllers, schema, replication, and so on.

m [t will be helpful if you also have at least rudimentary knowledge of using Windows
PowerShell.

Lesson 1: Preparing for deploying domain controllers

Careful planning is critical when you roll out or make changes to an AD DS environment

by adding, replacing, or upgrading domain controllers. A number of different scenarios are
possible, and you should identify best practices for each scenario you need to implement for
your organization. This lesson describes some common AD DS deployment scenarios and the
different ways that you can deploy domain controllers for these scenarios.

After this lesson, you will be able to:
m Describe some common AD DS deployment scenarios.

m Describe different ways Windows Server 2012 and Windows Server 2012 R2 domain
controllers can be deployed in a new forest.

m Describe different ways Windows Server 2012 and Windows Server 2012 R2 domain
controllers can be deployed in an existing forest running earlier versions of Windows
Server.

Estimated lesson time: 30 minutes
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AD DS deployment scenarios
There are two basic scenarios for AD DS deployment:

m Deploying a new forest based on AD DS in Windows Server 2012 or Windows Server
2012 R2

m Deploying domain controllers in an existing forest based on AD DS in an earlier version
of Windows Server

The sections that follow describe the high-level differences between these scenarios.

New forest deployments

If your organization has not yet deployed AD DS, you're in luck: this is your opportunity to get
it right. Although deploying a new forest based on Windows Server 2012 or Windows Server
2012 R2 AD DS is as simple as deploying your first domain controller (the forest root domain
controller), there are numerous planning considerations you need to be aware of before you
perform this task.

At a basic level, the technical requirements for deploying your forest root domain control-
ler are straightforward:

® You must have local Administrator credentials on the server.

®m You must have one or more local fixed NTFS volumes to store the directory database,
log files, and SYSVOL share.

®m You need to appropriately configure TCP/IP settings, including Domain Name Server
(DNS) server addresses.

m You either need to use an existing DNS server infrastructure or deploy the DNS Server
role with the Active Directory Domain Services role when you make your server a
domain controller.

The preceding technical requirements, however, are only a small part of the overall
AD DS planning process. The key at this stage is to plan the entire directory structure of your
organization so that you won't need to make drastic changes later, like renaming domains or
modifying your hierarchy of OUs. The details of such planning are well beyond the scope of
this book, but for readers who are interested, the "More Info” topic in this section highlights
some resources that can help you design an effective AD DS infrastructure and plan for its
implementation.

After you create your forest by deploying the forest root domain controller, you can
deploy additional controllers for the following purposes:

m Deploy additional domain controllers in your forest root domain for redundancy and
load-balancing purposes.

m Deploy domain controllers that create additional domains within your forest based on
your organization’s administrative or geographical structure.

m Deploy read-only domain controllers (RODCs) at less secure, branch office sites within
your organization.
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m Deploy virtualized domain controllers to provide greater support for private and public
cloud-computing environments.

MORE INFO RESOURCES FOR AD DS PLANNING AND DESIGN

The following resources can be helpful if you are planning an implementation of AD DS for
the first time:

m Designing and Deploying Directory and Security Services This section of the
Windows Server 2003 Deployment Guide on Microsoft TechNet—found at http://
technet.microsoft.com/en-us/library/cc787010(v=WS.10).aspx—is a bit dated, but
it's still a good starting point to learn how to design and plan an AD DS envi-
ronment. Be sure to supplement this resource, however, with the more recent
resources that follow.

m AD DS Design Guide This section of the TechNet Library—found at http://
technet.microsoft.com/en-us/library/cc754678(v=ws.10)—provides updated guid-
ance on how to design an AD DS environment based on Windows Server 2008,
Windows Server 2008 R2, or Windows Server 2012. Apart from implementing new
Windows Server 2012 R2 features like Workplace Join, the guidance in this docu-
ment also applies to designing AD DS environments based on Windows Server
2012 R2.

m Windows Server 2008 Active Directory Resource Kit from Microsoft Press This
book provides an excellent introduction to basic AD DS concepts, design, and
administration. The book is available from O'Reilly Media at http://shop.oreilly.com
/product/9780735625150.do in various formats, including APK, DAISY, ePub, Mobi,
PDF, and print-on-demand.

Finally, a good place to find answers to your AD DS questions is the Directory Services
forum on TechNet at http://social.technet.microsoft.com/Forums/windowsserver/en-us
/home?forum=winserverDS.

Best practices for new forest deployments

The actual number of domain controllers and the types needed for your environment depend
on a number of factors, but here are some key best practices to keep in mind:

m Each domain should have at least two functioning writeable domain control-
lers to provide fault tolerance. If a domain has only one domain controller and this
domain controller fails, users will not be able to log on to the domain or access any
resources in the domain. And if you have only one writable domain controller in your
domain and this domain controller fails, you won't be able to perform any AD DS
management tasks.

m Each domain in each location should also have a sufficient number of domain control-
lers to service the needs of users for logging on and accessing network resources.
The TechNet sections described in the earlier “"More Info” topic include some
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recommendations on how to determine the number of domain controllers you need
based on their hardware configuration and the number of users at the location.

m Domain controllers should be dedicated servers that are used only for hosting the
AD DS and DNS Server roles. Their full attention should be directed to performing
their main job, which is authenticating users and computers for client logons and for
accessing network resources.

m The simplest forest design has one domain. The more domains you have, the more
administrative overhead you will experience managing multiple service administrator
groups, maintaining consistency among Group Policy settings that are common to
different domains, maintaining consistency among access control and auditing settings
that are common to different domains, and so on.

m If your organization has multiple sites, such as a head office and one or more remote
branch offices, you should generally deploy at least one domain controller at each
remote office to provide users with faster logon times and more efficient access to
network resources. For best security, domain controllers at remote offices should
be RODCs.

Existing forest deployments

Most readers of this book will likely deploy new Windows Server 2012 or Windows Server
2012 R2 domain controllers in an existing Active Directory infrastructure based on Windows
Server 2008 R2, Windows Server 2008, or Windows Server 2003. There are several ways you
can introduce such changes:

m Deploying new Windows Server 2012 or Windows Server 2012 R2 domain control-
lers in an existing forest whose domain controllers are running an earlier version of
Windows Server

m Upgrading domain controllers running earlier versions of Windows Server to Windows
Server 2012 or Windows Server 2012 R2

These scenarios will be discussed later in this lesson.

IMPORTANT END OF SUPPORT DATE FOR WINDOWS SERVER 2003

Windows Server 2003 exited mainstream support in July 2010 and will exit extended sup-
port in July 2015, so if you are planning to upgrade your AD DS environment to Windows
Server 2012 or Windows Server 2012 R2, you should do it before mainstream support ends
unless you have an extended support agreement with Microsoft.
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New forest domain controller deployment

Depending on the administrative and geographical structure of your organization and the
number of users to be supported, deploying a new forest based on Windows Server 2012
or Windows Server 2012 R2 AD DS might involve several of the following domain controller
deployment scenarios:

m Deploying the first domain controller in a new forest (required)

m Deploying the first domain controller for a new domain (required if additional domains
need to be created in the forest)

m Deploying additional domain controllers in each domain to provide fault tolerance and
support the number of users at each location (recommended)

m Deploying read-only domain controllers (RODCs) at remote branch office locations
(recommended)

m Deploying virtualized domain controllers (not recommended for most production
environments)

The sections that follow provide some additional information on each of these deployment
scenarios.

First domain controller in a new forest

Installing the first domain controller in a new forest requires that you be logged on as the
local Administrator of the server. You can do this using either Server Manager or Windows
PowerShell, as demonstrated in Lessons 2 and 3 of this chapter.

Regardless of which method you use for deploying the first domain controller in your for-
est root domain, you need to provide the following information:

= Domain name Enter the fully qualified domain name (FQDN) for the root domain of
your new forest—for example, corp.contoso.com.

= Domain NetBIOS name Enter the NetBIOS name for your new forest (required if the
FQDN prefix name is longer than 15 characters).

m Forest functional level Select one of the following:
= Windows Server 2003
m  Windows Server 2008
= Windows Server 2008 R2
® Windows Server 2012 (the default for Windows Server 2012)

® Windows Server 2012 R2 (the default for Windows Server 2012 R2 and not available
for Windows Server 2012)

m Domain functional level Select one of the following:
m  Windows Server 2003
m Windows Server 2008
= Windows Server 2008 R2
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m Windows Server 2012 (set to the selected forest functional level in Windows
Server 2012)

m  Windows Server 2012 R2 (set to the selected forest functional level in Windows
Server 2012 R2 and not available for Windows Server 2012)

= Directory Services Restore Mode (DSRM) password You must specify this at the
time the server is promoted to a domain controller.

m DNS Server Indicate whether the new domain controller should also be a DNS server
(recommended).

m Database folder Specify where the AD DS database is stored. (The default location is
%windir%\NTDS.)

m Log files folder Specify where the AD DS log files are stored. (The default location is
%windir%\NTDS.)

m SYSVOL folder Specify where the AD DS SYSVOL share is located. (The default is
%windir%\SYSVOL.)

A new feature of deploying Windows Server 2012 and Windows Server 2012 R2 domain
controllers is a validation phase that is performed just prior to the promotion process. As
Figure 4-1 illustrates, this validation phase invokes a series of tests that check whether all nec-
essary prerequisites have been met to ensure that the domain controller deployment opera-
tion will succeed. You can bypass this prerequisite check when deploying domain controllers
using Windows PowerShell, but doing this is not recommended.

= Active Directory Domain Services Configuration Wizard \;Ii-
P TARGET SERVER
Prerequisites Check SEA-DC-1
‘ @ All prerequisite checks passed successfully. Click ‘Install’ to begin installation, Show mare x
Deploy Configuration

Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Cptions computer

DNS Options

Additional Cptions
~
Paths View results
SessIons.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/TLinkld=104751).

1. A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it doss not run Windows DNS server, If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain "corp.conteso.com”. Ctherwise, no action is required.

o Prerequisites Check Completed
Q All prerequisite checks passed successfully, Click ‘Install’ to begin installation, w

1, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous Mext > Install Cancel

FIGURE 4-1 This is the new validation phase that occurs during domain controller promotion using Server
Manager.
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REAL WORLD DOMAIN CONTROLLERS AND DNS SERVERS

Unless your organization uses a third-party DNS server such as BIND on your internal net-
work, you should always have all your domain controllers also function as DNS servers to
ensure high availability in distributed environments. By default, when you install the AD DS
role on a server and then promote the server to a domain controller, the DNS Server role is

automatically installed and configured.

First domain controller in a new domain

After the first domain of the forest (that is, the forest root domain) has been created, new
child domains or tree domains can be created if your AD DS design warrants doing so.
Installing the first domain controller for a new child domain or tree domain requires supply-
ing the credentials of a member of the Enterprise Admins security group, which is one of two
new security groups (the other is the Schema Admins group) that AD DS creates when the
forest root domain controller is deployed.

Deployment of domain controllers for new child domains or tree domains can be per-
formed remotely using Server Manager or Windows PowerShell. The required information is
similar to that listed in the previous section, with the addition of the following:

m Domain type Specify whether to create a new child domain or a new tree domain.

m Parent domain name Enter the name of the parent domain of which the new child
or tree domain will be a subdomain.

m DNS delegation Specify whether to create a DNS delegation that references the new
DNS server you are installing with the domain controller. (The default is determined
automatically based on your environment.)

Additional domain controllers in a domain

After you create a domain by deploying its first domain controller, you can deploy additional
domain controllers to provide fault tolerance and support the number of users at the loca-
tion. Installing additional domain controllers in a domain requires supplying the credentials of
a member of the Domain Admins security group for that domain.

You can perform deployment of additional domain controllers for a domain by using
Server Manager or Windows PowerShell. The information you will be required to provide is
similar to that listed in the previous section, with the addition of the following:

m Site name Specify the name of the AD DS site to which the domain controller should
be added.

m Global catalog Specify whether the new domain controller should host the global
catalog.

m Replication source Specify an existing domain controller to be used as the initial
replication partner for replicating a copy of the directory database to the new domain
controller. (The default is any available domain controller.)
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m Application partitions to replicate Specify application partitions on existing
domain controllers that should be replicated to the new domain controller.

= Install from media path You can choose to install the new domain controller using
backed-up media by means of the Install From Media (IFM) deployment option.

REAL WORLD DOMAIN CONTROLLERS AND THE GLOBAL CATALOG

The global catalog contains a searchable, partial representation of every object in every
domain in the forest. You can use the global catalog to quickly locate objects from any
domain in the forest without having to know the name of the domain. All your domain
controllers should also function as global catalog servers to ensure high availability in dis-
tributed environments. By default, when you promote a server to a domain controller, the
new domain controller is automatically configured as a global catalog server.

Read-only domain controllers

Read-only domain controllers (RODCs) are additional domain controllers for a domain and are
intended mainly for deployment in branch office environments that have relatively few users,
few or no IT staff, and slow wide area network (WAN) connectivity with the head office, and in
environments that lack the level of physical security controls available at a typical head office.

RODCs host read-only partitions of the AD DS database. Clients can authenticate against
an RODC but cannot write directory changes to it. RODCs include additional safeguards that
help ensure any information on the RODC remains confidential if it is stolen or if its security is
compromised.

You can remotely perform deployment of an RODC by using Server Manager or Windows
PowerShell. Deploying an RODC requires the following:

m Availability of credentials of a member of the Domain Admins for the domain
m A forest functional level of Windows Server 2003 or later

m At least one writable domain controller running Windows Server 2008 or later installed
in the domain

MORE INFO DEPLOYING RODCS

More information on how to plan the deployment of RODCs can be found in the TechNet
Library at http://technet.microsoft.com/en-us/library/cc771744(v=ws.10).

REAL WORLD RODC ON SERVER CORE INSTALLATIONS

Beginning with Windows Server 2008 R2, RODCs can be deployed on Windows Server Core
installations. Doing this helps further reduce the attack surface of your RODCs and lower
their maintenance requirements. Refer to Chapter 2, “Deploying servers,” for information
on how to convert a Server With A GUI installation of Windows Server 2012 or Windows
Server 2012 R2 to a Server Core installation.

Lesson 1: Preparing for deploying domain controllers 161

From the Library of Ida Schander


http://technet.microsoft.com/en-us/library/cc771744(v=ws.10)

162

Virtualized domain controllers

Virtualized domain controllers are domain controllers running in virtual machines on Hyper-V
hosts. Beginning with Windows Server 2012, new capabilities were introduced that help make
domain controller virtualization much safer and less prone to problems than with previous
Windows Server versions. For more information, see the following “Real World" topic.

REAL WORLD VIRTUALIZING DOMAIN CONTROLLERS

Windows Server 2012 and Windows Server 2012 R2 help enable cloud computing by
making virtualized domain controllers both easier to deploy and less prone to prob-

lems. For example, you can deploy replica virtual domain controllers by cloning existing
virtual domain controllers and then deploying them using Server Manager or Windows
PowerShell. Virtualizing domain controllers is also much safer than it was with previous
versions of Windows Server. That's because each virtual domain controller has a unique
identifier called a GenerationID that is exposed to the hypervisor on the host machine. This
helps protect the AD DS directory hosted by a virtual domain controller from unexpected
rollback events caused by the accidental application of snapshots or other occurrences that
caused duplicate directory objects and other issues in previous Windows Server versions.

For more information about these different improvements, see the section “Virtualization
that just works” in the topic “What’s New in Active Directory Domain Services (AD DS)"” in
the TechNet Library at http://technet.microsoft.com/en-us/library/hh831477#BKMK
_VirtualizationJustWorks.

( Quick check

®  What are the minimum credentials you need to deploy an additional domain con-
troller in an existing domain of a forest?

Quick check answer

® The minimum credentials you need are those for a member of the Domain Admins
security group in the target domain. You could also use the credentials of a member
of the Enterprise Admins or Schema Admins group, but these credentials should
generally be used only for managing the forest root domain and schema.

Windows Azure Active Directory

D eploying your Active Directory infrastructure on-premises isn't the only option
available for today’s businesses. Windows Azure Active Directory (Windows
Azure AD) is a cloud-based version of Active Directory that provides a subset of the
functionality of the familiar Active Directory Domain Services (AD DS) that so many
businesses around the world use as their identity and access control solution.
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Windows Azure AD provides a cloud-based identity provider that can integrate

into your on-premises AD DS deployments. Windows Azure AD is also the identity
solution used by Microsoft Online Services such as Windows Azure, Microsoft Office
365, Dynamics CRM Online, and Windows Intune. Because of these things and
because of its ability to integrate with web identity providers like Microsoft Account
and popular third-party providers like Google, Yahoo!, and Facebook, Windows
Azure AD can provide single sign-on for users across Microsoft Online Services,
third-party cloud services, and applications built on Windows Azure.

Using Windows Azure AD

When you log on to the Windows Azure Management Portal for the first time and
select the Active Directory tab on the left, an item called the Default Directory
appears as Active for your subscription, as shown here:

active directory

DIRECTORY  ACCESS CONTROL NAMESPACES MULTI-FACTOR AUTH PROVIDERS

NAME STATUS SUBSCRIPTION DATACENTER REGION COUNTRY OR REG... O

Default Directory => V Active Shared by all Default Dir.. United States

If you click Default Directory, a page similar to this opens:
ER Windows Azure |« D

default directory

&a Users APPLICATIONS DOMAINS DIRECTORY INTEGRATION

Your directory is ready to use.
Here are a few options to get started.

[ Skip Quick Start the next time I visit

& Explore

Add a user Video: What is Windows Azure AD?

Sign up for features in preview

2 Integrate applications

Manage access to applications Video: Programming Windows Azure AD

Add an application you're developing Integrating spplications in Windows Azure AD

X Configure your directory

Add a custom domain

Integrate with on-premises directory Video: Integrating your directory

®
0
[¢]
o
B
e
e
By
23
<.u>

Enable multi-factor authentication PrREVIEW
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As you can see from the above screenshot, you can use this page of the
Management Portal to create and manage new user accounts, add applications and
manage access to them, and perform other identity management tasks.

For more detailed information on what Windows Azure Active Directory is and how
to get started using it, see http://www.windowsazure.com/en-us/documentation

/services/active-directory/.

Deploying Active Directory using Windows Azure Virtual Machines

Windows Azure also supports other ways of deploying Active Directory in the cloud.
For example, you can deploy an entire Active Directory forest in a self-contained
manner using Windows Azure Virtual Machines. Another identity and access control
scenario that Windows Azure supports is a hybrid deployment in which you deploy
an organization’s domain controllers partly on-premises and partly on Windows
Azure Virtual Machines.

For more information on these types of deployment scenarios, see “Guidelines for
Deploying Windows Server Active Directory on Windows Azure Virtual Machines,”
which can be found at http://msdn.microsoft.com/en-us/library/windowsazure
/jj156090.aspx.

Existing forest domain controller deployment

There are two basic ways of deploying Windows Server 2012 or Windows Server 2012 R2
domain controllers in a forest whose domain controllers are running Windows Server 2008 R2
or earlier:

m [nstalling additional domain controllers running Windows Server 2012 or Windows
Server 2012 R2

m Upgrading existing domain controllers running earlier versions of Windows Server

The sections that follow provide more details about these approaches.

Installing additional domain controllers

Installing additional domain controllers running Windows Server 2012 or Windows Server
2012 R2 in a forest whose domain controllers are running an earlier version of Windows
Server involves the following steps:

1. Install Windows Server 2012 or Windows Server 2012 R2 on the servers that will
become the new domain controllers.

2. Join the new servers to the domain.

3. Use Server Manager or Windows PowerShell to install the AD DS role on the new serv-
ers and then promote them to domain controllers.
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Once deployed, the new Windows Server 2012 or Windows Server 2012 R2 domain con-
trollers can coexist with the domain controllers running earlier versions of Windows Server if
you want them to. Alternatively, you can move the Flexible Single Master Operations (FSMO)
roles from the earlier domain controllers that are running earlier versions of Windows Server
to the new domain controllers that are running Windows Server 2012 or Windows Server
2012 R2. Then you can finally demote and retire the earlier domain controllers.

NOTE PREPARING THE SCHEMA

Introducing Windows Server 2012 or Windows Server 2012 R2 domain controllers into a
forest whose domain controllers are running earlier versions of Windows Server automati-
cally causes the AD DS schema to be extended to the latest version. See Lesson 2 for more

information on extending the schema.

Upgrading domain controllers running Windows Server 2008 R2 or
earlier

Upgrading all of a forest’s existing domain controllers that are running Windows Server 2008
R2 or earlier to Windows Server 2012 or Windows Server 2012 R2 involves the following steps:

1. Prepare your forest and domains for an upgrade by using either the Windows Server
2012 or Windows Server 2012 R2 version of the Adprep.exe command-line tool
(depending on which version of Windows Server you are upgrading to) to extend your
Active Directory schema. (See Lesson 2 for more information about Adprep.)

2. Verify that the operating system of your existing domain controllers has a supported
in-place upgrade path to Windows Server 2012 or Windows Server 2012 R2.

3. Verify all prerequisites for upgrading your existing domain controllers to Windows
Server 2012 or Windows Server 2012 R2. For example, the drive that hosts the AD DS
database (NTDS.DIT) must have at least 20 percent free disk space before you begin
the operating system upgrade.

4. Perform an in-place upgrade of your existing domain controllers to Windows Server
2012 or Windows Server 2012 R2.

Upgrading Windows Server 2012 domain controllers to Windows Server
2012 R2

Upgrading all of a forest's existing domain controllers that are running Windows Server 2012
to Windows Server 2012 R2 involves the following steps:

1. Prepare your forest and domains for an upgrade by using the Windows Server 2012 R2
version of the Adprep.exe command-line tool to extend your Active Directory schema.
(See Lesson 2 for more information about Adprep.)

2. Verify all prerequisites for upgrading your existing domain controllers to Windows
Server 2012 R2. For example, the drive that hosts the AD DS database (NTDS.DIT)

Lesson 1: Preparing for deploying domain controllers 165

From the Library of Ida Schander



166

must have at least 20 percent free disk space before you begin the operating system
upgrade.

3. Perform an in-place upgrade of your existing domain controllers to Windows Server
2012 R2.

MORE INFO PREREQUISITES FOR UPGRADING DOMAIN CONTROLLERS

For more information about supported upgrade paths and other prerequisites for perform-
ing in-place upgrades of domain controllers running earlier versions of Windows Server

to Windows Server 2012 and Windows Server 2012 R2, see the topic “Upgrade Domain
Controllers to Windows Server 2012" in the TechNet Library at http://technet.microsoft
.com/en-us/library/hh994618. See also “Determine Domain Controller Upgrade Order” at
http://technet.microsoft.com/en-us/library/cc732085(WS.10).aspx.

Lesson summary

m The two main AD DS deployment scenarios are deploying new forests using Windows
Server 2012 or Windows Server 2012 R2 and deploying domain controllers into exist-
ing forests running earlier versions of Windows Server.

m Be sure to gather the necessary information and credentials before deploying AD DS
and complete any other steps needed to prepare your environment before deploying
domain controllers.

m The process of promoting member servers running Windows Server 2012 or Windows
Server 2012 R2 as domain controllers includes a prerequisites check to ensure the pro-
motion process can succeed.

m The process of promoting member servers running Windows Server 2012 or Windows
Server 2012 R2 as domain controllers automatically runs Adprep when needed to pre-
pare a forest and domains running earlier versions of Windows Server.

m You still need to run Adprep manually if you are performing in-place upgrades of
domain controllers running earlier versions of Windows Server.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1. Which of the following is not a best practice for performing new forest deployments?

A. Ensure that each domain has at least two domain controllers to provide fault toler-
ance and ensure availability. Only one of these domain controllers needs to be
writeable; the other can be an RODC.

B. Make sure that each site in your domain has a sufficient number of domain control-
lers to service the needs of users for logging on and accessing network resources.
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C. Whenever possible, keep the design of your forest simple by having only one
domain.

D. Install only the AD DS and DNS Server roles on your domain controllers; do not
install any other server roles.

2.  Which of the following information should you obtain or decide upon during the plan-
ning stage of deploying the first Windows Server 2012 or Windows Server 2012 R2
domain controller in a new forest? (Choose all that apply.)

A. The fully qualified domain name (FQDN) for the root domain of your new forest
B. The forest and domain functional levels
C. The location for the AD DS database, log files, and SYSVOL folder
D. The credentials of a member of the Domain Admins security group
3. Which of the following is not true? (Choose all that apply.)
A. Creating a DNS delegation is a required step for all AD DS deployments.

B. All domain controllers in a domain should have the DNS Server role installed and
configured to ensure high availability in distributed environments.

C. All domain controllers in a domain should be configured as global catalog servers
to ensure high availability in distributed environments.

D. Read-only domain controllers require that there be at least one writeable domain
controller running Windows Server 2003 or later installed in the domain.

Lesson 2: Deploying domain controllers using Server
Manager

Server Manager provides an easy way to deploy Windows Server 2012 and Windows Server
2012 R2 domain controllers. Server Manager is mainly intended for managing small and mid-
sized environments where the automation of domain controller deployment is not required.
This lesson demonstrates how to use Server Manager to deploy domain controllers in both
new and existing forests.

After this lesson, you will be able to:

m Use Server Manager to prepare your Windows Server 2012 or Windows Server
2012 R2 environment for domain controller deployment.

m |nstall the Active Directory Domain Services role using the Add Roles And
Features Wizard of Server Manager.

® Promote servers to domain controllers using the Active Directory Domain
Services Configuration Wizard of Server Manager.
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m Verify the promotion of servers to domain controllers.

m Demote domain controllers and remove the Active Directory Domain Services role.

Estimated lesson time: 30 minutes

Preparing for domain controller deployment

The steps for preparing to deploy Windows Server 2012 or Windows Server 2012 R2 domain
controllers using Server Manager differ depending on whether you are deploying the first
domain controller in a new forest, deploying additional domain controllers in the new forest,
or deploying domain controllers in an existing forest whose domain controllers are running
an earlier version of Windows Server.

Preparing for deploying the first domain controller in a new forest

To deploy the first Windows Server 2012 or Windows Server 2012 R2 domain controller in a
new forest using Server Manager, you should either log on locally to the server or connect to
it using Remote Desktop. No other preparation is needed for this scenario.

Preparing for deploying additional domain controllers in the new forest

After you create a new forest by deploying your first Windows Server 2012 or Windows
Server 2012 R2 domain controller, you can use Server Manager to deploy additional domain
controllers in an existing domain, create new child domains, or create new tree domains. You
can perform these tasks remotely by using Server Manager on any Windows Server 2012 or
Windows Server 2012 R2 domain controller or member server or on a Windows 8 or Windows
8.1 client computer that has the appropriate version of the Remote Server Administration
Tools (RSAT) installed.

The recommended steps for preparing to use Server Manager to deploy additional domain
controllers are as follows:

1. Make sure you have the appropriate credentials for the task you are going to perform.
For example, if you are going to add domain controllers to an existing domain, make
sure you have Domain Admin credentials for that domain. If you are going to create a
new child domain, make sure you have Enterprise Admin credentials.

2. Add the remote servers you'll be promoting to domain controllers to the server pool
so that you can manage them remotely using Server Manager.

3. Create a new server group for the remote servers you'll be promoting to domain con-
trollers and add the servers to the server group. Doing this makes it easier to promote
multiple remote servers to domain controllers simultaneously.
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Preparing for deploying domain controllers in an existing forest

Adding Windows Server 2012 or Windows Server 2012 R2 domain controllers to an existing
forest or domain running an earlier version of Windows Server first requires that you extend
the existing Active Directory schema. In previous versions of Windows Server, you used
Adprep.exe for extending the schema. Adprep is a command-line tool that was available in
the \support\adprep folder of Windows Server 2008 R2 installation media or in the \sources
\adprep folder of Windows Server 2008 installation media. The Adprep command uses
parameters such as /forestprep and /domainprep to prepare an existing forest for the intro-
duction of a domain controller running a later version of Windows Server.

Beginning with Windows Server 2012, however, Adprep is run automatically as needed
when you deploy a new Windows Server 2012 or Windows Server 2012 R2 domain controller
in an existing forest or domain running an earlier version of Windows Server. This change sim-
plifies the task of adding Windows Server 2012 or Windows Server 2012 R2 domain control-
lers to an existing forest or domain running an earlier version of Windows Server because you
no longer need to manually run Adprep before introducing the new domain controllers into
your forest.

Adprep is also available as a stand-alone command-line tool in the \support\adprep folder
of Windows Server 2012 and Windows Server 2012 R2 installation media. The stand-alone
version of Adprep is required for certain scenarios, such as performing an in-place upgrade
of your first Windows Server 2012 or Windows Server 2012 R2 domain controller. In this case,
you must run Adprep manually to prepare your forest and its domains before you begin
upgrading your existing domain controllers to Windows Server 2012 or Windows Server
2012 R2.

NOTE ADPREP SYNTAX

To display the syntax and usage examples for Adprep, type <drive>\support\adprep
\adprep at a command prompt, where drive is the letter for the drive where your installa-
tion media can be found.

You can use the Windows Server 2012 version of Adprep to extend the schema of an exist-
ing forest whose domain controllers are running any of the following versions of Windows
Server:

= Windows Server 2008 R2
= Windows Server 2008
® Windows Server 2003 R2
= Windows Server 2003

However, the following considerations apply when running the Windows Server 2012 ver-
sion of Adprep:

®m You must have the credentials of a member of the Enterprise Admins group to run the
Adprep /forestprep command.
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m  Adprep can be run only on a server (domain controller, member server, or stand-alone
server) that is running a 64-bit version of Windows Server 2008 or later. You cannot
run Adprep on a server running Windows Server 2003 or a 32-bit version of Windows
Server 2008.

m  The server on which you run Adprep must have network connectivity to the schema
master of the existing forest.

m The server on which you run Adprep must have network connectivity to the infrastruc-
ture master of the existing domain where you want to add a new Windows Server 2012
domain controller.

You can use the Windows Server 2012 R2 version of Adprep to extend the schema of
an existing forest whose domain controllers are running any of the following versions of
Windows Server:

= Windows Server 2012

= Windows Server 2008 R2

= Windows Server 2008

= Windows Server 2003 R2

= Windows Server 2003

Similar considerations apply when running the Windows Server 2012 R2 version of Adprep
as when running the Windows Server 2012 version.

REAL WORLD VERIFYING ADPREP

You can use the Dsquery.exe command-line tool to verify whether Adprep has extended
your forest’s schema. For example, let’s say your existing forest has domain controllers run-
ning Windows Server 2008 R2. To determine the current schema level of your forest, open
a command prompt on one of your domain controllers and run the following command:

s

dsquery * cn=schema,cn=configuration,dc=fabrikam,dc=com -scope base
-attr objectVersion

The output from this command looks like this:

objectVersion
47

Next, take a server running Windows Server 2012, join it to a domain in your forest, and
use Server Manager to promote the server to a domain controller. After you finish intro-
ducing the new domain controller into your forest, rerun the preceding dsquery command
on the domain controller on which you previously ran it. The output from the command
looks like this:

objectVersion
56
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The version number 56 indicates that the schema of your forest has been extended to
include domain controllers running Windows Server 2012.

Finally, take a server running Windows Server 2012 R2, join it to a domain in your forest,
and use Server Manager to promote the server to a domain controller. After you fin-

ish introducing the new domain controller into your forest, rerun the preceding dsquery
command on the domain controller on which you previously ran it. The output from the
command looks like this:

objectVersion
69

The version number 69 indicates that the schema of your forest has been extended to
include domain controllers running Windows Server 2012 R2.

( Quick check

m  When deploying additional domain controllers in a forest using Server Manager,
why should you create a server group using Server Manager for the remote servers
you'll be promoting to domain controllers?

Quick check answer

m You should create a server group so that you can more easily promote them
remotely as domain controllers and manage them.

Installing the AD DS role

Before you can promote a server to a domain controller, you must first install the AD DS

role on the server. To do this using Server Manager, select Add Roles And Features from the
Manage menu to launch the Add Roles And Features Wizard. On the Select Server Roles page
of the wizard, select the Active Directory Domain Services role and confirm the installation of
the tools for managing AD DS, as shown in Figure 4-2.
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& Add Roles and Features Wizard =
DESTINATION SERVER
Select server roles seanc
X
Select one or more roles to install on the selected server.
Roles Description
| &) Active Directory Domain Services

(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS
uses domain controllers to give
Bjervices network users access to permitted
resources anywhere on the network
through a single logon process,

il Services

Add features that are required for Active Directory
Domain Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

[Tools] Group Policy Management

4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
4 AD DS Tools I
[Tools] Active Directory Administrative Center ' 4 B

[Tools] AD DS Snap-Ins and Command-Line Teols ]
fious | MNext > | ‘ Install | | Cancel

Include management tools (if applicable)

| Add Fea‘h.lrﬁ| | Cancel |

FIGURE 4-2 Install the AD DS role with the role-management tools.

Running the AD DS Configuration Wizard

When you complete the installation of the role, the final page of the AD DS Configuration
Wizard prompts you to promote the server to a domain controller. If you close the wizard at
this point, you can still access the link to promote the server from the Notifications menu of
Server Manager, as shown in Figure 4-3.
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= Server Manager == -

« Dashboard

1, Post-deployment Cenfigura... |

IZ% Dashboard [ ]

= Configuration required for Active Directory Domain
L el Services at SEA-DC-1 E
:E All Servers Promote this server to a domain controller -t,-HS |OCa| server
Igl AD DS . .
- Feature installation
BE File and Storage Service R ——
Configuration required. |nstallation succeeded on 5 and features
SEA-DC-1.
Add Roles and Features er servers to manage
Task Details Server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:2 | Servergroups: 1 | Servers total: 1 -

FIGURE 4-3 You can use the Notifications menu to promote the server to a domain controller.

Clicking the link to promote the server to a domain controller launches the AD DS
Configuration Wizard. The steps of this wizard depend on which type of domain controller
deployment scenario you are performing. The upcoming sections cover the following sce-
nario types:

m  First domain controller in new forest
m Additional domain controller in new domain
m First Windows Server 2012 or Windows Server 2012 R2 domain controller in existing

forest

First domain controller in new forest

After you have added the AD DS role to the server, using the AD DS Configuration Wizard to
promote the server to the first domain controller in a new forest involves the following steps:

1. On the Deployment Configuration page of the wizard, shown in Figure 4-4, select the
Add A New Forest option and specify the root domain for your new forest. Then pro-
ceed through the wizard and perform the steps that follow.
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[ Active Directory Domain Services Configuration Wizard I;li-

. . TARGET SERVER
Deployment Configuration SEA-DC-1

Deployment Configuration )

Select the deployment operation
Domain Controller Options i o .
() Add a domain controller to an existing domain
Additional Gptions ) Add a new domain to an existing forest

@ Add 3 new forest

Specify the domain information for this operation

Root domain name: corp.contose.com

More about deployment configurations

FIGURE 4-4 Deploy the first domain controller for a new forest using the AD DS Configuration
Wizard.

2. On the Domain Controller Options page, specify a functional level for your new forest
and root domain. The default forest and functional levels are Windows Server 2012
if your server is running Windows Server 2012 or Windows Server 2012 R2 if your
server is running Windows Server 2012 R2. If you have no domain controllers running
earlier versions of Windows Server in your environment, you should leave the defaults
unchanged.

3. On the same page, specify whether your domain controller should also be a DNS
server. Microsoft recommends that all domain controllers also be DNS servers to
ensure AD DS availability.

4. On the same page, note that the first domain controller must be a global catalog
server and that it cannot be an RODC.

5. On the same page, enter a password for the Directory Services Restore Mode (DSRM)
administrator account.

6. On the DNS Options page, specify DNS delegation options if you are integrating AD
DS with an existing DNS infrastructure. To do this, you can manually create a delega-
tion for your new DNS server in its authoritative parent zone to ensure reliable name
resolution from outside your AD DS environment. For example, if the root domain
name of your new forest is corp.contoso.com, as shown in Figure 4-4, you create a
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delegation for your DNS server in the authoritative parent zone on the DNS server that
manages the public contoso.com domain for your organization.

7. On the Additional Options page, the wizard suggests a NetBIOS name for your forest
root domain. You can either accept what the wizard suggests or specify a different
name of up to 15 Internet-standard characters (A-Z, a—z, 0-9, and "-") but not entirely
numeric.

8. On the Paths page, specify the location of the AD DS database, log files, and SYSVOL
or accept the defaults.

9. The Review Options page displays the results of your selections.

10. The Prerequisites Check page verifies that all prerequisites have been met for suc-
cessfully deploying the domain controller. See Figure 4-1 earlier in this chapter for an
example of what this wizard page looks like.

11. Clicking Install promotes the server to a domain controller and automatically reboots
the server at the end of the promotion operation.

REAL WORLD WINDOWS POWERSHELL BEHIND THE WIZARD

The AD DS Configuration Wizard is built entirely on Windows PowerShell. In other words,
you can think of the wizard as a Ul that simply runs a Windows PowerShell command
whose parameters are determined by the selections you make on the different wizard
pages. On the Review Options page of the wizard, you can click View Script to display
the Windows PowerShell script in Notepad. For example, if you are deploying the first
Windows Server 2012 R2 domain controller in a new forest whose forest root domain is
corp.contoso.com, the script that performs this action looks like this:

#

# Windows PowerShell script for AD DS Deployment
#

Import-Module ADDSDeployment
Install-ADDSForest °
-CreateDnsDelegation: $false °
-DatabasePath "C:\Windows\NTDS" °
-DomainMode "Win2012R2" °
-DomainName "corp.contoso.com" °
-DomainNetbiosName "CORP" °
-ForestMode "Win2012R2" °
-InstallDns:$true °

-LogPath "C:\Windows\NTDS" °
-NoRebootOnCompletion:$false °
-SysvolPath "C:\Windows\SYSvOL" °
-Force:$true

Being able to view the script behind the wizard provides several benefits. First, it enables
you to quickly learn the syntax of Windows PowerShell cmdlets for AD DS deployment.
Second, you can copy these scripts, customize them, and use them to automate the
deployment of other domain controllers in your environment.
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MORE INFO NAMING YOUR NEW FOREST

For some recommendations on how to name the forest root domain of a new forest, see
the topic “Selecting the Forest Root Domain” in the TechNet Library at http://technet
.microsoft.com/en-us/library/cc726016(v=WS.10).aspx.

Additional domain controller in new domain

After you deploy the first domain controller in a new domain or forest, you should deploy

at least one additional domain controller in the domain for fault tolerance. After adding the
AD DS role to the server that will become the additional domain controller, you can use the
AD DS Configuration Wizard to promote the server to be an additional domain controller for
the domain by performing the following steps:

1. On the Deployment Configuration page of the wizard, shown in Figure 4-5, select the
Add A Domain Controller To An Existing Domain option. Specify the domain to which
you want to add the new domain controller, and if your current logon credentials
have insufficient privileges to perform the option, click Change and specify suitable

credentials.
[ Active Directory Domain Services Configuration Wizard == -
D | t C 1; - t TARGET SERVER
ep Oym en on |g uration SEA-SRV-l.corp.contoso.com
Deployment Configuration )
Select the deployment operation
Domain Centroller Options ) .
(@) Add a domain controller to an existing domain
Additional Options ) Add a new domain to an existing forest
Paths ) Add a new forest
Specify the domain information for this operation
Domain: corp.contoso.com
Supply the credentials to perform this operation
CORP\Administrator (Current user)

More about deployment configurations

FIGURE 4-5 Deploy an additional domain controller to an existing domain.

2. On the Domain Controller Options page, specify whether your domain controller
should also be a DNS server. (This option is selected by default.)
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10.

On the same page, specify whether your domain controller should also be a global
catalog server. (This option is selected by default.)

On the same page, specify whether your domain controller should also be an RODC.
You should have at least two writeable domain controllers in every domain in your for-
est, so do not select this option if this is the second domain controller in your domain.

On the same page, specify the name of the existing AD DS site to which the new
domain controller should belong. (The default is Default-First-Site-Name.)

On the same page, enter a password for the DSRM administrator account.

On the DNS Options page, specify DNS delegation options if you are integrating
AD DS with an existing DNS infrastructure.

On the Additional Options page, select the Install From Media (IFM) option if you

used the Ntdsutil.exe tool to create installation media for additional domain control-
lers that you are deploying in the domain. You can use the Install From Media (IFM)
option to minimize the replication of directory data over your network, which helps
make deploying additional domain controllers at remote sites more efficient. If you are
deploying additional domain controllers at your organization’s hub site (its headquar-
ters or central office), however, you generally will not use the IFM option.

On the same page, if you are not using the IFM option for deploying additional
domain controllers, you can select which domain controller in your domain the new
additional domain controller should use as an initial replication partner for pulling
down a copy of the AD DS database. By default, your new domain controller replicates
from any available domain controller in the domain, but you have the option of speci-
fying a particular domain controller as its initial replication partner.

Complete the remaining steps of the wizard to deploy the additional domain controller
in the domain.

MORE INFO INSTALL FROM MEDIA

For more information about deploying domain controllers using the Install From Media
(IFM) option, see the topic “Installing AD DS from Media” in the TechNet Library at http://
technet.microsoft.com/en-us/library/cc770654(v=WS.10).aspx.

First Windows Server 2012 or Windows Server 2012 R2 domain
controller in existing forest

You can also use the AD DS Configuration Wizard to deploy Windows Server 2012 or

Windows Server 2012 R2 domain controllers in a forest or domain whose existing domain
controllers are running Windows Server 2008 R2, Windows Server 2008, or Windows

Server 2003. As explained earlier in this lesson, when you use the wizard to deploy the first

Windows Server 2012 or Windows Server 2012 R2 domain controller in a domain of a for-

est whose domain controllers are running earlier Windows Server versions, the Adprep tool
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automatically runs to prepare the forest and domain by extending the schema to its latest
version.

The procedure that follows demonstrates this scenario by deploying a Windows Server
2012 or Windows Server 2012 R2 domain controller named VAN-SRV-3 in a forest root
domain named fabrikam.com whose existing domain controllers are all running Windows
Server 2008 R2. After you have added the AD DS role to server VAN-SRV-3, using the AD DS
Configuration Wizard to add the server as the first Windows Server 2012 or Windows Server
2012 R2 domain controller in the fabrikam.com forest involves the following steps:

1. On the Deployment Configuration page of the wizard, shown in Figure 4-6, select the
Add A Domain Controller To An Existing Domain option, specify fabrikam.com as the
forest root domain, and specify suitable credentials for performing the operation.

= Active Directory Domain Services Configuration Wizard = = -
: g TARGET SERVER
Deployment Configuration VAN-SRV-3 fabrikam.com

Deployment Configuration

Select the deployment operation
Domain Controller Options . i o .
(@) Add a domain controller to an existing domain

Additional Options ) Add a new domain to an existing forest
Paths ) Add a new forest
Specify the domain information for this operation

Domain: fabrikam.com

Supply the credentials to perform this operation

FABRIKAM\Administrator

More about deployment configurations

FIGURE 4-6 Promote the server named VAN-SRV-3 to be the first Windows Server 2012 or
Windows Server 2012 R2 domain controller in the existing fabrikam.com forest root domain.

2. Proceed through the wizard as described in the previous section until you reach the
Preparation Options page shown in Figure 4-7. This page informs you that perform-
ing this operation will prepare your forest and domain for Windows Server 2012 or
Windows Server 2012 R2 domain controllers by extending the schema. If you do not
want to extend the schema, cancel the operation and do not deploy the new domain
controller.
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= Active Directory Domain Services Configuration Wizard \;Ii-

. . TARGET SERVER
Preparation Options VAN-SRV-3.fabrikam.com

Deployment Configuration ) ) . ] : -
To install this domain controller, the wizard needs to perform the following operation(s):
Domain Controller Cptions .
* Forest and schema preparation
DNS Options )
* Domain preparation
Additional Cpticns

Paths

Preparation Options

Review Options

Prerequisites Chack

Maore about preparation options

< Previous MNext = Install Cancel

FIGURE 4-7 The wizard informs you that the forest schema will be extended if you perform this
operation.

3. Complete the remaining steps of the wizard to deploy the domain controller and
extend the schema. Note that you did not have to manually run Adprep to prepare
your forest or domain for the domain controller running Windows Server 2012 or
Windows Server 2012 R2.

Verifying the installation

After deploying a new domain controller running Windows Server 2012 or Windows
Server 2012 by using Server Manager, you should verify the installation by performing the
following steps:

1. Add the new domain controller to the server pool and to any server group you created
for grouping together your Windows Server 2012 domain controllers.

2. Select the new domain controller from any applicable page of Server Manager.
3. Check for any alerts raised concerning the new controller on the Notifications menu.

4. Scroll down the page to the Events tile and review any events raised for the new
domain controller. Pay special attention to any critical, error, or warning events raised
and perform any additional configuration or remedial action needed to address
these events.
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5. Scroll down the page to the Services tile and review the condition of the services on
the new domain controller. Make sure that all services have their startup values config-
ured appropriately and that automatic services are running.

6. Scroll down the page and start a Best Practices Analyzer (BPA) scan on the new domain
controller by selecting Start BPA Scan from the Tasks menu of the Best Practices
Analyzer tile. (See Figure 4-8.) BPAs are server management tools built into Windows
Server 2012 and Windows Server 2012 R2 that help you adhere to best practices by
scanning installed server roles and reporting any violations discovered.

[ Server Manager

b (\E:) | l' Manage Tools

_— BEST PRACTICES ANALYZER

Iz Dashboard Warnings or Errors | 0 of O total m
§ Local Server = | start BPA Scan
i All Servers il 2 Ol |Refresh
Filter applied. X Clear All
DNS Server Name Severity Title Category

No maiches found.

PERFORMANCE ! v

FIGURE 4-8 Start a BPA scan on a domain controller.

As an example, Figure 4-9 shows the results of running a BPA scan on two Windows Server
2012 or Windows Server 2012 R2 domain controllers deployed in a new forest. These domain
controllers have been grouped together in Server Manager by creating a custom server group
named Domain Controllers. The Error displayed in the Best Practices Analyzer tile indicates
that domain controller SEA-DC-1 is the PDC Emulator operations master for the forest and
needs to be able to synchronize its clock with a reliable time source on the Internet. After you
run a BPA scan on your domain controllers, be sure to carefully review the results displayed in
the tile.

Deploying domain controllers

From the Library of Ida Schander



E Server Manager = = -

BEST PRACTICES ANALYZER

Warnings or Errors | 5 of 84 total

B Local Server
s All Servers Filter L

Filter applied. * Clear All
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= DNS Server Name  Severity  Title

Domain Controllers

SEA-DC-1 Error The PDC emulator master SEA-DC-1.corp.contoso.com in this fo

g Fi ices b
Eibielandbiomgelesices SEA-DC-1 Warning All OUs in this domain should be protected from accidental del
SEA-DC-1 Warning The domain controller SEA-DC-1.corp.contoso.com should com

SEA-SRV-1 Warning All OUs in this domain should be protected from accidental del

SEA-SRV-1 Warning The domain controller SEA-SRV-1.corp.contoso.com should con|

< [

PERFORMANCE
All results | 2 total | Last 24 hours

| v

FIGURE 4-9 Review the results of a BPA scan performed on newly deployed domain controllers.

( Quick check

® You used Server Manager to install the AD DS role on a remote server, but you
closed the Add Roles And Features Wizard without first promoting the server to a
domain controller. How can you finish the job and promote the server?

Quick check answer

m  Access the link to promote the server from the Notifications menu of Server

Manager.

Uninstalling AD DS
If you need to retire a Windows Server 2012 or Windows Server 2012 R2 domain controller
from your environment—for example, to repurpose its server hardware for some other role—
you can do this using Server Manager by performing the following steps:

1. Launch the Remove Roles And Features Wizard from the Manage menu and select

your server from the server pool.

Lesson 2: Deploying domain controllers using Server Manager 181

From the Library of Ida Schander



2. On the Remove Server Roles page, deselect the Active Directory Domain Services
check box. The Validation Results page appears, indicating that you must demote the
domain controller before you can remove the AD DS role. (See Figure 4-10.)

& Remaove Roles and Features Wizard -

o Validation Results

The validation process found problems on the server from which you want to remove features,
The selected features cannot be removed from the selected server, Click OK to select different
features.

Validation

S
Results erver

. g SEA-SRV-1.corp.contoso.com

The Active Directory domain controller needs to be demoted before the AD DS role can
be removed.

Demote this domain controller

FIGURE 4-10 You must demote a domain controller before you can remove the AD DS role
from it.

3. On the Validation Results page, click Demote This Domain Controller to launch the AD
DS Configuration Wizard.

4. On the Credentials page, supply the necessary credentials to perform this operation
if your current logon credentials have insufficient privileges. If previous attempts to
remove AD DS from this domain controller failed, select the Force The Removal Of This
Domain Controller check box on this page.

5. If you are demoting the last domain controller in the domain, make sure the Last
Domain Controller In The Domain check box is selected to confirm that you want to
remove the domain from your forest. Note that this check box is displayed only if the
server is the last domain controller in the domain.

6. On the Warnings page, make sure the Proceed With Removal check box is selected to
confirm your decision to perform the demotion. Note that this page is not displayed if
you chose to force the removal of AD DS in the previous step.

7. On the Removal Options page, you have the option to remove any DNS delegations
created in the authoritative parent zone. Note that you need to supply appropriate
credentials to perform this action.

8. If you are demoting the last domain controller in the domain, you also have the
options of removing the DNS zone and any application partitions from the domain.
(See Figure 4-11.) By clicking View Partitions, you can display a list of any application
partitions in AD DS.
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[2 Active Directory Domain Services Configuration Wizard \;Ii-

. TARGET SERVER
Re mova OptIOﬂS SEA-DC-l.corp.contoso.com

[] Remove this DNS zone (this is the last DNS server that hosts the zone)

Credentials
[] Remove application partitions View Partitions

Warnings

Removal Options

DNS delegation removal credentials

<MNo credentials provided>

Maore about removal options

< Previous Mext > Demote Cancel

FIGURE 4-11 You have options for removing the DNS zone and application partitions when de-
moting the last domain controller in a domain.

9. On the New Administrator Password page, enter a password for the local Administrator
account for the server.

10. On the Review Options page, click Demote. The server restarts, and you can log on
using the local Administrator account and the new password you specified in the previ-
ous step.

11. Launch the Remove Roles And Features Wizard again from the Manage menu and
select your server from the server pool.

12. On the Remove Server Roles page, deselect the Active Directory Domain Services and
DNS Server check boxes. Finish running the wizard. When the server restarts, both the
AD DS and DNS Server roles will have been removed.

IMPORTANT REMOVING APPLICATION PARTITIONS

When you demote the last domain controller in a domain using Server Manager, you have
the option of removing any application partitions. At a minimum, when you do this you
should see the default DNS application partitions—for example:

m DC=DomainDNSZones,DC=corp,DC=contoso,DC=com

m DC=ForestDNSZones,DC=corp,DC=contoso,DC=com
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If you have other server applications deployed in your environment, you might see
additional application partitions. Before removing these partitions, make sure that your
deployed server applications will still be able to work properly unless you are also retiring
those server applications from your environment.

REAL WORLD FORCING THE REMOVAL OF AD DS

The demotion of domain controllers can fail when the domain controller on which you are
performing this action has no connectivity with other domain controllers in the domain.
If this happens, try selecting the Force The Removal Of This Domain Controller check box
on the Credentials page of the AD DS Configuration Wizard when you are attempting to
demote the domain controller.

Lesson summary

® You can use Server Manager to deploy Windows Server 2012 and Windows Server
2012 R2 domain controllers. This procedure is mainly intended for small and midsized
environments in which automating this process is not needed.

m  After you use the Add Roles And Feature Wizard to install the AD DS role on a remote
server, you can use the AD DS Configuration Wizard to promote the server to a domain
controller.

m After you deploy a domain controller, you can use Server Manager to verify the instal-
lation by reviewing the Event logs, reviewing the state of services, and running a Best
Practices Analyzer scan on the new domain controller.

®m You can use the Remove Roles And Features Wizard to uninstall the AD DS role on a
remote server, but you first need to demote the server from being a domain controller.

m Adprep is still available as a stand-alone command-line tool in the \support\adprep
folder of Windows Server 2012 and Windows Server 2012 R2 installation media
when you need to perform an in-place upgrade of your first Windows Server 2012 or
Windows Server 2012 R2 domain controller.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1. Which of the following procedures for deploying the first Windows Server 2012 R2
domain controller in a new forest is correct? (Choose all that apply.)

A. Install Windows Server 2012 R2 on your server and log on using the local
Administrator account. Open Server Manager and run the AD DS Configuration
Wizard to promote the server as a domain controller.
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Install Windows Server 2012 R2 on your server and log on using the local
Administrator account. Open Server Manager and run the Add Roles And Features
Wizard to promote the server as a domain controller.

Install Windows Server 2012 R2 on your server and log on using the local
Administrator account. Open Server Manager and run the Add Roles And Features
Wizard to install the AD DS role on the server. Then run the AD DS Configuration
Wizard to promote the server as a domain controller.

Install Windows Server 2012 R2 on your server and log on using the local
Administrator account. Open Server Manager and run the AD DS Configuration
Wizard to install the AD DS role on the server. Then run the Add Roles And
Features Wizard to promote the server as a domain controller.

Which of the following statements is not correct concerning the deployment of the
first Windows Server 2012 R2 domain controller in an existing forest running an earlier
version of Windows Server? (Choose all that apply.)

A.

You must prepare the forest and domain and extend the schema by manually
running Adprep before you use Server Manager to deploy the first Windows
Server 2012 R2 domain controller in an existing forest running an earlier version of
Windows Server.

You must select the Add A Domain Controller To An Existing Domain option on the
Deployment Configuration page of the AD DS Configuration Wizard to deploy the
first Windows Server 2012 R2 domain controller in an existing forest running an
earlier version of Windows Server.

You can use the Install From Media (IFM) deployment method to deploy the first
Windows Server 2012 R2 domain controller in an existing forest running an earlier
version of Windows Server.

If your current logon credentials have insufficient privileges to deploy the first
Windows Server 2012 R2 domain controller in an existing forest running an
earlier version of Windows Server, you can specify different credentials on the
Deployment Configuration page of the AD DS Configuration Wizard.

Which of the following is the best syntax when using the Dsquery.exe command-line
tool to verify that Adprep has successfully extended your forest's schema?

Dsquery * cn=schema,cn=configuration,dc=fabrikam,dc=com —attr objectVersion

Dsquery * cn=schema,cn=configuration,dc=fabrikam,dc=com —scope base —attr
sAMAccountName

Dsquery * cn=schema,cn=configuration,dc=fabrikam,dc=com —scope base —attr *

Dsquery * cn=schema,cn=configuration,dc=fabrikam,dc=com —scope base —attr
objectVersion
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Lesson 3: Deploying domain controllers using
Windows PowerShell

Windows PowerShell provides a way to automate the deployment of Windows Server 2012
and Windows Server 2012 R2 domain controllers. This approach to domain controller deploy-
ment can be particularly useful in large enterprise environments, data centers, and cloud-
computing scenarios. This lesson demonstrates how to use Windows PowerShell to deploy
domain controllers in both new and existing forests.

After this lesson, you will be able to:
m Prepare your environment for domain controller deployment using Windows
PowerShell.
m Use Windows PowerShell to verify the prerequisites for installing new forests,
domains, and domain controllers.
m  Use Windows PowerShell to install AD DS on servers and promote them as
domain controllers in both new and existing forests.

m Use Windows PowerShell to demote domain controllers.

Estimated lesson time: 30 minutes

Preparing for domain controller deployment

Like deploying domain controllers using Server Manager as described in the previous lesson,
the steps for preparing to deploy Windows Server 2012 and Windows Server 2012 R2 domain
controllers using Windows PowerShell differ depending on the scenario.

REAL WORLD WINDOWS POWERSHELL AND SERVER CORE INSTALLATIONS

The Server Core installation option for Windows Server 2012 and Windows Server 2012 R2
is ideal for data center environments because of its smaller servicing footprint, disk space
requirements, and attack surface. The Server Core installation option also supports install-
ing the AD DS role, so using Windows PowerShell to deploy Server Core domain controllers
is ideal for a data center.

Preparing for deploying the first domain controller in a new forest

To deploy the first Windows Server 2012 or Windows Server 2012 R2 domain controller in a
new forest, you can run Windows PowerShell commands directly on the server by either log-
ging on locally to the server or connecting to it using Remote Desktop. Another option is to
use Windows PowerShell remoting, which enables you to run Windows PowerShell commands
on one or more remote computers simultaneously by using the WS-Management protocol.
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As explained previously in Chapter 3, “Server remote management,” the remote manage-
ment capability is enabled by default on Windows Server 2012 and Windows Server 2012
R2 to make it easy to remotely manage servers using both Server Manager and Windows
PowerShell. For more information, see the section “Configuring remote management” in
Lesson 4 of Chapter 3.

The difficulty, however, is that Windows PowerShell remoting is primarily intended for
remotely managing domain-joined computers, and if you are preparing to deploy the first
domain controller in a new forest there is no domain to join! In other words, the remote
server that will be promoted to a domain controller is initially in a workgroup, not a domain.
In addition, the local computer from which you will be performing the deployment might also
be in a workgroup.

The solution is to prepare your environment by enabling the two stand-alone computers
to talk to each other using the WS-Management protocol. If the computer from which you
are performing the deployment is also running Windows Server 2012 or Windows Server
2012 R2, you just need to add the name of the remote server to the TrustedHosts list in the
local computer's WinRM configuration. Doing this enables the local computer to connect to
the remote server using NTLM as the authentication mechanism instead of Kerberos, which is
used in domain-based environments.

IMPORTANT ADDING REMOTE SERVERS TO THE TRUSTEDHOSTS LIST ON YOUR
COMPUTER

When you add a remote server to the TrustedHosts list on your computer, you allow your
credentials to be sent to the remote server without verifying the server’s identity. So add
remote servers to this list only if you are certain the network path from your computer to
the remote server machine is completely secure.

To illustrate how to do this, consider a scenario in which you have two stand-alone servers
running Windows Server 2012 or Windows Server 2012 R2: a local server named SEA-HOST-2
and a remote server named SEA-SRV-1. You want to use the Get-WindowsFeature cmdlet on
the local server to display a list of installed and available roles and features on the remote
server, but when you try to do this on the local server, you get the error indicated in the fol-
lowing code:

PS C:\> Get-WindowsFeature -ComputerName SEA-SRV-1 -Credential SEA-SRV-1\Administrator

Get-WindowsFeature : The WinRM client cannot process the request. If the authentication
scheme is different from Kerberos, or if the client computer is not joined to a domain,
then HTTPS transport must be used or the destination machine must be added to the
TrustedHosts configuration setting. Use winrm.cmd to configure TrustedHosts. Note that
computers in the TrustedHosts Tist might not be authenticated. You can get more
information about that by running the following command: winrm help config.

At line:1 char:1
+ Get-WindowsFeature -ComputerName SEA-SRV-1 -Credential SEA-SRV-1\Administrator
+
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+ CategoryInfo : DeviceError: (Microsoft.Manag...rDetailsHandle):CimException)
[Get-WindowsFeature], Exception + FullyQualifiedErrorId : UnSupportedTargetDevice,
Microsoft.Windows.ServerManager.Commands.GetWindowsFeatureCommand

The error occurs because the remote server SEA-SRV-1 is not domain-joined and therefore
must be added to the TrustedHosts list on the local server before you can manage the remote
server from the local server. You can use the Set-ltem cmdlet to do this:

PS C:\> Set-Item wsman:\localhost\Client\TrustedHosts -Value SEA-SRV-1

WinRM Security Configuration.

This command modifies the TrustedHosts Tist for the WinRM client. The computers

in the TrustedHosts 1ist might not be authenticated. The client might send credential
information to these computers. Are you sure that you want to modify this Tist?

[Y] Yes [N] No [S] Suspend [?] Help (default is "Y"): y

You can then use the Get-ltem cmdlet to verify the result:

PS C:\> Get-Item wsman:\\localhost\Client\TrustedHosts

WSManConfig: Microsoft.WSMan.Management\WSMan: :Tocalhost\Client

Type Name SourceOfValue Value

System.String  TrustedHosts SEA-SRV-1

Running the Get-WindowsFeature cmdlet now no longer throws an error:

PS C:\> Get-WindowsFeature -ComputerName SEA-SRV-1 -Credential SEA-SRV-1\Administrator

Display Name Name Install State
[ ] Active Directory Certificate Services AD-Certificate Available
[ ] Certification Authority ADCS-Cert-Authority Available

[ 1 Certificate Enrollment Policy Web Service ADCS-Enrol11-Web-Pol Available

NOTE TIPS FOR RUNNING SET-ITEM WSMAN:\LOCALHOST\CLIENT\TRUSTEDHOSTS

If you need to add another remote server to the TrustedHosts list on your local computer,
include the —Concatenate parameter when you use Set-Item the second time so that you
don't overwrite the current contents of the list. You can also suppress the Yes/No prompt
with the Set-Item cmdlet by adding the —Force parameter to it.

Preparing for deploying additional domain controllers in the new forest

Deploying additional domain controllers in a new forest is easier than deploying the first
domain controller because you already have a domain environment, which means Windows
PowerShell remoting will work without any further configuration. By running your Windows
PowerShell commands from an existing Windows Server 2012 or Windows Server 2012 R2
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domain controller in your forest or from a Windows 8 or Windows 8.1 client computer on
which the appropriate version of RSAT has been installed, you are able to deploy addi-
tional domain controllers to existing domains, install new child domains, and install new
tree domains as long as you have the appropriate credentials for the task you are going
to perform.

Preparing for deploying domain controllers in an existing forest
You can also deploy Windows Server 2012 or Windows Server 2012 R2 domain controllers in
a forest whose domain controllers are running an earlier version of Windows Server by using
Windows PowerShell as follows:
1. Install Windows Server 2012 or Windows Server 2012 R2 on a server and join the
server to an existing domain.
2. Use the Install-WindowsFeature cmdlet to install the AD DS role with its role-
management tools as follows:

Install-WindowsFeature -name AD-Domain-Services -IncludeManagementTools

3. Run commands from the ADDSDeployment module on the server to remotely install
AD DS on other domain-joined servers running Windows Server 2012 or Windows
Server 2012 R2.

Using Windows PowerShell to deploy domain controllers

The Windows PowerShell cmdlets for installing a forest, installing domains, deploying domain
controllers, and performing similar deployment tasks are found in the ADDSDeployment
module. This Windows PowerShell module is installed by default when you add the AD DS
role with its role-management tools on a server, regardless of whether the server has been
promoted to a domain controller. To see a list of the available cmdlets in this module, use the
Get-Command cmdlet as follows:

PS C:\> Get-Command -Module ADDSDeployment

CommandType Name ModuTleName

Cmdlet Add-ADDSReadOnTyDomainControllerAccount ADDSDepToyment
Cmdlet Install-ADDSDomain ADDSDeployment
Cmdlet Install1-ADDSDomainController ADDSDeployment
Cmdlet Install-ADDSForest ADDSDepToyment
Cmdlet Test-ADDSDomainControllerInstallation ADDSDeployment
Cmdlet Test-ADDSDomainControllerUninstallation ADDSDeployment
Cmdlet Test-ADDSDomainInstallation ADDSDepToyment
Cmdlet Test-ADDSForestInstallation ADDSDeployment
Cmdlet Test-ADDSReadOnTyDomainControllerAccountCreation  ADDSDeployment
Cmdlet Uninstall-ADDSDomainController ADDSDepToyment
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Verifying prerequisites

You can use the Test-ADDS* cmdlets to run a prerequisites check before attempting to
install a new forest, install a new domain, deploy a writeable domain controller, or deploy an
RODC in your environment. The output of this command will help you determine whether
your environment is ready for the operation you intend to perform or whether additional
configuration might be required. The example here shows some output from running the
Test-ADDSForestinstallation cmdlet on a stand-alone server running Windows Server 2012
or Windows Server 2012 R2 to determine whether the server satisfies the prerequisites for
becoming the first domain controller of the forest root domain of a new forest:

PS C:\> Test-ADDSForestInstallation -DomainName corp.adatum.com
SafeModeAdministratorPassword: ¥k

Confirm SafeModeAdministratorPassword: ki

WARNING: Windows Server 2012 Release Candidate domain controllers have a default for the
security setting named "Allow cryptography algorithms compatible with Windows NT 4.0"
that prevents weaker cryptography algorithms when establishing security channel
sessions.

For more information about this setting, see Knowledge Base article 942564
(http://go.microsoft.com/fwlink/?LinkId=104751).

WARNING: This computer has at Teast one physical network adapter that does not have
static IP address(es) assigned to its IP Properties. If both IPv4 and IPv6 are enabled
for a network adapter, both IPv4 and IPv6 static IP addresses should be assigned to both
IPv4 and IPv6 Properties of the physical network adapter. Such static IP address(es)
assignment should be done to all the physical network adapters for reliable Domain Name
System (DNS) operation.

WARNING: A delegation for this DNS server cannot be created because the authoritative
parent zone cannot be found or it does not run Windows DNS server. If you are
integrating with an existing DNS infrastructure, you should manually create a delegation
to this DNS server in the parent zone to ensure reliable name resolution from outside
the domain "adatum.com". Otherwise, no action is required.

Message Context RebootRequired Status

Operation completed succes... Test.VerifyDcPromo... False Success

To determine whether a remote server running Windows Server 2012 or Windows Server
2012 R2 satisfies these requirements, use the Invoke-Command cmdlet to execute the
Test-ADDSForestInstallation cmdlet on the remote server as follows:

Invoke-Command -ComputerName SEA-SRV-1 {Test-ADDSForestInstallation -DomainName corp
.adatum.com}
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First domain controller in new forest

Deploying the first domain controller running Windows Server 2012 or Windows Server 2012
R2 in a new forest is equivalent to installing a new forest and involves two steps:

1. Adding the AD DS role to the server
2. Promoting the server as a domain controller

Using Windows PowerShell, you can combine these actions into a single script you can
execute on remote servers. The following scenario uses two stand-alone servers running
Windows Server 2012 or Windows Server 2012 R2: a local server named SEA-HOST-2 and a
remote server named SEA-SRV-1. The goal is to run a script on SEA-HOST-2 that will install
a new forest, with SEA-SRV-1 being the first domain controller in the forest root domain. To
accomplish this, you could proceed as follows:

1. Begin by logging on to a local server running Windows Server 2012 or Windows
Server 2012 R2 using your administrator credentials and open an elevated Windows
PowerShell prompt. (If you are logged on with the built-in Administrator account, any
Windows PowerShell prompt you open will be elevated.)

2. Change the script execution policy on the local server to RemoteSigned by running the
following command:

Set-Execution Policy RemoteSigned

NOTE DEFAULT EXECUTION POLICY

Beginning with Windows Server 2012 R2, the default execution policy for Windows
PowerShell is RemoteSigned. This means that step 2 only has to be performed if the server
is running the earlier version of Windows Server 2012.

3. Changing the execution policy enables you to run Windows PowerShell scripts (.ps1
files) on the local server. By using Windows PowerShell remoting, you are also able to
run scripts on the remote server.

4. Open Notepad and type the following two commands:

Install-WindowsFeature -Name AD-Domain-Services -IncludeManagementTools
Install-ADDSForest -DomainName corp.adatum.com -InstallDNS

The first command installs AD DS with the role-management tools on the targeted
server. The second command promotes the targeted server as the first domain control-
ler in the forest root domain corp.adatum.com. Note that the name of the targeted
server has not been specified in this script. Use Notepad to save the script with the file
name scriptl.psl in the folder C:\scripts or some other suitable location on the local
server.

5. Run the following command on the local server to execute your script on the remote
server SEA-SRV-1:

Invoke-Command -ComputerName SEA-SRV-1 -FilePath C:\scripts\scriptl.psl
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6. When the AD DS role has finished installing on SEA-SRV-1, you will be prompted to
specify a Safe Mode Administrator Password. This password is necessary because it
enables you to log on to the new domain controller in Directory Services Recovery
Mode when needed. After entering a password and confirming it, press Y and then
ENTER to confirm that you want to promote the server as a domain controller. The
promotion process begins, as shown in Figure 4-12. Note that you can eliminate the
need to press Y and then ENTER by including the —Force parameter in the second line
of your script.

X Administrator: Windows PowerShell |L|£-

Install-ADDSForest

ng environment an input _
Verifying prerequisites for domain controller operation..

iptl.ps1

When prompt
and the appl

FIGURE 4-12 Remote server SEA-SRV-1 is being promoted to be the first domain controller in a
new forest.

7. Command output like the following will be displayed if the promotion process is
successful:

PSComputerName : SEA-SRV-1

RunspaceId : dd268942-f430-43c9-9830-7c547d1a4b73
Message : Operation completed successfully
Context : DCPromo.General.3

RebootRequired : False

Status 1 Success

The server will then be restarted to complete the promotion process. If the remote
server is a Server With A GUI installation, logging on to the server and launching
Server Manager will confirm that the AD DS and DNS Server roles have been installed
and the server is the first domain controller in the corp.adatum.com forest.
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Additional domain controller in domain

You can use the Install-ADDSDomainController cmdlet to install an additional domain con-
troller in an existing domain. For example, the following command installs and promotes a
new domain controller and DNS server in the corp.adatum.com domain using domain admin-
istrator credentials:

Install-ADDSDomainController -InstallDns -Credential
(Get-Credential CORP\Administrator) -DomainName corp.adatum.com

You will be prompted to provide and confirm the Directory Services Restore Mode (DSRM)
password during the installation process.

If you want to use local administrator credentials instead of domain administrator creden-
tials for this process, omit the —Credential parameter as follows:

Install-ADDSDomainController -InstallDns -DomainName corp.adatum.com
If you want to be prompted to supply the credentials needed to install and promote the
domain controller, use the following command instead:

Install-ADDSDomainController -InstallDns -Credential
(Get-Credential) -DomainName corp.adatum.com

You can use the Invoke-Command cmdlet to install several additional domain controllers
at once, like this:

Invoke-Command -ComputerName SEA-SRV-2, SEA-SRV-3 -ScriptBlock °
{Instal1-ADDSDomainController -InstallDns -DomainName corp.adatum.com}

NOTE MULTIPLE-LINE COMMANDS

The backtick character is an escape character in Windows PowerShell that is appended to a
line to indicate that the command continues on the next line.

First domain controller in child or tree domain

You can use the Install-ADDSDomain cmdlet to install a new child or tree domain in an exist-
ing forest by deploying the first domain controller for the new domain. For example, to install
and promote a server to be the first domain controller of a child domain hgq in the parent
domain corp.adatum.com, use this command:

Install-ADDSDomain -Credential (Get-Credential CORP\Administrator) °
-NewDomainName hq -ParentDomainName corp.adatum.com -DomainType ChildDomain °
-InstalIDNS -CreateDNSDelegation

For more information on the syntax for this command, use the Get-Help cmdlet.
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Read-only domain controllers

You can use the Add-ADDSReadOnlyDomainControllerAccount cmdlet to create an RODC
account that can be used to install an RODC in your forest. After you have created the RODC
account, you can use the InstallF-ADDSDomainController cmdlet with the —ReadOnlyReplica

parameter to deploy a new RODC in an existing domain. For more information on these cmd-
lets, use the Get-Help cmdlet.

MORE INFO INSTALLING AND PROMOTING DOMAIN CONTROLLERS

For additional examples and guidance concerning the deployment of domain controllers in
different scenarios, see the following topics in the TechNet Library:

m “Install Active Directory Domain Services” at http://technet.microsoft.com/en-us
/library/hh472162

m “AD DS Deployment Cmdlets” at http://technet.microsoft.com/en-us/library
/hh974719

See also Lesson 4 of Chapter 3.

( Quick check

®  What do you need to do before you can use one stand-alone Windows Server 2012
R2 server to remotely execute Windows PowerShell commands on another stand-
alone Windows Server 2012 R2 server?

Quick check answer

® Add the second server to the TrustedHosts list on the first server.

Verifying domain controller deployment

You can also use Windows PowerShell to verify the results of installing AD DS on remote serv-
ers and promoting them as domain controllers. For example, you can use the cmdlets of the
BestPractices module to perform BPA scans on remote servers. To illustrate this and continue
the preceding scenario, begin by using Invoke-Command on local server SEA-HOST-2 to
execute the Invoke-BPAModule cmdlet on remote server SEA-SRV-1:

PS C:\> Invoke-Command -ComputerName SEA-SRV-1 -ScriptBlock °
{Invoke-BpaModel -Model1Id Microsoft/Windows/DirectoryServices}

ModeTId : Microsoft/Windows/DirectoryServices
SubMode1Id
Success : True
ScanTime : 6/20/2012 9:30:05 PM
ScanTimeUtcOffset : -07:00:00
Detail : {SEA-SRV-1, SEA-SRV-1}
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You can then execute the Get-BPAResult cmdlet on the remote server to display the results
of the scan you performed by using this command:

PS C:\> Invoke-Command -ComputerName SEA-SRV-1 -ScriptBlock °
{Get-BpaResult Microsoft/Windows/DirectoryServices}

The output from this command will be quite extensive, so you might try piping it into the
Where-Object cmdlet to display only results whose severity level is Error:

PS C:\Users\Administrator> Invoke-Command -ComputerName SEA-SRV-1 -ScriptBlock °
{Get-BpaResult Microsoft/Windows/DirectoyServices} | Where-Object Severity -eq Error

ResultNumber
ResultId
ModelId
SubMode1Id
RuleId
ComputerName
Context
Source
Severity
Category
Title

Problem

Impact

ResoTlution

Compliance

Help
Excluded

PSComputerName :

: 28

513979436

: Microsoft/Windows/DirectoryServices

36

: SEA-SRV-1

: SEA-SRV-1

Error

: Configuration
: The PDC emulator master SEA-SRV-1.corp.adatum.com in this forest should

be configured to correctly synchronize time from a valid time source

: The primary domain controller (PDC) emulator operations master in this

forest is not configured to correctly synchronize time from a valid
time source.

: If the PDC emulator master in this forest is not configured to

correctly synchronize time from a valid time source, it might use its
internal clock for time synchronization. If the PDC emulator master in
this forest fails or otherwise becomes unavailable (and if you have not
configured a reliable time server (GTIMESERV) in the forest root
domain), other member computers and domain controllers in the forest
will not be able to synchronize their time.

: Set the PDC emulator master in this forest to synchronize time with a

reliable external time source. If you have not configured a reliable
time server (GTIMESERV) 1in the forest root domain, set the PDC emulator
master in this forest to synchronize time with a hardware clock that is
installed on the network (the recommended approach). You can also set
the PDC emulator master in this forest to synchronize time with an
external time server by running the w32tm /config /computer:SEA-SRV-
1.corp.adatum.com /manualpeerlist:time.windows.com
/syncfromflags:manual /update command. If you have configured a
reliable time server (GTIMESERV) in the forest root domain, set the PDC
emulator master in this forest to synchronize time from the forest root
domain hierarchy by running w32tm /config
/computer:SEA-SRV-1.corp.adatum.com /syncfromflags:domhier /update.

: http://go.microsoft.com/fwlink/?LinkId=142195

False
SEA-SRV-1
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MORE INFO USING THE BESTPRACTICES MODULE

For more information on how to use Windows PowerShell to perform BPA scans, see the
topic “Run Best Practices Analyzer Scans and Manage Scan Results” in the TechNet Library
at http://technet.microsoft.com/en-us/library/hh831400.

Uninstalling AD DS

Finally, you can use the Uninstall-ADDSDomainController cmdlet to remove the AD DS role
and demote a domain controller to a member server in the domain. You will be prompted

to set and confirm the local Administrator password before the completion of the removal

process. For more information on using this cmdlet, use the Get-Help cmdlet.

Lesson summary

m You can use Windows PowerShell to deploy domain controllers running Windows
Server 2012 or Windows Server 2012 R2. This procedure is mainly intended for large
enterprises, data centers, and cloud-computing environments in which automation of
this process is a requirement.

®m You can use Windows PowerShell to install and promote a remote stand-alone server
running Windows Server 2012 or Windows Server 2012 R2 to a domain controller after
taking some preparatory steps to enable Windows PowerShell remoting to work prop-
erly in a workgroup environment.

® To use Windows PowerShell to install the AD DS role on a remote server, use the
Invoke-Command cmdlet to remotely execute the Install-WindowsFeature cmdlet.

m To use Windows PowerShell to promote a remote server that already has the AD DS
role installed, use the Invoke-Command cmdlet to remotely execute the appropriate
cmdlet from the ADDSDeployment module.

m To use Windows PowerShell to run a prerequisites check before attempting to install
a new forest, install a new domain, deploy a writeable domain controller, and use the
Test-ADDS* cmdlets from the ADDSDeployment module.

m To use Windows PowerShell to run a Best Practices Analyzer (BPA) scan on remote
servers after installing AD DS and promoting them to domain controllers, use the
Invoke-Command cmdlet to remotely execute the appropriate cmdlet from the
BestPractices module.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.
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1. Which of the following Windows PowerShell commands adds the remote server SRV-A
to the TrustedHosts list on the local server?

A. Get-ltem wsman:\localhost\Client\TrustedHosts —Value SRV-A
B. Set-ltem wsman:\localhost\Client\TrustedHosts —Value SRV-A
C. Get-ltem wsman:\localhost\Server\TrustedHosts —Value SRV-A
D. Set-ltem wsman:\localhost\Server\TrustedHosts —Value SRV-A
2. Which of the following is not a cmdlet from the ADDSDeployment module?
A. Install-ADDSDomain
B. Install-ADDSDomainController
C. Uninstall-ADDSDomainController
D. Get-ADForest

3.  Which Windows PowerShell command should you use to run a prerequisites check
before attempting to deploy an additional domain controller in an existing forest?

A. |Install-ADDSDomainController —Prerequisites
B. Invoke-BpaModel —~Modelld Microsoft/Windows/DirectoryServices
C. Test-ADDSDomainControllerinstallation

D. Install-ADDSDomainController -Whatif

Practice exercises

The goal of this section is to provide you with hands-on practice with the following:
m Deploying domain controllers using Server Manager
m Deploying domain controllers using Windows PowerShell

To perform the following exercises, you need two clean installations of Windows Server
2012 R2: one installed using the Server With A GUI installation option and the other installed
using the Server Core installation option. The servers should be stand-alone servers belong-
ing to a workgroup, have Internet connectivity, and have no additional roles or features
installed. For the purposes of these exercises, the name of the first server (the Server With
A GUI installation) is assumed to be SERVER1 and the name of the second server (the Server
Core installation) is assumed to be SERVER2. You should be logged on interactively to
SERVERL using the built-in local Administrator account.

NOTE SWITCHING TO SERVER CORE

If your SERVER2 is a Server With A GUI installation, you can switch it to a Server Core instal-
lation by running the following Windows PowerShell command on it:

Uninstall-WindowsFeature Server-Gui-Mgmt-Infra -Restart
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Exercise 1: Installing a new forest using Server Manager

In this exercise, you install a new forest named corp.contoso.com by using Server Manager to
install AD DS on SERVERL and promote the server as a domain controller.

1. Log on to SERVER1 using the built-in Administrator account and open Server Manager
if it doesn't open automatically.

2. Use the Dashboard to verify that SERVERL is in a healthy state before proceeding.

3. Use Server Manager to launch the Add Roles And Features Wizard and install the Active
Directory Domain Services role on the server, including the administration tools for this
role. Close the Add Roles And Features Wizard upon completion of the role installation.

4. Use the Notifications flag on the Server Manager menu to perform the post-deploy-
ment configuration task of promoting the server to a domain controller using the
Active Directory Domain Services Configuration Wizard.

5. Select the Add A New Forest option on the first page of the AD DS Configuration
Wizard and create a new forest root domain named corp.contoso.com. Make appropri-
ate selections for the remaining items in the wizard pages.

6. On the Review Options page, click View Script and examine the Windows PowerShell
script that the wizard will be executing. Look up the help page for the command in the
TechNet Library to make sure you understand the syntax of the command.

7. After reviewing the results on the Prerequisites Check page, click Install to promote
SERVERL to be the first domain controller in the new forest.

8. After the server reboots, log on using the default domain administrator account and
open Server Manager if it doesn't open automatically.

9. Use the Dashboard to examine any alerts that are raised for your new domain
controller.

10. Select the AD DS page of Server Manager and review the Roles And Features tile at the
bottom of the page to verify that the AD DS role has been installed on SERVERL.

11. Also on the AD DS page, review any critical, error, or warning events raised in the
Events tile.

12. Also on the AD DS page, review the status of the services on SERVERL.

13. Also on the AD DS page, initiate a BPA scan of SERVERL and review the results of this
scan when it finishes.

14. Close Server Manager when you are finished.

Exercise 2: Remotely adding an additional domain
controller using Windows PowerShell

In this exercise, you join SERVER2 to the corp.contoso.com domain and then use Windows
PowerShell from SERVER1 to remotely deploy SERVER2 as an additional domain controller in
your domain.
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10.

11.

12.

13
14.
15

16.

17.
18.

Log on locally to SERVER2 using the built-in local Administrator account. A command
prompt window should be visible.

Type Sconfig in the command prompt window and press Enter to run the Server
Configuration Tool (Sconfig.cmd).

Type 8 and press Enter to access the Network Adapter Settings page of the
Configuration Tool. You are presented with a list of available network adapters that are
attached to the server.

Type the index number of the adapter that you want to configure and then press Enter.
You are presented with the current configuration for the network adapter that you
selected.

Type 2 and press Enter to configure DNS Server settings for the selected network
adapter.

Type the IP address for SERVER1 as the new preferred DNS server and press Enter. Then
click OK in the dialog box that appears.

Press Enter to indicate that you will not be specifying an alternate DNS server.

The Configuration Tool returns you to the Network Adapter Settings page. Review the
information on this page and make sure it is correct before proceeding. Then type 4
and press Enter to return to the Main Menu page.

Type 1 and press Enter and then type D and press Enter to indicate that you want to
join SERVER2 to a domain.

Type corp.contoso.com as the name of the domain you want SERVER2 to join and
then press Enter.

Type CORP\Administrator as the name of an authorized user for performing the
domain join operation and then press Enter. (If you specified a different NetBIOS name
for your domain in Exercise 1, use that name instead of CORP.)

In the new command prompt that opens, type the password associated with the user
account you specified in the previous step and press Enter.

In the Change Computer Name dialog box that opens, click No.
In the Restart dialog box that opens, click Yes.

After SERVER2 has restarted, log on again using the local Administrator account and
run the Server Configuration Tool again to verify that the server has successfully joined
the domain. Then exit the Configuration Tool and switch to using SERVER1 for the
remainder of this exercise.

Log on to SERVERL with the default domain administrator account and close Server
Manager if it opens automatically.

Open a Windows PowerShell prompt on SERVERL.

Use the Invoke-Command cmdlet with the Get-WindowsFeature cmdlet to remotely
review the installed roles and features on SERVER2. Verify that the AD DS role is not yet
installed on SERVER2.
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19. Use Invoke-Command with Install-WindowsFeature to remotely install the AD
DS role on SERVER2. Once this is done, use Get-WindowsFeature to confirm the
installation.

20. Use the following command to remotely run a prerequisites check on SERVER2 to
make sure the server is ready to be promoted to a domain controller:
Invoke-Command -ComputerName SERVER2 -ScriptBlock °

{Test-ADDSDomainControllerInstallation -DomainName corp.contoso.com °
-Credential (Get-Credential CORP\Administrator)}

Review the results the prerequisites check returns before proceeding.

21. Use the following command to remotely promote SERVER2 as an additional domain
controller in the corp.contoso.com domain:
Invoke-Command -ComputerName SERVER2 °
{Instal1-ADDSDomainController -InstallDNS °

-Credential (Get-Credential CORP\Administrator) °
-DomainName corp.contoso.com}

22. When the promotion operation finishes, wait for SERVER2 to reboot. Then open Server
Manager on SERVERL and add SERVER2 to the server pool.

23. Use the Tools menu of Server Manager to launch the Active Directory Users And
Computers console, select the Domain Controllers container under corp.contoso.com,
and verify that SERVER2 is now a domain controller for this domain.

Suggested practice exercises

The following additional practice exercises are designed to give you more opportunities to
practice what you've learned and to help you successfully master the lessons presented in this
chapter.

m Exercise 1 Continue with the preceding exercises by first using Windows PowerShell
to demote SERVER2 and remove AD DS and then using Server Manager to demote
SERVERL and remove AD DS to retire the forest.

m Exercise 2 Perform a clean install of Windows Server 2008 R2, Windows Server
2008, or Windows Server 2003, add the AD DS role, and promote the server as the first
domain controller in the new forest root domain adatum.com. Use the Adprep.exe tool
on your Windows Server 2012 R2 installation media to update the schema and prepare
the forest for deploying Windows Server 2012 R2 domain controllers. Then perform an
in-place upgrade of the first domain controller to Windows Server 2012 R2.

200 Deploying domain controllers

From the Library of Ida Schander



Answers

This section contains the answers to the lesson review questions in this chapter.

Lesson 1

1.

Correct answer: A

A. Correct: Having only one writeable domain controller in a domain is not a best
practice. You should have at least two writeable domain controllers in each domain
so that if one of them fails, users will still be able to log on and you will still be able
to perform AD DS management tasks.

B. Incorrect: Making sure that each site in your domain has a sufficient number of
domain controllers to service the needs of users for logging on and accessing
network resources is a best practice.

C. Incorrect: Keeping the design of your forest simple by having only one domain is a
best practice.

D. Incorrect: Installing only the AD DS and DNS Server roles on your domain control-
lers is a best practice.

Correct answers: A, B, and C

A. Correct: The fully qualified domain name (FQDN) for the root domain of your new
forest is required information when planning the deployment of the first domain
controller in a new forest.

B. Correct: The forest and domain functional levels are required information when
planning the deployment of the first domain controller in a new forest.

C. Correct: The location for the AD DS database, log files, and SYSVOL folder is
required information when planning the deployment of the first domain controller
in a new forest.

D. Incorrect: There is no Domain Admins security group if you haven't yet deployed
the first domain controller in a new forest. Instead, you need the credentials of a
member of the local Administrators security group on the server you are promot-
ing to a domain controller.

Correct answers: A and D

A. Correct: Creating a DNS delegation is not a required step for AD DS deployments
if no external DNS servers will be used to reference the FQDN of your organiza-
tion's internal forest.

B. Incorrect: A best practice is for all domain controllers in a domain to have the
DNS Server role installed and configured to ensure high availability in distributed
environments.

C. Incorrect: A best practice is for all domain controllers in a domain to be configured
as global catalog servers to ensure high availability in distributed environments.
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D. Correct: Read-only domain controllers require that there be at least one write-
able domain controller running Windows Server 2008 or later installed in the
domain. Having only writeable domain controllers running Windows Server 2003 is
insufficient.

Lesson 2

1.

Correct answer: C

A. Incorrect: You need to run the Add Roles And Features Wizard to install the AD DS
role on the server before you can run the AD DS Configuration Wizard to promote
the server to a domain controller.

B. Incorrect: The Add Roles And Features Wizard is used to install the AD DS role on
a server, not to promote the server to a domain controller.

C. Correct: This is the correct procedure.

D. Incorrect: The Add Roles And Features Wizard is used to install the AD DS
role on a server, not to promote the server to a domain controller. The AD DS
Configuration Wizard is used to promote a server to a domain controller, not to
install the AD DS role on the server.

Correct answers: A and C

A. Correct: When you use the AD DS Configuration Wizard to deploy the first
Windows Server 2012 R2 domain controllers in a domain of a forest whose domain
controllers are running earlier Windows Server versions, the Adprep tool automati-
cally runs to prepare the forest and domain by extending the schema to its latest
version.

B. Incorrect: Add A Domain Controller To An Existing Domain is the correct option to
select on the Deployment Configuration page of the AD DS Configuration Wizard
to deploy the first Windows Server 2012 R2 domain controller in an existing forest
running an earlier version of Windows Server.

C. Correct: Install From Media (IFM) is a supported deployment method to deploy
the first Windows Server 2012 R2 domain controller in an existing forest running
an earlier version of Windows Server.

D. Incorrect: You can specify different credentials on the Deployment Configuration
page of the AD DS Configuration Wizard if your current logon credentials have
insufficient privileges to deploy the first Windows Server 2012 R2 domain control-
ler in an existing forest running an earlier version of Windows Server.

Correct answer: D

A. Incorrect: This command is missing the —scope base parameter and therefore does
not return the correct result.

B. Incorrect: This command returns the value of the sSAMAccountName attribute,
which has nothing to do with the schema level.
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Incorrect: This command works because it returns the values of all attributes for
the specified LDAP path, including the desired attribute objectVersion, but it is not
the best syntax because it returns too much unnecessary information.

Correct: This is the correct command syntax to verify that Adprep has successfully
extended your forest’s schema.

Lesson 3

1.

Correct answer: B

Incorrect: This command displays the contents of the TrustedHosts list on the local
server.

Correct: This is the correct command syntax.

Incorrect: You need to use Set-Item, not Get-Item, to configure the TrustedHosts

list on the local server. In addition, the wsman:\ path is incorrect in this com-
mand—it should be wsman:\localhost\Client\TrustedHosts.

Incorrect: The wsman:\ path is incorrect in this command—it should be wsman:\
localhost\Client\TrustedHosts.

Correct answer: D

Incorrect: Install-ADDSDomain is a cmdlet from the ADDSDeployment module.

Incorrect: Install-ADDSDomainController is a cmdlet from the ADDSDeployment
module.

Incorrect: Uninstall-ADDSDomainController is a cmdlet from the
ADDSDeployment module.

Correct: Get-ADForest is not a cmdlet from the ADDSDeployment module; it is a
cmdlet from the ActiveDirectory module.

Correct answer: C

A.

Incorrect: The Install-ADDSDomainController cmdlet doesn’t have a —Prerequisites
parameter.

Incorrect: This command performs a BPA scan on the server and is intended for
use after the server has been promoted as a domain controller, not before.
Correct: This is the correct command because it runs only the prerequisites check
for deploying a domain controller.

Incorrect: This command only summarizes the changes that would occur during
the deployment process; it doesn't actually test whether those changes are possi-
ble given the current environment like the Test-ADDSDomainControllerinstallation
command does.
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Active Directory
administration

he day-to-day job of Active Directory administration involves such tasks as creating,

configuring, maintaining, monitoring, and deleting user accounts, groups, computer
accounts, and other directory objects. In addition, there are some tasks that need to be
performed only infrequently or perhaps only once, such as creating a forest and its various
domains; raising forest and domain functional levels; creating hierarchies of organizational
units (OUs); delegating administrative control over OUs and the objects they contain; creat-
ing and configuring sites, site links, and subjects; and so on.

This chapter demonstrates the capabilities of the two primary tools used for administer-
ing Active Directory environments based on Windows Server 2012 or Windows Server 2012
R2. One of these tools is the Active Directory Administrative Center (ADAC), a GUI-based
tool intended for tasks that need to be performed only occasionally, for the administration
of smaller environments, and for use by administrators who are unfamiliar with command-
line scripting. The other tool is the Active Directory module for Windows PowerShell,
which enables administrators of large environments, such as data centers, to script Active
Directory administration tasks for automation purposes.

Lessons in this chapter:
m Lesson 1: Administering Active Directory objects using ADAC 206
m Lesson 2: Enabling advanced features using ADAC 220

m  Lesson 3: Administering Active Directory using Windows PowerShell 231

Before you begin

To complete the practice exercises in this chapter

®m You need at least one server that has a clean install of Windows Server 2012 R2 and
is configured as a domain controller. The server can be either a physical server or a
virtual machine, and its TCP/IP settings should be configured to provide connectivity
with the Internet.
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m You should know how to use tools like the Active Directory Users And Computers
MMC snap-in to perform common Active Directory administration tasks such as creat-
ing users, groups, and organizational units in Active Directory environments based on
previous versions of Windows Server.

m You also should have at least rudimentary knowledge of using Windows PowerShell.

Lesson 1: Administering Active Directory objects using
ADAC

Active Directory Administrative Center (ADAC) is the primary tool for performing day-to-
day tasks in the administration of an Active Directory environment. This lesson provides an
overview of the ADAC user-interface features and demonstrates how to locate and manage
directory objects using ADAC.

After this lesson, you will be able to:
m Describe the user-interface features of ADAC.
m Use ADAC to locate Active Directory objects so that you can administer them.

m Create and configure users, groups, computers, organizational units, and other
directory objects.
m Perform additional Active Directory management tasks using ADAC.

m [dentify some Active Directory management tasks that cannot be performed
using ADAC.

Estimated lesson time: 30 minutes

Overview of ADAC

ADAC was first introduced in Windows Server 2008 R2 as a tool for managing directory
objects, such as users, groups, computers, organizational units, and domains. ADAC was
designed to supersede the Active Directory Users And Computers snap-in for the Microsoft
Management Console (MMC) by providing an enhanced management experience that uses a
rich graphical user interface (GUI).

NOTE KERBEROS TICKET-GRANTING TICKET LIFETIME

Beginning with Windows Server 2012 R2, you can configure the default lifetime setting
of four hours for Kerberos ticket-granting tickets (TGTs) using Authentication Policies and
Silos accessed through ADAC. This means that when four hours has passed, the user must
authenticate again. This appears to be the only significant change in ADAC in this latest
version of Windows Server.
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Built upon a foundation of Windows PowerShell, ADAC was enhanced in Windows Server
2012 with new functionality, including the Windows PowerShell History Viewer, which makes
it easier to transition from GUI-based administration of Active Directory to automated man-
agement using Windows PowerShell scripting.

MORE INFO WINDOWS POWERSHELL HISTORY VIEWER

The Windows PowerShell History Viewer is demonstrated in the section “Creating users”
later in this chapter.

User-interface features
The different user-interface features of ADAC, shown in Figure 5-1, include the following:

= Breadcrumb bar Displays the location of the currently selected object within Active
Directory. You can use this bar to quickly navigate to any container within Active
Directory by specifying the container’s path in one of the following forms:

= A Lightweight Directory Access Protocol (LDAP) path, such as LDAP://ou=Seattle
Users OU,ou=Seattle OU OU,dc=corp,dc=contoso,dc=com

m A distinguished name (DN), such as ou=Seattle Users OU,ou=Seattle OU
OU,dc=corp,dc=contoso,dc=com

m A hierarchical path, such as Active Directory Domain Services\corp (local)\Seattle
OU\Seattle Users OU

= Navigation pane Enables you to browse Active Directory using either the list or tree
view, as described in the next sections.

= Management list Displays the contents of the container that is currently selected in
the navigation pane.

m Preview pane Displays various information about the object or container that is cur-
rently selected in the management list.

m Tasks pane Enables you to perform different tasks on the object or container that is
currently selected in the management list.
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Management List

Tasks Pane

Breadcrumb Bar

B Active Directory... ¢
E

| L] corp (ocal)

| Domain Contrallers

Navigation Pane

Computers
Buittin
I Dynamec Access Cantrol »

P Global Search

Domain Contrd

plors (2)

ry Administrative Center

Preview Pane

Description:  as5f

Summary

Global Catalog
B seasavs Global Catalog  Defeult-First-Si.
<[ ] 3
|
SEA-SRV-1 ~
Domain controller type:  Globsl Ca DNS name:  SEA-SRV-l.corpece
Managed by: Sate: Defmult-Firne-Sita-]
Modified: V227014 08 Windows Server 21

SEA-SRV-1 -~
Add to group—
Delete
Mave..
Properties

Domain Controllers ~
Pre-create a Read-only d.
Mew ,
Delete
Search under this node

Properties

WINDOWS POWERSHELL HISTORY

FIGURE 5-1 Active Directory Administrative Center shows various user-interface features.

List view

List view is one of two views available in the ADAC navigation pane. You can use it to browse

Active Directory for the objects or containers you want to administer. In list view, you can use
Column Explorer, shown in Figure 5-2, to quickly explore the contents of containers within the
hierarchical structure of Active Directory.

B Active Directory... ¢ | corp (local) (0 of 18)

asdf >
IE8 Overview |_:_ 2d in this column |‘i
Mercs
Domain Controllers M Builin
Computers il Computers
e :l." Dallas OU 3
_ Bl Deleted Objects >
il Dynamic Access Control » &8 Domain Controllers B
P Global Search Wl ForeignSecurityPrincipa »
Ml LostAndFound >
B Managed Service Accal ¥
i NTDS Quotas v
M Program Data 3
BE Seattle OU >
il System L

FIGURE 5-2 You can use Column Explorer in list view in ADAC.
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List view also maintains a Most Recently Used (MRU) list of the last three containers you
accessed. Figure 5-2 indicates that the most recently accessed container was the Domain
Controllers container in the corp.contoso.com domain, followed by the Computers and Builtin
containers in the same domain. You can use the MRU list to quickly return to a container in
which you were working just by selecting the appropriate MRU list item in the navigation

pane.

You can also customize list view by adding nodes you might need to frequently access,
similar to how you can use favorites in Internet Explorer or in the File Open/Save dialog box
of Windows Explorer. Customizing ADAC list view is demonstrated later in this lesson.

Tree view

Tree view, shown in Figure 5-3, is the other view available in the ADAC navigation pane. Tree
view presents a hierarchical representation of directory containers similar to that used in the
Active Directory Users And Computers MMC snap-in.

Active Directory Administrative Center

@ ¥« Qverview

Active Directory Ad... <

orp (local)
i Builtin

il Computers
> 8 Domain Controllers
> [l ForeignSecurityPrincipals
i LostAndFound
> il Managed Service Accounts
> il NTDS Quotas
& [l Program Data
- [l System
> il TPM Devices
il Users

4 i Dynamic Access Control

> ll Central Access Policies
> il Central Access Rules

> [l Claim Types

> [l Resource Properties

& [l Resource Property Lists
P Global Search

WINDOWS POWERSHELL HISTORY

WELCOME TO ACTIVE DIRECTORY ADMINISTRATIVE CENTER

LEARN MORE

DYNAMIC
ACCESS
CONTROL

) | Manage  Help

CONTENT ¥

%@

Learn more about Active Directory Adr

Use Active Directory Administrative Center to ma

Use A s Power’

ive Directory module for Win

Find answers on Active Directory Forum

Deploy Dynamic Access Control

Get Microsoft Solution Accelerator to help config

RESET PASSWORD

GLOBAL SEARCH

User name:

Password:

Domain\UserName Search

Scope:

corp (local)

Confirm pas...

User must change password at next
log on

Unlock account

Apply Clear

FIGURE 5-3 This is the Overview page of tree view in ADAC.

Figure 5-3 shows the Overview page of ADAC, which includes the following tiles:

m Welcome tile Provides links you can click to learn more about using ADAC and
administering an Active Directory environment built on Windows Server 2012 or
Windows Server 2012 R2, to ask your questions in an online forum on TechNet, and to

access other useful resources
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m Reset Password tile Enables you to quickly reset the password for a user account

m Global Search tile Enables you to quickly search the selected container or the global

catalog for objects and containers you need to administer

Searching Active Directory

Although using ADAC to browse the hierarchy of containers within Active Directory is one
way of locating the objects you need to administer, a more efficient method is to use the
query-building search and filtering capabilities that are built into ADAC. For example, say you
are the Active Directory administrator for Contoso Ltd. and the Human Resources department
has informed you that the user account for Marie Dubois needs to be disabled until further

notice. To do this, you might proceed as follows:

1. Launch ADAC and select the Overview page in either list or tree view.

2. Type marie in the search box in the Global Search tile:

GLOBAL SEARCH ) ()
|mar|'e ‘
Scope: | corp (local) hd

3. Select corp (local) as the scope for your search and press Enter.

The results of this query are shown in Figure 5-4. By right-clicking the user object Marie

Dubois and selecting Disable, you can disable Marie’s account.

B Active Directory Administrative Center

« Global Search

BE |

v (E.J |Manage Help

Ei Active Director... ¢ GLOBAL SEARCH 1 items found Tasks
e ® Normal ) Convert to LDAP Scope:  corp (local) v E’.]
] = Marie Dubois ~
&8 Overview marie x O Search ’_E,' > (A v
- Reset password...
il corp (local) ] -
Dallas QU Mame Type Description View resultant p...
Vancouver OU 2 Marie Dubais User ﬂ:group...
| Reset password...
Toronto OU ‘
View resultant password settings...
il Dynamic Access Control  » |- Ade 1o grotipy
B8 Seattle Users OU | | Disable |
8 Seattle Computers OU Delete |
_ es
B8 Seattle Servers OU Rl |
Locate
Global Search " 5 2
Marie Dubois Properties

WINDOWS POWERSHELL HISTORY

FIGURE 5-4 Disable the user account for a user you located using the Global Search tile.
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You can broaden or narrow your search by selecting one or more navigation nodes. To do

this, perform the following steps:

1. Click the down arrow at the right of the Scope item on the Global Search tile to display

the Navigation Nodes explorer:

GLOBAL SEARCH 1 items found Tasks

® Normal () Convert to LDAP Scope: corp (local) & .

® Navigation Nodes

marie x £ Search €
corp (local) eset password.
- -
Name Type Description [ Dynamic Access [fiiew resultant p...

= Marie Dubois User [] Seattle Users OUifdd to group..,
[ seattle Compute Pisable

[ seattle Servers (elete

O Global Catalog Sea fave..
<[ m | » Mocate
Properties

2. Select or deselect the nodes you want to include in your query.

You can make your query more specific by including additional search criteria. To do this,

perform the following steps:

1. Click the small caret icon (*) beneath the small triangle referenced earlier. Doing this

displays the Add Criteria control.

2. Click the Add Criteria control to display a list of criteria you can add to your search:

GLOBAL SEARCH 1 items found

®) MNormal ) Convert to LDAP Scope: corp(local)] W

marie x P Search 'i:- ) - {

+ Add critenia ¥

[_] Users with a password expiring in a given number of days, A
] Computers running as a given domain controller type,

[ Last modified between given dates,

O Object type is user/inetCrgPerson/computer/group/organization
unit.

[[] Directly applied password settings for a specific user.

0 Directly applied password settings for a specific global security
group.

[] Resultant password settings for a specific user.

[] Objects with a given last known parent.

[] Resource property lists contain a given resource property,

[] Name

[[] Description

O city

[] Nanartmant hd

Cancel

3. Select the criteria you want to add to your search and click Add.
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MORE INFO ADDITIONAL SEARCH OPTIONS

For more information on performing advanced queries using ADAC and for instructions
on how to filter through the Active Directory data for a selected container, see the topic
“Locate Active Directory Objects in Active Directory Administrative Center” in the TechNet
Library at http://technet.microsoft.com/en-us/library/dd560661(v=ws.10).aspx.

Common administration tasks

Common administrative tasks you can perform using ADAC include creating, configuring, and
managing the following types of objects:

m  Organizational units (OUs)
m User accounts
m  Computer accounts

m Groups

NOTE BULK MANAGEMENT

Although you can use ADAC to perform a few kinds of management actions simultaneously
by multiselecting the objects or containers you want to administer, Windows PowerShell is
the best way to perform bulk management of Active Directory objects and containers. See
Lesson 3 in this chapter, “Administering Active Directory using Windows PowerShell,” for
more information on using Windows PowerShell to manage Active Directory.

Creating organizational units
Creating a new organizational unit (OU) using ADAC involves the following steps:

1. Right-click the desired parent domain or OU, select New, and then select
Organizational Unit:

4 II-i- ; Mame Type Descriptic
= - Change domain controller
—_ . Raise the forest functional level...
ampute :
— ; Raise the domain functional level... Container Default cg
> 1im Domain Enable Recycle Bin . Organizati... Default cc
> lll ForeignS I
i New 3 Group
Ml LostAnd
_ Search under this node Computer
liaace Properties User
> M NTDS Quotas M Managed Service Accouy InetOrgPerson
~ [l Program Data i NTDS Quotas | Organizational Unit ‘

2. Enter the necessary data and make the required selections on the different sections of
the Create Organizational Unit properties page, as shown in Figure 5-5.
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http://technet.microsoft.com/en-us/library/dd560661(v=ws.10).aspx

BE |

Create Organizational Unit: Tasks v | [secions v |
3 Organizational Unit | Organizational Unit Qe
Managed By
Name: * Create in: DC=col =contoso,DC=co
Address: m Chz
Street Description:

City State/Provi... | Zip/Postal €.,
X Protect from accidental deletion
Country/Region:
Managed By ) ()

Managed by: Clear|  Office:

Phone numbers Address:

LES Street

Moabile:

Fax: City State/Prov... | Zip/Postal..
Country/Region: =

) Mare Information v

FIGURE 5-5 Make selections on the Create Organizational Unit properties page.

ADAC properties pages like this include several features that make them easy to use:
m Required information is indicated with a large red asterisk.

m You can hide or restore to view different sections in the page by selecting the Sections
control at the upper right of the page. By hiding sections you never use, you can make
the page easier to navigate.

m The Tasks control at the upper right of the page enables you to quickly perform cer-
tain tasks associated with the object or container type represented by the page. For
example, you can move or delete the selected OU by using the Tasks control on the
properties page for the OU.

= The same properties pages are used for both creating new objects or containers and
modifying the properties of existing objects or containers.

One of the benefits of using ADAC list view is that you can customize this view by adding
nodes representing Active Directory containers you frequently need to access to perform
administration tasks on the objects in those containers. For example, consider the following
scenario:

Contoso Ltd. has offices in several North American cities, including Seattle, Dallas, and
Vancouver. The Active Directory structure for this organization consists of a single domain
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named corp.contoso.com, with top-level OUs for each city and second-level OUs for users,
computers, and servers at each location.

If you are the administrator for the Seattle office, you might want to customize ADAC list
view by adding navigation nodes for the following OUs to make them easier to access:

m Seattle Users OU

m Seattle Computers OU

m Seattle Servers OU

To do this, you can perform the following steps:

1. Select tree view and expand the corp domain to show the hierarchy of OUs and other
containers beneath it. This includes the Seattle OU.

2. Expand the Seattle OU to show the child OUs beneath it. This includes the Seattle Users
Oou.

3. Right-click the Seattle Users OU and select Add As Navigation Node:

4 [ Seattle OU

Seattle Users QU

- 3
B8 Seattle Computers OU =
_— Delete
& Seattle Servers OU
8 Dallas OU -
allas
_ Search under this node
B8 Boston OU prarenes
> [ Toronto OU o
_ | Add as navigation node
> [l Vancouver OU v

4. Repeat step 3 for the Seattle Computers OU and Seattle Servers OU.

Figure 5-6 shows what list view might look like after you add these three new navigation
nodes. Note that you can rearrange your custom nodes by right-clicking them and selecting
Move Up or Move Down. Any actions you perform on these navigation nodes have the same
effect as acting directly upon the Active Directory containers they represent.

You can also add navigation nodes directly by right-clicking any blank area of the navi-
gation pane in list view and selecting Add Navigation Nodes. Doing this opens the Add
Navigation Nodes explorer shown in Figure 5-7.
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B Active Directory Adminis... ¢ | Seattle Computers OU (0)

Filter
. COwerview
il corp [local) » Bame
Dallas OU

Vancouver OU

Toronto OU
Bl Dynamic Access Control »
B8 Seattle Users OU 3

£ Seattle Computers OU

Change domain controller

B8 Seattle Servers OU
Mew 3

P Global Search Move...
Search under this node
Properties

Rename...
Create duplicate node

Remove

| Move up |

Move down

FIGURE 5-6 You can rearrange any custom navigation nodes you add to ADAC list view.

You can browse through the columns below and select one or more containers to add to your Active Directory Add the following containers to the
Adrministrative Center navigstion pane. navigation pane:
Find in this column Find in this column Find in this column
[T | S soston OU » [~|| B8 DallasComputersoU ~ *
il Builtin ’ E| B8 Dallas Servers QU >
i Computers > [
2]

B2 Domain Controllers
M ForeignSecurityPrincipz ¥
| ActAnAFAnA »
< Ll >

v

Connect to other domains...

ok | [ Cancel | [ Help

FIGURE 5-7 The Add Navigation Nodes explorer opens.

( )
( Quick check
®  Which view in the navigation pane of ADAC can you use to add custom nodes for
quickly accessing containers in Active Directory?

Quick check answer

® You can use list view to do this, and you can use it to rename and rearrange such
nodes to help simplify the administration of your Active Directory environment.
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Creating users

A second common Active Directory management task you can perform using ADAC is creat-
ing new user accounts and managing existing user accounts. To create a new user account,
just right-click the appropriate organizational unit, select New, and then select User. Then fill
in the necessary information on the Create User properties page, as shown in Figure 5-8.

Account
Organization
Member Of
Password Settings

Profile

(~) More Information

Create User: Karen Berg

Account
First name: Karen
Middle initials:
Last name: Berg
Full name: Karen Berg
User UPM logon:  kberg @ H
User SamAccount... corp \ kberg

e

Password:
Confirm password: | =+

Create in: OU=Seattle Users OU OU=Seattle
QU,DC=corp,DC=contose,DC=com Change...

Protect from accidental deletion

Log on hours... LD_EI

BE |

Tasks v | [secTions w |

O Never
® End of 01/22/2014
n 68 days 12 hours.

Account expires:

Password options: -

() User must change password at next log on
®) Other password options
[[] Smart card is required for interactive log on
Password never expires
User cannot change password
Encryption options: a
Store password using reversible encryption

Use Kerberos DES encryption types for this ac...
() Other encryption options

Other options: A

0K | | Cancel

FIGURE 5-8 Create a new user account using ADAC.

After you click OK to create the new user account and return the focus to ADAC, you
can click the small caret at the lower right of ADAC to display the Windows PowerShell
History Viewer, which enables you to view the actual Windows PowerShell commands that
are executed whenever you perform administrative tasks with ADAC. Figure 5-9 shows the
commands involved during the creation of the new user account for Karen Berg shown in
Figure 5-8. Note that a simple task like creating a single new user might require executing
several different Windows PowerShell commands.
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] Active Directory Administrative Center I;Ii-

EE Active Directory Adminis... ¢ Seattle Users OU (1) Tasks
E = Filter p ~ @
p— - B Karen Berg ~

I88 Overview

. ; Reset password...
il corp (local) b

View resultant password se...
Dallas QU LT ey

Vancouver OU Add to group..

Toronto OU .| Karen Berg ~ Disable

W

WINDOWS POWERSHELL HISTORY (>

Search P Copy Start Task End Task Clear All [ Show Al Help
Cmdlet -

MNew-ADUser
-DisplayMame:"Karen Berg" -GivenName:"Karen" -Name:"Karen Berg" -Path:"OU=5eattle Users OU,0U=5eattle OU DC=corp,D(

Set-ADAccountPassword
-Identity:*CN=Karen Berg,OU=5eattle Users OU,OU=Seattle OU DC=corp,DC=contoso,DC=com” -NewPassword:"System.Secur

Enable-ADAccount
-Identity:*CN=Karen Berg,OU=>5eattle Users OU,OU=5eattle OU DC=corp,DC=contoso,DC=com" -Server:"SEA-SRV-1.conp.conty

Set-ADObject
-ldentity:"CN=Karen Berg,OU=5eattle Users OU,OU=5eattle OU,DC=corp,DC=contoso,DC=com" -ProtectedFromAccidentalDel

Set-ADAccountExpiration
-DateTime:"09/02/2012 00:00:00" -ldentity:"CN=Karen Berg,OU=>5eattle Users OU,OU=5eattle OU DC=corp,DC=contoso, DC=cq

Set-ADAccountControl
-AccountMotDelegated:$false -AllowReversiblePasswordEncryptioni$true -CannotChangePassword:$true -DossMatRequirePred

Set-ADUser
-ChangePasswordAtLogon:$false -ldentity:"CN=Karen Berg,OU=Seattle Users OU,0U=Seattle OU,DC=corp,DC=contosa,DC=cc

FIGURE 5-9 Review the Windows PowerShell History Viewer contents after creating new user Karen Berg.

The actual Windows PowerShell commands needed to create the new user Karen Berg in
the preceding example are as follows:

New-ADUser -DisplayName:"Karen Berg" -GivenName:"Karen" -Name:"Karen Berg"
-Path:"0OU=Seattle Users 0U,OU=Seattle OU,DC=corp,DC=contoso,DC=com"
-SamAccountName: "kberg" -Server:"SEA-SRV-1.corp.contoso.com"

-Surname:"Berg" -Type:"user" -UserPrincipalName:kberg@corp.contoso.com

Set-ADAccountPassword -Identity:"CN=Karen Berg,OU=Seattle Users OU,

OU=Seattle OU,DC=corp,DC=contoso,DC=com" -NewPassword:"System.Security.SecureString
-Reset:$null -Server:"SEA-SRV-1.corp.contoso.com"

Enable-ADAccount -Identity:"CN=Karen Berg,OU=Seattle Users OU,

OU=Seattle 0OU,DC=corp,DC=contoso,DC=com" -Server:"SEA-SRV-1.corp.contoso.com"

Set-ADObject -Identity:"CN=Karen Berg,OU=Seattle Users OU,

OU=Seattle 0OU,DC=corp,DC=contoso,DC=com" -ProtectedFromAccidentalDeletion:$true
-Server:"SEA-SRV-1.corp.contoso.com"

Set-ADAccountExpiration -DateTime:"09/02/2012 00:00:00" -Identity:"CN=Karen Berg,
OU=Seattle Users OU,OU=Seattle OU,DC=corp,DC=contoso,DC=com"
-Server:"SEA-SRV-1.corp.contoso.com"

Set-ADAccountControl -AccountNotDelegated:$false
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-AlTowReversiblePasswordEncryption:$true
-CannotChangePassword: $true -DoesNotRequirePreAuth:$false
-Identity:"CN=Karen Berg,OU=Seattle Users OU,OU=Seattle OU,DC=corp,DC=contoso,
DC=com" -PasswordNeverExpires:$true -Server:"SEA-SRV-1.corp.contoso.com"
-UseDESKeyOnly: $false

Set-ADUser -ChangePasswordAtLogon:$false -Identity:"CN=Karen Berg,
OU=Seattle Users OU,OU=Seattle OU,DC=corp,DC=contoso,DC=com"
-Server:"SEA-SRV-1.corp.contoso.com” -SmartcardLogonRequired:$false

To copy the commands shown in the History Viewer to your Clipboard, first click to select
them and then click Copy at the top of the Windows PowerShell History pane. You can then
paste the commands into an editor like Notepad, customize them as needed, and use them
as a basis for performing a bulk creation of new users with the addition of some Windows
PowerShell scripting. See Lesson 3 of this chapter for more information on this topic.

Other tasks you can perform using ADAC

Creating new groups, computer accounts, and InetOrgPerson objects is a similar process to
the one just shown and therefore requires no further explanation. Here are some other tasks
you can perform using ADAC:

m Selecting a domain or domain controller on which to perform your administrative tasks
m Raising the forest or domain functional level

m Enabling the Active Directory Recycle Bin

m Configuring fine-grained password policies

m  Configuring Dynamic Access Control (DAC)

MORE INFO DYNAMIC ACCESS CONTROL

Dynamic Access Control (DAC) is another feature of Active Directory in Windows Server
2012 and Windows Server 2012 R2. You use DAC to implement a claims-based authoriza-
tion solution. In this type of solution, you use central access policies, rules, and claim types
to enable the use of file-classification information in authorization decisions. By using DAC,
you can define access and audit policies in a simple and flexible way that can significantly
reduce the number of groups you need to manage in your Active Directory environment.
For more information on DAC, see the post “Introduction to Windows Server 2012 Dynamic
Access Control” on the Windows Server Blog at http://blogs.technet.com/b/windowsserver
/archive/2012/05/22/introduction-to-windows-server-2012-dynamic-access-control.aspx.

Tasks you cannot perform using ADAC

There are a number of Active Directory management tasks you cannot perform using ADAC,
such as the following:

m Delegate administrative control over Active Directory OUs and the objects they contain

m Create and manage sites, site links, subnets, and similar objects
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m Create trusts between domains or forests

= Directly edit the configuration, schema, or application directory partitions
To perform such tasks, you need to use the following familiar tools:

= Active Directory Users And Computers

m  Active Directory Sites And Services

m Active Directory Domains And Trusts

= ADSI Edit

Choosing a forest or domain functional level

F unctional levels determine the capabilities of an Active Directory environment.
The forest functional level specifies the highest functional level available for
domains in your forest. Domain functional level is configured on a per-domain basis
and cannot be higher than the forest functional level.

Raising the functional level of a domain generally adds new functionality for servers
and client computers that are members of the domain. However, it can also result

in the loss of certain functionality, such as changes to or loss of support for certain
earlier versions of Windows.

Generally, you want to specify the highest possible forest functional level for
your environment. You might, however, want to keep the domain functional level
for some domains lower than your forest functional level; for example, if you are
still running domain controllers running earlier versions of Windows Server like
Windows Server 2003.

Lesson summary
m  Active Directory Administrative Center (ADAC) is the primary GUI-based tool for man-
aging user accounts, groups, computer accounts, and organizational units (OUs).

m Some of the features that make ADAC a useful tool for managing Active Directory
environments include its list and tree views, its search and filtering capabilities, and the
Windows PowerShell History Viewer.

m Because ADAC is built upon a foundation of Windows PowerShell, you can view
and customize the Windows PowerShell commands executed when you perform a
task using ADAC. By customizing these commands, you can automate many Active
Directory management tasks.
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m Using the version of ADAC introduced in Windows Server 2012, you also can enable
and use the Active Directory Recycle Bin, configure fine-grained password policies, and
configure Dynamic Access Control (DAC).

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1. What feature of ADAC enables you to quickly access the last three containers you
accessed? (Choose all that apply.)

A. Column Explorer

B. Navigation pane

C. Navigation nodes
D. MRU list

2.  Which of the following types of directory objects can you not create using ADAC?
(Choose all that apply.)

A. Sites

B. Domains
C. Trusts

D. Groups

3.  Which of the following Active Directory administration tasks can you not perform
using ADAC? (Choose all that apply.)

A. Raising the forest functional level

B. Delegating administrative control over an OU and the objects it contains
C. Enabling the Active Directory Recycle Bin
D

Configuring fine-grained password policies

Lesson 2: Enabling advanced features using ADAC

Two advanced features for Active Directory administration that you can configure using ADAC
in Windows Server 2012 and Windows Server 2012 R2 are the Active Directory Recycle Bin
and fine-grained password policies. This lesson demonstrates how to enable and use these

two features using ADAC.
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After this lesson, you will be able to:

m Understand the life cycle for objects in Active Directory forests set to the
Windows Server 2012 or Windows Server 2012 R2 functional level.

= Use ADAC to enable the Active Directory Recycle Bin and restore deleted
objects.

m Describe some best practices for implementing fine-grained password policies in
Active Directory domains.

m Use ADAC to configure fine-grained password policies and view the resultant set
of policies.

Estimated lesson time: 30 minutes

Enabling and using the Active Directory Recycle Bin

Administrators of Active Directory environments sometimes make mistakes—for example,
deleting the user account for a user who still needs access to the corporate network. The
effects of such mistakes can range from lost end-user productivity to broken network
functionality.

Windows Server 2008 R2 introduced a feature called the Active Directory Recycle Bin
(AD Recycle Bin) to provide administrators with a way to recover directory objects that were
accidentally deleted. However, using the AD Recycle Bin in Windows Server 2008 R2 environ-
ments proved difficult for some administrators because enabling and using this feature could
be performed only from the command-line, either by using the Ldp.exe utility or Windows
PowerShell cmdlets. Windows Server 2012 and Windows Server 2012 R2 simplify this task—
now you can use the GUI-based ADAC for both enabling the AD Recycle Bin and recovering
deleted objects.

Understanding the AD Recycle Bin

To understand the limitations of the AD Recycle Bin, you need to know how it works. When
the AD Recycle Bin feature is enabled in an Active Directory environment, directory objects
can be in one of the following four states (illustrated in Figure 5-10):

m Live The objectis functioning in Active Directory and is located in its proper con-
tainer within the directory. As an example, a user account object in the live state is one
that a user can utilize for logging on to the network.

m Deleted The object has been moved to the Deleted Objects container within Active
Directory. The object is no longer functioning in Active Directory, but the object'’s
link-valued and non-link-valued attributes are preserved, allowing the object to be
recovered by restoring it from the AD Recycle Bin if the lifetime of the deleted object
has not yet expired. (By default, when the AD Recycle Bin is enabled, the deleted
object lifetime is configured as 180 days.) For example, a user account in the deleted
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state cannot be used for logging on to the network, but if the user account is restored
to its live state, it can again be used for logon purposes.

m Recycled The deleted object lifetime has expired for the object. The object remains
in the Deleted Objects container, but most of its attributes are stripped away. The
object can no longer be recovered by restoring it from the AD Recycle Bin or by taking
other steps, such as reanimating Active Directory tombstone objects.

m Removed The recycled object lifetime has expired for the object. The Active

Directory garbage collection process has physically removed the object from the direc-
tory database.

Garbage
Delete Recycle Collection
Live —>£ Deleted ]—» { Recycled ]—> [ Removed J
L J L ]
Deleted Recycled
Restore Object Object
Lifetime Lifetime

FIGURE 5-10 There are four states of Active Directory objects when the AD Recycle Bin is enabled.

Enabling the AD Recycle Bin

By default, the AD Recycle Bin feature is disabled until you choose to enable it. Enabling the
AD Recycle Bin in your environment requires that the forest functional level be Windows
Server 2008 R2 or higher. This means that all domain controllers in your forest must be run-
ning Windows Server 2008 R2 or later.

To enable the AD Recycle Bin using ADAC, perform the following steps:

1. Log on using credentials of an account that belongs to the Enterprise Admins or
Schema Admins group.

2. Right-click the forest root domain in the navigation pane and select Raise The Forest
Functional Level:

B Active Director... ¢ | corp (local) (17)

E = Filter pel
m Overview
-

e N T
! corp (local) <L s

| Change domain controller

wASeattle Servers OU |

i
[ Raise the forest functional level... |
Dallas OU I

| Raise the domain functional level...

Vancouver OU Enable Recycle Bin ..

il Dynamic Access Control |

MNew »

B8 Sesttle Users OU Search under this node

| Properties

8 Seattle Computers OU
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3. Ensure that the forest functional level for your environment is Windows Server 2008 R2
or higher.

4. Right-click the forest root domain again and select Enable Recycle Bin.
5. Review the warning and click OK to proceed with enabling the AD Recycle Bin.
6. Refresh ADAC and wait until all domain controllers in the forest have replicated the

configuration change before attempting to use the AD Recycle Bin to restore deleted
objects.

NOTE USING WINDOWS POWERSHELL TO ENABLE THE AD RECYCLE BIN

You can also use Windows PowerShell to perform all of the actions required to enable the
AD Recycle Bin for your environment. For example, you can use the Set-ADForestMode
cmdlet to raise the forest functional level to Windows Server 2008 R2 or higher. You can
use the Enable-ADOptionalFeature cmdlet to enable the AD Recycle Bin feature. Use the
Get-Help cmdlet to display the syntax and examples for each of these cmdlets.

IMPORTANT ENABLING THE AD RECYCLE BIN IS AN IRREVERSIBLE DECISION

Although enabling the AD Recycle Bin is a recommended best practice for Active Directory
administration, after you enable this feature you cannot disable it. So plan carefully before
taking this step because you will be unable to roll back the forest functional level after you
have done it. For more information on rolling back the forest functional level, see the topic
titled “Understanding Active Directory Domain Services (AD DS) Functional Levels” in the
TechNet Library at http://technet.microsoft.com/en-us/library/understanding-active
-directory-functional-levels(WS.10).aspx.

Using the AD Recycle Bin

After the AD Recycle Bin is enabled, using it to restore deleted directory objects is straight-
forward as long as the deleted object lifetime of the objects has not expired. For example,
Figure 5-11 shows how to restore the user account for Marie Dubois after it was accidentally
deleted. The following menu options are available:

m Restore Restore the deleted object to its original location within Active Directory.

m Restore To Restore the deleted object to a container you specify using Column
Explorer.

m Locate Parent Display the container where the deleted object originally resided.

m Properties Display or modify the properties of the deleted object.
NOTE RESTORING MULTIPLE DELETED OBJECTS

You can restore multiple deleted objects in one action by multiselecting them in the
Deleted Objects container and choosing the appropriate menu option.
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B Active Directory Administrative Center [= =[]

v (E.J |Manage Help

Ei Active Directory... ¢ Deleted Objects (1) Tasks
B e Filter Pl @~ @~ - | @
! Marie Dubois ~
B8 Overview | =
P corp (local) Narme When Deleted Last known parent Type Restare
. @B
> [m Boston OU Bl ° Marie Dubois  1/22/2014 115 OU=Seattle Users OU.. hissorelos:
> [l Builtin | Restore
> jill Computers | m | | Restare To..
- i@ Dallas OU || Marie Dubois .i.Loc_ate Parent 5 i ~
__| Deleted Objects User logon: mdubois Expiration:  <Never> | Properties
. @B - y
& lm Domain Controllers E-mail: Lastlog on:  <Not Set> Delete

e [l ForeignSecurityPringig Modified:  6/25/2012 11:51 AM

i ipti Search under th..
> Ml LostAndFound Description:

P ri
> [l Managed Service Accy roperties
> il NTDS Duntas ¥
WINDOWS POWERSHELL HISTORY o)

FIGURE 5-11 Restore a deleted object using the AD Recycle Bin.

NOTE USING WINDOWS POWERSHELL TO RESTORE DELETED OBJECTS

After you have enabled the AD Recycle Bin for your environment, you can also use
Windows PowerShell to restore directory objects you accidentally deleted. You can do this
using the Restore-ADObject cmdlet. Use the Get-Help cmdlet to display the syntax and
examples for this cmdlet.

( Quick check
m If a directory object is in the Recycled state, can you still recover it using the AD
Recycle Bin?
Quick check answer

®  No. If an object is in the Recycled state, its deleted object lifetime has expired. The
object is still in the Deleted Objects container, but because most of its attributes
have been stripped away you can no longer recover it by restoring it from the AD
Recycle Bin.
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Configuring fine-grained password policies

In Windows Server 2003 and earlier, you could have only a single password policy
and account lockout policy governing all user accounts in a domain. You could con-
figure this password policy by editing the Default Domain Policy Group Policy Object
(GPO)—specifically, the six policy settings found under

Computer Configuration\Policies\Windows Settings\Security Settings\Account Policies
\Password Policy

Each domain also had three account lockout policy settings, found under

Computer Configuration\Policies\Windows Settings\Security Settings\Account Policies
\Account Lockout Policy

Windows Server 2008 introduced a feature called fine-grained password policies that
you could use to configure multiple password policies and account lockout policies for each
domain. This provided Active Directory administrators with greater flexibility because they
could create different policies for different groups of users. The problem, however, was that
you needed to use ADSI Edit and the Ldifde command-line utility to create fine-grained
password policies on the earlier platform. This task is simplified in Windows Server 2012 and
Windows Server 2012 R2 because you can use the GUI-based ADAC for creating fine-grained
password policies. In addition, you can use ADAC to view the resultant password settings
for particular users in your environment to ensure fine-grained password policies have been
configured as intended.

Understanding fine-grained password policies

You can assign fine-grained password policies to users or groups. If a user belongs to more
than one group that has a fine-grained password policy assigned to it, the precedence value
of each policy is used to determine which policy applies to members of the group. The prece-
dence value of a policy must be an integer value of 1 or greater. If multiple policies apply to
the same user, the policy having the lowest precedence value takes effect.

REAL WORLD UNDERSTANDING POLICY PRECEDENCE

Consider a scenario in which a user named Karen Berg in the corp.contoso.com domain is a
member of two groups: the Marketing group and the Sales group. Fine-grained password
policies have been configured as follows:

m A fine-grained password policy having a precedence value of 1 has been created
and assigned to the Marketing group.

m A fine-grained password policy having a precedence value of 2 has been created
and assigned to the Sales group.

Because Karen belongs to both groups, both policies apply to her, but the one with the
lowest precedence value (the policy assigned to the Marketing group) is the one that
takes effect.
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Note that if two fine-grained password policies have the same precendence value and both
policies are applied to the same user, the policy with the smallest globally unique identifier
(GUID) takes effect.

Best practices for implementing fine-grained password policies

When planning to implement fine-grained password policies within your Active Directory
environment, you should follow these best practices:

m Assign policies to groups instead of individual users for easier management.

m  Assign a unique precedence value to each fine-grained password policy you create
within a domain.

m Create a fallback policy for the domain so that users who don't belong to any groups
that specifically have fine-grained password policies assigned to them still have pass-
word and account lockout restrictions apply when they try to log on to the network.
This fallback policy can be either of the following:

m The password and account lockout policies defined in the Default Domain
Policy GPO

m A fine-grained password policy that has a higher precedence value than any
other policy

REAL WORLD IMPLEMENTING A FALLBACK POLICY FOR YOUR DOMAIN

Consider a scenario in which the corp.contoso.com domain has three groups: Marketing,
Sales, and Human Resources. Fine-grained password policies have been configured as
follows:

m A fine-grained password policy having a precedence value of 1 has been created
and assigned to the Marketing group.

m A fine-grained password policy having a precedence value of 2 has been created
and assigned to the Sales group.

®m  No fine-grained password policy has been assigned to the Human Resources
group.
To ensure that password and account lockout restrictions apply when members of the

Human Resources group try to log on to the network, you can do either of the following:

m Configure password and account lockout policy settings in the Default Domain
Policy GPO for the domain.

m Create a fine-grained password policy that has a precedence value of 100 and
assign this policy to the Domain Users group.

Note that the second option is the recommended approach because Default Domain Policy
is a legacy feature dating back to the Windows NT era and fine-grained password policies
are the future.
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Creating fine-grained password policies

Before you can create fine-grained password policies for a domain, you must ensure that the
domain functional level is Windows Server 2008 or higher. You can do this by using either
ADAC or Windows PowerShell as described in the previous topic in this lesson.

NOTE DOMAIN FUNCTIONAL LEVEL

Domain Admin credentials or greater are required to raise the domain functional level for
a domain.

Fine-grained password policies for a domain are stored in the Password Settings Container,
which is found under System, as shown in Figure 5-12.

2] Active Directory Administrative Center - [a ]
= | = Filter o B> R> & @
& Overview |F 1d in this column | Find in this column <=1 I Settings-..
i Deleted Objects || ComParionsets b ||| NV '
System\Password Settings Container @8 Domain Controllers ~ » Ml Default Domain Policy » Delete
Seattle OUNSeattle Users OU Ml ForeignSecurityPrincipa » Ml Dfs-Configuration > Search under th...
Deleted Objects :- LostAndFound 4 :- DFSR-GlobalSettings  » Properties
_ ) M Managed Service Accol ® Ml DomainUpdates »
= » | NTDS Quotas » 8 File Replication Service »
B2 Seattle Users OU il Program Data 4 il FileLinks > |E
B Seattle Computers QU B2 Seattle OU L s B 1P Security L4
BE Seattle Servers OU | etz '
il Toronto OU » M MicrosoftDNS ,
P Global Search i TPM Devices .
M Users 4 Ml Policies >
B8 Vancouver OU » || W PSPs L3 .
WINDOWS POWERSHELL HISTORY )

FIGURE 5-12 Fine-grained password policies are stored in the Password Settings Container.

To create a new fine-grained password policy using ADAC, follow these steps:

1. Display the Password Settings Container in either the navigation pane or the manage-
ment list pane.

2. Right-click the Password Settings Container and select New. Then select Password
Settings.

3. Fill in the appropriate information on the Create Password Settings properties page, as
shown in Figure 5-13.

4. Click Add and locate the group or groups to which you want the policy to apply. Then
click OK to create the new policy.
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228

5. Repeat the preceding steps to create additional fine-grained password policies as
needed for your environment.

= | O -
Create Password Settings: Marketing Tasks v | [secions v |
Password Settings Password SEJEUWQS x ()
Directly Applies To i
Name: Marketing Password age options:
Precedence: 1 Enforce minimum password age
Enforce minimum password length User cannot change the passwor... 1
Minimum password length (charac... 7 Enforce maximum password age
Enforce password history User must change the password... 42
Number of passwords remembered: 24 [ Enforce account lackout policy:
Password must meet complexity requirements Huniberoiiailsdlioganiatiempislale
Reset failed logon attempts count... 30 -
[[] Store password using reversible encryption Account will be locked out =
® Fo f (ming| 30
Protect from accidental deletion U tra ually un 1
Description:
FGPP for Marketing department users
Directly Applies To X) ()
Name - Mail
e——— [ Add. |
R

FIGURE 5-13 Create a new fine-grained password policy.

NOTE USING WINDOWS POWERSHELL TO MANAGE FINE-GRAINED PASSWORD
POLICIES

You can also use Windows PowerShell to create, modify, or delete fine-grained password
policies for your domain. For example, you can use the New-ADFineGrainedPasswordPolicy
cmdlet to create a new fine-grained password policy. You can also use the
Set-ADFineGrainedPasswordPolicy cmdlet to modify an existing fine-grained password
policy. And you can use the Remove-ADFineGrainedPasswordPolicy cmdlet to delete a
fine-grained password policy that is no longer needed in your environment. Use the Get-
Help cmdlet to display the syntax and examples for each of these cmdlets.

Viewing the resultant password settings for a user

You can also use ADAC to view the resultant password settings for users in a domain. This is
useful both for ensuring that you have created and assigned fine-grained password policies
as you intended for your environment and also for troubleshooting problems with policies
not being applied as expected.
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To view the resultant password settings for a particular user, first locate the user in Active
Directory either by browsing using the navigation pane or by using the Global Search tile.
Then right-click the user account and select View Resultant Password Settings, as shown in
Figure 5-14. The fine-grained password policy that is displayed is the one that applies to the
user who has the lowest precedence value.

B Active Directory Administrative Center [ =
@ ¥« (Global Search * (@) | Manage  Help
Ei Active Direc{ory A.. < | GLOBAL SEARCH 1 items found Tasks
== ® Normal () Convert to LDAP Scope: cor. ¥ B
] - Karen Bei ~
IB8 Cverview karen x 0 search g
- Reset password...

il corp (local) b

+ Add criteria ¥ View resultant password...
«\Password Settings Container
Name Type Description Add t
Seattle OU\Seattle Users QU i DA raup
Deleted Objects (= Karen Berg ca Disable
| Reset d.
Bl Dynamic Access Control 3 bl et Delete
| View resultant password settings... | i
ove..

BE Seattle Users OU RaR 5 aroln.

Bl Seattle Computers OU Disable Locate
= i P rt
B8 Seattle Servers OU Delete roperties

¥ Global Search Move..

Locate
p rti
5 roperties
Karen Berg ~
WINDOWS POWERSHELL HISTORY La)

FIGURE 5-14 View the resultant set of policies for a user.

NOTE USING WINDOWS POWERSHELL TO VIEW THE RESULTANT SET OF POLICIES

You can also use Windows PowerShell to view the resultant password settings for a user.
You can do this using the Get-ADUserResultantPasswordPolicy cmdlet. Use the Get-Help
cmdlet to display the syntax and examples for this cmdlet.

Lesson summary
m You can use ADAC to enable the Active Directory Recycle Bin and recover deleted
objects by restoring them to the same location or a different location in the directory.

Directory objects in an Active Directory forest that has been set to the Windows Server
2012 or Windows Server 2012 R2 forest functional level can be in one of four states:
Live, Deleted, Recycled, or Removed. Only objects that are still in the Deleted state can
be restored from the AD Recycle Bin.
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m You can use ADAC to configure fine-grained password policies for a domain and also
view the resultant set of policies.

m Fine-grained password policies are intended as the replacement for the password and
account policy settings found in the Default Domain Policy GPO.

m  When configuring fine-grained password policies for a domain, you should create a
fallback policy to ensure that all user accounts in the domain have a password and
account lockout policy applied.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1. If the recycled object lifetime for a directory object has expired, what state is the

object in?
A. Live

B. Deleted
C. Recycled

D. Removed

2. Which Windows PowerShell cmdlet can you use to enable the Active Directory
Recycle Bin?

A. Set-ADForestMode

B. Enable-ADRecycleBin

C. Enable-ADOptionalFeature

D. New-ADFineGrainedPasswordPolicy

3. Which of the following are best practices for implementing fine-grained password
policies in a domain? (Choose all that apply.)

A. Assign fine-grained password policies to users instead of groups.

B. Ensure that each fine-grained password policy has its own unique preference
value.

C. Ensure that each group has at least one fine-grained password policy assigned
to it.

D. Make sure you have configured a fallback policy for the domain. This can be either
a fine-grained password policy that has a higher precedence value than any other
policy or the password and account lockout settings defined in the Default Domain
Policy GPO.
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Lesson 3: Administering Active Directory using
Windows PowerShell

Although ADAC can be useful for performing some Active Directory management tasks,
especially in smaller environments, using Windows PowerShell to automate Active Directory
administration is the preferred approach when you must repeat such tasks frequently—for
example, when you need to create user accounts in bulk. This chapter demonstrates some
of the different ways that you can use Windows PowerShell commands to perform com-
mon Active Directory management tasks. The chapter also demonstrates some of the more
advanced administration tasks you can perform on your Active Directory environment using
Windows PowerShell.

After this lesson, you will be able to:

= Demonstrate different ways of using Windows PowerShell to perform com-
mon Active Directory management tasks, such as creating and managing user
accounts singly and in bulk.

m Find Windows PowerShell cmdlets that you can use for managing different
aspects of Active Directory.

m Perform an advanced Active Directory administration task that involves creating
a new site and site link followed by moving a domain controller to the new site.

Estimated lesson time: 30 minutes

Managing user accounts with Windows PowerShell

Creating and managing user accounts is a common Active Directory administration task.
Windows PowerShell provides considerable flexibility in how this can be done in Windows
Server 2012 and Windows Server 2012 R2. Typing Get-Command *ADUser at a Windows
PowerShell prompt shows there are four cmdlets for managing user accounts:

= New-ADUser Creates a new Active Directory user

m Get-ADUser Gets one or more Active Directory users so that you can perform some
action with them

m Set-ADUser Modifies the properties of an existing Active Directory user
= Remove-ADUser Removes the specified user from Active Directory

Any administration of user accounts using Windows PowerShell involves using one or
more of these cmdlets. The following sections demonstrate some of the ways you can create
new user accounts using the New-ADUser cmdlet. The approach you choose depends on the
particular needs of your situation.
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Example 1: Create a single new user account

To create a new user account for Phil Gibbins using pgibbins for the user's SAM account name
and pgibbins@corp.contoso.com for the user's UPN logon, you can use the New-ADUser cmd-

let as follows:

PS C:\> New-ADUser -Name "Phil Gibbins" -GivenName Phil -Surname Gibbins °

-SamAccountName pgibbins -UserPrincipalName pgibbins@corp.contoso.com

Note that there is no output if the command runs successfully. The resulting properties of
the new user account when it is opened in ADAC are shown in Figure 5-15. Note that there
are numerous other properties you could have specified when creating the account. Each of
these additional properties has a parameter associated with it when using the New-ADUser

cmdlet.

Account
QOrganization
Member Of
Password Settings
Profile

Extensions

) More Information

Phil Gibbins (Disabled)

Account
First name: Phil
Middle initials:
Last name: Gibbins
Full name: Phil Gibbins
User UPM logon:  pgibbins @ H
User SamAccount... corp A paibbins
[] Protect from accidental deletion
Leg on hours... Log on to..

Organization

Display name:
Office:
E-mail:
Web page:
Other web pages...

Phone numbers:
Main:

(R

BEE |

Account expires:

Password options:

(®) User must change password at next log on

Encryption options:

Other options:

Job title:
Department:
Company:
Manager:

Direct reports:

TASks v | [sECTIONS |
» - - [l
DR
® Never
) End of
-~

() Other password options

FIGURE 5-15 Create a new user account using the New-ADUser cmdlet.

NOTE WHERE NEW USERS ARE CREATED

If you try the preceding example, you'll discover that the user account for Phil

Gibbins is created in the Users container of the domain. To create a user account in

a different location, you must specify the —Path parameter with this command. For
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example, to create this account in the location ou=Seattle Users OU,ou=Seattle OU
OU,dc=corp,dc=contoso,dc=com in Active Directory, you could append —Path “ou=Seattle
Users OU,ou=Seattle OU OU,dc=corp,dc=contoso,dc=com” to the command used in the
preceding example.

Example 2: Create a new user account and specify a password

To specify a password when you create the user account for Phil Gibbins, you can use the
Read-Host cmdlet. With this cmdlet, you enter a password when you run the command, as
shown by the highlighted code in the following example:

PS C:\> New-ADUser -Name "Phil Gibbins" -GivenName Phil -Surname Gibbins °

-SamAccountName pgibbins -UserPrincipalName pgibbins@corp.contoso.com °
-AccountPassword (Read-Host -AsSecureString "AccountPassword™)

Example 3: Create and enable a new user account

When you use the New-ADUser cmdlet to create a user account, the new account is disabled
and cannot be enabled unless either of the following has occurred:

m A valid password has been set for the account.
m The —PasswordNotRequired parameter has been set to true.

To create a user account for Phil Gibbins, specify a password, and enable the new account,
you can use the following command:
PS C:\> New-ADUser -Name "Phil Gibbins" -GivenName Phil -Surname Gibbins °
-SamAccountName pgibbins -UserPrincipalName pgibbins@corp.contoso.com °

-AccountPassword (Read-Host -AsSecureString "AccountPassword™) °
-PassThru | Enable-ADAccount

The —PassThru parameter, which has been added to the New-ADUser command just
shown, returns the newly created user account object so that it can be piped into the
Enable-ADAccount cmdlet to enable the new account.

Example 4: Bulk-create new user accounts

A good example of how you can use Windows PowerShell to automate a common Active
Directory management task is the bulk creation of users. For example, you can combine the
previous examples with the Import-Csv cmdlet, which enables you to read in data from a
comma-separated values (CSV) file to create multiple user accounts in a single operation.

To illustrate this, the file new-users.csv contains a line of header information followed by
attributes for three user accounts as follows:

Name, GivenName, Surname, SamAccountName,UserPrincipalName

Arno Bost,Arno,Bost,abost,abost@corp.contoso.com

Peter Fischer,Peter,Fischer,pfischer,pfischer@corp.contoso.com
Manish Chopra,Manish,Chopra,mchopra,mchopra@corp.contoso.com
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The following command first reads the CSV file and pipes its contents into the
New-ADUser cmdlet, then sets the password for each user account as Pa$$wO0rd, and finally
enables the accounts:

PS C:\> Import-Csv C:\data\new-users.csv | New-ADUser -PassThru |
Set-ADAccountPassword -Reset °

-NewPassword (ConvertTo-SecureString -AsPlainText 'Pa$$wOrd' -Force) °
-PassThru | Enable-ADAccount

The highlighted portion of this command takes the string “Pa$$wOrd” and converts it from
plain text to a secure string so that it can be used by the —NewPassword parameter of the
Set-ADAccountPassword cmdlet. The —Force parameter is needed to suppress the confirma-
tion prompt generated by use of the —AsPlainText parameter.

REAL WORLD BULK ACCOUNT CREATION

Bulk creation of user accounts, computer accounts, groups, and other types of directory
objects involves two steps:

m  Creating the source file with the information for the accounts that need to be
created

m Creating the command or script that takes the source file and uses it to bulk-
create the new accounts

The CSV format used in the example in this section is a universal format supported by
numerous applications, including Microsoft Excel, Microsoft Access, and even Microsoft
SQL Server. By using a program like Excel to create the source information and save it in
CSV format, you can quickly and easily bulk-create accounts in Active Directory.

Example 5: Create new user accounts from a template account

A template account is an account you use as a basis for creating other accounts. By configur-
ing template account properties that are common to the other accounts you need to create,
you can reduce the amount of information you need to provide for creating the additional
accounts.

For example, you could configure properties like the account expiration date and password
options in a template account if these will be the same for the other user accounts you need
to create. You may also configure properties like Company, Address, City, and Country in the
template account. By doing this, you won't need to specify these properties when you create
the other user accounts.

One of the practice exercises at the end of this chapter demonstrates how you can create a
template account and then use it as a basis for creating additional user accounts.
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( Quick check

m  What is the —~UserPrincipalName parameter in the New-ADUser cmdlet used for?

Quick check answer

m This parameter is used to specify the user’s logon name in the form

<username>@<domainname>.

Finding Active Directory administration cmdlets

The Get-Command cmdlet, which is new in Windows PowerShell 3.0, can be helpful when you
need to find cmdlets to perform some administration task on Active Directory. For example,

typing Get-Command New-AD* lists all cmdlets used for creating new Active Directory

objects. The output from running this command looks like this:

CommandType
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet

Name

New-ADCentralAccessPolicy
New-ADCentralAccessRule
New-ADClaimTransformPolicy
New-ADClaimType

New-ADComputer
New-ADDCCloneConfigFile
New-ADFineGrainedPasswordPolicy
New-ADGroup

New-ADObject
New-ADOrganizationalUnit
New-ADReplicationSite
New-ADRepTicationSiteLink
New-ADRepTlicationSitelLinkBridge
New-ADReplicationSubnet
New-ADResourceProperty
New-ADResourcePropertylList
New-ADServiceAccount

New-ADUser

ModuleName

ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory

The function of each command is self-explanatory, given the names of these commands.
To see the syntax and usage examples for each command, use the Get-Help cmdlet.

As a second example of finding Active Directory administration cmdlets, typing

Get-Command *ADAccount* displays all cmdlets used for managing Active Directory

accounts. The output of this command is as follows:

CommandType
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet

Name

Clear-ADAccountExpiration
Disable-ADAccount
Enable-ADAccount
Get-ADAccountAuthorizationGroup

Get-ADAccountResultantPasswordReplicationPolicy

Search-ADAccount
ccountControl

ModuleName

ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory

ActiveDirectory

ActiveDirectory

ActiveDirectory
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Cmdlet Set-ADAccountExpiration
Cmdlet Set-ADAccountPassword
Cmdlet UnTock-ADAccount

ActiveDirectory
ActiveDirectory
ActiveDirectory

Again, the names of these cmdlets provide clear insight into the actions they perform, such
as enabling, disabling, and unlocking accounts; setting passwords for accounts; setting and

clearing the expiration date for accounts; and so on.

Finally, the Get-Help cmdlet can be useful for both finding cmdlets and learning what you
can do with them. For example, typing Get-Help *ADUser* displays some of the cmdlets
used for managing Active Directory user accounts and describes what they do. The output of

this command is as follows:

Name Category Module

Get-ADUser Cmdlet

Get-ADUserResultantPasswordPolicy Cmdlet

New-ADUser Cmdlet
Remove-ADUser Cmdlet
Set-ADUser Cmdlet

ActiveDirectory

ActiveDirectory

ActiveDirectory
ActiveDirectory

ActiveDirectory

Synopsis

Gets one or more Active
Directory users.

Gets the resultant
password policy for a
user.

Creates a new Active
Directory user.
Removes an Active
Directory user.
Modifies an Active
Directory user.

From the previous examples, you can see that typing Get-Help *ADAccount* provides
information about more cmdlets used for managing Active Directory user accounts.

REAL WORLD LEARNING HOW TO USE WINDOWS POWERSHELL TO MANAGE ACTIVE

DIRECTORY

There is a total of 135 different cmdlets in the Active Directory module for Windows
PowerShell in Windows Server 2012. In addition, 12 new cmdlets were added in Windows

Server 2012 R2 to provide new capabilities for automating Active Directory manage-

ment tasks using Windows PowerShell. These new cmdlets focus on new credentials

protection and management functionalities called authentication policy and authentica-
tion policy silos. Active Directory in Windows Server 2012 R2 introduces the concept of
forest-based authentication policies that apply to accounts in a domain that is running at
Windows Server 2012 R2 domain functional level. These authentication policies enable
you to control which hosts a user can use to sign in, and they work in conjunction with the
Protect Users security group. You can then apply access control conditions that can isolate
accounts to constrain the scope of the network visible to them. The new cmdlets for these
functionalities are as follows:

m  Get-ADAuthenticationPolicy
m New-ADAuthenticationPolicySilo
m Set-ADAccountAuthenticationPolicySilo
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m  Get-ADAuthenticationPolicySilo

® Remove-ADAuthenticationPolicy

m Set-ADAuthenticationPolicy

m  Grant-ADAuthenticationPolicySiloAccess
® Remove-ADAuthenticationPolicySilo

m Set-ADAuthenticationPolicySilo

m New-ADAuthenticationPolicy

m Revoke-ADAuthenticationPolicySiloAccess
m Show-ADAuthenticationPolicyExpression

To learn more about each of these cmdlets, you can review their TechNet pages, such as
http://technet.microsoft.com/en-us/library/dn528538.aspx. However, the only way you can
learn how to effectively work with all 147 Active Directory cmdlets in Windows Server 2012
R2 is by trying them out to perform different kinds of administration tasks in a safe test
environment.

Performing an advanced Active Directory administration
task

To conclude this lesson, here is an example of how to perform an advanced Active Directory
administration task using Windows PowerShell. The scenario is as follows:

Contoso Ltd. is in the process of rolling out its Active Directory environment at its headquar-
ters in Seattle. So far, two domain controllers have been deployed at this location. A new
branch office is going to be set up in Bellevue, and the Contoso administrator has decided to
move one of the existing domain controllers to this new location.

Here are the steps that the administrator will perform:

1. Create a new site named Branch-Office-One for the Bellevue location.

2. Create a new site link named Hub-to-Branch-Office-One to enable replication to occur
between the two sites.

3. Move one of the two domain controllers from Default-First-Site-Name to
Branch-Office-One.

This is how these tasks can be done using Windows PowerShell:
1. List all the sites that currently exist in the domain:

PS C:\> Get-ADReplicationSite -Filter * | ft Name

Name

Default-First-Site-Name
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2. List all the domain controllers in the domain:

PS C:\> Get-ADDomainController -Filter * | ft Hostname

Hostname

SEA-SRV-1.corp.contoso.com
SEA-SRV-5.corp.contoso.com

3. Create a new site named Branch-Office-One:

PS C:\> New-ADReplicationSite Branch-Office-One

4. \Verify the creation of the new site:

PS C:\> Get-ADReplicationSite -Filter * | ft Name

Name

Default-First-Site-Name
Branch-0ffice-0ne

5. Create a new site link between the two sites and enable the change-notification pro-
cess for replication:

PS C:\> New-ADReplicationSiteLink 'Hub-to-Branch-Office-One'
-SitesIncluded Default-First-Site-Name,Branch-Office-One °
-OtherAttributes @{'options'=1}

6. Specify the cost and replication frequency for the new site link:

PS C:\> Set-ADReplicationSiteLink Hub-to-Branch-O0ffice-One °
-Cost 100 -ReplicationFrequencyInMinutes 15

7. Verify the results by viewing the properties of the new site link:

PS C:\> Get-ADReplicationSiteLink -Filter {Name -eq "Hub-to-Branch-Office-One"}

Cost : 100

DistinguishedName : CN=Hub-to-Branch-0ffice-0One,CN=IP,CN=Inter-Site
Transports,(CN=Sites,CN=Configuration,
DC=corp,DC=contoso,DC=com

Name : Hub-to-Branch-0ffice-0One

ObjectClass : sitelink

ObjectGUID : f9df8b3c-f8bc-4ca9-b082-09655e14c80b
RepTlicationFrequencyInMinutes : 15

SitesIncluded : {CN=Branch-0ffice-One,CN=Sites,CN=Configuration,

DC=corp,DC=contoso,DC=com,CN=Default-First-
Site-Name,CN=Sites,CN=Configuration,DC=corp,
DC=contoso,DC=com}

8. Move domain controller SEA-SRV-5 from the hub site to the branch office site:

PS C:\> Get-ADDomainController SEA-SRV-5.corp.contoso.com |
Move-ADDirectoryServer -Site Branch-0ffice-One
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9. Verify that the domain controller has been moved to the branch office site:

PS C:\> Get-ADDomainController -Filter * | ft Hostname,Site

Hostname Site
SEA-SRV-1.corp.contoso.com Default-First-Site-Name
SEA-SRV-5.corp.contoso.com Branch-0ffice-0ne

Finally, opening the Active Directory Sites And Services MMC console shows the expected
configuration of sites, site links, and domain controllers. (See Figure 5-16.)

= Active Directory Sites and Services I;Ii-

File Action View Help

s zE XELE “

@i Active Directory Sites and Services || Name Type Description Cost Replication Interval
4[] Sites R DEFAULTIPSITELINK Site Link 100 180
b ] Subnets EHub-to-Branch-OFﬁce-One Site Link 100 15
a4 | Inter-Site Transports
L
~ SMTP
pl E Branch-Office-One
4[] Servers

I 3 SEA-SRV-3
F Default-First-Site-Mame

b

| Servers
I & SEA-SRV-1

< m >

FIGURE 5-16 This MMC console confirms what the Windows PowerShell cmdlets accomplished.

Lesson summary

®m The Active Directory module in Windows Server 2012 includes 135 Windows
PowerShell cmdlets you can use for performing Active Directory administration tasks
from the command line or by using scripts. Windows Server 2012 R2 adds 12 more
Active Directory cmdlets for a total of 147 cmdlets.

® You should become familiar with the syntax of cmdlets such as New-ADUser,
New-ADOrganizationalUnit, and others in the Active Directory Windows PowerShell
module so that you can use them to automate the creation of user accounts, organiza-
tional units, and other types of directory objects in your Active Directory environment.

®m You can use cmdlets such as New-ADUser in different ways to create user accounts
appropriately for the needs of each Active Directory administration scenario. The same
is true when using Windows PowerShell to create other types of directory objects like
groups, computer accounts, and organizational units.

®m You can combine cmdlets such as New-ADUser with other Windows PowerShell cmd-
lets to create user accounts in different ways, such as from a template account or in
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bulk. The same is true when using Windows PowerShell to create other types of direc-
tory objects like groups, computer accounts, and organizational units.

m You can use the new Get-Command cmdlet to quickly identify the Active Directory
administration cmdlets you need to perform a specific task.

m You can use Windows PowerShell to perform advanced Active Directory administra-
tion tasks that previously required using MMC snap-ins like Active Directory Sites And
Services.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1. Which Windows PowerShell cmdlet can you combine with New-ADUser to bulk-create
new user accounts?

A. Get-ADUser
B. Import-Csv
C. Set-ADAccountPassword
D. Where-Object
2. What does the —Force parameter do in the following Windows PowerShell command?

Set-ADAccountPassword -Reset -NewPassword (ConvertTo-SecureString -AsPTainText
"Pa$$wOrd" -Force)

A. It forces the specified password to be converted from plain text to a secure string.
B. It forces the specified password to be encrypted.

C. It suppresses the confirmation prompt that the user normally would have to
respond to when performing this action.

D. It forces the user to respond to a confirmation prompt when performing this
action.

3.  What commands can you use to find Windows PowerShell cmdlets for managing
Active Directory groups? (Choose all that apply.)

A. Get-Command —Module ActiveDirectory
B. Get-Command *ADGroup*

C. Get-Help *ADGroup*

D. Get-Help ActiveDirectory
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Practice exercises

The goal of this section is to provide you with hands-on practice with the following:
m Creating organizational units using Windows PowerShell
m Creating user accounts using Windows PowerShell

To perform the following exercises, you need at least one clean installation of Windows
Server 2012 R2 using the Server With A GUI installation option. The server is assumed to be
a domain controller in the corp.contoso.com domain and have Internet connectivity. You
should be logged on interactively to the server using a user account that is a member of the
Domain Administrators group. For the purposes of these exercises, the name of the server is
assumed to be DC-1. You can modify the exercises as needed if the name of your server and
domain are different from the ones given here.

Exercise 1: Creating organizational units using Windows
PowerShell

In this exercise, you create and run a Windows PowerShell script that creates a hierarchy of
organizational units in the corp.contoso.com domain.

1. Logon to DC-1 using an account that is a member of the Domain Admins account for
the corp.contoso.com domain.

2. Create a folder named Data in the root of your C drive.
3. Open Notepad and type the following lines:

New-ADOrganizationalUnit -Name "Montreal" °

-Path "dc=corp,dc=contoso,dc=com"

New-ADOrganizationalUnit -Name "Montreal Users" °

-Path "ou=Montreal,dc=corp,dc=contoso,dc=com"
New-ADOrganizationalUnit -Name "Montreal Computers™ °
-Path "ou=Montreal,dc=corp,dc=contoso,dc=com"
New-ADOrganizationalUnit -Name "Montreal File Servers" °
-Path "ou=Montreal,dc=corp,dc=contoso,dc=com"
New-ADOrganizationalUnit -Name "Montreal Terminal Servers" °
-Path "ou=Montreal,dc=corp,dc=contoso,dc=com"
New-ADOrganizationalUnit -Name "Montreal Administrators" °
-Path "ou=Montreal,dc=corp,dc=contoso,dc=com"

4. Select File, select Save As, and type new-OUs.psl as the file name. Click the Save As
type control, select All Files, and save the script in your C:\Data folder.

5. Open the Windows PowerShell console using elevated privileges by right-clicking the
Windows PowerShell taskbar icon and selecting Run As Administrator.

6. Type Get-ExecutionPolicy to view the current script-execution policy on the server.
This will likely be Restricted, which means that no scripts can be run and Windows
PowerShell can be used only in interactive mode.
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7. Type Set-ExecutionPolicy Unrestricted to change the execution policy on the server
to Unrestricted, which means that all Windows PowerShell scripts can be run with no
restrictions (that is, both signed and unsigned scripts can be run).

8. Type C:\Data\new-OUs.ps1 to run the script you created earlier.

9. Type the following command to verify that the new organizational units were created
as expected:

Get-ADOrganizationalUnit -Filter 'Name -like "Montreal*"' | °
Format-Table Name,DistinguishedName

10. Open ADAC, navigate to the corp.contoso.com domain, and verify that the hierarchy of
organizational units was successfully created. You might need to refresh ADAC if it was
already open to see the OUs.

11. Add the new OUs as navigation nodes in ADAC list view and rearrange them as
desired.

Exercise 2: Creating user accounts using Windows
PowerShell

In this exercise, you create a template user account that will be used as a starting point for
creating other user accounts. You then create a new user account based on your template
account.

1. Log on to DC-1 using an account that is a member of the Domain Admins account for
the corp.contoso.com domain.

2. Open the Windows PowerShell console using elevated privileges by right-clicking the
Windows PowerShell taskbar icon and selecting Run As Administrator.

3. Use the New-ADOrganizationalUnit cmdlet to create a new OU named “Denver” in the
corp.contoso.com domain.

4. Use the New-ADOrganizationalUnit cmdlet again to create a new OU named "Denver
Users” in the "Denver” OU you created in the previous step.

5. Run the following command to create a template user named DenverTemplateUser
that expires at 2 A.M. on December 30, 2014, and that has its City property set to
Denver:

New-ADUser -Name DenverTemplateUser °
-AccountExpirationDate "12/30/2014 2:00:00 AM" -City "Denver"

6. Open ADAC, navigate to the default Users container in the corp.contoso.com domain,
and verify that the template user was successfully created. You might need to refresh
ADAC if it was already open to see the new user.

7. Open the properties of the template user in ADAC and verify that the Account
Expiration Date and City properties were configured properly.
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10.

11.

12.

13.

14.

Switch back to the Windows PowerShell console and use the Get-ADUser cmd-

let to retrieve the default properties of the template user you just created with the
two custom properties you configured. Then assign the result to a variable named
$templateDenverUser by running this command:

$templateDenverUser = Get-ADUser °

-Identity "cn=DenverTemplateUser,cn=Users,dc=corp,dc=contoso,dc=com” °
-Properties AccountExpirationDate,City

Type $templateDenverUser and verify that the properties of the template account
are correct.

Execute the following command to create a new user account for Tony Madigan that
is based on the template user you created earlier. Note that the backtick character is
used here to enable you to enter this long command in several lines to make it easier
to understand:
New-ADUser -Name "Tony Madigan" °

-GivenName Tony -Surname Madigan °

-SamAccountName tmadigan °

-UserPrincipalName tmadigan@corp.contoso.com

-Path "ou=Denver Users,ou=Denver,dc=corp,dc=contoso,dc=com" °

-Instance $templateDenverUser °
-AccountPassword (ConvertTo-SecureString -AsPlainText "Pa$$wOrd" -Force)

Note the —Instance parameter in the preceding command. This is used to specify an
instance of an existing object that is to be used as a template for a new object. Refer to
http://technet.microsoft.com/en-us/library/hh852238 if you want to learn more about
how to use the —Instance parameter with the New-ADUser cmdlet.

Run the following command to get the configured properties of the new user account
with the two custom properties that were retrieved from the template account:

Get-ADUser -Identity tmadigan -Properties °
Name,GivenName, Surname, SamAccountName,UserPrincipalName,AccountExpirationDate,City

Verify from the output of the preceding command that the new user account has the
correct properties.

Switch back to ACAC, navigate to the Denver Users OU beneath the Denver OU, open
the properties of Tony Madigan's user account, and verify that the properties were
configured as expected.
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Suggested practice exercises

The following additional practice exercises are designed to give you more opportunities to
practice what you've learned and to help you successfully master the lessons presented in this
chapter:

m Exercisel Create a Windows PowerShell script that takes an existing template
account and uses it as a basis for bulk-creating new user accounts whose unique prop-
erties have been specified in a CSV file you created using Microsoft Excel.

m Exercise 2 Create a series of Windows PowerShell commands that create three new
groups, add some users to each group from the bulk users created in the previous
practice, and configure and assign a unique fine-grained password policy to each

group.
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Answers

This section contains the answers to the lesson review questions in this chapter.

Lesson 1

1.

Correct answer: D

A.

Incorrect: Column Explorer simplifies browsing through the levels of your Active
Directory hierarchy by displaying all the child containers of the parent container
(the container for which you opened Column Explorer) in a single column. It does
not, however, enable you to quickly access the last three containers you accessed.

Incorrect: The navigation pane is the left pane of ADAC and enables you to browse
through Active Directory by using the tree view, which is similar to the Active
Directory Users And Computers console tree, or by using the new list view, which
you can customize by adding navigation nodes. It does not, however, enable you
to quickly access the last three containers you accessed.

Incorrect: Navigation nodes are custom nodes you can add to the new list view of
ADAC to provide a quick way of accessing specific containers within the directory.
It does not, however, enable you to access the last three containers you accessed.

Correct: The Most Recently Used (MRU) list automatically appears under a naviga-
tion node when you visit at least one container in this navigation node. The MRU
list always contains the last three containers you visited in a particular navigation
node. Every time you select a particular container, this container is added to the
top of the MRU list and the last container in the MRU list is removed from it.

Correct answers: A, B, and C

A.

Correct: To create sites, you can use either Windows PowerShell or the Active
Directory Sites And Services MMC snap-in.

Correct: To create domains in your forest, you can use either Windows PowerShell
or Server Manager to install the Active Directory Domain Services role on a server
and promote the server as the first domain controller in a new child domain or tree
domain.

Correct: To create explicit trusts with domains in your forest or in another for-
est, you can use either Windows PowerShell or the Active Directory Domains And
Trusts MMC snap-in.

Incorrect: You can use either ADAC or Windows PowerShell to create new groups
in Active Directory.

Correct answer: B

A.

Incorrect: You can use ADAC to raise the forest functional level by right-clicking
the forest root domain.
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B. Correct: You cannot use ADAC to delegate administrative control over an OU and
the objects it contains. You must use the Active Directory Users And Computers
MMC snap-in to perform this task.

C. Incorrect: You can use ADAC to enable and use the Active Directory Recycle Bin.

D. Incorrect: You can use ADAC to configure fine-grained password policies and view
the results of a policy application on user accounts.

Lesson 2

1.

Correct answer: D

A. Incorrect: An object in the Live state is functioning in Active Directory. Its recycled
object lifetime has not expired.

B. Incorrect: An object in the Deleted state has been moved to the Deleted Objects
container in Active Directory and will remain in this container for the deleted
object lifetime, which is configure by default as 180 days. As long as it remains in
the Deleted state, its recycled object lifetime has not expired.

C. Incorrect: When an object is in the Recycled state, its deleted object lifetime
has expired. It remains in the Recycled state until its recycled object lifetime has
expired.

D. Correct: When an object is in the Removed state, its recycled object lifetime has
expired. The Active Directory garbage-collection process physically removes such
an object from the directory database.

Correct answer: C

A. Incorrect: You can use the Set-ADForestMode cmdlet to raise the forest functional
level to Windows Server 2008 R2 or higher, which is a requirement before enabling
the AD Recycle Bin in your environment. However, this cmdlet does not enable the
AD Recycle Bin feature.

B. Incorrect: This is not a Windows PowerShell cmdlet.

C. Correct: You can use the Enable-ADOptionalFeature cmdlet to enable the AD
Recycle Bin feature and other optional features of Active Directory.

D. Incorrect: You can use the New-ADFineGrainedPasswordPolicy cmdlet to create
a new fine-grained password policy. It has nothing to do with the AD Recycle Bin
feature.

Correct answers: B and D

A. Incorrect: Assigning fine-grained password policies to individual users is not a best
practice. Assigning fine-grained password policies to groups makes such policies
much easier to manage.

B. Correct: You should ensure that each fine-grained password policy has its own
unique precedence value to prevent policy conflicts that can lead to unexpected
results.
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C.

Incorrect: Although you can choose to ensure that each group has at least one
fine-grained password policy assigned to it, this is not necessary if you have a
fallback policy configured for the domain.

Correct: You should make sure you have configured a fallback policy for the
domain. This can be either a fine-grained password policy that has a higher pre-
cedence value than any other policy or the password and account lockout settings
defined in the Default Domain Policy GPO.

Lesson 3

1.

Correct answer: B

A.

Incorrect: You can use Get-ADUser to retrieve one or more user accounts. It is
useful, for example, when you need to retrieve an existing user account to use as a
template account for creating additional user accounts. You also need to use other
cmdlets if you want to bulk-create user accounts.

Correct: The Import-Csv cmdlet enables you to read in data from a comma-
separated values (CSV) file to create multiple user accounts in a single operation.

Incorrect: The Set-ADAccountPassword cmdlet enables you to set the password for
a user account. You also need to use other cmdlets if you want to bulk-create user
accounts.

Incorrect: The Where-Object cmdlet enables you to filter data returned by other
cmdlets. You also need to use other cmdlets if you want to bulk-create user
accounts.

Correct answer: C

A.

Incorrect: The ConvertTo-SecureString cmdlet converts an encrypted standard
string to a secure string. It can also convert plain text to a secure string.

Incorrect: The ConvertFrom-SecureString cmdlet converts a secure string to an
encrypted standard string.

Correct: The —Force parameter confirms that you understand the implications of
using the AsPlainText parameter of the ConvertTo-SecureString cmdlet and still
want to use it. When the —Force parameter is specified, no confirmation prompt is
displayed when you use the ConvertTo-SecureString cmdlet.

Incorrect: When the —Force parameter is specified, no confirmation prompt is
displayed when you use the ConvertTo-SecureString cmdlet. In other words, the
—Force parameter suppresses the prompt instead of displaying it.

Correct answers: B and C

A.

Incorrect: Get-Command —Module ActiveDirectory lists all of the cmdlets in the
Active Directory Windows PowerShell module.

Correct: Get-Command *ADGroup* lists cmdlets you can use for managing Active
Directory groups.
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C. Correct: Get-Help *ADGroup* lists cmdlets you can use for managing Active
Directory groups and gives a brief summary of what each cmdlet does.

D. Incorrect: Get-Help ActiveDirectory lists all of the cmdlets in the Active Directory
Windows PowerShell module and gives a brief summary of what each cmdlet does.
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Network administration

he network is the foundation of an organization'’s information system and enables

computers and other devices to communicate with one another and with the Internet.
Network services such as Dynamic Host Configuration Protocol (DHCP) servers and Domain
Name System (DNS) servers simplify the configuration and management of IP address infor-
mation and network names. To adequately fulfill these roles, such services must be available
for clients that need them and be secure from attack.

Microsoft Windows Server 2012 and Windows Server 2012 R2 include enhancements to
the DHCP Server and DNS Server roles that can help increase DHCP availability and safe-
guard DNS name resolution from being compromised or misused. Windows Server 2012
and Windows Server 2012 R2 also include added support for managing different aspects
of Windows Server—based networks using Windows PowerShell. This chapter demonstrates
how to implement these capabilities to ensure the availability and security of these critical
network services and to manage Windows Server—based networks more efficiently. In addi-
tion, this chapter describes how to configure Internet Protocol version 6 (IPv6) networking
and interoperability between IPv6 and IPv4.

Lessons in this chapter:
m Lesson 1: Ensuring DHCP availability 250
m Lesson 2: Implementing DNSSEC 258
m Lesson 3: Managing networking using Windows PowerShell 268

m Lesson 4: Configuring IPv6/IPv4 interoperability 288

Before you begin

To complete the practice exercises in this chapter

® You should be familiar with basic networking concepts and administration tasks,
including TCP/IP addressing concepts, how DHCP and DNS work, and how to config-
ure DHCP and DNS servers using the Microsoft Management Console (MMC) snap-
ins for these services.
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m You need to know how to deploy Windows Server 2012 R2, create an Active Directory
forest, and add roles and features using Windows PowerShell.

m [t will be helpful if you also have at least rudimentary knowledge of using Windows
PowerShell on earlier versions of Windows Server.

Lesson 1: Ensuring DHCP availability

DHCP provides a way to dynamically assign IP addresses and other parameters to hosts on a
TCP/IP network. DHCP is designed to work automatically and relieves much of the manage-
ment overhead associated with manually assigning static addresses to network hosts. DHCP
servers play a critical role in ensuring hosts such as servers, clients, and printers on a TCP/IP

network can communicate with one another.

Because DHCP leases addresses for only a specified amount of time, these leases need
to be periodically renewed if the hosts are to continue communicating on the network.
Although the DHCP lease renewal process has some degree of tolerance for DHCP server
downtime built into it, ensuring the availability of DHCP servers on your network is neverthe-
less essential so that they can respond in a timely manner to lease renewal requests from
network hosts. Otherwise, it is possible that some hosts might not be able to renew their
addresses and therefore won't be able to participate on the network.

After this lesson, you will be able to:

m Compare and contrast the different methods of ensuring DHCP availability on
Windows Server—based networks.

m Explain the two failover modes of DHCP servers running Windows Server 2012 or
Windows Server 2012 R2.

m Implement DHCP failover using the DHCP console.

m Describe the tasks involved in managing a DHCP failover solution.

Estimated lesson time: 30 minutes

Previous approaches to implementing DHCP availability

Traditionally, DHCP server availability has been implemented on Windows Server—based net-
works using one or more of the following methods:

m Split scopes This approach involves splitting the IP address pool of a scope
between two DHCP servers, typically by assigning the primary server 80 percent of
the addresses in the scope and the secondary server the remaining 20 percent of the
addresses. That way, if the primary server goes offline for any reason, DHCP clients on
the subnet can still respond to lease renewal requests from the secondary server.
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m Server cluster This approach involves using the Failover Clustering feature of
Windows Server 2008 or Windows Server 2008 R2 to cluster DHCP servers so that if
the primary DHCP server in a cluster fails, the secondary server can take up the slack
and continue leasing addresses to clients.

= Standby server This approach uses a hot standby DHCP server with scopes and
options configured identically to your production DHCP server.

Each of the preceding approaches has the following disadvantages, which make them of
limited usefulness in ensuring DHCP server availability:

m The split-scope approach provides limited IP availability during outages. As a result,
some clients might not receive addresses during a long-term DHCP server outage. In
addition, if your DHCP server scope is currently running at high utilization—which is
common for Internet Protocol version 4 (IPv4) networks—splitting the scope might not
be feasible.

m The DHCP server-cluster approach has only one DHCP database located on the cluster
shared storage. That means there is a single point of failure for DHCP services on your
network. In addition, implementing Failover Clustering requires relatively complex
setup processes and maintenance tasks.

m The standby server approach requires both careful configuration of the standby DHCP
server and manual intervention on the part of the administrator to ensure the failover
transition when your production DHCP server fails or goes offline. There is additional
complexity in this approach when DHCP is configured to automatically update DNS
records, as is recommended in an Active Directory environment.

Understanding DHCP failover

DHCP failover is a new approach to ensuring DHCP availability that was introduced in
Windows Server 2012. With this approach, two DHCP servers can be configured to provide
leases from the same pool of addresses. The two servers then replicate lease information
between them, which enables one server to assume responsibility for providing leases to all
clients on the subnet when the other server is unavailable. The goal of implementing this
approach is to ensure DHCP service availability at all times, which is a key requirement for
enterprise networks.

The current implementation of DHCP failover in Windows Server 2012 and Windows
Server 2012 R2 has the following limitations:

m |t only supports using a maximum of two DHCP servers.
m The failover relationship is limited to IPv4 scopes and subnets.
You can implement DHCP server failover in two different configurations:

= Load-balance mode Leases are issued from both servers equally, which ensures
availability and provides load balancing for your DHCP services. (This is the default
DHCP server failover configuration.)
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m Hot-standby mode Leases are issued from the primary server until it fails, then the
lease data is automatically replicated to the secondary server, which assumes the load.

Load-balance mode

A typical scenario for implementing load-balance mode is when you want to have two DHCP
servers at the same physical site. If the site has a single subnet, all you need to do is enable
DHCP failover in its default configuration. If there are multiple subnets, deploy both DHCP
servers in the same subnet, configure your routers as DHCP relay agents (or deploy additional
DHCP relay agents in subnets), and enable DHCP server failover in its default configuration.

Hot-standby mode

When implementing hot-standby mode, you can configure a DHCP server so that it acts

as the primary server for one subnet and as the secondary server for other subnets. One
scenario in which you might implement this approach is in organizations that have a central
hub site (typically, the data center at the head office) connected via wide area network (WAN)
links to multiple remote branch-office sites. Figure 6-1 shows an example of an organization
that has DHCP servers deployed at each branch office and at the head office. Branch-office
servers are configured to lease addresses to clients at their branch offices, and the central
server leases addresses to clients at the head office. Each branch-office server has a failover
relationship with the central server, with the branch-office server assuming the role as pri-
mary and the central server as secondary. That way, if a DHCP server fails at a branch office,
the central server can take up the slack for the remote site. For example, the DHCP server at
Branch Office A is the primary server for the scope 10.10.0.0/16 and the DHCP server at the
Head Office is the secondary server for that scope.

Scope H: 10.0.0.0/16

Scope A: 10.10.0.0/16 (secondary)
Scope B: 10.20.0.0/16 (secondary)

Head Office

Scope A: 10.10.0.0/16 (primary) Scope B: 10.20.0.0/16 (primary)

Branch Office A Branch Office B

FIGURE 6-1 Implement DHCP failover in hot-standby mode in a hub-and-spoke site scenario.
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( Quick check

®  Which DHCP failover mode would you implement for an organization whose sites
form a hub-and-spoke topology?

Quick check answer

m Hot-standby mode

NOTE DHCP PACKETS OVER MULTIPLE SUBNETS

Routers usually block DHCP packets from being forwarded from one subnet to another
because DHCP packets are broadcast traffic. If an organization’s network consists of mul-
tiple subnets, using DHCP for dynamic address assignment requires one of the following:
m Deploying a DHCP server on each subnet of your network
m Enabling forwarding of DHCP traffic on your routers by configuring them as DHCP
relay agents

In general, the first approach is recommended because it provides a greater degree of fault
tolerance. For more information, see http://support.microsoft.com/kb/120932.

Implementing DHCP failover

To enable DHCP failover, begin by installing two DHCP servers running Windows Server 2012
or Windows Server 2012 R2, designating one of them as the primary server and the other as
the secondary server. If the DHCP servers are domain members, they must be authorized in
Active Directory. However, you can also implement DHCP failover on stand-alone DHCP serv-
ers in a workgroup.
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After deploying your two DHCP servers, create and configure scopes on the primary DHCP
server for the DHCP clients in your environment. Then perform the following steps:

1.

Open the DHCP console and add the primary server. Then right-click a scope and

select Configure Failover:

% DHcp

4 ﬂ SEA-SRV-1.corp.contose.com
a4 G IPvd
4| | Scope [172.16.11.0] Seattl

Contents of Scope
£t Address Pool
@ Address Leases

it Address Pool
@ Address Leases
@ Reservations
., Scope Options
2| Policies
=7 Server Options
| Policies
[+ (% Filters
|Pvé

B

Display Statistics...

Advanced...

Configure Failover...

Reconcile...
Deactivate
View

Delete
Refresh
Export List...

Properties

Help

In the Configure Failover Wizard, select an available scope.

Add the partner server that will be used as the secondary server for the host server

(the primary server).

Configure the new failover relationship for either load-balance mode (shown in

Figure 6-2) or standby mode (shown in Figure 6-3). Adjust the mode settings to meet
the needs of your environment.
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Create a new failover relationship

Create a new failover relationship with partner sea-srv-5

Belationship MName:

Maxdmum Cliert Lead Time: I 1_[3 hours I D_I: minutes.

Mode: | Load balance ;I

Load Balance Percentage

Local Server: = 1%
Locai fﬂ;l

Partner Server: I@%

™ State Switchover Interval: I GD_I:: minutes

¥ Enable Message Authertication

Shared Secret:

Create a new failover relationship

Create a new failover relationship with partner sea-srv-5

Relationship Name: Iseadsnr-‘l .comp.contoso.com-ssa-snv-5

Maxdmum Cliert Lead Time: I 1_[3 hours I D_I: minutes

Mode: Hot standby

Hat Standby Corfiguration
Role of Partner Server: IStandby

Addresses reserved for standby server: I 5_[:: %

I~ State Switchover Interval: I GD_I:: minutes

¥ Enable Message Authentication

Shared Secret:

FIGURE 6-3 Create a new DHCP server failover relationship using hot-standby mode.
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5. Complete the wizard and make sure the progress dialog indicates success for all
operations.

Completing the preceding steps should accomplish these actions:
1. Add scopes on the partner server.

2. Disable scopes on the partner server.

3. Create a failover configuration on the partner server.

4. Create a failover configuration on the host server.

5. Activate the scopes on the partner server.

NOTE DHCP FAILOVER AND WINDOWS POWERSHELL

You can also use Windows PowerShell to implement DHCP failover. The practice exercises
in this chapter give you an opportunity to do this.

Managing DHCP failover

After DHCP failover is enabled and configured, you can manage your DHCP failover solution
using the DHCP console. Examples of management tasks you can perform for DHCP server
failover include the following:
m Configuring a new failover relationship by right-clicking either another scope or the
IPv4 node for the server and selecting Configure Failover
m Removing a failover relationship from a scope that has previously been configured for
failover by right-clicking the scope and selecting Deconfigure Failover
m Viewing the failover configuration for a scope by right-clicking the scope, selecting
Properties, and selecting the Failover tab
m Viewing the failover status, failover mode, and partner server by right-clicking the IPv4
node for a server, selecting Properties, and selecting the Failover tab

m Editing the failover relationship for the server by right-clicking the IPv4 node for a
server, selecting Properties, selecting the Failover tab, and clicking Edit to open the
View/Edit Failover Relationship properties (as shown in Figure 6-4)
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View/Edit Failover Relationship _

Edit parameters related to the failover relationship:

Relationship name jsea-srv-1.comp.contoso.com-sea-srv-5
State of this server: Nomal
State of partner server: Normal

W Enable Message Authentication!

Shared Secret ]
[ State Switchover Interval: [ 60—] mnues
Mazimum Client Lead Time: [ =] o [ 0] mindes
& Lgad Balance Mode
Local Server: =%
L 50=]
Bartrer & E=H
Partner Server 5=
€ Hot Stangby Mods

B

=l

s

FIGURE 6-4 Modify the properties of a DHCP server failover relationship.

Forcing the replication of a scope in a failover relationship to the partner server for
that relationship by right-clicking the scope and selecting Replicate Scope

Forcing the replication of all scopes in a failover relationship to the partner server for
that relationship by right-clicking the scope and selecting Replicate Relationship

Forcing the replication of all scopes in all failover relationships to the partner serv-
ers for those relationships by right-clicking the IPv4 node for the server and selecting
Replicate Failover Scopes

NOTE FORCING REPLICATION

Replication of DHCP database information should occur automatically when DHCP servers

have been configured for failover. Manually forcing replication generally needs to be per-

formed only when you are troubleshooting replication issues.

Lesson summary

DHCP availability solutions for previous Windows Server versions each have advan-
tages and disadvantages.

DHCP failover is a new approach to ensuring DHCP server availability that was intro-
duced in Windows Server 2012.

DHCP failover is supported only for IPv4 scopes.

DHCP failover can be implemented in two different configurations: load-balance mode
or hot-standby mode.
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m A typical scenario in which you might implement load-balance mode is when you want
to have two DHCP servers at the same physical site.

m A typical scenario in which you might implement hot-standby mode is in organizations
that have a central hub site connected via WAN links to multiple remote branch-office
sites.

®m You can implement DHCP failover by using the DHCP console or Windows PowerShell.

m Each DHCP failover relationship can include only two DHCP servers, but it can apply to
multiple scopes on the servers.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1. Which approach to ensuring DHCP availability involves dividing up the IP address pool
of a scope between two DHCP servers, typically using the ratio 80:20?

A. Server cluster
B. Split scope

C. Standby server
D. DHCP failover

2.  Which of the following is true concerning DHCP failover in Windows Server 2012 and
Windows Server 2012 R2? (Choose all that apply.)

A. DHCP failover only supports using a maximum of two DHCP servers.
B. DHCP failover is supported for both IPv4 and IPv6 scopes and subnets.

C. DHCP failover can be implemented in two ways: load-balance mode or hot-
standby mode.

D. DHCP failover requires that the DHCP servers be domain members and authorized
in Active Directory.

3.  Which of the following scenarios might be appropriate for implementing DHCP failover
in hot-standby mode? (Choose all that apply.)

A. Your organization has a hub-and-spoke site topology.

B. You want to use the DHCP server in your data center as a standby in case a DHCP
server at one of your remote branch offices goes offline.

C. Your organization has a hub-and-spoke site topology, but you have a limited
budget for deploying additional servers as standbys for existing servers in your
environment.

D. Your organization has only one physical site.
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Lesson 2: Implementing DNSSEC

DNS provides a user-friendly way of naming hosts and services on a TCP/IP network. DNS
servers perform name resolution to convert DNS names into IP addresses so that DNS
clients can access network services. DNS servers thus play a critical role in enabling users
and applications to locate hosts and services on the network or on the Internet. However,
no authentication or integrity checking is done when name resolution is being performed
using traditional DNS. As a result, communication between DNS clients and servers is inher-
ently insecure. By spoofing DNS traffic or otherwise poisoning the DNS cache on clients, an
attacker could hijack network communications and redirect users and applications to mali-
cious sites and services.

To help organizations address these problems, Windows Server 2012 and Windows
Server 2012 R2 include enhanced support for DNS Security Extensions (DNSSEC), a suite of
extensions that add security to the DNS protocol by enabling DNS servers to validate DNS
responses. In a practical sense, this enables users to be confident that the site they are access-
ing on their corporate intranet is in fact the site they believe it to be and not some malicious
site masquerading as a legitimate site. This lesson helps you understand the benefits of
DNSSEC, how it works, and how to implement it in an Active Directory environment based on
Windows Server 2012 or Windows Server 2012 R2.

After this lesson, you will be able to:

m  Explain what types of security DNSSEC provides and describe its benefits for
organizations.

= Compare and contrast DNSSEC functionality in Windows Server 2012 and
Windows Server 2012 R2 with that in previous Windows Server versions.

m Describe how DNSSEC works as part of the name-resolution process.
= Explain DNSSEC concepts such as zone signing, key master, and trust anchors.

m List the different kinds of DNSSEC resource records and describe what they are
used for.

m Deploy DNSSEC in a Windows Server 2012 or Windows Server 2012 R2 Active
Directory environment using the DNS Manager MMC console.

Estimated lesson time: 30 minutes

Benefits of DNSSEC

DNS is used for locating resources on a TCP/IP network and the Internet. For example, when
a user types www.bing.com into the address bar of Internet Explorer, the DNS client on the
user's computer sends a name query request to a DNS server. The DNS server then either
responds with the IP address for the site being accessed (Bing) or forwards the query to
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another DNS server for consideration. When the client has the site’s IP address, it can access
the site to download content.

But this question arises: How can the user or application be confident that the site being
accessed is genuine and not some fake site masquerading as the real one? To a certain extent,
the Secure Sockets Layer (SSL) protocol already does this. SSL is used whenever the user or
application accesses a resource using Secure HTTP (HTTPS). SSL does this by authenticating
the site being accessed and encrypting the data returned over the network. However, SSL is of
no use if the DNS server being queried returns a spoofed IP address instead of the real one.
This could be accomplished, for example, if a malicious DNS server intercepted name-resolu-
tion traffic and inserted a spoofed response to a query from a DNS client or a recursive DNS
server. Not only could such an attack hijack a particular DNS session, it also would also poison
the local DNS cache on the client server, recursive server, or both, which could lead to further
erroneous responses to name-resolution requests until the cache data expired.

To address these issues, the Internet Engineering Task Force (IETF) developed DNSSEC to
add a layer of security to the inherently insecure DNS protocol. Specifically, DNSSEC helps
prove two things:

m The information the client is accessing is coming from the correct source. In other
words, it confirms the authority of the originator of the data that a DNS server returns.

m The information you receive is the same as the information that was sent. In other
words, it confirms the integrity of the data that a DNS server returns.

DNSSEC also provides authenticated denial of existence when the information the client is
trying to access does not exist. In other words, it provides proof that the site being requested
really doesn't exist.

What DNSSEC does not provide is confidentiality of the data that a DNS server returns.

In other words, it does not guarantee that the data hasn't been intercepted and examined
while en route to the client. DNSSEC also does not provide any protection against a dis-
tributed denial-of-service (DDoS) attack against an organization’s DNS infrastructure. So
although DNSSEC provides two of the requirements of the information security CIA triad
(Confidentiality, Integrity, and Availability), it is not in itself a complete solution to the prob-
lem of protecting an organization’s DNS infrastructure and traffic.

MORE INFO HOW DNS WORKS

For a detailed look at how the DNS name-resolution process works, see “How DNS Works"
at http://technet.microsoft.com/en-us/library/dd197446(v=WS.10).aspx.

REAL WORLD WHY YOU SHOULD DEPLOY DNSSEC

There are several reasons why organizations today need to consider deploying DNSSEC in
their Windows Server—based environments:
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m DNSSEC provides protection from DNS cache poisoning and other types of
attacks that can compromise an organization'’s security.

m DNSSEC provides an additional layer of security for enterprises that have private
clouds deployed or use extranets for business communications.

m Revision 3 of National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-53 mandates the requirement of DNSSEC for internal DNS
zone sighing on U.S. federal government information systems.

In addition, DNSSEC is likely to become a regulatory requirement for some industries, such
as finance and banking.

DNSSEC in previous Windows Server versions

Basic support for DNSSEC was introduced in Windows Server 2003 to enable DNS servers to
act as secondary DNS servers for existing DNSSEC-compliant secure zones. Windows Server
2003 DNS servers, however, were not capable of signing zones and resource records or vali-
dating the Signature (SIG) resource records. In addition, all DNSSEC configuration had to be
performed by editing the registry on DNS servers.

Support for DNSSEC was enhanced in Windows Server 2008 R2 but was limited because
it was intended as a solution only for file-backed, static zones and not for dynamic Active
Directory—integrated zones. The DNS server command-line management tool (Dnscmd
.exe) could be used to perform offline key generation and zone-signing capability through
a signing tool. Windows PowerShell scripts were later released through the TechNet Script
Center for performing DNSSEC administration tasks such as signing zones and for adding,
rolling over, and verifying trust anchors. However, the DNS client in Windows 7 and Windows
Server 2008 R2 is DNSSEC-aware but nonvalidating. In other words, the DNS client can
examine a response received from a DNS server to determine whether the response has been
validated by the DNS server, but the client cannot itself validate the response it receives from
the DNS server. This means that you must use some other method, such as Internet Protocol
security (IPsec), to secure the last mile between the client and its local DNS server, even when
DNSSEC has been configured on DNS servers running Windows Server 2008 R2.

Windows Server 2012 and Windows Server 2012 R2 include full DNSSEC support for Active
Directory—integrated DNS scenarios, including DNS dynamic updates in DNSSEC signed
zones, automated trust-anchor distribution through Active Directory, automated trust-anchor
rollover support per RFC 5011, and validation of records signed with updated DNSSEC stan-
dards (NSEC3, RSA/SHA-2). An updated user interface with deployment and management
wizards and full Windows PowerShell support for configuring and managing DNSSEC are also
included. However, the DNS client in Windows 8, Windows 8.1, Windows Server 2012, and
Windows Server 2012 R2 is still DNSSEC-aware but nonvalidating, which means you should
still use IPsec to secure the network connecting the client to its local DNS server.
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How DNSSEC works

DNSSEC works by combining public key infrastructure (PKI) cryptography with DNS to

use digital signatures and cryptographic keys to sign DNS zones and validate that DNS
responses are authentic. Figure 6-5 shows the steps involved in the name-resolution process
when DNSSEC has been implemented in a Windows Server—based network. The basic steps
involved are as follows:

1. Aclient such as a Windows 8 computer issues a DNS query to its local DNS server.

2. The client’s local DNS server has DNSSEC enabled but is not authoritative for the zone
being queried, so it issues a recursive query to the authoritative server for the zone to
request an authoritative response.

3. The authoritative server has DNSSEC enabled and is the authoritative server for the
zone being queried. This means that the zone has been digitally signed on this server.
When the authoritative server receives the recursive query, it returns an authorita-
tive response to the client’s local server. This response includes one or more DNSSEC
resource records, which can include the following types:

m Resource Record Signature (RRSIG) These resource records contain digital sig-
natures for all records in a zone.

= DNS Public Key (DNSKEY) These resource records contain the public keys for a
particular zone.

m Delegation Signer (DS) These resource records indicate the public key for a child
zone.

= Next Secure (NSEC or NSEC3) These resource records allow the validation of a
negative response.

4. The local server uses the public key of the signed zone on the authoritative server to
validate the response it received from the authoritative server.

5. The local server returns the requested response to the client that issued the query. The
client can now access the network resource represented by the name for which it was
querying.

Network administration
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FIGURE 6-5 Review how DNSSEC works.

h(/ Quick check
m When DNSSEC is implemented on a Windows Server—based network, where is vali-
dation performed for the response to a client’s DNS query?

Quick check answer

® On the client’s local DNS server, not on the client itself

Deploying DNSSEC
Deploying DNSSEC using Windows Server 2012 or Windows Server 2012 R2 into an existing
Active Directory environment involves performing the following steps:

1. Begin by introducing Windows Server 2012 or Windows Server 2012 R2 domain
controllers into your environment. These domain controllers should also have the DNS
Server role installed and be configured to use Active Directory—integrated zones. Note
that the schema must be updated to Windows Server 2012 level or higher to support

the DNSSEC extensions.
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2. DNSSEC is implemented by signing zones on your DNS servers. After deciding which
DNS zone to implement DNSSEC on, sign the zone by opening the DNS Manager
console, selecting the DNS server, right-clicking the zone, selecting DNSSEC, and then
selecting Sign The Zone:

5'31_., DNS MName Type Data
A _5_1 SEA-SRV-1.corp.contoso.cor|| (2] _msdes
4 || Forward Lookup Zones 7 _sites
[ _=‘_ _msdcs.cerp.contoso ;_tcp
I |2 corp.contoso.com

b [7] Reverse Lookup Zones Update Server Data File

- [ | Trust Points Reload

b & Conditional Forwarde New Host (A or AAAA).. thority (SOA)  [114], sea-srv-T.cc

k Global Legs New Alias (CNAME]... er (NS) sea-srv-3.corp.co
MNew Mail Exchanger (MX)... er (MS) sea-srv-1.corp.co
New Domain.. 1721611232
Mew Delegation... 1721611236

1721611232
Other New Records... S,
DMNSSEC 3 Sign the Zone
All Tasks v Unsign the Zone
View N Properties
Delete
Refresh
Export List...
Properties
Help
1]
3. Follow the prompts of the Zone Signing Wizard to complete the process of signing the

zone. The simplest approach is to use the default settings to sign the zone:

i

Zone Signing Wizard
Signing Options
The DNS server supports three signing options.
Choose one of the options to sign the zone:

() Customize zone signing parameters.
Signs the zone with a new set of zone signing parameters.

() Sign the zone with parameters of an existing zone.

Signs the zone using default parameters.

< Back ” Mext = || Cancel
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For example, selecting this option when signing the corp.contoso.com zone on your
first Windows Server 2012 R2 domain controller DC-1.corp.contoso.com would have
the following results:

m The domain controller becomes the key master for the corp.contoso.com zone. The
key master is the DNS server that generates and manages signing keys for a zone
that is protected with DNSSEC.

m A key signing key (KSK) with a length of 2048 bits is generated using the RSA/
SHA-256 cryptographic algorithm. The KSK is an authentication key that signs all
of the DNSKEY records at the root of the zone, and it is part of the chain of trust.
By default, the KSK has a rollover frequency of 755 days and any DNSKEY records
signed using the key have a signature validity of 168 hours. Key rollover and signa-
ture refresh are enabled by default on Windows Server 2012 R2 DNS servers.

m A zone signing key (ZSK) with a length of 1024 bits is generated using the RSA/
SHA-256 algorithm. The ZSK is used to sign zone data, such as the SOA, NS, and
A resource records found in a typical zone. By default, the ZSK has a rollover
frequency of 90 days and any zone resource records signed using the key have a
signature validity of 240 hours. Key rollover and signature refresh are enabled by
default on Windows Server 2012 R2 DNS servers.

m NSEC3 is used by default for providing authenticated denial of existence. The NSEC3
hash algorithm used is RSA/SHA-1 with 50 iterations and a salt length of 8.

Trust anchors are not distributed. A trust anchor is a preconfigured public key associ-
ated with a specific zone. The trust anchor enables DNS servers to validate DNSKEY resource
records for the corresponding zone and establish a chain of trust to child zones, if any exist.
Validating DNS servers must be configured with one or more trust anchors to perform
DNSSEC validation. If the DN