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Forward

Here is another book by Dave, Cristal, Cary and Emile; what a significant milestone!

Ask yourself one question: Why? There are so many technologies, but why do we use what we
use? Why do we do what we do? The answer is how. It’s how we use something. | like to explain
sometimes compliance in this way. No product or technology is inherently compliant. It’s how it
is implemented and how it is audited. The same goes for technology implementations; it’s about
how we use them. The how is the why.

Operations are still cool. There are so many razzle-dazzle job titles and buzzwords in the market
today, but in the end, Operations are Operations. DevOps, PlatformQOps, SRE (Sire Reliability
Engineer), Platform Engineering... | do not need to go on, but no technology will take care of
itself across all disciplines. How it is used, implemented, monitored, etc., matters today.
Technology still needs humans and their knowledge.

Expert advice is the difference. We all learn from each other. When taking on the next new
challenge, where does one go first? We look for resources to consume. Blogs, books like this, and
social profiles; the established experts are the trusted advisors in the technology space. Call it
community, social sharing, or what you want; we all find ourselves going to the go-to experts of a
particular space.
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Above and Beyond. What Dave, Cristal, Cary and Emile put forth in this book is outstanding in
their practicing advice for technology. They could easily focus on their professional
responsibilities and keep them narrow. But writing a book is hard work! Editing a book is hard
work! I’'ve not discussed this with them, but I'm sure they aren’t doing it for the money of writing
a book. They write this book because they go above and beyond, share, and care.

I’'m sure you will enjoy this book, and a big congratulations on this book, Dave, Cristal, Cary and
Emile.

Best Regards,

b~

Rick W. Vanover Microsoft MVP, VMware vExpert, Cisco Champion
Senior Director, Product Strategy - Veeam Software

Twitter: @RickVanover
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Chapter 1 Introduction

Introduction

This book aims to showcase the fantastic expertise of our guest speakers of MVPDays Online.
They have so much passion, expertise, and expert knowledge that it only seemed fitting to write
it down in a book.

This book aims to show how to be operationally proficient using Veeam Backup and Replication,
Veeam One and various other Veeam products and tools. We hope you find immense value in
reviewing this guide and encourage you to share your operational knowledge and skills with
others in the community.

Sample Files

All sample files for this book can be downloaded from www.checkyourlogs.net and
www.github.com/mvpdays

Additional Resources

In addition to all the tips and tricks provided in this book, you can find extra resources like
articles and video recordings on our blog http://www.checkyourlogs.net
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Chapter 1 Cloud Repositories

Chapter 1

Cloud Repositories

Veeam Backup and Replication supports the object storage repositories listed below.

Amazon S3, Amazon S3 Glacier and AWS Snowball Edge
S3 compatible

Google Cloud

IBM Cloud

Microsoft Azure Blob, Azure Archive Storage and Azure Data Box

This chapter will walk through the initial configurations of the Microsoft object storage
repository. These include:

Microsoft Azure Blob Object Storage Repositories
Microsoft Azure Archive Storage Repositories without Azure Helper appliance
Microsoft Azure Archive Storage Repositories with Azure Helper appliance

Local Directory and Azure Blob Object Storage as Scale-out Repository without Archive
Tier

Local Directory and Azure Blob Object Storage as Scale-out Repository with Archive Tier

These steps must be configured before setting up Backup Jobs.

Azure Blob Object Storage

The backup infrastructure of Veeam Backup & Replication consists of Backup proxy servers,
Backup Repositories, Object storage repositories, Scale-out Repositories, External Repositories,
WAN Accelerators, Managed Servers...

14



Chapter 1 Cloud Repositories

You can co-install Veeam Backup & Replication components on the same physical or virtual
machine or set them up separately for a more scalable approach.

Adding Microsoft Azure Blob Object Storage Repositories

Veeam Backup&Replication supports different types of storage accounts.

General-purpose V2 Blob (block blobs Standard Excellent: for
Blob Storage only) infrequently accessed
data.

Hot: for frequently

accessed data.

Archive: for rarely
accessed data. It can
be set only on the
blob level and
supported in Archive
Tier object storage

systems.

Veeam Backup &
Replication will use

the access tier you

select as the default.

15



Chapter 1 Cloud Repositories

General-purpose V1 Blob (block blobs Standard N/A
only)

BlockBlob Storage Blob (block blobs Premium N/A
only)

Instructions Screenshot (if applicable)

1. Signintothe Azure

portal with a global admin
account.
https://portal.azure.com

2. On the Azure services

page, select +Create
resource. B

16



Chapter 1 Cloud Repositories

3. Select Storage on the
Create a resource page,
and click Storage account.

T

Home >

Create a resource

Get Started

Recently created
Categories

A+ Machine Learning
Analytics

Blockehain

Compute

Containers

Databases

Developer Tools

Devops

dentity

Integration

Internet of Things

T & Management Tools
Media

Migration

Mixed Reality

Monitoring & Diagnostics
Networking

Seaurity

Storage

web

5 Sea s and marketploce
Popular Azure services See more in All senvices

Azure Cosmos DB
Create | Docs | MS Learn

Storage account
Create | Learn more

Azure File Sync
Create | Docs | MS Learn

Data Lake Storage Gent
Create| Docs | MS Learn

Azure NetApp Files
Create| Docs | MS Learn

Azure Data Box
Creste | Docs | MS Leam

Azure Cosmos DB API for MongoDB
Create| Docs

hawre stackEdge

A o 5
Storsimple Data Manager
Cese | Oocs

. importexportjob

3 Rlipen

3 Getting Started? Try our Quickstart center

P place products

‘Azure Blob Storage on loT Edge
Create | Learn more

‘Azure Cost Mangement plan
Create | Lear more

Cloud Manager (by Cap
Set up + subscribe | Learn more

Dionar Managed Azure - CSP

0

SFTPGo Standard

Create | Leamn more

FTP Server Solution for Azure File Share
Create | Learn more

CData Sync Professional
Create | Learn more

H Veeam Backup for Microsoft Azure Free Edition vé

Ry, ST G 3
Create | Leatn more

= SFTP Secure Server SSH on Windows Server 2016

i Create | Lesmmore

17



Chapter 1 Cloud Repositories

4. Onthe Create storage
account page, select
Basics, configure as
follows, and click Next:
Advanced.

Section Field

Project Subscription
details

Project Resource
details group

instance Storage
details account name

instance  Region
details

Instance Performance
details

instance Redundancy
details

Required or
optional

Reguirad

Requirad

Required

Reguired

Reguired

Required

Description

Select the subsceription for the new storage account.

Create 3 new resource group for this storage account, or select an existing one. For
more information, see Resource groups.

Choose a unique name for your storage account. Storage account names must be
between 3 and 24 characters in length and may contain numbers and lowercase
letters only.

Select the appropriate region for your storage account. For more information, see
Regicns and Availability Zones in Azure,

Not all regions are supported for all types of storage accounts or redundancy
configurations. For maore information, see Azure Storage redundancy.

The choice of region can have a billing impact. For more information, see Storage
account billing.

Select Standard performance for general-purpose v2 storage accounts (default).
This type of account is recommended by Microsoft for most scenarios. For more
information, see Types of storage accounts.

Select Premium for scenarios reguiring low latency. After selecting Premium, select
the type of premium storage account to create. The following types of premium
storage accounts are available:

Block blobs

File shares
Page blobs

Select your desired redundancy configuration. Not all redundancy options are
available for all types of storage accounts in all regions. For more information about
radundancy configurations, see Azure Storage redundancy.

if you select a geo-redundant configuration (GRS or GZRS), your data is replicated
to a data center in a different region. For read access to data in the secondary
region, select Make read access to data available in the event of regional
unavailability,

18



Chapter 1 Cloud Repositories

5. My sttings are a screen

Ca pture Home > Creste a resource >
Create a storage account

Basics  Advanced  Networking Data protection Encryption Tags Review

Azure Starage is a Microsoft-managed service providing claud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage accaunt depends on the usage and the options you choose below. Leam more about Azurs
storage accounts

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription * | Microsoft Azure Sponsorship ~ ‘
~ Resource group * [ Homelng v
Create new

Instance details

If you need to create a legacy storage account type, please click here,

Storage account name (@ * | homevbr ‘

Region O * [[ws} westus 2 <]

Deploy to an edge zane

Performance (0} (®) Standard: Recommended for most scenarios (general-purpose v2 account)

() Premium: Recommended for scenarios that require low latency.

Redundancy (@ * | Locally-redundant storage (LRS) v

Mext : Advanced >

19



Chapter 1 Cloud Repositories

6. On the Advanced page, Section  Field Required  Description
or
configure and click Next: optional
N etWO rkl ng. Security Require secure Optional Require secure t.ranstr fo ensure that incoming rec!uess ?c this stur.age account
transfer for REST API are made only via HTTPS {default). Recommended for optimal security. For more
operations information, see Require secure transfer to ensure secure connections,

Security Enable blob public Opticnal ‘When enabled, this setting allows a user with the appropriate permissions to
access enable anonymous public access to a container in the storage account (default).
Disabling this setting prevents all anonymous public access to the storage
account. For more information, see Prevent anonymous pul read access to
contziners and biobs.

Enabling blob public access does not make blob data available for public access
unless the user takes the additional step to explicitly configure the container's
public access setting.

Security Enable storage Opticnal ‘When enabled, this setting allows clients to authorize requests to the storage
account key access account using either the account access keys or an Azure Active Directory (Azure
AD) account (default). Disabling this setting prevents authorization with the
account access keys. For more information, see Prevent Shared Key
authorization for an Azure Storage account.

Security Default to Azure Opticnal ‘When enabled, the Azure portal authorizes data operations with the user's Azure
Active Directory AD credentials by default. If the user does not have the appropriate pemissions
authorization in the assigned via Azure role-based access control (Azure RBAC) to perform data
Azure portal operations, then the portal will use the account access keys for data access

instead. The user can also choose to switch to using the account access keys, For
maore information, see Default to Azure AD authorization in the Azure portal.

Security Minimum TLS Required Select the minimum version of Transport Layer Security (TLS) for incoming
version request! the storage account. The default value is TLS version 1.2, When set
to the default value, incoming requests made using TLS 1.0.or TLS 1.1 are
rejected. For more information, see Enforce a minimum required version of
Transport Layer Security (TLS) for requests to a storage account.

Data Lake Enable hierarchical Optional To use this storage account for Azure Data Lake Storage Gen2 workloads,
Storage namespace configure a hierarchical namespace, For more information, see Introduction to
Gen2 Azure Data Lake Storage Gen2.

Blob Enable SFTP Optional Enable the use of Secure File Transfer Protocol (SFTP) to securely transfer of data
storage over the intemet. For more information, see Secure File Transfer (SFTP) protocol

support in Azure Blob Storage,

Blob Enable network file Optional NFS v3 provides Linux file system compatibility at object storage scale enables

storage share (NF5)v3 Linux clients to mount a container in Blob storage from an Azure Virtual
Machine (WM} or a computer on-premises, For more information, see Network
File System {NF5) 3.0 protocol support in Azure Blob storage.

Blob Allow cross-tenant Required By default, users with appropriate permissions can configure object replication
storage replication across Azure AD tenants. To prevent replication across tenants, deselect this
option. For more information, see Prevent replication across Azure AD tenants.

Blob Access tier Reguired Blob access tiers enable you to store blob data in the most cost-effective

storage manner, based on usage. Select the hot tier {default) for frequently accessed
data. Select the cool tier for infrequently accessed data. For more information,
see Hot, Cool, and Archive access tiers for blob data.

Azure Enable large file Opticnal Avzilable only for standard file shares with the LRS or ZRS redundandes.
Files shares

20



Chapter 1 Cloud Repositories

7. My settings are as screen

Ca pture. Home > Create a resource »
Create a storage account

Mi

Azur & Search resources, servi

Basics  Advanced  Networking Data protection Encryption Tags Review

AT A A L P AN LA

authorization in the Azure partal @

Minitum TLS version @ [ Version 12 =l
Permitted scope for copy operations | From any storage account w ‘
{preview) ©

Data Lake Storage Gen2

The Data Lake Storage Gen2 hierarchical namespace accelerates big data analytics workloads and enables file-level access
control lists (ACLs), Learn more

Enable hierarchical namespace |:|

Blob storage

@ toenable SFTP, 'hierarchical namespace’ must be enabled.

@ 1o enable NF5 3 ‘hierarchical namespace’ must be enabled. Leam more about NFS
V3

Allow cross-tenant replication (0 u

Access tier (D (O) Hot: Frequently accessed data and day-to-day usage scenarios

(®) Cool: Infrequently accessed data and backup scenarios

Azure Files

Enable large file shares (O O

[ Review | | <Previous | | Next:Networking >

8. On the NetWOI’king page, Section Field Required Description
or

configure as follow and optional

the n CI|Ck Next: Data Network Connectivity Required By default. incoming network traffic is routed to the public endpoint for your
connectivity method storage account. You can specify that traffic must be routed to the public endpoint
protectio n. through an Azure virtual network. You can also configure private endpoints for your
storage account. For more information, see Use private endpoints for Azure Storage.
Network Routing Required The network routing preference specifies how network traffic is routed to the public
routing preference endpoint of your storage account from clients over the internet. By default, a new

storage account uses Microsoft network routing. You can also choose to route
network traffic through the POP closest to the storage account, which may lower
networking costs. For more information, see Network routing preference for Azure
Storage.
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Chapter 1 Cloud Repositories

9. My settings are as screen

capture.

== —_— mm‘ )

Home *> Create a resource »

Create a storage account

Basics  Advanced ~ Networking  Data protection Encryption  Tags Review

Network connectivity

You can connect to your storage account either publicly, via public IP addresses or service endpoints, or privately, using a
private endpoint.

£
Betvork access (® Enable public access from all networks

() Enable public access from selected virtual networks and IP addresses
O Disable public access and use private access
i ] Enabling public access from 2l networks might make this resource available

publicly. Unless public access is required, we recommend wsing a more restricted
access type. Leam more

Network routing

Determine how to route your traffic as it travels from the source to its Azure endpoint. Microsoft network routing is
recommended for most customers.

Houing prefefence (. © © Microsoft network routing

O Internet routing

[ Review | <Previous | | Next:Data protection >
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Chapter 1 Cloud Repositories

10. On the Data protection section
page, configure as follow
and then click Next:

Encryption.

Recovery

Recovery

Recaovery

Recovery

Tracking

Tracking

Access
control

Field

Enable point-in-
time restore for
containers

Enable soft delete
for blobs

Enable soft delete
for containers

Enable soft delete
for file shares

Enable versioning
for blobs

Enable blob
change feed

Enable version-
level immutability
support

Required
or optional

QOptional

Optional

Optional

Optional

Optional

Optional

Optional

Description

Point-in-time restore provides protection against accidental deletion er corruption
by enabling you to restore block blob data to an earlier state. For more
information, see Point-in-time restore for block blobs.

Enabling point-in-time restore also enables blob versioning, blob soft delete, and
blob change feed. These prerequisite features may have a cost impact. For more
nformation, see Pricing and billing for point-in-time restore,

Blob soft delete protects an individual blob, snapshot, or version from accidental
deletes or overwrites by maintaining the deleted data in the system for a specified
retention period, During the ret
to its state at the time it was deleted. For more information, see Soft delete for
blabs.

tion peried, you can restore a soft-deleted object

Microsoft recommends enabling blob soft delete for your storage accounts and
setting a minimum retention peried of seven days.

Container soft delete protects a container and its contents from accidental deletes
by maintaining the deleted data in the system for a specified retention period.
During the retention period, you can restore a soft-deleted container to its state at
the time it was deleted. For more information, see Soft delete for containers
(preview).

Microsoft recommends enabling container soft delete for your storage accounts
and setting a minimum retention pericd of seven days.

Soft delete for file shares protects a file share and its contents from acciden
deletes by maintaining the deleted data in the system for a specified retention
periad. During the retention period, you can restore a soft-deleted file share to its
state at the time it was deleted. For more information, see Prevent accidental
deletion of Azure file shares.

Microsoft recommends enabling soft delete for file shares for Azure Files workloads
and setting a minimum retention period of seven days.

Blob versioning automatically saves the state of a blob in a previous version when
the blob is ovenwritten. For more information, see Blob versioning.

Microsoft recommends enabling blob versioning for optimal data protection for
the storage account,

The blob change feed provides transaction logs of all changes to all blobs in your
storage account, as well as to their metadata. For more information, see Change
feed support in Azure Blob Storage.

Enable support for immutability policies that are scoped to the blob version. If this
aption is selected, then after you create the storage account, you can configure a
default time-based retention policy for the account or for the container, which blob
versions within the account or container will inherit by default. For more

information, see Enable version-level immutability support on a storage accou
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Chapter 1 Cloud Repositories

11. Inmy case, my settings [

are aS Screen Ca pture, Home > Create aresource >
Create a storage account

Basics  Advanced  Networking Data protection Encryption Tags Review

Recovery
Protect your data from accidental or erroneous deletion or modification.

[ Enable point-in-time restore for containers

Use point-in-time restore to restore one or more containers to an earfier state. If point-in-time restos
change feed, and biob soft delete must also be enabied, Leam more

enabled, then versioning,

B Enable soft delete for blobs

Soft delete enables you to recover blobs that were previously marked for deletion, including biobs that were overs
more

Days to retain deleted blabs @ 7

B3 Enble soft delete for containers

Soft delete enables you o recover containers that were previously marked for deletion, Learn mare

Days to retain deleted containers (D L

B Enable soft delete for file shares
Soft delete enables you to recaver file shares that were previously marked for deletion. Learn more

Days to retain deleted file shares @ T

Tracking
Manage versions and keep track of changes made to your blob data,

[ Enable versioning for blobs

Use versioning to automatically maintain previous versions of your blobs, Leam mare

Consider your workioads, their Impact an the number of versions created, and the resulting costs, Optimize costs by automatically
managing the data fifecycle, Learn mare

[J Enable blob change feed
Keep track of create, modif

ion, and delete changes to blobs in your account. Learn more

Access control

| Review | <Previous | | Next:Encryption >
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Chapter 1 Cloud Repositories

12. On the Encryption page, Field
configure and click Next: Encrypton type
Tags.

Ensle support or

customer-
managed keys

Encryption key

User-zssigned
identity

Enable
infrastructure
encryption

Required or opticnal

Required

Required

Required if
Encryption type ficld
iz set to Customer-
managed keys,

Required if
Encryption type ficid
is set to Customer-
managed keys,

Optionai

Description

By default, data in the storage account is encrypted by using Microsoft-managed
keys. You can refy on Microsoft-managed keys for the encryption of your data, or
you can manage encryption with your own keys. For more information, see Azure
Storage encryption for data at rest.

By default, customer managed keys can be used to encrypt only blobs and files, Set
this option to All service types (blobs, files, tables, and queues) to enabie support
it required to use customer-

for customer-managed keys for all services. You are n

managed keys if you choose this option, For more information, see Customer-

managed keys for Azure Storage encryplion

If you choose Select a key vault and key, you are presented with the option to
navigate to the key vault and key that you wish to use. If you choose Enter key from

URI, then you are presented with a field to enter the key URI and the subscription.

If you are configuring customer-managed keys at create time for the storage
i, wou must provide a user-assigned identity to use for authorizing accessto
the key vauft,

accoul

By default, infrastructure encryption is not enabled. Erable infrastructure encryption
to encrypt your data at both the service level and the infrastructure level. For more
a storage account with infrastructure encryption enabied for

information, see Creal

double encryption of data,
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Chapter 1 Cloud Repositories

13. Inmy case, my settings R

Home > Create a resource >

are as screen capture.
Create a storage account

Basics Advanced Networking  Data protection Encryption  Tags  Review

Encrypti .
neryprion type © (8) Microsoft-managed keys (MMK)

() Customer-managed keys [CMK)

Ensbie support for customer manages ()

keys @

(8) All service types (blobs, files, tables, and queues)

44 This option cannet be changed after this storage account is created.
Enable infrastructure encryption (@ [}

| Review | <Previous | | Mext:Tags >
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14. On the Tags page,

. Home > Create a resource >
configure as follow and
Create a storage account
click Next: Review.
. Basics  Advanced  Networking Data protection Encryption  Tags  Review
You can specify Resource =
Tags are name/value pairs that enable you to categorize rasources and view consolidated billing by applying the same tag to
M an age r tags on th e Tags ta b multiple resources and resource groups. Learm more about tags
Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.
to help organize your Azure
Name Value Resource
resources.
v] o | [[Ailresources selected v

[ Review | <Previous | | Mext: Review >
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15. On the Review page, click
Create.

St et s )

Home > Create a resource >

Create a storage account

Basics  Advanced  Networking Data protection Enaryption  Tags  Review

Basics.

Subscription

Resource Group
Location

Storage account name
Deployment model
Performance

Replication
Advanced

Secure transfer
Allow storage accaunt key accass
Allow cross-tenant replication

Defauit to Azure Active Directory
authorization in the Azure portal

Blob public access
Minimum TLS version

Permitted scope far copy operations
(preview)

Enable hierarchical namespace
Enable network file system v3
Arcess tier

Enable SFTP

Large file shares
Networking

Netwark connectivity
Default routing tier

Endpoint type

Microsoft Azure Sponsorship
HomeLAB

westus?

homevbr

Resource manager

Standard

Locally-redundant storage (LRS)

Enabled
Enzbled
Enabled
Disabled

Enabled
Version 1.2

From any storage account

Disabled
Disabled
Cool

Dizabled
Disabled

Public endpoint (all networks)
Microsoft network routing

Standard

< Previous

Download a template for automation

16. It may need a few mins to
create the new storage
account, and click Go to
the resource.

e e

RS

2 nputs
= oupus Suberpren: M

N Tempiste

~ Deployment detals

Degtoymentrame: por

» homevbr 1673120322123 | Overview »

) Redpiey & Downioss () Rafesh

@ Your deployment is complete

St e 172023 13844 A
Conetton 0 5685580 4500 631627t [B)

v St
Moot Storsgestorsgedccount/fesenices o
Microsoh Storagelstorageccouts/bloenices o
MicrosehStoragerstoragenceounts o
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e B
17. On the newly created —

4 homevbr 2

Storage account page, ol

= Overview = ~ Essentials.

select Access keys. @ s e g i i
@ e Location WestUs 2 Repiication Locally-redundant storage (LRS)
4 Microsoft. Account kind StorageV2 (general purpose v2)

& stz migrston

Bents T i) Cickheretoaddtags.
B Storage bromser Properties  Montoring  Capabiities () Recommendstions () Tutorsls  Developer Tooks
Oatastorage
= Sobsence @ seaun
= Containers. i
ierarcicl ramespace Disbled e secre ansfe forRSTAPL Enabled
& Fieshares operstions
Defotacess e ool
Qe Storage account ey sccess Ensbed
Biob public access Enabled i ¥
= e M TS version Version 12
" Biob soft delete. Enabled (7 days)
Inastructrs encyption Disled
Securty  networing Contaner o ceete Erabed 7 o)
& Networking Vessoning R Networking
@ Aaure CON Oergeteed Datied Allow access from Al networks.
Access keys e Dt Number of private endpoint connections 0.
o cos-erant repcation Erabes
@ Shared access signature = i = Network routing. Microsoft network routing
- e Acces for tmsted Mirosoftsemicss Yo
Endpoint ype Sandara
© Micrsot efender o Cloud Lorge i share Diabled it
Acte Direcor Not confgurd
Data management i >
Ostautshrefve permisions Disbed
® Reduncong
Redundncy Softdelete Eraled 7 dys)
@ e pinin Share capacity 5Tig
& Object replication.

& Bebimertoy ] Quee sevice

B sinn CMKsupport Enabled

Litecyee mansgement ) Toble sevice:
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18. On the Access keys page,
select Show keys and
copy the Storage account
name and keyl. We need
them for Veeam storage
repository settings later.

Home > homevbr_ 1673120322123 | Overview > homevbr

homevbr | Access keys

Starage account

= Overview
B Activity log
@ Tags
¢* Diagnose and solve problems
A Access Control {IAM)
& Data migration

Events

BS Storage browser

Data storage
= Containers
& Fileshares
™ Queues
B2 Tables
Security + networking
& Networking
& Azure CON
Access keys
% Shared access signature
£ Encryption
@ Microsoit Defender for Cloud
Data management
® Redundancy
@ Data protection
& Object replication
A Blob inventory
9 Static website

& Lifecycle management

(D) Set rotation reminder () Refresh

Access keys authenticate your applications’ requests to this storage account. Keep your keys in a secure location like Azure
Key Vault, and replace them often with new keys. The two keys allow you to replace one while still using the other.

Remember to update the keys with any Azure resources and apps that use this storage account

Learn more about managing storage account ac

Starage account name

| homevbr

iy

keyl () Rotate key

Last rotated: 1/7/2023 (0 days ago)

Key
i | [ show_]
Connection string
[ | [ show ]
key2 () Rotatekey

Last rotated: 1/7/2023 (0 days ago)
Key

| [ show |
e | [ shew |
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19. On the newly created
Storage account page,
select Containers.

20. On the Containers page,
click +Container.

[I——

72023, 13906 1

New container x

21. On the new container
page, enter a name for

your new container,

select Private (no
anonymous access) as
Public access level and
then click Create.

22. Veeam Backup and
Replication v11 do not

support Immutable
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storage with versioning
for azure blob storage.

23.

Verify the new container
created.

24.

25.

Log in to the Veeam
Backup and replication
manager server.

Open the Veeam Backup
& Replication Console,
and click Connect.

N Veeam
=IN} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392
GOODDEALMART\csun
Password

v Use Windows session authentication

Save shortcut Connect Close
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26. On the Home page, select
Backup Infrastructure.

27. On the Backup
Infrastructure page, select
Backup Repositories,
right-click Backup
Repositories, and select
Add backup repository.

n Backup and R

Add
Repository
Manage Repository  Tools

Backup nfrastructive Q peinen
[ Backup Proxies Name 1 Type Host Path Capacity Free Description

8 £, Rackun R TORAGE-WIN_VBRBack... SMB \\STORAGE-WI.. 126968 125668 08 Crested by GO{

dema Repositories Add backup repostory..  hooas Linux Ubuntu20045  /mntbackupds..  1269GB 126GB 08 Crested by GO{

escan Iwin Windows STORAGEWIN  DiBackups 126968 125668 08 Crested by GO{

5 Defaut Backup Reposiory Windows VBRIl goodde.. ClBsckup 126468 945G 08 Cresteaby Veet

2 Senvice Providers
4  Suredackup
1 Application Grougs
&, Vinual Labs
4 (EManaged Semvers
Microsoft Hyper-V

28. On the Add Backup
Repository page, select
Object storage.

Add Backup Repositary

Select the type of backup repository you want to add.

Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
maovers to run directly on the server, allowing for fastest performance.

Metwork attached storage
Metwork share on a file server or a NAS device. When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreQnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance AP, use the network attached storage option instead.

&, Object storage
\ﬁ On-prem object storage system or a cloud object storage provider, Object storage can only be used as a Capacity

Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

Cancel
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29. On the Object Storage
page, select Microsoft
Azure Storage.

©

ol

L]

Object Storage

Select the type of object storage you want to use as a backup repository.

53 Compatible

Adds an on-premises object storage system or a cloud object storage provider,

Amazon 53
Adds Amazon cloud object storage. Amazon 53, Amazon 53 Glacier (including Deep Archive) and Amazon
Snowball Edge are supported.

Google Cloud Storage
Adds Google Cloud storage, Both Standard and Mearline storage classes are supported.

IBM Cloud Object Storage
Adds [BM Cloud ohject storage, 53 compatible versions of both on-premises and IBM Cloud storage offerings are
supported,

Microsoft Azure Storage
Adds Micresoft Azure cloud ohbject storage. Microsoft Azure Blob Storage, Microsoft Azure Archive Storage and
Microsoft Azure Data Box are supported,

Cancel
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30.

On the Microsoft Azure
Storage page, select
Azure Blob Storage.

@ Microsoft Azure Storage

Select the type of Azure storage you want to use as a backup repository:

Azure Blob Storage
Adds Microsoft Azure Blob Storage of hot and cold tiers, Use this option for short-term storage of recent

backups.

Azure Archive Storage
Adds Microsoft Azure Archive Storage. Use this option for cost-efficient long-term archival of GFS backups.

&) Azure Data Box

Adds Microsoft Azure Data Box system, Data Box enables you to perform offline transfer (seeding) of your
backups into the Azure Elob Storage,

Cancel

31.

32.

33.

34.

On the Name page,
specify in the Name field.
In the Description field,
describe future
references.

Select the Limit
concurrent tasks to N
check box if you need to
limit the maximum
number of functions that
can be processed at once
Click Next.

New Object Storage Repositary

Name
. Type in a name and description for this object storage repository.

|
Account

Container

Summary

Mame:

|Object storage repositary_Azure VERT1

Description:

Created by GOODDEALMART \csun at 1/7/2023 12:12 PM)

[] Limit concurrent tasks to: 2 =

Use this setting to limit the maximum number of tasks that can be processed concurrently in cases
when your object storage is overloaded or cannot keep up with the number of AP| requests issued by

multiple object storage offload tasks,

Mext >

Cancel
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35. Click Add to create a NeR DRttt Aeioston) x
Account
Ma nage Cloud account on . Specify account to use for connecting to Microsoft Azure blob storage.
the Account page.
p g Name Credentials:
Y| [ Add..
Manage cloud accounts
Container Region:
Azure Global (Standard) ~
Summary
[ Use the following gateway server:
VBRTl.gooddealmart.ca (Backup server)
< Previous Mext > K Cancel
36. On the Credentials page, ew Objes X
Account
paste the AZur‘e Storage I. Specify account to use for connecting to Microsoft Azure blob storage,
account name as Account
Credentials:
and paste the keyl as — T — :|| ad |
. anage cloud accounts
Shared key (you can find Cont e |
them from the Access key i Ek Shared key: | |
session of the Azure Description:
Azure Storage account narne and access kay{
storage account), and
click OK.
VBR11.gooddeslmart.ca (Backup server)
< Previous Mext > K Cancel
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37. On the Account page,
select Azure Global
(Standard) as Region.

38. Select Use the following
gateway server checkbox
and choose a server from
the list.

Note:

If you do not select the Use

the following gateway server

check box, you must ensure
all scale-out repository
extents have direct internet

Mew Object Storage Repository

Account
. Specify account to use for connecting to Microsoft Azure blob storage.

Name Credentials:

- | A homevbr [Azure Storage account name and access key, last edited: less thana ~ Add...

| Manage cloud accounts
Container Region:

Summary

Use the following gateway server:

HPHVO1 {Created by GOODDEALMART \csun at 1/5/2023 12:46 PM.) v

Select a gateway server to proxy access to Microsoft Azure blob storage. If no gateway server is
specified, all scale-out backup repository extents must have direct Infernet access.

< Previous Mext > F Cancel

access.
39. Click Next.
40. Select a container from Nk g S R i

the Container drop-down . Sty Wi e o derage o e

list on the Container -

page. Account e E
41. In the Folder field, click I —

Browse.

Summary

[] Limit object storage consumptionto: |10 2| |18

This is a soft limit to help control your object storage spend. If the specified limit is exceeded,
already running backup offload tasks will be allowed to complete, but no new tasks will be started.

< Previous Apply i Cancel
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42. On the Folders page,
select the container and
click New Folder.

Select Folder

Folders:

& vbrll

Mew Folder

Cancel
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43. Enter the name for the
new folder, select the
folder and click OK.

Select Folder

Folders:

4 guvbril
@ Veeambackup

Cancel
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44. Select the Limit object
storage consumption to
check box and provide the
value in TB or PB if you
need to control the object
storage spend.

45. Click Apply.

Mew Object Storage Repository

Container
. Specify Microsoft Azure blob storage container to use,

Name Container:
vbrll
Account -
Folder:

|Veeambackup | | Browse..,

Surnmary

[] Limit object storage consumption to: |10 |

This is a soft limit to help control your abject storage spend. If the specified limit is exceeded,
already running backup offload tasks will be allowed to complete, but no new tasks will be started,

<Previous | | Apply Cancel

46. On the Summary page,
click Finish.

Mew Object Storage Repository

Summary
. You can copy the configuration information below for future reference.

Name Summary:

[Dbject storage repository was successfully created.

Account Mame: Object storage repository_Azure VBR11
Description: Created by GOODDEALMART\csun at 1/7/2023 12:12 PM.
Cantaiee Type: Microsoft Azure Blob Storage

Gateway server: HPHVO1

Data center region: Azure Global (Standard)
Container: vbril

Concurrent tasks limit: unlimited

Blob storage consumption limit: unlimited

< Previous Mext
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am Backup and Replic

47. Verify that the Backup

=]
Repository has been =

Manage Repository  Tools

added e e S e

8 Backup Prosies Neme Type Host Path Copacity | Free
\Backup Repository STORAGE-WIN_VBRBack... M WSTORAGEWL. 126968 1256G8 08 Crested by GOf
A Backup Repository_ubuntu20045 inux UbUNti20045  Jmntlbackupis.. 16968 126GB 08 Crested by GO

Description

5 Backup Repositories
Exteral Repositories

X Windows STORAGEWIN  DABackups 1269G8 125668 08 Created by GO{
£8 WAN Accelerators -« Default Backup Repository Windows VBRI1.goodde... CBackup 126468 94568 08 Created by Veef
{23 Senice Providers r  Aure VBRT azureBloti//ho.. NA NA 08 Created by GO{

2 SureBackup
&, Application Grougs
£, Virual Labs

4 (ZManaged Semvers
> [l Microsoft Hyper-V

Microsoft Windows

B i

(s Backup Infastructure

@y e

s

usdition  NFR: 82 days remaining
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Adding Microsoft Azure Archive Storage Repositories without
Azure Helper appliance

Veeam Backup&Replication supports different types of storage accounts.

General-purpose V2

Blob Storage

Blob (block blobs
only)

Standard

Excellent: for
infrequently accessed
data.

Hot: for frequently
accessed data.

Archive: for rarely
accessed data. It can
be set only on the
blob level and
supported in Archive
Tier object storage
systems.

Veeam Backup &
Replication will use
the access tier you
select as the default.

General-purpose V1

Blob (block blobs
only)

Standard

N/A
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BlockBlobStorage Blob (block blobs Premium N/A
only)

Instructions Screenshot (if applicable)

1. Signinto the Azure
portal with a global admin
account.

Microsoft Azure portal

https://portal.azure.com

2. Onthe Azure services ——
page, select +Create £ L 2 22 e e
resource. -

43



Chapter 1 Cloud Repositories

3. Select Storage on the
Create a resource page,
and click Storage account.

Home

Create a resource

Get Started

Recently created
Categories

A+ Machine Learning
Analytics

Blockehain

Compute

Containers

Databases

Developer Tools

Devops

dentity

Integration

Internet of Things

T & Management Tools
Media

Migration

Mixed Reality

Moritoring & Diagnostics
Networking

Seaurity

Storage

web

< 3nd marketplace

Popular Azure services. See mare n All enices
Aaure Cosmos DB

LA cici s s Lo

Storage account
este | Leam more
Aaure il Sync
Crese | Doce | MS Lesmn
Data Lake Storage Gent
Crese | Docs | S Lesmn.
Aaure Netpp Files
cste | Docs | M5 Leam

Azure Data Box
Creste | Docs | MS Leam

Azure Cosmos DB API for MongoDB
reate | Docs

hawre stackEdge
A o 5
Storsimple Data Manager
Cese | Oocs
importexportjob
e Do

3 Getting Started? Try our Quickstart center

P

place products

‘Azure Blob Storage on loT Edge
reate | Learn more

‘Azure Cost Mangement plan
Create | Learn more

Cloud Manager
Set up + subscribe | Learn more

Dionar Managed Azure - CSP
Create | Learn more

SFTPGo Standard

Create | Leamn more

FTP Server Solution for Azure File Share
Create | Learn more

CData Sync Professional
Create | Learn more

Veeam Backup for Microsoft Azure Free Edition v4

fl Creote | Lesm more

SFTP Gateway 33
Create | Leatn more

SFTP Secure Server SsH on Windows Server 2016

i Create | Lesmmore
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4. On the Create storage Section
account page, select
Basics, configure as
follows, and click Next:

Advanced.

Project
details

Project
details

instance

details

Instance
details

Instance
details

instance
details

Field Required or
optional

Subscription Reguirad

Resource Requirad

group

Storage Required

account name

Region Reguired

Performance Reguired

Redundancy Required

Description

Select the subsceription for the new storage account.

Create 3 new resource group for this storage account, or select an existing one. For
more information, see Resource groups.

Choose a unique name for your storage account. Storage account names must be
between 3 and 24 characters in length and may contain numbers and lowercase
letters only.

Select the appropriate region for your storage account. For more information, see
Regicns and Availability Zones in Azure,

Not all regions are supported for all types of storage accounts or redundancy
configurations. For maore information, see Azure Storage redundancy.

The choice of region can have a billing impact. For more information, see Storage
account billing.

Select Standard performance for general-purpose v2 storage accounts (default).
This type of account is recommended by Microsoft for most scenarios. For more
information, see Types of storage accounts.

Select Premium for scenarios reguiring low latency. After selecting Premium, select
the type of premium storage account to create. The following types of premium
storage accounts are available:

Block blobs

File shares
Page blobs

Select your desired redundancy configuration. Not all redundancy options are
available for all types of storage accounts in all regions. For more information about
radundancy configurations, see Azure Storage redundancy.

if you select a geo-redundant configuration (GRS or GZRS), your data is replicated
to a data center in a different region. For read access to data in the secondary
region, select Make read access to data available in the event of regional
unavailability,
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5. My settings are as screen

capture.

e et

Home > Create a respurce >

Create a storage account

Basics  Advanced  Networking  Data protection Encryption  Tags  Review

Azure Storage is 3 Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs {objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your sterage account depends on the usage and the options you choose below. Leam maore about Azure
storage accounts

Project details

Select the subscription in which ta create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription * ‘ Microsoft Azure Sponsership e |

; Resource group | HomelAB - ‘
Create new

Instance details

If you need to create a legacy storage account type, please click here,

Storage account name @ * ‘ homevbrarchive |

Region @ * [ Us) Westus 2 <]

Deploy to an edge zone
Performance: @ @ Standard: Recommended for most scenarios (general-purpose vZ account)

O Premium: Recommended for scenarios that require low latency.

Redundancy @ * ‘ Locally-redundant storage (LRS) ~

Next : Advanced >
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6. On the Advanced page,
configure and click Next:
Networking.

Section

Security

Security

Security

Security

Security

Cata Lake
Storage
Gen2

Blob
storage

Blob
storage

Blob
storage

Blob
storage

Azure
Files

Field

Require secure
transfer for REST API
operations

Enable blob public
access

Enable storage
account key access

Default to Azure
Active Directory
authorization in the
Azure portal

Minimum TLS
version

Enable hierarchica

namespace

Enable SFTP

Enable network file
share (NF5)v3

Allow cross-tenant
replication

Access tier

Enable large file
shares

Required
or
optional

Optional

Opticnal

Opticnal

Opticnal

Required

Optional

Optional

Optional

Reguired

Required

Opticnal

Description

Require secure transfer to ensure that incoming requests to this storage account
are made only via HTTPS {default). Recommended for optimal security. For more
information, see Require secure transfer to ensure secure connections,

‘When enabled, this setting allows a user with the appropriate permissions to
enable anonymous public access to a container in the storage account (default).
Disabling this setting prevents all anonymous public access to the storage
account. For more information, see Prevent anonymous public read access to
contziners and biobs.

Enabling blob public access does not make blob data available for public access
unless the user takes the additional step to explicitly configure the container's
public access setting.

‘When enabled, this setting allows clients to authorize requests to the storage
account using either the account access keys or an Azure Active Directory (Azure
AD) account (default). Disabling this setting prevents authorization with the
account access keys. For more information, see Prevent Shared Key
authorization for an Azure Storage account.

‘When enabled, the Azure portal authorizes data operations with the user's Azure
AD credentials by default. If the user does not have the appropriate pemissions
assigned via Azure role-based access control (Azure RBAC) to perform data
operations, then the portal will use the account access keys for data access
instead. The user can also choose to switch to using the account access keys, For
maore information, see Default to Azure AD authorization in the Azure portal.

Select the minimum version of Transport Layer Security (TLS) for incoming
requests to the storage account. The default value is TLS version 1.2, When set
to the default value, incoming requests made using TLS 1.0.or TLS 1.1 are
rejected. For more information, see Enforce a minimum required version of
Transport Layer Security (TLS) for requests to a storage account.

To use this storage account for Azure Data Lake Storage Gen2 workloads,
configure a hierarchical namespace, For more information, see Introduction to
Azure Data Lake Storage Gen2.

Enable the use of Secure File Transfer Protocol (SFTP) to securely transfer of data
over the intemet. For more information, see Secure File Transfer (SFTP) protocol
support in Azure Blob Storage,

NFS v3 provides Linux file system compatibility at object storage scale enables
Linux clients to mount a container in Blob storage from an Azure Virtual
Machine (WM} or a computer on-premises, For more information, see Network
File System {NF5) 3.0 protocol support in Azure Blob storage.

By default, users with appropriate permissions can configure object replication
across Azure AD tenants. To prevent replication across tenants, deselect this
option. For more information, see Prevent replication across Azure AD tenants.

Blob access tiers enable you to store blob data in the most cost-effective
manner, based on usage. Select the hot tier {default) for frequently accessed
data. Select the cool tier for infrequently accessed data. For more information,
see Hot, Cool, and Archive access tiers for blob data.

Avzilable only for standard file shares with the LRS or ZRS redundandes.

47



Chapter 1 Cloud Repositories

7. My settings are as screen

capture.

e e e

Home > Create a resource >

Create a storage account

Basics  Advanced

Minimum TLS version (@

Permitted scope for copy operations

(preview) @

Data Lake Storage Gen2

Networking

Data protection Encryption Tags Review
[ version 1.2 v
| From any storage account v

The Data Lake Storage Gen2 hierarchical namespace accelerates big data analytics warkloads and enables file-level access
control lists (ACLs). Learn more

Enable hierarchical namespace

Blob storage

Allow cross-tenant replication (@

Access tier (D

Azure Files

Enable large file shares @

O

@ Toenable SFTP, ‘nierarchical namespace’ must be enabled.

@ 1o enable NFS v3 "hierarchical namespace’ must be enabled. Leam more about NFS

() Hot: Frequently accessed data and day-to-day usage scenarios

(®) Cool: Infrequently accessed data and backup scenarios

O

[ Review | [ <Previous | [ Mext:Nemworking >
8. On the Networking page, Section  Fleld Required  Description
. or
configure as follow and optional
the n Cllck Next: Data Network Connectivity ~ Required By default, incoming network traffic is routed to the public endpoint for your
. connectivity method storage account. You can specify that traffic must be routed to the public endpoint
prOtectIO n. through an Azure virtual network. You can also configure private endpoints for your
storage account. For more information, see Use private endpoeints for Azure Storage.
Network Routing Required The netwark routing preference specifies how network traffic is routed to the public
routing preference endpoint of your storage account from clients over the internet. By default, a new

storage account uses Microsoft network routing. You can also choose to route
network traffic through the POP closest to the storage account, which may lower
networking costs. For more information, see Network routing preference for Azure
Storage.
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9. Mysettingsareasscreen [ -
ca pture. Home > Create a resource »

Create a storage account

Basics  Advanced  Networking Data protection Encryption Tags Review

Network connectivity

You can connect to your storage account either publicly, via public IP addresses or service endpoints, or privately, using a
private endpoint.

Network access =

‘ (@) Enable public access from ail networks

() Enable public access from selected virtual networks and IP addresses
() Disable public access and use private access
® Enabiing public access from all networks might mzke his resource available

pubicly. Unless public access is required, we recommend using a more restricted
accesstype. Learn more

Network routing

Determine how to route your traffic as it travels from the source to its Azure endpoint. Microsoft network routing is
recommended for mast customers.

Routi efer O M
ing preference @ (@) Microsoft network routing

() Intemmet routing

<Previous | | Next:Data protection >
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10. On the Data protection section
page, configure as follow
and then click Next:

Encryption.

Recovery

Recovery

Recaovery

Recovery

Tracking

Tracking

Access
control

Field

Enable point-in-
time restore for
containers

Enable soft delete
for blobs

Enable soft delete
for containers

Enable soft delete
for file shares

Enable versioning
for blobs

Enable blob
change feed

Enable version-
level immutability
support

Required
or optional

QOptional

Optional

Optional

Optional

Optional

Optional

Optional

Description

Point-in-time restore provides protection against accidental deletion er corruption
by enabling you to restore block blob data to an earlier state. For more
information, see Point-in-time restore for block blobs.

Enabling point-in-time restore also enables blob versioning, blob soft delete, and
blob change feed. These prerequisite features may have a cost impact.
nformation, see Pricing and billing for point-in-time restore,

Blob soft delete protects an individual blob, snapshot, or version from accidental
deletes or overwrites by maintaining the deleted data in the system for a specified
retention period, During the retention pericd, you can restore a soft-deleted object
to its state at the time it was deleted. For more information, see Soft delete for
blabs.

Microsoft recommends enabling blob soft delete for your storage accounts and
setting a minimum retention peried of seven days.

Container soft delete protects a container and its contents from accidental deletes
by maintaining the deleted data in the system for a specified retention period.
During the retention period, you can restore a soft-deleted container to its state at
the time it was deleted. For more information, see Soft delete for containers

(preview).

Microsoft recommends enabling container soft delete for your storage accounts
and setting a minimum retention pericd of seven days.

Soft delete for file shares protects a file share and its contents from accidental
deletes by maintaining the deleted data in the system for a specified retention
periad. During the retention period, you can restore a soft-deleted file share to its
state at the time it was deleted. For more information, see Prevent accidental
deletion of Azure file shares.

Microsoft recommends enabling soft delete for file shares for Azure Files workloads
and setting a minimum retention period of seven days.

Blob versioning automatically saves the state of a blob in a previous version when
the blob is ovenwritten. For more information, see Blob versioning.

Microsoft recommends enabling blob versioning for optimal data protection for
the storage account,

The blob change feed provides transaction logs of all changes to all blobs in your
storage account, as well as to their metadata. For more information, see Change
feed support in Azure Blob Storage.

Enable support for immutability policies that are scoped to the blob version. If this
aption is selected, then after you create the storage account, you can configure a
default time-based retention policy for the account or for the container, which blob
versions within the account or container will inherit by defa or more
information, see Enable version-level immutability support on a storage account.
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11. In my case, my settings
are as screen capture.

Home > Create aresource >

Create a storage account

Basics

Advanced  Networking Data protection Encryption Tags Review

Recovery

Protect your data from accidental or erroneous deletion or modification.

O

Enable point-in-time restore for containers

Use point-in-time restore to restore one or more containers to an earfier state. If point-in-time restore is enabled, then versioning,
change feed, and biob soft delete must also be enabied, Leam more
Enable soft delete for blobs

Soft delete enables you to recover blobs that were previously marked for ds
more

tion, including biobs that were ovenwritten, Leam

Days to retain deleted blabs @ 7

Enable soft delete for containers

Soft delete enables you o recover containers that were previously marked for deletion, Learn mare

Days to retain deleted containers (D L

Enable soft delete for file shares
Soft dielete nables you to recover file shares that were previously marked for deletion. Learn more

Days to retain deleted file shares @ T

Tracking

Manage versions and keep track of changes made to your blob data.

O

Enable versioning for blobs

Use versioning to automatically maintain previous versions of your blobs, Leam mare

Consider your workioads, their Impact an the number of versions created, and the res:
managing the data fifecycle, Learn mare

g costs, Optimize costs by automatically

Enable blob change fead
Keep track of create, modif

ion, and delete changes to blobs in your account. Learn more

Access control

<Previous | | Next:Encryption >
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12. On the Encryption page,
configure and click Next
Tags.

Field

Encryption type

Enable support for
customer-
managed keys

Encryption key

User-zssigned

Enable

infrastructure
encryption

Required or opticnal

Required

Required

Required if
Encryption type ficld
iz set to Customer-
managed keys,

Required if
Encryption type ficid
is set to Customer-
managed keys,

Optionai

Description

By default, data in the storage account is encrypted by using Microsoft-managed
keys. You can refy on Microsoft-managed keys for the encryption of your data, or
you can manage encryption with your own keys. For more information, see Azure
Storage encryption for data at rest.

By default, customer managed keys can be used to encrypt only blobs and files, Set
this option to All service types (blobs, files, tables, and queues) to enabie support
for customer-managed keys far all services. You are not required to use customer-
rmation, see Customer-

managed keys if you choose this option. For mor:
managed keys for Azure Storage encryption.

If you choose Select a key vault and key, you are presented with the option to
navigate to the key vault and key that you wish to use. If you choose Enter key from
URI, then you are presented with a field to enter the key URI and the subscription.

If you are configuring customer-managed keys at create time for the storage
account, you must provide a user-assigned identity to use for authorizing access to
the key vauft,

on is not enabled. Erable infrastructure encryption
I, For more

By default, infrastructure encrypti

to encrypt your data at both the service level and the infrastructure lev
informaticn, see Create a storage account with infrastructure encryption enabied for
double encryption of data,
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13, Inmy case, my settings N

Home > Create a resource >

are as screen capture.
Create a storage account

Basics Advanced Networking  Data protection Encryption  Tags  Review

Encrypti .
neryprion type © (8) Microsoft-managed keys (MMK)

() Customer-managed keys [CMK)

Ensbie support for customer manages ()

keys @

(8) All service types (blobs, files, tables, and queues)

44 This option cannet be changed after this storage account is created.
Enable infrastructure encryption (@ [}

| Review | <Previous | | Mext:Tags >
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14. On the Tags page,
configure as follow and
click Next: Review.

You can specify Resource
Manager tags on the Tags tab

to help organize your Azure
resources.

Home > Create 3 resource >
Create a storage account

Basics  Advanced  Networking Data protection Encryption  Tags  Review

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same tag to
multiple resources and resource groups. Learmn more about tags

Nate that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name Value Resource

vl IR v | [ il resources selected v

[ Review | <Previous | | Mext: Review >
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15. On the Review page, click

Create.

Sl

Home > Create a resource >

Create a storage account

Basics  Advanced  Networking

Basics.

Subscription

Resource Group
Location

Storage account name
Deployment model
Performance

Replication
Advanced

Secure transfer
Allow storage account key access
Allow cross-tenant replication

Default to Azure Active Directory
authorization in the Azure portal

Blob public access
Minimum TLS version

Permitted scope for copy operations
(preview)

Enable hierarchical namespace
Enable network file system v3
Access tier

Enable SFTP

Large file shares
Networking

Network connectivity

Default routing tier

reate

< Previous

Data protection Encryption  Tags  Review

Microsoft Azure Sponsorship
HomelAB

westus2

homevbrarchive

Resource manager

Standard

Locally-redundant storage (LRS)

Enabled
Enabled
Enabled
Disabled

Enabled
Version 1.2

From any storage account

Disabled
Disabled
Cool

Disabled
Disabled

Public endpoint (all networks)
Microsoft network routina

Download a template for automation

16. It may need a few mins to

create the new storage
account, and click Go to
the resource.

Home

P Search « [l Delete

& Ovenview

'y homevbrarchive_1673126276103 | Overview =
Oeployment
(1) Redeploy & Download () Refresh

@ Your deployment is complete

3 ot
[ Cxpomertrane: romseracive 671262610 St imes 172023, 11758 PM
= Outputs Subschption: Micosoft e Sponsrsip Cosaton D B
B Resource group: FomeLAB
fmplte
~ Deployment detais
T— pe Status Operation detais

@ nomevbrarchive/defauit

@ romevbrarchy
© nomesbrarchive
~ Nextsteps

Givefeedback

2 Tellus about your experience with deployment

MicrosoftStorage/storageAccounts/flesenvices
MicrosoftStorage/storageAccounts/blobSenvices

MicrosoftStorage/toragedccounts

Operaton details
Operaton detals

Operation details
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17. On the newly created
Storage account page,
select Access keys.

B s P stk

sty

Propets  Mortring  Copates 1) recommendatons @) Tl Deeloper T

@ bsapoia
Pr—

18. On the Access keys page,
select Show keys and
copy the Storage account
name and key of key1.
We need them for Veeam
storage repository
settings later.

Home > homevbrarchive_1673126276103 | Overview > homevbrarchive

homevbrarchive | Access keys «

Storage account

2 Search @ ;. 5
[EE I R PAONSURE o

= Overview
= Access keys authenticate your applications’ requests to this storage account. Keep your keys in a secure location like Azure
@ Activity log Key Vault, and replace them often with new keys. The two keys allow you to replace one while still using the other.

¢ Tos Remember to updiate the keys with any Azure resources and apps that use this storage account
R R — Learn more about managing storage sccount access keys

A2 Access Contral (IAM] Storage account name
[ homevbrerchive @]

& Data migration

Events
keyl () Rotate key
Last rotated: 1/7/2023 (0 days ago)
Data storage Key

=y— ‘ o[ e ]

Connection string

B Storage browser

& File shares ‘ || |
Show
™ Queues
-

B i key2 () Rotate key

Last rotated: 1/7/2023 (0 days ago)
Security = networking Key
2 Networking e w | [smaw ]
& Azure CON Connection string

e e | [ show |

Access keys

% Shared access signature
& Encryption

© Microsoft Defender for Cloud

Data management
@ Redundancy

@ Data protection
& Object replication
& Blob inventory

IS Static website

56

Technet24


https://technet24.ir

Chapter 1 Cloud Repositories

19. On the newly created

Storage account page, =D
select Containers. = |=Ts .

:
20. On the Containers page, .
click +Container.
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brarchive | Containers »

21. On the new container
page, enter a name for
your new container,
select Private (no
anonymous access) as
Public access level and
then click Create.

22. Veeam Backup and
Replication v11 do not
support Immutable m—— —]
storage with versioning
for azure blob storage.

23. Verify the new container
— homevbrarchive | Containers 2
created.
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24. Login to the Veeam
Backup and replication
manager server.

25. Open the Veeam Backup
& Replication Console,
and click Connect.

5] Veeam
=fN} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Connect Close

Save shortcut

26. Select Manage Cloud
Credentials from the main
menu.

Type Host Path Copacity  Free
/BRBack.. SMB \\STORAGEWL..  1269GB 1256G8 08
Imntbackupxfs..  1269GB 126GB 08 by GO
08 Crested by GOl

ubuntu20045

STORAGEWIN  D\Backups: 1269G8 1256G8
VBR11.goodde..  CBackup 126468 945GB 08 Crested by Vee:
1 Microsoft Azure Blob Storage saureBlob//ho.. NA NA 0B Crested by GOt

(3 Sackupinrostucture
&

=

[kl

59



Chapter 1 Cloud Repositories

27. Click Add on the Manage
Cloud Credentials page

Manage Cloud Credentials x

Ma Cloud Credentials
= nage re ial

: ) Cpacity  Fres Used Space
Q Use this dislog te centrally manage all public cloud accounts and their passwards.

1269GB 1256 GB 0B
and select Microsoft jpengn s g8
Account Type Description Last edited Add.. 1269GB 1256 GB 0B
L homevbr Microsoft Azure .. Azure Storageacco... lessthan a day ago Veearn Cloud Connect service provider account...
Azure compUte account. A homevbrarchive  Microsoft Azure .. Azure storage acco..  lessthan a day age AN adcos Kei
Microsoft Azure storage account..
Microsoft Azure compute account...
Google Cloud access key..
Google Cloud Platform service account..
oK Cancel
28 On the Initial %) Microsoft Azure Compute Account *

Configuration page, click
Next.

Initial Configuration
# Add or edit your Microsoft Azure compute account to enable direct restore of any backup to Microsoft Azure,

Add or edit your Microsoft Azure compute account to leverage public cloud resources.

Registering your Micrasoft Azure compute account enables you to leverage direct restore to cloud laa$
and Azure blob storage integrations for a scale-out backup repository,

Subscription Learn more

Deployment Type

Surnmary

Cancel
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29. On the Deployment Type
page, select Microsoft
Azure, select a Microsoft
Azure region from the
Region drop-down list,
and click Next.

"&-3 Microsoft Azure Compute Account b4

Deployment Type
# Choose whether you want to register a public cloud or on-prem deployment of Microsoft Azure,

(@ Microsoft Azure

Register an account for the public cloud computing service hosted in a global network of
Microsoft-managed data centers,
Region:

Global ~

Initial Configuration

Subscription

Summary
() Microsoft Azure Stack
Register an account for a hybrid cloud computing service delivering Microsoft Azure services from a
private or service provider's data center,
< Previous Mext > Finis! Cancel
30 On the Subscnptlon page, %% Microsoft Azure Compute Account bl

select a new account and
click Configure account.

Subscription
Import your Azure Resource Manager subscriptions.

Initial Configuration Specify the user account to access your Azure Resource Manager subscriptions,
(® Create a new account

Account:
[

() Use the existing account

Deployment Type

Configure account

Summary

Manage accounts
Linux support
[[] Enable direct restore of Linux-based computers

Select this option if you plan to restore backups of Linux-based machines directly to Microsoft
Aaure,

< Previous Mext > Cancel
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31.

Microsoft Azure
PowerShell is installed on
the machine that runs the
Veeam Backup &
Replication console. The
Veeam Backup &
Replication will display a
warning if Microsoft
Azure PowerShell is not

| Initizl Configuration

| Subscription
'g Import your Azure Resource Manager subscriptions.

Specify the user account to access your Azure Resource Manager subscriptions.

(® Create a new account

| Deployment Type Account:
_ L
cription | Veeam Backup and Replication B e —
1 igure account
Summary e Failed to invoke PowerShell query,
This server does not seem to have Azure PowerShell installed,

Please follow thic link install it and try again.

If you installed Azure PowerShell while Veeam Backup 8 Replication
console was open, please restart the console,

age accounts

oK
. achines directly to Microsoft
installed.
32. In the warning window,
click this link.
< Previous Mext > T Cancel
33. On the Microsoft Azure 12! Microsoft Azure PowerShell - March 2021 Setup - b4

PowerShell setup page,
select | accept the terms
in the License Agreement
checkbox and click Install.

Please read the Microsoft Azure PowerShell -
. March 2021 License Agreement
Microsoft Azure

MICRCSOFT SCFIWARE LICENSE TERMS A

MICROSOFT AZURE POWERSHELL

These license terms are an
agreement between Microsoft
Corporation (or based on where you
live, one of its affiliates) and
yvou. Please read them. They apply
to the software named abowve, which
includes the media on which you
received it, if any.

[11 accept the terms in the License Agreement

Print Back Cancel

W install
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34.

On the User Access
Control page, click Yes.

Microsoft

Verified publisher: Microsoft Corporation
File origin: Hard drive on this computer

Show more details

35.

36.

37.

On the Microsoft Azure
PowerShell setup page,
click Finish.

Close the Veeam Backup
& Replication console
after completing the
installation.

Reboot the machine to
allow the Veeam Backup
& Replication console to
detect the newly installed
version of Microsoft
Azure PowerShell.

‘ﬁ Microsoft Azure PowerShell - March 2021 Setup — [ x

i Completed the Microsoft Azure
Microsoft Azure PowerShell - March 2021 Setup Wizard

Click the Finish button to exit the Setup Wizard.

| Eadk [Feen ] | Ganel
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38. Log in to the Veeam
Backup and replication
manager server.

39. Open the Veeam Backup
& Replication Console,
and click Connect.

5] Veeam
=fN} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close

40. Select Manage Cloud
Credentials from the main
menu.

Type Host Path Capacity  Free
[BRBack... SME \\STORAGE-WI.. 126968 1256G8 08
Ubuntu20045  /mnt/backups. 126968 12668 08 by GO
0B Crested by GOt

STORAGEWIN  D\Backups: 1269G8 1256G8
VBR11.goodde..  CBackup 126468 945GB 08 Crested by Vee:
1 Microsoft Azure Blob Storage saureBlob//ho.. NA NA 0B Crested by GOt

(3 Sackupinrostucture
&

=

[kl
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41. Click Add on the Manage
Cloud Credentials page

Manage Cloud Credentials x

Ma Cloud Credentials
= nage re ial

: ) Cpacity  Fres Used Space
Q Use this dislog te centrally manage all public cloud accounts and their passwards.

1269GB 1256G8 08B
and select Microsoft jpengn s g8
Account Type Description Last edited Add... 1269GB 1256G8 0B
L homevbr Microsoft Azure .. Azure Storageacco... lessthan a day ago Veearn Cloud Connect service provider account...
Azure compUte account. A homevbrarchive  Microsoft Azure .. Azure storage acco..  lessthan a day ago AWS access key
Microsoft Azure storage account..
Microsoft Azure compute account...
Google Cloud access key..
Google Cloud Platform service account...
oK Cancel
42 On the Initial % Microsoft Azure Compute Account X

Configuration page, click
Next.

Initial Configuration
# Add or edit your Microsoft Azure compute account to enable direct restore of any backup to Microsoft Azure,

Add or edit your Microsoft Azure compute account to leverage public cloud resources.

Registering your Micrasoft Azure compute account enables you to leverage direct restore to cloud laa$
and Azure blob storage integrations for a scale-out backup repository,

Subscription Learn more

Deployment Type

Surnmary

Cancel

65




Chapter 1 Cloud Repositories

43. On the Deployment Type
page, select Microsoft
Azure, select a Microsoft
Azure region from the
Region drop-down list,
and click Next.

Deployment Type
# Choose whether you want to register a public cloud or on-prem deployment of Microsoft Azure,

(@ Microsoft Azure

Register an account for the public cloud computing service hosted in a global network of
Microsoft-managed data centers,
Region:

Global ~

Initial Configuration

Subscription

"&-3 Microsoft Azure Compute Account b4

Summary
() Microsoft Azure Stack
Register an account for a hybrid cloud computing service delivering Microsoft Azure services from a
private or service provider's data center,
< Previous Mext > Finis! Cancel
44 On the Subscnptlon page, %% Microsoft Azure Compute Account bl

select a new account and
click Configure account.

Subscription
Import your Azure Resource Manager subscriptions.

Initial Configuration Specify the user account to access your Azure Resource Manager subscriptions,

(@ Create a new account
Deployment Type Account:

Summary () Use the existing account

Configure account

Manage accounts
Linux support
[[] Enable direct restore of Linux-based computers

Select this option if you plan to restore backups of Linux-based machines directly to Microsoft
Aaure,

< Previous Mext > Cancel
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45. Enter the user account on
the Microsoft Azure Sign-
in page and click Next.

Microsoft Azure

B Microsoft
Sign in

Em

@ signin options

gy
@ mpor o e R Mange sbscrptions.

| il Confgurstion

{ Deployment Type
Subscition

Summary

46. Type the password on the
Enter password page, and
click Sign in.

Microsoft Azure

B¥ Microsoft
« cay@anysincom

Enter password

[ —

Connectd o:ocalhost

Buid 11011261 20220502 Enterpis lus Edtion_ NFR:82 days remaining
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47. Select the verification
method on the Verify
your identity page.

ignintoyour scount
Microsoft Azure
BE Microsoft

cary@carysun.com

Verify your identity

QG canxxoooooos

Cancel

48. On the Enter code page,
enter the texted code and
click Verify.

Microsoft Azure

B¥ Microsoft
cary@carysuncom

Enter code

(1 We texted your phone +X XXXXXXXXES, Please enter
the code tosign in,

17 x

Hain

Tems ofuse  Prvacy & cookies -

Connected o locahost

Bui 101,126 P202205

02
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49. On the Subscription page,
click Next if you don’t
need to enable direct
restore of Linux-base
computers.

%" Microsoft Azure Compute Account

Subscription
# Import your Azure Resource Manager subscriptions,

Initial Configuration Specify the user account to access your Azure Resource Manager subscriptions,
Create a new it

Deployment Type Accounk
cary@carysun.com

Reconfigure account

Summary

Manage accounts
Linux support
[] Enable direct restore of Linux-based computers

Select this option if you plan to restore backups of Linux-based machines directly to Microsoft
Azure.

cPrevious | [ Net» || Fimish | Cancel

50. On the Summary page,
click Finish.

% Microsoft Azure Compute Account

Summary
Initial configuration has been completed successfully. Click Finish to exit the wizard.

Initial Configuration Summary:

Microsoft Azure Compute account has been saved successfully.
Deployment Type

Subscriptions:
Subscription Microsoft Azure Sponsorship

Visual Studio Enterprise

< Previous lext Cancel
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51. On the Manage Cloud

Credentials page, click OK.

Manage Cloud Credentials

Manage Cloud Credentials

Cerfificate

:g Use this dialog to centrally manage all public cloud accounts and their passwords.

Account Type
4 cary@carysun.com  Microsoft Azure ...

A homevbr Microsoft Azure ..
A homevbrarchive Microsoft Azure ...

Description Last edited

less than a day ago
Azure Storage acco..  less than a day ago
Azure storage acco..  less than a day ago

OK

Add...

Remove

Cancel

52. On the Home page, select

53.

Backup Infrastructure.

On the Backup
Infrastructure page, select
Backup Repositories,
right-click Backup
Repositories, and select
Add backup repository.

=
Add Edt  Rescan
Repository Ry

Manage Repository  Tools

Backup Infrastructure Q Type in an abject name tosearch for
8 Backup Prosies Neme Type
5 Backup Repositries 2, Backup Repository STORAGE-WIN VBRBack... SMB
Exteml Repositores backup repository.. 50045 Linux
Scale-out Repositories Rescan fwin Windows
&5 WAN Accelerators DefaultBackup Repository Windows
{2 Senvice Providers  aure VBR11

+ 3 Suredackup

&, Application Grougs
£, Virual Labs
Managed Servers
etosoft Hyper-V

A rome
ﬁfi inventory

(s Backup Infastructure

rage Infrastructure:

Host Path Capacit

\\STORAGE-WI.. 126968
ubuntu20045  /mntbackupds..  1269.G8
STORAGEWIN  DABackups 126968
VBRI1.goodde..  CABackup 126468

azureBlob://ho.. NA

1256 G8

12668
125668
94568

A

o8
o8
oe
o8
oe

Description
Created by GO{
Created by GO{
Created by GO{
Created by Vee
Created by GO{
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54. On the Add Backup Add Backup Repository
Repository pagel Select Select the type of backup repository you want to add.
Object storage.

Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
maovers to run directly on the server, allowing for fastest performance.

Metwork attached storage
L Metwork share on a file server or a NAS device. When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreQnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance AP, use the network attached storage option instead.

-
e
]

Object storage
On-prem object storage system or a cloud object storage provider, Object storage can only be used as a Capacity
Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

H

Cancel

71



Chapter 1 Cloud Repositories

55. On the Object Storage
page, select Microsoft
Azure Storage.

©

o

L~

Object Storage

Select the type of object storage you want to use as a backup repository.

53 Compatible
Adds an on-premises object storage system or a cloud object storage provider,

Amazon 53
Adds Amazon cloud object storage. Amazon 53, Amazon 53 Glacier (including Deep Archive) and Amazon
Snowball Edge are supported.

Google Cloud Storage
Adds Google Cloud storage, Both Standard and Mearline storage classes are supported.

IBM Cloud Object Storage
Adds [BM Cloud ohject storage, 53 compatible versions of both on-premises and IBM Cloud storage offerings are
supported,

Microsoft Azure Storage
Adds Micresoft Azure cloud ohbject storage. Microsoft Azure Blob Storage, Microsoft Azure Archive Storage and
Microsoft Azure Data Box are supported,

Cancel
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56. On the Microsoft Azure
Storage page, select
Azure Blob Storage.

@ Microsoft Azure Storage

Select the type of Azure storage you want to use as a backup repository:

Azure Blob Storage
Adds Microsoft Azure Blob Storage of hot and cold tiers, Use this option for short-term storage of recent
backups.

Azure Archive Storage
Adds Microsoft Azure Archive Storage. Use this option for cost-efficient long-term archival of GFS backups.

t? Azure Data Box

Adds Microsoft Azure Data Box system, Data Box enables you to perform offline transfer (seeding) of your
backups into the Azure Elob Storage,

Cancel
57. On the Name page' Mew Object Storage Repository
. . . Name
SPECIfy N the N ame fleld . Type in a name and description for this object storage repository.
i i i "'—W Mame:
58. In the Descrlptlon fleld' — “ |Objer_t storage repository_Azure VBR11_Archive
describe future ceani Dt
refere nces ContRinkr Created by GOODDEALMART \csun at 1/7/2023 1:31 PM,|
Proxy Appliance
59. Click Next. Summary
Mext > Finst Cancel
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60. Click Add to create a
Manage cloud account on
the Account page.

Mew Object Storage Repository

Account
' E ! Specify an account te connect to Microsoft Azure Archive Storage with,

Name Credentials:
Manage cloud aceounts
Container Region:

| Azure Global (Standard)
Proxy Appliance

Summary

[ Use the following gateway server:

VBRTl.gooddealmart.ca (Backup server)

< Previous Mext > Finisk

Add...

Fi Cancel
61. On the Credentials page, | Mew b sitor
| Account
paste the AZUFE storage | ' E ! Specify an account te connect to Microseft Azure Archive Storage with.
account name as Account 5
d h k 1 Credentials:
and paste the key1 as Credentials % || [ Add.
Shared key (you can find o | | oo
AIAIES. Account: homevbrarchive
them from the Access key A E\a& —— |
session of the Azure Sy o

storage account), and
click OK.

Azure storage account for archive)

VBRT1.gooddealmart.ca (Backup server)

< Previous Mext > Finisk

Cancel
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62. Select Azure Global
(Standard) as Region on
the Account page.

63. Select Use the following
gateway server checkbox
and choose a server from
the list.

Note:

You can select any Microsoft
Windows or Linux server
added to your backup
infrastructure with an
internet connection, except
Linux servers with the
hardened repository role.

If you do not select the Use
the following gateway server
check box, you must make
sure that the backup server
has direct internet access

64. Click Next.

MNew Object Storage Repository

Account
E Specify an account to connect to Microseft Azure Archive Storage with,

Container
Proxy Appliance

Summary

Credentials:
= ‘ Y, homevbrarchive (Azure storage account for archive, last edited; less than 2 day ~ Add..
Manage cloud accounts
Region:

Azure Global (Standard)

Use the following gateway server:

HPHVO1 {Created by GOODDEALMART csun at 1/5/2023 12:46 PM.}

Select a gateway server to proxy access ta Microsoft Azure Archive Storage. The gateway server is
used for management traffic only, all object storage data traffic will remain within Microsoft data
centers. If no qateway server is specified, backup server must have direct Intemet access.

< Previous Mext > Cancel

v
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65. Select a container from
the Container drop-down
list on the Container

page.

66. In the Folder field, click
Browse.

Mew Object Storage Repository

Name

Account

Proxy Appliance

Summary

Container
' E ! Specify a Microsoft Azure Archive Storage container to use,

Container:

vbrilarchive

_ Folder

< Previous

Mext >

Browse..,

Cancel
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67. On the Folders page,
select the container and
click New Folder.

Select Folder

Folders:

@ vbrilarchive

Mew Folder -.

Cancel
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68. Enter the name for the New Object Storage Repostory | Seet Folder X X
Container
new folder, select the (-). Speciiy aMicrosit [T
4 g vbrllarchive
folder and click OK. e e
Name
ol
Account "
Comtsner I
Proxy Appliance
Summary
N Folder | Cnce | [ | conce
69_ On the Contalner page, Mew Object Storage Repositary *
. ‘Container
C||Ck N eXt. ' E ! Specify a Microsoft Azure Archive Storage container to use.
Name Container:
|vbrl1archive ~ |
Account L
Folder:
— [Veeambackuparchive | [ Browse.. |
Proxy Appliance
Summary
< Previous ‘ | Mext > Finish Cancel |
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70. Select your Microsoft
Azure subscription
credentials from the
Subscription drop-down
list on the Proxy
Appliance page.

Mew Object Storage Repository X

Proxy Appliance
Specify a subscription to deploy proxy appliances in. We will provision appliances on-demand to transform the archived data to
and from the cost-effective long-term storage format.

Name Subscription:

> Add...
Sccount Select a subscription to deploy the proxy appliance in.
Container

To archive data to the Archive Storage in 2 cost-efficient way, a proxy appliance will be deployed with
| the following network resources created automatically: resource group, vitual network and subnet

Deploying the proxy appliance usually takes no more than 2 minutes,

Summary

You can customize the proxy appliance settings to use your existing network resources, Customize

< Previous Apply Fir Cancel

71. On the Proxy Appliance
page, click Customise to
customize the proxy
appliance.

New Object Storage Repositary X

Proxy Appliance
Specify a subscription to deploy proxy appliances in. We will provisien appliances on-demand to transform the archived data to
and from the cost-effective long-term storage format.

Name Subscription:

Microsoft Azure Sponsership {cary@carysun.com) b Add.
Account = z

Select a subscription to deploy the proxy appliance in.
Cantainer

To archive data to the Archive Storage in a cost-efficient way, a proxy appliance will be deployed with
the following network resources created automatically: resource group, virtual network and subnet.

=

Deploying the proxy appliance usually takes no more than 2 minutes,

Summary

You can customize the proxy appliance settings to use your existing network resources, Customize

< Previous Apply Fir Cancel
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72. On the Proxy Appliance
Settings page, specify the
information for the proxy
appliance and click OK.

Proxy Appliance
‘ ! Specify a subscription to deploy proxy appliances in, We will provision appliances on-demand to transform the archived data to

Proxy Appliance Settings X
MName Eil.
[y s v||  Add.
Account S ‘ Standard_A2 v2 (2 cores, 4.00 GB memory) v
Container

T
R " e =

Summary Dy . pinutes,
| GDMCA-VMet1 (GDMCAVnet?) v|
Subnet:
| GDMCA-VMNet1-Server ™ i

and from the cost-effective long-term storage format.

Resource group:

a proxy appliance will be deployed with
ce group, virtual network and subnet,

Virtwal networl

Redirector port: ‘HJ-H_E-J'

e

You can customize the proxy appliance settings to use your existing network resources. | Customize
<Previous | | Apply || Pk [ Cened |
73. On the Proxy Appliance New Otject Storage Repostory X
. Proxy Appliance
page, CI'Ck Apply. E ify 3 subscription to deploy proxy appl: in. We will provision app d d to form the archived data to
and from the cost-effective long-term storage format.
Name Subscription:
~ Ai ft Azure Sp i y® com) v Add...
ECOUR Select a subscription to deploy the proxy appliance in.
Container
To archive data to the Archive Storage in 3 efficient way, a proxy appli will be deployed with
llowing network created i

Summary

lly: resource group, virtual network and subnet.

Deploying the proxy appliance usually takes no more than 2 minutes.

You can customize the proxy appliance settings to use your existing network resources. = Customize

Cancel
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Mew Object Storage Repository X

74. On the Summary page,
click Finish. =

Summary
You can copy the configuration information below for future reference.

MName Summary:

|Dbject storage repository was successfully created.
Account Mame: Object storage repository_Azure VER_Archive

Description: Created by GOODDEALMART\csun at 1/7/2023 3:34 PM.
Contaiast Type: Microsoft Azure Archive Storage

Gateway server: HPHVO1

Data center region: Azure Global (Standard)
Container: vbrilarchive

Proxy appliance instance type: Standard_A2 v2

Proxy Appliance

< Previous

Backup Repository.

75. Verify that the Backup

i e
Repository has been i
added. e b el
B Backup Provies Name 1 Type Host Path Capacity | Free Used Space
5 Backup Repositories 5, Backup Repository_STORAGE-WIN_VBRBack... SMB \\STORAGE-WI 126968 125668
(1 Service Providers. /_Azure_VBR Archive N/A N/A
4 (4 SureBackup Y ;_Azure VBR11 szureBloby//ho. A N/A 08 Created by G

£ Appiiation Groups
& Vi Lsbr

FA Linux

A Home
@g inventory

@ seckup s

ge Infrastructure

8 o
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Adding Microsoft Azure Archive Storage Repositories with Azure

Helper appliance

Veeam Backup&Replication supports different types of storage accounts.

General-purpose V2

BlobStorage

Blob (block blobs
only)

Standard

Excellent: for
infrequently accessed
data.

Hot: for frequently
accessed data.

Archive: for rarely
accessed data. It can
be set only on the
blob level and
supported in Archive
Tier object storage
systems.

Veeam Backup &
Replication will use
the access tier you
select as the default.

General-purpose V1

Blob (block blobs
only)

Standard

N/A

BlockBlobStorage

Blob (block blobs
only)

Premium

N/A
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Instructions Screenshot (if applicable)

1. Signin Azure portal with a
global admin account.

https://portal.azure.com

2. On the Azure services
page, select +Create
resource. _—
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3. Select Storage on the
Create a resource page,
and click Storage account.

Home

Create a resource

Get Started

Recently created
Categories

A+ Machine Learning
Analytics

Blockehain

Compute

Containers

Databases

Developer Tools

Devops

dentity

Integration

Internet of Things

T & Management Tools
Media

Migration

Mixed Reality

Moritoring & Diagnostics
Networking

Seaurity

Storage

web

< 3nd marketplace

Popular Azure services. See mare n All enices
Aaure Cosmos DB

LA cici s s Lo

Storage account
este | Leam more
Aaure il Sync
Crese | Doce | MS Lesmn
Data Lake Storage Gent
Crese | Docs | S Lesmn.
Aaure Netpp Files
cste | Docs | M5 Leam

Azure Data Box
Creste | Docs | MS Leam

Azure Cosmos DB API for MongoDB
reate | Docs

hawre stackEdge
A o 5
Storsimple Data Manager
Cese | Oocs
importexportjob
e Do

3 Getting Started? Try our Quickstart center

P

place products

‘Azure Blob Storage on loT Edge
reate | Learn more

‘Azure Cost Mangement plan
Create | Learn more

Cloud Manager
Set up + subscribe | Learn more

Dionar Managed Azure - CSP
Create | Learn more

SFTPGo Standard

Create | Leamn more

FTP Server Solution for Azure File Share
Create | Learn more

CData Sync Professional
Create | Learn more

Veeam Backup for Microsoft Azure Free Edition v4

fl Creote | Lesm more

SFTP Gateway 33
Create | Leatn more

SFTP Secure Server SsH on Windows Server 2016

i Create | Lesmmore
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4. On the Create storage Section
account page, select
Basics, configure as
follows, and click Next:

Advanced.

Project
details

Project
details

instance

details

Instance
details

Instance
details

instance
details

Field Required or
optional

Subscription Reguirad

Resource Requirad

group

Storage Required

account name

Region Reguired

Performance Reguired

Redundancy Required

Description

Select the subsceription for the new storage account.

Create 3 new resource group for this storage account, or select an existing one. For
more information, see Resource groups.

Choose a unique name for your storage account. Storage account names must be
between 3 and 24 characters in length and may contain numbers and lowercase
letters only.

Select the appropriate region for your storage account. For more information, see
Regicns and Availability Zones in Azure,

Not all regions are supported for all types of storage accounts or redundancy
configurations. For maore information, see Azure Storage redundancy.

The choice of region can have a billing impact. For more information, see Storage
account billing.

Select Standard performance for general-purpose v2 storage accounts (default).
This type of account is recommended by Microsoft for most scenarios. For more
information, see Types of storage accounts.

Select Premium for scenarios reguiring low latency. After selecting Premium, select
the type of premium storage account to create. The following types of premium
storage accounts are available:

Block blobs

File shares
Page blobs

Select your desired redundancy configuration. Not all redundancy options are
available for all types of storage accounts in all regions. For more information about
radundancy configurations, see Azure Storage redundancy.

if you select a geo-redundant configuration (GRS or GZRS), your data is replicated
to a data center in a different region. For read access to data in the secondary
region, select Make read access to data available in the event of regional
unavailability,
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5. My settings are as screen

capture.

e et

Home > Create a respurce >

Create a storage account

Basics  Advanced  Networking  Data protection Encryption  Tags  Review

Azure Storage is 3 Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs {objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your sterage account depends on the usage and the options you choose below. Leam maore about Azure
storage accounts

Project details

Select the subscription in which ta create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription * ‘ Microsoft Azure Sponsership e |

; Resource group | HomelAB - ‘
Create new

Instance details

If you need to create a legacy storage account type, please click here,

Storage account name @ * ‘ homevbrarchive |

Region @ * [ Us) Westus 2 <]

Deploy to an edge zone
Performance: @ @ Standard: Recommended for most scenarios (general-purpose vZ account)

O Premium: Recommended for scenarios that require low latency.

Redundancy @ * ‘ Locally-redundant storage (LRS) ~

Next : Advanced >
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6. On the Advanced page,
configure and click Next:
Networking.

Section

Security

Security

Security

Security

Security

Cata Lake
Storage
Gen2

Blob
storage

Blob
storage

Blob
storage

Blob
storage

Azure
Files

Field

Require secure
transfer for REST API
operations

Enable blob public
access

Enable storage
account key access

Default to Azure
Active Directory
authorization in the
Azure portal

Minimum TLS
version

Enable hierarchica

namespace

Enable SFTP

Enable network file
share (NF5)v3

Allow cross-tenant
replication

Access tier

Enable large file
shares

Required
or
optional

Optional

Opticnal

Opticnal

Opticnal

Required

Optional

Optional

Optional

Reguired

Required

Opticnal

Description

Require secure transfer to ensure that incoming requests to this storage account
are made only via HTTPS {default). Recommended for optimal security. For more
information, see Require secure transfer to ensure secure connections,

‘When enabled, this setting allows a user with the appropriate permissions to
enable anonymous public access to a container in the storage account (default).
Disabling this setting prevents all anonymous public access to the storage
account. For more information, see Prevent anonymous public read access to
contziners and biobs.

Enabling blob public access does not make blob data available for public access
unless the user takes the additional step to explicitly configure the container's
public access setting.

‘When enabled, this setting allows clients to authorize requests to the storage
account using either the account access keys or an Azure Active Directory (Azure
AD) account (default). Disabling this setting prevents authorization with the
account access keys. For more information, see Prevent Shared Key
authorization for an Azure Storage account.

‘When enabled, the Azure portal authorizes data operations with the user's Azure
AD credentials by default. If the user does not have the appropriate pemissions
assigned via Azure role-based access control (Azure RBAC) to perform data
operations, then the portal will use the account access keys for data access
instead. The user can also choose to switch to using the account access keys, For
maore information, see Default to Azure AD authorization in the Azure portal.

Select the minimum version of Transport Layer Security (TLS) for incoming
requests to the storage account. The default value is TLS version 1.2, When set
to the default value, incoming requests made using TLS 1.0.or TLS 1.1 are
rejected. For more information, see Enforce a minimum required version of
Transport Layer Security (TLS) for requests to a storage account.

To use this storage account for Azure Data Lake Storage Gen2 workloads,
configure a hierarchical namespace, For more information, see Introduction to
Azure Data Lake Storage Gen2.

Enable the use of Secure File Transfer Protocol (SFTP) to securely transfer of data
over the intemet. For more information, see Secure File Transfer (SFTP) protocol
support in Azure Blob Storage,

NFS v3 provides Linux file system compatibility at object storage scale enables
Linux clients to mount a container in Blob storage from an Azure Virtual
Machine (WM} or a computer on-premises, For more information, see Network
File System {NF5) 3.0 protocol support in Azure Blob storage.

By default, users with appropriate permissions can configure object replication
across Azure AD tenants. To prevent replication across tenants, deselect this
option. For more information, see Prevent replication across Azure AD tenants.

Blob access tiers enable you to store blob data in the most cost-effective
manner, based on usage. Select the hot tier {default) for frequently accessed
data. Select the cool tier for infrequently accessed data. For more information,
see Hot, Cool, and Archive access tiers for blob data.

Avzilable only for standard file shares with the LRS or ZRS redundandes.
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7. My settings are as screen

capture.

e e e

Home > Create a resource >

Create a storage account

Basics  Advanced

Minimum TLS version (@

Permitted scope for copy operations

(preview) @

Data Lake Storage Gen2

Networking

Data protection Encryption Tags Review
[ version 1.2 v
| From any storage account v

The Data Lake Storage Gen2 hierarchical namespace accelerates big data analytics warkloads and enables file-level access
control lists (ACLs). Learn more

Enable hierarchical namespace

Blob storage

Allow cross-tenant replication (@

Access tier (D

Azure Files

Enable large file shares @

O

@ Toenable SFTP, ‘nierarchical namespace’ must be enabled.

@ 1o enable NFS v3 "hierarchical namespace’ must be enabled. Leam more about NFS

() Hot: Frequently accessed data and day-to-day usage scenarios

(®) Cool: Infrequently accessed data and backup scenarios

O

[ Review | [ <Previous | [ Mext:Nemworking >
8. On the Networking page, Section  Fleld Required  Description
. or
configure as follow and optional
the n Cllck Next: Data Network Connectivity ~ Required By default, incoming network traffic is routed to the public endpoint for your
. connectivity method storage account. You can specify that traffic must be routed to the public endpoint
prOtectIO n. through an Azure virtual network. You can also configure private endpoints for your
storage account. For more information, see Use private endpoeints for Azure Storage.
Network Routing Required The netwark routing preference specifies how network traffic is routed to the public
routing preference endpoint of your storage account from clients over the internet. By default, a new

storage account uses Microsoft network routing. You can also choose to route
network traffic through the POP closest to the storage account, which may lower
networking costs. For more information, see Network routing preference for Azure
Storage.
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9. Mysettingsareasscreen [ -
ca pture. Home > Create a resource »

Create a storage account

Basics  Advanced  Networking Data protection Encryption Tags Review

Network connectivity

You can connect to your storage account either publicly, via public IP addresses or service endpoints, or privately, using a
private endpoint.

Network access =

‘ (@) Enable public access from ail networks

() Enable public access from selected virtual networks and IP addresses
() Disable public access and use private access
® Enabiing public access from all networks might mzke his resource available

pubicly. Unless public access is required, we recommend using a more restricted
accesstype. Learn more

Network routing

Determine how to route your traffic as it travels from the source to its Azure endpoint. Microsoft network routing is
recommended for mast customers.

Routi efer O M
ing preference @ (@) Microsoft network routing

() Intemmet routing

<Previous | | Next:Data protection >
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10. On the Data protection section
page, configure as follow
and then click Next:

Encryption.

Recovery

Recovery

Recaovery

Recovery

Tracking

Tracking

Access
control

Field

Enable point-in-
time restore for
containers

Enable soft delete
for blobs

Enable soft delete
for containers

Enable soft delete
for file shares

Enable versioning
for blobs

Enable blob
change feed

Enable version-
level immutability
support

Required
or optional

QOptional

Optional

Optional

Optional

Optional

Optional

Optional

Description

Point-in-time restore provides protection against accidental deletion er corruption
by enabling you to restore block blob data to an earlier state. For more
information, see Point-in-time restore for block blobs.

Enabling point-in-time restore also enables blob versioning, blob soft delete, and
blob change feed. These prerequisite features may have a cost impact.
nformation, see Pricing and billing for point-in-time restore,

Blob soft delete protects an individual blob, snapshot, or version from accidental
deletes or overwrites by maintaining the deleted data in the system for a specified
retention period, During the retention pericd, you can restore a soft-deleted object
to its state at the time it was deleted. For more information, see Soft delete for
blabs.

Microsoft recommends enabling blob soft delete for your storage accounts and
setting a minimum retention peried of seven days.

Container soft delete protects a container and its contents from accidental deletes
by maintaining the deleted data in the system for a specified retention period.
During the retention period, you can restore a soft-deleted container to its state at
the time it was deleted. For more information, see Soft delete for containers

(preview).

Microsoft recommends enabling container soft delete for your storage accounts
and setting a minimum retention pericd of seven days.

Soft delete for file shares protects a file share and its contents from accidental
deletes by maintaining the deleted data in the system for a specified retention
periad. During the retention period, you can restore a soft-deleted file share to its
state at the time it was deleted. For more information, see Prevent accidental
deletion of Azure file shares.

Microsoft recommends enabling soft delete for file shares for Azure Files workloads
and setting a minimum retention period of seven days.

Blob versioning automatically saves the state of a blob in a previous version when
the blob is ovenwritten. For more information, see Blob versioning.

Microsoft recommends enabling blob versioning for optimal data protection for
the storage account,

The blob change feed provides transaction logs of all changes to all blobs in your
storage account, as well as to their metadata. For more information, see Change
feed support in Azure Blob Storage.

Enable support for immutability policies that are scoped to the blob version. If this
aption is selected, then after you create the storage account, you can configure a
default time-based retention policy for the account or for the container, which blob
versions within the account or container will inherit by defa or more
information, see Enable version-level immutability support on a storage account.
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11. In my case, my settings
are as screen capture.

Home > Create aresource >

Create a storage account

Basics

Advanced  Networking Data protection Encryption Tags Review

Recovery

Protect your data from accidental or erroneous deletion or modification.

O

Enable point-in-time restore for containers

Use point-in-time restore to restore one or more containers to an earfier state. If point-in-time restore is enabled, then versioning,
change feed, and biob soft delete must also be enabied, Leam more
Enable soft delete for blobs

Soft delete enables you to recover blobs that were previously marked for ds
more

tion, including biobs that were ovenwritten, Leam

Days to retain deleted blabs @ 7

Enable soft delete for containers

Soft delete enables you o recover containers that were previously marked for deletion, Learn mare

Days to retain deleted containers (D L

Enable soft delete for file shares
Soft dielete nables you to recover file shares that were previously marked for deletion. Learn more

Days to retain deleted file shares @ T

Tracking

Manage versions and keep track of changes made to your blob data.

O

Enable versioning for blobs

Use versioning to automatically maintain previous versions of your blobs, Leam mare

Consider your workioads, their Impact an the number of versions created, and the res:
managing the data fifecycle, Learn mare

g costs, Optimize costs by automatically

Enable blob change fead
Keep track of create, modif

ion, and delete changes to blobs in your account. Learn more

Access control

<Previous | | Next:Encryption >
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12. On the Encryption page,
configure and click Next
Tags.

Field

Encryption type

Enable support for
customer-
managed keys

Encryption key

User-zssigned

Enable

infrastructure
encryption

Required or opticnal

Required

Required

Required if
Encryption type ficld
iz set to Customer-
managed keys,

Required if
Encryption type ficid
is set to Customer-
managed keys,

Optionai

Description

By default, data in the storage account is encrypted by using Microsoft-managed
keys. You can refy on Microsoft-managed keys for the encryption of your data, or
you can manage encryption with your own keys. For more information, see Azure
Storage encryption for data at rest.

By default, customer managed keys can be used to encrypt only blobs and files, Set
this option to All service types (blobs, files, tables, and queues) to enabie support
for customer-managed keys far all services. You are not required to use customer-
rmation, see Customer-

managed keys if you choose this option. For mor:
managed keys for Azure Storage encryption.

If you choose Select a key vault and key, you are presented with the option to
navigate to the key vault and key that you wish to use. If you choose Enter key from
URI, then you are presented with a field to enter the key URI and the subscription.

If you are configuring customer-managed keys at create time for the storage
account, you must provide a user-assigned identity to use for authorizing access to
the key vauft,

on is not enabled. Erable infrastructure encryption
I, For more

By default, infrastructure encrypti

to encrypt your data at both the service level and the infrastructure lev
informaticn, see Create a storage account with infrastructure encryption enabied for
double encryption of data,
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13, Inmy case, my settings N

Home > Create a resource >

are as screen capture.
Create a storage account

Basics Advanced Networking  Data protection Encryption  Tags  Review

Encrypti .
neryprion type © (8) Microsoft-managed keys (MMK)

() Customer-managed keys [CMK)

Ensbie support for customer manages ()

keys @

(8) All service types (blobs, files, tables, and queues)

44 This option cannet be changed after this storage account is created.
Enable infrastructure encryption (@ [}

| Review | <Previous | | Mext:Tags >
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14. On the Tags page,
configure as follow and
click Next: Review.

You can specify Resource
Manager tags on the Tags tab

to help organize your Azure
resources.

Home > Create 3 resource >
Create a storage account

Basics  Advanced  Networking Data protection Encryption  Tags  Review

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same tag to
multiple resources and resource groups. Learmn more about tags

Nate that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name Value Resource

vl IR v | [ il resources selected v

[ Review | <Previous | | Mext: Review >
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15. On the Review page, click
Create.

A

Home > Create a resource >

Create a storage account

Basics  Advanced Networking

Basics.

Subscription

Resource Group
Location

Storage account name
Deployment model
Performance

Replication
Advanced

Secure transfer
Allow storage account key access
Allow cross-tenant replication

Default to Azure Active Directory
autharization in the Azure portal

Blob public access
Minimum TLS version

Permitted scope for copy operations
(preview)

Enable hierarchical namespace
Enable network file system v3
Access tier

Enable SFTP

Large file shares

Networking

Network connectivity

Default routina tier

ate < Previous Next

Data protection Encryption  Tags  Review
Wicrosoft Azure Sponsorship

HomelAB

westusZ

homevbrarchive

Resource manager
Standard
Locally-redundant storage (LRS)

Enabled
Enabled
Enabled
Disabled

Enabled
Version 1.2

From any storage account

Disabled
Disabled
Cool

Disabled
Disabled

Public endpaint {all networks)

Microsaft netwark routina

Download a template for automation

16. Creating the new storage
account and clicking Go to
the resource may take a
few minutes.

Home >

» homevbrarchive 1673126276103 | Overview =

o

Oeployment

; |« @i

(1) Redeploy L Downlosd () Refresh

@ Your deployment is complete

T oputs
= Ouputs
B Template Resource group: Home

~ Deployment details

Resource:

@ romesbrarchiver

et

673126276103 Start time: 1/7/2023, 11758 PM

Corrlation I

Type
MicrosoftStorage/storageAccounts/flesenvices
MictosoftStorage/storageccounts/blobSenvices

Microsofttorage/storageAccounts

Givefeedback

9 Telus shout your experience with deployment

Status Operation detals
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17. On the newly created
Storage account page,
select Access keys.

B s P stk

sty

Propets  Mortring  Copates 1) recommendatons @) Tl Deeloper T

@ bsapoia
Pr—

18. On the Access keys page,
select Show keys and
copy the Storage account
name and key of key1.
We need them for Veeam
storage repository
settings later.

Home > homevbrarchive_1673126276103 | Overview > homevbrarchive

homevbrarchive | Access keys «

Storage account

2 Search @ ;. 5
[EE I R PAONSURE o

= Overview
= Access keys authenticate your applications’ requests to this storage account. Keep your keys in a secure location like Azure
@ Activity log Key Vault, and replace them often with new keys. The two keys allow you to replace one while still using the other.

¢ Tos Remember to updiate the keys with any Azure resources and apps that use this storage account
R R — Learn more about managing storage sccount access keys

A2 Access Contral (IAM] Storage account name
[ homevbrerchive @]

& Data migration

Events
keyl () Rotate key
Last rotated: 1/7/2023 (0 days ago)
Data storage Key

=y— ‘ o[ e ]

Connection string

B Storage browser

& File shares ‘ || |
Show
™ Queues
-

B i key2 () Rotate key

Last rotated: 1/7/2023 (0 days ago)
Security = networking Key
2 Networking e w | [smaw ]
& Azure CON Connection string

e e | [ show |

Access keys

% Shared access signature
& Encryption

© Microsoft Defender for Cloud

Data management
@ Redundancy

@ Data protection
& Object replication
& Blob inventory

IS Static website
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19. On the newly created

Storage account page, =D
select Containers. = |=Ts .

:
20. On the Containers page, .
click +Container.
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brarchive | Containers »

21. On the new container
page, enter a name for
your new container,
select Private (no
anonymous access) as
Public access level and
then click Create.

22. Veeam Backup and
Replication v11 do not
support Immutable m—— —]
storage with versioning
for azure blob storage.

23. Verify the new container
— homevbrarchive | Containers 2
created.
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Backup and replication
manager server. %El Veeam . .

25. Open the Veeam Backup =fN] Backup & Replication 11
& Replication Console,

and click Connect. Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost 9392

Password

v Use Windows session authentication

Save shortcut Connect Close

26. Veeam Backup & .

Replication uses its built- N T
in credentials record to
work with all helper
appliances in Microsoft T
Azure and AzuStack Hub i oy
by default. | recommend
changing the password
for this credentials record
before you set up helper

appliances.

»

x .
%
:f.',_

27. Select Manage
Credentials from the main
menu.
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28. Select the built-in
credentials record for the
Azure helper appliances
on the Manage

Manage Credentials

A

Manage Credentials

Use this dialeg to centrally manage all user accounts and their passwords,

i i Account Type Description Last edited Add..,
Credentials page and click D cary - cary 1 day 3go —
Edlt 4 CARYPC\Adminis.. Standard CARYPC\Administrator 1 day ago

) 1% GOODDEALMART... Standard GOODDEALMART\csun 2 days ago

& HPHVOT\Adminis... Standard HPHVO1\ Administrator 2 days ago

.{} root Linux Helper appliance credentials 218 days agq|

T root Standard Tenant-side network extension a.. 218 days agc

A root Standard Azure helper appliance credentials 218 days age

< >

29. It would help if you je %
redeployed all existing Manage Credentials
helper app|iances in | k Use this dialeg to centrally manage all user accounts and their passwords,
Microsoft Azure and '
| | Account Type Description Last edited Add..,

Azure Stack Hub after you D cary - cary 1 day 3go
Change the password in 4 CARYPC\Adminis.. Standard CARYPC\Administrator 1 day ago

1% GOODDEALMART... Standard GOODDEALMART\csun 2 days ago
the built-in credentials L HPHVOT\Adminis... Standard HPHVOT\ Administrator 2 days ago

.{}rcot Linu g
record. To redeploy 5 S Veeam Backup and Replication *
app“anCGS, you must Proat Stan You must redeploy Azure appliances after the password is changed.
remove a” configured Proceed with the password change?
appliances and then :
configure them again.

30. Click Yes at the warning

message. < >

oK

Cancel
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31. On the Credentials page, Manage Credent
enter the new password Manage Credentials
a nd C|iCk OK ?& Use this dialog to centrally manage all user accounts and their passwords.
Account | Credentials X Md—
£ cary Edit
TA caRYH Username;  root
% 6ooD el k ETTiEvE
T HPHY =? Password: |essssssses | :
r& roct
ﬁ?& root Description:
ﬁ'&mm Azure helper appliance credentials‘
ok || Cancel
£ >
ok || Cancel
32. Onthe Manage Manage Credentials

Use this dialog to centrally manage all user accounts and their passwords.

Credentials page, click OK. ?& Manage Credentials

Account Type Description Last edited Add...
A cary Linux cary 1day ago Edit
A CARYPC\Adminis... Standard CARYPC\Administrator 1day ago

?& GOODDEALMART... Standard GOODDEALMART\csun 2 days ago Remove
T4 HPHVO1\Adminis... Standard HPHVO01\Administrator 2 days ago

b, root Linux Helper appliance credentials 218 days agc.

A root Standard Tenant-side network extension a... 218 days agc

T4 root Standard Azure helper appliance credentials 218 days agc

< >
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33. Select Manage Cloud
Credentials from the main
menu.

20 Manage Cloud Credentials
BB Mmsoepusuorte

i
Geners Options
Usersand Roles

Network Traffic Rules

‘[31 E@‘ 3]

Configuration Backup
Console v
Color Theme v
[ vene

Help B
x Bt

[

[ rem—

5 Storage Infrastructure

@ el
5 e

up and Replication

e
[BRBack... SMB
Linux ubuntu20045
Windows STORAGE-WIN
Windows VBR11.goodde
n Microsoft Azure Blob Storage:

Path Capacity  Free Used Space
\\STORAGE-WI.. 126968 1256G8
Jmnt/backupxds. 126968 126G8
DABackups 126968 1256G8
CABackup 126468 94568
azureBlob//ho. NA NA

08
08
o8
08
08

Description
Created by GO
Created by GO
Created by GO
Created by Vee:
Created by GO

34. Click Add on the Manage
Cloud Credentials page
and select Microsoft
Azure compute account.

Manage Cloud Credentials

Manage Cloud Credentials

:Q Use this dilog to centrally manage all public cloud accounts and their passwords.

X
Capacity Free
1269GB 1256 GE
1269G8  126GB
Add. 1269GB 1256 GE

Account Type
& homevbr Microsoft Azure ..
A homevbrarchive  Microsoft Azure ..

Description
Azure Storage accon.
Azure storage acco..

Last edited

Used Space

0B
0B
0B

less than a day ago
less than a day ago

Veeam Cloud Connect service provider account.

AWS access key..
Microsoft Azure storage account..
Microsoft Azure compute sccount...

Google Cloud access key..

Geogle Cloud Platform service account...

Cancel
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35. On the Initial
Configuration page, click
Next.

"&-3 Microsoft Azure Compute Account b4

Initial Configuration
# Add or edit your Microsoft Azure compute account to enable direct restore of any backup to Microsoft Azure,

Add or edit your Microsoft Azure compute account to leverage public cloud resources.

Registering your Micrasoft Azure compute account enables you to leverage direct restore to cloud laa$
and Azure blob storage integrations for a scale-out backup repository,

Deployment Type

Subscription Learn more
Surmnmary
Mext > Finis| Cancel
36. On the Deployment Type % Microsoft Azure Compute Account %

page, select Microsoft
Azure, select a Microsoft
Azure region from the
Region drop-down list,
and click Next.

Deployment Type
Choose whether you want to register a public cloud or on-prem deployment of Microsoft Azure,

Initial Configuration ®) Microsoft Azure

Register an account for the public cloud computing service hosted in a global network of
Microsoft-managed data centers,
Region:

Subscription

Global v

Summary
(O Microsoft Azure Stack

Register an account for a hybrid cloud computing service delivering Microsoft Azure services from a
private or service provider's data center.

< Previous Mext >

Cancel
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37. On the Subscnptlon page, % Microsoft Azure Compute Account *
Subscription
SeleCt a new account and @ Import your Azure Resource Manager subscriptions,

click Configure account.
Initial Configuration Specify the user account to access your Azure Resource Manager subscriptions.
(® Create a new account

Deployment Type Account:
,| “

Summary (C) Use the existing account
¥ ng

Configure account

Manage accounts
Linux support
[] Enable direct restore of Linux-based computers

Select this option if you plan to restore backups of Linux-based machines directly to Microsoft
Azure.,

< Previous Mext > Fin Cancel

38. Microsoft Azure
.. | Subscription
POWEFShE” IS InSta”ed on (@ Import your Azure Resource Manager subscriptions.
the machine that runs the

| Specify the user account to access your Azure Resource Manager subscriptions.

Initizl Configuration

Veeam Backup & i e
. . | Deployment Type Account:
Replication console. The e :
) e bt ity .| Veeam Backup and Replication X

igure account

Veeam Backup &

Summary e Failed to invoke PowerShell query,
Replication will display a

This server does not seem to have Azure PowerShell installed,

Please follow thic link install it and try again.

wa rning If MiCrosof‘t If you installed Azure PowerShell while Veeam Backup & Replication  age accounts

console was open, please restart the console,

Azure PowerShell is not oK
installed.

achines directly to Microsoft

39. In the warning window,
click this link.

< Previous Mext > T Cancel
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40. On the Microsoft Azure
PowerShell setup page,
select | accept the terms
in the License Agreement

checkbox and click Install.

ﬁ Microsoft Azure PowerShell - March 2021 Setup = [ >

Fleasrtla read the Microsoft Azure PowerShell -
. M 2021 License Agreement
Microsoft Azure "

MICRCSOFT SCFIWARE LICENSE TERMS A

MICROSOFT AZURE POWERSHELL

These license terms are an
agreement between Microsoft
Corporation (or based on where you
live, one of its affiliates) and
vou. Please read them. They apply
to the software named akbowve, which
includes the media on which you
received it, if any.

[11 accept the terms in the License Agreement

oot | | i @ea | [ Ceel

41. On the User Access
Control page, click Yes.

Microsoft

Verified publisher: Microsoft Corporation
File origin: Hard drive on this computer

Show more details
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42. On the Microsoft Azure
PowerShell setup page,
click Finish.

43. Close the Veeam Backup
& Replication console
after completing the
installation.

44, Reboot the machine to
allow the Veeam Backup
& Replication console to
detect the newly installed
version of Microsoft
Azure PowerShell.

ﬁ Microsoft Azure PowerShell - March 2021 Setup — >

i Completed the Microsoft Azure
Microsoft Azure PowerShell - March 2021 Setup Wizard

Click the Finish button to exit the Setup Wizard,

45. Log in to the Veeam
Backup and replication
manager server.

46. Open the Veeam Backup
& Replication Console,
and click Connect.

N5| Veeam o
=lN} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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up and Replication

47. Select Manage Cloud
Credentials from the main N
menu. L9 Manage Cloud Credentials

BB Mmsoepusuorte
i Type Host Path Capacity Free UsedSpace  Description
O Users and Roles Windows STORAGE-WIN ~ D\Backups. 1269G8 125668 08 Created by GO
hla Windows VBR11.goodde... CA\Backup 126468 945GB 08 Created by Ves:
B o e B Mo e o Songe s, A 08 Goad oy G
| Configuration Backup
i ,
X o
e

[ rem—

5 Storage Infrastructure

@ el
5 e

48 CIle Add on the Manage Manage Cloud Credentials %
. Manage Cloud Credentials )

Cloud Credentials page :Q Use this dialog to centrally manage all public cloud accounts and their passwords. CBP:;':QGB ?:aea UEE”SFE[EDE

and select Microsoft VegeE 12668 os

Account Type Description Lost edited Add. 126968 1256G8 08

AZU re com pute aCCOUI’\t. L homevbr Microsoft Azure ... Azure Storage acco...  less than a day ago Veearn Cloud Connect service provider account.
A homevbrarchive  Microsoft Azure .. Azure storage acco..  less than a day ago AWS access key..

Microsoft Azure storage account...

Microsaft Azure compute account...

Google Cloud access key...

Geogle Cloud Platform service account...

QK Cancel
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49. On the Initial
Configuration page, click
Next.

"&-3 Microsoft Azure Compute Account b4

Initial Configuration
# Add or edit your Microsoft Azure compute account to enable direct restore of any backup to Microsoft Azure,

Add or edit your Microsoft Azure compute account to leverage public cloud resources.

Registering your Micrasoft Azure compute account enables you to leverage direct restore to cloud laa$
and Azure blob storage integrations for a scale-out backup repository,

Deployment Type

Subscription Learn more
Surmnmary
Mext > Finis| Cancel
50. On the Deployment Type % Microsoft Azure Compute Account %

page, select Microsoft
Azure, select a Microsoft
Azure region from the
Region drop-down list,
and click Next.

Deployment Type
Choose whether you want to register a public cloud or on-prem deployment of Microsoft Azure,

Initial Configuration ®) Microsoft Azure

Register an account for the public cloud computing service hosted in a global network of
Microsoft-managed data centers,
Region:

Subscription

Summary
(O Microsoft Azure Stack

Register an account for a hybrid cloud computing service delivering Microsoft Azure services from a
private or service provider's data center.

< Previous Mext > Cancel

Global v
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51. On the Subscription page,
select a new account and
click Configure account.

% Microsoft Azure Compute Account

Subscription
ﬁ Import your Azure Resource Manager subscriptions,

Initial Configuration Specify the user account to access your Azure Resource Manager subscriptions.

(® Create a new account
Account:

S o

Deployment Type

Configure account

Summary

(0 Use the existing account

Manage sccounts
Linux support

[] Enable direct restore of Linux-based computers

Select this option if you plan to restore backups of Linux-based machines directly to Microsoft
Azure.,

< Previous Mext > Cancel

52. Enter the user account on
the Microsoft Azure Sign-
in page and click Next.

Signinto your account

Microsoft Azure

B Microsoft

: =
Signin B

.
@ i TS WS

| il Confgurstion

® Create new account

{ Deployment Type Account

Subicrigtion

Summary o o
£, Importing Azure subscrgtion configursion Mansge accounts

Ly ensore e r sz compurer:

@ signnopions

A

Terms of e Prvy & cooies -

Connected toslocahost__ Bulk 1101261 220302 Enterpis lus Edtion_ NFR: 82 dys remaining
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Signinto your ccount

53. Type the password on the
Enter password page and -
click Sign in.

Enter password

b

Microsoft Azure

ot Lo
r@ it bl

© Greate.anew account
Account:

002 Enterprce PlosEdtion N 62 days remaining

54. Select the verification
method on the Verify .
your identity page.

Verify your identity

Microsoft Azure

[ Ep——

QY can-somsonoos

Are your verfication methods current? Check at
hitps/akams/miasetup

Cancel
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55. On the Enter code page,
enter the texted code and
click Verify.

Microsoft Azure

B Microsoft
cay@carysuncom
Enter code

(1 We texted your phone + XXXXKKXXGE. Please enter
the code to sign n.

scriton i
ooy e Resusce ansgs uscipins.
iz x

Having rouble Sign n another way

Verify

Tems ofuse  Prvacy & cookies -

56. On the Subscription page,
select the Enable restore
of Linux-based computers
checkbox to restore
Linux-base computers,
and click Next.

'3;- Microsoft Azure Compute Account

Subscription
'g Import your Azure Resource Manager subscriptions,

Initial Configuration Specify the user account to access your Azure Resource Manager subscriptions.

Deployment Type Account:

| ‘(ary@(arysun.(um

Reconfigure account
Helper Appliance

Deploy

Summary Manage accounts
Linux support
Enable direct restore of Linux-based computers

Select this option if you plan to restore backups of Linux-based machines directly to Microsoft
Azure.

< Previous Mext > " Cancel
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57. On the Helper Appllance %" Microsoft Azure Compute Account x
. Helper Appliance
page, click Add. (@ Helper appliance is a Linux-based Azure WM that assists the recovery process of Linux computers. To deploy a helper appliance,

specify subscription, location and other settings to deploy the correspending Azure VM with,

Initial Configuratian Helper appliances:

Subscription Location Storage account Add...

Deployment Type

Subscription

Deploy

Summary

< Previous Apply Fir Cancel

G Miciisokt Anive Conpiote Acer %

58. On the Helper Appliance
. . Helper Appliance
Confl Uratlon age | Helper appliance is a Linux-based Azure VM that assists the recovery process of Linux computers. To deploy a helper appliance,
’
specify subscription, location and other settings ta deploy the corresponding Azure YM with,
specify the information

| Initial Conf HElnsr=nly
for the new helper Helper Appliance Configuration R[] Siovage scciunt Addon
| Deploymer
1 Subscription:
a p pI lance. | Subscriptig | Microsoft Azure Sponsorship (cary@carysun.com) ~
e Aoy Location:
59. Select an Azure O weus2 vl
1 1 H Deploy Storage account
subscription to configure . —
the helper appliance. Resource group:
veeam-proxy-appliance-azure-idndc || Choose...
H Virtual network:
60. Select a location where TR .
you want to configure a S
. GatewaySubnet B
helper appliance. e
61. Select a storage account | L G

Previous Apply ni Cancel

whose resources you
want to use to store the
disks of the helper
appliance.

62. Click Choose and choose
the resource if you do not
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want Veeam Backup &
Replication to create a
new resource group.

63. On the Resouce Group 8 Microsoft Azure Compute Account »
. Helper Appliance
page, SE|eCt Place VM IntO | @ Helper appliance is a Linux-based Azure VM that assists the recovery process of Linux computers, To deploy a helper appliance,
Lo | specify subscription, location and other settings to deploy the corresponding Azure VM with,
the existing resource

Helner annliances:

| initial Confi—

group, choose the current Slorigeatesint FRER
| Deploymer
Subscription:
resource group from the | .
| Subscripti{ Resource Group X
drop_down ||St and CIICk e )| Specify the resource group that serves as a container to help
OK you manage a cellection of Azure resaurces,
. Deploy | @) Place VM into the existing resource group:
Summary HomelAB b
(O Create a new resource group:
veeam-proxy-appliance-azure-idndc
oK Cancel
T Previous Apply Finist Cancel
64. Select a network for a > Microsoft Azure Compate Accaunt X
) Helper Appliance
hel per a pplla nce that | Helper appliance is a Linux-based Azure VM that assists the recovery process of Linux computers. To deploy a helper appliance,
specify subscription, location and other settings to deplay the corresponding Azure VM with,

must be connected.

Helner annlian,

| nitial Con

Helper Appliance Configuration x

Storage account Add...
65. Select a subnet for the s e
hel era Iiance. i Subscriptig | Microsoft Azure Sponsorship (cary@carysun.com) %
p pp BT Location:
i . — WestUS 2 v
66. Specify a port over which L —
Veeam Backup & Summary :“"'E"b' ~
ciics o
Replication will Homel 4B Chasse..
. . Virtual network:
communicate with the GDMCA-VNet1 (GDMCAVnet!) v
helper appliance. Subnet
GDMCA-VNet1-Server i
67. Click OK. St 2
Cancel
Previous Apply Fir Cancel
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68. On the Helper Appliance

page, click Apply.

%" Microsoft Azure Compute Account

Helper Appliance
Helper appliance is a Linux-based Azure VM that assists the recovery process of Linux computers, To deploy a helper appliance,
specify subscription, location and other settings to deploy the corresponding Azure VM with,

x

Initial Configuration Helper appliances:
Subscription Location Storage account
Deple it Ty
Siibais Microsoft Azure Spon... West US2 Hwriedi

Subscription

Deploy

Summary

< Previous | | Apply

Finish Cancel
69. On the Deploy page’ % Microsoft Azure Campute Account bl
Deploy
ensure a“ dep'OymentS Please wait while we are deploying helper appliances. This may take a few minutes...
are completed without
. . Initial Configuration Messa Durati
ge uration
issues, ad click Next. . .
Depiogment Hipe %) Updating Azure proxy appliances far account cary@carysun.com 0:04:20
Deploying Azure proxy appliance to westus2 0:04:17
@ Deploying proxy 2ppl
Subscription
Helper Appliance
Summary
< Previous | | Nexts Finish Cancel
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70. On the Summary page,
click Finish.

%" Microsoft Azure Compute Account

Summary
# Initial configuration has been completed successfully, Click Finish to exit the wizard.

Initial Configuration Summary:

[Microsoft Azure Compute account has been saved successfully.
Deployment Type

Subscriptions:
Micrasoft Azure Sponsorship
Visual Studio Enterprise

Subscription
Helper Appliance

Deploy

< Previous lext

Cancel

71. On the Manage Cloud
Credentials page, click OK.

Manage Cloud Credentials

Manage Cloud Credentials

ficate |
Q Use this dialog to centrally manage all public cloud accounts and their passwords,

Account Type Description Last edited
Y cary@carysun.com  Microsoft Azure ...
4 homevbr Microsoft Azure ...

E’Q homevbrarchive Microsoft Azure ...

less than a day agoe
Azure Storage acco...  less than a day ago

Azure storage acco..  less than a day ago

0K

Add...

Remove

Cancel
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72. On the Home page, select

Backup Infrastructure.

73. On the Backup

Infrastructure page, select

Backup Repositories,
right-click Backup
Repositories, and select
Add backup repository.

Backup Repository

Repository

& Sursschup

& Vinsl Lsbs
(21 Mansged Senvers

A

o —

e e

Add E Re:

Microsoft Hyper-V.

Manage Repository  Tools

Backup Infrastructure Qe
[ Backup Proxies Name 1 Type Host Path Capacit Free
Backup Repositories 2. Backup Repository STORAGE-WIN VBRBack... SMB \\STORAGEW..  1269GB 125668
mal Repositries Add bockup epository. booss Linux Ubunti20045  /metfbackupids..  1269GB  126GB 08 Crested by GO{
Scale-out Repositories n [win Windows STORAGEWIN  Di\Backups 126968 1255G8 08 Crested by GOf
£ WAN Accelerators Uit Backup Repasitory Windows VBR11.goodde...  C\Backup 126468 945GB 08 Created by Vee|
{2 Senvice Providers  aure VBR11 aaureBlob//ho.. A A 08 Crested by GO{

£ Application Groups

Enterprie Plus E

Description

Created by GO{

74. Select the Object storage
on the Add backup
Repository page.

2
g
b

P
ey

Add Backup Repository

Select the type of backup repository you want to add.

Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest performance.

MNetwork attached storage
MNetwork share on a file server or a NAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quanturn DXi. If you are unable to meet the requirements of
advanced integration via native appliance AP, use the network attached storage option instead.

Object storage
On-prem chject storage system or a cloud object storage provider. Object storage can only be used as a Capacity
Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

Cancel
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75. On the Object Storage
page, select Microsoft
Azure Storage.

©

o

L~

Object Storage

Select the type of object storage you want to use as a backup repository.

53 Compatible
Adds an on-premises object storage system or a cloud object storage provider,

Amazon 53
Adds Amazon cloud object storage. Amazon 53, Amazon 53 Glacier (including Deep Archive) and Amazon
Snowball Edge are supported.

Google Cloud Storage
Adds Google Cloud storage, Both Standard and Mearline storage classes are supported.

IBM Cloud Object Storage
Adds [BM Cloud ohject storage, 53 compatible versions of both on-premises and IBM Cloud storage offerings are
supported,

Microsoft Azure Storage
Adds Micresoft Azure cloud ohbject storage. Microsoft Azure Blob Storage, Microsoft Azure Archive Storage and
Microsoft Azure Data Box are supported,

Cancel
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76. On the Microsoft Azure
Storage page, select
Azure Blob Storage.

©

Microsoft Azure Storage
Select the type of Azure storage you want to use as a backup repository:

Azure Blob Storage
Adds Microsoft Azure Blob Storage of hot and cold tiers, Use this option for short-term storage of recent

backups.

Azure Archive Storage
Adds Microsoft Azure Archive Storage. Use this option for cost-efficient long-term archival of GFS backups.

t? Azure Data Box

Adds Microsoft Azure Data Box system, Data Box enables you to perform offline transfer (seeding) of your
backups into the Azure Elob Storage,

Cancel
77. On the Name page' Mew Object Storage Repository
. . . Name
SPECIfy N the N ame fleld . Type in a name and description for this object storage repository.
i i i i W Name:
78. In the Descrlptlon fleld' — “ |Objer_t storage repository_Azure VBR11_Archive
describe future ceani Dt
refere nces ContRinkr Created by GOODDEALMART \csun at 1/7/2023 1:31 PM,|
Proxy Appliance
79. Click Next. Summary
Mext > Finst Cancel
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80. Click Add to create a
manage cloud account on
the Account page.

Mew Object Storage Repository

Account
' E ! Specify an account te connect to Microsoft Azure Archive Storage with,

Name Credentials:
Manage cloud aceounts
Container Region:

| Azure Global (Standard)
Proxy Appliance

Summary

[ Use the following gateway server:

VBRTl.gooddealmart.ca (Backup server)

< Previous Mext > Finisk

Add...

Fi Cancel
81. On the Credentials page, | Mew b sitor
| Account
paste the AZUFE storage | ' E ! Specify an account te connect to Microseft Azure Archive Storage with.
account name as Account 5
d h k 1 Credentials:
and paste the key1 as Credentials % || [ Add.
Shared key (you can find o | | oo
AIAIES. Account: homevbrarchive
them from the Access key A E\a& —— |
session of the Azure Sy o

storage account), and
click OK.

Azure storage account for archive)

VBRT1.gooddealmart.ca (Backup server)

< Previous Mext > Finisk

Cancel
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82. Select Azure Global NER BT St R x
(Standard) as Region on @ TSR S-S S N
the Account page.
Name Credentials:
83, Select Use the fo||0W|ng W = ‘ Y, homevbrarchive (Azure storage account for archive,, last ei:::;lzsilt:j;:[:zn; Add..
Container Region:

gateway server check box
and choose a server from

Azure Global (Standard) v
Proxy Appliance

. Summary
the list.
Note:
You can select any Microsoft i et o
Windows or Linux server HPHVO1 (Created by GOODDEALMART \csun at 1/5/2023 12:46 PM.) v

Select a gateway server to proxy access ta Microsoft Azure Archive Storage. The gateway server is

added to your ba Cku P used for management traffic only, all object storage data traffic will remain within Microsoft data
centers, If no qateway server is specified, backup server must have direct Internet access.
infrastructure with an

< Previous Mext > T Cancel

internet connection, except
the Linux server with the
hardened repository role.

If you do not select the Use
the following gateway server
check box, you must make
sure that the backup server
has direct internet access

84. Click Next.
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85. Select a container from
the Container drop-down
list on the Container

page.

86. In the Folder field, click
Browse.

Mew Object Storage Repository

Container
' E ! Specify a Microsoft Azure Archive Storage container to use,

Name Container:
vbrilarchive
Account -
_ Folder

Browse..,

Proxy Appliance

Summary

< Previous

Mext >

Cancel
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87. On the Folders page,

select the container and
click New Folder.

Select Folder

Folders:

@ vbrilarchive

Mew Folder -.

Cancel
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88. Enter the name for the New Object Storage Repostory | Seet Folder X X
Container
new folder, select the (-). Speciiy aMicrosit [T
4 g vbrllarchive
folder and click OK. e e
Name
ol
Account "
Comtsner I
Proxy Appliance
Summary
N Folder | Cnce | [ | conce
89_ On the Contalner page, Mew Object Storage Repositary *
. ‘Container
C||Ck N eXt. ' E ! Specify a Microsoft Azure Archive Storage container to use.
Name Container:
|vbrl1archive ~ |
Account L
Folder:
— [Veeambackuparchive | [ Browse.. |
Proxy Appliance
Summary
< Previous ‘ | Mext > | Finish Cancel |
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90. Select your Microsoft

Azure subscription
credentials from the
Subscription drop-down
list on the Proxy
Appliance page.

Mew Object Storage Repository X

Proxy Appliance
Specify a subscription to deploy proxy appliances in. We will provision appliances on-demand to transform the archived data to
and from the cost-effective long-term storage format.

Name Subscription:

> Add...
Sccount Select a subscription to deploy the proxy appliance in.
Container

To archive data to the Archive Storage in 2 cost-efficient way, a proxy appliance will be deployed with
| the following network resources created automatically: resource group, vitual network and subnet

Deploying the proxy appliance usually takes no more than 2 minutes,

Summary

You can customize the proxy appliance settings to use your existing network resources, Customize

< Previous Apply Fir Cancel

91. On the Proxy Appliance

page, click Customise to
customize the proxy
appliance.

New Object Storage Repositary X

Proxy Appliance
Specify a subscription to deploy proxy appliances in. We will provisien appliances on-demand to transform the archived data to
and from the cost-effective long-term storage format.

Name Subscription:

Microsoft Azure Sponsership {cary@carysun.com) b Add.
Account = z

Select a subscription to deploy the proxy appliance in.
Cantainer

To archive data to the Archive Storage in a cost-efficient way, a proxy appliance will be deployed with
the following network resources created automatically: resource group, virtual network and subnet.

=

Deploying the proxy appliance usually takes no more than 2 minutes,

Summary

You can customize the proxy appliance settings to use your existing network resources, Customize

< Previous Apply Fir Cancel
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92. On the Proxy Appliance
Settings page, specify the

@

Proxy Appliance

Specify a subscription to deploy proxy appliances in, We will provision appliances on-demand to transform the archived data to
and from the cost-effective long-term storage format.

information for the proxy Proxy Appliance Settings x
. . MName Sy
appliance and click OK. [ Sie < [ Aaa
Account S ‘ Standard_A2 v2 (2 cores, 4.00 GB memory) v
Container Resource group: 3
T | a proxy appliance will be deployed with
_ th ‘ HomelAB ~ | fee group, virtual network and subnet.
S b Virtual network:  hinutes.
| GDMCA-VNet1 (GDMCAVnet1) v!
Subnet:
| GDMCA-VMNet1-Server ™ i
Redirector port: ‘HJ-H_E-J'
o |
You can customize the proxy appliance settings to use your existing network resources. | Customize
<previous | | Appy | [ Foh [ Concd |
93. On the Proxy Appliance New Otject Storage Repostory X
. Proxy Appliance
page, CI'Ck Apply. E ify 3 subscription to deploy proxy appl: in. We will provision app d d to form the archived data to
and from the cost-effective long-term storage format.
Name Subscription:
A ft Azure Sp i y@ com) v Add...
Account o S -
Select a subscription to deploy the proxy appliance in.
Container . . . . ) . )
To archive data to the Archive Storage in 3 effi way, a proxy appl will be deployed with
llowing network created i

Summary

lly: resource group, virtual network and subnet.

Deploying the proxy appliance usually takes no more than 2 minutes.

You can customize the proxy appliance settings to use your existing network resources. = Customize

Cancel
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94. On the Summary page,
click Finish.

MName

Account

Container

Proxy Appliance

Mew Object Storage Repository

Summary
' — ! You can copy the configuration information below for future reference.

Summary:

|Dbject storage repository was successfully created.
Mame: Object storage repository_Azure VBR_Archive

Type: Microsoft Azure Archive Storage
Gateway server: HPHVO1

Data center region: Azure Global (Standard)
Container: vbrilarchive

Proxy appliance instance type: Standard_A2 v2

< Previous lext

Description: Created by GOODDEALMART\csun at 1/7/2023 3:34 PM.

95. Verify that the Backup
Reposihasy has been
added.
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Adding Local Directory and Azure Blob Object Storage as Scale-
out Repository without Archive Tier

A scale-out backup repository allows for horizontal scaling for multi-tier data storage.

The scale-out backup repository comprises one or more backup repositories known as
performance tiers, which object storage repositories can supplement for long-term and archive
storage, known as capacity and archive tiers. All storage devices and systems within the scale-out
backup repository are linked into a system, and their capacities are summarised.

A scale-out backup repository is included in the Veeam Universal License. An Enterprise or higher
edition is required when using a legacy socket-based license.

However, you can perform a restore from the scale-out backup repository after downgrading the
license to the Standard license.

Instructions Screenshot (if applicable)

Backup and replication

manager server. N7l Veeam
2. Open the Veeam Backup o Backup & Replication 11

& Replication Console,

and click Connect.
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v | Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select :

Backup Infrastructure.
4. Onthe Backup st =

B Backup Proxies. Name * Type Host Path [e Free Used Space Description

Infrastructure page, select e AT ¢ A e ool . i
Backup Repositories, Pl e, NlE WILER bEE
4 SureBackup | Azure VBR Archive  Mi azureBlob://ho. A N/A 08 Created by GC

(i1 Application Groups 3 /_Azure_VBR11 azureBlob//ho. N/A A 08 Created by GC

& Vinusl Labs
(21 Mansged Servers
(5 MicrosoftHyper-V

Repositories, and select B

right-click Backup

Add backup repository.
A rome

[ T

[ RE——
(5 e

NFR: 81 days remaining

5. Onthe Add Backup Add Backup Repository
Reposito ry page’ SeleCt Select the type of backup repository you want to add.
Direct attached storage.

Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest performance,

MNetwork attached storage
L MNetwork share on a file server or a NAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share,

Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance API, use the network attached storage option instead.

&», Object storage
\.“‘ On-prem ohject storage system or a cloud object storage provider. Object storage can only be used as a Capacity

Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

Cancel
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6. On the Direct Attached
Storage page, select
Microsoft Windows.

@ Direct Attached Storage

Select the operating system type of a server you want to use as a backup repository.

Microsoft Windows
Adds local server storage presented as a regular velume or Storage Spaces. For better performance and storage
efficiency, we recornmend using ReFs,

Linux
Adds local server storage, or locally mounted NFS share, The Linux server must use bash shell, and have 55H and
Perl installed.

Cancel

7. Specify the repository
name in the Name field
on the Name page.

8. Inthe Description field,
describe future
references.

9. Click Next.

Mew Backup Repository

Server

Repository
Mount Server
Review
Apply

Summary

Name
Type in a name and description for this backup repository.

| Name:

| Backup Repository Azurelocaldl]

Description:

Created by GOODDEALMART \csun at 1/9/2023 %:22 AM.

Mext > Finist Cancel
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10. Select the repository

Mew Backup Repository

X
Server
Se rVe r fro m th e d ro p— Choose repository server, You can select server from the list of managed servers added to the console,
down list on the Server
MName Repaository server:
page and click POpUlate. _ | STORAGE-WIN (Created by GOODDEALMART\csun at 1/6/2023 9:33 AM.) || AddNew.. |
Path 2 Capacity Free Populate |
Repositary
Mount Server
Review
Apply
Summary
e previous | [ Necs Tt Cancel
11. Select the disk as a NEE T B e x

backup repository, and
click Next.

Server

Choose repository server. You can select server from the list of managed servers added to the consele.

Name Repository server:

T | | STORAGE-WIN (Created by GOODDEALMART csun at 1/6/2023 8:33 AM.) o| | Add New... |

=

Path Capacity Free | Populate |
Reposiary ®c, 20468 143 GB
Wit Saa @D\ 1265GE  1236GE
Review
Apply
Summary
<Previous | MNed> Frnh Cancel
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12. In the location session,
click Browse.

Mew Backup Repository

MName

Server

Mount Server

Review
Apply

Summary

Repository
Type in path to the folder where backup files should be stored, and set repository lead control options.

Location
Path to folder:
‘D:\Backups Browse...
E Capacity,  <Unknown> Populate

== Freespace: <Unknown>
Load control

Running too many concurrent tasks against the repositery may reduce overall performance, and
cause |/0 timeouts. Control storage device saturation with the following settings:

[ Limit maximum concurrent tasks to: |4

[ Limit read and write data rate to: i

Click Advanced to customize repository settings. |5 Advanced

< Previous Mext >

Cancel

131




Chapter 1 Cloud Repositories

13. On the Select Folder page,

select the folder ((or
create a New folder) and
click OK.

Select Folder

Folders:

d e STORAGE-WIN
=G
4 = Backup (D:\)
b B $RECYCLEEIN
~ Azurelocal0t
1 Azurelocal02
| Backups
| ProgramData
| System Velume Information
1 VBO365Backup
| VBRBackup

Mew Folder | [

Cancel
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14. On the Repository page,
click Populate to review
the disk capacity and free
space.

Mew Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository lead control options.

Name Location
Path to folder:
D:\Azurelocalll H Browse...
S== Capacity; <Unknown: |
fe==) pacity: Populate

== Freespace: <Unknown>

Mount Server

Load control

Review Running too many concurrent tasks against the repositery may reduce overall performance, and
cause |/0 timeouts. Control storage device saturation with the following settings:

Apply [ Limit maximum concurrent tasks to: |4
Summary [ Limit read and write data rate to: i B/s
Click Advanced to customize repository settings. |k Advanced.
< Previous | | Nee> Cancel
15. Use the Load control N %
. Repository
Settl ngs to Control the Type in path to the folder where backup files should be stored, and set repository load control options.
load if you need it.
MName Location
16. Click Advanced. et e
Server D\Azurelocald! || Browse...

= Copecity 126968

W= Freespace: 125.6 GB

Mount Server

Load control

Review Running too many concurrent tasks against the repositery may reduce overall performance, and
cause I/ timeouts. Control storage device saturation with the following settings:

Apply FA Limit maximum concurrent tasks to: 4
Summary [ Limit read and write data rate to: il
Click Advanced to customize repository settings. |50 Advanced
< Previous Next > Fi Cancel
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17. On the Storage
Compatibility Settings,
select Align backup file
data blocks, select Use
per-machine backup files,
and click OK.

Note:

Select Decompress backup file
data blocks before storing if
you use a deduplicating
storage feature or appliance.

Repository
Type in patl

Mount Server
Review
Apply

Summary

to the folder where backup files should be stored, and set repository load control optio

5.

Storage Compatibility Settings x

Align backup file data blocks (recommended)
Significantly improves backup and restore performance while reducing storage
CPU usage by avoiding unaligned I/0. Increases backup size by less than 2%,
[[] Decompress backup file data blocks before storing

Sewrce data mover compresses data according to the backup job compression
settings to minimize LAN traffic. Uncompressing the data before storing allows
far better deduplication ratio on most deduplicating storage appliances,

Use per-machine backup files
Improves backup performance for storage devices benefiting from multiple 1/0
streams. This is the recommended setting when backing up to enterprise grade
block storage and deduplicating storage appliances,

ettings:

Click Advanced to customize repository settings.

]

Browse...

Populate

erall performance, and

< Previous Mext > Cancel
18. On the Repository page, NEK B RAN %
. Repository
C||Ck N ext, Type in path to the folder where backup files should be stored, and set repository lead control options.
MName Location
Path to folder
Server |D:\Azure\n(alm | Browses

Mount Server
Review
Apply

Summary

‘ S== Capacityy 126.9GB
1 —
W= Free space: 125.6 GB

Load control

Running too many concurrent tasks against the repositery may reduce overall performance, and
cause I/ timeouts. Control storage device saturation with the following settings:

Limit maximum concurrent tasks to: |4

[ Limit read and write data rate to: 1 &

Click Advanced to customize repository settings.

< Previous Next >

o Advanced

Cancel
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19. On the Mount Server
page, select a server.

20. In the Instant recovery
write cache folder field,
select a folder used for
writing cache during
mount operations.

21. Unselect Enable vPower
NFS service on the mount
server, vPower NFS
settings are not applicable
in Microsoft Hyper-V

Mew Backup Repository

— Mount Server
}' Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries).

e : Instant recoveries require a write cache folder to store changed disk blocks in,

Name Meunt server:

STORAGE-WIN (Created by GOODDEALMART csun at 1/6/2023 9:33 AM.) | | Add New...
Server

Instant recovery write cache folder:

Repository

| D:'\ProgramData\Veeam'\ Backup'/RCache\ Browse...

| Ensurethat the selected velume has sufficient free disk space to store changed disk blocks of instantly
recovered YMs. We recommend placing write cache on an 550 drive.

Review [] Enable vPower NFS service on the mount server (recommended)
- Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.
Apply wPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM,

Summary

environments. _
< Previous Mext > Cancel
22. Click Next.
23. On the Review page, click New Bacup Repository
. - Review
Apply, }: : Please review the settings, and click Apply to continue,
=
24. Select the Search the . .
Name The following components will be processed on server STORAGE-WIN:
i isti Component name Status
repOSItory fo‘:‘ eXIStIng SRS Transr:ort ' ;r:adyex\:ts
backups and import them Repwton Mount Server wil e installed

automatically if the
backup repository
contains backups
previously created with
Veeam Backup &
Replication.

25. Select the Import guest
file system index
checkbox.

Mount Server

Apply

Summary

[[] Search the repository for existing backups and import them automatically

< Previous Apply Cancel
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26. On the Apply page,
complete adding the
backup repository
without error, and click
Next.

Mew Backup Repository
Apply

MName

Server
Repositary

Mount Server

Please wait while backup repository is created and saved in configuration, this may take a few minutes,

Message Duratien
v Starting infrastructure item update process 0:00:03
) [STORAGE-WIN] Discovering installed packages

(2 [STORAGE-WIN] Registering client VBR11 for package Transport

2 [STORAGE-WIN] Registering client VBR11 for package Mount Server

() [STORAGE-WIN] Discovering installed packages

) All required packages have been successfully installed

R %
i () Detecting server configuration
_ () Creating configuration database records for installed packages
v Collecting backup repositery info
Summary ) Creating database records for repository
() Backup repository has been added successfully
viDUs Mext > Finish
27. On the Summary page, Ne Bk D

click Finish.

Summary

MName

Senver
Repositary
Mount Server
Review

Apply

‘You can copy the configuration information below for future reference.

Summary:

Mlmdnws backup repository 'Backup Repository_Azurelocal0l' was successfully created.

Mount host: STORAGE-WIN
Account: GOODDEALMART\csun
Backup folder: D:\Azurelocal01
Write throughput: unlimited

Max parallel tasks: 4
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28. Verify that the Backup
Repository has been
added.

126968 125668
216

29. On the Backup
Infrastructure, select
Scale-out Repositories.

30. Right-click Scale-out
Repositories and select
Add scale-out backup
repository.

Add Scale-out
Repository. Rep
Manage Scale-out Repository

Backup Infrastructure
& Backup Provies

Backup Repositories
Exteral Repositories

Scale-out Repository

Manage Settings Tools
Q 1yee

Neme Type Host Poth Copacity Free Description

WAN Accelerators

23 Senvice Providers
+  Suresackup
1 Application Grougs
£ Vinual Labs

£ rore
,%g inventory

[ Tm——

|62 Add scale-out backup repository..
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31. Specify the scale-out
repository name in the
Name field on the Name
page.

32. In the Description field,
describe future
references.

33. Click Next.

Mew Scale-out Backup Repository

Name
Type in a name and description for this scale-out backup repository.

|Sca\e—out Backup Repository_Azure Blob without Archiver Tier

Performance Tier -
Description:

Placement Policy Created by GOODDEALMART csun at 1/8/2023 %:09 AM]

Capacity Tier

Summary

Mext > Cancel
34. On the Performance Tier NeW Seale ot focki Relpisitiny
A Performance Tier
page, click Add. Select backup repositories to use as the landing zone and for the short-term retention.
MName Extents:
Name Add...
Placement Policy
Capacity Tier
Summary
Click Advanced to specify additional scale-out backup repository options. Advanced
| = Previous Mext Cancel
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35. On the Extents page,
select check boxes next to
the backup repositories
you want to add as
performance extents and
click OK.

Performance Tier

Placement Palicy

Capacity Tier

Summary

Select backup repositories to use as the landing zone and for the short-term retention.

Extents X
Select backup repositories to include in this scale-out backup
repository.
Backup repositories:

Name | Select Al

Backup Repositery_AzurelocalDl

[ Backup Repository_HPHVO1-USE

[ Backup Repositary_Storage-Win_Azu...
[ Backup Repository Storage-Win_Loc...
[[] Backup Repository_STORAGE-WIN_V...
[ Backup Repository_ubuntu20045

[ Backup Repository-Storage-Win

[] Default Backup Repository

Clear All

< Previous Mext >

Advanced |

Finisk Cancel

36. On the Performance Tier
page, click Advanced.

Performance Tier

Placement Palicy

Capacity Tier

Summary

New Scale-out Backup Repository

Select backup repositories to use as the landing zone and for the short-term retention.

Extents:
Mame
=
z=Backup Repository_Azurelocaldl Remove
Click Advanced to specify additional scale-out backup repository options. | Advanced |
< Previous Mext > Cancel
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37.

38.

39.

On the Advanced Settings
page, Specify options for
the scale-out backup
repository and click OK.
Select the Use per-
machine backup files
checkbox to create a
separate backup chain for
every machine in the job.
Select the Perform full
backup when necessary
as an offline check box to
preserve the consistency

Performance Tier
Select backup repositories to use as the landing zone and for the short-term retention,

Name Extents:

Mame

Placement Palicy

Use per-machine backup files {recommended)
Improves backup performance for storage devices benefiting from multiple I/O
streams. This is the recommended setting when backing up to enterprise grade
block storage and deduplicating storage appliances.

Capacity Tier
Summary

[] Perform full backup when the required extent is offline
When a repository extent with previous backup files cannot be reached, jobs will
perform an active full backup instead of failing to create an incremental backup.
Scale-out repository must be sized appropriately to handle multiple fulls.

Advanced Settings X

Click Advanced to specify additional scale-cut backup repository options.

Add...

Remove

< Previous Mext > Cancel
of backup chains in the
scale-out backup
repository.
40. On the Performance Tier NE&SCAIE Tl Bk Repeeity 3
. Performance Tier
pagel CI |Ck N ext. Select backup repositories to use as the landing zone and for the short-term retention,
Name Extents:
,.l Mame Add...
Zz=Backup Repositery_Azurelocalll Rernoe
Placement Palicy
Capacity Tier
Summary
Click Advanced to specify additional scale-out backup repository options. Advanced
< Previous Mext > Cancel
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41

42

43

On the Placement Policy
page, select one of policy
and click Next.

Select Data locality to
store backup files that
belong to the same
backup chain.

Select Performance to
store full and incremental
backup files to different
performance extents.

Mew Scale-out Backup Repository X

Placement Policy
Choose a backup files placement pelicy for this performance tier. When more than one extent matches the placement policy,
backup job will choose the extent with the most free disk space available.

MName

@ Datalocality
All dependent backup files are placed on the same extent. Far example, incremental backup files will
be stored together with the corresponding full backup file. However, the next full backup file can be
= created on another extent (except extents backed by a deduplicating sterage).

Performance Tier

Capacity Tier

O Performance

Incremental backup files are placed on 2 different extent from the correspending full backup file,
providing for better backup file transformation performance with raw storage devices. Note that

Summary losing an extent with a full backup makes restoring from increments impossible.

< Previous Cancel

44

45

You can select
Performance policy if you
have two extents at
Performance Tier.

Select Customize, and
click Edit to choose the
type of backup files.

Placement Policy
Choose a backup files placement policy for this performance tier. When more than one extent matches the placement policy,
backup job will choose the extent with the mast free disk space available.

Name

() Data locality
All dependent backup files are placed on the same extent. For example, incremental backup files will
be stored together with the corresponding full backup file. However, the next full backup file can be
created on another extent (except extents backed by a deduplicating storage).

Performance Tier

@ Performance

Capacity Tier Incremental backup files are placed on a different extent from the corresponding full backup file,
providing for better backup file transformation perfarmance with raw storage devices. Note that
Summary losing an extent with a full backup makes restoring from increments impossible,

Extents:
1
Name Allowed backups | | Edit...
T I s B R Backup Repository_Azurelocal0 Extent Settings X

Allowed backup files:

Full backup files
Incremental backup files

Cancel

\ Cancel

OK Cancel
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46.

47.

48.

Select the Extend scale-
out backup repository
capacity on the Capacity
Tier page with the object
storage check box.

Select an object storage
repository from the drop-
down list. If the object
storage repository has not
been configured, click
Add to configure it.

Click Windows to define
time windows when
uploading to capacity tier
is allowed if your internet
bandwidth is not good
enough.

Mew Scale-out Backup Repository

— Capacity Tier

Name
Performance Tier
Placement Policy
Capaciy Tier
Archive Tier

Summary

Specify object storage to copy backups to for redundancy and DR purposes. Qlder backups can be moved to object storage
I ﬁ% completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Extend scale-out backup repository capacity with object storage:

Object storage repository_Azure VER11 v Add...

Define time windows when uploading to capacity tier is allowed Window...

] Copy backups to object storage as soon as they are created
Create additional copy of your backups for added redundancy by having all backups copied to
the capacity tier as soon as they are created on the performance tier.

Meve backups to object storage as they age out of the operational restore window
Reduce your long-term retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offlcaded backups.

Mave backup files older than |14 =] days (your operational restore window) Override...
[] Encrypt data uploaded to object storage
Manage passwords
< Previous Mext > Cancel

49.

50.

Select Copy backups to
object storage as soon as
they are created,;
checkbox to copy new
backups as soon as they
are made. It will create an
additional copy of your
backups for added
redundancy.

Select Move backups to
object storage as they age
out of the operational
restores window
checkbox to move the
inactive backup chains to
the capacity extent.

New Scale-out Backup Repository

Capacity Tier

Name
Performance Tier
Placement Policy
Archive Tier

Summary

Specify object storage to copy backups to for redundancy and DR purpases. Older backups can be moved to object storage
= '_g_lﬁv completely to reduce long-term retention costs while preserving the ability ta restore directly from offloaded backups.

Extend scale-out backup repositery capacity with object storage:

Ohbject storage repository_Azure WVBR11 ¥ Add...

Define time windows when uploading to capacity tier is allowed Window...

Copy backups to cbject storage as soon as they are created
Create additional copy of your backups for added redundancy by having all backups copied to
the capacity tier as snan as they are created on the performance tier.

Move backups to object storage as they age out of the operatienal restore window
Reduce your long-term retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offlcaded backups.

Move backup files older than |14 .: days (your operational restore window) Override...
[ Encrypt data uploaded to cbject storage
Manage passwords
< Previous Mext » T Cancel
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51.

In Move backup files
older than the X days
field, select the
operational restore
window to specify the
time after which inactive
backup chains on your
performance extents will
be considered outdated
and should be moved to
the capacity extent.
Consider “0” as an
acceptable value for
offloading the inactive
backup chains on the
same day they are
created.

52.

53.

Click Override to override
the behaviour of moving
old backups

Select Move oldest
backup files sooner if the
scale-out backup
repository reaches the
capacity checkbox. Enter
a percentage threshold to
force data transfer if a
scale-out backup
repository reaches the
specified threshold.

Capacity Tier
Specify object storage to copy backups to for redundancy and DR purposes. Gider backups can be moved to object storage
[ L'fg_vj completely to reduce long-term retention costs while préserving the ability to restore directly from offloaded backups.

ption

Name Extend scale-out backup repositary capacity with object storage:

PSRRI Object storage repository_Azure VBR11 v Add...
Placement Policy Define time windows when uploading to capacity tier is allowed Window...
T Copy backups to object storage as soon as they are created

Create additional copy of your backups for added redundancy by having all backups copied to

AR the capacity tier as soon as they are created on the performance tier.

Move backups to object storage as they age out of the operational restore window

Summary Reduce your long-term retention cests by moving older backups to object storage completely
while preserving the ability to restore directly from offloaded backups.

Move backup files older than (14 |2 days (your operational restore window)

Override X

[ Encrypt data uploaded to Move oldest backup files sooner if scale-out backup repository is reaching capacity

Offload until used space is below: |30 3 %

< Previous Next > Cancel
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54. Select Encrypt data
uploaded to object
storage checkbox. The
entire collection of blocks
and metadata will be
encrypted while being
offloaded.

New Scale-out Backup Repository

Capacity Tier

MName
Performance Tier
Placement Paolicy

Archive Tier

Summary

Specify object storage to copy backups ta for redundancy and DR purposes, Older backups can be moved to object storage
Iﬁ%ﬁ completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Extend scale-out backup repository capacity with object storage:
Object storage repository_Azure VBR11 v Add...

Define time windows when uploading to capacity tier is allowed Window...

-| Copy backups to object storage as soon as they are created

Create additional copy of your backups for added redundancy by having all backups copied to
the capacity tier as soon as they are created on the performance tier.

Meve backups to object storage as they age out of the operational restore window
Reduce your long-term retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offloaded backups.

Move backup files older than |14 [ =] days (your opersticnal restore window) Override...

Encrypt data uploaded to object storage
Password:

< Previous Next > T Cancel

55. Click Add to create a
password and click OK.

Capacity Tier

Name
Performance Tier
Placement Policy

Archive Tier

Summary

Specify object storage to copy backups to for redundancy and DR purposes. Qlder backups can be moved to object storage
ﬁ completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Extend scale-out backup repository capacity with object storage:

Object storage repository. Azure VBR11 v Add..,
Password X Window...
Hint: Created by GOODDEALMART \csun at 1/7/2023 813 having all backups copied to
PM. 3
ier.

-~ gl restore window

Password: |ssssssssas|
to object storage completely

Do not lose your passwords. Veeam Support cannot recover lost faups.
passwords o refrieve your data from encrypted backup files, orewindmng) | oo

Encrypt data uploaded to object storage
Password:

o Add,

Manage passwords

< Previous Mext > Finist Cancel
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56. You need to enable
encryption for your
configuration backup.
Click OK at configuration
backup is a disabled
warning message.

Capacity Tier
Specify object storage to copy backups to for redundancy and DR purposes. Qlder backups can be moved to object storage
ﬁ completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Name Extend scale-out backup repository capacity with object storage:
PEfaimanceNier Object starage repository_Azure VBR11 w Add...
Placement Policy Define time windows when uploading to capacity tier is allowed Window...

i @ﬁ’% ‘| Copy backups to object storage as soon as they are created
RS . aving all backups copied to
Veeam Backup and Replication X b
Archive Tier
restore window
Summary Configuration backup is disabled for security purposes. o object storage completely
| Please canfigure encryption in the configuration backup ki
settings befare re-enabling. ’
rewindow) | Override..

Encrypt data uploaded to object storage
Password:
Created by GOODDEALMART\csun at 1/7/2023 8:13 PM. {Last edited: less thi Add

Manage passwords

= Previous Mext > Finist Cancel

57. On the Capacity Tier page,
click Next.

Mew Scale-out Backup Repository

Capacity Tier
Specify object storage to copy backups to for redundancy and DR purposes. Qlder backups can be moved to object storage
ﬁ completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Name Extend scale-out backup repository capacity with object storage:

PERin T Object storage repository. Azure VBR11 v Add..,

Placement Palicy Define time windows when uploading to capacity tier is allowed Window..,
 Capacity Tier ‘| Copy backups to object storage as soon as they are created

Create additional copy of your backups for added redundancy by having all backups copied to
5 the capacity tier as soon as they are created on the performance tier.
Archive Tier
Move backups to object storage as they age out of the operational restore window
Reduce your long-term retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offloaded backups.

Summary

Move backup files older than |14 2] days (your operational restore window) Override...

Encrypt data uploaded to object storage
Password:
Created by GOODDEALMART\csun at 1/7/2023 8:13 PM. (Last edited: less thi ~ Add

Manage passwords

< Previous Mext > Finist Cancel
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58. On the Archive Tier page,
click Apply.

Mame

Performance Tier

Placement Policy

Mew Scale-out Backup Repository
Archive Tier

x

Specify object storage to archive your backup files to. This reduces your long-term retention costs, while increases restore time,

[ Archive GFS full backups to object storage:

Object starage repositary_Azure VBR_Archive

S3FS back 0

Capacity Tier

Summary

< Previous | Apply Finish Cancel

59. On the Summary page,
click Finish.

Mame

Performance Tier
Placement Policy
Capacity Tier

Archive Tier

Mew Scale-out Backup Repository

Summary
Review the scale-out backup repository settings, and click Finish to exit the wizard.

Summary:

Fcale-out backup repository was created successfully.

< Previous
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60. Verify that the Scale-out
Backup Repository has
been added.

12696

125665 Crested by GOODDEALMARTcan 11972023 |
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Adding Local Directory and Azure Blob Object Storage as Scale-
out Repository with Archive Tier

A scale-out backup repository allows for horizontal scaling for multi-tier data storage.

The scale-out backup repository comprises one or more backup repositories known as
performance tiers, which object storage repositories can supplement for long-term and archive
storage, known as capacity and archive tiers. All the storage devices and systems within the
scale-out backup repository are linked into a system, and their capacities are summarized. A
scale-out backup repository is included in the Veeam Universal License. An Enterprise or higher
edition is required when using a legacy socket-based license.

However, you can perform a restore from the scale-out backup repository after downgrading to
the Standard license.

Instructions Screenshot (if applicable)

Backup and replication

manager server. N_I Veeam
2. Open the Veeam Backup o Backup & Replication 11

& Replication Console,

and click Connect.
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v | Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select :

Backup Infrastructure.
4. Onthe Backup st =

B Backup Proxies. Name * Type Host Path [e Free Used Space Description
I n fra St r u Ct u re p a g el S e I e Ct External Repositories = fdfi Catn bl Eww,vsasm. M8 \\STORAGE-WI. 126968 125668 08 Created by GC
Backup Repositories, Pl e, NlE WILER bEE
4 SureBackup | Azure VBR Archive  Mi azureBlob://ho. A N/A 0B Created by GC
(i1 Application Groups 3 /_Azure_VBR11 azureBlob//ho. N/A A 08 Created by GC

right-click Backup

2, Virtual Labs
Managed Servers.
[ Microsoft Hyper-V

Repositories, and select B

Add backup repository.
A rome

[ e —

(5 e

Connected to NER: 81 days remaining

5. Onthe Add Backup Add Backup Repository
Reposito ry page’ SeleCt Select the type of backup repository you want to add.
Direct attached storage.

Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest performance,

MNetwork attached storage
L MNetwork share on a file server or a NAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share,

Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance API, use the network attached storage option instead.

&», Object storage
\.“‘ On-prem ohject storage system or a cloud object storage provider. Object storage can only be used as a Capacity

Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

Cancel

149



Chapter 1 Cloud Repositories

6. On the Direct Attached
Storage page, select
Microsoft Windows.

@ Direct Attached Storage

Select the operating system type of a server you want to use as a backup repository.

Microsoft Windows
Adds local server storage presented as a regular velume or Storage Spaces. For better performance and storage
efficiency, we recornmend using ReFs,

Linux
Adds local server storage, or locally mounted NFS share, The Linux server must use bash shell, and have 55H and
Perl installed.

Cancel

7. Specify the repository
name in the Name field
on the Name page.

8. Inthe Description field,
describe future
references.

9. Click Next.

Server
Repository
Mount Server
Review
Apply

Summary

New Backup Repository

Name
Type in a name and description for this backup repository.

'Ba(kup Repository_Azurelocal02

Description:

Created by GOODDEALMART\csun at 1/9/2023 &:54 AM]

i
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10. Select the repository

Mew Backup Repository

X
Server
server fro m th e d ro p— Choose repository server, You can select server from the list of managed servers added to the console,
down list on the Server
MName Repaository server:
page and click POpUlate. _ | STORAGE-WIN (Created by GOODDEALMART\csun at 1/6/2023 8:33 AM.) v Add New... |
Path 2 Capacity Free | Populate |
Repositary
Mount Server
Review
Apply
Summary
< Previous | Mext > Finish | Cancel
11. Select the disk and click NS RRRG x

Next.

Server

Choose repository server. You can select server from the list of managed servers added to the consele.

N Repositary server: .
_ | STORAGE-WIN (Created by GOODDEALMART\csun at 1/6/2023 9:33 AM.) || Add New... |
Path o Capacity Free | Populate |

Repositaly ®c, 20468 148GB

Niaurt Servier @D\ 126.9 GB 125.6 GB

Review

Apply

Summary

< Previous | Mext > Finish | Cancel
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12. In the location session,
click Browse.

New Backup Repository

Location
Path to folder:

f—1

B0 Typein path to the folder where backup files should be stored, and set repository load control options.
=

Name

Server

[b-.\Bukups I Browse...
E Capacity:  <Unknown> Populate
W Free space: <Unknown>

Load control

Running too many concurrent tasks against the repository may reduce overall performance, and
cause /0 timeouts. Control storage device saturation with the following settings:

[ Limit maximum concurrent tasksto: 4 |2

[0 Limit read and write data rate to: 1 | M8/s

Click Advanced to customize repository settings. 0" Advanced

< Previous Finish Cancel
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13. On the Select Folder page, Select Eolder
select the folder ((or
create a New folder) and Folders:

click OK. 4 (= STORAGE-WIN
=GN
4 = Backup (Di\)
b [ $RECYCLE.BIN
[T0 Azurelocal0l
I T Azurelocal02
[ Backups
7 ProgramData
| System Velume Information
1 VBO365Backup
| VBRBackup

Mew Folder | | Cancel
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14. On the Repository page,
click Populate to review
the disk capacity and free
space.

New Backup Repository

f—1

B0 Typein path to the folder where backup files should be stored, and set repository load control options.
=

Name

Server

Location
Path to folder:
[P\Azurelocaio2 | [Browse._|
I = o e Fopu

W Free space: <Unknown>

Mount Server
Load control
Review Running too many concurrent tasks against the repository may reduce overall performance, and
cause /0 timeouts. Control storage device saturation with the following settings:
Apply [ Limit maximum concurrent tasksto: 4 |3+
Summary (] Limit read and write data rate to: 1 <[ me
Click Advanced to customize repository settings. {0: Advanced
< Previous Next > Finish Cancel
15. Use the Load control New Backup Repository X
. <>  Repository
Settl ngs tO (of0] nt rol th e % Type in path to the folder where backup files should be stored, and set repository load control options.
. =
load. If you need it
Name Location
16. Click Advanced. petilo foldes
Server [0 \Azurelocalo2 | Browse...
I = o nese Sopine
W Free space: 125.6 GB
Mount Server
Load control
Review Running too many concurrent tasks against the repository may reduce overall performance, and
cause /0 timeouts. Control storage device ion with the following settings:
Apply Limit maximum concurrent tasksto: 4 13-
Summary (] Limit read and write data rate to: 1 L
Click Advanced to customize repository settings. “5; Advanced
< Previous Next > Finish Cancel
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17. On the Storage
Compatibility Settings,
select Align backup file
data blocks, select Use
per-machine backup files,
and click OK.

Repository
Type in path to the folder where backup files should be stored, and set repository load control options.
Storage Compatibility Settings x
Name Align backup file data blocks (recommended)

Significantly improves backup and restore performance while reducing storage

CPU usage by avoiding unaligned I/0. Increases backup size by less than 2%, Browse...
[[] Decompress backup file data blocks before storing

Sewrce data mover compresses data according to the backup job compression

settings to minimize LAN traffic. Uncompressing the data before storing allows

far better deduplication ratio on most deduplicating storage appliances,

Populate

Mount Server

Review s backed by rot erall performance, and
ettings:
Note: Apply ;
Summary Use per-machine backup files
. Improves backup performance for storage devices benefiting from multiple /0
Select Decom press backu p f| Ie streams, This is the recommended setting when backing up to enterprise grade
block storage and deduplicating storage appliances,
data blocks before storing if Cancel
you use a deduplicating
StO rage featu re or applia nce Click Advanced to customize repository settings.
< Previous | | Net> Cancel
18. On the Repository page, New Backup Repository X
. p Repository
Cl IC k N eXt. Type in path to the folder where backup files should be stored, and set repository load control options.
Name Location
Path to folder:
Server D:\Azurelocal02 Browse...

I = oo s

W Free space: 125.6 GB
Mount Server
Load control

Review Running too many concurrent tasks against the repository may reduce overall performance, and
cause I/0 timeouts. Control storage device saturation with the following settings:
Apply 4 Limit maximum concurrent tasks to: 4 =
Summary [ Limit read and write data rate to: 1 5
Click Advanced to customize repository settings. Advanced
y 9
< Previous Next > Cancel
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19. On the Mount Server
page, Specify a server you
want to use as a mount
server. The mount server
is required for file-level
and application items
restoration.

20. In the Instant recovery
write cache folder field,
specify a folder that will
be used for writing cache
during mount operations.

21. Unselect Enable vPower

Mew Backup Repository

. Mount Server
—

. Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries).
(= [nstant recoveries require a write cache folder to store changed disk blocks in.

Name Meunt server:

STORAGE-WIN (Created by GOODDEALMART csun at 1/6/2023 9:33 AM.) | | Add New...
Server

Instant recovery write cache folder:

Repository |D:\ProgramData\Vaaam\Bar_kup\\RCache\ Browse...

| Ensurethat the selected velume has sufficient free disk space to store changed disk blocks of instantly
recovered YMs. We recommend placing write cache on an 550 drive.

Review [] Enable vPower NFS service on the mount server (recommended)
- Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.
Apply wPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM,

Summary

< Previous Mext > Cancel
NFS service on the mount
server, vPower NFS
settings are not applicable
in Microsoft Hyper-V
environments.
22. Click Next.
23. On the Review page, click N B R
App|y } = E\:i::evlewtha settings, and click Apply to continue,
E
24 SeIECt the SearCh the Name The following components will be processed on server STORAGE-WIN:
repository for existing s ;'n";mtm :‘t::;m:ts
backups and import them Repostany Mount Server willbe installed

automatically if the
backup repository
contains backups
previously created with
Veeam Backup &
Replication.

25. Select the Import guest
file system index.

Mount Server

Apply

Sumrmary

[[] Search the repository for existing backups and import them automatically

< Previous Apply Cancel
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26. On the Apply page,
ensure you complete the
procedure of the backup
repository adding without
error, and click Next.

27. On the Summary page,
click Finish.

New Backup Repository
o Apply
B Please wait while backup repository is created and saved in configuration, this may take a few minutes.
=
Name Message Duration
s @ Starting infrastructure item update process 0:00:02
) [STORAGE-WIN] Discovering installed packages
Repository ) [STORAGE-WIN] Registering client VBR11 for package Transport
() [STORAGE-WIN] Registering client VBR11 for package Mount Server
Mount Server () [STORAGE-WIN] Discovering installed packages
R @ All required packages have been successfully installed
el ) Detecting server configuration
_ € Creating configuration database records for installed packages
@ Collecting backup repository info
Summary © Creating database records for repository
@ Backup repository has been added successfully
< Previous Finish Cancel
New Backup Repository
<> Summary
B2 You can copy the configuration information below for future reference.
=
Name Summary:
Windows backup repository ‘Backup Repository_Azurelocal02’ was fully created.
Server
Mount host: STORAGE-WIN
Repository Account: GOODDEALMART\csun
Backup folder: D:\Azurelocal02
Mount Server |Write throughput: unlimited
Max parallel tasks: 4
Review
Apply
< Previous Next > Cancel
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28. Verify that the Backup
Repository has been
added.

29. On the Backup
Infrastructure, select
Scale-out Repositories.

30. Right-click Scale-out
Repositories, and select
Add scale-out backup
repository.

Scolosut 12596 125563 Creted by GOODDERLMARTcaun ot 11972023

(B2 Add scae-out backup resesitory.
it Ao B 5 e
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31. Specify the scale-out
repository name in the
Name field on the Name
page.

32. In the Description field,
describe future
references.

33. Click Next.

Mew Scale-out Backup Repository

Name
Type in a name and description for this scale-out backup repository.

|Sca\e—out Backup Repository_Azure Blob with Archive Tier

Performance Tier -
Description:

Placement Policy Created by GOODDEALMART \csun at 1/9/2023 10:20 AM)|

Capacity Tier

Summary

Mext > Cancel
34. On the Performance Tier NeW Seale ot focki Relpisitiny
A Performance Tier
page, click Add. Select backup repositories to use as the landing zone and for the short-term retention.
MName Extents:
Name Add...
Placement Policy
Capacity Tier
Summary
Click Advanced to specify additional scale-out backup repository options. Advanced
| = Previous Mext Cancel
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35. On the Extents page,
select check boxes next to

ie5 to use 35 the landing zone and for the short-term
) ) Extents X
the backup repositories I
Select backup repositories to include in this scale-out backup
repository.
you want to add as S
Backup repositories:
Remov
performance extents and Placement Pokcy Name Select Al —
4 Backup Repository_Azurelocal02 Clear All [
click OK. Capacity Tier [ Backup Repository_HPHV01-US8 [
[ Backup Repository_Storage-Win_Loc... [
Summary [ Backup Repository_STORAGE-WIN_V... \
[ Backup Repository_ubuntu20045 |
] Backup Repository-Storage-Win [
[ Default Backup Repository [
i
\
\
\
o] o ‘
jons. Advanced
< Previous Next > Finish Cancel
36. On the Performance Tier New Scale-out Backup Reposiory X
. P Performance Tier
page, CIle Advanced . E"! Select backup repositories to use as the landing zone and for the short-term retention.
Q000
Name Extents:
T —
| £i=Backup Repository_Azurelocal02
Placement Policy ‘
Capacity Tier [
Summary
\
\
\
\
\
J
Click A d to specify additional scale-out backup repository options. Advanced
< Previous Next > Finish Cancel
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37.

38.

39.

On the Advanced Settings
page, Specify options for
the scale-out backup
repository and click OK.
Select the Use per-
machine backup files
checkbox to create a
separate backup chain for
every machine in the job.
Select the Perform full
backup when necessary
as an offline check box to
preserve the consistency
of backup chains in the
scale-out backup
repository.

Performance Tier
Select backup repositories to use as the landing zone and for the short-term retention,

T

Mame Extents:

Mame

=

Placement Palicy

Use per-machine backup files (recommended)
Improves backup performance for storage devices benefiting from multiple 1/O
streams. This is the recommended setting when backing up to enterprise grade
bleck sterage and deduplicating storage appliances.

Capacity Tier
Summary

[] Perform full backup when the required extent is offline
When a repository extent with previous backup files cannot be reached, jobs will
perform an active full backup instead of failing to create an incremental backup.
Scale-out repository must be sized appropriately to handle multiple fulls.

Advanced Settings X

Click Advanced to specify additional scale-out backup repository options.

< Previous Mext >

Add...

Remove

Cancel

40.

On the Performance Tier
page, click Next.

New Scale-out Backup Repository

Performance Tier
Select backup repositories to use as the landing zone and for the short-term retention.

Name Extents:
Name

[« Backup Repository_Azurelocal02

Placement Policy

Capacity Tier

Summary

Click Advanced to specify additional scale-out backup repository options.

< Previous Next >

Remove

Advanced

Cancel
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41. Select one of the policies e il "
Placement Policy
for the Scale—o ut backu p Choose a backup files placement policy for this performance tier. When more than one extent matches the placement palicy,
I-Iﬁﬁ backup job will choose the extent with the most free disk space available.
repository on the
Name ® Datalocality
Placement Po||cy page oo . All dependent backup files are placed on the same extent. For example, incremental backup files will
errormance lier be stored together with the corresponding full backup file. However, the next full backup file can be
a nd Click N ext created on another extent (except extents backed by a deduplicating storage).
' " O Performance
i Capacity Tier Incremental backup files are placed on a different extent from the corresponding full backup fil

42. seIGCt Data Ioca I Ity to P providm;v’or betta?backupfﬁe transformation pteref}:rmtanca wt\th raw stc?rage dgv'n:as. Notepthai

Store backup files that Summary losing an extent with a full backup makes restoring from increments impossible.

belong to the same

backup chain.
43. Select Performance to

store full and incremental

backup files to different

performance extents of _ -

< Previous Mext > Finis! Cancel

the scale-out backup

repository.
44. If you have two extents at

Placement Policy

Performance Tier, select
Performance policy,
select Customize, and
click Edit to choose the
type of backup files you
want to store on the
extent.

50 Choose a backup files placement policy for this performance tier. When more than one extent matches the placement policy,
I8 backup job will choose the extent with the most free disk space available.

Name O Data locality

All dependent backup files are placed on the same extent. For example, incremental backup files will
be stored together with the corresponding full backup file. However, the next full backup file can be
created on another extent (except extents backed by a deduplicating storage).

Performance Tier

(® Performance

Incremental backup files are placed on a different extent from the corresponding full backup file,
providing for better backup file transformation performance with raw storage devices. Note that

Capacity Tier

Summary losing an extent with a full backup makes restoring from increments impossible.
Extents:
Name Allowed backups
sz Backup Repository A || Al backups ‘ Backup Repository_Azurelocal02 Extent Settings X
Allowed backup files:

(4 Full backup files

4 Incremental backup files

Cancel
OK Cancel
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45. Select the Extend scale-
out backup repository
capacity on the Capacity
Tier page with the object
storage check box.

46. Select an object storage
repository from the drop-
down list. If the object
storage repository has not
been configured, click
Add to configure it.

47. Click Windows to define
time windows when
uploading to capacity tier
is allowed if your internet
bandwidth is not good
enough.

Mew Scale-out Backup Repository

p— Capacity Tier
Specify object storage to copy backups to for redundancy and DR purposes. Qlder backups can be moved to object storage
I ﬁ% completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Name Extend scale-out backup repository capacity with object storage:

Paifainancadier Object storage repository_Azure_VBRTTARCHIVE w Add...

Define time windows when uploading to capacity tier is allowed Window...

Placement Policy

| Capacity Tier ] Copy backups to object storage as soon as they are created
SapechiiG Creote additional copy of your backups for added redundancy by having all backups copied to

e the capacity tier as soon as they are created on the performance tier.

Move backups to object storage as they age out of the operational restore window
Summary Reduce your leng-term retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offloaded backups.

Move backup files older than |14 .: days (your operational restore window) Override..,
[] Encrypt data uploaded te object storage
Manage passwords
< Previous Mext > Cancel

48. Select Copy backups to
object storage as soon as
they are created,;
checkbox to copy new
backups as soon as they
are made. It will create an
additional copy of your
backups for added
redundancy.

49. Select Move backups to
object storage as they age
out of the operational
restores window
checkbox to move the
inactive backup chains to
the capacity extent.

New Scale-out Backup Repository

Capacity Tier
Specify chject storage to copy backups to for redundancy and DR purposes. Older backups can be moved to cbject storage
= '_E_Ij completely to reduce long-term retention costs while preserving the ability ta restore directly from offloaded backups.

Name Extend scale-out backup repository capacity with object storage:

DEdarmanceyicr Object storage repository_Azure VBRITARCHIVE v Add...

Define time windows when uploading to capacity tier is allowed Window...

Placement Palicy

Copy backups to object storage as soon as they are created

Creste additional copy of your backups for added redundancy by having all backups copied to
the capacity tier as soon as they are created on the performance tier.

Archive Tier

Move backups to object storage as they age out of the operational restore window
Reduce your leng-term retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offloaded backups.

Summary

Move backup files older than |14 .: days (your operational restore window) Override...
[] Encrypt data uploaded to object storage
Manage passwords
< Previous Mext > Cancel
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50. In Move backup files
older than X days field,
set the operational
restore window to specify
the time after inactive
backup chains on your
performance extents will
be considered outdated
and should be moved to
the capacity extent.
Consider "0" as an
acceptable value for
offloading the inactive
backup chains on the
same day they are
created.

51. Click Override to override

Capacity Tier
Specify object storage to copy backups to for redundancy and DR purposes. Qlder backups can be moved to object storage
| i::ﬁ% completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

the behaviour of moving
old backups

Name Extend scale-out backup repository capacity with object storage:
52. Select Move oldest AT Object storage repository_Azure VBR1TARCHIVE v Add...
backup files sooner if the Placement Policy Define time windows when upleading to capacity tier is allowed Window..,
[ CanatiyTier | Copy backups to object storage as soon as they are created
Scale_OUt baCkup CopsctyTie Create additional copy of your backups for added redundancy by having all backups copied to
A i the capacity tier as soon as they are created on the performance tier.
repOSItO ry reaCheS the Move backups to object storage as they age out of the operational restore window
. Summary Reduce your long-term retention costs by moving older backups to object storage completely
. while preserving the ability to restore directly from offloaded backups.
p 9 1y y P
Move backup files older than [14 2| days [your operational restare windaow) Override...
a percentage threshold to
Override x
fo rce data tra nSfe r If a Enciy] Move cldest backup files sconer if scale-out backup repository is reaching capacity
SCa Ie_out backup Passy Offload until used spaceis belows (90 |3 %
1 0K Cancel
repository reaches the [ o< |

specified threshold.

< Previous Mext > Cancel
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53. Select Encrypt data
uploaded to object
storage checkbox. The
entire collection of blocks
with the metadata will be
encrypted while being
offloaded.

Mew Scale-out Backup Repository

Capacity Tier
Specify object storage to copy backups to for redundancy and DR purposes. Qlder backups can be moved to object storage
ﬁ completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Name Extend scale-out backup repository capacity with object storage:
e Object starage repository_Azure VBR1TARCHIVE v Add..,
Define time windows when uploading to capacity tier is allowed Window...

Placement Policy

Archive Tier

-| Copy backups to object storage as soon as they are created

Create additional copy of your backups for added redundancy by having all backups copied to
the capacity tier as soon as they are created on the perfarmance tier.

Move backups to object storage as they age out of the operational restore window
Summary Reduce your leng-term retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offloaded backups.

Move backup files older than 14 .-: :days (your operational restore window) | Override..,

Encrypt data uploaded to object storage
Password:
v Add...

Manage passwords

< Previous Mext > Fir Cancel

54. Click Add to create a
password and click OK.

Capacity Tier
Specify object storage to copy backups to for redundancy and DR purposes, Older backups can be moved to object storage
Iﬁ completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

MName Extend scale-out backup repository capacity with object storage:

PeormanteTier Object storage repository_Azure VBR11ARCHIVE v Add...

Placement Policy Password » Window..,
§ g |-

y Tier Hint: X

 Capacity Tier | Eﬁatad by GOODDEALMART \csun at 1/9/2023 10:30 having all backups copied to

Archive Tier Aok

Password: |esessssass | plrestore window
Summary to object storage completely

Do not lose your passwords. Veeam Support cannot recover lost fups.
passwords or retrieve your data from encrypted backup files,

ore window) QOverride...

Encrypt data uploaded to object storage
Password:

< Previous Mext > Fir Cancel
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55. You need to enable
encryption for your
configuration backup.
Click OK at configuration
backup is a disabled
warning message.

Mew Scale-out Backup Repository
Capacity Tier

Specify object storage to copy backups to for redundancy and DR purposes. Qlder backups can be moved to object storage
Iﬁﬁ completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Name Extend scale-out backup repository capacity with object storage:
PEfaimanceNier Object starage repository_Azure VBR11ARCHIVE w Add...
Placement Policy Define time windows when uploading to capacity tier is allowed Window...

Copy backups to object storage as soon as they are created

i Il back: ied t
Veeam Backup and Replication X ‘v'nga SERUpS EpIscio

Archive Tier

kstore window
Summary Configuration backup is disabled for security purposes.

! Please configure encryption inthe configuration backup

abject storage completely
settings before re-enabling. P

swindow) | Override..

Encrypt data uploaded to object storage
Passward:

Created by GOODDEALMART \csun at 1/7/2023 £13 PM. (Last edited: 1 day z Add..,

Manage passwords

< Previous Mext > Finis! Cancel

56. On the Capacity Tier page,
click Next.

Mew Scale-out Backup Repository
Capacity Tier

Specify chject storage to copy backups to for redundancy and DR purposes. Older backups can be moved to cbject storage
completely ta reduce long-term retention casts while preserving the ahility to restore directly from offloaded backups.

Name Extend scale-out backup repository capacity with object storage:
DEdarmanceyicr Object storage repository_Azure_VBR1TARCHIVE v Add...
Placement Policy Define time windows when uploading te capacity tier is allowed Window...

Copy backups to object storage as soon as they are created

Creste additional copy of your backups for added redundancy by having all backups copied to
Archive Tier the capacity tier as soon as they are created on the performance tier.
[#] Move backups to object storage as they age out of the operational restore window

Reduce your leng-term retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offloaded backups.

Summary

Move backup files older than 14 : 1 days (your operational restore window) | Override...

Encrypt data uploaded to object storage
Password:

Created by GOODDEALMART\csun at 1/7/2023 813 PM. (Last edited: 1 day z ~ Add...

Manage passwerds

< Previous Mext > Finis! Cancel
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57. On the Archive Tier page,
select Archive GFS full
backups to object storage,
choose one of the
available archive object
storage repositories or
click Add to add a new
one.

58. In the Archive GFS
backups older than the
number days field, specify
the operational restore
window to define a period
after which inactive
backup chains on your
capacity extent will be
considered outdated and
should be moved to the
archive extent. Consider
the value "0" acceptable
for archiving inactive
backup chains on the
same day they are
created.

59. You can use the default
storage settings or click
Storage to specify them
manually.

Mew Scale-out Backup Repository

=1

MName

Archive Tier

Performance Tier
Placement Policy
Capacity Tier

Summary

x

Specify object storage to archive your backup files to. This reduces your long-term retention costs, while increases restore time,

Archive GFS full backups to object storage:
Object starage repository_ Azure_VBR_Archive v Add..,

Archive GFS backups older than (30 2| days Storage...

< Previous Apply Cancel
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60. Select the Store archived

backups as a standalone
fulls checkbox to forbid
the reusing of data blocks.

61. Select Archive backups

only if the remaining
retention time is above

Archive Tier
Specify object storage to archive your backup files to. This reduces your long-term retention costs, while increases restore time,

Name Archive GFS full backups to object storage:

Peifaimancadie Object storage repository_Azure VBR_Archive w Add...

Storage Settings X
Placement Policy

Store archived backups as standalone fulls
To reduce storage costs, we store each backup as a delta from the previous one. For the

fﬁﬂ long-term archive reliability considerations, you may instead choose to stare each backup as a
BRI -ioocoione full without any dependericies pn previous backups,

Archive backups only if the remaining retention time is above minimal storage period

Capacity Tier

.. Summary g . . : .
the minimum storage e et
pe riod checkbox to Minimum storage duration for the selected repositony: 180 days
Cancel
transport data blocks to
the archive tier.
< Previous Apply Fin Cancel
62. On the Archive Tier page, Wi Scale-it Backe) Ripostony X
Archive Tier

click Apply.

| Specify object storage to archive your backup files to. This reduces your long-term retention costs, while increases restore time.

‘ —-

Name [ Archive GFS full backups to object storage:
Paformance Tier Object storage repository_Azure_VBR_Archive v Add...
Placement Policy Archive GFS backups older than 90 -2~ days Storage...
Capacity Tier
Summary

< Previous Apply Cancel
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63. On the Summary page,
click Finish.

Mew Scale-out Backup Repository
Summary

Review the scale-out backup repository settings, and click Finish to exit the wizard.

Name Summary:

[cale-out backup repository was created successfully.
Performance Tier

Placement Policy

Capacity Tier

Archive Tier

64. Verify that the Scale-out
Backup Repository has
been added.

12596 125668 ODDEALMAR s st /972023

125968 125663 Creste by GOODOEALMARTcsun ot 11972023 |

A
a8

i i
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Chapter 2

Cloud Backup and Backup
Copy

Cloud Backup and Backup Copy are two types of data backup solutions organizations can use to
protect their data from loss due to unexpected events such as hardware failure, cyber-attacks,
and natural disasters.

Cloud Backup is a data backup solution that stores a copy of your data on remote servers located
in the cloud, owned and operated by a third-party service provider. Cloud Backup solutions
provide organizations with a highly scalable and cost-effective way to store and protect their
data. Cloud Backup typically uses an internet connection to transfer data to the cloud, which can
take time, depending on the amount of data being transferred.

Backup Copy, on the other hand, is a data backup solution that creates a second copy of your
data on a different storage device. Backup Copy solutions are typically used to create an
additional layer of protection for critical data in case the primary backup solution fails. Backup
Copy can be set up to store data locally or remotely, depending on the organization's needs.

Both Cloud Backup and Backup Copy have their advantages and disadvantages. Cloud Backup
provides a highly scalable and cost-effective way to store and protect data, but it can be slow to
transfer large amounts of data to the cloud. Backup Copy, however, provides additional
protection for critical data, but it can be expensive to maintain and manage.

In general, it is recommended that organizations use a combination of both Cloud Backup and
Backup Copy to ensure that their data is protected against loss due to unexpected events. This

approach provides the benefits of both solutions while mitigating their respective disadvantages.
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Creating a Backup job using Azure Blob
repositories as Cloud Redundant Data

This procedure immediately creates a backup job to sync backup files with Azure cloud and
off-loads Azure blob after performing a full backup. It would be best to have a scale-out

repository ready before beginning this backup job.

Instructions Screenshot (if applicable)

Backup and replication

manager server. NG Veeam

2. Open the Veeam Backup =i} Backup & Replication 11
& Replication Console,
and click Connect.

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

NADOCAL AZADT

YUVUUVUEALIVIARI\CSUN

Password

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Jobs, right-click Jobs,
select Backup and click
Virtual machine.

4. Onthe Name page, enter Nk Ion X
. Mame
a hame fOf' the backup JOb = -i Type in a name and description for this backup job.
. . L_|
in the Name field. i
i Mame:
. L . [DCS_Azure Biok Backup
5. Describe the Description Virtuol Machines s
fleld . Storage Created by GOODDEALMART csun at 1/9/2023 10:43 AM.‘
Guest Processing
6. Select the High priority Schedule
check box if you want the Simeary
resource scheduler of
Veeam Backup &
Replication to prioritize
this job higher than 1 High priorty
L. . Backup infrastructure resources are offered ta high priority jobs first, Use this option for jobs
similar jObS and allocate sensitive to the start time, or jobs with strict RPO requirements,
resources to it in the first Mot e

place.

7. Click Next.
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8. On the Virtual Machines New Backup Job ><

. Virtual Machines
page, Cl |Ck Ad d . ST Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
LI

as you add new YM into container.

Name Virtual machines to backup:
Mame Type Size | Add.
Storage
Guest Processing Exclusions... |
Schedule
o
Summary
Re i
Total size:
0B
< Previous Mext > Finist Cancel
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9. Select the VM in the list Add Objects 5
on the Add Objects page
and click Add. € Jo bt @ E @
10. If you have multiple VMS v (B Hosts and VMs
that needs to back up in v [E HPHVO!
the same backup job, you || AzureADConnect
can repeat the step to |+ DCoT-2022

[] MANAGEMENT
[] STORAGE-UBNUTU
[b STORAGE-WIN
EL ubuntu20043
[[] vBO365

[] VBO365PROXY
[[| VBO365REST
[] verio

[b VBRI

] vBRiZ

[b XG_HOME

add them.

|*" Type in an object name to search for ol |
J ]

Add IF
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11. On the Virtual Machines
page, click Next.

Mew Backup Job X

Virtual Machines
Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
as you add new YM into container.

Name Virtual machines to backup:
Mame Type Size | Add.
[Ch DCO1-2022 VM 17.5 GB =
Storage
Guest Processing Exclusions... |
Schedule
* U
Summary
Recalculate |
Total size:
17.5 GB
< Previous Mext > Finisk Cancel
12. On the Storage, click New Backup Job x

Choose to select a backup
proxy if you don’t want to
use the default Off-host
backup (automatic proxy
selection) setting.

Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

Name Backup proxy:

Choose...

(automatic

Virtual Machines

Backup repository:
| Default Backup Repository (Created by Veeam Backup) -
Guest Processing é 93,6 GB free of 126 GB Map backup

Schedule Retention policy: |7

Summary [ Keep certain full backups longer for archival purposes

[ Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. 3% A#anFeg |

< Previous Mext > Finisk Cancel

175



Chapter 2 Cloud Backup and Backup Copy

13.

14,

15.

16.

On the Backup Proxy

page, if you select On-

host backup mode, the
source Microsoft HyperV
host will serve as both the
source host and the
backup proxy. In this
mode, Veeam Data Mover
runs directly on the
source host, which speeds
up data retrieval but
places additional strain on
the host.

If you select Off-host
backup mode, Veeam
Data Mover will run on a
dedicated off-host backup
proxy. All backup
processing operations
from the source host are
routed to the off-host
backup proxy in this
mode.

If the off-host backup
mode is selected for the
job, but there are no off-
host backup proxies
available when the job
begins, Veeam Backup &
Replication will transition
to on-host backup mode.

You unselect the Failover
to on-host backup mode
if no suitable off-host

Backup Proxy *

Choose a backup mode for this job. When multiple backup proxy servers are
available to process the same VM, selection of most suitable one will be

performed by taking into account proxy priorty, connectivity and its current load.

(C) On-host backup

Backup proxy runs directly on each Hyper-V host, which enables for direct to
target operation, but puts extra load on all Hyper-V hosts.

(®) Off-host backup

Backup proxy server for each VM will be auto-selected from all available off -

host proxies, In this mode, backup processing is offloaded from Hyper-V host,

Failover to on-host backup mode if no suitable off-host proxies available

[ Use the following backup proxy servers only:

Mame

] HPHVD1
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17

proxies are available
checkbox. Still, the job
will only start if off-host
backup proxies are
available or configured

properly.
Click OK.

18

Select the Scale-out
backup repository from
the Backup repository
drop-down list.

Mew Backup Job

Mame

Virtual Machines

Guest Processing

Schedule

Summary

x

Storage
|¥ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= = job and customize advanced job settings if required.

Backup proxy:
|Off-host backup (automatic proxy selection} Choose..,
Backup repository:
Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 1. ~
é 125 GB free of 126 GB Map backup
Retention pelicy: |7 : days O i ]

[] Keep certain full backups langer for archival purpases

[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, T
block size, notification settings, automated post-job activity and other settings. b

< Previous Mext > Finusk Cancel
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19. Set the retention policy

20

settings for restore points
in the Retention Policy
field.

Select days or restore
points from the drop-
down list.

Mew Backup Job X

Storage
& Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= job and customize advanced job settings if required.

Mame Backup proxy:

|Off-host backup (automatic proxy selection) Choose..,

Virtual Machines

Backup repository:
| Scale-out Backup Repository_Azure Blob without Archive Tier (Created by GOODD +

= 12568 free of 126 GB Map backup

Guest Processing

Retention policy: 7

LiJ

purposes

Schedule

Summary [ Keep certain full backups| days

[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. Shvonced

< Previous Mext > Fin Cancel

21

You can configure GFS
retention policy settings
for the backup job to
ignore the short-term
retention policy for some
full backups and store
them for long-term
archiving.

Mew Backup Job X

Storage
——  Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= =‘ job and customize advanced job settings if required.

Name Backup proxy:
|Off-host backup (automatic proxy selection} Choose..,
Virtual Machines
\ Backup repository:
| Storage | [Backup Repository-Storage-Win (Created by GOODDEALMART\csun 2t 1/6/2023 1,
Guest Processing é 125 GB free of 126 GB Map backup
Sehediile Retention pelicy: 7 L |restore points ~| €9
B Keep certain full backups langer for archival purpases Configure...

GFS retention policy is not configured

[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job seftings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. A_dvar\ced

< Previous Mext > Finist Cancel
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22. On the Storage page,
click Advanced.

Mew Backup Job

MName

Virtual Machines

Guest Processing

Schedule

Summary

x

Storage
I% Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

Backup proxy:
Off-host backup (zutomatic proxy selection) Choose..,
Backup repository:
| Backup Repository-Storage-Win (Created by GOODDEALMART \csun at 1/6/2023 1,
= 125GB free of 126 GB Map backup

Retention policy: 7 2| |restore points | €D

[ Keep certain full backups longer for archival purposes figure

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. = A}yanced

< Previous Mext > Finis! Cancel
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23. On the Backup page, Advanced Settings

Select Incrementally and

. . Back i ificati : i
dlsable synthetlc fuII dCkUp  Maintenance Storage Motifications Hyper-V  Scripts
. Backup mode

24. In the Active full backup ) Bivierse incremental (omer)

session' select Create Increments are injected inte the full backup file, so that the latest backup

. file is always a full backup of the most recent VM state,
active full backups
L (@ Incremental (recommended)
pe”Odlca“V check box. Increments are saved into new files dependent on previous files in the
chain, Best for backup targets with poor random |/C performance.

25. Select the Monthly on or [] Create synthetic full backups pericdically Days...

Weekly on selected days saturda

options to define Active full backup

scheduling settings. Create active full backups pericdically

() Monthly on: | First Morday Months...

26. After cre.atlng a full (® Weekly on selected days: Days...

backup file, all backup Saturdsy

files start to upload from

the local directory to the

Azure blob.

Save As Default Cancel
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27. On the Advanced
Settings, Maintenance.

Advanced Settings

Backup Storage Motifications Hyper-V  Scripts

Storage-level corruption guard
[ Perforrn backup files health check (detects and auto-heals corruption)

Monthly on:  [Last Friciay Months...

Weekly on selected days: Days...

Full backup file maintenance
Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periedic fulls,

[] Remove deleted items data after 14 : days
[[] Defragment and compact full backup file - .
Monthly on: | Last Saturday Manths...
Days...

Weekly on selected days:

| Save As Default | | Cancel
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28. To regularly perform a

health check on the
backup chain's most
recent restore point,
select the Perform backup
files health check (detects
and auto-heals
corruption) checkbox in
the Storage-level
corruption guard section
and set a timetable for
the health check.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-¥V  Scripts

Storage-level corruption guard
Perform backup files health check (detects and aute-heals cerruption)

® Monthly on: | Last ~ | | Friday ~ Months...

(O Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periadic fulls,

[] Remove deleted items data after 14 B2 days
[[] Defragment and compact full backup file
Monthly on: | Last Saturday Manths...

Weekly on selected days: Days...

Save As Default |
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29. Select the Remove
deleted items data after
the check box and enter
the days you want backup
data for deleted VMs to
be kept.

Advanced Settings

Backup Maintenance  Storage Motifications Hyper-V  Scripts

Storage-level corruption guard
[] Perform backup files health check (detects and auto-heals corruption)

Monthly on: | Last Fricay Months...

Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule dees not include periodic fulls,

Remove deleted itermns data after 14 : days

[[] Defragment and compact full backup file
Monthly on: | Last Saturday Months...

Weekly on selected days: Days...

| Save As Default | | Cancel
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30. Select the Defragment

and compact full backup
file check box and specify
the schedule for the
compact operation to
compact a full backup
periodically.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-¥V  Scripts

Storage-level corruption guard
[ Perforrn backup files health check (detects and auto-heals corruption)

Monthly on:  [Last Friday Months...

Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periedic fulls,

[] Remove deleted items data after 14 7 days
Defragment and compact full backup file

® Monthly on: | Last ~ | | Saturday b Maonths...

() Weekly on selected days: Days...

| Save As Default | | Cancel
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31.

32.

33.

34.

On Advanced Settings,
click Storage.

Select the Enable inline
data deduplication check
box.

Select the Exclude swap
file blocks checkbox.

Select the Exclude deleted
file blocks check box.

Backup Maintenance

Advanced Settings

Motifications Hyper-¥ Scripts

Data reduction

Enable inline data deduplication (recommended)
Exclude swap file blocks (recommended)
Exclude deleted file blocks (recommended)
Compression level:
Optimal (recommended) w

Optimal compression provides for best compression to performance ratio,
and lowest backup proxy CPU usage.

Storage optimization:

35. Select the compression |Local target e
level for the backup from Best performance at the cost of lower dedupe ratio and larger incremental
backups. Recommended for backup to local and direct-attached storage.
the drop-down list. .
Encryption
[] Enable backup file encryption
Add..
Manage passwords
Save As Default Cancel
3 6 . Se | ect Sto ra ge Storage optimization Block size Deseription
option
optimization from the
. Local target (large blocks) 4096 KB Recommended for files that are larger than 16 TB.
d ro p_d own | | St . This option will provide the lowest deduplication ratio and the largest size of incremental files.
Local target 1024 KB Recommended for backup and replication to SAN, DAS or local storage.
This aption provides the fastest job performance but reduces the deduplication ratio, because with larger data
blocks it is less likely to find identical blocks.
LAN target 512KB Recommended for backup and replication to NAS, and onsite backup and replication.
This option provides a better deduplication ratio and reduces the size of a file because of reduced data block
sizes
WAN target 256 KB Recommended if you are planning to use WAN for off-site backup and replication.

This option provides the maximum deduplication ratio and the smallest size of files that allows you to reduce the
amount of traffic aver WAN,
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37. Select the Enable backup Advanced Settings

file encryption checkbox
to encrypt the content Of Backup Maintenance Storage pNotifications Hyper-¥ Scripts
backup files. Data reduction

Enakle inline data deduplication (recommended)

38. Select a password from Exclude swap file blocks (recommended)

the drop—down list. Then’ Exclude deleted file blocks (recommended)
if you still need to do, A
click Add or use the Optimal (recommended) w
Manage passwords link to Optimal compression provides for best compression to performance ratio,
create a new password. and lowest backup proxy CPU usage.

Storage optimization:

| Local target “

Best perfuljrmance at the cost of lower dedupe ratic and larger incremental

backups. Recommended for backup to local and direct-attached storage.

Encryption
[~] Enable backup file encryption
Password:
Crested by GOODDEALMART\csun at 1/7/2023 B:1: ~ Add...
! Loss protection disabled Manage passwords
Save As Default | Cancel
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39. On the Advanced Aidvanced Settings
Settings, select
= H i Motificati il i
NOtIflcatIOI’]S. Backup Maintenance Storage otfications  Hyper-V  Scripts

[1iSend SNMP notifications for this job!

40. Keep the default settings.

[ Send e-mail notifications to the following recipients:

Ty¥pe in ene or more e-mail addresses separated by semicolon
Use global notification settings
Use custom notification settings specified below:
[eJobResult?] FalobNamie (%0bjectCounte machines) Tolssues®

Motify on success
Maotify on warning
Motify on error

Suppress notifications until the last retry

| Save As Default | | Cancel
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41. On the Advanced Advanced Settings
Settings, select Hyper-V.
Backup Maintenance Storage Motifications Hyper-V  Seripts
42. Select the Enable Hyper-V _
. heck Guest quiescence
gues.t qwetscerlmce chec [liEnable Hyper-V guest quiescence:
box if appllcatlon-aware MNative quiescence is only used for virtual machines with application-aware
processing cannot be image processing disabled,
Take crash consistent backup instead of suspending VM
used for some reason. _
As a part of snapshot process, Hyper-V suspends guests not supporting
Microsoft V55, Use this eption to keep them running.
43. Select the Take crash . ; .
consistent backup instead Changed Btk trscing
of suspendlng VM check Use changed block tracking data (recommended)
box if you do not want to Changed block tracking (CBT) allows for fast incremental backup and
H : replication of protected VMs, CET is perfermed by Veeam's Hyper-V
SUSpend VMs in the JOb' integration component that is auto-deployed on each host,
44. Select the Use changed Volume snapshots
block tracking data Allow processing of multiple VMs with a single velume snapshot
(recommended) check Includes other VMs from the job into the snapshot, as opposed to creating
a separate snapshot for each processed VM,
box.
45. Select the Allow
processing of multiple
VMs with a single volume
SnaPShOt check box. Save As Default Cancel
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46. On the Advanced Settings
page, click Scripts.

47. Keep the default settings.

48. Click OK.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-V Scripts

Job scripts
] Run the following script before the job:

Browse,..
[] Run the following script after the job:
Browse...
Run scripts every |1 : | backup sessie
Run scripts on the selected days only Days...
| Save As Default |
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49. On the Storage page, click

Next.

Mew Backup Job X

Storage
& Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= job and customize advanced job settings if required.

Name Backup proxy:
Off-host backup (automatic proxy selection)

Choose...

Virtual Machines
Backup repository:

Scale-out Backup Repository_Azure Elc;b without Arc‘hi‘ve Tier {Created by GOODD +

Guest Processing = 125GB free of 126 GB Map backup
b Retention policy: 7 2] [days v @
Summary [ Keep certain full backups longer for archival purposes
[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.
Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings.
< Previous Mext > Cancel
50. When you add VMs New Backup Job x
. g Guest Processing
runni ng VSS'aWa re ; Choose guest OS processing optiens available for running VMs,
. . L
applications to the
Name Enable application-aware processing

51

backup job, you can
enable application-aware
processing to create a
transactionally consistent
backup. The
transactionally consistent
backup ensures that
applications on VMs can
be recovered without
data loss.

Select the Enable
application-aware
processing check box on

the Guest Processing page

and click Applications.

Detects and prepares applications for cansistent backup, performs transaction logs processing, and

Virtual Machines configures the OS to perform required application restore steps upon first boot.,

Customize application handling options for individual machines and applications

Storage

[] Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files,
Indexing is optional, and is not required to perform instant file level recoveries,

Schedule X e 4 SR Z
Customize advanced guest file system indexing options for individual machines

Summary Guest interaction proxy:

|Automatic selection | Choose..,
Guest 05 credentials:
[ “|| Add.
Manage accounts
Customize guest 05 credentials for individual machines and operating systems Credentials...
Verify network connectivity and credentials for each machine included in the job Test Mow
< Previous Mext > Cancel
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52. On the Application-Aware
Processing Options page,
select the VM and click
Edit.

| Guest Processing
Choose guest 05 processing optiens available for running VMs,
- I=‘

MName

Virtual Ma

Storage

Schedule

Summary

Application-Aware Processing Options

Specify application-aware processing settings for individual items:

Object vss Transaction Logs Exclusions  Scripts Add..

|5 DCO1-2022° Require success  SOL: Truncate, Exchange: Tr...  Disabled No

Edit...

ssing, and
ications...

ual files.

DOSE...

fudd...

entials...

st Now

< Previous

Mext >

Cancel
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53.

54.

55.

56.

57.

58.

59.

On the Processing
Settings, click General.

Suppose you need Veeam
Backup & Replication to
stop the backup process if
any error occurs during
application-aware
processing. Select Require
successful processing
(recommend).

Suppose you must
continue the backup
process even if there is an
error during application-
aware processing. Select
Try application processing
but ignore failures.

Select Disable application
processing to disable
application-aware
processing for the VM.

Select Process transaction
logs with this job
(recommend).

Select Perform copy only
to let another application
use

Select the Use persistent
guest agent (optional)
checkbox to enable
persistent agent.

Processing Settings

0oL Oracle  Exclusions  Scripts

Applications
Application-aware processing detects and prepares applications for
consistent backup using application-specific methods, and configures
the 05 to perform required application restore steps upon first boot.

(® Require successful processing (recommended)
() Try application processing, but ignore failures
() Disable application processing

Transaction logs
Choose whether this job should process transaction logs upon
successful backup. Logs pruning is supported for Microsoft Exchange,
Microsoft 50L Server and Oracle,

(® Process transaction logs with this job (recommended)

() Perform copy only (lets another application use logs)

Persistent guest agent

By default, application-aware processing is done by a non-persistent
runtirne process. Deploying a persistent guest agent removes security
and port requirements of the automatic runtime process deployment.

[ Use persistent quest agent (optional)
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60.

61.

On the Processing
Settings page, click SQL if
the VM is a Microsoft SQL
Server VM.

Select Truncate logs
(Prevents logs from
growing forever) to
truncate transaction logs
after a successful backup.

Processing Settings

General S0L Oracle  Exclusions Scripts

Choose how this job should process Microsoft SOL Server transaction logs:
(® Truncate logs (prevents logs from growing forever)

() Do not truncate logs (requires simple recovery model)

() Backup logs periodically (backed up logs will be truncated)

-

1

(]

-

Until the corresponding image-level backup is deleted

Keep only last |15 'S

=

Automatic selection Choose,..
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62. On the Processing

Settings page, click Oracle
if the VM is an Oracle
Server.

63. Select a user account

from the drop-down list.

64. Select Do not delete

archived logs.

Processing Settings

General  50L Oracle  Exclusions

Scripts

Specify Oracle account with SYSDBA privileges: €9

|—*£. Use guest 05 credentials

e |

Archived logs:

(® Do not delete archived logs

() Delete logs older than: 3-1
() Delete logs aver: :.IC'
[] Backup logs every: 15

- | hours

-
-

-

|

GB

Manage accounts

Until the corresponding image-level backup is deleted

-
-

Keep only last |15

Automatic selection

el

Add...

Choose..

Cancel
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65. Select the retention policy

66.

settings for archived logs
in the Retain log backups
section.

Click Choose In the Log
shipping servers.

Processing Settings

General S0L Oracle  Exclusions Scripts

Specify Oracle account with SYSDBA privileges: €9
| T4 Use quest OS credentials w |

Manage accounts
Archived logs:

(® Do not delete archived logs

ODeletelugscrlderthan: E “ | hours
() Delete logs aver: 10 21| GB

Backup logs every: 15 : minutes
Retain log backups:
(® Until the corresponding image-level backup is deleted

-

days of log backups

-

() Keep only last |15

Log shipping servers:

‘Autumatl’c selection

Add..

Choose..

Cancel
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67.

68.

69.

On the Log Shipping
Servers page, Select
Automatic selection if you
need Veeam Backup &
Replication to choose an
optimal log shipping
server automatically.

Select Use the specified
servers only and then
select check boxes next to
those you want to use as
log shipping servers.

Click OK.

Log Shipping Servers

Choose servers that will extract and ship logs to backup repositories.

(@ Automatic selection

Transaction log backup job will automatically select the most suitable Windows

server from all Managed Servers.

() Use the specified servers only:

Transaction log backup job will automatically select the most suitable server

from all the following server.

Mame

] HPHvO1

1 HPHvO

[] STORAGE-WIN

[] ¥BR11.gooddealmart.ca

Cancel
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70. On the Processing
Settings page, click
Exclusions and keep the
default settings.

Processing Settings

General SOL Oracle Exclusions  seripts

File exclusions:

(® Disable file level exclusions

() Exclude the following files and folders:

Folder Add...

Remaove

() Include only the following files and folders:

Folder Add...

Remowve

File selective processing takes additional time propertional to the
nurnber of excluded files, and stores extra per-file metadata in backup.
Thus, it is best used for excluding larger files, and keeping the total
number of excluded files under a few hundred thousands.
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71. On the Processing

Settings page, click Scripts
and keep the default
settings.

Processing Settings

General S50L Oracle  Exclusions | |

Script processing mode

(O Require successful script execution

72. Click OK. () Ignaore script execution failures
(®) Disable script execution
Browse...
Browse...
Browse...
Browse...
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73. On the Application-
Aware Processing

Application-Aware Processing Options

Specify application-aware processing settings for individual items:

Options page, click OK.

Object Vss Transaction Logs Exclusions  Scripts Add...
E‘p DC01-2022  Require success  50QL: Truncate, Exchange: Tr...  Disabled No
OK Cancel

74. Select the Enable guest New Backup lob .
file system indexing §L T ne .
checkbox and click =

Mame

Indexing.

Virtual Machines

Storage

Schedule

Summary

Choose guest 05 processing optiens available for running VMs,

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and zpplications .Applications..‘
Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perfarm instant file level recoveries.

Customize advanced guest file system indexing options for individual machines

Guest interaction proxy:

[Automatic selection

Guest OS credentials:

Manage accounts

Customize guest 0S credentials for individual machines and operating systems | Credentials... |

Verify network connectivity and credentials for each machine included in the job Test Now

< Previous Cancel
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75. On the Guest File System
Indexing Options page,
select the VM, click Edit
and select Windows
indexing.

| ‘Guest Processing
Choose guest 05 processing optiens available for running VMs,
- I=-

MName

Virtual Machines

Storage

Schedule

Summary

Guest File System Indexing Options

Specify guest file system indexing settings for individual items:

Object Windows Linusc
[} DCO1-2022  Partial Partial

Add...

Edit...

Windows indexing...

Linux indexing. .

gs processing, and
ns | Applications..

)

IS}

]

Choose...

Add..

Indexing...

| Credentials... |

OK Cancel
Test Now
< Previous Mext > K Cancel
. | e o o
76. On the Guest file system N
. . | Guest Processing
oose guest rocessing options available for runnin 5.
indexing mode page, kee W Choose guest 05 procassing o table . 5 VM
LI - .
H DC01-2022 Indexing Settings s
the default settings. —— 958 X
MName t Guest file system indexing mode: |
. Specify gue| O Disable ind ogs processing, and
77. Click OK. Vitual Machines | [ gjece i Add..
() Index everything o
[" DCoi-2 i - ps Applications...
Storage (®) Index everything except: Edit... S
fo Add...
e 3 e of individual files,
Fowindiria s
Schedule %ProgramFiles?s |
ZProgramFiles(x8€) % Default
Summary (72 SO Y -F L 1. 11 *
) Index anly following folders: T Choose...
Folder |
i Add...
| Credentials... |
Cancel
Cancel | Test Now
< Previous Next > Fi Cancel
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78. Click Choose in the Guest
interaction proxy field on
the Guest Processing

page.

Mew Backup Job

Guest Processing

MName

Virtual Machines

Storage

Schedule

Summary

|

Choose guest 05 processing optiens available for running VMs,

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications | Applications...
Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perfarm instant file level recoveries.

Customize advanced guest file system indexing options for individual machines Indexing...

Guest interaction proxy:

|Autumatrc selection | | Choose...

Guest OS credentials:

[ o|[ Add..
Manage accounts
Customize guest 05 credentials for individual machines and operating systems | Credentials...
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > Finy Cancel
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79. On the Guest Interaction Guest Interaction Proxy %

Proxy page, select
. . Guest interaction proxies are used to offload guest processing from backup server.
Automatic selection to let To add proxies, register one or more Windows servers on Backup Infrastructure
Veeam Backup & tab,
Replication automatically {® Automatic selection
select the guest Muost suitable proxy will be selected among all registered Windows servers based
i . on network configuration and current load.
interaction proxy. ; . :
() Prefer the following guest interaction proxy servers:
80. Select Prefer the The job will automatically select most suitable proxy from the following list of
' . selected Windows servers.

following guest
. . Mame
interaction proxy servers
to explicitly define which = e
o explicitly define whic [] HeHYOT
servers will perform the [] STORAGE-WIN
guest interaction proxy [[] VBR11.gooddealmart.ca
role.

81. Click OK.
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Mew Backup Job

82. Choose a user account on
the Guest Processing page
with sufficient
permissions from the
Guest OS credentials
drop-down list.

MName

Virtual Machines

Storage

Schedule

83. Click Credentials to
Customize guest OS
credentials for individual
machines and operating

systems.

Summary

|

Guest Processing
= i Choose guest 05 processing optiens available for running VMs,

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications | Applications...
Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perfarm instant file level recoveries.

Customize advanced guest file system indexing options for individual machines Indexing...
Guest interaction proxy:
|Autumatrc selection | Choose...
Guest OS credentials:
| 74, GOODDEALMART\csun (GOODDEALMART\csun, last edited: 3 days ago) w Add..

Manage accounts
Customize guest 05 credentials for individual machines and operating systems
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > Fir Cancel

84. On the Guest OS
Credentials page, select

Guest 05 Credentials

Specify guest 05 credentials for individual items:

the VM and click Set User.

Object

85. Select Standard

credentials.

[b Dcot-2022

Account Add...

<Default= | Set User... |

Standard credentials...

Linux credentials...

UEraum

QK Cancel
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86. Choose a user from the | Guest 08 Credentialk
Credentials drop-down
. . Specify guest O5 credentials for individual itermns:
list, and click OK. :
Object Account | Add..
87. Repeat the steps for each L peot-2022 ekt [setUser.. |
VM. DC01-2022 Standard credentials X (e
[ Credentials: Default
i Add.. |
| Manage accounts
| :
|
]
]
0K N Cancel
88. On the Guest Processing New Backiap o5 x

page, click Test Now to
verify network
connectivity and
credentials for each
machine included in the
jOb. Schedule

Name

Virtual Machines

Starage

Summary

‘Guest Processing
= Choose guest O5 processing options available for running VMs.
|

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the 05 to perform required application restare steps upon first boot.

Custemize application handling optians for individual machines and applications | Applications..

- Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required te perfform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines | Indexing...

Guest interaction proxy:

|Automat'rc selection | | Choose..

Guest 05 credentials:

|‘-°& GOODDEALMART\csun (GOODDEALMART\csun, last edited: 3 days ago) v Add...
Manage accounts
Customize guest 05 credentials for individual machines and operating systems
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > K Cancel
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89. On the Guest Credentials et R X
TGSt pagel Verlfy eaCh Name 2 Status Action Duration
1 ’ I:l DC01-2022 Success Testing credentials via guest interaction proxy HPHVO1
m aCh IN€’s success. ! Finding VM reference on host HPHVO1
4 VM reference: 1d02cd35-a7e9-4923-8534-77752420fbee
H 4 Collecting guest OS info.
90. Click Close. e
IP addresses: 10.1.1.1
Guest 35 Microsoft Windows Server 2022 (21H2)
Checking standard credentials 0:00:54
Connecting to guest 05 via RPC 0:00:22
! Testing admin$ share accessibility via RPC 0:00:21
A Testing guest OS5 connectivity via RPC 0:00:20
. Connecting to guest 05 via PowerShell Direct 0:00:06
! Testing admin$ share accessibility via PowerShell Direct 0:00:06
Testing guest OS5 connectivity via PowerShell Direct 0:00:04
Credentials and connectivity have been validated successfully...
Retry Test Close
91. On the Guest Processing New Backip o ]

Guest Processing

page, click Next.

Mame

Virtual Machines

Storage

Schedule

Summary

Choose guest 05 processing optiens available for running VMs,

Enable application-aware processing
Detects and prepares applications for consistent backup, performes transaction logs processing, and
configures the OS to perform required application restore steps upon first boot.

Customize application handling options for individual machines and applications | Applications..,
Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is net required to perform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines Indexing...
Guest interaction proxy:
|Automatrc selection | Choose...
Guest 05 credentials:
[\ GOODDEALMART\csun (GOODDEALMART\csun, lost edited: 3 daysago)  v| | Add.

Manage accouni

Customize guest 05 credentials for individual machines and operating systems | Credentials... |

Verify network connectivity and credentials for each machine included in the job

< Previous Cancel
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92.

93.

94.

95.

Select Run the job
automatically on the
Schedule page and select
your specified schedule.

Define whether Veeam
Backup & Replication
should retry the backup
job if it fails in the
Automatic retry section.

Define the time interval
the backup job must
complete in the Backup
window section. The
backup window ensures
that the job does not
overlap with production

hours and that there is no
unnecessary overhead on

the production
environment.

Click Apply.

Mew Backup Job

Schedule
= -— Specify the job scheduling options, If you do not set the schedule, the job will need to be contralled manually.

-ﬂ
MName
Virtual Machines
Storage
Guest Processing

Summary

Run the job automatically

(@) Daily at this time: BOOPM | Everyday ~

(O Monthly at thistime:  [10:00PM 2 | Faurth Saturday
() Periodically every: 1 Hours
(O After this job: DCS_to_Storage-WIN Backup (Crested by GOODDEALMART csun at

| Automatic retry

[ Retry failed items processing: 3 2 times
Wait before each retry attempt for: |10 |2 minutes

Backup window
[] Terminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, it will be
terminated to prevent snapshot commit during production hours,

< Previous Apply Cancel
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96. On the Summary page,
click Finish.

Mew Backup Job

ks

MName

Summary

Virtual Machines
Storage

Guest Processing

Schedule

The job's settings have been saved successfully, Click Finish to exit the wizard,

Summary:

[Name: DCS Azure Blob Backup
Type: Hyper-V Backup
Enable application-aware processing
Enable guest file system indexing
Source items:
DC01-2022 (HPHVOT)
Target repository: Scale-out Backup Repository_Azure Bleb without Archive Tier
Target repository host: use backup proxy
Target repository path:

Command line to start the job on backup server

"C\Program Files\Veeam'\Backup and Replication'Backup\Veeam.Backup.Manager.exe" backup
473005d8-9876-4c45-aa6f-8ed1916f8c07

[] Run the job when | click Finish

< Previous Mext

Cancel

97. Verify that the backup job
has been added

e Osecs | swus Lot
Hyper Vssckup 1

11972023 800 M

Bactup Reportonytomge
Ssckup Rapostony-Sorsge
sackup Repostory Somge.

st ) GOODDFALAART
Grsted by GOODDEALM
st by GOODDEALMART

Hyper-VBaciup.
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Creating a Backup Copy Jobs offload
backups to Azure Blob without using the

Archive Tier

This procedure creates a backup copy job that off-loads to the Azure blob after performing a full
backup. Therefore, it will not use the Azure Blob archive tier.

Instructions

Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

N5 Veeam
oy Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v | Use Windows session authentication

Save shortcut Connect Close
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On the Home page, select
Jobs, right-click Jobs,
select Backup copy and
click Virtual machine.

On the Name page, enter
a name for the backup job
in the Name field.

Describe the Description
field.

In the copy mode session,
select a backup copy
mode. You cannot change
the set mode after
configuring the backup
copy job.

Click Next.

Mew Backup Copy Job x
Job
- Backup copy job efficiently creates local and remote copies of your backups, making it easy to maintain multiple copies of your
El data. Type in 2 name and description for the job, and specify backup copy interval.
*‘_'ﬁaj 7| Mame:
) |DCSﬁAzura Blob without archive Backup Copy
Objects
Description:
Target Created by GOODDEALMART \csun at 1/10/2023 8:57 AM.
Data Transfer
Schedule Copy mode:
O Immediate copy (mirroring)
Summary Copies every restore point as soon as it appears in the primary backup repository. This mode will

copy all backups created by selected backup jobs, including transaction log backups.

® Periodic copy (pruning)
Periodically copies the latest available restore point only. This mode also allows for selecting which
backups to process, enabling you to further reduce bandwidth usage.

Copy every:
: v| statingat [1200AM -3

TE days

Mext > Fink Cancel

209



Chapter 2 Cloud Backup and Backup Copy

8. On the Objects page, click

Add and select From jobs.

New Backup Copy Job

Objects

Job
Target

Data Transfer

Schedule

Summary

Objects to process:

-* Add backups that should be mirrored to the target repository. Backup Copy job will process image-level backups and

[= | transaction log backups.

X

Name

Type

Size

[ Include database transaction lag backups (increases bandhwidth usage)

| «Previous | Mewt»

Add..

From jobs..
From repositorics..

| Exclusions... |

Recalculate

Total size:
0B

Cancel
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9. Select the job from the Select Jobs W
jobs list on the Select jobs
page and click OK. Select jobs: L]
W CE"! Jobs

{8} DCS_Azure Blob Backup

{8} DCS_to_Storage-WIN Backup

@ HPHWVO1 Excludes DCS Backup
{8} HPHVO1_Storage-Win Backup

48k~ Type in an object name to search for Q |

ot £C Iz
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10. On the Objects page, click
Next.

11. Select Include database
transacting log backups
(increases bandwidth
usage) If required.

New Backup Copy Job

Objects

Job

Target

Data Transfer
Schedule

Summary

Objects to process:

-\b Add backups that should be mirrored to the target repository. Backup Copy job will pracess image-level backups and

[E | transaction log backups.

Name Type Size
8} DCS to_Storage-WIN Backup  Backup Job 175GB

[ Include database transaction log backups (increases bandwidth usage)

< Previous Mext >

Exclusions... |

Recalculate |

Total size:
17.5 GB

Cancel

12. Click OK in the
encryption-enabled
warning message if the
source backup job has
encryption enabled.

Objects

w Add backups that should be mirrored to the target repository. Backup Copy job will process image-level backups and

|[= | transaction log backups.

Target

Data Transfer
Schedule

Summary

Veeam Backup and Replication X

Source backup job has encryption enabled. Consider
| enabling encryption for Backup Copy job as well.

[ Include database transaction log backups (increases bandwidth usage)

< Previous Mext >

Add..,

| Exclusions... |

Recalculate |

Total size:
17.5GB

Cancel
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13. Select the Scale-out
backup repository_Azure
Blob on the Target page
without Archive Tier (We
created it at Configuring
Backup Infrastructure
session) from the drop-

New Backup Copy Job

E 2

Target

[= | usemapbackup functionality to seed backup fles.

Job

Objects

Data Transfer

Backup repository:

X

Specify the target backup repository, number of recent restore paints to keep, and the retention policy for full backups. You can

Scale-out Backup Repository_Azure Blob without Archive Tier (Created by GOODDEALMART\csuna ~

= 1250GB free of 126 GB

Retention policy: 7 || days v

[ Keep certain full backups longer for archival purpases

Map backup

Schedule
down list. Summery
oo aiaommaaat ot ety e netfitianssetinen. i Aaceed
< Previous Mext > Cancel
14. Click Map backup if Select Backup x .
required. It is helpful if B !:Z‘:.Ef;tftakrge bistingbckups M |y for fulbackaps: You can
you have relocated ——— R . I
backup copy files to a JO:M CODDEALMART\csuna ©
new backup repository = e
and want to point the job e
to existing backups in this Schedule
new backup repository. Summery
Backup copy job mapping
can also be used if the
configuration database
becomes corrupt and you
need to reconfigure EXE Q| [ [ Advanced
backup jobs. Sabsl et
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15. Set the retention policy
settings for restore points
in the Retention Policy
field.

16. Select days or restore
points from the drop-
down list.

Mew Backup Copy Job X

Target
-\b Specify the target backup repository, number of recent restore points to keep, and the retention pelicy for full backups, You can
EI use map backup functionality to seed backup files.

Job Backup repository:
Scale-out Backup Repository_Azure Blob without Archive Tier (Created by GOODDEALMART\csuna

Objects a
= 125GB free of 126 GB Map backup

Retention policy: 7 =
-rEStDI'E _mnts
purposes

days

Data Transfer

[ Keep certain full backups|
Schedule FS retention poli

Summary

Advanced settings include health check and compact schedule, notifications settings,
and automated post-job activity options.

Advanced

< Previous Mext > F Cancel

17. You can configure GFS
retention policy settings
for the backup copy job
for long-term archiving.

18. Select Keep specific full
backups for longer for
archival purposes, and
click Configure.

New Backup Copy Job x
\v Target
= Specify the target backup repository, number of recent restore points to keep, and the retention policy for full backups. You can
[= | usemep backup functionality o seed backup files

Job Backup repository:

Scale-out Backup Repository_Azure Blob without Archive Tier (Created by GOODDEALMART\csuna
Objects =

= 125GB free of 126 GB Map backup

Retention policy: |7 15| |restore points v
Data Transfer

[ Keep certain full backups longer for archival purpases Configure...
Schedule GFS retention pelicy is not configured
Summary

Advanced settings include health check and compact schedule, notifications settings, T Advanced

and automated post-job activity options.

< Previous Mext > F Cancel

214

Technet24


https://technet24.ir

Chapter 2 Cloud Backup and Backup Copy

19. On the Configure GFS
page, select the Keep
weekly full backups for
check box and specify the
number of weeks you
want to prevent restore
points from being
modified and deleted.

20. Select the Keep monthly
full backups for check
box, and specify the
months you want to
prevent restore points
from being modified and
deleted.

21. Select the Keep yearly full
backups for check box,
and specify the years you
want to prevent restore
points from being
modified and deleted.

22. Click OK.

Target

ﬂ&y Specify the target backup repository, number of recent restore points to keep, and the retention pelicy for full backups, You can
D use map backup functionality to seed backup files.

Job

Objects

Data Transfer
Schedule

Summary

Backup repository:

Configure GFS
Keep weekly full backupsfor: |3 2| weeks
Create weekly full backup on this day: Sunday

Keep monthly full backups for: |11 2| months

Use weeldy full backup from the following week of a month: | First

[ Keep yearly full backupsfor. |5 2| years

Use monthly full backup from the following month: January

Save As Default

Advanced settings include health check and compact schedule, notifications settings,

and automated post-job activity options.

< Previous Mext >

DDEALMART\csuna
Map backup

Advanced

Cancel
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23. On the Target page, click
Advanced.

X

New Backup Copy Job

Target
-\b Specify the target backup repository, number of recent restore paints to keep, and the retention policy for full backups. You can

[= | usemapbackup functionality to seed backup fles.

Job Backup repository:
Scale-out Backup Repository_Azure Blob without Archive Tier (Created by GOODDEALMART\csuna ~
Objects e i - —
= 125GB free of 126 GB Map backup
Retention policy: 7 .rgstoya points v
Data Transfer 3 =
[ Keep certain full backups longer for archival purposes Configure...
Schedule 3 weekly, 11 monthly, 5 yearly
Sumrmary
Advanced settings include health check and compact schedule, notifications settings, [+ Adv d
and automated post-job activity options. i bl
Cancel

< Previous
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24,

25.

26.

27.

On the Advanced
Settings, click
Maintenance.

Select the Perform
backup files health check
(detects and auto-heals
corruption) checkbox and
specify the schedule for
the health check if
required.

Select the Remove
deleted items data after
checkbox and specify the
retention days settings for
deleted workloads if
required.

Select the Defragment
and compact full backup
file checkbox and specify
the schedule for the
compacting operation if
required.

Advanced Settings

Maintenance Storage RPO Monitor Motifications  Scripts

Storage-level corruption guard
[ Perforrn backup files health check (detects and auto-heals corruption)

Monthly on:  [Last Saturday Months...

Weekly on selected days: Days...

Full backup file maintenance
Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periadic fulls,

[] Remove deleted items data after 30 2| days

[[] Defragment and compact full backup file

Monthly on: | Last Sunday Manths...

Weekly on selected days: Days...
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28. On Advanced Settings,

click Storage.

29. Select the Enable inline

data deduplication check
box.

30. Select the compression

level for the backup copy
from the drop-down list.

Advanced Settings

Maintenance Storage RPO Monitor Motifications  Scripts

Data reduction
[+] Enable inline data deduplication (recommended)

Compression level:

Auteo (recommended] v

[Auto (recommended]
Mone
Dedupe-friendly

Created by GOODDEALMART\csun at 1/7/2023 8:7 Add...

Manage passwords

Save As Default Cancel
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31. Select the Enable backup Advanced Settings
file encryption checkbox
to encrypt the content of
backup files. Data reduction

32. Select a password from

haven't done SO, click Add Use this opticn to keep the existing compression level.

or use the Manage
passwords link to create a Enciyplion

Maintenance Storage

Enable inline data deduplication (recommended)

Compression level:
the drop'dOWn list. If you Auto (recommended)

[“1:Enable backup file encryption:

new password. S

Save Az Default

Created by GOODDEALMART \csun at 1/7/2023 &1 ~

! Loss protection disabled Manage passwords

Cancel
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33.

34.

35.

On the Advanced Settings
page, select RPO Monitor.

Select Warn me if the
backup is not copied
within the checkbox, and
specify the desired RPO in
minutes, hours or days.

Select Warn me if log
backup is not copied
within the checkbox. If
you have enabled copying
of log backups, specify
the desired RPO in
minutes, hours or days.

Advanced Settings

Maintenance Storag Motifications  Scripts

Menitors compliance with your offsite RPQ by changing the backup copy job
status to a warning whenever the newly created restore point is not copied over to
the target repository within the specified time.

Warn me:
If backup is not copied within 1 B |days ~
[ If leg backup is net copied within 1 | [hours

Save As Default Cancel
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36. On the Advanced
Settings, select
Notifications.

37. Keep the default settings.

Advanced Settings

Maintenance 5torage RPO Monitor

[] send SNIMP notifications for this job
[ Send e-mail notifications to the following recipients:
Ty¥pe in ene or more e-mail addresses separated by semicolon
Send daily summary 2t [10:00PM = €D
Use global notification settings

Use custom notification settings specified below:

[Fe)obResult?] %JobMame’t (360bjectCount® machines) Ylssues?

Motify on success
Motify on warning

Motify on errar

Save As Default - Cancel
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38. On the Advanced Settings
page, click Scripts.

39. Keep the default settings
and click OK.

Advanced Settings

Maintenance Storage RPO Monitor Motifications

Job scripts

[] Run the following script before the job:

[] Run the following script after the job:

Run scripts every |1 backup sessi

-

Run scripts on the selected days only

Save As Default

Browse,..

Browse...

Days...

Cancel

222

Technet24


https://technet24.ir

Chapter 2 Cloud Backup and Backup Copy

40. On the Target page, click New Backup Copy Job X
Target
N eXt . - Specify the target backup repository, number of recent restore points to keep, and the retention policy for full backups. You can
= use map backup functionality to seed backup files.
Job Backup repository:
o Scale-out Backup Repository_Azure Blob without Archive Tier (Created by GOODDEALMART\csun a v
jects =
= 125GB free of 126 GB Map backup
[T R
Data Transfer
[ Keep certain full backups longer for archival purposes Configure...
Schedule 3 weekly, 11 monthly, 5 yearly
Summary
Advanced settings include health check and compact schedule, notifications settings, Anced
and automated post-job activity options.
< Previous Cancel
41. On the Data Transfer WA TR L 0o 2

42.

43.

44.

page, Select Direct if you
plan to copy backup files
over high-speed
connections.

Select the Through built-
in WAN accelerators if
you copy backup files
over WAN or slow
connections.

Select a WAN accelerator
configured in the source
site from the Source WAN
accelerator drop-down
list.

Select a WAN accelerator
configured in the target
site from the Target WAN

Data Transfer
- Choose how chject data should be transferred from source to target backup repository.

Job (®) Direct
Objects copying backups on-site, and off-site over a fast connection.

() Through built-in WAN accelerators

Target

both source and target sites. This mode provides for significant bandwidth savings.
Source WAN accelerater,
Schedule

Summary Target WAN accelerator:

< Previous

Object data will be sent directly from source to target repositary. This mode is recommended for

Object data will be sent to target repository through WAN acceleraters that must be deployed in

Cancel
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accelerator drop-down
list.

45, Click Next.

46. On the Schedule page,
select Any time
(continuously) if this job

New Backup Copy Job

Schedule

Job
can transfer data at any

Objects
time.

Target

47. Select During the ——

following periods only if i

ummary

required.

48. Click Apply.

- Specify when this job is allowed te transfer data over the network. Backup copy jobs run continuously, starting data transfers
[= | according to copy interval and/or as the new object restore points appear.

This job can transfer data:
@ Anytime (continuously)

() During the following time pericds only:

¢ e [ §
1202 de B B0 120 20 g B 810012

< Previous | Finish Cancel

49. Select Enable the job on

New Backup Copy Job

Summary

the Summary page When I -w Review the settings, and click Finish to save and exit the wizard.
=]

click the Finish check box.

If you want to start the -

Objects
job after creating it, click -
FiniSh' Data Transfer

Schedule

Summary:

[Name: DC5_Azure Blab without archive Backup Copy
Type: Hyper-V Backup Copy
Source items:

DCS to_Storage-WIN Backup

[ Enable the job when | click Finish

< Previous Mext >
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Creating a Backup Copy Jobs offload
backups to Azure Blob using the Archive Tier

This procedure creates a backup copy job that off-loads to the Azure blob after performing a full
backup. It will use the Azure Blob archive tier.

Instructions Screenshot (if applicable)

Backup and replication

manager server. —I Veeam
2. Open the Veeam Backup LN BaCkUp & Repllcat|0n 11

& Replication Console,
and click Connect.

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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On the Home page, select
Jobs, right-click Jobs,
select Backup copy and
click Virtual machine.

On the Name page, enter
a name in the Name field.

Describe the Description
field.

In the copy mode session,
select a backup copy
mode. You cannot change
the set mode after
configuring the backup
copy job.

Click Next.

New Backup Copy Job X

Job

- Backup copy job efficiently creates local and remote copies of your backups, making it easy to maintain multiple copies of your
[= | doto.Typeina name ond description for the job, and specify backup copy interval.

Job | Name:
|D(S_Azura Blob with archive Backup Copy
Objects
Description:
Target Created by GOODDEALMARTYcsun at 1/10/2023 9:39 AM.

Data Transfer

Schedule Copy mode:

(O Immediate copy (mirroring)
Summary Copies every restore point as soon as it appears in the primary backup repository. This mode will
copy all backups created by selected backup jobs, including transaction log backups,

@) Periodic copy (pruning)

Periodically copies the latest available restare point only. This mode also allows for selecting which
backups to process, enabling you to further reduce bandwidth usage,

Copy every:
~| startingat [1200AM 5

1 2] days

Mext > Fini Cancel
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X

8. On the Objects page, click N kg Copy 1ot
. * Objects
Add and SEIeCt From JObS. = 3::;:2;;:‘;:‘;;;;::3;\: be mirrored to the target repository. Backup Copy job will process image-level backups and

Job Obijects to process:
From jobs...

Target From repositories...
Data Transfer Exclusiens...
Schedule
Summary

Total size:

0B

[ Include database transaction log backups (increases bandwidth usage)
|« Previous Nesxt » Fineh | | cancel
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9. Select the job from the

jobs list on the Select jobs
page and click OK.

Select Jobs

Select jobs:

b Q?E"! Jobs
{8} DCS_Azure Blob Backup
{8} DCS_to_Storage-WIN Backup
{é} HPHWVO1 Excludes DCS Backup
{8} HPHVO1_Storage-Win Backup

ia',}' Type in an object name to search for

Cancel

Q
o |
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10. On the Objects page, click

11.

Next.

Select Include database
transacting log backups
(increases bandwidth
usage) If required.

New Backup Copy Job
Objects

[E | transaction log backups.

-\b Add backups that should be mirrored to the target repository. Backup Copy job will pracess image-level backups and

Job Objects to process:
Name Type Size
8} DCS to_Storage-WIN Backup  Backup Job 17.5GB

Target

Data Transfer
Schedule

Summary

Exclusions... |

Recalculate |

Total size:
17.5 GB

[ Include database transaction log backups (increases bandwidth usage)

< Previous Mext >

Cancel

12.

Click OK in the
encryption-enabled
warning message if the
source backup job has
encryption enabled.

Objects

w Add backups that should be mirrored to the target repository. Backup Copy job will process image-level backups and

|[= | transaction log backups.

Job

Veeam Backup and Replication X

Source backup job has encryption enabled. Consider
| enabling encryption for Backup Copy job as well.

Target

Data Transfer

Schedule

Summary

Add..,

| Exclusions... |

Recalculate |

Total size:

17.5GB

[ Include database transaction log backups (increases bandwidth usage)

< Previous Mext >

Cancel
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13. Select the Scale-out
backup repository_Azure
Blob on the Target page
with Archive Tier (We
created it at Configuring
Backup Infrastructure
session) from the drop-
down list.

Mew Backup Copy Job

Target

x

—\y Specify the target backup repository, number of recent restore points to keep, and the retention pelicy for full backups, You can
EI use map backup functionality to seed backup files.

Job

Objects

Data Transfer
Schedule

Summary

Backup repository:
Scale-out Backup Repository_Azure Blob with Archive Tier {Created by GOODDEALMART\csun at 1/

= 125GB free of 126 GB

Map backup

Retention policy: 7 3 | days ~

[ Keep certain full backups longer for archival purposes

Advanced settings include health check and compact schedule, notifications settings,

abd altimnated posEjob sctivaly aptir, fvanced
< Previous Mext > Cancel
14. Click Map backup if Select Backup x :
. . . w Target
FECIUII’Ed. It IS helpr| |f = Specify the targe  Existing backups: ] cy for full backups. You can

you have relocated
backup copy files to a
new backup repository
and want to point the job
to existing backups in this
new backup repository.
Backup copy job mapping
can also be used if the
configuration database
becomes corrupt and you
need to reconfigure
backup jobs.

E’ use map backup!
Job

Objects

Data Transfer
Schedule

Summary

~ £ Backup Repositories

E}, Scale-out Backup Repository_Azure Blob without Archive Tier

OODDEALMART\csuna
Map backup

—-1 Fsettings,

Q Advanced

C |
i Cancel
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15. Set the retention policy
settings for restore points
in the Retention Policy
field.

16. Select days or restore
points from the drop-

down list.

Mew Backup Copy Job X

Target
-\b Specify the target backup repository, number of recent restore points to keep, and the retention pelicy for full backups, You can
EI use map backup functionality to seed backup files.

Job Backup repository:

Scale-out Backup Repository_Azure Blob with Archive Tier {Created by GOODDEALMART\csun at 1/ ~

Objects

% 125 GB free of 126 GB Map backup

Retention policy: 7 =
-rEStDI'E _mnts
purposes

days

Data Transfer

[ Keep certain full backups|
Schedule 1 i

Summary

Advanced settings include health check and compact schedule, notifications settings,
and automated post-job activity options.

Advanced

< Previous Mext > Fir Cancel

17. You can configure GFS
retention policy settings
for the backup copy job
for long-term archiving.

18. Select Keep specific full
backups for longer for
archival purposes, and
click Configure.

New Backup Copy Job X

Target

'w Specify the target backup repository, number of recent restore peints to keep, and the retention policy for full backups. You can
[= | usemap backup functionality to sced bockup files.

Job Backup repository:
Scale-out Backup Repository_Azure Blob with Archive Tier {Created by GOODDEALMART \csun at 1/ ~

Objects
| Torget |

Data Transfer

é 125 GB free of 126 GB Map backup

Retention policy: 7 % | days b4

EA Keep certain full backups longer for archival purposes Configure...
Schedule 3 weekly, 11 monthly, 3 yearly
Summary
Advanced settings include health check and compact schedule, notifications settings, 5 ;
and automated post-job activity options. soliis
< Previous Mext > Fir Cancel
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19. On the Configure GFS
page, select the Keep
weekly full backups for
check box and specify the
number of weeks you
want to prevent restore
points from being
modified and deleted.

20. Select the Keep monthly
full backups for check
box, and specify the
months you want to
prevent restore points
from being modified and
deleted.

21. Select the Keep yearly full
backups for check box,
and specify the years you
want to prevent restore
points from being
modified and deleted.

22. Click OK.

Target

ﬂ&y Specify the target backup repository, number of recent restore points to keep, and the retention pelicy for full backups, You can
D use map backup functionality to seed backup files.

Job

Objects

Data Transfer
Schedule

Summary

Backup repository:

Configure GFS
Keep weekly full backupsfor: |3 2| weeks
Create weekly full backup on this day: Sunday

Keep monthly full backups for: |11 2| months

Use weeldy full backup from the following week of a month: | First

[ Keep yearly full backupsfor. |5 2| years

Use monthly full backup from the following month: January

Save As Default

Advanced settings include health check and compact schedule, notifications settings,

and automated post-job activity options.

< Previous Mext >

DDEALMART\csuna
Map backup

Advanced

Cancel
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23. On the Target page, click
Advanced.

New Backup Copy Job X

Target
k:w j Specify the target backup repository, number of recent restore points to keep, and the retention policy for full backups. You can
o ] use map backup functionality to seed backup files.

=
Job Backup repository:
o Scale-out Backup Repository_Azure Blob with Archive Tier (Created by GOODDEALMART\csun at 1/ v
: £ 12568 free of 126 GB Map backup
Retention policy: 7 3 days v
Data Transfer
[ Keep certain full backups longer for archival purposes Configure...
Schedule 3 weekly, 11 monthly, 5 yearly

Summary

Advanced settings include health check and compact schedule, notifications settings, | =
and automated post-job activity options.

s o
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24. On the Advanced Advanced Settings
Settings, click
- Maint i ificati i
Maintenance. aintenance  Storage RPO Monitor MNotifications  Scripts
Storage-level corruption guard
25. Select the Perform ] Perform backup files health check (detects and aute-heals cerruption)
backup files health check Monthly on:  [Last Saturday Months...
(detects and auto-heals
. Weekly on selected days: Days...
corruption) checkbox and
specify the schedule for _ )
X Full backup file maintenance
the health check if Use these settings to defragment and compact full backup file periedically
required. when the job schedule does not include periadic fulls,
[] Remove deleted items data after 30| B days
26. Select the Remove [[] Defragment and compact full backup file
deleted items data after
. Monthly on: | Last Sunday Manths...
checkbox and specify the
. . Weekly on selected days: Days...
retention days settings for
deleted workloads if
required.
27. Select the Defragment
and compact full backup
file checkbox and specify
the schedule for the
compacting operation if Cancel
required.
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28. On Advanced Settings,
click Storage.

29. Select the Enable inline
data deduplication check
box.

30. Select the compression
level for the backup copy
from the drop-down list.

Advanced Settings

Maintenance Storage RPO Monitor Motifications  Scripts

Data reduction
[+] Enable inline data deduplication (recommended)

Compression level:

Auteo (recommended] v

[Auto (recommended]
Mone
Dedupe-friendly

Created by GOODDEALMART\csun at 1/7/2023 8:7 Add...

Manage passwords

Save As Default Cancel
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31. Select the Enable backup Advanced Settings
file encryption checkbox
to encrypt the content of
backup files. Data reduction

Maintenance Storage

32. Select a password from e el

the drop-down list. If you Auto (recommended)
haven't done SO, click Add Use this opticn to keep the existing compression level.

or use the Manage
passwords link to create a Enciyplion

Enable inline data deduplication (recommended)

[“1:Enable backup file encryption:

new password. S

Save Az Default

Created by GOODDEALMART \csun at 1/7/2023 &1 ~

! Loss protection disabled Manage passwords
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33.

34.

35.

On the Advanced Settings
page, select RPO Monitor.

Select Warn me if backup
is not copied within the
checkbox, and specify the
desired RPO in minutes,
hours or days.

Select Warn me if log
backup is not copied
within the checkbox. If
you have enabled copying
of log backups, specify
the desired RPO in
minutes, hours or days.

Advanced Settings

Maintenance Storag Motifications  Scripts

Menitors compliance with your offsite RPQ by changing the backup copy job
status to a warning whenever the newly created restore point is not copied over to
the target repository within the specified time.

Warn me:
If backup is not copied within 1 B |days ~
[ If leg backup is net copied within 1 | [hours

Save As Default Cancel
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36. On the Advanced
Settings, select
Notifications.

37. Keep the default settings.

Advanced Settings

Maintenance 5torage RPO Monitor

[] send SNIMP notifications for this job

[ Send e-mail notifications to the following recipients:

Ty¥pe in ene or more e-mail addresses separated by semicolon

Send daily summary 2t [10:00PM. =/ €D
Use global notification settings

Use custom notification settings specified below:

[Fe)obResult?] %JobMame’t (360bjectCount® machines) Ylssues?
Motify on success

Motify on warning

Motify on errar

Save As Default - Cancel
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38. On the Advanced Settings
page, click Scripts.

39. Keep the default settings.

40. Click OK.

Advanced Settings

Maintenance Storage

Job scripts

[] Run the following script before the job:

[] Run the following script after the job:

RPO Monitor Motifications

g ) T hae cmccic
Run scripts every |1 backup sessi

-

Run scripts on the selected days only

Save As Default

Browse,..

Browse...

Days...

Cancel
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41.

On the Target page, click
Next.

New Backup Copy Job X
Target
- Specify the target backup repository, number of recent restore points to keep, and the retention policy for full backups. You can
= use map backup functionality to seed backup files.
Job Backup repository:

Scale-out Backup Repository_Azure Blob without Archive Tier (Created by GOODDEALMART\csun a v

Objects =
= 125GB free of 126 GB Map backup
[T R
Data Transfer
[ Keep certain full backups longer for archival purposes Configure...
Schedule 3 weekly, 11 monthly, 5 yearly
Summary
Advanced settings include health check and compact schedule, notifications settings, Anced

and automated post-job activity options.

< Previous Cancel

42.

43.

44.

45.

On the Data Transfer
page, Select Direct if you
plan to copy backup files
over high-speed
connections.

Select the Through built-
in WAN accelerators if
you copy backup files
over WAN or slow
connections.

Select a WAN accelerator
configured in the source
site from the Source WAN
accelerator drop-down
list.

Select a WAN accelerator
configured in the target
site from the Target WAN

() Through built-in WAN accelerators
Object data will be sent to target repository through WAN acceleraters that must be deployed in
both source and target sites. This mode provides for significant bandwidth savings.

Target

Source WAN accelerater,
Schedule

Summary Target WAN accelerator:

< Previgus Mext > Cancel

Mew Backup Copy Job X
Data Transfer
- Choose how chject data should be transferred from source to target backup repository.
Job (®) Direct
Object data will be sent directly from source to target repositary. This mode is recommended for
Objects copying backups on-site, and off-site over a fast connection.
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accelerator drop-down
list.

46. Click Next.

47. On the Schedule page, New Backup Copy Job
. Schedule
Select Any tl me - Specify when this job is allowed to transfer data over the network. Backup copy jobs run continuously, starting data transfers

[= | sccordingtocopyinterval and/or as the new object restore paints appear.

(continuously) if this job
Job This job can transfer data:
can tranSfer data at any @ Anytime (continuously)

Objects O Dui ) )
. During the following time periods only:
time.

e w(zzassmgzasamn(z
48. Select During the ——
following periods only if i
ummary
required.
Disabl
49. Click Apply.
<Previous | [ Apply || o Cancel
50. Select Enable the job on N A L o

Summary

the Summary page When I -w Review the settings, and click Finish to save and exit the wizard.
click the Finish check box. —

Job Summary:

If you wa nt to start the Name: DCS_Azure Blob with archive Backup Capy
. . . . Objects Type: H_yper-V Backup Copy
job after creating it, click - S o i
FInISh' Data Transfer

Schedule

[ Enable the job when | click Finish

< Previous Bext = Caneel
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Chapter 3

Restore to Microsoft Azure

Veeam Backup & Replication allows you to restore various workloads (VMs, Google VM
instances, physical servers, and so on) to Microsoft Azure from backups.

Restore On-premises VM to Microsoft Azure

This procedure recovers (or moves) a backup VM to Microsoft Azure.

Instructions Screenshot (if applicable)

1. LogintotheAzure portal i ol s s S . i N O
and select Storage + B e o B ¢ W B 0

accounts. (= D

2. On the Storage accounts
page, select +Create.
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3. On the Basics tab,
configure Project details
and Instance details
settings for the new
Storage account and click
Next: Advanced.

Project details

¢ Subscription: Select your
azure subscription, in my
case, is Pay-As-You-Go.

* Resource group: Select
Create new, type
AZPRODVMS in the name
field, and click OK.

= Microsoft Azure 5 Saarch rescurces senices and docs (5+/)
fome » Sormgs accourt

Create a storage account

Instance details

e Storage account name: Type

approves.

* Region: Select (Canada)
Canada Central.

e Performance: Select
Standard: Recommend for
most scenarios (general-
purpose v2 account).

¢ Redundancy: Select Locally-

redundant storage (LRS).

Create a storage account

Buskes
g
e
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4. On the Advanced tab,
keep the default settings
and click Next:
Networking. You can
change settings based on
your requirements.

= Microsoft Azure 3 Searchreoniares. wivees, s 4o G

Create a storage account

Buics  Advanced  Melwsiing  Dilaprotacion  Tags  Rsvew

s s enles e e ecoess

ke e el Paespece O
Biob storage

@ - - . "
| [y

5. Onthe Networking tab,
keep the default settings
and click Next: Data
protection. You can
change settings based on
your requirements.

it R

Home > Storage accounts »

Create a storage account

Basics  Advanced  Networking  Dataprotection  Tags  Review + create

Network connectivity

You can connect to your storage account either publicly, via public IP addresses or service endpoints, or privately, using a
private endpoint.

< ctivity thod *
i Sl (®) Public endpoint (all networks)

(O public endpoint (selected networks)

(O private endpoint

@ Al networks will be able to access t
Private endpoint for accessing this r

more

age account. We recommend using

& privately from your network. Leam

Network routing

Determine how to route your traffic as it travels from the source to its Azure endpoint. Microsoft network routing is
recommended for most customers.

Routing preference @ * ) o
e (®) Microsoft network routing

O intemet routing

<rreviows | [ ext: oote protecton >
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6. Keep the default settings
on the Data Protection
tab, and click Next: Tags.
You can change settings
based on your
requirements.

e O

Home > St nt

Create a storage account

Basis Advanced  Networking  Dataprotection  Tags  Review + create

Recovery

Protect your data from accidental or erroneaus deletion or modification.

[ Enable pointin-time

u: time re:

Days to retain deleted fle shares © 7

Tracking
Manage versions and keep track of changes made to your blob data

[ Baeverkioniig e isbs

u: aly maintai

[ ensble biob change feed

Keep

blobs in your accor

[<revons | [nemimss ]

7. Onthe Tags tab, keep the
default settings and click
Next: Review + create.
You can change settings
based on your
requirements.

2 s e

Home > Storage accounts >

Create a storage account

Basics Advanced  Networking  Dataprotection  Tags  Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same tag to
multiple resources and rasource groups. Leam more about tags

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name value Resource

N v | [ Al resources selected

Review + create <previous | | Next: Review + create >
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8. On the Review + create
tab, review settings, and
click Create.

Arilailin il Sl

Home > Storage accounts >

Create a storage account

@ Validation passed

Basis  Advanced  Networking

Basics

Subscription
Resource Group
Location

Storage account name
Deployment model
Performance

Replication
Advanced

Secure transfer
Allow storage account key access
Allow cross-tenant replication

Default to Azure Active Directory
authorization in the Azure portal

Infrastructure encryption
Blob public access

Minimum TLS version

Enable hierarchical namespace
Enable network file system v3
Access tier

Large file shares

Dataprotection  Tags ~ Review + create

Pay-As-You-Ga
AZPRODVMS
canadacentral
azprodms
Resource manager

Standard

-redundant storage (LRS)

Enabled
Enabled
Enabled
Disabled

Disabled
Enabled
Version 1.2
Diszbled
Disabled
Hot

Disabled

template for automation

9. Click Go to resource after

creating a new storage
account completed.

[ G

& Lprodvm

@ Your deployment is complete

| Overview #

1 Redepioy O Refresh

© Wediove yourfeedoact >

v Deployment details (Downlosd)

A Nextsteps
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10. On the new storage
account page, select
Access keys.

= azprodvms =

& S migtion
Ty
Propeitios Mg

= ot pervics

59 St e e AV )

el = b

nsible

oy Capab Talorals el T

11. On the Access keys page,

select Show keys.

Zitharen e SR

Home > azprody

> azprodums

azprodvms | Access keys

Storage account
[ Search (ctri+n
= Ovenview
& Acivitylog
@ Tags
& Diagnose and solve problems
. Access Control (AM)
& Data migration

Events

Storage Explorer (preview)

Data storage
= Containers
& File shares
M Queues

0 Tables

Security + networking
& Networking
& Azure CDN
Access keys
@ Shared access signature
& Encryption
O security
Data management
@ Geo-replication

@ Data protection

B Ohiact ranlication

@ showkeys (O Set rotation reminder () Refresh

Access keys authenticate your applications' requests to this storage account. Keep your keys in a secure location like Azure
Key Vault, and replace them often with new keys. The twa keys allow you to replace one while still using the ather.

Remember to update the keys with any Azure resources and apps that use this storage account. Learn more

Storage account name

azprodums

keyl

Last rotated: 05/10/2021 (0 days ag0)
() Rotate key

Key

Connection string

key2

Last rotated: 05/10/2021 (0 days ago)
(D Rotate key

Key

Connection string
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12. Copy the storage account
name and Key to a safe
place. We will need them
at laser settings.

Hom
earch (C @ > »
< Hidekeys (© st rotation reminder () Refresh
= Ovenvew
Access keys authenticate your applications’ requests to this storag
g A Key Vault and replace them often with ne keys. The two keys allow
@ Tags Remember to update the keys witt

P Diagnose and solve problems. Storage account name
R Access Control (AM) i

& Ostamigeation o

Last rotated: 05/10/2021 (0 days ago)

% Storage Explorer (preview)

Data storage

1. Keep y

Microsoft Azure P search resources, services, and docs (G+/)

replace one whi

any Azure resources and apps that use this storage acc

= - - RYDL
= Containers
Connection string
 File shares e — iey=Cn+DQ5.. ©
T Queves
key2
@ Tab
e Last rotated:
Security + networking C
2 Networking
h3HWpHE..
@ AwrecON .
= Connection string
Access N
eys JviNoR- B

@ shared access signature

@ enaryption

O seauity
Data management
® Geo-replication
@ Data protection

B et rartica

13. On the Veeam
management console,
from the main menu,
select Manage Cloud
Credentials.

R, Mariage Credefiiols /

292 Manage Cloud Credentials
) Manage Passwards

General Options

-
Users and Roles
() :
Network Traffic Rules t
=5, !
ﬁj Configuration Backip
=
Console »
Color Theme »

License

Help »

x Exit

o
e 8 epr
5@ Inventory Pty

B packup Infrastrucrure

Tape Infrastructure

Eﬁ Files

:‘% History
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14. Click Add on the Manage

Cloud Credentials page
and select Microsoft
Azure storage account.

Manage Cloud Credentials

Manage Cloud Credentials

Use this dialog to centrally manage all public cloud accounts and their passwords.

[Next Run

<not scheduled >
[10/3/2021 4:00 PM
[10/5/2021 7:00 PM
(10/5/2021 7:00 PM

Account Type Description Last edited

Add.. [10/5/2021 7:00 PM

Target T

Veeam Cloud Connect service provider account...

Amazon AWS access key..
Microsoft Azure storage account...
Microsoft Azure compute accourt...

Google Cloud access key,

oK

[10/5/2021 8:05 PM
[10/5/2021 5:10 PM
10/5/2021 8:10 PM
10/5/2021 8:10 PM
[10/3/2021 8:10 PM
[10/5/2021 8:10 PM
[10/3/2021 8:10 PM
[10/5/2021 8:10 PM
[10/5/2021 9:00 PM
[10/5/2021 9:00 PM
(10/5/2021 9:00 PM
10/5/2021 9:00 PM

Cancel

15. Paste the storage account

name to Account, paste
the key to Shared key,
and click OK.

Manage Cloud Credentials

Cerfificate
Eg Use this dialog to centrally manage all public cloud accounts and their passwords.

| Account Type Description Last edited | Add...
Credentials w =
E Account: | azprodvms | Remove
Ek Shared key: | ! 4\|
Description:
| Cance
QK Cancel
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16. Click Add on the Manage
Cloud Credentials page
and select Microsoft
Azure compute account.

Manage Cloud Credentials X Next Run

Manage Cloud Credentials <not scheduled>

Conmoer
=_ Usethis dizlog to centrally manage all public cloud accounts and their passwords. 10/5/2021 4:00 PM
R 10/5/2021 7:00 PM

10/5/2021 7:00 PM
10/5/2021 7:00 PM

Description Last edited Add..

Target T

Account Type

Amazon AWS access key...
Microsoft Azure storage account..
Microsaft Azure compute account...

Google Cloud access key...

Veeam Cloud Connect service provider account...

r'e

10/5/2021 8:05 PM
10/5/2021 5110 PM
10/5/2021 8:10 PM
10/5/2021 8:10 PM
10/5/2021 8:10 PM
10/5/2021 8:10 PM
10/5/2021 8:10 PM
10/5/2021 8:10 PM
10/5/2021 9:00 PM
10/3/2021 9:00 PM
10/5/2021 9:00 PM
10/5/2021 9:00 PM

oK Cancel

17. On the Initial
Configuration page, click
Next.

&% Microsoft Azure Compute Account

Initial Configuration
Add or edit your Microsoft Azure compute account to enable direct restore of any backup to Microsoft Azure,

Add or edit your Microsoft Azure compute account ta leverage public cloud resources.

Deployment Type

and Azure blob storage integrations for a scale-out backup repository.

Subscription Learn more

Summary

Previous Mext > mish

Registering your Microsoft Azure compute account enables you to leverage direct restore to cloud laa$

Cancel
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18 On the Deployment Type %% Microsoft Azure Compute Account x
. Deployment Type
page, select Microsoft # Chaose whether you want to register a public cloud or on-prem deployment of Microsoft Azure,
Azure.
Initial Cenfiguration (® Microsoft Azure
e Register an account for the public cloud computing service hosted in a global network of
19. Select Global from the nt Type. Microsoft-managed data centers.
Region:
. . . Subseription
region list and click Next. Global %
Summary
() Microsoft Azure Stack
Register an account for a hybrid cloud computing service delivering Microsoft Azure services from a
private or service provider's data center.
< Previous Mext > Cancel
20 Select the method Of @ Microsoft Azure Compute Account b 9
. . | Subscription
m pOFtI ng YOU r AZU re } ﬁ Import your Azure Resource Manager subscriptions.
|
Resource Manager
Initial Configuration Specify the user account to access your Azure Resource Manager subscriptions.

subscription on the
Subscription page. You
have two options: Use the
existing account and
Create a new account.

* The Azure account must
have the Contributor role
privileges for the required
subscription. However, you
can create a custom role with
minimal permissions if the
Contributor role cannot be
used.

¢ Only subscriptions that
belong to the selected

(O Create a new account
Deployment Type

1 Configure account
Summary (® Use the existing account
‘ Account:
‘ v Add...
Manage accounts
Linux support

[ Enable direct restore of Linux-based computers

Select this option if you plan to restore backups of Linux-based machines directly to Microsoft
Azure.

< Previous Next > Cancel
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account's directory will be
added.

¢ In this scenario, you cannot
add an account with enabled
MFA. You must disable MFA
for the required account. App
passwords are not supported.

¢ If you have more than one
Azure Active Directory tenant
associated with your account,
specify which tenant to use.

21. On the Subscription page,
select Use the existing
account and click Add.

22. Enter a username in the °
. { Subscription
U sername fl e I d . A r@ Import :r’our Azure Resource Manager subscriptions.
2 3 . E nte ra pa SSWO r‘d i n t h e . Initial Configuration Specify the user account to access your Azure Resource Manager subscriptions.
Password field and click | DeploymentType | Crodentils *
O K. b w E‘ Userame: |azureq. @@n" .com | | Browse... o
1 Summary k Password: l---ooool » |
Description: N
directly to Microsoft
Cancel

< Previous Next > Cancel
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24. On the Subscription page,
click Next.

%" Microsoft Azure Compute Account

Subscription
ﬁ Import your Azure Resource Manager subscriptions.

Initial Configuration Specify the user account to access your Azure Resource Manager subscriptions.

[] Enable direct restore of Linux-based computers
Select this option if you plan to restore backups of Linux-based hi

(O Create a new account
Deployment Type Account
Configure account
Summary (® Use the existing account
Account:
A az last edited: less than & vl | Add.. |
Man, Nt
Linux support

directly to
Azure.

| < Previous Next > Finish

Cancel

25. On the Summary page,
click Finish.

%" Microsoft Azure Compute Account

Summary
# Initial ion has been f

Click Finish to exit the wizard.

Initial C Summary:
icrosoft Azure Compute account has been saved successfully.
Deployment Type
Subscriptions:
Subscription Pay-As-You-Go

| < Previous Next >

Cancel
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26.

27.

If you Select Use the
Create a new account,
Veeam Backup &
Replication will register a
special application on
Azure. Veeam Backup &
Replication will use this
application to
communicate with Azure.
Mind the following
prerequisites.

¢ A Microsoft Azure
account that you plan to
add to Veeam Backup &
Replication must have the
Owner role privileges for
the subscription that will
be used for restoring to
Microsoft Azure. Owner
role privileges are
required to provide
access to a subscription
for the created
application.

* The user must have
privileges to register
applications: Global
Administrator privileges
or the enabled Users can
register applications
option in the Azure
portal.

Select Create a new
account on the

{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{

1
|

5

%> Microsoft Azure Compute Account

Subscription

Initial Configuration
Deployment Type
‘Subscripti

Summary

Import your Azure Resource Manager subscriptions.

Specify the user account to access your Azure Resource Manager subscriptions.

(® Create a new account
Account:

(O Use the existing account

Manage accounts
Linux support
[ Enable direct restore of Linux-based computers
Select this option if you plan to restore backups of Linux-based machines directly to Microsoft
Azure.

< Previous Next > Cancel
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Subscription page and
click Configure account.

28. On the Failed to invoke ® Microsoft Azure Compute Account 3
Subscription
POWG I’Sh e | I q ue ry error r@ Import your Azure Resource Manager subscriptions.
page, click this link to
. Initial Configuration
install Azure PowerShell.
Deployment Type
Failed to invoke PowerShell query.
_ This server does not seem to have Azure PowerShell installed.
Summary o) Please follow this link install it and try again.
If you installed Azure PowerShell while Veeam Backup & Replication
console was open, please restart the console. =
Lin{
["] Enable direct restore of Linux-based computers
Select this option if you plan to restore backups of Linux-based machines directly to Microsoft
ure.
rson
29. On the Microsoft Azure | & Micr

PowerShell Setup page,
select | accept the terms
in the License Agreement
checkbox and click Install.

%

4 Summary

Initial Configuratiof

Deployment Type

il

Subscription

Import your Azure Resource Manager subscriptions.

2 Microsoft Azure PowerShell - March 2021 Setup -

Please read the Microsoft Azure PowerShell -
March 2021 License Agreement

Microsoft Azure

IMICROSOFT SOFTWARE LICENSE TERMS
[MICROSOFT AZURE POWERSHELL

These license terms are an
lagreement between Microsoft
Corporation (or based on where you
live, one of its affiliates) and
you. Please read them. They apply
to the software named above, which
includes the media on which you
received it, if any.

(A1 accept the terms in the License Agreement

Print Back Ginstal

~

]

| account

Add...

ccounts

es directly to Microsoft

< Previous Next >

Finish [ cancel
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30. On the User Account
Control page, click Yes.

Microsoft

Verified publisher: Microsoft Corporation
File origin: Hard drive on this computer

Show more details

31. On the Microsoft Azure
PowerShell Setup page,
click Finish.

@ Microsoft Azure Compute Account

Subscription
# Import your Azure Resource Manager subscriptions.

’ Microsoft Azure PowerShell - March 2021 Setup - X
Initial Configuratio eted th f
i Complets e Microsoft Azure
Deployment Type Microsoft Azure PowerShell - March 2021 Setup Wizard
B A e -
Summary 3
: j
ccounts A
es directly to Microsoft
[[esk [ msn | | cond |
| <Previous || Net> || fuih | Cancel
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32. Click OK on the Failed to L
invoke PowerShell query
error page.

Initial Configuration

Deployment Type

_ 0 This server does not seem to have Azure PowerShell installed.

Summary

Microsoft Azure Compute Account
Subscription

Import your Azure Resource Manager subscriptions.

Failed to invoke PowerShell query.

Please follow this link install it and try again.

If you installed Azure PowerShell while Veeam Backup & Replication
console was open, please restart the console.

("] Enable direct restore of Linux-based computers
Select this option if you plan to restore backups of Linux-based machi

Azure.

directly to Mi

< Previous II Next > Finish

Cancel

33. Re-click the Configure
account again after
installing Azure
PowerShell.

W

Summary

Initial Configuration

Deployment Type

%> Microsoft Azure Compute Account

Subscription
Import your Azure Resource Manager subscriptions.

Specify the user account to access your Azure Resource Manager subscriptions.
(@ Create a new account

Account:
Configure account
O Use the existing account
Account
Manage accounts
Linux support

[J Enable direct restore of Linux-based computers

Add...

Select this option if you plan to restore backups of Linux-based machines directly to Microsoft

Azure.

< Previous Net> | Finish
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34. Enter the credentials of
an existing Microsoft
Azure account in the
browser window. Veeam
Backup & Replication will
retrieve information
about subscriptions and
resources associated with
this account.

Signinto your sccount

2% Microsoft

Q

Sign in

csun@t x

\JP——
* Import your Azure Resource Manager subscriptions.

Specity the user account to access your Azure Resource Manager subscriptions.

N ® Creste s new account
5 Deployment Type Account:

e
e T

777 importing Anure subscription configuration... | Monage accounts

[ il Configueation

=

LT e et restore of LU Computers

@ sign-in options

Aaure.

<Previous | | Nea» Cancel

Sign i to your account

B¥ Microsoft a

€ csun@

Enter password

] e
% @ e o e B Mg ubcipors.

A i ontgesion e e e e oy
assword * ® Greate s new account

§ Deployment Type

L S T TSt oY DN S COmpRer

Rewre.

3
#
%
#
3
%

<Previous | Net> Cancel
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35. On the Subscription page,

click Next.

Initial Configuration

Summary

%" Microsoft Azure Compute Account

Subscription
ﬁ Import your Azure Resource Manager subscriptions.

Specify the user account to access your Azure Resource Manager subscriptions.

Create a new account
Account:

o=

nfigur 0
Use the existing account
Add...
Manage accounts
Linux support
[ Enable direct restore of Linux-based computers
Select this option if you plan to restore backups of Linux-based hines directly to
Azure.
<Previous | | Next> Finish || Cancel
3 6 . O n th e Su mmary page, %" Microsoft Azure Compute Account
. .. Summary
click Finish. (@ Initial ion has been comp Click Finish to exit the wizard.
Initial C Summary:
icrosoft Azure Compute account has been saved successfully.
Subscription
Subscriptions:
I | e
< Previous Nexdt > Cancel
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37. On the Manage Cloud Manage Cloud Credentials X
Credentials page, click OK. | Manage Cloud Credentials
ER Use this dialog to centrally manage all public cloud accounts and their passwords.
Account Type Description Last edited Add...
?&E P l - . Y e T‘ ; Edi‘
A azurecpio@upic... Microsoft Azure ... azurel less than a day ago
?&(»v . e . P cor. 2 RemWe
Af
Af
Af
OK Cancel

38. Right-click the backup VM
you want to restore to
Azure and select Restore
to Microsoft Azure.
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39. On the Subscription page,
select a subscription from
the Subscription drop-
down list, whose
resources you want to use
from the Locations list
and select a geographic
region where you want to
place the restored
machine.

40. Select a geographic region
with at least one storage
account associated with
the subscriptions and click
Next.

Restore to Microsoft Azure

Subscription
Specify Azure subscription and data center region to restore to.

AN

Machine Subscription:

VM Size Location:
Canada Central

Resource Group

Network

Secure Restore

Reason

Ready to Restore

[J Use Azure proxy VM
FABBKO1.Titan.Local

[ e ’
Specify Azure subscription and data center region to restore to.

<

Choose the Azure data center region where the VMs should be restored to.

Cancel

41. In the Azure VM
Configuration list, select
the machine and click
Edit.

Restore to Microsoft Azure

VM Size
I Specify the storage account and disk type for the restored VM.

Resource Group
Network
Secure Restore
Reason

Ready to Restore

Machine Azure VM configuration:
Name VM size Storage account
Subscripti . =
il | ~J TEST Select VM size Select storage account

< Previous

Next >

Disks...

Cancel
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42. Select a size for the
restored VM from the Size
list. Next, select the right
VM size corresponding to
the initial machine
configuration.

43. From the Storage account
list, select a storage
account whose resources

VM Size
| Specify the storage account and disk type for the restored VM.

Machine TEST Size

Subscription Size:

Resource Group

Basic_A2 (2 cores, 3.50 GB memory)
@i Cores: 2
&' Maxdisks: 4

1 Network

&7 Memory: 35068
i Storage type:
| Secure Restore 9¢ P
| unmanaged
jiieon Storage account:
Ready to Restore azprodvms

Choose the storage account a VM should be placed in.

e account

storage account

you want to use to store | Concel
the disks of the restored j
machine. The storage f Disk..
account mUSt be < Previous Next > Cancel
compatible with the VM e T T
size you select. The list of
storage accounts contains
only general-purpose
storage accounts. Click
OK.
44 |n the Azur‘e VM Restore to Microsoft Azure
. . . VM Si;
Conflgu I’atlon ||St, Se|eCt (¢5 Spt(if:thestcrageaccountanddlsk(ypeior(he restored VM.
the machine and click
. Machine Azure VM configuration:

Disks. B Nome VMsize Storage account

SEECRI E "EST Basic_A2 (2 cores, 3.50 GB me...  azprodvms

| wsee

Resource Group

Network

Secure Restore

Reason

Ready to Restore

< Previous Next > Cancel
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45.

46.

Select a disk and click the
Disk Type button if you
have selected the
managed storage type.
Then, in the Select Azure
VM Disk Type window,
select one of the
following types: Standard
HDD, Standard SSD or
Premium SSD.

On the Resource page, by
default, Veeam Backup &
Replication restores a
machine with its original
name. However, if
necessary, you can define
a new name for the
restored machine. Select
the machine In the
Resource group list and
click the Name button.

Restore to Microsoft Azure

Resource Group
Specify the resource group to place the restored VM into.

N

Machine Resource group:
Machine name

Subscription TEST

VM Size
Resource Group
Network
Secure Restore
Reason

Ready to Restore

VM name
test

< Previous

Resource group

W) Select resource g...

“a

Next >

Group...

Cancel
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47. In the Change Name
window, specify a change
name rule — add a prefix

Resource Group

A

Specify the resource group to place the restored VM into.

. .. Machine Resource group:
and SuffIX tO the 0r|g|na| 1 o Machine name VM name Resource group
ubscription
machine name — and = Change Name x
C|ICk OK * ;pecify h:u-lselmed VM name should be changed.
_ name to:
1 Network D A
i Secure Restore new-
I Reason [ Add suffic
-restored
| ReadytoRestore
)
3 -.:m Group...
< Previous Next > Cancel
j oo — e ———— -
48. By default, Veeam Backup Restore to Microsoft Azure
. . Resource Gi
& Replication creates a empe SR o
AN
new resource group for
R Machine Resource group:
the restored machine and Machine name M name Resource group
I th h. . .t ECetnpton [E mmTEST test (@) Select resource g...
places the machine in it. e
However, if necessary, T
you can place the Network
machine in an existing Secure Restore
resource group. In the pesos
. Ready to Restore
Resource group list, select
the machine and click \
Group. -
< Previous Next > Cancel
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49. In the VM Resource
Group window, select
Place VM into the existing

Resource Group
| Specify the resource group to place the restored VM into.

Machin —_—
resource group to place g TEST Resource Group Fherea |
Subscripti
the mach|ne |n an ex|st|ng 5. P Specify the resource group that serves a5 a container to help [pelect resource ...
VM Size you manage a collection of Azure resources.
resource group or select T (© Place VM ko the cxisting resource groups
\ AZPRODVMS v
Create a new resource 1 Network
group. For example’ l Secure Restore O Create a new resource group:
suppose you want to fiie=n
create a dedicated j Fedises
-:- Cancel
resource group for the ; )
restored machine. ]
50. Click OK. 1
< Previous Next > Cancel
) — — ST —— ————
51. At the Resource Group
. Resource Grou
age, C I | Ck N eXt . Specify the veso:lce group to place the restored VM into.
Pass AN
Machine Racourca.acoun:
1 s TEST Resource Group X lource group
F Specify the resource group that serves as a container to help [elect resource g...
VM Size you manage a collection of Azure resources.
_ @® Place VM into the existing resource group:
\ AZPRODVMS v
1 Network
i Secure Restore O Create a new resource group:
i Reason
| Readyto Restore
3 e
] < Previous Next > Cancel
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Restore to Microsoft Azure

@

52. Select the machine in the
Virtual network list and
click Network.

Network

Specify the virtual network to connect the restored VM to.

Machine Virtual network:
. Name Virtual network Network security group
Sub=crpion [ mm—rest €5 Select network Emply
VM Size
Resource Group
[ Newor
Secure Restore
Reason
Ready to Restore
Network... Group...
< Previous Next > Cancel
53. Select a network to which
. Network
th e mac h Inem USt be ( ¢ 5 Specify the virtual network to connect the restored VM to.
connected from the
. . Machine Virtual network:
Virtual network list. i etwork security group
Subscription  EPFCTEST Virtual Network X [
54. From the Subnet list, s R
SeleCt asu bnet for- the | Resotkce Gy Specify the virtual network to connect proxy VM to.
S | | -
machine. I FrontEnd S
1 Secure Restore Choose an IP address range for the virtual network.
1 Reason Public IP:
55. Veeam BaCkUp & i® Do not assign (more secure) v
. . . ! Ready to Restore
Replication can assign a ! Ganca
public IP for the restored I
VM, which can be used ]
. . Gi
for communications over ! o
] < Previous Next > Cancel

the internet. By default, a
public IP is not assigned.
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56. From the Virtual network
list, select the machine
and click Group.

Restore to Microsoft Azure

Network
l Specify the virtual network to connect the restored VM to.

Resource Group
Secure Restore
Reason

Ready to Restore

Machine Virtual network:

-~ Name Virtual network Network security group
Subscription B = e L
VM Size

Group..
< Previous Next > Cancel
57. Select the network
security group from the a ?,fmevmu.n network to connect the restored VM to.
list and click OK. The N
Machine Virtual network:
restored machine will be ! o blatne Vitual natiork etk sy Groiip
added to the selected e () ——esr ST ORIT-VN... | Emmety
network secu rity group. If Rsource Giotip EPFCTEST Network Security Group X
you leave the field empty, ':::;*m'*'vsw"w -

Veeam Backup &
Replication will create a
new network security
group.

1 Secure Restore

1
i Reason Cancel

Choose the network security group to add the created Azure VM to.

Ready to Restore

< Previous Next >

e . e

N

Finish Cancel
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58. On the Network page, Restore to Microsoft Azure X
. Network
click Next. Specify the virtual network to connect the restored VM to.
Machine Virtual network:
o Name Virtual network Network security group
Subscription [ mmwrest <> W AZ-DRO1-VN.. Empty
VM Size
Resource Group
Secure Restore
Reason
Ready to Restore
e
< Previous Next > Finish Cancel
59. On the Secure Restore Restore to Microsoft Azure X
Secure Restore
page, yO U Ccan scan ( 5 Scan the selected backup for malware, such as viruses or prior to p ing the restore. This requires a
. R ¢ compatible antivirus installed on the mount server specified for the corresponding backup repository.
machine data with
.. Machine [ Scan the restored VM for malware prior to performing the recovery
a nt IvVirus SOftwa re befO re The VM you are about to restore will be scanned by antivirus software installed on the mount server
. ) Subscription to prevent the risk of bringing malware into your environment.
restoring the machine to .
VM Size
Microsoft Azure B G )
. Network
60. Click Next. st
Reason

Ready to Restore

< Previous Next > Finish Cancel
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61. Enter a reason for
restoring the machine on
the Reason page and click

Restore to Microsoft Azure

Reason
Type in the reason for perf
reference.

ing this restore operation. This inf

X

will be logged in the restore sessions history for later

Machine Restore reason:
Next. =
Subscription
VM Size
Resource Group
Network
Secure Restore
Ready to Restore
[ Do not show me this page again
S Bl =
62. At the Summary page, Restore to Microsoft Azure X
. .. Ready to Restore
CI IC k F| nis h . @ Please review the restore settings before continuing. The restore process will begin after you click Finish.
Machine Summary:
PDeployment model: Resource manager
Subscription Subscription: Pay-As-You-Gc ‘™ @’
Location: Canada Central
VM Size
Items
Original machine name: TEST
Resource Group New VM name: epfctest
N & Restore point: less than a day ago (7:21 PM Wednesday 10/6/2021)
VM size: Basic_A2 (2 cores, 3.50 GB memory)
Secure Restore Storage account: azprodvms
Resource group: AZPRODVMS
Reason Virtual network:
Subnet: FrontEnd
e vl
Secure Restore: Disabled
[ Power on target VM after restoring
: < Previous Next > Cancel
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63. Make sure the restore
status is Success.

Restoring VM
MNarne: SETEST Status: Success
Restore type: Restore to Azure Start time:  10/7/2021 £:30:38 PM
Initiated by: Endtime:  10/7/2021 £:45:05 PM
Statistics Reason Parameters Llog
Message Duration
() Starting restore job
() Potential data sovereignty violation: target : location (Canada Central) do...
() Using Azure proxy |
() Queued for processing at 10/7/2021 6:30:42 PM
() Processing epfctest 0:14:22
(1 Required backup infrastructure resources have been assigned 0:00:08
(£ Restoring Scsi0-0\WIN2019.vhdx (127 GB) : 10.7 GB restored at 12 MB/s 0:10:10
(3 Performing conversion 0:03:12
() Creating Azure VM 0:00:41
) Conversion completed, first Azure VM boot may take longer time than usual
() Restore completed successfully
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Chapter 5

SureBackup

SureBackup is a Veeam technology that allows you to test VM backups and see if you can recover
data from them. In addition, you can check any restore point of a backed-up VM.

During a SureBackup job, Veeam Backup & Replication performs "live" verification, which
includes scanning the backed-up data for malware, booting the VM from the backup in an

isolated environment, running tests for the VM, powering the VM off, and creating a report on
recovery verification results.
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Creating Application Group

The application group contains one or more VMs dependent on the verified VM. These VMs run
applications and services that must be started before the verified VM can function correctly. For
example, the application group usually includes a domain controller, DNS server, and DHCP
server.

When you create an application group, you specify the role of each VM, as well as its boot
priority and delay. You can also specify which tests must be run to validate the VMs in the
application group.

When a SureBackup job starts, Veeam Backup & Replication starts in the virtual lab VMs from the
application group in the correct order and runs the necessary tests against them. Veeam Backup
& Replication creates the required environment for the verified VM in this manner. Veeam
Backup & Replication starts the verified VM in the virtual lab only after all VMs in the application
group have been started and tested.

Note:

e Avalid Enterprise edition Veeam Backup & Replication license must be installed on the
backup server.

e If you intend to ping test VMs, the firewall on the tested VMs must allow ping requests.

e If you intend to use a heartbeat test to validate VMs, Hyper-V Integration Services must
be installed in the tested VMs.

e To access the console of a verified VM, the backup server must have RDP client version
7.0 or later installed. The RDP client comes standard with Microsoft Windows 7 and
later.

Instructions Screenshot (if applicable)
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1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

5] Veeam
=IN} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

COODDEAI MART

OUUVUUUCALVIA

csun

Password

v Use Windows session authentication

Save shortcut Connect Close

3. Onthe management
console, Select Backup
Infrastructure.

4. Onthe Backup
Infrastructure page, select
SureBack and click Add
Application Group.

SureBackup
+ * Ot

Add App
Group Virtual Lab Virtual Lab
Manage SureBackup

Backup Infrastructure
(b Add Virtual Lab

B Backup Prosies » (5555 A Virtual Lab requires a host on which to run virtual machines (VMs), and a datastore to store disk changes produced while running a VM
4 B Backup Reposivois from a backup file. An isolated virtual lab network is automatically created based on the production network selected to be mirrored in
the lab.

VMs in the isolated virtual lab network are accessible from the production network through a helper proxy appliance that is automatically
configured and deployed to the selected host as part of Virtual Lab creation.

. Scale-out Backup Repository_Az

Add Application Grouy
7 Scale-out Backup Repository._Az L 3

‘An Application Group defines virtual machine (VM) dependencies by specifying the required boot order of VMs supporting a given
application or service. An Application Group typically includes a domain controller, a DNS server, and a DHCP server (unless static 1P
addresses are used)

All VM in the Application Group selected for a given SureBackup job are started in the specified order and remain running until

the SureBackup job finishes.

s

I, Applicaton Groups
&, Vitual Labs

4 (@i Mansged Senvers Add SureBackup Job
 Microsoft Hyper-V Iﬂd To set up a SureBackup job, select the Application Group containing the core infrastructure services that the virtual machines (VMs) to be
- Microsoft Windows v run in the Virtual Lab are dependent on, and specify which backup jobs you want o use.
< > While the SureBackup job runs in recovery verification mode, all VMs from the selected backup jobs are started and verified one by one.
When the SureBackup job is initated by a U-AIR request, only the required VM from the speciied backup jobi(s) s started (in adtion to
A rome the VMs in the specified Application Group)
inventory @i Run SureBackup Job
To start a SureBackup job against the latest backup, go to the Jobs node in the Backup & Replication tree tab, select and start the job. To

(% Backup nfastructure
Aot start a SureBackup job against an earler restore point, use the Start To command and selectthe desired date and fime.

For each SureBackup job run, a new session is created listing all processed virtual machines (vMs). Clicking a running VM in the session
details window opens the VM console. Right-clicking a VM provides options to restart the VM or invoke an Application ftem Recovery
wizard (available for certain VM roles only).

b

@ ope nfrastructure
[ rie

torage Infrastructure.
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5. Enter the specified
application group name
on the Name page in the
name field.

6. Describe the group
information in the
Description, and click
Next.

Mew Application Group

Name
& Type in a name and description for this application group.

| DCS Application Group

Virtual Machines o
Description:

Summary Created by GOODDEALMART\csun at 1/15/2023 6:43 Ph)

Mext >

Cancel

7. On the Virtual Machines
page, click Add.

New Application Group

Virtual Machines
Application group defines virtual machines running production applications which other virtual machines are dependent on,
Typically, any application group should contain at least domain contraller, DNS server and DHCP server.

Hie Application group VMs:
M Role

Memory Source Add..,

Summary

< Previous Mext » Finisk Cancel
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8. Expand the jobs name on Select Backup *
the Select Backup page Seierk gt
and select the machine. Job name Last restore point Ohbjects Res
. 4 %DCS_HPHV’DZ Backup 1/10/2023 7:50:47 PM 1
9. Click Add. [] pcot-z022 4 days ago (7:53 PM ... 1
%Management_HPH‘u’ﬁ?_ Backup 114/2023 113:38 AM 1
B %Management_ubuntu Immutable Backup 11472023 101615 AM 1
< ¥
||:| ~ Type in an ohject name tosear Q
Add Cancel
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10. Select the machine on the | MevApslicstion Grove
. . Virtual Machines
Vl rtual M aCh Ines page Application group defines virtual machines running production applications which other virtual machines are dependent on,
Typically, any application group should contain at least domain controller, DNS server and DHCP server.
and click Edit.
Name Application group VMs:
VM Role Memory Source | Add.
DCOt-2022 < Not specified> 100% Backup Edit..
Summary
Remove
* e
+ Dowr
‘. < Previous Mext > Finist Cancel
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11. On the Verification
Options page, select Role.

Verification Options x

Ral : : 2
12. Select the roles check box ole Startup Options Test Scripts  Credentials

in the Role. Select roles:

Role

DS Server

Domain Controller (Authoritative Restore)

[] Demain Centreller (Mon-Authoritative Restore)
[ Global Catalog

[ Mail Server

[] s0L Server

[ Veearn Backup for Microsoft Office 363

[ Web Server

Startup options and test scripts will be automatically configured
based on the roles you have selected. Review and adjust the
recommended configuration on the corresponding tabs,
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13.

14,

15.

16.

17.

On the Verification
Options page, select
Startup Options.

On the Start Options
page, In the Memory
section, specify how
much memory you want
to pre-allocate to the VM
when the system boots.

In the Startup time
section, enter the
maximum boot time for
the VM and the timeout
for the VM to

initialize applications.

In the Boot verification
section, select the VM
heartbeat is present
checkbox.

Select VM responds to
ping on any network
interface checkbox.

Verification Options

Raole { Test Scripts  Credentials
Memory
Arnount of memory to allocate to YM: | 100 -
Startup time
Maximum allowed boot time: 2100 3
Application initialization timeout: 120 =

Boot verification
Consider VM to have successfully booted when:
VM heartheat is present
VM responds to ping on any network interface

percent

sec

SEC

Cancel
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18. On the Verification Verification Options %
Options page, select Test
Scripts. Role | Staup Options| Test Scripts | Gradenfials
19. You can add or edit the Specify test scripts for this YM:
script if needed. Bame Arguments Add...
DMS Server Savn_ip% 53 Edit
Domain Controller  Stwm_ip% 389
Remove
Ok Cancel
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20. On the Verification
Options page, select

Verification Options

Credentials. Role  Startup Options Test Scripts  Credentials

21. Select a user account Credentials:
from the Credentials GOODDEALMART\csun (GOODDEALMAIARER.
drop-down list. Manage accounts

22. Click OK.

Cancel

281



Chapter 5 SureBackup

23. On the Virtual Machines
page, click Next.

Mew Application Group

MName

Summary

Virtual Machines
Application group defines virtual machines running production applications which other virtual machines are dependent on,
Typically, any application group should contain at least domain controller, DNS server and DHCP server.

Application group VMs:

VM Role

Memory Source
DCOT-2022

DNS Server; Dom...  100% Backup

+

< Previous Mext > Finish

¥ Pawn

Cancel

24. On the Summary page,
click Finish.

New Application Group

Summary
& Please review the appli

MName
Virtual Machines

cation group settings, and click Finish.

Summary:

lspplication group was successfully created.
Mame: 'DCS Application Group'

Description: 'Created by GOODDEALMART\csun at 1/15/2023 6:43 PM.'
Virtual machines:

'DC01-2022" roles: DNS Server; Domain Controller (Authoritative Restore)

< Previous Mext
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25. On the Backup

26.

Infrastructure page,
expand SureBackup and

select Application Groups.

Ensure the new
application group is
created.

Veesm Backup and Replication

Nome T Paform Wi Count
OGS Applcation G HyperY 1

‘GOODDEALMART\Gsun at 1/15/2023 6.

(3 Backup Infastructure

&

&

Connected to: localhost Bl 110,11

Enterprie Plus Edition

NER: 73 days remaini

ing
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Configuring Basic Single-Host Virtual Labs

The virtual lab is a self-contained virtual environment. where Veeam Backup & Replication
verifies virtual machines (VMs). With Veeam Backup & Replication, it is possible to start VMs
from the application group and the verified VM in the virtual lab, allowing for seamless recovery
and continuity of operations in case of a disaster or unexpected downtime.

The virtual lab itself does not necessitate the allocation of additional resources. VMs running in
the virtual lab, on the other hand, consume CPU and memory resources on the Hyper-V host of
the virtual lab. Therefore, all VM changes made during recovery verification are saved to the
differencing disc (AVHD/AVHDX file) created by Veeam Backup & Replication for the recovered
VM. The changes are discarded once the recovery verification process is completed.

The virtual lab is wholly isolated from the production environment. The virtual lab's network
configuration is identical to the production environment's. For example, if verified VMs and
application group VMs are located in two logical networks in the production environment, the
virtual lab will also have two networks. The virtual lab networks will be mapped to the
corresponding production networks.

The IP addresses of VMs in isolated networks are the same as those in the production network.
This allows VMs in the virtual lab to function precisely as they were in the production
environment.

The introductory single-host virtual lab is ideal if all the VMs that need to be verified, including
the VMs from the application group and the backup server, are connected to the same network.
This ensures efficient communication between them and simplifies the setup process.

Veeam Backup & Replication creates one virtual network mapped to the production network for
the introductory single-host virtual lab. In addition, Veeam Backup & Replication adds a virtual
switch for the virtual lab. The new virtual switch is only available to VMs running in the virtual
lab. There is no routing to other networks outside of the virtual lab.

Veeam Backup & Replication automatically configure all settings for the introductory single-host
virtual lab. In addition, the proxy appliance is also automatically created and configured on the
Hyper-V host where the virtual lab is created.
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Instructions Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication

manager server. NEI Veeam
2. Open the Veeam Backup =i} Backup & Replication 11

& Replication Console,

nd click Connect. . :
and click Connect Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v | Use Windows session authentication

Save shortcut Connect Close

3. Onthe Home page, select

£ g ot
Backup Infrastructure. o8 R

Group Virtual Lab Vitual Lab
Manage SureBackup

Backup Infrastructure

(G Add Virtual Lab

4. Select SureBackup and

N 7 =51 A virtual Lab requires  host on which to run virtual machines (VMs), and a datastore to store disk changes produced while running a VM
pfieres from a backup file. An isolated virtual lab network is automatically created based on the production network selected to be mirrored in
. . Alnovalisbie 1) the lab.
click Add Virtual Lab on Extemal Reposicris VM inthe isolted virtual Iab network are accessibe from the production network hrough  helper proxy appliance that s automaticall
. Je-out Repositores configured s deployed to the'selécted Hostes pét of Vil Lab creation

Scale-out Backup Repository Az

the Backup Infrastructure S|

Add Application Group

2]

An Application Group defines virtual machine (VM) dependencies by specifying the required boot order of VM supporting a given

{23 Senvice Providers application or sarvice, An Application Group typically includes'a domain controller, a DNS Sérver, sid's DHCP Server (unless static P
A S SR addresses are used)
page. o B e o e o o S 1 e e nd i i
£ Virtual Labs the SureBackup job finishes.
4 (@ Managed Servers
Microsoft Hyper-V s Add SureBackup Job
Microsoft Windows. To set up a SureBackup job, select the Application Group containing the core infrastructure services that the virtual machines (VM) to be
EA Linux v run in the Virtual Lab are dependent on, and specify which backup jobs you want to use.
< > While the SureBackup job runs in recovery verification mod, all VM from the selected backup jobs are started and verified one by one.
When the SureBackup job is intiated by a U-AIR request, only the required VM from the specified backup jobs) i started (in addition to
A Home the VMs in the spefied Application Group).
o
@ Inventory @ Run SureBackup Job
o start a SureBackup job against the latest backup, go to the Jobs node in the Backup & Replication tree tab, select and start the job. To

B sacup nfstrcture start a SureBackup job against an earlier restore point, use the Start To command and select the desired date and time.
For each SureBackup job run, a new session is created listing all processed virtual machines (VMs). Clicking a running VM in the session
details window opens the VM console. Right-cicking @ VM provides options to restart the VM or invoke an Application item Recovery
wizard (available for certain VM roles ol

ge Infrastructure

[ L o——
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5. Onthe Name page, New Virtual Lab X
. . . Name
SpeCIfy In the Name fIE|d. & Type in a name and description for this virtual lab.
6. Inthe Description field, [Tame ] fame
|Bas\'c Single-Host 1
describe future i T
references Prowy Created by GOODDEALMART\csun at 1/16/2023 11:42 AM)
Networking
7. Click Next. Ready to Apply
Applying Configuration
ViDL Mext > Finish Cancel
8. On the Destination page, New Virtual Lab x
. . Destination
C||Ck ChOOSG In the HOSG & Specify host to run this virtual lab on. The host can be both standalone, and a part of cluster.
field.
Name Host:
[ | Choose... ]
Prosy
Networking hoase
Ready to Apply
Applying Configuration
< Previous Next > Finish Cancel
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9. Select the host on the
Select Host page, and
click OK.

Select Host .
Select host:
b CE‘! Hosts
» E HPHvO1
= HPHvD2
|E"ﬁ' Twpe in an object name to search for

q
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10. Select the path from New Virtual Lab X
. . Destination
ChOOSG In the Path fIE|d, & Specify host to run this virtual lab on. The host can be both standalone, and a part of cluster,
. [masa]
and click Next.
MName Host:
. [mervoz || choose..
Proxy Path:
Hebibiing [ ci\VeeamVirtualLabs\Basic Single-Host 1 | [ chosse..
Ready ta Apply
Applying Configuration
< Previous Mext > Finr Cancel
11. On the Proxy page, select New Virtus! Lot %
. Proxy
the Use pI’OXV appllance & Configure proxy appliance to be used for this virtual lab. Proxy appliance is required to enable functionality such as automated

[mam| recovery verfication and universal application item restore (U-AIR).
in this virtual lab

Name The proxy appliance provides Veeam Backup server with access to virtual machines running in the

(reco mm end) Checkbox to isolated virtual lab. Without proxy appliance, recovery verification and item restore operations can only
Destinaticn be performed manually, through the VM console.
enable automatic

Use proxy appliance in this virtual lab (recommended)

recovery verification of ' iy [ ]

| Metworking Production network: External Virtual Switch-Ethernet
1P add Obtain automatical
VMS. Ready to Apply AHCIES, it o
DNS server: Obtain automatically Configure...
. Applying Conhgurition O Allow prosg "™ Appliance VM Settings X
12. The proxy appliance uses | :

the same virtual lab name o
by default. However, you =t
can click Edit to change

the Name.

| < Previous Mext > Finyr Cancel
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13. Click Configure and select New Virtal Lab »

. Proxy
d pl’OdUCtIOI’\ network. & Configure proxy appliance to be used for this virtual lab. Proxy appliance is required to enable functionality such as automated
@ recovery verification and universal application item restore (U-AIR).

Name The proxy appliance provides Veeam Backup server with access to virtual machines running in the
isolated virtual lab. Without proxy appliance, recovery verification and itemn restore operations can only
Dectinatian be performed manually, through the VM console.

[ Use proxy appliance in this virtual lab (recommended)

Name: Basic_Single-Host_1 Edit...
Networking Production network: External Virtual Switch-Ethernet
IP address: Obtain automatically

Ready to Apply

DMNS server: Obtain automatically

Applying Configuration
[ Allow proxy appliance ta act as internet proxy for virtual machines in this lab

18080

< Previous Mext > Finis! Cancel
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14. On the Network Settings
page, enter the IP address
of the proxy appliance in
the production network
and the DNS server
settings.

15. Click OK.
Note:

This ensures that the backup
server can communicate with
the proxy appliance and the

VMs running in the virtual lab.

Still, it's essential to keep in
mind that the routing table of
the backup server must be
updated accordingly,
depending on the IP address
assigned to the proxy
appliance.

Metwork Settings

Settings

Production networks
| External Virtual Switch-Ethernet Browse...

VLAM ID: (O =

(C) Obtain an IP address automatically
(®) Use the following IP address

IP address: .. ¥ .20 . 1
Subnet mask: 255 . 295 . 0 . 0
Default gateway: Mm . 1 . 255 .02

Obtain DMS server address automatically
(®) Use the following DNS server address
Preferred DMS server: | R R T

Alternate DMNS server: |
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16.

17.

18.

19.

Select Allow proxy
appliance to act as
internet proxy for virtual
machines in this lab
checkbox if VMs in the
virtual lab can connect to
the internet.

Enter a port number for
HTTP traffic in the Port
field.

If the VMs need to access
the Internet, enter the
proxy server name in the
Production proxy field.

Click Next.
Note:

Allowing the proxy
appliance to act as an
internet proxy enables
HTTP(S) internet access
for virtual lab VMs. Other
protocols (such as the
ICMP protocol used for

ping tests) are not proxied
by the proxy appliance for

VMis in the virtual lab.

Mew Virtual Lab

Proxy

x

[l
E'_{D Configure proxy appliance to be used for this virtual lab. Proxy appliance is required to enable functionality such as automated
m‘ recovery verification and universal application item restore (U-AIR].

MName
Destination
Networking
Ready to Apply

Applying Configuration

The proxy appliance provides Veeam Backup server with access to virtual machines running in the
isolated virtual lab. Without proxy appliance, recovery verification and itemn restore operations can only
be performed manually, through the VM console.

. [ Use proxy appliance in this virtual lab {recommended)

Name: Basic_Single-Host_1 Edit...

Production network: External Virtual Switch-Ethernet
IP address: 10.1.200.1

DN server 101,11

[ Allow proxy appliance ta act as internet proxy for virtual machines in this lab

< Previous Mext > Cancel
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20. Select Basic single-host
(automatic configuration)
on the Networking page
and click Next.

Mew Virtual Lab

Networking

Specify whether the virtual machines to be run in this virtual lab are connected to a single, or multiple production networks,
Name ® Basic single-host (automatic configuration)

. Automatic configuration of virtual lab networking, Isolated network is created using parameters of
Destination network that the Veeam Backup server is located in, which is assumed to be production network.
Recommended optien for configurations with a single production network,

Proxy

O Advanced single-host (manual configuration)

Manual configuration of virtual lab networking. Recommended for advanced scenarios, when some
production virtual machines have dependencies on virtual machines located in different networks,
This option also enables access to additional networking configuration settings.

Ready to Apply

Applying Configuration

< Previous Mext > Finis! Cancel

21. On the Ready to Apply
page, click Apply.

Mew Virtual Lab
Ready to Apply
Please review the settings for correctness, and click Apply to continue.
Hie Virtual lab will be created with the following parameters:
a0 name: Ba5IC SINgIe-T10st |

Host name: HPHV02 7
Folder C:\VeeamVirtualLabs\Basic Single-Host 1

Destination

Proxy Appliance:
Name: Basic_Single-Host_1

Production network name: External Virtual Switch-Ethemet
1P: 10.1.200.1
Subnet mask:  255.255.0.0

Default gateway: 10.1,255.254
DMS:

Netwarking

Applying Configuration

Preferred:
Alternate:

1011

Network configuration type: basic single-host

Metwork optians:

Isolated network: Lab Isolated Metwork (Basic Single-Host 1)
Masquerade IP; 192.168.235.0

Appliance IP:  192,168.0.1

DHCP: enabled

Metwork mapping:

Futernal Virtual Switch-Fihernet --> | ah lsolated Metwark (Rasic Sinale-Host 11 et

< Previous Apply Finis

Cancel
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22. On the Applying MERRE AR x
. . Applying Configuration
Conflgu ratIO n page, & Please wait while required changes are applied, and virtual lab testing is peformed.
[(masa]
ensure the processes are
Name Log:
completed and successful.

Message Duration

@ Virtual lab deployment started at 1/16/2023 11:48:03 AM

23. Click Finish. Pray ¢

Destination

) Creating virtual lab's private networks
Copying proxy appliance VM files 0:00:04

MNetworking Creating proxy appliance YM
) Proxy appliance canfiguration completed 0:00:09
Ready ta Apiply {2 Preparing proxy appliance network specification 0:00:03
) Saving virtual lab info 0:00:02

) Virtual Iab deplayment completed at 1/16/2023 11:48:30 AM

24. On the Backup " e
Infrastructure page, '
expand SureBackup and e
select Virtual Labs. A

Name T Host Platform tion
5 Backup Prosies o b BasicSngleHost 1 HPHVO2 Hypery oy GOODDEALMARTcsun ot 1/16/2023 1

kup Repositories
inavailable (1)

Exteral Repositories

Scale-out Repositories

ale-out Backup Repository_An
ale-out Backup Repository_An
Accelerators

25. Ensure the new Virtual
Lab is created. N e

& Appikation Groups
£, Vitusl Labs

aged Severs
fcrosoit Hyper-V
fcrosoft Windows

A rome
@g inventory.

[ rem—
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Configuring Advanced Single-Host Virtual
Labs

You can use the advanced single-host virtual lab if the VMs you want to test and the VMs in the
application group are on different networks.

Veeam Backup & Replication creates several virtual networks for the advanced single-host virtual
lab. The number of virtual networks corresponds to the number of verified VMs connected to
production networks. The virtual lab networks are mapped to production networks.

Every network in the virtual lab receives a new virtual switch from Veeam Backup & Replication.
For example, if you have two networks in your production environment, Veeam Backup &
Replication will create two networks in the virtual lab and two virtual switches for each network
on the Hyper-V host. The virtual lab's VMs only uses the additional virtual switches. There is no
routing to other networks outside of the virtual lab.

Instructions Screenshot (if applicable)
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1. Logintothe Veeam X
Backup and replication

manager server. NEI Veeam . .
=IN} Backup & Replication 11

2. Open the Veeam Backup
& Replication Console,

nd click Connect. . :
and click Connect Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

Password

v Use Windows session authentication

Save shortcut Connect Close

3. Onthe Home page, select
s
Backup Infrastructure. &gg

Manage SureBackup

Backup Infrastructure

Add Application Group
An Application Group defines virtual machine (VM) dependencies by specifying the required boot order of VMs supporting a given
application or service. An Application Group typically includes a domain contraller, a DNS server, and a DHCP server (unless static IP

2]

4 S I t S B k d i Add Virtual Lab
. Select SureBackup an N e B i
s from a backup file. An isolated virtual lab network is automatically created based on the production network selected to be mirrored in
Scale-out Repositories configured and deployed to the selected host as part of Virtual Lab creation
Scale-out Backup Repository_Az
{2 Senvice Providers
A S SR addresses are used)
%, Virtual Labs.
naged Servers

click Add Virtual Lab on .
g s

Extemal Repositories VMs in the isolated virtual lab network are accessible from the production network through a helper proxy appliance that is automatically
the Backup Infrastructure X
page. e

EA Linux < un in the Vitual Lab are dependent on, and specity which backup jobs you want to use
Vihile the Suresackup job runs in recovery verfication mod, ll VM from the selected backup jobs are started and verfied one by one
Wihen the SureBackup job s intiated by a U-AR request, only the required VM from the specifed backup job(s) is started (in addition to

the VMs in the specified Application Group).

@ Inventory q Run SureBackup Job
. o start a SureBackup job against the latest backup, go to the Jobs node in the Backup & Replication tree tab, select and start the job. To
Stk start a SureBackup job against an earler restore point, s the Start To command and select the desired date and time.
: For each SureBackup job run, a new session is created lsting all processed virtual machines (VMs). Clicking a running VM in the session
i T detals window opens the VM console. Right-clicking a VM provides options to restart the VM or invoke an Application ftem Recovery

wizard (avalable for certain VM roles only).
@ Tope nfestructure

[ e
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5. Onthe Name page, New Virtual Lab X
. . . Name
SpeCIfy In the Name fIE|d. & Type in a name and description for this virtual lab.
6. Inthe Description field, [Thame T pame
|Advanced Single-Host 01
describe future L T
references Prowy Created by GOODDEALMART\csun at 1/16/2023 11:52 AM]
Networking
7. Click Next. Ready to Apply
Applying Configuration
ViDL Mext > Finish Cancel
8. On the Destination page, New Virtual Lab X
. . Destination
C||Ck ChOOSG In the HOSG & Specify host to run this virtual lab on. The host can be both standalone, and a part of cluster.
field.
Name Host:
1 | chaose.. |
Prosy
Networking s
Ready to Apply
Applying Configuration
< Previous Next > Finish Cancel
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9. Select the host on the
Select Host page, and
click OK.

Select Host .
Select host:
b CE‘! Hosts
» E HPHvO1
= HPHvD2
|E"ﬁ' Twpe in an object name to search for

q
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10. Select the path from New Virtual Lab %
. . Destination
ChOOSG In the Path fIE|d, & Specify host to run this virtual lab on. The host can be both standalone, and a part of cluster,
; [(masa]

and click Next.

MName Host:
ﬂ | Choose...

Rroaey Path:
Hebibring |C:\Veaam\lirtua\Lab;\Advan(Ed Single-Host 01 | Choose...

Ready to Apply

Applying Configuration

< Previous Mext > Finr Cancel

11. On the Proxy page, select | v =

. Proxy
the Use p I’OXV a pplla nce & Configure proxy appliance to be used for this virtual lab. Proxy appliance is required to enable functionality such as automated
[maan]| recovery verfication and universal application item restore (U-AIR)
in this virtual lab

Name The proxy appliance provides Veeam Backup server with access to virtual machines running in the

(reco mm end) Checkbox to isolated virtual lab. Without proxy appliance, recovery verification and item restore operations can only
Destinaticn be performed manually, through the VM console.
enable automatic

Use proxy appliance in this virtual lab (recommended)

W—u MName: Advanced_Single-Host_01 _Edlt”.
recovery verification of ' e [ ]

| Metworking Production network: External Virtual Switch-Ethernet
VMS. Readytohnply IP address: Obtain automatically
DNS server: Obtain automatically Configura,..
. fpelyipg Cophguration Proxy Appliance VM Settings x
12. The proxy appliance uses | UL =
T Names
the same virtual lab name o
by default. However, you e

can click Edit to change
the Name.

| < Previous Mext > Finyr Cancel
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13. Click Configure and select New Virtal Lab »

. Proxy
d pl’OdUCtIOI’\ network. & Configure proxy appliance to be used for this virtual lab. Proxy appliance is required to enable functionality such as automated
@ recovery verification and universal application item restore (U-AIR).

Name The proxy appliance provides Veeam Backup server with access to virtual machines running in the
isolated virtual lab. Without proxy appliance, recovery verification and itemn restore operations can only
Dectinatian be performed manually, through the VM console.

[ Use proxy appliance in this virtual lab (recommended)

Name: Advanced_Single-Host 01 Edit...
Networking Production network: External Virtual Switch-Ethernet
IP address: Obtain automatically

Ready to Apply

DMNS server: Obtain automatically

Applying Configuration
[ Allow proxy appliance ta act as internet proxy for virtual machines in this lab

18080

< Previous Mext > Finis! Cancel
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14. On the Network Settings
page, enter the IP address
of the proxy appliance in
the production network
and the DNS server
settings.

15. Click OK.
Note:

This ensures that the backup
server can communicate with
the proxy appliance and the

VMs running in the virtual lab.

Still, it's essential to keep in
mind that the routing table of
the backup server must be
updated accordingly,
depending on the IP address
assigned to the proxy
appliance.

Metwork Settings

Settings

Production networks
| External Virtual Switch-Ethernet Browse...

VLAM ID: (O =

(C) Obtain an IP address automatically
(®) Use the following IP address

IP address: o .- % .20 . 2
Subnet mask: 255 . 295 . 0 . 0
Default gateway: Mm . 1 . 255 .02

Obtain DMS server address automatically
(®) Use the following DNS server address
Preferred DMS server: | R R T

Alternate DMNS server: |
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16.

17.

18.

19.

Select Allow proxy
appliance to act as
internet proxy for virtual
machines in this lab
checkbox if VMs in the
virtual lab can connect to
the internet.

Enter a port number for
HTTP traffic in the Port
field.

If the VMs need to access
the Internet, enter the
proxy server name in the
Production proxy field.

Click Next.
Note:

Allowing the proxy
appliance to act as an
internet proxy enables
HTTP(S) internet access
for virtual lab VMs. Other
protocols (such as the
ICMP protocol used for

ping tests) are not proxied
by the proxy appliance for

VMis in the virtual lab.

Mew Virtual Lab

Proxy

X

Ev_ﬂj Configure proxy appliance to be used for this virtual lab. Proxy appliance is required to enable functionality such as automated
aaaa| recoveryverfication and universal application item restore (U-AIR).

Name
Destination
Metwaorking
Ready to Apply

Applying Configuration

The proxy appliance provides Veeam Backup server with access to virtual machines running in the
isolated virtual lab. Without proxy appliance, recovery verification and item restore operations can only
be performed manually, through the VM console.

Use proxy appliance in this virtual lab (recommended)

MName: Advanced_Single-Host_01 Edit...
Production network:  External Virtual Switch-Ethernet

IP address: 10.1.200.2

DN server: 10.1.1.1

[ Allow proxy appliance to act as internet proxy for virtual machines in this lab
- =

8080 %

< Previous Next > Cancel
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20. Select Advanced single-
host (manual
configuration) on the

Networking page and click
Next.

Mew Virtual Lab

Networking
Specify whether the virtual machines to be run in this virtual lab are connected to a single, or multiple production networks,

@ Advanced single-host (manual configuration)

Isolated Networks

production virtual machines have dependencies on virtual machines located in different networks,
This option also enables access to additional networking configuration settings.
Network Settings

Static Mapping
Ready to Apply

Applying Configuration

< Previous Mext > Finis

Name () Basic single-host (automatic configuration)
. Automatic configuration of virtual lab networking, Isolated network is created using parameters of
Destination network that the Veeam Backup server is located in, which is assumed to be production network.
Recommended optien for configurations with a single production network,
Proxy

Manual configuration of virtual lab networking. Recommended for advanced scenarios, when some

Cancel
21. Select the existing New Virtual Lab X
. Isolated Networks
Network ma pplng on the & Specify isolated networks to be created in this virtual lzb, and how they map on preduction networks.
Isolated Networks page,
. i Hie Network mapping:
and click Edit. Production network  VLAN D Isolated network  VLAN ID Add...
Destinati
D External Virtual Switc..  \/A Lab lsolated Net... 0 =
Proxy :
Remove
Networking
Metwork Settings
Static Mapping
Ready to Apply
Applying Configuration
< Previous Mext > Finis! Cancel
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22. On the Networking
Mapping page, enter a

Isolated Networks

Specify isolated networks to be created in this virtual lab, and how they map on production networks.

name for isolated and —
select a production :amE i N::::;Z:p::jurk VLAN D Isoleted network  VLAN 1D Add..
network from the list that ::t NmrkMap?:;"”‘“”“‘““” = et -
contains VMs from the e o R
application group and Bl o P
verified VMs. Network Settings | solated network: | Leb Isolated Netwark (Advenced Single-Hast01)_+|
Static Mapping VLAN ID: L
23. Select the VLAN ID check et Concel
box and enter an ID Apphing Canfiguratian
number if necessary.
24. Select an isolated _
network from the drop- | <Previous | | Newts T
down list.
25. Select the VLAN ID check
box and enter an ID
number if necessary.
26. On the Isolate Networks New Virtual Lab X
page, click Next. % Iss;:l:\t;d\s:?t::::tworksm be created in this virtual lab, and how they map on production networks.
Gk
Note: Name Network mapping:
T Production network VLAN ID Isolated network VLAN ID Add...
Several production o —— —
networks can be mapped NesiriEng (e
to the same isolated |
network. However, the Netyiork Setiines
production networks you SRS
intend to map must use .
the same network masks e
and IP address pools.
< Previous Mext > Cancel
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27.

28.

29.

30.

Choose an isolated
network to connect this
VNIC from the drop-down
list on the Virtual NIC

page.

Assign the IP address and
Mask to the proxy
appliance in the isolated
network.

This allows for seamless
connectivity between the
VMs in the virtual lab and
the production network,
as the masquerade IP
address is used to mask
the actual IP address of
the VMs running in the
virtual lab, making them
appear as if they are
running on the
production network. In
cases where a specific IP
address range needs to be
used, the masquerade
network IP address can be
easily changed in the
virtual lab settings.

Select Enable DHCP
service on this interface
check box, and click DNS
Servers.

vMIC Connection Settings >

Virtual NIC

Choose solated network to connect this wMIC to:
Lab Isolated Metwork (Advanced Single-Host 01) (External Virtua ~

Prowy appliance [P address in the isolated netwerk (typically the
same as gateway |P address in the corresponding production
netwaork):

IP address: W = 1 T 1

Mask: 2905 .. 2293 . 0 y 0

Masquerade network address for accessing virtual machines
running in this virtual lab from production network:

IPaddress:| 10 || 255 | C D

Enable DHCP service on this interface DMS Servers
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31. On the DNS Servers page, DNS Servers %
click Add.
DS servers:
|P address Add
Remove
32. Enter the DNS Server IP Add DNS Server %
address on the Add DNS
Server page and click Add. Pk 0 . 1 . 1 . 1
Add Cancel
33. On the DNS Servers page, DNS Servers w
click OK.
DS servers:
P address Add
10.1.1.1 o
Remove
K Cancel
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34. On the Virtual NIC page,

click OK.

vMIC Connection Settings X

Virtual NIC

Choose isolated network to connect this vMIC to:
Lab lsolated Metwork (Advanced Single-Host 01) (External Virtua ~

Prowy appliance [P address in the isolated netwerk (typically the
same as gateway IP address in the corresponding production
netwaork):

IP address: m . 1 T 1

Mask: 2900 .. 22ah . 0 ’ 0

Masquerade network address for accessing virtual machines
running in this virtual lab from production network:

Paddress | 10 || 255 | D
Enable DHCP service on this interface DMS Servers
8] 4 Cancel
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35. On the Network Settings
page, click Next.

36. Select the Route network
traffic between vNICs
checkbox if you have

multiple vNICs.

Mew Virtual Lab X
Network Settings
Specify how isolated networks should be connected to proxy appliance VM.

Mame Connect each isclated netwoerk to proxy appliance VM, as you would connect your physical networks to

a router. Network masquerading will allow access to virtual lab VMs fram production environment.

Destination Proxy appliance connectivity:
Proxy vNIC Isolated network  Masquerade [P Appliance IP DHCP | Add..
M vNICT Lab Isolated N...  10.255.xx 10,1.254.1 Yes
Networking
Remove
Isolated Metworks - —

Static Mapping

Ready to Apply

Applying Configuration

< Previous | | Mext> Finist | cancel

37. Select Define static IP
address mapping on the
Static page and click Add

if necessary.

Mew Virtual Lab X

Static Mapping
Define IP address mapping between production and isolated networks for specific IP addresses. Coupled with the corresponding
IE' DNS updates, this will provide convenient access to specific virtual lab VMs for scenarios such as user directed recovery,

Name Static IP address mapping makes corresponding virtual lab VMs accessible from any computer in the
production environment. This enables implementation of unique capabilities such as user directed
Dt universal application item restore (U-AIR), developer access ta previous copy of database, and other.
Define static IP address mapping
P
e Isolated IP Access IP Notes Add..
Networking

Isolated Metworks

Network Settings

Ready to Apply

Applying Configuration

< Previous Mext >

Cancel
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38.

Select the production

IP Address Mapping >
network from the drop-
down list on the IP Production network:
address Mapping page. External Virtual Switch-Ethernet w
39. In the Isolated IP field, lsolated IP: T EEERE
enter an IP address of the
VM in the production. Access IP: ol R i
. Motes:
40. In the Access IP field, -
X Static IP address to access DNS 5en.rer.|
enter the production
network's IP address to
access the virtual lab VM.
41. Describe the future
references in the Notes.
42. Click OK.
43. On the Static Mapping New Virtual Lab X
. Static Mapping
page, Cl |Ck NEXt. Define IP address mapping between production and isolated networks for specific IP addresses. Coupled with the corresponding
[mman] DNSupdates, this wil provide convenient access to specific virtuallab VMs for scenarios such as user directed recovery.
Hie Static IP address mapping makes corresponding virtusl lab VMs accessible fram any computer in the
production environment. This enables implementation of unique capabilities such as user directed
Destinanion universal application item restore (U-AIR], developer access to previous copy of database, and other.
Define static IP address mapping
Bl Isolated IP Access [P Motes Add...
Networking 10.1.1 10.1.10.1 Static IP address to access ...
Isolated Networks
Metwaork Settings
L
Ready to Apply
Applying Configuration
< Previous Mext > Fir Cancel
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44. Review the parameters
on the Ready to Apply
page, and click Apply.

Mew Virtual Lab

E Ready to Apply

[masa]

MName
Destination

Proxy
Networking
Isolated Networks

Network Seftings

Static Mapping

Applying Configuration

Please review the settings for correctness, and click Apply to continue.

Virtual lab will be created with the following parameters:

Lab name: Advanced Single-Host 01
Host name: HPHV02
Folder: C\VeeamVirtuallabs'\Advanced Single-Host 01
Appliance:
Name: Advanced_Single-Host_01

Production network name: External Virtual Switch-Ethemnet
1P: 10.1,2002
Subnet mask:  255.255.0.0

Default gateway: 10.1,255.254
DNS:

Preferred:
Alternate:

1011

Metwork configuration type: advanced single-host

Metwork options:

Isolated network: Lab Isolated Metwork (Advanced Single-Host 01)
Masquerade IP: 10.255.0.0

Appliance IP:  10.1.254.1
DHCP: enabled
DNS:

10111

< Previous

Cancel

45. On the Applying
Configuration page,
ensure the processes are
completed and successful.

46. Click Finish.

Network Settings

Static Mapping

Ready to Apply

Mew Virtual Lab
Applying Configuration
& Please wait while required changes are applied, and virtual lab testing is performed.
[z2as]
Mame Log:
Message Duration
Destination =
3 Virtual lab deployment started at 1/16/2023 1:23:38 PM
Proxy (0 Creating virtual lab's private networks
2 Copying proxy appliance VM files 0:00:04
Metworking £ Creating proxy appliance VM
) Proxy appliance configuration completed 0:00:09
ishitect hiewarks ) Preparing proxy appliance network specification 0:00:03
) Saving virtual lab info 0:00:02

(2 Virtual lab deployment completed at 1/16/2023 1:24:06 PM
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47. On the Backup . g
Infrastructure page, :
expand SureBackup and
select Virtual Labs.

Hos: Platform Description
. HPHVO2 HyperV. Created by GOODDEALMART\csun at 1/16/2023 1.
HPHV02 Hyper-V Created by GOODDEALMART\csun at 1/16/2023 1,

48. Ensure the new Virtual
Lab is created.
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Creating a SureBackup Job

A SureBackup job is a recovery verification task. The SureBackup job collects all recovery
verification task settings and policies, such as the application group and virtual lab to be used,
VM backups that must be verified in the virtual lab, and so on. SureBackup can be run manually
or scheduled to run automatically.

When the verification process is finished, the VMs in the application group are powered down.
Optionally leave the application group's VMs running to perform manual testing or enable user-
directed application item-level recovery.

Instructions Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication

manager server. NEI Veeam . .
2. Open the Veeam Backup =fN] Backup & Replication 11
& Replication Console,

and click Connect. Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Backup Infrastructure.

4. Select SureBackup and
click Add SureBackup Job
on the Backup
Infrastructure page.

SureBackup

+ b 4

Addfpp Add  Comnect

Group. Virtual Lab Vitual Lab
Manage SureBackup

Backup Infrastructure

4 [ Backup Reposiores
" i Unavaisble (1)
ExtemalRepostories
4 [ Scle-out Repositores
Scale-out Backup Repositon A2
Scale-out Backup Repositor_An

+ G Suredackup
I, Application Groups
&, Viual Labs
4+ (ZManaged Severs
> [ Microsoft Hyper-V

B Linux

[ ATmr—

torage Infrastructure

& Tope inrastructure

e

(G Add Virtual Lab
=1 A virtual Lab requires a host on which to run virtual machines (VMs), and a datastore to store disk changes produced while running a VM
from a backup file. An isolated virtual lab network is automatically created based on the production network selected to be mirrored in
the lab.
/Ms in the isolated virtual lab network are accessible from the production network through a helper proxy appliance that is automatically
configured and deployed to the selected host as part of Virtual Lab creation.

=3 Add Application Group
‘An Application Group defines virtual machine (VM) dependencies by specifying the required boot order of VMs supporting a given
application or service. An Application Group typically includes a domain contraller, a DNS server, and a DHCP server (unless static P
addresses are used).

All VM in the Application Group selected for a given SureBackup job are started in the specified order and remain running until

the SureBackup job fiishes.

i~ Add SureBackup Job
To set up a SureBackup job, select the Application Group containing the core infrastructure services that the virtual machines (VMs) to be
run in the Virtual Lab are dependent on, and specify which backup jobs you want to use.
While the SureBackup job runs in recovery veriiication mode, all VM from the Selected backup jobs are started and verified one by one.
When the SureBackup job is initated by a U-AR request, only the required VM from the specified backup job(s) s started (in addition to
the VMs in the specified Application Group).

Run SureBackup Job
To start a SureBackup job against the latest backup, go to the Jobs node in the Backup & Replication tree tab, select and start the job. To
start a SureBackup job against an earlier restore point, use the Start To command and select the desired date and time.

For each SureBackup job run, a new session is created listing all processed virtual machines (vMs). Clicking a running VM in the session
details window opens the VM console. Right-cicking a VM provides options to restart the VM or invoke an Application item Recovery
wizard (avalable for certain M roles only)

120220302 Entery

naining

5. Onthe Name page,
specify in the Name field.

6. Inthe Description field,
describe future
references.

7. Click Next.

Mew SureBackup Job
Name

Virtual Lab

Application Group
Linked Jobs
Settings

Schedule

Sumrmary

OE Type in a name and description for this SureBackup job.

MName:

DC SureBackup_Basic Single-Host

Description:

Created by GOODDEALMART\csun at 1/16/2023 2:04 PM]

5 Mext >

Cancel
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8. Select the Basic Single-
Host virtual lab from the
drop-down list on the
Virtual Lab page and click
Next.

Mew SureBackup Job

€

Application Group

Virtual Lab
Choose the virtual lab to run this job in,

Virtual lab:
| Basic Single-Host 1 w
Created by GOODDEALMART\csun at 1/16/2023 11:42 AM,

Virtual lab info

Linked Jobs Host: HRHV02 Folder: C:\VeeamVirtualLabs\Basic Sin...
Total VMs: 8total Capacity:  930.9GB
Setfings Running VMs: 2 running Freespace: 913.5GB
Schedule
Summary
< Previous Next > P Cancel
9. Select the application New SureBackup Job

group from the drop-
down list.

10. Select Keep the
application group running
after the job completes if
necessary.

11. Click Next.

6

Name

Virtual Lab

Application Group
Choose the application group for this job and verify that all required backups are available.

Application group:
| DCS Application Group ot
Created by GOODDEALMART\csun at 1/15/2023 6:43 PM.

Application group info:

Linked Jobs M Role Source
. DCO1-2022 DNS Server; Domai.. Backup

Settings

Schedule

Summary

Source Status

OK (5 days a...

[ Keep the application group running after the job completes

This opticn enables performing additional manual verification, or user-directed application item

recovery for virtual machines in this application group.

< Previous

Cancel
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12. Select the Link jobs

checkbox on the Linked
jobs page and click Add.

Mew SureBackup Job

sequentially once the specified application group is initialized.

Linked Jobs
CE Select one or more jobs to link to this SureBackup job. All virtual machines from the selected backup jobs will be processed

Name Link jobs

Virtual Lab Name Role Ping Heartbeat | Add...

El
Application Group A

Settings
Schedule

Summary

Process simultaneously up to: |3

< Previous Mext > Finisk Cancel

Click Advanced to customize machines’ reles and startup options. Advanced |
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13. On the Select page, select
the job and click OK.

Select Jobs .
Select jobs: [
v Q?E"! Jobs
{8} DCS_Azure Blob Backup
{8} DCS_HPHVDZ Backup
{é} DCS_to_Storage-WIN Backup
@ HPHWVO1 Excludes DCS Backup
18} HPHVO1_Storage-Win Backup
@ Management_HPHV0Z Backup
@ Management_ubuntu Immutable Backup
{é}' Type in an object name to search for

q

Cancel
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14. On the Link jobs page, New SureBackup Job x
Linked Jobs
Cha nge the number Of c Select one or more jobs to link to this SureBackup job. All virtual machines from the selected backup jobs will be processed
& sequentially once the specified application group is initialized.

processes simultaneously

. . Name Link jobs
VMS If necessary and CIICk Wiitual Lab Mame Role Ping Heartbeat Add...
Advanced 8FDCS_HPHVO2 B.,.  <Not specifiea> Yes Yes
: Application Group
Note: ——
Settings

By default, you can launch Schedule
and test up to three Summary
virtual machines

simultaneously. You can

also increase the number Process simultaneously upto: 3 3 VMs
Of VMS sta rted a nd tested Click Advanced to customize machines' roles and startup options. Advanced
simultaneously. However, <Previous | | N> e

if these VMs are resource
intensive, the
performance of the
SureBackup job and the
Hyper-V host on which
the virtual lab is hosted
may suffer.

15. Click Advanced.
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16. On the Verification
Settings page, click Add.

Verification Settings

Verification rules:

Mame

Type

Reole

Ping Heartbe...

Cancel
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17. On the Add Objects,

select the Machine and
click Add.

Add Objects .
Select objects: [ Show full hierarchy 1] (5|5 42 1
~ f"E"l Hosts and YMs
~ {6} DCS_HPHVO02 Backup
| | Dcoi-2022
|-*-' Type in an object name to search for

q
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18. Select the machine and
click Edit on the
Verification Settings page.

Verification Settings

Verification rules:

Name

[[] pco-z022

Type
VM

Role

< Not spec..

Ping Heartbe...

Yes

Yes

Add...

Edit...

Remove

Cancel
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19. On the Verification
Options page, select Role.

Verification Options x

Ral : : 2
20. Select the roles check box ole Startup Options Test Scripts  Credentials

in the Role. Select roles:

Role

DS Server

[] Demain Centreller (Authoritative Restore)

[] Demain Centreller (Mon-Authoritative Restore)
[ Global Catalog

[ Mail Server

[] s0L Server

[ Veearn Backup for Microsoft Office 363

[ Web Server

Startup options and test scripts will be automatically configured
based on the roles you have selected. Review and adjust the
recommended configuration on the corresponding tabs,
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21.

22.

23.

24.

25.

On the Verification
Options page, select
Startup Options.

On the Start Options
page, In the Memory
section, specify how
much memory you want
to pre-allocate to the VM
when the system boots.

In the Startup time
section, enter the
maximum boot time for
the VM and the timeout
for the VM to initialize
applications.

In the Boot verification
section, select the VM
heartbeat is present
checkbox.

Select VM responds to
ping on any network
interface checkbox.

Verification Options

Raole { Test Scripts  Credentials
Memory
Arnount of memory to allocate to YM: | 100 -
Startup time
Maximum allowed boot time: 600 =
Application initialization timeout: 120 =

Boot verification
Consider VM to have successfully booted when:
VM heartheat is present
VM responds to ping on any network interface

percent

sec

SEC

Cancel
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26. On the Verification

Options page, select Test
Scripts.

27. You can add or edit the

script if needed.

Verification Options

Raole Startup Options

Specify test scripts for this VM:

i Credentials

Mame
DME Server

Argurents
Sevn_ip% 53

Add...

Edit

Remove

Cancel
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28. On the Verification
Options page, select

Verification Options

Credentials. Role  Startup Options Test Scripts  Credentials

29. Select a user account Credentials:
from the Credentials GOODDEALMART\csun (GOODDEALMAIARER.
drop-down list. Manage accounts

30. Click OK.

Cancel
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31. On the Verification

Verification Settings

pd
Settings page, click OK. -

Verification rules:

Name Type Role Ping Heartbe... L Add...

[] pcor-z022 VM DNS Ser...  Yes Yes
Remove

oK 11 Cancel
32. On the Linked Jobs page, el Sifieioc i Jol 2

. Linked Jobs
C||Ck NeXt. CE Select one or more jobs to link to this SureBackup job. All virtual machines from the selected backup jobs will be processed

sequentially once the specified application group is initialized.

Name 4 Link jobs
Virtual Lab Name Role Ping Heartbeat | Add...
{6} DCS_HPHVOZ B.., <ot specified: Yes Yes =
efit...
Application Group
Resriow

Settings
Schedule
Summary

Process simultanecusly up to: ii

Click Advanced to customize machines’ reles and startup options.

< Previous Mext > Finish Cancel |
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Mew SureBackup Job

33. On the Settings page,
Select the Validate entire
virtual disc contents
checkbox to validate the
backup file with a CRC aocaton G
check to ensure it is not A——
corrupted. Seitings

MName

Virtual Lab

Schedule

34. Select the Skip validation
for application group VMs
checkbox to exclude VMs
being a part of the
application group from
this test.

Summary

Settings
c Choose recovery verification job settings.
o

Backup file integrity scan
Validate entire virtual disk content (detects silent data corruption)
Skip validation for application group VMs
Malware scan

[[] Scan the selected restore point for malware

Motifications

Job session results are saved in SureBackup job session history. In addition, you can configure
e-mail and SNMP notifications.

[] Send SNMP trap

Send e-mail notifications to the following recipients:

I
|ESU!’|@tHEDI’|ElItE.(Drﬂ

< Previous Mext > Cancel

35. Select the Scan the
selected restore point for
malware check box if you
want Veeam Backup &
Replication to scan VM
data with antivirus
software.

36. Select the Scan the entire
image checkbox if you
want the antivirus
software to continue
scanning VM data after
the first malware is
detected.

37. Select the Skip application
group machines from the
malware scan check box if
you do not want to scan
VMs in the application

group.
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38. Select the Send SNMP
trap check box to receive
SNMP traps.

39. Select Send email
notifications to the
following recipients
checkbox if you want to
receive notifications via
email.

40. Enter the recipient’s email
address and click Next.

41. On the Schedule page,
select Run the job
automatically.

42. Select After this job and
choose the preceding job
from the list.

43. Select If some linked
backup jobs are still
running, wait until the
checkbox and enter the
necessary period in the
field on the right. For
example, suppose the
linked job is still running.

44. Click Apply.

New SureBackup Job

Schedule
CE Specify scheduling settings if you want this SureBackup job to run periodically in an automated fashion.

Name Run the job automatically

Virtual Lab (O Daily at this time: Everyday

() Monthly at this time: Fourth Saturday

Applicatin Group
(@) After this job:

Linked Jobs
Settings
S Wait for backup jobs
= If some linked backup jobs are still running, wait forup to: 180 -2 minutes
Sumrmary

< Previous Apply

DCS_HPHVOZ Backup (Created by GOODDEALMART\csun at 1/10/20; ~

Cancel
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45. On the Summary page,
click Finish.

Mew SureBackup Job

Name Summary:

Summary
CE Please review the SureBackup job settings, and click Finish.

Virtual Lab
Application Group
Linked Jobs

Settings

Schedule

EureBackup job was successfully created.

Name: 'DC SureBackup_Basic Single-Host'

Description: 'Created by GOODDEALMART \csun at 1/16/2023 2:48 PM.'
Virtual Lab name: 'Basic Single-Host 1'

[ Run the job when | click Finish

46. On the Home page,
expand Jobs and select
SureBackup.

47. Ensure the new
SureBackup job is
created.

e
) ,
> & 8% X
ot | e e S
e
ot | o s
— s

Name T Pt
1 DC SureBckup BasicSngle-Host | Hyper-V

4 [ Replicas

: Last 24 Hours
(5 Success

A voe

LE} inventory.

@ sackup nfsructure

Status

st NextRun Application Group  VirtualLab Linked Jobs
Stopped After [DCS_HPHV02 Backup] DX 1 oo 3
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48. Verify the SureBackup job DC SureBackup_Basic Single-Host Session 1/16/2023 5:40:37 PM X
result. VM status:
MName Status Heartbeat  Ping Script Validation Antivirus scan
E?:I DC01-2022  Success  Success Success Success Success Disabled
Session log:
Message Duration ™

(L Job started at 1/16/2023 5:40:37 PM

Getting virtual lab configuration

Using virtual lab Advanced Single-Host 011

Checking virtual lab

Preparing proxy appliance network specification 0:00:04
Starting proxy appliance VM 0:00:16
Configuring network routes

Creating VM tasks

Executing VM tasks

.+ Preparing application group W
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Chapter 6
Creating On-Demand
Sandbox

You can use an On-Demand Sandbox to perform tests on production VMs. The On-Demand
Sandbox is a virtual environment where you can launch multiple VMs from backups. The On-
Demand Sandbox can be used for the following tasks:

e Troubleshoot problems with VMs

e Test software patches and upgrades

e |nstall new software

The On-Demand Sandbox uses a virtual lab, which is utterly different from the production
environment. Veeam Backup & Replication uses Instant Recovery to Microsoft Hyper-V to start a
VM in the virtual lab. When you finish the On-Demand Sandbox, Veeam Backup & Replication
unpublishes the VM and shuts down the virtual lab.

329



Chapter 6 Creating On-Demand Sandbox

Configuring On-Demand Sandbox

You must configure the following objects to create the On-Demand Sandbox.

e Virtual lab
e Application Group

e SureBackup job

Instructions Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

Veeam
LN Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Backup Infrastructure. sy i

4. Select SureBackup and =
click Add Virtual Lab on

Backup Infrastructure

SureBackup

Group Virtual Lab Virtual Lab
Manage SureBackup

& Unavailable (1)
Extemal Repositoies

4+ i Scale-out Repositories
%, Scale-out Backup Repositon Az

the Backup Infrastructure S

page. r—

e

& Vinus Labs
Managed Severs
Microsot Hyper-V

Microsoft Windows

Storage Infrastructure

@ e tasiicae

(G Add Virtual Lab

=1 A virtual Lab requires a host on which to run virtual machines (VMs), and a datastore to store disk changes produced while running a VM
from a backup file. An isolated virtual lab network is automatically created based on the production network selected to be mirrored in

the lab.

/Ms in the isolated virtual lab network are accessible from the production network through a helper proxy appliance that is automatically

configured and deployed to the selected host as part of Virtual Lab creation.

Add Application Group
dh ‘An Application Group defines virtual machine (VM) dependencies by specifying the required boot order of VMs supporting a given
application or service. An Application Group typically includes a domain contraller, a DNS server, and a DHCP server (unless static P

addresses are used).

All VMs in the Application Group selected for a given SureBackup job are started in the specified order and remain running until

the SureBackup job finishes.

i~ Add SureBackup Job
To set up a SureBackup job, select the Application Group containing the core infrastructure services that the virtual machines (VMs) to be

run in the Virtual Lab are dependent on, and specify which backup jobs you want to use.

While the SureBackup job runs in recovery veriiication mode, all VM from the Selected backup jobs are started and verified one by one.
When the SureBackup job is initated by a U-AR request, only the required VM from the specified backup job(s) s started (in addition to

the VMs in the specified Application Group)

Run SureBackup Job

wizard (available for certain VM roles only).

To start a SureBackup job against the latest backup, go to the Jobs node in the Backup & Replication tree tab, select and start the job. To
start a SureBackup job against an earlier restore point, use the Start To command and select the desired date and time.

For each SureBackup job run, a new session is created listing all processed virtual machines (vMs). Clicking a running VM in the session
details window opens the VM console. Right-cicking a VM provides options to restart the VM or invoke an Application item Recovery

5. Onthe Name page,
specify in the Name field. T
[2zaz]

6. Inthe Description field,

describe future Destination

references. ik

7. Click Next.

Netwaorking

Mew Virtual Lab

Name
Type in a name and description for this virtual lab.

Ready to Apply

Applying Configuration

MName:

m:anced Single-Host 01

Description:

Created by GOODDEALMART\csun at 1/16/2023 11:52 AM]

Cancel
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8. On the Destination page,

click Choose in the Hose
field.

Mew Virtual Lab

Destination
& Specify host to run this virtual lab on. The host can be both standalone, and a part of cluster.

MName Host:

Proxy

Networking
Ready ta Apply

Applying Configuration

< Previous Mext >

| Choose.. |

Cancel
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9. Select the host on the
Select Host page, and
click OK.

Select Host .
Select host:
b CE‘! Hosts
» E HPHvO1
= HPHvD2
|E"1' Twpe in an object name to search for

q
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10. Select the path from New Virtual Lab %
. . Destination
ChOOSG In the Path fIE|d, & Specify host to run this virtual lab on. The host can be both standalone, and a part of cluster,
; [(masa]

and click Next.

MName Host:
e | Choose...

Rroaey Path:
Hebibring |C:\Veaam\lirtua\Lab;\Advan(Ed Single-Host 01 | Choose...

Ready to Apply

Applying Configuration

< Previous Mext > Fir Cancel

11. On the Proxy page, select New Virtus! Lo X
. Proxy
the USE pI’OXV appllance & Configure proxy appliance to be used for this virtual lab. Proxy appliance is required to enable functionality such as automated
[maan]| recovery verfication and universal application item restore (U-AIR)

in this virtual lab
Mame The proxy appliance provides Veeam Backup server with access to virtual machines running in the

(reco mm end) check box isolated virtual lab. Without proxy appliance, recovery verification and item restore operations can only
Destination be performed manually, through the VM console.

to enable automatic
recovery verification of

Use proxy appliance in this virtual lab (recommended)

Jei R | Mame Advanced_Single-Host_01

| Metworking Production network: External Virtual Switch-Ethernet
VMs. Rep el 1P address: Obtain automatically
DNS server: Obtain automatically Configure...
. Applima Lenhguntion Proxy Applionce VM Settings *
12. The proxy appliance uses | [Lalowprs) Bom AP i
Mame:
the same virtual lab name S
by default. However, you Cance

can click Edit to change
the Name.

| < Previous Mext > Fir Cancel
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13. Click Configure and select
a production network.

Mew Virtual Lab

x

Proxy
& Configure proxy appliance to be used for this virtual lab. Proxy appliance is required to enable functionality such as automated
@ recovery verification and universal application item restore (U-AIR).

MName
Destination
Froy

Networking

Ready to Apply

Applying Configuration

The proxy appliance provides Veeam Backup server with access to virtual machines running in the
isolated virtual lab. Without proxy appliance, recovery verification and itemn restore operations can only
be performed manually, through the VM console.

Use proxy appliance in this virtual lab {recommended)
Name: Advanced_Single-Host 01 Edit...
Production network: External Virtual Switch-Ethernet
IP address: Obtain automatically

DMNS server: Obtain automatically

[ Allow proxy appliance ta act as internet proxy for virtual machines in this lab

8080 =

< Previous Mext > Fir Cancel
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14. On the Network Settings
page, enter the IP address
of the proxy appliance in
the production network
and the DNS server
settings.

15. Click OK.
Note:

This ensures that the backup
server can communicate with
the proxy appliance and the

VMs running in the virtual lab.

Still, it's essential to keep in
mind that the routing table of
the backup server must be
updated accordingly,
depending on the IP address
assigned to the proxy
appliance.

Metwork Settings

Settings

Production networks
| External Virtual Switch-Ethernet Browse...

VLAM ID: (O =

(C) Obtain an IP address automatically
(®) Use the following IP address

IP address: o .- % .20 . 2
Subnet mask: 255 . 295 . 0 . 0
Default gateway: Mm . 1 . 255 .02

Obtain DMS server address automatically
(®) Use the following DNS server address
Preferred DMS server: | R R T

Alternate DMNS server: |
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16.

17.

18.

19.

Select Allow proxy
appliance to act as
internet proxy for virtual
machines in this lab
checkbox if VMs in the
virtual lab can connect to
the internet.

Enter a port number for
HTTP traffic in the Port
field.

If the VMs need to access
the Internet, enter the
proxy server name in the
Production proxy field.

Click Next.
Note:

Allowing the proxy
appliance to act as an
internet proxy enables
HTTP(S) internet access
for virtual lab VMs. Other
protocols (such as the
ICMP protocol used for

ping tests) are not proxied
by the proxy appliance for

VMis in the virtual lab.

Mew Virtual Lab

Proxy

X

Ev_ﬂj Configure proxy appliance to be used for this virtual lab. Proxy appliance is required to enable functionality such as automated
aaaa| recoveryverfication and universal application item restore (U-AIR).

Name
Destination
Metwaorking
Ready to Apply

Applying Configuration

The proxy appliance provides Veeam Backup server with access to virtual machines running in the
isolated virtual lab. Without proxy appliance, recovery verification and item restore operations can only
be performed manually, through the VM console.

Use proxy appliance in this virtual lab (recommended)

MName: Advanced_Single-Host_01 Edit...
Production network:  External Virtual Switch-Ethernet

IP address: 10.1.200.2

DN server: 10.1.1.1

[ Allow proxy appliance to act as internet proxy for virtual machines in this lab
- =

8080 %

< Previous Next > Cancel
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20. Select Advanced single-
host (manual
configuration) on the

Networking page and click
Next.

Mew Virtual Lab

Networking

Specify whether the virtual machines to be run in this virtual lab are connected to a single, or multiple production networks,
Name () Basic single-host (automatic configuration)

. Automatic configuration of virtual lab networking, Isolated network is created using parameters of
Destination network that the Veeam Backup server is located in, which is assumed to be production network.
Recommended optien for configurations with a single production network,

Proxy

Isolated Networks

Network Settings
Static Mapping
Ready to Apply

Applying Configuration

@ Advanced single-host (manual configuration)

Manual configuration of virtual lab networking. Recommended for advanced scenarios, when some
production virtual machines have dependencies on virtual machines located in different networks,
This option also enables access to additional networking configuration settings.

< Previous Mext > Finis

Cancel
21. Select the existing New Virtual Lab X
. Isolated Networks
Network ma pplng on the & Specify isolated networks to be created in this virtual lzb, and how they map on preduction networks.
Isolated Networks page,
. i Hie Network mapping:
and click Edit. Production network  VLAN D Isolated network  VLAN ID Add...
Destinati
D External Virtual Switc..  \/A Lab lsolated Net... 0 =
Prowy
Remove
Networking
Metwork Settings
Static Mapping
Ready to Apply
Applying Configuration
< Previous Mext > Finis! Cancel
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22. On the Networking
Mapping page, enter a

Isolated Networks

Specify isolated networks to be created in this virtual lab, and how they map on production networks.

name for isolated and —
select a production :amE i N::::;Z:p::jurk VLAN D Isoleted network  VLAN 1D Add..
network from the list that ::t NmrkMap?:;"”‘“”“‘““” = et -
contains VMs from the e o R
application group and Bl o P
verified VMs. Network Settings | solated network: | Leb Isolated Netwark (Advenced Single-Hast01)_+|
Static Mapping VLAN ID: L
23. Select the VLAN ID check et Concel
box and enter an ID Apphing Canfiguratian
number if necessary.
24. Select an isolated _
network from the drop- | <Previous | | Newts T
down list.
25. Select the VLAN ID check
box and enter an ID
number if necessary.
26. On the Isolate Networks New Virtual Lab X
page, click Next. % Iss;:l:\t;d\s:?t::::tworksm be created in this virtual lab, and how they map on production networks.
Gk
Note: Name Network mapping:
T Production network VLAN ID Isolated network VLAN ID Add...
Several production o —— —
networks can be mapped NesiriEng (e
to the same isolated |
network. However, the Netyiork Setiines
production networks you SRS
intend to map must use .
the same network masks e
and IP address pools.
< Previous Mext > Cancel
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27.

28.

29.

30.

Choose an isolated
network to connect this
VNIC from the drop-down
list on the Virtual NIC

page.

Assign the IP address and
Mask to the proxy
appliance in the isolated
network.

This allows for seamless
connectivity between the
VMs in the virtual lab and
the production network,
as the masquerade IP
address is used to mask
the actual IP address of
the VMs running in the
virtual lab, making them
appear as if they are
running on the
production network. In
cases where a specific IP
address range needs to be
used, the masquerade
network IP address can be
easily changed in the
virtual lab settings.

Select Enable DHCP
service on this interface
check box, and click DNS
Servers.

vMIC Connection Settings >
] virewal NicC
[THET

Choose solated network to connect this wMIC to:
Lab Isolated Metwork (Advanced Single-Host 01) (External Virtua ~

Prowy appliance [P address in the isolated netwerk (typically the
same as gateway |P address in the corresponding production
netwaork):

IP address: W = 1 T 1

Mask: 2905 .. 2293 . 0 y 0

Masquerade network address for accessing virtual machines
running in this virtual lab from production network:

IPaddress:| 10 || 255 | C D

Enable DHCP service on this interface DMS Servers
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31. On the DNS Servers page,

DS Servers
click Add.
DS servers:
|P address Add
32. Enter the DNS Server IP Add DNS Server %
address on the Add DNS
Server page and click Add. P addresss | 10 . 1 . 1 1
Add Cancel
33. On the DNS Servers page, DNS Servers
click OK.
DS servers:
P address Add
10.1.1.1 o
K Cancel
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34. On the Virtual NIC page,

vMIC Connection Settings X

Virtual NIC

Choose isolated network to connect this vMIC to:
Lab lsolated Metwork (Advanced Single-Host 01) (External Virtua ~

Prowy appliance [P address in the isolated netwerk (typically the
same as gateway IP address in the corresponding production
netwaork):

IP address: m . 1 T 1

Mask: 2900 .. 22ah . 0 ’ 0

Masquerade network address for accessing virtual machines
running in this virtual lab from production network:

Paddress | 10 || 255 | D
Enable DHCP service on this interface DMS Servers
8] 4 Cancel
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35. On the Network Settings
page, click Next.

36. Select the Route network
traffic between vNICs
checkbox if you have

multiple vNICs.

Mew Virtual Lab X
Network Settings
Specify how isolated networks should be connected to proxy appliance VM.

Mame Connect each isolated network to proxy appliance VM, as you would connect your physical networks to

a router. Network masquerading will allow access to virtual lab VMs fram production environment.

Destination Proxy appliance connectivity:
Proxy vNIC Isolated network  Masquerade [P Appliance IP DHCP | Add..
M vNICT Lab Isolated N...  10.255.xx 10,1.254.1 Yes
Networking
Remove
Isolated Metworks - -

Static Mapping

Ready to Apply

Applying Configuration

= Previous Mext > Finist Cancel

37. Select Define static IP
address mapping on the
Static page and click Add

if necessary.

Mew Virtual Lab X

Static Mapping
Define IP address mapping between production and isolated networks for specific IP addresses. Coupled with the corresponding
IE' DNS updates, this will provide convenient access to specific virtual lab VMs for scenarios such as user directed recovery,

Name Static IP address mapping makes corresponding virtual lab VMs accessible from any computer in the
production environment. This enables implementation of unique capabilities such as user directed
Dt universal application item restore (U-AIR), developer access ta previous copy of database, and other.
Define static IP address mapping
P
e Isolated IP Access IP Notes Add..
Networking

Isolated Metworks

Network Settings

Ready to Apply

Applying Configuration

< Previous Mext >

Cancel
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38.

Select the production

IP Address Mapping >
network from the drop-
down list on the IP Production network:
address Mapping page. External Virtual Switch-Ethernet w
39. In the Isolated IP field, lsolated IP: T EEERE
enter an IP address of the
VM in the production. Access IP: ol R i
. Motes:
40. In the Access IP field, -
X Static IP address to access DNS 5en.rer.|
enter the production
network's IP address to
access the virtual lab VM.
41. Describe the future
references in the Notes.
42. Click OK.
43. On the Static Mapping New Virtual Lab X
. Static Mapping
page, Cl |Ck NEXt. Define IP address mapping between production and isolated networks for specific IP addresses. Coupled with the corresponding
[mman] DNSupdates, this wil provide convenient access to specific virtuallab VMs for scenarios such as user directed recovery.
Hie Static IP address mapping makes corresponding virtusl lab VMs accessible fram any computer in the
production environment. This enables implementation of unique capabilities such as user directed
Destinanion universal application item restore (U-AIR], developer access to previous copy of database, and other.
Define static IP address mapping
Bl Isolated IP Access [P Motes Add...
Networking 10.1.1 10.1.10.1 Static IP address to access ...
Isolated Networks
Metwaork Settings
L
Ready to Apply
Applying Configuration
< Previous Mext > Fir Cancel
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44. Review the parameters New Vit Lah ®
Ready to Apply
on th e Rea dy tO Ap p Iy & Please review the settings for correctness, and click Apply to continue.
page, and click Apply.
Name Virtual lab will be created with the following parameters:
Lab name: Advanced Single-Host 01 ~
Destination Host name: HPHV02
Folder: C:\VeeamVirtuallLabs'\Advanced Single-Host 01
Pro>
2 Appliance:
Name: Advanced_Single-Host_01
Rctwarking Production network name: External Virtual Switch-Ethemnet
1P: 10.1,2002
folated Newadks Subnet mask:  255.255.0.0
Default gateway: 10.1,255.254
Network Settings DNS:
Preferred: 101,11
Static Mapping Alternate:
Metwork configuration type: advanced single-host
Applying Configuration Metark cptians
Isolated network: Lab Isolated Metwork (Advanced Single-Host 01)
Masquerade IP: 10.255.0.0
Appliance P:  10.1.254.1
DHCP: enabled
DMS:
10.1.1.1 v
< Previous Apply Finis! Cancel
45. On the Applying NE Gl X
. . Applying Configuration
CO nflgu I’atl on pa ge, & Please wait while required changes are applied, and virtual lab testing is perfformed.
ensure the processes are
Mame Log:
completed and successful. Message Burabian
Destinati =
SRR ) Virtual lab deployment started at 1/16/2023 1:23:38 PM
. .. Biriy ) Creating virtual lab's private networks
46' CIICk FInISh' 2 Copying proxy appliance VM files 0:00:04
Metworking £ Creating proxy appliance VM
Proxy appliance configuration completed 0:00:09
ishitect hiewarks ) Preparing proxy appliance network specification 0:00:03
) Saving virtual lab info 0:00:02

Network Settings

Static Mapping

Ready to Apply

(2 Virtual lab deployment completed at 1/16/2023 1:24:06 PM
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47. On the Backup
Infrastructure page,
expand SureBackup and
select Virtual Labs.

48. Ensure the new Virtual

Lab is created.

Manage Virtual Lab

Backup Infrastructure

fecam Backup and Replication

Nome T Piaform Description
1 e o o B Advanced Sngerh. HPHVOZ Hypery Crested by GOODDEALMART\csun ot 1/16/2023 1.
g & BasicSngleHost 1 HPHVOZ Hyper-v Crestd by GOODDEALMART\csun at 1/16/2023 1,

Backup Repositories

4 L SureBackup.

£ Appliction Groups

& Vinus Lo

Mansged Senvers

3 Microsoft Hyper-V
Microsot Windows

A rome

B8 iventory

49. On the management
console, Select Backup
Infrastructure.

50. On the Backup
Infrastructure page, select
SureBack and click Add
Application Group.

+ G o

Backup Infrastructure

e
5 Backup Provies ~ —
4 E Backup Repositories
% Unavalable (1)
S Extemal Repositories
4 i Scale-out Repositories
=, Scale-out Backup Repository_Az .

Scle-out Backup Reposton A o]
8 WaN Accletors

o+ Suresackup
I, Applicaton Groups
&, Vitual Labs

8 iventory

(fg—g Backup Infrastructure.

Storage Inf

[ o—
8 v

m Backup and Replication

Add Virtual Lab
A Virtual Lab requires a host on which to run virtual machines (VMs), and a datastore to store disk changes produced while running a VM
from a backup file. An isolated virtual lab network is automatically created based on the production network selected to be mirrored in
the lab.

VM inthe isolated virtual lab network are accessible from the production network through a helper proxy appliance that is automatically
configured and deployed to the selected host as part of Virtual Lab creation.

Add Application Group
‘An Application Group defines virtual machine (VM) dependencies by specifying the required boot order of VMs supporting a given
application or service. An Application Group typically includes a domain controller, a DNS server, and a DHCP server (unless static 1P
addresses are used)

All VM in the Application Group selected for a given SureBackup job are started in the specified order and remain running until

the SureBackup job finishes.

Add SureBackup Job
To set up a SureBackup job, select the Application Group containing the core infrastructure services that the virtual machines (VMs) to be
un in the Virtual Lab are dependent on, and specify which backup jobs you want to use.

While the SureBackup job runs in recovery verification mode, all VMs from the selected backup jobs are started and verified one by one
When the SureBackup job is initated by a U-AIR request, only the required VM from the speciied backup jobi(s) s started (in adtion to
the VMs in the specified Application Group)

Run SureBackup Job

To start a SureBackup job against the latest backup, go to the Jobs node in the Backup & Replication tree tab, select and start the job. To
start a SureBackup job against an earlier restore point, use the Start To command and select the desired date and time

For each SureBackup job run, a new session is created listing all processed virtual machines (vMs). Clicking a running VM in the session
details window opens the VM console. Right-cicking a VM provides options to restart the VM or invake an Application Item Recovery
vizard (available for certain VM roles only).
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51. Enter the specified
application group name
on the Name page in the
name field.

52. Describe the group
information in the
Description, and click
Next.

Mew Application Group

Name
& Type in a name and description for this application group.

| DCS Application Group

Virtual Machines o
Description:

Summary Created by GOODDEALMART\csun at 1/15/2023 6:43 Ph)

Mext > Finist Cancel

53. On the Virtual Machines
page, click Add.

New Application Group

Virtual Machines
Application group defines virtual machines running production applications which other virtual machines are dependent on,
Typically, any application group should contain at least domain contraller, DNS server and DHCP server.

Hie Application group VMs:
M Role

Memory Source Add..,

Summary

| < Previous Mext > Finisk Cancel

347



Chapter 6 Creating On-Demand Sandbox

54. Expand the jobs name on Select Backup *
the Select Backup page Seierk gt
and select the machine. Job name Last restore point Ohbjects Res
. 4 %DCS_HPHV’DZ Backup 1/10/2023 7:50:47 PM 1
55. Click Add. [] pcot-z022 4 days ago (7:53 PM ... 1
&Management_HPH‘u’ﬁ?_ Backup 114/2023 113:38 AM 1
B %Management_uhuntu Immutable Backup 11472023 101615 AM 1
< ¥
||:| ~ Type in an object name t Q
Add Cancel
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56. Select the machine onthe | NewappictionGroue
. . Virtual Machines
Vl rtual M aCh Ines page Application group defines virtual machines running production applications which other virtual machines are dependent on,
Typically, any application group should contain at least domain controller, DNS server and DHCP server.
and click Edit.
Name Application group VMs:
VM Role Memory Source | Add.
DCOt-2022 < Not specified> 100% Backup Edit..
Summary
Remove
+
0
< Previous Mext > Finisk Cancel
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57. On the Verification
Options page, select Role.

Verification Options x

58. Select the roles check box Role Startup Options Test Scripts  Credentials

in the Role. Select roles:

Role

DS Server

Domain Controller (Authoritative Restore)

[] Demain Centreller (Mon-Authoritative Restore)
[ Global Catalog

[ Mail Server

[] s0L Server

[ Veearn Backup for Microsoft Office 363

[ Web Server

Startup options and test scripts will be automatically configured
based on the roles you have selected. Review and adjust the
recommended configuration on the corresponding tabs,
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59.

60.

61.

62.

63.

On the Verification
Options page, select
Startup Options.

On the Start Options
page, In the Memory
section, specify how
much memory you want
to pre-allocate to the VM
when the system boots.

In the Startup time
section, enter the
maximum boot time for
the VM and the timeout
for the VM to

initialize applications.

In the Boot verification
section, select the VM
heartbeat is present
checkbox.

Select VM responds to
ping on any network
interface checkbox.

Verification Options

Raole { Test Scripts  Credentials
Memory
Arnount of memory to allocate to YM: | 100 -
Startup time
Maximum allowed boot time: 2100 3
Application initialization timeout: 120 =

Boot verification
Consider VM to have successfully booted when:
VM heartheat is present
VM responds to ping on any network interface

percent

sec

SEC

Cancel
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64. On the Verification Verification Options %
Options page, select Test
Scripts. Role | Staup Options| Test Scripts | Gradenfials
65. You can add or edit the Specify test scripts for this YM:
script if needed. Bame Arguments Add...
DMS Server Savn_ip% 53 Edit
Domain Controller  Stwm_ip% 389
Remove
0K Cancel
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66. On the Verification
Options page, select

Verification Options

Credentials. Role  Startup Options Test Scripts  Credentials

67. Select a user account Credentials:
from the Credentials GOODDEALMART\csun (GOODDEALMAIARER.
drop-down list. Manage accounts

68. Click OK.
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69. On the Virtual Machines

page, click Next.

Mew Application Group

Virtual Machines
Application group defines virtual machines running production applications which other virtual machines are dependent on,
Typically, any application group should contain at least domain controller, DNS server and DHCP server.

MName Application group VMs:
VM Role Memory Source Add.. |
DCo1-2022 DNS Server: Dom...  100% Backup
Summary
+ e
+ Down
< Previous | I Mext > Cancel
70. On the Summary page, New Applcatior Group ”
click Finish.

Summary
& Please review the appli

MName
Virtual Machines

cation group settings, and click Finish.

Summary:

lspplication group was successfully created.
Mame: 'DCS Application Group'

Description: 'Created by GOODDEALMART\csun at 1/15/2023 6:43 PM.'
Virtual machines:

'DC01-2022" roles: DNS Server; Domain Controller (Authoritative Restore)

Previous Mext
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71. On the Backup
Infrastructure page,
expand SureBackup and
select Application Groups.

72. Ensure the new
application group is

created.

Veesm Backup and R

(LSl Aeelication Group

%]
Add Edit Delete
roup Group

Graup.

Backup Infrastructure
Name 2

8 Backup Provies 0 Applcaton Gr  HyperV 1
Backup Repositories

VM Count Description

Created by GOODDEALMART\csun at 1/15/2023

4 L SureBackup.
£ Appliction Groups
£ Vinus Lo
% Mansged Senvers
5 Microsoft Hyper-V
Microsoft Windows

73. On the Home page, select
Backup Infrastructure.

74

Select SureBackup and
click Add SureBackup Job
on the Backup
Infrastructure page.

up and Replication

SureBackup
+ b e
AddApp Add  Comnect

Group Virtual Lab Virtual Lab
Manage SureBackup

Backup Infrastructure
(G Add Virtual Lab

Airtual Lab requires a host on which to run virtual machines (VMs), and a datastore to store disk changes produced while running a VM

2 from a backup file. An isolated virtual lab network is automatically created based on the production network selected to be mirrored in
the lab,
VMs in the isolated virtual lab network are accessible from the production network through  helper proxy appliance that is automatically
“ configured and deployed to the selected host as part of Virtual Lab creation
Scale-out Backup Repository Az
i, Scale-out Backup Repository_ Az # Add Application Group
ER W e ét‘ An Application Group defines virtual machine (V) dependencies by specifying the required boot arder of VMs supporting a given
{23 Senice Providers application or service. An Application Group typically includes a domain contraller, a DNS server, and a DHCP server (unless static P
4 sureBackup addresses are used).
IR icabon Groupe: Al M in the Application Group selected for a given SureBackup job are started in the specified order and remain running until
& Virtual Labs the SureBackup job finishes.
4 @ Managed servers
[ Microsoft Hyper-V. E\'ﬁ Add SureBackup Job
L Microsoft Windows To set up a SureBackup job, select the Application Group containing the core infrastructure services that the virtual machines (VMs) to be
EA Linux v run in the Virtual Lab are dependent on, and specify which backup jobs you want to use.
< > While the SureBackup job runs in recovery veriication mode, all VM from the selected backup jobs are started and verfied one by one.
When the SureBackup job is intiated by a U-AIR request. only the required VM from the specified backup jobi(s) is started (i addtion to
Home the VMs in the specified Application Group).
inventory @ Run SureBackup Job
To start a SureBackup job against the latest backup, go to the Jobs node in the Backup & Replication tree tab, select and start the job. To

@
MgfEeccininantie start a SureBackup job against an earlier restore point, use the Start To command and select the desired date and time.
For each SureBackup job run, a new session is created listing all processed virtual machines (VMs). Clicking a running VM in the session
details window opens the VM console. Right-clicking a VM provides options to restart the VM or invoke an Application Item Recovery
wizard (available for certain VM roles only).

Storage Infrastructure

L) Tape infrastructure

[ e

Build: 11
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75. On the Name page, Nk SircRetials o8
. . Name
SpeCIfy n the Name fIE|d. @E Type in a name and description for this SureBackup job.
76. In the Description field, [ Mame F;Cm; .
describe future Virtue! Leb e
references Kiblicatisn e Created by GOODDEALMART csun at 1/17/2023 4:00 PM,
Linked Jobs
77. Click Next. Settings
Schedule
Summary
Mext > Finist Cancel
78. Select the Advanced NSk 1ol
. . Virtual Lab
Single-Host 01 virtual lab .Ic?-% Choose he virtua sb to run this jab in.
from the drop-down list
Virtual lab:
on the Virtual Lab page  [Advoncea g Host 01 v
. Created by GOODDEALMART\csun at 1/16/2023 11:52 AM.
and click Next.
Application Group Virtual lab info
Linked Jobs Host: HPHV02 Folder: C\VeeamVirtualLabs\Advance...
Total ViMs: 8 total Capacity: 9309 GB
Settings Running VMs: 2 running Free space:  913.5GB
Schedule
Summary
[ < Previous Mext > F Cancel
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79. Select the application
group from the drop-
down list.

G

MName

Virtual Lab

80. Select Keep the
application group running

Mew SureBackup Job

Application Group
Choose the application group for this job and verify that all required backups are available.

Application group:
e

|Dcs Application Group
Created by GOODDEALMART\csun at 1/15/2023 6:43 PM.

Application group info:

ft r th . b m I t Linked Jobs M Role Source Source Status
a e e Jo co p e es' DCo1-2022 DINS Server Backup Ok (less tha..
Settings
81. Click Next. Schedile
Summary
EA Keep the application group running after the job completes
This opticn enables performing additional manual verification, or user-directed application item
recovery for virtual machines in this application group.
< Previous Mext > Fir Cancel
82. Select the Link jobs check New SureBackup Job
. . Linked Jobs
bOX on the Llnked jObS c Select one or more jobs te link to this SureBackup job. All virtual machines from the selected backup jebs will be processed
‘% sequentially ance the specified application group is initialized.
page and click Add.
MName Link jobs
Virtual L3 Mame Role Ping Heartbeat Add..

Settings
Schedule

Summary

Application Group

Process simultaneously up to: |3 VMs
Click Advanced to customize machines’ reles and startup options. | Advanced
< Previous Mext > i Cancel
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83. On the Select page, select Select lobs W
the job and click OK.
Select jobs: [
v CE"! Jobs

{8} DCS_Azure Blob Backup

{8} DCS_HPHVDZ Backup

@ DCS_to_Storage-WIN Backup

@ HPHWVO1 Excludes DCS Backup

18} HPHVO1_Storage-Win Backup

@ Management_HPHV0Z Backup

@ Management_ubuntu Immutable Backup

48k~ Type in an object name to search for Q |

ot £C Iz
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84. On the Link jobs page, New SureBackup Job
Linked Jobs
Cha nge the number Of c Select one or more jobs to link to this SureBackup job. All virtual machines from the selected backup jobs will be processed
& sequentially once the specified application group is initialized.

processes simultaneously

. . Name Link jobs
VMS If necessary and CIICk Wiitual Lab Mame Role Ping Heartbeat Add...
Advanced 8FDCS_HPHVO2 B.,.  <Not specifiea> Yes Yes
: Application Group
Note: ——
Settings

By default, you can launch Schedule
and test up to three Summary
virtual machines

simultaneously. You can

also increase the number Process simultaneously upto: 3 3 VMs
Of VMS sta rted a nd tested Click Advanced to customize machines' roles and startup options. Advanced
simultaneously. However, <Previous | | N> e

if these VMs are resource
intensive, the
performance of the
SureBackup job and the
Hyper-V host on which
the virtual lab is hosted
may suffer.

85. Click Advanced.
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86. On the Verification

Settings page, click Add.

Verification Settings

Verification rules:

Mame

Type

Reole

Ping Heartbe...

Add...

Cancel
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87. On the Add Objects,
select the Machine and
click Add.

Add Objects .
Select objects: [ Show full hierarchy [3] ] 40 g
v f"E"l Hosts and VMs
~ {6} DCS_HPHVO02 Backup
| | Dcoi-2022
|-*-' Type in an object name to search for

Cancel

q
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88. Select the machine and

click Edit on the
Verification Settings page.

Verification Settings

Verification rules:

Name Type Role

[[] pco-z022 VM < Not spec..

Ping Heartbe...

Yes

Yes

Add...

Edit...

Remove

Cancel

362

Technet24


https://technet24.ir

Chapter 6 Creating On-Demand Sandbox

89. On the Verification
Options page, select Role.

Verification Options

90. Select the roles check box Role Startup Options Test Scripts  Credentials

in the Role. Select roles:

Role

DS Server

[] Demain Centreller (Authoritative Restore)

[] Demain Centreller (Mon-Authoritative Restore)
[ Global Catalog

[ Mail Server

[] s0L Server

[ Veearn Backup for Microsoft Office 363

[ Web Server

Startup options and test scripts will be automatically configured
based on the roles you have selected. Review and adjust the
recommended configuration on the corresponding tabs,
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91.

92.

93.

94.

95.

On the Verification
Options page, select
Startup Options.

On the Start Options
page, In the Memory
section, specify how
much memory you want
to pre-allocate to the VM
when the system boots.

In the Startup time
section, enter the
maximum boot time for
the VM and the timeout
for the VM to initialize
applications.

In the Boot verification
section, select the VM
heartbeat is present
checkbox.

Select VM responds to
ping on any network
interface.

Verification Options

Raole { Test Scripts  Credentials
Memory
Arnount of memory to allocate to YM: | 100 -
Startup time
Maximum allowed boot time: 600 =
Application initialization timeout: 120 =

Boot verification
Consider VM to have successfully booted when:
VM heartheat is present
VM responds to ping on any network interface

percent

sec

SEC

Cancel
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96. On the Verification
Options page, select Test

Verification Options

Scripts. Role Startup Options i Credentials
97. You can add or edit the Specify test scripts for this YM:
script if needed. Bame Arguments Add...
DMS Server Sevn_ip% 53 Edit
Remove
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98. On the Verification Verification Options ¥
Options page, select
Credentials. Role  Startup Options Test Scripts  Credentials

99. Select a user account Credentials:
from the Credentials GOODDEALMART\csun (GOODDEALMAIARER.
drop-down list. Manage accounts

100. Click OK.
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101. On the Verification
Settings page, click OK.

Verification Settings

Verification rules:

Name Type Role Ping Heartbe... | Add.. |
[] pcor-z022 VM DNS Ser...  Yes Yes
Remove
oK 11 Cancel

102. On the Linked Jobs page, el Sifieioc i Jol

. Linked Jobs
C||Ck NeXt. c Select one or more jobs to link to this SureBackup job. All virtual machines from the selected backup jobs will be processed
& sequentially once the specified application group is initialized.
Name 4 Link jobs
Virtual Lab Name Role Ping Heartbeat | Add...
{6} DCS_HPHVD2 B.., < Mot specified> Yes Yes =
it..
Application Group
Resriow
Settings
Schedule
Summary
Process simultanecusly up to: i
Click Advanced to customize machines’ reles and startup options.

<Previous | | Nexts Cancel |
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Mew SureBackup Job

103. On the Settings page,
Select the Validate entire
virtual disc contents
check box if you want to
validate the backup file
with a CRC check to
ensure it is not corrupted. St

MName
Virtual Lab
Application Group

Linked Jobs

Schedule

104. Select the Skip validation
for application group VMs
checkbox if you want to
exclude VMs being a part
of the application group
from this test.

Summary

Settings
c Choose recovery verification job settings.
o

Backup file integrity scan
Validate entire virtual disk content (detects silent data corruption)
Skip validation for application group VMs
Malware scan

[[] Scan the selected restore point for malware

Motifications

Job session results are saved in SureBackup job session history. In addition, you can configure
e-mail and SNMP notifications.

[] Send SNMP trap

Send e-mail notifications to the following recipients:

I
|ESU!’|@tHEDI’|ElItE.(Drﬂ

< Previous Mext > Cancel

105. Select the Scan the
selected restore point for
malware check box if you
want Veeam Backup &
Replication to scan VM
data with antivirus
software.

106. Select the Scan the
entire image checkbox if
you want the antivirus
software to continue
scanning VM data after
the first malware is
detected.

107. Select the Skip
application group
machines from the
malware scan check box if
you do not want to scan

368

Technet24


https://technet24.ir

Chapter 6 Creating On-Demand Sandbox

VMs in the application
group.

108. Select the Send SNMP
trap check box to receive
SNMP traps.

109. Select the Send email
notifications to the
following recipients
checkbox if you want to
receive notifications via
email.

110. Enter the recipient’s
email address and click
Next.

111. On the Schedule page,
select Run the job
automatically.

112. Select After this job and
choose the preceding job
from the list.

113. Select If some linked
backup jobs are still
running, wait to the check
box and specify the
necessary period in the
field on the right. For
example, suppose the
linked job is still running.

114. Click Apply.

Mew SureBackup Job X

Schedule
CE Specify scheduling settings if you want this SureBackup job to run periodically in an automated fashion.

Name Run the job automatically
Virtual Lab O Daily at this time: 10:00PM T | [Everyday
() Monthly at this time: | 10:00 PM - | | Fourth Saturday

Application Group

(®) After this job: DCS_HPHVOZ Backup {Created by GOODDEALMART \csun at 1/10/20, ~

Linked Jobs
Settings

Schedule

Wait for backup jobs
[ If some linked backup jobs are still running, wait forup te: 180 - minutes

Summary

< Previous Apply Cancel
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115. On the Summary page, New SureBackup Job =

. . . Summary
C||Ck FInISh. CE Please review the SureBackup job settings, and click Finish.

MName Summary:
BureBackup job was successfully created.
Virtual Lab Mame: 'DC On_Demand Sandbox’
Description: 'Created by GOODDEALMART \csun at 1/17/2023 4:00 PM.'
Application Group Virtual Lab name: 'Advanced Single-Host 01'
Linked Jobs
Settings
Schedule

[ Run the job when | click Finish

Veeam Backup and Replication

116. On the Home page,
expand Jobs and select
SureBackup.

Next Run Applica
After [DCS HPHV02 Backup]  DCS Apy
After [DCS HPHV02 Backup] - DCS Apy

Stopped
Stopped S

;) Start
|2 soete.
‘ L]

117. Ensure the new
SureBackup job is % !
created. . B x

e

Stop.

Statistics

118. Right-click the
SureBackup job and select
Start

119. Veeam Backup &
Replication will launch the —
virtual lab and power on
the VMs in the application
group. Then, you can
connect to virtual

machines and run tests on
them.
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120. Click Stop Session after
testing them completed.

DC On_Demand Sandbox Session 1/18/2023 %:13:14 AM

VM status:

MName Status Heartbeat  Ping Script Validation
E;:IDCD‘I-ZOZZ Started Success Success Success Disabled

Antivirus scan

Disabled

Session log:

Message

.} Preparing proxy appliance network specification
. Starting proxy appliance VW

7 Configuring network routes

() Creating VM tasks

) Executing VM tasks

(3 Preparing application group

() Starting backup file validation

) Performing backup validation tasks
(7 Sending e-mail report

Ol Performing restore tasks

Duration ™
0:00:00
0:00:19

0:05:58 ,

| Stop Session |

121. Click Yes on the Stop this
session warning display
window.

Veearmn Backup and Replication

! Stop this session?

Yes

Mo
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122. Click Close on the session DC On_Demand Sandbox Session 1/18/2023 9:15:14 AM X

page after the job is M status:
f|n|5hed MName Status Heartbeat  Ping Script Validation Antivirus scan

E?:I DC01-2022  Success  Success Success Success Disabled Disabled

Session log:

Message Duration ™
. Creating VM tasks
. Executing VM tasks
. Preparing application group
Starting backup file validation
Performing backup validation tasks
. Sending e-mail report
./ Performing restore tasks 0:08:15
Removing network routes 0:00:06
. Powering off proxy appliance VM
- lob finished
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Chapter 7

Reporting

Veeam Backup & Replication saves job statistics and operation data to the configuration
database when you run a job. As a result, you can view real-time statistics for any job completed
and generate reports with statistics data for any job or separate job session.

Data collected from Microsoft Hyper-V and Veeam Backup & Replication servers are analyzed in
Veeam ONE reports. Reports provide structured data to assist you in examining historical data
for the managed backup infrastructure and virtual environment. Reports can be viewed in a web
browser, exported to various formats, or scheduled for automatic delivery via email, disc, or
network share.
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Real-Time Job Statistics Report from Veeam
Backup & Replication Console

The real-time statistics provide detailed data on job sessions, such as job progress, duration,
processing rate, performance bottlenecks, amount of processed data, read and transferred data,
and session performance details, such as warnings and errors during the operation.

Instructions Screenshot (if applicable)

Log in to the Veeam
Backup and replication
manager server.

Open the Veeam Backup
& Replication Console,
and click Connect.

Nl Veeam
=fN} Backup & Replication 11

and user credentials to connect with.

localhost

v Use Windows session authentication

Save shortcut Connect

Type in a backup server name or IP address, backup service port number,

9392

Close
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3. Onthe Home page, select
the Last 24 Hours (or
expand the Last 24 Hours
and select) Running.

'

= =
Backup Replication CDP
Job-  Job~ Pol

Primary Jobs
Home
4 G dobs.

12 Backup

3 Swesackup

o [ w24 Hous
5 Running (1
5 Success

A Home
C)
B ey

@ sackup Infrasructure

[ —
 rie

B0 L

feeam Backup and Replication

Backup Copy SureBackup  Restore Failover  Import Export
Copy~ Job~  Job~ -~ Plan-  Backup Backup
Auwilary Jobs Restore Adions

Qypeina or Alljobs
Name Type Objects | Status
4} DC On_Demand Sandbox Hyper-VSurebackup 2 Stopped
1} 0C SureBackup Basic Sngle-Host  Hyper-VSureBackup 2 Stopped
4 DCS Backup Copy Job Hyper-VBackupCopy 1 Disabled
45 DCS Azure Blob Backup Hyper-V Backup 1 Stopped
4% DCS Azure Biob with archive Back..  HyperVBackupCopy 1 Disabled
4% DCS Azure Biob without archive Ba... Hyper-VBackupCopy 1 Disabled
£ DCS HPHV02 Backup Hyper-V Backup 1 0% completed a.
165 DCS_HPHVD2_Local Replication Hyper-V Replication 1 Stopped
6 DCS_to_Storage-WIN Backup. Hyper-V Backup 1 Stopped
165 HPHVO1 Excludes DCS Backup Hyper-V Backup 1 Stopped
5 HPHVD1 Storage-Win Backup Hyper-V Backup 1 Stopped
1} Management HPHVO2 Backup Hyper-V Backup 1 Stopped
) Management ubuntu Immutsble B.. Hyper-V Backup 1 Stopy

% Windows Sewver_Managed by age... Windows AgentPalicy 1 Ensbled
#} Windons Server_Managed by bac.. Windows Agent Backup 1 Stopped

LastRun
16 hours ago
17 hours ago

3 minutes ago
7daysago

17 hours ago
17 hours ago
3daysago

Success
Success

Success

Success
Success
NA

rise Plus Edi

Next Run
After [DCS_HPHVO2.
After [DCS_ HPHVO2..
<Disabled>

<not scheduled>
<Disabled>
<Disabled>

<not scheduled>
<notscheduled>
<ot scheduled>
<not scheduled>
<not scheduled»
<not scheduled>
<notscheduled>

<not scheduled>

Torget
Advanced Single-
Advanced Single-H
Backup Repositor

Scale-out Backup.
Scale-out Backup.
Scale-out Backup.
Backup Repositon
HeHVO2

Backup Repositor

Backup Repositon
Backup Repositon
Backup Repositon
Backup Repositor

Backup Repositony
Backup Repositor

1 days remaining

4. Right-click the job and
select Statistics.

Home  View

A
Stop | Statistics Report

Adions  Details

£ SureBackup
4 Replction
42 Backup Copy

o [ Last24 Hours
(5 Running (1)
(5 Success

A ome
B inventory

@i sachup nfsructure

Storage Inf

@ ope nfrastructure
[ rie

Session

Qipeina

Job Name Session

[ Scale-out Backup Repository.. SOBRTiering  Success 117/2023 933 AM
[ Scale-out Backup Repository.. SOBRTiering  Success 11772023 1320M
[ Scale-out Backup Repository... Offlosd to Archi.. Success 171772023 5:34 PM
[ Scale-out Backup Repository... Offlosd to Archi.. Success 171772023 1:32 M
[ Seale-out Backup Repository... Offlosd to Archi.. Success 1/18/2023 8:09 AM
[ Scale-out Backup Repository... Offload to Archi.. Success 1/17/2023 933 AM
[ Management ubunty Immut.. Backup Suceess 111772023 304 PM
[ Management HPHVD2 Backu... Backup Success 11772023 251 PM
[ DCS_HPHV02 Backup (incre..  Backup Suceess 11172023 245 PM
[y DCS HPHVO2 Backup nm-._amﬂ_‘ O completed  1/18/2023 814 AM
o o B Stopsession 7

ly Statistcs |

B Repot |
SUMMARY A STATUS
Duration: ox17 Process: 08(0%) Success:
Processing ate: oxess Readk 13 Warnings:
Bottieneck: Transterred: 13 Erors:
Name Action
[ ocot-2022 © Job started at 1/18/2023 8:14:45 AM

@ Building lst of machines to process
VM size: 127 GB (17.6 GB used)
) Chenged block tracking is enabled.
§) Processing DCD1-2022
All Wi have been queved for processing

End Time

1/17/20239:33 AM
1/17/2023 132 PM
1/17/2023 5154 PM
1/17/20231:32 PM
1/18/2023 8:09 AM
1/17/20239:33 AM
1/17/20233:16 PM
1/17/20232:58 PM
1/17/20232:51 PM

THROUGHPUT (LAST 5 MIN)

Enterprie Plu

00f 1VMs

0016
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5. Real-time statistics

provide detailed data on
job sessions, such as job
progress, duration,
processing rate,
performance bottlenecks,
amount of processed
data, read and
transferred data, and
session performance
details, such as warnings
and errors during the
operation.

B DCS_HPHY02 Backup (Incremental)

Job progress: 99% 0of 1VMs
SUMMARY DATA STATUS

Duration: 06:03 Processed: 17,6 B (95%) Success:

Processing rate: 131 MB/s Read: 1368 Warnings:

Bottleneck: Source Trensferred: 4433MB (3x) Errors

THROUGHPUT (LAST 5 MIN)

A

Show Details

Speed: D KB/
ok

B DCS HPHYO2 Backup (Incremental)

Job progress: 99% 10f 1 VMs
SUMMARY DATA STATUS
Duration: 0707 Processed: 17,6 GB (95%) Success:
Processing rate: 131 MB/s Read: 13GB Warnings:
Bottleneck: Source Transferred: 443.3 ME () Errors:
THROUGHPUT (ALLTIME)
Speed: 207 KBi/a
Name Status Action Duration
[[l Doot-2022 @ Success (@ Job started at 1/18/2023 £:14:45 AM
© Building list of machines to process 00:16
(@ VM size: 127 GB (17,6 GB used)
(@ Changed block tracking is enabled
@ Processing DCD1-2022 05:45
(© All ¥Ms have been queued for processing 00:00
Hide Details 0K
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Job progress 9% 00f 1VMs
SUMMARY DATA STATUS
Duratian: 06:37 Processed: 17,6 GB (99%) Success:
Processing rate; 131 MB/s Read: 1368 Warnings:
Bottleneck: Source Transferred: 243.3 MB (3x) Errors:
THROUGHPUT (LAST 5 MIN)
Speed: 0 KB/
Name Status Action Duration b
[] pcot-2022 (>)09% © Queued for processing at 1/18/2023 815:56 AM
& Required backup infrastructure resources have been assigned
@ UM processing started at 1/18/2023 8:17:30 AM
@ UM size: 127 GB (17.6 GB used)
@ VM is now in the required state for processing 00:00
& Preparing to create snapshot 00:02
@ Using guest interaction proxy HPHVOZ (Same subnet)
@ Inventorying guest system
) Subscribing to guest processing compenents.
) Creating VM recovery checkpoint (mode: Vesam application-aware processing)
@ Using source proxy HPHVO1 (anhost)
B st o e o i e nnne b
Hide Details oK
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Job Session History Report from Backup and
Replication Console

You can view detailed historical statistics on every job session.

Instructions Screenshot (if applicable)

Log in to the Veeam
Backup and replication
manager server.

Open the Veeam Backup
& Replication Console,
and click Connect.

Veeam
LN Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

~AAICAL AZA DT

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
the Last 24 Hours (or
expand the Last 24 Hours
and select) Running.

'

= =
Backup Replication CDP
Job-  Job~ Pol

Primary Jobs
Home
4 G dobs.

12 Backup

3 Swesackup

o [ w24 Hous
5 Running (1
5 Success

A Home
C)
B ey

@ sackup Infrasructure

[ —
 rie

B0 L

feeam Backup and Replication

Backup Copy SureBackup  Restore Failover  Import Export
Copy~ Job~  Job~ -~ Plan-  Backup Backup
Auwilary Jobs Restore Adions

Qypeina or Alljobs
Name Type Objects | Status
4} DC On_Demand Sandbox Hyper-VSurebackup 2 Stopped
1} 0C SureBackup Basic Sngle-Host  Hyper-VSureBackup 2 Stopped
4 DCS Backup Copy Job Hyper-VBackupCopy 1 Disabled
45 DCS Azure Blob Backup Hyper-V Backup 1 Stopped
4% DCS Azure Biob with archive Back..  HyperVBackupCopy 1 Disabled
4% DCS Azure Biob without archive Ba... Hyper-VBackupCopy 1 Disabled
£ DCS HPHV02 Backup Hyper-V Backup 1 0% completed a.
165 DCS_HPHVD2_Local Replication Hyper-V Replication 1 Stopped
6 DCS_to_Storage-WIN Backup. Hyper-V Backup 1 Stopped
165 HPHVO1 Excludes DCS Backup Hyper-V Backup 1 Stopped
5 HPHVD1 Storage-Win Backup Hyper-V Backup 1 Stopped
1} Management HPHVO2 Backup Hyper-V Backup 1 Stopped
) Management ubuntu Immutsble B.. Hyper-V Backup 1 Stopy

% Windows Sewver_Managed by age... Windows AgentPalicy 1 Ensbled
#} Windons Server_Managed by bac.. Windows Agent Backup 1 Stopped

LastRun
16 hours ago
17 hours ago

3 minutes ago
7daysago

17 hours ago
17 hours ago
3daysago

Success
Success

Success

Success
Success
NA

rise Plus Edi

Next Run
After [DCS_HPHVO2.
After [DCS_ HPHVO2..
<Disabled>

<not scheduled>
<Disabled>
<Disabled>

<not scheduled>
<notscheduled>
<ot scheduled>
<not scheduled>
<not scheduled»
<not scheduled>
<notscheduled>

<not scheduled>

Torget
Advanced Single-
Advanced Single-H
Backup Repositor

Scale-out Backup.
Scale-out Backup.
Scale-out Backup.
Backup Repositon
HeHVO2

Backup Repositor

Backup Repositon
Backup Repositon
Backup Repositon
Backup Repositor

Backup Repositony
Backup Repositor

1 days remaining

4. Right-click the job and
select Statistics.

Home  View

A
Stop | Statistics Report

Adions  Details

£ SureBackup
4 Replction
42 Backup Copy

o [ Last24 Hours
(5 Running (1)
(5 Success

A ome
B inventory

@i sachup nfsructure

Storage Inf

@ ope nfrastructure
[ rie

Session

Qipeina

Job Name Session

[ Scale-out Backup Repository.. SOBRTiering  Success 117/2023 933 AM
[ Scale-out Backup Repository.. SOBRTiering  Success 11772023 1320M
[ Scale-out Backup Repository... Offlosd to Archi.. Success 171772023 5:34 PM
[ Scale-out Backup Repository... Offlosd to Archi.. Success 171772023 1:32 M
[ Seale-out Backup Repository... Offlosd to Archi.. Success 1/18/2023 8:09 AM
[ Scale-out Backup Repository... Offload to Archi.. Success 1/17/2023 933 AM
[ Management ubunty Immut.. Backup Suceess 111772023 304 PM
[ Management HPHVD2 Backu... Backup Success 11772023 251 PM
[ DCS_HPHV02 Backup (incre..  Backup Suceess 11172023 245 PM
[y DCS HPHVO2 Backup nm-._amﬂ_‘ O completed  1/18/2023 814 AM
o o B Stopsession 7

ly Statistcs |

B Repot |
SUMMARY A STATUS
Duration: ox17 Process: 08(0%) Success:
Processing ate: oxess Readk 13 Warnings:
Bottieneck: Transterred: 13 Erors:
Name Action
[ ocot-2022 © Job started at 1/18/2023 8:14:45 AM

@ Building lst of machines to process
VM size: 127 GB (17.6 GB used)
) Chenged block tracking is enabled.
§) Processing DCD1-2022
All Wi have been queved for processing

End Time

1/17/20239:33 AM
1/17/2023 132 PM
1/17/2023 5154 PM
1/17/20231:32 PM
1/18/2023 8:09 AM
1/17/20239:33 AM
1/17/20233:16 PM
1/17/20232:58 PM
1/17/20232:51 PM

THROUGHPUT (LAST 5 MIN)

Enterprie Plu

00f 1VMs
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5. Real-time statistics

provide detailed data on
job sessions, such as job
progress, duration,
processing rate,
performance bottlenecks,
amount of processed
data, read and
transferred data, and
session performance
details, such as warnings
and errors during the
operation.

| use the keyboard's left
and right arrow keys to
switch between previous
job sessions.

B DCS_HPHY02 Backup (Incremental)

Job progress:

99%

Oof 1 VMs

SUMMARY

Duration: 06:03
Processing rate: 131 MB/s
Bottleneck: Source
THROUGHPUT (LAST 5 MIN)

A

Show Details

DATA
Processed: 17,6 B (95%)
Read: 1368

Trensferred: 4433MB (3x)

STATUS
Success:
Warnings:

Errors:

Speed: D KB/
ok

B DCS HPHYO2 Backup (Incremental)

Job progress: 99% 10f 1 VMs
SUMMARY DATA STATUS
Duration: 0707 Processed: 17,6 GB (95%) Success: 1
Processing rate: 131 MB/s Read: 13GB Warnings: [}
Bottleneck: Source Transferred: 443.3 ME () Errors: 0
THROUGHPUT (ALLTIME)
Speed: 207 KBi/a
Name Status Action Duration
[[l Doot-2022 @ Success (@ Job started at 1/18/2023 £:14:45 AM
@ Building st of machines to process 00:16
(@ VM size: 127 GB (17,6 GB used)
(@ Changed block tracking is enabled
@ Processing DCD1-2022 05:45
) All VM have been queued for processing 00:00
Hide Details 0K
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Job progress 9% 00f 1VMs
SUMMARY DATA STATUS
Duratian: 06:37 Processed: 17,6 GB (99%) Success:
Processing rate; 131 MB/s Read: 1368 Warnings:
Bottleneck: Source Transferred: 243.3 MB (3x) Errors:
THROUGHPUT (LAST 5 MIN)
Speed: 0 KB/
Name Status Action Duration b
[] pcot-2022 (>)09% © Queued for processing at 1/18/2023 815:56 AM
& Required backup infrastructure resources have been assigned
@ UM processing started at 1/18/2023 8:17:30 AM
@ UM size: 127 GB (17.6 GB used)
@ VM is now in the required state for processing 00:00
& Preparing to create snapshot 00:02
@ Using guest interaction proxy HPHVOZ (Same subnet)
@ Inventorying guest system
) Subscribing to guest processing compenents.
) Creating VM recovery checkpoint (mode: Vesam application-aware processing)
@ Using source proxy HPHVO1 (anhost)
B st o e o i e nnne b
Hide Details oK
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Job and Job Session Report from Veeam
Backup and Replication Console

You can generate reports with information from all job sessions or just one.

Instructions Screenshot (if applicable)

Log in to the Veeam
Backup and replication
manager server.

Open the Veeam Backup
& Replication Console,
and click Connect.

Veeam
LN Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select

feeam Backup and Replication

L2 ol N & D
the Last 24 Hours (or e Bl T ML T
expand the Last 24 Hours | a

i Jobs
12 Backup
i SureBackup
4 Replication
3£ Backup Copy

and select) Running.

5 Running (1
5 Success

A vome

() T o——

rage Infrastructure

@y e e

Name

4} DCOn_Demand Sandbox

5 DC SureBackup_Basic Single-Host

4 DCS Backup Copy Job

45 DCS Azure Blob Backup

4% DCS Azure Biob with archive Back.

5 DCS_Azure Blob without archive Ba..

£} DCs_HPHVO2 Backup

165 DCS_HPHVD2_Local Replication

6 DCS_to_Storage-WIN Backup.

165 HPHVO1 Excludes DCS Backup

36} HPHVO1 Storage-Win Backup

1} Management HPHVO2 Backup

} Management ubuntu Immutable B,
% Windows Sewver_Managed by age.

#} Windons Server_Managed by bac.

Type

Hyper-VSureBackup 2
Hyper-VSureBackup 2
Hyper-VBackupCopy 1
Hyper-V Backup 1
Hyper-VBackupCopy 1
Hyper-VBackupCopy 1
Hyper-V Backup 1
Hyper-V Replication 1
Hyper-V Backup 1
Hyper-V Backup 1
Hyper-V Backup 1
Hyper-V Backup 1
Hyper-V Backup 1
Windows AgentPolicy 1
Windows Agent Backup 1

Alljobs

Status

LastRun Lest Result
T6hoursago  Success
7hoursage  Success

3 minutes ago

7daysago Success
17hoursage  Success
7hoursage  Success

3 daysago NA

Next Run
After [DCS_HPHVO2.
After [DCS_ HPHVO2..
<Disabled>

<not scheduled>
<Disabled>
<Disabled>

<not scheduled>
<notscheduled>
<ot scheduled>
<not scheduled>
<not scheduled»
<not scheduled>
<not scheduled>

<not scheduled>

Torget
Advanced Single-
Advanced Single-H
Backup Repositor
Scale-out Backup.
Scale-out Backup.
Scale-out Backup.
Backup Repositon
HeHVO2

Backup Repositor
Backup Repositon
Backup Repositon
Backup Repositon
Backup Repositor
Backup Repositon
Backup Repositor

Session.

4. Right-click the job and
select Report.

Stop | Statistics Report
Adions  Details
Home

i SureBackup
3 Replication
4% Backup Copy

B Success

A vore

E: Inventory.
L T ——

Storage Inrastructure

Q

Job Name

Start Time.

[ Scale-out Backup Repository.. SOBRTiering  Success 117/2023 933 AM
[ Scale-out Backup Repository.. SOBRTiering  Success 11772023 132 P
[ Scale-out Backup Repository... Offlosd to Archi.. Success 171772023 5:34 PM
[ Scale-out Backup Repository... Offlosd to Archi.. Success 117/2023 1:32PM
[ Seale-out Backup Repository... Offlosd to Archi.. Success 1/18/2023 8:09 AM
[ Scale-out Backup Repository... Offload to Archi.. Success 1/17/2023 933 AM
[ Management ubunty Immut.. Backup Suceess 111772023 304 PM
[ Management HPHVD2 Backu... Backup Success 11772023 251 PM
[ DCS_HPHV02 Backup (incre..  Backup Suceess 11172023 245 PM
Ch DCS_HPHV02 Backup O% completed  1/18/2023 8:14 AM
b progiess B Stopsession 7

Statitics

Report
SUMMARY A STATUS
Duration: ox17 08(0%) Success:
Processing ate: oxess Readk 13 Warnings:
Bottieneck: Detectn Transterred: 13 Erors:
Name Action
[ oco1-2022 ¥ 0% @ Job started at 1/18/2023 8:14:45 AM

End Time
1/17/20239:33 AM
1/17/2023 132 PM
1/17/2023 554 PM
1/17/20231:32 PM
1/18/2023 8:09 AM
1/17/20239:33 AM
1/17/20233:16 PM
1/17/20232:58 PM
1/17/20232:51 PM

[ —
5 e

© Suilding it of machines to process
© VMsize: 127 G8 (17.6 GB used)

© Changed block tracking s enabled
§) Processing DCD1-2022

© All s have been queued for processing

THROUGHPUT (LAST 5 MIN)

00f 1VMs

0016

5. Review the single session

[l

c: n

@ Casers\csunappData\Lo.. |||

report.

Backup job: DCS_HPHV02 Backup

Session

htmi

Created by GOODDEALMART\cstm at 1/10/2023 7:45 PM.

Wednesday, January 18, 2023 8:14:45 AM

-¢

Search,

Success

1.0f 1VMs processed

success |1 Start time 1768 Backupsize |485.9 M8
| Warning |0 End time 1368 Dedupe 1ix
[Emor o [Duration [433M8 | Compres 250

Details
[Name | status Starttime  [Endtime  |Size Read Transferred | Duration | Details
DC01-2022 Success 8:17:30 AM

Veeam Backup & Replication 11.0.1.1261 P20220302

1368 [#33m8 |o0a12
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6. To create all sessions
reported.

7. Onthe Home page, select
Jobs.

v 2 8

= = 2 & !

Backup Replication COP  Backup Copy
Policy Copy + Job~

Primary Jobs Audiary )

Home

i
4% Replction
4 Backup Copy
% Backups

& Disk
5 Replicss

) Reacy

Lest 24 Hours

5 Running (1)

% Fated

A ome

8 ventory

[ T——

Storage Infrastructure

=
ureBackup | Restore Failover

p and Replication

72

T
Import Export

Backup Backup

jobs Restore Adions

44 DC SureBackup Basic Single-Host
4 DCS Backup Copy Job

48 DCS_Azure Blob with archive Back.
4 DCS_Azure Blob without archive Ba

& DCS_HPHV02_Local Replication

4 DCS_to_Storage-WiN Backup

55 HPHUDT Excludes DCS Backup.

65 HPHVD1 Storage-Win Backup

5 Mansgement HPHVO2 Backup

% Management ubunty immutable B
(% Windows Server_Managed by age.

48} Windows Server_Managed by bac.

Alljobs

LestRun Last Nex

Type Objects

HyperVSureBackup 2 99% completed 10 minutes ago After [DCSHPHVO2.,  Advanced Single-H
HyperVSurSackup 2 Stopped 40 minutesago  Success <Disabled> Advanced Single-H
HyperVBackupCopy 1 Dissbled <Disabled> Backup Repositor,
Hyper-V Backup 1 Stopped <not scheduled> Scale-out Backup
HyperVBackupCopy 1 Disabled <Disabled> Scale-out Backup
HyperVBackupCopy 1 Disabled <Dissbled> Scale-out Backup
Hyper-V Backup. 1 Stopped 4 Success

Hyper-V Replication 1 Stopped 7daysago Success <notscheduled> HPHV02

Hyper-V Backup. 1 Stopped <notscheduled> Backup Repositor,
Hyper-V Backup. 1 Stopped <notscheduled> Backup Repositony
Hyper-V Backup. 1 Stopped <notscheduled> Backup Repositony
Hyper-V Backup. 1 Stopped 18hoursago  Success <ot scheduled> Backup Repositony|
Hyper-V Backup. 1 Stopped 8hoursago  Success <ot scheduled> Backup Repositon
Windows AgentPolicy 1 Ensbled 3daysago NA NA Backup Repositony|
Windows Agent Backup 1 Stopped <not scheduled> Backup Repository

us Edition

8. Right-click the job and
select Report.

View

Stat Siop Retry Active | Statistics Report
Full
Jab Control Detais
Home

4 [ Last24 Hours
(5 Success
(5 Filed

A tome
,%g inventory

[, ST —

torage Infrastucture.

[ S v—

[ sies

Edit Clone © Delete

Mansge oo
Q

Nome

465 DC On_Demand Sandbox

5 DC SureBackup_Basc Sngle-Host
& DCS Backup Copy Job.

465 DS Azure Blob Backup

8 DCS_Azure Blob with archive Back.
5 DCS Azure Blob without archive B,

15 DCS HPHVO2 Baglan———————Hyper Backup
stat

& ocs pervoz Lo P

% DCS,m,vaagt‘ Stop
Adtverul
SUMMERY lili ~ Statistics.
Duration: B Report
Processing ate: Distie
# Clone
Bottleneck: B o
# e

D01-2022

kup and Replication

Alljobs
Type LastRun Last Result n Torg o
HyperVSueBackup 2 Stopped 29 minutesago  Success After [DCS HPHVD2..  Advanced Singl
Hyper-VSueackup 2 Stopped S9minutesago  Success <Disabled> Advanced Singl
Hyper-VBackupCopy 1 Disabled <Disabled> Backup Reposi
Hyper-V Backup 1 Stopped <not scheduled> Scale-out Back
Hyper-VBackupCopy 1 Disabled <Disabled> Scale-out Back
Hyper-VBackupCopy 1 Disabled <Disabled> Scale-out Back
1 Thourago  Success <notscheduled> Backup Reposit
Hyper-V Replication 1 Stopped Tdaysage  Success <not scheduled> HPHVO2
Hyper- Backup 1 Stopped <not scheduled> Backup Reposi
J
| | pama STATUS THROUGHPUT (ALL TIME)
Speed: 207 KB/s
Processed 76GB(100%  Success: 1
Read: 201M8 Warnings: 0
Transferred: 52.1MB @) Errors: 0
© Changed block tracking is enabled
) Processing DC01-2022 0235
) All VMs have been queued for processing 0008
2 Full backup file merge completed successfully [fast clone] 0054
© Load: Source 825% > Proxy 66% > Network 27% > Target 30%
@ Primary bottleneck: Source
@ Job finished at 1/18/2023 8:45:04 AM v
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9. Review all job sessions
report.

@ ocal Session

| @ cusers\csun\appDatalLo... * [

~ ¢/ search..

Backup job: DCS_HPHVD2 Backup

Success
Hl Created by GOODDEALMART\csum at 1/10/2023 7:45 PM. 1 0F 1 VMs processed
Wednesday, January 18, 2023 8:40:51 AM
Success |1 |Starttime  8:40:51AM  |Totalsize 127GB |Backup size | 60.4 MB |
Warning |0 |End time AM  |Dataread 2091 MB | Dedupe [Lox |
Error 0 | Duration | Transferred |52.1 MB |29 |
Details
Name Status |Starttime | Endtime size |Read |Transferred | Duration | Details
oc lga1asAm  memssaM 12768 0s.1MB s2MB 00220

Backup job: DCS_HPHV02 Backup Success
(Created by GOODDEALMART\csun at 1/10/2023 7:45 PM. 1 of 1 VMs processed

Wednesday, January 18, 2023 8:14:45 AM

Success |1 [Start tme: M [Towlsze 12768 [Backupsize [485.9M8 |
Warning |0 |End time AM | Dataread  |13GB | Dedupe |L1x |
Eror 0 | Duration | Transferred | 443.3 MB | |25 |
Details
Name |status |Starttme  Endtime [Size |Read |Transferred |Duration | Details
pCo1-2022 le7:30aM  BoneAM  17GB 1368 la33me oo | ‘
Backup job: DCS_HPHV02 Backup Success
Created by GOODDEALMART\csun at 1/10/2023 P

10f1VM
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Generate Backup Reports from Veeam ONE

You can generate reports with detailed backup information from Veeam ONE.

Instructions Screenshot (if applicable)

1. Loginto the Veeam ONE Gl 0 o s o [ = B
& G @ O hupssfwwwseamcom/downioads htmizad=top-sub-menu ® & a vy = @ @ -
Server. . _ “ a
veeAm QL& — Mem
+
2. Signinto your Veeam a
account and download g o P Sty -
Comprehensive monitoring and analytics add-on, B Release notes e
the Veeam ONE SOftWare. including proactive alerts and intelligent
automation and diagnostics. B [T Monitoring Solution
Note:
Included with the purchase of
Veeam Availability Suite and
Veeam Backup Essentials and
is included in the download
package.
3. Mount the Veeam ONE = Manage  DVD Drive (D:) Veeam ONE 11 = o =
. . GCBM Home  Shae  View | DriveTools [2]
ISO image file. = - _
1 KN » This.. » DVD Drive (D:) Veearn ONE... v O 2 Search DVD Drive (D:) Veeam ONE 11
4. Run Setup.exe. T Narne Date modified Type Size
- Addins 117184 6:12 AM File folder
i Agent 1/ M File folder
‘_’ Dowiloads: # Monitor 1/ File falder
I Pocumeénts; # Redistr File folder
= Pictures * Reporter File folder
I This PC Suite File folder
E 12 autorun.inf Setup Information 1Kke
B 30 Ottt Setup.exe Application 730 KB
[ Desktop
[Z] Documents v
Sitems
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5. On the User Account
Control page, click Yes.

”i: Veeam ONE Setup Autorun

Verified publisher. Veeam Software Group GmbH
File origin: CD/DVD drive

Show more details

6. Onthe Veeam ONE 11a rSE i
page, click Veeam ONE
Server Install.

Standalone components:

MM \Veeam ONE Server
(il st

Pl Veeam ONE Client
o TR install

Install

7] ()]

Documentation Training

© Veeam Software Group GmbH, All rights reserved,
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Click OK on the Please

YVeearmm OME
install Microsoft Virtual
C++ 2019 Redistributable
t d with th Please install Microsoft Wisual C=+ 2015 Redistributable to
0 proceed wi € proceed with Yeeam COME installation.
Veeam ONE installation Click OK to install this prerequisite,
page
oK | Cancel ]
8. Select | accept the Veeam Vezam ONE Setup o
license agreement License Agreement
CheCkbOX terms on the Please read the following license agreement carefully.
License Agreement page.
END USER SOFTWARE LICENSE AGREEMENT (“EULA™)
9. Select | accept the terms
IMPORTANT, PLEASE READ CAREFULLY: THIS END USER LICENSE AGREEMENT “EULA”
of the 3rd party IS A LEGAL AGREEMENT BETWEEN YOU (AS AN INDIVIDUAL OR ENTITY, *YOU" THE
. “‘CUSTOMER™) AND VEEAM SOFTWARE GROUP GMBH (*VEEAM™), FOR PRODUCTS AND
components license SERVICES, WHICH MAY INCLUDE COMPUTER SOFTWARE AND ASSOCIATED
DOCUMENTATION ("SOFTWARE®). BY INSTALLING OR OTHERWISE USING THE
agreements checkboxes SOFTWARE DR RECEIVING THE SERVICES, YOU AGREE TO BE BOUND BY THE TERMS
OF THIS EULA. IF YOU DO NOT AGREE WITH THE TERMS OF THIS EULA, DO NOT USE
10. Click Next THE SOFTWARE OR SERVICES.
| accept the terms of the Yeeam license agreement
| accept the terms of the Ird party components license agreements | Miew
« Back l Ca.ncel
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11. On the Deployment
Scenario page, select
Advanced and click Next.

Veearmn ONE Setup

Deployment Scenario

Select deployment scenario.

Veeam OME can be installed with typical or advanced configuration seitings. Select the desired

deployment scenario to proceed.

() Typical

Installs all components with default settings on & single server

@ Advanced

Allows configuring custom settings and separating components between several servers

Leam more about deployment scenarios

Next = Cancel

12. On the Program Features
page, Choose the features
you want to install.

13. Click Browse and select
the path.

14. Click Next.

Weeam OME Setup

Program Features

Select the program features you want to be installed.

- | Veeam ONE Server
~ | Veeam ONE Web Services

Install to: | C:\Program Filez\Vesam'\Weeam CNEY

Component description

Veeam ONE Serveris
responsible for retrieving
monitoring data from
virtual and Veeam
Backup & Replication
environments.

MNext = Cancel
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15. Click Install on the System

Configuration Check page
and install the missing
software components.

Veeam ONE Setup = X

System Configuration Check

ion of your gystem for potertial installation problems.

Reguirement Status ~
Microsoft 115 | ) Failed
ASP.MET 4.5 Component €3 Failed
MET Extensibility 4.5 Component 0 Failed
Default Document Component 0 Failed
e ) Failed
Static Content Component 0 Failed
Windows Authentication Component €3 Failed

WehSncket Protnral Comnanent €03 Fajled a1

. Gl e Shtal thon 1o ooy s fesren. | nstall || Recheck

<Back | edt-

16. On the System

Configuration Check page,
ensure the requirements
installed are completed
successfully and click
Next.

Veeamn OME Setup — %

System Configuration Check

Verfication of your eystem for potential installation problems.

Reguirement Status ~
Microsaft 115 ) Passed
ASP MET 4.5 Component &) Passed
NET Extensibilty 4.5 Component | Q Passed
Default Document Component | € Passed
HTTP Emors Component o Pazsed
Static Content Component o Passed
Windows Authertication Component | ) Passed
WehSncket Protaral Comnanent | ) Pagend i
cBack || MNet> || Cancel
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17. On the Service Account Veeamn ONE Setup = ped
page, click Browse and Service Account
select the user account as 806 B Ced ol
a service account. M Soeciy usemame and password in DOMAIN\USERNAME format. The supplied
-~ = account must have necessary privileges assigned. Forthe list of required privileges refer
to Veeam ONE deployment guide.
18. Enter the password and e
CIiCk Next Usemame: |GOODDEALMART\.S‘-"C_VeeamONE v| Browse...
Password: |o.oo.ooo..l f;\|
< Back Mext = Cancel
19. On the SQL Server Veeam ONE Setup = X

Instance page, select
Install a new instance of
SQL Server
(localhost\VEEAMSQL201
6) and click Next.

Note:

If you install Veeam ONE
Server and Veeam ONE
Web Services on separate
machines, ensure that
both components share a
database.

S5QL Server Instance

Select SAL Serverinstance to create Veeam ONE database on.

(® Install new instance of SQL Server Jocalhost\VEEAMSGL2016)
() Use existing instance of SGL Server (HOSTNAMEMNSTANCE)
VEEAMONE11\WEEAMSGL2016

Database name:  |VeeamONE

< Back MNext = Cancel
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20. Select Licensed mode (full
function) on the
Operation Mode page and
click Browse.

Operation Mode

Select operating mode and provide & license file.

Operating mode:

(@ Licensed mode full functionality)
License fils;

(O Community Edition fimited functionality)

Browse. ..

Leam more about product editions

<Back || Hedt>

21. Select the license file and
click Open.

Open x
1T <« Post-Install » NFR v (V] Search NFR o
Organize * MNew folder ~ 1 @
Name Date modified Type
#F Quick access N
|_] veeam_backup_microsoft_office_nfr_50.ic  3/30/2022 3:14 P LIC File
| Desktop » lfhl - P — = = : —
| | Veeam-100instances-suite-nfr.lic 3/30/2022 3:31 PM LIC File
-‘ Downloads *
E] Documents »
[&] Pictures *
I This PC
DVD Drive (D) Veearr
£ Network
< >
File name: | Veeam-10Dinstances-suite-nfr.lic w | License files (*.lic) w|
o
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22. Click Next on the
Operation Mode page.

Veeam OME Setup = X

Operation Mode

Select operating mode and provide a license file.

Oiperating mode:

(® Licensed mode full functionalty)
License fils;
CPost-Install \NFR'\Veeam-100nstancez suitenfrlic

(O Community Edition fimited functionality)

Leam more about product editions

< Back Next > Cancel

23. On the Connection
Configuration page, enter
the port number used to
communicate with the
Veeam ONE Reporting
service in the
Communication port field.

24. Enter the number of ports
the Veeam ONE Server
component will use to
communicate with the
Veeam ONE Web API
component in the Internal
Web API port field.

25. Enter the Veeam ONE
Agent's port number to
collect data from
connected Veeam Backup
& Replication servers in

Veeam ONE Setup = X

Connection Configuration

Specify ports and select certificate

Communication port:

Intemal Web APl port:

Website port:

Veeeam OME agent port: |2BD5

Certificate: .Generaté new sellféiglneci cert'rfilclale Vj View cefficats

< Back Next = Cancel
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the Veeam ONE agent
port field.

26. Select a certificate from
the Certificate list to
secure the Veeam ONE
internal Web API
connection. The
certificate can be changed
later in the Veeam ONE
Settings utility.

27. Click Next.

28. The performance cache is Veeam ONE Setup — x
stored in the Performance Data Caching
C'\PerfcaChe fOIder by Select a directory to store cached performance data of vittual infrastructure objects.

default on the
Performance Data Path:

Caching page. To save the Eibiodliace | Bowse..
cache to a different
location, click Browse
next to the Path field and
enter the path to the new
location.

29. Click Next.

<Back | MNext = Cancel
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30. On the Virtual

Infrastructure Type, select
Microsoft Hyper-V.

Veeam ONE Setup = X

Virtual Infrastructure Type

Select the type of a server you want to add to Veeam OME.

VMware vSphere
=m Adds vCenter Server, or standalone vSphere Hypervisor (ESXi)
H

Microsoft Hyper-v
==- Adds SCVMM server, Hyper-V cluster, or standalone host

Skip virtual infrastructure configuration
Configure connection to virtual infrastructure later

31.

32.

33.

34.

Select the Server type
from the drop-down list
on the Add Hyper-V
Server page.

Enter the FQDN or IP
address of the
virtualization server to
connect in the DNS name
or IP address field.

Enter the account
credentials for connecting
to the serverin the
Username and Password
fields.

Click Next.

Weeam OME Setup — =

Add Hyper-V Server

Configure connection to Microsoft Hyper-V host, Failover Cluster or SCVMM server.

Specify server connection details

Server type: | Hyper-V Host V

DMS name or IP address: |HF‘H\H}1

|
Usemame: | HPHWYD \administrator |
|

Passward: |..o.oooooo|

9

e 3100

o iU

<Back || Ned> || Cancel
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35. Select the Server type Veeam ONE Setup _ %

from the drop-down list Add Veeam Backup & Replication Server
on the Add Veeam Configure connection to Yeeam Backup & Replication or Vesam Backup Enterprise Manager server.

Backup & Replication
Server page.

Specify server connection details

Servertype: Vesam 'Bac.kup & Replication w
36. Enter the FQDN or IP DNS name or IP address: |VBR11.gooddealmart ca |
addreSS Of the backup Usemame: |gooddealmart\csun |
manager server to Password: |..........l r'i"\l
connect in the DNS name
or P address fIE|d [] Add Vieeam Backup & Replication or Veeam Backup Enterprise Manager server later

37. Enter the account
credentials for connecting
to the server in the

< Back Cancel

Username and Password
fields.

38. Select Add Veeam Backup
& Replication or Veeam
Backup Enterprise
Manager server later if
you do not want to
configure backup server
connection settings
during installation.

39. Click Next.
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40.

41.

42.

43.

On the Data Collection
Mode, select Typical (less
than 100 hosts and 1500
VMs). Veeam ONE
collects all inventory,
configuration, and
performance metrics and
displays them in
dashboards, reports, and
alarms.

Select Advanced
scalability (more than 100
hosts and 1500 VMs).
Veeam ONE collects all
metrics required for
alarms and reports.

Select Veeam Backup &
Replication Data Only.
The Veeam ONE collects
all inventory,
configuration and
performance metrics
from Veeam Backup &
Replication servers. It also
collects inventory and
configuration metrics
from virtualization servers
but skips virtual
infrastructure
performance metrics.

Click Next.

Veeam ONE Setup = X

Data Collection Mode

Select Yeeam OME data collection mode.

For optimal performance and stability, select data collection mode according to the size of the infrastructure

() Typical (ess than 100 hosts and 1500 VMs)
() Advanced scalability fmore than 100 hosts and 1500 VMs)

(@ Veeam Backup & Replication data only

Leam more sbout dats collection modes

< Back Cancel
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44. Select the Periodically

check for product updates
once Veeam ONE is
installed check box on the
Ready to Install page and
click Next.

Veearmn ONE Setup

Ready to Install

The wizard is ready to begin installation.

Veeam OME will be installed with the following configuration:

Setup Type:

Installation Folder:
Service Account:

Data Collection Mode:
SQL Server:

eeam OME Agent port:
Intemal Web APl port:

Communication port:

Advanced

C:A\Program Files'\Veeam Veeam ONE"
GOODDEALMARTYSVC_VeeamONE
Backup data only
VEEAMONETT'WEEAMSQL2(16
2805

274

2742

[ Periodically check for product updates once Vesam ONE is installed

< Back

Install

Cancel

45, Click Finish on the

Completing Veeam ONE
11 Setup Wizard page.

Weeam OME Setup

Wizard

Click Firish to exit the wizard,

« Back

0 Installation succeeded.

Setup has finished installing Yeeam ONE on your computer.

MNext >

Completing Veeam ONE 11 Setup

Finish
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46.

Click Yes on the logoff
warning display window.

Veeam OME Setup

To complete installation of Veeam OME, you need to log off.

Would you like to do it now?

Yes Mo
. B Computer Management - B
47. Log in to the Veeam ONE e Adiin Vou. Mo
e nE XE = HE
Se rVe r. A Computer Management {Local) Name Description Actions
v} system Tools Members of this group can remot...  Groups

5 () Task Scheduler

B Access Control Assistance Operators
&

H ] Bent Viewer B Backup Oper| Vesam ONE Administrators Properties 70X e etz fiens
48. Double-click the Veeam 6 sharedFades Beecnons | ———
v & Local Users and Groups -t | cenera e
ONE Administrators o Boesceon
® P;ﬁi"‘:::’:ﬁ B Distibuted % Veeam ONE Admiistrators o
A Device Manager Hevent LogRe de
group, and ensure the v B Uowr | o T ™
+ W Windows Server Backup g Hyper-V Ad: generate reports and modfy il Veeam ONE. m.
H & Disk Management IIS_IUSRS Inf
Veeam ONE service Ervmnccor Mo 7
L. ) i Performancel SGOODDB\LMART\C&JH e
account is included in the @rotomioe| | BCOODATNC YA 5
& Power Users lack
5 print Operat fors .
Veeam ONE & RDS Endpoin | m...
8 RDS Manage| rm
H &5 RDS Remote
Administrators user i &
&5 Remote Man| €5
Repli Che 1o s bershi
group. i | ] e eyl
K system Man Ina.
B Users Cancel Apply Heb ng .
5 sQLserver2
88 Veeam ONE Administrators Members Df(h\:grﬂu:) can acces,,
‘Veeam ONE Power Users Members of this group have read
& group
&85 Veeam ONE Read-Only Users Members of this group can gener.
H Manage OVD Drive (D) Veeam ONE 11 - o
49. Log in to the Veeam ONE
Client machine. -
o Quack access .'
1 Oesitop . :’::‘
50. Mount the Veeam ONE $Oomierts
Documents . Redisty
ISO image file. Moars 4 oo
g Fpore i
ol "
3 OVO Deive ) Veesr 8 Setvpexe VIV 1206 P Lopbcation

51.

Run Setup.exe.

B Netwerk
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52. On the User Account

Control page, click Yes.

/\l/; Veeam ONE Setup Autorun

Verified publisher: Veeam Software Group GmbH
File origin: CD/DVD drive

Show more details

53. On the Veeam ONE 11a

page, click Veeam ONE
Client Install.

Veeam ONE 11a

Standalone components:

Veeam ONE Server

on this please remove

existing Veeam ONE Client.

ol [
/1__‘\/\_ CemenEE

Install

Documentation Training

© Veeam Software Group GmbH, All rights reserved,
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54. Select | accept the Veeam Veearn ONE Client Setup = X
license agreement License Agreement
CheCkbOX terms on the Please read the following license agreement carefully.
License Agreement page. =
END USER SOFTWARE LICENSE AGREEMENT (“EULA™)
55. Select | accept the terms
IMPORTANT, PLEASE READ CAREFULLY: THIS END USER LICENSE AGREEMENT “EULA"
of the 3rd party IS A LEGAL AGREEMENT BETWEEN YOU (AS AN INDIVIDUAL OR ENTITY, *YOU™ THE
. “CUSTOMER") AND VEEAM SOFTWARE GROUP GMBH (*VEEAM), FOR PRODUCTS AND
components license SERVICES, WHICH MAY INCLUDE COMPUTER SOFTWARE AND ASSOCIATED
heckb DOCUMENTATION (*SOFTWARE?). BY INSTALLING OR OTHERWISE USING THE
agreements checkbox. SOFTWARE OR RECEIVING THE SERVICES, YOU AGREE TO BE BOUND BY THE TERMS
OF THIS EULA. IF YOU DO NOT AGREE WITH THE TERMS OF THIS EULA, DO NOT USE
- THE SOFTWARE OR SERVICES.
56. Click Next. 5
| accept the terms of the Vesam license agreement
| accept the terms of the 3rd party components license agreements View
« Back Mext = | Cancel
57. On the Program Features Veeam ONE Client Setup - x

page, click Next.

Program Features

Select the program features you want to be installed.

w3 = | Veeam ONE Client Component description

Veeam ONE Client allows
accessing Veeam ONE
monitoring data collected
by Weeam ONE server.

Install to: | C:\Program Filez\Vesam'\Weeam CNEY Browse...

<Back | MNext = Cancel
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58. On the Veeam ONE Server Veeam ONE Client Setup - pre
Connection page, enter Veeam ONE Server Connection
the Veeam ONE server’s Specify Yeeam ONE server you want to connect to after installation.

Hostname or IP address.

Hostname or |P address: |VeeamOne11

59. Click Next.

Mote: You may skip this step and configure connection to a Vieeam ONE server after ingtallation.

<Back | Next = Cancel

60. Click Install on the Ready Veeam ONE Client Setup — X
to Install page. Ready to Install

The wizard is ready to begin installation.

Weeam OME Client will be installed with the following configuration:

Installation Folder:  C:\Program FilesVesam*Veeam ONEY

Weeam ONE Server: VesamOnaz11

Click "Install” to begin the installation.

<Back [ Instal Cancsl
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61. Click Finish on the Veeam ONE Client Setup _

Completing Veeam ONE Completing Veeam ONE Client 11
Client 11 Setup Wizard Setup Wizard

page.

0 Installation succeeded.

Setup has finished installing Yeeam OME Client on your computer.

Click Finish to exit the wizard.

< Back MNext > | Finish
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62. Open Veeam ONE Client.

63. On the Sign in to Veeam
ONE page, click Connect.

M Veeam ONE 11

| I . Part of Veeam Availability Suite

Sign in to Veeam ONE

| VeeamOinell
Server: |

Login:

Pazsword:

Use Windows session credentials

Connect || Cancel
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64.

65.

66.

67.

68.

69.

70.

71.

On the SMTP Server page,
enter the SMTP server
name in the SMTP server
field.

Enter the port number in
the Port field.

Enter the sender’s email
address in the From field.

Select Use secure
connection.

Select Use authentication.

Enter a username in the
login field.

Enter a password in the
Password field.

Click Send Test Email.

Notification Settings

SMTP Server

Configure SMTP server settings to receive alarm notifications, scheduled reports and dashboards

SMTP server: | smtp.sendgrid.net

From:

| Port: |s87

| VeeamOMNE11@gooddealmart.ca

Use secure connection

Use authentication

Login: | apikey

Password: |

[ Send Test Email

[ Skip email notifications configuration

|| Finish || Cancel

72.

Enter a recipient’s email
address in the Test Email
Settings page and click
OK.

Test Email Settings

Enter emnail address to send test message to:

csun@triconelite.com

OK

| | Cancel |

73.

Ensure the test message
is sent without issues and
click OK.

Veeam ONE Client

o Test message has been sent to "csun@triconelite.com”
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74. On the SMTP Server page,
click Next.

Notification Settings

Configure SMTP server settings to receive alarm notifications, scheduled reports and dashboards

SMTP server: ! smtp.sendgrid.net ‘ Port | 587

From: |\feEamONE11@guoddea|mart‘ca ‘

Use secure connection

Use authentication

Login: | apikey

Passwaord: | |

4 Send Test Email

[] Skip email notifications configuration

Next | | Finish | | Cancel

75. Enter a recipient email
address on the Email
Notifications page and
click Add.

Notification Settings

SMTP Server Configure notification levels for each recipient

Email Notifications
Add or remove recipient email addresses:

Notification Pol

CSUH@trICDHEhtE.COml Add

Enabled Recipient Notification Level

Previous | | Next | | Finish | | Cancel
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76. Select the state level from
the Notification Level
drop-down list and click
Next.

Notification Settings

SMTP Server

Email Notifications

Configure notification levels for each recipient

Add or remove recipient email addresses:

Add
Enabled Recipient Notification Level
csun@triconelite,com Any state v

Errors and warnings

Errars only

Resolved

Previous | | Next | | Finish | | Cancel

77. Click Edit template or edit
if necessary on the
Notification Policy page.

78. Click Next.

Notification Settings

SMTP Server

Ernail Notifications

Configure notification policies for different groups of monitored objects

Select notification policy and specify monitored objects you want to apply the selected policy to:

Edit template...

Policy Naotification Level
Mission Crit.. Send email notification on every alarm

Other Send periodical summary email notifications {default period is 30 ...

€ "Mission Critical” notification policy is applied to all infrastructure objects by default.

Previous | | Next

| | Finish | | Cancel
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79. On the SNMP Settings
page, click Add to add and
configure SNMP trap
receivers if necessary.

80. Click Next.

SMTP Server

Configure SHMP settings to receive SNMP traps

Ernail Notifications
Add and configure SNMP trap receivers:

Neotification Policy

SNMP Settings

Previous | | Next | | Finish | | Cancel

81. On the Summary page,
click Finish.

ation Settings

SMTP Server Review the summary
Ernail Notifications
Veeam ONE notification engine will be configured with the following settings:
Neotification Policy
SMTP Server: smtp.sendgrid.net
SNMP Settings Port: 587

Send from: VeeamONET @gooddealmart.ca

S5L Security: enabled

Legin Account: apikey

Email notification:
csun@triconefite.com: enabled
Email policies:

Mission Critical: Send email notification on every alarm
Virtual Infrastructure (Path: Virtual Infrastructure)
Backup Infrastructure (Path: Backup Infrastructure)
vCloud Infrastructure (Path: vCloud Infrastructure)

Other: MNotification interval 30 min

Summary
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82. Open the Veeam ONE
Web Client.

83. Enter your username and
password on the Veeam
ONE Web Client page and
click Log in.

[@ Veeam ONE Web Client x  + = o x
O & https//veeamonel1.gooddealmart.ca:1239 Q f 3

@& Veeam ONE Web Client

Welcome! Please log in.

Username: | gooddealmarticsun

[] Remain logged in

30N Lo inas current user

84. On the Veeam ONE Web
Client page, select
Reports.

0  [@ veeam ONE Web Client x B - Bl i

C &) httpsy/ 11 rt.cail239/#

S—

= New Dashboard

ashboards p oA g 1= 2

Deployment Projects

E

(|
L

Veeam Backup and Replication Heatmap

F Fy

4l

Hyper-V Trends

Hyper-V Infrastructure

F Fi
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85. On the Report Templates

page, select Veeam
Backup Monitoring.

Report Templates

[ | [@ Veeam ONE Web Client X

N () httpsy// 11

‘ Dashboards [EOEEIS

Saved Reports

All Templates
7 Custom Reports

 Hyper-V Capacity Planning

7 Hyper-V Infrastructure Assessment
1 Hyper-V Monitering

i Hyper-V Optimization

A HyperV Overview

i Infrastructure Chargeback

7 Offline Reports

Public Cloud Data Protection

1 Veeam Backup Agents

1 veeam Backup Assessment

1 Veeam Backup Billing

i veeam Backup Capacity Planning
i Veeam Backup Monitoring
 veeam Backup Overview

7 Veeam Backup Tape Reports

tarl

239/#/reports-view/temp 2 A 15

Deployment Projects

(o1 All Reports

Name

Active Checkpoints

This report shows a list of all VMs with checkpeints, including th...

Agent Backup Job and Policy History

This report provides historical information for Veeam agent bac..

Alarms Current State Overview

This report shows all currently unresolved alarmis for the virtual ...

Alarms Overview

This report provides an overview of your virtual environment cu...

Backup Alarms Overview

This report provides an overview of your data protection health ..

Backup 8illing

This report provides chargeback capabilities for the backup infra...

Backup Copy Job

This report provides information on backup copy jobs including ...

Backup Infrastructure Assessment
This report helos vou 1o assess vour backup configuration and L.

+

GOODDEALMAR]

Folder Name

Hyper-v Optimization

Veeam Backup Agents

Hyper-v Monitoring

Hyper-V Monitoring

Veeam Backup Overview

Veeam Backup Billing

Veeam Backup Monitoring

Veeam Backup Assessment]

86. On the Veeam Backup

Monitor page, select Job
History.

« C B httpsi//

€ oshooares [EEEES

Saved Reports

Report Templates

[ | [@ vesam ONE Web Client %

All Templates

7 Custom Reports

i Hyper-¥ Capacity Planning

1 Hyper-V Infrastructure Assessment
i Hyper-v Monitering

i Hyper-V Optimization

7 Hyper-V Overview

i Infrastructure Chargeback

d@ offl

& Reports

i Public Cioud Data Protection
7 Veeam Backup Agents

1 veeam Backup Assessment
7 Veeam Backup Billing

Veeam Backup Capacity Planning

7 Veeam Backup Monitoring
7 Weeam Backup Overview

7 veeam Backup Tape Reports

Deployment Projects

Q All Reports

Name

Backup Copy job

This report provides information on backup copy Jobs including ..

Backup Infrastructure Augit
This report tracks configuration changes in your virtual environ..

Backup Objects Chal racking

Report provides detailed information on Backup Infrastructure c...

Data Change Rate History

This report shows jobs whose backup files and replica VMs grow...

Database Protection History

This report gives historical ovarview of all database log backup J...

GFS Backup Files

This report provides information about historical backups for jo..

Job History

This report provides historical information for all Veeam Backup...

Latest Job Status

This report provides infoermation about Veeam Backup & Replica...

+

GOODDEALMAR]

Folder Name

Veeam Backup Monitoring

Veeam Backup Monitoring

Veeam Backup Monitoring

Veeam Backup Monitoring

Veeam Backup Monitoring

Veeam Backup Monitoring

Veeam Backup Monitoring

Vveeam Backup Monitoring

410

Technet24


https://technet24.ir

Chapter 7 Reporting

87.

88.

89.

90.

91.

92.

Select VM Backup from
the job type drop-down
list on the Job History

page.
Select All Items in the
Jobs field.

Select All from the Job
Status drop-down list.

Select the period from the
Interval drop-down list.

You also can select the
period rage from the
Rang.

Click Preview to view the
report.

0O | [@ Veeam ONE Web Client x JEE = o X
(N (] & httpsy 11 t.ca:1239/#/reports-view; 19/113 L2 A 5 1= 2

& Dashboards [EGEHSMN  Deployment Projects CRaDRE IR

Report Templates Saved Reports

& All Templates
7 Custom Reports
[ Hyper-V Capacity Planning
i Hyper-V Infrastructure Assessment
71 Hyper-V Monitoring
g Hyper-V Optimization
w8 Hyper-V Overview
1 Infrastructure Chargeback

7 Offline Reports

g8 Public Cloud Data Protection

79 veeam Backup Agents

77 Veeam Backup Assessment

79 veeam Backup Billing

7 veeam Backup Capacity Planning
1 Veeam Backup Monitering

7 veeam Backup Qverview

77 Veeam Backup Tape Reports

@ Job History @
preview [ save

Infrastructure objects: Backup Infrastructure

Job type: VM Backup ~
Jobs: All ttems

Job status: All -
pariod

(® interval: | current month v

() Range:

VeeAM

Job History

Description

0 v v | B Find | Nz

Thi reper provides histeeics nfermasion for sl Vseam Ssckup & Raplication ok

Report Parameters

Summary

Top's s by Average Duration (Minutes)

B,

-ous

1

000,
50
20
oool

Successful Backup Ratio by Day (%)

Top 3 Jabs by Transfened Data (G6)

0

Vs sz o0z e e
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Details

100%

v

Job Type: Backup

Bachup Server: VR gosddesimart ca

93. On the Job History page,

click Save.

Status Chjects  Backup Type St Time Duration Procasding Rate DataSize(G2)  Transferrsd (GB) Totsl Backup Size (38)
Processe (MB/sec)
a 14062023 750 M oostzs 218
neremental 1162023 318PM ooo7es 1023
Incremental 171672023 341 oM 00063 1029
1 reremental 11872023 355 90 00558 w35
1 insremenl 1/1672023 504 oM ooazs 179
1 neremental 141672023 537 oM 00300 007 1087
nerementsl 171772023 245 oMt 00550 088 11z
nersmzmal /1872023 814 AV o0a71s 43 229
Succes 1 incremenst 141872023 340 AM o00a1z 005 228
Job Name: Management HPHVD? Backun
14102023 923 M 00353 s 000 a0 as7
141472023 926 AV oozor ey 300 118 251
1 incremenst 11472023 911 AM 00033 se21 00 a1 55
1 reremental 1142023 1013 A0 00352 a1 3000 ars w081
PR 17703 2519M o720 a7 3000 a7 Tas
Jolb Name: Management ubunty immirtable Backup
5 Ful 1112023 224 M 128 wn 3000 783 796
Dot SyneheicRul 111472023 922 AM [ ot am 00 796
1 141472023 928 AN 000519 7206 000 704 797
141472023 944 AN o023 761 3000 005 a0
nerementat 11472023 1015 AM o005zt 4501 3000 o017 &2
reremsntsl 111772023 3025\ o236 a8t 00 o7 200
Reportcrastac:1/18/2023 110125 AM (UTC-0B0) P i (U5 & el Fage20f2
— o x

0  [3 Veeam ONE Web Cient

oards LTSRS

Report Templates
All Templates

Custom Reports

v Capacity Planning

Hyper-V Monitoring
Hyper-V Optimization
Hyper-V Overview
infrastructure Chargeback
Offline Reports

Public Cloud Data Protection
Veeam Backup Agents
Veeam Backup Assessment

Veeam Backup Billing

x B
& C O nups//veeamonett.gooddeaimartea 239/

Deployment Projec

re Assessment

Veeam Backup Capacity Planning

Veeam Backup Monitoring
veeam Backup Overview

Veeam Backup Tape Reports

@ Job History @

Period
@) interva
Range:

Curre

GOODC

JEALMAR
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94. Enter the report name in
the Name field on the
Save Report page.

95. Describe the comments in
the Description field.

96. Click Save.

Specify report name, description, and target folder

Mame: Current month Job History

Drescription: This repart provides historical information for all Veesm Backup &

Replication jobs.

My reparcs

Target folder:

d reportc

=N =3

97. On the Job History page,
click My reports.

GOODDEALMAR]]

Deployment Projects

E

Report Templates

Saved Reports

All Templates

[ Custom Reports @

[ Hyper-V Capacity Planning
Preview B save

Job History @

[ Hyper-V Infrastructure Assessment

[ Hyper-V Monitering

[ Hyper-v Optimization @ Report have been saved to My reports

[ Hyper-V Overview E
Infrastructure objects: Backup Infrastructure

[ Infrastructure Chargeback

@ Offline Reports

Job type: VM Backup v
[ Public Cloud Data Protection
[ Veeam Backup Agents Jobs: All items
[ Veeam Backup Assessment
[ Veeam Backup Billing Job status: Al v
[ Veeam Backup Capacity Planning
7 Veeam Backup Menitoring
Period

[ Veeam Backup Overview
interval: | Current month ~

[ Veeam Backup Tape Reports
From:

O Range 18/01/262 18701/2623
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98. Select the saved report
and click Schedule on the
Saved Reports page.

[ | [@ Veeam ONE Web Client x IS — o X
« C (%] https://veeamone11.gooddealmart.ca:1239/#/reports-view/reports/1 A 5 = g

ﬁ Dashboards [EGCESUSHN  Deployment Projects

GOODDEALMAR]

Report Templates Saved Reports

Q ame (o1 All Reports v T Fitters (N
ili Folder Management v B Preview B Schedule ¥ Delete Other Actions v
~ [@ All reports

= Name 1 Schedule Sharing
My reparts
User reports Current month job History
This report provides histo...
; :
99. On the Report Schedule ReporcsEheanioy Setnzs &

Settings page, click Add.

Create and manage multiple report delivery schedules, and configure delivery settings
& Add

Destination State Schedule Created by
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100. On the Configure
scheduling settings page,
there are three options.

101. Select Periodically every
option and define the
necessary interval.

102. Select the Daily option
and enter the time and
days of the week the
object must be delivered.

103. Select the Monthly
option and choose the
necessary months, dates
or weekdays.

104. Select the Disable
schedule when created
check box to configure a
schedule without
enabling it.

Add Schedule x

Schedule Configure scheduling settings

Delivery () Periodically every:

Hisciponi (® pailyat 09:00 AM v | Days: Alldays v

Target Folder L)) el

[ ] isable schedule when created

105. On the Specify delivery
options page, select the
Send by an email check
box to send objects by
email.

106. Select the Save to a
folder checkbox.

107. Select the report file
format from the Report
format drop-down list.

108. Click Next.

Add Schedule x

Schedule Specify delivery options
Delivery [#] send by email

Recipients
[v] save to a folder

Target Folder

Report format: PDF e
PDF

B s Excel

3 ms word

ab csv

<> XML
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109. On the Recipients page,
enter the recipient’s
address and click Next.

Add Schedule x

Schedule

Delivery

Recipients

Target Folder

Specify email recipients and email subject

Recipients: | csun@tricenelite.com

Subject: Report %ReportName¥

@ SWTP server is configured

110. Enter the folder path in
the Path field on the
Target Folder page and
click Finish.

Schedule

Delivery

Recipients

Target Folder

Add Schedule x

Specify target folder and custom script location

Specify path to a folder or network share
\ieeam ONE Reporting service must have "write” access on the specified folder.

Path: C:\Post-Install\VeeamONEReports

Specify path to the script to execute after the report is saved,

Path to the script file: | Ci\script.bat or Wserver\folder\script.bat
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111. Enable the schedule
state on the Report
Scheduling Settings page
and click Close.

112. The report file will save
to the path and email
recipients.

Report Scheduling Settings x

Create and manage multiple report delivery schedules, and configure delivery settings
+ Add £ Enable Disable elete

Destination State Schedule Created by

C:\Post-Install\WeeamONER... ) Enabled Daily

& GOODDEALMART\Csun
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Chapter 8
Join us at MVPDays and meet
great MVPs like this in person

If you liked their book, you would love to hear them in person.

Live Presentations

Dave frequently speaks at Microsoft conferences around North America, such as TechEd,
VeeamOn, TechDays, and MVPDays Community Roadshow.

Cristal runs the MVPDays Community Roadshow.
You can find additional information on the following blog:

www.checkyourlogs.net

www.mvpdays.com

Video Training

For video-based training, see the following site:

www.mvpdays.com

Live Instructor-led Classes

Dave has been a Microsoft Certified Trainer (MCT) for over 15 years and presents scheduled
instructor-led classes in the US and Canada. For current dates and locations, see the following
sites:
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e www.truesec.com

o www.checkyourlogs.net

Consulting Services

Dave and Cristal have worked with some of the largest companies in the world and have a
wealth of experience and expertise. Customer engagements are typically between two weeks
and six months.
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