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CHAPTER 1

Understanding Networks/

Despite the advent of the personal computer revolution in the late 1970s/early 1980s,
computer networking can be traced all the way back to the early 1950s, more than 20 years
earlier. Perhaps unsurprisingly, it’s yet another technology that grew out of the Second World
War, with one of the first implementations being the connection of U.S. military radar
systems.

The advent of what has come to be known as the Internet can also be traced back before
the Advanced Research Projects Agency Network (ARPANET) system in 1969 to an earlier
project run by the creators of ARPANET, the Defense Advanced Research Projects Agency
(DARPA), in 1962, just four years after the organization’s creation. This is an organization
that is still developing cutting-edge technologies today.

In fact, the networking of personal computer systems arrived comparatively late, with
many businesses still using stand-alone IBM PCs, PC clones, and Apple computers until the
widespread adoption of 10Base-type networks from companies such as Novell in the mid-
1980s, which sometimes required a specially modified operating system to work. These were
typically custom networking solutions operating over coaxial cable (the cable that was also
used to connect your television to its antenna).

10Base-type networks could theoretically handle traffic up to 10Mbps, though in reality,
cable limitations such as signal leakage and interference frequently dropped this to as little as
4Mbps.

Because coaxial cable is an analog, and not a digital, signal technology, configuration
could often be tricky. Parameters such as baud rate (the signal modulation rate in pulses per
second), initialization strings, and attention commands (AT) needed to be manually
configured on each PC, and different networks would use different configurations.

These days we frequently take networking speeds of 100Gbps for granted (80,000 times
faster than the maximum theoretical speed of the original 10Base networks). The digital
Ethernet connections we use today were first developed in the 1970s by Xerox, Intel, and the
Digital Equipment Corporation, and they helped bring about networking standards in 1983,
which grew into the widespread adoption of digital networks after the advent of the Category
5 network cable, which we still use today.

Indeed, the networking we use to connect our PCs and devices to each other, and to the
Internet, is still constantly evolving. We’ve been using Wi-Fi since the late 1990s, though it’s
gone through many changes and upgrades during this time and has gradually evolved to other
networking standards, such as cellular and superfast wireless broadband networks.
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Understanding networks

The pace of change of networking over the past 50 years has been so pronounced that,
just as with other technologies such as displays, processors, and the Internet, it’s difficult to
accurately predict where it’ll be 10 or 20 years from now. We’re already seeing wireless
connections for displays, and Bluetooth connections for peripherals are commonplace. All
of these are networking technologies, and all grew from the work of DARPA in the 1960s.

Fortunately, or perhaps unfortunately depending on how you view these things, the
standards for networking are well-established and rarely change, with each new technology
ratified by the Institute of Electrical and Electronics Engineers (IEEE) before moving into
widespread production. This may hold back our networking potential in years to come, as
new standards and technologies will be inevitably required to leverage the full potential of
what we’ll be using in the future, and ratification can sometimes take time. For now,
however, these standards help make networking straightforward and simple to configure and
maintain.

My Network Is Bigger Than Your Network!

But, | hear you ask, how does this simplicity explain the fact that my company network is
constantly suffering from outages, bottlenecks, and misconfigured devices?

The networking problems we face today are commonly linked to the complexity of the
networks we create. If you look at a typical business, there will be tens, hundreds, thousands,
or even tens of thousands of PCs connected to one or more servers, switches, and a router.
There will also be other network devices in use, including Network Attached Storage (NAS)
drives, networked printers, video-conferencing systems, security camera systems, and more
besides. On top of this, the company will operate one or more Wi-Fi networks, and to each of
these will be connected a PC, laptop, tablet, or smartphone running one of several different
types of operating system, each with its own configuration options and remote management
challenges. When you throw secure virtual private networks (\VPNSs) into the mix to allow the
workforce to securely tunnel into the company network from home, other offices, or client and
public locations over Wi-Fi or mobile broadband, you quickly come to realize just how
complex the networks we take for granted today can be.

Expand this into the wider world, and we not only encounter the networks of other
companies but those of vast datacenters, national wired and wireless telephony and data
systems, and connections to satellites in orbit. All of this requires constant observation and
management, so even a company with dedicated network management personnel, of which
you may be one, won’t be able to solve every problem that occurs. Everything is, quite
literally, connected to everything else.
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In reality, you’re unlikely to be asked to repair a networking problem with a satellite in
orbit (though if you are, please send us a photo). It’s much more likely that the problem you
face will be either local to a PC or single device or confined to a small area. Major outages
tend to be easier to diagnose, such as a bulldozer at the construction site next door that has
ripped through the main fiber-optic cabling outside, or one of your service providers is itself
suffering an outage. So, what are the different types of network systems and hardware you’re
likely to use and encounter?

HOSTS, LMHOSTS, and WINS

You may never use it, but your Windows PC has a little file hidden away in the Windows
directory called HOSTS, which you can find in the %windir%\system32\drivers\etc folder. In
fact, all operating systems come with a version of this file, including Google’s Android and
Apple’s i0S and OS X operating systems.

The HOSTS file, as shown in Figure 1-1, is used to map hostnames (local network,
intranet, or domain names) to specific IP addresses online or on the local network
(though perhaps it’s most commonly used to point web sites such as Amazon and Facebook to
the IP address 0.0.0.0 so as to make them inaccessible to the user because that address doesn’t
point to anything).
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File Edit Format View Help

i Copyright (c) 1993-2009 Microsoft Corp.
#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host
name.

# The IP address and the host name should be separated by at least one
# space.

E

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#

# For example:

#
# 102.54.94.97 rhino.acme.com # source server
# 38.25.63.10 X.acme.com # x client host

# localhost name resolution is handled within DNS itself.
# 127.0.0.1 localhost
# P § localhost

Figure 1-1. The Windows HOSTS file

The HOSTS file is not commonly used on modern PCs and computing devices, as the
Domain Name System (DNS) takes care of name resolution (see the following note), which is
the mapping of hostnames to IP addresses on the Internet and your local

networks.

Understanding networks

Note Name resolution is the process of retrieving the underlying numeric
address values for computers and network resources, where the operating system
has permitted easily remembered string names to be assigned as the identify of a
computer, or resource, for use by the user. on windows pCs, this refers to the
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process of retrieving the underlying ip address needed to communicate with a host

or domain that is identified by a text-based computer name, or a domain address.

Windows PCs also come with a file in the same directory as HOSTS, called LMHOSTS
(LAN Manager Hosts), as shown in Figure 1-2, and Windows PCs can also use a service
called Windows Internet Name Service (WINS) to resolve Network Basic Input/Output

System (NetBIOS) names to IP addresses.

i
File Edit Format View Help

# Copyright (c) 1993-1999 Microsoft Corp.
#

# This is a sample LMHOSTS file used by the Microsoft TCP/IP for
Windows.
#
# This file containslthe mappings of IP addresses to computernames
# (NetBIOS) names. Each entry should be kept on an individual line.
# The IP address should be placed in the first column followed by the
# corresponding computername. The address and the computername
# should be separated by at least one space or tab. The "#" character
# is generally used to denote the start of a comment (see the
exceptions
# below).
#
This file is compatible with Microsoft LAN Manager 2.x TCP/IP lmhosts
files and offers the following extensions:

#

#

#

# #PRE

# #DOM: <domain>
# #INCLUDE <filename>

# #BEGIN_ALTERNATE

# #END_ALTERNATE

# \@xnn (non-printing character support)
#

# Following any entry in the file with the characters "#PRE" will cause
# the entry to be preloaded into the name cache. By default, entries
are

# not preloaded, but are parsed only after dynamic name resolution
fails.

Figure 1-2. The LMHOSTS file

WINS was Microsoft’s own alternative to DNS and is now used by only a few very old
legacy applications and systems. You shouldn’t be using WINS on your PCs unless you still
have machines running Windows 95, Windows 98, or Windows Me on your network (and
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why would you want to do that?) as these systems will still need the NetBIOS system to find
domain controllers and other computers on LAN networks. NetBIOS differs from the fully
qualified domain names (FQDNSs) that DNS and HOSTS use by allowing only 15-character
computer names with no domain name component.

On modern PCs, FQDNSs are used for this job instead, but if you think you may have
NetBIOS devices on your network or applications on your PC, you can monitor your network
for traffic on UDP port 137, which is the port that WINS uses for the NetBIOS service.

WINS exists in Windows today only to enable backward compatibility with older
systems. Should you find that you do need to configure WINS, Microsoft has a technical
reference online, which you can find at http://pcs.tv/2eRhWdn, and the LMHOSTS file
contains instructions on how you can use it to create mappings of IP addresses to NetBIOS
names.

Enterprise Networks

Network engineers create enterprise networks to serve large companies, corporations, and,
well, enterprises. The main purpose of such a network is to securely connect workstations,
domain controllers, various types of servers, devices, and numerous other resources, and to
make those resources available to users based on their NTFS and Share permissions as well as
their position in the company.

For example, network administrators will typically have full control over the physical
network but likely won’t have access to any specific employee data, such as Social Security
numbers. And, while human resources employees will have access to employees’ personal
information, they likely won’t have access to information regarding sales and inventory, and
they certainly can’t perform network tasks such as configuring a print server or installing a
domain controller.

Of course, there are other reasons for having an enterprise network, including but not
limited to managing data storage and configuring remote access, but what we want to offer
right now is simply a general description of what an enterprise network offers so we can segue
into our main topic, authentication technologies.

Authentication Technologies

To access an enterprise network and the resources on it, two things must happen. The user
must supply credentials to authenticate who they are, and those credentials must be examined
by an authentication server. If those credentials are valid, access to the network is granted. As
part of this process, authorization to resources is also given, as applicable to that specific user.

Authorization defines what the user can and can’t access while connected to the network
and involves both Share and NTFS permissions, group membership, and more. Authentication
and authorization are two vastly different areas of study. Here we’re going to talk about
authentication and how user credentials are protected during the login
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process.
Understanding networks

In the most basic authentication scenario, a user sits at their assigned workstation, on-
site, in the company’s building. The user types their username and password, and those
credentials are passed along the local network and authenticated by the designated
authentication server. Even in this simple scenario, those credentials must be encrypted and
secured. It would be a disaster if those credentials were somehow obtained by a hacker,
perhaps one sitting outside the building with a sniffing device. In another scenario, the user is
off-site, using a personal laptop, and accesses the company network over the Internet.

Whatever the case, protecting credentials and authentication must be a secure process.
This is where authentication protocols come in. In computing, a protocol is a set of rules that
computers follow to communicate with each other, and they generally involve encryption of
some sort. There are lots of protocols, but in the following sections we’ll discuss only a few
that are the most common.

Point-to-Point Protocol (PPP)

In this protocol, servers are used to validate remote clients before they can access a network.
For the most part, this is done using passwords. The password has to be shared between the
two in advance. PPP is used to make a direct connection. Connections that use PPP include

direct connections such as cell phones, serial cables, phone lines, and dial-up.

Password Authentication Protocol (PAP)

PAP is one of the oldest and weakest protocols. The client sends credentials consisting of a
username and password, which are sent as plain text and, thus, vulnerable to attacks. PAP is
used as a last resort in networks today. Other protocols are much more secure.

Challenge-Handshake Authentication Protocol (CHAP)

CHAP is more secure than PAP and is sometimes used by Internet service providers (ISPs) to
authenticate clients. CHAP can identify the client again and again during a session. A random
string is involved in authentication, and both the client and the server must know this string,
but the string is never passed over the network.

Extensible Authentication Protocol (EAP)

EAP is more popular than PAP or CHAP and is widely used over the various IEEE
networks. It is a general authentication framework for wireless and point-to-point
connections and comes in many forms including EAP-TLS and EAP-MD5 among others.
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EAP encapsulates EAP messages. Encapsulation involves adding a header and (sometimes
a) footer to the various layers of a protocol stack and services both the OSI model and the
TCP/IP suite of protocols.

Kerberos

Kerberos is the default authentication method for the more recent Microsoft server products
including Server 2012. This protocol requires a trusted third party be included in the
encryption and decryption of user credentials. This protocol allows secure connections over
unsecured networks, such as the Internet.

Viewing Protocol Options on a Windows 10
Client Machine

To see what protocols are available for any Windows-based computer, access the Status
dialog box for the active network connection by following these steps:

1.  Inthe Search window on the taskbar, type Network and Sharing.

2 Click Network and Sharing in the results.

3. Click the active connection. In Figure 1-3, this is a wireless connection.
4

From the Status dialog box, click the Properties option to the right of Details. (In
Figure 1-3 that’s Wireless Properties.)

L3 = 1 3 ) ContraiPand » Netwerkand inteenet » Netwark and Sharing Center v'o [su
o View your basic network information and set up connections
Centso) Penel Home

View your active necworks

Change adaster settings o WeF Status x
Access ty et
Change advanced tharing POS-PCAN-56 ,‘:“:G'n 8 i Gl
poi ey meroup:  Ready o creste
Connections: .l Wi-Fi (Fi0S-PCEN
Covecton
Z BrdCommeny: srserrar
Change your netwerking settings i
QGe Setup 3 new cemnection or network Viecha State: Erabed
" Setup abroamand, dalup, or VON cenmaction; o et Up 3 TOULer OF ¢CIS pOiat. pres FOSICIN
Duratiors 6 days 2:001
[S] Teoubleshost protiems Speess 1484v00s
T Diagnose and repsir netwerk problem, of get roubleshooting infeematicn. SoralQuutty:
Mol Poperies
Actaty

S —— *,! — Receved

Byies wamm | LA78,50,47

Goperses | Gpeave Dagese

Figure 1-3. The Status dialog box for the active network

5.  Click the Security tab.
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6.  Note the settings for the security type and encryption type. Write these down if you
plan on making changes here.

7.  If you don’t see network authentication protocols (not shown in
Figure 1-3), change the “Security type” setting to WPA2-Enterprise.
Understanding networks

8. Under “Choose a network authentication method,” review the protocols available.
Figure 1-4 shows an example.

FiOS-PCSJV Wireless Network Properties X

Connection  Security

Security type: \WPA2-Enterprise |

Encryption type: |AES v|

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v
Microsoft: Smart Card or other certificate

As_!vanced settings

[ox 11 come |

Figure 1-4. Viewing network authentication methods
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9.  Review any other settings as desired.

10. Click Cancel. Click Close.

Caution it’s important not to make changes to the authentication method
without first checking with the network administrator. if the protocols don’t match,
authorization can’t be granted.

IPsec

IPsec is a protocol that works at the network layer of the communications model. IPsec is
often used to secure virtual private networks. IPsec provides two security options.
Authentication Header (AH) is the first and allows authentication for the sender of data.
Encapsulating Security Payload (ESP) is the second, which allows the authentication of the
sender but also provides encryption of data.

The specific information involved with this protocol is added to the packet in a header.
There are two modes: transport and tunnel. In transport mode, the payload of the packet is
usually encrypted or authenticated. In tunnel mode, the entire packet is encrypted and
authenticated.

Popular Connection Technologies

When users are sitting at their desk, on-site, they likely use on-site technologies for securing
their transmissions. One of the options network administrators configure is to connect via
Ethernet, with a direct line to the local router, which connects users to the local intranet and
the resources on it. Mechanisms exist on enterprise networks to secure this type of
transmission. But when users are out of the office, the on-site options aren’t available to them.
In these cases, other technologies are used. One popular option is a virtual private network.

VPNs

VPNs allow clients to use shared and public networks to transmit data securely to and from a
distant private network, often one an enterprise offers. This enables users to access the
company intranet from anywhere, including hotel rooms, conference centers, and coffee
shops, safely and securely. To make this possible, a private “tunnel” is created that forms a
direct connection between the user and the applicable intranet server. The data that’s sent and
received through the tunnel is encrypted as well. The server must run the appropriate VPN
services to make this happen, and the client must have a VPN connection set up to use it.

Let’s take a minute to see how setting up a VPN looks on the client side. If you opt to
follow along with the process, you’ll be able to see what has to be available for configuration
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on the server side as well as what needs to be configured on the client. Once the VPN is set
up, the connection will appear in the list of available networks on the taskbar (available by
clicking the Network icon).
To create a VPN on a Windows 10 client, follow these steps:

1. Click Start and click Settings. It’s an icon that looks like a cog or wheel.
2. If you see a back arrow at the top of this window, click it.

3.  Click Network & Internet.

4. Click VPN in the left pane. See Figure 1-5.

Understanding networks

- Settings

%2 Home VPN

Find a setting yel VPN
Network & Internet S AERNPH. onnecho
B Status
Advanced Options
7 Wi-Fi
Allow VPN over metered networks
¥ Ethernet @D on
& Dial-up Allow VPN while roaming
@ on
% VPN

2= Airplane mode

Figure 1-5. The Settings window and VPN options

5. Click “Add a VPN connection.”
6. Work through the wizard, selecting the VPN provider, network
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name, server name or address, VPN type, type of sign-in, and, optionally,

username and password. For the VPN type, select the appropriate protocol. See
Figure 1-6.

Add a VPN connection

VPN provider

Connection name

Server name or address

Company Intranet

VPN type
Automatic
Point to Point Tunneling Protocol (PPTP)
L2TP/IPsec with certificate
L2TP/IPsec with pre-shared key
Secure Socket Tunneling Protocol (SSTP)
IKEv2

Figure 1-6. Selecting the protocol type

7. Click Save.

8. Tosee the VPN and connect to it, click the Network icon on the taskbar. See Figure 1-7.
Understanding networks
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Figure 1-7. New connections appear in the Network list

Workplace Join

There was a time when the only remote connection option corporations gave employees was
through company-owned laptops. Administrators would configure those laptops with VVPNs or
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similar technologies and the user would access the enterprise intranet using them. Nowadays,
though, with the popularity of bring-your-own-device (BYOD) policies, users need access
from their own devices as well. Microsoft addressed this issue with the addition of Workplace
Join. Workplace Join works with the Azure Active Directory Device
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Registration service to allow users and administrators to create a solution that is both flexible and
secure for all involved.

Note windows 8.1, windows 10, ios 6.0+, and android 4.0+ devices use workplace
Join.

Workplace Join offers the following features:
e Uses device authentication to manage known devices.

e Enables administrators to control access to company resources through
authentication (and authorization).

e Provides a seamless sign-in experience as well as a single sign-on (SSO)
experience. SSO reduces the number of password prompts users encounter.

e Requires Azure Active Directory Device Registration, and administrators must
work through the process to configure onpremise conditional access.

Summary

Networks are complex and often vast behemoths, with so many potential bottlenecks and problem
areas that it’s a wonder we still use them at all. However, they are also the essential glue that holds
our businesses and organizations together.

It’s those connections that you’ll look at in the next chapter. How do you join computers to
different types of network, and then how do you manage those connections to ensure stability and a
reliable service? These questions and more will be answered.

Computer networks come in all shapes and sizes. A network might consist of only three or four
desktop or laptop computers configured as a homegroup, or it could consist of hundreds of
workstations and dozens of servers in an enterprise. In this chapter, we’ll discuss how to work with
clients after a network has been configured.

Specifically, we’ll focus on understanding and selecting a network profile, seeing the various
ways clients will be connecting to wireless networks, managing the networks you connect to, and
working with installed network adapters. We’ll also discuss creating and managing ad hoc
networks and why they are useful.
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Managing Network
Connections

Understanding Networking Profiles

Before you connect to any network or allow a client to, you must ask yourself one thing first: do
you trust the network you want to connect to, or don’t you? For nondomain Windows clients, the
prompt to make this decision appears after the user clicks the network in the network list and types
the appropriate credentials. Once a user answers the question, a network profile is applied. Each
profile has specific settings designed to keep the user, the computer, and the computer data safe
while connected to that specific network. If the user disconnects and connects again at a later time,
that same user profile is applied.

There are three profiles. If the user answers that the network can’t be trusted, such as those in
coffee shops and hotels, the Public profile is applied. The Public profile might also be referred to
as the Guest profile. The Private profile is applied if the user answers that the network is one that
can be trusted, such as one in a home or office. There’s one more profile, though, which is the
Domain profile. The Domain profile is applied when the user logs on to a domain, and those users
are not prompted. Let’s take a closer look at these profiles and their default settings.

© Mike Halsey and Joli Ballew 2017
M. Halsey and J. Ballew, Windows Networking Troubleshooting, https://doi.org/10.1007/978-1-4842-
3222-4_2

Public (or Guest)

The Public profile is designed for public networks. Laptop users connect through these networks
when they travel. They might use these networks to play games or get personal e-mail, but if they
are using a company laptop, they might also use these networks with a secure VPN to connect to
an enterprise domain to access corporate resources. Whatever the case, the Public network profile
leaves Network Discovery or File and Print Sharing features disabled to protect the user and the
computer. Figure 2-1 shows the Public profile on a Windows 10 client PC.
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Figure 2-1. The Public profile’s sharing settings

Note network Discovery settings are what determine whether a computer can be
seen on the network or whether it is hidden from view. File and print sharing settings
determine whether files and printers can be seen over the network or whether they are
hidden as well.

To access these settings, follow these steps:
1. Right-click the Network icon on the taskbar and click Open Network and Sharing Center.
2. Click Change Advanced sharing settings in the left pane.

3. Ifapplicable, expand the Public profile.
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Private
The Private profile is designed for trusted networks. Users connect through these networks
when they are on-site in a trusted enterprise or in their own home or small office. The Private
network profile leaves Network Discovery disabled at first, and the user is prompted to enable
Network Discovery when the need arises, such as the first time they try to access a network
resource.

Users might also be prompted to enable File and Print Sharing, depending on how the
computer is configured. To see the settings for the Private network profile, refer to Figure 2-1,
follow the steps after it, and expand the Private profile.

Domain
If the network adapter on the client machine can find a domain controller and the user can log
in, the network profile is set to Domain. In this case, the domain’s rules apply. Much of the
time, when a user logs into a domain, the user is identified as a specific group member, and
that group is given permission to access specific resources on it. Resources can include files,
folders, servers, printers, and so on. The domain rules override any rules applied from other
profiles or the settings on the computer employee is using.

To see the settings for the Domain network profile, refer to Figure 2-1, follow the steps
after it, and expand the Domain profile.

Changing the Network Profile

If you connect to a network and select the Public profile and want to change it to Private, or
vice versa, you can. You can’t make changes when the Domain profile is active, though. To
change the network profile on a Windows 10 client machine, follow these steps:

1. Click Start and then Settings.

2. If you see a back arrow in the top-left corner, click it.

3. Click Network & Internet.

4. From the Status tab, click Change Connection Properties.

5. Under Make This PC Discoverable, do one of the following:

a.  Move the slider from On to Off to switch from a Private profile
to a Public one.

b.  Move the slider from Off to On to switch from a Public profile
to a Private one.

Installing Network Support
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It’s unlikely that you’ll have to install basic network support, such as Internet Protocol version
4 (TCP/IPv4) or Internet Protocol version 6 (TCP/IP v6). These protocol stacks are installed

by default. However, there are some protocols that not installed including Hyper-V Extensible
External Switch and Microsoft Network Adapter Multiplexor Protocol. Figure 2-2 shows this.

¥ Wi-Fi Properties X
N ki ]
Connect using:

@ intel(R) Dual Band Wireless-AC 7265

This connection uses the following tems:
v 'Y intemet Protocol Version 4 (TCP/IPv4) A

[J s Microsoft Network Adapter Muttiplexor Protocol
¥ 5 Microsoft LLDP Protocol Driver

W 4 Intemet Protocol Version 6 (TCP/IPv6)

M 4 Link-Layer Topology Discovery Responder

M 4 Link-Layer Topology Discovery Mapper 1/0 Driver

[] s Hyper-V Extensble Vitual Switch v
< >
. pwal. | Uninstal | Propetties

e s

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Figure 2-2. Installing network support

To get more information about any of these protocols, simply click it in the list.
Figure 2-2 shows this information about TCP/IP v4: “Transmission Control Protocol/ Internet
Protocol. The default wide area network protocol that provides communication across diverse
interconnected networks.” If you were to click Hyper-V Extensible Virtual
Switch, you’d see “Provides network connectivity for virtual machines.”
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To install (or uninstall) any missing protocol or feature listed here, follow these steps on
any Windows machine:

1. Open Control Panel.
2. Click View Network Status and Tasks.
Click Change Adapter Settings.

3
4. Right-click the active network and choose Properties.
5. Select the entry to install or uninstall.

6

Click Install or Uninstall as applicable. See Figure 2-3.

T & Coovsifend » Netwocanditenet » Netned Cennectices

v o »
Orgince s ComectTo  Dusblethirebrorkcos  Ungrotna csamecion  Kenamathiscomnecton  View fistus of tha connechion  Change setings of vt conmecton -0 0
~ Buetosh Newerk Cornection. |~ Wik
A < & 05 PCIN-
onv A n "l i) Ouat Band Wrdess G 7.
¢
Natnonrg  Suaing
Corractsang
@ o0 O nd Wiiowo i TS | seecttetnea rewee ipe x
cpon ik e o setsd bestre o vt o ol
T comectan uns D fodenrs tema
[ ot Protecn Vomen 4 T3/ - Fm
O 4 Memast Netwok Acester Milipior Pratocel 2 Prrecel
¥, Wersash LLOP Petsesl Crver |
¥, Forst Prtocel Varmen € (1CP/Prs) [
¥ s, il Topsigy Dacevary Rutginser
a Adlent * 3nd e
[ & e Tepsey Ducover Macoer 10 O e s st
| # S o Erteratie inse Sween v
< >
ea (et et
e e Carcel
Prdes renoh orrectty 3 wudlmawes

Jiems 1 ew selected

Figure 2-3. The Properties dialog box for the active network connection

7. Work through any dialog boxes, which can include installation for Client, Service, or
Protocol. See Figure 2-3.

8. When finished, click Close.

Joining a Wireless Network

Windows 10 clients can join a wireless network in multiple ways. The most common is
likely from the taskbar’s network list. But users can also connect from the Settings window,
Control Panel, and even the network adapter’s contextual menu. Users can also opt to
connect automatically both to known networks and to hotspots. Although connecting to
wireless networks is not a highly technical skill, you will be asked as a network administrator
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to provide support to clients regarding this. Thus, a few pages are dedicated to this topic so
that you have multiple options to offer those users.

Using the Network Icon on the Taskbar

The taskbar on a Windows computer includes a Network icon, which can be used to connect
to available networks. Figure 2-4 shows the available networks on an example PC. The steps
to connect are easy; click the Network icon on the taskbar, click the applicable network, click
Connect, and type the credentials. If it’s the first time you’re connecting, you’ll get the trust
prompt we talked about earlier. You can opt to enable or disable Network Discovery to tell
Windows what network profile to apply. (Enabling Network Discovery applies the Private
profile, while disallowing it applies the Public one.)
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Figure 2-4. The Network list available from the taskbar’s Network icon

It’s important to note here that while this seems simple enough, users do run into
problems when Wi-Fi is disabled or when Airplane Mode is enabled. As you can see in Figure
2-4, the Wi-Fi icon is blue. It’s enabled. Airplane Mode is gray. It’s disabled. These icons are
toggles; simply click to change their status.

21

Farkiantech.com.ir



Chapter 2 = Managing network ConneCtions

Using the Settings Window

The Settings window offers another place to access the network list and connect to
networks. Perhaps users won’t access this option often, but it’s still worth noting. To get
there, click Start and then Settings. Click Network & Internet. Click “Show available
networks.” See Figure 2-5.

@ Home Status
Network & Intrrmet E_ / —_—
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" You're connected to the Internet
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Change connection propertics
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- Show svalsbie networks
% VPN

Change your network settings
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W Mobike hotspot
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Figure 2-5. Showing available networks in Settings

Using Control Panel

Control Panel offers another way to connect to networks, as well as a place to set up a new
network. To see these options, open Control Panel, click Network and Internet, and then click
Connect to a Network. You’ll see the same list as shown in Figure 2-5. However, there are
more options here.

e Click View Network Status and Tasks to open the Network and Sharing
Center to do the following:

e Setup new connections
e Connect to a homegroup or to disconnect from one
e Troubleshoot a connection

e Click View Network Computers and Devices to access network resources
including the following:

e Computers

e Network hardware including routers
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e Devices such as media players

e  Printers

Using Adapter Options

Each network adapter, like almost all hardware, includes a contextual menu you can use to
access a Properties page and other options, and it’s only a right-click away. Figure 2-6 shows
the contextual menu for an active Wi-Fi adapter. Notice the option Connect/Disconnect.
You’ll also see Status and Properties options to explore. If you want to connect and
disconnect from a known network from here, you can. This might be a good option if you
want to disconnect from one network and connect to another, although you can also do that
from the network list we discussed earlier.
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Figure 2-6. A Wi-Fi adapter’s contextual menu

In this example, there’s also a VPN, Bluetooth, and Ethernet connection available. These
are not active and are not in use, though. These also have contextual menus. In this example,
the following (related) options exist via a right-click (although there are others including
Properties and Rename):

e Bluetooth: In our example, the noteworthy option here is Disable.
There’s no option to connect or disconnect because there is no
available Bluetooth device. If we were connected via Bluetooth, the
option to disconnect would exist.

e Ethernet: Again, the only option you have is Disable. That’s because
there’s no Ethernet cable connected to this computer. If you
connected a cable with an active Ethernet network, the computer
would connect automatically, and the option to disconnect would be
available. If both Ethernet and Wi-Fi exist, Ethernet is applied.

e VPN: The option Connect/Disconnect is available because a VPN
has been set up and is available on this PC. You could click
Connect/Disconnect to access this network.
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Connecting Automatically and Using Metered

Connections

When you connect a Windows computer to an Ethernet network (via an Ethernet cable), the
connection is made automatically. That’s not always true of wireless networks. When you get
within range of a wireless network, you may see that a wireless network is available, or you
may not. If your computer is in Airplane Mode, you won’t, for instance, or if Wi-Fi is
disabled. Of course, you won’t see a network if there’s no wireless network card installed,
which is sometimes still the case with desktop computers.

You will be reconnected to known networks automatically (those you’ve connected to
before), if you’ve configured your computer to do so. There’s an option to connect
automatically when you first connect to a network. Figure 2-7 shows this option. If you miss
this prompt and want to configure your laptop to connect automatically at a later time, you can
do so from Settings. We’ll show you how shortly.

Smith-Wifi

>ecured

v/ Connect automatically

oP e
Mobile
Airplane mode hotspot

Figure 2-7. The option to connect automatically to a network

You can also opt to automatically connect to “suggested open hotspots.” This feature
used to be referred to as Wi-Fi Sense, and the suggested spots were shared hotspots created by
friends, or other options used by your friends, often from Facebook, Outlook, or Skype. You
used to get to choose which user groups you wanted to trust. However, now it’s an option to
simply connect to suggested hotspots, leaving you only the On or Off option without any
reference that explains from where those suggestions come.
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There’s one more thing to consider about known networks, and that’s whether they are
metered networks. Metered networks require payment of some sort, so it’s good to mark those as
metered as you run across them.

Note when going through the steps here for a windows 10 client, note that we’ve
written them for windows 10, as it was at the time this book was written. Updates can
and do make changes to the interface, though, so be aware what you see here might
not always be what you'll see on your own pC.

The best way to decide which options are best for you is to view them. To see how the
connection settings are configured on your Windows PC with regard to hotspots and to make
changes, follow these steps:

1. Click Start and click Settings.

2. Select Network & Internet.

3.  Click Wi-Fi.

4. Under Wi-Fi Services, consider enabling or disabling the following:
e Find paid plans for suggested open hotspots near me
e Connect to suggested open hotspots

5. Under Hotspot 2.0 Networks, consider enabling the option
“use Online Sign-Up to get connected.”

To configure how to manage known networks and metered connections, follow these steps:
1.  Click the Network icon on the taskbar.
2. Click the network you’re connected to and click Properties.

3. Under Connect Automatically When In Range, make a selection (On or Off).

Finding and Connecting to Wireless Hotspots

You can connect to wireless hotspots in coffee shops and similar places the same way you connect
to any network. Open networks appear in the Network list from the taskbar. Oftentimes all you
have to do is click the name and click Connect and you’re in. If it’s the first time you’re
connecting, though, you’ll also be prompted to tell Windows if you trust the network, just as was
the case earlier.
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Some open networks do require a password, though. One of the local pubs here has a
password that’s “123456789.” To get this password, you have to purchase an adult beverage.
However, once you’ve connected, you can connect again automatically if desired.

There are other types of hotspots to talk about. For instance, you can turn your phone into a
wireless hotspot, configure a password, and give that password to friends. All you have to do is
enable the hotspot in the Settings area of your phone. Once that’s done, users can access it from
their own devices, provided you share the password you’ve configure with them. Figure 2-8 shows
a Windows 10 machine with the option to connect to a personal Wi-Fi hotspot created on a phone.
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Figure 2-8. Network list with a personal hotspot selected

Managing Wireless Networks
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After a while, especially if you travel, you will have connected to a lot of wireless networks.
Windows has to remember all of those networks so that you can be connected to them
automatically the next time you’re within range. Of course, Windows also remembers the network
profile it applied the first time you connected, as well as any other settings you’ve configured
since then. Additionally, when you’re not connected to a wireless network, Windows regularly
works through the networks it knows so that you will be connected when you come within range.

Why does all of this matter? Well, it all causes just a bit of overhead and requires Windows
to use system resources when perhaps it isn’t necessary. If you take the time to occasionally clear
this list of networks you no longer use, you can reduce the work Windows has to do. You can
also prioritize your preferred wireless networks and perform other tasks. Let’s take a look at
clearing that network list first.

Clearing the Network List

Even if you don’t think you’ve connected to a lot of wireless networks, follow the steps here
to double-check. If you’re using a Windows 8.1 machine, the steps are similar. To forget
unwanted wireless networks, follow these steps:

1. Click Start and then click Settings.
2. Select Network & Internet.

3. Click Wi-Fi in the left pane.

4. Click Manage Known Networks.
5

Select any network and click Forget to remove it from the list.
See Figure 2-9.
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Figure 2-9. Forgetting a network option in Settings

6. Repeat step if required for any other networks.

Note if you opt to forget a network, the next time you access it you’ll get that trust
prompt again. it’ll be as if you never connected. if you’re having trouble configuring
settings for a network, consider forgetting it and reconnecting.

Prioritizing Preferred Wireless Networks
Sometimes multiple networks exist in a single home or office, and generally, one is faster than the
other. As an example, | have my 5G network and two Wi-Fi extenders in my office. | prefer to
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connect to the 5G network because | get better connectivity and faster speeds. When more than one
network option exists, you can prioritize which Windows attempts to connect to first. However,
there’s no option to do this inside Control Panel or Settings.

To configure network priority, you must use a command prompt. Here’s how:
1. Locate the name associated with your Wi-Fi adapter by doing the following:
a. Right-click the Network icon on the taskbar.
b.  Click Open Network and Sharing Center.
c. Select Change Adapter Settings.

d. Locate the active adapter and write down its name.
(Ours is Wi-Fi.)

2. From the taskbar, search for Command Prompt.

3. Right-click Command Prompt in the results and select “Run as administrator.” See Figure
2-10.
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Figure 2-10. Opening the command prompt with administrator privileges

1. Type netsh wlan show profiles. See Figure 2-11.
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C:\WINDOWS\system32>netsh wlan show profiles

Profiles on interface Wi-Fi:

Group policy profiles (read only)

<None>

User profiles

All User
All User
All User
All User
All User

Profile
Profile
Profile
Profile
Profile

C:\WINDOWS\system32>

Figure 2-11. Showing network profiles list
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2. Note the name of the network connection to make the highest priority. (Ours is
FiOS-PCIJV-5G.)

3. Type set profileorder name=""type network name here"" interface=""type adapter
name here' priority=1 and press Enter on the keyboard.

The netsh command is quite useful and offers additional options for working with networks.
We’ll discuss netsh in greater detail later in this chapter.
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Viewing Network and Hardware Properties
There are occasions where you need to see the properties associated with your connected network
and the hardware you use to connect to it. The information includes things such as the SSID,
protocol, security type, physical address, and so on. Although there are various ways to retrieve
this information, including using commands such as ipconfig /all both in PowerShell and at the
command prompt, it’s quite easy to get that information quickly from the Settings window.

To access basic information about your network and hardware, follow these steps:

1. Click Start, Settings, and then Network & Internet.
2. Select Wi-Fi in the left pane.
3.  Click Hardware Properties.

4. Review the information, noting that there’s an option to copy it to the clipboard, and then
click the Back arrow.

5. Leave this window open for the next section.

Using Random Hardware Addresses

Random hardware addresses make it more difficult for people to track your location when you
connect to different Wi-Fi networks. You can make your Windows computer use random hardware
addresses for all of your new connections by simply moving the toggle for the setting from Off to
On. You’ll find that setting in the Settings window, under Network & Internet, on the Wi-Fi tab.
See Figure 2-12.

32



Chapter 2 © Managing network ConneCtions

“ Settings
& Home Wi-Fi
FiOS-PCAV
I Find a setting A ] ﬁ Connected, secured

Show available networks

twork & Internet
Network & Internet Hardware properties

& stas Manage known networks
| &z wen Random hardware addresses
%3 Ethemet Use random hardware addresses to make it harder for people to
track your location when you connect to different Wi-Fi networks.
% Dial-up This setting applies to new connections.
o VPN Use random hardware addresses
@ on

2= Airplane mode
) Mobile hotspot Wi-Fi services

To help you stay connected on the go, Windows can find suggested
@ Data usage open Wi-Fi hotspots nearby.

@ Proxy Remember, not all Wi-Fi networks are secure.

Find paid plans for suggested open hotspots near me
@ on

Learn more

Connect to suggested open hotspots

Figure 2-12. The option to use random hardware addresses

Note to apply random hardware addresses to older connections, forget any existing
connections as detailed earlier and reconnect. the new settings will be applied.

Creating Personal Mobile Hotspots

Finally, there’s one other Wi-Fi setting to introduce, and this is the option to use your Windows
computer to create a personal mobile hotspot you can share with others. Like other Wi-Fi options,
it’s available in the Settings window. Figure 2-13 shows this. Once you enable this setting, you
have the option to edit the name, password, and network band.
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< Settings
& Home Mobile hotspot
[ Fing a setting 2| Mobile hotspot
Share my Internet connection with other devices
Network & Internet Q On
O Staws Share my Internet connection from
G Wi-Fi Wi-Fi
¥ Ethernet Network name: LAPTOP-C71INUAT 1749
s . Network password:  vO8\49F0
1 2 Dial-up
Network band: Any available
@ VPN Edit
Al od
e Aiplstie ook Devices connected: 0of 8

I ¥ Mobile hotspot
(8 Data usage

@ Proxy

Figure 2-13. Enabling a Wi-Fi hotspot

Exploring netsh Commands

You learned a little about the netsh command earlier when we discussed prioritizing networks.
That command is powerful and deserves a little more discussion before moving on. Open a
command prompt with elevated privileges and try these commands:

e netsh wlan show interfaces: Offers the network name, GUID, physical address,
connection mode, authentication type, and more (see Figure 2-14)
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B Administrator: Command Prompt

C: \WINDOWS\system32>netsh wlan show interface

There is 1 interface on the system:

Name

Description

GUID

Physical address
State

SSID

BSSID

Network type

Radio type
Authentication
Cipher

Connection mode
Channel

Receive rate (Mbps)
Transmit rate (Mbps)
Signal

Profile

Hosted netwerk status

¢ Wi-Fi

: Intel(R) Dual Band Wireless-AC 7265
1 77c658c7-c5¢7-42at-8144-36e9779185¢7
: a4:82:b9:6b:0f:62

: connected

: Fi0S-PC9IV

1 €8:a7:0a:94:19:5a

: Infrastructure

: 802.11n

i WPA2-Perscnal

. CCMP

: Autc Connect

%

1 144.4

1 144.4

: 99%

: Fi0S-PC9IV

: Not available

C:\WINDOWS\system32>netsh wlan show networks

Interface name : Wi-Fi

There are 1 networks currently visible.

Managing network ConneCtions

Figure 2-14. Using netsh to view interfaces

e netsh wlan show networks: Displays the SSID for the current network, network
type, authentication, and encryption details

e netsh wlan show profiles: Displays the user profiles for all available networks

e netsh wlan show profiles name=<input profile name here>:
Offers profile information, connectivity settings, security settings, and

cost settings

e netsh wlan show settings: Shows blocked networks, hosted network mode,
whether shared user credentials are allowed, and more

Once you get to know these commands, you can start to build longer ones and work with
wireless networks from a command line if desired. There are netsh commands available for
more than just networks, though, and they include options for the following technologies and
features (this is not a complete list):

. IPsec

e Network Policy Server

i Remote access
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e Routing

e Windows Firewall
e Windows Firewall with Advanced Security

e Wired local networks

Joining a Virtual Private Network

Network administrators create VPNs to allow users to securely access the enterprise network
while away from the office. Specifically, administrators want to create an environment where
employees can use the Internet to access the intranet using the Internet as a medium for
transmission. Once a VPN is available and has been configured for use on the client machine,
the user connects to it the same way they connect to any network, through the network list.
Figure 2-15 shows this option. The user will be prompted for credentials.
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FOS-PCOV

FOS-PCIIV-5G

FOS-PC9JV_almond?2
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T41M1

P «»
Mobile
Airplane mode  hotspot

Figure 2-15. The option to connect to a VPN
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Note Virtual means that something doesn’t exist physically, even though it can
appear to and can seem quite real. You might have heard the terms virtual reality,
virtual machine, or virtual assistant. these aren’t genuine things; they are made
possible by software. the same is true of virtual private networks. they are networks
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that are made possible by software, protocols, and so forth, and appear to be, at

least to the user, very real.

Understanding Ad Hoc Networks

Ad hoc networks allow computers and other devices (such as phones and tablets) to
communicate directly with each other without the use of any network infrastructure.
Infrastructure generally consists of hardware such as routers and access points. There’s none
of this in an ad hoc network, and there are also no central servers, domain controllers, or any
other type of interim devices that deal with data transfer.

There are two types of ad hoc networks that we’ll discuss here: wired and wireless. Note
that for a device to participate, it must have the required network hardware and installed
protocols. Thus, devices must include a network adapter.

Using Wired Ad Hoc Networks

For a device to participate in a wired ad hoc network, it needs to have a network card with an
Ethernet port (or a way to create an Ethernet port). Newer devices like tablets and laptops
might not come with this built in. There are options, though; you could install a USB-to-
Ethernet adapter if Ethernet is the only way to communicate with a designated device. Once
connected, the two devices can communicate. Often the purpose is to share files quickly.

Microsoft, at one time, required you to create an ad hoc network if you wanted to move
data from an older Windows 7 computer to a new one running Windows 8 by using the
Windows Easy Transfer Wizard. This program came with Windows 7. Microsoft sold a cable
specifically for this. The cable was called a Windows 7 Easy Transfer Cable. In reality,
though, this was just a crossover cable. To use such a cable, you simply connected the cable to
both computers’ Ethernet ports and configured the proper sharing options on each device.
These types of networks are still available today; however, it is more likely users will set up
wireless ad hoc networks now.

Using Wireless Ad Hoc Networks

You know already that for two devices to connect to each other they must both have
networking hardware. Additionally, though, a device must also be able to support a hosted
network, which means being able to implement the wireless hosted network service. The
hosted network service was first made available in Windows 7 and Server 2008 R2, but again,
the hardware must support it for devices to be able to implement it. If a hardware
manufacturer wants its device to meet hosted network requirements, its network adapter
driver must include support for this feature.

How does this work? With the hosted network service and required hardware available, a
Windows computer can use its physical wireless adapter to perform two tasks at once. It can
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connect as a client to a hardware access point (AP) for its own connectivity, while
concurrently serving as a software AP allowing other devices to connect through it.
How can you tell whether your computer meets the requirements and a hosted network is
allowed? You need to run a few commands at the command line. Here’s how:

1.  Opena command prompt with elevated privileges.
2. Type netsh wlan show drivers.

3. Locate the “Hosted network supported” status line. See
Figure 2-16. In this example, a hosted network is either not (yet)
supported or the service hasn’t yet been allowed.

T — o
C:\WINDOWS\system32>netsh wlan show drivers

Interface name: Wi-Fi

Driver : Intel(R) Dual Band Wireless-AC 7265
Vendor ¢ Intel Corporation

Provicer : Intel

Date : 4/12/2017

Version : 19.51.1.1

INF file : oemll.inf

Type : Native Wi-Fi Driver

Radio types supported 1 8@2.11b 8€2.11g 892.11n 802.113 8@2.1lac

FIPS 14€-2 mode supported : Yes

892.11w Management Frame Protection supported : Yes

Hosted network supported : No

Authentication and cipher supported in infrastructure mode:
Open None
Open WEP-4@bit
Open WEP-1e4bit
Open WEP
WPA-Enterprise TKIP
WPA-Enterprise CCMP
WPA-Personal TKIP
WPA-Personal cMP
WPA2-Enterprise TXIP
WPA2-Enterprise COMP
WPA2-Perscnal  TKIP
WPA2-Perscnal  CCMP
Open Vendor defined
Vendor defined Vender defined

Figure 2-16. Hosted network support entry

4. To see whether you can allow the computer to provide a hosted network, type this
command: netsh wlan set hostednetwork mode=allow ssid=network name
key=password. The network name is the name of your network; the password is the
network password. See Figure 2-17.

Managing network ConneCtions

& Admenistrator: Command Prompt

C: \WINDOWS\system32>netsh wlan set hostednetwork mode=allow ssid=FiCS-PC9JV key=nut8857dim9164site
The hosted network mode has been set to allow.

The SSID of the hosted network has been successfully changed.

The user key passphrase of the hosted network has been successfully changed.

C: \WINDOWS\system32>

Figure 2-17. Allowing a hosted network
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5.
6.
7.

Open the Network and Sharing Center.
Click Change Adapter Settings.
Right-click the active adapter if more than one exists and select Properties.

From the sharing tab, select the check box allow other network users to connect through
this computer’s internet connection.

Click Close.

The connection is now available for other users. Users access the network the same way

they’d access any network. Most of the time, this is through the list of networks available
from the taskbar’s Network icon.

Managing Network Adapters

We’ve addressed the Change Adapter Settings link, available from the Network and Sharing
Center, several times in this chapter. You know you can right-click any adapter in the list to
access a contextual menu. There’s always a Properties option, and as you learned earlier, there
might also be options to connect or disconnect from a network, disable the adapter, diagnose
the connection, and more, depending on the device and whether it’s connected to a network.
We have yet to discuss the properties associated with the actual adapter itself, though.
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To explore your own network adapter’s specific properties, follow these steps:

Navigate to Control Panel, select Network and Internet, and then select Network
Connections.

Right-click the active adapter and click Properties.

Click Configure. See Figure 2-18.
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Figure 2-18. 4 network adapter’s Properties dialog box
What you see now is dependent on the adapter you select. For example, our Ethernet
adapter’s Properties box has seven tabs.
e General

e  Advanced

e About

e Driver
e Details
e Events

e Power Management
But our wireless adapter has only five (see Figure 2-19).
e General
e Advanced
e Driver
e Events
e Power Management

Managing network ConneCtions
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Intel(R) Dual Band Wireless-AC 7265 Properties X
General Advanced Driver Detais Events Power Management
g Intel(R) Dual Band Wireless-AC 7265

Device type: Network adapters
Manufacturer: Intel Corporation

Location: PCI Slot 5 (PCl bus 8, device 0, function 0)
Device status
[This device is working properdy.

Figure 2-19. A Wi-Fi adapter’s Properties dialog box

You’ll use a few of the tabs more than others, if you use them at all. We’ll discuss the
most common tabs next, but feel free to review any not covered here on your own. Tabs such
as General and About, for example, don’t offer anything to configure and thus don’t offer
much to talk about.

Advanced
The Advanced tab lists the network adapter properties and any values associated with them.
Often there are multiple choices for a given property. However, don’t make changes here
unless you know exactly what you’re doing. You could render the device unusable with the
wrong settings.

Here are a few examples of what you might find on this tab:

e Transmit Power: Options range from lowest to highest. Highest is often
the default.
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e Wireless Mode: Options can include 802.11a, 8002.11b, 802.11g, and
802.11a/b/g.
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Driver

The Driver tab offers what you’ll see when you access the device through Device Manager. This is
where you troubleshoot a network adapter. From this tab you can update and roll back a driver,
disable the device, and even uninstall the device.

Events

The Events tab lists important dates associated with the device and its driver. You might see entries
for when the driver service was added and when the device was installed. You’ll see a new entry
under Events if you update a device driver from the Driver tab. This entry will be another Device
Installed entry.

Power Management
The Power Management tab for almost all wireless adapters lets you configure at least two settings.

e “Allow the computer to turn off this device to save power”
e “Allow this device to wake the computer”

Configure these settings as you see fit. Generally, the default is to leave the first option
enabled and the second disabled, but it’s ultimately your call.

Summary

Managing network connections involves many areas of expertise. In this chapter, you learned about
several of them. First, when discussing networks, you must decide whether the network you want
to connect to is a public network or a private one. You’re deciding whether you’ll trust the
network. The decision you make tells Windows what network profile to apply (Public or Private).
There’s also a Domain profile for enterprise users. Also, to use a network, the required protocols
must be installed, and for the most part they are. There are some older protocols, as well as
specialty protocols, that can be installed when the need arises.

There are various kinds of networks too, including wireless, VPNs, and ad hoc. We covered
how to set them up, connect to them, and manage them. You learned with wireless networks, at
least, that you should keep an eye on the network list, especially if you travel. It’s important to
cull that list of unwanted networks periodically and prioritize the networks you do use.
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TCP/IP Networking

Finally, you learned how to work with hardware and network profiles and manage network
adapters. Some of these options are included in the Settings app and are easy to access. Others
require you to access the Properties page of the adapter or connection.

Networks exist to enable computer users to do their work and communicate with others. Thus,
networking is one of the primary functions of any operating system. There are various kinds of
networks.

Most general consumers connect to the Internet through a home router and share that
connection (and perhaps a printer or two) with other users on the network. A small, local area
network (LAN) like this also enables users to share files and media, mostly to make the data
available to everyone who requires access.

Many large companies create and use networks for similar reasons but on a broader scale.
These larger networks use routers just like home users, but they can also include Active Directory
servers, print and mail servers, wired and wireless extenders, and more. These types of resources
can be used to securely connect devices and users to both the enterprise network and the Internet.
Active Directory servers (among other things) can be used to make resources available to those
who have the proper permissions as well.

All networks can include computers that run differing operating systems. In an enterprise, for
instance, members in the accounting department might use Windowsbased devices, while members
of the art department might use Apple-based ones. There could even be a few Linux machines in
the mix. Additionally, some users will connect via Ethernet, while others will use mobile devices
and connect wirelessly (such as iPads and Surface Pros).

The art of networking lies in the ability for all devices to communicate with each other (no
matter their OS or hardware type) and provide the desired services to users.

So, the question becomes, how do all of these devices communicate? What technologies must
exist for, say, wired Apple computers to communicate with wireless Microsoft tablets? Beyond
that, how do IPv4, IPv6, DHCP, and DNS play a role? That’s what we’ll talk about in this chapter.

Exploring the Layers of the OSI Model

Computer networking requires that computers and devices communicate with each other using
existing protocols (rules) that manufacturers agree to implement to make their devices
interoperable with others. Without rules, no piece of hardware would be able to communicate with
another reliably, if at all. The Open Systems Interconnection (OSI) reference model was created
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and is the independent standard that computer manufacturers have agreed to implement to advance
this interoperability.

© Mike Halsey and Joli Ballew 2017
M. Halsey and J. Ballew, Windows Networking Troubleshooting, https://doi.org/10.1007/978-1-4842-
3222-4 3

tCp/Ip NetworkINg

To make understanding the OSI model easier, the protocols used are separated into seven
distinct layers. These are stacked one on top of the other when described, and they detail how data
is modified and transitioned to be moved successfully among devices and across networks and the
Internet. These layers form a stack and include TCP/IP protocols at the network layer, which is
why it’s called the TCP/IP stack. The bottommost layer is the Physical layer.

Physical Layer

The Physical layer details the protocols required to transmit data across physical mediums. This
layer represents all the hardware that forms a network. Think about the possibilities! There are
wired and wireless network interface adapters, radio signals and Ethernet cables for transmission,
telephone jacks and their related cables, USB ports, wired and wireless extenders, switches, hubs,
servers, workstations of all kinds, and more. Each of these resources has a manufacturer as well as
unique physical hardware. Figure 3-1 shows one network adapter manufacturer, but imagine how
many more there are. You can see information like this from Device Manager.
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Figure 3-1. Network interface adapter
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For the myriad of possible devices to communicate, all must agree to use the protocols
associated with the Physical layer as detailed by the OSI model. Specifically, devices need to
agree on how the bits of data will be moved. Within this architecture, the Physical layer
transmits logical communications requests both to and from the DataLink layer, which is the
layer above it. These communications are hardware-specific operations. This enables the
transmission or reception of electronic signals to and from devices. The other layers work via
software. This is the only physical layer.

Data-Link Layer

While the Physical layer of the OSI model deals with physical devices, as noted, the rest of
the layers exist as software only. To understand what the Data-Link layer does and how it
does it, though, you need to know a little about how data is passed from one device to another
first.

Data that is transmitted across networks is separated into small, transmittable
packets. Most Windows networks are called packet-switching networks for this reason.

For example, a single e-mail might be separated into thousands of packets, each
containing a small piece of the message. It’s not possible to send a message like this as a
single unit. The packets arrive at their destination, often at different times and from
varying routes, and must be reassembled once they arrive. The Data-Link layer is
responsible for putting those pieces back together at the destination computer.

For this technology to work, each packet must include information about what it
contains, where it is from, and where it is going, among other things. During the progression,
each packet goes through a process of data encapsulation, where a frame is added to it. That
frame contains a header and a footer that holds the required information for this layer to
function. This includes the hardware addresses of the devices (media access control
addresses). It also includes information about the protocol used as well as a way to regulate
whether the data has been manipulated on the way. As the data continues to move through
layers, more information is added. Each layer has a purpose.

Note Several protocols are supported at this layer including but not limited to
address resolution protocol (arp), ethernet, leee 802.11, and token ring.

Network Layer
The Network layer is the next layer up the OSI stack. This layer is responsible for IP
addressing, routing, and subnet masking. This is a complex topic, and entire books are
available on each of these subjects. Briefly, though, the unique protocols used here are
Transmission Control Protocol/Internet Protocol (TCP/IP).

To understand how TCP/IP fits in, let’s talk about those packets again. In the
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Data-Link layer, Ethernet is generally used to move data along a wired local area network.
This is one unique example of how data can travel, though. However, the point here is that
this is a LAN protocol. To move data packets across dissimilar networks, the data packets
must pass through a router. IP is the protocol used to do this. IP is called an end-to-end
protocol for this reason; it takes data from one end of the spectrum to the other. Like the
previous layer, this layer adds information as well, but in the form of a header.

tCp/Ip NetworkINg

The header includes the packets’ source and destination IP addresses, among other
things, including protocol information. The data is then passed to the Transport layer.

For this layer to work, each computer must have its TCP/IP protocol stack configured
correctly. This means having the proper TCP/IP protocols (as well as others) installed, as
detailed in Chapter 2. You install the protocols from the Properties dialog box for the active
network adapter, as shown in Figure 3-2. As you can see here, there are protocols for IPv4 and
IPV6 as well as others.

U Ethernet2 Properties X

Networking
Connect using:
@ Realtek PCle GBE Family Controller #2

This connection uses the following tems:

& Client for Microsoft Networks A
T File and Printer Sharing for Microsoft Networks

T3 Q08 Packet Scheduler

I intemet Protocol Version 4 (TCP/IPv4) |

[J s Microsoft Network Adapter Muttiplexor Protocol

& Microsoft LLDP Protocol Driver

4 Intemet Protocol Version 6 (TCP/IPv6) v
< >
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK || Cancel

46

Farkiantech.com.ir


http://dx.doi.org/10.1007/978-1-4842-3222-4_2

Chapter 3
Figure 3-2. Ethernet Properties dialog box
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Transport Layer

The Transport layer and the Network layer share some properties and technologies, even
though we distinguish them as two separate entities when we explain the OSI model. Both
incorporate two additional protocols, connection-oriented and connectionless, to describe how
the device will, well, connect to other devices. The protocol must be agreed on by both
parties, the sender and the receiver, before any data is transmitted.

In a connection-oriented network, the two devices agree that perfect data transmission is
a necessity. Although this involves lots of overhead, it is necessary for data that must arrive
with no errors, such as data in a software download or data sent to and from devices in an
operating room. This type of data must arrive intact and perfect, or it must be re-sent.

With a connectionless protocol, it’s okay if some of the data bits are lost along the way.
Think about streaming video. It’s alright if'a few bits get lost. It’s even okay if the data
pixelates a bit because lots of bits are lost.

As with previous layers, in this layer another header is added to the frame. It includes
information about ports and sockets, among other things. The port details what protocol is
used. Port 80 is HTTP, for instance, while port 110 is POP3. The receiving computer needs
this information once it arrives so it’ll know what application should be used to open it. When
you combine the port with the IP address, you get what’s called a socket. As an example, a
socket number of 192.168.4.2:80 represents the destination IP address of 192.168.4.2, while
the 80 following it means that the destination computer needs to use something that can
handle the HTTP protocol. It’s HTTP data.

Additionally, data encapsulation at this layer includes TCP and User Datagram Protocol
(UDP) information. This details what will happen if a packet doesn’t make it to its destination.
Will lost packets be re-sent, or will they be ignored? All of this and more work to make this
layer function.

Upper Layers (Session, Presentation, Application)

Finally, there are three upper layers. We are grouping these together here because they are all
related to what happens once the data has been sent across the network and appears at the
destination computer.

First, understand that the data packets must be “unencapsulated.” The networking stack
on the receiving computer has to work through the same layers but backward to extract the
information required to complete the delivery of the data. Once that data is ready, the
computer accepts the data, and then programs installed on the computer take control from
there.

For example, if you think about e-mail, for instance, it’s an e-mail application such as
Microsoft Outlook that handles presenting the data to the client. (It could be an e-mail server.)
If it’s information from the Internet, it’s Microsoft Edge, Firefox, or Chrome, perhaps.
Applications don’t know about any protocols, though; they don’t know if you’re on a local
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network or an enterprise, and they don’t care. They are responsible only for offering the data
to the user.
tCp/lp NetworkINg

Understanding the Dual Stack

Earlier we discussed the Network layer, and you learned that this is the layer of the OSI model
that handles IP addressing. This includes IPv4 and IPv6, among others. We aren’t here to
teach you how to decipher these IP addresses; that could take several chapters.
Instead, we’d like to address the idea of the dual stack.

Briefly, a dual stack is a TCP/IP stack that is capable of working with both IPv4 and
IPv6 addresses at the same time and can originate and decipher both types of packets. Let’s
take a minute to review these protocols.

IPv4 Addressing

You might remember that in the early days of the Internet a group of scientists and engineers
got together and created the IPv4 system. IPv4 addresses were created with both a network
identifier and a host identifier and were 32 bits long. The network part defined the destination
network; the host part defined the specific host on that network. Each node on a network must
have a unique IP address so that data can be sent to it. (It’s just like having an address
assigned to your home. It must be unique to your city so the mail carrier can deliver your
mail.)

IPv4 addressing uses a Base 2 system, incorporating only 1s and Os grouped together in
four octets. Those octets are converted to Base 10 so that we, as humans, can work with them
more easily. For example, an IP address of 00101111.10111000.10101101.11010000 would
translate to 47.184.173.208. If you’re interested in converting IP addresses to Base 10, there
are several online conversion tools available.

Anyway, although it seemed at the time that this type of system would last forever,
we’ve run out of [Pv4 addresses. Thus, IPv6 was created to address the shortage.

IPv6 Addressing

IPv6 uses a hexadecimal system. These addresses are 16 bytes long (versus 128 bits) and are
formed with eight 2-byte values. Here’s an example of an IPv6 address: 2001:0db8:85a3:
0000:0000:8a2e:0370:7334.

Using this system, each entry can have a value from 0 to 9 and a letter from A to F. Thus,
one 8-bit number can have 256 values. If you can imagine it, there are 3.4x1038, or 340
undecillion, available IPv6 addresses. In theory, we should never run out. If you recall,
though, there was a time we thought we’d never run out of IPv4 addresses!
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IPv6 Transition

IPv4 is alive and well. Just because there aren’t any more unique addresses doesn’t mean that
we’re all going to stop using the IPv4 infrastructure. All computers still support IPv4, and
they will for some time. The Internet runs on it. But computers must also be able to process
and deal with IPv6 addresses when required. At some point, there will be a desire by most to

transition to IPv6 from all angles. So, how is the world planning on handling this transition?
tCp/Ip NetworkINg

As you might imagine, this transition is complicated. Mechanisms have to be in place to
let this transition happen gradually, while still incorporating IPv4 successfully.

Let’s take a brief look at some of the available technologies companies are implementing
to make the transition:

e Native IPv6: This is a network that relies solely on IPv6. This isn’t
going to work just yet but is a valid, albeit lofty, goal for enterprise
intranets.

e  Dual stack: This is a network that uses IPv6 when it can and uses IPv4
as a fallback when required.

e Tunneling: This is a network that wants to use IPv6 as much as possible
but encapsulates IPv6 into an IPv4 network when required. 6-4 is a
tunneling technique, as are 6RD, ISATAP, and

Teredo.

Using DHCP

Dynamic Host Configuration Protocol (DHCP) is a means to assign IP addresses to nodes on a
network. As you know, each host or node has to have its own unique IP address.

DHCP is a protocol that enables nodes on a network to obtain their IP address
automatically. In large enterprises, addresses often come from a pool of addresses stored on a
DHCP server. Addresses are obtained and released as clients need them. Windows computers,
including Windows 8.1 and Windows 10, come with DHCP abilities built in. Earlier OSs did
too, but we’ll assume you’ve moved up from Windows 7 to a more recent OS. To use DHCP,
it must be enabled on the client, which is the default setting. However, it’s always good to
know how to get there and what the DHCP settings look like.

To configure DHCP on a client, follow these steps:

1.  Open the Network and Sharing Center.
2. Click Change Adapter Settings.

3.  Right-click the active network adapter and click Properties.
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4.
5.

Click Internet Protocol Version 4 (IPv4) and then click Properties.

From the General tab, select “Obtain an IP address automatically.” See Figure 3-3.

tCp/lp NetworkINg

Internet Protocol Version 4 (TCP/IPv4) Properties

General Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(® Obtain an IP address automatically
(O Use the following IP address:

IP adq

l . . . I

Subnet mask: I v . . l

Default gateway: | 5 : A ]

(® Obtain DNS server address automatically
(O Use the following DNS server addresses:

Preferred DNS server: I . - A I
Alternate DNS server: I - s 5 I
Validate settings upon exit ‘ Advanced...

X

Figure 3-3. Using DHCP for IPv4

© ® N o

11.

Click OK to return to the adapter’s Properties dialog box.
Click Internet Protocol Version 6 (IPv6).

Click Properties.

Select “Obtain an IPv6 address automatically.” See Figure 3-4.
Click OK.

Click Close.

tCp/lp NetworkINg
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Internet Protocol Version 6 (TCP/IPvE) Properties
General

You can get IPv6 settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

(® Obtain an IPv6 address automatically
(O Use the following IPv6 address:

IPv6 address:

(® Obtain DNS server address automatically
(O Use the following DNS server addresses:

validate settings upon exit [ Advanced

Figure 3-4. Using DHCP for IPv6

Here are some additional benefits of DHCP:
e Minimizes typographical errors.
e Prevents address conflicts.

e Provides a centralized and automated addressing system that (virtually)
never needs attention.

e Offers a simple way to provide addressing for clients that move around a
lot, such as mobile computers.

e Provides complete control over the addressing processing including the
range of addresses available.

e  Forwards DHCP messages using a relay agent. There’s no need for a
DHCP server on every subnet of a network.

Network administrators can assign an address manually when DHCP won’t work.
Sometimes this is a good option for hardware that doesn’t require (or perhaps support) a
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dynamic address, such as an older printer, but is more often applied to devices that simply

52

can’t use DHCP.
tCp/lp NetworkINg

To assign a manual address, return to the previous steps and deselect the option to obtain
an address automatically. Then, input the desired IP address and subnet mask. See Figure 3-

5.

Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(®) Use the following IP address:

IP address: [192.168. 2 . 18 |
Subnet mask: | 255.255.255. 0 |
Default gateway: I " 3 |

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: | , , o ]

Alternate DNS server: | . g . |

[Jvalidate settings upon exit el

X

Figure 3-5. Assigning an IP address manually

Understanding DNS

All computers have a unique IP address on their network. That address might look like
192.168.15.25 or 2001:0db8:85a3:0000:0000:8a2€:0370:7334. To connect to a specific
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computer, using these addresses like these would be cumbersome and error-prone. That’s why
Domain Name System (DNS) and DNS servers exist. It is a name resolution service. It allows
you to input a computer name and get to a computer address. You use DNS each time you
enter a web site name in the address bar of a web browser.
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Briefly, the DNS server process looks like this when used to access a web site on the Internet:
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A user types a web site name into a web browser. The browser sends a query
over the Internet, seeking to match the name to an IP address.

The query makes its way to a recursive server. This server makes a decision
about to do next by looking at the name of the web site the user is searching for.
It forwards the request to another server that can make the next decision.

The next server is called a root server. This server looks at the end of the query,
such as .com or .edu, and decides where to send the query next. The information
is passed along to another server that knows about that root domain.

The next server looks at the middle part of the web site name. If the site name is
www.wellbeingstx.com, it’ll look for wellbeingstx.

Once at the server that has information about that domain, information is
obtained about the first part of the address, often www.

Once there, the web site appears in the web browser.

Some users and network administrators change their default DNS server address manually. A
single user might opt to use Google’s DNS servers, for example. Two of those addresses are
8.8.8.8 and 2001:4860:4860::8888. A large corporation might have its own DNS servers and want
to use those. Whatever the case, it’s possible to manually enter a DNS server in a similar manner to
configuring DHCP.
To assign a specific IPv4 DNS server to a Windows 10 client (and IPv6 is similar), follow
these steps:

Open the Network and Sharing Center.

Click Change Adapter Settings.

Right-click the active network adapter and click Properties.

Click Internet Protocol Version 4 (IPv4) and then click Properties.
Select “Use the following DNS server addresses.”

Input the desired address. See Figure 3-6.

Click OK.

Click Close.
tCp/Ip NetworkINg
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Internet Protocol Version 4 (TCP/IPv4) Properties

General Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(® Obtain an IP address automatically
(O Use the following IP address:

IP address: [ : - - ]
efault gateway: [ |

(O) Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: [ 8 2 8.; 848 ]
Alternate DNS server: I 8 .08 B 9 l
[[]validate settings upon exit Raoacean

Figure 3-6. Assigning a static DNS server address

X
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Troubleshooting Connections with Common

TCP/IP Tools

Sometimes problems occur within networks that keep computers and other resources from
communicating with each other effectively. After you’ve checked the most common problems
including server outages, broken cables, disabled adapters, malfunctioning cables, downed DHCP
servers (perhaps when Automatic Private IP Addressing has been enabled to provide limited
communications), blocked wireless signals, and so forth, you can try the available TCP/IP tools.
There are many to try, and we’ll cover the four most helpful and common here, including

ping, ipconfig, tracert, and netsh. Remember, there are plenty of others, though!
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ping is one of the most basic commands in the TC/IP troubleshooting toolkit. It can reveal
problems with the host’s TCP/IP configuration when used with a local host address. It can also be
used to see whether one computer can reach another. It uses echo requests to perform this task and
transmits those requests using Internet Control Message Protocol (ICMP).

The syntax is ping followed by the target’s name or IP address. You can use this command,
like most others, in a command prompt window or a PowerShell window.

We’ll go old-school and stick with the command prompt.

To see whether your own computer’s TC/IP stack is configured properly, combine the ping
command with the loopback address of 127.0.0.1. This command sends packets to the local host
for testing. If the ping is successful, the local computer’s TCP/IP stack is configured properly.

To ping the local host, follow these steps:

1. On the taskbar, type cmd and click Command Prompt in the
results

2.  Type ping 127.0.0.1 and press Enter on the keyboard.

3. Note the success or failure in the results. See Figure 3-7.

B Command Prompt

Microsoft Windows [Version 10.0.15063]
(c) 2017 Microsoft Corporation. All rights reserved.

C:\Users\joli_ >ping 127.0.0.1

Pinging 127.0.0.1 with 32 bytes of data:

Reply from 127.0.0.1: bytes=32 time<ims TTL=128
Reply from 127.0.0.1: bytes=32 time<ims TTL=128
Reply from 127.0.0.1: bytes=32 time<ims TTL=128
Reply from 127.0.0.1: bytes=32 time<ims TTL=128

Ping statistics for 127.0.0.1:

Packets: Sent = 4, Received = 4, Lost = @ (@% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = ©@ms, Average = ©Oms

FoI W N PR T e

Figure 3-7. A successful ping command

If this command shows a failure (and it will likely show “General failure”), you know
something is wrong with the local host’s TCP/IP configuration or with the computer itself. Perhaps
the proper TCP/IP protocol isn’t installed. Other problems could be that the firewall is
misconfigured, there are outdated drivers or firmware, there are DNS or socket issues, or there is a
general hardware failure.
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Note a successful ping to the local host does not mean the network card is working.
to see whether the network card is working, ping something outside the computer, such
as the default gateway or another computer on the network.

You can also ping another computer. You’ll need to know the computer name or IP address
first and add it to the command. Figure 3-8 shows a successful ping to a computer on a local
network.

B Command Prompt

:\Users\joli_»>ping hplaptop

Pinging HPLaptop [fe80::35a9:3a5:789:e406%7] with 32 bytes of data:
Reply from fe80@::35a39:3a5:789:e406%7: time<ims
Reply from fe80::35a9:3a5:789:e406%7: time<lims
Reply from fe80@::35a9:3a5:789:e406%7: time<lms
Reply from fe80::35a39:3a35:789:e406%7: time<ims

Ping statistics for fe80::35a9:3a5:789:e406%7:

Packets: Sent = 4, Received = 4, Lost = @ (@% loss),
pproximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = @ms

~ v vie me 3

Figure 3-8. A successful ping to a local computer

Figure 3-9 shows a failure. This particular failure gives a hint that we’ve misspelled the
computer name, which is absolutely true; we did that on purpose. However, some results show that
the request “times out.” That means there was no answer from the destination computer in the
allotted amount of time, designated by its time to live (TTL) value, or that no route back to the
local host exists at this time.

B Command Prompt

C:\Users\joli_>ping hplaptop2
Ping request could not find host hplaptop2. Please check the name and try again.

C:\Users\joli_>

Figure 3-9. A failed ping to a local computer
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The TTL types of failures can be caused for many reasons, but one of the most common is
that the remote computer is not turned on. Here are a few others:

e The TTL limit expires for any reason.

e The default gateway can’t be reached.

e Afirewall is misconfigured.

e There are insufficient network resources.

e There are hardware errors.

e There are router problems.

e The destination host can’t receive ping requests.
e There are remote network is unreachable.

If the ping command works, you can move on to other tools, such as ipconfig, tracert, and
netsh, detailed next.

ipconfig

ipconfig is another commonly used tool. Like ping, it can be used at a command prompt or in
PowerShell. The most common addition to ipconfig is /all, which offers quite a bit of information.
Figure 3-10 shows some of the information displayed by ipconfig /all. Note the physical address,
that DHCP is enabled, that there are IPv6 and IPv4 addresses assigned, and that the DNS server is
set to Google’s with an address of 8.8.8.8.
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B Command Prompt

ireless LAN adapter Wi-Fi:

Connection- spec1f1c DNS Suffix
Description . . .
Physical Address.
DHCP Enabled. . . . . . . . . . . :
Autoconfiguration Enabled
Link-local IPv6 Address
IPv4 Address.
Subnet Mask .

Media State . . . . . . . . . . .
Connection- specific DNS Suffix
Description . . . .
Physical Address.
DHCP Enabled. . . . . . . . . . .
Autoconfiguration Enabled

Connection- specific DNS Suffix
Description . . . .
Physical Address.

DHCP Enabled. 5
Autoconfiguration Enabled c W d e
IPv6 Address. o« 46w s s e s
Link-local IPv6 Address
Default Gateway . .
DHCPv6 IAID . . .

DHCPv6 Client DUID
NetBIOS over Tcpip.

: fios-router.home

: Intel(R) Dual Band Wireless-AC 7265
: A4-02-B9-6B-0F-62

: Yes

: Yes

: fe80::35a39:3a5:789:e406%7 (Preferred)
: 192.168.1.258(Preferred)

: 255.255.255.0

Lease Obtained. . . . . . . . .. : Tuesday, August 8, 2017 8:06:59 AM
Lease Expires . . . . . . . . . . : Wednesday, August 9, 2017 12:40:13 PM
Default Gateway . ¢ wow omow s 5192:168.1.2
DHCP Server . o w e owowmow e ow e 5 192.168.2.1
DHCPVG IAID . . . v v + « + &« & & 1 77857465
DHCPv6 Client DUID + 4+ + + . . i ©2-01-00-01-1F-BO-16-5C-EC-8E-B5-48-E6-D3
DNS Servers . . . . . . . .. .. : 8.8.8.8
8.8.8.4
NetBIOS over Tcpip. . . . . . . . : Enabled

Ethernet adapter Bluetooth Network Connection:
: Media disconnected

: Bluetooth Device (Personal Area Network)
: A4-02-B9-6B-OF-66

: Yes

: Yes

Tunnel adapter Local Area Connection* S:

: Microsoft Teredo Tunneling Adapter

: ©0-00-00-20-020-00-00-EC

: No

: Yes

1 2001:0:4137:9e76:141d:3880:3f57:fe@S(Preferred)
: fe80::141d:388@:3f57:fed5%10(Preferred)

1 167772160
: ©0-01-00-01-1F-B@-16-5C-EC-8E-B5-48-E6-D3
: Disabled

Figure 3-10. Results of the ipconfig /all command

The information offered makes it easy to see whether DHCP is the problem, for instance, by
whether the lease is active or not. Beyond what’s shown in Figure 3-10, though, you can also learn

the following:

e The host name

e Which network adapter is active if more than one exists

o If Bluetooth is active, enabled, and/or connected

e How tunneling is configured, if it is

With this information at hand, you can begin the troubleshooting process.
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For instance, if you learn DHCP is disabled, it’s easy enough to enable it!

tracert

If packets are lost along the way from the host to destination computer, you can figure out where
by using the tracert command. It’s easier than trying to ping each router along a path that packets
can take and likely impossible anyway since multiple paths exist. It works like the ping command
does, by sending ICMP echo requests, but modifies the TTL values as those messages move from
router to router so that the request won’t time out. In doing so, it’s possible to see where packets
get held up or fail in their transmission.

To use tracert, simply type tracert followed by the destination computer. Figure 3-11 shows
the results of tracert www.wellbeingstx.com.

B Command Prompt

C:\Users\joli_>tracert www.wellbeingstx.com

Tracing route to wellbeingstx.com [72.167.191.69]
over a3 maximum of 3@ hops:

3 ms <1 ms <1 ms 192.168.1.1
9 ms 10 ms 1@ ms 47.184.128.1
11 ms 12 ms 9ms 172.102.50.212
14 ms 11 ms 10 ms ae8---0.scre2.dlls.tx.frontiernet.net [74.40.3.25]
ms 12 ms 21 ms ael---0.cbrel.dlls.tx.frontiernet.net [74.40.1.82]
* Request timed out.

* 5 » Request timed out.

33 ms 32 ms 36 ms 4.28.83.74

34 ms 31 ms 36 ms be38.trmc0215-01.ars.mgmt.phx3.gdg [184.168.0.69]
1e 32 ms 35 ms 33 ms be38.trmc0215-01.ars.mgmt.phx3.gdg [184.168.0.69]
11 34 ms 33 ms 34 ms 1ip-97-74-255-129.ip.secureserver.net [97.74.255.129]
12 32 ms 33 ms 3 ms 1ip-72-167-191-69.ip.secureserver.net [72.167.191.69]

WONOUV B WN M
—
-

Trace complete.

Figure 3-11. A successful traceroute command

You can use the information here to see where a failure occurs. If any of these routers are on
the enterprise network, those routers can be examined, for instance. netsh

netsh enables you to review information about the networks you can access, but it is also a
scripting tool. Using scripts and applicable commands, you can modify the network configuration.
You learned a little about netsh in Chapter 2. You run netsh from a command line to start that
process.

There are hundreds of commands you can use with netsh. With regard to this chapter, though,
specifically with your introduction about the OSI model and the various layers, we’ll introduce the
netsh reset command. The reset parameter lets you repair the TCP/IP stack on a local computer. In
doing so, you can automatically fix any issues between the OSI layers that have become
misaligned or otherwise broken. You will want to run this command if you can ping a host but you
can’t connect to your network or the Internet, for instance. Of course, there are other reasons, but
this is one that is most easily understood.
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The reset command for Windows 10 is netsh int ip reset resetlog.txt. Use this at an elevated
command prompt. Once you run the command, you’ll immediately see the results of the fix. You’ll
need to restart the computer to apply any changes. Figure 3-12 shows that everything is well here,
at least for now.

BN Administrator: Command Prompt

Microsoft Windows [Version 10.0.15663]
(c) 217 Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32>netsh int ip reset resetlog.txt
Resetting Compartment Forwarding, OK!
Resetting Compartment, OK!

Resetting Control Protocol, OK!
Resetting Echo Sequence Request, OK!
Resetting Global, OK!

Resetting Interface, OK!

Resetting Anycast Address, OK!
Resetting Multicast Address, OK!
Resetting Unicast Address, OK!
Resetting Neighbor, OK!

Resetting Path, OK!

Resetting Potential, OK!

Resetting Prefix Policy, OK!
Resetting Proxy Neighbor, OK!
Resetting Route, OK!

Resetting Site Prefix, OK!

Resetting Subinterface, OK!
Resetting Wakeup Pattern, OK!
Resetting Resolve Neighbor, OK!
Resetting , OK!

Resetting , OK!

Resetting , OK!

Resetting , OK!

Resetting , failed.

Access is denied.

Resetting , OK!
Resetting , OK!
Resetting , OK!
Resetting , OK!
Resetting , OK!

Resetting , OK!
Resetting , OK!
Restart the computer to complete this action.

Figure 3-12. Using the netsh reset command
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netsh works in many other ways. Type netsh at the command prompt and press Enter on the
keyboard and you’ll see that the prompt changes from C>\Users\username to netsh>. From here
you can apply netsh commands to specific protocols and technology including DHCP, routing,
WINS, and more. For example, while inside the netsh environment, you can enter the DHCP
environment by typing DHCP and pressing Enter. From there you can add and delete DHCP
servers, among other things. However, we’re not here to teach you this; we’re here to help you fix
issues with TCP/IP and, specifically, the TCP/IP stack.

Summary

The main purpose of a network is to securely connect computers and users for the purpose of
sharing resources and doing work. When networks consist of varying infrastructure, such as Apple
and Windows devices, wired and wireless devices, and desktop and mobile workstations, like
almost all networks do, it’s imperative they all communicate seamlessly. To do this, all must agree
on specific rules called protocols, and the OSI model outlines these for manufacturers and
administrators around the world. Of course, when problems arise, and they do, there are tools
available to help. Common tools include ping, ipconfig, tracert, and netsh, but others exist.
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Chapter 4

What Causes Networking
Problems

There’s a tendency for people to think of a computer as an isolated, stand-alone machine. In reality,
because of our network and Internet connections, no computer is isolated. Everything is connected
to everything else, and your Internet connection allows your computer to connect to, and be
connected to from, just about any other computer on Earth.

When it comes to the Internet, the mentality is one that often affects motorists, where they
think of themselves as separated from the world outside their vehicle by a metal cage. Likewise,
people consider the Internet as just being something on their device that allows them to send
messages to friends and do some shopping in complete isolation to everybody else.

In reality, the truth is extremely different. If you take a look around your home right now, you
can probably list a huge number of devices that are connected both to the Internet and to each
other. This list could include tablets, laptops, desktop PCs, Xbox consoles, smartphones, Amazon
Echo devices, routers, printers, IP video cameras, networked-attached storage (NAS) appliances,
televisions, and maybe even a smart mattress cover on your bed.

You may additionally have a smartwatch and Internet of Things (loT) devices such as smart
lighting or heating, an Internet-connected refrigerator (if you’re one of the three people who ever
purchased one), maybe a smart bathroom mirror, and perhaps even a drone or a robot.

If you look then to the average workplace, there will be network switches, more network
storage, perhaps a server or two, more IP cameras and security systems, additional printers and
scanners, and visitor devices attaching to the Wi-Fi network.

Al of this is connected, through the router, to cloud datacenters that provide access to Office
365, e-mail, Dropbox, Amazon S3 and Google storage, and web and remote intranet sites across
your own country and the rest of the world.

These connections are made through vast networks of cellular masts and telephone exchanges
and datacenters run by your ISP (and in the case of some countries, managed and regulated by the
government of that country itself).

The whole interconnectedness of things means that every device on Earth is, theoretically at
least, connected simultaneously to every other device on Earth. It’s because of this
interconnectedness that criminals are able to control vast armies of bots—malware-infected PCs
that can be used to bring down the web sites and networks

© Mike Halsey and Joli Ballew 2017
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of major corporations. It’s also because of this interconnectedness that our computing devices have
firewalls, antivirus software, and end-user security in place. Additionally, because of this
interconnectedness of things, sharing a funny photo of your dogs is now significantly simpler than
printing 20 copies of it on glossy photo paper and buying a book of stamps and some envelopes.

The biggest threat to our PCs and networks, however, isn’t criminals, hackers, or even poorly
written code. No, by far the biggest threat to our PCs and networks are the people who need to use
them. It’s often said that a PC that’s left in the box and never plugged into an electricity socket will
never go wrong. This might come from the amusing anecdote school of thought, but it’s also very
accurate. Those who most want to use computers are, by their very definition, those who should
least be allowed to do so.

You might argue then that it’s the responsibility of the software, hardware, and operating
system (OS) vendors to ensure that their systems are safe to use and robust and that they ensure
there are never any bugs or problems with the code (and hardware) that they release.

This brings us to Microsoft Windows. This operating system has three critical flaws when it
comes to preventing problems from occurring. The first is that this venerable operating system is
required by far too many of its users (including ourselves) to be backward compatible with
software and hardware that predates the World Wide Web, sometimes by some decades. The
second is that it needs to run and be compatible with tens of thousands of new hardware devices
and software apps every year, on a regular basis and immediately upon their release. Lastly, the
Windows OS itself consists of millions of lines of code, and there’s not one person on Earth who
could ever single-handedly keep track of it all.

With all this in mind, it’s frankly amazing that Microsoft ever manages to make its operating
systems stable and reliable at all. Indeed, we’ve been many times to the main building on
Microsoft’s campus in Redmond, Washington, where it’s developed (see Figure 4-1), and it’s a
surprisingly ordinary and unassuming office block, populated entirely by equally surprisingly
ordinary men and women who are all just like us. This makes them fallible and prone to all the
attention and productivity problems that face the rest of us first thing on a Monday morning (or
indeed on any morning).
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Figure 4-1. Building 37 on the Microsoft campus in Redmond
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The Leg Bone’s Connected to the...

You’ve probably heard the “Dem Bones” (sometimes called “Dry Bones”) song about how the
bones in the human body are connected to one another. It’s important to remember that all our
computing devices are interconnected in a similar manner.

You might, for example, find that you have no network connection on a PC but there appears
to be nothing wrong with the driver. In this circumstance, you need to look at everything else that
sits in the chain between the PC and the network or Internet.

This includes cabling, both from the PC to the network socket (and the socket itself) and from
that socket to the switch or router. It doesn’t stop there either as you then have the router and
switch hardware, the communications box on your street, the ISP, and maybe even the electric
company digging a trench on the building site next door.

A good place to start with any type of network problem is to first ask if anybody else, or any
other device, is also experiencing a problem. This can quickly help you determine whether the
problem is specific to that one PC or caused by something external to the PC.

If other people or other devices are also experiencing a problem, then it’s clear
troubleshooting one device isn’t going to help, at least not unless it’s a PC causing the problem
(such as a greedy downloader app chewing all the Internet bandwidth).

Looking at networking problems holistically then is essential and comes down to the three
basic tenets of troubleshooting network problems.

e s the problem isolated to one device, or are other devices also experiencing an
issue?

e Has something changed recently on that PC or elsewhere on the network?

e Isthisarecurrence of a problem that has appeared before, either on this or on
another device?

Common Network Problems

Having established that computing devices are a melting pot of problems, all of which are just
waiting to happen, let’s spend some time looking at the most common problems and how they
afflict our PCs and networks.

These common problems fall into a variety of categories that are caused by human error, OS
problems, software issues, and hardware incompatibilities.

We’d like to begin this by saying that by far the most useful networking tool any IT
professional or systems administrator can keep in their arsenal is a USB-to-Ethernet adapter
dongle, as shown in Figure 4-2. You will probably also want a variety of USB plug adapters so that
you can ensure this dongle will work with all the many types of USB port you’ll find on devices.

What Causes NetWorkiNg problems
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Figure 4-2. A USB/Ethernet dongle adapter

Wi-Fi Driver Issues

The venerable Ethernet cabling system, which has connected PCs together and allowed them fast
and reliable access to the Internet, is fast becoming redundant. Long gone are the days when Wi-Fi
and other wireless networking technologies were slow and had limited bandwidth capacity. As |
write this, the latest Wi-Fi standard, 802.11ax, is being prepped for launch. This new specification
will permit wireless data connections up to 10 gigabits per second (Ghps), with 1Gb being
125MB). That might still sound slow compared to the 100Gbps available with fast Ethernet
connections, but just look at how quickly the technology has developed.

In February 2015, researchers at the University of Surrey (UK) achieved a speed of 1 terabit
per second (Thps), or 125GB, over the new 5G data network. This connection is considerably
faster than the fastest Ethernet commercially available (at 12.5GB), and while new Ethernet
standards up to 800Gbps are under development, it’s unlikely that anybody will want to further
refine wired data connections in the future.

For this reason, our top networking problem—Wi-Fi driver issues—usually requires you have
an Ethernet dongle in hand. This technology might be about to be superseded by faster wireless
standards, but it’1l still be useful and likely found on routers for many years to come.

There are several causes of Wi-Fi driver issues, defined by a problem that prevents the driver
from being unable to connect the PC to a wireless network.

e Driver updates are by far the most common cause of broken Wi-Fi
connections. This includes both automatic updates (delivered through either
Windows Update or a vendor’s own driver update app) and drivers that are
manually updated by the user. We’ll show you how to manage drivers later
in this chapter.

e Fresh OS installs can also break Wi-Fi connectivity. Performing a clean
installation of Windows on a laptop or tablet (i.e., any device that’s not
connected to the router via Ethernet) can result in the Windows installer not
having or finding the correct Wi-Fi
What Causes NetWorkiNg problems
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driver. In this circumstance, the PC then cannot get online to download the
correct driver, and it will need to be connected via Ethernet or have the driver
manually downloaded on another PC and transferred by a USB flash drive.

¢ Disconnected/broken antennas are another but far less common issue. This
can affect both external and internal antennas.

e  Software/hardware conflicts are another uncommon cause of problems.
However, some PCs come with vendor-produced management apps for Wi-
Fi. These apps could become corrupt or develop a fault of some kind.
Additionally, it’s rare that Windows versions will encounter hardware
conflicts, but assuming nothing will ever happen is probably foolhardy.

e Signal issues are the next common cause of Wi-Fi connection problems. It
might seem daft to ask a user to walk with their device into the next room or
closer to the router to see whether they get their connection back, but you’d
be surprised how often dead spots in buildings can be found. This is
something we’ll talk about later in this chapter.

e Lastly, connecting to the wrong Wi-Fi network is something that happens
with such alarming regularity that it might be enough to make you cry with
laughter.

Misconfigured Network Settings

Another common cause of network connection problems is misconfigured settings. This can be
both in the driver and in the Wi-Fi authentication settings. In the next chapter, we’ll show you how
to reset the TCP/IP networking stack on a PC, but you can also sometimes find that the settings that
allow a PC to connect to a specific network have become corrupt.

If this happens, you will need to manually delete the Wi-Fi connection profile for that network
and then reconnect from scratch (for which you will then need the password). The way you do this
varies in Windows versions.

Deleting Network Profiles in Windows 7
To manually delete a Wi-Fi network profile in Windows 7, follow these instructions:

1.  Open the Network and Sharing Center from the Control Panel.
2. Inthe left pane, click Manage Wireless Networks.

3. Right-click the network you want to delete and then click “Remove network™ from the menu
that appears.
What Causes NetWorkiNg problems

Deleting Network Profiles in Windows 8.1
With Windows 8.1, the process to delete Wi-Fi network profiles is very different.
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1. Open the Settings app and navigate to the Network panel.

2. In the Connections section, click the “Manage known connections” link in the Wi-Fi
section.

3. Click the network you want to delete and then click the Forget button that appears.

Deleting Network Profiles in Windows 10

You probably won’t be surprised to hear at this point that the way you delete Wi-Fi network
profiles in Windows 10 is, again, different, though not by much.

1. Open Settings and then the Network & Internet panel.

2. Inthe Wi-Fi section, click the “Manage known networks” link in the Wi-Fi section.

3.  Click the network you want to delete and then click the Forget button that appears.

Deleting Network Profiles from the Command Line

It’s also possible in every version of Windows to delete network profiles from a command prompt
(with administrator privileges). To do this, use the following commands:

1. Type netsh wlan show profiles to display a list of all the known Wi-Fi
networks the PC connects to, as shown in Figure 4-3.

W Adnooate: Commend Fromot - o x
(c) 2015 Microsoft Corporation. All rights reserved. -~

C:\WINDOWS\system32>netsh wlan show profiles
profiles on interface wi-Fi:

Group policy profiles (read only)

<None>

User profiles

A1l user Profile . Plusnetwireless707D73
All user profile 1 virginmedia7224139
A1l user profile ¢ Lumia 950 4322

A1l user Profile 1 6 Pax

All user pProfile 1 Princess

A1l user Profile : mvp201S

All user profile i 6 Pax

All user profile i AIR-26021

A1l user Profile : 6 Pax+

All user profile : EE-BrightBox-htndfh
A1l user Profile : NOKIA 909_0845

A1l user profile i ZyXEL_A38C

A1l user profile i NOKIA 909_9800

A1l user profile 1 MMU-visitor

All User Profile ! BTHub3-2CSwW

C:\WINDOWS\system32> !

Figure 4-3. You can delete Wi-Fi profiles from the command line
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2. Type netsh wlan delete profile name=*“network name” to delete the
appropriate profile.

Tip if you don’t know the password for a Wi-Fi network so that you can reconnect to
it or if you just want to know a Wi-Fi network access password so that you can use it on
another pC, use the command netsh wlan show profiles name="network name" key=clear to
display full details about the network. the access password will appear in the Key content
field.

Hardware Issues

A variety of hardware issues can negatively impact on network performance or availability.
Keeping cables tidy, manageable, and out of the way of users is always a good idea. Snagged
cables, where a user accidentally pulls or trips one, are commonplace and can cause more damage
sometimes that just a broken plug.

Damage to network sockets can be caused, often requiring expensive motherboard
replacements, excessive downtime, and perhaps even injury to the person who snagged the cable.

Placing network hardware in inappropriate locations can also cause network issues.
Excessively hot, cold, or dusty environments will cause damage to any appliance over time.

Additionally, you should be aware of what can happen to mobile hardware. You may be the
sort of person who takes extremely good care of your hardware and devices. This can help them
have a good, long life span and even look almost new when they are eventually retired.

Many people, however, do not treat technology respectfully. They’ll throw it around, drop it
carelessly, give it to young children and teenagers who will do everything from banging it to trying
to suck on it,t and more besides.

User Error

Returning to what we said earlier about a PC that’s never used never having a problem, you’d be
amazed just how much users who shouldn’t, or who perhaps shouldn’t even be able to, change
settings and configurations on a PC actually do so.

To be honest, this is part of the point of asking the question “What’s changed?” It’s entirely
possible that a networking issue has arisen because of a recent driver or Windows update. It’s
fairly likely, though, that a problem has occurred because a user was trying to effect a change of
their own on the PC that they shouldn’t have done.

This could be something as straightforward as connecting their PC to a different Wi-Fi
network so as to get a better signal. Their Internet connection might now be great, but all of a
sudden, they’ll find their network storage access is unavailable.

LIf you have the image of a teenager trying to suck on a laptop stuck in your mind at this point, you’re
not alone.
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Unless the settings on a PC are locked down in Group Policy, all manner of changes can be
made. This can cause particular issues with BYOD devices, where a user be will their own
administrator. Here you don’t have the permissions you require to lock absolutely everything
down. Thus, asking the “What’s changed?” question and pressing the user to be honest about what
they might have done can save considerable amounts of diagnostic and repair time, not to mention
wasted engineer site visits.

Updates and Patches

Updates and patches for PCs fall into two distinct categories: those that come directly from
Microsoft via Windows Update and those that come from third-party vendors. The former is
something you can get significant amounts of control over through Windows Server Update
Services (WSUS) and Update Branches (available in Windows 10). The latter will come through
installed vendor utilities, and they are much harder to control.

As an example, when you install a driver for a piece of Wi-Fi networking hardware, you will
sometimes find the vendor includes its own Wi-Fi connection and management utility, which will
autorun when Windows starts and essentially hijack the entire connection process.

Should your business use a Wi-Fi network with specialist settings, especially custom security
settings, you’ll often find that such a utility will play havoc with connections. Disabling these
utilities is sometimes not enough because if the vendor has placed an updater app in the
background, you may find that the very tool you have disabled comes back into foreground use a
few months later.

Taming Windows Update

We’re very much from the “if it ain’t broke, don’t fix it school. While this is generally a good
rule in life, it’s not often a good rule when it comes to PC security and stability. A stable
network driver might not always be a secure network driver. This isn’t going to be because it
won’t connect to your networks securely (though anything is possible), but there could be coding
or security vulnerabilities in the driver itself that permits malware or hackers to gain backdoor
access to the PC.

If you work in an enterprise environment, where you have a volume license subscription from
Microsoft, then you’ll likely already be using Windows Software Update Services (WSUS) to
manage updates. This allows you to test and evaluate drivers and other updates before deploying
them to see that they’re stable and won’t cause issues with the unique combinations of hardware
and software that you use.

Outside of a WSUS environment, however, it’s not so easy. An SMB might have several
dozen stand-alone machines. They’re probably all either identical or very similar to one another.
This means an incompatible driver download can render almost every machine unusable.

While this situation is unlikely, it’s possible to prevent Windows from automatically updating
the drivers on your PCs.
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Preventing Driver Updates in Windows 7 and 8.1

To disable driver updates in Windows, open the System panel from the Control Panel and then
click the Advanced System Settings link in the left pane.

This will display the System Properties dialog, as shown in Figure 4-4. Click the Hardware
tab and then the Device Installation Settings button to display the driver installation options.

Computer Name Hardware Advanced System Protection Remote

Device Manager
T The Device Manager lists all of the hardware devices installed
..‘J on your computer. Use the Device Manager to change the
properties of any device.
Device Manager
Device Installation Settings
== Choose whether Windows downloads manufacturers’ apps
: and custom icons that are available for your devices.

OK Cancel Apply
Figure 4-4. You can disable driver updates in Windows

What you see next will depend on which version of Windows you’re using. In
Windows 7, as shown in Figure 4-5, you have the options “Always install the best driver...,”
“Install from Windows Update if the driver is not found on my computer,” and ‘“Never install
driver software from Windows Update.”
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"

Device Installation Settings |23

Do you want Windows to download driver software and realistic icons for your
devices?

Yes, do this automatically (recommended)

® No, let me choose what to doj

@ Always install the best driver software from Windows Update.

* Install driver software from Windows Update if it is not found on my
computer.

) Never install driver software from Windows Update.

[¥] Replace generic device icons with enhanced icons

Why should | have Windows do this automatically?

#'Save Changes } [ Cancel ]

Figure 4-5. You can disable driver updates in Windows 7 and 8.1

In Windows 8.1, you’ll see the options “Always install drivers” and “Never install
drivers.”

Bear in mind, though, that disabling this feature in either OS will also prevent Windows
from searching for the correct driver when you plug in or install a new piece of hardware on
the PC.

Managing Drivers and Updates in Windows 10
In Windows 10 things are very different. With this version of the OS, Microsoft has changed
the policies governing completely opt out and mandated that nobody, no matter who they are,
can opt out of downloading and installing security and stability updates.

If you open Device Installation Settings from the Windows 10 System panel, you will
only see options to block a manufacturer’s apps and custom icons, as shown in Figure 4-6.
Figure 4-6. You cannot block driver updates from the Windows 10 Control Panel
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Do you want to automatically download manufacturers’ apps and custom icons

that are available for your devices?

(@) Yes (recommended)

(O No (your device might not work as expected)

& save Changes Cancel

Admittedly, this is still a useful setting to use in some circumstances because it will
block the auto-updating of Wi-Fi management software like the kind we mentioned earlier.

Note Windows 10 pro and enterprise users have two additional, advanced
options for Windows updates. both editions have the option “Defer feature
updates,” which will delay the downloading of new os features for up to three
months; this feature is called Current branch for business (Cbb). enterprise
editions also have a feature called long term servicing branch (Itsb), which will
delay feature updates for a period of up to ten years. Neither of these branches,
however, will delay security, stability, or driver updates.

Managing Driver Install Notifications in Group Policy
Driver updates and downloads can also be managed using Group Policy in Windows Pro and
Enterprise editions. To access this, search for gpedit (sometimes gpedit.msc) at the Start
menu, where you will probably need to right-click and run the Group Policy Editor as an
administrator.

Navigate to Administrative Templates »System »Driver Installation, and you will see the
option “Turn off Windows Update device driver search prompt,” as shown in Figure 4-7.
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L&) Local Group Policy Edito - m
File Action View Help

e 2mz Hml P

i/ Local Computer Policy A || Setting State
v @& Computer Configuration
> [ Software Settings
2] Windows Settings
v ] Administrative Templates
> ] Control Panel
> ) Network
" Printers
| Server
~| Start Menu and Taskbar
v [ System
] Access-Denied Assistar
> [ App-V
1 Audit Process Creation
] Credentials Delegation
[5] Device Guard
> [ Device Installation
> || Device Redirection
] Disk NV Cache
] Disk Quotas
> [ Distributed COM
" Driver Installation vlil < >

\iz] Allow non-administrators to install drivers for these devices... Not configured
[ Tum off Windows Update device driver search prompt Not configured

< 5 Extended )\ Standard /

2 setting(s)

Figure 4-7. You can manage driver downloads in Group Policy

Enabling this setting will not disable driver downloads, but it will prevent dialog
messages from prompting users to automatically check Windows Update for a new or updated
driver. This can help prevent users from installing driver updates that can cause problems or
incompatibilities on the PC.

Drivers and Hardware

Once a driver is installed, there are various ways in which you can manage it, all of which are
done through Device Manager (available in the Control Panel or via a search). Device
Manager contains a great many useful tools for solving problems with both hardware and
software devices on the PC.

At its most basic, double-clicking a device will display a dialog containing everything
you need to know about it, as shown in Figure 4-8, from whether it’s working correctly to the
driver version number (useful in making sure you have the latest one or one that’s known to
be free of bugs and problems) to advanced information about the driver properties.
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& DR .

File Action View Help

*‘[T’”D "-T.‘g ASUS PCE-ACEE 802 11ac Network Adapter Properties y {
v % Workstation Everts Resources Power Management | A
> & Audioinputs and outp General Advanced Driver Detads
> € Bluetooth
> EComputer h ASUS PCE-ACE8 802.11ac Network Adapter
> e Disk drives -
> B Display adapters Driver Provider:  ASUS

== DVD/CD-ROM drives

B Human Interface Devi¢ Otvercbgtes:  106/0272014

>
> @ IDE ATA/ATAP controll Driver Version: ~ 6.30.223.228
> @ IEEE 1394 host controll Digtal Signer: ~ Microsoft Windows Hardware Compatibity
> o% Imaging devices Publisher
y B8
M Rt DrverDetols | View detais about the installed drver fles
> (@ Mice and other pointin
> [ Monitors

Update Driver Updat: iver for this device.
v (G Network adapters B ot iecoace

g ASUSPCE-AC6880 |l K the device fals after updating the diver, o
Bluetooth Device (F back to the previously installed driver.

¥ Bluetooth Device (F

& Hyper-V Virtual Eth Disable Device Disable the device

& Hyper-V Virtual Eth

& Intel(R) 82579V Gig| Uninstall Device Uninstall the device from the system (Advanced).

I Microsoft Network
= Network Infrastructure
@ Portable Devices
@ Ports (COM &LPT)
= Print queues

OK Cancel

Figure 4-8. Useful tools and information exist within Device Manager

Obtaining Advanced Driver Information

The Advanced and Details tabs in the properties dialog contain a huge amount of extremely
useful information and configuration options.

The Advanced tab, for example, provides configuration options for the network adapter
that might need configuration to get the adapter working correctly with some secure network
types. The exact options that you see, as shown in Figure 4-9, will vary depending on the
exact adapter and adapter type you have installed, but you can see in the example that a great
many different configuration options exist.

75

Farkiantech.com.ir



Chapter 4 = What Causes NetWorkiNg problems

Events Resources Power Management
General Advanced Driver Details

The following properties are available for this network adapter. Click
the property that you want to change on the left and then select its
value on the right.

Property: Value:

Association Roam Preference A None LI
Band Preference

4 Disable 802.11a
Bandwtdlh.CaDM Disable 802.1 1i/o ’
Bluetooth Collaboration

BSS PLCP Header

BT-AMP

Disable Upon Wired Connect
Fragmentation Threshold

IBSS 54gttm) Protection Mode

IBSS Mode

Locally Administered MAC Address
Minimum Power Consumption v

[ ok ]| Cancel |

Figure 4-9. You can configure advanced network adapter properties

When it comes to configuring these options, what you need to check and change will be
very specific to the needs of your local network and its security settings, so you should check
with the specifications and requirements of the network before making any

changes.

If you need to get information about the network adapter, you can do this on the Details
tab, as shown in Figure 4-10. You will see that a drop-down menu contains a wealth of
different options that can give you detailed information about the network adapter. Selecting
an option will display the relevant information in a panel below the drop-down options box.
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Events Resources Power Management
General Advanced Driver Details

_ ASUS PCE-AC68 802.11ac Network Adapter

Property

Device description v
Device description A

Device instance path

Matching device ID
Rank of driver
Service

Upper fitters
Address 1
.___|Base container ID sl
Bus number

Bus relations

Bus reported device description
Bustype GUID

Children

Container ID
Device stack v

Figure 4-10. The Details tab provides advanced information about the network adapter

Identifying Unknown Drivers

It’s on the Details tab where you can find the information needed to identify hardware devices
that are displaying in Device Manager as “Unknown.” Figure 4-11 shows that we have
selected the Hardware 1Ds option from the Details tab. This displays the VEN_ (Vendor) and
DEV_ (Device) codes for the device, in this case being VEN_14E4 and DEV_43A0.

77

Farkiantech.com.ir



Chapter 4 = What Causes NetWorkiNg problems

11ac Network Adapter Properties

Events Resources Power Management
General Advanced Driver Details

g ASUS PCE-AC68 802.11ac Network Adapter

Property »
Hardware I1Ds v

Value

PCI\VEN_14E43DEV_43A08SUBSYS_85DF10433REV_03
PCI\VEN_14E45DEV_43A04SUBSYS_85DF1043
PCI\VEN_14E48DEV_43A04CC_028000
PCI\VEN_14E48DEV_43A08CC_0280

OK || Ccancel

Figure 4-11. You can identify unknown devices in Device Manager

A quick search online reveals this particular device to be a Broadcom 802.11ac
Network Adapter chipset, with some links online correctly identifying it further as an ASUS
device. By using the VEN_ and DEV _ codes, you can quickly find the correct drivers for the
device so that you can get it installed and working.

Getting Information About Driver Errors

The Events tab in the driver’s Properties dialog is a useful way to find out about any errors or
problems that have arisen with a specific driver. It will detail the time, date, and description of
any recent errors or problems. There is also a View All Events button that launches the Event
Manager and can give you much more advanced information about the driver, including all
errors and events associated with it, as shown in Figure 4-12.
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Figure 4-12. Device Manager hooks into the Event Viewer

The Event Viewer displays advanced information for every event, which can include error
codes, in the format 0x000..., that you can search for online to get further information. However,
the information in the Event Viewer goes further, detailing the user who was signed into the PC
when the event occurred and more besides.

You can attach an event to an error if you want by highlighting the error in the Event Viewer
and then clicking the Attach Task To This Event link that appears near the bottomright corner of
the Event Viewer window. When you attach a task to an event, you have the choice of starting a
program (such as diagnostic or test utility for the device), sending an e-mail (an e-mail client on the
PC isn’t required; you just need a valid SMTP address), or displaying a message. The latter can be
useful if you need a user to immediately stop whatever they’re doing so that they can call a support
person and describe to them exactly what was happening at the time, such as what apps they were
using.

Software Problems and Incompatibilities

On a related note to hardware drivers is software. It’s common, especially with Wi-Fi hardware, for
vendors to install their own connection and management utilities on PCs as part of the driver
installation, and these can frequently cause problems.

As an example, over the years we’ve seen Wi-Fi drivers completely unable to connect to
certain network types, especially secure networks, because the utility software wasn’t capable of
connecting to, or reliably connecting to, that type of network.

In fairness, we’ve never (not since Windows XP anyway) seen an example where uninstalling
the software utility caused the driver to become unresponsive and unable to connect to any
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network. The Wi-Fi connection subsystem in modern Windows versions is extremely robust and
reliable.

When it comes to the chances of other, third-party software and apps causing problems with a
network connection, the chances are slim to none unless that software is set up in a way as to
deliberately consume as much bandwidth as possible, thus slowing the connection, which can be
common with cloud backup and peer-to-peer apps.

In the example in Figure 4-13, you can see the cloud backup app Crashplan. This is an
example of an app done well as it not only allows you to limit the bandwidth used over both wired
and wireless network connections but also allows you to limit the app to use only specific wireless
networks (very useful for security) and only specific network

adapters.
CRASHPLAN" 1
) Backup General Backup Account Security Network
I Restore Internal address: 0.0.0.0:4242
. Extemnal address: 143.159.101.30:9779
@ Settings | Discover Not available
@® History Network interfaces: [ Configure...
&% Friends Wireless networks: 1Co;ﬁgure..
j » Proxy enabled: O
Proxy PAC URL:
WAN LAN
Limit sending rate when away to: None v~ |None v|
Limit sending rate when presentto:  |None v |None v
Sending message buffer size: KB KB
Receiving message buffer size: 'E] KB KB
TCP packet QoS: Normal V| [Nownal "I

(requires restart)

H

Undo Changes| |

Figure 4-13. Many apps have network configuration options

If you use cloud or peer-to-peer backup and file sync apps in your business or organization,
it’s well worth checking the software provided by the vendor in advance to see whether these types
of options are provided or supported.

Wi-Fi Interference
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If you’re living in Wisconsin and are reading this, then yippee! If you’re reading this in Rome, then
boo-hoo! What do we mean by this? Quite simply, the biggest barrier to having a stable Wi-Fi
connection is the quality and materials the building you’re in is made from.
What Causes NetWorkiNg problems

In countries such as the United States and Canada, houses are commonly made from wood and
are usually no more than 60 or 70 years old. Elsewhere in the world, you could find yourself in a
building that’s hundreds or even thousands of years old and where the walls are made from a thick
stone construction.

Nothing will block a Wi-Fi signal more effectively than a thick brick or stone wall (useful
information to pass on to anybody who might like wearing a tinfoil hat).

There are various solutions you can employ to mitigate this problem, with perhaps the most
obvious being installation of a wired network. However, not all mobile devices come with an
Ethernet port; in fact, it’s uncommon these days to find one on an ultrabook, and when it comes to
tablets, you can forget having an Ethernet port without using a USB dongle to give you one.

The best example of boosting a Wi-Fi signal in this type of circumstance is through using a
mesh network. Mesh networks use a series of routers placed around a building, connected either
through Ethernet or wirelessly, to create a more even Wi-Fi signal throughout the premises. This is
similar to the process of setting up Wi-Fi repeaters, though in the case of a mesh network, the
devices are intended to be used together, and they will often use the close (technical) bond they
have to aid you in placing them in the optimum locations (usually through use of a mobile app) to
get the best signal.

Network Hardware Problems

When it comes to networks where you’re not connecting, or not connecting all your machines,
through Wi-Fi, there can still be bottlenecks and problems caused. This is commonly through the
three different types of hardware device you’ll find on a network: the switch, the router, and the
firewall/security appliance.

For a device with absolutely zero moving parts, we’ve frequently been amazed just how
unreliable and prone to breakage network switches can be. Fortunately, diagnosis of a faulty
network switch is usually fairly straightforward, as it’s very unlikely a single PC will be affected.
It’s much more likely that a bank of ports on the switch, or the entire switch, will fail.

Routers present problems too, and it’s important not to get a cheap one. When you’re
investing in a router, you should consider what advanced functionality the router will offer. Is it
part of an expandable mesh system, and how many different Wi-Fi SSIDs will it offer? The latter is
likely the most important consideration as it allows you to isolate parts of your network so that you
can, for example, give BYOD and guest devices access to the Internet, and perhaps a joint file or
printer share, while keeping them isolated from all the private and important shares.

Firewall and security appliances can often cause problems, and this normally occurs when
they are updated in software or firmware. If you have, as an example, a net filtering appliance that
can automatically prevent access to gambling or other web sites you’d prefer people to not visit,
your built-in whitelists of permitted sites can sometimes be wiped in an update. Thus, it’s always
best to keep a backup copy of those whitelists, and blacklists, as recovering after a problem can
take many hours of tedious work.
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Summary

There are a great many different things that can cause problems with network connections on PC,
and they range from driver problems all the way down to the physical structure of a building. It
gets even worse when you start considering any environmental or third-party factors. Thus, it’s
always a good idea to ask, “Is this happening to anyone else?”” A network problem that’s being
experienced on more than one PC cannot be isolated to that PC, and thus asking questions such as
this can help determine the difference between a driver problem and a digger on the building site
next door having just ripped up the fiber cable.

Dealing with these issues is another matter entirely, though, and that’s what we’ll cover in the
next chapter, when you examine in detail how to troubleshoot and repair problems with network
hardware and the Windows networking subsystem.
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The methods and tools that you’ll use to repair networking problems in Windows vary in use and
complexity depending on the task at hand. As an example, some tools are completely automated,
needing just a click to go off and do their job, while others require delving into complex
administrative utilities or even the Windows command prompt.

It’s true then that troubleshooting and repairing networking problems on PCs can be highly
complex, especially once you take into account all of the external factors that could also be the
cause of problems. In this chapter, though, we’ll guide you through the methods you’ll use to
repair many different types of networking issues.

Managing Routers

Routers are the gateways to the wider world, so it’s important that they’re correctly managed. This
is both for reasons of maintaining stable and reliable Internet and network connections and for
maintaining high levels of security on your network and PCs. Remember that the security on PCs
and networks is only ever as good as its weakest component.

Good and proper management of routers is pretty much just best practice, and by following a
few simple rules, you can ensure that your router is safe and secure and that it will provide high
levels of service throughout its life.

e Always change both the default password on the router and the
administrator username to something secure. It’s all too easy for people to
look up the defaults on the Internet.

e Configure one or more guest Wi-Fi networks for visitors to your premises
that do not have access to file shares, printers, and servers on the network or
that only have access to noncritical file shares and accessible printers.

e If the router supports it, configure bandwidth management on specific Wi-
Fi networks to prevent individual users or malware from slowing down the
network.

e If you have any mission-critical systems, connect them to a router that also
supports 4G or 5G backup connectivity, but do not permit the rest of the
business to use this expensive connection medium.
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e Always connect your PCs, but especially your primary network and
Internet connection equipment, to surge protectors, as storms can quickly
fry any hardware connected to the outside world via a cable.

e If possible, connect your files shares and critical network infrastructure to
two different networks, where the primary one that’s accessible to all PCs
on the network can be easily and quickly disabled in the event of a
malware or hacking attack. This will leave your critical systems still able
to function.

The Windows Automated Troubleshooters

Windows comes with automated troubleshooters that can be accessed through the Troubleshooting
section of the Control Panel. These are cmdlets that will just reset specific components to their
default states. This is literally all that the troubleshooters do, but they can be useful in some
circumstances.

The networking troubleshooters contain utilities that can reset Internet connections, file
shares, network adapters, and more, as shown in Figure 5-1. You can find more troubleshooters
online through the Microsoft Support web site (https://support. microsoft.com) by searching for
specific problem types.
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« v T [ « Troubleshooti > Network and Int t v O Search Troubleshooting P

Troubleshoot problems - Network and Internet

Network ~
'3 'nternet Connections
Sl Find and fix problems with connecting to the Internet or to websites.
Shared Folders
Find and fix problems with accessing files and folders on other computers.
[, 9| HomeGroup
(XY Find and fix problems with viewing computers or shared files in a homegroup.
Network Adapter
Find and fix problems with wireless and other network adapters,
Incoming Connections
Find and fix problems with incoming computer connections and Windows Firewall.
Printing ~
Printer

E2F] Find and fix problems with printing.

Figure 5-1. Automated troubleshooters can repair some types of networking issues
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You can also create your own custom automated troubleshooters, perhaps to easily fix
common problems with specific hardware in your company. The documentation for this was
created for Windows 7 and is online at http://pcs.tv/2vX5YgB.

System Restore

Many IT professionals shy away from using System Restore because back in the days of Windows
XP, when it was first introduced, malware would often hide there, waiting to be restored after you
thought you’d cleaned it.

With the advent of User Account Control (UAC) in Vista, that all changed, and with Windows
7 and later, security was beefed up even further to prevent malware from infecting the System
Restore archive.

System Restore uses the System Volume Information folders you might have seen in the root
of each drive on a PC, and when an action occurs in which something changes, such as installing
or removing an app or driver or installing a Windows Update, a snapshot of all the critical files
and files that are affected by the process is taken. This includes making a backup copy of the
Windows Registry.

You configure System Restore from the System controls in the Control Panel, by clicking the
“System protection” link in its top-right corner. Perhaps, though, the quickest way is to search for
sysdm.cpl in the Start menu.

System Restore can be configured for each drive individually, and while it can be used to
cache older copies of files when they are changed, in reality this feature is being deprecated in
Windows as it’s never truly worked reliably. Thus, the only drives you really need to have System
Restore configured for are your Windows drive and any others on which you installed software.

Clicking the Configure button in the System Protection section of the System Properties panel
will enable you to turn System Restore on or off for the selected disk and to choose how much
space on the disk is devoted to System Restore, as shown in Figure 5-2.
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Computer Name Hardware Advanced System Protection Remote| Restore Settngs —

‘ Use system protection to undo unwanted system changes. rBy md*'yg:'m Vg’s‘:" you mmﬂ"::"d changes by

(®) Turn on system protection

System Restore 1 (O Disable system protection

You can undo system changes by revering

your computer to a previous restore point. | System Restore .|

Disk Space Usage -

Protection Settings You can adjust the maximum disk space used for system protection. As
& C Pich mﬂsw,o‘d&rmemtsmbeddehedmm&umﬁrm
o X x ! CurrentUsage:  8.16GB
& Windows (System) On e
Configure restore settings, manage disk space, 1
and Geets rostove pori: S 2% (10.00 GE)

Create a restore point ight now for the dives that Fe J Delete all restore points for this drive. o
have system protection tumed on. otk

oK Cancel i o] comcel Aoy

Figure 5-2. System Restore can be configured from the Control Panel

Remember that the amount of space you allocate will directly determine how many restore
points are kept on the machine. If you have a machine with regular installs and updates being
applied, you might want to allocate more space than the default.

If you do suspect that malware has somehow wormed its way into System Restore, there is a
Delete button that will remove all the contents of the System VVolume Information folder for that
drive.

Back in the main System Protection panel, you can manually create a restore point should you
want, perhaps because you’re taking an action on the PC where you’re unsure if System Restore
will operate automatically, and you want to be able to roll back your changes should something go
wrong.

If you need to restore Windows to an earlier point, click the System Restore button to launch
the restore wizard. This will present you with the most recent restore point and an option to choose
from others. If you choose this second option, the window that appears contains a “Show more
restore points” check box in its bottom-left corner, as shown in Figure 5-3.
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Restore your computer to the state it was in before the selected event ‘ %]

Current time zone: GMT Summer Time

Date and Tmev Description Type
27/07/2017 12:20:02 pm Restore Operation Undo
25/07/2017 12:35:23 pm Automatic Restore Point System
16/07/2017 2:19:23 pm Automatic Restore Point System
[ Show more restore points Scan for affected programs '

Figure 5-3. You can view just the most recent or all available restore points

If you need to further check what rolling back to a specific restore point will really do,
highlight it and then click the “Scan for affected programs” button. This will display a complete
list of all the software and drivers on your PC that would be affected, either rolled back to before
and updated or removed completely, by the restore, as shown in Figure 5-4.
troubleshooting networking
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Description: Scheduled Checkpoint

Date: 16/07/2017 2:19:23 pm

Any programs that were added since the last restore point will be deleted and any
that were removed will be restored.

Programs and drivers that will be deleted:

Description Type

Adobe Lightroom 6. 12 Program
DVDFab 9.1.2.2 (08/01/2014) Program
Microsoft Office 365 - en-us 16.0.8229.2103 Program

Microsoft Project Professional 2016 - en-us 16.0.8229.... Program
Microsoft Visio Professional 2016 - en-us 16.0.8229.2103 Program
Zune 04.08.2345.00 Program

Programs and drivers that might be restored. These programs might not work correctly
after restore and might need to be reinstalled:

Description Type
Adobe Lightroom 6.10.1 Program
Microsoft Office 365 - en-us 16.0.8229.2073 Program

Microsoft Project Professional 2016 - en-us 16.0.8229.... Program
Microsoft Visio Professional 2016 - en-us 16.0.8229.2073 Program

Figure 5-4. You can see what will be affected by System Restore

Tip You can run system restore from the recovery tools if you have a nonbootable
copy of windows. start the pC from your installation media, a system repair Disc
(windows 7), or a recovery Drive (windows 8.1 and windows 10), and select the repair
option. system restore will be available as one of the options and works identically to
how it does on the desktop.

Resetting the TCP/IP Stack Using netsh
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One of the most common fixes for networking problems on a PC is to reset the TCP/IP stack. In
fairness, while the networking stack used to be problematic, it was completely rewritten in the most
recent versions of Windows and is now incredibly reliable and robust.

To do this, you use the netsh command from the Windows command prompt (when run as an
administrator), which is extremely useful and can do a great many useful things.

The command you use to reset the TCP/IP networking stack is netsh int ip reset. Where netsh
gets really useful, though, is in managing Wi-Fi network profiles.

Tip You can get a full list of netsh commands in windows at http://pcs.tv/2f08Bed.

Managing Wi-Fi Profiles Using netsh

Wi-Fi profiles can be very bothersome. They can become corrupt, you can forget what the
password is for a specific network, and you can accidentally misconfigure a network when you

first connect to it. In short, they can be a pain in the butt. Using netsh, you can tame your Wi-Fi
profiles using the following commands. We showed you the netsh command in Chapter 3, but there
are some specific commands pertinent to repairing WiFi network issues, so it’s worth repeating
them here.

e netsh wlan show profiles displays a list of all the Wi-Fi networks for which
connections are stored on the PC.

¢ netsh wlan show profiles name="SSID" key=clear is a great command as
it will display full details about a specific network and also give you the
password for that network. This is useful if you want to set up a new device
and don’t know the password.

e netsh wlan show settings displays the current global settings for all of the
PC’s Wi-Fi network connections.

e netsh wlan show blockednetworks displays a list of any Wi-Fi profiles that
have been specifically blocked using netsh.

e netsh wlan set blockednetworks display={show|hide} can be used to show
or hide the display of blocked networks from the main networks list.

e netsh wlan add filter permission={allow|block|denyall} ssid="SSID"
networktype={infrastructure|adhoc} allows or blocks a specific network.

e netsh wlan delete filter permission={allow|block|den yall} ssid="SSID"
networktype={infrastructure|adhoc}
deletes an allow, block, or denyall filter that’s been applied to a network.
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e netsh wlan set profileorder name="SSID" interface="Network Interface
Name" priority=1 sets the connection priority for a specific Wi-Fi
network, so the ones you want used first will have the correct priority.

Windows Reset

Windows 10 includes a handy reimaging feature called Reset. It’s an imaging tool that’s really
quite clever in how it works, though there are significant downsides too. (It’s called

Refresh in Windows 8.1, and it’s absent from Windows 7 where you just have the System Image
Backup tool.)

You run Reset (and Refresh) from the Update »Security section of the Settings panel, where
you’ll find it in Recovery. What it does is reimage the PC from a backup, but the way it keeps this
backup is clever because it is automatically updated to include all Windows Updates that are 30
days old or more. The theory, of course, is that if you’ve been using a PC with an update for 30
days, it can be considered stable and reliable.

The downside, however, is that you will have to reinstall and configure all of your installed
software and apps. If you are using a PC running Windows 10 S or if you only use apps from the
Windows Store or a Custom Business Store, then this isn’t too much of a problem. If you have a
lot of Win32 software installed, however, you might find the System Image Backup option more
suitable for your needs.

Reset (Refresh) gives you two options when you run it: “Keep my files” and “Remove
everything” and start again, as shown in Figure 5-5. The “Keep my files” option will make sure
that any files and documents stored in the Users folder will be preserved.

Choose an option

Keep my files

Remove everything

Figure 5-5. You can reset Windows 10 to recover from problems
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Note we wantto make a quick note about system image backup. this feature has
now been deprecated by Microsoft in windows 10. this means that while it will always
remain in windows 7 and windows 8.1, it may be removed by Microsoft at some point in
the future from windows 10.

The Windows Administrative Tools

When it comes to reporting and diagnostics, the Windows administrative tools stand head and
shoulders above anything else available in the OS. The level of detail you get from these tools is
truly staggering. Here we’ll show you how to use the tools and utilities most pertinent to
networking troubleshooting.

Task Manager
We’re going to begin with something that’s not strictly an administrative tool but that is still
relevant in many ways, the Task Manager. You’re probably familiar with this already, but it’s
launched by right-clicking the taskbar or by performing a Ctrl+Alt+Del operation. In Windows 7
it’s a fairly basic affair, but in Windows 8.1 and Windows 10 it has a few extra tricks up its sleeve.
On the Processes tab in the Task Manager, you will see that all CPU, memory, disk, and
network activity for apps and services is heat-mapped, as shown in Figure 5-6. This means you can
see your network traffic at a glance and if anything is hogging resources.
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2 8% 29% 0% 0%
Name CcPU Memory Disk Network
Apps (7)

Groove Music 0%  84MB  02MB/s 0Mbps

B Microsoft Edge 0% 29.0MB 0MB/s 0 Mbps

> m Microsoft Outlook (32 bit) 0% 763 MB 0MB/s 0Mbps

> [@) Microsoft Word (32 bit) (2) 01% 1154MB  0.1MB/s 0 Mbps

> %] Task Manager 04% 223M8 0MB/s 0 Mbps

> gy Windows Explorer (2) 1.6% 752MB  0.5MB/s 0 Mbps

> R, Wireless LAN Control M. 0% 2.1M8 0MB/s 0 Mbps
Background processes (91)

[3 AcroTray 32 bit) 0% 1.1M8B 0MB/s 0 Mbps

» [ Adobe Acrobat Update Service (... 0% 1.0MB 0MB/s 0 Mbps

Adobe CEF Helper (32 bit) 0% 55.6 MB 0MB/s 0 Mbps

@ Adobe Creative Cloud (32 bit) 0% 19.7MB 0.1 MB/s 0 Mbps

> [ Adobe Genuine Software Integri... 0% 24MB 0MB/s 0Mbps

() Fewer details

End task

Figure 5-6. Apps and services are heat-mapped by activity in the Task Manager

The Performance tab will display your current network activity as a live graph, with details of
how much actual data is being sent and received by the PC at that time, as shown in Figure 5-7.
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| 52 Task Ma

=

File Options View

Processes Performance App history Start-up Users Details Services

|
)

00;5" 0(F) Ethernet Hyper-V Virtual Ethernet Adapter |
t Throughput 100 Kbps :
| Disk 1 (C) l i
z 0% i
’ Disk 2 (D2)
0% |
, Disk 3 (E:) i A
| 0% i
!
Ethernet
Not connected
Ethernet 60 seconds . 0
S: 0 R: OKbps
Send Adapter name: vEthernet (Internet)
H Connection type:  Ethernet
Ethernet :0 Kbps IPv4 address: 192.168.1.10
| ‘A’ S: 0 R: 80Kbps Receive Pybaddress:  feB041cT-800722:1ccT13
8.0 Kbps
Bluetooth %

( | Fewer details ® Open Resource Monitor

Figure 5-7. You can view useful live network data

Lastly, and this comes back to heat-mapping, the App history tab will show you how much
total CPU, network, and metered network (aka cellular data) apps have been using over a period of
time, as shown in Figure 5-8. You can use this to see what apps are consuming network resources
on the PC.
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File Options View
Processes Performance App history Start-up Users Details Services
Resource usage since 01/07/2017 for current user account.
Delete usage history
Name % | CPU time | Network | Metered network | Tile updates | |
EX Maps 0:00:00 oMmB oMe ome Al
[J Messaging 0:00:00 0MB oMms oMB
[ Messenger 0:04:02 6.6MB oMB 22MB
B Microsoft Edge 4:45:30 6,276.1 MB oMB ome
=1 Microsoft Solitaire Collec... 0:00:00 oMB oM omMB
] Mixed Reality Portal 0:00:00 omB 0MB omB
[H OneNote 0:00:00 omB oMB oMB
B Paint 30 0:00:00 oMs oMB omB
51 People 0:00:01 oMB oMB ome
[ Photos 0:00:00 ) oMB oMB
[E] Skype 0:00:27 23M8 oMs ome
[ Sticky Notes 0:00:00 oMs oMB omB
[7] store 0:00:42 7.6 MB oMB ome |
J— M|
) Fewer details

Figure 5-8. You can track greedy apps in the Task Manager

Resource Monitor

The first administrative tool to detail here is one that’s linked directly from the bottom of the
Performance tab in the Task Manager. The Resource Monitor takes the reporting of the Task
Manager and scales it up.

The Performance Monitor consists of five tabs, each containing collapsible panels. The
Overview tab contains panels displaying the apps, drivers, and services currently using the PC’s
CPU, disk, networking, and memory, though switching to one of the other tabs across the top of the
window presents much more useful information.

For example, in Figure 5-9 you can see the Network tab open. Here there are collapsible
panels including Processes with Network Activity, Network Activity, TCP Connections, and
Listening Ports.
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(\)

File Moniter Help

Overvi CPU M y Disk N

Processes with Network Activity Y MINS [ Views |l |2
[ image FID Send (B/se)  Receive (B/sec) Total (B/seq) ~

[ OneDrive.exe 17132 14,900 9 14,998

] WINWORD.EXE 13048 1,247 1,050 2,297

[0 svchost.exe (LocalServiceAn... 3636 0 778 778

[ svchost.exe (utcsve) 4152 90 156 246

] dasHost.exe 2300 0 224 224

[] oropbox.exe 18180 95 121 216

[J ounook.exe 22100 61 15 176 60 Seconds

[ svchost.exe (NetworkService) 2884 48 97 145 TCP Connections 100 1
[] coresync.exe 18820 70 67 137

Dlia. PR 2 Al an 2

Network Activity ™ 37 Kbps Network 1/O M 0% Network Utilization (A

Image FID Address Send (B/s.. Receive (B... Total (B/seq ™

OneDrive,exe 17132 134.170.1... 16,867 108 16,975

WINWORD.EXE 13048 40.122.16.. 3,870 5,651 9,521 -
WINWORD.EXE 13048 13.69.159.. 1,020 n7 1,737 Ethernet 100% -
OUTLOOK.EXE 22100  168.61.17... 333 580 913

svchost.exe (LocalServiceAndNo... 3636 239.255.2... ] 761 761

svchost.exe (utesve) 4152 65.5544.... S0 156 246

dasHost.exe 2300 239.255.2... o 181 181

CoreSync.exe 18820  ec2-52-30... 70 67 137

Dropbox.exe 18180  162.125.3... 31 92 124 v
1 TCP Connections (v ‘ vEtheret (HYD-CorpN... 100% -
| 4
)
[stning pors . | .

Figure 5-9. The Performance Monitor provides huge amounts of live information

Each of the processes using the network on your PC has a check box to the left of its
name. By checking an app or service, the rest of the panels will change to show only network
information relevant to that particular process, so you can check what it’s doing, knowing that
you won’t miss anything.

Additionally, the Network Activity and TCP Connections panels will detail the IP
address, network name, or domain name of the resource being accessed so you can see what
processes are communicating with the outside world or across your network.

Performance Monitor
The Performance Monitor is similar to the Resource Monitor in some ways, in that it
provides live data about what’s happening on your PC. However, the Performance
Monitor allows you to display the data according to OS function instead of process
activity.

For example, if you click the green plus (+) icon to add a counter, or counters, to the
graph and navigate to Network Interface, you will see a whole long list of network functions
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that you can display for all network adapters in the PC or that you can narrow to a single
adapter, as shown in Figure 5-10.

@ file Action View Window Help
o 2m D= Bm

é*?t‘m;g,m G- SR 0EQ
@

B Peformance Mostor
5 L Data Collector Sets. Selexct counters fom computer:

» 1 Reports
e ocal computer> -

Network Intedace

Irstarces of seected chyect:

Al imtaces

PCE ACES 002. 1 1o Netnordk Acapter
naifR] 81579 Goabt Netivork Convmcton

A Y
JNard Nt
L120pm 11%10pm 1L1720pm 14730

Last 177 Aveage 4

Shew Coler Scale Couetes
i~

Figure 5-10. The Performance Monitor provides live information about your PC

If you need to keep an eye on specific OS functions, then the Performance Monitor is an
excellent tool for doing so.

Event Viewer

Almost nothing happens on a PC without it being recorded in the Windows Event Viewer.
This reporting utility separates events into Information, Warnings, Errors, and Critical
[Errors]. Each event is clickable and comes with a text description of what happened, along
with the time and date of the event and any error codes (in the format 0x000000) that you can
search for online, as shown in Figure 5-11.
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File Action Viev Hep
= |xm B
8] Event Viewer (Loca)
v [ Custom Views -
WP Administrathe E 7 Number of events: 1,456
> & Windows Logs Level Date and Time Source EventiD Task Categ..
> .2 Applications and Services Lo| .
S 31/07/2017 1:02:29 1 Logging
123 Subscriptions vy Address C
31/07/2017 9:12:29 am User Devic... 360 None
31/07/2017 9:12:23 am Apphodel. 37 None
31/07/2017 9:12:23 am AppModel. 37 None
30/07/2017 11:35:33 pm Hyper-V-V. 14100 None
30/07/2017 &:2%:15 am Dhcp-Client 1001 Address Co...
30/07/2017 8:28:44 am Kernel-Eve.. 3 Session
5 LW E TN X LB A Lonninn.
Event 1001, Dhcp-Client
General Details
Your computer was not assigned an address from the network (by the DHCP Server) for the
Network Card with network address (:001550010C02. The following error occurred: 0x79. Yo
comouter will continue to trv and obtain an address on its own from the network address
Log Name: Microseft-Windows-DHCP Client Events/Admin
Source: Dhep-Client Logged: 31/07/2017 %:14:30 am
EventID: 1001 Task Category: Address Configuration Star
Levet Ertor Keywords: (1)
User: LOCAL SERVICE Computer: Wortkstation Y
< >
< >

> Open Saved Log..
W Create Custom View...
Import Custom View...
¥ Filter Current Custom View..
[Z Properties
& Find...
bl Save All Events in Custom Vi...
Export Custom View...
Copy Custom View...
Attach Task To This Custom ...

Refresh

[} EventProgerties

B Attach Task To This Event...
by Copy

b Save Selected Events...

G Refresh

 Hew

Figure 5-11. The Event Monitor provides a wealth of information

There are some very useful things you can do in the Event Viewer, however. You can
click Create Custom View in the right-side panel. This allows you to gather data on a specific
operating system function so you can track errors and events over time, as shown in Figure 5-

12.
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Filter XML
Logged: .Any time X
Event level: [ Critical [] Warning [ Verbose

[J Error [ Information

O Bylog Event logs: I =
@ Bysource  Event sources: =

[] netvsevfpp PN
Includes/Excludes Event IDs: Ente{] Network and Sharing Center as. To

exclude criteria, type a minus sigr[_] NetworkBridge

[T] Network-Connection-Broker
<All Event IDs> (] Network-DataUsage

] NetworkGCW

Task category: | [] Networking-Correlation v

[C] Networking-RealTimeCommunication I
Keywords: | ] NetworkManagerTriggerProvider !
] NetworkProfile

User: <All Users> ] NetworkProfileTriggerProvider
("] NetworkProvider

[C] NetworkProvisioning

[] Network-Setup 2
[[] NFC-ClassExtension

] NiaSvc v .‘
< > Cancel |

Computer(s):  <All Computers

Figure 5-12. You can create custom views to gather data

Also in the right panel is a Filter Current [Custom] View option that you can use to filter
any custom view you have created so that you can narrow down the data contained within it.

Once you have determined what event or error you want to track, you can select Attach
Task To This Event by highlighting it and then clicking the correct option near the bottom-
right corner of the window.

The reason to attach a task to an event is that you might want to start a program such as
an automated troubleshooter, as shown in Figure 5-13; send an e-mail to a support person
(you don’t need an e-mail client on the PC, just a valid SMTP address that the Event Viewer
can use to send the mail); or display a message on the PC’s screen, such as one telling the user
to stop what they’re doing and call support so they can describe exactly what’s running at that
time.
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CemsTwWed X
@ Action

Create a Basic Task
When an Event Is Logged

Finish (@) Start a program

What action do you want the task to perform?

(O Send an e-mail (deprecated)
O Display a message (deprecated)

<Back || Net> || Cancel

Figure 5-13. You can attach tasks to events

Tip event logs in windows can be exported through the event Viewer and
imported and viewed on another pC.

System Information

Sometimes you need detailed information about the PC, and you can get this in the System
Information panel. This will provide extremely detailed, exportable information about the PC
and everything installed on it, as shown in Figure 5-14.
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File Edit View Help
System Summary Item Value A
& l-fardware Resources Name [00000000] Microsoft Kernel Debug Network s
|~ Conflicts/Sharing Adapter Type Not Available
~DMA Product Type Microsoft Kernel Debug Network Adapter
, Forced Hardware installed Yes
"o PNP Device ID ROOT\KDNIC\0000
"R Last Reset 31/07/2017 9:12 am
| ~Memory
& Components Wdex i
! & Multimedia Service Name kdnic
! CD-ROM IP Address Not Available
Sound Device IP Subnet Not Available
Display Default IP Gateway Not Available
| L infrared DHCP Enabled Yes
| @ Input DHCP Server Not Available
| |~ Modem DHCP Lease Expires Not Available
| ©-Network DHCP Lease Obtained Not Available
i MAC Address Not Available
Protocol Driver c\windows\system32\drivers\kdnic.sys (6.1.0.0
i | winSock
| @ ports Name [00000001] Intel(R) 82579V Gigabit Network C:
| @ Storage Adapter Type Ethernet 802.3
{Printing Product Type Intel(R) 82579V Gigabit Network Connection
|~ Problem Devices Installed Yes v
| -use < 2
Findwhat: | | Find CloseFind |
[Jsearch selected category only [Osearch category names only

Figure 5-14. You can get detailed information about the PC from System Information

Firewall with Advanced Security

The last administrative tool we’ll discuss is the Windows Firewall with Advanced Security.
Sometimes you might find that network activity is being blocked by the firewall, perhaps
because you have custom software, a secure connection that requires a specific port to be
open, or a specific service that requires network access that’s currently denied.

The Windows Firewall with Advanced Security allows you to specify individual rules for
inbound and outbound network traffic on the PC, categorized by Program, Port, or Predefined
(basically a master list of Windows features), or to create a fully custom rule, as shown in
Figure 5-15.
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© Castto Device fi O Predefined:
@ Castto Device sf #8Joqm Rocter
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@ Castto Device sf
O Connect O Cistom
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@ Core Networkin|
@ Core Networking
@ Core Networkin
@ Core Networkin|
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© Core Networkin|
gc i
@ Core Networking <k Conedd
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€ Core Networking - Multicast Listener Rep... Core Networking A Yes Allow
@ Core Networking - Multicast Listener Rep... Core Networking A Yes Allow
@ Core Networking - Neighbour Discovery .. Core Networking nl
< > | >

Stegn:

What type of e would you e to create?

v v v v

Figure 5-15. The Windows Firewall with Advanced Security allows you to create custom rules

Additionally, you can create connection security rules that will allow you to specify the
security, authentication, and peer-to-peer technologies and addresses for secure business
networks.

Microsoft Sysinternals Suite

Microsoft provides a suite of advanced diagnostic and reporting tools for Windows in its
SysInternals Suite, which is available from http://technet.microsoft.com/ sysinternals. This
suite includes specific network reporting tools, plus some extra utilities that are utterly
invaluable to any IT professional. These are the main networking tools for troubleshooting:

e PsPing is more configurable than the standard Windows ping command.
You can use this to test network connections.

e PsTools is a suite of tools for remotely administering other PCs on a
network.

e TCPView provides detailed information about endpoint network
connections, including IP addresses and port data, as shown in Figure 5-16.
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File Options Process View Help

[EaA <B

Process / FID Protocol Local Addeess Local Port Remote Addiess ~ Remote Port State 2

W [SystemProc.. 0 TP workstation 64038 4010173146 hips TIME_WAIT
(System Proc... 0 TP workstation 64377 1389148153 hitps TIME_WaIT

®° [SystemProc.. 0 CP workstation 64378 1369.255.220 hatps TIME_WAIT

W [SystemProc. 0 TP workstation 64379 52178131171 hitps TIME_WAIT

T [System Proc... 0 TCcP workstation 64428 52301263 hitps TIME_WaIT

®° [SystemProc.. 0 TCP workstation 64430 52301263 hitps TIME_WalIT

®° [SystemProc... 0 TCP workstation 64431 91.228167.103  hip TIME_WAIT

*° [System Proc... 0 TCP workstation 84434 104.41.216.18 hitps TIME_WAIT

 [SystemProc.. 0 TcP workstation 64435 2396.231.145 htps TIME_WaIT

' [System Proc... 0 TCP workstation 64438 104.41.216.18 hitps TIME_WAIT

%' [System Proc... 0 TCP workstation 64441 104.41.216.18 hitps TIME_WAIT

x° [System Proc... 0 TCP workstation 64433 52.30.12.63 hitps TIME_WAIT

3} Adobe Deske.. 18344 TCP Waorkstation 152982 Workstation 0 LISTENING

C3) Adobe Deskt.. 18344 TCP workstation 50224 52.71.96.132 hitps ESTABLISHED
CoreSync.exe 18820 TCP workstation 64317 501981.138 hitps ESTABLISHED

@) CrashPlanSer... 11196 TCcP Workstation 4243 Workstation 0 LISTENING

(@0 CrashPlanSer. . 11196 TCP Workstation 4243 localhost 43837 ESTABLISHED

@0 CrashPlanSer... 11196 ce Workstation 49332 locathost 49933 ESTABLISHED

(@) CrashPlanSer... 11196 TCP Workstaton 49333 localhost 49932 ESTABLISHED

(@) CrashPlanSer... 11196 TcP Work station 49334 localhost 49935 ESTABLISHED

(@) CrashPlanSer... 11196 cP Workstabon 49335 localhost 49934 ESTABLISHED Vv

< >

Endpoints: 181 E ished: 66 Listening: 33 Time Wait: 11 Close Wait: 17

Figure 5-16. TCPView provides detailed information about network connections

e Whols is a handy utility for reporting on the registered owner of domain
names or IP addresses online.

There are a few SyslInternals utilities, though, that we want to highlight for their out-and-
out usefulness.

Autoruns

Earlier in this chapter we detailed the Resource Monitor, which you can use to see everything
running on the PC. Where it can’t help, though, is when you have a rogue process, such as a
DLL or service that’s running at startup and hogging or causing other problems with network
traffic.

That’s where Autoruns comes in, as shown in Figure 5-17. This brilliant utility details
absolutely everything that runs when the PC starts, including Registry keys, DLLs, and more
besides. You can use this to disable anything that might be causing problems on the PC.
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File Entry Options Help

EEEY B3 - .

™ Boot Execute [ Image Hijacks %) Applnit [%) KnownDLLs 8 winogon & Vinsock Providers
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D everyting 4 Logon W Exporer @ IntermetBxplorer (4 Schedued Tasks & Services B} Drivers [ Codecs
Autorun Entry Description Publisher Iimage Path Timestamp Vieus A
& HKLM\System\CurrentControl Set\Control\Teminal Server\Wds \rdpwd \StartupPrograms 12/04/2017 12:22pm
M & rpcip c:\windows\syswow64\dp...
2 HKLM\SOFTWARE\Microsolt\Windows \Current Version\Run 25/07/2017 10:54 am
[%7] AdobeAAMUp... Adobe Updater Startup Wkilty Adobe Systems Incorporated c:\program files (x86)\comm... 29/06/2016 8:29 am
& @ LogiOptions  LogOptions exe (UNICODE) ~ Logtech, inc. c:\program fles\logtechVo... 14/01/2017 3:50 am
%] {‘tf Logtech Down... Logtech Download Assistant Logtech, Inc. c:\windows\system32Vogl... 13/09/2012 11:51 pm
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4 %) ShadowPlay  NVIDIA Capture Server Proxy NVIDIAC ciwind 32\vsp... 03/05/2017 4:36 pm
¥ %56 Rhino X-56 Rhino Profiler Mad Catz c:\program fles\mad catz\x... 18/07/2016 10:59 am
4 % Zune Launcher Zune Auto-Launcher Microsoft Corporation c:\program fles\zune \zunel... 05/08/2011 8:34 pm
' HKLM\SOFTWARE\Wow6432Node \Microsoft\Windows\Cument Version\Run 13/04/2017 12:40 am
[ Acrobat Assist... AcroTray Adobe Systems Inc. c:\program fles (xB5)\adob... 04/04/2017 10:48 pm
Adobe Creativ... Adobe Creative Cloud Adobe Systems Incomorated ¢:\program fles xB6)\adob... 04/06/2017 3:03pm
& %3 Dropbox Dropbox Dropbox, Inc. c:\program fles (x86)\dropb... 12/07/2017 8:58 pm
] HP Software U... hpwuSchd Application Hewlett-Packard c\program fles x86)\hp\h... 30/05/2013 8:49 pm
# SoundTouch ... c\oroaram fles 86)\soun... 09/04/20176:17pom v
< >
Ready. | Windows Entries Hidden.

Figure 5-17. Autoruns details everything that runs at startup

Process Explorer

The next two aren’t specifically network tools, but they’re so useful you never know when
you might need them. Process Explorer, as shown in Figure 5-18, will detail what program
has opened a particular file or directory, as well as detailing process dependencies and
associated Registry keys for a process.
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dmpoR|ex/ae [ LI JdiC i Ml

Process CPU Privale Bytes Working Set  PID  Description Company Name A
52K 8K 0
176K 16,980 K 4
0K 0K n/a Hardware Intemupts and DPCs
440K 1.140K 748

636K 271.104K 4868
1.900K 5120K 956

3036 K 5252K 524
1416K 6.268K 568
4752K 9.704K 892

920K 3.800K 1136 Host Process for Windows S... Microsoft Comoration
12.880K 27648K 1160 Host Process for Windows S... Microsoft Comoration
10,604 K 19.116K 5872
49.412K 87.776 K
275348K 313.580K
26816K 52,000 K 9164 Speech Runtime Executable Microsoft Comoration
12320K 22200K
44308 K 40,144 K
50.236 K 21,252 K 11768 Host Process for Setting Syn... Microsoft Corporation
27.148K 50.040K

35352K 54748K 14224 COM Sumogate Microsoft Comoaration
17.228K 25,080 K 14468 COM Sumogate Microsoft Comoration
8568K 43.260 K 16440 NVIDIA Capture Server NVIDIA Comoration
33520K 77.168K 9760 NVIDIA Share NVIDIA Comporation v

_CPU Usage: 1248% Commit Charge: 36.07% Processes: 183 Physical Usage: 29.76%

Figure 5-18. Process Explorer displays details on running processes on the PC
Process Monitor

Process Monitor, on the other hand, shows real-time information for file system, Registry, and

process activity, as shown in Figure 5-19. This makes it easy to get detailed information on
individual activities that are impacting the PC at that time.
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[ ed | ABE | A 0| A5 HZB LYW
Time .. Process Name PID Operation Path Result Detal
4152 44 TCP Send Workstation:64485 -> 65.55.44.1091tps SUCCESS Length: 4181, stadi...
4152 AL TCP Send Workstation 64485 -> 65,55 44.10%https SUCCESS Length: 4181, starti.
4152 44 TCP Send Workstation:64485 -> 65.55.44.109ttps SUCCESS Length: 1797, starti...
7692 [B\ReadFie C:\Windows\System 32\windows storag... SUCCESS Offset: 6.202.368. ...
7692 @4 RegQueryKey  HKCU\Software\Classes SUCCESS Query: Name
7692 #{RegQueryKey HKCU\Software\Classes SUCCESS Query: HandieTag
7692 #{RegQueryKey HKCU\Software\Classes SUCCESS Query: HandleTag
7692 @ RegOpenKey  HKCU\Software\Classes\Applications\... NAME NOT FOUND Desired Access: R...
7692 @{RegOpenKey  HKCR\Applications\Procmon64.exe NAME NOT FOUND Desired Access: R...
7692 #{RegQueryKey HKCU\Software\Classes SUCCESS Query: Name
7692 @fRegQueryKey HKCU\Software\Classes SUCCESS Query: HandleTag..
7692 @{RegQueryKey HKCU\Software\Classes SUCCESS Query: Name
7692 @ RegOpenKey  HKCU\Software\Classes\Applications\... NAME NOT FOUND Desired Access: R...
7692 @XRegOpenKey  HKCR\Applications\Procmon64 exe NAME NOT FOUND Desired Access: R...
7692 [=hCreateFile C:\Users\Mike \AppData\Local\Temp\... SUCCESS Desired Access: R...
7692 [ShQueryBasicinfor.. C:\Users\Mike\AppData\Local\Temp\... SUCCESS CreationTime: 31/0...
7692 [BhCloseFie C:\Users\Mike\AppData\Local\Temp\... SUCCESS
7692 @ RegQueryKey  HKLM SUCCESS Query: HandleTag...
7692 @XRegOpenKey  HKLM\Software\Microsoft\Windows\C... SUCCESS Desired Access: Q..
7692 @XRegQueryValue HKLM\SOFTWARE\Microsoft\Window... SUCCESS Type: REG_DWO...
7692 @ RegCloseKey  HKLM\SOFTWARE\Microsoft\Window... SUCCESS
RegQueryKey  HKCU SUCCESS Query: HandleTag... %
Showing 1,341,528 of 2,096,777 events (63%) Backed by virtual memory

Figure 5-19. Process Monitor displays information process successes and failures

Microsoft Network Monitor

Outside of the Sysinternals Suite there are also additional useful tools that are provided by
Microsoft. Microsoft Network Monitor is an archived product but still available from the
Microsoft web site at http://pcs.tv/2tW2Hui. It is used to view the contents of data packets
that are being sent and received over the network.

Microsoft Message Analyzer

The Microsoft Message Analyzer has replaced the Microsoft Network Monitor. You can
download it from http://pcs.tv/2uQnywt, and you can use it to analyze data packets sent across
the network as well as to view much more detailed information than the Network Monitor can
provide on exactly is being sent and received across your network.

Managing Roaming Network Profiles

Sometimes a PC connected to a company domain can experience corruption in what’s called
the roaming profile. This is the user’s specific connection settings to the server and their
configuration and customization options. If this happens, you can delete the roaming profile
and re-create it the next time the user connects to the domain server.
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To do this, open System from the Control Panel and then click Advanced System
Settings. On the Advanced tab, you will see a User Profiles section, as shown in Figure 5-20.
Click the Settings button, and a dialog will appear containing both local and roaming user
profiles that are stored on the PC. You can use this dialog box to change profiles between
local and roaming and also to delete a corrupt profile.

Computer Name  Hardware  Advenced  System Protection  Remote % User profiles store settings for your desktop and other information

Ye logged Adminisirator | changes. related to your user account. You can create 3 different profile on
i N pocio o of fuee each computer you use, or you can select 2 roaming profile that is the

Pad same on every computer you use.

Visual efiects, processcr scheduling, memory usage and virtual memoey
Profiles stored on this computer:
Settings... Name Size
Default Profile 261 M8

Yo fres WORKSTATION\defaultuser0  40.7 M8
o auitus .
Duskinp SWEOY MdT0 Yok gty VORKSTATION\Mike 319M8

Sartwp and Recovery
Sysiem statt-up. system fadure and debugging infomation

Change Type... Delete Copy To...

To create new user accounts, open User Accounts in Control Panel.

Figure 5-20. You can delete corrupt roaming domain profiles

Managing Domain Settings

Additionally, you can manage the domain settings themselves from the System properties
panel by clicking the Computer Name tab and then the Change button. Here a dialog will
appear where you can specify whether the computer is attached to a workgroup or a domain,
as shown in Figure 5-21. You can use this if the domain settings are incorrect or
misconfigured.
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System Properties
Computer Name  Hardware Advanced System Protection Remote Computer Name/Domain Changes

. 3 L You can change the name and the membership of this
:fmmlhelm to identffy your comp G might affect 5

Computer [

For example: “Ktchen Computer” or "Mary's Computer name:
Computer”. | Wokstation

Worketat Full computer name:
Workgroup: WORKGROUP Workstation

To use a wizard to join 8 domain or workgroup, ¢k | Natead 1D
Network 1D | Netwok ID... |

Member of
To rename this computer or change ts domain or ® :
O Workgroup:
WORKGROUP

Figure 5-21. You can configure domain settings

Troubleshooting Active Directory or Azure

If you are using Windows 10, there is a useful feature to help you troubleshoot problems with
Active Directory or Microsoft Azure connections. In the Settings panel, navigate to Accounts and
then “Access work or school.” Here a link called “Export your management log files” will save
Event log files to your users’ folder. These log files can be viewed to check for any connection
problems and errors that may be occurring.

Summary

There’s a lot that can be done in Windows to troubleshoot and repair network problems, and the
reporting and configuration tools that are available can provide so much information that it’s
incredibly helpful that they can all be filtered to display only the specific information you require
in the real world.

In the next chapter, though, you’re going to take a step from the real into the virtual. This
doesn’t mean you’ll need a VR headset to read it; you’ll look in depth at how you configure,
manage, and troubleshoot networks in Hyper-V and Azure.
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CHAPTER 6

Networking in a Virtual World/

Years ago, setting up and running a network in a large enterprise meant purchasing lots of
computers. Each computer had a single job to do. Client computers ran an operating system and
either were assigned to single users or were configured for multiple users through additional user
accounts. Servers ran a single operating system and were configured to manage something
specific. Some were created for Active Directory management only, some managed data, and
others managed resources.

Nowadays, though, that’s not the way it’s done. Enterprises purchase fewer machines, and the
machines they do purchase are powerful. They virtualize on those machines to use their resources
more wisely. There’s virtualization in the cloud too; not all resources need be on-site.

In this chapter, we’ll focus on virtualization technologies. We’ll discuss Hyper-V for the most
part. Hyper-V is a role in Windows Server that lets you create the virtualized environments on
your own computers. We’ll also offer a brief introduction to Windows Azure, which offers cloud
computing platform and services, and can also be used to create virtual machines.

Understanding Hyper-V

Microsoft’s solution to virtualization is Hyper-V. You use Hyper-V to create and manage virtual
machines. A virtual machine acts and feels like a single, physical, stand-alone computer but is
generally hosted by a computer that also supports other virtual systems. By virtualizing resources
in this manner, companies save time, money, and even space when creating and managing
networks. Imagine being able to take, say, a dozen physical machines and virtualize them into one.
Not only are you limiting the hardware you use, but you’re making it easier to manage those
systems by making them available from a single location. Each of the virtual machines can have
one or multiple roles as well, so the need for specialty servers is reduced.

With Hyper-V you can also establish a virtual desktop infrastructure when you add the
Remote Desktop Virtualization Host on the same server. This enables you to create virtual
desktop pools for workers. You can then have users log in to these virtual workstations, again
freeing up resources and reducing the need for additional hardware. Additionally, you manage
those desktops from a single location, making them easier to reinstall and update when needed.

© Mike Halsey and Joli Ballew 2017
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Of course, there are other reasons to use virtualization. You can create a virtual system for
testing and research and development. Virtual systems are isolated from other systems, so there’s
no chance you’ll disrupt the network. You can incorporate cloud virtualization with on-site
virtualization as well and grow your business effectively. You can easily reinstall operating
systems or revert to a previous, stable time through the use of checkpoints too.

Features of Hyper-V

There are some features of Hyper-V that we don’t want to go unnoticed. One is that each virtual
machine includes options you can configure for memory, processor, storage, and networking. A
virtual server, for instance, could be configured to have access to a lot of memory and hard drive
space, while a virtual desktop could be configured to use much less. It’s like building your own
physical machine—you pick the specs!

Hyper-V offers optimization features too. Each guest operating system can be migrated
even when live and so can its storage areas. This means you don’t have to take the machine
offline to move it. There are commands inside the virtual machine interface for both importing
and exporting to make this easy. Each virtual machine has a set of integration services too,
which includes various services and drivers to assist in integration processes between the
virtual machine (VM) and the host. Additionally, Hyper-V Replica creates copies of your
machine for backup.

If desired, administrators can access the Hyper-V machines remotely. This isn’t just Remote
Desktop, which you might be used to; this type of connection offers a console you can use to be
more effective and allows you to access the machine even if it isn’t booted.

Note Virtual machines are a great option for running legacy operating systems in a
safe space.

Hyper-V Requirements and Compatible OSs

You can install Hyper-V on both Server OSs and some 64-bit Windows clients. Here’s a
summary of the host machines that support Hyper-V and can thus serve as hosts for multiple
virtual machines:

e Hyper-V is available on 64-bit versions of Windows Professional, Enterprise, and
Education in Windows 8 and later.

e Hyper-V is not available on any Windows Home edition.
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e Hyper-V is available on Windows Server 2008; Windows Server 2008 R2
Standard, Enterprise, and Datacenter editions; and Windows Server 2012 Standard
and Datacenter editions.

e Hyper-V is available in Server 2016 Standard and Datacenter

editions.

e Hyper-V is not available on any pre-Server 2012 OSs.
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e Hyper-V is available on Microsoft Hyper-V Server 2016, which is a stand-
alone product that contains only the Windows hypervisor and other necessary
virtualization components. It can also support virtual machines and serve as a
host computer.

Note at the time this book was written, you could opt to move your on-site
windows Server licenses with Software assurance to windows azure to enable a
hybrid cloud model at a reduced rate. if you're thinking of using azure, consider
checking for specials like these before making any new investments in server
licenses.

Additionally, the computers that run Hyper-V and serve as virtual machine hosts must
meet the following requirements and have the following components:

e A 64-bit processor with second-level address translation (SLAT).
e VM Monitor Mode extensions.

e At least 4GB of RAM. More is better. Remember, you’ll be sharing this
memory among your virtual machines.

e Virtualization support enabled in the BIOS or UEFI.

e  Hardware-assisted virtualization and hardware-enforced Data Execution
Prevention (DEP) must be enabled.

Regarding the guest OSs, you can install just about any guest operating system on the
virtual machines you create. In Server 2016, supported guest operating systems include OSs
from Windows 7 and Windows Server 2008 with Service Pack 2 forward. Additionally,
Hyper-V supports Linux and FreeBSD virtual machines.

To see whether a specific computer can support Hyper-V, follow these steps:

1.  Open Windows PowerShell or a command prompt.
2.  Type Systeminfo.exe and press Enter.
3. In the resulting report, scroll to the Hyper-V Requirements section.

4. Verify that a hypervisor has been detected, as shown in Figure 6-1.
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LUJJ KB4U340/4
Network Card(s): 3 NIC(s) Installed.
[01]: Realtek PCIe GBE Family Controller
Connection Name: Ethernet 2
Status: Media disconnected
[02]: Intel(R) Dual Band Wireless-AC 7265
Connection Name: Wi-Fi
DHCP Enabled: Yes
DHCP Server: 192.168.1.1
IP address(es)
[01]: 192.168.1.2
[02]: fe80::35a9: 3a5 789:e406
[03]: Bluetooth Device (Personal Area Network)
Connection Name: Bluetooth Network Connection
Status: Media disconnected
Hyper-V Requirements: A hypervisor has been detected. Features required for |
PS C:\Users\joli_>

Figure 6-1. This shows that a hypervisor has been detected

Installing Hyper-V

You need to install Hyper-V before you can use it. So, once you know you are running a
compatible operating system and that a hypervisor is available, you’re just about ready to go.
Take a minute first to make sure you enable virtualization support in the BIOS or UEFI if it
isn’t enabled already and that the other virtualization requirements outlined earlier have been
met as well.

Installing on Server 2016

There are several steps to installing Hyper-V on Server 2016, and installing on other server
editions is similar. You install Hyper-V through Server Manager by following these steps:

1.  Open Server Manager.

2. Click Manage and then Add Roles and Features, as shown in Figure 6-2.

WELCOME TO SERVER MANAGER

a Configure this local server

QUICK START

2 Add roles and featur:

3 Add other servers to manage
'WHAT'S
: X 4 Create a server group
5 Connect this server to cloud services

| Hide
|LEARN MORE
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114

Figure 6-2. Adding roles and features in Server Manager

9.

10.

Verify the computer meets the requirements and is configured correctly and then click
Next.

Select “Role-based or feature-based installation.” Click Next.
Select a server and then click Next.

Select Hyper-V.

Click Add Features and click Next.

On the next three pages (Create Virtual Switches, Virtual Machine Migration, and
Default Stores), select the appropriate options.

Select “Restart the destination server automatically if required.”

Click Install.

Installing on Windows 10

There are several ways to install Hyper-V on Windows 10. One is to use the following
command in an elevated PowerShell window: Enable-WindowsOptionalFeature -Online -
FeatureName:Microsoft-Hyper-V -All. Another is to use a graphical interface. We prefer the
interface option because it’s easy to tell just what kind of Hyper-V support the computer has.

To enable Hyper-V on a Windows 10 machine, follow these steps:

1. Navigate to Control Panel »Programs »Programs and

Features.

2. Select Turn Windows Features on or off.

3. Click the + sign next to Hyper-V.

4. If you can select the first option, Hyper-V is supported. If you can select all three, the

computer can host its own Hyper-V machines. See Figure 6-3.
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{5 Windows Features - (] X

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

@ [J  Device Lockdown A
@ M | Hyper-v
@ M Hyper-V Management Tools ‘l
@ M Hyper-V Platform
Internet Explorer 11
@ [  Internet Information Services

K]

[C]  Internet Information Services Hostable Web Core
@[]  Legacy Components
Media Features
@ [J  Microsoft Message Queue (MSMQ) Server
M Microsoft Print to PDF |
_m 1 MultiPaint Cannector 2

Figure 6-3. Install Hyper-V support and/or the Hyper-V Management Tools and Platform
5. Click OK.

6. Restart the computer.

Creating a Virtual Machine

With the Hyper-V Platform and Hyper-V Management Tools installed, you can now create
your first virtual machine. We prefer the graphical user interface over any other options, such
as PowerShell, so that’s what we’ll outline here.

Let’s start with Windows 10. (Creating a virtual machine on any Windows Server is
almost the same.)

On Windows 10

To create a virtual machine on Windows 10, you work through a wizard. During this process,
you will be prompted to make choices about the machine you want to configure. Some of the
decisions you’ll make depend on the type of operating system you want to install, what kind
of hardware you have access to, the amount of resources available (RAM, HD, etc.), and
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similar confines. Although we could spell out each option in paragraph form here, we believe
the best way to learn about these options is to go through the wizard.

To create a virtual machine on a Windows 10 computer, explore the default settings and
install an OS.

1.  Open Hyper-V Manager. You can search for it from the Search window on the taskbar.

2. Click Action »New »Virtual Machine. See Figure 6-4.
§a Hyper-V Manager

File Action View Help

L Quick Create... |

BH New > Virtual Machine...
B Import Virtual Machine... Hard Disk...
Hyper-V Settings. Floppy Disk... CPU Usage Assigned Memery  Uptime Status
Virtual Switch Manager... No virtual machines were found on this server.

Virtual SAN Manager...
Edit Disk...
Inspect Disk...

Stop Service
Remove Server
Refresh

Help rim.s

No vitual machine selected.

Figure 6-4. Create a new virtual machine from the Action menu
3.  Click Next to begin.

4.  Type aname for your virtual machine. This could be the name of the operating system
you’ll install on it. Click Next.

5.  Read what’s offered and choose Generation 1 or Generation 2, as shown in Figure 6-5.
Generation 1 is always a safe bet. Generation 2 requires newer virtualization features
and a 64-bit guest OS. Click Next.

116



Chapter 6 = NetworkiNg iN a Virtual world

New Virtual Machine Wizard X

=] Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location @ Generation 1
This virtual machine generation supports 32-bit and 64-bit guest op and provid
o NS wwalhardwarev\hdwhasbeenavaid:lendprm:svermofﬂywv
Configure Networking O Generaton 2
Gmmtwemtuint | slm stk e 3 bt ke e
Iostalation Optices A\ Once a virtual machine has been created, you cannot change its generation.

Figure 6-5. Choose the generation type for the virtual machine

10.
11.

Type how much memory to allot. The default is 1024MB. We suggest at least doubling
that.

Accept the Connection option of Not Connected unless you already have a network
adapter configured for use with a virtual machine. If you do, select it. You’ll learn to
create an adapter later in this chapter if you don’t see one here. Click Next.

Review and then accept the defaults for connecting a virtual hard disk (unless you have
a specific reason not to) and click Next.

Click Install an Operating System from a Bootable CD/DVD and do one of the
following:

a. Choose Physical CD/DVD Drive and select the drive to use.

b. Choose Image File (.iso) and click Browse to locate the file to open. Click Open
when you find it.

Review the settings and click Finish.

In the Hyper-V Manager window, verify the new virtual
machine exists. Right-click to access the options. See Figure 6-6.
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{3 Hyper-V Manager
File Action View Help
&= nm Em

B Hyper-V Manager
[ HPLAPTOP Vistual Machines
Name State CPU Usage Assigned Memory  Uptime Status
8 Connect.. 1
| Seltings..
Upgrade Configuration Version...
Start
Checkpoint
Move...
Checkpoints Export...
—_— Rename...
Delete... ints.
Help

Figure 6-6. Hyper-V Manager shows the new virtual machine

To complete the installation of the operating system, follow these steps:

1. Asshown in Figure 6-6, right-click the virtual machine to access the options.

2. Click Connect.

3. Click Start.

4. The operating system installation file will load. Complete the installation as prompted.

See Figure 6-7.

Note performing an oS installation on a virtual machine is exactly like

performing one on a physical machine.
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EF Windows 8.1 on HPLAPTOR - Vietusl Machine Connection - (=] X
Fie Action Medis Cipboard Yiew Help

@0 nn» B

& Windows Setup
Installing Windows

Status

) Getting files ready for installation (3%)

ng update

<

Statuz: Running =0

Figure 6-7. Install the operating system on the virtual machine

On Server 2012 and Server 2016

Creating virtual machines hasn’t changed much over the years. Creating them on Server 2016 is
almost exactly like creating them on Server 2012 and Windows 10. When you’re ready, return to
the steps for Windows 10 shown earlier and open Hyper-V Manager on your server. Work through
the wizard as prompted, configuring the generation type, memory settings, and so on, and
installing an operating system.

Creating a Virtual Switch

A virtual switch is what allows your new virtual machine to connect to other virtual machines, your
local network, or the Internet. Thus, creating a virtual switch is the next step in the creation
process. Before you create a switch, you need to decide what type you want. There are three types
of switches.

e External: This allows virtual machines to access a physical network. Use this
switch to connect to servers, clients, and the Internet through the host’s
network adapter. This also allows the virtual machine to communicate with
the other virtual machines hosted on the same Hyper-V server.
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e Internal: This allows virtual machines to communicate with other virtual
machines on the same Hyper-V server and communicate with the server too.
Use this when the virtual machine doesn’t need access to the Internet or
external network but still needs access to the host computer.

e Private: This only allows communication between the virtual machines on the
host Hyper-V server. It is isolated from all other networks and network
traffic. Use this option in test environments.

Create a Switch in Windows 10 and Other Editions

Once you know what type of switch you want, you can create it in Hyper-V Manager.
The steps are virtually the same from Server 2012 and up and Windows 8.1 and up. To create a
switch, follow these steps:

1. Open Hyper-V Manager and in the left pane click the computer host to configure.

2. Click Action »Virtual Switch Manager, as shown in Figure 6-8.

ai Hyper-V Manager
File Action View Help
e Quick Create...

% H New > L
Import Virtual Machine... kia(hmes

e

Hyper-V Settings... State CPU Usage
Virtual Switch Manager... pas il Running 0%
Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service
Remove Server
Refresh

Help {ints

Figure 6-8. Use the Virtual Switch Manager to create a switch

3. Choose the type of switch you want.
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4. Click Create Virtual Switch.

5. Type a name for the switch.

6. If you have chosen to create an external switch, you’ll have to select a network adapter to use.
1t’s likely already selected. Read the other information offered and make changes if desired,;
usually the defaults are fine.

7. Click OK.
8. Click Yes if prompted that you might lose network connectivity.

9. Ifthe switch can’t be created, return to step 6 and select another network adapter, if one is
available.

To view your new switch, follow these steps:
1. Right-click the Network icon on the taskbar.
2. Click Open Network and Sharing Center.
3. Click Change Adapter Settings.

4. Note the new switch in the Network Connections window. See Figure 6-9.

&' Network Connections = m} X
1t E‘ <« Network and Internet > Network Connections v O Search Network Connections 0
Organize v Disable this network device Diagnose this connection ~ » e v @ °
= | Bluetooth Network Connection ™ Ethemnet2
o
> Not connected > _ Enabled
x g Bluetooth Device (Personal Area ... ﬂ";/’r Realtek PCie GBE Family Controll...
L‘- VPN - Wi-Fi
s~ Disconnected &g FiOS-PC9JV, Shared
‘g WAN Miniport (IKEv2) .dﬂ Intel(R) Dual Band Wireless-AC 72...

- vEthernet (Switch1)
> FiOS-PCIIV-5G

&7 Hyper-V Virtual Ethernet Adapter

Figure 6-9. The new switch appears in the Network Connections window

Exploring Hyper-V Management Tools

Once you’ve set up Hyper-V and configured a virtual machine, you have several management
options. If you want to use a graphical interface, you should opt for Hyper-V Manager. The most
common settings are available from Hyper-V Settings, and it’s fairly easy to perform tasks on the
machines you create.

There are also tools for connecting to and managing virtual machines, specifically the Virtual
Machine Connection options. With these, you can start and shut down the machine, connect to a
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DVD image or USB drive for installation, create checkpoints, and modify settings, among other
things.

Additional options for managing your virtual machines include Hyper-V for Windows
PowerShell and Windows PowerShell Direct. These tools involve learning commands and syntax,
but as you might suspect, they also provide a way to perform tasks that aren’t available using any
other method.

Hyper-V Settings

You’ve been introduced to Hyper-V Manager. It’s where you created your first virtual machine and
where you created its virtual switch. There are other settings you haven’t explored yet, though.
Those are available from the Hyper-V Settings option either from the Action menu or from the
right pane of Hyper-V Manager. Figure 6-10 shows the option in the right pane and the resulting
window that appears after clicking there.

7] Hyper-V Settings for HPLASTOP - X |

= Vrtual Hard Dsks

|

™ Actions
Speciy the default foder to store virbusl hard dak fies. .I—J HPLAPTOP
[c:sersPubic Documents yper-Vivrtual Hard Disks | BB Quick Creste...

Bromwze... New

(7 import Virtusl Machine...
] Hyper-V Settings...

EE Virtusl Switch Manager...

#o Virtual SAN Manager...

i Edit Disk...

|&_user =, Disk
B Keyboard i o Inspect Disk...
Use o vl machine L 21 | (@) Stop Service
X Remove Server
© Refresh
View

H Hep

_; Ll

Figure 6-10. Hyper-V Settings are available from the right pane of Hyper-V Manager

In Figure 6-10, notice that Virtual Hard Disks is selected in the left pane. To the right of that
you’ll see the default folder for storing virtual hard disk files. Yes, they are files! This means you
can choose where you’d like to save them if you don’t like the default location.

Simply click Browse.

As you work your way down the list, you’ll see some other things you can do. The
second entry enables you to specify the default folder for the virtual machine’s configuration
files. The third entry, Physical GPUSs, lets you choose which graphics processing units (GPUs)
you want to use. Many computers come with more than one. Here are the highlights of the
remaining entries under Server:
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NUMA Spanning: Non-Uniform Memory Architecture (NUMA) is a
technology you can enable that allows virtual machines to span available
NUMA nodes to provide additional computing resources. This helps
you run more than one virtual machine at a time and can provide them
with more memory than what is available on a single node.

Storage Migrations: A storage migration lets you move, service, and
upgrade storage resources even if the virtual machine affected is
running. Here you specify how many simultaneous migrations are
allowed.

Enhanced Session Mode: This offers support for the redirection of local
resources to a virtual machine session. It’s like the redirection you might
be used to from a Remote Desktop (RDP) session. This enables the
virtual machine to access the required or desired resources such as
printers, the clipboard, or USB drives. If you enable this, you can
configure settings for the resources you want to access as outlined next.

Under User, there are additional settings and options. Click Keyboard to
configure the following options for the VM:

Keyboard: The settings here apply to key combinations such as Alt+C
and Ctrl+Alt+Del. You can opt to apply the key combinations you use to
the local computer (host), to the virtual machine, or to the virtual
machine only when it’s in full-screen mode.

Mouse Release Key: Specify the key combination you want to use to
release the mouse when the virtual machine drivers are not installed.
You use this with the virtual machine connection. Figure 6-11 shows the
options.
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| Hyper-V Settings for HPLAPTOP - X
R Server 5 Mouse Release Key
w Virtual Hard Disks
C:\WUsers\Public\Documents \Hyper-... Spedfy the key combination you want to use to release the mouse when virtual machine

51 Virtual Machines drivers are not installed. This key combination is used in Virtual Machine Connection.
¥ Release key:

CTRL+ALT HEFT ARROW v

CTRL+ALT+LEFT ARROW
Adow SMA Sparing CTRL+ALT+RIGHT ARROW
TN CTRL +ALT +SPACE
B Storage Migrations

2 Simuitaneous Migrations
E® Enhanced Session Mode Policy
Allow Enhanced Session Mode
X User
H5 Keyboard
Use on the virtual machine
) Mouse Release Key
CTRL+ALTHEFT ARROW

E® Enhanced Session Mode

Use it availabie

2 Reset Check Boxes

Reset check boxes

Figure 6-11. Mouse Release Key settings in Hyper-V Settings

¢  Enhanced Session Mode: As noted earlier, this enables enhanced session
mode for the virtual machine.

e Reset Check Boxes: Click Reset here to return all check boxes, warning
boxes, confirmation messages, and so on, to their original states.

Virtual Machine Settings

If you’ve installed an operating system on your virtual machine, there are settings available to you
for working with that OS. These include the option to add hardware, create checkpoints,
reconfigure memory settings, and so much more. There are various ways to access these options,
but one way is, again, from inside Hyper-V Manager and from the right pane.

Before we start, look back at Figure 6-10. Under HP Laptop in the right pane you see the
option Hyper-V Settings. We just explored those settings. Notice that there is nothing listed under
the HPLaptop Help option. Now look at Figure 6-12. While writing these last few pages, we’ve
installed an operating system on the virtual disk we created earlier. Now you can see that there are
more entries in that right pane. Specifically, they are entries related to the operating system
installed on the disk, Windows 8.1.
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Figure 6-12. Settings for the OS are available from the right pane (under the name of the virtual
machine) and the resulting Settings window

To access the settings for Windows 8.1 (or whatever OS you installed), click Settings. You’ll
see the window shown in Figure 6-12. As you can see, there are lots of options. Let’s look at each
of these briefly.

Under the Hardware section you’ll find the Add Hardware option listed first. This lets you
install hardware onto your virtual machine. Click anything you’d like to add. Yes, it looks like it’s
grayed out, but you can still click there. You could, for instance, install a network adapter if you
were unable to create a switch earlier.

Here are the additional options with short descriptions of their purpose:

The BIOS option lets you select the order in which the virtual machine should look for
boot devices. This is just what a “real” computer does, and the settings are the same. As
far as the host machine or virtual machine knows, it is a real, physical computer. If you
can’t access these settings, in the virtual machine select File »EXit and then close and
reopen the Settings window. This holds true for some of the other settings too.

The Security option lets you secure the virtual machine with encryption, provided
you’ve also installed a key storage drive. There’s an option here to learn more about key
encryption security, if that’s something you’d like to set up.

The Memory option lets you set the minimum and maximum RAM that the virtual
machine can use. You can also set a memory buffer limit and specify a priority setting
for this virtual machine.

The Processor option lets you configure what processors are used and how, if more than
one processor exists on the host. You can configure the limits as well as relative weight
for the processors you select.
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IDE Controller options let you add hard drives and DVD drives, inspect media, point to
image files, and select specific drives for installations and even remove drives if desired.
You can also add drives to a SCSI controller, if applicable.

The Network Adapter option lets you manage the virtual switches you create. You can
enable virtual LAN identification, which specifies the virtual LAN that the machine will
use, and enable bandwidth management. For the latter, you can configure minimum and
maximum bandwidth.

COM 1, COM2, and Diskette Drive options let you specify and configure these
communication and connection options.

Under the Management section, the first entry is Name. There’s not much to see here,
just the option to change the name of the virtual machine and write some notes about it.

The Integration Services option lets you select services that you want Hyper-V to offer
the virtual machine. The Guest OS must support these options, and they include the
following:

Operating System Shutdown: This allows the Hyper-V administrator to shut down the
virtual machines without having to log into it.

Time Synchronization: This lets the machine synchronize its time with its host.

Data Exchange: This allows for the sharing of information (data) between the host and
the virtual machine.

Heartbeat: This allows the Heartbeat service to monitor the virtual machine at regular
intervals. It can detect downed virtual machines and report them to the host.

Backup: This allows for backing up the virtual machine with resources from the host.

Guest Services: The guest service allows the Hyper-V administrator to copy files to a
running virtual machine without using a network connection. This is the only feature
disabled by default.

The Checkpoints tab, shown in Figure 6-13, lets you configure checkpoints for the
virtual machine. Checkpoints are akin to System Restore, in that they allow you to create
snapshots of the virtual machine’s state for the purpose of returning to a state quickly
should something happen to the machine.
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Figure 6-13. Checkpoints are snapshots of the system state and are stored at the default
checkpoint file location, which can be changed

e The Smart Paging option lets you choose where the paging file for the virtual
machine resides. By default it’s in Program Data »Microsoft »Windows »Hyper-
V.

e  The Automatic Start and Automatic Stop options let you state what should happen
to the virtual machine when the host is restarted (or started). Options include
Nothing, “Automatically start if it was running when the service stopped,” and
“Always start this virtual machine automatically.” You can also specify a startup
delay.

127

Farkiantech.com.ir



Chapter 6 = NetworkiNg iN a Virtual world

128

Virtual Machine Connection

The Virtual Machine Connection settings are available from inside the running virtual
machine. You’ll use these settings when you are in a virtual machine session to manage the
session. This isn’t a place to add hardware or reconfigure memory options; as you learned
earlier, you perform those tasks from the Settings options in Hyper-V Manager.

The options you’ll find here are available from a menu that runs across the top of the
virtual machine window. You can see this in Figure 6-14. You can access Settings from the
File menu, for instance, and you can access Turn Off, Shut Down, Checkpoint, and others
from the Action menu. The Media menu offers access to available drives, including DVD
drives shared on the host. The Clipboard menu offers access to clipboard settings. There’s a
View menu too, with options to disable enhanced session mode, view or hide the toolbar, and
view in full-screen. There’s not much to see really, but these options do allow you to work
efficiently inside the machine.

l? Windows 8.1 on HPLAPTOP - Virtual Machine Connection
File Action Media View Help

Ctrl+Alt+Delete Ctrl+Alt<End

Turn Off... Ctrl+S
Shut Down... Ctrl+D
Save Ctrl=A
Pause Ctrl+P
Reset... Ctrl=R
Checkpoint... Ctrl+=N

Ctri+E

Figure 6-14. Use the virtual machine’s menu to perform session tasksVirtual Machine
Connection


https://technet.microsoft.com/library/dn744329.aspx
https://technet.microsoft.com/library/dn744329.aspx
https://technet.microsoft.com/library/dn744329.aspx
https://technet.microsoft.com/library/dn744329.aspx

Chapter 6
NetworkiNg iN a Virtual world

Hyper-V Module for Windows PowerShell

The Hyper-V module for Windows PowerShell offer lots of Hyper-V cmdlets. You can use
these cmdlets to automate Hyper-V tasks. The cmdlets are meant to be user-friendly, with
commands and parameters created from words that describe the task you’d like to perform.
There are too many cmdlets to list here, however, so we’ve compiled a list that you can use
to perform basic tasks to give you an idea of how they work and what’s available.

As you read through this list, think about the entries. Cmdlets like Import-VM and
Export-VM let you manage the virtual machines (VMSs) you create. Mount, Merge, and Move
commands also offer insight into how you can work with these disks. New-VM lets you create
a virtual machine right inside a PowerShell session and forgo Hyper-V Manager altogether.
As you get more adept at these cmdlets, you might find yourself returning here again and
again, discovering what else you can do!

Some of the common Hyper-V cmdlets include the following:

e Add-VMDvdDrive: Adds a DVD drive to a virtual machine

e Add-VMDvdDrive: Adds a DVD drive to a virtual machine

¢ Add-VMNetworkAdapter: Adds a virtual network adapter to a virtual machine
e Checkpoint-VM: Creates a checkpoint of a virtual machine

e Dismount-VHD: Dismounts a virtual hard disk

e Export-VM: Exports a virtual machine to disk

e Get-VMReplication: Gets the replication settings for a virtual machine
e Import-VM: Imports a virtual machine from a file

e Merge-VHD: Merges virtual hard disks

e Mount-VHD: Mounts one or more virtual hard disks

e Move-VM: Moves a virtual machine to a new Hyper-V host

¢ New-VHD: Creates one or more new virtual hard disks

¢ New-VM: Creates a new virtual machine

e Remove-VMSwitch: Deletes a virtual switch

e Rename-VM: Renames a virtual machine

e Resize-VHD: Resizes a virtual hard disk

e  Restart-VM: Restarts a virtual machine

e Set-VMBIios: Configures the BIOS of a generation 1 virtual machine
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If you find this interesting and don’t have much experience with PowerShell, you can
find all the commands on the various Microsoft web sites. A quick Internet search will
provide the links you need.

Windows PowerShell Direct

If you need to remotely manage a Windows 10 or Server 2016 virtual machine from a
Windows 10 or Server 2016 host, you can do so with PowerShell Direct. This makes it
possible for administrators to better automate tasks and more efficiently manage remote

virtual machines.

Note windows powerShell direct doesn’t require either the host or the VM to
have a specific network configuration.

One way to initiate a PowerShell Direct session (after opening PowerShell with
administrative privileges) is to type Enter-PSSession -VMName <VMName> or
Enter-PSSession -VMGUID <VMGUID>. Then, type commands as desired. When you’re
finished, type Exit-PSSession.

Another way is to use the Invoke-Command cmdlet. This runs a set of commands on the
virtual machine. Here is an example of how you can use this command where VM2 is the virtual
machine name and VMTask.ps1 is the script to run. The script is located on the C: drive.

Invoke-Command -VMName VM2 -FilePath C:\script\VMTask.ps1

If this sounds like something you’d like to do, give it a try. Start with the PowerShell
Direct session option by invoking the Enter-PSSession command with the desired parameters.
That’s likely the easier choice. Then, type a few commands to run on the remote machine.

Troubleshooting Hyper-V Connections

On occasion, you’ll be called on to troubleshoot Hyper-V connections. As with any networked
resource (even if it’s virtual), there are physical issues that arise. Host computers and
accompanying servers can be powered off, routers can restart or stop working, physical
adapters can malfunction, and cables can get crimped. Before you get too far into
troubleshooting, make sure you have checked out the most common problems that occur
within the “regular” network, especially complications with the host. Although you’d likely
know of these types of problems because of some other issue that’s more obvious (like a
subnet or network outage), it never hurts to check.

If you believe the problem lies inside the virtual machine, you can verify that the
virtual machine’s TCP/IP stack is functioning properly using familiar commands
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being unable to connect to another (if they were configured that way to begin
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with), you can use these tools there too. Figure 6-15 shows a VM running on a Windows 10
Enterprise computer, and inside the VM is a command prompt and the results of ipconfig.

I Windows 1.1 0n HPLAPTOP « Vietun! Machine Connection
Fle Acion Meds Vew Help

QWO nunm oL B

----- adapter (Thernst

ConARCtLon-SDOCIFLC DNS Suffix
L 1 I5v6 Address

Necfa state . . . . . .44 . 1 Media discomnccted
Connection-spacific ONS Suffix . : fios-routen.hone

Tunnel adapter Local Ares Connection® 3:

-specific Ons Suffix . :
s . T 2001:2:4137:9476:¢26:119:d047:5227
1 I0v6 Address . . . fe3D::¢06:119:dB7:5221%2

Figure 6-15. Use TCP/IP commands to troubleshoot a VM

Enable Enhanced Session Mode

Once you rule out physical issues and problems with the virtual machine’s adapter, the next
step in solving many Hyper-V connection problems involves making sure that enhanced
session mode is enabled and that it’s available to the user.

To verify enhanced session mode is enabled on the virtual machine (or to enable it),
follow these steps:

1.  On the computer that hosts the virtual machines, open Hyper-V Manager.

2. Click Hyper-V Settings.

3. Click Enhanced Session Mode Policy.

4. Verify Allow Enhanced Session Mode has a check by it. If it doesn’t, select it.
5. Click OK.

To verify that enhanced session mode is enabled for the user, follow these steps:
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1.

2.

3.

4.

Repeat the previous steps 1 to 3.

Under User, click Enhanced Session Mode.

Click OK.

Locate Missing Local Resources

If the problem with your virtual machine is that you can’t access a specific local resource, you
need to verify the user has permission to access it from the connection dialog box.

This is the box that appears after you opt to connect to a VM from Hyper-V Manager. A
resource could be something physical like a printer or virtual like the clipboard. Other
options include smart cards, physical or virtual drives, and plug-and-play devices.

complaining that they cannot do the following:

e Copy and paste files between machines and hosts
e Sign in to the VM with a smart card

e Printtoa local printer

e Access the host’s USB ports

e  Troubleshoot a VM without a network connection

follow these steps:

1.

2.

On the host, open Hyper-V Manager.
Right-click the VM to troubleshoot and click Connect.
In the Connect To dialog box, click Show Options.

Click the Local Resources tab. See Figure 6-16.

Verify Use Enhanced Session Mode has a check by it. If it doesn’t, select it.

Common complaints that can be resolved with this technique include the user

To troubleshoot access to local resources and to also resolve problems listed earlier,

If you want the user to have access to printers and the clipboard, place a check beside

those entries.
Click More.

Place a check in any resource listed here and click OK.

If an option is available to save the settings for the virtual machine, select it.

Click Connect.

NetworkiNg iN a Virtual world
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™% Local Resources

Local devices and resources

/ Chooae the devices and reacurces that you wart 10 Use 1 Chooee the devices and recources on this computer that you want to
] yourremote sessic LR %) JOUK PHO0RCHS Sbu
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Figure 6-16. Give access to local resources in the “Connect to” dialog box

More Troubleshooting Tips

There are lots of other, less common ways VMs can cease to function or stop
communicating with the user or the host. These are more difficult to resolve because of their
uniqueness. In such cases, you need to pinpoint the problem first and then search for the
appropriate resolution. We’ve compiled a random list of not-so-common problems, which
are listed in no particular order, that you can peruse if you are at a loss.

Switches

Connection problems can occur if the administrator created the wrong type of switch for the
virtual machine. Remember, there are three types: internal, external, and private. Each offers a
specific type of connectivity as outlined earlier in this chapter. If you are having trouble
connecting to the Internet from a VM, for instance, you’ll need to verify that the VM is
configured with an external switch. An internal switch won’t work. As far as not-so-common
problems go, this one happens more often than most.

VM Doesn’t Start

There are many reasons why a VM won’t start, but if it’s a new VM, it’s generally that the
host’s hypervisor isn’t running. The host must meet specific hardware requirements, which
were outlined earlier. If your computer meets these requirements but the VM still won’t start,
enter the BIOS and enable virtualization and DEP.
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VM Pauses Randomly

Sometimes VMs pause or stop working because the virtual hard disks are out of storage space. This
can happen if you’ve saved several snapshots or otherwise filled the drive with data. You’ll need to
create some space on that virtual drive.

VM Doesn’t Integrate Well with Host

If you see problems with mice, keyboards, video, network components, or even SCSI controllers,
you likely have an issue with Integration Services. These services can replace generic operating
system driver files with those that are more effective for the VM. It also synchronizes the time
between the guest and host and allows for file interchanges. If you have problems like these, install
Integration Services.

Error Messages

Finally, if you see error messages, read them carefully. If they have to do with the VM not having
enough memory, change the memory settings. If you see errors related to an unsupported operating
system, heed the warning to install a compatible one. If you get an error code, look it up on
Microsoft’s web sites. Chances are you’ll find an answer there.

Introducing Windows Azure

In this book, we’ve been discussing networks and network hardware, sometimes with the premise
that the hardware is on-site, physically available, or remotely manageable, but also making sure to
note that computing can be cloud based as well. It’s possible to have a hybrid environment where
both on-site and cloud-based computing models exist within the same company. Relating this to
what we’ve been talking about in this chapter, a company may host some VMs on local servers
while others are hosted in the cloud by a third party. Cloud-based technologies like this are
referred to as cloud computing.

Technically, cloud computing offers the delivery of network and computer services, including
the hardware and software you have on-site like servers, databases, applications, and more, over
the Internet. Cloud computing providers offer these services and charge you based on how many
services you use and at what rate.

One popular service that is facilitating this change is Microsoft Azure. Azure is a growing
assortment of integrated cloud services that is available to companies and hosted via a global
network of datacenters. Azure supports almost all operating systems, programming languages,
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database programs, and hardware devices. There are tools and professionals to help with
applications development and management, security, and data administration.

Azure also offers hybrid solutions to help companies make the move to the cloud.
Applications can be used on-site or from the cloud, and backups can be performed in both places
as well. Azure offers disaster recovery, cloud migration tools, data warehouses, and high-
performance computing too. It’s ever-changing as well. Each day that passes brings more and
more innovation. If you haven’t started looking into Azure yet, we highly suggest you do.

NetworkiNg iN a Virtual world

Note with regard to this chapter and virtual machines, azure lets you create virtual
machines in seconds, and they are on-demand and scalable. You need to pay only for
what you use.

Summary

Virtual machines make it possible for enterprises to get more bang for their buck. A single,
powerful server can host multiple virtual machines. This helps reduce the physical space needed
for computer hardware and reduces the costs associated with it. Virtual machines are fairly easy to
create too, provided you know the nuances of the configuration options.
We covered those in this chapter along with some troubleshooting tips.

Finally, as noted at the end of this chapter, Microsoft Azure can help you move from on-site
to the cloud, and you can take your virtual machines with you. We believe the future is here and
encourage you to continue your studies there.
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Troubleshooting Mobile
Worker and BYOD
Networking Problems

Despite the best efforts of IT staff, it’s now commonplace for workers to use their own
laptops and tablets at work. Indeed, some companies and organizations actively encourage
this practice to reduce overall costs. We know, it’s depressing, isn’t it?

The potential upside to this, however, is that there’s a reasonable chance that “Mr. or Mrs. On
Your Case the Whole Time” might be working from home or from the coffee shop around the
corner where they like to deprive other patrons of a table.

Of course, this presents its own challenges to support staff. Unless said coffee shop happens to
be on the ground floor of your building, you can’t pop over to the desk of the person who needs
help. It also means that rather than being connected to the company network over a nice, stable,
reliable, and secure Ethernet line, they’re forced to use a Wi-Fi connection that’s horribly insecure,
as in the case of the aforementioned coffee shop, or they’re at home sharing a connection that’s
being monopolized by a teenager on an Xbox.

So, how do you support mobile workers or workers in satellite offices, especially when it
comes to network issues?

Helping the Worker Help Themselves

This, of course, is the big challenge. Normally if a user has a problem, you’d tunnel into it
through Remote Desktop or some remote-control software, which you’ll look at later in this
chapter. The sensible place to begin, though, is with what happens when the user doesn’t have a
network connection and can’t get online at all.

Throughout this book we’ve shown you all the technical ways in which you can repair
network connections and get detailed diagnostic information about what’s going on. Let’s face it,
normal people can’t do any of that stuff. They can normally only just download something from an
app store, so you have to use different tools and techniques to help them out when you can’t get to
where they are.

136


https://technet24.ir/
https://technet24.ir/

Chapter 6
© Mike Halsey and Joli Ballew 2017
M. Halsey and J. Ballew, Windows Networking Troubleshooting, https://doi.org/10.1007/978-1-4842-
3222-4_7

135

Farkiantech.com.ir


https://doi.org/10.1007/978-1-4842-3222-4_7
https://doi.org/10.1007/978-1-4842-3222-4_7

Chapter 7 = troubleshooting Mobile Worker and bYod netWorking probleMs

McGyvering the Situation

We don’t know if you’re old enough to remember, but back in the mid-1980s there was an
action show on TV starring Richard Dean Anderson called McGyver. He played an ex-spy
who would solve problems by creating something like a complex explosive out of a piece of
string, a pair of trousers, and a cow. There was also a more recent remake, but the less said
about that, the better.

Now we’re not suggesting that you ask the person with the network problem what they’re
wearing. ..that could go wrong for you. However, asking what else is around or might be
available can be a good start.

Do they have a smartphone, for instance? If so, does their cellular contract support
tethering? If it does, you might have a usable Internet connection for their laptop. You
probably won’t be able to use it to get Remote Desktop access, but it at least means the user
can send you stuff.

If they don’t have tethering or if the Wi-Fi on the laptop isn’t working, is there a friendly
person with a laptop nearby who might be prepared to e-mail you a file? Also, does the user or
somebody else nearby have a USB flash drive so you can transfer a file to said laptop?

Al of these methods can help you McGyver a situation to your advantage, meaning you
can help the user far more quickly and effectively, while also making yourself look like the
hero who’s saving the day.

The Problem Steps Recorder

The Problem Steps Recorder was included with the beta release of Windows 7 and was only
intended to be used for that and nothing else. It proved so popular with beta-testers that
Microsoft decided to keep it in the final release, and it eventually made its way to Windows
8.1 and Windows 10.

You can find the Problem Steps Recorder by searching in the Start menu for PSR, where
it will be listed as “Steps Recorder.” In short, this is a tool that has only three buttons and that
enables a user to record annotated screenshots of what they see and do on the PC; these
screenshots are then compiled into a single file they can e-mail to you.

Figure 7-1 shows what the user sees when they start the Problem Steps Recorder. There
are three buttons (four if you include Help), called Start Record, Stop Record, and Add
Comment.

‘StgrtRecord o ¢ { @& Add Comment °'

Figure 7-1. The Problem Steps Recorder toolbar

When the user clicks Start Record, they’re not recording a video, so they don’t need to
rush with what they’re doing. This means you can ask them to click specific things and open
specific information and status panels if you need.

troubleshooting Mobile Worker and bYod netWorking probleMs
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When the user clicks the Stop Record button, a file will be displayed showing annotated
screenshots of everything they’ve done on the PC and everything they’ve clicked, as shown in

Figure 7-2.
ps Recorder - o
@ NewRecording [ Sove @ ~
Previous Next
Step 2: (01/08/2017 10:04:33 am) User mouse drag start on "All apps (list)" in “Start®
Previous Next
Step 3: (01/08/2017 10:04:37 am) User mouse drag end on "NVIDIA GeForce Overlay (pane)” in “Program Manager” v

Figure 7-2. Afile is displayed when the user stops the recording

Below these screenshots is an Additional Details section containing more technical
information about the events that unfolded, such as the names of apps or services the user ran.

Additionally, at any time throughout the recording, the user can click the Add Comment
button at which point their screen will freeze, and a dialog box will appear in which they can
type a message, perhaps about what they’re doing or what they expected to happen at that
time. This comment will be annotated to the screenshot taken at that moment so that you can
read it.

The user needs to click the Save button at the top left of this window to save the file to
their PC; the desktop is the default save location for this tool. That file, which is only small in
size, can then be sent to yourself for review.

Opverall, the Problem Steps Recorder is an excellent tool that shouldn’t be underestimated
because it allows you to see exactly what the user is doing...or at least what they’re doing
wrong again!

Game DVR

We want to mention a gaming feature that’s exclusive to Windows 10, as there are a few
occasions where it might be useful as a support tool. It is limited in functionality, though, and
there are rules you need to follow to get it to work effectively. You won’t find Game DVR in
the Enterprise editions of Windows 10, but it’s in Pro.
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You open Game DVR on a Windows 10 PC by pressing the Windows Key+G. At first,
the user will asked to confirm that the app they’re using is in fact a game, as Windows 10 is
sensible enough to know what is and is not.

Once this is done, the user can open the Game DVR toolbar, as shown in Figure 7-3, using
the Windows Key+G key combination, and start and stop video recording with Win+Alt+R.

[] Record mic

Figure 7-3. Game DVR can sometimes help with support

What this does is save a video file on the PC to the /Users/Videos/Captures folder, which
can then be e-mailed to a support person. However, there is a big caveat that you need to be
aware of first.

This caveat is that Game DVR works only inside a single app. This means it’s absol utely
fine if the user wants to record a problem they’re having with your customer relationship
management (CRM) software, but the moment they open the Start menu or switch to another
app, it’ll stop working.

That said, it’s worth mentioning here as you never know when a video of a problem
might give you greater insight into what’s going on with the PC at the time and what the user
is actually doing.

Providing Remote Help and Support

The Problem Steps Recorder and Game DVR are useful tools, but if the user has Internet
access, you’ll probably want to sign into their PC remotely and take control. Now you might
have a third-party tool you like to use, such as Team Viewer, but there are actually no fewer
than three ways you can achieve the same thing with Windows itself.

Configuring a PC for Remote Connections

Before you can help a user remotely, their PC needs to be configured to permit remote
connections. You do this from the System Properties panel; open the Control Panel, click
System, and then click Remote Settings in to the top-left corner of the windows. You can also
search for sysdm.cpl in the Start menu.

troubleshooting Mobile Worker and bYod netWorking probleMs

The Remote tab of the System Properties Dialog contains the settings you need, as shown
in Figure 7-4. Here you can allow (or deny) Remote Assistance (and Quick Assist)
connections and also allow or deny Remote Desktop connections. Note that with Remote
Desktop, which we’ll look at shortly, you normally need the username and password of a
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specific user on the PC. However, you can also click the Select Users button to add IT support
staff from the company domain.

System Properties X
Computer Name Hardware Advanced System Protection Remote
Remote Assistance
[ Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Remote Desktop

Choose an option, then specify who can connect.
(® Don't allow remote connections to this computer
(O Allow remote connections to this computer

/ Only allow connections from computers running Remote
Desktop with Network Level Authentication (recommended)

Help me choose ii §electww lbets
OK |[ cance || oply

Figure 7-4. You configure Remote Assist in the System Properties Dialog

Quick Assist

Quick Assist is a feature exclusive to Windows 10, so it can’t be used to provide assistance to
or from a Windows 7 or Windows 8.1 PC. You need to be signed into the PC with a Microsoft
Account or Azure Active Directory account for it to work, but it provides a six-digit code that
enables Microsoft’s Remote Desktop peer-to-peer system to provide remote access to a PC, as
shown in Figure 7-5.
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Microsoft Quick Assist enables two people to
share a computer over a remote connection so
that one person can help solve problems on
the other person’s computer.

R?‘/ Get assistance

Allow someone you trust to assist you
by taking control of your computer

R Give assistance

Assist another person over a remote
connection

Figure 7-5. Quick Assist is a feature of Windows 10

Quick Assist is an improvement over Windows Remote Assistance (which we’ll look a
shortly) for several reasons: it’s easy for the user receiving support to use it, the tool allows
you to restart the remote PC while keeping the support session active, and the person
providing support can also respond to User Account Control requests.

Along the top of the Quick Assist window when you’re providing support is a toolbar

containing some useful utilities, as shown in Figure 7-6.
troubleshooting Mobile Worker and bYod netWorking probleMs
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Figure 7-6. Microsoft Quick Assist in action

e Annotate allows you draw and scrawl on the screen of the user being
supported. You can do this to highlight things for them so they can see
what they’ve done wrong or where the option is that they can’t find.

e Fit Screen allows you to see their screen at either its native resolution or
one that will fit inside the window you have open on your own screen.

e Restart restarts the remote PC while keeping the Quick Assist session
active.

e Task Manager opens Task Manager on the Remote PC.

e Reconnect enables you to reconnect to a remote PC where the
connection has dropped.

e Pause allows you to pause the connection, temporarily giving the end
user control again.

e Stop closes the Quick Assist connection.

Windows Remote Assistance

Windows Remote Assistance can be found in all supported versions of the operating system.
It’s a remote-control application for PCs that’s most easily found in the Start menu by
searching for msra.exe.
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Just as with Quick Assist, you can either ask for help or offer it, and there are several
different options for sending the invitation file Remote Assistance creates, as shown in Figure
7-7.

& §3 Windows Remote Assistance

How do you want to invite your trusted helper?

You can create an invitation and send it to your helper. You can also use Easy Connect to simplify
connections to your helper.

—> Save this invitation as a file
You can send this invitation as an attachment if you use web-based email.

—> Use email to send an invitation

If you use a compatible email program, this will start the email program and attach the invitation
file.

Use Easy Connect
Use this option if Easy Connect is also available to your helper

Cancel

Figure 7-7. Remote Assistance requires an invitation file to be sent

You can either save the invitation file or send it via e-mail. This second option will not be
available to you if you don’t have an e-mail app, such as Microsoft Outlook, already installed
and configured on the PC. That’s where saving the file comes in, as it can then be attached to
e-mail in a browser.

Activating Easy Connect in the Enterprise

Easy Connect may or may not work for you as it requires the Peer Name Resolution

Protocol and IPv6 connectivity to work, and not all routers support the Peer Name Resolution
Protocol. You will also find that in Enterprise environments this might be disabled. It will
need to be installed on the server, and it will need to be enabled on the remote PC.
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You do this in the Group Policy Editor (search for gpedit.msc in the Start menu); navigate to
Computer Configuration »Administrative Templates »Network »TCPIP Settings »Pv6
Transition and then change the Set Teredo State option to Enabled, as shown in Figure 7-8.
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3 Set Stod I Name
m:x' B oty sati: 2. n«u-:mmmmuum O Diabias
2 Netwerk Prowder | Requramants Set étod State Soppeted 0% (4 leust Windows Server 2008 R2 o Windomes T
3 Offime Filex Bt leest Windoms Server 003R2 Set IPAHTTPS Suste
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s . St BATAD St Opticos: Hep
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Figure 7-8. You may need to change a Group Policy setting to get Easy Connect working

Once the invitation files have been sent, the remote user will need to stay at their PC for a few
minutes, as they have a couple of extra things to do. The first is to relay to the person providing

support the password they’re given, as shown in Figure 7-9. This is best not put in the e-mail with
the invitation file for obvious reasons of security.

& Windows Remote Assistance - a X
) Chat iz Settings  Troubleshoot @) Help

Give your helper the invitation file and password
YF7QQXY6YMR4

(#) Waiting for incoming connection...

Figure 7-9. In addition to the invitation file, you will need a password

When you have opened the invitation file and Remote Assistance is running on your PC,
you’ll first be asked for the password. Then the remote user will be asked if they want you to see
their desktop. They still can’t leave, though, as once you have access, you need to click the Request
Control button that sits in the top left of the Remote Assistance window.

Once you click this, a message will appear on the remote users’ PC saying you would like to
take control of their desktop. It is very important at this stage that you ask them to also select the
box that says “Allow [name] to respond to User Account Control Prompts.” Otherwise, the user
will have to sit there the whole time and click them for you, as shown in Figure 7-10.
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Figure 7-10. You need to request control of the remote PC

Once you have access, it’s fairly standard fare from there on. You can open a chat window to
talk to the person you are providing support to, and they can end the support session at any time
should they want.

Remote Desktop

If you are an IT professional, the de facto method of taking control of another PC is by using
Remote Desktop. This is available in all supported versions of Windows. Just search for Remote
Desktop in the Start menu to launch it, though you’ll need to make sure that Remote Desktop
connections are permitted on the remote PC, as we detailed earlier in this chapter. Note that in
some circumstances you can also use Remote Desktop over the Internet, such as if both PCs are
connected to the same VPN.

You will need to know the name of the remote computer on your network, as shown in Figure
7-11. This can be obtained from the System panel in Control Panel, but you can ask someone to
type cmd to launch a Command Prompt window, where the command hostname will display the
full name of the computer.
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Remote Desktop
»*) Connection

Computer: | WIN-MGFLEJRNFLM

Usemame: None specffied

You will be asked for credentials when you connect.

{»  Show Options | Connect Help

Figure 7-11. You need to type the name of the remote PC

Once the connection has been made to the remote PC, you will presented with a security
certificate, which is just Remote Desktop’s way of warning you that the remote PC might be
infected with malware or some other nasty thing (see Figure 7-12).

| %5 Remote Desktop Connection X
\ mm'dﬁnmuemlumbewﬁed Do
~ you want to connect anyway?

‘ The remote computer could not be authenticated due to problems with its
security cerificate. it may be unsafe to proceed.

Certificate name
5] Name in the certificate from the remote computer:
WIN-MGFL&JRNFLM
Certificate emors
The following emors were encountered while validating the remote
computer’s certificate:

A The certificate is not from a trusted certifying authority.

Do you want to connect despite these cerificate emors?

[[] Dont ask me again for connections to this computer
e, e (]
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Figure 7-12. A security certificate will need to be accepted

Remote Desktop has plenty of great options available to you. By clicking the “Show options”
button in the Remote Assistance sign-in dialog, you can choose the display resolution you want the
session to run at, the quality of the connection, what Remote Desktop gateway server to use, and
also what resources you want to access from your own PC or the network on the remote PC, as

shown in Figure 7-13.

Remote Desktop
*><) Connection

General Display Local Resources Experence Advanced

Remote audio
B Configure remote audio settings

Keyboard
Apply Windows key combinations:
Only when using the full screen

Example: ALT+TAB

S

%5 Remote Desktop Connection
Local devices and resources

Choose the devices at

4!';,‘] your remote session. | Remote De_SktOp
A Priners "¢ Connection

More... Local devices and resources

Choose the devices and resources on this computer that you want to
use in your remote session.

Hide Options = [ Totves
[JWindows
[CIFies
[C]Fie History
[CJRemovable Disk
[CJRemovable Disk
[CJRemovable Disk
[J8D-ROM Drive
MlioFX

Figure 7-13. Various options are available in Remote Desktop
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Caution do not share remote resources or resources on your own pC if you
believe the pC you are supporting may be infected with malware.

We’ve mentioned Remote Desktop gateway servers here, so you might be wondering what
they are. They are a feature of Windows Server that allow you to connect to a remote PC over an
internal or private network from any Internet-connected PC.

Remote Desktop Gateway (RDG) uses the Remote Desktop Protocol (RDP) over HTTPS to
establish an encrypted connection between the two machines, meaning a connection can exist
without the need for a virtual private network. RDG needs to be configured for your Windows
Server system on Windows Server 2008 R2 and later.

Once a Remote Desktop connection is established, you have full control over the remote PC,
including being able to interact with UAC prompts and restart the PC while maintaining the
connection, all without the need for user interaction. This makes Remote Desktop useful for those
quiet times when the user of the remote PC is away from the machine, though if you’re connecting
to a laptop or pro tablet, it might be a good idea to ask the user to leave it plugged in so the battery
doesn’t die on you. Sadly, that’s one thing Remote Desktop can’t control.

Remote Management of BYOD PCs

It’s worth pointing out that if you connect a Windows 8.1 or Windows 10 PC to Microsoft Azure or
Active Directory using the options in the Settings app, you can enroll the machine in device
management. This setting, found in Accounts under “Access work or school,” allows an
administrator to remotely administer a PC that belongs to the user, as shown in Figure 7-14.

145



Chapter 7 = troubleshooting Mobile Worker and bYod netWorking probleMs

& Home Access work or school

Find a setting p I Connect to work or school

Get access to resources such as email, apps and the network.

Accounts Connecting means that your work or school might control some
things on this device, such as which settings you can change. For
A= Your info specific info about this, ask them.
& Email & app accounts : Connect
+

@ Sign-in options

hool .

I B3 Access work or schoo Related settmgs

R, Family & other people Add or remove a provisioning package
c Sync your settings Export your management log files

Set up an account for taking tests

Enrol only in device management

Do you have a question?

Figure 7-14. Windows 8.1 and Windows 10 support the remote management of PCs
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This remote administration includes being able to specify that minimum security
standards, such as Windows Update and antivirus, are up-to-date before the PC can connect to
the company network. You can also remotely wipe corporate data, which is stored separately
from the user’s own files and documents, at any time.

Summary

Remote users are a pain in the butt, putting it mildly. They might be using their own machine
in which case they’ll likely be very protective of it, or they might do something that
completely takes their Wi-Fi offline the moment they get to the airport.

We like to think that a little emergency pack handed to each user is a good investment; it
could contain a USB recovery drive for the PC, which they can also use for file transfer, and a
USB Ethernet dongle. This way, if Wi-Fi completely fails on the PC, they might still be able
to get network and Internet access on a wired network.

We rely on our network and Internet connections so much these days, but there’s just so
much that can go wrong, and so many different ways to address and repair issues, that
networking problems are still the number-one biggest headache for PC users and system
administrators alike. Ideally this book has furnished you with the knowledge and skills
necessary to alleviate that headache.
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